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End-to-end system

for equipment
monitoring

‘Amazon Monitron is an end-to-end system that
automatically detects abnormal behavior in industrial

machinery, enabling you to take proactive action on potential
failures and reduce unplanned downtime.

Start monitoring equipment
Create a project to start monitoring your assets. Use
the Getting Started Guide.

Create project

Don't have Amazon Monitron Sensors and Gateways?
Order here.

Amazon Monitron

Detect abnormal machine behavior and enable predictive maintenance

Use the project link in your Monitron invitation email to get started.

Don't have the Monitron mobile app yet?
Download it on Google Play or App Store
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Detect abnormal machine behavior and enable predictive
maintenance
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Getting started
For help getting started, refer to the Amazon

Monitron Documentation
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Project details info

Project name

Site
The project name must have 1 to 60 characters. Valid characters: a-z, A-Z, 0-9, punctuations, and space and _.
Data encryption Info

Your data is encrypted by default with a key that AWS owns and manages for you. To choose a different key, customize your encryption
settings.

Customize encryption settings (advanced)
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Create user X

Create a new AWS user. You can assign this user access to AWS applications and services

Ermail address

First name Last name

Cancel
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Add user o o 3

User details '
{

Username* smartinez

This username will be required to sign in to the user portal. This cannot be changed later.

® Send an email to the user with password setup instructions. Learn more
Generate a one-time password that you can share with the user. Learn more

Password

Email address” smartinez@example.com

Confirm email address* smartinez@example.com

Firstname*  Sofia

Last name* Martinez

Display name*  smartinez
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AnyCompany

Mary Major

Admin | mary.majorf@example.com

John Doe

Technician | john.doegexample.com
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Display name Role Site
Alejandro Rosalez Admin Site name 1
Akua Mansa Admin Site name 1
Arnav Desai Technician Site name 2
Carlos Salazar Admin Site name 1
Diego Ramirez Technician Site name 2
Efua Owusu Technician Site name 1
Jane Doe Technician Site name 2
Jane Roe Technician Site name 1
Jorge Souza Technician Site name 2
Mary Major (me) Admin Site name 1
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Alejandro Rosalez Admin Site name 1
Akua Mansa Admin Site name 1
Arnav Desai Technician Site name 2
Carlos Salazar Admin Site name 1
Diego Ramirez Technician Site name 2
Efua Owusu Technician Site name 1
Jane Doe Technician Site name 2
Jane Roe Technician Site name 1
Jorge Souza Technician Site name 2
Mary Major (me) Admin Site name 1
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Email instructions Info

Send instructions to users on how
to access the app.

Email instructions [
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Getting started

Step 1. Install gateways

Connect gateways to your network to transmit
sensor data. Learn more 4

Add gateway
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Cancel Add gateway

Network configuration

Choose how you want to configure the network

for your Monitron Gateway.
Automatic (DHCP)

Manual
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Configure network

IP Address

Subnet mask

Router

Preferred DNS server

Alternate DNS server - optional
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—  Test_Project Vv

Assets (1) | Add asset |

Q Find assets i}

Example_Asset
Site 1 p@
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8:07

Cancel Add asset

/\ You are adding this asset to the project. We
recommend you add it to a site. Once you
add an asset you can’t move it.

Learn more [/}

Asset name

Name for the asset to be monitored.

Example: Pump R

Maximum 60 characters.
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Projects (2) -

| Q, Find projects by name | 1
Project name AWS account Last accessed: v

@) Test_Project Jan 21, 2024, 6:42 PM

O Test Dec 5, 2023, 11:26 AM

2. 1% M Mol M ALOIES MEHEH CHS AHHS ALS 8 ALO|E S MEyBHLIY
% Amazon Monitron X Test_Project ¥ () 4 suwppore v [

Assets

) Add site
Gateways Sites (1)

Users ‘ Q, Find sites by name 1

Name v Id

Settings I 0] Site 1 I
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Settings » Example_Asset
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Name v Status v Type v Class v

Sensor Other Class |
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Motor Pump
[ O 0
Gearbox
.0 o
Pillar Pillar
= c bearing bearing
|

MM HI R &

Rratol| MME Hix|eh @x[E AEIMCHH MM SHEF ol &[4 1/30] A4t THE|0 /I=X| & QISHA|
Q. MME M HOIA Mo 2 28 U 25 FHXI|E &2 &= UX[EH Ot o|O|X[e Z 0| R4t
CHa g MM Sof z|cHet Hix|5t= A0l S &Lt
~~ * Minumum contact area
30 x 25 mm
Target Contact Area
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Machime class for the asset based on 150 20816 standards

Class | v

o
10. MME SSstedH FUHES MM 7H7tolol CHMl 2. S50l 2tz

3
A
o
M
=5
Pl
A
o
EH
>
il
r

2 T 22 £ aLch MME HoiYste ol X7t ol B2 &t

® Tip
AOLEEO| MME ZX[5HK| RstH NFC HE|LETL Mol 770l R =5 ADIEEE &
O 2M|2. iPhone 2ROl B2 StE|LtE Fx|Q| &E 7HEtZ|0f l&LICH Android 2

o| AR CHE|IL} {%x|= CtYEFLICE CF2 E|AA = Android 7|7|0llA NFC QHEILIE 3=
o E20| 2 = U&LICH

« NFC & X| ¥(Samsung)

4EA: MM E RHbof Hio{ 5| 50


https://docs.aws.amazon.com/Monitron/latest/user-guide/as-sensor-positions1.html
https://docs.aws.amazon.com/Monitron/latest/user-guide/as-sensor-positions1.html#as-add-sensors
https://www.samsung.com/hk_en/nfc-support/#devicelist

Amazon Monitron

02
x

» Pixel = st=9Jo{ Ctolo{2 =Y

RH&F H O K[| M MM = OfA| RHAH Ho{Z 2|1 {XIZ2

A 4l ok2l o3l

(® Note

O| MMofA= Amazon Monitron 2HI Y HE AIEst=E WS SHM2Z CHELICEH Amazon
Monitron & 40| CH3H XFA|S| & oF = 2424 Amazon Monitron AFHE AHA{ 9| Al

HESM L.

MA7F KHotofl Ho{ 2 [P Amazon Monitron2 Atat & EHE R LIE{RISHY| A|ZFEILICH HI™ 42l
A AFENE ZEX|5hmd orEl

o

£ D Rt HENE HEELICH S22 7|H &0 7|A TS0l ChEr 1ISO 20816 & 2| Z& &S
g35tod W ELICH

CIO|E{& ZL|E{2l5t1 o|Atol CHEt 2 2lod CHE 52424 Amazon Monitron ZHFY HE A EHL|C}.

HER7t MEe2 200lstn 22 MEN| HdZdst= Yol CHer YE7F ZefE ojHYE 2 WY

LICE.

F=H

« 1EHA!: XpAH 2FEH OfSH

« 20HAH!: Kt AEf 27

« 3CHA|: 7|H o|A E 7| Al EOl

« ACHA|: 7|H| o|A S A
ol

o 5EHA|: & S AT

1EEA|: RHF 2P El O3

Amazon Monitron 2HIY HE AI2510{ XS ELIEE
DHY e A mf EAIELICH

IstedH A SEFE AY

PSR, Ol S5

rlo



https://support.google.com/pixelphone/answer/7157629
https://docs.aws.amazon.com/Monitron/latest/user-guide/anom-monitoring-chapter.html

ol
nx
02
x

Amazon Monitron At

Assets (793)

» Sorter 1

» Sorter 2

k Conveyor belt 1

k Conveyor belt 2

k Conveyor belt 3

k Conveyor belt 4

v

Conveyor belt 5

Motor 01

Motor 02

Motor 03

QA3 T®

Z2ME £& AO|EQ| 2t AHHE Ko SZof LIELIC

H O|X|ol A 2 Rf&tol= S EHE LIEHLHE OFO|Z0| R AIELICH ChE E& O[2HE AlLtE[

=
— =
o CHolf B ELICH
oto|Z &EY
S JE: Kpake| 2E HA 2
0 x| SEA7F S YL

A1 HEl: of Riato| /x| &
tLHol| CHall Bt EBIAHE]
RS, Ol= Amazon Monitron
o| KI-xHK-I xl-oH o-rE _7|<_7|

of Z xRS S LIEFHALICE

- -

ol

1EF7A|: ZH & Ef O] 3l 52



Amazon Monitron

oto|Z

Al A

3%
0jo

&Ef

Amazon Monitron2
4180 tls E&E9|
&sto{ FH| st
M3tod 41 2HE

CtH.

A& HEN: Xtoto| B AEH
of &= 0| Amazon Monitron2
e AHAFS HlS ZUE-E
L|Ct. CHA[ 285t X|BH Amazon
Monitron2 7|H| & &1t £IS
ISO EEE =& 35lof Al83l1
UGLICH RHoF MEHTE I A o
73 Amazon Monitron
AEHTF I A BRI

S o
|°|'I:||_=| @.‘?’. OEI-E‘HE _bll_

i
|

N

F

ﬂ"O 0>|
g [> N T
m >

0RO
o> o

5Q O o oo rjo to
o

30

o> [0
e
Do T

StLE7F K| 24 AEHQILCE.
7|& X7} RFRkO| A
EFOISNX|2E OF & 3

A&LICH

Mxf gie: RHakol ®ofE 3t 9
x|ofl w02 & M7} el

1EHA|: KFAF AFER O3

53



Amazon Monitron At

ol
nx
OEI

¢ = AnyCompany a¥

Sorter 1

«0 Pair sensor

* Positions (2]

Alarm Acknowledged

1 0

Pos.1 ad
Pos.2

Asset details Actions =

Site
AnyCompany

Machine class (150 20816)
Class |

Ct

mjo
FH

£ ?IX| &El ZAIZ[o CHer DB LICE.

SE A7 SEf HF
HR7HE LI FEE 2
Healthy _ o N
£ atol 8¢ el Lol &
Ct.

O| ¥{x|oi CHaH EFAHAY ZoH =
ol =7| FFE UEtHE B
7t EB|AHEIRIELICEH &
HAEE X2 Sof &|
Hal5| ZLE|RSstD ZAE
AlEtsteE Aol E&LCH

m O YxIM 7|H Bl E= 2
H{O|= H [

Tt Y HRIE Hoit S22

LIEFLHE AE 7 EEIHEIRIS

Warning

(=
(=3
T
=2
=

1EF7A|: ZH & Ef O] 3l



ol
nx
0%
x

Amazon Monitron At

SEf EAI7] SEf HF

L|ct 7t st st | 2EXE =
AlsteE Zd0| E&LICEH X8
SHAstX| gt &H| TEO|

"l AH S}

_ J1ER7t S il He 4
HaMtenaice e = ol7tx /Bt of X 3HZ)
| efgres LI,
REE it 9Ixlols HoiEl MM
7t giesLich

HE ZX|Mol| EXM7FMZIEHE S X[ KA MR o] SEf7F HEEILICH

257 REAF & EH 27

ArabE 2E A2 Eesl A & X 4EfE 20{F = of0|2 & Olsliste ol 2 X[X| f& LIt M
7t =& Olo|EHE 2 E= Wo| /8% 427t H&Lt

1. A SH[oM Eids AtatE MEigrLICH
2. E31xt st dolE7 e fIRIE MEHELICEH

S U 2% oA 22 WA ClOIE #ES} Solstais MR £FS MysrLic

w
rA

7121, 1, 25, 174 S)ofl el S o HHE MEfE = &L

2EH7A: RRaH SEH 27| 55



Amazon Monitron

ol
nx
02

2B RH dEf 27

56



Amazon Monitron

ol
nx
02

3EHA: 7|H old 27| & =l

= ~1 L=

Amazon MonitronO| |X|& EL|E{Zlst= AlZH0| HAo{E+F 7|EME H ME

£ =lLCt

CcC

Z1 7} EE|7{EIT Amazon Monitron2 ZHIY Hof 2l

74 =
o L
= M&EL f. Ol 22 3tH 2EZH HHof ol0|222 EA|FLICH

I5tA =

OEl ofo|Z g MsH HE B0 B E YRS Liyshs 22 Ho[X|7h YRLICH

L] @ﬁ.larm detected in Pump - Position 1 (Site 1).
11,/02/2020

=1K=2
0=

otzlg srom siE Aale 21 Eolsof BTt

Amazon MonitronO| O]

i
o
kl
z0
ful
Ir
>
>
=]
o
E _I_

o4t

0>
g

274

1
o

1. X S50 BETH Ue AHbE MEfELIC

.|

OII

s

o

1
i

do|s W2 oL,

3EA: 71H ofd E7] Y =l

57



Amazon Monitron

Assets (578)

Q

=

> Sorter 1

> Sorter 2

> Conveyor 1
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Motor 1
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= IS0 vibration threshold detected
« Total vibration ML detected
« Temperature ML detected
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Vibration Temperature Sensor details
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Total vibration - Vrms &
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4.63
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9:41 all F o9: 4 all = 9:47 all = =--
{ = Project name { = Project name Cancel ... resolution feedback Resolve
Position name 3 POSitiOﬂ name 3 Feedback is used to improve the accuracy of
future alerts. Learn more [
Adnouledge o
@ &3 Failure mode
Alarm invoked at Dec 15, 2022, 6:14 AM. Detected Alarm invoked at Dec 15, 2022, 6:14 AM. Detected Na failure detected v
based on single axis vibration 150 alarm threshold and based on single axis vibration 1SO alarm threshold and
Temperature, Temperature.
(@ After you choose Resolve, Amazon Monitron
stops sending alerts based on class
o o o
Vibration Temperature Sensor details Vibration Temperature Sensor details thresholds. Leam more [§
Dec 10, 2022 - Dec 23, 2022 < 2 Dec 10, 2022 - Dec 23, 2022 < > Failure cause
Total vibration - Vrms & Total vibration - Vrms ©
(10-1000Hz) (mm/s) (10-1000Hz) (mm/s) @
Action taken
4.63 4.63
= Total Vibration == Total Vibration
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= Projectname 1 a

Support v Mary Major v

Assets (793) < Hide Pasition name 3 _m

Bearing | Class | | Site_m776v1khz9

Q, Find assets

Alarm Alarm Admog?dge
+ IS0 vibration threshold detected

+ Temperature ML detected

P Asset name 7

Position name 1
May 22, 2023, 12:34 PM
Position name 2 Alarm

- [} ()
Position name 3 Gl ‘ Vibration Temperature Sensor details

Position name 4 Healthy

Date range
| Last 2 week < M Download CSV

Total vibration - Vrms (10-1000Hz) (mm/s)

Total vibration is the combination of all three axes, monitored by machine learning,

Position name 5 Healthy

Position name & Healthy

p Asset name 1
Site_m776v1khz9

-000608-

Chart type ¥

= Projectname 1 a

Support v  Mary Major v

Assets (793) < Hide  pgsition name 3

Bearing | Class | | Site_m776v1khz9

Q. Find assets |

Maintenance JYET]

I!e%ve
« IS0 vibration threshold detected
« Temperature ML detected

P Asset name 7

Position name 1 %
ad

May 22, 2023, 12:34 PM
Position name 2 Alarm

(1] o
Vibration Temperature Sensor details

Position name 3

Position name 4 Healthy

 Heaitry |
Date range
 Heaitry |

Position name 5 Healthy
‘ Last 2 week £ M Download CSV

Position name 6 Healthy

Issue resolution feedback x

Feedback is used to improve the accuracy of future alerts. Learn more [

Failure mode

I No failure detected v

(@ After you choose Resolve, Amazon Monitron stops sending alerts based on
class thresholds. Learn more [

Failure cause

Select failure cause

Action taken

Select action taken

Cancel Resolve
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Single axis vibration - Vrms (10-1000Hz) @ 9:41 ol T - Single axis vibration - Vrms @ &
(mm/s) (10-1000Hz) (mm/s)
4.63

4.63

= Maximum

== Maximum

Dec 7- Dec 20, 2022 Dec 7- Dec 20, 2022

mm/s mm/s
10.00 " )
Resume alerts b4 10:00
8.00 Alarm 8.00 Alarm
---------------------------------- P Do you want to resume alarms and B EREEETTTEEFEPPPPEFPPPPREEE &
6.00 warnings for this position?

Warning 6.00

Warning

© Resume alarm and warning

Resume alarm and keep warnings muted

Cancel Confirm 0
Dec 7 Dec 11 Dec 15 Dec 20

Dec? Dec11 Dec 15 Dec 20

== Maximum - -axis -y-axis - Z-axis - [Maximum - X-axis - -axis - Z-axis

- Alarm Warning | ® Alarms and warnings successfully resumed. X
Alarms based on class thresholds are stopped. Learn more [}

To resume alerts click h@?.
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Amazon Monitron A= Ao

oM 2E L= TH7H

Single axis vibration - Vrms (10-1000Hz) (mm/s)

Maximum of %, y or z axis is monitored according to IS

6 or class severity.

mm/s
10.00
8.00
L L S L.
6.00 |
n
g L~
4.00
2,00
0
Dec 7 Dec 8 Dec9 Dec 10 Dec 11 Dec12 Dec 13 Dec 14 Dec 15 Dec 16 Dec 17 Dec 18 Dec 19 Dec 20
12:00 AM 12:00 AM 12:00 AM 12:00 AM 1200 AM  12:00AM  1200AM 1200 AM  T2:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM
== Maximum - x-axis - y-axis - z-axis -=Alarm Warning
Alarms and warnings based on class thresholds are stopped. Learn more [
To resume alerts click here.
Date range
Last 2 w <
Totalvibryl Resume alerts X Ch:

Do you want to resume alarms and warnings for this position?
mm/s
© Resume alarm and warning

Resume alarm and keep warnings muted
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Amazon Monitron

v

Asset name 12

v

Asset name 13
mm/s

Asset name 14 1000

v

Asset name 15

v

Asset name 16

v

Asset name 16

v

Asset name 16

v

Asset name 14

v

Asset name 15

v

Asset name 16

v

Asset name 16

00000000000 O0

successfully resumed.

Dec?
12:00 AM

Single axis vibration - Vrms (10-1000Hz) (mm/s)

Maximum of x, y or z axis is menitored according to ISO 20816 or class severity.

Dec 8 Dec9 Dec 10 Dec 11 Dec 12 Dec 13
12:00 AM  12:00 AM  12:00 AM  12:00 AM  12:00 AM  12:00 AM

Dec 14
12:00 AM

Dec 15 Dec 16 Dec 17 Dec 18 Dec 19 Dec 20
12:00 AM  12:00 AM  12:00 AM  12:00AM  12:00 AM  12:00 AM

- -

BEe BIE 2ZF S4{E 8

Dot Aol B E S48

Single axis vibration - Vrms (10-1000Hz) @
(mm/s)

4.63

= Maximum

Dec 7- Dec 20, 2022

mm/s

10.00

6.00

Warning

o
Dec 7 Dec 11 Dec 15 Dec 20
= Maximum - -axis -y-axis - z-axis
==Alarm ‘Warning

Alarms based on class thresholds are stopped. Learn maore E
To resumne alerts click here.

Single axis vibration - Vrms (10-1000Hz)
(mm/s)

4.63

= Maximum

Dec 7- Dec 20, 2022
mm/s

10.00

8.00 -
Alarm

Warning

o
Dec? Dec 11 Dec 15 Dec 20
= Maximum - x-axis - y-axis - z-axis
--Alarm ‘Warning

Alarms based on class thresholds are stopped. Learn more [}

To resume alerts click hgye.
g‘.q

Position name 3

Resume alerts X

Do you want to resume alarms and
warnings for this position?

Resume alarm and warning

| © Resume alarm and keep warnings muted

Cancel Confirm
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U A BDE S47 HEIE ||t BE M

Single axis vibration - Vrms (10-1000Hz) {(mm/s)

mm/s

10.00

Dec 7 Dec 8 Dec 9 Dec 10 Dec 11 Dec 12 Dec13 Dec 14 Dec 15 Dec 16 Dec 17 Dec 18 Dec 19 Dec 20
12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM

== Maximum - x-axis - y-axis - z-axis -=Alarm Warning

Alarms and warnings based on class thresholds are stopped. Learn more [2
To resume alerts click here.

Date range
Last 2 week <
Total vibral | Resume alerts X T
Chart type
Do you want to resume alarms and warnings for this position?
mm,/fs

Resume alarm and warning

© Resume alarm and keep warnings muted
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Amazon Monitron A8 HEBM

P Asset name 11 o

Single axis vibration - Vrms (10-1000Hz) (mm/s)
b Assetname 12 o Maximum of x, y or 7 axis is monitored accarding to 1SQ 20816 or class severity
P Asset name 13 o

mm/s
P Asset name 14 o 10.00
P Asset name 15 o

8.00
P Asset name 16 o - LR pUpLyPUOI LIRSS PRVSSRIUPRUPIIPIPUPPIY | - - - - -\ o o0 5 00 5 50 5595 5 90990 S92 9950550555 -
P Asset name 16 o 6.00 ing
L
P Asset name 16 o 400
P Asset name 14 o
2,00
P Asset name 15 o
P Asset name 16 (/] 0
Dec 7 Dec 8 Dec 9 Dec 10 Dec 11 Dec 12 Dec 13 Dec 14 Dec 15 Dec 16 Dec 17 Dec 18 Dec 19 Dec 20
1200AM  12:00AM  12:00AM 1200 AM  1200AM  1200AM  12:00AM  1200AM 1200 AM  1200AM 1200 AM 1200 AM 1200 AM  12:00 AM

P Asset name 16 o

@ Alarms successfully resumed.

P Asset name 16 0
ZEEHRH7H
=2 O S o = =
BEE SAHE FR BLHE S
2Ht Holl M BE RH7H
Single axis vibration - Vrms (10-1000Hz) @
{mm/s}
4.63
= Maximum
Dec 7- Dec 20, 2022
mmys
10.00
0
Dec? Dec Dec 15 Dec 20
= Madmum - -ans - -anis -=-axis
~~= Alarm |50 waming

Alarms based on class thresholds are stopped
To resume alerts click here

Learn more [4

To resume alerts click here.

Position name 3

Do you want to resume threshold alarms for

this position?

4.63

Single axis vibration - Vrms ©
(10-1000Hz) (mm/s)

4.63
= Maximum
Dexc 7- Dec 20, 2022
mmyfs

10000

.00

Alarm

Dec¥ Dec 11 Dec 20

otz|

al
=9

5EFA!: SaH US4 A
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Amazon Monitron A8 YA

2 Aol M BE MH

Single axis vibration - Vrms (10-1000Hz) (mm/s)
P Asset name 12

P Assetname 13
mm/fs
B Asset name 14 16,00

P Asset name 15

P Asset name 16

P Asset name 16

in
g L~

P Asset name 16
P Asset name 14

200
P Assetname 15
» Asset name 16 0

Dec 7 Dec8 Dec 9 Dec 10 Dec 11 Dec 12 Dec 13 Dec 14 Dec 15 Dec 16 Dec 17 Dec18 Dec 19 Dec 20

1200 AM  12:00 AM  12:00 AM  72:00 AM  12:00 AM  12:00 AM  12:00 AM 1Z:00AM  12:00 AM 12:00 AM 12:00AM 12:00 AM  12:00 AM  12:00 AM
P Asset name 16

= Maximum -x-axis --axis mz-axis | --Alarm Waming

P Assetname 16

Alarms based on class thresholds are stopped. Learn more[4]
To resume alerts click here.

P Asset name 16

Q0 0000000000 0ODODOC

*osition name 1

'osition name 2

Date range
*gsition name 3
Las Q
'0sItion Nname 4
>osition name 5 Total vibral  Resume alarms X Chal
*osition name 6
Do you want to resume threshold alarms for this position?
tsset name 1 mm/fs

A : Cancel -
\sset name 2

B Asset name 11

Single axis vibration - Vrms (10-1000Hz) (mm/s)

P Asset name 12 Charttype ¥

P Asset name 13

mm/s

B Asset name 14 10,00

P Asset name 15
B8.00

Alarm

B Asset name 16

B Asset name 16

L~
B Asset name 16 400
P Asset name 14
2.00
P Asset name 15
» Asset name 16 0
Dec 7 Dec & Dec9 Dec 100 Dec 11 Dec12 Dec13 Dec 14 Dec 15 Dec 16 Dec 17 Dec 18 Dec 19 Dec 20

12:00 AM  12:00 AM  12:00 AM  12:00 AM  12:00 AM 1200 AM  12:00 AM 12:00 AM  12:00 AM 12:00AM 12:00 AM  12:00 AM  12:00 AM  12:00 AM

00000000 0OO0QC

B Asset name 16
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\|

A1
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HI
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Single axis vibration - Vrms (10-1000Hz) c
(mm/s)

4.63

= Maximum

Dec 7- Dec 20, 2022
mm/s

10.00

8.00
Alarm

0
Warning

4.00
2,00
0
Dec?7 Dec 11 Dec 15 Dec 20
== Maximum --axis - y-axis - z-axis
--Alarm Warning

Alarms based on class thresholds are stopped. Learn more E

To resume alerts click hgge.

9:41

{ = Project name

Position name 3

Resume warnings

Do you want to resume threshold warnings

for this position?
L

4.63

Total Vibration

Dec 7- Dec 20, 2022

mmfs

Single axis vibration - Vrms © &
(10-1000Hz) (mm/s)

4.63

== Maximum

Dec 7- Dec 20, 2022
mm/s

10.00

8.00
Alarm

6.00 :
Warning

4.00
2.00
o
Dec ¥ Dec 11 Dec 15 Dec 20
- Maximum - X-axis - y-axis - Z-axis

& Alarms successfully resumed.
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2 Aol M B M7H

Single axis vibration - Vrms (10-1000Hz) (mm/s)

mm/fs
10.00
L L.
6.00 ¢
iy
g X
4.00
2.00
0
Dec 7 Dec & Dec9 Dec 10 Dec 11 Dec 12 Dec 13 Dec 14 Dec 15 Dec 16 Dec 17 Dec 18 Dec 19 Dec 20
12:00 AM 12:00 AM 1200 AM 12:00 AM 12:00 AM 1200 AM 12200 AM 12:00 AM 12:00 AM T2:00 AM 12:00AM 12:00 AM 12:00 AM 12:00 AM
== Maximum - x-axis - y-axis - z-axis -=Alarm Warning

Warnings based on class thresholds are stopped. Learn more [4
To resumne alerts click here.

Date range
Last 2 week <
Totalvibral| Resume warnings X Chart type
Do you want to resume threshold warnings for this position?
mm/s
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v

Asset name 11

v

Asset name 12

Asset name 13

v

Asset name 14

v

Asset name 15

v

Asset name 16

v

Asset name 16

v

Asset name 16

v

Asset name 14

Asset name 15

v

Asset name 16

v

Asset name 16

@ Alarms successfully resumed.

L I < T < < R T < T < T T < <

Single axis vibration - Vrms (10-1000Hz) (mm/s) Chart type ¥

mm/s

10.00

8.00
Alarm

6.00

Dec? Dec 8 Dec 9 Dec 10 Dec 11 Dec12 Dec 13 Dec 14 Dec15 Dec 16 Dec 17 Dec18 Dec 19 Dec 20
1200 AM  12:00 AM  12:00 AM 1200 AM 12:00 AM  12:00 AM  12:00AM 12:00 AM  12:00 AM  12:00AM  12:00 AM  12:00 AM  12:00 AM  12:00 AM
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https://console.aws.amazon.com/monitron/
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x

Amazon Monitron At

Hio 2 T4

fok
O

« EA A2 X EE R
+ 1~60X} O|LHZ 4o

4. 7|2XMo 2 =8 Amazon Monitron A& 35t0{ AWS Key Management Service () AWS &% 7| &
2% =5t LICFAWS KMS. CHE AWS KMS 7|& A& 324 Ol O|E{ & 5310l A
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M E 9l 2t O|0|E{E X{& 3l = Amazon Simple Storage Service(S3) HZ!0l S s Ef1E A2 S

« ElAA0] CHEF HMAE K| 0o4EFLICH Amazon Monitron ZZ2 M E 0| CHEF HMAE X|o{5t= AWS
|dentity and Access Management (IAM) 2240 E{2E AFEE £ Ql&LICH 0|E-|°F HMEZ 1AM
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
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« El1 7|9| 2|CH Z0|= 128K LCE.
« Ef Zto| z|CH ZOo|= 256 AHL|Ct.

« I H U MEBE = UE BEXtE az, AZ, 3, _/=+-@LICH

+ aws: MF A= AWS ALEE flolf of2fElof A& LI
£ 7[0HE 042 MH[ACL B|AL0M A StE{E B9, MHIADICE 518 &= EXto1 CHEt
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1. https://console.aws.amazon.com/monitron Amazon Monitron &2 JL|C}.

2. ZEME MMS MEBLICH
3. B Fo|M Mt Z2HES MeBLCH
4. Ef7 MMS BEELICH

» Tags (0) - optional infe

A tag is an administrative label that you assign to AWS resources to make it easier to manage them. Each tag consists of a key and an
optional value. Use tags to search and filter your resources or tradk your AWS costs.

5. M Ef3 F7H& ME{ELICH

* Tags (0] - optional inf

A fag is an sdministrative label that you assign to AWSE resources to make it easier to manage them. Each tag consists of 2 key and an
optional value. Use tags to search and filter your resowrces or track your AWS costs.

Mo tags associated with the resource.

Add new tag

You can add £0 more tags

zzMEZ MMe m Z2HMEo Ejla £} 75


https://console.aws.amazon.com/monitron/

Amazon Monitron A8 YA
6. Efi19| 7|-gf Ho{E =iFLCt.
— 57 = = o =
7l ZEMEY nRafof LICH 2t2 M= AbElL|Ch
¥ Tags(0) - optional info
A tag is an administrative label that you assign to AWS resources to make it easier to manage them. Each tag consists
of a key and an opticnal value, Use tags to search and filter your resources or track your AWS costs
Kay Value - optional
Q, Q| Remaove
| Add new tag |
You can add 49 more tags
7. MER E O FIIE MEigLC
= ~ = o =
8. ENE& Cf F7teted™ B A 22 38 Br=EhLCH
9. Ei3E ANHsted{H MHE MEARFLICH
Tags (1) - optional
5 tag s an administrative labed that you :ls.s.ign 1o AWS resources to make it easier to manage them. Each tpa consists of a
key and an optional value. Use tags to search and filter your resources or track your AWS costs. Learn mone [
Key Value - aptional
glass fabrication windshields
Add new tag
You can add up to 49 mare Lags.
= o = [=X=) s
10. Bl e & =2 M7Hstn a2 MEELICH
Tags (2) - optional
A tag is an administrative label that you assign to AWS resources to make it easier to manage them. Each tag consists of a
key and an optional value. Use tags to search and filter your resources or track your AWS costs.  Learn more [4]
Key Value - optional
glass fabrication windshields
I Remove
& You must specify a tag key
Add new tag
You can add up to 48 more tags.
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Amazon Monitron

nx
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ZZME NS HE HO|X|HM Z2MEof| E{IE F7HE = U&Lict
7|1& Z2HMEO ElOE FItetedH ChE1 20| St
1. https://console.aws.amazon.com/monitron Amazon Monitron 2& &
2. ZEME Mag MsLct
3. EHM oM ZEMEER M £ st ZRMES MEFLICH
4. EN10{AM EH ZHE|E ME4EHL|CE.

Tags (1)

Key

glass fabrication

Value

windshields

5. ME{3 F7HE ME{ELICH

Tags (1) - optional

Manage tags

& tag i an administrative Label that you assign bo AWS resources to make it easier to manage them. Each tag consists
of a key and an optional value, Lise tags to search and filter your nesources or track your AWS costs, Leamn rnnrl'—E

A tag is an administrative label that you assign to AWS resources to make it easier to manage them. Each tag consists of a key and an optional value. Use tags to
search and fitter your resources or track your AWS costs. Learn more [}

Kl’:y

glass fabrication

Add new tag

You can add up to 49 mone tags.

6. EfZo| 7|-2f Wo1E UZTLICH

(® Note

e Z2X

Im
[l
u
|

Value - aptioial

windshiglds

| Remove

Cancel

Zz Z2ME EfT Tt
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Amazon Monitron At

ol
nx
02
x

Tags (2) - optional

A tag is an administrative label that you assign to AWS resgurces to make it easier to manage them. Each tag consists of a ke y and an optional value. Use tags to
search and filter youwr resources or track your WS costs. Learn more [7

Key Value - optional
glass fabrication windshields Remove
test lab Remove
Add new tag
You can add up to 4B more tags.
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1. https://console.aws.amazon.com/monitron Amazon Monitron 2& 2 LICt
2. Z2HME dds MEHEfLICt

3. EM YoM Z=MEE MEiF ¥ plots Z2HMEE MEELICH

4. EN20{AM Ej ZE|E MEHSHL|CH
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https://console.aws.amazon.com/monitron/
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Tags H] ap!:'ana!
A tag is an administrative label that you assign to AWS resouroes to make it easier to manage them. Each tag consists of a key and an optional value. Use tags to
scarch and f' ter your resources or track your AWS costs. Learn maore [A

Ky Value - eptienal
glass fabrication windshields Remave
Add new tag
You can add up to 49 mone tags.
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https://console.aws.amazon.com/monitron/

Amazon Monitron INESRSE

Amazon Monitron » Projects > F’rojeclA
Project A m‘ Open in Monitron web app [3

v How it works

= 3 =2 =

Create project Add admin users Email instructions info Manage user directory info
Create a project to monitor your assets. Assign admin users to manage assets and sensors Send users instructions for accessing the Amazon Use IAM Identity Center to manage your user
@ Created within a project. Monitron app. directory for Amazon Monitron.

@ Admin user added Email instructions [ I Open IAM Identity Center [

Project details info

Project name Project link
Project A Open in Monitron web app [£

Copy link

Admin users (5) info Add admin
Q 1 ®
Display name v Email v Username v

User name 1 user1@email.com user1@email.com

User name 2 userZ@email.com user2@email.com

User name 3 user3@email.com user3@email.com

User name 4 userd@email.com userd@email.com

User name 5 userS@email.com userS@email.com

» Live data export info Start live data export

You can export measurement and inference results data from Amazon Monitron using Amazon Kinesis Data Streams.
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Amazon Monitron A8 YA

Amazon Mo Project A w o

Assets (793) < Hide Asset name 7 Tareq Nabulsi

tnabulsi@amazon.com

Gateways Add asset Class | | Site_m776v1khz9

View projects

Users Q Find assets

Sign out

Sites | Positions (6)
P Assetname 7

Q 1>
Setti p Assetname1 o
ettings Site_m776v1khz0
p Assetname 2 0
Site_m776vikhz9 Position Name v Status v Position type v
»  Assetnamel Position name 1 W Other
Site_m776v1khz9 o (©]
»  Assetname 2 o Position name 2 @ Other
Site_m776v1khz9
Position name 3 ‘Warning Other
P Assetname 6 !
Position name 4 m% Other
p  Asset name 8 i
Site_m776vikhz3 Position name 5 Other
P Asset name 9
Position name 6 Other
»  Assetname 9 (V]
b Asset name 9 o
P Asset name 9 o
b Asset name 9 o
»  Asset name 9 9
P Asset name 9 o
P Asset name 9 o
b Assetname 9 o
b Asset name 9 0
P Asset name 9 o
b Asset name 9 o
b Assetname 9 o

Add project X

Project link URL

Add your project link URL from the console or invitation email.

https://www.amazon.com/monitron/projectB

Cancel Save

6. ZRME 7hof MEs2H Z2HME S=oM Eois ZRMES MFLICH ME
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Amazon Monitron
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Project switching X

You can only be signed in to a single project at a time. When you switch
projects, you are automatically logged out from the project you were actively
using and logged in to the project you are switching in to.

Don't show this again

Cancel Confirm
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Sign in

Username: Email@amazon.com (not you?)

Password

Fkkk kK ‘

Show password

By continuing, you agree to the AWS Customer Agreement
or other agreement for AWS services and the Privacy Notice.
This site uses essential cookies. See our Cookie Notice for

more information.

dWsS

Amazon Monitron

Detect abnormal machine behavior and
enable predictive maintenance

Signing in...it can take a few moments.
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Assets (126)

Q

> Asset name 1
Site name 1

Asset name 2
Site name 2

Asset name 3
Site name 1

Asset name 4
Asset name 5
Asset name 6
Asset name 7
Asset name 8
Asset name 9
Asset name 10
Asset name 11

Asset name 12

w
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Add asset

([t |
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9:41

Project A

Tareq Nabulsi

tnabulsi@amazon.com

View projects

Assets
Gateways
Users

Sites

Settings
Getting started
Help and feedback

Sign out

Version 1.0.2728 | Legal & about

ZE2ME 23 URLS UE
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ull ¥ = 9:41

Support w Cancel Add Projects

Projects (1) Add project Project link URL

Add your project link URL from the console or invitation email and
then we will validate your project credentials

Q https://www.amazon.com/monitron/projectB

Project A
Last accessed: May 21, 2023 | tnabulsi@amazon.com

o
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9:41 il = - Project switching X

= .
&% Amazon Monitron Support w

You can only be signed in to a single project
Projects (2) Add project at a time.

Q When you switch projects, you are
automatically logged out from the project

ou were actively using.
Project A y y g

Last accessed: May 21, 2023 | tnabulsi@amazon.com ) )
Don't show this again

https://www.amazon.com/monitron/projectB .

Last accessed: N/A | N/A Cancel Confirm

® Successfully added Project B. X
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50 425 85 15

2. Ol ofo|Z2(5)

jo

Mgt

ALOIE &FA| 94



Amazon Monitron

Pl
o
m
o
L
lo
L2
o
L
1]

v
A{EHSH |_| E|-_

[

4
5. AIO|IE AHX|E
6

RH&t, M, HlOlE 0] &=
Nk sk 2|4

Kl=lstz| o

ARlstM L.

AO|EQI A=l 2|AATESQ

= 4O H
Can't delete "Site 1" x

You need to remove all assets, sensors,
gateways and users in this site before you can
delete this site.

ALO|E7} O AFOIE

E
=

ol E AL K|

2 HE AESt0 AIO|EE 4

ro
R
o
=]
x
>
2

N
1z
>
e
>
S
[m

> [

= Project name v

E A-SXEIH AOIEQE 214 E|0 R

I_
= 82 XE

A2 AL M 2.
&Lch
[AMlsted™ CHE2t 20| ot 2

Meigrich 2@ of

£ Support ¥ Mary Major v

Sites (3)

Q

Name

Delete site

iEdft site name

L

v

[«] Site name 1

Site name 2

Site name 3

1 Zol st L.

95



Amazon Monitron

ol
nx
0%

DHY HojAM Z2ZHMEQF AO|E 7t O|S

Z2HE £F BElR ASAIYG ZRME £F VISR Z2ME £F £
MAstn B2lg + UaLch T2HE 7 Bk A8KE T2ME FE
o AHSAHE F7HE £ 2Lt

AR
T =

AR
T =

AOIE
AOIE

-_—

N

CC

£ 7 MO|E Zhof| &

2| AA0]| H
oM 2lAA

&t
|_|_

=
o

ZHY Ao Z2MEQL AO|E 7t O

96



Amazon Monitron

ol
nx
OEI

— Project name 1 ~ &

¥ Project name 1
View Project name 1
Site name 1
Site name 2

Site name 3

[m
4%
M
|0
Hu
rII
ox
gl_-
AN
e
ul
i)
|
my
o
9'|_|
x
FO

AMOIE £ZFoMq = 2H
1. AOLEZE0|AM Amazon Monitron 2 HIY 4oil 22918t L|Ct.

ALOIE O|F2 AFEXI7 2HIY ol AHO|E & 0of 5 S LIEHLICH

2. MO|E O|§S MEiFLICH

= Sitename 1 };\.

¥ Project name 1
View Project name 1
Site name 1
Site name 2

Site name 3

2HE 0|§ MestLIC

w
|

MOIE £ZF0|M Z2EXME £Z0 2 T8t



Amazon Monitron

ol
nx
0%

CIE AIOIER H

MOIE £FE0HMH ZE2EME &0

T

-

98



Amazon Monitron At

ol
nx
0%
x

HO|E O]

Amazon Monitron = 0| E{0|& AF& 304 MMl A Amazon Monitron =& &t O|O|E{& AWS ZEt
QCZ MEELICH HOIESols & LHe| MA{ofA{ 20~300|E{ O|LHof| & %|&fLIC}. Bluetooth Low
Energy(BLE)E Sall MMt SAl5tT Wi-Fi EE= O|HUAES AF25104 AWS 22 EQ SAIELICH

[ My |

=2

Ol &S0l A= OIS W Wi-Fi HOIESI0IE Mxlshs WS MHBrLICH T8 ST AH0|=S ol
5 st e gEE U
® Note
z2™eo| AO|EOIE 7+ $ol= HOIES0| Ol S BT W27 ¥ + USLI
ct.

|

« O HO|EO|

« Wi-Fi H0|ES|O]

O|H:! H|O|E<i 0]

Amazon Monitron O|HY! HO|E 0|0 = RJ-45 &Z10| EIRHE|0] IS B2 Cat 5e EE= Cat 6 O|HY!
Ao|l2g AF235t0{ o|Hul L-IIE-?—JELOH 148 4~ QI&LICH PoE(Power over Ethernet)& AF&3}04 O]
H! Ao|2 2 S5 HOIEQOlof ME SZ&LCH [H2tAM POEE X|#ste= BHRE EE= POE MH
QIME{7t H Lt

ol HolESio| 99



Amazon Monitron

7o|Efolof o|HY! 7Ho|E & & Tt F Config HES =& HO|EHOIE HOIM'E REE ™EHE L

H H -

Ct.

Wi-Fi 70| E 0|2t Amazon Monitron E7HE AFE 3= ol CHEE REAISH LHE 2 MM
QWi-Fi 74|0|E 9] 0].

=HA

. ol HO|ES0|C] LED EAIS 217|

ol AHlo|E0| 100



Amazon Monitron

« O|HY HO|EH o] HiX| & M|

« oI AHO|EH ol HOIME

« Ol AHO|EHo| B x| =X siiZE

* Bluetooth H|0{2! EAl| a1Z&

« O HO|EQOIE ST HH

oz MHEH

» HOIESIO| 55 E7]

« O HO|EHO| MF HE

» O HO|EHo| o] & HE

« QIR AHOIEH O] ArA|

.+ MAC T4 M2 BE 74

o|H4ll H|O|EQO0|2| LED EA|IS 27|

Amazon Monitron O|CHY! 7|O|E Q0| AEtS| LED EAISE HOIEQ|0|2| AEHE LIEFLLICE Z+ AH O]

Ef|ololz F8M EAS 170, EHM EAIS 171, 5M EAS 17071 U&LICH 54 EAIS2 T

O| 74X USS LIEHHLICH FEM &

AS2 HOIEH 0|7t o|H ol AZ LIRSS LIEFHLICH mHEF

M EASE H0|EL0|2| Bluetooth7} M0 4|2 LIEFAHL|CE.

EASO| EAEE =Me oS Eoll HEE CHZ Ho|EHole| H4EHE LIEFLICE

LED A|#HA

Ad04

= O

Ol H[o|E%o]e] M0
748 U &LICt.

HO|E®0|7} O|HHA HEXZ
2! Amazon Monitron BiQIE Al
AHlof edAE|o] U&LICEH

HO|ES 0|7t o|HY HIEXT
of (4 A5t &Lt

HOIEH 0|7t o|HY HIE
230 2AZ4E[04 B4 Amazon

Monitron 1= A|AE0f 44
£ A5t YU&Lch

Ol 7[o|ES0|o| LED EAIS 2471

101



ol
nx
0%
x

Amazon Monitron At

LED A|#HA =k
5 utEtM B AlIS 748 StLt ol ol diA{7H HO|ES
olet Salstn Q& LICH
6 ntEtAM # AS THE A% Ho|ESolet StlstE

MM7H &Lt

7 FEM ot TAIS0|Z HOIESO|7} 74X Qo 7o
ako(=a|A)) IR e H(ZAHOIMH G E[ K]

=), AHOIMH'E ZE7t oFElL
CHE, 2ot ol A8t
L A48 4 9la).

g FEA QI mEM EAS0 2 AOIE0I7H HK 23 40|
25 o4 (1 2 ) Mg 20 UR|EHOFF] MM

of AALIX| et k& LICt 740]
M 2o AolE€Qol=

AmazonOil M ZM5t 1 FAE
£ Amazon Monitron Q! X| 2+ O}

g + Us MME HE

LICE.

9 EAS THA HOIEH 0|7t Mol AZBE[X|
St A 7HLE EHH o U0l ETt
RIs =o|L|c}.

10 FEA W IEA EAIS HE  Alol=Siol7t ARt SLIC

Ol Ho|Ef]|o] Hix| & HEX

Maet &2l ol Ho|EHols ZLEZ CHY 7|Hol Ee 227t sigLIch a2edLtzt AWS 22t
S E0f 21Z2E Amazon Monitron 5= /= ALE 7tSEH Ol HIER A7t HRFrLICH

Ol 7|lo|ESiof HiX| & A 102



Amazon Monitron A8 YA

CONFIG

|

« AOIESof HHX| A

« OIS Ho|E) o] DX

« HOolEH o] Ex|

Ol HO|E 0] HHX| & M x| 103



Amazon Monitron At

HOIEH ol Hi x| %l

ol
nx
0%
x

cilojobR ol k2t 2fed ¥ L ofC|ol|Lt HO|ER0|E HRIE =+ U&LICH LMo = H0|EH O]
£ Holl X=X HF, 7|18 E= 7B IR0 DRI + U&LICEH HO|EH Ol XIHE MM
20~300]|E4 o|LHoi| Rlo{oF 5t OIS HO|Ef|ol= ol AHo|E0] BE + & BFF 7HItol Rlod
OF gfLICt ol Ho|E9ol= Ol ZHo|E0M HE SSH=rhe ™Mol RalSAL.

HOIESOIE &3 = ChEIt 22 CHE 248 s,

+ HOIEROIE MAECH EH(20IE] O4) HxIsHH B WIS JHME + laLict

+ ol R0loh Mif AbOI2] AlOFE | RXISHH X8 Hel7t FAELIC

. TEE P 7IST 22 718 TES0lE HolES0IE AxlsHK| DML, 0|2 I8 Alzofl ZHdol
4rAE 4 e

. AZOf TR 742 Yo 4 s FHIE ThM Srdsh 2L,

+ Jhs et MAfel H% Hal Lol HOI=RIO0IE F TH Ol4 MxISHAIR. HOIERI0IE AL E 4 g7
=/p4 MA17} CIOJE| T4 & CHE HI0|ES0I2 MEHELICH HI0|ERI0I7} 042 7 2@ ClojEf &
Mg #xists ol T2l HLich £ Hol=Sol Abolol TR 2|4 Hals gL

O|HA H|o|E % o] MXI

i ol Ho|EHo|E Hxlete ol 28t 7ol ZE Zo| HIO|ES0|7 S0{ U= &Atol S0 U

x|
&Lt

O

Al

|E ol

HOIEHO|E Mx[etedH i F&F BefZlE HHo|L CHE fIXIo| DXIgF CHE HOIEH0|E 2t
Zlo| &2fstn ol 70|22 oteiZ o FAfgfLCH

BE HEIZIS TASHE Wl LA &AL B0l BA 3 EatAE Efo] Fatl M JHXIZH QgL
Ch. A8 3HE Wil HOIEH0IE Holl FAE x| CHE SIxlof MRIEKI9H EH KHof what et FL

ol Hlo|EQo] Hix| & M=% 104



Amazon Monitron A= Ao

LEAL &}

Yo 2 Ho|EQ o] 2hAol ZeE FE LIAE ALE5to] EEiZlE Holl X7 TagfLICH EeiZ

= = A
2 FoIM HABLICH 2% B2i0 T £3 BE(DIZEH)E AS3H0] LIAE Holl Dol & 4
-
-

B0l &Haf

HOo|E ol BtA0E 20| U= LM HO|Z 7 ZE o] UELICH EETHO| LIALE 778 = gl

o T
AEstMle. o ettt MRIE ol CHE &2 Y & A8 E =X J&LICH

Ol HO|E 0] HHX| & M x| 105



Amazon Monitron A8 YA

Elolmo| #% B MHstT L 7ol SEE £ Atolof s i F2 =iz It Blo|Z 8
=lol|__||:_|.

Ol HO|E 0] HHX| & M x| 106



Amazon Monitron A8 YA

FLICH Hef 22 MA =24 Blo|z= 7t E Mo BHEHS]

In
2 Tlo
>
2
fjo
Pl
X
Q'I_l
fl
|T
=
>
mo
03
Lk
Jdo
>
2
I
Lk
ot

7|SolLt 2Et2|et Z 0] #o| ot 22 2| X[oi| HO|ES 0|
T EhHE A8stoqd B A HelfAlg T -EELICH EEl 3!
= g

E 77121 T 2|x[ol ol & Tot FZLIC

Y2fste{™ 7 0|2 Eto|(X|m Etol2t

Ho| E&E Ul R0l U= FHoi| EtO|

T

—_

Ol HO|E 0] HHX| & M x| 107



Amazon Monitron A8 YA

HEHZS B £ AO|=S0IS HaZlol £atac

7| o|Efl|o] D%
1. S TA HaZIS MALElol £ HOIE0| Kol 2l F JHol EatAS $38 =Hah% e
&2 ol &stod Alo|=R0IE HaZlof Chn E& Lot

2. 7Io|EQo| S!HHo| ZEBIAEl £37} HEfZ! MEo| IHE|EE HO|EHO| AEE EEfZlod CHD
FELICH

(® Note
Ol 7H|0|E 2 oteHF =2 &5tH| stod H0|EQOIE MRIFLICH

HOIES Ol 40l EX7I A= B2 Ol AHOIESO| B X| =X siZEE HZESHAIL.

Ol Hlo|EF 0] HO|ME

HO|ES0|7F Z%of EfRiEl 2L Amazon Monitron 2 HF 40| HA|ASH04 7{0|A{'= &l ok & L|Ct.
= 272l S2&I(NFC) & BluetoothE &3l Android 8.0 0|4 EE= i0S 14 O|& 2 AR StE ADIEZEDH
Amazon Monitron X|¢4&tL|C}.

Ol 7ol E9f0] OIS 108



ol
nx
0%
x

Amazon Monitron At

|

« HOIEHol HOIME

HolE/ ol OIS

1. ADFEE 9| Bluetooth7} OF& 74x{ U K| QICHH FHAM 2.

bN|
2. dMet SHst7| 7t £2 IR0l Ho|ESOIE HiRISIMIL.

Oy

HOIESOIE dXIst7|ol 7tE £2 4= MMECH =1 HE(7 20~3001E ofLiQ! = lLct.
HOIES Ol & 7|0l chet FIF ==0| E2stH O AH[O|ESO] HiA| & HXIE HZstML.

3. HO|EQ0|E HAZAsIT HO|EH 0| MHO| HEQT EAIS(BHH)1 Bluetooth F A|S(T}HEHAH)
O| HZot ZAutol=x| &elghLct.

4. HO|E®0|Q| Config HES &4 HOIMY ZEZ MEELICH EFEA L HERT LED EA
SO| W=7 Z8fol7| AlZfghLlct.

5. ANEE0M 2t g duict

6. AlZfst7| Ho|X| == HO|E 0| H|O|X[olA HO|EH 0| FT7HE MEHEFLICE.

Amazon Monitron = |O|E{0|E AZHELICH O] 2ff2 H B HE ZdE £ U&LICH 71 Ho|E
2| 0|£ Amazon Monitron 320 HO|EQ 0| SE0f EA|E/L|C}.

7. HOIES|0|E MEfELICH

(® Note
iOS 2 HIY & X|E AFE 0|1 0|0l o] EX HO|ESo|e Ho{&Et XMo| U= F< Ct
Al Ho{&5H 7| Mol & %|7F HOIESOIE “A A"t =8 MHsHoF & &= Q&LICH RFMIE
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a8 8 & 8 @ = 0
CONFM 0

DHtY o] Ho|EQ 0| HAZAE A& AKX ISt x| ZECHEH 0| Ao[EH 0| B X[ &

@ Note

HO|EL 0|7 22X o 2 2474 E|Bd Amazon Monitron2 ZHIY 4oi| HO|E 0| C|H}O|
A ID2F MAC IDE E A|EFLCY.

8. 7 Oo|E9|0|ol 24ZE | Amazon Monitron = HO|EQ0|of CHEt HIERT ¢1AE A& &=
5 7IX| M8 M3t

Cancel Add gateway

Network configuration

rr

Choose how you want to configure the network

for your Monitron Gateway.

Automatic (DHCP)

Manual

9. UE®IZ FEs ME{ELICH
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a. XS (DHCP)Z MEHEIH Amazon Monitron 7F HIO|E{0|of HIZESIESE HEQIE AIS52
2 Fggc.

b. #52 MESIE B IP T4, MEY 0tA 3, 2HRE, 7|&2 DNS AH{ 2! CHA| DNS ME(M
AL HEE UHELICH O OE s MEELICH

Configure network

IP Address

Subnet mask

Router

Preferred DNS server

Alternate DNS server - optional
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iOS ZHIY Ex|E o|0| mo{2lEl Ho|EH 0|2 Ho{&lste{dn & &= USLICEH Ol HOo|EH 0|2 £
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AMNE HOIEXNOIE MAIESt= B2 70IM'E BH{EE Amazon MonitronAH& 5104 7{|0|ES|0|E
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Gateways (3) Add gateway
30aeadfB5652 # Connected .
Site mame) '
Z0aeadfE5R53 & Connected |
Site marme] .
F0asadf8s654 @ Connected .
[5ite name] "
<] O 0
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= Project name v £ Support v  Mary Major v

Gateways (7) . View gateway guide
Q, Search 1 >

Name Physical ID Status Site Gateway type Network
Piller A4 Gateway c22as48gsedif ® Offline Site_g94318517d WiFi No internet connection
MonitronGateway-_tgt391tf7p c8mrj2t8mb @® Online Site_g94318517d WiFi Ml 5675KB M 6185KB = Good
MonitronGateway-_gm43vmlczO 1izj13q95v @ Online Site_g94318517d Ethernet 5675k [ 618.5KB
MonitronGateway-_gsbgch2014 mwxdwkq8xx ® online Site_g94318517d WiFi M s675kB M 618.5KB = Strong
MonitronGateway-_vxg5bz0ghz ATfjrttnjb ® Online Site_znmjzg2h3j WiFi M s675kB M 6185KB = Fair
MonitronGateway-_v8c154136g jvsp8s80j1 ® Online Site_znmjzg2h3j WiFi M 5675KB M 618.5KB = Weak
MonitronGateway-_xrbxf7ch67 tld2q1lthp ® online Site_znmjzg2h3j Ethernet M 5675KB [ 618.5KB
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€ = Project name

Gateways (3) Add gateway
Gateway 1 ® Online
WiFi | ec8d59379e60
Gateway 2 ® Online
WiFi | ec8d59379e60
Gateway 3 ® Online

WiFi | ec8d59379e60
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Edit gateway name
View gateway detailij

Delete gateway
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nx
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Details

Physical 1D
c455jgczvh

Gateway details

MonitronGateway-
_nzkwddflb3

@ Online

Time last commissioned
Jul 12,2022, 11:22 AM

IP address
192.168.0.145

Download traffic

M 19.11 MB

Location

Site

Site_h7v11zwl84

2l SHof| A oL Ho|E 0] ME &

Type
Ethernet Gateway

Firmware version

1.3.184

Upload traffic
 9.48 MB

HE Hp
= I

0
—

1. HoOIEfo| S50iM HF SEE Eei= HOIEHOIE

Assets

Users

Sites

Settings

Gateways (1)

Name

MonitronGateway-
e837456fe770

Physical ID

e837456fe770

Status

@© Online

|l

M

—

IS+ 2ol st

EHSt | |.

=HSHL|C}

site Gateway
Type

Test_Project WiFi

View gateway guide

Network

M533.5kB [ 1.05MB

= Strong

ol HolESio| M £

=
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2. HolEf|o| MF HE mHo|X|7t EA[ELICE.

Gateway details X
Name Status IP Address
MonitronGateway-_l720tdnhv9 @ Online 192.168.0.35
Physical ID Site name Upload traffic
1gfz5pbnrc Test Proj QQQQQQ M 442.1 kB
Type Time last commissioned Download traffic
Ethernet Gateway Sep 1, 2021, 4:53 AM [ 36.3 KB

Firmware version
1.0.6
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( = Project name

Gateways (7)
Q

Piller A4 Gateway
Customized gateway name
Customized gateway name
Gateway30aeadf85444
Gateway30aeadf85652
Receiving room gateway

Gateway-c22as48gsedss

DHY A 27|

2. HOIESo|o AL A X|™H O|&E F7tslEts

® Online

® Online

® Online

® Online

® Online

® Online

® Online
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Cancel Edit gateway name

Gateway name
Add customized name to find it easier afte

commissioning

Gateway-c22asd8gsedif
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Gatewey®
12 3 456 7 8 90
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e ., 2

ABC
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Amazon Monitron

9:41
Edit gateway name

Cancel
darte

easler

ind it

Gateway name

Add customized name
Receiving room gateway
Maxirmur
e 27|
"Gateway"
1 2 3 4 5 6 7 8 9 0
-1/ () % & @
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space return
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( = Project name

;;;;;;;;

Gateways (7)

Q

sssssssssssssss

Piller A4 Gateway & Online
Customized gateway name @ Online
oA =T
Customized gateway name & Online
Gateway30aeadf85444 &) Online
Gateway30aeadf85652 & Online
Receiving room gateway & Online
Gateway-c22as48gsedss @ Online

@ Gateway “Receiving room gateway” X

edited successfully
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MAC FA M|F HE HM

ZoZ 7 o|EZ 0]

Amazon Monitron 7|O|E9{|0[2| O|C|0{ HAM|A XMO{(MAC) FAE ?:".*—”.5}E=|
R AC =42} H O
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IT 2 2|X2l AR AZHEF MAC TAE AFE235104 HO|EL|O| C|H}O|AZ AHO|AMHE K| 7| 0o
Ef{3 dHo =z 7|0 U=X| 2l = U&LICH HOIELO0IE 7HOIM'Ist= 7=kt
FHEt MAC TAE AF25104 1T 2 E|AFQ 232l HEQZ 2/|2 sidst & ola Lt

FQ m'.o

QR ZEE AZH50{ MAC T4 ZHA2 Amazon Monitron 2 HF Hof| A X| =L},

CtZ Mito M= AHO|ELO| C|HtO|A S| MAC FAE AMstE WS Eo{ELICt

1. HolE%{o] Ho|x|= o|SErLCt.

2. 2Zioto|ZE MEfgfLICH

9:41

{ = Project name

Gateways (0) Add gateway

Kl
i

There are no gateways in this site.

Add a gateway by choosing the “Add gateway”
button.

Add gateway

S
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3. Amazon Monitron2 QR ZE AZHO| & 1S MHSI= HAIXRIE EAFLICH H&ES ME
st_|Ch
= .

What is Scan Gateways QR?

i) Scan for gateway details

Select this icon and scan the QR code on
your gateway to get gateway MAC
address and other details.

Find MAC address

Use the MAC address to allow list
gateways for high-security networks.

4. QR ZE AV HO|X|oAM FCHE 7tH2HE A& 8t0{ HO|ESO| QR ZEE A MEfLICH

AZHO| MEBXo 2 22 E|TH Amazon Monitron2 ZHIY 40| QR T = AZH H|0|X|0oi HO|ES
0| ID2} MAC FAE EAIEFLICE
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V4an 12:3[]1

Cancel Scan gateway QR

Scan gateway QR

Gateway ID
30aeadf85652

MAC address
3333-4444-1111-2222

(® A MAC address can help you
troubleshoot some gateway
commissioning errors. Copy the MAC
address and send it to your IT
department.

S At ofo|Z

—_

(® Note
O} & & M3} x| ot 2 ZL Amazon Monitron2 QR ZEE AZHEH7| {5H FHH 2o <
MAE == Qs HEro| HeE = I&LITH C|H0|A QR ZEE Mo 2 ATsiE
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Android C|HFO|A Q| AR

Allow Amazon Monitron
to access your camera?
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iOS C|HIo|A S| B

o

MAC F4 Mg HE A

129



ol
[l
0%
x
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Scan gateway QR

“Monitron” would like to
access the Camera

Allow camera access to Monitron to scan
QR code on gateway.

Don't allow Allow

Wi-Fi A O|E O]

O| FH|olMHE Wi-Fi HIO|E0|E dRIst= &Hol Cia DHELICH E8F S LS HOIESO|IE 4

F
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button

LED lights

— Power cable

|

« Wi-Fi HI0|E90|2| LED EAIS 817

« Wi-Fi HI0|E9]O| HHX| & MX|

« Wi-Fi Al0|E90| OIS

« Wi-Fi AO|EQ|o| #X| =X sHZ

 Bluetooth H0{Z! 24| sH&

« Wi-Fi HIO|EQI0|E =7| HHo = MY

« HOIEH0| =5 E7]
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« Wi-Fi #I0|E90| 0|F HE
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Gateways (0) Add gateway

Kl
i

There are no gateways in this site.

Add a gateway by choosing the “Add gateway”
button.

Add gateway

3.  Amazon Monitron& QR ZE A7ZHO| &8 22 AMOHG =
grLict.

HAIXIE EAIBLICH ASE
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What is Scan Gateways QR?

i) Scan for gateway details

Select this icon and scan the QR code on
your gateway to get gateway MAC
address and other details.

Find MAC address

Use the MAC address to allow list
gateways for high-security networks.

4. QR IZE A HO|X|0M HLHE FIHIZHE AFR3S104 HO|ERO| QR ZEE AZHEILICE.

AZH0| M3 ™Mo 2 2FE LT Amazon Monitron2 ZHIY 40| QR Z = AZH 10| X|of| HO|ES
0| ID2t MAC FAE FEA|FLICY.
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V4an 12:3[]1

Cancel Scan gateway QR

Scan gateway QR

Gateway ID
30aeadf85652

MAC address
3333-4444-1111-2222

(® A MAC address can help you
troubleshoot some gateway
commissioning errors. Copy the MAC
address and send it to your IT
department.

S At ofo|Z

—_

(® Note
O} & & M3} x| ot 2 ZL Amazon Monitron2 QR ZEE AZHEH7| {5H FHH 2o <
MAE == Qs HEro| HeE = I&LITH C|H0|A QR ZEE Mo 2 ATsiE
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Android C|HFO|A Q| AR

Allow Amazon Monitron
to access your camera?

DENY

iOS C|HIo|A S| B

o
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Scan gateway QR

“Monitron” would like to
access the Camera

Allow camera access to Monitron to scan
QR code on gateway.

Don't allow Allow

MAC T4 M5 HE A4
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/A Important
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https://console.aws.amazon.com/monitron/
https://docs.aws.amazon.com/Monitron/latest/user-guide/mp-creating-project.html

Amazon Monitron A8 YA

Amazon Monitron X Amazon Monitron » Projects » Test_Project

v How it works

K2

Create project Add admin users
Create a project to monitor your Assign admin users to manage assets
assets. and sensors within a project.
(® Created (2 Admin user added
B8
Email instructions infe Manage user directory info
Send users instructions for accessing Use |AM Identity Center to manage
the Amazon Monitron app. your user directory for Amazon
Monitron.

‘ Email instructions [4 ‘

| Open IAM Identity Center [

5. Amazon Monitron 2 & H|0|X|2o| &% &M Foq MdHES MEdFLICE
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Amazon Monitron

A8 A

Assets

Gateways

Users

Sites

Settings

General

Language

English (US)

Measurements
Vibration unit
Inches per second (in/s)

Temperature unit

Fahrenheit (F°)

& Support v  Mary Major v

Cancel

l Classes (5) Create class

‘ Q Find custom class 1>
Name v Last modified Measurement v
Class IV Warning: 3.99 mm/s , Alarm: 5.99 mm/s
Class Il Warning: 3.99 mm/s , Alarm: 5.99 mm/s
Class Il Warning: 3.99 mm/s , Alarm: 5.99 mm/s
Class | Warning: 3.99 mm/s, Alarm: 5.99 mm/s

[+] Fan_Custom_1 Dec 5, 2023, 12:59 PM Warning: 3.99 mm/s , Alarm: 5.99 mm/s

H LIS ZelA0|A EciA M2 MEHSHL|CH
AEXR XY Sela dY 166
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Create custom class X

Class details

Class name
Specify the name of your class

Custom name

Description
Describe this class

Add description

Measurement details

Min warning threshold (inch/s)

What is the minimum measurement that must be met to trigger a warning.

‘ 3.33 |

Threshold must be a positive number with at most 3 decimal places.

Min alarm threshold (inch/s)

What is the minimum measurement that must be met to trigger an alarm.

‘ 5.55 |

Threshold must be a positive number with at most 3 decimal places.

7. AR RN BeHA 4N HOIXIOIM CHEE S ELICH
. BEA MEF HEOIM BEHA OIF - AR KIH F24A0] OlF LTt
. AW - AFSR RIE Al 22200 CHet ML
ol
=

7lgk - RRtrof CHEF AFS A X1 &7 AAIEL.
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(@)

AEXL XIE Eelia HdIo|E

AEXt X|H EeiAE Hol|o|Este{H

1. https://console.aws.amazon.com/monitron0{| A Amazon Monitron 2&2 LICt.

2. IZIZXNE OIS 7|E MEHSHL|CE,

3. ZERHMEE XMZ ddslcs 42 Z=XHE 4o dHE EHAHE WELICH

JIE Z2HES Mests B9 2% HM HFM Z2MES M O3 ALK XK SEHA
g MNE ZTEMES MeBLD
4, ZZHME ME HE 5 0|X|oi A Amazon Monitron & YoM L7|E MEHEFL|CH
Amazon Monitron X Amazon Monitron » Projects > Test_Project
. Open in Monitron web app [4
Projects
¥ How it works
Create project Add admin users
Create a project to monitor your Assign admin users to manage assets
assets. and sensors within a project.
(® Created (%) Admin user added
% :(B2a
Email instructions info Manage user directory info
Send users instructions for accessing Use IAM Identity Center to manage
the Amazon Monitron app. your user directory for Amazon
‘ Email instructions [ ‘ Monitron.
| Open IAM Identity Center [
5. Amazon Monitron & & | O|X|2| 1% B M FoiMq dXS MENFLICY.

MR XA ZEHA do|olE
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https://console.aws.amazon.com/monitron/
https://docs.aws.amazon.com/Monitron/latest/user-guide/mp-creating-project.html

Amazon Monitron A8 YA

Project nami £ Support v Mary Major w

Assets Settings Cancel
Gateways
General
Users
Sites Language
English (US) v
Measurements

Vibration unit

Inches per second (in/s) v

Temperature unit

Fahrenheit (F°) v

| Classes (5 Croste s

‘ Q Find custom class 1>
Name v Last modified v Measurement v
Class IV Warning: 3.99 mm/s , Alarm: 5.99 mm/s
Class Il Warning: 3.99 mm/s , Alarm: 5.99 mm/s
Class Il Warning: 3.99 mm/s , Alarm: 5.99 mm/s
Class | Warning: 3.99 mm/s, Alarm: 5.99 mm/s

[+] Fan_Custom_1 Dec 5, 2023, 12:59 PM Warning: 3.99 mm/s , Alarm: 5.99 mm/s

6. 1% Chs Zei20lM Hoo|Este s 2elaE M=istT HES MEfEhLICH

AR XY ZeilA YH0lE 169
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Edit Custom name

@ Measurements after edit

Editing class will go into effect in the next interval. Positions in a healthy
state will see the update while positions currently in alert need to be
resolved for updated class to go into effect.

Class details

Class name
Specify the name of your class

Custom name

Description
Describe this class

Add description

Measurement details

Min warning threshold (inch/s)

What is the minimum measurement that must be met to trigger a warning.

‘ 3.33

Threshold must be a positive number with at most 3 decimal places.

Min alarm threshold (inch/s)

What is the minimum measurement that must be met to trigger an alarm.

‘ 5.55

Threshold must be a positive number with at most 3 decimal places.

7. Zeis HE HOo|X|o|M ChE S s>E LIt
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https://console.aws.amazon.com/monitron/
https://docs.aws.amazon.com/Monitron/latest/user-guide/mp-creating-project.html

Amazon Monitron A8 YA

Amazon Monitron X Amazon Monitron » Projects » Test_Project

v How it works

K2

Create project Add admin users
Create a project to monitor your Assign admin users to manage assets
assets. and sensors within a project.
(® Created (2 Admin user added
B8
Email instructions infe Manage user directory info
Send users instructions for accessing Use |AM Identity Center to manage
the Amazon Monitron app. your user directory for Amazon
Monitron.

‘ Email instructions [4 ‘

| Open IAM Identity Center [

5. Amazon Monitron 2 & H|0|X|2o| &% &M Foq MdHES MEdFLICE
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Project nami £ Support v Mary Major w

Assets Settings Cancel
Gateways
General
Users
Sites Language
English (US) v
Measurements

Vibration unit

Inches per second (in/s) v

Temperature unit

Fahrenheit (F°) v

| Classes (5 Croste s

‘ Q Find custom class 1>
Name v Last modified v Measurement v
Class IV Warning: 3.99 mm/s , Alarm: 5.99 mm/s
Class Il Warning: 3.99 mm/s , Alarm: 5.99 mm/s
Class Il Warning: 3.99 mm/s , Alarm: 5.99 mm/s
Class | Warning: 3.99 mm/s, Alarm: 5.99 mm/s

[+] Fan_Custom_1 Dec 5, 2023, 12:59 PM Warning: 3.99 mm/s , Alarm: 5.99 mm/s

=
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Amazon Monitron A8 YA
Fan_Custom_1 details X
Min warning measurement Min alarm measurement
3.99 mm/s 5.99 mm/s
Description Position type
Fan custom threshold Fan
Positions using threshold
Positions (20) info
Q, Find position 12 > &
Name
Position 1
Position 2
Position 3
Paosition 4
Position 5
Position &
Paosition 7
Position 8
Position 9
Position 10
Position 11
Position 12
Position 13
Position 14
/A Important
StLt O|&f o @XM BRH ALE S AEXE XIH HAl A= AXE = glsLct =
M Z1H EeHAE AHEstD /e fIX| S50| EAIELICE o248t !Ix|o HZEE 7|H 2
EHAE XS] o olzfet fIXIE CHE 71A 2eiA 2 Yo|o|EsHoF &fLict
7. AKXE =I5t deleteE 238 CHs K& S ME{FLICH
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4.63

= Total Vibration
Dec 7- Dec 20, 2022

mmy's
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= Tatal Vibratian = Temperature

Single axis vibration - Vrms ©
(10-1000Hz) (mm/s)

4.63

= faximum
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Amazon Monitron A8 YA

7:56

— Test_Project v

Assets (1) Add asset

Q Find assets i}
Example_Asset i
Site 1 p® '

2ot AE A8 stod R F=7t 178
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Amazon Monitron

8:07

Cancel Add asset

/\ You are adding this asset to the project. We
recommend you add it to a site. Once you
add an asset you can’t move it.

Learn more [/}

Asset name

Name for the asset to be monitored.

Example: Pump R

Maximum 60 characters.

Dot HE A8 Shod R F=7t 180
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Amazon Monitron

Projects (2) -

| Q, Find projects by name

Project name AWS account Last accessed: v
@] Test_Project Jan 21, 2024, 6:42 PM
@) Test Dec 5, 2023, 11:26 AM

2. 2% M owolM AlO|EE MEISH CHZ RHHE AL S AFO|EE MEEfLICH
Test_Project ¥ 0 4 suwpore v [
Assets
. Add site
Gateways Sites (1)
Users ‘ Q, Find sites by name 1
Name v Id

Settings | o Site 1 I

o AS AL8stod Rt F=7t 181
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® Note

ZzHME Y xHarg FIHe = J&LICH

3. XAH&HHO|X|of M RHaE FIHE MEHELICH
Amazon Monitron X Site1 v (ﬁ) £ Support ¥ _

Assets (1) < wiee  Example_Asset Add position |
4

Users Q Find assets

Positions (1)

Settings

» Example_Asset

Q, Find positions by name '

Name v Status v Type v Class v
t
Sensor Other Class |

4. Xtak F=7h o o|x[el AHE O|F ol MdgstedE AHAte| OIF S FIIEF CHE AR FIHE MEHELICH

x

Asset name
Mame for the asset to be monitored.

‘ Example: Pump

Maximum &0 characters.

Cancel
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Amazon Monitron A8 YA

= Project name v 4 Support v Mary Major v

Assets (793) < wide  Conveyor belt 1

Class | | Site name 1

Add asset

» Conveyor belt 1

Positions (4)

» Conveyor belt 2
Q L
» Sorter 1

Position name v Status A Position type v Last measurement v
Conveyor belt 5

» Conveyor belt 10 Drive side roller 1 m Gearbox Aug 26, 2021, 8:00 AM
» Sorter 8 Drive side roller 2 [ Atarm ] Gearbox Aug 26, 2021, 8:05 AM
Conveyor belt 20 Idle side roller 1 [ Healthy ] Gearbox Aug 26, 2021, 7:56 AM
Idle side roller 1 [ Healthy ] Gearbox Aug 26, 2021, 7:56 AM

» Motor 1
Conveyor belt 4

» Conveyor belt 4

» Conveyor belt 6
Conveyor belt 7
Conveyor belt 8

» Conveyor belt 9

OGOOGGOHH“_-OOOI

» Conveyor belt 11
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mazon Monitron X Site1 ¥ A suwport v [
k Assets (2) <nee  Example_Asset | addposiEl
Gateways Add asset Site 1 Edit asset name I
o | Move asset |
Users Q, Find assets ‘ . A
Delete asset
Settings b Example_Asset Positions (1 /1} View sensor pairing guide
Test_Asset No sensor ‘ Q, Find positions by name ‘
1
Name ¥ Status v Type ¥ Class ¥ L
o o Sensor Other Class|
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Amazon Monitron A8 YA

Move Example_Asset? X

Do you want to move Example_Asset to a new site?

(@ All positions connected to this asset will also be moved to the new site.

Mew site
Select new parent for this asset.

Site

Cancel

Move Example_Asset? X

Do you want to move Example_Asset to a new site?

(@ All positions connected to this asset will also be moved to the new site.

New site
Select new parent for this asset.

Site 2 v ‘

Atotol 83X 2 o|S KM Mol dF HIAIXKIZH EAIELICE
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Assets (2) Add asset
Q Find assets fin)
Another Asset -
No sensor| :
Site 1

Example Asset
Site 1

No sensor
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Edit asset name

Move asset

Delete asset
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Cancel Another Asset 2

Do you want to move Another Asset to a new site?

@ All positions connected to this asset will also be
moved to the new site.

New site
Select new parent for this asset.

Site OD

2ot AoilM Rt ol SstEdH 192
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Delete "Asset 6"?

Once you delete "Asset 6, all positions and
historical measurements of this asset will
also be deleted.

Cancel Delete
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Delete “Asset name 5"?

You need to delete the sensors and positions
in this asset before you can delete the asset.

Once you delete the asset, all historical
measurements of this assets will also be
deleted.

Delete sensors & positions

Cancel Delete
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o>

L

6. ANE ME{FL|CEH
Delete “Asset 57

You need to delete the sensors paired to this
asset before you can delete the asset,

Once you delete the asset, all historical
measurements of this asset will also be
deleted.

@ Sensors & positions deleted
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Source of vibration

Gearbox
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Assets (793) < Hide Asset name 7

Add asset Site_m776v1khz9

4 Support v Mary Major v

Q Find assets

Positions (6)
P Asset name 7

Asset 1 ‘ Q Find resource
» Asset name

Site_m776v1khz9

» Asset name 2 .
Site_m776v1khz9 Position Name

p Asset name 3
Site_m776v1khz9

Position name 1

Position name 2

e & ¢ &8

» Asset name 4
Site_m776v1khz9
Position name 3
» Asset name 5

-5

Position name 4
» Asset name 6
Position name 5

p Asset name 8
Site_m776v1khz9 e
Position name 6

» Asset name 9

]

» Asset name 10

» Asset name 11

P Asset name 12

P Asset name 13

(< I < BN <

3. el izt ¥xtolM fIx[ 0IF, #IxI 7 & 7[A|

v Status

Warning

Position type
Other
Other
Other
Other
Other

Other
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Add position X Add position X
Position name Position name
Specify the position to be monitored by the sensor Specify the position to be monitored by the sensor
’ Example: Left bearing } ’ Position name 7 ‘
Maximum 60 characters. Maximum 60 characters.

Position type Position type
When a sensor is paired, you can't change the type. When a sensor is paired, you can’t change the type.
’ Select position type v ‘ ’ Other v ‘
Machine class Machine class
When a sensor is paired, you can't change the type. When a sensor is paired, you can’t change the type.
‘ Select machine class v ‘ ’ Class | v ‘
Cancel Cancel Save
X2 AMEHSH | |.
Ol x =
5. Ktaboll @Ix[7F F7HEILICE
Assets (793) < Hide Asset name 7 Add position
Site_m776v1khz9
Q Find assets ‘
Positions (6)
» Asset name 7 %
» Asset name 1 o ‘ Q Find resource 1 >
Site_m776v1khz9
p» Asset name 2 o
Site_m776v1khz9 Position Name v Status v Position type v
> Asset name 3 Position name 1 Ala' Other
Site_m776v1khz9 o ®
» Asset name 4 o Position name 2 Other
Site_m776v1khz9
Position name 3 Warning Other
> Asset name 5 4,
Position name 4 Other
» Asset name 6 |
Position name 5 Other
» Asset name 8 i
Site_m776v1khz9 Position name 6 Other
P Asset name 9
Position name 7 no sensor Other
» Asset name 10 (/]
» Asset name 11 0
» Asset name 12 o
P Asset name 13 0
P Asset name 14 (/]
» Asset name 15 0
» Asset name 16 ®
H Q| oHod| Al ol = 7‘<7|_=|_7|
S HFY Mo M Y|X| F=716
Al 22 .||-|O|'|§I:IE.| I..TJ.XI=|. ;I'— 12 EHS} | |.
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{ = Project name

Asset name 7

o Add position
®

v Positions (6)

Position name 1 :
Position name 2 :
Position name 3 Warning

Position name 4

Position name 5
Position name 6
Asset details Actions v

Project name
Project name
Machine class
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3. il ohst X0l M fI%| Ol F, #I%l 738 & 7|4 S2& L= LI

>

Cancel Add position

Create your position and connect your sensor to this
newly added position.

Position nhame
Specify the position to be monitored by the sensor

Position name 7

Maximum 60 characters.

Position type
When a sensor is paired, you can't change the type.

Other

Machine class
When a sensor is paired, you can't change the type.

Class |

5. ZHIU 77|12 MME ChAl AZH5t0d fIX[E M ELICH
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Hold phone near sensor

Scan sensor to get position details. This
may take a few moments.
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6. Xtdtoll @IXI7F FIHELICEH

{ = Project name Q

Asset name 7

Add position
e P

v Positions (6)

Position name 1

Position name 2 Alarm

Position name 3 Warning

Position name 4

Position name 5 Healthy

Position name 6 Healthy

Position name 7 Healthy
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« NFC A 7H(Samsung)

L

« NFC EfiT 2| & X|#Hst= ZE(iPhone)

fl

2. Ko SFoM RHaHES MEIERLICE

— Site name v

Asset name 1

Mo sensor

There is no sensors paired to the asset. You

can pair your first sensor by tapping the "Pair
sensor” button.
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» Positions (3)

E

Asset details Actions =
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LT

Machine class
Class I
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1)

{ = Sitename

Asset name 1

o Pair sensor

Positions

Left bearing 1 [ Healthy ]
Left bearing 2
Right bearing 1
Right bearing 2 m

Asset details Actions ¥

Asset name 1 Bearing

Location
Site name Row 1, Northwest corner
g @] O
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Edit position details

Position name

Specify the position to be monitored by the sensor.

Left bearing 1

do
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r
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= Projectname1 a

L Support v Mary Major v

Assets (793) < Hide  pgsition name 3

Bearing | Class | | Site_m776v1khzS

Q, Find assets

Warmning  Warning invoked at Dec 15, 2022, 6:14 AM by Total vibration ML model.

P Asset name 7 %
Pasition name 1 Alarm
® Vihrationo Temperature Sensor details
Position name 2 @
B Date range
Position name 3 Warning
Last 2 week <
Position name 4
Position name 5 Total vibration - Vrms (10-1000Hz) (mm/s)
Total vibration is the combination of all three axes, monitored by machine learning.
Position name 6
p Asset name 1 o mm/s
Site_m776v1khz9 B
0.00
p Asset name 2
Site_m776v1khz9 0
8.00
p Asset name 3
Site_m776v1khz9 0
6.00
p Asset name 4
Site_m776v1khz9 o /\/\/\ /\A Af\ /\'\
4.00
» Ascet name 5 b N N [\ /\(\N\N\

Edit position name

7 Delete position
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[ Download CSV
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Pump

0 ‘ Pair sensor ‘

v Positions (4)

Alarm

1

Position name 1 )
Healthy .
Class | [ Healthy J &

Position name 2
Class |

Position name 3
Class |

Healthy

Position name 4

No sensor
Class |
Asset details ‘ Actions v |
Site name

Project name
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Edit position name

Edit machine class&a

Delete position
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9:41

{ = AnyCompany v

Pump

Report issue ‘

Vibration Temperature Sensor details
Sensor ‘ Actions v ‘
Sensor ID Status

37fe6351b217 © Online

Battery life Last gateway connected

= 100% adcf12922cd2

Last measurement

Aug 27,2020 11:22 PM

Position details
Position name
Left bearing 1

Asset name

Sorter 2

2. EAMEE SHM7IH S2

‘ Actions v ‘

b

Position typé
Bearing

Machine Class
Class |
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Edit position name
Edit machine class @
Delete position
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2. EHoIM 714 52 BEE MU

= Project name v £ Support v Mary Major v

Assets (793) < Hide Pump Actions ¥

Project name

Q, Find assets

Positions (20) Actions ¥ ‘

Edit position name
Q Find positions

o
0
o

Position name v Status A Position type v Machinj| ¢ Delete position

Conveyor belt 1

P Asset name placeholder

Asset name 2 i (] Drive side roller 1 (" Alarm Gearbox Class |
» Asset name placeholder 1 Drive side roller2 @ Gearbox Class |
» Asset name placeholder 1 Idle side roller 1 { Healthy J Gearbox Class|
Asset name placeholder Idle side roller 2 { Healthy J Gearbox Class|
» Asset name placeholder Position name 1  Healthy ] Gearbox Class!
Asset name placeholder (/] Position name 2 m Gearbox Class |
» Asset name placeholder (/] Position name 3 m Gearbox Class |
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Position name 3 m
Position name 4
Position name 5
Position name &
e mrroeikhas o
» Asset name 2
Site_m776v1khz9
* Ge 76Kz o
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P Asset name 5 ‘;\._\
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Site_m776v1khz9 *
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Position name 3

Bearing | Class | | Site_m776v1khz9

. @ .
Vibration Temperature Sensor details
Date range
Last 2 week <

Total vibration - Vrms (10-1000Hz) (mm/s)

Edit position name

Delete paosition

Edit machine class

[ Download CSV

Chart type ¥

Total vibration is the combination of all three axes, monitored by machine learning,
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Delete sensor paired to "Left bearing 1"?

Once a sensor is deleted, you will still be
able to view historical measurements. To
continue monitor the asset, you need to pair
a Sensor.

Cancel Delete
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Asset name 1

0 Pair sensor

Position

Left bearing 1 Mo sensor

Left bearing 2 [ Healthy ]
Right bearing 1 CD
Right bearing 2

Asset details | Actions = ‘

ASSEL name Type

Asset name Bearing
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L Support v Mary Major w

= Projectnamel1 v

Assets (793) ¢ Mde Position name 3
Bearing | Class | | Site_m776v1khz9
Q, Find assets
Warning Warning invoked at Dec 15, 2022, 6:14 AM by Total vibration ML model.
P> Assetname 7 GJ
Position name 1 Alarm
.® V\hratimno Temperature Sensor details
Position name 2
Position name 3 Warning Sensor details
Position name 4
Position name § Sensor ID Last measurement time
37fe6351b27 Aug 26, 2021, 8:00 AM
Pasition name 6
p Asset name 1 o Status Last gateway connected
Site_m776v1khz9 @ Online a4cf12922cd2
p Asset name 2
Site_m776v1khz9 o
3 Battery mu:@
» Asset name
-
Site_m776v1khz9 o
p Asset name 4 o

Site_m776v1khz9
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Gateway signal strength
* -69 dBm

Production date
Aug 20, 2020
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Firmware version
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HW revision number
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Delete position "Pump sensor X
2"?

Once you delete "Pump sensor 2", all historical
measurements will be deleted along with the
position.

Before deleting this position, you need to
delete the sensor paired to this position,

Delete sensor
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Delete position "Pump sensor X
2"?

Once you delete "Pump sensor 2", all historical
measurements will be deleted along with the
position.

Before deleting this position, you need to
delete the sensor paired to this position,

Delete sensor

Cancel
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% ( = Project name Q
E"iew sensor detailﬂ Position name 3
Delete sensor Warning Acknowledge

Warning invoked at Dec 15, 2022, 6:14 AM by Total

vibration ML model.

Vibration

Sensor
Sensor ID
37fe6351b217

Battery status@
-

Last measurement

Temperature Sensor details

‘ Actions v

Sensor status

® Connected

Last gateway connected
adcf12922cd2

Firmwear Version

Aug 27,2020 11:22 PM Version 1.01

Position details

Position name

Position name 4

Asset name

Asset name 7
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Waming  Warning invoked at Dec 15, 2022, 6:14 AM by Total vibration ML model. Acknowledge
P Asset name 7 0
Position name 1 )
® Vibration Temperature Sensor details
Position name 2 @
Position name 3 Warning Sensor details Delete
Position name 4
Position name 5 Sensor ID Last measurement time Gateway signal strength Firmware version
37fe6351b27 Aug 26, 2021, 8:00 AM * -69 dBm 1.2.41
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oé Q Find assets CH m SHEEeE
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Site_gmf5210q4q at May 8, 2023, 2:43 AM. Learn more [4
Alarm  Warning Offline
» Asset_Sn0Okqpd979 . Warning invoked at May 6, 2023, 2:43 PM.
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Amazon Monitron A8 YA

Sensor scan

Scan sensor to get position details.
This may take a few moments.
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Sensor scan

() Sensor scanned successfully.

You can remove your phone from th
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12:3

Project name

O

Position name 1

Report issue

Measurements
1D W 2W ™
Aug 22 - 29, 2021

Vibration RMS Velocity <
0.12mm/s Aug 28, 11:22PM
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Sensor scan

(®) Scan sensor failed.
Place phone comrectly over the sensor until yvou see ;
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Sensor scan

@ Scan sensor failed,

Verify that the sensor has been commissio

CHAl @lo{EAM2.

g and try
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Sensor scan

@ Scan sensor failed,

n failed. You don't have permission to view the

versor, Update site permissions in the app and try
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Sensor detected on different  x
site

The sensor scanned is associated with another
site. Do you want to change sites to see
position details

Cancel Change site
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A T = e e .
@ Important Ex safety notification : o
A new Ex safety notification has been issued for e
Amazon Monitron sensor model TE1TA195. Read e ==
the full notification and follow the safety °
instruction. Learn more [ :
o
o
o
o
Assets (578) Add acent o

Q

b Asset_123

P Asset 222

B Asset name 3
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b Asset name 8 !
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Report issue ‘ Delete sensor paired to “Position X No senso Pair Sensor (1) (R
1
Vibration Tempe: S¢ r detail: :Em r deletin zs:mmg = r'TYuu can still view Vibration Tempera S detail: w Positions (6)
moni g the asset, you need a to pair a m Waming Malntenance Recalled
Sensor Actior s; ‘ i Position details Actions ¥ 2 1 1 1
R i ¥ Ccancel Bt e - Pasition 1 :
37fe6351b27 @ onl Posk\ugﬂ name 4 Gearbox I
Pasition 2 .
pe=0 b - =
. f—‘ufit:c 3
;.E‘wmgs‘ 1 ;‘503 Pasition 4 .
S s
10:07:45 PM <5 |
Nl\-‘“h: X Position 6 =g
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Take measurement Asset details Actions ¥
Paosition details Actions ¥ ” ;
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9:41 9:41
Project name Project name v = Project name v
Position name 4 Position name 4 Asset_123
| Report issue ‘ Delete sensor paired to “Position X No sensor Pair Sensor (1) Pair sansor
1"
After deleting this sensor, you can still view I
Vibration Temperature Sensor details N Vibration Temperature Sensor details v Positions (6)
historical measurements. To continue
monitoring the asset, you need a to pair a Al Warning  Mainter

Sensor Actions v sensor. Position details Actions ¥ 2 1 1

Pasition 1
Sensor ID Status Cancel Delete tion type Class 1
37fe6351b27 @ Online Position name 4 Gearbox
Pasition 2
attery status @ Last gateway connect Machine class Class |
- 34cf12922¢d2 Class |
Position 3 .
: :
Type number Class |
1A1 1.7.503
TEIM9S Pasition 4 .
e NO sensor  ©
Sensor typ ast measured Class |
Ex - Periodic 12 Jul, 2022, at Pasition &
10:07:45 PM Class |
Next expected
measurement X Position 6
12 Jul, 2022, between Class |
11:09 PM
Take measureme Asset details Actions
Position details Actions ¥ Project name
View sensor details t .
@ Successtully deleted sensor “position name X Project name

Gearbox

Delete sensor
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Project name v Project name Cancel Add position
Important Ex safety notification Asset name 7 Create your position and connect your sensor to this
A new Ex safety notification has been issued for newly added position
‘Amazon Mornitron sensor model TETA195. Read no sensor Add position
the full notification and follow the safety Position name
instruction, Learn more [2 on o be moniored by the sensor
There are no sensars paired to this asset. Pair a sensor Position name 7
by choosing the "Add position” button
Assets (578) o Maximum 60 charactrs
Position type Important Ex safety notification X
Q Asset details Actions v ; ge the yp
Pump v Sensor cannot be commissioned. A new Ex safety
Project name notification has been issued for Amazon Monitron
» Asset_123 Project name Mochine choss sensor model TE1A195. Read the full notification
Machine. re based on 1SO 20816 and follow the safety instructions. Learn more [
» Asset_222 Class | v
Done
» Asset 333 Ready to scan

» Assetname 3

» Asset name 7

[N )

» Assetname 8 '

> Assetname 11 ! Hold your phone close to a sensor to Commissioning has failed.
register it. This may take a moment.

> Assetname 12 §

» Asset name 14 Cancel

» Asset name 17 Q
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Project details info

Project name Project link
Dan's Goat Ranch Link to access the project in the Monitron app.
= — =
(' @ copy link ’
—
Admin users (2) Info I Remove Iq'\Email instructions @I
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Amazon Monitron

Amazon Monitron

Detect abnoermal machine behavier and enable

predictive maintenance

Signing in... |t can take a few moments,

9:41

= project name ~

Assets

Update to version 1.0.0 x

A newer version of the application is
available, Update to the latest version.

Asset mame 5

Asset name 8
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X
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&
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4.2% SK+ |
B2 reviews Downloads Everyone (I}
5.0 4+ Il |
ki i ears Ol Busines
Imstall
What's New \ersion History
[}l Add to wishiist
Version 1.0.3135 1d ago
Bug fizes and performance improvements, as well as L0 This app is available for some of your devices

find your firmewar more

Preview
Fruson reme | Pertion nere Freey E
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Updated to version 1.0.0 b4

The application has been successfully
updated to version 1.0.0,
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Amazon Monitron

Project name 1

Assets (793)

< Hide

Position name 3

Bearing | Class | | Site_m776v1khz9

Q, Find assets

P Assetname 7

e
@,

Warming ‘

Asset name 1
Site_m776v1khz9

v

Asset name 2
Site_m776v1khz9

Asset name 3
Site_m776v1khz9

v

Asset name 4
Site_m776v1khz9

v

Assetname 5

v

Asset name 6

Asset name 8
Site_m776v1khz9

v

v

Asset name 9

v

Asset name 10

v

Asset name 11

v

Asset name 12

v

Asset name 13

v

Asset name 14

v

Asset name 15

v

Asset name 16

v

Asset name 16

v

Asset name 16

v

Asset name 14

v

Asset name 15

v

Asset name 16

v

Asset name 16

v

Asset name 16

v

Asset name 16

v

Asset name 16

o

F © @

a

000000000 ODODOQODODO

Waming  Warning
+ Total vibration ML detected at 3.29 mm/s

May 22,2023, 12:34 PM

Acknowledge

g
Vibration Temperature Sensor details

Date range

‘ Last 2 week <

Total vibration - Vrms (10-1000Hz) (mm/s)

Total vibration is the combination of all three axes, monitored by machine learning.

mm/s
10.00
8.00
6.00
. . ]
. . . . . . .
Cl * . s . “ -
400 ww e o M . . e 0 % e .
. o %, . . e
.
200
.« @ % ¢ ee,meetees, Tesgtene ¢ 0 e ., . * .
o
Dec 7 Dec 8 Dec 9 Dec 10 Dec 11 Dec 12 Dec 13 Dec 14 Dec 15
12:00 AM  12:00AM 12:00AM 12:00AM 12:00AM 12:00AM 12:00AM 12:00AM 12:00 AM
== Total vibration == Temperature

M pownload csv

Chart type ¥

.
ee, . . .« *

Dec 16 Dec 17 Dec 18 Dec 19 Dec 20
12:00AM  12:00AM  12:00 AM  12:00 AM  12:00 AM

Single axis vibration - Vrms (10-1000Hz) (mm/s)

Maximum of x, y or z axis is monitored according to 1SO 20816 cla

everity.

mmfs

/arning

4.00

Dec 7 Dec 8 Dec 9 Dec 10 Dec 11 Dec 12 Dec 13 Dec 14 Dec 15
12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM
= Maximum -=x-axis -y-axis mzaxis  ==1SOalarm -~ ISO warning

Dec 16 Dec 17 Dec 18 Dec 19 Dec 20
12.00 AM 1200 AM  12:00 AM 12:00 AM 12:00 AM
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Amazon Monitron

wll = -

Motifications

Alarm : Position name 1
+ 150 vibration detected at: 3.29 mmy/s
+ Vibration ML detected at: 3.22 mm/s
+ Temperature ML detected at : 55 °C

Alarm : Position name 2
« 150 vibration detected at: 3.29 mim/fs
« Temperature ML detected at : 55 °C

& Waming Warning : Position name 3
+ Temperature ML detected at : 55 °C
Waming  Warning : Position name 4

« 150 vibration detected at: 3.29 mm/s

Alarm : Position name 5
« 150 vibration detected at: 3.29 mm/'s
« Temperature ML detected at: 55 °C

4 by a0

Alarm

Alarm : Position name 7
+ Vibration ML detected at : 3.29 mmy/s

Alarm : Position name 7

2Hte F A LB

Clear all

439 Support ¥  Mary Major w

Notifications (39) Clear all

. Alarm : Position name 1
+ 1SO vibration detected at: 3.29 mm/s
« Vibration ML detected at : 3.29 mm/s
« Temperature ML detected at : 55 °C
5 minutes ago
. Alarm : Position name 2

« 1SO vibration detected at: 3.29 mm/s
« Temperature ML detected at : 55 °C

30 minutes ago

e (Warning = Warning : Position name 3
« Temperature ML detected at : 55 °C

1 hour ago
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4.63

= Total Vibration
Dec 7= Dec 20, 2022
mmy's

1000

800

B.D0

400

200

Dec 7 Dec 11 Dec 15 Dec 20

= Tatal Vibratian = Temperature

Single axis vibration - Vrms ©
(10-1000Hz) (mm/s)

4.63

= faximum

Dec 7- Dec 20, 2022

mmyfs
10000

#
* 150.alarm___

B T T e e

500
150 warning

400
2.00

o

Dec 7 Dec 11 Dec 15 Dec 20

== Mawimum - - Ais - y-axis --auis
==150 alarm - - 150 waming
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{ = AnyCompany

Sorter 1

0 Pair sensor

* Positions (2]

Alarm Acknowledged

1 0

pos. Catarm’
pos 2

Actions

Asset details

Site

AnyCompany

Machine class (150 20816)

Class |
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Amazon Monitron

wll = -

Motifications Clear all

. M Alarm : Position name 1
« 150 vibration detected at: 3.29 mm/s
« Vibration ML detected at : 3.29 mm/s

+ Temperature ML detected at : 55 °C

Alarm : Position name 2
« 150 vibration detected at: 3.29 mim/fs
« Temperature ML detected at : 55 °C

& Waming Warning : Position name 3
+ Temperature ML detected at : 55 °C
Waming  Warning : Position name 4

« 150 vibration detected at: 3.29 mm/s

Alarm : Position name 5
« 150 vibration detected at: 3.29 mm/'s
« Temperature ML detected at: 55 °C

Alarm : Position name 7

+ Vibration ML detected at : 3.29 mmy/s

Alarm : Position name 7

2k ol 2

439 Support ¥  Mary Major w

Notifications (39) Clear all

L] Alarm : Position name 1
+ 1SO vibration detected at: 3.29 mm/s
« Vibration ML detected at : 3.29 mm/s
« Temperature ML detected at : 55 °C
5 minutes ago
L] Alarm : Position name 2
« 1SO vibration detected at: 3.29 mm/s
« Temperature ML detected at : 55 °C
30 minutes ago
e (Warning = Warning : Position name 3

« Temperature ML detected at : 55 °C

1 hour ago
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Amazon Monitron

Assets (793) < Hide

Pump main - W44

Bearing | Class | | Site_m776v1khz9

Q, Find assets ‘

+ IS0 vibration threshold detected at 3.29 mm/s
« Total vibration ML detected at 3.29 mm/s
+ Temperature ML detected at 55 °C

P Asset name 7

e

May 22, 2023, 12:34 PM

Acknowledge

|

A Vibration Temperature Sensor details
Date range

‘ Last 2 week

Total vibration - Vrms (10-1000Hz) (mm/s)

Total vibration is the combination of all three axes, monitored by machine learning.

p Asset name 1
Site_m776v1khz9

p Asset name 2 0
Site_m776v1khz9 mm/fs
p Asset name 3 0.00
Site_m776v1khz9 0
p Asset name 4 0 8.00
Site_m776v1khz9
P Asset name 5 % 6.00
P Asset name 6 ]
4.00
p Asset name 8 i
Site_m776v1khz9 .
2.00

P Asset name 9

P Asset name 10
Dec 12
12:00 AM

Dec B
12:00 AM

Dec 9
12:00 AM

Dec 10
12:00 AM

Dec 11
12:00 AM

Dec 7
12:00 AM
P Assetname 11

== Total vibration = Temperature

P Asset name 12

M Download €SV

Dec 13
12:00 AM

Dec 14
12:00 AM

Dec 16
12:00 AM

Dec 17
12:00 AM

Dec18
12:00 AM

Dec 19
12:00 AM

Dec 20
12:00 AM

Dec15
12:00 AM

B Asset name 13
Single axis vibration - Vrms (10-1000Hz) (mm/s)

P Asset name 14 Maximum of x, y or z axis is monitored according to ISO 20816 class severity.

P Assetname 15
mm/s
P Asset name 16 10.00
P Asset name 16
P Asset name 16
6.00 ¢
P Asset name 14
P Asset name 15 4.00
P Asset name 16

P Asset name 16

P Asset name 16

Dec 7 Dec 8 Dec 9 Dec 10 Dec 11 Dec 12
12:00AM  12:00AM  12:00AM 12:00AM 12:00 AM 12:00 AM
P Asset name 16 . ) . )
= Maximum -=x-axis = y-axis @zaxs  --ISOalarm

Dec 13 Dec 14 Dec 15 Dec 16 Dec 17 Dec 18 Dec 19 Dec 20
12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM
1SO warning

O 00000000000 QFCDOCDTOCOOODMBE

P Asset name 16
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Amazon Monitron

Issue resolution feedback 4

Feedback is used to improve the accuracy of future
alerts. Learn mare [

Failure mode

v

Failure cause
v

Action taken
v

Cancel
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Amazon Monitron A8 YA

10:34

@ Amazon Monitron

Projects (1) Add project

Q Find projects by name

Test_Project

Last accessed: Jan 19,
2024

U3 S-oty|(2HrY At o) 269
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Amazon Monitron A8 YA

10:28

Test_Project

View projects

Gateways

Users

Sites

Settings

Getting started

271
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Amazon Monitron A8 YA

10:35

Test_Project v

Assets (1) ® Info

Q Find assets i}
Example_Asset i
Site 1 p® '
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Test_Project Vv

Example_Asset

kY

Add position

v Position (1)

Offline Maintenance

sensor
Class | D)
Asset details Actions v

FIESE é@a%a &) 275

Test_Project > Site 1



B

0jo

Amazon Monitron

MM mHo|x[e] MM MF H

5.

276




Amazon Monitron

Test_Project Vv

Sensor

®

Resolve

Sensor offline. The last measurement was
Jan 1, 2024 at 8:46 AM. Learn more [4

Vibration Temperature
Sensor ID Status
® Offline
Battery status ® Last gateway
[ connected
Type name Firmware version

bt 7|(2 HF 4Bt S

Sensor type

1./7.220

Last measured
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11:09
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Take measurement
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Amazon Monitron

Ready to Scan

Hold your phone close to a sensor.
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Initiate a measurement X

Executing the command...

& Measurement initiated successfully.
Flease remove vour phone from the sensor now.
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X DNS =2l

*.awsapps.com(http://awsapps.com/)

* *.signin.aws

Ex URL QIZZQIE
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« https://[C|RIE{2| O|&].awsapps.com/login
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zZME| BEX AFERIE FIH5HE 7HE ZHEFE 22 |AM Identity Center L|O|E|E CIRE{Z2|E
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L|Ct
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1. https://console.aws.amazon.com/monitronl A Amazon Monitron 2& & 3L}

Z2ME M4S MEFLIC
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Users | Create user

Q L @
Display name s Ermnail
Alejandro Rosalez alejandro.rosalez@example.com
Akua Mansa akua.mansai@example.com
Carlos Salazar carlos.salazan@example.com
Diego Ramirez diego.ramirezi@example.com

MEHE ALBRHE MEEI ALS R Mol EAIELICH
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Create user X

Create a new AWS user. You can assign this user access to AWS applications and services

Ermail address

First name Last name

Cancel

2. O|§1} doi ZE2|xt O|§ S LU=ErLIct
3. AASX} dHE S MEFLICH
6. CIEEEl S50l Ar8%t o|F 0| LIEtLEH F7HE MEYstod MEYEH 22X} AFSAHE FIHEfLICH

7. EIRt AL Xl A Amazon Monitron ZHIY HE CHRECE
CHE S oliledz EEHLIct RtME LI82 OlHIY =Ci ELHV| BFHE HESHA AR,

Amazon Monitron2 2 & Z 2RI AFEAI7F LIYEE T EMEO| T ZME 1I|0|X|2 O|S & LICH.
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Project admin users Infn Ade admin

a 1 @
Display marme - Email v User name T

ary ajar mary. ma|onEexamplecam IMEry, Majarioearmple, cmm
Mary M = I 1 I

8. IR AAEXHE FItetedH BEIXF FIHE MEfgfLICH

= ZE|Xt ALE A= Amazon Monitron ZHEY HE AL 504 CHE AL AHE F7HE £ UEL
Ct. XtM[EF LI 2 Amazon Monitron A MEMO| AFE XA FI7HE F XML

Microsoft Active DirectoryS Ar& 3504 22Xt AL A} =74

Z 29| 7|& A%t CIZE{Z|2 Microsoft Active Directory(AD)E A8 st= A 0|8 ALE3SHES 1AM
|dentity CenterE 7438 = Q& LIC} IAM Identity CenterE AFE 35T AWS CIEIE{Z| HHIAE AFS
5to{ XA 22| Active DirectoryE AWS # 2@ Microsoft AD CIHE 2|2 ¢1Z4E 5= l&LICt. O]
Microsoft AD C|Z|E{2]= Amazon Monitron & (55 = Amazon Monitron ZHF )2 AF& 3504 AL

A gE €Y W 7Kg + A AHE 58 2 MSELICH

AEXCIEEE 4- 288


https://docs.aws.amazon.com/Monitron/latest/user-guide/adding-user.html

Amazon Monitron A8 YA

/A Important
Amazon Monitron 0fl£ Zt 4 AtEXtof| CHEH O|H|Y FAT7 R EFLICH ALEXES| O|HIY F4
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Microsoft Active DirectoryE At &35t04 22Xt AF&XHE F7ts6t2{™ CHS 1t 20| StAIR.

1. Microsoft Active Directory0ll 21235t = 5 IAM Identity CenterE FA8ILICH 0|2 ZRE BHA =
XA 2 21 Active DirectoryE AFE5t=X| ofL[T AWS 2 2|3 Microsoft AD C|HE{Z|E A& St

[K

2HE MM MeELI
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Active Directory =H|QI2| AL AtH ZHE F7Istei= CIHEEHE = H QIS MENFLICH

Active directory domain
company.directory.comidefault) b

Search fer
© Usars

Groups

Sparch text

Type bao mre characters to see maiching u

Ja Search |

MName &  Display name v | Type v  Domain v
jajohn Jaron Johnson User company.directony.com
jamigj Jamie lames User company,directery.com
¥ Selected users and groups Remove
1 &
Mame &  Display name v Type 7 Domain 7
olgakur Olga Kurth User company.directory.com
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Amazon Monitron

Users

Display name
alejandro Rosalez
Akua Mansa
Carlos Salazar
Diego Ramirez
Efua Crwusy
Johm Doe

Johm Stiles
Kwraku Memsah
Ewasi Manu

Richard Eoe

6. F7tE MEsto{ ZE|Xt AFEX

IAM Identity Center&

Amazon Monitron & Ho{|AM 220} 8HE 04X 5|0l 2 29I%|0] (/u
Center. AFE X} ZEHOIM @I CIE 2 E o EZIFO|M2 A& ded U

IAM Identity Center0il A 2102

Email
alejandro.rosalez@example.com
akua.mansafiexample.com
carlos.salazan@example.com
diego.ramirez @exarmplecom
cfua.owusuieample.com
john.doei@esample.com
John.stilesg@example.com
kwaku Mensah@example.cam
lwasi.manugexample.com

richard.roe@example.cam

* 1AM Identity Center ZE0|M 27 20t 5HMIL.

Create user
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Amazon Monitron

Detect abnormal machine behavior and enable predictive
maintenance

You're signed out of Amazon Monitron.

Sign back in

You may still be signed in to S50.
Learn more [}

IAM Identity CenterE AF&3t= BH2|At ALE Xtol| CHEF REMIBH LEE 2 AFE A CIEIEE| MY & X6
M.

Amazon Monitron & IAM Identity Center2| 2ot 28 Alzi|oi| CHEH o2 EoF 2 A

5t A2 Amazon Monitron.

SSO ArSAF 2= ALS0l CHEr REMIEF LIS 2 ALSAE 2 AIS S A ESHAIR.

22X 2 AFERE FT}
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Amazon Monitron A8 YA

Amazon Monitron X ProjectA v £ Support ¥ Mary Major w
fesets Users & Permissions
CHLETRE Assign locations to your users.
Users
Sites Users (8) Add user
Settings Q, Find user a s
Name v Role v Assigned locations v Project level access v
User 1 Admin, Technician 10 Yes
User 2 Admin 11 Yes
User 3 Technician 3 Yes
User 4 Technician 3 Yes
User 5 Technician 3 YES
User 6 Technician 1 Yes
User 7 Technician 1 No
User 8 Viewer 4 No
ersion 1.0.1 | Legal & about
2. =18 LICt. Amazon Monitron2 AFE At CIREI |0 M AL RHE HA g LICH

S50M ALERILE ALS XA € E #EIR, 7IEAt EE Fo{ JES ME{ELICH
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Amazon Monitron A MEM

Site name v £ Sup| v Mary Major v
beeds Users & Permissions
Gateways Assign locations to your users.
Users Users (9) ‘ Edit | ‘ Remove ‘ | Email instructions [A Add user
Sites ‘ Q, Find user \ 1>
i
Add user X .
Settings ERImE | ¥ Inherited user v
User 8 Username NO
User 1 ‘ Q, Search by username ‘ No
User 3 Ves
Role
Yi
= ‘ Choose a role v ‘ -
User 5 Yes
26 Cancel Add ves
User 2 Technician Yes
User 7 Admin Yes
User 9 Admin Yes

3. M ALEX7EAER S50 LIEFELICH
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Amazon Monitron A2 AMEA

mazon Monitron Site name v & Support ¥  Mary Major w

Assets Users & Permissions

~ Assign locations to your users.
Gateways Y g

Users Users (9) ‘ Edit H Remove H Email instructions [4 Add user

Sites Q| Find user ‘ 1 >

Settings Name v Role v Inherited user v
User 10 Technician No
User 8 Viewer No
User 1 Admin No
User 3 Technician YES
User 4 Technician Yes
User 5 Technician VES
User 6 Technician YES
User 2 Technician YES
User 7 Admin Yes
User 9 Admin

@ Email instructions to invite users to access the project.

@ Successfully added user "User 10" to site.

M AFE XA Z 2 M Eof BM|A ST Amazon Monitron ZHIY HE CIRECEE £
ZEE oMY ZCHE S ER-LICH RhMEH LIS 2 o|HIY Z=Ci ELH7| EHHS &

22X ALEXLZ ALS A} 22|

Z2|RH= AF2 A E%% AF2 5104 Amazon Monitron & oA AF2XIE 2t2|g & &L|cH T2
ESZE HEXes Z2ME ~F0| 2E AISKI EY AMO|IE £F2| 2 E AIEXIE & = U&LICH

AEXH & HEE mlo[x|ol= AFSAH B EIE O A st7] flsl S SE7F ZAIELICH
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1. AFXRIE FI7I5HLE AF2AF HEHE UO|0|Ested= Z2ME = AIO|EZ 0|58 CF2 AFR A}
gl Mt 2202 0|S&LCL.

Amazon Monitron X ProjectA v £ Support ¥ Mary Major w
Assets P
Users & Permissions
Gateways
Assign locations to your users.
Users
e Users (2) Add user
Settings Q, Find user 1 >
Name v Role v Assigned locations v Project level access v
User 1 Admin, Technician 10 Yes
User 2 Admin 11 Yes
User 3 Technician 3 Yes
User 4 Technician 3 Yes
User 5 Technician 3 YES
User 6 Technician 1 Yes
User 7 Technician 1 No

User 8 Viewer 4 No

2. HElS MEHSFLICE OH CHS A A et =8 H|0|X|2| AFHEXF O|E0M ME HEE EH{LL H
et AF2K}E MERBELICE. Amazon Monitron2 AI2 X7 &2 El Qx| EE2 EA|gLCH
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Amazon Monitron Project name v £ Support ¥ Mary Major w

Assets Modify user permissions

Modify user permissions for any location in the project.
Gateways

Users User information

Sites
Usesrname

Q, User9 x

Settings

User 1

user@email.com (User1)

User 2

user2@email.com (User2)

User 3

user3@email.com (User3)

User 4
userd@ermnail.com (Use

£

User 5
userS@email.com (User5)

User 6
user6@email.com (Use

%

User 7

user7@email.com (User7)

User 8
user8@email.com (Usel

&

User 9

userd@email.com (Use
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Amazon Monitron X Project name v £ Support ¥ Mary Major w

Assets Modify user permissions
Modify user permissions for any location in the project.
Gateways
Users User information
Sites
Usesrname
Q, User9 X

Settings

Asset hierarchy locations

Q, Find location

Name Permission #
[E Project name Choose arole A ‘ X v
Technician
Site 2
Viewer
Site 3 Remove
Site 4
Site 5
Site 6
Site 7
Site 8
Site 9
Site 10
Site 11

Amazon Monitron2 AP X0 H 2 & {x|of CHE HEto| € E WS BEo{ELICH T2EME £
Z oM AL KL 2K Aol §EHE HA siY T ZHME
i

L
2 &4 0] 29 Amazon Monitron2 HAlA &2 &2

2R AL REZ ALE R RHE] 298



Amazon Monitron A8 YA

mazon Monitron X Project name v £ Support ¥ Mary Major w

Assets Modify user permissions fene

Modify user permissions for any location in the project.

Gateways

Users User information

Sites
Usesrname

Q, User9 X

Settings

Asset hierarchy locations

Q, Find location

Name Permission £

[E Project name Admin ®
Site 1 Admin - inherited
Site 2 Admin - inherited
Site 3 Admin - inherited
Site 4 Admin - inherited
Site 5 Admin - inherited
Site 6 Admin - inherited
Site 7 Admin - inherited
Site 8 Admin - inherited
Site 9 Admin - inherited
Site 10 Admin - inherited
Site 11 Admin - inherited

@ Email instructions to invite users to access the project. Email Instructions X

2 E2|X} AFE X A7

ZzHMEO|= HE|Xt AHSRI7E B F ol4f Qlofok BfLICH Z2ME ol M ZE[xt AEAHE A Hst7| ™
of, i 22Xt AtE X0l & & o|¢ el CHE 2Rt AERI7F E Y Elo] UE X 2 USHAMIR.

|

« HEX AEXE MHstEAH ChEt Z0] shMlL.

ZE|XF ALEXHE M74stedH ChE 20| stAlL.
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Email instructions [/
Edit user

Remove user

S AL R0l A ELiE ol =CHE Z0oto| =& E o|HY ofZ2|# o] Mo| DEILICH o{7]of
= = o &3 7t Q,JQLII:} 213 & 3tLHE Google Play Storeo| A Amazon Monitron 2 HF ! 4
2 CIREEstE JAQLICH CHE StLtE AASAIE FI71E ZE2EMEE ofE AILCH

4. olMldol HetEhx| #lgh CHZ ALS Kol A ELHAIR

o HE ALE5t0d AIO|E EE= Z2MEo| OiEF O|HIY =OiE & ddsicd™ chat &

S AR A ELiE ol Z=CHE Zoto| & E o|HY ofZ2(A| o] H0] FEILICH 070
= 5 749l 37t U&LICt dLE Google Play Store0| A Amazon Monitron 2 HFY S CIR2
Edte JYULICH CHE 213 8 S=/6tH AASA 7 FI7HE Z2NMETJ HRILCH

5. OlHlLo| Y&rx| &gt Ot ALS R AH ELHAMI2.

/A Warning
I|A 2ol Fol5tM L. 2ZX= Amazon Monitron ZE2EME O O|H Y 7}E& 5= O|H|
Ug AERIOIH B 4 QaLich 20l Hot 015 HEE sy Mol 210! shedl |

=
HE{2| 0| 0| Eol=X| &elstetn ZnstA 2.
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— Sitename 1 @

¥ Project name 1
View Project name 1
Site name 1
Site name 2

Site name 3

3. MOl OfO|E(=)2 MEFLICH

{ | = | AnyCompany &
4. MNSKE MEISHMR.
i

2HE TE AO|ES BHE RE A8 S20| EAIELI

AERH & HEE mlo[X|oll= AFS AL 2HEIE O A §t7] fls oS 27 ZAIELICH

« Ol - AEXte| o|& LT

. ofgt. EEIR, 7ISK, 21E AS K EE OIS0l Zatol EAHII0| AHS KO BEHE gl
. BT IRl - ALSRIL BT E IRl LT
. 2 UK A - AL RIOIH ZRAME £F HAA HEHO| YK OFLIH B AO|E £F

1. Amazon Monitron & 4oi| 2 1218t |Ct.

2. 2% =M HolM AASKE MEELICH ALA S 50| ZAIELICH
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Amazon Monitron X ProjectA v £ Support ¥ Mary Major w
Assets P
Users & Permissions
Gateways
Assign locations to your users.
Users
Sites Users (8) Add user
Settings Q, Find user a5
Name v Role v Assigned locations v Project level access v
User 1 Admin, Technician 10 Yes
User 2 Admin 11 Yes
User 3 Technician 3 Yes
User 4 Technician 3 Yes
User 5 Technician 3 YES
User 6 Technician 1 Yes
User 7 Technician 1 No

User 8 Viewer 4 No

ersion 1.0.1 | Legal & about

— Sitename 1~

¥ Project name 1
View Project name 1
Site name 1
Site name 2

Site name 3

INE=IN -V

M ALERHE F=74E m MB4EE g of ek siE AFEXte| Hetol ZHEELICH
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O ME HEE 92 4 URIB £}, MY EE ARNE ¥ £ giaL
SUs HAE AR50 ZZME EE AOIE0| | AHSKHE F7HELIC

-_—

AOLE Z0{| A Amazon Monitron 2 HFS 4ol 22 21§HL|C}.
MEXIE FII5te{e T2ME T= MO|IEZ O|SEHCIS AIERI SE2Z 0|SEFLICE

M-SRt FIHE MEfENLICEH

w N

— AnyCompany

Users(25)

Mary Major

Admin | mary.majorf@example.com

John Doe

Technician | john.dos@example.com

4. MEXOI§S UHFLICHL
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Amazon Monitron2 AF& X} CIRE2|0 M ALEAFE HAHELICE.

5. S50M AMSKE ME{ELICH
6. ALSXtolAH gFstedis A (ZEIRE, 7|EAt EE Fol)S MEHELICH

7. FIHE MEELICH

M A7 ALE RE S 50| LEEFE LI

8. M AIZKIO|H Z2HEOf| HMAST Amazon Monitron ZHIY S CIREC 8 4 Ql= 2137}
EZEE olHY RCHE S EYLICH RIMIEH LHE2 oMY =CH ELH7| EHHE & ESHAAIR

2 HE A8 5tod AL AHE F7bstE{H L2 2ol SHAMIL.

i

1. AEXE FItstties ZEME = AMO|EE O|SE CHE MEX 522 O|SELICH

£ Amazon Monitron X | Sitename v 4 Support v Mary Major v
Assets Users & Permissions
Gateways Assign locations to your users.
Users Users ‘ Edit | ‘ Remove ‘ | Email instructions [2 Add user
Sites 12
Add user X )
Settings Name v Inherited user v
User 8 Usemame ND
User 1 ‘ Q. Search by username ‘ No
User 3 Yes
Role
Yes
S ‘ Choose a role v ‘ =
User 5 VEE
lUser 6 Cancel Add Yes
User 2 Technician Yes
User 7 Admin Vgs
User 9 Admin Yes

Version 1.0.1 | Legal & about

2. AEZXlo|E

o

=248t LICt. Amazon Monitron2 AF& A} CIRE{Z||M AL RHE ZH A& L|Ct

S0l M AFERF2E ALS RO A HEE 2R, 7IEA EE R0 Y S MEELICH
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A8 dEM

3.

Assets

Gateways

Users

Sites

Settings

M AFSZE7H ALE RE S 50| LEEFE LT

Site name ¥ £ Sup|
Users & Permissions
Assign locations to your users.
Users (9) ‘ Edit | ‘ Remove ‘ | Email instructions [
‘ Q, Find user ‘
Add user X
Name ‘ v Inherited user
User 8 Username No
[ user10 |
User 1 Nu
User 3 Role VES
User 4 | Technician v ‘ Yes
User 5 Yes
User 6 Ves
User 2 Technician Yes
User 7 Admin Yes
User 9 Admin Yes

Add user

v Mary Major v
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mazon Monitron X Site name v & Support ¥  Mary Major w

Assets Users & Permissions

~ Assign locations to your users.
Gateways Y g

Users Users (9) ‘ Edit H Remove H Email instructions [4 Add user

Sites Q| Find user ‘ 1 >

Settings Name v Role v Inherited user v
User 10 Technician No
User 8 Viewer No
User 1 Admin No
User 3 Technician Yes
User 4 Technician Yes
User 5 Technician VES
User 6 Technician YES
User 2 Technician Yes
User 7 Admin Yes

User 9 Admin

@ Email instructions to invite users to access the project.

@ Successfully added user "User 10" to site.

M AFE XA Z 2 M Eof BM|A ST Amazon Monitron ZHIY HE CIRECEE £
ZEE oMY RO S E-LIC RHME I8 2 OlHY Z=Ci ELH7| B %

N SAUE U 4+ RUXIE ABA OIBE B < gieLICh Amazon Monirono| Y28 AS
¥

ZZME &= MOIE AFSALE HEstedH O™ AFSAHE MHs L M AFEXHE F7tsfof ELICH &
ZME E= AMOIE|M AFSXHE M7HstE Yol CHEr AbAMIEH LIS 2 ZHHY S ALS5t0d A8

AHE KM7{stedd ChETt 20| otMl2 & B EStMIR. Al AFEXRE =710l CHE ZHMIEE LHE2 ALS AL =
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1. ADFEZ0{|AM Amazon Monitron 2 HFY ol 2 1 Q18HL|Ct
2. HES HESEE MSKIL Z2EME = MO|ER 0|58 CHS A8A S82 2 o|SF LCH
3. U HESHE ASKIL O|F Aol ME EXLE

A HES MEHELICH

M eiE (REIR}, 7IS EE 97| MB)S MELICH

0 O Ol
>
10

1. EHM oM ALSKHE MEELICH

mazon Monitron Site name v £ Support v Mary Major v

Assets Users & Permissions

Assign locations to your users.

Gateways
Mk Users (9) ” Edit |” Remove | Email instructions [4 Add user
Sites ‘ Q. Find user ‘ 1>
Settings Name v Role ¥ Inherited user v
‘ User 8 Viewer NO

User 1 Admin No

User 3 Technician Yes

User 4 Technician Yes

User 5 Technician Yes

User 6 Technician Yes

User 2 Technician Yes

User 7 Admin Yes

User 9 Admin Yes
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3. ALSXtel M gl #ElRt 7|EAt EE Fo{E MEYELICH
beeds Users & Permissions
Gateways SIC IVI ations to your users.
Users Users ‘ Edit | ‘ Remove ‘ | Email instructions [2 Add user
Sites 1 2
Edit user role X
Settings Name v Project level access v
e User 8 (user8@email.com) Yes
User 2 Vgs
User 3 Cancel - Vgs
User 4 Technician Yes
User 5 Technician Ygs
User 6 Technician Yes
User 7 Technician No
User 8 Viewer No
User 9 Admin Yes
4. LIct.
AERE A7
NBIE Hoshel Nols & Z2rEof st 4 I Hetol MrAELIT. N8 Clistol
£ BEE FK| L&LICH 8 ALS X0l A CHE ALOIELE Z2MEof CHEF Heto| /= < e T
2ro| MAHEX|= gk&LIct
|

« ZHHY HES AEsH0o{ AFSAHE W|7{stedH ChE ot Z0] stMlR.

HE AHE5to MEXE M 74ste{™ ChE1 20| stMIL.

U HE ALESto] AFSXHE M7Hstc{H CHE 1 20| ot M| 2.

AOFE Z0{| A Amazon Monitron 2HF 4ol 2318 L|Ct.
E E

= MOIEZ 0|SE CHE AEA =5 H0|X|2 o|SELICH
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3.

s

-

A-EXt 0| Fol Mz EHE

—~

E MEdSHLICH
MEXt MHE MEARFLIC.
&0l HO|X|o M MHE MEdEtLCE.

= =

o HUE AEStod ArSAHE K|7HstedH ChEF 20| tM2.

215 B HollM AFEAE M= R LI

azon Monitron X Site name v £ Support v Mary Major v

Assets Users & Permissions

- Assign locations to your users.
Gateways 9 ¥

Users Users (9) ‘ Edit H Remove H Email instructions [4 Add user

Sites Q. Find user ‘ 1>

Settings Name v Role v Inherited user v
User 10 Technician No
User 8 Viewer No
User 1 Admin No
User 3 Technician VES
User 4 Technician VES
User 5 Technician Yes
User 6 Technician Yes
User 2 Technician VES
User 7 Admin Yes
User 9 Admin Yes

(@ Email instructions to invite users to access the project. Email Instructions X

@ Successfully added user “User 10" to site.
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4. AWS QIZ 2} Liof A Q1B El 42 Amazon Monitron BiQI= o] @1 EL|CH.
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3. Bluetooth& At&st0{ ¥x|e| ZHY Mg =ZH HO|EH 0|0 KAGFLICH.
EI

4. Mol 24 U ERX3 0|IFS RIHELICHWI-Figt sHi)

5. 24 HEQI3 &3 E Mol MSErLC.

6. Ol Y2 ClE{l g Sall ot5HH Ho|E oloi CHEt Monitron BHAI= 9t & AlIEFLICEH
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2 7 o|EQo|of MZ2¢gL|ct.
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E{dlof| @A=Lt
9. HO|E0olE= QIE{E &3l Monitron Bl =0f oHM5HAH S5 E LICEH
100|A| HO|EQ0]|e| £340| Mol HELT S| UFE EAIEL

Hel
ro
m
1]
Ofm
2-':'
o

Ct

2

M M

1. DHFY Aol A RH4LO| O|F 1 S2E EAIELICHRHAE B )

2. ZHIY Mo M= MAMof o|§2 XI'E&Lict.
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5. DHIY H2 T XIQ| NFCE AFE3H0{ Mo o|O] M E 2Z Monitron 70| E|0|E ZE4ELICH.

6. ZHIY H2 QE{AZ S5 CHT5H A Monitron B =of MA{of| CH3H Le4&Lict.

7. MM = BluetoothE AH&35t04 Xk&tof CHEF CI|O|E{E H|O|EQOI2 ELHZ| AlZHELCt
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HESIZ 2ot

Amazon Monitron 7|0|E2|| 0|7} L|O|E{ & CtA| HESHE ST ${E5leiH 22 U E L3 EcE T} &
5to4 Ct= 2 318 AWS3H OF &FLICt.

« IZEEZ UDP, XEE53-EZZEDNS ZE

- ZIZEZ UDP, XE 67 2 68 - & DHCP X E

- TCP XZE 443 32! 8883
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« *_amazonaws.comlZ ELt= TH Q!
« 2024'A 12 192 o|%0f 70|A{EEl Amazon Monitron H|0|E)|0]|2| AL
. OFAlo} EfTIQ(A|E Ll)(ap-southeast-2) — 54.79.215.104 L 54.79.23.89
« FH(OIYAE)(eu-west-1) — 54.72.131.46, 34.251.27.192 2! 52.213.71.97
- 0|7 S8 (HX|L|o} 55 )(us-east-1) — 3.215.69.205, 52.86.131.66 ! 18.210.44.199

® Note

O|of| 7Ol El ClHto|Ao CHa A 2 IPs O|0| 2 BLt= IP =H|

R1* . amazonaws.com(O|O|2] Af T IP =HIQ! Z &0l CHal 318 S Fofl Y22 M 17
IP7t 7|B Mo 2 #/85tE|0] /0] &|F|7t @& LICtamazonaws . com. H|O|E90|E H 7|5t
CtAl H 7|5t HOIE 0|7t 7 IPE MEHEILICE HOIEO| HEXHI T8 EX 1P| A

SH Pz &8 + gl&Lich

Android ZHIY Zx|E AFE235l0o{ HIO|EQI0|Q MME Z2HIXstE B 24 UWER3 Ecf=int
z2dstod CHE 2 {83l ok &fLict.

« TCP X E 443, 5228, 5229 2! 5230

.« * google com, *.googleapis.comZ ELt= TH Q!

- SMUANMSHMTI T et ZE ZE

- CtS0lM A& El= SSL S48 TCP ZE 5094

Vodafone & x|

Apple 2HIY & X|E AFE35I0] HO|ES0|2t MMHE Z2H|XH5te 49 ZEZ HERZ EcHEnt &
215104 Ct= 2 513 3HoF & LICt.

« TCP ZE 443,2197 % 5223

« MEU4Y17.249.0.0/16, 17.252.0.0/16, 17.57.144.0/22, 17.188.128.0/18 &! 17.188.20.0/23

st ~
- O EF: Applel| E- ZE FISAEES

& 1: Amazon Monitron, Android 2! Apple2 (e ABAMO| M2t CHE ZEE & ER 7t eigLIch

« UDP ZE 443

HES|3 Eot 314
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« TCP XE 80
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Ct.

CHE RoM AL E = UL = O|0|Eof X|SXHo=E M ASHE 0| E&ELICEH 0| B RS2
Kinesis 2 E 210{| H|0|E{E F7}8t =% Amazon Monitrong T4 4= Q& LICH 047|0llA Amazon S3
2 Lambdag& H|R & CtFet CHA 01| o|Alg &= QI&LICH ol ZZEM|Ao= 70| L3 siE 74
2 2|5 M= Kinesis CIO|E| AEZlof CHF 0O|5H7} B EtL|C) & K|0F ZE QAZ OFEAM 7| X245
1 LA Oo|H 2EE|YE RS2 E |X|E = U&LICH

= AWSO]| o{FH ZSF 2| CIIO|EE ME St BAdst=X| HEstA mebstr| @la 7H3 4 ol o|E{o|
J&LICH O] 22 O|0|E{E Amazon S30| S22 SAISIE= S AWS X|HE
of Rggal' T U&LICt ol Z2MAE 0| & 25K A SEHE & L|Ct. 2 X{ Amazon
X| X3l 2 Cllo|E{E 8t 300t XS & B},

5
>0

AN =
T =

=A
« Amazon Monitron Cl|O|E{& Amazon S3Z LHE LH7|

« Amazon Monitron Kinesis G| O|E{ LHE LHZ| v1

« Amazon Monitron Kinesis Cl|O|E{ LHELHZ| v2

Amazon Monitron G|O|E{& Amazon S3E LHE L{7|

AWSZ o SF | H|O|HE eFXst Al M st e X mHetst7| ?/sil Amazon Monitron0| K& 5t
A= A CIO|Eof AMAST 4 S 7t U&LICH

X EIZIE XMZE AWSSHT Amazon MonitronOl CIO|E{E & E £+ e HEHE F045t04 & A| 0|
EE 7IMe = U&LICch

Zz20eid gAloZ2 AF2E £ 9= Amazon Monitron 2|AA Q| AMA|Z 28 H|0|E{E 7HX{ 284
M Kinesis 2E &2 AF&3510{ OIO|E{E LHELH= Zd0| E&LICH RHM[EF LH& 2 Amazon Monitron
Kinesis CllO|E{ LHELHZ| v2E & XSIMI2.
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« S8 X|Foi M CHE LHELHZ| ZFd(Amazon Monitron EO|E{)0| o|O| Mgz QK| SfofofF &L

« K| 24A|2F SeF 22 X[FoiAM CHE LHELZIE A=-g 2ol gio{ok gfLICt

£ A&735104 Cl|O|E{ LHE LHZ| CloudFormation (THE & M)

=X
« 1EHA|: Amazon S3 HZ!, IAM 238t 2! |AM HA S MAshL|Ct

« 2EA: ElAaA FOl

« 3EA: K| Azl &

1EtAH|: Amazon S3 B2, IAM 238t QI |AM 2SS MAEL|Ct.

-

AWS H*Hol| 2 elgtL|Ct,
2. L[} URLZ AtE5tod M EEH X B2 ¥LICt.
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/create/

review?templateURL=https://s3.us-east-1.amazonaws.com/monitron-cloudformation-
templates-us-east-1/monitron_manual_download.yaml&stackName=monitronexport

3. YE|= CloudFormation I 0| X|2| @ BZ ALt 2 A E|0 A Amazon Monitrong AFR &¢I 2|
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EE iii senvices | Q Search [Option+s] | B3 = & @ & N. Virginia v

Quick create stack

Template

Template URL
https://s3.us-east-1.amazonaws.com/monitron-cloudformation-templates-us-east-1/monitron_manual_download.yaml

Stack description

Provide a stack name

Stack name

[ monitronexport ]

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (-).

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

No parameters

There are no parameters defined in your template

Permissions

1AM role - optional
Choose the IAM role for CloudFormation to use for all operations performed on the stack.

[ IAM role name ¥ ] [Sampte—roie—name v ]

Capabilities

(@ The following resource(s) require capabilities: [AWS::IAM::Role]

This template contains Identity and Access Management (IAM) resources that might provide entities access to make changes to your AWS account. Check
that you want to create each of these resources and that they have the minimum required permissions. Learn more [

[T] 1acknowledge that AWS CloudFormation might create 1AM resources.

5. Ct= T 0| X0l A A B4 (monitronexport)2| & E{7t CREATE_COMPLETEZ} & 7 X| #5t= BHE
MZ T F oto|ZE MEfELIC.
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ol
nx
02
x

monitronexport @ | >
o Stacks (2)
Filter status ( Stack actions ¥ ) C Create stack ¥ )
Active Stack info Events Resources Outputs Parameters Template Change sets Git sync - new
View nested
Events (1)
Stacks [Q Search events ] (o]
monitronexport Timestamp | LogicaliD | status Status reason
o 2024-01-19 14:43:32 UTC-0500
2024-01-19 14:43:32 UTC- (® CREATE_IN_PROGRES

@ CREATE_IN_PROGRESS 0500 monitronexport N User Initiated

S3BucketArn 7|2| f& & QIEL
Ho|X|e] QEZ MEO|M HZ IDE &olghL
L

1EHA | M MEHSH B|ME & ol

[Option+5] I

monitronexport @ >

( Delete )( Update )( Stack actions ¥ )( Create stack ¥ ) °
.

Stack info Events Resources Outputs Parameters Template Change sets Git sync - new

il
o
Y
ro
o nm
Pl
=
o
A
0z
il
lo
X
0%
(@)
fo
B
Q
|.|-|
FH
>
i,
r
ful

Qutputs (2) @

[ Q, Search outputs ] 1 &
Key a Value v Description v | Exportname \4
MonRoleArn The ARN of the role -

S3BucketArn | I The ARN of the bucket -

SEHA: X[2 Abed| o

1.

AWS Z£0M HO|X|2| 2QEZ &E EAE|of
SHELICH
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o
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Services

aws

& s3 B Amazon Transcribe

Identity and Access
Management (IAM)

Dashboard

Access management
User groups

Users

Roles

Policies

Identity providers

Account settings

Access reports

Access analyzer
Archive rules
Analyzers

Settings

Q, Search for services, features, blogs, docs, and more

Global

P

[Option+S]

@ Cloudd Bl IAM

R

Policies > monitron_single_e o
Expert Help [4

Summary
re:Post [4

Policy AR nitron_single_ex

LHIEEsis  Documentation [4 a specific S3 bu

Permissions Policy us Training (4

L Getting Started Resource Center [4
« Permissions (1) 9 =

Attach this policy to an 1A

Send feedback

Filter: Filter v  Q
Name ~ Type ~
monitron_single_export_role Role

» Permissions boundaries

E=2 " Al = EHS
2. C}S HO[X[0i| M Atel| &S MEfELIC
Account number: 972635429779
Support plan: Basic Change [ Quick solutions Active cases
View support plans [
© Account & billing O Technical
Mo open cases
Your support cases 2 I@i
_ ﬂ Choose View all cases to see your case
AWS Support App In Slack
history.
Compute Optimizer [4 l
Topic Top articles
AWS Health Dashboard [ p P
) . See all cases
Trusted Advisor [ | Billing ‘ Learn what to do when your Free Tier period ex
e Account Allow an IAM user to view my account’s billing |
T oo ASHS
3. O{EH =A=2UHR? HOIX|HM CtS 2 - Lict

a. HAMYHT x|¥e MeHgLC
b. AMH|A0M AR S MEdsH|C}
c. FHEIDEM 7 =4 2 Q5 S MEHEL|C}
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d. X 50wt sl SHE MEE + Us F A E MEHELICH
e. Ct3 EHA: F7H YEE MEFLICH

How can we help?

Choose the related issue for your case.

Looking for service guota increases?

© Account and billing

Assistance for your account, such as billing, pricing, and reserved
instances.

() Technical

Support for service-related technical issues, such as Amazon EC2,
Amazon 53 and more.

Service

‘ Account v |
Category

‘ Compliance & Accreditations 4 |
Severity Info

‘ General question v |

Recommendations to common "Account, Compliance & Accreditations" questions

AWS Compliance [F
Getting started with AWS Artifact [

Training and Certification [

Cancel
4. FIt WHOIM CIEE s=&ELICH

a. XS0l Amazon Monitron data export requestS /248 L|C}.

b. ME Lo ChES YUMELICH

HAYSH b

>

HZ! 9| 2|
M8t HZ!2] ARN(0H: "arn:aws:s3:::bucketname")

& o] ARN(04|: "arn:aws:iam::273771705212:role/role-for-monitron")

w0 DN
0z

>.
£
x
_(Zk
12
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o

Additional information
Describe your question or issue.

@) Case draft saved

Subject

Amazon Monitron data export request

Maximum 250 characters (215 remaining)

Description

Don't share any sensitive information in case correspondences, such as credentials, eredit
cards, signed URLs, or personally identifiable infermation.

Learn more [4.

1. Enter your account 1D
2. Enter the region of the bucket you created

3. Enter the ARN of the bucket you created (for example:
"arn:aws:s3::bucketname”)

4. Enter the ARN of the role you created (for example:
"arn:aws:iam:273771705212:role/role-for-monitron”)

Maximum 8000 characters (7736 remaining)

[t Attach files

You can attach up to 3 files. Each file can be up to 5 MB.

c. CZ EBA: Xz sHZstHU Awsol| 2257 |& MEIELICH
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a. X|Z sHZolM CtE
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Solve now or contact us

© Case draft saved

b Solve now g Contact us

Top recommendation

Based on your case description, you might benefit from technical support, which requires an upgraded support plan. Consider the
following options:

« Engage with the AWS-managed community on re:Post, which is included with your Basic Support plan. Visit re:Post [4.
« Create technical support cases and get direct help from AWS Support engineers. Upgrade support plan [4.

Other recommendations
Exporting your Amazon Monitron data to Amazon S3 - Amazon Monitron [

..your account |D the region of the bucket you created the ARN of the bucket you created (for example: "arn:aws:s3...

Exporting your data with CleudShell - Amazon Monitron [4

..your account 1D the region of the bucket you created the ARN of the bucket you created (for example: "arn:aws:s3::bucketname...

Making requests using federated user temporary credentials - Amazon Simple Storage Service [

...Regions.DEFAULT_REGION; String bucketName = "*** Specify bucket name ***"; String federatedUser = "*** Federated user name ***";
String resourceARN = "arn:aws:s3::" + bucketName; try...

b. E2|0M MEstE A= 20{et MSst= 45 LS MEFLICH

o
c. KNES ME{ELICH A2l IDSF MIF HE7F 23 E &l 2tHOo| R AIFLICH

Solve now or contact us

© Case draft saved
N Solve now ‘ R Contact us
Preferred contact language
I English v |
O Web O Phone O chat
We'll get back to you within 24 hours. We'll call you back at your number. Chat online with a representative.

Cancel Previous - |
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2 ZielLich. LIS B0l BRI7H ol B2 FE Tt

= EE A H
TR HEE QMY £ AALICH LR HEI 25 MZE L, YoiA 44 Amazon S3 HZ!
7t

o 1EtA|: Amazon S3 H{Z! A%

« 2EHH|: Amazon Monitron0i| AH| ofOF& S30i| M AE 4~ Q= HEHES FoighLCt.

. 5EHA: A AN
. 4P AlE] A A
« SEPAL: R|P Aba| A

1. Amazon S3 Z£ & L}

:EE Services Q Sea for s, feat logs, docs, and more [Option+S] E Q @ Global *

& s3 & Amazon Transcribe

Amazon S3 X 9

Amazon 53

Buckets
» Account snapshot View Storage Lens dashboard
Last updated: Jan 15, 2022 by Storage Lens. Metrics are generated every 24 hours. Learn more [/}

Access Points
Object Lambda Access Points
Multi-Region Access Points
Batch O ti

atch Cperations Buckets (10) info

Access analyzer for 53 Buckets are containers for data stored in $3. Learn more [/

& Create bucket
Block Public Access settings for
this account Q U &
¥ Storage Lens Name " AWS Region v Access v Creation date v
Dashboards US East (N. Virginia) Objects can be
AWS Organizations settings us-east-1 public .
US East (N. Virginia) Objects can be
us-east-1 public o
Feature spotlight US West (QOregon) Objects can be

qqqqqq 2 i

3. HZlol ol& S RIMstT Mt ot MeEfLICh BOIX| B of2foll QlE ! MA HES ME
%I-L_||:|.
= N
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https://console.aws.amazon.com/s3/

Amazon Monitron

/A Important
84X Amazon Monitron CHS Al 20| A2 X & LICE.

« 0= S8 (HX|LIOF 5 8) us-east-1

+ EU(OIYZHE) eu-west-1

« OLA|o} EfE (A= L) ap-south-east-2

[t2f A Amazon S3 HZ!2 O|2qet 2| & stitofl R{oqok L.

t Amazon Monitron AMH|AE AF& 51D = 210 SsHoF & LCt.

LS
a4

Q. Search for services, features, b [0 ption+S]

wes .
2ss Services

£ Amazon Transcribe & Cloud9 B IAM

Amazon S3 Create bucket

Create bucket i

Buckets are containers for data stored in S3. Learn more [4

General configuration

monitron-export-example
Bucket name must be unigue and must not contain spaces or uppercase letters. See rules for bucket naming L,

US East (N. Virginia) us-east-1

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

[ Choose bucket ‘

4. HO|X|e| LIHX| SME AEstD 2ot 2F Atg & YAlof et MHe MES SHMIR.
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>
ol

A

Important

GlolElE 2
g A83tD

BES 153 Services Q,

™ S3 £) Amazon Transcribe & Cloud9

Amazon 53

Total storage

587.4 MB

Buckets (12) info

Bucke

Q, monitron-export-

¥ Account snapshot
Last updated: Jan 18, 2022 by Storage Lens. Metrics are generated every 24 hours. Learn more [

Bl 1AM

© Successfully created bucket "monitron-export-example"
To upload files and folders, or to configure additional bucket settings choose View details.

Object count
299.8k

Avg. object size

2.0KB

c]

ar data stored in S3. Learn more E

AWS Region v

ast (N. Virginia) us-east-1

Access v

Bucket and objects not public

W2 ALSRte MAULICH M & 2353
Etst= Zol E&LICH

Global v

s [0

View Storage Lens dashboard

You can enable advanced metrics in
the
"default-account-dashboard"

configuration.
1 match 1 &
Creation date v

January 19, 2022, 21:19:33 (UTC-08:00)

&4 B0l M HZ!2| 0|, ARN, EIXE 7|58l SLCt.

Z&2 AMEdto{ CllolEH LHE LYY
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aws

Services Q. Search for services, fea

25, blogs, docs, and more

ion+5]

@& Cloud9 B 1AM

&) Amazon Transcribe

= s3

Amazon 53 monitron-export-example

monitron-export-example s

Objects Properties Permissions Metrics Management Access Points

Bucket overview

Amazon Resource Name (ARN)

Region

US East (N. Virginia) us-east-1

Bucket Versioning
Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore every version of every object stored in your
Amazon S3 bucket. With versioning, you can easily recover from both unintended user actions and application failures. Learn more E

Edit

B & 0

Global v

Creation date

@aws:s?ﬁ::mUnitron-expurt-example > January 19, 2022, 21:19:33 (UTC-08:00)

2EtA|: Amazon Monitron0i| 7| of0}E S304| HAM| A E

Identity and Access
Management (IAM)

IAM Dashboard

—

[ Q. search 1AM IAM resources

Resources in this AWS Account

©

Dashboard User groups Users Roles Policies \den?ity
providers
¥ Access management 1 3z 116 76 1
User groups
Users
Roles What's new & view all

Policies

Identity providers

Updates for features in 1AM

IAM Access Analyzer now simplifies inspecting unused access to guide you toward least
privilege. 7 month ago

Account settings

¥ Access reports

Access Analyzer 1 month ago

Announcing AWS IAM Identity Center APIs for visibility into workforce access to AWS.
1 month ago

External access

Unused access

New organization-wide 1AM condition keys to restrict AWS service-to-service requests.

Analyzer settings 2 months ago

Credential report ¥ more
Organization activity

Service control policies (SCPs)

Related consoles

1AM Identity Center [
AWS Organizations [

1AM Access Analyzer introduces custom policy checks powered by automated reasoning.

Tools &

Policy simulator

The simulator evaluates the policies that
you choose and determines the effective
permissions for each of the actions that
you specify.

Additional information &

Security best practices in 1AM
IAM documentation

Videos, blog posts, and additional
resources

Z&2 AMEdto{ CllolEH LHE LYY
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https://console.aws.amazon.com/iam/

Amazon Monitron

3.

Identity and Access
Management (IAM)

Q, Search 1AM

Dashboard

4

Access management
User groups

Users

Roles

Policies

Identity providers

Account settings

4

Access reports
Access Analyzer
External access
Unused access
Analyzer settings
Credential report
Organization activity

Service control policies (SCPs)

Related consoles
1AM Identity Center [F
AWS Organizations [4

fjo
x
m
=
g'l_n

JSON H

Policies

ies (.I 247) Info

n object in AWS that

Policy name

nes permiss

ns.
Filter by Type
All types

Type

v

Used as

v

Description

=
—

&2 Ar25t04 Cllo|E] LHE LY 7|
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(@ specify permissions

ns. Builld permis
Step 2
Review and create

Policy editor | Actions ¥ )

1T Edi
] o ) it statement Remove
Z Version": "2012-10-17", Statement1
3w "Statement": [
4w i Add actions
5 "Sid": "Statementl”, Choose a service
6 “Effect”: "Allow",
“actton”: [, [Q Filter services ]
Q 8 "Resour'ce“:rlj
9 } i
Available
10 ]
1 5 AMP
AP| Gateway

API Gateway V2
ASC

Access Analyzer
Account

Activate

Alexa for Business
Amplify

Amplify Admin
Amplify Ul Builder

Add a resource

Add a condition (optional)

JSON Ln7 Col14 6042 of 6144 characters remaining

Q Suggestions: 2

Cancel Next

HAES AW sto] PAIS HI SLICH

"Version":"2012-10-17",

"Statement": [
{

"Action": [
"s3:GetBucketAcl"”,
"s3:GetBucketLocation"”,
"s3:ListBucket"

]I

"Effect": "Allow",

"Resource": [

Z&£2 AE5tod HlOIE LHELHT| 329
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0o
1z
0%
x

"arn:aws:s3:: :bucketname"

"Action": [
"s3:PutObject"”,
"s3:GetBucketAcl"

]I

"Effect": "Allow",

"Resource": [
"arn:aws:s3:: :bucketname/*"

Create policy

step 1 Specify permissions

@Specwfyperm\ssmns Add pe ons by ting

nd conditions. Build permission
Step 2
Review and create

1vlf
2w ‘Statement": [ Edit statement
3v {
4w "Action": [
5 "s3:GetBucketAcl"”,
] "s3:GetBucketLocation”,
7 "s3:ListBucket"
3 1, Select a statement
9 "Effect”: "Allow", Select an existing statement in the policy or
10+« "Resource”: [ add a new statement.
11 "arn:aws:s3: ::bucketname”
13 1
14+ {
15+« "Action": [
16 "s3:PutObject”,
17 "s3:GetBucketAcl”
18 ]
19 "Effect”: "Allow",
20w "Resource": [
21 “arn:aws:s3: ::bucketname/*"
22 ]
23 }
24 1,
25 "Version": "2012-10-17"

<+ Add new statement

JSON Ln 26, Col1 5876 of 6144 characters remaining

Cancel MNext
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6. CtSS ME{gLICH

7. H

0

o

E

2 4 mo|x|o M ChEE gL

Review and create i«

Specify permissions
@ specfyp the permissic cify ;, and tags

Step 2
(®) Review and create

Policy details

Policy name
Enter a meaningful name to identify this policy.

[ )

Maximum 128 characters. Use alphanumeric and '+=,.@-_' characters.

Description - optional
Add a short explanation for this policy.

Maximum 1,000 characters. Use alphanumeric and '+=,.@-_' characters

Permissions defined in this policy

Permissions defined in this policy document specify which actions are allowed or denied. To define permissions for an 1AM identity (user, user
group, or role), attach a policy to it

[ Q Search ]

Allow (1 of 403 services) (P show remaining 402 services
Service a Access level v | Resource |  Request condition

s3 Limited: Read, List, Write Multiple None

Add tags - optional s

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources.

No tags associated with the resource.

Add new tag

You can add up to 50 more tags.

Cancel Create policy
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Identity and Access
Management (IAM)

Q. Search 1AM

Dashboard

<4

Access management
User groups

Users

Roles

Policies

Identity providers

Account settings

<4

Access reports
Access Analyzer
External access
Unused access
Analyzer settings
Credential report
Organization activity

Service control policies (SCPs)

Related consoles
1AM Identity Center [4
AWS Organizations [

AH AH

2. oﬁ:' oo

ot

Identity and Access
Management (I1AM)

Q, search 1AM

Dashboard

4

Access management
User groups

Users

Roles

Policies

Identity providers

Account settings

3. AMEE =+ Ue

fijo
X
u

QIE{E| Medof Al

AM Dashboard

IAM Dashboard

IAM resources @

Resources in this AWS Account

User groups Users Roles Policies Identity
providers

1 3 116 77 1

What's new & View all

Updates for features in 1AM

« 1AM Access Analyzer now simplifies inspecting unused access to guide you toward least privilege.

1 month ago

* 1AM Access Analyzer introduces custom policy checks powered by automated reasoning.

7 month ago
« Announcing AWS IAM Identity Center APIs for visibility into workforce access to AWS. 1 month ago
» New organization-wide IAM condition keys to restrict AWS service-to-service requests. 2 months ago

¥ more

Roles (116) info

ecific permission: h credentials t

An 1AM role s an identity you can create that ha
entities that you trust.

Role name -

4. AWS HHolM o] AHEHES MEIE

5. tE2 M

o
r
ini

Tools &

Policy simulator

The simulator evaluates the policies that you
choose and determines the effective
permissions for each of the actions that you
specify.

Additional information &

Security best practices in 1AM
1AM documentation

videos, blog posts, and additional resources

Trusted entities Last activity

Z&£2 AE5tod HlOIE LHELHT|
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Select trusted entity i

Trusted entity type

() AWS service © AWS account
Allow AWS services like EC2, Lambda, or Allow entities in other AWS accounts
others to perfarm actions in this account. belonging to you or a 3rd party to perform

actions in this account.

() Web identity () SAML 2.0 federation
Allows users federated by the specified Allow users federated with SAML 2.0 from a
external web identity provider to assume corporate directory to perform actions in
this role to perform actions in this account. this account.

(O Custom trust policy
Create a custom trust policy to enable
others to perform actions in this account.

An AWS account

Allow entities in other AWS accounts belonging to you or a 3rd party to perform actions in this account.

© This account
() Another AWS account

Options

[C) Require external ID (Best practice when a third party will assume this role)

[C) Require MFA

Requires that the assuming entity use multi-factor authentication.

Cancel MNext

6. FBH =710l HEt BRI A A AFRFOIA] BHE AHAISH RAAHS Z{ A5l RIRHS MENSH|C}
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Add permissions .

Permissions policies (1/985) o
Choose one or more pOliCiES to attach to your new role.

Filter by Type

[ Q. monitron-policy X ] [ All types

v ] 1 match 1 &

Policy name [ a | Type

v | Description

Customer managed

monitron-policy

» Set permissions boundary - optional

7. OIf, d&E & 49 "lo[x[ol|M CtEE +FLICH

c. 3EAlE|T FIto| L B FII- M
LICE.

Cancel

=
2 AFEFOIA MEHR| Ej B )50l 2lAAE FAiE
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Name, review, and create

Role details

Role name
Enter a meaningful name to identify this role.

Maximum &4 characters. Use alphanumeric and "+=_.{@

Description

Add a short explanation for this role.

Maximum 1000 characters. Use alphanumeric

' characters

@

S
and "+=_.4

characters

Step 1: Select trusted entities

Trust policy

—— -

Step 2: Add permissions

Permissions policy summary

Z£2 ME5to{ Hlo[E LHE L]
Policy name [ A Type

monitron-policy

Customer managed

Attached as

Permissions policy
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4HA: A= HA

Roles (1/117) o
An IAM role is an identity can ¢ with credentials that are valid for short durations
trust.
Q, monitron-role 1 match
Role name 4 | Trusted entities Last activity v
[ monitron-role Account: - ]

Roles Anywhere info

Authenticate your non AWS workloads and securely provide access to AWS services.

EE. -
= 5 s

(5o ] = @

Access AWS from your non AWS X.509 Standard Temporary credentials
workloads Use your own existing PKI infrastructure or use Use temporary credentials with ease and
Operate your non AWS workloads using the AWS Certificate Manager Private Certificate benefit from the enhanced security they
same authentication and authorization strategy Authority [ to authenticate identities. provide.

that you use within AWS.

2. QZ| 2tA| &g MEEhL
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®

monitron-role i« (Detlete ) 48

Summary A
Creation date ARN Link to switch roles in console

January 19, 2024, 19:14 (UTC-05:00)

Last activity Maximum session duration
- 1 hour

Permissions | Trust relationships I Tags Access Advisor Revoke sessions

Trusted entities

Entities that can assume this role under specified conditions.

1-|{

2 "Version": "2012-1@-17",
3- "Statement": [

4- {

5 "Effect”: "Allow",
6- "Principal": {

7 "AWS":

8 }9

9 "Action": "sts:AssumeRole",
10 "Condition": {}
11 }

12 ]

13 [}

3. AE[ A HES MEfgELCH
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& s3 '@ Amazon Transcribe @ Cloudd @E 1AM

Roles > monitron_single_export_role

Summary

Role ARN . . fh
Role description Edit

Instance Profile ARNs 7l
Path /
Creation time 2022-01-17 00:39 PST
Last activity Not accessed in the tracking period
Maximum session duration 1 hour Edit

Give this link to users who can switch https://signin.aws.amazon.com/switchrole?roleName=monitron_single_export_role&accou
roles in the console

Permissions Trust relationships Tags Access Advisor Revoke sessions

atacl entities that can assume the role and the access conditions for the role. Show policy document

Conditions

The following trusted entities can assume this role. The following conditions define how an

There are no conditions associated with
Trusted entities

The account Il |

4. 7|2 JSON HAEE x| &4{0| H|o U5 FLICH

5. Amazon Monitron0|AM &S HY SIS 5125t HAg 2o{d&LICH

JSON

{
"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": ["monitron.amazonaws.com"]
},
"Action": "sts:AssumeRole"
H
}
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Name, review, and create

Role details

Role name
Enter a meaningful name to identify this role.

Maximum &4 characters. Use alphanumeric and "+=_.{@

Description

Add a short explanation for this role.

Maximum 1000 characters. Use alphanumeric

' characters

@

S
and "+=_.4

characters

Step 1: Select trusted entities

Trust policy

—— -

Step 2: Add permissions

Permissions policy summary

Z£2 ME5to{ Hlo[E LHE L]
Policy name [ A Type

monitron-policy

Customer managed

Attached as

Permissions policy
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6.

Mz HA AO0|EE MEYELICH

5EhAl: X[ Arzd| 4

AWS 20/ HOIX|o| Q2% AT DAMEIM 2 BSE ofo|2 S MEE 3 XI# MEIE M

=HErLch

i3% Services | Q Search for services, features, blogs, docs, and more [Option+S] Global ¥

&) Amazon Transcribe @& Cloud9 & 1AM

s

Identity and Access Policies > monitron_single_e -
Management (I1AM) 1 Summary Expert Help [4
re:Post [4
Dashboard Policy AR nitron_single_ex

+ Access management DESGI‘ipti 0 Documentation E = specific S3 bu

User groups P
Permissions Policy us Training e ess Advisor
Users o2
. Getting Started Resource Center
Roles ~ Permissions (1)
Policies Attach this policy to an IA earn more

Send feedback

Identity providers Delaeh

Account settings

+ Access reports Filter: Filter v Q
Access analyzer
Name Type «
Archive rules
monitron_single_export_role Role
Analyzers
Settings

» Permissions boundaries

CHe DO XIoflAf Ab2ll A4l MefetLch

Q, Search by service, errors, and more

Support Center X

Account number: 872635425779

Support plan: Basic Change [4 Quick solutions Active cases
View support plans [4

© Account & billing O Technical

No open cases
Your support cases Bﬂ IE@]
Choose View all cases to see your case

AWS Support App in Slack

history.
Compute Optimizer [§
Topic Top articles
AWS Health Dashboard [ P P
) . See all cases
Trusted Advisor [2 Billing ‘ Learn what to do when your Free Tier period ex
Account Allow an IAM user to view my account’s billing |
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a. AE Y HT XS LI
b. MH[A0AM HHES MEHELICE
c. ZHEHIZHM #E & Y IE5S MEELICH
d. X 5ol et s SME AEE = Us 2 AZ T E MENELICH
e. O BA: FI7t HEE MEiELCH
How can we help?
Choose the related issue for your case. Looking for service quota increases?
© Account and billing () Technical
Assistance for your account, such as billing, pricing, and reserved Support for service-related technical issues, such as Amazon EC2,
instances. Amazon S3 and more.
e
Service
‘ Account v |
Category
‘ Compliance & Accreditations 4 |
Severity Info
‘ General question v |
—
Recommendations to common "Account, Compliance & Accreditations" questions
AWS Compliance [F
Getting started with AWS Artifact [
Training and Certification [
Cancel
4. FIHEEAM CIZE +~ATLICH
a. M=ol Amazon Monitron data export request2 24&fL|C}
b. MY ECof chES2 U LICH

1. A™E ID
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3. M8t #2129 ARN(O|: "arn:aws:s3:::bucketname")

4. Mt o3& of ARN(M: "arn:aws:iam::273771705212:role/role-for-monitron")

Additional information
Describe your question or issue.

@) Case draft saved

Subject

Amazon Monitron data export request

Maximum 250 characters {215 remaining)

Description

Don't share any sensitive information in case correspondences, such as credentials, eredit
cards, signed URLs, or personally identifiable infermation.

Learn more [4.

1. Enter your account 1D
2. Enter the region of the bucket you created

3. Enter the ARN of the bucket you created (for example:
"arn:aws:s3::bucketname”)

4. Enter the ARN of the role you created (for example:
"arn:aws:iam:273771705212:role/role-for-monitron”)

Maximum 8000 characters (7736 remaining)

You can attach up to 3 files. Each file can be up to 5 MB.

c. CZ EBA: Xz sHZstHU Awsol| 2257 MEIELICH
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Solve now or contact us

© Case draft saved

b Solve now g Contact us

Top recommendation

Based on your case description, you might benefit from technical support, which requires an upgraded support plan. Consider the
following options:

« Engage with the AWS-managed community on re:Post, which is included with your Basic Support plan. Visit re:Post [4.
« Create technical support cases and get direct help from AWS Support engineers. Upgrade support plan [4.

Other recommendations
Exporting your Amazon Monitron data to Amazon S3 - Amazon Monitron [

..your account |D the region of the bucket you created the ARN of the bucket you created (for example: "arn:aws:s3...

Exporting your data with CleudShell - Amazon Monitron [4

..your account 1D the region of the bucket you created the ARN of the bucket you created (for example: "arn:aws:s3::bucketname...

Making requests using federated user temporary credentials - Amazon Simple Storage Service [

...Regions.DEFAULT_REGION; String bucketName = "*** Specify bucket name ***"; String federatedUser = "*** Federated user name ***";
String resourceARN = "arn:aws:s3::" + bucketName; try...

b. E2|0M MEstE A= 20{et MSst= 45 LS MEFLICH

o
c. KNES ME{ELICH A2l IDSF MIF HE7F 23 E &l 2tHOo| R AIFLICH

Solve now or contact us

© Case draft saved
N Solve now ‘ R Contact us
Preferred contact language
I English v |
O Web O Phone O chat
We'll get back to you within 24 hours. We'll call you back at your number. Chat online with a representative.

Cancel Previous - |
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« 1E-Al: Amazon S3 HZ! H( AHE AWS CloudShell)

« 2EHAl: Amazon S3 HHZ!0il CHEF Amazon Monitron @HAM|A 8 204( AF& AWS CloudShell)
« A X3 EIZI 4

15t A Amazon S3 HZ! MM ( A& AWS CloudShell)

1. AWS Z&0| 222lghLct.
2.  AWS CloudShell2 L|C}.

AWS CloudShell2 B2} X LHO|M 2S5t @ E A ULICH LHE0lA AWS Command Line

Interface & AF& 73104 092 AWS AMH|AE A|ZF5tTD 448 AWS CloudShells 2 &LICH.
3. 0o Ct2 E=HE S AWS CloudShell2l238tL|C}. 047]|A bucketname M4 &¢I B{Z!2| O|§ lL|Ct.

$ aws s3api create-bucket --bucket bucketname --region us-east-1

O| BH2 HA| OIO|EE MEE Amazon S3 HAUE WEHELICH 2&0M &H HZlof| KM A S
T HEF AlZtol Co|BE 22 EE + U&LICH XPMIE HE2 Amazon S3 HZ! M, 74 3
< s

HYs HxstMe.

/A Important
HO|EE EZ 57| I8t MHEE =XIE F|ote W2 AFSRe| MAUJULICH MH & L= 35t
I =

£ AM&st HZlol| CHEr HE 2| HMAE RiEFst

elel BH2 0|= SF(HXILoF 57) 2lTol| HZlE dHELIct 2E BEE0lM OHE 2T E X
g T J&LICH RAMEF 82 2T, 718 S & =4 NS HZstM L.

CE2at RAHEH £3 3t3H0| EA|Z|o{ofF g L|ct
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{ "Location": "/bucketname" }

4. MME HZ!o| Amazon ElAA O|F(ARN)S AlEErLICEH

arn:aws:s3:::bucketname

2EHA|: Amazon S3 HHZ!0l CiEF Amazon Monitron {AM|A HEH 204( AL AWS

CloudShell)

1. ofel ZEE HAE HET|of 2042 CHZ siE I EE monitron-assumes-role.json2 £ & &
7

LICH £71 2X7F F£7HE £ 9l B2 2 Microsoft WordE AF25HH oF ElL|CH M2 X 0|Lt TextEdit
EI71E AESHMIL.

o

0| HE 2 Amazon Monitron0f|7| S3 B{Z/0]| HM|AEF £ Qe dets o8 eSS Foighuict &t
Mgt L8 IAMo| 2 dl HEtE XX SHMIL.

JSON
{
"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": ["monitron.amazonaws.com"]
},
"Action": "sts:AssumeRole"
H
}
2. Ol HIAEE HAE HE|7|0of 2042 CIS Y Bl AEE monitron-role-accesses-s3.json2
2 XMEELC

&l Amazon Monitron({0| A 8t A& E AHE)2 Amazon S3 HHZ!0| AMAE £

=)
2

]

fjo
Ofm
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Amazon Monitron

JSON

"Version":"2012-10-17",

"Statement": [
{

"Action": [
"s3:GetBucketAcl"”,
"s3:GetBucketLocation",
"s3:ListBucket"

]I

"Effect": "Allow",

"Resource": [

"arn:aws:s3:: :bucketname"

"Action": [
"s3:PutObject"”,
"s3:GetBucketAcl"

]I

"Effect": "Allow",

"Resource": [
"arn:aws:s3:: :bucketname/*"

e

"Version":"2012-10-17",

"Statement": [
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"Action": [
"s3:GetBucketAcl"”,
"s3:GetBucketLocation"”,
"s3:ListBucket"

]I

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::relentless"

"Action": [
"s3:PutObject"”,
"s3:GetBucketAcl"

]I

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::relentless/*"

e

= HME F json LY E 25 & C|EE|2| CloudShellof 2 =HL|CH

IS 912 = 5H24™ CloudShell & HO|X|Q| Q2% AT A &l Met3 OfS Ity 2=

CloudShello{| A HZEE o0l C}

Ojo

2 it

aws iam create-role --role-name role-for-monitron --assume-role-policy-document "cat monitron-
assumes-role.json"

0| WAL g2 MAISHT monitron-assumes-role2 4738t L|Ct.

{

"Role": {

"Path": "/",

"RoleName": "role-for-monitron",

"RoleId": "AROAT7PQQWN6BMTMASVPP",

"Arn": "arn:aws:iam::273771705212:role/role-for-monitron",
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"CreateDate": "2021-07-14T02:48:15+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": [
"monitron.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
1]
}
}
}

4 AAIEH 018 O] ARN 2t TIZ Sl SHIR. B A

O| of|Mlof A ARN Zf2 CtS T Z&LICh arn:aws:iam: :273771705212:role/role-for-

monitron

6. CloudShello X HEEof CtSE U=dgtLCt.

aws iam create-policy --policy-name role-uses-bucket --policy-document "cat role-uses-

bucket.json"

0| 232 monitron-role-accesses-s3 A2 MAIst

CSIF fAEH £3 2H0| E A|Z|o{oF BfLICH.

{

"Policy": {

"PolicyName": "role-uses-bucket",
"PolicyId": "ANPAT7PQQWN6I5KLORSDQ",

"Arn": "arn:aws:iam::273771705212:policy/role-uses-bucket",

"Path": "/",

"DefaultVersionId": "v1",
"AttachmentCount": 0O,
"PermissionsBoundaryUsageCount": 0,
"IsAttachable": true,

"CreateDate": "2021-07-14T02:19:23+00:00",
"UpdateDate": "2021-07-14T02:19:23+00:00"
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}
}

Hh2 MAISH Z2HO| ARN Zt2 7|28 FHR2. 0| HE = CF2 EHAlof| 2 &hLct.
O| of|AMloflA ARN Zf2 oleiel Z &Lt

arn:aws:iam::273771705212:policy/role-uses-bucket

7. CloudShelle] HHEo0| CtS & =245l 1, role-uses-bucket A 0| ARNS siE ARNS =2 CHA|E
LIC}.

aws iam attach-role-policy --role-name role-for-monitron --policy-arn
arn:aws:iam::273771705212:policy/role-uses-bucket

O] Hade dt=2 MAIst 238H0f monitron-role-accesses-s3 224 Q473 8tL|C}.
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Amazon Monitron

Services

aws

& s3 B Amazon Transcribe

Identity and Access
Management (IAM)

Dashboard

Access management
User groups

Users

Roles

Policies

Identity providers

Account settings

Access reports

Access analyzer
Archive rules
Analyzers

Settings

Q, Search for services, features, blogs, docs, and more

Global

P

[Option+S]

@ Cloudd Bl IAM

R

Policies > monitron_single_e o
Expert Help [4

Summary
re:Post [4

Policy AR nitron_single_ex

LHIEEsis  Documentation [4 a specific S3 bu

Permissions Policy us Training (4

L Getting Started Resource Center [4
« Permissions (1) 9 =

Attach this policy to an 1A

Send feedback

Filter: Filter v  Q
Name ~ Type ~
monitron_single_export_role Role

» Permissions boundaries

E=2 " Al = EHS
2. C}S HO[X[0i| M Atel| &S MEfELIC
Account number: 972635429779
Support plan: Basic Change [ Quick solutions Active cases
View support plans [
© Account & billing O Technical
Mo open cases
Your support cases 2 I@i
_ ﬂ Choose View all cases to see your case
AWS Support App In Slack
history.
Compute Optimizer [4 l
Topic Top articles
AWS Health Dashboard [ p P
) . See all cases
Trusted Advisor [ | Billing ‘ Learn what to do when your Free Tier period ex
e Account Allow an IAM user to view my account’s billing |
T oo ASHS
3. O{EH =A=2UHR? HOIX|HM CtS 2 - Lict

a. HAMYHT x|¥e MeHgLC
b. AMH|A0M AR S MEdsH|C}
c. FHEIDEM 7 =4 2 Q5 S MEHEL|C}
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How can we help?

Choose the related issue for your case.

Looking for service guota increases?

© Account and billing

Assistance for your account, such as billing, pricing, and reserved
instances.

() Technical

Support for service-related technical issues, such as Amazon EC2,
Amazon 53 and more.

Service

‘ Account v |
Category

‘ Compliance & Accreditations 4 |
Severity Info

‘ General question v |

Recommendations to common "Account, Compliance & Accreditations" questions

AWS Compliance [F
Getting started with AWS Artifact [

Training and Certification [

Cancel
4. FIt WHOIM CIEE s=&ELICH

a. XS0l Amazon Monitron data export requestS /248 L|C}.

b. ME Lo ChES YUMELICH

1. A8 ID

2. e 2o 2|

3. Mgt HHZ! ol ARN(M: "arn:aws:s3:::bucketname”)

4. ‘g5t o8k o| ARN(OH|: "arn:aws:iam::273771705212:role/role-for-monitron”)
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Additional information
Describe your question or issue.

@) Case draft saved

Subject

Amazon Monitron data export request

Maximum 250 characters (215 remaining)

Description

Don't share any sensitive information in case correspondences, such as credentials, eredit
cards, signed URLs, or personally identifiable infermation.

Learn more [4.

1. Enter your account 1D
2. Enter the region of the bucket you created

3. Enter the ARN of the bucket you created (for example:
"arn:aws:s3::bucketname”)

4. Enter the ARN of the role you created (for example:
"arn:aws:iam:273771705212:role/role-for-monitron”)

Maximum 8000 characters (7736 remaining)

[t Attach files

You can attach up to 3 files. Each file can be up to 5 MB.

c. CZ EBA: Xz sHZstHU Awsol| 2257 |& MEIELICH
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Solve now or contact us

© Case draft saved

b Solve now g Contact us

Top recommendation

Based on your case description, you might benefit from technical support, which requires an upgraded support plan. Consider the
following options:

« Engage with the AWS-managed community on re:Post, which is included with your Basic Support plan. Visit re:Post [4.
« Create technical support cases and get direct help from AWS Support engineers. Upgrade support plan [4.

Other recommendations
Exporting your Amazon Monitron data to Amazon S3 - Amazon Monitron [

..your account |D the region of the bucket you created the ARN of the bucket you created (for example: "arn:aws:s3...

Exporting your data with CleudShell - Amazon Monitron [4

..your account 1D the region of the bucket you created the ARN of the bucket you created (for example: "arn:aws:s3::bucketname...

Making requests using federated user temporary credentials - Amazon Simple Storage Service [

...Regions.DEFAULT_REGION; String bucketName = "*** Specify bucket name ***"; String federatedUser = "*** Federated user name ***";
String resourceARN = "arn:aws:s3::" + bucketName; try...

b. E2|0M MEstE A= 20{et MSst= 45 LS MEFLICH

o
c. KNES ME{ELICH A2l IDSF MIF HE7F 23 E &l 2tHOo| R AIFLICH

Solve now or contact us

© Case draft saved
N Solve now ‘ R Contact us
Preferred contact language
I English v |
O Web O Phone O chat
We'll get back to you within 24 hours. We'll call you back at your number. Chat online with a representative.

Cancel Previous - |
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Amazon Monitron2 /aws/monitron/data-export/{HASH_ID} 21 2 &0 21 o|HEE EHL[Ct.

27 O|HE S| JSON EAl2 Ch3 1 Z&Lct

"assetDisplayName": "string",
"destination": "string",
"errorCode": "string",
"errorMessage": "string",
"eventId": "string",
"positionDisplayName": "string",
"projectDisplayName": "string",
"projectName": "string",
"sensorId": "string",
"siteDisplayName": "string",
"timestamp": "string"

assetDisplayName
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destination
+ Kinesis O|O|E{ AE 22| ARN
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HEd: arn:aws:kinesis:{{REGION}}:{{AWS_ACCOUNT_ID}}:stream/{{STREAM_NAME}}
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« 3% 2t: INTERNAL_SEVER_ERROR | KINESIS_RESOURCE_NOT_FOUND |
KINESIS_PROVISIONED_THROUGHPUT_EXCEEDED | KMS_ACCESS_DENIED |
KMS_NOT_FOUND | KMS_DISABLED | KMS_INVALID_STATE | KMS_THROTTLING

errorMessage
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Amazon Monitron At

Amazon S30{| M |0|E{ X% 57|

=
« O|2| 2 2|=l CloudFormation ElZ 2! Al
Ad
o

« 240 M KinesisE &S50 #

0|2| 2 o|=l CloudFormation Bl Z 2! Al

Amazon Monitron2 Kinesis E|0|E{ AE 20| A Amazon S3 HZI2 2 H|0|E{E ™& 35t TS Firehose
E = Md™Este ol =20l &le AP 9|l AWS CloudFormation HIZ 2! xﬂ“*l—ltr ol &
Z322 ME5tH 58X TE|IM'J0| 7hs5tH, MEE Amazon S3 ZHA|= Amazon Monitron0i| A

Sote ChS 22 7| A2 AF8ELCE: /project={projectName}/site={siteName}/
t1me={yyyy—mm—dd 00:00:00}/{filename}

AWS HEoll 2 elFfLct.
2. CHE URLE At835tod M B2t X B S YLt

-_—

https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/create/
review?templateURL=https://s3.us-east-1.amazonaws.com/monitron-cloudformation-
templates-us-east-1/monitron_kinesis_data_export.yaml&stackName=monitron-kinesis-
live-data-export

Kinesis O|O|E{ AE 2] 2! S3 HHZ!E MAEFL P

= U&LICH

5. 7FIAM 2|AAE MME AWS CloudFormation = QIS £QIgfL|Ct &elgtS MEHSHL|C}

6. AEH MMS MEHWSH |C}

7. Ct= T O|X|of A AEH AEH7} CREATE._COMPLETEZ} E 77 K| 6t 2403 M2 1 & of
O|2& MEiErL|CI.

ZZ&0| M KinesisE =82 & 7351 7]

1. AWS Management Console0l 21215t 11 https://console.aws.amazon.com/kinesis Kinesis =&
S of |_| [_—_|.
= (| .
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2. EMEM TS AERS MEHEILICE

3. & AET MYS MEELIC

4. AA0|AM Amazon Kinesis Data Streams& ME{ g L|C}

5. CHASZ Amazon S3E MEHEHL|CE.

6. 224 AH, Kinesis O|0|E| AE 20 A Kinesis Hl|0|E|{ AE2|9| ARNS =38 L|Ct

7. & AER 0|0l Kinesis HIO|E| AERIO| 0|2 =FLICH

8. CH& M™0i A Amazon S3 HHZ!E MEASHHLE HZ! URIE I=3EFLICt

9. (ME4 ALE) JSONE Qletel mtalg AHE5t0d 88 TEIMEE &/ gstefLIct o M2 AA HE
Ot EIYARMEZE J|HIo 2 AEZ|Y FY E||0|E-|% 2Esttds Z<oi ME LI ollA|

SHM DE[M'JolM & d3tE MEfEfLICH
ME FEXIM &4
JSONQ| QlE}Ql mh &) g d3tE MEHEfLICE

SM ItE|M 7|0 M CHE S FIHEFLICEH
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Q'I_l
T
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Al

EH
e

7| ol JQ

project .projectDisplayName| "project=\(.)"
site .siteDisplayName| "site=\(.)"
time timestamp| sub("[0-9]{2}:[0-9]{2}:[0-9]{2}.

[0-9]{3}$"; "00:00:00")| "time=\(.)"

10. 8M TEIME 7| MBS MEist D M El Amazon S3 HZ! HSF AL !
{partitionKeyFromQuery:project}/!{partitionKeyFromQuery:site}/!
{partitionKeyFromQuery:time}/QIX| & QI&tL|C}.

11. Amazon S30I| M ZiA{|= Ct5 7| A2 A& LICH /project={projectName}/
site={siteName}/time={yyyy-mm-dd 00:00:00}/{filename}.

12. & AET Mg ME4FLIC
13. (ME AFE) M2 SHE B2 E AFSELICEH

S glE|ME MENEH 42 2l AWS Glue AthenaE AI235t04 C|O|E{E R 2|5te{E B Ol

Amazon S3 7| A AFRELICH o MEE 7| EAlg ME1E = X2 Amazon Athena #HZ
AN (=)
= =

2 Cf MIYs Amazon S3 7| Z2 & MAsHs of&ILIC
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S™ IE|M'E 7]0lM CHEE FIHELICH

Al

FH
2

7| oI& JQ

project .projectDisplayName| "project=\(.)"

site .siteDisplayName| "site=\(.)"

asset .assetDisplayName| "asset=\(.)"

position .sensorPositionDisplayName| "position=\(.)"
sensor .sensor.physicalld | "sensor=\(.)"

date timestamp| sub(" [0-9]{2}:[0-9]{2}:[0-9]{2}.

[0-9{3}$"; ™)| "date=\(.)"

Amazon S3M|M A= CFS 7| EAI2 AFSELICH: /project={projectName}/
site={siteName}/asset={assetName}/position={positionName}/
sensor={sensorId}/date={yyyy-mm-dd}/time={HH:MM:SS}/{filename}

Lambdag& AtE et Cl|O|E{ %2

|

« 1EHA: & =0 AW

S
« 2EHA|: Lambda & 4 A4
« 3EHA|: Lambda &% 4

o 4CtA|: AWS Lambda 2£ 0 M Kinesis E2|7{ & A3t

2. o4 Mg ML
3. Chg 442 A8stol dEe gheLIDt
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https://docs.aws.amazon.com//lambda/latest/dg/lambda-intro-execution-role.html
https://console.aws.amazon.com/iam/home?#/roles

Amazon Monitron

o ME[E £ = AE{E|: Lambda

« T&H: AWSLambdaKinesisExecutionRole(Kinesis & E
AWSKeyManagementServicePowerUser Z &)

+ g 0|&: lambda-kinesis-role

IAM > Roles » Create role

Name, review, and create

Select trusted entity

Role details
Add parmissions
Role namea
Neme, review, end creste lambda-kinesis-role
u

Dascription

Allows Lambda functions to call AWS services on your behalf.

Step 1: Select trusted entities

1-H

2 "Version": "2012-18-17",

3- "Statement”: [

4- {

5 "Effect”: "Allow",
6~ "Action™: [

7 "sts:AssumeRole"”
8 1

9- "Principal™: {

1@ - "Service™: [

11 "lambda . amazonaws . com"
12 ]

13 }

14 }

15 ]

Step 2: Add permissions

Permissions policy summary

Policy name (7 = Type
AWSKeyManagementServicePowearUsar AWS managed
AWSLambdakinesisExecutionFole AWS managed

ou
o
nQ
ol
lgh
i

Edit

Attached as -

Parmissions policy

Permissions policy

Lambdag& At&E Oi|O[E{ {2
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ol
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2EH7: Lambda &+ 44

1. Lambda 2&0{M &= HO|X|E FLICt.

2. g g8 MEiEh o

3. TAMZIASE MEiFhLCH

4. HAEI Mol M kinesis-process-record (nodejs) &
o MEHEFL|CE,

5. TS MEgLIC

Create function

Choose one of the following options to create your function.

Author from scratch

Start with a simple Helle World example.

Use a blueprint o

Build a Lambda applicatien from sample code and
confguEstion presets for Comman use cades.

Blueprints infe
Q 1 match
Blueprint name: kinesis-process-record-python 4 Clear filters
kinesis-process-record-pyth ©
on
An Amazon Kingsis Sream processor
that logs the data being published,
python3.8 - kinesis
. SskEA
3EtA: Lambda & T4
1. g+ ol MEFLICH
2. R EHOIM EE QS A A =E MEFLICH
3. Kinesis EE|HE T/ & LICt
1. Kinesis AE & MEfEFL|CH
2. B4 Mg S

=
=

Container image

Select a contalner image to depley for your function.

kinesis-process-record-python= 4

Browse serverless app repository

servertess Application Repasitany

AH
a

ot

Deploy a sample Lambda application from the AWS

Export

1

Cancel

configure

Lambdag& At&E Oi|O[E{ {2
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Lambda > Functions > Createfunction > Configure blueprint kinesis-process-record-python

Basic information infe

Function name

myFunctionName /

Execution role
Choose a role that defines the permissions of your function. To create a custom role, go to the 1AM console.

() Create a new role with basic Lambda permissions

{lO) Use an existing role

) Create a new role from AWS policy templates

Existing role
Choose an existing role that you've created to be used with this Lambda function. The role must have permission te upload logs to Amazon
CloudWatch Logs.

" L]

Kinesis trigger

inesis stream
Select a Kinesis stream to listen for updates on.

C
N | [o]

Select an optional consumer of your stream to listen for updates on.

Consumer

|Noconsumer v| | & |

Batch size
The largest number of records that will be read from your stream at once.

| 100

L4 ]

Batch window - optional
The maximum amount of time to gather records before invoking the function, in seconds.

Starting position
The position in the stream to start reading from. For more information, see SharditeratorType in the Amazon Kinesis APl Reference.

L4 ]

| Latest v |

» Additional settings - optional

In order to read from the Kinesis trigger, your execution role must have proper permissions.

Lambdag A+-&8t-ElotE-*2E 363
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4THA|: AWS Lambda 2£ 01| M Kinesis EC|7{ 43}

1. 74 &olM EEHE M=FLICH
2. Kinesis 2E& 0| ¥ 2| & 2IE
Lambda Functians kinesis-process-record-lambda

Throttle (3 cCopy ARN Actions ¥

kinesis-process-record-lambda

® Congratulations! Your Lambda function "kinesis-process-record-lambda® has been successfully created and configured with bugbash as a trigger in a disabled state, We recommend b4
testing the function behavior before enabling the trigger,
* Function overview infs
Description
kinesis-process-record- An Amazon Kinesis stream processar that logs the data
lambda being published.
% Layers o Last medified
3 minutes ago
Kinesis + Mdd destination
E Function ARN
(P arn:aws:lambdacus-east-1:597170062691 function:kines!

=+ Add trigger i-process-recond-lambda

Code Test Monitor Aliases Versions

General configuration Triggers 1 o] Delate Add trigger
a *

Permissions

Function LURL info

Trigger
Destinations
inesis: bugbash (Disabled)
Function URL - mew i Rirsers-ait- 15071 20062601 stream Bughah
* Details

Enviranment variables
Tags

VPC

71 Cl|lo|E{BF AL EfLICH L& 0 Lambda &+ Z =&

O| of|Alo]] AP El HAIEI2 MEHSH AEZIO| 2
FIIE HESI{ H SESHEHATIE 2F2E = Q&LCH

364
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v1 ClO|E{ LHELHZ| A F[0ke| o|5H

® Note
Amazon Monitron Kinesis OIO|E{ LIEL{7| AZ|0} vi2  O|& AP E|X| St &L|Ct. v2 O|O|E
LHE LHZ| A 7|0bod| CHEH REM|IS| LOotE ML

Zb =X Of|o|E{Q} SHE =2 ZAa= JSON S Al9| Kinesis O|0|E{ AEZ| B3 E 5tLt2 LHE LY EIL|C}.

"timestamp": "string",
"eventId": "string",
"version": "string",
"projectDisplayName": "string",
"siteDisplayName": "string",
"assetDisplayName": "string",
"sensorPositionDisplayName": "string",
"sensor": {

"physicalIld": "string",

"rssi": number

1,
"gateway": {

"physicalIld": "string"
1,

"measurement": {
"features": {
"acceleration": {
"band@To6000HZ" : {
"xAxis": {
"rms": number
},
"yAxis": {
"rms": number

v1 HIO|E LHELHZ| & 7|0te] o3 365
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},
"zAxis": {

"rms": number

},
"band1@Tol000HZz" : {
"resultantVector": {
"absMax": number,
"absMin": number,
"crestFactor": number,

"rms": number
1,
"xAxis": {

"rms": number
I
n 3 ",
yAxis": {

"rms": number
1,
"zAxis": {

"rms": number
}

},

"temperature": number,

"velocity": {

"band1@Tol000HZz": {
"resultantVector": {

"absMax": number,
"absMin": number,
"crestFactor": number,

"rms": number
1,
"xAxis": {

"rms": number
I
n 3 ",
yAxis": {

"rms": number
1,
"zAxis": {

"rms": number
}

iy

v1 HIO|E LHELHZ| & 7|0te] o3
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"sequenceNo": number
I
"models": {

"temperatureML": {
"persistentClassificationOutput": "string",
"pointwiseClassificationQutput": "string"

1,

"vibrationIS0": {

"isoClass": "string",

"mutedThreshold": "string",
"persistentClassificationOutput": "string",
"pointwiseClassificationQOutput": "string"

1,

"vibrationML": {
"persistentClassificationOutput": "string",
"pointwiseClassificationQutput": "string"

1,

"assetState": {
"newState": "string",
"previousState": "string"

vl A7|0} of2t0|E

timestamp

Monitron MH|A7F UTCE S84t

N
1o
1
>
9'|1
=3
lo
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m
K
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<
3
3
Q
a
>
=
3
3
o
»
wn
)]
w

L3t OlO|E{ LHELHZ| O|HIE ID. = Al8t Kinesis AEZ! A2
o]

In
|0
o

Jir

al

v1 HIO|E LHELHZ| & 7|0te] o3
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ol
nx
0%

projectDisplayName

&0 EAEE Z2ME O|F

q

40 12
oot
Mo TH
Pl

o]

siteDisplayName
- Mol EA|EI ALO|E O|F

- 7Y BEA

- ol ZAIZ[= RHE OIF

=
- 7Y BEA

« ol EAIE MM 2IX| OIF

=
. RE 2RY

« MM ERFL SMUS BT EAT]

gateway.physicalld
« Amazon Monitron AMH|AZ | O|E

i

- 7Y EXE

measurement.features.acceleration.pand0To6000Hz.xAxis.rms

« x50| 14 THe 0~6000HZOIM BHEHE TS0

o
o CHR|: m/sh2

measurement.features.acceleration.band0To6000Hz.yAxis.rms

- yBO| Fot4 T 0~6000HzO A BHE & 7S 9

0%
>

SESIN

M&stes ol MEE[= HOIERI0|e| 22X ID

| 82 M=2

| B2 Ma2

v1 HIO|E LHELHZ| & 7|0te] o3
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o B2 m/sh2
measurement.features.acceleration.band0To6000Hz.zAxis.rms

Fo| Fot= i 0~6000Hz0 M B EE 7S5 0| B ME2

<

Al =Xt
2|: m/s”2

measurement.features.acceleration.band10To1000Hz.resultantVector.absMax

Mmoo

o =1}l CHY 10~1000HZO0| A 2H&FEl MOl =|CH 7S £
o PAL =X
o B2 m/sh2

measurement.features.acceleration.band10To1000Hz.resultantVector.absMin
o I} O 10~1000HzO0{| M 2HEHE Mol A 7HEE
e SdA

o
o B2 m/sr2

o FIb CHS 10~1000HZO A & E 7t Tt g

. AL =X}
measurement.features.acceleration.band10To1000Hz.resultantVector.rms

« FIt T3 10~1000HzOAM BHEE 7HS 0| WE ME=2

- AL xR

* m/s’2

o x50| Fut [ 10~1000HZzO A ZHEHE 7S ol WE MES2

- BAL =X

* m/sh2
measurement.features.acceleration.band10To1000Hz.yAxis.rms

- yEO| Fu}4 L3 10~1000HZ0I A RHEEl 7FSE 0| WRE KMEZ2

- YA Xt

* m/sh2
measurement.features.acceleration.band10To1000Hz.zAxis.rms

- z59| £t L 10~1000Hz0MH BHE El 7S 20| B MES2
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. BAlL 2R}

* m/s’2

. HEE 2D
. Al =R}

- °C/k
measurement.features.velocity.band10To1000Hz.resultantVector.absMax

- Tt i 10~1000HzO| A #HEHE HO) =[CH S =

- AL =Xt

* mm/s
measurement.features.velocity.band10To1000Hz.resultantVector.absMin

- T i3 10~1000HZO A #HEHE HO) 2|4 S

- AL xR

* mm/s
measurement.features.velocity.band10To1000Hz.resultantVector.crestFactor

o FIt CHS 10~1000HZOAM BEE S It g

- AL Xt
measurement.features.velocity.band10To1000Hz.resultantVector.rms

« It CH 10~1000HZzO| M RHEEl S 20| B AME2

- AL Xt

* mm/s
measurement.features.velocity.band10To1000Hz.xAxis.rms

« x59| It C2d 10~1000Hz0| M 2HEHEl S o| B NM&2

- AL =Xt

* mm/s

o
EW
Pl
IH
rd

. yE0| Fut4 CH 10~1000Hz0IA BEHE £ Z 0
- A xR

* mm/s
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measurement.features.velocity.band10To1000Hz.zAxis.rms
« z59| Fut4 T 10~1000Hz0A HEE ST ol WHE NZ2
- FAL =R

* mm/s

models.temperatureML.persistentClassificationOutput
- 7|H & 7let 2 REHO| XIS BR £

. AL 2R

N

S
« 23538t Zf: UNKNOWN | HEALTHY | WARNING | ALARM
models.temperatureML.pointwiseClassificationOutput
« JHl & T 2 REO| HE 2R £
« $X ZL:UNKNOWN | INITIALIZING | HEALTHY | WARNING | ALARM
models.vibrationlSO.isoClass
- 1SO 7|8t ZIs 2o M A5z 1SO 20816 S2(7IA TSl HH & HWot
- EtQl: BXrY

« % 2f: CLASS1 | CLASS2 | CLASS3 | CLASS4 | FAN_BV2

)

FH

models.vibration|SO.mutedThreshold

- ISO 7|gk Tls REo| L ES SATsH7| @8t HA L

- Bl EXtY

e X Z/:WARNING | ALARM
models.vibrationlSO.persistentClassificationOutput

- 1ISO 7|gt TIF 2EO| X|&EHM ER &8

- Bl EXt

* SX ZL: UNKNOWN | HEALTHY | WARNING | ALARM
models.vibrationISO.pointwiseClassificationOutput

- ISO 7|t ZIS REO| ZRIEH 7 £

« ElQ: BXIY
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Amazon Monitron At

« % 2f: UNKNOWN | HEALTHY | WARNING | ALARM | MUTED_WARNING |
MUTED_ALARM

models.vibrationML.persistentClassificationOutput

. 1A B TlE BS DY |4 2R 53

« ElQ: BXId
« % Zt: UNKNOWN | HEALTHY | WARNING | ALARM

models.vibrationML.pointwiseClassificationOutput

e 7|7 &4 7|8 Fls nHlo| XQIEH H8 =2
- Etel: Extd

« % 7L UNKNOWN | INITIALIZING | HEALTHY | WARNING | ALARM
assetState.newState
AMEIEt 9| 7[H| el

 EAFA

)]

© ol
[0

m

« 3% 2t: UNKNOWN | HEALTHY | NEEDS_MAINTENANCE | WARNING | ALARM

assetState.previousState
- FEYE MElst7| Mol 7|H el
- EtQ: Xt

« §% 2t: UNKNOWN | HEALTHY | NEEDS_MAINTENANCE | WARNING | ALARM

Amazon Monitron Kinesis Cl|O|E{ LHE LHZ| v2

Amazon Monitront|M E0{2= Y O|O|E{et siE FE A1 E LWEUD AAIZF EME s8E =
& LIC Io|E| LHELY7|= 2lo|E H|o|E{E KlneS|s§ AEg|URLCE

A
« Kinesis 2AEZ|IOZ O|0|E{ LHE L 7|

- 2tO|E HIOlE LHE 7| 478 TE

- 2iO|E O|O|E LHELHZ| SX]

- IOIE{ HEWZ| 2F 27|
 Kinesis 2AEZI0|M MH & &t S35} ALS

33
« Amazon CloudWatch LogsE At&8t ZLIE{Z
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« Lambdag AtE St O|0|H X2

v2 ClO|E| LHELHZ| A 7|0k2] O|3H
Kinesis v10lA| v22 0}0|22/0|M

Kinesis AEZ|0 2 O|0|E{ LHE L} 7|

1. Z=2ME M| Ho|x|2e| HO|X| ot 2 EZ0lA 2t0|E TIOIE LHELHT| Al%HS MEHEL

2. Kinesis O|O|E| 2E&] ME{0|M Ct& & stLIE +>FLICH

. 7N 7Hof 7|E AERIO| Ol& S UBLICH 17 CFS 5EAHIE AL
El

m
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o
o

- CIo|EH &E

2 EE
- ClOIE| AERIO| MEIY 2T AHE S o
2. J2iche Z2HKYE AE0M BERE AE £5 22ist ALt

Ct.

Mol M Cllo|Ef AE & 0|2 Y=dgtLCt.

2. EMEFIM ZEZMEE MEIEIL|CE
3. EZZMEJIOH | U B2 HELZ| HHEE HESIE{s Z2MEE MENEL|CE
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Amazon Monitron At

2 M A ZZMEE MEHELICH

3. ZRHMEJI 04 I YU B HWELHZ| MHeg HEsieds 2 MEE MEEHL|CE.

4. ZZHME 7|2 M o|x|e| 20|E H|O|E{ LHELYZ|of /= &ted EEC o0 2}o|E O|0o|E]
H

ClOlE LHELZ| 27/ E7|

CloudWatch Logs Q/E{H[O|A0M 27F HIA|X|E EE{H ChZa Z 0| stH 2.

« Amazon Monitron 2£ 2| ZTZ2ME H|Ql H 0| X|of /= 2t0|E H|0|E] LHELHZ [0 M CloudWatch
23 388 MEELICE

Kinesis AEZI0|M M & &5 ALE

Kinesis ClO|E{ LHELHZ|E A& 3t7| Toi| Kinesis AE Zl0f CHEH M & =3}
LICt Z2{L} Kinesis CIOIE] LIELH7|E At & M & ¢ 53} s ™
AEZof HAIE £ i&LICE Ol= Amazon MonitronO| Kinesis2 ™
£ kms:GenerateDataKeyE S && H&t0| Q17| HE LICEH

Ol EXME i dsted™ 788 HBHX| 1 2220| X[RE =AM L. O[FH ot dHet 5547t LY
HUi7| #d0 AZELICH

Amazon CloudWatch LogsE A8t ZLIE{Z

Amazon CloudWatch LogsE AH& 5104 Amazon Monitron 2+0|E H|O|E{ LHELH7|E ZLIE{~E £
&LICt 32 LHELZ (o A'TlH%P':' Amazon Monitron2 CloudWatch Logs0ll 21 O|HEE TM&E
LICH EE8t @7 230 X|E HEHE ME5t0 X[ 2 E Mdstn ZEE HYUE = U&LIch EF A
22 H-stn s Aol S5 E I LR E MESHHU ZXIE FE = JU&LICH RHAEH LIS

CloudWatch Al MEHME & XFHAM 2.

Amazon Monitron2 /aws/monitron/data-export/{HASH_ID} 21 2 &0 21 o|HEE EL|C}

27 0|HIEQ| JSON H A2 Ct33 Z &Lt

"assetName": "string",

OolE LHELH7| @7 E7| 374


https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html

Amazon Monitron A8 YA
"destination": "string",
"errorCode": "string",
"errorMessage": "string",
"eventId": "string",
"eventType": "string",
"positionName": "string",
"projectName": "string",
"projectId": "string",
"sensorId": "string",
"gatewayId": "string",
"siteName": "string",
"timestamp": "string"

}
assetName

- ol EAIZ[= A OIF

destination
« Kinesis O|O|E{ AE & 2| ARN

e % Zt: INTERNAL_SEVER_ERROR | KINESIS_RESOURCE_NOT_FOUND |
KINESIS_PROVISIONED_THROUGHPUT_EXCEEDED | KMS_ACCESS_DENIED |
KMS_NOT_FOUND | KMS_DISABLED | KMS_INVALID_STATE | KMS_THROTTLING

errorMessage

&AM 27 HAIK]
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sensorConnected | sensorDisconnected | assetStateTransition

positionName
- ol EAIE MM 2IX| OIF

. RF Xy

=

projectName

wa
HO i
>
k=
EH
>
m
rir
|E
Hu
12
m
o
i

OH

=

o =d.
- 2

projectID

« Amazon Monitron ZTE2MEof s{iE

ol'l
9'|_|
rr
kI
30
ro
|E
HU
12
|m
o

gatewayID

« Amazon Monitron AMH|AZ O|0|EHE ™&35HE O A8 El= AHIOIES0|e] 22X ID

- 7Y BEX
siteName

Aol ZA|E ALOIE O|F

H
=
o
Ll

0%

C BAY
timestamp
« Amazon Monitron MH|A7F 87t UTCE =418 ol Ef

N

Fo
o
[

El

HEd: yyyy-mm-dd hh:mm:ss.SSS

Amazon S30{| M C|O|E{ K& 57|

LHEH C|O|E{E& Amazon S30{| A& Ste{™ CHS MR E [M2AM2.

|

Amazon S30i| M HIO|E XHE 37|

376



Amazon Monitron At

ol
nx
0%
x

« 2&0|M KinesisE S22 7AM517|

2 &0 M KinesisE =82 & 73517]

—

© © N o a0 bk~ 0D

10.

11.
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- M E FEROIM EEEE MEIELICH
« JSONQ| Qlztel ot & & dshE MEghL|Ct

. S LE|MY FlolA che e ZIbErLch

7| ol& JQ B4

project .projectName| "project=\(.)"

site .eventPayload.siteName| "site=\(.)"

time timestamp| sub("[0-9]{2}:[0-9]{2}:[0-9]{2}.

[0-9]{3}$"; "00:00:00")| "time=\(.)"

S™oeE|MY 7| Mg MElsta MAEl Amazon S3 HZ! S AL )
{partitionKeyFromQuery:project}/!{partitionKeyFromQuery:site}/!
{partitionKeyFromQuery:time}/QIX| &QlgtL|C}.

Amazon S30{ M Zix|= CHZ 7| A2 AL LICH /project={projectName}/
site={siteName}/time={yyyy-mm-dd 00:00:00}/{filename}.
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1. 1AM 2&0lM 4E Ho[X[E ¥L|ct.
2. ¥ M “(Create role)= MEHELICH
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= m|o|x[ollM Ct5E s~ & LIct

%= Ql= QEE| R30I AWS MH|ASE MEHSHL|C},
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https://docs.aws.amazon.com//lambda/latest/dg/lambda-intro-execution-role.html
https://console.aws.amazon.com/iam/home?#/roles

Amazon Monitron

Step 1
(@) Select trusted entity

Step 2

@ Add permissions

Step 3

@ Name, review, and create

Select trusted entity ..

Trusted entity type

© AWS service
Allow AWS services like EC2, Lambda, or
others to perform actions in this account.

) AWS account

Allow entities in other AWS accounts
belonging to you or a 3rd party to perform
actions in this account

() Web identity
Allows users federated by the specified
external web identity provider to assume
this role to perform actions in this account.

SAML 2.0 federation

Allow users federated with SAML 2.0 from a
corporate directory to perform actions in
this account

() Custom trust policy
Create a custom trust policy to enable
others to perform actions in this account.

Use case

Allow an AWS service like EC2, Lambda, or others to perform actions In this account.

Service or use case

[ Lambda

Choose a use case for the specified service.
Use case
© Lambda

Allows Lambda functions to call AWS services on your behalf.

4. et =71 HO|X|M CHEE - ELICH

« T8t H=of M AWSLambdaKinesisExecutionRole(2! Kinesis &

AWSKeyManagementServicePowerUser)2 ME{ELICH.

- TEHEAH 4F

- OS2 MEfErLIch

@ Select trusted entity

o 14E Itz Lt

Add permissions ...

e

Cancel Next

ol f53tEl B

Step 2
@ Add permissions

Step 3
@ Name, review, and create

Permissions policies (2/981) o

Choose one or more policies to attach to your new role.

Filter by Type

[ Q, AwsLambdaKinesisExecutionRole

X ] [ All types

Policy name [

4|

Type v |

©

v ] 1 match 1 &

Description

CHE

AwSLambdaKinesisExecutio...

AWS managed

Provides list and read access to Kinesis... ]

» Set permissions boundary - optional

Cancel Previous Next

Lambdag& At&E Oi|O[E{ {2
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5. 0|, d& Y 4 "lo|x|olM CtEE s~ ELICH
o A MF 2o HE o|F ol HE olF2 LUHFLICE oll: lambda-kinesis-role. %Y
HEE FIISIE S MEE =L J&LICH
o 1EHAL AZIE 5= UE AE{E| M L 2EHA: Q= IHE HE F7toll O

laM > Roles 3

Select trusted entity

Add permissions

Mame, review, and create

Name, review, and create

Role details

Role name

lambda-kinesis-role

Deascription

Allows Lambda functions to call AWS services on your behalf.

Step 1: Select trusted entities

s B

2 "Version": "2012-1@-17",

3- "Statement™: [

4- {

5 "Effect™: "Allow™,
6 "Action": [

7 "sts:AssumeRole"
8 1)

9- "Principal™: {

10 - "Service®: [

11 "lambda . amazanaws . com”
12 ]

13 }

14 }

15 1

Step 2: Add permissions

Permissions policy summary

Palicy name [ e Type

AWNSKeyManagementServicePowerlser AWS managed

AWSLambdakinesisExecutionRole AWS managed

Attached as

Permissions policy

Permissions policy

H x4

|

of dHEE iz L
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6. T dES MEELICH

2. F M MEiELCE
3. HAIEI AL E =gt
4, AT HAE0l M kinesis-process-record (nodejs) £ = kinesis-process-record-python2 Z4 A4 5}
o AERSEL[CE.
5. T8 MEfELC
Lambda Functions Create function

Create function

Choose one of the following options to create your function.

Author from scratch Use a blueprint o Container image Browse serverless app repository

Start with a simple Helle World example. Build a Lambda applicatien from sample code and Select a contalner image to depley for your function.

Deploy a sample Lambda application from the AWS
confguEstion presets for Comman use cades.

servertess Application Repasitany

Blueprints infe Export

Q 1 march 1

Blueprint name: kinesis-process-record-python X Clear filters

kinesis-process-record-pyth ©
on

AN Amazon Kinesis SIeam processor
that logs the data being published,

python3.6 - kinesls

cancel configure

Lambdag& At&E Oi|O[E{ {2 381
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Lambda > Functions > Createfunction > Configure blueprint kinesis-process-record-python

Basic information infe

Function name

myFunctionName /

Execution role
Choose a role that defines the permissions of your function. To create a custom role, go to the 1AM console.

() Create a new role with basic Lambda permissions

{lO) Use an existing role

) Create a new role from AWS policy templates

Existing role
Choose an existing role that you've created to be used with this Lambda function. The role must have permission te upload logs to Amazon
CloudWatch Logs.

" L]

Kinesis trigger

inesis stream
Select a Kinesis stream to listen for updates on.

C
N | [o]

Select an optional consumer of your stream to listen for updates on.

Consumer

|Noconsumer v| | & |

Batch size
The largest number of records that will be read from your stream at once.

| 100

L4 ]

Batch window - optional
The maximum amount of time to gather records before invoking the function, in seconds.

Starting position
The position in the stream to start reading from. For more information, see SharditeratorType in the Amazon Kinesis APl Reference.

L4 ]

| Latest v |

» Additional settings - optional

In order to read from the Kinesis trigger, your execution role must have proper permissions.

Lambdag A+-&8t-ElotE-*2E 382
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4SHH|: AWS Lambda 22£ 0| M Kinesis E 2|7 & 4435}
1. 7o "HolM EB|HE MEHEHLICH
2. Kinesis AEZ| 0| 0| &QlgtE MEHSI 1 EHHSIE MEISHLICT

Lambda Functians kinesis-process-record-lambda

kinesis-process-record-lambda

) Congratulations! Your Lambda function “kinesis-process-record-lambda® has been successfully created and configured with bughbash as a trigger in a disabled state. We recommend

testing the function behavior before enabling the trigger,

* Function overview infs

' kinesis-process-record-

lambda

== La
3 Layers

E Kinesis

=+ Add trigger

o

Throttle (3 cCopy ARN Actions ¥

x

Drescription
An Amazon Kinesis stream processor that logs the data

being published.

Last modified

3 minutes ago

+ Mdd destination

Code Test Monitor Aliases Versions

Function ARN
(P arn:aws:lambdacus-east-1:597170062691 function:kines!
i-process-recond-lambda

Function URL info

General configuration Triggen’ﬁ“l] c Delete Add trigger
Permissions Trager
Destinations
inesis: bugbash (Disabled)
Function URL - mew i Rirsers-ait- 15071 20062601 stream Bughah
* Details
Enviranment variables
VP
Ol Ao ALEEl HALEI2 MEfet AEZIO| 27 H|O[E{EF AFEELICE LIS 0l Lambda &+ ZEE
FIt2 HEstoi O SEE ElA3E 2red + Q&L
v2 O[Ol LHELHZ| 2 Z|0te| Ofsh
Zt E-H OIO|E, sHE F& ZAn}, Ho|EH o] 23Z/94A8 SHAl, M @172/ Al O|HE = JSON &4
Of Kinesis CllO|E{ AEZ| B|Z = &tLIZ LHELHEILICH
A
383
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o v2 A7|0} ot2tO|E

v2 A7|OF Al

{
"timestamp": "string",
"eventId": "string",
"version": "2.0",
"accountId": "string",
"projectName": "string",

"projectId": "string",

"eventType": "measurement|gatewayConnected|gatewayDisconnected|sensorConnected|

sensorDisconnected|assetStateTransition",

// measurement
"eventPayload": {

"siteName": "string",
"assetName": "string",
"positionName": "string",
"companyName": "string",

"geoLocation": {
"latitude": number,
"longitude": number

1,

"address": "string",

"serialNumber": "string",

"make": "string",

"model": "string",

"assetPositionURL": "string",

"sensor": {

"physicalIld": "string",
"rssi": number

I
"gateway": {

"physicalIld": "string"
1,

"sequenceNo": number,
"features": {
"acceleration": {
"band@To6000HZz": {
"xAxis": {
"rms": number

v2 O|lO|E| LHE 7| AZ|Ote| o5l
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},
"yAxis": {

rms number

iy
"zAxis": {

"rms": number

I
"band10TolQ00HZz": {
"totalVibration": {
"absMax": number,
"absMin": number,
"crestFactor": number,

"rms": number
},
"xAxis": {

"rms": number
I
"yAxis": {

"rms": number
},
"zAxis": {

"rms": number
}

.
"velocity": {
"band1@Tol000HZz": {
"totalVibration": {
"absMax": number,
"absMin": number,
"crestFactor": number,

"rms": number
1,
"xAxis": {

"rms": number
I
n 3 ",
yAxis": {

"rms": number
1,
"zAxis": {

"rms": number
}

v2 HIO|E LHELHZ| & 7|0te] o5
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},

"temperature": number
}
"models": {

"temperatureML": {
"previousPersistentClassificationOutput": "string",
"persistentClassificationOutput": "string",
"pointwiseClassificationQutput": "string"

},

"vibrationIS0": {

"isoClass": "string",

"mutedThreshold": "string",
"previousPersistentClassificationOutput": "string",
"persistentClassificationOutput": "string",
"pointwiseClassificationOutput": "string"

1,

"vibrationML": {
"previousPersistentClassificationOutput": "string",
"persistentClassificationOutput": "string",
"pointwiseClassificationQutput": "string"

}

1,
"assetPositionId": "string"

// sensorConnected
"eventPayload": {

"siteName": "string",
"assetName": "string",
"positionName": "string",
"companyName": "string",

"geoLocation": {
"latitude": number,
"longitude": number

},

"address": "string",

"serialNumber": "string",

"make": "string",

"model": "string",

"assetPositionURL": "string",

"sensor": {

"physicalIld": "string"

},

"assetPositionId": "string"

v2 HIO|E LHELHZ| & 7|0te] o5
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}

// sensorDisconnected
"eventPayload": {

"siteName": "string",
"assetName": "string",
"positionName": "string",
"companyName": "string",

"geoLocation": {
"latitude": number,
"longitude": number

I

"address": "string",

"serialNumber": "string",

"make": "string",

"model": "string",

"assetPositionURL": "string",

"sensor": {
"physicalIld": "string"
},

"assetPositionId": "string"

// gatewayConnected
"eventPayload": {
"siteName": "string",
"gatewayName": "string",
"gatewayListURL": "string",
"companyName": "string",
"geoLocation": {
"latitude": number,
"longitude": number

1,
"address": "string",
"gateway": {

"physicalIld": "string"
}

// gatewayDisconnected
"eventPayload": {
"siteName": "string",
"gatewayName": "string",
"gatewayListURL": "string",

v2 HIO|E LHELHZ| & 7|0te] o5

387



Amazon Monitron

0o
1z

"companyName": "string",

"geoLocation": {
"latitude": number,
"longitude": number

1,
"address": "string",
"gateway": {

"physicalIld": "string"
}

// assetStateTransition
"eventPayload": {

"siteName": "string",
"assetName": "string",
"positionName": "string",
"companyName": "string",

"geoLocation": {
"latitude": number,
"longitude": number

},

"address": "string",

"serialNumber": "string",

"make": "string",

"model": "string",

"assetPositionURL": "string",

"sensor": {

"physicalld": "string"

1,

"assetTransitionType": "measurement|userInput",

"assetState": {
"newState": "string",
"previousState": "string"

1,

"closureCode": {
"failureMode": "string",
"failureCause": "string",
"actionTaken": "string",
"resolvedModels": list<"string">

1,

"assetPositionId": "string"
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timestamp

« Amazon Monitron MH|A7} 87t UTCE

- R EAY
THEA-

« A7|0F T

- 98 BXbd

« Z:10EE20
accountld

« Monitron T2ME O| 12X} 2| AWS AH’E ID

projectld

Amazon Monitron Z2HME

78 244

eventType

. 34X} O[HIE AEZ] Zt O[HIE
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- 7Y EXE

- 7tS%t ¢k measurement, gatewayConnected, gatewayDisconnected,
sensorConnected, sensorDisconnected, assetStateTransition.

eventType: measurement

eventPayload.features.acceleration.band0To6000Hz.xAxis.rms

- x59| £t T 0~6000HzOI M R EE 7HS ol B ME2

- AL xR

« EF2[: m/sh2
eventPayload.features.acceleration.band0To6000Hz.yAxis.rms

- yE9| Fut4 [ 0~6000Hz0 A HEE 7Sz ol R HS2

- AL =Xt

o B2 m/sh2
eventPayload.features.acceleration.band0To6000Hz.zAxis.rms

« z59| Fut= L] 0~6000HZz0 M & E 7S ol W7 ME2

- AL =Xt

o EFR|:m/sh2
eventPayload.features.acceleration.band10To1000Hz.resultantVector.absMax

« Tt CHE 10~1000Hz0M| A1 ZHEEl HCH 2[CH 7HS
o A
« EFR|m/sh2
eventPayload.features.acceleration.band10To1000Hz.resultantVector.absMin
o Futs CH 10~1000HZO M BHEHE! "Ll 2|4 JHE T
- AL Xt
o [
eventPayload.features.acceleration.band10To1000Hz.resultantVector.crestFactor
- FI== CH3 10~1000HZO A #HEHEl 7tS T &
¢« SdA
eventPayload.features.acceleration.band10To1000Hz.resultantVector.rms

o FO4 O 10~1000HZzOI M RHEHEl JtS E ol WA AMZ 2
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s m/sh2
eventPayload.features.acceleration.band10To1000Hz.xAxis.rms

« x59| Fut= L4 10~1000Hz0 M B EE 7tS ol W7 Ma2

- AL =Xt

* m/s"2
eventPayload.features.acceleration.band10To1000Hz.yAxis.rms

b= CHOY 10~1000HZOI A RHEHEl 7HS E o] W ME2

=

- yEo F

- HAL =R

* m/sh2
eventPayload.features.acceleration.band10To1000Hz.zAxis.rms

« z59| Fut4 T 10~1000Hz0 A & E 7t& T ol W ME2

- FAL =X

* m/s’2

. oERIE 2

- AL Xt

- °C/k
eventPayload.features.velocity.band10To1000Hz.resultantVector.absMax

« ZI4 LS4 10~1000HZzOl A 2H2HEl KO 2|CH S

- AL =Xt

* mm/s
eventPayload.features.velocity.band10To1000Hz.resultantVector.absMin

« FIOb 0] 10~1000HZzO| M 2HEHE! ™OH (4 S5

- AL xR

* mm/s
eventPayload.features.velocity.band10To1000Hz.resultantVector.crestFactor

o FIt CHS 10~1000HZOAM BEE S It g

- YA xR

v2 HIO|E LHELHZ| & 7|0te] o5 391



Amazon Monitron

ol
nx
0%

eventPayload.features.velocity.band10To1000Hz.resultantVector.rms

o Tl CHY 10~1000HZO| M ZHEEl SEo| WA XEZ2
o YA =X
* mm/s

eventPayload.features.velocity.band10To1000Hz.xAxis.rms

- x59| Fut4 T 10~1000Hz0I M B E SE 0| BE ME2

- AL xR
* mm/s

eventPayload.features.velocity.band10To1000Hz.yAxis.rms

- yFO| Fut~ L] 10~1000Hz0 M A E ST ol W ME2

. FAlL X}
s mm/s

eventPayload.features.velocity.band10To1000Hz.zAxis.rms

. 250| ZTH4 [Ho1 10~1000HZ0I M BEE £ 50| WR KT

- AL xR
* mm/s

eventPayload.sequenceNo

M AREAHS

i

ol

Al =X}

eventPayload.assetPositionld

atol M& ks WM RIe] AERLCt

. =
o

 BAY

=
o2

eventPayload.companyName

« AME AMEstE E|ALS| O|F ULCH

- RY: BEXY
eventPayload.geolLocation.latitude

« AMOIE Z2[H fIx|e] fI=LCh.

- YAl =Xt
eventPayload.geolLocation.longitude

- MOIE 22X ?Ix|e] = iLCh.
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- FAL =Xt
eventPayload.address

- AOIEQS| FAQLICE

- 98 BXbY
eventPayload.serialNumber

« RHoko| A #HE QlLct

- R =AY
eventPayload.make

o Rhto| MZE AN LICE

- 7 EXE
eventPayload.model

« Atpbof HRIQLIC.

- 28 EXY

eventType: sensorConnected

siteName
Aol FAIE! ALO|E O|&
- R BRY
assetName
« Holl A== Rt OIF
- RY: =AY
positionName

« ol EAIE MM 2IX| OIF

o]
S
=5
>
r
x
x
(e
Py
.
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« Y BRI

eventPayload.assetPositionld

- HENT7 HEE WM x| AERILICE

- 98 EXY
eventPayload.companyName

« XHAFE AL stE E[Ate] O|F LICH

- 98 BXhd
eventPayload.geolocation.latitude

- AIO|IE E2|X /IR Y=LCt.

- AL =R}
eventPayload.geolLocation.longitude

- AOIE Z2|X fIx[e] A= LICh

- AL xR}
eventPayload.address

- AIO|EQ| FAQLC

- 98 BXtd
eventPayload.serialNumber

o Rhoko| 7 #HS QfLct

- R BRY
eventPayload.make

o Rtoko| M= AAM LTt

- R BRI
eventPayload.model

« Apotol HRIQILICE,

- 8 BRI

eventType: sensorDisconnected

siteName

- ol ZAIE AIO|E O|&
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« Y BRI

assetName

« Aol EAIZl= At OIF

- 98 BXhd
positionName

- Aol EAIE A x| OI&

- 98 BXbd
assetPositionURL

« Mol EA|E MA URL

- 98 BXtd

physicallD

T

02
>

0| M&kls dAMel ZEIM ID

40
0ok

C 2AHY

eventPayload.assetPositionld

« SEfTF HEE MM R[] AERALICE

- 98 BXtd
eventPayload.companyName

« XHAHE AL stE E[AtL] O|F LICH

- R BRY
eventPayload.geolocation.latitude

- AMOIE Z2[H 2Ix|e] fI=LCh.

- AL xR}
eventPayload.geolLocation.longitude

- MOIE Z2[H fIx|e] B LCh.

- AL xR}
eventPayload.address

« AOIE QS| FAQLICE

- R BRY
eventPayload.serialNumber

« Rpotol ez 3 QLo
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« Y BRI

eventPayload.make
o RH&FO| M| Z= M| LICE.
- 98 BXbY
eventPayload.model
o Rp&ko| mEIQNLCEH

- 78 EXE

eventType: gatewayConnected

eventPayload.siteName
« Aol ZAIE AFOIE O|F
- R BRY
eventPayload.gatewayName

- ol ZAIE HO|EHO|S] 0|E.

eventPayload.gateway.physicallD
« Amazon Monitron MH|A0]| HIO|E{& M&5t7| «s &3 AZE HOIESo|el ZEIX ID
- R BRY
eventPayload.companyName
« RHEE A8 StE Z|ARS| O|F /L.
- 98 BXhd
eventPayload.geolocation.latitude
- AOIE E2|X fIx[e] /I LICh
- AL xR}
eventPayload.geolLocation.longitude

- MOIE 22X ?Ix|e] =L
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eventPayload.address
- AOIEQS| FAQLICE
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eventType: gatewayDisconnected

siteName
- Holl ZA|El AIO|E O|F

. RY 2Rt

gatewayName
- ol EAIE HO|ES0l2] O|F.
. 23 2xIY
gatewayListURL
- Aol EA[E! HO|ELO] URL
- R BRY
physicallD
« Amazon Monitron AMH|A0| H|O|E{E T&st7| &

- 7Y BEX

&= AEE HolESolel 22X ID

ol

eventPayload.companyName

« XpAE AMEsHE EALS| O|F LIC

. 23 2xIY
eventPayload.geolocation.latitude

- AO|E Z2|™ fIx[e] Iz LICh.

. AL =X}
eventPayload.geolocation.longitude

- MOIE Z2[H fIx|e] Bz lLch

. Al =&}
eventPayload.address

- AO|EQ| FAQILICY.
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eventType: assetStateTransition

eventPayload.siteName

- Holl EAIEl AOIE O|F

- R EBRY
eventPayload.assetName

« ol EAIEl= At OIF

- R BRY
eventPayload.positionName

- Holl EAIE MM 2IX| OIF

- R BRY
eventPayload.assetPositionURL

- Aol EA[E MM URL

- R BRY
eventPayload.sensor.physicallD

FHZ0| MEEl= dAel EEH ID
- 98 2R

eventPayload.assetTransitionType

o Ktob HEf TEHO| 2RI

- R BRY
« 758t 2k measurement EE£ userInput
eventPayload.assetState.newState

« RHAFO| A & EN

- 98 BXbY
eventPayload.assetState.previousState

« RHikol 07 & Ef

- 98 BXhd
eventPayload.closureCode.failureMode
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. 8
« 7}SEF 4f: NO_ISSUE | BLOCKAGE | CAVITATION | CORROSION | DEPOSIT | IMBALANCE

| LUBRICATION | MISALIGNMENT | OTHER | RESONANCE | ROTATING_LOOSENESS |
STRUCTURAL_LOOSENESS | TRANSMITTED_FAULT | UNDETERMINED

eventPayload.closureCode.failureCause

« YOHE QXIS W ALSAITH A EECH2 0l M =4S Fof 2l

0%
MO

 EAFS

. 8
« 7t 4f: ADMINISTRATION | DESIGN | FABRICATION | MAINTENANCE | OPERATION | OTHER
| QUALITY | UNDETERMINED | WEAR

eventPayload.closureCode.actionTaken
- AFSX7F Y EECHROIAM MEHEH CHE O] o2 & =52 SEE M FIGHE EXIJLICH

- Y B

. 7}58t Zb: ADJUST | CLEAN | LUBRICATE | MODIFY | NO_ACTION | OTHER | OVERHAUL |
REPLACE

eventPayload.closureCode.resolvedModels

- EMNE X[ME 2E ME.

. 93 231 2=

« 7bs58t gt vibrationISO | vibrationML | temperatureML
eventPayload.assetPositionld

« MENT7} HZE KA X9 AlERIALICE

At

0
of
A0

models.temperatureML.persistentClassificationOutput

« 7|A st& 7E 2 2EHO XEH ERF &8

m
°

P
« % 2f: UNKNOWN | INITIALIZING | HEALTHY | WARNING | ALARM

c EA

L
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models.vibrationISO.isoClass
« ISO 7|8t Tls REO|M A 3= 1ISO 20816 S2(71H El1S2e| 5 L Wit £ F)

- Bt EXtAE

HO

- £% Zb: CLASS1 | CLASS2 | CLASS3 | CLASS4

models.vibration|SO.mutedThreshold
« ISO 7|dt TlE RHIo| AZIZS SATH{3I7| *I8F LA ZL

- Ele): EAtY

« X ZL:WARNING | ALARM
models.vibrationlSO.persistentClassificationOutput

- ISO 7|8t & 2HO X|EM 27 &3

. E}

o

EA

I

« X ZL: UNKNOWN | HEALTHY | WARNING | ALARM
models.vibrationISO.pointwiseCIassificationOutput

- ISO 7|t ZIs RO ZQIEH E /7 £

—

M

- Eted: 2R
« §% 2L: UNKNOWN | HEALTHY | WARNING | ALARM | MUTED_WARNING |
MUTED_ALARM

models.vibrationML.persistentClassificationOutput

. 7|H 8t& 7|HF FlE pHo| x|&aX BE =2

=TT
- Bt 2Rt
« 935 Zt: UNKNOWN | HEALTHY | WARNING | ALARM

models.vibrationML.pointwiseClassificationOutput

. 7|7:|| é_lg 7||:||- XlE EE—IIO| iOIEI:H _ﬁ_ z.;_E'.#

« ElQ: BEXId
« & Zt: UNKNOWN | INITIALIZING | HEALTHY | WARNING | ALARM

assetState.newState

32 MEIE Fo| 717 &E

]
0>|

m
°

 EAFA

« % 2f: UNKNOWN | HEALTHY | NEEDS_MAINTENANCE | WARNING | ALARM
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assetState.previousState

- Y MElst7| ™ol 717 HE

e X ZL: UNKNOWN | HEALTHY | NEEDS_MAINTENANCE | WARNING | ALARM
eventPayload.companyName

« XpAFE AL stE E[AtL] OIF LD

- R BRY
eventPayload.geolocation.latitude

- AMOIE Z2[H 2Ix|e] = Lch.

- AL =Xt
eventPayload.geolLocation.longitude

- MOIE 22X @Ix|e] Bz Lct

- AL xR
eventPayload.address

- AIO|EQ| FAQLCt

- RY EAY
eventPayload.serialNumber

« Ktihro| 4 HS QLo

eventPayload.make
o Rhto| MZE AN LICEH
- 98 BXbY
eventPayload.model
« Ktoto| mRAQLCE.
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vl &7|0 PE ClolE 2EZE o|0| 88 82, ChE&E +dstod Clo|H LHELHZ| Z=MAE ||
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Amazon Monitron &€ L}

2. ZEMEZ o|lsF Lt

3. =M E2to|E Clo|E{ LHELHZ|E SX[ELIc.

4. 2to|2 O|o|E LHELHZ|E AlZrstod M CIO|H 2ERS gLt

5. MZ M3t Clo|ef AERIS MEIEHLICH

6. 2tO|2 CI|O|Ef LHELHZ| Al2hg MEHEFLICE Ol M| 2 7|0b7} CI|O|E{ AEZIE Sl HO|IZEE
M&ELct

7. (MEH AR Kinesis 2&€ 2 0|5 35104 0| Cl|o|E| AEZ|Z AMX|ELICH

8. v2A7|0+E AL85t0d Mz &8 CIo|E AERIS| M & YHE 7 HotMlR.

O|lM M £EBI0| v2 A7|0tE Eote HOIZEE M HZle= MEELICH ol2{8t HZ!e| 2 E |0
EE *Elsttdie 8¢ F el MZ O E HIIE A8sto] UahEl A4S |KIste Kol E&LICH of
E S04 Athena &2t Z2 CHE MH[AE AEELICH AWS Glue.

@ Note
Amazon S3Z H|0|EHE& ™&5tE B2, v2 A7|0HE AFE 35104 Amazon S301 C|O|EHE &6t
= o] CHal XtA|S| 2ot eEd™ L2 H ClO|E{& Amazon S30i| & dt= LS L otE Al
2.

(® Note
Lambda & +& Al&35t04 HO|2EE ME|RICHEH Lambda® CI|O[HE XE[st= YW E ot

2AL. Lambda UO[O|E Mol M RiMIEF LIS HxE s JU&LICH
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Lambda& A& et Cl|O|E] #{2| YUH0|E

LambdaZ O|O|E{ XA2|& UO|0|ESE{™ v2 Cl|0|Ef AE 20| O|A| O|HIE Z|dto|2t= M2 1245Hof
|_ A

gLlch =7| vl Lambda ZE&= CI21} H|FME = UsL|Ch.

import baseb4

def main_handler(event):
# Kinesis "data" blob is base64 encoded so decode here:

for record in event['Records']:
payload = base64.b64decode(record["kinesis"]["data"])

measurement = payload["measurement"]
projectDisplayName = payload["projectDisplayName"]

# Process the content of the measurement
# ...

v1 O|O|E{ A 7|07} R ST A20f Q222 0|FM Lambda ZE= ZE M O|O|E{ AEZIHAM &S
SHX| et &L|Ct.

C}2 Python MEZ I =& O|0|H A 7|0 v2E A& 3104 Kinesis AEZ Q| O|HEE X2|gfLICH ol =2
E= M eventType ZIZHO/EE AL 50 ME| YeFS M HEHE X|HELICH

import baseb4

handlers = {
"measurement": measurementEventHandler,
"gatewayConnected": gatewayConnectedEventHandler,
"gatewayDisconnected": gatewayDisconnectedEventHandler,
"sensorConnected": sensorConnectedEventHandler,
"sensorDisconnected": sensorDisconnectedEventHandler,

def main_handler(event):
# Kinesis "data" blob is base64 encoded so decode here:
for record in event['Records']:
payload = base64.b64decode(record["kinesis"]["data"])

eventType = payload["eventType"]
if eventType not in handler.keys():
log.info("No event handler found for the event type: {event['eventType']l}")
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return

# Invoke the appropriate handler based on the event type.
eventPayload = payload["eventPayload"]

eventHandler = handlers[eventType]
eventHandler(eventPayload)

def measurementEventHandler(measurementEventPayload):

# Handle measurement event
projectName = measurementEventPayload["projectName"]

def gatewayConnectedEventHandler(gatewayConnectedEventPayload):
# Handle gateway connected event

# Other event handler functions

Kinesis v10i A v22 ofo|z2&|o|M
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- TZ2ME - gws:monitron:project
« MO|E - aws:monitron:location_levels
ZZME Ef1 gf A
Amazon Monitron & 2 AI&35l0o dFE ZE2ME ZIS HMY = AsLict ZEMEO| EfT 72
Z2HME IDRILICEH
Amazon Monitron ZE2MEof| T E £ Ef 7t HAMst{™:
1. https://console.aws.amazon.com/monitron Amazon Monitron 2& 2 LICt
2. EZEHME MMHE MEfELCY.
3. EMEFMZEZNEE MEIFLIC
Z2ME SE2 T 2ME ofgfol EA|FLICH
Amazon Monitron X Amazon Monitron » Projects
PI'OjE(tS ProJECtS

» How it works

Project (1) fo Create project

Q Find projects

1 ©
Project name v Project Id
Q Test_Project :
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Amazon Monitron X

Projects

Test_Project

¥ How it works

B
LS
Create project

Create a project to monitor
your assets.

© Created

Project details info

Project name
Test_Project

Amazon Monitron > Projects » Test_Project

cas

Add admin users

Assign admin users to manage
assets and sensors within a
project.

® Admin user added

=R

Email instructions info

send users instructions for
accessing the Amazon
Monitron app.

Email instructions [£ |

Project link
Open in Monitron web app [

Open in Monitron web app [2

=

Manage user directory
Info

Use IAM Identity Center to
manage your user directory
for Amazon Monitron.

Open 1AM Identity
Center [
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Getting Started MNew User-defined cost allocation tags | AWS generated cost allocation tags |

Home New

Billing and Payments

Bills AWS generated cost allocation tags (1/2) e Activate

Payments

| Q, Find cost allocation tags | 1 '@}

Credits

Purchase Orders = Tag key s Status Vv Last updated date v Last used month ¥

Cost Analysis
4 [ ] ®mactive  December 06,2023, 11:10 (UTC-0500)  December 2023

Cost Explorer New
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Cost Explorer Saved Reports
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Billing and Cost
Management

Home New

Billing and Payments
Bills

Payments

Credits

Purchase Orders

Cost Analysis

Cost Explorer Saved Reports
Cost Anemaly Detection
Free Tier

Data EXports New

Cost Organization

Cost Categories

Cost Allocation Tags
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Budgets and Planning
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Region Clear
Total cost Average monthly cost | Choase regions - |
$18,809.41 $3,134.90
Instance type Clear
Service count | Choose instance types v |
14
I Usage type Clear
Costs ($) | Choose usage types v |
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Resource Clear
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Settings

General

Language
Espariol (Espana)

Measurements

Wibration units

=R
Mmy's
Temperature unit
Celsius (C7)
@ The following settings were successfully
saved: Language, temperature, and vibration
unit.
Y ¥ 27|
= LE =g= f=3 f=3 ™
4, MK AT MY HFE SEstH ST 22 LE0| ZAIELICH
MY HE 414

e
k]
Yon



Amazon Monitron A MEM

Settings [ s | A wll .l ? -
e . Settings Save
You have unsaved changes. x
| General
- - Language
English (US) v
You have unsaved changes. X

If you exit without saving, you will lose the
changes you made to your settings.
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* CreateProject

* UpdateProject

» DeleteProject
» GetProject

* ListProjects
* AssociateProjectAdminUser

» DisassociateProjectAdminUser

 ListProjectAdminUsers

* GetProjectAdminUser

» TagResource
» UntagResource

» ListTagsForResource

* CreateSensor

* UpdateSensor

* DeleteSensor

* CreateGateway

* DeleteGateway

» CreateSite
» UpdateSite
* DeleteSite
* CreateAsset
» UpdateAsset
* DeleteAsset

* CreateAssetStateTransition

» CreateUserAccessRoleAssociation

» UpdateUserAccessRoleAssociation
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https://docs.aws.amazon.com/Monitron/latest/user-guide/what-is-monitron.html
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "principal ID",

Harnﬂ: HARNH’
"accountId": "account ID",
"accessKeyId": "access key ID",

"sessionContext": {
"sessionIssuer": {
"type": "Role"’
"principalld": "principal ID",

Harnﬂ: HARNH’
"accountId": "account ID",
"userName": "user name"

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "timestamp"

}
iy

"eventTime": "timestamp",
"eventSource": "monitron.amazonaws.com",
"eventName": "DeleteProject",
"awsRegion": "region",
"sourceIPAddress": "source IP address",
"userAgent": "user agent",
"requestParameters": {

"Name": "name"
},
"responseElements": {

"Name": "name"
I
"requestID": "request ID",
"eventID": "event ID",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "account ID"

OH
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DeleteProject 2f @] AlI{(THEt 204 2F

Cl2 o= 2F Yo 2 Q5 DeleteProject 2 210| Aufdt = CloudTrail 201 LIEIE = QU=
LHE S 20{ELICt 0| B2 LR = AIEXIoA X|HE Z2MEE AMX|E HEto| gle Het Ro{ 27
Lt
{
"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalld": "principal ID",

"arn": "ARN",

"accountId": "account ID",
"accessKeyId": "access key ID",
"usexrName": "user name",

"sessionContext": {
"sessionIssuer": {3},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "timestamp"
}
}
.
"eventTime": "timestamp",
"eventSource": "monitron.amazonaws.com",
"eventName": "DeleteProject",
"awsRegion": "region",
"sourceIPAddress": "source IP address",
"userAgent": "user agent",
"errorCode": "AccessDenied",

"requestParameters": {
"Name": "name"

.

"responseElements": {

"Message": "User: user ARN is not authorized to perform: monitron:DeleteProject
on resource: resource ARN"

I
"requestID": "request ID",
"eventID": "event ID",

"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "account ID"
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "principal ID",
"arn": "ARN",
"accountId": "account ID",
"accessKeyId": "access key ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "principal ID",
"arn": "ARN",
"accountId": "account ID",
"userName": "user name"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "timestamp"

}
},
"eventTime": "timestamp",
"eventSource": "monitron.amazonaws.com",
"eventName": "DeleteProject",
"awsRegion": "region",
"sourceIPAddress": "source IP address",
"userAgent": "user agent",
"errorCode": "ConflictException",
"requestParameters": {

"Name": "name"
},

"responseElements": {

"message": "This project still has sensors associated to it and cannot be deleted."
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},
"requestID": "request ID",
"eventID": "event ID",

"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "account ID"
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"Effect": "Allow",

"Action": [
"kms:ListKeys",
"kms:DescribeKey",
"kms:ListAliases",
"kms:CreateGrant"

1,

"Resource": "*"
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSSexrviceName": "monitxron.amazonaws.com"
}
}
}I
{
"Effect": "Allow",
"Action": [
"monitron:*"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"kms:ListKeys",
"kms :DescribeKey",
"kms:ListAliases"
]I
"Resource": "*"
}I
{
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"Effect": "Allow",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"monitron. *.amazonaws.com"

3},
"Bool": {
"kms :GrantIsForAWSResource": true

"Sid": "AWSSSOPermissions",

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"ds:DescribeDirectories",
"ds:DescribeTrusts"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:ListStreams"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"logs:DescribelogGroups",
"logs:DescribelogStreams",
"logs:GetLogEvents",
"logs:CreatelLogGroup"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/monitron/*"
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A You need to have a gateway nearby to

transfer the data collected by sensors.
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