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https://docs.aws.amazon.com/AmazonS3/latest/userguide/outposts-sharing-with-ram.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsManaging.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsCapacity.html#S3OutpostsCloudWatchMetrics
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsNotificationsCWE.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsCloudtrail.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html#ConsistencyModel
https://docs.aws.amazon.com/ec2/index.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshots-outposts.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-on-outposts.html
https://docs.aws.amazon.com/datasync/latest/userguide/getting-started.html
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3outposts/index.html
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https://docs.aws.amazon.com/cli/latest/reference/s3/#available-commands
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/cp.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/mv.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/sync.html
https://docs.aws.amazon.com/cli/latest/reference/s3/ls.html
https://docs.aws.amazon.com/cli/latest/reference/s3/presign.html
https://docs.aws.amazon.com/cli/latest/reference/s3/rm.html
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https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-restrictions-limitations.html
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/s3/src/main/java/com/example/s3/outposts/CreateOutpostsAccessPoint.java
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subnet-8c7a57c5 --security-group-id sg-abl9e@d1
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https://docs.aws.amazon.com/outposts/latest/userguide/how-outposts-works.html#region-connectivity
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+ Enable(Z A48t - B2 Lf Z40ll S3 X RH2IS FAIBHELICH B0l £74El R E ZHFE D
Q8 A ID 2 waLc

2ol CHEt REMIEE LIS 2 S3 on Outposts %! 2| S3 T #Eof| CHE #E| MMe #
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
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8.

10.

11.

12.

13.

[Outposts HAM|A ZOIE M (Outposts access point settings)] EHHO|A HM|A ZOIE 0|EE &
gLt

S3 HMA ZRIEE= S32| 3R ClO|E{ MEO| CHEF CHH 2 HIO|E HAM|A ZE[E ZHASHENLICH
MM A ZQIE= S3 A 22 s&st= Ol AHSE = E Outposts HZ!ol| 1A E HERIT

A
A= xZQIEQILICH RtAIEH LIS HAMA ZQIE MME A ERSIML.

E 0|&2 0| 2™ X Outposte| A LHo|AM T F5HoF tmH HAlA ZRIE A & A

0| Amazon S3 on Outposts HA|A ZRIEof CHEH VPCE MEHEFL|C

VPC7} @12™ VPC 4 (Create VPC)2 ME4EL EP. KEMIEH LI 2 Amazon S3 AFHE A9
JhA mapolY! 222 E(VPC)E KIBHEl HAIA

m
O
|m
=]
N
N
i
itd]
b
g'l_l
x
FO

Virtual Private Cloud(VPC)E AF&35t AFEAL7L Holft 7t HEQIZE AWS E|&AAE | Fef
T U&LICH O] 7t HIERZ = AWSQ| &% 7tsEt QIZEIE AL 8= ot #H 1249
gt

AHA| ol olE] MEfolM 2Yst= 7|E HES =2t of

Ir| 40
Jo
z_

(Z7I& VPCof CHEH M AtE) A= ZQIEof CHaH AEZQIE MEL! (Endpoint subnet)S MEHE

L|Ct.
MEH2 VPCO| IP T4 HLICH Hste MEY 0| gie™ MEY 44d(Create subnet)=2 41EH
gk kM8 LE& 2 S3 on Outpostsod| CHEF HIEQZ MME & ZSHAR.

(ZI&E VPCO| CHEt MEd At AlEZQIE CHEH AEXZQIE Ot I F(Endpoint security

group)= MEHEIL|CEH

« Z2}0|%(Private) - VPC2t &7 AL E Z< MEHFFLICH
« 124 A ] IP(Customer owned IP) - 2 Z3|0|A HER/Z LA T2 4] IP T4 E(ColP)t
A ALY B MEHELICH

(B4 ALE) Outpost HM|A E QIE HE(Outpost access point policy)2 XIHELICH E&£0=
Mol M AR E £ e HMA ZQIE O] Amazon ElAA O|E(ARN)O| RIS 22 E A|E/LICH.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-restrictions-limitations.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-restrictions-limitations.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-vpc.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html
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® Note
Outpost AEZQIET} WHE|D HZ!0| AAEE ZH|7t E|24H %[CH 55
LicH F7F HZ! ™ -_r“é'>'3|' BH ME HE 2 7|(View details)E 1=
AWS CLI AHE

Example

CS of| Mol A= AWS CLIE A
oI-L_ll:l. ol D#E#%

aws s3control create-bucket --bucket example-outposts-bucket --outpost-
id op-0lac5d28a6a232904

Java& AWS SDK AIE

Example

Java® AWS SDKE A+&3104 S3 Outposts HZ!E BHE = Y8 9| 0| = Java 2.x8
M| Q| CreateOutpostsBucket.javaZ & X35HMIL.

S3 on Outposts HHZ!0d| CHEH EH2 F=7}

Amazon S3 on Outposts EHHZ!0| CHEF Ef2E
= I s

=
=
= z2sE 120 CfEt 7IE 7IES FEE 4 el

(@ Note

HZle HZle MAMst= AWS HZH0| ALSHH O] AN EfaE B85
Lt

)]
&
M
[lg

AE

1. AWS Management Console0| 21218t £ https://console.aws.amazon.com/s3

835104 S3 on Outposts HHZ!(s3-outposts:CreateBucket)S &M
AMSEd™ user input placeholders& AFEXIQ| HEZ CHAIEFLICH.

AL AN
M 42 £+ s
stL|C

o o

AWS SDK Z E 0§

750 AEE|X| HIE FX5HL} 7jgd =2 M E £

/0l| A Amazon S3

Z&S YLt

EN F7t
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/s3/src/main/java/com/example/s3/outposts/CreateOutpostsBucket.java
https://console.aws.amazon.com/s3/
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0o
1z
0%
x

I~

- =St LICH
HZRE Ef27}F QU= Outposts HZAIS MEHEFLICE
2 (Properties) B2 ME{EHLICEH

B0l HES MEHEFLICH

r

2. 2% = FH0olA Outposts HZ! S MEHE
4

o o kW

M EiZ =7HAdd new tag)E MEHSI T F|(Key) & Zf(Value)(MEH AFEN S U=EHLICH

NE Z2ME F= Z2ME JF0i CHet 7IEH 7|& 2 F25t2{H Outposts H{Zl0l| Z2E EfT

7. Save changes(t1d AtE MEHE MEAELICE

AWS CLI AFZ

CHZ AWS CLI oAM= $& EEH0M Ei(tagging. json)E X|E35t= JSON EAE A& 5t
04 S3 on Outposts HZ!0A| EiT K| 7S MEELICH O] tNE AME3tEdH Z user input
placeholder& AM&Xto| HE 2 CHA|ELICE.

aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging file://tagging.json

tagging. json

{
"TagSet": [
{
"Key": "organization",
"Value": "marketing"
}
]
}

CHS AWS CLI o Mol M= BHAE0llM =% S3 on Outposts BHHZlol| Ef 4 E ME&rL|Ct

aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging 'TagSet=[{Key=organization,Value=marketing}]'

O| H&dod| CHEt AEAIEH LI 2 AWS CLI & Z 9| put-bucket-tagging= & X 35HML.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/put-bucket-tagging.html
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HZ! HAM S AF2 35104 Amazon S3 on Outposts E{Z!0| CHEF U M| A
=

HA EE2 HA S siF HZA o ZA[of BMA HELE £
Access Management(IAM) & lL|Ct HZ! &2 AH2H
AE HEt 2 HA ARKIL ARE

ElLICH REAMEF L8 2 HZ! E2 MMdE M xstM L.

7|9t AWS Identity and
e = A&LIch HElol| o
Z 2

37|7} 20KBE A8t

oo 12 @

Hd
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»
lo
N
2
2
2

HZ! M S Aol 0|E 5104 Amazon S3 on Outposts HHZ!0f| CHEF HMAE #HEIE = U&LICH RHAMIE
LI&2 ClE &858 FEsAM L.

=AM

« Amazon S3 on Outposts HHZ! 9| HZ! &M F 7} E£= HE

« Amazon S3 on Outposts HHZ!2| H{Z! 2= H 7|

« Amazon S3 on Outposts EHHZ!2] H{Z! =Y Al

. ! B ol

Amazon S3 on Outposts HHZ! 2| HZ! H& F71 EE= HE

HZ M2 HA o sHE HZA o ZiA|ol| HMA HEtE Ro{" = U= ElaA 7[8 AWS Identity and
Access Management(IAM) S {L|CH HZ! AR X2 HAME HIIO| HAZ2E = A& HZlof o
ZAE HEt 2 HA ARKI ARE ZE HZo] 2ol MSELICH HZ! HME 37|71 20KBE A&t

ElLICH REAMEF L8 2 HI! EA MMdE M xstM L.

CtE A0 M= AWS Management Console, AWS Command Line Interface(AWS CLI) 2= AWS
SDK for JavaZ AF&3+04 Amazon S3 on Outposts HZ! M2 AUO|0|EstE Wi e Eoi&LICH
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https://console.aws.amazon.com/s3/
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5. M HMZ MESHHLE HAME THEISHE{™ Outposts HZ! Z32H(Outposts bucket policy) A1l 4404 A
A

O|Al| S3 on Outposts HZ! MM Z FItat7{LE WEE = U&LICH XM L& S3 on Outposts
2 AM AHE MMHE B XML

AWS CLI AFS
CHE AWS CLI 04| |0 M= Outposts HA ol &S X gfL|Ct

1. OIS HZ! HX 2 JSON ThU 2 X ELICH O] ol AlofMq Q| O|F2 policyl.json2Z K|
MELCH user input placeholdersE& Ar&Xto| HE 2 CHA|ELICEH

JSON

"Version":"2012-10-17",
"Id":"testBucketPolicy",
"Statement": [
{
"Sid":"st1l",
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::123456789012:root"
},
"Action":[
"s3-outposts:GetObject",
"s3-outposts:PutObject",
"s3-outposts:DeleteObject"”,
"s3-outposts:ListBucket"
1,
"Resource":"arn:aws:s3-outposts:us-
east-l:123456789012:outpost/op-013c5d28363232904/bucket/amzn-s3-demo-bucket"

}

2. put-bucket-policy CLI B&io| AL Z JSON m}US MEELICH O] HHES MMSEIE{H user
input placeholders& A+&Xte| HEZ CHA g LICE.

T
»
0
12
i
N
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aws s3control put-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --policy file://policyl.json

JavaE AWS SDK AtE

CH2 SDK for Java 0| AM|0{ A= Outposts HHZ!0l| HA S Mg L|C},

import com.amazonaws.services.s3control.model.*;
public void putBucketPolicy(String bucketArn) {
String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testBucketPolicy\",

\"Statement\": [{\"Sid\":\"st1\", \"Effect\":\"Allow\",\"Principal\": {\"AWS\":\"" +
AccountId+ "\"},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + bucketArn + "\"3}13}";

PutBucketPolicyRequest reqPutBucketPolicy = new PutBucketPolicyRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withPolicy(policy);

PutBucketPolicyResult respPutBucketPolicy
s3ControlClient.putBucketPolicy(reqPutBucketPolicy);

System.out.printf("PutBucketPolicy Response: %s%n",
respPutBucketPolicy.toString());

Amazon S3 on Outposts H{Z!Q| B{Z! Ha H 7|

HZ G2 HZ 0 T HZ 2| ZA|of HM|A HEHE Roied = U= Elad
Access Management(IAM) EAQIL|Ct HZ! AR AR HAMS
F 25

[ R |
ZE HES 7 ARKIF ARE ZE HZIO| ZAof TS

2 7|9t AWS Identity and
HZlo| @8e = A&LICH BHZlof
2 37|7t 20KBZ A&

ELich RhAlE 82 HA EA Hag FERSHAAIR.

CtZ FA oAM= AWS Management Console, AWS Command Line Interface(AWS CLI) &= AWS
SDK for JavaZ AF&3+04 Amazon S3 on Outposts HHZ! M2 g & 0I5t = wie HoiELICt
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S3E& A8

1. AWS Management Console0ll 21218t & https://console.aws.amazon.com/s3/0| A Amazon S3
Z&S AUt

2. 2l% Bt Zof| M Outposts HHZ! 2 MEHFHL|CE.

3. HWEE HFHo| U= Outposts HZIS MEARFLICH

4. [Permissions] Bl ME4EHLICH.

5. Outposts HZ! & (Outposts bucket policy) MMM 7|E HZ! HHME HAEE = U&LICH KA
3t LI 2 S3 on Outposts 2 IAM A7 EHHE HESHAAIL.

AWS CLI AIZ

CHS AWS CLI 04| M|0 M= Outposts HHZ!of| CHEH H2 S 7t X4 LICt O] HES M™5I2{H user
input placeholders& A-&Ate| HEZ CHA|ELICE

aws s3control get-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

Java& AWS SDK Al

CHS SDK for Java 0 A|0{ A= Outposts H{Z!oi| CHEF HA S JFR{S LIC}.

*

import com.amazonaws.services.s3control.model.*;

public void getBucketPolicy(String bucketArn) {

GetBucketPolicyRequest reqGetBucketPolicy
.withAccountId(AccountId)
.withBucket(bucketArn);

new GetBucketPolicyRequest()

GetBucketPolicyResult respGetBucketPolicy
s3ControlClient.getBucketPolicy(reqGetBucketPolicy);

System.out.printf("GetBucketPolicy Response: %s%n",
respGetBucketPolicy.toString());
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Amazon S3 on Outposts EHHZ! Q| H{Z! &4 Abx||

HZ! 22 HZIDF sHE HZ! o ZAol M A HEHES Ho{E 4+ = 2lAA 7|8 AWS Identity and
Access Management(IAM) SR L|Ct HZ! AR AP HAE HAO| 12" = U&Lict H3of o
AE HEtE HA *°XF F Af8t 28 HZ o] Zxof MEELICH HEA! HA2 37(7t 20KBE A&t
ELICH REMIEH LI82 HZ! HAH S HASIMAIR.

Ct2 FAM A= AWS Management Console B2 = AWS Command Line Interface(AWS CLI)E AE 5t
0 Amazon S3 on Outposts HZ! HAM 2 = 0lst= WS Ho{FL|C}.

S3Z2& A8

7! B AR

1. https://console.aws.amazon.com/s3/0l A Amazon S3 &2 ¥ LIC}.
2. 2% B 3oi M Outposts HHZ! 2 MEHEHL|CE

3. WEE Mol = Outposts HZIS MEAELICE

4. [Permissions] B2 ME4ELICT

5. Outposts HHZ! 2 EH0| M A K| (Delete)E =4 EFLICE

6. AME Zelghuich

AWS CLI AHE

ClS oMol M= AWS CLIE AHE 35104 S3 on Outposts HHZ!(s3-outposts:DeleteBucket)2| HZ!
Mxig AX|EHLICE ol H™EE AMESE{™ user input placeholdersE ALEXIQ| HEZ CHA|E
L|C}.

aws s3control delete-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

HHZ! E2 o A

S3 on Outposts HZ! MM S ALS5HH MAEH HEH2 7t T ALSAHEE ZiRf|of| BMAE = UEF 5104
S3 on Outposts HZ!o| ZHA| HMAE ES & = &Lt IBH2 ALSKtet: MEHE #Eto| gict
™ S3 on Outposts 2|AA0 HMASIK| ZeHH & = UA&LICH

O| MAM0f M= S3 on Outposts HHZ! 2= 0| 2HEXO1 AL Abedlol| CHEt ol M E M AR LICH of2{8t ™
M E|AESE{M™ user input placeholdersE (M3t HZ! 0|8 S) AkAl HEZ CHAIErLICEH
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https://console.aws.amazon.com/s3/

Outposts0ll 2| Amazon S3 A8 YA
2% Zlgto 2 o MEHS Hof = 7551248 Amazon 2l4A O|S(ARN) U 7|E} Zholl U=t
EXH*)E A8 st FEuCh 01|% Eof, 38 UFALE AIZEHL .htmlot 22 XIHE SHHAE B
L= A 2Eoi cHet HHAE Hofg = U&LICH

AWS Identity and Access Management(IAM) Z3& ©10{0i| CHE XtA|E LHE 2 S3 on Outposts £ 1AM
HYE FZStAAR.

(® Note
Amazon S3 Z2&2 A&35t0q s 3outgost Het2 HAEEY 32 2£0| F 5t F7t HE
s3outposts:createendpoint & s3outposts:listendpoints S& §o043HofF &LIC}

ol
il

I

BZ! A M I8t 5t Blas

« S3on Outposts HZ! HA S OHE M AASE &= U= IAM HH & BlAA YU THF| FE2
Actions, resources, and condition keys for Amazon S3 on Outposts& & Z5HM[2.
X

« S3 on Outposts Z3=H Ao CHEH X|E2 Amazon S3 on Outposts EHZ! 0| HHZ! &= 7} £ = T E
MMS & EEA2.

N — ]

- EYIP FAE 7|82 E Amazon S3 on Outposts EHZI04| CHEF Al A T2

EHIP FAE 78IS 2 Amazon S3 on Outposts HHZ0f| CHEF HMA 2|

HA EE2 HA O siF HZo| ZX|of HMA HEHE 2ofg
Access Management(IAM) A L|CE HZ! A f AR HAE H

ZAE HE2 HI ARKI AR 2E HAO| 2o M E LICH B2 HAH
ELICH REME L8 2 HZ! A MME HESHA L.

A 7|8k AWS Identity and
AZY = U&Lch HZAlo
Z =2

37|7} 20KBE A8t

HMAE S IP FALZ W5

CtZ oAM= RI™E P T4 HRAAM QEE 40| ot=l B, ofH ASXE XI™E HZ! LS| 24
01l S3 on Outposts 22 +dSHX| Zot=F HFE g LICEH

(® Note
EXM P A0 CHEE HMAE HeHE M= S3 on Outposts H{Zl0] HAM|AE 4 ol VPC =
IZOIE VPCAAIPFAEE QR IP FAL X|H5HoF gL|Ct OEX| etom™ XMA4sH HEHO|
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https://docs.aws.amazon.com/general/latest/gr/glos-chap.html#keyprefix
https://docs.aws.amazon.com/cli/latest/reference/s3outposts/
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazons3onoutposts.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsWorkingBuckets.html
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o|0| ZHX|X| et2 SEHIM ZE ALE A7t S3 on Outposts HHZ! 2| ZHA{|0of| CH3H s3outposts
HUE ™5t WS Ao HE St B HAof CHEE HM|A HEtS S ASH E = A

&LCh.

bl

{2 0| Condition B2 192.0.2.0/24 FA7} IPv4(IP HX 4) IP T4 58 Heloll £35H=X] A
L|C

0

|
B
=

o

_

Condition E82 AWS ™| =7 7|2 NotIpAddress & aws:Sourcelp =71 7|18 AFS & LICH
aws:Sourcelp =7 7|= HEE! IP T4 HP|ol|g A& = U&LCt o218t =74 7|0 CHEr XHA
Bt LI 2 Actions, resources, and condition keys for S3 on OutpostsE& & Z M. aws:Sourcelp
IPv4 2t :.‘.‘-._x CIDR E7|HE AFSELICH RHAI3H LIS S IAM AFS MTA{S| IAM JSON &2 @ 4

/A Warning

0| S3 on Outposts &S AL25t7| Fofl O] ofAl|2] 192.0.2.0/24 1P T4 HRAE AL ALE|
of Mgtet o2 "rEL|ct I K| fom™ HZlol| HMAE = ei&LICt

LS — L—

"Version": "2012-10-17",
"Id": "S30utpostsPolicyIdl",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Deny",
"Principal": "*",
"Action": "s3-outposts:*",
"Resource": [
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
accesspoint/EXAMPLE-ACCESS-POINT-NAME",
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
bucket/amzn-s3-demo-bucket"
1,
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "192.0.2.0/24"
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https://docs.aws.amazon.com/cli/latest/reference/s3outposts/
https://docs.aws.amazon.com//service-authorization/latest/reference/list_amazons3onoutposts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Conditions_IPAddress
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Conditions_IPAddress
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}

IPv6 TAE A5t TAH 8 miE 7|Z IPv4 Q| Q01T IPve T4 HOIE ZEEE X80 ZE M
Mg UMo|Est=E ROl E&LICE O|FH A &tH IPv6E T2tsts Sollz H20| A% 7|sE Lot

A HOIE &
[

Ct= S3 on Outposts HHZ! & 0| Mol M= IPv4 2 IPve =4 HeE
2 IPFALE ZF Eosts HE 2of ZLICH ol R oo M= IP F4& oA 192.0.2.1

TA=

9l 2001:DB8:1234:5678: :10{ CHEt VMAE HESIH, A 203.0.113.1 &
2001:DB8:1234:5678:ABCD: : 10{| CHEt M| A= HEEFLICE

gatod Zxlo| R

_|_

HE2 P T4 H Bt AA8E = /U &LICH aws:SourceIpOll CHEl IPv6
L

aws:Sourcelp &2 7|&= =)
EFLHZ| 2I5H - —AP%%*—’F A& LCt

22 EZ CIDR &4lo|o{of &L|Ct. IPveL| 7400°| HRE Lt
AM Al S

HA T Ao
(0d: 2001:DB8:1234:5678: : /64). RtA[EH LIS MBEAMO|IP FA X7 HAMKIE RZ5
NL.
/A Warning
0| S3 on Outposts % ";% ArZ35t7| Zof o] oi|X|ef IP T4 HRUE AFE Ateiof MEEt 22
HHEA L. OEX| o™ HIo| HMAE 5= gigLCh.
JSON

"Id": "S30utpostsPolicyId2",
"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowIPmix",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:xroo0t"

}I

"Action": [
"s3-outposts:GetObject”,
"s3-outposts:PutObject",
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"s3-outposts:ListBucket"”

]I
"Resource": [
"arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-01lac5d28a6a232904/bucket/amzn-s3-demo-bucket",
"arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-01lac5d28a6a232904/bucket/amzn-s3-demo-bucket/*"
]I
"Condition": {
"IpAddress": {
"aws:SourceIp": [
"192.0.2.0/24",
"2001:DB8:1234:5678::/64"

},
"NotIpAddress": {
"aws:SourceIp": [
"203.0.113.0/24",
"2001:DB8:1234:5678:ABCD: : /80"

Amazon S3 on Outposts HHZ! LI

Amazon S3 on OutpostsE AFHE 3t AWS OutpostsOil A S3 H{ZIE MMt 22 ool YMA, 2
Z olole A2l X ool BIXIHAI7t H2Et ol E2|7ioldE 2lsi 2Za0[A0M AME 2H ME
St AME = Q&LICE S3 on Outposts= S3 Outposts(OQUTPOSTS)EHE MEZ2 AEE[X| ECiAE
MSgLcCt ol 22iA= Amazon S3 APIE A& 304 AWS Outposts2| 0424 C|HFO|A 2} M0 T O]
EE o|E&tEl WAoo R oHHMo 2 XM SIE&F MAK|R}&LICE Virtual Private Cloud(VPC)E S &t
HHA ZOIE WA= ZQIE A4S ALE5H0{ Outpost HHZ! It S AIFFLICH HAMA A k5 3t EN
ZE EZ&50{ Amazon S3 HHZ!0| A2t ZH0| Outpost HHZ!0I|A ST API & 7|52 AIEE
LICt. AWS Management Console, AWS Command Line Interface(AWS CLI), AWS SDK E = REST
APIE &3l S3 on OutpostsE AFEE £ U&LICH RHAIEH LH& 2 Amazon S3 on OutpostsEh 7€
7t2? Mg RS,

A
2 R

o>

S3 on Outpostsof| A2| HHZ! 2Fof| CHEt XEA|IEH LH& 2 S3 on Outposts HZA! 21 EHHE & A SHAML.
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Outposts0f 2| Amazon S3 AFS AT A

= o

ClS odlMl= AWS Management Console, AWS CLI, AWS SDK for Javag AF23+04 S3 on Outposts

HZ S5 gHEHsle W e 2oiE Lo

S3

I
[lg

AE

1. https://console.aws.amazon.com/s3/0{ M S3 2&£& YJLIC}.

2. 2% B 3ol M Outposts HHZ! S MEHEHLICE

3. Outposts H{Z!(Outposts buckets)l| A S3 on Outposts HZ! S HEFLICH.

AWS CLI AFE
Ct= AWS CLI ofXl|= Outpostt] U= HA ST F S 7tA{SLICt o] BHEE Ar&3ted™ & user

input placeholder& A+EXto| HEE CHAMELICH o B o CHE REAIEH LI 2 AWS CLI &
Z 9] list-regional-buckets& & X 35HA

aws s3control list-regional-buckets --account-id 123456789012 --outpost-
id op-0lac5d28a6a232904

Java& AWS SDK AIE

CtZ SDK for Java | M|0f| M= Outpost2| HZ! S /2 7t X4ZLICt RHAIEH LI& 2 Amazon Simple
Storage Service API & Z 9| ListRegionalBuckets& & X 5tM[2.

import com.amazonaws.services.s3control.model.*;
public void listRegionalBuckets() {
ListRegionalBucketsRequest reqlListBuckets

.withAccountId(AccountId)
.withOutpostId(OutpostIld);

new ListRegionalBucketsRequest()

ListRegionalBucketsResult resplListBuckets
s3ControlClient.listRegionalBuckets(reqListBuckets);

System.out.printf("ListRegionalBuckets Response: %s%n"
respListBuckets.toString());

’
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https://console.aws.amazon.com/s3/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/list-regional-buckets.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/list-regional-buckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListRegionalBuckets.html

Outposts0| A 2| Amazon S3 AE HEM

AWS CLI &! Java® SDKE AF&3+04 S3 on Outposts HHZ! 712
7|

Amazon S3 on OutpostsE AFHE 3t AWS OutpostsOil A S3 HZIE MMt T 22 ool YMA, 2
Z ololH Mz2| & cllo|H BIX|HA|7l ZEe et ol EE(F|0|ME <« 2= of|0jAoM ZHAME A H”
St AAME &~ Q&LICH S3 on Outposts= S3 Outposts(QUTPOSTS)ZH= MZ2 AEE[X| Eci&
MZgrLict. ol 22iA = Amazon S3 APIE AFHE 3 AWS OutpostsQ| 0424 C|HFO|A 2F AB{of IHIOI
EE o|&&tEl Ao R oHHMo 2 XMHESIEE MAK|}ELICE. Virtual Private Cloud(VPC)E &8t
HM|A ZQIE WA ZOIE HAZAZ AFE 5104 Outpost HHZ! T S AIFFLICEH HAM|A HE of S35 El
& E 85104 Amazon S3 HHZ!0|AQF Z 0| Outpost HHZI0IAM S API & 7SS AR E = &
L|Ct. AWS Management Console, AWS Command Line Interface(AWS CLI), AWS SDK E= REST
APIE &3l S3 on OutpostsE A& e = U&LICH AbAM|EH LH& 2 Amazon S3 on OutpostsEt F X!
727 MME BT SHMIR.

Ct= oMol M= AWS CLI 2 AWS SDK for Javag A& 304 S3 on Outposts HAE 7K 2= Y2
HoiE L.

@ Note

AWS CLI == AWS SDKE £33l Amazon S3 on OutpostsOi| A ZHd&t il B{Z! 0

Outpost2| HMA ZQIE ARNZ NS ELICH AMA ZRIE ARN2 CtSot Z2 HAIE F[6t
=0, 047|M region OutpostZt ¥x|8t 2|M 2| AWS 2| ZEIL|CH
arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-outposts-access-point

S3 on Outposts ARNOY| CHEF RFAM|EH L& 2 S3 on Outposts 2| 2|44 ARN EHHE F X 5tHA
o

-l .

AWS CLI A3

Ct= S3 on Outposts MMl A= AWS CLIE AtE35t0{ HZIE 7t SLICt O] BHE AtEste{™ 2
user input placeholderE AFEXtQ| HE Z CHA|ELICE o] W&ol CHEH REMIEH LIE 2 AWS
CLI & Z 9| get-bucket2 & XA L.

aws s3control get-bucket --account-id 123456789012 --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket"
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/get-bucket.html
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Java& AWS SDK A&

0o
1z
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Ct= S3 on Outposts MN[0 A= Java@ SDKE Ar&35t0{ HZIE 7HXAZLICH REAIEH LI 2 Amazon
Simple Storage Service APl & Z 9| GetBucket=2 & Z35HA| 2.

import com.amazonaws.services.s3control.model.*;
public void getBucket(String bucketArn) {

GetBucketRequest reqGetBucket = new GetBucketRequest()
.withBucket(bucketArn)
.withAccountId(AccountId);

GetBucketResult respGetBucket = s3ControlClient.getBucket(reqGetBucket);
System.out.printf("GetBucket Response: %s%n'", respGetBucket.toString());

Amazon S3 on Outposts EHZ! AHA]|

Amazon S3 on OutpostsE AFHE 3t AWS Outposts0il A S3 HHZIE MMt 2Z H|o|E HMA, 2
Z d|o|H ®2| ! dlo|H BlIX[EHAI7} 2Bt oHEE|7Ho|ME 26 20|20 AME &M XME
St Z4AHEN &= Q& LICEH S3 on Outposts= S3 Outposts(OUTPOSTS)EHE MZR2 AEZ|X| EEAE
MEgtuct ol 22iA & Amazon S3 APIE AFE3HH AWS Outposts 2| 0424 C|HFO|ASF AHB{0]| H| O]
EE O|&stEl WAoo 2 oHHdMo 2 XMESHE S MA K& LT Virtual Private Cloud(VPC)E &3t
HMA ZQIE W AM=EZQIE HAAZ AFE 5104 Outpost {21 S AR LICH HAM|A M2 oF & 35 Ef

22 2535104 Amazon S3 HHZ!0AM2F Z- 0] Outpost HZIOIAM S LS API L 7|5 AR E £ Q&

L|Ct. AWS Management Console, AWS Command Line Interface(AWS CLI), AWS SDK == REST
APIE &3l S3 on OutpostsE A& = U&LICH AFAM|EH LHE 2 Amazon S3 on OutpostsEt F Q!

27 MMEg HZshM .

S3 on Outposts0i| A 2| H{Z! ZFdod| CHEF REAEH LHE 2 S3 on Outposts %! 2] EHRE EESHMIR.

HZIS B2 Mdsts AWS AIBI0| 2950 Ol ABE HZIS AXE £ s SUs AR

(@ Note

* Outposts HHZ!2 A A|5tedE HZ! 0] H|oq Rlo{of g L|ct
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucket.html

Outposts0f 2| Amazon S3 AFS AT A

Amazon S3 Z& 2 S3 on Outposts 24X 2rdE K|35t K| 2L & LICt S3 on Outposts H{Z! 2
AN E AX|5I242d REST API, AWS CLI EE= AWS SDKE Ar&3aH{oF g LIC}.
C

« Outposts HZ!E At A|5tE{H HA{ HZ!od| CHEt Outposts VM| A EZQIEE AFK[SHOF & LICEH
REMIEH LH8 2 AHMA ZQIE AKX CHEE FHESHAAIR.

. AR HZIS ST 4 g

J

ok

1
>

LICH

CtZ odl Ao A= AWS Management Console 2! AWS Command Line Interface(AWS CLI)& At& 5104
S3 on Outposts HZ!2 AMX|St= W2 2 oS LICt

S3EZ& M8

1. AWS Management Console0| 2118t £ https://console.aws.amazon.com/s3/0| A{ Amazon S3

o
B
m o
e
r
[ul

F A 2Foj| M Outposts HHZ!2 AMEdSFL|CE

=
stois HZ!E MEist o AKE MEfEfLICH

1z
Pl

N
s
Pl
i
Lok
ro
ok
-
ful

AWS CLI AFS

CHS oMol A= AWS CLIE AFE 3104 S3 on Outposts HHZ!(s3-outposts:DeleteBucket)S AHA]|
sfLct ol HAEe *'°”%} 24 user input placeholdersE& A&XIQ| HE 2 CHA|ErLICEH

aws s3control delete-bucket --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

Amazon S3 on Outposts HMA EZOIE EHQ]

Amazon S3 on Outposts EHHZ!0f| HA|ASHE{Td MA|A ZQIEE M5t F45HOF BLICH
MM A ZQIE = Amazon S32| 3R ClO|E| MEo| CHEF CH 2 CIO|E HA|A BE[E ZHASHELICE
HM|A ZQIE &= GetObject 2 PutObject Z2 Amazon S3 ZHA|| e +&85t= Ol AISE = AU
s HZ1o| ZHA|off MM A
4

E S ALY ‘?_‘|7E='5._ J1E23 A=XZQIEQIL|CE S3 on OutpostsE &3l Outpost
A ZQIEE MEdHOF BLICH HMA ZREE Tt SAE AEIYQ

—_— —
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® Note
Outposts HHZ!2 Outposts HHZ S MA5t= AWS HHO| AR 3HH O] HH2 o AAMA
Cta L

Ct= Etoi M= S3 on Outposts HZ!Of| CHEF HAM|A ZQIEE MMt T 22[st= EEdoll CHa MHEF
L|C}.

A

+ S3 on Outposts HMA ZOIE HH

« S3 on Outposts HHZ! HA|A ZQIE 0| HZ! AEIY HE ALE

« ML ZOIE FHof CiEt BE 27|
AX

« Amazon S3 on Outposts Al

o HMA EZOIE AMK|

n

. AMA EOIE HM I} e T

« S3 on Outposts UM A ZIEof

S3 on Outposts HA|A ZQIE MM
Amazon S3 on Outposts HHZ!0f| HA|ASHE{TH HMA ZQIEE MMt F 4435l oF gFLiCt.

Amazon S32| 35 O|O|E{ MEof CHEt CH 2 CllO[E HAM|A BE|E ZHASHELICEH
HMA EZRIEE= GetObject X PutObject 22 Amazon S3 24| Qg +&st= Ol MSE = U

= 2o ¢4 ZE HIEQ T A= Z QIEQILICE S3 on OutpostsE S35l Outposts B2 2] ZHA||of] A&
524 M A ZRIEE ALSdHoF FLICH HMA EZRIEE= Tt SAE AEMYO| T4 X|H0H X|HE
L|Ct.

HMA ZOIEE
IEE=G

CHS od| Mol A= AWS Management Console, AWS Command Line Interface(AWS CLI) & AWS SDK
for Javag Ar&3+04 S3 on Outposts HMA ZOIEE Mdst= WHdg EoiFLCH

Outposts HZ!2 Outposts HHZIE MM5HE AWS HZ 0| ARSHH O] A™ES HZlof HMHA

HMA ZOIE MM AP| %1 2006-03-01 44
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S3IZE M8

1. https://console.aws.amazon.com/s3/0lAM S3 2£& L|ct

2. 2F EHMEFHM Outposts HZS MEfEL|CH

3. AHMA ZQIEE HM5tE{= Outposts HZIS MEARFLICH

4. [Outposts HAM|A ZQIE (Outposts access points)] B2 MEHEILICH.

5. Outposts M A L OIE EF0) M Outposts HAM|A ZQIE MZ MEIFHL|CH

6. Outposts AA|A ZQIE M3 CHOA BMHA ZQIEQ| O|ES YUAstT HMA ZEQIE Q| Virtual

Private Cloud(VPC)& MEHEHL|C.

Ct ZdRHS o2
<] = =

1L

7. HMA EZOIEO CHft HAME F7}56+24M™ Outposts VM| A EQIE = HHlod| &Y
grLct.

KM LI 2 S3 on Outposts 2 1AM A% MME R ESHML.

AWS CLI AFE
Example

CHS AWS CLI 04| M0 A= Outposts HZI oAl CHEH HM|A ZQIEE MFHLICE o] YIS AlsstedH
user input placeholders& AF&X}Q| HEZ CHAIELICH.

aws s3control create-access-point --account-id 123456789012

--name example-outposts-access-point --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket" --vpc-configuration Vpcld=example-vpc-12345

Java& AWS SDK AIZ
Example

Java& AWS SDKE Ar&3t04 S3 Outposts EHHZ!0f| CHEE HAM|A ZQIEE PtE = WE{9| 0= Java 2.x

S3 on Outposts HHZ! HMA ZOIE| H{Z! AEY &

OE
Rl
Ol

S3 on OutpostsE &3l Outposts HHZ! 2| ZHX|0f] BAM|ASHE{TH BMA ZIEE ALEF| :
off CHEF HMA ZQIEE M4t miotCt S3 on OutpostsE AHS2 2 HMA ZOIE HEIS HMEL

-
<)
]
o
n
C
—r
>
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https://console.aws.amazon.com/s3/
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/s3/src/main/java/com/example/s3/outposts/CreateOutpostsAccessPoint.java

Outposts0f 2| Amazon S3 AFS AT A

Ct. 2 E CllolE{ Za8lIQ) ZFedofl HAM|A ZQIE ARN CHAI O] HAMA ZQIE HEIS AFRE £ QlaLct
|2 S0{ HA|A ZOIE HEIS AFE504 PUT, GET, LIST S Z2 x| & &g 8 4+ Q
ELCH siE ol 552 X #2lE 28t Amazon S3 APl IS (B) A ZSHAAIL

CH2 olMlE Ol& 0l my-access-point @l HMA Eof CHE ARN & M A ZOIE HES Hoq

ELch.

« HMA ZQIE ARN-arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/my-
access-point

o MHMA ZOIE HE -my-access-
po-00lac5d28a6a232904e8xz5w8ijx1qzlbp3i3kuseld--op-s3

ARNO{| CHE REAIEH LIS 2 AWS B ZFZ o Amazon 2|24 O|F(ARN)E HESHAL.

HMA ZOIE HEof CHE AtMIEH LIB2 OIS =2 HXSHM L.
=AM

« HMA ZOIE BIF

« S3 on Outposts Zi&| Z{0f|AH HMA ZOIE HE ALS

« Mgk At

MM A ZQIE 232 S3 on Outposts HA T SUEH L UAH O|A Lol MAIEILICH HMA ZQIEE
M35t M S3 on OutpostsHl A 18 E 4= Qie HMA ZQIE HES NS =E MHELICH AMA =

So on E
QlE HA2 R &8 S30nOutposts HZ! 0|52l ZE QF A S SESHLIS FESZ T HEL

N

access point name prefix-metadata--op-s3

(® Note
--op-s3 HOJAHS HMA ZOIE HAIRO R 0fofE|0] YO D2 HZ! = HMA ZOIE Of
Eol= AFE35HK| ot = Zd0] E4LICEH S3 on Outposts HHZ! 0|5 X T &lof| CHSE REMISH LEE
2 S3 on Outposts HHZ! 5] MMZ F ARSI
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

Outposts0| A 2| Amazon S3 AE HEM

on”/& j£o|§§ =] ﬁg §$7|

CHZ oMol A= Amazon S3 2& 2! AWS CLIE At&35t0{ HMA ZQIE HAEZ 3= Y-S BoiE

LICE.

Example: Amazon S3 Z& 0 HAllA ZRIE HEF 7| A FA

L0 HMA ZOIEE MASEH & Access Points(YMA ZQIE) 55 9| Access Point alias(2 A&
ZOIE HE) FoM HMA ZRIE HEF S JHME = UA&LIC

1. https://console.aws.amazon.com/s3/0M S3 2£& YL}

2. 2% M E0oiM Outposts HMA ZQIEE MEHEFLICE

3. WMA ZQIE HEIS EAlstE{H O & stLt

H

« Access Points(HAMA ZRIE) SF oA HMA
Copy Access Point alias(MA ZOIE HE SAHE MEHFHLICH
- HMA ZOIE O|F 2 MEFLICE O™ CHR Outposts access point overview(Outposts A A
XM IHR)0| M HMA ZR1E HES g

bk

Example: AWS CLIE At83510] HAMA ZQIEE MM5IT SHOM HMA ZOIE HE 37|

create-access-point B0l St CHS AWS CLI MAl= HMA ZRIEE MMHGtD RIS =2 M

ME HMA ZQIE HEZ HHEtgfL|CH ol BHEE AM-AMStE{™ user input placeholders& A&
Aol ME 2 CHAE Lt

aws s3control create-access-point --bucket example-outposts-bucket --name example-
outposts-access-point --account-id 123456789012

"AccessPointArn":

"arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-outposts-access-point",

"Alias": "example-outp-o0lac5d28a6a232904e8xz5w8ijx1qzlbp3i3kusel®d--op-s3"
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Outposts0| A 2| Amazon S3 At

Example: AWS CLIE At&35t0{ AAM|A ZQIE HEY 72 7|

AWS CLI B0l CHEt CHS get-access-point WA= XIHE HMA ZQIE| CiEt HEE
HheterLict o] HEoz HMA RIE HEo| ZEELICH ol HHEES A™ASte{™ user input
placeholders& ALEXt2| HEE CHA[ELICH

aws s3control get-access-point --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-01ac5d28a6a232904/bucket/example-outposts-
bucket --name example-outposts-access-point --account-id 123456789012

"Name": "example-outposts-access-point",
"Bucket": "example-outposts-bucket",
"NetworkOrigin": "Vpc",
"VpcConfiguration": {
"VpcId": "vpc-01234567890abcdef"
b
"PublicAccessBlockConfiguration": {
"BlockPublicAcls": true,
"IgnorePublicAcls": true,
"BlockPublicPolicy": true,
"RestrictPublicBuckets": true
b
"CreationDate": "2022-09-18T17:49:15.584000+00:00",
"Alias": "example-outp-00bld075431d83bebde8xz5w8ijx1qzlbp3i3kuseld--op-s3"

Example: AWS CLIE Al&5t04 HA|A ZQIE HE S &7| I8 HMA ZRIE LIS

list-access-points BZof st CHS AWS CLI HIAlE XIHE HMA ZRIE0f CHE HEE
LidgfLct o]l HE o= HMA ZQIE BHEo| ZeHELICH ol BHEE Aldste{H
placeholders& ArEXto| HE 2 CHA|ELICH

™ user input

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

"AccessPointList": [

{

"Name": "example-outposts-access-point",
"NetworkOrigin": "Vpc",
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0o
1z

"VpcConfiguration": {

"VpcId": "vpc-01234567890abcdef"
},
"Bucket": "example-outposts-bucket",
"AccessPointArn": "arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point",

"Alias": "example-outp-00bld075431d83bebde8xz5w8ijx1qzlbp3i3kuseld--op-s3"

S3 on Outposts ZH&]| 20| HMA ZOIE BHE A

HAA ZOIEE R
=

ok

CH

OH

HQIE B E TS BHX| ST HMA EOIE HES ASE

1
20
b
r

et-object S E0{ELICE O] ofiK[of M= T

ge
2 --bucketl| #4222 AFEELICE.

rr
oA

Ol AWS CLI o{ &0 A= S3 on Outposts EHZ! 2|
A HMA ZOIE ARN CHAl HMA ZQIE #E

aws s3api get-object --bucket my-access-po-
00b1d075431d83bebde8xz5w8ijx1qz1lbp3i3kusel0--op-s3 --key testkey sample-object.rtf

"AcceptRanges": "bytes",
"LastModified": "2020-01-08T22:16:28+00:00",
"ContentLength": 910,

"ETag": "\"00751974dcl46b76404bb7290f8f51bb\"",
"VersionId": "null",

"ContentType": "text/rtf",
"Metadata": {}

* Amazon S3 on Ou
Outposts Z1EE E22 Yo SE2 H
StMI2

>> Hl
o
[m
M
H
o
>
ol
> e
4>
Q
o>
z O
ful
(0))
w
(@]
35

« &2 AWS Identity and Access Management(IAM) 240 A AL & £ QiaLICH
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Outposts0| A 2| Amazon S3 AE HEM

HMA ZQIE Mo CHE HE E 7|

on”z& I o
Ol

2IE = Amazon S32| 37 H|O|E| MEoi| CHEt CH 2 CIO[E] UM A 2E[E ZHASFEILICEH

°HkI|A PIE= GetObject & PutObject &2 Amazon S3 2| 24 s&ete Ol ASE = U
HZlof A E I:||E °-|EL A= ZRIEQILICE S3 on OutpostsE S35H Outposts EHZ! 2| ZHA|of] M| A

°|.E:||:|:1 OH M| A ZO L2350k 3HL|CH SHM|A ZOIES JIAF 3 AE AEFQO| A X|&IDF x| 243t

LICE.

Ct= F=X= AWS Management Console, AWS Command Line Interface(AWS CLI) & AWS SDK for
Javag AF&35t04 S3 on Outposts HA|A EZQIE | CHEE 74 HEE HtEtst= WS Eo{ELCt

S3IZE AE

1. https://console.aws.amazon.com/s3/0lM S3 &2 LI

2. 1% EFM 3HojM Outposts HMA ZQIEE MEHSEHL|CE

3. FEMEHEES= Outposts HMA ZQIEE MEHSFLICEH

4. Outposts HAM|A ZOIE 72 (Outposts access point overview)ollA HAMA ZOIE M HE HE

E HEsgC}

AWS CLI A+S

Ct= AWS CLI 0 Aol M= Outposts H{Z!0]| CHEE HM|A ZQIEE 7HAX{ZLICH user input
placeholders& AEXte| HEE CHA|ELICY.

aws s3control get-access-point --account-id 123456789012 --name arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

Java2 AWS SDK A2

CH2 SDK for Java 04 A|0{ M= Outposts H{Zl0]| CHEF M| A ZQIEE 7IXdSLICH

import com.amazonaws.services.s3control.model.*;
public void getAccessPoint(String accessPointArn) {
GetAccessPointRequest reqGetAP = new GetAccessPointRequest()

.withAccountId(AccountId)
.withName(accessPointArn);
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GetAccessPointResult respGetAP = s3ControlClient.getAccessPoint(reqGetAP);
System.out.printf("GetAccessPoint Response: %s%n", respGetAP.toString());

Amazon S3 on Outposts HAM|A ZQIE =5 H7|

M A ZQIE = Amazon S32| S ClIOIE| MEof CHEr CH 2 Ci|O|E HM|A 2EIE ZhAZHELICH
HMA ZQIE &= GetObject 2! PutObject Z'2 Amazon S3 ZHAl| S +~&st= O AASE = Q!
£ HZlol| AZE 4IE ¢33 A=ZQIEQILICE S3 on OutpostsE S3all Outposts EHZ! 2| Zi&|of A M| A
ottiH KM A ZOIEE AMEdHoF FLICH HMA ZRIEE THY FAE ARO[ F4 XIHE X|HE
LICF.

& &M= AWS Management Console, AWS Command Line Interface(AWS CLI) & AWS SDK for
Javag AF&35t04 S3 on Outposts HA|A ZQIE S EE ftEst= WS 2oiELICh

S3IZE AE

1. https://console.aws.amazon.com/s3/0lM S3 2&& LI}

2. 2% EA Eo|M Outposts AMA ZQIEE MEAFHLICE.

3. Outposts HM|A I QIE(Outposts access points)0| A S3 on Outposts VA|A ZQIE SE2 AE
grLct.

AWS CLI AIE

CHS AWS CLI 04| M|0f A= Outposts HZI oAl CHEH HM|A ZQIEE LIEFHLICE o] WY S AldstedH
user input placeholders& AF&X}Q| HEZ CHAELICH.

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

Java& AWS SDK At&

Ct= SDK for Java 0 A|0{ M= Outposts HHZ!0]| CHEF M A ZQIEE LIFEFHLICEH

import com.amazonaws.services.s3control.model.*;
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public void listAccessPoints(String bucketArn) {

ListAccessPointsRequest reqlListAPs = new ListAccessPointsRequest()
.withAccountId(AccountId)
.withBucket(bucketAzrn);

ListAccessPointsResult respListAPs = s3ControlClient.listAccessPoints(reqListAPs);
System.out.printf("ListAccessPoints Response: %s%n", respListAPs.toString());
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OH M| A

m

ARK|

Hel

MM A ZQIE = Amazon S32| 3R] ClO|E{ MEo| CHEF CH 2 C|O|E HA|A ZE[E ZHASHENLICE
HMA ZQIE = GetObject 2 PutObject 22 Amazon S3 ZiA| &8 s&st= Ol AHS

= HA| HAE HEST A=ZIE]L|CH S3 on OutpostsE &3l Outposts HHZ! 2| ZHA]|off HAM|A
StE4Td HMA ZQIEE AME5HoF FLICH BMA ZRIEE Tt SAE AEIQUO| FA X|HEH X|HE
L|C}.

I-J\OI

0II

T AR

CtZ ol Ao A= AWS Management Console 2! AWS Command Line Interface(AWS CLI)& At& 5104
BMA ZRIEE AKote YHE EoiFLICH

== =H= -

S3

rH
g

INES

-

https://console.aws.amazon.com/s3/0|A Amazon S3 2£& YL|C}.

1% B Fof M Outposts M| A ZQIEE MEHFHLCH
Outposts HAM|A EZQIE EHHO|A A Outposts HAMA ZQIEE MEHTHL|C

AN E MEELICEH

o & 0D

=H
Al-x.”E EI-Ol%I-L_||:|._

= = "1 L-Hd

AWS CLI A+S

CHZ AWS CLI 0 A|0f M= Outposts HAMA ZQIEE AX|EFLICH O] HHEE AYSE{™ user
input placeholders& AM&Xto| MEZ CHA EHLICH.

aws s3control delete-access-point --account-id 123456789012 --name arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point
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OH)H')& 3&}3|EE

1| CH3 Amazon S3 on Outposts7t
L2 MA ZRIEE T2 A HEE HA ™
HAMZ MEELICH RHMIEH LI 2 AMA ZQIE MM

CtZ FAE&= AWS Management Console, AWS Command Line Interface(AWS CLI) & AWS SDK for
Javag Ar&3t04 S3 on Outposts M| A ZQIEOf CHEE MA|A ZQIE HMZ FIL E= HES= Y
g H2oiELICh

S3Z2& A8

1. https://console.aws.amazon.com/s3/0M S3 2& & JLICt.

2. 217 E-M E0f A Outposts HHZ! 2 MEASHLIC.

3. AdAMA ZOIE HAMZ HEE Outposts HZI S MEHFLICE

4. [Outposts HAM|A ZQIE (Outposts access points)] B2 MENELICH.

5. Outposts HAA ZOIE EHplof A Mg HEE HMA ZQIEE ME4SIT MM MES MEHE

LICH.

6. Outposts Al E MA ChHoM g FI7H5HHL HERELICH XFMISH L& S3 on
Outposts 2 1AM 4 78 MME ZERSHMIL.

I>
r2

AWS CLI A+S

CHS AWS CLI o A|0{ M= Outposts HAMA ZQIEO| CHEH H2g XLt

1. OS2 HMA ZQIE HHE JSON IHUZE MHEELICH O] oAl M T o| O] &
appolicyl.json2Z X|HELIC} user input placeholders& ALEAtS| HEZ CHAE L
Ch.
{

"Version":"2012-10-17",

"Id":"exampleAccessPointPolicy",

"Statement": [

{
"Sid":"stl",
"Effect":"Allow",
"Principal":{
"AWS":"123456789012"
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},

"Action":"s3-outposts:*",

"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point

}

2. put-access-point-policy CLI BEO| 22 JSON ItUS MEELICH user input
placeholders& ALEXto| HEE CHA|ELICE

aws s3control put-access-point-policy --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --policy file://appolicyl.json

Java2 AWS SDK A2

CH2 SDK for Java 0 A|0{ M= Outposts HAM|A ZQIE0| CHEF HAHE MLt

import com.amazonaws.services.s3control.model.*;
public void putAccessPointPolicy(String accessPointArn) {

String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testAccessPointPolicy\",
\"Statement\":[{\"Sid\":\"st1\",\"Effect\":\"Allow\",\"Principal\": {\"AWS\":\"" +
AccountId + "\"J},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + accessPointArn +

Il\ll}]}ll;

PutAccessPointPolicyRequest reqPutAccessPointPolicy new
PutAccessPointPolicyRequest()
.withAccountId(AccountId)
.withName(accessPointArn)

.withPolicy(policy);

PutAccessPointPolicyResult respPutAccessPointPolicy
s3ControlClient.putAccessPointPolicy(reqPutAccessPointPolicy);
System.out.printf("PutAccessPointPolicy Response: %s%n",

respPutAccessPointPolicy.toString());
printWriter.printf("PutAccessPointPolicy Response: %s%n",
respPutAccessPointPolicy.toString());
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S3 on Outposts Al

I>
rO

|E0f CHSH A

|>
9
m
A
A
HL
N

HMHA ZRIEN = SHE HMA ZRIEE S35l O|F 0T ZE 270 CH3H Amazon S3 on Outposts 7}
M835le= nRdh Mt Y HESRF Mo{7t JU&Lc ZF HMA ZRIEE 7[& HZEo| (2= HA
Mt A A ScteE AFSAL XY HMA EZQIE HME MBELICH AFME L2 M A ZRIE B
2 HEFMAIL

S3 on OutpostsOiAe| MM A EZOIE 2Fdof CHEH AFM|IEH LIE 2 S3 on Outposts HHZ! /4 BHeE &

M2,

2 &X= AWS Management Console, AWS Command Line Interface(AWS CLI) & AWS SDK for
Java® Ab&3104 S3 on Outposts HAM|A ZQIE HAMZ Hi= vtedg Ho{FL|Ct

S3Z2& A8

1. https://console.aws.amazon.com/s3/0l A Amazon S3 &2 Y L|C}.

2. 2% B 30o{M Outposts HMA ZQIEE MEHSEIL|CE

3. HMES = Outposts UMA ZQEE MEHSHL|C,

4. HEH(Permissions) B10{X S3 on Outposts HAM|A ZQIE HAS HEEL|CH

5. HMA ZOIE HME HHEISE{H HAA ZOIE HA F7 = WE B HESHAMS
AWS CLI AE

CHS AWS CLI 0|0l A= Outposts HAM|A ZQIEO] CHEF HAES JHX{SLIC} o] WS M52
user input placeholders& AF&XIQ| HEZ CHA ELIC.

aws s3control get-access-point-policy --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

Javag AWS SDK Al

ClS SDK for Java OIM|0| A= Outposts HAM|A ZOIE o CHEH HAME 71X SLICt

rol

import com.amazonaws.services.s3control.model.*;

public void getAccessPointPolicy(String accessPointArn) {
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GetAccessPointPolicyRequest reqGetAccessPointPolicy new
GetAccessPointPolicyRequest()
.withAccountId(AccountId)

.withName(accessPointArn);

GetAccessPointPolicyResult respGetAccessPointPolicy
s3ControlClient.getAccessPointPolicy(reqGetAccessPointPolicy);
System.out.printf("GetAccessPointPolicy Response: %s%n",

respGetAccessPointPolicy.toString());
printWriter.printf("GetAccessPointPolicy Response: %s%n",
respGetAccessPointPolicy.toString());

Amazon S3 on Outposts QIEEZQIE X

2 %2 Amazon S3 on Outposts HMA ZOIEZ 2t EI5IE{™ S3 on Outposts HEEZQIE S MAS
o F3tofF gLICH AEZQEE MAM5E{™ Outposts & ZI1T10ll CHEF MH|A 213.919| &4 ¢4 0|
ZI@BtLICH Outpostol &= 2t Virtual Private Cloud(VPC)HlE HAZAE A= ZQIE T} SHLIM

A&LICH A=z QIE ol CHEF REAMIEF LHE2 S3 on Outposts HIEXT 2F AT B & X
St M. Outposts HHZ!O| HM[A ST A 24 S s ste{H A= ZQEE M5 oF BLICH RHAlEH

AT ZOIES M3 5 Mef WEE AR stod AS L OIE 0] MEHE mete 4 AALITH Outposts Tt
LE ol ¢EfY B CREATE_FAILED7t HFEHEILICEH @4Z40] R7HE # MH|A 23 AAS #elst
1, A=ZQIEE AN, M &HUS MASE £ UaLICH 57t 9F I= 252 o8 H x5
M. RAME Lige =m0l Chelg BT sHAAIR
AP SEl EAl 4D 0|} 2F FE HAIX| - &I Of7
71
CreateEnd Create_Fa  OutpostNotReachable Outposts & Z[7oi| CHEt AMH|A 23 o
point iled Ho| Bo{HenZ dexQIEE MM
T Ql&LICH HAZEE Elst T A= Z QI
EE AXEt & CHA| A|ZSHMIR.
CreateEnd Create_Fa InternalError e @FZ QS A=EXZQIEE MME
point iled T Ql&LICH JQEZQIEE AMX|5t D Ct

A &5t L.
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AP Bl EAl HI{ 0|} 2F IE HAIX] - & O]
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DeleteEnd Delete_.Fa  OutpostNotReachable Outposts & 2|0 Cieh MH|A &3 o

point iled 20| Zo{foo 2 A ZOIEE Al|E
= QiELICH A2 =Qlst I CHA| Al
St

DeleteEnd Delete_ Fa InternalError LHE @FE Qlal| =X QIEE AMKE

point iled T QAELICH ChA| A|=5HM| 2.

S3 on Outposts0i| A 2| H{Z! 2Fdod| CHEF REAEH LHE 2 S3 on Outposts %! 2] MME FESHMIR.

CH2 MMofAHE S3 on Outpostsoi| CHet AIEZQIEE MASIT Zelste Bhedol| CHsl AHEELICE

|

« Qutpostt] HEZLQIE M

« Amazon S3 on Outposts AIEZQIE SE H7|

« Amazon S3 on Outposts AIE ZQIE ALK

Outpost0o AIEZQIE MM

b

=F= Amazon S3on Outposts OH k| A iQJEE oI o|'E=| ™ S3 on Outposts AEXQIE
M| =
o

grLct. Outpost01| ‘2,!'.: Zt Vlrtual Private CIoud(VPC)Oﬂ': ‘?_475:'5' A= ZQIET} o|'L|'M 2
J&LCt = ZQIE stet@ol CHEE XHAISH LH& 2 S3 on Outposts LIEQ|T 2T AHE EHRlg &
5t M. Outposts H{Z10f| MM A ST ZHA| 22 felistedH A= ZQIEE MAdslof BHL|CH KEAIEH
HE2 A=ZQIE MME FZ5HML.

= D_I_O

b 30 e kI fO
_|_|o

I> Ico

et

A=EZQIE MMof| =eFt Mol CHEF AFMIEH LI S3 on Outposts YIEZQIE o] CHEF HEF EHHS
SEC SN

A=z QEE M4d35IH S3 on Outpostsoil A AWS &0l AMH|A 4 od&r2 MM EFL|CH REAIEH LH
&2 Amazon S3 on OutpostsOf| CHet MH|A 44 g AE MME FXSHMR
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= o

Ct= od|XMof M= AWS Management Console, AWS Command Line Interface (AWS CLI), AWS SDK
for JavaZE AF235104 S3 on Outposts HEZQIEE MM = ddg HoiFLICH

S3 &

g

A&

1. AWS Management Console0| 21218t % https://console.aws.amazon.com/s3/H A S3 2& 2
QLct,

1% EtAH F0i M Outposts HA|A ZQIEE MEASHL|CY,

Outposts Il = 3 Q1 E (Outposts endpoints) BiS MEIEFLIC}.

rllIo
_L
gl
o
r
o

Outposts AEZQIE +d(Create Outposts endpoint)

2

Outpostoi| M O] AIEZQIEE MHE OutpostE MEARFLICH
VPCO{ A ot & A= ZQIE 7} 12 Outposts 2l
Virtual Private Cloud(VPC)& At&35tH AL XL7F & o|5t

= QA&LICH O] 7t HERZE AWSS| & J7tSE lze P% ASetthe OI’“I'—P °*77|
KHA| ol olEf MEfollM 2Yst= 7|E HES I 0l FAFEFLICH

VPC7} giom vPC AAd Amazon S3 AIE MHAMO| 7h4F = 2to|E]

2Lt E(VPC)E MetEl AMA ZQIE BHE7|E M ESHAMR.

7. Outposts AEZQIE 24(Create Outposts endpoint)

rllIo
_L
gl
o
r
o

AWS CLI AtE
Example

CH AWS CLI o R0 Al VPC 2144 HHA RS AHS5104 Outposts | A EQIES MAIEHL|
Ct. VPCE MEUO|M Tt ME|i&LICH o] HHES Meed™ user input placeholdersE A
Xto| HEZ CHA|ELICH.

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl

CHS AWS CLI M0 ME 2 &
EXQIEE WerLict ol BHEE

AgrLct,

7 IP F2& Z(ColP &) HM|A 7ZE AHE5H04 Outpostod| CHEF 2l
Al#SE24H user input placeholdersE AFEXo| HEZ CH
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aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl --access-type CustomerOwnedIp --
customer-owned-ipv4-pool ipv4pool-coip-12345678901234567

Java& AWS SDK AtE
Example

Java& AWS SDKE AI235l04 S3 Outpostsof| CHE A= ZQIEE OtE = B 0| o = Java 2.x8 AWS
SDK ZE 04X 2| CreateOutpostsEndPoint.javagE & Z3stMIL.

Amazon S3 on Outposts IEEZQIE 55 H7|

X2 Amazon S3 on Outposts HMA ZQIEZ Bt &S24 S3 on Outposts A= EQIE

2 g 5
TSl oF LI AlEZQIEE MAdEI2{™ Outposts & ZI1T101 CHEF MH|A 213.919| &4 ¢4 0]
REFLICE Outpostd| = Z Virtual Private CIoud(VPC)Oilt HAZAE A= ZQIE T} SHLEM Q)
J&LICH A= xZOlE reharof CHEt AFAMIEH LI 2 S3 on Outposts [ ERT QF AFE BHRE & X
St M|2. Outposts H{Z10f| HMASIT ZHA| 2HdE ~&StE{H A= X QIEE M5l oF BLICH KHAIEH
LHE2 J=ZQE MME RZT5HM L.

3O H kI O

Ct= oAM= AWS Management Console, AWS Command Line Interface(AWS CLI) 2 AWS SDK for
JavaZ AF235104 S3 on Outposts HEZQIE S5 & HHEss WHE Eo{FLIC

S3IZE AE
1. https://console.aws.amazon.com/s3/0llA S3 2&& YL}

N

2|2 Ef A 2Hoj| M Outposts HA|A ZOIES MEHSHL|C
o _

3. Outposts HAM|A ZQIE(Outposts access points) I 0| X|0{| A Outposts 2= Z Q1 E(Outposts
endpoints) =2 MENEHL|CH
E

4. Outposts Y= Z Q1 E (Outposts endpoints)0ilA S3 on Outposts AEZQIE SEES =2 £ Q&L
C}.
AWS CLI At

CHE AWS CLI tMoll M= AFS A A3t 4 E AWS Outposts 2lAA 9| AEZRIEE LG & LICE.
O Bl CHEt RtMIEH LI 2 AWS CLI & = 9| list-endpoints& & X 35HAML.

aws s3outposts list-endpoints
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Java& AWS SDK AtE

Ct= SDK for Java 0| A|0{ M= Outposte| HEZQIEE LIFerLICH AFMEH LHE 2 Amazon Simple
Storage Service APl & X 9| ListEndpoints& & X stMIL.

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.ListEndpointsRequest;
import com.amazonaws.services.s3outposts.model.ListEndpointsResult;

public void listEndpoints() {
AmazonS30utposts s30utpostsClient = AmazonS30QutpostsClientBuilder
.standard().build();

ListEndpointsRequest listEndpointsRequest = new ListEndpointsRequest();

ListEndpointsResult listEndpointsResult =
s30utpostsClient.listEndpoints(listEndpointsRequest);

System.out.println("List endpoints result is " + listEndpointsResult);

Amazon S3 on Outposts ANEZQIE ALK

2 A€ Amazon S3 on Outposts HAM|A ZQIEZ 2R E!E24H S3 on Outposts HEEZQIE S MG}
o FA8HoF gLICH AEZQEE MAEIE{™ Outposts & ZI1Z10 CHEF MH|A 213.919| &4 ¢4 0|
frdl
=

REFLICE Outpostod U= Z Virtual Private CIoud(VPC)Oilt HAE A= ZQIETL SHLIA RIE
U&LICtH A= QIE sreFarol CHEt AFMIEH LI 2 S3 on Outposts L ER/T QF AL BHRE & X
&M 2. Outposts HHZ!0] M A ST x| ZS +&etedH A=z QEE MG oF BHL|CH REAISH
LIS o= ZOIE MAMS A E5IMQ.

o

1= =

Ct= o A= AWS Management Console, AWS Command Line Interface(AWS CLI) & AWS SDK for
Javag At83l04 S3 on Outposts AEEZQIE SFZ AK|eteE Wedg 2o{FLIC

S3IEE ME

1.  https://console.aws.amazon.com/s3/0AM S3 2& & JLICt

2. 1% EtM 3Ho{ M Outposts UM A ZQIES MEHSHL|CE

3. Outposts HA|A E RIE (Outposts access points) H O|X|0{ A Outposts 2 = E 21 E (Outposts
endpomts) e MESEFLICH

4. Outposts QI =EZQIE (Outposts endpoints)i| A &t x| e FIEZQIEE MEHSI T AFK||(Delete)E 4
EHSL EP.
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AWS CLI AFZ

ol

ClS AWS CLI oMol AHE Outpostl| A=EZQIEE AK|ELICH O] HES A
placeholders& AEXte| HEE CHA|E LICY.

24™ user input

aws s3outposts delete-endpoint --endpoint-id example-endpoint-id --outpost-
id op-0lac5d28a6a232904

Java2 AWS SDK A2

Ct= SDK for Java 0| N[0 A= Outposte| HE=EZQIEE AXELICE O NME AFEStEd™ user
input placeholders& A+EAte| HEZ CHAIELICE

import com.amazonaws.arn.Arn;

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.DeleteEndpointRequest;

public void deleteEndpoint(String endpointArnInput) {
String outpostId = "op-0lac5d28a6a232904";
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

Arn endpointArn = Arn.fromString(endpointArnInput);
String[] resourceParts = endpointArn.getResource().getResource().split("/");
String endpointId = resourceParts[resourceParts.length - 1];
DeleteEndpointRequest deleteEndpointRequest = new DeleteEndpointRequest()
.withEndpointId(endpointId)
.withOutpostId(outpostId);
s30utpostsClient.deleteEndpoint(deleteEndpointRequest);
System.out.println("Endpoint with id " + endpointId + " is deleted.");
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S3 on Outposts ZH&{| =4

Amazon S3 on Outposts& AF& 358 AWS Outposts0i| A S3 HZ! S *”*"ﬁ_l_ EZA C|O|EH HAMA, &
4 o|o|H ®2| X HIo|H BlIX[HAI7} Ee Bt oHE2|7Ho|ME 2ls 2 af0|A0M AME &lH XME
St AMe = l&LICt S3 on Outposts= S3 Outposts(OUTPOSTS)EPE MZ2 AEZ|X| 22124 E
M3t ol 2eiA = Amazon S3 APIE AFE5HH AWS Outposts2| 024 C|HHO[AQF B0 E| O]

E{E 0|8 &t el ZAlez2 tHMo 2 XSS MAE[R}&LICE Virtual Private Cloud(VPC)E S&t
OHMIA ZOIE S A= ZQIE HAZAZ ALE S04 Outpost EHZA 1k S AITFLICH HAllA E"—h‘, ef= 3t Bl
£ Z 3504 Amazon S3 HHZ!0| A QF Z 0] Outpost HHZIOIAM S API & 7|SE AL E £ &L
EP. AWS Management Console, AWS Command Line Interface(AWS CLI), AWS SDK EE= REST API
£ E3l S3 on OutpostsE A E £ Q&LIC}.

Z4&| = Amazon S3 on Outposts0ll HE == 7|2 A ULICH ZE AxE o HAlo ZFELICH
Outpost EHZ! 2| Zi&||ofl UM AStE{E HMA ZOIEE ALSalioF B LICH 2| 2ol HZ!E X

L

IX%

= o=
[ HMA ZQIE O|F0| ZFE HMA EZOIE Amazon 2|44 O|F(ARN) E= HMA X O_E HE
S AMEELICH M A ZQIE WHEof CHEH AFAMIEH LI 2 S3 on Outposts H{Z! HM|A ZOIE of H{Z!

N
o
;

LB HE AS MME A

FA

ClS odlMl= S3 on Outposts HM|A EZQIEof CHEF ARN %&.% 2 o{ELICt 047|0ll= Outpost7t U=
2|9 AWS 2| ZE, AWS ™ ID, Outpost ID 2! HM|A ZOQIE O|F0| 2 ELICt

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

S3 on Outposts ARNO| CHEF RFA|EH L& S3 on Outposts2| 2[4 A ARN EHHE B X

ol
-T

Al

o

ZHR| ARN OutpostZt 2|x|Et AWS 2|, AWS A ID, Outpost ID, HZ! 0|8, x| 7|2 =

ok
o
ini

arn:aws:s3-outposts:us-west-2:123456789012:outpost/ op-0lac5d28a6a232904/bucket/amzn-
s3-demo-bucketl/object/myobject

Amazon S3 on OutpostsE AI&& ZF A & Outpostod| K& ElLICH. AWSZ} Outpost
HE MX|5te B OIOIH &F 27 Mg 2|5l CllOIE{7} Outpostoll ZZHZ | X|EILICH.
x| = Outpostd| A BIo{LIX| 2 H AWS E2|T0] /K| &t &LICH AWS Management ConsoleO| 2|
M Lo SAREEE Z2&2 AFE5104 Outpostl| A E U2 E5tALE BEIE &= eigLct. a2{Lt
REST API, AWS Command Line Interface(AWS CLI), AWS SDKE Al235t0 HAM|A ZRIEE S5l 2
ME YEC st HHElE &= JUsLct
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0o
1z
02
x

=
« S3 on Outposts B0l ZH&|| ==
« AWS SDK for JavaZE A& 35104 Amazon S3 on Outposts {1 2| ZH&|| S A}
« Amazon S3 on Outposts HHZ! 0| A ZH&|| 7} X2 7|

ZHA| Lt
» Amazon S3 on Outposts EHHZ! 9| ZH&|| ALK

+ HeadBucketZ AI&3t04 S3 on Outposts HZ! 0| EXH 5t HZlof| M| AE = RI= HEHO| JU=X|

30|
i

« Amazon S3 on Outposts EH{Z! 9]

S

. Javag SDKE AI85t04 HE|IE Y2 43 ol

+ S3 on OutpostsOil A O|2| MBE URL AHE

rk

2|

- 2Z Amazon EMR on Outposts& A& 5t= Amazon S3 on Outposts

- TEHF0{ & 2B FHAl

S3 on Outposts HHZ!0f| ZHX| Y2 =

%= Amazon S3 on OutpostsOil HEH == 7|& M ULICh ZE &= o™ HZlol| ZEELIc

Outpost HZ! 2| ZHA|of] HA|ASHE{Td KM A ZOIES AbsH{ok FLICH ZHA| Zdof IS x|&dgt

[ HAMA ZQIE O|F0| ZEE UM A ZQIE Amazon 2|44 O|F(ARN) = HAA ZQIE HY

2 MSELCH HMA 2IE BEF ol CHEF RAMIEH LIE 2 S3 on Outposts HHZ! A& Z QTEof HZ!
2

A ZOIE
AEIY HE AE MME HESHMR.

C}2 oAM= S3 on Outposts A AA ZOIEof CHEH ARN A2 Hof
2|™o| AWS 2| ZE, AWS HH ID, Outpost ID & HMHA ZQIE O

I
rr

LICt. 047]04= Outpost7t U
0| Z&ELcH

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

S3 on Outposts ARNO]| CHEH AFM|EFH LI 2 S3 on Outposts 2| E|AA ARN EHHE R ZSHMIR.

Amazon S3 on OutpostsE AIEE E<2 O|E{= &4 Outpostll MHEElLICH. AWSZt Outpost
HE MX|5tE B OIOIH & F 27 At SE5t7| 2I5H ol0|E{7I Outpostol| 2EZHZE FX[E LICE
ZHAM|= Outposto| M 0Lt K| ot o2 AWS 2|Fod| UX| & L|Ct AWS Management ConsoleO| 2]
M Lo SAREEE Z2& S AFE5104 Outpostl| A E YR =5t7LE BEIE £ eigLct. it
REST API, AWS Command Line Interface(AWS CLI), AWS SDKE Al235t0 HAMA ZRIEE S5l 2

ME dz=Estn Eld + A&LICH

Ol
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CHS AWS CLI & AWS SDK for Java X0l ME HAMA ZRIEE AFE 5104 S3 on Outposts EHZ!0]]
HHE HEREFE S Ho{ELIC

AWS CLI
Example

Ct Mol = AWS CLIE AF&304 sample-object.xmlO|2t= ZHX|E S3 on Outposts
HZ!(s3-outposts:PutObject)o HiX|gfLICt. O BHEE ME3tEA™ Z user input
placeholder& MERXtS| WEE CHAMIELICH O] B0l CHet AtAIEH LI 2 AWS CLI & X
put-objectE FH ZE35HAML.

aws s3api put-object --bucket arn:aws:s3-
outposts:Region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml --body sample-object.xml

SDK for Java
Example

AWS SDKZ AH2 13104 S3 Outposts H{Z101| Z4H|E Y= =5t & ol of = AWS SDK for Java 2.x
A E ofA|Q] PutObjectOnOutpost.javas & E5HAMIL.

AWS SDK for JavagE A& 3104 Amazon S3 on Outposts B{Z! 2| Z4
A = At

Z47M|= Amazon S3 on Outposts0i| ME E|l= 7|2 JHAM LICH 2E A= ofE HZlof =& E LcH
Outpost HHZ! 9| ZHA|of] BM|ASHE{TH VM A ZQIEE ALESHOF & LICH ZA| Zdofl HAE X|He

L

[ HMA ZQIE O|F0| ZEE HMA EQIE Amazon 2[2A O|F(ARN) EE= HAMA ZQIE HE
S AMEELICH M A ZQIE WA CHEt AFAMIEH LI 2 S3 on Outposts H{Z! HM|A ZOIE of H{Z!
AEFY HE ALS MMHE HZSHAMR.

Ct= oAM= S3 on Outposts KM A ZRIEof CHE ARN %‘M% 2 o{&LICt 047]0d= OutpostZt UE
2|™o| AWS 2™ Z =, AWS A ID, Outpost ID 2! HM|A ZQIE 0|F0| ZEEILICEH

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

S3 on Outposts ARNO]| CHEH AFM|EH LI 2 S3 on Outposts 2| E|AA ARN EHHE R ZSHMIR.
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Outposts0| A 2| Amazon S3 AE HEM

Amazon S3 on Outposts& M8 & Z< A G & & Outpostol| MEElLICE. AWSZ} Outpost
ME MX|5te B OIOIH &F 27 MEE %-’Eéﬁl 2|5 CllO|E{7} Outpostoll ZHZE 7 X|EILICH.
ZHX| = Outposto| M S0{Lt K| ot AWS 2[Tod| UX| & LICt AWS Management ConsoleO| 2|
™M Lo SAREEE Z2&£2 ALE5104 Outpostl| A E U2 =5HLE #HEIE &= igLct a2{Lt
REST API, AWS Command Line Interface(AWS CLI), AWS SDKE Al&3l04 HMA ZOIEE S5l A
ME HEC st BEE = JU&LCh

HI e
o H

rr
fjo

Ct= oMol M= AWS SDK for JavaE A& 3t04 S3 on Outposts EHHZ! 0| ZHX|E Lt 45} Hod

S Lch.

Java® AWS SDK At

Ct= S3 on Outposts M| A= SDK for Javag AtE35t0{ X E S UFH HZIO| A A2 S AR L
Ct. O]l IXIE AF83I2dH user input placeholdersE AF&XIe| HE 2 CHA|IgHLICEH

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.CopyObjectRequest;

public class CopyObject {
public static void main(String[] args) {

String accessPointArn = "**%* access point ARN *#**";
String sourceKey = "*** Source object key ***";

String destinationKey = "**#* Destination object key ***";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Copy the object into a new object in the same bucket.
CopyObjectRequest copyObjectRequest = new CopyObjectRequest(accessPointArn,
sourceKey, accessPointArn, destinationKey);
s3Client.copyObject(copyObjectRequest);
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
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e.printStackTrace();

} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

Amazon S3 on Outposts HHZ!0| A Z&|| 7} X2 7|

Z4A|= Amazon S3 on Outposts0oil HE El= 7|2 WM ULICH 2E 2= ofE s{Zlol| Z&HE LCt.
Outpost HHZ!9| Z4A|0of] M| ASHEATH MM A ZQIEE ALESHOF B LICH ZHA| ol HAS
MM A EZQIE Amazon 2|4A O|F(ARN) EE= HAA ZQOIE

[ HMA ZRIE O|F0| ZEE =k
2 AEELICH HMA ZOIE HElof CHEH AFMIEH LI 2 S3 on Outposts EHZ! HAM|A ZQIE 0 H{Z!
AERQ HE AL MME R ERSHAMIL.

CtZ ol Al= S3 on Outposts KM A EZOIE CHEH ARN EAIZ E0{FLICH 047]0= OutpostZt U=
2|2l AWS 2| ZE, AWS HHE ID, Outpost ID & HA|A ZQIE o|E0| ZEELICH

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

S3 on Outposts ARNO| CHEF AFAM|EH LI 2 S3 on Outposts 2| 2|AA ARN EHHE FHESHAIR.

Amazon S3 on Outposts& A& A< Z{A| HIO|E{= &4 Outpostol A& E LICH AWS7t Outpost
e MX|5tE A OIOIH &3 27 MES ZE-’—FT%P | /8 ClO|E{7} Outpostoll 2ZHZ S X|ELICH
A= Outpostoi| M Ed0{LtX| eto{ AWS 2|T0oi| /U K| f&LICH. AWS Management ConsoleO| 2]
M Uol 3AEEEE 2&8 AS510{ Outpost2| 7—'1?(“% U2 StALE 22" £ eigLIch Bt
REST API, AWS Command Line Interface(AWS CLI), AWS SDKEZ Al&3l04 HMA ZOIEE S5l A
ME Y2t el = Jsuct

CHE ol Aol A= AWS Command Line Interface(AWS CLI) 2! AWS SDK for JavaZ Al&35t0{ A E
CHREC(7HXR7|)ste WHE Eo{&E LI

AWS CLI AFS

Ct Mol = AWS CLIE AF&3104 sample-object.xmlO|2t= ZHX|E S3 on Outposts
HZ!(s3-outposts:GetObject)olld 7tXK{ZLICt. Ol BHEE Ar835t2{™ Zf user input
placeholder& A& Xto| HEZ CHAMBFLICEH O] BEO| CHEF REMIEH LIE = AWS CLI £ = 9| get-
objectE XML
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aws s3api get-object --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point --key testkey sample-object.xml

Java& AWS SDK Al

C}S S3 on Outposts M0 MHE Java® SDKE AFE35t04 ZHAE J7HKSLICE o] oX|ZE A8 5}ES
™ Zf yser input placeholderE& MEXtL| HEE CHAELICE RtAMIEH LHE2 Amazon Simple
Storage Service AP| Reference2| GetObject MME FEFHM L.

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.GetObjectRequest;

import com.amazonaws.services.s3.model.ResponseHeaderOverrides;
import com.amazonaws.services.s3.model.S30bject;

import java.io.BufferedReader;
import java.io.IOException;
import java.io.InputStream;
import java.io.InputStreamReader;

public class GetObject {
public static void main(String[] args) throws IOException {
String accessPointArn = "**%* access point ARN *#**";
String key = "#*** Object key ***";

S30bject fullObject = null, objectPortion = null, headerOverrideObject = null;
try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Get an object and print its contents.

System.out.println("Downloading an object");

fullObject = s3Client.getObject(new GetObjectRequest(accessPointArn, key));

System.out.println("Content-Type: " +
fullObject.getObjectMetadata().getContentType());
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System.out.println("Content: ");
displayTextInputStream(fullObject.getObjectContent());

// Get a range of bytes from an object and print the bytes.
GetObjectRequest rangeObjectRequest = new GetObjectRequest(accessPointAzrn,
key)
.withRange(@, 9);
objectPortion = s3Client.getObject(rangeObjectRequest);
System.out.println("Printing bytes retrieved.");
displayTextInputStream(objectPortion.getObjectContent());

// Get an entire object, overriding the specified response headers, and

print the object's content.

ResponseHeaderOverrides headerOverrides = new ResponseHeaderOverrides()
.withCacheControl("No-cache")
.withContentDisposition("attachment; filename=example.txt");

GetObjectRequest getObjectRequestHeaderOverride = new

GetObjectRequest(accessPointArn, key)
.withResponseHeaders(headerOverrides);
headerOverrideObject = s3Client.getObject(getObjectRequestHeaderOverride);
displayTextInputStream(headerOverrideObject.getObjectContent());
} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 couldn't process

// it, so it returned an error response.

e.printStackTrace();

} catch (SdkClientException e) {

// Amazon S3 couldn't be contacted for a response, or the client

// couldn't parse the response from Amazon S3.

e.printStackTrace();

} finally {

// To ensure that the network connection doesn't remain open, close any

open input streams.

if (fullObject != null) {

fullObject.close();

}

if (objectPortion != null) {

objectPortion.close();

}

if (headerOverrideObject != null) {

headerOverrideObject.close();
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private static void displayTextInputStream(InputStream input) throws IOException {
// Read the text input stream one line at a time and display each line.
BufferedReader reader = new BufferedReader(new InputStreamReader(input));
String line = null;
while ((line = reader.readLine()) != null) {

System.out.println(line);

}
System.out.println();

Amazon S3 on Outposts HHZ! 2| ZH&|| L}

243 = Amazon S3 on Outpoststfl M&E == 7|2 JHALICH 2& ZX = o HZol| =& ELICH
Outpost HHZ! 9| ZHA|of] M| ASHE{TH BMA ZQIEE ALESHOF B LICH ZHA| Zdofl HAS XIHE
[ HAMA ZQIE O|50| ZEE HAA ZRIE Amazon 2lAA O|F(ARN) EEE HAMA ZOIE &3
2 ALSELCH HMA ZOIE wElof CHEt AFMIEH LI 2 S3 on Outposts HZ! M A Z RIE0f H{Z!
AELY HE AME MME FESHAMR

Ct= oAM= S3 on Outposts UM A ZRIE o CiEF ARN EAIZ E0o{ELIC} 047(|0l= OutpostZt U=
2|2l AWS 2™ ZE, AWS HHE ID, Outpost ID L HA|A ZQIE o|E0| ZEELICH

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

S3 on Outposts ARNO| CHEH AFM|IEF LI 2 S3 on Outposts 2| E|AA ARN EHHE R ZSHAIR.

[e][}

@ Note

Amazon S3 on OutpostsE AIE & A< ZA| Cl|olE{= &4 Outpostol] M&ELICH AWS7H
Outpost BiE MX|t= B OB &F 27 AIg2 5F5t7| 2l EIIOIE-I7P Outpost0i| 2
Z=E fX[EL[Ct ZAM = Outpostol| A lo{LEX| 2t { AWS 2[Foi| K| et &L|CE AWS
Management ConsoleO| 2| L{of| SARIEEZ E£8 AL 35}0d Outpost°| A E U2 =5
7Lt #2|g + gd&LIct ae{Lt REST API, AWS Command Line Interface(AWS CLI), AWS
SDKE AtE35t0o MAMA ZRIEE Sall M E YR =t &g = A&Lch.

g

Ct= Mol M= AWS CLI 2 AWS SDK for Javag A& 304 S3 on Outposts HHZ! o] ZHA|E LI st=
g 2o{ELch
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AWS CLI AFS
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CHZ oMol A= AWS CLIZE AF& 3104 S3 on Outposts H{Z](s3-outposts:ListObjectsVv2)Q| Z4
ME LIGgtLICH o] HEE AF835l24H 2t user input placeholderE AFEXIS| HEZ CHA|EHL
Ch. o] 2ol CHEt REAMIEH LHE 2 AWS CLI £ Z= 9] list-objects-v2E EHEFHAMIL.

aws s3api list-objects-v2 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

(® Note

AWS SDKE & 3ll Amazon S3 on OutpostsOil A O 22 A&

[ 42! O|& CH4! Outposts UM A ZOIE ARNS arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example—0utposts—Access—Point Ao 2 NMBELIC S3 on
Outposts ARNO1| CH8H XFMIBH LI 2 S3 on Outposts2| 2|AA ARN EHHE EHESHAI2.

JavaE AWS SDK AtE

CHZ S3 on Outposts 0| M0 AHE Java® SDKE ALE310{ HHZIQ| ZHX|E LIEEILICE O] XE AL
&t24™ 2t user input placeholderE AFEXIS| MEZ CHA|IEHLICH.

/A Important
Of of&lof M= ListObjects API 2 49| x| &l HT QI ListObjectsV2E AFESELICH ofEE]
70l 7He Al of FHEE API 2F S A P%ﬁPE d0| E&LICE O™ HHto| 38t S <ldl
Amazon S3&= O| API £f49| O|™ ™S A& K[HE LI

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.ListObjectsV2Request;
import com.amazonaws.services.s3.model.ListObjectsV2Result;
import com.amazonaws.services.s3.model.S30bjectSummary;
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public class ListObjectsV2 {

public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

System.out.println("Listing objects");

// maxKeys is set to 2 to demonstrate the use of

// ListObjectsV2Result.getNextContinuationToken()

ListObjectsV2Request req = new
ListObjectsV2Request().withBucketName(accessPointArn).withMaxKeys(2);

ListObjectsV2Result result;

do {
result = s3Client.listObjectsV2(req);

for (S30bjectSummary objectSummary : result.getObjectSummaries()) {
System.out.printf(" - %s (size: %d)\n", objectSummary.getKey(),
objectSummary.getSize());
}
// If there are more than maxKeys keys in the bucket, get a
continuation token
// and list the next objects.
String token = result.getNextContinuationToken();
System.out.println("Next Continuation Token: " + token);
req.setContinuationToken(token);
} while (result.isTruncated());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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)

}
Amazon S3 on Outposts EHHZ! 2| ZH&|| ALK
ZHA|= Amazon S3 on Outposts0oil & El= 7|2 WA ULICH 2E 2= oE sZlol| Z&HE Lct.
Outpost HHZ! 2| ZHR]| 04| HM|ASHE{H HMA ZRIEE AFSSHOF ELICH ZHA| 2ol HE!S X|1HE
[ HAMA ZQIE O|50| ZEE HAMA ZRIE Amazon 2lAA O|F(ARN) EEE HAMA ZQIE 3
2 ArSELICH HMA ZolE HEo| CHEF AFMIEH LHE 2 S3 on Outposts E{Z! M| A Z QIE 0 H{Z]
AEY HE AL MME EZFHA 2.

HF

ClS oAM= S3 on Outposts HAM|A EZOIE o CHEF ARN &4 % Ho{ELICt 07]0i&= Outpost7t U
2|9o| AWS 2| ZE, AWS ™ ID, Outpost ID 2! HM|A EZQIE O|F 0| Z&ELI|Ct

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

S3 on Outposts ARNO| CHEH AFM|IEFH LI 2 S3 on Outposts 2| E|AA ARN EHHE R ZSHAIR.

Amazon S3 on OutpostsE& AIEE Z<2 A Clo|EH= &4 Outpostdl H& ElLICH. AWS7} Outpost
S HX[Sts B OO &F 2F A E 5F517| fl8l ol0|E{7} Outpostol| 2ZH 2 & X|E LICH.
43| = Outpostoi| M Blo{LEX| et o AWS E|Fof| UX| e &LICH AWS Management ConsoleO| 2|
M LHof| 2AREEE Z2&E AFE5H04 Outpost2| 7H7<|§ U225 HL 22" = el&Lich Lt
REST API, AWS Command Line Interface(AWS CLI), AWS SDKE At&3t0{ HAMA XOIEE Sl A
ME Y=cstn el = JsLct

CtZ oMol A= AWS Command Line Interface(AWS CLI) 2 AWS SDK for Javag At&3t0{ S3 on
Outposts HHZ! 0| Bt 74| EE= o] A E AA|stE WS Eo{ELICH.

AWS CLI AFS

CHZ ofX|0f A= S3 on Outposts EHZ!0 M EF ZiA| EE= o] ZAM|E AtK|stE Y-S EoiE LI

o

delete-object

CHZ oMol M= AWS CLIE AF& 3104 S3 on Outposts HZ!(s3-outposts:DeleteObject)
0 A sample-object.xmlO|2t= ZHAM|E AFAELICH O]l BHEE Ar&36t2d™ 2 user input
placeholder& A8%tol HE 2 CHAELICH o B0l CHEr REAIEH LHE 2 AWS CLI & X 9|
delete-object® FE A L.
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aws s3api delete-object --bucket arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml

delete-objects

CHS oMol A= AWS CLIZ AF& 3104 S3 on Outposts HHZ!(s3-outposts:DeleteObject)ol
M sample-object.xml & testl.textite 5 A E AMELICH O] BHEE ALSStei™H 4t

user input placeholderE A&Xte|l MEZ CHAIELICH o] Hdof CHEE REMIEH LIRS AWS
CLI # Z 9| delete-objectsE & E3HAMIL.

aws s3api delete-objects --bucket arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --delete file://delete.json

delete.json

{
"Objects": [
{
"Key": "testl.txt"
I
{
"Key": "sample-object.xml"
}
1,
"Quiet": false
}

Java& AWS SDK At8
CtZ ool A= S3 on Outposts EHHZ! 0| A Bt Z4A| EE= 02 A E AT KISt WHE EoiELICH
DeleteObject

C+= S3 on Outposts 0| X0 A= Java& SDKE A& 310 HHZ!Q| ZHA|E AFK|
&35t24H Outpostol| CHEH HM|A ZRIE ARNIF ATKE Z4A|o| 7| O|& S XIHELICH REMIEH LHE
2 Amazon Simple Storage Service API & Z0{| A DeleteObjectE & Z=5HA|R.

import com.amazonaws.AmazonServiceException;
import com.amazonaws.SdkClientException;
import com.amazonaws.services.s3.AmazonS3;
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import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.DeleteObjectRequest;

public class DeleteObject {
public static void main(String[] args) {

String accessPointArn = "*** access point ARN ***";
String keyName = "#*#** key name ****";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

s3Client.deleteObject(new DeleteObjectRequest(accessPointArn, keyName));
} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 couldn't process

// it, so it returned an error response.

e.printStackTrace();
} catch (SdkClientException e) {

// Amazon S3 couldn't be contacted for a response, or the client

// couldn't parse the response from Amazon S3.

e.printStackTrace();

DeleteObjects

C}H= S3 on Outposts HIA|0IMHE Java® SDKE AFE3104 HZ!ol| ZAE Y2 =5t AMA|ELICEH
Ol M E AHE5t2d™ Outpostol| CHEF HMA ZOIE ARNE XIHEHLICEH RHMIBH LIE 2 Amazon
Simple Storage Service API & Z 0l M DeleteObjectsE & E5HM L.

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.DeleteObjectsRequest;

import com.amazonaws.services.s3.model.DeleteObjectsRequest.KeyVersion;
import com.amazonaws.services.s3.model.DeleteObjectsResult;
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import java.util.Arraylist;
public class DeleteObjects {

public static void main(String[] args) {
String accessPointArn = "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Upload three sample objects.

Arraylist<KeyVersion> keys = new Arraylist<KeyVersion>();

for (int 1 = 0; i < 3; i++) {
String keyName = "delete object example " + i;
s3Client.putObject(accessPointArn, keyName, "Object number " + i + "

to be deleted.");

keys.add(new KeyVersion(keyName));

}

System.out.println(keys.size() + " objects successfully created.");

// Delete the sample objects.
DeleteObjectsRequest multiObjectDeleteRequest = new
DeleteObjectsRequest(accessPointArn)
.withKeys(keys)
.withQuiet(false);

// Verify that the objects were deleted successfully.

DeleteObjectsResult delObjRes =
s3Client.deleteObjects(multiObjectDeleteRequest);

int successfulDeletes = delObjRes.getDeletedObjects().size();

System.out.println(successfulDeletes + " objects successfully
deleted.");

} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 couldn't process

// it, so it returned an error response.

e.printStackTrace();
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} catch (SdkClientException e) {

// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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CHZ S3 on Outposts AWS CLI M0l A= head-bucket HEE AFE35}0
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aws s3api head-bucket --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

Java& AWS SDK Al

CHS S3 on Outposts A0 A= EHZ!Ol EXHst 1 HZIO| HMAE £ QlE HEto| A=K] FHlst=
S HoiELICt O] oME ALE5tEH Outpostol CHEF AMA ZQIE ARNE X|HELICH RHAIE

LH& 2 Amazon Simple Storage Service API & %= O] HeadBucketE & Z3HAM|I2.

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.HeadBucketRequest;

public class HeadBucket {
public static void main(String[] args) {
String accessPointArn = "**%* access point ARN *#**";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

s3Client.headBucket(new HeadBucketRequest(accessPointArn));
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
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// couldn't parse the response from Amazon S3.
e.printStackTrace();
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Arraylist;
import java.util.List;
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public class MultipartUploadCopy {
public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN ***";
String sourceObjectKey = "*** Source object key ***";
String destObjectKey = "#*#** Target object key ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);

// Get the object size to track the end of the copy operation.

GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.
long partSize = 5 * 1024 * 1024;
long bytePosition = 0;
int partNum = 1;
List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {
// The last part might be smaller than partSize, so check to make sure
// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointArn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
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.withUploadId(initResult.getUploadId())

.withFirstByte(bytePosition)

.withLastByte(lastByte)

.withPartNumber(partNum++);
copyResponses.add(s3Client.copyPart(copyRequest));
bytePosition += partSize;

// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

// This is a helper function to construct a list of ETags.
private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));
}

return etags;
HE|IIE Y2 EZ AFE35104 S3 on Outposts EHHZ10]] Q= CHE ZH&|| S Al
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Arraylist;
import java.util.List;

public class MultipartUploadCopy {
public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN *#**";
String sourceObjectKey = "#*** Source object key ***";
String destObjectKey = "*** Target object key ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);

// Get the object size to track the end of the copy operation.

GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.

long partSize = 5 * 1024 * 1024;

long bytePosition = 0;

int partNum = 1;

List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {

// The last part might be smaller than partSize, so check to make sure

HE|IIE QYZCE ALE5109 S3 on Outposts HZI0 Q1= CHE ZHxl| S AL APl BHZ1 2006-03-01 81



Outposts0| A 2| Amazon S3 At

0o
1z
0%
x

// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointAzrn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
.withUploadId(initResult.getUploadId())
.withFirstByte(bytePosition)
.withLastByte(lastByte)
.withPartNumber(partNum++);

copyResponses.add(s3Client.copyPart(copyRequest));

bytePosition += partSize;

// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

// This is a helper function to construct a list of ETags.
private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));
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return etags;

S3 on Outposts HZ!0] Ri= Ao F& LI
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ME3ted™ 2t user input placeholderE AFEAIS| HEZ CHAIELIC.

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.list;

public class ListParts {
public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";
String keyName = "*** Key name ***";
String uploadId = "*#** Upload ID ***",;

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

ListPartsRequest listPartsRequest = new ListPartsRequest(accessPointArn,
keyName, uploadId);

PartListing partListing = s3Client.listParts(listPartsRequest);

List<PartSummary> partSummaries = partlListing.getParts();

System.out.println(partSummaries.size() + " multipart upload parts");
for (PartSummary p : partSummaries) {
System.out.println("Upload part: Part number = \"" + p.getPartNumber()
+ "\", ETag = " + p.getETag());
}

} catch (AmazonServiceException e) {
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// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.ListMultipartUploadsRequest;
import com.amazonaws.services.s3.model.MultipartUpload;

import com.amazonaws.services.s3.model.MultipartUploadListing;

import java.util.lList;

public class ListMultipartUploads {
public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN *#**";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Retrieve a list of all in-progress multipart uploads.
ListMultipartUploadsRequest allMultipartUploadsRequest = new
ListMultipartUploadsRequest(accessPointAzrn);
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MultipartUploadListing multipartUploadListing
s3Client.listMultipartUploads(allMultipartUploadsRequest);

List<MultipartUpload> uploads =

multipartUploadlListing.getMultipartUploads();

// Display information about all in-progress multipart uploads

System.out.println(uploads.size() + " multipart upload(s) in progress.");
: uploads) {

Key = \"" + u.getKey() + "\",

for (MultipartUpload u
System.out.println("Upload in progress
id = " + u.getUploadId());
}
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response

e.printStackTrace();
or the client

} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response
// couldn't parse the response from Amazon S3.

e.printStackTrace();
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AWS Signature Version 4(SigV4)

A MEBE URL 2% 0| AWS Signature Version 4(SigV4)E At

O|=E=]| [[H EX =Xt 7(423|.
Lo= S ST E TS
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7| fla HZ! HE 3 HMA ZQIE HHo|MH = 7|1E A8 E = U&LICH o & S0{ B0 102
0|4 X[t B, example-outpost-bucket HZ! Q| ZHA||0f CHEH Amazon S3 on Outposts AF A
E URL 282 HE 5= s3-outposts:signatureAge 272 A& 3slE HA! HMS HHE = Q)
&LICH Ol oM E AF836t24™ user input placeholdersE AFEAte| ME Z CHA|ELICEH
JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Deny a presigned URL request if the signature is more than 10

minutes old",

"Effect": "Deny",

"Principal": {"AWS":"444455556666"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-01lac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {

"NumericGreaterThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType'": "REST-QUERY-STRING"}
}
}
]
}
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MEFtE IAM T ZHR A= QE o 2t E2t & L|C S3 on Outposts& H= 2! ¢
E M85t 8% aws: SourceIpE &FLICH S3 on Outposts® VPC AIEXZQIEE AIE

aws :SourceVpc EEE aws:SourceVpceE AMSELICH

ok |n
rnr H
Ho

CHE IAM E& dHo| M= 2ot A7t XIHE HE I H{o| MBH AWSOH| YA ASHOF & LICEH Of
HE MES AI25HH D E MM AT SHE H[ol M AlZFE|o{of BFLIC} 097]0fl= S3 on Outposts
of csf O/2] HHE URLE At&3st= Atel7t ZEELICE o] oM E A& 5tEd™ user input
placeholders& AEXto| HEE CHA|ELICE

{
"Sid": "NetworkRestrictionForIAMPrincipal",
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"NotIpAddressIfExists": {"aws:Sourcelp": "IP-address-range"},
"BoolIfExists": {"aws:ViaAWSService": "false"}
}
}

aws :SourceIP AWS ™2d =74 7|& A& 3+04 S3 on Outposts HHZ!04| CHEE BHAE EH HERT
HRIZ A|gtstE HZ! M2 of|MlE S3 on Outposts 2 IAM A% MMS & E5HAIL.

Ol2] MBE URLE d&e = Y= ALSRt

FEE 2O XH B2 71T AL8Xte 7L 02| MBE URLE BFE + U&LICH B VPCo| A E
RE7F Ao 3oz HMAsedE Ol2| MEE URLE| 7|EH0] £l HYE e THEHo| JUE A
HO|

« 1AM QIAEA T 21l |0 6A|ZH SOt REE.
« AWS Security Token Service: AWS HE HHE R E ALK E= IAM AFEXS| 2ot 21F HE 59

ST 2o elE HEE Soll MEE B2 2/0 36A7F S REE.
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AWS SDK EE & AWS Command Line Interface(AWS CLI)E AFE3t0d O|2| MHEE URLE M AH5HH
URLE §7 2rdot edZ@grL|ct £k x[4A 1& L 2[CH 72| AAEXL XY BHE A|ZHE MEAStoq OIZ|
MBE URLO| CHEF BHA[Z] HAM|A HEHE B o4 £ JU&LICH 0|2 MEE URLE S/35HH VPC2|
AERE7E el ME AR ZJA{H URLA| Z & &Y E e = UELICH URLO| BtE AlZhof|
CESH URLO| B2 E| T O Ol & &35 X| b &L Ct.

Ol2] MEE URLE Y5t 2o 215 HEE M3¢8t = Cha2 X|EaloF ZLict

« Amazon S3 on Outposts EH{Z!0]| CHEt HAM|A ZQIE Amazon E[&~A O|F(ARN)
- 4 7|

« HTTP HIME(ZA CHREEE 2|3t GET)

- OtE SRt At

EELICH &, BtE I & AlZE Tof| URLAMIM S{E5tE &
oh2 g 2 AIZHER] ofE] ' AFSE £ QeI A E
729, URLO| OFZ A|Zt0| E2 OFZ A|ZHECH 0|59 AL
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AWS SDK 2! AWS CLIZ AF&35104 S3 on Outposts HZ!0fl Qe A E 2R O/2] HEE URLE M
HE £+ U&LIC RIME HE = O ol & XA AIL.

AWS SDK AtE
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® Note

AWS SDKE AlE35t04 O|2| MHEE URLE MAE mlf O|2| MEE URLS| %|CH THE AlZH2 A
MAHezZREH 7dLCt.

Java
Example

Ct= M0l M= S3 on Outposts HHZI0I| M ZHA|E HAHE = UIEF CHE AFS XA MSE Ol2
MHEE URLS MAELICH RFMIEH LI 2 S3 on OutpostsOlA O|2] MEE URL A MMHE & X
M. Ol MIE AF835t2d™ user input placeholdersE& M8l HEZ CHAIELICE

import com.amazonaws.AmazonServiceException;

import com.amazonaws.HttpMethod;

import com.amazonaws.SdkClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.GeneratePresignedUrlRequest;

import java.io.IOException;
import java.net.URL;
import java.time.Instant;

public class GeneratePresignedURL {

public static void main(String[] args) throws IOException {
Regions clientRegion = Regions.DEFAULT_REGION;
String accessPointArn = "**%* access point ARN *#**";
String objectKey = "#*#** object key ***",

try {
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withRegion(clientRegion)
.withCredentials(new ProfileCredentialsProvider())
.build();

// Set the presigned URL to expire after one hour.
java.util.Date expiration = new java.util.Date();
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long expTimeMillis = Instant.now().toEpochMilli();
expTimeMillis += 1000 * 60 * 60;
expiration.setTime(expTimeMillis);

// Generate the presigned URL.
System.out.println("Generating pre-signed URL.");
GeneratePresignedUrlRequest generatePresignedUrlRequest =
new GeneratePresignedUrlRequest(accessPointArn, objectKey)
.withMethod(HttpMethod.GET)
.withExpiration(expiration);
URL url = s3Client.generatePresignedUrl(generatePresignedUrlRequest);

System.out.println("Pre-Signed URL: " + url.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't
process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

}
}
}
.NET
Example

CtZ ol Mol A= S3 on Outposts HAIOIM 24X E AME = UL S CHE AKX A M3 E ol2|
MHEE URLES MAIEtLICH RFMIEH LI 2 S3 on OutpostsOl A O|2] MEE URL A2 AMHE & X
StMI2. O]l IXMIE AFE3IEd user input placeholdersE AFEXIe| MEZ CHA|gHLICH

using Amazon;

using Amazon.S3;

using Amazon.S3.Model;
using System;

namespace Amazon.DocSamples.S3

{
class GenPresignedURLTest
{
private const string accessPointArn = "**%* access point ARN #***";
A =S API % 2006-03-01 91



Outposts0| A 2| Amazon S3 At

0o
1z
0%
x

private const string objectKey = "*** object key ***";

// Specify how long the presigned URL lasts, in hours.
private const double timeoutDuration = 12;

// Specify your bucket Region (an example Region is shown).
private static readonly RegionEndpoint bucketRegion =

RegionEndpoint.USWest2;

private static IAmazonS3 s3Client;

public static void Main()
{
s3Client = new AmazonS3Client(bucketRegion);
string urlString = GeneratePreSignedURL(timeoutDuration);
}
static string GeneratePreSignedURL(double duration)
{
string urlString = "";
try
{
GetPreSignedUrlRequest requestl = new GetPreSignedUrlRequest
{
BucketName = accessPointArn,
Key = objectKey,
Expires = DateTime.UtcNow.AddHours(duration)
i
urlString = s3Client.GetPreSignedURL(requestl);
}

catch (AmazonS3Exception e)

{

Console.WriteLine("Error encountered on server. Message:'{0}' when

writing an object", e.Message);

}

catch (Exception e)

{

Console.WriteLine("Unknown encountered on server. Message:'{0}' when

writing an object", e.Message);

}

return urlString;
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CtZ oAM= Ol2] MEE URLS 444504 SDK for Python(Boto3)2 At&35H ZHA|E S &L
Ct. o & £04 Boto3 E2+0|HEL} generate_presigned_url &= =
= = 0|2 MEE URLE M-t

import boto3
url = boto3.client('s3').generate_presigned_url(

ClientMethod="'get_object',
Params={'Bucket': 'ACCESS_POINT_ARN', 'Key': 'OBJECT_KEY'},

ExpiresIn=3600)

SDK for Python(Boto3)2 At&5t0{ O|2] MEE URLS M 5t= 2ol CHEF XEAIEH LEE 2 AWS
SDK for Python (Boto) APl & Z 9| Pythong & X 3HML.

AWS CLI AFZ

Ct= ol Aol A AWS CLI HE2 S3 on Outposts HHZI0f| CHaH O2] MBEE URLE M&gLct. o] oflA

O O -
E M83ted™ user input placeholdersE AFEXIQ| MEZ CHA|ELICH

® Note
AWS CLIE At835t04 O|E| MEE URLE d¢E m O|2| MBE URLS| Z|0H Bz AlZhE

S AHeZFEH 7L

aws s3 presign s3://arn:aws:s3-outposts:us-
east-1:111122223333:0outpost/op-0lac5d28a6a232904/accesspoint/example-outpost-access-

point/mydoc.txt --expires-in 604800

REMIEH LHE2 AWS CLI B& & =X eHiMo| 02| AMEE & ZstML.

02| MEE URLS ‘4433104 S3 on Outposts HHZ!0f| Z4x| L2 E

1 Outpostoll A= KHEE Ao SHAIX HMHA HEHE FodstE{H

Ol2] MBE URLE AMEE + AU&LICH HA £/ A= OI2] MEE URLE AHE 5104 Virtual Private
5 £ 0l= HF2 Hof

Cloud(VPC)2| AtEXtet ZHXME SR St7HLt O|E0i|H ZAME UEE E= AKX = /U= HEE 7

HZ A2 Hol|o|EstK| &

|

g & A&LICH
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Ol2] MEE URLE 435t 2ot 218 HEE X3& & Cta2 xI'datof &Lict.
« Amazon S3 on Outposts EH{Z!0]| CHEt HAM|A ZQIE Amazon 2|24 O|F(ARN)
- 24X 7|

« HTTP HIME(ZA U2 EE 2I8 PUT)

- Dtz SRt At

Ol2l MBE URL2 X|HE 7|2t setet RELCH &, Bt2 & AlZH Hoi| URLOIM 318 3t= &
A4S AlZfsiol gfLICH OI2] MBE URLE Btz IR L A|ZHEX| o2 H AL E = U&LICH LAl E
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of ZE HHAHIE A|Ztslof BFLICH S3 on Outposts7t BFEEl URLE BHAHIE AlEHslEdn AlEste AR
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Outposts HHZ!0i| CHEE M A HEHS F0{5t2 2, URLE MAHESHH ESst= X0l E&UCt 02 MY
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Java

SDK for Java 2.x
Sohe ol AL E 4 UE Dl2| MY

O| oflMl= 8tA|ZH 2 Z S3 on Outposts H{Zl0]] ZH&|E A
ElURLE MAMSE HHE Ho{ELICH KIAEH LIS 8 S3 on Outposts0i| A 0|2 MFE URL
ALE Mg EESHMIR.

public static void signBucket(S3Presigner presigner, String

outpostAccessPointArn, String keyName) {

try {
PutObjectRequest objectRequest

.bucket(accessPointArn)

.key(keyName)
.contentType("text/plain")

.build();

= PutObjectRequest.builder()

PutObjectPresignRequest presignRequest

PutObjectPresignRequest.builder()
signatureDuration(Duration.ofMinutes(10))

.putObjectRequest(objectRequest)
.build();

PresignedPutObjectRequest presignedRequest
presigner.presignPutObject(presignRequest);

String myURL = presignedRequest.url().toString();
System.out.println("Presigned URL to upload a file to

System.out.println("Which HTTP method must be used when uploading a

" +myURL);

file: " +
presignedRequest.httpRequest().method());
// Upload content to the S3 on Outposts bucket by using this URL
URL url = presignedRequest.url();
// Create the connection and use it to upload the new object by using
the presigned URL.
i = (HttpURLConnection)

HttpURLConnection connection

url.openConnection();
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connection.setDoOutput(true);

connection.setRequestProperty("Content-Type", "text/plain");

connection.setRequestMethod("PUT");

OutputStreamWriter out = new
OutputStreamWriter(connection.getOutputStream());

out.write("This text was uploaded as an object by using a presigned
URL.");

out.close();

connection.getResponseCode();
System.out.println("HTTP response code is " +
connection.getResponseCode());

} catch (S3Exception e) {
e.getStackTrace();

} catch (IOException e) {
e.getStackTrace();

Python

SDK for Python(Boto3)

O| od|X|= Bt A2 2 S3 on Outposts 2 T&E = U= 0|2l HEE URLE ddste &
2 2o{FLICt KHAIEH LIE 2 S3 on Outpostsll M O|2] MEE URL AHS Al
2. URLZ At83t0{ 27 35l24™ Requests THF|XIE AFS5HAIR.

import argparse

import logging

import boto3

from botocore.exceptions import ClientError
import requests

logger = logging.getlLogger(__name__)

def generate_presigned_url(s3_client, client_method, method_parameters,
expires_in):

Generate a presigned S3 on Outposts URL that can be used to perform an
action.
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:param s3_client: A Boto3 Amazon S3 client.
:param client_method: The name of the client method that the URL performs.
:param method_parameters: The parameters of the specified client method.
:param expires_in: The number of seconds that the presigned URL is valid for.
:return: The presigned URL.
try:
url = s3_client.generate_presigned_url(
ClientMethod=client_method,
Params=method_parameters,
ExpiresIn=expires_in
)
logger.info("Got presigned URL: %s", url)
except ClientError:
logger.exception(
"Couldn't get a presigned URL for client method 'S%s'.",
client_method)
raise
return url

def usage_demo():
logging.basicConfig(level=1logging.INFO, format='%(levelname)s: %(message)s')

print('-'%*88)
print("Welcome to the Amazon S3 on Outposts presigned URL demo.")
print('-'%*88)

parser = argparse.ArgumentParser()
parser.add_argument('accessPointArn', help="The name of the S3 on Outposts
access point ARN.")
parser.add_argument(
'key', help="For a GET operation, the key of the object in S3 on
Qutposts. For a "
"PUT operation, the name of a file to upload.")
parser.add_argument(
'action', choices=('get', 'put'), help="The action to perform.")
args = parser.parse_args()

s3_client = boto3.client('s3"')
client_action = 'get_object' if args.action == 'get' else 'put_object'
url = generate_presigned_url(
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s3_client, client_action, {'Bucket': args.accessPointArn, 'Key':
args.key}, 1000)

print("Using the Requests package to send a request to the URL.")
response = None
if args.action == 'get':
response = requests.get(url)
elif args.action == 'put':
print("Putting data to the URL.")
try:
with open(args.key, 'r') as object_file:
object_text = object_file.read()
response = requests.put(url, data=object_text)
except FileNotFoundError:
print(f"Couldn't find {args.key}. For a PUT operation, the key must
be the "
f"name of a file that exists on your computer.")

if response is not None:
print("Got response:")
print(f"Status: {response.status_code}")
print(response.text)

print('-'*88)

if __name__ == '_main__
usage_demo()

2Z4 Amazon EMR on OutpostsZE A2 35l= Amazon S3 on
Outposts

oo e E

Amazon EMR2 AWSO0{ M Apache Hadoop Z! Apache Spark?t 22 &| O|O|E]
SHELICH of2{3t =B
AN

=2tstod Yoeh Fo| CIO|EE #ElstT EMste 2eld 22iAEH &
AUHHPLEAAZIZMEE AIEsIH EM 5 L HIZL|A QEE[HA 23 2EZ H|O[HE M

2|& = U&LICH EF Amazon EMR2 CHE | O|O|E{E CHE AWS | O|E{ AE 04 & H|O|E{H[0|A
2 ¥t o 0|S3§hE ol ©&0| /M, Amazon S3 on OutpostsE K| LICtH Amazon EMROI| CHSt

]
REAM[E LHE 2 Amazon EMR £ 2| 2tLHAM 2] Amazon EMR on Outposts& & A 35HA L.

EZ Amazon EMR2 A& 3= Amazon S3 on Outposts API B{7 2006-03-01 98


https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-plan-outposts.html

>

|.QA-|
S =

02

Outposts0| A 2| Amazon S3 M

Amazon S3 on Outposts2| 3<%, Amazon EMR2 H{Z 7.0.004 A Apache Hadoop S3A 7HHIE{E K|
871 AlEHgi & LICH O] B{E1 2| Amazon EMR2 22 S3 on OutpostsE X|56HX| &2 EMR 1H
AMABEMRFS)2 X|HE|IX| et&LICtH

X|HE[= o E2[7AH 0|4
Amazon S3 on OutpostsE AFE 3= Amazon EMR2 CHS 1t ZH2 o Z2|7io|ME K| ELiCt

« Hadoop
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» Sqgoop
* Pig
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* Flink
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E K8 S3URI 80 siEst= EMR 28{AEQ| fs.file_scheme.impl &
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[
{
"Classification": "core-site",
"Properties": {
"fs.s3.impl": "org.apache.hadoop.fs.s3a.S3AFileSystem",
"fs.AbstractFileSystem.s3.impl": "org.apache.hadoop.fs.s3a.S3A"

}
}
]

S3AE AME38E4H fs.file_scheme.impl 7+ M
org.apache.hadoop.fs.s3a.S3AFileSystem@E MHst1

o
fs.AbstractFileSystem.file_scheme.impl £%2 org.apache.hadoop.fs.s3a.S3AZ
MEsH|C}.
=2OoOH-

o|& E0{ BE s3a://bucket/...0| HMASI= BL fs.s3a.impl
£ ME org.apache.hadoop.fs.s3a.S3AFileSystem@ Z st
fs.AbstractFileSystem.s3a.impl £ org.apache.hadoop.fs.s3a.S3AZ A g L|C}.

Amazon S3 on OutpostsE Al&35t04 Amazon EMR AFE A&}

Ct2 FM M= Amazon S3 on OutpostsE AF& 35101 Amazon EMR AFE 2 Al&tstE Y S 2ot=s
L|Ct.

|

Amazon S3 on OutpostsE AF&35H0{ Amazon EMR A& A|&} API {71 2006-03-01 100



Outposts0| A 2| Amazon S3 At

0o
1z
0%
x

o
rot
a_

El [ iy
o ojox |
> |>
00k L

AH Ad
oo

i
ok
0
12

Amazon S3 on Outposts& AI835t= EMR 2HAEE Md37| Mol E2{AE 2| Amazon EC2 €|
ABA Z21lof 9IZAE IAM HAS MAdslof BFLICH Z2H0i= S3 on Outposts2| HMA ZOIE
Amazon 2|44 O|F(ARN)O] CHEH A M[A FHEHo| /0{0F B LICH S3 on Outposts& IAM HAME
St ol cHet RFMIEH LI 2 S3 on Outposts 2 1AM A& MME 2 XFIMIR.

CtE HA ofxo e ERet HetE F0oi5te WHE 205 LICH HAME M8t F 0= the section
called “SHAEH M & 74" MMO| LIBOHE HME EMR 22AEE M= Ol AF&ste 214
A T2t dgtof AZAE = UELICH O]l oM E Ar&5tEd™ user input placeholders& Al
2xto| MEZ CHA|ELIC.

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": "arn:aws:s3-outposts:us-
west-2:111122223333:0utpost/op-0lac5d28a6a232904/accesspoint/access-point-name,
"Action": [
"s3-outposts:*"

S| AE]| AAS Ol 1A

S3 on Outposts& A& 3504 SparkE AlMst= EHAEE MdsledH 2
o

.

%

oM CtS BHHE 2= 5HAl

[ TH

S3 on Outposts& A& 3504 SparkE A 5t= EHAEE OtE2{™
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o |
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"Classification": "core-site",
"Properties": {
"fs.s3a.bucket.DOC-EXAMPLE-BUCKET.accesspoint.arn": "arn:aws:s3-outposts:us-
west-2:111122223333:outpost/op-0lac5d28a6a232904/accesspoint/access-point-name"
"fs.s3a.committer.name": "magic",
"fs.s3a.select.enabled": "false"
}
.
{
"Classification": "hadoop-env",
"Configurations": [
{
"Classification": "export",
"Properties": {
"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"
}
}
1,
"Properties": {3}
.
{
"Classification": "spark-env",
"Configurations": [
{
"Classification": "export",
"Properties": {
"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"
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}
1,

"Properties": {}

iy
{

"Classification":

"Properties": {
"spark.executorEnv.JAVA_HOME":
corretto.x86_64",
"spark.sqgl.sources.fastS3PartitionDiscovery.enabled":

}
}
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Outposts 7|8t S32| ARN
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ARN

nx
0%
x

o

0%
IS

bucket/amzn-s3-demo-

Outposts™| A 2| Amazon S3

Outposts 7|8t Amazon S3

bucketl

arn:aws:s3-outpo

ARN
HM|A EZQIE ARN arn:partition :s3-
outposts: region: sts: us-west-2
account_id :outpost 2123456789012
/ outpost_id /accesspo outpost/ op-0lacsd
int/ accesspoint_name 28a6a232904 /accesspo
int/ access-point-
name
Z4A| ARN arn:partition :s3- arn:aws:s3-outpo
outposts: region: sts: us-west-2
account_id :outpost 1123456789012
/ outpost_id / outpost/ op-0lacsd
bucket/bucket_name / 28a6a232904 [/
object/object_key bucket/amzn-s3-demo-
bucketl /object/m
yobject
arn:partition :s3- arn:aws:s3-outpo
outposts: region: sts: us-west-2
1123456789012
outpost/ op-0lachd

S3 on Outposts KA A ZOIE

2% ARN(ZIR0] AHS)

account_id :outpost

/ outpost_id /accesspo
28a6a232904 /accesspo

int/ access-point-

int/ accesspoi
nt_name /
object/object_key name/object/myobject
Outposts 7|8t S3 ARN arn:partition :s3- arn:aws:s3-outpo
outposts: region: sts: us-west-2
account_id :outpost 1123456789012
outpost/ op-0lacsd
28a6a232904

/ outpost_id

API E4%1 2006-03-01 111

Outposts 7|8t S32| ARN



Outposts0| A 2| Amazon S3 At

ol
nx
0%
x

S3 on OutpostsOil CHEH 243 of Al
Example: AWS A 20t £ 7t = S3 on Outposts HZ! 434

ChS HZ! HA2 AWS A 2ot Fx|E AFE 5104 S3 on Outposts BH{Z104| CHEE HM|A HEHE F0o{F
LIC} O] HZ! H2E AF23t2d™ user input placeholders& AFEXIS| HEZ CHA|EMLICH

oh
[o][]
u]

T4 Hefol cHet HMAE et

s

rr

etedezte Hob FA|(f) H =A 7|7t U

-
rr

o
0
c O
N
0
2
ro
am
0

P 2 2lofl CHEt AMAE MEHSHE aws:Sourcelp 2740t 874 tUEstE
X

-
OF F&|(*)E AL ELICE O] HZ! HAME AL85t24™H user input placeholdersE AFEXIS| HE

S3 on Outposts A= ZOIEof CHEH HEH

S3 on Outposts AEZQIE %42 2|5t 7| 2|5l S3 on Outpostsoil= IAM2| 178 HEto| 2 E
L|Ct.

@ Note

N
=

AR IPFA E(ColP &) HMA RS ME5te A=EXQIES B2 CHZ H|o|Eof A

CHE ColP E9| IP FAE 2eh = Q= HEt: U0{0oF FLCt.

WS Resource Access ManagerE A& 35+04 S3 on OutpostsH| HMASH= SR A
37 HAE AI8RE 3R MELM A& AEZQIEE HHE & oi&LICH 37 7

O AAERI7L RN A=EXZQIEE EE|StEIE B S/ H™E2 Outpostoll M AHA| ME

I3l ok LIk XEAMIBH LI 2 the section called “S3 on Outposts &7~ AME & X 5HA

o

0Z K

rﬂJ

>

0>-

FO 0z 02 H0

CIS El0|20{HE S3 on Outposts AIEZQIE B2 |AM HeHES Eo{FLIC

A IAM T4 &t
CreateEndpoint s3-outposts:CreateEndpoint

ec2:CreateNetworkInterface
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xHod
-1 |

IAM T4 &t
ec2:DescribeNetworkInterfaces
ec2:DescribeVpcs
ec2:DescribeSecurityGroups
ec2:DescribeSubnets

ec2:CreateTags
iam:CreateServicelinkedRole
2ZY0/A I AR IPFA Z(ColP E) YA
A RHEE MEStE H=EZRIES FR OIS
Ze 74 Hsto| Wt

s3-outposts:CreateEndpoint

ec2

ec2

ec?

ec2

ec2

ec2

:DescribeCoipPools
:GetCoipPoolUsage
:AllocateAddress
:AssociateAddress
:DescribeAddresses

:DescribelocalGatewayRou

teTableVpcAssociations

A= ZQIEof CHEr Mt
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ol
nx
0%

Sp IAM T8t
DeleteEndpoint s3-outposts:DeleteEndpoint
ec2:DeleteNetworkInterface
ec2:DescribeNetworkInterfaces
2Zp0jA T AR IP T4 E(ColP E) HA|
A QS A ASERIES] HL O T}
2 F7t Heto| 2ok
s3-outposts:DeleteEndpoint
ec2:DisassociateAddress
ec2:DescribeAddresses
ec2:ReleaseAddress
ListEndpoints s3-outposts:ListEndpoints
® Note
IAM HHoi| M 2|AA BT E ALEStod HEFE ZElE = JU&LICH
S3 on Outposts | MH|A @174 o4&t
S3 on Outposts= IAM AMH|A 242 AE S ALE 6104 AASALE CHAISH LR HERT E|AAE HEE
LICtH REAMIEF LH& 2 Amazon S3 on OutpostsOi| CHEH MH|A 475 238 ALS MME FHASMR

S3 on Outposts2| Hi|O|E

71222, Amazon S3 on OutpostsO|
8t At = o 5 3H(SSE-S3) 8 AL 5104
Amazon S3 #2[8 7|E MEF MH &

&3 5t

X

o}
=

o}
=

|-0|| 0>|

==
i
2

fok

| ZE O|IO|E{= Amazon S3 2@ U535 F|IE E
FEILICH REAISE LIS
3H(SSE-S3) AHE 2 FZstMIL.

2 Amazon S3 AF2 AHHEAM 9]

od5t
==

S3 on Outposts 2| AMH|A

A 0479
I_E
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Outposts0ll 2| Amazon S3 A8 YA
53} 7|(SSE-C)2 M & L Z3E MY = UE&LICt SSE-CE ArE3tEq
7—'.*7‘<1I API R’SQI LR Z %§'+ 7|18 X|IHELICH M & ¢33 24| HEIHIO|E{7F of =l ZH&|

F LI 2 Amazon S3 AFE MM 9|

1ol

Using server-side encryption with

(® Note
S3 on Outposts= AWS Key Management Service(AWS KMS) 7|(SSE-KMS)E AtE &t AH

& 43 3HE XIstx| ek&LICt

S3 on Outposts0i| CHEt AWS PrivateLink

S3 on OutpostsE 7}4t EEP0|'=" HERF Lie| Zzto|8! AEXZQIEE S35l S3 on Outposts AEE|
X|ofl CHEt RIX] 22| HMAE N 25H= AWS PrivateLink® K| 248t Sofl LiF HER3 of
FEIXE ZtA SIS T 7hA EF |5 22tRE(VPC)2| Z2I0|8! IP FAE AHE5H09 Outposts ZHA| A&
EZ|X|of CHEt e S +3E = U &LICEH AWS PrivateLinkE At 5HH HEZ! IP FALLEZS
Al MHHE AEE Rt ls

||=
[ ﬂlllll

Amazon S3 on OutpostsOll CHEt AWS PrivateLinkE A& 3t 714 Z210|8! 22 E(VPC)oIAM 2l
E{H0|A VPC AIEXZQIEE Z 2 H|X{'E5l04 S3 on Outposts HZ! 22| & A= ZQIE EHE| APIOf 4
MAE 2= Ql&L|Ct CE{H 0|A VPC RIEXQIEE= 714 ZEtolY! W EQ 3 (VPN) &= AWS Direct
ConnectE &3 VPC EE= 2Zoi|0|A0 HfZEl of Z (70| AM &Y HMAE = JU&LC HA
3l A=EZQIE ZE| API= AWS PrivateLinkE S35H HMAE £ Q&LICH AWS PrivateLinke GET,
PUT & 0|2} RAIEH APIQF Z2 CIO|E{ T1& API 42 X|H36HR| ef&Lct o|2q8t ¢ 0|O] S3
on Outposts AIEZQIE LU HMA ZQIE ZTMHZ Sl HIS7HE TS ELICH KFAIEH LHE2 S3 on
OutpostsOil CHet HERZ MME HESHMR.

CIEAH[O|A AEXQIE = VPCO| MEUIO|M ZEI0|8! IP FAT 8 E 5L O|& o] Btz HER
3 UE{H| O|A(ENIZ EA|ELICE S3 on OutpostsOll CHEt A= EQIE QIE{HO|A HS AWS U
E2|39] S3 on Outposts HZ! A A= X QIE 22| APIZ RS2 2 BFREIEL|CH EFF, AWS Direct
Connect E== AWS Virtual Private Network(Site-to-Site VPN)2 S&ll 2 Z2{|0|& ofZ 2|7 0|40 M
VPC2| QIE{H|0|A A= ZOIEOof HMAE = Q&LICH VPCE 2z 70/A HERFol A5t &
HHofl CHEt AtAIEH L& 2 Direct Connect AHE AH A & AWS Site-to-Site VPN ALE HBEME EHZES
M.

CIE{H|O|A AEXZQIEE CIS Clolo{ @At Z0| AWS HIERITE S8l 22|11 AWS PrivateLinkE
&3l S3 on Outposts HZ! & A= X QIE 22| APIO| CHEF LE S B E ' LICH
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html

Outposts0f| A 2] Amazon S3

CUEN AWS Cloud Customer premises
S

AWS Outposts

Service link

&

i S3 on Outposts
S3 on Outposts bucket AWS PrivateLink Interface VPC endpaint P!
management and for S3 on Outposts
endpoint management
APls

I-II

&= AWS PrivateLink 7}0|E2| QIE{HO|A VPC Q=

X

QIE{m|o|A A= ZQIEof CHEH YOI
|.

QIE(AWS PrivateLink) & & ZE5HAAIL.

|
« A 3 AE

+ S3 on Outposts QIE{H O|A QNEEZOIE MMA

« 2Z70|A DNS 74 doo|lE

+ S3 on OutpostsOil CHEt VPC QIEZQIE A4
+ S3 on Outposts™l CHEH HZ! &3 Gl vpC 2

[N
Hel
o
[m
02
12

2z

x

i =S

AWS PrivateLink® £3l| S3 on Outposts H{Z! L = ZQIE E EI API0] OHMl st= 8<% VPC A|

gto| MEEILICH RFMIEH LI 2 AWS PrivateLink 7+0

AWS PrivateLink &2 2F2 2 XsHM 2.

EL 8t AWS PrivateLinke CI2 & X| 6t X| et &LC.

Federal Information Processing Standard(FIPS) IEZQIE

+ S3 on Outposts E|O|E{ T1& API(04: GET, PUT ! SASH ZHX| API )

+ Z2}0|8! DNS

By ED API H{%12006-03-01 116


https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-limits-endpoints.html
https://aws.amazon.com/compliance/fips/

Outposts0| A 2| Amazon S3 AE HEM

S3 on Outposts QIE{H|O|A A= ZQIE HM A

AWS PrivateLink® AF& 3504 S3 on Outposts HHZ! & A= ZQIE 22| APIO]| OHHI sto{H A= =22l

EH DNS O|§2 MEFES o E2|70|M2 YOIO|EsHoF B LICH QIE{H|O|A A=EZQIEE Mg
[ AWS PrivateLinkO M= 27t X| 82| A= Z QIEH S3 on Outposts 0|F 2! 2 *E'E"J_'—P FAHZ M

ggfuck

- 2| DNS 0|§ - /5t VPC A=EZQIE D, MH|A AlEEXE, AWS 2|H,
vpce.amazonaws.com(%|: vpce-1a2b3c4d-5e6f.s3-outposts.us-
east-1.vpce.amazonaws.com)O| Z & & L|C}.

« YHHEDNS O|F - 1R VPCAEZQIE D, 7H8 YA, MH|A AL, AWS 2|,
vpce.amazonaws.com(H|: vpce-1a2b3c4d-5e6f-us-east-1a.s3-outposts.us-
east-1.vpce.amazonaws.com)O| Z& EL|Ct Ol7[EAx{7} 78 FE Eelste 82 ol M

2 M8 = JU&LICL o|E §0{, 2F E M st U 2IME HIo|E & HIEE £0|= ol I9dE
DNS O|§2 ME3E = /&Ll

/A Important
S3 on Outposts PIE{H[O|A AEZQIE= I{= 2! DNS = Hl0f|A & QIEL|Ct S3 on
Outposts= Z 205! DNSE X|H5tX| i&LICH 2E HA! LW A= ZQIE E2| APIO]| --

endpoint-url Tt2t0|EE AFSELICH

AWS CLI o K|

rulm
O

--region ¥ --endpoint-url ItZt0/E{E A&E3l04 S3 on Outposts UE{H|O|A AE=EZQIE
3 HZ! #rE| L A= ZQIE EE| APIO] HAMAFLICEH

Example: IEZQIE URLE AF&3104 S3 Ao API7} e HZ! LIS

CHS oMM Bl us-east-1, VPC EEQIE URL vpce-1a2b3c4d-5e6f.s3.us-
east-1.vpce.amazonaws.com % A™ D 1111222233338 i st= HEE HiELICH

aws s3control list-regional-buckets --region us-east-1 --endpoint-url
https://vpce-1a2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com --account-
id 111122223333
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AWS SDK 0i| K|

SDKE %|& HTIe 2 YH|0|EstD, S3 on Outposts 2IE{H|0|A A= ZQIE0f CHE S3 A|0{ APIO]
HMASH7| I5H AEXZQIE URLE AHESHESE ZCI0|MEE F+ 4T LICH

SDK for Python (Boto3)
Example: IE ZQIE URLE AF25104 S3 X0 APIOf| M| A

CtS MM 2l us-east-1 X VPC AEXZQIE URL vpce-1a2b3c4d-5e6f.s3-
outposts.us-east-1.vpce.amazonaws.com2 HEstE HEZ HFELICH

control_client = session.client(

service_name="'s3control',

region_name='us-east-1",
endpoint_url="https://vpce-la2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com'

)

ol

M HE = Boto3 7HE Rt RHLHA{ 2] AWS PrivateLink for Amazon S3& & X

AR SHMI2.
SDK for Java 2.x

Example: YIEZQIE URLE AF235104 S3 X0 API0Y| HAA

CHS oMol VPC FIEZQIE URL vpce-1a2b3c4d-5e6f.s3-outposts.us-
east-1.vpce.amazonaws.com % 2| Region.US_EAST_12 g ste HEZ HFELICH
// control client
Region region = Region.US_EAST_1;
s3ControlClient = S3ControlClient.builder().region(region)

.endpointOverride(URI.create("https://vpce-1a2b3c4d-5e6f.s3-outposts.us-
east-1.vpce.amazonaws.com"))

.build()

KM LI 2 2otE 2{™ AWS SDK for Java APl 2 %X 9| S3ControlClient MME E X 5HA
(@]

L.

2z d0/A DNS 4 4d|o|E

A=z QEH DNS 0|2 AH835104 S3 on Outposts HZ! 2| L A= ZQIE 2| APIE QIE{H 0|A
A= ZQIE0] HAMAE M= 2= 0|A DNS EOQIAHE HHO|EE It gl&LICH HE2! S3 on

2Zg0/A DNS 74 ACo|E API {71 2006-03-01 118


https://boto3.amazonaws.com/v1/documentation/api/latest/guide/s3-example-privatelink.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/s3control/S3ControlClient.html

Outposts0| A 2| Amazon S3 AE HEM

Outposts DNS = H|QI0{A QIE{m[o|A IEZQIES| ZE[O[H! IP FALAZ AEZQIEH DNS O|F S

FoIE = A&LCH

b

S3 on OutpostsOil CHEt VPC ANEEZQIE 4o

S3 on Outpostsof| CHEt VPC QIEH|O|A AEZQIEE MM 5E{™H AWS PrivateLink B A{2| VPC
A=xZQE YEe HZshM .

S3 on OutpostsO| CHEF HZ! 22 2l vPC AE X QIE HA

S3 on Outposts0i| CHEF HMAE Mo{5t= VPC AEZQIEQ AEXZQIE HAME 448 5= UEL
Ct. S3 on Outposts HZ! 2424 90| qws: sourceVpce ZHE A835t0{ EH VPC AIEXQIEQ| ET
EHHZlof| CHEE HMAE AEHE =T JU&LICH VPC AHEZQIE HAMZ AL& M S3 on Outposts HZ!
Z2| APl 2 IE 2 QIE 22| APIOf| CHEF HMAE M o1& = USLICH HZ! HHZ AF835HEH S3 on
Outposts HHZ! ZH2| API0]| CHEF HMAE ANofE = U&LICE aB{L} aws:sourceVpceE AFE 5104
S3 on Outposts2| ZHA|| Zrdoi| CHEH HAMAE BEIE =& i&Lct

S3 on Outposts WA|A HHM2 CtF0 22 HWEE X|I™HgLct

« O] 2 5183kt HE 5t= AWS Identity and Access Management(IAM) 20+ &
« HBEHL HEEl= S3 Ao B
« 40| 318 E|HLF 7HE El&= S3 on Outposts 2|lAA

CHE oM E HZ! = A= ZRIEof CHEF HMAE Metsts HAME EoiFLICH VPC Ao CHEt
74 s

REMIE LI 2 AWS X, Amazon Virtual Private Cloud(VPC) 42 S MM WE /32t vPC 244
SMg xS AA2.

/A Important

« O] MMM MHESH=E VPC AEEZQIE 0] CHEH oA HAME MEE AR o= x| &LA B2
of CH8t BMAE XFEHE = USL r VPC HEZQIENM Al2H5H= 20| CHEF HHZ! 4
NAE Metst7| {8t 2! HEH2 2ol Cist 2 E HAAE RIEHE &= J&LICH o] EXE
a5t tl*t'*01| CH8t REMIEH LI 2! Aol VPC EE= VPC QIEZQIE ID7} 2HI2
Xl oI&LICHE ZSHAAI. HIo| HHAE = UEE HMES ™5 WHS £l
2RI R[4 MIE)E FESHMAIR.

o CI2 oAl HZ! HAE2 AF25H7| Mol VPC QIS ZQIE IDE AP AlE|of| 288 2o 2 Hb
THL. OZEX| ofom™ HZlof HMAE £ Qi&LICEH
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/network-to-amazon-vpc-connectivity-options.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/network-to-amazon-vpc-connectivity-options.html
https://aws.amazon.com/premiumsupport/knowledge-center/s3-regain-access/
https://aws.amazon.com/premiumsupport/knowledge-center/s3-regain-access/
https://aws.amazon.com/premiumsupport/knowledge-center/s3-regain-access/
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A& dEBAM
« HHollA &Y VPC A= ZQIE 9| S3 on Outposts HHZ!0l CHEH HAM|ARF 5{&8t=E B2 2
£ 2HO0| XIHE VPC A= ZQIE oM UM K| fo 22 T eZlol CHEt 2& HAMAT

[

|2 &=t Lct

BN |
« OiX: VPC A= ZQIE A & H{ZIoi| CHEF MM A KB
« 0f: S3 on Outposts HZ! & o| £ VPC QIEZQIE 0| MMA HE
o A: VPC A= ZQIE oA 7 H{Z!0d| CHEF UM A KB
£ 7 S3 on Outposts HZ!of| CHEF AM| AR KM|BHst= AEZQIE HAMS HHE = U&LICH CHS
M2 GetBucketPolicy 240l CHEF HMIAE example-outpost-bucket 2B AM|EHELICEH O] H
ME ASsted™ oAl g2 AHERte| 2k 2 HiFo{ok gLt
JSON
{
"Version":"2012-10-17",
"Id": "Policy1415115909151",
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": {
"AWS": "111122223333"
},
"Action": "s3-outposts:GetBucketPolicy",
"Effect": "Allow",
"Resource": "arn:aws:s3-outposts:us-
east-1:123456789012:outpost/op-01lac5d28a6a232904/bucket/example-outpost-bucket"
}
]
}
0f: S3 on Outposts HHZ! HEO| £ VPC A= ZQIE | A HMA HE

Ct= S3 on Outposts HZ! HHME vpce-1a2b3c4d VPC MEXZQIEE Sl example-outpost-
bucket HHZ!0{ M GetBucketPolicyoll CHEF HMAE HEEL|CH

VPC QIC ZOIE A= Ol {31 AI=H AA
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aws:sourceVpce ZZ12 AEXZQIEE X|HstH, VPC ABEZQIE E[A A0 CHEH Amazon 2[4&4A
O|f§(ARN)S = &tX| A A=ZQIE DO HR 2 FLICH O] HAME AL 3te{H oAl 22 AL

Atol gt = Hiytoqok & IEF.

JSON

"Version":"2012-10-17",
"Id": "Policy1415115909152",
"Statement": [
{
"Sid": "Deny-access-to-specific-VPCE",
"Principal": {
"AWS": "111122223333"
},
"Action": "s3-outposts:GetBucketPolicy",
"Effect": "Deny",
"Resource": "arn:aws:s3-outposts:us-
east-1:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket",
"Condition": {
"StringEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"

AWS Signature Version 4(SigV4) 2154 2zl 7|

Ct& E= Amazon S3 on Outposts2t & 7H AFEE == /= AWS Signature Version 4(Sigv4) 215 1t
HE =71 7|8 EoiELICH HA HRol| A olefet =g F715101 ME HT 48 ALEsto 2F

I'IO

= MBH™M4 8 2H 7|18 AHE 5t HA
A& 0d K| AL % XML MB HH 4E A8 273 2150 Cist XEMIEH LI 2 Amazon Simple
E(AWS ME HT 4)2 ZZstMI2.

HQ
Ol 9B E I S& S5 MBY 4 UALICH ofA| A

92
(@]
©
(o)
D
(0)]
D
2
(@)
D
>
T
o2k
M
o
kO -
0k
r9 °
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https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
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7(4% 7|. 7| AMOd

or
rot

| = O
s3-outpos S3 on Outposts= CtY et 215 W E X|HELICH 5§ 215 HHE A
ts:authType SIS =4l REE Metete{ ol MEA =74 7|E AL E == /U&LCH
0 € S04 0| 27 7|E AI83l04 2% @150 HTTP Authorization
SICICt AI2 S E 5128 4 laLch
k- A &
REST-HEADER
REST-QUERY-STRING
s3-outpos QI E ™M MHEOo| R&8 AlZHR2|Z=)ILC.
ts:signatur
Ol Zz42 Ol2| MYEE URLOEF M ZEL|Ct,
eAge
ME HH™ 40M= ME 7(71 = 77t R EFLICH M2t BT =|cH
77t 2 8LCt XFMIBH LI 2 Amazon Simple Storage Service API &
ZO MY L AVE HZESIML. ol ZHE AH835H0d MY b2 FIt
2 Mt = JsLct
0 Al 2t: 600000
s3-outposts:x- Ol = 7|E AI&35tod HAM MBEIX| I2 ZEI=XE 51836HK| i 2
amz-content- = A&Lct
sha256

MB HA 4E A28 ] Authorization SIHE A2stE o CHsl
M A Ao x-amz-content-sha256 S|HE F 78t
SHA| Ho|2EER MAsHL|Ct.

HZ! HEo|MH Ol D7 7|2 ArE5t0{ HIO|ZETF MBEIX| A2 HYEEE

AH
Ah
HEE = A&LICH of:

« Authorization SIHE AFE3501 REE 2I53HX|E H O[22 =0
MESIX| ote 222 HESLICH RbAlst LH%% Amazon Simple
Storage Service APl #Z 9| Bt H3 2 H|0|2E & (Transferring
payload in a single chunk)2 & ZX3tM2.
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https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html#signing-request-intro
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
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ME B 4 23 = 7|8 A ste HE! EE of A
CIS ME A6t user input placeholdersE AEAte| MEZ CHA|ELICE.
Example: s3-outposts:signatureAge

CHS HZ! HA2 HEO| 108 O|4 K|t B example-outpost-bucket 2| ZiA|oi CHEH URL 27
O| AFX M™HEEl S3 on OutpostsE 7HE &L

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Deny a presigned URL request if the signature is more than 10

minutes old",

"Effect": "Deny",

"Principal": {"AWS'":"444455556666"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:0utpost/op-01ac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {

"NumericGreatexThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType'": "REST-QUERY-STRING"}
}
}
]
}
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https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html#query-string-auth-v4-signing
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
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Example: s3-outposts:authType

Cl2 HZ! M2 @& 0150i Authorization SIHE AI25tE &0 L
URL2 2| OH7H#HF-E ALE5tod @ U eIE HEE HI-‘-BUI 2o OlZ] H‘E'S'E.J URL R’S% 7-|—=|'—
ElLICt REMIBH LI 2 Amazon Simple Storage Service APl £ X 0| 015 ErHHg

JSON
{
"Version'":"2012-10-17",
"Statement": [
{

"Sid": "Allow only requests that use the Authorization header for

request authentication. Deny presigned URL requests.",

"Effect": "Deny",

"Principal": {"AWS":"111122223333"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {

"StringNotEquals": {
"s3-outposts:authType": "REST-HEADER"
}
}
}
]
}

Example: s3-outposts:x-amz-content-sha256

ChE HA EA2 AP MEE URLE MESle UEEL 20| MEBE|X| g2 HO[ZET /UE EE A
EE HEELICH REMIEH LI& 2 Amazon Simple Storage Service APl & Z9| Q15 Q% oI5 &
He FE5M
JSON
{

"Version":"2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html#query-string-auth-v4-signing
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
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{

"Sid": "Deny uploads with unsigned payloads.",

"Effect": "Deny",

"Principal": {"AwS":"111122223333"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-01lac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {

"StringEquals": {
"s3-outposts:x-amz-content-sha256": "UNSIGNED-PAYLOAD"
}
}
}

AWS B EIE BAS AWSOl ols MAEIT BEIEls ST AR FMLLICH AWS BEIE B A
SR, I8 U Ao BE TYS ARY £ AT B Uk AR Alslof CHE HEHS MZSHES A
A=t & LIC

AWS B2/ B2 DE AWS 20| NS <+ 2171 20| BT NS S0l Tid 312 1S wo
SHRI b2 4 UBLICH AR Abzlol TRE 12 #ElE HAS Folsto] MEe Fols 2ol E4L

CH.

AWS ZHEIS HR0IM Holgh HEte WY 4 gaLiTh Bof AWSTH AWS B EIE B0 BolE 7
the YEOlEY Fe HMo| ZE0] s BE 2O FA DAL K, 18 X 9ghollE Uool=7t
MSELICH M AWS MHIAS(E) AIEHSHALE M AP &4E 71Z Ml20] 0l8

AWS 2% HAg dololEd 7Hs Aol FaLID

KEME LI 2 1AM AL AF DB M| AWS #ElE A E ARsHA L.

rr

MH|A 9974 24809l AWSServiceRoleForS30nOutpostsl| YEZ M HER T B|AAE #E|5
Ct.

o] M&o| MetE Hied®H AWSS30n0utpostsServiceRolePolicyS & E5HAIL.

AWS ZH2|E A API {7 2006-03-01 125


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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S3 on Outposts= AWSServiceRoleForS30nOutposts2h= AMH|A A A& S AL&3o{ HERIT 2
AAE BESHE O =282 SUCH

AWSServiceRoleForS30nOutposts AH|A Q1 &2 gt g £=l5t7| fls Tt MHIAE A=
grLct
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* s3-outposts.amazonaws.com

O|& 0| AWSS30n0utpostsServiceRolePolicy?l & MEH HE2 S3 on Outposts7t X|HE! 2
AAMCHE &S R ESES S{SELICH

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeNetworkIntexfaces”,
"ec2:DescribeVpcs",
"ec2:DescribeCoipPools",
"ec2:GetCoipPoolUsage",
"ec2:DescribeAddresses",
"ec2:DescribelocalGatewayRouteTableVpcAssociations"
1,
"Resource": "*",
"Sid": "DescribeVpcResources"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

1,

-
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"Sid": "CreateNetworkInterface"

"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterface"
1,
"Resource": [

"arn:aws:ec2:*:*:network-intexface/*"
]I
"Condition": {

"StringEquals": {

"aws:RequestTag/CreatedBy": "S3 On Outposts"

},

"Sid": "CreateTagsForCreateNetworkInterface"

"Effect": "Allow",

"Action": [
"ec2:AllocateAddress"

]I

"Resource": [
"arn:aws:ec2:*:*:ipv4pool-ec2/*"

1,

"Sid": "AllocateIpAddress"

"Effect": "Allow",
"Action": [

"ec2:AllocateAddress”
]I
"Resource": [

"arn:aws:ec2:*:*:elastic-ip/*"
1,
"Condition": {

"StringEquals": {

"aws:RequestTag/CreatedBy": "S3 On Outposts"

},
"Sid": "CreateTagsForAllocateIpAddress"

"Effect": "Allow",
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"Action": [
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:CreateNetworkIntexrfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DeleteNetworkIntexrfacePermission",
"ec2:DisassociateAddress",
"ec2:ReleaseAddress",
"ec2:AssociateAddress"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/CreatedBy": "S3 On Outposts"

},

"Sid": "ReleaseVpcResouxrces"

"Effect": "Allow",
"Action": [
"ec2:CreateTags"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": [
"CreateNetworkInterface",
"AllocateAddress"
1,
"aws:RequestTag/CreatedBy": [
"S3 On Outposts”

3,

"Sid": "CreateTags"

IAM AIE{E|(FE S)7F HH|A A ALK E
LICH REAIEH LHE2 IAM AFE DB MOl MH|A 47 g HEHE FESHMIR.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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ol
nx
0%
x

Outposts0| A 2| Amazon S3 At

S3 on Outposts AE2|X| 2|

Amazon S3 on Outposts& A& 35tM AWS Outposts0i| A S3 HZ! S 3P_|_ EZ Ho|E| HMA, 2
A dlole| M2| X SlolE BlIX|EHA|I7L 223 oHEE[AH 0|2 2lsH 28 0|A0M ANME 2H ME
St HAME = Q&LICH S3 on Outposts= S3 Outposts(OUTPOSTS)EPE ME2 AEZ|X| 2EAE
ANMZetLict o] 22fA = Amazon S3 APIE AF2 504 AWS Outposts2| 0424 C|HFO|A QL AME{of T O]
EHE O|&stEl WAoo 2 oMo 2 XMESHE S MAEII&LICE Virtual Private Cloud(VPC)E &8t
HMA ZQIE LI AMEZQIE HAZAZ AFE S04 Outpost HHZA! I S ARFLICH MM A HAM F S 5} EN
42 EZ #5604 Amazon S3 HHZ!0{ M2t 20 Outpost HHZ!0MH S L8 API & 7[5 Mgéa = A&
L|Ct. AWS Management Console, AWS Command Line Interface(AWS CLI), AWS SDK EE= REST
APIE &3l S3 on OutpostsE AEE = U&LICH KHAIEF LI& 2 Amazon S3 on OutpostsEt F¢!
7t2? MM HESHA L.

Amazon S3 on Outposts AEZ|X| 82| #2| X SR Cist RtMlEH LI Ctg FHE & X5t
o

L.

=X

« S3 on Outposts HHZ!2| S3 KT 2|0 CHE & 2|

« Amazon S3 on Outposts HHZ!0l| CHEt =& F7| 714 4 2 22|
« S3 on OutpostsOl| CHEH 24X S|

AWS RAM AL S S35l S3 on Outposts &7

S3 on OutpostsE& A& 35t= CHE AWS MH[A

S3 on Outposts HZ!9| S3 T £t2|of CHE EHE|

S3 M 2|8 M5t S HE! LHof 0424 7He| 7HE X SMES MEELICH S3 HM #EIE
A2 35104 Outposts HHZI0| MEE ZE HTO| AN E 25 EE, M 2l S48 £+ Q&L|CH S3 HA

rir
[ni

TElE o= R ef2 AFEA 2] o EE[FH0ld 2R H S+t ol =Fo0| ELict

Amazon S3 on Outposts HZ!0ll= CHE 1 20| M| 7t X[ A 22| 2 Ef7F L& LICEH

+ Unversioned(EHZ 0| Zt2|Z|X| &) - HZI0| M S3 A B2|E & d35tstHLE LA SXIE 20| 7
o™ HHMO| X|HE|X| £ S3 HE 22| o EHE BHetst x| et &LCt. S3 BT #e2lod| CHEt RHAISH LY
&2 S3 on Outposts HHZ! 9| S3 ™ £H2|0d| CHE 22| MME FHESHAAIL.

- Enabled(&d3HE) - HZ! 2| Zix|of CH3H S3 HT & E|& & -gstELIct Hlol| FIHE 2E AR =

Rt HT IDE S&LICH HM 2E|E AFS A-EE W &0l o|O] EXM5t= ZA 0= nullel H

S3 X #|oi cHEt 7l API H{%1 2006-03-01 132



Outposts0| A 2| Amazon S3 At

ol
nx
0%
x

M D7t A}&LCt o|2{8H(E= CHE) ZAE PutObjectt 242 7|Et Qo2 +=H5t= 39 M 2
7t 18t HA IDE 7HEILICE
. Suspended(o')\l S X|E) - 2l o] ZH&|ofl cHalH S3 I:I-I 2|2 LA SXIELICH HEA ZEI7F LA
SCE & I FIHE BE A= HA nulle £AELICH REMIEH LIS Amazon S3 AFE A

BMe| HE 2|7t LA SXIE HZA o A —’Fﬂ% HZStMR

S3 on Outposts H{Z10l| CHEH S3 HE ZEIE &3} 8 olE HEO| #t2l=lX| of2 AElZ Eot =
A& LICH 2L HE BEIE LAl BXIE £ U&LIct S3 ™ #Elof CHEt XHAMIEH LI 2 S3 on
Outposts H{Z 2] S3 T #Elofl it #E| MMg & ESAAL.

—

e1710] 2t 240l CHaH SHRH HEIZF 07H 014 2] OfF BIFI0| UBLICH AEEIX| HISS FOIEAH XIF
£l 717t F0fl 2|41 H{F0| obd HAIS DHRSIE S B2 S3 £F F7| FAIS THY £ ASLIC KA
3 LHS 2 Amazon S3 on Outposts E{Z/0] CHEH 48 % 7| T4 441 9 3| MM FESHME,

C+2 oflof M= AWS Management Console 2 AWS Command Line Interface(AWS CLI)E A}& 3104
7|Z& S3 on Outposts HZ!0of CHEH HA & 2|§ & d5tstHL LAl BX|5tE YHE EoiELICh S3 H

=He L
M 27 EMHeE S3 IS MAEHEdT S3 on Outposts H{Z! MM MM E B X FHAI2.
(® Note
HZI2 3l M 3P AWS HHMHo| AR35HH 0| 74|""° |:|-| | g #Hole = Ues 8
st AMELIC E *E'”S %—Ql T8 £4o|

HZ!o| 83 M 2t ddE HElsic{H CEa-Z2 0l-5hA| 2.

-_—

AWS Management Console0| 21218t ¥ https://console.aws.amazon.com/s3/0M S3 2&2
FLch.

2. g% EFA 3Hof| A Outposts HHZ!S MEHEHL|CE.

3. S3 T 2|8 EM35HE Outposts HZ! S MEAEHLICH

4. H4 HES MEiFLC

5. H{Z! ™ 2 2l(Bucket Versioning)oll A TEIS MEHEFL|CE

S3 KT 2tZfof CHEr 2tel API {71 2006-03-01 133


https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
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REMIEH LH8 2 AWS CLI & Z 9| put-bucket-versioningg & Z M| 2.

Example: S3 HH 2|2 & 435tsts 39

rr

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Enabled

P
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o
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[e]l]

Example: S3 HZ #E|E LA| K|

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Suspended
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S3 on Outposts= A&l OFHE F7t5t D A E Ol HTMSE FX|ELICH S3 HT #EIE At
835IX| otE HZ!2| R S3 on Outposts= | E WF X Z ALK|ELIC.
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7.

Lifecycle rule actions(=3& F7| & )M CtE SM & SILIE MEIFLICH

- Expire current versions of objects(Z4&[2] 4R & Bt =) - X 2|7t EHEtE HZlel B2
S3 on Outposts= 41Xl OFHE F7I5tD A E O™ HHSE RX[ELICH S3 T HEIE A

&35t x| et= HZ!2| B2 S3 on Outposts= A E BFHE AKX LICE.

- Permanently delete noncurrent versions of objects(Z4&l|2| O] T 7 &FA[) — S3 on
Outposts= 0| HTO| ZHX|E YR M= ArA|EFLICEH

- Delete expired object delete markers or incomplete multipart uploads(2tZ2E 24X AHA| O
= BT HE|DIE Y2 E AMA|) — S3 on Outposts= PHREl ZHA| AFA| 07 E= 22t
HE|IE YEEE IFHMo = ATXELICH

A E}IE MBSt =8 F7| 2o HIE Netst= B Delete expired object delete
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AWS CLI 2! Java2 SDKE AI25t04 £ F7| 74 MM gl atz|

S3 = F7|E AF235+04 Amazon S3 on Outposts2| AEZ|X| 8F S %|XstE £+ U&LICH 2| 7}
QEfE[ALI H 2[4 HHSE TAEH HHME BHEAFIEE =8 F7| A& BtE = J&Lct =3

F7| FAIS M4, AR, A8 BRI EE ANE 4 s
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AWS Command Line Interface(AWS CLI) 2! AWS SDK for JavaZ AF&3t04 S3 on Outposts H{Z10]|
it =8 7| 782 M 2 #t2|sted™ CHS oA E & X5HA 2.
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YT TS

- S3 on Outposts HZI0i| CHEF =8 F7| 4 7127

+% 77| 7Y HE

AWS CLI

Ct=S AWS CLI MM E =& F7| 78 EAZ Outpost HZI0l| M-S &LICt o] HA2 ZEei|a7t
XHEE HF A (myprefix)2t 10 Fof BtE2 /= E27F 28 E 2E AXME X[HELct. of o
E ME35tdH Z user input placeholderE ALEXIC| HEZ CHA|ELICEH

1. £ F7| 74 MM JSON U Z K{EHEFLICE 0] ofAloflM mHUo| O|ES
lifecyclel.json2Z X|HE/LICH

"Rules": [
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"Ip": "id-1",
"Filter": {
"And": {
"Prefix": "myprefix",
"Tags": [
{
"Value": "mytagvaluel",
"Key": "mytagkeyl"
1,
{
"Value": "mytagvalue2",
"Key": "mytagkey2"
}
1,

"ObjectSizeGreaterThan": 1000,
"ObjectSizelLessThan": 5000

iy
"Status": "Enabled",

"Expiration": {
"Days": 10

2. put-bucket-lifecycle-configuration CLI H&o| UL Z JSON IS XMEE IEP
O| HHS A83Itd™H Z user input placeholderE ALEXIC| MEZ CHA|ELICt o H

230 CHEE REMIEH LHE = AWS CLI & Z 9| put-bucket-lifecycle-configuration2 & X 5HM 2.

aws s3control put-bucket-lifecycle-configuration --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
bucket/example-outposts-bucket --lifecycle-configuration file://lifecyclel. json

SDK for Java

Ct= SDK for Java OiAMol M= =& F7| 7192 Outpost HZI0f| M FLICt Ol =& F7| 282
Zeavt XI-HE S A myprefix)2t 102 0| 2 E|= Efa7F Z&E 2E 4 E X[HE L
Ct. Ol IXMIE Ar83tEd™ 2t user input placeholderE MEXto| MEZ CHAErLICt REAMIEH
LH& 2 Amazon Simple Storage Service APl & Z= 9| PutBucketLifecycleConfigurationg & & 5t Al
o

.
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import com.amazonaws.services.s3control.model.*;

public void putBucketlLifecycleConfiguration(String bucketArn) {

S3Tag tagl
S3Tag tag2

new S3Tag().withKey("mytagkeyl").withValue("mytagkeyl");
new S3Tag().withKey("mytagkey2").withValue("mytagkey2");

LifecycleRuleFilter lifecycleRuleFilter = new LifecycleRuleFilter()

.withAnd(new LifecycleRuleAndOperator()
.withPrefix("myprefix'")
.withTags(tagl, tag2))
.withObjectSizeGreaterThan(1000)
.withObjectSizelLessThan(5000);

LifecycleExpiration lifecycleExpiration = new LifecycleExpiration()

.withExpiredObjectDeleteMarker(false)
.withDays(10);

LifecycleRule lifecycleRule = new LifecycleRule()
.withStatus("Enabled")
.withFilter(lifecycleRuleFilter)
.withExpiration(lifecycleExpiration)
.withID("id-1");

LifecycleConfiguration lifecycleConfiguration = new LifecycleConfiguration()

.withRules(lifecycleRule);

PutBucketLifecycleConfigurationRequest reqPutBucketlLifecycle
PutBucketLifecycleConfigurationRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withLifecycleConfiguration(lifecycleConfiguration);

PutBucketLifecycleConfigurationResult respPutBucketLifecycle

new

s3ControlClient.putBucketLifecycleConfiguration(reqPutBucketLifecycle);

System.out.printf("PutBucketLifecycleConfiguration Response: %s%n",

respPutBucketLifecycle.toString());

AWS CLI 2! Java® SDK AFS
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S3 on Outposts HZ!ol| CHeh =8 7| 74 727

AWS CLI
CtS AWS CLI oAM= =& F7| 7+ EEEZ Outpost HZ!of| 7t X4ZLICH o] BHEE AFE5tHE
™ Zt user input placeholderg& Ar&Xte| WEZ CHA[ELICH O BZof CHet AkM[EF L2
Amazon Simple Storage Service AP| & Z& 9| get-bucket-lifecycle-configurationg & Z=3HMIL.

aws s3control get-bucket-lifecycle-configuration --account-id 123456789012 --bucket
arn:aws:s3-outposts:<your-region>:123456789012:outpost/op-0lac5d28a6a232904/

bucket/example-outposts-bucket
SDK for Java

CHZ SDK for Java WMo ME =& F7| 7192 Outpost HZI0A| 7S LICH REAIEH LIS 2
Amazon Simple Storage Service AP| & Z 01| M GetBucketLifecycleConfiguration2 & & 5tM| 2.

import com.amazonaws.services.s3control.model.*;

public void getBucketlLifecycleConfiguration(String bucketArn) {

GetBucketLifecycleConfigurationRequest reqGetBucketLifecycle = new

GetBucketLifecycleConfigurationRequest()
.withAccountId(AccountId)
.withBucket(bucketArn);

GetBucketLifecycleConfigurationResult respGetBucketLifecycle
s3ControlClient.getBucketLifecycleConfiguration(reqGetBucketLifecycle);

System.out.printf("GetBucketLifecycleConfiguration Response: %s%n",
respGetBucketLifecycle.toString());

S3 on Outposts0il CHEH Z4&| S|

AWS Outposts0il A S3 S XM E AFE3tH CHE Outposts == S Y8 Outpost] Y= HZ! ZHof S3 A
*HME XAHS2Z EX|5t =S Amazon S3 on OutpostsE TFAE &= Q& LICH OutpostsoilA S3 EX|E
MESHOOIEH 4F 2F A2 &5t ol E20| =5 Z7{LE CHE Outposts 2= 0424 7|1 Hof|
AR C|o|E{2] o] EXMEES FXIE = U&LICE OutpoststlM S3 SXE ABSHH AHE &5t
AEER| @F MEE2 SF5tD AE 7to| Hlo|EH S/ E Z&te &= JU&Lct SXMEo| &4 0|t
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<Rule>
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Outposts™| A 2| Amazon S3

ol oM &z H2n et x|Aastol Het HAE HBELICEH A& oX7HIAM HE S Hdst
= HHAE xRS MBFLICH XtAIE LIE 2 OutpostsOil M =X =] 44 MME FESMR. IAM
2ol CHer XEMIEE LIE 2 IAM AL HBAL| IAM e B E H R otMIR.

. TS OllAlE fgtg 22 4 Qe MulA Eot EHZ A S3on Outposts B AlHste AE Mg &
o0& LLCt.
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{
"Sexvice":"s3-outposts.amazonaws.com"
},
"Action":"sts:AssumeRole"
}
]
}
+ CHS ORI ofgtol AL R CHAl BRI XIS + 3 HEte Rofste AMA HMS HoiFLC
S3on Outposts7f O] dg 2 LomM o HAol X|™E A

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3-outposts:GetObjectVersionFoxrReplication"”,

"s3-outposts:GetObjectVersionTagging"
1,

"Resource": [

"arn:aws:s3-outposts:us-east-1:123456789012:outpost/SOURCE-
OUTPOST-ID/bucket/SOURCE-OUTPOSTS-BUCKET/object/*",

"arn:aws:s3-outposts:us-east-1:123456789012:outpost/SOURCE-
OUTPOST-ID/accesspoint/SOURCE-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
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"Effect": "Allow",

"Action": [
"s3-outposts:ReplicateObject"”,
"s3-outposts:ReplicateDelete”

1,

"Resource": [

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-
BUCKET/object/*",

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/accesspoint/DESTINATION-
OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

]
}
]
}
AMA HH2 OhF ZrdE e HEHS FoiLich

+ s3-outposts:GetObjectVersionForReplication - Z& Z4x|of O| &fdoi CHEF HEHO| &

04|04 S3 on Outposts7t Zt A2t HAZEE EH A HEE 71K = U&LICH
s3-outposts:GetObjectVersionTagging - SOURCE-OUTPOSTS-BUCKET HHZI(AA HHZ)
o| Zix{|oi| o] =te] HBto| QU2 ™ S3 on Outposts7F SHE /6 x| EfE 22 = AUSL
REMIEH LH& 2 S3 on Outposts EHZI0f| CHEF EH F71 MM E B XSHMIR. O|2{8F HEto| gig &8
< S3 on Outposts= A E =A|6HX|2H A Ef 3= =XISHK| ef&LCt

Ls =

]

s3-outposts:ReplicateObject & s3-outposts:ReplicateDelete - DESTINATION-
OUTPOSTS-BUCKET HHZ(CH& 3ol =& ZHA||oi O] 24 ®MEto| /27 S3 on Outposts7} CH
& HZloll 24 £ AR DFHE SHE & AaLich X obHof CHEH REAIEH LIS2 AfK) Ao
ol =Hxlofl OlxlE WEe XML,

@ Note

« DESTINATION-OUTPOSTS-BUCKET HHZ(CHA H{Z)ol| s3-
outposts:ReplicateObject 2o CHEt HEt0o| /ot A EfTo| | 5
grLICt. 2kAM s3-outposts:ReplicateTags 2rdof CHEH HEHE HAIMSZ £0od
g EeIt gLt
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- AE2A HHE FK|e] B2 CH4 Outposts HZ Q| AR A7 HZ! HAME 4| 0| E 504
DESTINATION-OUTPOSTS-BUCKETO s3-outposts:ReplicateObject &%
off CHEH HEtE F 0450k &LICH s3-outposts:ReplicateObject 2 S3 on
Outposts7t CH& Outposts HHZ!oi| ZHA| & 28X Ef2 & SANISHE S ST LICt.

S3 on Outposts 2 552 S3 on OutpostsOi| A o8 2Fd2 BT SHMIL.

/A Important
IAM 2382 ARBHAWS HIHS T IAM 220l S48 hedg 33 HEto| QUo{ok B
Ch.

ol & S04, &4 Outposts HZ!0ll CHE AWS H|IH 0| 278 H&|7F Z 7 Elof ATk 7HE st
AaLch Ad AR KHE HA EM A ML ZIE HHZ %3H IAM &3& S A7 3 AWS
AEol| 2t Hete BAM2 2 Fodsliof B LICE 224X| 8828 S3 on Outposts= 244
off AMAE = Qloo 2 Zix| o SH|I7F AlufgfLct

0{7[0) M MEst= TE2 =4 SH 70 EELICH MY x| 48 FItstedH
S3 on Outposts0i| F7+ HEtE F 0450k &L|Ct,

>
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| CHAF Outposts HZ/8 M Z CH2 AWS HXolA 288 7S HEt 2o

A4 U CHA Outposts HA2 S s A™HIM AR 5HX| &t= A2, CHA Outposts HZ! 2 AOXUF
CHAM HZlol| CHEE 200 M A ZQIE HAME AHO|o|ESH of BHL|Ct o248t A2 CtS = o A2t
Z 0| &AA Outposts HHZI2| AR X2 IAM MHE|A &0l =X &g s&E £ U= HEHS Foisof
grict Jex| gfe™ A7 Aot o Aol M= DESTINATION-OUTPOSTS-BUCKET7E CH4
HHZIILICEH ol2{8t HA | A2 AF83tEd™ user input placeholdersE AN HEZ CHA SHA

o !

IAM MH|A AE g 322 ddsts 32 CFS A ofAlol L2 ZAxEH g G2 & role/
service-role/Z HYELICH XtAEH LIS YotEHE{H IAM ALE HB M| IAM
(@]

.

JSON

"Version":"2012-10-17",
"Id": "PolicyFoxDestinationBucket",
"Statement": [
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{

"Sid": "Permissions on objects",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/service-role/source-
account-IAM-role"
},
"Action": [
"s3-outposts:ReplicateDelete”,
"s3-outposts:ReplicateObject"
1,
"Resourxce": [
"arn:aws:s3-outposts:us-east-1:444455556666:outpost/DESTINATION-
OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-BUCKET/object/*"

]
}
]
}
JSON
{
"Version":"2012-10-17",
"Id": "PolicyFoxDestinationAccessPoint",
"Statement": [
{
"Sid": "Permissions on objects",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/service-role/source-
account-IAM-role"
},
"Action": [
"s3-outposts:ReplicateDelete”,
"s3-outposts:ReplicateObject"
1,
"Resourxce": [
"arn:aws:s3-outposts:us-east-1:111122223333:outpost/DESTINATION-
OUTPOST-ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]
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O4Z4E| HA|A ZOIEZ MEHSH |C}
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AWS Command Line Interface At Ad
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2= Qle= |AM MH|A &2 x|
ol 742200t O] &S

IAM ALE AHAMOM ALE XHOH AWS MH[A O 45

OlZH st2{™ L4

Stod SME Y
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Zl 0| acctAE AI2EfLiCH B
HAo| HH

HoiE AZSHMQ. BEIR Hot OF MEE AR50 BHE TR NUS MM He ©

HE Z2riYol ZE S

2. HE HAE ddstn
= SE(HXIL
O| HHE AB3l2d™ user input placeholders&

S35t ol RS Mol

Fo{ELCH.

HZI M T 228 A8 DY ELICH CHE create-bucket EHE2 O
o} S8 )(us-east-1) 2™l SOURCE-OUTPOSTS-BUCKET H{Z]l& MAd&rL|Ct.
! AR ME 2 CHA|ELICH.

aws s3control create-bucket --bucket SOURCE-OUTPOSTS-BUCKET --outpost-id SOURCE-

OUTPOST-ID --profile acctA --region us-east-1

SH 4™
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CHS put-bucket-versioning &2 SOURCE-OUTPOSTS-BUCKET HZIo| T #E|E &4
FerL|Ct o] B E AF25t24™H user input placeholdersE AKX HEZ CHAIErLICH.

11°|' l]|0

=)

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/bucket/SOURCE-OUTPOSTS -
BUCKET --versioning-configuration Status=Enabled --profile acctA

& HZE st HAM HTE BE[E A A™ELICH CHS create-bucket BE2 O
-west-2) 2|I%0{ DESTINATION-OUTPOSTS-BUCKET H{Zl2 M MgtL|Ct. o]
user input placeholders& AN HEZ CHA|ELICEH
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@ Note
A2 U CH4 Outposts HHZ!0| 25 SUEH AWS A Ho| IS m SA 42 Y5t
St WHE Z2AUS ALZELICH Of MFMOIME acctAB A ELICH T g A
2 ChE AWS HIHoIM AR 3t Heo| =X 742 ElAES 24 Hlch 42 e
2otds REEL o

aws s3control create-bucket --bucket DESTINATION-OUTPOSTS-BUCKET --create-bucket-
configuration LocationConstraint=us-west-2 --outpost-id DESTINATION-OUTPOST-ID --

profile acctA --region us-west-2

CHS put-bucket-versioning @& DESTINATION-OUTPOSTS-BUCKET H{Zlo| {7 # 2|
gM3letLICt o] BREES A836I24™H user input placeholdersE AN HEZE CHAIE L

E
= 2 o

Ct

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-
OUTPOSTS-BUCKET --versioning-configuration Status=Enabled --profile acctA

mlo

OII

4. 1AM MH|A g2 MAELICH S 74 30 o] MH|A
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i. Ctg AE HHE SAstod 24 AFE 2| e/ CIEE{Z(0f s3-on-outposts-role-

trust-policy.jsonO|2t= O|§ Q| YU Z XHEFLICIH O] Y2 MH|A &2 &2
T18t2 S3 on Outposts MH|A E Ot F|oi £ 0o{ELICt.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{
"Sexvice":"s3-outposts.amazonaws.com"
},
"Action":"sts:AssumeRole"
}
]
}
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aws iam create-role --role-name replicationRole --assume-role-policy-
document file://s3-on-outposts-role-trust-policy.json --profile acctA

b. AMH|A dghof Het HAE AT LICH

i. Ctg et O SAstod 2EZ HFE 2l #x CIEE{EZ(0 s3-on-outposts-role-
permissions-policy.json It€= MHEELICH O] HA2 CHB S3 on Outposts
HZ) & 24| 2o CHEt HEtE Fo{FLICt Ol M M85tE{™ user input
placeholders& AKX HEZ CHA|gLICt

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"s3-outposts:GetObjectVersionFoxrReplication"”,
"s3-outposts:GetObjectVersionTagging"

]I

"Resource": [

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/SOURCE-OUTPOST-ID/bucket/SOURCE-OUTPOSTS-
BUCKET/object/*",

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/SOURCE-OUTPOST-ID/accesspoint/SOURCE -
OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

]
},
{

"Effect": "Allow",

"Action": [
"s3-outposts:ReplicateObject"”,
"s3-outposts:ReplicateDelete"

1,

"Resourxce": [

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/
bucket/DESTINATION-OUTPOSTS-BUCKET/object/*",

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/
accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

]

e

i. Chs FBS A™sto GME W dstn 0|& Aol AAFLICH user input

aws iam put-role-policy --role-name replicationRole --policy-
document file://s3-on-outposts-role-permissions-policy.json --policy-
name replicationRolePolicy --profile acctA

5. SOURCE-OUTPOSTS-BUCKET H{Zlo|| X M F7t&hLct.

a. S3on Outposts API= XML &Alo| A 7482 7 5FX[EF AWS CLI= JSONS
2 XNEE SN #4828 QP ELUC S JSONS 24 HAFE{ Q| #A C[REE
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0 replication.json TtUE XY ELICE O] FHE A& StEd™ user input
placeholders& AN HEE CHA|ELICY.

{
"Role": "IAM-role-ARN",
"Rules": [
{

"Status": "Enabled",

"Priority": 1,

"DeleteMarkerReplication": { "Status": "Disabled" },
"Filter" : { "Prefix": "Tax"},

"Destination": {

"Bucket":
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST -

ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT"
}

b. CtZ put-bucket-replication BEE Aa5t04 AA Outposts HZ!IO| A &2 F7t

grLICt o] HHEE AF235Ied™ user input placeholders& AN HEZ CHA|ELICEH

aws s3control put-bucket-replication --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-

ID/bucket/SOURCE-OUTPOSTS-BUCKET --replication-configuration file://

replication.json --profile acctA

c. SHM FMHS ZM5tE{™ get-bucket-replication
2i user input placeholdersE AN HEZ EHKﬂ

aws s3control get-bucket-replication --account-id 123456789012 --bucket
arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/

bucket/SOURCE-OUTPOSTS-BUCKET --profile acctA

AESHL|C}.
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i

6. Amazon S3 EZ&0{M Ct=21t Zo|l MY

a. AWS Management Console®| 21218+ & https://console.aws.amazon.com/s3/0{|A S3 &

£2 Yulch.

b. SOURCE-OUTPOSTS-BUCKET EHZI0{M O|Z0| TaxQ EC{E A3l
C. SOURCE-OUTPOSTS-BUCKET H{ZIo] Tax Er{ofl 4 E 24
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® Note

Outposts0i| 42| S3 £ A| X|E & CloudWatch AF& XA} X|H X|Et S
Ct. REMIEE LIE 2 CloudWatch 228 & EFALR.

QIZo= HI=EL

rot

=K el HE 7127

S K| & Ef= Amazon S3 on Outposts7t SX| &2 A o] 24Xl HEHE & Qlst= Ol =20| E = U&
LICH 242 & o] x| 4EiE PENDING, COMPLETED, FAILED FLICH SHEel SX
AEN7} REPLICAS(E) HHEHEHLICH.

O
9|I—I
I
1]
rII
e
ok

=X AE] 72
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on Outposts= SE S Z CtS1 20| x-amz-replication-status SIS gHetErLICt
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o A HIOM ZHME E5tH QAT 2|7t SH|of 24E et < S3 on Outposts 7t x-amz -
replication-status SIC{E EHEHELICEH

ol E0{ S| ol A HF A TaxDocsE XI'H3l 7| O|F HF A7t TaxDocs @l ZHA| 2t
SX[6t=5 S3 on Outpostsol| X|A[EtCtT 7+ = AICH Of 7| O|& ™5 AH0dl: TaxDocs/
documentl.pdf)E ¥ = M E YEEstH 25 SXELICE O 7| O|F HFAME ASE ZA 2
ol cis S3 on Outposts= ZHA| SX| & EfE E AlSt= 2t PENDING, COMPLETED EE= FAILED7}
Z&El x-amz-replication-status S|HE BHEHErLIC.

@® Note
HAME HEES = A SH7F Aue 2 SHME MAIZE = G&LICH ZAE CHA|
UAZ = 3f{of EfLICH SA| g ek 52 £= M HEt 520 22 Mo B2 A 7t
FAILED & EfZ MEEILICH HZ! EE= OutpostE AF8 & = Q= & LA|MQl Mufo| B2
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"s3-outposts:GetObjectVersionForReplication",
"s3-outposts:GetObjectVersionTagging"

CHe B

"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateTags"
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O|HIE A MH|AJLICEH XEM[E L& & Amazon EventBridge A& A28 AM 2] Amazon EventBridge
Bt Mg FXRSHAMR.

Sx #+4 A 2ol ==20| E|=5F Amazon EventBridgeE %5104 S| Almjj o|HE| CHEH 23
£ T g = U&LICH EventBridge= 2447t CH4 Outposts 2 SX|Z|X| i 2 B AHS Aol €&
g B = J&LICH SH S Aol s4x] Efol CHEt AEMIEF LIE 2 SXH| 4 Ef 7He MMdE & E st
M.

Outposts HZ!0l|Al £ o|HIE 7} 2f 448 fotCt S3 on Outpostsi= EventBridgedf| O|HEE H'd =
UELICH CHE CHY I HE| TS E O|HE R¥S MEE L7t gigLIch E8 EventBridge &I

|
A&35tof O[HIEE FII CHY o2 EIREE £ U&LICH EventBridge7t & 4%t E|™ S3 on Outposts

£ CIS o|HIEE 2= EventBridgeZ M& & LICH
OHE /1 ME H A molA
Operation SH 73 Lol A =X 7F A& L s3-outposts
FailedRep Ct. OutpostsOilAl S3 S| Alml| o|Roi CH
lication 8t XtM|EH LI 2 EventBridgeZE A2 5104

OutpostsOllAM S3 S Al AlTj O] £E7| Al

ME Mzt 2.

EventBridgeE AM&3+0{ OutpoststllM S3 S| Aol 0|7 E7|

CtZ E|O|&0i= Outposts0i| A S3 =&l Al O|F 7t LIFE|0] U&LICH EventBridge &l T4
504 Amazon Simple Queue Service(Amazon SQS), Amazon Simple Notification Service(Amazon
SNS), AWS Lambda EE= Amazon CloudWatch LogsE S35l &Il O|RE HAlstn 8 £+ U&LICH
EventBridge0l| A O|2{8t 2[AA AHE0l| Bt HEtoll CHEE AEAIE LHE 2 EventBridgeod| 2|44 7|8

M AEE HZEstML.

=xi Af ol oy

AssumeRoleNotPermitted S3 on Outposts7t S A 71d0f X|HE AWS
Identity and Access Management(IAM) 3%
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® Note
AEXH= AWS RAM 22&, AWS Command Line Interface(AWS CLI), AWS SDK EE= REST
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CLI BHE AI835l0 7| & Elad SRE & &= JUELICH
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HF& LICt.

aws s3control create-bucket --bucket amzn-s3-demo-bucketl --outpost-
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"source": [
"aws.s3-outposts"

1,
"detail-type": [
"AWS API call through CloudTrail"
1,
"detail": {
"eventSource": [
"s3-outposts.amazonaws.com"

1,
"eventName": [
"DeleteObject"

iF
"requestParameters": {
"bucketName": [
"amzn-s3-demo-bucketl1"
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"eventVersion": "1.08",
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"userIdentity": {
"type": "IAMUser",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:user/yourUserName",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "yourUserName"
I
"eventTime": "2020-11-30T15:44:337",
"eventSource": "s3-outposts.amazonaws.com",
"eventName": "PutObject",
"awsRegion": "us-east-1",

"sourceIPAddress": "26.29.66.20",
"userAgent": "aws-cli/1.18.39 Python/3.4.10 Darwin/18.7.0 botocore/1.15.39",
"requestParameters": {
"expires": "Wed, 21 Oct 2020 07:28:00 GMT",
"Content-Language": "english",
"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY",
"ObjectCannedACL": "BucketOwnerFullControl",
"X-amz-server-side-encryption": "Aes256",
"Content-Encoding": '"gzip",
"Content-Length": "10",
"Cache-Control": "no-cache",
"Content-Type": "text/html; charset=UTF-8",
"Content-Disposition": "attachment",
"Content-MD5": "je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY",
"x-amz-storage-class": "Outposts",
"X-amz-server-side-encryption-customer-algorithm": "Aes256",
"bucketName": "amzn-s3-demo-bucketl",
"Key": "path/upload.sh"
I
"responseElements": {
"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY",

"Xx-amz-server-side-encryption": "Aes256",
"x-amz-version-id": "001",
"Xx-amz-server-side-encryption-customer-algorithm": "Aes256",

"ETag": "d41d8cd98f00b204e9800998ect8427f"
I
"additionalEventData": {
"CipherSuite": "ECDHE-RSA-AES128-SHA",
"bytesTransferredIn": 10,
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"x-amz-id-2": "29xX@BV20
+XOHKItvzY1sulLvli6A52E0z0X159fpfsItYd58IhXwKxXAXI4IQkp6",
"SignatureVersion": "SigV4",
"bytesTransferredOut": 20,
"AuthenticationMethod": "AuthHeader"
I
"requestID": "8E96D972160306FA",
"eventID": "ee3b4e@c-abl2-459b-9998-0a5a6f2e4015",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::S30utposts::0bject",
"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/
bucket/path/upload.sh"

1,
{
"accountId": "222222222222",
"type": "AWS::S30utposts::Bucket",
"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/
bucket/"
}
1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "444455556666",
"sharedEventID": "@2759a4c-c040-4758-b84b-7cbaafl7747a",
"edgeDeviceDetails": {
"type": "outposts",
"deviceld": "op-0lac5d28a6a232904"
},

"eventCategory": "Data"
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* AbortMultipartUpload

» CompleteMultipartUpload

» CopyObject
» CreateMultipartUpload

+ DeleteObject
» DeleteObijects

» DeleteObjectTagging
» GetObject

* GetObjectTagging

» HeadBucket

» HeadObject
» ListMultipartUploads

* ListObjects
» ListObjectsV2

» ListObjectVersions
» ListParts

+ PutObject
» PutObjectTagging

» UploadPart
* UploadPartCopy
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* CreateAccessPoint

* CreateBucket

* DeleteAccessPoint

» DeleteAccessPointPolicy

* DeleteBucket
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucket.html
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DeleteBucketLifecycleConfiguration

DeleteBucketPolicy

DeleteBucketReplication

DeleteBucketTagging

GetAccessPoint

GetAccessPointPolicy

GetBucket

GetBucketLifecycleConfiguration

GetBucketPolicy

GetBucketReplication

GetBucketTagging

GetBucketVersioning

ListAccessPoints

ListRegionalBuckets

PutAccessPointPolicy

PutBucketLifecycleConfiguration

PutBucketPolicy

PutBucketReplication

PutBucketTagging

PutBucketVersioning
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CreateEndpoint

DeleteEndpoint
ListEndpoints
ListOutpostsWithS3
ListSharedEndpoints
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListRegionalBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_CreateEndpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_DeleteEndpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListEndpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListOutpostsWithS3.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListSharedEndpoints.html
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.services.s3control.AWSS3Control;
import com.amazonaws.services.s3control.AWSS3ControlClient;

public AWSS3Control createS3ControlClient() {

String accessKey = AWSAccessKey;
String secretKey = SecretAccessKey;
BasicAWSCredentials awsCreds = new BasicAWSCredentials(accessKey, secretKey);

return AWSS3ControlClient.builder().enableUseArnRegion()

.withCredentials(new AWSStaticCredentialsProvider(awsCreds))
.build();
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
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AWS Command Line Interface(AWS CLI) & AWS SDKE A5t A<, l2l0lE == ZejaE Al
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« AWS CLIO|| CHEt LHE2 AWS CLIS| T AEIQICZQIE AISE FHESHAAIR.
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IAM HEH0{| A IPVv6 TA AR
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Xt &&= S3 on Outposts HHZ! HAHO| IPve T4 HAE E.%:.%PEE YOOI EE[RA= K| EelgfLct.
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",

"Principal": "*",
"Action": "s3-outposts:*",
"Resource": "arn:aws:s3-outposts:us-

east-1:111122223333:0utpost/0OUTPOSTS-ID/bucket/DOC-EXAMPLE-BUCKET/*",
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Conditions_IPAddress

Outposts™| A 2| Amazon S3

"Condition": {
"IpAddress": {
"aws:SourceIp": "54.240.143.0/24"

Ch= oA|2F 20l IPv4(54.240.143.0/24) & IPv6(2®®1 DB8:1234:5678::/64) TA HRAE 2

&8 38t = S3 on Outposts HZ! Z4=40| Condition LAE £+HE 4 U&LICH ofldof LIg Qe

=
S$t Condition E8 RS AHE510{ IAM AL X}2} I:I-I W EM 25 E HOo|EE &= AU&LICH

= =7 TTo=

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"

]
}
}
IPv6E AtE5t7| ol IP F4 HE{ZE AI8ste 2HE ZE 1AM ALE AL HHZ! HH0| IPve 4 Y
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https://console.aws.amazon.com/iam/2| IAM 2& 2 AtE3504 IAM ALE AL HHME HEE £ JU&LCt
IAMO]| CHEF REAIEH LHE 2 IAM AHE ABEME EESHMIR. S3 on Outposts HZ! 240 X
L& 2 Amazon S3 on Outposts HZ!2| HHZ! A &
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Linux 2= Unix 2IAEA EE= macOS X ESHES ME5tE B IPv6E ST Y AR AERZQIE
HMAE HAEE = U&LICEH & £01, IPv6E &8 Amazon S3 on Outposts IEZQIE HAES

HAESZ{M™ OIS dig BES AFSELCH

dig s3-outposts.us-west-2.api.aws AAAA +short
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https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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IPv6 HEQTE S5t FU AR A= ZQIEI} M2 MHE B dig HHS ALE IPve FAE it
ghErLct ol A

dig s3-outposts.us-west-2.api.aws AAAA +short
2600:1f14:2588:4800:b3a9:1460:159f :ebce
2600:1f14:2588:4802:6df6:clfd:ef8a:fc76

2600:1f14:2588:4801:d802:8ccf:4e@4:817
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S3 on Outposts= AWS PrivateLink MH|A 2 AIEZQIE0]| IPv6e Z2EZE K|RELICEH AWS
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& IPve & M3t &hedol CHEr Bl = Expedite your IPv6 adoption with AWS PrivateLink services and
endpoints& & Z5tMIL.

(® Note
XHEIE IP F4A REE IPV40|M IPv6E HH|0|ESHE{T AWS PrivateLink AHE A AL X|
HEE IP F4 R +HE HZsiMR.
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AWS PrivateLinkE IPv62t &7 At 83te B2 IPv6 £ FYU A VPC QIE{H0|A HEZQIEE
Aafiof EL|CH AWS Management Console2 At&36t0{ VPC RIS XQIEE Mdst= WiHol| Cish o
HHEQI Bt AWS PrivateLink AtE eFHLIAICS| QIE{T|O|A VPC AEEQIEE AFE5H0 AWS AMHIA
HMAE RZFAN .
AWS Management Console

Ct= ™RHol k2t S3 on Outposts0i| 21A5H= QIE{H| 0|A VPC QJIEZQIEE AT L|CH

1. AWS Management Console0l| 222135} 11 https://console.aws.amazon.com/vpc/H A Amazon

VPC 2£& Lich.

2. HMEFMA=ZZQIEES ME4FILICH

|
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-outposts-privatelink-interface-endpoints.html
https://aws.amazon.com/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/
https://aws.amazon.com/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/
https://docs.aws.amazon.com/vpc/latest/privatelink/configure-endpoint-service.html#supported-ip-address-types
https://docs.aws.amazon.com/vpc/latest/privatelink/configure-endpoint-service.html#supported-ip-address-types
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint
https://console.aws.amazon.com/vpc/
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IPv6 FAE 25 HEHLICH O] M2 MR 2E MHEUO IPv4 K IPv6 T4 HRYJL 2F
e Ao0fot X|HELICt
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HMMH ZE HHAE MENG0{ VPC A= EZQIEE S5t 2 E 2[AA0 CHE ZE HOF FF
O| PE XS HBELICEH EE= AR X|IHE MEHSI0{ VPC AEXZQIEE S35l 2lAA0|
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Example- S3 on Outposts H{Z! 2434
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"Statement": [

{
"Effect": "Allow",
"Action": "s3-outposts:*",
"Resource": "*",
"Principal": "*"

}
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AWS CLI

(® Note

VPC HIEXZQIEN|M IPv6 HIEHIE &d35t5t24 S3 on Outpostsoi| CHEH
SupportedIpAddressType EE0| IPv6E M 5H0F &LIC}.

CtZ oMol M= create-vpc-endpoint BHEE ALE3510{ M| T AEH QIE{HO|A AIEZQIE
E ddgfict

aws ec2 create-vpc-endpoint \

--vpc-id vpc-12345678 \

--vpc-endpoint-type Interface \

--service-name com.amazonaws.us-east-1.s3-outposts \
--subnet-id subnet-12345678 \

--security-group-id sg-12345678 \

--ip-address-type dualstack \

--dns-options "DnsRecordIpType=dualstack"

AWS PrivateLink AMH|A A0 [l ME MMHEIAJEZQIE AL VPC AEZQIE MHHA
S X7t =2 oF AFE & = U&LICH REAIEH LHE 2 AWS PrivateLink AFE Al 2= x Q|

A
01Z 2% 22 U HEE BESML.

0| X0 M= modify-vpc-endpoint BHEE ALE6104 IPv M8 VPC AEXZQIEE FH A
CEQIEE UHO|EFLICH FH AR A= ZQIE= IPv4 L IPv6 HIERT ZFof CHEt A
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aws ec2 modify-vpc-endpoint \
--vpc-endpoint-id vpce-12345678 \
--add-subnet-ids subnet-12345678 \
--remove-subnet-ids subnet-12345678 \
--ip-address-type dualstack \
--dns-options "DnsRecordIpType=dualstack"

AWS PrivateLink& IPv6 L E {3 &3t 2ol CHEr XHAI8H LI& 2 Expedite your IPv6 adoption
with AWS PrivateLink services and endpoints& & Z35tM2.
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https://docs.aws.amazon.com/vpc/latest/privatelink/configure-endpoint-service.html#accept-reject-connection-requests
https://docs.aws.amazon.com/vpc/latest/privatelink/configure-endpoint-service.html#accept-reject-connection-requests
https://aws.amazon.com/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/
https://aws.amazon.com/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/
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AWS Config Tt o| Z 2ot 74 2t use_dualstack_endpointE trueZ AX5l04 s3 &
s3api AWS CLI BEO| & & Amazon S3 LE 2 X|HE 2|He| FU AR AEXQIER HRL|CE
--region M2 AH850 8 I £ = FH 2[HS RIHE LI
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AWS CLIE Sdll 7Y ABH AIEZQIEE AI&5tE{™M s3control EE= s3outposts BA
ol http://s3.dualstack.region.amazonaws.com &&= https://s3-outposts-
fips.region.api.aws AEEZQIEQ} &7 --endpoint-url IZtZtO/E{E AFSELICH

ol A:

$ aws s3control list-regional-buckets --endpoint-url https://s3-
outposts.region.api.aws
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3control.S3ControlClient;

import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsRequest;
import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsResponse;
import software.amazon.awssdk.services.s3control.model.S3ControlException;

public class DualStackEndpointsExamplel {

public static void main(String[] args) {
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Region clientRegion = Region.of("us-east-1");
String accountId = "111122223333";
String navyId = "9876543210";

try {

// Create an S3ControlClient with dual-stack endpoints enabled.

S3ControlClient s3ControlClient = S3ControlClient.builder()
.region(clientRegion)
.dualstackEnabled(true)
.build();

ListRegionalBucketsRequest listRegionalBucketsRequest =

ListRegionalBucketsRequest.builder()

.accountId(accountId)
.outpostId(navyId)
.build();

ListRegionalBucketsResponse listBuckets =
s3ControlClient.listRegionalBuckets(listRegionalBucketsRequest);
System.out.printf("ListRegionalBuckets Response: %s%n",
listBuckets.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 on Outposts
couldn't process
// it, so it returned an error response.
e.printStackTrace();
}
catch (S3ControlException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 on Outposts couldn't be contacted for a response, or the
client
// couldn't parse the response from Amazon S3 on Outposts.
e.printStackTrace();
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3outposts.S30utpostsClient;

import software.amazon.awssdk.services.s3outposts.model.ListEndpointsRequest;
import software.amazon.awssdk.services.s3outposts.model.ListEndpointsResponse;
import software.amazon.awssdk.services.s3outposts.model.S30utpostsException;

public class DualStackEndpointsExample2 {

public static void main(String[] args) {
Region clientRegion = Region.of("us-east-1");

try {

// Create an S30utpostsClient with dual-stack endpoints enabled.

S30utpostsClient s30utpostsClient = S30utpostsClient.builder()
.region(clientRegion)
.dualstackEnabled(true)
.build();

ListEndpointsRequest listEndpointsRequest =

ListEndpointsRequest.buildexr().build();

ListEndpointsResponse listEndpoints =
s30utpostsClient.listEndpoints(listEndpointsRequest);
System.out.printf("ListEndpoints Response: %s%n",
listEndpoints.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 on Outposts
couldn't process
// it, so it returned an error response.
e.printStackTrace();
}
catch (S30utpostsException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 on Outposts couldn't be contacted for a response, or the
client
// couldn't parse the response from Amazon S3 on Outposts.
e.printStackTrace();
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