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{

"Version'":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [ "resource-groups:*" ],
"Resource": "arn:aws:resource-groups:*:123456789012:group/*"
}
]
}
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [ "resource-groups:*" ],
"Resource": "arn:aws:resource-groups:*:123456789012:group/*"
}
]
}
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https://docs.aws.amazon.com//amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com//amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com//amazondynamodb/latest/developerguide/Introduction.html
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https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/
https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/
https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/
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https://docs.aws.amazon.com//ram/latest/userguide/shareable.html#shareable-arg
https://docs.aws.amazon.com//ram/latest/userguide/shareable.html#shareable-arg
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https://docs.aws.amazon.com//systems-manager/latest/userguide/application-manager-working-applications.html
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"Type": "configuration-type",
"Parameters": [

{
"Name": "parameterl-name",
"Values": [
"valuel",
"value2"
]
},



https://docs.aws.amazon.com//ARG/latest/APIReference/API_CreateGroup.html
https://docs.aws.amazon.com//ARG/latest/APIReference/API_PutGroupConfiguration.html
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https://docs.aws.amazon.com//ARG/latest/APIReference/API_GroupConfigurationItem.html
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{
"Name": "parameter2-name",
"Values": [
"value3",
"value4"
]
}
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"Parameters": [
{
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"Values": [
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]
}
]
}
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{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}
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"Parameters": [

{
"Name": "Name",
"Values": [
"MyApplication"
]
},
{
"Name": "Arn",
"Values": [
"arn:aws:servicecatalog:us-east-1:123456789012:/applications/<application-
id>"
]
}
]
}
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https://console.aws.amazon.com/servicequotas/home/services/resource-groups/quotas
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O| Zt2t0|E{= AppRegistry0ll A o Z 2|7 0| M0f 212 E! CloudFormation 2B19| Amazon (A A O|
S(ARN) Z2 & X|HgLct.

® Note

Ol2{8t LAE H4745t2{™ AppRegistry 2& == S5 8 AWS SDK & AWS CLI S ALS
&to4 of Z 2|70l Mg =3l ok &fLICt.

(o][]

Ct2 o Ml= AWS: :CloudFormation: :Stack MH|A @14 OE0o| 1M MME HoiEL|Ct,

"Type": "AWS::CloudFormation::Stack",
"Parameters": [
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{
"Name": "Name",
"Values": [
"MyStack"
]
.
{
"Name": "Arn",
"Values": [
"arn:aws:cloudformation:us-east-1:123456789012:stack/MyStack/<stack-id>"
]
}
]
}
]

AWS: :EC2::CapacityReservationPool

Ol Configuration R El&4A IFO0| J&8 FHH0| X35t 38 8F E2 LIEIHE K|
ghLICt o] 2lAA & o 422 Amazon EC2 &3F offolo{of BfL|Ct 2|AA

M AR 8F oA E ALE5H0{ CHE AHMM SR 8F oflefo| 25 Z &
Resource Access Manager. O|Z 7| 5t™ 0| 2|44 IE2 &
Amazon EC2 QIAFAE A|ZtE = Ql&LICtH O[E A 5t ¢l
Z2 AHSELICH
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0| R&9| Configuration &2 2 AMH|A
B4 O] Configuration ST X|5H0F gL|C}.

o It2t0O|E{7} 3HLEQ] AWS: :ResourceGroups: :Generic F:
- It2t0|E allowed-resource-types 2 AWS: :EC2::CapacityReservation®| & Zt. O|
FYoIMHE= Amazon EC2 8F o &Rt Z|laA O Fo| FH 0| E = U&LICtH
- S 7Ho| mt2tOlE{7} Q= AWS: :EC2: :CapacityReservationPool £8:
 reservation-type- Amazon EC2 UltraServer 8& ES0i| Cift 8 ol OS2 FAHE myot
LZIQELICH ol HEol 318l Ut 22 LCtcapacity-block.
instance-type- Amazon EC2 UltraServer 8% =S0i Cist 8F o|2f 22 T8 mfot &
QErLICE o] ZEo| HEElE 22 trn2u.48x1large & lL|Clp6e-gb200.36x1arge.
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ChE HIMoME 2C|IME 8F 0| 2F 2| Configuration MME HEo{FLICH

{
"Configuration": [
{
"Type": "AWS::EC2::CapacityReservationPool",
"Parameters": []
1Y
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2::CapacityReservation"
]
}
]
}
]
}

CtZ od|Alo A= Amazon EC2 UltraServer 8 25 & X[#5t= Configuration 4ME HoiEL
Ct.

"Configuration": [

{
"Type": "AWS::EC2::CapacityReservationPool",

"Parameters": [

{
"Name": "instance-type",
"Values": [
"trn2u.48xlarge"
]
I
{
"Name": "reservation-type",
"Values": [
"capacity-block"
]
}
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1,
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2::CapacityReservation"
]
}
]
}
]

Amazon EC2 UltraServer 8& E52 MEE [Mf 2[A4A OF F40i instance-type &
reservation-type& FIet £ sl 2|44 &0 CHE S50l MSELICH

- Ol 2l&A 8 FHo| 8F o2 FIHE 5= UK FIt offofl=7t 2 reservation-type A
ME]0] capacity-block QI7} trn2u.48xlarge EEE 2 instance-type A& E|01 {040}
g LICtp6e-gb200. 48x1arge.

- 3ol HBElE KU 22 reservation-typeO|1 capacity-blockdl & &l U 2t
2 trn2u.48xlarge ¥ instance-type®lL|Ctp6e-gb200.48x1arge.

« reservation-type X instance-type 7182 Z&5tX| gi= 2l4AA OE | MLE Amazon
EC2 & _QF'_F I=p=—N=1 7<7|. st A& O-IA|_||_—_|._

= 1= HA EH

« reservation-type % capacity-block #4 IlZt0|EHE FIIE I & oY S F7t5t7LE |
Hete ZEMAE HAE|X| f&LICH

« IEMM 8F oS MHHL 25 S AAGHH QAHAI Z2E K| 2§ LH o 2Fo| A%
ArSELCt.

« #4Xl reservation-type & instance-type 74 mt2tO/E{7} Qe BlAA OAE2 T7| HH
UO|O|EE = igLICh #MH2 HASIHL MHStE{H OIS AXNE Cts M FEHe2E Ml D82
AHA—|°H0|: ol-|__||:|.

—_—

NM

4l IEOR AISELL I IBS HYOZ SIS QIAHAE £HE 4 AL

AWS: :EC2: :HostManagement

O| AlHXt AWS License Manager = 1& HH0| X Ll= Amazon EC2 ZAE
2 K|I-HELct REME LB oM ElaA I8 AR AWS License Manager & A 35HAML.
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Ol R&9| Configuration S22 MH|A HA BAA IES FMstE B CHS 22 AF25104
9| Configuration =X K|35l oF &LICEH

o I}2t0/E{7} allowed-resource-typesO| AWS: :EC2: :HostQ| Bt gt 7%
AWS: :ResourceGroups: :Generic R&. 0| R M|M= Amazon EC2 & SAEDI OF 77
Hol & = A&l

 I}2}0|E{ deletion-protection 2! UNLESS_EMPTYS| Bt gt 7I%!
AWS: :ResourceGroups: :Generic 8. 0| dolMH= 20| Hlo{ YR o™ OFES AXE
& gLt

AWS: :EC2::HostManagement MH[A 242 O & |0l CtS 2 mteto|E7F x| E Lo

 auto-allocate-host

O| Zt2}O|E{E QUAEAT EXME M2 SAE = Ux|StE TA40| U RE 712 SAENA Al
el £ QIEX|E K|HELICH AHAMEH LHE S 2ol EE{H Amazon EC2 AHE MBMO| XIS Hif x| &
ME T O|aHE RZFHMIR2

9&
ol
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rr
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=
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7]
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W
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ivd
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ok

"Type": "AWS::EC2::HostManagement",
"Parameters": [

{
"Name": "auto-allocate-host",
"Values": [
"true"
]
.
{
"Name": "any-host-based-license-configuration",
"Values": [
"true"
]
}

T4 78 2 get0fE 26


https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html#dedicated-hosts-understanding
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html#dedicated-hosts-understanding

AWS Resource Groups

Add a permission2|

},
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
1,
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}

 auto-release-host

O| IZlO|E = OFX|H o2 AES QIARATL ZRE &
o8 E X|YELICt XtMIE L8 2 Amazon EC2 A AEAM 9|

2ol HolH /. &2
S8 L|= Zk: ‘true’ EE£ 'false' (A EXH0{0f &)

il A
i

oo

5 045 ot

"Type": "AWS::EC2::HostManagement",
"Parameters": [

{
"Name": "auto-release-host",
"Values": [
"false"
]
.
{
"Name": "any-host-based-license-configuration",
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"Values": [
"true"
]
}
]
I
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
},
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}

allowed-host-families

ol TetOlElE Ol 1ES] TAHQI QIABAT} ALSE 4 9l QIAHA RF HURIE XIHSLICH
o| lolE| RF: X+ Y,
S8ElE g 4 U2 &8 Amazon EC2 QIAEA 2% 2| AR C4, M5, P3dn EE&
R5d)0{0F &FL|Ct.
T4 HS 042 ohLIQ
CtE 7+ &5 oldl= AlZHE QIARADNC5 EE= M5 QIARA RE U9 2GR0l & = US
£ X|™-gLch
[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
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{
"Name": "allowed-host-families",
"Values": [
'c5",
"m5"
]
},
{
"Name": "any-host-based-license-configuration",
"Values": [
"true"
]
}
]
},
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
1,
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}

* allowed-host-based-license-configurations

ol mt2tOlE= & T8 7ol M8E oLt oo Zoy/AZ 7|E Bto|MdA

ﬁ

O|Z(ARN) B2 E X|™&Lct.
Zfo| OIO|E| £8: ARN H{.

AR e 4 U

HO

TAM90| Amazon 2lAA

R &8 License Manager 743 ARNO|0{0F EFL|C}.
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Zis 048 ZZ4E. o] m2t0|E| EEE any-host-based-license-configurationg X|H&
UX|EH E C} X|HE £ GE&LICH F 52 87 A8E &= gigLct
e 78 &5 oxdle 28 #-d#0| XIHE F 7H2] License Manager g A& = UZE X
Aot

[

"Type": "AWS::EC2::HostManagement",
"Parameters": [

{

"Name": "allowed-host-based-license-configurations",

"Values": [
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:lic-6eb6586f508a786a2baslEXAMPLE1111",
"arn:aws:license-manager:us-west-2:123456789012:1icense-

configuration:1lic-8a786a26f50ba4l6eb658EXAMPLE2222"

]
}
]
},
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS: :EC2: :Host"
]
I
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}
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ol mtetOlEE §H EloldA 7 E O &0l AZstX| g2 WS RIEHL
A DS FHYE2 ZE IoYAT (8t 2lo|[dA TEE MEEE = U
Ol i1 ZAE MEEES zIM3teteies 42 ol HEE AFSELICH

ICt. 0| B2 3AE 2[4

&LICt 2to|MA o Agt

Zis 048 Z74E. o] m2tO|Ef £ = allowed-host-based-license-configurationsg X|
HE £+ UX|D E O X|HE = ELICH F €32 €A ALSE £ glaLch

Che 74 82 ofRls 18 TAR0| 2E ZoyAH Jlgt BlolMa 7
gt
[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "any-host-based-license-configuration",
"Values": [
"true"
]
}
]
.
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
},
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]

EEPU

ok

Fa o) K=1
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fjo

INES
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}

S okl 2ZE $AE 2| 8EE Y 740l Z8sts $HES 2oiELIch

"Type": "AWS::EC2::HostManagement",
"Parameters": [

{
"Name": "auto-allocate-host",
"Values": [
"true"
]
1,
{
"Name": "auto-release-host",
"Values": [
"false"
]
1,
{
"Name": "allowed-host-families",
"Values": [
"c5",
"5
]
},
{
"Name": "allowed-host-based-license-configurations",
"Values": [

"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:lic-6eb6586f508a786a2baslEXAMPLE1111",
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:1lic-8a786a26f50basl6eb658EXAMPLE2222"
]

]
}I
{

"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
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{
"Name": "allowed-resource-types",
"Values": [
"AWS: :EC2: :Host"
]
I
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}
]

AWS: :NetworkFirewall: :RuleGroup

O| AHRt= O & HiHofl M El= AWS Network Firewall 2 1§9| M™g X|HgL/ct &t
2lRlE 24 FAE S22 LIEY EHe 9lo] o] Rl 2lAA OFC| ARNE X|Hstod Hat 720
CHEE 02 AR IP TAE XSO &QIE 2 QlaL|Ct AFMIEH LIS AWS Network Firewallof|
ME[AA 7|8 HAM AE S FHERSMR.

Network Firewall A2 38H7{LF AWS CLI 33 BF= AWS SDK 22 Aldi5to{0| LA K359

s

==

s A

2lAA OIS MHE = &LICH

—

O] FM 9340| B|AA 0=t 22 ANEHo| Q& LCH

I
rl

- 8 TFEHR2 UERIT YatHo M X|H5tE Rl 2lAAZ2 0 THELICH

- OE HHAS Belsted™ 280l e 718t 2|7 Z ' Elofof gLICH X[HEE fREol 2laAlt
et dx|5t= Efa7E /e RS2 a9 #4490l Lot

- 0| 78 RE0lE XIEl= Parameters7t Q& LICH.

- 0| 78 REo ElaAr IES MAGE{H LIESQT Wty 75 OFHM 1Y 282 & =E5HK| &

OfoF gfLCt.

CHS odlMlE o] &2l 2 &0l e Configuration & ResourceQuery MM & HoiFLICH

"Configuration": [
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"Type": "AWS::NetworkFirewall: :RuleGroup",
"Parameters": []
}
1,
"ResourceQuery": {
"Query": "{\"ResourceTypeFilters\":[\"AWS::EC2::Instance\"],\"TagFilters\":[{\"Key
\":\"environment\",\"Values\":[\"production\"1}13}",
"Type": "TAG_FILTERS_1_0"

CH oMl AWS CLI HE2 o|™ £ &l F2|E AF8510qd 2lAA OFE MEELICH

$ aws resource-groups create-group \
--name test-group \
--resource-query '{"Type": "TAG_FILTERS_1_0", "Query": "{\"ResourceTypeFilters\":
[\"AWS::EC2::Instance\"], \"TagFiltexrs\": [{\"Key\": \"environment\", \"Values\":
[\"production\"13}13}"}"' \

--configuration '[{"Type": "AWS::NetworkFirewall::RuleGroup", "Parameters": []}]’

"Group":{
"GroupArn":"arn:aws:resource-groups:us-west-2:123456789012:group/test-group",
"Name":"test-group",

"OwnerId":"123456789012"

},
"Configuration": [
{
"Type": "AWS::NetworkFirewall::RuleGroup",
"Parameters": []
}
1,

"ResourceQuery": {
"Query": "{\"ResourceTypeFilters\":[\"AWS::EC2::Instance\"],\"TagFilters\":
[{\"Key\":\"environment\",\"Values\":[\"production\"]1}13}",
"Type": "TAG_FILTERS_1_0"
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MM AWS Resource Groups
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* Type
Ol 24 = o Kol |7t 0] 2lAA IEE Holst=X| LIEFHLICEH Ef1 7|8 E|lAA OF
g MHE{H CIS 1 20| Z4f TAG_FILTERS_1 02 X|&&rL|ct.

"Type": "TAG_FILTERS_1_0"

* Query

I
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« "AWS::service-id::resource-type
resource-type AtY EXIL0| HEE FEE SELICEH

7|-8 %c;iA|0|

-"AWS::EC2::Instance"Q} Z

* TagFilters

Ef2 7|9 Z
« "Key" - 7| O|&O| A= &
M duct.

ol 24 & Elaao] HZEE B2 H g
=
A =

« "Values" - X|HE 7|0l Ciell &= FFEE 2 S50| £
O 7|ek ol S5 YRlst= 22 7T 2lAaAaB OF 9| FE Lt
2foflok BfLICH o & S04, Ct

Olz{gt 2 & JSON LA E JSON X 9o| Bt & EAlYE RFHo 2 A
21 22 JSON 7= oIMl2| QueryE 12d# =+ JU&LICH O] #2|= El 27t ‘Stage’O| 11 Z£0|
‘Test' @l Amazon EC2 QIAEA D OiEISH| QI8 ZddLCt.
{
"ResourceTypeFilters": [ "AWS::EC2::Instance" ],
"TagFilters": [
{
"Key": "Stage",
"Values": [ "Test" ]
}
]
}
HE JSON2 Ct 21t Z2 B £ EXAIUE EHE & USMH Query RLAQ USE MEE = UE
LICH JSON X2l Zt2 ZMSEE |2 EALE0[0{oF 122 Z & E 2SS E EXLE 22HA &
A= CHEat Z ol gofl e&EiAlE S04 o|A A 0| Z3HoF ELICH

"Query":"{\"ResourceTypeFilters\":[\"AWS::AllSupported\"],\"TagFilters\": [{\"Key\"
\IIStage\ll , \Ilvalues\ll : [\IlTest\II] }] } n

J24™ ™A ResourceQuery &AtE0| ChE 1 20| CLI BHE mt2tO|EHE & A|ELICH

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters\"
[\"AWS: :AllSupported\"],\"TagFilters\":[{\"Key\":\"Stage\",\"Values\":[\"Test

\"1}313"}'
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CloudFormation AEH 7|8t
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® Note
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 CREATE_COMPLETE

CREATE_IN_PROGRESS
DELETE_FAILED

DELETE_IN_PROGRESS
REVIEW_IN_PROGRESS

/A Important
220 AEHS| UEZ EIX] MME| 2| AAD B|AA OO0 ZEELICH L}So]
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CloudFormation AEH 7|8t B2|[AA & 9| ResourceQuery ItEtO|E R0 E CHSO 242 QA7 X
st=l|C}
== — | .

* Type
Ol 24 = ofH ROl FHE|7t o] 2l&AA OE2 Holst=X| LIEFHLICEH

CloudFormation AEH 7|8t Z|AA JE 2 MAISIE{™ Ct=2 1 CLOUDFORMATION_STACK 1 _0Z 0|
kg RI-Eghct.

"Type": "CLOUDFORMATION_STACK_1_0"

* Query

ol @4k Bl4A0 thashs Ol ASElS A A2l Mol of HElols ohg 247t ol
JSON Tx 0| £xted E#H0| ZFHELICH

0l e4E LE{S YRISHE Bl4A RHOZ AME MSFLIC OFS 32 AT 4 s
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« "AWS::AllSupported" - HEZIt LXISt= ZE Rl 2|aaT Autol| Z&E = JUSE Kl
x4sHLC}H
oH .

« "AWS::service-id::resource-type - "AWS::EC2::Instance" Z2 &4|9|
resource-type AtY EXIE0| HEE FEE SELICEH

e StackIdentifier

ofr

O

| 2AE of &

Iju

tst 2| AAE 7}l CloudFormation 2E49| Amazon 2|4 A O|F(ARN)S X|

i

x4
o

o

LICt.

Ol2{#t ZE JSON RAE JSON 50| 3t & 2AtY EFoR 7E=!§+6Ho|= HLICh ol Sof, ct&3l
22 JSON #+Z ofM|2| QueryE 1E2{E = U&
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"ResourceTypeFilters": [ "AWS::S3::Bucket" ],

"StackIdentifier": "arn:aws:cloudformation:us-
west-2:123456789012:stack/MyCloudFormationStackName/fb0d5000-aba8-00e8-
aa9e-50d5cEXAMPLE"
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SiE JSON2 CHE1t 22 & £ EAEZE E3dE = UM Query 240 2oz MEE + U&L
Ch JSON = 0| Zt2 EMUZEZ |2 EXtL0|o{ok st22 ZEE 2 MFE EAtLE 2fA| EXts
ChS1h 2ol ool ¥<ei A& S04 O|AFH 0| ZsHoF BfLICH.

"Query":"{\"ResourceTypeFilters\":[\"AWS::S3::Bucket\"],\"StackIdentifier\":
\"arn:aws:cloudformation:us-west-2:123456789012:stack\/MyCloudFormationStackName\/
fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\"

J24™ ™A ResourceQuery EAE0| CHE 1t 20| CLI B mf2tO|EH 2 EAIELICEH

--resource-query '{"Type":"CLOUDFORMATION_STACK_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS: :S3: :Bucket\"],\"StackIdentifier\":\"arn:aws:cloudformation:us-
west-2:123456789012:stack\/MyCloudFormationStackName\/fb0d5000-aba8-00e8-
aa9e-50d5cEXAMPLE\"}"
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AWS CLI & AWS SDKs

El 7|8t 252 8 TAG_FILTERS_1_02| & z|of 7|dtgrL|ct.

1. AWS CLI M0 M Ct2 2 2248t C} S Enter 7|18 8 5 0|E, MY, 2|42 88, B2 7|
S Ef T Zhol 22 AL ALS| gL B HhELCH ME2 EX, X -+OI% UE, L5 U 37t
2 ZEE = o 2o 5128+ LI 8 2l Z[CH 2070 ElAA |KE8E 7HE &= &Lt
2lAA O OIF2 2, <A}, 5l0|&, M, WES X8 E =+ °'°D4 Z|CH 128 Rt LIt AWS
= awsE AlESHE O|F 2 AP E = gi&LICH 0|2{8t 0|2 ol k|0 U&LICH 2o
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ResourceTypeFiltersOf StLt O|&fo| ZtO| R LICH 2E 2las fF¥E X|Hs5E{H
AWS: :Al1SupportedZE ResourceTypeFilters Z{2 2 AFEEILICH.

$ aws resource-groups create-group \

--name resource-group-name \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"resource_typel\" ,\"resource_type2\"],\"TagFilters\": [{\"Key\":\"Key1\",
\"Values\":[\"Valuei\",\"Value2\"1}, {\"Key\":\"Key2\",\"Values\":[\"Valuel\",
\"Value2\"]}]}"}'

CHS HE2 ol A duct.

$ aws resource-groups create-group \
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--name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::EC2::Instance\"],\"TagFilters\": [{\"Key\":\"Stage\",\"Values\":
[\"Test\"1}1}"}'

ct

ajo
|

P2 X|HElE BE 2lad REE X etE oM LICH

$ aws resource-groups create-group \

--name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS: :Al1lSupported\"],\"TagFilters\": [{\"Key\":\"Stage\",\"Values\":[\"Test

\"1}1}"}"
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CloudFormation A& 7|8t &2 8| #2|E 7[Ee 2 &L
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1. MdoM ctSE LU2iEt = EnterE FELICH 18 0|8, AT, A8 4]
M Ztez HiELcH dE2 X <A 6tolE, 2E, #5H X ST

512AFL|Ct.
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stack_identifierc= BE Mol EAIE HiQF 22 AR ARNRILICEH

$ aws resource-groups create-group \
--name group_name \
--description "description" \
--resource-query
"{"Type":"CLOUDFORMATION_STACK_1_0","Query":"{\"StackIdentifier\":
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\"stack_identifier\",\"ResourceTypeFilters\":[\"resource_typel\",
\"resource_type2\"1}"}'

CHS B> 2 ol Lch.

$ aws resource-groups create-group \
--name My-CFN-stack-group \
--description "My first CloudFormation stack-based group" \
--resource-query
'{"Type" :"CLOUDFORMATION_STACK_1_0","Query":"{\"StackIdentifier\":
\"arn:aws:cloudformation:us-west-2:123456789012:stack\/AlWStestuseraccount\/
fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\", \"ResouxrceTypeFiltexs\":
[\"AWS::EC2::Instance\",\"AWS::S3: :Bucket\"]1}"}"
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HME F 7HX| BHES Ar&3t0{ AWS CLIZE S| # 2|8 YOlo|ESt D
O|EELIC}. 7|& 20| 0|IEE HAE = Q& L|CH oM Ef2 7|8t
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1. 59| MY HFsK| eterdm o]l BHAIE ALF T ChS EHAIZ ZrLIch AWS CLI MlAod A
CtS2S =248t OIS Enter 7|18 =2 & 0IF X MY 4 S Atelo| 4o = HiELICtH
$ aws resource-groups update-group \
--group-name resource-group-name \
--description "description_text"
CtE BE2 of M Lct.
$ aws resource-groups update-group \
--group-name my-resource-group \
--description "EC2 instances, S3 buckets, and RDS DBs that we are using for
the test stage."
o| 0424

El/\A 0%4 EH:_

= Enterg "%L—IEF °._F Z{elof J_IEH 207H

$ aws resource-groups update-group-query \
--group-name resource-group-name \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"resource_typel\" ,\"resource_type2\"],\"TagFilters\": [{\"Key\":\"Key1\",
\"Values\":[\"Valuel\",\"Value2\"1}, {\"Key\":\"Key2\",\"Values\":[\"Valuel\"
\"Value2\"]}]}"}'

ChS HE2 oildduct.

$ aws resource-groups update-group-query \
--group-name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::EC2::Instance\",\"AWS: :S3: :Bucket\",\"AWS: :RDS: :DBInstance\"],
\"TagFiltexrs\": [{\"Key\":\"Stage\",\"Values\":[\"Test\"]1}1}"}"'
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$ aws resource-groups update-group \
--group-name "resource-group-name'" \
--description "description_text"

ChES BH¥2 oA Lich.

$ aws resource-groups update-group \

--group-name "My-CFN-stack-group" \

--description "EC2 instances, S3 buckets, and RDS DBs that we are using for
the test stage."

= -

1IA‘I EI/\ %—%'Q-I A S5 MSELct gt -=r'-4EI01I _._IE

$ aws resource-groups update-group-query \
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--group-name resource-group-name \
--description "description" \
--resource-query
'{"Type" :"CLOUDFORMATION_STACK_1_0","Query":"{\"StackIdentifier\":
\"stack_identifier\",\"ResourceTypeFilters\":[\"resource_typel\",
\"resource_type2\"]1}"}'

CHS -2 o Lch.

$ aws resource-groups update-group-query \
--group-name "my-resource-group" \
--description "Updated CloudFormation stack-based group" \
--resource-query
'{"Type" :"CLOUDFORMATION_STACK_1_0","Query":"{\"StackIdentifier\":
\"arn:aws:cloudformation:us-west-2:810000000000:stack\/AWStestuseraccount
\/fb0d5000-aba8-00e8-aa9%e-50d5cEXAMPLE\", \"ResouxrceTypeFiltexs\":
[\"AWS::EC2::Instance\",\"AWS::S3: :Bucket\"]1}"}"

Ol BE2 Hol|o|EE 22§ Atz grergfLict
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https://docs.aws.amazon.com//eventbridge/latest/userguide/eventbridge-targets.html
https://docs.aws.amazon.com//eventbridge/latest/userguide/eventbridge-targets.html
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https://docs.aws.amazon.com//ARG/latest/APIReference/about-slg.html
https://docs.aws.amazon.com//eventbridge/latest/userguide/event-types.html#tag-event-types
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© =& Ht
oM O2& =T F7| o|HEE 7He{™ CtS TEHS 7HEl AWS Identity and Access
Management (IAM) 22t X2 2321 AWS 7| 5H{oF & L|CH
* resource-groups:UpdateAccountSettings
 iam:CreateServicelinkedRole
* events:PutRule
* events:PutTargets
* events:DescribeRule
* events:ListTargetsByRule
* cloudformation:DescribeStacks
* cloudformation:ListStackResources

* tag:GetResources

oM 28 & F7| o|HEE X2 7{™ AWS H ™ Resource Groups= H= AMH[A 9474 o9&t
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https://console.aws.amazon.com/events/home#/eventbus/default/rules/Managed.ResourceGroups.TagChangeEvents
https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota
https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota
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AWS Management Console
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AWS CLI

AWS CLI EE= AWS SDKsE Al83t0i 18 = 7| O|HIEE 7{2{™

CH2 Mol M =& AFE3H0{ Resource GroupsOlM & =% F7| O|HIEE AWS CLI 7= W
é’ HoiELICH EAIE A0 £Z2 MH|A 2ot F=A| mhetolE{Qt &7/ HS =dgtLict &=

7|52l #x HElet HetE BV 2F EAIELICH

$ aws resource-groups update-account-settings \
--group-lifecycle-events-desired-status ACTIVE

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "ACTIVE",
"GroupLifecycleEventsStatus": "IN_PROGRESS"

}

}

Che ®a olixI S Als5tod 7|55 0] HKd QK| &OlE 4 olaLich £ Aef Lo SYs Ztol &
AlEle sefo| g2 &

$ aws resource-groups get-account-settings

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "ACTIVE",
"GroupLifecycleEventsStatus": "ACTIVE"

}

}

a& +38 F7| o|HE 747 53


https://console.aws.amazon.com/resource-groups/groups/settings
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KMt HE= O S M2 & HZshM L.

« AWS CLI - aws resource-groups update-account-settings 2! aws resource-groups get-account-

settings
+ API - UpdateAccountSettings & GetAccountSettings
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CHZ AWS CLI put-rule 04X BHE 2 Z &= Resource Groups =

Zi%{5H= EventBridge T+&!2 MAELICH.

$ aws events put-rule \
--name "CatchAllResouxrceGroupEvents" \

--event-pattern '{"source":["aws.resource-groups"]}'

"RuleArn": "arn:aws:events:us-east-1:123456789012:rule/

CatchAllResourceGroupEvents"

£242 M 722 Amazon ElAA O|E(ARN)S Z&H8fLC.

HEE M&35104

==

gats Z2MAE

i
0N
>
ot
mo

b
I
4
02
M
N
o
£
im
4
R
0z
0z

54


https://docs.aws.amazon.com//cli/latest/reference/resource-groups/update-account-settings.html
https://docs.aws.amazon.com//cli/latest/reference/resource-groups/get-account-settings.html
https://docs.aws.amazon.com//cli/latest/reference/resource-groups/get-account-settings.html
https://docs.aws.amazon.com//ARG/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com//ARG/latest/APIReference/API_GetAccountSettings.html
https://docs.aws.amazon.com//cli/latest/reference/events/put-rule.html
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(@ Note

18 EXt¥ES et Teto|E Ztolle A8 52 2 Mt 2lof ket CHE & Al
X|™ #=lo| MZELIC o] ehLiA{ S| oMol M= Linux BASH 2o S35t Bd2

Ho{ZEL|C} Windows HE T2 X EQ} 20| CI2 2W MK M ZEEI QI 7|32 2
Arhol AIZ x|HstE Yol CHEF X|E2 AWS Command Line Interface AFHS A

Mol EXtd otoll IS E MASS &EFAR

ot2t0|Ee EAtEo| MY SESHE ek BEE ol 2% 245t= chad E mlof

M E2l0lE g2 sE6ts Jo|H g1 @77 E YME = A& P

O|#HIE m{E JSON EAtE S mdof LIt CHS X0 A T2
eventpattern.txt&L|C}.
{
"source": [ "aws.resource-groups" ],
"detail": {
"group": {
"arn": [ "my-resource-group-arn" ]
}
}
}

$ aws events put-rule \
--name "CatchResourceGroupEventsForMyGroup" \
--event-pattern file://eventpattern.txt

"RuleArn": "arn:aws:events:us-east-1:123456789012:rule/
CatchResourceGroupEventsForMyGroup"

}
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https://docs.aws.amazon.com//cli/latest/userguide/cli-usage-parameters-quoting-strings.html#cli-usage-parameters-quoting-strings-containing
https://docs.aws.amazon.com//cli/latest/userguide/cli-usage-parameters-file.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-usage-parameters-file.html
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x5t2d™ --event-pattern EAIPES MM it
X 7

CIE 8% 2| Resource Groups O|HIE S 24 Al
S O|HIE THE ofxlof EAIE QAot 22 EEZ vt
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3t AFZ Ab2lol|l CHEt EventBridge AFS A} K|
ZLct.

2EH7|: OHEE XME|E & A= CHE 2 EventBridge 201 22

Hl St 732 BHENCSE St O|&t ol CHA S 24Z85H0{ O|HIE o
CH3H YBo| Z2MAS -8 &+ JU&LICH
CHZ AWS CLI put-targets B O|™ M0 M4 my-sns-topic H&l0 2t

Amazon Simple Notification Service(Amazon SNS) &ME AZEL|CH 72l X|HE 2 E0|
AL Ao CHet 28 F5Xtof|AH 3ol MSE LI

$ aws events put-targets \
--rule CatchResourceGroupEventsForMyGroup \
--targets Id=1,Arn=arn:aws:sns:us-east-1:123456789012:my-sns-topic

"FailedEntryCount": 0,
"FailedEntries": []

Ol #=|o| OHE mEn UX|Ste RE I8 HE AE0| R HEI CHY S ZE RIS MSELICH
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https://docs.aws.amazon.com//cli/latest/reference/events/put-targets.html
https://docs.aws.amazon.com//cli/latest/reference/events/put-rule.html
https://docs.aws.amazon.com//cli/latest/reference/events/put-targets.html
https://docs.aws.amazon.com//eventbridge/latest/APIReference/API_PutRule.html
https://docs.aws.amazon.com//eventbridge/latest/APIReference/API_PutTargets.html
https://docs.aws.amazon.com//eventbridge/latest/userguide/eventbridge-and-event-patterns.html
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"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group State Change" ],
"detail": {

"state-change": '"create"

A

T

oh M'EI—IEP AP% &l 7{L} AWS Management Console EE= SDK APl & AWS CLI oH-rgl BY
=2

o

oto{0| Y2 A + U&ELICH APIs

® Note
E +% F7| o|HEE 1™ 2|AA EffT 2! CloudFormation AEHO| B173 ALE 2 AZHF}
£ Ol AF8 El= Resource Groups 2|3 EventBridge +%!0| A A LICt. Resource Groups
£ O 0|4 o[2{8t ¥44 A& 2 EventBridgeoll Y& &= @i&LICH EventBridgeoll M & ol &,
Resource Groups O|HEE &= 2 E &2 X2|E O|HE =4l SX|ELICH LSS0l 1
E T8 F7| o|HEE CtA| 7{tie 42 22 HIFMHSHE = U&LICt 0|28 73S CHA|
Ar83tD AlX| 2f2 A2 AXE &= &LICH AFME LHE 2 Amazon EventBridge AHS AH
MQ| EventBridge T+ & HIE 83t EE= A E B ZFHM 2.
E T8 F7| o|HEE NHEt: MH = 2 AN EX| &Lt HeteE B IAMS
AE5tod =522 MH|A 4 2 gLct Lt&oll 2§ =% 7| ofH
CHA| 7{of St=Ci MH|A 217 & o] ERH5HX| et= B2, Resource GroupsE aliid L& X
SO 2 CHA| 8ot

=
EE

e

Enlri

rot

C]
b

AN & =38 F7| o|HEE I2{H OIS HEHo| U= (IAM) EF FHZ2 AWS Identity
and Access Management 2191 AWS #H|&sfof gL|C}.

* resource-groups:UpdateAccountSettings

» events:DeleteRule
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https://docs.aws.amazon.com//eventbridge/latest/userguide/delete-or-disable-rule.html
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 events:RemoveTargets
* events:DescribeRule

* events:ListTargetsByRule

AWS Management Console
EventBridge0l CHeF 2.8 +=& F7| o|HE ¢3S 1= WY

1. Resource Groups 2&0|M &% HO|X|E dLCt
2. E =% 7| o[HE MMoMH L&0| 7K UF Ho| AL|x|E MEHELICH
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7|5 £&f1xlol o|HE L2]0]| THA S0l EAIELICH

0| A& 0| Resource Groups= [ 0|4 EventBridge 7|& O|HE HAZ O|HEE ELIX| 2
H, 732 O ol XEISHof & O& &3 O|HEE =AISHX| t&LICH MEfMo 2 o[2{3t #&lE
AtXSlo HE|E 22 E = U& LY.
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EventBridgeoll CHgt 28 & 7| o|HE &
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CIS Mol MEE AF8 504 Resource GroupsOlAd 18 =% F7| O|HIEE AWS CLI I &= %
£ 2oiE Lt

$ aws resource-groups update-account-settings \
----group-lifecycle-events-desired-status INACTIVE

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "INACTIVE",
"GroupLifecycleEventsStatus": "INACTIVE"

}

}
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« AWS CLI - aws resource-groups update-account-settings 2! aws resource-groups get-account-
settings
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https://console.aws.amazon.com/resource-groups/groups/settings
https://docs.aws.amazon.com//cli/latest/reference/resource-groups/update-account-settings.html
https://docs.aws.amazon.com//cli/latest/reference/resource-groups/get-account-settings.html
https://docs.aws.amazon.com//cli/latest/reference/resource-groups/get-account-settings.html
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« API - UpdateAccountSettings 3 GetAccountSettings

MO

Resource Groups =38 #=7| O[HES| = 4l F

A
- detail ZEQ| F&

« C}FEH ALE AbEfloll CHEF EventBridge AFE Xl X|& O|HIE T{EH of X

| + F7|oHEE CISH Z42 Yk EHAI0| JSON x| EXYE & A2 AWS Resource Groups |

"version": "Q",

"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",

"detail-type": "ResourceGroups Group ... Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:017",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/MyGroupName"

1,

"detail": {
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https://docs.aws.amazon.com//ARG/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com//ARG/latest/APIReference/API_GetAccountSettings.html
https://json.org
https://docs.aws.amazon.com//eventbridge/latest/userguide/aws-events.html
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e ol& Type 48
* ResourceGroups Group State Change -
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https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html
https://wikipedia.org/wiki/Universally_unique_identifier
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"detail-type":

"ResourceGroups Group State Change"

Ol detail-type 22 HIEICIOIEHE 2 &8t O & AHA|Q| AEf7} HAEU}Z S LIEHHLICEH o] HE2
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» delete
old-state GroupState JSON HZE o|Te| O & HEfULICE Aoz HEE &
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new-state GroupState JSON HE Fo| J8 SEfLICH ZA[ol= HEE &4
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e ol& Type 48
name =Rt AERtol 7|15t 7| 4|2 olF L.
unique-id GUID MME OIS LIS 22 0§ L ARNSE MY
= Og 288 F25ts 1R GUID 2Lt
A E=0iA olz{Et 0|“*|E§ ArEE e ARNIE Of
e dgstod 182 1R 7|12 MEFHAMIR.
GroupState JSON Ziol= CHS Fof| MHE A7} 8 E|o] Q&LICH
Ze ol Type 48
description At TZHO| M|Z8 BlAaA O MHEL|CH
resource- ResourceQuery O FHHS dolsts #Helel JSON EFHL|CE
query JSON Z4%{ Ol ZHE= HEIE 7I8te 2 5t= O F0iTt ZAIE
LICt o] ZH=9| 322 ResourceQuery API H|O|E
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"state-change": "create"
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https://docs.aws.amazon.com//organizations/latest/APIReference/API_ResourceQuery.html
https://docs.aws.amazon.com//organizations/latest/APIReference/API_ResourceQuery.html
https://docs.aws.amazon.com/ARG/latest/APIReference/about-slg.html
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CtS O|HE oMl= my-service-groupO|2tE OIS M2 MM E 2lAA OFS LIEFHLICE O] of
MM 2IES "project"="my-service" Ef217} Y= Amazon Elastic Compute Cloud(Amazon
EC2) QIAR A QLD OESH= BT 7(B R ElE AFSELICH

{
"version": "Q",
"id": "08f00e24-2e30-ec44-b824-8acddflac868",
"detail-type": "ResourceGroups Group State Change",
"source": "aws.resource-groups",
"account": "123456789012",
"time": "2020-09-29T09:59:017",
"region": "us-east-1",
"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service-group"
1,
"detail": {
"event-sequence": 1.0,
"state-change": "create",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service-
group",
"name": "my-service-group",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4aldfcceea"
1,
"new-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\"],
\"TagFilters\": [{\"Key\":\"project\", \"Values\":[\"my-service\"}]
}Il
}
}
}
}
AClo|E

"state-change": "update"

OHIEE 7|& 280/ o Aoz E +HE[ISS LIEHELICH O|HIEE O JEi0M HEE &4
OF B EFLICE null 2L0] e £82 o|HE E&0l ZAIZX| E&LICH
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O[HIE oiMl= oI oiA| 2| 2laa & e el 718 R{2|7F 2&0 Amazon EC2 £ & El4

o
=
Ao ZESIES +HEURSS LIEH-LICH

"version": "Q",
"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",
"detail-type": "ResourceGroups Group State Change",
"source": "aws.resource-groups",
"account": "123456789012",
"time": "2020-09-29T09:59:017",
"region": "us-east-1",
"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service-group"
1,
"detail": {
"event-sequence": 3.0,
"state-change": "update",
"group": {

arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service-
group",
"name": "my-service",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4aldfcceea"
1,
"new-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\",
\"AWS::EC2::Volume\"],
\"TagFilters\": [{\"Key\":\"project\", \"Values\":[\"my-service\"}]
3n

},
"old-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\"],
\"TagFilters\": [{\"Key\":\"Project\", \"Values\":[\"my-service\"}]
yn
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}
AFK|
"state-change": "delete"
O[HEE= 7|& O&0| AN ERSE LIEtHLICH ME HE EE=ol= ID o= 2 &0 ciet HEtH 0]
E{7t ZEE|X| et &LICH O] O|HE = Ho|4 O] arn & unique-idofl CHEH OFX|2 O|HIEO|2E 0|
HIE 0|%0i event-sequence HE7} RHAHELICEH

{

"version": "0",

"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",
"detail-type": "ResourceGroups Group State Change"
"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:01z",

"region": "us-east-1",

"resources": [

"arn:aws:resource-groups:us-east-1:123456789012:group/my-service"

1,
"detail": {
"event-sequence": 4.0,
"state-change": "delete",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"name": "my-service",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4aldfcceea"
}
}
}
18 Bl w

"detail-type": "ResourceGroups Group Membership Change"

Ol detail-type &2 E2lAATF D& FIHE|HLE D&M ®M7HE[0 2 & HEHAO| HEEIRS S
LIEMELICH. O detail-typeS X|HstE ZH2 2|4 2| resources LEoll= HEHAlO| HAE 1
O| ARNIt &0 FIHEIZLE I FM MHE 2|49 ARNO| Z & ELICH

=2
15

Ol detail-typeS XIHE M details MMof L& E|= HEO]
L|CF.

rr

Ct

Ojo
Fel

of MEHEl Te g ZEE
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Lt o|& Type A4 °H
event-seq HIE YT A LYt Botete AR, &Y a1 &0l CiEt ol
uence E &ME UEPHLICH 380 AXElT TR ID7t
BHZ3E|H 5 7F R AR EL
group Group JSON ZH&{ ARN, O|&, 1R IDE 7|E2E O|HIER HAZAE[=
E A uict.
resources ResourceChange J& HH4o| HAEE Z|aA ol HfF /Lt

JSON Z| Hi ]
Ol ResourceChange ZiA= Zt 2|laAo0f CHEt C

membership-change - &2 "add" E£&
"remove" &IL|LC}.

arn - =7} = MHE 2|2 A 9] ARN.

- resource-type -FIJ}EE= MHE ElhAS

=0
o

CHS FE oAM= etdol HIEHA HE o CHEt o|HIE LIS Eo{ELICE o] oMo 2 &0
2IAA L7} F7HE|D AE M 2lAA sHLU I MAHE = 748 BodS L Ct.

"version": "Q",

"id": "08f00e24-2e30-ec44-b824-8acddflac868",

"detail-type": "ResourceGroups Group Membership Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:01Z",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"arn:aws:ec2:us-east-1:123456789012:instance/i-abcd1111",
"arn:aws:ec2:us-east-1:123456789012:instance/i-efef2222"

1,

"detail": {
"event-sequence": 2.0,
"group": {
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arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"name": "my-service",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
I
"resources": [
{
"membership-change": "add",
"arn": "arn:aws:ec2:us-east-1:123456789012:instance/i-abcd1111",
"resource-type": "AWS::EC2::Instance"
I
{
"membership-change": "remove",
"arn": "arn:aws:ec2:us-east-1:123456789012:instance/i-efef2222",
"resource-type": "AWS::EC2::Instance"
}
]

[a

CHQESH AFE AlEd|odl CHEF EventBridge AF& AL X|H O|HIE THE of Al

jn
Jm

X o|Hl

o —

CtS EventBridge ALE Xt X[ O|HIE THE o X|= Resource Groups0i|Al 24438t O|HIE
E 7= ol cjatol CHsH &5t o|HE 2 0oF ZIE{2l 8t L|C}.

CIS ZE Ao EXE OIEO|L SlAAT Eost B Z #a# ## ## ###E AN HEZ HiEL|
Ct.

2 E Resource Groups O[HIE

{
"source": [ "aws.resource-groups" ]
}
OE AEf EE B HY oE
Ctg ZE ode 2 38 A& HE0l s LcH
{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group State Change " ]
}
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CHg ZE oAlE 2E I8 B HHol s e

"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" ]

[a

S3 280l hat ol

{
"source": [ "aws.resource-groups" ],
"detail": {
"group": {
"arn": [ "my-group-arn" ]
}
}
}
O|H oilXl= X[HE 2| HE LHES X ELICH OIS oixll= SYet 2YE +SIHNT 1
20| CH2 180 T4 BlAAQ BRO| HT IS T UXBILICH

"source": [ "aws.resource-groups" ],
"resources": [ "my-group-arn" 1]

£d 2laaof Ciet O|HE

EY 7 Elasol Oig O & HHA HE O|HER AXMS T LEHIE + U&LICH

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change " 1],
"resources": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ]
}
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"source": [ "aws.resource-groups" ],
"resources": [
{ "prefix": "arn:aws:ec2:us-east-1:123456789012:instance" }

]
}
= resource-type AHXIE AL E HE S OfE2 S5l & o|4 o R¥2 7+E5HH OfE
& T &LCt o™ oAt HEI CHE MM E 28 HEl ¢H4E O|HES| detail =0
|

resources ZEJ} XTEE|X| e 2 OF HHH4 HZE o|HEDR Oj & & LICE.

{

"source": [ "aws.resource-groups" ],

"detail": {

"resources": {
"resource-type": [ "AWS::EC2::Instance", "AWS::EC2::Volume" ]
}

}

}

2E 2lAA N7 oHE

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" 1],
"detail": {
"resources": {
"membership-change": [ "remove" ]
}
}
}

Ed glaLof Cfet ZE 2laa X7 o|HE

"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" ],
"detail": {
"resources": {
"membership-change": [ "remove" ],
"arn": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ]
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}

Ol R ol o|HE HE{Foll= o MMl & Hm| KoM AHEE %4 @] resources HIEE AME
g o+ HELICH Ol z|¢?| resources RA49| E|AAT7H D E0| FIHE|E 2|4AA0[|X|2F O[HE
£ 05| i E & A7 MHEYLICE &, O 2 ZE M= &R 28 O|HEE grete & U&
LICH CHA O oMo R A[E FL &2 APooPHIR.

{

"source": [ "aws.resource-groups" ],

"detail-type": [ "ResourceGroups Group Membership Change" ],

"resources": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ],

"detail": {

"resources": {
"membership-change": [ "remove" ]
}
}

}
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oA 2lAA OE

APK| AWS Resource Groups

AWS Resource Groups 2& E=2 AL2510 2|lAA IES AWS CLI A& = Ql&LICH AWS
Resource Groups. 2lAA A& AXGIE 282 +EQ 2lAaALt 7HH 2 of B AFRIE|
X| t&LICH 28 2% U I8 £F B8k Abd =)
Console

2laA D58 MASHE YWY

1. AWS Resource Groups =& 0 2 1% L|Ct

2. M FOIM MYE BAL TES HAELIC

3. AMRFsEE 2lAaA 250 0|22 MEIE OIS MR ME H7|8 Metsch

4, EEE:. Ol A‘|||=| X‘|_|?|_ Jl'”lelO'"A‘I QEZXZ é)l-E =] _IEI _II QAE étx_"% A|_-|E—I|'IEI'L—|L_.|'

5. ALK Ol HIA|X|7F EAIE|H ALK S MESSHL|CH,

AWS CLI & AWS SDKs

2lAaA JE5E MHste Yy
1. CH BHYE UEILICH resource_group_name

$ aws resource-groups delete-group \
--group-name resource_group_name

2. MHE Fgelste HAIXKIZF EAZ[H yesE 24T

A 3E ol&

O F HfEL|CH.

= Enter€ +5LIC
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AWS Resource Groups & Tag Editor@} &7 AIEE + U=
2aA FE

AWS Management Console ==& AF&35104 E|lAA DS HHSH OIS siiY 282 S8l HH 24
A AT ZE AWS CLI & £ U&LICH 042 AWS 2lAA0| Ef2E I8 CHS siiE EHE AFE Sl
0f 18 WHAIS BlF 4 AaLich of TxOIHES AHg 5ol AWS 2la4 JB| ZEHE & s
2laA 78 AWS Resource GroupsZt Tag EditorE AF&35104 Ef2E XIHE = e ElAaA K8
CHa A EL[CE.

/A Important

XHEE BE 2laA |80 CHEl HelE 7|2 2 6= Resource Groups= A2 2
£ Resource GroupsOil M X| e HOICH AISSE FHHE FIHE = UAsUICH X|HE
E ZIAA QEE JHto 2 5t= 7|1E BlAA OEWM AIS8t E= J|E CHRE EfAIE
e 2, 1ES XS YIS MECH o B2 2|Aa20M 2 o] AHE = US
Q. 0|z OHE ElAAo0l CHal Mdst AtS3t = 20| o|= 5t K| 22 2lAA =
3 g s A& o|zet 38
= ol
T AR

7t EEF X EE =

>

o
(=1
&LCh

Create query-based group

Grouping criteria

A resource group is a collection of resources that share tags. You can define the grouping criteria based on resou

| All supported resource types

ChE Eoll= Tag Editoroll M Ef1 X, Ef1 2| 7|8t 2 &2 B A X CloudFormation A& Z7|gH 1
Eol HH ol X[#kl= Elaa RFO| LI U&LICH
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g o

- Tag Editor E{1 X|'d - Tag Editor &2 At&35t0{ 0| Rl 2|AaA0 EfOE X[HE = JU&LICh
OEX| ko™ AWS Resource Groups Tagging APl EE& SliY ElAA S| AR MHIAMAM 7|EXHS
2 X|¢ste e x['E MEIAE ALS3HoF & LICH.

- B2 7[gtaE - 2l HEE Bl R WAl ZEEE El44 J50 ol fEe ElarE 2
g+ AeLct 252 elia 7| o|Fn 4t XIEstH, Ei27t LRlst= EE ElALE RS2
a&0| &stAH Eulct

L

« CloudFormation 284 7|8 1& - CloudFormation AE40| 2= MM El Z[AAE HEAO|
Elas J50f0] RO ElAAE ZEE & J&LICH 252 AB{O[ARNE X =
ElaAE AAS2E 5o FHH0| ELIC CloudFormation AEH0f| EfIE F 715t AB0[
O|EELICH
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|
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A8 B X|k|04 Resource GroupsOil A O O|&F X|HE|X| St BlAA &
= A BX|E 2lAA 8 MME EZTAML.
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® Note

Resource Groups %! Tag Editor= CtS E9| 2|4 A RS X[H5HX|E U] 2lAA RE 20
M ME83HX| RE += /&Lt AwS Z|H.

AWS DeepComposer

ZAA Tag Editor ~ E{Z1 Z|&t CloudForm
Bl X|H = ation AEH
Zlgk &
AWS : : DeepComposer: : Composition X Ot v o X OfL|
AWS : : DeepComposer: :Model X OtL|R v o X OtL|R

AWS DeepComposer 73


https://console.aws.amazon.com/resource-groups/tag-editor/
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/overview.html
https://docs.aws.amazon.com/ARG/latest/userguide/gettingstarted-query.html#gettingstarted-query-tag-based
https://docs.aws.amazon.com/ARG/latest/userguide/gettingstarted-query.html#gettingstarted-query-stack-based
https://docs.aws.amazon.com/ARG/latest/userguide/gettingstarted-query.html#gettingstarted-query-stack-based

AWS Resource Groups

Add a permission2|

Amazon API Gateway

AWS: :ApiGateway: :Account

AWS: :ApiGateway: :ApiKey

AWS: :ApiGateway::ClientCertificate

AWS: :ApiGateway: :DomainName
AWS: :ApiGateway: :RestApi
AWS: :ApiGateway: :Stage

AWS: :ApiGateway: :UsagePlan

Amazon API| Gateway V2

ZlAA

—_

AWS: :ApiGatewayV2: :Api

|IAM Access Analyzer

glAA

AWS: :AccessAnalyzer::Analyzer

Tag Editor
Ef1 x|
X ot
X OfL|R
X OtL|R
X OfL|2
X OfL|R
X OtL|R

X OfL| &

Tag Editor
El x|

X OfL|R

Tag Editor
Ef1 x|

X OfL|R
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AWS Amplify

AWS: :Amplify: :App

AWS App Runner

2lAA

—_

AWS: : AppRunner: :AutoScalingConfigura

tion

AWS: : AppRunner: :Connection

AWS: : AppRunner: :ObservabilityConfigu
ration

AWS: : AppRunner: :Service

AWS: : AppRunner: :VpcConnector

AWS: : AppRunner: :VpcIngressConnection

AWS AppConfig

Z|AA

—_

AWS: : AppConfig: :Application

Tag Editor
B2 x|

X OfL|2

Tag Editor
S RPN ES

X OfL|R

X OfL|2

X OfL|R

X OfL|2
X OtL|2

X OfL| &

Tag Editor
Ef1 x|
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EfT 78t
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2lAA Tag Editor ~ E{Z1 Z7|&} CloudForm
Ef 2 XIS s ation A E4
7|18t &
AWS: : AppConfig: :ConfigurationProfile X OfL| v o X OtL|R
AWS : : AppConfig: :Deployment X OfL| v o X OfL|
AWS: : AppConfig: :DeploymentStrategy X ot v o X ot
AWS : : AppConfig: :Extension X Ot v of X OtL|R
AWS: : AppConfig: :ExtensionAssociation X OfL|L v o X OtL|L
AWS AppFabric
2lAA Tag Editor ~ E{Z1 Z7|&} CloudForm
Ef 2 XIS s ation A E4
7|18t &
AWS : : AppFabric: :AppAuthorization X OfL| v o X OtL|R
AWS: : AppFabric: :AppBundle X OtL|L v o X OtL|L
AWS: : AppFabric::Ingestion X OfL|R v o X OfL|R
Amazon AppFlow
ZAA Tag Editor ~ EiZ1 Z7|&t CloudForm
B2 xd 38 ation B4
ZI8t a8
AWS : : AppFlow: : Connector X OfL| v o X OfL|
AWS : : AppFlow: : Flow X OtL|R v o X OtL|R

AWS AppFabric
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Applntegrations

Z|AA

—_

AWS: :AppIntegrations: :Application
AWS: :AppIntegrations: :Datalntegratio
n
AWS: :AppIntegrations::EventIntegrati
on
AWS App Mesh
2lAA
AWS: : AppMesh: : GatewayRoute
AWS: : AppMesh: :Mesh
AWS: : AppMesh: :Route
AWS: :AppMesh: :VirtualGateway
AWS: : AppMesh: :VirtualNode
AWS: :AppMesh: :VirtualRouter
AWS: : AppMesh: :VirtualService

Tag Editor
BT x|

X OfL|2

X oL

X otL|L

Tag Editor
Ef X|H
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X OtL|R
X OfL|R
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X OtL|R
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Amazon 4Stream

glaa
AWS: : AppStream: : AppBlock
AWS: : AppStream: : AppBlockBuilder
AWS: : AppStream: :Application
AWS: : AppStream: :Fleet
AWS: : AppStream: : Image
AWS: : AppStream: : ImageBuilder
AWS: : AppStream: :Stack

AWS AppSync
glaa
AWS: : AppSync: :Api
AWS: : AppSync: :DataSource
AWS: : AppSync: :DomainName
AWS : : AppSync: : GraphQLApi

Tag Editor
El x|

X ot
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Application Auto Scaling

AWS: :ApplicationAutoScaling: :Scalabl
eTarget

AWS Application Migration Service

2lAA
AWS: :MGN:
AWS: :MGN:
AWS: :MGN:
AWS: :MGN:
e

AWS: :MGN:
mplate
AWS: :MGN:
AWS: :MGN:
AWS: :MGN:

:Application
:Connector
:Job

:LaunchConfigurationTemplat

:ReplicationConfigurationTe

:SourceServer
:VcenterClient

:Wave
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012 x| 2A(AlOps)

Z|AA

—_

AWS: :AIOps: :InvestigationGroup

Amazon Athena

AWS: :Athena: :CapacityReservation

AWS: :Athena: :DataCatalog

AWS: :Athena: :WorkGroup

AWS Audit Manager

ZlAA

—_

AWS: : AuditManager

AWS: : AuditManager
rk

AWS: :AuditManager

. :Assessment

: :AssessmentFramewo

::Control
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AWS B2B Ci|O|E{ w &t

glaa

AWS::B2BI::Capability

AWS: :B2BI::Partnership

AWS: :B2BI::Profile

AWS: :B2BI::Transformer
AWS Backup

2laa

AWS: :Backup: :BackupPlan

AWS: :Backup: :BackupVault

AWS: :Backup: :Framework

AWS: :Backup::LegalHold

AWS: :Backup: :ReportPlan

AWS: :Backup: :RestoreTestingPlan

Tag Editor
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X oL
X OfL|2
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AWS Backup gateway

AWS: :BackupGateway: :VirtualMachine
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Amazon Bedrock
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AWS Billing Conductor

AWS::BillingConductor: :BillingGroup

AWS: :BillingConductor: :CustomLineIte

AWS::BillingConductor: :PricingPlan

AWS: :BillingConductor::PricingRule

AWS Z2A| & H|g 22|

AWS::Billing::BillingView

Amazon Braket

AWS: :Braket::Job
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AWS Budgets

2lAA Tag Editor
Ef X|H
AWS: :Budgets: :Budget X OtL|R
AWS : :Budgets: :BudgetsAction X ot
AWS BugBust
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AWS: :BugBust: :Event X ot
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ZlAA Tag Editor
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AWS: :CertificateManager::Certificate v o

AWS Certificate Manager Z2}0[8! @15 7|&

2lAA Tag Editor
Ef2 X|™H
AWS: : ACMPCA: :CertificateAuthority X OtL|R

EfZ 78t
as

EfT 78t
as

v o

e 7|gt
=t

v o

EfZ 7|8t

d=

v of

CloudForm
ation AEH
718t O

X OfL| &

X OfL|2

CloudForm
ation AEH
78t O F

X otL|L

CloudForm
ation AEH
=t

v o

CloudForm
ation AEH
7| 28

X OfL|R

AWS Budgets

85



AWS Resource Groups

Add a permission2|

A& ofE 2|70 42| Amazon Q Developer
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AWS: :Chatbot: :ChatbotConfiguration

AWS: :Chatbot: :CustomAction

Amazon Chime

2lAA

AWS: :Chime:
AWS: :Chime:
AWS: :Chime:
AWS: :Chime:
AWS: :Chime:
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AWS Clean Rooms

AWS: :CleanRooms:

AWS: :CleanRooms:
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odelAssociation
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|AA

—_—

AWS: :CleanRoomsML: :ConfiguredModelAl
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AWS: :CleanRoomsML: :TrainingDataset

Amazon Cloud Directory
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AWS: :CloudDirectory::Directory
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Amazon CloudFront

ZAA Tag Editor ~ E{Z1 Z|&t CloudForm
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AWS Cloud Map

AWS: :ServiceDiscovery: :Namespace

AWS: :ServiceDiscovery: :Service

Amazon CloudSearch

AWS: :CloudSearch: :Domain

AWS CloudTrall

gAA

AWS: :CloudTrail:
AWS: :CloudTrail:
AWS: :CloudTrail:
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:Channel
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:EventDataStore
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Tag Editor
Ela x|&
X OfL|2

X otLIL

Tag Editor
El x|

X OfL| &

Tag Editor
El x|
X ot
X Ol
X Ot

v o

BT 78t
as

BT 78t
as

EfZ 7|8t

ad=

CloudForm
ation AEH
78t O

X OfL|2

X otL|L

CloudForm
ation AEH
718t O

X OfL| &

CloudForm
ation AEH
7| a8

X OtL|2
X OfL|2
X OfL|2

v of

AWS Cloud Map



AWS Resource Groups

Add a permission2|

Amazon CloudWatch
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CloudWatch Evidently

ZAA Tag Editor ~ E{Z1 Z|&t CloudForm
B xld 38 ation B4
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AWS: :Evidently: :Feature X ot v o X ot
AWS: :Evidently: :Launch X ot v o X ot
AWS: :Evidently: :Project X OtL|R v o X ot
AWS: :Evidently: :Segment X OtL|R v o X OtL|R
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AWS: :Logs: :DeliverySource X Ot v o X OtL|R
AWS: :Logs: :Destination X OtL|R v o X OtL|R
AWS: :Logs: :LogGroup X ot v o v o
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Amazon CloudWatch Observability Manager
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AWS: :0am: :Link
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Amazon CloudWatch RUM
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AWS CodeArtifact

AWS: :CodeArtifact
AWS: :CodeArtifact
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Amazon CodeWhisperer
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AWS: :Config: :ConfigurationAggregator X ot v o X ot
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AWS: :Config: :ConformancePack X OfL| v o X OtL|R
AWS: :Config: :0rganizationConfigRule X OtL|R v o X OtL|R
AWS: :Config::0rganizationConformance
IeeHES X otLIR v of X otL|g
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B2 xd 38 ation B4
ZI18t 3 &
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Amazon Connect Cases
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Amazon Connect Voice ID
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AWS Control Tower
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AWS Data Pipeline
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Amazon EMR
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Amazon CloudWatch Events
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AWS Firewall Manager
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AWS HealthOmics
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AWS: :IoTWireless::WirelessGateway

Amazon Kendra
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AWS Key Management Service
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Amazon Managed Service for Apache Flink
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AWS: :KinesisAnalyticsV2::Application
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AWS Lambda

AWS: :Lambda: :Alias

AWS: :Lambda: : CodeSigningConfig
AWS: :Lambda: :EventSourceMapping
AWS: :Lambda: : Function
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AWS: :LexV2: :TestSet

AWS License Manager

AWS: :LicenseManager::License

AWS: :LicenseManager::LicenseConfigur
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AWS: :LicenseManager: :ReportGenerator

Amazon Lightsalil
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Amazon Location Service
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AWS: :Location: :GeofenceCollection X OtL|R v o X OtL|R
AWS: :Location: :Map X OtL|R v o X OtL|R
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Amazon Lookout for Metrics

ZlAA Tag Editor
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Amazon Machine Learning
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AWS Mainframe Modernization
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AWS : :ManagedBlockchain: :Network
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Amazon Managed Streaming for Apache Kafka

ZAA Tag Editor ~ E{Z1 Z|&t CloudForm
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AWS : :MSK: :Replicator X OtL|R v o X OtL|R
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AWS Marketplace Catalog API

AWS: :MarketplaceCatalog: :ChangeSet

AWS: :MarketplaceCatalog: :Entity

AWS Elemental MediaConnect
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AWS : :MediaPackage: :PackagingConfigur
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AWS: :MediaPackage: :PackagingGroup
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AWS Migration Hub Orchestrator
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AWS Network Firewall
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—_

AWS: :NetworkFirewall: :Firewall
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Network Synthetic Monitor

E'/\A

—_

AWS: :NetworkMonitor: :Monitor

AWS: :NetworkMonitor: : Probe

AWS Network Manager

glAA

AWS: :NetworkManager: :Connection
AWS: :NetworkManager: :ConnectPeer
AWS: :NetworkManager: : CoreNetwork

AWS: :NetworkManager: :Device

Tag Editor
BT x|
X OtL|R
X OfL|R

X OfL|R

Tag Editor
Ef2 X|H

X OtL|R

X OtL|2

Tag Editor
Ef1 x|
X OfL|
X OtL|R
X OfL|R

X OfL|R

Ef2 7|8t CloudForm

h= ation AEH
7|8k 2 &

v o X OfL|

v o X ot

v of X OfL|R

Ef2 7|8t CloudForm

a5 ation AEH
Al =

v o X ot

v o X ofL|2

Ef2 7|8t CloudForm

a5 ation A EH
ZlgtaE

v of X OfL|R

v o X OfL|

v o X OfL|R

v of X OfL|R

AWS Network Firewall

160



AWS Resource Groups

Add a permission2|

AWS: :NetworkManager:
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OpenSearch Serverless
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AWS : : OpsWorks

AWS: :OpsWorks

::Layer

::Stack

AWS Organizations
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AWS Panorama
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AWS : : Panorama: :ApplicationInstance X OtL|R v o X OtL|R
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Amazon Payments
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AWS DeepRacer
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AWS Resilience Hub
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AWS : : RoboMaker: :DeploymentJob X OtL|R v o X OtL|R
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AWS : : RoboMaker : :Robot X OtL|R v o X OtL|R
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Amazon Route 53 Resolver
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Amazon Glacier
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AWS Security Hub CSPM
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Amazon Simple Queue Service

Z|AA
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AWS: :SQS: :Queue
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Amazon Simple Storage Service(Amazon S3)

AWS:

AWS :

AWS:

AWS:
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AWS:

Amazon Simple Workflow Service

:S3:

:S3:

:S3:

:S3:

:S3:

:S3:

:AccessGrant
:AccessGrantsLocation
:Bucket

:Job

:StoragelLens
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AWS Snowball Edge Device Management

Z|AA Tag Editor ~ E{Z1 Z|&t CloudForm
Ef X[ s ation A EH
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AWS: :SnowDeviceManagement: :ManagedDe « obL|Q 7ol « OFL|
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AWS : : SnowDeviceManagement: : Task X OfL| v o X OtL|R
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AWS: :StepFunctions: :Activity v o v o v o
AWS: :StepFunctions: :StateMachine v of v o v o
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Ei XIS aE ation A E4
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AWS: :StorageGateway: : TapePool

AWS: :StorageGateway: :Volume

AWS Supply Chain

AWS: :SCN: :Instance

AWS Systems Manager

AWS: :SSM: :Association

AWS: :SSM: : AutomationExecution
AWS: :SSM: :Document

AWS: :SSM: :MaintenanceWindow
AWS: :SSM: :ManagedInstance
AWS: :SSM: :OpsItem

AWS: :SSM: :OpsMetadata
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AL Tag Editor ~ E{Z2 7|4t CloudForm
Efa X|H == ation AEH
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AWS: :SSM: : Parameter v of v of v of
AWS: :SSM: :PatchBaseline X OfL|2 v O v o
AWS: :SSM: :Session X OfL|2 v O X OfL|2

AWS Systems Manager Incident Manager
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AWS: :SSMIncidents: :ResponsePlan X Ot v o X OtL|R
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AWS Systems Manager H-£

AWS : : SSMQuickSetup: :ConfigurationMan
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AWS Systems Manager SAP&
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AWS: :SystemsManagerSAP: :Application

AWS: :SystemsManagerSAP: :Database

AWS & HE ST U

AWS: : TNB

AWS: : TNB

AWS: : TNB

: :FunctionPackage
: :NetworkInstance

: :NetworkPackage
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Amazon Textract

AWS: :Textract: :Adapter

Amazon Timestream

AWS: :Timestream: :Database
AWS: :Timestream: :ScheduledQuery

AWS: :Timestream: :Table

Amazon Transcribe

AWS: :Transcribe: :LanguageModel

AWS: :Transcribe: :MedicalScribeJob

AWS::Transcribe: :MedicalTranscriptio

nJob

AWS: :Transcribe: :MedicalVocabulary
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AWS: :Transcribe

AWS: :Transcribe

AWS: :Transcribe

::TranscriptionJdob
: :Vocabulary

::VocabularyFilter

AWS Transfer Family
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Amazon Translate

AWS: :Translate: :ParallelData

AWS: :Translate::Terminology

AWS User Notifications

AWS: :UserNotifications: :Notification

Configuration
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::LicenseServerEndpoint
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AWS: :VpcLattice: :TargetGroup

AWS Marketplace 32 QA CIAIO|E

AWS: :VendorInsights

AWS: :VendorInsights
AWS WAF

2| AA

AWS : :WAF: :RateBasedRule
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AWS: :WAF: :RuleGroup

AWS : :WAF : :WebACL
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::SecurityProfile
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AWS WAF Classic Regional

AWS :
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AWS:

AWS :

:WAFRegional:
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AWS: :WellArchitected: :Profile
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AWS: :WellArchitected: :Workload
AWS Wickr
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AWS: :Wickr: :Network
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Amazon WorkMail
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Amazon WorkSpaces
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Amazon WorkSpaces Secure Browser

2lAA Tag Editor ~ EHZ1 7|4t
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2laA

AWS : :WorkSpacesWeb:
ttings

AWS: :WorkSpacesWeb:
AWS : :WorkSpacesWeb:
AWS: :WorkSpacesWeb:
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gSettings

AWS: :WorkSpacesWeb:
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:NetworkSettings
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:UserSettings

Amazon WorkSpaces Thin Client

AWS

AWS

AWS

::ThinClient: :Device

::ThinClient: :Environment

::ThinClient: :SoftwareSet
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AWS X-Ray

AWS: :XRay: :Group

AWS: :XRay: :SamplingRule

A8 BXIE 2las 8
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AWS AWS: : RoboMaker: :De
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_policies_elements.html
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https://docs.aws.amazon.com//IAM/latest/UserGuide/list_awsresourcegroups.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/list_awsresourcegroups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/list_awsresourcegroups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_policies_condition-keys.html
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https://docs.aws.amazon.com//IAM/latest/UserGuide/list_awsresourcegroups.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com//STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com//STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsServiceRolePolicy
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorFullAccess
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ResourceGroupsandTagEditorFullAccess.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorReadOnlyAccess
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ResourceGroupsandTagEditorReadOnlyAccess.html
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsTaggingAPITagUntagSupportedResources
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsTaggingAPITagUntagSupportedResources
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ResourceGroupsTaggingAPITagUntagSupportedResources.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ResourceGroupsTaggingAPITagUntagSupportedResources.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://console.aws.amazon.com/iamv2/home#/roles/details/AWSServiceRoleForResourceGroups
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://console.aws.amazon.com/iam/home#/roles
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AWS CLI
Resource Groups AH|A 914 Qg S AMA||5t= B
e 2 MXStE{H CfS BHES EAIE CHE H=5tA mietolE et &7 =g LIch 282 v K|
oM 2

$ aws iam delete-service-linked-role \
--role-name AWSServiceRoleForResourceGroups

"DeletionTaskId": "task/aws-service-role/resource-groups.amazonaws.com/
AwWSServiceRoleForResourceGroups/34e58943-e9a5-4220-9856-fc565EXAMPLE"
}

2 B2 DR EEALIC, WH S 4FE UIBTINOR 01RolELC NBE HY 4
AHE CHZ AWS CLI B0l E5t04 918 AN AEhS 2Qlg 4 QlaLict

$ aws iam get-service-linked-role-deletion-status \
--deletion-task-id "task/aws-service-role/resource-groups.amazonaws.com/
AWSServiceRoleForResourceGroups/34e58943-e9a5-4220-9856-fc565EXAMPLE"

{
"Status": "SUCCEEDED"
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https://docs.aws.amazon.com//IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS Resource Groups Add a permission2|

Resource Groups 2& Z API AFE

AWS Resource Groups 2! Tag Editor 2& 1 API0{| HA|AStEAH XA HEH EEHo| ‘2/!010|= ghct. of
o8 HEH2 AWS A 2| Resource Groups ElAAM CHE MR HEE LIESD 2 = UTS 585
of &t &[4 ‘é‘—’:‘— TEECH A ME ARl At 5E 7|g WS dgstH 2&0 API BHo| sl

M2 AL SHE Hot FA(IAM & = AL RHol| CHs o= 8t CHE 2HS5HK| of&LCh,
ST NE{E|7} Resource GroupsE 04715| AFSE = UL 5 st2{HM O HM(EE= ChS HAof Lt
Zl HEto| 2 E HA)E AEE|of| AZQFLICH RHA[E LIS 2 IAM AHE AEA | ALSAHoi| A #HEH =
e HESHML
JSON

{

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-groups:*",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResouxces",
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:List*"

1,

"Resource": "*"
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https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

iam:ListUsers"

1,

"Resource": "*"

]
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JSON

{

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "resource-groups:GetGroup",
"Resource": "arn:aws:resource-groups:us-
east-1:111122223333:group/group_name",
"Condition": {
"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/

project}"}
}
}
]

}
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CtE 2F oX= AL Xl mateojacksonO| 2&£2 AI&3stod O &0 Cist MR HEE Ee{1 sHx[gt
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"principalId":"ID number:AWSResourceGroupsUser",
"arn":"arn:aws:sts::831000000000:assumed-role/Admin/AWSResourceGroupsUser",
"accountId":"831000000000", "accessKeyId":"ID number",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2018-06-05T22:03:47Z"
.
"sessionIssuer":{
"type":"Role",
"principalId":"ID number",
"arn":"arn:aws:iam: :831000000000:role/Admin",
"accountId":"831000000000",
"userName":"Admin"

}

},
"eventTime":"2018-06-05T722:18:237",
"eventSource":"resource-groups.amazonaws.com",
"eventName":"CreateGroup",
"awsRegion":"us-west-2",
"sourceIPAddress":"100.25.190.51",
"userAgent":"console.amazonaws.com",
"requestParameters":{

"Description": "EC2 instances that we are using for application staging.",

"Name": "Staging",

"ResourceQuery": {

"Query": "string",
"Type": "TAG_FILTERS_1_0"
1,

"Tags": {

"Key":"Phase",
"Value":"Stage"

}
1,
"responseElements":{
"Group": {

"Description":"EC2 instances that we are using for application staging.",
"groupArn'":"arn:aws:resource-groups:us-west-2:831000000000:group/Staging",
"Name":"Staging"

1,

"resourceQuery": {

"Query":"string",
"Type":"TAG_FILTERS_1_0"
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}

iy
"requestID":"de7z64z9-d394-12ug-8081-7zz0386fbch6",

"eventID":"82z7z18dz-6z90-47bz-87cf-e8346428zzz3",
"eventType":"AwsApiCall",
"recipientAccountId":"831000000000"

}
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"resource-groups:CreateGroup",
"resource-groups:GetAccountSettings",
"resource-groups:GetGroupQuery"

1,
"Resource":"*"
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