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_____________

Internet

Internet Access is an Optional feature

2.9 Access Internet
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://aws.amazon.com/
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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
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Amazon WorkSpaces Secure Browser DHIR{FE (> 2—% Y KT 50D J ORiREHt
HBRTDHIIC., UTORRZKHFEEZBLELTVAZEEBRELTLIEEY,

c BROTRATGEDVTF A=Y= (A2) ICEKENBDNT VY IOHTRYNETTAR—RNYTZRY
REEBEBL = VPC FERICTF7O/ENTVRIHBENHYWET. VPCREDRESZOFMIOV
Tk, "F7#)KNVPC, #8RBLTLEEV,
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« WorkSpaces Secure Browser Y AN FETD T TAR—KNYTXYNDSTIOEATES
12077O0%F I RARA > N (Network Load Balancer @ DNS 24 &) A %ETT, BEEN7'O
FEFEATIHEEER., TTAR—NGTRYRNDSTIOELATESD 1 D2OLY RRANNH
Bl EBRLTLSEZL,

Amazon WorkSpaces Secure Browser TO HTTP 7O KN\ND > R77OF 2

WorkSpaces Secure Browser ® HTTP 7O RNV R7OF D EZBRETSICE, LTOFIEICH L
79,

1. Y TIWNOTIRNDTYRF7OF> % VPCICF7OA4 931k, THow to set up an outbound

VPC proxy with domain whitelisting and content filterings ® FIEICHEVWE T,

a. "MARM=I (1 ERY OFEE): OFIEICH > T, CloudFormation 7 7L — RN Z2HEEKD
THORNIF70O4LET, CloudFormation 7 7L —MDONTF X—& & L THEY) & VPC
EVTZY MEBRLTLKEEV,

b. 7°'O4 #. CloudFormation @ }1/VZ X—& T& % OutboundProxyDomain &
OutboundProxyPort Z#EFRLET, c A 7OF DO DNS BER—NTT,

c. MEBOZOFHNBRICHAHEEREK, CORTYTZAFYTL, TOTOF>NODNS B&
7.R_ I\ﬁﬁﬁ l/ij-o

2. WorkSpaces Secure Browser 1>V =)L TR—XIIL&ZBIRL . [RE]|ZBZBRLFT,

a. [RY ND—VEGOFM T, 7OFIICTIEATED VPC ETTAR—RNYTRY hEE
RUET,

b. [[R\Z—F&E] T. JSON IF 1 Z%&EEMHL TELT® ProxySettings R —&EML &
¥, ProxyServer 74 —J)LRICIE, Z7OF>DODNS BER—NZERETIHEN HVE
T, ProxySettings R 2 —OFFMHIC DLW TIE. "ProxySettingsy ZZRBL T EE L,

{
"chromePolicies":
{
"ProxySettings": {
"value": {
"ProxyMode": "fixed_servers",

"ProxyServer": "OutboundProxylLoadBalancer-0a0l1409a46943c47.elb.us-
west-2.amazonaws.com:3128",

"ProxyBypassList": "https://www.examplel.com, https://
www.example2.com,https://internalsite/"

}

VPC DO&E 20


https://aws.amazon.com/blogs/security/how-to-set-up-an-outbound-vpc-proxy-with-domain-whitelisting-and-content-filtering/
https://aws.amazon.com/blogs/security/how-to-set-up-an-outbound-vpc-proxy-with-domain-whitelisting-and-content-filtering/
https://chromeenterprise.google/policies/#ProxySettings

Amazon WorkSpaces ¥ 1775 74 BEHA R

}I

}

3. WorkSpaces Secure Browser ¥ 3> T, 7OF A Chrome OFREICHEAE A TVWD &N
"Chrome REEBEICKVEEENLE7OFREZFALTVET, ELTRRENET,

4. chrome://policy IZBB L. [Chrome RUZ—] RT T ORI —HFERENATWVND Z & ZHER
X7,

5. WorkSpaces Secure Browser 2Y 23> T, NATY—RNJI A/ ZFERAETICA 22—y NV
TUOVREEILSRTESD L ZHRLE T, CloudWatch Logs T, Squid Z7OFZOF VA
Ddb\ﬁaﬁéhrb\%c_tiﬁﬁwb\bi?o

Amazon WorkSpaces Secure Browser D#IRFE A 2—XY NT TN TIILY 21—
TAY

Chrome R > —HFBAE N /=% € WorkSpaces Secure Browser 2Y > 3> TA X —XY NCZT
JEATERBRWVEER., UTOFIEICH > TREOHRZEHRATILEEL,

« WorkSpaces Secure Browser R—Z I ABFETDTSARK— Y TZRY "MHS7OF T2 KRR
AVNCTOVEATEDCEERRBLET, TOLEDICRF, TTAR—NFTXY NCZEC21Y
ARV ABRERL, T7TAR—RNEC2AVAZRVANS7AFS IV RRA U MOERETA
RLET,

s ZT7OAFINAUER—RYNITIVEATED L EZBERLET,

« Chrome RUZ—A"ELWVWC EZHERRLE T,

« RZ—® ProxyServer 74 —J)LROEXFRXDISICB>TWVWBR I Z2HRALET:
<Proxy DNS name>:<Proxy port>, 7L 74 Y T RAIZ http:// % https:// HNEENT
WTRRWITFEERA,

« WorkSpaces Secure Browser ¥ > 3> T, Chrome %&£/ L T chrome://policy \C&E)
L. ProxySettings RUS—NEEICEAEATWAZEZBRBLET,

Amazon WorkSpaces Secure Browser ® 1 > X —% ¥ NEHAR— BN

& WorkSpaces Secure Browser ANU—X2 T A VARV AL, VPCAD )Y —ANDEHKEZ A
BICTRDNAEIN—RYRNDT—DAVB—TIAANFHYNET, . NATHY—KNDJIT 1 2ELT
TFAR—RNYTRY NABREETNATVREERE, 12—V MOERETEICLET,
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A22—%Y NERDBE., IXNTOEREEICHLTROR—IMRHAVTVIZENBVET, EE
Ehic, FERARRLEFIVFTATIIN-TZFEALTVEEE, FETHXEIL-ILZEMTZ &
ENBYET, F#FICOVTR, "TEF1UTATL—T DI ZZRBLTSEZL,

® Note
CNETYRZ 714V OICEHTREREYET,

- TCP 80 ( HTTP)
- TCP 443 (HTTPS)
- UDP 8433

WorkSpaces Secure Browser ® VPC ICBITBARANTZIOT 1 A
UTO#EREIEGE, VPCZL)HMENA DRL2ICRETIOICRIEET,
VPC £k D E

* VPCREN, AT—U2VID_—XEHYR—NTERZ L EZHILET,

- WorkSpaces Secure Browser D —E ATV #—& (LR) &, FREhZDFEICHNTS
DICTHTHBDEZHALET., 74A—XDE|ELFZVITANTBICE, hitps:/
console.aws.amazon.com/servicequotas/ @ [Service Quotas] >V —I)L&ZFERL £
9. WorkSpaces Secure Browser D77 # )L 8T #—ZRIZCDVWTIE, Tthe section called “Hf —E
A9F—2DEE ) ZZRLTLSEZ,

« ANU=Z2TEy23a2IlA42 82—V MMOT IV ERAEZRUIZDEERE. NTUYIHTRY
RTNATS—RII(ZBCVPCZRETRCELERBOLET,

BWERXRYRND—DA422—-TI1—-A

« ANU—=>%rE, WorkSpaces Secure Browser £ v 23> Z & (3 H O Elastic Network
Interface /" % E T 9, WorkSpaces Secure Browser & 7'V —NDHEHEABEICSLU EHOD
Elastic Network Interface (ENI) Z¥ERLET, 72 KT, V=232 &0 ENI O LRI
5000 T9, FHMICOVTIE, "ZYRND—DA =T T4 A BSRLTLIEEL,
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AFEORBEANI—Z2 Ty anE, kECRBEELET 7O/ DREZFTETSEEE,
E—VBOEAERICAEZEN OBZEERL TKEEV, ENIO LRI, VI 7R—FIICERE
LERRERED ELRELFEETNULICHETS 28O LET,

H7xY K

s A—HF—BERAT—IT Y7 IRt EZILTSHERICE. WorkSpaces Secure Browser ¥ 23>
e, RELEYTRY MNP SOBBOIZAT NPT RLANVBETHD EIERL
TLEEY, LENF 2T, Y7RXRYRNIREENDIVTAT NPT RLAZEOY A XIC&K?
T, ARICANI—Z2JTER I —DOBNREVET,

s TTAR—RYTRY NI, FRENBIEARI—H—ORABEZEEZERBITDOIC+IBHOITA
FORNIPFPRLAZFATEIYTRY NYNAVEZRELE T, £, FRESIhBDEMCHBTS
HIZ, BMEND IPP7RLACDODVTEEZERELTHEE T, FMICOVWTE. VPC and Subnet
Sizing for IPv4 228 L T &V,

- TAMEART—UTZRERBLT, FELEI5!1)—2 3> 0O WorkSpaces Secure Browser A" 7R —
REBDETFRATEVT A=V —=DVICHTRYNEZRETD L EBEOLET, FHMICOVWT
l&. Tthe section called “#TL L\ VPC MIERR") 2 BL T &L,

c DITTFTVT—2 3V IIREBRRYRND—DVY—AN, YT7XYNEBUTTIVEATESD
EEBFELET,

tXaUF4TIN—=T
e XA VFA4TI)N—T%2FERALT, VPCAQOEMOT oA MO ZEHLET,

VPCILEI2tEFX21 VT4 JIN—7%2EHAT 5L, WorkSpaces Secure Browser AN —=X2J
AVABRVRARE, DITTFP7TIT—2 3V IIRBEBRRY ND)—DUVY—ABOZXY ND—U KRS
T4V 0REHETEET, VITTTIVT—23 D CHEBRZRY NDT—=DVY—ANOTIEA
F, EFIVFATIN—TTHITENTVWBREZRABLTLSEZ L,

Amazon WorkSpaces Secure Browser THR—RENTWBT7RAFEU T4 =V —

~

S

WorkSpaces Secure Browser TEATRRETZA R—KNIFJ R (VPC) ZEKTBESE. VPC D
H 7 %Y N& WorkSpaces Secure Browser 228 T2 ) -3 0OEBZTFRATEUTF A=Y —
JICHEETIHBENBYET, FTRATZGEVTA—V—2 R, IOT7RAZEVTA—V—-2T
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REULEEENSUVBTEOICESNIZBATY, BOTRAZEVTA—V—2TA AR
AZEBBTDEICEKY), 1 DOBATRELEEEASTISIVT—23 0 2 REBTEXRT, &7
XY RMIRELICIDOTFRATEVTA—=V—=2RHICEENTVRZENHY, 1 2OHTZY MY
BBOU—IC, EENFBELEETEREA, MEEHZHEARICESHD O, FLITZ)—T3>
NTHR—RENTWBEAZICHTRY NERETDILE2HEBOLET,

TRAZEDTA4—=V—=2lF, V=232 1—REFRIHGLSXFRBIFICE>TRENEKT (us-
east-1la B &) UY—AN V=230 0BBOTRATEVTA—=V—2ICaBEhDES5ICT5
O, FPRAGEVTA4A—=V—=2RBFFEAWS TAHODMNOBEICERICYNYETEhET, A
. AWST7HIRNOTRAZEDFT 14—V —2 us-east-1la OFFIE. BIO AWS THI >V K~
M us-east-la NBFFE BRI AREMEN BV ET,

THIDKNEBTTIPRASGE) T4 =V —2Z2RBITDICE, FTRATZGEVFTFA =V —=20O—ET—
HOHDIHBANFTHDAZID ZFERATHIVLEN HYET, EEAE., usel-az2ldus-east-11)—
2AVOAZID THY, INTOAWS PHIONTERLUBFRICHY) ET,

AZIDZRRTDE, HBBITHIVROIVY—AOGHEBOTHI RO Y —RAIZKL TRET
EET, LA, AZIDusel-az2 DTFRASEVFA =V —=DICH2HTRYNEROT HT>

NEHBETBEHEE, COYTRYRMFEAZIDAEUL usel-az2 THDTRAFEUFA—V—>
NDEDTHIVRNTEFRATEET, FVPC EHT XY MO AZID & Amazon VPC OV —)LIC
RRENET,

WorkSpaces Secure Browser l&, Y R—RhEnB2 -3 OFRASEUTF4—=V =20
TEY NCRETEET, ROERIZ, 8U—2a TCHEATEDAZIDERLET, PHIVRNA
TRAGEDTA—=V—=2ADAZIDDOIYED T 2HERITBICIE. AWSRAM 1—H—HA

ROUY—ADAZID Z5BLTLIEEL,

—23a># )—>3>J—R HR—Kh&EhaAZID
KERE (JN— ZF4LE6) us-east-1 usel-azl, usel-az2, usel-

az4,usel-azb, usel-az6

KEFEI (FLTY) us-west-2 usw2-azl, usw2-az2, usw2-
az3

TIOZTINTav T (LN ap-south-1 apsl-azl, apsl-az3

1)
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)—>3>H )—>3>—R HR—KEha AZID
TOTNDTAYT (2FH ap-southeast-1 apsel-azl , apsel-az2 ,
R—IL) apsel-az3
TOTNTav O (PR ap-southeast-2 apse2-azl , apse2-az2 ,
-) apse2-az3
TIOSTINDT4Y T (RR) ap-northeast-1 apnel-azl , apnel-az2 ,
apnel-az4
HFHA (FEB) ca-central-1 cacl-azl, cacl-az2, cacl-
az4h
M (7Z>07IK) eu-central-1 eucl-az2, eucl-az2, eucl-
az3
M (FAILZR) eu-west-1 euwl-azl, euwl-az2, euwl-
az3
B (O R2) eu-west-2 euw2-azl, euw2-az2
TRAZGEUT14—=V—=2& AZID OFFMICOWTIE, Amazon EC2 1—H—FHA4 kD ") —2 3
. TRAGE)T4—=V—2, BLROO—HINY—21 Z2SBLTLSESL,

Amazon WorkSpaces Secure Browser O 1 —% —#E#HK OB

WorkSpaces Secure Browser &, N7V Y I AL 2 R—ZXY RN ENLTAN) -V JERZEIL—
TAVIFTBRIICREENTVEY, I—H—&FFEL . WorkSpaces Secure Browser 7 #5E
PEDICMBERIITTEY NEBRETDIEHICEK, 1V F2—XY NIERTEDENVETT,
CORNZ 74y ORFATSICIE,. "TAmazon WorkSpaces Secure Browser MFFA] R X A2 IZ7R
ENLERXAVEZFAITIHLEN HYVET,

LLFDOREY 2Tk, WorkSpaces Secure Browser NN 1 —H —EHZ2BMIC TSI HEICOVWTE
BALET,

N =R
« Amazon WorkSpaces Secure Browser ® IP 7 RL R ER— N D EH

11— —Hf 25


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html

Amazon WorkSpaces ¥ 1775 74 BEHA R

« Amazon WorkSpaces Secure Browser MDFFA] R X A >/

Amazon WorkSpaces Secure Browser ® IP 7 RL AER—RNDOEH

WorkSpaces Secure Browser €1 VARV AT VAT BICE, I——FNA AU TOR—b
TTIONNDROTOECANBETT,

+ R— N 443 (TCP)

s AUBR—FXYRNIVRRARNEZFEALTVWARES, R—KM443 1 F, I——FNA1AEAN
V=204 2VABRAEDO HTTPS BEICERAEhET, BEDOBE. ANU—ZI2TtY
AVHRICIVRI-Y—PFIIT2BETDE, VJITTSOHREANI—ZVIRNT T4y
DICIEEBEDY —AR—RNES VA ALAICBIRLET, COR—RMOUER—KRNTT 1Y INEH
AEhTWA L ZRABIDHMENf BV ET,

« ZMR—KNIE., Amazon WorkSpaces Secure Browser DFFA] RX A 2 I[CEBBET N TVWAHEKR
RXLAICHARTDHENHV)ET,

« AWS (&, Session Gateway & kT CloudFront RXA A BRTEZHEEZESLRED IP 7 R
L A& % JSON FERTRITLET, json 77 AN A O0—-RLTHRENERHERRTS
FECODVTOFMIE., "TAWSIP 7 RLADEHE, ZZRLTLKEETVY, £, ZFEAL
TW3FEEIE AWS Tools for Windows PowerShell, Get-AWSPubliclpAddressRangePowerShell
OXRZFERALVTCRAUERICT VI EATEE T, Application Auto Scaling 1—H'—7 4 K&
MICOVWTRE, TAWSICH TR NTUY T IPTRLAGEO VT OET) 28RBLT<EE
Wo

« (7> 32)R—K 53 (UDP)

e R—=K53k, I—HY—FNAL1AEDNS H—ERABOBEIFERAEINET,

« RAABOEROEHICDNS H—N—2FALTVEBEVES, COR—KNEAFT7>3a>T
T

e WTUY O RXAVBEBRTEDELDIZ, COR—KNEDNSH—/N\—D IP 7P RLARICKL
THVWTWBSRENF HYET,

Amazon WorkSpaces Secure Browser ®FF] R X A >

A—H—HFO—HANTZIPLSVITR—FINICTIVEATEDRSICTDICRE. I—H—»H—
ERCTIVEALELSELTVRRY NT—DODFAVANI, UTORXAZVZEMT ZHEN D
WERT,
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LTFOERT, {region} FEAFOIITR—ZIIO) -3 1—RICBEBRITLIEE VY, 4l
ZE, BN (TANLZR)Y V=230 TR—RILDOBE, s3.{region}.amazonaws.com
(& s3.eu-west-1.amazonaws.com £V ETF, V=32 J—ROUANIDOVWTIE, "Amazon
WorkSpaces Secure Browser endpoints and quotasy ZZBR L T & L\,

Category RXLSZELEFIPT7RLA
WorkSpaces Secure Browser D AR —X 2 s3.{region}.amazonaws.com
TT7EY K~

s3.amazonaws.com
appstream2.{region}.aws.amazon.com
*.amazonappstream.com
*.shortbread.aws.dev

WorkSpaces Secure Browser D77t Y ~ *.workspaces-web.com
di5ry4hb4263e.cloudfront.net

WorkSpaces Secure Browser D F2; *.auth.{region}.amazoncognito.com
cognito-identity.{ region}.amazonaws.com
cognito-idp.{region}.amazonaws.com
*.cloudfront.net

WorkSpaces Secure Browser D X KU DA & * execute-api.{region}.amazonaws.com

LA—h |
unagi-na.amazon.com

RELEIDZ7ONAMZ—=IZBLUT, TOMORXAEFTVANIENTZIREN HBDLEH
WET, IdP O RF¥ 21 X N%EFEFEL T, WorkSpaces Secure Browser A" O 7' O/N 1 X —% £
TRDLEHICHFAVANIEMTRDIHEN D RXAEBFEL TSEE L, IAM Identity Center Z £
ALTWaEB4EIE. TIAM Identity Center MEIIRESZHF 1 2SRBL TS EE L,
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Amazon WorkSpaces Secure Browser @ B85 3%

LR @ FEZ ¢ > T WorkSpaces Secure Browser VI 7 R—& )L ZERL, I—HF—HNBEEFEOT S
IHASHRNIITH AR SaaS VI T HA NITIEARATERZLKSICLET, 1 2OTFHIUN
T, YR—RENTVWBREEN)—23IC1D20IVITR—ZINEERTEET,

(® Note

BHEOR—ZIIOFROEIELFZIVIIARNTBZICE., AWS AT KMID, UVITAK
TR2R—ZILOB, RV OHR—NIHSBLEDESEZVWAWS V-3,

BE, VITR-ZIMERVAF—RTEIOTORARICES ALY, R=ZILHFTIOT17I2%
BETICETSICIEZLAYNET,

JI7JR—ZIIOFREICIEREA NV EE A, WorkSpaces Secure Browser Tlk, H—ERA%1&
BHICFAATR1I—Y—ICREOAENEEZEY. HEFHEZRHLTVET, AVIAN F
1A, FEEERBAOIIY M NEHYFHA,

/A Important

MBI DEIIC. VITR—BZIIOMVEZXHETTIIHLENHYET, SIEZHGOFMICD
WTIE. TAmazon WorkSpaces Secure Browser DERE 1 2B L TS EE L\,

NEY D

« Amazon WorkSpaces Secure Browser TN I 7R—% )L DIERK

« Amazon WorkSpaces Secure Browser TOJ I JR—FI)IL DT AN
« Amazon WorkSpaces Secure Browser TNOJ I 7 R—% )L DB

Amazon WorkSpaces Secure Browser TN I 7R—X ) DERK
JI7 ACL ZERTRICE. ROATY TICRVET,

(N =Xy

« Amazon WorkSpaces Secure Browser D XY KD — O E N ELT
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« Amazon WorkSpaces Secure Browser M 7R — % JLERE D E1T

« Amazon WorkSpaces Secure Browser ® 11— —ERE D E1T
« Amazon WorkSpaces Secure Browser ® ID 7’ 0/N 1 X — D ERE
« Amazon WorkSpaces Secure Browser TOJ I JR—Z )L Di2E

Amazon WorkSpaces Secure Browser DX Y N — IR EDELT
WorkSpaces Secure Browser D&Y RO —UFREZTIICE. UTOFIREICHWVET,
1. https://console.aws.amazon.com/workspaces-web/home T WorkSpaces Secure Browser J12/

V=IlzZzREET,

2. [WorkSpaces Secure Browser], [V I 7R—2)] OJEIZRIRL %, [VITR—ZIZEK]
ZERLET,

3. [ATYZT 1. RYRND—IEREEEIR—T T, XOFIEEZRITLTVPC ZIITR—ZILIC
BEHEL, VPCEHTXRY RERELET,

1. [RY NDO—2 OF#l] Tlk. WorkSpaces Secure Browser T1—H—IC 7V A%ZFA T3
AT IOVICERENATVS VPC ZBIRLF T,

2. RDBHE/ETTZAR—NYTZRYRNE3DETERLET, FHFHAICOVTE,
" Amazon WorkSpaces Secure Browser D&Y KO —2 1 ZZBL T EE ),

s R—=RIEERTDICE, PBELEE2DDTTAR—INGTZY NEBRTIVEND
WETD,
s JIJR—ZIIOETAMERRTZLEHIC, VPCOBRBODTRATZE)FTF 4=V —=2IC
BABOTSAR—NGTZY NERBIDIEEEZHEHOLET,
. [EF1VFATN—T1&2OVYILZET,

Amazon WorkSpaces Secure Browser D 7R— X JL5&E D E1T

[ATFYT 2. DITR—FIILREDERK] R—D T, ROFEEZRTLT, I—YF—HrtEvarz
BBITDEENDT SIS UVITIOARYIVABHAZIIALAALET,

1. [VITR=ZIOFHM O [RRBIIC, JITR=ZIILOBRIESRBHZEADLET,

2. AVABRVAZAT]I T, ROAVIEIVXRZA—HISTDITR—BIDAVARZRAZAT

EBERLET, RZ, VJITR—FIOFBREABI-HY—HKEAHILET, FHHIZODVTIE,
Mthe section called “H—E AV #—2NEE", #SBLTIEETL,
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® Note

MULWAREZVARA( T2 ERTDE, BEAOTIT 47 11— —HLYOIRARY
ZHWET, BEOFEMCOVWTIX, "Amazon WorkSpaces Secure Browser D #& |
BSBLTLSEETL,

NAZLRXAVTE, R=ZINOHDAZLRXAVEERELT, T7AILNOR—ZIIT
RIRARNTREBESKHEEBORXASA D BEZFERALTT IV ERAZEMICTEERT, FHICODVWTIE,
Mthe section called “HARXRLRXA 2" BBRLTLKEET VY, Cchi@EA7>3>T9,

Session Logger T, v >3OV 7 7AMIINEREFTDLODOSINTY NEEETEET,
HMICOWVWTIE, Tthesectioncalled “zY < 3a>OHh—0wY N7 v 77, #5RBLTLKEE
We chigA7>3>T9d,

A—HY—F O+ AOJRED Kinesis ANU—AID T, O 774 )L %iEET % Amazon
Kinesis T— R AN —LZBIRLET, FMICDOVWTIE, Tthe sectioncalled “1—H—7 2
TAETAOOJREHEDRE ) 2SRBLTILKEEVW, ZhixF7>3>T9d,

IP Access Control T, BHEHEhERY ND—IOADT IV LRAZHIRIZIHLESIHZBIRL F
T, FMICOVWTIE., Tthesectioncalled “IP 77+ A RO—I)LOEE, Z25BL TLKIEE
We chigA7>3>T9d,

TF—RREERE T, WorkSpaces Secure Browser DR —ZERL T, MEBEREZHRETE
£9, FMICOVWTIE., Tthe section called “F— X RERE") ZSRBLTLKEEV, ChiFF
7’2arTY,

URL 714 RV TTIR, TOERAZERITZDEHIZEHED URLs £ RXAAFIUA
D70 AEEZFR7OY ORI RI—Y—ICHATTSD URLsZIBETEET, FHICOWVWT
l&. Tthesectioncalled “ VT 7AFTFoVYDTAINZI T, #BBRBLTLKEEZVY, ChixA
72arTd,

1L.BIRLEVK DDA RAXANCEYSZIAVTSIOD T %24IRTDICE. RTILEEMICL
TIXTHOURLsZ70OY 2L, URLDEMZEIVY VLT, IV RI—Y—HFTFTIEAT
ZEDURLs DU ARZIEELEY,

2. I RI—H—IZRLT7OYYITBDURLs DUARNZERTAICIFE, URLEEMZD) Y
2LT70vY 992 —OURLs Z2—ERTTHHN, AFOdVzEEmM=E Yy oLT7OY
DENTVWBRXAOATI) (V=% IILRY RDO—F 2008 BBRLULET,

RUS—BETR, VITR—ZILOBHFOLREN—23 > THEATES Chrome RV —%

FRALT, FEOTSOHYRUS—RRETEETT, FHMICOVWTIE. Mthe section called “7

ZIOHYR)S—DEE ) #SBLTLKEEVY, ChiEA7>3a>Td,

R—RILEE 30
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1L.EDAT7ILIFARTREMBPIBERI—OVK I2DZTEFRPBEIRTEET,

« AZB—KTYZFURL-A7>3>T, A—H—HFT7TZVH BB THEEIIR—LR—D
ELTHERATRIRXAMEZAALET, ZFAD VPC TR, <O URL EDEEL ERH
NFHETT,

s [TTAR=NTZODUU & [BROHIR] Z@RELFBRBRLT, 1—H—0tvY
JAVHICChSOMEEZA > EEFEAT7ICLET,

® Note
TTZAR=KNT SO TRICTFTIOEALEURL, @I —HNTSOYER
ZHIBRTBHIICTIVEALL URLIFE, I—H¥—TFIoAOFXVJICRBTEFTE
ho BEHIICDOWVWTIE, Tthesectioncalled “1—H—7 9T 41 ET 1 OOJEED
SR, EBBLTLEE,

« T2OHDTYIOR—0-FT7232T, A—HY—HNTZIOHFIRRITBDTYIR—OD
RTB., RXAM2, 7A2NREANLET, RIC. [Ty IX—U%EMN ZBRLET,

® Note
[RXA NG TZ0H0T Y OI—DICHBDT 1 —ILRTT,
Chrome Tlk, 1—H¥—R@GE 7Y IIX—0Y—IN—0O [XNZ—J RT YOI —7]
T7FILATIZ—D RTVYII—VEBRERTEET,

2. EZATILIF42ORDYICISON IF 1 RZFEALT, R —ZzEZEMEZRFES
ITBHEETEET, RU—ORBEDOERIZDOVWTIE, Chrome Enterprise 81> —1) A
rEBELTIEE W,

3. VITR—BZIICISONT77A)N 2Ty 7O0—RTBZET, BBTEAE NS Chrome R
)—ZAVR—RTREETEET, FMIEODVTR, "1 ZZRLTKEEV, the
section called “F1—KNUTZIIN: HAZRLT ZOHR) S —DOFHRE

RIS—=TF7A4NET7Yy70-RIBE, AVY=IOT7AILICFATRESR) S —H%K
RENKT, ZEL, EZATLIFAEZTINTORIS —2HmETH LR TEFRE
Ao A=), [ZOMD ISONRUZ—]ICRE, EZITILIF 1 XTREEETERL
JSSON77AIADRI S —2—BRRFLET. CNhSDRV—ZZEEIRICE, FHT
METIHLENBVET,
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10. R—=RI)\IZ2T2zEBMLET, 2T 2FEALT, AWSUY—RAZRBREFTEEF71IILE2IT
TEEXT, RTBF—EATa>0ETEREN, R—FIILVY—-RAICEERFsShTVE
¥, chlExA7>3a> T,

1. PRN] ZEIRL THEITLE T,

Amazon WorkSpaces Secure Browser O 1 —H—5&kE N E1T

[ATY 7 3 A—Y—REZERIR—IT, KOFIFEZXRTLT, A—Y-—HFtEvy>a>hiltH
DFETF—>3a2N—DSTIEATEDIHEZERL, [AN\] ZERLET,

1. T7S0FAVITIONARIAATR, EPATIEER, TFARNIVTFOVY., FARNEZLEE
ITBHET, IVRI—Y—ICRRENBD YA A VEEBEO—REBZEHAZINAATEE
o FHMICDOWVWTIE, Tthesectioncalled “7 S50 F 4 VT DNHAZIAR ) BSBLTLKEE
We chigA7>3>T9d,

2. TOBAHUT, 00N HA2F OIRMEZEMICTEINESHZRBIRLET, FHFMICHO
WTIlE, Tthesectioncalled “> > T I)Y A A HREEENDEIE" ) 2SBLTSEETL,

3. [A—HY—ILITT7R=FZIDPSO—ALTFNAANOHNRIZHFTTS]) T, [FA] £ [FFA
LBV ZBIRLET,

4. [A—H—IlTDITR=BZBIANODTFA =TV 0HFNTZ]| T, [FU]EEE[FTLEV] 28
RUET, TFA4—TVOOFMOWVWTIE, Tthe sectioncalled “T4—7"J >0, #SBL
LT,

5. R—=&)tv>a>TcO—NIRIANERAZI—Y—ICHATRICE,. FATS FEEFATL
BVWEBIRLET, DIJREAOFMIDOVTIEK., T #2838 L TL E & Lthe section called
“DIJRBIAOVAAL TN,

6. Y—=IN—d>RO—I) T, BETHEZREZBERLET,

7. BRET, Y=IN—0DRE(RYFUIFERFTFEYF ), T—X HA—VFE—RFEEZFMA K
E—R), PTAOOAHEME, Y a>oRBARTHREBELRE, v a>oBREICY—I
N—DRRE1I—ZBELET, CchoNAT>a EzTLICHBTEDLSIC, TNhS5DERE
BRBEDETRICLET, FHICOVWTIWE., Tthe section called “Y—J)L/N\—0 > ~cO—)L7
BSBLTLSEEL,

8. EYIIAVERALTIRDEER. ATZEELET,

- [Disconnect timeout in minutes (VI X 1 A7 I N (D8 A4L))] Tlk, I—HF—A 4L =&I(C
AND)—=3220€v2a> a7 oT47DEXRICTHHEEBIRLET, I, £LEFE 0K
BRARBAOZRY NDO—00HRK0#E, 1—Y—2rBEEEHEAZ5E. AI0EY 2 3V ICEE

I—%—8E 32



Amazon WorkSpaces ¥ 1775 74 BEHA R

ENERT, ThUADEFERRF. FLLWARNI—IVITA VARV ATHLVEY >3 2 (28
ThET,

A—Y—HFtEv>a>eik73sL, IMEZALTIVNIEREhTREBA, KDYIC, 1—
H—ICXHLTHWTWA RFIXV N ERETIHLESHOEFENKRTEHh, TORISICA
N)=S2TAVAEVANSTMEhERT, 2O®R, I—F—HFEALTVESA ARV A
FRTLET,

- [Idle disconnect timeout in minutes (7 1 RILYIMiR A AT I~ (9 EAM))] TR, 1I—H—HFA
R)—=Z20tvv2arhstIficndETICTARIVIREGET7 VT 17) THBDENT
Z SR/ &, [Disconnect timeout in minutes (VI X 4 A7 I~ (2 84)) BIEORKBEZ %=
BRLULET, I—H—, 74 RIVREOZHICTIE B FIICBHNEhET, I—H—H
[Disconnect timeout in minutes (V1M Z 4 A7 D N (9 BA7))] TEEL ZHEANZBITSHIC
ARNY=Z2T0twv2a s AnBEREZEADE, IOV I VICEKRENETET, ThUUHA
NH/EF., ILLWANIV=—ZTAVARVATHLLVEY IV ICERENET, COEZ
OICERETHEEMICABYET, COEEEMCLESES., I—Y—R 74 RIVRENREET
tIfiehdelEHY)ERA,

® Note
ARM)==2201v 23 RICF—R—RELBYNTAASDOREZELTS &,
A—H—RBT7A4 RIVREBERBEINET, 774ILOTYT7O—-REFVO—R,
F—FAFAH, A—FT1FHH, BLROCEILILOZEER, 1—¥—TI71E
T4 &) EER AL [Idle disconnect timeout in minutes (7 4 RILEIEIR A LT T~
(DEA)] OHENEBLERTES|IERET A RILRETHZIHE. 1—F—RBY
WrEhET,

Amazon WorkSpaces Secure Browser ® ID 7’0/ /4 X —DRE

LTOFECHE>T, ID7ANAE— (IdP) ZRREL £,

N =R
« Amazon WorkSpaces Secure Browser ® ID Z7ONA X —32 14 7 Di&ER

« Amazon WorkSpaces Secure Browser ® ID ZONA X —R A T OEE
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Amazon WorkSpaces Secure Browser ® ID 7’O/N1 X —2 14 7 Di&iR

WorkSpaces Secure Browser ICl&, ARXA—REAWSIAM T7AFUoTFATA4E2Z2— D200
WAERATHHYNET, ID 7ANA X —DOFRE]|R—D T, R—RIITHEATBRIAR 1 7 ZiER
LET,

s [ARVHA—RI(F7AINDNATSa2) TR, H—RN—F1—0O SAML2.0ID 7O/N/4 X —
(Okta X Ping B &) ER—ZIINZEBEETIFL—230FTBERIICHRELET, FHMHICOVWT
l&. Tthe section called “AZ A — RFBIARAT7, 2BRBLTILKEETV, RAZVA—REALTT
&, SPRKBE IIP ABOMADORIE7O—NFHR—REhTWVWET,

s [IAMZ7AFoTATAEE—]|FHlAT3a) TR, IAIMTPATFOTA4T14E2R—ER—
BN TIFL—230FBRSICRELET, CcORMRATEFERTSICE. IAMT AT
T 145 14t X —& WorkSpaces Secure Browser R—ZJILOWAEANREL AWS U—2 3V ICEE
TEIVENBHYET, FHMICOVWTIE, Tthe section called “IAM 7 A 7T 4 7 14 > X —525
BA77 BBRLUTLKEEL,

Nev o
+ Amazon WorkSpaces Secure Browser D AR X — RBIER 1 7 DERIE
» Amazon WorkSpaces Secure Browser O IAM P A T T A T4 Z—FIAR 1 T DRE

Amazon WorkSpaces Secure Browser D AR >R — REBIER 1 7 DEE

AZVA—RBERA TR T 72 NOFRIAR A 7T, SAML 2.0 D IdP ZFIAL T, ¥—
EAZ7O/NA X —Bth (SP BR) & ID 70/N4 X —B%k (IdP BR) o1 4> 70—%Z2HKR—bk
TEET, AXVA—RFBIAZAT TR, LTOFIEICH>T, H—R/N—F 1 —0 SAML 2.0 IdP
(Okta X Ping B &) ER—FUNFBEETIFL—23IVFTRRSICERELET,

NeEY
+ Amazon WorkSpaces Secure Browser T® ID 7’O/N 1 X — D ERIE
« ME®IP TO IdP DERE

« Amazon WorkSpaces Secure Browser T® IdP :REND T T
« Amazon WorkSpaces Secure Browser TORE®D IdP OFERICETS2HA XA

Amazon WorkSpaces Secure Browser T® ID 7’O/N1 & —D&E

ID 7ONAZ—%BETHICE. LTOFIBEICHWVET,

ID 7ONA X —DRE 34
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1. ERIV A4 —RO[ID 7ONA A —ZRE|R—D T, [AZAVF—R]ZEIRLET,
2. [1E% |dP THT] ERRLET,

3.SPXRTF—RTIFANEFIVO—RLET, HLOXETF—REORXTRBRAVELERICLTSE
EFXT,

s SPABF—RIJTFTAINEFBRATEDZER., (XET—RT774)N2F0 > O0—R]Z&RLT
H—EXA7ANAMH— (SP) XRF—RZRFIXNZZADO0—RKRL, ROFIETH—ER
TANABZ—XRF—RT7AI)Z IdP ICT7Y7O—RLET, cOBRERITOHEVE, 11—
F—GFHA4242TEERLEA,

s TANAE =N SPXETF—2T7 74N &7 Y 7O—-RLBEVBER, XEXF—XEZFHT
ABLET,

4. [SAML YA A2 BATEBR] T, [SPBLVIIP L& > THBEhi SAML 7H— 3] &
i [SPICk > THAE i SAML PH—> 3> 0 k] £8RLET,

c [SPHRPIAP ICK > THBENLESAML 7H—232 ]| 2BRTBDE, R—RIILTHEORA
TOHA A4 T70—DPYR—KREhET, IAPHBRT7O—%2HAR—KNTBDR—FI)I Tk, 1—
H—AR—FRIJI URLICTIVEALTEY> 3> EHRITDHEEGFERL, IdP A S5ERE SAML 7
H—2a EHY—EAID7IFL—23>I 2V RRABMNIEETEET,

c COATIAVEEBRTDE, R—RIIEKRFEED IdP Fh SAML 7H—> 32 #Z ([T Ah
BEOICBYET,

« COFXATAUTRE, SAML20ID 7ONA X =T [F7 A DL —IREE] Z5XE
FTRIRBENFHYVET, R—RIILOJL—RENFX—2EF, I2V—=IO[IdP IZk "
THBRENIESAML A4 A2 THRATEET, £k, SPXXF—XT7/4IO
<md:IdPInitRelayState> A 5dE—3FD_EETEERT,

« XE

s JL—REODERFXDESY) TF: redirect_uri=https%3A%2F%2Fportal-
id.workspaces-web.com
%2Fsso&response_type=code&client_id=lexample23456789&identity_provider=Ex
Identity-Provider,

s SPAXRTF—RTI7AI)IASEZIE—L TRV FITREEEK, &amp; Z & ICEEL TL
EEW, &amp; @ XML TAT—7XETT,

« R—=ZRILTSPRBOFAA2TO—DHEHR—RNTILSICHRETDICE, [SPICLDT
FRRE NI SAML 7H—23>0k] ZEBRLET, COFT7>3I2 TR, 1P RBEOY A A
Y70—H"SDOREKED SAML 7 H—2 32 FEBENET,
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® Note

—HOH—RN—F 14— IdP Tlk. SPHHBR7O0—%2FAL T IdP BB OFRIAT I AN
I AZRMITDIHDARLSAML 7 77U —>3> #ERTEET, HlICODVTIEE,
FOkta 7Y OXR—OTF 7 )r—2a>%BINT5, #2BLTLSEEL,

5 [co7ONAA—ADOSAML U VT ANIERBTR] ZEMICTRIHNESHZERLET, SPH
BROFRIECKY), IdP @RIV VTARNR—ZRIIDASHEFEAhTVWBREZRIETES D, 1t
DH—RN—TFTA1—DSOVIITANZZTHFHFHEVLSICTEERT,

a. BERIAHAEZAIO—RL, P ICTYZ7O—-—RLET, BUEBRAREZS>I)NOTT
TRNCERATEXRT,

b. IdP TERNEVIIANEBMIILET, BME 1P ICK 2 TERBZHEENHYVET,

® Note

RSA-SHA256 I, Y R—KREnTWAHE—DOV IV TARNEBRZTIIVXLTHY),
7AZILRNOVOTARNEBRETINIVAXALATEHYET,

[ %‘flﬁéh?" SAML 7H =23 U RE| Z2BMICTIHLESHZBIRLET, BRICTS
LIdP A SEFEEND SAML 7 H—> 3V ZBESILTEER T, nlZkl), IdP & WorkSpaces
Secure Browser B SAML 7 H—> 3> TCTF— 3N EZENDOZEHSENTEET,

(@ Note
EELAIFAZBRE CODATY T CRABATE TR A, COIHEERR—RIILORBREEICIER
ThET, R—ZILZEBHL LS, BS{LAEAEZF V> O—RL, IdPICT7Y7O—R
LEFT, RIC, P TTFH—2 3OS EEMIILET (BHE P ICK2TEXRD
BENBYETD),

7.[2070MA0TION ZEMCTBIHESHEBRLET, TN TAOTIORNEBMCTS
&, IVRI—Y—F 179232 TIdP & WorkSpaces Secure Browser Dilyz0 Y >3 h
SYA T IRTEDLSICHRYET,

a. WorkSpaces Secure Browser #* S BHRiHEZX V> O0— KL, IdP IC7Y7O—RLET,
cnlk, BIOARATY T TIVIOIARNBR|ICEALLEEOERUERMEHAETT,

b. [>>TJINATJTIRN ZFEATSICE, SAML20ID 7ONA A —T [ 7)ILOTTFT Ik
URL] ZRRETIHBEN BV ET. R—ZIILO>>J)IOJF7INURLE, IVV—ILD
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[H—ERZTO/NA X — (SP) O] -2 DA RXF—REE KRR THRIETEET, £i-
&, SPXXF—ZT774)LD <md:SinglelLogoutService> S EMRTEE T,

C.IAP T IILATTINZBMILET, B AP ICK>TELEDBENHYET,

WME O IdP TO IdP OERE
HME®DIAP TIdP Z58ET2ICE. A TOFIEIZCHWVWET,

1. 727 THLVWRTFREXRT,
2. R=Z)IAZF—2% SAML IdP [ZEEIIL F T

BDATY 7T THIVO—RULIESP XEATF—ZRFIAIXVNZIAP IZTY7O—RTDH,
27—2EZ2JE—LTIP OBEYET A —ILRICEYFTERT, —BO7ONAF -7 7 'f
LOTY7O—RZFHFAILTLEREA,

CO7TOCAQOFEME7ONART—IZE>TEBRDBEN HVYET, IdP OFREICKR—R )L OFELH
ZEBMTBDHEICDOVTIE, the section called “FED IdP ICEA T2 HAFZ A T7ONA 3 —
DRFIXPMESBLTLSEZTL,

3. SAML 7H—< 3> (0 [NamelD] #R52L %7,

SAMLIdP IC& 2T SAML 7H—>3>® [NamelD] IC1—H%—E X—J)L7 1 —JL RA"} REEN
TWBZEZBFELET, NamelD E1—H—ODE X—)L7 RL AWK, R—ZJ)TSAML 7T F
L—>a i1—HY—%2—EBIlEBBT2EHICERAETAET, k&K% SAML Name ID ERX & FEH
LEYT,

4. F7>32: |dP BB ORI [J L —IREE] 2RELE T,

BDATYTTSPBERTIIP ICK > THAESNAESAML 7H—23a > %223 AN3] ZiBIRL
=3B &&. Tthe section called “WorkSpaces Secure Browser T® IdP DE&KE” 1 DATY 7 2 I
AT, AP TFF7VT—23>0F 72 NO) L —REEERELE T,

5. 7723 [VUVIARNEBRIZRELE T, BIOATY 7T [cOZ7ANAME—AD SAML U &
TARNCEBRETS]) ZiBIRL £HAE. "the section called “WorkSpaces Secure Browser T ®
IdP MERE") DATY 7 3ICK>TEBRIAAEZ AP ICT7Y7O—RL, UOTARNBEZEL
ICLET, Okta BED—ZBD IdP T, [VIIARNBE] £HEAT S -5IC [NamelD] # T k#s
Ny BATTHRDENVBBIBIZFENHYVET, LROFIBELCH>T, SAMLT7H—>3>
® [NamelD] ZFEFEL TS &L,

6. A7 2a: [FH—2a 0S| ZRELE T, [cO7ONMA—ICES{LEnE SAML 7
H—2a> ZJOITANTBR] ZBRLESESR., R—RILOERNFTTIRETE2>THS
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LTO "XBF—22TF7Y70—RIB1 DATYT 42T, BESHLAAEZ P ICT YT
O—RL, 7H—2320BSLZEMIILET,

ATV VINATT IR BRELE T, [T INOTF7 IR 28R I2BEE. the

section called “WorkSpaces Secure Browser T®D IdP DFRE"1) DATY T 5DATY TIZHiE»
T, BRAHEZ P IZT7Y7O—RL, [Z2ZL0AT7F7JKURL ICABLT, [>>7)LOT
TOR ZBMILET,

. IdP A @ 1 —4—IZ WorkSpaces Secure Browser 232007 IV AEEFELET,
AP A S X R F—RR|T7PANERZ I O—RLET, ROARTYTT, COXRT—R%

WorkSpaces Secure Browser IC7 Y 70— KL X,

Amazon WorkSpaces Secure Browser T® IdP iRENTE T

WorkSpaces Secure Browser T IdP BREZZ T 2. U TOFIREICHWVWET,

1.

WorkSpaces Secure Browser A2V —JLIZCRY £T. EERXV A HF— RO [ID 70O/N1 X — &5 E]
R=DIZBEL, IdP XETF—R] DT T, XZF—Z2774)N2T7Yy70—RT3H, IdP O X
BAF—RURLZADLET, R—ZIILRK P ASOIOXEZTF—RZFEAL TEHEEZBILE
CB

XBF—BTTAINETYTO—RIBICE, P XZF—Z RFIXU K] T[7 71 ILEER)

ZEVET, HIOATY 7T O— I\bf‘XMLﬁ/:_:W))('}"T BI7TANZEIP HSTYT
A—RULET,

 XBF—ZURLEFEATRICE, HIORTYZ7THRELEIIP ICBBL, TOXZF—Z URL

ZHE L £, WorkSpaces Secure Browser A2V —JLIZEREV) ., [IdP XX F—% URL] T IdP A&
SHBLEXEZTF—RURLZAHDLET,

T UES, [Next] O&RN) ZBIRULET,
Jeo7aONAZF—ICES{tENESAML 7Y —23a> &2 V0T ARNTR ]| A7 a>a2ERICL

ER—ZIIDODBE. R—RIILO AP FHllE o a A SES{LBEEE#A U O—RL, IdP 2
TY7O—RIBDUBENHYVET, TOE, TOIP TCOAT> I =2BMCTEEXT,

® Note

WorkSpaces Secure Browser Tl&, IdP DFRER® SAML 7H—>3avIcH 7o o K
FlolE NamelD 'Y Y EVTEh, REENTVBBENHYET, IdPRFhs5DOT Y
EOZB8NICERTEET, ChsOIYVYEINELLEEERTVWEVE, 11—
H—@FOITR—ZINICHA A4 LTEYI IV ERBTEEEA,
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WorkSpaces Secure Browser Tlk, SAML L ARV AIZUATO I L —ALNEERTVS
PBENF®HYET, <Your SP Entity ID> & <Your SP ACS URL> &, A2V —IF
R CLZEALT, R—ZIILOY—EATONA T —DOFHEPAZT—RRFIXAD N
NOWRTEEXT,

« AudienceRestriction 7L —A® Audience fETSPI>FT14T14ID%ZL AR
ANDR—TY RNELTERE. fi:

<saml:AudienceRestriction>
<saml:Audience><Your SP Entity ID></saml:Audience>
</saml:AudienceRestriction>

« 7t SAML U2 T A KN ID M8 InResponseTo Z& ¥ Response VL —L, Hi:

<samlp:Response ... InResponseTo="<originalSAMLrequestId>">

« SubjectConfirmationData ¥ L —A® Recipient fET SP ACS URL %% E
L. InResponseTo fETtM SAML U T AN ID ZEXE. Hi:

<saml:SubjectConfirmation>
<saml:SubjectConfirmationData ...
Recipient="<Your SP ACS URL>"
InResponseTo="<originalSAMLrequestId>"
</saml:SﬁbjectConfirmation>
WorkSpaces Secure Browser &1V TARNNTFX—ZE SAML PH—> 3> ZREL &
¥ IdP BAR® SAML 7H—> 32 0FE, VI TANDOFMGE HTTP POST U T A
NDAXAT RelayState NTAXA—ZDERICBE > TVRIHEAHYYET, VITAK
AXIZIE, SAML 7H—2, 3> % SAMLResponse NTX—RELTEHIHENHYF
T, chSOEEFEFEATLVNLE, FIOFEAELKETLTVET,
IdP %R SAML 7’0/NA4 X — 0 POST AXDHlIZLATIZRLET,

SAMLResponse=<Baseb4-encoded SAML assertion>&RelayState=<RelayState>

Amazon WorkSpaces Secure Browser TO4SE®D IdP OFEAICET A2 HA A A

R—=ZILDOSAML 7IFL—>32ZELKKRETRICEF. ATOUIDOET, —BICFAE
NTVWBIPORFIX M EZSRLTLSEEZL,
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ldP

Okta

Entra

Ping

Onelogin

IAM 7 14 7
TATA
v 32—

SAML 77 1—%—% |IdPBHHB®D DOIAN TF7H—>3 227)A
Doy—>3 B FoR EH COBES{lt JTIbL
> DERE
SAML77 1—Y%—% 7F77U95— 7TF709— TF7U5— T7TUr—
Doy—3 B AT Ak A Ak
e ' 24y = &U4aY¥— FU4a4H¥— FUAH-—
D) R SAML R SAML R SAML R SAML
4= TJ4—=)LR T4—=)R T4—=)R
D7rzL> J77L>Y VI7F7L> U77L2
A A A A
BEOTT 94v70 I>%—7 SAML YJ%  Microsoft LY
Dor—>3 AR&Z—h: ZAAT77 IAKNEH Entra A1FJbB
vEERT dA—H-—TF UUs—>3 ORI SAML k— SAML 7'O
2 hovbhz o>y o VES{ K3l
ERRLTE LA F EHRETD
WETS vEEMIC
3%
SAML77 [1—%—] |IdPBH® PingOne PingOne SAML 2.0
Dr—<3 SSO W& for for parlln
VEIEBNT pull4 Enterprise  Enterpris JT7Jb
3 TOREY e BREE(
DIARNE ZHKR-—b
B DRE LTVWET
VAN
SAML OnelLogin SAML SAML SAML SAML
Custom (c1—%—  Custom Custom Custom Custom
Connector ZFEFHTIE Connector Connector Connector  Connector
(Advanced) (Advanced) (Advanced) (Advanced) (Advanced)
(4266907) (4266907) (4266907) (4266907) (4266907)
Fey=ko) kY=ol k=Kol ZEBL ZEBL ZEBL
SAML 2.0 SAML 2.0 SAML 2.0
F705— TF7U5— TF7UT5—
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O—%&#FALET, FMI-ZDOVWTIE, Tthe section called “AZ A — REZFER A7, @ "SP B
BHRT AP BB SAML 7H—23> ) #5BLTLKEEV, £, SPRHBEO 7 O—%#EH
LTIIPRABORIATI VARV IV AR RBRBETEDZINDAZLSAML 7 V=23 2 ERKT S
CEETEET, FMIIIOVTE, v IR—IOT7TVT—>a ket ERTS1 858BLT
<EELV,

MBELTVWEI I /YA NMIAR—%J)L URL ZEBIL, 759 URAA LY NEFERALTI—Y—
ETOIITR—ZINICEELET,

R—ZIIJURLZI—H—ICEX=)ITRHEETHH., 7S5IHOR—LR—SFEEFTYHI—Y
ELTEBLTVBRFNAARICTYS2LET,
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Amazon WorkSpaces ¥ 1775 74 STEHA R

e R—ZJLURL DRKDHLVWIZKR—ZIIAIZHAZLRXA 2 EZRZRELTVWRHEE., DARXRLRXA
EFEALT, Y —IC&WVKETNET SO RIVARDIVAZEZHLET, FHICOVT
l&. Tthesectioncalled “HAZLRXA"; BBRBLTLEEL,

DI R—RIILOER 46
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BEEHA R

Amazon WorkSpaces Secure Browser TN I 7/ R—

NEE

VITR—ZIINERELIES, UTOT I3

IVERITLTEETERT,

\l

(N =Ry

Amazon WorkSpaces Secure Browser TMO™J) I 7 7R—

Amazon WorkSpaces Secure Browser TN I 7R—% )L DFHD R

Amazon WorkSpaces Secure Browser TD I 7 R—% )L DiREE

Amazon WorkSpaces Secure Browser TN I 7 R—% )L D HIBk

Amazon WorkSpaces Secure Browser TOR—RIL DY —ERX T3 —ZDERE
Amazon WorkSpaces Secure Browser T® SAML IdP k— > ¢ BFEE R O &4
Amazon WorkSpaces Secure Browser TO1—H—7 VT4 ET 1 OJEFRDEE
Amazon WorkSpaces Secure Browser TO 7 YR —NEE

Amazon WorkSpaces Secure Browser @ IME (Input Method Editor) @ &% E

Amazon WorkSpaces Secure Browser Dt v < a>AO—AHJE—> 3 ORE
Amazon WorkSpaces Secure Browser TO IP 7Vt A1 NO—)L D EE
Amazon WorkSpaces Secure Browser TOD> I I Y A > 7 2 HLiREED E B
Amazon WorkSpaces Secure Browser TOD I AT VYD T AIINEZ) Y
Amazon WorkSpaces Secure Browser D74 —7"1) > 9

Amazon WorkSpaces Secure Browser Tt Y > a3V EBA Y 1R—ROFEH

2

FIPS T> R7RA > N & Amazon WorkSpaces Secure Browser ZfER LU EEEFOT—Z D RE

Amazon WorkSpaces Secure Browser TODT7—X{RERED EE
Amazon WorkSpaces Secure Browser T 75> RAAZIA X

Amazon WorkSpaces Secure Browser T® WebAuthn UX A4 L U N R— KN DB

Amazon WorkSpaces Secure Browser TOY —)L/N\—12 NO—)L D EE
R=BILDHARLRXA 2 DFERE

DR

VITJR—ZIINOFBERTTDICE. UATOFIELCHVET,

2 )L A

DI7R-RINOFEBORT

a7
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1. https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/ ¢ WorkSpaces
Secure Browser A2V — )L ZFHE X T,

2. [WorkSpaces Secure Browser], [VI7R—ZI)] DIEIZEIRL, DI TR—FILZERLTH
5, BAORT] BERLET,
Amazon WorkSpaces Secure Browser TN I 7 R—Z )L DimEE

VI7JR—BIINEZHRETSICE. UTOFIEICHRVET,

1. https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/ ¢ WorkSpaces
Secure Browser AV — )L ZBHE X T,

2. [WorkSpaces Secure Browser], [VI7R—ZII] DIEIZEIRL, DI TR—FIL%ZERLTH
5, [WmE] ZBIRLFET,

(® Note
XY RND—IOBEFLEFZALATINEERZEETDE, PITATRINTOR—Z
MEey2arHFEsICRTLET, - -Gtz h, iLWEY> a2 KBTS
ICIEBERTIMVENfBVET, [(VIUYTR—ROFA] [77AMINEEOFFA]. &
R A—AILFNARIZEHAD &, RAOHFLWEYZIVHASERAEhET, BET
D747ty a i@iiichE A, PTOT147 v a Iit#ERLTVWADI1—
H—F., BRZzUHLTHLVEY a3V ICERITRETEENDHXEZZITEE A,

Amazon WorkSpaces Secure Browser TN I 7 7R—Z )L O HIR

DITJR—ZIINZHIBRTBICE., UTOFIEICHVET,

1. https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/ ¢ WorkSpaces
Secure Browser A2V — )L ZFHE X T,

2. [WorkSpaces Secure Browser], [VI7R—Z)] DIEIZEIRL, DI TR—FIILZERLTH
5, [HIBR] &BIRLE T,

VI7R—RIORE 48


https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/
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Amazon WorkSpaces Secure Browser TOR—XJLOH—E A
V*—Z2DERE

ZERTDEAWS THIN, TUDY—RZ2FERAITRLEOOTFTAINNOT—ERT #—2 (FHIR
EEFHEFNREN) NEBNICERECNETT AWS O —ER, EBERF, 1—AT—AZ2HR—KT
2EOHICEELFNVEICKDUEMENI D2 D207+ —REZRBELTHEKMSEN HYVET, Ch
S5M227207A—RE, F)—2a TERTEDIVITR=ZIILoE, F)—a > TRAT
EBBAVARVARATTHR—RNTEZDBRARAREY I OHTT., Chsns&E LTI,
AWS 1>V —)L M Service Quotas R—I A SV I TARNTEEXT,

UTORIC, F7FILNOY—ERIVA—2OLRZRLET,

THOONAWS V=232 B0 AT T # (!

LD #—5&

JI7R—Z) 3
EKXERtY > 3% - standard.regular 25
BARERtEY > 3> - standard.large 10
BARERtY > 3> ¥ - standard.xlarge 5

ZED)—=23a>0OT7HORMIEN)HTSNTVWEH—ERAT #—X(EVDTEH Service Quotas R—
ITRATEET,

/A Important
H—ERT#—ZRFEAWS V=232, —BIC1DICEEBLET, KYZDUY—AN
BB TH—ERIF—RDOB|E LT AWS U= 32 £USIANTBABNHYET,
M DOV TIE, TAmazon WorkSpaces Secure Browser endpoints and quotas ZZ 8L
TLEEL,

N =R
« Amazon WorkSpaces Secure Browser TOH—E AV #—Z5|E EITFOVITAKN
« Amazon WorkSpaces Secure Browser TOR—ZJL5|E EIFDIUOIT AN

HY—ERAIF—RNER 49


https://us-east-1.console.aws.amazon.com/servicequotas/home/services/workspaces-web/quotas
https://us-east-1.console.aws.amazon.com/servicequotas/home/services/workspaces-web/quotas
https://docs.aws.amazon.com/general/latest/gr/workspacesweb.html
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« Amazon WorkSpaces Secure Browser TOHRAERK Y I HEIELFOUITIA S
« Amazon WorkSpaces Secure Browser TOH—E X9 # — 24|
« Amazon WorkSpaces Secure Browser D T DD H—E AU #—2&

Amazon WorkSpaces Secure Browser TOH—E AV #—AX5|Z LIFD U
O9IAK

B—ERI#—Z5|ELFZVITIARNTRICE. ATOFIEICHWVET,

1. [AWS HR—KE YV I1R—R]ZHREET,
2. [Y—EAHRDEIE LT ZFRLET,

/A Important

WorkSpaces Secure Browser D —ER TV #—X@F—EIC1 2OV —23VICHELE
T, KYZBKDOVY—REVBELETEZEZEAWS =232 cHLT, H—ERIV#x—2
NEIZELEFZVIVIANTRIHENHYET, FMICOVWTE., TAWS OH—EAT
YRIRAU b, ZBRLUTLKEZV,

3. [A—ART—ADFHHA] T, LTOEHRZEADLET,

e JIJR—BILEDOE|IZLTFZI)VIOIARNTZBEERF. COVY—ARAT7%#BEL. AWS
FHDOUKNID, BlEEFi-WU—23>, HFILLVHIBRBEZESHET,
c AREYIICHOSELEFEVIOIANTIEREFE. COUY—ARATZ#IEEL. AWS
TFHDUKNID, Bl&LEFlEWU—23> DT 7R—%ILARN, FILLHIREZEHET,
4. (A723V)EROY—ERIA—ZDOB|ELFEFBICUIVIANTDICEK, [VIVIANTE
9232 T120097—32O5|ELFVIOITANERETL, [BIOVOITANZEN Z&#RL F
T

Amazon WorkSpaces Secure Browser TOR—ZJL5|E EFOU I T AN

R—ZINEZOH—ERAOEBLEBED VY —ATT, HFR—FI)LIE, SAML20ID 7ONAF—&.,
AVBZ—ZFY RBRETFAR=RNIITAVTIOIYANDORY NDO—OEHKEZBHERTET, &
R—=ZIWICREROR—ZINT IR —1—Y—-REXZBATEZ LD, EBEIERE. B
BRAI—AT—AICHRBTRDEHICAL =23 > TEBROR—Z2IEERLET, HlIZIE, TIL—
TAICRERNAERIS— (VY TR—RETPAINEEAZEMCTEIHE) ICKYBENTIT

H—ERI#*—20O5ELFIVIITAN 50


https://console.aws.amazon.com/support/cases#/create
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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BAMOTIEAOKERML, JI—TBICGEURL 74N EZUTBLT—HRNEAE—
FYRMNOT I EAZRETEERT, YR—RENTVREED AWS U—23> TR—FI) ZHEK
TEXRT, REOY—EARMLRRICOVWTE, "TU—J32F0 AWS 0 —ER, 25RL TL
2TV,

H—ERAV#—Z5|ELFZVIIANTBICE

1. BBI®'J—23 >0 Service Quotas R—TU EZHE XY,

2. [DI7R=ZILO¥H 2ERLET,

3. [PTHVDUBRLRILTEELFZVIIANTD]) ZEIRLET,

4. [V#—REEBIELFD]IC, VF—RICRETIDEHABZEANLET,

Amazon WorkSpaces Secure Browser TO R KERtY > a > #5|E L7
NDIIOTAN

BABREY I+ —RE, R—RIIICAKICERTED I —H—0ORAKTT., HRKREK
VI IavBOY—ERV A —Z ERABEYICEREENTVWEAWEES, 1—Y—RBY 121V
YA aEFERATERVAREEN N GYET, CcOY—ERIF—R%Z5|ELFREICMAT, &
EHIFVPC EHTRY MIRARBEY AV EHEYR—RNTDDICTDEIP AR—ANH B
EERBRITILENf HY)ET,

BAEREY>IVHO5ELFZVITANTBICE

1. BBI®'U—23 >0 Service Quotas R—U ZHEET,

2. BIZELEWFABEBAVARVAZATO[R—FNGEYORREREY I 2BRNLE
¥,

 (TAHOURLRILTEIELEFZVIOITIANTR]) ZEIRLET,

4, [D#F—REEBIELFD]IC, VF—RIRETDEHABEZEANLET,

@ Note

ABRBERERFIBR2OS|E LFHNFBEBZIFEE. Service Quotas BER—TICBEBL, 1
DIARNDAT—RARFO) O %BBIRLTHR—KNT—RAICUPL, I—AT—RA
PESMICEITIFMAERELLTEMLTLKEEY, COBHRIEK, —ERAF—LN
DOTANCEBLRIBNZR G, THID NI BREN B HETShDKLSICTHDD
ICIRIABET,

BARERKEY I VHEIELFOUVIIAL 51


https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://us-east-1.console.aws.amazon.com/servicequotas/home/services/workspaces-web/quotas
https://us-east-1.console.aws.amazon.com/servicequotas/home/services/workspaces-web/quotas
https://us-east-1.console.aws.amazon.com/servicequotas/home/requests
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Amazon WorkSpaces Secure Browser TOH—E XU 7 — &4

BlzlE, EBENKERI (N—2ZT4F) TEFH 126 AOI—H—@IFIC2 DOV T TR—Z)
ERETDELET, VITR—ZIILZERTIHIC, EBBERINDTITR—ZI (R—ZIL A)
M0 ADI1—H—EBHR—KNFETHZD_LEBRELEST, chsn1—HY—0D—070—%
TANLEECD, EBEREY S IAVHILA—FAHAEETFFOARAN) -T2 YR—NT B
DIZXLA VARV ARATHVETHDEHHLET, 2FBODIITR—2ZI) (R—2Z)L B) &,
NARI—DO VPC THRARENTWVWSR 1 DOEBNIITIR—SADTIELAZYR—KNTDLH
. FRR2 ADI——HNRATEBRBENHYNET, COI—ARAT—ARZ2TANLEEZS, B
BEFIARXRA—RAVARZRARATTCIDI—AT—AZYR—NTEDEHILET,

R=ZIILALZOVT, EBEIXLAVAZVAOLERZY—23>20OF 7 #)LMME (5) A5 100 (Z
BIZEEFRIEHIC, Y—ERIVA—ZOBIELFVITANEZEEIDXENHYET, UIITAL
NAEBEhDE, EEERIVITR-FIINZHRELTREBLZEHTRENTEET, R—2IB
ICo2VWTR, BEBERIVA—ROEIELHF 2V IIANETICEDRZZEANTERT (V—>2320
ABUE—RAVABRVAZATDTTAINRNIA—2H 25 THB =),

Amazon WorkSpaces Secure Browser D T DN H—E AT #—4&
Service Quotas R—C DV ARNIIHBDTOMHDO I *—R%ZRRL, 5|ELFZJVIIANTER

T, FEALEDBEREFENSOLROGZLEFZVIOIARNTZIHERZFHYEFBA. 5D
DA—BREBEL—PD2RATICKEL DEENINET,

BOOF—RICDOVWTEE, VJITR=ZILBOY—ERAIF—RE|ELFZVIVIANTRE, B
BOR—ZINZERTIEDICHERYTVY—-AOBEEHNICEIZ LETFosnET, COZTER
Service Quotas R—TVICRBENE T, HlIREF, R—RIILBOLRZINS5IC5|ELIFR L%
DOTARNTRE, 7oUHRELI—HY—REOAAOHY—ERAIF—XEEHNIC3IHNS 5 I
Bl EiFshFEd, BEICHLUT, YTVY—RE2BIATZIH, FIRICERTIHNEZBRTESE
¥,

FhiC, TOMRDVY ARV F—ZOHPL— 25| ELTFR BB HDI—AT—ANFRETDH
BFBYVET, HIAE, BMOR—RIREEZTARNTRDEHIC. TZVHFREOT—ERI+—4
DHEBRLEVEEZRDZERELVSTL&S, ChEOHY—ERIA—FVIITANFT—AN
AT—ATEESh, MEEThFET,

L—=KO7#—RIZDOVWTWE, FHOMNOR—RILEO LERICEE% <, Service Quotas TARE
NTVWABL—MNOLRZFARIZDIVLERZEHY EFEA,
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Amazon WorkSpaces Secure Browser T® SAML IdP k—2 > ®
EFRELEE FR O Fl 4

1 —4—7»" WorkSpaces Secure Browser R—ZJ)LICFT IVERATDE, Y424 LTARN)—3Y
JEv2a alBTEERT, 5OUAICTHI /2 LEBEVE, IXTOEYDIVEARZ—IR—
DHhSHBLET, R—FJILEF IDZ7ONAMA— (IdP) h—0 2 ZHRL T, £y a> ORKBE
IC1——ICFRAMBERDANZRDIHNESHZRELE T, BB P h—0 2 &2Fla\W1—
H—lk, ANV=Z2T0tv2arzlRdTdLHIc, I——R, NAD—R (A7 3a>TZE
£ (MFA) ZEANTBBENHYET, 1—H—H IdP £2EEL 1P TREEhTVWBT 7Y
=234 A2 LUTSAMLIAP h—2 2 ZBEICERL TWVWBBE, 424 RAEHRD
ABERFROSshFEEA,

I—H—NE%%% SAMLIAP h—29 > &> TVW3HE, T0O 11— —IF WorkSpaces Secure
Browser IC 7V EZATEET, SAMLIIP h—2 > 0 BRAERZHETZI_ENTEET,

SAML IdP h—2 > OBFRIAIERZ#IET 3 IC&

1. SAMLIdP Z’ONA A —TIdP R4 LT I NKEZRELE T, IdP DXL ATV NEEE.
A——HNEBAVERTIRDIHEZRERBEICRETDLZHBOLERT,

» Okta MFMAICOVTF, "TIXNTORIZ—ICHERNGE LY IV OEMBRZERT S
ZZRLTSEEL,

« Azure AD OFEMIC DV T, TRty a §HORE) 285BLTSEETL,
« Ping DFMAICOVWTR, "TtEvIar, #8RBLTLSESL,

s FHFHICOVWTREAWSIAMT7ATFoTA4T4E28—, Ty a2V HEORE) 28RBLT
<EEW,

2.  WorkSpaces Secure Browser R—R I DT VT A T RA LT INBEET A RILEZA LT
NMEZRELET, chsDfElk, I—Y—NFREICBELTLS, ET7IT1TREDLY
WorkSpaces Secure Browser Y 2 3R TI2ETCOREZHEIBHLET, v ar i
T9dE, Y-ty aroREBEVTWERT, REEATVAVWDIT ATV,
BRZET) 2KV, ROy a>ORBIKICHLUVWREIIRY 7. FHICOVWTRE. Tthe
section called “D I JR—ZIILOER"S ORATY T 52SBLTLIEEV,

@ Note

A—H4—0ty>3a>sHFEALTIRLTE, - —AKEBIE SAML IdP
N—=02HE>TWREHEE, 1—¥—RB1—H—BENRAD—RZADLTHLL

SAML IdP b —2 > O BFIEE 53


https://help.okta.com/en/prod/Content/Topics/Security/healthinsight/session-lifetime.htm
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-session-lifetime#configuring-authentication-session-controls
https://docs.pingidentity.com/bundle/pingfederate-93/page/pqn1564002990312.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
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WorkSpaces Secure Browser ¥ > 3> ZRBR T2 L ERFHYEEA. h—TV 2 DHER
AFEEFE TR, FIORTYTOHA RICH > TEE WL,

Amazon WorkSpaces Secure Browser TO1—HY—F7 05714
T4 OV RROKRE

WorkSpaces Secure Browser ICl&, 1—HY—T7I9T741ETA1EEFIVT A BEOARY NZEEH
TREHD2O20FT7avNFHIERT,

- Session Logger &, BEVWEYZAaVARINEFYTFYLET, chsoOJE 7HoU N
® Amazon S3NT Y MIEEE Bz, FEDSIEM7ZY N7 A —LALBEICKRETEE
9,

» I—H—TUOLAOOJRRRE. REEELEYIIVARVNEFYTFYLET, Zhsn
OJ&., VDZILEZALOMNEE DO EHIZ Amazon Kinesis AN —AICARN) =2 J&hE
9,

EE550OVRBATAVER—ZILRILTEREENET, OJRBRETIT A TICTBR—X
W2l EFT72 a0 2@RICRETIHENf BVET, ER—ZIILOEHICHUT, 723>
FLEEEMAEZEMCTEERT,

COMERFERATIRE., REEOTIFAEFTFAOOJRERPEZZVVIRE, I—YH—T5

TAETAOOJREFERPEZR I IJICERAEChDEHZBFIBDEEN BYVET,

NeEY

« Amazon WorkSpaces Secure Browser Dt v <3 > OH—DERE

« Amazon WorkSpaces Secure Browser ® 1—H¥—7 OVt AOJ RO ERE

Amazon WorkSpaces Secure Browser Dt v > a>OH—0OKE

/A Warning
Session Logger ZBRMIC TS &, RD Chrome HEEANBMICEY ET,
.« S—HLy RE—K
. FROY A=Y=

A—Y—TFIOFAETAOOVRBRNERE ”
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« Chrome Z7O7 74N 0OV)EZ

WorkSpaces Secure Browser R—Z ) D+Ev < a>OH—2T7 07147432 F,. £Ftv> 3
VAR RNFPREEND Amazon SSNT Y R Z2BETIHENHYET, BHEOOTZEICREL
TLWRBRHFEONTY hEERTRCEE, COEBNOLEHIZHBICHLWNTY NEERTHIZES
TEFET,

Amazon S3 /N7 Y NIZIE, OV ZEZIALT UVt A% WorkSpaces Secure Browser IC{3 59
BNTY RIS —DNRBETT, Amazon S3 /N7 ¥ M. WorkSpaces Secure Browser R— & )L &
BLUAWS 7HIOURN BT —23VICBETSCEZH#8OLET,

Amazon S3/N\NT Y MICHBREH#HEH Y ELBA, HILLNTY RZEKTSICEFE. ATORTY T IC
#£5 A, Amazon Simple Storage Service 1—H—H4 R TRANT Y SOERK L #SBLTLE
TV PUOEAHFTOREICBEITIHAAAIZDODVWTIE, Amazon S3O/NT Y RKRUS —, &S
BLT<EEL,

T, Amazon SSNNT Y RORVZ—DOHFITT, Amazon S3/NT Y ROBBI TR —ZEH
LTV, 77U /N)LIE Tworkspaces-web.amazonaws.comi THDEIFELTLKEE
W

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowSessionlLogger",
"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
b
"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::bucket-name/*"

]
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
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WorkSpaces Secure Browser R—Z )L THEY 2 3a>OH—ZBMZ TS E. Amazon S3 A SEEH
RETHAEUN DY ET, FMICOVWTRE., "Amazon S3 DElE, ZSRL T EE L,

Session Logger ¥ ¥ 7F v+ 32V aVEENAARY NOFMICOVTR, "1 Z2RLTL
72 & Lthe section called “Session Logger DY >3 > A K2 K7,

KMS BBt ZERALESINTY N (FT>3aY)

WorkSpaces Secure Browser ¥ > 3> OA—&. AWS KMS B&S{LABMIZE > TV Amazon
SANTY hEELICHR—KNLET, BS{LE I Amazon S3 /N7 Y NTHEY OV REHEMEEE
BIRITDICIE, AWSKMS F—%2FEHTRDLOICHERT VA A % Session Logger ICF5T 3
PDENFHVYVET,

AWS KMS F—REICRDARI>—ZBMLET,

"Sid": "Session Logger",
"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
},
"Action": [
"kms:Encrypt",
"kms:GenerateDataKey*"

]I

"Resource": "*"

}I

AWS Y=L T, AR NEYRET S WorkSpaces Secure Browser R—R )L #iBRL, &V
AavAOA—RTEREEBIRLET,

R=ZI)Oty>a>vOf—2BETSICE., ROBEHRZAHDLET,

* S3 Location (#47): 41 X MHEEE 115 Amazon S3 /N7 Y D& HI,

s F—TLTAVIR ATV ARYNEEEND T AINE, 7FINENEELEVEE
. ERENET, 71—)ILREZHAODFERFRICTDE, Ev>3a>OH—&E AmazonS3 /AT Y b
DIL—BNICARNEEZARET,

Advanced Tlk, N7 1 —)LRZZKETEET,

tyTaryOA—otwy N7y S 56


https://aws.amazon.com/s3/pricing/
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« AIRVYRNTA4)BZ—: Zhid SessionLogger ICL2TEZRIITENDARIRNDUARNT
¥,
s IR COAT2AVERBIRTDE, BEBITHROITXNTOARNFEZRITEN
E S
c EHB: ChiCkY, EZRVVITHDHEDARNZFHTERTEXRT, ARKWICERE
NEARNOANFOTICRBEENET, SBOEHTEATNEHTLOVARY MK, BRICF
BTEMENEVRY, TEZRUVITEhEHA,
* File format (7 7 1 LX)
« JSON(F7 2B chik, EOTT77AINFARNOEINELTRREND 77 AIILER
TT, BEAEDI—AT—ATI., COERZHEOHLET,
« JSONLines: < fild Amazon Athena AICHKBE{LE N7 74 IILFERXTT,
« 7HIINEBE: ChiICKY, Q774 IINOREFENFREVET,
« 7ZYRN(TF7ALR):IXRTOATT77AINRE A DOT7ALAICHYET,

s BRBIZANOV77A4)E, BRERICT7 AN FICBEBEBENET, Amazon Athena FAIC/N—
F423aUPEE N, Amazon Athena 7T BICHKBEILEhTVET,

Session Logger Dt Y RF7Y7ZTARNL, Y2 a2 OA—HFELKHELTVSRZ L
EWHRETEET, RENTETITDE, PATAREBEEE N Amazon ST Y N&ET %)L

A _workspaces_secure_browser.tmp - EVWDSBHDTARNTI7PAINEZEZTRAESELET,
ik, OVERBEET VAT ARENOHADRILE L THEELET,

R—ZJLT Secure Browser v 3> zRKEL, BEEBY TS0 2FERALTTAN Y3
ERITID_EETEET, Sessionlogger ik, 7IOT1 7wy arhmEkidteyarikT
BEZ, BREES N Amazon S3/NT Y NIZ 1592 & O 774N E2EEIAARET,

Y2 a MR TLER, FEERROOVEREREEZF >TH S, AmazonS3INTY RZEZFI VY
LT, Ev2a>ooOd 7 74N EBEES)ICERBITREENTVS L EEIELET,

Amazon WorkSpaces Secure Browser D 1—H—7F7 UVt AOJRBRNDKE

WorkSpaces Secure Browser AV — )L TC1—H¥—FoOAOQF > JZ2BMCTSHICE, [1—H—
TOEAOF T T, F—2OZEIZEA TS Kinesis Stream ID Z38IRL £ T, BB hEF—
REZTOAN)—AICEEBREENET,

Amazon Kinesis Data Streams ZER T % F 20O FFMIC DV Tk, "Amazon Kinesis Data Streams
ElE, #SRBLTLSEETL,
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WorkSpaces Secure Browser #* 5 O7 Z2{F 9% (Cld. Tamazon-workspaces-web-*1 TIHES
Amazon Kinesis Data Streams A" %E T3, Amazon Kinesis 7—ZX2 AN —ATk, H—/"N—@0
EEEATICTEN, H—N—RAIOBSIL AWS XZX— R¥— I 2FATIHLEN HVET,

Amazon Kinesis TH—/\—AlIOBEESLZBHICTHHECOVTE., "TH—/N—HflOES{t %z FEH
Fhd 2 HE) BSRBRLTLSEETL,

Amazon WorkSpaces Secure Browser TD 7/ ZJHR) S —NDE
b}

WorkSpaces Secure Browser DRHDZE/N—2 3 THERATE S Chrome RU—&FEAL T,
FEEOHARLT ZIHRIS —BRBRETEET, WorkSpaces Secure Browser R— R JL TR 1)
S—BERETDIE, TORV—BFEOIVITR—BZRIIICE>TEBENZIXNTOEYZAVICHE
AEhZFET,

120V ITR=FIICERATEDRIS—IF 300 BEULEHVYET, Chrome RUS—NDZEEKE)
AREEOHMIDOWTIE., Chrome Enterprise R —1) AR #BBLTLIEZL,

Chrome RUS—%BETDICIE. XD 3 D2OHENHYET,
1. D9ITR—BZILTOEDITIIF1 ROFER

AVY—IIE1—%2FALTIOI7R—FIIEERTRE, EZITIILIFT A ITRE—BRNE
RIS —O—EZzERATEET,
 StartURL
« TTAR=KNTZIS000FAEFTOHER
- BREOHIR
c TYIOR—DETVYIR—UTH)E—
2. VI7JR—Z)TISONIF1 2&EFEHATS

ES1T7LIFAEZORDYICISONITF A REFEAL T, RUS—ZERENR-EHFEETS
CEETERY,

R —OEBEOHRICOWVWTIE, Chrome Enterprise RIS —1 ) ARESBLTLSEEL,
3. VI7JR—FIADISON 774 )OF Y 7O—R

DIJR—FRIICISON 774N 2T7Y7TO—RTBZET, HETERAE NS Chrome 7R
—BAVIR—RNTBEETEET,
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EMCOVWTIE., Ty, Z8BLTLKEEV, thesectioncalled “F1—KNUTI: HARLT S5
HR)S —DERE”

WorkSpaces Secure Browser [&, IEEL LRI —LEEIL, R—=ATADOT IR —5&
EZIXNTOR—ZIIICERALET. chSsODRIS—O—EBRFHARXLISON 77 M) Z2ERL
THRETEE T, FMIZOVTIE, Tthe section called “R—ATA VT TIOHR)S —DiRE" ) %
ZRLTLSEEL,

N =R
« F1—K1)F)L: Amazon WorkSpaces Secure Browser TO A AR LT ZIHR) S —DERE
« Amazon WorkSpaces Secure Browser TOXR—RAT A4 7 ZIHR) I —DiwRE

F 21— K17 JL: Amazon WorkSpaces Secure Browser TOH AR LT S
JHRID—DOFKRE

JSON 774N ETY7O—RTBET, YR—FEATVS Linux B® Chrome RU>—% T
XNTEETEEXT, Chrome RUZ—IZDVWTEHLLKWEE, "Chrome TR —TFA4A ARV —1URA
b1 ZZBUTLInuX 72Y M7 A—LZBRLTKEEV, R, ZRFORELEN—232ICH
THRI—ZRRELTHERBLET,

COEOFI—KNITILTE, ATORV - NO-—LEZELETVITR—ZI)ZERLE
LR

« TYIOR—DERYRNTYTIS

s BEDAR—KNTYTIR=TERYRNTYTITS

« I—H—HNtOILRBEZ A AR —ILTERVLSIZTS

s - —HFBRZHRTEEVLIICTS

« A—YH—=H>2—DVLYNE—RETIVELATERZRVKIICTS

« Okta 77204 VHRMEEZIXNTOEY I VIZTLAVARN=ILTS

(N =Ry
c ATV T 1:DITR—=ZINEERTD
« ATV 2. R —%INETD
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« ATV T 3 HARLISON RS =T FAI)NZEKT S
c ATV 7 4RV —%TV7L—hIZEMTS
« ATV 5. RV —JSON 77 AN DI R—ZIIICT7YZ7O0—RLET,

ATYT 1 DITR=BINEHhKTS

Chrome R —® JSON 77 A4 )27 v 70— RIS IZI&. WorkSpaces Secure Browser R— X
LNEZERTIHBENHVYET, FMICOVWTIE, Tthe sectioncalled “U I TR—RIDER", &5
BLTLSEZL,

ATYT 2RI —2 KT

Chrome RS —A S BEBRIV—ZRELTRELET. RIC, RUS—ZHEAL T, ROA
TYTTISON 77 AIINZEERLET,

1. [Chrome TR —7Z5A AR —) AN ICBBILET,
2. 772Y N7 #—LA Linux &#38iRL . Chrome OZH/N—23a > #EBRLET,

JLRETHIRI—ZRRLET, CcOBITIE, LREEEZREL T, ThoZ2EEITZEHNOR
) —%B20TET, BRIV —IZIE, FHBA, Linux BELR. Y TILENFEERTVET,

4 REFERD S, BIFEATIEESRAERREZR/BLT I DORV—HFREOAVEL I,
- ExtensionSettings - 7 2V ORERFICILRBEEZ A ARN—ILLET,
« ExtensioninstallBlocklist — 4 & DHLRMEEEN 1 AR —)LE W BVKRSIZLET,
« ExtensioninstallAllowlist — 4§ E D HLREREZ A AR —ITEDLSICLET,
5. TNMORIS—TEROEHFEF ELET,
« ManagedBookmarks - VI 7 R—JIZT v O —UEEBMLET,

« RestoreOnStartupURLs - FTL W7 S OH D4 VU RUNBEEND ECICENTVITR—D %R
<HZHJELET,

- AllowDeletingBrowserHistory - 11— — /'R EBEZHIBRTERD L ESHEZBRELET,
* IncognitoModeAvailability - 1—H'—#>—OL Y RE—RICTIVEZATERD L ESHEZREL
9,

ATFY T 3 HARLISONRUS —T7 7L ) 2ERT S

TEARNIFA4R, T07L—b, BLTBOFIETREOFLERUS—ZFRALT, JSSONT774)L
ZHEBLET,
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1. 7TFARNITFA2E2HEEXRT,
2. X07FAMZAE—L, TFARNIFARICHYFTET,

{
"chromePolicies":
{
"ManagedBookmarks":
{
"value":
[
{
"name": "Bookmark 1",
"url": "bookmark-url-1"
1,
{
"name": "Bookmark 2",
"url": "bookmark-url-2"
1,
]
1,
"RestoreOnStartup":
{
"value": 4
1,
"RestoreOnStartupURLs":
{
"value":
[
"startup-url"
]
.
"ExtensionInstallBlocklist": {
"value": [
"insert-extensions-value-to-block",
]
1,
"ExtensionInstallAllowlist": {
"value": [
"insert-extensions-value-to-allow",
]
.
"ExtensionSettings":
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{
"value":
{
"insert-extension-value-to-force-install":
{
"installation_mode": "force_installed",
"update_url": "https://clients2.google.com/service/update2/crx",
"toolbar_pin": "force_pinned"
},
}
},
"AllowDeletingBrowserHistory":
{
"value": should-allow-history-deletion
},
"IncognitoModeAvailability":
{
"value": incognito-mode-availability
}

ATY T4 RIS —%FT7L—NICEMNTS
ESRABBEICHARLR)S =T 7L —NCEBMLET,
1. 7Y 9OX—2 URL ZH/ELET,

a.value F—0OTIIC, BMTBTvHOIX—oUT&lCname & url F—OARTEZEBMLET,

b. bookmark-url-1 %Z https://www.amazon.com ICEREL T,

c. bookmark-url-2 %Z https://docs.aws.amazon.com/workspaces-web/latest/
adminguide/ [CERELE T,

"ManagedBookmarks":
{
"value":
[
{
"name": "Amazon",
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"url": "https//www.amazon.com"
.
{
"name": "Bookmark 2",
"url": "https://docs.aws.amazon.com/workspaces-web/latest/
adminguide/"
},
]
},

2. AZB—RKRT7YZTURLEEYRTYTLET, CORUID—ICKY, EBEFEI-HY—-—HFHLWLWT
TGO DA RVERBLUEEEICRRENDTVITIR—JSERETEERT,
a. RestoreOnStartup Z 4 ICERELET, <hlZ&kV), URLRestoreOnStartup DV AKZ%Z
M<TIAUNRBREENET, AX—RNTPYTURL TEQOMOT V2 a>aERATILEE
TEET, FL<E@E Chrome TV E—TFAAR)— AR ZIELEE W,

1 —

b. RestoreOnStartupURLs %Z https://www.aboutamazon.com/news (CEREL £ T,

"RestoreOnStartup":

{

"value": 4

1,
"RestoreOnStartupURLs":

{

"value":

L

"https://www.aboutamazon.com/news"
]
1,

3. A—H—HNTSOYOBREZHBRTEBZVKLSICTSICIE. AllowDeletingBrowserHistory
% false ICRRELE T,

"AllowDeletingBrowserHistory":

{

"value": false

iy
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4. I—H—HF>—OLYRME—RIEZTIVEARATEBVELSIZTSIC
&, IncognitoModeAvailability & 1 IZERELE T,

"IncognitoModeAvailability":
{

"value": 1

}

5.0kta 7’2042 & UTOR)S—THRELTEALET,
- ExtensionSettings - 72 VY NRBIRICILRMEAEEEZ AN —ILLET, ILREEEDER
Okta 7’204V DANTR—=I D SHERTEET,
« ExtensionInstallBlocklist - 5 EDILREEEN 1 AN —=ILETNBVELSICLET, *

EZIEETHE., INTOILRBEEN T 7 AN INTELEEThET, EEHFEDIREEER
ExtensionInstallAllowlist CHRAITA A &l TEET,

« ExtensionInstallAllowlist F4SEDILREEED A A RN—ILZFFTL F
9, ExtensionInstallBlocklist A" * ILEREETNTVWBENDT, CchZEFHFAT5IZIE Okta
TS50A4DERZCCICEBMLET,

Okta 7’2742 &2BMCTBRU—0OHEULTICRLET,

"ExtensionInstallBlocklist": {

"value": [
e
]
},
"ExtensionInstallAllowlist": {
"value": [
"glnpjglilkicbckjpbgcfkogebgllemb",
]
.
"ExtensionSettings": {
"value": {

"glnpjglilkicbckjpbgcfkogebgllemb": {
"installation_mode": "force_installed",
"update_url": "https://clients2.google.com/service/update2/crx",
"toolbar_pin": "force_pinned"

}
}
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ATYT 5 RUZ—ISON 77 AN EDITTR—FIILICTY7O—RLET,

1. https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/ ¢ WorkSpaces
Secure Browser A2V —)LZRHE XY,

[WorkSpaces Secure Browser] Z3&RL, RIC[VITR—KI)] ZBRLET,
VI7R—ZIINZBERL., wE) 2BRLE T,

[RZ—&E] Z&IRL., JSON 77 A4I)NOT7 Y 70— R ZBIRLE T,

(774 DORER] ZBIRLET, JSSON 7 7AMIILICBEL, BRLTT7Y7O—RLET,
[RTF] Z:BRLE T,

I T

Amazon WorkSpaces Secure Browser TOXR—AT A > 7T ZIOHR) S —
OFTE=S

H—ERAERMTD-HIC. WorkSpaces Secure Browser i T XTDR—RILICR—ART AT S
DHRI)—ZHBERALET, COR—RATA VRV —F, AV —=I)IE21—FEEF ISONT YT
A—RASEELLERUD—CMATEAEAET, LT, JSSONFEXTH—EAICK> TEHAZE
hBRI—DIVARNTT,

"chromePolicies":
{
"DefaultDownloadDirectory": {
"value": "/home/as2-streaming-user/MyFiles/TemporaryFiles"
.
"DownloadDirectory": {
"value": "/home/as2-streaming-user/MyFiles/TemporaryFiles"
},
"DownloadRestrictions": {
"value": 1
.
"URLBlocklist": {
"value": [
"file://",
"http://169.254.169.254",
"http://[fd0O0:ec2::254]",
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]

.
"URLAllowlist": {

"value": [
"file:///home/as2-streaming-user/MyFiles/TemporaryFiles",
"file:///opt/appstream/tmp/TemporaryFiles",

]

}

NAZN—RUTORIS—ZZEETEEREA,

« DefaultDownloadDirectory - DRIV —RFEETEFTRLEA, CORVI—ADEERFIN
TH—ERIZL>TLEEEETNET,

« DownloadDirectory - ORIV —RFWETEFTFEA, CORVI—ADEERFINTH—E
ALK >2>TLEEEETIFT,

AR—AT4VURLAllowlist &URLBlocklist/ RS —Z LEEFTH LR TEERA, VI
R—RIICEEFFSNTWVWD JSON TS5 IH RIS —T7A4I)ICIE, ChsOR—RATA R
D—HFEFEFNBVCEICEFRELTLKEZVY, HATALEIXNTORIV —ELZTDEOEEBIVARNE
RRTBICE, VE—RNTZ9220012yv2a>ANS Tchrome://policys (CBELET,

HAZI—BGIVITR—FILOUTORIS—ZEFHTEET,

« DownloadRestrictions-F7 #) NTlk, Chrome E—7 750D VT ICK>TEBEYEE
N O0—REBSEDICLIICERESTNATVET, FL<EE., "TI—H—ICLD2EERTT
AINDAIO—RZFLILETZ, Z8RBLTLKEEV, BEREOHLS 4ICEHRETEET,

Amazon WorkSpaces Secure Browser @ IME (Input Method Editor)
DERTE

Input Method Editor (IME) I&. QWERTY ¥—R—RUADF—AKR—RLATONZFEATHISET
TXFARNZANTREODOAT >3 E#T RI—Y—ICREBETZI—FT1 )T 14TF, IME &,
BAGE, FEE. BEELE, RE<EMESELYNEATZIERBTCTFANEZEALTRINOILKYT
5% ¥, WorkSpaces Secure Browser Y > aIlld, 74 KNTIME OHR—KAEFAhTV
£9, 1—HY—EF, Ev>a>HOIMEY—=IN—"5, §LEFEF—FR—KRa—-r hy  NZ2FEH
LTRESREEZBIRTEET,
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ITE, WorkSpaces Secure Browser ® IME TREUATOEEBNFN Y R—RMEhTWVWET,

FHEFE (Pinyin)
=

FEFE (Bopomofo)

IME Y —=I)ILN—H557E

ZBRRIBICEF, RETVET,

1. EBOBEVNRIN-OERACHZDEFLLI72—ROYTEIVEZERLET, F74IIKT
k., ELIX—ICERFE, en FRRIENEXT,

2. ROYZHEIUAZ1—7T, BHNOSHEERLET,
3. EREEBRIDERTENDHYTIXZ1—T, TOMOSEOFMZEIRLET,

F—AR—RI-—RAY M 2FERALTEEFZERIZICE, UTZEALET,

« INTODEHE

« IME ZIERF@AICHIVERD (FEREAERIOF—AR—RLATIONIBETS)I(C
(&. Shift+Control+Left Alt Z# L £,

s EREANDREILTIVELATSDICEK, EHONZRIN—OSEELIVZZFEALET., RRE
nBEWEERE., VIN—RBE-> 2R > F—AR—RADFETEMCLET,
» Japanese

* macOS I—H—NFE: REODALY —AZFEAL TVBREHEE. ADOBENRET D AR
FHNET. chZEfBRTDICZE

1. macOS MKRKEALY —ATEELS, BEBADY —A (fl: BAEE - Kana =& B AEE -
Romaji) Z:#IRL £,

2. WorkSpaces Secure Browser v > 3> T, Y—)IN—-BE > F—R—R->F7> 3>
F-REICBBL, #7232 () ZVE—HM At F— (Mac) £ LTHEAZERL T, F—
R—RIA—PMNADYRNNFELLKBETEIEZRAELET,

« ANXFOEH
« NFZEVOSHBICEHBIDIZE. ZHLULETFG6,
« NFENEZNFTIIEHBIDIZE. Z2HLULETFT,
s XFZNAVAENT (FEBAEHT) CE#RTBICE. F8
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s XFETTUONFILEBRIBICE, ZHLUEIF10,
s XFZEVARZTUNFICERTDICE, EHLEIF,
« AJE—ROYYWEZR
c USHBHISHRAFTICTNEZSZIZIE. ZHL ETAIWOption+K,
s ARAFTHSNVATARAFTICTIEZS I, ZH L ETAIWOption+Ko

 Hankaku Katakana (Half-width Katakana) A' S Hiragana ICR 3 IClE. Z# LU ETAIY
Option+K,

c BERBE—REFLEBEDARSTUNSTTUICHVERSICEK., ZH L FTAI/Option+L,
« TTUTTIUNSVARTTVIENYERDIZE, Z#H L FFAIOption+L,
s FENDETE—RHASEEADICTVEZSICIEFE. ZEH L F 9 Henkaku/Zenkaku key,
c BEEAIHDNSOSHBICTYEZSIZIE. ZHL £ T Henkaku/Zenkaku keys
+ Korean
« N2 IN%ZEIRTBIZIE. Shift+Space Z#H L £,
- EFEBIRTBDICE, FOZBLET,

WorkSpaces Secure Browser 2Y 2 I ASEHELOF—R—RZFTICTRICEK, CHBLWED
ﬁ< Téé\l\ -U-Zko_l\o

Amazon WorkSpaces Secure Browser Dt Y > a>RO—HY)
-3 nEE
—H—HFtvarzRATS L. WorkSpaces Secure Browser & 1—H%—0O—HILT 50

BERALY—VOFEZREL, TheZEY 2 a2V ICERALET, chiFEy> 3> hoRR
CHEBL, RTENDIRZN I —F—OAMEHORERIE —BL VDL ZRIETHOICK

B

Koo o
ot
i
>

Ij.

VI UERRUATOBEEMNTREENET,

1. DI 7R=FINOTZIHREICH S ForcedLanguages RJ > —, FHHIC DV TIE,
"ForcedLanguagesy ZZRL TS &L\,

2. IV RI—Y—0O—HILT >V ERBERE.

3. F7 A NMER., EFE (en-US) TT,
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BALY—=2F, IV RI—HF—OT7 IO TEECALEO—ALRZALY —VREICK 2 TREY)
BT, FALV-RENFBVTEVESRE., UTC AFERELET,

WorkSpaces Secure Browser LA T O IV R—F 2 NEO—HAVE—-3 2 ZHR—KNLTVE

Jo

« WorkSpaces Secure Browser QY A4 >4 2 R—

- WorkSpaces Secure Browser R—Z )L DAT—RAXY £—2 (RAIRAIXYE—TJETIT—%E
T)

« Chrome 72

s DATAQOAVTFHFARNAZ1—L [BEIZEFTFTTREI D1 RD

N =R
« Amazon WorkSpaces Secure Browser THR—RNEhTVWDFEI1—R
« I—H—TSIUHRETHOERNER

Amazon WorkSpaces Secure Browser THR—KREN TWBHEFEI—R

LT DY) A KT, WorkSpaces Secure Browser THREYR—RNENTVWEEREI—RZRLTV
F9. 1—HY—0O—HAILTFIHNFYR—FENTVWBEVERI—RZFEATILSICEREENT
WBBE, Ev23av@F7 2L NTHERE (en-US) IV ET,
+ German

- de- RAVEE

« de-AT - RAYEE (FA—AKNUT)

- de-DE- RAYVEE (RAY)

« de-CH- RAYVEE (A1 RA)

« de-Ll- RAVE (VET>>1R4Y)
- HFE

« en-AU-HZE (AF—AKRZUTF)
- en-CA - ®5E (hFX)

« en-IN-&EZE (1> R)

e en-NZ-HFE(Z21—2—F2UR)
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Amazon WorkSpaces ¥ 177574 BEAA R
« en-ZA-HEE (BT 7 AH)
« en-GB - HEE (EE)
HKEE (KRE)

+ en-US -
* Spanish
« es— ARAVEE
* essAR-ARAVE (TILEVF2)
« es-CL-ARAEE (F)
¢ es-CO-ARAEE (OO ET)
* es-CR-ARA VE (AARAZUA)
* es-HN-ARA VEE (K2 21T R)
c es-4M9-ARAVE(TTTXUAN)
¢ es-MX - ARA VFE (XF0)
« es-PE - ARA VEE (RIL—)
« eS-ES - ARA VEE (ARA )
« es-US - ARA V7 (KE)
e es-UY - ARAVE(VILITA)
¢ es-VE- ARA VB (RXALT)
* French
« fr- 772 A
« fr-CA- 752V A (HTH)
« frFR-7Z22AE (772 A)
« fr-CH- 722 AFE (AMRA)

* Indonesian

* ltalian
c it-ARVTFHE
s tIT-ARUTEARVT)
o it-CH—- AR TZE(RAALR)

HR—REATVBEBI—K 70
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- ja- BAREE
. ja-JP - BAFE (BX)
+ Korean
« ko-EBEFE
« ko-KR - BBEFE (FBE)
» Portuguese
« pt-RILNHILFE
« pt-BR-RIKNHILE (FTZ2))
« pt-PT-RILNAHIFE (RILKFHI)
+ Chinese
- zh-PEFE
« zh-CN - FEEE (FE)
« zh-HK - FEFE (FE)
« zh-TW - FEFE (838)

A—HY—T7SOHYRETHOSENER

1—H—OO—NNTSIFREETS @, BUEFECE> T HEW,

« Chrome Tld., [BRE] ZBIRL, [ERB) ZEBRL T, HFHIWUTERBEANEAFTT,
. Firefox Tlk, [RRE]. [—M]. [ERB] ZBIRL., ROVIHAIAXAZ1—HSEBEERLET,
- Edge Tl&. [RRE]. [ER] ZBIRL., FHICWUTERBEANEZIET,

:I:IIII
mm

Amazon WorkSpaces Secure Browser TO IP 77+ A1 cO—
IOERE

/A Important

P72tAd>MA-)IE IPv4 DAhZEHR—KNLET, IPv6-onlyRY NDO—OHhSERT
21—H¥—R@G7OYI9&EnhET,
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WorkSpaces Secure Browser Tld, VIT7R—ZIIICT IV EATED IP 7 RLAZHHTER
T, IP7RLAZREEZFERATDE, EETEDIPTPRLADITIN—T2EHZHLVEEL, EET
EDRYRND—VICERLTVWBREEILETR—ZIICTIVEATEDRSICTRENTEERT,

77 # )L NTl&, WorkSpaces Secure Browser IC&k V) I—H—EEASTETITR—=ZIICT
DEATEET, IPT7UEAOAVNA-NLNITL—TRB. VITR—ZIANOERICEATES IP
TRLRZTANBI ISR REBTITFATIA—NELTHELET, IPTIEAREEZTVIT
R—RI)ICEEMRTRDE, BERIICI—H—IPZREL T, TOI—HY—HNFERTEIHNESHZ
ML £9, $ELHT D E. WorkSpaces Secure Browser i1 —H'—®0 IP 7 RL AZ#HHENICEZX
0L 7T, - —NFEETEDIRY NI IDPSERENEEETHDEZRRALET, 1—
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DITINTA—5Z— example.com/?parameter=123

Chrome 7R < —MERix

BEORAAVEHFAFELE7OY VTS ELSIC Chrome RUZ—AFTIZREENTVWREES
. DI7AVTIUOVTAINRI) D THRECEERTDCE2HBOLET,
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LET,

3. [Bv2a]&7z&BRIBN. [Ev2araRF ZBRLT, THOLENRILTE Y2
R—RZEEET,

XY AR—RTAI)NZ—
YAV NRLT, AFOZONT A £ERETEYSIVETANRUSITEET,

« AT—RA
c FOTA7 -2y a v RERTHPTHDIEEZRLET, BV IV EKRTITBRICE. LT
ZZRBLTLKEZL,

Yy avEBEA Y IR—R 85


https://support.google.com/chrome/a/answer/7532419?hl=en
https://support.google.com/chrome/a/answer/7532419?hl=en
https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/
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c RTER-EYII VN TIOTATTHRLIBO2IEZEZRLET,

-« zv>32ID

e

- Y alRBREZ

v azoiRT
LY aAVERTIBICE. UTOFECRVET,
v a aEKTITBHICIE

1. Y23 Y2 1R—RT, ELETR Y3 EBRLET,
2. [Terminate] (¥ 7) ZERL £,
3. YMiEhil—H—RBEYy>a>oIXNTOREZAVET, BLTVWEIXNTORTEREUS

h, 7O BEEE., Secure Browser ICA > O—RENET7AINRGEEENET,
vty aER

Ay AR—RICE, BE3B BEAOEYZIVABERATVWET, CLIZEALT, 71)L5%—5%
WIBLT, Ev>3a2z—EBRRTEET, Y a2EER JSON ELTEEEN, EEEKE
BOURD NUTRE, B8, RETERT,

US-West-2 (AL dY) U= 3> TRy IV ESETHLHO CLIOYY ROBIEUTICRLE
¥,

VITR=ZIOINTOEYZIVE-BRTITZICE. UTOONY REERFTLET,

aws workspaces-web list-sessions --portal-arn arn:aws:workspaces-web:us-
west-2:<accountld>:portal/<portalld>

DITJR—BZIOBEOI—HF—DOIXTOEYIIVE-—BRRITDICE. UTOIOY REET
LET,

aws workspaces-web list-sessions --portal-arn arn:aws:workspaces-web:us-
west-2:<accountld>:portal/<portalld> --username <username>

v arniT 86
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FIPS T> R7R4 > N & Amazon WorkSpaces Secure Browser %
FRALEEERFOTF—ZDRE
F7ANNTR, AYY—I. DXV RSA AV R—7 T X (AWS CLI). 7k AWS SDK

AWS Z L T WorkSpaces Secure Browser T —EAELEBEEL L TEFEITDES. FLE1—
-ty a hll, BEEFOITNTOTF—RIFE TLS 1.2 2FHAL THESLEhET,

ANV RSA VAV BE—TIAAEEE APl ZFERALTAWS ICT7 VAT BEEIC FIPS 140-3 #&EE
BHROBEFILED 1 —IINFBEBZBEE., FIPSTYRRARNEFEALET, FIPS T RAKRA b
ZERTRE, IXNTOEEROTF—RIE, Federal Information Processing Standard (FIPS) 140-3
(CEWML EES{LZEEEFERAL THES{LENET, WorkSpaces Secure Browser T R7IRA > M D
JARZEE® FIPS T2 RRA > NOFFMICOVWTIE, Thitps://aws.amazon.com/compliance/fips .
ZSRLTLSEZL,

FIPST> RRAVRTR=ZINEREND E, IXTOI—H—tvIa BB LOEE

(&, FIPS140-3 T RARA > N EFERAL TEBHNICITONET, AWS_USE_FIPS_ENDPOINT=true
REZHEFEALTFIPS T RRA N ZHBEL, SDK ZFERAL TV IIARNEZEETEERT,
UTFICHZRLET,

$ export AWS_USE_FIPS_ENDPOINT=true
$ aws workspaces-web list-portal

—endpoint-url #7232 FERALTFIPSI Y RRSAVNIEBIVIIARNEREETRZEET
EFET, US-West-2 (ALD) V=230 TCR—ZNE—ERXRRIDHCHLOHELTICRLE
ED

$ aws workspaces-web list-portal --endpoint-url https://workspaces-web-fips.us-
west-2.amazonaws.com

Amazon WorkSpaces Secure Browser TOT— X RERENEE

T—ERBERER., Y IaVHITF—RNHBENBVRSICRBEIZDLOICEAETNET, RE
ZERL TEBROR—ZIILICERTERY,

EXROTF—2DIRE 87


https://aws.amazon.com/compliance/fips
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Nev o
» Amazon WorkSpaces Secure Browser TDA > T4 > TF— 2 MWEIL

« Amazon WorkSpaces Secure Browser D77 # )L N DiRERE

» Amazon WorkSpaces Secure Browser DRX—AA >S4 )X U<, a2

« Amazon WorkSpaces Secure Browser TOHARLA 2 ZA IR, a2
» Amazon WorkSpaces Secure Browser TTF—XREREZER T S

« Amazon WorkSpaces Secure Browser TTF— X REREZ BET T

« Amazon WorkSpaces Secure Browser TT— X REREZMET D

» Amazon WorkSpaces Secure Browser TT— X REBEREZHIKRT 3

Amazon WorkSpaces Secure Browser TDA > T4 > F—XMWEIL

R=BNAVTAVT—IRENEEBMTEIET, VITR—JICRRENDTFANIFEID
SHENDT—XZHBNICTFARIOMEILTEERT, WENMRVZ—ZERTDICE, HHIAHKN
22— (HA2RBESPILDY MAH—RESBE)HASEBERIZD, ERRREF—DV—RZ2FER
LTHBEDNAZLAT—ZBEZERTERT. RUZ—CR. WEZERIZILENHD URLs ©
REARBZLANILOEBAEIY FO—-ILAEELET,

ROAVR—FD KNE, T—EHUEBILENDRAIVTEZRELET,

s TFRRERE-TXRERER., TRELBEAEEEECVY—-ADOBHTT, DY —
AZFERATRICE, EFFREEZERL. RA—ZILICEERTET, I—HY—H v a ez d
L, Y AVRICKRENBAENET,

s Y2 a AT TUYIREE - RERTEER—FIIICHERGFRE, v arTooHE, &
EZBFETDIAT LB SUHIRBETEHLET, T XRERETE., SEEL URL
BRABREICHK T, NZ—UXIVFUUJ (ERKR) EXF—TV—RBRRZBUTREZERALE
o AVTOVRTFARNXFIASFRE A, BEICKRTRENDEICHBESNET,, TLREEEE
k. VAo ay (BWMLENETSAR—KNT SO0, BREBEBY-IANOTIEA, XY b
D—OBREBERE)ENANARATDZI—H—OREEZEEITIHEITZ T ZUH RV —ERELE
ER

XD Chrome 7S5 OHRIS—OEERF, EYva> R SUHHREEICL > TEATNET,
HUL<KWE Chrome IV A2 —T7 54 AR — ) AR EZELSEE W,

c I ARERTICEY VAV ERRTERVLS LTSRS —2BALET,

124 T—2HWEN 88


https://chromeenterprise.google/policies/
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* IncognitoModeAvailability = 1

» DeveloperToolsAvailability = 2

* BrowserAddPersonEnabled = false

* BrowserGuestModeEnabled = false

« Tl COHERBEZEATIE, I Y—RBEIIVO—RARVRNZEF T OEILTTF—RFEE
HEZEALTVWA URLs AS HTML 774 ) Z2X 2 O—RTEBXLLBZYYET,

—f&IC, BEALEhTWEWNT DY 9T S92 (Facebook X Google %% &) Tk <, Bl
ENETSAR=RNIITHAN (DREI—BEBY I, F7 Y RN AT LA, Wiki &) THE{L
ZEATIVLENDYNET, HAIAZOT—REASBIRTDCLE (2B UVANMIOVWTRUT
ZZ2R ). MEOERRREEF—TV—REZFALVLTHAZLAT—RBZEZERITDEETEET,
EEEE, F7F 28, FHELAI. URLOERANFMPFESY ICHEL TVBRZEZTAMNSB KT
RIETHDEENHYVET. AWS Ik, H—RN—FT 1 —HFREIFTDIHRAZLAVITHANELET S
DT—>3a eENERMZRIETDIERFTEREA,

WorkSpaces Secure Browser [FIRE, UATOERXOTFARNZETCIETFANEROTR—KEh
TVWBTF—RBERLRDAZLT—RBOMENLZYR—KNLTLEEA,

« JPEG, PNG, GIF BEDA X—2

 Google Docs ¥ Sheets & &, 1—H— N BN EEELEBEXREREEZEATEDLSICTDVIT
R—

« YouTube EFABE, 75O TTIORRENZDFA—F A FAN)—LAFEREFFAAN)—A

« Chrome 7 ZJ#T&R&E nd PDFs

YR—RENTVEVEROIY TV ICRBELEZEALBVTIEE L, BEEY. FETDT
EOIAVTYYAOT I AEEI—Y—CH5TBHIC. 4 hEIVT VY OERMERITT S
RENBYET.

Amazon WorkSpaces Secure Browser 77 # )L N D#RERE

T7ZIL N OHENMRETRE., T—2RBEFREDINTOHEMIAKT—FBICEFEFELARILE URL O
BANMBBNICERENE T, HARAKT—RBZEMIZEEIL, F7FIINREZLEETSD S
72arvhsIET,

BELARILZEATRE, B, F—T7—R, 8LV T7F XY REhTVWEVTFARNZEAED
BT, HARAKT—RBEOMENOD Y V2HBAETEXRT., &, . B3E, ME{LOEBERABED

77 #I)L N OME(LERE 89


https://chromeenterprise.google/policies/#IncognitoModeAvailability
https://chromeenterprise.google/policies/#DeveloperToolsAvailability
https://chromeenterprise.google/policies/#BrowserAddPersonEnabled
https://chromeenterprise.google/policies/#BrowserGuestModeEnabled
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EEHAR

BEREZBIRLET, T—RHELARILTHA=N—F4 RIBATHEZEVRY, T7AFIIMEFTANT
ODTF—RBICEBRAENET, —B&WIC, 72 RNEKED Medium A SEEBL., wEN YA NCH
FEBYICHEAZENATVWAS L ZRIELTRYIARET T,

EEE

i}

&

%I:I

B

ATV 2 HERTSIC
&, 74#—=XY hEhicT+
ANNE—=2O—FHABET
ER

DRO>3a>Tlk, 74—
NYREhETFANE
7A—=XY hEahTWELT
FANOWHEZEEL., O
DYV OILF—J—ROBEER
FZEMLERT,

F—J)—RBELTT7#—NV
NEhENEZ—2ET72—
NYRERTVWEVW/NE—
COmAICEAENhDURD
>3z,

Bl

123-45-6798 M SSN X im&EE
NEIH, 123456789 FimE
ThERE A,

123-45-6798 M SSN [k #m&E
TNhEXT, 123456789 &+ —
T—R(HEREES, &
E) DIEL THREHEhIZFEEIC
WESIZEY,

B RV 123-45-6798 DLF' h
D ORI D SSN 123456789
k., F—DV—REZXEBELEET
ICIREETNET,

IRTOTF—RBIZTFT7AI)IDNOMENREZRETIHBENHNET, ROFATSI2VHSERT

EEXT:

e IANTM URLs
« ¥ ZE D URLs

- FFHERRE

TF—RBLARNILTH-N=F4 RFEAEABZVRY, F7FIMEFIXNTOTF—RBICERE

NEIT, URLI 7+ —AXT N,
—tEKEOODY VEFEALET, JOYI URL L

AAVANETOY I UARNEEET S 28I Chrome RV
AAURLS "I THARNANDOT I EA%EFH

AELE7TOY VT2, 2BLTILKEE Y, REOERZBZIZIE, Chrome ®70OY 21U AN

77 #I)L N OME(LERE

90


https://support.google.com/chrome/a/answer/7532419?hl=en#zippy=%2Clinux
https://support.google.com/chrome/a/answer/7532419?hl=en#zippy=%2Clinux
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TANLR—FERICHLT, ChSOUARNIZURLs ZEMUET, FHHAICOVWTI., TURL 7OV
DVARNT 4 RERT 2SRBLTSEEZL,

Amazon WorkSpaces Secure Browser DRX—RA >S4 >R3>

124 T—RBEHLTRE, HAEARAKNZ—2 (HEKEREFESPILIY NA—RESBE) HY
R—REAhTVWERT, CONEZ—2B, "EXADFAHEN, CREETATVERT, ROYVT
HAIOAZ1—D5T— 3 (BHT) 2BRL, ETF7 - FEOBEMAEEZEELEIT. IXTD
T—RBREROFT7AIINNRECBEBANE—VICRVETY, FELANILZLEEL, BT —5E
DRXAOBEBRANE -2 2WHABRITD L ZBRTEEXT,

T7AILRREDNSKRBEZANTRICE. GBHELANILOF-N-F4 REZBRLET, LexE,
T 7 # ) KRREZ Medium IZFRET D E, TAMFICVThAOT—RBENBRCFEEEIATVE
WCEILRFAKZENFBHNET, —/N—FT A RZ Low ICREL T, HOTF—REICEAEThDO
DV VERBID LB, MEBILOAREZEHDIZENTERT,

T7AINNREZZEL TIC URLs £2RICHENNZBER IR FE2Z2HAEIZICE. URLBAF—
N—ZA4RZERALET, &XF. URLA—N—F4 ReFEALT. £EF LINVODIT
BARPIVITR—ADEX=ILDEX—=ILT RLAANOI—H—F IOt RAEHMTED i<,
BERREEATATEX—IITRLAOME{LZEATELRT,

LT, F—2BEZTNICXHETREHAIAK/NZ—2 IDs,

builtinPatternid T—2H
awsAccessKey: AWS 7Otz AF¥—
awsSecretKey: AWS >—J LY hF—
cardNumbers: LY NA—RES
BES1L: EESEET7 RLA
cusipNum: CUSIP &5

B{Y: A4

deaNum: XE DEA &S

dob: =¥ AH

R—AA VT4 WE( 91


https://support.google.com/chrome/a/answer/9942583?_ga=2.44620960.505898626.1675896662-439274379.1675896662&visit_id=638114931513376779-3689089291&p=url_blocklist_filter_format&rd=1
https://support.google.com/chrome/a/answer/9942583?_ga=2.44620960.505898626.1675896662-439274379.1675896662&visit_id=638114931513376779-3689089291&p=url_blocklist_filter_format&rd=1

Amazon WorkSpaces £+ 177 5

EEHAR

builtinPatternld
driversLicense:
emailAddress:

ein:

expDate:
healthinsuranceNum:
hipaaCode:
indivTaxld:

ipAddr:

isin:

jwt:

locationCoord:
macAddr:
medicareBeneficiaryld:
npi:

ndc:

passportNum:
phoneNum:
routingNumber:
ssn:

swiftCode:

T—2H

KE D EER AL
EX—=LF7RLA
RKEOEREHENES
LY NA—ROBRER
XTATTRERRFBRES
HIPAA ICD-10 OJ— R
KEBAB ID

IP7RLA

E RSB RI B S

JSON VI h—U>

B ER

MAC 7 RL A
AXTFATTZRERS
BR7ONA S —BEES
EOERERmI— R (NDC)
REDONAKR—NES
ERES

ABAILN—TFT 12 THS

REOHKREES
SWIFT J— R

R=RAA 2 Z 4 HWEIL

92
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builtinPatternid F—2H
AR Time
vin: KEEWZRES

Amazon WorkSpaces Secure Browser TOH AR LA T4 )A DS 3

~

S

BERE., DARLORABT 7V T—232 Ds BEDERKREZEAL THEONZ—2 ZER
TEET. NARLAVZAVVE O AVNE—2ZERTRICE., ROFIBICHVET,

1. T2 REBREICBELEY,

2. NABLAVZA42 VA3V ZERLTEMLET,

B HABRLT—RBOERMZANLET,

4. ERRBADEZANLET,

o ERKRBEOER., JavaScript ERRRAVTIINEXE—RTHIHENHYET, FHMAICOVT
&, TERKRE, 25RBLTLKEEV, ERARBOHIE TF/ex[am]l+ple/i,

c HR—RFBFROVITHA R THRRLNZ—VETANLTLKEE Ve ARRL/NE—
UHIS—TBERAENDE, BRLEVWNTA—IV AOMBNRET D AEMN BV &
T

5. BEMEZIEEL XY,
6. ESICATVAVENAEIRAXTRICE., UTZECZTOMOFT 3V ZBRLET,

« F—OJ—RZEMLT, MEXOAD YV EZHABRLET, F—J—RE2FEHTI L. BROE
EZzE5H5 N TEET, Javascript ERRBUTTIEXICF—"J—RZEML T, 5+
C2WTE., TERARE ZSRLTLKEZL,

ez, AT ATALATERAENDISATRNIDS DARRLIVRA D3 NEZ—2 &4
KT2BEF. F—T—R74—)LRIC /client name/iZEBIML T, AF vy &eHoO
DYV ORBHNTEERT,

- URLEBAA—N—F4 RZEALT, F7A4I)IIRELZLEELETIC. URLs BITHENLLZEAR
TRIHEEWARBLET,

NABLA T A 2V HENR 93


https://developer.mozilla.org/en-US/docs/Web/JavaScript/Guide/Regular_expressions
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Guide/Regular_expressions
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EERE, URLF—N—F4 REFEALT, 2EFILINIDIITHA KRRV ITR-R
DEX=IDEX=ILTRLANDI—HY—T IO LAZHFMIZB<, BEEEREES A
TLATEX=)TRLAOHWE{LZERATEXY,

s F—RBQOHB (ATIV)EAILET,

Amazon WorkSpaces Secure Browser TTF—XREBREZEK TS

WorkSpaces Secure Browser TTF— X REREZERTEE T,

5—“_

1.

o M 0N

SREREZEKTZICE
https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/ ¢ WorkSpaces
Secure Browser A2V —)LZRHE XY,

ERAOFET—>3URL(UT, FT—E2REREZERLET,

— X RBEREDEXEBIRLET,

EORRE (HE) ERAB(AT7232)ZADLET,

VIOAVREDT 7 AN INREEZBIRLE T, UTZRETEXT,

X3

N

« IRTOF—RBOBBMEOL AL

. MELEBRTE KXA>
HR—RNENTVBRATHASR—AA Y SA VRETF—RBEBRTBH, HARLT—RE
EERLET, BEEDP RXAVAADLARLEE, F—RBTELA—N—F 1 RERETE
e

LR—=NAORT (F7>3a2)ZEBMLET,
SETLES, [Save] ZiBIRLE T,

Amazon WorkSpaces Secure Browser TTF— X {REBREZBEENT (TS

WorkSpaces Secure Browser TTF— X REREZEE[MITHDEN TEXT,

5—“_

1.

2.

SREBEREZRFOR—ZIIICEENSITZICE

https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/ ¢ WorkSpaces

Secure Browser AV =)L ZH&E XY,
EROFES =23 RAUT, DITR—FIINEBRLET,

TF—RREREEERTD 94


https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/
https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/
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3. DITJR—ZIEERL. [fRE] EERLET,

4. F—EREFERET, R—RIIOREZERLET,

5. [RfF] 2BRLKXY,
FLULLWR—ZIIOERBFICT—2RBEREZRERFTDICE,. ROFIEILCHVET,
#MUVWR—RIIOERKICT -2 REREZEEF TS ICE

1.

TF—RREHREICEIET B ET, the section called “V T T R—ZI)LDER" "1 OFIBEICH>T
R—BILZERLET,

ROVY7EIIXZ1—HES5TF— R RERXREZBRLET,
R—ZIDERZTT T Sthe sectioncalled “D I T R—ZIIDER K, T DATY T &R
TULEY,

MULOWR—RLZERITDEEILT—IREREZERTRICE, ROFIBICHVEKT,

FMLUVWR—RIIOERKICT -2 REREZERT DI

1.

9.

TF—RREHREICEIET B ET, the section called “V T 7 R—ZILDER "1 OFIBEICHK>T
R—ZILZERLET,

ROV FREIAZ1—HE8TF—2REREZBIRLET,
MENDKRTR (ME) EHRB (A7) ZAHDLET,
AFAVREDT T AN INEREZTBIRLET, UTZERETEEXT,

s IXNTOTF—REOBREEDOLARIL
- MELZBERTD RXA>

BR—RENTVWBRRATHASR—AAVTAUVRET—FBZBRTB D, DARLT—ZE
ZERLET. BEREP RXAVHAADLRILEE, F—RBZEZFA—N—F4 RZERETE
x9,

LR—NBORT (A7 32) ZE&MLET,

FTTLES, [Save] ZBRL KT,

T—ARBEREOEFRZVZBERL, ROVTEIIAZ1-AS5T—2RBEREZERLE
9o

R—B2LOERFIEICSIEHRER>T, R—RILOEREZETLET,

TR REREZHEMN TS 95
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Amazon WorkSpaces Secure Browser TTF— X REREZwRET S

WorkSpaces Secure Browser TTF— X REREEZRMETEE T,

F— A REREERETSICE

1. https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/ ¢ WorkSpaces
Secure Browser AV — )L ZHE X T,

2. VANEZLI—A5, F—2RERELHRETH T XREREEZBRLET,

3. AHI. A, FTAILRERE, T—RE (HR—PELERBHAZL) ZEFHL., FELARILEL
FERXAA—N—F 4 REZBERATEET,

4. [RE] ZBIRLET,

Amazon WorkSpaces Secure Browser TT— X R EBREZHIBR T S

WorkSpaces Secure Browser TT— X REREZHIBRTE X T,

TR REREZHIBRTSICE

1. F—E2RERECEENSTSNER—RINIHDHEEE. T—2R
BEEN T EBIBRTEAIMBENHVYET,

2. https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/ ¢ WorkSpaces
Secure Browser A2V — )L ZFHE X T,

3. VARELI-NSHIKRIZTF—RARBRELT—IREREZERLET,
4. [HIRR] ZBIRLKT,

ﬁll
Xa
filt
At
g&
»
<
)
=
()
Ht
<},

Amazon WorkSpaces Secure Browser TD 75> RAARZI A A

AT7INER, TFARNIATOY, FARNEZEETZ LT, IV RI-Y—ICRFEhDY
AVEREO—REBEZNAZIIANAXTEERT, 70 FAVTONAEIARAE, BBOT A
TATACR2E—BULEIVARVUIVAZERTEIDICRIUEET,

1
=

\" \

BE:

TI20FAVITDOAARIARILEKY), A—HF—TO9ARYIVAOUNTOREZ/N—YVFF1XT
XY,

TEAREREERET D 96
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- EDaF7IEXE-OD, 77D, BigZF7Y7O—RL, 7S50 RTFATFUOTATAICEDE
THZ—7T—~NZBIRLZET,

s TFARNIVTIOY -DINALXY =D, TZIOHRTORA NI, TOHOATa>oF
FARNTA—=ILREAAZRIAALT, Y4470k TTSVROBZFZHFBLET, &
EDT7A—=)IRIZCHAAZLATFANZEELBEWVES, F7XILMNOTFARNNEAENET, &
MIZDOWVWTIE, Tthe section called “NAZRIAAHARTA2") BBBLTLIEEV,

c MARKN (F7>3a2)- v arzRBRIBIEICI—H—HIFERIILEN HHEBOFARY
ZEMLUET,

® Note

R—BIDORAAVEBEHAZIAARTDEETEET, SFHMIZDOVWTIE. Tthe section
called “DARLRAXA2") ZZRLTLKEEL,

N =
c R=BIDTZV RAAZIAXDEE
« DABRAZXHARZA>

R—BILNDTZ2 RARZI A XDRE
48
TS5V RNARIARERETDHA:

s EJATIERETFARNERG, Y1/ VERAEO-—REEOMAICERAEZNET,

« 7SIOHRTICZE, HARLAT77EIDVERA NILARRENET,

c FLLWEYSAVERKIDE, IV RIS —ICHARINAAOEENRTRENET, BEL
KO2TR, BEENFRRENDERTICHII DD EANBY KT,

« MARWAREETNTVWRHEE, IV RI-Y—-RBANI—I2TEy>a>zRKBEITHHICHA
BROICAETIZENHYNET, BV IV 0RBRKICEFENZ ZEICERELTLSEEY,

BIiR SR

BT DHI:

R=BINDT 52 RARZI A XADERE 97
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s R—BRINBREEZEETHILOICHERT IV LA TN BB ZRABELET,. ", 28RBLTLKE
& Lithe section called “AWS Y Zx— RR1) 2 —7,

- ODHFICHLT, 75 RF7EY N (@A, 77D, BEE) #%(H L £ 9 the section called “7
ABZIARXHARSA27,

R A&
To20FAVITDHARAEII AR ERETBICE. ROFIEICHVET,
1. https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/ ¢ WorkSpaces

Secure Browser AV =)L ZHZE X9,

2. [WorkSpaces Secure Browser], [JI7R—ZJI] DJEICBIRL, "WEKOV I TR—2) &R
LET,

3. R—&ZIIEERL, I—H-RBEXTEBIRLET,
4. TIVFAVIOAAIIA AR LD 32T, REEBRLET,
5. BELZISLUT, ATOEI> IV EHZELET,

s AVFUVYITFAR-IXNTCOEZITIILER (&t0oO0d, 77>, A7 32 0EK)
Z#7Y70—RL, h7—7—E2BRLET, O—HINAVEI—REEEF SINTY D
57740V %ETY7T7O—RTEET, SSNTYRODTIVELAHFTDOHREICOVWTIE, T, %
SR L TL & Vthe section called “S3 /N7 Y KO T V2 AFFAIDERE",

s TEFARNIFAR-YAUVAVEHEICRRENDTFANEDARIAALET,

s Y—EARXHIF AR -FA723>2>T, IV I ERITIVENFHHEFHZEMLET,

6. [Savechanges] (EEORE)ZIVYILET,

BHARIAARAT I OFMICOVWTIEE., T Z25B L TL & Lthe section called “H AR Y
ARXHARZA7,

SSNTY NDT UV EAFFAIDKRE

OV 1—8ASEETSVRITANETYTO—RTBEE, S3NTY NASBEOAT
SIONEBRTBOLEETEET, S3NTY RASETITILES (2to0d, 77E3>,
B D77 ANETY 7O—RTBEAR. S3NATY MNOBYRT I EAFTEREL T E
Ve

BUT7AIVRTSIATZIONERRTS
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IAM 1—H—£ =@ O—LICT S RT7EY REEE/NT Y NCKT Bs3:GetObject 7 7 A
TATTLHBBE. EMOBERIBESEL A,

BIOTHIVRNDSI AT TV NDER

BlOAWS THORTSINTY NEBIRTBICE., V—ATHIRNONTY RRUS—EER
ETNIVROIAMARIS —OWAEZRETIHBENBYIET,

NTY KRRV —0F (V—ATAI2B):

CORIVD—%Y—=ATHIRDSINTY MBRALUET, 123456789012 & EBET H
NIDICEZE#Z. source-account-bucket-name ZEZBONTY NBILBEBRZET,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowCrossAccountAccess",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::123456789012:root"

b

"Action": [

"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::source-account-bucket-name",
"arn:aws:s3:::source-account-bucket-name/*"

]

}
]
}

IAM RS —0 B (BEEBETHI2B):

CORYS—%EBETHIND IAM I—H—FLEO-IICTRYFLET, source-
account-bucket-name Y —AT NI NOEBONTY NBICEEHTRAET,

R=BINDT 52 RARZI A XADERE 99
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowCrossAccountS3Access",

"Effect": "Allow",

"Action": [

"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::source-account-bucket-name",
"arn:aws:s3:::source-account-bucket-name/*"

]

}
]
}

OOATHIRNTOEAOFEMIZ DV TIE., S3 Access Grants cross-account accessy 2B L T
<EEV,

NABIARHAARZA>

BAAIR=DEO—RR=DDOTZV RERETFANEZEHLT, IV RI—HF—0OH 124
EO—ROIVARYIVAZAAZIIAAXLET, OOXBELEOED 1T ERZLEEL -
W, DINALXY E=—IRAYA—BEDTFANERZREL LY, AT723a>Teyaz
FHIRHIC I A EEITIHBENHHIFARNEREL LY TERY,

Exrﬁplr

Welcome description. Use this
brief message on your sign-in
page. Max 150 characters

Sign in Page Loading Page

NAZIAXHA RS> 100
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ATV ITFAR

BEEHA R

£40d

OdfY1 4 EEEO—REAICRREN, I—H—TIARVIVALHKT-BELETZ>
TAVTERBELERT,

Exmplr

Company Logo
Company Logo

Sign in page Loading page

s BR—RENTVBFH: JPG, ICO, Eizlk PNG
« ’RR77AI)YAX:100 KB

92
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3Gyl d Exmplir

c BEBOINUI—Y3Y (BEBBYAZANAEL) FH550F. BRULEBENSELDE
BAOYRNSARERETDENEBRLET,

LW
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s OJOH A XZEETREER, TARVRMEZERLBVTIEEL,

s BEICELK YA ARETNATVAVOOLRZ, EATVWARSICRADAREMNIHD-HEALE
Wtz L\,

7Y

J77EOAVRTZVHRTICRTENDNEBTAIVT, BHORVTVWRRTETTTUT—
2aAVEBRITEIDICRILEERT,

o

NAZIAXHA RS> 103



Amazon WorkSpaces ¥ 17754 BEEAAR

e HIR—KREhTWBER: JPG, ICO, £/ PNG
« ZBXK774I)Y4X: 100 KB
s HBEhDTARY N 111

B -FAT7> 3>

BIEEINTOEHICDLESZERERELTHEL, REXRVDOHIEZITIIVARIVIVA
ZRBALET. DARLBEZTYZ7O0-RLEVEE, UTERTTF7AII NOBENFEAEhE
T AVTVYDHRARTELZHTD B, 77V REZHTEITDAAXA—TZBRLET,

Wallpaper

Wallpaper will be the same across all pages

s HR—KRENTVWBER: PG £zi& PNG
« BRR77A4ILH 14X 5MB
 HRENDTARYT N 169

s HEREThDHRDHFEE: 1920 x 1080

92
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Welcome

Sign In Header

Description

s BIROOADTIUVEHFRZV, BPTERINZAMNDEBRRLGEP T LEGZEALET.
s TFANDEBRICHDED—EEHZEITZ O, T7UVEY MNTFANBEZRIFTL TS EE L,
s TSURAT—EF-N—-LAZFEALT, AV RNFANERAPTEEMEEEET,

LW
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« BEEBTFANDIKERT, ED—, 88, FLRIEFEOAX—JZFERALZVTIEEL,

« BENICEMBA X=X, TUEY MNENETFANMETHARPTVFIRAELD LS B2H
BEBBOHDAX—JRFEALBEVTILEEZL,

s THBAVKRFARNBLTERASTFARNEZXYZ 2O, BEFIEAFELZVTIEEL,

NZ—7—%

722, KRB, BN ERBRIBZDAD VTN XEEBEVWT—YZEBRLET,

c FAMT X -BLERICKET, BVLRETHERIZCECIVVTRIOANZANZRMHL, B
NEBEZERLET,
« A—UT7—X-BABZLVERICRET. B¥I<, BAVRETORSFILEZEBRBLET,

92
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Hi! all

Dark font Light font
theme theme

Use this on light Use this on dark
background background

s BRER/BREOBABZIAVNTANZBRALET,
s BRVERICEBVENT—NZHEALET,
s BLWERICEHIVEDT—NZHEALET,

LW
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s AX—DXEMBEEOLIZHDZVWI A MRPEVT A RNEZEL,BZVTSEEZL,

TEARNIF14 X

TF¥FANITFA2ZERATRE, IV RI—Y DY A VA VEHICRRENDTFARNENAEN
AXTEET, F7IVTFAVIDAARAIIAREZBHICTBRICE, 2BLSEEL 1 ODOFHEEZEMT
PUBNBVNET,

FHRI1I-—Y—05HE8: 75U EBREEREL, 750F1TNEBTRELLEBE. TOE

BTR—FIR—DERRLET, 77V EBIRECESETHEVEEAE., 72 NTHEE

(en-US) A"EAENE T, HEZRELTVEVEEE., RELLEEENSTILT77RY NEICEY]
SENERATIhET,

JE—RI—H—0FE: U0ty > 3> OFEREN 7 Z T Cookie LRFENET, %@?
BABREENLETSZOFAVTOERILHDHER. TOSENMMERAEIETT, ThN0E
BU7#—INY OOy JICHVET, MAARRERIFETE (en-US), REBETILT7RY I\ll[E
ICRHDICRESTNIESETT,

ROOT—) (EF/I—R)FHYR-—FEhTLEXT,

. R4 YEE (de-DE)
« HEE (en-US)
o« ANRA FE (es-ES)
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« BZAFE (ja-JP)

« BBEFE (ko-KR)

« RILNHIEE (pt-BR)

- FEFE - BEF (zh-CN)
- BEFE - Z2HF (zh-TW)

EFI1VTALOBANS, ROXFREINTOTFARNTIA—IRTTOYIENET,

.« < (KiE)

> (GREATER THAN)
&(TINHUR)
"(ANL—=RTPRAKNOT 1)

TNV OTAVOITOHYTS—T)
~(FILA)

\(NYDOAZv1)

7209 R2TORAKNIL

TSI RTIIRRENDTF AN, K25 XF,

Browser Tab Title

Exmplr Secure Browser

LOAX>F—=>32
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BEORTHIRAVTVWRBETERAMND LS, E<HEBZIANILZFEATHIEEZRELT
<EEL,

&S EFNOHHA

BAVAVEETOREOIOHELFHHA, &K 150 XF.

Welcome description. Use this Signn Starting font sizing
brief message on your sign-in i o

page. Max 150 characters

Welcome Description

Welcome description Adapted sizing to Max characters

LOX>F—=>32>

AR TLTRLEHIC, TFAMSHRILTHEET, RUTFANGIEBT 22 M A XICH
BRNICAT—IEh, BEWXYE—2RF&KVBEIUDESICRRENDZEICEFELTSEZL,

BWwabgtwo>ar
BUWEbEBREY -FT7> 3>

BAVAVEHOBVWEDEREOTFAN, ZANOERICTDE, "BAVEDEL AARTEL
x9, A 30 XF

BULWabhbeU> o -A7>3a>
A AEHEOBRVEDEREOU D, REFEHRATEEXT,
e 1—Y—%DJITR—JICEETS HTTPS URL

e mailto: I—H—DEX—=INIOZAT > NZ2H< OO D

ZHOXRRICTDE, BLEDEREZVBIEEHICKRRENESZY KT,
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Contact Button

LOXYF—2 a3
FEANFES L, BAHICE 2~3FICLET,
YAV aY
PAUAYAY R — AT

OUAR=DDYA2A2EI2A2OAYE—, ZADKRKRICTDE, ™A1 AIRRE
nEXT, &K 100 XF,

BAADDBHA-FT7>3>

A4 a>0OFBATHFAN, ZTHADEXRICTSDE, "WorkSpaces Secure Browser 2 ¥
2AVIEHAUAT ) ERRENET, &K 250 XF,

BAADREY -AT23Y

BADADREVICRTRENDTFAN, ZHOXRKRICTDE, A4 FRREIET, &
KR 30 XFo

NABIAXAA KF1 > i
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Sign in Header Sign in description

HREIH

* TFAMEIELSLZERT,

C AV VREVE, R—RLBCRES AL D 7ONMF— L1 —2FBT 2L EER
LTLEE W, REVFFARNENARIAALT, BEOID TONAH—ERMTBEN T
S

O— ROFEA

O—REECTEAPICRTENDTFAN, ZAOEEICTH L, Connecting...s ARFENE
o &K 300 XF.

Loading Description

Loading screen

LOX>F—=>32
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COAYE—2REYSIICOO0-RFICOARRFEND O, IV RI-YF-—RBFThEHmH WD E
BABZVWAREN SN ET, RKLITEBZVWRSICLET,

MARKW-F7>3>

IVRI—HY—HNFANI=—Z2Ttv2 a2 zMBIPRICERERICEBTIHEN HBHFARN
BHABRIAARTEES, COOAVTVIE. Markdown 774 )N ET7Y7O— RT3 D, HMHAHK
® Markdown TF 4 2 AL TEBMTEE T,

A ALK T R E, U —EAFARNAIRRENET, Secure Browser v > I ICEDIC
&, RF2AXNEEEAVO-IIL, "HEFE RXZ2VVYVITBILENf HYVET, 1—H—N
"B/, 20)V09dE, YA A R=DICUAAL IO RENET,

ChEATYIVOBRETHDECEEL T LS, MARNEBNLZMES, 1—Y—&Y
A4 BICEY AV ICEHEEXRET,

HR—REATVWE T+ —T Y N

s EXNBTFANARAI (KF., fH4K)
« ANYHA—

c JEFENSEVANEIERZLUARN

- 7AOv OO A—hN

« KEH@OFLE

« DUTINBBEEERT

EF1UT10EH, ROEBRF7OYVEhET,

« AVVUZFNED—RDOELT

« 7F—LXiframe BEDA VRS ITATBRER
 ZETHRWVWORNINLETT7AILNA

« HTML B E A XA

« ANEUOET—TI

MARKZ7AILOH A XIE 150KB ZBA TR BESBVIEIDERL TS EE L,

NABRIARXHARZAY 113
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Amazon WorkSpaces Secure Browser T® WebAuthn VX 1L &
N R—bkDBERL

/A Warning
WebAuthn UA AL I KN, A2 —FXY NTIOERADNBEHICHE>TVWER T SO EYS 3
VTDHMELET, R—RILDRY ND—UFRET, WebAuthn BEEN BYIICEIET S 1=
DA R—FY NTIVEANFFAEThTVDEE2BRELET,

WorkSpaces Secure Browser &, VE—KN7SOH Y2 a>HATTFIOEAEND VI THA b
M WebAuthn (U T 78R8E) Z2HR—KNLTVWET, Chic&kY), I—H—I& WorkSpaces Secure
Browser v > a>ZMELA&A S, O—AHILDOFIDO2 X171 F—, £4FRME. 75V
N7 #— ARG EEEFERA LTI /A NERRAETEERT,

® Note

WebAuthn VA 4 L 2 M&., Google Chrome 136 (BAF&) & = & Microsoft Edge 137 (LARg) &
FATAI RI—Y—HNFERATEET, COBAEIE., Safari X Firefox % & @ Chromium

DADT I TRERTELREA,
WebAuthn UA A LU NBERBDICTSICIE., BEEEIUTOAAZRETIHNENHY)
x99,

1. R—Z )1 —H—5&E - R—FILFZET WebAuthn UXAL I NZBMIZTS

2. IV RI—Y—0O—AILTZIHR) S —-WebAuthn VR AL I NEFATTELS
(2. 1—H—F/VA4 AT WebAuthenticationRemoteDesktopAllowedOrigins 7 Z 7 H7R 1)
S—ERELERT,

NEY

« R—RILEXET WebAuthn URAL O RNZBMICTS

« WebAuthn QO—AINT ZOH RIS —ORE

« DE—RTZUHEYZ 3 TO WebAuthn UEALL I SO
« WebAuthn UEAL O NOBBEORNZ TN a—FT127

JITRIADVEAL YN 114
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R—ZI)ZET WebAuthn URAL IV NZBMIZTS

VE—RNTZOHEYIVHTTIRAENLET I TH A MO WebAuthn US AL U NZ2FRIC
FTRICEFE. ROFEICHEVET,

1. https://console.aws.amazon.com/workspaces-web/home?region=us-east-1#/ T WorkSpaces
Secure Browser A2V — )L ZFHE X T,

2. [WorkSpaces Secure Browser], [VI7R—ZII] DIEIZEIRL, DI TR—FIL%ZERLTH
5, [fmEE) ZBIRLE T,

3. A—H¥—-REEIZIVIIBHLFET,

4, TA—H—TORAHTL T, R—2LEYLILTO-NAREOEREFTIS, & TH
T CBELET,

5. REZEBRLTREZEALEXY,

WebAuthn OO—ANT SO RIS —DHRE

R—RIBET WebAuthn VA AL IR EBMCTZ LT THL, I—HF—0O—HILF/NA ARE
JDE—RN7ZOHEYy > a>Bo WebAuthn VXA LV NZFRT2RSICO—AILTZIHRY
D—BERETIHLENHYVET, CORERIEE, IVF—TF7/M AREOHZEEF ITEEEICK?
T. BYOD > FUADBERBL2 01— —IC&k>TEEENET,

TZOHRIS—(ZIk, J—2 3> MO WorkSpaces Secure Browser > F Y
RXAHFEENTVRBUENHYET, V—23aVICETVT, RoFUD Y
ZWebAuthenticationRemoteDesktopAllowedOriginsRU < —ICEBIML £ T,

https://<region>.content.workspaces-web.com
Bl ZF, us-west-2 DFE: https://us-west-2.content.workspaces-web.com
REDREF R, IVE—TSAARETT SV ZEETSH. BYOD I-H—AILESDOTF

NARZERETRINICE2>TERYET, 7ZUHRUS—OFEMIC OV T, Chrome Enterprise
R —RFIXNE Microsoft Edge AR — RFIAX T N ESBLTLSEES L,

(® Note
RUD—2BMCTRICR. 75U 0OBEHI BEICEDFENHYET,

R—RJLERET WebAuthn URX A LI NEBMICTS 115
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DE—RNT7SO%tEYy>3>TOH WebAuthn VAL I NDOEH

R—RILERET WebAuthn URA ALV MAEMICEY, O—ALNTSIHRV—HNEREENhD
&, 1—4—I& WorkSpaces Secure Browser U E—RN7 S0 EY>a>RNOIITHARNT
WebAuthn FRALZERATE X T,

A—H—k. UTEEALTIVITH A NERATEET,
s O—ALTFNAACEHEENIZFIDO2 EF1UT 1 F—

« NA¥—
« Windows Hello ¥ Touch ID %D 75 Y N7 #—AFRE

WebAuthn ZBFE7’O Ak, VE—NT7SO¥EYZarhs1—HF—oO—hILFNA RIS —LA
LACEEE N, UE—RTZUDVIREBEOEF1IVT A LORREZHBFLEN S, REBNR
D—RLADAZRHLET,

WebAuthn UE ALYV NOBEORNZ 7L 1—FT 127

JE—RNTZIHEY> 3> T WebAuthn VXA LI NOBENREL AR, XONZTIL
DA—TFTAVIATY T FRAL TR BBEAEZRELTHERLET,

Ky o

« WebAuthn UA AL 7 NA#EEL 75\

 —HRNBTIZS XYt

WebAuthn DA 4 L o RA#EEL 72\
WebAuthn S2EE7’' O 7 MO RREShBEVWA, #EEL ZVWIHE:

1. A—H—T O EAHFADR—FILFET WebAuthn XEMICE>TVBREZRIBLET,

2. chrome://policy =& (C#¥Bedge://policylL, ICU—23>0272Y URL
WebAuthenticationRemoteDesktopAllowedOrigins A EENTVWB L EZHRT DL
T, O—ANTZIOHRIVI—HNELKEREENTVR L EBRELET,

3. T7ZIHD/N—2 3 A Chrome 136+ F/-ld Edge 137+ DEHZE/I-L TVD & 2R
9,

4. BIOFBEE (EF1VTAF—TTY N7 #—LFE) 2EALTTANLET,

WebAuthn VA 4L 2 MO ERA 116
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EEHAR

— N BT —Xyt&—>

AT, BB IS—XVvE—2JEF0OHRETT,

WebAuthn DTS —X Y —2 EBREK
IS—Xv+t—

Amazon DCV WebAuthn D& 14 L U M & &
DOTARZRET TEEREATL 2: Webauthn
DHEALORNEITATRTHR—RENT
WEEA

A7 NERRENEITH . O—NIEREE
Y TEEREA

Amazon DCV WebAuthn D& 14 L U M & &
DOTANERTTCEREATL L GEAER
AEIDAREORXAOBERAGERZ RX A
DB T4V IOATREVS, BEORXSA L
ELL<HYELBA, TDER, VL—LEhi
RP ID @ .well-known/webauthn 1J ¥ — A O EL
BICKBLEL L,

ARL—=232HFBRALTIRNLED, FFAIE
NELBATL L, https://www.w3.org/TR/web
authn-2/#sctn-privacy-considerations-client %
SRLTLSEEV,

R R

HR—REhTWBTSIHFEN—T Y
(Chrome 136+ £ 7=k Edge 137+) ZFEAL T
WBELZHRELET,

Amazon DCV WebAuthn D& A4 L & iR
BENVE—RNTSOHICAAN=I)Eh, &
MCELPTVWBREEERELET,

D&V . WebAuthenticationRemoteDesktopAl
lowedOrigins O—AI)L 7 ZOHR) S —FERA
ThFEBA, RU—ZRFELTEHL, OV
TOYRXAEFAILET, 75VHNER
BLTWACLZHMRALET, EEZEATS
IZE, FILWEYSD IV EZHRTIHLENHSD
BENBHYET,

ZOIS—IE. (1) DCV WebAuthn U 1L &
NLRMEEN A VAR =ILENTLVEWVWAEBM
CHE2TVWEW, ) I—Y—»REa7O0>7

NeF+>otILTD, 3)I1I—F—HFtFfal

TAF—ICE2EPINZEAKLTD, £EE 4)
A—%— 707 hZE8ELT, VDOIAL
FEALTINUVESBECRETD AN H
VET,

WebAuthn UK A LI KNDRNZ T 21—F142T

117
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Amazon WorkSpaces Secure Browser TOY —)L/N\—12 MO—
IDOEE

Y=IN-A>hO-LZ2EATRE, LTOAFT>a2veEgd, IV RI-—Y—tv>a>oYy—
IWN—RRERETERT,

- B
s JUYTR—R:BMCTRE, EHMABI MO (AE—DH, YR TOHK, &
TOMA) ICLDIE—/BEYFTZHATLET, EMCTDE, PAOAUHNERTICEY, V—
IN—DERANBEILEENTT,
« 77AIMEE BMCTRE, EHMABEINO-IL (7Y 7O—RO&K, FT72O0—RO
k., RIEEZTOWAE) ICRDTTAIINARL -3 ZFHALET, BEMCITDE, PO
FERRICEY), BENBHLEENET,

* XAV BMCITRE, YA VOERANFAEChET, BMCIDE, TAAVHAERTICEY
EC

* VITAAZ BMCTRE, DATOFERAFTENKT, BMICTDE, TAAVHFERTR
IC78 &Y,

c TATILEZZ— BNCTRE, FATILEZZ—OEAZFHALET, BHICITHE, 74
OAVHERTICEYET,

- 2EERT AMCTRE, 2EEARTE—RIFTENET. BYCTHE. TAOAVNER
RICEY)ET,

« Windows: BMICT R &, T4V RUBEOBBAFTEINET, BHICIDE, PAOUHER
RICEY)ET,

"

* AXAE
e V=IN—"FT—X:FAMNE—RFLZFEF—IVE—ROXRTEHHLE T, REICKY, IR
1—H%—7—XO> MO—INHIBRENE T,
e V=)IN—0DRE: Y —IN—DORYFUITREBERLFTFRY FREZERELET, REICK
W, YV=ILN—OREICHITBZI I RI—HF—DFHENHIBRENET,
- RABBE: FREChBIBRARTHREBEZERLET, 1—F—R@F. COERETILHEHRETO
REBEODKZEBIRTEET,

V=)N—0nId>sO-) 118
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R—BZBILDOADAZLRXA 2 DERE

WorkSpaces Secure Browser R—RIIDHARLRXA 2V ZFZEL T, F74ILKNDODKR—2)L URL
TRE<SHMEORAXSVEEZFEALTT IV ERAZEMICTETY., COMEZERATIE, HEnT
SURICE2ERXAVEFEALT, KRVKEEEhEIVARVIVAZ 1Y —ICRETEEXT,

BE.

NAZLRASL S EEATEHE, I—H—TIARUIZAOUTOREE/\—VF 54 XTEE
¥

« F7SURR—=EZILTIERA-I—H—. FT7FILROAWS IV RRAMNTRAEL, BB K
XA ENLTR=ZIIZT9EALET,

c —BULEI-Y—TI0ARUIVA-HBBICE LEVEBhLERXAVEBZFEALT, 752 R0
—EMEHERLET,

(® Note

R—BINONBET S RERXRENAZINAATRICE., T, #28RBLTLKIEE Lthe
section called “7 5> F 4 T DHAAZIA X,

=Ry
« R=ZINDAAZLRXA 2 DERE
o« NARLRXAVOBBONS TN 21 —F1425

R=BILDAAZLRXA 2 DFRTE

148 &

NAZLRXA Y ERET 254

¢ DAZLRAAVEFEBLTUN—RTOF S EERLTREL, R—ZLIY RKRAV MRS
TAYOEL—FAILET,

c A—Y—&, F7FILBOR—ZIIYV RRLABNTREL, DAZLRXLZZHLTER—ZI)
7 OEALET,

- SSLAIAER. 7OLALARTREBERERERLET,

NAZLRXAZ 119
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BIR SR

NABLRXAZZRETBHEIC., UTZHEL T EE L,

« Amazon Route53 %M DNS H—EA7ONA A —Z2BL TEEBITZ RX (A&,

« WorkSpaces Secure Browser R—Z )L, R—RILOEFROFMIZOVWTR., "1 ZZRBLTLKE
& Lithe section called “U I 77R—% )L DIERK s

« AWS Certificate Manager, CloudFront, 8 KU DNS SR EZEEB T B LHICHERT I EAFITH
HBD_EEBABLET,

/A Important
A—H—F, BUBR—FIIBEEZRBRIDEDHIC, TIIVHFTHARLRXSAOH—K
IN—T 14 — Cookie ZBEMICTIHBEN BV ET.
R=BZLOEFI1VT 1 EHEEZHFIDLDIC, DARLRXAZ2EZODNS LO—R
ZAABL, BYJICEBELTVWA & 2HBELET,

(® Note
NABLRAXADOI VTN A A RBEZBNCITBICEK, 1—H—RFTFIHIC
1.0.2505.6608 LABED/N—= 3 > THRMEEZ A VAN —IILTBIUEN BV ET,
I—H—DNR=—BFINIHA2A42FDE, HRBEZSA AR —ILTDEDIIROSNE
T, IREBED I —H—TOARVI AOFMIZDOVWTIE, Mthe section called “> > 7))L
YA AR 2R T EEW,

FRIRTT %

HARLRXA W, HILWR—RIILEERTDEE, TLEBFEOR—RILEFETDEEIC,
R—BINEBEBHELUTERETEELTT, chikx. AWS OV —JL. SDK, CloudFormation, & 7(&
AWSCLI ON> RZFERHALUTEITTEEXT,

Amazon CloudFront 4 ANUE1—>32%, DAZRLRXAZHS WorkSpaces Secure
Browser R—R LIV RRAVNINZ 74V 0N —TFT42T7FTHIN—-AT7AOF>ELT
BLEEHBMOLET,

Xa
it
<
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® Note

Amazon CloudFront ) /NN—RZ7’OF >V J1—23 L THBETAETTS, RKED
N—A7OFHEEFHTELT, Amazon CloudFront DY N7 Y 7FIBETEHAETNT
WBEDIZ, BEBAFIDDEF YYD IDREZFBLELTVRDCEZBEBLET,

CloudFront 2 U/ N\—A7OFELTERETS
DN—A7OF>OREETTITBICE, UTHBRETT,

« ( AWS Certificate Manager ACM) Z 41U /= SSL fEBEE

« Amazon CloudFront 4 AN E1—>3>

« DNSL—R

« DARLRXA DV TREESNER—ZI

SSL FEERE

FEBEVEEREK., ATOFEICH#>TACM ZBLTUIIARNLET,

1. TACM >V —I)LICBE L & 9 https://console.aws.amazon.com/acme

/A Important

CloudFront CRIEIAEZ T CICRETIHLEN HD -, KERZ (N—2 Z 7463
)—>aaERLET,

2. AAHBEZVIIANTS:

« LWACM A—H—0F& AHECTOED IV THEITS ZBRLET
- BFOACM A—H4—0BE& AAEOVITIANEZRRLET
3. "NTUYIRHEOUIIAN #BRL, TAABFOUIIAL ZBRLET,

® Note

BENIHEZAAR—RNTDEETEET, FHFMICOVWTE, "TACM I—H—HA
Ry O TACMADIEREN A R—h ) BSBLTLSEEL,
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https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
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4.
5,

6.

T4 RAA B (B Emyportal.example.com) Z A DL ET,

RIEAFEZZBIRLET,

* DNS #&3E (Route 53 1—H'—ICHR) - KA MY —=2TOLI—REY hOBBEREZFAIL
9, FMAICOVWTE., "TACMI1—H%—H4 R, ® "DNS#&ify Z2Z5BLT<EEV,

s EX—LERE-FHICOVTRE, TACMI—H—H4A4 K1 © TE X—)L#&GE, 288 LT
2EW,

REZWEL, MREEUIIARMZBRLET,

CloudFront ¥4 ANJE1—>3 2

HABZLRXAUDER—FZILIVRIRANCVIOIARNEZ7OFS 9% CloudFront 74 AR
EJ_:/E\/’d-'.ﬂEﬁibf?o

1.
2.

3.

4.

T CloudFront 12V —JLIZ® B L & 9 https://console.aws.amazon.com/cloudfront,
[F14ANJUELI—>32&EK] 2BRLET,

s TAANIELI-230F: FAANIELI -3 VOEBRZADLET
« FARANIELI=23 84T B—DITTHANEEGT TV

(® Note

DARLRXALAHELU AWS PHJ2 h® Route 53 TEEBE N TWD5

4. CloudFront & BEIHIIC DNS ZEEBTEE T, DAZALARXAEANL, TRX
AR, BVIVYOLET, BIODNS 7ONA T —D RXA DN HDEEEF.
DATYVTZAFY T ULTETRASMVZRELET,

1

"

SUREEBHELET,

1

Z)

« FUDUERAT Z D

« DAZLFID:R—Z) I RKRA>2 N <portalld>.workspaces-web.com Z AN L &
¥,

C AUDUNR BOERELLET (FTALR)
AUSVBERENARIAZXTS:

c HAZLAY R —%EENTS
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/A Important
NABLRXAZVENUVIER—ZRIILTIOEARK, COANYHX—=HF7OFVIITAN
ICFETRIHEICOAMELET, AVA—FBEEN, BETATVDESY ICER
ICEEENhTVREEZRRELET,

« ANV A —%: workspacessecurebrowser-custom-domain
« B: HAZRLRX A2 (fI: myportal.example.com)
« Z7OKJJL:HTTPS @ &
« HTTPS R— K: 443 (77 # )L N £{315)
« BNAUDFILSSLZORNIIN: TLSVI2 (T7 # LK)

s FVDUIPFTRLARA T IPv4 ®H (Amazon WorkSpaces Secure Browser l&, C DEE
HA4 ROEREEIC IPv6 ZHR—KLTVEEA ).

5, FYVIIAREENDAZIAALET,

e E21—7—7OKR3INLKRIS— HTTP ZHTTPS IZUA AL I NT D
« FAIE B HTTP XY ¥ R: GET. HEAD, OPTIONS, PUT. POST., PATCH., DELETE
- ¥+ v 1K) —: CachingDisabled

« VDO T ARNKRYZ—: AllViewerExceptHostHeader

/A Important

NARLRXALA BNV ER=BZILTOEAG, VSV IOTARNRKRI D —H
AllViewerExceptHostHeader IZEREE N TV R BEICOAMELFE T, BRINFTT X
S, CORV—RBGUVIIAMYIYA—DSHKRAMNMYA—OIZETAIINRIT
L. BYVOIXTOAYRX—BEFUDUICELET,

6. HEILDLUTWAF ZRETEXTN. CORENENTREMXELY)EEA,
7. TLSEIRAZEOEET, AFY S 1 THERLE TLSEIRAES#BIRLE T,
8. REZEMHIEL., FAANIELI—30EKZBEIRLET,

DNS LOJ—R
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7J'7\I\J HEU AWS 7HO 2 NMZH B354, Cloudfront & Route 53 ® DNS L 1— RZF# L
T, BEENERXAUDSATYT 2 THERLETFAANIE L= NS T74v 0 %) —
TAVITEET,

1. CloudFront EREICEEH TS
2. TRXA>%& CloudFront \ICI—FT 142052, 20UYOLET,
3. "I—Fa4200z288NItEY NTY TSI, 20UV OLFT,

|J(D'U' EAZ7ONAZT—FEGEBROAWS THIRNODHDARLRXAIZDNS 25%ELTWS
BlEk. RXAMOORNZ 74y 0&2F4AANIELI—23 2N —TFT1429F5&52DNS 770/
451 ERELET, XOFIETIEE., Route 53 ZFRAL T hETSHFEICODVTHBALET,

1. T Amazon Route 53 112V — )L Z & ¥ 9 https://console.aws.amazon.com/route53,
2. DNSEEBIZTIVEALET,

« ZMDAWS 7HJ2 NT Route 53 ¥ THEATBHEEE. Amazon Route 53 OB ER—
HNHAEET, DNSEET, SIT<HEB ZERLET,

« COAWS 7HINTRoute 53 ZLEIICHERALECENHBIBEE. KOATY TIZEH
x99,

3. FTEY—232ARA>2 T [Hosted zones] ZiBIRL £9,
4. FRARNY—=NFFEEBVBEREFERLET,
s AVE—FRYNRNTZ T4V 0% )I-ALCIL—FT 12T F2IC1F. Amazon Route 53 T
OYN—HAR, O "TNTDVYORARNI—2VOERL BSBLTLIEE L,

c VPCTRZ 7149 0%)\N—FT4>093IZIE. Amazon Route 53 FAROY/N\—HA R, @
P SAR—=RNERARNY =20 22BLTLSEETL,

5. RANY—IUR=IT, BEBITDKRAMN—VOBHEERLET,
6. [Create Record Set (L 1— R+t Y NDO#ERK)] ZBIRLET,
7. RAXAOIVN)ZMERLET (fl: myportal.example.com),

e« BAL T A-IPv4 7 RL A
e Alias (TAUTRA):HY)
e TAVTAZX—4"Y N: CloudFront 4 ANJEI1—>32 URL

ENREFIXNTTF7AIILMEORRICLTHEXT,
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https://console.aws.amazon.com/route53
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zone-private-creating.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zone-private-creating.html
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k

® Note

Route 53 2L TRXA> DO DNS Z2BE L TV AVEFEEIE., DNS H—ER7ONAF —
ZEAL. RXSA>%ET DNS I KM% CloudFront 1 ARUE1—3>20 URL I
BMLET,

F &, X® CloudFormation 7> 7'L— K Z#H L T CloudFront ¥4 ANUE1—2 3> 2K
TREETEET,

Z ? CloudFormation 7> 7'L— KNk, CloudFront 1 ARNUE1—>3a>#BEMICERL. U
N—ATOFHREEHREL., #7232 TRoute53DNS L I—REERLET,

Example workspaces-web-custom-domain-template.yaml

AWSTemplateFormatVersion: '2010-09-09'
Description: 'CloudFront Distribution for custom domain configuration with existing AWS

WorkSpaces Secure Browser Portal'

Parameters:
PortalEndpoint:
Type: String
Description: 'The endpoint of your existing WorkSpaces Web Portal (e.g.,
abcl23.workspaces-web.com)'
AllowedPattern: '~[a-zA-Z0-9-]1+(\.[a-zA-Z0-9-]1+)?\.workspaces-web\.com$'
ConstraintDescription: 'Must be a valid WorkSpaces Web portal endpoint'

CustombDomainName:
Type: String
Description: 'Custom domain name for the portal (e.g., myportal.example.com)'
AllowedPattern: '~([a-zA-Z0-9]?((?!-)([A-Za-z0-9-]*[A-Za-z0-9])\.)+[a-zA-Z0-9]+)$"
ConstraintDescription: 'Must be a valid domain name'

CertificateArn:
Type: String
Description: 'ARN of the validated SSL certificate in ACM (must be in us-east-1
region for CloudFront)'
AllowedPattern: 'arn:aws:acm:us-east-1:[0-9]{12}:certificate/[a-f0-9]{8}-[a-f0-9]
{4}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-fO-9]{12}"
ConstraintDescription: 'Must be a valid ACM certificate ARN in us-east-1 region'
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CreateRoute53Record:
Type: String
Description: 'Create Route53 record for custom domain (requires existing hosted
zone)'
Default: 'No'
AllowedValues:
- 'Yes'
"No"

HostedZoneId:

Type: String

Description: 'Route53 Hosted Zone ID for the custom domain (required if creating
Route53 record)'

Default: ''

Conditions:
ShouldCreateRoute53Record: !And
- 'Equals [!Ref CreateRoute53Record, 'Yes']
- INot [!Equals [!Ref HostedZoneld, '']]

Resources:
# CloudFront Distribution
CloudFrontDistribution:
Type: AWS::CloudFront::Distribution
Properties:
DistributionConfig:
Aliases:
- IRef CustomDomainName
Comment: !Sub 'CloudFront distribution for WorkSpaces Web Portal -
${CustomDomainName}'
Enabled: true
HttpVersion: http2
IPV6Enabled: false # WorkSpaces Secure Browser does not support IPv6
PriceClass: PriceClass_All

# Origin Configuration
Origins:

- Id: WorkSpacesWebOrigin
DomainName: !Ref PortalEndpoint
CustomOriginConfig:

HTTPSPort: 443
OriginProtocolPolicy: https-only
OriginSSLProtocols:

- TLSv1.2
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OriginCustomHeaders:

- HeaderName: workspacessecurebrowser-custom-domain

HeaderValue: !Ref CustomDomainName

# Default Cache Behavior
DefaultCacheBehavior:
TargetOriginId: WorkSpacesWebOrigin
ViewerProtocolPolicy: https-only
AllowedMethods:
- GET
- HEAD
- OPTIONS
- PUT
- POST
- PATCH
- DELETE
Compress: false

# Cache Policy: CachingDisabled (using predefined managed policy)

CachePolicyId: 4135ea2d-6df8-44a3-9df3-4b5a84be39ad

# Origin Request Policy: AllViewerExceptHostHeader (using predefined managed

policy)

OriginRequestPolicyId: b689b0a8-53d0-40ab-baf2-68738e2966ac

# SSL Configuration

ViewerCertificate:
AcmCertificateArn: !Ref CertificateArn
Ss1lSupportMethod: sni-only
MinimumProtocolVersion: TLSv1.2_2021

Tags:
- Key: Name
Value: !Sub '${AWS::StackName}-cloudfront'

# Route 53 Record (optional - requires hosted zone to exist)
Route53Record:
Type: AWS::Route53::RecordSet
Condition: ShouldCreateRoute53Record
Properties:
HostedZoneld: !Ref HostedZoneld
Name: !Ref CustomDomainName
Type: A
AliasTarget:
DNSName: !GetAtt CloudFrontDistribution.DomainName

HostedZoneIld: Z2FDTNDATAQYW2 # CloudFront Hosted Zone ID
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EvaluateTargetHealth: false
Outputs:
PortalEndpoint:
Description: 'WorkSpaces Web Portal endpoint used as origin'
Value: !Ref PortalEndpoint
Export:
Name: !Sub '${AWS::StackName}-PortalEndpoint'
CustombDomainEndpoint:
Description: 'Custom domain endpoint for the portal'
Value: !Sub 'https://${CustomDomainName}"'
Export:
Name: !Sub '${AWS::StackName}-CustomDomainEndpoint'
CloudFrontDistributionId:
Description: 'CloudFront Distribution ID'
Value: !Ref CloudFrontDistribution
Export:
Name: !Sub '${AWS::StackName}-CloudFrontDistributionId"
CloudFrontDomainName:
Description: 'CloudFront Distribution Domain Name'
Value: !GetAtt CloudFrontDistribution.DomainName
Export:
Name: !Sub '${AWS::StackName}-CloudFrontDomainName'
CertificateArn:
Description: 'SSL Certificate ARN used by CloudFront'
Value: !Ref CertificateArn
Export:
Name: !Sub '${AWS::StackName}-CertificateArn'
Metadata:
AWS: :CloudFormation: :Interface:
ParameterGroups:
- Label:
default: "Existing Portal Configuration"
Parameters:
- PortalEndpoint
- Label:
default: "Custom Domain Configuration"
Parameters:
- CustomDomainName
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- CertificateArn
- CreateRoute53Record
- HostedZoneld
ParameterlLabels:
PortalEndpoint:
default: "Portal Endpoint"
CustomDomainName:
default: "Custom Domain Name"
CertificateArn:
default: "SSL Certificate ARN"
CreateRoute53Record:
default: "Create Route53 Record"
HostedZoneld:
default: "Hosted Zone ID"

cOTFVTL—hZEFERATRICE
1. £REOTFV7L—bZ ELTRFLET, workspaces-web-custom-domain-

template.yaml

2. OdA>Y—)LAWS. AWSCLI, £/ AWSSDK £EEBEDNSX—2EZFALTF7 7O/
%

3. F7O4%. UTOATY T 4THPATATVRIRSIE, DARLRXAVZFEALTR—X
NERELET,
R—ZIRE

AWS 1>V —JL. UpdatePortal APl, % 7% update-portal AWS CLI X > RZFEHL T, HAX
LARXAVER—BZIIBREBHELTERLET,

1. https://console.aws.amazon.com/workspaces-web/home T WorkSpaces Secure Browser -1/
V=IleREFT,

2. FTEF—=23URADT, [VITR—=ZRIN]ZBRLET,
3. BREITZDVITR—FIZEEIRL, REZZBRLET,

4. R—BRIILEET., DARLRXAZEBMLET,

5. R—RIEBE=ZREFELET,

REZTANTSD
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REZTARNTBRICIE, ROFIEICHVWET,

1. DITTSOH%EREE, HARXRLRXA>® URL (% Ehttps://myportal.example.com)
CBBLET,

2. FRTHFELKBEENTLBBAR, R—RLOYA VA UR—IFRRENET,

3. R, TFZIHIZR—ZFZIURLZAHDLET, AP ICOTA>TFTBE, HARLRXALIZY
AALOBNENET,

4. BRBIZ, 1P IcOJA4> L, R=RIINOTFTV5—230 24N %20UYOLFEST, DARXAR
XAIC)BAL IO RENET,

NABLRXAVOBEORNZ TN 1—FT1427

A—H—=NDNVEFE—RTSIHEYIIADTHAZLRALA DV EZENLER=ZILTIVEAICEAEN &S
B, RO TN 21—FT 1 IATY 7 2EALT—ROEHEAEZREL THERLET,
New o

s —RNBIZS—XYytE—2

—BHBIST— XYy t&—>
HABLRAA SV EBETIRO—BHEIST— AV E—JE ZORREERICRLUET,
M CSRF h—49 > I5—

DI Z—IE. Secure Browser A CloudFront Y 7Y 7 Z@BL TV IVI AN ZEBYICZSELEV
BEICRELET,

COEEZBRT D2

e CloudFront ¥4 ARNVE1—23 2 OHDARAEZLF) D VR EEZRIELE T,

s NARLANYZ—DOBHHN TELIZ—Bworkspacessecurebrowser-custom-domainlL, fEA"
NARLRXAVERZIC—HLTVRD CEZBFELET (https:// RV TVNTX =250 ),

s O—ANTSOYTHFvyvS 212U UTFLET,
e CloudFront OF ¥+ v 1 & EMICLET,
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502 Bad Gateway L5 —
COIZ—RBEE, FyY2I1REOBEZRLET,
COEBEBRT DI,

« CloudFront 1 ANUE1—2320F vV 1REZHIAELET,

s FYVYIARVI—NICEREETNTWVWA L EMEEBL £9CachingDisabled,
« FUDVDIOIARNRI)Y—H ICREENTVD L EBERLE
FAllViewerExceptHostHeader,
O—AL7Zo¥THr+v2 129 UFLET,

CloudFront OF ¥+ v > 1 &2 BEMICLE T,

TOERAERIS—
CHOIT—. DAZLRXAVHFELKBREENATVEVEEICRETD ARSI B ET,
COEEZBRT D ICEF

« CloudFront F4 ARJE1I—=2320F VD U BEZERBLET,

e FVDUNELWAR—RI URLICSREETNTVD L ZERLET,

e R=FRIHNEVLVHARLRXAVTHRETNATVDR L EZRAELET,
s O—ANT S0 THFyv212I9UFLET,

« CloudFront DF v+ v 1 #EMICLET,
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Amazon WorkSpaces Secure Browser TOt¥ 1157 4

DIVZIREFIVFAHNRBEEEAWS T, BEZKEFAWS, EF1 VT 2HBEEHR T4
BOEHEZRBLETEIDIICBETALET—REEZ—EXRYND)— 9T —FFTOF v EFHTEET,

EFIVTAE, AWS EHERDOBOERERABTI. EERAEETITRERCNZITVROEF2
JTABRTITIORAOEFIVT A EHBLTLERT,

s VUZIJRDEFIVFTA -AWS VT ITRTAWS H—ERAEZRITITDAN VT TARNTIVF ¥ ZR
EITDAWSEENBYVET, AWS Eh, TR, Z2ICFEATEDIH—EREREHLTVET,
H—RN—=F1—0OEEERF, AWS AT SAT U AT7ATZ LAV TSAT 2 A7O95 LD
—RELT, BHOEFIVT OB ZERNICTANS KT, Amazon WorkSpaces
Secure Browser ICERAEND AT ZA T AZ7ATZLAQOFMBICOVWTEK, TIT7Z4T7 >
A7OTALIZELDHREFAND AWS O —E R Z5RBL TS EEL,

c VZVRADEFIVTF A -BEHROEERE., FATD AWSH—ERAILL>TREVET, &
. BEEE, BEROTF—20OMEME, DEOEH, SRV TF—XICHATREEEZEPHAFE
WO ERIZOVWTEEEEZEBVET,

Z0RF 21X NE, Amazon WorkSpaces Secure Browser ZEF 2B OEEHEETFIL0OE
REZBEMRIDDOICKRIEETET, T, EF1UFTAEAVTISATANDEBEEEZRBLET K
5 (Z Amazon WorkSpaces Secure Browser Z5XE T D HFEIC DV THHAL E T, £/, Amazon
WorkSpaces Secure Browser JY—ADEZZR )T ERBIZERIAL MO AWS Y —EADEAA
EICOWTEHRBALET,

ES
« Amazon WorkSpaces Secure Browser (Z# (72 7 — X RE
« Amazon WorkSpaces Secure Browser O ID 8 KO T7 IV AEE

» Amazon WorkSpaces Secure Browser TDA 2272 RA DR IG
« Amazon WorkSpaces Secure Browser D 1> 754 7 > ADREE

« Amazon WorkSpaces Secure Browser DL U T A

« Amazon WorkSpaces Secure Browser DA 7 ZARNZ O Fv¥tF¥1 )74

« Amazon WorkSpaces Secure Browser TN EXE & MBI D 247

s AR —T7IAAVPC I RKRA N (AWS PrivateLink) ZEFL TAPIs IC PV TEAT D
« Amazon WorkSpaces Secure Browser [CB T2 tEF 1 VT ARARNTZI9T14 A
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Amazon WorkSpaces Secure Browser (8 |75 F— X {R5E

BE AWS £EFEF )L, Amazon WorkSpaces Secure Browser TOF—XREBEICERAEhET,
DEFITHATNTWVWBRELSIC, AWSIEFEINXNTO #2792 90— NNLA2VTFANTIOFY
ERETDEEINfBVEITAWS VTR, I—H—F., COAMVTSARNTIFYTHRAREN
BPAVTUVICHT2ERZHEBFIDIEEN BYVET, £, FATD "TAWSOH—ERX, O
PFIVTARELEBRRVEI Y —OEREBYET, T—R2TSAN—OFMIOWVWT
&, =27 TANY—ICBETRELEL<HIDEBMESRLTIKEETV, BMNTOF—XRBEOFMICO
WTik, AWS EF1UFs7OJCEBE N TAWS EEREEFIL S XY GDPRy 07O
BEESRBRLTSEZL,

T—2REOBNT, RABHREREL AWSTHIEK, AWSIAMTPAFUTATAE BZ—
F /=& AWS Identity and Access Management (IAM) ZFEAL TEY D 1——%28RETZD LD
EBOLET, COFEICKY, TRTIhODITE2EZTIDEHICHEBREROAN G I—H—IF
BEEThFET, &, ROFETTF— R Z2REITHDEELHHOLET:

« BT NIV NTSERFEL (MFA) Z2FERALE T,

- SSL/TLS #EALTAWS UY—REBELET, TLS 1.2 BBATTH, TLS 1.3 EHREL &
3.

« TAPIED—Y—TFTOT4ET4OOJRREREFREL TF AWS CloudTrail, CloudTrail ZE# % £
AULTAWS 7IO9TAETAZFYIFvyIB5ECOUVTIE. " AWS CloudTrail 21— —H 4
R OCloudTrail EEFFDER 1 2SBL TS EET L,

« AWSHEES{tYV1—>32E, AOINTOF7ALMNOEFIUT«O NO-ILZERALE
9 AWS OH—E R,

« Amazon Macie BENDEELBZREBEIhEtEF21UT 4 Y—ERZFEALET, 5k, Amazon
SBICRBETNTVEIERT—2ORHEREBEEIELET,

« ANVRTFAVAVE—TIAARAERLIEFEAPIAWS ZN LT ICT IV EATSHEEIC FIPS 140-3 1
AEEABESILED - BERZBEE. FIPSTY RRAV N E2FEALET., FATBER FIPS
IV RERAY NOFEMIOVTIKE, TEFBFRLERE (FIPS) 140-31 2ZRL TEE L,

BEERODEX—I)ITRLABEODBBE EHEERE., 27, FLE[BR] 71—/ REEDE
AEROTEFANT7 A —IRICEDBV L EZBLSBEOLET, k., V=)L, AP, &=
(& SDK % {# L T WorkSpaces Secure Browser AWS CLIE =kt AWS OH—E R 2T S
BEEEETT, AWSSDKs Y, FERFBHICEAEhZ2BHRBROTFANTI A —ILRIZAS
LET—2IE, BRELEZHOTCFEAESNDZZEN BV ET, ABY—/N—IC URL Z2RRHETS
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BE. TOY—N—ANOVIITANZRIATEDLSIC, REEHZ URL ICEHBVWIELZELH
EBOLET,

NEY D

« Amazon WorkSpaces Secure Browser TO T — X 51t

« Amazon WorkSpaces Secure Browser TOXY KDO—JBKNZ 74V ODT 54N> —
« Amazon WorkSpaces Secure Browser TO1—H'—F7 oA AO0F 29

Amazon WorkSpaces Secure Browser TOTF— R E&51t

Amazon WorkSpaces Secure Browser l&, 72 UH®E, 1—HY—8&E. XY NT—UKE. D7
ANAZ—ER. EEANTTF—2, EEANTIHAETFT—ZLBEODR—ZRIDAZIIAAXT—X
ZIREL £9, WorkSpaces Secure Browser &, 75 JH¥R) S —7F—&, 1—H¥—KE (TF0Y
HEA)., LY IAOTERELET, NEE =T —XE Amazon DynamoDB & Amazon
S3 ILRTEE NE T, WorkSpaces Secure Browser &S 1t AWS Key Management Service (2 % fif
ALZEY,

ATV EREITDIIE., ROHAA RTAUICH > TEEL,

« BPMSET O A%EEEL ., WorkSpaces Secure Browser D7 2> 3V ICFERAT EENO—I
ZEBRLET. AMT7L—hZ2EALT, 77V AO0-LFEEHREARYVERO-ILE
ERLE T, SFHMICOVWTIE., TAWS WorkSpaces Secure Browser ® Y x— RIRD S —, %
SRLTLSEEL,

c NARY—XFZ—IVRF—ZRBIBDETTF—REIVRY—TIVRTHRBELET, ChiZk
V). WorkSpaces Secure Browser FREF D TF—RZIEEL X —THRS{LTEEXT,

c R—Z)IDORXA 1Y -RIMEHRZHETIECRFEENf BETT,

- B EE Amazon WorkSpaces AV —=)LICOT A4 T2 HENHY), 1—F—&
WorkSpaces Secure Browser R—ZJ)LICOT A TR RBENFHYVET,

s AUB—ZXYKNLEOHBTEIITR=FIVCTIELATEETHN, R—R2IAOBEMEI—H—
AlfEEHA VWY a 2R TERE A,

c I—H—R YA ORT]EEBRLTEY S IVEARNICKTTEET, Chicky, 7
ZOY YAV ERARNLTVRA VAR AN BEERE N, TN DBEIhET,

WorkSpaces Secure Browser l&. IXTOHET—X%Z THSILTSDZET, F7FIKT
AT IOVEXEZTF—2E2RELET AWSKMS, 75 OH R —1—H—BRELEINEL
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T. WorkSpaces Secure Browser Y>3V RICKRD I —LREEZBALET. BEOREZEA
TRIRICIZ—HNRELLESE, I——RBFHLLVEYZIVIITIEATEY, DEOHATIS
HA KX SaaS 77V T—23 2V ICE&ETIVEATEREA,

Amazon WorkSpaces Secure Browser DR E B DIESL

REBOBES{LET7 )L N TEREE N, WorkSpaces Secure Browser Tﬁﬁﬁéhé?’\i’@@@
F—=R(TZIHRI—ATFT—RAU N, I—H%—F, OJRR., PFRLABE) Ik £2FEAHL
THES{tEhErT AWSKMS, 77 # )L N Tk, WorkSpaces Secure Browser & AWSFIEF—IC

PEBSILEREMICLET, VY—ADERBICHAZRIY—YZ—T RE¥— (CMK) ZIBETD L
T. CMKZERHT2CEETEEFERT, CMKIFBRECLI ZBUTOAHR—KRENTVET,

CMK 2 B3 & ZBRL 256, REINDIF—ERHESIL AWSKMS F—THRIThEB ST,
EEECEIROTIVEAFANVETT,

kms :DescribeKey

kms:GenerateDataKey
kms:GenerateDataKeyWithoutPlaintext
kms:Decrypt

kms:ReEncryptTo
kms:ReEncryptFrom

CMK 2258k, F—ICT7IVEATESDLSIZ., WorkSpaces Secure Browser #AEH—E R
TN EHFAT)ANIENTEIHAENHYET,

FHHIC OV TR, Taws:SourceAccount ZERA LI AT—71FE CMK ¥—HRD>—06l, 2SR
LTLKEEL,

A[EE%{4E . WorkSpaces Secure Browser l& Forward Access Sessions (FAS) FRiHEHRZFEAL T
F—ICTUVEALET, FAS OFMIZDWTIE, TForward Access Sessions) B L T &
Wo

WorkSpaces Secure Browser A" F—IZERBICT VL RATEIUEN HDHEENHYET, BEED
F —7R1) 2 —T WorkSpaces Secure Browser AFH—ERAT VNIV ZFAJARNIEMTS
& T. WorkSpaces Secure Browser EEFAJJ AN ICEEFNDIBEEALARL =230 2HBFHEOF—
TEITTEDELSICHYET,

F—REBIL 135


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html

Amazon WorkSpaces £+ 177 5

EEHAR

)Y —ADERERK, F—ZBIRLEVEELEY TR LR TEEREA. CMKZEAL IZ5EA.

VI—ALT O EATRZERELEL T, UTOT7 IV EAFANZETT,

kms:GenerateDataKey
kms:GenerateDataKeyWithoutPlaintext
kms:Decrypt

kms:ReEncryptTo
kms:ReEncryptFrom

AV —ILERBICT IV EAERIZ—FRRENDIFE. IV TI7EALTVRS I —Y—

2, ERAFOF—CTCMK ZFEATILOOT IV EAFANEVATEEN BV ET,
WorkSpaces Secure Browser O ¥ —iR1 < —&E X T1—7 04l

CMKIZE. ATOF—KRUS—HABETT,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt",

"Effect": "Allow",

"Principal": {
"Service": "workspaces-web.amazonaws.com"

.

"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom"

1,
"Resource": "*",
}
]

WorkSpaces Secure Browser ICl&, A TFOT7 VEAFANBETT,

« kms:DescribeKey —EEE Nz AWSKMS F—ANELLKBRETNTVRD L ZERLET,

T— RSt
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 kms:GenerateDataKeyWithoutPlaintext & KU kms:GenerateDataKey — A7 T K
NDESLICEAENDT—XF—ZEHNTD AWSKMS F—Z2 ) JTANLET,

« kms:Decrypt —BBS{tEhicT—X AWSKMS ¥—Z2E8S532F—2Z2 I ITAMLET, Ch
S50F—3XF—RJFTF—ROBSIZERAENET,

« kms:ReEncryptTo & KT kms:ReEncryptFrom — KMS AWS KMS ¥— & OB THBES{L%E
FHTAF—ZJIITANLET,

AWS KMS F—IZX 9 % WorkSpaces Secure Browser 7 7 AN A ]1—7

F—RUS—AT—KXRNOTIINID AWS O —E AT D) NI THDEER. BEEL
OAFFANCHA T, aws:SourceArn E£ 7= lF aws:SourceAccount JO—/NIL&EF—%FEH T3
CEEBL{BEFOHLET,

DY —AICEAEhBZBESLIATFANIE, EIZ aws:workspaces-
web:RESOURCE_TYPE:id XKD I KRV EHBETD VY —AIDFEEIRET,

V—AARN EV—=ATATY NOERE, YVITARNBIO AWS H—ERX AWS KMS A 5IEfFE h
EHZECOADBAAVTEFANCEENET., COFKGOEAEDBICKY ., R/MHEDT U AF
AAREEH, TRt HS REALLERE, FUFANFERBEAET, FMICOVTRE., "F—7K
)2 —ICH T2 AWS O —EADT I LA, 2L TS EE L,

"Condition": {
"StringEquals": {
"aws:SourceAccount": "AccountId",
"kms:EncryptionContext:aws:workspaces-web:resourceType:id": "resourceId"

.
"ArnEquals": {
"aws:SourceArn": [

"arn:aws:workspaces-web:Region:AccountId:resourceType/resourceId"

]
+
}

@ Note

)Y —ADERRFIE, TE2BEVY—AARNFEEFELEWEZS, F—RUZ—TR
aws:SourceAccount Conditon DA ZFEHAT I HENF HWET, UV —ADEKE, £—
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EEHAR

R —ZE#HL T aws:SourceArn KXV kms:EncryptionContext Condition Z& &%

BLENTEFXRT,

aws:SourceAccount ZFEAL A —7& CMK ¥—7RU>—D 4l

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt",
"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
.
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<AccountId>"

aws:SourceArn E VY —RADA ) RA—REZFEAL AT —714E CMK F—7R) > —0 4l

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt",
F—REEF 138
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EEHAR

"Effect": "Allow",
"Principal": {

"Service": "workspaces-web.amazonaws.com"

iy

"Action": [

"kms:
"kms:
"kms:
"kms:
"kms:
:ReEncryptFrom"

"kms

1,

DescribeKey",

GenerateDataKey",
GenerateDataKeyWithoutPlaintext",
Decrypt",

ReEncryptTo",

"Resource": "*",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:workspaces-web

:<Region>:<AccountId>:*/*"

aws:SourceArn ZEAL A0 —714& CMK F—7R) > — 04

"Version":

"2012-10-17",

"Statement": [

4

{

"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt",
"Effect": "Allow",
"Principal": {

"Service": "workspaces-web.amazonaws.com"

iy

"Action": [

"kms:
:GenerateDataKey",
"kms:
"kms:
"kms:
"kms:

"kms

1,

DescribeKey",

GenerateDataKeyWithoutPlaintext",
Decrypt",

ReEncryptTo",

ReEncryptFrom"

"Resource": "*",
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"Condition": {
"ArnLike": {

"aws:SourceArn": [
"arn:aws:workspaces-web:<Region>:<AccountId>:portal/*",
"arn:aws:workspaces-web:<Region>:<AccountId>:browserSettings/*",
"arn:aws:workspaces-web:<Region>:<AccountId>:userSettings/*",

arn:aws:workspaces-web:<Region>:<AccountId>:ipAccessSettings/*"

(® Note

)Y —R&ERL =, TDO SourceArn DIA I RA—REEFHF TE F9I, WorkSpaces
Secure Browser Z AL T, CMK 7V AN REBEHFLVWIY —AZERTZEERE. T
NIZISUTHF—RI—ZEHLTLSEETV,

aws:SourceArn &)Y —ZAEH D EncryptionContext ZFEHL L AI—71F& CMK ¥—7R 1
>—npl

"Version": "2012-10-17",
"Statement": [

4

{

"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt portal",
"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
1,

"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom"

1,

"Resource": "*",
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"Condition": {
"StringEquals": {

"aws:SourceAccount": "<AccountId>",
"kms:EncryptionContext:aws:workspaces-web:portal:id": "<portalId>>"
}
}
},
{
"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt userSettings",
"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<AccountId>",
"kms:EncryptionContext:aws:workspaces-web:userSetttings:id":
"<userSetttingsId>"
}
}
1,
{
"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt browserSettings",
"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
1,

"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom"

1,
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"Resource": "*",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "<AccountId>",
"kms:EncryptionContext:aws:workspaces-web:browserSettings:id":
"<browserSettingsId>"
}
}
1,
{
"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt ipAccessSettings",

"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<AccountId>",
"kms:EncryptionContext:aws:workspaces-web:ipAccessSettings:id":
"<ipAccessSettingsId>"

}

iy

(@ Note

BUF—RUS—ICUY—ABEED EncryptionContext 25255k, ERNDAT—
RXD NZERL TS EEV, FMlIC DWTE. kms:EncryptionContext:context-key T "#
BOBSILIAVTFAMTOER €023 Z2RLUTKEZL,
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Amazon WorkSpaces Secure Browser TN ¥ziEF DSt

WorkSpaces Secure Browser &, HTTPS & TLS 1.2 ZN L TEHEEFOF— 2 EBESLLET, 1O
V=) EERFEZEAPIFUOHL Z#EHL T WorkSpaces ICU VT ARNEREETEE T, xS
N IVIIARNT—RIE, IXTEHTTPS £ TLS H#HGRHTERF IS THESILENE
I, VDOTANTF—ZIE, AWS OV —J)L AWS Command Line Interface. E7l& AWS SDK A 5
WorkSpaces Secure Browser ICEIETE X T,

BEROBSHET7AINTERE N, R2BELE (HTTPS, TLS) BF7 # /LN THBRE I E
ER

Amazon WorkSpaces Secure Browser THO+—& &

MEOHDARI—NZ—I RAWSKMS ¥F—ZEEL T, BEEHREBS{LTEERT, BELAL
B4 . WorkSpaces Secure Browser & AWS FiEFX—Z#EALEd, AWSSDK ZFAL TF¥—%
BRETEEY,

Amazon WorkSpaces Secure Browser TOXY NJ—J@BRNZ 74V 0D
T4 —

WorkSpaces Secure Browser E AV 7 LI AT 75— a3V BOEGRZRETSIC

l&. WorkSpaces Secure Browser ZA L THBE® VPC AT SOy > a z2BBLET,
AVTLIAT7UT—23a > 0A0OEKIIILB O VPC TREE 1, WorkSpaces Secure Browser 2
O THIHEhE R A,

THO NEQOEGZRET D -HIZ, WorkSpaces Secure Browser i —E AU > o O—)L&F
RAUTHARAZI—TAOVNIR2ICERL, DAZI—CRHD2THARL -3V ZETLET,
MOV TIE. TAmazon WorkSpaces Secure Browser DY —E 2> o 0—)L, #38BL TL
ZEW,

Amazon WorkSpaces Secure Browser TO1—H—7 o+ AO0F > 7

EEEF, BB, F1E. URL 35/ 7% & M WorkSpaces Secure Browser ¥ 3> 4/ R N #5248
TEFET, chsnOJEES{LE ., Amazon Kinesis Data Streams Z U THAZN—ICZ £
BEEhEd, 1—HY—TIOA0OJREED, S OBERRKIE AWS, OTRBENBRES AL TLEY
YD IVICRI>TREEALY, Y2 arvhsHAEShEYTRERHYERA, >—TL Y
RE—RTOURL B, L7 SOYBEN SHIBRENE URL K, 1—Y—F7o+ROF>Y
ICRBEhFLA,

XY RNI—OBRS JAY DTSN — 143
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Amazon WorkSpaces Secure Browser @ ID 8 RO T7 IV AEE

AWS Identity and Access Management (IAM) &, BEEEN AWS UV —ANOT IV AZZ£(ZH]
BAWS O —ERX 25DICH/KILD TT, IAMEEEE, WorkSpaces Secure Browser 1)V —A%&
FRATRLEOOFEAE (VA1) ERA(TIOELAHAORE) A TEDAZFHLET. 1AM &,
EmMREELTEATESD AWSOHY—EAX T,

REY D

« FA—FTA4ITVRA

s FATFUTATA%ERL LR

s RU—ZFERALETIVEADER

» Amazon WorkSpaces Secure Browser & IAM & O E#E 5%

+ Amazon WorkSpaces Secure Browser D7 A 72 T4 T A R—ANDR!) > — D5l

« AWS WorkSpaces Secure Browser O Y x— KRR —

« Amazon WorkSpaces Secure Browser ID E 79 AD KNS TN 1—F142 5

« Amazon WorkSpaces Secure Browser DY —E X))o 0O—)L

F—F14 TR

AWS Identity and Access Management (IAM) OfERAEER, O—J)LIC&K>TERBYET,

s U—ERD—H—-BELCTI/ELATERZVGER., EBECLTIVEAFTZYIVIANLET
( "Amazon WorkSpaces Secure Browser ID E 79RO KNS TN a—F1 20, S R).

s Y—ERAEBE-1—H—TIVERZREL., PTOELAFAVIIARMZEEFELET ( "Amazon
WorkSpaces Secure Browser & |IAM & OEES L, £S5 H)

s IAMBEBE -TOLAZEBITRLEHDORI—&EERKL ETT ( "Amazon WorkSpaces Secure
Browser D7 ATV TATAR—ADRI > —Dhl, 2S5 R)

TATT 4T 14 %Z2ERL IZF8EE

SREEE . IDRRRIEHRAWS ZFEAL T YA AV FBDHETT, . IAMI—HY—AWS 7HY
RhONLN—RDA—H—, FEEIAMO—=I)%Z5|ZZ 13 ETRIATNDHBEN HVET,

Identity and Access Management 144



Amazon WorkSpaces ¥ 1775 74 STEHA R

(AWS IAM 7 A4 7T 14 7 14 22— IAM Identity Center), > T I YA > F > F85E. Google/
Facebook FRREEHBE ED ID V—AA S OFREEHRZ2EAL T, 7IFL—TFT4YRIDELTHA
JAVTEET, YA A2 OFMIOVTR, TAWSHA 242 I—H—HA R, O TAWS 7
NOVBRICHA A TDFEL ZSRLUTLKEZ L,

TOYSALICEBDTIOELANES. [ SDK & CLIAWS ZEHE LTV IIARNEZREB{LLTESRL
£, FHFMHAICOVTE, TIAMI—Y—HAR, O TAPI VOV TARNCHTBHIAWS BF/N—23 >
4, BBRLTSEEL,

AWS A N I—RI1—H—

EERTIEERFAWS THIURN, T, IXNTOAWS DH—ERXABRYF VY —AANDTELEHE
TORAEEEZEDAWS 7HOU Mroot I—H—EREND 1 DO A A TAFUTFATAN
SHOET, BHENBRAVICE, -1 —ZFALABVELZRB<EBOLET, IL—K
I—H—BEERELBETZRAVICOVTE, TIAM I—H—HA Kk, O T)L—hI—H—F
AEEMAMERRZAT 1 ZSRLUTLEEY,

JIFL—FY RFAFUFAT4

RARTZO0FT4RELT, ABOI—H—H —BNRFZRLRHR AWS O —ERX Z2#ALTICT
JtEATBRICR. D7ANAF—EDRTIFL—2IVZHATIBEN HVET,

7IFL—T4YRIDE IVE—TSAXF4LOKN), D27 D7ONAE—, £z&F D
Directory Service Y —ADFRREEHR AWS O —ER ZFEALTICT IV EATH 11— —TT,
7IFL—TFTYRTFPATFUOTATAR, " KRNEFALERZREITHO-IILZE5IEZTET,

TOEAE—RERTBBER. AWSIAMPAFUF AT A2 R—288HLET, ML
Tk, "TAWSIAMZAFo 747422 2—1——HAR, O "IAMT7AFoTA4T412 32—
Ll EBBLTLEEL,

IAM 1—H%—&JI)—7

IAM 1—H—F, BEQBART7IVIT—>3 2V CRTRIREDT VEAFAATEHE D TA T T4
TATY, REFIEAIBE®RZHE D IAM I—H—0ORD Y IC—RKNSFEAIEREERA I L Z2HED
LET. FHIEOVWTE, IAIMA—Y—HA RO "D 7ONAME -7 IFL—>3a>zFEAL
CICT O EATRBENHSD AWS, ZZRL TS EEL,

IAM ZI)IL—7"1&, IAMIA—HY—0&EEZEEL, XEDI—H—IIRTE2TIELAHFTNOEEEZR
ZICLET, HEHICHOVWTE., "TIAMI—YY—HA R, O "IAMIA—Y—ICEETEHI—AT—2A
ESBLTLEEV,
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IAM O—JL

IAMO—)LE, BEDT IV EAFAEEIDTAToT4THY), —BHNERABHREZREL T,

A—%—AS5 IAMO-J) A2V -I) ICTOWEZZDD, FLEFAPIAXRL -3 2FHUOHTC
ET, O Z5|EZ2HBENTEERT, AWSCLIAWSFHFHICDWTE., TIAM I—%—74
Ry D TO-ILZ5|Z2202EH0EERZE ZZRLUTSEZL,

AMO—Li, 7IFL—33Y1—H—T 4R, —BH% IAM 1—F—0F 2+ 25T, 20
ATPHORNTOEA, VJAAY—ERT V1A, 8KV Amazon EC2 TERI{TTH 77U r—>3
NCIABERT, FHHICOVWTE, IAMIA—Y—HA RO IAMTOOOAT NI N)I—=AT D
£R ESELTLEE W,

RIS —%ERALET O EANEE

TTPOEAZHETS AWS ICIE, RV —ZEKL. IDAWS KBV Y—-RALTEYFLET,

RIVS—@, PATFUOTATAEERIVYV—AICHEFHSNEEEILTIVEAFTZERZLET,
. ZUZINUFVITIARNEITSEEILCNSORIS —AWS ZFHMEL E T, BEAEDRD
>—IF JSON RFIX M AWS LT ICRFENE T, JSONRUS—RF I X NOFMIZD

WTE., TIAMI—H%—H4 KR, ® "JSONRUZ—BE) 28BLTLEEL,

EEEE, RUY—EBALT. EOTUVINLFEDUY—REHLT, EOKSBEHETT Y
SAVERTTERNEEETHOLET, IMICT IV LATEB N ERELET,

F7AIRTR, I——PO-NLICTI9AFTEHY) EFEA. IAMEEEZERK IAMAR) S —%&E
gLTO=J)LiIc@&mL, CoO0—I)z2l1—HY—N5lEZFSshBLSIZLET, IAMAKRUI—&,
FARL =23 V0OETEEEBDLT, PTOERAHFATEZEELET,

TAFEYFATAR—ADK) S —

TATFUTATAR=—AORIS =&, TAFT4T74 (A—Y—, -7, &z@kO-) I
TRYFTEBISON T IELAHAARIY—RFIXYRTT, chSORVZ =&, TAT>
TATAHNED) ) —ALLHUTENLSBRYETTEDRSIBRT I AV ZRTTED N ZFEL
T FTATUTATAR—ARID—OERFTECOVTE, IAMIA—H—HA RO HAZI—
EBRVY—THAZLIAMT IV EAHAZERTS 25RLTSEEL,

TATUTATAR—ADORIS =, 41242V KR)— (B—0 ID ICERBOHIAD) T-EERE
RI)— (BEOIDICT7RYFENLARZRRTPOVRIS—)ICTDENTEXRT, EERY
=AU AVRID—OVThL ZERTZFECODVTRE, TIAMA—H—HA R, 0 TE
BRI —EAVTAVRIZ—DOVThAZERTSD ) ZZRLTLKEEL,
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- ZERFI (MFA) ZERTSD -TIAMA—H—FLRII— NI —ZREETRZFUIND
BPHEEFEAWS THIUN, MFAZAIZLTEFIUT 1 Z28ILLET, API ARL—> 3
FHPHENDEEIC MFAZRXAEIZTSICE, RUS—IC MFAZHZEMLE T, FHAICOV
T, IAMI—H—HA R OMFAZFERLIEZELBAPI TV EA ZSBLTLSEEL,

IAM TORARNT ST 1 ADEMCOVWTE., IAMIA—HF—HA RO IAMTOEFIIF1ONR
ARNTZO0T 1A BSRBLTLSEEL,

Amazon WorkSpaces Secure Browser 1Y — )L O {EHA

Amazon WorkSpaces Secure Browser AV —)LICT7 VAT ICIE. &RPBROT IV EAFT
NDEY NURETT, ChSOTIEAFAIZKY) ., AWS 7HT> KD WorkSpaces Secure
Browser JY—ADUJANEFHMZRRTEET, RPRYLELHFARY EHBEFBELVT AT
TATAR—AQORD D —ZERTDE, TORV—2HEI2IT474 (A—F—FEFEAO-))
CHLTAY—IIFERLEESY ICHELEE A,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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AWS CLI £7/zl& AWS APl DA ZROHTI—Y—CE@F. &FPROIAY—-ILT IO AFAZEE
TRIBEFHEEBA, KDYIC, RITLESELTVB APIARL -3V IC—HTBT >3
YORNDT I EANFAENET,

d—H%—&O—I)LA Bl Z#E WorkSpaces Secure Browser 1>V —JLEFERATEDLSICTBIC
&, I>7 17 4| WorkSpaces Secure Browser ConsoleAccessF 7=l ReadOnly AWS BEER
D—ETRZYFULET, FMICOVTR, "IAMI—H¥—HA R, @ "T1—HF—AOT7 IR
ANENM, Z2RBLTEEL,

1 —4—IZ Amazon WorkSpaces Secure Browser ICX T2 B2 DTV ZAFAZRT
TEALS5ICTD

BT, A —TATFoTATALCTEYFENIATAVERONR—I RRUZ—DOF
REIAM A—H—CHFAITRIRIS—OERGEERLET, cORUZ—CF, I2Y—-IT,
FEEFEAWSCLI £12IF AWSAPI Z2FALT7AOJSATIOT VIV EETIB T IV AKHA
FEENATLERT,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",
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"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

AWS WorkSpaces Secure Browser O ¥ Zx—< RR1) S —

d—%—, =7, O—NLNICTIOEAFAZEMTSICEF,. B TRV —Z2ZERTED RN E,
AWS EBRV —2FERAITIENEETT, F—AILKELZEROAZREMTD IAM HAZI—X
F—URRV—ZERTHICEFEBEEMMBI YETT, I<ICHABTDICE. AWSYR—D
RRUS—ZFEATEERT, chsORDI—EF, —BWNEI—RAT—RZ2HRELTHE Y., AWS
FHIYNTRATEET, AWS BEERUS—OFMICOVTIE, IAM 1—H—H 4/ RO TAWS
BERID— Z#BRLTLSEEV,

AWS H—E Ak, AWS BER)S —Z#HEBLVOEHRLET., AWS BERUI—OT 7R
AREZEETERTREA, H—EAR, FIMEEZTR—RNTBDLHIC, AWS BERD—IZEMOT D
CAHFTEBMTZCENBYET, COBBEOEFHRRIV—HFTEYFEATVS, IXTDH
TAToT4T74 (A—Y—, JIL—T7B&L00-)) ICHEEEEXFEFT, FILLVHEEN LS LTS
NEBEX, FILLWARL =3 UANAERAEICE 2 EBAIC, EY—EAN AWS XZR—2 RR
S—EEHIAIUREMENBREE<BEYNET, Y—ERF AWS YR—T RRUS—H ST O AHT
ZHIBRL BV, RUS—OBEHICK >THRFOT I/ EAFINfBabhd el EE A,

TSI, B, BEROY—ERICEENDDaTHEHEO XX—I RKRUD—AWS ZHR—-KL TV
F9, L&A, ReadOnlyAccess AWS BERD I —FE, IXTO AWS H—EREUY—AA
DIV ERATIVEAZREHRLET, Y —EANfFMgEZEFHIZ E., FFHLLWARL—3 D
EVY—ADOFZEAMYBRAT IV EAHFTAWS ZEMULET, D3 THEORI S —0D—EH XVFH
MIZOVWTE., TIAMI—H—HA R, O TAWS O I THEONZ—J RARUI—, #BBLT
<EEEV,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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N =R
« AWS ¥ Z—2 R7R1) 2 —: AmazonWorkSpacesWebServiceRolePolicy

« AWS Y Xx—2 KRR 1)< —: AmazonWorkSpacesSecureBrowserReadOnly

« AWS Y X—2 R7R!) 2 —: AmazonWorkSpacesWebReadOnly
+ WorkSpaces Secure Browser AWS OBEER!) S —DEH

AWS Y Zx—2 RR 1) 2 —: AmazonWorkSpacesWebServiceRolePolicy

IAM T> 7 14 7 1 |Z AmazonWorkSpacesWebServiceRolePolicy RUT—&TFTRYFID L
FTEFREBA, CORUI—F, I—H—ICK1 2 T WorkSpaces Secure Browser A7 0> 3>
ZRITITDCEZFHUTS. T—ERAUVIO-IILETRYFEIhET, FHMIOVTE, Tthe
section called “H—ERIC) O nO—)LOFEAR ) 2SRBLTLIEE L,

MR —I&, WorkSpaces Secure Browser N"fERAELREEE TS AWS H—EABRITI Y —
ANNDT I AEHUITHEBETIELATFTERFELET,

T2 AFFA O

CORDVD—=IZE, LTOT IV EAFANFEEATVET,

« workspaces-web — WorkSpaces Secure Browser "R E L IFEE TS AWS H—EREUY—
ANDT IO AZFALET,

cec2-TUINIAHVPC, H7RY N, FTRATGEVTA—=V—2OBHA, XY RNI—014>
B—TIAAQOER. 2T, FHEA. BIER, 7 RLAOBEENTEZEBEESGHER, L—b
T—=7I, EFX21VFA4UI)—T, VPCIV RRANOBRAZEITSENTEET,

« CloudWatch- 7V NIHAXRNVOAF—REZANTEDRSICLET,

e Kinesis - 7"U>2Z/NILH Kinesis T—R AR —LOBEZTLRL, L 1— K% Kinesis *—24&
ANJ=LEAALTA—Y—TOLAOF VT EZTSENTERT, FHICODVWTE, Tthe
sectioncalled “1—H—7 U9 F 1 ET A OOTJEFRDEE L ZSRLTLEEL,
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [

"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeNetworkInterfaces",
"ec2:AssociateAddress",
"ec2:DisassociateAddress",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcEndpoints"

1,

"Resource": "*"

1,
{

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]

1,
{

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {

"StringEquals": {
"aws:RequestTag/WorkSpacesWebManaged": "true"
}
}
1,
{

"Effect": "Allow",
"Action": [
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"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"WorkSpacesWebManaged"

"Effect": "Allow",
"Action": [
"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/WorkSpacesWebManaged": "true"

"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/WorkSpacesWeb",
"AWS/Usage"

"Effect": "Allow",
"Action": [

AWS Y Z—T RARUZ —
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"kinesis:PutRecord",
"kinesis:PutRecords",
"kinesis:DescribeStreamSummary"

1,

"Resource": "arn:aws:kinesis:*:*:stream/amazon-workspaces-web-*"

AWS Y & —2 R7R 1)< —: AmazonWorkSpacesSecureBrowserReadOnly

AmazonWorkSpacesSecureBrowserReadOnly RU S —Z IAM TP A F U TATAICTRY FTE
£9,

CcORID—E, AWS Y ZI X ROV =)L, SDK, KT CLI Z51 L T WorkSpaces Secure
Browser £ T NHKFBEBEANDT VL AZHTITHHAIMUBAT IV EAFTEFELET, COR
) —IZ&, BREER M4 7°& LT IAM_Identity_Center ZFA T2 R—FILEDOX V) EY) (C44
BRETIVEAFTEEENTVELA, ChSOT7VELAFAERBITDICE,. ORIV —%
AWSSSOReadOnly EH&EDLE TS EE L,

T U2 AFFA O

CORDVI—=IZE, LTOT IV EAFANFrE8ENATVET,

« workspaces-web-AWS Y X N2V —JL, SDK, CLI Z4 L T WorkSpaces Secure
Browser & T DKTFEREANDHZARVERT IV EAZRHALET,

e ec2-TUINIKFVPC, BTZXY K, BLOPEFIVFT 4TI —T2RBRTEDRSICLE
9, < hlk, WorkSpaces Secure Browser ® AWS XXX NAVYV =) TEAEh, H—E
ATHEHTES VPCs, Y7 XYM, EF21VFT1TIN—TZRRLET,

« Kinesis- 77U /)NILA Kinesis T—RARN)—LZVARTEDLSICLET, chlE
WorkSpaces Secure Browser ® AWS XXX ROV =)L TEAEN, Y—EATERTE
% Kinesis *—Z2 AR —LZRRLET,

"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",

"Action": [

"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:

]I

GetBrowserSettings",
GetIdentityProvider",
GetNetworkSettings",
GetPortal",

GetPortalServiceProviderMetadata'

GetTrustStore",
GetTrustStoreCertificate",
GetUserSettings",
GetUserAccesslLoggingSettings",
ListBrowserSettings",
ListIdentityProviders",
ListNetworkSettings",
ListPortals",
ListTagsForResource",
ListTrustStoreCertificates",
ListTrustStores",
ListUserSettings",
ListUserAccesslLoggingSettings"

"Resource": "arn:aws:workspaces-web:*:*:*"

"Effect": "Allow",
"Action": [

ec2:DescribeVpcs",

"ec2:DescribeSubnets",

ec2:DescribeSecurityGroups",

"kinesis:ListStreams"

]I

"Resource": "*"

AWS T Z—

AmazonWorkSpacesWebReadOnly 7R\ > —% IAM 7 A

K7R 1) 2 —: AmazonWorkSpacesWebReadOnly

—_—

ITATAI

1
’

TRYFTEEXTY,

AWS Y Z—T RARUZ —
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CORYD—FE, AWSYZRI X RI2Y—)L, SDK, &KV CLI Z4 L T WorkSpaces Secure
Browser £ T DKIFBEREANDT VL AZH T THHRAIMUBEAT IV EAFTZ2RFELET, COR
) —(Zl&k, BREER 4 7°& LT IAM_Identity_Center ZFHET2R—XRILEDOX V) EY) (44
BEBRTIVEAFAREEFNTVELA, ChSOT7 IV LAFTEMETSICE. ORIV —%
AWSSSOReadOnly L &ADE T T L,

® Note

RBECORU—ZFEALTVRHEREF. FILL
AmazonWorkSpacesSecureBrowserReadOnly RU S —ICHIYBA TS EET L,

T ARFA O
CORDVD—IZE, LTOT IV EAFANFEEATVET,

« workspaces-web-AWS YZXI X N2V —JL, SDK, CLI Z/ L T WorkSpaces Secure
Browser £ Z DHKEFEERNOZAIMYERAT VLA ZRELET,

e ec2-TUINIKFVPC, TRV K, BLOPEF2IVFTAIIN—T2BRTEDZIRSICLE
9, hnlk. WorkSpaces Secure Browser ® AWS XXX RV =)L TEAESh, H—FE
ATERATESD VPCs, H7XY N, EF2VFAIIN—TERRLET,

« Kinesis - 77U 2 NILH Kinesis F—RARNU—LZVARTEDLSICLET, <l
WorkSpaces Secure Browser ® AWS XXX NIV =) TEAEh, Y —EATHEATE
% Kinesis F—R AN —LZRTLET,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"workspaces-web:GetBrowserSettings",
"workspaces-web:GetIdentityProvider",
"workspaces-web:GetNetworkSettings",
"workspaces-web:GetPortal",
"workspaces-web:GetPortalServiceProviderMetadata",
"workspaces-web:GetTrustStore",
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"workspaces-web:GetTrustStoreCertificate",
"workspaces-web:GetUserSettings",
"workspaces-web:GetUserAccessLoggingSettings",
"workspaces-web:ListBrowserSettings",
"workspaces-web:ListIdentityProviders",
"workspaces-web:ListNetworkSettings",
"workspaces-web:ListPortals",
"workspaces-web:ListTagsForResource",
"workspaces-web:ListTrustStoreCertificates",
"workspaces-web:ListTrustStores",
"workspaces-web:ListUserSettings",
"workspaces-web:ListUserAccessLoggingSettings"

]I

"Resource": "arn:aws:workspaces-web:*:*:*"

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"kinesis:ListStreams"

]I

"Resource": "*"

WorkSpaces Secure Browser AWS O EER S —DEH

COH—EANCNSOEEDEHZRAEL TH S DO WorkSpaces Secure Browser ® AWS ¥ &—
SRRV —ODEFHICEITZIFHMERRILET, COR—ZADZEEICHITZIEH TS —KMIDOVT
., RFIXKNEER—IJORSS 71— REZBHFELTLSEELY,

ZE

AmazonWorkSpacesSe WorkSpaces Secure Browser 2024 £6 A 24 H

B B

cureBrowserReadOnly - #TL T, AWS YR XNV

WK —

Y—Jl. SDK, CLI #2BL T
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164



Amazon WorkSpaces £+ 177 5

EEHAR

rE

AmazonWorkSpacesWe
bServiceRolePolicy — R 1) < —
D EFH

AmazonWorkSpacesWe
bReadOnly - 7R 2 — O EH

S

WorkSpaces Secure Browser
EZTDHRFBERANDFTAEY)
BERT7IVtAEZEZASDIZ®
O, HLWRDZ—HEME
nxXL L,

WorkSpaces Secure Browser
TR —DNEHEHh

T. CreateNetworklinterface
DX R % aws:RequestTag/
WorkSpacesWebManaged:
true TRIFHENLEYT
XY REEFIVFTA4T
W=D —AIZHIRT
BRI KRLE, Rz

. DeleteNetworkinterface ®
X&R & aws:ResourceTag/Wo
rkSpacesWebManaged: true
TRI & niz ENI IZHIR
FTAHERIICHEVYEL I,

WorkSpaces Secure Browser
T, A—Y%-T7otAOF>
JOFZAEY) T O AFA%Z
5L, Kinesis F—& A K
)—LD—ERRZFTITS
&5IC, RUS—NEHE
nELL, FHRIEDODVWTE.
Tthe section called “ 11— —

TOTAET4OOTRBHED
RE ) BSRBRLTLSESL,

B

2022 £12 A 15 H

2022 % 11 A 2H
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EEHAR

rE

AmazonWorkSpacesWe
bServiceRolePolicy — 7R 1) < —
D EFH

AmazonWorkSpacesWe
bServiceRolePolicy — R 1) < —
DEFH

AmazonWorkSpacesWe
bServiceRolePolicy — 7R J < —
DE

AmazonWorkSpacesWe
bReadOnly — # L WK1 > —

S

WorkSpaces Secure Browser
T. Kinesis T—X AN —ALA
OBEZREARL, LO—R%Z
1—%—-7otAO0%>7H
(Z Kinesis *—X AR —LA
ICABTDRSIC, RUZ—
NFEHENEL -, FFMICHO
WTIk. Tthe section called
‘A—Y—-TIOT4ET40O
JRFEDHRE" ZZRLTL
ZE\,

WorkSpaces Secure Browser
T. ENI D¥ERFICRT Z24E
RITBDELDIC, RUS—HE
FEahEL Ik,

WorkSpaces Secure Browser
T. AWS/Usage BHIZE %=
PutMetricData APl 7 7 = A&F
AICEBMTEESIIC, RUD
—NEFHFEhEL L,

WorkSpaces Secure Browser
T, AWS YR XNV
V—JL. SDK, CLIZE&U T
WorkSpaces Secure Browser
EFTDHRERRANDTAEY)
BERT7OVAEEZEZZ 18
N, FLLKRDZ—HEME
nEL L,

B

2022 £10 A 17 H

2022 9 A6 H

2022 4 A6 H

2021 11 A 30 H

AWS Y Z—T RARUZ —

166



Amazon WorkSpaces £+ 177 5

EEHAR

rE

AmazonWorkSpacesWe
bServiceRolePolicy — # L LR
)3, —

WorkSpaces Secure Browser

TOEE DB O

S

WorkSpaces Secure Browser
T. WorkSpaces Secure
Browser [C&k 2 TEMA, B
Ehd AWS O —E AN
Y—ANDT I AZFHFAT
BEHD, HLWRUD —H
EmMEhEL L,

WorkSpaces Secure Browser
&, AWS BEEBRUS—NDE
BEoEHZzRABLEL I,

B

2021 11 A 30 H

2021 11 A 30 H

Amazon WorkSpaces Secure Browser ID E 79 A KNZ T 1—F 4
e

LTnE#HRZEFEHTSE., WorkSpaces Secure Browser 8 & U IAM TOEXEF IZEE T 5 0D
Hd—MNEEEOLH P EICKRIEET,

N s
WorkSpaces Secure Browser TP 9232 ERTIRHEBENHUELEA
iam:PassRole ZR1TJ 2RI H ) FTEA
AWS B DT A0 NS D 1 —H—IZ WorkSpaces Secure Browser JY —AANDT It A%

Al =W

WorkSpaces Secure Browser TP V2 3 ZRTITDIERNI BV ELA

TO2AVERTIBDERIBVEVWSIZ—ARRENIEBEERE., TOTIIIVERITTED K
SRV —2EHIDHBENHBVET,

RDIZ—HlE, mateojackson IAM A—H'—A"2 Y — L2 AL T, $% my-example-
widget VY —AICBAT2FMBERERTLEXDIELECEEZBELT, TOBRICHAELR
workspaces-web:GetWidget 77 EAFAZFE > TLVRWEEICRETIENTT,

NSTNZa—Fa42Y
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
workspaces-web:GetlWidget on resource: my-example-widget

CD3IFE. workspaces-web:GetWidget 70> a2 EAL Tmy-example-widget ')V —A
ANDT I EAZHFATDLSIC, mateojackson I—H—DRVS —ZFHITIHENHVET,

HR—MHIBELZBEE., AWS BEEEZEICHSEVELELSEEWV, Y44 RHEHmERHEL 38
MR AR g

iam:PassRole ZR{T I3 #ERI DY EHA

iam:PassRole 7V 3V ARITITRERNIBVWEVWS IS —HFRRENLBEE, RUP—%ZF
#1 L T WorkSpaces Secure Browser ICO—)LZ BT ENTEDRSICTRIHURENHBYVET,

—#D AWS OH—ERA TR, HILLWH—EAO-IILFLEEY—EALCUVEnLO0-ILZER
THRRDYIC, BFEOO-IILZZOY—EALCEITCENTEXRT, TOLHICE, Y—EALCO—-
WEEITT I EAFANZETT,

LTOFOIZ—I, marymajor EWVWSEZRE® IAM 1—H—A"1> Y —)L &R L T WorkSpaces
Secure Browser TP V> 32 EZRTLRSETRRICRELET, IEL, 2OTF7OV>3areh—
EANFRITIBDICE., —ERAO-IDPSHFEENETIVEAFANFf VETT, Mary (2, O—)L
EH—ERACEITTIORAFIN &YV ELEA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

CDBE, Mary DRV —ZEFH L TAT ) —IZ iam:PassRole 7U> IV NRTEHFT T B4
ENFHYUERT,

BR— M BEZFERE. AWS EEZFICHBVELESEEZV, Y1 MV ERBHRERML 28
HENEEETT,

AWS B DT A NSO 11— —I(Z WorkSpaces Secure Browser )Y —AA®D
TOtrAZFAL LWV

BOTHIY MOI—HF—PEBAOAS, VY—RZTFIERTBEHICERTEBO—ILEER
TEET, O—LDBESHEEXTHI—Y—RIEETEET, UY—AR—ADKRUI—%1

BF72EAIY RO—=LURARN (ACL) EHR—RTBH—ERADBEE. ThSOKRUS—&FEAL

T UY—AANOTF I AERETEET,
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A OVTER, UTZZRL TS EE L

- WorkSpaces Secure Browser " Ch S OBEEZFR—KLTWBAESHIZDOWVW TR, TAmazon
WorkSpaces Secure Browser & IAM & OEE S Z2SRBLTLEE L,

c IEAWS 7HIRNLTVWR OUY—AADOT IV AZEBMITZHELCOVTIE., TIAM 1—
H—HA R, O TBREANWS ZHIN LTVWREIO O IAMI—Y—AOT7 It A%ZRBMTS
ESBLTLEEL,

c DY—=ZAANDT IV ERZY—RN—FT 1 —ICRHEITEZIFZEICODVWTRAWS THOU N, 1AM 11—
H—HARD " —RN—F A —AWS THIUKNIRETEZ AODTIOEA%EMRTE, #2588
LTLEESW,

c D7IFL—23 &BNLTTIOERERHITIDIFEICODVTR., IABMI—H—HA4 R 0 4T
REhhEI—HY— (D 7IFL—Y3 V) AOTILANHT 28BL T EEL,

s VORTAHIKNTOEALCEFA2O0-ILEVY—AR—=ADR)—OFERAFZEDEWVWICOVT

. "IAMA—HY—=HA R, O "IAMTOIOAT A ROV —ANDT IR 2ZRBL
TL<EEL,

Amazon WorkSpaces Secure Browser Dt —E A1) > o 0—)L

Amazon WorkSpaces Secure Browser (& AWS Identity and Access Management (IAM) —E A2 1)
voEnkO—-)zezEALET.,. Y —EAU>I0—)LIk. WorkSpaces Secure Browser (Z[E$#1)
VOENEEFEHREIAMO—-ILTY, Y—ERICU V& nz0—)LIFk WorkSpaces Secure Browser
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WorkSpaces Secure Browser D —ERAD > JO0—-)LDOfRE

« WorkSpaces Secure Browser D —E X ) 2o 0O—)L 0 HIER

WorkSpaces Secure Browser O —ERAJ > JO0—)LTHR—bEThTWd)—23>

WorkSpaces Secure Browser D —E AU 0= OTF V2 AFFHA

WorkSpaces Secure Browser I&, WorkSpaces Secure Browser

l&. AwSServiceRoleForAmazonWorkSpacesWeb EWSERIOH—EAV > oO—-IZFERALT
NDARI—=T NI KD Amazon EC2 VY —ARICT VAL T, 41 AR AX CloudWatch X b
JORZARN)—Z2TJLET,

AwSServiceRoleForAmazonWorkSpacesWeb H—ERAU2o0O—)LiEk. UTOH—EAZFEL
TO—-)zs|lEZHET,

* workspaces-web.amazonaws.com

AmazonWorkSpacesWebServiceRolePolicy EWSBZFOO—ILT I ABFTRI S —

l&. WorkSpaces Secure Browser IZ, IEEENEVUY—ATUTOT O3V 2ETIDezdFH
ALET, FHICDOVWTE., Tthe section called “AmazonWorkSpacesWebServiceRolePolicy” s %
SRLTLEEZL,

« 72> 32:ec2:DescribeVpcs, MR Y—RA:all AWS resources

« 77U>32:all AWS resources £T ec2:DescribeSubnets

« 79U 3a:ec2:DescribeAvailabilityZones, X% !JY —2RA:all AWS resources

s FO2AVHTRYRNIVY—REEFIVFTATIIN—TVIV—-ALD
ec2:CreateNetworkInterface T aws:RequestTag/WorkSpacesWebManaged: true

« 72> 32:ec2:DescribeNetworkInterfaces, &1 Y —A:all AWS resources

« 77> 32:aws:ResourceTag/WorkSpacesWebManaged: true EDXY NDJ—U 42 X—
7 I —AT ec2:DeleteNetworkInterface
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« U2 32:ec2:DescribeSubnets, MR Y—A:all AWS resources

« 7U>32:all AWS resources £ T ec2:AssociateAddress

« 722 3:all AWS resources £T ec2:DisassociateAddress

« 722 32:all AWS resources LT ec2:DescribeRouteTables

« 7U>32:all AWS resources LT ec2:DescribeSecurityGroups

« 7U>32:ec2:DescribeVpcEndpoints, XHRIJY—A:all AWS resources

« 7U>32:aws:TagKeys: ["WorkSpacesWebManaged"] &£~ /-
ec2:CreateNetworkInterface ZARL —>32T®M ec2:CreateTags

« 72> 3Z:cloudwatch:PutMetricData, XHR!JY—A:all AWS resources

« 703 ZRIH amazon-workspaces-web- T ES Kinesis T—XARNU—ALLT
kinesis:PutRecord

« 7O 3a: ZEIH amazon-workspaces-web- T ES Kinesis T—X AN —ALLT
kinesis:PutRecords

« 703 {EIH amazon-workspaces-web- T ES Kinesis T—XARNU—ALT
kinesis:DescribeStreamSummary

.
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Amazon WorkSpaces Secure Browser 7 7> 32 AQOT V2 ANFATEhET,

{
"Statement": [
{
"Action": "workspaces-web:*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"
}
]
}
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ZHRFELET,
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"Records": [{

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "111122223333",
"arn": "arn:aws:iam::111122223333:user/myUserName",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
1,
"eventTime": "2021-11-17T23:44:51Z",
"eventSource": "workspaces-web.amazonaws.com",
"eventName": "ListBrowserSettings",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "[]",

"requestParameters": null,

"responseElements": null,

"requestID": "159d5c4f-c8c8-41f1-9aee-b5blb632e8b2",
"eventID": "d8237248-0090-4cle-b8f0-a6e8b18d63ch",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "111122223333",
"arn": "arn:aws:iam::111122223333:user/myUserName",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
1,
"eventTime": "2021-11-17T23:55:517",
"eventSource": "workspaces-web.amazonaws.com",
"eventName": "CreateUserSettings",
"awsRegion": "us-west-2",

"sourceIPAddress": "5127.0.0.1",
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"userAgent": "[]",
"requestParameters": {

"clientToken": "some-token",

"copyAllowed": "Enabled",

"downloadAllowed": "Enabled",

"pasteAllowed": "Enabled",

"printAllowed": "Enabled",

"uploadAllowed": "Enabled"
},
"responseElements": "arn:aws:workspaces-web:us-

west-2:111122223333:userSettings/04a35a2d-f7f9-4b22-af08-8ec72da9c2e2",

"requestID": "6a4aal62-7clb-4cf9-a7ac-e0c8c4622117",
"eventID": "56f1fbee-6ald-4fc6-bf35-a3a71f0l6fch",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

]
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{

activity_name : String | A human readable name of the event | eg. UrlLoad
activity_id : Integer | OCSF standard value 99 for 'others'
category_name : "WorkSpacesSecureBrowser" | The category name where the event
belongs to.
category_id : 2 | Numerical identifier for category,
metadata : link | Required {
product : link {
vendor_name : "wsb",
name : "WorkSpacesSecureBrowser"
}
version : String | Version of the schema | eg. 1.0.0
},
severity_id : 1 | The severity of the event. All events will have a severity of 1,
meaning 'Informational',
type_id : class_uid * 100 + activity_id
time : The time the event happened (RFC3339 format),
observables : link [

{
name : "session_detail.portal_id",
type_id : 10 //Resource UID
value : //Generated value

},

{
name : "session_detail.session_id",
type_id : 10 //Resource UID
value : //Generated value

I

{
name : "session_detail.client_ip",
type_id : 2 //IP Address
value : //Generated value

},

{
name : "session_detail.portal_ip",
type_id : 2 //IP Address
value : //Generated value

I

{
name : "session_detail.username",
type_id : 10 //Resource UID
value : //Generated value

}

1,
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// New Events
session_detail : {
portal_id : String | UUID of the Portal | eg.
lebe42de-86bb-4073-88a4-34284bc5bcbb,
session_id : String | SessionId of the user session | eg. 17be80fa-7bc2-4675-
b17a-791243938cdf
client_ip : String | IP Address from which user LoggedIn From | eg. 31.65.180.9
portal_ip : String | IP Address of the AWS AppStream Instance that is running
the Portal | eg.240.62.100.169
username : String | The logged-in username | eg. bobross

URLVisit 1 X M DI ZRIZRALET,

{
activity_id : 99,
activity_name : "URLVisit",
observables : [
{
name : "url",
type_id : 23 //Unified Resource Locator
}
]
url : {
url_string : String | Full URL path,
hostname : String | The hostname in the URL
path : String | Path in the domain
}
}

PrintJobSubmit £ X MO #HZXIZRLUET,

activity_id : 99,
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activity_name : "PrintJobSubmitted",
observable : [

{

name : "file.name",
type_id : 24 // File
}
]
file : {
name : String | The file name,
type_id : 1 //Regular file
size : Long | Size in bytes
ext : String | File extension
}

Amazon WorkSpaces Secure Browser Dty > 3a>OH—XKJ T A
Session Logger &, X ® Amazon CloudWatch X NV AZH AL E T,

SessionLoggerEventDelivered X NV AZFEAL T, R—RILASOAIRY NOEFE%E
EZRVILEY), BZ2EHTROTRELSTF—EIRSANOBZENDV NLUTEEE

NEOJ 774 OB ERERL 1=V TEET, SessionLoggerTargetNotFoundError & & T
SessionLoggerAccessDeniedError XN ATT Z—LZBEBEL T, VDY—RELRGT IV AFHA
NDERKNBHIRZRETED_EZHBHLET,

(@ Note

AXNUODAF—RKRA N, Y>3 >T1 o121 EUREZT N, 592 1 Amazon
CloudWatch BIR{TEhET, Y a > OH— XNV IOARK. O 77A4IOEBEZ EIC
I<ICHAETNET,

Session Logger DY > 34Xk~ 194



Amazon WorkSpaces £+ 177 5

EEHAR

ty>alOA—-—XNUTRA

XNUORA

SessionlLo
ggerEvent
Delivered

SessionlLo
ggerTarge
tNotFoundError

SessionlLo
ggerAcces
sDeniedError

%I:I

B

FEEhEE
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PeBEVERERLE
B2 EOJ77
1 )LEAE D,

T O AFAHN
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77AIEED
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Average., S
um, Maximu
m, Minimum

Average, S
um, Maximu
m. Minimum

Average., S
um, Maximu
m, Minimum

By

ARPZ

ARPZ

ARPZ

Amazon WorkSpaces Secure Browser D 1—H¥—F7 o AO7 k&N Y

>3AVARY b

1—Y—ToLAOOYTERTE. ROELYSIVARY NEBATEET,

o BEL: AR NFEFEIC Kinesis T—RARNU—ALICEHEENET,
- StartSession: I—H'—AtY a2 ERKRL., RE2BT SOV I IVIIERLTVET,
* VisitPage: I—H'—Atv>3a>AOR—JICZTIVLEALTVET,
« EndSession: A—H¥—Atv> a2 @K TLERLI,

URL FEZ—23>0OJRB 7SV BERL SERENET, 75V VBEICEREATLAL
URLs (>—2L Y RE—RTTIVEREhIA, T5UVVBEN SHIBREhD) FOJICREENE
BAhA, 7ZVHRIVI—TI—OLYNE—RFLGBROHIBRZATICTEINESHIF. BEHKR

£TI,

AT, EATEEREARYNDOBTT, FBAXRVNIRELEUATO7 1 —)LRFEENET,

A—H—To2tAOJREOEYZ IV AR N
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EEHAR

timestamp EIRY VZA LELTIURBNTEENET,

eventType B XFHELTEENET,

details FHID JSON AT IV MELTEERNET,

PortalArn & userName &, Validation ZBR< IXNTDAXRY NZBENTVET,

"timestamp": "1665430373875",

"eventType": "Validation",
"details": {
"permission": "Kinesis:PutRecord",
"userArn": "userArn",
"operation": "AssociateUserAccesslLoggingSettings",
"userAccesslLoggingSettingsArn": "userAccesslLoggingSettingsArn"

"timestamp": "1665179071723",
"eventType": "StartSession",
"details": {3,

"portalArn": "portalArn",
"userName": "userName"

"timestamp": "1665179084578",
"eventType": "VisitPage",

"details": {

"title": "Amazon",

"url": "https://www.amazon.com/"
1,
"portalArn": "portalArn",
"userName": "userName"

"timestamp": "1665179155953",
"eventType": "EndSession",
"details": {3},

"portalArn": "portalArn",
"userName": "userName"

A—H—To2tAOJREOEYZ IV AR N
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Amazon WorkSpaces Secure Browser 1—%—[@ 7 A4 A
VA

E1E & (I WorkSpaces Secure Browser ZfFH L T, ¥ DAY T 7H 4 KX Software as a
Service (SaaS) VI 7 F 7V r—>3a>r, LAV E2—XY NIERITDVITR—RILEERL
F9, IVRI—Y—&, Y2 a zRBLTOAVTOVICTIEATREHIC, BEODI T
SO EFEALTINSOIITR—FINICTIEALET,

LTFTod>F7>Y Ik, WorkSpaces Secure Browser NOF It A, £y a>ORBERE. V—
IWN=EDTT7TZOHFOFEACOVTELLAYNEZVWIY RI—HF—@maHoH4 ReB)ET,
hEY D

« Amazon WorkSpaces Secure Browser TD 7 ZIH & F/NA4 AD Bt

« Amazon WorkSpaces Secure Browser TOJ I JR—FIADTFT IR

« Amazon WorkSpaces Secure Browser TOtY < a>OHA A A

« Amazon WorkSpaces Secure Browser TOI1—HY—QRBBEONZ I a1—FT12 7

« Amazon WorkSpaces Secure Browser N > T )L Y A > 7 > LR B RE

Amazon WorkSpaces Secure Browser TO 7 ZOH EF/NA AD
Bt

Amazon WorkSpaces Secure Browser &V I 7 72 OHRNTRITENS AmazonDCV VI 775
IHOSATOREFALTVWSRED, 1 VAN FETYT, DITTZOH0SA4TFT N
l&. Chrome X Firefox BE DT T 77 ZIHX, Windows, macOS, Linux REDFAI MY T
RL=TFT AT ATALICKIELTVET,

DITTSOHITAT Y MY R—NOBRFERICOVTR., "I 7759 ITA4T 8, %
BLTLSEEW,

™

(® Note

JI7HAXASEEE,. Google Chrome X° Microsoft Edge & & @ Chromium X—AN TS
HTOHEYR—RNENTVWET, BE. Apple Safari & Mozilla FireFox T 7 A XS &4
R—KMLTVEHA,
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Amazon WorkSpaces Secure Browser TOJ I JR—ZRILADT
A

EREIUTOATIVTITTR—BIANOT VA ZRHBTEEXT,

c X=LFKERBIITHA RISV U%ZERL, SAMLID RAHEHREEALTH A A2 TEZE
ER

+ SAML ID 7’00/ 4 & — (Okta. Ping. Azure &) oA > 4> L. SAML Z7ONAE—DOT 71
T—232VKR—LNR—D (Okta T RI—H—X Y 17R— RX Azure Myapps R—ZR )L &) H
5020y OTEYIIVERBTEERT,

Amazon WorkSpaces Secure Browser TOtY > 3a>0HA A
A
DITR—BNCHAUATTRE, BV IAVERBLT, YT IVRICEETERTIIAY
ERITTEET,

KeY D

« Amazon WorkSpaces Secure Browser TOt Y > 3 2 O

« Amazon WorkSpaces Secure Browser TOY —JL/N\—DFEH

« Amazon WorkSpaces Secure Browser TND 7 54 DO EFH

« Amazon WorkSpaces Secure Browser TOtY < 3> DT

Amazon WorkSpaces Secure Browser TOt v > 3> OBEK

OJ4> LTty arvazlBdde, (Y2 ar zlHRALTLVETI EVWS XY E—D L #ITRR
N—DRRENET, <hlE. Amazon WorkSpaces Secure Browser A 1—H—@FIctEvy < a >
ZERLTVWREEZRLTVWET, HETIE. Amazon WorkSpaces Secure Browser A" > A &R
VARERL, NEX—YROITISOHEREL, EEEREL T SUHRIU—2FBALTVWE
C

VITR=ZIILCHNOTHAA2TRHE, YV—IAN—CEFEW[H TAAVHFERRENET, 2D
TAAVE, V=IN—ORBAREHEEEZHATEIFI—NITIFIFETSZEZRLTVLR
T ChESDTAOAVEFES E, UTOFEZESCENTEEXRT,
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« XAD, DITAXZ, VDY TR=RICHLTTSIHOT7IOAHFTEEZSICE. O—H)
T7o2O0H0#ICHZOYITAO0Z2BRL, VUYTR—R, X490, AXATOHICHD A Y
FER[FV]ICERELE T,

(® Note

BIOEYIVORBRICVITAXTZOT IO EAFALZEBNICTRE, JITHAXT
FERBEMCAY, AVE1-20F/4A M RELET., ChiZLY, O—HLTZD
YASTITAXSAOT VAN HTEhET,

s 7oAV IOTAAVERBIRL, [BICRYTTYTZHFANTS] ICRETSDZE T, Amazon
WorkSpaces Secure Browser @ EBIMDE_X—DV 1 ROUZREBTEDELDICLET,

Fi1—RNUTLZBRELEVESE. Y—IN—0 [Z7O0774I)L], NLTL [F1i—KUTILZH
R ZBRTERY,

Amazon WorkSpaces Secure Browser TOY —JL/N\— O EFH

V=IN—DERGEZBRIZICE. LTOFBRICHEVET,

Y=IN—2BBTDICE, V-IN—DOLBICHZHEZVEON—2RRL, BROFFHRICRZY
JLTASELTROYZTLET,

Y=IN—Z{) 1226 C@, TOLECH—VILZEVWTERNREZ> ZEIRTSH, LEOED
2avIiHBPIVEON—ZFTINIIYILET, Y ELAEEI—TREROAR—ANL
Y, K<EARAIRZTAAVIEDVIIYITTIOEATEERY,

BEHORRTAAXZRESTRICRE. 79 T1 2V RIVZBRULTA—LAVLET, YV—IL/N—
DT7AAVETEFARNDRRIFARZRELTBRICR, V—IN—ZBRLTA-—LIVLET,

Windows /N4 ATA—LAVEERFAX—LTIORT2ICIE. UTOFIEICHVWET,
1. Y=IN—FERGoz7a>0F oV EBIRLET,

2. A—LAM>FBICECirl++ &, A—AT7TJRNTBICECirl+-Z2#HLET,

Mac FINA ATA—LAVEREFIA—LTIRTBICE. LTOFIEIZHEWVWET,

1. Y=IAN—FLEOUI 707V EBRLET,
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2. A—LMVFBICECmd++ &, A—ATTKRTBICECmd+-Z2RLET,

YV N—ZEELHICRYFTIDICE, FHERE]L [£K] OEICERL, [V—ILN—F— K]
TIRYFUIIZ2BRLET,

LTORECE, YV—IN—THEATERZIIXNTOTAIVOHEBANIEENTVET,
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Title

Windows

Launch
additional
monitor
window

Full screen

Microphone

Webcam

Preferences

Profile

Motifications

Description

Move between windows or launch additional browser windows.

Launch an additional monitor window with a separate browser window. Then drag to
your secondary monitor.

Launch a full screen experience view.

Activate mic input for the session. Use the down arrow to select from a list of
available microphones.

Activate webcam for the session. Use the down arrow to select from a list of
available webcams.

Access the General and Keyboard menus. From the General menu, toggle between
light and dark mode, activate the keyboard input selector (for changing the keyboard
language), and switch between streaming mode or display resolution. From the
Keyboard menu, change the option and command key settings (on Mac devices), or
activate Functions (see below).

End your session, view performance metrics, access Feedback and Help, and learn
about Amazon WorkSpaces Web. End Session ends the Amazon WorkSpaces Web
session.

Performance metrics displays the frame rate, network latency, and bandwidth
usage graph. This information is useful for administrators when investigating issues
with the service.

Feedback provides you with an email address to share feedback to the Amazon
WorkSpaces Web team.

Help provides you with access to Frequently Asked Questions, such as how to use
the clipboard, microphone, and webcam during the session, or how to troubleshoot
launching an additional monitor window. From help, you can also launch the tutorial
or user guide.

About provides more information about Amazon WorkSpaces Web.

Get one-click access to session notifications.

Access clipboard shortcut descriptions, links to set the command key preference,
and troubleshoot clipboard permissions from the local web browser. You can use

Clipboard the content preview text box to test clipboard functionality. This icon only displays if
clipboard permission is granted by your administator.
V=L N—DESA 202
From the files menu, you can upload content to the remote browser. Once uploaded,
D Files you can rename, download, or delete, as well as create folders in the temporary file

menu. All files and data in Files are deleted at the end of the session. This icon only
displays if Files permission is granted by your administator.



Amazon WorkSpaces ¥ 1775 74 BEHA R

(@ Note
DVYTR=RFAAETTAINT A, EBENCISICTIVEAFTZRAEL %
WERY), 7 AL TRIFERRICBE>TVET, JITR—RILLEODIVYTR—RETT
AN EENELREMNCTZEIORERELTTT, ChSOTAAUNERRICE2TH
V., TOEATRZHEN DB, EEEICEKZLTIEEL,

Amazon WorkSpaces Secure Browser T0O 7 5% 0 fEA

YA ERBRTRIE, EBENMBIRLEURL THZIAZ—RNTYTURLATSIOHIZRRE L
9, EEENAZ—RNT7 Y7 URL £ BIRL TV VWEBEE., Google Chrome D F7 #)LNDFHL
WRTTOARVIVANRRENET,

To20HTEE, 272RAWVWEY, (Windows Y —I)ILN—FAAVELRET SO0 3 Ry M X
Z1—AS5 )BT T4 RUEBBLEY, URLNN—IZURL ZANTDH, FLEREL
V), BBENETYIOR—IDSIDITHARNCITIOEATBENTEEXET, VITR—ZILD
TYIOI=VIZTIVERTRICEK, 7Y IOX—ON—(URLN—OT) D [XZ—I RTYIIX—7]
72N A—%E<H, URRLN—DHBAICHD 3 RY NXZ1—HDE5TYVIRX—IIZ—v—%H
EET,

TSI IA L RIOY A XELEE @ BETSI2E. Chrome 87 ARNUYZ7ETICRS YL
£F, ChICkY, YT IVHIEROTSIFIA Y RIDBEAAR—AEER I LN TEE
7,

® Note
S—ULYNE—RBEDTSUHHERG, BEEENBEBMCLTVDE, Y2 I FEE
ATEBVBENHYET,

Amazon WorkSpaces Secure Browser TOtY < 3> DT

Y2 a ERTIBICEK, [PAT71=ll [y a ok TIEBRLET, Eyardy
#7793 &. Amazon WorkSpaces Secure Browser &Y > a3 A5 IXNTOTF—XZHIBRL F
T, Y2 avHFRTIRE, BUTVRIITHARNPEBREEEDT ZOHF—&, £ Fie
Explorer A5 D7 7 AR TF—RRBEFERATEELSZNET,
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TOTA7RtEy>2a>vhica7 20U LSS, EBENMNREL KRB EBITREEY I aVNHK
TULET, CORAMALAT IR BMEDFICRTZRALTCIVITR—RIICBET IV EATD L,
REOGLYSaVESMULT, BUTWBIITHA RRT7ALLBE, BHOEY S 37— 5%
IRTERRTEET,

Amazon WorkSpaces Secure Browser TO1—H%'—DRBIED NS
N a—F429

WorkSpaces Secure Browser DA R ICXOBBENA REL LHEESE. UTOBREZEZH L TLE
=L\,

Amazon WorkSpaces Secure Browser R—ZJ)LIZH A A TEEREBA, "TDITR—FIEGEE
BREETNTVEEA, BEHO ITEEEICSBEVEDLELSEEZY, 1 EVSTIT— XY E—IHFRR
EhFXL L,

A—Y—HHA A TEDELSICTDICIE, BEENSAML20ID 7ONA X —%FERAL THR—
BINDERETTTAHRENHYET, JOFEICOVTR., E40 EEHFECAVEDLETLEE
Wo

R=ZIHAEYIIVeRBETEERRA. Y2 AVEFHNTEFLEATLE,. ABIZ—HRE
LELE, €853 EHLTLKEZV, 1 EVWSIT— XY tE—IHAKRRENKL I,
VIJR=BILEYZIVORBICRELELE, 2V a2 2E5—ERBRLTHTILKEEV, B
BARALBEWEERE, EEECHBLEDLESEZL,

DUV TR=R, XAD, DITHAXZZEZAEEA.

TS50 OT O EAFTE2E5ZX3IC1E, URLOBEBICHZOY 9T A A EERL, [VVY TR—
Rl [INA1D) [AXT] [RYTTFYTEVREALIN ODBEICHDEROAMY FEYVERT,
ChSOBEEZEBMICLTSEEL,

® Note
DITTZOFNETARIERA—TAADLSDANEZTFR—FLTLVWEVEE, Ch5n
F7232R@Y—LN—ICRRTEhERA

Amazon WorkSpaces Secure Browser U 7L R A AF—FT 4 FEFF (AV) &, O—HIL0OTIT7H
XTEFFEIAVDAART ZIOHFARN) =200y 2a ICURALINLET, ChiZK
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v). Google Chrome X Microsoft Edge % & ® Chromium XR—AN T I T 7SO #FERAL T, A
=220ty 23> AT, AO—ALTFNARAZFEALEETF TR EFRRETOEN TEER
T JITHXZIE Chromium MADTZIHTRBAESR—rEhTLVEEA,

Google Chrome OFEREFEZDFHFMICODVWTR, "THXZENAVZFERATEL 28R LTKEE
(A1

DIJR—ZIILTEMODEZZ—J14 > RIUNFRABEELA,

FATILEZZ—2BBLELSELT, EBTSIFOTRLAN—ORKICRY Ty 770O0Y 07
AAVHFRRENATVRFERRE. TOTAAVZBRL, [RYTTYTEURAAL I N EEICHA

TRIDHEICHBDZOZARREBRLET, R TTYTHAHFAIEhES, Y—IN—DOF1TI
EZEZ—TAAVEBRLTHLVIA 2 RIUZEBL, EZ2—L0VA 2 RUDNUEZZEEL

T, 720 RTZE#T4 2 RIICRSYILET,

[Z7ANRAVDETTANERIVO-RLESELTE, LRIV FEEA,

[F7ANRADET7AINEZIO0—RLEDELT, EBTZIHFOT RL AN—0DiF
CRYTTYZ77AYITAAVHFRRENTVRIERRF, TOTFTAIEERL, [RY 7TV
EVAALYORNEEICHUTD)|DBICHDZIFDARRZBRLET, RYTTYTHHFAENE
5, 774 E2E5—EXA U O—-RLTHET,

EOIAIRITITAXZHFEAEATVSDD, EOKSICEETNRERIVTTA?

RAVEIEGAXATOBEIIHDTRAONTAI2 27 IYILET, XZ1—IEk, EAAREET/NA
ANRFEN, RBEDTNAARAZRITFIVIN—INRTENEKT, BIOT/NA AZERL T,
Y2 aVIlERATRITNARZEELET,

EHDNAZLRXA VA SERET IV ERATSRE, VITR—FZIILEFEHLEWV

75 £ @ workspaces-web.com IAD RX AV Z&2FEHALTEYS 3V Z2RETDHEE
lkacme.secureportal.mycompany.com, 7IEATRELMERXSVICHLTTSIHTH—KR
IN—F 14 — Cookie " BRCBE>TVWBREZHABLTLSEZ L,

Amazon WorkSpaces Secure Browser O > J LY A > F 2 Hi5R
HEE
Amazon WorkSpaces Secure Browser ICl&, FAY KNY 712 E1—2® Chrome 72 7H &

Firefox 72O TN BA A T2 OHRBENAZEEhhTVET, EEEN LR
EBEMILTVWRES, OJAVRBICIDITR—ZILHSTLERED A ARN—)IEZROSNET,
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Amazon WorkSpaces Secure Browser (Zld, Y > a> RICIITHA MNAOI DV TI YA F
EARICTHILEMENAEENTVET, FlZE. SAML 2.0 1D 7’O/5 4 & — (Okta ¥ Ping % &)
ZEEALTIVITR—FNICHA 4L, Ev>ardhiC@AU ID 7AONA X —2FERATD VI T
HARNITOEALESE, IRBECE >TEMOY A A2 7O T MY BIBREh, VT T7HA
NCTOEALX TS AYET,

DITR=BINCT IV ERTRLEHICHREEZ A ARN—ILTRIHRERFH)EEAN, I—H—F
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Amazon WorkSpaces Secure Browser D > J )L A > 7 HEsREEBED 1
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PRYE-—IHFRFENET,

TREEENEEEB Y ICBETARSICTAICRK. —IL Y NE— K (Chrome) ¥ 754 X—K7
20227 (Firefox) TREL, BEO TSV T 742 RUTHRBREZERAL TEE L,

Amazon WorkSpaces Secure Browser O > J )Y 4 > 7 HLsREEED N
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IRMAEE 1V AR—LL TV RO EY YAV RIOY AV ER S BAK, UTFOFIEC
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