adws

EEBEHAR

\I
)
\ll
A
N
\I
—

Amazon WorkSpaces =~/

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Amazon WorkSpaces > 74T >~

Amazon WorkSpaces > > U024 T M. BEBEHAR

EEENAR

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon DEERB LT NL—RRLAF Amazon UADEHGRE LY —EFRAICEATIERFTE
FthA. T, BERICEBESEZADUEMNI DR T, £ Amazon DEAZBELESER
THERATRICEETEEEA, Amazon MFIEL TV EBVEDOMO I N TOEZIE Amazon & DR
. BE XEBROBEICHIHIPDST, ThSXIEITAMEENEETT,




Amazon WorkSpaces > 72472 b EEEHAR

Table of Contents

Amazon WorkSpaces >V ZA T RNEBEIY—ILER e, 1
ZAIOTBEWICTED AT OB oo 1
St ol A e AT SO RSSO PO PUSOPRSOPRSORRRON 1
Amazon WorkSpaces > V9 ZA T REBEAY—INOEY RT YT e, 4
AW S L A S T 7 B e et 4
IAM LB D BB ..o e e, 4
VDI for Amazon WorkSpaces >V 2 AT NEBEIAY—ILOBBEE oo 6
WorkSpaces > 724 T > NA®D WorkSpaces Personal MELTE .....coooveeveeeereeeeeeeeeeeeveeeeene, 6
el IR [ 7
AT Y 7 1: AT LD WorkSpaces Personal O A BMEEEBEL TWA L E2ERTS ... 7
ATV 2. F Y N7y 72 ERAL T WorkSpace ZRBEIT B ..o 8
i 3 .3 - R RRRSRR 9
WorkSpaces > T F AT > KD WorkSpaces 7 —JLMERTE ...ceoveeeeeeeeeeeeeeeeeeeee e 10
B T B BT oo oo e e e s 10
WOrKSPACES 7 —JLZEAERL T D ..ottt 10
WorkSpaces T T AT U RT IEADERLTE oo 13
Amazon WorkSpaces >0V Z 4 7> N ® WorkSpaces 7 7' —= 3 > OFE Amazon
WOTKSPACES ... ittt e et e e oo e e e e e e e e e et ettt et e e et a s e e e e e eaeeaeaaaaaeaaeeeseeeesssssssssnnannns 14
ATY T 1. AT LN WorkSpaces 77U r—> a2V ICHEBBEZFLZLTVS L %Z
- 1~ TP 14
AT Y7 2: WorkSpaces 77 VT —2 3V AR Y DEFEET D oo 15
Amazon WorkSpaces >V 54 F > N FA® Amazon WorkSpaces Secure Browser DEZE ..... 16
AT Y7 1: AT AN Amazon WorkSpaces Secure Browser DA B#EEZERH L TWD
L I~ ORI 16
AT Y 7 2: WorkSpaces Secure Browser IR—ZR )L ZEZTET B ooooeeeeeeeeeceeeeeeeeee, 16
WorkSpaces > I TA T REBEID Y —ILOBE oo, 18
P A R OO 18
WorkSpaces //'774 UREBEBEIDDY=IDRE .o 19
WorkSpaces > I TA T REBEID Y —ILOER oo, 20
BREE e e ettt ettt et e et ettt et et e teeteeteateeae e et eteanes 21
235 B OSSR 21
BRI D B A ..ottt et e e et e et et eeteanes 23
28 () A -~ YRR 26
28 i YRR 30




Amazon WorkSpaces > 72472 b EEEHAR

BRI B R T D oottt 31
ol A (0 SRR 31
ol A (7800 B S R 31
A A 7 N k- RO 34
Al AN .=k =R 41
FINAAD D) EY REBBRIRER oottt n e 41
THINA ZADT —FTA T ottt 41
o A 011 SR 42

A A B Rk ik 3R 42
D N e ) - <k | 43
ol <y O A A N s oy DX | TR 44
oAl AN 0.0 A N B DXL | RS 45
WorkSpaces 2T T AT R T RTIIT 7R e 46
WorkSpaces 2 AT R Y—ATODRTDER oo 60
e i R e RO 63
s & X OO 64
et = | 2R 65
BRE I D EETT AL oottt ettt ettt et nere et et eaeanens 66
e (L= (AR 80
o B B e e e 80
AVEB—KYIRND—=DORTTAY IO T TA N — e 80
D & T T B R B .o, 81
b Rt i S 0 RSOOSR PR PRRRPP 81
TAT T AT AZBBRAUTEERRL oo 81
Nt = N Al s Ay ()L = R 83
Amazon WorkSpaces I A T RE 1AM EDEETTIE oo, 85
TATTATAR=ADIRI) D = DB oo 90
AWS T R RIR ) S/ m e, 95

R T T IS AT A 2 e 101
BB BT B .o e e e e e e e e e e e e e eaee e 104
e BT 0 T & B B e e e 104
B R S et 106
ClOUATTAI T2 oo ettt e e et e e e e eee e 106
(0o TN T I I =T B e B (0N RO 108
CloUATTAI B I A R D e, 109
CloudTrail AR DB e, 109




Amazon WorkSpaces > 72472 b EEEHAR

CloudWatch XN U O AZBBERUTETZ R 2 et 113
WorkSpaces T T AT U RXRNIU DA et 113
AWS CloudFormation 1 Y =& ... e 116
WorkSpaces > 954 T > K& CloudFormation T 7L — N oo 116

D FFEH CIOUAFOMMALION ...ttt e ettt e e eee e e e en s 116
AWS PrIVAatELINK ...t e e e e e e e e e e e e e e e e e e e e e e e e e e — i ——————— 117
= === = R SORRTRRSR 117
2 St/ i B G W N (e (0 () L = -2 117
I N N A O e o (0 7 1= X 118
N R O - R 120
........................................................................................................................................................ Cxxiii




Amazon WorkSpaces > 72472 b EEEHAR

Amazon WorkSpaces > > V947> NEBZEI Y- &
(&

Amazon WorkSpaces > V74T NEBEOA Y- Z2EATH L, EEEF WorkSpaces &
OTAT N R—2)L%&EL T WorkSpaces > 0S4 T RNREETNA REEEBTEET,
COWeb V=LA S, EBERFERY ND—JRDO WorkSpaces > VAT M1—H—0DOR
BREERL., FINA AZEBEL, NFX—F—ZRETEEXT,

WorkSpaces > V54T NMIFERATRRETRAVNY TRER, MEOOV Y —I)LATEREL
FEETHIHENHYET,

/A Important
WorkSpaces > O A T NEBE IV —INELLKBETRICIEK., ETIATLANE
ENEHZBELTVWAUAEN HYET, chSsODEHIE., "TBIREFMFLCEEL ICREEHE L
TVWET,

hEY D
« ZHHTHEVICEZF AT OER
« T=XTIFY

ZAHTHFEWVICED HFETORFER

WorkSpaces > VAT NEBEIAVYV I ZHOTHERATRIAICEK, ATOEI>a>ZHd
LR EBEOLET,

v hEBEI Y- DR
Y hEBEOY-ILDOER

« WorkSpaces >0 54

« WorkSpaces >0 54

F—FT0F~¥

& WorkSpaces > 054 T N, REFAINYTA 2 Z—T T4 A (VD) Z7ANAZ—IZE
ERFshTWET, WorkSpaces U954 7> Nk 320 VDI Z7ONAZF—&HAR—KLTL
-

ENHTHEVICEDFETOBR 1



Amazon WorkSpaces > 72472 b EEEHAR

« Amazon WorkSpaces

« WorkSpaces 7 7)o —> 3>
« Amazon WorkSpaces ¥ 1775 Y

AT % VDI IZ LU T, WorkSpaces 2954 7> MDOEHIEWorkSpaces 77U r—3 >0
AR Y., WorkSpaces Secure Browser DV I 7/ R—ZRIILIV RRAKNENLTTIEAB LV
BEEBEEIhET,

Amazon WorkSpaces D DWW Tk, WorkSpaces 74 Y VY N7 Y 7 ORHEE %) 23R
LTLKEEV, F4LIOMNIE., ZBUTEEBENET, cnlZkV) Directory Service, Simple
AD, AD Connector, ¥ 7=ld AWS Managed Microsoft AD & &’ 115 Directory Service for
Microsoft Active Directory O A 72 I A RMHE hE T, FMIC DL T, Directory Service B 7
A RESRLTSEEL,

WorkSpaces 7 7' )7 —2 3 > OFMIC DV TIE, Amazon WorkSpaces 77U —2 3 > O R
FEYTNTTIT5—2320Yy N7y 71 Z2RU TS EE W, WorkSpaces Applications
&, 7705 —=23 2 ORANERTICHERZ AWS VY —RAZ2EEBL, BBNICAT—IL, F>
FIYVRTCIA—H—AOT7 O tRAERHEL F£F, WorkSpaces Applications 2RI D&, 1—H—
FBIRUEFNAARATRERT T VT—23 T IRATE, XATATICAVARN=)EniET
TVT—=2 a3  EXBITERVRENTESHA BRI —TITIOARVIVANBESIhET,

WorkSpaces Secure Browser O FF#IZ D W TIE, Amazon WorkSpaces Secure Browser O Bi#5 75
E1 ZZRLUTLZEE VW, Amazon WorkSpaces Secure Browser I&, 27X RTT7IIR—D
RE® Linux R—ANDHY—E AT, AFY I TH4 ~N* software-as-a-service (SaaS) 7 7'1) 7 —
SAVANDRERT TSI T IV EAZBRBICTRDRSICERAETNTVET, AV TTARNTIF ¥
BEE, EAOIVTAT NI TIRNIDIT, RET7ZAXR—KNZRYRND—O (VPN) VYU 1—->32%

E, EBLOBHENI G, BREOIVIT 7SI NSH—ERICTIVEZATEEXT,

RORIE, WorkSpaces >V ZA T NOT—FT7U0F v ZRLTVET,

T—FTU0F~ 2


https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/what-is-workspaces-web.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/getting-started.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/getting-started.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/getting-started.html

Amazon WorkSpaces > 974 F >~ BFEEHAR
Actions can also be performed through AWS GLI
poFEEEEEEEEEEEEEEEEEEES- -~
”g"’.g“ T Amazon WorkSpaces Thin Client Microservices A
- Environments ]
D - Devices ! I
Navigates - Software updates 1 = =
—_— [ —] » | - z 1
1.1 Amazon WorkSpaces 1.2 1 1
Thin Client Console ] 1
Admin [ = - = .
1 1
1 1
AWS Console N 7
- e o o o o o o o - - -
Admin workflow
Auth
1.3
—————  Streaming
Runtime Dependencies
Other traffic
14 Am AN Koy
- Cloudwatch ~ Management
Service
v
i R R R e R i R R -
’ ~
’ !
1 eeemenEesas e . - . sijitadescan s e .\, |
1 : WorkSpaces k. § v wz:SBPr:":::er s X
1 3 : H - Sec i
Streams ! : !
—_— 1 : .
2.1 23 I H 1
1 H 1
Users I : 1
1 : 1
Amazon WorkSpaces Thin Client 1 H i
1 Y & - I’ 1
v Stissserassesssnesanresasnnnnnnnd?  FESIISEIISSsEsssssssssesansnent ’
A ’
22 Authenticate o M e R M R M RN R N M RN G RN A RN M R RN A RN R R M R M M M M -

F—X70F ¥ 3



Amazon WorkSpaces > 72472 b EEEHAR

Amazon WorkSpaces > > VAT RNEBZE IV —ILD
Yy KTV

NeEY

c AWSICHATYTT%

o IAM 1—%—0D/ERK

AWS IZHA2TYT3%

ABEVEEEAWS THIOUN, XROFIEEETLTERLET,
CHA T YTTBICIEAWS THOU N

1. https://portal.aws.amazon.com/billing/signup ZF& £ 7,
2. FAUTAVOFIEICHWVWET,

BA2TYTFREO-RELT, BRFLEETFANXY E—JZZTEY), EFF—/N\Y RT
BEEO—RZADLET,

CHATYTITREAWSTHIR, AWSTAHIY MOIL—KRI—H— HFEHEhET,
W=RI—H—=Z&E, TATDZRDODIXNTOAWS DY —ER EVY—ANDT I EAENH
WET, EF1UTARARNTSIOT1ARELT, A—F—ICEBT IV AEZE)HT, IL—
NI—Y—TFT IO AN BEZZAIDRTICEIL—RNI— -0 ZFERATEIELSICLTLES
W,

IAM 1 —H—0O1ERK

EBEI-Y—ZEHTZICR. ATOVWTFhHIrOFTa>zBRULET,

AWS IZHA T Y793


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks

Amazon WorkSpaces > 74T >~

EEENAR

EEE
=B
I35
EZ

&R
LET

IAM
Identity
Center

A
(HER)

IAM A

(FEHERE)

B

= O FURLIE ¥ %z £
LTAWSIZTOtA
LET,

chiEtEfa1)7q
DRANTZOTF14A
E—HBLTVWET, X
ANTZO0T 14 ADF
MICOWTE, TIAM
I—H—HAR, O
FIAM TOtF211)
TADRANT D
TA4A1 BSRLTL
ZEV,

REAGERIIE R Z AL
TAWSICTItEART
%o

PP

AWS IAM Identity Center
A—Y—HA RO "EHBA
E1 OFEICHVET,

IAM 1—H—F4 K T8
ST7O0AHD IAM 11—

LT 0®RES AR

AWS Command Line Interface
1—Y—HA RO Z2FEATD

AWS CLI &5 C ZFZE AWS
IAM Identity CenterL T, 7’0
TZLICRDTIVEAZHRE

LErT,

IAM 1—H—#4 K) TIAM
1—YH—OTF IV EAX—%F

H—ZERT D1 OFIEIC
RVWET,

HE9%, OFIRICE>T, 7
AJZLICRDTIOEAZR
ELEXT,

IAM 1—H—0ER


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com//singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html

Amazon WorkSpaces > 72472 b EEEHAR

VDI for Amazon WorkSpaces > 954 T > NOR®BEE

Amazon WorkSpaces > Z2A4F7 > Nk, AWS IV RI—H¥ -1 —FT1 2 JH—EARLE
BEITRLSICBEENLEIAMNIROBVS VIZATURNTENART, P7UT5—23 R FREF
AONYTIRED DBRIFICT IO EATEET,

REFAONYTAVTSZARNTOF v (VDI) Zi#IRL . WorkSpaces >V AT NTEMETS
EOICERELET,

/A Important

WorkSpaces > V54T NEBEIAVY—INELKBETSICE. ETATLANE
ENEHZFELTVWRAHAEN HBYVET, chsSOEH#E. FREFAI MY Z770ONA
A—OREFIBEICEEETNATVET,

WorkSpaces >0 74T hNTlk, EFATAHEEFAINY Z77ONMA—ICRHLUT, HEDY 7
ROITEBENFDETT,

[N =R
« WorkSpaces 27747 > b A® WorkSpaces Personal D&7E

« WorkSpaces 9754 7T > b® WorkSpaces 7— )L DERTE

« Amazon WorkSpaces >0 Z4 7 > N ® WorkSpaces 7 7'1) 77— 3 2 M E Amazon
WorkSpaces

« Amazon WorkSpaces > 774 7 > s FA® Amazon WorkSpaces Secure Browser D&% 7E

WorkSpaces > Z 4 7 > N FA® WorkSpaces Personal D& E

WorkSpaces > 9 Z 4 7 > k% Amazon WorkSpaces Personal THER 3 % Zl&. WorkSpaces
TFALIRNIIZTVEATBDERSICH—EREZRETHIHENH ') ET, Amazon WorkSpaces
Personal 4 L2 MUk, AWS OV —I)LN® WorkSpaces > 9754 TF > MERIRER—I(C
FALIRNVBICEDVWT—ERRENET,

WorkSpaces > 9 Z 4 7> ~ FA® WorkSpaces Personal M &%E 6



Amazon WorkSpaces > 72472 b EEEHAR

® Note

AV =) ZHOTERAITIEIC. REZTOLENHYET. IV IILOERZRKBEL
ERICHRFAEEZEEIDLERIHBOLEEA,

(AR T B ATIC]

WorkSpace ZHERE LI BEE TS AWS FTHI M BB Z®HRBLET, EEL. FNAA
1 —4H—I% WorkSpaces IC#E& L THERA TR EHICAWS THO Y NIBEH Y EH A,

RECEDHIC, XOB2z#E L TEBLTILESZL,

« WorkSpace Z & 95 & E k. WorkSpace /N> RILZBIRLET, FHMICDOWVWTIEE., "Amazon
WorkSpaces /N R)Ly ZZBL T EE L\,

- WorkSpace ZEEHITDEEIC, N RILTHEATAH 7O INZERLET, FMAICOVT
(&. Amazon WorkSpaces, ZZBL TS E&E L,

- WorkSpace ZEE TR EER, 1I—HF—BYEX—ITRLAZE, E1—Y—070774)
BHREZEELET, 1—H—lk, NAD—RZERLTZ7O7 71 EZETTLET, WorkSpaces
E1—HY—ICETIBHRETFT A LINVICREENET, FMICOVWTI., WorkSpaces Personal
DTALORN)ZEEBTD,, BSRBLTLKEETL,

« WorkSpace Z 2892 & Z &, WorkSpaces I A T RNIITT7OERAZEMICL TERE
LET, FHMICDOVWTIE, WorkSpaces V54T hDREL #SBLTLSEEL,

ATY 7T 1: AT LN WorkSpaces Personal O AB#EEZEHEZL TLD
_EEHBATD
WorkSpaces > 954 F7 > NEBEI> Y —)LH Amazon WorkSpaces Personal &iE]ICEET

BICE, DATLNROBENERZR/LELTVWBRMLENHYVET, COXREB. YR—hEhTLD
CNSOBEEZDEHD-ETT,

Mg =4
Web Access B
HBR—RNENBDARL—F AT ATF A « Windows 10

» Windows 10 (Bring Your Own License)

[T BHIC] >


https://aws.amazon.com/workspaces/features/#Amazon_WorkSpaces_Bundles
https://aws.amazon.com/workspaces/features/#Amazon_WorkSpaces_Bundles
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-protocols.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-directory.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-directory.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/access-control-awstc.html

Amazon WorkSpaces > 72472 b EEEHAR

K =24
* Windows 11

» Windows 11 (Bring Your Own License)

HR—RMRR/N> RIL + Microsoft Power with Windows 10 (Server
2016, 2019, B KRV 2022 X—2RA)
(

* Microsoft Power with Windows 10 (Server
2016, 2019, KRV 2022 X—RA) w Office

« Windows 10 Z £ & L /= Microsoft PowerPro
(Server 2016, 2019, H &KV 2022 KR—RA)

* Microsoft PowerPro with Windows 10 (Server
2016, 2019, KRV 2022 X—RA) w Office

« Windows 10 T® Microsoft /N7 #—~X > A
(Server 2016, 2019, 2022 X—A)

* Microsoft Performance with Windows 10
(Server 2016, 2019, H KV 2022 X—RA)w
Office

HYR—hEha7083)L DCV O &

ATY 7 2.5ty N7y 7ZERAL T WorkSpace ZEE8 9 %
SELZtEY NTY T ZERAL T WorkSpace #2889 2 - &

1. https://console.aws.amazon.com/workspaces/v2/home/ T WorkSpaces 1>V — )L ZBHE £,
2. ROVWTFhADTALIRNIRATEZBIRLTAS, [Next] (RN) ZI VY ILET,
+ AWS Managed Microsoft AD

« Simple AD
* AD Connector
3. TFALIRNVBEHROASD

4.2 DNEBBTRATGEUTFA—=V—=2OVWThANLSVPCHD 2 DO Ty REBIRL &
T FHMICOVWTIE., "NTUYOIHTZY REEDVPC NEEL B2SBLTLEEL,

5 F4LIURNVIEHRZERREL, TALIVNIDEKEZERLEXT,

ATV T 2: ity N7y 7 &ERL T WorkSpace 2289 8


https://console.aws.amazon.com/workspaces/v2/home/
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-vpc.html#configure-vpc-public-subnets

Amazon WorkSpaces > 72472 b EEEHAR

B2 & Akt

WorkSpaces > 074 T MNEk, EZSZRAMGHETZ > (BCP) D—FH & L TED XAk MHZY
R—BUET, WorkSpaces >0V T4 T NDBEMEME. WorkSpaces Personal T 0 & £
TEET, BEHUEMOFEMCIDOVTIE., "Amazon WorkSpaces B¥H 4 K @ "WorkSpaces

Personal MEE MG 2SR L TLKEE LV, Amazon WorkSpaces

Bl R SR AF

WorkSpaces > 954 T NTED X AN EZFERATSICE., RONBRGZF LLIHEN HY)
£9,

« WorkSpaces VOARA) =23 UAALIRNDBE-DNS H—EREN—TFT 1 TRI—HEE
Eéhfb\i?o Chs&ZFRETDICE, 'DNSH—EADEE, & 'DNS )I—F 4 TR
NEEEL Z2ZRBLTLEEL,

« WorkSpaces XILF)—a > LI UIADGE - AR /N4 WorkSpaces HMEREhEL
o ChEERTBICIE., "TAX/VA WorkSpace R TS #SBLTLEEL,

« WorkSpaces > OS5 A T N EFERTZR)—2a> 0B KEIAVT A, V=230 ZHRRTSIC
&, "{HxU—T3> 22RBLTLSEEL,

WorkSpaces > 054 T > NOEEMGEHDRE

Amazon WorkSpaces > 5 4 7 > M T Amazon WorkSpaces Personal DR ZBXIC T 5 IZ &,
SDK ZFEALTRRICYNVEV T TBDLSICERIAITAZRETIHENF HVVET,

TAHPARVANVEZERETRLEHOHTILRFIX NOFBA:
Example

CLIAWS AL T, ANU—Z2UFAYUNY T D WorkSpaces T4 V7 ARFEHAL THL
WIREBZERTH AN RO

aws workspaces-thin-client create-environment --region region --desktop-arn/
arn:aws:workspaces:region:account:connectionalias/wsca-id

wsca-id %Z WorkSpaces Personal ##i LA )7 AICBEE A E I, WorkSpaces LA VT AD
ID l&. WorkSpaces XXX RV —=)LF ik SDK H SHERTE X,

B R Akt 9


https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/business-continuity-plan-bcp.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/business-continuity.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/business-continuity.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/cross-region-redirection.html#cross-region-redirection-configure-DNS-routing
https://docs.aws.amazon.com/workspaces/latest/adminguide/cross-region-redirection.html#cross-region-redirection-configure-DNS-routing
https://docs.aws.amazon.com/workspaces/latest/adminguide/multi-region-resilience.html#create-standby-workspace

Amazon WorkSpaces > 72472 b EEEHAR

IVRI—YF-—TITVARVIZVA

ESRXAMGHENREENES, BE15 BRAICTFNARAEBZBBRLTTITATICTHDHRENHY)
£9, TD%E, WorkSpaces > I5A TV NEBY—EANERATERLL K2 £HE, 11— —&
BRK24BEEY I VICERULETACENTEEXRT, CORETR, FNM1ARKYTIRNIITE
FEZELY., hEHBERERBRET, FUOT17{LTEEEA, WorkSpaces I 5A4F7 > N>
V=IOBFBITEDTFNAAL MJIZE, RFEHRIERREhFEA,

WorkSpaces > 954 T NTFINA ABEBY—EAN 24 BEULFERATELAWVEES, AOIS—
XY tE—IHFRRENET,

TIS—ARELELE, E5—EHLTLKEETV, BENfMRLEVEER, ITEEZCHSEAV
EhE<EEV, (IZ—11— KR:3006), 1

WorkSpaces > 954 F7 > M@ WorkSpaces 7 — L DE&E

WorkSpaces > 954 7 > M % Amazon WorkSpaces Pools TEA T % (Zlk. WorkSpaces
Pools 4 LI NJIZTOEATDELSIZSAML2.0ID 7ONAF— (IdP) 2R ET D HEN
& ') E£9, Amazon WorkSpaces Pools 4 LV KUk, I—H—OJIL—TICEYHTSsh
WorkSpaces M IK#GEHNET—ILTT,

(® Note

AV =L Z2HOTERATIHEIC, REZTOILEN BT,

ks

(BRI B A1)

WorkSpace ZHERE I BEE TS AWS THI M BB Z®HRBLET, EEL. FNAA
1 —4H—I% WorkSpaces IC#E&H L THERA TR EHICAWS THO Y NIBEH Y EH A,

HEZEDBDEIC., "Amazon WorkSpaces EXEH A K1 ® "WorkSpaces Pools T® Active
Directory DA ZRB T D HEICy ICEREETNTVIEEZEERL TEML T EEL, Amazon
WorkSpaces

WorkSpaces 7 —ILZEHK T

1—H—TFT7Ur—YaVERBLTANI -V T2 7L ERES LVERLET,

WorkSpaces > 254 7> h® WorkSpaces 7' — )L DE&E 10


https://docs.aws.amazon.com//workspaces/latest/adminguide/active-directory-prerequisites.html
https://docs.aws.amazon.com//workspaces/latest/adminguide/active-directory-prerequisites.html

Amazon WorkSpaces > 72472 b EEEHAR

® Note

WorkSpaces 7—IL&ZEKTBHIIC, TALINVERERTIHSEN HVYET, FFMICOV
Tik., TSAML 2.0 ®ERE L & & V'WorkSpaces Pools T4 LU N DER, #ZBL TL ¥
=L\,

7= ERELTHERTS

1. https://console.aws.amazon.com/workspaces/v2/home/ T WorkSpaces 1>V —I)LZBHEE T,
FE4S—> 3> RA T [WorkSpaces], [7—/L] DIEIZEIRL £,

[WorkSpaces 7'— L DIERR] ZiBIRL £ T,

FOoR=F AT (AT2a)T, I—AT—RICESVWTILIOAX Y F—=2ar #7723
VERBIRLT, AT S WorkSpaces DRA7ICETALIAXF—2 3 2ZBBTEER

¥, WorkSpaces Pools ZfFH T2 MDA 2 TVWBRHEER., COFIEZEBTEET,

5. [WorkSpaces MF&E] T, XDEHRZEADLFT,

LN

« [BENIIC, 7=—ILAO—Z0RFRBAFEANLET, BHRXFREEATEETEA,
« BRI, T7=ILOBRBEAILET (K 256 XF).
« [/ RJL] T. WorkSpaces [CfEATB/N RILOZRATEZUTHSERLET,

« BEZX WorkSpaces N> RILZFEATSH - RAVYIFEZIUASN RILOVThhH ZERL
T, BRUENVRILZATOFHMZEETDICE, /N RILOFHE 2 BRUET,
T=ILICRBEENBZN RILEZERBETSICE, [TXTOND RILZHE] Z2BIRLE T,

s WMBDHAZRLN RIVZFEHATS - BENICERLENY RILEBIRUET, DARXLN
> RILEERT B IZIE, WorkSpaces Personal M7 A& /s WorkSpaces 41 X—2 &)V R
INEERT D Z#BRLTLEEV,

@ Note
ITE. BYOL & WorkSpaces Pools TlEEATEEE A,

+ [Maximum session duration in minutes] (¥ 2 3 > O R A#MGEERE (9 8BM) (S, AMNY—
20wy a A TIOTATBRREEHETEIRABEEZBRLET, I—HF—HFZ 0
BRICETD 5DBIICANI—ZVIA VARV AICEEE R L TVRBEEE., IiEh ]
CRAWTWA RFIXINZREFETEZIELSICKROSNET, COBEBIRIBIZIE, 1VAX
VARKETL, FLLWA AR RAICBERZ SNET, WorkSpaces Pools 1Y — )L TE&

WorkSpaces 7'— L 2K T % 11



https://docs.aws.amazon.com/workspaces/latest/adminguide/create-directory-pools.html
https://console.aws.amazon.com/workspaces/v2/home/
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html

Amazon WorkSpaces > 724 T~ ~ EEEHA R

ETEDHRAEY >3V EEE 5760 2 (96 i) T9. WorkSpaces Pools APl & CLI Z{E
ALULTRERETED&RAEY 3 KRR 432,000 # (120 BfE) T,

« [Disconnect timeout in minutes (YIMT X 4 A7 D N (9B A41))] Tk, I—F—HHIRFL =&IC
ANV=Z220tv2a3a> a7 o747 DFERICITHEEZBIRLET, Il,. FLE0E
BERROZRY NTO—00F0®E, 1—Y—H1BERZHAKADES, IOy >3V ICER
ENET, TUAOBEERE., FILWANV—ZIDITAAZVATHLVEY 232 Tk
ENET,

s A—H—HFT7T—=IY—=IN—=T[Ey>a>oRTI®[ATTIN ZERLTEY>a %
BRTUIEEE, IR ALATVREEREAEEA, RDVYIC, BLTVB RFIXY NER
BFIB2LS5ICROSN, TSICARNI—ZIVIA VARV AN SHMENET, TOHER, 1—
H—HFEALTWEA AR ARKRTLET,

- [Idle disconnect timeout in minutes (7 1 RILYIMIR A LTI N (9 EAM))] Tk, 1I—H—HFA
N)—Z20tvv2asAsStIfENDETICTARIVRE GET VT 17) THRENT
Z SR/ & . [Disconnect timeout in minutes (VI X 4 A7 D~ (28 A)) BIEORKEZ %=
BRRUET, 1—H—kk., 74 RILREOLHICHMENDEIICBANEhEST, 1—H—7
[Disconnect timeout in minutes (V1M Z 4 A7 DU N (9 8A1))] TEEL ZHEANZBITSHIC
ARN)=Z2T0vyv2ar A0BEREZEAD L, FIOEY > aVICEGREESNETT, THUN
NHBERE, FILLANI—ZITA 2V ARVATHLVEY AV ICERENET, COfEZ
OICRRETHEEMICBYET, COEZEMILESE., 1——R@ 74 RILRENRERT
e hadZelEHY)EEA,

® Note

ARN)—=220tyv2a hilF—R—RELFNVAALIOREMZEFLTS L,
A—H—GF 74 RIVREBERBEIET, RXAIZSMLTVWRT—ILOEE, 7
A RIGIFRA LT IORNOHI Y REI2E,. 11— —A" Active Directory R XA >
NAT—REFLEBAY—MAO—REZFEALTAOTVA VTR ETHBEENEEA, 77
ANOTY7O—REAITVO—R, A—TFTAFAHN, A—F1FHH, BRTPEY
EILDOEEEGE, I—H—TIOT1ET 1 &Y EE A, [Idle disconnect timeout in
minutes (7 4 RILEIIR A LT VN (DEMN)] OHBARBL B TES|EHRET A
RIVRETHSEE., 11— —RUiEchEzET,

c [RTDZ2A—LENEBREORI—](A7232) T, HLLATD1—-)lEh-REZE
mEBRLUET, FREHIERI—H—OFKNRCETVT, T7-ILORNMMOSA AR
VALBARBOA ARV AEZTOED AV $HEREEELET,

WorkSpaces 7'— L 2K T % 12



Amazon WorkSpaces > 974 F >~ BEEEHAR

c [FBRARAT—VIRV=1(FT723) T, 7-IOREZERBIDLHICEATEI T

DAT—V2TRIV—ZEBELET. FRHAT-VIRIV—ZRBELT, HILLWAT—
DRIV —%ZEBMULET,

® Note
T=ILOHAXE, BELERDNBSRPBRABEICE > THREAET,

s FILVWAT—=ITIRRUS—%EMN ZBRL, BEShIEREEARIEEENELE
WMEZTEZ2HPBABALIEBEEEBEENILA ARV AZEMTSZI-HODEZANLE
ER
s FLVAT—ILAVRDS—%ZEMN Z2BRL, BEShREFARNIMEEERLLEV
EZTEZIPBEADHLEBEIEBECNEA AR AZEIRIZEHDEZANLE
ER
« [T T, FRAIAZF—RTOEZEELEY., ¥—R. BEOEEEZKFD 7O
Noo TRREEL . "TRERL BEO-—MROBATIVICTRENTEFRT,
6. [TFALIVRNVZERIR—2T, ERLEFALINJEBEBRLET, FALIONVZERTS

ICE, [FALOIBN)DER ZBRLET, FMICDOVWTE. WorkSpaces Pools D71 L 7 b
ZzEETD, 2RLTLEE,

7. [WorkSpaces 7'— )L DIERK] ZiBRL £ T,

WorkSpaces > O AT > NTFOEADERE

WorkSpaces > 94T > NeERA TS & SIZ WorkSpaces Pools DI I T 7V A%ZKRET S5
&k, AWSONVRIVRAVER—TIARAZHERATILEN HYVET,

1. AWS Command Line Interface 24 > AN =)L E LR EH T 5,

2. AWSCLIEEZBHELET,

3. ZBE&ET AWSCLL

4. WORKSPACES_DIRECTORY_ID & Z@EY)ZEFHREGIONICEE A T, UTZRITLET,

aws workspaces modify-workspace-access-properties --resource-
id WORKSPACES_DIRECTORY_ID --workspace-access-properties
'{"DeviceTypeWorkSpacesThinClient":"ALLOW"}' --region REGION

WorkSpaces > VAT N TV ADERE 13


https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-pools-directory.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-pools-directory.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html

Amazon WorkSpaces > 97 74T > b EEEHA R

Amazon WorkSpaces >~ > 924 F > NA® WorkSpaces 77 1
T—> 32 OFE Amazon WorkSpaces

WorkSpaces 77’V —2 3 VA VARV ARGRAZY VRICETVT—EBERTREh, REOERR—
DTIPOY A4 URL 2RETBIHENHV) £, WorkSpaces 7 U’T S 3> 0 SAML FREE Ik
MBRENERAOAZEYR—KT2LH, EBEFELVAOJA URL ZFEITALTRIHLEND
WETD,

(® Note

A2V =L Z2HOTEATIEIC. REZTOILENBYET, AV OERAZRKL
ERICHRFAEEZEEIDLREHBOLIREA

ATY T 1 AT LN WorkSpaces U= a3 cHERMEERE
LTWBEEZHERT
WorkSpaces > 954 T > NEEBETI>Y —)L T WorkSpaces 77U — 3> =B ICEES

BRICE, SATLNUTORENDEHZR/IZLTVRILBENHNET., cOXREE, FR—KENT
WBChSOBEETDEHDO—ETT,

HaE B

ID 7’0\ & — WorkSpaces 77U r—>a > EBEHA R
® "SAML Oty hT7Y 7, ICBBL T, ID
7aONA A —=ERLET, WorkSpaces

env IV —=)LEERTEHELSICROSNES
.IDPOJA4> URLEZAHDLET,

FARL—TFT AT AT A Server
TS5YRT7Aa—LOEE Windows Server (2012 R2, 2016 £ 2019)
1)y 7 R—R ML

WorkSpaces Applications AZX Y I L X)L T&&

=

&E

Amazon WorkSpaces > 924 7> N ® WorkSpaces 77U —< 3 > MOFRE Amazon WorkSpaces 14


https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html

Amazon WorkSpaces > 72472 b EEEHAR

Heae 24

7 7 4 )ik 3l
WorkSpaces Applications AZ Y I L X)L T&&
E

A—A)LFINA AN DN i3Ik 4

WorkSpaces Applications AZ Y I L X)L T&&

=

E

WorkSpaces 77’ —> 3> TO SAML REELICKZ2EEOY VEHEYR—KEhTVE
o 1—H—T7—=)IEeTOTTALICKBRBIAXN X LlE., WorkSpaces I FA4 T NTlEYH
R—KRENTLVEREA,

AT Y7 2:WorkSpaces 77 UT—2 3 ARV JVZRET D

T7V5—2a> uz2ARN)—2209 321, WorkSpaces Applications (Cl&, AR Y U (CBES
FosnTWVWadT7U—he, DBLEET1DOT TV =23 A X—DRECRENIN VETT, 7
J)—RNERZYDREREYRNRTYTL, I—HF—ICARY INDOT UV LAEZFTETSHICE., ROFIE
ICRWVWET, EET>TVEVWEEIE., WorkSpaces 77U r—=a > OB AEE Y 7ILT 7Y
T=2320EYRT7YT OFIBZERTITRDELEZHEBHLET,

FRIZDAAXA—EERTDEHEIE. "F1—KUT)L: AppStream 2.0 AV —)L&2EAL THA
S L AppStream 2.0 A X—TJ ZEHRT D1 ZZRLTLSEE L,

7 1) — K% Active Directory RX A VIS T BHEEE. Active Directory RXA 2V ZRELTHS
LTOATYT#T2TLEEV, HMICDOVWTIE., TAppStream 2.0 T® Active Directory OD{E
B EBBLTIEE W,

RAD

« 7ZU—KZHERTS

« ARV U =ERT D

« I—H—ATOEAZRHT
« VDYV=RAQOV="TYT

AT Y 7 2: WorkSpaces P77 UT—3a VARV VERET D 15


https://docs.aws.amazon.com/appstream2/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/tutorial-image-builder.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/tutorial-image-builder.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/active-directory.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/active-directory.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-create
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-install
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-add
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-finish

Amazon WorkSpaces > 97 74T > b EEEHA R

Amazon WorkSpaces > 724 7 2 N FH® Amazon WorkSpaces
Secure Browser M EXE

Amazon WorkSpaces Secure Browser &, AWS 112V — )L ® WorkSpaces > 9754 TF > ME
BRRER—TZOIITR—ZIILIV RRANIEITVWTVET,

(® Note

AV =) Z2HOTERIBEIC. REZTOLENHYERT, IV—-IILOERZRKBEL
ERICHRFAEEZEEIDLREHBOLIEA

ATY 7 1: 2 AT AH Amazon WorkSpaces Secure Browser @ 2478 #a¢
BEELTVWADEZTERT D
WorkSpaces >V 547> NEEE Y —)LA Amazon WorkSpaces Secure Browser & & H](C

BETRIICR., SATLNRAOBENDERZR/IZLTVWARHLENHYNET, CORXRE. Y R—hEh
TWA IS OBEETDEHND—ETT,

HEE E2H

1)y TR=—R ‘ML

774 )\EE i3Ik 1

O—ALTFTINA ANDENF i3Ik 1

(® Note
T )\NY A A A D WorkSpaces Secure Browser #L5R#EEE(E ., TRTE WorkSpaces < >
DFAT > NTRYR—RENTVEH A,

AT Y 7 2: WorkSpaces Secure Browser R—X L & RET S

WorkSpaces > 954 T > Nk, BEDERKE T WorkSpaces Secure Browser VPC EE#EL £ T,

Amazon WorkSpaces > 9 Z 4 7> N A ® Amazon WorkSpaces Secure Browser M &% E 16



Amazon WorkSpaces > 724 T~ ~ EEEHA R

1. AWS CodeBuild Cloudformation 7> 7'L—hZ R L T VPC ZHEHKL £7,
2. D7ONAZ—=2EYRNTYTLET,
3.  Amazon WorkSpaces Secure Browser 78— & JLhttps://docs.aws.amazon.com/workspaces-web/

latest/adminguide/create-web-portal.ntmlIZER L £,
4. ¥ L L Amazon WorkSpaces Secure Browser R—Z )L &ETAKLE T,

AT ¥ 7 2: WorkSpaces Secure Browser R— X L ZERET B 17


https://docs.aws.amazon.com/codebuild/latest/userguide/cloudformation-vpc-template.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/create-vpc.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setup-saml.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/create-web-portal.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/create-web-portal.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/test-web-portal.html

Amazon WorkSpaces > 72472 b EEEHAR

WorkSpaces > > U4 TF > NEBEZEI YV —IL OB

WorkSpaces > I 5A4 T Nk, AWS IV RI—H¥—-IE1—FT 14 H—ERLEETDI X
SILBEENLBANMROBVWI VISA T RNTENART, FTUT—=23 R RETFAIRNY
TILREDP DBRRICT IV EATERT,

N =R

« RRJ—23>

« WorkSpaces >V ZAT7NEBEI VI OER

MNRD—>3>
WorkSpaces > O ZAFT > N, ROU—23a > THERATEERT,
chsnl)—23> Tk, WorkSpaces > I TA T NEBEA Y —ILOAhZFEATESR

9. WorkSpaces > V74T M TFINA AR, BE, KB, R4V, 7Z52A, 41 XVT, ARA
VTORIZFAVEETET,

V—>r3ar& U—>3r IVRRA> A= ITY

N
KERED us-east-1 thinclien https://us-east-1.console.aws.amazon.com/wo
(IN—=>ZF t.us-east rkspaces-thin-client/home
1t EB) -1.amazon

aws.com
KEREE (F us-west-2 thinclien https://us-west-2.console.aws.amazon.com/wo
Ld>) t.us-west rkspaces-thin-client/home

-2.amazon

aws.com
TOTINY ap-south-1 thinclien https://ap-south-1.console.aws.amazon.com/w
7499 (A t.ap-sout orkspaces-thin-client/home
~INA) h-1.amazo

naws.com

HRI—T3> 18


https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home
https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home
https://us-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://us-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://ap-south-1.console.aws.amazon.com/workspaces-thin-client/home
https://ap-south-1.console.aws.amazon.com/workspaces-thin-client/home

Amazon WorkSpaces > 74T >~

EEEHAR

y—3> g

B (7 AL
Z 2 R)

AT (FE)

RN (7 Z >
22

B (O R
~)

=3z

eu-west-1

ca-central-1

eu-central-1

eu-west-2

IV RERAY
b

thinclien
t.eu-west
-1.amazon
aws.com

thinclient.ca-
central-1.ama
zonaws.com

thinclient.eu-
central-1.ama
zZonaws.com

thinclien
t.eu-west
-2.amazon
aws.com

aAV=lLu>o

https://eu-west-1.console.aws.amazon.com/wo
rkspaces-thin-client/home

https://ca-central-1.console.aws.amazon.com/

workspaces-thin-client/home

https://eu-central-1.console.aws.amazon.com/
workspaces-thin-client/home

https://eu-west-2.console.aws.amazon.com/wo
rkspaces-thin-client/home

WorkSpaces > IS4 T NEBEII YV —IILOREE

AWS 7HO >V haBEFEENHEEF, EEEIIY—I%Z2EL. WorkSpaces 9754 TF7 > 1
V=)LICBBETEERT, AV -IILzREITDICE, ROFIEEZRITLET,

1. AWSFTAHDNZATAVLET,
2. WorkSpaces >0 ZATF7 AV —=)IICTIOEALET,

3. [BUBIK]ZERTDE, RE|CBBLET,

WorkSpaces > VA4 F7 > NEBEIAVY—ILOEH


https://eu-west-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-1.console.aws.amazon.com/workspaces-thin-client/home
https://ca-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://ca-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home?region=us-east-1
https://us-west-2.console.aws.amazon.com/workspaces-thin-client/environment

N

Amazon WorkSpaces > 72472 b EEEHAR

WorkSpaces > >4 T NEBE IV —IDOFEH

Amazon workspaces Thin c‘.ient Amazon WorkSpaces Thin Client
Affordable, easy-to-manage thin client for secure access to [t

virtual desktops Gl [ o oo 1 |

Pricing

-, You pay up front fior the WarkSpaces Thin Client
H ow It Works device, plus 3 monthly service fee per device to
manage, menitor, and maintain your thin client

fleet in the WorkSpaces Thin Client management

console.
Admin management flow
5 Thin Clien
’
)
Amazon WorkSpaces i = Amazon WorkSpaces Thin Client
Thin Client Administrator sets up Administrator copies End users enter activation  Administrator manages, devices
Cost-effective, secure, Amazon WorkSpaces, activation codes from code to register the device monitors, and maintains
and easy-to-manage Amazon WorkSpaces Web, Console and emails and log into their virtual WarkSpaces Thin Client
access to virtual desktops or Amazon AppStream 2.0 them to end users desktop emvironment fleet and controls
T B in desired AWS Region access through device
to associate with management service
‘WorkSpaces Thin Client
service
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® Amazon WorkSpaces Thin Client

Cost-effective, easy-to-manage thin client to securely access AWS End User Computing services.

WorkSpaces Thin Client > Environments

Environments

This is a list of all WorkSpaces Thin Client environments that you manage.

v Getting started

To create an environment follow the steps below. We recommend reading all the necessary steps before proceeding.

1

Enter your environment details

Create a name for your environment. This name should be descriptive and unique. Or you may
choose to use the default name. You may also add users and groups to your environment.

2

Select your virtual desktop provider

You will need a service to provide your users access to their virtual desktop and compatible

resources. Amazon WorkSpaces Thin Client can be set up with WorkSpaces, WorkSpaces Web,

or AppStream 2.0.

3

Send the activation codes to your device users

Once your environment and virtual desktop service are set, you will be provided with a unique
activation code for your set up. Provide this code to users for them to access their virtual
desktop.

Environments (6) info

Environment connects virtual desktop to the device.

Q Find by attribute or keyword

Name v | virtual desktop service
O Environment 01 WorkSpaces
Environment 02 WorkSpaces

Environment 03 WorkSpaces

nment 04
3 Cloudshell  Feedback

RIE U A~ OFF
REONZA=EFLEI—-RIC
R

Element

=L

v | Virtual desktop service ID [4 v | Activation code
d-00000000 gheltpas
d-00000000 hiSrax1

d-00000000 ghl13e0p

—BERRENET, RORKIC,

c Actions v Create environment
12 >
v Device count Time created v
1 October 16, 2023, 20:38 (UTC-07:00)
1 October 13, 2023, 11:38 (UTC-07:00)
0 October 03, 2023, 21:22 (UTC-07:00)

Privacy Terms  Cookie preferences
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https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/what-is-workspaces-secure-browser.html
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EEENAR

Element

REBFRAINYTH—ER

REFAVNY 7H—ERID

3>J—R

\'l

TIOFANK—

TINA A

Y R I

RREVANT O3>

ZRITLET,

Element
EEA

EX
Al Z R

Torar
RIBZERT S
NEY D

- IRIF O
- RIBZEXT S

S

CORENEATHIRETFAI MY 77ONA
9‘—0

BRETFAIRNY TH—ERATONAA—H D
RFEICHY) ST —E0FR

IV RIAI-—Y—HFREBFRAINYTRELCT D
tAIRLEHICEATEHII—R,

COIREICT V1AL TWS WorkSpaces >
SOTZAT U NTFINAADE,

RIBANMERE N - B,

CCHEORITTERTIVIAVEEBHYET. ChSOLVWThAZBRLT, MSTBT7I3a>

%I:I

o
EEIBINTORBERRLET,
B UANEEHLET,
BEORMERRLET,

M BEAREEEBEBTED ROY THY
SUANEBEET,

REZERTZTOLAZRBRLET,

RREUAR

22



Amazon WorkSpaces > 72472 b EEEHAR
- REZwRETD
- RIRZHIRIS

IRIR D &AM

RIEZBIRT S &, WorkSpaces > I0FA T RV —=I)LICEDRBEOFHFMNI RIS, HBERT
EDEDICHKRYET, AVV—-ILICK, CORBNrERAIZIREFRAINY Z7ONAMZ—0FFEE
RRAENhET,

NEY D

- BE

« RAEFTRU MY TIRIEDFEM

B=

BIEt 923> Tk, WorkSpaces > U054 T NREDEBHENBELZTBALET, XOXK
2, BBENREXLTOMEERLET,

Summar y
WaorkSpaces Web 00:00 (Device local time) 1
August 07, 2023, 16:04 (UTC-04:00)
August 07, 2023, 16:04 (UTC-04:00)
Element i BA
A8 CORBICHEEMS T NE—EDORIF.
BREFRAINY TH—ERA COREBNEATZRETFAI Ny Z7770/N4
g‘_o
REFRIRNY TH—ERH REFROKNY TH—ERAZ7OANAE DD
IRIEBICEIV)HTED—Z0&/; AT,
FTIOF4R—>3>]—R COd—REFE, T RI—Y—HIREFARD

NYTRIBICT OV EATROICEALET,

RIBOFM 23
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EEENAR

Element

V7 NDIT%E(Cup-to-dateREEIC/R D

XDTF AT 42 RODOREHREZ

XVTFIARTA2 RODKT KZ

7

XUTTFUAT142 ROUDIEHR

BEENITSNETNARA

Y R I

RETAT Ny TREOFH

WorkSpaces > 754

S

DREICKY),
MLKUi?o

V7RO ITOBRBEHNE

BBYI7NIVITEFNRBRENZBEOR
Ao

BEBYI7RNIIT7ERIRT IZ2EBENORKZ,
BEYI7 NI TERIRELER,

COIREICT V1AL TLWS WorkSpaces >
SOTZAT U NTFINAADE,

CDIRENERE iz B,

T RRER, RETAIRNYTAVE—TILAATEITENET, &1~

B—T7IAACRK, SARRZHBPIZDERTIBENTIXA—ZOEY MNFHYET,

Amazon WorkSpaces 74 L 7 M) O F¥#H

Amazon WorkSpaces TAmazon WorkSpaces> > V74 F7 > RNREW, F4L IV MV ZFEAL TR

BFRAIVRNY TEERBRUPRITLET. ROKIZ,

WorkSpaces directory details

Directory ID Crganization name

abc Name

Directory name
xyz

Directory type
Simple AD

Element

T4LOUKJID

FHOBRERETOMEZRLET,

Registered

© True

Status

® Active

S

COREICEEM TS NhTWS Amazon
WorkSpaces 1 L7 M1,

RIBOFM
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EEENAR

Element

[Z1 LU KNUE]

[Organization name] (2#8%)

[T4LORN)RAT]
BREH

AT—ZA

S

< M Amazon WorkSpaces 71 L 2 ~J (ZB8E
FHshk—Z0HR T,

Amazon WorkSpaces 4 LV M) Z#HT 2
RO TN

Amazon WorkSpaces 74 LV k) DR,

Z @ Amazon WorkSpaces 71 L U MU N & &
ENTVBHLESH,

Z @ Amazon WorkSpaces 1 L O NUNT D
TATHESD,

Amazon WorkSpaces Secure Browser 78— & JL 0 ¥4

Amazon WorkSpaces Secure Browser TAmazon WorkSpaces> > 754 7> NREK, I TR—
ZNEFEALTRETFAINY TEZERBLTERITLET, XORIC, FHOZERE TOMEZ R

LET,

WorkSpaces Web portal details

Name
Custom Web Portal - Mon, Mar 06, 2023,
12:00:51 [4

Element

=R

YR B %

VITR—ZIIY RKRA K

Time created

Web portal endpoint

March 06, 2023, 13:50 (UTC-05:00)

S

Z M WorkSpaces Secure Browser R— & JL(C
BEMFsniE—E0EEFo

— M WorkSpaces Secure Browser 7R— & JL A"
ERE i BB,

BRETFATRNYTREANOT 7 EAICERE L
% URL,

RIBOFM
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WorkSpaces 77U r—=< 3 > Ol

WorkSpaces &> 954 7> NREEWorkSpaces 7 7T —2 a VIEHARZR Y U TERITE h, A
TAIRNY TZERLUTEITLET. RORIC, FHOBERETOMEZTRLET,

AppStream 2.0 details

Stack name 1P login url Time created
xyz https://abc.com [ Thu Jun 08 2023 10:26:29 GMT-0700 (Pacific
Daylight Time)
Element B7L]
AEYIH — @ WorkSpaces 7 7T —23a>A&v o
ICEHEF TS hE—E0REEF.
IdP 0% 4 > URL WorkSpaces 7 7’ r—2 3> A&y 7An0
JA4200F7ONIERAENS ID 77O/NA
9‘— URLO
ER BEZI — @ WorkSpaces 7 7T —23a>v A&y Y
FERE hi- BE,
RIBZERT S

BTk, SFNAAICAWS I RI1I—HY -1 —F 1 T —EANMBET
9, WorkSpaces > V54T MNEXROY—ERAZFERALE T,

« Bl HTsNnEFT1L U KN EANL = Amazon WorkSpaces
« BYHTESNEAZY V%L K WorkSpaces 77’ Uor—>3>
« DIJR—ZILT RLAZANL % Amazon WorkSpaces Secure Browser

BFEORBECH-—ERAZE)ETEH, ILLVY—ERAZERTILENH KT,

e
i

ZERT S 26



Amazon WorkSpaces > 72472 b EEEHAR

® Note

WorkSpaces > 954 F > Nk, BULU—23a>HOBRBTFAIRNY T ORERRLUE
CP

Nev o

c ATV 1. REOFHHZALTS

« ATVZ 2. RBFRAIONYT7ONA X ZEIRT S

« ATV 3 TFNARI—H T I0T4R=23VO—REZEETS

ATY7 1 REOHMZEA DTS

1. FREOFH] 71— RICRROBHZADLET,

2. BRBVINIITNYFERETDICE, V7RI IT 2R ICEHORELCKRDI]FIY IRY
DARZFXVICLET,

(® Note

BEYI7RNIVIT7ERFBNCE>TVRWVEE, EMEFHTI V1350, V7
RIIT7OEMPRI NN TS ATLANEHZEBHITIET, CORRICEREINLT
NAARYTRNIITEHRZZELEEA,

R, FTNAADVTRIDITEYMON=23VRBZATAILKR 2P TREY KT,
ON—23VREFON—3 0 TREVEEN B ET,

3. REDXVTFUVAVAVRIDEATD1-ILNIBDRAIVITZERLET,
« SATALAREOX D TFVATVAVRIVZERTZ -REVI NIV I T7Z2BERS S h KX
CEBNICEHRLET,

C [AARABRLXDTFUADAV RDZBER]-RBEVI NV I T Z2BBEFHRLIEVERZHREL
£9,

4. REBFRAIONYTH—ERZBRLET,

* Amazon WorkSpaces
« Amazon WorkSpaces ¥ 1775 IH
« WorkSpaces 7 7’ —> 3>

REZEKTS 27



Amazon WorkSpaces > 72472 b EEEHAR

ATY 7 2. RBFRIONY T77ONA T RIBIRT S

1I-H—CREFAINY TEEREOB DU Y —ANO TV L AERET 2L AFRETT,

/A Important
WorkSpaces >V Z AT NEBEDDV Y —IIAEBLCEETIICE. SATLANEED
EREBELTVWAZENHYERT, ChoNERR., "RIRFHCHRE) CERHEShTL

£9,
OAVYV—I)LZEZRETDHIC, DATLNCNSOERHZBLZLTVWRS L ZHRBL TKESE
W,

Amazon WorkSpaces O {3

Amazon WorkSpaces (& Windows AN 7 )L Z—2 RFAI MY TRELY—ERT, HR—K&
hMTVWBREDTFNAADNSTE VY —RICTIELATEERT,

1. Amazon WorkSpaces ZfH T2 IClE, XROWThAZERITLET,
s CHEAOREICEDETHEALEVTFALINUERBRLTLSEZY, ROVZFZIUARN
ZZRIDN, RET7T A —)ILREFEALTFILINIVZRETEET,

« WorkSpaces 1 LV MU DERRZZBEIRLT, F4LIRMNJUZERLE
9, WorkSpaces T4 LU M) DERDEFMICOWVWTIE, "WorkSpaces D74 LUK ZE
B33, 22RBLTLEEL,

2. RIRODEMRZZERLET,

REZEKTIHETE, BTHMEZHEETEERI. FHAICHOVWTR, "BRZHEETH, 22RL
TLEEL,

WorkSpaces 77U —>3a > 0OEA

WorkSpaces Applications &, FARAIKNY T FFVT—2a>wz A5 T7Z0H AWS ICA K
VS S B B EATED TN Z—T REORERT T UT—S 3V ARNU—I 2 T H—F
ATY,

REZEKTS 28


https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-directory.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-directory.html

Amazon WorkSpaces > 72472 b EEEHAR

/A Important

WorkSpaces 77U —2 a VREZER TS ICIE, & cli_follow_urlparamlcFRET
DRENHY)EIfalsec cNEERTDICE., ROBEERITVLET,

« BEN7O77A4I)TlE, aws configure set cli_follow_urlparam false %
TLET,

« ProfileName EWSEZFOMFVWEZTOT7 7ML DBEEEF. aws configure set
cli_follow_urlparam false --profile ProfileName Z3R{TL T &L,

1. WorkSpaces 77T —2 3V Z2BETAICE, ROVWThHAZETLET,
s CHEANREICAEDETHFEALEVAZY VZBIRLTLKEEY, ROVYITEIVDANEZS
BI2h, RR7A—I)ILRZEALTAZY VZRETEET,

« ARV IUDERRZZBRLVLTARY U ZRERLET, WorkSpaces 77U Tr—>3a> A
Y ODEROFHEMICOVTIE, "AZYIDER, 25RBLTLSEEV,

2. D7ANAZoO004>EOJT7IJRNURLZ[IdPOY 4> URL] 74— RICAHALET,
nICkV), 1—%—I& WorkSpaces > 0T34 T NMZOJA B RTATTIRNTEET,

3. WIRDEMRZEZBERLET,

REZFERLEERTE, RTHAZRETERT, FMHICOVTR, "BEZHEEIS, 28RWLT
<EZEW,

Amazon WorkSpaces Secure Browser O &

Amazon WorkSpaces Secure Browser &, {fEJARNT7IILNYZ—2 RE® WorkSpaces 1Y —
LT, BEODVIT7ZSOYAOI—H—IlREBTITIR—ANDT—YO— R & Software as a
Service (SaaS) 77’V —>2a> T U EAZRMIBELSICEIFETATVET,

1. Amazon WorkSpaces Secure Browser ZEXE T B ICIE. XOVWIThAZEETLET,
s REBICEAITZVITR—RIEBRLET, ROVIFEIVVANESRBITDH. BE
714—)LREFRALTIVITR—ZIEBRETEET,

 WorkSpaces Secure Browser DERRRX > ZBEIRL T, VITR—FILEERL
¥, WorkSpaces Secure Browser 7 I 7R—Z )L OEKOFHMIZ DV TIE. Amazon
WorkSpaces Secure Browser DY R 7Y 71 ZZRBL TS EE L,
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https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-install
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setting-up.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setting-up.html

Amazon WorkSpaces > 72472 b EEEHAR

2. REOERRZVZBRLET,

RBZERLLEERTE, BRTHAZRETERT, FHICOVTR., "BEZHEEIS 28RLT
<EZW,

AFYT 3 FNARLI—HY—LFIFAR—2 3V D—RERETS

BBEFETFRAINYTH—ERAEZRETRE, AWSIYZXIXRNOY=IIICEY NTY7THD
—BOTITAR—3 - RIEEETNIET,

COTITAR—32]—REEED WorkSpaces > 9T A T RTFNA AT —H—IZ1R#
L. I—Y¥—R@GhzZEALTREFAINY TICTIOERATEERT,

TINA A1 —H—#H Amazon WorkSpaces >~ 9 ZA T N EBET D HEOFMIZI DOV TR,
"WorkSpaces >V Z AT hN1—H%—7H4 R Z2RBL T EE L, Amazon WorkSpaces

REZRETD

WorkSpaces > VAT NEBI V=)L, B201—H—0REFAINY TREZEEL
F9, cOOAVV=ILS, REFAIVNY TREZRETLIFHIBRTEERT,

1. MEITIREZERLET,

(® Note
ROYTHIVIANEZZRIZDN, RRE7 A — )L REZEALTREZRRTERT,

2. TUO3VREVEBRLET,
3. RAYTRIVIVARYSHEZERLET., RIROBEIT 1V RUNFRRENET,
4. ROVTFhLZRELET,

c RREB] 71— /LRTREODBENEZEELRT,

- BBYIRNIITNYTFEHMOVYTINIITEFROFMOTF IV IRY VAZEELEXT,
s REICEDEBTIX VT FUADVAVRIVEZATZ1-INTDRAIV T ZEELEY,
REORERZ D ZERLET,

o
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https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html

Amazon WorkSpaces > 72472 b EEEHAR

RIEZHIBRY 2

® Note

FNAANBRENTVABERERTEE A, £T. BEROTNTOF/NM AEERF
BELTEBTDREN G ET,

1. HIRIZRREZERLET. ROVITIIVVARNEZRIDHD, RET7 1 —ILRZEAL TR
BERRTERT,

To>arvRrEBRUET,

ROYZ7HIVARNDSHIBREBRLET, REOHIBROER V12 RUNFRTENET,
WA A4 TOJ T, [Delete] (HE) EADLET,

[HIBR] KRR &ZBRLET,

o M @b

TINA A

WorkSpaces > O ZA T RNOZELY R1I—HY -, REFAINYTREEAVFAIY—A
ICERITDERTFNAAREZFRELTVET, chs0F/N1 Ak, AWS Y4 ~® WorkSpaces > >
VAT RNEBEI Y —I)ITEBETIET,

ZOOAVY—INS, F—LRAOTNAAEEXTEET,
TINAAVAR

XY RID—OHNOEBEOTFNAAILLE, BETEDZINTIAXA—RERTTERT U2V 2L H
WERT,

DEViceS Info Order devices [

This is a list of all end user devices that you manage, including information about the user logins for each device.

Devices (1) ‘ C ‘ ‘ Actions ¥
Q, Find by property or value 1 &

[} Device ID A Device name v | Activity status

O GO723HO08 - @ Active

<
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https://aws.amazon.com/

Amazon WorkSpaces > 97 74T > b EEEHA R

TINA A A~ DA

TINAADNF X =B EROIZHIC—ERTENETT, RORIC, BEORERETOMEZTRL
£9,

Element B
FINAAD )T INEES B2 07/IN14 AICEV) HTSshE@EEES,
FINA AR (F72a) FNA AR TZD—EDERH,
REERE FINARICT OEARATDI1—H—0=RAF
B, WorkSpaces Personal ZfER T3 BEICD
AERATEXT,
TFOTAETADAT—RA TFNAADBEDAT—R R, AT—RAREE
k22U ET,

s FUOT47 -BE7BEICARELLSEES 1E
XY RND—=DICEHKZEIATVET,

c kT7OF4T7 -BET7HBICRYRND—DIC
EETshTWEEA,

BBEAT—2A FNAANEYRNTYTEh, COAWS TH
JONCBEERTSN, BENREOD—ZITH
DLEEBRELET, XOVThHLDIREIZK

WET,
* Registered- Ch@ETF7FILBNDAT—2A
T9,
- BREBR —TNAARVEY NRERTVEE
BBR7O0ELARTTY,
® Note
BERMBBRREOT/INA AZHIBRTE
x9,

FIAADARN 32
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EEENAR

Element

REID

VI7KNDIF7AVTIATURA

TFNAAVANDT > 3>

CCHESRITTERTIIIAVERZHBHYET.

ZRITLET,

Element

5 EA

B
il E RN

roa

S

« Deregsitered — 7/V 1 AlF E&E IC B REFERE
ﬂﬁ L/Tr:o

(® Note

TINA AZHIBRTEDDF. BRHE
BRAT— R AE - BRFRAT —
BADWTFNDLTHBIHEEDHKT
EE

c T—HATER -TFNAAGT—H4T&h
TVWEY,

COTFINAADNTRY FEATVWRREDES
To

FRARYTRNIIFOAVTSAT VAR
F—RRA, AF—AAREE 2 2B ET,

. %
. Je

nsOWTFh L ZERLT, W¥WI2T70>3>

S
BEEITRIINTOTNARZKRELET,
TINAAVARNZEHLET,
7N AOHMERTLET

ROYZTHIVUANEZRE, UTZRTTE
x9,

TINAAVA R
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SHICI

BH

s FNAABZWRET D

« F—Hh4A7

- [Delete] (HIRR)

s PNAADFHMET DV AR—KNTD

Element

TINA ADEX TINAADEXTOEAZRBLET.

Nevy o

« TINAADFFHA

s TNAAEBDwE

s FNAADOVEY N EBERER
c FNARDT—HAT

o FINA ADHIR

« TNAADOEMERR

T INA ADFFA

FINA A%BIRT B &, WorkSpaces > IFAFT 2 NAVY—=IICEFOT/INA AQFHHN RRE
N, BERTEDESICBYET, IV, FNAADZRY NTD—=0 (T EEFEENI-AL
HEBICREIAFHMERTENET,

NEY D

- BE

. FINAARE

c I—Y—TUFAETA

B=

BIE+ 0> 3> Tk, WorkSpaces > I F AT R TFINA ADEBBENCBIEZHRBLET, XD
R, BBEORERLTOMEERLET,

TINA ADFEA 34
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EEENA

k

Summary

Device serial number

ARN
[ ]

Device name
Device type

Activity status

@ Inactive

Element
FINAAD )T IES

ARN

TINA R

TFNAARAT

TFOTAETADAT—RA

el
Sk
o

BHBRAT—FA

Environment ID

Enrollment status
Registered

Enrolled since

Current software version

Scheduled for software update
2.81

Software compliance

September 27, 2023, 20:33 (UTC-07:00)

Last logged in
October 07, 2023, 03:08 (UTC-07:00)

Last posture checked at
March 19, 2024, 17:53 (UTC-07:00)
£ Not checked in for past 7 days

S
% OF/TA AEY S TS NEBEIES,

Amazon )Y —AFx—LA (ARN) X D7/ A
AD—EDEBF.

TFNAACHTFZER. BRIZERL TLWEW
BER. BREFTAZENTEEXRT, TSL
BWE, TF7AILNOFRARFTFSIhET,

THIYRCUY 9ERTWBIY RI—H—
FINA ZADRA T,

COTNAADREDAT—R R, 2D2DA
T—RAREFRDERY TT,

- FOTA47

« RTFOTAT

/N4 AN ERT S REOHAES,

TFINA AN Y KTV TEh, COAWS 7H
VRNCRENTSh, BENREN—HTH
DLEEMEALET, ChlF. XD 4 DDRE
OVWThAICEYET,

* Registered - chiEFF7 I NDAT—ZA
T9,

TINA ADEEE
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EEENAR

Element

LARE (2 & 8%
=®ROTA4>
TREBEICFIVIEhERE

WEOY 7RI T7N—23>

V7 RIDITEFHFDOTE

Y72 F7AVTZATURA

REERE

S
- BRER — TNAARVEY RELTER
BBR7OEAHFTT,

. BRMREZEHR - T/NA ARFEREICBRHERE
ﬂﬁbf:o

(® Note

FINA ZEHIBRTE B DOE, B
BAT—RAELERET N1 TR
F—BADVT D THBBADH
<7,

o« F—HATEHR-CODFNAAIF, BEBEIC
KOTHEFZEBL TV AEVEN—Tch TV
9,

TINA AN T O T 1 7{LEhizB 1,
EHFoOT 14> B,
BHOTINAAFIY V4> DO HK,

COTFNA AN BREEALTVWBYTRNIIT
/\_:/‘ 3 >o

TINAATATZ1=-)IehlY 78D T
/\‘_93\/0

Y7RTIT7EY MABUMTH D Z L DR
AT—RAREE 2 2HVET,

- EEH
- JEXEEHL
TFINAACT VAT I —DHBE

&, WorkSpaces Personal ZEH 3255 D
HMEATEEXT,

TINA ADEEE
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1-4—0Y

User activity details (5) info | Export details | @]
Q, Find by attribute or keyword ‘ 1 {8}
Device accessed on v

August 28, 2023, 21:46 (UTC-04:00)
August 28, 2023, 18:18 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)

August 24, 2023, 09:33 (UTC-04:00)

Element Bk
REOTFINAATOEA COTFNA AN REBICERAES N-BE,
FINA AR&KE

TFINAADNFX—BHNERBOIEDIC—BERRENETT, RORIC, BERETOHEZRLET,

® Note

TINA ARERBRE. TINAAF A ZA2VOBEIIOHEHRENET, TINA AN FTZ
12D5EE., —HOBBIE<BZO>TVWAS AN B KT,

BHLERY RND—Y

WorkSpaces > 954 T > NTFINAADFMICIE, FINAADZRY NO—VEGOBEN RRE N
F9, RORIC, BERELTOMEZRLET,

TINA ADFEA 37
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EEENAR

Device settings info
Last synced on: October 21, 2024, 14:28 (UTC-07:00)

v Network

Connection type
ETHERNET

Status

@ Connec ted

Element

RAEEH B

[ Z 17

AT—ZRA

AO—ALIPT7RLA

T—RIOITAF7RLA

Bluetooth & & U* &30 ##38

Local IP address

Gateway address

B

BHOTNAARENF AV Y- EFBRE L
B Ko

FNAADNEATDIZRY NDO—THEOZA
7o BIRAAT K, 41—y NEEE WIfi
OVWTFhHATT,

XYRND—=DDAT—Z R, TFINA AN REE
mENTVD A, BE20 DUAICEKERT
WBEBE., AT—RAE T#fEEFHR EXRRE
hNET, XY RND—U5 20 2L EYIiE iz
BE. 20 pEICREBICERE AL, &L,
FINA AN BRBICA >V EZ—FY NMIEHRENT
HSRBBUEBEBZTRTIRSICAT—RANE
byYERT,

Ehchicxy NDO—000—-A)LIPTRL
Ao

BEREhEXY ND—ODT—RJTATRL
Ao

WorkSpaces > I Z AT > NTFINA ADFMBICIE., TNAACEEE N TVREATHIROV AR
RFENET, ROKRIC, BERELTOMRBEZRLET,

TINA ADEEE
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EEENAR

v Bluetooth and peripheral devices

Bluetooth
@ Enabled

Connected peripheral devices (5)
Name

Logitech USB Receiver Mouse

Logitech USB Receiver

Plantronics Blackwire 5220 Series

Plantronics Blackwire 5220 Series

UVC Camera (046d:0825)

Element

Bluetooth

B E h - EiDHES

BRERU—T

Type

Mouse (USB)
Keyboard (USB)
Speaker (USB)
Microphone (USB)

Webcam (USB)

111}
1’

(B

FINA4 A® Bluetooth AT7—R AR, 2 DDA
T—RAREFXOESY T,

CH

=

- B
. i

FANYY

h
h

CH

=

Logitech X VALK EDEHRENLETHBE DS
Bl&E, NJRA(USB) BEDERENETDH
BORATDIARN,

& WorkSpaces > I Z ATV RTFNAAICREEIE—RAIHBYET, XOKRIC, COE—ROD

AT—BAZRLET,

v Power and sleep

Turn off display after
Never

Element

RREFTICTS

B8

TINA AN RREFTICTDIRTDIRT VT A
7 B,

TINA ADEEE
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1—Y—TIF1EF«

CORTIZE, BEODTFNAADEY NTYTEFERRRICEITZBETHROOTNARRENET, XD
RIZ, COOJDEEEZRLET,
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"Condition": {
"StringEquals": {
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"kms:ViaService": "thinclient.region.amazonaws.com",
"kms:CallerAccount": "111122223333"

}
}
},
{
"Sid": "Allow Amazon WorkSpaces Thin Client service to encrypt and decrypt
data",
"Effect": "Allow",
"Principal": {"Service": "thinclient.amazonaws.com"},
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:SourceArn":
"arn:aws:thinclient:region:111122223333:*",
"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333:*"
}
}
I
{
"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
},
{
"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*"
1,
"Resource": "*"
}
]
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}

RUS—TOEROEEICETAFHFEMCOV T, TAWS Key Management Service 7RO Y /N —
HARL O TRV —THERZEETD 2ZZRLTILEZV,

F—TIORARORZ TN 1—TFT 42 TIZO2VTOFMIEFE. TAWS Key Management Service X
OYN—HA R, ZZRLTLEEZ L,

WorkSpaces 2 9 FA TV RDAAZI—XZ— REF—DEE
NABI—IXZ—DRF—B, LTFOVY—ADE2 LA V—HBSILELTEETEET,

« WorkSpaces > 724 T > NRE

RIEZERT S EEIZ, Amazon WorkSpaces > V54T N ABBITRE B BAT—R ZESL
TRLHICEATS kmsKeyArn ZHETDCETT—EXF—ZHEETEE T,

« kmsKeyArn — KMS AWS HAZXY—XZX—J RF—DF—FBF. ¥F— ARN ZRHL £ T,
HDARI—IYZ—Y RF—THES{LE i WorkSpaces > V54T RREBICH LWV

WorkSpaces > 954 T NTFINA AZBMTDE, WorkSpaces > I F5A4T7 > hTFINA4 A&
WorkSpaces VATV MNREDNSHARN—NZXR—I RF—BEZMELET,

BELIYTFANE, F—RCATIRNOI T AMERESCF—LEORTOAT Y3y
£y hTT,

AWS KMS &, EMOFIEEAT—XE LTSI TFANZERAL T, FALEAES{LZY

R—KNL&ET, T—REESILIDVIIANCESLI _=\=7\I\’é’§&bét AWS KMS (& g

"?1133/7':\‘7\#’&" EEtEeNETF—RIINA2RLULET, F—RZER/EITDICE. VITAKNIE
SAVTFANZEDLET,

Amazon WorkSpaces >V ZA4T7 > NOBEILITF AN

Amazon WorkSpaces > VA4 T > Mk, §XTOHO AWS KMS BES{tARL —> 3> TRIUKES
A TFFARNEZFERALET, ¥—IF T, aws:thinclient:arnfElk Amazon VY —AX—A
(ARN) T3,

REBSILIVTFANIROELY T,

"encryptionContext": {
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"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:environment/
environment_ID"

}
TINAABESHAVTFANFROES TY,

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:device/device_ID"

}

TEZRVJICBESMITHFANZERATS

HHEHDAEI—YZR—T RF—%HEHL T WorkSpaces > 954 T NREZBES(LTZEE
. DAY —XZ—RF—HFEDRSICEAEThTVRIHPZRETHEHIC. BSLITF
ANZEEERXOJT TCERAITRZRCLETEET, BSILOTFANE, AWS CloudTrail £7z(&
Amazon CloudWatch Logs IZ& 2 TERE N EOTOHRIZEREHENETT,

ESLAVTFANEZERA L TEEYZ - RF—AOT I EAZFHITS

WHAAZN—XZ—D RF— (CMK) \NOT VLA ZFIHITRDOOFRHFELT, F—RUZ—&
IAM RS —AOBESHIVTFANEFATZDEETEERT,

RIZ, BEOESILIVTFARMDAARI—NZR—IRF—-ADTIVLAEZNFETZF—RI)I—
AT—RMAVRNOBIZRLUET, CORIV—AT—RMAV MOZHTE. kms:Decrypt U H L
ICES{OVTFANZEETAESHCIATFANINFI SVETT,

"Sid": "Enable Decrypt to access Thin Client Environment",

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"},

"Action": "kms:Decrypt",

"Resource": "*",

"Condition": {

"StringEquals": {"kms:EncryptionContext:aws:thinclient:arn":

"arn:aws:thinclient:region:111122223333:environment/environment_ID"}

}

REFPOESIL 72


https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption
https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption

Amazon WorkSpaces > 72472 b EEEHAR

Amazon WorkSpaces > V24T > hOBSILF—DEZ-ZXD T

Amazon WorkSpaces > Z AT KNJY—ATAWS KMS HARY—XZ—I R¥F—%=FEAT
% &, AWS CloudTrail & 7z l& Amazon CloudWatch Logs % L TAmazon WorkSpaces > 95
AT N AWSKMS IZIEETBD VI ITIANEZEBHTEET,

RO fllEDescribeKey, NARXN—NZX—I RF—IZK > THEBILENETF—RICTIELATS
& (Z Amazon WorkSpaces > 75 A T MK > THRTFHEND KMS ARL =23 %2F -4
VU 9dBHD, GenerateDataKey, . Decrypt, @ AWS CloudTrail 1 X2 N TT,

IRDBITIE, WorkSpaces >0 Z 4 F > MNREencryptionContext® ZHFETEE
9. WorkSpaces > VT4 T > hTINA AICIE. BE®D CloudTrail 1 R A RERENE T,

DescribeKey

Amazon WorkSpaces > 924 7> K&, DescribeKeyZARL—>3a>&FAL TKMS hA
BAI—NZX—I RF—ERILET AWS,

RIZ. DescribeKey ARL —2 3> &R ITBDARMNOFlIEZRLET,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2024-04-08T13:43:3372",
"mfaAuthenticated": "false"
}
},
"invokedBy": "thinclient.amazonaws.com"

}I
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"eventTime": "2024-04-08T13:44:227",

"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",

"awsRegion": "eu-west-1",

"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

Amazon WorkSpaces > 774 7> ~N&. GenerateDataKeyZAARL—>3a»&FEALTT—
REBEHLLERT,

LTFDA R MMITIE, GenerateDataKey ARL—2 3V ZRBEFLTVET,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-04-08T12:21:03Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:03:56Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"numberOfBytes": 32
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
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"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

GenerateDataKey (by service)

Amazon WorkSpaces >V 54T > N7 N1 Alg#,GenerateDatakeyZREFT B IES.
GenerateDataKeyZAARL—> 3 ZFEALTF—RZRBES{LLET,

GenerateDataKey AR L —>3 &, Sid #*Amazon WorkSpaces >V 24 F7 > M —ER

CF—ADESLEABERTTS, OKMS F—RUS—RAF— R XY NTHATENET,

RDA R NiITIE, GenerateDataKey AL —2 3> #RB&LET,

"eventVersion": "1.09",
"userIdentity": {

"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-04-08T13:03:56Z",
"eventSource": "kms.amazonaws.com",

"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890@abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
I
"numberOfBytes": 32
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE"
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0dfba®@SAMPLE",
"readOnly": true,
"resources": [
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{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

Decrypt

Amazon WorkSpaces > 9754 F7 > M&, Decrypt AXRL—> 3> ZFRALTTF—2&2ESL

LEXT,

RIZ, Decrypt ARL—2 32 2B IBDARIMOHZERLET,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",

arn":
"accountId": "111122223333",
"userName": "Admin"

iy
"attributes": {

"creationDate": "2024-04-08T13:43:3372",
"mfaAuthenticated": "false"

}I

"arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1"
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"invokedBy": "thinclient.amazonaws.com"
.
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",

"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"
}
Decrypt (by service)

WorkSpaces > 77 AT 2 NFINA AN RBERLEFETFNAABRICT IV EATD L.
DecryptARL—> 3V 2FALTTF—2Z2ESIHLLET, Decrypt ARL—32F, Sid &
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Amazon WorkSpaces > 07 AT N —EAICTF—RDBESLEESZ

F—RUS—ZF— XY NTHAZNET,

Fu9gd1 ®KMS

RDARY NITIE, ZNLUTEBE N DecryptARL—2 3 Z2EHL £9G6rant,

"eventVersion": "1.09",
"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",

"userAgent": "thinclient.amazonaws.com",
"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF

+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type'": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
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"vpcEndpointId": "vpce-1234abcd567SAMPLE",

"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": '"Management"
}
EE 1= P SR
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"thinclient:GetEnvironment",
"thinclient:ListEnvironments",
"thinclient:GetDevice",
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"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:GetSoftwareSet",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

]I
"Resource'": "arn:aws:thinclient:*:*:*"
}I
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:poxtal/*"]
}I
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
},
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}

BoDERDOKRRZI—Y—ICFHFAITS

COBITE, I— =T ATFUTATALLTRYFENEAVTAVBLROIZ—IJ RERVI—DK
TZEIAM 1—H—ICEFATHRIU—OEREFEEZRLET, cORUI—IZE, VY=L T,

FhlF AWSCLI F£hE AWSAPI 2R LT7OJSATIOT VAV ERTITBD TV EAHA
HFEENTVLET,

"Version": "2012-10-17",
"Statement": [
{
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"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

WorkSpaces > O AT MDD TINT IV ARERONHE
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EENTLVET,

JSON

"Version":"2012-10-17",
"Statement": [
{

FTATFYTATAR=ADRI S —Df "



Amazon WorkSpaces > 72472 b EEEHAR

"Effect": "Allow",
"Action": ["thinclient:*"],

"Resource'": "arn:aws:thinclient:*:*:*"
}I
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:poxtal/*"]
}I
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
},
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}
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chSDD)Y—AZRTIDEHICEFEAETNET,
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{
"Version":"2012-10-17",
"Statement": [
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{

"Sid": "AllowThinClientReadAccess",

"Effect": "Allow",

"Action": [
"thinclient:GetDevice",
"thinclient:GetDeviceDetails",
"thinclient:GetEnvironment",
"thinclient:GetSoftwareSet",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:ListEnvironments",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

]I

"Resource": "*"

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

1,

"Resource": "*"

"Sid": "AllowWorkSpacesSecureBrowserAccess",

"Effect": "Allow",

"Action": [
"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

1,

"Resource": "*"

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",

"Action": [
"appstream:DescribeStacks"

1,

"Resource": "*"
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}
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"Version":"2012-10-17",
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"Statement": [

{

"Sid": "AllowThinClientFullAccess",

"Effect": "Allow",

"Action": [

"thinclient:*"

1,

"Resource": "*"

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases"”,
"workspaces:DescribeWorkspaceDirectories"

]I

"Resource": "*"

"Sid": "AllowWorkSpacesSecureBrowsexAccess",

"Effect": "Allow",

"Action": [

"workspaces-web:GetPortal”,
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

]I

"Resource": "*"

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",

"Action": [

"appstream:DescribeStacks"

]I

"Resource": "*"

"Sid": "AllowCreateServicelLinkedRole",

"Effect": "Allow",

"Action": "iam:CreateSexrvicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/

monitoring.thinclient.amazonaws.com/
AWSServiceRoleForAmazonWorkSpacesThinClientMonitoring",

"Condition": {
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"StringEquals": {
"iam:AWSServiceName": "monitoring.thinclient.amazonaws.com"
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"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

},

"eventTime": "2024-06-19T17:13:44Z",
"eventSource": "thinclient.amazonaws.com",
"eventName": "RegisterDevice",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"dsn": "G1X11X11111111XX",
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"activationCode": "xxx1xxx1l",
"model": "AFTGAZL"
},
"responseElements": null,
"requestID": "f626fb2b-a841-4b87-9a9b-685a62024058",
"eventID": "214385d7-9249-4f60-af56-b4c951e0491d",
"readOnly": false,
"resources": [
{
"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111111111111",
"eventCategory": "Data"

RXDFIE, UpdateDeviceDetails AL —2 32 %ZRT CloudTrail {1 X RZRLTVET,

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

.

"eventTime": "2024-10-21T17:46:2772",
"eventSource": "thinclient.amazonaws.com",
"eventName": "UpdateDeviceDetails",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
"requestID": "7d562fcf-a9ce-40da-9e5c-9ef390b8b83c",
"eventID": "f294b614-b00c-45ef-b293-cd389121033a",
"readOnly": false,
"resources": [
{
"type": "AWS::ThinClient::Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"
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}
1,
"eventType": "AwsServiceEvent",
"managementEvent": false,
"recipientAccountId": "111111111111",
"serviceEventDetails": {

"settings": {

"network": {
"ethernet": {
"addresses": [

{
"gateway": "gateway",
"locallp": "locallIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
I
"networkInterfaceInUse": "ETHERNET",
"wifi": {
"addresses": [
{
"gateway": "gateway",
"localIp": "localIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
}

iy
"peripherals": {
"bluetooth": {
"enabledStatus": "ENABLED"

I
"keyboards": [
{
"name": "name",
"type": "USB"
}
1,
"mice": [
{
"name": "name",

"type": "BLUETOOTH"

CloudTrail 41 X2 ~ D4l

111



Amazon WorkSpaces > 74T >~

EEEHAR

}
1,
"sound": {
"microphones": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
1,
"speakers": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
]
I
"webcams": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type'": "USB"
}

]

1,
"powerAndSleep": {

"sleepAfter": "FIFTEEN_MINUTES"

}
},
"updatedAt": "2024-10-21T17:46:27.624Z"
},
"eventCategory": "Data"
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