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DT OEARETOAYVITRIHENHYET, FHMICOVTIE, Amazon S3 1—H—HA R, @
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TYRNRIUD—ZZBELET, RUZT—IE, aws:SourceAccount B & aws:SourceArnF
F—E2FEALTRVS—0ERAEKROET, ChiF, EF21VFA1ORANTSIFTFAATT,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowWorkDocsFileUpload",
"Effect": "Allow",
"Principal": {
"Service": "workdocs.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::BUCKET-NAME/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "AWS-ACCOUNT-ID"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:workdocs:REGION:AWS-ACCOUNT-
ID:organization/WORKDOCS-DIRECTORY-ID"
}
}

(® Note
» WORKDOCS-DIRECTORY-ID l&. WorkDocs 314 MO ID TF., Chik, AWS
WorkDocs 1>V —J)L® "My Sites; T—7ILICH ) ET,
c NTY KRRV —OREOFHMCOWVWTIEE, Amazon S3IA V= ZFERALENT Y K
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowStartWorkDocsMigration",

"Effect": "Allow",

"Action": [
"workdocs:StartInstanceExport"

1,

"Resource": [

"arn:aws:workdocs:REGION:AWS-ACCOUNT-ID:organization/WORKDOCS -

DIRECTORY-ID"

+
{

]

"Sid": "AllowDescribeWorkDocsMigrations",

"Effect": "Allow",

"Action": [
"workdocs:DescribeInstanceExports",
"workdocs:DescribeInstances"

1,

"Resource": [

min

"Sid": "AllowS3Validations",

"Effect": "Allow",

"Action": [
"s3:HeadBucket",
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"kms:ListAliases"

1,

"Resource": [
"arn:aws:s3:::BUCKET-NAME"

"Sid": "AllowS3ListMyBuckets",

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets"

BIRSRAF
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"Resource": [
nin

]

}

« HE(ZIHUT, AWSKMS F—#FHLTNT Y NAOREBEOTF—RX 2B TEET,
F—ZEELEVWEE, N7TY NOZEEESRENERAENET, FHMICOVTE. " Key
Management Service RO Y /N—HA R, O "F—0ER, 25RLUTLEE LV, AWS

AWSKMS ¥F—ZFEHTBIZE. IAMAR) S —IZROAT—RM X N EEBINLE
9. SYMMETRIC DEFAULT 24 7 DT O T 1 7 B3Fx—ERATHIHREN HET,

{
"Sid": "AllowKMSMigration",
"Effect": "Allow",
"Action": [
"kms:CreateGrant",
"kms:DescribeKey"

1)

"Resource": [
"arn:aws:kms:REGION:AWS-ACCOUNT-ID:key/KEY-RESOURCE-ID"

]

}
il PR
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Migrate Data: your-workdocs-site-alias X

This action will transfer all folders and files (along with file versions) frem the WorkDocs site data-migration-
pentest-2 to the designated $3 bucket. Any file comments, annotations, and permissions will be preserved in a
separate file.

The data for all users on the WorkDocs site will be compressed (zipped) and made available for download from 53. Your
migrated data will be available in 53 and can be accessed via the AWS CLI, the AWS SDKs, or the Amazon 53 Console. Note
that pricing for storage at the 53 URI destination will be subject to the pricing and terms available here. Please refer to the
migration blog post to learn more about data migration.

Choose an S3 bucket

To start data migration, enter the 53 destination bucket URL. If you de not have a bucket, please visit the
53 console to ensure you have a bucket. Please configure the bucket permissions as described in the pre-
requisites section here.

53 URI

[Q 53://your-properly-configured-bucket )(| | view [4 | | Browse 53

Notifications [Optional]

Enter email addresses for notification recipients. These people will receive status updates on the migration.

| person@domain.com

‘ person@domainl.com X | ‘ person@domain2.com X

¥ Advanced Settings

Choose an AWS KMS key

We will use the chosen AWS KMS Key to encrypt the data once It is migrated to the designated S3 bucket. In the absence of a selected key, the
compressed file on 53 will be encrypted using the standard SSE-53 encryption.

Q, arn:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3 X Create an AWS KMS key [

AWS KMS key details
Key ARN
am:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3-abc 123456789 [

Key status
Enabled

Key aliases
your-kms-key-alias

» Ongoing Migrations and History

@TTWVM%JW will he subjed' to 53 pricing. Once you ha'-re validated that the dat: is mlgrzted you can stop your WorkDocs billing by deleting
the WarkDoes site. To delete WorkDocs site, please refer to these instructions.,

To confirm migration, type migrate in the text input field. EEEEEE—
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BIIFRTIDE, RDELSICKYKRT,

cOY—=)E, EYRNTYTHRIZAADLETRLAIK "I, X—I)LZEEFELET,

« Amazon S3 /N7 Y NIZIk, /workdocs/site-alias/created-timestamp-UTCl 7 # )L AN EE
nET, TOT7FINRICE, YA RNCTF—ENFHBDE1—F—0Dzip 77 IILENEEFhTVET,
Hzip 7ANFICE@E. POEAFTEIXNIVYET CSV 7740 BE, I——07 %)
HETTAUNEENATVET,

s BT —HFIXRTOT7AIINEHIBRLEBE, TOIA—HY—0Dzip 7F LA ERRENE
A,

e N=23a>-EBBRON—>23araEEFEDODRFIX NI, _version_creation 24 LAAZR> 7 H Bl
FHBYNET FALARAZ TR IRY VI UHEFEFRALET, FEXE, 2 20N—2 a3z
DTestFile.txt”s EVWSBBORFIXNIRDKRDIZHEYET,

TestFile.txt (version 2 - latest version)
TestFile_version_1707437230000.txt

« PTOERAFA-ROBIE, —MOBZTIEAFACSY 774 ILOAEZRLTVERT,

PathToFile,PrincipalName, PrincipalType,Role
/mydocs/Projects,userl@domain.com,USER, VIEWER
/mydocs/Personal,user2@domain.com, USER, VIEWER
/mydocs/Documentation/Onboarding_Guide.xml,user2@domain.com,USER, CONTRIBUTOR
/mydocs/Documentation/Onboarding_Guide.xml,userl@domain.com,USER, CONTRIBUTOR
/mydocs/Projects/Initiative,user2@domain.com, USER, CONTRIBUTOR

/mydocs/Notes, user2@domain.com, USER, COOWNER

/mydocs/Notes, userl@edomain.com, USER, COOWNER
/mydocs/Projects/Initiative/Structures.xml,user3@domain.com,USER, COOWNER

« XD -ROBIFE. —MEBEIXNCSVI7AIILOREZRLTVWERT,

PathToFile,PrincipalName, PostedTimestamp, Text

/mydocs/Documentation/
Onboarding_Guide.xml,userl@domain.com,2023-12-28T20:57:40.781Z, TEST ANNOTATION 1
/mydocs/Documentation/
Onboarding_Guide.xml,user2@domain.com,2023-12-28T22:18:09.812Z, TEST ANNOTATION 2
/mydocs/Documentation/
Onboarding_Guide.xml,user3@domain.com,2023-12-28T22:20:04.099Z, TEST ANNOTATION 3
/mydocs/Documentation/
Onboarding_Guide.xml,userl@domain.com,2023-12-28T20:56:27.390Z, TEST COMMENT 1

BITY - OFERT 13
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/mydocs/Documentation/
Onboarding_Guide.xml,user2@domain.com,2023-12-28T22:17:10.348Z, TEST COMMENT 2
/mydocs/Documentation/
Onboarding_Guide.xml,user3@domain.com,2023-12-28T22:19:42.821Z,TEST COMMENT 3
/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T22:21:09.930Z, TEST ANNOTATION 4
/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T20:57:04.931Z, TEST COMMENT 4

« AFVTENLETTAIL-ROBFE, —BREBAFYTENLET7AILDOCSV I7AIILORNE%E
RLTVWET, IDZEML., BiAXPI< IR LHICEREZAFYTLEL I

FileOwner,PathToFile,DocumentId,VersionId, SkippedReason

userl@edomain.com, /mydocs/LargeFilel.mp4, 45e433b5469...,170899345...,The file is too
large. Please notify the document owner...

user2@domain.com, /mydocs/LargeFile2.pdf,e87f725898cl...,170899696...,The file is too
large. Please notify the document owner...

Amazon S3 A S8 BITENEF—2EA DU O0—RTS

B1T79%5&E Amazon S3 D IARNNEMT S S, BITLETF—X%Z AmazonS3 A SHEIODANL —
YY1 —=23UIRAIOO0—RTEEXET, cCORNEYOITR, BTLETF—2E2ADJO0—RTS
FEICOVWTEHBAL, ARL—2VY1—23 Ul F—2%2TF7Y 70— RTZDEHDREZRMLE
g,

® Note
ROFETE, —EIC 1207 7ALEEF7FNFZZTO0-RIBHFEICOVTEHA
LET. 774 Z2X V2 O0—RTBDEFOMOFEICOVTIE, Amazon S31—H—HA
Ry "AT72TO0M0ED O0—R) Z8RBLTLKEEW,

F—REAIVO—-RTBICE

1. Amazon S3 12V —JL (https://console.aws.amazon.com/s3/) ZHE X J,
2. B—=TYRNTYREBERL, YA NITAUTACBBLET,
3. Zip 7 ANZOEICHZDFIVIRYIAEFICLET,

— OR—

Amazon S3 A SBITENLEF—REX T O—RTB —


https://docs.aws.amazon.com/AmazonS3/latest/userguide/download-objects.html
https://console.aws.amazon.com/s3/
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zip 77N EZHE, B4DI1—HY—DT7F7ANFELERET7ZIINEZOBICHDIFIVIRY VA%
FICLUET,

4. [Bo>O—R]ZBRLET,

ANL—=2VDa-2320RE

KEBEEH A NTIE, EHO Linux R—AD Amazon N A XA—2&FHAUTEC2 A VARV A
#7O0E>3a”Z>J0L, AmazonS3 A5 7O ALATTF—2&2A O O0—RL, F—32Z2HBRLT
A5, ANL=277ONAMF—FERO—HAWNTFARIICTYTO—RIZDEEZBEOHLET,

BOONZ TN 1—F427
AFORATY 7ERL T, BEFELKBREEATVA L ERBLET,

« BTN KRBT DE, WorkDocs AV —ILOBITEBERATICIS—XAYE—IHNRRENET, T
F—AXAVtE—JBBEIELET,

« Amazon S3/NT Y NOREZHERLET,
- BITEBEITLED,

BEAERLBEVEEE. AWS Support ETHRBEVEDLELSEET W, BITEET—7ILICHD
WorkDocs 4 N URL £¥1T73 7 IDZ2EHET,

BITEERORTR
ROFIETIE, BITEEEZRTIDAEICOVTHALET,
BREZRRTBICE

—

https://console.aws.amazon.com/zocalo/ T WorkDocs A2V — )L ZBEE £ T,
2. BH® WorkDocs 4 hDHEICHD T AR ZBIRLET,

3. Actions JAKN%ZRE. Migrate Data ZiBIRL £7,

4. TF—BYAREBOBITI R—DT, "ENEBITEERE) 2BRLEXT,

BITBBEBITOTICRRENET, XORF, —MRNZEEZRLTVERT,

BIONS TN a1—F142Y 15


https://docs.aws.amazon.com/linux/al2023/ug/ec2.html
https://console.aws.amazon.com/zocalo/

Amazon WorkDocs

BEEHA R

Migrations
Migration Status
() Succeded

) Succeded

Start Time

Feb 1, 2024, 18:01 EST

Feb 8, 2024, 17:00 EST

End Time

Feb 1, 2024, 12:01 EST

Feb 8, 2024, 17:02 EST

53 Bucket
workdocs-data-migration-tool-test-bi

workdocs-data-migration-tool-test-bt

BITEEORTR
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Amazon WorkDocs @ B2 &4

#L W WorkDocs B/ h&EEY NTFY LY, BEOHANEEELEYTDICE. ROZRARYD
BT ITRDHENHVYET,

CHAOTYTTBANS THIR
PREVWBEESEAWS 7HIOUN, ROFEZETLTERLET,
ATy TETBICEAWS THIU N

1. https://portal.aws.amazon.com/billing/signup ZB& £ 7,
2. AVZAVOFIBEICHWVWET,

BAVTYTFIEO—HTRE, BRRLEITFAMNXYE—JZZFL, BEFEOF—/NY RICK
AE1—RZABLET,

CHA TV TIREAWS TAHIVN, AWSTAHIY NOI—KNI1—H— FEREIhET,
IN—=—KRI—H—CE, FHIRODIXTOAWS DH—ER EVY—ANDT I AENH

WET, EF1VTARARNTTZIOTARELT, I—HF—ICEBT O EREZE)ET, )L—
NI—H—T O AN BEBZRATVDRTICEIL—RNI—F—0IhZFEFRATHIISICLTLSEE
Wo

AWS HAVTY7T7ORANETTRE, HPSHEREX—IINFEFEENET, hitps:/
aws.amazon.com/ ® [NAFHI RN Z20)vOLT, WOTETHINOREOTIVTAE
TARKRL, PTHIOVKRZEBIBDENTEET,

EETOEAEE > I—YH—%ERTS

CHATYTLIES AWS THIU N, BENBRAVCIIL—RI—H—2FALABEVLSIC
AWS 7HOV MO —KRI1—Y—, ZHREUL AWSIAMTAFoTAT4E8—, ZHBHMILT
EEI-—Y—ZERLET,

ERETDANS THIY RO —RI—H—

1. L—=—RI—H—%EBRL, AWSTHIVRNEX—=IT7RLAZAALT, PHO>  NME
BEAWS XZIXVROAVY—INELTIEHAA2VLET, ROR—JTNAT—RZAHL
£9,

YA TYTIBAWS THI N 17


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://aws.amazon.com/
https://console.aws.amazon.com/
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LW—RI1—H—ZERALTHA A 2FTRIHECOVTE, AWSH A2 (2 I—H—FA
ROIN—RI—HF—-ELTHA A2 FT22SRLTILEEL,

L—HhI1—Y—0OZEZRFRG (MFA) ZBMICLET,

FIEZOWTRE, IAIMIA—Y—HAROAWS THDOU K~ T)—hI—H— (O V=)L) DIR
EMFATNAAZBMNCT S 25RLTLSEEL,

EBTFTOLAEEFE DI —HY—%ERTS

1.

IAMT7ATFTATAEE—2BMICLET,

FIECOWTE., TAWSIAMZATF>oT4T714 122032 — 11— —HA R, ® TAWS IAM 74
TUOTATAEE—0BEML) 2SRLTEE,

IAMT7AFTA4T14E22—T, A—Y—ICEBT7 IV RAZRELET,

ZDY—AIAMMTATFUTATAER—F4ALIKN) ELTERATZHENDFI—KNIT
LEEDOWTRE, AWSIAM 7 A F2T4T714E228— TA—H—HA R, 0O "FT7A)bZEE
ALTA—Y—TItLARAZREIBRIAMTATUTATAEYE—F4ALIK), 285RLT
<EZL,

BBV EAEZF DAY LTHI212TF%

AMT7ATTATAEZ—OIA—F—ELTHA2A2FBIE IAMTATFTA4T4
ORI —DOEEBEICEX—)ITRLACEEEN Y1242 URL ZEALET,

IAM Identity Center 1—H—ZFRAL THA AT HFEICODVWTE. AWSHA 1>
F1—Y—HAR, DAWS T POELAR—ZIINICHA A2 FD, 25RLTIEEL,

EBMOI—Y—ICT7OoAEZE)HTS

1.

IAMTPAFTATAER—T, ZR/PMREOT IV EAFAZERTZDEVSIRARNTZY
TARRES =T IO EAHAEY NEERLET,

FIEICOWTE. TAWSIAM PAFUF A F 412 8— 1—H—H4 R, O THEREEEER
B, EBBLTISEEL,

IN=TLC1—H—ZEVET, TOIN—TEVINHA AT O AEZEN)ETE
ERD

EBTVEAZHOA—HY—2hHKTS 18


https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
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FIEICOVWTHE, TAWSIAM PAFUFAF A2 Z— 1—H—HA K, O TFIL—T 0k
&1 BBRLTLIEEL,

EBTVEAZHOA—HY—2hHKTS 19


https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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Amazon WorkDocs O+ 1) 57«

DIZIREFIVFTAHNREBESEHEAWNS T, EFREFEAWS, EF1VT 1 Z2HEERT DM
BOEGEZRETLOCBREENET —F LR ERYND—IOT—FTUOF Y EERATERT,

EFIVTAE, AWS BEREKEROBOEARAETI. EEHEETILTRE, ChZEIFTR
DEFIVFABITIZTVRADEFIVTAELTHALTLERT,

« USIDROEFIVFTA-AWS VST RTAWS H—ERAERTTDAVTSARNSIF v %
REITS AWS EENfHYVET, AWS Fh, TR, ZL2ICFERATEDIH—ERAELERHLTVE
¥, TAWS | OAVT AT AT7OJZLO—RELT, Y—RN—FT1—OEENfEHNICE
FAIVTADEMEETARNSKUBRIIL TVWET, Amazon WorkDocs ICBAE N2 275
ATVAZ7OZLE2DVWTHRICR., "OVT ATV ATOTZLICEDAO—7THDAWS
HT—EAs ZSRLTLEETL,

c VSTV RAOEFIVT A -FATDAWS H—ERICE>T, BEEOEENREVET, &
. BEEE., BEROT—ROMEM, CEOEH, BLCEATRESEERHRFE WV 1t
NER ICOVTEEFZEVET, cOtEI>a>oREY JiE, WorkDocs ZEH 32 KBICE
EREBEEFINZERT A HFEZEBIDNDICKRIEET,

@ Note

WorkDocs ##D 1 —H'—F., 774IANOV VX EEBEZAFE TS LT, H8AD
1—%—¢&AZRL—>32TEEY, EL, ZhiE Active Directory Connector ZfEA 7
PHANCOABAHAENET, TAMNOERBUIFREZZRLT, 2HEOEHICKREEL
A7 avaEBRUETD,

LToRNEYOTR, EF21VTABRCAVTFATAOENEERT S LS IZ WorkDocs %
METAAHEICOVWTHBEALET, £/, WorkDocs Y —ADEZR Y TRREICKRILO>MED
AWS H—EADFEABFEICOVWTEHBELET,

KNeEY D

« Amazon WorkDocs D7 A T TATABROT IV AER

« Amazon WorkDocs WOF T EEZR) T

« Amazon WorkDocs W12 7°5 4 7 > ADEE

20


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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« Amazon WorkDocs O i f& = 1t
« Amazon WorkDocs DA > 7 ZARNZOF¥yOtF21 )T 4

Amazon WorkDocs D7 A T T AT A BROTIVEAER

AWS Identity and Access Management (IAM) &, BEEN AWS UV —ANDT IV AZRE
(CHIE AWS O —ER $20OICKRILD TY. IAM ERER, #EZREE (F1212) L, #IC
WorkDocs UV —ADERAZFA TS (T UV EAFTEZNETD) A Z2HBLET. IAM (&, EmE
B U TCHEHRATED AWSOY—E A T,

(N =X/

- WHRE

s PAFUTA4T14%2FEHAL =573

e RUS—%FRALET OV EANDEE

« Amazon WorkDocs & IAM & DiE#E R %

« Amazon WorkDocs ID X— AN R > — D6l

« Amazon WorkDocs ID E 792 AD KNS TN 2a—F 4204

XRE

AWS Identity and Access Management (IAM) O fEAF %Ik, WorkDocs TITSEZEIC L > TERY)
£9,

H—EAI1—%— -WorkDocs H—ERZFERAL T ITE2RTT2HE. EEEN SHERRE
HETUVEATANEBHENE T, 522 < D WorkDocs #EERFEHL TEEZTS>HBARK. B
MOTOEAFANDBEICBRDCENBYERT, TVLAOERF 22EBHI5 L. EEEICHEHY
BFYORAFAZVIVIANTBDDOICKICIEERT., WorkDocs DEEBEICT VEATERVEEE.
F, #88BL T & WAmazon WorkDocs ID E 7V EAD KT TIN1—F 1429,

H—ERAEEE - RO WorkDocs VY —AZHEHL TWSFEEIFE. BE. WorkDocs ND 7 )L
TFOEANBYNET, Y—ERAI—H—HFED WorkDocs #REE VY —RICT IV EAT BN %R
HBOEEEENHETT, TOH, AMBEEELCUITARNERELT, Y—ERI—H—0
HEREZEITDIVLENfHYVET, COR—DOBEHRESBLT, IAMOERBISZEBHBL <K
Wo £4EA" WorkDocs T IAM ZFER T2 HEDOFMICOVWTR, Ty Z258B LU T<E&E VWAmazon
WorkDocs & 1AM & DE#E R %,

TFAFETFATABLOTIEABEE 21
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IAM BEH — IAM B E&X, WorkDocs N\DT7 UV AZEET BRI —OERSEEDFEMIZ DL
THRTDHEENHYET, IAM TEATZE S WorkDocs 7A T2 T AT AR—ADRI > —DH
BERTRTDICE. T, #83BL TLEE WAmazon WorkDocs ID XK—AD R = — D,

TAToT AT 1 2ERL IZF8EE

FORLE IE, IDRRAEEMAWS ZHEAL T ICH A A2V TDHFETT, LT, IAMI—H—&LT
AWS 7 7]'7/ ROIL—RI—H— FEFIAMO—-ILZ25EZFRZEICR2T, REE(ICH1>
12 AWS) ShBZENHV KT,

IDY—ARZENUL TRHENLEFIAEREFEALT, 7IFL—FT1Y RIDAWS ELTIZHA2 A
VTEERT, AWSIAMT7AFUT 14T 141> 5— (1AM Identity Center) 1—H'—, @t >
YA FFEE. Google &z l& Facebook FREEEHRIE. 7T FL—T1Y RIDOHITT, 7T

FL=FTAYRIDELTHAAM2VTBEHEE. IAMO—ILEZFEALT, BIE>TEBEICKY ID

7IFL—23UFREEATVET, 7IFL -3 AWS ZHEALT LTV ERATDE, B

ENICO—-)Z5EZF3&ICBYET,

A—%—08EICHEUT, AWSNYZIXARNIAVY=INLNFEEAWS POEAR=ZIICHA A4
VTCEERT AODHAUAVOFHICOVWTIEFAWS, AWSHA A I—H—HA RO T ADH
AAVHEEANS THO M B#SBLTLSEETL,

AWS 7O S AT CFIEATHEE, BYTRITFEREEY N (SDK) XY RS54 A
2 R—T7 I AR (CL)AWS E2#L ., RIEREFALTUIIANERENLTEELET,
AWS Y —=)LZFERLAEVEEREK, BATUIIANCBREIAHENHYET, VIIANIBED
TERIHDHRAFEOERICOVWTE., "IAMIA—H—HA R, O TAPI U T AKNICHTBHAWS
Signature Version 4 ZZRBL T &L\,

FATARIAFZEZBDLT, BMEF1 VT BROBEHZVIIARNENBZBEEEHYNET, 2L
ZE, TR, FTHOORNOEFIVT 1 25H2EHICSERRIM (MFA) 2FEAT3 AWS C e %
BEFOLET, FHICOVTE., "TAWSIAMT7AFo T4 T4 22— 11— —HA R, O "ZE
FEREEL BKRY TIAM I—H—HA K1 © TIAM OAWS SEZFGE, 25BLTSEEV,

IAM 1—H—&5)L—7°

AM 1—H—@F, B—0QI1—Y—Fr@FTUTr—2 32 CHLTBEDT I EAHTAWS FHY
K EED WO IDTE, THETHAE, NAT— KR TIEAF—#EORBHERTERER
BT3 IAM 1—Y—%ERTIRDYIC, —BOsRIBRECEATICLESBOLET, 11
L. IAM I—¥—TOESNERIERA AEAREOI—AT— AN HDBEF. FIEAF—
EO—F—232FTH2LaBBHLET, FMCOVTE, TAM I—¥—H( Kk, 0 TE8BY

TATT4T1&ERL R 22


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials

Amazon WorkDocs BEHA R

BRAEREMVEETRI—AT—ADLES LTIV EAF—2EHNICO—T—>329%, 28R
LTL<EZL,

IAM Z)IL—7&, IAMA—H—OKERAZEETDTATVTATATY, JIL—T&LTHAUA
VIBERTERYA, JI—TEEALT, BROI-—Y—CRLT—ELEREZEETER
T ZBOI—HY—TIN—TNFH38E. JIN—T2FRATE_ETHEROEENINRZICEVET,
Bz, IAMAdmMins EVWSEH DT IIL—TZREL T, TOTL—TICIAM UY—RAEZEETHH
AZEX2ENTEERT,

A—¥—R., O—-JLERERBYET, I —RBF 1 AQDAXEE1 2OT77VTr—23a>Il—8C
BEMNTSIAEIN, O-IRBTNELBEETRIABEDANGIEZTRRSICE>TVERT, 1—
H—ICE KBNS RAOEABTBRS SV RIY, O TE—EERIBEHERNMRHE NI T, FHEICD
WTEE., TIAMI—H%—HA4 R, O "TIAMI—HY—CBETR2I—AT—A1 25RLTLKEE,

IAM O—JL

IAM O—=)LIE, BEDT IV ELAFTAWS THO KN ZHEDODHDOID TY, chlk IAM 1—H—IC
PTVERTY, BEOI—H—ICEBEEFITShTVWEEA, TIAMO—I)LZ—BWICEIZZ TS
ICEFEAWSYZROX ROV =), I—H—NHASIAMO—=)L (AVV—=)) ICHVEZDENT
EFET, O—-IILZBEZFBICIE. £hlE AWSAPI AXRL—> 3> % AWS CLI BFUHT A, H
AXLURLZFEALET, O—IILZFERATHFEOFMICOVTR., TIAM 1I—H—FH414 R, O
"O—)Zz5|EZ T3 LEHNEESE ZSRLTLSEE,

IAM O—)L & — By EEREIE ik . RORATRIUEXT:

« 7IFL—231—Y—TUOtA-7IFL—FT4YRIDIZHFITZEYHTBICE, O—)
ZEHALTEOO-IOFAZERLET.,. 7IFL—T1Y RIDHFFEEhDE, TOID I
A—J)ICBEEFNTFSh, O—/LTERENTVBFANMMIEEhET, 7IFL—>3a>o0-—-)
C2WTE., "TIAM1—Y—HA R, O "TH—RN=—F—1ID7ONAEF—(7TFL—>3)
BAoO—)L&EKT21 #5BLTLEEL, IAM Identity Center AT 2B/, FatY
NEBELET, PTATUTATANRARICT IV LATERDENZHET S8, 1AM Identity
Center &, #REY b IAMOO—/LICEERTET, PO AFT Y NOFMAIC DOV TR,
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FFE AWSCLI £zl AWSAPI ZHEALTTOJZATIOT VAV EETITRT UV AFHA
FEEIATLET,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

1,
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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DescribeDirectoriesZARL—2 3 AQOT VAN VETT,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"workdocs:Describe*",
"ds:DescribeDirectories",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets"

:]I

"Resource": "*"

}
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5. [Export] (LY AR—RKN) ZBIRLT, PUTAETATA—REFAINYT LD .csv BRY
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« [Windows] (74 > RJX)-PC ® [Downloads] (X 7>O—R) 7#)LZAD
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%Z{FEH L T AWS CloudTrail, Amazon WorkDocs APl 1—J)L& QY IR TE X F, CloudTrail

(&, WorkDocs TI1—H'—, O—J), £EE AWS OH—ERICK>TERITENET Va2 0ie&
ZIRMLUE T, CloudTrail &EWorkDocs 1Y =LA S O H L X WorkDocs APl A 11— RIFEY
H L Z & WorkDocs D3 X T D APIs,
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Tk, OV —ITEHZEKTDEEIC, BN ITXNTOU—2aVICEREhET, G,
AWS N—FT42a>ROIXRNTOI =23 Uhs0AR NE2OJICEEL., IEEL 2 Amazon S3
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TARNDODNZA—EBBEDEBRIBEENET, CloudTral AT 7 7 ALK, 26 API d—)L O JERFf+
FSNIEARY ORL—ATREVED, BEDIEFTERREAEFLA,

WorkDocs l&, A MNO—=IL7L—=—2A5OI NI ETF—RTL—2ASOIVRNIDERDZ XA
7°® CloudTrail T MU ZERLET, 2 DOEEKZEWVG, O NO—IL7L—>01—%— 1D
MIAM A—H—TH3ETT, T—RIT7L—2INJOI—%—ID l& WorkDocs 4 L 7 b
J1—H—T7,

(® Note

EFIVUTAEBITH DI, TEERY IAM I—HF—TRAEKIIFL—FT 1y K1—
F—BERL T EE L,

NADT—=R, BEER—=D2, 77A4ILNAXV N, T77A4MNAVTYRBEOHEBERREE. OJI> b
JIZERTR"ENELE A, ChSEE CloudTrail O HIDDEN_DUE_TO_SECURITY_REASONS & L
TRRENET, <h 5 CloudTrail A4 IC HIDDEN_DUE_TO_SECURITY_REASONS & L T&R TR
ThET,

RDOBIE. WorkDocs @ 2 DM CloudTrail O I M) ZRLTVWET, HFEFOLI—REFEI N
A—-IL7L—>F7923> A, 22BR@F—Z27L—>2F7923 2 ATY,

{
Records : [
{
"eventVersion" : "1.01",
"userIdentity" :
{
"type" : "IAMUser",
"principalId" : "user_id",
"arn" : "user_arn",
"accountId" : "account_id",
"accessKeyId" : "access_key_id",
"userName" : "user_name"
},
"eventTime" : "event_time",
"eventSource" : "workdocs.amazonaws.com",
"eventName" : "RemoveUserFromGroup",
"awsRegion" : "region",
"sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
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"requestParameters" :
{
"directoryId" : "directory_ id",
"userSid" : "user_sid",
"group" : "group"
I
"responseElements" : null,
"requestID" : "request_id",
"eventID" : "event_id"

"eventVersion" : "1.01",

"userIdentity" :

{
"type" : "Unknown",
"principalId" : "user_id",
"accountId" : "account_id",
"userName" : "user_name"

},

"eventTime" : "event_time",

"eventSource" : "workdocs.amazonaws.com",

"awsRegion" : "region",
"sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
"requestParameters" :

{

"AuthenticationToken" : "**-redacted-**"

iy

"responseElements" : null,
"requestID" : "request_id",
"eventID" : "event_id"
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