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[AWS Trusted Advisor] 242 3 > T [Trusted Advisor 2 7 77 1 7t 93] ZBIRL £ T,

Account |Ds - eptional
Type the 105 of the AWS accounts your workload spans across

111122223333

A

Specify up to 100 unigue account 105 separated by commas
Application - optional Info
An application is a custam collection of resources, metadata, and tags that performs a function to deliver business value. Your application's Amazon Resource
Mame [ARN] is 2 unique identifier far an AWS resource, which k= maintained by AppRegistry.

arn:aws:servicecatalog:us-west-2: 111122223333 fapplication/BH###HR#H v |
Architectural design - optional
A link te your architectural design
The URL can be up te 2048 characters and must begin with one of the follow protocols: [http, https, fupl. 2048 characters remaining
Industry type - optional
The industry that your workload is associated with
| Choose an industry type v |

Industry - optional
The category within your industry that your werkload s assodated with

Choose a industry

AWS Trusted Advisor - new

AWS Trusted Advisor Info
Trusted Adviser uses information from your AWS feglons and account 10s entered above to ald workload reviews, providing you autemated context for suppartad
questions.

Activate Trusted Advisor

Resource definition
Cheose how resources are selected for Trusted Advisor chedks.

| AppRegistry v |

Additional setup needed
To pull Trusted Adviser data from other accounts, grant permissions to the AWS
Well-Architected Tool to access Trusted Advisor data.

View AWS documentation [F |

Trusted Advisor checks X

AWS Trusted Advisor provides
recommendations that help you
follow AWS best practices. Trusted
Advisor evaluates your account by
using checks, These checks identify
ways to optimize your AWS
infrastructure, improve security
and performance, reduce costs, and
monitar service guetas. You can
then follow the recommendations
to optimize your services and
resources. Activating Trusted
Advisor support aids workload
reviews by providing automated
context for supported questions,

Trusted Adviser decumentation [

Trusted Advisor D725 14 71t
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(® Note
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "wellarchitected.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "WORKLOAD_OWNER_ACCOUNT_ID"
}I
"ArnEquals": {
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"aws :SourceArn":
"arn:aws:wellarchitected:*:111122223333:woxrkload/*"

}

Custom trust policy

Create a custom trust policy to enable others to perform actions in this account.

db o K8

2 “Version": "2012-10-17", Edit statement Remove

3~  "Statement": [

4 - i 1. Add actions for STS

5 "Effect": "Allow",

6~ “Principal”: { Q|

7 "Service": "wellarchitected.omazonaws.com”

8 N All actions (sts:*)

9 “Action": "sts:AssumeRole",

10 - = Condition® N T Access level - read or write

11~ "StringEquals”: { AssumeRale g

"aws: SourceAccount": "111122223333"

13 }, AssumeRoleWithSAML €

14~ "ArnEquals”: { AssumeRoleWithWebldentity @)

15 "aws:SourceArn”: "arn:aws:wellarchitected:®:111122223333:workload/*"

16 } ” DecedeAuthorizationMessage €)

17 ¥
GetAccessKeylnfo

18} it &

19 ] GetCalleridentity gy

20 3
GetFederationToken €}
GetServiceBearerToken €)
GetSessionToken )
SetSourceldentity )

2. Add a principal Add
+ Add new statement 3. Add a condition (optional) Add

JSON Ln12,Col 3

Preview external access

Cancel m

(@ Note
RO AARLEER) D —OFZHETOY IO aws:sourceArn
l&. "arn:aws:wellarchitected:*:WORKLOAD_OWNER_ACCOUNT_ID:workload/
T, chlE, D—IJO0—RABEEOINTOT—o0— RIZH L TAWS WA Tool
FZOO-NZEATERELEZTRT—RNBRHETT, LEL. TUVEREZRBED
J—2J0—RARN £EGF—ENDT—YJ0—RARN IZRVIAD CENTEET, BEHOD
ARN ZIEETBICIE. XOEFEERIS—0HlZSRBL T LEEV,
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "wellarchitected.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
}I
"ArnEquals": {
"aws:SourceArn": [
"arn:aws:wellarchitected:us-
east-1:111122223333:workload/WORKLOAD_ID_1",
"arn:aws:wellarchitected:us-
east-1:111122223333:workload/WORKLOAD_ID_2"

1
}
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) —ZERTBDCEETEET, O— N ERBICERENEEZRIXYE—DT
[A—LZ2RRZIVYIL, [FTUVRAFHX7O [7OAFAOEM ROY 77X
DRSS [ATA RIS —DEK] ZBIRLET,
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"trustedadvisor:DescribeCheckRefreshStatuses"”,
"trustedadvisor:DescribeCheckSummaries",
"trustedadvisor:DescribeRiskResources",
"trustedadvisor:DescribeAccount”,
"trustedadvisor:DescribeRisk",
"trustedadvisor:DescribeAccountAccess",
"trustedadvisor:DescribeRisks",
"trustedadvisor:DescribeCheckItems"

1,

"Resource": [
"arn:aws:trustedadvisor:*:111122223333:checks/*"

}
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JSON

"Version":"2012-10-17",
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10.
11.

12.

"Statement": [

{

"Sid": "DiscoveryPermissions",

"Effect": "Allow",

"Action": [
"servicecatalog:ListAssociatedResources",
"tag:GetResources",
"servicecatalog:GetApplication",
"resource-groups:ListGroupResources",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources"

]I

"Resource": "*"

}

}
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R=DEBICO-IAERCERENECEZASERI XY E—IHFRRELET,
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HdW\NE, EAlOoFES—> 32 RAL 2T, [Workloads (7—% 00— R)]. [Define workload
(7—V0—ROER)] OJEICERLET,
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10.
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BHIE 3 ~ 100 XFICLET, IXFULEZAR—RALCLBEVTSEEZVW, D—00—
REF—BICLTLKEEZY, —BLESHZBRFTITIEER, AR—AERNFRFER
EThET,

[Description (FBA) RY VAL, D—J0—ROFBAZADLET, FHAE 3 ~ 250 XFICL
TLEEL,

[Review owner (LE 21— FIE&) ARY VAL, D—V0—ROLEI—-7OCAZFRETS
TIAIVIN—TELEEEADBE, EX=ITRLA, FLEBRFEADLET,

BRIF|RY VAT, DJ—VO0—RORRBEBRRLET,
[Production] (AEHE) - 7 —0 00— REFABZFRERETETEINET,
[Pre-production] (REBER) - V—O 00— REFAEFBZFBFIRETERITENET,
—>31t&0>3>7T, D—70—-ROV—232>zBRUET,
[AWS U—2 32V ]-DJ—V0—RAR[TENBD AWS U—23 2% 1 DFD2BIRLET,
AWS LA DS - D— V00— RFRTEND AWS BAD U -3 ZEADLET, 5
DETO—EBEDO)—TIVENINTRY>TEETEET,
D—J0—RIZEETRIHERE. MAEOAT2a>ZFEALET,

(723 >)[Account IDS] (FHT N ID)RY VAIC, D—Y0—RICEENFITFShTVS
AWS T7HIRDIDZAALET,. RRXK100BO—ZDOTHIKNID ZHNTXY > TIE
ETEEXT,

Trusted Advisor "7 U714 7{behd &, BEENLEFTHD> NID A Trusted Advisor 1 5 0
F—EZWMEBICEAETIAET, IAM T I—HF—0RKDH V) IC Trusted Advisor F—XZHWEBETDT

AT Z AWS WA Tool IZF5TBICIE,. "TD—20—R®O AWS Trusted Advisor &7 7

TA7HTD ZSRLTLKEEW,

(FA7>aN[T7TVr—>3a2]RyY 2 AL, AWS Service Catalog AppRegistry S Z MDD —
J0—RICEAENFGFZTIVr—>3>oF7 7 )5—>3a> ARNZAALET, &E0—o0—
RICIEETZS ARN RO EDEWT, PF7Vr—>3a>eE0—o0—RE. ALV—2327T
HBIYBENBYVET,

(F7°2 3 2) [ Architectural design (F—F T O F ¥ EEHDI RY VAL, T—F TV F v ERETD
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16.

17.

18.

(F7'>32) [Industry type (ER) RY VAT, DJ—OO—RICEETHIERZBIRLE T,
(F7°232) [Industry (EFE) RY VAT, J—VO—RIZKE—HITHEEZERLET,

(F7°2 3 2) [Trusted Advisor] 2023 >, 7—20— RIZHL T [Trusted Advisor DF T ¥

’J] ZAIZL., [Trusted Advisor 27 V714 7L ZBIRLET, 7—VO—RICEET
ThHO KN L(.i EBMOREN BDEZBENF HYVET, 1—HF—D KDV I(C Trusted Advisor

F—REWMBITBRITIEAHA%Z AWS WA Tool ICFETBIZIE,. Tthe section called “Trusted

Advisor D7 77474t ZSBLTLKEEW, [UY—AER] 0) [D—O0—RXZF—

A1, [AppRegistry], izl [TXT] &EIRL T, AWS WA Tool A Trusted Advisor DF T v &

ERTIDEHICEATIVY—AZERLET,

(A7>3a)D—00—RLARILTID—I0—R0 Jira AHZREEZEMICTSICE, Jiral 2
2AVT, [THIURMRILOBREEZLE) ZBRLET, J—V0O0—RICEETITHI UK
ICiE, BMOBRENDERBENHYVET, IXIZOEY NTYTEREZRKBITSICIE
FAWS Well-Architected Tool Connector for Jiray Z8BL TS EE WV, [P—270— I\’éﬂ,ﬁﬁb
BV [P—270—ROBEH-FH]. [D—70—-ROBEH- B HSIERL, BEIZSUTH
BED DiraZ7O TV RFE—]Z2ADLET,

® Note

FAOIURLRILOREZLEELBEWVWESR, VT—J0—RICE, T7FILRNTTAHY
Y RLARILO Jira DEBRENBAEINET,

(72 32)[Tags] (B2Y) 9> 3a>T, D—VO0—-RICEERTZZITZEMLET,

ZTOFEHZOVTEE, TAWS WA Tool UV —ADETfF1 25RLTEEL,
DRN] ZBIRLE T,

RARY VAN ZHDBFE, FLEFEELLENENZBEER. KT I2AICEEZEET DL
BENfHYERY,
(FA723a)[7O774ILOER T, BEO7O7 7ML EERTZHL. TO7 7ML EZERK

RIBN. [ZO77AILNOER] ZBRLTZTO7 74 ZEKL, 7077427 —00—
R (C B \E{:J-L-J-ia-o [IA/\] E@ﬁbﬁ?o

COT7—70—RICEATDILVAZBRLET., J—J0O0—RICEFHEKR20EOL > XZEM
TEET, NXRXNBZAWS LUV ADOBHAILDVWTR, TLUA) ZZRLTLKEZL,

LR, [AAZLL A (B TERLEL D AEEEAWS PHO Y NERBLELY
A) [LZAAZOT](IRTODA—F—HAFATEDZILNRBEAWS LU X), £-REZTO@EH
SEBRTEFT,
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® Note

HAZLL Y AZERL TOWEWEER, DARLLVXZHEBELTLVEWVWES, [HA
BLLVA VD AVICEAERTENREE A

® REEHE
oD AWS I—H—FK R T AT MR L IEAARRLLVRICT VAT, FiI:
FEhsZzHERATS (HZVREETOMA) T, OI—HF—HFER. XBELLEARAXR
LLYXN, AWS HARI =TI ) =XV NICERENTVWA Y —RN—F 14—
TOUYTHRICLZRDBIENDELET,

19. [P9—20—ROEXR] ZBRLET.

RARY VAN ZADBE., FLEFBEELLENENEZBEERE. V—IV0—RZERTHAICH
BZEBEITILENfHYET,

AWS WA Tool TOTJ—2o0O0—ROREFI X ML

AWS Well-Architected Tool T —J0O—RZE&ZL LS, [P—270—ROLE1-]R—DZH<
CET, D—V0—ROREZRFIXMULTEET, chiF, 7—20O0—REFHEL. BEORK
BICHESETRRZER TR EHICRIEERT,

D—J0—ROREZ RFIXD MLTBICE

1. RAICD—V0—REEETDE, VJ—IV0—ROBEDFHEHBERIR—IHARRENET,
[Start reviewing (L E 1 — D B#R)] ZZBIRL THBLET,

ThUADOBEE. EROFES—2 32 RA 2T [Workloads (7—20— R)] Z:&IRL TH
5, D—V0—ROBETZBIRL T, D—U0O— REHR—2ZFEE £9, [Continue reviewing
(BREHET)) ZBRLET,

(A723a)7a774LF7—o0—-RICEEFISAhTVWRESR., EflloFES—>3aR
A2, 7—20—-RLE1I-—T7OtLRAZMETRLHICEATEZIEEENSVD—I0O0—
RLELI—QOERBJ) AR RRIENETT,

2. BYIOEBARTENET, BHILIC, UTOFEZRTLET,
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a. BRZHA. BAANTV—JO0—RICHTRIRIHAESHZHMLET,

TOMDAAHA A DOVWTR, [BH] ZBRT D& ANTNARILVICEBIRRIENE
ERD

BEAD—O0—RIZHTEESBEVESR, [Question does not apply to this
workload (BflF DT —o0O—RICHTREESBW)] ZRBIRLET,

TNUADIEERE, VAR SHRER> TVIRARNTTIT 1 AZEBRLET,

BEEDRARNTZI9TF A AIZER 2 TOWAWESIE, [None of these (% L)) %3&
RLET,

FEOEBICEITDZTOMOAA R AL DOVTIEE, [BHR] 2 BIRITSD &, ANLTNXRILIC
BHEARTENET,

b. (F7>3N12REORARNTZ 9T 4 AN D—o0—RICEAEhEZVESRE, [Mark
best practice(s) that don't apply to this workload] (C® D —2 00— RICEAENBEVWRARKNT
SO9T14RAEN—0) ZBBRLULET, BRUERARNT S VT AL, 7230 TE
HZBERL., BMOFHZEETEERT,

c. (A72aV)EEMICETREHREXERIAICE. [OAXNRYIAZFEALETD,
FEAE, BRANMrETEFRSHEVERZHRBALLEY., BRUERANTZOT1AICETS
EMOF@EZRMHELIEZVTERT,

d. XOBERBICEDICIE [Next (RAN)] ZiBIRLET,

BEREOERZEICCNSOFIEZEVRLET,

3. EEZRFL, 7—V0—RORFIAIXVMZ-—REFELTBEERK, VWD TE [Save and exit
RELTET) 2BIRLET,

D—O0—R&ZERFIAIXNMELES, WOTEERBICR>TLEI—%&EITTEET, FHMICOV
Tk, TAWS Well-Architected 7L —AD—2 % FRALED—20—ROLE1—, #5BL TL
EEW,
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AWS Well-Architected 7L —ALAD—2 & ERALED—20—R®
LE1—

aA2V=Lo [7—70-ROLELI-IR=ITIT—YV0—-—RZLEI-—TEXT, CcOR—=IIZ
. 7—20—RONT#—XVACEITIRARNTZI9TARERUD VY AN RTENET,

¥ Prioritized

1.[7—70—ROLE1I-IR—DERESICE. 7—70—R0O

ou design ;mﬂ

workload to adapt to changes

in dermand?

SEC 1 - prioritized
How do you incorporate and
wvalidate the security
properties of applications
throughout the design,
development, and
deplayment lifecyele?

» you back up data?

COST 1 - prioritized
How do you implement cloud

financial management?

PERF 1 - prioritized
How do you evolve your
workload to take advantage
of new releases?

SEC 2 - prioritized
How do you classify your
data?

COST 2 - prioritized

Hew do you decommission

resources?

SEC 3 - prioritized
How do you detect and

investigate security events?

solation to protect your

waorkload?

Well-Architected Tool > Workloads » Workload » AWS Well-Architected Framework > Review workload

AWS Well-Architected Framework

Add a link to your architectural design

‘ (@ The answer has been updated based on lens or profile changes. X ‘

Question Trusted Advisor checks

PERF 1. How do you evolve your workload to take advantage of new releases? Info

Ask an expert [2

When architecting workloads, there are finite oplions that you can choose from. However, over time, new technologies and approaches
become available that could improve the performance of your workload.

(D Question does not apply to this workload Info

Select from the following

nfo

Evolve workload performance over time  Info

Infa

None of these  |nfo

P Mark best practice(s) that don't apply to this workload

Notes - optional

Helpful resources

Ask an expert [2

o

D Amazon Web Services YouTube Channe
B AWS Online
B AWS Evel

Tech Talks YouTube Channel

s YouTube Channel

Stay up-te-date on new resources and
services

Evaluate ways to improve performance as new
services, design patterns, and product offerings
become available. Determine which of these could
imprave perfarmance or increase the efficiency of
the workload through evaluation, internal
discussion, or external analysis.

Evolve workload performance over time
As an organization, use the infarmation gathered
through the evaluation process to actively drive
adaption of new services or resaurces when thay

become available.

Define a process to improve workload
performance

Define a process to evaluate new services, design
patterns, resource types, and configurations as they
become available. For example, run existing
performance tests on new instance offerings to

determine their potential to improve your workload

None of these

Choose this if your workload does not follow these
best practices.

This question dees not apply to this
workload

Disable this question if you have a business

justification.
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CORAVDTHICHZDARZEZFEAL T, XOBRBICED D, SIOEBICRD D, TERNE%E
REFELTKRTLET,

3. FAIORA I, HFHMERIDVY—ANRRENET, [TFAN—KNCEBTS] Z&IRL
T. AWS Well-Architected EF® AWS re: Post X1 -5 A4IC7O9tALET, CcOAZ1=
TATE, AWS OD—2 00— RD&RET. BE, 7704, ERICHEIZEBMEITDZIENTESE
9,

—2o 00— RIZX T S Trusted Advisor FIT Y I DRERR

D —20— RICK L T Trusted Advisor A E#{tE N TWBHEE., [Trusted Advisor DF TV I X7
N EE OBICRRENET, RANTTFITA1ALRETBZRF IV IO HBEEEF. BEROEIR

DEIZ Trusted Advisor DF I Y IN TED L EEADBHNRREINES, [FIVIERR %
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usage?

COST 3. How do you moenitor
usage and cost?

COST 4. How do you
decommission resources?

COST 5. How do you
evaluate cost when you
select services?

COST 6. How do you meet
cost targets when you select
resource type, size and
number?

COST 7. How do you use
pricing models to reduce
cost?

COST 8. How do you plan for
data transfer charges?

COST 9. How do you manage

Question Trusted Advisor checks

Amazon EC2, Amazon EBS, and Amazon S3 are building-block AWS services. Managed services, such as Amazon RDS and Amazon
DynamoDB, are higher level, or application level, AWS services. By selecting the appropriate building blocks and managed services, you
can optimize this workload for cest. For example, using managed services, you can reduce or remove much of your administrative and
operational overhead, freeing you to work on applications and business-related activities.

COST 5. How do you evaluate cost when you select services? info

(P Question does not apply to this workload |nfo

Select from the following

[ Identify organization requirements for cost |nfo

["] Analyze all components of this worklead Info

[] perform a thorough analysis of each component |nfo

[] select software with cost effective licensing Info

[C] select components of this workload to optimize cost in line with organization priorities Info
[[] perform cost analysis for different usage over time Info

[_] None of these |nfo

demand, and supply
resources?

COST 10. How do you

Trusted Advisor checks available
To help you answer the guestion, we have automated checks that will give you more context on
what you have in your account.

View checks

evaluate new services?

Helpful resources X

@ Cloud products
[ Amazon 53 storage classes
25 AWS Total Cost of Ownership (TCO) Calculator

Identify organization requirements for cost
Work with team members to define the balance
between cost optimization and other pillars, such as
performance and reliability, for this workload.

Analyze all components of this workload

Ensure every workload component is analyzed,
regardless of current size or current costs. Review
effort should reflect potential benefit, such as
current and projected costs.

Perform a thorough analysis of each
component

Look at overall cost to the organization of each
component. Look at total cost of ownership by
factoring in cost of operations and management,
espedially when using managed services. Review
effort should reflect potential benefit: for example,
time spent analyzing Is proportional to component
cost.

Select software with cost effective licensing

Open source software will eliminate software

[Trusted Advisor DF T ¥ 9] X7 Tl&. Trusted Advisor DRARNTZ 9T 141 ADFI Y IICHTS
SHMBHmERIELLEY., INLTUY—=X]RA D Trusted Advisor RFIX RADY U ERR
LEY, ERANTZUFT 14 AD Trusted Advisor DF I Y IR RAT—RADLR—KNECSVT7

ALTRETS [FIYIORMBEL IV O— RT3 EBRULYTBENTEET,

decommission resources?

COST 5. How do you

evaluate cost when you

select services?

COST 6. How do you meet

cost targets when you

resource type, size and

number?

AWS Well-Architected Framework

Add a link to your architectural design

Question Trusted Advisor checks

Best Practice: Select components of this workload to opti
cost in line with organization pri
Last fetched: Oct 26, 2022 1:29 AM UTC-5

select

¥ Download check details

COST 7. How do you use

pricing models to reduce

cost?

COST 8. How do you plan for

data transfer charges?

COST 9. How do you manage

demand, and supply
resources?

COST 10. How do you

© savings Plan  Info
Account statuses () 2

@ Amazon ElastiCache Reserved Node Optimization |nfo

Account statuses (@) 2

(© Amazon EC2 Reserved Instances Optimization  Info

Account statuses (@) 2

& Amazon OpenSearch Service Reserved Instance Optimization  |nfo

Account statuses () 2

evaluate new services?

b Sustainability

A\ Amazon Redshift Reserved Node Optimization  Info

@ Account statuses A1 @1

(© Amazon Relational Database Service (RDS) Reserved Instance Optimization  |nfo

Account statuses (&) 2

Amazon Redshift Reserved Node X
Optimization

A Investigation recommended

Checks your usage of Redshift and provides
recommendations on purchase of Reserved Nodes to
help reduce costs incurred from using Redshift On-
Demand. AWS generates these recommendations by
analyzing your On-Demand usage for the past 30
days. We then simulate every combination of
reservations in the generated category of usage in
order to identify the best number of each type of
Reserved Nodes to purchase to maximize your
savings. This check covers recommendations based
on partial upfront payment option with 1-year or 3-
year commitment. This check is not available to
accounts linked in Consolidated Billing.
Recommendations are only available for the Paying
Account.

Trusted Advisor checks reference [4
Account statuses
A\ 1 Investigation recommended

@ 1 No problems detected

Trusted Advisor ¥ T ¥ U DR~
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Trusted Advisor DF T Y VAT —RBFEFREODTAIATERREN, ET7AAOEORFREZ
NDAT—BRZADTHI N BERLTVET,

« HERENhDTU 3> (F)]-Trusted Advisor &, FIVIICHTEIZT IO EHBLET,

- [AEFfHRENDFIYVIEE (H€)] - Trusted Advisor l&, FIVIONRENEEEEZRHLE
CB

- FAEFEREENELATLE (&) - Trusted Advisor TREF I Y VDORBENMREEhELATL
/ol

s BERROEEB (VL) —FIVvITEEIDVY—ARE, RANBEBENFHD2FITY IO,

Trusted Advisor AIRETZF I v IDFEMHCODVWTRK, "HR—KNI—HY—HAR, O "FIvo
HTd)—%=RR) 25BLTLSEETL,

& Trusted Advisor DF I Y VDHEICHD BRIV >V Z2BRTDE, NLTDY—Z]IRAUIZ
FIVvIICEITARBEBHIRTRENET, SFHMAICOVTRR., "HWR—KNI—H—HA R, ® TAWS
Trusted Advisor ODF T Y VICBEETR VT 7L AL Z5RBLTLSEEL,

AWS WA Tool TOD—20O—RONAILARN—20DOKRTE

D—O0—ROXAIILARN=2EWVWOTERETER T, NAMILAR—=2IEE, D—20—RORE
DAT—BANRBRENET,

RANAN—2ZRETDICE

1. D—20— REMAR—> T, [Save milestone (XA I AR —2D®R7EF)] ZiBIRLET,
2. [Milestone name (NAIILAR—=2BR)RY VAL, IAINAR—2OBEEADLET,

(® Note

BRI 3 ~100XFICLET, IXNFUEZAR—ALZLBVWTLSEEY, D—070—
RCEENTSNBANALARN—2BBR—RICLTLKEZV, —BAESH ZHIETD
EERFR, AR—AEARNFRERENET,
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F1—BMU7F)L: AWS Well-Architected Tool D—2 00— R%&
RFIAXD MNETB

COF1—KUTILTIE, AWS Well-Architected Tool ZEA L TT— I O— REXELE L TRE
IRFELCODVTHALET . COPITRE, MEe AN—RATITHAMOT—IO-REZERL
TRFIXIMETDHEZIEZES THALET,

heEY D

- FIE1:D—V0-RZEETS

* FIE2:D—VO0-ROREZXENLTD

- FIES: EHEZELEI—YD

« FIE4 HEZT- CEBZEFTMID

FIE1: D—I0—REEKXRTS

F9. VJ—V0—REERLET.,. 7—IVO0—REERTDICE2ODOFENHYVET, <D
Fi1—KNUTFILTRE, LE2I—FT27L—MA5D—00—RZEEEXELFERA, LE2I—FTO7L—
RASD—VO—REERTDHEDFHM-ZOVWTIE, Tthe section called “D— 2V O— RDEFH"
ZSRBRLTLSEETY,

D—V0—REZERTDICE

1. AWSNXXRI X RNOAVY—=I) 2% 142142, https://console.aws.amazon.com/
wellarchitected/ T AWS Well-Architected Tool D 1>V — )L ZHEE T,

@ Note
D—U0—ROREZXEHTDI—H—&. AWS WA Tool \DEEET U A5t
AZRELTVIRENHYET,

2. [P—V0—RZE&HITD U232V T, [D—70—ROERX] ZERLET,
3. [BENARY VAL, 7—YU0O—RLZLEL T Retail Website - North America L ANLFE
9,

4. [Description (RBA)] RY VAL, D—JO0—ROBZHZADLET,
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17.
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FEVWTL TV,

[Industry type (BEZ R A 7] RY A& [Industry (BE) RY VAEAT>a>T, 20—

A—RICEEBEEAhTVWEEA,

Trusted Advisor 292327473 >Td, COT—20O—RICKL T, Trusted Advisor H

A—RMZEIMELEBEVWTLSEETV,

Jrat9o>3a> E@EAa73a>cd, COT—IV0—RTE, Uiral 223> [7HI7MAX

IDEREZLEZ)|ZAICLBVTLSEETL,

BT, D—O0—RICEATZHEHALTVWEB A, [RN] ZRBIRLET,

[ZO774I)NOBR] FIEREAT7>3a 2T, COD—I0—-RICTO77A4II2EBALEVT

EEV, [N ZBIRLFET,

CDHITIE. AWS Well-Architected 7L —AD—9 L AZBEHALET, cOL X BEHE

RENE T, [Define workload (7—7A0— RNDERK)] 2 BIRL T, chsDEZREFEL. 70—

O—RZEELET,

J—OO0—REEHL LS, [Start reviewing (LE 21 —DBEA)] ZiBIRL TO—UV0O— ROIREE

ORFIXDNMNMEZEBEBLETD,

FIE2: D—0V0— ROREZNENLTS

lj_

J0—ROREEXENLTZEHIC, BRUELDADEBIMRREAET, Chs5lE. AWS
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BEZEIL, KRRENBDVARDSSH
ZU9TAACRTRHMIVERESR

ANRRENKT,

[THFAN—RNICER T3] 2i#IRL T, AWSWell-Architected B ® AWS re:Post 11 -5
9tALET, COOAI1=T54

PEMZETRENTEXRT,

¥ Operational Excellence

OPS 1. How do you
determine what your
priorities are?

OPS 2. How do you structure
your arganization to support

your business outcomes?

OPS 3. How does your
organizational culture
support your business
outcomes?

OPS 4, How do you design
your workload so that you

can understand its state?

OPS 5. How do you reduce
defects, ease remediation,
and impreve flow inta
preduction?

OPS 6. How do you mitigate

diployment risks?

OPS 7. How do you know that
you are ready to suppert a
workload?

OPS B, How da you
understand the health of
your workload?

OPS 9, How do you
understand the health of
your operations?

OPS 10, How da yeu manage
workload and operations

events?

OPS 11. How do you avolve
opearations?

1. ROERIC]

Well-Architected Tool
Review workload

AWS Well-Architected Framework

Add a link to your architectural design

Warkloads Retail Website

OPS 1. How do you determine what your priorities are? info

Tk, A WS OO —2o0—

NOE &N

AWS Well-Architected Framework

Ask an expert [3

Everyone needs to understand their part in enabling business success. Have shared goals in order to set

priorities for resources. This will maximize the benefits of your efforts.
B Question does not apply to this worklesd Infa

Select fram the following

Evaluate external customer needs  |nfg
Evaluate internal customer needs  |nfo
Evaluate governance raguirements  |nfo
Evaluate compliance requirements Info
Evaluate threat landscape Info
Evaluate tradeoffs Info

Manage benefits and risks info

None of these Info

» Mark best practica(s) that don't apply to this workload

Motes - optional

2084 eharseters remaining

HEDIZE [Next GRAN)] £ 8RLET, ERAID/N

F'nE.I\ REFROHENEBICBETERY,

2. [BRRcOI—o0O—

RIC &

Save and exit m

BE,

EBRAR>TVIRARNTZITARAZERLET, RART
. [Info (B#R)] 2BRT2 &, GRAIONRILICFHFERED Y —

1T
F704, ERICET

Helpful resources *®

Ask an expert [4

AWS Support
AWS Cloud Compliance

Evaluate external customer needs
Invalve key stakeholders, including business,
development, and operations teams, to determine

where to focus efforts on external customer needs.

This will ensure that you ha

wnih inding of the operations sup

required to achieve your desired business outcomes.

Evaluate internal customer needs

Involve key stakeholders, including business,
development, and operations teams, whan

determining where ta focus efforts on intermal

customer needs, This will ensure that you have a
thorough wnderstanding of the operations support

that is required to achieve business outcomes,

Evaluate governance requirements
Emsure that you are aware of guidelines or
obligations defined by your organization that may

mandate or emphasize specific focus. Evaluate

internal factors, such as organization policy,
standards, and requirements, Validate that you have
mechanisms to identify changes to governance. If no
governance requirements are identified, ansure that
you have applied due diligence to this

determination.

Evaluate compliance requirements

Evaluate ext

factors, such as regulatary
enmpliance requirements and industry standards, to
ansure that you are aware of guidelines or
cbligations that may mandate or emphasize specific
focus, If no compliance requirements are identified,
ansure that you apply due diligence to this

determination.

Evaluate threat landscape
Evaluate threats to the business (for axample,

eompetition, busi sk and liabilities, sperational

security threats) and maintain

rurrent infarmatinn in a risk ranistre. Includs the

FINEFERALT, BUEOEOE

ZELERBAIFELER [ChsoLWThTERV] ZERL 1235

. AWS I [ XEIRYIVAICEHZANTR L ZREBHLET, ChsOOAXU RNET—7

FIg2: 7—o0—
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O—RLA—RO—FHLELTEEN, 5B, T—V0O0—RICEEZMADEZEICRIUDCEND
WET,

(® Note
A7232T,. A 2RLOBLYORARNT S VT4 AZ2ERALBEVEOELTNY—UT
Z £, [Mark best practice(s) that don't apply to this workload] (C ® D —20O— RIZiE
AENBWRARNTZI9T 14 RA%2X—7) ZBRL, BRAEhBUVWRARNTSI9T1R
ZERLET, #7232 TEHAZERL, BNMOFHZEANTEERT, BAZLELV
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None of these Info

¥ Mark best practice(s) that don't apply to this workload

If one of the best practices within this question does not apply to your workload,
you can mark it as not applicable. You can also choose a reason and provide
additional notes for documentation.

Evaluate external customer needs Info

250 characters remaining

Evaluate internal customer needs Info

Out of Scope v

Internal customer needs to be addressed in following release

190 characters remaining

Evaluate governance requirements Info

(® Note

COTOEARREFLTKRT]I ZBRLUTVOTE-—REFELTEERT, RTBRTAIC
k. AWS WA Tool A2V =L ZRWTEMOFETS—>3 R4 T [J—Y0— K]
ZERLET,

3. D—V0—ROBEIZERLT, 7—V0O0—ROFHAR—DEHREET,
4. [Continue reviewing (LE 1 —%4#t(1%) ZBIRTBD &, FML EBFAICBEILET,
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5. IXTOEBZRETITHE, 7—IV70—ROBER—IHIFRRENET, ST hsnFMzZ
LEI—T&ET, £hkid. BTEROFES—>2 3> RA 2T [Workloads (7—20O— R)] &
BRL, D—70—RBZEBRL THAILCBEHTEED,

D—O0—ROREZDNOTRFIXMULLER, NAILARN—2ZREFELTI—Y0—RLKR—
NEeERKTIBENBHYNET,

NANLNAR=2ICED—70—ROBEDREN BREND S, WAEFEICEIVWVTEEZMA K
ANSEHRRNEFTMTEET,

[D—00—ROFMH R—DHS:

1. [P—20—ROBE| O3> T, [NAI1ILNAMN—2ERFREZZERLET,

2. NAMINAR—2F&ELTVersion 1.0 - initial review E A DL ET,

3. [RE]&EEBIRLET,
4

J—OO0—RLAR—RNZERTDICIE, BBWOL > X&EIBIRLEFT, [Generate report (LR— K~
NERK) ZBIRTDE, PDF 77 AMIIHFERENET, cOT77AI)LICE., D—20—RDOIR
B BEENEVRAVOH, HREhDBUEIDVAMEENTVET,

FIE3: ETEZLELI—TD

BIRULERARNTZO9F 4 AICEITVWT, AWS WA Tool [, AWS Well-Architected 7L — L7 —%2
LXK U TEEENEGVRIBROPURATOETHZEHELET,

WEHEZELE1I—F2ICE:

1. BEIR—O LAY 3> T, [AWS Well-Architected 7L —AD—0] ZBIRLE T,
2. XRIZ. [Improvement plan (& 5TE)] ZiBIRLET,

CNI7—o0—ROHBITIE. AWS Well-Architected 7L —LD—9L > X ICk2THEIARAY EH
AVOEENFrBEESNTVET,
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Well-Architected Tool Workloads Retail Website - North America AWS Well-Architected Framework Lens

AWS Well-Architected Framework Lens

Overview Improvement plan

Improvement plan overview

Risks

(®) High risk 3
/A Medium risk 1

Improvement items

D—UV0—ROBEAT—RRAZEHFLT, 7—VO-RANOHREFRERBRETNATLVEVCEZ
BAHLET,

[REAT—RA] Z2EETHICE:

1. WEFHEHLS. R—TEBONLKFUVANIHZDT—U0O— ROAFH (Retail Website -
Noxrth America) 20U vY UL %ET,

2. [7ANTA12TEIUYILET,

3. [P7—VO0—ROAT—RAR| V73V ICBEHL. ROV THI ) ARNT [KRERK] Z2BRL £
T,

Workload status

Improvement status
Choose the status of your workload improvements.

Not Started R
—| None L

Not Started &

In Progress Not Started

Complete

Risk Acknowledged

FE3: hEFEZLE1I -T2 30
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4. BE)|X7Z0UyoLT[Z7AONTAIZTICRY., [L>X] V23>0 AWS Well-
Architected 7L —LD =0V 0% VY OLET, RIC, R—=J LT [REFHE]Z T2
DYy OL&ET,

[Improvement items (XEZBHEB)] 023V IClk, 7— V00— RTHEEThELHERXEEANRRE
nNEJ, BERR. RELEEEECESVTERNEZSK, TRV AIOBEN. RIZHFVAID
BENFRTENET,

BEAODRARNT ST 1 A& EXRRTSICIE. [Recommended improvement items (#ERNZFIEH)] %
BBELET, HRHIET7 V233 ThTh, BEShEVAVZHRTIINDEBELSEEBRTDID
L&D, IFAN—RMDSOFMBAHAT AL OEhTVET,

ZO77A4MLNF7—70—RICEENFTSNTVWRIHEERE., BEEOSVWI AT OHY [REFEOD
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ALEYMBO AWS PHOURNEHRBLEYTERZLEZERLET,

[DRAFT](TEE) DAT—RAR., DARLLYZANERENEEOD, REARHETATLAEL
CEERBERLET, DARALLVAR, 7—70—-RICBEAFRLIHEEITZHIC. 2ETILE
FHYNET,

N—>3>

AABZLLYAXON—=2 3V H,
AL EHTH

NARLL AN BRERICEHRES Wiz BK

AWS WA Tool TOD—OO—READAZLL > ADER

NARLL >V AZERT BRI

1. AWSNXZRI X ROAY—=I IZH A4 242U, hitps://console.aws.amazon.com/
wellarchitected/ T AWS Well-Architected Tool D 1Y — )L ZHEE T,

2. EOFES—2 32 RA> T [Customlenses] (HARALL>X) Z&IRLET,

3. [Create custom lens] (D AR LL >V ADERR) ZiBIRLET,

4, JSONTU7L—K774)N X D>O0—RTBICIE, [Download file] (77 AL DA O—
R) ZZBIRLET,

5. FEOTFARNIFAETISONTVTL—KRI7AINERE, NAZLLYADTF—2%E
MULET, COF—RICE, &, BB, RANTTITAA, AEFEI 2 INFBENRET,

AMICOWTE, TAWSWATool L AKX DAHk) Z2ZRL T EEV, HARXRALLVX
DHAXIE500KB ZBEADCERFRTEXREA,

6. [774)%&RR] ZFRL, JSSON T 7 AN ZERLET,
7. (723271023 >T, D—U0-RLACHRERFZEZTEZEBMLET,

8. DEFEE7LE1I—-]ZBRLUTHARARLLYAZTLE1I—FBA%E] Z2BRLT, 7L
E1-—8FICHRARLLYAZERFLET,

NAZLL Y XOER 70
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EEETLEI—-1ZBRUTHAZRALLYAZ7LE1I—-LTEETIHEEE. [XN] Z&R
T2, LVADTLELI-CBEBTEET, [TLEI—OKRT|ZBRTDE, [HARALL
VAIICENE T,

BRALICKBL I23BEE, JSON 7 7ML ZMwEL T, DAZLL VA ZBEERL THTLSEE W,

JSON 77 A4 LA AWS WA Tool ICk > THREEEND &, HAZRLL > XN [Custom lenses] (I AR
LLVR)ICRRENET,

NABZLLYANEREND &, [DRAFT(FEE) AT—RAILBYET, LAXZD—o70—RIC
BRALEYMEDO AWS THOREHBLEYIRICR, LUAZRHIIBENFHIET,

AWS PHIV KT &R 15 BOHARLL X EHEKTEET,

G RESHE
NAZRLLVARICIY RI—Y—FLERTOMOBEAZEBETEDBHR (PI) 2DV, B
AZLLVAXZERAL TS ZRELLEY LEVTLEEW, BPOAAZRLLVX, &
BEIPOTHIRNTHERALTVWRHEHEENEARAZALALVXRICPINEEND, FLEEKC
NSZNLTPIANREETNDEES. BEEFERE. BFEND PIFBERZEICHE > TAEBETLD
cE, BYUBTSAND—BHZITS>CE, BLRUOYURT—FE20BIILEHICHEZFE
EBBEILERZEVET,

AWS WA Tool TOD—2o0O—RAHDAZLLDAD7LE1—
HARLLYXETLEI—FBICi

1. AWSXEZRIDXRNOAVY—=I) IZH L4242 L., hitps://console.aws.amazon.com/
wellarchitected/ T AWS Well-Architected Tool D 1Y —J)LZHZEE T,

2. EROFET—>3URAVT[HARLLVX] ZERLET,

3. ZLELI—TEZNR[FEE]IART—RAODLVXEFTT, BHWO [FEE]HARLLY
A, [FLEI-TITOARVIVA] OIEICERLET,

4, [RN]ZEBRLT, L>AOTLE1I—Z®EBLET,

5. (A723Y)7LEI—DOREFAAORARNTZ VT 1 AZBRL, [AFCEITVTEHTB]
ZERULTVRAIODYIVZTANTRDIET, [HEHE] ZHRITEET, EEFMVERFE
&k, 2BAINC JSON TV 7L—RAD [UAZIIL—I) ZEHLET,

AARRLLYAOTLE1— 71
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6. [TLE1I—Z2KT]IZBRLTHARLLYAILRYET,

® Note

NABLL D ADERKIC, (AEETLEI—-]1ZBRLTE, HARXRLLVAXETL
EJ—T“%??O

AWS WA Tool TOAHARLL > AOHE L
NARLLYXENBETBICE

1. AWSNX XX RAY—=IL IZH A4 242, hitps://console.aws.amazon.com/
wellarchitected/ T AWS Well-Architected Tool D 1>V —J)LZHEE T,

2. EOFES—2 32 RA T [Customlenses] (HARXRALLVX) #&RLET,
3. BHOHARAZRALLX%EEIRL, [Publishlens] (L A&\ B) Z&RLET,

4. [Versionname] (/N\—23a2R)RYTAIL, N—2ar EEQOLEOO—EORINFZADLE
T, COERRAI2XNET, RRFEEUAR(TL)DAEFERATEET,

5. [Publish custom lens] (A AR LL > X%&\FH) 2 BIRLE T,

NARLLYANRITEND &, [RITBER] AT —RAILBYET,

CNT, NARLLYAED—oO—RICEALEY, 0 AWS PHIY N i 1—¥—&4#
BETEBLSICBYET,

AWS WA Tool TOHARLL >V ADEFH O LE
BEOHAZRLL Y AOE#HZRETSICE

1. AWS NI X RNIAY—=) YA 242U, htips://console.aws.amazon.com/
wellarchitected/ T AWS Well-Architected Tool D 1>V — )L ZBHEE T,

2. EQOFES—2 32 RAT[Customlenses] (DARALL VX)) #&RLET,
3. BHOHRZLLYAZRRL. [Edif] (RE) 2BRLET.

4. FEHFHENEISON 774 OERBHN TETVEWEEE, [Downloadfile] (77 AL &EX D>
O—R)ZBRLT, BEOHRAZAL>AOOAE—%#4JO—RLET, FUO—RLE
JSSON 774N EEEZENDTHFANITF A XATHREL, VEBRLEFZMAET,

PN VNP NOUN: 72
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5.

[7 7 4 L&BIR] £ BRU TEH A/ JSON 77 A)LL. EEETLE 1] EBRLTHR
SLLYXETLE1I—F2A, [EE] ZBRLT, 7LEI—EFENRRALYXEREL
®7,

NABZLLYADH A XIE500KB ZHBADERTEERRA,

JSON 77 A4 LA AWS WA Tool ICk > THREEEND &, HARLL > XN [Custom lenses] (1
AZLL VX)) IC[DRAFT] (TEE) AT—RATRRENET,

BEAAZLL > X&ZIRL, [Publishlens] (L X% 2F) ZBIRLET,

[Review changes before publish] (ABRIICZERN R Z ) ZRIRTDE, HAZLLVXICM
AEZEENELWAESHZRETEET, chlllE, ROBBEFEENET,

« HAZLLVADEH

- EOEH

- FIRER. EF. HIBREhI-EH

DRA] Z@RUET .
N—oa v EBOBEEEELET.
ATv—N—Da>

LA REBEENAMASNIECEEZRLET . NAZLLVADERICKEEZEZDE
BICEALET,

LO>ZAFERENEZDT—I0—RICE., DARARLLYZAOHFLWN—=23 AFATETH
BLENBHENET,

N=23a2OREBREER, LVAZEALTVRT—J70—-RICEBBNICEAEhEE
Ao

RAF—N—T 3y

LYRCNEBEENMASNIZCEZEZRLET, TFANDEER URL UV IV DOEH%E
E, NEBEEICHEALET,

N=232VOPNEBEER, DARLLAZFEALTVWRD—o0—- RICEBBNICERE
nEXY,

DRAN] ZBIRLE T,
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9. [Versionname] (/N—232B)RY VAL, N—2D 3 EBEQLEOO—EOHNFZANLE
To COEBRIRAIZ2XET, EEFEEUAR(TL)DXREFRATEEXT,

10. [Publish custom lens] (D AR AL > Xz H) Z&IRLET,

NABLLYANRITEND E, [RITBHR AT —RAZBIET,

CNT, EMENLEAARLLAZD—O0—RICEALEY, BO AWS TAHT N X®1—
W eHBLEWTERY,

BEHAN—I3VOREBEETHBER. BN—T32VOLVANBEAEATVST—o0—RIC
. FLWN=23 A FAARTHDCENBHMEN, TYTIL—ROFTIIVHFRRENSK
ERD

N=2320PNEBEHE, BASLTEINICERENEY,

NABRLLYAON= 3k, BK 100 N\—Y 3V ETHRTEET,
AWS WA Tool TOHARLLAOHE

NAZLL VX, 1D AWS PHOU >V K, 1—H—, AWS Organizations & & O #E#EBF (OU) &
HETZEFT,

NABLLXEMDO AWS THOV N BRI —H—EeHETBHICRE

1. AWSNX XX RIAVY—=I IZH A4 242 L, hitps://console.aws.amazon.com/
wellarchitected/ T AWS Well-Architected Tool D 1>V — )L ZBHEE T,

2. EQOFES—2 32 RAT[Customlenses] (DARALL VX)) Z&RLET,
HETBDHAZRLL O AXZBIRL 25, [View details] (GEHINKRT) ZiBIRL £,

4. [AWSWA Tool TOD—VO—ROLVAICETZFHMORTIR—T T, [HE] ZBRLE
o RIo, MERK]. [I—H—FEETHIMOEEEER] OIEICEIRL, LOAEEOE
#FEERLET,

5. DARLLVAZHETZI—H—D 12O AWS 7HIKNID EEEARNZADLET,

6. [MERK] ZBIRLT, BELEAWS 7HIUN Eheld I—H—ICL>AHREBEORBEEELE
9,

AABLLVXE, &K 300D AWS PHOU N £EEI—H—EeHETEXT,

L>ARBOBEN 7 BURNICEFEE QB VEE, BEEBEHNICHRINICEY) XD,

L>AoHE 74
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/A Important

HDABLL VX EEBE - IFEBERF (OU) & XEBT BRI, AWS Organizations 77t A
EEMELTRDREN HYET,

NABLL X ZEBEZIF OU EHETBICE

1. AWS XXX RNOAVY—=I) 291421421, https://console.aws.amazon.com/
wellarchitected/ T AWS Well-Architected Tool D 1>V — )L ZHEE T,

2. ERIOFET—23URAVT[HAZLLUX] ZBRLET,
3. HBETBZHARLLVAZBRLET,

4. [AWSWATool TOD—VO—ROLVAICBETRHMORR|R—T T, [HA] 2BRLE
T RIZ, [#EM] & [Organizations NOHEBEDER] £iBIRL £,

5. [DAZRLLVAHREBEZER]|R—T T, PO ERAFUZ2EBLEICHETION, 1 2BLED
OUILftET2DAh =ZIBIRLET,

6. [ER] ZBIRUTHARRLLYAZHEBELET,

NDAZRLL Y ANORET IV EAZFE OAZERTSIZIE. AWSWA Tool TOT—IO—RDL >
AT 25D RRAR— T [Shares] (HB) £ BIRL £,

® RESHE
BODHAAZLLXEMDO AWS PHU N EXBETRZET, AWSHBEDTDHARLAL
LY AXZMOTHIRTHATERLSICTRLZRORIENDELET, BHD AWS
FHAIVRDSAARBRLLVXZHIRLIZY, AWS THORNZRTLEYLEBAET
E, ChSOOTHIY NTREBENLEDARAZLLACEIEHREZT VAL, AT
XY,

AWS WA Tool TOHARLL VY ANDORT DOIEM
NABLLYAICRTEBMT B IR

1. AWSNRI X ROAVY—=I) 242 142U, https://console.aws.amazon.com/
wellarchitected/ T AWS Well-Architected Tool D 1>V — )L ZBHEF T,
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2. EROFES—23URAVT[HAZLLVX] ZERLET,
BEHITRDNAZLLAZERLET,

(271t 023>7T, 2V 288 Z2BRLET,

FLWERIDEM ZERL, EMTRIERTIC[F—]BLV[fE]ZADLET,

[RfF] ZBIRLE T,

2

RITZHIBRTDICIE, HIBRT BRI DEICHD[HIBR]) £BIRLE T,
AWS WA Tool TOAHAZRLL > ADHIKR

NAARLL VX ZHIBRT B ICIE

1. AWSXEZRIDXRNOAVY—=I) IZH L4242 L., hitps://console.aws.amazon.com/
wellarchitected/ T AWS Well-Architected Tool D 1>V —J)LZHZEE T,

2. EQOFES—2 32 RAT[Customlenses] (DARALL VX)) Z&RLET,
. HIBRTDHDARALL > X%EEIRL =5, [Delete] (HIBR) Z&8RLET,
4. [HIBR] ZBIRLFT,

LYANEARAENEBREODT—JO0—RICE. DAZLLVANHIREhizCEFBAEAET
A, BlEREMATERT, MLLVI—JO—RIECHAAZLLVAZEATERSZYELIL,

O REEHE
BODHAZLL A ZMO AWS THIO KN EXFTZET, AWSHBEDTDHAR LA
LoXBMBOT NI NTHRATEDLSICTHIEERDBDENDELET, BHDD AWS
TFHOURDSAHAREZLL X ZHIRL =Y, AWS THIO R EZKTLEYULEBET
£, ChoOOTHID U NTREBENEHDARAZLLAICB|IEHET VAL, AT
EFXY,

AWS WA Tool ® L > AR D%k

LY>ARRED JSSON ERXZHEALTERENE T, DAZLLADERZRBIDHRIC., T
7L—RDJISON 77 AN EEIO—RIBDAFT2IaVAHVET, cOTF7AIILTH, EHE.
RARNTZI9T14A, BrOBETEOERBEEZERT DO, CNENAZLLVADEREL
THEATEXT,
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[Lens] (LX) 023>

CDEVI>TR, DAZLLABHOEMEERLETT, Chillk, BEIEHBANFfrEENE
9,

« schemaVersion: fEA T2 HARXRLLVAAF—XON—>32, TUT7L—RMCEK2TERESE
hET, ZELHRVTLSEETL,
e name: L ANEH, BHIFERK 128 XFETT,

« description: LY AXDOHAN., COTFFARNE, 7—IV0O0—ROERBICEMTSL X ZE
REBDEE, FLBETHRFOOD—IVO—RICEATDILVAZEBRIBDEEICRTENET, H
Bk &K 2,048 XFETT,

"schemaVersion": "2021-11-01",

"name": "Company Policy ABC",

"description": "This lens provides a set of specific questions to assess compliance
with company policy ABC-2021 as revised on 2021/09/01.",

[Pillars] () o> 3>

COtEU>a>TR, HAZALALVXICHEET 2RZEHZLE T, ER%E. AWS Well-Architected
JL—ALD—00ORICIXYEILEY, MEORZEZELEYTEXRT (HZVEFEETOMEA),

NABLLVXIZEHEKR 10 DEEZERTEET,

« id: DD, D3 ~ 128 XFT, RBFETUVHA—AOAT ("1 ) DHERATERT, HFICE
AEh2 I DE—ETHIVENFHYET,
BEEZ7L—LD—JORIIYETTREERE, RO IDZFEALET,

* operationalExcellence
* security
 reliability

« performance

* costOptimization

* sustainability

e name: N BB, BAIFEHEK 128 XFTT,

L > AER 0+ 77
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"pillars": [
{
"id": "company_Privacy",
"name": "Privacy Excellence",
},
{
"id": "company_Security",
"name": "Security",
}
]

[Questions] (Bf) 20> 3>
cOtEV2aA>TR, HICHETHEREZEERLET,
NABLLYADRIZERK 20 DERZEXRTEET,

c id: BEED ID, ID Ik 3~128 XFT, RRFELETUOA—AAT (" 1) DIKFERTEET, BRIC
FRENDIDE—ETHIVENHYET,

« title: EREAOXA N, XA MNILEHRK 128 XFTT,

« description: EEICDOVWTHULLKBHHALET, BARETZK 2,048 XFTT,

« helpfulResource displayText: A7°'> 3>, ERICEIZERALBEHRERHIZ>TFAN,
THFANIERAK 2,048 XFETT, helpfulResource url ZEETIHEEARSTEELET,

« helpfulResource url: #7232, BEZKLYFMICBEATS URL JY—RA, URL
l&. http:// €& https:// THEDDLEN HYET,

(® Note
DARLLYAD—V0O—R%Z Jira ICRAMTSEE, BREICE, BEEO Tidy & Ttitles OWF
FENFRRENET,

JiraFo Y NTHEAETNBDHAE [ QuestionID ] QuestionTitle T9,
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"questions": [
{
"id": "privacyol",
"title": "How do you ensure HR conversations are private?",
"description": "Career and benefits discussions should occur on secure channels
only and be audited regularly for compliance.",
"helpfulResource": {
"displayText": "This is helpful text for the first question",
"url": "https://example.com/poptquest0l_help.html"
1,

1,
{
"id": "privacyo2?",
"title": "Is your team following the company privacy policy?",
"description": "Our company requires customers to opt-in to data use and does

not disclose customer data to third parties either individually or in aggregate.",
"helpfulResource": {
"displayText": "This is helpful text for the second question",
"url": "https://example.com/poptquestd2_help.html"
3,

[Choice] (BiRfX) 0> 3>
cOtEoU2a>TR, BERICHENTSNTVA2EBREZEELE T,
NAZRLLADEBIZIEHRAK 15 DBRFEEZTEET,

e id:BIRFEDO ID, ID I 3~128 XFT, RPEFETUA—RAAT7 (" L) DAXEATEET, BN
DBRFECEICEED ID ZEBETHAIHEN HYVET, Y71V TAN _no OBRFEZEMT S
E. BRI TIE None of these MEIRFEL THRHNIET,

e title: BIREODZA KN, R4 NILEHTEK 128 XFETT,

- helpfulResource displayText: #7232, BRIFRICEIZEALEHRERERHATSZTFA
Ro TFANEEREK 2,048 XFETT, helpfulResource url Z2IEETIHEARIMLTEDET,
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« helpfulResource url: #7232, BRFEZKYFMICHHATS URL JY—A, URL
&, http:// =& https:// THREDIDLENHYET,

- improvementPlan displayText: BIRFEOHEHFZZHRATEDTF AN, TFARNIEK
2,048 XFTY, None of these MEBREZRE., FEIRFICIE improvementPlan A"RBET
9,

 improvementPlan url: #7232, HEBEICKID URL VY —RA, URL &, http:// FizliF
https:// CHREDIBENHYVET,

+ additionalResources type: #7°> 3>, BMUY—ADEAT, COER
HELPFUL_RESOURCE & /=& IMPROVEMENT_PLAN &% V) & T,

« additionalResources content: #7232, BMJY—AICHL T, displayText 8KV
url NEZBELEF T, BRFICEK., RIDEMIY—-RZHAR52E, BMOREFTEEE %2
52FXTEETEET,

- displayText: 7> 3>, RICADVY—AFXLERREZHEEHAITSEITF AN, TFAR
FEK 2,048 XFTT, url ZIBEIT A HEERMSITEOERT,

curl: A7 32, JICAUDVY—ARHEFTED URL VY —R, URL &, http:// £ii&
https:// CHREDMBENF HVET,

(@ Note

NAZLLAD—20—R%Z Jira ICEET2HE, BIRICE., BRAEIEIRD Tid, BRY
BIRD Ttitley "RRENET,
FHENDHRIE [ QuestionID | ChoiceID ] ChoiceTitle TF,

"choices": [
{

"id": "choice_1",

"title": "Option 1",

"helpfulResource": {
"displayText": "This is helpful text for the first choice",
"url": "https://example.com/popt0l_help.html"

},

"improvementPlan": {
"displayText": "This is text that will be shown for improvement of

this choice.",

"url": "https://example.com/popt@l_iplan.html"

}
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},
{
"id": "choice_2",
"title": "Option 2",
"helpfulResource": {
"displayText": "This is
"url": "https://example
I
"improvementPlan": {
"displayText": "This is

this choice.",
"url": "https://example

helpful text for the second choice",
.com/hr_manual_CORP_1.pdf"

text that will be shown for improvement of

.com/popt@2_iplan_01.html"

},
"additionalResources":[
{
"type": "HELPFUL_RESOURCE",
"content": [
{
"displayText": "This is the second set of helpful text for this
choice.",
"url": "https://example.com/hr_manual_country.html"
I
{
"displayText": "This is the third set of helpful text for this
choice.",
"url": "https://example.com/hr_manual_city.html"
}
]
},
{
"type": "IMPROVEMENT_PLAN",
"content": [
{
"displayText": "This is additional text that will be shown for
improvement of this choice.",
"url": "https://example.com/popt02_iplan_@2.html"
},
{
"displayText": "This is the third piece of improvement plan
text.",
"url": "https://example.com/popt02_iplan_0@3.html"
}
{
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"displayText": "This is the fourth piece of improvement plan
text.",
"url": "https://example.com/popt02_iplan_0@4.html"
}
]
}
]
.
{
"id": "option_no",
"title": "None of these",
"helpfulResource": {
"displayText": "Choose this if your workload does not follow these best
practices.",
"url": "https://example.com/popt0@2 _iplan_none.html"
}
}

[Risk Rules] (VW AZIIL—I)o>3a>

cotv2arclk, BRUEBREFVRAILARILERETDHEEZEERLET,
BECELELFEAIDOVAVIL—IINEERTERT (JAILRILZEIW12).

« condition: EEO YAV LARILICHETZERBEOT—ILK, @& default,

BEEICE, default UATII—ILHFBETT,

o Tisk: RHICEETDI VAV ERLET, B3 MEX. HIGH_RISK, MEDIUM_RISK., NO_RISK
T,

DRAION—=ILDOIEFFEETT, true ICFHMEE NA=HRPD condition k2T, TOERBD A
IFBREENET, VAUVL—NZRETE—HBIENER—, FFTUAIIHREERV (FLT—
BICREFMAZ)IL-IIHIPSsEEL, RRICVAINFIREEV (BLUVREBRENTEW) L= %
EEITDHETT,

IR

"riskRules": [

{

"condition": "choice_1 && choice_2 && choice_3",
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"risk": "NO_RISK"
1,
{
"condition": "((choice_1 || choice_2) && choice_3) || (!choice_1 &&
choice_3)",
"risk": "MEDIUM_RISK"

},

{
"condition": "default",
"risk": "HIGH_RISK"

}

BREIZ 3 DOBIRBAN &S5 E (choice_1. choice_2. choice_3) ®{BE. ChsDIARY I —
ILEROESICEELE T,

* 3DDERBIINTERENATVWRHEE, VAIEL,

« choice_1 £/ & choice_ 2 DVWTFNANBIRE N, A D choice 3 NMBIREhEBEE, #UR
o

« choice_1 H&IRE T, choice 3 FBIREhIEBEEEFVRIERYET,
e FROZHFOVThIZELHTREESHEVEE, BUAY,

AWS WA Tool TOL AT Y7L —R

AWS Well-Architected 7L —ALAD—O LV AB LT ZF0OMD AWS £EHOL VX F, HILLWH—E
ADEAN, V95T RR=ADIATALAICEITZIBREORANTS VT 1 ANHE, FILWRAKNT
SOTAADBMICHEY, EFchET, HILOUN—23a oL AN EATREICKD E, AWS
WA Tool BRBEFDORARNT ST 1 AZRMIDESICTYTIL—REhET, EBENEHL
WO—20—RTR, FILWN=232 0L AN EREAET,

LA, 7—70—RECEBALVEAAZRLLY AR, LEI—F2T7L—RMIHLWVLXD v —
BIN=23a2HFREENLEFEEICE, TYTIL—REAET,

L>AXOTY7IL—RE ATOVWThLOEAEDETERENET,

« FILLWERBPRARNTZ T4 ADEM

« WRENBLB2LEHFVWERR TSI T 1 ADHIR
« BFEOERELEERANTZ VT 1 AOERHR
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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"Version":"2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"wellarchitected:*"
1,
"Resource": "*"
}
]
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"Version":"2012-10-17",
"Statement" : [

{

"Effect" : "Allow",

"Action" : [
"wellarchitected:Get*",
"wellarchitected:List*"

]I

"Resource": "*"

}

]
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}

1207—J0—RANODT7I7tA

COpFlITEH, I——IC, us-west-2 =301 D2OD—J0—RTH
99999999999955555555555566666666 ANMD AWS PHI > N OFHAMYERT7 IV AHGT =
BELET, BEEO 7HO>NID & T9777788889999

JSON

"Version":"2012-10-17",
"Statement" : [

{
"Effect" : "Allow",

"Action" : [
"wellarchitected:Get*",
"wellarchitected:List*"

]I
"Resource": "arn:aws:wellarchitected:us-
west-2:777788889999:workload/999999999999555555555555666666666"
}
]

AWS Well-Architected Tool Connector for Jira D —E ABEE O ZKHEF—DFER

cPITE, Y —ERABEOEZHEF— wellarchitected:JiraProjectkey Z#AL T, 7HY
MAOTD—oO—RICVUOUTES Jra7O020 IO NEFHITBFEEZRLET,

CCTR, EHFF—HFPROESICERENET,

- CreateWorkload: wellarchitected:JiraProjectKey Z CreateWorkload IR T %
&, I—Y—PERLED—IO—RICVIUTEDZHARALJNra7OP IV NZERTEE
¥, flzld, 1——»F70°IO9KNABC THLWI—UO—RZERLELSELTE, KR
S—T7APIVRNPQROKNEBEETIATVDE, TV I VRFERENET,

- UpdateWorkload: wellarchitected:JiraProjectKey Z UpdateWorkload BT %
E, COBEOT—VO—RFLBFEEOD—IVO—RICVIUTEDHARAL JraZ7O> 1Y

TFAFEITFATFAR=—AR) S —0H -
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Q—H—H1 K

NEERTERT, fIAF., I—¥—H7O0IVKNABC THRFEOT—JO—RZEHMLEIS L

LTE, RUS—T7OIIRNPAQRIBEETATVWDE, PO I RFIEBRFEhET, 5
. ZZOIT 9 RNPQRICUVOENED—00—RAFHY ., TODO—o0O0—REEFHFLT7O
DIORNABCICUIOLEDELEEBEE., O3 VREBFTENET,

« UpdateGlobalSettings: wellarchitected:JiraProjectKey %&
UpdateGlobalSettings [CEAT2E, AWST7HI VKNIV U TEDHARAL Jra7AODT

TREERTEXRT. THAIVRLRNILDOERERE, PHIRAD, THIZ MLARILOD Jira 38

B2 LEELBEVD—J0—RZRBELET, flAE. 1—%—5H" UpdateGlobalSettings IC
TOEALEHE, RUI—TEEEATVWAVZOIINITADNAOD—o0O—R%ED

VU9 BRERFTEREA,

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Sid": "VisualEditox0",

"Effect": "Allow",

"Action": [
"wellarchitected:UpdateGlobalSettings",
"wellarchitected:CreateWorkload"

]I

"Resource":

"Condition": {
"StringEqualsIfExists": {

myn
’

"wellarchitected:JiraProjectKey": ["ABC, PQR"]

}
}
},

{
"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": [
"wellarchitected:UpdateWorkload"
1,

"Resource": "arn:aws:wellarchitected:us-east-1

workload",
"Condition": {
"StringEqualsIfExists": {

2111122223333 :workload/example-

TAFTFATAR—AR)S—0H
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"wellarchitected:JiraProjectKey": ["ABC, PQR"]

AWS O Y Zx— RAR1) < —AWS Well-Architected Tool

AWS Y Z—T RARUZ—IF, AWS FMERB LVOEETRHI AR RT7OVYRIS—TF, AWSY
F—IRRID—E, Z<O—MBNBEI-AT—ACHLTT IV EAFAZRHI B LS ICKTE N
TWaS, I—H—, JIL—7". O—IANOT IV EAHFATOE) ETEZHRBTEXT,

AWS X R—T RARUD —F, CRAORENI—AT—ACHLTHRMIEOT VL AFAZNE
LBWEEAHDCEICTEBSEEY, 2, IXTOAWS I—H—HAERATEDLSICED
NE@IZDEHTT, I—AT—ARACEBEDAHAZY—EER)—ZERL T, TV ELAFITZR
VAL Z2HEHLET,

AWS X R—Y RNV —TERENLET IV EAFATREETEREA AWS " AWS Y R—T R
RID—ICEBENTVBRT IO EAFAZEMISE, ENRRI—HFTERYFERATVEIITAXN
TOTIINVNTATOTATA(A—Y—, JI—7. O-J)) CHEEBLEIT, HLLWAWS D
H—ERX ZREETZID. BFOY—EATHLWAPI ARL -3 A EAAEICED &, AWS
AWS Y ZR—Y RARDVS — 2B I2UREMANREE<BEN T,

EMICHOVWTIEE., TIAMIA—HY—HA R, O TAWS YZ—I RIRUS— ) ZSBLTLSEEL,

AWS Y &—= R7R1) 2 —: WellArchitectedConsoleFullAccess
WellArchitectedConsoleFullAccess RUZ—%Z IAMIDIZT R Y FTEET,
DR —I&, AWS Well-Architected Tool ND 7 I)LT VR ZHFALE T,

T Ot AFFAI O

JSON

"Version":"2012-10-17",
"Statement" : [
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{

"Effect" : "Allow",

"Action" : [
"wellarchitected:*"

1,

"Resource": "*"

}

AWS Y Zx—2 RR 1) 2 —: WellArchitectedConsoleReadOnlyAccess
WellArchitectedConsoleReadOnlyAccess RUZ—Z IAMIDICT R Y FTEEXT,
ZDRDZ—IE, AWS Well-Architected Tool ICFRABWEBERT7 VY AZFALET,

T Ot AFFA O FFAH

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"wellarchitected:Get*",
"wellarchitected:List*",
"wellarchitected:ExportLens"

1,

"Resource": "*"

AWS Y &x— R7R1J < —: AWSWellArchitectedOrganizationsServiceRolePolicy

AwWSWellArchitectedOrganizationsServiceRolePolicy R —%& IAMIDICF R Y FTZE
9,
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C MR —E, AWS Organizations DEBET VEAFAZFELET, COT VAT
AWS Well-Architected Tool B DHEEZHR—RNTBDLEHICHETT, cNSOT I EAFTIC
KV, HHBEETHONEAWS WA Tool IC)Y —REHBTEDLDICKVYET,

7

T AFFA O

CORDVI—IZE, LTOT IV EAFANFEENATVET,

organizations:ListAwWSServiceAccessForOrganization —AWS Y—EAT7 VA%
AWS WA Tool IZRL TE#M{LTED LA 2R ZE7 ) NILIZFFALE T,

organizations:DescribeAccount - EBROT7 AT NCEITZBEHROBMEZ TV NI
WCEFAILET,

organizations:DescribeOrganization - #BFREICE TR EHROMBZE. 7V /NILIC
FALET,

organizations:ListAccounts - HBICE TR T7HION)VANOEEBZ, 77U NILICE
ALET,

organizations:ListAccountsForParent - #ICETHT7HU MOV ANZHEBOIEE
=K/ —RASEBTZEETIINILICHETLETD,
organizations:ListChildren-#BICEIZDT7HIV MOV ANDEBIMZEBOERE
=K/ —RASWEBITZDETIINILICHETLET,

organizations:ListParents - @A ® OU £LET7HIV Y RN TEEENLEZEBROHR I AND
WMBETUINILICHETLET,

organizations:ListRoots - AR IXNTOI—K/—RO—EOBREBZT) > NILICEF
ALET,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts",
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"organizations:ListAccountsForParent",
"organizations:ListChildren",
"organizations:ListParents",
"organizations:ListRoots"

1,

"Resource": "*"

AWS Y &x— R7R 1)< —: AWSWellArchitectedDiscoveryServiceRolePolicy

AwWSWellArchitectedDiscoveryServiceRolePolicy RU>—%& IAMIDIZT R Y FTEE
ED

DR —IZ&KV), AWS Well-Architected Tool &, AWS H—E A& KT AWS WA Tool UV —RA
CEBETRVY—AICTIVEATERLSICBEYET,

T Ut AFFR O
CORIV—IZIE, LTOT7IOEAFANEENTVET,
« trustedadvisor:DescribeChecks — FIF A[REZ: Trusted Advisor FI YV V% —EBRRLE

ER

« trustedadvisor:DescribeCheckItems — Trusted Advisor A’ 75T [ HEAT—RXAH &
)Y —A%&ZEY Trusted Advisor FI VY IOF—32%#7ITYvFLET,

« servicecatalog:GetApplication — AppRegistry 77U —>a>0Eliz7 Ty FLE
ED

- servicecatalog:ListAssociatedResources — AppRegistry 7 7’Uo—>a > ICBEET S
J)Y—AZ—EBXRRLET,

 cloudformation:DescribeStacks — CloudFormation AR Y ¥ OFHMEZREBLFT,

+ cloudformation:ListStackResources — CloudFormation AX Y JICBEHETH Y —RA%&E—
BEXRRLET,

« resource-groups:ListGroupResources — ResourceGroup DY —A &2 —EXRRLET,
* tag:GetResources — ListGroupResources I l& &4 %E,

- servicecatalog:CreateAttributeGroup — Z4EBICWUTH—EREBEMHT I —TZER
LET,
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- servicecatalog:AssociateAttributeGroup — H—EREEBEM Y )L —7% AppRegistry
T7Ur—2avICBENSFES,

- servicecatalog:UpdateAttributeGroup — H—ERAEBEMITIN—TE2EFHLET,

- servicecatalog:DisassociateAttributeGroup — AppRegistry 7 7V —> a3 h 54—
EAEEBRMIIL—TOBREMHERBRLET,

- servicecatalog:DeleteAttributeGroup — AEICWHUTH—ERAEBEEMT L —7 ZHIBR
LE¥RT,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"trustedadvisor:DescribeChecks",
"trustedadvisor:DescribeCheckItems"

]I

"Resource": [

g

]
}I
{

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStackResouxces",
"resource-groups:ListGroupResources",
"tag:GetResources"

]I

"Resource": [

Mg

]

}I

{

"Effect": "Allow",

"Action": [
"servicecatalog:ListAssociatedResources",
"servicecatalog:GetApplication",
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"servicecatalog:CreateAttributeGroup"

1,

"Resource": [
Mg

]

},

{
"Effect": "Allow",

"Action": [
"servicecatalog:AssociateAttributeGroup",
"servicecatalog:DisassociateAttributeGroup"
]I
"Resource": [
"arn:*:servicecatalog:*:*:/applications/*",
"arn:*:servicecatalog:*:*:/attribute-groups/AWS_WellArchitected-*"
]
},

{
"Effect": "Allow",

"Action": [
"servicecatalog:UpdateAttributeGroup",
"servicecatalog:DeleteAttributeGroup"

1,

"Resource": [
"arn:*:servicecatalog:*:*:/attribute-groups/AWS_WellArchitected-*"

1
}
1
}

AWS WA Tool IC&D AWS YZR— RARUS—DOEFR

COH—EAN NS OEBEOERZFHHBEL THS D, AWS WA Tool D AWS X R—T RRU S —
NDEMICEIZIFMERTLET, COR—DOZEICEHIZEBBEAIC DOV TIE., [AWS WA Tool
RFEFIXKNBEIR—ZDORSS 74 —REHTAIVZA4TLET,

zE i BA A1

AWS WA Tool X Z—> R7R1J  "wellarchitected:E 2023 £ 6 A 22 H

S—DEE xport*" A WellArchi
tectedConsoleReadO
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Q—H—H1 K

rE

AWS WA Tool A" IEML 7= —
EAO—ILRY>—

AWS WA Tool A BML =772
+ AFT

AWS WA Tool EZEDEH%Z
BB LEL L

AWS Well-Architected Tool ID E 79 E2ADO NSNS 1 —F142 5

EAL] =E§]
nlyAccess (CEBMEhE

L7,

AwSWellArchitected 20235 A3 H

DiscoveryServiceRo
lePolicy ZEMT S

&, AWS Well-Architected
Tool A" AWS H—E RSB KT
AWS WA Tool UV —AIZEEE
IBVY—AICTIEATE
BDEROICBEYET,

AWS H—ERAT I AN
AWS WA Tool IZxtL THE
MCBELDTVWEIALESHZ
AWS WA Tool N'HEERTE S &
S ListAWSServiceAcce

20227 H22H

ssForOrganization (ZFF
AT HLVWTO a3 ZE
mUEL L,

AWS WA Tool #* AWS Y&— 20227 A22H
PRRVD—OEEDEHZ

BRHBLEL =,

RDEHFHIE, AWS WA Tool & IAM DERICH S THRET S AREMENH 2 — RN SZEBODHPIELE

IC&IBET,
Ny &

« TPV AVERITIBERN SV FEAAWS WA Tool

NSTNZa—Fa42Y
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TTF O3> aEITTHDHERN &) FHEAAWS WA Tool

AWS XZIXVROAVY=IL AS, TUOZAVERTIBDERNI BV EBHAEhIZEEE, EEE
ICEAVWEDETHR-—NEKBEIIHENHVET, BEBELR, Y121 RARHRERML 18
HETTY,

LATOBDOIZ—, mateojackson 1—H—AA2YV—)LZEAL T, DeleteWorkload 7 ¥
2aVERITLRSELEN, PUVRARFANrBCVEEICRELET,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: wellarchitected:DeleteWorkload on resource: 11112222333344445555666677778888

COPHINIBZEEIFE. wellarchitected:DeleteWorkload 7o 3a>#FRALT
11112222333344445555666677778888 VY —AANDT VAR HFATHLSIC, BEEZIZKRY
—BEBEHLTESVET,

AWS Well-Architected Tool THO A < F > RIS

AWS Well-Architected Tool [T 24 > F 2 MRSk, AWS OEFEETT, AWS IZIE, 1>
DFURNRISEEEBIARERBXNEENLERI)—ETOATSLFBHYET,

[LEREERZEZ 2 AWS OIER EOREREIX AWS Service Health Dashboard ICfaEhE T,

ERALEOBEE,. AWS Health Dashboard 2N L T D7 AT MCEBENET, Health
Dashboard DEWVWAIC DWW TIE., TAWS Health 1—H—HA4 R, #SBLTLEEL,

AWS Well-Architected Tool ® A 75 A 7 > AWiL

AWS QY —EZRABENDIAV T SATYATOATSAORRTHBHES M ERRTDICE, 1
VTSATYATOYS LI L BHKEEAD AWS DY —E R, £3BLT. BAOSHZIV TS
ATYATOTSLEBRLTEE N, —ROABRICOVWTE, AWSIY IS4 TV ATOY
SLEBBRLTLIEEL,

AWS Artifact 2L T, Y —RN—FT 1 DEBELR—FZXJO—RTEEFT, FHMICOVWT
l&. TAWS Artifact TLAR—KhZX O O0—R92, T #25BLTLSEEL,

AWS DY —EAZERIDBROBEROIAL T AT AERR, BFEHKOT - FORERP T
NAVTZATABN, BRARGEESLTRFICI > TREENET. AWS DY —ER ZfE
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RI2BOTZATAEEOHMIIOVTIF., "TAWS EFI1UFT A RFa1XT by 23RL
TLEE L,

AWS Well-Architected Tool DHEZE

AWS JO—NINA2VT7ZARZIOFYIEAWS V=232 BLRBTRASZEVT A=YV —2ZH0
ICBEENATVET, A WS D=3 &k, BLATFVI—, BRAIL—TY K, TLIEEARER
XY RND—=UOTEEENDYENICHIY, BEEhEEBHOTRSATZEVFTF =V —22RHLE
To FRAGEUTA—=V—2TWR, PRAZEVTA—V—2ETHEBETIC, BENICT IS
F—N—TFBT77VT5—2a30EF—EIR—AEBR B LVERATRENTEET, TRAFED
TA—=V—2, RROB—FLERFEBOTF—REEZ—AVT AN IF v ICXT, THAME.
MEEE, SRTLEEICENATVET,

AWS V=232 ETRAZEVTA—V—=2OFMICOVTER, TAWS JO0- N4> T7Z A
Z0F v #ZRLTSEEY,

AWS Well-Architected Tool TOA 7 SANSOF ¥+ =F21 1)

T 1

NEZ—Y RY—EATHS AWS Well-Architected Tool I& AWS FO—NILZRY RD—o€F211)
TATREBEENTVET, AWSEFIAIUFTAH—EREAWSH AV TSARNRSIOF v %2 RETS
FELCOWTE., TAWSOZ O RtEF1UT 4, BSBLTLKEETEV, 1 VT7FANTZOF YL

FIAVFAORARNTSOT 1 A%ZFEALTAWS BIEZRHTDICEK. EF21UF 10O - AWS
Well-Architected Framework®D 4 > 7S5 AR SO0 F v REZSRBL TS EETL,

AWS OHFITEHK API J—)LZ2EAL T, XY NT—OBHATAWSWATool ICT7VEALET, &
FATNEREHR—NTBDRBENFHVYET,
« Transport Layer Security (TLS)o TLS 1.2 A"%ET, TLS1.3 2HEHLET,

« DHE ({671 7 1 —- AN 8#H) X ECDHE (f§HHRT 1 71— ANINVEHE) 5L
NDELAHFWEM (PFS) ICKDBEHEASM—hN, ChESDE—REF Java7 UERE, BEAEDK
WM ATLTHR—REATLVERT,

AWS Well-Architected Tool TNOERTE & MBSO 047

BRBLTITEERK, AWS, BERBLTEULOBSEROBTREEQZIEETT., FHlILCOVT
k. TAWS EEHEET I Z2ZRL TS EE L,
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H—EAEDEREL ZREOLE

BEAUVEREBER, 70232 2RTI2HAZRLBEVIVTATA4H, KEEOHDIT
TATALT O3V 2RTIBEIOICEBHTERD EFIVT A OBETT, AWS T, H—EXR
BTORTELICELS>T, BALEREBEBESfr RETZIE/IHVET. Y—EABFTOBRYTE
LiE, 120 —EXA(HTHLAY—EX) A, BOY—EX (HWFHULNRY—ER) 2HFHT
EECRETDARMN DY ET, FOHLAY—EAR, FARBEESTIEATEIENFHAE LS
NETRBEVAETZOHFAZEAL T, HIOBEHROVY-AICHTINEBEZRITIDLDICERE
ENDFENHNET, ChEH<SLEH, AWS TR, PHIZ ROV Y —ZAANDT I RAEN T
BEEnlY—ERTIINLTINTOY—EADT—REZRBEITDLOHICRUDY I ZRMHL
TVEY,

1)y — AR —T aws:SourceArn K aws:SourceAccount RTO—NIILEHEIVTHFA
N¥—ZfEAL T, AWS Well-Architected Tool A"BINDH—EAICFHETRHFAZETO) Y —AIC
FRITD L 2BEHLET, VJORY—ERATIVEAICVY—R%E 1 DEGFEESFFLEVES
l&. aws:SourceArn ZFEALET, TOTHVRNAODY—RAZVOAY—EADERA ICEEHE
T3 EE2HTNTSHHEAE. aws:SourceAccount ZFEAL F T,

BIUVEREBENSHREITDLOOREMENBFTERK., VY—ANDTELAZ ARN ZEEL
T. aws:SourceArn JO—NILE&HBAVTEFANF—ZFEHTRZETT, VDY—ADEEL
ARN A" FHBZEEX, BROVY—RAZEEITIHESICE. JO0-NILATFANEZSEF—
aws:SourceArn T, ARN ORHAF P ERTEDICTAMILRA—RXE (*) 2FALET, Hlx
&, arn:aws:wellarchitected:*:123456789012: *,

aws :SourceArn OEIZ Amazon S3/NTY NARNBZEDTHI N ID AEENTLVEWVES
. MAOITO—NILEZGEDTFANF—RERALT, PO AHFUEFRIILEN HVY)ET,

aws:SourceArn OERFTD—I7O—RALVAXIZTEIHREN BV ET,

ROBITIE, AWS WA Tool T aws:SourceArn 3 & aws:SourceAccount JO0—NIL&FEI
THEFAMNF—ZFALT, BALLEREEEZEEBIZDHEZRLET,

JSON

{
"Version":"2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
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"Principal": {
"Sexrvice": "wellarchitected.amazonaws.com"
},
"Action": "wellarchitected:CreatelWorkload",
"Resource": [
"arn:aws:wellarchitected:us-east-1:111122223333:ResourceName/*"
1,
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:wellarchitected:*:123456789012:*"
},
"StringEquals": {
"aws :SourceAccount": "123456789012"
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AWS WA Tool DY —ADOHE

FFELTVWA DY —RAZ2HEBTRICE, ROFIEZETLERT,

« AWS Organizations ATV —AXBZENICTS (F7>3a2)
- J—J0—RZEHETS

« HAZLLAXEHETS

e Z7O71—)EHETD

« LEI—FUT7L—brEHETS

@ EEEE

s DY—REHEBEITDE, TOVY—AZERLIEAWS THIONBAOTV I NILE
ThaERATEDLDICRYET, HELTE, VDY—RZERLETHORDOUY —
AICBAT DT OEAFTREREDY)EE A,

« AWSWA Tool ) —23a> B —ERTT, HELXEOTV I NILEK, DY —AEEHNIE
RENEAWS U—232 HOKDOT VAN TRETT,

« 2019 F 3 A 20 BURICEASZENEU—>3a>TUY—RAEHETBICE. BoEHRER
HFDAWS FTHIN OEENF AWSYXZIDX NIV =) TEOU—>23a 2 2FMIC
FTRAMENHYNET, HFHICOVWTEK., TAWSTJO—NILAVTSARNTZOF v, =25
BLTLSEEL,

AWS Organizations HCTUY—AXBZEMICTS

T 7> A" AWS Organizations IZK 2 TEEBENTVREHEE, ThEFAITNEVY—REHE
LXI<KBYET, HBOEEICHIMDST, I—HY—RBEXOTHINHETEXT, £F
L. PHDO D HEBRICHZDIEEICE. ETHVNEFELELSTE, B2OTHOU N &Iz
FEBANELE OURDIRNTOTHIV NEDHRBNTRETT,

EBATIY—AE2HET I, £ AWS WA Tool 1Y —JLE ik AWS Command Line
Interface (AWS CLI) % L T AWS Organizations Et DEEZEMICTIHEN HYWE T, HBR
TOY—RAEHETREE, AWSWATool 7V INILICHFZEEBELEEA. BBROTU >
N, BEHERERBEFTICHRBEVY—ARILTIVELATELXRT,
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EBATOY —AOHRBEEZEVICTSHEE. AWS WA Tool i
AwSServiceRoleForWellArchitected EHIEhDH—EAN DV VEnizO— )L Z2EK
LET., cOO—LIE AWS WA Tool H—EADKICEBATE, AWSYR—2 RAKRDD—
AwSWellArchitectedOrganizationsServiceRolePolicy ZFAL T, TOY—ERANFIE
THHEBMICBITHEREINE TS AWS WA Tool 7V EAFTZFELET,

EEEEELBFOUEV Y —REZHRHEITIMBEN BB 2LGERE. VY- ARBEZEMIITES
EED

24
« CNSOFIEGE, BBOBEERTHIRNOTI I NLELTHAVAVLTVRBEENDHREITT
XY,

« ZTOEBT, IXNTOBENBICHEDTVRIHENHYET, FMAICOVTIE., TAWS
Organizations 1—H'—HA4 R, ® THEBRNO I X TOEEDEML) 2SBLTSEETL,

/A Important

AWS WA Tool d>Y—)L%& AL T AWS Organizations EDXEEZBRICTEIHENH
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{

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:dev-dsk-xiulan-2a-1111111c.us-
west-2.amazon.com",
"arn": "arn:aws:sts::444455556666:assumed-role/well-architected-api-svc-integ-
test-read-write/dev-dsk-xiulan-2a-1111111c.us-west-2.amazon.com",
"accountId": "444455556666",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
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arn": "arn:aws:iam: :444455556666:r0le/well-architected-api-svc-integ-
test-read-write",
"accountId": "444455556666",
"userName": "well-architected-api-svc-integ-test-read-write"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2020-10-14T03:41:39Z"

}
}
I
"eventTime": "2020-10-14T04:43:137",
"eventSource": "wellarchitected.amazonaws.com",
"eventName": "CreateWorkload",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.178",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.848
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 Open]DK_64-Bit_Server_VM/25.262-b10
java/1.8.0_262 vendor/Oracle_Corporation",

"requestParameters": {

"ClientRequestToken": "08af866a-0238-4070-89c2-b689ca8339f7",

"Description": "***",
"AwsRegions": [

"us-west-2"
1,
"ReviewOwner": "*#*x",
"Environment": "PRODUCTION",
"Name'": "**x*x'",

"Lenses": [
"wellarchitected",
"serverless"

iy

"responseElements": {
"Arn": "arn:aws:wellarchitected:us-
west-2:444455556666:workload/8cdcdf7add10b181fdd3f686dacffdac",
"Id": "8cdcdf7add10b181fdd3f686dacffdac"
},
"requestID": "22bad4e3-aa5l-4ffl-b480-712ee@7cedbd",
"eventID": "50849dfd-36ed-418e-a901-49f6ac7087e8",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "444455556666"
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"version":"Q",
"id":"Q@0de336a-83cc-b80b-f0e6-f44c88a96050",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.wellarchitected",
"account":"123456789012",
"time":"2022-02-17T08:01:25Z",
"region":"us-west-2",
"resources":[],
"detail":{
"eventVersion":"1.08",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AROA4JUSXMN5ZR6S7LZNP:sample-user",
"arn":"arn:aws:sts::123456789012:assumed-role/Admin/example-user"
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"sessionIssuer":{
"type":"Role",
"principalId":"AROA4JUSXMN5ZR6S7LZNP",
"arn":"arn:aws:iam::123456789012:role/Admin",
"accountId":"123456789012",
"userName":"Admin"
.
"webIdFederationData": {3},
"attributes":{
"creationDate":"2022-02-17T07:21:547",
"mfaAuthenticated":"false"

+
"eventTime":"2022-02-17T08:01:257",

"eventSource":"wellarchitected.amazonaws.com",
"eventName":"UpdateAnswer",

"awsRegion":"us-west-2",
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"sourceIPAddress":"10.246.162.39",
"userAgent":"aws-internal/3 aws-sdk-java/1.12.127
Linux/5.4.156-94.273.amzn2int.x86_64 Open]DK_64-Bit_Server_VM/25.312-b07
java/1.8.0_312 vendor/Oracle_Corporation cfg/retry-mode/standard",
"requestParameters":{
"Status":"Acknowledged",
"SelectedChoices":"***"
"ChoiceUpdates":"***",
"QuestionId":"priorities",
"WorkloadId":"ee73fda518f9bd4aa804c6252e4e37b0",
"IsApplicable":true,
"LensAlias":"wellarchitected",
"Reason":"NONE",
"Notes'":"***"
},
"responseElements":{
"Answer" :'"x**"
"LensAlias":"wellarchitected",
"WorkloadId":"ee73fda518f9bd4aa804c6252e4e37b0"
.
"requestID":"7baell53-26a8-4dc0-9307-68b17b107619",
"eventID":"8339c258-4ddd-48aa-ab21-3f82ce9d79cd",
"readOnly":false,
"eventType":"AwsApiCall",
"managementEvent":true,
"recipientAccountId":"123456789012",
"eventCategory":"Management"

}
}
NABLL Y AXDORE
{

"version":"Q",
"id":"4054a34b-60a9-53c1-3146-cla384dbaslb",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.wellarchitected",
"account":"123456789012",
"time":"2022-02-17T08:58:3472",
"region":"us-west-2",

"resources":[],
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"detail":{
"eventVersion":"1.08",
"userIdentity":{
"type":"AssumedRole",
"principallId":"AROA4JUSXMN5ZR6S7LZNP:example-user",
"arn":"arn:aws:sts::123456789012:assumed-role/Admin/example-user",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"sessionIssuer":{
"type":"Role",
"principalId":"AROA4JUSXMN5ZR6S7LZNP",
"arn":"arn:aws:iam: :123456789012:role/Admin",
"accountId":"123456789012",
"userName":"Admin"
.
"webIdFederationData":{},
"attributes":{
"creationDate":"2022-02-17T07:21:547",
"mfaAuthenticated":"false"

},
"eventTime":"2022-02-17T08:58:347",
"eventSource":"wellarchitected.amazonaws.com",
"eventName":"CreatelLensVersion",
"awsRegion":"us-west-2",
"sourceIPAddress":"10.246.162.39",
"userAgent":"aws-internal/3 aws-sdk-java/1.12.127
Linux/5.4.156-94.273.amzn2int.x86_64 Open]DK_64-Bit_Server_VM/25.312-b07
java/1.8.0_312 vendor/Oracle_Corporation cfg/retry-mode/standard",
"requestParameters":{
"IsMajorVersion":true,
"LensVersion'":"***",
"ClientRequestToken":"03f46163-e95c-4455-8479-266373aa09c7",
"LensAlias":"***"
},
"responseElements":{
"LensArn":"arn:aws:wellarchitected:us-
west-2:123456789012:1ens/6261deecb9def44f9aecc938ca25d94e",
"LensVersion":"***"
.
"requestID":"167b7051-980d-42ee-9967-0b4b3163e948",

"eventID":"c7ef2b47-419d-45b7-8982-fbade9b558c7",
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"readOnly":false,
"eventType":"AwsApiCall",
"managementEvent":true,
"recipientAccountId":"123456789012",
"eventCategory":"Management"
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