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https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/hitrust/
https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://aws.amazon.com/compliance/iso-27001-faqs/
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https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
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https://aws.amazon.com/partners/programs/gsca/bundles/
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https://aws.amazon.com/artifact/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
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» Automate account creation, and resource provisioning using Service Catalog, AWS Organizations,
and AWS Lambda

» Strengthen the DevOps pipeline and protect data with AWS Secrets Manager, AWS KMS, and
AWS Certificate Manager
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* Landing Zone Accelerator on AWS
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https://github.com/adamshostack/4QuestionFrame
https://github.com/adamshostack/4QuestionFrame
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/artifact/
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https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html
https://owasp.org/www-project-mobile-top-10/2014-risks/m9-improper-session-handling
https://owasp.org/www-project-mobile-top-10/2014-risks/m9-improper-session-handling
https://owasp.org/www-community/vulnerabilities/Buffer_Overflow
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel/en-US
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https://github.com/awslabs/threat-composer#threat-composer
https://catalog.workshops.aws/threatmodel/en-US/what-can-go-wrong/threat-grammar
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://csrc.nist.gov/publications/detail/sp/800-154/draft
https://www.youtube.com/watch?v=GuhIefIGeuA
https://www.youtube.com/watch?v=DjNPihdWHeA
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https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel
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https://aws.amazon.com/blogs/aws/
https://aws.amazon.com/blogs/security/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/documentation/
https://aws.amazon.com/blogs/aws/subscribe-to-aws-daily-feature-updates-via-amazon-sns/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_sns.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-announcements.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-announcements.html
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https://reinvent.awsevents.com/
https://www.youtube.com/c/AWSEventsChannel
https://aws.amazon.com/startups/learn/meet-your-aws-account-team
https://aws.amazon.com/contact-us/sales-support/
https://aws.amazon.com/contact-us/sales-support/
https://aws.amazon.com/premiumsupport/plans/enterprise/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_architecture_understand_cloud_services_and_features.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_cloud_financial_management_scheduled.html
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/cognito/index.html
https://docs.aws.amazon.com/cognito/index.html
https://docs.aws.amazon.com/verified-access/latest/ug/what-is-verified-access.html
https://aws.amazon.com/iam/
https://pages.nist.gov/800-63-3/sp800-63b.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#enable-mfa-for-privileged-users
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#enable-mfa-for-privileged-users
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https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-enable-how-to.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-allow-user-registration.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-mfa.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-adaptive-authentication.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_users-self-manage-mfa-and-creds.html#tutorial_mfa_step1
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_share_securely.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com//wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/cognito/latest/developerguide/federation-endpoints-oauth-grants.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://aws.amazon.com/pm/ec2/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_share_securely.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://aws.amazon.com/blogs/security/access-aws-using-a-google-cloud-platform-native-workload-identity/
https://aws.amazon.com/blogs/security/how-to-access-aws-resources-from-microsoft-entra-id-tenants-using-aws-security-token-service/
https://aws.amazon.com/blogs/security/how-to-access-aws-resources-from-microsoft-entra-id-tenants-using-aws-security-token-service/
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/create-node-role.html
https://docs.aws.amazon.com/eks/latest/userguide/create-node-role.html
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAMDBAuth.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html

EFI1VTF1OR AWS Well-Architected 7 L —AD—%

KREFIE

1. Amazon CodeGuru B ENDBEEY —I)LZ2FERAL T, N—RIO—REhEFiEEHFESCI— RN
AZRELET,

a. Amazon CodeGuru Z#> T, J—RURD NV ZAF ¥ LET, LEI—HFETLE
5, CodeGuru T Type=Secrets Z 7 1 JLRV T LT, BEOHZDI—RTZRDOTET,

2. HIRE R ERTERRABERERELET,
a. RICAERFRIRHREZREL T, HIRAICNY—JLET,

b. YV—AOA—RIZEHIAFEFNLEAWS —IL Y RF—ICD2W\WTR, BERUY—AICEER
FohzIAMO—)LEBBRLET, 70— RO—FHAAWS ATHBICEL P DST
AWS VY —RIZT7 7+ A9% IAM FBREFH|A B EZIZEE. IAM Roles Anywhere 1z lk AWS
Systems Manager /\1 7Y R7 VT AR—=23 0 ZBREFLTLSEZL,

3. AO—FT—2a vEBEFRINETOMOY—RN—FT1—, BEHEHBORV—UL Y NID
WT Ik, Secrets Manager 21— RIZHEEL T, FURALICH—RN—FT1—0O>—IUL Y K
ZERMBLET,

a. CodeGuru A2V =)L, ®EHE h-FRAIERZF > T Secrets Manager IZ>—2J L v b &4E

RTEET,

b. Secrets Manager A 5BMBLE>—IL Y N&ET V=23 > 1—RICKELET,

i. —/N\—L A Lambda B8# Tk, SRICHKEL &K Lambda HLREEZFERATEET,

i. EC2AVARVAFLERFAVTFHICH L TR, AWS A EBOILKEREhZ OS5
JEF T, Secrets Manager 52—V LY RNERWEBITDLEODITA T NMII— ROH
ZRMLTVET,

4. EHHNICI—RR—RAZLEI—-LTHBARAF Y952 T, JI—RICHEES—IL Y KB
mEnTVWEWI EZERELET,

a. gitsecrets BEDY —J)LEZE>T, V—AOA—RURZKNUIZHLLZ—IL Y RAFOZIY b~

TNB3DZEMHETICEEZRFLTLSEZL,

5. FRADOFER, FEYBS—ILY MMOTIEA, ELEEZ—IL Y NOHIBRETHIZWA L
5. Secrets Manager 77T 1 ETAZEZXRI2IJLET,

6. MALFMICKHITDANBREZRPEEET, CORBMICHELLZ IAM O—LICX T 2 FRALIE#RE
AL, BEAL, BLVTEEITDILOOTIVEAZHRL, —HBOERI-—HY—ICDHK, %
DRENZEBS1-ODOT IV EAZRHLET,

1]||||

SEC02-BP03 —VL VY NE2REIZREFELTHERATS 48


https://aws.amazon.com/codeguru/features/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets_lambda.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/kms/latest/developerguide/services-secrets-manager.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://aws.amazon.com/blogs/security/tag/aws-secrets-manager/
https://aws.amazon.com/about-aws/whats-new/2022/12/amazon-rds-integration-aws-secrets-manager/
https://youtu.be/qoxxRlwJKZ4
https://www.youtube.com/watch?v=ryK3PN--oJs
https://www.youtube.com/watch?v=k1YWhogGVF8
https://catalog.us-east-1.prod.workshops.aws/workshops/92e466fd-bd95-4805-9f16-2df07450db42/en-US
https://mng.workshop.aws/ssm/capability_hands-on_labs/hybridactivations.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://aws.amazon.com/developer/tools/
https://aws.amazon.com/single-sign-on/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://aws.amazon.com/directoryservice/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-sso-users.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_finding-unused.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_delete.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_delete.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://aws.amazon.com/cognito/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_groups_attributes.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_lifecycle.html
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/iam/resources/best-practices/
https://aws.amazon.com/blogs/security/getting-started-with-aws-sso-delegated-administration/
https://aws.amazon.com/blogs/security/how-to-use-customer-managed-policies-in-aws-single-sign-on-for-advanced-use-cases/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://youtu.be/YMj33ToS8cI
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/vbjFjMNVEpc
https://catalog.us-east-1.prod.workshops.aws/workshops/590f8439-42c7-46a1-8e70-28ee41498b3a/en-US
https://aws.amazon.com/security/partner-solutions/
https://github.com/Versent/saml2aws

EFI1VTF1OR AWS Well-Architected 7 L —AD—%

SEC02-BP05 EHAMICFRALIEHRZEEH LV O—FT—>329 %

FiABEHREZEFNICEEBLICFO—T—>3 LT, VDY—AANOTIEAICRIEREFEATES
HEEFRLET. RENFRIIBEHREFEAITDIEZKODVAINELETH, ChsOURVIERE
N sHRE EHMICO—FT—23a T3 ETERETEET,

gﬂ‘fé-fé ns EZ% EEEE’JWL; nIE F%ﬁ@ﬁﬂq e Bgl_j-é U 17 Eﬁlﬁ?% T— &) ‘n— wu?fh’%iﬁ@l:l—?_'—
23 aERELET, BAEHRO—FT—23 RV —OFESTZEHMICEEL T, BELET,

—RNBETFINE—2:

. BEBROEAEEEL L,
- BEFBVOLEBNRTRREERTS,
. ERNRIEEREEALTVAAY, EENICO—F—2 32 LEL,

I

CORARNTZOTAAZFRALBVWEEOUARILARIL: &
EEOHAZA A

— RN BFRABERICENT, RENFIABBIVESRSER. RALFEREEEL T, ZEZG
(MFA) ZENERE M EEEBRENREETh, EHNICO-—T—32EhT, TOEALANILY
BUITHD L ZHBIBDBENHYVET,

FULVEEAENrERENTWVWSCEEZRBTDICIE. EHNERIE. TEhEESHELY—ILICK
PRINVETT, ABWIDDFEE, NATD—REEHWICEEL, —RFHNERIMEREELEL
TV EAF—ZRELTEDRSIC, I—F—CERITBIHLENHV ET., AWS Identity and Access
Management (IAM) 1—H'—A S5 —TibtEc i ID ICBITITD L, BIABEHRL A—REERLTI—
F—ZEBETEEXT,

ID 77ANA A —T MFA ZRESRVPEZRV T TRE£H8HLET. AWS Config JL—IL
EBRETDH. AWS Security Hub CSPM £F 1 F A BEEFAL T, 1—H—H MFA ZBREL
TVWBAESHEEZRU I TEET, IAM Roles Anywhere ZFERAL T, Y22 ID D—BWi
RAMEBENETZCEEZRFLTLKESTV, IAMO—I)LE—BNARIIEHREFRATERVEE
TOEAF—OEEEO—T—2aNHEEZEHDENEETT,

REFIE

« EMEHREEHNICEETS: D 7ONAE—E IAMTHREENATVWR ID ZEETH LT,
BAEENEIDOADNDT—OO—RICTIVEATEDEISICHKRYET, NS5O IDIE, IAM 11—

SEC02-BP05 EHiW ICREIEHRZEES LCO—FT—>320 95 54


https://aws.amazon.com/iam/features/mfa/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html

EFI1VTF1OR AWS Well-Architected 7 L —ALT—2

H—, AWSIAM 7 A F>T 1471412 X—1—%—, Active Directory 1—H'—, EhFEEE
FRTYZANI—LIDZ7ONABZ—QO1—H—ZELETH, ChSICREENDEDTE
HYWELA, HIZE, HEBEZHNTAZEHRLEY, FEICE2EVOATATNOO—-)%
HIBRLEW LE T IAMI VT ATANTIOREATEIH—EANOT VAT T2 EHAICE
BEIZ7TO0CLAZABLET. chilkY, KEAOT I LAFAZHRIZ-OICEETIH
ENfHIRI—ERBETEET, BALEWL R— b & AWS Identity and Access Management
Access Analyzer ZERL T, IAM RIPBEHRE TV AFTE2EEL F£9, Amazon CloudWatch
ZEALT, AWSIREANTHUHENBBED API I-IILOTS—LEBRETEE T, Amazon
GuardDuty i&. IAM FZREEBAD T VAN BELCHFITENTVD A, ERLBEVWVTFIEAZTR
LTVRAEEOHD., FHLAVWFITIAETAZEBETRLETEFT,
RAEHRZEHNICO—T—2329%: —KNEFABEREZFEATERVEEE. AIMTIOEX
F—ZEHWIC (RO BZEL)O—FT—232LFET, HSBVEICTIVERAF—FHARE O
BETE, O—T—230ZT5CET, ZEITBFEABERZFEALTVY—RIZTIVEAEh
PHEEFIRTEEXRT, PTUVERAF—OO—T—>3VOFMAICO VTR, IIMI—H%—0 7
DEAF—0O—TFT—>32, ZBBLTLEEL,

C IAM PO E AR A ERRT D AWS PAIY NOEF1UF A 2RETHICRE, & IAM AU —
ZEHNICERLTEZIRUILET, RUD—DIRIBFHEORAICH>TVWE L ZRRALE
ED

CIAM UY —ZAOEREBHOEBERNT B AM TAFYT AT 1 £ Z—F, O—LPRY
S—DEBRE, Z<DOIAMRRAVZBBLLET, £izlk. AWS CloudFormation Z AT %
CET, TUTL—PFERIELTIN—2a 2 2BBTES LY, O—IPRVI—ZET IAM 1
V—AOT70/4Z88L T, ABHNIANFEUDARELZBRBTEERT,

 |IAM Roles Anywhere ZEAL TN ID ® IAM 1—HY—ZEZ# % %: IAM Roles Anywhere
ZEEATRE, AVTLIAY—N—KE, RRIFEATERA D LEFHTO—IIEZFERATES
¥, IAM Roles Anywhere (&, SfE i X509 SEAEEFEHAL TAWS ZFRFEL., — AR
15z Z (TEV) £9, IAM Roles Anywhere ZA T2 & T, RENFRAIEHRNI 7> 7L I AR
BILRFEENEL<BZ LD, chSsORMEHRZO—T—2 3 FRIMENBLBZYET, X509
MAEOEMPRAETVES, EZRU T EO—FT—YaUNFBREERDEIEELTLE
=L,

)Y —x
BETEIRANTZIT14A:

« SEC02-BP02 — MR IEHRZ AT S
« SEC02-BP03 < — UL VY RN ERLICREEFELTHEATS

SEC02-BP05 EHM ICFRALEHRZEES LTFO—T—>32F B 55


https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudwatch-alarms-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudwatch-alarms-for-cloudtrail.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/trust-model.html#signature-verification
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html

EFI1VTF1OR AWS Well-Architected 7 L —ALT—2

BERFIXD BN

» AWS Secrets Manager ® B 7%

« IAMRANTZO9FT4A

s DZ7ONAA—ETIFL—232

s EFXFAVFTAN—KF—=VYNI=23 . FTORABRETFTIVELAI MO-)L
o — RN RELIEER

« AWS 7HU VN OFRIEHRL RA— b~ OEE

BSEE B

« J—OLYDREARBREICEE, RS EEIRLHORANTZITAA

* Managing user permissions at scale with AWS |IAM Identity Center

» Mastering identity at every layer of the cake

SEC02-BP06 1—H'—JI—7EMHzHEMATS

A—H—JIN—T BRI >TT IV EAHAZERTDE., RUS—OREERENBEE I, &
PMEEORAZHECEFTEERT, I—F—JI—T2#ALT. ZBOI—F—0OT IV AHTA
EThTNNEBANTREIBBECESVTI1AMTERETERT, M. 702U, FEE
BRIEEOEMERE, I—Y—HNEULSBBBEZRLETH. WREBDVY—AOTTEY MIEL
PBEI, TV EAHTNEHZESICRETDEANTERT,

HEEh2HR EROZEEZ, BEICLEJEZ, TOBBERTIZINTOI—H—CEATER
o TIN—TDOXN=2YTEBBIIL>TA—H—OT IV AHANEEENZ D, HYD

A—H—LARILTT IV EAHAZERTRIHBENBLBYET, IDZ7ONASH— (IdP) TEEL T
W=7 EHEAN. AWSRERICHBHNICRRENLET,

—MRNBETFNEZ—2:

c BL2OI—Y—OTVEAHAZ2EEL, BHROI - —TEEEXZL TV,
s TIN—TOEBNIKRENBED O, TOELAHTONEHEENLBE S,
c JN—TOERNHHIPBED 12O, XNV TICHTHIEERCRILSI ELUTVS,

s ROWICERZFEATEZSETIIN—T2£AL. VY—RA0EHOHGTEY NIHLTYIL—
THREIOT IV EAFANEEL TVD,

SEC02-BP06 1—H—J -7t EBHEZHRATS 56


https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/qoxxRlwJKZ4
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc

EFI1VTF1OR AWS Well-Architected 7 L — A —7

« BEIZERNLEID 7ONAMET—0O AWS READKEESICKDTIL -7, BE. XON—29T70D
EEZTo>TVWARL,

c AWWSIAMZ7AFUTATA42—tv2arvaERAT ROO0-LFI—0FEH

CORARNTZOTARAZEFALBEVWEED U AVLAR):
EXOHAA A

AWS PO A, 1—%—, J)—7. A=), DIV—=ARBEOT ) NILICEEM T
ShTWs, RUS—EBEND RFIXINTEREEINET, B, 7—o70—R, 8K
SDLCREICEDVWTTIVEAFIOEYET (JIN—=T, PUOERAFA., 7FHIOU KN 2EET
LK, TUORLAHFNEREZRT—INTHENTEXT, REBEICHLTE, 79EA
WROVY—RATELEL, I—HF—HDNHEBTREIRBBICEIVTIIL—TE2EETEET, Hlx
(&, WebAppDeveloper 7 )L—7"\C1&, BFEF > AT Amazon CloudFront B ED Y —E A%
BRETRILEHDORVI—HFTRYFENTVRHZEENH FT, AutomationDeveloper JI)IL—7
[Zl&. WebAppDeveloper I —7ELEEBITB T UV ELAFANTEEAhTVWEIEENf HUET,
NSORBOT IV ELAFIKE, MAOEKOI—H—% CloudFrontAccess JIL—7ICFiIEE £
20TREELS, BIZRORIS—THEBLTEHADTIIL—TICHERTRENTEET,

TIN—=7ICmAx, BHEZFEALTT7 IV EAQERZESICRYIACZENTEFT, Hlx

(&, WebAppDeveloper I —7"HAO1—H—CRL T, 7O TV NEEDOVY—ANDT Y
tAGEEERETDLOOTOC IV NERZRETEET. cOFEEFATIE, 24570
SIVNTHERETZITIVT—2aVEAREBICHLT, TRUAOKRTRERT IV EAFINRUES.
M2 DIN—T2AETRIRBENBLLBYET, TOVERLAHFITRIS—TCEBUEZSRIDHZERK., T
OY—AHF 7 IFL—>3>7ORIIL (SAML, OIDC. SCIM Z &) D—Ehe LTEZEhT LD
Dy HAZLASAML 7H—>3a2ELTEZENTVS D, |IAM Identity Center I TEREE TV
BPNICBUTERYET,

KREFIE

1. TN —T RN ZERTREMEBRLET,

a. SEC02-BP04 — b ID Z7ONAF —ZFATDOHA A AIZHE> T, ID Z7’ONA
A=A, IAIMTATFOTATAEE—RA, FEFBEOTHINAD IAM 1—H—F )L —
T2FERL, JI—TEEUHEERTIMEN HINESHZHILET,

2. TIN—TDE:

a BEBBEETVERGBEHICEIVWTIIL—TZRELET, JIL—TZ20RNICEETSD L

HIZ, BEBEXPHBERAZFEAITDLEZRFTLTSEZL,

SEC02-BP06 1—H—J -7t EBHEZHRATS 57


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html

EFI1VTF1OR AWS Well-Architected 7 L —AD—%

b. IAM Identity Center A CEET2HE. JI—TZERL, POAFTLY hEFEAL
T, BRETRBLARILOT VAT ZEENTET,

c. D ID 7ONAFE—ATERTDHEE. 7ONAF—A SCIM 7O ZHFR—KL
TVWBHAESHZEFEL., IAM Identity Center N CEBI7OES IV JZBMICTHLE
BREFLTLSEETV, COMEE., 70/N1 X —& IAM Identity Center E DE T, X /NN—2 vV
TDER, BRCTIL—TOHIBRZRBLET,

3. BHOES:

a. AFBO D 7ONA A —%=2FERATBHEHESE. SCIMZ7ORI)LE SAML2.0 7O RINEEAF EE
—HBOEMET 7 A NTRHELET., BMOBEHIE. https://aws.amazon.com/SAML/
Attributes/PrincipalTag BM& & SAML 7H—> 3> a2 AL TEZRL, BTN T
EET, DARLABHOEREREICHTZDHA A AL ODVWTE, D7ONAMZF—0RF 1
X RhZZBLTLSEEL,

b. IAM7AF T AT A4 A—RNTO-II2EETIHEEE. BER—ADOT VA&
(ABAC) ez B%ICL, REILWNUTEMZERZLX T, HBOBERLEREVY—ADRT
FFEZEICAREEEMEEREFLTLSEZL,

IAM7AFoTAT4EE2—TEYYETShiZIAMO=LAS IAMO—LFI—2HFRERHE
Ik, source-identity X° principal-tags BEDERFERBRENEH A, FHICOVWTE., 7
DEAANA=IOEOOEBMHOEMILERE ZZRLTLIEEL,

1. JIN—7ERBBICETVWT, TOEAFTOHEREZRELET,

a ZUINILOEMRE, TIVEARMROUY —ADEMEZLBRTDEGZET VAFARY
D—IlEHBR L ERIELTLKEETV, HflAE, PrincipalTag Z4F—OEHNARU AT
ResourceTag ¥F—NEEL —HTBBEICOIK, VY—ANOT IV LAZHAITEERHEZER
TEZET,

b. ABAC RV —ZE&HTDHEEE. ABACEADRARNTZITAAREFDHA R AL
TLEEL,

c. HMBOZ—XDENICISUTITILN-—TEHOBEZEHIICHEIEL., EFL T, REZER
EEEBRARLET,

JYV—=A
BEIDIRANTZIT 1A

- SEC02-BP04 —ite iz ID 7ONA A —%ZFATS

SEC02-BP06 1—H—J -7t EBHEZHRATS 58


https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html

EFI1VTF1OR AWS Well-Architected 7 L —ALT—2

« SEC03-BP02 &/ MGHEDT I/t AZRETS
« COST02-BP04 ) —7O—ILZ2EETS

BERFIXN:

« IAMRANTZO9FT4 R

IAM Identity Center T ID ZEE ¥ 3
AWS 0 ABAC & &

IAM Identity Center - ABAC

ABAC 7R > — D4l

EBE R TR

* Managing user permissions at scale with AWS IAM Identity Center

» Mastering identity at every layer of the cake

EROER

TOEAFTZEEL T, AWS ED—VO—RADTIVLEAZHXEETSDI1I—F—ID®NY>ID
NDT I EAZHBLET, ERZERATDE, BEIMAIKC, EQRSIBRETTIEATEDZ L ZH
HTEERT. BEDI—H—IDBLONZ Y IDICT IV AERZREL ., XEETHVY—AL
NFIH—EATIAVANDTIEADHEFALET, 5L, PUVEARAZEB IR EHICHEE
INEXHZEETEEXT,

EREERBEATOVY ATV EAZNETIHERFZHEHVET. TO 12k, BBBRD
S—BATEEATRZHETT,

IAM DT AFoTFATAR—ADOR) S —RBFEBELFA>Ta4>T, 1—%—, JI)I—7, O—
IBEDIAMID ICT7RYFENET, chsORIS—FRTHDE, TOTATUTATAHNE
TCEDAR(TEDT I EAHT) Z2EETEXT, PATUTATAR—ANDRI) D —@FE 51y
HTEET,

BEAYS— - AWS FAYY NHOEROI—H—, YL—7, BLEO—LLCTFRYFTEDR
&Y RFPOVOTAFEYTFATAR—AOK) Y —TF, BBAYI—CiF 2 BESY ET,

s AWS BEEBAR)S —-AWS MERB LUV EBITHERR) > —,

T O EAFAOER 59


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_groups_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws_abac.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

EFI1VTF1OR AWS Well-Architected 7 L —AD—%

* AAZI—EBRIS—-AWS TAHIY R THERBLVCERTHIERR) S —; NAXN—EH
RV —TRE, AWSNYFR—TI RRUD—KYEERIZRUS —EBTEERT,

TORAFAEZNETRICRE. NRXR—IRRUZ—ORSIHFHFELVEETT, LEL, BE—0d—
H— JI—7, O-IIICEREMTRA O TA VRIS —ZHATRIEETEERT, 10T14>
RIZ—, RUS—E DOBOEEZ 11 OBREHBFLES, TATT1T1ZHKRTS
ELAVTAVRID—RHEIBRENET,

FEeEAEDZE, FPBHEORRBCH > THBEDAAERY—EBRI —2ERTILBEN HYE
ED

JY—AR—ADR) =2 DI —RACTEYFLET, flAE. Amazon S3/NT Y RRUZ—F
JY—=AR=ADRYSZ =TT, ChSORIZ—TRF, VDI—ARERBUTATYNEIZRBIOTH
DORNCHBITIINILVCT O EAFAZAELET, VY—AR—ADT IV EAFAZ Y R—
TRIH—EAOVANIDOVWTE, TIAM £E#ETS AWS OH—ERZ, ZZRL TS EE L,

TOEAHADRERE, YRXR—IRRUZ—ZERALT, EEENFRETEDTIVEAFINLREZ
RETEERT, CNICE>2T, IAMO—LERZEDT VEAFADERE LV EEDERZRFZHE
BLEELEBNSE, NETERTIVEAHAZFRLT, B TTOT7 IV EAFAOEBEZILKT
EBVKRSICHRTERT,

AWS DEMNR—ADT VA% (ABAC) ZEATHE, RTEHEINZEHICEITVTERE
FETEET, chsORT&E, IAMTUINI) (A——FEEO—I) £« AWS UY—RICT
RYFTEET, BEEBEE. AMTUINIILOBHICESVTHERZERA T2 BRI ATEEL IAM
RIS —%ERTEET, FIZE, BEZERZF 1 2OIAM R —2FRALT, 7O T I9RNETIC
—H¥2 AWS VY —ZAANDOT IV AEEZEBRAOTFROY N—ICHETEET, ROV /N—F—
LAXZ7O2TORNCIY—RZ2EMTRE, BRICEDVTHERBBNICERAE DL, HILL
JY—AZEWLLRIS —Z2EHITIUENBLBYET,

M oY —EAT RO—JLAR) S — (SCP) ZFEAL T, EBERLEBEBEN (OU) DX N=T
AIOVRNOT IO EAFADOLREERBLET, SCP TR, PATFUTATAR—ADRII—F =
FVY—AR=ADRYS—T, THADMAOIVT 4714 (A—YF—FLRFO-I) CHE5TS
TOEAFANHRENEXIN, TOEAHATRFEEThERE A

Yy a AR —k, O—LFEFLERE7IFL—232>1——%51ZFZFTET, AWSCLI £i&F
AWSAPI Y2 a R —%ZF>TO—)LELERGRI—F—DTFATFoTATAR—=—ADRKR) > —
FEYv2avICNEITZIHTZFHRERIZIE, v a> RIS —Z2EBELET, v a2 RIS —T
E. ERLEEY S a 07V EAFANHRENETHS. 7ORAFTRFTEENELA, FHMIC
20WTR., "TEv2a Rl —, Z2RBLTLEE,

T O EAFAOER 60


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_scp
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session

tF¥1UT 1O/ AWS Well-Architected 7 L — A7 —%
RANTZ0T714 X

« SEC03-BPO1 7V L AEH/ZERT S

« SEC03-BP02 Z/MFHENDT I EAZNELFT

« SEC03-BPO3 BER TV EANDTOLAZHITS

« SEC03-BP04 7 7 L AFFAI Z KM ([CHIE T %

« SEC03-BPO5 #BNT7 VLA AAH—RL—ILZEET D

« SEC03-BP06 ZA7HAVIICETVWTIT IV ERZEETD

« SECO3-BPO7T NT VY VBRIV OARTHIRNT IV ADS M
« SEC03-BPO8 #HBERN T YV —RAZZ&ICHETS

« SEC03-BPO9 H—RN—FT 41— UV—-RZR2ICHETS

SEC03-BPO1 7V L AEH{HZERT S

D—J0—ROBEIR—FXRRVY—-RAILE, EBE, IO RI-—¥—, £LEZOMOI>
R—RBNIRBDTIVERANBETT, BAVER—KMOTIELAEOHDAEXD D ZRHREIC
E&L, BUBRIDORATE, BABIOBAOFEZZBRLET,

— RO T FNE—2

« —VOLYRNEN—RIO—F12009%, FLET77V5—>23a>RICEMNTS
« BE1—HY—ICHAZLDT OV LEAFAZNFETS
o KW BFRAEHRZFEATS

CORANTZOTA4RZFRALBVHEEOD)RAILARIL: &
EEOHAZA A

D—O20—ROZEIAVAR—ZFRMPVY—-RICIEF, EBE, IV RI1I—Y— FLEEzoodr
R—FKVNLKDTIVECANBETT, FEAVR—FRMOTIOELAEOHDAENS 2 ZHEEIC
E&HZL., BYBEIDODRATE, BIASRORBATDOHFEZBIRLET,

BEBRAD AWS PTHI MOEBNBET VAR, 7T FL—232T7O0EAN—mitEhiz ID
7ONAE—ZFERAL TRETIBEN BN ET, £, PATUT1T1EEBZ—miLL. AWS
NDT IV EAREREBOT IVEATATHAVIINRETRILOORUENIZTTI0T 1 AZRET
PRENHVET, IR, REEBFTIEALRNIOERBIBEICEHITHEER., TOJIL—T
AXVN=29TEHLWTF I ELAEHZRRIDESICEETNDHLEN B ET,

SEC03-BPO1 7V L AEHZERT S 61


https://aws.amazon.com/identity/federation/

EFI1VTF1OR AWS Well-Architected 7 L —AD—%

FABTATUTATADT I CARHZERTIREER, EOTTVTr—232VR-—F Vb
ATOEAZZEELTVRA, RETIVEAHAZEDISICNETRINZRELET, RS
2770-F&, BMNEFETIVEAETFITEBEENLEO-NZEATEIHETT. AWSYZ—2
RRVZ—F, BE—RNBI—AT—RZHAN—F%, BRIEREZAD IAM R —ZRHL F
ER

AWS Secrets Manager ¥ AWS Systems Manager Parameter Store 2 &M AWS OB —E Ak, 7
TVT—=23a FEERED—0O0—RISI—VLY NEZRZLICPBTDIDICKRIEE T, Secrets
Manager Tl&. RIIEHROBEBHO—FT—> 3 AMWITEE T, Secrets Manager T/NTX—2 D
ERRICEELE—E0RMZFERATAET, AYUZM, ONXU R, SSM RFI1XU N, &
E. BT —2070-RAONTX—RZSBTEET,

AWS IAM Roles Anywhere ZEfA 3% &, AWS DA TEITENDD—IO0—RIAM ICH T2 —
R tEF 1T (FRAMEREMBTEER T, 7—IV0O—RKRTRE. AWST77UTr—>3a>#F AWS U
V=—AICT V2RI BBRIFEATZIOERLU IAMAR U —E IAMO—)LZERATEEXT,

ARERBE. REOBENGRIIEHRLYE., EHO—BNERIABHREEBLELET, 7O T AIC
KBTIV LA RPNDBAERZEZFE >I—Y—HIBRERIFUATR, TIOEAF—NBEICERAL
~EHREFEALT, PO9RAF—20—FT—>3a 0B LPHIKRLET,

AWS YXZXIX ROV —=I) OAET AWS Z2BETZICIE. I—F—R@F7OTFALICLDT It
ANBETY, JOJSIFYIOTIORAREEZNETDHEE. AWSICT7VEALTWSI—H—
DERATIZE>TERYZET,

A—Y—C7O0IIFYITIOEAEEZRETRICE. UTOVWThADOAF TS a2 &ERLF
ED

J7AUSIFYIOTOEARKE BAY FE
EHBETHI Y-

IAM (H2R) — SRR ERE FERATDIARA—TILAAD
LTV —ILERitE#H%E BRICE>TLSEEZL,
AL T. AWSCLI, AWS
SDK. £k AWS APl Ay AWSCLIED W T,

SO4YSIFYHUS TR TAWS Command Line
CEBELEY. Interface 1—H'—H 4 K

O "TAWS O—AHILHARKAD
0742, 22RBLTLKE
=W,

SEC03-BPO1 PV AEH#ZEERT S 62


https://docs.aws.amazon.com/singlesignon/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/security-iam-awsmanpol.html
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https://docs.aws.amazon.com//sdkref/latest/guide/access-login.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-login.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_UseCases.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://aws.amazon.com/blogs/security/how-to-control-access-to-aws-resources-based-on-aws-account-ou-or-organization/
https://aws.amazon.com/blogs/security/identify-arrange-manage-secrets-easily-using-enhanced-search-in-aws-secrets-manager/
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://www.youtube.com/watch?v=3qK0b1UkaE8
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://aws.amazon.com/blogs/security/techniques-for-writing-least-privilege-iam-policies/
https://aws.amazon.com/blogs/security/iam-access-analyzer-makes-it-easier-to-implement-least-privilege-permissions-by-generating-iam-policies-based-on-access-activity/
https://aws.amazon.com/blogs/security/iam-access-analyzer-makes-it-easier-to-implement-least-privilege-permissions-by-generating-iam-policies-based-on-access-activity/
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://aws.amazon.com/blogs/security/zero-trust-architectures-an-aws-perspective/
https://aws.amazon.com/blogs/security/how-to-implement-the-principle-of-least-privilege-with-cloudformation-stacksets/
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html
https://docs.aws.amazon.com/aws-technical-content/latest/cost-optimization-laying-the-foundation/tagging.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/prescriptive-guidance/latest/choosing-git-branch-approach/understanding-the-devops-environments.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/choosing-git-branch-approach/understanding-the-devops-environments.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
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* What is AWS CloudTrail?
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« SSNTYRNEAT T T Y MD CloudTrail /1 X NOJREEOEML
c OFFABEHRLA—NEERLET, AWSTHI b
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* Become an IAM Policy Master in 60 Minutes or Less

» Separation of Duties, Least Privilege, Delegation, and CI/CD

» AWS re:Inforce 2022 - AWS ldentity and Access Management (IAM) deep dive
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/MonitoringDynamoDB.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-cloudtrail-logging-for-s3.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://www.youtube.com/watch?v=YMj33ToS8cI
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https://aws.amazon.com/organizations/
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#how-controls-work
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html
https://docs.aws.amazon.com/controltower/latest/userguide/orgs-guidance.html
https://docs.aws.amazon.com/controltower/latest/userguide/orgs-guidance.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_strategies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
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» AWS Solution: Temporary Elevated Access Management
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https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_data-perimeters.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
https://aws-samples.github.io/iam-identity-center-team/
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html#validatedpartners
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https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/singlesignon/latest/developerguide/what-is-scim.html
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« AWS Identity and Access Management Access Analyzer O {5 F
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* AWS re:Inforce 2023 - Manage temporary elevated access with AWS IAM Identity Center

+ AWS re:Invent 2022 - Simplify your existing workforce access with IAM Identity Center
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/singlesignon/latest/developerguide/what-is-scim.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_identity_provider.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://www.youtube.com/watch?v=a1Na2G7TTQ0
https://www.youtube.com/watch?v=TvQN4OdR_0Y&t=444s
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« AWS re:lnvent 2022 - Harness power of IAM policies & rein in permissions w/Access Analyzer
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https://www.youtube.com/watch?v=x-Kh8hKVX74&list=PL2yQDdvlhXf8bvQJuSP1DQ8vu75jdttlM&index=11
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://aws.amazon.com/iam/features/analyze-access/
https://aws.amazon.com/security/provable-security/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html

EFI1VTF1OR AWS Well-Architected 7 L —ALT—2

DHINVVY—AICFREENTVBRCEZRIETEXRT, YNILFTFHORNTIOEARICEFTTS
&, BEARAV—Z2FALT, O—ILZ5EBHRENTERT—AZHHTEXT, flx

(&, PrincipalOrgld &#4F+—%®#HAL T, AWS Organizations DABASO—)LZZV) HTBHEH

hZIERTEET,

AWS Config &, B2 TEREENEZUY—AZLR—KTE, AWSConfig RUZ—F IV IO %Z&E
UT. NTVYIOTOEANREENTVR Y —RAERBETEET, AWS Control Tower KXY
AWS Security Hub CSPM %% £ D —E A Tlk, AWS Organizations £ TF I v V& H—RL —
LoF7O4 FE&RfbEh, NTVYIICL/BEEAhTVWR DY —RAEEBE, BETEET, flX
(&, AWS Control Tower ICl&, Amazon EBS A+ Y723 Y "A"AWS PHU U MK 2 TERTHA
BENESHZERETEBDNER—IJRA—RL—INFBYET,

KREFIE

« AWS Config | AWS Organizations Zf#HA 9% C & 21519 %: AWS Config Tlk, AWS
Organizations AOEEDO T H I "D SEFEhEEBETHVMNIKREBERZENTESR
T, chiZkl), @ENBEI-—FRHEEZh., 7HI2 KETAWS Config L—I)L 27704 L
T NTVY DT O RATAEB)Y —RZRETEET,

« AWS Identity and Access Management Access Analyzer Z3&%E 9 %: IAM Access Analyzer &, 7t
HBITATAEHBEENTVS Amazon S3/NT Y MR IAM OB E, BBETHOMD
)Y —AZRBBITEDICKRIEERT,

« AWS Config TEHEIMEEEZEAL T, AmazonS3NTY NONT VY O F O ARENEEICK
93 Amazon S3ANTY RONT VY OFOA7TOY VREZBENICAICTEET,

s FEZARUVITETS—RNERELT, Amazon S3ANT Y RANT VY DIZB 2 ESH =T
RFB:Amazon S3NT VY OFORATAY ON A 72> T, Amazon S3 /N7 Y RHFINT
)Y DB A ESHERETIEZ RV IET T ERETHIHRENHYET, &5
IZ. AWS Organizations ZEAL TWVW2FEE, AmazonS3INT VY ITIEARIS —ADE
BFEB<H—EXROO—LRIS—ZERTEET, AWS Trusted Advisor l&, F—7>7F
DA ZED Amazon SSNT Y REFIVILET, #ICTETIVEAZRE, 7y 7O—
K., BIBRTBDNTY NERIE. NTYNOTATLEZHRHTEEM TE. itl&*ﬁ]l‘%'(é%&ot_
TB5CET, EF1VT A BEOBEORERERZD &N HY) FT, Trusted Advisor DF TV 9
Tk, NTY NOBRRHBT IV EAFAEZRIELET, £, NTY NMCBEERGFSsSNERD S —
T.NTYRNOT VAT ZLEEZTHARMENBIEDICOVWTERIELET, £z, AWS
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https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-Publicly-Accessible-Resources.html
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/aws/amazon-s3-update-cloudtrail-integration/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
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« AWS Identity and Access Management Access Analyzer O {5 F

* AWS Control Tower controls library

* AWS Foundational Security Best Practices standard
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* AWS Trusted Advisor check reference

* Monitoring AWS Trusted Advisor check results with Amazon EventBridge

* Managing AWS Config Rules Across All Accounts in Your Organization
+ AWS Config & & ' AWS Organizations
* Amazon EC2 TERATHHIC AMI ZNBHT D
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» Best Practices for securing your multi-account environment

* Dive Deep into IAM Access Analyzer
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https://docs.aws.amazon.com/macie/latest/user/findings-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html?ref=wellarchitected
https://docs.aws.amazon.com/controltower/latest/userguide/controls-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_use-managed-rules.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.aws.amazon.com/awssupport/latest/user/cloudwatch-events-ta.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharingamis-intro.html#block-public-access-to-amis
https://www.youtube.com/watch?v=ip5sn3z5FNg
https://www.youtube.com/watch?v=i5apYXya2m0
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-securityhub.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-backup.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://aws.amazon.com/ram/
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-network-firewall
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/scp.html
https://docs.aws.amazon.com/ram/latest/userguide/scp.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
https://docs.aws.amazon.com/AmazonS3/latest/userguide/about-object-ownership.html
https://aws.amazon.com/cloudfront/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/welcome.html
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 How to use Trust Policies with IAM
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/perimeter-implementation.html
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-kms-key
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example4.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
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https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html

EFI1VTF1OR AWS Well-Architected 7 L —AD—%

- SERID ZBERAT S,

CORANTZO9T4ARZFRALBEVWEEODURAILAR): &
EEOHAZA A

AWS Organizations AD VY —RAZHBLEY, FHAO NI —RN—FT1—OF VA ZR/F5L
YT BRHENHYET, flaE, U —RN—FT 1 —HFEHITIERYVI1—-—>3 8, EHOTH
DORADODVY—RICT IV EATEIHBEN HBDLELNERA,. TOLSLBES, Y—RN—FT1—
ICE>DTHEBERDOAKAZEL IAMVOAT AV MNA—LZERLET, 512, A0 ID %
HEFEALTEERI—2ZERLET, ASBIDZFEATRIE, BOFRLEEY—RN—FT1—H%
BE, Y —RN—FT 11—, FERETFI—ICR/RLT—EDIDZERTEET, —E0O ID ZERK
#F., BOUAOAYICE>TOANO=ILTELBLLBEYEST, Y—RN—F1—F. AZHID 2%
22, EETRA) OBRURAFECEFICHENHFZI7TOLARAERETILEN BV ET,

F /. IAM Roles Anywhere Z#EH T2 &, AWSAPI ZEAL TWS AWS OABOT7 75— 3
YOIAMMO-)IZEETEEXT,

H—RN—TFT 1 —HNFEHORBILTIVERAITEIMXEN BL<BE2LBEEK., O—I)LZHKRLET., H—
RN—F 1 —ICRENBFRARREZREIT DI CEBFBITSEZV, BOAWS THIU KN £ET—

Y 0— REHETE S AWS Well-Architected Tool X, FIET2 AWS DY —REHOT AUV M E

REICHBETE S AWS Resource Access Manager 5 &, £B%ZHR—KNT2MH0 AWS H—E R I
DVTHRELTHEET,

REFIE

1. VA7 A A=) ZERALTABTHIONITIORLATESDRSICLET, JOAT
HoORO=—)ZFEATRE, BEICHY—EAZRMHIDZIENTAIBTHI KU —R/N—
TA—DNRELTVIMEBEROEZ, BSTENTEERT, JORTHINO—=ILIHB

TOLAZEBBIVEEIDRENZHIFLEN S, AWS/N— N F—FLEREREBROMOT
NIOVREBE, FTHIOVRDOD AWS VY —AANOT O tARZY—RN—FT1—ICE2IIRETE
F9, Y—RN=F 1= NATVYRAVITSZARNSIF¥HASH—ERZRHLEY, F
7H48A7—23IlF—RZTILLIEYTREEN HYET. IAM Roles Anywhere ZER T
&, H—RN—F14—0T7—I0—RFEAWS D—VO—REZ2ILBETE, RN
BHROLEHECHEIRBTEET,

NBTHORNTOEAZRMTZ-HIC, - —cBHEFTSN-RANFRER, L&
TOERAF—Z2FALBVWTLEZV, ADYIC, JORTAHD> O ZE>TIOARTAH
DORTIOEAZRHBLET,

SEC03-BP09 H— RNN\—F 1 —& Y —AERLICHETS 92


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/workloads-sharing.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/workloads-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://aws.amazon.com/blogs/security/how-to-use-external-id-when-granting-access-to-your-aws-resources/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/identity-management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/blogs/apn/tag/cross-account-roles/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_define_guardrails.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_lifecycle.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example4.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://aws.amazon.com/premiumsupport/knowledge-center/cross-account-access-iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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Collecting Information from AWS CloudFormation Resources Created in External Accounts with

Custom Resources

Securely Using External ID for Accessing AWS Accounts Owned by Others

Extend IAM roles to workloads outside of IAM with IAM Roles Anywhere

BEIE B d:

« How do | allow users or roles in a separate AWS 7 17J 2 ~ accesstomy AWS 7 HD 2 K?

* AWS re:Invent 2018: Become an IAM Policy Master in 60 Minutes or Less

+ AWS Knowledge Center Live: IAM Best Practices and Design Decisions
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« Amazon DynamoDB ANDVOAAFTHI VKTV EAZFRET S
* AWS STS Network Query Tool
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic-cross-account.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://aws.amazon.com/blogs/apn/collecting-information-from-aws-cloudformation-resources-created-in-external-accounts-with-custom-resources/
https://aws.amazon.com/blogs/apn/collecting-information-from-aws-cloudformation-resources-created-in-external-accounts-with-custom-resources/
https://aws.amazon.com/blogs/apn/securely-using-external-id-for-accessing-aws-accounts-owned-by-others/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://www.youtube.com/watch?v=20tr9gUY4i0
https://www.youtube.com/watch?v=YQsK4MtsELU
https://www.youtube.com/watch?v=xzDFPIQy4Ks
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/configure-cross-account-access-to-amazon-dynamodb.html
https://github.com/aws-samples/aws-sts-network-query-tool
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html

EFI1VTF1OR AWS Well-Architected 7 L —ALT—2

7575355 Amazon CloudWatch Logs TH3FEE., #7723 el T, PV EABEEORVOT %
Amazon S3 ICT7—HA T §B L ERTTIDURENF HYET,

s OJARNL—27ES: EOOTARNL—2%EBAD G, FRALTVWSROTITUY —)L, fRiG#ae
FEVWPTE, JARNEENED>TEET, OTJARNL—2 0 —&HVEBIRBIE, Amazon S3 /N
rv NE =& CloudWatch Log A J I —7TF,

Amazon S3/NT Y Nk, SAT7HA4OIINRID—=DF72a>Tib>2TWS, BEAFNMER
CENh, MAMOEWARNL—%ZBHUET, Amazon S3INNT Y MCREEATWVWSOY
l&. Amazon Athena BENDH—EAZE>TIOITIITDENTEEXRT,

CloudWatch O%' ¥ )L—7l&. CloudWatch Logs Insights Ic& V), TRAMEOBEVWAKNL—2EE
N OTVMERZRELET,
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EBRDEAEDEICEDERINETT,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_exportfindings.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-config.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/athena/
https://aws.amazon.com/opensearch-service/
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https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/config/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
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« SEC04-BP02 BN LU =BAICOT., BEFER, XNV OAZEY)IAD
« SEC07-BP04 AT —F7IWNBTF—ZDTA THAVINEBEEETD
« SEC10-BP06 WY — )L ZErT7O4 93

BERFIXD N

« AWS Security Incident Response Guide
« Amazon Security Lake D BB 5%
» Getting started: Amazon CloudWatch Logs

BSEE B

* AWS re:lnvent 2022 - Introducing Amazon Security Lake

BiE 9 5 Hi:

 Assisted Log Enabler for AWS
« AWS Security Hub CSPM Findings Historical Export
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/security-lake/getting-started/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_GettingStarted.html
https://www.youtube.com/watch?v=V7XwbPPjXSY
https://github.com/awslabs/assisted-log-enabler-for-aws/
https://github.com/aws-samples/aws-security-hub-findings-historical-export
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/waf/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/route53/
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EKS, VPC 70—O7BED—MBWEY —ADSEENICT—FZRMYVIAL LS ICRETER
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EETEET, T—RN—FT1—OF—FV—-AREEZFALILY), HARLDOT—RYV—RA%ZH
ETBDEETEERT, IXNTOMEICKY), F—XH Open Cybersecurity Schema Framework
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EFIVFTATF—REEEMENESFICREFETZ LT, SELIMMEEFERTEDLSICE
WET, AWS Ik, AWSRIETEET B X1 VT 1Y —ILe, QJF7—HhA4TOFTHO K
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HAVEREREL, OJEOJERB7OCAOESHETAME, OJICT7IOEATSE Y=
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BLETF—2REEMZIVIVRAICAETACETHRELYIKBYET,
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FA)FTAYV=)IBT IO NEERLET. AWS Control Tower ZFEHL THBEZEEL T
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https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/eks/
https://aws.amazon.com/eks/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/guardduty/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://github.com/ocsf
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#security-tooling-accounts
https://aws.amazon.com/athena/
https://aws.amazon.com/quicksight/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html
https://docs.aws.amazon.com/security-lake/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
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« SECO01-BPO1 7AD N EFEALTO—V0O0—RED (TS
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« SEC08-BP04 7OV AOA hO—IZEATS
« OPS08-BP02 D—70O—ROJZHHIS

BERFIXDN:

c AWSKRDOA MR=—N—BEBOTHVNTAWSRIEZERTS
* AWS Prescriptive Guidance: AWS Security Reference Architecture (AWS SRA)

+ AWS Prescriptive Guidance: Logging and monitoring guide for application owners

BEiE T 5 i

» Amazon Athena & Quick ZERA L TV —AA 50O T7F—XZ &, BE, HBENLTD
+ Amazon Security Lake DFEHFE R % Quick THREILT D HE

* Generate Al powered insights for Amazon Security Lake using Amazon SageMaker Al Studio and
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+ |dentify cybersecurity anomalies in your Amazon Security Lake data using Amazon SageMaker Al
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https://docs.aws.amazon.com/security-lake/latest/userguide/source-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_multi_accounts.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_lifecycle_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_data_rest_access_control.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_workload_observability_analyze_workload_logs.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/logging-monitoring-for-application-owners/introduction.html
https://aws.amazon.com/blogs/security/aggregating-searching-and-visualizing-log-data-from-distributed-sources-with-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/security/how-to-visualize-amazon-security-lake-findings-with-amazon-quicksight/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/machine-learning/identify-cybersecurity-anomalies-in-your-amazon-security-lake-data-using-amazon-sagemaker/
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« Amazon Security Lake ®/N\— K F—
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https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service/
https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service/
https://aws.amazon.com/blogs/aws/simplify-aws-cloudtrail-log-analysis-with-natural-language-query-generation-in-cloudtrail-lake-preview/
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/security-lake/partners/
https://github.com/ocsf
https://aws.amazon.com/athena/
https://aws.amazon.com/quicksight/
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* AWS re:Invent 2023 - AWS networking foundations
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« VPC D4

» Access container applications privately on Amazon ECS by using AWS Fargate, AWS PrivateLink,
and a Network Load Balancer

+ Serve static content in an Amazon S3 bucket through a VPC by using Amazon CloudFront
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« AWS Transit Gateway reference architectures for many VPCs

 Application Acceleration and Protection with Amazon CloudFront, AWS WAF, and AWS Shield

» AWS re:Inforce 2023: Firewalls and where to put them
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https://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
https://youtu.be/kmSdyN9qiXY
https://youtu.be/2B5bhZzayjI
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https://www.cisecurity.org/
https://public.cyber.mil/stigs/
https://public.cyber.mil/stigs/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/image-builder/
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https://aws.amazon.com/ecr/
https://aws.amazon.com/ecr/
https://gallery.ecr.aws/docker
https://aws.amazon.com/codeartifact/
https://aws.amazon.com/codeartifact/
https://docs.aws.amazon.com/lambda/latest/dg/chapter-layers.html
https://aws.amazon.com/image-builder/
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-codesigning.html
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» Deep dive into AWS Lambda security

BSiE 3 % fl:

* Quickly build STIG-compliant AMI using EC2 Image Builder

 Building better container images

* Using Lambda layers to simplify your development process

* Develop & Deploy AWS Lambda Layers using Serverless Framework

« F—72YV—AM SCA, SAST, DASTY—J)LZFEALTI> RY—T RM AWS DevSecOps
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https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_patch_mgmt.html
https://www.youtube.com/watch?v=FTwsMYXWGB0
https://aws.amazon.com/blogs/security/quickly-build-stig-compliant-amazon-machine-images-using-amazon-ec2-image-builder/
https://aws.amazon.com/blogs/containers/building-better-container-images/
https://aws.amazon.com/blogs/compute/using-lambda-layers-to-simplify-your-development-process/
https://github.com/aws-samples/aws-serverless-lambda-layers
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
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https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://aws.amazon.com/s3/
https://aws.amazon.com/cloudtrail/
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» Replacing SSH access to reduce management and security overhead with AWS Systems Manager

BEEY—)L:

+ AWS Systems Manager

SEC06-BPO3 FEHEBEA U ETUT AT T IEAZHIRT S 134


https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_immutable_infrastructure.html
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/systems-manager/
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» Controlling User Session Access to Instances in AWS Systems Manager Session Manager
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+ EC2 Image Builder: AWS TOE A VARN—=)LADO—ROBEERIELET

+ AWS Systems Manager: SSM IT— I RNDEZERIELET

+ Amazon CloudWatch: CloudWatch T— I KNV T —D DEBZEZRIELET
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WBRSIZ, I X—C0MBERILICEATZITOELRICTF ORI ERRIAZEIIAXET,

AWS Signer 2 AL T, EEOHKRILE, MBEOVY 7 NIVITFTET—T47 77 NOMBENOI—RE
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» Cryptographic Signing for Containers

Best Practices to help secure your container image build pipeline by using AWS Signer

Announcing Container Image Signing with AWS Signer and Amazon EKS
AWS Lambda TOO— REFZDERE

Best practices and advanced patterns for Lambda code signing
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/awstoe-verify-sig.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/verify-agent-signature.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/verify-CloudWatch-Agent-Package-Signature.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/lambda/
https://aws.amazon.com/ecr/
https://aws.amazon.com/blogs/containers/cryptographic-signing-for-containers/
https://aws.amazon.com/blogs/security/best-practices-to-help-secure-your-container-image-build-pipeline-by-using-aws-signer/
https://aws.amazon.com/blogs/containers/announcing-container-image-signing-with-aws-signer-and-amazon-eks/
https://docs.aws.amazon.com/lambda/latest/dg/configuration-codesigning.html
https://aws.amazon.com/blogs/security/best-practices-and-advanced-patterns-for-lambda-code-signing/
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» Code signing using AWS Certificate Manager Private CA and AWS Key Management Service
asymmetric keys

BSE 3 3 Hl:

» Automate Lambda code signing with Amazon CodeCatalyst and AWS Signer
 Signing and Validating OCI Artifacts with AWS Signer

BEEY —JL:
« AWS Lambda

« AWS Signer
« AWS Certificate Manager

+ AWS Key Management Service
» AWS CodeArtifact
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https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/devops/automate-lambda-code-signing-with-amazon-codecatalyst-and-aws-signer/
https://aws.amazon.com/blogs/containers/signing-and-validating-oci-artifacts-with-aws-signer/
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/kms/
https://aws.amazon.com/codeartifact/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/integ-compliance-products.html
https://aws.amazon.com/config/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/guardduty/
https://aws.amazon.com/security/partner-solutions/#infrastructure_security
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://aws.amazon.com/blogs/security/get-the-full-benefits-of-imdsv2-and-disable-imdsv1-across-your-aws-infrastructure/
https://youtu.be/2B5bhZzayjI
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_data_a2.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_example-tag-policies.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tag-editor.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-at-rest.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-in-transit.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_decomissioning_resources_data_retention.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification.html
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https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=*all&awsf.methodology=*all
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/welcome.html
https://aws.amazon.com/blogs/compute/building-a-serverless-tokenization-solution-to-mask-sensitive-data/
https://aws.amazon.com/blogs/security/how-to-use-tokenization-to-improve-data-security-and-reduce-audit-scope/
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https://aws.amazon.com/organizations/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_define_protection.html
https://docs.aws.amazon.com/glue/latest/dg/detect-PII.html
https://docs.aws.amazon.com/sns/latest/dg/sns-message-data-protection-managed-data-identifiers.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
https://aws.amazon.com/blogs/security/enabling-data-classification-for-amazon-rds-database-with-amazon-macie/
https://aws.amazon.com/blogs/security/detecting-sensitive-data-in-dynamodb-with-macie/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://aws.amazon.com/ebs/data-lifecycle-manager/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html
https://aws.amazon.com/backup/
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-snapshots.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-snapshots.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://aws.amazon.com/dynamodb/
https://docs.aws.amazon.com/glue/latest/dg/catalog-and-crawler.html

EFI1VTF1OR AWS Well-Architected 7 L —ALT—2

3. D—UJO—ROEHPHRFOENIIKUT, F—EF47H A VI EEOEEK, KHl, KU —
EREMNICER, BB, BAEIILHOTOLRAEBHLERILET,

a. AWS Config THBIZA 79 A JLEBABMCBZ>TVWBEVWI Y —AZ2RETS

)Y —A
BETIRANTZI9T14A:

+ COST04-BP05 F—RER&FARV—%BRHT D
+ SUS04-BPO3 RN —FERALTTF—RXEY NDTATHA VI EEETS

BERFIXD N

s TR EICEIBIRITA INR=/N—

* AWS Blueprint for Ransomware Defense

+ DevOps Guidance: Improve traceability with data provenance tracking

BSE 3 % fl:

* How to protect sensitive data for its entire lifecycle in AWS

+ Build data lineage for data lakes using AWS Glue, Amazon Neptune, and Spline

BEEY—)L:

* AWS Backup

* Amazon Data Lifecycle Manager

+ AWS Identity and Access Management Access Analyzer

REFOT—ZDRE

REPFOTF—RER, T—VO0-ROEBOHBICKBEHNANL —JICRFTNZINTOTF—
2EELET, flaF. 7OV IARL—2 ATZITUVRANL—D, F—ER—R, 7—HA
7. 0T FNAR, F—ENFREEATVDZZTOBOAN L —DREBEF B ET, BSLEBEY
BT 7EAAY NO—IAREEATVWEIHERR, REFOT—F2REIDETFRETIEAD
VAV ZERBRTEEXT,

REPOT—RXORE 151


https://docs.aws.amazon.com/config/latest/developerguide/s3-lifecycle-policy-check.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_decomissioning_resources_data_retention.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_data_a4.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://d1.awsstatic.com/whitepapers/compliance/AWS-Blueprint-for-Ransomware-Defense.pdf
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.dlm.8-improve-traceability-with-data-provenance-tracking.html
https://aws.amazon.com/blogs/security/how-to-protect-sensitive-data-for-its-entire-lifecycle-in-aws/
https://aws.amazon.com/blogs/big-data/build-data-lineage-for-data-lakes-using-aws-glue-amazon-neptune-and-spline/
https://aws.amazon.com/backup/
https://aws.amazon.com/ebs/data-lifecycle-manager/
https://aws.amazon.com/iam/access-analyzer/
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https://aws.amazon.com/kms/features/#integration
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/application.html#app-kms
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
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https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html#deleting-keys-how-it-works
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://aws.amazon.com/cloudhsm/
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EFI1VTF1OR AWS Well-Architected 7 L —AD—%

SEC08-BP03 REHF D TF—RXDREZBHILTS

BEMLZFIAL T, REFOF—XOMEZRIEL, BALET, BBHRAF vy Z2FRALTTF—X
ARL=2VV1—-23 2 0REIAZKREL, TESBERE 7O AICKZBENCTEEZT
WET, CI/ICD 7ORARICEEBLEZBHRIAAT, FT—RARNL—DOREZAZRAL, ABRE
ICERAEhBWRS KRAICBHEERT,

HEFEEhBHR: BB ATALAN, IV MAO-LOREZIA, FETI7tA, FHLUKVWERGEY
BWA, F—RARNL—VOBREAF Y LTERLET, T—RAMNL—DOREI AN KT
ThdE, BBBENFRHBLET. BELEALETORALCK 2 TTF—RONY OT Y THERE
N, 4121—27) (EEFTEE) BAE—DPNYITYTRORBOATFIZREETNETS,

— RO T FNE—"

s TTANINBRETCHESILEZEMITRIAT>IVHFYR—RENATVWRIOI, ES5LEFT>I Y
ZiRE L,

s NV OTYTEEROEBLHBERETZIRIC. EALOANRYNEFTELSEFIVT AKX
YREEBLTLAEL,

« ARL=2H—EBERICHULTINT VY IT7 UV EAREEZRFLE LV,

s REFOTF—FZRBEIZ-OORHEOEBRCPEEZL TLEL,

CORARTZOTARAEZERTEAVY M BBLE, F—RANL—COBAOREIADIYA
VEB<DIIRAUEET, REIANEFRBICAVIAEFBZVLSICHIETEERT, CORARNTZ
ITAAR, BREIANBELBEORBEBEICERIEERT,

CORARNTZUTAREFEALBEVEEDURYLAIL: &
REOHAXU A

REFOTF—22RBIDLHOOHSWWIEM)EKIZHSVWT, BELEEETY, MSEC01-
BP06 XN EF1UT 1 REDFT7O4 BB TS, Tk, AWS CloudFormation 7 & @
Infrastructure as code (1aC) T 7L — R ZFEAL TV Y —AREZF Y 7F v T2 HEZHRALF
To cNSOTV7TL—NEN=DaEBATAICIDAZIY REN, CICDNA7TZ5A4 > 72EL
TAWS TUY—RETF7OA4 TR EHICERAENET, T—R2ANL—2VJ1—-23 2 0RE
(Amazon S3 NI Y NOBESILRELZE) ZBHLTIHAICE, ChsOFENBRICERAENE
¥,

aC T 7L —RTEZBRENEREICI AN ZEWVA, AWS CloudFormation Guard ®JL—JL % CI/
CONATTAHATHEALTFIVITEET, AWS Config ZEMA L T, CloudFormation X° ¥

SEC08-BPO3 REFNTF—XNDREZBELT S 159


https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/config/

EF1UTF1OK AWS Well-Architected 7 L — A —7
DD 1aC Y — )L TCEEFATEBRVREZEZ- XV TJL., REIAZHERTEEY, SECH4-
BP04 JEE# )Y —ANEEZFEKR TS, THREATNTVBRKRSIC, REI ALK L T Config A&
RITBT5—NIBENICEETEET,

TOLAHUEROHEICER LZEHAIADLCLE, BT —ZFREBEOERELELTCFAXTT,

FSEC03-BP02 &’NMFHEDT VtAZFETSH 1 KT "SEC03-BP04 7 Ut AFF Al Z fik ke 8y
ICHIE T %.1 Tk, RDMBETIVEARIVD—OREICOVTHEBALEFT, AWS Identity and
Access Management Access Analyzer IZ& 2 TR D — (GG ICEER S h, #ERZHIBTES
BERFLAR—KFHEIENET, FIOLRAFATOEZZV T 288LT5 LT THL, Amazon
GuardDuty ZSEL T, EBS KU 1—L4 (EC2A VARV AENLT). S3NT Y R, BLTY
R— N & 13 Amazon Relational Database Service T—2ZX—ATEEBRT— XTIV ABEZER
TEFET,

FAEhTOVEVERICKEBT— AN REENTVR L E2RATZEAICE. BB EELE
9, FSEC07-BP03 #HAIB LV DEZ HELT S, Tlk, Amazon Macie ZFEALTS3NTY RNT
FHLEWVRRTFT—R2Z2FT XU T, BHEEEHBIZ TS —NEERTDHEICDVTHEA
LET,

TRELOONNY O T VT F—R, DT 0T 4RI T, BEF—EZNVYITYTHROFUAH/INY
BEEZRARLET, T—XONYITYTEERE, EALEOARNERE, EF2VT14RY
KASEIHTSAEHICEETT,

RETFIR
1. F—BARNL—VOREZ 1aC T 7L —NIBYAREXT, CICDNAT A4 TEBFTY
VTV, REZIAZRELET,

a. laC 7> 7'L— K IZI& CloudFormation 2, 77 L—KhDREZREZFIVITRICE
CloudFormationGuard Z{ERTZ £,

b. AWS Config ZERAL T, 7OF VT4 7T —RTIL—LEZRTLET, COREZFEA
LT, UY—ARADERBIIC CICDNATSAVODATFYZTELTIY—AOAVTSATRA
EHERELET.

2. F—BARNL—COREIANBVA, UY—REER/LET,

a. AWS Config ZBREL T, T—RARNL—2UY—-ADFHRENEEZE-_XZV>JL., &
EIAOKRERICEET V32RO EITI— M 2ERTDESICLET,

b. BEMEEDFMIZDWVWTIE, TSEC04-BP04 JEEH) Y —ANEEZFHET S, 25HBL TL
EEW,

3. F—RT UV EAFHZEBLICK Y BEMNICERL., HIRLET,

SEC08-BPO3 REHF DT —2NREZBELT S 160


https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_continuous_reduction.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/back-up-data.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/config/
https://aws.amazon.com/config/
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https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_continuous_reduction.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_secured_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_automated_backups_data.html
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* AWS re:Invent 2022 - Build and automate for resilience with modern data protection
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AWS CloudFormation Guard Rules Registry

IAM Access Analyzer

Amazon Macie

AWS Backup
Elastic Disaster Recovery

SEC08-BP04 77t AO NOA—-IILZERTS

REFODT—RERBEITDICE, “ﬁ@ﬂ—ﬁﬂ_/7&E®Xﬁ_XAEEﬁLT}7t1ﬂﬁﬁ
EELET. ZPMFEECRBFET ORI NO-IILEBALES, F—2ANNTVYITIOER
FEEEZhB0ZHELET,

HMEFEETNIHEAR TOTF—ZICOVTHBZLEN HD, FAEThEI -0 T—RITIEA
TERELSICLET, EHNBNYIOTYTEN—23 20 TTF—22ZRE L. BERLEV, £
FRERBICLDT—ZORETARHIRZHLELEXT, EEZT—REMOT—EHNSOBL T, BE
HETF—XBEMZRELET,

— RO T FNE—"

c BEEZHEDBORBRDT— 22— HRICRE

s BEEF—IC. BELERZT IV EAFIZEAT S,

s TREAEYICDET S,

s BEERT—ROEMBENYOTY TZRELEZL,

s KETF—ZINOKGHBT I AZRHETS

s F—RBTUVLAZEEITZD Lt EHNICT IV EAFAZEETDLELTULAL,

SEC08-BP04 7V A hO—ILZEAT S 162


https://aws.amazon.com/blogs/mt/how-to-use-aws-config-proactive-rules-and-aws-cloudformation-hooks-to-prevent-creation-of-non-complaint-cloud-resources/
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-inventory.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-inventory.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharing-amis.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
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https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/intro-managing-access-s3-resources.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://aws.amazon.com/blogs/networking-and-content-delivery/amazon-s3-amazon-cloudfront-a-match-made-in-the-cloud/
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lock.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharing-amis.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/deploy-a-react-based-single-page-application-to-amazon-s3-and-cloudfront.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://youtu.be/Y1hE1Nkcxs8
https://aws.amazon.com/privatelink/
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https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
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https://docs.aws.amazon.com/privateca/latest/userguide/UsingTemplates.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html
https://docs.aws.amazon.com/whitepapers/latest/device-manufacturing-provisioning/device-manufacturing-provisioning.html
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaPlanning.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaIssueCert.html
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html

EFI1VTF1OR AWS Well-Architected 7 L —AD—%

+ CloudTrail logs ZB®ICL T, RAKEEF DT AT MOT IV EAZERHL &K
¥, CloudTrail TOJ 7 74 OEEMKIAZFREL., OJTF—XDEEMEZRIITH L2
BREFLET,

s TTANR—NCANFRITELEEVYELLULAHEZ—ERTIDEELR—ZE, EHNIC
A L. LEI—LET, ChSOLAR—KEFSINTYRNIIIVAR—RTEET,

« 77AR—KNCAZT7TOA4THEER, FAIABXRMI AN (CRL) ZREFTSD S3NTY RE
BIATHDVENHYET, JT—VO0—ROBHICESIVTZNDSINT Y NERETDHEICD
WTIE. TPlanning a certificate revocation list (CRL); ZZBL T &V,

JYV—=A
BETIRANTZIT 1A
* SEC02-BP02 —H# SFRRIEHMZ EA TS

« SEC08-BP01 Z& B ¥ —EEBZEETD
« SEC09-BP03 XY RO —VBEZWALTD

BERFIXZN:

How to host and manage an entire private certificate infrastructure in AWS

How to secure an enterprise scale ACM Private CA hierarchy for automotive and manufacturing

Private CA best practices

* How to use AWS RAM to share your ACM Private CA cross-account

S BERE TR

» Activating AWS Certificate Manager Private CA (workshop)

B8E 9 5 i

* Private CA workshop
+ 10T Device Management Workshop (/N4 A7’ OE>a - J %2 &)

BEEY —)L:

SEC09-BP01 £ BB LVHAEERERETD 169


https://docs.aws.amazon.com/privateca/latest/userguide/PcaCtIntro.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaAuditReport.html
https://docs.aws.amazon.com/privateca/latest/userguide/crl-planning.html
https://aws.amazon.com/blogs/security/how-to-host-and-manage-an-entire-private-certificate-infrastructure-in-aws/
https://aws.amazon.com/blogs/security/how-to-secure-an-enterprise-scale-acm-private-ca-hierarchy-for-automotive-and-manufacturing/
https://docs.aws.amazon.com/privateca/latest/userguide/ca-best-practices.html
https://aws.amazon.com/blogs/security/how-to-use-aws-ram-to-share-your-acm-private-ca-cross-account/
https://www.youtube.com/watch?v=XrrdyplT3PE
https://catalog.workshops.aws/certificatemanager/en-US/introduction
https://iot-device-management.workshop.aws/en/
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» Plugin to Kubernetes cert-manager to use AWS Private CA
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https://github.com/cert-manager/aws-privateca-issuer
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html#redirect-actions
https://aws.amazon.com/blogs/storage/enforcing-encryption-in-transit-with-tls1-2-or-higher-with-amazon-s3/
https://aws.amazon.com/directconnect/
https://aws.amazon.com/directconnect/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/private-ca/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-ssl-support.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/access-management-overview.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/permissions.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/mutual-authentication.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/mutual-authentication.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/vpc/latest/userguide/security-groups.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-lattice.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
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REST APl O#HE TLS FREENERE
How to secure API Gateway HTTP endpoints with JWT authorizer

Authorizing direct calls to AWS services using AWS loT Core credential provider
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https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/mutual-authentication.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/iot/latest/developerguide/client-authentication.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/monitoring-access-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://aws.amazon.com/blogs/compute/evaluating-access-control-methods-to-secure-amazon-api-gateway-apis/
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://aws.amazon.com/blogs/security/how-to-secure-api-gateway-http-endpoints-with-jwt-authorizer/
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
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BEIEEpH:

* AWS re:invent 2022: Introducing VPC Lattice
* AWS re:invent 2020: Serverless API authentication for HTTP APls on AWS

BE T 2 fi:

* Amazon VPC Lattice Workshop

» Zero-Trust Episode 1 — The Phantom Service Perimeter workshop
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https://www.youtube.com/watch?v=fRjD1JI0H5w
https://www.youtube.com/watch?v=AW4kvUkUKZ0
https://catalog.us-east-1.prod.workshops.aws/workshops/9e543f60-e409-43d4-b37f-78ff3e1a07f5/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/dc413216-deab-4371-9e4a-879a4f14233d/en-US
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2 | Incident Manager | Jane Doe| jane.doe@example.com | Overall authority during
response |

3 | Incident Responder | John Smith | john.smith@example.com | Investigation and
remediation |

4 | Communications Lead | Emily Johnson | emily.johnson@example.com | Internal and
external communications |

5 | Communications Lead | Michael Brown | michael.brown@example.com | Insights on
critical workloads |
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s AWS EFI1UT A4V T RIHISHAR

E8iE 9 5 f:

* AWS customer playbook framework

* Prepare for and respond to security incidents in your AWS environment

BEY—)L:

* AWS Systems Manager Incident Manager

K TR

* Amazon's approach to security during development
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https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_ops_model_def_activity_owners.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://github.com/aws-samples/aws-customer-playbook-framework
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https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
https:/www.youtube.com/watch?v=NeR7FhHqDGQ
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https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
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https://aws.amazon.com/premiumsupport/
https://console.aws.amazon.com/support
https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html#accessing-support
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html
https://aws.amazon.com/security-incident-response/
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https://aws.amazon.com/managed-services/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/services.html
https://aws.amazon.com/blogs/security/use-backups-to-recover-from-security-incidents/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/

EFI1VTF1OR AWS Well-Architected 7 L —ALT—2

DFEYTF ¥, AmazonEC2 A VARV ADXFEVR D TOWRERE) 412V F 2 MRRBF—AIC
EOT, BETIMWUZEFEEXETINETSI L FREETHY) ., BEEIDNVERT, SHOA AR
ARTHIV M HREBDBZERFHBICTSITT, €510, FEEICIDNETEFABNIZAN R
X TLBYNET, CORSBEHRLS, 72L00Vv 00BNt EAEERYBERKL, EXITIH
ENfHVUET,

AWS Ik, 7#L Y JROBEBLI Y —ANSHABEEIATEY. ChsOUY—AREUTO
VY—AE02a2VIC-—BERREATVET, ChsDOUY—AR, HHEFFERL. SFERIEEL
E7#LDYIONE=20BTY, FROICSEILTDVIFLVAT—FTIFYELTRED
PELNKREBAN, BE, B VI, 77L2DVO7TOCALCRICEETSRH. HILLW I AL
DOV IUBBUNR - EERT R EEZRALTSEEZ L,

)Y —-A
BERFIXD N

* AWS Security Incident Response Guide - Develop Forensics Capabilities

* AWS Security Incident Response Guide - Forensics Resources

« Forensic investigation environment strategies in the AWS 757 R

 How to automate forensic disk collection in AWS

« AWS R&Ei /A4 A > A - Automate incident response and forensics
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« Automating Incident Response and Forensics
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« Automated Incident Response and Forensics Framework

* Automated Forensics Orchestrator for Amazon EC2
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/develop-forensics-capabilities.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-b-incident-response-resources.html#forensic-resources
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
https://aws.amazon.com/blogs/security/how-to-automate-forensic-disk-collection-in-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-incident-response-and-forensics.html
https://www.youtube.com/watch?v=f_EcwmmXkXk
https://github.com/awslabs/aws-automated-incident-response-and-forensics
https://docs.aws.amazon.com/solutions/latest/automated-forensics-orchestrator-for-amazon-ec2/welcome.html
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_remediate.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_remediate.html
https://github.com/aws-samples/aws-customer-playbook-framework/tree/main/docs
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* Framework for Incident Response Playbooks

» Develop your own Incident Response Playbooks

* Incident Response Playbook Samples

» Building an AWS incident response runbook using Jupyter playbooks and CloudTrail Lake
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_develop_management_plans.html
https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/aws-incident-response-playbooks-workshop
https://github.com/aws-samples/aws-incident-response-playbooks
https://catalog.workshops.aws/incident-response-jupyter/en-US
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https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://aws.amazon.com/identity/federation/
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
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* Managing temporary elevated access to your AWS environment
AWS X1 VT AAI T MRRBAAR
* AWS Elastic Disaster Recovery

+ AWS Systems Manager Incident Manager
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* 1AM Access Analyzer ZEA L Iz IABM R 2 —DFRE

» Best Practices for AWS Organizations Service Control Policies in a Multi-Account Environment
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https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/create-fine-grained-session-permissions-using-iam-managed-policies/
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-a-cloud-capability-definitions.html
https://aws.amazon.com/security-incident-response/
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» AWS Security Incident Response Guide - Establish a framework for learning from incidents

* NCSC CAF guidance - Lessons learned
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/establish-framework-for-learning.html
https://www.ncsc.gov.uk/collection/caf/caf-principles-and-guidance/d-2-lessons-learned
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https://www.nist.gov/itl/ssd/software-quality-group
https://www.nist.gov/itl/ssd/software-quality-group/source-code-security-analyzers
https://samate.nist.gov/index.php/Byte_Code_Scanners.html
https://samate.nist.gov/index.php/Binary_Code_Scanners.html
https://aws.amazon.com/q/developer/
https://aws.amazon.com/codeguru/
https://catalog.workshops.aws/sec4devs
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codepipeline/
https://github.com/awslabs/automated-security-helper
https://aws.amazon.com/q/developer/
https://aws.amazon.com/codeguru/
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html
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https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/dl.cr.3-establish-clear-completion-criteria-for-code-tasks.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=partner-type%23technology&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-location=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&awsm.page-partner-solutions-cards=1
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=use-case%23app-security&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/devops/choosing-well-architected-ci-cd-open-source-software-aws-services/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/recommendations.html#secrets-detection
https://docs.aws.amazon.com/codeguru/detector-library/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/blogs/security/how_amazon_codeguru_security_helps_effectively_balance_security_and_velocity/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=AF-pSRSGNks
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» Testing software and systems at Amazon
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» Automated Security Helper (ASH)
« AWS CodePipeline Governance - Github
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https://www.youtube.com/watch?v=o1sc3cK9bMU&t
https://owasp.org/www-project-top-ten/
https://github.com/awslabs/automated-security-helper
https://github.com/awslabs/aws-codepipeline-governance
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
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AWS Penetration Testing provides detailed guidance for penetration testing on AWS

Accelerate deployments on AWS with effective governance

AWS ¥ 1T 4OV ETY—N—hF—

Modernize your penetration testing architecture on AWS Fargate

AWS Fault Injection Simulator
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» Automate API testing with AWS CodePipeline (GitHub)

» Automated security helper (GitHub)
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https://aws.amazon.com/security/penetration-testing/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/architecture/modernize-your-penetration-testing-architecture-on-aws-fargate/
https://aws.amazon.com/fis/
https://github.com/aws-samples/aws-codepipeline-codebuild-with-postman
https://github.com/aws-samples/automated-security-helper
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* DevOps Guidance: DL.CR.2 Perform peer review for code changes

» About pull requests in GitHub

BSiE 3 % fl:

* Automate code reviews with Amazon CodeGuru Security

» Automating detection of security vulnerabilities and bugs in CI/CD pipelines using Amazon
CodeGuru Security CLI
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» Continuous improvement of code quality with Amazon CodeGuru Security
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/dl.cr.2-perform-peer-review-for-code-changes.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-pull-requests
https://aws.amazon.com/blogs/devops/automate-code-reviews-with-amazon-codeguru-reviewer/
https://aws.amazon.com/blogs/devops/automating-detection-of-security-vulnerabilities-and-bugs-in-ci-cd-pipelines-using-amazon-codeguru-reviewer-cli/
https://aws.amazon.com/blogs/devops/automating-detection-of-security-vulnerabilities-and-bugs-in-ci-cd-pipelines-using-amazon-codeguru-reviewer-cli/
https://www.youtube.com/watch?v=iX1i35H1OVw
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https://aws.amazon.com/codeartifact/
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« DevOps HAAVA:DL.CS2 BREIN RBRIZOA—RTF—TAT77IONICELTD
» Supply chain Levels for Software Artifacts (SLSA)

BE ¥ 2 fi:

» Accelerate deployments on AWS with effective governance

Tighten your package security with CodeArtifact Package Origin Control toolkit

Multi Region Package Publishing Pipeline (GitHub)

Publishing Node.js Modules on AWS CodeArtifact using AWS CodePipeline (GitHub)

AWS CDK Java CodeArtifact Pipeline Sample (GitHub)

Distribute private .NET NuGet packages with AWS CodeArtifact (GitHub)

BEIEEpH:

* Proactive security: Considerations and approaches

» The AWS Philosophy of Security (re:Invent 2017)

* When security, safety, and urgency all matter: Handling Log4Shell
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/dl.cs.2-sign-code-artifacts-after-each-build.html
https://slsa.dev/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/blogs/devops/tighten-your-package-security-with-codeartifact-package-origin-control-toolkit/
https://github.com/aws-samples/multi-region-python-package-publishing-pipeline
https://github.com/aws-samples/aws-codepipeline-publish-nodejs-modules
https://github.com/aws-samples/aws-cdk-codeartifact-pipeline-sample
https://github.com/aws-samples/aws-codeartifact-nuget-dotnet-pipelines
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://www.youtube.com/watch?v=KJiCfPXOW-U
https://www.youtube.com/watch?v=pkPkm7W6rGg
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https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cdk/
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
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https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cdk/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/ecs/
https://aws.amazon.com/cloudwatch/
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» Accelerate deployments on AWS with effective governance
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