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Business continuity

How much data can you afford to How quickly must you recover?
recreate or lose? What is the cost of downtime?

Disaster

Recovery point (RPO) Recovery time (RTO)

Data loss Down time
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=3WUShZ4lZGE
https://github.com/aws-solutions/quota-monitor-for-aws
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/
https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
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https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://aws.amazon.com/data/
https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-delivery/
https://partners.amazonaws.com/search/partners?keyword=Configuration+Management&ref=wellarchitected
https://aws.amazon.com/blogs/mt/managing-the-account-lifecycle-in-account-per-tenant-saas-environments-on-aws/
https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
https://docs.aws.amazon.com/service-authorization/latest/reference/list_servicequotas.html
https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=ZTwfIIf35Wc
https://www.youtube.com/watch?v=srJ4jr6M9YQ
https://www.youtube.com/watch?v=O8xLxNje30M
https://www.youtube.com/watch?v=O8xLxNje30M
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https://aws.amazon.com/codedeploy/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
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https://aws.amazon.com/config/
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https://aws.amazon.com/systems-manager/
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
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https://aws.amazon.com/route53/what-is-dns/
https://aws.amazon.com/route53/what-is-dns/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/products/networking/edge-networking/
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https://aws.amazon.com/route53/what-is-dns/
https://aws.amazon.com/route53/what-is-dns/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-configuring.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-configuring.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-determining-health-of-endpoints.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-creating-deleting.html
https://docs.aws.amazon.com/
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/best-practices-dns.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-choosing-alias-non-alias.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-api-gateway.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/HowCloudFrontWorks.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/HowCloudFrontWorks.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio-explained.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/origin-shield.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/high_availability_origin_failover.html
https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/waf/latest/developerguide/cloudfront-features.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-resiliency.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-ddos.html
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https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/network-connectivity-capability.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/dns-failover.html
https://www.youtube.com/watch?v=s5sjsdDC0Lg
https://www.youtube.com/watch?v=E33dA6n9O7I
https://www.youtube.com/watch?v=mwUV5skJJ0s
https://www.youtube.com/watch?v=HJNR_dX8g8c
https://www.youtube.com/watch?v=u-qamiNgH7Q
https://catalog.us-east-1.prod.workshops.aws/workshops/4d9ab448-5083-4db7-bee8-85b58cd53158/en-US/
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpn-attachments.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-transit-gateway-sd-wan.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-transit-gateway-sd-wan.html
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/resilency_toolkit.html
https://aws.amazon.com/directconnect/resiliency-recommendation/
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNConnections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html
https://docs.aws.amazon.com/architecture-diagrams/latest/active-active-and-active-passive-configurations-in-aws-direct-connect/active-active-and-active-passive-configurations-in-aws-direct-connect.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNConnections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/resilency_toolkit.html
https://docs.aws.amazon.com/vpc/latest/userguide/endpoint-services-overview.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways.html
https://youtu.be/fnxXNZdf6ew
https://youtu.be/9Nikqn_02Oc
https://youtu.be/9Nikqn_02Oc
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://aws.amazon.com/answers/networking/aws-single-region-multi-vpc-connectivity/
https://aws.amazon.com/vpc/ipv6/
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/answers/networking/aws-multiple-data-center-ha-network-connectivity/
https://aws.amazon.com/answers/networking/aws-single-region-multi-vpc-connectivity/
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://aws.amazon.com/vpc/ipv6
https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/IPv6-reference-architectures-for-AWS-and-hybrid-networks-ra.pdf
https://aws.amazon.com/blogs/containers/amazon-eks-launches-ipv6-support/
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-backend-instances.html#set-up-ec2
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancers.html#availability-zones
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#availability-zones
https://youtu.be/fnxXNZdf6ew
https://youtu.be/9Nikqn_02Oc
https://youtu.be/9Nikqn_02Oc
https://www.youtube.com/watch?v=FkWOhTZSfdA
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
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https://docs.aws.amazon.com/vpc/latest/ipam/res-disc-work-with-view.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/vpc/latest/ipam/res-disc-work-with-view.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/private-nat-gateway.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/aws-privatelink.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-networks.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/answers/networking/aws-multiple-data-center-ha-network-connectivity/
https://aws.amazon.com/blogs/networking-and-content-delivery/connecting-networks-with-overlapping-ip-ranges/
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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https://martinfowler.com/articles/microservice-trade-offs.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/what-is-mhub-refactor-spaces.html
https://aws.amazon.com/blogs/architecture/seamlessly-migrate-on-premises-legacy-workloads-using-a-strangler-pattern/
https://aws.amazon.com/blogs/architecture/seamlessly-migrate-on-premises-legacy-workloads-using-a-strangler-pattern/
https://docs.aws.amazon.com/app-mesh/latest/userguide/what-is-app-mesh.html
https://aws.amazon.com/cloud-map/
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/welcome.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/SQLtoNoSQL.html
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https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
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https://aws.amazon.com/streaming-data/
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https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-async-errors
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-async-errors
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https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://aws.amazon.com/xray/
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html
https://aws.amazon.com/s3/
https://aws.amazon.com/s3/
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https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://aws.amazon.com/step-functions/?step-functions.sort-by=item.additionalFields.postDateTime&step-functions.sort-order=desc
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https://aws.amazon.com/batch/
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https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
https://aws.amazon.com/cloudops/monitoring-and-observability
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-retries.html
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
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https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-available-cloudwatch-metrics.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-available-cloudwatch-metrics.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html
https://github.com/aws-samples/aws-stepfunction-complex-orchestrator-app
https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
https://www.youtube.com/watch?v=or7uFFyHIX0
https://www.youtube.com/watch?v=or7uFFyHIX0
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
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https://www.youtube.com/watch?v=W3Rh70jG-LM
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— BB ATAICEK, F1—ANOXYE—DREZBHRIZ7OF1—H—&, F1—-5H5
XV tE—T7ZBEFETHAVI1I—N—HFHYVET, F1—R, TRHEZEERTZLHIC. BFHO
Amazon SQS H—N—IZ XY =T #B/ML £ T,

« Amazon SQS NELHWBT—FTIF ¥

« Amazon Simple Queue Service ZFEAL T BT 7V T3 VBATXYE—2D%IEETS
NAOOY—EREZSFEKFATIE, BESOIVAR—X M MILEF—ALICK > TEEE
h37-H, RFEERT—FEVTFAHFALELET, £, EENMNDEICE2TE, BfFzoB
L, B—0dVR—FVNIRETEEXT,

s AWS TONA V7O —EANER

* Let's Architect! A TFZFEAITAINAVOY—ERADEER

AWS Step Functions Tld, 28ET7 77U r—>3a > 0EE, 7O0LAOEEL, Y41 o70O0%—E
ADFA—=TARNL =230 BERTICENTEXFT, EHOIAVR—ZFXNEF—TANL—
23> LT1207—070—-&LTEED, BELTDZET, P7VIT—>3a>AOKERS
BREDBMTEFT,

« AWS Step Functions & AWS Lambda ZFRAL TH—N—LAD—970—Z KT S

« AWS Step Functions ® B %

VY—2A

B E RFIXD BN

Amazon EC2: NEE M ZRIET D
Amazon Builders' Library: 282 A7 L D FRzE
Amazon Builders' Library: {53814, EMEQ#EE. 1 FOSVLVWI—E—

What Is Amazon EventBridge?

Amazon Simple Queue Service & &

E/VANSEETD

AWS Step Functions $§ & Amazon SQS ZFEAL THF 1 —XR—ADNA IO —ERZEF—T
ANL—2329%

Amazon SQS NEFXNEBET—FTIOF ¥

FI1—R—ADT7—FTIF ¥
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-basic-architecture.html
https://aws.amazon.com/getting-started/hands-on/send-messages-distributed-applications/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://aws.amazon.com/blogs/architecture/lets-architect-architecting-microservices-with-containers/
https://aws.amazon.com/tutorials/create-a-serverless-workflow-step-functions-lambda/
https://aws.amazon.com/step-functions/getting-started/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://pages.awscloud.com/break-up-your-monolith.html
https://aws.amazon.com/tutorials/orchestrate-microservices-with-message-queues-on-step-functions/
https://aws.amazon.com/tutorials/orchestrate-microservices-with-message-queues-on-step-functions/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-basic-architecture.html
https://docs.aws.amazon.com/wellarchitected/latest/high-performance-computing-lens/queue-based-architecture.html
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« AWS New York Summit 2019: 4/ X NEREE 7 —F 7 U F ¥ & Amazon EventBridge AF9
(MAD205)

« AWSre:nvent 2018: L—7'ZBIU., BB ZHE< KPS FTFLHIATALAZIAMNO-LTSH
& ARC337 (RRfEE. MiEiE. BNEEMZESD)

« AWS re:invent 2019: A X NEEBIBE T —F T U F ¥ A DT (SVS308)

« AWS re:Invent 2019: Amazon SQS & Lambda ZA T2 AT —F 7L —N—LAARV &K
BRT7IUT—>3

+ AWS re:Invent 2022: Amazon EventBridge Z# AL =4 X NEEB) B K S DERE

» AWS re:Invent 2017: Elastic Load Balancing DF#lE RAR TSV T 1 A
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BEAZBIIRESENRTDE, DATLEENREITDZCENBUERT, fIAF., 7—JO—RT
AFEEOH—N—DANRZEZZV VI ITRIAINARFIVIRZRTIRHE, BERUHAX
ORAO—R (BREOREORLBAFTYTIIYN) ZEFBLTVET, BENMRELTVEY—
N=BBLTE, FLERBTOINTICEENRELTVTE, ALAFIVISATLR, KBET
SHEEELZLICEICHEEZIT>TLVET,

BIZE, NLAFIY I ATALAN 100,000 OB —N—ZFE_ZVTJLTVWSRHE, BED
H—N—BEXHNSBVEEE, TOEREHLDILNTT, LAL, ERBARINIK2TINSD
H—N—O¥X DN BEBREICEDE, ANLAFIVISATAR, BRI ATLAZEHL, V5
AT NCREZBALELSELTBERICEDTLELES, LEN 2T, ALAFIVISATAR
BREBEODREOITINAFTY TSIV NZEETIVLEN HGYVET, ThEINFEY NTREND
100,000 B O H—/N—AJL AREF, 125 KB DRAO—RICTFEFEBA, T—N—ICEENKEL
TVWEVLD, FEREIXRTICRELTLVDIDLICAI DI DST, ALARAFIVIOIRATLARERNICHE
EZTo>TVWR LS, KABEOIBBECE S ATLADREMHZENTEOTREHYELEA, ChiF
ERRIC Amazon Route 53 ALY RARAVRDALNAFIVI (IP T RLABE)ICK>TIVRI1—
H—AEDESIIN—FT A TENTVEL ERARNDIBOHFETT,

CORARNTZUTAREERLBEVEEDURI LA R
RROHAA A

s BENRBICENML T ATLABRENr RELBZVLSIC, BGEBEZITVET,

c REEDIEERERELEXY, F1—A2J2ATAL, ANV—IVISATA, 7—07
O—. O—RNAZOH—BEQRFRRAR. RESThTLERT. BESE. IVR—XNOH
FEZTNIEKEFEIDMOIDR-—RMDSTHMIBDDICRIUSE, HOAMLRBMEZEHET,
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https://youtu.be/tvELVa9D9qU
https://youtu.be/tvELVa9D9qU
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E
https://www.youtube.com/watch?v=2rikdPIFc_Q
https://www.youtube.com/watch?v=2rikdPIFc_Q
https://www.youtube.com/watch?v=W3Rh70jG-LM
https://www.youtube.com/watch?v=9TwkMMogojY
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« AWSre:nvent2018: )l—7°' &@LU, HBEER<: KNETFTEFHEIATFLZOANO-ILTS
J3% ARC337 (k#:BEZ S )
* 100,000 BN —N—%FZRVITTRIAILNAFIVISATLDOBNEE. RBWELIFEX
BMOBICERELS, RAO—RPAS/ AN —EICHEDLDIC, D—IVO0—RZERFLET,

)Y—=A
BERFIXDN:

« Amazon EC2: N& %M %5 T 3
» Amazon Builders' Library: 28> A7 LA DRRE
« Amazon Builders' Library: {53814, EEQ##EE. 1 FOoHSLVL VI —E—

S BERE TR

« AWS New York Summit 2019: 4/ X2 NEXE)E 7 —F 7T U F ¥ & Amazon EventBridge AF9

(MAD205)
« AWSre:lnvent2018: )L—7" &L, REBEHL: KNEFTEHRIATLAZOANO-IINTSDH
= ARC337 (#EBHEE 2 D)

« AWSre:lnvent2018: )L—7' &L, REBEHL: KNEFTERIATLAZOANO-IINTSDH
& ARC337 (BRiES . MEEE, BRNZEMESD)

« AWS re:lnvent 2019: IR RERBET—F TV F + NDE1T (SVS308)

REL04-BP04 ZEREENEZIZCT S

NEEMHOH—ERAGFE, FUIVIAMNMABETLAEIZD_LZHNRLET, TOLH, @—DV
VDIANZEHET>TE, VIVIAMNEZE1EHT 2 EQOERUMELASYEEA, IRV,
DOTARDN B> TEBENEBEND CEEDNDIMLENBLIBDLED, 94T MDBRITLY
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https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M?t=2482
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://youtu.be/tvELVa9D9qU
https://youtu.be/tvELVa9D9qU
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E
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ATPEELEVIIANZMETERY,

- FEMEOEL NEZHCLY, Y—ERAREBROFA-YIIANE-—BELLEEATRETES &
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ETEXT,

REL04-BP04 ZEREZXNEZIZTS 81



EEEOR AWS Well-Architected 7 L —ALD—%

- ERLOERAM: NEEHEZ/ATRIE, TRV JeOJRBEN MELET, ¥—ERARF. X
EEURN—DVCEFERALTVIIANZOTICREETED 2O, BEOEBHFETNY ITHNBRFICE
WERT,

* API ZIORBRWL: VFA4 T2 MIEH—N—AIOATLABORZNZHRILL, R2LTF—24L
BFfMIhNBBNZERLET,

CORARNTZOT1AZEALBEVERDVATILAIL:
REDHARX A

DHATLATR, PO2322BGR1B (94T RMNE1D2OVIITANDAKZTD) £@ED
BLEE1B (VFATMERIANBBENDETYUIIANELTS) RITT 2O LEBRNIEE
T9, 2L, BREC1BEETEBRZREETDIORRETT, ChZERITBICEF. V5478
FUITARNZEIINEFURN DI ZERLTRETILEN B KT,

NEFUN -T2 2FERATREILL>T, Y—EABRFHFLVWIIITANEBRYEBRLOVITARNE
KBITEERT, Y—EANNEEU RNV ZBCVITANEZETIE, TORN—UUHFERICE
AENTVWRAESHNBREEINET, N—IUHAERETNTVWEEE, Y- EARREEhIELA
ROAZEB/LTERLET. h—O2FHLVWES, Y—EABVITIANZREL, LARV A%
R—ODERHIREL, LARVRAZEBRLET, COXNZAALICKRY), IXNTOLARY AN NE
FICBY, 7B ATLAOEEMEE BT ELERT,

NEEHRE, IXVINERBRT—FTIVFFYOEELBETEHNET. chESOT7—FTIF+
(FBHE. Amazon SQS. Amazon MQ, Amazon Kinesis Streams, Amazon Managed Streaming for
Apache Kafka (MSK) B ED XY E—F 1 — (L& 2> THR—PFENEXT, WRICK 2T, 1 EHE
FRABENEXY =D B> TEBEEREEND CENBYET. NTVY I v —HAXREEMHN—
DERLTAXAYE—DICEDDEE,. TELEEBXYE—0REBIZE ST, BUXYE—D
EXTRTIOAVHFBRIVEBENBEVRSCERLET, A2 1 N—RBREELEZN—TZE
BHL, BEELEN =V ZEBEAYE—D2BRIDIMENfHYVET,
H—EREOAD21—X—G&, BELEREEMN—DIVE, BFUHII IV AN)—LH—ERAILC
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HWERT,
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EDARL =23V ICRNEFHUNIVEL ZHILE T, BE., ZhIZE POST. PUT. DELETE
HTTP XYY REF—ER—ADEAN, BEHf. FLERHIBRIARL -3 FBEAET, Hial
WERIIVRE, REZZBELZVRETR, BIEAIEZVRY, BERNEEHBILESHY)
Ft A

2. —BOBBTFEZERTS

EEEDPSEBENDIBENREEARL—2IVOUIIANIR, UIVIANIERE, £EEFX
BTF—Z HTTPAYE—BE)D—HELT, " BEOR—IVZEZEHET, chiZkY), ZEE
FEEIDVITARNCARL =3V ZRBLTRETERT, =IOV IC—RHVICEAEH
A FICE. Universally Unique Identifiers (UUID) & K-Sortable Unique Identifiers (KSUID) A
HY)ET,

3. REDENHE EE

D—UV0—RAODEARL =23 VFLERVITANOREZHIFLE T, child, NEFHK
N=02eRMISTRDIRE (REP, BT, RBBE) Z2TF—EIR—RA, Fyrv>a1, RLEETOMH
DKBHARTICREFTDCEILEL>TRATER T, CORBEBRICKY, D—J0—-RBEE
BIDVIIARNPCARL -3V ZRBEILTRETERT,

MBBIZHUT, OV I, "Z2H0232 ATTAIATAY IEKRRTI NO-LBED
B ERRERITIA NO—ILXNZXLZFEAL T, " ERERFHZHEFELET. chill,
NEFURN—TZRRTL. VIIANOLABIIHETDZIINTOEEREZRITIZ7TOLA
AEBENET, Chilkl), BERBEHE, NEEFRENELKRTENB L Z2HRBTER
ER

ANL=2ENT ANV AZEBITDLEDHIC, T—FARTASHEWREFH NV ZEH
BICHIBRLET . ARL—2 AT LAY R—RLTVWRBER., T—2OBFWHRR A LAR
D7 (BMHRELEE TILELEFERET) OFAZRELTSEETV, XEFEH(N—-IDE
MAOAEEEREOEBEHICHILET,

NEEURN—IVEHETINRELZREFEITILOICEEFAETND —BOEAWS ANL—DF

72avR@RoEBY T,

« Amazon DynamoDB: DynamoDB &, L 17> —ONT7 #—X AL ETRAMZRHEHT
% NoSQL F—ZERXR—AHY—EATHY), NEEHHEETF—FZORFICHKETY, DynamoDB
DF—EBLFRFIXRNTF=EREFIICLY, NEEUN—U O LBHETIREFRE
MENIZRFERTMEBTEERT, T, P7VT—2 30 FFEARICTILEZRETS
&, DynamoDB EXEEMRN—U 2 ZHBNICHRINICTZEETEET,
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https://datatracker.ietf.org/doc/html/rfc9562
https://github.com/segmentio/ksuid
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- Amazon ElastiCache: ElastiCache l&. §AIL—7"Y ~, BLAT>>—, BROANTREEH
N—U > %#RTETEE T, ElastiCache (Redis) & ElastiCache (Memcached) DA &€, 77
Jy—2a U FBARIC TILEEZRETS L, NEEMHN—IZ2HBNICHRYINICTSE
EETEERT,

« Amazon Relational Database Service (RDS): IC 7 7V r—>a > Mo BN TUL—> 3+
LF—ER—RAEBRICEALTWVWSEBEIE. AmazonRDS Z#FAL TRNEEMN—U 2 L BE
TEREBRBHRERETEET,

« Amazon Simple Storage Service (S3): Amazon S3 &, NEFEM RN -V EHEEXXTFT—X DR
BILERATED, AT—JZEVTFAEMAMOEVATSIINANL—SH—ERXATT, S3
ODN—23aZTHeElRd, NXEEREORRBZEFTIHOICHICRILEEFT, ANL—DH—
EADBEREFE, BE, \EFUHEETF—XOE, BEBENT A A, MAKEATAM
DRAEM, NEEFUXNZALNE2HENBET—IVO—RT7—FTIFrEEDRSICHEES
IABENDERICKI>TREWET,

4 NEFUARL -3V %2RETD

APl £D—O0O—ROAVAR—FV RN EXNEZIIBDRSICHRFILET, NEEM/TFIVIED—
JO0—RIOVAR—ZFVNIHARAZET, VITANZRNETRH, lFARL—>30%

RITTREIC., —EOBBIFHIRICAEBENTVILNESHZRILET,. FEITZDHEE. 7
RL—=232ZBERITIZRDY L, AIOBRZRLEXT. PIRE, 754 T72 " 1—Y—
DERVITIANEZEEFELIEBE, BU-EORAFEH IV —IFBRICFEEITIHESHZE
BALET, I—Y-HEFETIHEE. FLLI-Y—BREEXTZIKRDYIC, BEOI—
H—HBHREEITLENBYNET, ARIC, F1 -1 X —NDNEBLENEEUEN—D V%
BUXYE—JZZELIEEE, A0 1—~N—RBITOXYVE—JZERIDIBENHYVET,

JOTARDNEEHZRATIEBENETANAS—RNEERLE T KBLEVIIAN,
RBULEVIIAN, EBLEVIIAREE, BEVWSFUFZAN-—FIRLENHVET,

J—20— RA" AWS Lambda B8%kZEA 9 %35 5E. AWS Lambda ® Powertools Z#&5F L T
<&V, Powertools for AWS Lambda l&, H—/N\—L AORARNTZ U971 A%ZEEL., AWS
Lambda B ZRETIEOTFROAVN—OREZ@ LT EZFROY/N—Y—ILFY NTT,
32, Lambda BB ZBEITL CTEEZ2BANEERECERID I —FT1UT1ZRBHELE T,

5 NEEMZREICIEASD

APLED—JO0—RIOVAR—FVRNERFIXDMELT, BEONEEHZHREICEAETT,
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TRV TEEBEOANZALEZREL T, FHLBVLARAOEEHPBREEREIIT
ANDREBRE, LARAONEEHICHETIHAEZRELE T, chiZkl), D—o70—
ROBBEPFHLSVEMEZREL THETEET,

)Y —A

EETARARNTTIFAR:

REL05-BP03 BETHUOH L ZHHS K UFHIR TS

REL06-BPO1 7—#O— RDIRTOIAVK—ZFV REEZRU2 T T (ERK)

REL0O6-BPO3 BHIZXETD (VTFINEA LRMBETS—L14)
REL08-BP02 7’ 04 D —& L THBET AN ZHE TS

BEERFIXT b

» The Amazon Builders' Library: Making retries safe with idempotent APIs
» Amazon Builders' Library: 28> A7 A D FRE

« Amazon Builders' Library: {5381%. B0, 1 ffodsWLWVWI—E—
* Amazon Elastic Container Service: Ensuring idempotency

e Lambda AR ENEZICTRICRESThEFERVNTTA?

* Ensuring idempotency in Amazon EC2 API requests

RO B H:

 Building Distributed Applications with Event-driven Architecture - AWS Online Tech Talks

« AWS re:Invent 2023 - Building next-generation applications with event-driven architecture

+ AWS re:Invent 2023 - Advanced integration patterns & trade-offs for loosely coupled systems

+ AWS re:Invent 2023 - Advanced event-driven patterns with Amazon EventBridge

* AWS re:Invent 2018 - Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes loose coupling, constant work, static stability)

* AWS re:Invent 2019 - Moving to event-driven architectures (SVS308)

BEY —)L:
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_mitigate_interaction_failure_limit_retries.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_functional_testing.html
https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/ECS_Idempotency.html
https://repost.aws/knowledge-center/lambda-function-idempotent
https://docs.aws.amazon.com/ec2/latest/devguide/ec2-api-idempotency.html
https://www.youtube.com/watch?v=gA2-eqDVSng&t=1668s
https://www.youtube.com/watch?v=KXR17uwLEC8
https://www.youtube.com/watch?v=FGKGdUiZKto
https://www.youtube.com/watch?v=6X4lSPkn4ps
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E
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* Idempotency with AWS Lambda Powertools (Java)

* ldempotency with AWS Lambda Powertools (Python)

+ AWS Lambda Powertools GitHub page
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https://docs.powertools.aws.dev/lambda/python/latest/utilities/idempotency/
https://github.com/aws-powertools/
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https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems/
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https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://martinfowler.com/bliki/CircuitBreaker.html
https://docs.aws.amazon.com/general/latest/gr/api-retries.html
https://pragprog.com/titles/mnee2/release-it-second-edition/
https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems
https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs
https://aws.amazon.com/builders-library/caching-challenges-and-strategies/
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https://aws.amazon.com/api-gateway/
https://aws.amazon.com/sqs/
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https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/waf/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
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* Introducing maximum concurrency of AWS Lambda when using Amazon SQS as an event source

« AWS Lambda: & KEE1TEK

B8iE 9 % 4l

* The three most important AWS WAF rate-based rules

Java Bucket4;j

Python token-bucket

Node token-bucket

.NET System Threading Rate Limiting

B E B H|:

* Implementing GraphQL API security best practices with AWS AppSync
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https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based.html
https://aws.amazon.com/blogs/compute/introducing-maximum-concurrency-of-aws-lambda-functions-when-using-amazon-sqs-as-an-event-source/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://github.com/bucket4j/bucket4j
https://pypi.org/project/token-bucket/
https://www.npmjs.com/package/tokenbucket
https://www.nuget.org/packages/System.Threading.RateLimiting
https://www.youtube.com/watch?v=1ASMLeJ_15U
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 Virtual Waiting Room on AWS
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https://aws.amazon.com/sqs/
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—#D AWS SDK I, F7F IR TBHATEIVARR I YIINY IFTEZRELTVERT,
D—J0—RICEKHETIHERF. ChoDHAIAK AWS REZHEAL TS LTV, NEFHZRL
ETHEETIRETIOZATNOATRAK METRY—ERZFUEHTEEE, @HOODY D
Z0—V0—-RIEXELEXT. ZMALATINOKEE, BETZVOELTZOL ZI1-AT—AL
EJVWTROET, CHOLEBRATOI-AT—ACHBITBDTARNS FUAZBEL, RITLTL
Z2EW,
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s F7VT—232VARY VRAOKERLAVY—ERELT, P7UTr—>3 > FKEFETDH—ER
DERITERELTSEEZL,

s BRULESEBICRULTIVARRI D YIINY OFTEDY B—2H SRR OBHTHEZ
KRELTVWREFD SDK ICEREL., HMBEOBRATREZERITZLNECNSZEBELTSES
W,

s BRITZTOEIC, Y EANNEEUZE > TVA L Z2HALET, BHATZERELES, &
FTAREZITV, ABERBETEHRNICRTIBELSICLTSEZ L,

« AWSH—EAXAPI ZHUEHITEE(F, AWSSDK & AWSCLI 2R L. BERITOREF 7> 3
VEELELET. TVFILII-AT—ACELTLVRAESHZHITL., TARL, BEICIS
UCTHELKXY,

)Y —A

BEITIRANTZI9T1RA:
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RELO5-BP05 95 AT REZA LT IRNERET D

REL11-BP01 J—2 20— ROIXRTOAVKR—ZFXRNEZETFZRI)IJ L TEEZRATS

B ERFIXD B

« AWS TOIS—DBRITETIVARIIIYINY OAXT
« Amazon Builders' Library: Y 2—Z #5824 LTV, BT, XNV I AT

* Exponential Backoff and Jitter

* Making retries safe with idempotent APIs

B8iE 9 % 4

+ Spring Retry
* Resilience4j Retry
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https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-retries.html
https://docs.aws.amazon.com/general/latest/gr/api-retries.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://github.com/spring-projects/spring-retry
https://resilience4j.readme.io/docs/retry
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» Retry, backoff, and jitter: AWS re:Invent 2019: Introducing The Amazon Builders’ Library (DOP328)

EAiEY —)L:

« AWS SDKs and Tools: Retry behavior

« AWS Command Line Interface: AWS CLI B&{T

RELO5-BP04 7T A )7 7ANEFI—DFIR

H—EANVIOIANMNCEEICISETCEBZVEEGE., 3<ICEKBMUET., chlcky), VDITARIC
EEMTSsNEUY—ANfBHREN, VDY—ANTRLESEAICY—ERAZEIRTEXT, 7T1)
TJ77ANIBAECHhEY 7 RNIJITHRIANEZ—2THY), CchzFEALTEEEOSEVWD—o270—R
ZOTIORLEICEBETERT, F1—a1271, BEZAL—XICL, FEHLENfFBATEDEE
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HYVET, U—EANBEORETREHEEZEICRETESDN, VDI TAMOL—MNEITEDELHT
B8, F1—%2FHALTIVI9IANZNYT77LET, L, BRUOWF21—0NY IO OER
FEFALABEVWTLSEETEVW, 947 M ERICAEBEZEFELELTVWAFVWIUIOI AN ZMETSERERRE
BRAEMEN BB LEHTT,

HEFENBIER: ZATALVY—ADOBE, ZRALTIM, P, RLEBITL—EENINRELT

B—EALRIIBEZERTERVESR, 7IMILNT77ANERZFEATRIES AT LAZLV)RRIC
EETEXT. NZT7AVIVDRBERIRTZILEN DY), FEABREBICHETEDSATATE,
NY DLV RY—EAANOUITIARNENY T 7V T32F1—%2FEALT, 94TV D
TANZREICVI—ATERLSICTRDETEEMZRALTERT, VIIARMEFI1-IC/\Y
77V 3BBICE. RRTESVWNY VOV ZEEIZHICF 1 —EBERAREEINET,

—MRNBETFINEZ—2:

s XV E—IF1-ZREIBIN., JATLACEENf RELEZLZRETZRTY RLE—F21—
(DLQ) ¥ 7 Z—AL% DLQ R 1 —AICHEL AWV,

s F1-—AOXYE-—DORBHEFEZAETAIOTERZLS, F1—0dAV>21—-X—HEniV), T
Z—HARELTBRATIRELEVIZDZAIV T ZRETRILODOLATUI—DRETT,

c BB LOBENBLKBOILGFEIC, ChoDOXYE—2P20BI2MEN B VEEIC. RLEOD
Xvt—I%F1-HASHELEL,
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https://youtu.be/sKRdemSirDM?t=1884
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-retries.html
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« FANKEHL (FIFO) F1—ZRBANEHL (LIFO) F1—ICRETDE, V4T MO —XIC
K)BEYICHISTEERT, SIAE, BERZIEFFTAFTET, N IOJREBIZLUFHFRIIIA
NRRENHEOHD VIV TARN INTEEL, TOHER, IXNTOIZAT7RTH—EAL
RIVERFRETDLSIBIHFEETT,

s AEOZTANZEELTUIIARNZATBFI—ICAND API ZRHATZHDYIC, A
F1-%VTATNIRALET,

c 1 DOF1I—CEZBOEEVIIANRATZ2EEDDE, VIY—ARBFBENVIIANRAT 24
CoaBEh, Ny IOOTORENEBENLXTD AN HY)ET,

« BBBEZRVVY, BALTIN, VY—REWETHFBERZBETE, BMEVIITARNEE
MEVIOIANZRUF1—TRELET,

c IZ—Z2@BYICABTER LHULARILOOAVR—F NIBIAZNT V2 TTRDT AT 7 AR
ANZAXLZYT7RNIITTRETDEOHIC, ANERIALEY ., TH—>32zEALEYLE
W,

c DOTANL—TFTAVINSEEDHZ VY —RAZRIRLEW, RKIZ, 77V 1XBEE, Mk
HNEKEFERHEOREE, ZEOEKT. XY RNID—J0NTY NORBZELLRY), BENTL—THD
EXRBMOMEZRLTVBREHE,

CORARNTZOVTARZFRTBDXVYN. TIANT7ARNBEDATLRT/INY TREBENERS
T. ZLDEFE. VU—ANEXHEEBRECNTVUYS21&EhduHl, O—FT1 20 PERLOBER
BEESHNICTRDENTEET, RN BF1—AVTEBEHEIIAALESATALR, NKZT714YI0
BIEPHMENESATLABEERECHITA2EEHEEEEf B ELET,

CORANTZUTAREEALBEVEEDURILARIL: &
RROHAA A

TIANT77ANERE, YVIRDIFPYV1—23a2(C0—REFTBEE, AVTTFTANSY
FYICEBRTBICEETEFRT, F1—R&, SRICEENRETHILEHFTEL, PATLAOAVKR—
ZURNEHVBUTAL—RICERZDN TR EONDE/THY BN SBOBT—FTIFYFET
9. Amazon CloudWatch ICl&, BEZEZXU>JL, BEITRHEN HVERT., DATLICEE
AREELTVWAHRIENYBLES, BENrRELEVY—ADNSTIAIINTIIATEIREDEMEK
BBLULDENTEERT, DATALN Amazon SQS ¥ EFDMF*1—7 o /0> —%&FERALTF 21—
ZERL, BRZEBELTVSEE., TOATAR, F1—0ONY o200 XY - FERAOKK
N, EBFEERFTLTHBLKBENHYET,
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https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/sqs/
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s JOJZALICKDTH =23 FEEBEODXARNIIAZYTIRNIITICEEL, ThoZFEHL
TVATLOEBEZPERNICESLS LE T, Amazon CloudWatch ZERT2 &, 77Uy —>3a>
OOTNZ—>2% SDK OFFRIICEDVWTX NIV ORET S—LZERTDENTEEXT,

» CloudWatch X NUJRAETZ—LZERALT, VY—ACEENfr REL TLREBIOEEN REL I
V., DOTANDAEABRIVELKRBLEYLBEWVWRSIZLET,

« Amazon SQS ZFERAL TV IV I AN EZTAQ, VDOVIAMZAFFI—IZEML, XVvE—D
E RIVTATVNIBRIXY =D TIHETS API 2R5 T2 L THRAHLEBEEZFALET,
&Y, NWOIVRFI1—DOOAVII—X—NPIVIIANZREBELTVEE, 954147 >N
FUY—AZHBL THOEZIZECZENTEXRT,

s BEEXYVE—DDRALARVTZHRIBZDCET, XVE—JZF1—HSEYEHTEDIC
CloudWatch X UV AZEKL, F1—DABEBEZUAESICFEZZIVILET,

s BELK>TXYE—DRBHNAEECTOAABA 2, FLEEH—EALRILZHOEHERN TR
BTELRVEORNS 74V INRBLESESR., dVRNT 71V IOXBRBRNTT71v0%ZAEIN
F—=N—F1—CRYDFET, CchiZkVY, FYNITAICEZENFHNIE, FTLVEERPHVE
¥EBEENICQEBETEEFT, COFEFLFOREBOELETHY), IXNTOHMRIELTEENS
AT LB AIREICEYET,

s MBTERWXYE—DZNYOOTNSETRAEBEL THRTESDEMICBEHITSICEK. FY RL
R—F1—FLRFIVRSATF1—%2FHLET,

- BET9T2H, HARHEEANTHOHINE, XV E—TZDODRALAREVTEREZEBEL T, ERTOD
ZATNIBROBVXY E—JRBHEEL T, dVWXY E—DZHIBRL TSEE L,
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EEIIRANT ST 1A

- REL04-BPO2 BRiE & DI FRHRERKTS

- REL05-BP02 UV TARDAOY ~JL

+ REL05-BP03 BE{THUH L ZH#HB L HERET S

* REL06-BP02 XN VA ZEEH L VFE TS (i)
« REL06-BP07 AT ALAZBULEVIIARDIVRY—TIVROKRL—REEZZRVTTS
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Fail Fast

Amazon SQS F1—HOXY =20y 207 0EMZBSICEESThELVTTA?
Elastic Load Balancing: Zonal Shift

Amazon Application Recovery Controller: NZ 7 A Y 07 IANFA—N—DI—FT42JA K
O—JL

BSiE 3 3 f:

» Enterprise Integration Patterns: Dead Letter Channel

3B R NETR

* AWS re:Invent 2022 - Operating highly available Multi-AZ applications

EAiEY —)L:

* Amazon Simple Queue Service
* Amazon MQ

* AWS loT Core

* Amazon CloudWatch

RELO5-BP05 VZ AT RNEA LTI NERET S

BREVIIANCEALT RN ZENICHREL., ARNICKRIAELET, £, F7 4L MEIC K
FLBEVWTSEZY, ChSRERT7—70—ROFMAZFTEAL TVWEVESHTT,

MBENBIRR: VFATUORDEALTINIR, ETRTICERECKENMIDLBDUVIIANERS
DCEILBHETRIZATUR, Y=N—, BFLVPTV—IJO0—READDTIARNECERTIXLEN D
WET ZFALTINOERBFERZND CEFETERVED, V74T NEY—EAOHFEZE
ALT, ZA5n2RREBUNBRA AT IR ETRAITILEN HY KT,

VAT NERIE, REETNLEIEETVTRSALTIRNLET, RALTIRNIRETDE, ¥
FATRNENY VAT L TBET TN Y —FYNTL—H—%2H<AH, WThHAZRELET,
ChoONEZ—2F, RENBEIZ—REZBLSEIARMEOHDI VI ITANORTZEREL X
9o
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https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs/
https://www.martinfowler.com/ieeeSoftware/failFast.pdf
https://repost.aws/knowledge-center/sqs-message-backlog
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/zonal-shift.html
https://docs.aws.amazon.com/r53recovery/latest/dg/getting-started-routing-controls.html
https://docs.aws.amazon.com/r53recovery/latest/dg/getting-started-routing-controls.html
https://www.enterpriseintegrationpatterns.com/patterns/messaging/DeadLetterChannel.html
https://www.youtube.com/watch?v=mwUV5skJJ0s
https://aws.amazon.com/sqs/
https://aws.amazon.com/amazon-mq/
https://aws.amazon.com/iot-core/
https://aws.amazon.com/cloudwatch/
https://martinfowler.com/bliki/CircuitBreaker.html
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C RYRD—UICEEARELT, BALTIRNCELEEELEFUITI AR AHTHEER, &
VEWRALATINERALBVCETISATYRET—IO—KRONT # =XV ACIA R
AHBCEEBBLTLAL,
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ERBEELTVET,
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ALT IR ZBEBIUICMEITDRS CHRIAENTVET,

CORARNT ST AAEFEALBVEAOIRILARIL: &
RROHTAEA

H—EAMEFEERRVEUICERRAALATIONEVIDITANRALATONOBAEZRELET, £t
CORER, BETOELALEADIRNTOHUVHLICETVWET, B2<OTL—LT—YIZE@FR1 A
TR EAIATENTVETHN, FVXINMENERTHSDH. Y —EABEOHREHZER
TVRENEHDDTEELTILKEET Y, ENfGITEDR L, VFAT VRN BZALTINOREZSF
BLTLVRIEEVY —ANEBERITD LD, ZALATINOERAMNBETLET, BN NETE
&, BREITENBDVIOIARMSZLLBYTEDR LD, NVIOTIRONZ 74y oML, LA
TN ELBEI2TLEVEXT, BEICK 2T, IXTOVIITAMNBREITENDZEICKD
Y, TEBBEELEICOBIFDENEHET,
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BALTIRNERZERETDIRICEK, XKORKREEBL TSEEL,

« VOTARNODAR, Z—T Y MY —EADEE, FEERXRYKND—IN-FT 4232 0EEICK
W, VOTIANDREBIIBER) EEEFNIDDZIBENHY)ET,

- RRCSEZITOVEBCVIIANE, Y—N—CIFATRDOVY—RAZFHEILH
BEIDAEMABYET. COBER. ChESDUIITARNERALTIREETERAITLAEVC
ET, VY—RZEHNTEXRT, K, Y—ERAR., AOY MR —N—RIOZA LTI
W, BECOARREVIDTUOYDNSBEZTFILENHYET,

s Y—EADEZBLLWEECKBIAADVIIANE, ZFALATINLTERATTERY, U
JIANEBRTOY—EAODANEZEZERIZDHVEN HYVETH. RRANFBFANEEETHSHE
. BRATLULTEIANIL PSS, 94TV RIY—ADHERZHIBTEE T, BEOME
ICR2TRE, ZBAALAT IR 2TH—N—DY AN BRENDEEH) KT,

s DIOTARNKERLARVANZRY ND—ODSEEENBA2ELOICETERTICREAIDLHLS
JOTARE, BALTIRNLTBRAITTERY, UIITARKERLARANBEELEH S
212, RALTIRNOREICERBSARBMIED 2 12CECBYET, COBE. ZALTIH
LTEH—N—UY—ABRBRENIECAN, VFATRNIY-ANBREN, 7—J0—ROD
NT#—=RVANEELET,

BEIPHY—FYRNIL—D—BEORUENERFNE—2ZFERALT, RALTINERAL—
AImBL, 7IANT77ANT7O0—F&2HR—KNLET, AWSSDK & AWSCLI Z#EH TS
E, BERALTINEVIVIARNERA LT INOEAERETE, TVARARXIYINY OF
TEDYR—ICLBDBHATETAET. AWS Lambda BEHRIE XA AT I RDREEHR—KNLT
&Y, AWS Step Functions Z#fAITniE, O—J—ROY—F Y NTL—H—%BEL T, AWS
H—EABLY SDK EDEFBEZRADKEEZERATEEXT, AWS App MeshEnvoy &R A LT
NeH—FY NTL—H—DOKEEZBBATVET,

KREFIR

e DE—RMNH—EABTHELORXAALATIRNEREL, HHHAAKOETEBR A LT I MR F—
TOIV=ADBRALTINTGATZ)EFRALTLSEEV,

e D—JO—RNAFAWSSDK Z2FEAL THTHELZITS5HEEE. RFIXINTEREBEEOZA A
TIORREZRRBEL TS EEL,
* Python
+ PHP
« NET

g
c
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https://docs.aws.amazon.com/index.html#sdks
https://aws.amazon.com/cli/
https://aws.amazon.com/lambda/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/app-mesh/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/configuration.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.DefaultsMode.Configuration.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/retries-timeouts.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/timeout-duration.html
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* Java

+ Go

* Node.js
+ Ot
e« DJ—OO—RTAWSSDK £/l AWSCLI OX > REFERAITH  EE

l&. connectTimeoutInMillis & tlsNegotiationTimeoutInMillis ® AWS XET 7 #
I ZBEL, F72LNOEALTINMEZRELET,

e« AR RZA AT 3> M cli-connect-timeout & cli-read-timeout ZEAL
T. AWS OH—EAD 1 ERY DO AWSCLI ON> REHIHLET,

s UE—RMY—EANRTHLORALTIRNEEZRIIL, IT—HFH<HBERTZ—L%Z
LT, IZ—>FUFCT7O7 9T 17 ICRRTEDRSICLET,

e A—ILITZ—XR, LAT—ICEATH IH—EALRILBE, LAT—OANEICETS
CloudWatch X K1) 2 2 & CloudWatch EE#RHZRETDE, BEICTILYSTBEALTD
R BREFHRORZALTIRNOEERICETR A YA M BshET,

« Lambda BB TR A AT IR ZERELET,

« APl Gateway V54TV N, RALT VN ZRABTRZEZICHBICBRITZITOMLENf Y E
9, APl Gateway &, XV AR —LDOKEICRLTE S0 ZUMAS 29WETOHRERA L
TOREYR—NLTHY, MEVIIARNRALTINLEEERERBHITZTVEE A,

s RALTIRNEOVE—NFVOCHLZREITZICEK, Y—FYRTL—D—ONZ—2%RELZF
T, BFUHULAKRBMUBWVWLS ICEFRZRE, FUHULAEEICREZLELSERZBALUET,

s AVTFFIR—=AOT—U0—RICDOVTIE, TApp Mesh Envoy D#eEZTEFEL T, AHIAHKD
BALTIRNEY—FYNTL—H—&FRLET,

« AWS Step Functions ZFAL T, UE—RMNY—ERAZRTETLZHO (FIC. 7—IVO0— Rz
RILTBEMTAWS X4 T 1470 SDK &, HR—KEhTWVB Step Functions & & 2 HV' H
IHN), O—d—ROY—F YN TL—D—ZERLET,

Xa
Fit
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BEITIRANTZIOT 1A
- REL05-BP03 BRTH U H L ZHHE L OHIRT S

* REL0O5-BP04 7 I A7 7FAREFI—DFIR
¢ REL06-BP07 AT ALAZBULEVIVIARDIVRY—TIVROKL—RAZEZZVTTS
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/best-practices.html#bestpractice5
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/retries-timeouts/#timeouts
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Config.html
https://docs.aws.amazon.com/sdk-for-cpp/v1/developer-guide/client-config.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-smart-config-defaults.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-smart-config-defaults.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-options.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-function-common.html#configuration-timeout-console
https://docs.aws.amazon.com/apigateway/latest/developerguide/limits.html#api-gateway-execution-service-limits-table
https://docs.aws.amazon.com/apigateway/latest/developerguide/limits.html#api-gateway-execution-service-limits-table
https://martinfowler.com/bliki/CircuitBreaker.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
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« AWS SDK: BEITE XA LT TN

« Amazon Builders' Library: Y 2—ZH5 A4 LTV, BT, BLONY I AT
+ Amazon APl Gateway DU #— R EBEREFER

« AWS Command Line Interface: N> RZA A7 3>

« AWS SDK for Java 2.x: APl B4 AT U N DFRE

» AWSBotocore using the config object and Config Reference
+ AWS SDK for .NET: Retries and Timeouts
« AWS Lambda: AWS Lambda BB DERE

BEiE T 5 i

» Using the circuit breaker pattern with AWS Step Functions and Amazon DynamoDB

* Martin Fowler: CircuitBreaker

BEEY —)L:

« AWS SDK
AWS Lambda

Amazon Simple Queue Service
AWS Step Functions
AWS Command Line Interface

RELO5-BP06 A[EEZPRY) S AT LZAT—RNLAILTS

REEVDBELBVIATA, FERREZAFATO—RIBZIZATALA(BRDIVFATNIVIRA
REICTARIRPXEVUROO—HIICREENETF—ZAOKENF BTV ICLTLKEEZV, chli
&V), TRAMICEEEEZRD B, Y—N—ZVDTEEEMADENTEEXT,

A—H—FLERY—ERANTTVT—>32eWFEmTREE, VI IAVEHERTEI—EOPY V)
EREICRTLET, £v2ar@, A—¥-—AT77UTr—>3>2#EALTVSAE. UIIANE
THEID I —BEEDOT—RTY, AT—KNLATZ7UT—=232 @, UEoXY V) oH#E%z
HEEET, BV aVERERELEEA,
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https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/retries-timeouts.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_graceful_degradation.html
https://community.aws/posts/how-search-uses-chaos-engineering
https://community.aws/posts/how-search-uses-chaos-engineering
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https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-access-logs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-logs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerLogs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/enable-access-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/mon-scripts.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/flow-logs.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://catalog.workshops.aws/observability/en-US
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/lambda/
https://aws.amazon.com/ecs/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/s3/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/api-gateway/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Dimension
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Lambda-Insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Lambda-Insights.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/LogsAnomalyDetection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/athena/
https://docs.aws.amazon.com/athena/latest/ug/querying-aws-service-logs.html
https://kubernetes.io/docs/concepts/workloads/pods/sidecar-containers/
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» Amazon CloudWatch Synthetics & AWS X-Ray TO 7 /\v &

s O F—BROREB RV Z74IINLERIY

« Amazon S3 ICEEOJT ZXETD

« Amazon Builders' Library: EFAQOAAMZEH D LOICHTBATLAZRRTS

BETZ D—0>3av

REL06-BP02 X NJ U 2R &EHH L U'5HE T2 (&5

117


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_automate_response_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_storage_analytics.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_review_monitoring.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_end_to_end.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_architecture.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Lambda-Insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
https://aws.amazon.com/otel/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Sending-Logs-Directly-To-S3.html
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
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https://observability.workshop.aws/
https://aws-otel.github.io/
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END2FEREHOT V3 BETTEET,
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TR T, FEZBBIDLOOFIEZ TIERSETTEET, AWS User Notifications % 18
UTEX=I®Fr¥Yy NFrXIIC, BWICE 2= AWS Health 1 R NBRIZER L, Amazon
EventBridge ZBU CE_Z U IV =)L T Z7—KNY=)ILZ2707 7 LTHELET, AWS
Organizations ZFEAT3HEE. 7HV > MET AWS Health 1 X R EEHWLET,

EventBridge Z > N & 54 & Amazon SNS 2S5 XNEHE

EventBridge & Amazon SNS FEESEAR NEBRT7 7V T—23a> OBRICEATEEXRT,
EE57BANE, BEANEBEZ—XICK2TEAYET,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/sns-configuring.html
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-eventbridge.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/data-streams/
https://aws.amazon.com/kinesis/data-streams/
https://aws.amazon.com/kinesis/data-firehose/
https://aws.amazon.com/sns/faqs/
https://aws.amazon.com/sns/faqs/
https://aws.amazon.com/s3/
https://aws.amazon.com/rds/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
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* Amazon CloudWatch

» CloudWatch Logs insights

+ Amazon CloudWatch TO7 Z—ADEHA

« Amazon CloudWatch & v 2 17/R— RO FEH
« Amazon CloudWatch X N VA& RT3
+ Amazon SNS B D FRE

« CloudWatch E&#

» CloudWatch Logs data protection

* Amazon EventBridge

* Amazon Simple Notification Service

B BpH:

* reinvent 2022 observability videos

+ AWS re:Invent 2022 - Observability best practices at Amazon
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* Amazon EventBridge to AWS Lambda with feedback control by Amazon CloudWatch Alarms

REL06-BP03 BAIZRXET 2 (UTILEA AREBETS—L) 121


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/protect-sensitive-log-data-types.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://aws.amazon.com/sns/
https://www.youtube.com/results?search_query=reinvent+2022+observability
https://www.youtube.com/watch?v=zZPzXEBW4P8
https://observability.workshop.aws/
https://serverlessland.com/patterns/cdk-closed-loop-serverless-control-pattern
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N, FEFAWSSDK Z2FEALTAPI O—-)LZFERALTT7S—LAZRBTEET,
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3. TZ—LT7V3VERELIERTS. TUOAVNFBERT T —AICDOWTE. CloudWatch
SDK Z2FERALTCEBT Va3V EBELET, fIAE, P5—AIKIKUTTOavaERLT
BWCTD, EEETI—ALICKRUTTO 3> 2ENCTHHET, CloudWatch 75— AICED
WT Amazon EC2 41 VAR ANDREZHEHNICEETEET,
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2 3aIClF, AWS Lambda BEEOF T H L. Amazon EC2 Run Command OO L., Amazon
Kinesis Data Streams NDA X2 k® L —, TEventBridge ZfffH L T Amazon EC2 % HE{t
T21 DRRHFEBENET,

4. BEEEFIEE (SOP): 77V r—2a3a>AVR—F2 MCET VT, AWS Resilience Hub (&
BEOSOPT 7 L—hE#HELET, ChS5OSOPZFEALT, 7—MREL EHE
ICARL—BZ—HFRSXNETOALRAZINTXEITEET, £, Resilience Hub DL I X
F—2AVICETVTSOP ZERTRD L ETEET, TOHAK, BERV—2BENSITE
Resilience Hub D7 7V r—>a> &, FOTF7VT5—232ICWT2RENTFEOBREN BE
TY, SOPOLOAXYF—>3avE, BEIOFMEZZ T TERENET,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarms.html
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-describing-alarms.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-runbook-reference.html#view-automation-json
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-using-alarm-actions.html
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-using-alarm-actions.html
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lambda/
https://aws.amazon.com/ec2/
https://aws.amazon.com/kinesis/data-streams/
https://aws.amazon.com/kinesis/data-streams/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/automating_with_eventbridge.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/automating_with_eventbridge.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/what-is.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/sops.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/building-sops.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-custom-ssm-doc.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-custom-ssm-doc.html
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B BpH:

+ AWS re:Invent 2022 - Observability best practices at Amazon

* AWS re:Invent 2020: Automate anything with AWS Systems Manager
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* Create Custom Ticket Systems for Amazon DevOps Guru Notifications
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https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/xray/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-eventbridge.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-rule.html
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://www.youtube.com/watch?v=zZPzXEBW4P8
https://www.youtube.com/watch?v=AaI2xkW85yE
https://www.youtube.com/watch?v=_OTTCOjWqPo
https://www.youtube.com/watch?v=Mu8IqWVGUfg
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https://www.youtube.com/watch?v=MHezNcTSTbI
https://catalog.us-east-1.prod.workshops.aws/workshops/a8e9c6a6-0ba9-48a7-a90d-378a440ab8ba/en-US
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax.html
https://docs.aws.amazon.com/athena/latest/ug/supported-format.html
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+ CloudWatch Logs Insights ZEAL 207 7T—2Z O 047
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« CloudWatch Logs Insights ZFAL A TF— 2O 294

» Amazon CloudWatch Synthetics & AWS X-Ray TODF/\v &

s SBNTYRNDZATHA VIR —ZERTDFEE

« Amazon Athena T Amazon S3 Y —N—T7 V7 LAOTZ M I B2 FEEHBA TS EZ L,
c A 2OFATH-NEVT1D—0>3vT
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RELOG6-BP06 EZ—AX U J OEHEX RN O AZEHNICHERTS

D—O0—-REZRVIDORELEZHEICHEL, VJ—V0-REXTDT—FTIF v DELIC
BhETEHLET. TEZRVVIOEBHNEEERERE, BEA VST X0RELPEZELOUA
JERL, D—J0-RFATHEOBERZEXTDIDICKRILEERT,

WRUBEZRUTREIBEBESZAXRNUIZACRELTSY ., EIXAOBEIELA BT S
CONTELLET, BERLE1I—TOEATR, $—ERALARLA VST —5— (SL) BERL.

REL06-BP06 EZ &2 UV T DEEEX N I A EHRHICHEIE TS 126


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/premiumsupport/knowledge-center/analyze-logs-athena/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-lifecycle.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
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https://aws.amazon.com/solutions/distributed-load-testing-on-aws/
https://aws.amazon.com/solutions/distributed-load-testing-on-aws/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/welcome.html
https://www.youtube.com/watch?v=4J6lVqa6Yh8
https://martinfowler.com/articles/feature-toggles.html
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
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https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/test-reliability.html#GameDays
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://aws.amazon.com/partners/find/results/?keyword=devops
https://aws.amazon.com/marketplace/search/results?searchTerms=DevOps
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_adapt_to_changes_load_tested_adapt.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_resiliency_testing.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_failure_injection_resiliency.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/performance-engineering-aws/test-automation.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/concepts-continuous-delivery-integration.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/indicators-for-functional-testing.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codebuild/latest/userguide/how-to-create-pipeline.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-DeviceFarm.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/test-reliability.html#GameDays
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https://aws.amazon.com/resilience-hub/
https://aws.amazon.com/blogs/architecture/continually-assessing-application-resilience-with-aws-resilience-hub-and-aws-codepipeline/
https://aws.amazon.com/disaster-recovery/
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* AWS re:Invent 2020: Testing Resilience using Chaos Engineering

» Improve Application Resilience with AWS Fault Injection Service

* Prepare & Protect Your Applications From Disruption With AWS Resilience Hub
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https://aws.amazon.com/fis/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/qa.nt.6-experiment-with-failure-using-resilience-testing-to-build-recovery-preparedness.html
https://aws.amazon.com/blogs/architecture/continually-assessing-application-resilience-with-aws-resilience-hub-and-aws-codepipeline/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/verify-the-resilience-of-your-workloads-using-chaos-engineering/
https://principlesofchaos.org/
https://disaster-recovery.workshop.aws/en/intro/concepts/chaos-engineering.html
https://www.youtube.com/watch?v=OlobVYPkxgg
https://www.youtube.com/watch?v=N0aZZVVZiUw
https://www.youtube.com/watch?v=xa4BVl4N1Gw
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/deployment-strategies.html#in-place-deployments
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_automated_changemgmt.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
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https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/infrastructure-as-code.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/canary-deployments.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-configurations.html
https://docs.aws.amazon.com/whitepapers/latest/overview-deployment-options/bluegreen-deployments.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/relnotes/release-2020-05-18-ts-deploy.html
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/automation.html
https://docs.aws.amazon.com/whitepapers/latest/overview-deployment-options/prebaking-vs.-bootstrapping-amis.html
https://aws.amazon.com/image-builder/
https://aws.amazon.com/image-builder/
https://aws.amazon.com/elasticbeanstalk/
https://aws.amazon.com/proton/
https://aws.amazon.com/cloudformation/
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BERFIXN:

* Automating safe, hands-off deployments

* Leveraging AWS CloudFormation to create an immutable infrastructure at Nubank

* Infrastructure as Code
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https://aws.amazon.com/serverless/sam/
https://aws.amazon.com/cdk/
https://aws.amazon.com/cloudcontrolapi/
https://docs.aws.amazon.com/apigateway/latest/developerguide/canary-release.html
https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://docs.aws.amazon.com/whitepapers/latest/blue-green-deployments/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/blue-green-deployments/implementation-techniques.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_automated_changemgmt.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/blogs/mt/leveraging-immutable-infrastructure-nubank/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/infrastructure-as-code.html
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» Implementing an alarm to automatically detect drift in AWS CloudFormation stacks

B iE B

« AWS re:Invent 2020: Reliability, consistency, and confidence through immutability
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https://docs.aws.amazon.com/blogs/mt/implementing-an-alarm-to-automatically-detect-drift-in-aws-cloudformation-stacks/
https://www.youtube.com/watch?v=jUSYnRztttY
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https://en.wikipedia.org/wiki/CI/CD
https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/fargate/
https://aws.amazon.com/lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/getting-started-codedeploy.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/getting-started-codepipeline.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/getting-started-codepipeline.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_build_mgmt_sys.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_auto_integ_deploy.html
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« OPS06-BP02 7 O4%ZTAKTS
« OPS06-BP04 TAMEO—INY VD ZBEELTS
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« AWS CodePipeline ZFIfA L =% A M & 1 /= AWS CloudFormation AR Y U Q&7 1) /N1 —

APN N—=hF— BBt EF704VY V13 0EREXETED/N—hF—
+ AWS Marketplace: products that can be used to automate your deployments

« Webhook ZFERALTF¥ Y NXYVE—HBHEMLT S

« Amazon Builders' Library: 7O/ KICHE T2 0-ILNY VOZE£HOER

+ Amazon Builders' Library: ##f 7V /N) —IC XD E&EL

+ & IFAWS CodePipeline

* What is CodeDeploy?

+ AWS Systems Manager Patch Manager

* Amazon SES& I

» Amazon Simple Notification Service & (&

BEIE B H:

« AWS Summit 2019: AWS IZ& 7% CI/CD
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_mit_deploy_risks_test_val_chg.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_mit_deploy_risks_auto_testing_and_rollback.html
https://aws.amazon.com/blogs/devops/continuous-delivery-of-nested-aws-cloudformation-stacks-using-aws-codepipeline
https://aws.amazon.com/partners/find/results/?keyword=devops
https://aws.amazon.com/marketplace/search/results?searchTerms=DevOps
https://docs.aws.amazon.com/chime/latest/ug/webhooks.html
https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments
https://aws.amazon.com/builders-library/going-faster-with-continuous-delivery/
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://youtu.be/tQcF6SqWCoY
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https://www.allthingsdistributed.com/2016/03/10-lessons-from-10-years-of-aws.html
https://www.allthingsdistributed.com/2016/03/10-lessons-from-10-years-of-aws.html
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https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/storagegateway/latest/vgw/WhatIsStorageGateway.html
https://docs.aws.amazon.com/datasync/latest/userguide/what-is-datasync.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/amazon-s3-glacier.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Replication.Redis.Groups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/disaster-recovery-dr-objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/disaster-recovery-dr-objectives.html
https://aws.amazon.com/premiumsupport/knowledge-center/copy-s3-hdfs-emr/
https://aws.amazon.com/premiumsupport/knowledge-center/copy-s3-hdfs-emr/
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https://aws.amazon.com/products/databases/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
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https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/datasync/latest/userguide/what-is-datasync.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/WhatIsStorageGateway.html
https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html
https://docs.aws.amazon.com/efs/latest/ug/efs-backup-solutions.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/backups.html
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-create-snapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CreateSnapshot.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr.html
https://aws.amazon.com/solutions/efs-to-efs-backup-solution/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/backuprestore_HowItWorks.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/elasticsearch-service/latest/developerguide/es-managedomains-snapshots.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://www.youtube.com/watch?v=Ru4jxh9qazc
https://www.youtube.com/watch?v=dCy7ixko3tE
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https://youtu.be/av8DpL0uFjc
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/efs/latest/ug/encryption.html
https://docs.aws.amazon.com/drs/latest/userguide/volumes-drs.html#ebs-encryption
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://aws.amazon.com/blogs/storage/building-cyber-resiliency-with-aws-backup-logically-air-gapped-vault/
https://aws.amazon.com/blogs/storage/validate-recovery-readiness-with-aws-backup-restore-testing/
https://aws.amazon.com/blogs/storage/improve-recovery-resilience-with-aws-backup-support-for-multi-party-approval/
https://aws.amazon.com/blogs/storage/improve-recovery-resilience-with-aws-backup-support-for-multi-party-approval/
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https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr-replication-config-for-kms-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr-replication-config-for-kms-objects.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/efs/latest/ug/encryption.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/encryption.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/encryption.tutorial.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://docs.aws.amazon.com/wellarchitected/latest/financial-services-industry-lens/fsisec11.html
https://docs.aws.amazon.com/whitepapers/latest/ransomware-risk-management-on-aws-using-nist-csf/welcome.html
https://aws.amazon.com/blogs/storage/building-cyber-resiliency-with-aws-backup-logically-air-gapped-vault/
https://aws.amazon.com/blogs/storage/validate-recovery-readiness-with-aws-backup-restore-testing/
https://aws.amazon.com/blogs/storage/improve-recovery-resilience-with-aws-backup-support-for-multi-party-approval/
https://wellarchitectedlabs.com/reliability/200_labs/200_bidirectional_replication_for_s3/
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery_Howitworks.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PIT.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshot-lifecycle.html
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https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup.html#creating-automatic-backups
https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup.html#creating-automatic-backups
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
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https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://youtu.be/av8DpL0uFjc
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https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-policy.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/restoring-a-backup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/restoring-a-backup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/restoring-a-backup.html
https://docs.aws.amazon.com/drs/latest/userguide/failback-preparing.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/dynamodb/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-creating-OpsItems.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-creating-OpsItems.html
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https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/BackupRestore.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
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https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/regions.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/availability-zones.html
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https://aws.amazon.com/ec2/
https://aws.amazon.com/fargate/
https://aws.amazon.com/lambda/
https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ecs/
https://aws.amazon.com/ecs/
https://aws.amazon.com/eks/
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https://aws.amazon.com/s3/
https://aws.amazon.com/efs/
https://aws.amazon.com/aurora/
https://aws.amazon.com/aurora/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/data-streams/
https://aws.amazon.com/kinesis/data-streams/
https://aws.amazon.com/rds/
https://aws.amazon.com/rds/
https://aws.amazon.com/redshift/
https://aws.amazon.com/elasticache/
https://aws.amazon.com/ebs/
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/image-builder/
https://aws.amazon.com/ecr/
https://aws.amazon.com/ecr/
https://aws.amazon.com/dynamodb/global-tables/
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https://aws.amazon.com/route53/
https://docs.aws.amazon.com/Route%C2%A053/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route%C2%A053/latest/DeveloperGuide/dns-failover.html
https://aws.amazon.com/application-recovery-controller/
https://aws.amazon.com/application-recovery-controller/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_objective_defined_recovery.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_objective_defined_recovery.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/AWS_Fargate.html
https://docs.aws.amazon.com/eks/latest/userguide/fargate.html
https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
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https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_objective_defined_recovery.html
https://aws.amazon.com/about-aws/global-infrastructure
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/availability-zones.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-benefits.html#arch-AutoScalingMultiAZ
https://docs.aws.amazon.com/imagebuilder/latest/userguide/how-image-builder-works.html#image-builder-distribution
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-placement.html
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https://docs.aws.amazon.com/lambda/latest/dg/security-resilience.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/replication.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Redis-Global-Datastore.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_xaxr_dashboard.html
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https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://catalog.workshops.aws/observability/en-US/aws-native/xray/explore-xray
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-subnets.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-groups.html
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https://aws.amazon.com/application-recovery-controller/
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-for-disaster-recovery-dr.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/use-fault-isolation-to-protect-your-workload.html
https://aws.amazon.com/blogs/mt/establishing-rpo-and-rto-targets-for-cloud-applications/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack
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https://catalog.us-east-1.prod.workshops.aws/workshops/4d9ab448-5083-4db7-bee8-85b58cd53158/en-US/
https://github.com/adriaanbd/aws-asg-ecs-starter
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://github.com/aws-samples/ecs-refarch-cloudformation
https://docs.aws.amazon.com/r53recovery/latest/dg/routing-control.failover-different-accounts.html
https://docs.aws.amazon.com/lambda/latest/dg/services-alb.html
https://github.com/aws-samples/amazon-ecr-cross-region-replication
https://medium.com/devops-techable/how-to-design-an-ssm-parameter-store-for-multi-region-replication-support-aws-infrastructure-db7388be454d
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-settings-configure.html
https://disaster-recovery.workshop.aws/en/labs/basics/secrets-manager.html
https://aws.amazon.com/blogs/aws/new-replication-for-amazon-elastic-file-system-efs/
https://aws.amazon.com/blogs/storage/transferring-file-data-across-aws-regions-and-accounts-using-aws-datasync/
https://docs.aws.amazon.com/whitepapers/latest/hybrid-connectivity/aws-dx-dxgw-with-vgw-multi-regions-and-aws-public-peering.html
https://catalog.workshops.aws/s3multiregionaccesspoints/en-US/0-setup/1-review-mrap
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://d1.awsstatic.com/solutions/guidance/architecture-diagrams/cross-region-failover-and-graceful-failback-on-aws.pdf
https://aws.amazon.com/blogs/networking-and-content-delivery/deploying-multi-region-applications-in-aws-using-aws-global-accelerator/
https://docs.aws.amazon.com/drs/latest/userguide/failback-overview.html
https://disaster-recovery.workshop.aws/en/
https://catalog.us-east-1.prod.workshops.aws/workshops/080af3a5-623d-4147-934d-c8d17daba346/en-US
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
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https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html
https://repost.aws/questions/QU4DYhqh2yQGGmjE_x0ylBYg/what-happens-after-failover-in-rds
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
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» AWS Auto Scaling @ {140 &
« Amazon EC2 BEfEIH

* Amazon Elastic Block Store (Amazon EBS)

* Amazon Elastic File System (Amazon EFS)

* Amazon FSx for Lustre & (&
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* What is AWS Step Functions?

+ & IFAWS Lambda
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workinginstances-autohealing.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workinginstances-autohealing.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://d1.awsstatic.com/rdsImages/IG1_RDS1_AvailabilityDurability_Final.pdf
https://docs.aws.amazon.com/resilience-hub/latest/userguide/integrate-ssm.html
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
https://www.youtube.com/watch?v=GPQKetORzmE
https://www.youtube.com/watch?v=Mu7fgHOzOn0
https://catalog.workshops.aws/resilient-apps/en-US/rds-multi-availability-zone/failover-db-instance
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://aws.amazon.com/route53/sla/
https://aws.amazon.com/route53/sla/

EEEOR AWS Well-Architected 7 L —ALD—%

HFFHCR>THAMKZ#IETEDEETE, O MNO-LTL— /'CL?%E?—:'CKL\%Ab‘ﬁUi
o TAHFARVANIVBROGTIANFA—N—XNZZXLIZDO2VTR, F—E27L— Ozt
ALT, R SEEOEEMEZRHAL TILEEL,

A1 —FAVITA VT SANTOF Y RBENICEZETDLDICEKILT, /10 F MBIV
RO—ILTL—2Z2FRALBAVWKRSICLET, HlZEF. AmazonEC2 1 VAR AZFERAL TV
BAK., FILLWAV AR AZFBH T OES I =Y LY, Auto Scaling FIL—T AV AR
ADEMZEERLEYTRZERBITLSESY, OEMEEZREARICEDDICK, 7TM4ILF—/N—
CEATRISAZ—IC+HABRBREEZ7OES I - LT EEVY, COBREOLZEVEEZSIRT
6%\%#56%’*@ TITORY—TIVROZVATLAEZEICAOY MILZEREL T, BRshizUY—X
ICEETDIRT 74V IDEFEREICHRL T EE L,

Amazon DynamoDB. Amazon API Gateway, d— R/NZ 2% —, AWS Lambda ¥ —/N\—L A& &
NDH—EATR., ChsOY—ERZFERATRETF—RTL—2&FHTEERT, LEL, #HLL
A%, O—RNZH—, APIS—K~DI A, £/l DynamoDB T—7IILOEREI> MO—ILT
L—>07F '7/3/15‘) AR NODEF/R T TAINA—N-T '7>EI>0)')/\ e T, N\
T7H#—X2VABTOHICETLTELKBENF HYET, Amazon RDS Tk, F—X7TL—>20OT 9
JAVICKRYTF=ENOT VAN AREICE)ET,

TF—27L—2, AV RO-LT7L—=2, 8LV, AWSHETAMOBEZRLIH—ERZLA
ICBELTVZ0N, COVTORMERE., "TRAFEVTA—V-—2ZEALLEBNRZEN, 25
BLTSEZL,

T—27L—TOERE, AV O-LTL—2TOERZEBLEY,
KEFIR

NTA#—IVABTOARNRIZERTIZEOHZDRT—IVO0—RIZOVT, 7TA4)LF—/N—
Z07 v, BUAMEKRE. BBBERM. FLEHAVY-RERTSVoMMbETVET., OV
RO—LTL—=2OT 0230 ERBENDARMEDHZIRETIVIAVERELET,

O NA=WT 023> azF—37L—2F 023 VICBETRH L EZRILET,
- BBRAT—UJ (A NA—-LTL—2) ZERAT—I)I&E iz Amazon EC2 DY —RA (F—2&

7°I/_>) L:ggbij-o

« Amazon EC2 4/ VARV AART—U>J (A " O—=IL7L—>) % AWS Lambda R —) > 5
(F—R7TL—)ICBELET,

« Kubernetes 2 A T2 H5WB%R5TEI N NO—ILT7L—0F 023> oEEFMLET.
Ry ROEBIE Kubernetes DF—X 7 L—20OTF90>3>2Td, 77232k /—ROEBMNTE

REL11-BP04 EIHFE O NO—=IL7L—2TRELF—RTL—2%2FATS 201


https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
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* APN Partner: partners that can help with automation of your fault tolerance

+ AWS Marketplace: products that can be used for fault tolerance
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https://www.eksworkshop.com/docs/autoscaling/compute/cluster-autoscaler/overprovisioning/
https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://aws.amazon.com/partners/find/results/?keyword=automation
https://aws.amazon.com/marketplace/search/results?searchTerms=fault+tolerance
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.API.html
https://docs.aws.amazon.com/whitepapers/latest/security-overview-aws-lambda/lambda-executions.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_Operations_AWS_Elemental_MediaStore_Data_Plane.html
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https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://aws.amazon.com/blogs/containers/managing-kubernetes-control-plane-events-in-amazon-eks/
https://www.youtube.com/watch?v=gy1RITZ7N7s
https://www.youtube.com/watch?v=62ZQHTruBnk
https://aws.amazon.com/blogs/aws/amazon-route-53-application-recovery-controller/
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_avoid_control_plane.html
https://aws.amazon.com/blogs/architecture/minimizing-dependencies-in-a-disaster-recovery-plan/
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https://aws.amazon.com/builders-library/static-stability-using-availability-zones
https://aws.amazon.com/rds/features/multi-az/
https://aws.amazon.com/blogs/architecture/minimizing-dependencies-in-a-disaster-recovery-plan/
https://docs.aws.amazon.com/whitepapers/latest/real-time-communication-on-aws/cross-region-dns-based-load-balancing-and-failover.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequestRouting.html
https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://aws.amazon.com/about-aws/whats-new/2018/04/announcing-s3-one-zone-infrequent-access-a-new-amazon-s3-storage-class/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/disable-cross-zone.html
https://youtu.be/sKRdemSirDM?t=704
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://aws.amazon.com/blogs/mt/whats-new-in-aws-observability-at-reinvent-2022/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/understanding-workload-health.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/measuring-availability.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/shared-responsibility-model-for-resiliency.html
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
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