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XY RND—VEBENCOBREZITVET, HARI—T—RNIVIAODEXHBLVPRREICOVTIE,
TAWS Site-to-Site VPN N AZN—T— KD IAFT/NA1 A1 ZSRBLTLEE,

IPv6 HARN—4—KNJIA

IPv6 SANEBR> R IP TEAITDNARII—T—RIIAZEKTDEER. IPv4 7T RLADOKD
WIZIPV6 7 RLAZEELEXT. IPV6 HARN—T—hTIAF., AWSIZXI X ROV
KRIzlE CLIAWS ZERAL THERTE XTI,

CLI ZERAL T IPV6 AWS HARN—T—KRIVI A ZEKTBICE, ROOV REFEALERT,

aws ec2 create-customer-gateway --Ipv6-address 2001:0db8:85a3:0000:0000:8a2e:0370:7334
--bgp-asn 65051 --type ipsec.l --region us-west-1

IPv6 7 RLAR, BDARI—T—KRITIATFNAADA 2V E—FY NTIL—T 1V TARBEENE
Pv6 7RLATHDLENHVXT,

IPv6 VPN &%
Site-to-Site VPN E#ild. XD IPV6 REEZYR—NLTVET,

« IPv4 BENT Y NZET IPv4 A\EB N> XL - Virtual Private Gateway (VGW). Transit Gateway
(TGW). # & T Cloud WAN THHR— K& hTWBEAME IPv4 VPN HEE,

IPv6 HARI—T'—KRJITA 8



AWS Site-to-Site VPN I1—H—HA K

« IPv6 AENTY REBT IPVA TR RIL-VPN RVRILAD IPV6 FTIT—23 2 INTV A
R—KZHFALET, TGW &KV Cloud WAN THR—RENTLVET (VGW TREHFR—KEh
TVWEREA ),

« IPv6 NERNTY REZBT IPv6 AR ZIL - AEBR R IP ERFNT Y K IP OEIIFIC IPV6
TPRLAZFEATZETELE IPv6 BITEZRELE T, TGW & Cloud WAN THR—KRENIT
W&Ed,

« IPVA NEBNTY REBE IPV6 AR I - RORIADL A —IPVAT 7V Tr—>3> %%
R—KULBAS, IPV6 BN RILOT RLAEEZFALET. TGW & Cloud WAN THR—
REhTVWET,

IPv6 AR R IP ZFERATS VPN ERZHERTDICE. VPN EHEOERRIC
OutsideIPAddressType=Ipv6 ZEELET, AWS &, VPN R X)L DO AWS BIOAZB N> )L
IPv6 7 RLAZBEBHWICERELET,

IPv6 SMEB R RIL IP & IPve RERN 2RIV IP 2R L T VPN i 24EK T2 CLI N> ROAI:

aws ec2 create-vpn-connection --type ipsec.l --transit-gateway-id

tgw-12312312312312312 --customer-gateway-id cgw-001122334455aabbc --options
OutsideIPAddressType=Ipv6,TunnelInsideIpVersion=ipv6, TunnelOptions=[{StartupAction=start},
{StartupAction=start}]

describe-vpn-connection CLIAX > RZFEAL T, VPN #HEICE) ZTShiZIPv6 7 RL A
ERRCEET,

AWS Site-to-Site VPN #&HDO N> X)L A7 3>

J)E—KNZY NDJ—29% VPC IC$E#: 9 5 (Z(E. Site-to-Site VPN E#iZFH L £9, & Site-to-Site
VPN EfEICIE 2 DOR DRI BY), ThEFAORN D ZIUFBEEONT VYO IPTRLAZEAL
F9, TRMZBRIDEHICHIFON VR EREITDCENEETT, 1 DOMN RN FEAT
BRLKBO2LEEZB (LEARXTFVADOLEHICELE), Y NT—ORZTAVYIFTOEED
Site-to-Site VPN ## A ICERAAER R RIIABEHNICIL—FT 12T NET,

DTORE, VPNEHED 2 DO RILZRLTVET, THAMZEHR-H. BN RILEES
BTRATEVTA—V—=2VTRTILET, AVTLIARYNDT—=IDS ANDRZT 1Y DF,
WMAEDKRILAWS ZBEALET, SAVTLIARYRNT—T AWSADRZ 74T, VW
ThADKN R EZBELETY. AWSAITEREN REL LSRR, BBNICES-ADORNI X)L
7 TANF—-N-TEET,

VPN R ZILAT 3> 9
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F Reqgion

On-premises network

e @)

Custpmer

Subnet private : Y ; gatdway
IJE' gateway Router L o !

YPMN connection

Site-to-Site VPN #EHRZER TR EE, NAZIN—T—KRIVIATFNAARICBBD, F/)NA RAERE
ITRLEOHDEHR, BLRTFBRN U RIILOEREDLEODBERESALERET7AINEFADO0—RLE
9, Site-to-Site VPN #E#Z/ER TR EE, 7232 T, WKIO2ADORNRIILATarz™AIC
BETHCENTEET, TH5LHEVEE., AWSIZKYWTF7FIINENBESNET,

NZXRIFERAT> a3
VPN R R OSBIRRBERETE £,
. EESEIE: N XLBEYRAK 1.25Gbps (F7 ALK

LEHIE N> %)L (LBT): N> XIL& 1=V &K 5 Gbps

[ iEiiE N > &)L, Transit Gateway 7z l& Cloud WAN ICF7 XY FEhiz VPN EHBETOMKMERT
EET, FMHICOVTR, "EFEENFIL) Z22RLTLSEEZV,

(® Note
Site-to-Site VPN R R IV RRAV KE, DARN—T—KRIIAHASORRDIEFIC
BEREL, UTOUARNOR/NEREBASIEIC, DARY—T—KRVIAHSORRZTM
L% 9, modify-vpn-connection-options N> RZFERAL T, AWS I RKRA >

NI HEEHEAT a2 10
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RAZBHFANDAFATSAO)ANZHIRTEERT, FHFMICOWVWTIEE. Amazon EC2 OV
RZSA421)T77L>2AD "modify-vpn-connection-options ;s Z SR E&E V),

[LEEE N>R

EHEEN XL EFERTRDE, BED 1.25GCbps EHBL T, N RILH V) HEKX 5 Gbps M
w8 Z 7R — N 9% Site-to-Site VPN N R ZRETEE T, [LwEitE > RILIEE, Transit
Gateway £/ (& Cloud WAN IZ7 X2 Y FEehiz- VPN B TEATEE T, ChiCkY), ECMP
(Equal Cost Multi Path) Z EQEMBE7ORN N ETF7TOM4TIHMEN LBV, LYBVFTEHIEE
KHL, NRILHEVY 5GCops D—BLERN R THIBEBRTEERT, LHFEHEN I,
RDI—AT—ATHERATEILDICHRFETNTVET,

c T=REVE—EEAWS D—JO0—REAVTLIATF—EEVE—BORTEERELEL
T3, THEEREICHETD/NAT VY RTPTUTr—>3>2 BV IF—28T. LEET4Y
ABYUANIVT—FTO0F v EHYR—NLET,

« Direct Connect /\Y 27 ¥ 7°: K& E Direct Connect Bl (10 Gbps A L) /Ny O TF7 v £k
F—=—N—LAEHZFA T LIAOTF—RE2A—FEEIOT—2 3 VBERICEBHUET,

y—a> oAl
LeiEiE s> RILE, UTERSIRNTO) -3 THEHATEEXET,

FERHFTAWS ) —>3 >

AWS I)—>3 B

>

ap-southeast-4 T TN T714v 9 (XIKRIL)
ca-west-1 HFABE (HILH—)
eu-central-2 R (F1—UvE)

il-central-1 AAZIIL (TILTET)

me-central-1 FR (T 7EREEFH)

ErigE s R 11
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EHEHIR

« Transit Gateway £ 7=l Cloud WAN I[C7 2 Y FEN VPN ERTOKMEATEEXRT, Virtual
Private Gateway 7 XY F X R TRYR—REhTLVEHA,

« VPN #H:0EB O RIILIE, AUFEIESRE (WA EE 1.25 Gbps WA £ E 5 Gbps) &
FERTIBENFHYET,

« B VPN EFHR—RENTVELRA,

« 7ZAR—=KIPVPN, L—F 42U, RURIXDTFFABEOMOTXTOIT VPN L
&, EHEIENRILTERURD ICHELET,

« MTU O #IBRIE 1500 XA RDEETT, FAFOTILIVAALILHE>TMTIU & MSS OH A X%
ARTDHEICOVTEHLLIHALET,

s BFEORN RN ZEZEELTCLHFEHBEBN RN ZFERATR LR TEFEEA. ET M RILZHIBRL
A5, HFILLRRILZERL., NORILFEHIEZ Large ICRET I HENf BV ET,

c BEIPZFEODAREIN——KNTJIA (CGWs) D%, [EHEIEN X TEATEET,

c PP7RLADBEVHARIY—T—RNJTIA (CGWs) &, IEFHEHIBEBN RILTREERATEEFREA,

« EEEENRILE. MORILOBILFIC NAT-TR—RMODEEEZYR—KNLTVWER A,

c WA BERNTY NTR, NTF—I VAN ETTHTEEIBYET, FHECOLT
. T EBBLTLKEE,

[LeigiE s> RIILOEE
A EiE VPN BHEORE£(IC DOV T, AWS VPN BER—JESBLTLSEEL,

5Gbps ZBABDARAT—1U>2YT

N> %IV 5GCbps ZBX BB EMHIC OV TIE., EHO VPN 5T ECMP 2EfHTE
£, fIRF, S—CFHEBRNRILT2O0 VPN E#HEZT7O/4L, 4 2O RILIXTIC
ECMP 232 & T, 20 Gbps O HIEEERTEET,

DRRILNATS 32 Z2RET D AWS Site-to-Site VPN

COEO>a>TR, TFYRETHREHE, KEN—23), BEUREBREDEELRNTX—2%EH
IN—TF 3. AWS Site-to-Site VPN EH D RN XA T2 a2V OREICEITHBENLGEAA AR
ERBLET, chSORNRILATaVEBDAIIAALT, VPN EHEOEFIUFT 1, N
TA—X VA, AVTLEZAORY ND—DA VT FARNSOFrEOEBRMZRBILTEERT,

RETERNRINATZIVREATOESY T,

NOZRIWNATSIAEBRETS 12
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® Note

— ORI ZILATSIAVICEEROTFTT7AINENF BYIET, fIAEFE. IKEN—232I(C
& ikevl & ikev2 D2 DDFT7 AN KRDRNRILATS I ENHYNET, BEDEZ R
RUBVWEE, IXTOFT7FINNEFZEORN O RIILATaVICEERITShET, N
INATAVICEEBEFGFES<BEVFT7AIILNEN GNE, JUYIOLTHIBRLET. flx
., IKEN—23 22 ikevl O EFERT BB, ikev2 2V U Y I L THIBRLE T,

7Y RET#HH (DPD) 24 LT T b

DPD B4 LT IR RETDETOWH, DPD ZRALTIRN 30 BDIFEES. VPN I RRA
VR, BHIOF—TTSATORENS 30 BEICETHTFY RERBLET, 30 L LEEE
TEET,
F7#) M40

DPD RA LTI O3>
Fv RET#HE (DPD) ZA AT IR RELERBICERITIZTI3, UTEEETD LN
TEFY,

* Clear:DPD R4 LT IJRARELEEELCIKERY 2 IVZERTID (M ORILZEFLELT
LW—h&EoUTTS)

* None:DPD ZA LT IR RELTEMET Va0 EEZ2TLAEV
 Restart:DPD R4/ AT DRI RELEEEZICIKE YA 2BRETS

HMICDOWVWTIE, TAWS Site-to-Site VPN R ZILBEIBA T3>, #3BLTLSEEL,

77 # )~ Clear
VPN OJR®&A7>a>

Site-to-Site VPN OV ZEA T2 L., IPEF21 T 1 (IPsec) N RIHIL, 12 RX—FY hF—
R (KE) ZRd>I—>32, $RTTY RETHKE (DPD) Z7ORIJWXY =2 OFMICT U
TATEXRT,

FMICOVWTIE, TAWS Site-to-Site VPN 07 1 ZZRL T EE L\,

FEATREEOJER: json, text
IKE /N\—> 3>

VPN R R THAEND IKEN—232, 1 DUEDF 7)) NMEZIEETEEXT,

NOZRIWNATSIAEBRETS 13
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TF7#A) b ikevl, ikev2
N> ZJLAER IPv4 CIDR

VPN R I ORE (REP) IPv4 7 RL ADEETY, 169.254.0.0/16 EEA S D1 X /30
O CIDR7OY U %ETEET, CDR7AOY I, BURETSAR—KNTF—RNII A%
A9 %9 XTD Site-to-Site VPN ELIC O > T—ETHIHMENHYWET,

® Note
CDR7OY Vi, RZUZYRTF—RIIALOITRTOERICODIE>T—ETHIH
BRHYELA. EEL. —BETHRVBER., DAZRI—T—KNIJIATRENFRETD
AREMN BV ET, RTDY N — KNI A L0 Site-to-Site VPN ##: TR L CIDR 7
AOvoZBEATSEEE. BEEICEDHTIEZL,

LTOCDR7OYVRFHNEATHERATELEA,

* 169.254.0.0/30
* 169.254.1.0/30
* 169.254.2.0/30
* 169.254.3.0/30
* 169.254.4.0/30
* 169.254.5.0/30

* 169.254.169.252/30

F7A)8:169.254.0.0/16 BEAL SDOH A X /30 ® IPv4CIDR 70OY ¥,
ERHREF—-ANL—

ERHEF—ODANL—20RATRBUATOESY T,
- E¥ __ EJHEF—E Site-to-Site VPN H—EF AICEEREFEENINET,
+ Secrets Manager — EBaIREF+—F 2L TRES hEF AWS Secrets

Manager. Secrets Manager ®FFMHIC DWW Tk, MSecrets Manager Z#EALEEF1 )T 4
HeEnEL, Z2RLTSEZL,

N> xR wEiE

RZRILTHR—RENTVRFHEHIE.
« BE — FNORIFEHEE, FRILBHEYVEKR1.25Gbps (T7 FIB) ICREEShET,

NOZRIWNATSIAEBRETS 14
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- Large — R R BV OFHRAK 5Gbps ETO K X)L TEHIE,

(@ Note

Large &, RT 22 Y R —RJ T A EE Cloud WAN ICTF R Y F&E hiz VPN £k
THHKEFATEET, Virtual Private Gateway EHRTIEHR—REhTLVEE A,

N> ZJLAHER IPv6 CIDR

(IPv6 VPN #E#: D &) VPN k> RILORWE (FEB) IPv6e 7 RL ADEE, O—A)JL £doo: :/8
HEHASOY A X /126 ® CIDR7OY VREBETEET, CDR7OY V. ALKNZVDY
RSP —KRDIA%FEHT ST XTO Site-to-Site VPN EfRICHE>T—ETHDIEHNMBET
T, IPv6 7Y REEELAZWVES, Amazon ECOEREAS /128 47X Y NEHBMICR
RUET, Y7 XY NEEET DD Amazon FBIRITBHAICHAADST, 7Y NROKRH]
DOEATEES IPv6 7 RL AKELH O Amazon BITHEAE N, SEEATEK 2 FEEOFEATEE
IPv6 7 RL AAERAENET,

F7#A) N O—H) £doo: : /8 HBEASHH A X /126 ® IPv6 CIDR 7 OY 7,
AEBRZILIPTFTRLAZRATS

ABRNRILIPFTRLADIPFTRLAZRAT . LTOVWThAZIEETEET,

« Privatelpv4: 7724 XR—KIPv4 7 RL AZEAL T, Direct Connect £2H T Site-to-Site
VPN #2777 014LF T,

. PublicIpvé: (F7#ILR)ABRURILIPICIPvA 7 RLAEBERLET,

« Ipve: AR R IPIZIPV6 P RLAZERALET, COAT>a2E, NPV RNTF—
ROIAFRLEETITTRWAN £EO VPN EHRTOXAERATEET,

Ipve ZEIRITBHE., AWS [F VPN R RILD AWS BIOAET RN RIL IPv6 7 RL A%Z2 BEIM
ICRELET. NAEIN—T—RIITATFNA AR IPv6 T RLAEEZYR—KLTWBZ L
E.IPV6 TV RRAZNTIPsec RO RIINZBUTEDENBAERBYET,

T 7 %)L M PublicIpvé
O—AJ) IPv4 Y KD —%2 CIDR

(IPv4 VPN 80 &) VPN R R OBER (V7L IRA) O KE 7T —X2%d>vI—yay
FICEAENS CIDREH, COBBEEBFIN—NZRRBIZDLHICEAESNETH)., FIL—KXR—
AD VPNsD& AWS AT 210, RST 4 v 74RIEREThELA, RUZ—R—2AD
VPNs &, BIL—FT 4> J7ORINERINF V=230 T7—FFO0F v ZHHR—KNT S AWS

NOZRIWNATSIAEBRETS 15
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BEREZFIRIZD LD, YR—KRENTVEEA, ChIZE. VPN RO RIILEBATERFEITILEL
HBAVTLIARYNDT—VDIPEBEZEHIVENHYNET, EBEBONT 74y o 70—%
FEITBHICE, BYBIL—RT—7IEE. NACL, BLTEF1VTF1IIIN—T2FERATEH

BENfHYERY,

77 # )L ~:0.0.0.0/0
)E—KIPv4 XY NJ—% CIDR

(IPv4 VPN £ 0D &) VPN RO AWS I IKE 7T —X2 xdI—>a il RS
h3 CIDREMH, COERKI—NERRERIDLEDHICERAETATITHN, AWS FIL—KXR—AD
VPN DA ZFERTZH., NZ 714 v IOFHREBEAEhFEA, RUZ—X—ZAD VPN 3£
MBEN—TFTAITIFIATHBEILBEDIFREICLRT, RSPV RS—RNDI A% VPN &1
JARTIF/NA (ECMP) 2 E QAL E BEIBMEA T WD, AWS TRHR—REhTLEY
ho VPC DIFE., ChIFBEE VPC O CIDREHTY, RSUZYRNTF—KNIIADHEE. Ch
ICETRYFENLZVPC ELEBEMORZRY RD—UHS5DEHD CIDREEANEENDHZEN D
WET,

77 #JL :0.0.0.0/0
A—AJ IPv6 XY hJ—7 CIDR

(IPv6 VPN 50 &) VPN R RLEN L EBEAFATE hD, NDARI—SF—KIIA (F27
L S R) 0 IPv6 CIDR %,

T7 ) K20
JE—RNIPV6 XY NJ—7% CIDR

(IPv6 VPN 8D &) VPN R ZILEN U EBEENFFTEnT W3 AWS B0 IPv6 CIDR &,
F7A) K20
7 T —X 1 Diffie-Hellman (DH) TJIN—T&FS

7I—X1IKERXJ>IT—>3>2TVPN MFRILICKL TEHTE N3 Diffie-Hellman JIL—7 &
S 1 DULEOTFT7 A MEZIBETEET,

F7F) N2, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24
7 T —X 2 Diffie-Hellman (DH) ¥ )L —7"&%&

7I—X2IKEXIJ>I—23>TVPN M ZRIICKL TEFAE 1D Diffie-Hellman )L —7°%
o 1 2ULEDF 7)) NEZIBETEET,

NOZRIWNATSIAEBRETS 16
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F7#) K2, 5, 14, 15, 16, 17, 18, 19. 20, 21, 22, 23, 24
J7I—X1BETILIVXA

7I—X1IKERXOD>I—23>2TVPN RRILTHAETNBDBESAHATI OV XL, 1 DUED

F7FI)NMEZIEETEET,

F7 # )L ~N: AES128. AES256, AES128-GCM-16. AES256-GCM-16
TJ7I—X2BEATILIVXA

7I—RAXR2IKEXIJI—232TVPN R ZRILTHAEChZBESHLTIIV AL, 1 DUED

F7FI)NMEZIEETEEXT,

F7# )L ~N: AES128. AES256, AES128-GCM-16. AES256-GCM-16
JI—XA1EEHET7IIVXA

7I—A1IKEXJI—232TVPN RORIINTHAEhZEEETINIV AL, 1 D2UE®D

F7AINEREETEET,

77 # )L ~N: SHA-1, SHA2-256, SHA2-384, SHA2-512
JI—XA2BEHET7IIVXA

7I—RX2IKEXJI—>3>>TVPN MR THAEhZEEHETIIAV AL, 1 2UE®D

F7AINERIEETEET,

F7 %)L ~N: SHA-1. SHA2-256, SHA2-384., SHA2-512
TJTI—A154734 1A

@ Note

AWS i, 7I—X 1 OBMHE7 1 —ILRETI—X2OBEHHB7 1 — )L RTREE
NIERAZVJEZFERALTEF—ZRBLET., CORSIBITATRALNFROSTIT—
RENIENDRIIAVEBEREBDZHE, NORLEEFDTHENDTREN B ET,

JI—ZX1IKEXISI—23>0514784 L (B). & 900 A5 28,800 ETHETE &
9o

527 7 )l N 28,800 (8 B5RS)
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TJI—XR254734 A

(® Note
AWS F, 7I—X 1 OAMBB7 1 —)LRETI—-X2 BB T 1 — )L RTREZ
NEBAIVJEZFERALTBF—ZRBLET, CORIBITATRALNFROATTIT—
RENENVRIIAVEEERDHE. PRILEENPHEhDAEr HY) XTI,

7I—X2IKEXIYI—23>054 7584 L (B). Eld 900 A5 3,600 X TIHETEET,
EETHERE. 7I—ZX 10514721 LAOVRE)ENELTIREN B ET,

77 # )L ~: 3,600 (1 B[E)
EaHE+— (PSK)

B=TYRNT—RIIAENARI—=T— IV ITABIZHEAD Internet Key Exchange (IKE)
Security Association 2 ¥ 2 = DB AEF — (PSK).

PSKIX, 8 ~ 64 XFDOREICTZIHLEN BV, €O (0) M SHRODERFETEXREA, AT
ERNFF, BBF. EVFR (). BFLTTHR() T,

F7A)IN: 32 XFOERFEDLFES,
F—BERT7T7X

F-BERKENF A LICEBRENS, F—BEXVA VR (F—BERN—JVEBIC
KO TREEND ) DEE,

0~ 100 DN—t>Y MEZEETEXRT,

77 #J)L k100
F-BERDON -T2 A

7I—XM1E7I—X20EMHEIrRTIZHOBENON—V KB, TORE. VPN £k
M AWS fllA" IKE UF—ZRITLET,

BONSTI—X2DTATRALWDEOEFETOREZIEETEEXT,
F—BEROEREEEE, F—BER 77 AQEICETVTTVAALICEREIETT,

57 # )L N: 270 (4.5 23)
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BEIJAVRIOYAZANTY b

IKEBXED1>2 RTURONT Y N
64 A5 2048 ETHEZIBETEET,
F7#) ~: 1024

Bw®r7o>ar

VPN EHD R RN ZRUTDEEICRTIDT I3, UTZEETEERT,

« Start: IKE XY I—232 AWS ZRHBLTKR ORI EZBELET, WAZN—T—hKDI
ADNIPTRLATREENTVRIHBEICDATR—KELET,

« Add: HAZRY—T—KRIIAFNA AN KERDII—>23a>2zBARLTAN RV EZHEBT
2

HMICOVWTIE, TAWS Site-to-Site VPN M ZILBEIBA T3> ) #SBLTLSEETL,

77 # )L ~: Add
ROZRILIVRRANDT A THA4TILEH

ROZRILWIVRERAVNDZATHATLFEIZLY), TV RRAVNOEE|RAARTD 1—)L
ZHETEEXT,

HMICOVWTIE, TAWS Site-to-Site VPN R ZRILTIVRIRA D NDZATHA0IIEEH, 25
BLTLSEZL,

77 &)~ Off
Site-to-Site VPN £ DERBIC R RILA T2 3a > 2EETSH. BBED VPN #HO N> XA
TaAvEEZETEET, FHICOVTE., LTOERNEY VZSBLTLSEETL,

« ATV 7 5 VPN EniZERT S
« AWS Site-to-Site VPN N>R A7 a>0ZEE

AWS Site-to-Site VPN N> RJLERGEA TS 3>

ENHAEF—FLBFAAEEZEAL T, Site-to-Site VPN R RIIITY RKRA 2 N ZFBIATEE T,

VPN N RILREEAT> 3> 19
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- W
EHREF—

Site-to-Site VPN R RN OFT 7 # ) NOREEA 7> 32}k, BoiHEF— (PSK) T¥. b XRILZE
ER T 25BE, BN PSK 2 EET2H. AWS ICEBERZEHFATTEET, PSKIFUATOLT
POFEEFEALTRELET,

+ Site-to-Site VPN H—E AICEERFET D, sFMIC DOV T, TSite-to-Site VPN H AR —4' —
ROTATFTINA A, ZSBLTLSEETL,

« EF¥ 21T &BILT DS, AWS Secrets Manager |[R1F3F %, Secrets Manager O (- B8
955 MIE "Secrets Manager ZFEAL ¥ 1T 1 #EED L, ZSBLTLSEEL,

PSK XFHEZDER, NARXI—T—KRIVIATFNAARAEZERETDEEILCFERAETNET,
H5DT 54 R—NEBHEAWS Private Certificate Authority

ERixAF—EFEALEVIBAE. AWS Private Certificate Authority & 5 D75 4 R— NSEEHE %
AUTVPN ZFRAETEE Y,

AWS Private Certificate Authority (AWS Private CA) 2R L T, T CAA 5754 X—NiIHE
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R=T—RIDITATFNAADEH,

IPv6 DARAN——KNDTADOF7> 3>

IPv6 7 RLAZHERALTHAZI—T—RNIIA(2ERTDEER, RORZEBLTSEEL,

¢« IPV6 HAZAI—T—KNDIA &, NSZUDYRNTF—RNIIAFREETIZ T R WAN TO VPN &
ThOHPER—RNENET,
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c IPv6 P RLAE, BHMA DA E—FKYNTIL—TFT 142 TAgEBZ IPV6 T RLATHZDHEN DBV
7,

s DARIY—HS—NITIATFINA A IPv6 P RLAEEZHR—MLTVWB L L, IPv6 T2 RAR
AV RTIPsec NVRINEBITEDENBBERYET,

« AWSCLI ZFERAL TIPV6 WARXY—T—RNIVIAZHERTBICE. --ip-address /NTX—2&
(ZIPv6 P RLAZFEALET,

aws ec2 create-customer-gateway --ip-address 2001:0db8:8533:0000:0000:8a2e:0370:7334
--bgp-asn 65051 --type ipsec.l --region us-west-1

B IERAWS Site-to-Site VPN#Z#t

F7> 3T, Site-to-Site VPN EHEDT7 VL —2 3> ZBMICTEET, &F Site-to-Site
VPN $#: (&3F VPN ##t) EAWS Global Accelerator, ZFRALTHAVTLIAZRY RD—IH5
HARI—=TF =R ITIAFNAACREEVAWSTI Y SO —> 3N T4V 0 &IL—FT 14
TJLET, . BEOBZVAWSTO—NILEZY NDO—0&ZFEALTEY NTJ—2/VAAWS Global
Accelerator2 &RB{IL L, BREOT 7V T—23a> N7 #—X O AZRMIBD I RRAMNINT
JAV0N—TA42JLET FHICOVWTE, T4 ZZ8AWS Global Accelerator), =& VPN
BHRzFERTRE. NSZTAVINFNTIVYIALURZ—%FY MEBHATIL—T A TENBDEEICRE
TRARMEDHZDRY NT—VOFHZEBTEET,

B3E VPN B&HZ2/ERKTHDE. VPN R ZRILZEIIZ 12T D, 2207025 L —2X—DNERBS KD
EEETNET, AWS Global Accelerator>YV —I)LFE ki APIs ZfFERL T, chs07otw5L—
R—ZBHPTCRIANEFERFIEETDLEFETEEEA,

=& VPN ##iZ2 Y 7R— M TDAWSU =23 D OFFMIC OV TR, AWS Fi%ESite-to-Site VPN (- B
9BHFAQs) ZZRL TEE W,

SR ZBAMCTS

F7 # )L N Tk, Site-to-Site VPN i ZER TR E, 7OESL—23a 2 @FEMCEYET, NS
OV NF—=RNTJIA LIZFHL VSite-to-Site VPN 7R Y FX NZERTBDBRIC, #7232 TT
DEIL—232BUMITRENTEET, FHEFIEICOVTIEE, TAWS Site-to-Site VPN
MEERTE. ZSRLTLEE L,

= VPN #& T, PRILIVRERAVNIPTRLAACBMED IPT7 RLAGT =LA ERAE
NET, 2D2OVPN RZRIIDIPFTRLAR, 2205 DFY ND—0 V-2 S5BREIE
EE

=R VPN ## 33
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IL—IL & HIBR

BIE VPN 2 AT 355, AOIL—IIFrERENET,

« TOEZL—>32@. RIUDYRNT—RNIIAILTEY FENTLVS Site-to-Site VPN#EE#E T
DHYR—REhET, RETFAR—KT—FT I, SFLVPNEREZHR-—NLEE
Ao

« BJ& Site-to-Site VPN ##&tlk. AWS Direct Connect/N\7 V)Y J{REA > RX—T I A ATRFEATE
Tt A,

- BEOYA ME VPN BEHEOT I ESL—2 a2V ELIENCTI B TEERA, KD
WIZ, BELHELUTTIRIL—2 AV EEHELEEBICL T, HL WY1 N VPN EHEZ 4
REBDENTEET, RIC, HL L Site-to-Site VPN i ZFATD LS ICHAZRI—4— K
TIATFTINAAZHREL, H L Site-to-Site VPN #Z#H Z HIBRL £95

« BEIL VPN £#EICE. NAT RS /N—HJ)L (NAT-T) AARETHY), F7AINTEMCHZ>TLY
F£9, Amazon VPC IV —IIASHET7AILEA DI O—RLUEBEE. NAT-T REZHER
L., REIZWUTHABLET,

« BEVPN RZRIDIKEXRDII—230BHARI—T—RNIIATFNAADSHETS
PDENFHYNET, COBEICEETD 2 OO RILFATS 3 Startup Action & DPD
Timeout Action T9, FHMICOVWTIEE., "VPN R ZILAT< 3> & TVPN b X)LEEEA
A7232 ) #BRLTLKEEV,

o SAEBAEAR—ANFRILZEH T S Site-to-Site VPN #Z#tld. Global Accelerator TONTY K755
X MEDOHR—RNAEIRE TS =HAWS Global Accelerator, & BEEMEA S VATREMEN &
WET, FHMHICDOVWTIE. AWS Global Accelerator® ik Z#SBL TS EE WV, EHEXR—AND
WAL ZEA T2 5% VPN RN DBERIFZESE., DARI—T—KNIDIA4F7/N1 AN IKE O 1L
ZEHR—RNLTVRZENHYET, ThUADOBFEE., VPN OERELZEMCLEVWTS S
Wo

AWS Site-to-Site VPN JL—F 1 5 A 7> 3>

AWS Tlt, RETSAR—RKNTF—RNIIADI—TFTAVITRECEEZEZDL-HIC. BED BGP
IL—KRETRNEZAXTBDEEZEEOLET, BEVOTFNAAABEOION RICOVTIER., RY
A—OIYZ1T N ESBLTLIEETL,

BEHO VPN BGZERKTRE, RETSAR—KNTS—RNIIAEBNICE)YTSsNEIL—NERE
Ad2h. BGPIL—KRT7RNZA X ZFEAL T, BB VPNERICZRYRND—ORNS T4 v 0%i%
FLET, E550I)—hEFERATINIE, VPNEZENEDEKSICEREETNTVRINICK D TRE
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WET, RETZARX—KT—RIIAMIEA-DIL—RFFELTVBEERE. BGP TV RNNZA
AENBI—h&WUE, BHUICE)HETSAEL—MOBAELTVWET, BGP 7 RNZ A XZE
R327723228RLTVWREEE,. BIL—NZEETEREA,

W=FTA2TOBEEOFMIOVTR, TIL—hT—TINEL—TFTAVTDELEE, Z25RLT
<EEL,

Site-to-Site VPN ##:Z/ER T2 FE. LT EETIIHLENHYET,

s FRAFEOIN—TA2ITDORAT (BHNRE-EBN) 2EETS
c BTRYRNDOIIL—bT—TIEEHITS

L=rT—=7INICEMTERIL—ROBRICE I+ —2HH)ET, FHEICOVWTE., "Amazon VPC
A—H—HA R, T, "TAmazonVPC 74 —%, ® ")L—hT—T 1 €023V #SRLUTLKE
=L,

N

« TOBNIN—T AT EBNIL—T 127 AWS Site-to-Site VPN
« LI—hT—7)L& AWS Site-to-Site VPN L— NEEE

« VPN YR IV RRANBHFPOIL—FT 12T

« AWS Site-to-Site VPN O IPv4 R IPv6 KT 71V D

TOBENIL—FT 1T EBMIIL—FT 1 >0 AWS Site-to-Site VPN

BRIDIL—TFT12ITDRATE, DAZI—F—RNIIATFNAADRETEETIICEK>TEL
WET, DARY—T—KDIAFNA AN R—BF—=F—K~D1477O0K3)L (BGP) ZHR—KL
TW3EAE, Site-to-Site VPN R ERETHDEEZICBHNIL—FT 1O E2EELET, HAZI—
F—KRIITAFNAADN BGP ZHAR—KNLTVWEWVWEEE, BHNIIL—FT 1T EEELET,

® Note
Site-to-Site VPN >t ML —RE BGP IL—FT 1> T D x%EHR—KNLET, Site-to-Site
VPN Ot RNL—2%ZEHT5 VPN EZEHETR., #UIL—FT 1 JR@EYR—RhEhhTLVE
tAo
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BGP 7 RNZAAXY REHYR—KLTVWBTFNA RAZEATSEEE. BGP Z2FEAL TTF/NI A
PSRBT ZAR—KT—=RIIAZIL—RAT RNZLAXEND IO, Site-to-Site VPN £\ D

BRUIL—RNZEELXEEA. BGP 7 RNZAAXY R EHR—NLTVWEBVWFNA A ZHERATDH

Bk, BOIL—T 1V TZBRL, RERTZARX—KNTF—RKNIJIAICBHNTEDZRY RT—TDI)I—h
(IPZL7AYIR)ZANTRIBENBYET,

ERATRELZER BGP LXMW L ETNA AZERAIZ L Z2H5BHOLEIT, BGP 7O ILBR

ELEZATRERETFIY VN AETHY ., 1FEORNIILEFLEFEO2FEBO VPN M RILA
D7ITANA—N—IZRIEET, BGP ZHR—KLTWBWLWFNSATE, ALATFIVIZER
TIBCEE2T, BEBC2FBOR RIANDTIANF-—N—ZXETEXT,

FUTLIZAOZRY NTJ—UH S Site-to-Site VPN R IC R T T 1Y IO —FT 12 0ENBD&LD
2. DABZY—T—KRIIATFNA AZRETIHVEN HYNET, REE. FNAAORETEET
WICEK2TERBYET, FHMICOVWTIE, TAWS Site-to-Site VPN HAZ Y= — KRNI T A F/)\NA
A1 2#BRLTLSEE,

JLl— NF—7 )L & AWS Site-to-Site VPN JL— NB 4. E

ILW—=hT—=7IIE, VPCAHASDORY ND—IORNT T4V IDEEXEEEELET, VPCIL—hT—
JILT, VE—rRYRND—=ODI—rZEBML, RETSAR—KT—RNIITA/ 22T Y RE
LTEEIZDHLENFHVET, ChiZk), JE—RFRYRNDT—TJRATFDOVPCASDODRZT 1YY
A ARBTFAR—RT—RIIABELT, WFhHD VPN R RILZBALTIL—FT12 &N
FT. LI—hT—TLNOIIL—NcBEBMICTDE, XY RNT—IVL—MEBEBNICT—7ILICEE
ThET,

NZ74v0—BIBHEEMNBIL—NEL—NT—TLTEALT. NZT714V0%IL—T4
VISR FEERELET (BRRILZAYVIARA—H), L—hT—TILNCEEFLE—HTRIL—K
FH3BEE. ROIL—IFEREIhET,

« Site-to-Site VPN ###t X /= (& Direct Connect ##ih SIEBEEn)L— A" VPC OO—AI)LIL— K
LEEITZHEERE., EBEENEIL—MKYEENTH>TE, O—HILIIL— M REBEEIE
9,

- Site-to-Site VPN ###t & /= (& Direct Connect ##th SEEE NI — MO FOBNIL—KE
FUEEXCIDR7OY V&FIDHE (FL71 YV VADRBRE—HEERATEREA ), =TV
RAABR—ZY NF—KNDIA, RETZAR—NS—KDIA, RYND—DA42BZ—T14
A, AVABVAID, VPCETUVTER, NATT—KDITA4, NSOV RNF—KNDIA, &
EET—RNIJIAVPCIVRRAVNTHEIBHNIL—MBEEEIhET,
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FEZE, ROL—BTF—TNICRAEZ—FY NTF—RITIANOENIL—N, BLTRAE
TZAR=RNTF—=RNIDIANDEBENLIL—NFHVET. BHEDIL—FEE, EEER
172.31.0.0/24 TYo. CDBE., 172.31.0.0/24 ZREEERETRIIXNTORNT T4V TEA >
R—FY NTF—=RIIAN—TFT1200EnET, ChEFBEHNIL—NTHD LD, mEchIL—K
LVWEBEIBUNASLBEY)ET,

EEE 2—7v b

10.0.0.0/16 a—7AJ

172.31.0.0/24 vgw-11223344556677889 ( {mIEF H )
172.31.0.0/24 igw-12345678901234567 ( &#HY )

BGP 7 RNZA ABRHFLRFBHNIL—RNIVNUEHAZEADT. VPCHSODRNZT1 Y I %R
ETERIOE, RETFARK—KTF—RNIIACRLTBRADIPTLT7AYIADODHTY, RET
FAR—RKT—RIDITATR, BELEBGP 7 RNZA X, BHBIIL—RIVKNY, EEETEY
FEn/=VPCCIDR DARETOMDORNZT 7 1Y VRIL—FT 12 TEhEFE A, RETFTIR—1
T—RIIAEIP6 hZT7 1YY R—RNLEEA,

BRETZAR—RNTF—RIVIARIN—TFTAVITBHREZTMDE, NAZBRLTIRNZ71v 0%
WN—TFTA2ITTRFEEEELET, IXNTOIY RRAVKIFEETHNE, RERVWIL 71V
DA—BNERAEhET, NRILIV RERAY NORER, OIL—FT 1V ITBHELEBEE O
9, COBER. RERTZAXR—RNT—RIIAERNTUDZYRNTF—RIIALDO VPN ICERAE
hET, 7L71YIANBELTHDBE, RETZARXK—KT—hTIM . ROKLSICI—KIC
BEBNZRTET (BEEOSVIE).

+ Direct Connect ##h 5 ® BGP =&)L — b~
75y 91KR—)IIL—KNIE. BGP ZH T Site-to-Site VPN HARXI—4— KNI IS ILEEEhEE
Ao

+ Site-to-Site VPN ##FERICFETEME n-g8HNIIL— K

« Site-to-Site VPN ###:iH S BGP TiEEni)L—b

« % Site-to-Site VPN ##Z#:H BGP Z2 AL TWVWB L 714 Y JADI Y F I Tk, ASPATH A"
EgEh, 2D ASPATH 2 >TWVWB L 714 Y AN BEEIET,
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® Note

AWS Tk, RN —T AT BHYR—KNFTDDAEIN—S—RNIITATN1 A%ZFER
TR ZBS<BEOHLET,

IRHEN—FT 1T 2YR—RNFTDNARI—T—NIIATFNAAZFERTBEE.
MEDRZILD ASPATHZEL LS T2DEHIC, ASPATHOfImMzHE#SOLEEA.
ChiZkY, VPN RV RILTY RRA 2 NOEFHIC S RILICERE L 12 multi-exit
discriminator (MED) fEZERAL T, RORIDEBEEZRETEET,

FRHIL—TFT 1T ZHR—NLTVEVAHRERY—T—RNIVIATFNA R EFERATEE
&k, ASPATH Z7URY REO—ANDIIBREZFEALT, —AORFXILZMO KN X
KWEBRATEET, LEL, HANANEEEhDE, ChIZKYRT T4V IHR
Ay 732Nl HYET,

« ASPATH ABIUR& T, AS_SEQUENCE AHN&KAIDN AS "EBO/NATELU THSHE. multi-
exit discriminators (MED) A"LbEEhE T, &/ MED fEZIFED/INANBEENE T,

L—F 4> OBEEER. VPN RVZLIY KRS NOEFHICHBESTET,

Site-to-Site VPN ##i Tld. FE2 D2ORXKRRNIILOVTIhAEZTSAIUEI/NAEL T AWS &
RUET, COBRE, LELEELEEEINDEEN BB LD, MAORVRILOTAKEZSHD &
SEEL., NN —TFT 1T Z2FHATHEZEB<BHAOLET., PRIV RRA2 MOIREE
k., BOIL—FT 1 ITBHELYEBEENET, COBER., RETSSAR—KNS—KRII(ERND
VIV RNF—=RNIJIA LD VPN ISHERAETNET,

RETSAR=RNTF—RNIIADFE, '— DI A LDOTXTO Site-to-Site VPN - E A
2120 RINBRENETT, BHERONXILZFERATRICE. NSOV RTF—RUIMA L
0 Site-to-Site VPN $##: TH 7R — K& 1 d Equal Cost Multipath (ECMP) ICDWTHRETE &S
BHLET, FMIC-COWTIE., "Amazon VPC Transit Gateways @ "Transit Gateway, 258 L T
<IE&EW, ECMP &, R 7S A4 R—KY5—K"J I A0 Site-to-Site VPN EHETIEHR— e hEt
Ao

BGP Z £/ ¥ % Site-to-Site VPN E#HDZE. 7°F 4 N J M2 XJLIE multi-exit discriminator (MED)
EBTHEHINTEERT, L—FTAVTORECEKEZEZADLHIC. &YEEWNEBGP /L—KET RN
RARXTBDEZHFMOLET,

BWIIL—T 1> T = ERAT S Site-to-Site VPN #EHEDIFE. 774XV KRNI RIVGNZ T 14 v Difst
BRELEXNV AL L >THBITEET,
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VPN KRNI RRA NEFHROIN—FT 127

Site-to-Site VPN ##tldk, DARXN—T—RN I I A TFNARERBTSAR—=NF NI I/ F L&
RSOV RNTF—RIDIAOBD 2 OO VPN RORILTEREIhETT, @AON IRILICATEMNEZ
BRETRDCEZHEOHLET, &, VPNEHZOEBMXTFH 2 AAWS £HEFFREITLET., chic
&V, VPNELHED 2 DORZILOVTIhA N —BHICENCEDBENHVET., FMICOVT
E. "hOZFILITVRKRANZBBEH, Z5BLTLEET,

—B5D VPN NRILTEFHRERTITZDES., £€5—FDOKNXRILTT I RND2 R multi-exit
discriminator (MED) DEZE<FRELET. MADRN VRV EZFERATIRSICHAZI—T—b
DIATFNAAZRELTVREHEE, VPN EREI N RILIV RRANEFHFTOELARICES —
FO(TY7)RRILEFERLET,

(@ Note

« MED DIEVT Y 7R RIIABEENDELSICTRICR. DARIY—T—RNITITA4FTNA
AT, WADKRZRILIRUTEAUEAB LCO—NILEBERENENERENTVSC
EZBRALET (BB LTO—NINEERER MED &) EBEEF G BN XT),

AWS Site-to-Site VPN @ IPv4 8 KT IPv6 RZ 7 1Y 9

NZ22Y RTF— K7D I A D Site-to-Site VPN #E#ildk, VPN R RILAD IPv4A RS T7 1Y UFEE
IPv6 RS 714V 00WThAZHR—NTEEXRT, 77 2L NTR, Site-to-Site VPN #E#zld VPN
RZRILADIPvA RT T4V DB R—RNLET, VPN RRILAD IPV6 RZT7 1Y U &GR—
NTBEKSICH LV Site-to-Site VPN EfEZRETEE T, cDHFE. VPCEFVTLIAXRY K
D—0%IPv6 7 RLABERICERETSE, VPNEHZNLTIPY6 NS T7 A4V O RKETESE
E

Site-to-Site VPN ##: T VPN R XL D IPv6 ZBMICT D E, ERUXIIZ2 DO CIDR7OY Y
AFE)YETENET, 1 2@BH4X/B0D IPVACIDR7AOY O T, £512FH 14 X/126 D IPv6
CDR7OY %Y TY9,

IPv4d 8 KT IPv6 DHR— K
Site-to-Site VPN ###&ilk. XD IPEREEYR—NLTVET,

« IPVA RIZBNTY NZ2EC IPVAAEBRDZRI -RETSAR—=KNS—KRDIA, RSPV RN —
ROIA, &KV Cloud WAN THR—REhTVWBELR IPv4 VPN #EE,

VPN RZRIIY RRA YV REFHRDOIL—FT 1T 39
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« IPv6 AENTY REBT IPVA TR RIL-VPN RVRILAD IPV6 FTIT—23 2 INTV A
R—REZHALET, NFUZYRT—RIIAETTIRWAN THR—REATVET, Ch
FIRBTZAR=RNT—RITIATRYR—RENTLEREA,

« IPv6 REBNTY RZET IPv6 AR RIL - AZBR 2RIV IP EREFBNTY N IP O IPV6
TRLAZERTZDCETREZ IPV6E BITZRBELET. NIUDYRT—RNIIAETTTR
WAN OEHZ THR—KREAhTVET,

« IPVA NENTY REZBT IPV6 AR I - RORIADL A —IPVA T 7 Tr—>3> %%
R—KUBAS, IPV6 AR RILOT RLABEZHAAILET. NZUDYRT—RTIAL
777 RWAN OB THR—RENTLERT,

LToOL—IrERENET,

« HEBRUZXILIPDOIPV6 PRLAK, RSP Y R —RTIAFF Cloud WAN TR T L
/= Site-to-Site VPN ##H:THO A HR—RNEIhET, RET A RX—KNJF—KND I A D Site-to-Site
VPN ##E AN RILIP O IPv6 ZHR—KNLEE A

« NERNFIIPICIPVE ZFEATHHEEE. VPN EZHGEDO AWS AlETHAED VPN R RILOHDAR
N—T—RIIADEESIZEIPW6 T RLAZEVHTHDHENHVYET,

« BEfFE® Site-to-Site VPN &I L T IPV6 HIR— KR Z2EBMICT R L @ETEEEA. BBFEOES
ZHIBRL ., FILVEREERTIHENf HV)ET,

- Site-to-Site VPN $#ild, IPv4 RS 7 1Y VL IPv6 RS 74 Y OV DAEFEHR—NTETE
ho MBBATEILINTY N IPV6 £ IPvA DVTNATTH, MEICTB LB TEEY
ho IPVASTY NEIPVENTY RERSVAR—RNTBICHE, RO Site-to-Site VPN 1A %
BETY,

« 72AXR—=KNIPVPNIF, AR IPDIPv6 P RLAZFR—KMLTVWEEA, RFC 1918
FIZE COGNAT 7 RLAOVWIFhAZEALET, RFC 1918 OFMIZ DLW T, "RFC 1918 -
T77AR—NAVE—FY ROT RLAZSHT, 22BLTEZL,

« IPv6 VPN i&. IPv4 VPN ERIURIL—7"Y K (Gbps & PPS), MTU, JL— N4IBRZEHA— K
LET,

« IPSec BEFLEF—RHlE, IPv4 & IPv6 OISO VPN TRIL KRS ICHBEL T,

IPv6 ZH7R— KL 7= VPN EHGEOEROFMICDOWTIE, "Site-to-Site VPN OEAZFBET D1 O
VPN #HDER T Z2ZRLTEZW,

IPv4 B LT IPVE6 RZT7 149D 40


https://datatracker.ietf.org/doc/html/rfc1918
https://datatracker.ietf.org/doc/html/rfc1918

AWS Site-to-Site VPN

Q—H—H1 K

AWS Site-to-Site VPN J>t2> ML —2&

AWS Site-to-Site VPN Concentrator (&, BB GEONILFH A NERZEELT D HHKET
F . VPN Concentrator &, 25 LED U E—RFMH A h& AWS ICEHEL. &Y 4 MNIEFEIE (100

Mbps Ki#&) ZMBLITEIHEZRICBELTVET,

BR—BRENTVBRT -/ —ERAEHEE

VPN >t ML —2& & Transit Gateway TOHHR—KRENTVET, < O#EEE. Cloud WAN

F /=& Virtual Private Gateway TlIEHR—KhEhTVER A,

XD FIZ. Site-to-Site VPN Concentrator THR—KREh TV 2 #EEERLET,

Hae

IPv6

7"Z 4 R— K Direct Connect VPN ##:
BIE VPN

BUYMNOEBOHARIN—T—RITITAFTNAA

b 32 7Y I R

Site-to-Site VPN O %

Transit Gateway B &t O HR— ~

HR— MR?
=4
WLz
=4

FEW, £EL, BHAZI—
T—RIOTATFNA AL~
BEQOIPT7RLANFBETTY,

Whz, FEOV—>3>

ICHBT A hZEEED AWS
V—>3>odre> kL —
RCTEYFTEERT,

&L\, Concentrator (C3%#:
ENTVBRIRTOHA KD
VPN OJ Z@EBIICERTE E
9,

Whz

VPN &ML —%&
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AWS Site-to-Site VPN d—Y—HA4 R
[ 1EE]

IRTE, Site-to-Site VPN It ML —& Ik 5 Gbps 0ENFEHIEZHR—RNLTVET, EH 1 b
(&, &K 100 Mbps DHEIEEZHR—KNTEET, L, KRYEVHEHBEBIrYELFESE. L&
BMULEaHhELSEE L AWS HR— K,

W—F1>2Y

Site-to-Site VPN >t > L —& &, BGP (R—H—7'—hDTA7ORJN)IN—TFT 12T D%
HR—MLET, BROIL—T AT HR—REATVEEA,

Site-to-Site VPNConcentrator IC#EHE N TWAIXNTOHAERI =T —~hDVIA &, I—TF127
DEHICNZ DY RF—RKNJ I AIZELU Site-to-Site VPN Concentrator 7Y FX N &EFERAL &
¥, Site-to-Site VPN At ML —RIZEHKITHDEH A NE, RSUDPYRNTF—KNIVITAMHS5HA
BAI—T—KRIJIAIZH/RAK500IIL—b, HDARIY—=T—KNIDIADSRNT DY RNT—RDIA
ICH&RAK 1,000 L—RNZEETEET,

IP7RLADE|VHT

Site-to-Site VPN Concentrator Z4TL =& VPN ##tlC k. —EOD AWSIP 7 RLA (MR ZEI(
12) FBEYVET,

TZR2UVT
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ltem 5%

« (A723a)F VPN NRILDKNZRIF
7’>az, EMICOWTE. TAWS Site-to-
Site VPN i N XILAT 3>, 25
BLTLSEZL,

ATYT 1 AHABRI—T—RNIO I A ZEKTS

NABI—=T—RIDITARF, DARI—T—RNIITAFNA ARGV I NDITFTTF7)Tr—>3>
AWS [CBET2EHE ICRMLET, FHICODVTR., "THARAEN—T—hDIT4, Z83RLTLKE
=L,

T7AR—NIAEZFEALTVPN 2%EET 2561, ZFEALTTMN CAAST T4 R—NEE
BBE & ER L £9 AWS Private Certificate Authority, 7' 4 XR— NEEBAEDERDOFMICOWT

l&. AWS Private Certificate Authority 1—H'—7 4 R®D 754 X—K CADIEREEE, 25 RL
TLEZL,

(® Note
TTAR—NAAED IP 7 RLAEREE Amazon VY —RABZEZEETIXEN HVET,

A= )LEFERLTHARN—T—RNIJIAZERTDICE

Amazon VPC 12V —)L @ https://console.aws.amazon.com/vpc/ ZFWVW T EE L,

FTETF—23RADUT, [HARI—T—RDVIA] ZERLET,

[HARI—T—KRDTADEK] ZBIRLET,

(F72a) A lCl. DAZRI—S—RITIADBBZEADLET, <hlZkV), Name &

WSF—EHBELLEEZEUCRINERENET,

5. [BGPASN]IZ. HAZI—4S—RIIADR—KX—4—RIT 47O (BGP) BEI AT
LEE (ASN) EANLET,

6. IP7RLADRAT|T, ROFT>3aVHSBBRLET,

0N -

« IPV4-(TT7AINBN) NAZI—T =R ITATFNAADIPv4A T RLAZEEL XTI,

« IPV6- HAZIY—T—RIVIATFNAADIPv6 T RLAZEELET, cOFT7>a>
&, IPv6 ABBR> R IP ZFEAL T VPN EGZER TR EEICHXETT,
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7. lP7RLAIIE, HDAEI—TFT—KRDIAFNAADA 2 Z—FY NIL—FT 14 T AJge 588
IPF7RLAZADLET, DARXN—T—KRIJDIAFT/NA AN NAT-T B35 NAT /N1 A
ODRAICHZDHEE. NATFNARAONT VYO IPT7RLAZEALET,

8. (A723aU)TTZAR—NIHEZFERATSIHE S, [Certificate ARN (FEBAE ARN)] T, 754
N—KNEEEAZE® Amazon VY —AZ%Z8IRL £,

9. (A7 aAN[FNAAI LK, COHAREI—T—KRIVIAICEETDIHARI—S—KNIITA
TFNAADBHEADLET,

10. [NARAZI =7 =RV ITA DEK]] ZFRLET,

ANV RZAEREGE API 2FEALTHARN—T—RI I A ZEKTBICE

» CreateCustomerGateway (Amazon EC2 Query API)

 create-customer-gateway (AWS CLI)

IPv6 HAZI =T — KD T A DERHI:

aws ec2 create-customer-gateway --ipv6-address
2001:0db8:8523:0000:0000:8a2e:0370:7334 --bgp-asn 65051 --type ipsec.l --region us-
west-1

* New-EC2CustomerGateway (AWS Tools for Windows PowerShell)

ATYVT 2. 2—TYRNTF—RNIDITAZEKTS
VPC EAYTLIR%RY RT—J ORI VPN BEHEER T T3 01, BHEO AWS BlCX—4 Y ~

TF—RIIAZERTIHEN HYIET, Z—T YN —RNIIAF, RESSAR—KNF—KDI
A4 F£=[& Transit Gateway ICF D ENTEEXRT,

BRETZAR=KT =TI A DEK

RETZAR—NTF—RNIVIAZERKTDEER, Amazon lIOT— NI IADHARLT A R—
NBREATLES (ASN)IBETSH, Amazon DT7F )L N ASN ZEFHATEET, ASN &, 7
AZI—T—RITIAIZEELRZASN EFEB>TVRHENHYET,

BRETZAR—RNT =TI ZERLIERE, VPCICTRYFTIDHBENHIET,
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BRETZAR—RNTF—RITIAZERLTVPCICTEYTFIRICE

1. FETF—23RAVTREBTTAR—RNT—RII/] Z2BRLET,
2. [Create virtual private gateway] (1R 7S A R— KT — KNV T 1 DEKR) ZBRL £,

3. (A7 a)[BERITILBETFAR—=KNSF—RIILADBFEAIDLET, Chick
V). Name EVWSF—EEELEEEZECXINMERENET,

4. [ASES (ASN)] Tl F7AILNDBREERTZEHIC . F7 4L ~OEIR [Amazon OF
7HILKNASN] OFEFICLET, ThUADBER. [NAXLASN] £ BRLTEEADLSE
T, 16 E'Y N ASN Tld. fHEl 64512 1S 65534 DHEERTHIBENHET, 32EY ~
ASN Tk, Bk 4200000000 A S 4294967294 NEERTHDBEN HV ET,

5. [Create virtual private gateway] (IR¥EE 7S A R— KT — KT I 1 DEK) Z&RL F£7,

6. ERULRETSAR—NS—RNDIA&BIRL &, [Actions] (72> 3 2), [Attach to VPC]
(VPC IE7 R Y F) DIEICRRLET,

7. [fEAWEES VPC] TVPC ZZIRL, RIZ[VPCIZT R Y F] ZERL KT,

ONRSAVEEGAPI ZEALTRETSSAR—KNT—RNII A ZERTBICIE

+ CreateVpnGateway (Amazon EC2 Query API)

 create-vpn-gateway (AWS CLI)

* New-EC2VpnGateway (AWS Tools for Windows PowerShell)

AN RSAVEREGAPI ZFEALTRETSAR—KNS—RNIDIA(%Z VPCIZTRYFTBICIE

+ AttachVpnGateway (Amazon EC2 Query API)

« attach-vpn-gateway (AWS CLI)

+ Add-EC2VpnGateway (AWS Tools for Windows PowerShell)

Transit Gateway =K T %

Transit Gateway DER D FFHHIC DWW Tk, Amazon VPC Transit Gateway® "Transit Gateway ) %
SRLTLSEEL,
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(® Note

BEHEAPHENTE, VPN EHEA UP OFEOBE, - T—7ILCH2EHEE )L —
NEEBNICHBREhERA, LEARE, RZT7AVIZBNIL-—RNZT7IAIILA-N—T
2BEE. CORICEBLTLSEZY, ZT0BE, GRENLIIL—FZHIBRISZICE. IL—
NOEEEEDCTILENHYET,

AV =) Z2ERALTIL—MMEZBMNICTRICE

1. FES—23>~RA 2T, [Route tables] L—hFT—T)) #BRLET,
2. 7Y KNIBENTSNEIL—NT—TIZBIRLET,

3. =M= 27T, DL—MEEORE] ZBIRLET, BIOFIETERL ERET T4 R—K
F—TT7ANEBIRLTHS, [REF] 2BIRLET,

(® Note

L—HMEEZEVICLBEVES, VPN BEETHEAShIBNIIL—NEFETANTILE
AHY)ET, chzefT5Ck. L—hT—7 )L %ERL. [Routes]. [Edit] ZZRL ET,
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[Destination (A1 5£)] Tld. Site-to-Site VPN R THERAE D BNIIL—NZEMLET,
[Target] Tk, RETZARX—K7—K~D I 1 ID Z&IRL . [Save] ZBIRLFT,

AV =N zZzERALTI—MMEEZEMICTSICE
1. FE#—23> R4 T, [Routetables] JL—hF—7)) #ZBIRLE T,
2. Y7y NIBENTShEIL—NT—TILZBIRLET,

3. NW—hzHE2TT, IL—MEEDOHEE] ZERLET, RETZARX—KNF—KDVIM40 [
B FIYIORYIDREFTICLET,

4. [RT7F] ZBIRLET,

ARV RZAXREFAPI ZFEALTIL—MNMeEZBMICTRICE

« EnableVgwRoutePropagation (Amazon EC2 Query API)

» enable-vgw-route-propagation ( AWS CLI )

» Enable-EC2VgwRoutePropagation ( AWS Tools for Windows PowerShell )

ARV RZA2REFAPI ZEAL TIL—MeEZEMNICTIICE

« DisableVgwRoutePropagation (Amazon EC2 Query API)

« disable-vgw-route-propagation ( AWS CLI )

» Disable-EC2VgwRoutePropagation ( AWS Tools for Windows PowerShell )

(Transit Gateway) L—hFT—7I)LIC)—RhZEBMLET

Transit Gateway D J)L—~ T—7 I OEEEZBMICLEBE. VPN T RYFA KO —K
(& Transit Gateway D J)L— R TF—7ILIZEBENET, FMIC DOV TIE, Amazon VPC Transit
Gateways® ")L—7 42T 1 ZZRL T EE L,

VPC % Transit Gateway Ic 7 XY F L, VPCAHADOV Y —ANDAZIN—T—RNIIAICEETES
EBICFTBICEF, HTRYRNIL—KRT—=7ILIZIL—KZEEML T, Transit Gateway 23T &SICT
PHENHVYVET,
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8. BX—TYRNJF—RNIIARATHFEETS—RNIITADBE, [FNRIAZPIP/N—23 ]
T, VPN R IPVA RT T4V 0B R—KTBDH, IPV6 KT T4V IEYR—KTD
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T, MAOEHEHODT7AIINE ::/0 TT,

10. [ABBIP 7 RLAZAT| T, ROVWThADOFT> 3> ZBRLET,

- Publiclpv4 - (F7 2L N ABR R IPICIPvA T RLAZERALET,
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« IPV6-AMRUZILIPIZIPV6 T RLAZFEALET., cOATZ 3 ViE,
ROIAFRLEFETITTRWAN £EO VPN EHLTOXRERATEET,

M. (723D [RRILATZIV] TR, MRS ELRDEREZEETEERT,

NS> Ty R —
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ANV RTA2KRIZE API Z2EAL T VPN BB ZERT S ICIE

« CreateVpnConnection (Amazon EC2 Query API)

 create-vpn-connection (AWS CLI)

IPv6 AR R IP & IPv6 REFN > RIL IP ZEAL T VPN #2572 /ER T 2 HI:

aws ec2 create-vpn-connection --type ipsec.l --transit-gateway-id
tgw-12312312312312312 --customer-gateway-id cgw-001122334455aabbc --options
OutsideIPAddressType=IPv6,TunnelInsideIpVersion=ipv6, TunnelOptions=[{StartupAction=start},

{StartupAction=start}]

IPv6 SAEB N> &IV IP & IPv4A RERN 2RIV IP ZERA L T VPN £tz ER 9 % 6

aws ec2 create-vpn-connection --type ipsec.l --transit-gateway-id
tgw-12312312312312312 --customer-gateway-id cgw-001122334455aabbc --options
OutsideIPAddressType=IPv6,TunnelInsideIpVersion=ipv4,TunnelOptions=[{StartupAction=start},

{StartupAction=start}]

* New-EC2VpnConnection (AWS Tools for Windows PowerShell)
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DIATINAADETHRDICEIENET, IKE (37
dehdeE, —BEF—2FXdI—MLTSE0IKE
XYV t—2D%7RELET, BEIL/NT XA -2
NTXA=ZBE, NTA—ZBTELBEENNVET
ED

T VPN EHiZ2ERTBHEEZICAWS, RO XRILZEIC
MEOSEINREXF—ZEETSH. TAWSEKTE
Fx9. Tk, ZFEALTHAZRY—S—KDJIA4F
/N4 A AWS Private Certificate Authority ICER 27
TFAR—NIIAEBEZIBETDCEETEEXT, VPN b
VERIWOBREOFHMIOWVWTIE., TAWS Site-to-Site
VPN EHRDO R RIILATS a2, 28RBLTLKEE
Lo

IKEV1 R IKEV2Z N—2 3 A PR—REATVE
EE

XL VE—RIFIKEVI TOAYR—REhTVET,

Site-to-Site VPN H—E Ak, I —X—ADY
J1—23>T9, RU—R—ADEKEZFEHTS

B
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Q—H—H1 K

B2 RFC

N> ZJE—RT IPsec RFC 4301
tFIVTFATIII—
AV EEYTD

AES 128 EY REESILE  RFC 3602
Jzl& AES 256 E Y NEES
LBz ERT S

SHA-1 £ 7=1& SHA-2 RFC 2404
(256) /\v > 1 BB &ML
A9

Diffie-Hellman Perfect RFC 2409
Forward Secrecy % {§ F
T2,

Xk
BEF., [REZ120EF1VFAT7YI—>3ay
(SA) ICHIFRT D HLENHY) ET,

IKE O—B+—%FEHTHE, IPsectF1UF47F
VI I—>32 (SA) ZFERTREHIC, RETS A
R=KNTF—=RIDIAERNAEI—T—KRIDITAFTN

A ABTEF—HNBIUEIhET, cOSAZFEAL T,
TF—RIVIAMBAORZT7 1Y IVOBSILERVESI
NEBRETVET, IPsecSARD RS 714 Y U DIES
CIZERAEhD—RBFX—F. BEORBEEZHERTD
EHIC, EHNAO—T—>3 2 TIKEICK2TEE
WICEEEhET,

CDEESLHEER . IKE & IPsec DEAEDEF1IUT
ATISTI—23AVTT AN —ZHRIBDLHIC
EHRENET,

CON\NY1BE¥IE., IKE & IPsec DEAOEFI Y
TATII—>23 aRATHEHICERENE
9,

IKE &, DARI—S—KRIDIATFTNAAREARETS
AR=KNTF—RNIIAEOINTOBEEERETD I
& (2. Diffie-Hellman Z AL T—BF+—%2®IL F
9,

RTOIN=THHR—RNENET,

« 7I—X1T)\N—=7"2 14~24
« 7TI—X2T)\N—7"2, 5, 14~24

B
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EH

BENCIIL—FT1>0&h
7= VPN $##%) IPsec Dead
Peer Detection ZfEHA 7
2

(BHNICIIL—TFTa T
iz VPN &) kxR
ERBAR—TIARA
NA2RTD (JL—h
R—ZA®D VPN)

BHICIL—F 1T &Eh
1= VPN $#%) BGP E'7
BRZzEiLTD

RFC

RFC 3706

L

RFC 4271

X2~

Dead Peer Detection ZERA T2 &, VPN /N1 A
F. RYRD—TDREICKY A E—FY NTOHO/N
TYNBEIMrHTFSATVWA L ETREXLKKFETE
F9, cOBE. Y'—KNIVIAREFIVFATIY
I—>a>vadlBRL, FLWFPYSI—>a>aERK
LESELET, cO7OAH, ARETHNIE, K
DD IPsec RRILNERENET,

FINA Ak, IPsec N RN ZWREBAVEZ—TIAA
CNA RTEDVENHYVET, WEBAX—TI
1A, BETSAR=KNSF—NITITA\D BGP
ET7EGEZERIITDIEHICERAENS IP 7 RLAY
BENTVET, COMBA U EZ—T7IT4AWR, BN
DAH7 I (EEXE, GRE, IPinIP) #E1TL %
WTLEEW, 1 2F2—T7 T4 AWK, 1399/N1 kD
BRIEGEENM (MTU) ICERETIHEN HYERT,

BGP &, hARXY—S—KNIVIATF/NA1AEBGP %
FEATRITNAADBRBTZAR—RNT— NI T A
TIL—PERBITBDEHICERAETIhET, IXNTO
BGP KT 7 14 ¥ U&, IPsec Security Association &
BUTES{tEh, #EEhET, BGPIF. @HD
TF—RJT AN IPsec SA ZBLU TEETRER IP 7L
TAYVIRERBTDHICHETT,

AWS VPN ##tlk, /YA MTU i (RFC 1191) ZHR—RLTWEHE A,

NARI—F—RIIAFNAREA Y B—RY LT T AT I4— L BB BEE,

TAWS

Site-to-Site VPN ARAZIY =T =R IDIATFNAADTT7ATIF—)LIL—) 1 ZZBL T IEE

W

B


https://datatracker.ietf.org/doc/html/rfc3706
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AWS Site-to-Site VPN A AZXN—T—KR DI A F/NA1 ADXRA B
72074 RA

IKEV2 ZEAT %

Site-to-Site VPN ##tlC IKEV2 ZEA T2 L 2 B<BEBOLE T, IKEV2 &, IKEVI &V ES T
LTBE, £2870ORIJINTT, HAXN—T—RITIAFNA AN IKEV2 ZHR—KMLTLE
WBEICDA, IKEvI ZFEAL TEZ LV, IKEV! & IKEV2 DEVOFEMIC OV TIEE. TRFC7296
DT AL ZZRLTLSEZ L,

NTYRND[TZTXNMLBEVW] 7572 EY TS

—ZONT Y MZE, 75X MELBEW (DF) ERENRD TSTHFHY ., NTY R TSITAY
MEENBVWKRSICERTDCENTEXRT, NTYNITZFINFEEENATVNE, F'—hDI A
(& ICMP Path MTU Exceeded XY £—Z4ERULET, HFBEICK 2T, NSO ICMP XY =—
SEMNEBL, ENTYRTEGBETNZDTF—ROEZHRIZD OB EEEAN T Vr—3>
IZfED>TVWERA, —FHO VPN FNNA AT, BEBIZHUTDF 759 %2F—N—F14 KL, &
ZUETNTYRETTZIXMEUTEERT, DAZN—T—RNIIATFNARICCOBEN HBDEHEE
&, PEBICRDUTCOMEEFERIZDCEEZHBOLET, FMICOVTE "TRFC 791, 238U T
<EEW,

EELRIC IPNNTY RETZTXMET S

Site-to-Site VPN EZHBHTHEBE B NTY NI MTU B A XE2BADEHEEE. 75T X MET
DRENBYET, NTF—XAOBRTERBGZ =0, NTY MESLEINDEIC, NTYRE
TR NMETBESICHAEIN T —RNITIATFNAAZRET DL Z2HEHLET, Site-
to-Site VPN &, 7T A MLENLENT Y REROBEICEETDEICETE>7ILL. AWS
XY ND—2 %BIBT B packet-per-second 7 O—ZEX L E T, FHMIC OV TIE "RFC 4459, %
SHBLTSEEY,

BEEZXYRNI—OONTY ML AN MTU ZBABVKRSICTD

Site-to-Site VPN [&. XOEEEICEHEETDHICHAZIN—T—RNIIATFNA AN SZELETS
TAVRNEENENTY NEBT7E7TINTDED., ChosONTY RFRICEZEENDEELRY
RDO—OTlk, A—N—HBEDNTY N4 X/MTU ICE8T B EEEIEX Direct Connect. Radius %
EORBREOZ7ORINICETZZEEEN BN HYET,

FERAPOTILIAVZXALICH>TMIUB LV MSS HA X %2F/AERTS

RANTZIF4RA 70
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Z<DF/E, TCPNNTY MNE IPsec RRILBTHRE —MROBERXALTD/INTY NTT, Site-to-Site
VPN (& 1446 N4 ROBAREEIZY N (MTU ) & 1406 N/ RORBTRDEAREI X ML X
(MSS) Z#HR—KNLET, L, BELTILIIVXALAICGFESETETEBEAYA—H L ANHY),
CNSDBRAREZERTEZVAIBEENHYVET, 779 XT7—23a0ZE8L THELR/NT £ —
IA%EB3ICE, FATHATIIAVAXLICETVTMIUE MSS ZRBETR L E2HEHLE
E

ROREEALT, 729X T7—232 288U, FEBNTA—IVAZRRTBLSIC MTU/
MSS ZEREL X T,

EsL7ILd NYZ1%HR NAT KT MTU MSS (IPv4) MSS (IPv6-
AL TILAVXL  N—=H) in-IPv4)
AES-GCM-16  Z374&L 3] 1446 1406 1386
AES-GCM-16  Z374&L B3 1438 1398 1378
AES-CBC SHA1/SHA2  #3) 1438 1398 1378
-256
AES-CBC SHA1/SHA2 &% 1422 1382 1362
-256
AES-CBC SHA2-384 i3 1422 1382 1362
AES-CBC SHA2-384 B 1422 1382 1362
AES-CBC SHA2-512 i3 1422 1382 1362
AES-CBC SHA2-512 B 1406 1366 1346
(® Note

AES-GCM ZILJdUV X ARGEELERIEOmMAEZND/N—T DS, MTU ICKETHHELR
HET7ILTVAXLDBRIEH Y EB A

IKE D—E 0 ID Z|ICT S

RANTZO9T14 A 71
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—HOAHARI—=T—RIIATFNA AR, RYRIBEZELERT12O7I—X1tF21V
TAEERNIAFEETDLSCTRIREZYR—MLTVWET, COREICKY), VPNETHEHT
7I—R2DREAN—HLBVAREMEI SV ET. DAIN—T—RNIIAFNA AN DREZ
BR—RLTVWRERRE, BMCIZLZ2HBOLET,

AWS Site-to-Site VPN D AZXN——KRNJDIATFNAADT7A
Tox—=)L)L—)

HARAI—PF—RIIAFNARETY REAY MOEE TS IPsec RV ZILOTY REAY R E
LCERTHEE P T RLAFBETT, AWS Site-to-Site VPN 7 7 1 7~ # — LA AWS & H R

'5‘7 T—RIDIATFNAADBICHBIHEE. IPsec NVRILEZBUTRD=HIC, XOKRDIL—I%Z
RETIHLENHYVET. AWSHEID IP 7 RLAEREZ7AILICHY T,

A2NITRAVEZ=RY NDS)

ABIL=IL 11

[Source IP] (Z{E 7T IP) Tunnel1 AAEB IP
EEEIP NARI—=F—KDTA
ZOK3 UDP

V—AR—hk 500

EER 500

ABIL—=IL 12

[Source IP] (Z{E 7T IP) Tunnel2 AAEB IP
EEEIP NARI = —KDITA
ZOM3 UDP

V—AR—hk 500

RELXR—bB 500

ABIL=IL 13

77A4T77F#=)IL—I) 72
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[Source IP] (£{E 7T IP)
EEEIP

ZOK3al
ABIL=IL 14

[Source IP] (Z{E 7T IP)
EEEIP

Zak3dl

TORNNDURAZZ—=FY MN)

HHIL—JL O1
[Source IP] (£{E 7T IP)
EELIP

ZOK3l
V—AR—h
REXR—bB
HHIL—JL 02
[Source IP] (£{E 7T IP)
EELIP

ZOK3l
V—AR—h
REXR—bB
HHI—)L O3

Tunnel1 5538 IP
NDARI—F—KDIA

IP 50 (ESP)

Tunnel2 5538 IP
NDARI—F—KDIA

IP 50 (ESP)

NARI—=J—KrDTA
Tunnel1 A58 IP

UDP

500

500

NARI—=J—hroTA
Tunnel2 A5 1P

UDP

500

500

77ATI7F=ILIL—)
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[Source IP] (£{E 7T IP) NDARI——KDITA
EEEIP Tunnel1 A& IP
ZJOR3NL IP 50 (ESP)

HHIL—)L 04

[Source IP] (Z{E 7T IP) NDARI—=—KDITA
EEEIP Tunnel2 448 IP
ZJOR3NL IP 50 (ESP)

IL=IL11, 12, O1. BRUOO2Ek., IKENTYRNODEEZBEMCLET, IL—JLI3, 14, 03, B&
P04, BEIENEZYRND—IRS T4V OBEL IPsec/NTY NOREEZEMICLET,

® Note
TINA AT NAT RZ/NN—H)L (NAT-T) ZFERAL TWBFEEE, R—b 4500 ® UDP 3
TA4YI0EFY ND—2 & AWS Site-to-Site VPN T RIRA > NETEBTE 3 & 2R
LTLEEV, FNAANNAT-TZT RNZALAALTWVWBRAESHEERLET,

AWS Site-to-Site VPN HAZXN——KRJ I A FINNA1 ADENH
FUBERRET7AI

VPN ##HZ/ER TS E. Amazon VPC OV =LA 5, £k EC2API ZFERAL T, AWSHR{H
IBHUTNRET7TANELDIVO-—RIBDATavFBMERET. FMOVTE TATY
T 6 RETT7AINEADO—RTD, BSRBLTLKESV, BN —FT1 2 08HNIL—FT1>
TJEROYVTINEREDZp 77 AN EFTNTFNAOR—DTHEIVO—RIBEETEET,

AWSAREI DYV TIBRET7AINICR., DAERI—T—RITIATFNA ADREICEATES
VPN #BICEBOBEBASENTVET, BEICKL 2T, AWS TTAREHOT/NA AR, 7
NAABEORE7 7AUNANRABEATVERT . BEOHAIN—T—KRIIAFNA AN —KBICK
RENTLVAEVEER, RAREV 7MLV O0—RLUTHEBTEEY,

BRNBIUTBNIL—TAIRET7AIN 74
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A Important

NDRE7T7ANREHKETE—HITT., SERNEET S Site-to-Site VPN EFERE & &
—ﬂzb&\,\*ﬁéb‘ HYET, FEAED AWS U—2 3> T AES128, SHA1T, & KT Diffie-
Hellman 7' )L—7° 2, AWS GovCloud 'J—2 3> T AES128, SHA2, & & U Diffie-Hellman
J I —7 14 @ Site-to-Site VPN #HOR/NEXZIEELE T, £, FAAOSETIHEF—
EEELERT, BMotEFa U7« F7I)IdU XA, Difie-Hellman I —7", 754 K=K
GAEAAE. IPV6 RT 71V U RFERATRICEK, YOTIINBRET7AINZEETIHENf HYE
£

® Note

ChSDTFNAABEDHRET77AINIE, RARIT7A—KR—AAWS T HS5EHEEhFE
FTo K2 TTARSENTVERIHNAWS, COTANEFHBRENATVET, RET77AI)
CEBENHZDEEEF. BEOARIA—ICEAVEDLET, BEMOYR—NZHKEBEITILEND
VWVET,

RDRIZ, IKEV2 ZHR—KNTBLSICEFHEchE, FUVVO—RABBRET7IILOHNFI &S
TFINAADVARERLET Z<O—BHBHAZIN—T—KRITATFNAADRET 7 A ILIC
IKEV2 HR— RABAETIhTHY, REOBEBEEEIZT7AILZEMLTVEERT, COUAN
. RE77ALDOBIFEMENDEEHRENET,

Vendor T7Z2YRTA—L VI7KJIT
AXGATE NF AOS 3.2 LAB&
AXGATE UTM AOS 2.1 LAB&
Checkpoint Gaia R80.10+

Cisco Meraki MX 1) —X 15.12+ (WebUlI)
Cisco Systems, Inc. ASA 5500 > 1) —X ASA 9.7+ VTI
Cisco Systems, Inc. CSRv AMI |OS 12.4 LARE

BOSIUBNIL—TAIREZ 7ML 75
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Vendor

Fortinet

Juniper Networks, Inc,
Juniper Networks, Inc,
Mikrotik

Palo Alto Networks
SonicWall

Sophos

Strongswan

Yamaha

TSV RNTH—A

FortiGate 40+ > 1) —X

J2—=X)—%—
SRX )L—%—
RouterOS
PAS)—X

NSA. TZ

Sophos 77 AT #—)L

Ubuntu 16.04

RTX )L —&—

JIKJTT
FortiOS 6.4.4+ (GUI)
JunOS 9.5 BAp&
JunOS 11.0 AR
6.44.3

PANOS 7.0 bAR&

0S 6.5

v19+

Strongswan 5.5.1+

Rev.10.01.16 LAB&

AWS Site-to-Site VPN HAZN—T'— KRNI I A FNAAODX 7> O—RTA

BEEERFEMINL—T 1T

WREITAIN

Site-to-Site VPN & ECEBDEZ SO TIINBRET7 74N EZ D O0—RTBIC
&. Amazon VPC OV =)L, AWS X RS 4>, £l lE Amazon EC2 APl ZERAL £ 9,

MIZOVWTR, "TATY7 63

% /=. Site-to-Site VPN #Z#:5

REZ7ANEETO0—RTZ, Z2ZRBLTKEE L,

AINOBEAIO—RTDEETEET, static-routing-examples.zip

chsn774I)LE,
EALEXT,

REICEBEDEZERBEVARTAYIII—FT1 2 TRONRARET

—HOOAVR—FNITL—ARINE—EZEALEXT, LA, UT%

« VPNE&ID. HAZIY—YS—KRIJIAMAIDBELTEFEERTSARK—KNF—RNTI A ID OEDH

- DE—HNGER) IP T
AWS_ENDPOINT_2)

RLAAWS I RRA ROTL—AKRILE —

(AWS_ENDPOINT_1 & & T

s NABI—T—RIIATFNAADA 2 R—FRY NIL—FT AV TAREBARBA >V EZ—TITAAD

P7RLADTL—AKRILE —

(your-cgw-ip-address)

- BRHEFEOTL—ARILY (BRHEF)

ATV O— RABEBRBHIL—T I VIRETTAIL
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samples/static-routing-examples.zip

AWS Site-to-Site VPN I—H—H 1 K
ROZILOAZLIP T RL ADEDH,
« MTU BEDED B,

® Note
HOZNAT74F21L =230 T F7AITREEATVS MTU ZREWR., FICTEXE
Ao WRICKUEFKEE MTUEOREIC DOWTIE., TAWS Site-to-Site VPN HAZR T —
TF—=KRIDIATNARADRARNTZ 0T 1R BS5BLTLSEEV,

TL—ARINE—E@ZIEETDEICMAT, 774ILEEFEAED AWS |)—> 3> T AES128,
SHA1. & & T Diffie-Hellman &' )L—7" 2 ® Site-to-Site VPN ##:. AWS GovCloud U—<3 > T
AES128, SHA2. & kT Diffie-Hellman ) —7" 14 OENEHXZIEELE£T., £, FHLAHADOER

HEF—ELEELET, BIOEF21UF 4TI XL, Diffie-Hellman FIL—7". 7754 XR—K
SERRE. IPV6 NS 74V O RFRATDICE. YOTIRBRET7FAIINEEETIHENHYET,

RORE, DAZI—T—KRIIATFNAACREENTVWREREEBZIAR—F NOFEZ TR
LTVWET, chillE, FRILAMVE—TILADIPT RLADEOHASENET,

ATV O— RABEBRBHIL—T I VIRETTAIL 77
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d—H¥—HAR
Internet-facing interface
IP address: Your CGW public IP
IKE . .
Tunnel 1 interface Tunnel 2 interface
IKE security Remote IP; 72.21.209.1593 Remote |P; 72.21.209.225 IKE security
association Inside IP: 169.254.255.73 Inside IP: 169.254.255.77 association
IPsec security / \ IPsec security
association association
IPsec tunnel IPsec tunnel
Internal-facing interface
IP: Your local network address

Customer gateway device

AWS Site-to-Site VPN HARXY =7 — RNV I A FINA ADBHNIL—T 1 T ZRET
)

LTR, A—Y—A22—T7 1A A (EATELES) EEALTHAEI—T—KrITAFTN(A
EREITDFIEOHTY,

Check Point

TR, 7/NA4 AD R77.10 LARZ 32179 % Check Point Security Gateway 7/N1 AT, F/\ A
AN Gaia ARL—TF 1 > AT sk Check Point SmartDashboard ZfFA L TV EFEIC, 7
ABRI—=T—RNITATNAARZRETBDATY 7 TT, Check Point Support Center @ Check
Point Security Gateway IPsec VPN to Amazon Web Services VPC DFEEEESRTEE T,

RRNAE—TIAAZRETDICE

BIDATY 7, VPN ORI ZERL, ERNRILAOHARI =S —RNDI A ERETS
AR=KNTF—=RNIIADTSAR—KN (RN IPTFRLAZEMIZCETT, HFION X
BERTDICE., BEZ77A4)ILO IPSec Tunnel #1 o< a > TEMEThZEHREFEALE

ATV O— RABEBRBHIL—T I VIRETTAIL 78
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T, 2BBDORN RN EERTDIZIE, RET77A4I)LD IPSec Tunnel #2 93 3> TRt
h3EEFEALET,

1.
2.
3.

4.

5.

Check Point Security Gateway 7°/\1 AM Gaia R—ZX I ZBHEE T,

[Network Interfaces], [Add]. [VPN tunnel] ®JEIZEIRL £,
AATATRY DATROEISICEREL, FTLES [OK] ZEIRLET,

[VPN Tunnel ID] (CiE, 1 B E—BNEEADLET,

[Peer] IZl&. AWS_VPC_Tunnel_1 E7 (& AWS_VPC_Tunnel_2 & &, RXIADOD—E
NDBEBMZANLET,

[Numbered] A" BIRENTWB & #RRZL T, [Local Address (A—ALT RL R)] (5%
E77A4ILDOCGW Tunnel IP TIEEIATWVWS IP 7 RL A (fl: 169.254.44.234) &
ABLET,

[Remote Address] IZ &, REZ7 7 AL DO VGW Tunnel IPICEEEEhi IP 7 RL XA (Hi:
169.254.44.233) ZEANL =T,

Add VPN Tunnel .

Type: 5® VPM-Tunnel
Enabie Fi

Comment

VPH Tunnel

Y

Vi Tunnel D; 1 -

Peer AWS_VPC_Tunmel_1

VPH Tunnel Type
@ Numberad Unnumbersd
Local Address 169, 254 , dd 234

Remole Address: 169 254 44 213

SSHTEF21UTATF—RNIIAICEHGELET, T7FIILNAAOI T ) ZFEHALTVWSE
Bk, ROOX REEZTLT, clish ICEELET, clish

RZRIL1DOBERE. ROOYV REXTLET,

ATV O— RABEBRBHIL—T I VIRETTAIL
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6.

set interface vpntl mtu 1436

RZIL2DFBERE, ROOINY RERITLET,

set interface vpnt2 mtu 1436

2EEHORN RN ZERTDICIE., [RET77A4I)L O IPSec Tunnel #2 223> AOER
BERALT, ATV &2 EVVRLET,

BRNIL—NZERETDICE

CODATYT T, BNZRITVPCOHTZRY NMAOENII—NEEEL, NZT71v 0%
ROZINAE—TIAARBRHATEETEDLDICLET, 2FBHORN O FRILICKY), RO
VERIICEBNFHDBEDTIAINA—N—DHEICEYET, BEIraEES D&, KU —

N —

ADBHIL—NFIN—T 12 IT—TILHSHIKREN, 2BBEOIL—"FEMLENET,

R, RRILDES —HFDOIRIC ping 25, RRILABBLTVWRIAESH ZHIEBITZ O

.

1.

Check Point ' — RV I A 2 BMIC TR HBEN BV ET,

Gaia R—%& )L T, [IPv4 Static Routes]. [Add] DJEIZEIRL £,

2. H7X%Y NDCIDR (#:10.28.13.0/24) #IEEL £,

3. [Add Gateway]. [IP Address] DJEIZEIRL £,

4. BWET77AILDOVGW Tunnel IPICEEEhEZIP 7 RLA (Hl:169.254.44.233) &2 AN
L. BEIEZ 1ICLET,

5. [Ping] Z3&IRL £ 7,

6. 220HDORNRIIZHLT, BREZ7Z7A4ID VGW Tunnel IP &Y< 3aIC®H B IPSec
Tunnel #2 DEZFALTATY T 3BLV 4 2EVEBRLET., BEIEZ2ICLET,

A O— RATERBHIL—T A IRET 7ML 80
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7.

Edit Destination Route: 10.28.13.0/24 —

Dastinabion. 10.28.13.0/24

Nieod Hop Type: Normal ¥

E¥ Mormak Accept and forward packets
Reject: Drop packets, and send wnreachable MEssages.
Black Hole: Drop packets, but don't send unreachable messages

Ranic

5,
w

Local Scope:
Comment:
Add Gateway
Fing:
Add Gateway = | Eqnt ezt

189,254 44 233 1
169.254 44.5 2

[REF] ZBIRLE T,

DZAR—ZFEALTVRHEE. V7AZ—DHOXN—TLEROATY TZKEVIELE

ERD

HLLRYRD—OATDITONEERTRICE

COARATYT TR, BRETZAR=KNT—RNITAONTVY D ANEH)IPTRLAEZEETS
CETEVPN NORILAOZRY RND—O0AFTS IO RNEERLET, T, VPNIZ 15«
DHTIART—RIIAELTINSOATDIIORNEBMUET, £/, VPN RXA2 DT

L—ARILA—E L THETIEIIN—TZERTILENFHYET,

1.
2.

Check Point SmartDashboard ZB& £ 9,

[Groups] Tlk. AVTFARXZ21—%ZBZE., [Groups]. [Simple Group] DJEIZEIRL £

T BRYRNID—OATDTONIRUTEALTIIIN-TZEATEET,

[Network Objects] Tl&k, AVTFARNXZ1— (VU YY) ZFE. [New]. [Interoperable

Device] MIEIZEIRL £,
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4. [Name (BHE] ICE. RFILAICIEEL =RF (H: AWS_VPC_Tunnel_1 £(&
AWS_VPC_Tunnel_2) ZAHLFET,

5. [IPv4 Address] IZlE., BRET7 7 AL TREE B RETSAR—KNTF—RKNITIADOAIBIP T
KL A (#: 54.84.169.196) ZAHNLET, REEREFEL T, COXATOTRY U R%

BALUET,
Interoperable Device -AWS_VPC_Tunnel 1 [ .
m Inbereperalde Devics - Gerwsral Propesiies
Topakogy
&l IFSac VPN Machine
Hame AWS_VPL_Tunnel_1 Color: | Beack
Pyl Addewas: | 54 B4 165156 Rassha o Flarma L‘;ﬂ'h‘l‘llC Address
Py Aideeds
Comment

Pesducis

[ Corfigre Sarvan

6. SmartDashboard TH*'— KNV I A O7ONT 1« ZF&, HFT 1) —~RA 2 T [Topology] ZiE
RLUET,

7. AVE—T7IAAREZIWMETSICIF. [Get Topology] ZiEIRL £,

8. [VPN Domain (VPN RXA )] 9> 32T, [Manually defined (FBITERE) ZZEIRL., A
TYT2THERULEZEDS VTN B TIN—T%28B U TRBIRLE T, [OK] ZBIRL T
Wo

(® Note
BREZFHDEEFED VPN RXA D EREFETEEXET, =L, BFIC VPN RXAUHH
BHICHEBEATVDESE. FTILVW VPN EZHETEATEFREBEE D RXAM2 &
RARDFEFD VPN RXSATESETNTOVEVCEZHERELTSESL,

9. 2BBHDRYND—OATZITORNEERTRIZIE. FREZ7A4IIL D IPSec Tunnel #2
92a>HOEREFEALT, ATV T EEYYRLET,
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® Note

VZA—ZEALTVRHER. MRODP—ZH/ELTA UV ER—TIA AREITAR—
AVE—TIAAELTERLET, REV7AIINTHEEETEIPT7RLAZEALR
EE

VPNIOI21Z7 4, IKE. 8LV IPsec FRENIERK ERE

CDATY T T, Check Point *— N IAIZVPNIZ2ZFT 1 &2ERL, TZILEMN XL
NEXY ND—=0FTTON HEERAT/INAA) ZEMLET, £/, Internet Key Exchange
(IKE) 8KV IPsec ZREL £,

1.
2.
3.

F—NJzq4070NF14h5, AhTFDd)—RA> D [IPSec VPN] ZBIRL £ 7,
[Communities]. [New], [Star Community] D JEIZZEIRL £7,

X257 14 OAFH (Bl: AWS_VPN_Star) ZEEEL., ATIJ—RA 2D [Center
Gateways] ZZIRL £ T,

[Add] Z2BIRL T, T'— NI IAKLERBRIZFAE—ZSMT—RITADOV)ANIEML X
EE

H7d1)—~RA T, [Satellite Gateways]. [Add GEHN)] DIEIZEIRL, FTICERL EHEE
A7 /N4 A (AWS_VPC_Tunnel_1 & &V AWS_VPC_Tunnel_2) &M —RhJIT A DA
NCEMULET,

A7) —~RA 2T, [Encryption] Zi#IRL £, [Encryption Method] 0> 3>
T. [IKEv1 only] Z3#iRL £ 9, [Encryption Suite] 22 3> T, [Custom], [Custom
Encryption] ®JEIZZEIRL £T,

SATATRY DATROESICESH7ONT 1 ZREL, TTLES [OK] ZERL F
Jo
- IKE Security Association (7 T—X 1) ® 7O/NT 1
» Perform key exchange encryption with: AES-128
» Perform data integrity with: SHA-1
« |IPsec Security Association (7 T—X 2) ®7'0/NF 1
» Perform IPsec data encryption with: AES-128
» Perform data integrity with: SHA-1
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8. AT —ARA > T [Tunnel Management] ZiER L £, [Set Permanent Tunnels], [On
all tunnels in the community] ® JEIZEIR L £ F, [VPN Tunnel Sharing] 22> 3> T, [One
VPN tunnel per Gateway pair] Z3&RL £ 7,

9. AFd—~R4 > T [Advanced Settings] ZEBIL . [Shared Secret] Z&IRL £,

10. RO RIOETEZIBEIRL, [Edit (W) ZiBIRL T, BREZ7 7 1JILD IPSec
Tunnel #1 923> THRETNTVWAERNHEF—ZAHNLET,

11. 2BEO RV ZLOETEERRL. [Edit (FE)] ZBRL T, BET 7 1L O IPSec
Tunnel #2 923 TERETNTVWAERHEF—ZAHNLET,

Star Community Properties - AWS_VPN_Star >
é a Shunred Sedrel
Certer Cateways
L e G w
dotelibe Gatrsays o Line oy Fhared Sect for ol el meeebany
Encryplian
Tl weun gt Each Extemal memter wil harve e olowrg
- dwt—:‘.-rﬁr« secret with &l riemal members N e ComEUnE

Riguting
H- Mulipis Erir
Echuded Services

| Shared Secr|
Acbvanoed VPH Fr P b ared Secrmt
hrw Mot BN _PC_Turre —
BN _NPC_Turred -
Ec o

Corcal

12. & 51Z [Advanced Settings (FF 43X E)] 777" T [Advanced VPN Properties (F#7 VPN

Z7ONT )] ZBRL, 7ONTAZROKRSICEREL T, ETLES [OK] ZEIRLET,
« IKE(7T—X1):

+ Use Diffie-Hellman group: Group 2

* Renegotiate IKE security associations every 480 minutes
* IPsec (7 T—X 2):

« [Use Perfect Forward Secrecy] ZiZIRL £,

+ Use Diffie-Hellman group: Group 2

* Renegotiate IPsec security associations every 3600 seconds
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T77AT2A=NIL—IIZERTDICE

COARTYT TR, 77A4T0F—=IIL—ILEeF14LOZaFIIIVFI—IZFERAL, VPC L

O—ALZRY ND—VBTOBEEFTITEIRI—ERELET., TOR, “—RIIASICR

)o— A2 ARN=ILET,

1. SmartDashboard T, %'— K™ I 1 ® [Global Properties] ZiBIRLET, HTFTJ—RA>
T [VPN] ZEBIL . [Advanced] Zi&IRL £,

2. [Enable VPN Directional Match in VPN Column] Zi2RL ., EEZRELE T,

3. SmartDashboard T [Firewall] ZZ#RL ., XOIL—ILTHRIZ—ZEKLET,

* VPCH7 XY MIHUTHATORNILBHTOO—NILRY RD—JEDBEZFAY

%o
c O—ALZRY NTD—JICHULTHEZORNILZERTO VPC H TRy NEDBEZFHT
EECE

4. VPNIOELODODTHFAMXZ21—ZBRWT, [EditCel] ZEBRLFXT,

[VPN Match Conditions] &4 7OJ R Y 2 AT, [Match traffic in this direction only] ZiZE1R
LET, TAENT A ZERLTFALIIFIAIYFIL-INZHERL, ETLES
[OK] ZiBRL £ T,

« internal_clear>VPN X217« (RICEKL I VPN RE—OZ1Z257 1, fl:
AWS_VPN_Star)
« VPNIZX1Z5F4>VPNII1Z5F 4
« VPNIX1Z5 4 >internal_clear
6. SmartDashboard T, [Policy]. [Install] ®JEIZiEIRL £,
7. BAT7ATRY VAT —RIITA4ZBIRL, [OK] ZBIRLTARIS—ZA AN =)ILEF
9,

tunnel_keepalive_method Z’O/NT 1 ZZE 33 C I

Check Point 7*— R T A4 Tlk., IKE OBE FAELEL fz & Z (Z Dead Peer Detection (DPD)
EEALTHERBITEET, kKb XL DO DPD 2R ETBICIE, K> %ZE AWS VPN
SAZTATRETIVENfBVET (RATVYT 828R ),

TF7F) KT, VPN —KRDIA® tunnel_keepalive_method Z’O0/NFT 1 &
tunnel_test ICEREETNE T, CcDEZ dpd ICEEITHHENHVYET, DPD EZRV Y
AMHERZRVPN IZ2A-FA1AOZ VPN —RNIDIAlE, Y—RN—F 1 —H VPN —KDI
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1 %E%, tunnel_keepalive_method 7ONT 1 TRETIHENHYWET, ALY —H
DIMICHUTEBDZEZRIIAN_ALZRETD LR TEEE A,

GuiDBedit Y —JL%&#H L T tunnel_keepalive_method Z7ONT A ZEH TE X T,

1. Check Point SmartDashboard ZR &, [Security Management Server], [Domain
Management Server] M JEIZEIRL £,

2. [File]. [Database Revision Control..] ®JEIZERL, UEZ IV DRAF Y73y NEER
LET,

3. SmartDashboard, SmartView Tracker., SmartView Monitor 7% &, 9N T ® SmartConsole
4 RIDERBAUET,

4. GuiBDeditY—J)LZREBLET, 5FMIC DL T, Check Point H7R— Kt 2 —® TCheck
Point Database Tooly EWSiEEZSHBL TLSEEL,

[Security Management Server], [Domain Management Server] QJEIZEIRL £9,
ELEDOARA> T, [Table]. [Network Objects]. [network_objects] D JEIZEIRL £,
BLORA> T, BET S [Security Gateway], [Cluster] 772 TV NE&IRLET,

Ctri+F ¥ —%&#F ., [Search) X Z_1—%2FHLU TUTZRELF
9, tunnel_keepalive_method

9. TOARAT, [tunnel_keepalive_method] DAV TFHFARNXZ1—%B&E, [Edit... ("
£.)] ZBIRLE T, [dpd] ZiBIRL, [OK] ZBIRL E T,

10. AWSVPN X171 D—HWTHIBRT—FIIAIHLT, ATYT7~9 Z#VIRL
x9,

11. [File]. [Save Alll ®JEIZZIRL £7,
12. GuiDBeditY —J)LZFLU &9,

13. Check Point SmartDashboard Z R &, [Security Management Server], [Domain
Management Server] M JEIZEIRL £,

14. BSET B [Security Gateway], [Cluster] Z7 P TV NIZRIVZ—Z AV AR—=ILET,

© N o O

SE4BIC DWW TIE, Check Point Support Center ® "New VPN features in R77.10, EWSRE%2S
BLTLSEEL,

TCPMSS 25> 7% B8%IZT3ICIE

TCPMSS V227 TCP NTY ROJBRREI XY N4 XZ/NEKULTNTY N RLERRE
£9,
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1. ROTFA4LIRNIIZBEULET, C:\Program Files (x86)\CheckPoint
\SmartConsole\R77.10\PROGRAM\

2. GuiDBEdit.exe 7 7 4 JL%Z31TL T Check Point Database Tool ZFZ £ 7,
3. [Table], [Global Properties]. [properties] D JEIZERL £7,
4. fw_clamp_tcp_mss T, [Edit] ZiBIRLET, % true CEEL, [OK] ZBIRLE T,

RORILDAT—RAZHTETBICE

IFAN—BRE—ROIONV RZAY=IIASKOONY RZRITLT, P RIDREZTE
MCEERT,

vpn tunnelutil

RRFENLEATS32 T, IKEBREMNTZKRIALTSICE [1] 2. IPsec BIE 1T 2 KRFL T 2 IC I
2] ZBIRL FT,

F /=, Check Point Smart Tracker Log Z#AL T, #BHEAONT Y RBES{tEhTWSR L E
RITCEFT, LeAFROOTE, VPCAONTY MM XRIL 1 BHATEEEh, B
hTWadceZzrRrLET,

Product B Security Action 2 Encrypt
Gatleway/Management Rusle 4
Date AN 2015 Current Rule Number 4-Standard
Tirre 24201 Rube Hame —
Mumber 21254 User —
Type [ Log '
Origin cPgW-997695 woe
' Rule UID {DAA1B015-FF7E-4650-BOCE-
e Soesoscraa
Source B Mmanagement_PC Community AWS_VPN_Star
(192.168.1.116) Encryption Scheme  [52]IKE
Destination @ 10.28.13.28 Data Encryption ESP: AES-128 + SHA1 « PFS
Sanvice - Methods (group 2)
Protocoel B icmp VPN Peer Gateway  AWS_VPC_Tunnel 1
54.84 160,106
Interface [= atho Eﬂw L
Subproduct M
Source Port -
VPN Feature VPN
Product Family 2] Metwork
Policy Name Standard Information sanvice_id icmp-prolo
Date Tue Now 03 11:33:45 2015 L e
Policy ICNP Type: 8
Policy Management  cpgw-907605 ICMP Code: 0
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SonicWALL

RDFIETIE, SonicOS BEEA > RX—T7 I A4 A%EAL T SonicWALL F/Y41 AIZ VPN K> X%
N ZRETDHEZHRALET,

RRILZHRETDICE

1. SonicWALL SonicOS EXBA/ X —T7 I A A%ZHEET,

2. EflORAZT, [VPN], [Settings] DIEIZZERL £, [VPN Policies] D T T, [Add...] Zi&
RUET,

3. [General 27D VPNRUZ—J4 2 RIT, ROBEHREADLET,

« [Policy Type: [Tunnel Interface] ZiZIRL £,
« [Authentication Method]: [IKE using Preshared Secret] Zi#IRL £9,

[Name]: VPN RUS —OEFEADLET, RET 7 AILICRBEEhTWBEY, VPNID
ZEFERTHEEBEOLET,

« IPsec Primary Gateway Name or Address: B2E7 7 1 )LICEBEBE N TVBEY, RET S
AR=KNT—=RNIIADIPTRLA($:72.21.209.193) ZAHLET,

« |Psec Secondary Gateway Name or Address: 7 # )L NMEDFEXKICLE T,

« Shared Secret: 52RE7 7 A I)LICEEB T TVRBEY ICEFIHEF—%& ADE. [Confirm
Shared Secret] TBAHNLET,

* Local IKE ID: HARIY =" — KT I A (SonicWALL T*/NALA) D IPv4 T RLAZADLE
ERD

* PeerIKEID: (RRETZAR—KNSF—RNIIADIPv4 T RLAZAHDLET,
4. [Network] 27T, XDEHRZEAALET,

« [Local Networks] T. [Any address] ZBIRLET, cOAT>avzFEALT, O—AHl
XY RND—VEGORBEZH<S CEZHEOLET,

« [Remote Networks] T, [Choose a destination network from list] Zi#RL £, AWSHIC
VPC O CIDR Z# D27 RLAFTI T O RN EERLET,

5. [Proposals (1RE)] X7 T. XOBHREADLET,

« [IKE (Phase 1) Proposal] T, AT OEEZITVET,
« Exchange: [Main Mode] Z3&IRL £ 9,
« DH Group: Diffie-Hellman Group ®1{& (fl: 2) Z AL E T,
« Encryption: [AES-128] £ =ik [AES-256] Zi&RL £ 7,
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- Authentication: [SHA1] £ 7z l& [SHA256] Z#IRL £ 7,
« Life Time: 28800 E AZLE T,

+ [IKE (Phase 2) Proposal] T, A TOEZEITVET,
* Protocol: [ESP] Zi#IRL £9,
« Encryption: [AES-128] £ /= l& [AES-256] Zi&IRL £,
« Authentication: [SHA1] £ = I& [SHA256] Zi&IRL £ 9,

* [Enable Perfect Forward Secrecy] F T Y 7Ry U A% 7>/ IZ L, Diffie-Hellman group
ZERLET,

+ Life Time: 3600 E A DL E T,

/A Important

RETSAR—KTF—NIIAZERLEZDN 2015 F 10 BRYBIDOEHEEEF,
% @ 7 T —X T Diffie-Hellman group 2, AES-128, SHA1 ZiEE T2 HEN H ) &
£

6. [Advanced] 27 T, XDEHREADLET,

« [Enable Keep Alive] #3&IRL £,
« [Enable Phase2 Dead Peer Detection] Z1#IRL ., XROKSICAHLET,

+ [Dead Peer Detection Interval] =, 60 (SonicWALL 7/N14 A TANARERH/ME) & A
HLET,

« [Failure Trigger Level] T, 3 EABLET,
« [VPN Policy bound to] T, [Interface X1] ZiBIRLEF, NTUY U IPT7 RLAT—HE
ICEEENAVEZ—TIAATY,
7. [OK] ZZIRL T E&E V), [Settings] R— T, MO [Enable] FIY IRY VAZET
72BN THAVIZLET, ORI, PRI EBLTVDCEZRLET,

Cisco /N4 A: B IN1E K

—ERD Cisco ASA TR T VT A TIAZYNAETE—ROIHNHR—RENRTWVWET, Zh5D Cisco
ASA 2R T2BEE. TIOT17B N RN E—EBIC1EHOKAMRETEET., FGIORNIILY
FARAICE > EBEE. MEODAZRNA KN ZINFTIOTATICRBY)ET, CORRILTR, &
CVWTFhADORN ORI ZREHL T VPC ANDERZRIETIHREN HVY)ET,
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N—232 971D CiscoASA &, POT AT I17OT14TE—REYR—KNLET, Chs50
Cisco ASA 2 T2BEE. MADKN RN EZBRBICTITATILTRDENTEET, O
RILTR., BCLVINHLADORN U ZILNZRZALTVPCANDEGZRIEFTIHREN HVYET,

Cisco /N1 ADZERF . RDEXZTOIVENHYET,

s AHBA U E—T I/ RAZERELET,
« Crypto ISAKMP Policy Sequence D¥EN —ETHD L ZHFELE T,
« Crypto List Policy Sequence DEEN —ETHBD L ZHRELE T,

« Crypto IPsec Transform Set & & T Crypto ISAKMP Policy Sequence &, 7°/V4 AICEREE i
DIXTOD IPsec NI ODBEEUNFBRENTVEIEEZEIELET,

s SLAEZRVV VBB —BETHD L ZHIALET,

s NAZII—T—RIDIAFNAREOA—AINZRYNDT—DEQOBTRZ 714V VZEBD THILIL—
TAVTEINTHRELRT,

AWS Site-to-Site VPN HAZX—4'— KNI A FNAADA > O—RA
BELXEHOIN—TFT1 U IBRET7A4IL
Site-to-Site VPN #E#i R EICEEOEZSC Y TIRET7 74N EA O O0—RTBIC

&, Amazon VPC >V =)L, AWS N> RZ A2, Fll& AmazonEC2 APl ZFERAL 9, &
MICOVWTE, "TATYT 6 RET7AINEEA T O0—RT2, 25BLTLSEETL,

F /=, Site-to-Site VPN BB EICEABOEZEXREVA A FTIVIIN—FTA 2V TROARRET 7
ANOFIZEADIO—RTDEEHETEEXT, dynamic-routing-examples.zip

chsO77A4)0E,. —HOOAVR—ZFNZTL—ARINA—EZ2FEFRALET, FExE. UT %
FERLET,
« VPN#EHID., DAZY—Y—RNIIA IDBEIFEETSARK—KNS—KDIAID DEDH

c UE—N A IPTRLAAWS TV RRA 2 NDTL—AKRILNE — (AWS_ENDPOINT_1 & KV
AWS_ENDPOINT_2)

c NABY—T—RNRIIAFNAADAVEZ—FXY NL—TFT AT UBBARBA 2 EZ—TITAAD
IP7RLADTL—AKRILA— (your-cgw-ip-address)

- ERHEF—EOTL—ARILA (BFHEF—)

s RRILOWEBIP T RL ADEDHI,
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« MTU SRTEDED B,

® Note
HOZNAT74F21L—230 T F7AITREEATVS MTU ZREWR., FICTEXE
Ao WRICKUEFRELE MTUEBOREIC DOWTI., TAWS Site-to-Site VPN HAZR T —
TF—=RIDIATNARADRARNTZ 0T 1R BS5BLTLSEEL,

TL—ARINA—ERZIEETDEICMAT, 774ILEKEEAED AWS IU—> 3> T AES128,
SHA1. & & T Diffie-Hellman &' )L—7" 2 ® Site-to-Site VPN ##t. AWS GovCloud U —<3 > T
AES128, SHA2, & & U Diffie-Hellman FI)IL—7 14 OBIEHZIBELET., £/, RLANOEH

HEF—EEELET, BIOEF21UF« 7)) XA, Difie-Hellman FIL—7", 7754 XR—K
SEEHE. IPV6 NS 74V O RFRATDICE. YOTIBRET7AIINEEETIHENHYET,

RORE, DAZI—T—RIIAFNAACKREENTVREREFTBEIR—F NOBEZ R
LTVET, ChiZlk, RYRILAVE—TILADIPT RLADEOFINFEENET,

Internet-facing interface
IP address: Your CGW public IP

/N
v NN

IKE Tunnel 1 interface Tunnel 2 interface
IKE security Remote IP: 72.21.209.193 Remote IP: 72.21.209.225 IKE security
association Inside IP: 169.254.255.1 Inside IP: 169.254.255.5 association
IPsec security / \\\ IPsec security
association association
BGP peering BGP peering
Peer: 169.254.255.2 Peer: 1659.254.255.6
Remote ASN: 7224 Remote ASN: 7224
IPsec tunnel IPsec tunnel

\/

Internal-facing interface
IP: Your local network address

Customer gateway device
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AWS Virtual Private Network H AZN—7'— NI A TFNA AOEWIL—FT 1T %
BRET D

LT, I—Y—A22—T (AR (ERAESEER) ZEALTHARIN—T—KIIAFNAA
ERETDFIEOHTTY,

Check Point

AR, Gaia 7 T 77R—%JL& Check Point SmartDashboard Z L T, R77.10 LAE&E R
179 % Check Point Security Gateway /N1 AZERET D AT Y 7 TF, £/, Check Point
Support Center @ Amazon Web Services (AWS) VPN BGP MFEEE£SHBL TS EE L,

RRNAE—TIAAZRETDICE

BUOATY 7k, VPN R RIILZEHRL, ERNVRILAOHARI—T—RNIIAERETS
AR=RNTF=RDIADTFAR—N(RF)IPT7RLAZBHTSZETT, HRIDOK XL
EERTDICE, BREZ77A4)LD IPSec Tunnel #1 9> a3 TREET NI BEHREFAL £
T, 2ZBDON RN EERTDICIE. BET77A4ID IPSec Tunnel #2 9> 3> TiEftx
nBEZFEALET,

1. SSHTEFIVFTFAT—RNIIAIZEHLET, F7FIINNUNAO T ZFEALTVSSE
Gk, ROOXREZTLT, clish CZEELET, clish

2. ROONVRERFTLT, HAERN——KTI A ASN (AAREN—'"—KD I A OERE
ICEftE N ASN AWS) #FELET,

set as 65000

3. BET77AID IPSec Tunnel #1 03> TEMHZNTV2EHREFERAL T, YD
ROZRILWADORN D ZINA D R—T I A ARAZERLET, AWS_VPC_Tunnel_1 KB E, M X
)I/L:_gma)gﬁfjﬁjtjijc

add vpn tunnel 1 type numbered local 169.254.44.234 remote 169.254.44.233
peer AWS_VPC_Tunnel_1

set interface vpntl state on

set interface vpntl mtu 1436

4. 2BBEOBMN RN EERTDICEK, SREZ77AILD IPSec Tunnel #2 9> 3> TREE
hTLWBEHRZFEAL T, O REBYVIRLET, AWS_VPC_Tunnel 2 & ¥, R XI
C—ENRBBZDTET,
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add vpn tunnel 1 type numbered local 169.254.44.38 remote 169.254.44.37
peer AWS_VPC_Tunnel_2

set interface vpnt2 state on

set interface vpnt2 mtu 1436

5. RBTZAXR—KRT—hJITAASNZRELXT,

set bgp external remote-as 7224 on

6. BUDKNZRIDBGP %, BRE77A4I)LD IPSec Tunnel #1 0> 3> TREET W Z1E
WMEFEALTHRELET.

set bgp external remote-as 7224 peer 169.254.44.233 on
set bgp external remote-as 7224 peer 169.254.44.233 holdtime 30
set bgp external remote-as 7224 peer 169.254.44.233 keepalive 10

7. 2BBORNRIDOBGP %, FRE77A4I) M IPSec Tunnel #2 €0 3> TiRtEh>3
EHEFEHALUTHRELET,

set bgp external remote-as 7224 peer 169.254.44.37 on
set bgp external remote-as 7224 peer 169.254.44.37 holdtime 30
set bgp external remote-as 7224 peer 169.254.44.37 keepalive 10

8. REZRFLZETY,

save config

BGP R —ZEKTBICIE

R, AWSICK 2> TP RNBAXENZIL—MDAVR—NEFHT TS BGP R —ZERL
FT. R, O—HANIL—KE AWSIZT RNZAXTBESICHAEN—T— NI I A ZRE
LET,

1. Gaia WebUI T, [Advanced Routing]. [Inbound Route Filters] Zi#RL £ ¥, [Add] ZiER
L. [Add BGP Policy (Based on AS)] Zi#RL £ 7,

2. [Add BGP Policy (BGP R —®MEM) OFRMDT 4 —)L RT 512 1S 1024 ETHEHED
EBEBERL, 2BBO7 1 =)L RICEBTSAR—KNF—KD I A ASN (fl: 7224) EA AL
79,
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3.

[RTF] Z:BRLE T,

O—ALIL—KhZT RNZAXTBICE

RDATY 7, O—HANAVEZ—TIAAIL—RNEFHTBEHOEDNDTT, £z, BHIL—
TATR, BWIIL—FT4207ORINICE2TESNEIIN—TFT120TB8E, SREEHY—
ANSDOII—NE2BEFETEET, FMICOVWTIE., Gaia Advanced Routing R77 Versions
Administration Guides ZZBL T<EZ L\,

1.

Gaia WebUI T, [Advanced Routing]. [Routing Redistribution] @ JEIZ#IRL £F, [Add
Redistribution From], [Interface (f > Z—7 T4 A) OJEIZZERL £T,

[To Protocol] T, RIETZ A R—K5—KJ I 4 ASN; (Bl: 7224) ZBIRLE T,
[Interface] TREANIPA > RX—T T4 AZBIRLET, [REF] ZBIRLEXT,

HLLRYRD—OFTDIVRNEERTRICE

KIS, AR T ZAR=RT—=RNIDTAONT YD &) IPFTRLAZIBELT, VPN K>
FLAOXRY ND—OATSI O EERLET, T, VPNII21ZF1OHFTZA KNTF—K
TIAELTINSDOATDIIORNEBMLET, £, VPN RXAOTL—AFRILA—EL
THETDZTI—TERERTILEN HVET,

1.
2.

Check Point SmartDashboard ZB& £ 9,

[Groups] Tk, AVTFARXZ21—%BZE., [Groups]. [Simple Group] DJEIZEIRL £
To EXYRND—=OFATDIONIHULTEALINL—T2ERATEET,

[Network Objects] Tlk, AVTFARMXZ21—(HIZ UV D) ZFEE. [New]. [Interoperable
Device] MIEIZEIRL £7,

[Name (BN ICl&, ATY 71 TR RIAICEEL AH (l: AWS_VPC_Tunnel_1 &
f=l& AWS_VPC_Tunnel_2) ZAHDULET,

[IPv4 Address] ICl&, BRET7 7 AL TRBEENDZRETSARK—NS—KNITIALAONEIP T
RL R (fl: 54.84.169.196) ZANLET. REZREFEL T, COFAATATRY VA%
BLUET,
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Interoperable Device -AWS_VPC_Tunnel_1 [ =

[ Gereral Propenes abeegueralsde Device  Gerwal Properfies
Topckog
Fae VPN Machine

Mame AWS VPC_Tunnel_1 Color: | Biack

Pyl Acdrsas: | 5404 1659.136 Faschve for Flarme [ynawmic Address

Py Aidreds

Commant

Peaduci

[ Corfigre Senvan

6. EOATI)—RA>2T, [Topology] ZiBIRL ET,

7. [VPN Domain (VPN R XA )] 0> 32T, [Manually defined (FBITESR) ZERL., A
TYT2THERULEZOS D TIINBIIN—T%258BLU GERRLET, [OK] ZBIRL TS EE
Wo

8. 2BBNDRYKND—VUATIVNEZERTDICIE, RETZ77AILD IPSec Tunnel #2 &
U923 AOEREFEALT, ATV T EBYVIELET,

9. Y—MNIIARYRND—IATSIONIBBLTS—RNIIAELERISAE—FT>T
2 N%BIZE. [Topology] ZiBIRL £¥,

10. [VPN Domain (VPN RX A )] 9> 3> T, [Manually defined (FEITES)] ZiBIRL, A
TYT2THERLULEZOS D TIINBIIN—T%2SRBU GRRLET, [OK] ZBIRL TS
W

(® Note

REFHDEEFD VPN RXAVRFRIFGTEXRT, £1ZL. BHIZ VPN RXA2HH
BHICHEBENTVREEE. MLV VPN ERTEAFTFLERMEEhDI RX12&
RARNDZED VPN RXAVTEFTENATVAVCEZHREL TS EE L,

(® Note
V7AZ—%2FERALTVEEHEERE. MROD—ZmELTA 2 E—TIAREIVTAE—
A2B3—TIARELTERLET, RE77AITEESNLEIP 7 RLAZEAL R
ER

ATV O— RABEBREHRET 7 1)L 95



AWS Site-to-Site VPN I1—H—HA K

VPNIOIZ21Z7 4, IKE. 8LV IPsec FRENIERK ERE

RIZ. Check Point —RJIAIC VPN IZ1ZF 1 Z#EKL, TIILERRILORY KD —
OFTION MBEERTFT/INAR) ZBMLUET, £, Internet Key Exchange (IKE) & & T
IPsec ZELE T,

1.
2.
3.

JF—KNozq4070NFT14h5, AhTFDdV—RA> D [IPSec VPN] ZiBIRL £7,
[Communities], [New]. [Star Community] D JEIZZ#IRL £9,

X274 OAFHE (Bl: AWS_VPN_Star) ZEEEL, A7) —RA >0 [Center
Gateways] ZERL £,

[Add] Z3BIRL T, TRV IA KRG ITAZ—ZZMT—RIIADJARNIEML X
ERD

HF A1) —~RA T, [Satellite Gateways]. [Add (EHN)] DIEIZEIRL, FEICERL -HEEIE
A7 N4 A (AWS_VPC_Tunnel_1 KT AWS_VPC_Tunnel_2) &MY — KR IT A4 DJRA
NEEMLET,

HF7d1)—~RA 2T, [Encryption] Zi&IRL £, [Encryption Method] 202 3> T,
[IKEv1 for IPv4 and IKEv2 for IPv6] Zi#iR L £, [Encryption Suite] 20> 3> T,
[Custom]. [Custom Encryption] ®JEIZEIRL £F,

® Note
IKEv1 #8E® [IKEV1 for IPv4 and IKEV2 for IPv6] #7'> 3> %&RL £ T,

BAATOATRY DATROESICESL7ONT 1 2REL, TETLES [OK] ZBIRL £
Jo
« IKE Security Association (7 T—X 1) ®7°'0/NT «
» Perform key exchange encryption with: AES-128
+ Perform data integrity with: SHA-1
« |Psec Security Association (7 T—X 2) ®7°0O/NT 14
» Perform IPsec data encryption with: AES-128
» Perform data integrity with: SHA-1

$H57 ') —~RA 2T [Tunnel Management] %3&IR L £ 9, [Set Permanent Tunnels], [On
all tunnels in the community] ® JIEIZZEIR L £ 3. [VPN Tunnel Sharing] 22> 32T, [One
VPN tunnel per Gateway pair] Zi2RL £,

HF ') —~R A>T [Advanced Settings] ZEBI L. [Shared Secret] Zi#IRL £7,
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10. RO RIIOETEZIBEIRL, [Edit (W) ZiBIRL T, BREZ7 7 1ILD IPSec
Tunnel #1 923> TERETNTVWAERNHEF—ZAHNLET,

11. 2BEO RV ZILOETEERRL. [Edit (FE)] ZBRL T, BET 7 1L O IPSec
Tunnel #2 923 TERETENTVWAERHEF—ZAHNLET,

Star Community Properties - AWS_VPN_Star >
: o Shusied Secrel
Certer Cateways
5 e Gimtem
Satelte Gatmems W L iy Tsened T ol Extera mee gy
Encryplian
W,
!_rw:l a-'_wﬂ Each Extemal memper wil have T folcwrg
= Advanoed Setings seoret with al miemal members n T ComEUNEy

VPN Rioutrg
MEF (Mullgsie Erir
Eclded Services
| Shared Secre
[
'.'.l'r I"’{'\}"'

Amd

23]

i3
|

12. & 51(C [Advanced Settings (F#F%E)] 777 0"') T [Advanced VPN Properties (F#%& VPN

Z7AONT )] ZBIRL, Z7ONTAZRDEDICHKELT, ETLES [OK] ZiBIRLE T,
« IKE(7T—X1):

» Use Diffie-Hellman group: Group 2 (1024 bit)

* Renegotiate IKE security associations every 480 minutes
* IPsec (7 T—X 2):

« [Use Perfect Forward Secrecy] ZiZIRL £,

 Use Diffie-Hellman group: Group 2 (1024 bit)

* Renegotiate IPsec security associations every 3600 seconds

T77AT 74— —IEERTDICE

R, T7ATIF=NIN=NLEFALIZIFIIIYFI-IIZERL, VPCEO-NILERY
RO—ORBTOBEZHAITAIRI—2RELET, TOHER, T'—hIIA LRI —Z2(>
AR=ILLET,
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1. SmartDashboard T, %'— K™ I 4 ® [Global Properties] ZiBIRLET, HTFTJ—RA>
T [VPN] ZEB L. [Advanced] Zi&IRL £,

2. [Enable VPN Directional Match in VPN Column] Zi#iR L., [OK] ZiZIRL £ T,
3. SmartDashboard T [Firewall] ZZ#RL ., XOIL—ILTRIZ—ZERKLET,

* VPCH7 XY MIHUTHATORNILEHTOO—NILRY RD—J L DBEZFAY

D,
c O—ALZRY ND—JICHULTHEZORNILZERTO VPC H TRy NEDBEZFHT
EECE

4. VPNIIOEILDOOAVTHFARNXZ1—2ZRAWVT, [EditCel] ZZIRL XTI,

5. [VPN Match Conditions] &' 4 7OJ 7R Y 2 AT, [Match traffic in this direction only] ZiZIR L
£F9, TNENT [AdD (BM)] ZBIRLUTUTOFAL I3 FIINYFI—IL&ZERL.
FETLES [OK] ZBIRLET,

« internal_clear>VPNIX1Z5 4 (kICERLEZ VPN AZ—OX1"5F 1, fi:
AWS_VPN_Star)
« VPNIZX1”-574>VPNI1X1_-54
« VPN IX1Z5 4 >internal_clear
6. SmartDashboard T. [Policy]. [Install] ®JE(ZEIRL FT,

7. SA4TATRY DATT—RIITA%ZERL, [OK] ZERLTRUS—ZAVARN—ILE
EE

tunnel_keepalive_method Z’O/NT 1 ZZE TS C &

Check Point 7*— VI 4 Tl&, IKE OBIESSFAYZLLL 7z & E (C Dead Peer Detection (DPD)
ZEALTHBITEERT, kN>R O DPD ZRETBHICIE, K> %ZE AWS VPN T
S1ZTATRETDIHLEN HYVET,

F72)KNTE, VPN —RTIA® tunnel_keepalive_method 7’O0/NF 1 &
tunnel_test ICEREETNE T, COEZ dpd ICEETHIHENHVYET, DPD EZXV Y
FYUEZVPNIZIZTFARHOZ VPN —KDIAF, Y —RN—F1—&HVPNT—KDI
1 %Z&®%, tunnel_keepalive_method 7O/NT 1 THRETHDHEN HYET, LS —bH
DIAICKRUTEBRIEZRIVIAXAN_ALERET D _ERFTEEFE A,

GuiDBedit WV —)LZfEH L T tunnel_keepalive_method 7O/NT 1 ZEFHTEEXT,
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1.

© N o O

10.

11.
12.
13.

14.

Check Point SmartDashboard ZB & . [Security Management Server], [Domain
Management Server] M JEIZ#EIRL £,

[File]. [Database Revision Control...] DJEIZERL., VEZI>ORAFTY 723y NZEER
LET,

SmartDashboard, SmartView Tracker. SmartView Monitor % &, 9N T® SmartConsole
D4 RIDEBEAUET,

GuiBDedit W —I)LZR£EL £, FMIC DV TIE., Check Point H7R— Kt Z—® "Check
Point Database Tooly EWSiEEZSHBL TLSEEL,

[Security Management Server], [Domain Management Server] QJEIZERL £7,
EEDONRA T, [Table]. [Network Objects]. [network_objects] D IEIZZEIRL £,
BLEORA T, BET S [Security Gateway], [Cluster] 77 T U M EBIRLE T,

Ctri+F ¥—% 33 AH ., [Search) XZ1—&FRALTUTZRELF
9, tunnel_keepalive_method

TORA 2T, [tunnel_keepalive_method] DAV TFTFARXZ1—%ZFEE., [Edit..] Z
EIRUE T, [dpd]. [OK] DIEICEIRL £,

AWSVPN JZ1ZFT 1 D—HTHIET—RIIAIIRLT, ATV T 7~9 Z#&VIERL
£9,

[File]. [Save Alll ®JEIZZIRLET,
GuiDBedit Y —J)LZBLU &9,

Check Point SmartDashboard ZB & . [Security Management Server], [Domain
Management Server] M JEIZEIRL £,

B9iE 9 % [Security Gateway], [Cluster] Z7 IO NCAKRUZ—E A ARN=ILLET,

FE4BIC DWW TIE, Check Point Support Center ® "New VPN features in R77.10, EWSRE%Z2S
BLTLSEEL,

TCPMSS 25> 7% B8%IZT3ICIE

TCPMSS V227 TCP NTY ROJBREI XY MY A X NEKULTNTY ML ERRE
x5

1.

2.

ROTFTALIRMIICBEHLET, C:\Program Files (x86)\CheckPoint
\SmartConsole\R77.10\PROGRAM\

GuiDBEdit.exe 7 7 4 )L %2317 L T Check Point Database Tool ZB& £,

Ao>0O—
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3. [Table]. [Global Properties], [properties] M JEIZERL £T,
4. fw_clamp_tcp_mss T, [Edit] ZBIRLET, {EZ true ICEEL, [OK] ZBIRLFT,

RORILDAT—RAZHETBICE

IFAN—RE—ROOYVRZAVY=IASKOIANY RZRITLT, MR OREZHE

M CEXRTY,

vpn tunnelutil

RARENEFAT> 32T, IKE BENITZ#R

2] ZBIRLE T,

AT BRI [1] &, IPsec BE T ZRIET B IC(E

F /=, Check Point Smart Tracker Log ZEAL T, BHEAONT Y RAFBES{tEhTWB L ZE
BRIETEFRT, tEA@FXROOTE, VPCADONTY MR XL 1 BEHTEESE N, BELE

hTt\WaceZzRrLET,
Product =1 Security
GatewayManagament
Date ANov2015
Time o420
Number 21254
Type B Log
Origin Ccpow-997605
Source B Management_PC
(192.168.1.116)
Destination B 10281328
Sarvice B
Protocol MR jiemp
Interface [= atho
Source Port -
Policy Name Standard
Policy Date Tue Mov 03 11;33:45 2015

Policy Management cpgw-907695

Action
Rule

<) Encrypt
4

Current Rule Number 4-Standard

Rule Name
User

Rule LD

Community
Encryption Scheme
Data Encryption

Methods

VPN Peer Gateway

VPN Fealure
Product Family

{0AA18012-FF FE-4620-BOCE-
J080EGSBCFO4}

AWS_VPN_Star

[&ElIKE

ESP. AES-128 + SHA1 « PFS
(group 2)
AWS_VPC_Tunnel_1

(54,84 160,108)

O veN

VPN
4] Metwork

sendce_id: icmp-proto
ICMP: Echo Requesi
ICHMP Type. 8

ICMP Code: 0
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SonicWALL

SonicOS BB/ R —7 I A A%ZEAL T SonicWALL /N1 AZBETEET., NoXRILDEER
ERFZEOFMICOVWTIE, TAWS Site-to-Site VPN HAZI—T— KD T A4 F)NA4 ADER ) —
TAVIERETDH,) BSRBLTLSEEL,

ZMDSonicOS BEBA >V RA—T I/ RAZFERAL T, FNA1ADBGP 2F{ETHDERFETEFE
Ao ROWIZ, REZ77AIIWHBID BGPl EVWSEVZIAVDOTICHBIARN RSAVFIEEZFER
LET,

Cisco 7/N 1 A: BINtEIR

—EB®D Cisco ASA TRTIT A TIAZNAETE—ROANHR—RENRTWVWET, 5D Cisco
ASA ZEATRHER., TITATBI RN Z—EIL1EHOAMEBETEET, RIODO N IILHY
FARAICE> EBEE. MEDAZNA KN RN TIOTATICBYET, CORRILTR, &
COWTNADORZIILZRZHLTVPC \NDEGERIEIDIMLENI HYVET,

N—232 97180 CiscoASA W, FIOTATI7OT4TE—REHR—KNLET, chs5D
Cisco ASA 2fEA T 2B, MADOKN R ZEABICTITATICTRENTEET, COR
ELTE. BLVWIFNADOR I ZREALTVPCADELEERETHISRENHYET,

Cisco T/N1 ADBER., ROEXEZTSBENBYVET,

s AL R—TIAARAEERELET,
« Crypto ISAKMP Policy Sequence DEEN —ETHD L ZHAL E T,
« Crypto List Policy Sequence D¥EN —ETHBD & 2HFELE T,

« Crypto IPsec Transform Set & & T* Crypto ISAKMP Policy Sequence &, T9/\1 RAIZERESE N i-fit
DINTD IPsec RVRIIDEEUIBREATVIZEZEIELET,

s SLAEZRV IV BESN —BETHB L 2HFELERT,
« NAZI—T—KRIDIATFNAAREOA—ANRY ND—DEDETRZ 7 1Y J%2BHTREIL—

TATEINTCEELET,
Juniper 7*/\ 4 A: B HEER

R OEHIE. Juniperd P —AB LT SRXARAEIN—F—RKRIIATFNAADFRET 714 I DA
BRAEZIhETD,

« AWA > R—T I A Ak ge-0/0/0.0 EFHEFENET,
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s RNFRIMAVE—TIAAIDWRst0.1 B8R st0.2 EFHIENET,

s YTV IDAVEBR—TIAAOEF 1T 4V -2 ZBREICBEELET (REBRTRET 77
NY—>® 'untrust ZEALE ),

s ABA U BA—TIAADEF 1T 14 V—2VZRRICBELET (REBRTRE T 7MY —2
D 'trust' ZFEAL ETT),

Windows Server & AWS Site-to-Site VPN D AZXN—9'—R~KDJ I A
FINAAELTERETS

Windows Server 21732 % —/\—% VPC DHAZI—T—KRIJIAFNA AELTERETEE

9., Windows Server 2 VPC D EC2 A VARV ATEITLTVWA A MBEOY —/N\—TEITL TV
LICBEHsST, ROTOARZFALET., XOFEIE., Windows Server 2012 R2 AR ICER
n£v,

NE

« Windows 41 AR > ADRE

« ATY 7 1: VPN &KL, VPC ZFRET S

« ATY 7 2.VPN BEROBRE77AINEEVO0—RTS
« AT Y 7 3: Windows Server ZFRET S

c ATY 7 4 VPN RURILERETD

« ATV 5 BLELTVWBRT—RIIA/DBRHZENMICITS
s ATV 6 VPN #EHETARNT D

Windows 1 > AR > ADEXTE
Windows AMI A* S#2E L = EC2 4 > AR > AT Windows Server 2323 E 328k, XROFEEX
ITLETY,
s AVABRVADKEEREEETFIVIZEMCLET,
1. Amazon EC2 12V — )L ® https://console.aws.amazon.com/ec2/ ZRRW T IE&E L\,

2. Windows Server 4 2> A X > A%Z1#IR L T, [Actions]. [Networking], [Change source/
destination check] &i®#IR L £ 9, [Stop] ZiEIRL TH S, [Save] ZEIRL F T,

s MDAV AZVANSES R TAVIBILN—TAVITERRSI, PTATRAORELEEHLET,

HARY =T —RNITIAF/)NAAELTOH Windows H—/N\N—%5&ET S 102
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1. Windows 4 AR AC#EHELET, FMICOVTIE., "Windows 4 VAR ANDER:, &
SBLTLEEL,

2. [AY  O—INRL ZRE. [TFNAAIZ—D v -] ZRBILET,

. [RYND—=OTRTR—]/—RZRBEALE T,

4. XY RD—=OTFH TR (A VAR AZATIZIEU T, Amazon Elastic XY RO —9TF X TR E
7= (& Intel 82599 {RA8BE%Y) &iBIR L. [ Action]. [ Properties] D IEIZEIRL £7 .

5. [FF#BE%E] & 7 T. [IPv4 Checksum Offload], [TCP Checksum Offload (IPv4)], & &k T [UDP
Checksum Offload (IPv4)] ®& 7' O/NT 1 ZEMIZL., [OK] ZBIRLE T,

* Elastic P 7 RLAZTAI MMIBVWETT, A AXACEERTERT. FMHICOWVWTIE,

TfAmazon EC2 1—%'—HA4 R, @ TElasticIP 7 RL A, #ZRBLTLKEETV, COFTRLAR
EZBOTHEET, NAZII— YT —NIIAZERTRDEEICHEICEYET,

c AVABRVAOEFIVTATIN=TOIL—=ILTTINNTIV RO IPsec NZT7 1Y UAFAE

NTVWBELZBRALET, T7FILNTRE, EF21UTATL-TR. IXTOTIRNNTUR
RZT74YOZFALET, LEL, EF21VTATIL—TOTITRNTY RIL—ILIFTORED
SEEENTWVWBIFE, IPsec RZ74YTRIETIORNNVYROARZLZONINLIL=IL (IP
Z’OK3JL 50, IPZOKJL 51, UDP 500) ZHEKT B UEN HET,

Windows 1 ARV ANFBMEE N TVWEZRY NTJ—2 0 CIDR & (172.31.0.0/16 B &) 2EE
BHHERT,

ATY 7 1. VPN i Z24ERX L. VPC ZRET S

VPC #*5S VPN 2 ER T3 ICIE. XOFIEZETLET,

1.

RETSAR—RKTF—RNTIT A %ERL, VPCICTRYFLET, FHAICHOVTE., TRETS
AR—=RT—RIITADERL ZSBLTLEEL,

VPN EBREHLVARAEIN—T—RNIVIAZERLEXT, DAEII—T—KIIA1 D5

4. Windows Server D/N7 U Y U IPT7RLAZEBELET. VPN EROBSE.
I—T 142 T%&RL. Windows Server F'liEEhTLVWB XY ND—2® CIDR #H (fl:
172.31.0.0/16) EAHLET, HMHICOVWTE., TAF Y7 5 VPN BEEERT 2, £28
LTLEEL,

VPN 2R L5, VPN ERZN L EBEZEBMICTRLSICVPC ZRELE T,

ATY 7 1: VPN EffiiZER L. VPC ZRET S 103


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
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VPC ZERET D Ik

« Windows Server EBET2 AV ARZVAZRETDLEODTTAR— YT XY N% VPC TH
RUET (T, BWEE), HMICOVWTE, "VPCTHT XY NZ2HERTD, 25RBLTLKE
= U\,

@ Note
TOAR—RMNGTRYRNE, A=Y RKNTF—RITIANDI—MHFBVHTZYRNT
To COYTZYRNDIL—TFT 4222V TR., XOEBEHTHBLET,

« VPN EHDIL— R T—7IILZEFHLET,

s RETSAR—RKNF—RNTI(Z2Z—9"Y NIIEEL. Windows Server DY kJ—% (CIDR
HHE) 2BEICEELT, 7TAR—KMGTXYRODIL—KRF—TILICIL—KEEBMLET, 55
MICOVWTE, "TAmazon VPC 1—H—HA R, O ")L—rT—=TILTI—rZEME XTH
Br95, ZSRLTLKEET,

c REBTTZAR—KNT—RIIADOIL—MEEZBMCLET, FHCOVWTR., TRETZA
R=KTF—=KDIA)IIN—bT—TIILTI—N=BEENCTS Z2SRBLTIEEL,

« VPC EXRY RD—VEDOBEZHATS. A VAZRVAOEFIVTFATIIN—TZ2ERLET,

« XY RND—=IOHLhB8DANTRRDP £ SSHT7 VA ZHFTTRIIL—IILZEBMLET,
chiCkY), RYRND—=IODSVPCODAVARVAILERTERT, Leald, XFYNIT—7
OAVEI—ZHNVPCAHAD Linux 1 VARV AICT IOEATEDESICTSICIE, SSHARA
TOANT RIL—ILEERL, Y—AEZXY NT—2 0 CIDR & (Hl: 172.31.0.0/16)
RELET, FMAICOVWTIE, Amazon VPC I—H'—HA R®D "VPC OtEF21UFT 145 )L—
7 ESBLTLEE W,

c XYRND—IODPSOAVNDVRICMP 7O EAZFATRI—IIZEMLET., Chick
V). Windows Server 'S5 VPC AN A 2 AR AAND ping ZR1TL T, VPN EiZTARNTE
£7,

ATY T 2.VPNEHGEORET7T7AIIN 223D 0O0—RT3

Amazon VPC >V —I)L&EHAL T, VPN £##H O Windows Server sRE7 7 A )L &2&A D> 0O—R
TEET,

RET77AINEXIO0—RTBICIE

1.  Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBE £ T,

ATY T 2. VPN ERORBRE77ANEATO0—RTD 104


https://docs.aws.amazon.com/vpc/latest/userguide/create-vpc.html#AddaSubnet
https://docs.aws.amazon.com/vpc/latest/userguide/WorkWithRouteTables.html#AddRemoveRoutes
https://docs.aws.amazon.com/vpc/latest/userguide/WorkWithRouteTables.html#AddRemoveRoutes
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
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2. FTES—2 32 ~RA 2T, [Site-to-Site VPN Connections (Site-to-Site VPN $##t)] Z3&IR L
ED

3. VPNE#HZERLTHAS, [RENDFTO—R] ZERLET,

4, RURA—& LT [Microsoftl, 772 Y N7 #—LAL& LT [Windows Server], Y7 RhJIF7&ELT
[2012R2] ZBIRLE T, [XVVO—RIZBRLET, 771 ZHSHARETEZERT,

BRETZ7ANICE, ROBOEISBEHROEIIAVHAEENRTVET, COBRIEN ORI LI
1ETD22ERRENET,

vgw-1a2b3c4d Tunnell

Local Tunnel Endpoint: 203.0.113.1

Remote Tunnel Endpoint: 203.83.222.237

Endpoint 1: [Your_Static_Route_IP_Prefix]
Endpoint 2: [Your_VPC_CIDR_Block]

Preshared key: xCjNLsLoCmKsakwcdoR9yX6GsEXAMPLE

Local Tunnel Endpoint

VPN B#HDERBEICHAZN—T— NI I/ AICEELEZIPT7 RLATT,

Remote Tunnel Endpoint

RO AWS I T VPN R ER T IDRBTSAR—KNS—KRIIA(D2DOOIPFRLADV
Fhh,

Endpoint 1
VPN i Z2ER L EEBICHBPIIL—NELTEELEIPTL714YOATY, VPN EZEHEZFER
LTVPCICT7OEARTDCEEFAENE, RYNT—TODIPF7RLATT,

Endpoint 2
RETSAR—RT—RIIAICTRYFENIVPC O IP 7 KL AEHE (CIDR 70O Y V) (Hl:
10.0.0.0/16) T¥,

Preshared key

Local Tunnel Endpoint & Remote Tunnel Endpoint & MMET IPsec VPN $E4i =N
BEHICERAENIEIHREF—T,

ATY T 2. VPN ERORBRE77ANEATO0—RTD 105



AWS Site-to-Site VPN I1—H—HA K

VPN 5D —HELTHAD RN RINERETDLE2HBHOLET., M XILIE,. VPN #EHED
Amazon IO {ERI® Site-to-Site VPN A2 RL—ZRICEHRLET, —EICEBTESD N XILE
1D2ETTIN, 1BEBORN RN ELETSDE, 2BEON IRIILFBBNICERERILET,
TERNZRLNZFRETDE, TNAANFBELELEETERGENETAMZRRTERT, —EICFE
ATZEDRNRZILE1D2ETTHDEH, TO1 OO XRIILNELELEZEN VPC O Y —=ILIC
RRENET, chEFHEATLVSI2EEDLZS, BERNIEEZITOSBEEHY ETE A,

2DODKRRIWNERETDE, FINAABENREL -HE AWS, VPN X BD LURNICIRE TS
AR=RKNF—=KNIIAD2FEBDOR RILNICEBBNICT7IAMNIINA—N—LET, DAZXI—F—K
DIATINAARZRETDEZERF, MADORN RN ERETDCENEETT,

@ Note

&, RETSAR—KNS—RNIIATEEMXA T AZREREAWS 2TLET, COXY
TFHFARICKY, VPNEHE D2 DODRRILDSE 1 DHNEREEMCEDENHYE
T COXVTFADEITH, VPN EHBRFXEBNIC2FBBEORNRILICT IAINA—/)N—
LET,

Internet Key Exchange (IKE) & & TF IPsec Security Associations (SA) I D W T DEMIERA, F
A—RUERE77AIILICRRRBREATVET,

MainModeSecMethods: DHGroup2-AES128-SHAl

MainModeKeyLifetime: 480min,0sess

QuickModeSecMethods: ESP:SHA1-AES128+60min+100000kb

QuickModePFS: DHGroup2
MainModeSecMethods

IKE SA ARSI LORIAEDTIIVAXALTT, chsik, VPN EZGAOHERTE
& . Windows Server IPsec VPN #Z# DT 7 # )L NERET T,

MainModeKeyLifetime

IKE SA F—OEMHETIT, nid VPNIEZEHZROHRBERETH ), Windows Server IPsec
VPN E&HERADOT 7 )L NERETT,

QuickModeSecMethods

IPsec SA ADBESILERUORIAOTIIVAXALATT, cnsSld. VPN EHEAOHRRE
& . Windows Server IPsec VPN ##:FHOF 7 # )L NERETT .

ATY T 2. VPN ERORBRE77ANEATO0—RTD 106



AWS Site-to-Site VPN I1—H—HA K

QuickModePFS

IPsec Y < 3>l Y AZX—F— PFS (Perfect Forward Secrecy) 22 & &2 HELE
9o

AT Y 7 3: Windows Server 2% E T 3

VPN N> RILZRETSEIC. Windows Server TIL—FT A T EVUE—RNTIORAY—ERZA >
ARN=ILLTERETIHBEN HYET, chickY, UE—RI—H—IFBEEEOXYRND—TLD
DY —AICTI9EATERZELDSIIBYET,

WN—=—TFTAVITBROCVE—RNTIOEAGY—ERZA AN =ILTBICIE
1. Windows Server IO A LE T,

2. [Star) XZ1—ICBEIL. [Server Manager] Z:&IRL £,
3. LW—TFTA4VIBLPVE—RNTIVEAY—ERZAAN—ILET,

a. [Manage]X_—1—7/'5S. [Add Roles and Features] Zi&IiRL £ 9,

b. [Before You Begin)| R— T, Y—N—1BIRFZHZBLLTVWD & ZHEFEL. [Next] Z
BIRLET,

c. [Role-based or feature-based installation] &R L. XIC [Next] ZiBIRL £,

d. [Select a server from the server pool] ZiZIRL . Windows Server ZiZiR L T [Next] Zi&iR
LET,

e. 'JA KT [Network Policy and Access Services] ZiBIRL E£F, RRENBD A A TFTOTRY
2 AT, [Add Features] ZBIRL T OO—ILICHERBAEEREIRLETT,

f. AUVARNT, [UE—KNTIER] [AN]DIEIZERLET,
g. [Select features] (BEBE&ZIRIR) R— T, [Next] GRAN) ZiBIRLE T,
h. [Network Policy and Access Services] R—> T, [Next] ZEIRL F£T,

i. [Remote Access] R—Z T, [Next] ZZBIRLE T, XRONR—I T, [DirectAccess and VPN
(RAS)] ZBIRLET, RRENDHAATOTIRY VAT, [Add Features] ZiEIRL T
OO—IY—ERAICHEZKEEZHERELET, AUV ARNT, [Routing] Z3&IRL, KXIC
[Next] ZZ#IRLE T,

j.  [Web Server Role (IIS)] R—Z T, [Next] ZiBIRLET, 77 MOBIROEERRL T,
[Next] Z:BIRL£7,

k. [AAP—1ZRBRULET, AVAP—INHAFTETLES, [Close] ZERL T XV,
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W=—TFTAVITBLROVE—RT I EAY—N—ZRELTHEMCITRICE

1. AY 2 17R— KT, [Notifications] (77T DT A2) 2B RLET, 7O/ BROEREZRT
TREHODRAINVEICEDHZEEN B FT, [Open the Getting Started Wizard] ') > U % &
RUET,

2. [Deploy VPN only] Zi#RL £,

[Routing and Remote Access] X4 POV RY VAT, Y —N—FBZBRLET, S5IZ [TV
23] &&IR L T [Configure and Enable Routing and Remote Access (Routing and Remote
Access DEREELFRL) Z2BIRLET,

[Routing and Remote Access Server Setup Wizard] DE&#NDR—2 T, [Next] ZEIRL £,
B R—D T, [NAZLBK]. [RN\] DJEICEIRLET,
[LAN JL—F 1 2T, [RAN] [ET]IOJREICERLET,

[Routing and Remote Access] A 7OATRY JAILXY E—I AN RRENI-S, [Start service]
ZERLET,

N o g &

ATY T 4 VPN RURIILEERET D

AOVO—RULEZBEZ7Z7ANICEENTVS netsh AU NE2ETF5AH. Windows Server M
A—H—A2B2—T I A A%FEAL T, VPN ORI ZBRETEET,

/A Important
IPsec Y2 AVICENAR—F—OZTLEIHFWEM (PFS) ZFEATH L ZHEOHLE
T, netsh AU NERTTBEEE. PFS (qmpfs=dhgroup2) ZEMICTD/NTX—&
FEENEXT, Windows DI1—H—A 2 X—T I/ AZFEALTPFS ZEMICTR CLF
TEEHA. ONVRTAVZFERALTHEMCTIHREN BV ET,

F7ay
e A>3 1:netsh AV NEETTS
« 73> 2: Windows Server 1—H'—A X —7 I A A%ZFERTS

F77>31inetsh AU NE2ETTS

AIOVO—RULEREZ7AILAS netsh AV U7 RNEIE—L, EREEEHAET. ATUT K
DHIERICRLET,
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netsh advfirewall consec add rule Name="vgw-la2b3c4d Tunnel 1" A

Enable=Yes Profile=any Type=Static Mode=Tunnel *
LocalTunnelEndpoint=Windows_Server_Private_IP_address "
RemoteTunnelEndpoint=203.83.222.236 Endpointl=Your_Static_Route_IP_Prefix "
Endpoint2=Your_VPC_CIDR_Block Protocol=Any Action=RequireInClearOut ~
Authl=ComputerPSK AuthlPSK=xCjNLsLoCmKsakwcdoR9yX6GsEXAMPLE
QMSecMethods=ESP:SHA1-AES128+60min+100000kb ~
ExemptIPsecProtectedConnections=No ApplyAuthz=No QMPFS=dhgroup2

[Name]: #23B& h /=& 8 (vgw-1a2b3c4d Tunnel 1)) ZiBIRU EBHITEEBRADEN TESE
CB

[LocalTunnelEndpoint]: XY KD —% ® Windows Server D 7S ARX—RKNIP7RLAZAALET,

[Endpoint1]: Windows Server A" ZE 32 %Y NDJ—2® CIDR70OvY Y (L& x
&, 172.31.0.0/16) TY., COEZ_ESIARF (") THKET,

[Endpoint2]: VPC £ ¢ VPC OH 7 %Y RO CIDR 7OvY ¥ (k& ziE. 10.0.0.0/16) TF, <
OEE=S3A% (") THEKET,

BEHULEAD UM% Windows Server DN ROV TN IVA4 2 RIUTERITLET., (P ZFEAT
&, AV RITTHYRLTF ANV EY) EBEYR TN TEET), <D VPN ZEHEIC 2 FB
DVPN RORIIWERETDICEKE, REZ77AMNICHZ2FB D netsh AV VT NE2FEALTZNTS
At AZ&EVIELET,

EENMKTLES, "Windows 77 A7 VA=) Z2{ZETD1 ZZRLTLKEEL,

netsh /NS X—Z OFMIC DWW T, Microsoft TechNet 54 751 @ TNetsh AdvFirewall
Consec Commandsy ZZBL T EE L,

#A7°> 3> 2: Windows Server 1—H'—A > 2—7 14 AFEHTS

Windows Server 1—H'—A > Z—T7 I/ AZFEHALTVPN RO RN ZRETDEETEFET,

/A Important

Windows Server 1—H%'—4A4 > &2 —7 14 A%&FEH L TYAX—F— PFS (Perfect Forward
Secrecy) ZEMICT B LI TEEHA, PFSZEMICTSICIE, "YAX—F—PFS
(Perfect Forward Secrecy) ZBMICT 21 THATATWA LRSI, ONVRTIA U ZES
RENFHVET,
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BAY

« VPN R ZIILAOEFIVTAIIN—IILZBRETD

« NRIDBREZRERTS

« Y AR —F— PFS (Perfect Forward Secrecy) ZEMIZ T3

« Windows 77 AT A—)LZHBETS

VPN R ZRILEAOEF 1T A= ZERETS

COtEU>3a> Tk, Windows Server DtEF 1) T4 )L—)LZZRELTVPN R ZXIILEERLE
9,

VPN RZRIAOEFIVTAI—IZRETSICE

1. Server Manager ZFZ . [Tools] Zi#iRL . [Windows Defender Firewall with Advanced
Security] ZERL £,

2. [Connection Security Rules] ZiZR L, [Action] Zi#IRL T [New Rule] Zi&IRL £7,

3. [New Connection Security Rule] 7 4 #'— R® [Rule Type] K—< T, [Tunnel] ZiEIR L. [Next]
ZERLET,

4. [Tunnel Type] R—=<’ M [What type of tunnel would you like to create] T, [Custom
Configuration] Z3#iR L £ 9, [Would you like to exempt IPsec-protected connections from
this tunnel] ©, 77 # )L MEZRZIRL 7=F F ([No. Send all network traffic that matches this
connection security rule through the tunnel]) ICU T, [Next] Z&#IRL £ 7,

5. [BHIR—DT, [MUNVY REGOFABHREZERT D] Z2EBRLEXT, [T NI RER
DRI ZBIULLBZEV] ZZBRL, [RN] ZBRLE T,

6. [Tunnel Endpoints (f >R I RRA > M)] R—Z O [Which computers are in Endpoint 1
(Endpoint 1 ®1E1—2)] T, [Add (BM)] ZBIRLET, XY MT—72 (Windows Server 77
ABZI—T—RIIATFNAADBRICHS) O CIDR #H (172.31.0.0/16 &) Z#AHL,
OK ZEBRLET, COHBRAICEHDARI—T—RNIIAFNAADIPTRLAZEDHD L
NFTEET,

7. [What is the local tunnel endpoint (closest to computer in Endpoint 1)] T, [Edit] Zi&RL £,
[IPv4 address] 7 4 —J)L RIZ Windows Server D 7S A RX—KNIP 7 RLAZAHBL, [OK] &i&
RLUFET,

8. [What is the remote tunnel endpoint (closest to computers in Endpoint 2)] T, [Edit] Zi&iRL &
T, [IPv4 address] 71 =)L RIC, RET77ANICHD NI 1 ORETSAR—KMF—H
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JIADIP T RLA("Remote Tunnel Endpointy #Z8) ZAHL. [OK] Z&RL F
9,

/A Important

RZIL2ICHLTCOFIRZRYBETHERE, PRI 2OIY RRA2 MEERL
TLEEV,

9. [Which computers are in Endpoint 2] T, [Add] Zi&iRL £ 9, [This IP address or subnet field]
ICVPCOCIDR7OYVZAALT, [OK ZERLET,

/A Important
[Which computers are in Endpoint 2] "RRENBD X TR A TOJTRY Y AZ2Ao0O—)
LET. CORTYTHETITBDET, [Next] ZBIRLBVWTLEE VN, H—/N—(C#
MTEBLLBYET,
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i New Connection Security Rule Wizard [
Tunnel Endpoints

Specify the endpoirds for the IPsec tunnel defined by this rue

Sieps: Which computers are in Endpoint 17 A
& Fue Type 172310018 Add...

p Turnel Type

& Reguirements

@ Turnel Endpoints

& Authenticaton Metho

wihertication Methed ‘What is the local lunnel endpoint (closes! 1o compulers in Endpoint 1)7
@ Profile
IFv4 address: |1?:.r.3' 1336 Edit._
@ Name

|PvE address: |

[] Apply IPsec unnel authorzation as specified on the IPsec Settings
tab of Windows Firewall with Advanced Security Properies.

What is the remote tunnel endpoint (closest to computers

in Endpaint 2)?
IPvd address: 54240204 89 ' Edt...

|PvE address |

Which compulers are in Endpoint 27
10.0.0.0:16 [ i |

10. BELEIXNTORENELVWC E &L, [RN] ZEIRLE T,
1. [RREEAE] R—2 T, [FHMERE]. [DAZNAX] OJEISERLET,
12. [First authentication methods] T, [Add] Z3&IRL £ 7,

13. [Preshared key (BaIHEF—) ZBRL., BET77AMINICHZDEGHEF—DEZADL T,
[OK] ZZEIRL F T,

/A Important
RRIL2IEHULTCOFIEZRYRETHEEGRE. MR 2OEHABFF—2ERLT
<EEL,

14. [First authentication is optional] AMEBIREh TV W & 2B L. [OK] ZEIRLFT,
15. PRN] ZBIRLE T,
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16. [F7OA77ANIR=DT, [RXAU) [TTFAR=K] INTVYIID3D2OFITYIRY IR
EINTHAICLET, (RN ZERLE T,

17. [Name] R—> T, #EHIIL—ILOEZH (VPN to Tunnel 1A E)ZEADL, [ET] ZBRLE
ER

FROFIEZZEIEL, RETT7ANCHD I RIL2O0F—2ZEELET,

TTTHE. VPNERIZ2 DO RILFBEENET,

N> IV DR E & HERR

R ZRIDREZERTDICE

1. Server Manager ZB& . [Tools] ZER L T, [Windows Firewall with Advanced Security] & 1R

L £ 9, XIZ [Connection Security Rules] Zi#RL £,
2. MADKRRIICODVTRODEBEEERLET,

* [Enabled] & Yes.,
« [Endpoint1] &%y NTJ—2 0O CIDR70OY Y TY,
« [Endpoint 2] I& VPC ® CIDR 7OY U T¥,
e BEEE— R (& Require inbound and clear outbound TF
+ [Authentication method] (& Custom,
 [Endpoint 1 port] I& Any.,
* [Endpoint 2 port] & Any.
* [Protocol] & Any.
3. BRI —I)L%&IRL., [Properties] ZiZIRL £,

4. [Authentication (F3EE)] X 7 @ [Method (J573%)] T. [Customize (BARAERIARX)] Z&RLET,
[First authentication methods (&1 M &2 nEJ'J"/:E)] 2. BRE77ANICHBD N RILOEL VER
HEFXF—HFEBETIATVEZ L E2HERL, [OK] %] ?Rbﬁ@“o

5. [FMH] 2T T, [RXAU] [T7TFAR—=K] BT NTVYIIHFIXNTEREhTVWR L
ZHRELET,

6. [IPsec tunneling] ® [Customize] ZEIRL £F, IPsec RRUITHFRODELSICREE N TV
ZCEEMRELTOK ZBIRLET, BE[OK ZBIRLTAATOVRY VRAZRRALUET,

« [Use IPsec tunneling] A iBIR&E TV 3,
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« [Local tunnel endpoint (closest to Endpoint 1)] I, Windows Server ® IP 7 RL AN ZEE 1
TV, DARI—P—RIVIATFNAANEC2CA VARV ATHDEE, chiEFA1V AR
VADTZANR—=KNIPTRLATT,

« [Remote tunnel endpoint (closest to Endpoint 2)] I, O R FRILDERE TS A R—KTF—K
JIAMDIPT7RLANFBZREEN TV,

7. 2BBORRILOTONTAZHEET, CORVRIIIRULTATY T A4DS5 7 £TEH
WIRLE T,

N AR —F— PFS (Perfect Forward Secrecy) ZBICT 3

N AR —F— PFS (Perfect Forward Secrecy) ZBXMICTDICEIN RSA 2V ZFERATEXT,
I Y-V R—TIA AEBEALTCOMEEENTHo LB TE R A,

Y AR —F— PFS (Perfect Forward Secrecy) ZB%IC T3 (&

1. Windows Server T, fTLWINX > ROV RNIJA4 2 ROZBHEET,
2. XOOAXRVRZANDLET, rule_name EHZRADEFEHEIL—ILICEEL BBICEETRAET,

netsh advfirewall consec set rule name="rule_name" new QMPFS=dhgroup2
QMSecMethods=ESP:SHA1-AES128+60min+100000kb

3. 2BEHDKIURINCATY T 2% BVELET, SEE rule_name Z 2 HFE OEHKIL—ILIC
BELULEBAIICEEBRAET,

Windows 77 A7 04— )L Z&ET D

H—N—0OEF1VFA4I)—IIZRELLEE, RETSAR—RKNTF—RNIIAEEFHTRHLDICER
7% IPsec BREZITVWE T,

Windows 77 A7 04— )L ZRETDICIE

1. Server Manager ZB &, [Tools] Zi&R L T [Windows Defender Firewall with Advanced
Security] Zi2IRL £, XIZ [Properties] ZZRL £ 9,

2. [IPsec Settings] X7 ® [IPsec exemptions] T. [Exempt ICMP from IPsec] & [No (default)] (2
BO2TWVWBE&ZBELE T, [IPsec tunnel authorization] A" [None] TH 2 & #BEL £ T,

3. [IPsec defaults] ® [Customize] ZiEIRL £ T,
4. [Key exchange (Main Mode)] ® [Advanced] Zi#iR L, [Customize] ZiEIRL £,
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5. [Customize Advanced Key Exchange Settings (F —X O FHFRE D HAZ N 1 X)] O [Security
Method (EF 21 UT A XYY R T, BHIOIRNJVICXROTF7 ) MENERAEhTWVWE L
ZWFELET,
- E5M: SHA
- BE51t: AES-CBC 128
—X 7 )L 1) X A: Diffie-Hellman Group 2
* [Key lifetimes] T, [Minutes] /" 480 T [Sessions] /" 0 THh3 & ZHRLET,

REF, BEZ7AILOROIMIICHBLET,

chso

MainModeSecMethods: DHGroup2-AES128-SHA1l,DHGroup2-3DES-SHA1
MainModeKeyLifetime: 48@min,@sec

6. [Key exchange options] ® [Use Diffie-Hellman for enhanced security] Zi2R L, [OK] Zi&RL
79,
7. [Data protection (Quick Mode)] @ [Advanced] Zi®iR L, [Customize] ZiZIRL £,

8. [Require encryption for all connection security rules that use these settings] ZiERL £ 7,
9. [Data integrity and encryption ] XD XS IZFT7 A ) MEDERICLET,

- ZOK3JL:ESP

- BS54 SHA-1

- BES1L: AES-CBC 128

- B2HAR: 60 &

CNSDERREZ7TAILOUTOI MNIICRISLET,

QuickModeSecMethods:
ESP:SHA1-AES128+60min+100000kb

10. [OK] Z3iZIRL T [IPsec DRENHARXIA X ZATOATRY 2 AIZRY ., BE[OK] %8R
THREZRELET,
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ATYT 5 FLELTVWAT—RNIJIAMDREZBMICTS

R, T—=RIDIANERATEBRL B 2LE5KREHTBILIICTCP ZRELET, TN, LA
N 1) — HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters ZEEL &£ T,
CDOARATY T, ChEVEIOEIZAVEZETLTHASETLTILKEEY, LYVARNIF—DOZEE
#® U—N—ZBEHIIVENFHVET,

FLELTVWART—N VI Z2REHTDICE

1. Windows Server TN RO 7 NE =l PowerShell Y > 3> ZR&E L., regedit EAN
LTILPANVIFAR2Z2REBLET,

2. [HKEY_LOCAL_MACHINE], [SYSTEM]. [CurrentControlSet], [Services]. [Tcpip].
[Parameters] D JEIZERAL &7,

3. [Edit] X= 21— [New] %i&4R L. [DWORD (32-bit) Value] ZBIRL £ 7,
4. HHEI& L T [EnableDeadGWDetect] # AN L £ T,

5. [EnableDeadGWDetect] ZiZIRL TH S5, [RE]. [EF] ZiBIRLET,

6. [Valuedata] I "1, &ABZL, [OK] ZiBIRLET,

7. LPANVIF1 22 TL, Y —N—Z2BEBHLET.

M DWTIE. "Microsoft TechNet 4 72 1) 5 ® TEnableDeadGWDetect; #ZSHBL T &
(AT

ATY7 6: VPN EHZTANTS

VPN #HGA ERBICEHELTVWD CETARNTSRICE, 1 VAR AZVPCHTEFHL, 13—
ZYRNMIEHENTVEVIEZBRBELET, /1 VAXAZREL %, Windows Server 57
FAR—=KNIPZ7RLAIZWL T ping ZRTLET, VPN RO FRILEE, HARAERIY—T—KNDIAF
NAADSRT T4V IONERENBDEZICHABENET, LA 2T, ping IX > RE VPN &t
ZRBLET,

VPN R ZTARNTRATY IOV TIE, TAWS Site-to-Site VPN ##it2 T AR T2, 25 RL
TL<EEW,

ping AN RAKHBULUIZBE. ROBHREEIELET,

c VPCHANDA VARV ALK LT ICMP AR E N3 L3I, EF1UF4TIL—=7DI)—ILH
BEETNTVWACEAEBERLET, Windows Server ¥ EC2 /1 VAR ATHBDHEEEF. F2
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DFATGIN—T DT IRNNTRIL—=ILTIPsec NS T4V INFATENTVWREERERLE
T FHMMICOVTIE., "Windows 41 VAR AMRE 2SHBLTLSEETL,

e ping MRDA VARV ADARL—FTA2VITATALANICMP ICRETBRESICREENTLS
CEEBFELUET, Amazon Linux AMI OWI hhZFERTH 28O LET,

« ping RO A VARV AN Windows 1 VARV ATHDHEEF. TOA AR AICELS
L. Windows 77470 #A—=)LTA>/)\J> RICMPv4 ZB%ICLET,

c VPCEERYTZYNDIL—RTF—TIINELLBEENTVWBRZEZERELET, FHICOV
Tk, "TATY 7 1. VPN E#HZ/EHRL, VPC ZRET D1 ZZRLTKEEL,

« HARIY—T—=KRIDIAFNAANEC2A VARV ATHDHBEEE., AVAZVAICKL TEE
TEBEF IV ION BB >TVRCEZBRRLET, FHMICOVTIEE, "Windows 4 VA&
VANEREL BSRLTLSEEL,

Amazon VPC 11>V —)L® [VPN Connections] R—2 T, AL TV VPN #EHEZBRLET, 1
EBORNRIINGEBRETT, 2FBORNIRILE. BUORN RN BLETIETERAETAEE
AN, BRERVETT, BSLEhERN ORI EZBIALTEIDOIZHDAI DD ENBYVET,

AWS Site-to-Site VPN W AZI—F'—KNJTIAFNAADKNTT
N1 —F7420

NDAZRI—TF—RIIATFNAAOBBEZ NS TIN>1—FT 120092 &ER, @BElbeniETS
O—FZWMBENEETT, cOEIZIAVORID2 DONEY VTR, BWIL—FT12TH
ICEREENhIT/NA A (BGP &%) EBNWIL—FT 1 TRHICEREENLETFT/INA A (BGP FBXTE
WM E2ETNENFERAITIEROBEZNS N 1—FT 42009200 —BNABE7TO—Fvy— &R
HLET, ChsOREY U TIE, Cisco. Juniper, KT Yamaha HAZIY—T—KT T4 F/N\
AABFOFNAABEORNZ TN 1 —FT 42T HA RICODVTHBLET,
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« Yamaha HAZY—"— KNI I A4 F/)N4 A& AWS Site-to-Site VPN DEHD N T T IS 1 —F 4
A

OOV —A

« Amazon VPC 7 #—3 A

R—F =T —KNDT4A477O08J) & EHT DB AWS Site-to-Site VPN D1
HMONZ TN 1—FT14>20

RORERIF, R—F——KNJI470ORTJ) (BGP) ZFEATRHAZN——KNIDITA4F/NA
ARERNT TN 2—F142009F2, —BUBFIEERLTVWET, £k, FNALAAOT/NY T#gen
BMCTREZ2BBHOLET, FHMICODVWTE, =R IITATFNAADR A —=ICEAVWEDET
<kEEL,
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IKE IKE Security Association X FET AL ESH ZHRLET,

IKE Security Association (&, IPsec Security Association ZHX 32 = HICFEHAE N
P2F—ORMWUIMSETT,

IKE Security Association A% WBA &k, IKEREZBRELE T, RE7 7 ALK
ThTW3, BE51L, REE. Perfect Forward Secrecy, 8 KRFE—RD/NTX—&
ERETIHLENHYVET,

IKE Security Association A" FE T 25 Ak, "IPsec [CHEKAET,
IPsec IPsec Security Association (SA) ' FET AL ESH ZHRELET,

IPsec SA R RILBETT, DAEN—S—KRIITAFNAARICOT) &BET
L. IPsecSANTITATHESHERRBLET, RET7AILICRENTVS,
BE51{t. FBEL. Perfect Forward Secrecy, S RTE—ROD/NTX—XABEE N T
WBLzBRELET,

IPsec SA A EHE LB VFEE., IPsec SREEEIRLET,
IPsec SA N EHETRHEEEK. "hoXRILL ICERAET,

RFRIL REOTFATIA=NL—IFEYRNTYTENRTVWRZEZRELET (-
DIVANID2WTIE, TAWS Site-to-Site VPN HAZN—T =KV IATFN1AD
J77AT77F#=)I—=), #ZR), EY AT YTEhTVWRFEEEF, RICEXAFT

[o]

RRIERD IPEEIHDHESH ZHBLET,

RORILODZNEFNORIC, BRETFALTEEEQLIP 7 RLANFEERET,
RETZAR—RNT—RNIITAFTRLAR, BGP XA /N—F RLAELTHEAE
hET, NARI—T—RNIIAFNAALS, COT RLAILLKTS ping ZX
TL. PR T4V INELKBESIBLTCESHKENATVRIAESH ZHIBLE
EE

ping "KM L IBERE, FORILAVE—TIAAREZHIEL. ELVWIPTRL
ANBEENTVWR L ZHRBLET,

ping AR L 2B &k, "BGP. ICHEXET,
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BGP BGPET U Ty avHTFTITATHESHEERELET,
ERNRINICOVT, ULTFEEITLET,

* HARI =T —RTDITAFTNA AT, BGP AT —RAN Active izl
Established TH®HAESH WAL ET. BGPETHTITATILBDFE
THIOBDLABDBENFHBYET,

¢« NAZI—T—RNIVITATNAAFBRBTZAR—RNT—RITIA\NDTT*)L
NJL—K (0.0.0.0/0) 27 RNZAAXL TV ZREBLET,

RRILAZOREICEWVWESE, BGP REZHIEL T,

BGP ET7 AU E n=FERF., TL74YIRERTIY, TLT7 1Y IARETR
NEALALT, RYRILHNELLKBEENET,. GHADRNRILAZORETHS
CEEMRBLET,

R—=F—=T—hI7T470ORIN%ZERAL KL AWS Site-to-Site VPN it
DRZTNZa1—F427

RORERF, R—F == IIA47ORIL BGP) EEALEVARZI—F—RI T F/
ARENTTNYA—FA0TFB, —BROEFEERLTVET, T, F/NAROF/VY THEE

ZEMITRELEZBBOLET, FHIC OV, "RV TATFNA ARV E—ICEHVEDE
TLEE L,
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IKE IKE Security Association X FET AL ESH ZHRLET,

IKE Security Association (&, IPsec Security Association ZHX 32 = HICFEHAE N
P2F—ORMWUIMSETT,

IKE Security Association A% WBA &k, IKEREZBRELE T, RE7 7 ALK
ThTW3, BE51L, REE. Perfect Forward Secrecy, 8 KRFE—RD/NTX—&
ERETIHLENHYVET,

IKE Security Association A" FE T 25 Ak, "IPsec [CHEKAET,
IPsec IPsec Security Association (SA) ' FET AL ESH ZHRELET,

IPsec SA R RILBETT, DAEN—S—KRIITAFNAARICOT) &BET
L. IPsecSANTITATHESHERRBLET, RET7AILICRENTVS,
BE51{t. FBEL. Perfect Forward Secrecy, S RTE—ROD/NTX—XABEE N T
WBLzBRELET,

IPsec SA A EHE LB VFEE., IPsec SREEEIRLET,
IPsec SA N EHETRHEEEK. "hoXRILL ICERAET,

RFRIL REOTFATIA=NL—IFEYRNTYTENRTVWRZEZRELET (-
DIVANID2WTIE, TAWS Site-to-Site VPN HAZN—T =KV IATFN1AD
J77AT77F#=)I—=), #ZR), EY AT YTEhTVWRFEEEF, RICEXAFT

[o]

RRIERD IPEEIHDHESH ZHBLET,

RORILODZNEFNORIC, BRETFALTEEEQLIP 7 RLANFEERET,
RETZAR—RNT—RNIITAFTRLAR, BGP XA /N—F RLAELTHEAE
hET, NARI—T—RNIIAFNAALS, COT RLAILLKTS ping ZX
TL. PR T4V INELKBESIBLTCESHKENATVRIAESH ZHIBLE
EE

ping "KM L IBERE, FORILAVE—TIAAREZHIEL. ELVWIPTRL
ANBEENTVWR L ZHRBLET,

ping AARKIN L 2B E k., T#MIL—h. ICEXFT,
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BHL— BFRILECOVWT, UTZETLET,

k
« RYRILTROKRY 7ELTVPCCIDRADENIL—RNFEMEhTWVWEEE

HEELET,

e Amazon VPC OV —/)LTEBHNI—KFEMEATVWD ZZ2HEFEL. KNS
74V IFABRY NT—D LN —TFT 12T FTBELSIRBTZAR—KF—b
JIAICERLET,

RRILAZOREBICBEWVWEERE., TN AREZHBALET,
RRILAWTNEZDRETHD L Z2HBLIES, BTTY,

Cisco ASA HARZRIX—T—RD T A4F)V14 AE AWS Site-to-Site VPN D #Z
ORIV —FT420

Cisco DHAZI—T—KRIDIAFNAADEZEEZRNSTIN1—F 1200384
k. IKE. IPsec, I—F 17 %EZBLEXT, ChSDEEBEFEDOIEF TR IIN1—F1>
TJTEEITN, IKEDLS (RYRNT—DARARYIDTAS)HABLTLEICEL L ZHBHLET,

/A Important

—3ED CiscoASA TR T IT A TIAZYINAE—ROZAHR—RERhTVWET, h
50 Cisco ASA 2 T2BEE. TIOTA 7B ZLEZ—EIC1HAOKRIETESE
o RO RIAFARAICE2IZBEICOR, MEDARINA N RILHFT D
TATIBYET, RZVNA BRI, O T77AIILTROIS—2ERKTRDEED
HYERTHN, COIT—RFEHRTEEFT, Rejecting IPSec tunnel: no matching
crypto map entry for remote proxy 0.0.0.0/0.0.0.0/0/0 local proxy
0.0.0.0/0.0.0.0/0/0 on interface outside

IKE

ROIXY RZFEALET. cOLARV AR, IKENFELKBREENLEHAAZII—S—KNIIAT
NARAZRLTVERT,

ciscoasa# show crypto isakmp sa
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Active SA: 2
Rekey SA: @ (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 2

1 IKE Peer: AWS_ENDPOINT_1
Type . L2L Role : initiator
Rekey . no State : MM_ACTIVE

ROZRIHNTEEENEUE—RNT—RNIJIAD srcfEZEL 1 DULEDITHARRENE

¥, state l& MM_ACTIVE, status l& ACTIVE &RV ET, TORNUAFBWNEES, EEEINY
HFRIOREEICEZ S TVWRIEESE., IKEAELLKBEENATVWAVWCEERLTVET,
ESIENTTNDa—F 120 F3EE. ROOY REERTLTEHEBEREREMHITAZOT XY
Tt—EBRMICLET,

router# term mon
router# debug crypto isakmp

TN TEMCTBICE, ROV REZEALEY,

router# no debug crypto isakmp

IPsec

RO REFALET. COLAKS R, IPsec FELKBREENEARZI—F—RIIA
FNARAERLTVET,

ciscoasa# show crypto ipsec sa

interface: outside
Crypto map tag: VPN_crypto_map_name, seq num: 2, local addr: 172.25.50.101

access-list integ-ppe-loopback extended permit ip any vpc_subnet subnet_mask
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (vpc_subnet/subnet_mask/0/0)
current_peer: integ-ppel

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0
#pkts compressed: 0, #pkts decompressed: 0
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#pkts not compressed: @, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: @, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#tsend errors: @, #recv errors: 0

local crypto endpt.: 172.25.50.101, remote crypto endpt.: AWS_ENDPOINT_1

path mtu 1500, ipsec overhead 74, media mtu 1500
current outbound spi: 6D9F8D3B
current inbound spi : 48B456A6

inbound esp sas:
spi: Ox48B456A6 (1219778214)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: @, conn_id: 4710400, crypto-map: VPN_cry_map_1
sa timing: remaining key lifetime (kB/sec): (4374000/3593)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: Ox6D9F8D3B (1839172923)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: @, conn_id: 4710400, crypto-map: VPN_cry_map_1
sa timing: remaining key lifetime (kB/sec): (4374000/3593)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

BRFRILABE—=T ITALAIZKL T, inbound esp sas & outbound esp sas AFLVFhERXR
TENEFT, cnld, SANFTEN (Bl: spi: 0x48B456A6), IPsec NELLKEREENTVWD L%
BIIRELTVWET,

Cisco ASA TlE, IPsec ik, RREBDRT T4V Y (BEILTIHENHDRNT T 1Y 9) FEE
ENEBEICOKRRENET, IPsec ZEICTITA7ICTBICE., SLAEZX—%Z2RETSC
LEBEBOHLET, SLATZX—F, RREBLBRNST TV U ES|EHREEEFEL., IPsec ZEICT Y
TA7ICLET,

T, RO ping ARV REFALT, RO I—>3a a2BALTLICBEH TS &% IPsec (Ci#
HITBDEETEFET,
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ping ec2_instance_ip_address

Pinging ec2_instance_ip_address with 32 bytes of data:

Reply from ec2_instance_ip_address:
Reply from ec2_instance_ip_address:
Reply from ec2_instance_ip_address:

Ping statistics for 10.0.0.4:

bytes=32 time<lms TTL=128
bytes=32 time<lms TTL=128
bytes=32 time<lms TTL=128

Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = O@ms, Maximum = @ms, Average = 0ms

ESIENTTIIND1—TF420325HER. ROOAXREFEALTFNY T2BMICLET,

router# debug crypto ipsec

FNY T EENCTBICE, ROOAIX REFALET,

router# no debug crypto ipsec

N—F1>29

hYZLOES—HOWT ping ERITLET. BEELTVDHAEER, IPsec ERUTIVEN B V)
£9. BELTLVAWBAR, 7ORRAUANERAL, 10 Psec £VY 3V E3RLET,

AVAZVAICEETERVSEERE, ROBREBWELET,

1. TOEAVARY, BSANYTCBREFTSNIERNT 74V VZFATILSICREE AT

DILEMFELERT,

ChZETSICE, ANIOXY RZRITLET,

ciscoasa# show run crypto

crypto ipsec transform-set transform-amzn esp-aes esp-sha-hmac
crypto map VPN_crypto_map_name 1 match address access-list-name
crypto map VPN_crypto_map_name 1 set pfs

Cisco ASA
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crypto map VPN_crypto_map_name 1 set peer AWS_ENDPOINT_1 AWS_ENDPOINT_2
crypto map VPN_crypto_map_name 1 set transform-set transform-amzn
crypto map VPN_crypto_map_name 1 set security-association lifetime seconds 3600

2. ROONVRZHERALT, PTOVRAVANZ2H#RELET,

ciscoasa# show run access-list access-list-name

access-list access-list-name extended permit ip any vpc_subnet subnet_mask

3. TUVEAVARNNFELLWZEZBRALET, ROTIVEAVARNITR, VPCHT XY K
10.0.0.0/16 NODIXTOREKZ 7 1Y VZFALTVWET,

access-list access-list-name extended permit ip any 10.0.0.0 255.255.0.0

4. Cisco ASA T/NA AH S traceroute ZE1TL, Amazon Ll—Z— (& &
(&, AWS_ENDPOINT_1/AWS_ENDPOINT_2) \CEiET DA ESH ERELET,

nd Amazon JL—RZ—ICEBEL =S, Amazon VPC OV —)LTEML EB#WIIL—NE., &
EDNAVAZADEF1IVTFT 4TI —T%2HRELET,

5. ES8ICRTITINI1—-TFT120TT25HE1F. REEHEIALET,

NIRNADEZ=TIARZ/NDTVATS

RZFILABEBLTVWBRSICRAZEOND, M7 4V IHFBEYICRNATVEWVES, M RILA
VE—TIAREZNTATD (BWLELTBEMNLTD) &, BROBEZBRTED LN K
<HVWETF, CiscoASADRYRINAVRZ=TIARZNTATDICR:

1. TRZHRITLET,

ciscoasa# conf t

ciscoasa(config)# interface tunnel X (where X is your tunnel ID)
ciscoasa(config-if)# shutdown

ciscoasa(config-if)# no shutdown

ciscoasa(config-if)# end

R, BE—TONV RZ2EATEFRT,

ciscoasa# conf t ; interface tunnel X ; shutdown ; no shutdown ; end
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2. AVR=—TIARENDVALER, VPN ERFIBRYENLENEDSH, BROKFZT1Y D
FELKHRATWVWARAESH ZHEBLET,

Cisco I0S HAZAN—4 ' — N T A4 F/)N14 A& AWS Site-to-Site VPN 0
HORNSTIN1a—F1a5

Cisco DHAZRI—YT—KRIDIAFNAADEZZRNSTIN>1—F 12003384

&, IKE, IPsec. X)L, BGP D 4 DNEEZX®EZEBLET., ChoNEEETENIEFTNS T
NoA—FT AT TEETN, IKEAS (RYRNT—DRAZYIDTHAS)HBRLTLEIZEDZ L%
BEHLET,

IKE

ROIXY RZEFEALET. cOLARV AR, IKENFELKBREENLEHAARI—S—KNIIAT
NARAZRLTVERT,

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id slot status
192.168.37.160 72.21.209.193 QM_IDLE 2001 ©@ ACTIVE
192.168.37.160 72.21.209.225 QM_IDLE 2002 ©® ACTIVE

NFIATEEEAEVE—RNT—RIIA D src EEZET 1 DREDFTHFIRRENE
F, state (& QU_IDLE. status & ACTIVE EBWET, T MNUABVEE, FLEBIV KUY
BIOREICHE > TVRHER, KEAELKREEATLWEWIEZRLTVET,

ESICNTTIIND1—F 4203356, KOO REZRTLTMEREZRMHIZOT XY
D2 BMILET,

router# term mon
router# debug crypto isakmp

TINY T2 EWCTHICEF, XAOIXY RZ2EALET,

router# no debug crypto isakmp
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IPsec

ROIIY RZEFEALET. cOLARV AR, IPsec FIEL <

TNARAZRLTVERT,

router# show crypto ipsec sa

interface:

Tunnell

Crypto map tag: Tunnell-head-0, local addr 192.168.37.160

protected vrf: (none)

local
remote

ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

current_peer 72.21.209.225 port 500
PERMIT, flags={origin_is_acl,}

#pkts
#pkts
#pkts
#pkts
#pkts
#send

local

encaps: 149, #pkts encrypt: 149, #pkts digest: 149
decaps: 146, #pkts decrypt: 146, #pkts verify: 146
compressed: @, #pkts decompressed: 0

not compressed: @, #pkts compr. failed: 0

not decompressed: 0, #pkts decompress failed: 0
errors @, #recv errors 0

crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.225

path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:
spi: @Ox6ADB173(112046451)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: ©0xB8357C22(3090512930)
transform: esp-aes esp-sha-hmac ,

REENLNAZI—TF—KDVTA
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in use settings ={Tunnel, }

conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

outbound ah sas:

outbound pcp sas:

interface: Tunnel2

Crypto map tag: Tunnel2-head-0, local addr 174.78.144.73

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26
#pkts decaps: 24, #pkts decrypt: 24, #pkts verify: 24
#pkts compressed: 0, #pkts decompressed: 0@
#pkts not compressed: @, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.193
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:

spi: 0xB6720137(3060924727)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

inbound ah sas:

inbound pcp sas:
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outbound esp sas:
spi: OxF59A3FF6(4120526838)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

BERRILAVRZR—TIAARIZKL T, inbound esp sas & outbound esp sas ALVWFhER
TENET, SANTREN (Hl: spi: 0xFI5D2F3C), Status A" ACTIVE &4 2> TLNIE, IPsec (&
EUKEREEATLVET,

ESICNT TN 2—TFT120T325EE. ROOIVREFALTFNY T ZEMICLET,
router# debug crypto ipsec

ROAXV RZEFEALT, FNAYITZEMILET,

router# no debug crypto ipsec

NI

B, BEBTTFATIA—INIL—IIIFHDEEZHBELET, FHAICOVWTE., TAWS Site-to-
Site VPN ARBN =T —RDIATFNAADTTATIF=)LIL—)Ls ZZRLTLLEEW,

TPATIA—NL—AFELL &Y NP Y TENEBER, ROIXYRTRFTLY1I—F 12
JEMELET,

router# show intexrfaces tunl

Tunnell is up, line protocol is up
Hardware is Tunnel
Internet address is 169.254.255.2/30
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MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 174.78.144.73, destination 72.21.209.225
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MTU 1427 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
4Q07 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0 throttles

line protocol "ERITEhTWAEZRALET, FRILODY—AIPTRLA, V—RAS>
R—TIAA, BREBENTIhEN, IPTRLAABOHAZI—T—RNITATNAA, 42
B—TIAR, BRTIP 7 RLAABOBREBTSAR—KTF—RNIIA DR RILBEICHET S
CE&MBBLET, Tunnel protection via IPSec A EETHCEEERLET, mMAEDOMNY
INAVE—TIAATOR 2 RZERTLET, BEZMHRITDICE., REZEEL., HWAXIY—
TF—=RODIAFTINAANOY BN R ERZRIBLET,

T, ROONY RZFEAL T, 169.254.255.1 Z{REBTSAR—KNTF—RKRIITLA ORI IP 7 R
LATEZE®ZAET,

router# ping 169.254.255.1 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.255.1, timeout is 2 seconds:
Packet sent with the DF bit set

5ENBREFFRRENEKT,

ESICRNTITND1—FT10TT2HER. REEHEIALET.
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BGP

ROIX RZFEALET,

router# show ip bgp summary

BGP router identifier 192.168.37.160, local AS number 65000

BGP table version is 8, main routing table version 8

2 network entries using 312 bytes of memory

2 path entries using 136 bytes of memory

3/1 BGP path/bestpath attribute entries using 444 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

@ BGP route-map cache entries using @ bytes of memory

@ BGP filter-list cache entries using @ bytes of memory

Bitfield cache entries: current 1 (at peak 2) using 32 bytes of memory
BGP using 948 total bytes of memory

BGP activity 4/1 prefixes, 4/1 paths, scan interval 15 secs

Neighbor v AS MsgRcvd MsgSent TblVer 1InQ OutQ Up/Down State/PfxRcd
169.254.255.1 4 7224 363 323 8 0 @ 00:54:21 1
169.254.255.5 4 7224 364 323 8 0 0 00:00:24 1

MADRAN—DNRRENET, TRLETNIIHL T, 1 O State/PfxRed EANRRENET,

BGPETZUVINEBEHLTVWRERE., DAZXI—T—RNIIAFNAAN VPCADTFT7#IL K
JL—K (0.0.0.000) 27 RNZAALTWBH L E2HRBLET,

router# show bgp all neighbors 169.254.255.1 advertised-routes

For address family: IPv4 Unicast

BGP table version is 3, local router ID is 174.78.144.73

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Originating default network 0.0.0.0

Network Next Hop Metric LocPrf Weight Path
*> 10.120.0.0/16 169.254.255.1 100 Q0 7224 i

Total number of prefixes 1
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TSI, VPCICRISTRTL 7 AV VREBRBTZAR—KTF—RIIAHPSZFR2>TWAZ L
ZHELET,

router# show ip route bgp

10.0.0.0/16 is subnetted, 1 subnets
B 10.255.0.0 [20/0] via 169.254.255.1, 00:00:20

ESICRNTITND1—TFT120TT25ER. REEHEIBLET,

R=—AF—=F—roT«477O0R N ZFEHALZEL CiscolOS hARY—5 —
NI A F/)N14 A AWS Site-to-Site VPN NQEHEDO NS TN 1—F 1>
o

Cisco DAAZRN—T—RIIATFNAAQOEHEZ NS TN 21 —FT 12T F354E

l&. IKE. IPsec. RRIDIODNEXZZEBLET, ChSOEFHEEFENIEFTRNS I
DA—FTAVITERIN, KENS (RYRND—=DARZRYIDTHAS)HABLTLEICELZEZED
gHHLET,

IKE

ROIYY REGEALES. COLARVAR, KEAELKREENEDRAZI—F—RIIAF
A RERLTWET,

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id slot status
174.78.144 .73 205.251.233.121 QM_IDLE 2001 ® ACTIVE
174.78.144.73 205.251.233.122 QM_IDLE 2002 ©® ACTIVE

ROZFILATEEENAEVE—RNS—RNIVIADstcBEZED 1 DULEDITARRENE

9, state [ QM_IDLE, status & ACTIVE £EAVWET, TURNUABWEES, £EEINUA
BlOREEICHE>TVWEEEWE., IKENAELLKEEENATVW AV EZRLTVWET,
ESICNTTND1I—F142T9F3FEEE. ROOX REZZFTLTEMEREEHEITIZIOT XY
t-)’iﬁi‘mlbﬁ?o

router# term mon
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router# debug crypto isakmp

TNV T ZEBCTBHICE, ROONY REFEALET,

router# no debug crypto isakmp

IPsec

RDANY RZFEALET, CcOLARVAR, IPsec N ELKREENENAAZI—T—KDIA
TNARZRLTVERT,

router# show crypto ipsec sa

interface:

Tunnell

Crypto map tag: Tunnell-head-0, local addr 174.78.144.73

protected vrf: (none)

local
remote

ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

current_peer 72.21.209.225 port 500
PERMIT, flags={origin_is_acl,}

#pkts
#pkts
#pkts
#pkts
#pkts
#send

local

encaps: 149, #pkts encrypt: 149, #pkts digest: 149
decaps: 146, #pkts decrypt: 146, #pkts verify: 146
compressed: 0, #pkts decompressed: 0

not compressed: @, #pkts compr. failed: 0

not decompressed: 0, #pkts decompress failed: 0
errors @, #recv errors 0

crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.121

path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:

spi:

Ox6ADB173(112046451)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE
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inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi:

0xB8357C22(3090512930)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

outbound ah sas:

outbound pcp sas:

interface:

Tunnel?2

Crypto map tag: Tunnel2-head-0, local addr 205.251.233.122

protected vrf: (none)

local

ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500
PERMIT, flags={origin_is_acl,}

#pkts
#pkts
#pkts
#pkts
#pkts
#send

local

encaps: 26, #pkts encrypt: 26, #pkts digest: 26
decaps: 24, #pkts decrypt: 24, #pkts verify: 24
compressed: 0, #pkts decompressed: 0

not compressed: @, #pkts compr. failed: 0

not decompressed: 0, #pkts decompress failed: 0
errors @, #recv errors 0

crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.122

path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:

spi:

0xB6720137(3060924727)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes
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replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: @OxF59A3FF6(4120526838)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

ERNRNAVEZ—TIAAICRLT, 412NV RD esp sas EFIRNND2V RD esp sas
FOThERRENET, Chik, SANFREN (Bl: spi: 0x48B456A6), AT —R AN ACTIVE
T, IPsec FIELKBEENATVR L ZAIRELTVET,
ESICRNTZTIND1—FT 127935 ERF. ROOAXV RZFEALTTFNY T Z2BMICLET,
router# debug crypto ipsec

TINY T2 BEHCTHICEF. AOINY RZFEALET,

router# no debug crypto ipsec

N>z

B, RERBRTFZ7ATIFA=)I—IIHBDEx2BRBLET, FHICO>VWTIE. TAWS Site-to-
Site VPN HAZIY—4T—RNIDIATFNAADT7ATIA—=)LIL—)L1 Z2SHBLTLEEL,

TPATIA—LL—AFELL &Y NPy TENEBER, ROIXYRTRITLY1I—F 12
JEMELET,
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router# show interfaces tunl

Tunnell is up, line protocol is up
Hardware is Tunnel
Internet address is 169.254.249.18/30
MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 174.78.144.73, destination 205.251.233.121
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MTU 1427 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
4Q07 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, @ throttles

line protocol AFRITENTVR L ZBRELET, RORILDY—RAIPFTRLA, V—ARS 2 Z—
TIAA, BRTENThEN, IPPRLAATFBOHARI—T—RKIVIATFNAA, 412 32—
TJTIAA, BXTFIPT7RLAABORESSZAR—RTF—RNIIA DN RILBREICHETDE
W LUET, Tunnel protection through IPSec ATFEHETHELEBRBLET, MADKNY
ENAVER—TIAATIAN RZEITLEY, BEZMARATDICE. BEEZEIEL, HAEY—
T—RIDIATFNAANOYENBEZEREZEIELET,

T, AOOX U REGFEAL T, 169.254.249.18 Z{RETSAR—KNTF—RNIITAORZIP 7
RLATEBEE®RAET,

router# ping 169.254.249.18 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.249.18, timeout is 2 seconds:
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Packet sent with the DF bit set

S5SEOBRE/RHFRTENET,
W—F14>29
BOIL—RNT—7 L ZRRITBICE. XOON REFEALET,

router# sh ip route static

1.0.0.0/8 is variably subnetted
S 10.0.0.0/16 is directly connected, Tunnell
is directly connected, Tunnel2

mAEDO KRN EERBL Z VPC CIDR OFHII—MFELTVWAS L ZRRBLET, FELEL
BZEak, RICRTLSICBNIL—hZEMNLET,

router# ip route 10.0.0.0 255.255.0.0 Tunnell track 100
router# ip route 10.0.0.0 255.255.0.0 Tunnel2 track 200

SLA EZ&Z—NHER

router# show ip sla statistics 100

IPSLAs Latest Operation Statistics

IPSLA operation id: 100
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul 15 2012
Latest operation return code: OK
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

router# show ip sla statistics 200

IPSLAs Latest Operation Statistics

IPSLA operation id: 200
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Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul 15 2012
Latest operation return code: 0K
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

Number of successes DfElE, SLAEZZ—NEEILCEY RTYTENELAESHZRLET,
ESICRNTTND21—F 142009258, REZWIELET,

Juniper JunOS HAZNY—7'—KJ T A4 F/N4 A& AWS Site-to-Site VPN
DEHZEDORNSTIN21—F142YT

Juniper DHARI—S—KNIDIATFNAAQOEHZNZTIN1—FT 40T T25E

k. IKE, IPsec, h>XJ., BGP D4 DNEXAZEZBLFET, ChSOEEEZEZENIEFTRS T
N A—TFA2VITTEEITN, IKEAS (RYRNT—TARARYIDOTHAS)HBLTLEICELZ L Z
HEIHLET,

IKE

ROIAXY RZEFEALET. COLARV AR, IKEFELKBREENLZHAARI—F—KNIIAT
NARAZRLTVERT,

user@router> show security ike security-associations

Index Remote Address State Initiator cookie Responder cookie Mode
4 72.21.209.225 up c4cd953602568b74 ©0d6d194993328b02 Main
3 72.21.209.193 up b8c8fb7dc68d9173 ca7cb@abaedeb4bb Main

RZIATEEENLEVE-—RNT—RIIAOVE-—RNP7RLAZEC 1 2UEDITARTEN
T, State F UP IZBO2>TVBRBEAN B ET, ITVRNUABWVWEE, FEEIZNUABOR
BIZA>TVRHE DOWN B E) &, IKEAELKBEENTWEWIEZRLTVET,

ESIENTTN2a—FT 1420 F2EE. RET7T7AIINOHTHREEZNATVSD LRSI, IKEKNL—
AA723a aBMILET, KIC,. LTOON REZEZETITDE, SEITEETFNYIX Y-
APEEICKRRENET,

user@router> monitor start kmd
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ABRARND S, ROOAXVRTOT 7 7AIINLHZRETELRT,

scp username@router.hostname:/var/log/kmd

IPsec

ROAXY REBALET. COLAKY R, IPsec FELKREERENRAZI—F—RIITA
FNARERLTVET,

user@router> show security ipsec security-associations

Total active tunnels: 2

1D Gateway Port Algorithm SPI Life:sec/kb Mon vsys
<131073 72.21.209.225 500 ESP:aes-128/shal df27aae4 326/ unlim - 0
>131073 72.21.209.225 500 ESP:aes-128/shal 5de29aal 326/ unlim - 0
<131074 72.21.209.193 500 ESP:aes-128/shal dd16c453 300/ unlim - 0
>131074 72.21.209.193 500 ESP:aes-128/shal cle@eb29 300/ unlim - 0

BEWNIZE, (VE—RNS—KRIIAILRETE)S—RIIAT RLAZEIC 2TUENRRE

NET, FITOEBRICHDFYLYKN <>, BEOINJIOKNZ74vI0OHFEAZRL TV
F9, HAOKE, A1ONTURRNZ T4V (BRERTSAR—KNTF—KRIIADAESDHARI—
F=KRIIATFNAARNDORT T4V D, "<y TRENEFT) BRETIMNNIVRNZ T 149D
("> TRENETI) AL DITELTEENFTT,

ESICRNTTINDA—FT 1T858, IKEODRNL—ARAT>avzEMILET FEFHEICOV
Tk, IKEICBT2aOEI>3avESBLTLKEEV),
NI

BRI, BEBTTATIA—NII—IIFHD 25 —ERELET, L—ILOVAKMIDOVT
k. TAWS Site-to-Site VPN HAZN—T—KIVIAFNAADT FATIA=)I—) 1 25K
LTL<EZL,

TPAT A= LL—LFELL Y RPYTEnEBEE. ROIIVKRTRSTLS1—F 4>
JEMELET,

user@router> show interfaces st0.1

Logical interface st@.1 (Index 70) (SNMP ifIndex 126)
Flags: Point-To-Point SNMP-Traps Encapsulation: Secure-Tunnel
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Input packets : 8719
Output packets: 41841
Security: Zone: Trust
Allowed host-inbound traffic : bgp ping ssh traceroute
Protocol inet, MTU: 9192
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 169.254.255.0/30, Local: 169.254.255.2

Security: Zone AIELWVWC & ZFFRL. Local D7 RLANDAERY—T—KRDVITAF/NA1AD

RZIAEBOT RLAE—HIBDEZBIELET.

RIS, UFOONX REFEHAL T, 169.254.255.1 Z{RE TS SAR—KNTF—RKNIJITAORIBIP T

RLATEEMMAET. RICRITELSBLARVANFBERELTRENET,

user@router> ping 169.254.255.1 size 1382 do-not-fragment

PING 169.254.255.1 (169.254.255.1): 1410 data bytes
64 bytes from 169.254.255.1: icmp_seq=0 ttl=64 time=71.080 ms
64 bytes from 169.254.255.1: icmp_seq=1 ttl=64 time=70.585 ms

ESICRNTITND1—FT120TT25H8R1. REEHEIALET,
BGP
LTOORY RZERITLTLSEZL,

user@router> show bgp summary

Groups: 1 Peers: 2 Down peers: 0

Table Tot Paths Act Paths Suppressed History Damp State Pending

inet.0 2 1 0 0 0 0

Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State]

#Active/Received/Accepted/Damped. ..

169.254.255.1 7224 9 10 0 0 1:00 1/1/1/0
0/0/0/0

169.254.255.5 7224 8 9 0 0 56 0/1/1/0
0/0/0/0

ESICRNTTND21—F 1409 2EEF. XOOX RZFEHAL T, 169.254.255.1 #{R4E7

TFAR=RKNT—=RIIAOREFIP FRLATEEHRZIETT,
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user@router> show bgp neighbor 169.254.255.1

Peer: 169.254.255.1+179 AS 7224 Local: 169.254.255.2+57175 AS 65000
Type: External State: Established Flags: <ImportEval Sync>
Last State: OpenConfirm Last Event: RecvKeepAlive
Last Error: None
Export: [ EXPORT-DEFAULT ]
Options: <Preference HoldTime PeerAS LocalAS Refresh>
Holdtime: 30 Preference: 170 Local AS: 65000 Local System AS: 0
Number of flaps: 0
Peer ID: 169.254.255.1 Local ID: 10.50.0.10 Active Holdtime: 30
Keepalive Interval: 10 Peer index: 0
BFD: disabled, down
Local Interface: st0.1
NLRI for restart configured on peer: inet-unicast
NLRI advertised by peer: inet-unicast
NLRI for this session: inet-unicast
Peer supports Refresh capability (2)
Restart time configured on the peer: 120
Stale routes from peer are kept for: 300
Restart time requested by this peer: 120
NLRI that peer supports restart for: inet-unicast
NLRI that restart is negotiated for: inet-unicast
NLRI of received end-of-rib markers: inet-unicast
NLRI of all end-of-rib markers sent: inet-unicast
Peer supports 4 byte AS extension (peer-as 7224)
Table inet.@ Bit: 10000
RIB State: BGP restart is complete
Send state: in sync
Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:
Last traffic (seconds): Received 4 Sent 8 Checked 4
Input messages: Total 24 Updates 2 Refreshes 0@ Octets 505
Output messages: Total 26 Updates 1 Refreshes 0 Octets 582
Output Queue[0]: ©

B O R R R

C _Tl&, Received prefixes 8KV Advertised prefixes A" EFIhEFN1ICHE2>TVET,
chlk, Table inet.0 0> 3>ALCHYET,
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State A" Established TH&WH &k, Last State 8KV Last Error ##EEL . BEDOEE
CHEBEREZFULLERLET,

BGPET U JHAREBL TVWRHEEEF. DARIY—T—RNITIAFNAANF VPCADFTT ALK
JL—NK (0.0.0.0/0) 27 RNZA AL TWAD L EZRFELET,

user@router> show route advertising-protocol bgp 169.254.255.1

inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 0.0.0.0/0 Self I

TSI, VPCIZRISTRTL 7 AV I RBRBTZAR—KTF—RIITAHPSZFRO>TWAZ L
ZHELET,

user@router> show route receive-protocol bgp 169.254.255.1

inet.0: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 10.110.0.0/16 169.254.255.1 100 7224 1

Juniper ScreenOS HAXN—T'— KNV I A4 F7/N14 A& AWS Site-to-Site
VPN OEHEORNZ TN 1 —FT127

Juniper ScreenOS R—ANHARZIN—S—KNIDIATFNA ADERERNTTIN>1—FT120TF3
Bk, IKE, IPsec, RXJI, BGP D4 DNEBXRZZEBLET, chSOEEHZEENIEFTH
ZTNDA—FTAVITEEIN, IKEAS (RYRNT—DVREZYIDOTAS)HBLTLICED S

tZzHBHLET,

IKE & IPsec

RDANY RZFEALET, COLARVAR, IKEAELKBEENIZAAEZN—T—KDVIAF
NAAZRLTVWERT,

ssgb-serial-> get sa

total configured sa: 2
HEX ID Gateway Port Algorithm SPI Life:sec kb Sta PID vsys
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00000002< 72.21.209.225 500 esp:al28/shal 8004lcas4 3385 unlim A/- -1 0
00000002>  72.21.209.225 500 esp:al28/shal 8cdd274a 3385 unlim A/- -10
00000001< 72.21.209.193 500 esp:al28/shal ecf@bec7 3580 unlim A/- -1 0
00000001>  72.21.209.193 500 esp:al28/shal 14bf7894 3580 unlim A/- -10

RYFRILATEEENIEZVE—RNT—RNIIAMDOUVE—RNTRLAZEC 1 DULEOITHFRTEN
£9, StafElk A/-. SPI & 00000000 LA D 16 ERIZBE>TVBIMREN HYET, TOMDIK
ROTIRNJE, IKEAELKREENTWEWIEZRLTVERY,

ESILNTTND1—TF 12003288, RET77AINOHITHREENTWVWDLSIC, IKEKNL—
AATa>wzBMILET,
NI

B, BEBTFATIA=INLN—IIIHBDE2ES—ERAELET, L-ILOVAKMIO2VT
l&. TAWS Site-to-Site VPN HAZXXY =T — KR DIAFNAADTFATIF =)=, 25K
LTL<EZL,

TPATIF—LL—LFELLEY NPYTENEEEE, KOOIV RTRS TS 1—F 1>
SEMELET,

ssg5-serial-> get interface tunnel.l

Interface tunnel.l:
description tunnel.l
number 20, if_info 1768, if_index 1, mode route
link ready
vsys Root, zone Trust, vr trust-vr
admin mtu 1500, operating mtu 1500, default mtu 1500
*ip 169.254.255.2/30
*manage ip 169.254.255.2
route-deny disable
bound vpn:
IPSEC-1

Next-Hop Tunnel Binding table
Flag Status Next-Hop(IP) tunnel-id VPN

pmtu-v4 disabled
ping disabled, telnet disabled, SSH disabled, SNMP disabled
web disabled, ident-reset disabled, SSL disabled
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OSPF disabled BGP enabled RIP disabled RIPng disabled mtrace disabled
PIM: not configured IGMP not configured
NHRP disabled
bandwidth: physical @kbps, configured egress [gbw @kbps mbw @kbps]
configured ingress mbw Qkbps, current bw @kbps
total allocated gbw @kbps

link:ready A"RREh, IPTRLAFDAZIN—T—KRIITATFNAADR DRI ORATLOT R
LAE—HIBEz2BRBLET,

BRI, LTFTOOY REFHAL T, 169.254.255.1 ZIRETSSARKR—KNTF—RKRITILAORZBIP 7
RLATEZEVRAET, KICRTEIDIBLARV AN ERELTRENET,

ssgb-serial-> ping 169.254.255.1

Type escape sequence to abort
Sending 5, 100-byte ICMP Echos to 169.254.255.1, timeout is 1 seconds

Success Rate is 100 percent (5/5), round-trip time min/avg/max=32/32/33 ms
ESICRNTTIND1—FT 127325 ER. REEZERELET,
BGP
LTOONY RZERITLTLKEZW,

ssg5b-serial-> get vrouter trust-vr protocol bgp neighbor

Peer AS Remote IP Local IP Wt Status  State ConnID Up/Down
7224 169.254.255.1  169.254.255.2 100 Enabled ESTABLISH 10 00:01:01
7224 169.254.255.5 169.254.255.6 100 Enabled ESTABLISH 11 00:00:59

WA D BGP ET7 OIREEN ESTABLISH THEIMBEANHVET, chnlk, RET7ZAXR—KS—b
JIANDBGP BN TIVT 1T THBDEEZRLET,

ESICRNTTND21—F 1409 2EEF. XOOX RZFEHAL T, 169.254.255.1 #{R4E7
FGAR—NTF—KRIJIALAORELIP PRLATEZEBRAETT,
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ssg5-serial-> get vr trust-vr prot bgp neigh 169.254.255.1

peer: 169.254.255.1, remote AS: 7224, admin status: enable

type: EBGP, multihop: @(disable), MED: node default(0)

connection state: ESTABLISH, connection id: 18 retry interval: node default(120s), cur
retry time 15s

configured hold time: node default(90s), configured keepalive: node default(30s)

configured adv-interval: default(30s)

designated local IP: n/a

local IP address/port: 169.254.255.2/13946, remote IP address/port: 169.254.255.1/179

router ID of peer: 169.254.255.1, remote AS: 7224

negotiated hold time: 30s, negotiated keepalive interval: 10s

route map in name: , route map out name:

weight: 100 (default)

self as next hop: disable

send default route to peer: disable

ignore default route from peer: disable

send community path attribute: no

reflector client: no

Neighbor Capabilities:
Route refresh: advertised and received
Address family IPv4 Unicast: advertised and received

force reconnect is disable

total messages to peer: 106, from peer: 106

update messages to peer: 6, from peer: 4

Tx queue length @, Tx queue HWM: 1

route-refresh messages to peer: @, from peer: 0

last reset 00:05:33 ago, due to BGP send Notification(Hold Timer Expired)(code 4 :
subcode 0)

number of total successful connections: 4

connected: 2 minutes 6 seconds

Elapsed time since last update: 2 minutes 6 seconds

BGPETZ UV IHNEREBLTWEHERE., DAZRI—T—KNIIAFNAAN VPCADOT T #)L K
JL—K (0.0.0.0/0) ZF7 RNZAALTWB L zHBRLET, OOV RiE, Screen0S /N\—2 3
620 ARBRICEAENET,

ssg5-serial-> get vr trust-vr protocol bgp rib neighbor 169.254.255.1 advertised

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path
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>i 0.0.0.0/0 0.0.0.0 32768 100 @ IGP
Total IPv4 routes advertised: 1

ESIC, VPCICHRBTDTL 74V IO RZBRETSAR—KNTF—RNIIADSZBITH>TVWD L
EEFLET, COIOT RIE. ScreenOS /N—2 32 620 UIRICEATNE T,

ssgb-serial-> get vr trust-vr protocol bgp rib neighbox 169.254.255.1 received

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>e* 10.0.0.0/16 169.254.255.1 100 100 100 IGP 7224
Total IPv4 routes received: 1

Yamaha D AXIY—T— KT IT14F)V14 A& AWS Site-to-Site VPN 0 14
ODNZTINa1—F42T

Yamaha DD ARXN—— KNI IAFNAAQEGE NS TIN>1—F1 2 0F35E

(&, IKE, IPsec, R>XZJ),. BGP D4 DNEZRZELET, ChSoNEHEZEEENIEFTRT T

WoA—FAVITTERIN, IKELS (RYKRT—DARYIDTHS)RBRLTLECEL L%
BEFHLET,

(® Note

IKED7 IT—X2 TEAENS proxy IDEREWR. Yamaha L—X—TREF7 2 )L N TE
MZBEA2TVERT, ZhIZKY), Site-to-Site VPN NDEL TEBEN RET DAL HY)
£9, proxy ID NMIL—F—TRETIATVEVEEWEE., Yamaha FIELKRETED LD
. AWSHARBREHTZIHRET7AIILOHZESBEL TS,

IKE

UFOORY KERFLTLKEE W, COLARY AR, IKEAELSBEENEDRRZI—F—K
IIAFNARAERLTVET,

# show ipsec sa gateway 1
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sgw flags local-id remote-id # of sa

1 U K  YOUR_LOCAL_NETWORK_ADDRESS 72.21.209.225 1i:2 s:1 r:1

NOZRILATEEENEVE—RS—RKRDJIAD remote-id BEEELTHARRENET, M XL
EEZEMT DL, X T O Security Association (SA) ZRRTEE T,

ESICRSTNS21—F 102G, ROOAX REETLT, DHEREIRMET S DEBUG
LARILATXY E—2#BRICLET,

# syslog debug on
# ipsec ike log message-info payload-info key-info

OJICRFENIELBEREZF YL IBHICE. ROONV RZERITLET,

# no ipsec ike log
# no syslog debug on

IPsec

LTOONY RZRITLTLKEEZV, COLARY AR, IPsec FEELKREENIZHAZI =T —
ROITATFNAARZERLTVWET,

# show ipsec sa gateway 1 detail

SA[1] Duration: 10675s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS
Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 1024bit

SPI: 6b ce fd 8a d5 30 9b 02 0c f3 87 52 4a 87 6e 77
Key: %k %% %% %% %% (Confldentlal) %k %% %% %% %%
SA[2] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: send

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)
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SPI: a6 67 47 47

Key: %k %% %% %% %% (Confldentlal) %k %% %% %% %%
SA[3] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: receive

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: 6b 98 69 2b

Key: k% %% %% %% %% (confidential) k% %% %% %% %%
SA[4] Duration: 10681s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 1024bit

SPI: e8 45 55 38 90 45 3f 67 a8 74 ca 71 ba bb 75 ee
Key: k% *% %% %% %% (confidential) k% *% %% %% %%

BERRINAEA—TITA AL T, receive sas & send sas YOWIFNERRENET,
ESICRNTTND1—F 1409 2EEF. XROOX REZFEALTFNY T 2BMICLET,

# syslog debug on
# ipsec ike log message-info payload-info key-info

ROOAR RZRITLT, FNYITZEMILET,

# no ipsec ike log
# no syslog debug on

NI

BRI, BEBTFATIA—INILN—IIFHBDEEZBAELET., L—ILOVANIDOVTE.
TAWS Site-to-Site VPN HAZX =T — RN IDIATFNAADTFATI7F—)IN—) i1 25RL T
<EZL,

TPATIA—LL—AFELL£Y R7 Y TEhEBER, KOOIV RTRITLTI—F 1>
JEMELET,
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# show status tunnel 1

TUNNEL[1]:
Description:
Interface type: IPsec
Current status is Online.
from 2011/08/15 18:19:45.
5 hours 7 minutes 58 seconds connection.
Received: (IPv4) 3933 packets [244941 octets]
(IPv6) @ packet [0 octet]
Transmitted: (IPv4) 3933 packets [241407 octets]
(IPv6) @ packet [0 octet]

current status BN > 54 > T Interface type #" IPsec IC%Z 2 TWVWB & ZBRRLE T,
WMADKRYRINAVE—TIAATIOAN Y RZRTIDCEZHRALET., CCTINTOBEEZHF

REBDICIE, REZHERELET,
BGP
LTFOONY RZEEFTLTLSESL,

# show status bgp neighbox

BGP neighbor is 169.254.255.1, remote AS 7224, local AS 65000, external link
BGP version 0, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
Foreign host: 169.254.255.1, Foreign port: 0

BGP neighbor is 169.254.255.5, remote AS 7224, local AS 65000, external link
BGP version @, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
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Last reset never
Local host: unspecified
Foreign host: 169.254.255.5, Foreign port:

AEODZRAN—DRERENET, ThETNICKL T, Active ® BGP state ENRRENET,

BGPETZUVINEBHLTVWERHERIE., DAZXI—T—RNIIAFNAAN VPCANDTFT7 I~
JL—bK (0.0.0.0/0) 87 RNZALAALTWAEEBIBLET,

# show status bgp neighbor 169.254.255.1 advertised-routes

Total routes: 1
*: valid route

Network Next Hop Metric LocPrf Path
* default 0.0.0.0 0 IGP

TSI, VPCICRIETBDTL 74 Y ORZRETSAR=—RNTF—RIIAMASZTH>TWA L
EHERLET,

# show ip route

Destination Gateway Interface Kind Additional Info.
default KRk kxk kkk k%% | AN3(DHCP) static
10.0.0.0/16 169.254.255.1 TUNNEL[1] BGP path=10124

AWS Site-to-Site VPN £ 0O#%4

AWS Site-to-Site VPN (& eero £E# L, #HBEHE@ IV Y VIFBLEFTIUE—M A& AWS B
NEEBFFEGZHRICHECHRECHITERT,

cOV)1—232E, eero DWIFIiPOVERARAVNERY ND—OF—NJIA4ZFRALTO—
DINEGERBLET, eero DT — KNI IAT 754 T AL Site-to-Site VPN 2 FER T &, B
El& VPN E#ZBEBHHNICHEIL T, POSVATAOXHWVWS—RIITA3E, AWS TRARNEh
TWBT77V5—2a2IlBBIoVY IR EFTFTIEATEET, ChiZkY, BEKEME
EOFANIVE—MNF A MNEREFREA ODRRICRAT—U I TE, XY RNIT—VICHETIEMA
BEFOA VYA MNEWMEBENEREEY NTYTITRIMENBLLBYET, COVYD1—-3 2,
BRS500D)E—RAT A AZEODDBELEICBLTIVES, FF 71 AIZRHEKR 100 AD1—
H—AVWET,
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http://eero.com
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FHEEY NTYTHARBE, COREBOFMIODVWTIEE, eero RFIXV RN ESRLTLKEE
W,

@® Note
CDHEEND—BE L T, AWS Site-to-Site VPN D#EBEICEF I H V) E B A

ZREE:

« Transit Gateway £7z(d Cloud WAN IC7 2 Y FEhf- VPN EHRTOKERATEEXT, Virtual
Private Gateway 7 Y F XV R TRYFR—REhTLVEHA,

« 5Gbps NRILEFHR—RENTLVELE A,
« Site-to-Site VPN Ot ML —ZRE@EHR—KEhTVWEEA,
+ Site-to-Site VPN 7 # — R &, CORETREEThFEE A,
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https://support.eero.com/hc/en-us/articles/42827838351899-AWS-Account-and-VPN-Configuration
https://docs.aws.amazon.com/vpn/latest/s2svpn/vpn-limits.html

AWS Site-to-Site VPN I1—H—HA R

D HAWS Site-to-Site VPN

Amazon VPC 2V =)L £ IEAWS CLIZ#EH L T, Site-to-Site VPN U Y —AZBRETEE T,

N

» AWS Site-to-Site VPNt NL—X DER EEE

- AWS Site-to-Site VPN#Z#t Z EEKL T %

« AWS Site-to-Site VPN #E#iZ T AN T3

« AWS Site-to-Site VPN ##:& 7 — NV I/ ZHIBRT D

« AWS Site-to-Site VPN #tD X —7'Y R — K VI (ZXET D
« AWS Site-to-Site VPN ##i A 7> 3 2 ZETD

+ AWS Site-to-Site VPN R XL AT a2 0E

« AWS Site-to-Site VPN E#HD#ENIL— N ZwmETS

« AWS Site-to-Site VPN #HDHAIN =T —h VI %ZEETS
« AWS Site-to-Site VPN E#HDRB L ERFIEHREBEEMZD

« AWS Site-to-Site VPN R R T RRA > SEBAE QO EH

« AWS Site-to-Site VPNZ A L #=7Z 4 X— b IP Direct Connect

AWS Site-to-Site VPNt RL—2DEREERE

Site-to-Site VPN A2t L —ZZ2EATH L. VE—BY A D SOEED VPN £ 2 £
FVOEBETER LD, —TEENAETI,

Site-to-Site VPN >t R L —2%Z4EK L 725, Amazon VPC 1>V — )L M Site-to-Site VPN 1
JERL—BZDOAXAIR—TDHAESERRELRVEETEEXTT, CcOAYI1R—RICIFE. AWS & V)
E-RY A MEORE G EREERTZIINTOTITA7A VPN I Y AL — N RRENE
9,

[N =R

« AWS Site-to-Site VPN >t ML —2ZEKT S

« AWS Site-to-Site VPNt RL—X 2T DERE

« AWS Site-to-Site VPN At NL— 2 % HIBRT 3
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AWS Site-to-Site VPN >t NL—2 ZEKT S

Amazon VPC OV —)L, APIs, £zl 2FAL T NL—FZERLET AWSCLI, O
vEVNL—2ZERTDEIC, FT AL NL—RICBENFTAIRNI DY RS —NIIM %
ERLTHBLKBENDBYET. NSFUDY RS —RNIDI A OERDFEMIZ OV T, Amazon VPC
Transit Gateway H14 RO "RS2UZY NTF—R I T A DERL ZZRL T EEL, AWS

AV =)L ZFERAL T Site-to-Site VPN At ML —2 & EKT S

AWS YR X ROV Y—)LZERAL T Site-to-Site VPN At NL—2ZER TS ICIE. XD
FIECHVET,

Y —)L&EHAL T Site-to-Site VPN It ML —2ZERTSICIE

1. https://console.aws.amazon.com/vpc/ T Amazon VPC 2V —J)LZHEE T,
FTES =232 RA2T, Site-to-Site VPN At ML —RZBIRLE T,
Site-to-Site VPN It RL—2 OERZBIRL £7,

(F7°>3>) Name X, Site-to-Site VPN Concentrator D& 8iZ AHDLE T,
Transit Gateway T. BEfE® Transit Gateway Zi#IRL £,

(723 >) Site-to-Site VPN It KL —2EBAIL TBREBITZDDICKRIDATZEBMLE
9,

o o kw0 N

a. [FLLWRIZEMZI2VYILET,
b. Keylllk, TF— (&K EName) ZAHLET,
c. Value IZl&, XU fE (%5 EProduction-VPN-Concentrator) ZA LWL ET,
d REICISUTRIZEMTRICE, BIOATY TZ#EVIRLET,
7. Site-to-Site VPN It ML —X DERZBRL £,

ER %, Site-to-Site VPN At ML —2EFE7OEZ 322 JHIC pendingREICHE Y FT, %
BAET TS E. REW [CEDVavailable, Site-to-Site VPN At ML —XZFEHT % VPN
BEHROERERBTEET,

CLI ZfFER L T Site-to-Site VPN It NL—2&EEKT S

CLI ZH L T Site-to-Site VPN It ML —REZERTDHIIC, LTHAHD & Z2BELTLE
=L,
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AWS Site-to-Site VPN I—H—H4a4K
« AWS 7HD > NADOBEFED Transit Gateway

« Site-to-Site VPN A2t NL—Z ZER TR 2O DEYE IAM 7 7 £ AFFH

e AERNL—2%ET AR Y F T % Transit Gateway @ ID

XD OHTE, BEEIhENT DY NTF—RNDTIAD Site-to-Site VPN It ML —2 Z/ERK
LET,

aws ec2 create-vpn-concentrator --transit-gateway-id tgw-123456789

LT, BRBULELARAZRLTVET,

{
"VpnConcentrator": {
"VpnConcentratorId": "vcn-0123456789abcdef0",
"State": "pending",
"TransitGatewayId": "tgw-123456789",
"CreationTime": "2025-09-29T17:26:31.000Z",
"Tags": []
}
}

APl Z R L T Site-to-Site VPN It NL—2ZEKT S

CreateVpnConcentrators APl Z £/ L T Site-to-Site VPN Concentrator Z#EK TE £ T,
CreateVpnConcentrators

APl E, RDF—NFAXA—BZZFTANET,
TransitGatewayId

Site-to-Site VPN >t ML —&%Z 7 XY F9 % Transit Gateway ® 1D,

TagSpecification

Y —ANBIBEFRO O IZ Site-to-Site VPN A NL—ZRICE) H¥TB R,

R OFE, Transit Gateway IC 7 X Y F& i Site-to-Site VPN At NL—R2ZERT D HEE
RLTVWET,

POST / HTTP/1.1
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Host: ec2.us-east-1.amazonaws.com
Content-Type: application/x-www-form-urlencoded
Authorization: AWS4-HMAC-SHA256 Credential=...

Action=CreateVpnConcentrator

&Version=2016-11-15
&TransitGatewayId=tgw-0123456789abcdef0
&TagSpecification.l.ResourceType=vpn-concentrator
&TagSpecification.1.Tag.1l.Key=Name
&TagSpecification.l.Tag.1l.Value=MyVpnConcentrator

FEIZEREND E, APl E#FH L <R E 1 /- Site-to-Site VPN Concentrator DFF#lZRL £,

<?xml version="1.0" encoding="UTF-8"?>
<CreateVpnConcentratorResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>12345678-1234-1234-1234-123456789012</requestId>
<vpnConcentrator>
<vpnConcentratorId>vcn-0123456789abcdef@</vpnConcentratorId>
<state>pending</state>
<transitGatewayId>tgw-0123456789abcdef@</transitGatewayId>
<creationTime>2024-01-15T10:30:00.000Z</creationTime>
<tagSet>
<item>
<key>Name</key>
<value>MyVpnConcentrator</value>
</item>
</tagSet>
</vpnConcentrator>
</CreateVpnConcentratorResponse>

AWS Site-to-Site VPN NL—XZXTOERE

K&, Site-to-Site VPN At RL—ZOEBEEEICKILDOF—EEORTTY, 2T %2FEH
LT, BW., ]RE, JAMNEEZ—, FLERFBEBICETEKROH D TOMOEER|IZ Site-to-Site
VPNt RL—2Z908TEET,

AV =)L z2FEALTRIT2ERTS

Site-to-Site VPN A2t ML —Z DR T ZEME IZFHIBR TS ICIE, AWSY R X ROV =)L
ZHEALET,
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Site-to-Site VPN >t ML —ZRICEXTZEMT D ICE

© © N o a0 bk~ 0w D =

https://console.aws.amazon.com/vpc/ T Amazon VPC >V —J)LZBE &I,
FTES—23a2RA2T, Site-to-Site VPN At NL—XZBRLET,
2 %1315 Site-to-Site VPN It RL—2 ZBIRLF T,

(2127 Z&RLET,

(2T B8] ZBRLET,

LW JzEmMEERLET,

Key ik, 2 F— (%= EEnvironment) Z AL E T,

Value IZl&, ZJE (% EProduction) ZANL XY,

[Save changes] (BREDR7TF) 20UV ILET,

Site-to-Site VPN It NL—ZFA S5 X T ZHIBRT B IZI&E

N o o bk~ D=

https://console.aws.amazon.com/vpc/ T Amazon VPC 2V —)LZHE XTI,
FTESF—23RAL2T, Site-to-Site VPN At NL—2ZBRL T,
2 % HIBR T % Site-to-Site VPN It AL —RZBIRL T,

(21 2T &ERLET,

(2T = EE) ZBRLET,

Hifrg 2 RT L, HIRZERLET,

[Save changes] (BRED®R7TF) 20UV ILET,

CLIZEAL TRV 2EETS

ZEALTEI ZEMN, 8, £FLEHIBRTEERTAWS CLI,

2T OEM

RDOBITIE, Site-to-Site VPN At NL—ZIZEZTZEMLET,

aws ec2 create-tags --resources vcn-0123456789abcdef® --tags
Key=Environment,Value=Production Key=Team,Value=NetworkOps

COOXR YV REF, KUWEFICHADZRLEEA,

BT ERTTD
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RXOBITEE, Site-to-Site VPN It ML—ZORTICOVWTHBLET,

aws ec2 describe-tags --filters '"Name=resource-id,Values=vcn-0123456789abcdef0"

KDL AR AN BRENET,

{
"Tags": [
{
"Key": "Environment",
"ResourcelId": "vcn-0123456789%abcdef0",
"ResourceType": "vpn-concentrator",
"Value": "Production"
by
{
"Key": "Team",
"ResourcelId": "vcn-0123456789%abcdef0",
"ResourceType": "vpn-concentrator",
"Value": "NetworkOps"
}
]
}
2T ZHIRT S

RO OBITE., Site-to-Site VPN A2 KL —2A S XTI ZHIBRLE T,

aws ec2 delete-tags --resources vcn-0123456789abcdef@ --tags Key=Environment Key=Team

COOXY REF, HEFICHDZRLER A,
APl 2L TRV Z2EETS

Amazon EC2 APl AR L —> 3> #fHA L TSite-to-Site VPN At NL—%2 25027005 AT
EETEEXT,

CreateTags

CreateTags ARL—> a2 ZHAL TR ZEBME I EHMLE T,

POST / HTTP/1.1
Host: ec2.region.amazonaws.com
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Content-Type: application/x-www-form-urlencoded

Action=CreateTags
&ResourceId.1l=vcn-0123456789abcdef0
&Tag.l.Key=Environment
&Tag.l.Value=Production
&Tag.2.Key=Team
&Tag.2.Value=NetworkOps
&Version=2016-11-15

RDLARY AN BENKT,

<?xml version="1.0" encoding="UTF-8"?>

<CreateTagsResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>
<return>true</return>

</CreateTagsResponse>

2T OFHBA
DescribeTags ARL —2 3> & FERL TR I ZWMBLET,

POST / HTTP/1.1
Host: ec2.region.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=DescribeTags
&Filter.1.Name=resource-id
&Filter.1.Value.1l=vcn-0123456789abcdef0
&Version=2016-11-15

KDL AR AN BRENET,

<?xml version="1.0" encoding="UTF-8"7?>
<DescribeTagsResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>
<tagSet>
<item>
<resourcelId>vcn-0123456789abcdef@</resourceld>
<resourceType>vpn-concentrator</resourceType>
<key>Environment</key>
<value>Production</value>
</item>
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<item>
<resourceld>vcn-0123456789abcdef@</resourceld>
<resourceType>vpn-concentrator</resourceType>
<key>Team</key>
<value>NetworkOps</value>

</item>

</tagSet>
</DescribeTagsResponse>

DeleteTags

DeleteTags ARL —> 3 ZFEAL TR T ZHIBRLE T,

POST / HTTP/1.1
Host: ec2.region.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=DeleteTags
&ResourceId.1l=vcn-0123456789abcdef0
&Tag.l.Key=Environment
&Tag.2.Key=Team

&Version=2016-11-15

RDOLARY AN BENKT,

<?xml version="1.0" encoding="UTF-8"7?>

<DeleteTagsResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>
<return>true</return>

</DeleteTagsResponse>

AWS Site-to-Site VPN >t NL—2 %2 BIKRT 3

Site-to-Site VPN 2> RL—ZAFREILB 2 12HER. ThEZEHIBRL THEOREZFLTESR
¥, Site-to-Site VPN At RL—2ZHIRTD E, ThEBETRIINTOREN TLICHIBRE
nEXY,

B
Site-to-Site VPN >t ML —X ZHIBRT D EIIC, LT ZEREERELTSEETL,

+ Site-to-Site VPN It ML —RICBEER TS NIETNTO VPN EHGENHIBRENET,
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« Site-to-Site VPN At KL —& () ZHIBRT D LOICBEBRT IV EAFANF SV &
Jec2:DeleteVpnConcentrator,

Y —)L%ZFERL T Site-to-Site VPN It NL—2 & HIBRT S
Site-to-Site VPN >t AL —Z 2 HIBRT 2 (C I

https://console.aws.amazon.com/vpc/ T Amazon VPC 2V —J)LZHE XTI,
FTES—2 32 RA2 T, Site-to-Site Concentrators ZiZIRL £ 7,

HIBR 9 % Site-to-Site VPN >t RL—RZBIRL £ 7,

T3> &BIRL, Site-to-Site VPN It RL—R OHIBRZRBIRL £,
BRA4T7OT T, delete EANL THIBRERRBLET,

[HIBR] Z#IRLE T,

o a0k~ wbh =

CLI Z# AL T Site-to-Site VPN At NL—X % HIBR TS

delete-vpn-concentrator AN RZ{#EAL T, Site-to-Site VPN At RL—XZHIBRL &
9. HIBRT B (CIEvpn-concentrator-id, AH%ETT,

XD OFITIE, Site-to-Site VPN It NL—XZHIBRLE T,
aws ec2 delete-vpn-concentrator --vpn-concentrator-id vcn-0123456789abcdef®

RDOLARY AN BENKT,

"VpnConcentrator": {
"VpnConcentratorId": "vcn-0123456789abcdef0",
"State": "deleting",

"Message": "The Site-to-Site VPN Concentrator vcn-0123456789abcdef® is being
deleted and will be removed from your account."

}
}

APl ZH L T Site-to-Site VPN At ML —2 % HIBRT S

Site-to-Site VPN J>t > ML —X ZHIBR T % C(d. DeleteVpnConcentratorARL—>3 %
FALET, HIBRTSIZIEVpnConcentratorIld, AH%ETT,
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RO OFTIE, Site-to-Site VPN At NL—2ZHIBRLET,

POST / HTTP/1.1
Host: ec2.region.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=DeleteVpnConcentrator
&VpnConcentratorId=vcn-0123456789abcdef®
&Version=2016-11-15

RDOLARY AN BRENET,

<?xml version="1.0" encoding="UTF-8"7?>
<DeleteVpnConcentratorResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>
<vpnConcentrator>
<vpnConcentratorId>vcn-0123456789abcdef@</vpnConcentratorId>
<state>deleting</state>
<message>The Site-to-Site VPN Concentrator vcn-0123456789abcdef@ is being
deleted and will be removed from your account.</message>
</vpnConcentrator>
</DeleteVpnConcentratorResponse>

AWS Site-to-Site VPN#Z#: Z/EK T 3

NSV RNTF—RIITA KRG Cloud WAN JO—NILZRY NDO—DICF XY F9 % Site-to-Site
VPN R ZERTEE T, EE8NOTRYFAURNERATEIPvA7ORIE IPve ORI %
HR—KNL., #7232 T Site-to-Site VPN Concentrators ZFEH L TEHOVE—RN /A 2R
RSIRBE<ERTEEXT,

A2V —)ZERAL T VPN 52 EKT S

O2Y—I)LZERAL T VPN #RZEKTEICE

1

2
3.
4

Amazon VPC Y — )L ® https://console.aws.amazon.com/vpc/ ZRWVW T & LW,
FTES—>32RA2 T, [Site-to-Site VPN #E#] ZBIRLE T,
[VPN R OER] 2 BIRLET,

(723 [BERT]ICE, BEOBIHZADLET, ChIZ&KY), Name EVSF—EEE
LEEZECRINERENET,

VPN E#Z2ERT 5 164


https://console.aws.amazon.com/vpc/

AWS Site-to-Site VPN I1—H—HA K

5.

6.

7.

B—=TYRT—RIIARATT, ROVWThAZBIRLET,

s RETZAR=KT—RIIA -BFORBTZFAR—KT—RITAZBRL T, HLWR

BTTAR—RNT—NII A VPNERZERLET,

c RSUDY RS —RIIA -BEORTIIY RF—RIIAEBRLT, HLURTODY

N7 —KRDIA VPNEHZERLFET, Transit Gateway DERDFEMIZ DV TIE, Amazon
VPC Transit Gateway @ "Transit Gateway; ZZ8BL T &\,

« Site-to-Site VPN Concentrator - B ® Site-to-Site VPN Concentrator Z R 35 A, LV

BEEERL T, #HL L Site-to-Site VPN Concentrator ##5i Z/ER L £ T, XOVWT hh %&E
RLUEY,

c BE-BFEoOEML—2Z#EHAL T, #L LV Site-to-Site VPN It KL —24&
VPN i ZERL £ T,

» ¥# - Site-to-Site VPN A2t RL—BOAT> 32 AN, BERTFEI R DY
NF—hDTAZBRLET,

s BEMIFSN TV - Network Manager 1>V —JLE =1k APl /L T# T Cloud WAN (2

BEN T CENTED, FRYFENTLVAEV VPN #5EZERLET., VPN TR Y F X
>~ N & Cloud WAN OFEMIC DWW TIE, AWS "Cloud WAN 1—H'—4H 4 R, ® "Cloud WAN
M Site-to-site VPN 72 Y FX U~ BSBLTLSEEW, AWS

[AARAEI—=T—KRTIAL]T. LTOVWTIhAZRITLET,

s BFONAEN—T—RIVI4Z2ERATHICE. BAF] ZBRLTAS., [HAEN—T—h

JIA ID]ZERLET,

c ILWAHREY—T—RNIIAZERTHICE. "#H, 2FRL., ROBREZITVLET,

- IP7RLA]IC. IPv4 £k IPv6 DEET7 RLAZABDLET,

« (72 32V)[REAE ARN] T, 7’ZARX—RNIBAED ARN ZBIRLET GEAER—AD
WALZFERAL TVBEE)
« BGPASN]IZ, WAZXY—S—KRIIADR—F—7—rDT477083)L (BGP) BE>

ATLES (ASN) ZAHNLET, HMHICODVWTR, "THAERY—T—KDJDITA40OAT< 3
V1 EBBLTLKEEY,

W—T4>TF7>32] T, [E8 (BGP FLE)] & [N OLVThHAZRIRLET,
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® Note

Ot hL—2%ZEAL YT R WAN VPN ##i& VPN #&ilk, BGP IL—FT 1>
TDHREFR—RLET, ChSOERRAT TR, BUIL—FT12TEYR—KEh
TLWEEA,

8. [BEIHBEF—ANL—]TlE, [B#] £/-(& [Secrets Manager] ZiBIRLET, 77K
Tk [BE] AMBIRENTWET, AWS Secrets Manager®ERAOFHMIC DWW TR, "=+ 1)
T4, EBBLTIEEL,

9. [NRILAZBO IP/N—23 2] T, [IPv4] £ [IPve] ZBRLET,

10. (A723[FPoEZL—>3208ME T, FIVIRYIREFVIILTTIOESL—
SAVEBMILET, HMICOVTIF., "TEiE VPN £, 22RBLTEEL,

ToEZL—23a22BMITRE, VPNERGTHERAEZhDZT7IOEIL -8 2 2FEEh
£, HBRBEI ALYV ET,

M. (723 BRUEIPN=232AORZRIILICIEUT, ROVThLZRITLET,

« IPv4 —[O—AH)N IPv4 XY NJ—2 CIDR] T, VPN R XL ENLEBEEZFTITSIHAX
N— =MD (FATLIZRA)AD IPv4 CIDR B ZBELET, UE—KNIPV4 XY K~
7 —%2 CIDR Tl&, VPN R ZILZN U EBENFITENTLVSHAWSHIO CIDR #E ZER
LET, WThOT71—ILREFT I MNEEK0.0.0.0/0 T,

« IPv6 —[O—HJI IPv6 XY NTJ—%2 CIDR] T, VPN R R ZNLEBEZHFNITINAR
X—7—KNDIA4 (FAVFT7LIZIR)AIO IPv6 CIDREFZIEELET. VE—KNIP6 XY K
7—72 CIDR Tk, VPN R X)L ZN L EBEAFAENTVWSAWSHIO CIDR £ E ZER
LEFT, WThOT1—I)LREFTFINER :: /0 TT

12. [P7RLADEZRAT| T, ROAT>a>OVThhAEBIRLET,

s NTUY T IPVA-(F7FINAEBR ORI IPIZIPVA T RLAZFEALET,
e TSAR—=KNIPVA-TSAR—RZY ND—ORNTHERTZDLEHIC, 7TA4XRX—KNIPv4 7 R
LAZERALET,

c IPv6-AERZIIPICIPV6 7 RLAZEALET, COFTSI2TR, hWAEIY—T—
RIZAFNAAN IPV6 7 RLAZHR—RNLTVWRBENHYET,
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® Note

AEIP T RLARA I [IPvE] Z3&8IRL 58k, IPV6 P RLAZFE ODHAZN—
TF—RIIA ZERTEIBEN HYET,

13. (723 [MRL1AT2IV|TR, RORILZELCRDBEREEETEERT,

« NORIAZBIPvA T RLAM 169.254.0.0/16 &EHN SH 4 X /30 ® IPv4 CIDR 7O v
T

« [NRIAZIPN—232]T[IPve] ZEEL EHZEE. FRILAZBIPVE T RLAD
fdoo::/8 A S /126 M IPv6 CIDR 7O Y ¥,

« IKE EHiH#£EF— (PSK)o IKEV1 £ IKEV2 N—2 3 U HFHR—REhTVET,

s RORIWNOFHBATS AV ZRETDICEK, [NRILOATI I 2mETS]) ZERLE
To FHMAICOWVWTE. "VPN U FRILAT 32 ZBRBLTLKEEL,

c (AT AV)[INRILTOVTAET4OQT] O (BRI ZBIRL T, IPsec 7OT1ETA L
DPD 7ORIN XYy E—20Q0 Xy E2—2%2F v TFYLET,

c (AT 2IAV)MRILIVRERAINDZATHA VI T[AICTBD] ZBRLT, TR
RAVRNOBEBRARAT D 1—)LZFBLET, MORILIVRRANDTATHAIILD
FHHICOWTEE, "ThFRILIVRRANDZATHA0) 1 Z5RLUTLEEY,

14, (723 [MRIL2FT2aV]%&RL, BIOFIEICH > T2EFBEON RILEZRELE

9,

15. [VPN EHOER] 21 8RL E 7,

CLI £z (& API Z £ L T AWS Site-to-Site VPN Transit Gateway ###t &
ERL T %

CLI Zf M L T Transit Gateway \® VPN Z&x2EK TS

create-vpn-connection AN > RZFEHAL T, --transit-gateway-id #7°>3a>0O K>SV K
TF—KRJIAIDEEBELET,

ROBIE, IPv6 AR R IPs & IPv6 AEB N>R IPsZERAL T VPN i ZER T2 E%
RLULTLVWERT,

aws ec2 create-vpn-connection \
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--type ipsec.l \

--transit-gateway-id tgw-12312312312312312 \

--customer-gateway-id cgw-001122334455aabbc \

--options

OutsideIPAddressType=Ipv6,TunnelInsideIpVersion=ipv6, TunnelOptions=[{StartupAction=start},
{StartupAction=start}]

L AR A0 B

"VpnConnection": {

"VpnConnectionId": "vpn-@abcdefl1234567890",

"State": "pending",

"CustomerGatewayId": "cgw-001122334455aabbc",

"Type": "ipsec.1",

"TransitGatewayId": "tgw-12312312312312312",

"Category": "VPN",

"Routes": [],

"Options": {
"StaticRoutesOnly": false,
"QutsideIPAddressType": "Ipve",
"TunnelInsideIpVersion": "ipv6"

AP| Z £ L T Transit Gateway N\ VPN & Z2ERK TS

Amazon EC2 APl L T VPN R ZERTEE T, cOEI> 3> Tk, APIZFEALT
Transit Gateway VPN #E#HZER T B EHDV IV ITARNBREL AR AXY =20 fl2RLE
ED

RIS
APl Z{ER L T VPN EfitZER T B HTIC, AT ZREEL TSEET L,

- fERE N, FMAARBERNZ DY RS —hDIA
c AVTLIATFNAADFHMTREENIEAAEZI—T—KD T A

RDOFIE. CreateVpnConnection API 790> 3a> AL T VPN ERZERTDHEZTRLT
WET,
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POST / HTTP/1.1
Host: ec2.us-east-1.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=CreateVpnConnection

&Type=ipsec.1
&TransitGatewayId=tgw-12345678901234567
&CustomerGatewayId=cgw-12345678901234567
&0Options.StaticRoutesOnly=false
&Version=2016-11-15

CODBITE, BEENERNRT DY RN —RIIAEDAERI—T— NI IABEOBNIL—FT 1T
(BGP) AL T VPN EiEE2ERL £,

APl L AR AN KINT S E. VPN EHEOFMENRENET,

<?xml version="1.0" encoding="UTF-8"7?>
<CreateVpnConnectionResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>
<vpnConnection>
<vpnConnectionId>vpn-1la2b3c4d5e6f78901</vpnConnectionId>
<state>pending</state>
<customerGatewayId>cgw-12345678901234567</customerGatewayld>
<type>ipsec.1l</type>
<transitGatewayId>tgw-12345678901234567</transitGatewayId>
<category>VPN</category>
<options>
<staticRoutesOnly>false</staticRoutesOnly>
</options>
</vpnConnection>
</CreateVpnConnectionResponse>

L AR AICIE, VPN ##: ID. REORRE, REOFHMANIrEENETT, AWSH VPN N ZRIILZETS
AO>a=Z>J LTV HE., EHREEYE "REP, REICKYET,

CLI £/ & API Z A L T AWS Site-to-Site VPN Cloud WAN #Z#: % ER
R

LTOFEICH#>T, 2 7FTLZARE AWS 2577 R WAN O IZ Site-to-Site VPN E#i 2 ERX TZE
£, FMICOVWTIE., AWS " Cloud WAN 1—H¥—7FH 4 K, ® "Cloud WAN ® Site-to-site VPN
TEAYFAUKN) Z#Z5BLTLSEESL, AWS
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CLI Z{H L T Cloud WAN A ® VPN Z#%ERT S

create-vpn-connection AX > RZEAL T, &£ T Cloud WAN JO—/N)LRY RD—=DIZT XY
FEND VPN EHRZERLET. chllkyY, EREATOWEAV VPN EEFMEREh, TOR&
Network Manager 1>V —JL & 1z l& APl Z41 L T Cloud WAN ICBSE[ITH ZENTEET,

Bl R SR
Cloud WAN VPN £ ZERT2HEIIC, UTHFHD & 2B L TS EEL,

« customer-gateway-id- A7 L IZAVPN FNA RAEZXRITREFOHAZN—T—KJIT 1)
V=R (Cgw-XXXXXXXXX)o

« UZ2TRWANITO—NILRY RD—=D -0 RWAN JO-NILERY NDO—0@, BIEXY
RO—DOtEI X NTHERBLURETIHLEN HYET,

- BGPE&E - 777 R WAN VPN ##£:ICIE BGP IL—T 1 I N RETT, BHIL—FT 1 TR&Y
R—RENTVERH A, options /NT X—2ZStaticRoutesOnly=falseT ZRETIHLEN HV)
£Y

COOAXRVREF, B—TYRNF—RIVIAZEELTIC VPN BEREZERLET., BERTRY FE
NTVERVREEICA Y, & T Network Manager 1>V —JLF =l APl 2/ L T Cloud WAN ' O0—
NILZRY RD—DICEER TR ENTEEXT, StaticRoutesOnly=Ffalse #7232 (& BGP
N—TFTA2TBMLET, BUIL—FT 12 TBYR—REnTVWAVLESD, 57T K WAN VPN
TRYFANTRHBETT,

RDOBPITE, CloudWAN D7 ZY FEh TV VPN EHRZERLET,

aws ec2 create-vpn-connection \
--type ipsec.l \
--customer-gateway-id cgw-0123456789abcdef@ \
--options StaticRoutesOnly=false

LARABGUTZERLET,

"VpnConnection": {

"VpnConnectionId": "vpn-@abcdefl1234567890",
"State": "pending",

"CustomerGatewayId": "cgw-0123456789abcdef@",
"Type": "ipsec.1l",
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"Category": "VPN",

"Routes": [],

"Options": {
"StaticRoutesOnly": false
}

}

}

VPN ##Z/ERK L 125 . Network Manager 1Y — )L zl& create-site-to-site-vpn-
attachment API J—)LZ#EAL T, TN%E Cloud WAN JO—NILEY ND—DICTFRYFTESE
CB

APl ZEH L TVPN 257 KR WAN #EZ&EZERT S

EC2API ZFAL T, V5T RWANHEH®D VPN EHEE2ERKTEET, ChiZlk, FRYF&
NTWARL VPN 462K T 5 CreateVpnConnection API =)L DEFTHAEENET, Ch
(&, Cloud WAN 7 O—NILZY RDO—DICEENGFZZENTEEXET,

APIUOTARNE, B—=TYRT—RNIIAZEELTIC VPN i Z4EKL . Cloud WAN & D%
BAESIETERYTFENTVRWREBORRIILET, #HE. 72TV RWANVPN7RZY FX
NCHREBBGPIIL—FT 12 JZ2ERALEXT,

XDOHIE, Cloud WAN VPN £t Z KT D HTTP UV T AR ZRLTVERT,

POST / HTTP/1.1
Host: ec2.us-east-1.amazonaws.com
Content-Type: application/x-www-form-urlencoded
Authorization: AWS4-HMAC-SHA256 Credential=...

Action=CreateVpnConnection

&Type=ipsec.1
&CustomerGatewayId=cgw-0123456789abcdef®
&0Options.StaticRoutesOnly=false
&Version=2016-11-15

APl &, VPN Z#5E0FMZECEEBL AR AZRLET, EHRFEHFAE pendingiREEIC 4
WEITH, EVPN RN RILZEAWS O3 _-_2J0L, TOBATAT—RARK ICEDY E
Javailable,

<?xml version="1.0" encoding="UTF-8"7?>
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<CreateVpnConnectionResponse xmlns="http://ec2.amazonaws.com/
doc/2016-11-15/">

<requestId>12345678-1234-1234-1234-123456789012</requestId>

<vpnConnection>

<vpnConnectionId>vpn-0abcdef1234567890</vpnConnectionId>

<state>pending</state>

<customerGatewayId>cgw-0123456789abcdef@</customerGatewayld>

<type>ipsec.l</type>

<category>VPN</category>

<options>

<staticRoutesOnly>false</staticRoutesOnly>

</options>

<vgwTelemetry/>

<routes/>

</vpnConnection>

</CreateVpnConnectionResponse>

L AR A4
APl LARZ A, ROF—FHRERHELFT,

« vpnConnectionld- 757 RWAN ICT7RY FI2-HIZEATS VPN #EH5ED—ZE0OBEIF (4
vpn-0abcdef1234567890)

« MEE-AWS A" VPN N ZXIILNEZ7OEZ3a_Z>TJLTVSE,. & "REBF, &Y, TRY
FAYRNOEBHN TELS TRATRE ICBITLET,

« ATV -O9FTRWANRKEICBLETRYFERTVWAEVW VPN ELETHDEETRT
"VPN, ZRLET

« staticRoutesOnly - & "falses ICEREL T, 77T RWANVPN 72 Y F X NIHAER BGP
N—TFT142T=2BMILET,

VPN &5 TERTaE, REEICA& 2 75, Network Manager CreateSiteToSiteVpnAttachment
API £z AWS OV —)LZ#FERAL T Cloud WAN JO0—NILEZY NDO—DIZTRYFTEXRT,

CLI &7z API ZfEM L T AWS Site-to-Site VPN 2 ML —X ki Z
T S

CLI ZfEA L T Site-to-Site VPN Ot ML —XEHRZEK T S

Site-to-Site VPN >t ML —2&ZERL S, UE—BMHY A MH S Site-to-Site VPN It ~
L—ZADOEHRIND VPN EHZZBIUITEIHLENHYVET, FEJE—MT A MIE. Site-to-Site VPN
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Ot RL—2IDZZRITBIMED VPN N DETT, chickly), BROVE—KRTA K~
A'E L Site-to-Site VPN Concentrator 1 > 75 ARNZIOF v 2 HBL BN S, YA N EICHEBDR
RN RINEHEFTEET,

Site-to-Site VPN Concentrator ZfEfH L T VPN ##iZ2 95 (CE. VPN EHGOEREBICNT >
DY RNTF—KRDIT A4 DORDHY)IC Site-to-Site VPN Concentrator ZIEEL £, RO HITIlE, Site-to-
Site VPN It ML —ZZFERAL T VPN ERZERLET,

aws ec2 create-vpn-connection \

--type ipsec.l \

--customer-gateway-id cgw-123456789 \
--vpn-concentrator-id vcn-0123456789abcdef0

EEBLARAGR, UTZRLET,

"VpnConnection": {
"VpnConnectionId": "vpn-Q@abcdefl1234567890",
"State": "pending",
"CustomerGatewayId": "cgw-123456789",
"Type": "ipsec.1l",
"VpnConcentratorId": "vcn-0123456789abcdef0",
"Category": "VPN",
"Routes": [],
"Options": {
"StaticRoutesOnly": false
}

APl ZfER L T Site-to-Site VPN It NL —XREBHEZERT S

Amazon EC2 API Z#f# B L T. Site-to-Site VPN At NL—2%EH T3 VPN B2 /ERTE
£9, COtEU> 3T, Site-to-Site VPN Concentrator ZfEH L T VPN & Z2ERTDZHD
JDOTARBRFL AR AXY =2 0FZRLET,

APl % A L T Site-to-Site VPN Concentrator & @ VPN Z#&i 2R T HIIC. UTZHEELTLE
=L

+ Site-to-Site VPN >t ML —ZFERS KO FIA AT EEIC
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c VE—MYA NALCKREENEARAEN—T— VI A
s Y4 NEAWSED IPsec NZ 74 Y DV ZFATEIRY NIT—TURE

IXDBIE, CreateVpnConnection APl 722 32 T Site-to-Site VPN Concentrator ZEA L T
VPN i ZER T2 HFEERLTVET,

POST / HTTP/1.1
Host: ec2.us-east-1.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=CreateVpnConnection

&Type=ipsec.1
&VpnConcentratorId=vcn-0123456789abcdef®
&CustomerGatewayId=cgw-12345678901234567
&Options.StaticRoutesOnly=false
&Version=2016-11-15

COPITIE, FBEE Nl Site-to-Site VPN Concentrator E HAZY—"— N T 4 OREIC VPN 4
ZER L £9, Site-to-Site VPN Concentrator I& AWS 4 RIT> RRA4 > NEL THEBEL . BEHD
JE—RNY A M —TENLENTENLTEETEDLSICLET,

APl L AR AN KT B &, Site-to-Site VPN It ML —2EHEE T VPN ZEHEOFMAN IR
chFET,

<?xml version="1.0" encoding="UTF-8"7?>
<CreateVpnConnectionResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>8b73d60f-458f-5gc5-a442-7f9fEXAMPLE</requestId>
<vpnConnection>
<vpnConnectionId>vpn-9z8y7x6w5v4u32109</vpnConnectionId>
<state>pending</state>
<customerGatewayId>cgw-12345678901234567</customerGatewayld>
<type>ipsec.1l</type>
<vpnConcentratorId>vcn-0123456789abcdef@</vpnConcentratorId>
<category>VPN</category>
<options>
<staticRoutesOnly>false</staticRoutesOnly>
</options>
</vpnConnection>
</CreateVpnConnectionResponse>

CLIFLEAPI ZFERALTVPN O NL—RERZERKT S 174



AWS Site-to-Site VPN I1—H—HA K

L AR A VPN #£: ID AFEFEN. RSPV RS =KD I A ID ORDHY) I Site-to-Site VPN
At ML—2IDZSRLET, cOELKICKY, VE—RY A NERELU Site-to-Site VPN 12/
EORML—RIZEREATVRMOT A NEBETES LS. hub-and-spokeDEY NDJ—2 KKRO
DN AREICEYE T,

AWS Site-to-Site VPN##: D &~

AV =)L %ZFERAL T VPN BGizRR-T>

AWS X ZIX ROV =)L ZFEAL T, VPN EHRtE TOFMERTITEERT, ChniCky), Eit
ATF—RA, NUZXIIDORE, BLrOBRENFMET =RV IITZEHOES1TFIAVER—TI
1A AN RBEENETT,

O2V—)ZzEALT VPN B2 R AT BICE

1. Amazon VPC 12V — )L ® https://console.aws.amazon.com/vpc/ ZFWVW T & L\,
2. FTES—232A~RA 2T, [Site-to-Site VPN $#:] ZiBIRL £,
3. VPNE#HEEZRBIRTDE, ROXSBHMBHRIRTIENET,

« BHEREBEAT—2A

s RRILDFMEANINARAT—FA
« JL—b1ER

« BENTA—&

OAY=NICREVTLEALADAT—E2ABRN KRS, NORILEEOEZRZVT, L—FT4
OT—TILDOERR, NZTND1—FT AV TOBREHMBANOT IV EAZITSENTEET,
CLIZERALT VPN EfRiZ2RTITS

AWS CLI ZEAL T, VPN i ICETAFMBEREZ7OJZATIVIVSLUTEBLET, COF
EICKVY, BEME, RVUTMMER., EZRVUVITY—IILEOREN TRICE)ET,

BEODAWS 7HORE)—=23200INTOVPNEHRZITVTDICIE, NFX—=2BLT
describe-vpn-connections N> RZETLET, LEL. BED VPN EROFHEERTT
BEF. VPNELK ID 2H2 BB HYET,

BED VPN EHEOFMABREZDMEIZDICE. NTAXA—RELTERID ZEELET. ROAFIE,
BED VPN EHiICBEI2FMZRTIDIIVIARNERLTVERT,
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https://console.aws.amazon.com/vpc/
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aws ec2 describe-vpn-connections --vpn-connection-ids vpn-123456789Qabcdef®

LARVALZRE, "RV AT2a2 M—FT42T0OFM. REOAT—RABE, VPN ##HIC
B2 BRNEBERISENET,

State - VPN 50 B E DIRE

e TunnelOptions - FERVRILDEEEARAT—XA

« OQutsideIpAddress-VPN RZILONTUY T IPFTRLA

* Routes - #HDIIL—T 1 > JIER

F—EEOFMETRT L AR AOHRZA]:

{
"VpnConnections": [
{
"VpnConnectionId": "vpn-1234567890abcdef@",
"State": "available",
"CustomerGatewayId": "cgw-1234567890abcdef@",
"Type": "ipsec.1l",
"Options": {
"StaticRoutesOnly": false,
"TunnelOptions": [
{
"QutsideIpAddress": "203.0.113.12",
"TunnelInsideCidr": "169.254.10.0/30",
"PreSharedKey": "example_key_1234567890abcdef@",
"PhasellLifetimeSeconds": 28800,
"Phase2LifetimeSeconds": 3600
},
{
"QutsideIpAddress": "203.0.113.34",
"TunnelInsideCidr": "169.254.11.0/30",
"PreSharedKey": "example_key_0987654321fedcba®",
"PhasellLifetimeSeconds": 28800,
"Phase2LifetimeSeconds": 3600
}
]
}
}
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]

APl ZFERAL T VPN EfiZzRTT S

VPN #EEERZEE TS ICE. Amazon EC2 H—E AICE#E API FUHL Z21TVWET, CcOT T
O—F&, DAZLT 7V —2a3a A0S ALICKPBEEICREAROFZFE M ZERBHLET,

DescribeVpnConnections API 7223k, 1 DL E® VPN E#FICE T2 FMERZIIUL
TIRUET, #HiID. RE, EFLEZTOMOBEMET71IILX—Z2EHAL T, BRZRYATL LN
TEET,

LT, B—0 VPN Z#£ICBEIT3HMZzRHEIZDIVITANDHTT,

POST / HTTP/1.1

Host: ec2.us-east-1.amazonaws.com

Content-Type: application/x-www-form-urlencoded

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20230101/us-east-1/ec2/
aws4_request, SignedHeaders=host;x-amz-date, Signature=example_signature

Action=DescribeVpnConnections
&VpnConnectionId.1l=vpn-1234567890abcdef®
&Version=2016-11-15

LAR A, TO VPN #EZHRICETHFMERLE T,

<?xml version="1.0" encoding="UTF-8"7?>
<DescribeVpnConnectionsResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>12345678-1234-1234-1234-123456789012</requestId>
<vpnConnectionSet>
<item>
<vpnConnectionId>vpn-1234567890abcdef@</vpnConnectionId>
<state>available</state>
<customerGatewayId>cgw-1234567890abcdef@</customerGatewayld>
<type>ipsec.l</type>
<options>
<staticRoutesOnly>false</staticRoutesOnly>
<tunnelOptionSet>
<item>
<outsideIpAddress>203.0.113.12</outsideIpAddress>
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<tunnelInsideCidr>169.254.10.0/30</tunnelInsideCidr>
<preSharedKey>example_key_1234567890abcdef@</preSharedKey>

</item>

<item>
<outsideIpAddress>203.0.113.34</outsideIpAddress>
<tunnelInsideCidr>169.254.11.0/30</tunnellnsideCidr>
<preSharedKey>example_key_0987654321fedcba@</preSharedKey>

</item>

</tunnelOptionSet>
</options>
</item>
</vpnConnectionSet>

</DescribeVpnConnectionsResponse>

AWS Site-to-Site VPN E#iZ T ANT 3

AWS Site-to-Site VPN ## ZER L THARI—T— NI ZREL IR, A VAR A%ZER
L. 12ARAAND ping ZRITLU TEEZTARNTERT,

BRI B, AT ZMEL T LTV,

ping JOTANIZIEZETS AMI ZFERA L E£9, AmazonLinux AMI DWW hAhZFERITZ L%
HEHLFERT,

ANV RBROETINNTIROICMP RS 74V 0ZFTTDEDHIC, 1 VAR AND
RS74v 074 )0NRITTB2EF1 VT4 TIN—TFLERY NT—2 ACL & VPC HIC
BRELET., chilklY), 1 VAR AR ping VITARNEZETEDLRSICHRYET,
CERADA AR AT Windows Server ZE1TLTWBIBE, 41 VAR AAND ping ZEITY
DI, AVAZRAIZEHEL, Windows 77 AT 4 —)LTA2 /NI RICMPv4 ZBRICT
BDRENBHYVET,

BON—TFTA2T)NAEZI—=T—RITITATNA AL VPC \NOBENIL—RHFHY), VPN EHIC
BRNIL—RBY, RZTAVIFNARII—T—RNIIATFNAAIRND 2R LET,

BON—TFTA2T)NARI—T—RIDIATNAADBGP AT—RANBIAITNhTVND %
BFELET, BGPET Y IVHIBEAITNDETICHNIOBLAVET, RTT14YIHFHA
BAI—T—KRIVIAMIRDENTEDKRSIC, I—FHFBGP ZFEALTELLKT RNZAXE
n, BT7RYBML—BFTF—TINIRTENDCEZERELET, MADONRILHN BGP IL—F
VORBERALTREENATVD L ZRRBLET,

VPN #HOH T RY ML—RT—TILTL—FT AV ITHFBEEhTVWED I ZRELE T,
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BT ANTDICE

1.

2
3.
4

o

Amazon EC2 12V —)L M https://console.aws.amazon.com/ec2/ ZBW T & L\,
AY S 17R— RT, [Launch Instance (4 > AR ADEE)] ZBIRL T EE L,
(A7 23 [BE I, 1VAZAODHL YR TVWERZALLET,

[T77VT—>328KT0S 41 X—2 (Amazon X VA X—D) T, [VA4YDAZ—N] &i&
RU, 1VABVADARL =T A VI ATLZERLET,

[F—RTE| T, BFOF—XRT7Z2FEATEIH., FILLF—RTZERTIHEZERLET,
[RYRD—URE|TEIFOELFIVTATIL—T0ER] ZERLTHS, REZADOLEF 1
DF 14N —T%&RLET,

[Summary] (¥~ 'J—) /NZRIL T, [Launch instance] (1 AR ADiEE) 2B IRL T

(A

AVAB VAN RITHRICBE 2R, TOTTAR—KNIPFTRLA (EEAF 10.0.04) ZEREBL
£, AmazonEC2 AV —ICA VAR ADFHHO—FHELTT RLANFRTENET,
XY RNIT—=DTCHARI—T—RIIATFNAADERICIHDAVELI—ZHIS5, 1 VARVA
DT TAR—NIPF7RLAZEEL Tping AN RZEFTLET,

ping 10.0.0.4

EEBISERFRDLSICEYET,

Pinging 10.0.0.4 with 32 bytes of data:

Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = @ms, Maximum = Oms, Average = OQms

RAZRILWTIANFA—N—ZETARNTDLED, DARI—T—KRIIATFNAADKRZRILD 1
DE—BRNICEMLL., CORTYTEZRETZENTEET., VPN EHEDO AWS il ~>
FLNZENLTDERTEREA,
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https://console.aws.amazon.com/ec2/
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10. AWS ASFAVTLIARY ND—IOANOEHRZTANTSICEF, SSHEIE RDP ZFEAL T
XYRD—=IODSA VARV AIERTERT, RIC, Y RND)—JROBOIELI—Z2DT
SAR—KNIPT7RLAZFEAL T ping AN REETL, BHEOABITUVIIANERHASD
FVZETEDLERILET,

Linux 1 ARV AICEHT D HEICODVTIEE., "TAmazon EC2 1—H—HA K, ® "Linux 1
VARV AIEETR ) BSRBLTLSEEL, Windows 1 AZ > AICEHT 2 HE0OFMIC
D2V\WTIE., TAmazon EC2 1—H¥—HA R, ® "Windows 4 AR AICEHTS ., 2S5 HBL
TLEEL,

AWS Site-to-Site VPN & T — NI A4 ZHIBRT 3

AWS Site-to-Site VPN A T EICA D EBEICIE., ThEHIBRTIZZEN TEET, Site-to-Site
VPN #2452 HIBR L 7=38 4. Site-to-Site VPN £ ICEER TSN TVEDAZI—Y— R T I A4 %R
HTSAR=—RKNTF—RIVIMGEIBRENEBA, DARY—T—RNIIAERBTFTAR—KS—h
DIANFTEICE2EBEE. TNSZHIBRTEET,

/A Warning

Site-to-Site VPN #Z# Z HIBRL THASHL LV VPN R ZERTHBEE. ILLERET 74
LA I7VO—RLT, HARAEIY—T—KRIIATFNARAZBRETILENFHVET,

2AD

« AWS Site-to-Site VPN $E#i Z HIBR ¥ 2

- AWS Site-to-Site VPN HAXXY—T'— RV I 1 ZHIBRTS

« AWS Site-to-Site VPN Q{RIETZAR—K S '— KNV IA ETRY FELVHIKRTS

AWS Site-to-Site VPN #EZ#i 2 HIBR T 3

Site-to-Site VPN ## 2 HIBR T2 &, LIFS< DB, deleted DIRENRRESNETRICHEY, *
NE&, TNV BHNICHIBRENET,

OV —)L%&FERAL T VPN ZHExHIBRTSICE

1. Amazon VPC Y —)L® https://console.aws.amazon.com/vpc/ ZREWVW T & L,
2. FTES—232~RA 2T, [Site-to-Site VPN #E#:] ZiBIRLE T,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://console.aws.amazon.com/vpc/
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3. VPN #EHEIEIRL, [72232], [VPN ZEHEZHIBR]) OIEICEIRLET,
4, WREROSH =S, delete&E AHL., [HIKR] ZBIRLET,

AN RSAVFEEIEAPI ZFERAL T VPN EEZHIBRT S ICE

- DeleteVpnConnection ( Amazon EC2 7 T ') API)
+ delete-vpn-connection (AWS CLI)
+ Remove-EC2VpnConnection (AWS Tools for Windows PowerShell)

AWS Site-to-Site VPN HARXN—4—KNJI A ZHIKRTS

FEIZBIDIENAAZIY—T—RNI I A FHIBRTEE T, Site-to-Site VPN EHTHEAETNTVWEIHA
AIX—T—RIIAZHKRIBZDERETEREA,

AV =AU THAERN—T—RNII A ZHIKRTDICE

1. FET—=232RA2T, [DARAEI—T KT A ZERLET,

2. HIBRIDHAAEI—T—KRIIAZBRL, [TOZIV[HAAEZI—T—KII A ZHIER] 218
RLZET,

3. WRBEROSNIS, delete& ABL., [HIBR] ZBIRLET,

ARV RZAVEIEFAPI ZEAL THARY—T—RIIA ZHKRTDICE

« DeleteCustomerGateway (Amazon EC2 2 1) API)

 delete-customer-gateway (AWS CLI)

* Remove-EC2CustomerGateway (AWS Tools for Windows PowerShell)

AWS Site-to-Site VPN DRSS A RKR—KNTF—RKNIJ I/ 2T 2V FH LT
HIBRT %

VPC ADRBTZAR—KF— RV IAHFFEILB2LHEEICRF. VPCHASThETFRYFTESR
9o

AV =)L EZFEALTREBTZAR—RNS—RII( 2T 2V TFITRICE

1. FETF=23URAVTHREBTZAR—RNTF =R I IA] ZBRLET,
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteVpnConnection.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpn-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpnConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteCustomerGateway.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-customer-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2CustomerGateway.html
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2. RETZAXR—NT—KNDIA%BIRL, [Actions],[Detach from VPC] Z&#IRL £7,
3. MRETZAXR—KTF—RNIITADOTRYF|ZERLET,

TFEYFULIERBTZAR—RT—RNIIAHFFEICE212BER, BHIRTDEHNTESR

T VPCICT7RYFENTVWRRBTZAR—KT—R I IS ZHIRTZDERFTEFELEA, RE
T7AR—RKNT—RIIA(ZHIBRTDE, LES<KDRE. deleted MIREIRTRENEETERY)
I, 7UvI3BE, IVNURBRBBNICHBRENET,

A=) ZERAL TRETZFAR—KNTF— NI I A ZHIBRTDICE

1. FET—232RAVTRETFAR—RNTF—RI I /] Z2BRLET,
2. HIERTBEREBTZAR—RNTF—KIIAZBRL, [7OIVRBTZAR—KT—KDI
1 DHIR] Z2:8IRL T,

3. WMREEROSNES, deleteb A DL, [HIBR] ZBIRLE T,

ONRSAVELEGAPI ZFERALTRETSAR—KNS—NIIAZTFEYFITBRICE

« DetachVpnGateway (Amazon EC2 7 T 1J API)
» detach-vpn-gateway (AWS CLI)
* Dismount-EC2VpnGateway (AWS Tools for Windows PowerShell)

ANV RSAVEREFAPI ZFEALTRETSAR—NTF— NI I A ZHIBRTDICE

 DeleteVPNGateway (Amazon EC2 7 T 1) API)
* delete-vpn-gateway (AWS CLI)
* Remove-EC2VpnGateway (AWS Tools for Windows PowerShell)

AWS Site-to-Site VPN D X —T'Y NS —RNDI A 2 ZEEFETD

AWS Site-to-Site VPN ##H D X —7'Y NS —NDIA( BZETEEXT, UTOBITATS > a2 &
ATZEEd,

c RSUDYRNTF—RNIIANOBEENVRETSSARK—RNF—KNDIITA

c AORETSAR—KNF—RIIANOBREQORETSARK—KNS—KDIA

c BIORNSODYRNTF—RIIANOBEEORNS DY RNF—RNDT T A
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DetachVpnGateway.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/detach-vpn-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Dismount-EC2VpnGateway.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteVpnGateway.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpn-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpnGateway.html

AWS Site-to-Site VPN I1—H—HA R

s RETZAR=RNTF—RNIIA\NOBREORZ Y NF—RTIA

R—=TYRNF—=RIIADEEER, FILLWIVRRAMNO7OED I ZJhICERKRB., Site-to-
Site VPN &N —RWICRIATE RS BRYET,

ATO2ATE, HiILWS—KRIV I/ \OBITEZZETIBDICRIEET,

2AD

s ATV 1LV A=Y NTS—RVIAZHERTS

« ATV T 2. BNIIL—NEHIRT D (FZHAE)

s ATV 3 FHLVWS—RDIAICBITTD

c ATVT 4 VPCI—bhT—TILZEFHTS

s ATV 5. B—TYRF—RNDIAQIN—TFTAIZEHITD (ZHERE)
c ATVT7 6: HABX——KJI4 ASN ZEH T2 (XHHE)

ATFYT 1 HLWE—4YY NS —NIIT A ZERT D

FLOWE—TYRNTF—RITIANOBITEERITITREIC. ETHLVWIS— NI I/ ERETIHLE
FHYVET, RETZAR—KNT—RNIIA4ZEBMTBHZEICDOVTIE. Tthe section called “IR#8
TTAR=RNTF—=RNIVIADER Y BBRBLTLKEE VY, RSUDYRTF—KNII A DEMOFEM
ICDWTIE., TAmazon VPC Transit Gatewayy @ "Transit GatewayZ R T2, 25BL TS
(A

FLOWR—TY NTF—RIDIADN NSOV RNT—RNIITADHEEE, VPCERNT DY NS —
RIOIAIZTREYFLET, VPCTRYF XY NOFMICDOWTIE, TAmazon VPC Transit
Gatewayy ® "VPC AD Transit Gateway 72 Y FX U by Z8BLTLKEEV,

RETSAR—=KNT—RIIADASKNS DY RN —RNIIAILE—TY NEEETDIHEE, 47
2AVTRI VDY NS —RNDIIA ASN B RETSARK—KTF—KRDI A ASN £RIUEIZERE
TZEFET, BIOASN Z2FEATBEEREF. DAZRI—T—KNIIAFNALAADASNZERT DY K
T—RNJDIAASNICERETHIHENF HYET., FMICDOVTIE, Tthe section called “AT Y 7 6:
NABZI—T—KJITA ASN ZEFH T2 (FHHFE)L ZSRLTLIEEL,

ATV 7 2. BN — b ZHIRT S (RHNE)

CDATY T, BN —RZ2HERETSSAR—RKNTF—RNIIAMDAERNT DY RNTF—RITIAIC
BITTABRICHEICREYET,

ATV T 1HLWR=FY NF—RTU T A ZERTS 183


https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html#create-tgw
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpc-attachments.html
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HLWF—RIIACBITIZRICBNIL—NZRHRIDLENHYET,

® Tip
BHIL—NZHBRTDEIIC, HFIE—ZHE>T<EEV, VPN EHOBITHATT L EE.
CNSDII—KRERNTZ DY RNT—RNIJIAICBEENTZIHEN HTEEXT,

L=RZIL—RT—TILHSHIKRTZICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZF&E £ T,

2. FTESF—23URAUT[)L—KT—7 )] (Route tables) ZiBIRL T, -~ T—7 I ZERL
£9,

3. —F—1277T, JL—Z2—HE] ZBIRL T LEE\,
4. RETSARKR—=KTF—KNIITANOENIL—BNT[HIER] ZBIRLET,
5. [Save changes] (BREDORTF) 20 JYILET,

ATV 3 FHLWS—RNDIAICRBITTS
BR—TYRNT—NIVIA(ZZEETDICE

1. Amazon VPC 2V — )L M https://console.aws.amazon.com/vpc/ ZRWVW TS E&E L\,
2. FTES—232~RA T, [Site-to-Site VPN $#:] ZiBIRL £,

3. VPNEHGZEIRLT, [70232], VPN ELGZZE) OJEICERLET,

4. [B—TYRRATITT—NITAZA4TZERLET,

a. wILLWEAR—TYRNF—RIDIANRBTZAR—NF—RTITADHER. [VPNT—h
VIA]ZBRLET,

b. MILWA—YYKRT—RNITAHNNZY
ROITA]Z2BRLET,

5. [Save changes] (EEORE)ZIVYILET,

U]

SYRNT—RIIADBER. [FNFUDZYRT—

AN RZA2&EE APl ZE A L T Site-to-Site VPN G Z2 ZEE T B IC I

* ModifyVpnConnection (Amazon EC2 Query API)

ATV T IHLWF—RIIAICBITTS 184


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnection.html
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» modify-vpn-connection (AWS CLI)

ATY T 4 VPCI—KNT—TINEEHT

LW —RIDIAICBITLER, VPCOIL—RT—TIN2ZEEITEIHENHZIBENBYVET,
M DOWTIE, Amazon VPC 1—H—HARD T)L—hT—T )1 Z23BLTLSEZL,

RORIC, VPN TP —KRIDIA 22— Y NEEBELEEBICETIBVPCIL—NTF—TIOEHICET

PE|ERLET,

BEOT—KRDITA
EBEhZIIL—~Z2HEORE
TOAR—NS—KhDIA
EBEni)l—NEFORAE
T5AR—=NF—KDIA
EEEhZIIL—NZFEORE
TSAR—=KNTF—KDIA

BHL—NERBORETS A
R—NJ—RDIA

BHIL—NEHORETSA
R—=KNT—=KhDxTA

BHIIL—NEFERETZA
R—=—KN7—hDIA

NSV RNT—hDIA

HFLWS—RkoTAq
N>

N Nl N i

EEENE)L—NEFORE
TSAR—=KNTF—RDIA

BHIIL—NEEFORETZA
R—KJ—hDTA

NV Nkl N i

BRIIL—NEEORETSA
R—=—RKNJT—KkDIA

EEE NI —bhZEEORA
TZAR=—NF—hDIA

BHIL—NEFORETZA
R—=—KN7—hDIA

VPC DI—KT—TIDOEE

NZDYRT—RIIAD
ID A"&E hTWVWBI)—h%Z
HIBRL £ 95

HBRBTOAREHYEKE
Ao

HLUWMRETZANR—KT—
ROIADIDAFEMENATL
I—bhZEMLERT,

NSOV RNTF—RNDIAD
ID ANDRETZ A R—KT—
ROIADID Zi&TSI—
NeEHLERT,

FLWRETSAR—KT—
RIIADIDADORETSA
R=KNTF—RKRIJIADID Z1&
MIBDIL—NZEFLET,

RIETZAR—KF—hrDI
10D Z8TIIL—NZHIRL
ESC R

RESSAR—KNTF—RDI
ADIDANDRNZT>DY N —

ATY T 4 VPCII—RNTF—TILEEHTS
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpn-connection.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
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BEOT—rDIA wLOWTF—hDIA VPC DI—KhT—TIDOEE
ROIADID ZBMTDIL—
hNEEHLET,

NZDYRTF—RDIA EREE )L — N Z2EFDRE NZUDYRT—RIIAD

TZ2AR=—RNT—hDTA ID 288 —NZHIBRL &
ER
NN Nl v e NN Nl v e MLOWKRZ DY RNT—b

TIADIDADRNSUIY R
T—RJIADID ZHKINT S
I—hZEHLET,
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JSON

"Version":"2012-10-17",

"Effect": "Allow",
"Action": [
"ec2:DescribeVpnConnections"

"Resource": ["*"]

{
"Statement": [
{
1,
}
]
}
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"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

1,

DescribeVpnConnections",
DescribeVpnGateways",
DescribeCustomerGateways",
CreateCustomerGateway",
CreateVpnGateway",
CreateVpnConnection"

"Resource": [

Mg
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},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/s2svpn.amazonaws.com/

AWSServiceRoleFoxVPCS2SVPNInternal",
"Condition": {
"StringlLike": {
"iam:AWSSexviceName":"s2svpn.amazonaws.com"
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ec2:GetWidget PO A AZE > TV HBVESICRETIENTT,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:GetlWidget on resource: my-example-widget
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BEH%Z CGW BGP E7 ICiE{E
LEL L,
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Xvt—

AWS IO ET A IEBE {ip: xxx}
A5 6/4 (Cease/Administrat
ive Reset) D BHIZZEL &
Lk

AWS fllo 7 »* 6/5 (Cease/
Connection Rejected) = &4
IS {ip: xxx} ICIEELEL
=

AWS Il D E7 2 I BE {ip: xxx}
A5 6/5 (Cease/Connection
Rejected) DBEHMZZFELEL
Iz

AWS il EF A 6/6 (Cease/
Other Configuration Change)
(BN =B {ip: xxx} [DEE
LELLE

AWS flo E 7 AT B {ip:
xxx} &' 5 6/6 (Cease/Other
Configuration Change) M &l
ZZELELLE

AWS IO E T A 6/7 (Cease/

Connection Collision Resolutio
n) 08X % I B {ip: xxx} ICi%

ELELE

AWS IO E T A IR {ip: xxx}
A5 6/7 (Cease/Connection
Collision Resolution) & %1%
ZFELELE

BGP AT —2XA

- A%

- A7

S

AWS flli& CGW ET A 5
BGP v a AUty k&
hiclEezRdBHAZZEL
F: O i

AWS flll&., BGP Y>3 >
NEREhECEERTEH
% CGWBGPETZIZEELE
L 7%

AWS flll& CGW ET7 A 5
BGP v a NfERET N
CEERTBEMNZEZELEL
oo

AWS flli&, BGP vy 3>
RENEENTOhIC L%
TTEHZ CGWBGP ETIC
EELEL L,

AWS fllld CGW ET A 5
BGP Y2 a BRENEEN
ThhlkltzRTEBNEZS
ELEL L,

AWS filid. mHOET A R
CEFERILELSELEE
EILEROEREMRIDIE
HIZ, CGW ETICEHMZX
ELELE,

AWS flllE. mHOET A EE
CEmREBILLSELEE
L, BEROGRNIBERE L
ECEERTERNE CGWE
THoZFELELLE,

Site-to-Site VPN OY O AR

237



AWS Site-to-Site VPN

Q—H—H1 K

XY E—3

AWS IOET HFREBR AN —
DBEMHRA I N 2B H & IR
B% {ip: xxx} ICIEBELEL

AWS IO ET A IEBE {ip: xxx}
HSFIE’ OPEN X v £—
ZHRELULELE, VE—HMAS
(& {asn: xxx}, F28 {asn: xxx}

AWS Il ET A Bk {ip:
xxx}- /N—>32 4, AS

{asn: xxx}, R—IL RZ A LA
{holdtime (¥): xxx}, JL—2—
ID {id: xxx}} * 5 OPEN X v
t—JZELELE

AWS fllo E 7 AT B {ip:
xxx}- /N—>32 4, AS

{asn: xxx}, R—IL RZ A L
{holdtime (¥): xxx}, JL—&—
ID {id: xxx} (£ OPEN X ¥ tz—
TEIAELERLE

AWS IO ET A (Connect #&
HT) B {ip: xxx} \ND#ELHE
FAHBLTVWET

AWS flD ET7 A IEBE {ip: xxx}
I End-of-RIB XY —2 &%
ELELLE

AWS IO E T A B {ip: xxx}-
AS /Y A: {aspath (') A ): xxx
XXX Xxx} ' S DEETEHZ
ZELELE

BGP AT —2XA

- A%

- A%

upP

upP

S

BGP RE X A N —DHEHIR
Atlh, AWS filA5 CGW (Z
BAFEEENEL L,

AWS il T, REDF—H%Z R
TAESR OPEN XY -0
CGWET7 A SZEFETh TV
DENREENKL L,

AWS fllix, CGWET7 ED
BGP v a zRHATZ -
DO BGP =T XY t—
#ZELEL L,

CGW E7 & BGP F—7"~
AvE—T%EFELT. AWS
il BGP EF7 & M BGP v
>arERBLERL L.

AWS fil A" CGW BGP & A
N—ECEHELRISELTVLE
ER

AWS fllix,. BGP Y>3 >
DFEL#IC CGW ADIL— b
NDEEZTTLELE,

AWS N EBED S BGP Y
JAVEMOEHZZELE
L7k,
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W=hAT—=RAXY &=

BGP AT —RAX Y E—JLRRERBVY ., LI—FAT—RAXYE—-J LR, AS/NA, O—
AIEE. IVFITZY MEBIF (MED), RTARNKYTIPFTRLA, EHBZE, BED
T7L74Y AN BGP BHICEIZT—ENEENET, I—FAT—RAXYE-T(C

(&. ADVERTISED, UPDATED, F7 & WITHDRAWN OJ)L— KR TIS—HFREL LHESICDH,
HH7 A RABENEKT, TOHIEZUATICRLET,

XY= EdH

Mas-path contains our own AS, IC &% ER CGWASDOHFLWILT71Y U ADBGP &
XY -2, AWSRIOETHAFET S AS
ZE2CIL—POESH, AWS ICK > THEBREH
FL L,

ICEBET BERENTVBEVRTIARRY T #ESHATVWBEVWRIANKY THRIEOD KK
&V, AWS F CGW ASTLT7 1Y TAD
BGP L— K7 RNZA XEHEELE L.
— KA CGW I TRZERRETH S _ & Z D

F9,
N>ZJ BGP OJoOJEX DA
{
"resource_id": "vpn-1234abcd_1.2.3.4",
"event_timestamp": 1762580429641,
"timestamp": "2025-11-08 05:40:29.641Z",
"type": "BGPStatus",
"status": "UP",
"message": {
"details": "AWS-side peer BGP session state has changed from OpenConfirm to
Established with neighbor 169.254.50.85"
}
}
{

"resource_id": "vpn-1234abcd_1.2.3.4",
"event_timestamp": 1762579573243,
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"timestamp": "2025-11-08 05:26:13.243Z",
"type": "RouteStatus",
"status": "UPDATED",
"message": {
"prefix": "172.31.0.0/16",
"asPath": "64512",
"localPref": 100,
"med": 100,
"nextHopIp": "169.254.50.85",
"weight": 32768,
"details": "DENIED due to: as-path contains our own AS"

CloudWatch Logs IZR1TT 2 26D IAM E4

OJ#EEN ELBETSDSHICE. BEDREICERAEATVWSIAM TV NILICTRY F&
NEZIAM RIS =2, PBLSEEUTOTIVEAFANEENTVBIHENf HVYET, FEMEICOL
TI&. Amazon CloudWatch Logs 1—%'—74 Ry @ "HED AWS H—EZXASOOTREDELR
by £33V CEERENATOES,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"logs:CreatelLogDelivery”,
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeleteLogDelivery",
"logs:ListLogDeliveries"

1,

"Resource": [

myn

1,
"Effect": "Allow",

"Sid": "S2SVPNLogging"
},
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{
"Sid": "S2SVPNLoggingCWL",
"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResouxcePolicies",
"logs:DescribelLogGroups"
1,

"Resource": [
mgn

1,
"Effect": "Allow"

AWS Site-to-Site VPN O Y 58 E N KRR

Site-to-Site VPN ##H 07 VT A ETAOJEXRRLET, T, BSLLTILIVXLKEDEE
EOFMX., ROFXILVPNOTHFEMCBE2D>TVRILNESHZERTEET, NOXRILOREZR
REBDCEETEET, ChiICKkY, VPN EHETRETIUREOHIBEXHESZ L RRNIC
EBRFTEEXRT,

BEORMZIIOTERRELZRRTDICE

1.

2
3
4.
5

Amazon VPC 102V —)L @ https://console.aws.amazon.com/vpc/ ZRWVW TS IZE LY,
FTES—2 32 R4 T, [Site-to-Site VPN $#:] ZiBIRL £,

RRT S VPN $#Z#: % [VPN connections] (VPN &) VARD SBIRLE T,

[Tunnel details] (M > RIL D) 2 7 ZBIRLE T,

[Tunnel 1 options] (k> XJIL 1 A 7> 3>) w93 3> & [Tunnel 2 options] (K> XL 2 F7°
2a N teov2avaERBEALT, IXNTORMN U RIIEBREFHZRRLET,

REDNDAT—ZAO MY XRJL VPN OJ#EE, £ LT~ XI)L VPN OY D CloudWatch O
L—7OFICHREREENTWS CloudWatch OV JI)IL—7 (FETZ2HE ). HBLP KR XI
VPN OJOHEARROTICOTHARRERRTERT,

REOAT—RADONZ) BGP O #eE, LT~ XJL VPN O ® CloudWatch O &
W=7 OTEREREENTVS CloudWatch AJ I —7 (FETREHE ). BRI XRI
BGP OV NHEAFXDOTICOTHAFERAERRTEXT, CloudWatch
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AWS X > RS A Fi-ld APl 2 L T Site-to-Site VPN ##HNBEND N R OJRBRREE
KTRTBICE

» DescribeVpnConnections (Amazon EC2 Query API)

 describe-vpn-connections (AWS CLI)

AWS Site-to-Site VPN O #BIC T

Site-to-Site VPN OV ZBMIZL T, MR OREX ZTOMOFMEED VPN T ITAET 1%

RBRLET, HLLVWERTOUVREEZEMIITIH, BEOEGEZZEELCOJVRET VT ET 1
ZHBTEERT, BROOJERZEMZITSESE. Site-to-Site VPN OJ ZEMICT D, 25
BLTLSEEW,

® Note

BE1Z D VPN $##t N> X)L T Site-to-Site VPN OJ 2 BMICT I HE. TORRILENLE
BHESBOBPME N UEEN B ET, L, VPN ERRISTHAEZRRID L
DIZ2D2OR R EZRELTVWS LS, —EBIL1 20 XILTOVEEEEMICL, &
BELTVWAHEWKRY XL ZD br?&h&%&%r%ia‘o FHHMICOWVWTIE, TAWS Site-to-Site
VPN RZRITIVRRAVNDEERZ ) BSRBLTLSEE L,

#1L L Site-to-Site VPN ##Z#HDOERFIC VPN OJ & E2EMIC TSI

AT Y7 5: VPN ZHE2ERT D OFIEICHEVET, ATYT 90 "ThORILATS a2, TR,
WMAEDKRYRIITERATZINTOAT>3a> (VPNOAJRR]| AT 3> 2E80) ERETESE
T, CchSONTX—ZDOFEMIC DOWVWTIE TAWS Site-to-Site VPN D R XL AT 3, #
SRLTLSEETL,

AWS N> R A& 1zld APl ZEA L TH L L Site-to-Site VPN ##ft T R R OTRREZEHM
LT3

« CreateVpnConnection (Amazon EC2 Query API)

+ create-vpn-connection (AWS CLI)

B O Site-to-Site VPN #EHE TRV XL T IOTAET A OOTREREZBFMICTRICE

1. Amazon VPC 2V — )L M https://console.aws.amazon.com/vpc/ ZRWVW TS E&E L\,
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2. FTES—232~RA T, [Site-to-Site VPN $#:] ZiBIRLE T,

3. ZEYD VPN E#%Z [VPN #) VAR SBRLET,

4. [F2>32], VPN R RILAT2 IV ZZE] QOEISERLET,

5

[VPN tunnel outside IP address] (IP 7 RL AZA® VPN R XJ)L) UARNASEE IP 7 RLA
ZERL, EEITD M XN ZERLET,

6. [Tunnel activity log] (N> FILT 274 EFT1O%Y) T, [Enable] (BM1L) Z:&IRLFT,

7. [Amazon CloudWatch log group] (Amazon CloudWatch O Z')L—7") T, OJ Z#EITH %D
Amazon CloudWatch OJ V)L —7"%&RL £ 7,

8. (F7> 3 )[Outputformat] (HHFX) T, FEITH AT EHIOER (json TLEFETFAN) Z
ERULET,

9. [Save Changes] (BREZR#F) 2 BIRLE T,
10. (A7 23 BEBICBRUT, ORI RILICHUTATY 7 49 Z#&V)IRLET,

BXF® Site-to-Site VPN ##: TR XJL BGP OJ BB EEMICTSIZIE

1. Amazon VPC 12V — )L ® https://console.aws.amazon.com/vpc/ ZFRWVW T IEE L\,

2. FTES—2 32 ~RA T, [Site-to-Site VPN £#t] ZiBIRL £,

3. ZEYS VPN E#HZ [VPN #ZEH) VALY SEIRLET,

4. [F9>32], [VPN "RV AT2 32 ZZEB)OEICERLET,

5. IP7RLAAD VPN RZRJJVARDSEYEIPTRLAZZERL, ZEEITD AR %Z
BRLET,

N>ZJILBGPOJT, BMLEBRLET,

7. [Amazon CloudWatch log group] (Amazon CloudWatch QY J)L—7") T, QJ Z#ET 2 %D
Amazon CloudWatch OJ 7 )L—7"%&RL £ 9,

8. (F7> 3a)[Outputformat] (HAHFX) T, FLEITHO7EHIOER (json TLETFAN) %
EBRLET,

9. [Save Changes] (BEEZR#E) ZERL KT,
10. (A7 23 BEICBUT, ORI RILICHUTATY 7 4—9 Z#&V)IRLET,

o

AWS N> RZ A &1zl APl Z A L TEEEF O Site-to-Site VPN ##t T R XL OTRRZEHM
ICF2ICE

« ModifyVpnTunnelOptions (Amazon EC2 2 ') API)
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» modify-vpn-tunnel-options (AWS CLI)

AWS Site-to-Site VPN O = &EXHIZ T

TOEGEDODTIVTAETAZEBHLELZ2LEHEE., TOELEDO VPN OJEREEMIICLET,
COTOIAVEEOTRBEOAZEMCTEIED, TOELEDBOEDICEFELEFB A, ELHT
OJXRZ2ENELEBEMCTSICE., TSite-to-Site VPN OT EZEMICT S, 2SR TS
Wo

Site-to-Site VPN ##: TN XTIV T4 ET 1 OOV RRZEIICTSICE

1. Amazon VPC 2V —)L® https://console.aws.amazon.com/vpc/ ZRWVW T & L,
2. FTES—232~RA 2T, [Site-to-Site VPN $#:] ZiBIRLE T,

3. ZETS VPN #ELZ [VPNEZEK] VAN SEBIRLET,

4, [702232], VPN R RILATZ a2 ZEE] OJEICERLET,

5

IP7RLAADVPN R VARASEYZIPTRLAZERL, EETD R X)L %Z
BRLEXT,

[Tunnel activity log] (N> ZILFT VT 1 EFT 4 0O%7) T, [Enable] (B&11t) ZBIRL £,
7. [Save Changes] (EEZR#E) ZERL E T,
8. (A72AVMBEIIRLUT, O RILICHULTATY 7 47 ZVIERLET,

o

Site-to-Site VPN #Z#: TR~ X)L BGP OV SEHREZEMICTSICIE

1. Amazon VPC 12V — )L ® https://console.aws.amazon.com/vpc/ ZRWVW T & L,
FTES—2 32 R4 2T, [Site-to-Site VPN $E#:] ZiBIRL E£7,

LETS VPN #Z&i % [VPN #&]) VAR SEBIRLET,

[72>32V], VPN RO ZIILAT> 32 2ZE] OMEICERLET,

IP7RLAAD VPN R RILJVARASEYZIPTRLAZERL, EETD R X)L %Z
BRLEXT,

NI BGPOJT, BMLEZIVUTLET,
7. [Save Changes] (EEZR#E) ZERL E T,
8. (A7 2aU)BEILISUT, tOKRFIICHULTATY 7 47 Z#VIRLET,

o & 0N

o
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AWS X RS A E =k APl ZFERA L T Site-to-Site VPN #Z#H: D N> X)L OTBFREEMCT S
(A = ¢

« ModifyVpnTunnelOptions (Amazon EC2 2 I ) API)

» modify-vpn-tunnel-options (AWS CLI)

Amazon CloudWatch %Z B L T AWS Site-to-Site VPN b2 X)L
BEZRIVTTS

CloudWatch ZFALTVPN R RILEZEZRIVTFTBHET, VPN H—ERADN S raw F— 5 %
IREL, UTLRA ACEVEARY TEEX RS RCNITACENTEET, Chs OB
15 A BERFEND O, BEBRICTIVELALTIIT 7S VTr—23a 0 —EA0EEE L
VEIVREICIBEETEE T, VPN X KNU O AF—RE, FATBEICHES & BERIC CloudWatch ICIEE
ThET,

BMIICDOWVWTIE., TAmazon CloudWatch 1—%—7#4 R, #8BLTLEE L,

AEN

« VPN OXKNUDGARETFAX 3>

« @ Amazon CloudWatch Logs X b U A& Kk~ 9F S AWS Site-to-Site VPN

« AWS Site-to-Site VPN k> X)L ZEZX 1) > 9% Amazon CloudWatch 77 —LZEXT S

VPN DX KNYDRAETFA4 X3

Site-to-Site VPN #Z#: Tl&. X ® CloudWatch XKUY O A& FEHTEEXT,

XKNUTRA AR

TunnelState N> ZILOIREE, BH VPN OB4S. 0 I
DOWN ZRL, 1 & UP ZRLET, BGP
VPN M£4. 1|k ESTABLISHED %#7RL. 0
FHDITXTORREICFERAENET, €550
RALTDVPNTE, 0~1 DER, PBELEE
1 D2ORNRILF UPRETEAZVZEZRL
x£7,
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XNUORA B
B0 51 ETOLHE

TunnelDataln ¢ HAZRI—T—KRDIA4HS VPN R XIL%Z
MU TERDO AWS HITZEL /NS ML &
XNVOADTF—RKRAV NE, BIOTF—RR
A RNUBRIZZEENENANOBERLET
o ZUBBPICZEETAENA NOBEEXRTR
TBICE Sum HETZEFEALET,

COXRNIDRAR, BESLOBROT—RZND

RLET,
BN B
TunnelDataOut t VPN R ZILZNL TEGEDO AWS ilH S5 H

ABI =T =RV IAIZEFENLZNA ML
BEXNVITADTF—BRAV N, BIOT—X
RANUBRISEFEENLENA MOBZERLE
¥, ZEAMBERICEFE /NS bORTZER
RIBICIE Sum At EERALE T,

COXRNIDRAR, BESLOBIOT—RZND

>hMUERT,
BAL NS
ConcentratorBandwidthUsage Site-to-Site VPN 1>t ML — R EH O

HiEFEHAE, cOXKNJOURAWE, Site-to-Site
VPN It RNL—2%EH 95 VPN ##£ T
FHTEE T, Average EtZ2 AL T, B
PO HEHEFERAEZRRLET,

B EY NB

TCHSDOXRNUTAR, RORILHFFTILTVWRIHEETE, XY RNID—UERARRELR—KT
EXY, chiE, FORITEBNBAT—RAFIVINRGTEN, NV ITTTURARP &&
OBGP UIITARDEHTT,

VPN DX RNUJARETFAX2 3> 246
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AXNDORF—=RETANRIITFTREHIUTOTFA X232 EERALET,

FAXYYAY ST

Vpnld Site-to-Site VPN ##: ID TX RNV O ARAF—RZT 1 INR I YT
LET,

TunnelIpAddress RETSAR—=RNSF—RIIALADORRILDIPFTRLATXK

VDOARAT—B&2T71INEZIVITILET,

@ Amazon CloudWatch Logs X k1) U Az &7~ 9 % AWS Site-to-Site VPN

Site-to-Site VPN #EZ#iZERTH EE(C, VPN H—EAIF VPN EZEHEICEATAXRN) AN RET
BEICEBD &, % CloudWatch ICIEELET. XDKSIC, VPNEHDA RNV ABRKRRTEE
9,

CloudWatch A2V —)LZERALTX KNI JRAZRTTDICE

XNUDAREFTH—ERAOFRZBIEICTIL—TbEh, RICEBAZEAOEETETETET 1 X
varvosehbEl el TdIIL—TtEnET,

1. CloudWatch 102V —JL (https://console.aws.amazon.com/cloudwatch/) ZFH& £,

2. FTEF—=23URA2T [Metrics (X RJ IR ZBRLTLSEEV,

3. [FXTOXRNDIA]IT, [VPNI XNV O RABHIZEZERLET,
4

XNVDRAZRRTIBDANIDATFAX232 (VPN RRILXRNV DA &) 2 BIRL &
ER

(® Note

VPN BEIZERIE. RRLTWS AWS |J—< 3> T Site-to-Site VPN BHENMERETNDET
CloudWatch >V —JLICRREenhEzE A,

ZEALTARNI I RAZERTTSICE AWS CLI

O R7O7 KT, XAOONY REEALET,

VPN CloudWatch X M) 2 AM KRR 247
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aws cloudwatch list-metrics --namespace "AWS/VPN"

AWS Site-to-Site VPN R X)L ZEZ=42R') >4 9% Amazon CloudWatch
To—L%ZEKRTS

T o—LDRENZDHD/-5. Amazon SNS X v £—2 &iX{E T S Amazon CloudWatch ® 7
LZERTDCENTEEXRT, PToO—LREBESAEHEICHE>TE—-—OXKNY 77\75_":E_'5“J/

JU., BHROHBICHLEZYBREEOLE MEICEETSZ X NIV AEICE T VT Amazon SNS hE'Y
JICBHAZEELET,

PIZE, 1 D2OVPN 2 ZRIIOREZETEZZITL, 15 53BRICID2OTF—ZKRANTHRI X
IWAR I REIIB DL ECBAZEETEELOBT 7—AE1’EEJ?'C“€¥3“O

1 2ORRIVREDT Z—LZERTBICIE

1. CloudWatch 112V —JL® https://console.aws.amazon.com/cloudwatch/ ZBW T < & L,
2. FTETF—=23URAVT, [T7—L]ZREL., [IXTOTT—L] ZERLET,

3. [77—LDHEKR] ZERL, (XMJVITADER] ZFRLET,

4. [VPN] ZiERL., [VPN R RILDXRNU IR 2 ZBRLET,
5

TunnelState XM JAERUITT, BRORRILDIP 7P RLAZEBERLET, [XRUTRA
NER) Z2BIRLET,

6. [TunnelState XD EZRFVWDOTE.] T[ERYEW] ZBIRL, [RERVE.JODTOANT 1 —
JIRIZ T EAALET,

7. [BMRE] T, [T7—LRROF—FZRABNELT 320553, ERELEY,
8. [RN]ZERLZET,

9. [BHIZLLT®SNS hEY VICIAE] T, BFEOBHUARNZERTZ A, HLLWUANZER
LEXY,

10. [RAN] ZZBIRL £,
M. P2—LDBRZAILET, [AN\] ZBRLET,
12. P2—LDREZHEREL. [T7—LDEK]ZVIVYILET,

Site-to-Site VPN 8t DIREZERT DT Z—LZERTER T, HIAE. 1 DFRLBEFEAEOM X
WOE DT REN 558 (1 DOHME) ESL SR ICBHZEEITZTI7—LZERTEERT,

VPN N>R\ ZEZR > 9% CloudWatch 75— LDIER 248
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Site-to-Site VPN Z#IRED T S —LZER T B IZ I

1. CloudWatch 12V —JL® https://console.aws.amazon.com/cloudwatch/ ZR W T Z& L\,
2. FTET=232RADT, [T7—L]ZERREAL., [TXTOTF—LAL]ZERLZET,

3. [7Z7—LDEMK] ZFRL, [ XMUTADER] ZEBRLET,

4. [VPN] ZiBRL, [VPNEHOX NV IR] ZERLET,
5

Site-to-Site VPN ##t & [TunnelState] X NV AZBIRLET, [XNUTADREIR] ZiBIRL F
¥,

6. [#FT] T, [RK] ZHEELXT,
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