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Medium, Must include tenant
identifiers in policies and
authorization requests.

{€. All queries target one
policy store.

{K., Must make one schema
work for all tenants.

K. All policies are global and
can be centrally updated.
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onboarding. Replicate global
policy updates between many
policy stores.
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Delete the policy store.
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arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl111111",
"createdDate": "2023-05-16T17:41:29.103459+00:00",
"lastUpdatedDate": "2023-05-16T17:41:29.103459+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
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1. Rust 7O IO RZERLET,
2. OBFEONI—RZXOI—RKmain.rslCEBEBAET,

use std::time: :Duration;
use std::thread::sleep;
use aws_config: :BehaviorVersion;
use aws_sdk_verifiedpermissions::Client;
use aws_sdk_verifiedpermissions::{
operation::{
create_policy::CreatePolicyOutput,
create_policy_store::CreatePolicyStoreOutput,
is_authorized: :IsAuthorizedOutput,
put_schema: :PutSchemaOutput,
},
types::{
ActionIdentifier, EntityIdentifier, PolicyDefinition, SchemaDefinition,
StaticPolicyDefinition, ValidationSettings
},
Iy

//Function that creates a policy store in the client that's passed
async fn create_policy_store(client: &Client, valid_settings: &ValidationSettings)-
> CreatePolicyStoreOQutput {
let policy_store =
client.create_policy_store().validation_settings(valid_settings.clone()).send().await;
return policy_store.unwrap();

//Function that adds a schema to the policy store in the client
async fn put_schema(client: &Client, ps_id: &str, schema: &str) -> PutSchemaOutput
{
let schema =
client.put_schema().definition(SchemaDefinition: :CedarJson(schema.to_string())).policy_stc
return schema.unwrap();
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}

//Function that creates a policy in the policy store in the client
async fn create_policy(client: &Client, ps_id: &str,
policy_definition:&PolicyDefinition) -> CreatePolicyOutput {
let create_policy =
client.create_policy().definition(policy_definition.clone()).policy_store_id(ps_id).send()
return create_policy.unwrap();

//Function that tests the authorization request to the policy store in the client
async fn authorize(client: &Client, ps_id: &str, principal: &EntityIdentifier,
action: &ActionIdentifier, resource: &EntityIdentifier) -> IsAuthorizedOutput {
let is_auth =
client.is_authorized().principal(principal.to_owned()).action(action.to_owned()).resource(
return is_auth.unwrap();

#[::tokio::main]
async fn main() -> Result<(), aws_sdk_verifiedpermissions::Error> {

//Set up SDK client
let config = aws_config::load_defaults(BehaviorVersion::latest()).await;
let client = aws_sdk_verifiedpermissions::Client::new(&config);

//Create a policy store
let valid_settings = ValidationSettings::builder()
.mode({aws_sdk_verifiedpermissions::types::ValidationMode: :Strict
b
.build()
.unwrap();
let policy_store = create_policy_store(&client, &valid_settings).await;
println!(
"Created Policy store with ID: {:?}",
policy_store.policy_store_id

);

//Add schema to policy store
let schema= r#"{
"PhotoFlash": {
"actions": {
"ViewPhoto": {
"appliesTo": {
"context": {
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"type": "Record",
"attributes": {}

},
"principalTypes": [
"User"
1,
"resourceTypes": [
"Photo"
]
I
"memberOf": []
}
},
"entityTypes": {

"Photo": {
"memberOfTypes": [],
"shape": {

"type": "Record",
"attributes": {
"IsPrivate": {
"type": "Boolean"
}
}
}

},

"User": {

"memberO0fTypes": [],

"shape": {
"attributes": {3},
"type": "Record"

}

}
}
}
1"#;

let put_schema = put_schema(&client, &policy_store.policy_store_id,
schema).await;
println!(
"Created Schema with Namespace: {:?}",
put_schema.namespaces

);

//Create policy
let policy_text = r#"
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permit (

principal in PhotoFlash::User::"alice",

action == PhotoFlash::Action::"ViewPhoto",

resource == PhotoFlash::Photo::"VacationPhoto94. jpg"
);
"

let policy_definition =
PolicyDefinition::Static(StaticPolicyDefinition::builder().statement(policy_text).build().
let policy = create_policy(&client, &policy_store.policy_store_id,
&policy_definition).await;
println!(
"Created Policy with ID: {:?}",
policy.policy_id
);

//Break to make sure the resources are created before testing authorization
sleep(Duration::new(2, 0));

//Test authorization
let principals=
EntityIdentifier::builder().entity_id("alice").entity_type("PhotoFlash::User").build().unw
let action =
ActionIdentifier::builder().action_type("PhotoFlash::Action").action_id("ViewPhoto").build
let resource =
EntityIdentifier::builder().entity_id("VacationPhoto94.jpg").entity_type("PhotoFlash: :Phot
let auth = authorize(&client, &policy_store.policy_store_id, &principal,
&action, &resource).await;
println!(
"Decision: {:?}",
auth.decision
);
println!(
"Policy ID: {:?}",
auth.determining_policies
);
0k(())

3. —XF)LIC cargo run ZA BN L TOI—RZRITLET,

Od—RAELLKEFTENDE, F—ZFIIWNITRERIS—DORIJZ — D H'Decision: AllowkcZE
£9, Chlk, RU—ARNTHEEICEREN, AWSSDKforRust ZFRALTTARNEhECE
BEEWKLET,

Rust ZfAL RV —A N7 DR 33



Amazon Verified Permissions d1—H¥—HA R

VI—R&0)=2TVT7T9%

RIS —ARNTORENZTLIES, HIRLET,
RIZ—ARNTZHIRT D ICE

delete-policy-store ARL—>32 AL TRU—ARNT ZHIBRL., ZHIBRTBRIZ —
ANT ID PSEXAMPLEabcdefgl11111\CEZEMAET,

$ aws verifiedpermissions delete-policy-store \
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4. AWS::Lambda::Function, AWS::IAM::Role, AWS::IAM::Policy. AWS::ApiGateway::Authorizer, AWS::L:

ROTTL—KE, RUZ—ARNTOHITY, Lambda A=Y Z A HF—UYV—RZBRFEOARY U
PESCOTUTL—RNIEBMTEXT,

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyExamplePolicyStore": {
"Type": "AWS::VerifiedPermissions::PolicyStore",
"Properties": {
"ValidationSettings": {
"Mode": "STRICT"

},
"Description": "ApiGateway: PetStore/test",
"Schema": {

"CedarJson": "{\"PetStore\":{\"actions\":{\"get /pets\":
{\"appliesTo\":{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],
\"context\":{\"type\":\"Record\",\"attributes\":{3}3}3}3},\"get /\":{\"appliesTo\":
{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type
\":\"Record\",\"attributes\":{3}3}}},\"get /pets/{petId}\":{\"appliesTo\":{\"context
\":{\"type\":\"Record\",\"attributes\":{}},\"resourceTypes\":[\"Application\"],

AERENOBIT 41


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-verifiedpermissions-policystore.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-verifiedpermissions-identitysource.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_GetIdentitySource.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-verifiedpermissions-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-authorizer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-permission.html

Amazon Verified Permissions d1—H¥—HA R

\"principalTypes\":[\"User\"]1}},\"post /pets\":{\"appliesTo\":{\"principalTypes\":
[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type\":\"Record\",
\"attributes\":{}}3}3}},\"entityTypes\":{\"Application\":{\"shape\":{\"type\":\"Record\",
\"attributes\":{}}},\"User\": {\"member0fTypes\":[\"UserGroup\"],\"shape\":{\"attributes
\":{},\"type\":\"Record\"}},\"UserGroup\": {\"shape\": {\"type\":\"Record\",\"attributes
\": {33333}

}
}
3,
"MyExamplePolicy": {
"Type": "AWS::VerifiedPermissions::Policy",

"Properties": {
"Definition": {

"Static": {
"Description": "Policy defining permissions for testgroup
cognito group",
"Statement": "permit(\nprincipal in PetStore: :UserGroup::

\"us-east-1_EXAMPLE |testgroup\",\naction in [\n PetStore::Action::\"get /\",
\n PetStore::Action::\"post /pets\",\n PetStore::Action::\"get /pets\",\n
PetStore::Action::\"get /pets/{petId}\"\n],\nresource);"
}
.
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"

I
"DependsOn": [
"MyExamplePolicyStore"

I
"MyExampleIdentitySource": {
"Type": "AWS::VerifiedPermissions::IdentitySource",
"Properties": {
"Configuration": {
"CognitoUserPoolConfiguration": {
"ClientIds": [
"lexample23456789"
1,
"GroupConfiguration": {
"GroupEntityType": "PetStore::UserGroup"
},
"UserPoolArn": "arn:aws:cognito-idp:us-
east-1:123456789012:userpool/us-east-1_EXAMPLE"
}
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1,
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"

},

"PrincipalEntityType": "PetStore::User"
},
"DependsOn": [

"MyExamplePolicyStore"
]

API > ORIV —ARNTORNZ TN 1—F42T

Amazon Verified Permissions API IZ) > V& iz RS —ARNT 2B ETHBRO— BN EEEOD
WrEBEICE., CB5ES5DFEHmESEICLTLLEZL,

NEY D

e RU—ZEFHLELLEN, AROREFEEEThFLATLE

e Lambda A=V ZA4 Y —Z APIICTEYFLEAN, BAVIIAMEERL TLAEW
s FHHLBVRIREZZEY, BaO> Yy J&2#RL L

« Lambda =V ZA4¥—ps5O7ZR 2L

« Lambda =Y ZA4 ¥ —HFEFEZLEL

* APIANTZAR=BNVPCILHY, A—VFA Y —ZHTHTENTERW

s WAETFNTEMOI—Y—EBHZREL LV

s FILWF O3, TOAVAVTHFANEMY, FERVYV—ABHZEMNTS

R —ZEHLKRLIEY, BBOREFEEENTLEATLLE

77 # )L N Tk, Verified Permissions FFRANIREZ 120 WEF +v> 135K SIC Lambda 7+ —
YSAH—ZRELET, 20RICBRATIDD, A—VFAF—0OF vV 1ZBEMILET, &
I DOWTIE, "Amazon APl Gateway FROY/N—HA R, @O "TAPIF ¥+ v 1 &2B/MICL THE
HEEHD1 ZSBLTLEEV, Amazon API Gateway
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Lambda #—VYZ A ¥ —& API ICT7 XY FLEN, BAVIIANZERLTLWEW

DOTANODMEBZRBITDICRE., A—VYTAHF—ETEYFULEAPIRT—22F7O04F 2%
ENBHVYET, FMICOVTIE, "Amazon APl Gateway RO Y /N\—7H 4 R, ® "REST APl ®F*
7041 28BLTLKEEV, Amazon APl Gateway

FHLZVRAREZZ Y., BAO>DY J%2#5E0 £\

API U‘/O/-R’U‘/ ANT77O0ARK, #—Y 54 —0 Lambda B8 ZERK L £9, Verified
Permissions &, BRARENOD Y V2 Fd—Y 54 HF—BRICBHIMICBELET, RU—ARNT
EﬂfﬁkbtéLF‘?‘C BEOoO>Y VERIABBLVEHRTEEXT,

AWS CloudFormation 1>V —J)LA'S Lambda B8z R D2 F2 2k, ILWARUS—ARNT O#E
ER—DICHDT7TO1MDERREZZBIRLET,

AWS Lambda OV — I THHZERDITZELETEET, RUS—ARNFTAWS U—23> O T
OVY—=IICBEL, L7 14Y AN OBEBEZREL FTAVPAuthorizerLambda, EH®
APIL U ORD—ARNTZERLEEEE. BRORKREERAZFEAL TRV —ANTOER
EEEMRITET,

Lambda #—VY Z A4 ¥ —As0OJZ2R2F 1V

Lambda BIBIE X RN O R ZREL ., TOHTHLFER%Z Amazon CloudWatch ICEB&LET, OF
EHIEITBHICE. Lambda IV = TEHEEDIF, TZX2—27%BRLET., CloudWatch O
JaRREERL, OJITIL—T7T0IN)#EELET,

Lambda B8E O OFFMHIC DLW TIE, AWS Lambda RO Y /N—FH 4 R®D T TH Amazon
CloudWatch Logs M AWS Lambda, 2B L T &V,

Lambda 77—V S A4 —AFELZL

APIL VORI —ARTOEY NTYTHAETLRES, Lambda A—Y 54 H—%& API ICT R Y

FERIUENHYET, APIGateway AV —ILTH=YSAHF—HNREOHhS5HEVEFEE, KU —
ARNTOEMIY—=ANKBLEDL, FEF7O/MESATOVEVTEEN BV ET, API U TR
S—ARNTR, 2hsm)Y—A% CloudFormation AZY ZIZF7O4LET,

Verified Permissions (&, ¥ERX7" O A M &H#&IC Check deployment E VS SXRILD U > U ERR
LET, ITICCOBELSBEL TVWBIFSEEF. CloudFormation IV —JLICBEL ., &KED
ABZYOT EVWSTLT74Y VAN FVI-ETZ#EL EFFTAVPAuthorizer-<policy store

D>, CloudFormation l&. RZY UV F7O/OEAHICEEB NS TN 1—F1 T BERERML
9,
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CloudFormation ARXY IO KNS 7N 1—F 142512 20Tk, AWS CloudFormation © 1—4—
74 R1 ®CloudFormation D "RZ7I)IN1—F4205, #3BLTLKEEL,

API N7 SAR—=KNVPCICHY), A=V FZAF—2FBOEBEITENTEREL

Verified Permissions &, VPC T RiRA4 > M &N L Lambda A=V S A HF—ANOT7 A %&Y
R—=KRLTVWEEA, APl EA—Y T A HF—E L TH#EET S Lambda BB NORY ND—O /N A%
R BENFHYET,

WHAEFITEMNOI—YY—BHEZLEL LV

APIU> ORI —ZARNT77O0®ARF, I—H—OKN—=0>0TF)IN—729L—LNH S Verified
Permissions R —Z2WBLET, BMOI—HY—BHEEZEEBIDLSICRUETILEEHITSIC
. TheonEHEZER)—ICHELET,

Amazon Cognito 1—H—7"—)IL®O ID Nh=92ETIVEARN =92 NDZL DU L — L% Verified
Permissions RS —AT—RMXVNINXYEVITTEERT, LA, BEALEDI—H—E ID
=2 email P L —LZFE>TVERT, IDVY—ADLSKUZ—ADTL—LDQEMDOFEHICD
WTlE., "TAF—YA®D Amazon Cognito h—9ODIVET | BXRT "AF—YAD OIDC h—
DoIvEVT #BRLTLEEV,

wLWF O3, TOaAVTHFARNEY, RERVY-—ABMKZEMTS

APl U ORD D —ARNT EERT B Lambda F—Y T A4 ¥ —&, point-in-time') Y —AT9, Ch
Sk, EHRED API OREZERMLUET, RU—ARNTARAF—XRE. 7o2>3a2ICJ0TFARN
BHEEEI)YTEY, F74) MpplicationVV—RICEHERBEZZHTEYLEEA,

APLIZNAEXYY ROTV2aVZEMTREER, HFLLW O3V ERBEBIDRSICRUS —
ARTZEHFHIDIHENHYYET, £, Lambda A=V S/ HF—2EHFL T, HLLWF O3>0
HRAVIIARNZNBIDIRENf HGVET, FILWRU—ANTTEERKIDLE, BBFOR
)—ARNTZEFHIBD_EETEERT,

BEORVS—ARNTEEH TSR, BREEOHET. HBHERS MEEROOD Y VR
X, FLWFOYaY, B 2EERIVTFANERETZLSCEHLET. R, AF—T %
BELTHLLWT IV a v EEEESHET.

RS —ANT OHIRR

Amazon Verified Permissions R — AR 7k, AWSNYZIO XNV =) £ 2#2FAL T
HIBRTEE T AWSCLl, RUS—ARNT ZHIKRTDE, RUS—ARNTFTAHAODAF—X, RUZ—,

RUZ—ZARNT OHIBR 45


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html

Amazon Verified Permissions d1—H¥—HA R

RID—=FT2TL—hHFRE2CHIBREIAET, HIRENLERID—ARNTICHERTShIERD S —
ARTIAVTALHIBRENET,

HIFRRBE., RUS—ARNT7OBRNBEIRZHERT, HIBRRBE., ZBUTERENIEZIANT
DFLWRV—ARTTERICBRYET AWS NRIX ROV Y =)L, HBAIC, API £E&
SDK d—LTHERENLEITXTORY —ARTTREMIZE>TVET,

RIZ—ARTRE, ROBHTHIBRTEEY,

s BEDY—2a>THEAARBRIS—ARNTOIA—2ICELELL, FHICOVTE, "YU
V—ADT#—5, ZZRLTEE L,

c RUVFTFRNTTIT—=232TTFUREYR-—NULEBLB 22D, TORIVI—ARTH
REICBERYEL L,

AWS X ZRI X NOVY—)
RV —ANTZHEIBRTSICIE
1. Verified Permissions 1>V — )l ZRA&EF£d, RUZ—ARNTZRBRLET,
2. ERAIOFES—3aRADT, [RE] ZBRLET,
3. [CcORV—ARNTZHIR] ZiBIRLF T,
4. FTFARNRY UAIZ delete EADL T, [HIBR]ZBIRLET,

(® Note
HIFRRBABAMIC B 2 TVRBER. HIRZRRIDEICEMCITDILENHY K

T, BMICTBICE, HIRREBEEZEIMICITDEBIRLET,

AWS CLI
RIS —ARNTZHIKRTSICIE

delete-policy-store ARL—> 32 ZFEHAL TRV —ANT ZHIBRL., ZHIBRTS R
2 —ANT ID PSEXAMPLEabcdefgl11111\CEBEMAET,

$ aws verifiedpermissions delete-policy-store \
--policy-store-id PSEXAMPLEabcdefg111111
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COOXRY RAEBLIZHE, HAOREREhERA,

® Note
CORIV—ARNT THIRRBEN ML BE>TVWBHEEE., £ update-policy-
storeZANRL—>3 2 Z2ETL. HIBRREBEZEVIITAIXENF HYVET,

aws verifiedpermissions update-policy-store \
--deletion-protection "DISABLED" \
--policy-store-id PSEXAMPLEabcdefgl11111
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Amazon Verified Permissions R —ARNT7OITAUT

RUS—ARFTIA VT A, RUS—ZARTODAYRTVEETT, X, RUZ—AK
TFIAUVT7AEERATSDE, policy-store-alias/example-policy-store® b V) E{E
ALTRYS—ARNFESRTE £TPSEXAMPLEabcdefgl1111l, RUS—ARNFIAUT

&, policyStoreId A NWNT X—RZZ T ANBDEED Verified Permissions AL — /EI/'CE
ATEEY,

CreatePolicyStoreAlias APl ¥/zI1& AWS: :VerifiedPermissions: :PolicyStoreAlias
CloudFormation UV —AZFERAL T, RUZ—ARNTORIVS—ARNTIA VT RAZEHTEE
9o

Amazon Verified Permissions APl l&, & AWS 7 hJ> Kk &KV —2 3 /0)71")
J—ARNTIAVTFTARAEZRZELICHBLET, APIIZEFE, RU—ARNTIAUT
(CreatePolicyStoreAlias) Z#ERKL, RUS—ARNFTIA VT ABRERY :/—7\ NZ7IAUF
A ARNs (GetPolicyStoreAlias, ListPolicyStoreAliases) Z&RL., RU—ARNTIA
DTV RA() ZHIBRTEDARL =23 EaFENTVETDeletePolicyStoreAlias,

NEY D

« RUS—ARNTIAUTAOZ7ONT 4

« Amazon Verified Permissions R —A RN T T A U T ADYERK

« Amazon Verified Permissions R —ARNT7ITA UT AQOEE

« Amazon Verified Permissions R —A RN T T A U T ADHIk

« APl AR L —% 32T Amazon Verified Permissions RU—A R TP IA VT ADEA
« RUI—ARTIAVTANDT 7 A0 FI1H

RIZ—ARTIAVTAO7ONT 4

Amazon Verified Permissions TORJSZ —ARNTITA )T AD L &,
RV —ARNTIA VT AEMIL 7= AWS VY —ATT

RIZ—ARTIAVT A, RUZ— 7\|\7’0)7°EI/\°7_-4'6L135U$’¢/»° RIS—ARNTIA
DTFACRUTREITIRZRTI>32E, BEITDIRID—ARNTICREEBLERA, RUZ—ARNT
TAVT ARG, Eﬂ@@“%ﬁ]")/ ARNTICEEBZEERTICH UF?'C?—E?@“O RIS—ARNTZHIBRT S
E, FORDVY—ARNTICEEFTSNETINTORIS—ARNTIA T ALHIBRENET,
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BRUS—ARNTIAVT ARG, RUS—ARNTPIA VT AZ—EIC#EBIT% Amazon UV —A

? L(ARN) BV ET, RUZ—ARNTFTIAVTAZIAMARD) S —DO)Y—AELTIEETS
AU —EBEETBIRI—ARNTTREL, RUI—ARNTIA VT AESRBLET,

BRU—ARNTIAVTALE 2 2OFREANHYET

RV—ARNTIAVTAZERTDEERF, RUS—ARNTIA )T AEZEELET, Amazon
Verified Permissions (&, RUZ—ARNT7OIAY)T7AARN ZERLE T,

« RUY—ZARPIAUTAARN &, RUS—ARFIAUFARE—EICHBEITS Amazon JY—
2% —L (ARN) T3,

# Alias ARN
arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/example-policy-
store

c AWST7HIOURNBXRY =232 T—EEORI—ARNTIA) T AE. Amazon Verified
Permissions APl Tk, RUZ—ARTOIA VT RABICEEIC EVSTL 71V AN FHS N
FIpolicy-store-alias/,

# Alias name
policy-store-alias/example-policy-store
RUS—ARNTFPIAIVTAE>—ILY NTREHYEEA

RIVZ—ARTOIA)T A, CloudTrail O ZOMHOENTTL—2TFARNTERTREND IS
BFBYVET, RUS—ARNTOIA VT ABICHBERFEROEEFRESOBVTEZL,

BRUD—ARTIAVTAR, —EIL12ORV—ARTICEERFSIET,

RIV—ARNTIAVTAEZRNIEERNTSNEZRYS—ARTRE, BUAWS THI N &
V=23V ICBLTVRRENHYET, 71")/ ANTIAVTFTARK, BUAWS 7HT2 b
BREV—2a2AHAOEBEORIS—ARNTICHEFITDCENTEXRT,

EAE, CZOListPolicyStoreAliasestifild. example-policy-store’lRU—ARNT L
AT AN policyStoreIld7ONT A TREND 1 DDX—TY NRUS—ARNT IO HKEER
TenTWBZEZRLTVETD,

{
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"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-alias/

example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",
"state": "Active"

BEOIAVTAZEURIS—ARTICHERTRCENTERT

ERE, example policy-store®& &K T example-policy-store-2 T4 UTFAZRULUKR
S—ARNTICHENTRZENTEXRT,

[
{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",

"state": "Active"
1,
{
"aliasName": "policy-store-alias/example-policy-store-2",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store-2",
"createdAt": "2024-01-16T09:15:00.000000+00:00",
"state": "Active"

RIZ—=ARTIAVTAE., AWSTAHIUKN BLT V=30 T—ETHIVENHYET

FEAZE, BAWS THIUN E)—2 a3 example-policy-storell EWSBRTNDRI T —R
RPIAVTFTAEZADEWEDIDCENTEERT, RUZ—ARNTPIAUTATR., KXFEPIXF

FEBlEhET, RUZ—ARNTOIANITABRZEETRD LRG> TEERELA, £EL, 24 BED

FHREBAIRTLUES, RUS—ARNTIA VT AZHIRL, BERNOBZBEITHLVWRUS —ARNTI
4')77\2145}55?6‘?-3?3“0

B2 )—23 TRAUBHORIS—ARNTIAVTAZERTERT, FRIZ—A I\TI'(U
TAZE—EBEDOARNAHNET, - R BEDRIVZ—ARNTIA VT AEZZRLTWS5
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[kpolicy-store-alias/example-policy-store, 8N -3 TCEITTEET, & —
2arvThl, EBB3RV—ARNTZFERALET,

RIZ—ARTOIAVTARYT7 MCHIBRENET

RUVS—ARNTIAVTANBIBREND &, RUS—ARNTIAUTRABIE 24 BEFHE
nNEY, COHBPICAUBRHORI—ARNTIAVTAZERLESETDE, UVT
ANFEBREIhET, COHEHP, & PendingDeletionREEDKRV S —ARNTFTIAUT
AGetPolicyStoreAliasZiRL &9,

TAVT7AZFEALTRIS—ARNT 2RI TERT

RVS—ARNTIAVTAZFEALT, Z2ZFANBZIXNTOARL—23 VTRV —ARNT %
MBIl T&EET policyStoreld (fl: IsAuthorized)e CcDKSBHFEE, RUS—ARNTOIAUT
7\% ICE OTL 71y IO RZERTBDRBENHY FTpolicy-store-alias/c RUZ—ARNTIA

T A%ZMEAL T, DeletePolicyStoreARL—3a> ORIV —ARNTZ2#BINTD LG TE
i’d?/uo

RUS—ARNTFPIAIVTABERLRGRIS—ARNFTIAIUTAARN ZFEAL T, IAMARUS—0

ResourceBEERNDRI S —ARNT2BBNTHE R TEERRA, RUS—ARNTFTIA VT AZNL
TSRENDEZILRID—ARNTAOT IV LAZHBITBICIE., ") ZZRLTLKEEVWARD > —
ARTIAUTAANOT A0 $I4,

Amazon Verified Permissions IRV —ARNT I A T ADERK

HDHAYRPTVEBEZFERAL TRV —ARNTZSBIDRV—ARNTIA VT AZERXTEET,
RUVS—ARNFTIAUT X@%ﬁuti AWS TFHIORNBLY V=23 I —BETHHIHBEN
HYVET, RUZ—ARNTIA VT AR, RUSZ—ARNTPIAVTAERLUU =23 TELU AWS
THOOKNBLROTOT1T (.:Jl'D'CFﬁ*ﬁ_é#’L'(L‘éTU/ —ARNTICOHKBEEMNITDENT
BET, RUS—ARTIA VT A, ME® ARNs& IAM RAZFED>EBIO)Y—ATT,

T72)LRTRE, BURUS—ARNTICHERTRCENTEDRV—ARNTIA VT AR 10
DHKTT,

(® Note

CreatePolicyStoreAlias BNXZEETY, BIFEORV—ARNTIA VT AIL—HTBR
)S—ARTFTIAVTABERIS—ARNT ID Z#EHL T CreatePolicyStoreAlias 7
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RL—23a>ZRUOHTE, CreatePolicyStoreAliasARL—>3a v ERBL, BED
RV—ARNTIAVTAZRLET, L, BFORV—ARNTIA VT AB TR
<BIOARI—ARNT ID ZEHAL T CreatePolicyStoreAlias AL —2 3> #HU'H
JE&, ARL—>3 2 ZIBLUEFConflictException,

AWS CLI
RIZ—ARTIA VT AZHERTSICIE

CreatePolicyStoreAlias AR L —> 32 ZEAL T, RUZ—ARNTFIA VT RAZERTEET,
ROFITIE, EVWSBEORIV—ARNTIA )T A%ZERL FFexample-policy-store,

$ aws verifiedpermissions create-policy-store-alias \
--alias-name policy-store-alias/example-policy-store \
--policy-store-id PSEXAMPLEabcdefgl111111

{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00"
}

Amazon Verified Permissions R —ARNTITA U7 ADOEE

GetPolicyStoreAlias ARL—> 3> ZFEALTRUS—ARNTIA VT AICET R ERZIE
L. BEDORIZ — 7\I\7’I4'J77\0)n¥fflﬂféﬂll T3Hh, AWSTHIUN BRTU—23VR

DIXTORV—ARNTIA VT A%E— A9 BListPolicyStoreAliasesFAARL—> 3>
EFERATEERY,

RUS—ARNTIA) T AOEHE

GetPolicyStoreAlias ARL—> 3 ZFEAL T, BEITZIRV—ARNT IDBE, HFEDR
)—ARNTIAVTACBEITHHMEZRMELET,

AWS CLI

RIZ—ARTIAVTAOFMZIMET S IC1EF
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GetPolicyStoreAlias AR L —> 3> &2 EHAL T, /‘k')/ ARNTIAVTAZERETEET, X
D OPITIE., EVSBRORIV—ARNTIA VT AOFMEEEBL EJexample-policy-
store,

$ aws verifiedpermissions get-policy-store-alias \
--alias-name policy-store-alias/example-policy-store

{
"aliasName": "policy-store-alias/example-policy-store",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",
"state": "Active"

RIS—ARNTIAIVTAD—ERR

ListPolicyStoreAliases AL —23 2 & FERAL T, AWSTAHI N LT V=232 AD
3“’\"10)71‘")9—7\ R7PIAVTAZE—BRRLET, filter NTX—ZZFEAL T, HEDRD

S—ARNTICBEENISNERIS—ARNTIAVTANDRE—BERRTERT,
AWS CLI
INTORIVS—ARNTIAVT R%E— RIBICE

ListPolicyStoreAliases AR L —>3a> &2 FHAL T, RUI—ARNTFIA VT AZ—ERRTEE
T, XD OFITIE, us-west-2 J—3 > M 123456789012 AWS PH IV N AFIET D IANT
DRV —ANTIA VT AZ—ERTLET,

$ aws verifiedpermissions list-policy-store-aliases

{
"policyStoreAliases": [
{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgll11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",
"state": "Active"
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"aliasName": "policy-store-alias/example-policy-store-2",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store-2",
"createdAt": "2024-01-16T09:15:00.000000+00:00",

"state": "Active"
1,
{
"aliasName": "policy-store-alias/example-policy-store-3",
"policyStoreId": "PSEXAMPLEabcdefg222222",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store-3",
"createdAt": "2024-01-17T14:45:00.000000+00:00",
"state": "Active"

BEDRI—ARNTORIV—ARTIAVTAZ—ERRTDICEF

filter NZX—RZHEAL T, HEDORIZ—ANTICHRENFTSNLEIA(VT AN ZEZ—&
®RLET,

$ aws verifiedpermissions list-policy-store-aliases \
--filter '{"policyStoreld": "PSEXAMPLEabcdefgl111111"}"'

{
"policyStoreAliases": [
{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",

"state": "Active"
1,
{
"aliasName": "policy-store-alias/example-policy-store-2",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store-2",
"createdAt": "2024-01-16T09:15:00.000000+00:00",
"state": "Active"
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]

Amazon Verified Permissions IRV —ARNT I A )T ADHIER

FEICE2 2RI — ZI\TI’(U} ARHIBRTERT, RUZ—ARNTIA VT AZHKRLTHE,
ﬁﬁﬁbht_?ru/ ARNTILRRELEREA, RU—ARNTZHRTDE, TORIUZ—AK
Eﬁt‘fbh‘(\,\%aa“'\‘ca)d")/ ARNTIAVTANBIRENE T,

RI—ARTIAVTAZHIBRIDE, RUS—ARNTIAUTAER 24 BETFHE L, COH
BICBFNATREETEXREA,

AWS CLI
RIS—ARTIA VT AZHIBRTDICE

DeletePolicyStoreAlias XL —> 3> & FERAL T, RUZ—ARNTIA VT AZHIBRTEE
To RO OPITRE., EVWSBREORIV—ARNTIA) T AEHIBRL £ Jexample-policy-
store,

$ aws verifiedpermissions delete-policy-store-alias \
--alias-name policy-store-alias/example-policy-store

APl AR L —2 3> T®O Amazon Verified Permissions 7R 1) 2 — X
N7PIAVTADER
IsAuthorized, IsAuthorizedWithToken, GetPolicyStore & & ®policyStoreld/N\TX—XZZ (T A

%5 Amazon Verified Permissions AR L —> 3>k, RV —ARNTZ ID ORKRDVICKRIZ—A B
TFTIA)TABEZZTANDENTEET,

/A Important

RUS—ARNTIA)T A%policyStoreldN\TX—ZNDEL L THEATZES
policy-store-alias/ 7L 74 YV RAZEHBIHBENHYET, L&AE, policy-
store-alias/example-policy-storeTl%&< Z#FEAL £ dexample-policy-
store,
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ARL—=232TORIZ—ARNTIAVTAOER

RDIsAuthorizedN Y R, EVSBRIDRIS—ARNTIA )T Aexample-policy-
storeZFEALTRUS—ARNTZHEBEILET,

AWS CLI

$ aws verifiedpermissions is-authorized \
--policy-store-id policy-store-alias/example-policy-store \
--principal entityType=User,entityId=alice \
--action actionType=Action,actionId=view \
--resource entityType=Photo,entityId=photol23

® Note

DeletePolicyStore AR L —23 > ® policyStoreIld7 1 —ILRORDYICKRI S —ARNT
TAVTFRAEFERATEIERETEFREA,

EETORIZ—ARNTIAVTAOERAWS U—> 3>

TAVTAOBREBNBERZED 1 2. F7UIT—>322EBHOAWS V-3V TRITTSE
BTY, L&A, BRV—2aVTERBIRIU—ANTEZERIZTO-NILTTITr—>a32
HBDELET,

« us-east-1 Tlk., ZfAL F£IPSEXAMPLEabcdefgl11111,
. eu-west-1 Tld, ZEM L FIPSEXAMPLEabcdefg222222,

=23Vl ElRBAN-2320F77TVTr—>a2 & EHKTRN. T14O23FVARAT—MXY
NELERAAMYFAT—MXVNEEALT, V=232 2 CBYBRIS—ARNTZ2BIRTESR
¥, 2L, §)—230TEAUVKRVS—ARTIAVTABEZHE ORIV —ARNTIA VT A%E
BIBHENERIHICEETT, RUZ—ARNTOIAN I TFAETRANFENENXBEND &
(DEBL T EEL,

AWS CLI

$ aws --region us-east-1 verifiedpermissions create-policy-store-alias \
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--alias-name policy-store-alias/my-app \
--policy-store-id PSEXAMPLEabcdefgl111111

$ aws --region eu-west-1 verifiedpermissions create-policy-store-alias \
--alias-name policy-store-alias/my-app \
--policy-store-id PSEXAMPLEabcdefg222222

KW, O—RTRIV—ARNTFIAVTFRAZFERALET, I—RAK)—232TEITENhdE, R
) —ARTIAVFTARETEO -3 AOBEETZIRI—ANTESBLET,

AWS CLI

$ aws verifiedpermissions is-authorized \
--policy-store-id policy-store-alias/my-app \
--principal entityType=User,entityId=alice \
--action actionType=Action,actionId=view \
--resource entityType=Photo,entityId=photol23

EEL, RUZ—ARTOIA V)T ABEIBREND VAN BYNET, COBE. T7UT—>3>
HARIV—ARTOIAVTABZFEALLSETHEXRBL, RUS—ARNTOIAIT AZBHE
RELREFITIXEN HB5ENHNVET, COURVEZBRIDICE, T7UTr—>3a>TER
FTBIRVS—ARNTIAVTRAZERBIDT IV RAFAZT IO NLCAETRZZEITERLTL
2EW,

RI)—ARTIZAVTANDT 7 ADHIH

71'(")*“/—7\ R7PIAVTRZERBIZDTVIONILCE, TENSORU—ARNTIAVTA, &

F—OARL—232 TR, RUZ—ARNTIAIVTANFBEFITSATVWRIRIS—ARNT %
1%1’!53“6 DEAHANFVBETT, ChESOT IV EAFARK., RUS—ZFALTIAMEETE X
EED

UTOts2arTh, RUS—ARNTIAUTAOEREERICKERT VAT DV TH
LET,

verifiedpermissions:CreatePolicyStoreAlias

RIZ—ARNTIAVTAZERTRICE. Z7UINLIE, RUS—ARTIA VT AEBEER G
ShizRIY—ARNTORBICHLTROT IV EAFANLBETT,
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- verifiedpermissions:CreatePolicyStoreAlias RUZ—ARNTIA VT AD , DT Y
tAFATZ, IAMARUS—ARTIA YT ADERFFATENTVWDR T NIIZTEY F&E
nERV—ICRELET,

ROR)D—RAT—R X NOBITIE, ResourceZEZANHBENRIS—ANTIAIUT A%
BELET, L, BERORV—ARNTIAJT7AARNs Z—EXRRLEY, BEDRY
S—ARFTIAVTFTANR—2%BELEVY) TEE I "sample*", Resource DEZEFE"*"L
T TN AWS THINBRT V=23 IRV —ARNTIA VT AZERTE
BEIICTBDCEETEERT,

"Sid": "IAMPolicyForCreateAlias",

"Effect": "Allow",

"Action": "verifiedpermissions:CreatePolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
example-policy-store"

}

- verifiedpermissions:CreatePolicyStoreAlias BERIFTShERIS—ARNTD ., D
TORAFARK, IAIMRUS—TIEETRIHLEN HYET,

{

"Sid": "PolicyStorePermissionForAlias",

"Effect": "Allow",

"Action": "verifiedpermissions:CreatePolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}

verifiedpermissions:GetPolicyStoreAlias

BEODRIV—ARNTIA VT AQOFHMBERMETHICE, Z7UINILIZIAM RS —HORD
—ARNTFTIA VT ALK T Bverifiedpermissions:GetPolicyStoreAlias7 I A AN
PBETT,

RORI)Y—AT—R XV ROBITRE, BEDRV—ARNTIAVTAZREBITZ T I EAFA%Z
TOONMLCHELET,

{
"Sid": "IAMPolicyForGetAlias",
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"Effect": "Allow",
"Action": "verifiedpermissions:GetPolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
example-policy-store"

}

verifiedpermissions:ListPolicyStoreAliases

AWSTHIUN BLRT V=23 2ORV—ARNTIAVTAZ—BERRTDICEF. T7UIN

JLIZ IAM 7R > —(Mverifiedpermissions:ListPolicyStoreAliases 7 VA AN BET
To CORV—RBHEDRI—ARNTELEERIS—ARNTIAITAVY—-RAIZHEER TS h
TWEWES, RUZ—DOVY—RAEZDER THRIBENFHWERT "+,

FEZE, KO IAMARUS—RAT—RM XV RMNE, AODIXTORVS—ANTIA VT A E—EXK
REBDTIOERAFAZTIIONILICHELET AWS 7HO U K,

{
"Sid": "IAMPolicyForListingAliases",

"Effect": "Allow",

"Action": "verifiedpermissions:ListPolicyStoreAliases",
"Resource": "*"

}

verifiedpermissions:DeletePolicyStoreAlias

RUV—ARNTPIAVTARZHEIBRTDICE, TUINILCRID—ARTFTIAIVTAOHDOT O+
EtF—.I-/J\zZ‘E_Ca-o

® Note

RIS—ARNTIAVTAZHIBRLTE, BEIZIRI—ARNTICEHFELIEAN, R
VO—ARTIAVTRAESRBIBDT7IVT—>232V(FIZ5—2Z0WYET, RUZ—R
RT7IAVTAZR>THRLZBEERE., 24 KEAOFHNPBRCBERTEXT,

TZUIONLZE, RUS—ARNTFTIAUT A
MOverifiedpermissions:DeletePolicyStoreAlias7 VL AFANMVETT, cOT VLA
FaZ, W MARUS—ARNRTIA VT ADQHIRFFTENATVWR TV NILIZTRY FEnl R
—ICNEBELERT,

verifiedpermissions:ListPolicyStoreAliases 59
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RORIS—ATF—RM X MOBITIE, ResourceBENRIS—ARNTIA VT AZEELE
I, L, BEORVS—ANTIAJVT7AARNs Z—ERRLEY, BEDRII—ARNTT
AVTANE—IEEL Y TEE I "sample*", Resource DEZEEE"*"L T, Z7UVIN
LK AWS PAYY N 6L U—T 32 ORUS—ARFIAUFAEHBTEDESILTHIE
£ETEFRY,

"Sid": "IAMPolicyForDeleteAlias",

"Effect": "Allow",

"Action": "verifiedpermissions:DeletePolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
example-policy-store"

}

Policy Store T4 U7 ADT U AFF A O HFR

RUVS—ARNTIAVFTRAZFERL T, policyStoreId7 1 —)LRZEADELTEZEFANZEED
ARL—23 TRV —ARNTZESRBTEERT, Ch&EITS &, Amazon Verified Permissions (&
RV —ARNFTIA)TF Averifiedpermissions:GetPolicyStoreAliasicxL T &, BSES
TSRV —ARNTICHLULTUIIARNENEARL =23 ZERLET,

ErRE, RU—ARNTIA VT AZEAL TlsAuthorized#ARL —2 a2 ZRTTRHE.
T NLCEATOmBEANFBETT,

- verifiedpermissions:GetPolicyStoreAlias R —ARTIAUTAD 7O EAFHHA
« verifiedpermissions:IsAuthorized BAEMR TS NIZRUI—ARNT O T O EAFHA

RORV—HITRE, FEDRVS—ARNTIA)F AIsAuthorizedZEHAL T ZHRTHIT T
T AHFUNENELET,

"Sid": "IAMPolicyForAliasUsage",

"Effect": "Allow",

"Action": "verifiedpermissions:GetPolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
example-policy-store"
I
{

"Sid": "IAMPolicyForPolicyStoreOperation",

"Effect": "Allow",
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"Action": "verifiedpermissions:IsAuthorized",
"Resource": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"

}

TN ERATEDRV—ARNTIAVTAZHBRITDICEK., 7ot
Averifiedpermissions:GetPolicyStoreAliasfFAIZHIRLE T, LEAWF, KORI P —
Tk, Z7UINLDY TREDEDODUADORVS —ARNTIA VT AZFERTI L ZFILE
JRestricted,

"Sid": "IAMPolicyForAliasAllow",
"Effect": "Allow",

"Action": "verifiedpermissions:GetPolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/*"
},
{

"Sid": "IAMPolicyForAliasDeny",

"Effect": "Deny",

"Action": "verifiedpermissions:GetPolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
Restricted*"
}
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Amazon Verified Permissions K> —A N7 AF—X

AF—XE, P7IVT5—23 20 THR—RENTVWBRIVTATARAT7OBEE, 77— 3
UNFEBYUOIANTEMIZ>TEHOHD T3 E2EELEEDTT, Verified Permissions

& Cedar "AF—NZAB IR HENEVEHEREITZICE. "1 ZZRUTKETVAF—TOY

7.k°_|\o

FHICOVWTEE, Cedar RUZ—FFEIVT77LUAHARD "Cedar AF—NFER, 2FRBLTLE
=V,

(® Note

Verified Permissions TOAF—YXOFERRGEETTHN., 7OX0>3a>VYTRNIITTRA
F—XOEAZRSBEBAOLET, HLVRU—ZERT S &, Verified Permissionsid A
F—VXEFALTRAD—TEERHBTSREND IV TATAEEBUZRITESD D, 2R
TLADBEZRITERIEBNDHIRI—DADIARIRAZHSIENTEXT, R
T—RAZEBWMICTRIESE, FLLRUD —FIXNTAF—TICERL TVEIXRENH V)
79,

AWS YR X NOVY—=)
AF—XZERTDICIE

1. Verified Permissions 1V — )L ZRA& X3, RU—ARNTZBRLET,
2. EROFES—23aRAT, [AF—X]&BRLFET,
3. [AF—YXDEK] ZBIRLET,

AWS CLI
MLOWAF—XZEETAD. AWSCLIZEALTBIFEOAF—NZLEETS,
RUD—ARNTZERTDICE, ROBIOKLSZE AWSCLI OXY REXRITLET,

XD Cedar AT UV EELAF—NEEZXATHEL &S,

"MySampleNamespace": {

62
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"actions": {
"remoteAccess": {
"appliesTo": {
"principalTypes": [ "Employee" ]

}
}
},
"entityTypes": {
"Employee": {
"shape": {
"type": "Record",
"attributes": {
"jobLevel": {"type": "Long"},
"name": {"type": "String"}
}
}
}
}

FTISONZ 1 TOXNEIICTIAT—7L, TORIICETFDT—ZRE : cedarIJsonDES
ELERTBYBENHYET, XOFITI, JSONAF—YOIART—TN—>3> %
Lschema.json7 7 A IDORXROAREZFEAL TWET,

® Note
COPITE, AP TVRSIZTERYERLTVET, AN RFZHHTRICE. 77
AIINEEZA1TICEEDIVLEN HYET,

{"cedarJson": "{\"MySampleNamespace\": {\"actions\": {\"remoteAccess\": {\"appliesTo
\Il:

{\"principalTypes\": [\"Employee\"]1}3}},\"entityTypes\": {\"Employee\": {\"shape\":
{\"attributes\": {\"jobLevel\": {\"type\": \"Long\"},\"name\": {\"type\": \"String
\"1}},

\"type\": \"Record\"}}}}}"}

$ aws verifiedpermissions put-schema \
--definition file://schema.json \
--policy-store PSEXAMPLEabcdefgl111111
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{

"policyStoreId": "PSEXAMPLEabcdefgl11111",
"namespaces": [
"MySampleNamespace"

1,
"createdDate": "2023-07-17T21:07:43.659196+00:00",
"lastUpdatedDate": "2023-08-16T17:03:53.081839+00:00"

AWS SDKs

PutSchemaAPl ZERA L TRV —ARNTRERTEERT, FMIC DLV T, Amazon Verified
Permissions API )V 7 7L > AH A4 R® TPutSchema, Z#ZBL TS &L\,

RIS —ART AF—X DimE

Amazon Verified Permissions 1Y — )l TAF—Y ZBRTD &, AF—NZBHITHI T4
TARATET VAN RRENET, EZITIE—REEEF IJSON E—RTRAF—TDORE
ERRTEET, ED2AFTILE—RTR, SFTEEVIAHF—REFHLTHLVWRATET O
CERBMITBET, AF—NEEHTEEXET, JSONE—RZFEATDE, JSSONIFAXTA
F—Y DO JSON J— REEEEHTEET,

Visual Mode

ES1IT7ILIAF—XIF1RE, AF—XAOITATABEOBERERT —EORLSIHEY)
FY, LAZEBRL T, ROKRTEZFEMLLET, EFAARERIE 2 2HY KT,

- TOYAVR-TOYIVREI—CE, RUS—ARTTRELETUZINLORAT,
RTTERT VAV, BROTIVAVERTTER VY AN —BRFENET, IV
FATAEOTE, TUDI LA VY—RCHLTT I AV ERITTED LS ICTBRY
S—EERTBHEERLET., PUYIVRIC2D20IVT AT A BMOBRN RERTUA
WSER, RUS—THTLLRETTRHIC. ThSOIVTFA T BOBREERT DL
ENBNET, IVTAT12BRIBETONT 1 OBEAFRTEN, RULEIVTBE
RN RRENET, CO[FIYAV|UIY—REAT | TUZTNLEALT|TTALE
VOEBRIBE, MEOBHEOXEROEI—ICIVTATAHRRENET,

¢ IVFATFARATOR-IVTATARATORE, 7UDINILEVY—-ADBRICESR
EETTVET, AF—YROXANE N EREEREREERTIICE. CORERRLT
KEEV, IVTFATAILHA=VIEEDEDE, TOIVTATAOHRBAENRUIILTADY
EnET,
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ROTICRE, AF—XHADIVTATARATETI2Aa2OVANELI=HFHBYET, VA
REI—R. HREDOTIAVEERIVTATARATOFMET<SICRTIZBERICER
TY, IVT4T7142BRUTEHEMAZRRLET,

Verified Permissions AF—NX%ZEZ 17 ) E—RTHEETSICIE

10.
11.
12.
13.

14.

Verified Permissions 1Y — )L @& £ T, RUZ—ARNTZERLET,
EROFES—23asRAUT, [AF—XN]ZRBIRLET,

[ED2TF7ILE—R]ZBRLET, IVTA T4 EEEEROREEREL, AF—TICMZDE
BEBLET, #7232 T, I TATATT74)INRUILT, oI T4
FAANDEL DEHERARNBENTEET,

[Edit schema] Z#IRL £,
&, 0232, AF—NXORZEEAZADLET,

"ITATARAT1£0232T, "HiLLWIVTA T4 2472 28R E
ERD

IVTATADEMEADLET,

(F7>3ay) "HEEM ZBRLT, ILLIVTATAHNRIDHICTAT4%EM
LET IVTATACEMENERZHRTZICE, BOBROEICH S [HIRR] Z:8RL
xY,

BUHZEMTZICKE, [BEZEM 2BRLET, IVTIT1OEELEOEMRBZEAD
L. Eﬁﬁ'fjilgﬁbijo Verified Permissions Tl&, AF—YICHUL TR —%Z#K
MTBDEEIL, BESNEEEMEZFEALE T, EEEIMVELESHZBRLET, T
TATAILEBNMEhEEMEZHBRTSICE. BEOEICHS [HIBR] Z2FBIRLF T,

[I>TATA4RA72EBM ZBRLT, IVTAT1ZAF—~NIZCEBMNLET,
(7o>a|eov2areT, #FLVWFPZO>a>zEM Z2B8RLET,
TO2a>oEmeEANLET,

(A7>32)TDY—R&EEN 2BRLT, POZIVNEREND VYRR TZE
MUET, TO>avICEMENZVY—ARATZBIRIDICE. VIY—ARAZSTEDHE
IC& 2 [HIBR] Z:8RL KT,

(F723a) "T7T7UINILOEM Z2ZBRLT, TOZIVHNFERAEhDTIINILA
A7Z2EBMLET, TO>IVITEME 1’17:7°'J‘/"//\)L5l47 ZHIRT BRI, TV
NILEATORBOEICH S [HIR]) ZBIRLE T,
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15. BHEOENM Z2&RL T, ZRVIIANOTIIVOAVTHFANIEMNTEZERE
EBMLET, BERZANL., EEHOBEMER A7 Z18IRL £9 ., Verified Permissions T
E. AF—TICH/LTRIVS—2RIETDEEIL, BEEChEBEHEEZFERALET.,. EBH
HFUELESHZBIRLET, POIAVICEMENLEEMZHIBRTDICE. BHEOEICH
% [HIBR] ZBIRLF T,

16. [FO>a>zEm Z2&8RLET,

17. SIXTOIVTATARATETOVIVEAF—NICENML S, [BEEERTF] ZBIRL
S

JSON mode

BHHPIC, SSONIF A RICKO2TO—RAISONBXEREET I, RERICIT—PESHIE
AlEhadiz®), BBEZITEPSREOIRIBNET, 52, JSSONDT7F—I Y MZDOWVT
DETIVEGHY)ETRA. EXiEiT2/25. SSONDT7#—X Y NE2BRIBLEHT, EXE
FHRENDISONDT7#—X Y MCEDEBTEFHENET,

JSON E— R TVerified Permissions AF¥F—Y ZiFET B (CE

1. Verified Permissions AV —J)LZBEE T, RU—ARTZERLET,

2. EROFES—2asRAUT, [AF—X]EERLET,

3. JSON E—RZZBERL, RIC[AF—NZmRE] ZERLET,

4. JSONARFF—XOAVFToV% "A0F72Y 1 74— RICAHLET, BXIZ—ZIAN
THRIDET, EFABRZAFT—NILRFETD LRI TEFERLEA, JSSONETF—X Y K

ZERTDE, AF—N D JSON BN EHBENDIEREA TN TTIF XY RNTER
ER

5. [Save changes] (BENRE) 20 J)YILET,

AF—X DiRE 66
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Amazon Verified Permissions 7R & —#&SEE— RO BI1L

Verified Permissions TRU S —RRIEE— RZFREL T, RUZ—OEEZRVZ—ARNTHO A
F—YX ERELTRIETEIHNESHZHHTEERT,

/A Important
RV —RBIAEANCTRDE, RUS—FERRVS—FT T L —MEERFTLEFEEHFL K
SEFTRRAMMITIANT, RUZ—ARTHADAF—NEREENTRIEENET, Verified
Permissions &, BRINKBLEHEICVITIANORTEERBLES, COEH, 77U
T3 ORRPERIAZATZICL, TANRRAVOXRRICLT, P7UT—>3a2N
AEFAPEAOERICLTBLKZELEZHHOHLET,

AWS XXX ROV —=)
RUS—ARNTORIS—RBRIAT—RERETDICE
1. Verified Permissions 1Y — )l ZRA&E£d, RV —ARNT7EZBRLET,
2. [RE]ZEBIRLZET,
3. TRUS—RIEEET—R, EY>3a>7T, "ZTFE, #8RLET,
4. ROWVWTIHLZITVWET :

e RU—RIEEZEBZIZLT, IXTORV—ZTENAF—NICBSLTRIEEND LD
ICTBDIlE, TEWE ER),) SOFRZERBIRLET,

« IRUI—ZEOR) S —RKRIAZEMICTDICE. "H71 ZOAREZEBEIRLE
T, confirmZ A DL T, RUZ—OEFHAAF—NICHL TRIAEE B BDE=2HE
wmLET,

5. BEZREF|ZVIYILET,
AWS CLI
RIZ—ARTORIAET—REZRETZICIE

RUS—ARNTORIIE— REZETSICIE., UpdatePolicyStore AR L —> 3 > ZEH
L. ValidationSettings NZ X—XIZBIDEZEELE T,
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$ aws verifiedpermissions update-policy-store \
--validation-settings "mode=0FF",
--policy-store-id PSEXAMPLEabcdefgl111111

{
"createdDate": "2023-05-17T18:36:10.134448+00:00",
"lastUpdatedDate": "2023-05-17T18:36:10.134448+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"validationSettings": {

"Mode": "OFF"

}

}

FHICOVTE, Cedar RU—FRBVIFZLYAHA RO TR —i&iE, 2ZRL TS EEL,
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Amazon Verified Permissions 78 1) < —

R —&, TUINIIHVY—=RICRLTI D2 EDT O3 2R TIdEe2FAEE
BEETBRAT—RAYRTT, BRUS—F, HOTRTORYS —EFMITLTIHEE nE
T, Cedar RV —DBEEFTMAEDNFM-ODWVWTIE, "Cedar RUT—FFEV 7 7LVARAA
Ry D TAF—TICHT S Cedar R —DHREE, ZZRL T EE L,

F772327T, RUD—CRID—BZE)HTRENTEET, RUD—BRF, RUZ—AKNT
RMOIXTORIS—T—ET, TL7AYVIAN THIYBENH') £Tname/, policyId /NZ
X=BZZFANDANAO-ILTL—2ARL—=232 TR, RUZ—IDORKDYICRIZ—F
EEATERT. ROBFITRE, RU—FZEAL T TR —ZEEL £JGetPolicy,

$ aws verifiedpermissions get-policy \
--policy-id name/example-policy \
--policy-store-id PSEXAMPLEabcdefgl11111

/A Important
TZOINI, V=R, PO232%28BI% Cedar RUZ—ZEKTRHEE, THSD
BERILEATND —BOBIFEERTERT . RORANTZIFTA ARSI Lz
<HBBOLFT,

« IXNTOTVINILERFEDY—ARBFIDRA—E#ABF (VUIDs) Z2FAL T,

e, I—%— jane "2 ZBREL., BTAHOI—H—IC jane EVWSEHIZE
BEEEEE, TOHLVWI—Y—F, £ User::"jane" Z5BL TVWBKRU I —
ICE2THEEATVBZIXNTOEDICEFNICT IV EATEDRSICAKVYET, Cedar
F. HFLLWI—H—-—CHWI—HY—2XBTEELEA, chiF. U NILIDEV
V—ZAIDOEAICEAENAET, RUZ—ICHVIDAEENTVIEDICERET T
TAZRHFUTLTLES CENBVELS, BIL—EMANARIIEN, BRAEEVEB 7%
FRALTLEZL,

IFT4T74ICUUID 2RI 5EEE. TORIC/IXMNEEFEIVTATAD

TOAXRTV, BEIZFTRDCEZBE#OLET, chiZkY, RU—DDAHYX®
I< V) ET, B principal == Role::"a1b2c3d4-e5f6-a1b2-c3d4-EXAMPLE11111", //
administrators
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« TN, VY-AOBERHERFO—EIC, BAZBETDHER. #HELEOSVHER
ZEHBEVWTSLEEVY, ChsOEEIFIE. AWS CloudTrail FEBF THBEE A TWVEOY
IVRVIEEENFTT,

N

« Amazon Verified Permissions 87K ) 2 —DERK
 Amazon Verified Permissions Q&R > —DiRE
« AVTFABDIEM

« Amazon Verified Permissions T A MR F O FEFH

* Amazon Verified Permissions

Amazon Verified Permissions 7R 1) < — O ERK

TNV OBHRIS—ZERLT, P7VT—232008EEhE)Y—AICH L TEES
NETOAVERTIBDCEEZTIUINILICHERNREGRIETEERT, BHRD D —ICE,
principalresource& ICHENEAEENTSHY), RUDREICFEHATEDEHFHN TETVE
ClB
AWS XRI X ROV —=)

BHOR)S—2ERKTBICE

1. Verified Permissions 1V — )L ZREE T, RU—ARNTEERLET,
2. EROFES—23aRAT, [RUD—]&BRLFET,
3. [RUS—%ER] ZBIRL., RIC[BHUAR)S—&ZER] 21BIRLET,

(® Note
ERTRIRVI—AT—M XV R IHRZBERE. ATYT 8ICHEHR, ROR—D
DRI —E023VICRID—2)FTERT,

4. TRIUS—RME, €£9232T, UVITARRIZ—C-HLEBEICRI>—% TFF
Ay TR, CTRLEERLET, FAZERTDE, RUS—RGTUZNILAY
V=AU TT I3V ZRITIBCEZHTLET, EIZ, Forbid ZFIRL 3BE. R
V=BTV NV —ACHULTT VAV ERTIREZHFHALER A,
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5. TZ7U02INILOERE, 74—I)LRT, RUZ—Z2BRIZTVINIOERZZRL E
ER

s BEOTUIUNNWCARUS—RBRTDICE., "BEOTVIUNIL, Z2BRLET,
RS —TIEESNET OV ERTId a2z EEEZLETZTVONILOT
OTATARATERBFEIEELE T,

s TUINNLNOITIN—=TICRUD—%ZHERATDICE. "TUOINILOTI—7 1 &i&IR
LET., "T7UINILOTN—=T1 74—=ILRIZTVNILOTIN—TEEADLE
9,

c RU—ARTAOIXRTOTIUININICARISD —2BRAITZICE., "IXTOTU>
N, EEBIRLET,

6. [UY—RAEE]74—LKT, RUS—EEATHUY—ROBAEBRLET,

s BEDVY—RAICRV—%ZHBEHAITDICIE., "BENVY—RA, ZBRLET, R —
BERATDZVV—ANDIVTATARATEBAINFEEELET,

«c [DY—=RTN—=T1%8RL T, RU—2VY—RITIL—TILEALET, "DWY—R
IN—=T"1 74=)ILRICVY=ARTIN—TEEADLET,

« RU—ARTFAOINTOVY—RICAKR)D—ZHEHRATBHICE, [TRXTOUY—A] %
BIRLET,

7. [ FOYAVOBE ] £IYIVT. RUS—EERTEY Y —ROBEEERLET,

s (BEOTOIIVEY N ZRBIRLT, RUS—2T7023a>ty NMIBERLET, 77
AVOBIIHBDFIVIRYIAEZBIRLT, RUT—2BALET,

« RUI—ARTHADOIXNTOT I3RS —%BRITDICE, [TXTOFTIS3
V] ZEBIRLE T,

8. [KAN]ZOUYILET,

9. TRUS—, +v9>3>T, Cedar RUL—&ERLET, 74— Y, Z8IRTS
E. RV —OBXEHERBRBEAVTURTTIF—IYRNTEET, FHICOVWTIE,
FCedar RUSZ—FBFEBUT7Z7LUVAHAR, @O "Cedar ICHEFHERR) S —1BE, 25 R
LTLEESW,

10. TEfMllL &> 3, RUS—OHBAEEETADLET,

11. [Create policy] (R —D¥ERK) Zi&IRL £,
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AWS CLI

BHRUD—ZERTBICE

CreatePolicy AR L —> 32 ZFEAL T, BNA VAR AZERTEET, XOHIK, Bk
BRI —EERLET,

$ aws verifiedpermissions create-policy \

--definition "{ \"static\": { \"Description\": \"MyTestPolicy\", \"Statement\":
\"pexrmit(principal,action,resource) when {principal.owner == resource.owner};\"}}"
\

--policy-store-id PSEXAMPLEabcdefgl111111

{
"Arn": "arn:aws:verifiedpermissions::123456789012:policy/PSEXAMPLEabcdefgl111111/
SPEXAMPLEabcdefgl111111",

"createdDate": "2023-05-16T20:33:01.730817+00:00",

"lastUpdatedDate": "2023-05-16T20:33:01.730817+00:00",

"policyId": "SPEXAMPLEabcdefgl11111",

"policyStorelId": "PSEXAMPLEabcdefgll11111",

"policyType": "STATIC"

RIS —BTRID—ZERTBICE

ZA723>T, RUS—OEBRBCRIVS—BZEETERT, BRIk, RUZ—ARNTROT
NTCORVZ—T—EBT, 7LT7AVIAN THRILENHV) EIname/. RUZ—ID ORD
WICERZERATERT,

$ aws verifiedpermissions create-policy \

--definition "{ \"static\": { \"Statement\": \"permit(principal, action,
resource in Album::\\\"public_folder\\\");\"}3}" \

--policy-store-id PSEXAMPLEabcdefgl111111 \

--name name/example-policy

"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:33:37.382907+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"resource": {

"entityId": "public_folder",

"entityType": "Album"
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}

(® Note

RUD—ARNTAHAOBIORI S —ICBRICEENF TSN TVS BRI ZIEET S
&. ConflictExceptionIZ—ARELET,

Amazon Verified Permissions O &MR S —DiRE

RUS—ARNTTHREOBNR)S —2mETEEXT, BEEFHTEDIOE, BHNRIS—D&T

To T7L—RIVOENERIVD—ZEETDICEFE, RU—FOTL—NEEFHITHIHEN
HY)ET, FEMDOVWTIE, TAmazon Verified Permissions R —F 7L — KDk, 23R
LTL<EEL,

BRIV —OROERZZETEEXT,

« RV —HNSBT Dactions
« whenXunlessx & N4,

BRI —ORNDEBREFZEETEFTFEA, CNSOEBEZROVTNHAEZEETSICE, KU —%H|
BRLUTEBERTIHBENBYET,

s BIWARD—AS5TFUTL—NCIUIENER)—ANDKR) > —,

- permit £k@F HPSOBHR) > —0%Rforbid,

« BRI —ICK2TSREnBprincipal,

« BRI —ICLk2TSBENBresource,

AWS XXX N2 —=)
BRRUY—ZRETDICE

1. Verified Permissions 1>V — )l ZRA&XT, RU—ARNT7ZBRLET,
2. EROFES—23arRAT, [RUI—]ZBRLET,
3. IREITHIHENARV—DOBILHDTIAREZEZBIRL T, [WE] ZBIRLET,
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TRUS =KX, 0232 T, BRI —0 action £ FHAEEHLET, R
=RV —MRE, principal, ¥l lEresourcelFEH TEXE A,

5, [RU>—zE#H 2BRLET,

(® Note

RS —ARNT TR —RBIANFBMCHE>TVWREE, BRI —2EHITD
&, Verified Permissions @R —ARTHADAF—Y EREL TR S —ZHREL

LET, EMELBHNR)—FMRIECERLBEWVEES, BEFEXRBL., EHRFR
FEhFRLA,

AWS CLI
BIRUS —ZRETSICE

UpdatePolicy 7R L —2 3> Z AL TBHNR) S —ZmETEE T, ROFITE, BEsEN
RV —=ZRELET,

CDHITIE, definition. txt7 7ML ZFEHAL TR —ERZHE ML TVWET,

"static": {
"description":

"Grant everyone of janeFriends UserGroup access to the
vacationFolder Album",

"statement": "permit(principal in UserGroup::\"janeFriends\", action,
resource in Album::\"vacationFolder\" );"

}

LTOOXRY REZEOT7 74N Z2SRLET,

$ aws verifiedpermissions create-policy \
--definition file://definition.txt \
--policy-store-id PSEXAMPLEabcdefgl11111l

"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:33:37.382907+00:00"
"policyId": "SPEXAMPLEabcdefgl11111",

’
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"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityId": "janeFriends",
"entityType": "UserGroup"

.

"resource": {
"entityId": "vacationFolder",
"entityType": "Album"

}

RID—DEFZEFHIDICE

RID—ZEHMITRDEEIL, RUD—BEREFRLBEMTELRT, BRIk, RUZ—ARNTH
DINTDRIS—T—ET, LTIV IAN THIVENHV)ETname/s EFMJIITAN
ICBE 71— )LRZBOBVEES, BEORIEEEENEEA. BAIZHIBRTDICE., ZOX

FHCHRELXR T,

$ aws verifiedpermissions update-policy \
--policy-id SPEXAMPLEabcdefgl111111 \
--policy-store-id PSEXAMPLEabcdefgl111111 \
--definition file://definition.txt \
--name name/example-policy

{
"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:47:42.804511+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111l",
"policyType": "STATIC",
"principal": {
"entityId": "janeFriends",
"entityType": "UserGroup"
1,
"resource": {
"entityId": "vacationFolder",
"entityType": "Album"
}
}

BHAR)S—DRE
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A TFANDEDN

OAVTFFANE, RUD—OREICEETRHERTIN. VNI, Tooary,  EEIY—
ADTAToTATAD—EBTRHYERA, PUVEAN =IOV IL—ALROAVTHFARNTT, 7
023V, YV=AIPT7RLAOEY hH SO, FLEFEI—HY—HF MFATHA A4 LESE
ICOIKFATEES, P7VTr—232 @300V THFAMN Y IVF—RICTIVEATES -
O, BFRVIIANIADTEIREN HV)ET, Verified Permissions AV I IARDOIIVTF A
NTF—2RIE., contextMapEET JSON EXTHIMBENHVET,

COAVTUOVEHRBIBHE, Y TINRI—ARTHASDENTT, cNZTDICE., TAS
IRIEC DigitalPetStore > 7 )ILARS —ARNRT ZERLET,

ROAVTFANAT DT U MNE, B> 7 )L DigitalPetStore KU —ARKNFIZESIWT, 77U
T—2320% Cedar T—REOVWTNHAZESLET,

"context": {
"contextMap": {
"AccountCodes": {

"set": [
{
"long": 111122223333
1,
{
"long": 444455556666
},
{
"long": 123456789012
}
]

},

"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",

"entityType": "DigitalPetStore::User"
}
},
"MfaAuthorized": {

"boolean": true
.
"NetworkInfo": {

"record": {

"IPAddress": {
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"string": "192.0.2.178"

1,
"Country": {

"string": "United States of America"
},
"SSL": {
"boolean": true
}
}
.
"RequestedOrderCount": {
"long": 4
},
"UserAgent": {
"string": "My UserAgent 1.12"
}
}
}

WA THFANDT—RE
7—IfE

INA FUtrueE Lk falsef, COHITER., true®7—I)LE F,. BEIFETXORRTZVIIA
NI2RIICZERFDIEEEITL I=MfaAuthenticatedZ &EZRLUE T,

AVTFFARNEROOAL V>3, Y XN, COFORSICTXTEALRATIZTS
CEE, RARENLEEY RNZBCEBDIRATICTREELTEERT, COFITR, BERE 3
DOEBBDITHINIHEFHFSNTVET,

String

NFTHENZNF., BF. FLEERESO—T2R", COBITE. UserAgentXF3lik, B
ENEXDORREVIVIANTDEHICEALET SO ERLET,
Long

B, coOpiTR., & BEEINBENOL4ODOENZRTIDLSICKROLEZLR, COVIIARN
HFINY FO—ETHBRequestedOrderCount EZRLET,
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Ld—R

BHEOOAL V>3, chsnoEME., VOVIARNIVTHFARNTESIBDLENfHYVET., A
F—IXEFODRVS—ARNTICE, COIVFATFAEIVTATADOEREEARAF—TICEDD
PBEHFHVVET, COBITIE, NetworkInfoL I—RIZKE, I—H—0ORETIP. 954 T >
NZK2>TREENDZED IP ONUBREHR., BBEPOESLICEITAEBRIEENTVET,

Entityldentifier

JOTARND entitiesBEEZTEESEhEI T A T1EEBHEANDSHE, COfiTRK, 1—9%—
DENIFRER ICK > THEFEENEL =Bob,.

COYTILAVTFANEY T ) DigitalPetStore 77U TTFARTBICE, VITAKS
entities, R —ARNTAF—X., 8MWRIJZ —%, Customer Role - Get Order &£ VS 5B T
EFHMITBRILENHYET,

WA AV THFARNZZITAND &SI DigitalPetStore ZZE T %

%%, DigitalPetStore FZFNEF ERMBRV —ARNTTRHYERA, BRLEOVTFANE
HR—NITBDEHICEFRESNLEARVD—XIAVTFANEBHRREEEFNEFLA, COOAVTFHFR
NEREZFEALTCRATVITANOHIZFMTZICE, RUS—ARNTERTUVIIANIRNDE
BZMAET, POCRAM—VVEHRZITFANETDAVTHFANOHIC OV T, Amazon
Cognito "7V HEAR—=0OIXYEDT KRV "OIDC T IVEARN—=0DOIvE T, #3H
LTLKEEL,

Schema

HFLLWIATHFANEBHEZYR—RNTREHIC, RUS—ARNTFTAF—ICROEFHFZHEHAL F
T, GetOrder Zactions AOKDICEFHLET,

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"AccountCodes": {
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"type": "Set",
"required": true,
"element": {

"type": "Long"
}

.

"approvedBy": {
"name": "User",
"required": true,
"type": "Entity"

},

"MfaAuthorized": {
"type": "Boolean",
"required": true

},

"NetworkInfo": {
"type": "NetworkInfo",
"required": true

},

"RequestedOrderCount": {
"type": "Long",
"required": true

},

"UserAgent": {
"required": true,
"type": "String"

}

1,
"principalTypes": [
Iluserll

DO TANIYTHF ABMNetworkInfoT WS BHrecordDTF—REE SIS ICIE,
DEICAF—TICUTZEML T, AF—TIZ commonType IV ARNT I NEERL &
Jactions, commonType AVARNTZ VNG, BBBIVTATAICEHATEREHOREGLY
NTY,

"commonTypes": {
"NetworkInfo": {
"attributes": {

AV TFFANOHI =TS 79
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"IPAdd
Iltyp
"qu

1,

"SSL":
"req
"typ

1,

"Count
"req
"typ
}
},
"type":
}
.

Policy

ress": {
e": "String",
uired": true

{

uired": true,

e": "Boolean
ry": {

uired": true,
e": "String"

"Record"

RDRVD—F, BEECNEEATHFANEEN BLEIMVEN IR HFZRELET., BFED
BHIR1 > —LEI(C. Customer Role - Get Order E WS FHBAAN R HSNhTWVWET, CHORIVS—T
&, &k, VOTARNEZTSITIINIMD )Y —AOREETCHDLEN HDETTT,

permit (
principa
action i
resource

) when {
principa
context.
context.
context.
context.
context.
context.
context.
context.

Iy

1 in DigitalPetStore::Role::"Customer",
n [DigitalPetStore::Action::"GetOrder"],

1 == resource.owner &&
AccountCodes.contains(111122223333) &&

approvedBy in DigitalPetStore::Role::"Employee" &&
MfaAuthorized == true &&

NetworkInfo.Country like "*United States*" &&
NetworkInfo.IPAddress like "192.0.2.*" &&
NetworkInfo.SSL == true &&

RequestedOrderCount <= 4 &&

UserAgent like "*My UserAgent*"

ST, EXEMBIBUIIAN, USTIANIEML ZEMOIYFHANRSERLT
CENBERENFELL,

1. A——REMFATHA A2 LTVWBLENHY KT,

AVTHFANOHZFHET S
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2. =Y —0ox77ZI0HICE, XFH HAFEENTVSUser-Agent BN H V) T My
UserAgent.
3. 1—H—R@F 4 2UTOENERRTIDEIIICVUITIANLTVBRUEN HVET,
4. 1——OTHhHONI—RO 12 THRILENHV)FET111122223333,
5 - —0IP7RLARKEZREL, BELEThizEY> a2 IIHhY), IPTRLAR TH
FEIVLENHVEXTF192.0.2.,

6. REBFINEZARITILENHWET, RAVIIAND entitiesEHRXT, OO—
JLBobZHFDI1——2Z2EF L ETEmployee,

Request body

BYIBRAF—NXERV—ZFEALTRV—ARNTZRELES, CORAVIIANE
Verified Permissions APl AR L —< 32 IsAuthorized ICIRTRTEEF, entities BT X
NZEBob, £WSO—IILEZEDI—HY—THD OEEBNIEFTNTVWAHEICFELTLKES
WEmployee,

{

"principal": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"

I

"action": {
"actionType": "DigitalPetStore::Action",
"actionId": "GetOrder"

I

"resource": {
"entityType": "DigitalPetStore::0Order",
"entityId": "1234"

I

"context": {
"contextMap": {
"AccountCodes": {
"set": [
{"long": 111122223333},
{"long": 4444555566663},
{"long": 123456789012}
]
},
"approvedBy": {
"entityIdentifier": {
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"entityId": "Bob",
"entityType": "DigitalPetStore::User"
}
.
"MfaAuthorized": {
"boolean": true
},
"NetworkInfo": {
"record": {
"Country": {"string": "United States of America"},
"IPAddress": {"string": "192.0.2.178"},
"SSL": {"boolean": true}

}
iy
"RequestedOrderCount": {
"long": 4
iy

"UserAgent": {
"string": "My UserAgent 1.12"

}

I

"entities": {
"entitylList": [

{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
},
"attributes": {
"memberId": {
"string": "801b87f2-1a5c-40b3-b580-eacad506d4e6"
}
I
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Customer"
}
]
},
{

"identifier": {
"entityType": "DigitalPetStore::User",

AVTHFANOHZFHET S
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"entityId": "Bob"
1,
"attributes": {
"memberId": {
"string": "49d9b81le-735d-429c-989d-93bec@bcfd8b"
}
1,
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Employee"
}
]
1,
{
"identifier": {
"entityType": "DigitalPetStore::0rder",
"entityId": "1234"
1,
"attributes": {
"owner": {
"entityIdentifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
}
}
1,
"parents": []
}
]
1,
"policyStoreId": "PSEXAMPLEabcdefgl11111"

Amazon Verified Permissions T A MR F D {FE A

Verified Permissions T AR FZERAL T, AU U LT A KZ3REITL T Verified Permissions 7R
) =BT ARBRERNT TN 1—FT 420 LET, TANRYF TR, BELENTX—2%
FALT, RUZ—ARNTHO Cedar RUZ—HAVIOTAREZRATIHAESHZHHLET, &
AUITARNODTARNRIIC, EZ2FILE—REISON E—RZLNYEBZDZENTEET, Cedar

RUZ—DOFA

83
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RS —HEDIDSICEERE N, AT NBDHICOVTOHMIE, Cedar RUS—EEVUT77LA
HAR®D "Cedar B FRDERR)—EE, 25BLTLSEETL,

(® Note

Verified Permissions ZEA L TRAUIIANZITSHESRE., BMOI> T4 714 120> 3
DOVIOTARND—FELTTIUINILEVY—AD)ANERETEEXT, L, 7
D2AVDHMEEDD LR TEEFEA, AF—NTEETSH, UVITANYSHAT
DRENBYET, BIMOIVTATAEIIAVICETIIIVERETEEEA,

TAMRFORENBBMELETE AN L—23 222V TEE., AWS YouTube Fv¥ 2 X)L
@ "Amazon Verified Permissions - Policy Creation and Testing (Primer Series #3)1 #Z B L T £

=V,

Visual mode

@ Note

TANRYFOEDATILE—REF/ATRIICE. RUZ—ARTIEAF—NHFERES
TLRABENDYET,

RIY—ZEDITIE—RTTANTRICRE

1

2
3.
4

Verified Permissions AV —)LZBEE T, RUZ—ARNTZERLET,
EROFES—>3a RLAUT, [TAMIUF|ZERLET,

[E21F7ILE—R] ZEIRLET,

(VNN 923> T, AF—ROTVINLEATHLS[TIINIVICKRDT D
AV EBRLET, TFANRYTRICTVIONILOBRIFEAILET,
(FA7>a)[BzEm zZBRLT, BELETVONILOBI T4 T714ZEMULE
To Z7UVINIICEMENEBRZHIBRTZICE. BOBTOEICHS [HIFR] ZiBIRL £
CB

EELETVONILOBEERBHOBHEZEELET. TAMIFE, >ITa1L—hrEh
CRAVIVIARNTEEEN EHEZEALET,

(DY—=R]E29223>T, [FVINIATOavaERITLTVRIY—R] ZBIRLE
T TEARNRY VALV Y—AQOBRIFEADLET,

RUZ—DOFA 84
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8. (A7 av)HeEM &&RLT, BELEVY—AOBRIT1T71%ZEBMLET, 1
V—AICEMENEZRZHBRTSICE, BOBOEICHS [HIBR] Z2BIRLET,

9. BELEVY—ADOERBMIC Attribute fE ZIEELF T, TAMIUFE, >ZTaL—be&
NERUTUIIANTEEENEEMHEZFEALET,

10. [70>3a 023>, 8BELETVONILEDY—=RICHULTEMETI>3a>n
DARAS, Z7UININETLTVWE TV a3y ZBRUET,

M. BELET V23V 0ERHOEBMEZEELET. TAMIFE, YITail—hr&Ehi
AV IARNTCEEENCEHEZFEALET,

12. (723N IoT4T140EBMEI>3a>T, IoT14T714DEMZERL T, EBRE
DEHICFTHAEITEAI T4 T4 2EBMLET,

13. ROAYTEDVVARDS[IOTAT4BAFIZERL, IToF1T714BBFEALLE
CP

14, (A7>3a2)[BzEM Z2&RLT, BELEIVTATAOBRITAT14ZEMLE
To IVTATAICEBMENEBRZHIBRTZICE,. BOBTOEICHS [HIFR] ZiBIRL £
£

15. BELEITATAORBHIC [BHE]| ZEELET, TAMIFE, >ZaL—b&
NERAJUIIANTEEENEEEMHEZFEALET,

16. [MEFE] ZiBIRL T, TARNRYFICI VT4 T4 ZEBMLET,

17. BAVIIARNDRTEBRLT, RUZ—ARNTO Cedar R —DORAV IV I AN ED
SAL—RMLET, TAMRIFICEK, VIITARNEHFAUTINIETTINOREL, B
TNTVWBRRY—FERFFARICRELAEIS—ICEHITIBERARTENET,

JSON mode

JSON E—RTRUZ—Z2TARNTBICIE

1.

2
3.
4

Verified Permissions IV —J)LZBEE T, RUS—ARNTZERLET,
EROFETS—>3 2 RL(UT, [TAMIUF|IZERLET,

[JSON E—R] Z&RL £ 7,

[DOTANDEM 923> T, AF—TXEERZLTVWRIHEEEE., AF—TXOTVIN
WEBATHS[TIININCRDT OV ZBRLUET, TFARNRKYIRIZTU D
NILOBRNFEAALET,

AF—ANHAERENTVWEBEWEER, [TV NILICRDT I3V THEFARRY TR
TIOINILZEADLET,

RUZ—DOFA 85
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5, AF—NHAERETNTVRIHERE., AF—NXHAOVY—RAZATHS[JY—R] ZBRL &
o TFAMNRY DALY —ADBBFZANLET,

AF—IAERENTVEVWERE, [VY—A]TFARNRY VALV Y—AZANLR
ED

6. AF—NXAERENATVIHER, BEELETIUINILEDY—-AOBM BT V>3320
DARAS [TO2arv] 2BRLET,

AF—INEREIhTVEBEVEEE., [TV TFANRYDRAICT O3>z ALL
x99,

7. AVTFANTA4—=I)LRIC, >Z2AL—NFBVIOITAMNOOTHFAMNEADLET, U
DIARNIOTHFARNE, BAOREICEATEDEMERTT,

8. IFA4T1474—)LRIC, BRREICODVTTAT A I OTAT1EZTOEMDOEESE
ABLZET,

9. BAVIIANDETEIBIRLT, RU—ARNTAD Cedar RV —DRAVITARNE
2ZAL—BMLET, TAMIUYFICEK, VDOITARNZHFUITINIEETIHLDREE, &
EEhTWVWBRU—FLEEFFPEFRICRELEIS—ICET BRI RTEAET,

Amazon Verified Permissions

CCILBENDRI—OHIO—EBE, EXPE Cedar RV —DHITHY) ., —EBIE Verified
Permissions BB TY., EXNEBEEDF Cedar RUS—FBV 7 7LV AHAARICVVENTSH
W, TIIEENTVWET, Cedar RV —BXOFMICOVTIK, "Cedar RUZ—FEJT77L
VAHAR O "Cedar IZHTHDERNBRID—BE, 22RBLTIEEL,

RIS —0H

BROIVTATANDT IV LREHATD

s IVTATADIN—"T DT I EAZFATS

s FEDIVTATANOTIEAZHFTTD
ITATADEMEANDT UV AZFF TS (ABAC)
TOEAZERTS
ARNKEZFALTAN— VYV BHZSRBLET

- RYNREZHEALTIEMZSRBLET

Amazon Cognito ID h—2Y > EM & kR
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« OIDCID h=U VEHZRR
- Amazon Cognito 77 AN =V EMHZRBR
« ODC7OVEAN—VVEHXERB

ARNKREEFEFRALTN—VBHEESHBLET
ROGIE, BENREEZFEALTN—V B ESRBIDAR)S —ZERTDHEZERLTVET,
Verified Permissions MR > —TRh—O BHEZFERA TSI HEOFHFMCOVTE., "TAF—IAD

Amazon Cognito =27 DOIYET ) BRT TAF—YANDOIDC k=0 DOIVEVT, 25
BLTLSEZL,

permit (
principal in MyCozrp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource

) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal has email && principal.email == "alice@example.com" &&

context["ip-address"] like "192.0.2.*"
iE

Ry NREEZFEALTEEZSBLET
ROBIE, Ry NREZFEALTEMEZSRBIZDRI—ZERTHDHEZERLTVET,
Verified Permissions MR > —Th =YV BHEZFERITZHZEOFHFMCOVTE., "TAF—TAD

Amazon Cognito N—2 > OXIVYEVT 1 SR TAF—XANDOIDC h—0DOIVEVT, 25
BLTLSEZL,

permit(principal, action, resource)

when {
principal.cognito.username == "alice" &&
principal.custom.employmentStoreCode == "petstore-dallas" &&
principal.tenant == "x1lapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"
};
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Amazon Cognito ID h—7 > B4 % IR

XOPlE, ID M=V BMHZSRBIBDRI—ZERTBHEZRL TLWET Amazon Cognito.

Verified Permissions MR > —T =YV BHEZFERA TSI HEOFHFMCOVTE., "TAF—IAD
Amazon Cognito N—2>OXIVYET 1 BRT TAF—YANDOIDC h—O > DOIVEVT, 25
BLTLSEZL,

permit (
principal in MyCorp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource

) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal.tenant == "x1lapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"

1Y

OIDCID h—V 2 EMZ IR

ROBIE, OIDC Z7ANAF—AS ID h—OVEHZSRIDRIS—ZERTEDHFEZRL TV
£9,

Verified Permissions DR > —Th—O > BHZFERITZHEOFMICOVWTRK, "AF—TA\0D
Amazon Cognito N—2 DI YET ) BRT TAF—YANDOIDC k=0 DOIVEVT, 25
BLTLSEEL,

permit (
principal in MyCozrp::UserGroup::"MyOIDCProvider |MyUserGroup",
action,
resource
) when {
principal.email_verified == true && principal.email == "aliceeexample.com" &&
principal.phone_number_verified == true && principal.phone_number like "+1206*"

I

Amazon Cognito 7 VAN —U 2 EMZ R IR

RXDBIE, FOELARN =V EHZSRIBDRI—ZERTHHEZRL TVWET Amazon
Cognito.
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Verified Permissions DR > —Th—OBHZFER T2 HEOFMICOVWTRK, "TAF—TA0D

Amazon Cognito =2 DOIYET ) BRT TAF—YADOIDC k=0 DOIVEVT, 25
BLTLSEZL,

permit(principal, action in [MyApplication::Action::"Read",
MyApplication::Action::"GetStoreInventory"], resource)
when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI/mydata.write")

};

ODCT7I7tEARN—V 2 VEMEZ IR

ROBIE, OIDC 7ONAHA—A ST IOLAN—VVEHESRID RIS —&2KITBFEETRL
TVERT,

Verified Permissions MR > —Th =0 BHEZFERITZHEOFHMCOVTE., "TAF—ITAD
Amazon Cognito N—2 O VYEVT ) BRT TAF—XANDOIDC h—0 > DOIVET, 25
BLTLSEZL,

permit(

principal,

action in [MyApplication::Action::"Read",
MyApplication: :Action::"GetStoreInventory"],

resource
)
when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI-read")
};

OIDC 7OV EAN—VVEMHZERR 89
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Amazon Verified Permissions /R —F > 7L —KNEFT Y
JL—BNlZUDOENnERYS —

Verified Permissions Tl&k, RUZ—F > 7L —NKNI&, principal. . resourceEZREZTNDMEAED
TL—AFRINA—%FE ORI —TF, RU—FT>7TL—hrh0O&ZEFRALTRTVITIANEZR
BY2_ LR TEERLEA, RAVIVIANZRETSZICE, RUS—FUTL—KNZESVTTFVT
L—KNCDOENERIS —2ERTIHBEN BYVET, RU—FTUTL—ra2FERATHE. R
) —%—EEELTHS, BROTIINILEVY—ATHEATEET, RUS—FT27TL—K
NDEFHIE, To7L—NEFEATEZINTORI—ICRMEhET, FMICDOVWTIE, Cedar R
I—FB/IVTFPLUVAHARD "Cedar RV —FT2 7L —h,y Z25RBLTLEEY,

PDBEIZIEUT, RUS—FUTL—REEZRIVD—FTOTL—NIEVWHETBR LN TE
£, RU—FTUT7L—hERE., RUZ—ARNTHRT—ET, JL7AVIAN THS
PENHY) FEIname/, policyTemplateIld NTX—2EZZIFAND I NAO—-IILTL—
ARL=23>TR, RUVZ—FU7L—FNIDORKRDYIZRIS—FoTL—rEZE
AT&EEY, GetPolicyTemplate & MDHH I THHEIListPolicyTemplatesZRL &
T, ROBITE, RUS—F27L—NEZFEALT, TRUS—FTUTL—FZEBBLE
J GetPolicyTemplate,

$ aws verifiedpermissions get-policy-template \
--policy-template-id name/example-policy-template \
--policy-store-id PSEXAMPLEabcdefgl11111

FeExE, ORI —FFL—KWERead, RU—F27L—KNEERTZIZTIINILED
V—AIZ Edit, . KV PO EACommentHFa#EMHLET,

permit(
principal == ?principal,
action in [Action::"Read", Action::"Edit", Action::"Comment"],
resource == ?resource

);

COT7L—BREditorlCETVWT EVSERORD S —ZERTEHE. TUVINILFBED
JY—ADITFARELTEEEATWAE, T7UT—232 7TV NLA)Y—RAICHLT
GHE) . WmE. OXVRNITREOOT IV AHFAZRMHITZI RIS —ZERLET,

BRI —ERGEERY, TUTL—BMCUOENERI)—EEBNTT, BIOHIT, RUS—F
7L—KhSComment7 V>3 aEIBRT E, TOTOTL—NCVOFEFESVWTLS
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RID—RBENICSUTEHREA, RUS—TEEENETIINILERIIETZ )Y —RAICOXY
NTEBLBNET,

FOTL—RNCUOENERUS—OFICOVTIE. T #88BL TL & LWAmazon Verified
Permissions 77 L—KICU > O&EnizRI—0 b,

Amazon Verified Permissions R —F > 7L — N DERK

Verified Permissions TR =72 7L — R EZERTBICE AWS XXX ROV =), .
AWS CLI, &£/zlx AWSSDKs ZAL &Y, RUS—TFTUTL—hEEATIE, RUY—Z—E
EExLTHAS, BHROTVIONILEDY—ATHERATEXRT, RU—FTL—MEERL L
5, TUTL—=RNCUOENERVD—ZERLT, BEOTVINILEDY—ATRID —TF
V7L —hEERATEET, FHMICOVWTIEE. TAmazon Verified Permissions 77 L—KJ >0
R —DER L Z25RBLTLSEEV,

AWS XXX N2 —=)L
RIZ—FT2TL—NEERTBICE

1. Verified Permissions 1YV —)L&ZRAE £, RUZ—ARNFTEBIRLE T,

2. EROFES—23arR4T, [RI—FT20TL—N ZB8RLET,

3. [RU—FUFL—KRZER] ZBRLET,

4. [l o> a3 ICRUS—FTL—MNOHEBEEADLET,

5. [RV>—=F27L—rERX] 923> TR, 7L—AFRIA—?principal BKXV?
resource ZFAL T, COTFTV7TL—RNICEIVTHERENERUS =D, 5T 2R
BHABRIAARTEDELSICLET, [7F—XY N EERTZE, RUS—FTL—b
DX ZHRBETIhDEREATFORNTTIF—IYNTEET,

6. [RUZ—FTUTL—bh2HEK Z2ERLET,

AWS CLI
RIS—FT7L—bhaERTDICE

CreatePolicyTemplate AR L —> 3> Z AL T, RV —FU 7L —MNZERTEE T, XD
BlTE, 7V NILOTL—AFRINA—Z2ECR)—FT T L—RE2HERLET,

774) templatel.txt IZFXRDEDHEENTVET,
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"VacationAccess"
permit(
principal in ?principal,
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"

);

$ aws verifiedpermissions create-policy-template \
--description "Template for vacation picture access"
--statement file://templatel.txt
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-18T21:17:47.284268+00:00",
"lastUpdatedDate": "2023-05-18T21:17:47.284268+00:00",
"policyStorelId": "PSEXAMPLEabcdefgll1111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}

RIS—FOTL—hEBE2ERALTRIV—FTUTL—hE2ERTDICE

ZA723>T, RUS—FUT7L—bOERKICARIS—FTUTL—MEEZEETEXT, BH
&, RUS—ARTADIXNTORIS—FUTL—KRT—ET, LTIV IAN THIHZE
AHV)EIname/o RIS —FT2TL—KIDORDYICHEBZEATEET,

$ aws verifiedpermissions create-policy-template \
--description "Template for vacation picture access" \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefgl111111 \
--name name/example-policy-template

{
"createdDate": "2023-06-12T20:47:42.804511+00:00",
"lastUpdatedDate": "2023-06-12T20:47:42.804511+00:00",
"policyStorelId": "PSEXAMPLEabcdefgll11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}

(® Note

RVS—ARTAOBORIS —F T L—NIBEICBEERITSNTVS BB ZIBET S
&. ConflictExceptionIS—ARELET,

Fo7L—NOER 92
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Amazon Verified Permissions 77 L—KDU 29K —0OER

ToTL—=KNCVOENERID—, FEERV—FOTL—NIEIKRIUZ—E, . AWS
CLI, £l AWS SDKs AWS Y ZXI XY NAVY—)IZFERALTHERTEET, 7 7L —KIZVU
voENERDI—@F, RVI—F2TFL—NCUOEhEEFRICBYET, RU—F2TL—
RTRUS—AT—RMXRNEEETRDE, TOTUTL—RCVOENERII—F, TOER
AESITONEIRNTORBREICHULTHFLVAT M NZEBNICEALET,

FOTL—RNCUOENERUS—OFICOVTIE. T #5BL TL & VWAmazon Verified
Permissions 77 L—KICU & hizR)>—0Hl,

AWS XXX N2V —=)

RIS—=FTL—REAVAZVANULTT T L—MNCU O NERIS—ZERTBIC

(&

1. Verified Permissions 1V — )L ZRA&Xd, RU—ARNTZBIRLET,

2. ERIOFES—23asRAT, [RUD—]&BRLET,

3. [RUD—%ER] Z&RL., [TU7L—RNCUIENER)S—%ER] 28RLET,

4. FRITZIRIV—FTUTL—MOBICHDTARREBIRL T, (RN Z8IRLET,

5. FOT7L—RNCUOENERIS—DZORBREDA VAR AICERTE TN
NEVY—READLET, BELEEBR [RUS—AT—MXNO7LEI—-]1T71—)
RICRRENET,

(® Note
TOINLEDY —ADER, 8BRS —ERUERICTIHEN
HYET, HlxE, 7V /NILD AdminUsers I —TZEET I
l&. Group::"AdminUsers" EABNULET, AdminUsers ZA LTS &, BKRiELT
T—HFRRENET,

6. [TU7L—RCUZIOENIRYD —ZERK] ZBRLET,

TUTL—=RNCUZIENEEHLVWRDS—A RIS —] D TFICRRENET,

TUTL=RCUYOENLZRI)S —%ZERTS 93
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AWS CLI

RIS—=FTOTL—REA2VARVAULTT YT L—NCUDOENZRU S —ZEKTSIC
=S

BEORIS—FOTL—r2S3BL., TO07L—FTHEAETNZITXTOTL—AKRILFZDE
BEEITDTITL—NIUOR)S—BERTEET,

ROBITRE, ROAT—KXV RSB TUTL—NE2ERATD, TV7TL—KIUZTENDB
RIS —ZERLTVET,

permit(

principal in ?principal,

action == PhotoFlash::Action::"view",

resource == PhotoFlash::Photo::"VacationPhoto94. jpg"
);

F/h. X0 definition.txt 77 AL ZEAL T definition N X—XDEZBEL F
9,

{
"templatelLinked": {
"policyTemplateId": "PTEXAMPLEabcdefgll11111",
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
}
}
}

HALKK, TO7L—RASEBLEVY-RE, ERBNFXA—ZPSEELLETVNILO
MAEFRFIENET,

$ aws verifiedpermissions create-policy \
--definition file://definition.txt
--policy-store-id PSEXAMPLEabcdefgl111111

"createdDate": "2023-05-22T18:57:53.298278+00:00",
"lastUpdatedDate": "2023-05-22T18:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgl11111",

"policyStoreId": "PSEXAMPLEabcdefgl11111",
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"policyType": "TEMPLATELINKED",
"principal": {
"entityId": "alice",
"entityType": "PhotoFlash::User"
1,

"resource": {
"entityId": "VacationPhoto94.jpg",
"entityType": "PhotoFlash::Photo"

Amazon Verified Permissions R —F > 7L — N DiRE

Verified Permissions DR > —FT 2 7L — N EZ{BEELREEHRIDICE. AWSIY R XNV
V—J)L. AWSCLI, £/zl& AWS SDKs ZALET. RUZ—FTUTL—hEHRWETDE., TV
TL—=KNCUoEnTVWBL, TOFL—NCEITVTVWBRRU—HFEBNICEFRENET, T
Dz, RUVS—FUTL—NZmEITDEZERFEFEL, PTHAUIT—23a z2EILEZHR>TEA
LBEVWERSICLTLSEEZL,

RIS—FTOTL—FORODEREEETEET,

e IRUS—FFL—KNIC&>TactionsRBEh?
« when X R EDZMHFunlesst

RI)S—FTUTL—RMDRODEBRFEETEELEEA. CNSDEZXEOVTHHAZEETSICE., R
=TT L—hZHIKRLTBERTIBENHYVET,

e permit F¥EEF AS5DRV—FT27TL—MOME forbid
« RUSD—FT27L—RNIC&K2TprincipalsBE hd
c RUS—FUTL—RNIZ&K2TresourceBEnd

AWS X RI X N2V —=)L

RID—FTUTL—hEmETBHICE

1. Verified Permissions 1>V — )L ZRA&Xd, RU—ARNTZBIRLET,

2. EAOFESF—2a RA2DT, [RUS—FO7L—NZBRLET, A V—ILICE,
BEORIV—ARNTTHERLETXRTORIS—FOTL—MNIRRENET,
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3. RUI—FUTL—POHBICHBZSOHAREZZBIRTBDE, RUD—FTUTL—NDER
EEHFDORAZIRRI—FTUTL—MORBBE, RUI—FOTL—NCETBH
HMAFRRENET,

4. [MRE) ZBRLUL TRV —FTUTL—PZERELET, DEBIZIWUT RIS —0OFHA] & [R
) —ARX) ZEHL, [RUS—FT2TL—h2EH 2BRLET,

5. RUI—F2U7L—PMOBICHDTOFARZZERLT [HIR]) 28RS, RUS—TF
7 L—KNZHIBRTZEET, [OK] ZBIRL T, RUZ—FUTL—NOHIBRZBEEL X,

AWS CLI
RI—FTUTL—hNEmRETBHICE

UpdatePolicy 7R L —> 3> AL T, BRI —ZEHTEERT, XOFTE. 774
CERBENTVBFHULVRUS —IZR)D—ERKXZBERADEICKY), BEEhERDS—
TO7L—KNEEFHFLET,

templatel.txt 77 1L ODAR,

permit(
principal in ?principal,
action == Action::"view",
resource in ?resource)
when {
principal has department && principal.department == "research"

Iy

$ aws verifiedpermissions update-policy-template \
--policy-template-id PTEXAMPLEabcdefgl111111 \
--description "My updated template description" \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefgl111111

{
"createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}

RIS—FT2TL—MOERZEFHTSICE
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdatePolicy.html
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RIVS—FTTL—RNEEFHIBEEIL, RUD—FTOTL—PNRZREFLRIENTEET,
BHllE, RU—ARTAOIXRNTORIS—FTL—NT—ET, LTIV IAN THB
PDEN BV ETname/o BEFMVIITANIBEI 71— ILREZEDBEVEES, BFOBAIEGEEE
nNEHA, BEIZHIBRTZICE., ZOXFEIICRELET,

$ aws verifiedpermissions update-policy-template \
--policy-template-id PTEXAMPLEabcdefgl111111 \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefgl111111 \
--name name/example-policy-template

{
"createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgl11111"

}

Amazon Verified Permissions 77 L—KNIC > & nizKR1)
> —04fHl

TR —ANTHEEMERL T Verified Permissions TARUS—ARNTZER TS &, BIR
LESZL7A2 T MOERERRIS —, RUI—F2TL—bM, BLVCARAF—TEZFEALT
RIS —ARTHERENET, LT D Verified Permissions 7> 7L —KNICU > o&EhiR) D —
Blik, YTINRIV—ARTEFNENORI —, RU—F2TL—hk, BRTCAF—XTHE
HATE&ZET,

PhotoFlash @) 4

ROBNE, RIVS—F2TL—hefERIBTTL—NIUYIENERID —2ERT B HEE
RULTVEY, A4 DI —BEREZHIOFTF/R—MHEEEENOFHRNET IV ERAZNEL
x5

(® Note

Cedar DRV —FREBTR, I>T14T1Z2inBHEHBELET, LN
T, principal in User::"Alice"lEprincipal == User::"Alice"&RZETY,

FUTL=RCUYTENLZRIS—0H 97
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permit (

principal in PhotoFlash::User::"Alice",

action in PhotoFlash::Action::"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

ROBNE, RIS—F2TL—heERIBTUOTL—NIUYIENERID —2ERTBFEE
RLTOVERT, YOI —ETINLEZEFEODRTZAR—MNAEBEEANOFHRNET IV EAZHN
5L%Ed,

permit (

principal in PhotoFlash::User::"Alice",

action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

ROBE, RIS—F2TL—hefEAIBTUOTL—NIUYIENERID —2ERT D FEE
RLTVERT, RATL—TEBZDBEZFIDFRTZAR—MNEBEEANOFHRNET I ERAZHN
EL&%Y.

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

ROBIE, RUS—FUT7L—KeERIDTUTL—RNIVDIENLERIS —2EKTDHEE
RULTVWET. RATVIN—TETINLEZFEIFRTZAR—NABEEEANOFHRNET IV AZH
ELET,

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

ROBIE, RUS—FUT7L—ReERIDTUTL—RNIVDIENERIS —2EKTDHEE
RLTVET, RAVIL—TEB2OEEZERAL T, kT7FARXR—NEBEEEANODTILNTIER%E
RELET,

PhotoFlash @l 98
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permit (

principal in PhotoFlash: :UserGroup::"Jane::MySchoolFriends",
action in PhotoFlash::Action::"SharePhotoFullAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

ROBlIE, THOVRASRIS—FOFL— 7OV 01— —2ERATRDTTL—RIUY
TENIRID—ZERTBDHEERLTVET,

forbid(
principal == PhotoFlash::User::"Bob",
action,
resource in PhotoFlash::Account::"Alice-account"

);

DigitalPetStore @ 5l

DigitalPetStore %> 7 )LIRV S —ARTFICERI) S —F T L —KNE—H1EFhTVEE
Ao DigitalPetStore > 7 I)LARUS —ARNTZEKL &, EAOFES—23RL2 TR
O—1%&BRITBE, RUS—ARNTICEEFND RIS —ZRRTEET,

TinyToDo @ 4l

ROBIE, BYDI—HF—ERAVVANINTIELI—D—T IO ELARAZHATEIRI—FT27
L—hEERATEITVTL—NIUIENERI)S—ZERTEIHEERLTVET,

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [TinyTodo: :Action::"ReadlList", TinyTodo::Action::"ListTasks"],
resource == TinyTodo::List::"1"

);

XOBE, B2 DI1—H—ERRAVVANINTBIIFART IV EAZHFATAIRIS—FTTL—
NEERTETUTL—RNIVOENERID—ZERTEIHFEERLTVET,

permit (

principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",

action in [

DigitalPetStore ® 4l 99
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]I

reso

);

TinyTodo:
TinyTodo:
TinyTodo:
TinyTodo:
TinyTodo::
TinyTodo:

urce ==

TinyTodo:

:Action:
:Action:
:Action:
:Action:
Action::

:Action::"DeleteTask"

:"ReadList",
:"UpdatelList",
:"ListTasks",
:"CreateTask",

"UpdateTask",

cList::M1"

TinyToDo @ 4l
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DY—AREN—DOBFERALTT 77U —23 %2 RET
%

Amazon Verified Permissions TAEB ID Z’ONA X — (IdP) 2% T ID V—AZHEKL T, 77
T—=2a2 ZFEFEP<SRELET, IDVY—RAW, RUI—ARNTEEEHEBEREN S IdP 'Cm.nl_l:éﬂ
E1—Y—Nso0BRERHEELET, 77UVT5—23 2 IDV—ALS5ON—0 2 FEAL TR
DOTARNZITSE, RUI—ARNTFRI—HY—7ONT A ET O EAREFTH SR T’E’J&E'Céi

¥ Amazon Cognito 1—%—7"—)L & =IE AKX L OpenlD Connect (OIDC) IdP Z ID YV —A& L
TEMTEERT,

Verified Permissions T OpenlD Connect (OIDC) ID Z’O/NA & — (IdPs) A T& &9, 77V
F—2a2 ik, OIDC #HO ID 7OAONA X —ICK > TERE NI ISON TI T RN—=U > (JWTs) &
FERALTRAVITIARNEERTEET, =001 —HY—1DREF7VNILIDICIYEDY
ENhET, ID =Y %FEHTS L. Verified Permissions @BE I L —LZ 7TV NILEHIC
NYEILET, PORVBARN=D2UTRE, chsOIL—ARIVTHFANIIVE Y TENFE
To EESNORN—DUBRALTTE, DESB UL —ALgroupsZz7T VI NILWITIN—=FIRvE>Y
L, O=IR—=AOFTIV+tAT>rO—J)L (RBAC) Z25FHliT AR —ZBETEET,

(® Note

Verified Permissions &, IdP R—9 A S DERICE TV TEITDREZITVETH,
EEHEXVRY TR EEHY)ERA,

Amazon Cognito 1—%—7"—)L& (& OIDC ID 7’O0/N1 X —% £ H L T Amazon AP| Gateway
REST APIs OFRAIO2 Y U ##E T Dstep-by-step®F1— KU TIICDOWVWTIRK, AWS =F2 1)

T4 70O DOAPI Gateway APlsy £k "M B ® ID 7’0/V4 &X' — Amazon Cognito ZF5A8L, %
SRLTLEEV,

NeEY D

- Ei7% ID Z7ONAE—DER

« Amazon Cognito ID VY — AN F
« OIDCID Y —ADEH
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Bl ID 7°0O/V1 & —0iEiR

Verified Permissions & & £ £ % IdPs TEMELE A, 77T —23>THERATS AP ZRET
LT, ROREZELTLSEEL,

X @ Amazon Cognito & IC ZFEALET,
s MEOIDAVTIZARNSZIOFYRLTHLVWTZUTST—23 0 ZBELTVS
s EFIUT A BN BHRAENLE AWSNZR—D RI—H—T— LI MBE
« V=¥ IDTAONSA T —DRENBETT
- N=U EBEBRNLLEV
oibC 7aANA A —l&F, ROFEIZFEALET,
« BEDOID A7 TARNTYUF ¥ (Auth0, Okta, Azure AD) /"% 3
e —ibtENE 1 EBZHEBIDILENf HGYVET
s BEDIAPs DAV T ZA T ABHN BB

Amazon Cognito ID VY —A D fEFH

Verified Permissions (& Amazon Cognito 1—H#'—7"—)L £ Z#Z(CE# L £9., Amazon Cognito

JWTsld FRITJ8E/ #8i& T 9, Verified Permissions [& C D@EZ5REL . EFENTV2EHA SHK

FEGDX'J/ NEBET, LEAE. DN—D2FEGTIORAN—=O2ZFERALT, O—IKXR—A
T7OEAA2MA—) (RBAC) RAEFINEERETEET,

# L L Amazon Cognito 1—H'—7"—)L ID V—AICE, ROBEHRFBETT,

« AWS U—>32,

« 1—%—7—J)L ID,

c DY—ARICEHERGFRTIUINILIVTAT 14247, Hl: MyCorp: :User,

c DY—RICEAEBENSGFZ TV NINWIN—=TIToT147 143247, Hl:MyCorp: :UserGroup,
c RUZ—ARTAOVITIANEZHATRIA—HY—T—ILDOIZA4T> N IDs

Verified Permissions &@LU W@ Amazon Cognito 1—H—7"— )L TO K #EET B -8 AWS 7 H

N, BIOT7AHIRNTIDY—AZBETDEFTEEHY A, Verified Permissions (&, 1—
H—T=LVTVINNERETEIRI—TSRIBDVEN B IDYV—ABAFTHDI T4
TATLT74vOR%E, BREQDI—H—7—)LDOID ICEREL TFJus-west-2_EXAMPLE, Z N5

B ID 77O/ 4 & — iR 102
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4. DEE>I—HY—T—I)HOI1—H—% alb2c3d4-5678-90ab-cdef-EXAMPLE22222 & L
TSHBLET., us-west-2_EXAMPLE |alb2c3d4-5678-90ab-cdef-EXAMPLE22222

A—Y—T—=Ir=020L—AICE. B, AO—=7". JIL—=7". 94T > IDs. hAZLA
F—REEHDENTEET, Amazon Cognito JWTs IZI&, Verified Permissions M &FRRE (1%
MOERTEBBREZEDDIHENHYERT, EFNICEIDOEHY TY,

1. cognito: 7L 74V OV ARMEN I—H—BB XTI IL—TIL—A
2. ZFEALEAAZLI—F—EM custom: prefix

3. RITRICEMENEHARLI L —LA

4. sub X B E®D OIDC BEY L — L email

ChenUL—LNEME., O Verified Permissions RS —TEF NS EEIE TS HEIC DV THA
L &9 Amazon Cognito N—9 2 ZAF—XICIXVYET T,

/A Important

Amazon Cognito M —2 > (FBXHARAVINDEICEVY HT EN TEETTH, IWTSEESR
EBMWHRIBATLAT—NLAYY—RERBENET, JSSON VI T h—U 2 RFC 7519
ICERTDH—ERARF, =V ZJE—RNTRIITDCENBEENTHY, RITEICK
PRIFEMLATEHY FBA, DFV), Verified Permissions (&, & THIBRE i1 —H—

CHUTHYBEENEN = FERRTENEN—VVICESVWTIT IV EREZHFUTESE
T, cOURVZBRFETDEHIC, BB ZTEDEITESLTN—U9 %KL, 1—
-0ty a ez T2EREZHRLEVESEERMN—VZRVY)EITLEZHE®D
LET, FHICOVWTE, "= %%IckDI—H—tv>a> o7, 25RBLTL
ZEW,

ROFIE, 77U )NILICEENS S s Amazon Cognito 1—H—7"—IL YL —LND—HES BT
PRV —ZERTEDHFEETRLTVWET,

permit(

principal,

action,

resource == ExampleCo::Photo::"VacationPhoto94. jpg"
)
when {

principal["cognito:username"]) == "alice" &&

Amazon Cognito ID Y —ADEFA 103


https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-tokens-with-identity-providers.html
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https://docs.aws.amazon.com/cognito/latest/developerguide/token-revocation.html
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principal["custom:department"]) == "Finance"

};

ROBIE, Cognito I—H—7—)ILAOI—H—THDTIINILESRIDR)—ERTS
FEERLTVET, ZUVINL DI OFERTHD EICEEBL TS EE W <userpool-id>|
<sub>",

permit(

principal == ExampleCo::User::"us-east-1_example|alb2c3d4-5678-90ab-cdef-
EXAMPLE11111",

action,

resource == ExampleCo::Photo::"VacationPhoto94. jpg"

);

Verified Permissions O 1—%—7"—)L ID Y —A® Cedar R —k, BERFET >
S—AAT7 ) AAONFZEC VL —LBICHANEBXZFEALET_, ChillE,
cognito:username® BZEN : XNFEEC1—H—T—ILTL T4V IRIL—LNEEFN
FJdcustom:department, cognito:username £ (¢ custom:departmenty L —A
#SBITBIR)—%H%28IRTSICE,. principal["custom:department"]EhEFh
principal["cognito:username"]BRT &L TEIRLET,

(® Note

R—22IC cognito: £lE custom: 7L 71 v U RA&2HE2I2UVL—LE, UTTIE
cognitoXZlk 22V L —ABNEFNTVSFScustom, IsAuthorizedWithToken %&
FERAULLERAVIITARNE TEABUEIValidationException,

IL—LOIVYEDITOFEHMMIIOVWTIEE, 1 258U T E&E LWAmazon Cognito h—2 > % A
F—XIZXYE>T T3, Amazon Cognito 1—H— DA QOFMIC DV TIE. "Amazon Cognito
FAROY/N—7F4 R, ® "Amazon Verified Permissions ZHA L =580, Z2BL TS &L,
Amazon Cognito

NEY D

+ Amazon Verified Permissions Amazon Cognito ID VY — AN ¥ERK
« Amazon Verified Permissions Amazon Cognito ID ¥V — AD#wE
» Amazon Cognito hR—9U B AF—XICIVYET TS

s NDVTAT U NEeF—F 1T ADIREE Amazon Cognito
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
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Amazon Verified Permissions Amazon Cognito ID ¥ — A DK

RDFIETE, IDYV—RZBRFORV—ARTICEMLET,

Verified Permissions 1>V =)L THLVWRUS —ARTZERTHEEZEIC, IDYV—REEKTS
EETEFET, CcOVOLATR, DY—ARN—=9200L—LEZIVTATABHICETNICA
VIR—KNTEFET, HARFERY NT YT ZBIRTSB D, APl Gateway & ID 7ANA X —F7
2avEFEALTEYRNRT YT LEST, chsnAT7a> TR, IRV —EERENET,

(@ Note

DY—R W, RUZ—ARNTZERTZIETREEMOFTES—2a2RAVICEERTEH
FBA. ERTBZIDYV—REF, BEORUZ—ARNTICHERTSNET,

Verified Permissions APl @ create-identity-source AWS CLI & 7= l& CreateldentitySource Z £/ L
TIDY—REERTDEEIL, TVOINLIVTATARATERATEERS, 2L, ZOL
JTATARATR, IOTATARATH OIDY—AZERKLEFTAWS: :Cognito, <DL
TATAEEFE. RUS—ARNTAF—NEEBEMEN B EFE A, Amazon Cognito ID ZRI) > —R
RPAF—RERETDICEK., TUVINILIVTFATARATZYR—RNEATVBRIVI—A K
TFTIVTATARETDIHLEN HV)ET,

AWS YR X NOVY—=)
Amazon Cognito 1—H#'—7"—)L ID V—AZEKT S ICIF

1. Verified Permissions AV —JLZBEE T, RU—ARTZERLET,

2. ERICHBFES—>23aRA2T, IDV—R]ZRBIRLET,

3. [IDY—ARZEXZERLET,

4. Cognito I—H—7"—)LOFMT, ZBRL, DY—AOI1—H—T7—)LIDAWS U—> 3
Y BEAALET,

5. TZUINABREDTIINILEATT, COV—AXPSTIINILOIVT14T 14X
A7 %BRLUET, E e s Amazon Cognito 1—H—7"—)L® ID (&, BIRLET U
NILRATIZRYE Y TENET,

6. JI—7H/RET, 1—H—7—)lcognito:groupsZ7L—LEZIVE>TFTREHEERE
Cognito JI—7%Z2FEAT3Z2BRLET, T7UINILEZATORTHD IV TAT14X
17 Z2BRLET,
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https://docs.aws.amazon.com/cli/latest/reference/verifiedpermissions/create-identity-source.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreateIdentitySource.html
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7. 92AF7RNTTIVT—>320KRET, 94T RNT7)T—232 IDsZERELT 3 A
ESHrERRLET,

« DSAT RTINS —2a2 IDERIAETDICEK. "9FAFNT77I)5—>3> D
F—HBITEIN—DV0HhEaZTAND ) ZBRLET, REETDIFATORNTTIT—
A IDZEILFHLVWIOSATUORT V=232 1D ZEM ZFBRLET, EBML
EOZATRNT7Ir—232 D ZBIRTBICE. 94T NT7)T5—23> 1D
NHEICH S [HIRR] ZBRLET,

« DSATURT7IT—2a32 D ZRIAELIELSBVEEE., [(9FATNTT)I—
>az D ZRILEVIEREIRLET,

8. [IDYV—RZEER|ZERLET,
9. (AT3V)RUS—ARTIERF—INHBEA. Cedar RUS—DFAF2F 154

N—=O FERGTIOEVAN =V SHELEEHZSRBITDHEIC. AF—NZEHL

T DY—=ANERTBDTIINILDOR AT % Cedar ICRRBEHERIMBENHYET, A

F—IXADOEMICIE, Cedar RUZ—TSRULLEVEMZEHDIXLENHYET, Amazon

Cognito N—U Bt %Z Cedar 7V NNILBHICXYE T IR HEOFEMICOV TR,

M, #2838 L T E&EWAmazon Cognito h—9 > & AF—XICIXYET T,

(® Note
API VORI —ARNTZERTDH., RUZ—ARNT OEREIC APl Gateway
ED7AONAE—DtY N7 YT RERATSEE, Verified Permissions (& 1—4—
T —EBHEITUL., ZTVINLEATCA—Y—T—ILEBEFAD
TNBPAF—NEERLET,

10. h=02hr5NEHEFEAL CERAZRETDIRI—ZERLET, FHICOVWTIE.,
T Amazon Verified Permissions 8R! > —DERK 1 2SR L TS EE L,

IDYV—ADER., AF—NOEH. RU—0ERNFTTLES, ZERAL T Verified
Permissions IsAuthorizedWithToken CERAIMREZMIEL £9, FHMIC DWW T, Amazon
Verified Permissions APl 1) 7 7 L > A4 4 R®MIsAuthorizedWithToken, ZZBL T EE L,

AWS CLI

Amazon Cognito 1—H#'—7"—)L ID V—RZEHKT B ICIE

CreateldentitySource AL —2 3> ZFALTID V—RAZERTEETRT. XD OFITE,
Amazon Cognito 1—H—7"—)LASREIAE N IDICFTIELATES IDV—AZERLET,
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
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1. create-identity-source N> R® --configuration/N\ZX—XTHEATS
Amazon Cognito 1—H—7—)LOLUTOFMZECconfig. txt 77 AL ZERLE T,

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp::UserGroup"
}

}

2. RO R%EFEITL T ID Amazon Cognito VYV —AZHERKL £T,

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "User" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

3. (A72AV)RVI—ARNTFIZAF—INHBDEE,. Cedar RUS—DTAFT4T4
N—=O FERT7IOEAN =V SHHLUEEHZSRIZEIC, AF—NZEHL
T IDY—ANERTRDTIVINILDORAT % Cedar ICREBEEIMENF HYVET, A
F—IXANDEMICIEE, Cedar RUS—TSRBLEVEMHEZEHDIMHEN HYET, Amazon
Cognito k—2 2B %& Cedar 77U NILBHICIYE T I FEOFMICOVWTE.
M, Z88BL T< & WAmazon Cognito h—0 V2 AF—XICIVYEVT T3,

(® Note
API UV ORD D —ARTZ2EKTEID. RU—ARNT OEREIC APl Gateway
ED7ANARZ—TEY N7 YT ZFERTSEE, Verified Permissions (& 1—H—
=N —BHEEITIVL, Z7UINILERAT I I —T—I)LEBEN A D
ENBAF—NEEKLET,

ID YV—ADOERK 107
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4. N—=Oh50EHREFERA LU CERAZRETDIR)—EERLET, FHICOVTIE,
T Amazon Verified Permissions 82K 1) > —D1ERK, Z2SBL TS EE L,

IDY—ADEHR., AF—NXOE#H., RU—OERNFETLES, ZHERHL T Verified
Permissions IsAuthorizedWithTokenlCERAIMREZMKIEL F£9, FHMICOVT

l&. TAmazon Verified Permissions APl IJ 7 7 L > AH 4 K1 @ TIsAuthorizedWithToken, %
SRBLTLSEETY,

Verified Permissions Taeal & 171 —H'—I(C Amazon Cognito 79 E2ARN—092&EID =02 %
FHTZHEOFM- OV T, "Amazon Amazon CognitoF RO Y /N—H A R, @ TAmazon
Verified Permissions I k25 Ay Z2FBL T EE V),

Amazon Verified Permissions Amazon Cognito ID ¥ — A D#R&E

DY—AD—TBONTX—RE, EREBICHRETEETET, DY—ADRATEEETD_EWRFTE
FtHA, IDY—AZHIKL, OIDC £k OIDC Amazon Cognito ICE1WEX2FHLWID Y—AR%
ER T BDHENH V) FT Amazon Cognitoe R —ARTAF—IHNIDYV—ABHE—HT S5
B, DY—RALMALEEEZRMIDEISICAF N ZEBICERTIXEN BB EIFEEL
TLEZL,

AWS YR X NOAVVY—=)
Amazon Cognito ID YV —AZE#H T3 C &

1. Verified Permissions AV —JLZBEE T, RUZ—ARNTZERLET,

2. KRB FES—>3a>oRA2UT, [IDY—R]ZEBRLFET,

3. WEIBIDY—ADID ZERLET,

4. [HmE] ZBIRLET,

5. Cognito 1—H—7—)LOFMT, ZBRLAWS V-3 DY—AQOI1—H—7—)|
IDZAALET,

6. TUINILOBEMET, DY—RDTVINILEZATEEHRTEET, Eiteh i
Amazon Cognito 1—H'—7"—)LO ID &, BRUETVINLEATICIVE Y TEhTE
¥,

7. UIN—=7H/RET, 1—H—7—)lcognito:groupsZ L —LEIVE>TFTREERE
Cognito I —7%2FERAT3ZBRLET, T7UINLEZATORTHD I TAT14R
17 ZBRLUET,
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8. UVZATURNTTIVT—>320RIT, 94T RNT7)T—232 IDsZEREALT S A
ESHrERRLET,

« DSATRNT7VTr—232 D #@iLI2ICE. "OZA4ATFRNTF7UTr—232 1D
F—HIBDN—V2DHhEZITAND ) ZEBRLET, REETDIZATRNTTVT—
>arvIDIELFHLVWISATORNT7UTr—>32 D zEM 28RLET, EML
OZATRT7Vr—232 D ZEIBRIDICE. 9FAFTNTF7UTr—2321D
DEIZH D [HIRR] ZBIRLE T,

« DZATRNT7VT—232 D ZRIALE<BWVWHEER., "OSA4TFTNTFTIT—
>3 IDERIALEBEV, ZBRLET,

9. EEZREF|ZVIYILZET,
10. DY—ADTIVININERATZ2EELIZBERE. EMENLET IO NLRATHELL

RBRENDISICAF—NZEHITILENBYET,

IDY—AZHIBRTDICIE, IDY—ADBICHZTOARZZBEIRL, RIC[ID V—AZHIR]
EBERLET, TFARRY Y RAZdeleteZA DL, [IDYV—AZHIKR] #8IRLTID Y—AD
HIBREEELE T,

AWS CLI
Amazon Cognito ID YV —AZE#FHIT B Z(F

UpdateldentitySource AR L —2 32 ZFALTID V—RAZEHTEET, XD OFITR., 1&
EEniIDY—ARZEHL T, Bl Amazon Cognito 1—H—7—)L2EALE T,

1. update-identity-source N R® --configuration/N\ZX—ZTHEATS
Amazon Cognito 1—H—7—)LOUTOFMZEE L config. txt 77 ML ZERLE T,

"cognitoUserPoolConfiguration": {

"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",

"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"],
"groupConfiguration": {

"groupEntityType": "MyCorp::UserGroup"
}

}

2. ROIAN REETLT., Amazon CognitoID YV —AZEFH L ET,
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$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
}
@ Note

DY—ADTVIINNEAT2EEITRDHE. BHENLTIVINLERATZEL
SERTDLSICAF—NZEHITILENBYET,

Amazon Cognito R—90 2 &2 AF—XICXYET TS

IDY—ABRUS—ARNFISEML, 7ONAH—IL—A, FLBGR—IVERUS—ARTR
F—RIIYELIIRRANBYET. COTOLAZEBLTIICE, HAREELY KTV
TEEALTIDY—ATRUS—ARNFEERTDH. KUI—ARNTOEREICAF—TEFH
TEFLET, =V ERF—TLIIEDILES, ThEESRIBRUI—EERTES
T

A—H—HBAROZOEI>IVIZE. ROBHERFEENTVET,

« RUS—ARTARAF—NXIIEHZBEBNICALTED RS
« Verified Permissions 7R ') —T Amazon Cognito h—2 >V L —L%ZERT 3 5%
s DY—ADAF—XEFHTHREITDHL

APl ORI —ARTEHA RFEELY RTY T THERENEZIDYV—RAEFE DRIV —A
K7, ID(D) h—Y Y BHERAF—TICEHTIVEL Y TRREESH Y T A, Verified
Permissions [ 1—H%—7"—J)LOBMEIEEL, 1—Y—BUNMADEThERAF—TEERTESE
T, ID =D FRBH Tk, Verified Permissions &2 L —ALZ 7TV NI TAT 1 DEHEIC
NYEYILET, XKOFHT Amazon Cognito ., =TV 2V ZAF—NICFEHTYNYEV T ITRIHE
NFHBEENFHYVET,
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s TIPS ZEORIV—ARNTERLERBRV—ANTEERLEL I,
c PUOELAN—=—VVOFERZO—IIR—ADOT7+EA> MA—J)L (RBAC) ZHBX THRL 2L\,

« Verified Permissions REST API, AWS SDK, &l Z2#HAL TRV —ARNTZERLET
AWS CDK.,

Verified Permissions 7R 1J > —AKNF7 T ID Y —A Amazon Cognito £ LT ZERAT3ICE. A
F—XICTOANAM A —BUNVETT, AF—NREEENTHY, 7ONAMEX—K~=02H
IsAuthorizedWithToken ¥ #= & BatchlsAuthorizedWithToken APl U 2 TARNTHERTDI I T4 T4
ICHIELTVWRBENFHYET, IDMN—0207ANA X —BHRHINISAF—NZBEBNICALTS
FETRIS—ARNTZERLEZER., RUD—ZERTDERITEBEVET, DY—ADAF—
NBLULTRU—ANTZ2ERTEEERE. APLUJIANEZFERAL THEREhEI T4 T 1412 —
BY327ONMZ—BHZAF—NICEMTRULEN HYET, TOR, 7JONAMEF—K—U > DE
MHEFEAL TR —ZRRTEXT,

Verified Permissions TiRalE Nz 1—H—IZ Amazon Cognito ID E7 VA RN—9V > 2 EA TS
FEDOFMIZCOWVWTIE, "Amazon Amazon CognitoF RO Y /N\—H A K1 ® "Amazon Verified
Permissions IC&2F A1 2B L TS EE L,

NEY D

« D=0 EAF—RIEIVELTTS

« PORAN—=DVZEIVETTSD

« Amazon Cognito IO X414 I L —LOREF KL
e AF—XIXYVEVTICOVWTH D THLINEZ L

IDRN—9>2%AF—TIIIVET TS

Verified Permissions &, ID h—2 > 9L —AZ1—HY—0OZEERA NI, TIL—TXN—=>Y
7, BRAEBBEENDEHELTRELET, ID N—U2 ., BEXR—AOT7 VA NO-)
(ABAC) BAETFITHREKXIEE T, Verified Permissions TU I T AR ZT2>TWAHI1—H—I(C
BEIJVWTVY—ANOT IV EARAZDHITBEER. DY—ADOID h—V 2 ZBRLET,

Amazon Cognito ID k=2 >k, BEAED OIDCREFEN—T 1547 ) THELET, BINO
L —ALTOIDC DHgERILRLET, 77 UT—2 32 (&, Amazon Cognito 1—4'—7"—)L 35
API ARL =232, KERI—Y—T—IAKRARTRZ Ul Z2EALTA—Y—ZREATEEXT,
FMICOVWTIE, T Amazon Cognito ROAY/N—HA R, O "TAPIETV RARA 2 NOFERL 25
BLTLSEZL,
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorizedWithToken.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
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Amazon Cognito ID h—V > TOERZIL —LA

cognito:username 8 KT preferred_username

1—%—01—%—'BONVI->32,

sub

1—H—n—E0I1—F—HEIF (UUID)
custom: 7L 714V DA RVEIL—A

BEDHARLL—H—T—)IBHEOTL 7 1Y U Acustom:employmentStoreCode,
BEQOIL—L

email X & NIEE OIDC U L —Aphone_number, FH#ICOVWTIEk, "I>5—tvy 2 %4

&JAA T2 OpenlD Connect Core 1.0 DEXEI L —L, 2R TLEE L, OpenlD
cognito:groups

I—HY—0OTIN—TXN=29v7, O—=IR=—AOTF7IVLAT> NO—)L (RBAC) ICEIKR

AETFILTE, COUVL—ALRRVD—TFMETEZO0-)LZRLTVET,
—BNEIL—LA

I1—%—o70NT 4 TREVWY, RITHICI—Y—7—IL0O~—U £ /HKEI Lambda b

JA—ICR>TEMEND VL —L, " KNBIL—LREEIL—LICHUTVERTAH,
tenantX® &, BEIHTFTdepartment,

: X404 XF %% D Amazon Cognito BEZSRI B RV —Tlk. EFRXOEMHEZSRLE

9 principal["cognito:username"]. O—JLYU L —/Acognito:groupsid ZDIL—ILDOBIAT
9, Verified Permissions &, CcODIL—LDOARELI—YHF—TITTATAOFERILTATAICIY
E>JLET,

Amazon Cognito 1—H'—7"—)LAS® ID h—0 2 OBEOFMIC OV TIE, " Amazon Cognito
FROAYN=HA R, O "D =0V OFER 2ZRLTEE,

ROID =02 0FICE, 4 BEOBRMENF HYVET, <hIllE, Amazon CognitoFED Y L —
I cognito:username, HARX LY L —LA custom:employmentStoreCode, BT L —A
email, BLVP—BFIL—L HFEFEFNhETtenant,
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https://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-id-token.html

Amazon Verified Permissions d1—H¥—HA R

"sub": "91eb4550-XXX",
"cognito:groups": [

"Store-Owner-Role",

"Customer"
1,
"email_verified": true,
"clearance": "confidential",
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"cognito:username": "alice",
"custom:employmentStoreCode": "petstore-dallas",
"origin_jti": "5b9f50a3-05da-454a-8b99-b79c2349de77",
"aud": "lexample23456789",
"event_id": "@ed5ad5c-7182-4ecf-XXX",

"token_use": "id",
"auth_time": 1687885407,
"department": "engineering",

"exp": 1687889006,

"iat": 1687885407,

"tenant": "xllapp-tenant-1",

"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"email": "alice@example.com"

Amazon Cognito 1—H#'—7"—)LTID V—AZEK TS & E . Verified Permissions A" TFRAU O
TANTERTRDTIIONILIVTFATAORATZEBEL £FIsAuthorizedwWithToken, ¥
NE, RI—EGTOVIOIANETMEIZ —RELT, TOTIUINILOBMEETANTESE
To AF—NEBEIDY—AOTVINILEZATEEHEZEEL, Cedar RU—TSRTEET,

D R=D2TIN—TOL—LHSRETRDIN—TIVTATADRATEEELET, BAVY
TANTIE, Verified Permissions & T —7 L —LDEXN—ZZDIIN—TIVT4T43
ATIIIVYEVTLET, RUS—TR, TOIIIN—TIT4T42TIVINILELTSRTE
S

LToflE, 4270 ID h—2 > OE % Verified Permissions AF—YICRB T2 HEZRLT
WET, AF—NORMEOFHFMICOVTR, "TRUS—ARNTAF—NORE, 25RL TS
Woe DY—ABRTTUYINILERAT User FEEENTVRHEER. ROBFDISBENES
HT, TNSOEMZ Cedar THEATEDRSICTRDENTEET,

"User": {
"shape": {
"type": "Record",
"attributes": {
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"cognito:username": {
"type": "String",
"required": false

.

"custom:employmentStoreCode": {
"type": "String",
"required": false

.

"email": {

"type": "String"

},

"tenant": {

"type": "String",
"required": true

CHOARAF—VICHLTRIET BRI —OFICOVTIEE, Ty 288 L TL & WAmazon Cognito
ID =V EMZRB,

TORBAN=D2%#IVECTTS

Verified Permissions &, JIL—79L—ALBUAOT OARN—=0 0L —LBTVaOBMSE
EFREIOVTFARNBHELTREBLET, JIL—FAN=29TICMAT, P ASOTIEAR
R—=OICEAPI 7O RAICETR2BHRNAIEENDIEENHYET, PIORVAN—=D2 &, O—)
R=ADTUV+EAI>MO—J)L (RBAC) ZFERATARBUAETIICEKIEERT, JIL—TXN—=2Y
TUARDTOEAR=D 2 OL—AIKETRIRAETFTILTIE, AF—NREICEMOF AN BET
E

Amazon Cognito 7O AR =02, BAILERATEDIL—LABYET,
Amazon Cognito 77 AN =0 TOERNZIL—LA
client_id

OIDC ;AERERREDVZA T RNTF 7TV T—232>0 1D, V7247 NID Z2EATS

& . Verified Permissions &, BV IV LTARNF RIS —ARTOFAENIEIOTATORDSD
ENTHD L ZMHIBTEET, machine-to-machine (M2M) BB Tlk, JIITARNTDI AT A
FOZATRND =LY NZEFEALTU I ANZERL, FADOHRELTIZATNID
EAD—THZBHLET,
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scope

N—=O2 ORTS—OTFT 7 AFA &K T OAuth 2.0 A 1—7,

cognito:groups

A=Y —DIN—T XY N=2 v T O—ILR—AOFI+2AI> hO—JL (RBAC) ICET<R
FEFILTR., COVL—LRRUS—THETEBO-LERLTVET,
—BHNEIL—A

TOEAFTTREBEWY, RITFICI—H—T—ILO—U %A Lambda RUA—IC&K2T
BmMehd9L—L4L, —BHNBEIL—AREBEIL—LALAICLTVETH, tenant® K&, E%#
NATFdepartment, PUVELARN—=V 2 ZHAEIAARTDE, AWSEREICIARNT ALY
x99,

Amazon Cognito 1—H—7"—)LASOT VAN =0 OBEQFMAICOVWTE., T Amazon
Cognito FROYN—HA R, O "PORLAN—U OFER, 28BLTLEETV,

Amazon Cognito 7 7 A KN—2 &, Verified Permissions ICEE N2 EAVTHFARNFTD TV
NIXYEYTENhET, PTUOEAM =T OEME context.token.attribute_name %&£
LTSRTEXRT, UTOT VAN =T 0OHIICIE, client_id & scope DU L—LDOEHEH
BENTVET,

"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"cognito:groups": [

"Store-Owner-Role",

"Customer"
1,
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"client_id": "lexample23456789",
"origin_jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"event_id": "bda909cb-3e29-4bb8-83e3-ce6808f49011",
"token_use": "access",
"scope": "MyAPI/mydata.write",
"auth_time": 1688092966,
"exp": 1688096566,
"iat": 1688092966,
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-access-token.html

Amazon Verified Permissions

d—H—H1 K

ROBlIE, YO TIWNTIOEAN—T > DEME%E Verified Permissions AF—VICRBRT B HEERL
TVWET, AF—VOHMEOFEMIIOVTE, "TRUS—ARTAF—TDwE) 2SRBLTLKEE

o

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"
1,
"resourceTypes": [
"Application”
1,
"principalTypes": [
"User"

iy

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {
"scope": {
"type": "Set",
"element": {
"type": "String"

.
"client_id": {
"type": "String"

3,
"type": "Record"

N—=O2ZAF—XIIIYEVTTS

116



Amazon Verified Permissions d1—H¥—HA R

}

CHOARAF—NICHULTRIETDIARV—FIICOVWTIEE, Ty #SBL T EE LWAmazon Cognito
TOEAN—VVEMHERBR,

Amazon Cognito QA X4V ¥ L —LDORKEFRE

Verified Permissions M2 EIFFIZ. cognito:groups X & & ® Amazon Cognito k—2 > 9
L—AICHRENZAF—NE, CchsodOVXYY)XFINZREXYYXF.ELTFEAT
d&SICcustom:storeBLEL Lz, COEXRFRY MREBEFENET, LEAEF, RV

> —principal.cognito.groupsT NMOSMcognito:groupsH ICA W EL Iz, COFEKXE S
EHMEFATEETY, 759V NREEFALTAF—TERVI—Z2BEITZI 2B HHL
£¥9, COFEXTR, RU>—principal["cognito:groups"]T NMSBEcognito:groupsH’
27 V) £9, Verified Permissions 1Y —JIAS1—H—7"—)LID h—OOBEBERENER
F—V&., ARENKREZEALET,

ID ¥ —A® Amazon Cognito FEITRBEE NEAF—NERI I —TlE, RY NREEEBIEHERE
HATEET, HORXA 7D OIDCIAP DAF—T TG RV —TlEk, FEEMOEKFZUADOX
FTRYMNREZFEATDCERBFTEREA,

RY RREDAF—NEFE. ROBIICRIRSIC, :F¥F5I9F—DFA AR A% cognitoXr =
FcustomfIHA7L —ADFELTERANLET,

"CognitoUser": {
"shape": {
"type": "Record",
"attributes": {
"cognito": {
"type": "Record",
"required": true,
"attributes": {
"username": {
"type": "String",
"required": true

}
}I

"custom": {
"type": "Record",
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"required": true,
"attributes": {
"employmentStoreCode": {
"type": "String",
"required": true

}
I
"email": {
"type": "String"
1,
"tenant": {
"type": "String",
"required": true

COAF—NICHLTHRIL, RY hREZEAIZRI—OBHICOVWTE, "1 2ZRLUTLKE
TVWRY NREZFEALTEMZSRBLET,

AF—NXNYEDTICOVTHDTHEINEZ L
BUEXYETRRN—DOVRATICL2TERBYRT

TOBEARN—=DU2RA Tk, Verified Permissions 2L —AZ 1 TFARNCIYE T LE

9o ID =D FRETl&. Verified Permissions &V L —LZ 7V NILEBHICYNYE T LE
¥, Verified Permissions A2 Y =)L THER L LRV —ARNTOHE, ZORIVS—ARNTEHY
TRV —ARNTOHEN IDY—AR&EELT, ID N—OVRAOEHICI—Y—T—ILEHZR
F—NRICADTRIRBENSYNET, PTOVERBARN=DVRAER., FJIL—"TXN—0L—LzEgt0O—
IR—=AOTU+EAD MO—)L (RBAC) ICETVTHY, DI L—LERIS—ARNTFTAF—X
CHEBNICIYETILEEA.

IDYV—-—ABMRLZEHVEEA

Verified Permissions 1Y =) TID VYV —AZERTHE, BBAELTIN—VEchEEHEHY FE
hoe CHIZKY), VJL—LOXRENRBAVIIARNTRITIS—%25IERCTOEBES CENTEE
T, BEILSUTEMEZ CRETEFEITHY, IXTORTUITANEETILENHYET,

RBAC BAF—VICEBMHEZHEELELIREA
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DY—ADAF—XIE, DY—RZEBMTREEILTSOIIVOTATAOBEERFICE>TERYE
T IDY—AWEE. 1200 L—LZ2I—Y—-—TIT0T714T7142A47ICIVEVT L, 1 D2ODIL—L%
IN—TIVTATARATIIIVETILET, ChSOIVTATAIVEYTR, TA4AT

TATAY—ABREDHFRETT, COFRPROBEHRZFEAL T, O—IXR—AOF IR NO—
JL(RBAC) EFIN T, BENI—HY—BLUVO1—H—NHNEITZHAELMEOHIBENTIL—TICHLT
REATO2aAVERTIBDRI—ZERKTEERT, AF—NICN—=U UL —LREMTRDE, R
) —ARNTORAEBENERENET, ID N—=U 01— —FBHICEK, BER—ADTIER

2 A=)l (ABAC) RAICEMTESA 1 —H—ICEITRABEHRIHYET, PIOEAN =N
THFANBHIZE, OAuth2.0 AOA—7HEDFEHR N HY, Z7ONAMA—HASOEBMOT VA
RO—I)ILERZRUTEETTHN. BEMOAF—NEENUETT,

Verified Permissions 1>V —JL®M APl Gateway & ID 7ONA X —0OtY N7 Y 7EHA RIF&E
Y RNTYTAT A E,. DN—=DO2 0L —LBAF—NIZE)HTET, POEAN—=DO VD
L—ALDBERFZORY) TEHYELA. IFTN—TTIOELARN—=U VL —LZAF—XICENT
3IZlk, JSSON E—RTAF—T&EMwmEL. commonTypes BHEZBMIZIMBENHV)ET,
CD2WTE, TP7ORARN—02%2IYET T2, #SBLTLIEETL,

N—=D2247%2RTS

RUVS—ARNTHIDY—REEBEETDHERK, IDN—0 ERBTINATIOERAN—U > 20E
FTEINEVDS IDY—ARENEELREICE>TERVYET, Amazon Cognito ID 7°O/N A X —
Tk, APIU YV ORDD—ARTRERTDEEICN =D RATHBIRTEET, APIUVD
R)D—ARNTZERTHDEZERF, DNV FLERETIVELARN =V ORUZRETEIHNESDS

W EBRITDMBENHYET, COERHIE, Verified Permissions ARV —ARNTICEBATS A
F—YEME. APIGateway APl ® Lambda F—Y S A/ HF—OBXICFLEL T, $5(C. Verified
Permissions AV —=)LOBM¥EAD ID k=92 UL —LOBBNYYE T EEFRTSEEE. ID
V—AZERTDHIIC, REBITDN—V VR TE2RBPICRELET. =IOV RA(TEEETD
ICE, RUS—ERAF—XZVITIT7ORIITTREOOZREFANVETT, LATFTORNEYOIT
F, RU—ARTTOID M=V ETIOEVAN—=—OOERICOVTEHBALET,

Cedar N—H—ICE—BOXFICATNN VETT

RUD—EBE., OLSIBEROAF—YEMEZZRLU £Fprincipal.username, b—

DL —LBICRTEND/AREMEIF HD . . . BEDFEALEDERBFUADXF NS

4. Verified Permissions l& principal.cognito:usernameX® B ENKHEEBT TEEE
Acontext.ip-address., P V) (Zcontext["ip-address"]. chSD&4EZEAIEMRETT
n¥h principal["cognito:username"]&klF QXTI A —IX Y NTBDUENFHYVET, 7
VR—AATXF_RBIL—LBZBOEMBXETHY ., COERICHTHHE—ORBEFUADOHFAT
9,
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CORATOTIZINIVEBEDAF—I DETEEHE,

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": true
},
"custom:employmentStoreCode": {
"type": "String",
"required": true,

I
"email": {
"type": "String",
"required": false
}

CORATOIAVTHFANBEDAF—X OERD K51,

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"ip-address": {
"required": false,
"type": "String"

}
}
1,
"principalTypes": [
"User"
]
}

RDESICENERT,

RODERSICBEYET,

N—=O2ZAF—XIIIYEVTTS
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}

CHOARAF—XNIEHULTHRIATD RV —OHFIIEODVWTR, T ZZRLTIKETVATEINIREZFEH
LTV VERZZRLET,

DIZAT > NeF—F 14T ADOEE Amazon Cognito

IDY—RAZRV—ARNTIZIEBIT % &, Verified Permissions (Zl&, ID R—9 2TV EARN—
DUNBRLEEBYICERAENATVR L ZRBIIREAT /A NHUET, CORKRIER.
IsAuthorizedWithToken® & U BatchIsAuthorizedwWithToken API U T ANDRET
IbhET, COBERF. ID =D ETIVEAN—=U2, &KV Amazon Cognito & OIDC ID
V—RILK2TERY ETF, Amazon Cognito I—H—7F—)L7OANAZ—%2FEB T3 &, Verified
Permissions & ID h—9 2 ETF VAN O OEETIZAT >N ID ZHRIATEEXET, OIDC 7
ONA X —%&fERATS &, Verified Permissions & ID =920 OS5 AT NIDETIOEAN—Y
VONMREZKRILTEET,

DA4ATFNIDR, PF7VT5—>3a> o ERAT2ID 7ONAA—A AR AICBESHFS N
Al FT9lexample23456789, Bl o MRER., BE, POEAN—VOBNOLHAEFNA
BFELFEFEXRICEENS TSN URL/NATThttps://mytoken.example.come POV HEAK~—
VO BERTRES,. audV L —AREICHREBICBESITShET,

Amazon Cognito ID N—O 22k, 77U T—2320Z54F7 2 IDZ8C audVL—LHFHYE
To PORBARN=DVIWE, FTVT5—232034F7 M IDEEFENSclient_idV L —LNH
WETD,

DY—ARICITZATRNTTIT—23a 2 REEIIC 1 DU EDOEZANT S &, Verified Permissions
EZOF7TVTr—23>054F7>MIDsDUARNZID h—Y > audVL—ALEKERTIEAN—
U >client_idV L —ALEHEBL F9, Verified Permissions l&. Amazon Cognito ID ¥ —A®DEE
BAERNAE URL ZREELEE A,

WTs DI ZAT7> NIIDFER

T7I5—>3a>TISONDIT =0 "0EBL, RUS—ARNTF I DY—AZFERALTICTDD
L — A% Verified Permissions IZBET C EA"TEE T, JSON Web Token (JWT) ASIT T4 T 18
MZEME L. Verified Permissions [CfT TEE T,

COHITIE, IWTA ZFERALTF T UT— 3> h 5 Verified Permissions Z RO H T HZ&ZRLE
9,

async function authorizeUsingJwtToken(jwtToken) {
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const payload = await verifier.verify(jwtToken);

let principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
};
let resourceEntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
};
let action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action
type
};
let entities = {
entitylList: [],
I
entities.entitylList.push(...getUserEntitiesFromToken(payload));
let policyStorelId = "PSEXAMPLEabcdefgl111111"; // set your own policy store id

const authResult = await client
.isAuthorized({
policyStoreld: policyStoreld,
principal: principalEntity,
resource: resourceEntity,
action: action,
entities,
)

.promise();

return authResult;

function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp', 'jti', 'iss'];

VAT NEeF—FT 14T ADREE 122
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Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
retuzrn;
}
if (Array.isArray(value)) {
var attibuteItem = [];
value.forEach((item) => {
attibuteItem.push({
string: item,
18
1);
attributes[key] = {
set: attibuteItem,
I
} else if (typeof value === 'string') {
attributes[key] = {
string: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {
attributes[key] = {
boolean: value,

1)

let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",
entityId: payload["sub"], // the application needs to use the claim that
represents the user-id
}
I
return [entityItem];

}

" 20— RHITR., aws-jwi-verify T4 75U ZFEAL T OIDC BE#ft IdPs IZ&K 2 TEBE Nk JWT
ZRIELTVET,
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OIDC ID YV —ADEH

ZH. 7 OpenlD Connect (OIDC) IdP Z RV —ARTFTDOIDYV—AELTERETDCEETERE
¥, OIDC 7’A/N1 & —I& Amazon Cognito 1—H—7—)LIZEUTVWE T, FRIAOEE LT IWTs &
YMLUET, OIDC 7ANAFA—ZEMTBICIE, FHITEURL ZEETHAHENf HYET

FLLWOIDC ID V—RAICIE, ROBBRIMVETT,

« 1T#& URL, Verified Permissions l&, < ® URL T.well-known/openid-configurationL
VRRAVNERETEDHLEN BYET,

s DAL RA—RZEEBZVCNAME LO—R, =& &, a.example.comZ [CXYET TS
cElFTEEBA* . example.net, FIZ, *.example.comZ ICNYEVI TR ERFTER
B Aa.example.net,

« BAVIVIANTHERTDN—U2ZA4T, COFBE,. ID =T ZBRLET,

« DY—AICHAERNTR1I—Y—IT2T714714X47, Hl: MyCorp: :User,

c DY—RICEHENFHFRDIIN—TI>T14T 14247, fil: MyCorp: :UserGroup,

c IDR=O>0F, EFEFIDRN—=UVRADIL—LDESE.,

c A—H—BLVIIN—TI>T47T 1 Ds ICEATRTLT714Y IR, CLIEAPI TR, O
L7414V OREBIRTEE T, APl Gateway ZFEALTEY K7y 7L, ID7ONA A —F
ERAARFEEYNTYTAT7S a2 2EAL TER LIRS —ARNT TR, Verified
Permissions ERITEBN S Z5|VWETL 74V VAZEHETEY, L&A Ehttps://. T
FMyCorp::User::"auth.example.com|alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

APl ZARL =232 FEALTOIDC YV—AN SOV ITARNZERET D FHEDFMIOVWTIE,
"1 ZZRUTLKESVREAICHEATES APLAXRL—23 2,

KOG, BEIBPEAOREEDERLA—MOTIVELRAEZHFAL, BELSEZEFS. GFERICVLEA
WRUS—%ERTHHEERLTVWET, Verified Permissions &, 77U NILOID =02 ®
JL—LhrSs5nsOEMHZREBLET.

TIUINLTIN—T%ZSRIBDEER, RUS—ZELKFHMAETRLEHIC inEEFZHEATS
BEABHVNET,

permit(
principal in MyCorp::UserGroup: :"MyOIDCProvider|Accounting",
action,
resource in MyCorp::Folder::"YearEnd2024"
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) when {
principal.jobClassification == "Confidential" &&
!'(principal.location like "SatelliteOffice*")

i

NeEY D

« Amazon Verified Permissions OIDC ID VYV — A DK

« Amazon Verified Permissions OIDC ID YV —ADfRE

« OIDC h—9 2V ZAF—RIEXVEVT TS

« OIDC Z7AONAE—DQIOZAT U NEFA—TFT 1T ADEE

Amazon Verified Permissions OIDC ID ¥V — AN ERK
RXOFIETE, DY—RZBEORIS—ARNTICEMULET,

Verified Permissions AV —)LTHLWKRUS —ARNTZERTRDEEIC, IDYV—RAZERTSC
EETEET, CcOTOLATR, DY—ARN—=9200L—LEITATABHICETNICA
VIR—KNTEFET, HARFERY NT YT ZBIRTSB D, APl Gateway & ID 7ANA X —F7
2avEFEALTEYRNRTYTLEST, chsOFAT2a> TR, IRV —EERENET,

(® Note
DY—R . RUS—ARTZERTRIETREAMOFTET -2 32 RAVICERREN
FBA, TR IDV—AR, BEORVZ—ARTICEERTSIhET,

Verified Permissions API @ create-identity-source AWS CLI E 7z l& CreateldentitySource Z{EA L
TIDY—ARZERTDEEIL, TUOVINLVIVTATARATZRATEERT, £LEL, ZOL
VTATARATIE, IVTATAZATH OIDY—RAEHERL ETAWS: :Cognito, CHI
TATAEERE, RUS—ARNTAF—NEEEMEN BV EE A, Amazon Cognito ID ZR1)>—R
RT7AF—XERETBICE. 7VINLIVTATARATZYR—RENTVWBRUS—A K
TIVTATACRETDHLEN HYNET,

AWS XXX ROV —=)
OpenlID Connect (OIDC) ID Y —AZERT D IZIF

1. Verified Permissions AV — )L ZREE T, RU—ARNTEERLET,

IDY—ADER 125


https://docs.aws.amazon.com/cli/latest/reference/verifiedpermissions/create-identity-source.html
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10.
11.

12.

ERACHBDTET—23R(2T, [IDV—R] ZBRLET,
[IDY—AZEX]ZERLET,
AL OIDC 7ONAH —ZBRLET,

3%4T7#& URLIC, OIDC RITED URL ZAHNLET, chiF, BIHF—/N—, BFF*—,
BROBEOTONAI—ICHTZETOMOBEHRERMIZDT—EAIVRRAKT
Fhttps://auth.example.como FH{TE URL I, TOIDCHRHERFIXNEFRANT
PHENHV)ET/.well-known/openid-configuration.

N=O2BA47T, PTTVT—2 30 FEROLEDHICEFE TS OIDCIWT DX A T ZBIRL
F£9, FHMHICOVWTEE, "OIDC h—V 20 ZAF—XNICXVvEVTTE, 22RBLTILKEE
Wo

AF—XIVTATANODN—=92OL—L%EIYVT T, DY—AQOI1—YHY—TI074
TAEI—H—OL—LBERLET, 1—H—I 0T 174k, OIDC 7’ONAH —
NI1—YH—%SBIBDRV—ARNTAOITATATY, 11— —OL—AlK, B
FEsub, FHMERKOI>TA T A O—BEORBIF2REFIDIDELRTIELARN—I2HS
DIL—ALTT, EHEENLEOIDCIAP D ID I, BIRLEZVIONILERATICRYED D
EhET,

(A723Y) RF—IXIVTFATFANDR—IVIL—LOIYTT, FATFYTATA
V=—AQIN—=TIoT4T714ETIN—TOL—L&2ERLET, JIL—TITT4
7_'4511—'5"—1\/7_'47_'40)@'(“3} IN—=TOL—LBEZOIFTFA4T14IIIVE
VUENES, JIN—TUL—4LE, FHMEEThBDIFT4T1O1—H—TI—TE0D
XZ5|, JSON, FERAR—ATCXYSsNEXZHIEEC I DELERFRTIOEARN—Y
~groupsh SNV L—AT, BEWR T, #EHREEN/ZOIDCIAP @ ID &, BRLETU >
INNEBEATICRYETENET,

REE- 47232 T RUS—ARTHRAUIIARNTEIAND IS AT N IDs &1z
FEF—FT1ITAURLs "HNIEAILET,

[(IDY—AZEXZERLET,

(F72aY) RUY—ARTIEAF—IH BB BA. Cedar KU —DFAFITATA
N—=O2 FEBTIOEAN—V A SHETEIEMZSRITBDHIC. AF—NZEHL

T DY—=ANERTEDTIINILDOR AT % Cedar ICRREBESHIMBENHYET,
AF—IAQEMICE, Cedar RUS—TSRULEVEMHEZSORIULENfHVET, OIDC
R—o > EM%Z Cedar 77UV NILBHICIYED TSR AEOHMBIIDOVWTR., T, 25
BLTLKEZVWOIDC h—0 2 &2 AF—XIZIVET T,
R—=Ohsn0EHRZEFEALTRUZRETSZI R —ZERLET, FMIICOVTE,

" Amazon Verified Permissions 8H R —DEHR I 2R L T EE V),
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IDYV—ADER., AF—YOEH. RU—0OERNFTTLES, ZFERAL T Verified
Permissions IsAuthorizedWithToken CERAIMREZMIEL £9, FMIC DWW T, Amazon
Verified Permissions APl 1) 7 7 L > A4 R®DIsAuthorizedWithTokeny 2B L TS EE L,

AWS CLI

OIDCID V—AZERT DI

CreateldentitySource ARL —> 3> #FRALTID V—ARAZERTEET, XOHITIE, OIDC
ID 7O/ 4 — (IdP) # SRIEE i IDCFIEATED IDY—REERLET.

1. create-identity-source N> R® --configuration/N\Z X—&TEA TS OIDC
IdP DT DiFiZEE T config. txt 7 7 AL EERLE T,

"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",
"tokenSelection": {

"identityTokenOnly": {
"clientIds":["lexample23456789"],
"principalIdClaim": "sub"

},

1,
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"

}

2. ROINZVRZERTLT, OIDCID V—AZERLET,

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "Usex" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}
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3.

(A723a)RI—ARNTFICAF—INHBDHE. Cedar RV —OFAFUT4T4
N=O FERTIOERVAN =V N SHETIEHZSRBITDHEIC. AF—NZEHL

T DY=ANERTBDTIINNILDOR AT % Cedar ICRREBES I MBENHYET,
AF—NXADOEMICIE, Cedar RUS—TZRUEVEREZESHILEN HVET, OIDC
N—O> EM%E Cedar 77UV NILBHICIYETIRZHEOHMCIDOVWTR., T &35
BLTLKEEZVWOIDC h—0 20 ZAF—XIZIXVEVT T,

NR—=oUhs0EREZFERAL CRAZRETDIRUS—EERLET, FHICDOVTIE,
T Amazon Verified Permissions 8R! > —DERK 1 2SR L TS EE L,

IDY—ADER., AF—NXOEH. RU—OERNFTTLES, ZERHL T Verified
Permissions IsAuthorizedWithTokenlCERAIMREZMIEL £9 ., FHEMIC DWW T, Amazon
Verified Permissions APl 1J 7 7 L > A4 4 R®IsAuthorizedWithTokeny 2B L TS EE V.,

Amazon Verified Permissions OIDC ID YV — A D#rEE

DY—AD—FBONTX—RIE, EREICWETEELET,. DY—RADRAT2EEITDERFTE
FHA, IDY—AZHIBKL, OIDC Ik OIDC Amazon Cognito ICE1WEX2FHLWID Y—A%
ERR T B HENH V) EFT Amazon Cognitoe R —ARTAF—IHN IDV—ABMHE—HT D5
BlE. DY—ARILMAEEEZRMRITDEISICAF—NZEBICERITZIXLEN BB EICEEL
TLEEL,

AWS X RI X N2V —=)

OIDCIDV—RARZE#HIT S I

1.

© o &~ w b

Verified Permissions 1>V —)LZBE £ T, RU—ARNTZEBRLFT,
ERAICHBDFES—23aoRAT, [IDY—A] ZBRLET,

RETAHIDY—ADID ZEIRLET,

[fRE&E] Zi8IRLFE T,

OIDC 7’ONA A —NFM<T, HDEIZISUTHRITEURLEZZELET,
N—=O2OL—ALAZAF—NBHICI YT T, BEBIIHLUTI—HY—ETIL—TDIL—A
ERVS—ARNTIVTFATARATOEERGTZEELES, TOTATA AT 2ERE
LEs, RUS—ERAF—NEBEMEZEHLT, FILLWIVTATARATIZBERTIHEN
HVET,

MNREDKIAT, BRAITINREEZEMRIFRIRLET,
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8. [Save changes] (BENREFE) 20 J)YILET,

Q—H—H1 K

IDY—AZHIBRTZIZE, IDYV—ADBICHZTZAREZZIBIRL, KRIZ[ID YV—AZHIK]
ZEBRLET, TFANRY UV AICdeleteZ AHL, [IDYV—AZHIBR] ZFBRLTID Y—AD
HIBRZHELE T,

AWS CLI
OIDCIDV—RARZEFHITBICIE

UpdateldentitySource ARL —2 3> & FERALTIDYV—RAEZEFHTEE T, XD OFITIE, B
EENEIDY—AZEHLT, Blo OIDC 7’ONAHA—ZFERALET,

1. update-identity-source N> R® --configuration/N\ZX—XTEH T3 OIDC
IdP DLAT D E SO config. txt 7 7ML EZERKL£T,

"openIdConnectConfiguration": {
"issuer": "https://auth2.example.com",
"tokenSelection": {

"identityTokenOnly": {
"clientIds":["2examplel@111213"],
"principalIdClaim": "sub"

},

1,
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"

}

2. XOOXVRZER{TLT, OIDCIDV—ARZEHLET,

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
ID Y —ADOfRE
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"policyStoreId": "PSEXAMPLEabcdefgl11111"

(@ Note
DY—RAQT VNIV EATZEETDHE, BEHENLTIVINILEATZEL
SRBRIDEISICAF—NZEHMIDLENHY KT,

OIDC h—V 22 AF—XIIXVYET TS

IDY—RERUT—ARNFICEML, 7ANAHE—IL—L, FEERN—I2ERIT—ARTR
F-REIVEVIIDBENBVET. COTALAEABLTZICR, A1 RFELY RV
Z7EEALTIDY—ATRUY—ARTEERT DA, RUS—ARNTOERBICAF—IEFH
TEHLET. h—UVERF—TIIVEVILES, ThoESBIBRUS—EhERTES
¥,

A—H—HARODZOEIZ IV, ROBHRHAEEIATVET,

« RVI—ARNTFAF—TNICEHZEHEBNICALTEZHE
c DY—ADAF—NEZFHTHEITZIHE

API DV ORD—ARTEHARNFEELY RNTYTTHERENLZID YV —RZFEIRIT—A
R7TR. ID(D) k=Y BHERF—TIFHTIVES I TBXEEHY £ A, Verified
Permissions [ 1—H%—7"—J)LOBMEIEEL, 1——BUNMADEThERAF—TEERTESE
¥, ID N—OU2FA T, Verified Permissions VL —LZT VI NILIVT 14T 14 OBKEIC
RYEYILET,

Verified Permissions R —A K7 T OIDCID 7ONA A — (IdP) Z ID YV —AELTHEATSIC

., AF—YXIC7ONAM A —BHENBETT, AF—XREEEINTHY, Z7ONAM X —~=02H
IsAuthorizedWithToken & 7= l& BatchlsAuthorizedWithToken API U V9 TA RN THER T DI T 1 T4
ICHBELTVRRENFHYET, ID =020 7ANM T —BHRHLSAF—NXZEBHNICANTS

FETRV—ARNTZERLEBEE. RUS—ZERTHERIEBEVET, IDY—ADAF—

RBLULTRIS—ARNTZERTREEE. APIUIVIARNZERALTERENEITAT 40—
BIZ27ONAM A —BHZAF—XCEMIZIBENHBYVET, TOR, JONAMFI—Rh—02 DR
MEFEAL TR —2RRTEET,
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Nev o

c D=V EAFXIEIVELTTS

« PTUORBARN—DUEIVEVTTD

e AF—XIXVEVTICOVWTH D THLINEZ L

ID RN—9>20%AF—TIIIVYET TS

Verified Permissions &, ID h—2 > 9L —AZ1—H—0OZRERA NI, TIL—T X NN—=2v
7, BREEBREEOEMHELTRELET, ID N—U 2, BEXR—RAOT7YVERO> ~O-)
(ABAC) BAETFITHRE/IEE T, Verified Permissions TU I T AR ZT2>TWAHI1—H—I(C
BEIJVWTVY—ANODT IV EARAZDHITBEER. DY—ADID h—U 2 ZBRLET,

oIbC 7ANAZ—=A5D ID h—U > O#{EE. Amazon Cognito ID h—V 2 OBRELFIEFLU T
T, BV IL—ALIEHYNET, IdP ICIF, BXED OIDC BN H BN, DNAZRLAF—IHNHBD5
EN&H V) F£9, Verified Permissions AV —=I)LTHLWRUS —ARNTEERXTDEEIC, ID h—
9>0flZzERALTOIDCID Y—AZEMTSA, =000 —LZI1I——EBHICFEFHTIY

E>JT&% T, Verified Permissions & I[dP DBEMEAF - ZFBRL BV, CORHREEET
PRENBYERT,

FHMICDOWVWTIE., MVerified Permissions R —ARNT7 OERL 2SBLTLSEEL,

LT, OIDCID Y—ARZHIRIZ—ARTOAF—XDOHTT,

"User": {
"shape": {
"type": "Record",
"attributes": {
"email": {
"type": "String"
},
"email_verified": {
"type": "Boolean"

.
"name": {
"type": "String",
"required": true
.

"phone_number": {
"type": "String"
I,
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"phone_number_verified": {
"type": "Boolean"

}

CHOAF—TICHRLUTRIETHRV—FICO2VWTIE., T, Z28BLTLEFEVWOIDCID h—7
VEME R,

TORCAN—DO2ZEIVEYTTS

Verified Permissions &, JIL—7"0L—LBUAOT OCARN—=D2 0L —L&ETOV>aOEMHE
FRIAVTFARNBHELTREBLET, JIL—"TAXAN=2970CMAT, IdPASOT V1A
R—=O2 IR API 7ORAICET BN SENZDBENBYET, PIORAN=0 &, O-)
R=AOTOV+tAI> NO—JL (RBAC) ZFERITZRTEFTINICKRILEETT, TJIL—TXAN=2Y
TUAOT OEAN =0 0L —AILKETIRAETFTIILTR., AF—NEBEICEMOFHNFMUET
¥,

A OIDC 7AONA X =D SDRFREAEDTIVEARN—U2&E., Amazon Cognito 7 7tz

A= EBEC—BULET, OIDCTUVEARM—Y 2. Verified Permissions (Z &
TNBEAVTFARNATSIONIRYEYTEhET, TOVERAN—VOEME
context.token.attribute_name ZER L TSBTEEXT, KO OIDCTIVEAN =T DHI
IClE, BRIL—LDOBIHFEENTVET,

"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"groups": [

"Store-Owner-Role",

"Customer"
1,
"iss": "https://auth.example.com",
"client_id": "lexample23456789",
"aud": "https://myapplication.example.com"
"scope": "MyAPI-Read",
"exp": 1688096566,
"iat": 1688092966,
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"
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ROBlIE, YO TIWNTIOEAN—T > DEME%E Verified Permissions AF—VICRBRT B HEERL
TVWET, AF—VOHMEOFEMIIOVTE, "TRUS—ARTAF—TDwE) 2SRBLTLKEE

o

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"
1,
"resourceTypes": [
"Application”
1,
"principalTypes": [
"User"

iy

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {
"scope": {
"type": "Set",
"element": {
"type": "String"

.
"client_id": {
"type": "String"

3,
"type": "Record"

N—=O2ZAF—XIIIYEVTTS
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}

}

CHOAF—XNICHULTRIETZ RIS —OFICO2VTE., T ZZRLTILKEEVWOIDC TIEA
h—V EHEZRR,

AF—IIVEVTIZODVTH>THELINEZ L
BUYXYE VR N—OVBATICL>TERYET

TOEARN—=U 28U Tk, Verified Permissions VL —AZ 1 TFAKNINYEILF

Jo ID N—UFRE Tl&. Verified Permissions &V L —ALZ 7V NILEBHICYYE T LE

9, Verified Permissions AV — I THERL RV —ARNTOBE, ZORV—ARNTEHY
TRV —ARNTOIENIDY—AEHELT,. ID =V RUOEHICI—HF—T—ILEHEZA

F—NRICADTRIUENHYNET, PTOERBARN=DVVRAR., FJIL—"TXN—0L—LzEgtO—
IR—=ZAOT7O+EAD NO—=)L (RBAC) ICETVWTHY, I L —LZRVI—ARNTFTAF—X
CEEBWICIYEYYLEEA.

IDY—-—ABRBMKRBRLZEHXEA

Verified Permissions 12V —J)LTID VY —AZEKTD L, BRELTIN—TJEhIBHEREH I RE
ho CHIZKY, FL—LDORENBAVIVIARNTRIALIZ —25|ERCTDEB<S N TESR
T, DEISUTERZ CRETEETHN. INTORAVIIANEETDIHRENHYET,

RBAC BAF—VICEMZLEELELTEA

IDY—ADQDAF—XNWE, DY—AZEMNMTREZEIERTRIOTATAOBEERITICE>TER
WET, I DY—RAK, 1209V L—ALZ21—H—TIoFT14T1424TICIYEVTL, 120D IL—
L©BIN—=TIOTATARATIIIVE I LET, cNSOITATAIVYED T, 74

FUOTATAV—AREDHETT, cOFRPEREOEHRZFEAL T, O—IXR—AOT7 VLAY

RO—JL (RBAC) EFI T, BEDI—H—BLPI—H—-NFAVN—THDAHELEOHIBENY
IN=TICHUTRAT I3V E2ETIRDR)—BERTEEFT, AF—NICN=DU2 UL —A

ZEMTRDE, RUS—ARNTOERBEEANERENET, ID =001 —BHEICE. B
R—=AOFT VA ~NO—J)L (ABAC) RuI_EMTE 21— ﬂ—Lﬁ?éFﬁ#&Uﬁ?o)bt
AN=020FTFARNBHIZIE, OAuth2.0 AO—7"4HEDEHNHY)., Z7ONAMF—HL50DE
MoO7o€tA2Y NO—IILERZRBTEETTHN, BMORAF—NZEENMBETT,

Verified Permissions 1>V —JL® APl Gateway & ID 7ONA X —0OtEY N7 Y 7EHA RIFE
Y RNTYTAT2a2 @ D—U2 UL —LZAF—XIZEVNETES, nlEk, 7TIoERA
R=O2OL—ALICRBRETEEVETRRA, ITIN—TT7IOCAN—D UL —LZAF—XIZEMT
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BIClE, JSON E—RTAF—IYEHMEL. commonTypes BEZEBMTDIHEN HV)ET, FHifl
C2WTE, "TP7OAR—=0202XvETT%, Z2SRBRLTLIEETL,

ODC IIN—T DU L—LFEHOERZEYR—bK

OoIDC 7ONA A —&ZBMTBEEICL, RUS—ARNTOI—HF—0OTIN—TXN—=2Y T Y
B9 2IDRN—=—0 FERETIOCAN=—D0TIN—79OL—LDBREZEIRTEET, BRILE
NET7OERAFAR, ROERTIN—T00L —LZRBLET,

1. AR—AD VWX FH: "groups": "MyGroup"

2. AR—ARXHIV) 1A RK: "groups": "MyGroupl MyGroup2 MyGroup3"., &EXZFHETIL—7
<7,

3. JSON (A XXtIV)) 1)U AN: "groups": ["MyGroupl", "MyGroup2", "MyGroup3"]

(® Note

Verified Permissions &, AR—ARXY Y TIL—T VL —LOEZEXFHZ@BEOTI—TEL
THBRLET, JIN—TBEAR—AXZT120TIL—TE LTHRITZICIE., JL—A
HADAR—AEBEMADINHIBRLET, FEAE., EVWSBEIOTI—T7% My Group&
LT7#—XY bULEITMyGroup,

N—=D2247%RRTS

RUS—ARTHIDYV—ALEETDIHZEGF. D=0 ENEBITEILATIEAN =V RLET
BPHEVSIDY—ARENEEBREICEI>TELYET, OIDC 7ONAA—Tlk., IDYV—R%
BMTREEICN =V RATEZBRIDBENHYET, IDN—DVFLERTIVEAN—U %
BIRTEET, BRUEN—IRAMTR., RUS—ARNTTREENBEVWN—D2 214 TEZRNL
£79, $IC. Verified Permissions A2V —I)LOBHEAD ID =02 UL —LDBEBIYYE> T DX
DYy NE2EZLEVEEAE. DY—AZERTRHEIIC, WEBITDIRN—UR4TZ2BHICRELT
KEEV, N—=U2UR4T2ZEETBICIE, RUS—ERF—XZEVIF7O9RITTDEHDEZK
BHEANVETT, UTORNEYITE, RUZ—ARNT7TOID N—=02ETIORAN =D O
AICOVWTEHBELETD,

Cedar N\—H—ICE—BONXNZICATFNMN HETT

RUD—EFBE., OLSBERXNOAF—YEMEZSHBLU £Fprincipal.username, b—
DL —LBICRREND/AEMNF BB 1. . BEODRFREALEDEBFUNADXFNDIE
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4. Verified Permissions l& principal.cognito:username® R NEZBFEEZBTTE XL

Acontext.ip-address., P V) (Ccontext["ip-address"]. ChSOEHFEZFIMRIETT N

Fh principal["cognito:username"]EkElFE QXTI #—X Y NTRDRBENHYET., 7

VE—AATXF_RBIL—LBOEMNBXFTHY ., COEHICHITIE-DORERBFUADHFIAT

ED

CORATOTIVINIBMHOARAF—XOHFDHEHE. ROKSICEYET,

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": true
I
"custom:employmentStoreCode":
"type": "String",
"required": true,

I
"email": {
"type": "String",
"required": false
}

CORATDAVTHFARNBHEDAF—IO—EOHIFRDELSICBENET,

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"ip-address": {
"required": false,
"type": "String"

N—=O2ZAF—XIIIYEVTTS
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}
}
1,
"principalTypes": [
"User"
]
}

CHOAF—XNICHLTHRILETZIRIZ—0FIICOVTE, ") 22RBLTIKETVAEINRGEZER
LTh -V EHZZRLET,

ODC 7ONA B —DIOZA T hNeF—T 1T AN

IDY—AR&ERDVI—ARNTIZIEBINT S &, Verified Permissions IZl&, ID N—9 2 ETFIOEAR—
OONFBRULEEBYICERAENTVWSR L ZBRBRIBDREFTTINHYET, ORI,
IsAuthorizedWithToken® & T BatchIsAuthorizedWithToken API U T A KNDMET
ThbhET, COBERE. IDN—=D2ETIOEARN—=U2, KT Amazon Cognito & OIDC ID
V—RAIZK2TEBYET, Amazon Cognito 1—H—7—)L7ONAF—=ZFER TS & . Verified
Permissions l& ID hk—9 > ETFVEARN—=V2OMAETIZATNID ZRIETEET, OIDC 7’
ONA X —%&ERATS &, Verified Permissions & ID =90 OS5 AT NIDETIOEAN—Y
VORREERIATEET,

DA4FNIDR, FZ7VT5—>3a> o ERAT2 ID 7ONAMA—A VAR AICBESHFsS N
Al FT9lexample23456789, Bl o MRER., BE, PTIOVEAN—VOBNOHAEFNA
BFEEREBRICEEMR TSN URL/NAT T https://mytoken.example.como 7PV A KN—
O RFERITZEE, audV L —AREICHREBICBEESITShET,

OIDCID h—=U 2k, BEDUTAT > NIDs Z8TaudVL—LNHYF
9 lexample23456789,

OIDC Access h—O 2 ICIF. BEDN—DV2DOFA—F14I2AURL ZELaudV L —A
Ehttps://myapplication.example.com, BENDIZTA T NIDs Z&Tclient_idV L —
LN HY) FFlexample23456789,

RI—ARTZRETRDEER, RUZ—ARTARN U ORNKEEZRIAITZ-HICEAT DX
RERADEZ 1 DREAHDLET,

« |ID h—% > — Verified Permissions &, audZL—LARADIZA T RNIDDODLEL<EE T D2OX
NI RRERIAEBE —HITHEZBRLT, 95478 IDs ZRIELF T,

DIAT o NEeF—F 1 T ADKREE 137
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« 7UtAN—22 - Verified Permissions &, audZ L —A® URL A HRERIEE —HTS
CEEBRLU TRREEZERIELET, aud V7L —LHNBEELEBEVEES, IREWE cidELE
client_idV L —ALZFEALTRIITEE T, D 7ONAMA—ICELVRREDIL —LEFER
BERLTLSEETL,

IWTs DOZAT > NMIlDFER

T7)r—>3>TJISONIITh—U 720BL, RUS—ARNT IDY—REFEAETICTDY
L — A% Verified Permissions IZET C EA"TEE T, JSON Web Token (JWT) ASIT>T 14T 18
HZEMHEL, Verified Permissions [CBT TEE T,

COHITIE, IWTA ZFERALTFT T UT—3 > H 5 Verified Permissions Z RO H T HZEZRLE
9,

async function authorizeUsingJwtToken(jwtToken) {
const payload = await verifier.verify(jwtToken);

let principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
};
let resourceEntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
};
let action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action
type
};
let entities = {
entitylList: [],
I
entities.entitylList.push(...getUserEntitiesFromToken(payload));
let policyStorelId = "PSEXAMPLEabcdefgl111111"; // set your own policy store id
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const authResult = await client
.isAuthorized({
policyStoreIld: policyStoreld,
principal: principalEntity,
resource: resourceEntity,
action: action,
entities,
b

.promise();

return authResult;

function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp', 'jti', 'iss'];
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
return;
}
if (Array.isArray(value)) {
var attibuteItem = [];
value.forEach((item) => {
attibuteItem.push({
string: item,
1);
1)
attributes[key] = {
set: attibuteltem,
};
} else if (typeof value === 'string') {
attributes[key] = {
string: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {
attributes[key] = {
boolean: value,
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1)

let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",
entityId: payload["sub"], // the application needs to use the claim that
represents the user-id
}
};
return [entityItem];

}

"ZOO—RHITIE, aws-jwi-verify T4 75U EFEAL T OIDC Bt IdPs IC& 2 TERE Nk JWT
ZRIAELTVET,

DZAT U NEF—FT 4 T ADKEE 140


https://github.com/awslabs/aws-jwt-verify
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Amazon Verified Permissions O #4&

Amazon Verified Permissions D&k, d— REZKPRICHAZ, 7L—LD—JBBORAKNTZ
DTARZRVBAYS, TTIT—232 I DA BRIZERTIDICKRIEET,. ChsOK
Bk, T7U4r—< 3> % Verified Permissions I — AL AICEHTAHIRILDTI 7 R—
ZNEI—FT1VTANREENET,

HREEFERTZE, ROZENTEEXT,

c O TRAZRETD

« 7L—LD—VBBONZ-ERRICHDS

 XTFVAF—N—AY ROHIRE

- BENBEFIVTARRIZ—Z2&NMRICHZD
WAd—RTREBE<KEDZAODYIVICERZHTS

T)r—>a Il EBMT3E., ERROBEZTVET,

1. 7L—LD—JBBOIRILVITZEALTIZEVIIANEZAEZ—ETNTD
DOTIARNAYSHEETRIFEAATFANZHETS
Verified Permissions 2 L TEADREZRET S
WARKBRICESWTTZIVEAO MNO-LZEATS

:b.‘*’!\’

Verified Permissions BT, X7 L —LD—9%HYR—KLTVET,

* Node.js 7 7' —= 3> M Express.js

Express & Amazon Verified Permissions O #&

Verified Permissions Express #i& &, Express.js 77U —2 a2V ICRAIZRETHILEHNOIRIL
DITR—=AQOT7O—FERHLET.,. COHKEICKY ., BFEOIL—KNN\VRT—ZEETE L
B, EHHABRARI—ZFEALTAPI I RRA N ZHRETEEXT, ek, VIIA
NZEZL, ERENLERUD—ICBSLUTEFMMEL., AREhEI—HY—0&NREE VY —A
TV EATEDELSICTRCET, RAFIVIZEHNICAELET,

Express O 141
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cOREYOITR, RUS—ARNTOERDSEAZIRILVITOERREETANET, Express fie
NDEEICODVTHALET, ChSOATYTICHS LT, &PBROI—RZEET Express 77
Da—>3a 2 ICBREEFEAIMNO—IILZENTEET,

COREY ITRE, XOGitHUbY RIS MU ZZBLET,

- cedar-policy/authorization-for-expressjs - Express.js ® Cedar %2 aJ X RJLV I T

« verifiedpermissions/authorization-clients-js - JavaScript Fi ® Verified Permissions 58RI 7 Z 4 7

[N
- verifiedpermissions/examples/express-petstore - Express.js = R I 7 & FEH L 7= R4l

I 2353
Express i Z2RETHallC, UTZRFEL TEEL,

« Verified Permissions IC 7 V£ ATESDAWS 7HU > b

* Node.js &€ npm A1 AR—=)LEhTVD

« Expressjs 77U or—>3>

« OpenlD Connect (OIDC) ID 7’"A/X 4 & — ( 75 £ Amazon Cognito)
AWS CLI BYI BT VAR THREE ATV

BEeEDtEY NTY S
AFYT 1 RYS—ARNTERERT S
LLTEFERALTRIUS—ARNTZERLEFT AWS CLI,

aws verifiedpermissions create-policy-store --validation-settings "mode=STRICT"

@ Note
LARATRENIZARIVS—ARNT ID ZREFLT, UBORATY T THEALET,

ATYVT 2. KFEREAAN—ILT D

Express 77— a2V ICRBBNYT—2%A4A2ARN=ILLET,

BIRSRAF 142


https://github.com/cedar-policy/authorization-for-expressjs
https://github.com/verifiedpermissions/authorization-clients-js
https://github.com/verifiedpermissions/examples/tree/main/express-petstore
https://docs.aws.amazon.com/accounts/latest/reference/getting-started.html
https://nodejs.org/
https://docs.npmjs.com/
https://expressjs.com/
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html
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npm i --save @verifiedpermissions/authorization-clients-js
npm i --save @cedar-policy/authorization-for-expressjs

oAl DERTE
ATY 7 1:Cedar AF—~NXZERLT7Y70—RTS

AF—XE@E, P7VT5—>23 0T 0TATARATRI—YF—NRITTEDTO2avRE 77
Dy—2a>0ORUETFILEEELEFT, AF—NOZAZEHEERITDCLEZHEBHLET, <D
5l Tk, YourNamespace ZfEH L £, Verified Permissions R —ARNTFICAF—IET R Y
FL., RUS—DNEMELEEEEThD E, Y—EAGEBNICRID —ZAF—TICRL THRIEL
£,

@cedar-policy/authorization-for-expressjs N\Y o —>&k, 77U —23a>on
OpenAP| H#E%Z 24 L., Cedar AF—XEZERTEFE T, E4ENICK, NAATD IO NN EET
PBETT,

OpenAP| &AW E & &, express-openapi-generator /NY T — OB FIEICH 2T
OpenAPl TERZEKTE X T,

OpenAPl t &N S AF—NZERL T T,

npx @cedar-policy/authorization-for-expressjs generate-schema --api-spec schemas/
openapi.json --namespace YourNamespace --mapping-type SimpleRest

RIZ, THERATS Cedar AF—N%Z7#—XYBNLET AWSCLlI, EBLBEOERNOFMICD
WTE., "1 ZZRULTIKEETVWRUVS—ARTAF—No AF—NXDT A=Y NIANLTH
MHEFZIZEF, Verifiedpermissions/examples GitHub 'J7RZ N U prepare-cedar-schema.shic
EVSROUVTRINHYET, AT, v2.cedarschema.forAVP.json”7 7 4 JLIC Verified
Permissions XX D AF—XZ2HHTBD ATV T NOHOPEHLHITT,

./scripts/prepare-cedar-schema.sh v2.cedarschema.json v2.cedarschema.forAVP. json

T7H#—IYRNENERAF—XERIV—ARNTICTYZ7O—RL, ZKRIVZ—ARNT ID policy-
store-id ICEEMAF T,

aws verifiedpermissions put-schema \
--definition file://v2.cedarschema.forAVP.json \
--policy-store-id policy-store-id
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https://docs.cedarpolicy.com/overview/terminology.html#term-namespaces
https://swagger.io/specification/
https://github.com/nklisch/express-openapi-generator
https://github.com/verifiedpermissions/examples/tree/main/express-petstore/start/scripts
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ATY 7 2. BARDD —ZHERT S

RV —HFB/ETATVEVES, Cedar FITXTORAVIITANZIEBRLE T, Express 7L —
LAD—UA., UBIICERENEAF—NICETVWTH U TINRIS —%24ERTDET, 20T
OtAZ7T—KNARNTYTITRDIRIEET,

RKEFTTVT—2a>TlOMEEFERTSESE. Infrastructure as a Code (laaC) ¥V — )L
ZEALTHLLVRVS —ZERTRIEZHEBOLET, FMICOVTE. "OFA AWS
CloudFormationy ZZ8BL T<E&E L\,

Cedar R —OH > TI)NZ2ERLET,

npx @cedar-policy/authorization-for-expressjs generate-policies --schema
v2.cedarschema. json

ChiZ&V), /policies FALIKNVIEHYTIRID —NFERENhET, TOHR, I—AT—A
CETVWTIhSORYD—ZAARARIMATEERT, HIZF. ROKSICBIVET,

// Defines permitted administrator user group actions

permit (
principal in YourNamespace: :UserGroup::'"<userPoolId>|administrator",
action,
resource

);

// Defines permitted employee user group actions
permit (
principal in YourNamespace: :UserGroup::"<userPoolId>|employee",
action in
[YourNamespace: :Action::"GET /resources",
YourNamespace: :Action: :"POST /resources",
YourNamespace: :Action: :"GET /resources/{resourceId}",
YourNamespace: :Action::"PUT /resources/{resourceId}"],
resource

);

THERATDIRIS—&T#—XY NLUET AWSCLl, XERZEXOFM-OVTE., AWSCLI
)7 7L>2A®D Tcreate-policy; 2ZBLTLKEEWV, RUS—OEBEXREICAILTHIVELBE
&, BEEHKT U AFFI/BIGitHub') /R M1 convert_cedar_policies.shiZ EWS AT VT
RAF®BYNET. AT, TORATVTMAOEVFEHL TT,
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https://docs.aws.amazon.com/cli/latest/reference/verifiedpermissions/create-policy.html
https://github.com/verifiedpermissions/examples/tree/main/express-petstore/start/scripts
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./scripts/convert_cedar_policies.sh

7 *#—<I Y hE iR —%& Verified Permissions IC7Y 70— RL., ZRUS—T7A4IDONA
EHFHipolicy_1.jsonll, &RV —ARNT IDpolicy-store-id ICEEHWMAET,

aws verifiedpermissions create-policy \
--definition file://policies/json/policy 1.json \
--policy-store-id policy-store-id

ATY7 3 ID7ONA A —%EHRTS

77 # )L NTIl&, Verified Permissions 77—V A —Z RILIJITFEFE API U T ANDFRRAAY
A—ANTEMEENB ISONTIT =0 (JWT) &5 AEY), I—H—HBHREMBL F9, Verified
Permissions &, FRAIARU S —OFHMICMA T, M—U ZRIATEET,

userPoolArn XV T, XD XS B FHBlidentity-source-configuration.txt® ID Y —A
RE/7AINZEERLETclientIds

{
"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:region:account:userpool/pool-id",
"clientIds": ["client-id"],
"groupConfiguration": {
"groupEntityType": "YourNamespace: :UserGroup"
}
}
}

RO AWSCLI AN RZERITLTIDYV—ARZERL., ZKRVZ—ART ID policy-store-id
ICEEWMAET,

aws verifiedpermissions create-identity-source \
--configuration file://identity-source-configuration.txt \
--policy-store-id policy-store-id \
--principal-entity-type YourNamespace: :User
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A I RILTITT

Express 7 77U —> 3> #8HL T,
ALTVETN,

==
NDEZE

WASRILIITZEDET, COPITREID h—D % FE

TFOVAN—=—D > &2FERATDEETEXT, FHFMIZDOVWTIX., ®authorization-

for-expressjs1 ZZ R L T £ & WGitHub,

const { ExpressAuthorizationMiddleware } =

expressijs');

const { AVPAuthorizationEngine } =

clients');

const avpAuthorizationEngine =

require('@cedar-policy/authorization-for-

require('@verifiedpermissions/authorization-

new AVPAuthorizationEngine({

new ExpressAuthorizationMiddleware({

'../v4.cedarschema.json'),

policyStoreld: 'policy-store-id’,
callType: 'identityToken'
D)8
const expressAuthorization =
schema: {
type: 'jsonString',
schema: fs.readFileSync(path.join(__dirname,
'utf8'),
3,

authorizationEngine:

avpAuthorizationEngine,

principalConfiguration: { type: 'identityToken' 3},
skippedEndpoints: [],
logger: {

debug: (s) => console.log(s),

log:

1)

(s) => console.log(s),

// Add the middleware to your Express application
app.use(expressAuthorization.middleware);

%IJ:: 0)'7':Z~f‘

BRBDA—HY - O ZFERALTAPI T RRAVNIVIIARNEITSZET,
ARNTEERT, BAZIRILIVITR, EBENLERVD—CRULTRVIIANZEBHNIC

ED

wu\—.l-gé ET
SR VRS

EERRE, BBABTIVEAHAZEOEBD A —JIN—T2RELIZE

BAZIRILIVITORER
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https://github.com/cedar-policy/authorization-for-expressjs
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s BEEE INXNTOVY—ALEBBENOTILTIOEA

- EXB:VY—RAERTR, XK. EFTED

s BE: VY- ADIKERRARE

Exd]1—H—THA42L, SETELBARL—3AVERAKZDET, PUOEAFARI D —
FHGEESYICEELTVA CEZRIETEER T, Express 77V —>3a>nR—IFI)LICE, R
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CEHBICE, BIRULESEDAWSSDK 277 )5—2a > Ny 5—2ICkEaLET,
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BUTRE, €FREXRE AWS SDKs,

» AWS SDK for .NET

* AWS SDK for C++

+ AWS SDK for Go

* AWS SDK for Java

+ AWS SDK for JavaScript

* AWS SDK for PHP

+ AWS SDK for Python (Boto)
» AWS SDK for Ruby

+ AWS SDK for Rust

XD AWS SDK for JavaScript ®4illd, Amazon Verified Permissions & Amazon Cognito % 5/ L 7=
ZHMA A NEFERIILD, SIsAuthorizedREL TVWET,

const authResult = await avp.isAuthorized({
principal: 'User::"alice"',
action: 'Action::"view"',
resource: 'Photo::"VacationPhoto94.jpg""’,
// whenever our policy references attributes of the entity,
// isAuthorized needs an entity argument that provides
// those attributes
entities: {
entitylList: [

{

"identifier": {
"entityType": "User",
"entityId": "alice"

.

"attributes": {
"location": {

"String": "USA"
}
}
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TTORAZTAY I TERN 2L THAREENBYET,

T— RS

Amazon Verified Permissions &, RUS—BREDIXNTOEET—X% CHENICESILLET
AWS Y Z—< R¥—, Amazon Verified Permissions Tl&, B&F&KlE hAEXTY—EESX— ZFEAHL
TCTF—REBEILTDEETEEXT,

BESLICHARNY—NZX—DIRF—ZFEATHIHZEOFMIOVTR., "1 ZZRLU TEE Whe
section called “NARXN—N X —T RF—7,

Amazon Verified Permissions THJY — A DSt

Amazon Verified Permissions &, 77 #JL N TEES{LZRHL., AWS FiEOES{tF—&FEAL

TREPOEBRT— X EREL £F, Amazon Verified Permissions Tl&., BIMOREL 1V —& L

T AWS Key Management Service , (AWS KMS) HAZNY—EEBF*+—(CMK) ZEAL THRUZ—A

R7ZBEEILTEET, COMWEICKRY), REFOBSLICLDBERTF—IOREN RIS, UT

C&IBEET,

s FTTVT—=2a AOEREREERL THRT—22RETD

c MBED ZENUTERBR)—OEFHZRRTCED 1Y —%2EETSD AWSKMS HAXRN—ERE
:\:_

s EFIVFAZERLETTIVT—23 2ZBELT, B TSA T AEBERBBEHE
Vi ok i
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LT0+E023a>TlE, iLLWRUD—ARNTORBSLEREL., BSLF—ZEEITHHEICOL
THALET,

AWS KMS Amazon Verified Permissions O F¥—2X A 7°

Amazon Verified Permissions & E#& AWSKMS LT, BBET— X OEBESL/ESICERE NS
FF—2BEBLET, F—OBELHFMAICIOVTIRR, "TAWSKMS FROY/N—HA KR, ®
TAWS Key Management Service conceptsy ZZHBL T EE LV, FILWARDUS—ANTZERT

BDEEIL, RO AWSKMS F—ZRATHSBRLTTF—RERBS{LTEET,

AWS FrE+—

F7HI)INOES{LR A7, Amazon Verified Permissions &, BM€E L T+¥F—%2mAL. EX
BICREPODY —AF—REZES{LLE T, Verified Permissions A’FIET2F—%2FEAL TF—
REBBIL/ESTZEHIC, I—REFLEFT77VT5—23VICENOREFISES Y ERE A

NARI—IZ—T RF—

AWS 7HO U NTHF—%ER, FiIE. BEBLET., AWSKMS F—2Z2ICHBETEET, HA
AN—BEBF—(CIE AWSKMS RN ERAEhET, FMICOVWTIE, AWSKMS BlEiR—T%
SBLTLKEEV, F—FATOFHMICOVWTIEE, "TAWSKMS F#ROY/N—HA R, O "HAZ
N—N~NF—IRF—, ZZRLTLEET,

BREMVY—RA(RIV—ART) HARXRY—EBEBF*— OBESLIC ZIEET S &, Verified
Permissions T DF—ZFEALTUY—REFOFIYV—-RAZBSILLET, ZEALTRI D —
ANTZBEESLTRICE DAZN—BEEBFX—. ¥—7K 1> —T Verified Permissions N\OF A

ZHUTRIMBENHYVET, F—RVI—F, TOLAZHETE hAXI—BEBF— LHIC ICT
RYFFD)Y—AR—ANDR) T —TF, FHMIZDWVWTIE, Tthe section called “Amazon Verified
Permissions ® AWS KMS ¥—D A ZFFAIT2") Z22RL T EEL,

TSI, Z2FEALTESILENERUS —ARNTE2ERLEY) DARXRIY—BEEBFx—, IC&OTH
FlENLERID—ARNTICAPI D=L ZTSICIE DAZXY—EEBFX—, BFTHLZ1T5 IAM 11—
H—FLEOA-NLNEF—ICT IV EATEDIHBENH V) ET, Verified Permissions A F—ICT7 VA
TEBVEE, TOF—ICL > THEBLENLEVY —REEUEROREFESE 2L FERIC
BOlYTHRUEREN B ET, F—ILTIEATERVEE, TOF—ICK>THESLEhEU
V) —AWMread/update/deleteld TE T, BELICF—Z2FHITILHODERFROHLIFERBLET,
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® Note

Verified Permissions SR E DS IE. Verified Permissions A" A AIBER TN T D AWS
)—2 3> THERTEEXRT,

/A Important

NAZN—EBFx— ZFALTRIS—ARNTZ2ESLTRIE, BSLICROF—Z2FEAT
BEOSICVY—RZEFHLIEEY), TORV—ARNTHASF—ZHIBRLIZY TR ERFTE
Ft A

Amazon Verified Permissions TH AWS KMS 8 & F—XF¥—NDEA

Amazon Verified Permissions QDR ERFDES{LEEETIE. AWSKMS F—&F—X2F—DREZFE
ALTDY—AF—32%&2RELET,

® Note

Amazon Verified Permissions X% AWS KMS F— 0 & ZHR—KNL £ T, IERTER AWS
KMS #—% A L T Amazon Verified Permissions VY —AZES{LTH L FTEEE
Ao

AWS A+ —DEH

Amazon Verified Permissions l&, F7 # )N TIXTODY—A%Z AWS FiEX—THRS{LLE

T, chsnFxF—R@, FTHOV NIV —-RZzHREIDLHICERTEATE, 8FO0—F7T—>3>

LET, F—2RT. B, £, SLEEEIIXENf VLD, F—E2REOLEHOTI I
FBEHVEEA. AWSFIEF—OFMICOVWTIF. "TAWSKMS F#AROY/N—H4 K1 ODAWS
"FEF—1 2ZRBLTLEEL,

NAZRI—XZ—J RF¥F—OEH
EEL NAXRN—EEBF— A0 2BRIZ L, RORFIAHNBYET,

« AWSKMS F—NEREBEICIE., F—RVI—EF—AOTIEAEZ&EHIZ IAMARIS—0
BENBEENETT AWSKMS ., AWSKMS F—2EFRMELRFEMCLEY, BBF—O—FT—
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aAVEEMELFEMCLEY ., FRAEThELSEZ2EEEIC AWSKMS F—%HIRL V) TE
x99,

e fUIR—KRENEF—ITFUTI HARI—EBXF— T 2FHTEH. IEBLVOEELTVS
NARLF—ARNT HAZRX—BEBF— T 2FERATEEXT,

« AWS KMS AWS CloudTrail A% T AN® Amazon Verified Permissions API J— )L ZFX5 _ &
T. Verified Permissions VY —ANEE{LEEB{LEEETEET,

Amazon Verified Permissions N'BEE{L/ESIC W AXN—BEBFX—2FEHTIICE. HFEOF—7RKRD
< —%BHML T, Amazon Verified Permissions A’ 1—H%— b > TV Y —AZBESL/ESTZE S
ESICTRIHENHYET,

Amazon Verified Permissions @ AWS KMS ¥— O AR %ZH 95

Lix< &%, Amazon Verified Permissions (Cl&, R T2XOT VL AHFAN VRETT HAXN—
%Eiiz\:_o

* kms:Encrypt

* kms:GenerateDataKeyWithoutPlaintext
* kms:DescribeKey

* kms:ReEncryptTo

* kms:ReEncryptFrom

* kms:Decrypt

F—HKUS—OBIEUTICRLET,

"Sid": "Enable AVP to use the KMS key for encrypting project J.A.K. policy
resources",
"Effect": "Allow",
"Principal": {
"Service": "verifiedpermissions.amazonaws.com"
I
"Action": [
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt",
"kms:ReEncryptFrom",
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Q—H—H1 K

]I

"kms:ReEncryptTo",
"kms:DescribeKey"

"Resource": "*"

V—AAVTFHFAMIOWVT

V—ROAVTFARNE, BEOF—ICHULTAWSKMS 79230 &28ETLEDETBRY—AKE
EZICBHIZBHMERELET, ChickY, OVTFARMNETF—RZDOY—AICNA 2V RTBET,
BEtEhiETF—2ORIALPEBAZHSZENTEEXT,

BEEE, ROF—RIVZ—AFT—M XV RBE, F—RUZ—OEMFHELTY—AOAVTFA
NEFERATERT,

"Version": "2012-10-17",
"Statement": [

store/*"

{

"Sid": "Enable this account full access to this key",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:root"

iy
"Action": "kms:*",
"Resource": "*"

"Sid": "Enable AVP to retrieve this key's metadata",
"Effect": "Allow",
"Principal": {

"Service": "verifiedpermissions.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
"StringLike": {
"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333

:policy-

NAZI—RIZ—TI RF—
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}
.
{
"Sid": "Enable AVP to encrypt/decrypt resources utilizing this key",
"Effect": "Allow",
"Principal": {
"Service": "verifiedpermissions.amazonaws.com"
.
"Action": [
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
.
"StringlLike": {
"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333:policy-
store/*"
}
}
}
]
}

COF—RID—F, V=ATHIOURDZOAWSKMS F—HFBEEITEHDTHORNERLU
B4, Verified Permissions A" 1—H—ICf8H > T AWSKMS BRUH L Z{TS5 & ZFILF
¥, CNSOfER. CMK F—0 AWS CloudTrail EEOY MR TR EEICRIITETH S
PBEABHVYET, JO—/V)L AWS £H4F—OFFMICODWVWTIE, " aws:SourceArnE = IE
aws:SourceAccountFHF—0FEA Z2SRBL T EETV,

BESITFAMIOWVT

BEAADTHFANE, BEMBREAMEFIVINOLOOEBMORIEEAT—R2EECF—EEORT
NDEYRNTT, FT—REESNHNITBDIVIIANCESHICTFANEEDDE, FESHIOVT

FANZESLENLET—RIC AWSKMS BEBSIENI 2 RLUET, F—X2EESTSICIE. AU

S TFANZEITHENF HYVET,
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Amazon Verified Permissions l&, ¥ XT®M AWS KMS BEB{tAXRL —>3a > CEAUBS{I> T
FANZMEAL, Verified Permissions AES{L/ES7O AN EHICI—F—ICKH>T AWS
KMS BFU'HH L 2175 &£ ZIZOY W T AWS CloudTraill BEETE £, 7 # )L N Tk, Verified
Permissions I&, VY —AZBEHX TR EEICROBEITFANOF—EEORTZFEHALE
¥,

"aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012"
}

Amazon Verified Permissions T, BEEL/ES7OLARICEHEVEBINIOXZTF—20—EL
THARLBEITHFANZEBMTAEETEEXT, DXV, F—RUS—EF., ATOHIOK
SBTIVEAFUTZI EHMA<TETEEFT,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Enable this account full access to this key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "kms:*",
"Resource": "*"
.
{
"Sid": "Enable AVP to retrieve this key's metadata",
"Effect": "Allow",
"Principal": {
"Service": "verifiedpermissions.amazonaws.com"
.
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Enable AVP to encrypt/decrypt resources utilizing this key",
"Effect": "Allow",
"Principal": {

"Service": "verifiedpermissions.amazonaws.com"

}I
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"Action": [
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt"
1,
"Resource": "*",
"Condition": {
"StringLike": {
"kms:EncryptionContext:aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/*",
"kms:EncryptionContext:policy_owner": "Tim"

}

COF—RII—F, BEAIADTEFARNIVTILF—HFEEN, TOEN OERICHEV,
F—arn:aws:verifiedpermissions::111122223333:policy-store/*EEDRT FEaEN
TW3 B Haws:verifiedpermissions:policy-store-arn, Verified Permissions A" 1—%'—
ICRKH>TAWSKMS B H L Z9T5 C & ZFFAIL £ 9 "policy_owner": "Tim", NARX LS
CAVTHFARNERETDHEICOWTIE, the section called “BESLAR—ARNTOER T, &
ZRLTEEV,

@ Note
BEITFANCEIKZHGEZE OF—RIS—TR, EFX—CEEBORTEFIVIT
P2OTREL, BSLOVTEFANIVTOHT Y NMITHEZHEBOLET, H—FE
AL TDHEERROTY TARN)—ATR, RRENBVF—CEORTHFEMENDIEE
HFHY), F—RIVI—THEESLIATFANIYTOEBBABRICE IV TEKHBNET H'HF
AIEhTWB &, Verified Permissions DF —F7 V2 AICHE T D AEEN BV E T,

kms:ViaService Ic DWW\ T

kms:ViaService &£+ —Ilk. AWSKMS ¥—nfEA%Z., BEENIE-AWS H—EANSOUOT
ANCHPRLET, cOFHF—&, ZETIOEAEYZ 32 (FAS) ICOXKBRENETT, OFFHM
I DWTlEkms:ViaService, AWS KMS FAXOY /N—7FH A4 RMkms:ViaService, #5HBL T K
=0\,
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FEREF, ROF—FKRVI—RAT—RMXV NTlE, kms:ViaServicef#rF¥—%FEAL T, U
TARMAAEZY—EEBF—H (CRD > TRERE (NN—2ZF4cEB) 'J—= 3> O Amazon Verified
Permissions A SIAEENIIFBEICDAK, BEESh LTIV 3V 2FEATRHEEZFALE

I BrentRole,

{
"Sid": "Enable AVP to encrypt/decrypt resources using credentials of BrentRole",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/BrentRole"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt",
"kms:ReEncryptFrom",
"kms:ReEncryptTo",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": [
"verifiedpermissions.us-east-1.amazonaws.com"
]
}
}
}

—hld. Verified Permissions A" AWS KMS 1—H¥—I(CRb > THESL/EFTE ICVIITARNTS
& EI(Z, Verified Permissions A" ID, 77 EAFH., $LVPEYIIaVEREETLEHICHKET
T, FASUOIANOFMIZOVTI, IAM T I—H—H4 R4 ® TForward Access Sessions
ZSRBRLTLSEETL,

AWS KMS ¥—RUZ—Z5% 792

BNEI>a>0BSICETWVWT, Amazon Verified Permissions A& 1{b/ES{LIC CMK Z{ER T
EDEDICTEIF—RIV—0HlERIZRLET,

"Version": "2012-10-17",
"Statement": [
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{
"Sid": "Enable this account full access to this key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
I
"Action": "kms:*",
"Resource": "*"
},
{
"Sid": "Enable AVP to retrieve this key's metadata",
"Effect": "Allow",
"Principal": {
"Service": "verifiedpermissions.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
"StringlLike": {
"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333:policy-
store/*"
}
}
},
{

"Sid": "Enable AVP to encrypt/decrypt resources utilizing this key",
"Effect": "Allow",
"Principal": {

"Service": "verifiedpermissions.amazonaws.com"
},
"Action": [
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:Encrypt",
"kms:GenerateDataKeyWithoutPlaintext"
1,
"Resource": "*",

"Condition": {
"StringLike": {
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"kms:EncryptionContext:aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/*",

"kms:EncryptionContext:policy_owner": "Tim",
"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333:policy-
store/*"
I
"StringEquals": {
"aws:SourceAccount": "111122223333"
}
}
},
{
"Sid": "Enable AVP to encrypt/decrypt resources using credentials of

BrentRole",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/BrentRole"
I
"Action": [
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt",
"kms:ReEncryptFrom",
"kms:ReEncryptTo",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": [
"verifiedpermissions.us-east-1.amazonaws.com"

1,
"StringlLike": {
"kms:EncryptionContext:aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/*",
"kms:EncryptionContext:policy_owner": "Tim"
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/A Warning

Amazon Verified Permissions TEBEICEAENTVS AWSKMS F—DF—RU > —% %
EIBLERFEENVETT, Verified Permissions l&, JFEMD U Y —ZAEREICHHIC
AWSKMS ¥—ZRETDEEZICHESILEBSOT IV AFAZRIELETTH, REDRY
D—BEEFAVTFNRTRIITEDI LR TERTEEA, DEBT IV EAFAZ R EETHIRR
IBHE, BAORE L EHH Verified Permissions H—E A7 O—A"dilfiE 3 algetEd”
& ') £9, Amazon Verified Permissions ® HAXN—EBFX—(CEETDH BN EIT—
DRZTN2A—=FATDOHARZAIZDOVWTR, T, #SBL TL & VWthe section
called “Amazon Verified Permissions DA AZXN—XZ—J RF¥F—QOKRZTIINa—FT12
e

EEbEnizUY —RAICHKHEZ IAM R S —

THD>NAO® IAM O—JL% 4 L T Verified Permissions Z RO H T HEHK K. [IST S IAM R
=2, VDYV—ADEBILEETS DAZIN—EBEBXF— OLEOIC 2FAITH OB BRT IV AFH
ANHDEEBEBITIHEN HVY)ET,

CEO2THEBIENER)S—ARNTE2ERTIHEE DAZN—BEFX—, XOIAMKRD S —F,
BEBEBRERDT V3> AWSKMS &, ThEEITT DD Verified Permissions 79> 3> %
RLTVWET,

"Version": "2012-10-17",
"Statement": [

{
"Action": "verifiedpermissions:CreatePolicyStore",
"Resource": "*",
"Effect": "Allow"

iy

{

"Action": [
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext"
1,

NAZI—RIZ—TI RF— 168



Amazon Verified Permissions d1—H¥—HA R

"Resource": "*",
"Effect": "Allow"

(® Note
(Get* R List* ARL—>32) ZEEL., CE>THESLEhLEZRDS—ANT ZHIBR
TR WAEZN—EEBEFX—, EMOT I EAFATRMBEHYEEA,

THES{tEEhERVS—ARNTOEH DAZXIY—BEF—, (Get* BV Listt ARL—23 ) D
WB., THREBLEhERUS—ARNTOFIY—RAODEFRSLVHIRETSEHEE DAZXN—BE
F—, RO IAMRD) D —F, BEF/NRODAR!) S — AWS KMS & Verified Permissions 792> 3>

ZRLTVEXRT,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": "verifiedpermissions:*",
"Resource": "*",
"Effect": "Allow"
.
{
"Action": [
"kms:Decrypt"
1,
"Resource": "*",
"Effect": "Allow"
}
]
}

B—DIAMARUZ—ELT, BFEE IAMO—-)LR)Z—ICUATZEMTREFTT,
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{

"Version": "2012-10-17",
"Statement": [
{
"Action": "verifiedpermissions:*",
"Resource": "*",
"Effect": "Allow"

"Action": [
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext"
1,
"Resource": "*",
"Effect": "Allow"

BELENLERV—ARNTOEE

RUS—ARNTE, BEFTZIXNTORIS—IUY—REZECINIJLRILOODATF T, R
) —ARNTEFVY—AOBEBOFEM-CDOVTIEE., "Amazon Verified Permissions 1—H—7 A
R ® "Amazon Verified Permissions 7RI —AR7 1 Z2SBL T EE L,

Verified Permissions TR —ARNTZERTDE, AWSKMS F—2FAL TREBORES{(LE
BEBMCTEET, chlckY, UTFHARIEEIhET,

c RUS—ARTEZDOFIY—ALHTEIIXNTOHRAIY) ., EH. HIRARL—>32 &, BF
7OtA WAERN—EBF— CRMtEhI 2RALET,

« BRALREMUH U (IsAuthorized, BatchlsAuthorized, IsAuthorizedWithToken % &) Tk, 57
OtRA AARAEY—BEBF— ICRBEHEEh L AMERAETIhET,
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FR) D —ANT OERK

EEtEnNRV—ARNTZERTDEIC, DAZIY—BEF—FHALTLS (Z. Amazon
Verified Permissions A" —Z B S{L/ESLICERATA O OB BF—RIS—AT—r X2 N
BEENTVDEZBRL TS EE VY, BELT U AFFHthe section called “Amazon Verified
Permissions ® AWS KMS F—DFEAZFFAI T2 IC2VW TR, T Z8ZRBLTEEL,

DO {EA AWS CLI:

aws verifiedpermissions create-policy-store --region us-east-1 --encryption-settings
file://encrypted.json --validation-settings "{\"mode\": \"OFF\"}"

encrypted.json FXDKSICHEIET,

"kmsEncryptionSettings": {

"key": "arn:aws:kms:us-east-1:111122223333:key/12345678-90ab-cdef-ghij-
klmnopqrstuv",

"encryptionContext": {
"<ENCRYPTION_CONTEXT_KEY_1>": "<ENCRYPTION_CONTEXT_VALUE_1>",
"<ENCRYPTION_CONTEXT_KEY_2>": "<ENCRYPTION_CONTEXT_VALUE_2>",

ZHARY—EEF— ARN keylZEE# X, <ENCRYPTION_CONTEXT_KEY>&
<ENCRYPTION_CONTEXT_VALUE>ARF7 Z B MencryptionContextF¥F—&EEORTICEEBRAF
T, F—EEORTZEMLEWVEERF., ZE2(CEBencryptionContextTEET,

/A Important

aws:verifiedpermissions:policy-store-arn AARX ARSIV TFTFANCF—&
BEORTEZEHBEVTLKEETV, ChiFEBNICEME N, BEEThLEHARXARS{KIV T
FARNDEF—EEORTO—HTHBDHEE, RALST—HFRELET,

RVS—ARNTOF)Y—ATHEATEER APIs TAmazon Verified Permissions AP1 ) 7 7 L > AH
AR D "POa, BSBBLTLSEETL,
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_Operations.html
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® Note

Amazon Verified Permissions J Y —AT AWS KMS HAXN—EBEEBF*— R TV
A, AWSKMS F—RUZ—HAELLBEVEOICHIBR, &b, ELBT7IOEATERVS
. V—ADESRERTE LY, BRORENf G<BYNET, PUO/EAOERE., KRR
CRHUT, —BW (F—RUD—ZEBETES) FLFKEN HRENF—%2ETTER
WICTRZENTEERT, AWSKMS F—DHIBRPEMLE L, BEEZRARL—>3 A
DT OEAZFRTEDEEZBEMOLET, F/=. Amazon Verified Permissions I 7 VA
TERVAWS F—, BEI—Y—HFTIOEVATEDZLSIC, 7L—TJAWS TSAT IR

FIEEBRETHCEEBBHLET,

% {EF L 7= Amazon Verified Permissions 41 229> 3a>OETE=ZX') > AWS

KMS

Amazon Verified Permissions IC& 2% OFEH HDAXN—EBEEBF—RREEZ-X)ITEET AWS
CloudTrail, Verified Permissions AWS KMS Zt L7 ADFEV VT ARNICE, VDIITARNNTX—

ATCHEAENTVBIBEENHLIVTHEFARNEF—ARN (HARAEXN—BEBF—) FEEINET,
@ AWS CloudTrail O I M) @ flGenerateDataKeyWithoutPlaintext:
"eventVersion": "1.11",

"userIdentity": {
"type": "AWSService",

"invokedBy": "verifiedpermissions.amazonaws.com"
.
"eventTime": "2025-09-28T16:51:0472",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKeyWithoutPlaintext",
"awsRegion": "us-east-1",
"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-
mnopqrstuvwx",
"encryptionContext": {
"aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012",
"policy_store_editor": "Janus"
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https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-adding-permission.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-adding-permission.html
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
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}I

}I

® AWS CloudTrail O T M @ fHlDecrypt:

"eventVersion": "1.11",
"userIdentity": {
"type": "AWSService",

"invokedBy": "verifiedpermissions.amazonaws.com"
},
"eventTime": "2025-09-28T16:53:217",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-
mnopqrstuvwx",

"encryptionContext": {

"aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012",

"policy_store_owner": "Elias"

}I

@ AWS CloudTrail A I M) O flReEncrypt:

"eventVersion": "1.11",
"userIdentity": {
"type": "AWSService",

"invokedBy": "verifiedpermissions.amazonaws.com"
},
"eventTime": "2025-09-28T16:51:04Z",
"eventSource": "kms.amazonaws.com",
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"eventName": "ReEncrypt",

"awsRegion": "us-east-1",

"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",

"requestParameters": {

"sourceKeyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-

mnopqrstuvwx",
"destinationEncryptionContext": {
"aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012"

1,
"sourceEncryptionAlgorithm": "SYMMETRIC_DEFAULT",

"destinationKeyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-

ijkl1-4567-mnopqrstuvwx",
"sourceEncryptionContext": {
"aws:verifiedpermissions:policy_store_arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012"

iy
"destinationEncryptionAlgorithm": "SYMMETRIC_DEFAULT",

}I

O I KUIZE, Amazon Verified Permissions ® 7°1) > /V)L M invokedByS &
&. requestParameters~ ¥ ZencryptionContext/sourceEncryptionContext/
destinationEncryptionContextiC8ENTVR ZEICEEL TLKEZL,

@ AWS CloudTrail O I M M flDescribeKey:
"eventVersion": "1.11",

"userIdentity": {
"type": "AWSService",

"invokedBy": "verifiedpermissions.amazonaws.com"
.
"eventTime": "2025-09-28T16:51:02Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",

"requestParameters": {
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"keyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-
mnopqgrstuvwx"

}I

A4 > ~JIZIE Amazon Verified Permissions ®7°1J > 2 )N)L D invokedByZBAEEN TV
CEICEEBELTLSEZL,

AWS CloudTrail O T MU OEMMIZ DWW TIE., AWS CloudTrail " 1—%—744 Ry ®AWS
CloudTraill TAXRKMNIZDOWVWTy ZSBLTLSEETL,

HIFREE

O RNEY T, Verified Permissions DIREDFHIPRE, VY —ADOBESILOLZHDO HAZI—F
BEX—nFEHRAIC OVTEHBRLET,

- —ERMITRE, RU—ARTORSHLEBBMITEIERFTEXREA

EELE LTRSS —ARTEERLEE, ICE2>THEELENDESICRUI—ARNTEEHR
TR EWFETEEFEA, NARN—EEBF—

s BEORS{ENERI—ARNT HARAZI—EE+X— O N0 Verified Permissions 7 7t A%
HVYHEHTE, RUDRENE<BZEHAEEN HYET,

« ZFEALTRUS—ARNTEERLERIE DAZI—BEFX—, HARXRLBEITHFANE
BEEITDHERFTEEFRA, bl BEAESNERID—ARNTOEKRBICERES NEFEDN
BT9,

Amazon Verified Permissions DN AZI—NZ— RF—OKNSZ TN —Fa429
O RNEY DTk, Amazon Verified Permissions ZFERA T2 BICRETH AUl HD —RWE B
AN —EEX—BEIS—&, ThSEBRIDEHOONT TN 21—F 4 TFIBIZDOVTH
BALET,

TOtEAEE: AWSKMS 7O AFaDORERE

IZ5—: TOY=ANFCO)—=23a I CFELBEVWS, DY—AR—ADOR) =D T ORA%ZHFA

LTWBWA, DY—AR—ADORI I —HFARNICT IV EAZEELTVR D, Y—EAXLR
FUOHLUTREEENT AWSKMS F—2 AT HERIHYELEA,

NAZI—RIZ—TI RF— 175


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-events.html
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chid, Y—ERAFEEHEVOCEHLTHF IAM RIS —/AWS KMS £—RU S —ICAERkms: * T ¥
23y (BEA) T IOEAFTZE >TVWEVA, SBREATVWAF—HFEFELEVS, FELEL
BOohEZEZEBEKRLETD,

EEALENS I 1—F 4> % AWS CloudTrail:

« Tkms.amazonaws.comq R N Z#&ET % AWS CloudTrail

s FHETIATVAERVEREE NI AWSKMS ARL =232 DAXRNBZRELET (H:
Decrypt. ReEncryptGenerateDataKeyWithoutPlaintext, . DescribeKey%& & ),

« errorCode 7 1 —J)L R& errorMessage”7 1 —)L REHERT S

s EQOTVIVININFARL =23 ZEAK D userIdentity ZFEFET S

CORBREEBRARTDICEK. R —& AWSKMS ¥— IAM RS —TiE 7 AWS KMS AR L —
AT ORAFAZI—F—FLEE IAM TV NILERELET, FHHICOVWTRE. Tthe
section called “AWS KMS ¥ —7 R —& %732 25RBL T EEL,

BEEFIZN: AWS KMS £ —E87E

I5—: TEREFH AWSKMS F—ICBMBREN BV ELEAL

DEV, SBEATVSF—RE, REDERENDLED HAZRN—EBEX— , BE{Ltoi=HICH—ERAR
THEATRHZERFRTEELA, BRICKE., F—DEMBZ>TVWS, F—HAHR—KREhTLAV

EncryptionAlgorithm, EilEF—AHR—KREh TV KeyUsage 4 THABENDBEEN H V)
ESCR

AOv N T658: AWS KMS L — N #iBR
I5—: "TWOHITENTEBL—NEBAIELE AWSKMS,

COIZ—F, F—OBS{ARL—>3 2 AWSKMS OFIRZBIBL - & ZEBKL 9 hitps:/
docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html,

B E B

Verified Permissions Policy A N 7 O &
AWS KMS RAKTZ'Z 0T 1A

AWS KMS 5t TF AL

AWS CloudTrail Integration

AWS CloudTrail O T kL 04l
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https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/policy-stores.html
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/encrypt_context.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/logging-monitoring.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-examples.html
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Amazon Verified Permissions D= O T7 A TFo 71471 T 01
&=t

AWS Identity and Access Management (IAM) &, BEIEEH AWS resources NOT I A ZZ £ (Hl
BHAWS O —ERX T25DICK/KILD TT, IAMEEREF, EZFREL (T1>142) L., #IC Verified
Permissions UV —ANEAZHF TS (T IOV EAFAZNFEAWS O —EX 3%) 1 Z2&IHLE
T, IAMIF, EMBEA L THEATES TT,

N =R/

s FA—TFT414IT VA

« FATFUT AT 4 %A 5REE

s RUS—ZBRHLETIVEADER

« Amazon Verified Permissions & ME#E % IAM

+ |AM Verified Permissions @ 7R 1)< —

+ Amazon Verified Permissions ® PA 72T A T ARXR—ADOR > —4fi

+ AWS Amazon Verified Permissions ) ¥ x— RR1 2 —

 Amazon Verified Permissions PA FTATAET O RADRNZ TN a—F427

F—T1IURA
AWS Identity and Access Management (IAM) OfERAGERK, O—I)LIC&K>TEBYET,

e U—ERI—HY—-BELTIV/EATERVESE, BEBELCTIVEAHFATZVIIANLET
( "Amazon Verified Permissions PA F T ATAET OV ELAO NS TN 2a—F14>209 1 %5
#)o
s Y—ERAEBE-1—H—TIERZREL, PTOEAFATVIIARNEZEEFELET ( "Amazon
Verified Permissions & DE#FE S E IAM) £S5 8R)

c IAMBEBE-TOLAZEBITDRI —2R TS ("1 ZS8Amazon Verified Permissions M
TATVTATAR=ADR!) S —4Hl)

TFATFT14T 14 %ERL -EREE

SREEE . IDRRRIEHRAWS ZFEAL T I YA A2V FTBDHETT, . IAMIA—Y—AWS 7HY
RhONLN—RDA—H—, FERFIAMO—=I)%Z5|ZZ 13 ETRIATNDBEN HVYET,
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AWS IAM 7 A4 727 1 7 14 2 Z— (IAM Identity Center), > T I Y4 > F > FR8E. Google/
Facebook FRREEHBE ED ID V—AA S OFREEHRZ2EAL T, 7IFL—TFT4YRIDELTHA
JAVTEET, YA A2 OFMIOVTR, TAWSHA 242 I—H—HA R, O TAWS 7
NOVBRICHA A TDFEL ZSRLUTLKEZ L,

TOYSALICEBDTIOELANES. [ SDK & CLIAWS ZEHE LTV IIARNEZREB{LLTESRL
£9, FEMICOVWTE., TIAMIA—Y—HA R, ODAWS TAPI DV OTANDEZ/N—>232 4, &
SBLTLEEV,

AWS A N I—RI1—H—

EERTZIEEFIAWS TAHIN, T, TIXTOAWS DH—EABRT VY —ANDTEER
TORAEEEZEDAWS 7HOU Mroot I—H—EREND 1 DO A A TAFUTFATAN
SHOET, BHENBRAVICE, -1 —ZFALABVELZRB<EBOLET, IL—K
1—H—BEERELBETHRAVIOVTE, IAM T I—HF—HA Kk, 0 )L—hI—H—F
AEHREMNEETDIRAT ) 2B LU TLKEEL,

JIFL—FY RFAFUFAT4

RARTZO0FT4RELT, ABOI—H—H —BNRFZRLRHR AWS O —ERX Z2#ALTICT
JtEATBRICR. D7ANAF—EDRTIFL—2IVZHATIBEN HVET,

7IFL—T4YRIDE IVE—TSAXF4LOKN), D27 D7ONAE—, £z&F D
Directory Service Y —ADFRREEHR AWS O —ER ZFEALTICT IV EATH 11— —TT,
7IFL—TFTYRTFPATFUOTATAR, " KRNEFALERZREITHO-IILZE5IEZTET,

TOEAE—RERTBBER. AWSIAMPAFUF AT A2 R—288HLET, ML
Tk, "TAWSIAMZ7AFo T4 74220 2—1—HY—HA R, O "IAMT7ATF T4 T4 2—
Ll EBBLTLEEL,

IAM 1—H%—&JI)—7

IAM 1—H—F, BEQBART7IVIT—>3 2V CRTRIREDT VEAFAATEHE D TA T T4
TATY, REFAIBE®RZED IAM I—H—0ORDYIC-—KNERABHRZEA IS 288
HLERT, HFHICOVTR., "IAMIA—Y—HA Rk, 0 "D7ONAA—EDTTIFL—>3>
AWS ZFERALTICT IV EATRIHEN HD ) 2ZRLTSEZ,

IAM J)L—7"1F 1AM I—¥—nL 9> 3> zEEL, RKEDI—HY—OTF IV LAFTOEERER
ZFICULET, FICO VTR, "TI—Y—HA R, OIAM "I—H—0I1—AT—A) BSBLT
<L, |IAM
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
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IAM O—JL
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PTVERTH, BEOI—H—ICEEERTSATVEEA, IAMO—LZL)EZXSD AWS ¥ X
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(Zl&. AWSCLI &l AWS API ARL —2 30 2ROHTHA, DAZLAURLZHEALET, O—
LWOERFEDFHMIOVWTI, TIAMIA—Y—H(4 Ry OIAM "O—-)OEA, 22BLTLE
=V,

IAM — IRV RERERHRZF D O— LIk, A TORRTRIUBEET,

« 71FL—>232A—H-TOtA-T7IFL—FTYRIDICHFAZAVHTSICE. O—IlL%
FERLTEOO-IIOFAZERLET, 7ITFL—TY RIDARIELEEhDE, TOIDRXO—
LCEEMTSh, O—)ILTEREEINTVBRFANYEEhET, 7T FL—>3>00-)IL0O
FHMCOVTR, IAMA—Y—HA RO "H—RrRN—FT4—ID7ONAMEX—OO—LZEXT
5 (7IFL—>3V), #28BLTLKEEV, IAM Identity Center Z AT 258k, FaEY b
ZERELET, DHARIERICTIVEATEDEOZIMNO=NLTBEHIC, IAMTATFUTA
TAER— RBEREY b IAMOO—)LIZEERTET, POERAFATLEY NOFHICOWT
k. AWSIAM 7 A 7> 7T 147 14 t> 32— User Guide ® Permission sets 2B L T &L\,

s —KNEIAM - =T OEAFA-IAMI—H—FLREO-)LEE, BEOXAVIIHRLTESL
BT77AFTZ—BNICEIEZHD IAMO—I)LZ5EZFAENTEET,

s JOATADVRNTO2EAIAMO—-I)LZEALT, BEOTAIVRNOVY—-AILTI7EATS
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A92FERFEE, O-ILEEATHETT, £EL, —8O TRERAWS OHY—ERX, (7OF
:/tl/'CEI—)LE{Em?%ﬁ*DULZ) DY —AICEERVS—ZTRYFTERY, VOARTHD

PRTOERAOO-NLNEVY—AR=ADORIZ—OEWICOVTR, "TIAMI—Y—FHA R,
DIAM_ "TO—J)LEVY—AR—ADRIZ—DEL ) ZFRLTLSEEL,

« TEFTENTVWBTTVT—>23> AmazonEC2-IAMO—)LZ AL T, EC2A VARV AT
RiTEN, AWSCLI ELEIEAWSAPIVOIARNEFTST V=232 0—FWARRIIERE
BEETEET, Chik, EC2AVAZVARNTOT IV EAF—DREFICHEEINET, EC2 1>
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WMEBTEET, FHICOVWTR, "TI—H—HAR, O "IAMO—)LZEHL T Amazon EC2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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RIS —ZERALET O EANDERE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"verifiedpermissions:CreatePolicy"
1,
"Resource": "*"
}

Amazon Verified Permissions ® 74 7> T4 T AR—ADOR) < —4l

F7AILRNTR, - —B&LTFO—)LICIE Verified Permissions Y —AZERELFEZEETS
#ERIEHYEEA, £, . AWS Command Line Interface (AWS CL)) AWS YR X RO Y —
I, FLEEFEAWSAPI ZFEALTRAVZRITID LR TEREA, IAMBEEBEE, BEXK
V—ACHULTT >3 &2RTIBDTIO/ AT 21— —cO—-)ILICRAETS IAMARIS —%
ERTBIHLENHYET, RIC, BBBERF IhSORIVD—2XBETDI—H—IC, RUS—%T
RYFFRRENHYVET,

ChoOYTIISONRUD —REFIAIXDNEEALTIAMTATFUTATAR—ADR) S —
ZERTZIFELCOVTRE, IAM T A—H—HA R, ® "RUZ—DERIAM 25RL T EE
W

1Y —ZAB A7 ® ARNs "Amazon Verified Permissions D 72> 3>, UY—A. LUVEH
F— BSBLTLSEZTY,

RNeEY D

« RVI—ICEHTRIRANTZVT 1A

« Verified Permissions 1>V — )L O£

- BPDHEROXRTZI—H—ICFHATD

FAFEITFATAR=ADRYIYZ—DHI 190


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonverifiedpermissions.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonverifiedpermissions.html

Amazon Verified Permissions d1—H¥—HA R

RUS—ICETEIRANTZI9T14A

TATFUOTATAR—=ADR) > —&, #EIDTHDU2 MADVerified Permissions 1) Y — A& E

B

TOEA, FLEBHIRTEDIHNESHZRELET. cnES5OTI>32 TR, AWSTHIY

NCEBRARETDHEENHYET TATUTATAR—ARID—ZERLEYRELEEY TS
BRICIE, ATOHA RTAEHBERICH > T LEE L

AWS BEERV S —%ZHAL., BRMMEOT IV LAHFAICEITITZ - 1—H—&D—o0—RICT
VEAHFTOREZREBETIICR,. Z<O—BUEI—-RT—AILT 7 EAHFTE2NHE5THAWS
BEBR)—ZFERALET, chslE TERTEXFITAWS 7HIU K, I—AT—ARICBEED
AWS HARN—BEBRIS—EEREITDHET, TUVELAFTE2ESSICRESTEE2HEBHL

T, FMICOVTE, TIAM I—H—H4 Ry ® TAWS YXZ—I RARU S —, Fizlk TAWS
TATHBENEERER)— BSRBLTLSEZ,

RPNEOT IV EAHAZEATS - IAMARUS —TT IO EAHRAZRETDHERE. ZAID

RITCBEBRT IV EAHAADOHENELET, ChZETSCE. REORGETTHENY Y —AIL
HMUTRITTEDRT VIV EERLET, Chik, BIEETIVEAFATEERIENTVET,
IAM ZERALTT IV EAFATZEATAAEOFMCOVWTRE, "IAMI—HY—HA R, 0 "0
R —ET O EAFAIAMY ZZRBLTLKEEW,

IAM RS —OXRBEERALTT IV ERAZESICHIRTS - RUD—C&H#EEEMLT, 7O
2AVEVY—ANDT IV EAZHRTEETET, LexF, RUZ—FHhERABLT, IXTOY
DIARNZSSLEZBERALTREBFIDLDICEETERY, RUEFEAL T, Y—ERTI> 3>
FBEORED ZELUTERAENTVEHBEICAWS DY —ER, Y—ERT I3 ADTY
tAZHATSHEETEET CloudFormation, FHMIC DWW T, IAM I—F—F 4 RO TIAM
JSON R —EFR: Z#, 2ZRLTSEZT WL,

IAM Access Analyzer ZfFFAL TIAM AR 2 —ZRKRIIL, B2 THENGT IO LAFTEERT
% - IAM Access Analyzer &, RIS —ARIUS—FFE (JSON) & IAM DRARNTZ VT 1 AICE
BTBDELSIC, FiIRELVBEEDO IAMAR) S —ZRIELET, IAIMTIOEATFZ4H—IF 100
EBADRVS—FIVOLEANGHREEZIEMHL, RETHRENERU—DOERZEYR—
NUET, FMICOVWTE., TIAM I—%—HA R1 ® "IAM Access Analyzer Z R L 7=7R 1)
T—DEE ZZRLTLEE L,

ZERFIA (MFA) ZERTD -CTIAM1—HY—FERGI— NI —ZXBELEITRFTIINID
PHEEBEAWS THIURN, MFAZFZICLTEFIVFT4Z@{LLET, API ARL—2 3>

NAHECHENDEEICMFA ZXAICTDICE, RUD—IC MFAZRBZEMLERET, FHMICOW
Tk, TIAM I1—H¥—7H4 R, ® "Secure API access with MFAL ZZBL TS E&E L,

FATFUTATAR=ADRKRIZ—DHI 191


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html

Amazon Verified Permissions d1—H¥—HA R

DORANTZ0T A AOFMIDOVTEIAM, TIAMA—H—HA R, O " OEFIUT1OXRA
N7 Z20T14AIAM) ZZBL T IEE L,

Verified Permissions AV — )L OERA

Amazon Verified Permissions Y —JLICT7 VAT 3 I, FATORNPEOEY NHIUETT,
CNSOTIVEAFAICEKY), KO Verified Permissions J Y —ADFllZ —EXRTBRVPRRTE
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CORADT I EANFAETNET,
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

iam:GetUserPolicy",
"iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",
"iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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}I
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AccountLevelPermissions",

"Effect": "Allow",

"Action": [
"verifiedpermissions:CreatePolicyStore",
"verifiedpermissions:ListPolicyStores"

1,

"Resource": "*"

},
{

"Sid": "PolicyStorelLevelPermissions",

"Effect": "Allow",

"Action": [

"verifiedpermissions:*"

1,

"Resource": [
"arn:aws:verifiedpermissions::*:policy-store/*"

]

}
]
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccountLevelPermissions",
"Effect": "Allow",
"Action": [
"verifiedpermissions:ListPolicyStores"

1,
"Resource": "*"
},
{
"Sid": "PolicyStorelLevelPermissions",

"Effect": "Allow",

"Action": [
"verifiedpermissions:GetIdentitySource",
"verifiedpermissions:GetPolicy",
"verifiedpermissions:GetPolicyStore",
"verifiedpermissions:GetPolicyTemplate",
"verifiedpermissions:GetSchema",
"verifiedpermissions:IsAuthorized"”,
"verifiedpermissions:IsAuthorizedWithToken",
"verifiedpermissions:ListIdentitySources”,
"verifiedpermissions:ListPolicies",
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"verifiedpermissions:ListPolicyTemplates"

]I

"Resource": [
"arn:aws:verifiedpermissions::*:policy-store/*"

]

}
]
}
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£
IsAuthorized
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-11-20T22:55:03Z",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "IsAuthorized",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64
exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",
"requestParameters": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
1,
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
1,
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
1,
"policyStoreId": "PSEXAMPLEabcdefgl11111"
1,
"responseElements": null,
"additionalEventData": {
"decision": "ALLOW"
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},
"requestID": "346c4b6a-d12f-46b6-bc0@6-6c857bd3b28e",
"eventID": "8a4fed32-9605-45dd-a@9a-5ebbf@715bbc",
"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data"

BatchlsAuthorized

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-11-20T23:02:33Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "BatchIsAuthorized",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int
exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",

"requestParameters": {
"requests": [
{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
},

.X86_64
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"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"

1,

"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"

}
},
{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"
I
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
I
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
}

1,
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"additionalEventData": {
"results": [
{
"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
},

"action": {

"actionType": "PhotoFlash::Action",

"actionId": "ViewPhoto"

}I

"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"

iy
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"decision": "ALLOW"

1,
{
"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"
1,
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
1,
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
1,
"decision": "DENY"
}

},

"requestID": "a8a5caf3-78bd-4139-924c-7101a8339c3b",
"eventID": "7d81232f-f3d1-4102-b9c9-15157c70487b",
"readOnly": true,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}

1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data"

CreatePolicyStore

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",

"principallId": "EXAMPLE_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-22T07:43:337",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyStore",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"validationSettings": {
"mode": "OFF"
}
I
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl111111",
"createdDate": "2023-05-22T07:43:33.9627947",
"lastUpdatedDate": "2023-05-22T07:43:33.962794Z"
},
"requestID": "1dd9360e-e2dc-4554-ab65-b46d2cf45c29",
"eventID": "bb6bedaeee-3584-4b4e-a48e-311de46d7532",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

ListPolicyStores

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-22T07:43:337",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListPolicyStores",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {

"maxResults": 10
},
"responseElements": null,
"requestID": "5ef238db-9f87-4f37-ab7b-6cfOba5df891",
"eventID": "bQ430fb0-12c3-4cca-8d05-84c37f99c51f",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-22T07:43:327",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "1368e8f9-130d-45a5-b96d-99097ca3077f",
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"eventID": "ac482022-b2f6-4069-879a-dd509123d8d7",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

PutSchema

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-16T12:58:5772",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "PutSchema",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
b
"responseElements": {
"lastUpdatedDate": "2023-05-16T12:58:57.5134427",
"namespaces": "[some_namespace]",
"createdDate": "2023-05-16T12:58:57.513442Z",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
b
"requestID": "631fbfal-a959-4988-b9f8-flas3ffsdfed",
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"eventID": "7cd@c677-733f-4602-bc@®3-248bae581fe5",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetSchema
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
1,
"eventTime": "2023-05-25T01:12:0772",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetSchema",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
by

"responseElements": null,
"requestID": "alf4d4cd-6156-480a-a9b8-e85a71dcc7c2",
"eventID": "@b3b8e3d-155c-46f3-a303-7e9e8b5f606b",
"readOnly": true,
"resources": [
{
"accountId": "222222222222",
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"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": '"Management"

CreatePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-16T13:00:24Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": {
"lastUpdatedDate": "2023-05-16T13:00:23.444404Z",
"createdDate": "2023-05-16T13:00:23.4444047",
"policyTemplateId": "PTEXAMPLEabcdefgll11111",
"policyStorelId": "PSEXAMPLEabcdefgll11111",
},
"requestID": "73953bda-af5e-4854-afe2-7660b492a6d0",
"eventID": "7425de77-ed84-4f91-a4b9-b669181cc57b",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
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"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

DeletePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-25T01:11:487",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"
b
"responseElements": null,
"requestID": "5ff@f22e-6bbd-4b85-a400-4fb74aa@5dc6",
"eventID": "c@e@c689-369e-4e95-a9cd-8dell3d47ffa",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/
PSEXAMPLEabcdefgl11111"
}
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1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": '"Management"

CreatePolicy

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-22T07:42:30Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicy",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.

"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
.
"responseElements": {
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityType": "PhotoApp::Role",
"entityId": "PhotoJudge"
.
"resource": {
"entityType": "PhotoApp::Application",
"entityId": "PhotoApp"
.
"lastUpdatedDate": "2023-05-22T07:42:30.70852Z2",
"createdDate": "2023-05-22T0Q7:42:30.70852Z2"
},

0",
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"requestID": "93ffal51-3841-4960-9af6-30a7f817ef93",
"eventID": "3Qab4@5f-3dff-43ff-8af9-f513829e8bde",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

GetPolicy

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-22T07:43:297",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetPolicy",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStorelId": "PSEXAMPLEabcdefgll11111",
"policyId": "SPEXAMPLEabcdefgl11111"
b
"responseElements": null,
"requestID": "23022a9e-2f5c-4dac-b653-59e6987f2fac",
"eventID": "9b4d5037-bafa-4d57-b197-f46af83fc684",
"readOnly": true,
"resources": [
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{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"

}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

CreateldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-19T0Q1:27:44Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreateIldentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"configuration": {
"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:000011112222:us-east-1:userpool/us-
east-1_aaaaaaaaaa"
}
b
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"principalEntityType": "User"
},
"responseElements": {
"createdDate": "2023-07-14T15:05:01.599534Z",
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"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-07-14T15:05:01.5995342",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
1,
"requestID": "afccle67-d5a4-4a9b-a74c-cdc2f719391c",
"eventID": "fl3a4ldc-4496-4517-aeb8-a389eb379860",
"readOnly": false,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

GetldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-24T19:55:31Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
b

"responseElements": null,
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"requestID": "7abecf79-c489-4516-bb57-9ded970279c9",
"eventID": "fal58e6c-f705-4al1l5-a731-2cdb4bd9a427",
"readOnly": true,

"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": '"Management"

ListldentitySources

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-24T20:05:32Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListIdentitySources",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "95d2a7bc-7e9a-4efe-918e-97e558aacaf7",
"eventID": "d3dc53f6-1432-40c8-9d1d-b9eeb75c6193",
"readOnly": true,
"resources": [

{
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"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

DeleteldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:ro0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-24T19:55:327",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeleteIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"identitySourceId": "ISEXAMPLEabcdefgl111111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "d554d964-0957-4834-a421-c417bd293086",
"eventID": "fe4d867c-88ee-4e5d-8d30-2fbc208c9260",
"readOnly": false,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
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}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"
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"verifiedpermissions:GetPolicy"
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"Resource":"*"
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permit(principal == ?principal, action == Action::"a", resource in ?resource);

AF—I DK~

Verified Permissions Tld, $IXTHDAF—T JSON F—EZHNETHRVXZITHZIHRENF HV)
9, Cedar Tk, Z7ONTAXBAZEMEBLE, BEILEL 2 TRZEOXNFINEZFEHATEET,

ToavIN-TDESR

Cedar OFEAFETE, AV IITARNER)—EBESLEDEBETFMAETHIRICERINELY
TATAD)ANNTBETT,

75— a >0 M ERT2T7023a>veEF7ooavidN—T2AF—XTERTEET, £F

L. Cedar FFHMAEV VI ARNCAF—YZEOELA, KDVIZ, Cedar FEEFL RIS —ERD
=TT L—NORKRIACODAARAF—NZFEALET, Cedar FFHEV IV IARNKFICAF—TESH
LW, AF—XILT702a I )N—T%2E&LEEETE, BERAPI ARL—23VICET
PBENFHDIIVTATAVANO—ZELT, FOIaVTIN—"TDIVANEEDHZIHVENHYE
E

Z N EVerified Permissions &k 2 TEEWICITONhET, AF—XTERLET Va2 JIL—7
. IsAuthorizedFEi=ldIsAuthorizedWithTokenZAARL —>3a>ONTAX—2ELTELETL
OTATA)ANCEBHNICEMENET,

I>5T45747#—~NY N

entitylList /NTX—Z%&EAL /= Verified Permissions DT> 75 1 7 4 O JSON FERXi&, AT D
KT Cedar EEERVET,

« Verified Permissions Tl&, JSSON A7 IV RO IR TOF—EBORTH, EVSEFD
JSSONATZIURTIVTENTVRHRENHVET, Record

« Verified Permissions ® JSON U A K&, F—& A Set TIEA Cedar DTD JSSON UAKNTH S
JSON F—ELEORT TSV T ITRIHENHYET,

« String, Long, & XV Boolean X4 7ENIHF S, Cedar DEF—EEDOART &, Verified
permissions M JSON A7 TV NCBEMASNET, A7 TV MNOBRFRTOF—
BTT, JSSONATZDIVRNRAILEK, F—ELEORTHF12HY), F—RBRIAHT—E
(String. Long, &7 (FBoolean)DEHE T, fElk Cedar I T 1T 1 DETT,
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« Cedar T>7 1 T 1 & Verified Permissions T 714 71 DX T7#—X Y NE., U TORTER

V&I,

Cedar 7#—X VY K~ Verified Permissions 7 # —~X Y ~
uid Identifier
type EntityType

id EntityId
attrs Attributes
parents Parents
Example- 1J A
ROBIE, T>oT14T7140D)ARNEZFNEFN Cedar & Verified Permissions TR T2 HZEERL T
WET,
Cedar
[
{
"number": 1
.
{
"sentence": "Here is an example sentence"
o
{
"Question": false
}
]

Verified Permissions

{
"Set": [
{
"Record": {
"number": {

IVFA7A74—XYR
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"Long": 1
}
}
.
{
"Record": {
"sentence": {
"String": "Here is an example sentence"
}
}
},
{
"Record": {
"question": {
"Boolean": false
}
}
}

Example- 7R 1J < — 51

RDBIE, Cedar & & U Verified Permissions DFBAIJ O TARNTRY S — %=l g2=HIC T
TATANEDKRSICTA—NY REehhdhrERLTVWET,

Cedar
[
{
"uid": {
"type": "PhotoApp::User",
"id": "alice"
1,
"attrs": {
"age": 25,
"name": "alice",
"userId": "123456789012"
},
"parents": [

{
"type": "PhotoApp::UserGroup",
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"id": "alice_friends"
iy

{
"type": "PhotoApp::UserGroup",

"id": "AVTeam"

"uid": {
"type": "PhotoApp::Photo",
"id": "vacationPhoto.jpg"
},
"attrs": {
"private": false,
"account": {
"__entity": {
"type": "PhotoApp::Account",
"id": "ahmad"

iy

"parents": []

"uid": {
"type": "PhotoApp::UserGroup",
"id": "alice_friends"

},

"attrs": {3},

"parents": []

"uid": {
"type": "PhotoApp::UserGroup",
"id": "AVTeam"

},

"attrs": {3},

"parents": []
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"Identifier": {
"EntityType": "PhotoApp::User",
"EntityId": "alice"

},
"Attributes": {
"age": {
"Long": 25
},
"name": {
"String": "alice"
I
"userId": {
"String": "123456789012"
}
I
"Parents": [
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
},
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
}
]

"Identifier": {
"EntityType": "PhotoApp::Photo",
"EntityId": "vacationPhoto.jpg"
I
"Attributes": {
"private": {
"Boolean": false
I
"account": {
"EntityIdentifier": {
"EntityType": "PhotoApp::Account",
"EntityId": "ahmad"

IVFA47474—< Yk
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"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"

"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"

}
.
"Parents": []
.
{
"Identifier": {
},
"Parents": []
},
{
"Identifier": {
.
"Parents": []
}
]
REEH A XDHIR
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Cedar ICBBEZEOABEVRE EH A XADEIRIRENET,

FTTUN

RIS —DY A X
A2T42R)—DOFHA
RI—=F2TL—hHA4X
AF—IH A X
IVTATARAT

RU>— 1D

Verified Permissions @) %R
(/N4 N EA)

10,000
150
10,000
100,000
200

64

> —HR

zL
Cedar ICEBEAEhEE A,
ZL
zL
L

L

REeH A XDHIR

245



Amazon Verified Permissions d1—H¥—HA R
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Console
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1. L4242 AWS YR XNV =)L L, https://console.aws.amazon.com/
verifiedpermissions/ T Amazon Verified Permissions 1Y — )L ZBE &£,
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FTETF—23aURAT[RRE] ZBIRLE T,

4. FHHARY VAT, Cedar N—23a> 74— )LRZROHFET,
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2. get-policy-store AN RZFEALET., XDOBITR, policy-store-id &R —
TOBINFICEEMRAET,

aws verifiedpermissions get-policy-store \
--policy-store-id policy-store-id

H DD cedarVersionZ7 41 —J)LRIZIE, RUS—ARNTHEHRAL TWS Cedar D/N—2 3"
RAENET, HIZEF, ROKSIZBEYET,

"policyStoreId": "ABCDEFG12345678abcdefg",
"arn": "arn:aws:verifiedpermissions::111122223333:policy-store/
ABCDEFG12345678abcdefg",
"validationSettings": {
"mode": "STRICT"

.

"createdDate": "2025-06-03T13:09:47.752255+00:00",
"lastUpdatedDate": "2025-06-03T13:09:47.752255+00:00",
"deletionProtection": "ENABLED",

"cedarVersion": "CEDAR_2"
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