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Amazon VPC Y — )L ® https://console.aws.amazon.com/vpc/ ZRWVW T & L,
FTES—2 3 RA2 T, [Verified Access T RARA > N ZBIRLET,
IVRRANZEBIRLET,

[7 23 3], [Verified Access T RARA > NDOHIBR] ZiBIRL £,
HWEREROSNI=S, delete&E ABL., [HIER] Z&IRLET,

o ~ w0 bh =

ZMEFA L T Verified Access T R7RA4 > NZHIBRT 3 IZI& AWS CLI

delete-verified-access-endpoint ANX > RZFEHAL £,
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EE7'O/V4 X —NH S Verified Access IZIEEET D NT A
NF—2&

EEF—2E, S8 0O/N1 X — AWS Verified Access B'5 ICEEE D TF—2TT, T AN
F—RE, "I1—H—OL—L4L, & F "EEIAVTFAN EEFEFENET, T—XIEEE.
1—Y—FERETFNAAICEITIEBI€ENET, RFANTF—ROHICE., I—HF—DE X—
e FIN=TAXN=29TF, FNAADARL =T A VT RATLON—=232, FINAADE
FIVTAREBBEENHYVET, EETNIBHRECEIOAONA A —ICE>TELZD LD, BEFOL
FARTF—EORLBVANMNIDOVTR, GE7ONAA—ORFIX N ZSRBLTSEZL,

=72 L. Verified Access DOV REFEMEEZFERA I NE, FE7OANAZ—DSEDLSBRNT A

TF—EANEBEENTVBINERRBIDELEETEXRT, chlE, 77U —2a>A0OT7 I A%F
AFREREETDRV—EERITDEEICRIDTEMENHYET, OJICKNZANIVTFAR
ZEHDHEICOVWTIE, Verified Access S IV TFANODEMLELFEML ESBLTLE
=L\,

COtEIa>TR, RIS—OERZRKEIZDEZICRIDNSANTF—2OH T EHlERL
£F9, CClCEBBMENITVSEHRIE. HIRZ2ENETHENDT, ERXBLT77LATEHYEE
Ao

AEN

* Verified Access NZARTF—ROF7 ANV THFAD

« AWSIAM 7 AT T 1T 14t X— Verified Access EET—XNDITFAR

» Verified Access EZARF—ROHY—RN—F A —EBIONAF -0 TFAb
- Verified Access TOI1—H—0OL—ALDFEEL &£ BE DKL

Verified Access N7 ARNTF—XOF7 AN FTFADN

AWS Verified Access ICI&, BRESNEEE7ONAMA—ICBEEL, IXTD Cedar ﬁﬁﬂ.’_iﬁﬁ:
DOTARNCETEIV DA DEEN T T7AIIRNTEETFNATVET, BEICHUT, F—RICHLT
HiEETS IR —EERTEEXT,

UTE, fFMECEENDT—ROHITT,
Bl
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« HTTP VO T A K
- TCP 70—

HTTP VO T A

R =AMl &, Verified Access & context.http_request¥—® Cedar I>FTF A b
ICREOHTTP UV IANIETRTF—RZ2EHET,

{
"title": "HTTP Request data included by Verified Access",
"type": "object",
"properties": {
"http_method": {
"type": "string",
"description": "The HTTP method",
"example": "GET"
.
"hostname": {
"type": "string",
"description": "The host subcomponent of the authority component of the
URI",
"example": "example.com"
.
"path": {
"type": "string",
"description": "The path component of the URI",
"example": "app/images"
},
"query": {
"type": "string",
"description": "The query component of the URI",
"example": "valuel=1&value2=2"
.

"x_forwarded_for": {
"type": "string",
"description": "The value of the X-Forwarded-For request header",
"example": "17.7.7.1"

1,
"port": {
"type": "integer",
"description": "The endpoint port",

"example": 443
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},

"user_agent": {
"type": "string",
"description": "The value of the User-Agent request header",
"example": "Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:47.0)

Gecko/20100101 Firefox/47.0"

},

"client_ip": {
"type": "string",
"description": "The IP address connecting to the endpoint",
"example": "15.248.6.6"

R —0pHl
L&, HTTP U9 TARNTF—2ZEA TS Cedar RV —DOHITT,

forbid(principal, action, resource) when {
context.http_request.http_method == "POST"
&& !(context.identity.roles.contains("Administrator"))

i

TCP 7O —

R —HEMiiE hd &, Verified Access IEcontext.tcp_flowF¥F—®DT® Cedar A TF AR

ICIEEDOTCP 7O0—ICBT2T7F—3XE2S5HET,

{
"title": "TCP flow data included by Verified Access",
"type": "object",
"properties": {
"destination_ip": {
"type": "string",
"description": "The IP address of the target",
"example": "192.100.1.3"
},
"destination_port": {
"type": "string",
"description": "The target port",
"example": 22
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},

"client_ip": {
"type": "string",
"description": "The IP address connecting to the endpoint",
"example": "172.154.16.9"

Q—H—H1 K

AWS IAM 74 F>F 145 14 22 X — Verified Access ST — X
DA TFF AR

RID—HFichde, 2EB7AONAE—AWSIAMT7AFoTA4T14 22— ELTEERT
% &. AWS Verified Access l&. EEZ7ONA A —RET 'RV —SBE, ELTEELEF—D
Cedar AVTHFANIGETFT—ZFEEHET, DEICWLUT, NRFARNTF—XRICHL TFET SR
—ZHERTEET,

(® Note
FEE7ONAME -0 TFANE—R. GE7ONA A —OEERICREL RUS—L
T7LVABDSEBENET, LEAEE, RUS—LT77L2A%Z Tidp1231 £EFRELLE
BE., IVTFAMF—F Tcontext.idp1231 &BWET, RUS—ZERKTHEIEF. IEL
WIAVTFARF—ZFERALTVWR L ZBERLTLSEE L,

XD JSON AF—YNI, FMEICEENDT—ZERLTVET,

"title": "AWS IAM Identity Center context specification",
"type": "object",
"properties": {
"user": {
"type": "object",
"properties": {
"user_id": {
"type": "string",
"description": "a unique user id generated by AWS IdC"
},

"user_name": {
"type": "string",
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"description": "username provided in the directory"
I
"email": {
"type": "object",
"properties": {
"address": {
"type": "email",
"description": "email address associated with the user"
},
"verified": {
"type": "boolean",
"description": "whether the email address has been verified by AWS IdC"

}
},
"groups": {
"type": "object",
"description": "A list of groups the user is a member of",
"patternProperties": {
"A[a-fA-F0-9]{8}-[a-fA-F0-9]{4}-[a-fA-F0O-9]1{4}-[a-fA-FO-9]{4}-[a-fA-F0-9]

{1238$": {
"type": "object",
"description": "The Group ID of the group",
"properties": {
"group_name": {
"type": "string",
"description": "The customer-provided name of the group"
}
}
}
}
}
}
}

LT, AWSIAMTATFUTATAEZ—ARBEITDIRNTARNT—RICHL TFHMEZITSRY
:/—(Dﬁu_f‘jo

permit(principal, action, resource) when {
context.idc.user.email.verified == true
// User is in the "sales" group with specific ID
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&& context.idc.groups has "c242c5b0-6081-1845-6fa8-6e@d9513c107"
};

(® Note
TN—TEBREETER LD, IAKMTAFoTAT14E2—BGJIL—7 1D ZEALTY
W—TZZRBLET, chiZLlY), JIL—TORAMEEETIRICRI—AT—KXT K
ABEESNDDEH<SZENTERT,

Verified Access N2 ARNTF—2OH—R/N—FT 1« —EE70/N«
A—OATFAB

Dt a>TR, Y—RN—FT1—0EFEEO/V14 X — AWS Verified Access 'S5 IZIREtE h
BDEHETF—RICOVWTEHBALET,

(® Note
BRE7ONAX—0OAVTFANF—R., BEZ7ONA T —OERBRICEEL RIS —L
T77LVABISEBENET, LEEAE, RUS—LT77L 2 A% Tidp123, £’/EL
BE., IVTFAMF—F Tcontext.idp1231 &BWET, RUS—ZERKTIEIEF. IEL
WA TFHFARNF—ZFEALTVWBREZHERL TS EEL,

k=

- 72UHHR
.+ Jamf

« CrowdStrike
» JumpCloud

VATAPAE N -

TOEARIS—ICFNAADEEITFANEEHIM}IACEEE. AWS Verified Access 757
HIGREBER R BION— N F—0 7 T I HHREEEN B E T, Verified Access l&. FE Google
Chrome & Mozilla Firefox 7 2 JH & HR—KLTVWET,
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WTE, Jamf (macOS /N1 A& H7R—K), CrowdStrike (Windows 11 /Y4 A& Windows 10 7/\

A4 A%zHR—K), &Y JumpCloud (Windows & MacOS Dl HFZHR—K) D 3 DOF/N1 RE
BE7ONAA—ZHR—RNLTLET,

« RUS—T Jamf EET—XEZFEAL TVBHBE, 1—Y—& AWS Verified Access 7' 7 DV H LR
BEEZ Chrome DI JART & Firefox 7 RAVH A RASTFNARIZAIA—RLTA >
AN=ITR2HENBHYET,

« R —T CrowdStrike NZARF—R2ZHALTVBRHE, 11— —F & AWS Verified
Access Native Messaging Host (B#X V> O—RU D) ZBA VAR TRIUENF HYVET, <
NDAVR—FRME, I—H—OFNAATRITENTLS CrowdStrike T— I MAS KT A
RF—REZMBIBDEHICHETT, R, COAVR—FURNEA AN LEER, 1—H—
l& Chrome 7 T 7 AKNT E£& Firefox 7 RFA 4 KA S AWS Verified Access 7 5 7 H L iR i
BETNAAICAVARN=ILTEIRENHYNET,

 JumpCloud ZEAL TW3BE, 1—H—0TF/VA AIZE Chrome 7 T 7 A KT &= Firefox
T RAH A SO JumpCloud 7' 5 JHHLREEEN 1 VA R=)LENTVRRENHET,

Jamf

Jamf EH—RN—F 1 —EBE7ONAA—TF, RUI—HFFlEiEchBBIC, Jamf Z2EE7 O/
A—EULTEET S E, Verified Access &, EREZ7ONAA—FRET "RU—LT77LVAA,
ELTEETSDF—OTOCedar AVTFARNDORSTARNT—RZEDHET, HEICISUT, b
SANTF—RIZHUL AT DRI —BERTEET, XD JSON AF—YIE, FHMAICEENS
F—&RLTVET,

Verified Access T Jamf ZFERA T2 HFZOFEMIC DV T, Jamf 7T 7H 4 hd TAWS Verified
Access & Jamf Device ldentity £ DS 1 Z2SBL TS EEV,

{

"title": "Jamf device data specification",
"type": "object",
"properties": {

"iss": {
"type": "string",
"description": "\"Issuer\" - the Jamf customer ID"
1,
"iat": {
"type": "integer",
"description": "\"Issued at Time\" - a unixtime (seconds since epoch) value

of when the device information data was generated"
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},
"exp": {
"type": "integer",
"description": "\"Expiration\" - a unixtime (seconds since epoch) value for
when this device information is no longer valid"
.
"sub": {
"type": "string",
"description": "\"Subject\" - either the hardware UID or a value generated
based on device location"
},
"groups": {
"type": "array",
"description": "Group IDs from UEM connector sync",
"items": {
"type": "string"
}
.
"risk": {
"type": "string",
"enum": [
"HIGH",
"MEDIUM",
"Low",
"SECURE",
"NOT_APPLICABLE"
1,
"description": "a Jamf-reported level of risk associated with the device."
},
"osv'": {
"type": "string",
"description": "The version of the 0S that is currently running, in Apple
version number format (https://support.apple.com/en-us/HT201260)"
}

LT, Jamf AREITDRTARNTF—ZICH L TFRHMEZITS RIS —0OHITT,

permit(principal, action, resource) when {
context.jamf.risk == "LOW"

1Y
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Cedar IClE, Jamf QU RV AT R EDHHER EFR T BBRICZRILDEFRA .contains() #eED
HYET,

permit(principal, action, resource) when {
["LOW", "SECURE"].contains(context.jamf.risk)

Iy

CrowdStrike

CrowdStrike FH— RN—7 1 —EGE7ONAZ—TF, R —HFFMlE nBBIC. CrowdStrike
EEE7ONAA—ELTEET DL, Verified Access &, EE7ONAA—KRET "R —L
TJ77LVAE, ELTEETZDF—DOTO Cedar AVTFANNDKRSARNTF—REZEHET, &
EIZIISLT, AN TF—ZICRHLTFHMAET AR —%ZERTEET, XD JSON AF—F,
T2 ENBF—ERLTUET,

Verified Access T CrowdStrike ZfEA T2 AZEOFMIC OV TR, GitHub VT 7H A1 kD
F'Securing private applications with CrowdStrike and AWS Verified Accesst ZZB L TS & L\,

{
"title": "CrowdStrike device data specification",
"type": "object",
"properties": {
"assessment": {
"type": "object",
"description": "Data about CrowdStrike's assessment of the device",
"properties": {
"overall": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts as a weighted
average of the 0S and and Sensor Config scores"
I
"os": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the 0S-
specific settings monitored on the host"
},
"sensor_config": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the
different sensor policies monitored on the host"
I

"version": {
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"type": "string",
"description": "The version of the scoring algorithm being used"

}
}
},
"cid": {
"type": "string",
"description": "Customer ID (CID) unique to the customer's environment"
},
"exp": {
"type": "integer",
"description": "unixtime, The expiration time of the token"
},
"iat": {
"type": "integer",
"description": "unixtime, The issued time of the token"
},
"jwk_url": {
"type": "string",
"description": "URL that details the IWT signing"
},
"platform": {
"type": "string",
"enum": ["Windows 10", "Windows 11", "macO0S"],
"description": "Operating system of the endpoint"
I

"serial_number": {
"type": "string",

"description": "The serial number of the device derived by unique system
information"
3,
"sub": {
"type": "string",
"description": "Unique CrowdStrike Agent ID (AID) of machine"
3,
"typ": {
"type": "string",
"enum": ["crowdstrike-zta+jwt"],
"description": "Generic name for this IWT media. Client MUST reject any other
type"
}
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AR, CrowdStrike ARt 32 hZARNTF—RICHL TRHMEZITS RIS —DHITY,

permit(principal, action, resource) when {
context.crowdstrike.assessment.overall > 50

};

JumpCloud

JumpCloud EH—RN—F 1 —EB7ONA A —TT, RIS —HFlic hBDEEIC, JumpCloud %
EE7ONAA—ELTEZETDE, Verified Access Ik, ERE7ONA A —KRET "RUZ—L
T77LVAZ, ELTEETDF—OTO Cedar ATHFANADRNSARNTF—REEHET, &
BIIWUT, RZAMNTF—ZRICHULTFMET DR —ZERTEET, KO JSON AF—F,
FACEENDT—ERLTVET,

JumpCloud & AWS Verified Access DEADFEMIC DWW Tk, JumpCloud VT 7H 4 KD
JumpCloud & AWS Verified Access Dffia 1 ZZ8B L T<E&E L, JumpCloud

{
"title": "JumpCloud device data specification",
"type": "object",
"properties": {
"device": {
"type": "object",
"description": "Properties of the device",
"properties": {
"is_managed": {
"type": "boolean",
"description": "Boolean to indicate if the device is under management"
}
}
}
"exp": {
"type": "integer",
"description": "Expiration. Unixtime of the token's expiration."
}
"durt_id": {
"type": "string",
"description": "Device User Refresh Token ID. Unique ID that represents the
device + user."
1,
"iat": {
"type": "integer",
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"description": "Issued At. Unixtime of the token's issuance."
I
"iss": {
"type": "string",
"description": "Issuer. This will be 'go.jumpcloud.com'"
I
"org_id": {
"type": "string",
"description": "The JumpCloud Organization ID"
I
"sub": {
"type": "string",
"description": "Subject. The managed JumpCloud user ID on the device."
I
"system": {

"type": "string",
"description": "The JumpCloud system ID"

}
}
}

LR &, JumpCloud "Bt g2 RZARNIAVTHFANCKRLUTFHAEZITSRIS —0HITT,

permit(principal, action, resource) when {
context.jumpcloud.org_id == 'Unique_organization_identifier'

};

Verified Access TOI1—H—O L —L D3| EEL EBRZ DAL

AWS Verified Access 1 Y ARV AN 1—HY—2EEICRETD &, P ASZELEI—Y—D
L — A Verified Access T RARA 2V NIEFENE T, I —IL—AILEERENf FHFSIT
WBESH, P7UT—2a 3BRERIETDEEEIZ, TDYUL — AN Verified Access B S%EE
ENEENTHRACEERIITEE T, cOWMEBHRIZ, U TOHTTPAYA—HFEMNEhET,

X-amzn-ava-user-context

DAY X —IZIF, JSON Web Token (JWT) FERX D 1—H—U L —LNFEENET. JWT EXIC
FAYA— RAO—R, 8KV Baseb4 URL TI1— RENEBENEETNTVWET, Verified
Access |& ES384 (SHA-384 \Y > 2 T7IIJVAXL%ZEHTS ECDSABEZT7IIIVAXL) #EAL
TIWTEBREZERLET,
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T7VT—=232Bhs0OL—LZN=VFFAARPZTO/HOI—HF—BAEOIIARIIVA
ICERATEERT, 77UTr—>3>rFROYN—E., A ID 7ONM X —HSsREHEEhDRD
L—LD—EBEMERADLARILIZOVTHZICEBL THESBENF&WUET, —MRIC, subIL—

L, BEQDI-—Y—%ZBAITIHRDITETT,

AFS

« il :0IDCA—HY—VUL—LBANBAFE JWT

c Bl IAMTAFUTATA R E—OI1—YY—OJL—LAZBRNFE JWT
s NTUvoF—

o Bl IWT OEBEFTI—KR

#l : OIDC 1—Y—OL—LAOBRLFE JWT

UToOflE, OIDC A—H—JL—LDAYH—ERLO—RF IWTEXTEDRSICRTEND
PZERLTVERT,

ANY X —nH -

"alg": "ES384",

"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",

"iss": "OIDC Issuer URL",

"exp": "expiration" (120 secs)
}
RAO—ROH :
{
"sub": "xyzsubject",
"email": "xxx@amazon.com",

"email_verified": true,
"groups": [
"Engineering",

"finance"
1,
"additional_user_context": {
"aud": "xxx'",
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exp": 1000000000,

"groups": [
"group-id-1",
"group-id-2"

1,

"iat": 1000000000,
"iss": "https://oidc-tp.com/",
"sub": "xyzsubject",

Ilverll: Il1.®Il

Bl IAMT7AFoTF4aT74222—DI1——OL—LABEMNE JWT

LTOBIE. IIMTATFTAT4222—1—HF—JL—LDAY X —ERAO—RHF IWT X
TENDRSICRREND D ZRLTVET,

@ Note
IAMT7AFUTATAEZE—ICOVTR, - —RBHROKHN VL —ALAILEEIET,

ANY X —nH -

"alg": "ES384",

"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",

"j "arn:aws:ec2:us-east-1:123456789012:verified-access-trust-provider/vatp-

iss
abcl23xzy321a2b3c",

exp": "expiration" (120 secs)
}
RAO—RDOH :
{
"user": {
"user_id": "f478d4c8-a001-7064-6ea6-12423523",
"user_name": "test-123",
"email": {

IAMT7AFTTATAEE—0I1—YY—JL—A 58
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"address": "test@amazon.com",
"verified": false

INT VDY H%—

Verified Access 1 VARV AT I—F—O L —LNBE{LEEWz®, Verified Access T R
RAKDNHTITPS ZFERATBELDICKRET DL E2HENSO L E T, Verified Access T RARA >
RA"HTTP 2RI A KD ICRETIHEIE. TV RRSA I MNORNZTav O &EFI1UTa4T
N—T2FERTDRS TV IOKCHIRL TS,

EFIVFT12BRITDICE, JL—AICETVTRAZTSRICERERIEL, IWTAYH—O
signer 7 4 —J)L RIC, #EE B Verified Access 1 VARXAARN A EENRTVD L ZHR
PRENHYNET,

NTVYOF—ZBBITRICE, IWTAYA—DLS5SF—IDZEBL, TheFEAL TXOIY RR
ARDSNT VY OF—EBRELET,

TRATFIROIRKRANAWS V=232 BIROEHVY)TT,
https://public-keys.prod.verified-access.<region>.amazonaws.com/<key-id>

Bl JIWT OEEEFI—R

RXDOI—RE, Python 3.9 TH¥— ID, 2XFAF—. BLFRAO—RZWEIZHEZRLTVER
ERD

import jwt
import requests
import baseb4
import json

# Step 1: Validate the signer
expected_verified_access_instance_arn = 'arn:aws:ec2:region-code:account-id:verified-
access-instance/verified-access-instance-id'

encoded_jwt = headers.dict['x-amzn-ava-user-context']
jwt_headers = encoded_jwt.split('.')[0]
decoded_jwt_headers = base64.b64decode(jwt_headers)
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decoded_jwt_headers = decoded_jwt_headers.decode("utf-8")
decoded_json = json.loads(decoded_jwt_headers)
received_verified_access_instance_arn = decoded_json['signer']

assert expected_verified_access_instance_arn == received_verified_access_instance_arn,
"Invalid Signer"

# Step 2: Get the key id from IWT headers (the kid field)
kid = decoded_json['kid"']

# Step 3: Get the public key from regional endpoint

url '"https://public-keys.prod.verified-access.' + region + '.amazonaws.com/' + kid
req = requests.get(url)

pub_key = req.text

# Step 4: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES384'])
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AWS Verified Access R —ZFEATRE, TRARMENTVWBRTFTTUT—23 LT IOEATS
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PEEBENERTARNTF—RICETVTIHMEET BRI —ZERTEXT,

Cedar RUS—SBOFHMICODVWTIE, "Cedar V7 7L VAHA R, BZELEEL,

Verified Access J' )L —7 #ER T B F, F -l Verified Access T RARA 2 NEERT D0, 7
23> & LT Verified Access RIS — B EEZETEE T, Verified Access R —2EHZLBLTH
IN—TEEEIVRRANZERTERIN, RUP—ZERITDETINTOTIVEAERE
70OY90&hET, Verified Access T —TFEEI RRANEERLTHS, BEOTIL—
TRIVRRAVNORID —RENFE LR EBETDEETERT,

AE

- Verified Access R —AT—KM XV NDBE
- Verified Access R —DEIL A VEEF

- Verified Access 7R J > — @O §1fi

- Verified Access R —0O2 Y U TOBEER
« Verified Access 7R 1) > — D i

- Verified Access R —F AR b

Verified Access RS —AT— KX NDO#EE

RO EIE, Verified Access RS —DEEZRLTVET,

dVR—%2 b B

effect permit | forbid

scope (principal, action, resource)
e L) when

context.policy-reference-n
ame .attribute-name
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dVAR—ZF2 b B
};

R—OBRER
Verified Access R —ICIE, XROBREZENEENTVET,

c MR -TUVEAD permit (FA) F£/l& forbid (3ER).

e AOA—7 -%RZ2BAIBTIINIL. To>ary, DIY—R, BEOTV NI, 7o 3
v, DY—RAEZBELEVTHL L, Cedar DATI—TZREBZNDETRICTDENTEEXRT, C
NBE. RUD—RBIXTOTVINL, Po2ar, VDIY—-AICEBAEIhET,

- XA -MRFAEHENBZICTFAN,

/A Important

Verified Access Tld, REBICEENDINTANT—R2ESBIDETRII—HFELIC
REETNET, RUZ—ORID—TF, BILRAEBZBDERICLTBLKBENfHYET, TD
B, ZEHCEETNDIDEFNAADRMSARNIVTFFAMNZEALTT I EAZEET
gFXY,

X2 bk

AWS Verified Access IRUSL —ICOX 2V R EZEHDENTEET, OX N, // THEYHRIT
NETRDODITELTESEBENET,

LToflk, RUZ—AOIX R EZRLTVWET,

// grants access to users in a specific domain using trusted devices
permit(principal, action, resource)
when {
// the user's email address is in the @example.com domain
context.idc.user.email.address.contains("@example.com")
// Jamf thinks the user's computer is low risk or secure.
&& ["LOW", "SECURE"].contains(context.jamf.risk)
%
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QUEHFZFEATIRE. 1 DORUZ—AT— M XV NCEBORHAZEODENTEXRT,

permit(principal, action, resource)

when{
context.policy-reference-name.attributel &&
context.policy-reference-name.attribute2

};

FTOMOHIZDOWVWTIE, TVerified Access RS —m 4, #SBLTLSEEV,
FHNXF

ROBIE, AVTFFAMOTONT A TR —FRFOFNXFTHS : (EIOOV) HAEAEH
TWBBEDRIS—DRRFEZRLTVET,

permit(principal, action, resource)
when {
context.policy-reference-name["namespace:groups"].contains("finance")

};

Verified Access RS —DEIL N EEF

M) THRAETNTWAKRSIC, TXRTEBEHZMEAL T AWS Verified Access RUZ—D I 7F
ANZERT BFE Verified Access R —AT—Rh X hDOEE, QEEFZFEAL TEHLEEZE
MTEEXT, RV—RHFICESSICRBIZEMADEOICHERATESDEILN VEETFRFMBICESZH
HYET, ZBALCINTOELN VEEFZTRICRLET,

EET RATEF—=N—O—R Bz
! Boolean — Boolean WEAE.
== any - any i, A T7HF—HLELT

., WFhADRLATDEIH
THRELET, EB2%47
DEAEVICELLLZSDZL
FEHWEEA,
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BET

&&

.exists()

has

247 EEF—N—0O—R

any - any

(long, long) -~ Boolean

(long, long) -~ Boolean

(long, long) -~ Boolean

(long, long) -~ Boolean

(entity, entity) —» Boolean

(entity, set(entity)) — Boolean

(Boolean, Boolean) -~ Boolean
(Boolean, Boolean) - Boolean
entity -~ Boolean

(entity, attribute) — Boolean

S

&M, FMOERX (LEES
).

Long integer less-than.

Long integer less-than-or-
equal-to.

Long integer greater-than.

Long integer greater-than-or-
equal-to.

BEEXN—2v 7 (BRE
ADAREICKIIL—),

EX>/N—>v 7 (Aand
B)|| (Ain C) || T&NiE Alin
B.C, .JERY)L—. €YK~
IZ non-entity AX2FEhTW2
BEEIZ—ICBYET,

Logical and (short-circuiting).
Logical or (short-circuiting).
Entity existence.

FEEEF, e has fL
OA—RFLEEITAT1IC
eBEFfANONAFTF12T
NHBJIDNESHZETANLE
T, e "FEELBEVAD, e
FELTEEME f 240
BEWE false Z RLET, B
HIFBRFERLEEXFH) T
FILELTRATEET,

ELNAEET
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like (string, string) - Boolean FEEEY, t like pTF
ANtANER—2 p E—HT
PHLESHZERIELET. N\
A—2ICF, 0 AR EDOXF
E—HBITDIVAIRA—RX
FrHFEENDHEENHYE
T, t DUTTINARX—XF
E—HEEBICIE. p TEK
BIAT—7TXFI—TVA
\* ZEHATEET,

.contains() (set, any) - Boolean XN=29 T BHNFADCE
BHESH)ZRELET,

.containsAll() (set, set) - Boolean EYMNALLEYRSBODOIANT
NEENFEENTVEIHLES
NETANLET,

.containsAny() (set, set) - Boolean EYNAICEYSNBOEZED
WIFnAAFEEhTVE AL
SNZETANLET,
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RV —RFIAXNF1DULEDORID—AF—R XN (permit £ forbid A7—KM XY
MDY NTT, RUD—E, FHE (when AT—K X2 K) A true THREEICEBAEThET,
RVD—RFIAIXRNNFTIORRAEFATSICE, RFIXNAODBELEE 1 DOFAIARY
D—HNEAThTVRHRENHY), BIERVS—ZHATRIERETEREA, FAIRV—NER
ENBEVEER, 1 DUEOBIERVD—FERAEKTVSRES, RUS—RFIXNETIEAR
#IEABLE T, Verified Access J')L—7"& Verified Access T RARA > NOREFICERE iR
S—RFIXKNIBBDEE, AAEORFIXINTIOCARZHTTIHEN HVY)ET, Verified
Access TV RRAVERDRI)D—RFIXVNZERZLTVEVERR. TOERRAZHFATIHE
&3 DIk Verified Access TIL—TRIS—DHKRTT,
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AWS Verified Access ERU > —DERKICEXZRIEL T IHN . REDCADLET—REBERELL
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Verified Access R > —0O> Y U TORERELEE

BEDIVTFANIFEETZIHAESHICAIDLST, F—XEFTHE T 5 AWS Verified Access 7R 1)
D—RRBRTEFXRT, FELABVIVTFANAOTF—R2Z2SRID L, ERICEFREL, Cedar &
IZ5—%ERKL, RUS—TTIOELANEBRENDLSHELET, FIXIE, fake_provider &
bogus_key R OAVTHFANTREELZVEY, BRAVICHERENET,

permit(principal, action, resource) when {
context.fake_provider.bogus_key > 42

Iy

CHDEOBRAZERETZICIE, has BEFZFALTF—NHNBEETIHNEDIHN ZERATESE
T, has BE FH false ZIRT &, EEHAT—MNXRMNDETS5B2FHAEFEILEL, Cedar FFEELE
VIEBEHODSBERADCEICKDIT—Z2ERFRLEBA.

permit(principal, action, resource) when {
context.identity.user has "some_key" && context.identity.user.some_key > 42

I
chid, 220 ELZEEIONART—ESRIZDR)—2RIBEITIERICREEATT,

permit(principal, action, resource) when {
// user is in an allowed group
context.aws_idc.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&&(
(
// if CrowdStrike data is present,
// permit if CrowdStrike's overall assessment is over 50
context has "crowdstrike" && context.crowdstrike.assessment.overall > 50
)
N
(
// if Jamf data is present,
// permit if Jamf's risk score is acceptable
context has "jamf" && ["LOW", "NOT_APPLICABLE", "MEDIUM",
"SECURE"].contains(context.jamf.risk)
)
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)
};

Verified Access 7R < — @ 45l

Verified Access R —ZFERAL T, BEOI—H—EFNARICTTVT—23\0F7 VA
EERETEETD,

RS —0 Bl

c Bl IMMTPATFUOTATA R E—DIIN—"TICT OV AEZRFETS

e Fl 2 H—RN=—TF4=7ONAE—QIN—T TV AEZFETS

5l 3: CrowdStrike ZFEALTT IV AEZRNET S

c B4 BEDODIPTRLAZHIEELRFIERTD

Bl 1 IAM T ATFoTATAERZA—QIN—TICT IO AEEZFETS
BEATHIEERFAWSIAMT7AFoTAT4E2 32—, IDs #FEALTIIN—T%SBITB L%
BEMHLET, ChiZkY, JIN—T0ORFZZEELEBEICRII—AT—M XA M #EEL <
BA2DEPHLSENTEET,

RORIVE—BITRE, BEENLETL-TICHRETS. RIDZFDE X—ILT7RLAZHII—
H—ICOXTIEAZFALET, JI—7 ID & c242¢5b0-6081-1845-6fa8-60d9513¢c107 T,

permit(principal, action, resource)

when {
context.policy-reference-name.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.policy-reference-name.user.email.verified == true

};

RORID—FITRE, I—HF—HFEEOTIL—TICFHEL. BRIDEADE X—)L7RLAZHFST
WT, Jamf FINA AV AT AT H LOW DFEICORT VL AZHFALET,

permit(principal,action, resource)

when {
context.policy-reference-name.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.policy-reference-name.user.email.verified == true
&& context.jamf.risk == "LOW"
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RSARF—ZOEMIZ DOVWTIE. Tthe section called “AWS IAM 7 A F>F 45740 &2—
THFAN Y ZBSRLTLSESTL,

Bl 2: H—RN—FT 1A =T ONAEZ—OTN—T T VA EEZNETS

RORID =T, I—F—HFEEOTIL—TICFIBL., BRIEZEADE X—)ILT7RLA%Z#EST
WT, Jamf FINA AV AT AT HF LOW OBESICOKT IV ARAEZFALET, JIL—7TORA1E
Minance, T3,

permit(principal, action, resource)

when {
context.policy-reference-name.groups.contains("finance")
&& context.policy-reference-name.email_verified == true
&& context.jamf.risk == "LOW"

;

RSARNF—EZOFMZDOWVWTIE., Tthe sectioncalled “H—R/N—F 1 —O A TFTFAKN) &SR
LT<EEL,

5l 3: CrowdStrike ZERA L TT UV AEZRET S

ROR)D—BITE, £EFMOAITH 50 ZBAZET IV EANFATENET,

permit(principal,action, resource)
when {
context.crwd.assessment.overall > 50

15
Bla - BEDIPT7RLAZFAIEEGFIERTS
ROR) D —HITRE, BESHhEIPFZRLANASOHTTP UOTANEZHFTILET,

permit(principal, action, resource)
when {
context.http_request.client_ip == "192.0.2.1"

};
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forbid(principal,action, resource)

when {
ip(context.http_request.client_ip).isInRange(ip("192.0.2.1/32"))

};

RORI)D—BITRE, BEENIZIPTRLAASO TCP UJTANEHALET,

permit(principal, action, resource)
when {

context.tcp_flow.client_ip == "192.0.2.1"
i
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},
"Action" : [
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"encryptionContext": {
"aws:verified-access:arn":
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"encryptionContext": {
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"aws:verified-access:arn":

REFOT—RXESL 86


https://docs.aws.amazon.com/kms/latest/developerguide/encrypt_context.html

AWS BIFE&K T 7 £ A I—H—H A K

"arn:aws:ec2:region:111122223333:VerifiedAccessEndpointId"

AWS Verified Access DIEE{LF—DEZ-XU> YT

AWS Verified Access Y —ATHAZI—NZ—I RKMS #—%2FEHAT25 &, AWS CloudTrail &
A L T Verified Access "EETHVIIANEEBIHTE £F AWS KMS,

RDPBIECreateGrant, Verified Access IC &k 2 TR HE iz KMS RetireGrant Decrypt A~
L—>3>%#EFZX'J>2>J L TGenerateDataKey, HAZN—NZX—I RKMS F—IC k2 THES
ftEnfcF—RIZTO12ATS . DescribeKey, . . KXY ® AWS CloudTrail 1 X2 KT,

CreateGrant

HABZI—XZ—T RF—ZFEALTIVY—REBES{LT B &, Verified Access & 1—H—IC
KHO2TAWS 7HINAOF—ICT VAT S CreateGrant EXRZIXEL £, Verified
Access "MERT BT T MNE, WAZIY—NZ—I RF—ICHEFFSNhTVWAUY—AICEE
NDENTT,

LTFOARY MllE, CreateGrant ARL—> 3 &R LEEDTT,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T16:27:12Z",
"mfaAuthenticated": "false"
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"invokedBy": "verified-access.amazonaws.com"
I
"eventTime": "2023-09-11T16:41:427",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"operations": [
"Decrypt",
"RetireGrant",
"GenerateDataKey"
1,

"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae",

"constraints": {
"encryptionContextSubset": {

"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-0e54f58le2e5c97a2"
}
I
"granteePrincipal": "verified-access.ca-central-1.amazonaws.com",
"retiringPrincipal": "verified-access.ca-central-1.amazonaws.com"
},
"responseElements": {
"grantId":

"e5a050fff9893balc43f83fddf61e5f9988f579beaaddbdsadedldfo7dfe048f",
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
},
"requestID": "@faaB837e-5c69-4189-9736-3957278e6444",
"eventID": "1b6dd8b8-cbee-4a83-9b9d-d95fa5f6fdos",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
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"recipientAccountId": "111122223333",
"eventCategory": "Management"

RetireGrant

Verified Access Tl&, VY —AZHIBRT B EEIZ, RetireGrant ARL—> 3 &#FEALTY
S NEHIBRLET,

BLTOAXRY MllE, RetireGrant ARL —2 32K LEENDTT,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T16:42:337",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T16:47:537",
"eventSource": "kms.amazonaws.com",
"eventName": "RetireGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",

"userAgent": "verified-access.amazonaws.com",
"requestParameters": null,
"responseElements": {
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"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"

I
"additionalEventData": {
"grantId":
"b35e66f9bach266cec2l4fcaa353¢c9cf750785e28773e61babf434d8c5¢c7632F"
I

"requestID": "7d4a31lc2-d426-434b-8f86-336532a70462",
"eventID": "17edc343-f25b-43d4-bbff-150d8fff4cf8",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt

Verified Access &, REFENTVBRBESILT—XF—Z2FAL TSN ETF—XRICTIEA
I5EHIC Decrypt ARL =23 EZFHTFHLET,

LTOARY MNlE, Decrypt ARL—2 3 ZRBLEENDTT,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
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"accountId": "111122223333",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T17:19:33Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:47:05Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e",
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20ases55e9340f",
"aws-crypto-public-key": "AkK+vilW/
acBKv70R8p2DeUrA8EgpTffSrjBgqNucODuBYhyZ3h1MuYYJz9x7CwQWZw==""
}
.
"responseElements": null,
"requestID": "2e920fd3-f2f6-41b2-a5e7-2c2cb6f853a9",
"eventID": "3329e@a3-bcfb-44cf-9813-8106d6eee31d",
"readOnly": true,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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}

DescribeKey

Verified Access l& DescribeKey AR L —>a>&##FAL T, VY —ARICEER TS hTWSE N
ABRI—REZ=D RF=PFTAIRBELE V=23V EETINESHERBELET,

UATOAXRY MllE, DescribeKey ARL —2 3> 2@\ LEZEDTTY,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:3372",
"mfaAuthenticated": "false"
}
},
"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:46:48Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",
"requestParameters": {
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
},
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"responseElements": null,
"requestID": "5b127082-6691-48fa-bfb0-4d40el1503636",
"eventID": "ffcfc2bb-f94b-4c00-b6fb-feac77daff2a",
"readOnly": true,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

LTOAAR MNlE, GenerateDataKey ARL —> a3 &RBBELEEDTT,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"

}I
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"invokedBy": "verified-access.amazonaws.com"
.
"eventTime": "2023-09-11T17:46:497",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20ases55e9340f",

"aws-crypto-public-key": "A/ATGxaYatPUlOtM+1/mfDndkzHUmX5Hav+29I1Im
+JRBKFuXf24ulztm0IsqFQliw==""

},

"numberO0fBytes": 32,

"keyId": "arn:aws:kms:ca-

central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"

},
"responseElements": null,
"requestID": "06535808-7cce-4ael-ab40-e3afbf158a43",
"eventID": "1lce79601-5a5e-412c-90b3-978925036526",
"readOnly": true,
"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"
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EEEE JSONAWS RUSL —ZFEAL T, HAMICTIOERATEZIN ZEETEEXT, DFV), &
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"ec2:actionl",
"ec2:action2"
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Resource JSSONRUS —BREFE T IV IAVHABAEND AT IVORNERBELET, RAKNTS
974 AELT, Amazon JYV—A%F—/A (ARN) ZFEALTUY—RAZEELET, VY—ALAX
WOTOEAFAZYR—KNLBEVWT O3 058, AT—RMX R IXTONY—AIHER
TNBEEZTTEDIC, DTMILRA—R () Z2EALET,

"Resource": "*"

Verified Access DY —AZATEZFTNDARN DU ARNEZRERTDICE,. "H—EARAUTI 7LV
A1 O "Amazon EC2 TEZENd)Y—RA ) Z5RBLTLKESVY, EOTF7U2arTEIY—RA
D ARN ZIEETEDHNICOVWTIE. "TAmazonEC2 TEZE N3 70>3 >, #3RBRLTLKEE

(AN

Verified Access 7A T T AT AR—AR) S —0HlERTRTHICIE. "Verified Access DT 4 T
DT ATANR—AR) T —0OHl, BSBBBLTLSEETL,

Verified Access & 1AM O {1#H & 101


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-actions-as-permissions

AWS BIFE&K T 7 £ A I—H—H A K

Verified Access &+ —

B—EABBOR) S —FAEF—DOHYR—b: HV)

EEELE JSONAWS RUS—ZFEAL T, HHAMICT I EATEDAZEETERT, 2K, &
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"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"

}
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® Note
verified-access:AllowVerifiedAccess @722 3a>0&DREAPI TT, UY—
A, BT, FEERBEF—AR—-AOFARFYR—REhhTVEBA, VY—RAR, 2T, Tk
FEBEF—R—ANDFEAE, ec2:CreateVerifiedAccessInstance APl 79> 3> TfE

ALET,

Verified Access 1 VAR ABERTDEHODRIS —0OFl, COFITE, 1234567890121F
AWS 7HO NEBT. us-east-1EAWS U—>3 > T9,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVerifiedAccessInstance",
"Resource": "arn:aws:ec2:us-east-1:123456789012:verified-access-
instance/*"
}I
{
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"
}
]
}
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T AWSCLI £2lF AWSAPI ZEALT7TOJZATIOT VAV EETTRT UV EAFHA
FEERTVET,

"Version": "2012-10-17",
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"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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MADT I ELAZFALET,

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
},
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
Ilpathll: II/II’
"port": 443,

"scheme": "https",
"text": "https://hello.app.example.com:443/"
},
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"
.
"http_response": {
"code": 200
},
"identity": {
"authorizations": [
{

"decision": "Allow",
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"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"
}I
"start_time": "1668580194340",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",
"status": "Success",
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"type_uid": "20800101",
"type_name": "AccesslLogs: Access Granted",
"unmapped": null

OIDC & JAMF IC k3T Ut AT

coOJI>RNUDOHBITIE. Verified Access I& OIDC & JAMF OADF/INA AEBE7O/NA X —

TLIYVRRAZMANDT I EAZHALET,

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {

"ip": "10.2.7.68",

"type": "Unknown",

"type_id": 0O,

"uid": "41bQ7859-4222-4f41-f3b9-97dc1EXAMPLE"
},
"duration": "@.347",
"end_time": "1668804944086",
"time": "1668804944086",
"http_request": {

"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
Ilpathll: II/II’
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/"

}I

"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",

"version": "HTTP/2.0"

},
"http_response": {
"code": 304

.

"identity": {
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"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "oidc",
"uid": "vatp-9778003bc2EXAMPLE"
I
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "4f040d0f96becEXAMPLE"
}
},
"message": "",

"metadata": {

"uid": "Root=1-321318ce-6100d340adf4fb29dEXAMPLE",

"logged_time": 1668805278555,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-18T20:55:44.086480Z",
"proxy": {
"ip": "10.5.192.96",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-3598f66575EXAMPLE"
I
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "192.168.20.246",
"port": 61769
I
"start_time": "1668804943739",
"status_code": "100",
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"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

OIDC & CrowdStrike IZ &2 7 7t AH

COOJI>RN)DOFITIE, Verified Access Ik, OIDC & CrowdStrike DI O 7 /N4 AEFE 7' O/N
AAX—TIRRARNANDT IO AZHFATLET,

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.2.173.3",
"os": {
"name": "Windows 11",
"type": "Windows",
"type_id": 100

},
"type": "Unknown",
"type_id": O,
"uid": "122978434f65093aee5dfbdcOEXAMPLE",
"hw_info": {
"serial_number": "751432al-d504-fd5e-010d-5ed11EXAMPLE"
}

.

"duration": "0.028",

"end_time": "1668816620842",

"time": "1668816620842",

"http_request": {
"http_method": "GET",

"url": {
"hostname": "test.app.example.com",
"path": "/",
"port": 443,
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"scheme": "h2",
"text": "https://test.app.example.com:443/"

1,
"user_agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36

(KHTML, 1like Gecko) Chrome/107.0.0.0 Safari/537.36",

"version": "HTTP/2.0"

},

"http_response": {
"code": 304

I

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "oidc",
"uid": "vatp-506d9753f6EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "23bb45b16a389EXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-cl6c5a65-b641e4056cc6cb@eeEXAMPLE",

"logged_time": 1668816977134,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-19T00:10:20.8422957",
"proxy": {
"ip": "192.168.144.62",
"port": 443,
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"svc_name": "Verified Access",
"uid": "vai-2f80f37e64EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",
"src_endpoint": {
"ip": "10.14.173.3",
"port": 55706
},
"start_time": "1668816620814",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

Cookie DXEZEICLKD T OEANIER

CoOJI>RN)DOHBITIE, FREE Cookie M IZIZ &K V) Verified Access ' 7O AZEBLE T,

"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": null,
"duration": "0.0",
"end_time": "1668593568259",
"time": "1668593568259",
"http_request": {
"http_method": "POST",

"url": {
"hostname": "hello.app.example.com",
"path": "/dns-query",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/dns-query"
},
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"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML",
"version": "HTTP/2.0"

},
"http_response": {
"code": 302
I
"identity": null,
"message": "",
"metadata": {
"uid": "Root=1-5cflc832-a565309ce2@cc7dafEXAMPLE",
"logged_time": 1668593776720,
"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T10:12:48.259762Z2",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-108ed7a672EXAMPLE"
I
"severity": "Informational",
"severity_id": "1",
"src_endpoint": {
"ip": "10.7.178.16",
"port": "46246"
I
"start_time": "1668593568258",
"status_code": "200",
"status_details": "Authentication Denied",
"status_id": "2",
"status": "Failure",
"type_uid": "20800102",
"type_name": "AccesslLogs: Access Denied",
"unmapped": null
}
OCSF N—23> 0107 0Hl 128



AWS HREEEH T It A

Q—H—H1 K

RIZ—ICRDTIVEARES

COOJIVRNIOHTR, BAENEVITIARNTIOERARIS—THAEATVEVE

& . Verified Access EFREEENEVU O I ANEERLET,

{
"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",

"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.4.133.137",
"type": "Unknown",
"type_id": 0
.
"duration": "0.023",
"end_time": "1668573630978",
"time": "1668573630978",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
Ilpathll: Il/ll’
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/"

iy

"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",

"version": "HTTP/2.0"

.

"http_response": {
"code": 401

I

"identity": {
"authorizations": [],
"idp": {

"name": "user",
"uid": "vatp-e048b3e@f8EXAMPLE"

},

"user": {
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"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "Qel281ad3580aEXAMPLE"
}
I
"message": "",

"metadata": {

"uid": "Root=1-531a036a-09e95794c7b96aefbEXAMPLE",

"logged_time": 1668573773753,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T04:40:30.9787327",
"proxy": {
"ip": "3.223.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-021d5eaed2EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.4.133.137",
"port": "31746"

}I

"start_time": "1668573630955",

"status_code": "300",

"status_details": "Authorization Denied",
"status_id": "2",

"status": "Failure",

"type_uid": "20800102",

"type_name": "AccesslLogs: Access Denied",

"unmapped": null
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OJIKNUAEIERET, ChiCKkY, IXRTOVIIARNTOEAOTICRREND LN
RIEENET,

"activity": "Unknown",
"activity_id": "@",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": null,
"duration": "0.004",
"end_time": "1668580207898",
"time": "1668580207898",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
.
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

1,

"http_response": {
"code": 200

I

"identity": null,

"message": "",

"metadata": {
"uid": "Root=1-435eb955-6b5al1d529343f5adaEXAMPLE",
"logged_time": 1668580579147,
"version": "0.1",

"product": {
"name": "Verified Access",
"vendor_name": "AWS"

}

+
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"ref_time": "2022-11-16T06:30:07.8983442",

"proxy": {
"ip": "10.1.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-6c32b53b3cEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.28.57.68",
"port": "47220"

}I

"start_time": "1668580207893",

"status_code": "000",

"status_details": "Unknown",
"status_id": "Q",

"status": "Unknown",

"type_uid": "20800100",
"type_name": "AccesslLogs: Unknown",

"unmapped": null

Verified Access @) OCSF /N\—= 3> 1.0.0-rc.2 A7 O 4

OCSF /N\—232 1.0.0-rc2 ZEAL S 7IILOTZRIZRLET,

Bl

« RZFARIAVTFARZEET 7 EAFHA

s FZARIVTFANZERLET VEAFA

« XY KRD—YJCIDRIVRRAZNTHERZEIZHTS

NZARNIAVTFARNEZEECT VAT

"activity_name": "Access Grant",
"activity_id": "1",
"actor": {
"authorizations": [{
"decision": "Allow",
"policy": {
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"name": "inline"
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
},
"invoked_by": "",
"process": {},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
},
"session": {3}
},
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Access Activity",

"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
I
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
I
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},

"http_response": {
"code": 200

I
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"message": ,

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "1.0.0-xrc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"
}I
"start_time": "1668580194340",
"status_code": "100",

"status_detail": "Access Granted",
"status_id": "1",
"status": "Success",
"type_uid": "300601",
"type_name": "Access Activity: Access Grant",
"data": {
"context": {
"oidc": {
"family_name": "Last",

"zoneinfo": "America/Los_Angeles",

"exp": 1670631145,

"middle_name": "Middle",

"given_name": "First",

"email_verified": true,

"name": "Test User Display",

"updated_at": 1666305953,
"preferred_username": "johndoe-user@test.com",
"profile": "http://www.example.com",

"locale": "US",
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"nickname": "Tester",

"email": "johndoe-user@test.com",
"additional_user_context": {
"aud": "XXX",

"exp": 1000000000,
"groups": [
"group-id-1",
"group-id-2"
1,
"iat": 1000000000,
"iss": "https://oidc-tp.com/",
"sub": "xyzsubject",
"ver": "1.0"

iy

"http_request": {
"x_forwarded_for": "1.1.1.1,2.2.2.2",
"http_method": "GET",

"user_agent": "Mozilla/5.0 (Macintosh;
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",

"port": H8®H’
"hostname": "hostname.net"

RZANIVTHFANZBEBL LTV EAFHH

{
"activity_name": "Access Grant",
"activity_id": "1",
"actor": {

"authorizations": [{
"decision": "Allow",
"policy": {

"name": "inline"
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
},

Intel Mac 0S X 10_15_7)
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"invoked_by": "",
"process": {3},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
I
"session": {}
I
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Access Activity",

"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
},
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
Ilpathll: II/II’
"port": 443,

"scheme": "https",
"text": "https://hello.app.example.com:443/"
},
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"
I
"http_response": {
"code": 200
},
"message": "",
"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "1.0.0-rc.2",
"product": {
"name": "Verified Access",
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"vendor_name": "AWS"

},
"ref_time": "2022-11-16T06:29:54.3449487Z",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
.
"severity": "Informational",
"severity_id": "1",
"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"
.
"start_time": "1668580194340",
"status_code": "100",
"status_detail": "Access Granted",
"status_id": "1",
"status": "Success",
"type_uid": "300601",
"type_name": "Access Activity: Access Grant",
"data": null

ND—2 CIDRIY RKRA NTHERZHVEHTS

"activity_id": "1",
"activity_name": "Assign Privileges",
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Authorization",
"class_uid": "3003",
"data": {
"endpoint_type": "cidr",
"protocol": "tcp",
"access_path": "public",
"idp": {
"name": "my-oidc-instance",
"uid": "vatp-09bc4cbce2EXAMPLE"
},
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"authorizations": [{
"decision": "Allow",
"policy": {

"name": "inline"

1,
"context": {
"oidc": {

"family_name": "Last",
"zoneinfo": "America/Los_Angeles",
"exp": 1670631145,
"middle_name": "Middle",
""given_name": "First",
"email_verified": true,
"name": "Test User Display",
"updated_at": 1666305953,

"preferred_username": "johndoe-useretest.

"profile": "http://www.example.com",
"locale": "US",

"nickname": "Tester",

"email": "johndoe-user@test.com",
"additional_user_context": {

"aud": "xxx",

"exp": 1000000000,

"groups": [
"group-id-1",
"group-id-2"

1,

"iat": 1000000000,

"iss": "https://oidc-tp.com/",
"sub": "xyzsubject",

"VeI": ||1.®||

I

"tcp_flow": {
"destination_ip": "10.0.0.1",
"destination_port": 22,
"client_ip": "10.2.7.68"

iy
"device": {

ip": "10.2.7.68",
"port": 1002,

com
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"type": "Unknown",
"type_id": 0
},
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"metadata": {

"uid": "",
"logged_time": 1668580281337,
"version": "1.0.0-rc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"severity": "Informational",
"severity_id": "1",

"start_time": "1668580194340",
"status_code": "200",
"status_id": "1",

"status": "Success",
"type_uid": "300301",
"type_name": "Authorization: Assign Privileges",

"count": 1,

"dst_endpoint": {
"ip": "107.22.231.155",
"port": 22

I

"privileges": [
"vae-12345cbce2EXAMPLE"

1,
"user": {

"email_addr": "johndoe-user@test.com",

"uid": "johndoe-user",

"uuid": "9bcce02a-fcl5-4091-a0b7-874d157c67b8"
}
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"type": "IAMUser",

"principalId": "AIDAIKK4O0OINJWEXAMPLE:jdoe",
"arn": "arn:aws:iam::123456789012:user/jdoe",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "jdoe"
},
"eventTime": "2022-11-18T20:44:042Z",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateVerifiedAccessInstance",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"CreateVerifiedAccessInstanceRequest": {
"Description": "",
"ClientToken": "85893ble-49f6-4d24-97de-280c664edflb"

},
"responseElements": {
"CreateVerifiedAccessInstanceResponse": {
"verifiedAccessInstance": {
"creationTime": "2022-11-18T20:44:04",
"description": "",
"verifiedAccessInstanceId": "vai-0d79d91875542c549",
"verifiedAccessTrustProviderSet": ""
},
"requestId": "2eael95d-6bfd-46d7-b46e-a68cbh791de@9"

I

"requestID": "2eael95d-6bfd-46d7-b46e-a68cb791de@9",
"eventID": "297d6529-1144-40f6-abf8-3a76f18d88f0",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"
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