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]
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[ *
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UTEEEY—EAREDAVR—FMZRLET,

« ITVUVTBZ-AWS V5V RTESLEMERHTELET, TV T7RE, ARL—F2—H5 1)
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Ny NZ, £zl Amazon CloudFront 4 ARJUE1—23 2 Z AU TRHELE T,
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UCTHF—7ONAE—-T IO AZBMLET, APl Gateway I, TV UT7RERLU AWS 1) —
TJAVICEETRIHVENBYET,

- AWS Certificate Manager — (F7°>3>) OV 7Y ¥ —BS{LOMHAEZEELET, 0T
YF—OESLE, Z2BRBEOEDICHRBRENDZTSSI9T1ATY, SPHEYXZ—2vy—Fk,. T
DOUTREBUAWS U= 3V ICBEETHIHENHYET,

« DRM 729 N7 #—LF—7ONA A — -SPEKE 2L API ZN LTIV VT RICEB{LF—
ERMUET, XFATTLAV—ICESHKOLEHDT A AERMLET,
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SPEKE 2#1 TCHAT2HEE

Ot 3> Tlk, Secure Packager and Encoder Key Exchange (SPEKE) Z#]% THEHA T %5
[iFOAMBEREZRELET,

SPEKE O EICDOVWTE, XOTITF v ARNEZELSEEL,

BETSH—EABRE K

- AP| Gateway 7 ¥ 2 AFF A — AWS Identity and Access Management (AWS IAM) 7 U £ AFF A T
APINOTVtAZY NO—-LTBFH%*.

« AWS AssumeRole — AWS Security Token Service (AWS STS) Z /A L TO— /)L #EEZHET D H
o
« AWS Sigv4 - BEN—>23472FEHALTHTTPUOSIARNCER TS 5%,

+ DASH-IF CPIX £ v2.0 - £ SPEKE v1.0 £/ E5< . DASH-IF O> 7 VR ERHIBE
% (CPIX) {4,

« DASH-IF CPIX {1#t v2.3 - Z® SPEKE v2.0 A E D<K, DASH-IF A>TV REBHRBFE
X (CPIX) 4.

* DASH-IF ¥ A7 L ID-DRM Y AT LDBRFEEZHK DRI FD) AR,

« https://github.com/awslabs/speke-reference-server —-AWS 7 IO N THEATRD V7 7L AF—
Z7ONA A —Dfl, AWS T SPEKE EEZHIBITADICKIEET,

P&

ROURANG, COHBTEAENZRAELEHLET. THEERY, - OHER DASHIF CPIX
HETERENTVEBECHVET.

« ARN-Amazon Y —AZF—L, AWS VY —RA & —Z(CEBBILE T,

e ATV F—-OA TV O—H BT I EOICEAETNIBES{LF—,

e ATV TONAE —-REENIEXATFATEERETZ OO I EERZRBETZ/NT
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RETRH—EABRE 44 4


https://docs.aws.amazon.com/apigateway/latest/developerguide/permissions.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/general/latest/gr/sigv4_signing.html
https://dashif.org/docs/DASH-IF-CPIX-v2-0.pdf
https://dashif.org/docs/CPIX2.3/Cpix.html
https://dashif.org/identifiers/content_protection/
https://dashif.org/docs/DASH-IF-CPIX-v2-0.pdf
https://dashif.org/docs/DASH-IF-CPIX-v2-0.pdf
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s F—H—-N—TO0FTOYVOBESIHEESILOLEODF—ZREFITSDDRM 7T YNTF—ALD
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s ARL—=F—-_TI 2007 EZF—7ONAF—%EH, SATLLHEDOERNELEE,

s TLAV—-E1—TJ—IRO>TEETEIXTFATITLAV— XFATIZTITANTTA
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https://dashif.org/identifiers/content_protection/
https://dashif.org/identifiers/content_protection/
https://dashif.org/docs/DASH-IF-CPIX-v2-0.pdf
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EEEEE ORM) F—7ONAM A —BEOBENEEZERELET. FVR—KFTBICE&E, DRM 7
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BEZRELET,

NeEY D

« DRMZ7'ZY N 7A—L7ONAE—DOERERBETS
« AWS DH—EREHMTO SPEKE #7R—h

« AWS N—hF—H—ERERRTO SPEKE HR—K

DRM 7’2 Y N7 #—L7ONA X —OFERZHIKRTS

AR @ Amazon /N—kF—I&, SPEKE EFICH—R/N—FT 1O DRM 7’5 Y N7 # —ARKZ Rt
LTVET, BERY—ERICEITZFHMESBVEDLEFEICOVTE, Amazon /N—KF—F vV
RDO—=OOR=IAD)022)YOLTLEETV, U BVW/N—RKF—IZIEBIE Amazon
N=KRF—=FYRD=VDOR=DHFBYECAN, BEFELITDENTEET, N—KF+—»H5
. N—hNF—HFRETBZTSYRNTA—LZFERATRILOOEY NTYTOHR—NEZZTSNE
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DRM 7’2 v N7 #—A70OJ/Y SPEKE vl #7R—hk SPEKE v2 H7R—hk
A5 —
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SeaChange Y

Verimatrix v v
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. SPEKE O T YBBILT7—FTI9F+OI IOV RTT, FLITDANI—Z257700
JILEDRM AT ALN, Y —ERAFERERBICFATESELZHERELET,

AWS O —EAER  SPEKE vl H7R—h SPEKE v2 #7R—~ BR—KEATWLS
& m DRM TY /02—

AWS Elemental N N RFIXBH
MediaConvert - AWS

U RTRITEh

2H—ER

AWS DH—ERAERRTO SPEKE HR— K


https://docs.aws.amazon.com/mediaconvert/latest/ug/encryption-choosing-speke-version.html
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AWS O —E AKX  SPEKEv1 H#R—h SPEKE v2 #7R—k~ HBR—REhTWL3
R m DRM 7Y /02—

AWS Elemental N N RE¥I1XK
MediaPackage - AWS
DT IRTERITEHh

5H—ERA

AWS Elemental Live - +/ RF+ 1 X2 MNMPEG-
A7 LIAE®R DASH/HLS

AWS Elemental N REIXD BN
Server- A7 L XA

S

AWS N—RF—H—ERERFBTO SPEKE H7R— K

COtEU2a>TRH, AWS VTV RTEITEND AWSNN—hF—DOH—EREHRBICK > TRMHE
TNh3 SPEKE H R—hZ2—HEXRTRLET, chsOF—ERERHREF. SPEKE AV T2 VEES1L
T—FTO0FYOIIIVTRTY, FEIDANI—Z2T70ORIINEDRM AT LN, ¥—
ERAXRERRBICAATED L ZRALET,

AWS OH—EAEL  SPEKE vl H7R—k SPEKE v2 H7R—k HBR—RhEhTWLD

FHm DRM 72 ./0>—
Bitmovin Live Video N RFIX M
Encoding

Bitmovin Video on N RFIX M
demand (VOD)

Encoding

AWS N— R F—H—ERERRTO SPEKE HR—h 8


https://docs.aws.amazon.com/mediapackage/latest/ug/encryption-choosing-speke-version.html
https://docs.aws.amazon.com/elemental-live/latest/ug/drm-dash-output.html
https://docs.aws.amazon.com/elemental-live/latest/ug/drm-dash-output.html
https://docs.aws.amazon.com/elemental-live/latest/ug/drm-hls-applefairplay.html
https://docs.aws.amazon.com/elemental-server/latest/ug/drm-support-solutions.html
https://developer.bitmovin.com/encoding/docs/using-speke-for-drm
https://developer.bitmovin.com/encoding/docs/using-speke-for-drm
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SPEKE API £k

—hld. Secure Packager and Encoder Key Exchange (SPEKE) ® REST APl t# T3, D ft¥%
AL T, BSLeEAIT2HEHKIC DRM EFEREZRELE T,

BEAN)—Z290—070—Tl, BSLLIP2VEDRM 7S Y N7 3—AF—70ON/1 X —
EBELTOAVTUOYF—RVIIANLET, chSOF—FFFICEBRENBVESD, F—70
NABZ—EBEHIVO N R EEEMENSVEETFYRINEZBITADENEETYT, R¥1
XMNAODTYF—ZBESILLT, FYZEHOEVIRY -T2 ROBS{LZEITSCLE
TEET,
CORETR., ROBZICHBELTVET,
s AVT VYOS BELRBEIC. DRMARIA—EBEEN IOV TRERETHIEHILE
ATE?, U7 TEEENS B, BEHOBFVA VU E—T I/ RAEEELET,
- VODXRZA4 70— 702KV, I>IUTREDRMF—7ONAF—DI RKRA2 ~NE
ICHEVTBRETZEMHOBVBEBICSER IS —RUERAXNZAXALLCODVTHHALET,
« HLS, MSS, DASH ONY =22 T EFTnSOHEDRM AT ATH S
FairPlay, PlayReady, Widevine/CENC OHR—KAEENET,
« SBODRM P ATLZHYR—RNTREHIZ, AEKES D TID DILEAEBZEDICLET,
« V7 ) RESTAPI ZEAL £,

® Note

Copyright 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.
REFIXRE, JUIATATAEVART-ME40EBTAIEVATAFTEERT,
CCRBEENZERGE "RREE) TRMEEh, ARFLERTZEDY. Hmit. BE
BERAQOEEYE, REMORAZESC VAL BI2BERORILEEHVERA, FEROFEAE
ERZFOMOEYBEWICR 2T, DV IICEELTEULEVWABZIER, 8F., £
FZOMDENEFEILC OV TR, ZHPTETABEOVWABZZFECLEVTE, XEHOD
EEFEREEEMEERITOEREZAVEE A,

=X
« SPEKE |C A E #5588
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« SPEKE API v1
« SPEKE API v2
« SPEKE APl DS A4 A

SPEKE IZZ &%
SPEKE T, #Y 7L IAMBL, AWS U5V RTRFE h B —E RS L OHEC K L TR
FRETY,

N =Ry
« AWS 757 REZEKDRE
e AT LIARBO:

AWS 057 REREDFR

SPEKE Tlk, IV V7ATHEATS IAMO—)LIC&D AWS BRIANBETT, IAMO—/L

k. DRM 7ONAZ—, FLEEAWS THIVNHODRMIY RRA 2 NZEMBTSDAXRL —
R—ICK2THERENET, FO—I)LICIE Amazon VY —AXR—LA (ARN) AFEIV) HTS5H, AWS
Elemental Y —EAFARL —&Z—F. BS{tZERITBZEEEICH—ERDY-ITRHLET,
O—=)ILOR)S =T O EA#EREK, F—7ONA X —APINT O AERZNFEL., i AWS U
Y—ANDT IV AERZFELBEVRSICRETEIHEN HYVET, TV T XN DRM F—7
AONA A —ICEHRETDE, O—)LARN ZFERALTF—7TONAA—THI 2 NFIEEDREIN G| &
MANET, ChICKY, IVOVTEFF—7TAONAZ =T IO EATD 00O —BHRERIIER
NBRENET,

—BBERED 12, ARL—F—FL@G@ DRM 7Y N7 —ALARVE—NFF—7ON( K —
@8I T Amazon API Gateway ZERAL. RIC APl Gateway |J Y — AT AWS ldentity and Access
Management (AWS IAM) RAIZBMICT B ETT, RORV—FE&Z0OHlZFEAL, HLLO—
WETRYFLT, BYBIY—ARAIT IV EAEREERADCENTEEXRT, COIFE. T RAFK
Ak INTO APl Gateway VYV —RIZHEHAEhET,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

SPEKE (Z X E X FIEE 10
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"Action": [
"execute-api:Invoke"

iF
"Resource": [
"arn:aws:execute-api:us-west-2:*:*/*/GET/*"

BIC. O—LCREEBREEMTIAENSY ., ARL—REH—EAEBRTEZKEN G
7

XOBIE, DRM F—7AONAE—ICT O AT ROICERENBDO—J)LARN ZRLTVET,

arn:aws:iam: :2949266363526:role/DRMKeyServer

O—IJ)LOERDOEM-CDOWVWTIEK., TAWS AssumeRoles; ZZBLTLKEE VW, UITARNDEZIC
2UVWTIE, rAWSSigV4J ESHBLTLSESTL,

A7 LI ARABDORE

FVTLIAHATR, EFIVT A ZHEARICEOD 12O SSLITLS EX AP T ANTRLZEA
TRELEZHHFOLETH, PBLEE HTTPS BHOEFRFIAZEATIXEN BV XTI,

EE5NRA7TOFRIALTE, HTTP U T ANTIE Authorization Clusters AV A —%&FEHLE
9,

« A I ARREE-RBAAY A —(F, BB FDODigestBRICV IV T ANERRIET S EDENHGE
£9, EHENICEK., LARADERF, NAD—RAZLICBEIDCEZRIAETDEHICHERSE
nN3dH—N—HA50OI1=—20% 1 ERY D nonce ZEL—ED MD5 /\Y > 1 BEIC K 2 TER

ThET,

o EAFRI-FBAaAYA—F, BB FDBasicBICI—H—RBE/NAT—REXRT base-64 TL
d—RENEXFHNEGEE, JOTXYSsNhET,

ANYSA—ICETRHMEBRHREZEECELRBLIVCZT A T ARMRIAOREHRIC OV T, Internet
Engineering Task Force (IETF) £ "RFC 2617 - HTTP %&E: EAB LV HA AP T AR T VAR
£J E%?ﬁbf< Tc:é \l\o

I
Zi

Fo7L AR OREE 11


https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/general/latest/gr/sigv4_signing.html
https://tools.ietf.org/html/rfc2617
https://tools.ietf.org/html/rfc2617
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SPEKE API v1

—hi. Secure Packager and Encoder Key Exchange (SPEKE) v1 M REST API T¥, M1t
BEFEALT, BELEFERAT2HEHKIC DRM E/FEREEZRHELE T, SPEKE [CEHTSI(C
&, DRM F—7ONAZ =N OHETHHAETNTVS RESTAPI Z2HITIHENfHYVET, T
OUTREF—TAONAE—NAPI =L ZTVET,

(® Note

CORBEOI—RHIGE, HSKKXTEHAATI. chsDHlFZEE£%Z SPEKE RED—HT
FEWeo, RTTEEREA,

SPEKE &, DASH Industry Forum Content Protection Information Exchange Format (DASH-IF-
CPIX) F—BEEREZFT —XMBUFEALETH, WS D2HDOFHIRAHV) ET, DASH-IF-CPIX

&. DRMZ7’ZY RT7A—LASTU V)T ZANDILRABESR NI F DRM Xz R T2 A+ —<
ZERZLET chickY, AVTUOVOERBERONY T2 TRKIC, IXTOEREY NL—
NNy T2 0REAOOADTOYBSUFTEICENET, BREY NL—MNNYT—DEK(IC
&, HLS, DASH, 8XT'MSS #H VW ET,

TR O DLW T, https://dashif.org/docs/DASH-IF-CPIX-v2-0.pdf T DASH Industry Forum
CPIX t#kZZRL TS E&E L,

N =R/

» SPEKE API v1 - DASH-IF D HARX I A4 X & #H#

s SPEKE API V1 - BERAO—RIVAKR—FV K

« SPEKEAPIV1 - 547 7—070—XY Y RFTHL O F

« SPEKE APIV1-VOD 7—270—XYV Y REVHEHL O

« SPEKEAPIV1 -T2V F—DRESIL

e SPEKE APIvl-/\—hE—K

« SPEKE API V1 - F—&BlFOA—/N—F14 R
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SPEKE API v1 - DASH-IF 80O A A XY 14 X & #I#

DASH-IF CPIX 1%k (https://dashif.org/docs/DASH-IF-CPIX-v2-0.pdf) l&, Z<DI1—AT—A& MR
O2%H3R—KLTVWET, SPEKE API t#klE. XD PN ARI A XEFWE/FES CPIX HHERICER
LTWET,

« SPEKE l&, I>9 V72221 —X—0ODJ—070—ICRVET,
c BEENEOTOYF—DHE, SPEKE ICK Y XOFIRFBEAENET,
« SPEKE l&, VDIIARNBRUL AR ARAO— RIZF DRI BRI (XMLDSIG) & H7KR—
RLTWLWEEA,
« SPEKE |21k 2048 EY R RSAR—ADNIIAEN BETT,
« ¥F—0OO—F7—>32T—U70—0O%F4E, SPEKE Tl ContentKeyUsageRule 7 1 )L X —

KeyPeriodFilter "% E T, SPEKE k1 ContentKeyUsageRule SREZ TN THEEL F
CB

« SPEKE & UpdateHistoryItemList ODHEZEBELET, VAN LARVAICEETSE
A, SPEKE B ZThEZERLET,

« SPEKE kF+¥—nO—F7—23>&HR—KNLET, SPEKE l& "ContentKeyPeriod@index 0 & %
FALTF—HEZEHRLET,

« MSS PlayReadyZH7/R—KN3F B =8 (_, SPEKE Ik DRMSystem R T THARARL/INT X —2
SPEKE :ProtectionHeader ZEHAL £,

s HLS N\Y T —2 2 J DFHE. URIExtXKey L ARV AICHFEETSZHES. HLS LA UARD
EXT-X-KEY T D URINTA—RIZEMTRTILT—RZEHBRBENFHVVET. ThULOD
TJrIITERGEHYEBA,

« HLS 7L 1V AN ®D35F4E, DRMSystem 2% T, SPEKE (& EXT-X-KEY X% 0 KEYFORMAT
& KEYFORMATVERSIONS NS X—ZDEICKHLTHAT IV OHARLINTX—Z
speke:KeyFormat & speke:KeyFormatVersions Z=#L £,

HLS FIB{EART KL (IV) . AXRL —ZAARHICEELZVRY, EIXD RESORICEL
mEEXT,

s F—HUIJITANTDEE, TV VT ZIF, Contentkey BERIZA T30 @explicitIV
BUHEFEAITZ LN HBYVET, F—7ONMA—lE, BENVIIANIEFTFIATVELTT
£, @explicitIVZFEALTIV CRETDCENTEET,

s IV VUT7TREF—HAF (KID) ZERLETH, CchiEEXSIhLEOTY ID EXF—HF
XL TRUTY, F—7"ONAMEZ =, VDITANRFIXNIRITBLARIAELT
KID A'E&ENET,

SPEKE APl v1 - DASH-IF ft D A A XY A4 X & &I 13
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s F—T7ONAFX—IZF. FNYTENOLHIZCEFZRAIT S, Speke-User-Agent L AR A
ANYVE—DEZEDDENTEEXRT,

« SPEKE BRE, AV TUVYIEILBBORZ Y IRF—Z2HR—BNLTLEEA,

SPEKE £#ODIT OV T REITAT > NELTH#AEL, POST ANRL—>3>&#X—7'0O0/N1
A—TRKRAVRNIEELET, T U7 RIEERHIC heartbeat VT ANZEIEEL T,
I>oo)72EF—7ONAET—TIRRAVNEDEDEGHN EETHDEZHERBITHIHEEN
HYET,

SPEKE API V1 - &R A O—ROVAR—F N

£E®D SPEKE VI ITARNTR, 1 DULEODRM > ATADL ARV AZDVOITARNTEET,
I0U072E, VDOITARMRAO—R® <cpix:DRMSystemList> TDRM AT AZEEL
To EZATLRERIZE, F—DNEENRTHY, BENBDLARVADZATEZRLET,

ROBlIE, BE—0ODRM AT LRKREFODRM ZATLAYARERLTVERT,

<cpix:DRMSystemList>
<|=--] HL8 AFS-128 (systemId is implementation specific)-->
<cpix:DRMSystem kid="9B8es5596-cdle-a20d-163a-2382420c6eff"
aystemId="81376844-£f976-481le-a84e-cc25439b0b33">
<cpix:URIExtXRey></cpix:URIExtXRey>
<speke:FReyFormat></speke:ReyFormat>
<speke:KeyFormatVersiona></speke:EeyFormatVersions>
</cpix:DRMSystem>
</cpix:DRMSystemList>

RDEIE, & <cpix:DRMSystem> @ EEAVR—FX2 KERLTVET,

ak Bl F B

systemId £ I& schemeld DASH IF B IC B & EhTWS DRM 2 AT
LBRATO—EORHBF. VANIOWTRE,
TDASH-IF AT A D) 2B LTLKEE
(A

kid F—1IDo chBFRBEOF—TREL, /\V
2177 0F—ZEITHFTY,

SPEKE APl v1 - BER A O— ROAVAR—F K 14


https://dashif.org/identifiers/content_protection/

Secure Packager & & U Encoder Key Exchange API O {14k N—KRF—BLTHAERI—HA R

BB F i
<cpix:UriExtXKey> BEOBSEATVEVF—ZUIITAML

T F—LARZARATE D, PSSH
LARZAOVWTIhATHZIBENHYET,

<cpix:PSSH> RESATLEBEAYA— (PSSH) 21 ) VT A
RLET, CORATDOAY A=, HBER
B4t (CENC) ®—#f& LT, DRM R A—D
kid, systemID, B8RV HARXRLTF—ZAD
SBFrEENTVET, F—LARVAZAT
FZhA, UriExtXKey LARZAOWVTh
NTHIPVENFHYVET,

AR —RF—EPSSHUOIANDH

ROBIE, T>OVT2AS5DRMF—7ONAA—ANOH TV ITIARND—HZRLTHY),
FEIODR—ZVMEBRRIEATVERT, BHIOJITIARNGARAZ A —RF—CHTEIED
T.2EBBOUIUIARNEPSSHLARYAIZRTRZENDTT,

<cpix:CPIX id="abcl23" xmlns:cpix="urn:dashif:org:cpix"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc" xmlns:speke="urn:aws:amazon:com:speke">
<cpix:ContentReyList>
<cpix:ContentRey kid="98ee5596-cd3e-a20d-163a-e382420cEeff"
explicitIV="0Fj2IjCsPJFfMAXMQXLGPw=="></cpix:ContentEey>
</cpix:ContentReyList>
<cpix:DRMSystemList>
<!-- HLS AES-128 (systemId i= implementation specific)-->
{cpix:DRM3yatem| kid="9B8ee5596-cd3e-a20d-163a-=382420ckeeff" | +«+— KID
|systemId="81376844-£576-48le-al4e-cc25d35b0b33">| 4— Systerr”d
|<cpix:URIExtXRey></cpix:URIExtXEey> | €— request Key
<speke:FReyFormat></speke:KeyFormat>

<speke:ReyFormatVersions></speke:ReyFormatVersions>
</cpix:DRMSystem>

<!-- Common encryption (Widewvine)-->

<cpix:DRMSystem| kid="98ee5596-cd3e-a20d-163a-e382420c6eff” | +— KID

systemId="edefBba9-79d6-4ace-a3cl-27dcd51d21ed">| #— System |d
<cpix:BSSH></cpix:P3sH>| «— request PSSH

</cpix:DRMSystem>

</cpix:DRMSystemList>

</cpix:CPIX>

ABVE—RF—EPSSHOUITANDH_

SPEKE APl v1 - BER A O— ROAVAR—F K
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ROBIE, DRM F—7ONAF—AST IV TEZANORMETRIREZRLTVET,

<cpix:CPIX xmlns:cpix="urn:dashif:org:cpix" xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:speke="urn:aws:amazon:com: speke” id="abcl23">
<cpix:ContentReyList>
<cpix:ContentRey explicitIV="0Fj2IjCesPJIFfMAXmQxLGPw==""
kid="98ee5596-cd3e-a20d-163a-2382420c6eff">
<cpix:Data>
<pskc:Secret>
<pskc:PlainValue>5dGRAgwGuUYu4dHeHtNlxIJw==</pskc:PlainValue>
</pskc:Secret>
</cpix:Data>
</cpix:ContentRey>

</cpix:ContentReyList>

<cpix:DRMSystemList>
<!-— HLS AFS-128 (systemId is implementation specific) —-->
<cpix:DRMSystem kid="3%8ee5596-cd3e-a20d-163a-=382420c6efs" | €+— KID
systemId="81376844-£976-481=-aB4e-cc25d3500b33"> | «— System Id

<cpix:URIExtXKey>aHROcHMELy83azR5dHV4cTVELmV4 ZWN1dGUt YXBpLnVzL¥dlc3QtMi ShbWFeb2 5hd3M
UY29tLOVrZVNOYWd1L2NsaWVudCShYmMxMMvOTh1 2TULOTYt Y2QzZS1hM] BRLTE2M2Et ZTM4M] QyMGM2zz | —— KEy
m</cpix:URIEXxtXRey>
<speke:KeyFormat>aWRlbnRpdHk=</speke: ReyFormat>
<speke:ReyFormatVersions>MQ=—</speke:ReyFormatVersions>

</cpix:DRMSystem>

<!-- Common encryption (Widevine) -->
<cpix:DRMSystem | kid="98ee5596-cd3e-a20d-163a-2382420c6efs" | «— KID
lsystemId="edefBba9-79d6-4ace-al3c8-27ded51d21ed">| 4— System Id

<cpix:PSSH>ARARanBzc2gAARRRTe+LgXnWSs6]yCLiclRORTQAARFOIARIQeSIchlaNbb7Dji6sAtRZzRoNd | o PSSH
21lkZXZpbmVEdGVzdCIfa2VSLWlkOMVTSWNLibGFOYmI 3RGppNnNEdEtaelESPSoCUOQyAR==</cpix: PSSH>

</cpix:DRMSystem>

</cpix:DRMSystemList>

SPEKE APIV1 -S4 70— 70—XYY RFEVCHL OF
U TA N OEXH

RO URL FHITHY), BEFERTREDYELR A,

POST https://speke-compatible-server/speke/vl.0/copyProtection
DOTARNRT A

CPIX Ex%,

DOTARNAY A —
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=] ic] Eitad B7L)

AWS Authoriza XF5 1..1 AWS Sigv4 &5 R

tion

X-Amz-Security- String 1.1 AWS Sigv4 2588

Token

X-Amz-Date String 1.1 AWS Sigv4 228

Content-Type String 1.1 application/xml
LARYAANY S —

=] ic] Eiad B7E)

Speke-User- X 75 1.1 F—7ONM A —%

Agent BETBXFT

Content-Type String 1.1 application/xml

LARZADYIIAN

HTTP J—R RAO—RA e B

200 (Success) CPIX 1.1 DASH-CPIX R4 O—
RLAKRVA

4XX (Client DSAT > NIT— 1.1 DSAT > NIT—

error) XY= OEL:]]

5XX (Server
error)

H—N—T5—XV
-2

H—N—I5— D5
o

SPEKEAPIV1 -S4 7 J—070—XY Y REUTHL DOF)


https://docs.aws.amazon.com/general/latest/gr/sigv4_signing.html
https://docs.aws.amazon.com/general/latest/gr/sigv4_signing.html
https://docs.aws.amazon.com/general/latest/gr/sigv4_signing.html
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® Note

cotEI2a>oplilE, ATV F—OBESILEEENRTVEEA, O
ES{LEEBMTRFECODVTR, OVTYF—DESIKLESRLTEEL,

JUT7THF—2BCVIVIANRAO—RDOZ A 7 6

ROBlIE, T>OVT72HS DRM F—7ONA A —AO—BROBFTATIVIITARMRAO—RER

LTVWERT,

<cpix:CPIX id="abc123" xmlns:cpix="urn:dashif:org:cpix"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:speke="urn:aws:amazon:com:speke">
<cpix:ContentKeylList>

<cpix:ContentKey kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
explicitIV="0Fj2IjCsPIFfMAxmQxLGPw=="></cpix:ContentKey>
</cpix:ContentKeylList>

<cpix:DRMSystemList>

<l-- HLS AES-128 (systemId is implementation specific)-->

<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff" systemId="81376844-

f976-48le-aB84e-cc25d39b0b33">
<cpix:URIExtXKey></cpix:URIExtXKey>
<speke:KeyFormat></speke:KeyFormat>
<speke:KeyFormatVersions></speke:KeyFormatVersions>
</cpix:DRMSystem>

<!-- HLS SAMPLE-AES -->

<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"

systemId="94ce86fb-07ff-4f43-adb8-93d2fa968ca2">
<cpix:URIExtXKey></cpix:URIExtXKey>
<speke:KeyFormat></speke:KeyFormat>
<speke:KeyFormatVersions></speke:KeyFormatVersions>
</cpix:DRMSystem>

<!-- Common encryption (Widevine)-->

<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"

systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21led">
<cpix:PSSH></cpix:PSSH>

</cpix:DRMSystem>

<!-- Common encryption / MSS (Playready) -->

SPEKEAPIV1 -S4 7 J—070—XY Y REUTHL DOF)
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<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="9a04f079-9840-4286-ab92-e65be@885f95">
<speke:ProtectionHeader></speke:ProtectionHeader>
<cpix:PSSH></cpix:PSSH>
</cpix:DRMSystem>
</cpix:DRMSystemList>
<cpix:ContentKeyPeriodList>
<cpix:ContentKeyPeriod id="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f"
index="1" />
</cpix:ContentKeyPeriodList>
<cpix:ContentKeyUsageRulelist>
<cpix:ContentKeyUsageRule kid="98ee5596-cd3e-a20d-163a-e382420c6eff">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
</cpix:ContentKeyUsageRule>
</cpix:ContentKeyUsageRulelList>
</cpix:CPIX>

DVTFTHF—ZBEL AR ARAMO—RDOZ 1 74l
ROBIE, DRM F—7ONA A =S5O —BNBEL AR ARAO—REZRLTVET,

<cpix:CPIX xmlns:cpix="urn:dashif:org:cpix"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:speke="urn:aws:amazon:com:speke" id="abcl123">
<cpix:ContentKeylList>
<cpix:ContentKey explicitIV="0Fj2IjCsPIJFfMAxmQxLGPw==" kid="98ee5596-cd3e-a20d-163a-
e382420c6eff">
<cpix:Data>
<pskc:Secret>
<pskc:PlainValue>5dGAgwGuUYu4dHeHtN1xJw==</pskc:PlainValue>
</pskc:Secret>
</cpix:Data>
</cpix:ContentKey>
</cpix:ContentKeylList>
<cpix:DRMSystemList>
<!-- HLS AES-128 (systemId is implementation specific) -->
<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff" systemId="81376844-
f976-481le-a84e-cc25d39b0b33">

<cpix:URIExtXKey>aHROcHM6LYy83azR5dHV4cTVkLmV4ZWN1dGUtYXBpLnVzLXd1c3QtMi5hbWF6b25hd3MuY29tLOVrZ
cpix:URIExtXKey>
<speke:KeyFormat>aWR1lbnRpdHk=</speke:KeyFormat>
<speke:KeyFormatVersions>MQ==</speke:KeyFormatVersions>
</cpix:DRMSystem>
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<!-- HLS SAMPLE-AES -->
<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="94ce86fb-07ff-4f43-adb8-93d2fa968ca2">

<cpix:URIExtXKey>aHROcHM6LY83azR5dHV4cTVkLmV4ZWN1dGUtYXBpLnVzLXd1c3QtMi5hbWF6b25hd3MuY29tLOVrZ
cpix:URIExtXKey>
<speke:KeyFormat>Y29tLmFwcGx1LnN@cmVhbWluZ2t1eWR1bG127ZX]5</speke:KeyFormat>
<speke:KeyFormatVersions>MQ==</speke:KeyFormatVersions>
</cpix:DRMSystem>

<!-- Common encryption (Widevine) -->
<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21led">
<cpix:PSSH>AAAAanBzc2gAAAAA7e
+LgXnWSs6jyCfclROh7QAAAEOIARIQeSIcblaNbb7Dji6sAtKZzRoNd21kzZXZpbmVfdGVzdCIfa2V5LW1kOmVTSWNibGFOY
cpix:PSSH>
</cpix:DRMSystem>

<!-- Common encryption / MSS (Playready) -->
<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="9a04f079-9840-4286-ab92-e65be@885f95">

<speke:ProtectionHeader>CgMAAAEAAQAAAZWAVWBSAEQASABFAEEARABFAFIATIAB4AGOADABUAHMAPQALIAGgAdABOAF
+ADwAQQBMAECcASQBEAD4AQQBFAFMAQwWBUAFIAPAAVAEEATABHAEKARAA
+ADWALWBQAFIATWBUAEUAQWBUAEKATgBGAESAPgABAESASQBEAD4ATWBXAGOAAABOAHIAMwB1ADkAawATAHIAZABVADEASC
+AGgAdABOAHAAOgAVAC8ACABSAGEAeQBYyAGUAYQBkAHKALgBkAGKkAcgB1AGMAdABOAGEACABZzAC4AbgB1AHQALWBWAHIALwW
+ADwWALWBXAFIATQBIAEUAQQBEAEUAUgA+AA==</speke:ProtectionHeader>

<cpix:PSSH>AAADMHBzc2gAAAAAmgTweZhAQoarkuzZb4Ihf1QAAAXAQAWAAAQABAAYDPABXAFIATQBIAEUAQQBEAEUAUgA
+ADwASWBFAFKATABFAE4APgAXADYAPAAVAESARQBZAEWARQBOAD4APABBAEWARWBIAEQAPgBBAEUAUWBDAFQAUgABSACSAQC
+ADwASwWBJAEQAPgBiAGgAdwBpAGUAWQAXAFcAdgBtADMARABgAGkANgBzAEEAdABLAFoAegBRADOAPQASACBASWBIAEQAPC
+AGEAVABtAFAASgBWAEMAVgBaADYAcwA9ADwALwWBDAEgARQBDAEsAUwWBVAEQAPgASAEWAQQBTAFUAUgBMAD4AaABOAHQACA
+ADwALWBEAEEAVABBAD4APAAVAFcAUgBNAEgARQBBAEQARQBSAD4A</cpix : PSSH>

</cpix:DRMSystem>

</cpix:DRMSystemList>

<cpix:ContentKeyPeriodList>

<cpix:ContentKeyPeriod id="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f"

index="1" />

</cpix:ContentKeyPeriodList>

<cpix:ContentKeyUsageRulelist>

<cpix:ContentKeyUsageRule kid="98ee5596-cd3e-a20d-163a-e382420c6eff">

<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
</cpix:ContentKeyUsageRule>
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</cpix:ContentKeyUsageRulelList>
</cpix:CPIX>

SPEKE APIv1-VOD 7—270—XYV Y RIFOHL OBl
DO TANOEIH

RO URL EHITHY), BEFEATREBIREA

POST https://speke-compatible-server/speke/v1.0/copyProtection

JOTARNKT A

CPIX E%,

LARYAANY X —
=L i) HE At A
Speke-User- XF5 1.1 F—7ONAME—%
Agent =BT BNXFT
Content-Type String 1.1 application/xml

LARZAOUIIAN

HTTP J—R RAO—RA A4 B

200 (Success) CPIX 1.1 DASH-CPIX R4 O—
RLARA

4XX (Client DSAT I NIT— 1..1 DSAT I NIT—

error) XyE—3> (OEL:]]

5XX (Server H—N—TIT5—XVY 1..1 H—-N—IT5—0D5k

error) +— BH
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® Note

cotEI2a>oplilE, ATV F—OBESILEEENRTVEEA, O
ES{LEEBMTRFECODVTR, OVTYF—DESIKLESRLTEEL,

VT THF—Z2BCYIVIANRAO—R® VOD fi

ROBIE, T>OVT2HS5 DRMF—7ONA A —NOEFHNZVOD UIITARRAO—RZETR

LTVWERT,

<cpix:CPIX id="abc123" xmlns:cpix="urn:dashif:org:cpix"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:speke="urn:aws:amazon:com:speke">
<cpix:ContentKeylList>

<cpix:ContentKey kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
explicitIV="0Fj2IjCsPIFfMAxmQxLGPw=="></cpix:ContentKey>
</cpix:ContentKeylList>

<cpix:DRMSystemList>

<l-- HLS AES-128 (systemId is implementation specific)-->

<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff" systemId="81376844-

f976-48le-aB84e-cc25d39b0b33">
<cpix:URIExtXKey></cpix:URIExtXKey>
<speke:KeyFormat></speke:KeyFormat>
<speke:KeyFormatVersions></speke:KeyFormatVersions>
</cpix:DRMSystem>

<!-- HLS SAMPLE-AES -->

<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"

systemId="94ce86fb-07ff-4f43-adb8-93d2fa968ca2">
<cpix:URIExtXKey></cpix:URIExtXKey>
<speke:KeyFormat></speke:KeyFormat>
<speke:KeyFormatVersions></speke:KeyFormatVersions>
</cpix:DRMSystem>

<!-- Common encryption (Widevine)-->

<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"

systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21led">
<cpix:PSSH></cpix:PSSH>

</cpix:DRMSystem>

<!-- Common encryption / MSS (Playready) -->

SPEKE APIv1-VOD 7—270—XY Y RFEUOHL OFl
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<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"

systemId="9a04f079-9840-4286-ab92-e65be@885f95">
<speke:ProtectionHeader></speke:ProtectionHeader>
<cpix:PSSH></cpix:PSSH>

</cpix:DRMSystem>

</cpix:DRMSystemList>
</cpix:CPIX>

JVTFTHF—2B8CLARARAO— RO VOD #l
ROEIE, DRM F—7ONAH—HSOEERHEZE VOD L AR ARAO—REZRLTVET,

<cpix:CPIX xmlns:cpix="urn:dashif:org:cpix"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:speke="urn:aws:amazon:com:speke" id="abcl123">
<cpix:ContentKeylList>
<cpix:ContentKey explicitIV="0OFj2IjCsPIJFfMAxmQxLGPw==" kid="98ee5596-cd3e-a20d-163a-
e382420c6eff">
<cpix:Data>
<pskc:Secret>
<pskc:PlainValue>5dGAgwGuUYu4dHeHtN1xJw==</pskc:PlainValue>
</pskc:Secret>
</cpix:Data>
</cpix:ContentKey>
</cpix:ContentKeylList>
<cpix:DRMSystemList>
<!l-- HLS AES-128 (systemId is implementation specific) -->
<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff" systemId="81376844-
f976-481le-a84e-cc25d39b0b33">

<cpix:URIExtXKey>aHROcHM6LY83azR5dHV4cTVkLmV4ZWN1dGUtYXBpLnVzLXd1c3QtMi5hbWF6b25hd3MuY29tLOVrZ
cpix:URIExtXKey>
<speke:KeyFormat>aWR1lbnRpdHk=</speke:KeyFormat>
<speke:KeyFormatVersions>MQ==</speke:KeyFormatVersions>
</cpix:DRMSystem>

<!-- HLS SAMPLE-AES -->
<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="94ce86fb-07ff-4f43-adb8-93d2fa968ca2">

<cpix:URIExtXKey>aHROcHM6LYy83azR5dHV4cTVkLmV4ZWN1dGUtYXBpLnVzLXd1lc3QtMi5hbWF6b25hd3MuY29tLOVrZ
cpix:URIExtXKey>
<speke:KeyFormat>Y29tLmFwcGx1LnN@cmVhbWluzZ2t1eWR1bG127ZX]5</speke:KeyFormat>
<speke:KeyFormatVersions>MQ==</speke:KeyFormatVersions>
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</cpix:DRMSystem>

<!-- Common encryption (Widevine) -->
<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21led">
<cpix:PSSH>AAAAanBzc2gAAAAA7e
+LgXnWSs6jyCfc1ROh7QAAAEOIARIQeSIchblaNbb7Dji6sAtKZzRoNd21kZXZpbmVfdGVzdCIfa2V5LW1kOmVTSWNibGFOY
cpix:PSSH>
</cpix:DRMSystem>

<!-- Common encryption / MSS (Playready) -->
<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="9a04f079-9840-4286-ab92-e65be@885f95">

<speke:ProtectionHeader>CgMAAAEAAQAAAZWAVWBSAEQASABFAEEARABFAFIAIAB4AGOAbABUAHMAPQAiIAGgAdABOAK
+ADwAQQBMAECcASQBEAD4AQQBFAFMAQWBUAFIAPAAVAEEATABHAEKARAA
+ADWALWBQAFIATWBUAEUAQWBUAEKATgBGAES8APgABAESASQBEAD4ATWBXAGOAAABOAHIAMwWB1ADKkAawATAHIAZABVADEASC
+AGgAdABOAHAAOgAVACBACABsSAGEAeQByAGUAYQBkAHKALgBkAGkAcgB1AGMAdABOAGEACABzAC4AbgB1AHQALWBWAHIALW
+ADWALWBXAFIATQBIAEUAQQBEAEUAUgA+AA==</speke:ProtectionHeader>

<cpix:PSSH>AAADMHBzc2gAAAAAmgTweZhAQoarkuZb4Ihf1QAAAXAQAWAAAQABAAYDPABXAFIATQBIAEUAQQBEAEUAUgA
+ADwWASWBFAFKATABFAE4APgAXADYAPAAVAESARQBZAEWARQBOAD4APABBAEWARWBIAEQAPgBBAEUAUWBDAFQAUgASACSAQC
+ADwASwBJAEQAPgBiAGgAdwBpAGUAWQAXAFcAdgBtADMARABgAGkANgBzAEEAdABLAFoAegBRADOAPQABSACBASWBIAEQAPC
+AGEAVABtAFAASgBWAEMAVgBaADYAcwA9ADwWALwWBDAEgARQBDAESAUwWBVAEQAPgASAEWAQQBTAFUAUgBMAD4AaABOAHQACA
+ADWALWBEAEEAVABBAD4APAAVAFcAUgBNAEgARQBBAEQARQBSAD4A</cpix : PSSH>

</cpix:DRMSystem>

</cpix:DRMSystemList>
</cpix:CPIX>

SPEKE APIV1 -T2V £ —DES1L

HEIZISUTSPEKE RRICAV TV F—DOBESILZEBNTERY, ATV F—DOBES{LIE,
ATV EAOBSLICMAT, BEAOIYTUYF—2BE{LId LY, IVRY-I
PROZTLBRBEERIELET, F—T7TONMFA—ICChZRELTVEWEER. RTUAR—K
LAY —DOESERNBREREZEFIVTAICERATZIELLRY KT,

AWS VT RTEIMETAIVVUZRICAVTUOYXF—BSLZEERTSICE. SEREHHEZ
AWS Certificate Manager ICf >/ R— KU, BSILTIOT1ET A IZZTDOFERDAIAE ARN ZEH
LET. I>VUTRE, -EAEARN E ACMY—ERZFERAL T, BStEhid2 T2V F—
Z DRM F—7ONA A —IRHLE T,

HRER
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SPEKE l&, DASH-IF CPIX ft#&THEEEhTVWBR A TV F—BS{tEYR—MLET, L
L. ROFRIHYET,

« SPEKE &, VITARB RV L AR ARASAO— RICFT R EERKRI (XMLDSIG) ZHR— bk
LTLWEREA,

« SPEKE ([ 2048 EY R RSAXR—ADIIAENBETT,

NS DHIBRIE, DASH-IF fEDHAZN A A EFHWICERHENTVET,

AVTFoVFEF—ORES{LDHEE
ATV ORESIF—2EBHIT3ICE,. DRMF—7ONAME—OEEICKODEBEBEHEZEHET,

c DOTARNRAO—RELARYARAO— RTEE <cpix:DeliveryDatalList> ZMEL &
9,

« LARARAO—R®D <cpix:ContentKeylList> ICHES{bENLEZAILET,

CNSOEROFMICDOVWTIE, TDASH-IF CPIX 2.0 ft#k1 Z2ZRBL T EEV,

LARARAOA—ROOA TV F—BES{LEROH <cpix:DeliveryDatalist>

ROBIE, BINE n iz <cpix:DeliveryDatalist> EEZAKFETRLTVET,

<?xml version="1.0" encoding="UTF-8"7?>
<cpix:CPIX id="example-test-doc-encryption"
xmlns:cpix="urn:dashif:org:cpix"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:speke="urn:aws:amazon:com:speke">
<cpix:DeliveryDatalist>
<cpix:DeliveryData id="<ORIGIN SERVER ID>">
<cpix:DeliveryKey>
<ds:X509Data>
<ds:X509Certificate><X.509 CERTIFICATE, BASE-64 ENCODED></
ds:X509Certificate>
</ds:X509Data>
</cpix:DeliveryKey>
</cpix:DeliveryData>
</cpix:DeliveryDatalist>
<cpix:ContentKeylList>
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</cpix:ContentKeylList>
</cpix:CPIX>

LARARAOA—ROOAV T2V F—BS{LEROH <cpix:DeliveryDatalist>

ROPIE, BINE N <cpix:DeliveryDatalist> BEZAKFTRLTVET,

<cpix:CPIX xmlns:cpix="urn:dashif:org:cpix"
xmlns:enc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:speke="urn:aws:amazon:com:speke" id="hls_test_001">
<cpix:DeliveryDatalist>
<cpix:DeliveryData id="<ORIGIN SERVER ID>">
<cpix:DeliveryKey>
<ds:X509Data>
<ds:X509Certificate><X.509 CERTIFICATE, BASE-64 ENCODED></
ds:X509Certificate>
</ds:X509Data>
</cpix:DeliveryKey>
<cpix:DocumentKey Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-cbc">
<cpix:Data>
<pskc:Secret>
<pskc:EncryptedValue>
<enc:EncryptionMethod Algorithm="http://www.w3.01rg/2001/04/
xmlenc#rsa-oaep-mgflp" />
<enc:CipherData>
<enc:CipherValue><RSA CIPHER VALUE></enc:CipherValue>
</enc:CipherData>
</pskc:EncryptedValue>
<pskc:ValueMAC>qnei/5TsfUwDu+8bhsZrLjDRDngvmnUZD2eva7SfXWw=</
pskc:ValueMAC>
</pskc:Secret>
</cpix:Data>
</cpix:DocumentKey>
<cpix:MACMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#hmac-
shab512">
<cpix:Key>
<pskc:EncryptedValue>
<enc:EncryptionMethod Algorithm="http://www.w3.01rg/2001/04/
xmlenc#rsa-oaep-mgflp" />
<enc:CipherData>
<enc:CipherValue><RSA CIPHER VALUE></enc:CipherValue>
</enc:CipherData>
</pskc:EncryptedValue>
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<pskc:ValueMAC>DGqdpHUfFKxdsO9+EWrPjtdTCVfjPLwwtzECFC/jOxY=</
pskc:ValueMAC>
</cpix:Key>
</cpix:MACMethod>
</cpix:DeliveryData>
</cpix:DeliveryDatalist>
<cpix:ContentKeylList>

</cpix:ContentKeylList>
</cpix:CPIX>

LARARAO—ROAV TV F—BSILEROH <cpix:ContentKeylList>

ROPlE, LARYARAO—ROD <cpix:ContentKeylList> BETHES{tEhEI TV
F-—DMEBERLTVWET, Chid <pskc:EncryptedValue> BEEZFHALET,

<cpix:ContentKeylList>
<cpix:ContentKey kid="682681c8-69fa-4434-9f9f-1a7f5389ec02">
<cpix:Data>
<pskc:Secret>
<pskc:EncryptedValue>
<enc:EncryptionMethod Algorithm="http://www.w3.01rg/2001/04/
xmlenc#aes256-cbc" />
<enc:CipherData>
<enc:CipherValue>NJYebfvI2TdMm3k6v
+rLNVYbONoTJoTLBBdbpe8nmilEfp82SKa7MkqTn21mQBPB</enc:CipherValue>
</enc:CipherData>
</pskc:EncryptedValue>
<pskc:ValueMAC>t91W4WCebfS1GP+dh@IicMs+2+jnrAmfDasWU6VGHc4=</
pskc:ValueMAC>
</pskc:Secret>
</cpix:Data>
</cpix:ContentKey>
</cpix:ContentKeylList>

chiZRL T, UTFoflEk, JUTFF—ELTHESILEATOWAVI T OYXE—ZF EEKEDOL A
ROARAO—RERLTVET, hlk <pskc:PlainValue> EEZFEALF T,

<cpix:ContentKeylList>
<cpix:ContentKey explicitIV="0Fj2IjCsPJFfMAxmQxLGPw=="
kid="682681c8-69fa-4434-9f9f-1a7f5389ec02">
<cpix:Data>
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<pskc:Secret>
<pskc:PlainValue>5dGAgwGuUYu4dHeHtN1xJw==</pskc:PlainValue>
</pskc:Secret>
</cpix:Data>
</cpix:ContentKey>
</cpix:ContentKeylList>

SPEKE APl vl - \—RE—b

VO ITANDEXH

XD URL EHITHY) ., BIEERATREHY T A,
GET https://speke-compatible-server/speke/v1.0/heartbeat

LARZAOUIIAN

HTTP Od— K RAO—RE Fete ST
200 (Success) statusMessage 1.1 AT—RAZHET
BAYE—

SPEKE APl v1 - #—&BlFOF—/N—F 414 R

IO0U72, F—&2EITLETICHLVF—EBF (KID) ZEKLET, JITANTKID %
DRM F—7ONAA—IZELET, FEAEDHE, F—7ONAF—IEEU KID 2FEAL THE
LETH. LAKRADOKD ICHELDERZEHTEETT,

AT, KID11111111-1111-1111-1111-111111111111 OV 9T AKBITY,

<cpix:CPIX id="abc123" xmlns:cpix="urn:dashif:org:cpix"

xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:speke="urn:aws:amazon:com:speke">

<cpix:ContentKeylList>

<cpix:ContentKey kid="11111111-1111-1111-1111-12121111111111"></cpix:ContentKey>

</cpix:ContentKeylList>

<cpix:DRMSystemList>

<!-- Common encryption (Widevine)-->

<cpix:DRMSystem kid="11111111-1111-1111-1111-111111111111"
systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21led">
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<cpix:PSSH />
</cpix:DRMSystem>
</cpix:DRMSystemList>
<cpix:ContentKeyPeriodlList>
<cpix:ContentKeyPeriod id="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f"
index="1" />
</cpix:ContentKeyPeriodList>
<cpix:ContentKeyUsageRulelist>
<cpix:ContentKeyUsageRule kid="11111111-1111-1111-1111-111111111111">
<cpix:KeyPeriodFilter
periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
</cpix:ContentKeyUsageRule>
</cpix:ContentKeyUsageRulelList>
</cpix:CPIX>

ROL ARV AR, KID & 22222222-2222-2222-2222-222222222222 \ZA—/IN—F 4 RL &
ER

<cpix:CPIX xmlns:cpix="urn:dashif:org:cpix"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc"
xmlns:speke="urn:aws:amazon:com:speke" id="abcl23">
<cpix:ContentKeylList>
<cpix:ContentKey explicitIV="ASgwx9pQ2/21nDzJsUxWcQ=="
kid="22222222-2222-2222-2222-222222222222">
<cpix:Data>
<pskc:Secret>
<pskc:PlainValue>p3dWaHARtL97MpT7TE91l6w==</pskc:PlainValue>
</pskc:Secret>
</cpix:Data>
</cpix:ContentKey>
</cpix:ContentKeylList>
<cpix:DRMSystemList>
<cpix:DRMSystem kid="22222222-2222-2222-2222-222222222222"
systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21led">
<cpix:PSSH>AAAAanBzc2gAAAAA7e
+LgXnWSs6jyCfc1ROh7QAAAEOIARIQeSIchblaNbb7Dji6sAtKZzRoNd21kZXZpbmVfdGVzdCIfa2V5LW1kOmVTSWNibGFOY
cpix:PSSH>
</cpix:DRMSystem>
</cpix:DRMSystemList>
<cpix:ContentKeyPeriodList>
<cpix:ContentKeyPeriod id="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f"
index="1" />
</cpix:ContentKeyPeriodlList>
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<cpix:ContentKeyUsageRulelist>
<cpix:ContentKeyUsageRule kid="22222222-2222-2222-2222-222222222222">
<cpix:KeyPeriodFilter
periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
</cpix:ContentKeyUsageRule>
</cpix:ContentKeyUsageRulelList>
</cpix:CPIX>

SPEKE API v2

— . Secure Packager and Encoder Key Exchange (SPEKE) v2 M RESTAPI T9, D1t
BReFEALT, BS{LzFEAT2HEKIC DRM EEERBZIRHTELET, SPEKE ICE#R TSI
. DRM F—7ONAZ—HFZORAETHBAET A TWS RESTAPI ZRHAITBIHUENf HVVET, T
OV TREF—7ONAF—NAPI =L &ZITVET,

@ Note

COREOI—RHIFE, HSKKXTEHAATI. chsSDHlFTEE SPEKE RED—HT
FEWieo, RITTEXREA,

SPEKE (&, DASH Industry Forum Content Protection Information Exchange Format (DASH-IF-
CPIX) *— R BEERZFT—RBICFEALETH., VWSOLDOFHIRN SV FT, DASH-IF-CPIX
k. DRM 7S Y R T —LPSTV I VT ENOILRTEESY I F DRM Rz RMHTH5AF—X
ZERBLET LY, AT OVDOEBBRONY T TBIIC, IXTOEREY NL—
NNV T—22 0RO T YBESAAFTRICAYET, BISEY NL—MNNYT—JERIC
(&, HLS, DASH, 8 XV MSS A"H £ T,

IN—=32 2.0 A&, SPEKE F4FE®D CPIX/N—> 3 I ICEhETHEEIhET,

SPEKE fllTlx., Chik X-Speke-Version HTTPAY A —%#FRAL TEAZ h, CPIX TR
CPIXeversion BMZFEAL TEAEhET, VIITANIZhSOERNAXRELTWD L

k. SPEKEV1 LA —T7—070—TRE—MMWTT, SPEKEV2 J—270—7TlFk, ¥F—70/N4
A—=HFEBEON—=23NTA—=REZHR—BNLTVWBEBEICOAK CPIX RFIXNEMEBTSDC
ENBEENET,

TR O M DWW Tk, DASH Industry Forum @ CPIX 2.3 A& SBL TS EE L,

KEAIC, SPEKE v2.0 I SPEKE v1.0 ELEBRL TUUTOELEZETFEL 1=,
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« SPEKE XML FRIZRENDIXNTOHORI (&, CPIXXML BRIZERANOEZEND R T #E5EL TIEHRE(IC
TV EL I,

« SPEKE:ProtectionHeader (G JEHRTH
V). CPIX:DRMSystem.SmoothStreamingProtectionHeaderData [CEZRISNET

« CPIX:URIExtXKey, SPEKE:KeyFormat, # &U SPEKE:KeyFormatVersions [FIEHRTH
V), CPIX:DRMSystem.HLSSignalingData [CEZMASIhFT

* CPIXeid & CPIX@contentId ICEEMASNET

o L WAAED CPIX E: CPIX@version, ContentKey@commonEncryptionScheme

- FILWAT' 23> o CPIX E%: DRMSystem.ContentProtectionData

s BROOADTOVYF—OYR—K

« SPEKE & CPIXBEOVOARN—2 3V EBANZXA

« HTTP AY X —DiE{L: HL W X-Speke-Version AY & —, Speke-User-Agent AY X —74"
X-Speke-User-Agent ICBHIZEE

- N—hE—K API O 3i#R

SPEKE v1.0 DRI EEE W=, SPEKEVI.0 D=0 70— Z#E5EL THR—RNTBLEHIC
BEOEREZLEEIDIHLERFHYFEA,

N =R

+ SPEKE API v2 - DASH-IF D H A XX A4 X EHIH

« SPEKE API V2 - BERAO—RIVA—F K

« SPEKE API v2 - B S{t 324

« SPEKEAPIV2-5A47D—970—XVY RETHLOHI
« SPEKEAPIV2-VOD D—270—XYVY REUOHL OHI
« SPEKEAPIV2- VTV F—0OBESIL

« SPEKE APIV2 - ¥F—EBIFOAF—N—F 4K

SPEKE API v2 - DASH-IF 5RO DA XN 14 X & #I#4

DASH Industry Forum CPIX 2.3 H#klk, Z<ODI1—AT—AENROZEHR—KLTVE

9o SPEKE APIv2.0 £ Tk, CPIX Z’O77A4J)LE CPIX AD APl ODEFNEZENTVET,
CO2ONDEBEERTIEDIC. RODARXIAXEHNZEZBEAL = CPIX HERICERL TVE
ED
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CPIXZ7'O774)

« SPEKE &, I>2VU7&82>1—~X—0DJ—770—-ICRVET,
ESbENZOA TV F—DFHE, SPEKE LKV ROFRFBRAENET,

« SPEKE &, VITARBRVL AR ARASAO— RICFTT R BB (XMLDSIG) ZH7R—
RLTWEEA,

« SPEKE IZIF 2048 EY R RSAR—ADFHEENRETT,
« SPEKE & CPIX #EENH 7Yy NO&AZRALET,

« SPEKE & UpdateHistoryItemList ODHEEZEBELET., VAN L ARV AICEETSE
&. SPEKERZThZE AL E T,

« SPEKE Tl&. L=V —7F—HBEEFEBEENET, ContentKeyedependsOnKey BHEAL
ARVAICEETSEE. SPEKERRThEERLET,

e SPEKE Tl&, BitrateFilter E& & VideoFilterewcg BRI EEIhE T, CchsSNE
BEREEEMSN CPIXRAO—RIZFEETSHE. SPEKERRThZE RLET,

« ABVE—RRAO—RIOVR—FVNOR—DEEFESHEKZNOR—IT THR—KhEhd,
ELTEZRENTVRERFTLEFEMED A, SPEKE V2 EXRMiEND CPIX RFIXNTHEAT
XY,

s TRTNDEEBIVEMIEF. IVVVTENCPIXUOVITARNCIEHTVWSRES, F—70/N1
A—OCPIXLARATEMNBELZRIFTLET, TEHDTHEVEES, IV U7REELELTTI
E_EZD_bi?o

« SPEKE & KeyPeriodFilter E2T*¥—0O—7—>3>Z2HR—NLET, SPEKE &
ContentKeyPeriodeindex W& ZFAL T, ¥F—HEZEHFLET,

« HLS T+ U2 T D54, EHD DRMSystem.HLSSignalingData BEEX A T2 HEN
»H')FEF, DRMSystem.HLSSignalingData@playlist B ME "medias THEAENDED
& . DRMSystem.HLSSignalingData@playlist B & "mastery THEAENDENDTT,

« F—RUVIARNTBEE, TV )T RIFE. Contentkey BRICHA TS 320 @explicitIV
BHEEFERATRZ_ENFHYET, F—7AONAMF—F,. BEAVIITANIEENTVELT
£, @explicitIVZFEALTIV TRETDENTEXRT,

s IOV TRFEF—BEIF (KID) ZERLFITH, ChikEASNED TV ID ¥ —HE
ICHULTRLUTY,. F—7ONAEF—=ICFE, VITARNRFIXRNIHTDILARIAELT
KID A AEENET,

« I>UVU7&RF CPIXecontentId BHNDEZEHET., COBMICZEZDOEZZITRA L, F—
7’081 & —I& "Missing CPIX@contentlds (CPIX@contentld A& EEBA) EVWSHRBEEECT
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Z#RLET, CPIXecontentld B2 F—7ONA X —THA-—N—FARTBLEFTEFE

5
Ao
CPIXeid fEA" null THWHER., F—T7ONAMF—ICR>TEBETIET,

« IV V7RI CPIXeversion BHENDEZEHET, COBMICEZENEZZITERS &, ¥—70O
N1 A —IE "Missing CPIX@version (CPIX@version A&V EHA) EVSHBEEZEEC IS —%
BLET, YR—FEhTWEVWN—23 DOV 0TI ARNZZTE D 25546, F—70NN144—7H

5 RENDITZ—NFHAIE "Unsupported CPIX@version (H7R— k& h TV CPIX@version
T ICBEYWERT,

CPIX@version EZF¥F—7ONAFZ—THA—N—TA RTBERFTEELA,

s IOV T7RE, VDOIAMENEF—EIC ContentKey@commonEncryptionScheme
BHENEZEHET. COBRICZOEZZTMA L, F—7ONMH—&
MMissing ContentKey@commonEncryptionScheme for KID id (KID id ®
ContentKey@commonEncryptionScheme A& VW EBA) EVSFHBPZEC IS —ZRLET,

—ZE O CPIX RFI1XNTIE, B%% ContentKey@commonEncryptionScheme &% IZ#8%

NEZBESED LR TEREA, COLSBEAEDEEZFETRE. F—7ONMEX—E
"Non compliant ContentKey@commonEncryptionScheme combination (JEZE#L@ ContentKey

@commonEncryptionScheme DA EL B HYET) EVSHAZEL IS —%Z2RLET,

INXTD ContentKey@commonEncryptionScheme EAIXTO DRM 0 /O> &

BN HEIDITTROVERA, COXSBIEAEDLEZEZEFETRHE, F—7ON4

A —[& TContentKey@commonEncryptionScheme non compatible with DRMSystem id
(ContentKey@commonEncryptionScheme l& DRMSystem id E BN BV EEBA) EVSEAZE
EULIZ—%ZERLETD,

ContentKey@commonEncryptionScheme EZF*—7ONA A —TH—N—FA4 RFTBD L&

TEEXEA

e CPIX L AR AAX T DRMSystem@PSSH & DRMSystem.ContentProtectionData innerXML
<pssh> BEXRILEBZEEZITWM 2 L£HE. IV REELELTIS—%2AO0-LFT,

CPIX FH® API

« F—7'ONAHF—Ik, X-Speke-User-Agent HTTP LAR AAY X —DEZEHE T,

« SPEKE DT>V VT REVTAT > NELTHEEL, POST AXRL—> 3> ax—70O/4
A—T2RRAVNIEFBLET,
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N—RF—BEEHARRI—H A K

« I>0VU7&RIE. X-Speke-Version HTTP UV TARMAY A —DOfEE, VIO TANTHERAEh
B SPEKEN—2 3> Z8HFET, TORRIC. /N—2 32 F MajorVersion.MinorVersion & L TE
KILE WEF (SPEKE V2.0 DBER 2.0 & &), F—TONAF—HF I o) TRICE > THER
Eh3 SPEKEN—T32Z2BREOVIVIARNTHR—NLTVWEWES, F—7ONM 54—

"Unsupported SPEKE versions (F7R— M ERHAD SPEKE /N—>32) EVSEHBAZEC IS —
ZRL, RARIT7A—RR—=ATOCPIX RFIAIXNOAREBEZHRITLER A

F—7ANAME =k, TV TRICE>TERE N X-Speke-Version AV A —EZ UV T

ARANDLARATEETEEEA,

s LARVAENTIZ—%22FET5dE, IOV 7REIZ—%2AO0—L, SPEKE V1.0 ®/X—

aZVUTUIVIANZBRAITLEE A,

F—TONAFA—HNIT—ZREBZVEDOD, VABHREZST CPIX RFIXU MNERE WG
. IVIVV7T 2B FELLTIZ—Z2AO0—F2HBENfHVET,

ROEREFE, F—7ONA T DAYV E—DOEALTRIVEN HIEEX Y E—2B2FEDEENDT
T IT—DBEDOHTTP L AR AO—RIFAXX £ 5XX IV, 200 TREHYERE A, 422
TITZ5—1—Ri& SPEKE/CPIX ICEBET B INTNDIS—ICEATEET,

IZ—T7T—A

CPIX @contentld AAE&EE L TL L

CPIX @version FEZEE TV

CPIX@version A" HR—KrEnTLA&L

ContentKey@commonEncryptionScheme A"
ghTLaw

IS—Xvt—3

Missing CPIX@contentld (CPIX@contentld A
HYELEA)

Missing CPIX@version (CPIX@version #"& V)
THA)

Unsupported CPIX@version (H7/R— NI RAD
CPIX@version)

Missing ContentKey@commonEncryption
Scheme for KID id (KID id @ ContentKe
y@commonEncryptionScheme A"& V) 8 A)
(Z T, id (& Contentkey@kid DIEE &L
L)
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N—RF—BEEHARRI—H A K

I5—7—2

B—@ CPIX RF¥ 1 X2 NTEHB®D ContentKe
y@commonEncryptionScheme BN EHE 1 T
(AR

ContentKey@commonEncryptionScheme A
DRM 72 /O —& BE#MEA W

X-Speke-Version AV S —{EANFR—KEhT
W% SPEKE N—> 3> TRA&W

ESLENOEANIEL <&V

BELEKEA DRM OtEF1UFT 14 LARILOF
HWEFBELTWS

K5 1LE4Z VideoFilter & 7= & AudioFilter
ENEEhTLAEL

I5—Xvt—

Non compliant ContentKey@commonE
ncryptionScheme combination (FEZEHL M
ContentKey@commonEncryptionScheme M #f
AEDENHYET)

ContentKey@commonEncryptionScheme

non compatible with DRMSystem id
(ContentKey@commonEncryptionScheme (&
DRMSystem id E BE#MEA B ) TR A) (2
T, id & DRMSystem@systemld D& &L
L)

Unsupported SPEKE version (7R — M X4k
M SPEKE /X\—> 3 )

Malformed encryption contract (N EE& = 0 S
S{LEK)

Requested CPIX encryption contract not
supported (V2 TAME 1/z CPIX BES{LEH
FHR—REhTLWEEA)

Missing CPIX encryption contract (CPIX EE &1t
BB ELEA)

SPEKE API v2 - ZERAO—ROAVHR—F2 B

1B SPEKE ERICK VY, IVIUTRERENITUOVICRHULTERE WIS LENICH-
T, BHOOVTUVYF—%, BEONY T—IEKXNCBEBIZTIARNTFIITEEEICY

DIARNTBRIENTEET,

NI RNTOAIEZEH/N—T21-HIC, BEDOCPIX RFIXRNE, 3DOXAIJARNEYS S
Ve, SAT7AVTFOVOF—O—FT—>320ES0AT7a > OV AR I IDTERENT

WEd,

<cpix:ContentKeyList> 2923 & MY LRI D <cpix:CPIX> BEE
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Secure Packager & & U Encoder Key Exchange API M {1#k N—KRF—BLTHAEI—HAR

chlE, A TANI=Z2JEVOD ANY—=22VTJ0@AEICEEL EXEERY>a>T, T2
7R TCHERTRIVEN BB EETETELOATOYF—ZERLET, <cpix:ContentKeylList>
BRI 1 DFLBFEHD <cpix:ContentKey> FERZEHODIENTEEXT, ThETIhOER
FEBOA T YF—ICODVWTERLET,

CPIX #;IZ7¢ > T. ContentKey@commonEncryptionScheme B ICFERATE 2EEk, 1ISO X—
AXFATITANERT 7 4L O—BEEEES{LO 41 (ISO/NEC 23001-7:2016) TEHEE N T\
E S

« '‘cenc: AES-CTR E— RO 7YV FILEEFTFH NAL BT H > FILESL
* 'cbc1: AES-CBC E— RO 7L H U FIEEFTF NAL BT H 2 TILESL
- 'cens AES-CTR E— RO IO ZE T NAL N — B
» 'cbcs': AES-CBC E— ROEAMKE T NAL NZ—V BES{L

ROBE, BEEXENATVEVE—DOITOYF—ZFHDOCPIX RFIXV R ERLTVET,

<cpix:CPIX contentId="abcl23" version="2.3" xmlns:cpix="urn:dashif:org:cpix"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc">
<cpix:ContentKeylList>
<cpix:ContentKey explicitIV="0OFj2IjCsPIJFfMAxmQxLGPw==" kid="98ee5596-cd3e-a20d-163a-
e382420c6eff" commonEncryptionScheme="cbcs">
<cpix:Data>
<pskc:Secret>
<pskc:PlainValue>5dGAgwGuUYu4dHeHtN1xJw==</pskc:PlainValue>
</pskc:Secret>
</cpix:Data>
</cpix:ContentKey>
</cpix:ContentKeylList>

<)éEiX:CPIX>
T7AILRTR, LTFOFIOLSIC, AVToVF—RBESLEhEEA, LEL, OAVTVYE—

DEEB1tlE. <cpix:DeliveryDataList> BEEZEHD &Ik, TV UTRICK2TUIIARNT
BENTEXRY, FMAICOVTER, OAVTOVF—0OBESLOEIZ IV EZSRLUTSEZL,
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N=RF—=BLFAAREI—F A K

SPEKE TH7HR—
RENZDEXR

<cpix:CPIX>

<cpix:Con
tentKeyList>

<cpix:Con
tentKey>

<pskc:Secret>

HARM

contentld

. version,
xmins:cpi

X, xmins:pskc

kid, commo
nEncrypti
onScheme,
Data

PlainValue &
1z l& Encrypted
Value

<cpix:DRMSystemList> 20> 3>

A723aV0RE
3

name, xmin
s:enc

id, Algori
thm, explicitlV

ValueMAC

BADFER

1 DM <cpix:Con
tentKeyList>, 1
2 O <cpix:DRM
SystemList>, 1
2 M <cpix:Con
tentKeyUs
ageRuleList>

P<EE 1
2 M <cpix:Con
tentKey>

120
<pskc:Secret>

F7a>soF
BEx

1 DM <cpix:Del
iveryData

List>, 1 D

? <cpix:Con
tentKeyPe
riodList>

<enc:Encr
yptionMet
hod>, <enc
:CipherData>

hiE, SATANY—32JEVOD ANY—IVTOEAICEEL SEEYI 32T, OVT

DVF—EEE I ERATIMBEN BRI EERETELZDRM P ATLZERLET,

ROFE., B—0 PlayReady DRM 2 AT LAR#KZE D DRM AT AV AR ERLTVWET,

<cpix:DRMSystemList>
<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="9a04f079-9840-4286-ab92-e65be@885f95" >
<cpix:HLSSignalingData playlist="media">HicXmbzZ2m[...]4==</cpix:HLSSignalingData>
<cpix:HLSSignalingData playlist="master">HicXmbZ2m[...]jEi</cpix:HLSSignalingData>
<cpix:ContentProtectionData>t7WwH24FI[...]YCC</cpix:ContentProtectionData>

SPEKE API V2 - ZER A O—RIVKR—FV K
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<cpix:PSSH>FFFFanBzc[...]A==</cpix:PSSH>
<cpix:SmoothStreamingProtectionHeaderData>s5RrJ12HL[...]JUBB</
cpix:SmoothStreamingProtectionHeaderData>
</cpix:DRMSystem>
</cpix:DRMSystemList>

DRM SystemID O E£BZJARNIDVWTE, DASH-IF #BIFURDS NV TV REEI S S
CEZRLTLSEZL,

SPEKE THHR— XEEBM F73a>0E BADFER F7aronF
REhDER 3 Ex
<cpix:DRM - id P12 -
SystemList> @ <cpix:DRM
System>
<cpix:DRM kid, systemld id, name, P - ContentPr
System> SSH otectionD
ata, Smoot
hStreamin
gProtecti
onHeaderData,
T7LAVARND
BHENEEZS

2 DM <cpix:HLS
SignalingData>
£

ISO-BMFF A7 EILA X F 4 FEY X MCBRE MTL 54, DRMSystem@PSSH [ %A T
9, DRMSystem.ContentProtectionData innerXML <pssh> BZElx, YZ7 I AR TFU>
TJOENTOHK, TV TRICE>THAHEIAET,

DRMSystem@PSSH A"fZ7fE L, DRMSystem.ContentProtectionData IZ innerXML <pssh> B
FEENTVREE, WADERRLUTEHFAEEYEEA,

DRMSystem T F U IN HLSNZ7 I ARNTEHEEENDHEES. CPIX UUVIARNELAKRIA
([CI&. <cpix:HLSSignalingData playlist="media"> E& & <cpix:HLSSignalingData
playlist="master"> BEEOMANBENTVILEN BV XTI,
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<cpix:ContentKeyPeriodList> o< 3>

chix, SAT7AN)V—Z2TIIOKBEETDA7>a>oey>a>T, AVFOVICERAE NS
EE{LHEEERLE T,

<cpix:ContentKeyPeriodList> BEIZ(E 1 DFLFEHED <cpix:ContentKeyPeriod> FE
REEDBENTEFET, ThETNOERRBTA T RALZAOREBOES{LEBIC DL\ TRR
LET, d BEDOEO—HELTUUD ZEAITD e, —ROVICEARAEhDT77O0-FTY,

<cpix:ContentKeyPeriodlList>
<cpix:ContentKeyPeriod id="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" index="1" /

>

</cpix:ContentKeyPeriodList>

SPEKE THR— XEEMK F73aC0RE BADFER F73a>nF
hNEhDEXR k3 Ex

<cpix:Con - id PE<EE 1 -

tentKeyPe 2 M <cpix:Con

riodList> tentKeyPeriod>

<cpix:Con id, index - - -
tentKeyPeriod>

ESCHEZERATRHEERE. ROEIZIVICRTILSIC, CPIX RFIXNAOWLWT Y OB
SHHBICESMF—Z2T IV FIBLENHYNET,

<cpix:ContentKeyUsageRuleList> o> 3>

hiE, SATANYV—3I2JEVOD ANY—SIVIOEAICEETIHEELIZIVTHY, B
SIBBICDLE>TAN)—LEY NATEREXRBIAVTIUOVYVF NIV I ZREITDHEEZE
&#LFET,

<cpix:ContentKeyUsageRuleList> ERI(Z (&, 1 DLl E® <cpix:ContentKeyUsageRule> FE
REZEBHBRIENTEFET, ThThOFERRZ. BEOESHHEPIC. EEShEO
DTOVEFR—NTIVVOIVTRICE>THEAThDAHEOSHDINT Y VICOVTERLE

T, <cpix:ContentKeyUsageRule> BEIZ &, 1 DLA LD <cpix:AudioFilter> BEFRZlE 1 20
<cpix:VideoFilter> ERAFE TR HENF HVET,
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ROBIE, BEOESILHABRICIXNTOF—FTAARZYIEETFARNTY L1 DO TY
VF—ZBRATRIEVIIL—INOHEBCEMABIARNERLTVET,

<cpix:ContentKeyUsageRulelList>
<cpix:ContentKeyUsageRule kid="98ee5596-cd3e-a20d-163a-e382420c6eff"

intendedTrackType="ALL">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:AudioFilter />
<cpix:VideoFilter />
</cpix:ContentKeyUsageRule>

</cpix:ContentKeyUsageRulelList>

SPEKE THR— XEAEM A7 DR BEODFER F7>3aroF
hEh3EXR % BX
<cpix:Con - id PrEE 1 -
tentKeyUs 2 M <cpix:Con
ageRuleList> tentKeyUs
ageRule>
<cpix:Con kid, inten - PE<EE 1 <cpix:Key
tentKeyUs dedTrackType 2@ <cpix:Aud PeriodFilter>
ageRule> ioFilter> & 1z [&
1 DM <cpix:Vid
eoFilter> (*)
<cpix:Key periodid - - -
PeriodFilter>
<cpix:Aud - minChanne - -
ioFilter> Is. maxCha
nnels
<cpix:Vid - minPixels - -
eoFilter> . maxPixel
s, hdr, min

Fps. maxFps
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N AR)—LEY NAD 1 DELREBONS Y VZREBEITDLHICE—FLEEHOO TV
F—Z2FERAIADEICETAIFMEHALCLODVTE., RFIXIMNOESKENEI> 3V ZSRL
TLEZLV, _

SPEKE API v2 - BE 55

ESEKEE, RSYI0RKICESVWT, EN0OAVTUYF—HFRENDANI—LEY NADED
RZYOZRELTVWAHZERLET,

ANU—=LEY NAOEBD NSV VICEROD D ToVYX—2FERTI N, REATRBEVED
D, ERORARNTZI9TAAELTHRENATVET, PBLKEE2DO0EXRD VTV F—
(A—TFTAARNZYIBRICIDEETFARNTZYIRIC1 D) ZFEATIELSICLTLKEEY, BE—0
A 7oV F—%ZFEALTEBRORNSY VZRBSLTBDCERTETTN,. TV T7E2ISF—T
ONARX—ICIEEEND CPIX RFIXNTHRPICBATEIHLEN HGYUERT, —BWIC, IT>D
)7’ RE, REBEADTOVF—OHRE, ThEONETEETEFBXTFATRIVIDOBESHICENDLS
ISEREh A Z2EICERICERLET,

=AY

E5{LEHE, CPIX RF 1 X2 MO <cpix:ContentKeyUsageRulelList> o< avicHvWE
To OIS 32T, <cpix:ContentKeylList> 0> a>TEEENLEZE AT Y F—
l&. $FE®D <cpix:ContentKeyUsageRule> BERICHIELET, chIZEUTHAEENET,

c 12 EOHYT7AVR—%2 NESHBTE S ContentKeyUsageRule@intendedTrackType
Bi. BEOY T IVR—F2MFERENTVREGE. T+ BSTRYShFE
¥, ContentKeyUsageRule@intendedTrackType DERESILEZNTE—ETHY ., EHOD
ContentKeyUsageRule ERTHEA TR LW TEFELE A,

c 1 DELEFEBD <cpix:AudioFilter> £/l <cpix:VideoFilter> FEX
(ContentKeyUsageRule@intendedTrackType BMDEICISL ),

COBRRZEREITDIL-—ILREROEHTT,

« ANU—LEYNODIRTOFA—FAARNTYIEETFARNTYIEZ—ZEOIT Y F—TRE
TRIMENHDHEIE. XFH 'ALL' % ContentKeyUsageRule@intendedTrackType B
BELTHERATIBENFHYVET, 1k, COKSIBI—AT—AEZRLTVET, CORR
Tk, BHEZEFLBEV <cpix:AudioFilter /> FEM & <cpix:VideoFilter /> FBMH®
MEZEODIVENHV)ET, <cpix:AudioFilter> EEX <cpix:VideoFilter> BEEN ¥
NtDEAEDLER. CORBENATFANTRHEMNTT,
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s TNUADOINTOI—AT—ATIE, ContentKeyUsageRule@intendedTrackType B
MHOEIEEHRICERZRTE, <cpix:AudioFilter /> FE#E L& <cpix:VideoFilter /> F
BEEOHRIEFE., T+ BB TEHENEY T AVR—FNOBRICHETEIHEN HYET, HI
2/3/4/5/6/7/9/10 I&. ContentKeyUsageRule@intendedTrackType BHENEICE—DH 71O
VIR—FX RN BEETEIEEOOEHZRLTVET, fl8 Ik, BHOYTIVR—U MY
FRENZBEEERLTVWET, 2T, ContentKeyUsageRule@intendedTrackType="SD
+HD" FELI2EMEEED 2 DOBED <cpix:VideoFilter> FEXRIC K 2 TRERE
f. ContentKeyUsageRule@intendedTrackType="HDR+HFR+UHD" Z B2 BHEZRFD 3
DORME®D <cpix:VideoFilter> FEZEIZL > TERBRENTVWET,

712 —

CPIX ZEHD 7 ARV ITERLEBHZERLETH ., SPEKERZTOH 7Y hO&EHR—
RLTVWET, XOXRTIE. ChSsnEVEEHYLTVET,

CPIX 714 )LX—MAR SPEKE O£{ki7&Y SPEKE THR—hK&E SPEKE THR—hK&E

17 R—b 74 E—BHE H1BLVWIAILEZ—E
2
<cpix:VideoFilter> =3 A minPixels, maxPixel wcg

s, hdr, min
Fps. maxFps (#7

>3 OEMN)
<cpix:AudioFilter> =30 minChannels,

maxChannels (#+ 7"

> a2 OEMY)
<cpix:KeyPeriodFil =W periodld (4ZEJE 1)
ter>
<cpix:BitrateFilter> A ZEHBL ZEBZL
<cpix:LabelFilter> A ZEHBL ZEHBZL
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VideoFilter @ CPIX {££(Z %€ > T, [minPixels, maxPixels] I N T4 X2 a>NIXNTNEE
#ETHV) ., (minFps, maxFps] & maxFps T4 X2 3> DBFENH DI EEETT, AudioFilter
NiFE. [minChannels, maxChannels] AN T4 X3 OBEEHETT,

BB DS DR

EELZHNTREE WD ERY, BoW, HLFEV, FLEBRYTHIRAFHVET, COLIK
BA

& IOV 2EF—T7ONAE—NENCEBEL, DT OYNBENICRBEEhTWE L%
RIATDCENEETT, AORIC, CORSBRATORERENDEEERLET,

R

ARD—LtYy NAD1DF
EREHORNZY VICIL—I
FEAREAZWL (CATOH 3
ZZR)

BHROIL-IHFEEL. BE
DRZY I2BESILTBLESD
CEHOITYF—HE
XEhd

=LA B — 0 SPEKE
DOITANLARAYAD
ITEEEND

FEBFERORESLELN:
intendedTrackTypeffilters 71—
TAFT )T 1A HWBIA, T
R—REhTLVBEWT 1) Z
—FXLEEM

I>2072081E

I>9007 R, (CPIX XA
O— ROAEBD) FRE &R
L. BRID NSV IHFES
CZEZBBELBEVW & ZHER
TRILENHYET, BEL
BE25E. IV V7R
I5—2A0—-LT, /¥E%
EFLETIHENHYET,

IOV RE. RFIXY
NOIEETERICFHMEE h i
B&#% ® ContentKeyUsageRule
ZEATIHENHYET,

F—T7ONAM X —BFRESLE
NeERIIREZEDEWV
S, T2 )7 REGHFINE
RETE, LEBEZEFLELR
ER

COFH, R2LAVTUY
RENFTHONLY, 8O~
ZYIUHNRBEENBEVERRI
BoV) TR AREMAFEE

CEWES, I>IUT7RE

F—7ONAX—DOEIME

ZEBL: F—7ONMEF—&
ANU—LtY MBEZERE
LTLWEEA,

ZEBL F—T7ONMEF—&
A=Aty MEEZERE
LTLWEEA,

CORRANFTEFEREL
WESICTBEDIC, F—7
O/ & —7# SPEKE EXR D
CPIXRAO—RTZEL I
BN EZELHEVELSIC
FTRIVENHYEXT,

F—70/N1 X — ISk
ZREETHE., "Malformed
encryption contracty (F1IE%&
ERXOBES{LEN) IZ7—2R
LET,
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N—RF—BLEHAZI—H A K

R

ESLENOFERFEL W
A DRMOEFIUTFTALA
ILOHKITERLTWS, 4
AE, A—F1FRNZV D&
UHD EFAKRZY VDS %Z
REIDLHIC, E—0OY
TOYVER—NERENTVLS

(ERERI& SpRAdW

5L D5

I>20720E1E

Bl eRES B TREZEFL
L. SPEKE VI ANZF—
Z7ONAE—ICEELEER
Ao

COFR, R2LEAVTIY
RENTHONDAIEML R
CEWES, I>oUT RN
DRM EF21UF 4 LARILDOF
HNeEBLTLWRHEEICE.
Bl eREES B TREZEFL
L. SPEKE UV T ANZF—
Z7ONAE—ICEELEER
Ao

TI>0)7 R, VideoFilter

EEF-IE AudioFilter EE %
EFEBZVCPIX RF2A XK

EEELER A

F—7ONAM X —DOEIME

F—70/)N4 X —FHIF
ZREEH, TRequested
CPIX encryption contract not
supporteds (VO TAKREH
=z CPIX S22 R —
REhTVERBA)IZ—%ZR
LET,

F—7ONA A —FHIsN%E
BEEH, Missing CPIX
encryption contract (CPIX B
SRWFHYVEEA) IF—
ZRLULET,

Bl1: IXTOA—TAFRNZYOEEFARNZYOIC1 20TV F—

<cpix:ContentKeyUsageRulelList>

<cpix:ContentKeyUsageRule kid="98ee5596-cd3e-a20d-163a-e382420c6eff"

intendedTrackType="ALL">

<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />

<cpix:AudioFilter />
<cpix:VideoFilter />

</cpix:ContentKeyUsageRule>
</cpix:ContentKeyUsageRulelList>

B2 IRTOEFARNSY VL1 20AYFIYF—, IRTOA—FAFRSY U1 200>
FoYF—
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<cpix:ContentKeyUsageRulelList>
<cpix:ContentKeyUsageRule kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
intendedTrackType="VIDEQ">
<cpix:KeyPeriodFilter
periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:VideoFilter />
</cpix:ContentKeyUsageRule>
<cpix:ContentKeyUsageRule kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
intendedTrackType="AUDIO">
<cpix:KeyPeriodFilter
periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:AudioFilter />
</cpix:ContentKeyUsageRule>
</cpix:ContentKeyUsageRulelList>

B3 IXTOAF—FAFRZY VERBBAETNATVEVETFARNZY 1 20TV F—

<cpix:ContentKeyUsageRulelList>
<cpix:ContentKeyUsageRule kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
intendedTrackType="VIDEQ">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:VideoFilter />
</cpix:ContentKeyUsageRule>
</cpix:ContentKeyUsageRulelList>

fl4: RBEBDETFARNZY D (SDHD) IZEHOOA ToYF—, IXTOA—FTAFRNZYIIC12D
OAVTUYF—

<cpix:ContentKeyUsageRulelist>
<l-- Rule for SD video tracks (up to 1024x576) -->
<cpix:ContentKeyUsageRule kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
intendedTrackType="SD">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:VideoFilter maxPixels="589824" />
</cpix:ContentKeyUsageRule>
<!-- Rule for HD video tracks (more than 1024x576) -->
<cpix:ContentKeyUsageRule kid="37e3de®@5-9a3b-4c69-8970-63c17a95e0b7"
intendedTrackType="HD">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:VideoFilter minPixels="589825" />
</cpix:ContentKeyUsageRule>
<!l-- Rule for all audio tracks -->
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<cpix:ContentKeyUsageRule kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
intendedTrackType="AUDIO">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:AudioFilter />
</cpix:ContentKeyUsageRule>
</cpix:ContentKeyUsageRulelList>

5l 5: REBEFFARNZY D (SDHD/UHD) ICEBO AV ToVYF—, IXNTOF—FAFRNIY Y
12070 YFE—

<cpix:ContentKeyUsageRulelList>
<!-- Rule for SD video tracks (up to 1024x576) -->
<cpix:ContentKeyUsageRule kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
intendedTrackType="SD">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:VideoFilter maxPixels="589824" />
</cpix:ContentKeyUsageRule>
<!-- Rule for HD video tracks (more than 1024x576, up to 1920x1080) -->
<cpix:ContentKeyUsageRule kid="37e3de®5-9a3b-4c69-8970-63c17a95e0b7"
intendedTrackType="HD">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f"/>
<cpix:VideoFilter minPixels="589825" maxPixels="2073600" />
</cpix:ContentKeyUsageRule>
<!-- Rule for UHD video tracks (more than 1920x1080) -->
<cpix:ContentKeyUsageRule kid="75c6fa78-8b5d-6d75-9653-26f41b78d1a3"
intendedTrackType="UHD">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:VideoFilter minPixels="2073601" />
</cpix:ContentKeyUsageRule>
<!-- Rule for all audio tracks -->
<cpix:ContentKeyUsageRule kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
intendedTrackType="AUDIO">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f"/>
<cpix:AudioFilter />
</cpix:ContentKeyUsageRule>
</cpix:ContentKeyUsageRulelist>

Bl6: EBBEFANTY Y (SDHD/UHD1/UHD2) ICEHO AV TV F—, $RXTOA—F 1A~
Syl 1 20070V F—

<cpix:ContentKeyUsageRulelist>
<l-- Rule for SD video tracks (up to 1024x576) -->
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<cpix:ContentKeyUsageRule kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
intendedTrackType="SD">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:VideoFilter maxPixels="589824" />
</cpix:ContentKeyUsageRule>
<!l-- Rule for HD video tracks (more than 1024x576, up to 1920x1080) -->
<cpix:ContentKeyUsageRule kid="37e3de®@5-9a3b-4c69-8970-63c17a95e0b7"
intendedTrackType="HD">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:VideoFilter minPixels="589825" maxPixels="2073600" />
</cpix:ContentKeyUsageRule>
<!-- Rule for UHD1l video tracks (more than 1920x1080, up to 4096x2160) -->
<cpix:ContentKeyUsageRule kid="75c6fa78-8b5d-6d75-9653-26f41b78d1a3"
intendedTrackType="UHD1">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:VideoFilter minPixels="2073601" maxPixels="8847360" />
</cpix:ContentKeyUsageRule>
<!-- Rule for UHD2 video tracks (more than 4096x2160) -->
<cpix:ContentKeyUsageRule kid="63d2ec36-6b7c-9f34-4546-97d01f36f7c5"
intendedTrackType="UHD2">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:VideoFilter minPixels="8847361" />
</cpix:ContentKeyUsageRule>
<!-- Rule for all audio tracks -->
<cpix:ContentKeyUsageRule kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
intendedTrackType="AUDIO">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:AudioFilter />
</cpix:ContentKeyUsageRule>
</cpix:ContentKeyUsageRulelList>

Bl 7: B%3EFF NS5 Y U (SD/HD1/HD2/UHD1/UHD2) ICEBBO AV FoYF—, $XTOF—
FAFRNZYOC1 2O TV F—

<cpix:ContentKeyUsageRulelist>

<!-- Rule for SD video tracks (up to 1024x576) -->

<cpix:ContentKeyUsageRule kid="98ee5596-cd3e-a20d-163a-e382420c6eff"

intendedTrackType="SD">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:VideoFilter maxPixels="589824" />

</cpix:ContentKeyUsageRule>

<!-- Rule for HD1l video tracks (more than 1024x576, up to 1280x720) -->
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<cpix:ContentKeyUsageRule kid="37e3de®5-9a3b-4c69-8970-63c17a95e0b7"
intendedTrackType="HD1">

<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />

<cpix:VideoFilter minPixels="589825" maxPixels="921600" />
</cpix:ContentKeyUsageRule>

<!l-- Rule for HD2 video tracks (more than 1280x720, up to 1920x1080) -->
<cpix:ContentKeyUsageRule kid="cda406d8-9d87-4f76-92da-31110e756176"
intendedTrackType="HD2">
<cpix:KeyPeriodFilter
periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:VideoFilter minPixels="921601" maxPixels="2073600" />
</cpix:ContentKeyUsageRule>

<!l-- Rule for UHD1 video tracks (more than 1920x1080, up to 4096x2160) -->
<cpix:ContentKeyUsageRule kid="75c6fa78-8b5d-6d75-9653-26f41b78d1a3"
intendedTrackType="UHD1">

<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />

<cpix:VideoFilter minPixels="2073601" maxPixels="8847360" />
</cpix:ContentKeyUsageRule>

<!-- Rule for UHD2 video tracks (more than 4096x2160) -->
<cpix:ContentKeyUsageRule kid="63d2ec36-6b7c-9f34-4546-97d01f36f7c5"
intendedTrackType="UHD2">

<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />

<cpix:VideoFilter minPixels="8847361" />

</cpix:ContentKeyUsageRule>

<!-- Rule for all audio tracks -->

<cpix:ContentKeyUsageRule kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
intendedTrackType="AUDIO">

<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />

<cpix:AudioFilter />

</cpix:ContentKeyUsageRule>
</cpix:ContentKeyUsageRulelList>

Bl8: REBEFARNS Y Y (EROBMRA( TLEI) CEROOVFUYF—, TXTOF—
FAARNSYIICA DOV FIYF—

<cpix:ContentKeyUsageRulelList>
<!-- Rule for SD and HD video tracks-->
<cpix:ContentKeyUsageRule kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
intendedTrackType="SD+HD">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:VideoFilter maxPixels="442368" maxFps="30" hdr="false"/>
<cpix:VideoFilter minPixels="442369" maxPixels="2073600" maxFps="30" hdr="false"/>
</cpix:ContentKeyUsageRule>
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<!-- Rule for HDR, HFR and UHD video tracks-->
<cpix:ContentKeyUsageRule kid="37e3de®@5-9a3b-4c69-8970-63c17a95e0b7"
intendedTrackType="HDR+HFR+UHD">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:VideoFilter hdr="true" />
<cpix:VideoFilter minFps="30" />
<cpix:VideoFilter minPixels="20736001" />
</cpix:ContentKeyUsageRule>
<!-- Rule for all audio tracks-->
<cpix:ContentKeyUsageRule kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
intendedTrackType="AUDIO">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:AudioFilter />
</cpix:ContentKeyUsageRule>
</cpix:ContentKeyUsageRulelList>

BlO: IXTOEFARZYOIC1 20T oVF—, ATLABKONILFFYRILA—FT14F
NSy OICEBOO TV F—

<cpix:ContentKeyUsageRulelList>
<!-- Rule for video tracks-->
<cpix:ContentKeyUsageRule kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
intendedTrackType="VIDEQ">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:VideoFilter />
</cpix:ContentKeyUsageRule>
<!-- Rule for stereo audio tracks-->
<cpix:ContentKeyUsageRule kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
intendedTrackType="STEREO_AUDIO">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:AudioFilter maxChannels="2"/>
</cpix:ContentKeyUsageRule>
<!-- Rule for multichannel audio tracks-->
<cpix:ContentKeyUsageRule kid="7ae8e96f-309e-42c3-a510-24023d923373"
intendedTrackType="MULTICHANNEL_AUDIO">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<AudioFilter minChannels="3"/>
</cpix:ContentKeyUsageRule>
</cpix:ContentKeyUsageRulelList>

Bl 10: IXTOEFARZYIIC 12000 T oVYF—, ATLABLRT 2 DOBEOIILFF+
XNA—TF14ANZYOICEHOOA T Y F—
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<cpix:ContentKeyUsageRulelList>
<!l-- Rule for video tracks-->
<cpix:ContentKeyUsageRule kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
intendedTrackType="VIDEOQ">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:VideoFilter />
</cpix:ContentKeyUsageRule>
<l-- Rule for stereo audio tracks-->
<cpix:ContentKeyUsageRule kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
intendedTrackType="STEREO_AUDIO">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:AudioFilter maxChannels="2"/>
</cpix:ContentKeyUsageRule>
<!-- Rule for multichannel audio tracks (3 to 6 channels)-->
<cpix:ContentKeyUsageRule kid="7ae8e96f-309e-42c3-a510-24023d923373"
intendedTrackType="MULTICHANNEL_AUDIO_3_6">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:AudioFilter minChannels="3" maxChannels="6"/>
</cpix:ContentKeyUsageRule>
<!-- Rule for multichannel audio tracks (7 channels and more)-->
<cpix:ContentKeyUsageRule kid="81eb3761-55ff-4d22-a31d-94f@1bbfd8ba"
intendedTrackType="MULTICHANNEL_AUDIO_7">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:AudioFilter minChannels="7"/>
</cpix:ContentKeyUsageRule>
</cpix:ContentKeyUsageRulelList>

SPEKEAPIV2 -S54 70— 70—XYY RFEUCHL OF
I E INGY- 5]

RO URL ZBITHY . BERRTESY EE A,

POST https://speke-compatible-server/speke/v2.0/copyProtection
DOTARNRT A

CPIX RFa1 X2k,

DOTARAY A —
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=] ic] Eitad B7L)

AWS Authoriza XF5 1..1 AWS Sigv4 &5 R

tion

X-Amz-Security- String 1.1 AWS Sigv4 2588

Token

X-Amz-Date String 1.1 AWS Sigv4 228

Content-Type String 1.1 application/xml

X-Speke-Version String 1.1 DOTANTHERE
h% SPEKE API /N—
> 32, SPEKE v2.0
DFZEF M12.00 D&
S, MajorVersion.
MinorVersion &L T
ERLEIET,

LARYAAY A —

=] ic] i B7L)

X-Speke-User- X 75 1.1 F—7ONM A —%

Agent BETBXFT

Content-Type String 1.1 application/xml

X-Speke-Version String 1.1 DOTIANTHERAE

% SPEKE API /N—
32, SPEKE v2.0
NH\EF 2.0, D&
S, MajorVersion.
MinorVersion & L T
ERLEhET,
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LARZADYIIAN

HTTP J1—R RAO—RA ReE &t BA

200 (Success) CPIX 1.1 DASH-CPIX R4 O—
RLARA

4XX (Client D24AT > NIT— 1..1 D2AT > NIT—

error) Xy =3 OEA:]]

5XX (Server H—N—TIT5—XVY 1..1 H—N—IT5—DOH

error) - BH

(® Note

COEIZIVOH[CE, AVTUVF—OBESILIEEATVWERA, OAVTVYF—0
EESILZEMTRFECODVTR, OV TYF—0ESILESRL TSEEL,

JUT7THF—2BCVIVIAMNRAO—RDOZ A 76

ROFlE, T>OUT7EZASDRMF—7ONAE—AO—BOBSATIIOIANRAO—RER
LTVWET., TR, IRNTOEFARSYZIC1 20V TFUYF—, IRXTOA—F 1 F K
SV OIC1 20TV F—="FHYET,

<cpix:CPIX contentId="abcl23" version="2.3" xmlns:cpix="urn:dashif:org:cpix"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc">
<cpix:ContentKeylList>
<cpix:ContentKey explicitIV="0OFj2IjCsPIJFfMAxmQxLGPw==" kid="98ee5596-cd3e-a20d-163a-
€382420c6eff" commonEncryptionScheme="cbcs"></cpix:ContentKey>
<cpix:ContentKey explicitIV="L6jzdXrXAFbCIGBuMrrKrG==" kid="53abdba2-f210-43cb-bc90-
£18f9a890a02" commonEncryptionScheme="cbcs"></cpix:ContentKey>
</cpix:ContentKeylList>
<cpix:DRMSystemList>
<!-- FairPlay -->
<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="94ce86fb-07ff-4f43-adb8-93d2fa968ca2">
<cpix:HLSSignalingData playlist="media"></cpix:HLSSignalingData>
<cpix:HLSSignalingData playlist="master"></cpix:HLSSignalingData>
</cpix:DRMSystem>
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<cpix:DRMSystem kid="53abdba2-f210-43cb-bc90-f18f9a890a02"

systemId="94ce86Tb-07ff-4f43-adb8-93d2fa968ca2">
<cpix:HLSSignalingData playlist="media"></cpix:HLSSignalingData>
<cpix:HLSSignalingData playlist="master"></cpix:HLSSignalingData>

</cpix:

DRMSystem>

<!-- Widevine -->
<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21led">

<cpix:HLSSignalingData playlist="media"></cpix:HLSSignalingData>
<cpix:HLSSignalingData playlist="master"></cpix:HLSSignalingData>
<cpix:ContentProtectionData></cpix:ContentProtectionData>
<cpix:PSSH></cpix:PSSH>

</cpix:DRMSystem>

<cpix:DRMSystem kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21led">

<cpix:
<cpix:
<cpix:
<cpix:
</cpix:

HLSSignalingData playlist="media"></cpix:HLSSignalingData>
HLSSignalingData playlist="master"></cpix:HLSSignalingData>
ContentProtectionData></cpix:ContentProtectionData>
PSSH></cpix:PSSH>

DRMSystem>

<l-- Playready -->
<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="9a04f079-9840-4286-ab92-e65be@885f95">

<cpix:HLSSignalingData playlist="media"></cpix:HLSSignalingData>
<cpix:HLSSignalingData playlist="master"></cpix:HLSSignalingData>
<cpix:ContentProtectionData></cpix:ContentProtectionData>

<cpix:
<cpix:

PSSH></cpix:PSSH>
SmoothStreamingProtectionHeaderData></

cpix:SmoothStreamingProtectionHeaderData>

</cpix:

DRMSystem>

<cpix:DRMSystem kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
systemId="9a04f079-9840-4286-ab92-e65be@885f95" >

<cpix:
<cpix:
<cpix:
<cpix:
<cpix:

HLSSignalingData playlist="media"></cpix:HLSSignalingData>
HLSSignalingData playlist="master"></cpix:HLSSignalingData>
ContentProtectionData></cpix:ContentProtectionData>
PSSH></cpix:PSSH>

SmoothStreamingProtectionHeaderData></

cpix:SmoothStreamingProtectionHeaderData>

</cpix:

DRMSystem>

</cpix:DRMSystemList>
<cpix:ContentKeyPeriodList>
<cpix:ContentKeyPeriod id="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f"
index="1" />
</cpix:ContentKeyPeriodList>
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<cpix:ContentKeyUsageRulelist>
<cpix:ContentKeyUsageRule kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
intendedTrackType="VIDEQ">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:VideoFilter />
</cpix:ContentKeyUsageRule>
<cpix:ContentKeyUsageRule kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
intendedTrackType="AUDIO">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:AudioFilter />
</cpix:ContentKeyUsageRule>
</cpix:ContentKeyUsageRulelList>
</cpix:CPIX>

DVTTHF—ZBUCLARVARAMO—ROZ 176l

ROBIE, DRM F—7ONAHA =D S5O—MRABL AR ARAO—REZRLTVET HEHPT
KTRLEHIC, RYER[..] TEBEATLET),

<cpix:CPIX contentId="abcl23" version="2.3" xmlns:cpix="urn:dashif:org:cpix"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc">
<cpix:ContentKeylList>
<cpix:ContentKey explicitIV="0Fj2IjCsPIJFfMAxmQxLGPw==" kid="98ee5596-cd3e-a20d-163a-
e382420c6eff" commonEncryptionScheme="cbcs">
<cpix:Data>
<pskc:Secret>
<pskc:PlainValue>5dGAgwGuUYu4dHeHtN1xJw==</pskc:PlainValue>
</pskc:Secret>
</cpix:Data>
</cpix:ContentKey>
<cpix:ContentKey explicitIV="L6jzdXrXAFbCIGBuMrrKrG==" kid="53abdba2-f210-43cb-bc90-
£18f9a890a02" commonEncryptionScheme="cbcs">
<cpix:Data>
<pskc:Secret>
<pskc:PlainValue>h3toSFI1lyAYpfXVQ795m6x==</pskc:PlainValue>
</pskc:Secret>
</cpix:Data>
</cpix:ContentKey>
</cpix:ContentKeylList>
<cpix:DRMSystemList>
<l-- FairPlay -->
<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="94ce86fb-07ff-4f43-adb8-93d2fa968ca2">
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<cpix:
<cpix:
</cpix:

HLSSignalingData playlist="media">aHROcHM6LI[...]lWZm</cpix:HLSSignalingData>
HLSSignalingData playlist="master">Y29tLmFwc[...]1XJ5</cpix:HLSSignalingData>
DRMSystem>

<cpix:DRMSystem kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
systemId="94ce86fb-07ff-4f43-adb8-93d2fa968ca2">

<cpix:HLSSignalingData playlist="media">trBAnbMcj[...]Ju44</cpix:HLSSignalingData>
<cpix:HLSSignalingData playlist="master">mn626PjyR[...]2fi</cpix:HLSSignalingData>
</cpix:DRMSystem>
<!-- Widevine -->

<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21led">

<cpix:
<cpix:
<cpix:
<cpix:
</cpix:

HLSSignalingData playlist="media">Ifa2V5LWI1[...]InNB</cpix:HLSSignalingData>
HLSSignalingData playlist="master">0IARIQeSI[...]INd21</cpix:HLSSignalingData>
ContentProtectionData>RoNd21kzZXZ[...]Nib</cpix:ContentProtectionData>
PSSH>AAAAanBzc[...]A==</cpix:PSSH>

DRMSystem>

<cpix:DRMSystem kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21led">

<cpix:
<cpix:
<cpix:
<cpix:
</cpix:

HLSSignalingData playlist="media">1TznjvtzL[...]GfJ</cpix:HLSSignalingData>
HLSSignalingData playlist="master">XgzdzQH7p[...]lzeX</cpix:HLSSignalingData>
ContentProtectionData>TdgRnulsZ[...]JwDw</cpix:ContentProtectionData>
PSSH>mYZbjpWdS[...]D==</cpix:PSSH>

DRMSystem>

<!-- Playready -->
<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="9a04f079-9840-4286-ab92-e65be@885f95" >

<cpix:
<cpix:
<cpix:
<cpix:
<cpix:

HLSSignalingData playlist="media">HicXmbZ2m[...]4==</cpix:HLSSignalingData>
HLSSignalingData playlist="master">GVzdCIfa2[...]Eta</cpix:HLSSignalingData>
ContentProtectionData>t7WwH24FI[...]YCC</cpix:ContentProtectionData>
PSSH>FFFFanBzc[...]A==</cpix:PSSH>
SmoothStreamingProtectionHeaderData>s5RrJ12HL[...]JUBB</

cpix:SmoothStreamingProtectionHeaderData>

</cpix:

DRMSystem>

<cpix:DRMSystem kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
systemId="9a04f079-9840-4286-ab92-e65be@885f95">

<cpix:
<cpix:
<cpix:
<cpix:
<cpix:

HLSSignalingData playlist="media">BptGzwis2[...]Iej</cpix:HLSSignalingData>
HLSSignalingData playlist="master">3c9SXdVa0[...]MBH</cpix:HLSSignalingData>
ContentProtectionData>HotJCMQyc[...]GpU</cpix:ContentProtectionData>
PSSH>S6UD43ybN[...]f==</cpix:PSSH>
SmoothStreamingProtectionHeaderData>VBFUv20r0@[...]JeP</

cpix:SmoothStreamingProtectionHeaderData>

</cpix:

DRMSystem>

</cpix:DRMSystemList>
<cpix:ContentKeyPeriodlList>
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<cpix:ContentKeyPeriod id="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f"
index="1" />
</cpix:ContentKeyPeriodList>

<cpix:ContentKeyUsageRulelist>

<cpix:ContentKeyUsageRule kid="98ee5596-cd3e-a20d-163a-e382420c6eff"

intendedTrackType="VIDEO">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:VideoFilter />
</cpix:ContentKeyUsageRule>
<cpix:ContentKeyUsageRule kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
intendedTrackType="AUDIO">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:AudioFilter />
</cpix:ContentKeyUsageRule>
</cpix:ContentKeyUsageRulelList>
</cpix:CPIX>

SPEKE APIv2-VOD 7—270—XYVY RO HL OBl

O TABNDOEH
XD URL EHITHY), BEERATREDY FHEA,

POST https://speke-compatible-server/speke/v2.0/copyProtection

YO TRARKT A
CPIX KF1X> K,

JOTARAY S —
=1 i) R4 At EA
AWS Authoriza XF5 1.1 AWS Sigv4 228
tion
X-Amz-Security- String 1.1 AWS Sigv4 2R
Token
X-Amz-Date String 1.1 AWS Sigv4 22 R
Content-Type String 1.1 application/xml
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=] e Eied
X-Speke-Version String 1.1
LARYAAY A —

=1 i} e
X-Speke-User- XF5 1.1
Agent

Content-Type String 1.1
X-Speke-Version String 1.1

LARZAOUIIAN

HTTP J—R RAO—RA A4
200 (Success) CPIX 1.1
4XX (Client DSAT > NIT— 1.1
error) Xy t—

S

DOTANTHERASE
h % SPEKE API /N—
32, SPEKE v2.0
NHER 200 DK
S, MajorVersion.
MinorVersion & L T
ERLEhET,

S

F—7ONAMH—%
M al Y3 XF5

application/xml

DOTANTHERAE
h% SPEKE API /N—
> 32, SPEKE v2.0
DH\EE 2.0 DK
S (2, MajorVersion.
MinorVersion &L T
ERLEIhET,

S

DASH-CPIX X4 O—
RL AR A

DZATFT>RNIT—
OFL:
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R—hF—BLTARZI—F 1 K
HTTP J—R RAO—RA A4 B

5XX (Server H—N—TIT5—XY 1..1 H—-N—IT5—DH
error) +— BH

(@ Note

COEIZIVOB[ICE,. AVTUVF—OBESILEIEEATVWERA, OAVTVYF—0
EELZEBMTRDFECODVTR, OV TYF—0ESLESRL TS EEL,

U7 THF—ZEBCVIIAMRAAO—R® VOD i

ROBIE, T>OV72HS5 DRMF—7ONA A —NO—EHZEVOD UV ITARRAO—RETR
LTVWET, IXTOEFARNZYIICA1 20O ToYF—, IXNTOF—FAFRNTYTIC1
DOAVTUIF—HFHYUERT,

<cpix:CPIX contentId="abcl23" version="2.3" xmlns:cpix="urn:dashif:org:cpix"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc">
<cpix:ContentKeylList>

<cpix:ContentKey explicitIV="0Fj2IjCsPIFfMAxmQxLGPw==" kid="98ee5596-cd3e-a20d-163a-
e382420c6eff" commonEncryptionScheme="cbcs"></cpix:ContentKey>

<cpix:ContentKey explicitIV="L6jzdXrXAFbCIGBuMrrKrG==" kid="53abdba2-f210-43cb-bc90-
£18f9a890a02" commonEncryptionScheme="cbcs"></cpix:ContentKey>
</cpix:ContentKeylList>

<cpix:DRMSystemList>
<l-- FairPlay -->
<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="94ce86fb-07ff-4f43-adb8-93d2fa968ca2">
<cpix:HLSSignalingData playlist="media"></cpix:HLSSignalingData>
<cpix:HLSSignalingData playlist="master"></cpix:HLSSignalingData>
</cpix:DRMSystem>

<cpix:DRMSystem kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
systemId="94ce86fb-07ff-4f43-adb8-93d2fa968ca2">
<cpix:HLSSignalingData playlist="media"></cpix:HLSSignalingData>

<cpix:HLSSignalingData playlist="master"></cpix:HLSSignalingData>
</cpix:DRMSystem>

<!-- Widevine -->

<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21led">
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<cpix
<cpix
<cpix
<cpix
</cpix

:HLSSignalingData playlist="media"></cpix:HLSSignalingData>
:HLSSignalingData playlist="master"></cpix:HLSSignalingData>
:ContentProtectionData></cpix:ContentProtectionData>
:PSSH></cpix:PSSH>

:DRMSystem>

<cpix:DRMSystem kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21led">

<cpix
<cpix
<cpix
<cpix
</cpix

:HLSSignalingData playlist="media"></cpix:HLSSignalingData>
:HLSSignalingData playlist="master"></cpix:HLSSignalingData>
:ContentProtectionData></cpix:ContentProtectionData>
:PSSH></cpix:PSSH>

:DRMSystem>

<l-- Playready -->
<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="9a04f079-9840-4286-ab92-e65be@885f95">

<cpix
<cpix
<cpix
<cpix
<cpix

:HLSSignalingData playlist="media"></cpix:HLSSignalingData>
:HLSSignalingData playlist="master"></cpix:HLSSignalingData>
:ContentProtectionData></cpix:ContentProtectionData>
:PSSH></cpix:PSSH>

:SmoothStreamingProtectionHeaderData></

cpix:SmoothStreamingProtectionHeaderData>

</cpix

:DRMSystem>

<cpix:DRMSystem kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
systemId="9a04f079-9840-4286-ab92-e65be@885f95" >

<cpix
<cpix
<cpix
<cpix
<cpix

:HLSSignalingData playlist="media"></cpix:HLSSignalingData>
:HLSSignalingData playlist="master"></cpix:HLSSignalingData>
:ContentProtectionData></cpix:ContentProtectionData>
:PSSH></cpix:PSSH>

:SmoothStreamingProtectionHeaderData></

cpix:SmoothStreamingProtectionHeaderData>

</cpix

:DRMSystem>

</cpix:DRMSystemList>

<cpix:ContentKeyUsageRulelist>

<cpix:ContentKeyUsageRule kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
intendedTrackType="VIDEOQ">

<cpix
</cpix

:VideoFilter />
:ContentKeyUsageRule>

<cpix:ContentKeyUsageRule kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
intendedTrackType="AUDIO">

<cpix
</cpix

:AudioFilter />
:ContentKeyUsageRule>

</cpix:ContentKeyUsageRulelList>
</cpix:CPIX>
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JUTFTHEF—ZBUL AR ARAO— RO VOD #i

ROBIE, DRM F—7ONAF =D SO—MRABL AR ARAO—REZRLTVET HEHPT
KTBLEHIC, RYER[...] TEBEIATLET),

<cpix:CPIX contentId="abcl23" version="2.3" xmlns:cpix="urn:dashif:org:cpix"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc">
<cpix:ContentKeylList>
<cpix:ContentKey explicitIV="0Fj2IjCsPJFfMAxmQxLGPw==" kid="98ee5596-cd3e-a20d-163a-
€382420c6eff" commonEncryptionScheme="cbcs">
<cpix:Data>
<pskc:Secret>
<pskc:PlainValue>5dGAgwGuUYu4dHeHtN1xJw==</pskc:PlainValue>
</pskc:Secret>
</cpix:Data>
</cpix:ContentKey>
<cpix:ContentKey explicitIV="L6jzdXrXAFbCIGBuMrrKrG==" kid="53abdba2-f210-43cb-bc90-
£18f9a890a02" commonEncryptionScheme="cbcs">
<cpix:Data>
<pskc:Secret>
<pskc:PlainValue>h3toSFI1lyAYpfXVQ795m6x==</pskc:PlainValue>
</pskc:Secret>
</cpix:Data>
</cpix:ContentKey>
</cpix:ContentKeylList>
<cpix:DRMSystemList>
<!-- FairPlay -->
<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="94ce86fb-07ff-4f43-adb8-93d2fa968ca2">
<cpix:HLSSignalingData playlist="media">aHR@cHM6L[...]WZm</cpix:HLSSignalingData>
<cpix:HLSSignalingData playlist="master">Y29tLmFwc[...]XJ5</cpix:HLSSignalingData>
</cpix:DRMSystem>
<cpix:DRMSystem kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
systemId="94ce86fb-07ff-4f43-adb8-93d2fa968ca2">
<cpix:HLSSignalingData playlist="media">trBAnbMcj[...]Ju44</cpix:HLSSignalingData>
<cpix:HLSSignalingData playlist="master">mn626PjyR[...]2fi</cpix:HLSSignalingData>
</cpix:DRMSystem>
<l-- Widevine -->
<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21led">
<cpix:HLSSignalingData playlist="media">Ifa2V5LW1[...]nNB</cpix:HLSSignalingData>
<cpix:HLSSignalingData playlist="master">o0IARIQeSI[...]Nd21l</cpix:HLSSignalingData>
<cpix:ContentProtectionData>RoNd21kZXZ[...]Nib</cpix:ContentProtectionData>
<cpix:PSSH>AAAAanBzc[...]A==</cpix:PSSH>
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</cpix:DRMSystem>
<cpix:DRMSystem kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21led">
<cpix:HLSSignalingData playlist="media">1TznjvtzL[...]GfJ</cpix:HLSSignalingData>
<cpix:HLSSignalingData playlist="master">XgzdzQH7p[...]zeX</cpix:HLSSignalingData>
<cpix:ContentProtectionData>TdgRnulsZ[...]wDw</cpix:ContentProtectionData>
<cpix:PSSH>mYZbjpWdS[...]D==</cpix:PSSH>
</cpix:DRMSystem>
<l-- Playready -->
<cpix:DRMSystem kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
systemId="9a04f079-9840-4286-ab92-e65be@885f95">
<cpix:HLSSignalingData playlist="media">HicXmbZ2m[...]4==</cpix:HLSSignalingData>
<cpix:HLSSignalingData playlist="master">GVzdCIfa2[...]JEta</cpix:HLSSignalingData>
<cpix:ContentProtectionData>t7WwH24FI[...]YCC</cpix:ContentProtectionData>
<cpix:PSSH>FFFFanBzc[...]A==</cpix:PSSH>
<cpix:SmoothStreamingProtectionHeaderData>s5RrJ12HL[...]JUBB</
cpix:SmoothStreamingProtectionHeaderData>
</cpix:DRMSystem>
<cpix:DRMSystem kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
systemId="9a04f079-9840-4286-ab92-e65be@885f95">
<cpix:HLSSignalingData playlist="media">BptGzwis2[...]Iej</cpix:HLSSignalingData>
<cpix:HLSSignalingData playlist="master">3c9SXdVa@[...]MBH</cpix:HLSSignalingData>
<cpix:ContentProtectionData>HotJCMQyc[...]GpU</cpix:ContentProtectionData>
<cpix:PSSH>S6UD43ybN[...]f==</cpix:PSSH>
<cpix:SmoothStreamingProtectionHeaderData>VBFUv20rQ[...]JeP</
cpix:SmoothStreamingProtectionHeaderData>
</cpix:DRMSystem>
</cpix:DRMSystemList>
<cpix:ContentKeyUsageRulelist>
<cpix:ContentKeyUsageRule kid="98ee5596-cd3e-a20d-163a-e382420c6eff"
intendedTrackType="VIDEQ">
<cpix:VideoFilter />
</cpix:ContentKeyUsageRule>
<cpix:ContentKeyUsageRule kid="53abdba2-f210-43cb-bc90-f18f9a890a02"
intendedTrackType="AUDIO">
<cpix:AudioFilter />
</cpix:ContentKeyUsageRule>
</cpix:ContentKeyUsageRulelList>
</cpix:CPIX>
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SPEKE APIV2 - OV FT Y ¥—DES1L

HEIZISUTSPEKE REICOA TV F—OBESILZENTERT, ATV F—0OBES{LI.
ATV BAROBESHICMAT, BEAOIYTUOYF—ZBEHTRI LY, IV RY—-T
YROZTLBREERIELET, F—TONAMFA—ICChEZEZELTVEVWEERE. RFUAR—K
LAV—OBES{tEBOBFTLEZEFIVTAICERATAIELEBYET,

AWS VT RTEIMETAIVUZRIZAVT OV —BSLZERATSICE. SEXRSEHHEZ
AWS Certificate Manager IZ4 > R—K L, BEILT VT 1ET A ICTOFEROIAHEE ARN ZFEH
LET, IV VTRIE, GIAEARN E ACM Y —ERZFEAL T, BS{tehLdD TV F—
ZDRM F—7ONAMA—IZRELE T,

HRER

SPEKE l&, DASH-IF CPIX ft#&THEEE TV A TV F—BS{tEYR—MLET, L
L. ROBIRFHY) KT,

« SPEKE &, VITARBRVL AR ARASA O— RICFT R BB (XMLDSIG) ZH7R— bk
LTLWEREA,

« SPEKE (& 2048 EY R RSAR—ADIIAENBETT,

S DOFEIRIE. DASH-IF D HAZNA X EFWICERBEE N TVET,

ATV F—DOES{LDRE
ATV ORSF—2RMHEITSHICE. DRMF—7ONAMF—DOREICROEEZEHET,

c DOTAMRAO—RELARYARAO— RTERK <cpix:DeliveryDatalist> ZEL &
¥,

« LARVARAO—R® <cpix:ContentKeylList> ICHES{tENIEZALLET,

CNSDEZROFMIIDOVWTIE, DASH-IF CPIX23 A ZZRL TS EZ L,

LARARAO—ROAV TV F—BS{LEROH <cpix:DeliveryDatalist>

<cpix:CPIX contentId="abcl23"
version="2.3"
xmlns:cpix="urn:dashif:org:cpix"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc">
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<cpix:DeliveryDatalist>
<cpix:DeliveryData id="<ORIGIN SERVER ID>">
<cpix:DeliveryKey>
<ds:X509Data>
<ds:X509Certificate><X.509 CERTIFICATE, BASE-64 ENCODED></
ds:X509Certificate>
</ds:X509Data>
</cpix:DeliveryKey>
</cpix:DeliveryData>
</cpix:DeliveryDatalist>
<cpix:ContentKeylList>

</cpix:ContentKeylList>
</cpix:CPIX>

LARYARAO—ROOAV TV F—ESILEEDH] <cpix:DeliveryDatalist>

<cpix:CPIX contentId="abcl23"
version="2.3"
xmlns:cpix="urn:dashif:org:cpix"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc">
<cpix:DeliveryDatalist>
<cpix:DeliveryData id="<ORIGIN SERVER ID>">
<cpix:DeliveryKey>
<ds:X509Data>
<ds:X509Certificate><X.509 CERTIFICATE, BASE-64 ENCODED></
ds:X509Certificate>
</ds:X509Data>
</cpix:DeliveryKey>
<cpix:DocumentKey Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-cbc">
<cpix:Data>
<pskc:Secret>
<pskc:EncryptedValue>
<enc:EncryptionMethod Algorithm="http://www.w3.01g/2001/04/
xmlenc#rsa-oaep-mgflp" />
<enc:CipherData>
<enc:CipherValue><RSA CIPHER VALUE></enc:CipherValue>
</enc:CipherData>
</pskc:EncryptedValue>

<pskc:ValueMAC>qnei/5TsfUwDu+8bhsZrL jDRDngvmnUZD2eva7SfXWw=</
pskc:ValueMAC>

</pskc:Secret>
</cpix:Data>
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</cpix:DocumentKey>
<cpix:MACMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#hmac-
shab512">
<cpix:Key>
<pskc:EncryptedValue>
<enc:EncryptionMethod Algorithm="http://www.w3.01rg/2001/04/
xmlenc#rsa-oaep-mgflp" />
<enc:CipherData>
<enc:CipherValue><RSA CIPHER VALUE></enc:CipherValue>
</enc:CipherData>
</pskc:EncryptedValue>
<pskc:ValueMAC>DGqdpHUfFKxdsO9+EWrPjtdTCVfjPLwwtzECFC/jOxY=</
pskc:ValueMAC>
</cpix:Key>
</cpix:MACMethod>
</cpix:DeliveryData>
</cpix:DeliveryDatalist>
<cpix:ContentKeylList>

</cpix:ContentKeylList>
</cpix:CPIX>

LARARAA—ROOAV TV F—BSILEROH <cpix:ContentKeylList>

ROPlE, LARYARAO— ROD <cpix:ContentKeylList> BETHES{tEhEI TV
F—OMEBZERLTVWET, Chld <pskc:EncryptedvValue> EEXZFERALET,

<cpix:ContentKeylList>
<cpix:ContentKey explicitIV="0Fj2IjCsPIJFfMAxmQxLGPw==" kid="98ee5596-cd3e-
a20d-163a-e382420c6eff" commonEncryptionScheme="cbcs">
<cpix:Data>
<pskc:Secret>
<pskc:EncryptedValue>
<enc:EncryptionMethod Algorithm="http://www.w3.01rg/2001/04/
xmlenc#aes256-cbc" />
<enc:CipherData>
<enc:CipherValue>NJYebfvI2TdMm3k6v
+rLNVYbONoTJoTLBBdbpe8nmilEfp82SKa7MkqTn21mQBPB</enc:CipherValue>
</enc:CipherData>
</pskc:EncryptedValue>
<pskc:ValueMAC>t91W4WCebfS1GP+dh@IicMs+2+jnrAmfDasWU6VGHc4=</
pskc:ValueMAC>
</pskc:Secret>
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</cpix:Data>
</cpix:ContentKey>
</cpix:ContentKeylList>

chiCRLT, UTFoflE, JVTFF—ELTHESLEATOWAVI T OYF—ZF OEEDL A
ROARAO—RZRLTVET, hld <pskc:PlainValue> BEXZMFEALE T,

<cpix:ContentKeylList>
<cpix:ContentKey explicitIV="0Fj2IjCsPIFfMAxmQxLGPw==" kid="98ee5596-cd3e-
a20d-163a-e382420c6eff" commonEncryptionScheme="cbcs">
<cpix:Data>
<pskc:Secret>
<pskc:PlainValue>5dGAgwGuUYu4dHeHtN1xJw==</pskc:PlainValue>
</pskc:Secret>
</cpix:Data>
</cpix:ContentKey>
</cpix:ContentKeylList>

SPEKE API V2 - ¥F—& Bl FDOFA—/N—F 4 R

IVoUTRR, F—2ETEFICHFLVF—EEF KD) 2ERLET. YITARTKD %
DRM F—7'ONAF—ICELET, BEALEDEE., F—7ONAMF—ERELU KID #FEHAL THE
LETH. LAKVADOKD CEEADEEEMTEET,

AT, KID11111111-1111-1111-1111-111111111111 OV 9T AKBITT,

<cpix:CPIX contentId="abcl23" version="2.3" xmlns:cpix="urn:dashif:org:cpix"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc">
<cpix:ContentKeylList>
<cpix:ContentKey explicitIV="0Fj2IjCsPJFfMAxmQxLGPw=="
kid="11111111-12111-1111-1111-12121111111111" commonEncryptionScheme="cbcs"></
cpix:ContentKey>
</cpix:ContentKeylList>
<cpix:DRMSystemList>
<!-- Widevine -->
<cpix:DRMSystem kid="11111111-1111-1111-1111-1221111111221211"
systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21led">
<cpix:HLSSignalingData playlist="media"></cpix:HLSSignalingData>
<cpix:HLSSignalingData playlist="master"></cpix:HLSSignalingData>
<cpix:ContentProtectionData></cpix:ContentProtectionData>
<cpix:PSSH></cpix:PSSH>
</cpix:DRMSystem>
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</cpix:DRMSystemList>
<cpix:ContentKeyPeriodlList>
<cpix:ContentKeyPeriod id="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f"
index="1" />
</cpix:ContentKeyPeriodList>
<cpix:ContentKeyUsageRulelist>
<cpix:ContentKeyUsageRule kid="11111111-1111-1111-1111-111131113132111"
intendedTrackType="VIDEO">
<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />
<cpix:VideoFilter />
</cpix:ContentKeyUsageRule>
</cpix:ContentKeyUsageRulelList>
</cpix:CPIX>

ROL AR A, KID & 22222222-2222-2222-2222-222222222222 ([ZA—N—F 4 RL &
ERD

<cpix:CPIX contentId="abcl23" version="2.3" xmlns:cpix="urn:dashif:org:cpix"
xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc">
<cpix:ContentKeylList>
<cpix:ContentKey explicitIV="0OFj2IjCsPJFfMAxmQxLGPw=="
kid="22222222-2222-2222-2222-222222222222" commonEncryptionScheme="cbcs">
<cpix:Data>
<pskc:Secret>
<pskc:PlainValue>5dGAgwGuUYu4dHeHtN1xJw==</pskc:PlainValue>
</pskc:Secret>
</cpix:Data>
</cpix:ContentKey>
</cpix:ContentKeylList>
<cpix:DRMSystemList>
<!-- Widevine -->
<cpix:DRMSystem kid="22222222-2222-2222-2222-222222222222"
systemId="edef8ba9-79d6-4ace-a3c8-27dcd51d21led">
<cpix:HLSSignalingData playlist="media">Ifa2V5LW1[...]nNB</cpix:HLSSignalingData>
<cpix:HLSSignalingData playlist="master">oIARIQeSI[...]Nd21</cpix:HLSSignalingData>
<cpix:ContentProtectionData>RoNd21kZXZ[...]Nib</cpix:ContentProtectionData>
<cpix:PSSH>AAAAanBzc[...]A==</cpix:PSSH>
</cpix:DRMSystem>
</cpix:DRMSystemList>
<cpix:ContentKeyPeriodList>
<cpix:ContentKeyPeriod id="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f"
index="1" />
</cpix:ContentKeyPeriodlList>
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<cpix:ContentKeyUsageRulelist>

<cpix:ContentKeyUsageRule kid="22222222-2222-2222-2222-222222222222"
intendedTrackType="VIDEQ">

<cpix:KeyPeriodFilter periodId="keyPeriod_0909829f-40ff-4625-90fa-75da3e53278f" />

<cpix:VideoFilter />

</cpix:ContentKeyUsageRule>

</cpix:ContentKeyUsageRulelList>
</cpix:CPIX>
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