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FTHRENFTAEND, EEEFINfFTEEIET,

AmazonSecurityL akeMetaStoreManager AWS Y &x—2 R7R > —ZF XY FL T, Security Lake
PETF—RLAVERERTDH. T—RZIVITJVLET, ORI —IF, Security Lake #"V—R
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ASEFETBraw AV B RPAARY hF—20HE, £, O— R (ETL) D3 TEHR-—KrT3
HIZBETT,

AT Y 7 2: Amazon Security Lake ZBMIC T3

Security Lake 27’07 Z ATERIC T B I(ZIE. Security Lake APl @ CreateDataLake AR L —> 3
VEFEALET. 2HAL TVSH A& AWS CLI, create-data-lake AN RZERITLET, VY
TARNTW, configurations#7< I NMregion7 41 —J)L RZEMEHL T, Security Lake &
BMICTR)—2a>o)—23a>]—ReEELET, U—232O—ROUARIDVTRE,
FAWS 2D ) 77 L > A1 ® "Amazon Security Lake T RIRA 2~y Z2SBLTLSEE L,

Bl 1

ROAN REITIE, us-east-1B &KV us-east-21)— 3> T Security Lake ZEMICLE T,
E550)—23arTE, COF—ZL AV Amazon S3 YR—Y RF—THEB{LEhET, #7
S IUNE 365 BERICHRYINIZAY, 721U MNE 60 BHEIZ ONEZONE_IAS3 AL —2 05
ACBITLET, COFlE Linux, macOS, FhlE Unix BIC7#—I Y RENTHY, AP TE
ZOLEEERLEHICNYIAT YD () DITHREXFZFEALTVET,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":[{"days":60,"storageClass" :"ONEZONE_IA"}1}},
{"encryptionConfiguration": {"kmsKeyId":"S3 MANAGED_KEY"},"region":"us-

east-2","lifecycleConfiguration": {"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}13}3}1" \

--meta-store-manager-role-arn "arn:aws:iam:us-east-1:123456789012:role/service-role/
AmazonSecuritylLakeMetaStoreManager"

$il 2

ROIAX > RBITEE. us-east-21)—2 32 T Security Lake ZBEMICLET, cOTF—XL A
[&. AWS Key Management Service () TERENEHAZN—NZ—I RF—THRS{LENET
AWS KMS, #7219 N 500 BEIZHIRYINIZEY, #7219 Mg 30 H#IZ GLACIER S3
ARL=20ZAEBITLET. OB Linux, macOS, £k Unix AIC7A—X Y hEhTH
V), AR TEZAMLEEEDLEHICNYIAT YD1 () DITHEXFEFALTVET,

$ aws securitylake create-data-lake \
--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"1234abcd-12ab-34cd-56ef-1234567890ab"},"region":"us-

AT Y 7 2: Amazon Security Lake ZEMIZ T2 17
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east-2","lifecycleConfiguration": {"expiration":{"days":500},"transitions":
[{"days":30,"storageClass":"GLACIER"}13}}1' \

--meta-store-managex-role-axn "arn:aws:iam:us-east-1:123456789012:role/sexrvice-role/
AmazonSecuritylakeMetaStoreManager"

(@ Note

Security Lake ZBEICEMICLTVWT, U—2a>FERY —ADREZEFHTHEEE.
UpdateDataLake AR L —> 3> ZERATEH. ZFEATSHEE AWS Cllupdate-data-
lake IV REEAL £ T, CreateDataLake ARL -3V EFEALBVTSEE L,

ATYT B V—ARERETD

Security Lake l&, S FETEXBY—ANL S, AWSTHIOKNBRTAWS V=2 areaghrsOy
EARINTF—REZRELE T, UTOFIEICH > T, Security Lake ICIREE B EVWF—XZHE
LTLKEEVW, ChsOFER, T/ T4 7 ICHR—KRENTVWD AWS OH—ERX B#Y—REL
TEMTRBEEICOKAMBEATEERT, NARXRLY—ADEMIZDOVTIE, Security Lake D AR L
V—ANST—22z2PRETD 2B L TLEEL,

120 E0OL 923>y —AZ7A0 7 ATERT S, Security Lake APl @
CreateAWSLogSource ARL—> 3> ZFERALTLKEEV, Y—AZ &IZ, sourceName/VT X —
ZICHIBEEOEEZEELET, 7723V TEMONTA—2—ZFALT, V-AOEHEZRE
DT HI> N (accounts) FEEFFEN/N—2 3> (sourceVersion) ICHIBRLET,

® Note

DOTARNIATSa>ONTA—22EHEVES, Security Lake l&, BRATB/INT X —
RIZIWUT, BEEChEY—ADIXNTOTHI 2 NELEFEIXNTON—2a3aICUIOTA
RZBRALET, LA, HHEBMOZEEE Nz Security Lake BEEE Haccounts/N 7
X—BRZBRNU 2B S, Security Lake @ VT ARNZHEBROINTOTHV Y MIEAL
F9, [AHKIC, sourceVersion/\T X—RZBRINT B &, Security Lake FIEEE hizY —
ADINXNTON—=2IVICUOIANEBERALED,

Security Lake ZBMICLTWEWI =232 2 JTARNTEETDE, IZ7—HFRELET,
NDIZ—IZ T BICIE, regionsF L A I Security Lake ZBEMICLEU -3 DA EERET S
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KO LTLKEZV, £llE, U—23 2 T Security Lake ZEMICLTAS VI I AN ZBERE
TBHIEETEXRT,

T hJ> T Security Lake Z#®H TEMICT D &, BRRLUEITXNTOOTY—REARKNY—RA
15 BEOENARABBICEENET T, FABROFMEICOVTRE., "FARREEEIANDE
1 ZSRLTSEE,

ATY 7 4 ANL—=REEO-NTYTI—=23 202K ETD (7
>3a)

Security Lake ICT— X ZR7F TS Amazon S3 AL —C VS AEFNOHBZEETEE T, O—
WTFY7)=23a> zBELT, BERO)—23a>0F—3%2ZRETDEETEET, chslFEF
TAVDODATYTTT, FHMICOVWTIE, Security LakeD T4 74 V) EE, #58BL TL
e\,

Security Lake ZBEMICT B EZICTAOTSALTE—TY NBBEZERT S ICIE. Security Lake API
® CreateDataLakeARL —2 3> ZFEAL ET, Security Lake ZEEICHERICLTWT, 2—F VY k
BEZE&RTHHESE. UpdateDataLake A RL —> 3> TlE %< CreateDataLakeFARL —> 3
VEFERALET,

WIFhOBRETE, HR—RENTVWAINTIX—R2EFEAL THEBREZEELET,

s O—=IT7Yy7T)—=232 FEBETSICE,. region71—J)LREFEHALT, O—=ILT7vy7F)—23
JICTF—RERMHIDZ V-3 EEELET, replicationConfiguration #7210 b~
DregionsE3<T, FEO—-INF7yv7U)—a3a>o)—oa>y]1—ReEBELES, V=23
O—ROUVARNIDOVTE., TAWS &0 1) 77 L > A1 @ "Amazon Security Lake T2 KRR A
Tk EBBLTLEEL,

s TRORTFHREEEETSHICE, lifecycleConfiguration/NTX—XZFEALET,

« transitionsiZi&, BE® Amazon S3 ANL —2 9T A (storageClass ) IZS3A7oT
I NEREFETDEFTAE (days) ZEEELF T,

- expirationlCld, AT IV MNERENTHAS, FENDARNL—D 9T RAEFMALT
Amazon S3ICAT DIV NZRETZIEHABEZLEELET.,. CORBHEBIKRTITD L, 7#
7T NSHIRYINICAKY), Amazon S3 EZEhSs ZHIBRLET,

Security Lake (&, EENERIFHREZ configurations 72T I KD region 714 —JLR
TEELEV—23aVICERALEY,
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FEZWF, ROOAXVRIEE, O—IITF7vy )= 3aap-northeast-2& LT Z2FEALTF—XL
A1 OZERLET, us-east-1 V=321, ap-northeast-2)—2 3V IcF—XE2RHLE
T, cOBITRE. FT—RLAVICEBMENEATS IV NOEMHREZ 10 AERELF T,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylLakeS3ReplicationRole"},"lifecycleConfiguration": {"expiration":

{"days":103}}}]1"' \

--meta-store-manager-xole-arn "arn:aws:iam::123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"

T, F—2L AU EREhEL &, Security Lake APl @ ListDatalLakesARL — 3 > % H
LT, &U—23 27T Security Lake EF—ZL A VFBREN BB DTVWBR L ZHALET,

F—RLAVDERBFICEERXIS—AFREL LHEIE., ListDataLakeExceptions AR L —> 3>
ZFERALTHINDUARNERRL, CreateDatalLakeExceptionSubscription #XR L —3 3> THlH %=
I—Y—ICBATEET, HFHAICLOVWTR, "F—ERLAVAT—RAONT I —FT429
BSBLTLSEETL,

ATY7 5 MEOT—RERRFLTIIVIS

F—RL AV ZERL =S, Amazon Athena FEREEHEOH—EAZERAL T, AWS Lake
Formation F—ZXR—AXRT—T NS TF—RERRB LTI T TEET, Security Lake &7
OJZATEMCTRE, F—ER—AEI—OT7 V7 EAHFTEEBNICHEENELA. OFT—
RLAVEBETNIURNE, BETZTF—EIR—ARET—TILOIIVICERTS IAMO-)L

I 7 7t ASELECTEF O] =45 AWS Lake Formation 24BN HVET, O—I)LICE2EL<EE
Data Analyst #ERABETT, #ERLARILOFEMIC DOV T, Lake Formation R)LYF, & TIAM
HBRUTZ77LVAL Z28RBLTLKEEV, SELECTH#RZFETHFIEIZOVTIE, TAWS Lake
Formation BERE A Ra @ "ERIfE UV —AXYV Y RZFEAL £ Data Catalog #£RDF 5. &
SHBLTLSEETL,

ATYVT 6 HTROZAN—%ERTS

F—RLAVEERLES, T—R2EFRATRIHTRAIZAN—ZEBNTEET, YT RAITA4/N—
&, Amazon S3NT Y NADAT DIV NIBETVEATEN, F—EFLAVICOTVERTY

BPLETT—REFERATEET. YTRISAN—OFHMCOVTIFE, "Security Lake TOHT A

DZAN—EE, BSRLTEEV,

ATV 5 MANF—RERRLTIIUTS 20
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Security Lake AWS OrganizationsT®» TOEBHO T HD >
NDERE

Amazon Security Lake Z AL T, BHOAWS 7HI KA SEFIVFAOTEARV NE
IRETEFET, BBOTHINOEBZEBLE LT SE{LT B, Security Lake ZAWS
OrganizationsEHETH L ZES<BEFSHLET,

HEBTE, HBOERICEATZITHIVNIEBT NI NEBENET T, Security Lake %
Organizations EMETBICIE, BEETHV Y MFEBOZEEE Nz Security Lake EEET HU >
NZIEETIHENf HYET,

Z{F& iz Security Lake BB & &, Security Lake ZBMICL, X>/N— 7 AT N® Security
Lake BREZBRTEET, ZEEEEIE, Security Lake M"BMICBE2>TVAWS U—23 2% F KX
TO TCEHEEFALTWAD—2a> IV RRAUMNIBRELS )., @2EkoOT A/ R M2
ETEET, ZAEEEERG. FLWEBT7HOMOATEARY NTF—2ZEBNICIRETSE LS
(Z Security Lake ZFETD CEETEXRT,

FEE Nz Security Lake BB E I, BEENFFSNEXN—TAHOMOOTERTARU B
T—RIZTIVEATEET, LIEANS>T, BEIBXIN—THIVRNIFFRETRDT—RZRET
&SI Security Lake ZHBRTEER T, £, BENTSNEXN—=THI NFABETDT—
REFAITIEREYTRIZAN—INETZEETEET,

BBAOEBDT 717> N T Security Lake ZBEMICTHICIE. FTHEBOBEET HV > NFERE
NDEEE iz Security Lake EBET NV RN EEBETILENHVET, ChTEEEShEEE
(&, #A#D Security Lake ZBEMILL TRRETEE T,

/A Important

Security Lake @ RegisterDatal akeDelegatedAdministrator APl Z £ L T, Security Lake
ICHEBANDT UV A%ZHFTL, Organizations DEFE N -EBEEZZERLET,
Organizations O APl ZEA L TEEEEEZER TS &, Organizations D —E X I

D2 0EnEO—IAFEEBCERENABVIAREI HYVET, TLBHEEEZBERTSIC
l&. Security Lake APIs 2B L £9,

Organizations DY K7 Y 7IZDW Tk, TAWS Organizations 1—H'—7 4 K1 @ TH#HBOEK
EEE, ZZRLTSEZL,

21
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® BE1ED Security Lake 7HT > DB E

2025 F 4 A 17 H& V) BIIC Security Lake ZBICL 2BEE. ZBMCITR 26
HBLETVY—RAEEOLEHOY—EAD>IO—)L (SLR) 7 VAR, <® SLR ZfE
B33C&T, EMNBEZRIVJENT =X ADOO a2 EETED D, LA4ATV
D—EAARNZEIRTED AR HVET, <O SLRICEERITSNET IV AFADEF
MICOVWTR, T Z8RBULTLKEEVWDY—RAEEBEOLEHOY—EAU 20— (SLR)
T 7 AFFH,

Security Lake A2V —I)LZEATRHE. ZEVCTHILSICROIZIBBHNEFEh

F 9 AWSServiceRoleForSecurityLakeResourceManagement, Zf£f 9 254 (FAWS

CLI, "Security Lake Y —ERAICU> O hiO—I)LOEK Z2ZBBLTILEEV,

Z{EE N /- Security Lake B EZICHI2EELEZEEE

Security Lake TEEET N EEBENEDLS ICBETINEZERTDIARDERICFEL TLKEE
Wo

EEERERTNTOU—I 3V THA-TT,

FAEBEEERTDE. TOEEEEEN Security Lake ZEMICTZ2IXNTO—23 >0
EEEBEICKEYET,

OJF—HAATTHI> K% Security Lake ZEEEEEEL L TRET DL EZHEHLET,

Log Archive 7H D NEAWS Z7HUU R, IXTOEF1VFT(EEOTOBMYIAKE T —N
A17E5A0O TY, BE., COTHAIRNOT IR, AVT AT ARBEETOSEEAY
EFI1VFTAF—LBE, PBOI-Y—ICBREENET. Log Archive 712 K% Security
Lake DEFEEBEELTHREL T, AVTFANDYYEAZR/PRICHMATERI) T 1 EHE
ODOTEARVRNERRTEDRSICTBCLEZBBHOLET,

£/, Log Archive PHIOV NIBEET7 IVELATEZODRFRENPIREOI—H—DOHKICTEILEED
BOLET, COBIRTIL—TLUINT, Security Lake FWNET 2 F—RICI—H—HNTIEAT
ZUENHDEEE., TOI1—H—% Security Lake Y7 AT T4/ N—E L TEBMTEET, #
TRIOZAN—%BMITBDHEICOVTIE, TSecurity Lake TOHT AV TAN—EE, B#SH
LTLKEEL,

AWS Control Towerf —EAZFEALBWVEEE. OFT7—HA T T HI > MRV ATEEHED
HY)ETF, LogArchive PHO U MCDODVWTHEHLLKE, EF21UFAVTT7LYAT—FT0
F ¥ @ "Security OU — Log Archive 7H D>~ Z#5BL TS EE LV, AWS

FEE h - Security Lake BB E (BT EELEEEIE 22
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BEE, EETHLEEBEZ 1 BETEOZENTERT,

Security Lake EE &, HBH1V) 1 BOAKTT,
HBEBT7HO N Z2REBEEBEICTRELEEFITEEEA.

AWSEFIVTADORARNT ST A AL BRDMBEORRICEIVT, HBEBTHIVNEE
FEBEICTRELERFTEEEA,

ZERENIEERBEZE, TOTA7BEBIBELTVRREN HYET,

HBZHIBRTDE, ZEEENLEEBET N NI Security Lake ZBEBTEALS AV ET, Hl
NEBOEXEEBREZIEET SN, HBO—PTRBEVAZ ROV FHJ > NT Security
Lake ZEH T2 BENf HVET,

ZEETN-EEREZEETSICE IAMFANBETY

Z1T Security Lake BEIEEZEE T D5 S. Security Lake ZBRICL, RORVZ—AFT—KR XK
[CEREHE N TV HEDAWS Organizations APl ARL —2 3V ZERATR OO T 7 AFFAH &
ETY,

AWS Identity and Access Management(IAM) R > —DOREICKDAT—R X MNZEMLT, C
NSOT UV EAHHERETEET,

"Sid": "Grant permissions to designate a delegated Security Lake administrator",

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

RECIEBEBEEZEETDICE IAMBFANBETT 23
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FEE N iz Security Lake EEBEZIBEL. XON—THhIU K %
EMULET,

TOBEAFEEZRBIRL T, HBOEEE i Security Lake EBET DO MNEIBELET, HRBE
B7HORNO&D, HBOZEFENEEBET NV NEZIBETEET, HBOEBRTHUVNE
HBOZEEFEBETNINITRELERFTEFREA,

® Note

- HEBEBT HDU > MK, Security Lake @
RegisterDatalakeDelegatedAdministrator #ARL—> 3> ZFEAL T, EFEEh
= Security Hub BB ET HI > N EIBETIHENH V) £9, Organizations ZBEL TE
f£& I iz Security Lake EEBEDEER T R—hEThTLVERE A,

c ABOEFETNIEEREZEE IR HAR. FIEEOEECILEEEZHRIDIME
AHVET, TOER, HILKEFSII-EEEZEETERY,

Console

1. Security Lake 11>V —JL https://console.aws.amazon.com/securitylake/ ZB & &7,

EBDNEET NI NORRRLEHRZFEAL TH A2 A2 LET,

2. - Security Lake A"EEBMICHE>TVEVEEE., "TRRUHIC, ZFIRL, Security Lake
EEMICTD, R—T T Security Lake DEFEBEZEEL X,

- Security Lake A" T TIZBMICHE > TWBBER., RER—I TEMEE hizSecurity Lake®
BEZEELET,

3. BREROTAHDNCIEER T, QFF—HATTAHIND 12 HIOAWS FHD> N ID
BEABDLET,

OJF7—HhA 7 ZFE Security Lake BB EE L THEATZ L E2BEOLET, M
D2V\WTIk., "EZFEEN7 Security Lake BEEEEICEITHIEELEZEEE , 2R K EE
Lo

4. [EF] ZBIRUET, Security Lake N ELEBMICH > TV EVEEE., EFCh-EEE
ZEETDE, REDOD—232TEOT AV MIXL T Security Lake A"BMICEY &
CB

FEE 1 /- Security Lake BEEZIEEL ., XUN—THO ~NZEBMLET, 24


https://console.aws.amazon.com/securitylake/
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API

7O LATEREEEZIEET SICEF. Security Lake API O
RegisterDatalakeDelegatedAdministratorA R L —>3a > AL £, HBEBTHI MY
5 ARL—23aV 2RV HIXEN HYET, Z2FAL TVBBERFAWSCLI, EBEETH
> NH S register-data-lake-delegated-administrator I¥ > RZR{TLET, UIITAKNT,
accountId\ZX—XZFEAL T, HBOEZEEEEETHVNELTAWS THU YV NEET
2012KOT7HINIDZIBELET,

FFEAE, ROAWSCLIONY RIEFENEEEBEEZIEELE T, < DHllE Linux., macOS.
EEE Unix BIC74—T Y RENTHY, BAPTEERLEEBEHIC/NYIRSYS I ()
DITHEXFZEEFERALTVET,

$ aws securitylake register-data-lake-delegated-administrator \
--account-id 123456789012

ZEEEEEF., FLVABTHIY NOAWSOT EARY NTF—ROPREZBEHLTD L
ELETEET, CORETR., THOUVRMERBRICEMEND E, :ILWFHT MT Security
Lake 2" BBHIICERMIZ V) £FAWS Organizations, ZEEEE L. Security Lake APl ®
CreateDatalakeOrganizationConfiguration AR L —> 3> & FEHR9I5 A, AWSCLI ZFERAL TV
%154 & create-data-lake-organization-configuration N> RZZETL T, COREEZEFMICT
EET, VDIVIARNTR, ILLT7AHINOBENRELZIEETD_ELEETEET,

EEZIE, ROAWS CLION > Rik, Security Lake &, #TL WEBE T HJ> N T® Amazon
Route 53 U YV L/N—2 T U O%, AWS Security Hub CSPM#& &R, Amazon Virtual Private
Cloud (Amazon VPC) 7O—OJ OREZBEBWIZERMICLET. ZOFIE Linux, macOS, &
EEUnix AIC7 A=Y REnTHY, AR TEZMLEEERLHICNYIATYZ 1 () D
THEXFEFEALTVET,

$ aws securitylake create-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName" :"ROUTE53"}, {"sourceName" :"SH_FINDINGS"}, {"sourceName":"VPC_FLOW"}1}1"'

HBEBT NI MEEEINEEBRELZIEETD L, BEEEFIMAMBICTL T Security Lake 28
MILTEBRTEDRSICBYET, chillE, HBROBEYOT7HYY NOAWSOT E AR K
T—RZRET B - D Security Lake DEMLEBRENEENET T, FHMICOWVWTIE. TSecurity
Lake AWS DH—EAX TO ASOTF—2RE, ZZRLTLKEEZL,

FEFE N/ Security Lake BEEEZIBEL., XON—THI R ZEMLET, 25
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GetDataLakeOrganizationConfiguration ZR L —2 3> ZFEAL T, HILWXN=THO MO
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DeregisterDataLakeDelegatedAdministrator AL —2 3> ZFEHALE T, ABEBTHIO DS
ARL—=23 2O HIBEN B ET. 2FALTVRIHFEFEAWS CLL, EBEBRTHI N
A5 deregister-data-lake-delegated-administrator AN > R&ZRITLE T,

EEAEE., ROAWS CLION > Rk, ZfE Security Lake EEEZHIBRLE T,

$ aws securitylake deregister-data-lake-delegated-administratox

ZAEBEDEEEREZFLEN S, ILWAXUN=THINOBBREEZZE TSI, Security
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%354 & delete-data-lake-organization-configuration 1Y > RAWS CLIZERL &9, EFECIhLE
BEOKN, HBOhSOREEREETEERT,

EAE, ROAWS CLIONY Rk, BICSMITBHLVXN=THT> MH SO Security
Hub CSPM DR EFERDODBBNEZFELLET, ZEEEBEEN COARL—23a>aFTHLE
%, FILWXN=FHI> N Security Hub CSPM OREHERZEZTF— XL A VICRBEHLEFH A,
COBIE Linux, macOS, £k Unix AIC7#—X Y RENTHY, AP T EmMLEEZ D
WCNYORAZYZ 1 () DITHEXFZEALTVWET,

$ aws securitylake delete-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName":"SH_FINDINGS"}1}]1"
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API
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$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

RO AWSCLI OX > RIF, EBEESNED)—23 2 AAOINTOTHINEBBZEY —ANO
TINEARAT—Z2AZ—ERRLET, ZOHIE Linux, macOS, £kE Unix BIC7+—< Y bk
TNTEHY), AT ETZMETHEDILEHICNVYIAT Y1 () DITHEXFEFERALTVE
9,

$ aws securitylake get-data-lake-sources \
--regions "us-east-1" \
--query 'datalLakeSouxrces[].[account,sourceName]'

|)—<0 32T Security Lake ZB®ICLTWVWA A ESH ZHERR T S ICIE. ListDataLakes AR
L—>3a zERALET, 2FEAL TLWSEEEE AWS CLI, list-data-lakes N> REEITL E
¥, regions NTX—R—IClF, V=23>n)—23> A—RZEELET, LEAEF, K
BRI (N—ZF74F) V=23 > 0BE1EF us-east-1 T, U—2a>Q1—ROUAKNICD
WTlk, AWS £f&D 1) 77 L > A®D "Amazon Security Lake T> R7RA >~ Z2SBLTLE
&\, ListDatalakesAARL =232k, VDOIARNTEELEZE)—23a>o7F7—2L1470
BREZRLET, V-3 Z2EELKVEE. Security Lake l&. Security Lake A" F|F AT gE %
B=23a 07— LA VDRT—RALBEBREEZRLET,
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RFEZE@MEETHEDILEHIINYIARAT YT () DITHGEXFEFERALTVET,

$ aws securitylake list-data-lakes \
--regions "us-east-1" "eu-central-1"
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Ty 7 V=23V (BBRE]OTF) ZBIRLUET, [Modify 1BIE) ZBRLET, "O—ILTV
T)=23a>mER, o arT, "TO-IILF7y7U—=23a> zEM Z&RLET, B
BRTB1)—23 2 &BIRL, Security Lake ICEBD ) —2 a3V ICF—2%Z2ERTHERZA
L&Y, FTLES, [Save] ZEIRL T, EEZREFLE T,

API

T—RLAOD)—2aAVEEZTOTZATEHTSICIE. Security Lake APl @
UpdateDataLake AR L —> a2 ZEALET. ZFEAL TVWBHFEE AWS CLI, update-data-
lake ANX> RZETLET, region NZX—2—ICk, REZEEIZDV—Ta>npl—23
v —REEELET, LeAF., KBRS (N—2ZF4F) V—23 >0 0B4E1EF us-east-1
Td, V=23 J—ROVAMIDOWVWTI, AWS 2077 L > A®D TAmazon Security
Lake T RARA by ZZRBLTLKEEL,

EBNONZXA—22FALT, ZEEITIRECEICHLULWMEZEELE T, LealE, BS1L

F— (encryptionConfiguration) X RZ&%E (1ifecycleConfiguration) T3,
FEXE, RO AWSCLI OXY > RiE, us-east-1U—23a>0F—20BMHREANL—2
DSADBITREEEFLET, COPAIE Linux, macOS, £kl Unix BIZ7#—X Y h&Eh
THY, AT EZMLEERDEHICNYIAT YD1 () OTHEXFZ2EALTVET,

$ update-data-lake \
--configurations '[{"region":"us-east-1","lifecycleConfiguration": {"expiration":
{"days":500},"transitions":[{"days":45,"storageClass" :"ONEZONE_IA"}]1}}]"
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ZHERTZHE. O—I)LDO Amazon VY —AX—LA (ARN) FREICEYET, ORIV —T
l&. sourceRegions &FE!J—2 3>, destinationRegions EO—IILF7Y 7 )—23>T
Jo

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowReadS3ReplicationSetting",

"Action": [

"s3:ListBucket",
"s3:GetReplicationConfiguration”,
"s3:GetObjectVexrsionForReplication",
"s3:GetObjectVersion",
"s3:GetObjectVersionAcl"”,
"s3:GetObjectVersionTagging",
"s3:GetObjectRetention",
"s3:GetObjectLegalHold"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*",
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*/*"

]I

"Condition": {

"StringEquals": {
"s3:ResouxrceAccount": [
"{{bucketOwnerAccountId}}"

}
}I
{
"Sid": "AllowS3Replication",
"Action": [
"s3:ReplicateObject"”,
"s3:ReplicateDelete",
"s3:ReplicateTags",
"s3:GetObjectVexrsionTagging"
]I
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"Effect": "Allow",
"Resource": [

"arn:aws:s3:::aws-security-data-lake-[[destinationRegions]]*/*"
]I
"Condition": {

"StringEquals": {

"s3:ResouxrceAccount": [
"{{bucketOwnerAccountId}}"

ROEEAR)D—2O0—)ICTEYFLT, Amazon S3AO—I)LZ5|EZ TR ZFALET,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowS3ToAssume",
"Effect": "Allow",
"Principal": {
"Sexrvice": "s3.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

AWS Key Management Service (AWS KMS) D H AR N —Nx—2 RE¥—ZFEH L T Security Lake
T—RL AV ZBSTBEER., T—RXLTVT—23 2RIV —OTF VEAFAICMAT, RO
TOLAHAZNETIVENHBYET,

"Action": [
"kms:Decrypt"
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L70r—2a>0—-)LOFRIC OV TR,

1,
"Effect": "Allow",

"Condition": {
"StringlLike": {

"kms:ViaService": [
"s3.{sourceRegionl}.amazonaws.com",
"s3.{sourceRegion2}.amazonaws.com"
1,

"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{sourceRegionl}*",
"arn:aws:s3:::aws-security-data-lake-{sourceRegion2}*"

.

"Resource": [
"{sourceRegionlKmsKeyArn}",
"{sourceRegion2KmsKeyArn}"

"Action": [
"kms:Encrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"s3.{destinationRegionl}.amazonaws.com",
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{destinationRegionl}*",

.
"Resource": [
"{destinationRegionKmsKeyArn}"

D "TOLAFADHKRE 2ZRLTSEE L,

" Amazon Simple Storage Service 1—H—74 K

F—2LTU—>3a o IAMO-)L

35


https://docs.aws.amazon.com/AmazonS3/latest/userguide/setting-repl-config-perm-overview.html

Amazon Security Lake d1—H¥—HA R

AWS Glue N\—7 123> =&&95 IAMO—)L

—® IAM O—)Lik, Security Lake A"ED ) —3aoASL TV T—RENESIATDIOND
AWS Glue N\—T 123222 BRIBDLEHICERATEIN—FT1>32 TV 77F—2— AWS Lambda
BHEOT IV EAFTERELET, cOO-LEERLBEVE, YTRITAN—EFThsOFT
SIVRDESDARYNETVTIITEXREA,

NS DERZNETSIZI1E. AmazonSecuritylLakeMetaStoreManager (Security Lake N\ D&
FEFCCOO—LZITIERLTVWREENHYET) EVSRFOO—-I)LEERLET. Y7
IRV —Z8E, CcOO-LOFEHEICO VTR, "TATY 7 LIAMO—)LZEKTSH1 Z2S8BL
TLEZL,

&Iz, Lake Formation 12V =)L T, ROFIBICH>TTF—RXL A VERED

AmazonSecuritylakeMetaStoreManager #RZ 5T 2 HENH V) ET,

1. Lake Formation 1122V —JL (https://console.aws.amazon.com/lakeformation/) ZFH&E £,

2. BEI1—Y-ELTHI2120F%

3. [Lake Formation NKS ZEF] VA4V RIUNFRRENLES, ATV T 1 TERELFERL 2
JA—%—%=FRL., AHRITD] ZERLET,

4. [Lake Formaton NKS ZEF] T4 RUNKRRENBZEWVEEEF. UTOFIEZEITL T Lake
Formation EEEZREL T,

1. TET—>23RA20 [FFH] T [BEO-LNEZARV] ZERLET, A2V —-IIR=D0
[T—2LAVEEE| V23> T, [EEEZER Z8RLEY,

2. [F—R LA VBBEDNDEE| A AT7OY RY VAT, IAMI1—H¥—&O—)LIZHL T, EX
L %= AmazonSecurityLakeMetaStoreManager IAM O—JL%&i#IR L, [R1F] ZiBIRL £,

F—RLAOVEBEDERZEOFEMIC ODOWVWTIE., TAWS Lake Formation RO Y /N—HA R, D
'—2 LA OEBEDER) Z2SRBLTLIEETL,

O—)IL7Y7U—=>3>niEMN

BEHOT I EAFEEZERL., XROFBICK>TO—-ILTFTYy7T)—23a>zZEMLET,

AWS Glue N\—F 4> 3> #&&32 IAMO—)L 36


https://console.aws.amazon.com/lakeformation/
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin

Amazon Security Lake d1—H¥—HA R

® Note
120)—=23a > R@EHOO-ILNTYT7I)—23 I F—RZREBTERS, L, 5
O—LF7y7U—=23>zpo0-)LT7Yy7)—232>0F85)—>232IC3d&R@dTE
T A

Console

1. Security Lake 11>V —JL https://console.aws.amazon.com/securitylake/ ZB& £ 9,
FTETF—=23URAVOEE] T, [A—LTYy7)—2320] 2BRULET,

[ZE] Z#RL, [O—-ILTy7U—>320EM 2BRLET,
O—IL7y7V—232eFE) -3 VEeEELEY. BROO-ILTYTI—23a %
BMTR5EE. CORTYTZRYIVERLET,

5. A—L7y7V—-23 o TEMNTZERE. Y—EATIVEARCHLL IAMO-)L

ZERTRDHD, BHEO)—23a U ICF—R%ZL 7V —KNT 3R % Security Lake ICff 5
IHREFOIAMO—-)LZzFERALTLEEL,

6. BILES, &RTF 2BRLFXT,

LN

Security Lake NO AV R—FT A VJBICO—INTYT)—-23 0 2BMITREETEERT, 7F
#IZDWTIE, TAmazon Security Lake DB A EL 2SBL TS EE L,
API

7077 ATcO—I)TYy7U—23 2 %ZEBIMTSIZIE. Security Lake API @ UpdateDatalake
RL—>3a>zFEALET. 2FALTWBHEEEF AWS CLI, update-data-lake AN > RZE1T
LEF, VITARTIE, region7 1 —=J)LRZEFALT, O=ILTF7Y7)—=23 2 ICF—3%

RBMI2)—2a a2 ELET, replicationConfiguration /NZ X—X MregionsE%|

T, EO-ILT7y7)—=>23>o)—2a>1—RZEZEELET, U—232I—ROUVARNIC
2VTIE, TAWS 2D 7 7L > A1 ® "Amazon Security Lake T R7RA4 >~ 2S8R L

TLEEL,

FEAE, ROOAXYVREE 2O0—-)LF7 v 71)—>3 2 ap-northeast-2& UL TEREL &F

9, us-east-1J—23 Ik, ap-northeast-2)—2a I IlF—2&RELET. D4
T, T—FLAVICBMENEATZTIND 365 AROBEMHEMERILET, COFl
Linux, macOS, FklFE Unix AIC7#—X Y REhTHEY ., R ITETZEQ LTI EHIC/NY
VATV () DITHEXFZEALTVWET,
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$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration”": {"expiration":

{"days":3653}}}]1"

Security Lake ND AV R—F A IBICO—ILNTFTYT)—23 20 ZEMTREEHETEERT, <
NZE{TSIZIE, CreateDatalakeARL—> 3 ZFEALET (Fhik, 2FALTVWRHER
AWS CLI createcreate-data-lake AN > RZFERALET ) o AR—F12IJHR0ICO-ILT YT
V=2 a2 EREITDHEOFAICOVWTE., T 2R T<EE LWAmazon Security Lake @
B A *o

O—L7Yy7)—=23>OEHEIEHIBR

BHEHOTIEAFTEERIRL, ROFIEICHE> T Security Lake DO—I)LF7 Y 7 U—23 > ZFH
FLEEHIBRLET,

Console

N

Security Lake 122V — )L https://console.aws.amazon.com/securitylake/ ZF& £,
FTEF—23URAVOERE]| T, [A—LATv7U—232] 2BRUET,
ZE] ZEBRLET,

O—)7y7)—23>0d> R N)E1—232Y—=2322FEI3ICE,. O-ILT7Y7
=23 o tEHESAEZONIELI—232 )23 ZBELERT,

5. O=IL7y7FU—=23>zERT3ICE,. O—ILT7Yy7FU—=23> 07T [HIK] 28RUE
9,

6. TTLES, RE ZBRLET,

> DN

API

Z7A7ZALATO-ILT Y7 )—=232 &R ETBICIE,. Security Lake API @ UpdateDatal ake 7
RL—>3a>zFEALET. 2FALTWBHEEEF AWS CLI, update-data-lake AN > RZE1T
LET. UIOTARNTR, HR—KREhTVWBINTIX—RZFEALTO-IILT Y TREZREEL
9,
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- FEV—23 zEBMITSICE, region7 1 —)LRZFRALTEMTI)—>3a>nl)—
2arv]1—REBELET, replicationConfiguration# 7> I K®Dregions7L A
T, FTR2EERIZAEO-INTy7SI)—2a>n)—2a>]—-REEELET, U—23
A—ROUARNCIOVWTRE., TAWS 25017 7L > A4 ® "Amazon Security Lake T~/
RRA by ZZRBRLTLEEL,

« HEEV)— a3 %HIBRTBICIE, region 71 —ILREFEHL THIBRT B V-3 >0l —
2arv]1—REEELET, replicationConfiguration NTX—RIZIFEZEELHEV
TLEZL,

EAE, ROOAN RIE, us-east-1& OEAZFE)—I 3 us-east-2E LTHRELE
T MAD—2 3 Nap-northeast-3O0— L7y 7 )—2aIlF—XEZRMLET, <D
fllk Linux, macOS, £kF Unix BIC7#—X Y RENTHY, AT ETE[mMLETED D
CNYOARASY2 1 () DITHEXFEZEFEALTVET,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration™:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-3"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration":

{"days":365}}},

{"encryptionConfiguration": {"kmsKeyId":"S3 MANAGED_KEY"},"region":"us-

east-2","replicationConfiguration": {"regions": ["ap-

northeast-3"],"roleArn":"arn:aws:iam: :123456789012:role/sexrvice-role/

AmazonSecuritylakeS3ReplicationRole"}, "lifecycleConfiguration": {"expiration™":

{"days":500},"transitions":[{"days":60,"storageClass":"ONEZONE_IA"}]1}}]1"'
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Security Lake THY —AEHE

Y—AWk, Security Lake THAN—TEF1VFT 1 AF—XTL—LT—7 (OCSF) ZH<SAF—Y
DEFEDARYRNIZAE—HTD 1 DOATLANSERENZOTEAR NTT, Amazon
Security Lake &, XA T A T ICHR—RENTVWBRY—ARH—RN—FT 1 —OHAZRLY—A%
E, TETFERY—ANSAT AWS O —EAXRARNZERETEET,

Security Lake (&, £OYV—AF—ZRIZKL THE, ., O—R (ETL) a7 ZXTL, F—25
Apache Parquet FEXX & OCSF AF—TICEH|L T, WEHE, Security Lake &, TF—XHNEHKE
niz ® IZH % Amazon Simple Storage Service (Amazon S3) /NXTY N AWS 7HT U N ICY—A
AWS U—23 > F—R%ZR1ELET, Security Lake l&, H—EREZEBMICTZ V-3 &I
27% Amazon S3NTY R ZERLET, BEY—ARR SANTY MCHEBIOTL 74 v O AZE
B L. Security Lake &Y —ANDT—X Z{@BID AWS Lake Formation 7—7 )Lty NCEBEL T
CB

NeEY
« Security Lake AWS ODH—E X TN A5 DT—RYNE
 Security Lake DAAZRLY AN ST—X2ZRETS

Security Lake AWS O —E A TO A5 OF—X2INE

Amazon Security Lake Tld, AWS OH—ERZRA T4 JICHR—REhTVWRAS5AOTEAMRY
RZIRETEXT,

« AWS CloudTrail EBA X NEF—R A X~ (S3, Lambda)

« Amazon Elastic Kubernetes Service (Amazon EKS) EE& O

 Amazon Route 53 Resolver 2 T A%

« AWS Security Hub CSPM #& Hi#& 8

* Amazon Virtual Private Cloud (Amazon VPC) Flow Logs

AWS WAF v2 O

Security Lake &, D7 —2X%& Security Lake THA/N—tF1 VT 1 AF—~NT7L—LD—7
(OCSF) #F< & Apache Parquet R ICBBHICERLE T,

PET—RERETS AWS OH—ER 40
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® Tip
BIRD 1 DL EDH—E A% Security Lake A5 Y —AE L TEMT SIZIE, CloudTrail
BEARRNEZERVT, ChsoH—EROOF VI Z2@ABICKRETIHLERH Y EEA,
cNSOY—EATOF I Z2HRELTVWSEEEE. OJREZZEL T Security Lake @
OJY—AELTEMTZIHSEGEHY) FB A, Security Lake &, MI AR NARNI—AL
BEBARVNAN)—ATTF—RZEERBLET,

AR : 7O AFH

Security Lake TY—AAWS OH—ER ELT ZEBMITBICK, BEBTIVEAFANFSETT,

V—AOEMICEATSEO—ILICT XY F&E iz AWS Identity and Access Management (IAM) 7R 1)
=X, RDT VAV ERITIBDT IV EAFAN D& 2BIELET,

* glue:CreateDatabase

* glue:CreateTable

* glue:GetDatabase

* glue:GetTable

* glue:UpdateTable

* iam:CreateServicelinkedRole

* s3:GetObject

* s3:PutObject

O—J)LICEk, S3:getObjectB XY PVt As3:PutObjectHFAICIRDEHE) Y —REHEERTE
TR_EZRBOLET,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowUpdatingSecuritylakeS3Buckets",
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"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject"

1,
"Resource": "arn:aws:s3:::aws-security-data-lake*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
}
}
}
]

:ﬂb@ v2avIcky), rPsOTEAMRYMEREAWS OHF—EA L. IEL LV AWS Glue
'5(/\ ZtT 7)I/L- 1|:|_C€353-o

T—RL A0 —N—RIOBES{IZ AWSKMS F—Z2FEAT3EE8. OT IV LAFTEHET
J kms:DescribeKey,

V—AAWS OH—ER &L TO DOIEM

ZY—AAWS OH—E A £ELTEMTSDE, Security Lake EBEIMNICEF IV T O MR
NOREZRKBRLET, chSOFIETIE. KAT 1 7ICHR—RNENTWVWS % Security Lake O

V—AAWS OH—ER ELTEMTZFEICODVTHBLET, DAZRAY—AZENTSFIE
[ZDWTIE, Security Lake DHARLY —ANSTF—RZPNET2Z2ZRLTLEEV,

Console
AWS OJY—RAZEMTSICE (O>VYV—))

1. Security Lake 112V —JL https://console.aws.amazon.com/securitylake/ ZB& £ 9,
2. FTETF—23aURAVT[V—A] ZEBRLET,

3. F—EREPREAWS OH—ER % Z#IRL, BE 2BRLET,

4

V—AREEYV23VT, V—ARZBMIL, F—RXRYVAXIIERATEZT—XY—AD
N=232&BRUET, F7A4IILRTR. &/N—>23207F—XY—AWl Security Lake
CRDTHVIAENET,

V—AAWS OHF—ER &L TO OEHM 42


https://console.aws.amazon.com/securitylake/

Amazon Security Lake d1—H¥—HA R

/A Important
BEEALEV)—23a>THLWN—23a >0 AWS O Y —AZEB/MICT RO ICH
EO-IIT AT 5 VEEE. Security Lake EBEICSBVEDELSEE
W FHICOWTE., "O-ILOT7 IV EAFADOEH 2SRBL TEEL,

HTRAOZAN—HFBRLUEN—2320F—RY—RZEV)IATICK, YTRIS4
N—REEEHIIVENHYNET, YT RISAN—ZHETDHEOFHMIIOVT
l&. Amazon Security Lake @ "H T AV SAN—EE, ZSBLTKEEV,

BEIZISUT, BFIN—2320KZHWAR, T—RAVDITANIEREINDIUOT
NTOY—AN=2 3V EMNIITRENTEFRT,
5. UV—=23>€023>7T, V-ADT—R2R&ETHV—I3 2 2BRLKXT, Security
Lake &, BRRLEV—2320INTOTAIVRDESY—ALSTF—RZRELET,
6. [Bafk] 2ZIRL XTI,

API
AWS OV —RA%EBMNT B I (API)

ZY—AAWS OH—ER £ELT7AOJSALATEMTSICIE, Security Lake APl @
CreateAwsLogSource AL —> 3> ZFEALE T, AWS Command Line Interface (AWS CLI)
ZERALTVSHEIE, create-aws-log-source AN REE{TLE T, sourceName B KXT
regions NTX—ZNFYBETT, BEICWHUT, V—AQOEBEZHED accountsT LI 4FE
D IZHIBRTE F FsourceVersion,

/A Important

OX Y RTNTFA—RZEBELBVIES, Security Lake EXEL TVWB/NTX—&24H
Y N2 ZSBLTVBRERABLET, L&A, accounts/NTX—RZEELE
WiEE, ONV REHEABROT AV NOEY hE2EICERAEhETET,

RO OFITE, BEESETHIORNED)—=23 200V —AELTVPC 70—0O7%EMLE
T, CDPlE Linux, macOS, £ Unix BIC7A—IY RENTHY), mAqXTEE@[LE
BR3EHICNYIATYIa () DITHEXFZFERALTVET,
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® Note

Security Lake ZBMICLTVWEWI =2 a2 IZZOVOIANEEBATSE, IT5—H
RELET, TT7—ZHFRITBICIE. TDIJ—2 3> T Security Lake ZEMIZT B ',
regions/N\TX—R%ZHEHL T Security Lake ZB®ICLEU—23 > 0hEIBEL F
CB

$ aws securitylake create-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]',regions=["us-east-2"],sourceVersion="2.0"

V—RAL >3 OAT—X2ADOEE

TOVAFZEEEBIRL, FIEICHE>T, BEOU—2a > TCOJRENBRICHZ>TVWBETAHO S
EV—ADARAFTY T2 ay hEWMEBLET,

Console

BREQV—23>OO0VREDAT—RAZRBIZICE

1. Security Lake 71>V —JL https://console.aws.amazon.com/securitylake/ ZB& &7,
2. FET—23URADT, THO N ZERLET,

3. VY=RIDBEICAH—VIZzEhbERE, BRULETHAINTEMCZ>TLWAOITN R
RENKT,

API

REQU—23 007 BREOAT—2AZEETSIZE. Security Lake API ®
GetDataLakeSources AR L —> 3> ZEALET, 2FAL TVWSIFEE AWS CLI, get-data-
lake-sources AN~ RZEITLUE T, accounts NTFX—Z TR, 1 D2LEOD AWS THI K~
IDsUARNELTEETEER T, VDIVITANYEKIIT S &, Security Lake [&. Security Lake A" &
DAWS Y —ANSTF—RZ2RELTVWBE D, BEY—ADAT—RARE, BEODU—23>0
TFHIVRDAFTY T3y NERULET, accounts NTX—ZFZ2EHHVEE, LARVA
ICl&, BED—>3 2T Security Lake A"BEETNTWVWHIXNTOTHV hOOTIRED A
T—RANEENET,
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Amazon Security Lake d—H¥—HAR
FEAE, ROAWSCLIOX Y REFE, BEQOU—TJ3VTHRESAETADNOOTIREA
T—RAZBMBLET, <OHIEF Linux, macOS, EFE Unix AIC7 A=Y hEhTHY),
AT EZ@MEETEDLEOIINYIAT Y1 () DITREXFEZFEALTVET,

$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

Security Lake TOO—JILOT IV AT IO EH

T—R2J—ADFHLWN—=23 D5 F7F—RZMYRACLEHICHLEZO-INOT IV AFAERLEGED
V—A, DEVUHL LV AWS Lambda B§¥k& Amazon Simple Queue Service (Amazon SQS) ¥ 1 —
A WEE k., AmazonSecuritylLakeMetaStoreManagerV2O—I)LOTF7 OV AHFAEZEFHL.,
LOWDY—RAEY NZERLTY—ALPSOF—RZANEBITIHEN HYET,

EEOHEEBRL, BRCE>TO-LOT I LARTEEHL, KRS NLU—Y a2 OHLL
N=2a>0AWS OFY—ANSF—REMBT B LHOHL VU Y—ZEERLET, Thig,
FORARTE Y —AHSHOT—8Y—AUU—ALEBHICEREND L5, 1 BRYOTY
¥avTy,

Console
O—IOT7VtAFAZEHFITAICE (V=)

1. Security Lake 2V — )L https://console.aws.amazon.com/securitylake/ ZB& £7,

FEE Iz Security Lake EEBEORIIEHRZFEALTH A1 LET,
2. FTET—=23URA2O[KRE]|T. [£REBE] ZEBRLET,
3. O—LOTIEAFAOEMZERLET,
4. H—ERT7IOEAEI23>T, ROVWThAZEFTLET,
« FLWH—EAO—)LZERL THEMRT S — Security Lake ICk 2 TERE 1z
AmazonSecurityLakeMetaStoreManagerV2 O—J)LZEATE £ 7,

- BFEOY—EAO-ILZERATE —Y—EAO-LBUVAR SEFEOY—EAO—
LWEBRTERT,

[Apply] GEA) ZiBIRL £ 9,

o
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API
O—LOT7 o EAFTEEHT B2 (AP)

TORAFTEZ7OTSLATEFHTBICIE, Security Lake API @ UpdateDatalLake AR L —< =
VEFERALET., EEALTT IV EAFAZEH T SICIE AWS CLI, update-data-lake X > R
ZRITLET,

O—IIOTF7 U tAHFAEEHTSIIE. AmazonSecurityLakeMetastoreManageriR!) > —%& [0 —
WCTRYFIRIHBENHYET,

AmazonSecurityLakeMetaStoreManager 01— )L @ Bl Bx

/A Important

A—LOF7 U tAFATZ ICE#HL Iz5AmazonSecuritylakeMetaStoreManagerV2, &
WAmazonSecuritylLakeMetaStoreManagerO—JLZHBIBRT B BIICTF—XL A4 UAHEL <
BETRCEZMAELET, O—LZHIRTRHIC, DB EEL4BEFOELEZHEDHL
£9,

O—I)LZEIBR 9 2154k, £3AmazonSecuritylakeMetaStoreManagerO—/LZHIBR T 2 HE
NH V) E£IF AWS Lake Formation,

Lake Formation 1> Y — )L A S AmazonSecuritylakeMetaStoreManagerd— /L ZHIBRT B (C
&, ROFEICHVET,

1. WA 42 0L AWS YR X N2V =)L, htips://console.aws.amazon.com/lakeformation/
T Lake Formation >V —J)LZBZE X7,

2. Lake Formation AV —=IOFES—2a>rRA42T, EBO-IILERRAVERBIRLET,

3. ®U—23AmazonSecuritylakeMetaStoreManagerh 5 ZHIBRLE T,

Security Lake A5 DY —A AWS OH—E R &L TDH DOHIBR

TOEABFEZBERL, UTOFIEICH > T, Security Lake YV —A AWS OH—ERX &L TXRA
TATILHR—RENTVS ZHKRLET. 1 D2REOU—232 0V —AZHIRTEET, V—
AZHIBRT S &, Security Lake IEIEEE NI =23 ETHIVRTEDY—ANST—2 %
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IRELAELEZY, FAZERFY—ALSHFLVWF—REFEATELLLSBZYET, LEL, MAER
Security Lake A HIBRBIICY — AL SNEL ETF— 2 Z5|EREMNATEERT. ChSOFIER.
FATATIEHR—REhTVE AWS OH—ER ZY—RELTHIRTZGEICOXERATESE
To DARLY—ADHIBRICDOWTIK, Security Lake DHARLY —ANS5TF—REZPNETH %S
BLTLSEZL,

Console

1. Security Lake 112V —JL https://console.aws.amazon.com/securitylake/ ZB & £ 9,

2. FETF—23RADT[V—A] ZEBRLET,

3. V—ARZERL. [EWM] ZBRLET,

4. COV—ADLS5OF—RPNEZFILLEVEZ 1 DERLEFEBEIRL £9., Security Lake

. BRRLEV=2320IXTOTAIRDASDY—ADSOTF—RIPNEZFLLE
ERD

API

ZY—AAWS OH—ERX £LT7OTZALTHIBRT BICIE. Security Lake API
DeleteAwsLogSource AL —2 3> ZFEALET, AWS Command Line Interface (AWS CLI)
ZERALTVBEEF. delete-aws-log-source N> RZFEITLE T, sourceName H KV
regions NTX—ZNBETT, BEICWHUT, HIBROEHEZIFED accountsETEIFBED
ICHIPRTZE £ 9 sourceVersion,

/A Important

AR RTNSA—2EZIBELBZWEE, Security Lake @ XEL TWB/NF X=X
Y N2@FKZSRBLTVBRERLBLET, LEAE., accounts/NTX—RZEELE
WiEE, ONY REEABROTHI U MOEY N2FICEREhET,

RO OFITR, BEEALETAHIRED)—=23 20OV —AELTVPC 7O0—O7 ZHIBRL &
ED

$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]"',regions="'["us-east-1", "us-east-2"]',sourceVersion="2.0"
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XD OFITRE, BEENLETAHIRE)—=232OY—AEL T Route 53 ZHIBRL £,

$ aws securitylake delete-aws-log-source \
--souxrces sourceName=ROUTE53,accounts="'["123456789012"]"',xegions="'["us-east-1", '"us-
east-2"]',sourceVersion="2.0"

BORDBIE Linux, macOS, £ Unix AIC7F—XY RENTHY, AT E2OLETE
BEDHIINYIARATZ Y1 () TERXFZEALTVET,

Security Lake @ CloudTrail 1 X> NO%J

AWS CloudTrail l&, . AWS N XX ROV Y—=J)L AWSSDKs, AN RZA42Y—=), KT
BEDAWS H—ERZFEAL TIThNEZ AWSAPI =L E, FHDONO API - OEE%
RBMHLUET, CloudTrail Tk, CloudTrail ZH7R—KNT2H—EXAHD® AWS APl 2 H L 21—
H—eTHIUN, BOHLTOY—AIPT7RLA, BLUOHUVHLOREBFERIETD LS
TEFXT, FMICOVWTE. TAWS CloudTrall I—HY—HA4 R, Z5BLTLEETL,

Security Lakeld, S3 & & U Lambda A ® CloudTrail X4 X2 ~ & CloudTrail F—X A4 X ~NZES
EITHOJ7ZNETEE T, CloudTraill EBAARV N, S3F—RA RN, &KV Lambda F—&
AR N&, Security Lake® 3 DDMIZL Y —RATT, TOHER, ChsoLThAZEIAK

A7 V—AR&LTEMTSE, sourceName DEANERVNETT., BEEBAARNE, O ~A-ILT
L=—2ARVRNEEFHRPFNR, OVY—ATRITENBZIEEBAIRL—3AVICEATZDRAI A MNER

HLULEFTAWS THIV N F—=RTL—2FARL—232ELTHS 1D CloudTraill F—ZX AR
NE., AWSTHURDODIUY—ALELEFEVY—ARNTRITLEVY—AARL—232ICET
AOHARERBLET. ChSsOBRER., 2<0HE, BRVI—-—LDOTITAETATY,

Security Lake T CloudTrail EEA X R ZRETDICIE, FAEY EEZIAKD CloudTrail EXE A
RV NZRETS CloudTrail YVILFU—J 3 EBNLAUNHFDELSEE 1 DBETT, LA
OOFINBHMIBODTVRBREN HYVET, HOF—EATOF U JZ2RELTVRHEER. O
FUUREZLZEL T Security Lake DO Y —AELTEMITBDHLERGFHY) FH A, Security Lake
E. MAIAARYNARNI—LAEEBAIRNARNI—ATTF—REEEZENEBLET,

NALFU—=232 NEFK, B#Ho0)—> 325 5B —0 Amazon Simple Storage Service (Amazon
SYYNTYRNCAT77ANZ1IAWS THIRD2O) =230 THRELE T, CloudTrail J>
V—ILELRE TEBEENTVWBIILFU—23 VLA 9 TIZH B35 EE AWS Control Tower, &
NRAEOT O AVRIBEHYERA,

* CloudTrail Z#EA L 1AL OER & EEOFMIC DWW Tk, AWS CloudTrail I—¥%'— 74 R®
B DT DOER Z2ZRL TV,

CloudTrail D4/ X> ~hOY 48
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Security Finding Format (ASFF) EFIE N2 ZE XX TREFZRZRELET,

Security Lake @Y —2A & L T Security Hub CSPM O #ERERZEBINT 5 &, Security Lake (&, 3
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® Note
FHAOYRNCEBEARS0BOAARLOATY —AZEBMTEET,
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T—REEUCY—ADHE., TNETNEE® Open Cybersecurity Schema Framework (OCSF)
ARNDSAZBRIOY —AELTEBETHIHENH') ET, Security Lake &, DARLY —
AN SINTY NADEEENIEERICETIALIEZFT TS IAMO—I)LZERLET,

« J7HA—IYDN —HARLY—ADSWEENEL S3 AT T MNE, Apache Parquet 77 1)L
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« AF—Y —EBU OCSF AR NI T A% Parquet EXOAT IV MAOEL I—RICERT
DRENHYVET, EF1UTFTAL AU Parquet D/N\—2 3 1x & 2x&BHYR—KLET,
TF—AR=DOH A XIF 1 MB GEEM) ICHETIXEN HYVET, TIIL—T0%14XF 256
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DETESTEEITIXVENHBVET, 77O A XN 256MB 2 BADEHEE, BFEKE 52
RET77ANBEETEERS, ATSIIOREH A XOEH/E, VIVNT =XV ADEHIC
Security Lake ZRBILTBDCETT, DAZRLY —ABHICRDBEVIEFES, Security Lake O/
TA—XRVAICEETHUEENI HYET,

e V=K -FParquet EXOAT TV NATR, F—ZOOVITVIANZHIB TS HICLO—
REBBIEICEXRDUBENFHVET,

(® Note

OCSF #ilY —)LZFEAL T, HARLY —AN EERMNFIHBDHPESHZERALE
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/-J{_I\IJ_C\/\ia-o

Security Lake THAZ LY —ARZBWYVIACEODON—T12 3 EH

MENBT—2WBEIT)ZBHICTBICE, Security Lake ICHARLY —RAZEMTDEE
. N=—TFTA23ZDTEATPIONES A XOERZR/I-THENHYVET,

1

N—F41>3>

FAT7SITORNEK, YV—ADEFF, AWS U—>3>, AWST7HO N, BNTN—F123>
LTHILENHYET,
e N—F 142 arF—EANAOERE TT,
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NTy NBOFlRECY O TIN—T 1232k TJaws-security-data-
lake-us-west-2-lake-uid/ext/custom-source-name/region=us-west-2/
accountId=123456789012/eventDay=20230428/,

RDD)ARNTEE, SSNAN—TFT 123> THEAETNBINTA—RICOVTHALET,
- Security Lake " NAR LY —AT—RZRF TS Amazon S3/NT Y MO EHI,

« source-location—S3NT Y ROHAZLY—ADTL 714 YT A, Security Lake &, 4F
ENDY—ADIRNTD SBATIZIIRNEZOTLT AV IADOTICHRIMLET, TLT1Y
DARBEDOY—AICBAEOENDTT,

« region-F—ROFTY7TO—RAWS U—23 > %, &xF, US East (N.
Virginia)Z&fERAL T, KERZ (/N—>ZF4E3B) ') —> 32 O Security Lake /N7 Y NI
TF—RETY7TO—RIIBENHYET,

« accountId-VY—AN—TFT423a>HAOLI—RHNFBEETSD AWS 7HU > N ID, DAZD
THOYRNCEETSZLI—ROBEK AWS, external® BENNFIZFERATHI_E%E
HE® L EJexternal_externalAccountId, CHOMBRAEZHRKATHET, O IDE
BOATAILEK >THEBEENTVSET7HINIDs FEEATHLAWS PHOU N IDs £aL
BVWKRSIC, AFBTHOKN IDsICEZRIZRFTABOHVEVEZEBTEXRT,

- eventDay - LO— RO UTC RA LAARR> T, 8 XFOXFH () EFROKREICERENE
FYYYYMMDDy, LO—=RTCARYRNEALALAZTIZBORA LY =N BEENATWVWDIEES
. CON—FT1423>F—ODRALARTZ UTCIZEBRITEIHEN HVYET,

Security Lake THAZR LY —AZENT S - DEIREZMY

HDAZRLY —A%ZBINT S &, Security Lake (&, YV—ANFT—RXL A IADIEL WVGBFTIC
TF—R2EETIAC L EFTIB IAMO—ILZERLET, O—IILDOBEHIF OFERICH
W&ETF, << TAmazonSecuritylLake-Provider-{name of the custom source}-
{region}. region @BHAZLY—AZEMTS AWS U—23 > TY, Security Lake

&, =LA IONDOT IV ERAZFATHR)—Z2O0—-ILICTRYFLET, HAXI—X
Z—T RAWSKMS #—TF—XL A4V ZBES{L L 123/ E. Security Lake I& kms:Decrypt
BELY 7O tAkms:GenerateDataKeyFF A ZHF 2RI —EO—-)ILICTEYFLET,
cOO=LOT IV ELAFADOERE, £VS AWSYEXR—I RARVI—ICK>THREETNE
F AmazonSecuritylLakePermissionsBoundary.
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« Security Lake ST Y RDBFANDEZRAKT IV ELAZHFATS IAMO—ILZHERKTS (APIH X
O AWS CLIERAT Y 7)

T U AFFE O#ERE

NAABLY—AZEBMIBHEIC, ADT I3V ERTIDTIEAHANI B & 2B LTLKE
=L

WERZHERIDIZE, AIMZEALTIAMID KHRfFEhTVS IAM RS —ZRBEL TS EEL,
R, SNSORVD—DFHRE, NARL YV —AZEMTREHICERITEHATILEN HDX
DT7I2>3a2OIVANEEBLET,

* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StopCrawlerSchedule

« iam:GetRole

« iam:PutRolePolicy

« iam:DeleteRolePolicy

+ iam:PassRole

* lakeformation:RegisterResource

« lakeformation:GrantPermissions

* s3:ListBucket

* s3:PutObject

7023 sicky), hAZLY—AALrsO00 AR MEIEL, EL LV AWS Glue ¥—
BR—AET—TIICEEL T, Amazon S3 ICREFTEEXT,

TF—2L A0 —N—RlIOES{IZ AWSKMS ¥—2FEHT35E
l&. kms:CreateGrant, kms:DescribeKey, &Y OTF7 VL AHFATEMSET
9 kms:GenerateDataKey,

/A Important

Security Lake AV =) ZFEAL THARARLAY —AZEBMTRDHEERK, ROARATYTZA
Fv 7L T ICHEHKFE T Security Lake TOHARLY —ADIEM. Security Lake IV —)L
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Tk, KELZIXNTO IAMO—)LZEKL LY, I—HF—ICRO>TBRFOO—-ILZFEAL
EWTED RS, FLVRODEHOTOEANEEILENTVWET,

Security Lake APl £zld ZFERAL THARARXALAY—AAWSCLI ZEMTZEHEEF. XDOA
TV 7K, Security Lake /NT Y NDIFFANODEERAKAT VL AZFATS IAMO—)L
ZHERLET,

Security Lake /NTY NOBFIANDEEIAAT VL AZF TS IAMO—I)LZERT
% (API B RV AWS CLIERAT YY)

Security Lake APl £/l ZFEAL THAZRALAY—AAWSCLI ZEIT2HESE. 0O IAMO—J)L
ZEMLT, HWARLY—AF—2Z270—)LL. F—R2RON—FT 123> ZHBT % AWS Glue
TIOEAHFTZNAFELET, chsON—FT1>3a2Fk, F—XZEEL, Data Catalog DT —
TN EEBSLICEHRTRDLEHICHETT,

ZOIAMO—LEERLES, HARLY —ZAZEMT S0 ICO—)LO Amazon UY —ZAR—A
(ARN) A BBV £,

arn:aws:iam::aws:policy/service-role/AWSGlueServiceRole AWS BEEBRUS —%T
RYFITRIHLENBYNEXT,

RBEBTIVLAFAZNETDICE. PHAZLY—ADNSTF—RT7AI)Z2FHE A E > TAWS
Glue Data Catalog DT —7 )L ZER/EFH AWS Glue VO—F— TEDELSIZ, O—ILICRDA >
SAVRI)D—ZERLU TEHIATHLEN HYVET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "S3WriteRead",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1
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ROEERI—ZTEYFLT, ABIDICESVWTO-ILZSIEZ TR ENTESD AWS T H

TN ZFFALEY,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "glue.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

NAZRLY—ARZEBMTE =320 SINTY RNAAREI—NZ—Y RTHESLENTVDE
&l AWS KMS key, O—J)LE KMS F—RUS—ICRDRIVS—ETRYFTRIHENHYET,

"Effect": "Allow",
"Action": [
"kms:GenerateDataKey"
"kms:Decrypt"
1,
"Condition": {
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::{{name of S3 bucket created by Security Lake}"
]
}
},

"Resource": [
"{{ARN of customer managed key}}"
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]

Security Lake TOHAZ LY —ADIENM

I0—Zz2F0HT IAMAWS Glue A—I)LZERL 125, LTFOFIEICHE > T Security Lake ICH A
BLY—AZEMLET,

Console

1.
2.

API

Security Lake 1>V — )L https://console.aws.amazon.com/securitylake/ ZB& £,
R=DDELBIZHD AWS V=232 2L U9Z—Z2FEALT. HAZLY—RZERTS
)—2a2zBRULET,

FTETF—=2I3ORLADVT[AARRLY =R ZBRLTHL S, [HAZLY—ADEK] ZER
LEXrT,

"HABLY—ADOFM 02322, HWAZLY—AOTO-NLIC—EDBRZAN
LET, RIC, BDAZRLY —AN Security Lake ICEET2TF—XNOEEZFHE TS OCSF
ARYNISAZERLET,
T—RNDEEIAKMEREF ODAWS THI UK OBFE, F—R2 LA2ICOTEARVRNESE
BIACHAZLYV—ADAWS FHIKNID EAZBIDZAILET,
H—EAT7I7EAOHEEE. HILLWH—EX O-)IZEKL TEAT S A, Security Lake
2 AWS GlueZ U T 7Vt AF A 25320 FEOY—EAO—-ILZEALET,
MERK] ZEIRLE T,

NARLY—ARZ27OVZLTEMTRICE, EF1UT14LAYAPID
CreateCustomLogSource ARL —2 3> & FRALTLKEEV, DARLY—RAEEKT S AWS

)—=23> TAHARL—>3 & FEALET, AWS Command Line Interface (AWS CLI) % H
LTW3EEIE, create-custom-log-source AN RZETLET,

JOITARTR, YR—PENRTVWAINFX—BRZFEALTHARLY —ADBEREEZIEEL
=

« sourceName - V—ADEZHZEELET, Bk HEH—BETHRIXENf HYVET,
« eventClasses — Y —RAAN Security Lake ICEE T2 T—2NDRA T %ZERTS 1 2ELED

OCSF AR NI S AZELET, Security Lake TY—ARELTHR—RENTLVWS OCSF
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ARYNIDZAD)ARNIDOWTIE, "Open Cybersecurity Schema Framework (OCSF), %
SRLTEEV,

« sourceVersion-ZA7> 3> T, OJREZRBEON—23A2ONAZLY —AT—RITH]
RIZBEZEELET,

- crawlerConfiguration- VO0—ZZF'H 3 AWS Glue =HICEKL 2 IAMO—IL®
Amazon VY —AX—L (ARN) ZEEELE T, IAMO—J)LZERTIFMEFIRICOVT
&, "THAZLYV—AZEMTREOORIRENF) 2SBLTLKEETV,

« providerIdentity - V—ANF—ZL A IANOOATEAR NDEEIAKICFERATS AWS
ID £EAEBID ZIEELET,

RO OFITE, DAZRLY—R%Z, EEEShE)—2a eSO 70N4F =T hH7
vhicOgdy—RELTEMLET. ZOHlE Linux, macOS, £ Unix BIC7#—X Y ~
TENTEHY), AT ETZEMETHEDILEHICNVYIAT Y1 () DITHREXFEZERALTVE
g,

$ aws securitylake create-custom-log-source \

--source-name EXAMPLE_CUSTOM_SOURCE \

--event-classes '["DNS_ACTIVITY", "NETWORK_ACTIVITY"]' \

--configuration crawlerConfiguration={"roleArn=arn:aws:iam::XXX:role/service-role/
RoleName"},providerIdentity={"externalId=Externalld,principal=principal”} \
--region=[“ap-southeast-2"]

THARLY —AT—R%ZEHTS AWS Glue

Security Lake ICHAZR LY —RA&EMT S &, Security Lake AWS Glue k7 O0—Z5Z#ERLE9,
VO—F—R@GHAZRLY—ARICEHKL, T—XBEEREL., AWSGlue *—2AHXOJICT—7
LNZEAALET,

NAZRLY —AAF—NZHHOREICARSE, Athena P ZDMOIVITIVH—EADO VI ez
BI210IC, VJO-Z—ZFHTRITRELZHHOLET, HIZ, DAZLY—-ADADT—
ZEYNIUTOVWTNADEEANELULBER, FO—F—2XRTI2HBENFHBUET,

s COTF—2EY NI, 1 DUEOHLVR LI B ET.

s TF=2EY NI, structF—REDOIIZ 1 DUEDFHLWVWT A —ILRFBHYEXT,
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VO0—ZORTFIEICOVTEE., AWS Glue *AROY/N—H4A RAWS Glue ® "J0—Z0AT
Tai-), #BZRLTLSEZ,

Security Lake Tk, Z7HO O MNAOBRENIVO—F—2HBRELRFEHFID LR TEFERA. B
ALY —AZHBIBRL 2B &, future BUBRINDHARALY —RZERTEFEN HBESE. BEE
TR0 —ZHRID_ELEZHEOHLET,

BR—RENTVWD OCSF ARV RNIZRA

Open Cybersecurity Schema Framework (OCSF) 1 X2 NI T Ak, AAZR LY —AN Security
Lake ICIEfE TR T— DR ATZRRLET, HR—FENATWVWBARIKNIZADUARNFRD
EHBYTT,

public enum OcsfEventClass {
ACCOUNT_CHANGE,
API_ACTIVITY,
APPLICATION_LIFECYCLE,
AUTHENTICATION,
AUTHORIZE_SESSION,
COMPLIANCE_FINDING,
DATASTORE_ACTIVITY,
DEVICE_CONFIG_STATE,
DEVICE_CONFIG_STATE_CHANGE,
DEVICE_INVENTORY_INFO,
DHCP_ACTIVITY,
DNS_ACTIVITY,
DETECTION_FINDING,
EMAIL_ACTIVITY,
EMAIL_FILE_ACTIVITY,
EMAIL_URL_ACTIVITY,
ENTITY_MANAGEMENT,
FILE_HOSTING_ACTIVITY,
FILE_SYSTEM_ACTIVITY,
FTP_ACTIVITY,
GROUP_MANAGEMENT,
HTTP_ACTIVITY,
INCIDENT_FINDING,
KERNEL_ACTIVITY,
KERNEL_EXTENSION,
MEMORY_ACTIVITY,
MODULE_ACTIVITY,
NETWORK_ACTIVITY,
NETWORK_FILE_ACTIVITY,
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NTP_ACTIVITY,

PATCH_STATE,
PROCESS_ACTIVITY,
RDP_ACTIVITY,
REGISTRY_KEY_ACTIVITY,
REGISTRY_VALUE_ACTIVITY,
SCHEDULED_JOB_ACTIVITY,
SCAN_ACTIVITY,
SECURITY_FINDING,
SMB_ACTIVITY,
SSH_ACTIVITY,

USER_ACCESS,
USER_INVENTORY,
VULNERABILITY_FINDING,
WEB_RESOURCE_ACCESS_ACTIVITY,
WEB_RESOURCES_ACTIVITY,
WINDOWS_RESOURCE_ACTIVITY,
// 1.3 OCSF event classes
ADMIN_GROUP_QUERY,
DATA_SECURITY_FINDING,
EVENT_LOG_ACTIVITY,
FILE_QUERY,
FILE_REMEDIATION_ACTIVITY,
FOLDER_QUERY,

JOB_QUERY,
KERNEL_OBJECT_QUERY,
MODULE_QUERY,
NETWORK_CONNECTION_QUERY,
NETWORK_REMEDIATION_ACTIVITY,
NETWORKS_QUERY,
PERIPHERAL_DEVICE_QUERY,
PROCESS_QUERY,
PROCESS_REMEDIATION_ACTIVITY,
REMEDIATION_ACTIVITY,
SERVICE_QUERY,
SOFTWARE_INVENTORY_INFO,
TUNNEL_ACTIVITY,
USER_QUERY,
USER_SESSION_QUERY,

// 1.3 OCSF event classes (Win
PREFETCH_QUERY,
REGISTRY_KEY_QUERY,
REGISTRY_VALUE_QUERY,
WINDOWS_SERVICE_ACTIVITY

extension)
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}

Security Lake ' 5 D H AR LY — A D HIER

HABZLY —RAZEHIBRL T, Y—ANS Security Lake N\OF—RXREEZFLLET, YV—AZHIKR
g5 &, Security Lake BRIEEEE NV -3 ETHIRTEOY—ANSTF—RXZREL &<
Y, FABRY —APSHLVWF—RZFEATELRLLARYET, L. FIAEE Security Lake
HHIBREIICY — AL SNREL TF— R Z5|EHREFATEERT, ChSOFIERK, HWARLY—AD
HIBRICOZERATEE T, KA TATILHR—RENTVS OHIRICOVWTIF AWS O —E R,
M, 288 L T & WSecurity Lake AWS DH—ER TH A5 DTF—RIRE,

Security Lake THARX LY —AZHIBRT 3B E K. Security Lake AV =L OAFICHBDEY —R
ZY—ATEMITIHEN HBYVET, MEZEMILBEVE, YV—AKEN Amazon S3 ICAOT %
EELKRITDAREENFHYET,

Console

1. Security Lake 71>V —JL https://console.aws.amazon.com/securitylake/ ZB& &7,

2. R=OBLBIZHDAWS V=232 ELIVZ—ZFEALT. DAZLY—AZHIBRT S
)—23>zBRLET,

3. FTES—23ARA2T, [Customsource] (DARALY—R) ZBIRLFET,

4. HIBRT D HARLY—RX ZBRLET,
[(NARLY —ADOEZHERR] ZFBIRL., [HIRR) 2BRLTTI3aVERELETD,

API

DALY —ARZ7A7ZALATHIBRTSICE., EF2UF4LATAPID
DeleteCustomLogSource AL —> 3> ZFEAL T<EE L\, AWS Command Line Interface
(AWS CLI) ZEAL TW3HFE K. delete-custom-log-source AN REETLET, hAZRA
V—RAZHBRTB AWS V-3 AOBREEZFERALET,

)OO TANTIE, sourceName/N\TX—REZFEAL THIBRT D HARLAY —ADZEZIBEL F
To ThlE, DARLY—ADOZBHIZIEEL ., sourceVersion/N\TX—2—%&FERHL THIKR®
EEEZEDAZLY—ADEBEON—>2320TF—2OKICHIRELET,

KD OFITIE, Security Lake A S HARXLOTY —AZHIBRLET,

Z OPBlIE Linux, macOS., £HFE Unix BIC7 =YY RENTHEY), XX ITETEOMLEEED
EHIENYIATYD 1 () DITHEXFZFEALTVET,
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$ aws securitylake delete-custom-log-source \
--source-name EXAMPLE_CUSTOM_SOURCE

AAZ LY —ADHEIER
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Security Lake TOH T RO SA N—EE

Amazon EX1VFTALAOHTROVZAN—E, 2F1VF1LAOA50OOT AR NEFER
LET, JANZMR, BRDERTIVEADRANT ST 1 RAZIEFIREHIC, YTRAIT4
N—=ICV—AZELLTF—ENOT I7EAZFHFALET, sources DFMICDVWTIE., TSecurity Lake
THYV—AEE , Z2ZZRLTLEEL,

Security Lake l&, 2 BEOH T AIVZAN—%Z2HR—KFLTVET,

- Amazon Security Lake DY —ATF—ZANDTF— R T V2 AEEHE OT—RT VLAY TAU54
N—=ICE, F—=RNSSNTYRNIEZAFEFNDE, V—ADFLVWAT DI VRN BHELE
T F7FILRTRE, YTRITAN—EF, RETB HTTPS IV RRAV R EZBUTHLL AT
DIORNIDOVWTEHEIhET, £/, Amazon Simple Queue Service (Amazon SQS) ¥ 1 —%
R—=D)2TF22ET, YTAIVTFAN—IZHLLAT DI ORNIOVWTEBHNEZITMA CELET
EET,

c DIVTOVEA-VIVFTIOERZEE DY T AU S 14/N—I&. Security Lake N RET B TF—X %
PDIYTEEXET, ChsOYTAUTA4/N—IE. Amazon Athena BEDH—EZAZFEHAL T S3
INTY RA® AWS Lake Formation T—7 )L 2 EEI T L E T,

YTROZAN—, BTRIVSAN—OEREICAWS V=232 BRUE AOY —ATF—ARIC
DETIELATEERT, YT RVFAN—NDNEHD)—23>0OF—RIT I EATEDLSICT

BIC@F. YTRIOZAN—%ERLEYV—23 20207y 7)—23a>ELTEEL, 0 —
DAVILT—RERHLTESSCENTEET, O-IIT7yv7U—=—2a3a eg8m)—2 a2 0FMA
(Z2WTE. Security Lake TOU =32 0EEZSZRLTIEEV,

/A Important

Security Lake A" T AT A N—EICEBMTED Y —ADKRAEIF 10 TF, hiEk,
AWS V—AEHNABZRLY—ADEXAEDEBTHIAEMN BV ET,

N =R
 Security Lake Y7 RV ZAN—DTF—RT IV ELANER
« Security Lake Y7 ROV ZAN—DQIOIVT OV EANER
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Security Lake Y 7 AV A N—OF—RXT7 O ADEE

Amazon Security Lake DY —AF—RADTF—R T I AEZEFEOHTRAVTAN—IC&., 7—2&
HSINTYRNCEZAFEFNDE, V—AOHFLWAT DI ORNNBHENET, F74IILKNTE,
BTRA9T4N—., BHITBHTTPS TV RRAVNEBUTHLWATZD IO MIODVTEAE
nEF, £/, Amazon Simple Queue Service (Amazon SQS) ¥ 1 —%R—1U>>JTFB & T, #
TRAVZAN=ICHFLWATSIORMNIDVWTBHNEZSTWMA CEETEET,

ZA72 1O NN Security Lake F—RL A VICEEIRAEND E, YT AISAN—IZVY—ADFHFHL
W Amazon S3 A7 TV A BRIEhET, YT AU F 4 /N—I&. Amazon Simple Queue Service
(Amazon SQS) ¥ 1 —%R—U>2JFBET, SSATDIIVNIEETIVEAL, HILLWAT
SIVNOBRAEZTMACENTEET, COYTRVVTS a2 ZA 71k, CreateSubscriber
APl MaccessTypes NZX—R—T S3 ELTHBIENET,

NEY D

 Security Lake TTF—R TV REFOHTRAIVZAN—%ERT D O DEIREZML
« Security Lake TTF—R TV AREF OHTAITAN—%ERT S

- Security Lake TOT—R Y TRV SAN—OFEH

« Security Lake # 5 DT —X YT AT F 4 /\N—DHIE

Security Lake TTF—ZXTF IV ARAZE DV TRAIVSAN—%ZERTRDEHD
IR 3

Security Lake TTF—RICT IV EATERIHTAITAN—2RERTRHIC, XROXBERGEERBLT
DENFHVYET,

T Ot AFFA DO#ESE

ERZ®FTSICE. IAMZEALTIAMID KRREhTVWS IAMARD S —Z2#FE L TSEEL,
RIS, TENSORID—0OE®RE, T—RLAVIZHLVWTF—ENEEAETENLEE YT RISA
N—CBHTDLENHZRD HER) 7320 AREERLET,

LTROT7023a>oORTICEFHFANSETT,

* iam:CreateRole
* iam:DeleteRolePolicy

« iam:GetRole
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« iam:PutRolePolicy

« lakeformation:GrantPermissions

« lakeformation:ListPermissions

« lakeformation:RegisterResource

* lakeformation:RevokePermissions
« ram:GetResourceShareAssociations
« ram:GetResourceShares

« ram:UpdateResourceShare

LEROVANCMAT, UTOT V232 2RTITRHALHLETT,

* events:CreateApiDestination
* events:CreateConnection

* events:DescribeRule

* events:ListApiDestinations
* events:ListConnections

* events:PutRule

* events:PutTargets

* s3:GetBucketNotification

* s3:PutBucketNotification

* sqs:CreateQueue

* sqgs:DeleteQueue

* sqs:GetQueueAttributes

* sqs:GetQueuelrl

* sgs:SetQueueAttributes

HTA9SA4AN—ONAEID ZEEBLET,

HTROSAN—BERTDICK., YTRAIZAN—0O AWS THDUNID EEBIC, SEID £EH
BIDZVENFHYVET, AFHIDE, YTRAISAN—NRBEITIEENDEEFTT. Security Lake
k. ERULEYTRI9ZA4N—IAM O—)LIZHEB ID ZEBML EF. AFID &, Security Lake >
V=), APl, £F AWSCLIZFERALTHTRAITANEERK TR EEIZFEALET,
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SAEB IDs "IAM 1—H'—7i4 K, ® "How to use an external ID when granting access to your AWS
resources to a third partys ZZBL T<EE W,

/A Important

Security Lake AV —J)LZFEALTHTRIVTAN—ZEMTEDFENF HDEEE., XOF
g% RAF Y 7°L T Security Lake TTF—RF IV AZEFE OV TRAVSAN—%ERTS ([CiE
L ENTEET, Security Lake IV —L T, BELEFTXTO IAM O—LEERL 1=
V), I—H— IR >THREFEOO-IIZFERALEYTESD LD, FLHEHZEHOTOEA
FEBELEhTVET,

Security Lake APl £zld ZFERALTH T AV T4/N\—AWS CLI 2 EBMT 2 BEEEF. KDA
T Y 72 H, EventBridge APl DA ZHTHT IAMO—I)LZHERLET,

EventBridge API EE X ZFOH T IAM O—I)LZEK TS (APl B KX AWS CLIEH
ATYT)

APl £7zl& ZA L T Security Lake ZEA L TW3F S & AWS CLI, AWS Identity and Access
Management (IAM) TO—JLZ{EK L. API EEFEEZHTHLTAI/ DTV MNBHMZEEL W HTTPS
TV RRAYNIEFETS T U 2AFFA%Z Amazon EventBridge ICf5L £ 9,

COIAMO=LOERFETLES, YTRIVSAN—%ERTDEHICEFOO—ILO Amazon

)Y —AZX—LAL (ARN ) FREBIZAVET, YT AU 54 /N—7H Amazon Simple Queue Service
(Amazon SQS) F 1 —AS5F—XER—J T FB5HE. £k AWS Lake Formationh* 57— %
BEIITUITDHEE, cOIAMO—I)ILEHSEHYEBA, COBOF—RTILAFE(TIVEAR
47 DFM-DOVTIE, TSecurity Lake YT AV ZAN—DOTITFT I EANDER, 238BL TL
e\,

RORI)Y—Z IAMO—IIZNHFRENTEERT,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowInvokeApiDestination",
"Effect": "Allow",
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"Action": [
"events:InvokeApiDestination"
1,
"Resource": [
"arn:aws:events:us-east-1:123456789012:api-destination/
AmazonSecuritylLake*/*"
]
}

ROEFERIS—Z IAMO—JLICTEY FL T, EventBridge ' O0—)LZ5|ER T &ZFFAL

£9,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowEventBridgeToAssume",
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

Security Lake l&. W7 RISAN—HFF—RL AN STF—2EHHBDEEZFATTS IAM
O—IZEB8NICERLET (FLk, B hZ2BHASFETHNE Amazon SQS F1—H 54
RYKNZBR=UTED), cOA—LE., EVS AWSYR—I RRVI—TREEhTVE

9F AmazonSecuritylakePermissionsBoundary,

Security Lake TT—R T IV AEE DY T RAIOSAN—%2EKTS

ROVWTNADTIOEATEEBIRLT, BED OF—RICTIEATEZ YT RISA/N—%4E

BRLETAWS V-3,

F—RIITIVEATERY TRV TAN—%ERT S,
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Console

1.
2.

Security Lake 122V — )L https://console.aws.amazon.com/securitylake/ ZFH & £,

R=JDELBICHD AWS V—23> L IR—ZFEALT. YT RITAN—%2HEKT
2)—232%BRLET,

EQOFTET—23 RAVT[HTRAITAN-] EERLET,
YT RIOZAN—1 R=DT, "BTROTAN—%#kp.1 2BRLET,
BTROTAN—OFBIE, YTRIZAN—REFT IV THBEZADLET,

V=232, REERENATVS ELTEBASAWS V=232 chdicd, EETE
Ft A

[ATEARYRNY =R TR, YTRIFAN—FEAZHTFTEIATVRY—RAEERL F
ER

[F—RT OV EAFE TR, SSEERLTHTRIZAN—DOF—RT IO EAZRELF
ER

BTRIOTAN—RBIABERICE. YTRAITZAN—DOAWS THTNID E4ERID Z2I8E
LET,

(723> BHEOFHMT, Security Lake THTRISAN—=NDATZ IO NEHN%E
R—1)>2TT&E% Amazon SQS F 1 —ZEKE B LVHEEE, SQS F1—%EIRL &

9. Security Lake A" EventBridge 2T HTTPS T RARA >V NCBHEEETDLSICT
BICE, [WTAROVTSavI TV RRA N 2BIRLET,

[B7RAOVT2aVIVRRAV N ZEBRUEBER. UTERITLTLKEZ,

a HTAOVT2IavIVRRAVRNEADLET, BHEIY RRA NEXDOAFIC
(&, http://example.com¥*'&H V) EF, #7>3 > THTTPS £—HK & HTTPS £ —
BEEETDEETEERT,

b. Y—EAT7IVEAMFERE. HHLWIAMO—IILZEKTEH. APIFBEEZFHVOEL TE
PRIV RRAVNIAT DT NBHZIAET SR % EventBridge 153 2B1%F
OIAMO—-)LZEALET,

FLWIAM O—=IZHERTBHZEICDOVWTIE, TEventBridge API M%E5E & U T 7=
HOIAM O—I)LDERL Z22RLTEEW,

10. (723 [RITICk, YTRAITAN—ICEYTERETZ50BETAILET,

F—RIITIVEATERY TRV TAN—%ERT S, 71
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BIE. BEDRATDOAWS VY —AZEEBLTCEHTBENTEDIRILTT, &
BTG, BEBRIF—EFTOAaVORTETEREENTVET, XTE, cFRETELA
ETUY—ADOHR., 78, BERBICKRISEET, F#IC DLW TiKSecurity Lake )Y — AN X
SHTESBLTIEEW,

1. ERK] 2 BRLET,

API

F—=RIZTIOEARATER YT AISAN—%27 075 LTHERT I, Security Lake APl @
CreateSubscriber AR L —> 3> ZFALEF, AWS Command Line Interface (AWS CLI) Z
BALTW2B4, create-subscriber N> REEITLET,

JOTIARTR, ChSONFX—2%2FEALT, YTRAIFAN—ICROBREZEELE T,

« sources o, YT RAOSAN—ICTIOEAESEEVWY—AZZFThThIEELET,

« |ZlFsubscriberIdentity, Y 7RIV SAN—NYV—AF—RICTILATRDLEHICERAT
2AWSTAHIUNID EAZID Z#EEELE T,

 IZlEsubscriber-name, Y7 AV S A N—DEHEZEELE T,
 accessTypes MIFE. S3 ZHELET,

1 1

RO OBITE, V—ADEEENEYTRAITA4/N—IDAWS OBRED AWS ) —23 > OF—
BRICTORATEBDYTRIOSAN—%ERLET,

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "sourceVersion": 2.03}}] \
--subscribex-name subscriber name \

--access-types S3

Bl 2

RO DFITE, DAZRLY —ADBEENLEYTAISAN—IDOBEODAWS V-3 20
F—BRILTIORATERDHTRAITSAN—%ERLET,

$ aws securitylake create-subscriber \

F—RIITIVEATERY TRV TAN—%ERT S, 72
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--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{"customLogSource": {"sourceName": custom-source-name,
"sourceVexrsion": 2.03}}]1 \

--subscriber-name subscriber name

--access-types S3

BHRDFIE Linux, macOS, £ Unix AIC7 A=Y Y REhTHY), AP ITEcE@mEESE
BPEHICNYIARAZ Y1 () TEEXFZFERALTVWET,

(723N BT RUVZ4N—%4EKL i=5. CreateSubscriberNotification AL —> 3> %
FALT, YTRAIZAN—IZT VAT ELEVWY—RADTF—Z LA VICHLLWF—2NEE
AENLEZICHTRVTAN-ICBATRHEZIEELE T, AWS Command Line Interface
(AWS CLI) 2L TW3 B E k. create-subscriber-notification ¥ > RER{TLE T,

s F7AINOBHAE HTTPS I RIRAVN) ZF—/N\—F4 RLT Amazon SQS ¥1—%
ER T B CIE, sqsNotificationConfiguration/N\ZX—XDEEZEELET,

« HTTPS IV RRA UV NI KD BREZFLTDEHE
l&. httpsNotificationConfiguration NS X—ZNDEZEELET,

+ targetRoleArn”7 1 —)L RIZI&. EventBridge API EfELXZ T HT L IC/ERKL = IAM
A—JL® ARN ZiEEL T,

$ aws securitylake create-subscriber-notification \
--subscriber-id "12345ab8-1a34-1c34-1bd4-12345ab9012" \

--configuration
httpsNotificationConfiguration={"targetRoleArn"="arn:aws:iam::XXX:role/service-
role/RoleName", "endpoint"="https://account-management.$3.%$2.securitylake.aws.dev/

vl/datalake"}

ZHB T B ldsubscriberID, Security Lake APl O ListSubscribers AR L —> 3> &#EHAL
£9, AWS Command Line Interface (AWS CLI) ZERA L TW3FE &, list-subscriber AN >
ReETLET,

$ aws securitylake list-subscribers

FDH, YTRISAN—DOBHAE % (Amazon SQS F 1 —F=F HTTPS T RIRA > N) 2%
E 931k, UpdateSubscriberNotification ZRL—> 3> #FEHAT2H. ZFEALTVRHEE
AWS CLI updateupdate-subscriber-notification 1Y > RZE{TUE T, Security Lake AV =)L %
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ERALTBHASEZEEITREETEERT, [T RITAN-IR=ITHTRIZ A N—%ER
L. [#m&E] 2BRLET,

BOTILBEAXY 2—2 O

ROPFIE,. CreateSubscriberNotificationZA~AL—<3>? JSONEBEERDA AR NEAH
Zz2RLTVWET,

{
"source": "aws.s3",
"time": "2021-11-12T00:00:00Z",
"account": "123456789012",
"region": "ca-central-1",
"resources": [
"arn:aws:s3:::amzn-s3-demo-bucket"
1,
"detail": {
"bucket": {
"name": "amzn-s3-demo-bucket"
},
"object": {
"key": "example-key",
"size": 5,
"etag": "b57f9512698f4b09e608f4f2a65852e5"
.
"request-id": "N4N7GDK58NMKJ12R",
"requester": "securitylake.amazonaws.com"
}
}

Security Lake TOTF—X BT A5 A N—OFEH

YTRAOZAN—REFHFITDICK, YTRAITZAN—HNEETDY—RAEZEELEFT, YTRISA
N—DRTEBN)HTEVRELEY TREETEET, 2T, YT RAITAN—%EETHE
DEALTDAWS VY —AZERLTEVWETRENTEDIRILTT, FMIZ DV TIFSecurity
Lake VY —ADRTFHESRBRLTLEEV,

TORAFEOVWTNAZERL, UTOFIBLCK > TBRFOHTRAIVTZI>oHLVWY —R%E
EELEXT,
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Console

1. Security Lake 71>V —JL https://console.aws.amazon.com/securitylake/ ZB& £ 7,
2. EQOFES—2IURAVT[HTRIZAN-] ZBRLET,

3. HTARUZAN—%BIRLET,

4. [fR&E] ZBRL, XOVWThHAZETLET,

s YTRITZAN—OYV—RAZEFHITRICE., "OTEARVYRNOY—RL VI VICH

LVWEREZANDLET,
c YTROZAN—CRTZEETLEYVBELZYTRICR,. "201 £92 30 THE
KU TRT2EELET,

5, BTLES. RE ZBRLFT,

API

HTRIOSANDTF—RTIOCAYV—AZ7OT S ATEHTBIZIE. Security Lake APl @
UpdateSubscriber AR L —> 3> ZFEALET, AWS Command Line Interface (AWS CLI) Z {#
AL TW3E4, update-subscriber Y REER{TLET, VI ITANTI, sources/NZ
X—REFEALT, YT RIZAN—ICTIVEAREEEVEY —REEELET,

$ aws securitylake update-subscriber --subscriber-id subscriber ID

BEDAWS 7HI UM FEFABICEESFHTSNTVR YT RAITAN—DUANIDOVT
l&. ListSubscribers AL —> 32 ZFEALEF, AWS Command Line Interface (AWS CLI) Z
FALTWBEEIE, list-subscribers XY RERITLE T,

$ aws securitylake list-subscribers

BEODHTRAIVZAN—OBREDREZERTSICIE, GetSubscriber ARL —a > #FEAL
F 9, get-subscriber AN RERTLET, TDOHE, Security Lake YT AV Z 4 /N\—DAHI
ERBA, AT ID, TOMOEHRERLET, AWS Command Line Interface (AWS CLI) ZfEMA L
TW3BEEIE, get-subscriber X RZEERITLET,

HTRA9SAN—OBHAXY Y REFEH T BICIE. UpdateSubscriberNotification L —3 3
EFERALET. AWS Command Line Interface (AWS CLI) ZfEA L TW3HEIF. update-
subscriber-notification AN RERITLET, £&xlF, YT RAISAN—ICHFLWHTTPS T
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VRIRANEBIEELEY), HTTPS T RARA 2 A S Amazon SQS F 21—V EZX VYT
EFEY,

Security Lake A5 D F—X BT A0 Z 4 /N— D HIBR

Security Lake 5D F—R &2 YT RAIVSAN—ICERAETEE<BEVEEAE. UTOFEICHE>TY
TAOSAN—%HIKBRTEET,

Console

1. Security Lake 112V —JL https://console.aws.amazon.com/securitylake/ ZB & £ 9,
2. EQOFES—2aURAVT[HTRAIZTAN—-]ZERLET,

3. HIRTBHTRAUZTAN—ZBRLET,
4

[HIBR] Z3BIRLTTF OV EBRBLET., chilkY, BRECHET DI INTHOEAR
ENHIBRENET,

API
SFIAFCEITVT, ROVTFhLrEEITLET,

« YTROVSAN—LBETEZIITXNTOEHREZHIBRT B, Security Lake APl @
DeleteSubscriber 7R L —> 3> Z AL 3. AWS Command Line Interface (AWS CLI) %
FALTWBEEIE, delete-subscriber IN¥ > REEITLET,

s YTRVSAN—ZREFLEEER, YT RIVFA4/N—\Dfuture BHZFILET B IZIE, Security
Lake API @ DeleteSubscriberNotification AR L —> 3> &2 FEAL TKEE L, AWS
Command Line Interface (AWS CLI) ZfEHA L TW3HE &K, delete-subscriber-notification 1<
YREEITLET,

Security Lake Y 7 AV ZAN—O VTV T O ADEE

DIVTFOEAERE OV T AU FA4/)N—I&. Security Lake FNETZF—XE VTV TEET,
chsDHYTRAIZ54/)8—I&. Amazon Athena BEDH—ERZFERAL TSI /NT Y NHD AWS

Lake Formation T—7 L& BV T LE T, Security Lake DEZE I I T2k Athena T

I, AWS Glue Data Catalog& #i& & 1 /= Amazon Redshift Spectrum X Spark SQL & & DM
H—ERAEFERATEET,
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YT AU Z4/N—&. Amazon Athena ZEDH—ERZFEAL T, S3/NT Y NKRD AWS
Lake Formation T—7 I A SY—RAF—2&Z2 VT JLES, cOYTROUTS 3> x47
l&. CreateSubscriber APl MaccessTypes /NT X—5—T LAKEFORMATION & L TRl hE
ED

® Note
CotEI2aVTR, Y= RN—FAOHTRAIZAN—COTIVT OV AEEZRETS
FRELODVWTIHALET, MADT—ZLAVICHLTIIVZRTIZHELOVTIE,
"ATY7 4 HMBOT—RZRRLTITIVTS, Z22RLTSEEL,

N =R

« Security Lake TOTUT VERAEEF OV T RAIVTAN—ZERT B LHDRIREEML
« Security Lake TO IV TV RAEZFEODHTRAIVSAN—%ZERTS

« Security Lake TOUIVT VAR E O TRAITAN—DRE

Security Lake T IV T OV AERBT OV TRAIVSAN—%ERTH®H
DEIRZM4

Security Lake TTF—RIZTF IV EATER YT AVSAN—ZERTDHIZ. ROBEBERHERBLT
RBENFHYNERT,

T U AFFA O#ERE

DIVTFORAERER OV T RAIZAN—CERTBEIC, LTOTIIVVANERITTHHE
RA®HD&z2#BRLTEE,

EREZEFZITSDICE., IIMZFEALTIAMID RFEATVS IAMARU S —Z#HFEBL TS EE L,
DIVTFIOEADHDZHYTAIVSANEBERTRDEDICRTHNFATENDVLEN HDROT I3
DIVANELBRLET,

* glue:PutResourcePolicy

* glue:DeleteResourcePolicy

 iam:CreateRole

« iam:DeleteRolePolicy
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« iam:GetRole

* iam:PutRolePolicy

+ lakeformation:GrantPermissions

« lakeformation:ListPermissions

« lakeformation:RegisterResource

* lakeformation:RevokePermissions
+ ram:GetResourceShareAssociations
« ram:GetResourceShares

« ram:UpdateResourceShare

/A Important
HERZMELLS:

« Security Lake AV =)L &ZFEALTIOI VT VEREREZFE D>V TRAIVTAN—%2EMT
BDFENHBDHEE. ROATY T RAFY 7L Tlake Formation BEEEER Z(F 5 (CiE
ATLEE WV, Security Lake 4 EBRZITNTO IAMO—L&ERTZD A, I—H—ICK
LboTBEFEOO-ILZFEALET,

- Security Lake API £k CLI Z2FERA LTI IV TV AERERZR DY TRITAN—%E
MeB2FENHDEEEF. RORATY Tk, Security Lake —R&EI L) T2-HD
IAM O—J)LZERLE T,

Security Lake F—Z%Z2 VT UT2 IAMO—)L &K TS (API KV AWS CLIEF AR
TY7)

Security Lake APl £zl ZFERLTHTRAIOZAN—IZOTIVTIOERA

AWS CLI ZET25BE&E. CLWSHERAOO—-IIZERITZIBEN BV E
JAmazonSecuritylLakeMetaStoreManager, Security Lake &< ®O—JLZfEHAL T AWS Glue

N—TFT14>23a>a&EL., AWSGlue T—7 I Z2EH LET, "SBELZIAMO—-I)IL%ZERTSD, T
BliccoO—)LEZERLTVWREENHYET,

Lake Formation EEE#ER Z 15

F /. Security Lake AV Y —I)LICT IO EALTHTAOSAN—%2EMTHEHICERATS IAM
A—)JLIC Lake Formation EXEEERZEMT D HENF HVET,
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ROATYTICHE>T, BoOO—)LIC Lake Formation BB EEREZNETZE T,

1. Lake Formation 11>V —JL (https://console.aws.amazon.com/lakeformation/) ZH & £ 7,
2. BEBI—Y—&LTHA2420T%B

3. [Lake Formaton NKS ZEF] VA1V RUNFKRTRENLES, ATY T 1 TERELFBRL L
JI—¥—zBRL, BT ZBRLET,

4. [Lake Formaton NKS ZE] T4 RUNKRRENBZWVESRE. UTOFIEZEITL T Lake
Formation BB EZREL F T,

1. TETF—23RA2O [FA| TEEO-NERRAV]| ZEBRLET. [T—2L A VEEE]
t02arT, [EEEZER] 2EBRLET,

2. T—RLAVEBREOEREAATOTRY VAD IAM 1—H—&0O—)L T, Security Lake T
V=NICTOEATHEEICEATHIEEEO—ILEZREIRL., [RF ZBRLET,

TF—RLAVEBEDERZEOFMIC OWVWTIE, TAWS Lake Formation RO Y /N—HA K1 D
T—R LA VEBEDIER BSRBLTLSEETL,

IAM O=)LICE, YT RI9SAN—ICT VAR EERETEZTF—EIR—ARET—TIICRT
BDSELECT #ERHNIYBETT, TOHFEICOVWTIE, TAWS Lake Formation FROY /N—HA KR, @
FEBIFE )Y —AXY Y RIZ&KSD Data Catalog #EENHFE 1 28BL T,

Security Lake TO IV T VL A#EEE OV T AISAN—%ERTS

FEEOFZEERBRLT, BEDO TUOIVT I AEEZEZE DY TRIOSAN—&ERLET AWS
V=232, YTRAIVZAN—AWS U—2 3> F, ThHFEREIhI ASOHT—REIVITUT
EET, YTRIVTAN—ZERTRICR. FTRAIFAN—DOAWS 7HIV N ID £ ID A%
ETY, ABIDR. YTRISAN—HNEHRIZIEENEBRFTT. AFIDs "IAM 1—H—F 1
R, @ "How to use an external ID when granting access to your AWS resources to a third party s %
SRLTLEEV,

(® Note

X1 F 4L A0, Lake Formation DVOATHI 2 N F—REEN—-—232 1 z2H
R—KMULTWVWEH A, Lake Formation DOVOATHIO > N F—2HEF2N—>232 2F k-
BN—=23 D 3ICEFHITHHLENDHYET, AWS Lake Formation IV —)LF = IE AWS
CLI ZERALTIVOARTAI Y NN—2aVBEZEHMIAFIEILCOVTE, " FxOY
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N=HAR, O "FHLWN=—23 0 Z2ZBMETRIEE Z22RLUTSEZWL, AWS Lake

Formation

Console

1.

Security Lake 122V — )L https://console.aws.amazon.com/securitylake/ ZFH&E £,

EREEBETHIONIHAA42LET,
R=JDELBICHZ AWS V=232 wLIVR—Z2FEAL T, YT RITAN—%=2HKT
2)—232%BRLET,
EQOFTET—23> RAVT[HTRITAN-] ZBRLET,

"HTROSAN—1 R=IT, "HTRIVZAN—%ERL ZBRLET,
BTROTAN—OFBICE, YTRIZAN—RBEFT IV OHBEALLET,

=232k, REBREATVS ELTABASAWS V-3 Ehd i), EETE
FtA

AT EARYNDY—A| Tk, VIVHEREZRT & EI(C Security Lake IcE®H VWY —A%
EBRLET,

[F—2T Ot AKE] Tld. [Lake Formation] ZiBIRLTH T AIZAN—OOI VT O+
AZERLET,

BT RAOSAN—OFABERICIEE. YTRIZAN—DAWS FTAHI N ID EAERID =38
ELET,

(F723a) (BT YTRIZAN—ICEINE TR 2T Z 50 BETADLET,

RIE, BEODZATDODAWS VY —RAEZEXZLTEI)YHTHENTERDIRILTT, &
BTG, BEBRIFXF—EATIAVORTETHREENTVET, TR, TFEETELH
ET)Y—ADOEE, 28, BBICRISEEFT, FHMIC DOV TIESecurity Lake )Y —AD R
T ESBLTEE W,

10. [#ERK] Z:8IRL £T,

API

DIVTFOEAREOYTROZAN—27OTFLTHERTSIZIE. Security Lake API @
CreateSubscriber AR L —> 3> ZFEHALET, AWS Command Line Interface (AWS CLI) Z f

AL TVW3BE(E. create-subscriber AY¥ > REETLET,
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JOTIART, ChSsONFA—2ZFBALTHTRITAN—CROBRELZEELET,

« accessTypes MFA. LAKEFORMATION 2 EL £,

« sourcesTlk, VIVHERERT EZEIC Security Lake ICEHEWVWY —AZ TN TIREELE
ED

« ([ZlksubscriberIdentity, Y 7RI SAN—HNYV—AF—RO VT IICEHATS AWS ID
ENAEID ZEBELET,

RO OBITIER., BEENEHTRAI9S5A4N—IDOREDAWS V=3IV ICo9TIT VT O AE
BEODOHTRAU9TSAN—ERLET., ZOHIE Linux, macOS, £HE@E Unix BlIC7+—< v
RENTHY, FAXTEZ[MEE BRI EHICNYIATYSI 1 () OT#HEXFZEEALTVE
9,

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 129345678912,"externalld": 123456789012} \
--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "sourceVersion": 2.03}}] \
--subscribex-name subscriber name \

--access-types LAKEFORMATION

DAARATHAI U RNT—=TILHEEBEEYNTYT (B TRISAN—ATY )

Security Lake (&, Lake Formation DV ORAT7HO > N TF—7IIEEEZFEALTHTRIZ 4 /N—
NDOTVTFTOtEARZEHR—KNULET, Security Lake AV —JL, APl, L& TOIVTFTIVtAR%E
BOUHTRUVZA4N—%EHKTSDE AWS CLI, Security Lake (& AWS Resource Access Manager ()
TIY—AHEZERL T, BETS Lake Formation T—7IILICBET2BEHREHT T A4 /NN—¢&
HEL F£ITAWS RAM,

DIVT O EAEREZFE ODOHTAITANICEENEEOREZITD &, Security Lake IEFL W1
V—AHEEERLET, FMIZDOVWTIE, TSecurity Lake TOO TV T O A RE DY TAIS
AN—DfRE, ZSRBLTLEEV,

BT A0S5S4 N—&, ROATY TICHE> T Lake Formation T—7 )L A STF— 2 2WMEBETIHEN
HYET,

1. VY —AHEFEZTAND —HTRAITAN—. YT RITSAN—%ERELFFEL L E
ICEREND, resourceShareArn&resourceShareNameZ L)Y —AHEBEZZ (T AND %
ENHYET, ROVWTINADOTIOEAFEZBIRLET,
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e AV —=ILE IZDVWTIE AWSCLI, "TDY—AHEOHBEFOHEZE AWSRAM, 2B LT K
=0\,
« APl MF{E . GetResourceSharelnvitations APl Z RO H L &

¥, resourceShareArn&resourceShareName<T 7 A4 )R> LT, ELWDY—A>T
TEBDFTLEEV, AcceptResourceSharelnvitation APl ZEA L THEZZTANE T,

)Y —ZAHEOBFE 12 EETHRYINICAZ S, 12 BEURNICHBEEZRIL TRETIH
ENfGVET. BEOBWHRIMNTE, 5|E#HE PENDING RETEKRTRENE TSN, 52
FANTEHREVY AT I RATELBLBYET, 12KEAULEZBL =S, Lake Formation
HTRAOZAN—%HIBRL, YT AISAN—Z2BERLTHLLVWIY —AXEF0OBEFREEE
LET,

2. HEF—ZR—=ZANO VY =AU &EKTD - BT AUV 54/N—I&. HE Lake Formation
F—RR—=ANND )Y =A% AWS Lake Formation (A V=)L ZFERALTWVW3HEE) £k
& AWS Glue (API/AWS CLI ZFERAL TVW3HBE) ODLVIT A TERTIHEN HYUERT. <Dl
V=AD&, YTRAIZAN—DOTHI RN EeHRETF—ER—AICKRANLET, XOW
ITNHADOTIOEAFEZBRLET,

c ADY=LBRTICOVWTRR AWS CLL, " FAROY/N=74 Ry ® "HH Data Catalog 7*—
BANR—=AND)Y)—=A) O DER, 2SR LUTLKEEL, AWS Lake Formation

- FIfA#E K, CreateDatabase APl ZFAL TV Y —AV O F—7 I EZKMTHHBEOTF—X
R—AEEHTDEZHEOLET,

3. HEF—7 )&V I TS — Amazon Athena BENDH—ERART—7 I ZEESRET
&, Security Lake FPRELEHFLVWF—XZBBNICOTVICERATESRRSICBYET, V1
DIEHTRAITA4N—0O TRITENAWS TAHIUR, JIVICK2>TERELEIDAMNEIY T A
DFAN—IZBERENET, BD D Security Lake PHI KDV Y—ANDOZRIMY T IO RA%
FETEET,

ODOAT7HIO MERDODFEICOVWTEL L. TAWS Lake Formation RO Y /N—HA4 KR, D
FLake Formation TOYVOAT AT hTF—2HE, #5RBLTLSEETL,

Security Lake TOOV TV T VLR EE DY T AVSTAN—DiRE

Security Lake Tlk, VIV T VL AERZZE OV TRAIVTAN—DREN Y R—REhEd, ¥
TAOZAN—0FH, HA, AZPID, Z7UNIL(AWS FHIKNID), BLKOHYT RIS 4
N—=NDERTEZIOTYV—REmETEEFT, FLEOFZEEZBRL, ATYTIZR>THEHED AWS
)—=2a>TOI) PORAREEFE DY TRIVSANERELET,
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https://docs.aws.amazon.com/glue/latest/webapi/API_CreateDatabase.html
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® Note

tF*¥21)FT 4L A&, Lake Formation DVOATHI 2 N F—REBEN—23 1 &Y
R—KRLTWEH A, Lake Formation DV OAT HIO N F—2HF2/N—23a> 2%
BN—23 D 3 ICEFHITHIHLENHYET, AWS Lake Formation IV —I)LE Ik AWS
CLIZBEALTIVOATHINN—C3VBREZEHMIBDFIRICOVTR., T FXOY
IN—=HAR, O THFLLUWN=23a 2 28MCTDICE, 25BLTLSEETL, AWS Lake

Formation

Console

MELEZVEMRICESVT, TOTIVYIVIIOKRBEENTVWRATY FICH 2 TEE L,

BITRAOTAN—BEmRETHICE

1.

Security Lake 127V — )Lhttps://console.aws.amazon.com/securitylake/ ZB & £ T,

EREEBETHIORNIHAA4VLET,

R—SDELRBE®H2 AWS U=V 3> LI 2—%2ERALT, TR T4 N— 05
ERETH)—Ta ERRLET,

EQOFTET—23 RAVT[HTRAITAN-] EERLET,

BITRITGAN—R=DT, SOFAREZZFRALTUHRETHDHTRAITA/N—%ERL
£9, BIRULEYT RIS ANDODTF—RT UVt AFZEIE LAKEFORMATION T& i hid
TY)EEA,

[fmEE] Z:BIRL T,
MLWHTROZAN—BZANL, [RTF] ZEBIRLET,

BITROTAN—ORBEHRET S I21EF

1.

3.

Security Lake 127V — )L https://console.aws.amazon.com/securitylake/ZH & £ 9,

EREEBETHIORNIHAA42LET,

R=OELBICHD AWS V-3 L IOR—ZFERALT, YT RIVZAN— %R
£9%)—>a EBRLET,

EQOFTET—23 RAVT[HTRAITAN-] ZERLET,
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4.

BITRITGAN—R=DT, SOFAREZZFRALTURETHDHTRAITA/N—%ERL
£29, BIRULEYT RIS ANODTF—RT UVt AFZEE LAKEFORMATION T& i hid
TY)EEA,

[fmEE] ZBIRLE T,
BTRIOZAN—OFHFLVWHAZADL, [R7TF] ZBRLET,

AEID ZiRET D ICIE

1.

Security Lake 12V — )Lhttps://console.aws.amazon.com/securitylake/ ZB & £ 9,

EREBETHIORNIHAA42LET,

R—SODELBICHBD AWS U—>3> wLO9B—FEALT, YT RISAN—0OFH
MERETD -3 & BRUET,

EQFTES—23 RAVT[HTRIZAN—] EBRLET,

BITRIOTGAN—R=—DT, SOAREZ D EFRALTURETHDHTRAITAN—%ERL
£9, BRULEYTRAIVTANOFTF—2T V1AK% LAKEFORMATION T& (T hidE
BVEEBA.

[fmE] ZBIRLET,
IABFRELEFLVAZEID ZA DL, [Save] ZBIRLET,

FLUWAZID ZREFETHE, LUHIO AWSRAM DY —2AHRENFBBHNICHIBRE N, Y7
A9TAN—OHFELWIY —AHENERENET,

YTROZAN—&, JORTHI TN HEELY NTYT (HTRIZAN—=A
TYTDVDATY T 1R IDPTHLVWIY A ITEZZGFANDREN BV ET, 7
AT T4 N—OFMICRERE NS Amazon )Y —AX—LA (ARN) #F Lake Formation
VY=L ERUTHD L EZBRBLTILKEEV, HET—TILAOVY—=RAUVIEFEED
FFERDI LD, YTRAITAN—BHLVWIY—AU VI EZERTIHVERIHY EE A,

TNV (AWS TAHDIY N ID) Z2imETHICIE

1.

Security Lake 122V — )L https://console.aws.amazon.com/securitylake/ ZFH& £,

EREEBETHIORNIHAA42LET,

R—IDELBICHS AWS V—T 3> LI R—&FEALT, Y7 RIS N—DF
BERETH)—Ta EBRLET,
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3.
4.

EQOFTET—23 RAVT[HTRAITAN-] EERLET,

BITRITGAN—R=DT, SOFAREZZFRALTURETHDHTRAITA/N—%ERL
£29, BIRULEYTRI9SANDODTF—RT Ut AFZEE LAKEFORMATION T& I hid
TY)EEA,

[fmEE] Z:BIRL X9,
BTRIOTZAN—DOFHFLWAWS PHDU N IDZA DL, [Save] ZBIRLET,

FLWFADNID ZRETDE, 51O AWS RAM DY —AHEN BB ICHIBRE 1
D, IOTIVONNEOTY—REAR NI —RAEFERATEEE A, Security
Lake @FTLWUY—AHBZERLET,

HBTR9Z4N—&, HFLLW U NIIORERZFRAL T, FILLWDY—AHLE%E
ZHAN, HET—TIANOVY =RV IV EZERTIVEN HYET, chlokY),
LUTUSSNLEREYY—REFP I ERATEET, AFY7COUTR, 202
THIRNT—=TINEEEY NTFYT (BT RAOTAN—ATY )1 ODATY T1E2%
SRBLTILKEEV, YTRITAN—OFHMIZKRTE 15D ARN A Lake Formation 1>/
V=ILICKRRENS ARN LRILUTHBD & ZMERL TS EE L,

OJY—RAREARYNY—AZwWETDICE

1.

Security Lake 122V — )L https://console.aws.amazon.com/securitylake/ ZFH & £,

EREEBETHIORNIHAA42LET,

R—VOELBIHD AWS U= 3> LI 2—&EALT, Y7 RISAN—0FF
MERETDU—T 3 EBRLET,

EQOFTET—23 RAVT[HTRAITAN-] EERLET,
BTRITZAN—R=DT, SOHARZVEFERALTHRETIHTRITAN—&ERL

£9, BIRULEYT RIS ANDODTF—RT UVt AFZEIE LAKEFORMATION T& i hid
TY)EEA,

[fmEE] Z:BIRL T,

BREDY —AZBIRERTSH, BNTHIY—AZBRLET, V—RAEBIRMRT S
&, BMOT O a2 R@EYBEHY)EFRA, V—AEENTEEZBRLEEES, FiL
WY —ZAHBEANOBEFRERENEL A, L, Security Lake Ik, B hiY—
AICESVWTHALake Formation T— 7L EEFHLET. YT RIFAN—F, V=R
TF—REIDIVTEDRSIC, EFchERET—TILANOVY—RA VO RERT D2
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ENBYVET, ATVTICOVWTR., "TJOATAI U RT—TIHEELY N7 YT (B
TAVZAN=ATY NI OATY T 22ZRBLTSEEZ,

7. [RTFZEBRLET,

API

DIVT O AEREFE DT AIVZAN—27TOU T LTHRETSIZIE. Security Lake API

@ UpdateSubscriber AR L —2 3> ZFAL T EE VW, AWS Command Line Interface (AWS
CL) Z#EBA L TW3B A, update-subscriber AN RZERTLET, JIITARNTRE, HR—
RENTVBINTX—RZFERALT, YTRITFAN—DROBEEZEBELET,

« subscriberNamellld, FILWHTRIVSAN—BEZEELET,
« subscriberDescriptioniZid, LU VWHBAZEEL X,

« (ZlksubscriberIdentity, Y 7RI ZAN—NFYV—AF—XOIOITVIZERATZI T I >
NIL(AWS FHOKNID) EAFID ZEEBELET. 77UV ID EASBID OlAE ZIEE
FTRIMBENFHYVET, chSOEOVTIAAZELUERRICLTIHELVEEGR., BEOEZE
LTLEEW,

s ANBDDOKOEFH —ZOFT VI VBTN AWSRAM UY —AHBZHIBRL, 7R
DSAN—RAOFLVWIY —AREZERLET, YTRAITAN—k, JORATHTI K
T—TIIWHEEYRNT YT B TARAIVSAN=ATYT)DATY T 1ICH2THLWI Y —
AVITEZFANDBENHYET, HET—TILANOVY—-AVVIEZTOEERD -
b, YTRAITZAN—REHFLOWIY—RAU I ZERTIHVERIHY EB A,

s TVINIOKEDEFH -COT o3k, sio7 ) NIFOQdV—REARY N
V—RAEHBTERVKRSIC, 51O AWSRAM VY —AHEZHIBRL £9, Security Lake
BHELWUY—RAHEEZERLET, YTRAITAN—, wLWT U NIILORIER
EEALT, FLWOY—RAHEEEZ T AN, HET—TILAOVY—AV UV EEKT
DRENBHYVET, ChiCkY), FLLWITUINILEREBIY—-RIZTIVEATEERT,
ATYZICOVWTE, "JOAT7HIRNT—TILHEEYNTY T HBTRIFA4AN—-A
TY N1 DARATY T 1E£2725BLTLIEEL,

ABIDETVINIINEEFH TR, VORATHINT—TIHBEELYRNTYT (BT A
DTAN=ATYT)VDATY T 1 E2ICH2TLIEEV,

« sourcesiclk, BEFOYV—AZHIBRT DA, BEMTBDYV—RZEELET, V—AZHIKRT
P56, BMOTOIaAVREM4EHYELHA, V—ARAZEMLTE, HILLDY—ZAHEEA
NDRBFRFERENERA, 1L, Security Lake ik, BiEhiY —RICETWTHALake
Formation T—7 L EEFHLET, YT RAITAN—l, V—ARF—REIVIVTEDLS
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2. EFEhERET—TIANOVY AV UV ZERTIBENF HYVET, ATV IOV
Tk, "VOART7HI T —TIRBEEYRNTYT HTRIFAN—ATY )1 OATY
7 27BRLTEEL,
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Security Lake 2 T 1)

Security Lake A" AWS Lake Formation —32ZRXR—AETF—TINWIZRETZTF—RX%2OITITESE
9. Security Lake >V —JL, APl, £k AWSCLITH—RN—=F 1 OHTRIVTAN—%ER
TREETEERT, Y—RN—F1OHTRAITA4N—&, BEL LY —AHNS Lake Formation
F—REITIIVTBDEETEET,

Lake Formation *—ZX L 4 VEBEE, F—XZJITJIFTBIAMIDIC, BEITBZTF—IR—RAE
T—7 IR T BSELECTHERZNFETIHENF HVET, £, F—2E VT T SHIIC Security
Lake ICH T RAIOTAN—ZERTRIHVENHYWET, VI TIORREE DY T A4 NEER
ITBHEEQOFEMCOVTIE, TSecurity Lake Y T RAVZAN—O VTV T IO ANER,, 258U
TLEEL,

REREZFEALLET—20OOTIY

Amazon S3 ZA 7H A JIILEERK., F—2ORFHPEICEEL, VIV ZRITTEIRHICE
EL %9, Security Lake TREFFZREZXREL TVWRHEE, VIVICKEAR—ANDT 1)L Z2—
ZEHT. BREY NOBMERA I TWEVWTF—RT7 7ML OHERICRETIHEN HVYE
9, Security Lake D TF—RRIEOFEMICOVWTRK, T, 2SBLTIKECVIATIHAIIILE
I,

UATotwo2a>o0T )&, CORANTZTIOTAAZRTESHICtine_dt, eventDayX®
BEDEBR—ADTAILEZ—NFEENTVET,

N =R

« AWSY—A/N—23 2 1 M Security Lake 2 ') (OCSF 1.0.0-rc.2)

« AWSY—RA/N—>3 2 2 M Security Lake 7 I ') (OCSF 1.1.0)

AWSY —RA/N—= 3> 1 O Security Lake 2 I 1J (OCSF 1.0.0-
rc.2)

RDED> 3> T, Security Lake S DF—RO VT VICETAIHA A AZREML, AWSY —
AN=23 1 TRATATICHR—RENTVRAWSY—ADIITVHEVKDOARLET, &
hsnOITUE, BED OTF— QEHQ FREDICRERETENhTVERIAWS V=232, 2hs5m

BTl us-east-1 CKERI (N—ZF4E) ZFEALTVET, E8IC. YTV TUTRERKR
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
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258k DL 01— RZBRILIMIT 25/NFX—R2ZFEALTVET, CONTX—F—RBFEBTD L
£, WHICIWWUTHRABITBDEETEERT, TOMOHICDWVWTIE. Amazon Security Lake OCSF
Queries GitHub 1 L7 U ZSRBRL T EE L,

UATOO0IVICE, JTUNFREECNEREREATHD L Z2HEFE T DeventDay o IZ ZFEH
THRIRHER—ADTAIINEZ—NFEETNTVET, FMICDOVTIE., "Querying data with retention
settingsy ZZRBL TSIEE L\,

PIZE, 60 BAEBRBL ETF—RXOBEMHBRAYINTVREE, JTVICERHRIAT—2ZADT
TEAZH<EOOREHNEZESOIHEN HYET. 60 BEAORFHBIZOVWTR, JITUICKR
NHEEOET,

WHERE eventDay BETWEEN cast(date_format(current_date - INTERVAL '59' day, '%Y%m%d') AS
varchar)
AND cast(date_format(current_date, '%Y%m%d') AS varchar)

M AlE. Amazon S3 & Apache Iceberg D TF— XX IFREINEE ZE (75 /-%(C 59 H (60 HTIE
BL)ZFEALET,

OJY—A7—=7)

Security Lake —R%Z VT $B & F, T—RXN1FET S Lake Formation T—7 )L DEF ZE®H
PRENHYNET,

SELECT *
FROM
amazon_security_lake_glue_db_DB_Region.amazon_security_lake_table_DB Region_SECURITY_LAKE_TABL
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
H') as varchar)
LIMIT 25

o\°

OJY—ART—7ILO—BHBEICEXDISIBEDNHYET,

« cloud_trail_mgmt_1_0 -AWS CloudTraillEZB 14 X2 ~
« lambda_execution_1_0— Lambda CloudTrail *—X A X2 N
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https://github.com/awslabs/aws-security-analytics-bootstrap/tree/main/AWSSecurityAnalyticsBootstrap/amazon_security_lake_queries
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« s3_data_1l 0-S3CloudTrail F—&AX> K

« route53_1_0 - Amazon Route 53 Resolver 7T U047

« sh_findings_1_0@ -AWS Security Hub CSPM#& tH#E R

« vpc_flow_1_0 - Amazon Virtual Private Cloud (Amazon VPC) 7O—0O%

l: us-east-1 ') —= 3 > sh_findings_1_0» S OT—7 )LD FXT D Security Hub CSPM #& i
R

SELECT *
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, 'S%Y%m%d
%H') as varchar)
LIMIT 25

F—BAR—A)—T 3y

Security Lake *—RZVITVTDEER, F—E2OIV TV RDTF—ER—A—2J3A2OFEZEE
OBIVBENHV)ET, Security Lake N REFAAREZ T —EX—A) =232 0LV ANIOWVWT
l&. TAmazon Security Lake T RARA >~y ZBRLTLKEE L,

Bl: V=R P ASDAWS CloudTrall 7 o9 F 1 ET 1 Z#—ERRTS

XDBITIE, us-east-1DB_Region®DT—7 )L cloud_trail_mgmt_1_0 \Z, 20230301 (2023
£3810)UBICERENEY—RAIP192.0.2.1 A5DFTXTD CloudTrail PZ/TF A EF 1 %
JANLET,

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301' AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25
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https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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N—F14> 3> HM

F—REN—TFT4232FBET, EIVTVICK > TARAF Y EhBDTF—X2DEZHIR
TEBDERSICBBEH, NTA—XANELEL, JARNNBIEENET, Security Lake
lFeventDay, region, accountid/N\ZX—2ZBLU T, N\—FT41>3_-_2J%KELET,
eventDay/N\—7 423> TIREYYYYMMDDER ZEAL £9,

ctlkeventDay/N\—T 123 &2E>2OTJDOHITTY,

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc

eventDay® — XMV EIFXDEY) TI,

BE1FBICRELIZAR B

o\°

> cast(date_format(current_timestamp INTERVAL '1l' year, '%Y%m%d%H') as

varchar)

BE1DLPACRELEARY B

> cast(date_format(current_timestamp INTERVAL '1' month, '%Y%m%d%H')
as varchar)

BE30 BEIERELEAXRD B

> cast(date_format(current_timestamp

INTERVAL '30' day, 'S%Y%m%d%H') as
varchar)

BE12BFEICRELIZAXR B

> cast(date_format(current_timestamp INTERVAL '12' hour, '%Y%m%d%H')
as varchar)

BES TEICRELIEAR B

> cast(date_format(current_timestamp

INTERVAL '5' minute, 'S%Y%m%dS%H')
as varchar)
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7~ 14 BEIICRELIZAXRY B

BETWEEN cast(date_format(current_timestamp - INTERVAL '1l4' day, 'S%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL '7'
day, '%Y%m%d%H') as varchar)

BEOQDBNURBRICRETDAR N

>= '20230301"'

B51:2023 FE3 A1 BABOY—XAIP192.0.2.1 ’5DOFTXTD CloudTraill 7T AET1D) A
N (%) cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

Bl: 7—7) cloud_trail_mgmt_1_0 ADiBX 30 HENDY—AIP192.0.2.1 A5DFNXTD
CloudTrail 7257 1EF14 D) AN

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

CloudTrail 7—2& @ Security Lake 2 ') ® 4l

AWS CloudTraillk, OI1—Y—TFOTF1ET1 & API ERARRZEHLETAWS O —ER, ¥
T AU Z4/N— & CloudTrail #—RICOVTVZRITLT, ROBEEOEHREZMETEET,

CloudTrail #—&Z® o 1) 92
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AWSY —ZA/N—23> 1 ® CloudTraill F—ZO 2T OHIZRIZALET,

BE7 HEOAWS OH—E AT 2 AEZHIT

SELECT
time,
api.service.name,
api.operation,
api.response.error,
api.response.message,
unmapped[ 'responseElements'],
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND api.response.error in (
'Client.UnauthorizedOperation’,
'Client.InvalidPermission.NotFound',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25

BE7HEOY—AIP192.0.2.1 5D INT®D CloudTrail 77T 1 EFTADJAB

SELECT
api.request.uid,
time,
api.service.name,
api.operation,
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

CloudTrail #—&Z® o 1) 93
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND src_endpoint.ip = '127.0.0.1."'

ORDER BY time desc

LIMIT 25

BE7BEOIXTOIAMTITAETAOUAN

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND api.service.name = 'iam.amazonaws.com'
ORDER BY time desc
LIMIT 25

B2 7 AIDACKCEVSQ6C2EXAMPLE B B ICERRIEHMAERAE N4 AZ A

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

BX 7 BEIC KL = CloudTrail LO—RO U A K

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region

CloudTrail #—&Z® o 1) 94
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE status='failed' and eventDay BETWEEN cast(date_format(current_timestamp -
INTERVAL '7' day, '%Y%m%d%H') as varchar) and cast(date_format(current_timestamp -
INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

Route 53 UV JL/N—2 T ') O ® Security Lake 2 ') M4l

Amazon Route 53 UV I)ILNN—O 2T )OO &, Amazon VPC MDY —AIZ&k 2 TiTHh = DNS
2TV ZBHLET, FIAEIF Route 53 VYV ILN—0OoT VO Z#0T) LT, XOBEOEHZ
R TEEXT,

AWSY —AN—232 1 MO Route 53 YUY IIN—2ITVOTDOIO T OHIZRIZRLET,

BX7 HE®CloudTrail #5MO DNS VTUDJ AN

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_route53_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
ORDER BY time DESC
LIMIT 25

B% 7 HEICs3.amazonaws.com& — LA DNS VT UMD AR

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,

Route 53 UV I N—2TuOvmo 1Y) 95
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rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE query.hostname LIKE 's3.amazonaws.com.' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

BE7 BECHBAESNBEASDEZDNS VITUDJAL

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE cardinality(answers) = @ and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

BX7 HEIC192.0.2. 1ICERENAZDNS VTUD I A

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answer.rdata
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
CROSS JOIN UNNEST(answers) as st(answer)
WHERE answer.rdata='192.0.2.1' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
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LIMIT 25

Security Hub CSPM O H#E R (C X9 % Security Lake 2 L) ® 4l

Security Hub CSPM &, OtF 17 REZTIEMNICIBEAWSL, EF 1 U7 1 EREFEERA
NRT7ZSO9T4AICBSLTREEZEFIVITDDICKRILSEET, Security Hub CSPM Ik, =¥ 21
TAFIVIDHERZER L, T—RN—FT1—OH—EANSHERZZTERVET,

Security Hub CSPM OB EZRO VTV O HlZRIZRLET,

BE 7 BEOMEDIUMERBEN TN LOFHFLVKREFER

SELECT
time,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0_fi
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND severity_id >= 3
AND state_id =1
ORDER BY time DESC
LIMIT 25

BE7 HENDERIT2RHEER

SELECT
finding.uid,
MAX(time) AS time,
ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding) AS finding,
ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H')
as varchar)
GROUP BY finding.uid
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LIMIT 25

BE7 BEOBEREEUADINTORERR

SELECT
time,
finding.title,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE severity != 'Informational' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

)Y —AN Amazon S3NT Y R THBHEENRR (RFEFIREL)

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

Common Vulnerability Scoring System (CVSS) A7 A 1 (RFE#IREL) L ELokEER

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(vulnerabilities, element -> element.cve.cvss.base_score > 1.0)
LIMIT 25

— B REES1E & B (CVE)CVE-0000-0000 (-5 2R R (RRESIREZ L)

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

B 7 HEIZ Security Hub CSPM A S HEFZERZEEFEL TV 2 EROHK
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SELECT
metadata.product.feature.name,
count(*)
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
GROUP BY metadata.product.feature.name
ORDER BY metadata.product.feature.name DESC
LIMIT 25

BE7 BHEOERIIEEFND VY —AZATOH

SELECT
count(*),
resource.type

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
CROSS JOIN UNNEST(resources) as st(resource)

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

GROUP BY resource.type

LIMIT 25

"

BE7 HEOKREERL, SBSNERSEE/NY T2

Ui

SELECT
vulnerability
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0,
UNNEST(vulnerabilities) as t(vulnerability)
WHERE vulnerabilities is not null
LIMIT 25

BE7 BHECEEE-REER

SELECT
finding.uid,
finding.created_time,
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finding.first_seen_time,

finding.last_seen_time,

finding.modified_time,

finding.title,

state

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

Amazon VPC 7 O—0O% @ Security Lake 2 ') M4l

Amazon Virtual Private Cloud (Amazon VPC) &, VPC ADXY ND—DU A 2B —T T4 AEDET
EEEEhDIPRZT74v O ICBIZFHERELET,

AWSY —ZA/N—=3> 1M Amazon VPC 7O0—0O7 00T OHIZERICRLET,

BE7 AEOREDAWS V=232 0ORZ714v 79

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND region in ('us-east-1', 'us-east-2', 'us-west-2')
LIMIT 25

BE7 BEOZEETIP192.0.2.1 EIEERR—R220T79F1ET1DJARN,

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
AND src_endpoint.port = 22
LIMIT 25
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BE7 BEOM@EBINRESE IP 7 RLADEK

SELECT

COUNT(DISTINCT dst_endpoint.ip)

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

BE7 BEIZ 198.51.100.0/24 A SRHRELIERNTZT71v D

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND split_part(src_endpoint.ip,'."', 1)='198'AND split_part(src_endpoint.ip,'.",
2)='51"
LIMIT 25

BE7HEOIXTOHTTPS NZT7 1YY

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25
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BXE7 HEOR—BNL3TETOEZED/NT Y NEUE

SELECT
traffic.packets,
dst_endpoint.ip
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BE7 HEM®IP192.0.2.1 £ 192.0.2.2 AOIXTOKRTT1v D

SELECT
start_time,
end_time,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND(
src_endpoint.ip = '192.0.2.1'
AND dst_endpoint.ip = '192.0.2.2"')
OR (
src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip = '192.0.2.1"')
ORDER BY start_time ASC
LIMIT 25
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BE7 HEOIXTOANDRRNZ T4V D

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'ingress'
LIMIT 25

BE7BEOIXRTOTINNDVRINZTA4YD

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'egress'
LIMIT 25

BE7 BECHERENLEIXNTORNZ 71V D

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND type_uid = 400105
LIMIT 25

AWSY —A/N—> 32 2 @ Security Lake 2 1) (OCSF 1.1.0)

RDOEDUZ 3> Tlk, Security Lake A SDF—ZD VT VICEITRHA A AEREL, AWSY —
AN=2322TRATATICHR—RENATVWBAWSY —ADO VI VHZE VNS DARLET,
hsOOITVR, BEDO OTF—RXEZRMEBIBELSICEKIENTVETAWS V-3, Cchso

5l Tl& us-east-1 CREIRZ (N—ZTF748) Z2FEALTVET, e5IC, YO FILIVITUTREKR

Security Lake 7T Y —AN—232 2 103



Amazon Security Lake d1—H¥—HA R

258k DL 01— RZBRILIMIT 25/NFX—R2ZFEALTVET, CONTX—F—RBFEBTD L
£, WHICIWWUTHRABITBDEETEERT, TOMOHICDWVWTIE. Amazon Security Lake OCSF
Queries GitHub 1 L7 U ZSRBRL T EE L,

Security Lake A"AWS Lake Formation7—32Z R —RAET—TIIICRETEZTF—XE VT TESE
9, Security Lake IV —JL, APl, £EFAWS CLITH—RN—=FT 1 OB TRIZAN—%EK
FTRDEETEERT, Y—RN—FT1OHTRIZ4N—F, EEL Y —AAH S Lake Formation
TF—REVIT)ITB_EETEERT,

Lake Formation *—ZX L 4 VEBEEEF, F—XZJIT VIS IAMIDIC, BEITEZTF—IR—RAE
T—7 KT BSELECTHERZNFETDHEN HVET, £, F—2E VT T SHIIC Security
Lake ICH T RIOTAN—ZERTRIRUENHYVET, VI TIOEREFE DY T AT A NEER
ITRHEEDOFEMICOVTIE, TSecurity Lake YT RAVZAN—OQOVIIVT IO ANER ) 258U
TLEEL,

UATOOIVICE., JTUNFREENEREREATHD Lz T DeventDay o IZ ZFEH
FTRIREAR—ADTAIINEZ—NEEFIATVET, FMICOVTIE, Querying data with retention
settingsy ZZBL T EZE L,

BlZFE, 60 BALZEBL ETF—XOBMHRATNTVZHE, JITVICKBRINAT—ZANOT
TEAZB<IEHDOEBFHNEESHDILENHY KT, 60 BEEORFHBICOVTR, JIVICK
NHZEHXRT,

WHERE time_dt > DATE_ADD('day', -59, CURRENT_TIMESTAMP)

C DAk, Amazon S3 & Apache Iceberg BN TF—ZXIFEOEEZR (TS5 -2 59 BH (60 AT
BL)ZFERALEY,

OJY—A7—=7)

Security Lake —X%Z VT $B & F, TF—RXN1FHET S Lake Formation T—7)LDEH ZE®H
PRENHYNET,

SELECT *

FROM
"amazon_security_lake_glue_db_DB_Region"."amazon_security_lake_table_DB_Region_SECURITY_LAKE_T

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

LIMIT 25

aJy—x57—=7) 104


https://github.com/awslabs/aws-security-analytics-bootstrap/tree/main/AWSSecurityAnalyticsBootstrap/amazon_security_lake_queries
https://github.com/awslabs/aws-security-analytics-bootstrap/tree/main/AWSSecurityAnalyticsBootstrap/amazon_security_lake_queries
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OY—AT—7ILO—BHBEICEIDLSBEON HVYET,

« cloud_trail_mgmt_2_0 -AWS CloudTraillEE A/ X2 ~

« lambda_execution_2_0— Lambda CloudTrail #—X A X2 ~

+ s3_data_2_0-S3 CloudTrail *—& A X2~

« route53_2_ 0 - Amazon Route 53 Resolver 7 T U O%

« sh_findings_2_0 -AWS Security Hub CSPM#& tH#E R

« vpc_flow_2_0 - Amazon Virtual Private Cloud (Amazon VPC) 7O—0O%

« eks_audit_2_0 - Amazon Elastic Kubernetes Service (Amazon EKS) EE& O

- waf_2_0-AWS WAFv2 O07

fl: us-east-1 ') —= 3 > sh_findings_2_0» S5 OT—7 )LD 3T X T D Security Hub CSPM #& i
fER

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

T—ER—=A)—=r3>

Security Lake *—RZ VTV T EER, FT—ROIV IV RDOTF—ER—AV—2a>0OE[EE
HEIVENBHV)ET, Security Lake N BEFAITEBZLTF—XIR—AV =23 200£JARNIDOWVWT
l&. TAmazon Security Lake T RARA 2~y ZSBL T EEL,

fBl: V) — R IP A5 Amazon Virtual Private Cloud 72571 ET 1 % —ERRT

ROBITIE, 20230301 (2023 # 3 # 1 #) #i#ssssssst IP 192.0.2.1 A5 DFRT
M Amazon VPC 7O T 1 ET 1%, us-west-2 DT—7 ) vpc_flow_ 2 0 \C—EXRRLE
9 DB_Region,

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
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https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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ORDER BY time_dt desc
LIMIT 25

N—FT14>3> B

F—REN—TFT4232FBET, BVIVILE > TAF YU ENBDT—XODEZHIETES &
SIBDiEH, NT7F—XANBEEL, JARNEIBENET, Security Lake 2.0 Tlk, Security
Lake 1.0 EN—TFT A2 IV OBENETRAVY £, Security Lake I, time_dt, . region®&H &k
CILELBDN—T123 20T %ZRETDEDICBYELzaccountidoe —F . Security Lake 1.0 T
l&. eventDay. . regionB kT accountid NFXA—RIZKBDN—TFT1>3a_-_2TJ72REKLEL
1=

JIVtime_dtZETT3E, SIASHEBWICARN—FT1>a>sFERET N, Athena DEED
BEX—ADT71—)LREAZKICIVIVARITTEEXT,

chik, 20233 A1 BUBICN—FT14>32Z2FEALT time_dtOJ 20 ITVT2 0TI OF
T9,

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

time_dt D —iEMBEIRXDBEY T,

BE1FHICRELEART B

WHERE time_dt > CURRENT_TIMESTAMP
BE1DLPAICRELEZARY B

INTERVAL '1' YEAR

INTERVAL '1' MONTH

WHERE time_dt > CURRENT_TIMESTAMP
BX30 BEICRELZARD B

WHERE time_dt > CURRENT_TIMESTAMP
BE2EBEICRELEARBN

INTERVAL '30' DAY

WHERE time_dt > CURRENT_TIMESTAMP INTERVAL '12' HOUR
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BES DEICRELIEZAXRY B

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '5' MINUTE
7~ 14 BEIICRHRELIEAXRV B

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '14' DAY AND
CURRENT_TIMESTAMP - INTERVAL '7' DAY

BEOBNURBRICRETDAR N

WHERE time_dt >= TIMESTAMP '2023-03-01'

B51:2023 FE3 A1 BAEBOY—XA1P192.0.2.1 5O FTXTD CloudTraill 77T AEFT1D) A
N (%) cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

Bl: 7—7 )l cloud_trail_mgmt_1_0 HODiA% 30 HENOY—RXAIP192.0.2.1 A 5DFTXTD
CloudTrail 7974 ET 1DV AR

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)

AND src_endpoint.ip = '192.0.2.1'

ORDER BY time desc

LIMIT 25

Security Lake 7Y —=N7 )0 oI

ZF7H—INT L&, Security Lake 2.0 TFIAAREIC K > LFMEETT, AT HF—NTILATZTON
k. IRVNOZLDOBRATREON > LBHEBHRZECERY NERTY, A7 —-—NTILEITV
I2&, AR F—FEY R 2AhTHSELARILOEFIVTAAY A N2BBTEXRT,
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FTH-—NTIIHNOBENEEZZIVIVTRET, FT—E2EYy hNEBENI—Y—F, VY—RA
UIDs, IPs, /\Y> 1, ZO#®D I0C 24 T HEREEIZHPRETEET,

Zhix. observables Bt5lEFEHAL T, IP{&'172.01.02.03' 2€¢ VPC 7O—& Route53 F—7 )L
0072 0T )25 0ITUDOHITY,

WITH a AS
(SELECT
time_dt,
observable.name,
observable.value
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip'),
b as
(SELECT
time_dt,
observable.name,
observable.value
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip"')
SELECT * FROM a
LEFT JOIN b ON a.value=b.value and a.name=b.name
LIMIT 25

CloudTrail —2& @ Security Lake 2 ') ® 4l

AWS CloudTraillk, OI1—%—T7OT714ET 1 & APIERARRZEHLETAWS OF—E R, #
T AV Z4/N— & CloudTrail #—RICOTVZRTLT, ROBEOEHREZMETEET,

AWSY —AN—232 2 O CloudTrail F*—RICXHFTBD VTV OFIZRIZRLET,

BE7 BEOAWS OH—E AT 2 PIEZFIT

SELECT
time_dt,
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api.service.name,

api.operation,

api.response.error,

api.response.message,

api.response.data,

cloud.region,

actor.user.uid,

src_endpoint.ip,

http_request.user_agent
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND api.response.error in (

'Client.UnauthorizedOperation',

'Client.InvalidPermission.NotFound',

'Client.OperationNotPermitted’,

'AccessDenied')
ORDER BY time desc
LIMIT 25

BE7HEOY—AIP192.0.2.1 5O FTANTH CloudTrail 7PZF1EF14D)AR

SELECT
api.request.uid,
time_dt,

api.service.name,

api.operation,

cloud.region,

actor.user.uid,

src_endpoint.ip,

http_request.user_agent
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '192.0.2.1."
ORDER BY time desc
LIMIT 25

BE7HEOIXTOIAMTITAETAOUAN

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
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WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND api.service.name = 'iam.amazonaws.com'

ORDER BY time desc

LIMIT 25

iB% 7 AIDACKCEVSQ6C2EXAMPLE BB ICFREEB®MAEAES N EA AR A

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

BE 7 BEIWCKEL = CloudTrail LO—R®O U A N

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE status='failed' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND
CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

Route 53 Resolver 2O Mo I )44l

Amazon Route 53 UV I)ILNN—O 2T O &, Amazon VPC MDY —AIZ&k 2 TiTHh = DNS
OTURBHLET, FIAER Route 53 VY IIN—OoITUOTEZIVITILT, XOBEOE#R%E
W TEEXT,

AWSY —Z/N—=3> 2 O Route 53 Reesolver VTV OJ OO T OBEATICRLUET,

BX7 BHE®CloudTrail #5MO DNS VTUDJ AN
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SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

BXx 7 HEICs3.amazonaws.com&E—HUAEDNS 2TUDIJ AN

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE query.hostname LIKE 's3.amazonaws.com.' and time_dt BETWEEN CURRENT_TIMESTAMP -
INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

BET7 BEICHERENBEA2/ZDNS VJTUDU A K

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
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WHERE cardinality(answers) = @ and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
LIMIT 25

BE7 HEIC192.0.2. 1ICRENIZDNS JITUDU A K

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode,

answer.rdata
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",

UNNEST(answers) as st(answer)
WHERE answer.rdata='192.0.2.1"'
AND time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Security Hub CSPM M #& H#E R (X3 % Security Lake 2 ') ® 4l

Security Hub CSPM &, O tEF1UTF MOREZSIFEHICEEBAWSL, EF1VT A EREEERR
R7Z0T1ACRSLTREZTFIVITAINDICKIUSEET, Security Hub CSPM iF, =+ 211
TAFIVIODHEREZERL, Y—RN—FT 1 —OH—EANSHEREZTEIET,

AWSY —ZA/X—> 3> 2 @ Security Hub CSPM BHEERD IV TV OB Z U TICRLET,

BE 7 HEOMEDIUMERBEN TN LEOF L VKREBER

SELECT
time_dt,
finding_info,
severity_id,
status
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND severity_id >= 3
AND status = 'New'
ORDER BY time DESC
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LIMIT 25

BE7 HENDER T2 RHER

SELECT

finding_info.uid,

MAX(time_dt) AS time,

ARBITRARY(region) AS region,

ARBITRARY(accountid) AS accountid,

ARBITRARY(finding_info) AS finding,

ARBITRARY(vulnerabilities) AS vulnerabilities
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY finding_info.uid
LIMIT 25

BE7 BEOEREEUADIXNTORERR

SELECT
time_dt,
finding_info.title,
finding_info,

severity
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE severity != 'Informational' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7'
DAY AND CURRENT_TIMESTAMP
LIMIT 25

)Y —AN Amazon S3NT Y R THBHEENRR (FEHIREL)

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

Common Vulnerability Scoring System (CVSS) A7 A" 1 (RFEHIRAZL) M EoBEBRER

SELECT
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DISTINCT finding_info.uid

time_dt,

metadata,

finding_info,

vulnerabilities,

resource
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

UNNEST(vulnerabilities) AS t(vulnerability),
UNNEST(vulnerability.cve.cvss) AS t(cvs)
WHERE cvs.base_score > 1.0
AND vulnerabilities is NOT NULL
LIMIT 25

— iR & e 551t & & i (CVE)CVE-0000-0000 |“3% =9 &R (BFRGIRZL)

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

B% 7 AMIC Security Hub CSPM A S HEBERZEFEL TV R RBDOHK

SELECT
metadata.product.name,
count(*)
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY metadata.product.name
ORDER BY metadata.product.name DESC
LIMIT 25

BE7 BHEOERIIEEFND VY —AZATOH

SELECT
count(*) AS "Total",
resource.type
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

Security Hub CSPM D& HiER 0o TV 114



Amazon Security Lake d1—H¥—HA R

GROUP BY resource.type
ORDER BY count(*) DESC
LIMIT 25

BE7 HEOREERL SBSNERSEE/NY T—-2

SELECT
vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND vulnerabilities is NOT NULL
LIMIT 25

BE7 BEICEEENLEHAERER

SELECT

status,

finding_info.title,

finding_info.created_time_dt,

finding_info,

finding_info.uid,

finding_info.first_seen_time_dt,

finding_info.last_seen_time_dt,

finding_info.modified_time_dt
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Amazon VPC 7 O—0O7% @ Security Lake 2 ') O 4l

Amazon Virtual Private Cloud (Amazon VPC) &, VPC ADRY RD—D 412X —T I 4 AEDET
EZEETChDIPNZ 714V OICBIRHFMERHELET,

AWSY —ZA/N—=3 > 2 M Amazon VPC 7O0—0O7 00T OHI%ZEXRICRLET,

BE7 AEOREDAWS V=232 0ORZ714v 79

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
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WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND region in ('us-east-1', 'us-east-2',6 'us-west-2')
LIMIT 25

BE7 BEOKEFETIP192.0.2.1 EXFERAR—R220F7 7T 1ET1DURARN,

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint.ip = '192.0.2.1'

AND src_endpoint.port = 22

LIMIT 25

BE7 BEO@EBDEE IPT7 RLADEK

SELECT
COUNT(DISTINCT dst_endpoint.ip) AS "Total"
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

BX7 AHEIC 198.51.100.0/24 A SRELIERNZ T4V Y

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND split_part(src_endpoint.ip,'."', 1)='198'AND split_part(src_endpoint.ip,'."', 2)='51"

LIMIT 25

BE7HBEOIXTOHTTPS NZ 719D

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

Amazon VPC 7O—0OJ 0o TV 116



Amazon Security Lake d1—H¥—HA R

AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

B 7 AEOR—Na43TOEGO/NT Y MR

SELECT
traffic.packets,
dst_endpoint.ip
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BE7HED®IP192.0.2.1 £ 192.0.2.2 D INTDORZ T4V D

SELECT

start_time_dt,

end_time_dt,

src_endpoint.interface_uid,

connection_info.direction,

src_endpoint.ip,

dst_endpoint.ip,

src_endpoint.port,

dst_endpoint.port,

traffic.packets,

traffic.bytes
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND(

src_endpoint.ip = '192.0.2.1"'
AND dst_endpoint.ip '192.0.2.2")
OR (
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src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip '192.0.2.1")
ORDER BY start_time_dt ASC
LIMIT 25

BE7 HERAOIXTOANDRRNZ T4V D

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Inbound'

LIMIT 25

BET7HBEOIXNTOTIRNDVRRNZTA4YD

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Outbound'

LIMIT 25

BE7 BECHERENLEIXNTORNZ 71V D

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND action = 'Denied'

LIMIT 25

Amazon EKS E5ZE %' M Security Lake 2 ') @4l

Amazon EKS O7&k, O MNA—IL7TL—20OTF7 974 ET 1 ZEHL, Amazon EKS O hO—
ILTL—=2HD8THD2 MO CloudWatch Logs CBEEREEOJ EMOZREBLET, chs5D
OJZFERT3E. VAZ—DRBEERTHBRICABVET, YTRAUVTAN—REKSOT %D
TULT, RORAT7DEHREFETEXT,

AWSY —ZA/N—=3 > 2 M Amazon EKS E&EOJ OOV T DHlERIZELET,
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BE7 BEORED URLANDUIITAN

SELECT

time_dt,

actor.user.name,

http_request.url.path,

activity_name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND activity_name = 'get'
and http_request.url.path = '/apis/coordination.k8s.io/v1l/"
LIMIT 25

BE7 BE® 710.0.97.1671 #SVITANZE#HITS

SELECT

activity_name,

time_dt,

api.request,

http_request.url.path,

src_endpoint.ip,

resources
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '10.0.97.167'
AND activity_name = 'Update'
LIMIT 25

B 7 HE®!') Y —Akube-controller-manager, (CBIETDVITARNEL ARV A

SELECT
activity_name,
time_dt,
api.request,
api.response,
resource.name
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0",
UNNEST(resources) AS t(resource)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND resource.name = 'kube-controller-manager'

LIMIT 25

v2 07 @ Security Lake AWS WAF2 1) 45l

AWSWAFlZ, IV RI—Y—ATF77V5—>3 R ETHITITVIOIANEEZRYTUL,
AT OVYADOT O ARG T R EHIERATED DI T TS USr—>3>J7ATI94—)T

ER

AWSY —ZAN—23 2 2AWSWAFO V2 OO0 T OFlZ V< DARLET,

BE7 AEOREDY—AIPHLSOVITANERTEITS

SELECT
time_dt,

activity_name,

src_endpoint

http_request.

http_request.

http_request.

http_request.
FROM

.ip,

url.path,
url.hostname,
http_method,
http_headers

"amazon_security_lake_glue_db_us_east_1"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint.

AND activity_name

LIMIT 25

ip = '100.123.123.123"
= 'Post'

."amazon_security_lake_table_us_east_1_waf_2_0"

BE7HABICT7T7AT IO+ —)LZ A7 MANAGED_RULE GROUP IC—HLEUJIAKN

SELECT
time_dt,

activity_name,

src_endpoint.
http_request.
http_request.
http_request.

ip,

url.path,
url.hostname,
http_method,

firewall_rule.uid,
firewall_rule.type,
firewall_rule.condition,
firewall_rule.match_location,
firewall_rule.match_details,

v2 AWS WAFOJ ® o T 1)
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FROM

firewall _rule.rate_limit

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND firewall_rule.type = 'MANAGED_RULE_GROUP'

LIMI

T 25

BE7BBEICT77AT7 04 —)LIL—)ITREGEX IC—HLAEVIITAN

SELE

FROM
"am

CcT

time_dt,

activity_name,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
firewall_rule.uid,
firewall_rule.type,
firewall_rule.condition,
firewall_rule.match_location,
firewall_rule.match_details,
firewall_rule.rate_limit

azon_security_lake_glue_db_us_east_1"

."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND
LIMI

firewall_rule.condition = 'REGEX'
T 25

BE 7 BEICAWS WAFL—)LE N H—LU EAWSSRIIEHROD DV VT ANOEEBEERFLEL -

SELE

FROM

CcT

time_dt,

activity_name,

action,

src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
firewall_rule.uid,
firewall_rule.type

"amazon_security_lake_glue_db_us_east_1"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

."amazon_security_lake_table_us_east_1_waf_2_0"

v2 AWS
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AND http_request.url.path = '/.aws/credentials'
AND action = 'Denied’
LIMIT 25

BE7AWSEBICEZ & ICT N —TLENLFRARHBO VIV IANZRETS

SELECT count(*) as Total,
src_endpoint.location.country AS Country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
AND activity_name = 'Get'

AND http_request.url.path = '/.aws/credentials'

GROUP BY src_endpoint.location.country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method
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Security LakeDZ 4 7Y A4 D) B

Security Lake ZHAZNA AL T, FEOHEBAWS V=232 | FED ICTF—RXZRFTER
To FATHAVNERBIE, SERETXREAVTFAT U ABEHANOENRICKRIBEET,

RIGFEE

F—RZ1ARNNEREKRETDIRISICEETSHICIE, Security Lake DT A 7H A VILREZFE
ALTTF—2DREZRETEET.,. ChSORFRERK., FEITS AmazonS3AKL—20F
A&, Amazon S3 AT I VKA BIOARNL =20 ZRAICBITLUTEMARIYINZDEICZNOAS
L—2O0ZABEDHEEZEETADICKRIEET,

/A Warning

Security Lake IV =)L, APl, @ CLI ZFEAL TREFREZEEBTHLZHHOHL
£F9, chilk, AmazonS3 H—E AT AmazonS3 SA 7 H A VI EBEEEELETDH L,
ARTF—E2NHBREN, T—RICLT IV CATELRLBDAREMENI D E-HTT,

Security Lake TORBFHREICEHI D EELEREH

Security Lake TF—XRFEZEEITDLERF. AOERBEHZEFREL TLEEL,

« Security Lake & Amazon S3 A7 TV KOV I HR—KNLTVWEB A, T—RXLAINTY
NAERRE D &, S3Object Lock T 7 # I NTEMIZAZYWET, FT7FILMNORFE—RT
S3AT DI oAV IEBMCTRE, ERILENAEOTTF—ZOT—XL A INOEEN U
ENET,

e F7F)LM®D Amazon S3 ANL —2 U5 Ak S3 Standard T9, REREZRELEVE
4. Security Lake & Amazon S3 A4 7H A VIR EDT 72 NEEEFALET. F—2R &
S3 Standard ANL—2 95 A% FEAL TEBRICRELET,

« Security Lake Tlk, V=2 3V LRI TREREEZEELE T, LEAE. BEO OTXXTO
S3FATZIVRE, F—RLAVICEZEIAENTAHS 30 H#EIC S3 Standard-IA ANL—2 95
ACBITIDAWS V=232 KSICRETEEXT,

s REFER SSNTY MIREENTVWBRTF—RIZOKXBAETNETAH, Apache Iceberg X X
T—REREFERI—DSKEAETIhET,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html

Amazon Security Lake d1—H¥—HA R

Security Lake ZBEMIC T 2B OREREEITVET,

Security Lake ICHAVR—F 12T 3B EEIC, UTOFIREICH>T12ULEOU -2 32 ORER
EZTVWETD,

Console

1. Security Lake 1127V — JLhttps://console.aws.amazon.com/securitylake/ ZB & £ T,

2. "ATVT 2 AVR—F4TD—0OT70—0OHEHEEESZ, ICRELES, TANL—DS
ZADEIR, T TBITEREM BBRULET, RIC. S3ATZ IV MEHITTS Amazon
S3ARNL—COTAZBIRLET, (JARENTVWEBEVTFTIAIILNODANL—2 95 A
S3 StandardT9, )&, TOANL—PO0FRAOREHE (B ZEELE T, ThUR
AT DT ORNEBIOARNL—20FRAICHITT B2, [Add transition] ZIBIRL, XD A
NL—2O0ZAEREHEOREZANLET,

3. S3ATZIVNOBEMHREILET S ICIE. [Add transition] Z3&IRL E£F, R, [AK
L—=20Z ) IC [HRYIN] 2 BRUET, REHBICE. 77210 MEREhTH
5, FENODARNL—29TAZEALT Amazon S ICAT S IO N2 RETHE5TEH%E
AALET, COHBAKRTIDE, A7 TV MNIHRYNICAEY, Amazon S3 EEN S
ZHIBRLE T,

4. BTULES, RN ZERLET,

EE, UIOAR—FT 42T AT Y 7T Security Lake ZEMICLEIXNTO)—T3 I
BRAEZIhETD,

API

Security Lake N AV R—FT 4 VT RICRFREZTOT ZLTRETSICIE. Security Lake
APl @ CreateDatalLakeARL—> 3> &#FHALET, AWSCLIZFERAL TW3SBAIK, create-
data-lake AN RER{TLE T, lifecycleConfiguration NTX—RICMBELZRIGHEE
RDESIZEELETD,

« transitionsiCik, HE®D Amazon S3 ANL—2 U5 A (storageClass ) I S3A7ox
UNZERTFIBEETEHE (days) ZEELET,

- expirationlZld, TSIV RNERENTHAS, FEODARNL—2U9TAEFERALT
Amazon S3 AT IV N ERETIEAMABEEELET.,. COBEAIRKRTIRE, 77
IO NSHERYINIZAY ., Amazon S3 FEFNS ZHIBRLET .
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Security Lake l&. configurations# 72 IV KNMregion7 1 —)LRTEELEV—232IC
REZHERALET,

EAE, ROOAN RIE, us-east-11)—>3 2T Security Lake ZBXICLET, <
NU—23a2TR, A7 TV NI 365 BRICHRINICHEY, 72TV MNE 60 BEIC
ONEZONE_IAS3 ARNL—2 0 ZALBITLET, <Ol Linux, macOS., FF Unix AIC
T7A—XYRENTHEY, HARTEZELEEERDLEHICNYIRT YT (\) DITHEXFZFE
ALTWET,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":

[{"days":60,"storageClass":"ONEZONE_IA"}1}}1' \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"

RIFERTE O EH

Security Lake ZBMICL S, LUTOFIREICH>T1 2REQOU -2 3> OREFREZEHL TL
EEV,

Console

1. Security Lake 112V — JLhttps://console.aws.amazon.com/securitylake/ ZBI & £ 9,

2. FTETF—=23RA2T, V=23V 2BRLET,

3. DV—2avaE&BRL, wRE) Z2EBRLET,

4. [ANL=20ZADER| £9>232 T, BELREZAHNLET, ANL=DUFTR
T, S3ATD IV NEEIETDAMazon SSAKNL—209FAZBIRLET, (VARENT

WEWTFT7 AL MDARNL—2 U5 AIF S3 Standard T3, ) RIFHAEICE, TOANL—
DUOZALBMNITDEREANLET, BRORNT IV EBEETERT,

S3ATDITUOREVOHIRTINICTZIAERETDICK. ANL—20F A0 [HIREIN]

ZBRLUET, RIC, REFHBICE, 77T MEREATHLS, FEODARNL—D
SAZMFEALT AMazon S3ICA TP I VN ERETIEFTABEALLET., COHEH
KRTI2E, 77TV NEHRYNICEY, Amazon S3 EZNS ZHIBRLE T,

5, BTLES, RE ZBRLET,
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API

T7OJ S ALATREREEEH T SICIE. Security Lake APl @ UpdateDataLakeARL —> 3> %
FRALET, 2FAHAL TVWSHEE AWS CLI, update-data-lake AN REETLET, VU T
ART, lifecycleConfigurationNZX—ZX&ZFERAL THLVWREZIEELE T,

- BITREEZZEITSICE, transitions/N\TX—XZFEAL T, ¥ED Amazon S3 ANL —
O F A (storageClass ) ICS3 AT IV N ERETZIHLVEHEZ B (days) BT
BELET,

 2UEOREBPEMELTETDICIE, expiration NTAXA—REFEHL T, 720 M ERE
nThs, FEEOANL—2U9TAZFERALTSI AT IV N Z2RETZIEFEREEEEL
F9., CORBFPBENIKRTITRDE, AT T MNIHRTINICAY), Amazon S3 ik Th S & Hl
BRLE T,

Security Lake l&. configurations# 72 IV KRMregion7 1 —)LRTEEL LV =23 I
REZERALET,

Security Lake APl @ UpdateDatalLakeZARL—>3a ik, BEShAEEBEEFEARKL I—RAIE
ELBEWVSEREBEAZETL., RCFETRIHBERENERTIS "PYTH—h, ARL—
2a e LU THEEL £9, Security Lake I, AWS BES{tY U 1—2 3> EHL TRERD
TF—REREILREFELET,

REKMS 2EAL TLVAEHRFCHLIZEEFATWA U -3
~encryptionConfiguration® 5 —Z&EMKIDE, TOU—3OKMS F—RBFEDE
FRVETH, F—ZEEITDHE. ALU—230TEF—HUEY hELET,

FExE, XD AWSCLI OX > RiE, us-east-1U—>23a>oF—XOEMEREEE A
NL—BITREEZEFHLET, cOU—23 TR, 729 M 500 BEICHRYINIC
BY, AT ITUNE 30 BEIZ ONEZONE_IAS3 ARL—29FRAICBITLET. 0l
Linux, macOS, £hEE Unix BIC7 #—X Y RENTHY, AP ITEcZ@mMEETEREHIC/NY
DAZY21 () OTHEXFZFEALTVET,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":500},"transitions":

[{"days":30,"storageClass" :"ONEZONE_IA"}13}3}1"' \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"
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Security Lake TH A /N—tEF 1T 1 AF—X7L—ALA
7—7 (OCSF) ZH<

OCSFE [FfATT A

Open Cybersecurity Schema Framework (OCSF) l&, ¥4 /N—tF 1V T 1 EZRDAWSE RV E
BEBN—RF—C&LD, =TV —AOHEEETT, OCSF . — BB EFIVT1A/RY
NOBREAF—YZRMUL, AF—XOENNZRBCTAIN-DaZ_DJHEZERL, EF¥21
TAOTDEREEFAELZNRELE-BCEETOCAZEAIAATVET, OCSF OLNBEY —
AO— R GitHub THRARE A TVET,

Security Lake &, XA T4 7ICHR—REhTWBOT MR NAWS OH—E A% OCSF A
F—NICEHBNICEBRLUET, OCSF ICE#RT S &, Security Lake (T —2R % M Amazon Simple
Storage Service (Amazon S3) /N T Y N (1 DICD2F 1 D2ONT Y RAWS U—232) ICREFEL
FFTAWS THI U Ko HAZLY —ALSEFIVFALAVICEZERATENZOTEARI N

l&. OCSF AF—Y & Apache Parquet FER ICERL TWBRBENHVET, YT RIS 14/N—,
OJ&EARNZRAD Parquet L—RELTIWS CEE, OCSF AF—XDARIKNITA%E
BALTLO—RIZEENZBHRELYEBICEBIRIZCEETEET,

OCSF /1 XNV T A

FED Security Lake YV —AASOOT EA RV MNE. OCSF TERZBENEHBEDAARNIT AL
—BULET, OCSFOANRKNITZ AL, DNST7OF1ETA4, SSH7POVT1ET 1, REEBE
FHNVET, BEOY—ANEDARINITAE—HTBIHEZBETEEXT,

OCSFY —AM# 5l

OCSF &, EEETEFLBTA—IIRZFALT, BEOOATRARNORERTZRETHOICEKIL
5F9, <k, Security Lake DY —RELTERAT A 7ICHR—RENRTWBAWS OH—E X
DEHE7 1 —I)ILRDIETT,

The OCSF source identification for AWS log sources (Version 1) are listed
in the following table.
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« AWS MY —E A Security Lake & DS

« Security Lake £ DY — R)N—FT 1 —#E&

AWS O H—E R Security Lake & O#HE

Amazon Security Lake &) EFEEENTVET AWS OHF—E R, H—EAR., V—AKE.
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Amazon Security Lake d1—H¥—HA R

HERFIXFTF—2 3

Zscaler — Zscaler Posture Control 161


https://help.zscaler.com/zpc/integrating-amazon-security-lake

Amazon Security Lake d1—H¥—HA R

Security Lake D tF 1175 1

DIVZIREFIVFTANEBESHEAWS TY, BFKRFAWS, EF1UT 1 Z2HELER TS
BOERHZERLEILOCBREENET R EVR—ERYND— IO T —FTIOF Y EERTEXRT,

EFIVT A, BFKE AWS SEROBOERERETI. EEREETILTRECNZDISD
ROEFIVFABLTITZTRAOEFIVT A EHALTLET,

s UTIJRODEF1IVTA -AWS [, TAWS H—ERAZRITIBDA VT TANTIVF v ZRE
ITHRIEFREEVETAWS VTUR, G, BEENLLICFEATEDRY—EXAAWS ERMHLF
To U—RN—F1—0EEERE. A WS AT SATAT7ATZ LAV TSATA70OT9Z
LAD—RELT, HHoEF1 VT OEMEZERNICT ANS KV#KEL, Amazon Security
Lake ICHEHRAENB AT SA T A7OATZAQOFEMICOVWTE, "TAVT7SA4TF7A7093
LAWS ICRBDRREERNDOY—ERAAVTSATATAT T L1 Z5RBLTLSEEY,

c VZTRADEFIVTA -BEROEFR. FATD AWSH—ERICL>TREWET, &£
2, A—H—R&. F—20O#EME, 2HOEH, BREThDIEEPHAFABLE, TOMOERICOV
TEEFZEVET,

CORFIXUNE, Security Lake ZEAT2RICETRBEEFNZERAITDFEZERTHOIC
‘IABET, UTFTORMEYITR, EF1VFTABLKVCAVTSAT O AOEWNZEERTDEHIC
Security Lake ZFXET B HEZHAL E£F, £/, Security Lake VY —ADEZR T EREIC
‘ADMD AWS H—ERADOFERAFEICODVWTEBRALET,

(N =R/

» Security Lake @ Identity and Access Management

» Amazon Security Lake IC& (T2 T —XRE

« Amazon SECURITY Lake O > 754 7 > ARilE

 Security Lake DtEF 1 VT A1 ORARNTZI9T1A

« Amazon Security Lake DO THEE 1%

« Amazon Security Lake DA V7 ZARZ0F ¥y F1 )T 4

« Security Lake TOEK EMRFHED D

« Amazon Security Lake £/ B —7 I 4 AVPC T R7AR4 2 ~ (AWS PrivateLink)
» Amazon Security Lake®E_X ') ¥

162


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/

Amazon Security Lake d1—H¥—HA R

Security Lake @ Identity and Access Management

AWS Identity and Access Management (IAM) l&, BEEEN AWS VY —AANDOT IVt AZZ £l
HAWS OH—ER TH5DOICHKILD TT, IAM EEEIE, Security Lake VY —ADERZFREE (
AA)BROER (T O CAFTE2ED) TEZ1—H—2 1 NO—JILET, IAM &, BINE
B LUTHEATED AWSOHY—ER T,

NEY D

s A—FTATUA

s FATUTAT 12 ERL LR

s RU—ZFERALET OV ELANDERE

« Security Lake & IAM O EE 5%

« Security Lake DT A T TATAR—ADRIZ—DHl

« AWS Security Lake ® X Zx—2 RARKU D —

+ Security Lake O —ERIC) > oEnizO0—-)ILOFERA

F—F14ITURA
AWS Identity and Access Management (IAM) OERAGER, O—I)LICL > TEBZYET,
s Y —ERAI—H—-HEICTI/EATELRWVGERE. BEECTIVEAFATZVIITANLET

( TAmazon Security Lake PA T TATAET IO RADKNT TN 1 —FT 1429, B R),

s Y—EREBE-I—Y—-TIOAZREL. PUVERAHFAVITANEZEEFLET ( "Security
Lake & IAM DEEFE) 25 R)

s IAMBEBE -TOLAZEBIRLEHDORI—EERKLET ( "Security Lake DT A T T 4
TAR—ADRIZ—0Hl, 2SR)

TFAFETA4T14%FERL -2REE

FoALiE. ID FRRETEHR AWS ZERAL T ICH A2 M2 TBHETT. . IAMI—HY—AWS 7HO>
ROL—KRI-—H— FLEFIAMO-IIZ5EZFHETRASNDIZLENBHYXT,

AWS IAM 7 A 7T 4 7T 14 22— (IAM Identity Center), > > ILHY A > 72588, Google/
Facebook FRALEHBZED ID V—AN S OFRAFEHREFEAL T, 7IFL—T1YRIDELTHAS

IDETIOEAERE 163



Amazon Security Lake d1—H¥—HA R

JAVTERT YA AVOFMICOVWTEE, TAWS A2 (42 I—H—HA R, ® TAWS 7
NIORCHA A2 FTB2HE 25RLUTSEEL,

TO0ZLILDTIOEANDEE., [ SDK & CLIAWS Z8#E LTV I I AN EZRBES{LLTEZL
£F, FEICOVTE, TIAM I—H—H4 K, ® TAPI USTANCHTBAWS BEN—T 3>
4, BBBLTILKEE W,

AWS 7AHIZ N I—RI1—H—

BERTDEZRFAWS THIUN, IXTOAWS DY —ERXA BRI VY —ANOREBZRT It
AEZEFEDODAWS 7HU Y Nroot I—H—EHEND 1 DOV A A TAFUOTATAHDSHED
F9, BENBRAVICE, -1 —Z2FALBVWCEZRL<BEOHLET, I—NI1—H—
RAIEHREMBEETEIRZAIICOVTE., "TITAMIA—Y—HA R, ® ")L— I —H—FR5HEHRA
WEBRAAD 1 #BRLTLEEV,

JIFL—FY RFAFUFAT4

RARNTZO9F74RELT, ABOI—Y——BHEFRAER AWS O —ERX Z2#ALTICT
JtATBRICR. D7TANAFE—EDRTIFL—23 2V 2HATIBEN HYET,

7IFL—T4YRIDE IVE—TSAXF4LOKN), D27 D7ONAE—, £z&F D
Directory Service Y —ADFRREEHR AWS O —ER ZFEALTICT IV EATH 11— —TT,
7IFL—TFTYRTFPATFUOTATAR, " KRNEFALERZREITHO-IILZE5IEZTET,

TOtAE—TEETHBAR. AWSIAM PAFU T AT A £ 2—5BBHLET, HEICOL
Tk, "TAWSIAMTPAFoTA4T4 22— 11— —FHA R, O "IAMTAF T4 T4 2—
Ll BBBLTLEEL,

IAM 1—H%—&JI)—7

IAM 1—H—&, BEQEART 7V T—23 2 ICRIIZBENDT I AT EFE ODTAT T4
TATY, REFIAEHRZHF D IAM 1——0ORb Y IC—RBNEFAEREFEATDI L ZHED
LET, FHICOVTE, IIMIA—H—HA RO "D 7ONA A —EDT7TFL—arz=@FRAL
CITIOEATRERZABODI—Y—ICERTSD AWS) Z5RL TS EEL,

IAM ZI)IL—7"1&, IAMIA—HY—0&EE%ZEEL, XEDI—H—IIRTE2TIELAHFTOEEEZR
ZICLET, HEHICHOVWTE., "TIAMI—YHY—HA R, O "TIAMIA—Y—ICETHI—AT—2A
ESBLTLEEV,

TATFoTAT42ERL LR 164


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html

Amazon Security Lake d1—H¥—HA R

IAM O—JL

IAMO—)LE, BWEDTIVEAFALZEHEIOTATOTATHY), —RHHERABTRZRMBRLF

o I—H—ASIAMO-) A V-N) ICHWEZZ A, FEEAPIARL -3V ZHUOHT
c&T, O-)Zs|EZ RN TEET, AWSCLIAWS FHIZOVWTR., TIAM I—H%—7
AR, O TO-ZEEZHRLOOBESE 2ZRLTLSEZ L,

AMO—Li, 7IFL—33Y1—H—T 4R, —BH% IAM 1—F—0F 2+ 25T, 20
ATPHORNTOEA, VJAAY—ERT V1A, 8KV Amazon EC2 TERI{TTH 77U r—>3
NCIABERT, FHHICOVWTE, IAMIA—Y—HA RO IAMTOOOAT NI N)I—=AT D
£R ESELTLEE W,

RIS —%ERALET O EANEE

TTPOEAZHETS AWS ICIE, RV —ZEKL. IDAWS KBV Y—-RALTEYFLET,

RIVS—@, PATFUOTATAEERIVYV—AICHEFHSNEEEILTIVEAFTZERZLET,
. ZUZINUFVITIARNEITSEEILCNSORIS —AWS ZFHMEL E T, BEAEDRD
>—IF JSON RFIX M AWS LT ICRFENE T, JSONRUS—RF I X NOFMIZD

WTE., TIAMI—H%—H4 KR, ® "JSONRUZ—BE) 28BLTLEEL,

EEEE, RUY—EBALT. EOTUVINLFEDUY—REHLT, EOKSBEHETT Y
SAVERTTERNEEETHOLET, IMICT IV LATEB N ERELET,

F7AIRTR, I——PO-NLICTI9AFTEHY) EFEA. IAMEEEZERK IAMAR) S —%&E
gLTO=J)LiIc@&mL, CoO0—I)z2l1—HY—N5lEZFSshBLSIZLET, IAMAKRUI—&,
FARL =23 V0OETEEEBDLT, PTOERAHFATEZEELET,

TFATFTATAR—ADR) > —

TATFUTATAR=—AORIS =&, TAFT4T74 (A—Y—, -7, &z@kO-) I
TRYFTEBISON T IELAHAARIY—RFIXYRTT, chSORVZ =&, TAT>
TATAHNED) ) —ALLHUTENLSBRYETTEDRSIBRT I AV ZRTTED N ZFEL
T FTATUTATAR—ARID—OERFTECOVTE, IAMIA—H—HA RO HAZI—
EBRVY—THAZLIAMT IV EAHAZERTS 25RLTSEEL,

TATUTATAR—ADORIS =, 41242V KR)— (B—0 ID ICERBOHIAD) T-EERE
RI)— (BEOIDICT7RYFENLARZRRTPOVRIS—)ICTDENTEXRT, EERY
=AU AVRID—OVThL ZERTZFECODVTRE, TIAMA—H—HA R, 0 TE
BRI —EAVTAVRIZ—DOVThAZERTSD ) ZZRLTLKEEL,

RUD—ZBRALET O EADER 165


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html

Amazon Security Lake d1—H¥—HA R

VY —AR—ADRKR) S —

)Y —AR—=ADORD =&, UY—ARIZHKFTB ISONRIS—RFIXIRNTT, fl&eLT
. IAMO—J)LEEFERY>—% Amazon S3 NI Y RRUS—BENFHBYNVET, VY—AR—ADRK
) —ZHR—KNTBDH—EATEK, T—ERABEBERFRIV—Z2FEALTEEO)Y—ANDT Y
TARFETERT, VY—AR—ADRII =Tk, TV NI ZIEETEIHEN HVYET,

JY—AR=ADRI D —F, TOY—EANICHD AV TA RIS —TF, VY—AR—ADRK
) —Tlk. IAM O AWSYZ—I RRD—2FEATEREA,

TOMDR)S—RA4T

AWS &, &) BRI =B AT IL2THEENBZ T I EAHAORABRZRETEDEM
DRIV —BRATEZHYR—RNLTVWET,

s PUOEBAHFIDER - TAToTATAR—=ADKRI—TIAMI>TATAIFETRZED
TEBTILAHTORO LRERELE T, FMICOVTE. TIAM I—H—H4 Ky @ TIAM
IVFATAOTIRAHAER, 2BRLTEE W,

« H—ERIO> MO—)L7RJ S — (SCP) - AWS Organizations A DB E = FEBBEVLOBERKOT Y
TAHMERELET, FMICOVWTIEE., TAWS Organizations I—H—HA4 K, ® "TH—ERZ]
hO=)IRDD—, Z#BBLTLEEL,

« DY—=ZO2NO—=)ILKRUZ—(RCP)-&, FHIRADVY—ATHHATEDZRABOT Y
TAFTEEZLE T, FMICOVWTIEE, TAWS Organizations 1—H—HA R, ® TUY—A]]
~RO—=JLR) > — (RCP)y #SRBLTLKEET,

s Y a AR —-O-)LFEERFR7IFL—>a>1—Y—0—HEyIa zERTIE
ENTA—RELTEENZEELRRID—TT, FMHICOVTR, TIAM 1—H¥—FHA4 K1 O
"ty >ar R —, Z8RBLTLSEEL,

EROKIS—5 (T

120U IIANCEBORATORV—FERENDE, BRELTERENDTIOEAFTZ
BRIDONESICHLBYET, FMEBORVS -2/ THBEETRIERICVIIANEHTT
BPHLESHAWS ZRETAFAEICOVTE., TIAMIA—Y—HA R, 0 "RUZ—FHAEOD Y 7,
ZZRLTSEEL,

RUD—ZBRALET O EADER 166


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

Amazon Security Lake d1—H¥—HA R

Security Lake & IAM QO iE#E 5%

IAM Z £ L T Security Lake N\OT7 7 AZEE T 8IlC, Security Lake THEATE S 1AM #aE
ZERELTLSEEZL,

Amazon Security Lake THERTE % IAM DO KEEE

IAM B&&E Security Lake H7/R—
TFATOTATANR—ADRK) > — &)

)Y —AR—ADRI I — (&L
RIS=TFH>3a> Hh)
RUS—=DUY—=R &)
R —FHKF— HV)
ACL &L
ABAC (RUZ—RH DR T) Hh)
— Y 75 R AL B R Hh)
T NILT 72 AER &)
H—EAO-—) WOz
H—EAU>o0-) (& L

Security Lake 8 R Z DD AWS OB —ERANFRFREAED IAM BELEHET D HFEOBEIC DL
T, IAM 11— —H4 ROAWS TIAM £ E#ETS O —ERX ) 25RBL TS EEL,

Security Lake D7 A T2 T4 T AR—ADRI) > —
TFATUOTATAR=ADR) S —OHR—K: H)

TFATFTATAR=—ARI) =&, IAMI—¥—, I—H—JI)—7, O—-IB&E, FAT>
TATAILTRYFTED IJSONFHFARISZ—RFIXIRNTT, ChoORDD—, I—H—

Security Lake & 1AM DO E#E % 167


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon Security Lake 1—H—HA R
EO—INERITTEDT V3, DY—A, 8LTEHZ2NA-NLET, PATFOTATA
R=ARD—OERFECODVTE., TIAMI—F—HA R, O "THAZRX—EBERIZ—TH
AZLIAM T I AFFAZEET 21 25RLTLKEEL,

IAMT7 AT TATAR—ADRI S =T, FAXLREBIZTI3a2EVY—-A, 8LV

ToO2ar e rREEI2RHEERETEELET, JSSONRUS—THEATEDIIXNTOERIC
DVWTESRICEK, "TAMI—H¥—HA R, O "TIAMJISON RUS—DEZROV T 7LV AL 2R
LTLSEEL,

Security Lakeld, PA T TATAR—AQOR) I —ZHR—KNLET, FHAICODVTRE,
MSecurity Lake D7 A F T AT AR—ANDR) > —Dhly 2BRLTEEV,

Security Lake AD )Y —AXR—ADR > —
)Y —AR—=ADRIZ—OHR—KN: H)

JY—AR—=ADORD =&, VDY—AICHKTFTB ISONRKRIZ—RFIXRNTT, UY—RA
R—ADRDZ—=ICEHIELT, IAMO—=I)LOFEFEAR) > —% Amazon S3/NTY RRUZ—H"H T
ShET, VY—AR—ANDRII—&ZHYR—RNITBDH—EATRE, Y —ERAEBEERV—%Z#F
ALTEEDIUY—AANOTIEAZAMNO—ILTEXRT, RUI—HFTRYFEhTWVWB Y —
ADBE, BEENETIVIONIIAFZODY—AICKRUTEAITEDR T3 EEHFK, R
=LK P2TEEBENET, VY—AR—ANDKRI =T, TOI N\ ZEETIHLEN HVE
I VI NNICE, PHOUN, I—Y%—, O-)l, 72FL—FTa4Y R1—Y—, Lk %
EHBENTERERT AWS O —E R,

VOARATADVRNTOERAZEBMCTRICE. 26O THIU N FEEHOT 73"7/I\0)IAMI
OTATAa%", VDI—AR=AORIZ—OT I NILELTERELET, FMICOVWTE, |
A—Y—HARDIAMTOIOATAI KNI —AT IV EAZZRLTSEZ W,

Security Lake H—E RlF, F—XZ®REFETS AmazonS3/NTY MDY —AR—ADKR) Z—
ZERLET, SSNTY R, chSOUY—AR—ADRIZ—ZTRYFLEBEVTLEE
W, Security Lake F 1—H—ICRb>ThsnRU—2BBWICERLET,

)Y —ADOHlE LTI, arn:aws:s3:::aws-security-data-lake-{region}-{bucket-
identifier} ® Amazon JY—AX—LA (ARN) D S3NT Y "RAHYET, COHITIE,
regionik Security Lake ZEMICLEHBED AWS U—23 > THY) ., bucket-identifierld
Security Lake A"/NT Y NZEIWHTR U -3 EEOERBFNFI T, Security Lake & S3 /X
TYREERLT, FOU—2300F—RZRELET, UY—ARUI—R, NTY RNIHL
TCTO>3aVBRETTEDTIIONILEEEZLET, Security Lake X/NNT Y NICTRYFT3 1)
Y—AR—=ADRI D — (N7 Y RFRUD—) O ERIZRLET,

Security Lake & 1AM DO E#E % 168


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

Amazon Security Lake

Q—H—H1 K

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Principal": {
"AWS': A
},
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-
identifiex}/*",

"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-

identifier}"
]I
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}
}I
{

"Sid": "PutSecuritylLakeObject",
"Effect": "Allow",
"Principal": {
"Sexvice": "securitylake.amazonaws.com"
}I
"Action": "s3:PutObject",
"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-
identifiex}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-
identifiex}"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{DA-AccountID}",
"s3:x-amz-acl": "bucket-owner-full-control"
}I
"ArnLike": {
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"aws:SourceArn'": "arn:aws:securitylake:us-
east-1:111122223333:*"
}
}
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"securitylake:actionl",
"securitylake:action2"
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* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StartCrawlerSchedule

* iam:GetRole

« iam:PutRolePolicy

* iam:DeleteRolePolicy

* iam:PassRole

* lakeformation:RegisterResource
« lakeformation:GrantPermissions
* s3:ListBucket

* s3:PutObject

Pl: I—H—ICZTNTNOT IV EAERORTEZFFATS
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COBITR, I—F—TFTAFoFATFAICTEYFENEAOTAOBLOPIZ—J RRIS—DOR
R IAM A5 —ICHFAITBDR)—OEKREEZRLET, cORD—IZIE, OV —I T,
FHEEAWSCLI £ AWSAPI 2FEA LT O SATIOT VI #ERTTDT VA

FEENATLET,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

Pl EBEBETHIONCERET N -EBEEDORELHIRRZFFA

—OBITIE, AWS Organizations BT HO 2 MO 1—H—NFEBOEFE N iz Security Lake B

EZEELTHIRT D CEZHAIBIR) —ZERTDHEERLET,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministratox",
"securitylake:DeregisterDatalakeDelegatedAdministratox"

]I

"Resource": "arn:aws:securitylake:*:*:*"

}
]
}

FAFUTATAR—ADOR) S — 04

178



Amazon Security Lake d1—H¥—HA R

Bl: RTICESVWTA—H—HFBE5EZELE1I—T20EHATS

ID R—ADRI—Tlk, FEEFEAL T, ZTICEIWVWT Security Lake VY —AANDT V1A
ZHETEERT, COHITIE. Security Lake IV —J)LF 1=lF Security Lake APl ZEAL T, 1—
H—HNHTAISAN—EBRITDEEHFTTRIRI—2ERTDHEERLET, L, 7
DEAHFTAR, YTRAIS1/ND Owner 2T QEA I—F—OI1—F—ETHIBRICOKNEE
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ReviewSubscriberDetailsIfOwnexr",
"Effect": "Allow",
"Action": "securitylake:GetSubscribex",
"Resource": "arn:aws:securitylake:*:*:subscriber/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Ownexr": "${aws:username}"}
}
},
{
"Sid": "ListSubscribersIfOwnexr",
"Effect": "Allow",
"Action": "securitylake:ListSubscribers",
"Resource": "*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Ownexr": "${aws:username}"}
}
}
]
}
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20WTR., TIAMIA—Y—HA4 R, ® "IAMJSON 7R = —MEZE: Conditiony Z5BL T EE
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l[¥SecuritylLakeResourceManagementServiceRolePolicy, *—ZXL A IVADXZF—A
NEBR L, Security Lake ICK > THERENIEVY —REEEBITDEHOOT IV AEZHFALE

9. Amazon Security Lake AWS OB R > —OFMIZ DOV TIE, AWS "Amazon Security Lake
NEBR)—, 2ZRLTLEEL,

cOY—ERICVVEnA—I)LICK), Security Lake I&., Security Lake (S3 Bucket, AWS

Glue tables, Amazon SQS Queue. Metastore Manager (MSM) Lambda Function, EventBridge

L= ICK2>TTPHAHIRNCFTOAMENTZDY—ADANARAZEZR) I TEET, Security

Lake A"COH—ERICV 2 VENO—-)ITRITTEDARL -3V OFZRICRLET,

« Apache lceberg VZ_7IART7ZANDEMBCEKY), JTVDONT#—I AN ELEL, Lambda
MSM OB E JANZHIRTEE T,

- Amazon SQS MDREZEZXVJL T, YA OBEZRELET,

C XRF—RTTANERATHLHIC, YORU—TIVF—RLTUT—2 a3 ERBILLE
%

(® Note

AWSServiceRoleForSecuritylLakeResourceManagement Y—ERARICU V& hizO—
NEAARN=)LLBEWEE, Security Lake (& 5| & #i&E #EEL £ A", Security Lake /"7
HOVROVY—RZETZRV D ITBERVOCRENTEDRSIC, COF—ERIZUVIEh
EO-LZZ2T AN L 2@<EHHLET,

T O AFFA O

TOO-IIE, ROTIEAHFHARIS —TCRETIHBENHYET,

- events - 77U NIAOTY—RAEQT YT AU T4 N—ICAE 7% EventBridge L — )L ZEE
TEALSICLET,

« lambda-AWS 77U NIAYV—ABEELI7OA) =232 L7 U5 —2 32 %I1C AWS Glue
T—TIIN=—FT 423V %EFHITHLEHIFEAEND Lambda ZEBTEDLSICLET,

e glue-7"U>Z/N)LH AWS Glue Data Catalog T— 7 ILICKH L THENDEZ ATV a v a=x
TTEBDELSICLET, chllkY), AWSGlue VO—Z R TF—XAON—T 1> 3> &HBET
& . Security Lake l& Apache Iceberg 7—7 JL® Apache Iceberg XX TF—R2 BB TEE T,

H—BERACDIEhzO—-ILOER 192


https://docs.aws.amazon.com//security-lake/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-SecurityLakeServiceLinkedRole-ResourceManagement.html
https://docs.aws.amazon.com//security-lake/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-SecurityLakeServiceLinkedRole-ResourceManagement.html

Amazon Security Lake d1—H¥—HA R

« S3-TUVINIIY, OUF—RE Glue T—7 I XRF—R%EEE Security Lake /N7 ¥ N ICH
ULTHEDHEARNBRVEZTIAART VAV ERITTEDLSICLET,

« logs — Lambda B#® tH 1 % CloudWatch Logs \RERT 2 LS DOFHRAE) T IO EAZT I N
LCEFAILET,

c sqs =TV INILY, F=RLAVTAT IO EMELEEFRENLEEEICARY NEA
Z%(THSD Amazon SQS F 1 —IZX L THEDHAIMY B RVEEIAAT VAV ZRITTED
KDICLET,

« lakeformation- 7)< /N)LA" Lake Formation 38 EZ AW > THREZRAEZE_X) I T
EBHLDICLET,

CORIVD—OT O LAFTZHRTDICIE. TAWSIEZ—IRERVI—=DUT7LAHA R,
@ SecurityLakeResourceManagementServiceRolePolicy s 28R L T E& L\,

H—EZAU>oO0-)LOER. RE. BIRkEIAMI>T4 74 (A—Y—, J)—7,. O-)L
BE)ICHFTTDICKET IV AR TERETIHENHYET, FMICODVWTIEE, TIAM User
Guides (IAM 1—%—7H A R) @ "Service-linked role permissions; (Y—EAV > OO0—=ILOT7 o+
AER) Z2RL TS EEL,

Security Lake DH—E AU > o O—IILOER

Security Lake AWSServiceRoleForSecuritylLakeResourceManagement®H—ERAICU > U &
ni=O—J)Li&. Security Lake IV =& lE ZFERAL TEKTEET AWS CLl,

H—ERIZVVEniO-)LZERTDICE,. IAMI—H—FLE IAMO=LICXROT V2 AFHF
AZRE5TZHENHV)ET, IAMO—)LIE, Security Lake A"BMNEITXNTHD!)— 3> T Lake
Formation EEETH B LENHVET,

JSON

{
"Version":"2012-10-17",

"Statement": [
{

"Sid": "AllowlLakeFormationActionsViaSecuritylLakeConsole",

"Effect": "Allow",

"Action": [
"lakeformation:GrantPexrmissions",
"lakeformation:ListPermissions",
"lakeformation:ListResouxces",
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"lakeformation:RegisterResource"”,
"lakeformation:RevokePermissions"

1,
"Resource": "*"
},
{
"Sid": "AllowIamActionsViaSecuritylLakeConsole",

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole",
"iam:GetPolicyVersion",
"iam:GetRole",
"iam:PutRolePolicy"
]I
"Resource": [
"arn:*:iam::*:role/aws-service-role/resource-
management.securitylake.amazonaws.com/
AWSServiceRoleFoxSecuritylLakeResourceManagement",
"arn:*:iam::*:role/*AWSServiceRoleForLakeFormationDataAccess",
"arn:*:iam::aws:policy/service-role/AWSGlueServiceRole",
"arn:*:iam::aws:policy/service-role/AmazonSecuritylLakeMetastoreManager",
"arn:*:iam::aws:policy/aws-service-xole/
SecuritylakeResourceManagementServiceRolePolicy"
]I
"Condition": {
"StringLikeIfExists": {
"jam:AWSServiceName": [
"securitylake.amazonaws.com",
"resource-management.securitylake.amazonaws.com",
"lakeformation.amazonaws.com"

"Sid": "AllowGlueActionsViaConsole",
"Effect": "Allow",
"Action": [
"glue:GetDatabase",
"glue:GetTables"
1,
"Resource": [
"arn:*:glue:*:*:catalog"”,
"arn:*:glue:*:*:database/amazon_security_lake_glue_db*",
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"arn:*:glue:*:*:table/amazon_security_ lake_glue_db*/*"
]
}
]
}

Console

1. Security Lake 12V —JL https://console.aws.amazon.com/securitylake/ ZB & £7,

2. BIER—JOBBN—TH—ERCUY7EchizO-I)LZEMCITHZEIUY LT, #HL
WH—ERALCVVEhizO-)LZ2ZTANET,

H—EBERALCVVEhzO0-)Z2BMZTSE, Security Lake Z/FREATRHIC07 0O
AZRBRYVBIDEGFHYELE A,

CLI

AWSServiceRoleForSecuritylLakeResourceManagement H—EAICU V& nizO—) %
7O ALATHERTAICEK, AOCLION REFEALET,

$ aws iam create-service-linked-role
--aws-service-name resource-management.securitylake.amazonaws.com

ZfEA L TAWSServiceRoleForSecuritylakeResourceManagement—ERAICU U & h
EO—LZERTBEEFEAWSCL, T—7IXEF—R%2EEBL, F—RITIEATRED
(=, Security Lake Glue F—2X—ZA LD FTXTOFT—7)LIC Lake Formation T—7ILLRIL D
74+ AT (ALTER. DESCRIBE) £ 53 XBEABET. WTFhHADU— 3> 0 Glue
T—T7 LD LLBI D Security Lake B D S3NT Y NESBITBHEARK., H—ERICUV &N
#=0O—J)LA® DATA_LOCATION_ACCESS 79 & A A % — B I A L T, Security Lake #

CORAZBETEDRSICTRIXEN HBYET,

F /=, Lake Formation O F7 VL AZFu 2T HhI> N

MDAWSServiceRoleForSecuritylLakeResourceManagementY—EARICU & hizO—)L
ENETR2HVENFHVET,

ROBIE, BEEhE)—23 >0 —ERIC) P& ni=0O—)LIC Lake Formation ® 7 2+
AFNENFETEDHEERLTVET, < OHlE Linux, macOS, £k Unix AIC7 #—< Y
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REhTHY, RAPTEZMESEIEDHIENY VAT Y1 () OITHEXFEFEALTVE
ER

$ aws lakeformation grant-permissions --region {region} --principal
DataLakePrincipalldentifier={AWSServiceRoleForSecuritylLakeResourceManagement ARN} \
--permissions ALTER DESCRIBE --resource '{ "Table": { "DatabaseName™":
"amazon_security_lake_glue_db_{region}", "TableWildcard": {} } }'

ROBIE, O—ILARNAEDRSICRRENDDZEZRLTVERT, V-3 E—HTBLD
ICO—JLARN ZiRETIHBENH KT,

"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-
role/resource-management.securitylake.amazonaws.com/
AwWSServiceRoleForSecuritylLakeResourceManagement"

CreateServiceLinkedRole APl J—)L& A T2 EETEET,
J)OTARNT, % AWSServiceName& U TIEEL £Jresource-
management.securitylake.amazonaws.com,

AwSServiceRoleForSecuritylakeResourceManagement O—/)LZBMICL &, BESILIC
AWS KMS HAZN—NZX—Y RF¥F— (CMK) ZFEAL TVWBEBEER., Y —ERICU>VEhizO—
LA CMKAFETZ)—23>0 SANTY MIBESEhiEAT72 IO E AWS BEIALC L
ZHUTIHLENHYVET, AWSKMS V=)L T, CMKAFETS AWS U—23 > 0O KMS
F—ICRDORV—ZEBMLET, KMS F—RV—2Z2ZETDHEOFMCOVWTIE, AWS Key
Management Service FROY/N—HA RO T OF—KR)>—AWSKMS, Z2SBL TS EE L,

{
"Sid": "Allow SLR",
"Effect": "Allow",
"Principal": {
"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-role/resource-
management.securitylake.amazonaws.com/AWSServiceRoleForSecuritylLakeResourceManagement"

.
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
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"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::[regional-datalake-s3-
bucket-name]"
1,
"StringLike": {
"kms:ViaService": "s3.[region].amazonaws.com"
}
}
1,

Security Lake @ T OH—E AU VO—-)IOfmE

Security Lake Tl&., AWSServiceRoleForSecuritylLakeResourceManagement H—EAU >
A—I)LOmEFFHFATENTVWERA, T—EAVVO-LZEHTRIE, Z<OITATAIC
K O2TO—NUNSRENDAEMNI HD LD, O—IINBELEEITDIEWRFTERERLHA, L, IAM
ZEALTO-IIOHBZRETD LR TEET, FHICODVTE, TAMI—H—HA KR, O
"H—EAD70-)0OmE) 22RLTEEL,

Security Lake @ OH—E XU > 20—/l 0O HIBR

H—E R I0O—)L% Security Lake N SHIBRT D TEEEA, KDYIC, IAMOV Y —
., APl, £EE ASH—EBERICVVEhEO—I)LZHIBRTEEXET AWS CLI, FHICDWVWTIE,
NIAM A—H—HA R, O "H—ERICU>7chiZO-)LOHIER, 25RBLTEZ,

H—ERAVI7O0-)ZHEKRTDEIC, FTO-NICTIT Ty > ar eV & zmHR
L. AwSServiceRoleForSecuritylLakeResourceManagement A"EAL TWVW3 Y —A ZHIBR
TRILENHYET,

(® Note

)Y —RAZHIBRL &5 & 9% & EIC Security Lake A
AWSServiceRoleForSecuritylLakeResourceManagement O—JLZFEAL TV SIS,
HIBRE AT A AREMN B ET, RBLIEBER. BOF > THsBREZEATLILKE
=L,

AwSServiceRoleForSecuritylLakeResourceManagement—E XU > o O—)LZHIERL 1=
Y, BERT2HENHDBAIE. PHD NT Security Lake ZE#ICTDZ&T, O—IIL&2BE
RITBDENTEET, Security Lake ZBIERK TS &. Security Lake [, 1—H—0iHcH—E
AV oO0—-LZBERLET,
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Security Lake —ERAICU V& ni0—)L AWS U—2 3> THR—K

Security Lake (&, Security Lake AWS U—> 3> NFRIATEEZTXTO

TAWSServiceRoleForSecuritylLakeResourceManagement—EAICU >V nizO—)

DEAZYR—MLTVWET, Security Lake FREMAAEZR ) -3 2OV ANIDOVTRE,
MSecurity Lake @) =3 ETV RKRA by ZBSBLTLSEEY,

Amazon Security Lake & F 25 TF—X2{RE

BE AWS £EE7)L. Amazon Security Lake TOTF—XRBICEAENE T, COEFIL THEA
TENTVBERSIC, AWSEKEINTOD 2RTIH5TO0-NIA2VTZARNTIOF v Z2REBEITHERE
FHYVETAWS V5T R, I—H—EF, COAVTTARNTIFYTHRANENZ I TUVIC

WNIHIEREHSEIDIEINHVET, £, FATS TAWSOY—ERX 1 OEFI1VTFI1EE
EEBRARVE 1Y —OEFERBYET, T—RTTAN—OFMBIOVTR, F—27 54

ND—ICEBTBDRLHRIEBMZSRLTIKEETY, BMNTOF—XRBEOFMHAICOVTE, AWS &
F1UTFT47OTICBBENLZ AWS EFREETFIS LV GDPR O/ OJRREEZSRL TS
(A

T—2REOBMNT, RIEHREZREL AWSTHIUN, AWSIAMTPAFoTATAE Z—

F /=& AWS Identity and Access Management (IAM) ZEAL TEY D 1——ZRETR L2 H
BOLET, COFEICEKY, ThEIhODITEETIDEDICHAEBELREROAKN G I —IC
BEThET, &, AOFETTF—FZ2REIDELEELEHHOHLET:

« BTNV NTHEZRFEL (MFA) 2ERLE T,

« SSLITLS ZEALTAWS VDY —RAEBELET, TLS12AYET, TLS13 ZHEHLFT,

s TAPIEA—YHY—TOT74ET1OO7RHEZFREL 9 AWS CloudTrail, CloudTrail fE#R %
AULTAWS 70T AETAZF YT Fr¥I25%EICOVWTIEE,. " AWS CloudTrail 1—H—H A
K1 OCloudTrail ZEFFDEH 1 2ZRBL TS EET L,

« AWS BBtV Va1—->3>eE, ZOHOIXNTOF7AFLMOEFIUT4O MO ZEA
LEFT AWS o —E R,

« Amazon Macie BEDFELBZEBE N EtEF21UTFT A H—ERAZFEALET, <5k, Amazon
SBICRBEETNTVEIERT—ZORHEREBEEIELET,

e AXVRSAVAVER—TIAARAERLFAPIAWS ZNL T ICT7I9EATREE(C FIPS 140-3 1
IEEAESHLED 21— BERFEEEF. FIPSTI RKRANEZFEALET., FATFRER FIPS
T2 RRANOFMCOVTIEE, TEIPBERWIEBEE (FIPS) 140-3, Z2SHBL TS EEL,
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BEERODEX—I)ITRLABEODBBE I HEERE, %7, FLE (B 71—/ RBEEDE
AERXOTEFARN 7 —ILRICEDBVIEEZBLSBEOLET, k., OVY—J, API, &
f=lx SDK %& {8 L T Security Lake AWS CLIE =&t AWS OH—E R 2FHT2H58ERAET
3“0 AWS SDKs 27, &R BBIICEAE D BHEROTFAN 71— RICADLEF—Z

&, BRELFEZEWHOTICEAETNZIBEENHYET. ABH—/N—IC URL ZREHTBIEES. T
DH—N—"AQDVIVITANEZRKRIATEDLSIC, REAFEHRZ URLICEDBVLEZRBLSBEOHLE
9,

REFOESIL

Amazon Security Lake &, AWS BES{tY ) 1—2 3> Z2FRALTREFOTF—RZZEICARE
LET, Raw EF 21 UF1OT ARV NF—ARIE, Security Lake ' EBITEDTHI MDY —
ABEB DY ILFTF > b Amazon Simple Storage Service (Amazon S3) /N7 Y MMZREFEEhE

T, FEOTYV—AILK., MEONILFTFMNTY A" HVET, Security Lake &, AWS Key
Management Service (AWS KMS) ® AWS FiEF*¥—ZEAL T D raw F—RZBESLLE T,
AWS FIEF—I&, AWS H—E A, ZDIFEE Security Lake N EEHDO AWS P HI Y NTHEATS
EOHICFHESITEETS AWSKMS ¥F—0ILV>3>TT,

Security Lake (&, EOOT EA R N TF—RIZHLTHE, T, O—R (ETL) 237 2X2TLE
9,

ETL37HAET79%&, Security Lake @7 HI NIV IILTFUNSINT Y NEERLE
9 (Security Lake ZBRIC AWS U—23 > ULENTY RZEIC1D2D/NT Y ) o Security Lake
DTN TFRSINTY MIF—RZ2REICEFETEDLIICKRDET, T—RENILFT
FTURNSINTY NMI—BRHNICOAMEFEENET, VUL TFRNNTY RNIR, AT &4 RY
RF—2Z/NTY NCEZIADHER % Security Lake ICFETD Y —AR—ADRI S —HEEN
TVWET, SSNTY MO TF—RZEFILTSICIE. S3-managedig St F—FLEFEHARXIT—X
F—TURF— EFEER)OVWIThHZBIRTEEXRT AWSKMS, EE550FEERMMESLZEFERL
£9,

KMS ¥—%FAHAL TF—XZBS{LLET,

77 # )L NTWE, Security Lake ICK 2T S3NT Y NIEFEE D F—XIE., Amazon S3 TEEZ
nzkES{bF*— (SSE-S3) ZFEA L 1=z Amazon H—N—RIOBES{LICK > THES{LENE T, BEEE
B3 tEF21UT1LAV—Z2RMTBICE,. RV IZ Security Lake F— R IZAWS KMS F—(Z &
2H—N—RIOES{t (SSE-KMS) 2EHTE XY,

SSE-KMS &, EF¥1UTALA VOV —IITRRYR—RENTVEEA, EFIVFTALAD
APl £/-1& CLI T SSE-KMS ZfEAT5IClE. £F KMS F—%ERTBH., BBFOF—ZFEAL
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F 9, Security Lake T— R DBEFILEEFTHICED I —HY—HFF—%2FEATEINERET DR
—F—ICTEYFLET,

BEEEX—Z2FALTSINTY NCEBERAENDTF—REBSILTBHE. YILFU—>3
VE—REBRTEFEFRA, DARY—EEBF—NIFE. Security Lake & CreateGrant VUL
ANE AWSKMSICEETH LT, I—HY—ICRb o Tﬁtl'—.[&'flﬁﬁibﬁ?o DHER AWS KMS
l&. Security Lake ICBET NI RO KMS F—ADT7 I LRAEHATIEHICEAENET,

Security Lake Tlk, RONFERECEHEEEST —2Z2FEATH 2 LOOHFAZXEELET,

c DARY—XFZ—IRF—IZX>THESHENETF—FF—ZERTS AWSKMS VU T A
NGenerateDataKeyZ I[CEELE T,

* RetireGrant VI ITARNDEELXL AWSKMS, T—RL AV EEFHITHE, COBREICK
V). ETLERO® AWSKMS F—ICEBME TS NOFEIEANAREICKRY) ET,

EFIVTALA DI EDecryptiEREXEH Y EFE A, F—OFITE hiz1—H—74" Security
Lake F—R&EFAHBD &, SINESHEBEL, FAChEI—HY—RBESLENTVEVE
RNTCTF—REFAMBDCENTEET, EEL, YTRISAN—ANDNYV—-RATF—REZFERTBIC
(kDecryptiERAMBETT., YT AV ZA/N—HEROFMIZ DV TIE, Security Lake YT AV 54
N—=—DTF—BZT IO ANDER 2SRBLTSEEL,

BEFD KMS ¥#—Z AL T Security Lake F— X ZEES5{LT2F . KMSF—0OF—KRU>—%

TETDHENHYYET, ¥—RU>—T, Lake Formation F—R L 1 U DBFFICBEENS TS N

FIAMO—IAKMS F—ZFERALTTF—RXEZESTEDLDSICTRBHENHBYVET, KMS F—0

=\= RUD—ZEETBHHEICOVTIE, T AWS Key Management Service RO Y /N\—H A K,
"F—ARU—OEE, 2ZRLTLEZ,

F—RII—ZEHLIZY, BUSERZFOBRFOF—RUI—ZFEALLYTHE, KMS F—
FREVIVIANEZ S TRENTE, Security Lake ' F—IC T IV LATEDRSICHEYE
¥, F— RUZ—DERFIEIZ DOV T, AWS Key Management Service BIFEH 1 ROF— R
S—DERESRBLTLSEEL,

RDF—RIS—& KMS F—ICTRYFLET,

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleRole"},
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"Action": [
"kms:CreateGrant",
"kms:DescribeKey",
"kms:GenerateDataKey"

]I

"Resource": "*"

BENZR—DRF—ZFEATIEEICLEL IAM T I EAFA

Security Lake 2 T2 O ICERTHIHLEN HZ IAMO—ILOBMEICOVWTIE, TEFELUHIC:HE
S#, £UYaVESBLTIEZ L,

NABRLY—ARELERYTROZAN—%EBMTS &, Security Lake & 7 AT > MMZ IAM O—
ILWEZERLET, ChsOO—I)LIEMDIAMID ERETBZICEZBENELTVWET, ChiZk
V., DAZLY—ARTF—BLAVITF—R2EELAK, YTRAIVTFAN—RBGTF—ELAIHSD
T—REFRATEET, EVS AWSYZR—TJ RRVI—R, ChsOO—ILOT7 7 EAFADE

=1 L]

F AmazonSecuritylakePermissionsBoundaryZiEL £,
Amazon SQS F 1 — D&t

TF—RL AU ZERT S E. Security Lake FEFENEEFIVUTALAVBEBET LI NI 2
D2NES{LE L TLEL Amazon Simple Queue Service (Amazon SQS) ¥ 1 —Z/ERL &I, T—
REREITDICE, ChosDF1—2BEHLTIHENHY) E£T, Amazon Simple Queue Service
FREETEZTFT7AILNOH—N—BOBSIETRETITREH ) EE A (AWS Key Management
Service AWS KMS) THARY—XZ—I RF—ZERLTF1—ZBSL. BSltehit+i—
ZRETRDEHOT VAT TZ Amazon S3 H—ERT VI NILICHETEIHEN BN ET,
NSOT7 VAT ZNGETHFIBEICOVTEK, AWS FL Y2t X —DAmazon S34 AR NEA
FH—=—N—ROES{tEFEHTS Amazon SQS F1—ICEET BV OREETITN? ZSRL
TLEEL,

Security Lake l& AWS Lambda Z2FA L TF—20O#HH, &X, O—R (ETL) 2a/&2HR—KT
1), AmazonSQS F1—AHADXY E—TZEE TS 1-HO Lambda TV EAHFATERET B 44
ENFHYET, FHMICOVWTIEE, TAWS Lambda #ROY/N—HA KR, O "E£T0-)ILOT7OtA
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Amazon Translate D FXTOTF V< 32 & CloudTrail IC&k 2 TOH

JICEREE N, APl Lake API D7 7L AICRREHEIhET, flx

l&. UpdateDatalake, ListLogSources, CreateSubscriber &7 V>3 Z2HUTHT
&, CloudTral A 774 IIC I NUNFERENET,

BARVNELEROTIVRNIECR, VIOTANOEREICEIIRBAIEENET, FTATT 4
TARREE, LT Z2HRTEIDICRIUEERT,

« DOTRARNNI—RNEREEE#HRE AWS Identity and Access Management 1—H —FREHEHRN E S S
ZEALTITO D,

s UOIAMO-LEER7IFL—23 21— —0F20RZVEEF 1) T 1 RBAEREER
LTIThnihrESH,

s UOITARNBIDO AWS H—EARIZL 2 TIThhlzAESH,

M DV TIE, CloudTrail userldentity EE%# S B L TS &V,

Security Lake DO 774 I I RJICDWVT

CloudTrail DOJ 7 7 A )k, BE—HIEHBOOTIVKNIZERET, IXVKNGFEEV—AHLSD
B—D)OIARERL, UVIARNENETOZ32, FOOIORE, VDIIARNNTX—2%
EQBREEHET, CloudTrail AT 77 AI)LIE. NTUY T API FOHL QIEFMA TSNz ARY
TRL—ATRBVES, BEDIBEFTRERFIENEE A

ROFIE. GetSubscriber 723> ® CloudTrail O I M) ERLTVWET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
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"userName": "Admin"
iy
"webIdFederationData": {
iy

"attributes": {
"creationDate": "2023-05-30T13:27:192",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-05-30T17:29:17Z2",
"eventSource": "securitylake.amazonaws.com",
"eventName": "GetSubscriber",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"subscriberId": "30Qedl7a3-0cac-4997-a4l1f-f5abbexample"
},
"responseElements": null,
"requestID": "d@1f@f32-9ec6-4579-af50-e9fl4example"”,
"eventID": "9clbff41-0f48-4ee6-921c-ebfd8example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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AWS Resource Groups £zl ZFFATEE T, BETHIVY-AICETZENHE TR L, F—X&
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KD TAWS UY—RADORTFHL #SBLTLSEETL,

/A Important

METF— 2P ZOBOBETF—RERTCRELEVTEE ), R E AWS DH—E
A, BEUZL D HMS5T UV EATEET AWS Billing and Cost Management, Zh 5 kw7
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Lake APl ZEATE XY,
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DY—AQORTHFHZRBLER, RIR—ADIYV—ALRILOTFT U tAFFA%Z AWS Identity and
Access Management (IAM) RS —TEEBTEE T, cOAFETRIEZFERATSHET. ROED
I—%—&eO0-)LICVY—REZERB RV RITFFTRITIOECABFTAWS THI N FHY), &£
NI1—F—eO—-)IZE2T 2k —BRUIZEM, wE. HIRIZDTIOEAFIN G2 L 2EHMHN<
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hE—EEATEET,

EEAE, UY—A® Owner X TA—H—FNEEEThTVEHEES, 1—F—CITXTO
Amazon Security Lake JY —AAND 7N T 7t AZ2FATH RIS —2EHTEET,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ModifyResourceIfOwnex",
"Effect": "Allow",
"Action": "securitylake:*",
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/Ownexr":
"${aws:username}"}
}
}

RTER—AILLTVY—=ALRILTT IV LAFTZERLLHES. TOT VAR TREEILR
BMEhEd, 2FV, VDY—AFEREhZETSICVY—ADLZEHANEL, ILLIY—-RIZAX
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RCELDTUY—RICETZEMLET,

Security Lake A2V —=)LZEAL T, BFEOVY—RIZ1 2UREOZTZEMTHICE. LTO
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5. Inthe Tags section, choose Add new tag.
6. Key RY VAL, UY—AICEMTRRTIDRTFX—ZAHLLET, RIZ, fEIRY TR
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« F—RL A UE — CreateDataLake AL —> 3> ZFEHT5AH. AWS Command Line
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NOES, DFEWERTF—EThICHEETIRIEICI DOAFTI IV RN EEELET,

ez, KO AWSCLI OX > RIF, BEEhEYTAUS 4 /N—ICEnvironment X J {E % i
DCloudZ I F—ZEBMLET., ZOPHIE Linux, macOS, £h@E Unix BIC7+—I Y hEh
THY, RARTEZEEESEBZILEHICNYIARAT YD () OITHEXFZFEALTVET,

$ aws securitylake tag-resource \
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--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=Cloud

O—ROFEARATOESY T,

- resource-arnXJZBMITZI YT AUT4/N\—D ARN ZIEEL £,
« EnvironmentY 7 AV TAN—ICEBMTBRIDETF—TT,
e Cloud &, BEEn/i=RY F— (Environment) DRAJTETY,

ROBITE, ANV REBTRIZSAN—IZEBORTZEBMLET,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tags key=Environment,value=Cloud key=CostCenter,value=12345 key=0Owner,value=jane-
doe

tagsBIADEAT T U MK, keyvalueE DBIBOMEAN BETT, &L, valued|
BOERZEOXNFIETDENTEXRT, 2T EZXTF—ICEEMNSTEVES, value 5l
BOBEEBELBVWTSEEY, EEAE, UTOONY RE, EEFFShEZTEEZEER
WownerXJ+—ZEMLET,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

RIGTFARL =23 A EEICETENLEFEWR Security Lake 1&ZE M HTTP 200 L AR A
ZRLULET, ThEUADB A, Security Lake I& HTTP 4xx £k ARL =3 kB L LEH
ZRT 500 LARAZIRLET,

Amazon Security Lake VY —AND R T ZimET 3

Amazon Security Lake Y —ADRT (RTF—FL@E X JE) ZwmETHICEFE. EFa0F70L 4
21>V —=)LFE =& Security Lake APl ZEATE F 9,
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s YT RIZAN—DOFEE., TETF—23aRADT[HTRITAN—] ZBRLET,
R, "RAYTRIZAN—1 T—TINTHTAOTAN—%BIRLET,

BTRIOTGAN—DBT—TIICRRENBEVESGE. R—ZOFLEOANWS V-3
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BEQ)—23aVICBALTOROBEOYTRITAN—DHINRRENET,

[fRE] ZBIRLE T,

(2912023 #RBBALET, Tags o> avilik, BEUY—RICEYHTSNTWS

IRTDRINF—BRRENET,

ROVWTFhAZETLET,

c BFEORTF—ICRTEZEMTRICEK,. RTF—DOHEICHD Value RY JAILEZAS
LEXY,

s BEORITF—%2TEITDIE. ZT0EICHS [HIKR]) 2 BIRLET, KIZ, FILLWAZ
JEEBMZVVYILET, RRENDF—RYTRAIL, HILLWERITF—ZAHLE
T, ERYIVRAIC, BEICHSUTHETZZTEEADLET,

c BEOZTEEZEETDICE, TOEZECME]RY VAT X ZBIRLET, XIZ, &
RYTACZFOHFLWERITDEEZEADLET,
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DY —ZIZE, BRSO EDETEEDBENTEET, FTF—ICRBEKX 128 NF%EE
HBENTEET, FTERIBEKAK26 XFZEHDDENTEET, XFICKK, XF, I
F,AR—A, FERES (_.:/=+-@) Z2FERATELXT,

6. XTDEmEERTLES, REFE ZEBRLET,

API

VY—ADRT 27OV LTRETDE, BFOXIFHLWMEICLEEEEAhET, LA
T, RUVZRETHIREZFER. 2TF—, ZTE, FLBETORKZHRETZIHLESHIC
FOTERBYET, ZTF—ZmETHICRF, BEDXTZHEKRL T, HLLWARTZEML X
ER

RTF—ICHEERMTSNTVRRTEOK ERETZIFHIBRT B2k, Security Lake API

O TagResource ARL —> a2 Z AL TBFENEZLEELET. AWS Command Line
Interface (AWS CLI) Z#EA L TW3HE. tag-resource AN RZEITLET, UVIAN
T, RTEZREFTZEHIBRTSD )Y —AD Amazon VY —AZX—LA (ARN) 2 EL E T,

SRTEZRETDICE, tagsNTX—REZFALT, RTEZZEELEVRTF—ZEELE
T, F—OHLLVATEELEELET, LA, RO AWSCLIOX > RiF, BEEhEYT
A9TAN=ICEI) ¥ TS5 NEZ YT F—0n-PremisesMEnvironment X J{E% Cloudh 5 (Z
ZELET, OBl Linux, macOS, F£hlF Unix BIC7F—IX Y REIhTHEY, RAXPTE
ZALEEEBRLEHICNYIAT YD () DITHEXFZFEALTVET,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=0n-Premises

O—ROFEAFRATOESY T,

« resource-arnik, Y7 RAUZ4/NO ARN 2 EL ET,
e Environmentld, ZET AR JEICEEM ITONTVWREERITF—TT,
« On-Premisesld, ¥EL XY F*— (Environment) \CEBAITZHLVWEIETT,
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BRITX—NSRTEZEIBRTDICIE, tags/\TA—FX—DF—Dvalues|BDEZEELHZEWNT
<EZELV, flIAE, ROXSIZBYET,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Owner,value=

ARL—=2a AN EEICETENEHEE, Security Lake [EZE D HTTP 200 L AR A%ZIRL
F9, ThEUUNDIEZESE, Security Lake (& HTTP 4xx Eh@EARL =2 a o AFRBUEEBHEZERT
500 LARY AZRLET,

Amazon Security Lake VY —ADRXT DL E1—

Amazon Security Lake VY —ADRT (RTF—EXTEDOMA) (&, Security Lake AV — L& -
(& Security Lake APl ZfEA L THRETEET,

Console
Security Lake AV =)L ZFEALTVY—ADOR T ZHREITSICIE. ROFIBEICHVET,
JY—ADRTZ2HRITSICIE

1. Security Lake 11>V —JL https://console.aws.amazon.com/securitylake/ZB& £ 9,
2. RUEBBIDVI—ADRATICHLUT, ROVFhADI UV ZETLET,

s TRLAUVERER. FET—aRATUT[V—2av]#ERLET., V-3
>T=7LTU—2a EBRL. RE] ZERLET. R, (20232 E2RRE
LEXY,

s YTRITAN—DFERF. TESF—23aORAVT[HTRIZAN—] ZBRLET,
RZ, "RAYTRISAN—1 T—=TILT, YTRIVZAN—OBFZERLET,

BITRIOTGAN—DT—TIICRRENBEVESGE. R—ZOFLEOAWS V-3
ELOR—%FEALT, YTRAISAN—"ERLEU—2a3 0 #BIRLET, RICE.
BEQ)—23aVIZBALTOROBEEOYTRAITAN—DHINRRENET,

Tags E72a2ilEk, BEVY-ALLHVIETSATLVRINTORIN —BERRENINET,

VY—ADRT 2RI 223
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API

BEOVY—AOXRT 27O ZLATEEL THZET S, Security Lake APl O
ListTagsForResource AR L —> 3> EALET, VI ITARNT, resourceArn/\TX—& %
FRALT, UY—A®® Amazon )Y —A%—LA (ARN) ZiEEL £ T,

AWS Command Line Interface (AWS CLI) ZfEA L TW3FEEF. list-tags-for-resource Y > R
#R{TL. resource-arn/\SX—XRZFEALTUY—AD ARN ZHELET, HIXE, XD
LOICRYET,

$ aws securitylake list-tags-for-resource --resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab

BOBITIE, arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890abldBE1E

DY TAUVZ4/)N—® ARN T,

ARL—=2 3N EEICETE NIEHEEE Security Lake (dtagsBi ¥ 2R L £ T, EBEIIRNDOE A
T72IO0RE, BEVY-ARILEWHTSNTWVWERYT (RIF—EX2TJEOMA) Z2EELE
T, BIZIEE, KOKSIZHEV)ET,

{
"tags": [
{
"key": "Environment",
"value": "Cloud"
1,
{
"key": "CostCenter",
"value": "12345"
1,
{
"key": "Owner",
"value": ""
}
]
}

C ZTEnvironment, CostCenter., Ownerlk, DY —RAICEYH TSR
*—T9, CloudlE. EnvironmentZ I *—ICBEEFRITSNTVWBRRIETT,
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12345l%, CostCenterZ T F—ICEEMNFSNTVRXTETT, Owner X T F—IZI1k, BEE
TRIRTEREHY)EBA

Amazon Security Lake 'Y —A A S5 0O X T DO HIBR

Amazon EF1UFALATVY AN SRTZRKRIDICE, EF1UTALAOIY—ILFRE
FEF1UTALAUAPI ZERATEET,

/A Important
DY—ADSRTZHBRTDE, VIV—ANDT IV RAICEEZEADUEMENI BV ET,
2T ZHBRTREIC. RTZFERALTVY—ANOT IV EAZHHT 2 AESEDHD AWS
Identity and Access Management (IAM) 7R > —Z R L TS EE ),

Console

Security Lake AV —J)LZFEALT, VDY—ANLS 1 2RELEOXRTZHIBRTBICE., UTOA
TYTICRWVWET,

VY—AN BRI ZHIKRT S

1. Security Lake > Y — JLhttps://console.aws.amazon.com/securitylake/Z & £ 7,
2. RTEHIKRTIBDVIY—ADZATIZHUT, ROVTFhAZRITLET,

s F=RLAUERER., TES—2aRAOT[V—2a ] ZBIRULET, &IC, TU—
Tarv,F—7IlTcT)—>23a3r, #BRLET,

« YT RAIOSAN—DOBEE., TES—23a RAVT[HTRITZAN—] 2 BRLET,
R, "RAYTAOTAN—, TF=TILTHTRISAN—%ERLET,
BITRAOTAN—DNT—TIICRRENBEVEEE, R—ZOHALEO AWS V-3
LOZ—%#EFALT, YTRAISAN—ZERLE)—23a % BRUET, RICKE.
BEQD)—23aVICBALTOROBEEOYTRITAN—DHINERRENET,

3. [MmE] 2BRLKY,

4. [BT1E€02a2EREALET, Tags o732 IClk, BEVY—RICEUIHETSNTVS
IRNTORIN —ERRENET,

5. ROVWFThHAZRITLET,
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« RTICHULETEOHKZHIBRTDICE, HIBRIZEZSE ] RY VAT [X] ZBRLE
EE

c BTDRITF—ERTEOWEZ (RTT)HIBRIZICE, BIRTZDRITDEICHS [HIER]
ZBERLET,

6. VY—ADLSEMDRTZHIBRTZICE, BIRIZRTZ2EMTD-CICHIOFIEZFV IR
LET,

7. BZTDHIBRZERTT LIS, [Save (RF)] ZBRL KT,

API

JY—=ZANS 12U E0RTZ7OT 5 LN SHIBRT S IZIE. Security Lake API @
UntagResource ARL —> 3> ZFEALET, VI ITANT, resourceArn/\TX—2—%&fF
ALT, 2T %HIBRTS 1Y —AD Amazon )Y —Ax—LA (ARN) ZEEL £¥T. tagKeys/\
TAXA—RZFALT, BHIRTBDRITDRTX—ZEELET.,. BHROZTZHKRTSICE,
HIBR T 28R T Dtagkeys NTA—Z—E5|8E2TNY R (&) TXYP>TEMLET (HI:
tagKeys=keyl&tagKeys=key2)o VY—ANSHBEDRTE (RTF—TIEEWV) O & & HIR
TR, 2T ZHIRKRTBIRDYICRTZRELET,

AWS Command Line Interface (AWS CLI) ZfEA L TV %3F&E. untag-resource X > R%
EITLT, DY—AAS 12 EORTZHIBRLUE T, resource-arn/NZX—RICIF, X
JEBIBRTSD VY —AND ARN ZIEELFT, tag-keys/\TAXA—RZFEHAL T, HIBRTZD R
TJORTF—BRIBELET, LEAEF. ROOAXVRE, BELEYTRAITAN—NHERY
(Environment2JF¥—E& X JEOEE) ZHIBRRLF T,

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment

C Z T, resource-arn 2TV ZHIBRIT2H T AUT4/)ND ARN &3 EL . Environmentld
HIBRT 22T DRI ¥—7T7,

)Y —ADSEBO R T ZHIBRTSICIKE, BIOERYT £—% tag-keys NTX—X—D5|H
ELTEMLET, HIZIE, ROKSICHEYET,

$ aws securitylake untag-resource \
--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
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--tag-keys Environment Owner

FARL =23 UNEEICRTENEHBEE,. Security Lake [EZ= M HTTP 200 L AR A%RL
£, ThLUNADEZEE, Security Lake (& HTTP 4xx £l ARL =2 a o FRBR U EBHERT
500 LARAZIRLET,

Y—ANSDORT DHEIBR 227
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Security Lake DREABEO NS 7N a1 —FT1>2 Y

Amazon Security Lake DERARICEABAREL EBEE. XORNZ TN 1—F42T9)Y—R%E
FALET,

UATOREYITE., T—ZLATVDAT—R A, Lake Formation, Amazon Athena THO Y T

), 1AM ICBBEL TRET D AN $H S T 5 — AWS Organizations XEEO NS T I 1—F 4
VUICETRTRNAMRAZRBLET, CZICRBBENTVBVEENF ROA2EBERK., COR—
T MDFeedback R ZFEAL THRETEET,

Security Lake OFERAIC#E > THAENMNRELEHERE. UTOREY IESBLTSEE L,

REY D

« FT=BLAVARAT—BRAORZ TN a1—F12Y

« Lake Formation SO NZ /N1 —F12Y

« Amazon Athena TOOVIUDKNS TN a—F127

e Organizations DEEO SZ 7N a—FT12Y

- Amazon Security Lake PA F U TATAET IV RAORZ TN a—F142T

TF—RLAOAT—BAOKNZ TN 1—FT42T

Security Lake A2V —JLOBBER—D I, =2 LA VICEEZEATVSREOBEN RRE
nNET, e, BB CloudTrail FEFFZER L TWEWEE. Security Lake & AWS CloudTrail
EBARMOOVREZEMICTERLA, BBER— TR, BE 14 BEICKEL ZBBEICOV
THALET, EEEOHPEHERE B BEFIEZHERETEXT,

BEAOBEIC7OT S ALATT VAT SICIE. Security Lake API 0 ListDatal akeExceptions 7
RL—=>2a>vEFEATEET, ZFEAL TVSHEIE AWS CLI, list-data-lake-exceptions 1<

Y RZEEFTULET, regions NZX—RIZIE, RKERFP (N—ZTF4EH) V—23 > Eus-
east-1, 12 EOU—23>]—REZEBELT, ThesOU—2avIlEEIIEEZERTE
£9, regions NTXA—RZEHBVHEE, IXTOV—TaVIIREITIBENRENET,
)—=23a>Q—ROUARNIDVTR, TAWS 207 7L > A1 ® "Amazon Security Lake T
VRRAU B, ZBBRLUTLSEZD,

FFEAE, XD AWSCLI OV RiE., us-east-18&V eu-west-3)—2aVIiHEEZEXT
WBRREEZ—EBRRLET., COPHFIEF Linux, macOS, £LEF Unix BIC 7+ —Y Y RENTHY).,
MARTEZEMEETHEBZLEHICNYIARAT YD () DITHEXFZFEALTVET,

F—RLAVAT—BAORNT TN 1—F42Y 228
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$ aws securitylake list-data-lake-exceptions \
--regions "us-east-1" "eu-west-3"

Security Lake 1—H'—ICEAEXLEIZ—ZBHT S (k. Security Lake APl @
CreateDatal.akeExceptionSubscription AR L —> 3> &ZFEALET, 1—F—ICk, E X—

JL. Amazon Simple Queue Service (Amazon SQS) ¥ 1 —ADOE{S. AWS Lambda BB\ DEE.
FEREHR—RENTVREO7ORNINZBELUTCEBAMZZITMS CENTEERT,

EAE, RO AWS CLION > RIF, BBEE N =T 72 NI Security Lake I D@ Z SMS
ETEELET. COPHIE Linux, macOS, £EEF Unix AIC7#—X Y RENTHY), ZihPTE
ZQEESHEBILEHICNYIARAT Y1 () ODITHGEXFEERALTVET,

$ aws securitylake create-data-lake-exception-subscription \
--notification-endpoint "123456789012" \
--exception-time-to-live 30 \

--subscription-protocol "sms"

BIAGT AoV T3> 0FMERRTSICE,. GetDatalLakeExceptionSubscription 7
RL—=2avaFERATEERS, INTTAOVTa zEHITHICIE.
UpdateDatalakeExceptionSubscription AR L —> 3> #EATE XS, INTT ROV T a %
HIBRL TEHZELIETBICIE, DeleteDatalakeExceptionSubscripton AR L —> 3> #FEHATE E
ER

Lake Formation D NS TN a1 —F 1425

LR OfE#RIE. Security Lake & AWS Lake Formation —ZXR—RAFFET—7 L OFEARBICRKE
TRHAEMEN DD RO EEEODMEBEICRISEET, Lake Formaton DT 7N 1—F 4
VIICETRTOMORNEY VICDWTIE, TAWS Lake Formation RO Y /N—HA R, O ThZ
TJINoa—F420, 023 asRBLTLSEE,

T—7ILHFRO2H S

BTRAVZAN—ZERLESETRE, COIS—HRRENBENBYVET,

COIT—ZBARTDICE, V=232V —RZBRICEMLTWS & ZHFELET, Security
Lake U —EADTLEI—DV ) —RABILY—AZEBMLEHEE, YTRAIVSAN—%2ERTS

BIICY—AZBHEEMITBDHENHBYVET, V—ADEBMICOVTOFMIE. Security Lake TD
V—AEBE, ZSRLTLEEY,

Lake Formation IO NS 7)1 —F 129 229


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeExceptionSubscription.html
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400 AccessDenied

NAZLY—A%EBEML T CreateCustomLogSource APl ZHUOHTE, COIT—NRREH
BENBYNET,

COIT—ZMARTBICIE, Lake Formation DIERZHEFEL T<EE W, API ZHUOHY IAM O—
JLICIE, Security Lake 7—2& X —A 0 Create table #EREANPVETT, FHMICOWVWTIEE., TAWS
Lake Formation BA5& 4 K1 @ "Lake Formation 1V —)LEBRIMFTE D) Y —A XV Y RE/FEHA
LETF—ER—ATIVEAFIOFE) 28RLTEEZV,

SYNTAX_ERROR: 1:8 ;TR: WZLDBEWVWIL—> 32 A 50 SELECT * &
AFAIEhTVEREA

Lake Formation THIH TY —AT—TIINEITIVTBELEIL, COIT—HNRRENDEN DY)
£,

I5—%RITBDICKE, ICHA A0 FTBEZIEALTVWSD IAMO—I)LICF7 V2 ASELECTEHT
ZENFELERITAWS THU U N, SELECTHERZNFS TS HZEICOVWTIEE, TAWS Lake Formation

BEEHA Ry @ TLake Formation AV —)LEBRINE DY —AXYY REFRALET—7ILIE
BEORE, #8RBLTLSEETL,

Security Lakeld, MOPHELITOT VU NILARNZL A O T7 3 —X—>3
VF— B LA VERECEMTEREATLL, BEDF—RL A VEE

EZICE, EEXPEELBVENBT I NILAEENTVSHEMEN D

VJE T,

Security Lake ZBMICT B L. 2O V—AAWS OH—ER ELTEMTRE, COIT—H%
RENBDZENHYNET,

CHOIZ—ZBRIDICE, LATOFIEZETLET,

Lake Formation 12/ Y —JL (https://console.aws.amazon.com/lakeformation/) ZB& £,
EBI—H—-LTHAI12FD

FTETF—23RA2O FH]TEBO-INEZAV] ZEBRLET,
[TF—Z2LAVEBE 023> T, [EEEZER] ZRRLET,

NAM TRO2ASBV EVWSTIRILO/VETV I NILZZVT L, [RE ZERLET,
Security Lakel@EZ2 €5 —ERL TS EE L,

o a0 A w N~
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Lake Formation Z £/ L 7= Security Lake CreateSubscriber l&, &L T
ES55ODOFHLVWRAM DY —AREOBFEERLEEATLE

Security Lake T Lake Formation Y 7 AU 54 N—%& R T S H(IZ, Lake Formation /\—= 32 2
FEFRN=—23V3QVAATHI R TF—RHABTIUY—RAZHELTVERE, COITS—H
RRENDENBYET, Chid, Lake Formation N\—2 3> 2 BKEN—23 2 30OV0ORT
WOV NEBR, BROOVOATHIRNTIOEAFAOFEZ 1 20O AWSRAM DY —AHREIC
RvEYTTBETAWS, RAM VY —AREBOHZHKEILTEDHTT,

DY —AHRBEN YT RAIOSAN—DOERBICEELLEAZID THY ., VY —AHLE ARN
A'CreateSubscriber/5%&®M ARN &£ —HTD & &2BELTLKEEL,

Amazon Athena TOOIUDO KNS IIN>1—Fa42T

XDIEHREMEAL T, Security Lake S3/NT Y MCRBEENTVWB AT 19 N%&E Athena Z £
LTOTIVITBRICRETDAEMOH D — BN EEEEZDHL TEELET, Athena DT

W21 —FT1TJICBTRTOMORNEY ZICDWTIE, TAmazon Athena 1—H'—HA R, @
"Athena TO RS TN a1—F42T, 02325 RLTEE,

JTVEEATLTE, F—RLAIAOFHFLLVATZ IO NFREhEY
Ao

Security Lake @ S3NT Y NMZEFNSOAT IV RNEENTVTE, Athena VIV EETF—XL
AVADFHLVWAT DI VRN EREBVEEN HYET, Chik. Security Lake ZEMIZL TH S
HEAMILEBEIRETRENBVET, TOBR., AWSGlue N\—T 14232 R@FFHLVA
TOITORNEBYICERURVATESEN HYET,

COIZ—ZRIBICE. ATOFIEZRITLET,

1. https://console.aws.amazon.com/lambda/ T AWS Lambda >V — )L ZBEE & T,

2. FEF—23UN—0)—23> L IXT, Security Lake A"BRICE > TWB DI Athena
VITVNFBEREZREEVWI -3 2BRULET,

3. FETF—23aURAVHISEBEBRRL, V—AN—T3 2K UTROU AN SEEZEER
LET,

* Source version 1 (OCSF 1.0.0-rc.2) -
SecurityLake_Glue_Partition_Updater_Lambda_#region> E8%,

Lake Formation % £ % CreateSubscriber A"#H LW RAM UY —AHBEOBEEZER L&D 2 1= 231
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* Source version 2 (OCSF 1.1.0) - AmazonSecurityLakeMetastoreManager_#region>
B9 ¥,
4, [BREIZ7 T, [MUAH—]&EBIRLZET,
5. BROBICHZ AT 3 ERBIRL, [RE] ZBRLET,

6. [MUH—ZEML] ZBRL. REF] ZBRLET, ChIZKY . BEOREN [BHICEDY
7,

AWS Glue T—7 NI T OEATE RV

DIVFTOEAYTAUS4/N—&. Security Lake F—2%E8 AWS Glue T—7IICF UV EAT
EBRVWBENFHYET,

&Y. VORTAIRT=TIAHEELY RTYT (HTARVSAN-ATY ) THATATWVWEF
JEZRTLTWA L ZBABLET.

BHENEETIEATERVESE. ROFIBCH> T<EE L,

1. https://console.aws.amazon.com/glue/ T AWS Glue AV —I)LZHAE E T,
2. FTETF—=23URAUT, [F—RAXOT] £ [HROTRE] 2BRLET,

3. DY—ZAR—ANDKR)>—%ZFEALTAWSGlue T—7NICT O EARTZ T O AFAEY T
A9TAN—IZ/FELET, VY—AR—ADRIZ—OERICOWVWTIE., AWS Glue RO Y
IN—HARD TAWS GlueD )Y —AXR—ADRI)T—DPl, #25RBLTLEE L,

Organizations DEED NS TIN1—FT14 20T

R DOERIE, Security Lake # &UF AWS OrganizationsZ RT3 L EICHKET D AEEMDH S —K
WAREORIMEMBEICRISEE T, Organizations RS/ 1—F 4 JICBETRT0MO N
EY 2IC2V\WTk., TAWS Organizations 1—H¥—HA Ry ® "SI a—F420, w023
CESRLTLSEZY,

AWS Glue T—7 IO EARTE R 232
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CreateDataLake BEZ O HL TVWR EZEIZ, FTUVERAEETIS—HFRLE
LELE. THONSBEBOEEEBET OV NELERFAZRRTO
DTHIORNTERFNERY)ERA,

FEEESNEEBETHO BT SEBMZHIBRL . Security Lake AV —J)LE LR
CreateDataLake APl ZFERALTEDT AT b ZEFEAL T Security Lake ZFREL LD ETD &,
CDIT—NRRENDENHYET,

COIZ—ZBRIDICE, HOBBOEEEREET NI NKERAZ RTPOYTHI NEE
ALTLSEZL,

Amazon Security Lake 74 T T A TAETIOEADRNZTIL
Y1—=FT427J

IRDERIE, Security Lake & IAM DEAICH > TRET D AREMEN B — BN EEEODH PEE
IC®IABET,

Security Lake T7 9232 &2RTIdcENfRBAETLAD

TTO2AVERTIBDHERIBVE AWSNRIAD ROV Y =) BHEh -G, EEEC
EELTHYR—NEZRBEIDILEN V) ET, EEERG, RiFReREHEL LEBHETT,

LTFOIZ—HllE. mateojackson IAM 1—H—AFA2 YV —)LZERAL TEZED subscriber IZ
EI5FMABERERTILRISELTVSAN, 2D Securitylake:GetSubscriber FFAIA 7L
EVSBAICRELET,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
YOURSERVICEPREFIX:GetWidget on resource: my-example-widget

—MiF/E. Mateo l&, Securitylake:GetSubscriber 79232 %&ERL T subscriber &%
ANDTIVEANFFAENDRSIC, EBEBICRV—OFEHEMRBELET,

BERNIS—ZEBATT VEAFAZIRL 2L

BTROZAN—FLERAARAZLOY Y —AAPISIZ& > TERENLZTXTO IAM O—)LiEF,
AmazonSecuritylakePermissionsBoundaryNX— RARUI—ICKR2TNAM 2 RENET,
BER)—ZBATT IV AFAZIRTREERE. O—IIOT 7 EAFADERL SEER

TOERAERIZ— 233
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S—ZHIBRTEET, KL, dataLakes EHT AU F 4 /N—D Security Lake APIs DZE Z 1k
THHEEE. IAMAIAMO—-I)LZ2BETRLHICT IV EAFAORRAZT Y FIHIRBENH)E
E

iam: PassRole #2179 2R/ &\

iam:PassRole 7V 3V AERITIBERNIBVWEVWS IS —HFERRENLEHEE, RUP—%F
#FTL T Security Lake ICO—J)LE BT CEN TEDRSICTRIHENHYET,

—#D AWS DY —E R T, HLLWH—EAO-ILFLEEY—EALCUYVEnIO0-ILZER
TRIRDYIC, TOH—EACRFOO-NZETENTEXRT, TOLHICE., Y—EARICO—
NEBITT IO EAHRANBETT,

LTOFOIZ—IE, marymajor £WVWS IAM 1—H -T2V —)LZ#EAL T Security Lake TF
923 aRITLEIOITBRIERICRELET, £EL, COTFIarzEh— tXﬁ‘%ﬁ@'éLl&"
H—EAOQ—IASHEEhET7 IV LAFANf YUETT, Mary ICIE, O—IILZH—ERAICETT
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