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Security Hub CSPM <
Summary ifo

Summary
Controls ‘ Choose a filter set v | | Q Filter data
Security standards
[ Workflow status = NEW | X] [ Workflow status = NOTIFIED | )(] [ Record state = ACTIVE | X] ( Clear filters
Insights
Findings v Introducing the new AWS Security Hub - public preview

Integrations The new Security Hub is your unified cloud security solution that prioritizes critical issues and helps you respond

Try Security Hub [%

¥ Management
Automations

Custom actions

# Security standards info

¥ Settings Track your cloud security posture with a summary security score and standard security scores. This widget
General always shows complete, unfiltered data.
Reglons Security score N
Configuration New 550/
Usage o

288 of 524 controls passed
Standard Passed Failed Score A
What's new L7

Security Hub 12 Public preview CIS AWS Foundations Benchmark v3.0.0 13 23 35%
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Integrations

Accept findings from other AWS services or from third-party integrations. You can also send findings from Security Hub CSPM to some integrations.

| Q wiz X | 1match

wIZ

Wiz Security: Wiz Security

Description

Wiz continuously analyzes configurations, vulnerabilities, networks, 1AM,
secrets, and more across accounts, users, and workloads to discover the
critical issues that represent the actual risk.

Type of integration
Sends findings to Security Hub CSPM

Categories

Cloud Security Posture Management, Third-Party Risk Assessment, Multi-
Cloud Management

How to activate this integration

1. Purchase a subscription to this product: Purchase [2
2. Follow the integration's configuration instructions: Configure [4

3. Choose Accept findings

Status

(© Not accepting findings Accept findings

@ Note
T7AVT I RRENES, FHAIURNELEEYTROUT2 a0 BEREADLET,
NEHREANT S &, Security Incident Response A H— R/N—F 1 —OBRHEFERZHV A
hET, H—RN—FT 1 —REFLROBVIAKICHTHEEZHERTS(CIE. Security Hub
CSPM @ T#&1 R—ZZZRLTLEE,

}a
it

Security Incident Response #7704 &

LA TY T ZBRLET,
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AWS Security Incident Response Get started with AWS Security
Security incident response and recovery s sy

* Automatic monitering and triaging of

for your accounts and workloads =

« Sareamling secunity incdent esponme

» Get 2477 AW'S security suppssrt and togls

Sign up
Pricing (USD)
How it works Tiar e
S7.000
Automated monitoring and triaging of security findings Streamline incident response
Allow 1 i Seaila ar poese withi e 5007
o 5 espanse with service westigation taal
:Hi‘:;::": ind respond with Srd nd ;I.:-’:‘:N“I §250% - 3500
24/7 Incident response support Manitor, track, and improve :'_:';‘ {Nest $500% 150R%
Service provices: round-the-clock sooess to the AWS Customes inddent ] O e e dashbosed allows you to treck kl’! secunty incident 3
Aesponse Team {CIRT) Y. It prowiees 3 central Tier & =) 0504
i SROLEITY i bdints nd refeence
=1 ~ NS = = W], T ~ >
2. BEBTHIORASERFEBEELT EFXFIVTFAY—ILTAHINZERLET,
—_ - ~ -7 __ —_
c EFXFIVFAVTIFPLIAT—FTIOFY
= » ~
- ZREEEEORFIXT B
(®) Set up central membership Set up central membership account
account
v What is the purpose of the central membership account?
e
____ e
Y
D
Centralized account location Manage membership
reate, manage, and acess aclive and nesolved security (ases Madily and change membership tonfigurations induding permissions, contacts, and mare.
Central membership account
s recarnmended that you align youw AWS Security Incident Resporse centeal scoount (o the same administrator you have enabled for services soch as Amacon GuardDuoty and AWS Security Hul

O Use delpgatad Adminstiator 3000t - Saommandad

Delegated administrator i

Azcaant 1D

l-.ll! AIT Y- TOOLING ACCOLNT. NUMBER ]
() Bex st b 12 dige

" TR T, 1

[ Delegate
| Delegate _)

. ZEFEEShIEEEOT A MNIOTA >
4 XUN=2vTOFMEANL, THOV N ZBEERTS
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Step 1

® setupcenval membersnipacont. DEfine membership details e

Step 2
(8) Define membership details Membership region i
Your membership and cases will all be stored in this region. The region cannot be changed after signup.
Step 3
Permissions for proactive response Region selection
Selecting a different ragion in the dropdown will refresh page and take you to sign up in that region.
Step | Us East (N Virginia) v

Review service permissions

Step 5

Review and sign up
Associate accounts e
Associated accounts will receive comprehensive security coverage, including proactive response and AWS-managed incident response. Account associations automatically sync with your AWS Organization
as accounts are added to or removed from your organization or organizational units (OUs). You can modify association settings at any time after signup.

Associate part of your AWS Organization

elect OUs after completing signup

O Assomatc cntlrcAWSGrqanlzauom
All accounts from your AWS Organization

Membership name
Give your membership a name for easier reference and management.

Name

| Demo Security Incident Response

Membership contacts i
These contacts are required to create your membership and will automatically be included as part of your Incident Response Team. They will be added to any case by default and receive notifications as
cases are updated. These contacts will also receive a monthly report (PDF) for important service metrics.

Primary contact

Mame

| Kyle Shields |

Job title
| sOC Commander |

Email

| ksg@amazon com |

Security Incident Response 7 0> 32 &2 EFRT S

COR=ITR, EFIUTAA2IT AN AWS RIETEBTE-Z2V T EHUADT Y

JAVERTIBDERARIBDFELODVWTHALET, JOTFIVTATRBEZRI T EHU
RASBTOIIVEREEVWDS 2DODEBRZIRAHREZAMICIIZCENTERY, ChsDOHEERM

ULTHY, EFIVTABHCESTVTEBICEMC TR EN TEEXT,

TOTATLARCAZHRICT

TOTF147LARY A, B2 TO Amazon GuardDuty & AWS Security Hub CSPM D #%
EhSERE N=T T — K% Security Incident Response N'ER L THAETESRLSICLET, AW
L&, EF1VTFAA4202FMRRE,. T—EABELZEAL TEEEORVTZ—rE N
D7 =L, F—LANREEELBBEICEPTEDLSICLET,
FOR—FAITRICTAT VT A TRHBEZBNCTBICE

1. EF21VTFA442F MRV =T, AR=F1429D0—070—-BBLET,
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2. Security Incident Response A #BRDIXNTORRKRT ATV NEYR—RNENBZTIOT14T %
AWS =232 )= a 2B TORBEREERTEDRSICTDIH—EAFIZHERLE
CB

B [HA2T Y7 &BRL THEZEMCLET,

@ Set up central membership account Review service permissions

Step 2
@ Define membership details Enable Security Incident Response
0 The following permissions are enabled by default when you sign up for AWS Security Incident Response.
Step

@ Permissions for proactive response By setting up AWS Security Incident Response, expect the following:

Step 4 » Service-linked roles: AWS Security Incident Response will have the necessary permissions to access all of the organizational units (OUs) and their accounts within your AWS Organizations infrastructure
@ Review service permissions to create the service membership.

V5 o View permission details

Review and sign up = Log Access and Investigation: In order to expedite response and recovery, you are granting AWS Security Incident Response the ability to work with intemal AWS teams to access and review logs for

incident investigation and response. These include analyzing log sources such as Amazon VPC Flow Logs, AWS CloudTrail management events, and Amazon 53 CloudTraill events.

-

/% Configuration settings for data sources

Security Incident Response does not manage the data, events, and logs for your AWS accounts and environments. You can manage these data sources through the respective AWS services
congoles or APls.

Step 1

@ Setup central membership account Review and sign up

Step 2

5 e
Step 1: Set up central membership account ( Edit )
@ Define membership details P P P h -
step 3
@ Permissions for proactive response Central membership account
Step 4 Account type Delegated administrator
@ Review service permissions Use delegated administrator account
Step 5
(®) Review and sign up . i B - -
Step 2: Define membership details ( Edit )
Membership details
Region Name
US East (N. Virginia) Demao Security Incident Response

Associated accounts

Accounts
Associate entire AWS Organization

Membership contacts
Name v Jub title v Email v
Matt Meck Incident Response Lead mm@amazon.com
Kyle Shields S0C Commander ks@amazon.com
Membership tags

1 e
Key v Value i

No tags

C DBEEIC & V). AWS Organizations AN I X TORKXAN—=THhHO U NZH—ERAV 20—
FEBNICEREIhET, £LEL, EETHI2 MIE AWS CloudFormation AR Y &Y KN &fE
AULTH—ERV7O0- ) Z2FHTERTIHLENf BV ET,

TRV TEHURADT IS 3 2 &K

)
<
N
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RO AT Y 7" Security Incident Response ® Amazon GuardDuty & & ¥ AWS Security Hub CSPM
EDOEFHICETIFHM-DOVWTIE, TAWS Security Incident Response 1—H'—H4 R, ® "#HHE
D1 EZRLUTLSEZ L,

HURADT I3 DHREZEERT D

HURAHT U3 IZkV), AWS Security Incident Response & 7 7571 7BEF1UF4 422 F
YRhHRICARBEREEREZRITTEERT, chsOT7I>3a2E, REROEFIVFAA422F 2N
NDEEBETECP<SBREIDIDICRIEET,

/A Important

Security Incident Response Tl&, HURASKEN TT7 I N TEMELENTVERE A, HLU
IAHBREZFEAL T, BUASDT IV ZHRNICERITDIHLENf YV ET,

AWS Security Incident Response T Z 7 HF 1—H—ICRH>THUADT U2 a > &2RTTES

KSICTBICEF. HEEIAM O—)LZERT S AWS CloudFormation StackSet 27 7°'04 5 1 F

'6'7;1< EBEEGRT AT ARILOBUADREZERTDHEN HBVET. THVV LRI
BRER, HBLARILOBREL)EEBEEIET,

HRFZM: AWS 7 R— KN T—REZERTHHANFNVETT,

HUAHA T3

o BEAMBE (F7FILM): BROT—AZEICHRNERARREBSD LB VY—A07OF0
TA7RBEURALERTLEL,

c BRENEUY—REZHLUADD: BEECNECENBRENATVR VY —-RA07OF7 07147 %
HUAHZERTT S,

« EHOLWUY—AZHLUIASD B: AWS Security Incident Response T TV INFERTLESD
WICESVT, BESNLEAHEANSVIY—RAO7OFIT1 7B UADERITT S,

HULAOHREZERTSICIE

1. Security Incident Response DFHURAOT Va2V ORBREZV IV IANTSD AWS H7R—K T—A
ZER LET,

2. YAR—KNT—AT, UTFEEELET:

s HUIADT U I VN EBENDHEN HS AWS Organizations ID FRFEBEEDNTHI >~
ID
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s CHEOHURASDGE (AFRHNMVE, HULAHEE, FLEHUADE) ZEBIRLTKEE
(A
c ARRBRITBDHLADTIAVORAT (EC2AVARAODE, RAMBHROEFH. =+
TATIN—TOEERE)
3. AWS HAR—KN I"BEHREEEL THUIALOREEZTVWE T, XA IAMO—IILEZEKT S
= HIZF A K7 AWS CloudFormation StackSet 277 04 T3 LEBENHY T, DELZBFEE
AWS HR— KN A" R—NZRMTEEXT,

REENTVBEEE, 7UOT147 X1 UT 1442272 MIC AWS Security Incident Response
FEARBENLHBUIADT I3 E2RTL., REZREBIDLHOXZEEZRHLET,

RODATY 7T HURADREZT 2125, EF1VTAAFMNRBAVY =TI TR
RICETENLEHUADT I3V 2ETEZR)ITEERT,

Security Incident Response O F 7 01 #

AWS &, BBEDA TR T L—LD—VZBEBMAZADY I, ThERELET,

1. ERMEHEZHIEL T, BEDOT T 1 RAZBILLTSEE L,

2.0U LRILDOXYN=2Y THR—KNDOFE, EventBridge DSEA., B STCIC Jira-ITSM & D#FEE
ERELT, SYBENEEFIVFGERAEZRBLTKEEL,

AWS Security Incident Response: New integrations and OU-level subscription

AT NABF—LZEEHITD

L HTRISATERTHBEE, TO AVR—FAIHA K THET ATV B FVR—TF 4
VYRATYTHFRTLTVB S EERBALET,

2. EQIOFEF—2av A5V YT RIBF—LEBRLET,

3. F—LIKEMIBF—LXA NEBRLET,
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e AWS Security Incident Response > Incident Response Team [c]
AWS Security Incident < Incident Response Team i
Response
Dashboard » Set up your Incident Response Team
Cases
¥ Configure notifications and Teammates (10/10)

permissions

You can specify up to 10 members in your Incident Response Team. Additional members can be added for individual cases.
Incident Response Team

. Name 4 | Jobtitle v | Email v
¥ Manage membership
Proactive response Brian Boyd Network Analyst Lead brianb@anycompany.com
Accounts Chris Beck Blue Team Lead chrisb@anycompany.com
Settings
David Buckendorf Incident Response Manager davidb@anycompany.com
John Bheuler SOC Commander johnb@anycompany.com
Documentation &4 I @anycompany.
Amazon GuardDuty [ Jordan Schroff SOC Operations Manager jordans@anycompany.com

AWS Security Hub [
Kyle Prime Detection Lead wearekyle@anycompany.com

® Note
F—AICE, A0 —A—>v 7, EEEBE, MDR/N—KF+—, 9FORIVSZT i
ENEENET, BRK1I0OADXN—ZEBNTEEXT, EX/N—DRF, FA4KI., E
X=)L7RLAODAZEEDHET,

AWS A"HR—KNFBT—A

AWS Security Incident Response &, Y7 AT VT2 a3 UR—ADT—AEBR—R I ZRHLE
o Tk, #&E,AN Security Incident Response & E#EXVEVY LET, 1590 SLO ZFAL
T, EF2VFTARAEETIOTATHRAVITFURNEXTELET, BERNBT—AILHIREHY £
ho AWS HR—KNFRT—ADERO RFIX N ESBLTLSEEY,

BEF—LOER

T—ABEBR—ZIIBHATIAYF¥Y—E IAMARIS—ZEBINTRHET, T—AICKRT2AEM4E
EHNBEREICNETEET, ChoOAT>aE, N—hF—, ZBF—LA, TERIIRSHOD
ITHFAN—NICEALET,

DFYFY—T—AICEMTSICE:

1. Security Incident Response 7 —AR—Z A SEEDT—AZHEET,
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e AWS Security Incident Response > Cases

AWS Security Incident < Cases (19) | Cremecase

Response
P 1 @
Dashboard
] Last updated Resolver Title Type Status Created at
Cases
7375520093 23 hours ago Salf CIRT - Proactive Case - Possible threat actor on a malicious Known Domain Security Incident 3 days ago
¥ Configure notifications and —
permissions 0512611769 5 days ago self Jira Test Case - SHOWCASE INTEGRATION - On-Going Security Incident (o] 2 months ago
Incident Response Team
5191116623  2monthsago  Self Active Incident [2025-7-15] Test Case - Jira Security Incident @) Closed 2 months ago
* Manage membership
" g o " © Detection & An
Proactive response 0928191969  2monthsago  Self CIRT - Proactive Case - Customer Servers Compramised (CrowdStrike Finding) Searity incdent - 2 months ago
Accounts -
Settings 9545275838 2monthsage  Self Active Incident [2025-7-14] - Integration Test with Jira Security Incident (@ Closed 2 months ago
7729907189 Zmonthsago  Self Active Incident [2025-7-14] - TEST EVENTBRIGE INTEGRATION WITH SNSLIRA Security Incident 2 months ago
2
Doumentetion 3. 8052853544 2 months aga Self Active Incident [2025-7-14] - TEST TO EVENTBRIDGE INTEGRATION Security Incident @ 2 months ago
Amazon GuardDuty [3 =
AWS Security Hub [3 6026929273 2monthsago  Self CIRT - Reactive Case - Customer Website Compromised Security Incident 'G P";'"”'”‘"‘"' b 2 menths ago
Post-incident ac
1483356434 2 months ago Self CIRT - Proactive Case - Customer Access Keys compromised Security Incident ,@ R a5 2 months ago
=, i S
2. [POEAHFA 27 2 BIRLET
. A o
g W N o
AWS Security Incident < 0928191969 (_ Edit ) ( Actions w } ( CJ Gethelpfrom AWS )
Response
Dashboard ¥ Overview
Cases Resolver am Start date estimate Status  info
self T8 arnawssecurity-irus-east-1:854725306385:a5 2025-07-15
¥ Configure notifications and 2/0928191969
permissions Name Incident start date (actual) Actions.
Incident R nse Team CIRT - Proactive Case - Customer Servers Compromised Created at - -
! ([CrowdStrike Finding) 2025-07-14711:08:03-07:00
Last updated
v
Manage membership 2 months ago
Proactive response: Security Incident
Accounts
Settings
Details (< icati issi Tags Case activities
Documentation [ Watch 2/30
Remove
Amazon GuardDuty [2 atchers (3/30) s
e G ALY Wat[llal:s \rn.urs[elve notifications related to this case. All members of your Incident Response Team v.vltl also receive these notifications
h ¢
[ Name v Job title v Email a
[Tl Jon“Application” Doe Lead Application Architect applicationSME@anycompany.com
Legal Team Corporate Lawyer legalteam@anycompany.com
[ Our MSSP Vendor MSSP Vendor msspiendon@mssp.oom
» Incident response team (10) (_Go toincident Respanse Team |

All members of your Incident Response Team will also receive notifications for this case.

3. JEmn] Z:8IRL T,

Details [« ication: Permissi Attachments Tags Case acti

Watchers (3/320) info Remaove

Watchers will receive notifications related to this case. All members of your Incident Response Team will also receive these notifications.

“ Q Search ) 1
[ Name v | Jobtitle v Email a
N Jon "Application” Doe Lead Application Architect applicationSME@anycompany.com
N Legal Team Corporate Lawyer legalteam@anycompany.com
B Qur MSSP Vendor MSSP Vendor msspVendor@mssp.com

» Incident response team (10)

All members of your Incident Response Team will also receive notifications for this case.

Template case permission policy C [3 GotolAM ) (I‘D Copy to clipboard )

Use this sample policy in IAM to define permissions for this case.

"Version": "2012-10-17",
"Statement": [
{
"sid": “SecurityIncidentResponseCaseReadAccess”,
"aAllow",

"security-ir:GetCase”,
"security-ir:GetCaseAttachmentDownloadUrl”,

"security-ir:ListComments
"security-ir:ListCaseEdits”,

"security-ir:ListTagsForResource”
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® Note
BT—AZR, BRT—AQOHKIT IV EAZHATEIEHREZRHD IAM R —HEE
nTHY ., MERORBEINF#FEhET, CORUZ—%, H—R/N—FT 1O MDR /N—
RF—HEOREF—LNFEHTESDXRSIC, IAMO—LFLFI—H—-ICEEIEL—&
R—ARLTLEE W,

GuardDuty QiR i#ER & HHIL—IL

AWS Security Incident Response (&, CrowdStrike, FortinetCNAPP (Lacework), Trend Micro #'5
M F N T O Amazon GuardDuty #& H#E R & AWS Security Hub CSPM R Z 7’07071 7 I
BYiAdk, NUT—2LT, RELET, SHOBEBNIVT7—270 /00—, A MEHZHE
BRLET., COHY—E R, GuardDuty & Security Hub TEERZBREFERICHT2MEIIL—ILE B
B7—HA47I—I)LZEKLET, Amazon GuardDuty IV =)0 "HRHEER, ThsDI)—
NERRELFEELET,

A% GuardDuty 14l — )L Z BT B ICIE,. UTOFIEZRTLTLSEE L,

1. Amazon GuardDuty AV —I)LZBHEE T,
2. [IREBR] ZERLE T,

3. FETF—23RA2T, HIFIN—N] ZRBRLET, HFIIL—II R=DICRE, THIRDT
NTOMEIIL—ILDIARTRRENRET,

A NI DORECHRBEILFEETDICEF, L—L&2BRL, 7TU>32 XZai—-»s {@FL—I
DEH 2RRLET,

® Note

SIEM 77 ./0>—%& AL TVWSEBTE. GuardDuty BEBROR) 1 — LN RKEOF
BEEEICKIBIOMAL THY) ., Security Incident Response #—E A & SIEM @ O hEA
mELTVET,
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Amazon EventBridge

Amazon EventBridge l&. ¥ 21 UFT A A2V FURRBOARY NBRBRT—FTOF v 2B
L. T—ATIOTAETAHFRTVARNI—LY—ER (SNS, Lambda. SQS. Step-Functions) &
& AFY — )L (Jira, ServiceNow, Teams, Slack, PagerDuty) Z N H—T&3KLS3ICLET,

EventBridge JL— )L ZFRET B ICI&:

1. Amazon EventBridge IC7 V1A 9%
2. [NAI ROAYTREOUAS =] Z&RLET,

e Amazon EventBridge > Rules [eJC]
=
Amazon EventBridge < Rules
A rule watches for specific types of events. When a matching event occurs, the event is routed to the targets associated with the rule. A rule can be associated with one or more targets.

Dashboard
¥ Developer resources Select event bus

L

e Event bus
Sandbox

Select or enter event bus name
Quick starts

| default v
¥ Buses
Event buses Updated
Rules
Rules on default event bus (166) @ Delete Enable Edit CloudFormation Template ¥ Create rule
Global endpoints
Archives | Q Find rules | | Anystatus v | 12 3 4> @&
Replays —
[ Name a | status v | Type % | Eventbus v | ARN v | Description v |

3. [Create Rule] (JL—ILDERK) ZBIRL £ T,
4. =) DFMZADLET,
5. RN\] ZiBIRL&E T,

e Amazon EventBridge > Rules » Create rule [c]

Amazon EventBridge <

Define rule detail

Dashboard
¥ Developer resources Rule detail

Learn Name

Sandbax

SecuritylncidentResponse-DemoRule
Quick starts
pper

¥ Buses

Event buses Updated

Rules

Global endpoints

Archives dekialt =

Replays
@D Enable the rule on the selected event bus
¥ Pipes
P Rule type Info
Pipes
© Rule with an event pattern Schedule

¥ Scheduler A rule that runis when an event matches the defined event pattem. EventBridge: sends the event to the Arule that runs

Schedules

Schedule groups
¥ Integration Cancel Next

6. [AWS H—ER] ICAYZO—-I)LLT, RAYZTRX V> XZ1—7H 5 [AWS Security Incident
Response] ZZRL £ 7,
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Event pattern info

Creation method

) Use schema © Use pattern form ) Custom pattern (JSON editor)
Use an Amazon EventBridge schema to generate the event Use a template provided by EventBridge to create an event Write an event pattern in JSON.
pattern pattern.

[ Q, security X ]
Amazon Security Lake Event pattern

] Event pattern, or filter to match the events

[ AWS Security Incident Response

Security Hub AWS Security Incident Response ‘

Security Token Service (STS)

| Select a service provider 'y |

T.[ARYRNRATIROYTRIUA S, NE—2ZHERTRDARY NELEF API O-)LZERL
£ I

8.NE—2 ik, FHTHREL TEBDARYRNEEHDENTEERT,
9. PRN] Z:BIRL E T,

Event pattern info

Creation method

() Use schema 0O use pattern form ) Custom pattern (JSON editor)
Use an Amazon EventBridge schema to generate the event pattern. Use a template provided by EventBridge to create an event pattern. Write an event pattern in JSON

Event source Event pattern
AWS service or EventBridge partner as source Event pattern, or filter to match the events

AWS services v | 1q{ A
L J "source™: ["aws.security-ir®],

. “detail-type": ["Case Created”
AWS service 4} E=8 CEE : L
The name of the AWS cervice as the event source

| AWS Security Incident Response v |

Event type
The type of events as the source of the matching pattern

| case Created v

[: [0 Copy :] {8} Test pattern [: ¢ Edit pattern :]

(® Note
ARYBNZ1D, FEEFEHDX—5 Y N (Amazon Simple Notification Service, AWS
Lambda, SSM R#¥ 1 X2 N, Step-Function) ZiBIRL E£F., BEICISLUT, JORTAHD
RER—TYRNERERELET,
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EventBridge #4& X Z— 1 —® Partner Event Sources T/N\— KN F—#&/N 2 —>
EWETEET, MATRESE/N—K~F—IZ(E. Atlassian (Jira), DataDog., New
Relic, PagerDuty, Symantec, Zendesk & EN H V) F T,

e Amazon EventBridge > Partner event sources @ [c]

a
Amazon EventBridge < Partner event sources

Dashboard (
(@ You don't have any partner event sources set up yet. Browse Amazon EventBridge partners below and start with 'Set up'.

¥ Developer resources

Learn
Sandbox Amazon EventBridge partners (60)
Quick starts | Q. Search partners
¥ Buses
Event buses Updated
Rules = i = Sateet
alestorce
Global endpoints '“ Adobe S(I‘Ipe @ via Amazon AppFlow
Archives
Replays
Adobe is changing the world through digital experiences. Our Stripe s a finandial infrastructure platform for businesses. Stream salesforce events directly to Amazon EventBridge. Amazon AppFlow enables streaming of Salesforce events
¥ Pipes ‘game-changing innovations are redefining the possibilities of Millions of companies—from the world's largest enterprises to Analyse events originating from Salesforce instance, with directly to Amazon EventBridge. The connector will allow
Pines digital experiences. We connect content and data and introduce the most ambitious startups—use Stripe to accept payments, targets such as Amazon Lambds, Amazon 5QS, Amazon SNS, developers and teams to route, process, and analyze events
i
P new technologies that democratise creativity, shape the next... grow their revenue, and accelerate new business opportunities. and others. eriginating from their Salesforce instance, with targets such ...

¥ Scheduler

Schedules Learn more ( setup ) Learn more ( setup ) Leamn more ( setup ) Learn more ( setup )

Schedule groups

bl

Integration

Partner event sources

API destinati Apptrail utlan ..’" AuthO

Connections
¥ Schema registry Security teams on AWS use Apptrail to build realtime Built by a data team for data teams, Atlan is the active AuthO, the identity platform for application builders, provides Consume authentication and authorization events emitted by
Schemas detections-as-code using Python, correlate across events & ‘metadata platform for modern data teams. Atlan creates a developers and enterprises with the building blocks they need Authress to trigger custom actions or integrate with your

alerts, and hunt threats by quickly narrowing on 10Cs at single source of truth by acting as a collabarative workspace for to secure their applications. existing and Event
petabyte scale. data teams and bringing context back into the tools where.... system.

meeNHY—-ILD—o 70—
JIRA E /=& ServiceNow % Security Incident Response £E{& T2 D AWS V)1 —23a>

Jira § KT ServiceNow E OB EAMEN=HIZ, BELICHAREhALYYI1-302F7O/40LF
T, cnSOHEEICEKY), AWS Security Incident Response 7 — R & ITSM 75 Y N7 # —AB DO XX
FEBENFAREICEY, T—AOEHIMIETS Jra ZFAVICBBNICRRENET,

MEDRK

BE®D ITSM 7’2 Y N7 #—A & ® AWS Security Incident Response D&k, 41> F > DB
FERBENDT— 70— %—TTRETEFIVTAERAENRILLET, chSOERBES
NEVII—2 3R 2THAZLBARNITEILLKD 2O, EFI1 VT4 F—LALR AWS X/ T4
TBAVITFURNEBIATALAETIVR—T A REEOA VT RNERBI AT LAOEAICHT
PURMZHBTTEDRSICBYET, /R NREOEHELE T D Amazon EventBridge Z7EFR T
BET, EMNTTYRNTA—LBTUTILERALD DV —LLAILZTEE DO, EFa1 )
TAAVITFURNFECTRELTE, ThEZ—BNICEBIFTERLSICBRYET, CORETT
A—FICkY, EF21UFTAFTFIVANOAVTFANIYEBANBRE N, IOKENfEHEE N,
AT TA 7 A VNEETEENEERRIABFrEHEEhET,

EventBridge L—ILZERET B IZ(:

1. Amazon EventBridge IC7 V7t A3 %
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2. [NA] ROYZTEIUHNS =] ZBIRLET,

AEY—ILO—0 70—
EXFIUT AL VYT RRISE, EROFTETABY -/~ N —EREEThET,

« SIEM #£4&: Security Incident Response T Z7 &, AWS A" R— KB —ANEEFEhiz
EEIL, BERODT—LAEAITLTCNSOREBREZIMEBITAEI D LOOXIEZRHEL
F9. \M7VY RBREBEVIILFIOSVRREBOMBEBEREZEREL, ZONIZ—BOERT ¥
B—NEBHEZAD—TITBDOICKRIEET,

s BFEOEFIVTFTAARL =3 &ML 3K D GuardDuty L AR AT =0 70—% K V) R
WTHEHNBEL AR AETFTIICBEEHRAETT., BE, Z<OEBIN T —AEEZBLU LRED—
5 70—-IC SEMFY /OY—%RALTVET., COY—E R, I GuardDuty (8 & TF—28
@ Security Hub CSPM) D& EBERICKH L THRABREBEFRZRERHLET, CoVY)1—>3>
k. BEGBBNVT7—FT0 /00— ANEREZFRALT, A—=Z2)WIC7AF7097475—A
ZHERL., ABCHBSF—ALICEAL, AREhLBEELOLEDICYHEOEFI T4V TF
DANRRIV_TERBEEEHEERT,

s Y—RN—FT A —OBEF—L: BHOEFIVFTAAFUOINIBIVIOZT R, N—hF—
¥ MDR 7ONA X — L EEEHEL KT,

138 A: BiE %

XBTF—RE2BHICEFIVTAAVIFUIRBIVOZT7ICRHVLEELSZET, 7O7714)
EREFEZEMRL . MHRESSHHORNV T —ORMOEEEZA LTI LN TEXRT, ch
. ERREBEROM)IAKXESEERD "BAOREBRIE, OERZRKRIDIRICHES D IH
BREORBRAZRS TEOICRIEERT,
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Case update case status
Deregister delegated administrator
Disable AWS service access

Membership cancelled

oo

Membership created
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Register delegated administrator
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AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for production SIR containment roles'

Resources:
AwWSSecurityIncidentResponseContainment:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:
{
'Version': '2012-10-17',
'Statement’:

L

'Effect': 'Allow’',
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'Action': 'sts:AssumeRole',
'"Condition': { 'StringEquals': { 'sts:Externalld': !Sub
'${AWS: :AccountId}' } 3},

I
{
'Effect': 'Allow’,
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:TagSession',
},
1,
}
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentPolicy
PolicyDocument:
{
'Version': '2012-10-17"',
'Statement':
[
{

'Effect': 'Allow’,
'Action': ['ssm:StartAutomationExecution'],
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'Resource’:
[
1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainEC2Instance:$DEFAULT',
1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainS3Resource: $DEFAULT',
1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainIAMPrincipal:$DEFAULT',
1,
.
{
'Effect': 'Allow’,
'Action':
['ssm:DescribeInstanceInformation', 'ssm:GetAutomationExecution',
'ssm:ListCommandInvocations'],
'Resource': '*',
},

{
'Effect': 'Allow’',

'Action': ['iam:PassRole'],

'Resource': !GetAtt
AWSSecurityIncidentResponseContainmentExecution.Azn,

'Condition': { 'StringEquals': { 'iam:PassedToService':
'ssm.amazonaws.com' } 3},

},
1,
}

AWSSecurityIncidentResponseContainmentExecution:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainmentExecution
AssumeRolePolicyDocument:

{
'Version': '2012-10-17',
'Statement':
[{ 'Effect': 'Allow', 'Principal': { 'Service': 'ssm.amazonaws.com' },
'Action': 'sts:AssumeRole' }],
}
ManagedPolicyArns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/SecurityAudit
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy
PolicyDocument:
{
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'Version': '2012-10-17"',
'Statement’:

L

'Sid': 'AllowIAMContainment',
'Effect': 'Allow’',
'Action':

L

iam:AttachRolePolicy',
'iam:AttachUserPolicy’,
'iam:DeactivateMFADevice',
iam:DeletelLoginProfile’,
iam:DeleteRolePolicy',
'iam:DeleteUserPolicy’,
'iam:GetLoginProfile’,
iam:GetPolicy',

iam:GetRole',
'iam:GetRolePolicy',
'iam:GetUser',
iam:GetUserPolicy',
iam:ListAccessKeys',
'iam:ListAttachedRolePolicies'’,
'iam:ListAttachedUserPolicies’,
'iam:ListMfaDevices',

jam:ListPolicies’',
'iam:ListRolePolicies’,
'iam:ListUserPolicies’,
'iam:ListVirtualMFADevices',
'iam:PutRolePolicy',
iam:PutUserPolicy’,
iam:TagMFADevice',

iam:TagPolicy',

iam:TagRole"',

iam:TagUser',

iam:UntagMFADevice',
'iam:UntagPolicy’,

'iam:UntagRole’,

iam:UntagUser',

iam:UpdateAccessKey',
'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,
'identitystore:IsMemberInGroups',
'identitystore:ListUsers'’,
'identitystore:ListGroups',
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'identitystore:ListGroupMemberships',

1,

'Resource': '*',

'Sid': 'AllowOrglListAccounts',

'Effect': 'Allow',
"Action': 'organizations:ListAccounts',
'Resource': '*',

'Sid': 'AllowSSOContainment',

'Effect':
'Action':
[

'sso:

Sso:
'sso:

Sso:
'sso:

Sso:
'sso:
'sso:
'sso:
'sso
'sso:

]I

'Allow’,

CreateAccountAssignment',
DeleteAccountAssignment',
DeleteInlinePolicyFromPermissionSet'’,
GetInlinePolicyForPermissionSet"',
ListAccountAssignments',
ListInstances',

ListPermissionSets',

ListPermissionSetsProvisionedToAccount',

PutInlinePolicyToPermissionSet',

:TagResource',

UntagResource',

'Resource': '*',

'Sid': 'AllowSSORead',

'Effect':
'Action':

directory:DescribeUser'],
'Resource': '*',

iy
{

'Allow’,
['sso-directory:SearchUsers', 'sso-

'Sid': 'AllowS3Read',

'Effect':
'Action':

L

'Allow’,

's3:GetAccountPublicAccessBlock’,
's3:GetBucketAcl',
's3:GetBucketLocation’,
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's3:GetBucketOwnershipControls',
's3:GetBucketPolicy',
's3:GetBucketPolicyStatus',
's3:GetBucketPublicAccessBlock',
's3:GetBucketTagging',
's3:GetEncryptionConfiguration',
's3:GetObject’,
's3:GetObjectAcl’,
's3:GetObjectTagging',
's3:GetReplicationConfiguration’,
's3:ListBucket’,
's3express:GetBucketPolicy"',

1,

'Resource': '*',

'Sid': 'AllowS3Write',

'Effect': 'Allow’,

'Action':

[

's3:CreateBucket’,
's3:DeleteBucketPolicy’',
's3:DeleteObjectTagging’,
's3:PutAccountPublicAccessBlock’,
's3:PutBucketACL',
's3:PutBucketOwnershipControls"',
's3:PutBucketPolicy',
's3:PutBucketPublicAccessBlock',
's3:PutBucketTagging',
's3:PutBucketVersioning',
's3:PutObject’,
's3:PutObjectAcl’,
's3express:CreateSession’',
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy',

1,

'Resource': '*',

'Sid': 'AllowAutoScalingWrite',
'Effect': 'Allow’',
"Action':

[

'autoscaling:CreateOrUpdateTags',
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'autoscaling:DeleteTags',
'autoscaling:DescribeAutoScalingGroups',
'autoscaling:DescribeAutoScalingInstances',
'autoscaling:DescribeTags',
'autoscaling:EnterStandby’,
'autoscaling:ExitStandby',
'autoscaling:UpdateAutoScalingGroup',

1,

'Resource': '*',

'Sid':

'Effect':

'Action':
[

'ec2:

ec?2
'ec2:

ec2:
'ec2:

ec2:
'ec2:

ec2:
'ec2:

ec2:
'ec2:

ec2:
'ec2:

ec2:
'ec2:

ec2:

1,

'AllowEC2Containment’',

'Allow’,

AuthorizeSecurityGroupEgress',

:AuthorizeSecurityGroupIngress',

CopyImage',

CreateImage'’,
CreateSecurityGroup',
CreateSnapshot',
CreateTags',
DeleteSecurityGroup',
DeleteTags',
DescribelImages',
DescribeInstances'’,
DescribeSecurityGroups',
DescribeSnapshots’,
DescribeTags',
ModifyNetworkInterfaceAttribute',
RevokeSecurityGroupEgress',

'Resource': '*',

'Sid':
'Effect':
'Action':
[
"kms:
'kms
"kms:
'kms:
"kms:

'AllowKMSActions',

'Allow’,

CreateGrant',

:DescribeKey',

GenerateDataKeyWithoutPlaintext',
ReEncryptFrom',
ReEncryptTo',
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1,

'Resource': '*',

},

{
'Sid': 'AllowSSMActions',
'Effect': 'Allow’,
'Action': ['ssm:DescribeAutomationExecutions'],
'Resource': '*',

},

1,
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)8

2. AWS Security Incident Response & @ X V) BXV) (C 1k, AR AWS Command Line Interface
ZEALE T, AAFTEACLI AN ROFELBVTZ 7L AICDVWTE. TAWS Security
Incident Response AT M AWS CLIAX 2 RUTJ 7LV AL Z#ZBRBLTLSEEL,
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AWS CloudTrail Z £/ L 7= AWS Security Incident
Response APl J1—)L MO 7 i &

AWS Security Incident Response l&, 11— —, O—JL, Rk AWS 4 —E AIZ Kk 2 T Security
Incident Response TEITENLT U3V Z2RLRITBH—EATHS AWS CloudTrail EREE
TWE T, CloudTrail &, Security Incident Response ® 3 XT®O APl J—J)LZA R KELTHF ¥
T7FYLET, F¥ 7 FrEniMOHLIZE., Security Incident Response 1>V — LA S O
i U & Security Incident Response APl AL —2 3> AOI—RETHULAEENET, BIfZE
9% &. Security Incident Response M4 X2 K& EZ &L Amazon S3 /X7 Y MA®D CloudTrail
AR NOMENBIEEZBMITECENTEXT, AEHERELBVWHEETE, CloudTrail I
V=IO AR NER] THERIADAR NERRTEEXT, CloudTrail TIREEniziFwEFERAL
T. Security Incident Response ICXFBD VI ITAN, UJITARNTDIP7RLA, UVITANE,
DOTANBREEDFHERIETEE T,

CloudTrail ®FEMAIC D W T, TAWS CloudTrail 1—HY—44 R, #28RBLTLEEV,

CloudTrail @ Security Incident Response 15 #k

CloudTrail &, AWS 7HOU NEERTDE, TORTEMICAKY £T, Security Incident
Response TP VT AETANRETDE, TOTITAETARF[ARY NEE] AOMHEDO AWS O
HF—EADA R NEHRIZ CloudTrail f R MNCRBBEEINERT, RIEODARKNE, AWS THD
RTRR, BR, ¥FTOVO—RTEET, FMICOVWTE, CloudTrail AR NBERTOAXR K
DERESBLTIEE,

AWS 7HI N TiBE9 BEOAARY NEMGNICEEET S ICIE., REBFE K CloudTrail Lake
ARYRNTF—RANTZERLET,

CloudTrail EEHK

FAEFFIC K V), CloudTrail EOF 7 7 A4 J)L%& Amazon S3 /N7 Y NCEETEE T, AWS YXRI X
RV =I) 2EAL TERLU EREBFENXIILFI—232TY, AWSCLI ZEA T BB,
B—)—2D3 FEFrERIEHRI)—a>OASFZERTEERT. THIMHAOITNTAWS 1) —
DAV TCTFIOTAETAZIBETR LD, NIFU—2a i zERKTd e zH@8HdLE
T, B—)—23a> S EERTBIES, GIHFO AWS U—23 2 ICEBFRENLEARD MO &
ERITEEXT, AHFOFEMC OV T, TAWS CloudTrail I—H—HA Ry ® TAWS 7AHY
v~ OFEFOER T RV THEBOEFOIER ) Z2ZSRL T EE L,
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M EERTDE, ETFOERARY NOOIE—% 1 DERIT CloudTrail 25 Amazon S3 /%

TYRNIBRETEERITAHN., Amazon S3 ARL—JICEBENF DAV ET, CloudTrail DR E DG
MIZOVWTIE, TAWS CloudTrail D&, 28R L T &V, Amazon S3 DEEICBET 55

MIZOWTIE, "TAmazon S3 OElE, ZSRBL TS EE L,

CloudTrail Lake 1 R R F—RAKNT

[CloudTrail Lake] 2R T2 &, /XML TSQALAR—ANDI IV ARERITTESE

¥, CloudTrail Lake &, 1TRX—A® JSON FEXDBEFED A X2 N %Z Apache ORC FEX ICZEH#L
£F9, ORClE, T2 Z25ERICHBIZDEHICEBILENEREEZEANL—ERXTT, AR
Nk, IRYRNF—ZARNTICEHWENET, IRVRNTF—RARNTR, BEBARKNELY
BEBEATDIEILL>TERIDEHICEIVE, IRVMODAZ21—&27 )L V>3
T, EDARYNNFEHL, JIVILERATEZ N, IXRVNF—RARNTICERTZ 2L
V2K HEELET, CloudTrail Lake DEFMIC DWW TIX, TAWS CloudTrail 1—%—7#4 R, @
"TAWS CloudTrail Lake DA 1 2FRL T EE L,

CloudTrail Lake DA XY N F—RARNTFTEVTVICEIAARAAYET, ARV KF—FA

N7 ZERTBERIC, IXRVNTF—RARNTICEATRIREAT IV EZEBRLET, BeF

723Uk 2T, AIRVNOBYWIAZEREICADDEE, BRTF, TOAMARKNTF—RAD
TOT7 A BNERRORFHBAREY ET, CloudTrail DBEOFMICODVWTIRF., TAWS

CloudTrail D¥l&, ZZRBL T EE W,

g N T Security Incident Response 7 7> 3 2 i& CloudTrail IZ& > TOJ ICRE&E

t., TAWS Security Incident Response AP| Reference, ICEBEEhTWET, Hlx

&, CreateMembership. CreateCase. UpdateCase O&EF7 V< a>z®H U9 &, CloudTrail
A7 7ANMCI NUNFERENET,

BARNEEZFOTIONJICE, #H#AVIOIARNEZEERLEDAEVSEBRISENET, 7147
T4 TA4BHIEE., UTZHUBTA2DICKRIEET:

« DOTARNY, )L—REREEIEER E AWS Identity and Access Management (IAM) 1 —4 —8REE1E R
NDEESZFERL TEFENLED,

s DOTARYO-LFLER7IFL—>232d—Y—0T2RZVUBEF1I)T 1 FEIEREEA
LTITbhirESH,

« UOIARYBIOAWS H—ERIZK2TIThhilzprESH,

MOV TIE, TCloudTrail userldentity TL Xk ZSBLTLEEV,
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Security Incident Response A 7 7 A ) IT RJIZDWT

CRLAIL E, BELE Amazon S3ANT Y NCAXR N ZOT77A4ILELTERETZLDICE

ETEET, CloudTrail DOT 77 A )k, B—AEBOOTIVKNVZERET, IRV NFEE
V—ANSOBE—-JIOTITARNZERL, VDOIANENETOAY, PO2Aa2>0B®K, UVIAR
NTX—=BBEDEREERET, CloudTrail AT 7 7 A I)LIE. NT VY U API FUO'H L O IEF 1+
SNEARYIRNL—ATREBEVED, BEDIEFTRERRENEEA,

X DBIE, CreateCase 70> 3> %79 CloudTral DI KU ZRLET,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQ0Q00000000000000:usexr",
"arn": "arn:aws:sts::123412341234:assumed-role/Admin/user"”,
"accountId": "123412341234",
"accessKeyId": "*x®*",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQ0000000000000000",
"arn": "arn:aws:iam::123412341234:role/Admin",
"accountId": "123412341234",
"userName": "Admin"
.
"attributes": {
"creationDate": "2024-10-13T06:32:537",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2024-10-13T06:40:457",
"eventSource": "security-ir.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",

"sourceIPAddress": "1.2.3.4",

"userAgent": "aws-cli/2.17.23 md/awscrt#0.20.11 ua/2.0 os/macos#23.6.0 md/
arch#x86_64 lang/python#3.11.9 md/pyimpl#CPython cfg/retry-mode#standard md/
installer#exe md/prompt#off md/command#security-ir.create-case",

"requestParameters": {

"impactedServices": [
"Amazon GuardDuty"
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1,

"impactedAccounts": [],
"clientToken": "testTokenll12345679",
"resolverType": "Self",

"description": "***",
"engagementType": "Investigation",
"watchers": [
{
"email'": "HEx*",
"name'": "***",
"jobTitle": "x#*=*"
}
1,
"membershipId": "m-rlabcdabcd",
"title": "xE*M,
"impactedAwsRegions": [
{
"region": "ap-southeast-1"
}
1,

"reportedIncidentStartDate": 1711553521,
"threatActorIpAddresses": [
{
"ipAddress": "***",
"userAgent": "browser"

I
"responseElements": {
"caseIld": "0000000001"
},
"requestID": "2db4b08d-94a9-457a-9474-5892e6c8191f",
"eventID": "b3fa3990-db82-43be-b120-c81262cc2f19",
"readOnly": false,
"resources": [

{

"accountId": "123412341234",

"type": "AWS::SecurityResponder::Case",

"ARN": "arn:aws:security-ir:us-east-1:123412341234
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123412341234",

:case/*"
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"eventCategory": '"Management"
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AWS Organizations Zf£ /A L 7= AWS Security Incident
Response 7HhHU > NDOEE

AWS Security Incident Response l& AWS Organizations £fEEEhTWE T, ABD AWS
Organizations BB 7 H > M &. AWS Security Incident Response DEEEBEEELTT AU b
EEETEET, cOTF7U>3aI&kt), AWS Security Incident Response & AWS Organizations
TREETEDY—ERELTEMIABYNET, ChSOFANFNEENDHEICOVTE. Using
AWS Organizations with other AWS services; 2B L T EE L\,

LTn+E93 3> Tk, ZF Security Incident Response BEEET7 NI RELTERITTED S EE
FBREAAVICOVTHBALET,

AE

« AWS Organizations % F L\ T AWS Security Incident Response Z#HA 32 -HNEEEHE L
XoF—>3a

« AWS7HUVNEE OB ETVEADEML

 Z{E Security Incident Response EEEET NV MDIEEICHKHELRT JEAFFH

« AWS Security Incident Response NZEXEREZEET D

« AWS Security Incident Response QBEN (OU) ICLBD XNV TOEE

« AWS Security Incident Response NM X >/ /N\—®3iE N

« AWS Security Incident Response A' 5 M X > )\ — O H Bx

AWS Organizations Z A L\ T AWS Security Incident Response %
FRTA LEOOERBEELIOAXF—2aY

LTOZEBEEEHEEIFIE, ZF Security Incident Response B¥EE T H > A" AWS Security
Incident Response TEND XS IZHEET RN ZEBRITHDICKRIBEET,

AWS Security Incident Response DZEEBEET HI > N,

1 D2DAXAN—=T I > N%&EZFFE Security Incident Response EBET HIMNELTEETE
T, BIRE., ## (###ap#) TXN—=T NI N 111122223333 Z#IBETDBEE. ### (#
#) TRIOX>IN—F NI N 555555555555 ZIBET B> TEERERA, EOITNTOD—
< 3 TH1E Security Incident Response BEXEET HV > NERBUTHV Y NeERTIHEN
HV)ET,
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Z 1T Security Incident Response EEET7 WV N ZEHBED AWS U—23 > ICBRELET,

AWS U —> 3> {YIHEIERERF I, ZE Security Incident Response BB ET7 HJ > N L TEE
TEFET, RERFV -3 VRETIAN. AWS Security Incident Response EHHR— K& h T
WBTXTOAWS V=232 VW THlEBI2H&Z H/N—UL E T, Amazon GuardDuty & AWS
Security Hub CSPM O EF 1 UF A RIEERE, HR—RENTVWBTRTOAWS U—T 3
YASEMYRAEN, T—ARRYT ROV a w7 oTF47kLic)—23 > c—nEE
ENET, F{F Security Incident Response BBETH IV RNEXYN—=TFTHI> ME, AWS
Organizations ZBU TEMT D HXENF HVET,

HBBOEET N> N%ZEAE Security Incident Response BIEET AU NELTRETD L EH#
BEhFrt A,

HBOEETHDU> NE., EE Security Incident Response BEET7 HI > NELTHEATEE
o EEL, AWSOEFIUVUTAORARNTZIOT 1 ARRNMNFEORBICK > TEY, <D
REFHREhTVEEA,

SATHT AUV TS a2 h S5 EE Security Incident Response BB ETH U N2 HIBRT R E, B
TROV7avESICEF Y EILEINET,

Z1F Security Incident Response EEBET7 HV > N ZHIBRT % &. AWS Security Incident
Response & Z MZ{F Security Incident Response BEEBEET7 AV MIBEER TSN TWEITANT
DAXIN—=FTHO NZHIBRL£F, AWS Security Incident Response &, T XTOX>/N\—7
NIV RTHEIMELENBELSBZYET,

AWS PHIV hNEE OEBEENET IV EADEML

AWS Security Incident Response DEHHENET VA ZEMCTEDE, EBT AV NOERERE

#(&. AWS Organizations DEX 2 /N—THIOV MICEBOBREXART—X (EEERLEPREE
BEDFHMBE) ZEETEREIDICBYET,

BRI D AWS Security Incident Response DEBENIZT IV EAZEMCTRICE. ROFIEZE
ALZEY,

© BN URAHT
ChSDRAVERFTIBCE. UFOBHEB-TXENHYET,

« ChiFx, BBOEETNIRDSOAERITTERT,
- BT, IXNTORENBHICE>TVD BEAFHYYET,
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Console

AWS Security Incident Response DEEE N7 VL AZEB/MICTBICE

1. AWS Organizations AV —=J)LIZH A4 LET, HBOEBTHIUNT, IAM 1—
H—eLTHA 42T H, IAIMO—-)LZE|EZFEH, I—RNI—F—-ELTHIUA
TR (HBENELBA) BENHYET,

2. FTES—23URA2T, [Services] (H—ER) ZBIRLFT,
3. H—EA®N!)ANT[AWS Security Incident Response] ZiEIRL £7,
4. [Enable trusted access (EEENET IV EAZEMICTS)] ZBIRLET,
5. [AWS Security Incident Response DEHEE NET VA ZEBMICTR| XA T7OTRY I A
T, [BRCTBR]EANDLTHEL, (BEEINETIELAZEMICITS]) ZBRLET,
API/CLI

AWS PHOV NEE OEEESNET IV EAZEMICTSICR

RNDIAR > ROFTERIC, HBOEBETHI MNORIEHRZFEHAL T, --accountId /NS
X—RZFERATEITHIRNEEBAPI ARL—2 3> 2FUOHL, BBROXN—=THI> K
BSBITDITENTEET,

 AWS CLI: enable-aws-service-access

ROFITIEE, FEELBRIT7THD> SNOMBEBEA D AWS Security Incident Response A IS5 & h
ETPOEAZBMCILET,

$ aws organizations enable-aws-service-access \

--service-principal security-
ir.amazonaws.com

CHOOXR RERIFICHIZERLEE A,
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Z 1 Security Incident Response EEBET7 D> NOIBEICHER
T Ot AT
AWS Organizations DZEEEEZFEAL T. AWS Security Incident Response X /N\—> v 7%

RETDEETEETT, ChsOHFANNEETNDFEICOVWTIEE. TUsing AWS Organizations
with other AWS services; 5B L TS\,

(® Note

AWS Security Incident Response &, >V —J)LZFEALTEY N7 Y TR ERBZTS L
Z (2, AWS Organizations EEBEHRZBEHNICBEMICLET, CLI/SDK 2R T35S
l&. EnableAWSServiceAccess APl ZffA L T security-ir.amazonaws.com Z{E5# Y
BPIET, CheFBHTHRMCIZZENHYET,

AWS Organizations N &x—2 ¥ —& L T, ## D ZEE Security Incident Response &

BT HI NEIEETSHEIIC. AWS Security Incident Response 793 3> security-
ir:CreateMembership & security-ir:UpdateMembership 2T TED L EHWRELF
T CNS5DOT U 3aIZ&t), AWS Security Incident Response % i L TH#E& D ZE1E Security
Incident Response BEXEET WV NEEETEXT, £, HABICEIZIBHRENMEBIBHDICKIL
D AWS Organizations 7 7> 32 ORIANFAES N TVAR L EHRBIDILENHYET,

chSsDFAZEEZRSICE. THU2 MO AWS Identity and Access Management (IAM) 7R 1) S —I(C
RTOAT—RXREEDHS :

{
"Sid": "PermissionsForSIRAdmin",
"Effect": "Allow",
"Action": [

"security-ir:CreateMembership",
"security-ir:UpdateMembership",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"
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]I

"Resource": "*"

AWS Organizations B 7 7177 > N % Z{E Security Incident Response BEBEF7 HJ > N& L THEE
I2HE, THIOUKNCIWEEIAM 79232 CreateServiceLinkedRole £ XETY, 7O AFH
AIOBIICHEDETIC. AWS Organizations % F L\ T AWS Security Incident Response Z £/ 3 % 7=
ONEEREFEEL IXTF—232 ZHBELTLSEEZL,

AWS Organizations B 7 777> N DZEE Security Incident Response EBET7 AU RhELTO
EEZBMITITBICE, UTOAT—MXYNEIAMARD S —(ZBIML, 111122223333 % AWS
Organizations EBT7HI RO AWS PHO N IDICEEBRAE T,

"Sid": "PermissionsToEnableSecurityIncidentResponse"
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::111122223333:ro0le/aws-service-role/security-
ir.amazonaws.com/AWSServiceRoleForSecurityIncidentResponse",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "security-ir.amazonaws.com"
}
}
}

AWS Security Incident Response DEFEEERZIEET S

cOtU> 3> Tk, AWS Security Incident Response BN ZEEFEBEZEEIT D FIEICOVTEH
BALET,

AWS DN x—> ¥ —& L T, & Security Incident Response EBET7 WV NDEAFE
LT3 ZREHELIAXT—23 2 ZRITBEHA<EE VY, HLITTBDEIIC. ZF Security
Incident Response EEBET WV NDEEICHBRET VAT NHDE2BRLTIEEL,
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FEEOT O EAFE%ERIRL T, BB DO ZEE Security Incident Response BIEET HI > N EEEL
£9, EBT7HIVRNOAN COFIEERITTEET,

Console

1. https://console.aws.amazon.com/security-ir/ @ Security Incident Response Y — )L ZFH &
3]

Y4242 FBICE. AWS Organizations #BENEBE T HU > NOFIHERZFEALET,

2. R=DOHLRBICHB AWS U—23a2 L OX—%ZFEAL T, BB O ZEE Security
Incident Response EXEET7 WV NEIEETH) -3 ZBRLET,

3. EYRNTPYTIAH—RIZH2T, EACEBEBTHIVRNESOAYN—Y T EERLE
9,

API/CLI

- HBOBEEBTHIURNOAWS TAHO N OREEHR%Z AL T CreateMembership & 21T
bi?’o

- H»3WIE. AWS Command Line Interface ZFRAL TN EERTTHEETEET,
XD AWS CLI Y > R, ZE Security Incident Response BEET7 HT > h&iEEL
T, XNV TOREICEATEDNEINATIVEFEUATOESY T,

"customerAccountId": "stringstring",
"membershipName": "stringstring",
"customerType": "Standalone",
"organizationMetadata": {
"organizationId": "string",
"managementAccountId":
"stringstring",
"delegatedAdministrators": [
"stringstring"
]
3,

"membershipAccountsConfigurations":

"autoEnableAllAccounts": true,
"organizationalUnits": [
"string"
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]
iy

"incidentResponseTeam": [
{
"name": "string",
"jobTitle": "stringstring",
"email": "stringstring"
}
1,
"internalIdentifier": "string",
"membershipId": "stringstring",
"optInFeatures": [

{
"featureName": "RuleForwarding",
"isEnabled": true
}
]
}

Z 1T Security Incident Response BEEET7 HV > MO =& 2 AWS Security Incident
Response " BMICBE2>TVEWVEE, WAKDZTIIIaVERTTEELA. EETOL
SIELTVWEWVEERE. #LSIEEE N=ZE Security Incident Response EEET HD >
N @ 7= 8 12 AWS Security Incident Response Z 43 BRICL TS & L,

AWS Security Incident Response DB EALL (OU) ICKBD X /N—
YT OER

AWS Security Incident Response &, % OMEBEL (OU) DX N—2vTHANLY D EFR—K
LTVERT, XON=29 T3, BEDODOU ZAN—TFBLSICVDODTEEHTEEFT, FOUT
CHDTHIOREED, BRULEOURDIXNTOTHIV MDA UN=2YTORREBYE
CB

XN=2VT7OBERTEEFITZEES, EFRFE—EICKRRS5 DO O0OU ICEATEEY, 5 DML
OOUICEEEZMADESE. SOUNNYFIEICEHERNTOEEEZEREL., INTOEHFAET
TARDETNZTVWET,
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Console

1. https://console.aws.amazon.com/security-ir/ @ Security Incident Response >V —)LZH&
3]

42429 BICIE. AWS Organizations B O EET HV > NOFIAEREFEALET,
(XON=2v T 2ERB]|>[THIRNICBBHTS

[EENTZEHR 20V ILET

[Organizational Unit (OU) %i&3iR] Z:#IR T3

[OU ZBM] £7/=(& [OU ZHIR] £iBIRT S

BEHTD0UZRAS DBRLET, OU ZRIFICEMBE RVHIBRTD LR TEEE A,

I

(® Note
BRLEOUDINTOTAINEF OUABENITSNET,

7. RENIZEMZIVYILET

(@ Note

52 LD OU ICEEEZMABIEEE. TXTOOU FBEENITOSNDETATY S
5&£6%Z#&VVIRLET,

HFEL D AWS Organization T OU OZEEDOFMIC DWW TIE, "Managing organizational units
(OUs) with AWS Organizationsy ZZBL T EE V),

AWS Security Incident Response NM X > /N\—® B 0

AWS Organizations & AWS Security Incident Response X /N\—> v 7 IZI 1 X 1 OBE&EN BV
¥, Organizations EIFEBEN (OU) ASTHIY NFEM (FLEBHIR) EhdEe, ChsnZ
¥ (& AWS Security Incident Response X /N\—=2 Y Z7ORKT HI MIRBRENETT,

XON=2YFICTHD NZEMTSICE, "TManaging accounts in an organization with AWS
Organizationsy OF 7> 3a>OVFRNICRVET,

T, XON=297ICVWDOTE OU ZEMTE EFT - "Managing membership with organizational
units (OUs)y ZZRL TS EZ L\,
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AWS Security Incident Response A*'S O X >/ /X—® HIBR

XIN=29THRETAIUNEZHRTBICE, BEBASXUN=-THIOY N2HIRTDH, ERL
ZEOUASTAHIYRNZBEBTEN., XUN—2YTHS5 0U ZHIRRLET,

XON=29THASTHIY NZHIBRTSICIE. "TRemoving a member account from an
organizationy OFIEICHVET,

OUASTHIRNZBEHTSICIE. "Moving accounts to an organizational unit (OU) or between
the root and OUs with AWS Organizationss O FJEICEVE T,

XUN=297h 5 0U ZHIBRT BICIE., "Managing membership with organizational units
(OUs)1 OFJEICHE> T IEE L,
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Amazon EventBridge

Amazon EventBridge Z £ 9% &, AWS Security Incident Response 7—AE X N—2 v 7
ICBEHETRD AR NI, EZRIUY, A—TANL—2320TEERT, chSOAXRUB
&, Rules (77T IRFIADBERE 1 D2RLEDR—5Y N) £(& Pipes (7 1ILRVY,
TIVDYFXUN, BRMEERILLERA O NY—RAMNREDBE) ZNLTNL—FT12TT
EFET,

Security Incident Response &% — R/N—F 1 =Y —LOHEEEERL =V, £ A P ZFOMOD
AWS Y —)LZFERLTTF—REEHNLTOMLEYTEET, HlAE. Security Incident Response
Nr—RAE7OF7 V714 7IERT BHE. EventBridge A— M X—2 3> & FERAL T AT A
ZNUA—L, AT—VFRIA—ICBHTEEXRT, 51, BHROAWSREZEETDES

l&. Amazon EventBridge #& % £ L T AWS Security Incident Response X /N—2 v 7 %#F &
)20, IXTORENMBHIBEXF IV T HHZHIFIL VS L ZRFETEERT,

FHMICOVTIE, "Whatis Amazon EventBridge?; ZHRTEET

® Note
ITSM #& % & Amazon EventBridge & AWS Security Incident Response O#&IZEET 2
BRHOEFHICOVTIE., TAWS &FEHRI R—20 "AWS F 1) F71 42272 MRS
NMITSMHEEEYR—RNITDESICHAYELE) BSRLTLSEZL,

NE
- Amazon EventBridge Z{£ U 7= Security Incident Response 4/ X2 N D EE
« AWS Security Incident Response 1 X2 K DA

« F1—NK1TF)L: Membership Updated 4 X2 MC B89 B Amazon Simple Notification Service 7
S—KNZEXEETD

Amazon EventBridge & £/ L = Security Incident Response 1 X
v hNDOERE
Amazon EventBridge &, /1R NZFEALTT7 7V =232 AVR—FX D NATZERT D —

N—=LAH—ERATT, chilkl), AT—F 7LV BARRNBEET SV T—> a2 2HEICEE
TEXRT, IRVREBBERT7T—FTIFYER, AIRVRANORBERELL>TEETD, BRESD
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VIRNDITIATLERBETDARAINTT, ARXVNER, VDY—AXERRETRELLEE
ZHELET,

WIBO RN

%< M AWS H—E R EFHRIZ, Security Incident Response & EventBridge D77 # LN DA X
RNACARNZERLUTEBLET. (F7FLMDARNNARK, AWSTHIO NTEBHH
C77O0E23Z>2>JEhnET). AIRVIMNNAR, ARV ZZEFLT, EOERLEDEEE (2—
TYRNCBETIINI-—ZX—TT, AIXRVIEFEhDE, Y —HFAIRNNALCKLUTEE
LiEL—IEL>TFEEINET, FL—ILE. ARVEFL=LDARNNE=2IC—FTBDH
ESNPZEFIVILET, —BITBDEE. IXRVIMNNABRZEDARY NEZBEENEZ—TY MIE
BLEY,

Amazon EventBridge

1
Source :H’_ Default event bus Targets

A NS N " '@- Amazon Web Services
mazon - even
"O -1 - iy rule @—
z - - pattem 3

Web Service ‘I T '@- Event buses
event
event i
rule pattern @ '@' HTTPS endpoints

EventBridge JL—JLZ £ L 7= Security Incident Response 1 X2 N O EL{E

EventBridge @77 # JL N4 X2 KN/VAT Security Incident Response 1 X & X —4"Y NIiE
BEEICE, L-ILZERTIBENFHGVET. BL—LCEARYINER=HAEENTS
V). EventBridge A XY MNATEFELEZSARINEBELET, AIRVNTF—ENEBELIEA
RYRNNE=2IC—8TBE, EventBridge &, L—ILOZ—TY NZEFOARNEEFLET,

AR NNAL=I OFFABERSGEICDOWVWTIE, "TAmazon EventBridge 1—%'—74 R, @
Creating rules that react to events; ZZBRL T EE V),

Security Incident Response 1 X MZI—HFTD AR NINZ—2 OERK
FBARYRNNEZ—2F ISONFEROAT DT VRNT, UTHFEERTVET,

c AIRVNEEETIH—ERAZEE TS source B, Security Incident Response 41 X kD15
&, Y—AW "aws.security-ir" T9,
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c (AT AV)BETRIANRINEZATOEIZED detail-type B,
c (AT2IAY) BERNREBDEFOMODARY NF—RZET detail B,

BlIZE, ATOARYRNNEZ—=2F, BESHIEZEAWS THIV N ®FXTO Case Updated by
AWS Security Incident Response Service IR KNE—HLET,

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T03:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1)
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"
}
}

AR NNZ—=2ORBROFMI-CDOWVWTIE, TEventBridge 1—H'—74 R1 @ TEvent patterns |
ZSRLTLSEEL,

Security Incident Response 1 X NOFMI T 7L A

AWS H—EADITXNTOARYNZE, /1 RVNDY—ATHD AWS H—E A, 1RV MNE
RENEBRZD, AXRRFRBELETHDRNEHELZE, /IXRVKNIETEIXEZTF—2%ZED

HBO7 1 —ILREY RFBVET, chSO—BHBT 41— I)LROERICOVWTIE., "TAmazon
EventBridge 1—H%'—HA KRy O TAXMBEVI 7L AL ZZRLUTLKEZ L,

TESIIC, BARVPNIR, TOBEDARYNIBEEOT—RZET detail 71— J/LRFHYE
T LTFOUT7LATIR, & F& X% Security Incident Response 1 X NDFFMT7 1 —IL R%&
EEZLTVET,

EventBridge % £ L T Security Incident Response 1 X NDBIREBEEBZTSHBE. UTORIC
BEITH>ONEATY,
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« Security Incident Response * 5D FXT DA X2 MO source 7 1 —J)L RlF "aws.security-
ir" EREEThERT,
« detail-type 71— REFARNEALTZIEBELET,

iz \E, "Case Updated",
« detail 74 —J)LRIZEF. TOHEDARY NIEBOTF—ENEENET,

Security Incident Response 1 R MZ—HTB2KSICIL—ILZBEMELT D AR NNZ—2 DERK
FEICDVWTIE., TAmazon EventBridge 1—H—7i4 R, ® "Event patterns; 2R L <&
(A

AR NE KT EventBridge MR N 2B TS HEOFHEMIZ OV T, "Amazon EventBridge
I—H¥—7H4 R, ® TEventBridge 1 X by ZZRLTLEEV,

HEBET 1 —)L R: XTDH AWS Security Incident Response 1 X2 NIk, Zh s DIZEXE Amazon
EventBridge 7 1 — /L RFFEENE T,

- version: EventBridge 1 X RERX/N—2 3>

c id: IR NO—EDOBAIF

« detail-type: 1 R KRR A7 O ANEHFFHEN S FHEA

« source: Security Incident Response 1 X2 NDIFEIEEIC Taws.security-iry
« account: IR MARELEAWS 7HUKID

o time: IR RARELEZEZD ISO8601 XA LARVT

* region: VY —ANBTEETS AWS U—23 >

- resources: HEZZ T2V —AD ARN ZE2TES|

M7 4 —JL R:detail # 72 T U Mk, Security Incident Response B EDEHAEENTVE
+

- caseld: T—AD—EDFHEBF (T—AA R NDH)

« membershipld: X N—=2 Y TO—BOBEF (XN=2YTARNDH)
 updatedBy: EFZRITLAEI—H— (T—AEOX NDEFHARY MO k)

- createdBy: T 74 74 ZER L E1—— (F—RAEDAX NOERAXRD NDHK)

T U 2—f@: updatedBy KU createdBy 71 —)LRICEHDENTEXRT
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« AWS Responder: AWS X1 UF 1 LARI A —NRITLET V3

« security-ir.amazonaws.com: T —ERAICL > TEHENICERTE LT V>3
« Account ID: BFRICK > TRITENLET o> 3> (6 "111122223333")

1)y — A ARN {&: AWS Security Incident Response VY —AlE NS5O ARN EXZFERALET

» Cases: arn:aws:security-ir:{region}:{account-id}:case/{case-id}

* Memberships: arn:aws:security-ir:{region}:{account-id}:membership/
{membership-id}

T—AARZY N

AWS L AR H—ICR>THERENIZT—A

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"
}

H—ERACL>TERENET—A

"version": "0Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
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"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T00:00:00Z",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {

"caselId": "1234567890",

"createdBy": "security-ir.amazonaws.com"
}

BERICEK > TERENET—RA

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"

AWS L AR E—ICR>TEHFEhZT—A

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",

"source": "aws.security-ir",
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"account": "111122223333",
"time": "2023-05-12T01:30:00Z",
"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"
}

AWS BERICE>TEFHENET—A

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"

AWS Security Incident Response Y —E AICK > TEHE =T —A

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",
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"time": "2023-05-12T03:45:00Z",
"region": "us-west-2",
"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {

"caseId": "1234567890",

"updatedBy": "security-ir.amazonaws.com"
}

oO0—XEnkEo5—A

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-15T14:22:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890"

T—AAXY MR B

AWS L AR E—ICk > THERENI-T—AOX T N

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",

"account": "111122223333",

T—AOAXY MR b
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"time": "2023-05-12T04:30:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"
}

BERICE>TERENET—AOXT b

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"

AWS Security Incident Response H—E AICK > TERENET—ATIX 2 K

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:15:00Z",
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"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {

"caseId": "1234567890",

"createdBy": "security-ir.amazonaws.com"
}

BERICKI>TEHESALET—AOXT B

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"

AWS Security Incident Response Y —E ALK > TEFHE Nz —AOX>2 b

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:45:00Z",

"region": "us-west-2",
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"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {

"caseId": "1234567890",

"updatedBy": "security-ir.amazonaws.com"
}

AWS L ARV E—ICL > TERENZTr—AOXV b

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T02:45:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,

"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"

XIUN=2YTARY KN

ERENIZXN—2Y T

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Created",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-04-01T10:00:00Z",

XN=29TARY N
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"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"

BHENIXIN=2YT

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-04-15T16:30:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"

FroblEhiEEXIN—29T

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-06-30T23:59:597",

"region": "us-west-2",

XN=29TARY N

Version March 27, 2026 102



AWS Security Incident Response 1—%'—# 4 K

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"

1,
"detail": {
"membershipId": "m-1234567890abcdef0"

BTUIEXN=29T

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Terminated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-07-01T00:00:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:membership/
m-123456s7890abcdef"

1,
"detail": {
"membershipId": "m-1234567890abcdef@"

AWS Security Incident Response 4 X2 N O

EventBridge L—ILZ#ERL T, ChoDAR hZ2REL, BET7I232Z NN —TEEXT,
A—AT—ADFIZLTICRLET,

g N T DO AWS Security Incident Response 4 X2 ~Z—2:

"source": ["aws.security-ir"]
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T=AARY MO IIZ—B

"source": ["aws.security-ir"],
"detail-type": [

"Case Created",

"Case Updated",

"Case Closed",

"Case Comment Added",

"Case Comment Updated"

AWS L ARV E—ICL > TEMENZT—AIL -

{
"source": ["aws.security-ir"],
"detail-type": ["Case Updated"],
"detail": {
"updatedBy": ["AWS Responder"]
}
}

BEDT—ADARY MI—3

{
"source": ["aws.security-ir"],
"detail": {
"caseId": ["1234567890"]
}
}
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F1—K1T)L: Membexrship Updated 1 R NICEET D
Amazon Simple Notification Service 72— N &Iix{59 %

COFI—RNUTIILTR, TRV VTS 32N Membership Updated AT —RAICBITLEA
RYKNDH%EF ¥ 7 F+¥ 9% Amazon EventBridge 1 X MNL—ILERELE T,

B2 SR A

COFI—KNUTILTRE, XON=2VFICBRMBHYTAOVT>3a > eETFIOT4TEAWS THD
VRN BHBEZBRELTVET,
RNeEY D
« F1—KUTJ):Amazon SNS REY UV BRERLTIHTRISL4T7 93
e FA-—RNUTIL AXRVBNIL—-ILEBRTS
« FA-—BNUTFI:IL—ILETARTD
« %)L —)L: Security Incident Response Case O E 3

F1—KUTI:Amazon SNS REY VZERLTHTRAIZ479%

COFI—KRITILTRE, FILLARYNIL=ILDARYRNEZ—=7Y &L THERTS Amazon
SNS hEY UV ZRELEXT,

Amazon SNS REY 9 2R TS ICIE
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