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Drift detection
Get notified when
AWS Resilience Hub
detects changes in
the compliance status

S

AWS Resilience Hub -
Resilience management

Centrally define, validate,
and track the resilience of
your applications

®

Add applications
Define the resources in your application

(CloudFormation stack, Resource groups, Terraform state file,
myApplications application or Kubernetes managed on Amazon
Elastic Kubernetes Service)

l

> =@

Assess application resilience

Define the resilience policies and assess the resilience of the app
and uncover weaknesses

l
oo

Take action

Implement recommendations, alarms, standard operating
procedures (SOP)

Test application resilience

Run tests using AWS Fault Injection Service to test across the
operational recommendations

!

— b

= Sty

Track resilience posture
Suggest focus on CICD, and as application is updated making sure

@ AWS Resilience Hub {1#H

you have checks in place to assess resilience
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RRENKT,

T70Tr—avoREMmME

BEMERADT EIZIVICRRENDANITAR, P7UTr—23 > O5H0OBREMETMAL S
NDENDTT,

[EEMMERIDT]

EEMERAIT7 ., BENEPHICSL T2 E RN EZEENTIOICKILEET, COAOATIR.
T7Vr—>3a>0BEMERDS —, To5—L0, BEEEFIEE (SOP), KT AWS Resilience
Hub T ARNZRBLETLOOHREBBICT VT —2a o FEOREELLTVWE LA ZRMLTVE
9,

T7VTr—2 a2 0 FERTERRABEMEADTIE 100% T, cOAITK, BRIERE ML
HBRNICRTENDIXNTOHERTARNERLET. TARMIK2TELVW TP S—LNRHBEN, 7
TZ—AICK2TIELWVWSOP AR E NN RENET,

BlIZE, H120FF—LE1D20DSOPZEEL 1 2DFT AN AWS Resilience Hub Z# 2L TV
B2ELET, TARNRITEhD E, 77— LREETS SOP Z2FHKEL., TOREREICERTENE
¥, BEMEAIT7OFMCOVWTRE, "EEMHEAT70ER, 22RLTLEETWV,

ERENLTS— L

T7VT5—23avBEBEO [REBEATZ—AL) 223K, FTIUT—23 z2ERT5EHIC
Amazon CloudWatch TREL 77— LN —EBERRENET, 77—LOFHICODVWTE, 7
Z—LDEE) ZZRLTLEZ L,

FT7Vr—a>BEORTE 23



AWS L UTI>YANT I—H—H4 K

il =Rk

T7Or—a>BEO [METARR a2, HEIAZBOUARNRRENET,
WEESEARBROFMIC OVTIE, TAWS Fault Injection Service ZEBNEE | 2B L T EEV,

AWS Resilience Hub 77’V —<a > )Y —ADiRE
FHETEASEBEMMETIMZ2ZH2ICE. 77U5—23a > 0HBAEHFE A, EZBEO AWS 77D
JT—2a )Y —RE—HITBEEZERELTILKEETY, AL R—BN, B, BLTHEREEIE
F. BEETNTVWBRVY—RICEOVWTWVWET, AWST77USr—>3aors )Y —RAZEBMELIG
HIRR T 258 E. ThoNZLE%Z ICRRITBDBENH V) T AWS Resilience Hub,

AWS Resilience Hub &, 77745 —>3a> Y —AICET2EREZERBELET,. 77U5—>3>
RNOUY—RETFTTVT—23a>ry—A=BAIL TRETEET,

(® Note

Y —2A&FEETDE, 77U —>3>2 0O AWS Resilience Hub U 7 7L ADINE
ThET, EBEOVY—-AFEEEhFRA,

FRELTWBUY—RZEMLEY, BEOVY—RZZELLEY, FELEVY—RAZHIBRL LY T
BET, VY—ARGFREBENBT SV —23 >0 KR—%> b (AppComponents) IcF IL—7{tE
F9, AppComponents 77U —> 3> OBEZRY) ERICRBRID IS ICHETEERT,
T7Vr5r—>3>0ORZ7MN=2arzmEL., ZEEZH LV (V-2 N=232VIC /BT
T, T7VT—23 )Y —RAICEMELEREEHRLET, . 77V 5—>3a>o))—A
N—=23a> (BEFEhEUY—AZET) AWS Resilience Hub ZFEHA L TEEMM M ZRTLE
CB

F7Or—>3a>oBREmMEEFMI2ICE

1. FEF=23URADT, [P7VT—232] ZBRUET,

2. [P7VT—232IR=IT, WEIDT7VTr—>328%2BRLET,

3. [7o2arIXZa—hs [BEMEDOFTM] 2:BRL XTI,

4. [MEEUHFMZERTIFAT7OJT. LR—MNO—EOBFZANTEIA, [LER—KB]IRY D
ACEREN BT ZERALET,

5. [RIT] Z2BRL KXY,
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6. TMELA—RAERENECENBAEAES, [ME] 7 22BRL. FHHEEBRLTLA—K
ERRLET,

7. [LE1—127%#BRIDE, TTVT—232V0MEL R— R FRREAET,

ATD1=)lehizflizEMCTdICE

1. FETF—=23URADT, [PTVT—232] Z8RLET,

2. T7VT—23R=IT, AT21—)ehizfMEZzEBMCTRIT7VT—>32 2 BRLE
ER

3. BHEEMEZAICLET,

ATD1=)lehizflzEMCTSICE

1. FETF=23URA2T, [P7VT—232] ZBRUET,

2. F7VT5—23UR=IT, AT01—)ehicfHEZzBMCTRT7UT—>3 2 ZBRLE
ERD

3. #7 BEEBNICTMMEhET,

@ Note
ATD1=)EenizfHAzENCITRDE, RUTZNBREANEMICEYERT,

4. [BWZTB])ZERLET.

T70Tr—>3a>oRU7 NBHAZEMICTSICE

1. FEF=23URADT, [P7VT—232] ZBRUET,
2. T7VTr—23>R=IT, RUTNBHZENCIZTTVT—>3228RTBH. RUT
NBHIREZRELET.
3. RUZNBHZRETAICE, ROVThAOATS a2 ZERLET,
« ToTar a5, RUTNBHRZEMCTS 2BRLET,
"P70Tr—23>RUT7M 9232 T TEBHZEMCTSR, 2BRLET,

4. TLOATYTERTULIPSATDa1-)lEhicfHiic RU 7 MBRIOEFE., COFIRICKY
£,
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5. [BEMt) ZBRLET,
RUZRNBHIZBEMCTDE, ATV1—-)lchFHME€EMICBYET,

T7U5—2a>oRV7NBHNZHEETSICIE

(® Note

CcOFEERF, RATV1—-)lchfFlE (BEEBBHNICFMEA T ICE>TVWD) ERUTNE
HEAEMZLTWRBEICERAENET,

1. TEF—=23RADT, [PT7VT5—2a3 V] ZBRUET,

2. T7V—2ar R=T, RUTJRNBHEEMCTZDT V=232 2 8RTDHh, RUT
NBHIRSREZRELET,

3. RUTJKNBHZHRETZICE. ROWThrOoAT7TarwBRLET,
s TUTaY NS, RUTZNBHORE ZBIRLET,
e TPV —2a>2RUTN 9232 T TEBHANOEE, 2 BRLUET,

4. T OATYTREETLTIHASATV1—)LenicifHMiie RU T NEHIORE, COFIEICREY)
9,

5. [Save] ZBRL £,

T7)r—2a>0eF1 )T 11ERZEHITHICIE

1. FTEZF—=23 RA2DT, [77V5—232 ] Z&RULET,

2. [P7V5r—>23aVIR=T, EFXF1VT1EREZEHIBDT7V5—>3>028RLET,

3. [Fo>av)hs HEROEH ZBIRLET,

4. EFIAVFTAHEREZEFHFIAICEK., EYRTYTT7OLAHT OFIEEEZTLTHASCOFIE
ICRWET,

5. REETARN ZBIRLET,

BEMHERIS—2TTIVT—23a 2 ICTFRYFIBRICE

1.

FTEF—=23URAVT, [T7VT—>32V] 2BRLET,
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2. [F7VT—23VIR—=JT, EITHIT7TIVT—>3E82BRLEY,

3. [F7U2aVIXZ1—h5 BEEMERIS—ETEYF)ZBRLET,

4, [RUZ—ZTERYF|ZAT7O7T, [REMUERI>—0ER] ROVIXIVUARNDSEE
MRS —ZBIRLET,

5. MMIZBBRLZET,

T7DT5—23>0OARY—A, VY—RA, AppComponents Z#wET 3 Il

W D

1.

FTES—=2aRAT, [T7V5—23 ] &2BRLET,

[FP7VT5—2a | R=DT, RETHT77)5—>3a B2 B8RUET,
(77— 3a BE 27 28RUET,

IN—=23V|OEICHDTTARE [+] ZBIRL, AT—ZFAN[RZTNOFFV5—3>
N—=23a zEBRLULET,

T75—23a>0OAnY—RA, UY—A, AppComponents ZiRETDICIE, LATOFIENOA
TYTEEITLET,

F7VTr—>3>0OANY—AEZmETBICE

T7OT—>23>0OANY —RAE2mETHICE. [AHY—R] 2T ZBIRLET,

[ ABY—=R]1EI232ICR. T7VT—232UJ—ADIRNTOADY —AN —ERREh
Yo ROFETANY —ARERETEEXT,

c [V=ARB]-ADYV—ADBH, V—ABEBRITDE, ThEhOT7UIT5—23a > T
HNrRTIENET, FETEMLEADY—ADEFEE, VDIRBERATEREA, HIZE.
AWS CloudFormation AR Y A 54V R—KhEhdY—AGE2ERTDE, IV—-ID
AR YU DFMAR— AWS CloudFormation ICURX AL I h&EhET,

« [YV—AARN]- AHY—AD Amazon )Y —Ax—L (ARN), ARN ZEIRTD &, TDOFH
FENREFIAOT7IT—23 2 ICRRENETT,. FHTEMLEADYV—RADOEE, VIR
FRATEEHA, HlZE. AWS CloudFormation D AR Y I A 514 R— &N ARN %
RIBE. AWS CloudFormation DAY —=)ILDAZRY JFHR—JICVRX AL I RENE
¥,

¢ [V=ARBRAT|-AHBV—ADRAT s AAY—AICIE, Amazon EKS VT AZ—,
AWS CloudFormation A& Y 2, myApplications 7 7'1)—<, 3>, AWS Resource
Groups, Terraform REET7 7ML, BLREFEHTEME NIV Y —ANEENET,
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c BHEVUY—R]- ABYV—ALCEEFTFSNhTVWBR Y —ADHK, BEESZREIRTDE, AD
V—ANIXNTOBEEIY—AN [VY—AR] RTICRREIET,
2. AAV—RETTVI—=23a2VICEBNTDICE, [AAV—AEI2>3UHAS [AAYV—A%ZE
] Z8RLET, ADY—ADEBMOFEFMIC OWVWTIE, Tthe section called “7 7" Ur—=3>
[ AWS Resilience Hub UV —A%ZENT 3" ZZRL T EE L,
3. ANV—REZmETSICIE. AHY—REZBRL, [TO2aV]|HASUTOVTIhAOFTS =
CEEBERLET,

« [AAYV—AOBAVR—K (BA5D)]-BRUEADY—RAEFKS5 DERTHESVR—KIL
9,

« [ABY—RZHIBR] - BRUEADY —RAZHIBRLET,

T7VTr—>23> ATl PBLEE1DODANY—ANEEFNATVWIHLENHY)
BT, ADV—RZINTHIRTD &, FBRN—2 32 20FH BEMICEYNET,

T7Vr—23>0 )V —AEmETHICE

1. P7OT5—=2320)Y—RAEmETHICE., [VY—-R]2TZBRLET,

® Note
ReFHEDIY —ADVARNZRRTBDICE, [ReHED Y —RAZ2RkR] 2ZEBRLET,

(DY—=R1EOV>2avIiClk, F7FVr—>3arERor>7L—he UL TERATSR EZERL
ET7705—=>23>0))—AN—EBERXRRENET, RREIVARVIVAZ[LEETED D
[Z. AWS Resilience Hub BB ORBRRZHICEITVTVY—RETIL—TILLELE, TS5
NDBRREZMHIZIE. AppComponent XA 7', [HR—KREhTVEVIVY—A, [BRAEhiz] D
V—ANEENET, VY—RT—TIILOBRREZHIZESVTVY—RZTAILRITTBIC
k. EREZHBOTICHZDEFTERIRLET,

RDAFETIY—RAZBETEET,
« SREID-RE ID (. AWS CloudFormation AZX Y 2. Terraform RETZ7 7 ()L, FETEH

ENET7Ir—23, myApplicatons 77U —23a>,  EEAODY—AZEBT
BLEHIZFERAE NS EETT AWS Resource Groups,
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® Note

 Terraform Tld, BB2 VY —ARA T ICEALU B ZFEHATEET, TOLD,
LERIZHETDVY—ADORE ID DREICF - resource types A"RRENE
£

s IRTCDTTVT—=23a )I—ADA VAR ARRTTSICIE, [RE ID] OF]
CHBDTSA(+) RBBTZBRLET, IXTOT77VT5—23a> )Y —ADA A
RABRITDICE, REIDOFICHDTTA ([+]) BFZBIRLET,

HR—KRENBDUY—AZATOFMIZ DOV TIE, the section called “H7R— k& h
TW3 AWS Resilience Hub VY — RSB L T EE W\,

e [VDY—=RABZAT1-VI—RBRATRET7VT5r—23a>00R—F2NIY—R &R
BILET, HlAE, AWS::EC2::Instance I& AmazonEC2 1 VAR AZESEL &

9 AppComponent VY —AD T ) —7LOFEMICOVWTEE, "T77Ur—>3 >0 KR—
ZORNODIVV—=AOT I =71 #SRLTLSEE L,

c [V—=ARB]-ADYV—ADBH, V—ABEBRITDE, ThEROT7UIT5—23 > T
HAARRENET, FBHTEMLEAAYV—-ADEE., VIRBEATEEEA. flZE.
AWS CloudFormation AR Y IHN S5 A4 R—RNEhDY—ABZEIRTDE., DARAERYID
HHER—JICURA AL U h&ENET AWS CloudFormations

s [Y=ARBAT1-AAV—ADRAT s AHYV—AIZIE. AWS CloudFormation A& ¥
2. myApplications 7 7°J 4 —= 3 > AWS Resource Groups, Terraform JREEZ7 7 1)L, &
KUFHTEMENEVY AN EENET,

(® Note

Amazon EKS 9 5 AR —%#4mETSIZIE. " AWS Resilience Hub O 7 74 —<3
7O = YDANY —AZRETBICEL ORATYTERITLET,

e Y—RAABRY Y - 1)Y—2%&EL AWS CloudFormation AZY T, D%k, BRLETS
Dr—>23a BEORATICEK>TERYET,

« [¥E ID]-Amazon EC2 A VAR A DR S3INT Y NBHRE, TDVY—AICERRIZEV)
LTS NiER T

« [EENTLS]-AWS Resilience Hub T, chSOVY—ANFFTTIVTr—>3>vIZg&Ens
PESHZERLET,

- [FHE ATBE] - AWS Resilience Hub A" YV — AN EEMEZTMIZAESHAZERLET,
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« AppComponents - 77’7 —2 3V BEMREENLZEZIZZOD Y —ARICEY HTSshi:
AWS Resilience Hub >V R—% > K,

c [BRI-T7VT5r—>32 )Y —ADEH,
s TAIUKN-YBVV—-RAEMBEIZ AWS THIU Ko

2. DAMNZBWIDY—RZRETBICE. RRRYTRAICVY—ADOHREID ZAHNLET,

3. T7VTr—23shs)VY—RzHIKRTDICEK, VDY—RZEERL, [7TU>3aV]HAs5[UY—
AR 2BRLKT,

4. T7VTr—2320VV—RE@BRIDICE, [VY—AOEH 2BRLKT,

5. BMFEOT77V =232 )Y —RAZEETBRICF. UTOATYTEZRITLET,

a. DY—ARZERL., [77>aV]|h5 [AEY U ZEH 2BRLET,

b. [AZYIDEH R—ITIVY—AZEHMIBICE, VY—ARTOL I3 ZEMNTS T
ZEIBFIEZRETLTLS, COFIEICRVET,

c. [RE ZEBRLZET,

6. F7UT—>3>vICUVY—RZEBMITRICE, [To>a2]As5[UY—ANEN ZFRL, B
TOFIEZETLET,

a. [WUV—RARZAT7IROAYTEIVVARYSDBLLEE1DDYY—ARA(TZERLE
EE

b. [AppComponent] RO Y 7’&A 1) ANA S AppComponent ZiBIRL £,
c. [DY—RBIRYITARICVY—ADBEIDEZADLET,

d. [UY—RABRIFIRY VR, YEIVY—-AID, VY—RZ, FEEJVY—AARN ZALD
LEXT,

e. [EBin] ZBRLKXT,

7. DY—ABZWETDICE, VY-RZBRL, (7023225 [VY-ARBZwE] €E R
L. ROFIEZRTLET,
a. [WY—ARBIRYTALZVY—ADHREIDZANLET,
b. [RE] ZBRLET,

8. DVY—ABBFZHMETDICE, VY—RZERL, [77232]1 15 [VY—-ARBEFZiwE]
ZBRRL, ROFIREZRITLET,

a. [DY—RBREIFIRYIRIZ, YEBEIVY—AID, VY—RH, IZEVY—AARN ZAL
LEY,

OF7TVr—3a>v )Y —A0mE 50




AWS L UTIVANT I—H—H4A K
b. [R#%F Z2BRLET,

9. AppComponent ZZEFBICIEk, VY—RAZEIRL, [FU> 3] H S [AppComponent &%
F]Z&RLT, XOFIEZETLET,

a. [AppComponent] ROY 7RX U1 AKH S AppComponent ZiBRL £T,
b. [EiN Z&RLET,

10. DY —RZHIRIDICE. VY—RZERL, [TUO232]H5[VY—AZHIER] Z:BRL X
ER

1M1, DY—REZEHDICIE, VY—ARAZERL, [T0>3aVHs8[VVY—Rz2EHB]) ZBIRLE
CB
T7)r—2 3> ® AppComponents Z#RET 3 I I

1. T7V—2 3> ® AppComponents Z#w&E 9 % (Z1F. [AppComponents] X 7 Z#IRL £7,

® Note

AppComponent UY —ADQ T ) —TLOFEMICOVWTE, "T77V5—>3 200 KR—
ZORNOVIV—=AOT I =71t BSRLTLSEE L,

[AppComponents] 023 ICilk, VY—RAZTIN—TITHITXTOREBIR—FK2 N
—ERRENET, XNDFHZET AppComponents ZHETE XY,

 [AppComponent B -7 7 VT —2 a3V BENFROA2LEZEIZZOVY—ARICEYHTS
7= AWS Resilience Hub 127 R—X > N DE A,

« [AppComponent & 1 7] - AWS Resilience Hub DIV R—X> MO RA T,

c [V—ARBI-AHDV—ADOEH, V—ARABRZBRTDE, ThENOTTUIT—> 32 THM
HFERRENET, XK. AWS CloudFormation ARY Ih S5 A VR—KREhDY—AE%
#IRTDE., AWS CloudFormation® AR Y JFHMR—JICURX AL I RNENET,

s [VY—A]- ADYV—AICEEFTSNTVWBR VY —ADH, BESZRBIRTZE, AHY—
ADIXNTOBEEDY—AN [VY—R]|ZTICRRENET,
2. AppComponent Z¥ER T B IZIE, [702 3] XZ1—h 5 [AppComponent & FiiRMERK] %12
RU, U TFTOFIEZERITLET,
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a. [AppComponent &] R Y 2 AIZ AppComponent DEZEZADLET, SEETIZ, <D
J714—=ILRIZEHTILENHSHPUDAIETNATVET,

b. [AppComponent 24 71 ROY A1) A KA S AppComponent DX 1 7% #EIRL &
9,

c. [RE ZEBRLZET,

3. AppComponent Z#w&E 9 2 l_l&. AppComponent ZiZIRL, [F 73 3] H 5 [AppComponent
NiRE] ZBIRLE T,

4. AppComponent ZHIBR3 % (Zl&, AppComponent Z3&IRL . [7 2> 3] H 5 [AppComponent
DHIBR] ZBIRLE T,

DY—RAVARNZZEETDE, F7US5—23a> ORI TIMN=2aVICEBEf MAashikECe%®
RETT—RNRTENET, ERGEEMETMERITISZICE. P7VT5r—>3>>0H L WN—
SAVENHATIVENBYET. HLWN—3 02 0HIT2AECETRHMICOVTE, TH
L W AWS Resilience Hub 777U —23a o N=23 000 Z22RBLULTLKEEV,

T70r—23>d2R—XXNOER

T7U45—>3a>0 R—=> N (AppComponent) &, B—DI1ZY NELTEHED RV EHK
THEEAWS VY—ADTIN—TTYF, LEARF, T7TAXVF—ER=RELTVHFT—Z
R—=ANBHBDHE, WHEDTFT—IR—ANE LU AppComponent. AWS Resilience Hub IZEL., &
DY —=ANED AWS AppComponent ZA T ICB TN EEBITDIL—IIFHYET, L&x
&, DBInstanceld [ICJEAWS: :ResilienceHub: :DatabaseAppComponentl., ([CIFEL &t
AAWS: :ResilienceHub: :ComputeAppComponent,

AWS Resilience Hub AppComponents l&, XDV Y —AZHR—KNLTVET,

* AWS::ResilienceHub: :ComputeAppComponent
* AWS: :ApiGateway::RestApi
* AWS::ApiGatewayV2::Api
* AWS::AutoScaling: :AutoScalingGroup
* AWS::EC2::Instance
* AWS::ECS::Service
* AWS::EKS::Deployment
* AWS::EKS::ReplicaSet
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e AWS::EKS::Pod
* AWS::Lambda: :Function

* AWS::StepFunctions::StateMachine

 AWS::ResilienceHub: :DatabaseAppComponent

AWS
AWS

AWS:
AWS:
AWS:
AWS:
AWS:
AWS:

::DocDB: :DBCluster

: :DynamoDB: : Table

:ElastiCache:
:ElastiCache:
:ElastiCache:
:ElastiCache:
:RDS: :DBCluster
:RDS: :DBInstance

:CacheCluster
:GlobalReplicationGroup
:ReplicationGroup

:ServerlessCache

* AWS::ResilienceHub: :NetworkingAppComponent

AWS:
AWS:
AWS:
AWS:

:EC2: :NatGateway
:ElasticlLoadBalancing::LoadBalancer
:ElasticlLoadBalancingV2::LoadBalancer

:Route53: :RecordSet

* AWS:ResilienceHub: :NotificationAppComponent
« AWS::SNS::Topic

 AWS::ResilienceHub: :QueueAppComponent
* AWS::SQS: :Queue

* AWS::ResilienceHub: :StorageAppComponent

AWS: :Backup: :BackupPlan
AWS: :EC2::Volume
AWS: :EFS::FileSystem
AWS: :FSx::FileSystem

(® Note

1. IF Amazon FSx for Windows File Server ® & AWS Resilience Hub ZH7R— KL

TWET,

F7Vr—3>AVR—RVNOER
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* AWS::S3::Bucket

New o
s P77V —=23a>A0R—ZF 2DV —ADTI—71t

T70r—=23>VKR=—% R OVIY—-ADT -7

T7)r—23a> &F0O AWS Resilience Hub VY —AN ICA VA R—hEhd &, AWS Resilience
Hub 77V r—2a>aA 2 R—KNTDEEIC, BETSY—AZEFL AppComponent (25
WN=TUTRDEHICHERAROBZHZELETH, JIL—THNFEIC100% ERTHDEFRYEE
ho —HOVY—ARFERII—FoLHIc7/OvIEn, ZEITZIHEEICEBNICTIL—T1
ThET, ChSsOH—ERICRK, BEDTIN—THREZXLELTIBREEKEERI HHLHT
T FETIN—T0OHIc7OYI9ENTVBRH—EAOELEVANIOVWTE, T, 258L
TL 2 & Whe section called “FE8J I —7{ko7OvY v hkH—ER,

AWS Resilience Hub &, 777U —23> D )Y —ANEEICAVR—RENERIZ. XOT
IT4ETA2ETLET,

« DY—RZAFYLT, FMIOBEZR LS B EHIZH L LV AppComponents B JL—71t
TEINESHEBRELET,

« AL L AppComponents IZBJIIL—7{tTE 31V —A AWS Resilience Hub Z&& 519 % &,
LOX>F—>a>EeERU AFRREh, BUVY—AZERRETLEFIEETEET, Tk AWS
Resilience Hub, I —7ML IX>F—2a > ICE8Y) HEToshEEEER. BEEXXTF—ZI(IC
BEOSVWTWY—-RZII)IN—TtI2BEEZRLET. aVEEL AR, AWS Resilience Hub
DEFELARILD 0% AETHY., TEOTIL—TOVY—ANBEELTEY ., FJIL—TT D%
ENf®edezrmLET, PEEOFELARILE. AWS Resilience Hub OEFEL XILA 70% ~
90% T, TOIIN—TDOVYV—ANEELTHY, JI—"THTEIUENHD_EZRLET,

® Note

AWS Resilience Hub Tl&., #E7J—20— R RTO &£#HETD—UO— R RPO Z5tEL TL
AXF—=23> BERTEDRDIC, ELWIIN—TIUHIBRETT,

ELWIL—TD5HOBZUTICRLET,
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s AULT77VT—23>2%"E1T9S AmazonEC2 1 > AR A% 1 DM AppComponent (=)L —
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« Amazon ECS H—EARAZ 1 20)—23 (T )L—71L. BIO)—>3 > ® Amazon ECS #—
EA%Z 120 AppComponent IC7 TAI)IFA—/N\—LFT,
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this operation. Please Refer to Automation Service Troubleshooting
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T—=23a AR —RNOBERLET, [RTORPO] DEICHBEZERTDE, 77
Vr—23a>ofEiLAR—ho [BEEMECEITIHREEE 27 CHFANrRTEhET,

- [ERLOHREE) — KB 2T & KRN 2TE2EALT, P7UT—232 OREMW
MEEHDLEHICREREFRTEATVEVERLOKREEZRLET, ERLOHER
BHICE, FATATVEVWHEREREREEATVWEVWHERSEAINTEENET,

RENVEZERLOHREEEZEIEITDICE. [RuB]| 272 BRLET, BRI DL,
LA AWS Resilience Hub "R R&EhE T,

« [To5—Al—RETIHEDH S H#E Amazon CloudWatch 75 —LDOEHERLET,
* [SOP] —EETH2HENHSHRE SOP DHERLET,
« [FIS] —XETIXEONDHIDERTANOEERLET,
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T7DT5—23a> 0 sBAENTVRERLOMRBEEEZRTTSICIE., BRI 27 &2i8R
LET, BIRTSBE, LT AWS Resilience Hub A RRENE T,

c [TTZ—ALl—TF7VTr—=>3rhsBAETVWSHR Amazon CloudWatch 75— A
DEZERLET,

« [SOP]— P77 U —2avhASBRAENTLSH#E SOP OBERLET,

c [FIS]— 77T —23a hASBRAThTVIHBTANOBEEZERLET,

EEMEAIT7OFE

cOEVIAVORTR, FELOAXDF—2a 0 RA7OARAT7 I AVR—F I NET TV —
2AVOMEBEERAIT ZRET S AWS Resilience Hub =812 THEAZTNZRICOVWTHBALE
o HELAXDF—=2a2 0 RA7OARAT7 I AVR—F 2 NET 7V T—23a > OMESEH AT
7 AWS Resilience HUb IZDWVWT ICK 2 TREETNBDFERBRIINT, REEVRSA U NCADS
NET, BIRAE. 3D2DT7F5—LDS5522ZRELLBE. AT 13.33((2/3) *20) KA > ~
CBYYET, COERF I3RSV NIEBEATNET, RAOHERICELNTVWE VI A NN
MIZDWTIE, thesectioncalled “F7 7 IVR—FZ 2 RNDVIANEFMRAT" O a2V 2SR

LTLEZL,

—EHOAIAFT) P 12 R—=F>2 M ScoringComponentResiliencyScore APl ZBLU T®H &
METEERT. COAPIOFMICODVWTR, RAOAT7VJAVR—ZF NEEMUEARAIT 25 RL
TLEZL,

T—7)

« BREBREATOAOAT IOV R—ZFNEHETEH

- BEMMEADT OFER

 AppComponents E FHiZ A 7 OEEMUEAID T ZH1EIT 2K

RORE, FELOAXF—=23VEA7T7OAATITAVR—F> N 25TE T AWS Resilience
Hub =8I TEAE D A EZRLTVET,
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AWS L UTIYANT I—H—Hq R
BWRRATOAATI I AVR—FX N EFHETSZR
AAF7V>T B Formula il
dVR—%
N
FANAN AWS Resilience Hub #2€ T = ((Total number 20 #@d AWS
Ly (T) TANDBBENDSE, EE of tests implement Resilience Hub #
ICEREENETANERIA  ed) + (Total number BTFARDS5 10
TNETAMNOBICEDSY  of tests excluded) HEEEL, 54
TEEENEAIDTZ (0~ ) / (Total number ZBRALEBE.
100 R4 > N)o of tests recommend TANANL YD
ed) FRDKRSICEE
© Note HERO—BEROESY
EEMEAIT & <7, - (10 +5) /
HETRICE 20
FEnass g « REESHhETANDA
& & B AWS ¥ - AWS CloudForm  2&WVW., T = .75
Resilience Hub 3 aton 77 L—KAH or 75 points
=Hic. #HExTH AWS CloudFormation -]
%,7—7\|\7§\ %30 \/\J_)LT“'ﬂEﬁEBJ’\U“
AR E# 21T 7y70O—kenkee
ENTVRAUEHN ICEREENETANDE
HYES, AHERLET,
s HBEThDTANDEFT
Bw-F77)T—>3>2)
Y —A AWS Resilience
Hub ICEDV\T AR
IB5TANERLET,
s [BRAESHhETANDK
¥ —7705—>3>
NESBRAEShEHEBTR
NOBZERLET,
T7Z>—AAH)Y  AWS Resilience Hub #3232 A = ((Total number AWS Resilience
Ly (A) & 1 d Amazon CloudWatc of alarms implement  Hub A"#E3EL i

To5—LDBEBOS 5, ed) + (Total number 20 {8 @ Amazon
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A7V T
OAVR—%>
b

B2

ERBICEEBRUBRIIAET O
7= Amazon CloudWatch 7
S—LDBIZE I ERIL
EhAO7 (0~100 RA
B

® Note
FEEMMEAOT7 %
FETRICE.
AWS Resilience
Hub A" REF K &
AIBEBBDRDIC,
WRTZ—LNE
fis5E TIREEIC 2 2
TLVBDHRENFHY)
7,

Formula

of alarms excluded)
) / (Total number
of alarms recommend
ed)

AEXO-—BRFRROESHY)
T9,

s REENETS—LDE
&% - AWS CloudForm
aton 77 L—hk
FEREh, AWS
CloudFormation 1>/
V=LY 7O—R&E
NEEEIIREES NI
Amazon CloudWatch 7
Z—LDEHBERLE
ER

s [ERT T —LDORE]
—TF70r=>3az)
V—AICEIWVWT AWS
Resilience Hub A" #223
% Amazon CloudWatch
TZ2—LZRLET,

s [RAENETS—LD
Wy —770r—>3
USRS NIZHR
Amazon CloudWatch 7
T—LOBZERLET,

Bl

CloudWatch 7 Z —
LDS5 10 @%ZE
#U. 5 EZRN
L 7235&. Amazon
CloudWatch 7 2 —
LANLY DR
DESIZFTEE
7,

A=(10+5)/
20

XY, A=.75
or 75 points
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AAF7V>T EBi# Formula £
dAVR—%>
N
SOP #A/NL Y  AWS Resilience Hub A"#f S = ((Total number 20 B d AWS
< (S) Y3 SOP O#HMBDS of SOPs implement Resilience Hub #
5, EEICEEEhEED ed) + (Total number R SOP M55 10
EBRINE N SOP OBIC  of SOPs excluded) @ SOP & £%
HEI<KEEAENIZADF ) / (Total number L. 5{@® SOP %=
(0~100 R4 > K)o of SOPs recommend BRALEEE. S
ed) OP ANL Y ZIEIX
DESICETEZ 1
AEXO—BRIRROESY  £4
T9,
S =(10 +5) /
- REETNIZSOPs D& 5
=¥ - AWS CloudForm
ation 7> 7L —h 2%V, S = .75
FEREh, AWS or 75 points
CloudFormation 12/
V=LY 7O—RE
NEEEICEREESNE
SOPs &t ERL &
EP
- HEEND SOPs D&
A -TTIT—23y
)Y —A AWS Resilienc
eHub ICEDVT A#t
B9IDSOPs ZRLE
9,
.« [BRHAE I iz SOP m#s
B —T7705—>3>
HSERINL =HEE SOP
D¥HERLET,
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AATV>T
dVR—%>
h
RTO/RPO
2TZAT Y
A (P)

B2

TF7Ur—<a s FEEMR
MRS —ZF/ELTVS
CEIETILKEBELETh

AT (0~100 KA >

N)o

Formula

P = Total weights

of disruption

types meeting the
application's
resiliency policy /
Total weights of all
disruption types .

Bl

T7Ir—>3ay
DEZEMmMMERL
=HTRATE
JFa—=Y—=>
(AZ) EA VTSR
NSO F v Ol
RATDHEHE
Ti5e. EEMmMME
AR —RT (P)
FIRDESICETE
ENhET,

« =232 RTO
BKRYT RPO Z—
TV RNEREL
TW3E4.
PlERDKSIZE
BEExh&xrd,

P = (20 +
30)/ 100

2KV, P =.5
or 50 points
« 1)=232 RTO
B KT RPO 22—
TYRNEREL
TVWAEVEE,
PIFIRD &SI
HEh&xrd,

P = (22.22 +
33.33)/ 99.9
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AAF7V>Y B Formula £

dAVR—F>

N
2FVW, P
= .55 or 55
points

RORIE, P7V5—>23a>2E0BEMEARATT Z25TE T AWS Resilience Hub =8 (2 A E
ITHRERLTVWET,

EEMEAITOFESR
AAT7V>Y i 8 Formula il
dAVR—F>
N
T7)g— TF7VT5—2a 0 F0E FT7U5—23a>lCEnE SHEZRATERD

>avoBREE  FEMURVI—ZBHLLT FEMMHAOTE. XORzE INREFZFET
AT WRZEICETL, Bl FALTHEEZRET:RS 3XFR0OEHY

(RS) ENEBEMEATTZ (0 = (T * Weight(T) + T,
~100 RA > N)o 77V
—arEnEEMm A * Weight(A) + « Test coverage
- . ¥ (T) = .75
ﬁxq;w\?«fwﬁﬂ S * Weight(S) +
RATOMEFHETY, * Alarms (A)
DXV:RS = Weighted P * Weight(P)) / = .75
Average (T, A, S, P) * SOPs (S)
(Weight(T) - 75
+ Weight(A) ) -
+ Weight(S) + ) MeeFlvg
Weight(P)) resiliency
policy (P)
= .5

F7VTr—>3>
e DEEMMER
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AAT7VY i 8H Formula 451
dAVR—F>
N
A7R@EROKS(IC
STEEhFET,
RS = ((.75

* .2) + (.75
* .2) + (.75

* . 2) + (.5
*.4)) /(.2
+ .2 + .2
+ .4)

DXV, RS = .65
or 65 points

ROKRFE, P7VT5—23>Q0R—%>2 N (AppComponents) E IR 4 7 OEZEH AT %5t
B 9% AWS Resilience Hub 7= (I THEAE DX EZRLTWET, = L. AppComponents & H
WA 7 OREEMEAIDT L. XD AWS Resilience Hub APl 2 LU THOKAEIBTE XY,

« RSo ZHU8 9 % /= % M DescribeAppAssessment
+ RSao & RSA ZHU8 9% 1= ® ListAppComponentCompliances

AppComponents E R4 7 OEEMEAIT ZFTE TSI R

A7V T
OAVR—%>
N

77)3aY
R—FRNZ
&, BRUH
WA 7E
DEEMm R
7 (RSao)

glil

B

AppCompon
ent A" &
4172&D

[EEMMERD
—mizL
TWa 2kl

Formula

AppComponent < & & & ORI R
A7 EOBEMERTT K, X

ODREFEHAL CGHEETNET,
RSao = (T * Weight(T) +

A * Weight(A) +

Bl

FTRXTOHREIALTD
RSao M HEIRFMHIE IR
DEHYTT,

* Test coverage
(T) = .75
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AWS L UTI>YANT

Q—H—H1 K

A7V T
OAVR—%>
b

S

HI<E%EAL
ShizA3d7
(0~100 7R A
> BN)o App
Component <
EBRVHMH
RATED
P& 1M 1 A
Tk, IXT
DERRAT
OMEFET
9o

D&V):RSao
= Weighted
Average (T,
A, S, P)

T, A, S, P
DERF, IX
TOHERTA
N

. SOP. AppC

omponent &
2L R Q0]
FEEMMEARL
—ZiEi
ThHICEHE
ENEZEDT
9o

Formula

S * Weight(S) +

P * Weight(P)) /

(Weight(T) + Weight(A) +
Weight(S) + Weight(P))

« Alarms (A)
= .75

* SOPs (S) = .75
Meeting

resiliency
policy (P) = .5

AppComponent & & T
PR AT EDESE
MEADATRERDOLS
ICFHEENET,

RSao = ((.75
* .2) + (.75
*.2) + (.75
* .2) + (.5
*.4)) /
(.2 + .2+ .2
+ .4)

DF'., RSao = .65
or 65 points
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U* AppCompon
ent O FEE %

RS —%&E
El®ICFE
ENEEDT
EP

AWS L UTIYANT I—H—Hq R

AAF7V>T FEA Formula £l

dVR—%>

N

AppCompon EEMMEAR)  AppComponent Z & DEEMMHER  IXNTOHERRATD

ent & DE S—&®/EL a7, RoXzFEAL TETHEE RSa D HEIRRFZMHIFIRD

EMHEAIT TWBZEl nE9, EBYTT,

(RSa) HI<E%EA{L
ENEARIT RSa = (T * Weight(T) + + Test coverage
(0~100 R4 A « weight(A) + (1) = .75
> B)s App « Alarms (A)
Component S * Weight(S) + = .75
< & OEEM o . SOPs (S) = .75
2T, P * Weight(P)) / s (s
?&_ﬁwﬁﬁ (Weight(T) + Weight(A) + resiliency
A7 Weight(S) + Weight(P)) SoIEy (D) 3 o
BE¥HTY,
DXV RSa ‘
= Weighted AppComponent < & M
Average (T, E%Wﬁl]?@ﬁ@
A, S, P) FDICFTEENET,
T, A S, P RSa = ((.75 * .2)
DfElF, TN + (.75 * .2) +
T OHEF 2 (.75 * .2) + (.5
N, 7o—A *.4)) /
. SOP, & (.2 + .2+ .2

+

.4)

DXV, RSa = .65
or 65 points
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AAF7V>T EBi# Formula 151

dAVR—F>

~

RETRA 7 FEEMmMERD PR 7 OEEMEADT IRTOHERRAT D

EDEEmMYE >—=MmiEL . ROXZFEAL THHEEZhE RSo MAIIRFZM4IFRD

A7 (RSo) TWad 2kl 9, EHBYTY,
HIOEZE#A
= nt27] RSo = (T * Weight(T) + A * =« Test coverage
7 (0~100 7 Weight(A) + (T) = .75
1Mo B 5 s weight(s) + P * * Alamms (A)
W2 7=& Weight(P)) / = .75
O [EE T 1 « SOPs (S) = .75
7\‘37!&"\ El (Weight(T) + Weight(A) + - Meeting
NTOHRE Weight(S) + Weight(P)) resiliency
XA 7O policy (P) = .5
E¥HTT,
2&FV:RSo o L
= UERElEE iR A 7T EDEE
Average (T, ﬂ’u'ﬂi_ZIIT’(i\ LS
A, S, P) SICFHEEhET,
T, A, S, P RSo = ((.75 * .2)
O, T v LorE T o2
T OHEF 2 (.75 * .2) + (.5
N, 7Z—L4 *.4)) /
. SOP, & (2 + .2+ .2
R A7 )
OREEMm 4R
) —%ik DXV, RSo = .65
TEHICFHE or 65 points
ENEZEDT
9,
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Q—H—H1 K

B

bl

AWS Resilience Hub I&, #EEMEAITOEZEL IXTF—

SAVEBATILEREE)HETET,

RORE, TZ—LA, SOPs, BEMMUERD S —ANQEH, PHRATOEAERLTVET, FHf
BATVGE, P7VT—=232 AVT7SARNZIOF ¥, AZ, V=230 8ENET,

(® Note

RI—DU—232 RTOEEEFE RPO Z—7Y hEeERLABVZ EZEBERL BE, U—
JAaVHERENTVEVREEDEXINICRILSIC, HOFMEATOEXATNICHL

TE/EMLE T,

T7Z—LAh, SOP, TAN, RUS—Z—=T7YRNDTIA K

HEREHOER

N

Z—A
SOP
TAK

BEEMMERY S —2HiET

FHF R A TRIOT A b

Gl e

F7)ir—>3ar
12T Z2ANZIOFY
TRAZEUT14—=V—2 (AZ)

J—vaz

(E8)

20 R4~ b
20 R4 > b
20 KA >~

40 R4 > b

=3 ERS
NEBEDITIAbN

40 RA >~
30 R4 > b
20 RA >~

10 R4 > b

=3V EREhTOV
BWEEDTIA b

44.44 KA~
33.33 KA K~
2222 RL >~

BB
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ERLTOHEEIEZ 77 )5—> 32 IC#4E 95 CloudFormation

EALO#HEEE, R—I TCloudFormation T 7L —KNDER, 2RI D&, BT7UT—
SAVOREDT T—LA, BEERFIE (SOP), £k AWSFIS 25 %Z5®& T % CloudFormation
7> 7 L— K AWS Resilience Hub Z#EK L £, CloudFormation > 7L — ~ & Amazon S3 /\
TYRMCREEH, ERLOEREER—DOTVTL—NOFHRTTT7L—MAD S3/NA
EMRETEET,

FEZE, KOVARNE, IC&K2TLIAVTENETS—ALLOXF—2 3> %8R
9% JSON FERX M CloudFormation 7> 7L — K~ &R L TWEF AWS Resilience Hub, Zh
l&. Employees &5 DynamoDB 77— I OF&EVYW AOY KU I TS5—ALTT,

T>7L—K® Resources £33 Tlk, DynamoDB T—7 )L MOEF&EY) AOY NILAXR> K
DEHN 1 ZBAEEEICTIT 1471275 AWS: :CloudWatch: :Alartm D7 5 — A DWTEEA
LTWVWET, £, 2 DOAWS: :SSM: :Parameter VY —Alk, EEBOT7 S UT5—3a>zAF v
¥ B &< AWS Resilience Hub , A1 AR—ILBEHVY—RAZREFITEDLSIZTBHXR
T—REERLET,

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Parameters" : {
"SNSTopicARN" : {
"Type" : "String",
"Description" : "The ARN of the Amazon SNS topic to which alarm status changes
are to be sent. This must be in the same Region being deployed.",
"AllowedPattern" : "~arn:(aws|aws-cn|aws-iso|aws-iso-[a-z]{1}|aws-us-gov):sns:

([a-z]{2}-((iso[a-z]{0,1}-)]|(gov-)){0,1}[a-z]+-[0-9]):[@0-9]1{12}:[A-Za-z0-9/][A-Za-
z0-9:_/+=,@.-1{1,2563}%"
}
.

"Resources" : {

"ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm" :
{
"Type" : "AWS::CloudWatch::Alarm",
"Properties" : {
"AlarmDescription" : "An Alarm by AWS Resilience Hub that alerts when the
number of read-throttle events are greater than 1.",
"AlarmName" : "ResilienceHub-ReadThrottleEventsAlarm-2020-04-01_Employees-ON-
DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9",
"AlarmActions" : [ {
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"Ref" : "SNSTopicARN"
11,
"MetricName" : "ReadThrottleEvents",
"Namespace" : "AWS/DynamoDB",
"Statistic" : "Sum",
"Dimensions" : [ {

"Name" : "TableName",

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
1,
"Period" : 60,
"EvaluationPeriods" : 1,

"DatapointsToAlarm" : 1,
"Threshold" : 1,

"ComparisonOperator" : "GreaterThanOrEqualToThreshold",
"TreatMissingData" : "notBreaching",
"Unit" : "Count"
},
"Metadata" : {
"AWS: :ResilienceHub: :Monitoring" : {
"recommendationId" : "dynamodb:alarm:health-read_throttle_events:2020-04-01"
}
}

}I

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alazxn
{

"Type" : "AWS::SSM::Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Alarm/3f904525-4bfa-430f-96ef-58ec9b19aa73/dynamodb-

alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-Q@-DynamoDBTable-
PXBZQYH3DCJ9",
"Type" : "String",
"Value" : {
"Fn::Sub"
"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alarm}"
1,
"Description" : "SSM Parameter for identifying installed resources."
}
1,

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCI9Alazxn

{
"Type" : "AWS::SSM::Parameter",

"Properties" : {
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"Name" : "/ResilienceHub/Info/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/
dynamodb-alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-0Q-
DynamoDBTable-PXBZQYH3DCJ9",

"Type" : "String",
"Value" : {
"Fn::Sub" : "{\"alarmName\":

\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

},

"Description" : "SSM Parameter for identifying installed resources."

CloudFormation ¥ 7'L—NDOZLE

TZ—L, SOP, &IFAWSFISUY—REXA VT 7VT—2 3V ICRETAIREBERFE
&, 77U5—>3a> 57207 L—haRiR92T77L—KNCRHOVY—RAELTEMNTSHET
o LUTIZRT JSON XD 7 7 4 )Lik., DynamoDB 57— )L % CloudFormation 7> 7L — KT
HRRTDIFEOERNEBMELZREBRLET, BEOTIVIT—>23 Il EBMoTr—7IkE, &
SICVKD2DPDOUY—ANEENDAEHEN BV ET,

"AWSTemplateFormatVersion": "2010-09-09T00:00:00.000Z",
"Description": "Application Stack with Employees Table",
"Outputs": {
"DynamoDBTable": {
"Description": "The DynamoDB Table Name",
"Value": {"Ref": "Employees"}

}I

"Resources": {
"Employees": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {
"BillingMode": "PAY_PER_REQUEST",
"AttributeDefinitions": [

{
"AttributeName": "USER_ID",
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"AttributeType": "S"

},
{
"AttributeName": "RANGE_ATTRIBUTE",
"AttributeType": "S"
}
1,
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,

"PointInTimeRecoverySpecification": {
"PointInTimeRecoveryEnabled": true

I
"Tags": [
{
"Key": "Key",
"Value": "Value"
}
1,
"LocalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-local-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
I
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
1,
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"GlobalSecondaryIndexes": [

{
"IndexName": "resiliencehub-index-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}

To2—LVIY—RETF7)T5r—232ee8F7O04TERLSICTRICRE. N\—ROA—F127J
ENEVY—RETTIVT—23 ARy VOBNSRICEEBRADIMEN BV ET,

T T, AWS::Cloudwatch::Alarm DU Y —AERBTUTEZEEL TS EE L,
"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCI9"
ROESIZEELET,
"Walue" : {"Ref": "Employees"}
AWS: :SSM: :Parameter DY —AEZTUTZEELET,

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededDynamoDBEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alazrn

\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

RDESIZEELET,

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
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\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",\"resourceld
\":\"${Employees}\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

SOPs X* AWS FIS £ ® CloudFormation 7> 7L — N Z2ZET35H8k. /\—RIO—R&EhiEtS
BIDs, \—ROITOEEZRECIEHEHETH I FNSRICEZEHRA T, AL77O0—F=2HY £
9,

DynamoDB 7—7ILANOSB%Z#EHAL T, CloudFormation AL T &EERTTEDKSICLET,

c £F, F—BR—ATF—TILEERLET,

s ERENLEVY—ADERDO ID ZEICTZ—ATHERAL., CloudFormation &)Y —AZEZ it
ABDUENHDHEERFToI—LZEHNICEHRLET,

(@ Note

ABYIDRARRBDAZY IOV —AHIDSRBEE, T CloudFormation 77°1)
T—2aV D)V —RZEBIRLEHOR)EERAFEZBIRTEEXT, CloudFormation(7=
EU, LOXDF—23 2 ABYIEXAVAZY VERBICLTEEZELVESRRE, 200
AV OB THRRZETHLEERETILEN HYET, )

& 52, HashiCorp @ Terraform B E DY — R/)N—F 1Y —)LZFEAL T, Infrastructure as
Code (IaC) 27O a_-_>J 33 ETEEXT,
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AWS Resilience Hub APIs &R L =77 ) —>3a> 08
REETE

AWS Resilience Hub IV =)L ZFEALTT7 7V r—>a 28 RB RVPEETIRDIC,

AWS Resilience Hub Zf#f 92 &. AWS Resilience Hub APIs Z AL T7 77U —> 3> #8R
BRUOBETEET, COETIE, AWS Resilience Hub APIsZERALTT7 77U —> 3> 2 ERT
BDHECODVTHIBLET, £, API ZETIBIEFY, BULBHEEEICRETILEN HD/N
FA—REIZDODVTEERZLTVERT, FHICOVTR., UTORBRNEY VESBLTLSEETL,

+ the section called “7 7’V —< 3> O %(E"
 the sectioncalled “7 7’V —2 3> OERTEDTH
 the sectioncalled “7 7’U4o—< 3> OIEIE”

T7U—>3a>n0xE

T7Ur—2a> 728 EG32lk, £IFT77U5—>a3a %2R0, BEMERUS—EE)HTT
A5, AAV—ANSTFTV5—2a32 1 )Y—R A R—NFTIUENNHYEST, 77UT5—>3
T DOEFBIZERE D AWS Resilience Hub APIs OFEMIC DWW TR, UTOREY %23 HBL TL
EEW,

 the sectioncalled “ 77— 3> OER

+ the section called “BEEMHER) > —DHER"

« the sectioncalled “Z 7V —>3> ) —ADAVR—RNEAVR—NAT—RADER”

« the sectioncalled “7 7)o —>a > ORITEBEEMHUER) S —OE|V) HT”

Creating an application

THLWTF U5 —2 3> #ERT 5 ICIE AWS Resilience Hub, CreateApp APl Z U H L,
—BOT7IT—2a BEEBETIHLENHYET. <O API OFMIZOVTIE, Mhttps://
docs.aws.amazon.com/resilience-hub/latest/APIReference/AP|_CreateApp.htmly S BL T &
(A

ROBITIE, AWS Resilience Hub TCreateApp APl ZFEAL THLWF U —> 3 newApp%
ERTBDHEERLTVET,
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aws resiliencehub create-app --name newApp

=

IlappII: {
"appArn": "<App_ARN>",
"name": "newApp",

"creationTime": "2022-10-26T19:48:00.434000+03:00",
"status": "Active",

"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,

"tags": {},

"assessmentSchedule": "Disabled"

[EEMERD S —OERK

T7)r—>3a>zERL S, CreateResiliencyPolicy APl ZFERALTT7 7 VT —
JAVOEEMUEZRIETEDISICTIEEMUERIS —ZERTIXENN HGVET,

M APl OFEMIC DWW TIE., Mhitps://docs.aws.amazon.com/resilience-hub/latest/APIReference/
AP|_CreateResiliencyPolicy.html, Z2Z8BL T &L,

XDOPlE, CreateResiliencyPolicy APl AWS Resilience Hub 2R LT TF7 77U —< 3
~newPolicyAIC ZHER TR FEERLTVET,

DOITABN

aws resiliencehub create-resiliency-policy \

--policy-name newPolicy --tier NonCritical \

--policy '{"AZ": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \
"Hardware": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \
"Software": {"rtoInSecs": 172800, "rpoInSecs": 86400}}"

&

"policy": {

FEEMMERD S —OER 128


https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateResiliencyPolicy.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateResiliencyPolicy.html

AWS L UTI>YANT I—H—HA K

"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"policyDescription": "",
"datalLocationConstraint": "AnylLocation",
"tier": "NonCritical",
"estimatedCostTier": "L1",
"policy": {

"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}
}I
"creationTime": "2022-10-26T20:48:05.946000+03:00",
"tags": {3}

ABV=ADEDVI—ADAVIR—RNEAVR—RNAT—RADER

AWS Resilience Hub ICl&, 77705 —=23 2 ICI)Y—AZAR—RNTBEHORD APIs YAE
ThTVWET,

- ImportResourcesToDraftAppVersion— M APl 2 T2 &, EEXTEXBANLY —
ANSTTIT—23a>oRSTINN=23a2 )Y —REAVR—RNTEET, 0O API
OFMMICDVWTE. Thitps://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_ImportResourcesToDraftAppVersion.htmly ZZBL T EE L,

+ PublishAppVersion- Z® APl (&, E#H & hiz AppComponents EEEICT T UT5—>3a>n
FLWN=23 2 ZRITUET. 0O API OFHAICDOVWTIE, Mhitps://docs.aws.amazon.com/
resilience-hub/latest/APIReference/AP|_PublishAppVersion.htmly ZZBL T E&E ),

- DescribeDraftAppVersionResourcesImportStatus— < ® APl ZERdT% &, U
V=AQOT7VT—=232N=23ADA UV R—RAT—2AZER/TEERT, 0 API
DOFMICDVWTE. Thitps://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API|_DescribeDraftAppVersionResourcesImportStatus.html; ZZBL TV,
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RO TIE, ImportResourcesToDraftAppVersion APl ZfHL T Y —A% AWS Resilience

Hub D77 U =23V ICAVR—NF2EEERLTVET,
VOIAK

aws resiliencehub import-resources-to-draft-app-version \
--app-arn <App_ARN> \

--terraform-sources '[{"s3StateFileUrl": <S3_URI>}]'

JSE
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"sourceArns": [],
"status": "Pending",
"terraformSources": [
{
"s3StateFileUrl": <S3_URI>
}
]
}

RDFIE. CreateAppVersionResource APl ZfEH L T AWS Resilience Hub O 7 7' —< 3

VY —AZFHTEMNTZHEZRLTVERT,

DOITAK

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_resource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

B

"appArn": "<App_ARN>",
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"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
.
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
.

"resourceType": "AWS::EFS::FileSystem",
"appComponents": [

{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

}

RDOBITEE, AWS Resilience Hub T DescribeDraftAppVersionResourcesImportStatus
API ZERAL T, VDY—ADAVR—RNAT—RAZERTEHEERLTVET,

DOITAK

aws resiliencehub describe-draft-app-version-resources-import-status \
--app-arn <App_ARN>

S
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"status": "Success",
"statusChangeTime": "2022-10-26T19:55:18.471000+03:00"
}
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AWS L UTI>YANT

TTUT—Y A ORI N—Y 3L ORTEBERERY S — 0B
e

AMEZRITIDEINC, KITTTVT—2320ORTFTINN=2322RTL, VU—AREhiz/NN—
A oOT7TVT—2avICEEMERIS —2EWETI2HENHYET,

1.

T7UTr—23a>0ORST7NN=232ZRTL, BEMERUS —28)HTAICE

T7Vr—>3>0ORI7MN—232ZRTTSICIE PublishAppVersion APl Z £
LET, O API OFMICDOWVWTIE, https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_PublishAppVersion.htmly 2B L T EE V),

RO, PublishAppVersion API AWS Resilience Hub 2L T T7 7V —>3a>m
RSTRMN=2322RTIDFEERLTVET,

DOTAbB

aws resiliencehub publish-app-version \
--app-arn <App_ARN>

L AR A

"appArn": "<App_ARN>",
"appVersion": "release"

}

UpdateApp API ZFEBAL T, VU—RENEN—23a2 077U 5= 3> ICEEmMERY
O—%BERALET, <O API OFFMIC OV T, Thttps://docs.aws.amazon.com/resilience-
hub/latest/APIReference/AP|_UpdateApp.htmly ZZBRL T E&E L\,

RO, UpdateApp API AWS Resilience Hub 2L T TU U —RA&Ehiz/N\—>3a> 07
TVr—=2 a3 ICBEMER) S —2ERAITSZAEZRLTVERT,
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--app-arn <App_ARN> \
--policy-arn <Policy_ARN>

LARVA
{
||app||: {
"appArn": "<App_ARN>",
"name": "newApp",

"policyArn": "<Policy_ARN>",
"creationTime": "2022-10-26T19:48:00.434000+03:00",

"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {

"resourceArn": "<App_ARN>"
b
"assessmentSchedule": "Disabled"

FE= AWS Resilience Hub T4l 0 17L& EE

T70r—23a>oHsLWN—232&2RTLES, HILLEEMETMERITL. BRESHL
T T7VTr—2 32 FREMYERIVS—TERENTVBHET—IO0— R RTO &£#E RPO %Z
MIELTVWBRCCZBRBIBLBEN YV ET, FHMliTl. F77VIT5—>32 20 KR—F2 MNOKRE
ZRI—EHBL, PZ—A, SOP, TAMNDHREEEZERLET,

FAMACOVTE, LTORRNEY VZSRLTEEL,

« the section called “FEE i M5l D E1T & B4R
« the section called “FEEER) S —OER”

FEZE AWS Resilience Hub TR O ETEEZX) T

TEEMmMMEMME Z321TL AWS Resilience Hub, TNDAT—RAZE_ZU>2TFTBICE, XD
APIsZER T XENHYET,
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« StartAppAssessment— O API 77V Tr—>3 > 0fH L VB ZERLET. <D
APl OFMEIZ DWTIE, TMhttps://docs.aws.amazon.com/resilience-hub/latest/APIReference/
AP|_StartAppAssessment.html; ZZBL T EE L\,

- DescribeAppAssessment— C® APl &, 77U —2 3> OFEIC OV TEHBAL, FHMED
RTAT—RAEZRHLET, <O API OFMIC DWW T, Thitps://docs.aws.amazon.com/
resilience-hub/latest/APIReference/AP|_DescribeAppAssessment.htmly ZZB L T<EE ),

ROBITIE, StartAppAssessment APl ZfEf L T AWS Resilience Hub T#H L Wi D E1TZ
MIBDHEERLET,

DOITAK

aws resiliencehub start-app-assessment \
--app-arn <App_ARN> \

--app-version release \
--assessment-name first-assessment

B

"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"invoker": "User",
"assessmentStatus": "Pending",
"startTime": "2022-10-27T08:15:10.452000+03:00",
"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"datalLocationConstraint": "AnylLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},
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"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},
"tags": {}

ROBITIE, DescribeAppAssessment APl ZfEH L T AWS Resilience Hub TFHMEiD A7 —2 A
EERTDAHEERLTVET, assessmentStatusEHD SFTHAND AT —2AZHMETEE T,

DOIAN

aws resiliencehub describe-app-assessment \
--assessment-arn <Assessment_ARN>

&

"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"cost": {
"amount": 0.0,
"currency": "USD",

"frequency": "Monthly"

.

"resiliencyScore": {
"score": 0.27,
"disruptionScore": {

"AZ": 0.42,
"Hardware": 0.0,
"Region": 0.0,
"Software": 0.38

I,
"compliance": {
IIAZII: {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
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"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": 0

.

"Hardware": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 2595601,
"currentRpoInSecs": 2592001,
"complianceStatus": "PolicyBreached",
"achievableRpoInSecs": @

},

"Software": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": 0

}
},
"complianceStatus": "PolicyBreached",
"assessmentStatus": "Success",

"startTime": "2022-10-27T08:15:10.452000+03:00",

"endTime": "2022-10-27T08:15:31.883000+03:00",

"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"datalLocationConstraint": "AnyLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

I

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

I

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

iy
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"tags": {}
}
}
AT %5 SR D FERER

AHMEATEREICET LIS, RO API 2R L TRMEBRZ/ND CEANTEFRT,

- DescribeAppAssessment — <M API Tld, BEEMHRIS—EBSLEDETT IV —
JAVOBREDAT—RAZEWNTDENTEEXRT, 52, complianceStatus ¥
ASAVT ATV AART—RAZMEHL 12V, resiliencyScore BEN SEHFMRA T
OEEMEATT7ZMEL LV TEIEETERT., <O API OFMEICOVWTE, Mhitps://
docs.aws.amazon.com/resilience-hub/latest/APIReference/AP|_DescribeAppAssessment.html; %
ZRLTLEEV,

« ListAlarmRecommendations - Z® API Tlk, @D Amazon VY —AX—L (ARN) Z
AULTTPS—LOHRBEEZENBIZENTEET, COAPIOFMICOVWTIE, Mhitps://
docs.aws.amazon.com/resilience-hub/latest/APIReference/API|_ListAlarmRecommendations.html
ZSRBRLTLEETY,

(® Note

SOP &£ FISTANDHREEHZREBITSIC
l&. ListSopRecommendations& ListTestRecommendationsAPlI ZERAL T EE
Wo

ROBITIE, ListAlarmRecommendations API ZfERA L TEHME® Amazon )Y — A% — LA (ARN)
ZEERALTTZ—ALALOAXF—23a>0BBEEZRLET,

(® Note

SOP £ FISTANDHREEFAZEEBETSICIE. ListSopRecommendationsE =
[ListTestRecommendationsiCBE]Z TS EE L,

DOITAK

aws resiliencehub list-alarm-recommendations \
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--assessment-arn <Assessment_ARN>

SE
{
"alarmRecommendations": [
{

"recommendationId": "78ece7f8-c776-499e-baa8-b35f5e8b8ba2",
"referenceld": "app_common:alarm:synthetic_canary:2021-04-01",
"name": "AWSResilienceHub-SyntheticCanaryInRegionAlarm_2021-04-01",
"description": "A monitor for the entire application, configured to

constantly verify that the application API/endpoints are available",
"type": "Metric",

"appComponentName": "appcommon",
"items": [
{
"resourcelId": "us-west-2",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
1)
"prerequisite": '"Make sure Amazon CloudWatch Synthetics is setup to monitor

the application (see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/
latest/monitoring/CloudwWatch_Synthetics_Canaries.html\" target=\"_blank\">docs</a>).
\nMake sure that the Synthetics Name passed in the alarm dimension matches the name of
the Synthetic Canary. It Defaults to the name of the application.\n"

1,
{
"recommendationId": "d9c72c58-8c00-43f@-ad5d-0c6e5332b84b",
"referenceld": "efs:alarm:percent_io_limit:2020-04-01",
"name": "AWSResilienceHub-EFSHighIoAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when Amazon EFS

I/0 load is more than 90% for too much time",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
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]

.

{
"recommendationId": "0@9f340cd-3427-4f66-8923-7f289d4a3216",
"referenceId": "efs:alarm:mount_failure:2020-04-01",
"name": "AWSResilienceHub-EFSMountFailureAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when volume

failed to mount to EC2 instance",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "* Make sure Amazon EFS utils are installed(see the <a
href=\"https://github.com/aws/efs-utils#installation\" target=\"_blank\">docs</a>).
\n* Make sure cloudwatch logs are enabled in efs-utils (see the <a href=\"https://
github.com/aws/efs-utils#step-2-enable-cloudwatch-log-feature-in-efs-utils-config-
file-etcamazonefsefs-utilsconf\" target=\"_blank\">docs</a>).\n* Make sure that
you've configured ‘log_group_name® in " /etc/amazon/efs/efs-utils.conf’, for example:
“log_group_name = /aws/efs/utils’ .\n* Use the created "log_group_name ™ in the
generated alarm. Find ‘LogGroupName: REPLACE_ME® in the alarm and make sure the
“log_group_name” is used instead of REPLACE_ME.\n"

.

{
"recommendationId": "b@f57d2a-1220-4f40-a585-6dable79cee2",
"referenceId": "efs:alarm:client_connections:2020-04-01",
"name": "AWSResilienceHub-EFSHighClientConnectionsAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when client

connection number deviation is over the specified threshold",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
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},
{
"recommendationId": "15f49b10-9bac-4494-b376-705f8da252d7",
"referenceId": "rds:alarm:health-storage:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowStorageAlarm_2020-04-01",
"description": "Reports when database free storage is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{
"recommendationId": "cl1l906101-cea8-4f77-be7b-60abb07621f5",
"referenceld": "rds:alarm:health-connections:2020-04-01",
"name": "AWSResilienceHub-RDSInstanceConnectionSpikeAlarm_2020-04-01",
"description": "Reports when database connection count is anomalous",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "f169b8d4-45c1-4238-95d1-ecdd8d5153fe",
"referenceId": "rds:alarm:health-cpu:2020-04-01",
"name": "AWSResilienceHub-RDSInstanceOverUtilizedCpuAlarm_2020-04-01",

"description": "Reports when database used CPU is high",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
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"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{
"recommendationId": "69da8459-cbe4-4bal-a476-80c7ebf096f0",
"referenceId": "rds:alarm:health-memory:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowMemoryAlarm_2020-04-01",
"description": "Reports when database free memory is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "67e7902a-f658-439e-916b-251a57b97c8a",

"referenceld": "ecs:alarm:health-service_cpu_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighCpuUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub that triggers when CPU
utilization of ECS tasks of Service exceeds the threshold",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
I
{

"recommendationId": "fb30cb91-1f09-4abd-bd2e-9e8ee8550eb0",
"referenceId": "ecs:alarm:health-service_memory_utilization:2020-04-01",
"name": "AWSResilienceHub-ECSServiceHighMemoryUtilizationAlarm_2020-04-01",
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"description": "An alarm by AWS Resilience Hub for Amazon ECS that
indicates if the percentage of memory that is used in the service, is exceeding
specified threshold limit",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourceld": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
I
{

"recommendationId": "1bd45a8e-dd58-4a8e-a628-bdbee234efed”,

"referenceld": "ecs:alarm:health-service_sample_count:2020-04-01",

"name": "AWSResilienceHub-ECSServiceSampleCountAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that triggers
if the count of tasks isn't equal Service Desired Count",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
1,
"prerequisite": "Make sure the Container Insights on Amazon ECS is enabled:

(see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
deploy-container-insights-ECS-cluster.html\" target=\"_blank\">docs</a>)."
}

ROBITIE, ListAppComponentRecommendations APl ZfFEfA L THREEK BRENEEMHEE
MEETERLOOHRBEER) ZIEITHIHEZTRLTVET,

DOITAK

aws resiliencehub list-app-component-recommendations \
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--assessment-arn <Assessment_ARN>
L AR A
{
"componentRecommendations": [
{
"appComponentName": "computeappcomponent-nrz",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
b
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes.

backups"

cluster with volumes.

backups"

cluster with volumes.

(Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore
(Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
b
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

(Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

EEMMERY S —0ER

143



AWS L UTI>YANT I—H—HA K

"expectedRpoDescription": "Based on the frequency of the
backups"

1,

"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore
cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups™"
},
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the

backups"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"
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}
1,
"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
1,
{
"cost": {
"amount": 14.74,
"currency": "USD",
"frequency": "Monthly"
1,
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're

launching using EC2, with DesiredCount > 1 in multiple AZs and CapacityProviders with
MinSize > 1",

"expectedRpoInSecs": 0,

"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're

launching using EC2, with DesiredCount > 1 and CapacityProviders with MinSize > 1",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."

},

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
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"expectedRpoDescription": "Based on the frequency of the
backups"
}
1,
"optimizationType": "BestAZRecovery",
"description": "Stateful Amazon ECS service with launch type Amazon

EC2 and Amazon EFS storage, deployed in multiple AZs. AWS Backup is used to backup
Amazon EFS and copy snapshots in-Region.",
"suggestedChanges": [
"Add AWS Auto Scaling Groups and Capacity Providers in multiple
AZs",
"Change desired count of the setup",
"Remove Amazon EBS volume"
1,
"haArchitecture": "BackupAndRestore",
"referenceId": "ecs:config:ec2-multi_az-efs-backups:2022-02-16"

"appComponentName": "databaseappcomponent-hji",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {

"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 1800,

"expectedRtoDescription": "Estimated time to restore from
an RDS backup. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

I
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
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"expectedRtoInSecs": 1800,

"expectedRtoDescription": "Estimated time to restore from
snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

},

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may

vary)."

}
},
"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
},
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
DAZTE
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from
estimate).",
"expectedRpoInSecs": 86400,
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schedule. (Estimates
vary)."

snapshot. (Estimates
estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates

estimate).",

schedule. (Estimates
vary)."

"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

I

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

},

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

}
},
"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
},
{
"cost": {
"amount": 76.73,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
DAZTE
"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 120,
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"expectedRtoDescription": "Estimated time to promote a
secondary instance.",
"expectedRpoInSecs": 0,

"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a
secondary instance.",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Estimate time to backtrack to a
stable state.",
"expectedRpoInSecs": 300,
"expectedRpoDescription": "Estimate for latest restorable
time for point in time recovery."
}
1,
"optimizationType": "BestAZRecovery",
"description": "Aurora database cluster with one read replica, with

backtracking window of 24 hours.",
"suggestedChanges": [
"Add read replica in the same Region",
"Change DB instance to a supported class (db.t3.small)",
"Change to Aurora",
"Enable cluster backtracking",
"Enable instance backup with retention period 7"

1,
"haArchitecture": "WarmStandby",
"referenceId": "rds:config:aurora-backtracking"
}
]
I
{
"appComponentName": "storageappcomponent-rlb",
"recommendationStatus": "BreachedUnattainable",

"configRecommendations": [
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"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
},
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Recovery Point Objective for

Amazon EFS from backups, derived from backup frequency"

}
I
"optimizationType": "BestAZRecovery",
"description": "Amazon EFS with backups configured",
"suggestedChanges": [
"Add additional availability zone"
1,
"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"

"cost": {
"amount": 0.0,
"currency": "USD",
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"frequency": "Monthly"

1,
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
},
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
1,
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
1,
"optimizationType": "BestAttainable",
"description": "Amazon EFS with backups configured",

"suggestedChanges": [
"Add additional availability zone"
1,
"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"
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RDFIE. CreateAppVersionResource APl ZfEH L T AWS Resilience Hub O 7 7' —< 3
JICUY—REFEHTEMIDHFEZRLTVET,

DOITAB

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
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--physical-resource-id '<Physical_resource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

L AR A

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
I
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
I
"resourceType": "AWS::EFS::FileSystem",
"appComponents": [

{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

}

)Y —ZA#&BADOTF7 TV —23a> A R—ZF2 NZTIL—71

T7U—>3a> Q2 KR—=> N (AppComponent) &, BE—DI1ZY NELTHEBRKTEAKTS
BEEAWS UY—ADTN—TTT, L&ald, AZNAF7O04ELTERAEhDIO0AR)—
2avI)—U0—RIFH3BE. ICE. EOAWS VY —=AKEDZ AT D AppComponent IZE T
EBNZHRET S/ —IL AWS Resilience Hub A& ) £F, AWS Resilience Hub Tl&k., XD Y —
AEE APIs ZFERALTUY—A% 1 D20 AppComponent i- T IIL—FLTEET,

« UpdateAppVersionResource— c M API @7 7UTr—>3a> )Y —AFHZEHLET, C
D APl OFFMIC DWW TIX, UpdateAppVersionResource 25 L TS & L\,

- DeleteAppVersionAppComponent— Z® APl &7 7)o —< 3> A S AppComponent % Bl BR
LET. <D API OFFMIC DWTIE, DeleteAppVersionAppComponent ZZ 8B L TS &L\,
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RDOPlE, DeleteAppVersionAppComponent API AWS Resilience Hub 2R L T T7 71
T—=232O)V—ADFMEEH IS HEZRLTVET,

DOIAK

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

L AR A

"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {

"name": '"new-app-component",
"type": "AWS::ResilienceHub: :StorageAppComponent",
"id": "new-app-component"

R DOFE, UpdateAppVersionResource APl AWS Resilience Hub Z AL TRIOHITHER L =
ZZM AppComponent ZHIBR T2 FEZEZRLTVET,

DOITAK

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

L AR A

"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {

"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"
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}
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AWS Resilience Hub Tk, UpdateAppVersionResourceAP| ZFEHAL TEHMEAL S U Y —AZ BRI
TEET, chsDUY—RARF, F7UTF—>2a3a > 0BEEMEZFEITIRICEZEEESNER A,
M APl OFHIZ DWW T, Thttps://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_UpdateAppVersionResource.htmly Z25BL T &L,

(® Note
AR —=ARBAVR—RENLEVY—ADKERATERT,

RDFIE. UpdateAppVersionResource APl Z{EH 3 % FBEIC AWS Resilience Hub O 7 7" 7 —
>a>oI)V—-REBRATEFEERLTVET,

DOITAbB

aws resiliencehub update-app-version-resource \
--app-arn <App_ARN> \

--resource-name "ec2instance-nvz" \

--excluded

L AR A

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {

"resourceName": "ec2instance-nvz",
"logicalResourceId": {
"identifier": "ec2",
"terraformSourceName": "test.state.file"
.

"physicalResourceId": {
"identifier": "i-0b58265a694e5ffcl",
"type": "Native",
"awsRegion": "us-west-2",
"awsAccountId": "123456789101"
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},
"resourceType": "AWS::EC2::Instance",
"appComponents": [

{

"name": "computeappcomponent-nrz",
"type": "AWS::ResilienceHub: :ComputeAppComponent"
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"resiliencehub:action2"

]

AWS Resilience Hub D 7 A F>o T AT AR—ADRI) S —OHZERTTHICIEFE. 71 #3BLTL
7£& WAWS Resilience Hub D7 4 7> T4 T AR—=ADKRI) S —DHi,
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NOTOEAFAZYR—KNLEBEVWT O3 056, AT—RMX2 R IXTODY—AICHER
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"Resource": "*"

AWS Resilience Hub UY —A & A4 7°& F® ARNsAWS "Resilience Hub TEZ&cn3 )Y —2Z
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—HERRBIENTEET, IXTOAWS JO-NILFZHF—Z8EIZICE. "IAMI—H—7
A4 Ry OAWS TJO-NILEHEIDVTHFARF—1 2ZRLTEE,

AWS Resilience Hub & H4F—DV AN ZHEFEITDICEE. "H—EAFAUT 7LV AL OAWS
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AR —=ZERTVETAH, JSONRUZ—RFIXY MEXBEALEE A

AWS Resilience Hub Z{#E A L 7= ABAC
ABAC (R —ADORT) DHR—K: —Ff

BUNR—AOTItAOY MO—JL (ABAC) k. ZTEHENZIEHICEIVTT IV EAFTTEZER
THRAHBETT. IAMIVTATAEAWS VY —RIZRTZTERYTFL, TV NILORTN
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A7TOEMCOVTE, TH—EARRBAUT7L>A; OAWS Resilience Hub 723>, 1)
V—A, BrUOEHF—, #S5BLTLKEZLV, ARNs

NEY D
« IRUI—ICEETEIRANTZOT1A
« AWS Resilience Hub >V — L O EA

AWS Resilience Hub & IAM 0E# A% 168


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html

AWS L UITVANT 1—H—FA K
- B DERORTRZI—H—ICFFAITS

- FRATEES AWS Resilience Hb 77— a> n—ERTR

« PZ7U— 3 FHMEDRER

« P77V =2 a2 M0 B

s BEQTZVT—23a> 0L X TF—23a 0T 7TL—hOER

s BEQTZ7VT—23 LX) F—23 77— bOHIK

- BEOEBEMURVS —ZFEALTTZUT—3 2 28HTS

RID—ICETRIRARNTSIOT14RA

ID R—ADR) S —&, 7HI7> NAD AWS Resilience Hub Y —RA%ZER., TOEA, £hiE
UBTEBAESHERELET. ChEOTIaVTH. ANS PHYY NCBANRET S
ENFBYVET, PTATUOTATAR=—ARIS—ZERLEVRELIZY) TBRBRICIE, ATOHA R
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VE—IRARVI—ZSBLTLIEEV,
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S5 (JSON) BRUIAM DRARNTTZIT A AICERTBESIZLET, IAMTIERT A
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H—F 100 ZBADR)—FIVOELRANGHRERZRMEL, 2 THENEZRVD —0
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PRI D 2ZRL T EE L,

- ZEXRRI MFA) ZERTD -TIAMI1—Y—FLRII— NI —ZRXEBETRFTIVIND
2HBEEAWS THIUN, MFAZAIZLTEFIUT 1 Z@BILLET, APl ARL—23 >
HFHRTHENDEEICMFAZMLAICLTDICE, RUS—IC MFAZHEZBMLET, FHHAICOV
T, IAIMI—HY—HALA ROMFAZFERALIELZELBRAPI 7OEA ZSBLTLIEEL,

IAM TORARNTSUF 4 ADFEMBIC OV TR, IAM I—HF—HA K O IAM TOEFIUT 1 ONX
ARTSOT 4 A BBBLTLEE L,

AWS Resilience Hub A Y — )L O {EH

AWS Resilience Hub AV —=)LICT7 9t ATBICE, RPEROT7 IV ELAHFAHNIYVETT, chsd
TOEAFITICKY), O AWS Resilience Hub VY —ADFHMlZ —BERREIVPKRRITEET AWS
THIV Mo BIPBYUBELBHALYEHBABELVWTATFUTATAR—ADKRIS —%ERTS
E, FORV—%EOIDTIVTA474 (A—Y—F£FO-)) CRLTOVYV—INFERLEES
VICHEELFH A

AWS CLI £7zl& AWS APl 0 A ZROHII—H—ICk, |FPROOAVY-ILT IV EAFAZNE
TRIBEBERFHYELEA, KDYIZ, EITLELSELTVBR APIFRL =23 VII—HIBDT70>3
VORNDT VEANFAENET,

I—H%—&0O-—I)LA" 5| EHE AWS Resilience Hub AV =)L ZFERTESDRSICTHICE. T
T 1 7 4 | AWS Resilience Hub ConsoleAccessE izl& ReadOnly AWS BRI —ET XY F
LET, FHICOVTR, TITAMI—H—HA R, O "J—HF—-AOT7 7 LAFANENM, 258
LTLEEL,

RDRIZ—IE, AWS Resilience Hub IV —=)LAOIXNTON Y —AZ—EBEXRTIBLPRRTD
TOEAFAZI-—HY—IRAELERTH., R, EF. HIRTDERFTEXLA,
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"resiliencehub:List*",
"resiliencehub:Descxribe*"

1,

"Resource": "*"

BODERORRZEZI—F—ICHFAITS

COPITR, A—F—TATFUTATALTRYIFENLAVTAVHEROIZR—D RRIZ—DFK
REIAM A—H—CHATRIR)—OERGEERLET, cORUZ—CF, IVVY—IT,
FFE AWSCLI £zl AWS API ZHEALTTOJZATIOT I AV EETITDT UV AHA
FEEIATLVET,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"ijam:ListPolicyVersions",

"iam:ListPolicies",
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"iam:ListUsers"

1,

"Resource": "*"

fEFA AT 8E7x AWS Resilience Hub 7 7’V —>3a> O —8X R

RORYS—Tlk, FIBAFEER AWS Resilience Hub 77U —>a > # —8RRT2T7 I EAHA
Z1—H—(CE5ELET,

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:ListApps"

1,

"Resource": [

g

T7Ur—2aiiioRs

RORYS—IE, BED AWS Resilience Hub 777D —2 3> O i zHe T2 7 O AFA %=
l_ﬁ_(':ﬁ"%bi@'o

JSON
{

"Version":"2012-10-17",
"Statement": [
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{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:StartAppAssessment”

]I
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
]
}
]
}

T 7T —2 a0 IR

RDR)S —IE, $BHED AWS Resilience Hub 77’V —> 3> Oz EIBR T2 7V A%
1—HY—ICE5LET,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample"”,
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteAppAssessment"”
]I
"Resourxce": [
"arn:aws:resiliencehub:*:*:app/appId"
]
}

BEQOTF7ITr—>3>OLOXF—23>7o7L—bMOERK

o

RDORISD—IE, BED AWS Resilience Hub 77’V —>3a> oL IXF—=>3a> 5> 7L—k
BERTHATOEEAFT 21— —ICHELET,
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:CreateRecommendationTemplate"
]I
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

BEQOT7VTr—>3>0LAX>TF—230 T2 7L—NOHIR

RORIS —F, BED AWS Resilience Hub 77U —>3a> L aOXVF
ZHIBRT DT OAFAEZI—H—ICHELE T,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteRecommendationTemplate"
]I
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
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BEDEEMERIS —2®/ALITTVTI—>3 2 Z2EHMTD
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THIHERZI—H—IZFELET,

IAM O— )L & XV HERDERE
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T 77V —232 )Y —ANOHZHIM)ERT7 IV AEERNE TS &SI AWS Resilience Hub
ERTEITHDHEFERDHY)ET, L., AWS Resilience Hub AT O FZEEHEBLTVET,

s O—IR—ADTI7EA-COO-ILNEREDTHIMNTERETh, EFAThET, AWS
Resilience Hub I, 77U —>23a> 0 )Y —RAITFO0EAT2EHICCOO—-I) %25 EZTE
9,

O—IR=—ADT IV EAZRETIICE. O-LERDEDHAEENRTVWILRENHYET,

c VDY—REFZHANBDIZHDFTAMYEBERT VA (
AWSResilienceHubAsssessmentExecutionPolicyN & — RARU S —ZEHTHAWS
Resilience Hub C &2 HBEHLET ),

« COO-I)%25EZH2-HDOEERIT—, ZhlZkV), AWS Resilience Hub H—E R 71
DIUNNLRCOO—IIESIEZFRHENTEEFERT, CORSHO-INFTHIVNIREEQ
TWEWEE, AWS Resilience Hub @ Z 0 O—LZER T B FIEZRRLET, FHMICOVT
(k. Tlthesectioncalled “t2Y hT7 Y7 7O A", ZZRL T LEEL,

(® Note

HOEHLA—ILBO&ZEBEL., VDY—ANBOTHO NIHBHEE., AWS Resilience
Hub D7 Ao MO ZOO—-)ILEZFERALTIVORATHI NIV —RICTIOEA
LET, 723>, BF-HELO-LBORDY ICERAE B tOT7HY > boO—)L
ARN ZFRETEET,

« WED IAM 1—H—TF 9t A — AWS Resilience Hub &, BE® IAM 1—H—&FEHALTF T
=23 )I=ARICTIOEALET, VDIY—ANBOTHO> NCHBHES. AWS Resilience
Hub Y —RICTIOEATREHICXO IAMO—-)LZ5|ZZ X7,

« WEOTHU> MNTO AwsResilienceHubAdminAccountRole
c DT HD> NTDH AwsResilienceHubExecutorAccountRole
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TESIC, ATV 1—)EnFHMiZERET S &. AWS Resilience Hub
MAwsResilienceHubPeriodicAssessmentRoleOd—I)L%Z5|EZF(TE T, L.
O—I)ET IO LAFAEZFEITRETHIHLEN HY), —HBOKE (RD 7 MNBAKLE)
AwsResilienceHubPeriodicAssessmentRole A HiFEH VW ICEMEL A VTREMN HD .,
DERAEHEOLFEEA,

AWS Resilience Hub D7 A Fo T4 TA4EETIORADORNS TN 1 —F 4
2

LT O1E#HKIE., AWS Resilience Hub & IAM ZEA T 2BRICRET DM HD — RNV EEED
DM EBIEICRIBEET,

[N =R/

« AWS Resilience Hub TP 02 3> & ETITDHEREN %L

+ jam:PassRole #3179 2ERIHV FBA

« BH®O UADI—H—IZ AWS Resilience Hub JY—AAWS 7HOU KN ADTOAZEFTL
=W

AWS Resilience Hub TF7 90> 3> & E{T92ERN &L

TO2AVERTIBDERIBVEVWSIZ—ARRENEEERE., TOTIIIVERITTED X
SICRVS—2BHIBIBENBYET,

ROIZ—PHlE, mateojackson IAM A—H—AAYV—)LZ2FERAL T, %% my-example-
widget VYV —AICETRFMBERZRTILEISOELECEZEELT, TORICKXEL
resiliencehub:GetWidget T O EAHAZFHE > TVEWVWEEILRETIENTT,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
resiliencehub:GetWidget on resource: my-example-widget

CMFE. resiliencehub:GetWidget 7O 3> ZERAL T my-example-widget ')V —AN
NT7 IO EAZHFATTSDERSIZ, mateojackson I—H—DRIS—ZEHITIHENf HYET,

HR—MHIBELZIBEE., AWS BEEEICHSEVELELSEEVW, Y44 REHERMEL 38
MR A IR g
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iam:PassRole 21T I3 #ERI BV EHA

iam:PassRole 79> a2 #2732 ERIBVEVS IS —HFRRENEESEF., RUS—%F
¥TLU T AWS Resilience Hub ICO—J)LZ BT CENTEDRDICTRREN HYET,

—#D AWS OH—ERXA TR, HILWH—EAO-IILKREFY—ERALCU> VT hiO—-IZERK
FTHRDYIC, BFEOO-INZZOY—EALEICENTEXRT, TOLHICE, Y—EALCO-
NEBEITT IV EAFANBETT,

ROBOIZ—F, VWS IAMI—H—A02YV—)LZEAL T AWS Resilience marymajor Hub
TT7023 2RTULEDIETRERELET, LEL, COFTI2IVEY—EANRTITBIC

k. Y —EAO-LASHEENLET IV EAFANZETT, Mary IZIE, O—ILZH—ERICET
TORAFANFHYEEA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

CDFBE, Mary DRV —ZEFH L TAFT ) —IZ iam:PassRole 7I> IV NDR{TEHFIUT B4
ENHYERT,

HR—MABEZFERE. AWS BEEEZICHBVELESEEZV, Y1 1 ERBHRERML 2B
UENEEETT,

B2 0O O 1—%—IZ AWS Resilience Hub VY —ZAAWS 7HIO N ADT Ot
AZFTLEV

OTHO NOI—F—PEBAOAY, VI-ALTIELAIZLEHICEATEDO-ILZERK
TEXRY, O-LD5EZFZEZERXIDI Y —ZEBETEXRT, VY—AR—ADRIZ—FKL
E77EATMO—ILVAN (ACL) ZHR—KNI2H—EADHE, ThSORI—ZFERAL
T VDIY—ANDT I EARERETEEXT,

HMEICOVWTE, LTESHBLTLSEEL:
« AWS Resilience Hub A C NS OEEE HR—NL TVB A ESH ERE TSI, T, #23HL
T<L & WAWS Resilience Hub & IAM D EEH %,

s IBAWS 7AHVRMLTVWD OUY—ZANDOT 7 AZRMBITDHEICOVTE., IAM 11—
BW—HA RO "MEAWS TAHAIVE LTVWBEIO O IAMI—HY—ANOT I tAZEMITSD, %
ZRLTEEL,

NSTNa—F42Y 177


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html

AWS L UTI>YANT I—H—HA K

« VY—=AANDT IV tAZH—RN—FT 1 —ICREITEDHFELCODVWTIEAWS THI N, 1AM 11—
H—HARD "H—RN—F A —AWS THIKNDIRETD AOTILAZRMETE, 25K
LT<<EEL,

* D7IFL—=232NULTTIEARAZRHEIBZHFECOVTE, IAM I—H—=FHA K O AT
e N1 =Y —(ID7IFL=23 ) ANOT I EADFA 2SR T EEV,
« VARTADVRT7ERALCEIZO-INE VY =AR=ADRKR)Z—OERFTEDEWVIZOVT

F. AMI—Y—HARDIAMTOIOATHIVERDIYI—ANDT IR Z2ZBLTLKEE
W

AWS Resilience Hub 7O AFRUT7 7L A

AWS Identity and Access Management (IAM) ZF#ERLTCTF7 7V T—23 2 )Y —ANOT VA%
BEL, 1—%—, JI—7, LEO-LICEAETND IAMR) S —ZEHLTEET,

I X TH AWS Resilience Hub 7 7' —< 3 1%, the section called “E*H L O—)L” (IAM O—
W) ZEATEH, REO IAM1I—HY—OF VLAFA(VARTHIMBRCATD1—-)lEh
'ﬂﬁﬁﬁﬁ@%ﬁﬁ;’i%éhtﬂ LOEY RN ZEATRRSICRETEET, cOA—IILTRE., »
OV —RELETTVITr—>3>2 AWS UY—RAIZTF VA AWS Resilience Hub 3 % 7= & IZ 4%
ERT ’7‘|Z7\n‘F_I’<iE%3“%>7J'U/ ETRYFTEERT, FOHLO—JLICIE, AWS Resilience

Hub H—EAX7TVU I NIIZEME NIZEER) S —HFBETT,

T7Dr—>3a>OEREZEET S, the section called “AWS Y Z—2 RIKD S —"%ERTS
;t’E&BE}J&bbﬁ_‘TO CNSDE IE/'RU/ &, MEEFELSTICHERATDIENTEET, £,
hoZBIZLULTHBOFIRRIS —EERTDIEETEEXT, RUS—TI, EEOEMFZHGHEME
ALT, cEETFEETO2aVICRTBDI—HF—0T7IO0LAFTZ )Y —ALRITHRERTEET,

T70Tr—232> ) —ANRBBITHIVN (BEAVHITATVRNEVI—=ATATV N CH
2BEE. T7VT—232 )Y —RE2B8EETATNIHLVWO-ILEZRETIHEN BV E
EE

(® Note
D—O0—RUY—ADOVPC IV RRA U NEEERTSDEEE. VPC I RKRA KR
=K1Y —RICT Ut A AWS Resilience Hub 32 -0 DB ERAT7 VA% IC1EH
LTV CEZBRELET, FHlICOVWTR., "ITORRANRU—&FERL TVPC
IVRRAIMANDTIOEARAZHHTD 1 2SR LTLEEV,
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(N =Ry

« the section called “IAM O— )L ZEHT 3"
« the section called “RE®D IAM 1—HY —F#ERZFEHTS”

IAMO—)LZERATS

AWS Resilience Hub &, BRIEHEE N EBEEFEO IAMO—-I)ILE2ERAL T, 7SAXUTHIONEE
EEHAZVIVDI—=ATHIORODI)YI—=RICTIEALET, ChEVY—RICTIOEATD I
HOHRIERA 3T,

(N =Ry

« the section called “FEO'H L O—)L”
« the section called “VJOAAWS PHOUKNTFOECADLEODERZRDZTAHO ~oO—)L”

FodHLO—I

AWS Resilience Hub BV L O—J)Li&k, FFAWS H—EREVYV—RAIZT IV LEATHLEHICEER
(% AWS Identity and Access Management AWS Resilience Hub (IAM) O—J)LT9, fl&x(F, CFN
TUOTL—REFNICEK>TERENBD VY —RAICT IO AFTZ2EHE O HCELO-IILEZERTD
ENTEERT, COR—DTR, P7Ur—>a>FBErHELO-I)Z2ER. ‘R, BRUEETDH
ECDOWTBBALET,

T7Vr—>3a>vzERTdEER. FOELO-)ILZEELET. AWS Resilience Hub &, 1)
V—AZAVR—=RNLEVYFEMZRBLEY TR EEIC, COO-LZSIEZFTIV—-RAILT I+
ALET, MEFEHLO—/LZELICEZE = AWS Resilience Hub % 12, O—J)LOEEKRD > —
T AWS Resilience Hub 1 —E A7) >/ /N)L (resiliencehub.amazonaws.com) ZEHE hi-H—E
AELTEETIHENHYET,

T7Ur—23a>0CHLO-LEZRTTDICE. TETS—232RAUPS [TTVT—>3Y)
ZEBRL, [T7VT—23VIR=DO[FTO23V]|XZ1—hH5 EROEH 2BRLE T,

RE, P705—23 > FBO0HELO-LASVOTEEMELGHIBRTEET, JoO0—-)LzFER
LTFP7IT5r—232 )V —RACTI7EATRDIEETEET,

NEY D

« the section called “IAM 2V —)LTHRUOCHLO—)LZ/ERTS”
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« the section called “IAM APl IC& 2 O— )LD EEE”
« the section called “JSON 7 7 A ) &2FERAL EEERIS —DER"

IAM OV —=)LTHCHLO—-ILZEKT S

AWS Resilience Hub A" AWS H—ERAE VY —RIZTVEATEDLSICTHICE, IAMO Y —
ILNEFEALTTSARVTADNMCHUCHLO-ILZERTEIHLEN HYVET, IAMIV VY=
ZEALEO-ILOEROFMCOVTE, "TAWSH—EZAOO—IILOER (DAY =)L) 2S8R
LTLEEL,

IAM OV =) ZEALTTZA4RVTAHIDNCHTHELO-LZERTDICE

1. IAM 2V —)L (https://console.aws.amazon.com/iam/) ZFEE XTI,

2. FET=>3aRAUHS5 [AO—)] ZRBRL, [O—ILOEK] ZiBIRLFT,

3. [NARLEBHERI—]ZBERL, [WARLBERI—1D4 2 RIICROR) > —2IE—
LT, [RN\] ZEIRLE T,

® Note

VIY—ANEBBITHAIVRNIHBDBERE. ThSOTAHIY NI ECO—ILZEEK
L. #OTHIRNCREAEVTAIY NOBERIS —2FRAITZIHBENHYE
ER

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}
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4. [FEROEM R— O #HERRV—to>a>7T, [7ANTAEE
FRV—BTRI—ZRYiAHR, TOE2—F—ZHF|RY VAL
AWSResilienceHubAsssessmentExecutionPolicy ZANL &Y,

5. RUI—%ZERL, [N ZEBRLET,

6. [A—LOFEME O3>0 [@—-ILBIRYIRAIC, —E0O-IA
(AWSResilienceHubAssessmentRole & &) ZA DL E T,

D7 A—=)LRICERHFE +=, .-/ XFDHEANTEXRT,
7. (FA72AaV)[EBHAIRYIRICVRSN)OHRBEZADLET,
8. [A—ILDO¥ERK] Z2FRLET,

I—RAT—ALEBRERETHICE, AFYT 67T, [AFYT L EEEAIVTAT1 DR
RO VFER[ATY T 2. #EBROEMN 02 a>0RAICHS wE] RE 2 &IBIRL
E 3

FOHLO—-ILEVY—AO-) (RET2ER) 2ERLES. ChosOO—-LZERATEILSIC
T7)Tr—>3a>RETEERT,

(® Note

T7Vr—>azEREEREHRTREER, BEDO IAM 1—H—/O—)LIZHOHL
O—)LICX9 % iam:passRole #ERAMBETT, £EL, HMAZETITHDICDHERE
PDEHVYERA,

IAMAPI IC&BO—)ILDOEE

O—J)OEFERV>—TR., BELEZTVONLIC, O—I)LZ25|EZ G2 EH0OHFTEFELF
¥, AWS Command Line Interface (AWS CLI) Z#EAL TO—)LZEK TS ICIE. create-role
ANV REZFERALET, cOON REFERITZDEZIL, BERII—AVTA U RIEBEETDEE
TEET, XOHIF. O—IIL%z5EZFD TV NILT U EAFA%Z AWS Resilience Hub #—E
ACNETZHFEZRLTVET,

(® Note
JSON XFSITEIAR (' ")V EITAT—TI2LEHOEHRE., >TION—232ICLT
ERBBENHYERT,
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%4> 7 )l create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-

document '({

"Version": "2012-10-17", "Statement":
[
{
"Effect": "Allow",
"Principal": {"Service": "resiliencehub.amazonaws.com"},
"Action": "sts:AssumeRole"
}
]

}I
JSON 774 )L AL EEBRI—DES

ERID JSON 774 ZFEALTO—ILOEER)—%2EEL., create-role 1
NV REERTTEET, XOFITE., trust-policy.json FREDTFALIKNUIC
HBIEERI—EEBLTT7AILTT, ORI —E, create-role IV R%E
RITFTDETO—NICTEYFENETT, create-role N ROEHREH T I
HALETREATVET, O—JLICHERZEMT S IZE. attach-policy-to-role Y > R
ZEALET, £, AWSResilienceHubAsssessmentExecutionPolicy EIER
) —ZEBMLET. CONZR—I RARV—OFBRICOV T, "the section called

“AWSResilienceHubAsssessmentExecutionPolicy” ; 2B L T &L\,

#> 7 )Ltrust-policy.json

JSON

{
"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
},
"Action": "sts:AssumeRole"
H
}
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%> 7’ )lcreate-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-
role-policy-document file://trust-policy.json

Y7 IIED
#> 7 )Lattach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy

JOAAWS PTHOYRT O EARBOERZRDTHIbOO—I -FT7>3>

DY) —=AD A RZ)II)I—ATHI> NZHBHBE. AWS Resilience Hub X7 7)o —>3>
EERBICTHATERLRDIC, CNSOBTHONIO-NZERTEIHBENf HYVET, O—ILDE
RFIEE, EEARVS—OREZRVT, BFTHLO—-IIOEKRKZ7OELRAELUTVET,

® Note
VY —ANBFETDEARITATVNTO-LNZERTILENHET,

(N =Ry

« the section called “IAM A2V —=)ILTOEH A VIV —ATHO> cOO—)LOERK
« the section called “IAM APl IZ &k B O— )L DEE”
« the section called “JSON 7 7 A )L ZFEHAL EBER) S —DER"

IAM Y =ILTOEARE V)Y —=ATAHDI>Y NoO—ILOER

AWS Resilience Hub 2"t6® AWS 7HO > RO AWS H—EREVUY —RAIZTIOEATEDLDIC
TBICE., CNSOTHI RS EICO-LZERTIDUENFNHYET,

IAM Y= ZERALTEAHV/VY—ATAD> rOO—)%Z IAM O Y —=)LICERTSIC
=3

1. IAM J>Y =)L (https://console.aws.amazon.com/iam/) ZAE X T,
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2. FTETF—2arRqaUAS5 [A-I] ZERL, [A—ILOERK] 2 BIRLET,

3. [NAZLBREARII—]ZE8RL, [NAZLBERIZ—] T4 RITICROKR) S —%2IE—
LT, [RN\] ZBRLET,

(® Note

VI—ANEBBTAIRNCHIBERE. ThSOTHIY NI ECO—-ILZEK
L. OTHIRNCREAEVTAIY NOBERIS —2FRATIVENHYE
ED

4. [FEROEM R— O #ERRV—EI>3a>7T, [7ANTA L
FRV—BTRID—ZR)iAAR, ToZ—F—ZHF)|ARY VAL
AWSResilienceHubAsssessmentExecutionPolicy ZABNLE T,

5. RUZ—ZERL., [R\] ZBRLFT,

6. [A—LOFEME O3>0 [@A-LBRYIARIC, —E0O-ILA
(AWSResilienceHubAssessmentRole & &) ZA DL E T,

7. (723D [BAIRY TALCURSN)OHBZADLET,
8. [A—LOEK] ZERLEXT,

A—ART—ALEREZFETSDICE. ATYT 6T, [ATVT 1. BEBEALTAT1DR
R I3 VFRERF [ATY T 2. EBOEBM £V a>0aRICHS [RE] RE 2 Z&IRL
£7,

TSI, BFUHLO—JLIC sts:assumeRole #ERZEML T, EHAAUTHIANTEOO—I
ZE|EZTSNBDELDICTEIHREEHVET,

FERLEEEAZVO-IILORTHLO—-LICROR) S —ZEMLET,

"Effect": "Allow",
"Resource": [
"arn:aws:iam: :secondary_account_id_l:role/RoleInSecondaryAccount_1",
"arn:aws:iam: :secondary_account_id_2:role/RoleInSecondaryAccount_2",
1,
"Action": [
"sts:AssumeRole"

]
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}

IAM APl IZ&ZO—)LDEHE

O—)ILOEERIS—TR, BELEZVONIILIC, O—IL%Z5|2Z 12 -00FTEFELE
¥, AWS Command Line Interface (AWS CLI) Z#EAL TO—ILZEK TS ICIF. create-role
ONVREFERALET, COONV REFERATDIEEIL, EEARV—A VT4V REBEETD LS
TEET, XOBIK, O—ILZ5EZTHT I EAFT%Z AWS Resilience Hub H—EZXT U2/
NMRETRHEZRLTVET,

(® Note
JSON XF5ITEIAR (' ") EITAT—TI2LEHOEHRE. >TION—232ICLT
ERBBENHYET,

%> 7 )lcreate-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-

document '{"Version": "2012-10-17", "Statement": [{"Effect": "Allow","Principal":
{"AWS": ["arn:aws:iam::primary_account_id:role/InvokerRoleName"]}, "Action":
"sts:AssumeRole"}]1}"’

£, EEIOJISON 77 AN ZEALTO—LOEBERIS —ZERITDEETEXRT, XDH
Tl&, trust-policy.json FBEDFALIKNVICHBDT7AILTT,

JSON 77 A ZEAL I-EERV—DER

ERD JSON 77/ )L Z2FEALTO—I)LOFERI>—ZE&L. create-role OV
VREERTTEXRT, XROHITIEE, trust-policy.json FREDTFALIKNVICHS
BERIVS—ZELT7AILTT, ORIV —(F, create-role IV RZERTY
BETO-NICTRYFENET, create-role AN ROHARKH > TILHAIC
RENTVWET, O-NICT IV AFTZEMT SICIE, attach-policy-to-role AN > R
ZERALET, £9. AWSResilienceHubAsssessmentExecutionPolicy BN
) —ZEBMLET. CONZR—I RARV—OFBERICOV T, "the section called
“AWSResilienceHubAsssessmentExecutionPolicy” ; 2B L TS &L\,

#> 7 )Ltrust-policy.json

%> 7’ )lcreate-role
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aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document file://trust-policy.json

B 7 I)LE S
H#> 7" )Lattach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy.

BED IAM 1I—Y—T7HERZFERTS

BEQIAMI1—Y—#ERZEAL (FHMEZERNS RTERITIDHEE. COF
ZEFEALTLKEZY, IAMA—H¥—FLEI1I—Y—-ICEEMTShZO-)
[, AWSResilienceHubAsssessmentExecutionPolicy BBARIVI—ZTFRYFTEET,

B—=ThOYVNDORE

IAM 1—4—ERUFATY NTEBEATWBF 7 U —2 3V THHEERT I E. LD
EERUS—EEATBIEHTHHTY,

AT i1—)lEnFTEnEE
AWS Resilience Hub " AT 21— )L N M OBEERXR AT ZEITTEDLSICTDICE, FILLVL
—)JL AwsResilienceHubPeriodicAssessmentRole Z#ERTHDHRENF HV) X T,

(® Note

s O—IR—ADT VLA FIROHTHLO—-IZER) 2FATIHEE. COARATY TR

~ETT,
s O—J)LZA47°l&. AwsResilienceHubPeriodicAssessmentRole THB I HEN HV)E
9,

AWS Resilience Hub " AT 2 1 =)L E N E=FHABEERXA AV ZETTEDRLSICTRICE

1. AWSResilienceHubAsssessmentExecutionPolicy BRI —ZO—I)LICTRYFLE
C
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2. RORDI—%ZEBMLET, T, G777V ITr—2aspfEzEnTL
%primary_account_id AWS 7HU > ~hTHY), FHMEZETLET,
TSI, AVa—-)lenkfMEoO0—LICEENS TS n=EER) S —
(AwsResilienceHubPeriodicAssessmentRole) ZEBMT B2 MBEANH W ET, Ik,
AWS Resilience Hub Y —EZAN AT 21—l hifFEoO—-I)I 252 ZH5 TV AFAN
TEEhET,

ATZ1=)lEnz00—-)ICETREER)>—
(AwsResilienceHubPeriodicAssessmentRole)

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "resiliencehub.amazonaws.com"

1,

"Action": "sts:AssumeRole"

OJOATHI> NDERE

BEOT > NT AWS Resilience Hub ZFERA L TWVW3HEE. XD IAMERRKU S —HFHRET
T PHIRZEWKL, —AT—AIUTEBD T O EAHFANMNEICED AWS HENHY) E
T, VOAATHDO> N7 OEAAIC AWS Resilience Hub 258 E T 28, UTO7Ho>heO—)
NEBENET,

« T7ZARVTFTAIDUN —AWS P7UT—2 3V ZERL TGRHMEZERITIRDTHIU N,

« EAVEVIIVYI=ATAHATU N (BEA) - VY —ANBMEZNTWVS AWS THUZ b (BH
CID R
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® Note

s O=IR—RADOT7V7tA BIROHRCHELO—-IILZ2EH) 2EFHTZ2EHEE. CORTYTF
FETY,

« Amazon Elastic Kubernetes Service i 7 VAT 2O DT U AERDREDFEMIC D
WTIE. the section called “Amazon EKS 25 A X — AWS Resilience Hub NDF7 7t AD
Btz RB LTS EEL,

TZ2ARIT NI NDERE

AwsResilienceHubAdminAccountRole 724X U T AV MIHFLVWO—-ILZERL., ThE
5lZZ (156D AWS Resilience Hub 7V AZEBMICTBIHENHYET, coO—)Lik, U
V—RZEOCAWS THORNOBOO=)ICTIOEATREHILERAEhET, VY —REHEHE
PIERNFH>TRABYEEA,

(® Note

O—J)LR 4 7 l&. AwsResilienceHubAdminAccountRole THBHUEN HV) ET,
« T7TARVT AV NTHERTRIVEN HYUET,
« BEDIAM 1—H—/O0—J)LICE. COO—)LZ5|E%Z(F%iam:assumeRoletEfRA KE
T3,
« secondary_account_id_1/2/... ZBEITD AR VT AV NEBFICEE R
£,

ROKIS—E, AWS THDY RORIOO—LOUY—RLTIERATRLHOITEF 18—
e AHFTEO—LICRELET.

EEEO—)l (AwsResilienceHubAdminAccountRole) DEEARI S —FXDEBY) TT,
ARV —=ATHO NOERE

cOO—I)EBIEZFDICE. FEEHAVRUTHIVRNT
AwsResilienceHubExecutorAccountRole Z#HREKR L., LR THERL -EBEO—-IZEM
ICTBRBENFHYNET. cOO—LNE ICK>2>TT7TVT—232D)VY—ADOAF v > EFHE AWS
Resilience Hub ICERAE N3 2o, BYAT IV EAFTESETT,
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=7 L. AWSResilienceHubAsssessmentExecutionPolicy BRI —&ZO—IICTRY F
L. BTEO-IILRIS—ZTRYFITRIUEN HYET,

BITEO—ILOFEERID—RBFROEHY T,

AWS 0 BEIER!1J) S — AWS Resilience Hub

AWS BEEERD S —F, ICE2THERBIVOPEEETNZAZRT7ORIS—TF AWS, AWS
BRI —F, I—H—, JI—7. O—NIT IO EAHFTOE) ¥ TEZHBTEDLDIC, L
O— OB I—AT—ALT VAT ERFETEIRSICHRIAETATVET,

AWS EERU S —F, IXNTOAWS BERNSEATESDLH, BEDI—AT—ALHL TEHN
HEOT VO EAFAZNELBVEEN HHEICERELTKEZY, I-AT—ALCEEOHAZ
N—EER)—ZERLT, TVEAFAZRVIAC L ZHEOHLET,

AWS RS —TERENTVWR TV EAHRAREETEREA NNAWS Y R—TJ RRUD —
TERENIETIVEAHATAWS ZEFHITHE, RUZ—ATRYFERATVWEIIXNTOTIUZIN
LID@A—%—, JI—7". O—)) ICEELET, AWS ., FILL FEBZ DD, FHL L API
ARL—232 AWS O —ERANMBRFEOHY —EATHEATESRLSICE2LEEIC, AWS VXR—
SRRV —ZEMIZARMIREESZYNET,

FECOVTE, TIAMI—H%—HA R, O TAWS NZR—I RARUZ—; 2ZRLTSEEL,

AWSResilienceHubAsssessmentExecutionPolicy

AWSResilienceHubAsssessmentExecutionPolicy & IAMID ICFRY FTEEXRT, DR
—ik, FHMEOERTHIC, FMMZERTIDLOOT IV LAFAZMD AWS H—ERICRAELET,

T2 ARTA O

— MR —I&, Amazon Simple Storage Service (Amazon S3) /N Y NCF7Z—LA AWSFIS &
SOPTV7L—RNZERITITHDLEOOENET IV LAFTZRHELET. Amazon S3/NNT Y RBED %
HHlFaws-resilience-hub-artifacts-ICTRAHBEN HVET, BIO Amazon S3/NT VY ML
L VWBEIE, CreateRecommendationTemplate APl ZFEFHL TVWABICRITTEE T,
#ICDWVWTIE, CreateRecommendationTemplate ZZBRL TS & LY,

CORDS—=ICE, LTOT IV EAFANFrEENATVET,
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Amazon CloudWatch (CloudWatch) — 7 7' 7 —< 3 > 2 B8 9 % 1% [ Amazon CloudWatch
THRELEIXNTORKEARTZ—LZRMEBLET, 52, cloudwatch:PutMetricData &

FALT, P7U5—23a > 0BEEMERAIT O CloudWatch X K1) 2 A% ResilienceHub &

HZBICRITLET,

Amazon Data Lifecycle Manager - AWS 7 71772 NZEEES 5 TW S Amazon Data Lifecycle

Manager 'J Y —AMDescribe7 VL AFAZEMEL TRHLET,

Amazon DevOps Guru - AWS 7 A7~ NZBEER TS5 TW S Amazon DevOps Guru 1J YV —A
MDDescribe7 V7 AFFAZ—EBRRL TRMHLET,

Amazon DocumentDB - 7 AV > MNMZBEEMS TS N TWS Amazon DocumentDB 1) Y — A
MDDescribe 7 VA% AWS —ERRL TRHELFT,

Amazon DynamoDB (DynamoDB) — AWS 7 /70> M ICBAEft 1+ 5 h TLW S Amazon DynamoDB
)YV —AMDescribelERz—EBRRL TRMHLET,

Amazon ElastiCache (ElastiCache) — AWS 7V > MZBEF TS TV S ElastiCache 1J Y —
ADDescribe 7 VEAFTERHELE T,

Amazon ElastiCache (Redis OSS) Serverless (ElastiCache (Redis OSS) Serverless) - 7> b
(ZBIE A+ 5 1T\ B ElastiCache (Redis OSS) Serverless s EMDescribe7 V7t A I & i
LET AWS,

Amazon Elastic Compute Cloud (Amazon EC2) — AWS 7 h > MCBEENS TS TLWS Amazon
EC2 VY —AMDescribet#fRZz —ERRL TRHELET,

Amazon Elastic Container Registry (Amazon ECR) -AWS 7 AU > MNCBEEMNITShTWS
Amazon ECR Y —AMDescribe7 V7t A 2 BHL £,

Amazon Elastic Container Service (Amazon ECS)-AWS 7AJ > NIBEMNHFShTWS
Amazon ECS 'JY —AMDescribe 7 VL AH A #RHEL X T,

Amazon Elastic File System (Amazon EFS) - AWS 7 AV > MZEEM TS hTWS Amazon EFS
)Y —AMDescribe7 VEAHFTZRMHMLE T,

Amazon Elastic Kubernetes Service (Amazon EKS) —AWS 7 AU NMZBEEM TS hTWD
Amazon EKS )Y —AMDescribetEfRZE —EXRRL TRHELFT,

Amazon EC2 Auto Scaling — AWS 7 H 7> MZBEfR TS5 TS Amazon EC2 Auto Scaling 1J
Y —AMDescribe7 VAFAZ —BERRLTREL X T,

Amazon EC2 Systems Manager (SSM)-AWS 7 h > MCBEEFFShTWVWS SSM UY—XR
MDDescribe7 7 AFHZRMHLE T,

AWS Fault Injection Serwce (AWS FIS)-AWS 7H VUV NCBEN TSN TV AWSFIS R &
KBRTTL—NZ2—BRRL, 7OVt ADescribeffaZzRRHLFT,
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Amazon FSx for Windows File Server (Amazon FSx) - 7 17> NMZBEER 5 hTWS Amazon
FSx JY—AMDescribe7 7t AFFAIZ AWS —EXRRL TRELFT,

Amazon RDS - AWS 7 A NMZBEER TS5 TWS Amazon RDS U Y —AMDescribe7 ¥
TAFAZ—ERTLUTRBELET,

Amazon Route 53 (Route 53) — AWS 7 HJ > MNIBEEMRITSNTWS Route 53 Y —AD
Describe #ERZ—&EXRRL TRHELET,

Amazon Route 53 Resolver —- AWS 71772 MNMZBEST 5 1 TL % Amazon Route 53 Resolver
)Y —AMDDescribe7 7 AFAZ—EBRRLTRHELET,

Amazon Simple Notification Service (Amazon SNS) — AWS 7 AT > NMZBEEMNITShTWD
Amazon SNS JY —AMDescribet#EfRZ —EBERRL TRHELE T,

Amazon Simple Queue Service (Amazon SQS) — AWS 7 A MIBE[ T 5 TS Amazon
SQS VY —AMDescribel#Rz—BRRL TRMHLET,

Amazon Simple Storage Service (Amazon S3) - 7 A~ MMCEER TSN TWVWS Amazon S3 1
Y —AMDescribe7 VA %Z AWS —ERRL TRERHALET,

(® Note
TMADERTHIC, EBRIV—DSEHITIVLENHDTIVELAFININRELTVWSEE
&. AWS Resilience Hub & s3:GetBucketLogging 7 V7 A A #EA L THMEZ EF(C
ZETTULET, =L, AWSResilience Hub &, FRELTWVWR 7V EAFTZ—ERTT
PEEAVE—TIDERTL, ThZEMITHETFHHZRELE T, EESLETHE
RICRELTVWA TV EAFFTZEMLEVE, FHMERFEBLET,

AWS Backup - AWS 7 H > MMCBEENS TS TWS Amazon EC2 Auto Scaling ')V —2A
MDDescribe7 V7t AFFAZz—EBRRLTEREBLET,

AWS CloudFormation - 7 717> MMZBE T 5 TS AWS CloudFormation AZY 2 ED )
V—AMDescribe 7V AFFAIZ—ERRL THELET AWS,

AWS DataSync - AWS 7 HJ > NMZBEER TSN TWS AWS DataSync 'J Y —AMDescribe”
VEAFAZ—ERRLTRHELET,

Directory Service - AWS 7 A7~ NZBEES TS5 i TW % Directory Service ')V —2A
MDDescribe7 7t AFHZ—EBEXRTL TRMHLEFT,

AWS Elastic Disaster Recovery (Elastic Disaster Recovery) —AWS 7 A > MCBEEF S TL
% Elastic Disaster Recovery 'J Y —AMDescribe7 7 AFTE2RBHELF T,

AWS Lambda (Lambda) - 7 A7V~ MCBEEM TS TWS Lambda ')V —AMDDescribe7 7
AFFA[Z AWS —BERRULTRHLEXT,
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« AWS Resource Groups (VY —ATIN—7")-THO > NMZBEER TS 1 TS Resource Groups
)Y —AMDescribe7 VAFFAZ AWS —BRRL TRHELET,

- AWS Service Catalog (Service Catalog) - 7 717> MMZEEF TS5 TS Service Catalog 1)
V—AMDescribe7 V7 AFFAZ AWS —EXRTULTRHLET,

« AWS Step Functions - AWS 7 AT~ NZBER TS5 TWW S AWS Step Functions 1J YV —A
MODescribe7 7t AFFAZz—EBRRL TRMHLET,

« Elastic Load Balancing — AWS 717> MMZBEEST 5 hTLWS Elastic Load Balancing J YV —A
MDDescribe7 7t AFFAZz—EBRRL TRMLET,

 ssm:GetParametersByPath— C D#ERZFEAL T, 77U —> a2 ICBREEThE
CloudWatch 72 —A, TAKM, £izld SOP 2EEL £ T,

AHMEDRITRICF—LN AWS U—ERICT VAT R EOICAERT IV EAFAZNETSI1—
H— I—H—TI) -7, O—-ILICTIEAFHTAWS ZEMTBIZE. RO IAM RS —HFHE
T9Y,

AWS Resilience Hub AWS BER S —OEH
COHY—EANCNSOZTENEH = AWS Resilience Hub LTHAS® M AWS XZ— RAR

S—NEHFHICHAITAHMERRLET, COR—DOZEEICEHAITZIEEBT7>—NCDOVWTIEE, AWS
Resilience Hub RF 21X RBER—J DRSS 74 —RIZHTAOSATLTLEEL,

z&E Bk A1
AWSResilienceHubAs AWS Resilience Hub & 28 2024 £12 A 17 H
ssessmentExecutionPolicy - #TAWSResilienceHubAs

z&E ssessmentExecution

Policy L. FHMEMDRET
AWS FIS HIC " S REICT

TERATRDEHOOTIEA

GetFFAlList& 7V AFH

ZHELELLE,
AWSResilienceHubAs AWS Resilience Hub (& Z ¥ 2024 £9 A 25 H
ssessmentExecutionPolicy - ¥TAWSResilienceHubAs
ZE ssessmentExecution
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rE

AWSResilienceHubAs
ssessmentExecutionPolicy -

TE

AWSResilienceHubAs
ssessmentExecutionPolicy -

rE

AWSResilienceHubAs
ssessmentExecutionPolicy -

ZE

S ER B

Policy L., fHMEDEITHIC
Amazon ElastiCache (Redis
OSS) Serverless ®1J Y —XA
EREBICT IV ELATRIEHD

7 2t ADescribefF A % {4
EL&ELE,

AWS Resilience Hub & 2 & 2024 8 A1 H
#TAWSResilienceHubAs
ssessmentExecution

Policy L. FHE®MRET

AWS Lambda H# (Z Amazon

DocumentDB, Elastic Load

Balancing. 8&T OUY—XA
EREILTOEATDIEHD

7 Ut ADescribefFal = {4

=A DR J U i

AWS Resilience Hub & ZE 2024 £ 3 A 26 H
#TAWSResilienceHubAs

ssessmentExecution

Policy L., fHMEDEITHIC

Amazon FSx for Windows File

Server DEEZFAED 2®

MDDescribe7 V7t AFT &

F5LELE,

AWS Resilience Hub & &% 2023 £ 10 A 30 H
#TAWSResilienceHubAs

ssessmentExecution

Policy U, EWEH(D%

ITHICEREZ A AWS

Step Functions H(% 7= &

VL AFA%Z

MDDescribe”
FELEL .
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rE

AWSResilienceHubAs
ssessmentExecutionPolicy -

rE

AWSResilienceHubAs
ssessmentExecutionPolicy —

iy

AWS Resilience Hub A’ZE M

EB¥fzERMBLEL L

SHICI

B

AWS Resilience Hub (& Z&F
#TAWSResilienceHubAs
ssessmentExecution
Policy L. FHEMEITH
(C Amazon RDS ® )Y —A
“TOtERATDEHODOT IO+
ADescribeffAZf 5L &
L7z,

Z M AWS Resilience Hub 7R
2 —ik, FHMEizRTIHI
HDMD AWS H—EZAAD
TOEAZRHLET,

AWS Resilience Hub (&,
AWS
HEREBLEL I,

EERU—ODEENE

B+

2023 10 A5H

20236 A 26 H

20236 A 15 H

AWS Resilience Hub RILY FE IAMT7 O AFAUT7 7L A

AWSResilienceHubAsssessmentExecutionPolicy AWS BRI —&XOWVThHh DRI
VFEBORZ— AWS Resilience Hub ZFEAL T, OBEICKEBRILVFICIAMTIEA
HuENETEET, AWSEEBR)D —OFFMICOVTIE,
called “AWSResilienceHubAsssessmentExecutionPolicy”,

RV FORY) > —0OREIT AWS Resilience Hub:

c AVIZANTIOF*T

7 —23 RZx—Tv—RILYVFTOIAM 7O AR

« ES XA R —

Ty —RILVFTOIAM T 7 AFHA

s F7VT—=23 mBEERILYTOIAM 702 AFFA

c ARV ERT IV ELAZNETZ 200 IAM 77 = AFFA

T, #88B L TL & LWthe section
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AVITZARNTOFYTT)T—2a3 0% =27 —RIVVTOIAM T O E2AHA

RORVS—, AVTSARSOF*TTIT—23 02— v—RILVYFCHERT IR
TERELET.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "InfrastructureApplicationManager",

"Effect": "Allow",

"Action": [
"resiliencehub:AddDxaftAppVersionResourceMappings",
"resiliencehub:CreateAppVersionAppComponent”,
"resiliencehub:CreateAppVersionResource",
"resiliencehub:CreateRecommendationTemplate”,
"resiliencehub:DeleteAppAssessment"”,
"resiliencehub:DeleteAppInputSource",
"resiliencehub:DeleteAppVersionAppComponent"”,
"resiliencehub:DeleteAppVersionResouxce",
"resiliencehub:DeleteRecommendationTemplate",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:PublishAppVersion",
"resiliencehub:PutDraftAppVersionTemplate",
"resiliencehub:RemoveDraftAppVexrsionResourceMappings",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:StartAppAssessment”,
"resiliencehub:TagResouxce",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion"”,
"resiliencehub:UpdateAppVersionAppComponent”,
"resiliencehub:UpdateAppVersionResource"

1,

"Resource": "*"
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P RAMBEEIZ——RILYFO IAM 7922 AT

RORID—F, ESRABBUENZ— vy —ORIWVFIIBEBRT IV EAFTZRELET,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "BusinessContinuityManager",

"Effect": "Allow",

"Action": [
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:TagResouxce",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion"”,
"resiliencehub:UpdateAppVersionAppComponent”,
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

1,

"Resource": "*"

T7V5—>2a> mBERILYFT0OIAM 7 2R
ROBR)S—d, FPTUT—2avfEERILYFICBERTIEAETENHELET,

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Sid": "ApplicationOwnex",
"Effect": "Allow",
"Action": [

1,

"resiliencehub:AddDxaftAppVersionResourceMappings",
"resiliencehub:BatchUpdateRecommendationStatus",
"resiliencehub:CreateApp",
"resiliencehub:CreateAppVersionAppComponent”,
"resiliencehub:CreateAppVersionResource",
"resiliencehub:CreateRecommendationTemplate”,
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteApp",
"resiliencehub:DeleteAppAssessment",
"resiliencehub:DeleteAppInputSource",
"resiliencehub:DeleteAppVersionAppComponent",
"resiliencehub:DeleteAppVersionResouxce",
"resiliencehub:DeleteRecommendationTemplate",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:ImpoxrtResourcesToDraftAppVersion",
"resiliencehub:List*",
"resiliencehub:PublishAppVersion",
"resiliencehub:PutDraftAppVersionTemplate",
"resiliencehub:RemoveDraftAppVexrsionResourceMappings",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:StartAppAssessment”,
"resiliencehub:TagResouxce",
"resiliencehub:UntagResource",
"resiliencehub:UpdateApp",
"resiliencehub:UpdateAppVersion"”,
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResouxce"”,
"resiliencehub:UpdateResiliencyPolicy"

"Resource": "*"

AV ERT OV ERAZRETEZLEH0O IAM T O AHFT]

RDR S —&,

S ERAT IV EACBERT IV EAFAZRELET,
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JSON

{
"Version'":"2012-10-17",
"Statement": [

{
"Sid": "ReadOnly",
"Effect": "Allow",
"Action": [
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources"

1,

"Resource": "*"

Terraform JREET7 7 4L D ND A > 7R— N AWS Resilience Hub

AWS Resilience Hub (&, Amazon Simple Storage Service Y ®—< RF— (SSE-S3) £zl&k Y% —
< R#¥— (SSE-KMS) Z# A L = AWS Key Management Service 1 —/N\—IDBE 51t (SSE) % £
LTHES{tE i Terraform RET7 7 A ILDO AV R— K2 R—KNULET, Terraform AT7—KT7 7
AUFBEENFAEL FREELF— (SSE-C) #EAL TRE{LENTVWBES, AWS Resilience
HubZEAL TAVR—KTBERFTEEXEEA,

Terraform RETZ 7 A% LA VR—BMFTBICE, RET 7 AIOBRICISLU T, RO IAM R
< — AWS Resilience Hub " X ET9,

TS5A4IVTHINCHBD Amazon S3/NT Y KA S Terraform AF—K774)L
BAVR—NTB

T5ARIT AT MO Amazon S3/NT Y NZ&H B Terraform AT —R AT 7 A IADFHEY) 7
2+t A% AWS Resilience Hub IZEFa[ 92 (CIl&. AT ® Amazon S3 /N7 Y R7RD S —& IAM 7R
—HNMBETT,

s NTYRKRIS——TZ4ARVTHINCHBE—TY N Amazon S3/NT Y RO/NT Y KR
)2 — FMICOVTR, ROBIZSRLTEE L,
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ce DRV —-—COTF77Vr—>a> AICERENEEFCHLO-IIL, £EE754X) AWS 7
AT MO AWS BHED IAM O—JL AWS Resilience Hub ICBEBE[ TSz ID RS —, FMAIIC
D2VWTR., XOBlESEBL TS EEL,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
},
{
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"
}
]
}
@ Note

AWSResilienceHubAsssessmentExecutionPolicyBEBRU I —ZFEHL TV
&. ListBucket#ERIIHEDH W EH A,

(® Note

Terraform AT— K77 AN KMS ZFEHAL THES{LENhTWVWSRHEEEF. X
Dkms:DecrypttERZEMT D HEN BV ET,

"Effect": "Allow",
"Action": [

"kms:Decrypt",
1,

"Resource": "<arn_of_kms_key>"
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AR I)THI NMZHD Amazon S3 /N T Y RMA S Terraform AT—R774)L
BAKR—NTD

s NTYRKRIS——120CAVEITADYNIHBRZ—T Y b Amazon S3/NTY RD/N
TYRRUD—, FHICOVTR, XOPIZSBLTEEW,

c DRV —-TFTS54IVTHT> N AWS Resilience Hub TETEhTWB AWS 7HU > NO—
JICBEERITShEEAWSIDARU S —, FHIZDOVWTIEE, ROBIZSEBLTLIEEV,

® Note

AWSResilienceHubAsssessmentExecutionPolicyBEBRUS —ZFAL TVSE
4. ListBucket#EREFHEHV EH A,

@ Note

Terraform AT—KR 7 7AD" KMS ZFEAL THES{LEhTVRHEEEF. &
DOkms :DecryptiERZEMT 2 HLEN HVET,

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}
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Amazon Elastic Kubernetes Service 7 5 A X — AWS Resilience Hub N ®
T IO ADEML

AWS Resilience Hub [&. Amazon EKS V2 AZ—DA 2V 7 ZARNZ U F ¥ 25 # L T Amazon
Elastic Kubernetes Service (Amazon EKS) 7 2 AR —DEEHZ5M L £J. . Kubernetes
A—IIAXR—AOTFI7+A]> ~O—JL (RBAC) % E AWS Resilience Hub Z#E A L T, Amazon EKS
DSAZ—O—EELTF7'O4 & B0 Kubernetes (K8) 7—VO—REZFFHALEF., AWS

Resilience Hub D — 20— RO EFTHMD 7= IZ Amazon EKS V9T AZ—% 0T UT B I,
LUTARETTAHENHYET,

« Amazon EKS V2 AX—ERUTHT 2 MNTBEE®D AWS Identity and Access Management (IAM)
A—I)ZERFLEEALET,

o IAM 1—H¥—&0—/)LA Amazon EKS V7 AZ—IZ TV 12ATESKLSICL, Amazon EKS 775
AZ—AND K8s UY—ARIZEMDOFHEARYERT7 VEAERZFSLUET, Amazon EKS 75 A
B—ADQIAMIA—H—&O-IIOT7 7 LAZBMCITZHFEOFMIOVTE, "TIF7AZ—A
DOIAMII—H—O—=)LOFT I tEA%ZEMIZTS - Amazon EKS, 2B L T EE L\,

IAMI>T 4T 4%FEHAL = Amazon EKS V5 AZ—ANDF Ut Ak, Amazon EKS J> hO—
L7 L—>2TETENBAWS IAM Authenticator for Kubernetes IC&k 2 THEMICEYW EFT, A—t>
TAT—2—k, TOREEHRZ aws-auth ConfigMap M SHBLET,

(® Note

« INTD aws-auth ConfigMap BREDFMIC DV TIE, GitHub @ "Full Configuration
Formaty ZZBLTLEE L,

c EETEBRIAMTAFEYTATFAQOEM-OVTIEE, IAMI—H—HARD TPAF>
TATA (A—H—, =7, O-J)) 28BRBLTLIEEL, -

« Kubernetes DO—I)ILRX—AT7 U+ A1 MO—)L (RBAC) BREDFFMIC DOV TIE,
"RBAC RADFER, 2ZRBL T EEW,

AWS Resilience Hub &, 7HD> ~® IAMO—)LZ#EAL T Amazon EKS V5 AX—ANO Y —

AP T')LET, AWS Resilience Hub A" Amazon EKS 75 AZ—KRO VY —RICTIVEAT3

ICE, PMEATSIAMO—)L%Z, AmazonEKS 95 AX—KHDO U Y —AND+ 5 B55EHIEYERT
It AFFT & D Kubernetes 7' )L—7°ICX Y 2% AWS Resilience Hub $2%E N H V) £9,

Amazon EKS 25 A& — AWS Resilience Hub NDO 7 7 AN EXt 201


https://docs.aws.amazon.com/eks/latest/userguide/add-user-role.html
https://docs.aws.amazon.com/eks/latest/userguide/add-user-role.html
https://github.com/kubernetes-sigs/aws-iam-authenticator#readme
https://github.com/kubernetes-sigs/aws-iam-authenticator#full-configuration-format
https://github.com/kubernetes-sigs/aws-iam-authenticator#full-configuration-format
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://kubernetes.io/docs/reference/access-authn-authz/rbac/

AWS L UTI>YANT I—H—HA K

AWS Resilience Hub Tlk, XOWIThAD IAMO—)ILA7>3a>#FEAL T Amazon EKS 95 A
R—D)Y—=AITIEATEET,

e DY—=ZAADOT I EAICO—IR—AODT I AZFERTEDEDICT T IVT—2a3a 0 FRESNT
WBIEE., 77UT5—> 3> 0OERTIC AWS Resilience Hub ICEE hi-RoHLO—IILEFLEE
HoBDTHD N O—=)LIk, SHERIZ Amazon EKS 95 AR—IZT7 IO EARATHEHIZFERAEh
x99,

ROBERE, Z77U5—>23a> 00— IR—AOTF77IV5—23a> e LTEREESNTVRHS
A" Amazon EKS 75 A&Z— AWS Resilience Hub IC7 7 t2AT 2 FEZ%ZR~LTVET,

Primary account Secondary account
AWS Resilience Hub
8 AssumeRole using Service Principal
Customer RoA
Describe-Instance ADS
L3 N
Describe-Instance DS @ Describe-Instance > E-il Ece
'3 o
AWS Resilience Hub
@ AssumeRole using Service Principal @ Describe-Instance u ecz AWSResilienceHubServiceRole EKS API
> * —_— m‘ EKS
Scheduler EKS API
AWSResilienceHub —_—> Illa I EKS
ServiceRole
AssumeRole

s BEDIAM A—Y—ZFALTIY—ALTIERTRLSICT VT —
JAVHNREREETIhTVWSEEES, AmazonEKS 9 AZ—ERBLTAHI VK
L_AwsRe5111enceHubAssessmentEKSAccessRoleé: WSEBETOFHLWVWIAM O—ILZERKT S
PBENFBHYVET, TOER, COIAMO—=)LIE Amazon EKS V7S AZ—ADT IV AILERAEhE
CP

ROBERE, Z77UT5—>3a > A FREQOIAM 1I—YY—TF7 O AHFaE2FATILSICHRE
ThTVWBRHE, N 7SAXVTHI NMCF7O4 & Amazon EKS 75 A X — AWS
Resilience Hub IC7 9t AT D HEZRLTVWET,

Primary account

8 > (D =% > () r@

Lagin Current 1AM Role Assume Role AWSResilienceHub
AssessmentEKSAccessRole
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ROBEZRE, F7UT5—>3a > FREOIAM 1I—YY—TF7 O AHFaE2FATILSICHRE
TENTWBEFE, IFEAVFIVTAHDY NMCF7OAE iz Amazon EKS 75 A% — AWS
Resilience Hub IC7 9t AT B HFZEZRLTVWET,

&l Primary account Secondary account

8 > () ;8 > (=) —’8—" D =8 > (= g (KL

Lagin Current IAM Role Assume Role AwsResilienceHub Assume Role AwsResilienceHub  Assume Role AwsResilienceHub
AdminAccountRole ExecutorAccountRole AssessmentEKSAccessRole

Amazon EKS 75 A X —K®M 1Y —A AWS Resilience Hub AQOTF7 2 ADEFH

AWS Resilience Hub T, REB T IO EAFAZERZEL TVWSRY ., AmazonEKS V9T AX—ICdH
BDVIY—AITIOELATEEXY,

Amazon EKS VS AX—AN )Y — A= HES Ll AWS Resilience Hub 2 1= ICAERZT
DEAFAE ICA5TBICE

1. AmazonEKS VS AZ—ICT7 VAT R =0 IAMO—ILZZELE T,

A—IR—ADT IV AZFERALTT7VT—23 2R ELEBERE. CORTYTZR
FYTLTATYT 2Lk, FFUT—2a > oERICEAL EO-ILZERATEET,
AWS Resilience Hub T M IAM O—JLZFEA TS HEIC DV TIE, the section called “AWS
Resilience Hub & IAM OE#EFE" 2B L T EE L,

RED IAM 1—H—#ERZFEALTT7VTr—>3 0 2R ELEHEEF. AmazonEKS V5 R
X—ERUT N2 NT AwsResilienceHubAssessmentEKSAccessRole IAM O—)L%& 4
BRIBPBENFHYVET, TOHE., <O IAM O—)LiF Amazon EKS V5 AR—ICT VAT K
ICERAENET,

T7U5—23a>nA4 > R—NEFHMAFIZ, AWS Resilience Hub (& IAM O—JL&ZEHAL T
Amazon EKS V5 AZ—HNOUY—RICTIVEALET, <OO—JLIE Amazon EKS 75 A
B—ERUTHINTERTBIHENH Y. Amazon EKS U5 A& — AWS Resilience Hub
ZTMMTREHIC AVEETDT IV EAHFTZEE Kubernetes JIL—TICX Y EVTEhE
ER

Amazon EKS 75 A& —H" AWS Resilience Hub FO'HHL TTO 7 HIO > RERUT AT MNIC
HBFEIE. RO IAMEEAR) S —2FRALTO—I)LZERNTISENf HBYVET. <D IAME
R —TF, caller_IAM_rolelFBRENDT NI NTAPIs ZHVEHTEHICFEAETAhE
¥ AWS Resilience Hub,
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® Note
caller_IAM_role &, AWS 1—H—F7AHDU Y NCBEERITSNhTVWRO—-ILTT,

Amazon EKS 9 5 AZ—AV0OAT A7~ KN (AWS Resilience Hub FTHELTOT7 AT N E
FEBDTHIURN ICHBDHEEIE. XD AwsResilienceHubAssessmentEKSAccessRole
IAM E38AR) > —2FERALTIAMO—ILEZERTIHENHVET,

® Note

BIRSHE LT, AWS Resilience Hub 1—H—0DT7 AT NEWRREBZTHI MC
F7O4ENTWS Amazon EKS 95 AZ—ICT7 9 ATBICE. IIWFTHIRT
DHEABRBRETIHLENHVYET, FHICODVTE, UTESBLTLSEZL,

2. AWS Resilience Hub 7 7' U4 —> 3> ® ClusterRole& &K T ClusterRoleBinding (F 7z
(& RoleBinding) O—J)L&ZER L £ T,

ClusterRole & Z#4EK T B &ClusterRoleBinding, A" Amazon EKS 75 AZ—HNOHEE
DEATMEBO—PTH B )Y —AZ DS &L TFHE AWS Resilience Hub § 3 12 IC X B
BRYERT IV EAHFANINEEIET,

AWS Resilience Hub Tlk, XOWITNAZZTT IR T, BEMETMEERTH-HNDA
BZEEADOTIOEAZHIPRTEET,

a. IXNTOBEZEEOFEKE) 72Ut A#% AWS Resilience Hub 77U —>a 5L
x99,

AWS Resilience Hub A" Amazon EKS 7 A X —H O INTORBZE-ICH S
V—ANTMEEMLZ5FMTSICE. XD ClusterRoles ZERTBIHBEN HY) E
3 ClusterRoleBinding,

« resilience-hub-eks-access-cluster-role (ClusterRole) - Amazon EKS U5
AZ—%FHE T 2 -8 AWS Resilience Hub A% EBEL T2 T IV EAFTEEERELET,

« resilience-hub-eks-access-cluster-role-binding (ClusterRoleBinding)
— Amazon EKS 77 A& —IC resilience-hub-eks-access-group E VS ERIND T
IL—T7%E&EL, TOI1—H—IZ AWS Resilience Hb CREEM A ZRTIT 2L oHI(C
BEBT O AERZNELET,
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IRXNTOZHZEREOFHEY) 7O A% AWS Resilience Hub 77 Ur—> a2 iif459%

TU7L—RMREROEBYTT,

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
- nodes
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
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- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF
b. BENBATEMERAND O DT YA AWS Resilience Hub #5L £ 9,

ZEALT, HFEOZBZEEEY NADOD Y —AANDT V1A AWS Resilience Hub % PR
TZFJRoleBinding, cNZERRITBICEF, XROO—INZERTIHLEN HYET,
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« ClusterRole — AWS Resilience Hub A" Amazon EKS 7 S5 AZ—HADOEEND BRI Z=RE D
DY —=AICT VAL, TOMESHZFTMISICE. XDOClusterRoled—)L ZERK
TRIMENFHYET,

« resilience-hub-eks-access-cluster-role— #ENDZHZEBAN) Y — A%
AT 2EHICHESZERZREELET,

« resilience-hub-eks-access-global-cluster-role - Amazon EKS 72 A
A—HAOBENBAMZEBICHERTSNTVWEAWITAR—AD—7) Y —A %5
TRLEOIMBERT IV EAHFTEZEELET, . AmazonEKS V75 AX—NDI T A
B—AA—TVYIY—=R(/—REBEE)IZTIORALTTZ V=23 > OmMEEEZT
MDD T AT AWS Resilience Hub Z X% EE L E T,

ClusterRoled— L& ERTDEEHDTFTL—KNEXOESY TT,

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
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verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-global-cluster-role

rules:
- apiGroups:
resources:
- nodes
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
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verbs:
- get
- list

EOF

* RoleBindingrole- COO—)LiE., FRHEDBMZEEAOC Y —AICT VLA AWS
Resilience Hub §2 I ICHBELRT VA ZNFELET. 2FY ., FHEOEH
ZEERD!) Y —AILT V1A AWS Resilience Hub TE2 &S ICTBICIE, EREIZER
(ZRoleBindingA—ILZEK T2 HENHYET,

(® Note

ClusterAutoscalerZBBAT—V > JILERT2HEEF. kube-systemlZ
JEMNTRoleBindingZER T D MLEN HVET, ik, kube-systemBHIZE
BH—ETHBClusterAutoscalerZfHli T2 L= HICHETT,

ZhiZ&kV), Amazon EKS V5 A X —DOFHMi# (Ckube-systemBEIZEEA D 1
Y —A %M 95 AWS Resilience Hub = IC A BB T IV AFA2NHEL £
£

RoleBindingA— /L ZERTBODTTL—MEROEHYTT,

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
namespace: <namespace>
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io
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EOF

« ClusterRoleBindingrole- COO—J)LIF., AVZARX—AOA—TDOIUY—AIZT Y
+ A AWS Resilience Hub 32 = ICBEBERT I EAFAZFELET,

ClusterRoleBindingd—IILZERK TR HDTTL—KERXOEBY T,

cat << EOF | kubectl apply -f -

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: resilience-hub-eks-access-global-cluster-role-binding
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-global-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

3. aws-auth ConfigMapZE#H L T. Amazon EKS VS ARX—ADT IV EAIZFERAEnS IAM
O—J)L Tresilience-hub-eks-access-groupzE~NY 7L £,

CHDATFYT TR, AFYV7T1TEALEIAMO-I)ILEATY 7 2 THERL = Kubernetes &
IL—TEDIVEVTEZERLET, cOIYEVYIE., AmazonEKS VS AX—HNO )Y —
AT OEARTREODOT O EAERZ IAMO—J)LICASLET,

(® Note

* ROLE-NAME [EAmazon EKS 95 AZ—ADT VL AICERAE N3 IAMO—)LZHL
x99,
s P7UT—23a 00— IR—ADT IR ZFEATEILDICHRESNATVS G
4. O-)L@ET77Usr—>3> O¥ER AWS Resilience Hub B IZEE N2 FOHL
O—-LEkEFEEhZAVTHORO=IILOVTIDATHZIHRENHV)ET,

Amazon EKS 25 A& — AWS Resilience Hub NDO 7 7 AN EXt 210




AWS L UTI>YANT I—H—H4 K

s F7UT—=23a VY —ANOTIOEAIC, BED
IAM 1—H—%FRAT2LSICBRENTVSES, Th
[&AwsResilienceHubAssessmentEKSAccessRole TH D LEN HVET,

« ACCOUNT-ID I& AmazonEKS V95 AZ—NOD AWS PHONID THHALENF HYE
9,

ROWTFNADFET aws-auth ConfigMap ZHERTEE T,
« eksctlDfEMA

ROAN > REZRITL T aws-auth ConfigMap ZEH L £ 9,

eksctl create iamidentitymapping \
--cluster <cluster-name> \
--region=<region-code> \
--arn arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>\
--group resilience-hub-eks-access-group \
--username AwsResilienceHubAssessmentEKSAccessRole

« F—ART® ConfigMap ® mapRoles £U>avIZ IAMO—/LOFHEEMTSE &
T, aws-auth ConfigMap ZF B THRETEE T, KNIV REMMAL T, aws-auth
ConfigMap Z#REL 7,

kubectl edit -n kube-system configmap/aws-auth

mapRoles £ 3 REARDODNTAXA—XTEBEENET,
- rolearn-EBMEh3 IAM O—J)L® Amazon ')V —AF—LA (ARN),
« ARN X — arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>,

« username — IAM —)Jl AwsResilienceHubAssessmentEKSAccessRole [CN Y '&
N % Kubernetes IO 1—H—F,

« groups— JIN—7BGEATY T 2 (resilience-hub-eks-access-group) TERL
TIN—TBE—BITIHBENHYET,
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® Note
mapRolest V2 aVHFFEELBVEERE., OV IV EZFETEMTIHZESN
HYET,

RTOT7>7L—hz2EALTIAM O—-I)LOF#lZTF—2 T OConfigMap® mapRoles tz
O3 vICEMUET,

- groups:
- resilience-hub-eks-access-group
rolearn: arn:aws:iam::<ACCOUNT-ID>:role/<ROLE-NAME>
username: AwsResilienceHubAssessmentEKSAccessRole

AWS Resilience Hub Z&%1(Z L T Amazon Simple Notification Service bk
EYOICRITTS

cOtU>3a>Tlk, AWS Resilience Hub A7 77U —2 3> ICB 9 % &% %Z Amazon Simple
Notification Service (Amazon SNS) RE'Y JICRITIT D FEICDVTHEAL £9, Amazon SNS b
EVOICBRNZTY>133IC, ROEOHFF>TVWAEZBIRBLET,

« 795 477 AWS Resilience Hub 77U r—> 3>,

- NBHIZIE{E AWS Resilience Hub 92 XEN & S BEFED Amazon SNS RE'Y U, Amazon SNS
REY ODERDFEMICDOVWTIE, TAmazon SNS REY U DER L Z2SBLTLKEEW,

AWS Resilience Hub & Amazon SNS REY JICBHZHKITTEDLSICTBICIE. Amazon SNS
REYODOTIORARIS —ZROEDICEFHITIHRENHVYET,

@ Note

AWS Resilience Hub Z#RAL T, A7 hA 2 U—=23 A S5F7 I NTEMIC
BO2TWB)—23a> iCHdRNEYIICXY E—2#RKITTHEEE. Amazon SNS
REY VRICHERENLEDY—ARDS —2Z2EETRIXENHYET, T7UIN
JLDOfE%Z resiliencehub.amazonaws.com 'S resiliencehub.<opt-in-
region>.amazonaws.com [CEEL E T,
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H—/N—fIEES 1t (SSE) ® Amazon SNS REY U ZFERL TVWBEHEEE. AWS Resilience Hub A
Amazon SNS BBt —A M Decrypt 8 &V GenerateDatakKey* 7Ot A#EZF >TVWD L%
BRIIVENHYVET,

Decrypt & GenerateDataKey*A\MTF UVt AZR# T % IZIE AWS Resilience Hub, R —
AWS Key Management Service IC 7 VAT 2 EODUTOT VAR AEEHDIHEN HYE
Cl

AWS Resilience Hub L X F—2 a2 2803 BRATED T O AHT
ZHRT S

AWS Resilience Hub ZRA T2 &, Z77UTr—>a> I LOAXF—23 0 zEH% N0
BRATETOEAHTEZHBETEE T, XD IAMEERV—2FEALT, 77Ur5r—>3>
CEICHREEZEDEVBRALLY T2HERZFIRTEERT. <O IAMEBEERUS—TRE.
caller_IAM_role (AWS 1—H'—TFHIU NCHEERN TSN TVWS) FBEDTHT NT APIs
ZEHOCHEHITLEHICFERAENET AWS Resilience Hub,

DAVTZANZIOF¥tE+11)7T 14 AWS Resilience Hub

NEZ—Y RY—ERATHS AWS Resilience Hub l&, ;874 hAR—/Y— "Amazon Web Services:
F1NVFATOCAOEME, ICHEBEThTVWB AWS FJO—-NILZY ND—9tEF1UF 14 FETR
BEThTLET,

AWS 2L API Jd—J)LZ2ERAL T, XY NJ—%2 AWS Resilience Hub BT IC7 VAL &
9o VT4 T Nk, Transport Layer Security (TLS) 1.2 ABgZEHR—NTED2HEN HVET, TLS
1.3 UBRAHRENET, £, —KWFT 17 14— AJLYZ Ephemeral Diffie-Hellman (DHE) X
Elliptic Curve Ephemeral Diffie-Hellman (ECDHE) 7 & ® Perfect Forward Secrecy (PFS) Z A L 1=
B AL —REITATURTHR—RNEATVBRUENFHVET, chSOE—RIE, Java7 2L
fBERE, REOBEAEDDATALATHR—REATVET,

Fh, UVIANMIERTZI7E2AF—DE, IAMTZTUONILICEERTSNTWAES—ULY RNT
VEAFXF—ZFEALTERITDIHXENHYET, £k, AWS Security Token Service (AWS STS)
ZEALT. —" KB EFIVTARABERZER L. VITARNIBREIDCEETEERT,
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AWS H—EADMEZEEF I Y U

COETE, P7U5—23a>0MEEHAFHICHFEN REBZVRSIC, YR—FEhTVS AWS
H#—E A AWS Resilience Hub ICH L T IC&K 2 TRITE B S KT ETLAMESHEF T Y U OFFMIC
DVTHHALET, chsnFIv I Tlk, BEEIBRRE (RTO) L BEEEIHRR (RPO) &2, &7 7
)r—>3a>2R—%> b (AppComponent) DTREZEMR S —TERE N TVWSREEBSLE
DETHELERT, FMliICk. 77UT5—>3> A VT7FARNSZIOFTOEE, AZDOELE, U—
TAVOEERE, TETEBEZATOFMAEENET, LEL, CNSOFIVIERTTRIC
&, DY—AANDT I tA%A AWS Resilience Hub 2= I(C, BBiETS IAM 7V AHT %
CREITZIXENHYVET, COEOVY—AANDTIELAELDVIVAFIVINORTZ ICFF
A] AWS Resilience Hub $2 7= LB ERX IAM 7O AHFAOFAICOWTE., T 25RLTL
ZEWVWAWS 0) EER!) S — AWS Resilience Hub,

AWS #—EA

* Amazon Elastic File System

» Amazon Relational Database Service & Amazon Aurora

* Amazon Simple Storage Service

* Amazon DynamoDB

* Amazon Elastic Compute Cloud

* Amazon EBS

+ AWS Lambda

« PRI IZAT 1Y JKubernetesth —E A

* Amazon Simple Notification Service

* Amazon Simple Queue Service

* Amazon Elastic Container Service

+ Elastic Load Balancing

* Amazon API Gateway

* Amazon DocumentDB

* NAT Gateway

* Amazon Route 53

* Amazon Application Recovery Controller (ARC)
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* Amazon FSx for Windows File Server

« AWS Step Functions

» Amazon ElastiCache (Redis OSS)

Amazon Elastic File System

Ot Y3 3> Tk, Amazon Elastic File System ICEBNDIXNTOLUIVAF IV I LHREE
HZE —ERRLUET, Amazon Elastic File System D FF#IC D L\ Tl&k. Amazon Elastic File System
DRFIXARZSRBLTIKEEZV,

FANSATLZAT

AWS Resilience Hub l&. 77 AN ATALARATELT) =23 FEEBF1Y—2FZFIVILE
To 77ANSATALARATE, AVTFZANTOFYRERGAZOFMAREL LBEEOMESMH
ICHELET, 77MINVATAZRATOFEMIIOVWTIEE, "Amazon EFS 77 A )L AT AN T

)ﬂ’ritffﬁﬂ’l’.h ZESRLTLSEEL,

FANSATLONY OTF VS

AWS Resilience Hub l&, 7’047 7 AN AT ALIZ AWS Backup 7S A EEE A TULS
HESHEBRELET, ES5IC, Cross-Reqion/ NV I T YT A T2 arFEMCKZ>TVWAHE
SHEBIEL, RUS—TRHRERBEIC)—2a RN OFMHEBEEICH/N—LET,

F—XRL 7V —23>

AWS Resilience Hub l&. 7O/ ENLET7 7ML ATAIC) =23 AELFEIOA)—23
~® Amazon EFS F—X L 7T —2 3 U ERENTVB L ESH ZHIRL EFT. Amazon EFS
TF=RLTVT—=>232@, T7VT—>32 AVTZANZIVFY, AZ, V=23 VLARILT
HERTO LHERPO ZRETAINDICKRILEE T, =82, . ThAU—23a A0 EHEED
EThTVWB A ESH AWS Resilience Hub ZF T ¥ 2 AWS Backup LT, 77UT—2 3> Ol
RICT77AILATLOMEEEZEMICLET,

Amazon Relational Database Service & Amazon Aurora

Nt 3> Tlk. Amazon Relational Database Service & Amazon Aurora ICEEDINXTOL
SYTVAFIVOEHBEEZ —ERRLEJ., Amazon Relational Database Service & Amazon
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Aurora M EFHHIZ DWW Tk, Amazon Relational Database Service ® RF 1 X RN ESRBLTLKEFE
(AN

>N AZF7OaA4

AWS Resilience Hub &, F—ZX—ZAN 1 DDA AR AELTTF7OMENTVWABAESH %
FIvIL, REESNEBEEFE., EAVFVAAZAE)—=RL7)AERBR—NLTVWEWD
EtERLET,

NILFAZF70OA

AWS Resilience Hub &, F*—ZX—ANEAVH VA AR AE GV —RLTUATTF7O
AENTVRIHLESHERRBLET, T—EIXR—AHNFV—RLTZUATF7O1/ENTVRIES,
FRID AZ ICF7O14ENTVBH ESH AWS Resilience Hub ZHEEL . AZ DHRFEFICT T )L
F—N—%ZFALET,

NYOTFTYT

AWS Resilience Hub I, F7O4&ENETF—ER—AA VAR AIZKROINY DT Y T E A
ENTVBHLESHEERIBELET,
« AWS Backup BBI/NY OTF Y 7’F 72 a2 ERAL TEETS

« AWS Backup AR —THERFERF., VORU—23a2 Ny o7y 7IE—%2&ALHET
%]

s Y= RN=FTA—ONYITYTIATLOFHAFTYT>3av s

JOA)—=>23> 74N F—=)N—

AWS Resilience Hub &, V=3 > 0N SEETSEHIC, BEEMHERIS —TERENA TV
PRTOBLTRPOZ—TYRNZEFIVILET, E5IC, AWS Resilience Hub i&, A TFn o 0O
AV=23a> F7—FF7O0FvEZBELT, V=232 0HMFICHISTEERT,

« VARV —=232AFvy72avy NodE—=28C V-2 ANV ITYS

s BloU—>3a> ol )—RL7TUA

e Blo)—aicteho AU SIS AR —%3ED Amazon Aurora FO—N )L F—EZR—A

s D=3 ICAY RLAEHA R OFTAR—%%D Amazon Aurora JO—NILTF—E2Z XK —
A
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V=232 A7 ITANF—-N—DFRE(L

AWS Resilience Hub &, 1 > 75 ARNSOF v £ AZ OFMFICEEMER) S —TERET N
EFRTOBLRVURPOR—SYRNEFIVILET, c5IC, &, 7FU5r—>3>, 4127FAN
SOF+¥., AZDFEAN—TFTBDUTO) =232 RRT7—F T F v 245 F AWS Resilience Hub
TEZFY,

c V=23 HANYIOTVT

s BIOAZDU—RLZ7UR

« BIOAZIZVU—RLTUANHSB Aurora V5 AR —

« Amazon Relational Database Service (Amazon RDS) DN\ FAZ A2 ARV A

« AmazonRDS NI F AZ VDT AZR—
e BIOAZDY)—RLTYUH%EED AmazonRDS D 1 DDA VAR A

Amazon Simple Storage Service
cDtU> 3> Tk, Amazon Simple Storage Service (Amazon S3) ICEEDINXTOLZUI VA

FIVOEHBEEZ —ERRLET, Amazon S3 OFMIC OV T, Amazon S3RF I A K~
BESBLTLSEETL,

N—23Z2J

AWS Resilience Hub &, Amazon S3 /X7 Y RTN—23aZ 20 OFEMCBE>TVWR A ES H #HER
LET,

ATo1=)ENENYITYT

AWS Resilience Hub &, 77°'04 & 1u /= Amazon Simple Storage Service (Amazon S3) /XY R ®
AWS Backup 77 A ERBENTVBRIAESHEHRBLET, =512, RUZ—TU—232 LA
IOFWICHIST R HBEN HBDEES. VARV —23a NV OTFYTATSavFERICE>TWS
PESHERELET,

RAVKNABZA L) AN
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