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=4n

(=40

(=40

(=40

=4
=4
=4n
=4
=4n
=4n
=4n

=4n

(=4n
(=40

(=40

BH/IN— 3> (2025
F£12 A)

=3W

=3n

=30

(=4n

(=4n

=4
=4
=4
=4
(=4
(=4n
(=4n

=30

=3n
=3W

(=4n

HR—KREhTWB AWS U— 3>
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y—3> g

AWS GovCloud (KE
P EB)

=32

us-gov-west-1

BaioN—>3>

(=4n

BH/IN— 3> (2025
F£12 A)

=4n

HR—KREhTWB AWS U— 3>
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Hmze7T70149%

(® Note

COHEFBIE,. AWS CloudFormation T 7L —KNEAZY U RFERLTF7O4 ZHELL
£ 9, CloudFormation 7> 7L — Kk, CORRBICEEND AWS UY—REZF07O/N
T4 ZERLUET, CloudFormation AR Y V&, 7 7L —KNIEBRENTVWR DY —A%
7OE>a->JLET,

HeEREIDEC, COHA RTEHRARLEIDAN, 7T—FFTI0F v, Y RND—ORF2)FT 4,
FTOMOEZEBEEEREL TLEEL,

Nevy o

- BIREZH

« ABUVYV—-RZHERTS

s ATV 1 HnzEiEeTD

s ATVT 2. MTHA42T 3

Al R SR

N =R

s EBI—H—-—AWSTHUN Z2FRALT ZHERT S
« Amazon EC2 SSH ¥—AXRT7 & ¥EKT S

s Y—ERIA—REEXT

» Cognito 1—H—7"—)LZERT D (7> 3)

s NABRLRXAVZERTD (A7 32)

« RXA > D4R (GovCloud M )

s ABUVYV—-RZERMTS

.- BIETLDAPS 2BET D (A7 3

 Microsoft Active Directory DY —E AT HIO 2 NERET D
7Z7ARX—bNVPC ZRETS (A7>32)

AREH 24


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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BEI—HY—AWS 7HOU N 2 AL T ZHEKTS

EEI-YHY—AWS THIU N 282 FBETT,

1. https://portal.aws.amazon.com/billing/signup ZFR & £ 7,
2. AVSAVOFIRICRHWVWET,

BAVTYTFIEO-—RELT, BRFRLEBTFAMNXXY E—DZFHEY), BFEF—/NNYRT
RIALO—RZADLET,

CHATYTIREAWSTAHIVN, AWSTHIYROIIL—KNI—H— HFMERENET,
LN—=RI—H—=LCR, FHAIRODIXTOAWS DY —ER EVY—ANDT IV EAENH
WET, EF1UTARARNTZIOTARELT, A —CEBT IV AEZE) ST, IL—
NI—Y—TFT IO AN BEZZAVDRGTICEIL—PN I —DAZEERATEILSICLTLSES
W,

Amazon EC2 SSH ¥ — X7 %Z /KT

Amazon EC2 SSH F—ART7HABWVWBEK, ERNTEIHRENHVYET, FMICOVTIE., "Amazon
EC2 1—H%'—7H4 R, ® "Amazon EC2 AL EF—RT7OERL 2SBLTSEETL,

B—ERAV#—X&EEPT

UTOH—EARAVA—ZZEP I E2HBBHOLET,

* Amazon VPC
« NATT—KRDJIAHiZV)DElasticP 7 RLAVA—R%&Z5H5 8ICEPLET,
« TRAZEUTA—=V—=2BIEWVDONATT—KRIIAZ 505 10 ICEPLET,
« Amazon EC2
« EC2-VPC Elastic IPs

AWS PHDOV M., AWSH—ERZ &L, UBIRFIREFENATWETF 7T RO A —245
HYVET, BFICHRENTVEVRY, 77—X@3#BEETT, —FHO I+ —XICODVWTEEIEL
FRUIVIARNTETITHN, TOMOIUVF—ZICDVWTEHBIELFRZERFRTEREA. FMICOL
Tk, TCORBDAWS H—EANTA—2, BSRBLTLSEEL,

EBI—Y—AWS THDUU N ZEALT ZEKT S 25


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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Cognito 1—H'—7"—I)ILZEKTS (F7>3)

RES A Y AN—JLBIZ, 1—Y—REIEIS5 (7> NRIED 18 ICBEZD Cognito 1—H—7 —
LEAVR—RNEBIELTEET, ThUADBE. RES BEL W Cognito I—H—7— L& H
BUCHERLET, BEOI—Y—T—LICE. ROYA VT Y THRARLBRNIBETT,

&80 il RME/IRE BRAE/RE Mutable
custom:aw XZF5 TRUE
s_region

custom:cl XZF5| TRUE
uster_name

custom:pa W& TRUE

ssword_last_set

custom:pa wiE TRUE
ssword_ma

x_age

custom:uid el 2000200001 4294967294 TRUE

NAZRLRXAVZERT D (7> 32)
I—9—7LYRU—BURL EROE, BEONAZARAIVEERATALEHBHLE
T NARLRAAVEEEL, A7 a0 CARBEEETEET,

ABIVY—RAARY VICIE, BELEDARAZALARXAVOIAERZERTZ7OLAN BV ET, R
XA BY, ABIY—ARRY VOIIRELERBEZFERATRERE. CCTRATYTEZAFY
TTEEY,

Fhld., UTOFIEICH > T Amazon Route 53 ZFERA L TRXAM 2V ZEEL, ZFERALTRX1Y
NFEEAE % 1 > 7/R— kL E I AWS Certificate Manager.

1. BRICHE>T, RouteB3 ICRXAA 2 EEFZULET, BRX—INFBEET,
2. RAAORARNY—2ERBLET, Chid Route53 ICK > TEHEWICERENET,

a. Routeb3 A2V —I)LZzHEET,

Cognito 1—H'—7"—)L&EKT S (7> 3a) 26


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
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b. ERIOFES—32HSKANY—2ZEBERLET,
c. RXADVBRICERENERARNY—2VZRHE, RANY -2 IDZIE—-LERT,

%ZB§&E AWS Certificate Manager . A TOFIBICHE > TRXA VFFAEZ)V IO ITIANLET, V
)1—232 &F7O/4TDFEO)—23aICVB e zBELET,

FTES =23 hSHAHEE —ERXRTEZERL, dEABVIIARNZRODHERT, VITANGE
REFTHILENFHBYUET,

SIHEID EBRLTUSIIANEREEET,

RXA2E923>h5, Routeb3 TLI—RZERTZDZBRLET. VITANORIEC
102D ET,

ARSI RITENES,

EII_I;

BHEODAT—RALI>3a>HAS5 ARN Z2dE—-L &Y,

RXA > O¥ERK (GovCloud D dx)

AWS GovCloud U—> 3 >IC77°04 L TWT, Research and Engineering Studio ® A AR L R X
A ZFEALTVRHER. ChSDRRKZUEOATY T ZETITRIXEN HYET,

1.

INT VY ORARNRXA DN ERENEERA/IN—FT 123> AWS 7HJ> MCZ Certificate
CloudFormation AZ Y 2 %#F 704 L&,

S[BAZE CloudFormation HAA S5, & ZRDHCertificateARNTXELE
JPrivateKeySecretARN,

GovCloud /N\—FT 423> F7HJ>NT, CertificateARNE I DEZEFE DI —IL Y N2
MLUET, ">—UL Y MBEvdc-gatewayll POV EZATEDRSIC, HILLW>—TUL Y N ARN
EEZEBYH, >—IJLYNC2O0ORTEEBMLET,

a. res:ModuleName = virtual-desktop-controller
b. res:EnvironmentName = [environment name] (res-demo T& ® AIREMEA"H V) £ T)

GovCloud N\—F 423> F7HI> NT, PrivateKeySecretArntH hOfEZFEOD—UL Y
NEERLET, N">—UL Y MBvdc-gatewaylC 7V ERATERKSIZ, HILW—TUL VY
NARN 2E2& &%, >—IJLYRNC2O20X2TEZEBMLET,

a. res:ModuleName = virtual-desktop-controller

b. res:EnvironmentName = [environment name] (res-demo TH 2 AJgEMEN H V) £9)

R XA > OER (GovCloud D &) 27


https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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AR Y —AZRKTS

@ Research and Engineering Studio Tl&k, F7' 04 KICROAII Y —ANBEET S & Z AWS
HELTLVET,

« XY KNT—=U (VPC, NTDVYIOHBTRY KN, T7SAR=—RNYTXRYK)
C ZTlk. RESIRIE. Active Directory (AD), £BAKRL - ORANCERAEND EC2A4 A
2AZEITLET,

« AKL—2 (Amazon EFS)
ANL=2RDI—LICRK, REFAINYTAVTZARNTIF ¥ (VD) ICREBTF7AIE
T—RANEEFNTVET,

« F4 LU KUY —ERX (AWS Directory Service for Microsoft Active Directory)

TALY NI —EAR, RESREICHL TI—H—%ZFFREL KT,

s F—EEORT (A—H—FB, NAT—R)&LTT7#—X Y & iz Active Directory H—E A7
WOV RNOI—H—FBENAD—REELS—UL YK

Research and Engineering Studio l&, ZFEAL T, Y—ERAT7HINONADT—REE, BE
LE>—OL Y BICT2E2AULETAWS Secrets Manager,

/A Warning

BIHI T % 3 X T ? Active Directory (AD) 1—H'—ICH U THEMB EX—I T RLAZEET
DREBEHNFBHYVET,

@ Tip
TERREZTF7O0/LTVT, chSOAFIY—RAZFATEZWVEERE. AWS N1\
74— AOAVELI—TFT142JLEZFERLTABIY —RAZERTEXRT, THOY
NCDUY—RZ2F7O04FDIC@EAB)Y—AZEKTD, X0V 3a> T, Z58BLT
<EzEL,
an AWS GovCloud V—2 3> TOFEF7O/4 TR, ") OBREZHFEATYTZ2ET TS
PREHFHV)ET RX A2 DR (GovCloud D &),

HAEIY—AERMET S 28


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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IRIET LDAPS ZRET S (7> 3a2)

IRIET LDAPS BfE 2RI 2550, UTOFIEZE/TL T, EEHEZER L T AWS Managed
Microsoft AD (AD) RXA > RO—Z—IZT7XZYFL., AD £ RESENBREZRHEITILEND
WETD,

1. T oH—=/\—fln LDAPS ZEB M 3% % AWS Managed Microsoft ADy IZEEEE TV
ATYTIRVET, LDAPS ZBEICEMICLTVWRBER. CORTYTERFY TS TER
C

2. AD TLDAPS #'REENhTVR L ZHWFEL =S5, ADFIAEZIVAR—KNLET,

a. Active Directory H—/N\—ICBEBL X T,

b. BEEEL T PowerShell ZBZ £ T,

c. certmgr.msc ZE{TUTHHEVANZHEEXT,

d HACEEEIL—RAREZRE, XCHAAEZFREVT, IHEVANZHEET,

e. ADY—N—¢cEAUEBROIARAZEZRAL (FLBEIVYI)L., IXNTORAVZERL
THABIVAR—RLET,

Base-64 TIL > 1— R&hi- X.509 (.CER) Zi&IRL, RANZERLET,

—h

g TALIRNUZRZBRL, RNZEBRLET,
3. —UL v bM0ERKST AWS Secrets Manager:

—ULYRIZ—I¥—TY—ULY NEERTIBER. [Z—ILYRORAT]|T[ZD
N —oL Y N ZBRL, [L—2FTFARN 714—=I)LRIZCPEM I>1—ROFEHEERL
A HES,

4. ¥ERENI-ARN ZEZZHEHT. O DomainTLSCertificateSecretARN/NTX—XELTA
HAULEITATY 1. BRERHT S,

Microsoft Active Directory Dy —E AT HDV > NZRET S

RES @ ID ¥ —A & L T Microsoft Active Directory (AD) ZiBIR LU £15E&. ADICTOTZAICKDT
DL AZFATRIY—EATHIRMNHYVET, RESOA VAR =IO—RELT, Y—ERT
DoV NOREREZFEAL T —ILY NZETRBENHYVET, >—IJL Y NE, CZICRTHE
RNTHAPUVENFHYVET,

BT LDAPS 2RET 2 (A7 3Y) 29


https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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Secret value info

Retrieve and view the secret value.

Key/value Plaintext

{"<username>" 1 "<passwor d>"}

£, username7 1 —J)LREF ERXONT EROOT A BZEHR—NLTVEREVZEIEELT
< 72 L\DOMAIN\username,

B—EAT7HAIY NEROEEZEILERT,

« ADASs1—Y—%2E@EHHTS:RESIFAD AS5sI—H—a2@HLT, I—H¥—-—HFIITTR-ZF)
ICOJA >V TEBRRSICTRHENf HYVET, BH7OCAR, Y —ERTHIMNZEFEALT
LDAP (B%ml) 2L CAD 20 TUL, FRHAEEI—HY—EJI—TZRELET,

« AD RXAIZBMTSD: Chid, 1VAZAN AD RXAIZSNT S Linux (RAET R
NYTEAVTSARTIOFYRANDAT S I ARL—232T9, RES Tk, ChiE
DisableADJoin/ N XA —ZTHlIfdcnhET, CONTA—ZE@FF 7 NT False ICREENE
¥, DFVY . Linux REFAIRNYTRRFT7AILREBETAD RXAVIZBMLESELET,

« AD ICEHT B Linux RETFRAIRNY TEA VT ZARNTIFYRANE, AD RXA2IZS
U 7% WiE4 (DisableADJoin =True), AD RXA VICEHELET, cOMEEFERATSIC
&, H—ERAT7HDV>Y RTUsersOUUB KV O1—HY—ETIN—TOHIMI T IV LRAEMSET
9 GroupsOou,

H—EATHIO NG, ROTOAFANFYETT,

« 1—H—%ZRFEHLTAD IZEHTDIZE - UsersOUB KT OI1—H—EJI—T D5 T Y
t AGroupsOU,

« AD RXAICSMT 321 > TComputerA 72T U MNEERL £ 9 ComputersOUs

https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/
service_account.ps1 WAV V7 NE, BYIBEY—ERT7HIO O NOT O ELAFTE2FE5TEIHED
Bl RLTVET, MEDOAD ICETVWTEETEXT,

T7ZAR—KNVPC ZERET S (7T 3)

Research and Engineering Studio Z 08t h /= VPC ICF7O4 32 &, B0V T4 T U ARE
ANFUORAEfZBRETLOOEF 1) TFaF@bEhExrd, 2L, EEORES F7O4F. #i&

TS5AR—NVPCE#RETS (A7 3Y) 30


https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
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FBEREOA AN =NICAE—ZFXY RTOERAICKELTVWET, 7754 ~X—K VPC IC RES %

AVARN=IILTBICE, ROMBEREEZRHIEITHBEN BT,

N =R

« Amazon XA X—2 (AMIsZ %183 %

« VPC IV RRAY NDRE

s VPCIVRARAVNDHEWH—ERICERTS

s 7F7AR=KRVPCTF7OMNTX—RZERETS

Amazon N> A4 X—2 (AMIsZ {59 %

1. THREFEFEZA V> O— KLU ET https://research-engineering-studio-us-

east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz, 28 hf= VPC IZF 7
O49%IC . RESAVT7ZARNZIVFYTNT VY IALUR—Y NTUORALZL THKES

REFATEDIHLENHYET,

/A Important

RESITWIEON—2 a2 FEHTHEVESEEF. FT20O— KR URI latest® Z E#Z/N—

a3 ES (§l: 2025.06) CBERIET,

2. Amazon S3 ARV ERAT7 U tEAE AmazonEC2 E L TEETES ID #F > IAMO—)L %%

BLET,

a. 1AM 12V —JL (https://console.aws.amazon.com/iam/) ZB & £ 7,
b. A=l A5, O—)IDEK Z2EBRLET,
c. MBEEIhIEICTATAZBRIR—STUTETVET,

« BEENEIVTATARATT, BBRLET AWS OH—E R,

e T™H—VEA, FHEEFE TI—-—AYS—A, TEC2) &iEIRL., "kAL ZEIRLET,
d. T7OtLAHFUTDOEMT, XOTVLAFAUR)—%BIRL, XINZRBRLET,

* AmazonS3ReadOnlyAccess
* AmazonSSMManagedInstanceCore

» EC2InstanceProfileForlmageBuilder
e. O—J)BEFHAZEML, O—ILOEREERLET,

TS5AR—NVPCE#RETS (A7 3Y)
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/
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3. EC2Image Builder J>R—%> NZEHERLET,

a. T EC2Image Builder 12V — )L %Z B & & 7 https://console.aws.amazon.com//
imagebuilder,

b. "™REEINLUY—A, T, "TAVKR—F2 by ZBRL, "DVR—ZFIDPMNOEKI &8
RUET,

c. AVAR—FXVKNDEBRR—TT, ROFHZEANLET,

« AVR=—FRVKNEAT T, EILR ZBRLET,
s AVR—ZVNOFMBICOVTE, ATZERLET,

INTAX—& d1—%—TIT> K1
Image operating system (OS) Linux
Compatible OS Versions Amazon Linux 2, Amazon Linux 2023,

RHELS8, RHEL 9, or Windows 10 and 11

Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

d. JVR—FKVRNOERR—IT, RFIXRNIVFTVVYDOEREBRLET,

. EERFIXDNOABRZANTIHEIC, targz 77AILDT 7 A4) URI ' RBET
¥, RESHE#ETS targz 771 J)L% Amazon S3 /N7y N7y 7O—RL, I\
TYRNZONTAHNST7A4IIOURI ZIE—LEF T,

i. RDEDICAHLET,

(® Note
AddEnvironmentVariables 7 7°'>3a>THY), AT FARNTIF ¥R
ANCHAHAZLBEZHRNVERVRSIFTEIRTEET,
http_proxy & &KV https_proxyRBEZEBERETSHEE. 1V AXVA
A7OF S ZEHL Tlocalhost, 1 VAR AXRZTF—RIPT7RLA, &

TZAR—KNVPC ZRETD (F7>3Y) 32



https://console.aws.amazon.com//imagebuilder
https://console.aws.amazon.com//imagebuilder
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CVPCIYVRARAVNEYR—RNITBIH—ERZIVTIVLEVELSICTSIC
&, no_proxy/N\ZX—2NFUETT,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res-installation-scripts/res-
installation-scripts.tar.gz'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:

TS5AR—NVPCE#RETS (A7 3Y) 33



Research and Engineering Studio

d—H—H1 K

- name:

action:

onFailure:

commands:

'cd /root/bootstrap/res-installation-scripts’
- 'tar -xf res-installation-scripts.tar.gz'
- 'cd scripts/infrastructure-host'
- '/bin/bash install.sh’

AddEnvironmentVariables

ExecuteBash

Abort

maxAttempts: 3
inputs:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1.
13
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.
33
1.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

.Com, ssmmessages.

com, kms.

com, secretsmanager.

com, sqs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.

.com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{
{{

e.

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1},
1},
1},
1},
1},

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

com, cloudformation.

com,sts.

com, application-autoscaling.

com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.

.com, .execute-api.{{ AWSRegion }}.amazonaws.com

" >> /etc/environment launch template

[OAVR—F2 MK Z8RLET,

TZAR—KNVPCZRETS (A 7>3a)
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4. Image Builder 1 X—2 L EZERLET,

a. LZEOERR—IT, ROKSICAHDLET,

o3> INTFAX—=24Z
LS st =4
N—=>3>
& B
BEERXODAX—=D A X—TMiER
0S

BE8N—>aZ>od47
>3z

A
\I
N
%)
\I
N
Ry
it
|

e AN

Enter an appropriate name
such as res-recipe-linux-x
86.

Enter a version, typically
starting with 1.0.0.

Add an optional descripti
on.

Select managed images.

Amazon Linux or Red Hat
Enterprise Linux (RHEL)

Quick start (Amazon-m
anaged)

Amazon Linux 2 x86,
Amazon Linux 2023 x86,
Red Hat Enterprise Linux 8
x86, or Red Hat Enterprise
Linux 9 x86

Use latest available OS
version.

Keep everything in the
default settings, and make
sure N1 7542 DETHE
ICSSMI—> I hZH|
B} 9 % is not selected.

TZAR—KNVPCZRETS (A 7>3a)
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o3 NTAX—& d1—%—IT> K1

EEFALIORNINA EETFALIOBRNIUNA /root/bootstrap/res-install
ation-scripts

dVR—F2 b OAVR—F NDOEE UTZHmHREL TGERLE
CB

« Amazon Yx— R:
aws-cli-version-2-linux

« Amazon Yx— R:
amazon-cloudwatch-
agent-linux

- FRE: ABICHERE i
Amazon EC2 OV R—%
Y ho MED AWS ) —
arve 74—)LRICA
HLUET,

TARIAVKR=FT K~ ZRBELTERLE T,

« Amazon Yx— R:
simple-boot-test-linux
b. [LEZERTS] ZEIRLET,
5. Image Builder 1 7 ZARZ UV F v EREZERLE T,

a. REBRRXIVY—AT, AVT7ZARNTIOFrREZRBRLET,
b. A27ZARNTIOFv—RBROER 2EBRLET,
c. AVI7ZARNZIFYREDERR—IT, KDELSICAHILET,

o3y NTA—=5& d—%—I> KV
2001 A H Enter an appropriate name

such as res-infra-linux-x86.

1)z Add an optional descripti
on.

TS5AR—NVPCE#RETS (A7 3Y) 36
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Q—H—H1 K

+o>a>

AWS A2 T7ZARNTIF
-v

NFA—=5

IAM O—)L

AVABYAZAT

VPC, H¥7%vYy N, %2
UF4 )=

d. AVT75ARNZIVFY—BEOER 2 BRLET,
6. ¥1L U EC2Image Builder N1 754 > &ZERLET,

1—H—TI KV

Select the |IAM role created
previously.

Choose t3.medium.

Amazon S3 /NTY A D

A2B2—XYNTIOEA

ET OV EAZFATEDH

72avaEERLET, &
F1VTATN—TZHERK
TRIVENHDZEEE. R
DARNZFEAL T Amazon
EC2O2V—IHSHEKRT
EFET,

« VPC: A2 T7ZANTY
FYRECEHEIATO
2N ERL VPC ZEIR
LET, <® VPCIZIF
A=Y NTIOEA
FHBETY,

s 42NV RIL—IL:

« X4 7:SSH

* [Source]: Custom

- CIDR70Ov J:
0.0.0.0/0

a. Image pipelines [CBE)L . Create image pipeline Zi#RL £ 7,
b. NATZA4AVOFHMEEER—T T, ROKSICADL, RNEERLET,

s WAT AR EFT> 32 DOFHA

TZAR—KNVPCZRETS (A 7>3a)
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s EILRATDI1-)UT, ATP1-)ZRETSDH,. AMIR—F2TTOLAZFHT
IR T 255 FBHZERLET,

c. LYEDEBRR—IT, BBFEOLIEZEAZERL, BICHERLELERZANLE
T, [RN\] ZBIRL X7,

d. EEZOEADERNR—IT, F7#ILM0T—070—-%FRL, RNZBRLET,

e. "MVT7ZARNTZUVFYRENDERI R—TT, "BBIBEOAVTIZANTZIVFYREZEH
T2, ZBRL. UETICHEBLIEA VT ZARZOFYREDEBHZADLET, [RN] 2
BRLEXT,

f. FAANIELI—32BECERR—TJT, BRIECODVTRORKEZEEBLTSEZ L,

c RESHAEIASAVITZARNTIUF Y RANA VAR AZBYICREBTEDLSIC,
HAAX—PRF7TO/MENERESRELFALUV -2 VICERITIHEN HYET,
H—EAOTF 74 NEEATSE, EC2Image Builder —EANERAEhTWSD ) —
TAVICHAAX=DHFERENE T,

- RES Z##¥HN)—2a IcF7O49%58k. ILLWF1ANIELI—- 3 RESE
ERL, TZICU—>23a > zBMTEET,

g BRAUBRZERL. NM 771 0EREERLET,

7. EC2Image Builder /N1 754> ZERTLET,
a. AX=INATZA4D8, ERLENATSA4ZRDOTTERLET,
b. 7023y zBRL, NM7F4DRT ZBIRLET,

INATZA42@F, AMI A X—=Z DERICH 45 5H 5 1 BEA DB HZENHYET,

8. EHENEAMI O AMIID ZEZE%. O InfrastructureHostAMI NTX—Z DA HE L THEA
L &£ dthe sectioncalled “ATY 7 1. Rz EETD,

VPC I RIRA > N DERE

RES #F7O4 L TREFAIRNY TZEBHTSICE, T7SAR—KNFTZY NADODTIEAAWS
DH—EADNMRETT, VERBTIVELAZERBHITEZIELSICVPCI RRANERETIDHEND
WET, £, IVRRA VRS EILChSORATY T2 BYRTHBENHVET,

1. IVRRAZBRMFUEIICREENATVWEWESRE, 122 —TIAAVPCITY RKRA K
AWS DH—ER ZFEALTICTIEATS ) CRBBESNTVAFIRICH > TSLEZL,

2. 2DODTFRASEUTFA—=V—"2DFNTNT1I 20T TAR—MNYTZYRNEBIRLET,

TS5AR—NVPCE#RETS (A7 3Y) 38


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html

Research and Engineering Studio

I—¥—%( K

AWS O —E A

7 7°\) % —=< 3 ® Auto Scaling

AWS CloudFormation

Amazon CloudWatch

Amazon CloudWatch Logs

Amazon DynamoDB

Amazon EC2

Amazon ECR

Amazon Elastic File System

IZATAY2O0—RNZZ2T

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

AWS Lambda

Amazon S3

H—ERE
com.amazonaws.region.application-autoscaling
com.amazonaws.region.cloudformation
com.amazonaws.region.monitoring
com.amazonaws.region.logs

com.amazonaws.region.dynamodb (*— NI A4 LT
RIRA > NHRE)

com.amazonaws.region.ec2
com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.events
com.amazonaws.region.fsx
com.amazonaws.region.kms
com.amazonaws.region.kinesis-streams
com.amazonaws.region.lambda

com.amazonaws.region.s3 (RES TF7 # )L N THER &
NBT—RIIATIYRRANIBETT ),

PEEIALERETCNTY hZ2JOANTINTBICE.

EBN®O Amazon S3 A 2 —T7 T A ALY RIRA 2 MY
HETYT, Amazon Simple Storage Service 1 > X —
TJTIAARTI RIRANANDTOEAL #SBLTLE
=L,

TS5AR—NVPCE#RETS (A7 3Y)
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https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints

Research and Engineering Studio

Q—H—H1 K

AWS O —EA

AWS Secrets Manager

Amazon Elastic Container Service

Amazon SES

AWS Security Token Service

Amazon SNS

Amazon SQS

AWS Systems Manager

H—ERAR
com.amazonaws.regi on.secretsmanager
com.amazonaws.region.ecs

com.amazonaws.region.email-smtp (XO T RA T E
)F 4=V —=—2TRYR—BRENTVELA: use-1-az2
. usel-az3, usel-az5, uswil-az2, usw2-az4, apne2-
az4. cacl1-az3. cacl1-az4)

com.amazonaws.region.sts
com.amazonaws.region.sns
com.amazonaws.region.sqs
com.amazonaws.region.ec2messages
com.amazonaws.region.ssm

com.amazonaws.regi on.ssmmessages

VPCIVRRAMDBEWH—ERAICERTS

VPC I RRAV RNEHR—RNLTVWEVWH—ERERETRICE. VPCONT VY IHT XY
NMCZ7’AFH—N—%RETEET, ID7O/NA X —& L T AWS Identity Center ZfFERA L
T. Research and Engineering Studio 7' 04 ICSEBZHK/NROT IV AEEZF >7OF> 9 —
N—ZERTDICE. ROFIEICHVET,

1. RESF7OA4ICERTBVPCONTUYOHTZY NTLNUX A VAR AZRBEBLET,

e Linux 7 7 = 1)— — Amazon Linux 2 F£ 7= l& Amazon Linux 3

s 7—FTUF ¥ —x86

« A ABRVAZAT —t2.micro LA L
e EXF21UF4T)—7-0.0.000H-A5DKR—K 3128 TH TCP
2. AVARVAICEHZELTZOF O H—N—%2K%ELET,

a. http EEzBHEET,

TZAR—KNVPCZRETS (A 7>3a)

40


https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

Research and Engineering Studio I—%—HA KR

b. BETZIINTOHTRY RASKORXAUANOEGREFALET,

- .amazonaws.com (A AWS H—EZADEE)
« .amazoncognito.com (Amazon Cognito MiFE)
« .awsapps.com (PA T T4 T4 3—H)
 .signinaws (P4 771471412 2—H)
+ .amazonaws-us-gov.com ( Gov Cloud D54
c. HOINTOERZEERLEXT,
d. Z7OF>H—N—%TFTIOT147{LLTEBLET,
e. 7OFH—-N—HFUYAVTSPORT ZEEEHLET,
3. 7OFIH—N—-AOTIERAEHATEIISICIL— T—TILERELET,
a. VPCOAVY—)LIBEL, 12T7F7ARNZIFYRANE VDIRANIERTZIFTRY
ROIL—RT—TIEBELET,
b. I—KT—T7IEmEL T, IXNTOBBERNORATY TTERLEZ7OF 2 H—/N—
A2VAZVACBETEDRSICLET,
c. chlF, 1V7FARNTZIFYNDIsICERATRZIXRNTOYTRYNAVE—KYNTY
EABL) DIL—RT—=TLICHLTITVET,
4., 7O0FH—N—EC2AVARVAOEF1IVT4JIN—-TZZLEL, 7O0F>H—N—4H
VY AL TWA PORT TA/NJ2 RTCP EBAFAETWA L ZBIABLET,

T7ZAR=NVPC F7OMNTA—BZRETS

Tlkthe section called “AT Y 7 1: Hm%Zi£FH T 5", CloudFormation T 7L —KNIZEED/IND
XA—BRBEADTBENEFENET, EEERELETSAXR—RNVPCICEEICTF7O0/4T I
. RONTGA—ZEZHFTEHRELTLLEETV,

NTX—=2 Input

InfrastructureHostAMI Use the infrastructure AMI ID created in the
section called “Amazon Y224 X—2 (AMls
EERTS".

IsLoadBalancerinternetFacing Set to false.

TZAR—KNVPC ZRETD (F7>3Y) 41
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Q—H—H1 K

NFZX—&
LoadBalancerSubnets
InfrastructureHostSubnets
VdiSubnets

ClientIP

HttpProxy

HttpsProxy

Input

Choose private subnets without internet access.
Choose private subnets without internet access.

Choose private subnets without internet access.

You can choose your VPC CIDR to allow
access for all VPC IP addresses.

Example: http://10.1.2.3:123

Example: http://10.1.2.3:123

TZAR—KNVPCZRETS (A 7>3a)
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Q—H—H1 K

NTA—=5

NoProxy

AFB)Y —RA%ZEKRT S

Z @ CloudFormation AZY V&, Y ND—9, ANL—=2, FOFT4T7F4L UK,
AEBAE (PortalDomainName AIEEE N TWBIEE) ZEHRLET. BRZEF7O14T3ICE. Ch

50N Y —ANBETT,

Input

£i):

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1.api.aws,ec2messages.us-ea
st-1.amazonaws.com,ssm.us-east-1.ama
zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
s.com,sqs.us-east-1.amazonaws.com,el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com, 1
0gs.us-east-1.amazonaws.com,logs.us-
east-1.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
s.com, .dkr.ecr.us-east-1.amazonaws.c
om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
, .control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
wS.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com

RXA >

AV —RAZERT S
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Q—H—H1 K

F7’ A4 B0l recipes T 7 L—KEXA D O—RTEET,

T7 04 B 49 40~90 o

1. A4 AWS YR X ROV =)L L, hitps://console.aws.amazon.com/

cloudformation T CloudFormation AV —=)lZ@&E £ 9,

@® Note
EEWETHIORMNCIVWBREZERLET,

2. AVVY=LTTU7L—bhZRBLET,

AWS GovCloud U—2 3> IZF7 043 %%HEE. GovCloud N\—F 4232V TFHIVNTTY

7L—KhEEELET (AWS GovCloud CREFEZ) V—3a >0
3. TUTL—MNFA=BZAILZFET,

/A Important

BEBE ),

AdminPassword & ICEX 2 EZEHL TServiceAccountPassword, chsD7

AT NEOBENZEEFIVTABEREZHEZFLET,

INTAX—& F7xI)b

DomainName corp.res.com

S

TOTATTF4LIRNUICE
AEhdRXA2, TFT7#
INERF, 7—RNARNTY
71— —%®/ET S LDIF
774 TRMEENET,
F7A)NRNI—YH—%FEH
IR5EE. EzTT7 1)
ROFEFRICLET, EZZE
BE93ICEF. Z2EHLTH
DLDIF77A I ZEELE
T, chik, 70714774
LOKNVICEREND RXA

AV —RAZERT S
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home#/stacks/quickcreate?templateURL=https%3A%2F%2Fs3.amazonaws.com%2Faws-hpc-recipes%2Fmain%2Frecipes%2Fres%2Fres_demo_env%2Fassets%2Fbi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

Research and Engineering Studio I—%—HA KR

NTX—=2 F7 ALK 88
DE—HBITRIHEFHYEE
Ao

SubDomain (GovCloud M &) CONTX—2EEHA —
SAVTRRATIIUTT
A, GovCloud U—>3> T
FHETT,

SubDomain ZEET 3 &,
NFXA=RICEEEENE
DomainName O 7L 7 1 ¥
DA TS nET, BES
N 7z Active Directory K X A
VEBEBRYTRXAICEYE
9,

HAEIY —AEERT S 45
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NTA—5 T7 AN B7E"

AdminPassword Active Directory EE & D
NAT—R (A—Y—F
Admin)e cOI1—%—&
. BYUIOT—RARNTYS
TJI—AOFOT4TF4L
IRVICEREN, TDEE
FREhFEA,

BEE O71—)LROF
RiFE. N 7T7L—2FFAR
DINAT—R, FEF (2)
F—ELEORTELTT#4—
NY hEhkz AWS >—5
LY R~h®DARN OWTNHAT
9 {"password":"somep
assword"} o

A COI—HY—DONAD—
K&, Active Directory ®/\
A7—ROBMEDEHZK
ELTLWAHENHYET,

HAEIY —AEERT S 46


https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements

Research and Engineering Studio

1—H—H4

k

NTA—5

ServiceAccountPassword

T7#I) b

S

H—EATHT> NDEEK
ICEAENB/NAT—R
(ReadOnlyUser )o D7
WOV NEEBICERAEIAE
ERS

BEE.ZD71—I)LROF
RNiFE. N 7L—2FFAR
DINAT—R, FEE (2)
F—LEORTELTT#4—
NY hEhkz AWS >—5
LY D ARN OWTNHT
9 {"password":"somep
assword"} o

A O —DONAD—
K&, Active Directory ®/\
AT7—ROBMEDEHZK
ELTVWAHENHYET,

SSHOZ4 7> hNeERL
TEEA AR A%zELEL
£

7E: AWS Systems Manager
Session Manager Z{E/ L
TAVAZVAILERTSD
EETEFET,

AV —RAZERT S
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements

Research and Engineering Studio

Q—H—H1 K

NTA—5

LDIFS3Path

ClientlpCidr

ClientPrefixList

T7#I) b

aws-hpc-recipes/ma
in/recipes/res/res

_demo_env/assets/r

es.ldif

S

Active Directory Y K7 v
TOT—RARNZYT 71—
AHICAVR—bhEhi
LDIF 7 7 4 )L N® Amazon
S3/NA, FMICOVT

. "LDIF ¥ R—h, &%
BLTILKEEZV, NTX—%&
ik, POT147F4LUBN
DICZHOI—F—=Z2ERT
BPT7T7ANNERICADET
TVWERT,

T77AINERTRTBIC

l&. GitHub TFI M AT A%
res.dif 77 1 )L&ESBL T
<EEL,

PBARNITIOEATBIPT
RLR, BIZIEFE, IPTRL
AZ#ERL, [IPADDRES
S1/32 ZEALTHRARND
SOT IV ANHKEHFATE
9. COFTOSMRICERH
TEEY,

L7 4 Y ORAUARNEAS
LT, POF47F4LIRN
UBE / — RADT VL A%
BULET, YR—IRTL
749 9AUANDERIZD
VT, THRARY—TZR—
SRILTAYIAURRD
B, EBBLTIEEL,

AV —RAZERT S
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html

Research and Engineering Studio I—%—HA KR

NTAX—& TF7 AL B
EnvironmentName res-[environment PortalDomainName 2#"
name] BEEENhTWAEE, 20

NTX—RZFERAL TER
Ehizo—oL Yy NIRRT
ZEML, RENTHEAT
TBEXI, cnlk, RES A
2y OOERRICERAE N
7= EnvironmentName /\Z
X—BE—HIBILENHY)
T9, THIVYMNIEBOR
BEF7O/49%8BE.
F—ETHIVLENHYET

o

PortalDomainName GovCloud #7°'01 OHE
. CONTX—ZZAHN
LBEWTL &, FIAE
E—UL Y N, BIREH
L TFBHTERENEL
=
T AT MO Amazon
Route 53 M RX A1V H,
hEfEETDE, NTUY
DAREEXF—TT7AILY
E FREh, [CF7Yy 70—
R&EhZEFT AWS Secrets
Manager, JMED RX A &
AAENHZHEEEF. D
NTA—RE ZZZHDEE
(CEnvironmentName 9%

CENTEXRT,

4. BEOINTOFIVIRY VAZBEL, AZY VDEREZERLET,

HAEIY —AEERT S 49



Research and Engineering Studio 1—H—HA R
ATV 1. HmEEEIS

cDOtU> 3 Ostep-by-stepOFIREICH > T, RBZEFRELTTAHINIF7O4LET,

T7 04 A 4560 2

COHEED CloudFormation 77 L—Ki&, F7OA4FDEICADO0—RTEET,

AWS GovCloud (KE ) . F7O4 9288k, COT7L—hEFEALET,

res-stack- COT 7 L—hZ2EALT, ERBLUOBEETZIINTOOAVAR—Z N 2RBEBLE
T F7ANNBETWE, RESAAVARYOERI., 7JZOVKRIVR, NYOIRUY—AN
F7O/4/EhET,

(® Note

AWS CloudFormation 'J ¥ — A& AWS Cloud Development Kit (AWS CDK) (AWS CDK) >/
ARZUORDSERENET,

AWS CloudFormation 7> 7'L—KIl&, ® AWS IZ Research and Engineering Studio 7 7°'004 L
FTAWS UTTR, ARV U ZRETDHIC, SIRXUGEZR/B-ILEN BYVET,

1. EHA242 AWS YR XNV =)L U, https://console.aws.amazon.com/
cloudformation T CloudFormation A2V —J)IlZH& £ 9,

2. TV7L—h ZBBLET,

AWS GovCloud (KEBZ) IcF7O/492ICEk, cOTF 7 L—hZ2RBLET,

3. TU7L—RNEF7AILNTRERBN—ZFH) V—a>Tc8BLET, Bl TY
Di1—>32zEHIDICEAWS V-3, OAV=-IILFrETS—>3> o NN—o)—23ar+
LOZ—=zERALET,

® Note

COHEEGETIE Amazon Cognito H—ERAZFEAL TVWERTH, MEINXNTO THRAT
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[EXTERMAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help @ Tell me what you want to do
0 ac = - i )
IS Ignore m E \_/_ <G_ ‘_\_/‘ 5 Meeting 9 asana > To Manager J/ =1 Rules (%U_ EHE e S Find A)) C)\
é) é) —> = . Nz - Oom ax
Team Email Dane Onehate I Related ~
p Junk ~ Delete Archive Reply Reply Forward g Mare ~ ) . -% X = Move — Mark Categorize Follow | Translate Read Zoom
S Al t Reply & Delete Create New v [BActions~ | Unead ~  Up~ = B EEme | g
Delete Respond Quick Steps N Move Tags ] Editing Speech Zoom A
[EXTERNAL] Invitation to Join RES Environment: res-test
L - Repl “ Reply Al — F d
no-reply@verificationemail.com O Reply © Reply orer
To Mon 1071672023 12:35 PM

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.

Your temporary password is:

You can sign in te your account using the link below:
https://res-test-external-alb-801427597.us-east-1.elb.amazonaws.com

RES Environment Admin

WOTHA A4 LES, DJITR—=FI TSSO Z7ANA R —ICIEHRTDRDICKRETHENT
EET, FTTOS/MBOBRERRICOVTR., "1 Z28RBUTLKETVEREHN 1 R, clusteradmin
B7L—0JSATHIRNTT, chzEEALTZO IV RNEERL, Thso7’O T KIC
A—HY—FLEBRINL—"TOXN=2vTZEN)ETBENTEET, VINIVITARY VZE
WETEY, ThEKICFRAINYZ7ZF7O0/40LEYN TR ERFTEERE A,
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%" #BRLTLEEL,

2. FILWN—232TRESZBTF7OA4LET, TMthesectioncalled “ AT Y 7 1: RmaERET
%" #BRLTLEEL,

3. BEFEhEREBICAFTY 73y NZ2EBALET., Mthesectioncalled “AF Y73y N&E
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RAFT—N=232OFEH
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NZ2EFHITBD_ET, BEIFED RES AZY UV ZEH TEF T CloudFormation . EFZ 7704
CloudFormation 9% 8ilc, THEM RESTREONN—2a>&2BRBELTKEEW, 707L—~D
KBEICN—2a B SHFHYET,

fl: "Description": "RES_2024.1"

IAF—NN—2a>VEEHRTDICE -

1. E¥® CloudFormation 7> 7'L—hK%& ICA D> O— RL E Jthe section called “AT v 7 1: &

mZEEHITD

2. https://console.aws.amazon.com/cloudformation T CloudFormation A2V —J)LZEE X,

3. RRYINS, T7FARVAZY VEBRBRLTERLET, ELTRRENEK T <stack-
name>o

4. [E#FH 2BRLEXY,

5. REMDTV7L—hZEEMRD ZBRLET,
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10. L E 1 — <stack-name> T, EEZBIRLET,
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HADTAZARN=)

AWS # G E 0 Research and Engineering Studio (&, 75 AWS XXXV NV —=IL T A
YARN=ILTBN, BEFEALTTVA 2 ARN=)LT&EET AWS Command Line Interface. < DH
M- &k 2 THER & 1z Amazon Simple Storage Service (Amazon S3) /N7 Y NE FE THIBR T D 44
ENHYET. CORRBE., REITZDTF—2ZHREL TVWBIFEE. <EnvironmentName>-shared-
storage-security-group Z= BEIH (CHIBRL EH A,

DEHA AWS XRI XNV =)

1. AWS CloudFormation AV —=J)L ICH A4 LET,
2. ARV IR=IT, CORBOAVARN=IAZY V%BIRLET,
3. [HIER] &i&IRLE 9,

D fEH AWS Command Line Interface

AWS Command Line Interface ( AWS CLI) B EEKDIRKETHRNATERZ L ESH ZRFELE T, 1
YARN=ILFIEIEZOVWTR, TAWSCLI 1—%—%4 Ky @ "TAWS Command Line Interface & & 4
ZZRBLUTLKEEV, AWSCLIAEATRET, EEATF7O04Echi) 23> 0EBRETHIY
NCEREEThTVWA L Zz®RBLES, ROON RZRITLET,

$ aws cloudformation delete-stack --stack-name <RES-stack-name>
shared-storage-security-group @ Bl &

/A Warning

HmE. ERLBVTF—RBEXHISRETILEDIC, COTFAINATLZTT7AIKT
REFLET, X 1VTATIIN—TEBEETRITI7TAINATLZEIRTDE, ThE5DD
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A FHLVWEFIVTATIIN—TICTF—22BEVNETIZ L ZHEBHLET,

1. WICHA2A2 AWS YR XNV —JL L, Thttps://https://console.aws.amazon.com/
efs/.coms T Amazon EFS A2V —)LZHE XY,
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2. ICEEMRMTShTVWRIXNTOTI7AIN AT ALAZHIBRL FI<RES-stack-name>-shared-
storage-security-group. £kiFk, chsDI7 7ML ATLZOEX1I VT 1T —
TICBEIVYETLT, F—REHIE I EETEET,

3. ICHA2A42 AWS YR XNV =)L U, https://https://console.aws.amazon.com/ec2/://
www.com T Amazon EC2 A2V — )l ZEE X T,

4. <RES-stack-name>-shared-storage-security-group ZHIBRL £7,

Amazon S3 /N v KN O HlIkR

COHERBE, BRNET—RBLZEH < LHIC AWS CloudFormation AR Y I 2 HIBRT 254, &
mICK 2 TR E N Amazon SBNTY N (AT RA2 V=232V CF7TO4T25E) 2RETS
EDICRREETNTVET, BERET VA VAMN I LER, T—R2EREBIDIHLENBZVEEE,
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E

1. ICHA2A42 AWSIXZRDOX ROV =)L L, Thttps://https://console.aws.amazon.com/
s3/.comi T Amazon S3 A2V —/)LZHEXT,

FTETF—23RATINTY N ZBRLET,

stack-name SSNTY R ERODFET,

& Amazon S NT Y R Z2BRL, ZZ2BRLET. BNTYRNZZEICTRIRENHYET,
SINTY hEZBIRL, HiLVT [HIBR] ZBRLET,

o k~ w0

EEALTSINTY N2HIBRTAICIE AWSCLI, XOOX REEFTLET,

$ aws s3 rb s3://<bucket-name> --force

(® Note
--force AN REFE, TORBONTY RZZICLET,
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ReEY D

- IDERE

« YT RXL T DER

« ACMFIFAEZERT S

* Amazon CloudWatch Logs

c DAZLT 7 EAHFADBERDRE

« RES X AMIs ZEEET %

*s RESOAVARN—INBIEHAARAZBLRXAVEZRETS

ID B

Research and Engineering Studio (&, SAML 2.0 2.OEE® ID ZONA X —%Z2FHTE X

¥, Amazon Cognito XA 74 71— —F4 LIV KNJELTHEAL T, 1—H—» Cognito 1—
H—IDZFEALTUVIT/R—ZI)E Linux X—A®D VDIs " 258 L T & LWAmazon Cognito

A—H—0ty ~h7v 7, ABVY—-AZEALTRES 27704 LEBE, FEE IAM T AT
TATAEZR—ZFERATHTFENESEK. "1 28R L TL<E&EVWIAM Identity Center TO> 7
IWFA> A2 (SSO) DRE. MBED SAML 2.0 280 ID 7ONAE—KFHBHEE. "1 258U
TLEEVWS TN YA4>2A2 (SSO) A ID Z7O0NA1 F—NDERE,

NEY D
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Amazon Cognito 1—H%—0OtYy N7 v 7

Research and Engineering Studio (RES) Tl&, Amazon Cognito XA 74 71— —F1L I KL
ELTRRETEET, chic&ky), 1—%—IF Amazon Cognito 1—H—ID Z#FERAL TI I JR—
ZIE Linux R—AD VDIs ICAJA>TEFET, BEHEE, AWSOV—ILDcsv 77AI%&EFE
ALT, B%o1—Y—2z21—H%—T7—)IICAVR—F TEET, —FI1—H—412KR—NOFH
([Z2W T, Amazon Cognito FRAY/N—HA R, ® "CSV 7 7A)IASI—H—7—)LICI1—
H—EA2VKR—KT2, Z25RBLTLKEEV, RES &, Amazon Cognito R—ADERA T4 71—
H—FALIORNI)ESSO Z—RICEATAIEZTR—NLTVET,

BEORE

RES E¥#&& LT, Amazon Cognito Z 1—H—F A LI KNJELTHEATEILSIC RES RIEZER
ETRICE, REEER—IHNSTIEATES ID EER—T O Amazon Cognito & 1—H—F 1
LOKNDELTHERTRZREVICOVEAETT, I—Y—HNBESERTEDLSICTSICE,. AU
R=DOI1I—H—BEZERREREHVEZEFT,

Identities Management

AWS Cognito Directory

Cognito user pool metadata. Use this for debugging issues related to the Cognito user pool.

Provider Name User Pool Id Domain URL

cognito-idp [F us-west-1_CTi3SJMAD [ https://res-cafar-gefS9aa3-ff5a-4e94-8938-

76861e1ef7c1.auth.us-west-1.amazoncognito.com

Provider URL

https://cognito-idp.us-west-1.amazonaws.com/us-
west-1_CTi35]JMAD

Use AWS Cognito as user directory
@ Enabled O
User self registration

@mbe®©

A—Y—HBA TV T A4 70—

A-Y—HSERABMICAE>TLWRHEER, VI T7T77UT—2320 URL 21—H—ICH5T
EEXT, TIR, FEI-F-—TRBEVEWVWSATZIAVHFENET, CCTHAVTYTLE
o
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

U )

Password
Enter your account's password

[ )
. emm )

Forgot Password?

Not a user yet? Sign up here

Verify account

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

A4y 7 70—

FEI-H—TRBEVEERIZ I Y- THAOTYTIDE, EX—ILENAT—RZEA
ALTTNIY N 2T DRSICRHSNET,
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Create account

Email

Password

[ ]

Minimum 8 characters with numbers and special symbols (@#$*&)

Re-enter password

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

ATy 770-0—ReELT, I—HF—RBEX—)ICZELERIEO—READLTH A
TY77O0EAZRETITRELESIROSNET,
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Verify email address

To verify your email, we've sent a verification code to your email.
Email

[ )

Verification Code
Enter the verification code

{ )

Resend verification code

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

TILTHAOTY THEMCEDTVREES, 1——IC@ P AT YTV IONRRENRTEA,
EEEIE, RES OFET Amazon Cognito D 1—H—ZRET B HEN H V) EFT. (Amazon Cognito
FROYN=HAR, O "EBEELTOI—H—THOOERL 28BLTEEV ),
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
s

Forgot Password?

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

OJAR=20F7>3>

SSO & Amazon Cognito DEAABMICE > TWBBE, &SSO THA 10 FHF 723>
FRRENES, I—HY—HNT0OFT7>a>zoUvo$3E, SSOOATAUR=JIZBIL—T 41
IENET, F7FILBRTR, BHICHZ>TWSES, 1—H—IF Amazon Cognito TEREEE 1 &
CB
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
e )

Forgot Password?

Not a user yet? Sign up here
Verify account

Sign in with organization SSO

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

H%9

+ Amazon Cognito JIL—7B B K6 XF T, MNFOHEFEHATEET,
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« Amazon Cognito 4 > 7Y 7Tk, BULI—HY—RBTERLBI RXATRLAZED2ONDE
X=)LT7 RLAGFAEhELA,

« Active Directory & Amazon Cognito DEAAEBMT, ZATANER IS I —H—BZREL I
/B E . Active Directory 1—H'— D AA R ZFTFAEhET, EEEIE., Amazon Cognito & Active
Directory DEICEB I A1 —H—BZRELBVFIEZRTIBDLENF HVET,

« RES (& Windows 4 > A& > A®M Amazon Cognito R—ADNFREEZHR—KML TVWEWE
&, Cognito 1—H—I& Windows X—A® VDIs ZEBTEEH A,

Amazon Cognito 1—H'—NEBETIL—7

77 # )L N T, RES Fadmins T —7EEE#ER%Z Cognito I—H—IZF5L F£ T, Cognito

adminsZ ) —7IC1—H—Z2EBMT B IC(3:

1. Amazon Cognito AV —)LICBEL. RES ICFEAEThBBRFOI—H—7—I)LZBRLE T,

2. 1—Y—EEBTIINL-TCBBL, JIL-—TOEKEERLET,

3. TILN=T0HEHI R—=20 "JI—7%1 I "1 EABLEFTadmins,

4. {ERL fzadmins 7 )L—7"&EIR L. Add user to group Zi#IR L T Cognito I—H'—ZEML =
EE

5. IZf¢> T Cognito RIfZFBHTHRHBL XTREH,

Amazon Cognito DREIHEAN KT B &, adminsT I —TICEBMEN L1 —FEBEEEREZ T
WY ET,

[= 54

RES &, F—2ZAX—A% Amazon Cognito D 1—H—B XTI I —71FHE 1 BEZEICABLE
¥, JI—7 TEEAVDIs T sudo ERNIFEENET,

Lambda V=)L SFEHTCRBZHBITIZD_EETEERT,
BH7O0CtAZFHTHEALET,

1. Lambda @2V —)lZH&E XY,

2. Cognito B Lambda ZH®ELFEF, <® Lambda l&, EVSHARBRACRVE
9 {RES_ENVIRONMENT_NAME}_cognito-sync-lambda,

3. TAKNZEBRLEY,
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4. TARNARYNED232T, BEOTARNRKREDZRBRLUE T, AR NENOEXGERD
WEEA

Cognito DEF1UT (1 ICEITREEEE

2024.12 1)) —ALAETIE, Amazon Cognito Plus 7S #EED—HTHD 1—H—T7IT1ETAD
OJRBHAT 72N TEVCBID>TVELEZ, ChEXR—ATAF7O4HSHIERL T, RES
ZALEVSEROODIAMZHIBLEL 2, CO#EER, HBO OISO REFIVTAREICEDE
THEBEIRUTEBERMCTRENTEERT,

Active Directory @ [EHA

T34 LRE

Active Directory (AD) ICES:ET B ITNXTD CFN NFX—=RF, 1 VAN=IBEICAT>3a>TT,
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https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html
https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html
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Active Directory details - Optional

ActiveDirectoryName - Optional
Please provide the Fully Qualified Domain Name (FQDN) for your Active Directory. For example, developer.res.hpc.aws.dev

[ Enter String

ADShortName - Optional

Please provide the short name in Active directory

[ Enter String

LDAPBase - Optional
Please provide the Active Directory base string Distinguished Name (DN) For example, dc=developer,dc=res,dc=hpc,dc=aws,dc=dev

[ Enter String

LDAPConnectionURI - Optional
Please provide the active directory connection URI (e.g. ldap://www.example.com)

[ Enter String

ServiceAccountCredentialsSecretArn - Optional

Directory Service Root (Service Account) Credentials Secret ARN. The username and password for the Active Directory ServiceAccount user formatted as a username:password key/value pair.

[ Enter String

UsersOU - Optional
Please provide Users Organization Unit in your active directory for example, OU=Users,DC=RES,DC=example,DC=internal

[ Enter String

GroupsOU - Optional
Please provide user groups Oganization Unit in your active directory

[ Enter String

SudoersGroupName - Optional
Please provide group name of users who will be able to sudo in your active directory

[ Enter String

ComputersOU - Optional
Please provide Organization Unit for compute and storage servers in your active directory

[ Enter String

DomainTLSCertificateSecretArn - Optional
AD Domain TLS Certificate Secret ARN

[ Enter String

EnableLdaplDMapping - Optional
Set to False to use the uidNumbers and gidNumbers for users and group from the provided AD. Otherwise set to True.

[ Select String v ]

DisableADJoin - Optional
Set to True to prevent linux hosts from joining the Directory Domain. Otherwise set to False

[ Select String v ]

ServiceAccountUserDN - Optional

Provide the Distinguished name (DN) of the service account user in the Active Directory

[ Enter String

HTBICREBEE DS —IL Y M ARN (fl: ServiceAccountCredentialsSecretArnE Ik

DomainTLSCertificateSecretArn) ICD2W T, RESO>—JL Y NIROETZEML T,

S—=ULY MEZBRAMB T IV EAFAZMEL TSLEE W,

Active Directory 0 2]
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« ¥—:res:EnvironmentName, fB: <your RES environment name>

+ ¥—:res:ModuleName. {E: directoryservice

VITR=ZIOAD BREOEFME. RICATZ1—)LEhi- AD B (RFREEA) P ICEHEHICE
BEnEI, ADREZXEEL & (BIO AD ICHIWERLBERE ), I——1"SSO Z2BRET
PRENHIHENHBIET,

EAARN=)LE, EEEFIIDEER—SORESVIJR—ZITAD BREEZRRE - IFIiRE
TZEZFY,

Configuration setting for a specific AD domain Latest AD synchronization completed at 3/5/2025, 3:01:16 PM
Domain Name Short Name (NETBIOS) LDAP Base
corp.res.com CORP de=corp,dc=res,dc=com
LDAP Connection URI Service Account User DN Service Account Credentials Secret ARN
|dap://corp.res.com arn:aws:secretsmanager:us-east-
CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=co 1:905418417732:secret:CredentialsSecret-res-deploy-
m RESExternal-GZB|SY|BLAW4-DirectoryService-1AUMFPSAPKVGE-
TvYM7Q
Users OU Users Filter Groups OU
OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com - OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com
Groups Filter Sudoers Group Name Computers OU
RESAdministrators OU=Computers,OU=RES,0U=CORP,DC=corp,DC=res,DC=com
Enable LDAP ID Mapping Disable AD Join Domain TLS Certificate Secret ARN
true false
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Active Directory Synchronization

Active Directory Name
Type the name for the Active Directory. It does not need to match the portal domain name.

[ corp.res.com

Short Name (NETBIOS)
Provide the short name for the Active Directory. This is also called the netBIOS name.

[ CORP

Service Account User DN
Provide the distinguished name (DN) of the service account user in Directory.

[ CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=com

Service Account Credentials Secret ARN

Provide a Secret ARN which contains the username and password for the Active Directory
ServiceAccount user, formatted as a username:password key/value pair.

[ arn:aws:secretsmanager.eu-north-1:546055777237:secret:CredentialsSecret-bi-sw ]

The secret should contain the username and password in the format username:password.

LDAP Connection URI
Specify the connection URI for the Active Directory server.

[ ldap://corp.res.com

LDAP Base
Specify the LDAP path within the directory hierarchy.

[ dc=corp,dc=res,dc=com

@ Automatically join Active Directory
Automatically joins Windows and Linux VDlIs to your directory domain during launch.
Windows instances require domain joining to launch successfully. If you disable this setting,
you must implement custom domain-join logic in your Windows instance launch scripts.
Linux instances can launch with or without domain joining.

Users OU

[ Ol i=l lcare Ol 1=Z2RFS Ol I=2=CORP NC=rorn DC=rac NC=rom ]



Research and Engineering Studio I—%—HA KR

Active Directory Z BB ICHES TS

EEEE, VDI OEBRICTALIRNIRXSOREEEBEZHE TSRS, Active Directory ®
BBEESERETEET,

REAFTT a3

« B - BEEFIC Windows 8K LinuxVDIs ZF 1 LI KNJ RXAVICEBNICHEEBLET,

« BY -BEBRXAEEEFTICLET, Lnux 1 VARV AR, RXSMVEEOFECIANADS
TEETEET, Windows 1 VARV ANERICEBITRICE RXA VBRI VER-O, EER
BERIDAZLEBBAVITNIRXAVEROD Y VEZBHILBENHYET,

/A Important

CHREZEMCTZHEEIE. Windows 1 VAR ADDARZRLRBE AV ) 7 NCHERR
XAEEOSY INEENTVWBRCEEERLET,

FHAIRRE
A %

EBEG, A——T4INE—FT7232ETN-TT71\NE—FT7>3a>=#FEALT, BHT
BRA—Y—FERIN-T&2T714NRVITEET, 71 E—E LDAP 7 1)L Z—BXICHES
BEABWES, 71N EZ—DFIERODELY T,

(sAMAccountname=<user>)

NARLSSSD /NTA—&

EEEE, VZAR—A2VARAD SSSDRET 7 A4 [domain_type/DOMAIN_NAME]+
92aVICEZEIAU SSSD NIA—REEEELF—EBORTOTF 1023 ) 2RETESE
¥, RES (3 SSSD EHZBBMICEALET, VTAR—AV ARV ATSSSD H—EAZHEH
L. ADEHZ?’OAZMN)H—LET,

— MR BEHNARL SSSD RERFRDEHYTY,

« enumerate-FAILIRKNUHG—ERASIXRNTOI—H—-—IRNJETI—TIRNUEFYY
2193ICE. Ttrues CRELET, CchZz8MIITHE, 1—F—0#EOT 1 2 ICEVIELE
NELDTEEMEN HYET,
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+ ldap_id_mapping - LDAP/AD 1—H¥—ID &£JI—7IDsicXYE> T FBICE. Ttrues ICF&
ELET, UDsGIDs chZBMIZTSE, BEIFED POSIX AV VTR TS )r—23a> &R
BESAEmELET,

SSSDREZ7 7 A OFMIC DWW TR, O Linuxman R—JZSRRL T & L\SSSD,

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value
[ true v ]
Key Value

(e )

( Add Parameter )

SSSD NTX—REfERF, UTICHATSELSIC RESSSSD RELEHMMUN HDMBENF HYET,

« id_provider & RES IZK > THHHICEREET D2, BELABVTSEZV,

« ldap_uri., . ldap_default_bind_dn =& ® AD BSEMER
Eldap_default_authtoklkldap_search_base, BT hTVW2tdD AD FREICE DIV TR
EEndieh, BELBEVWTLSEEZL,

ROBITE, SSSDOATOFTNY TLRILZEMZLET,
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Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value

[ true v ]
Key Value

[ true v ]
Key Value
[ debug_level ] [ OxFFFO ]

(Cremove )

( Add Parameter )

88 AD EIHRE D E X—)LEH (J1J—X 2025 & 9 A LK)

Active Directory 1—H— D E X—I)L7 RLANEBEEIIEE. EBEFEFHTAD AHZHEBT
B0 REATD1—)Eh/- AD BHATEENMBENTRES ICEAHENDETHBTEEXT,

Bz FBHTRIBRLFFLTDHE (V) —RA 2025.03 LK)

ID EEBAR—IICBE L., Active Directory RXA 173+ ® "TAD BHOE®K, KRR Z&EIRL
T, AVFXRTADRE#ZRNI)A—LET,
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Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU

OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D

C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

HEITHO AD B ZFILET B ICIE,

RLFET,

Active Directory Domain ./

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU

OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,D

C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,OU=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Active Directory RX A > 7FTAD BHOEFELRE D Zi&

Start AD Synchronization

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,0U=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

AD Synchronization in progress... Stop AD Synchronization

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,0U=CORP,DC=cor
p,DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Latest AD synchronization initialized at 2/20/2025, 3:20:19 PM

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

Active Directory 0[]
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Active Directory RXA AT FTAD AHAAT— R AL EFHOEHKEZHEIDELETER
CB

Start AD Synchronization

Latest AD synchronization completed at 2/20/2025, 3:21:00 PM

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,O0U=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISylRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

EfiZ FETRITI DA (V) —R2024.12 & T 2024.12.01)

Active Directory ®EH7°Ot Aldk. Cluster Manager 1 > 75 ARSOFYRAND S, NV O
7> RT 1 ERY ® Amazon Elastic Container Service (ECS) Z AV ICBBIchEL L, OO
EAG 1 BECEICERTIDLSICATD1-I)lenTHY., VFAZ—0OT O Amazon ECS
Y —JLTRITHD ECS <res-environment-name>-ad-sync-cluster X AV ZR D23 &N
TZEET,

FHTEHIDICE:

1. Lambda OV —)LICBEHL., &VWS5EEO Lambda 28EL £ <res-environment>-
scheduled-ad-sync,

2. Lambda BB¥iZBE. TANICHEHD
3. AXRVRNJISONICKRDESICABLET,

"detail-type": "Scheduled Event"

Active Directory @ [E i 80


https://console.aws.amazon.com/lambda
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4. [TABN ZZBRLET,

5. CloudWatch - Log Groups - TEITH® AD Sync R AV OOJ ZfHZEL &£
9 /<environment-name>/ad-sync. RITHFNDK ECS XAV OOTNKRRENET, OT %
RRTBICE. &FO Z2EBRLET,

(® Note

* ADNTFA—RZXELLY, AD7A4I)IEZ—ZEMLIZY)TDE, RESEHLLEEZ
NIENFA—RZEELTHLWI—Y—=EML., UFICEHEh, LDAP REANR—
ACEENBL B2 IS —ZHIBRLE T,

« RESIE, 7O IV KNCT7IOTA47ICEIY M TsnEI—Y—/TIN—T%2HIkRTHE
FTEEXHA, RES TIA—H—ZIRELSHIBRT D ICE, 7O T S5I—H—%H|

BRIBBEFBYET,
SSO ®E

DRENREEnES, I—HY—F ADI—HY—ELTRESVIJR—ZIINICOTA>TED L
DL_ Single Sign-On (SSO) ZRET B HLEN HVET, SSO & Eb‘éﬂﬁ SER—TIHASFHLWID
EER—TJICBHENE L, SSODRENFHFMICOVTE., T, 282RBLTKLEZVID EHE,

IAM Identity Center TO> > IV A 2 A2 (SSO) DERE

N &—< R Active Directory ICEHRL TVWBTA FUoTATA I E—NFELEBVEERE. HS5HEY
FIARATYV T 1 TATFUOTATA R EZ—2FHET D, YXX— R Active Directory ([CEfiE iz T
AFoTATAEEZ—DBRICHEIEER. PSBOETITATY T 2. T7ATFT14T714123—IC
BT 5,

(® Note

GovCloud U—2 3> IC5F# 7’04 §%%B A& . Research and Engineering Studio Z AWS
GovCloud (US) F 704 L1=/S—F 4> 3> THI2 M2 SSO 2#R/ELET,

IAM Identity Center T® SSO M EFRIE 81



Research and Engineering Studio I—%—HA KR

ATYT VN TATFUOTATAEE—ZRETS

IAM TP ATFoTATAER—ZBMCTS

1. AWS Identity and Access Management AV =)L ICH 4242 LET,
2. TATFUTATA R R—ZHEXT,
3. [Bwy] 2Z;RLET,
4. Enable with AWS Organizations%3&RL £ 9,
5. [#T]Z20V v OLTLEEL,
(® Note

N %—Z R Active Directory &2 1) =3 ERUD—23 2 ICVWB e 2BRLET,

IAM Identity Center & ¥ & —= R Active Directory (C1E#: 9 %
IAM Identity Center ZBXICL =S, UTOEREY NTFYTATYTEZETLET,

FTES =23 RSV T[RE] ZBRLET,

IDY—AT, 79232z FRL, DY—ADZEEZERLEXT,
BEOTFALIRNIT, F4LUVRNVZEBRLET,

DR\ ZERLE T,
ZEZHRL, BRARY VAL ACCEPT EAHNLET,
[IDY—ANOEE] #ZRLET.

o o bk~ w D =

A—H4—&JIL—70OIDEX—\DOEH

TITh N =ZFEIAM Identity Center & ¥ & —= R Active Directory (CiE#: T 2N TTITDE, REBED
BENF—HFERTRENET,

BRENFT—T., HARFEEYNTY TOBBEBIRLET,
BENYEIDORE NS, RN ZERLET,
1—4—+o>3a>7T, APTHI-—H—%EAALET,
[Add] GEfN) ZiBIRL £ 9,

DRAN] ZiBIRLE 9,

o K~ w0 Dd =
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6
7

1_

1.
2
3

LEZHFEL, REORFZERLKXT,
BB7OCAICREBIANBDEENHYET, BHLTVEVWI—HF—CEHIZIEEXY -2
ARRENEHEERE,. BHZBERZERLET,

H—0BML

XZai-—Hps, I—¥—Z2BRLFT,
TOEAZBMCTRHI—Y— (EEHA) 22RLET,
A—4—TOtARAZBMCITZDZERLET,

ATYVT 22 TATOTATA R EZ—CEETS

IAM Identity Center TOTF7 7'V r—>3a>otwy N7y 7

1.

© N o o A 0w DN

10.

11.

IAM Identity Center A2V =)L ZHEE T,

[Applications] (7 7’ —>3>) Z2BRLE T,

[77V0Tr—>3>oiEm 2#RLET,

EYRNTYTRET, BYRNTYTIRT77IVT—23 0853 2BRULET,
[77)T5—23>247] T, [SAML2.0] ZBIRLET,

DRAN] 2 ZBIRLE T,

FRATAIRTBERAZADILET,

IAM Identity Center X X 7*—2 T, IAM Identity Center SAML XX F—Z27 7 A ) D)2 D %]
E—UL&F, Chik, RESR—2ZJL T IAM Identity Center ZFRET D EZICHEBIZBEVYFT,
T70r—>3a>70N7T4T, P7UT5—23 BB URL ZADLET, flZEF. <your-
portal-domain>/sso.

Application ACS URL T, RESAR—ZIHASVRXALIKNURLEAILET, ChZERBDOFB
(=

a. RIEEET, 2RIEZERLFT,

b. ID7ANAT—RTZERLET,

c. Single Sign-On ® FIZ, SAML UA ALY N URL RRENET,
Application SAML audience T, Amazon Cognito URN ZA L & T,

URL Z/ERT % IC13:

IAM Identity Center T® SSO M EFRIE 83


https://console.aws.amazon.com/singlesignon/
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a. RESKR—ZIHAS, 2MRBEEZREET,
b. ID7ANAF—2T T, 1——7—)LIDZRDOI&ET,
c. 1—%¥—7—)IDEZOXFFICEMLET,

urn:amazon:cognito:sp:<user_pool_id>

12. Amazon Cognito URN Z AL 15, EEZREIRLET,

F7OTr—>3a>o0RMIYES T ORKRE

1. FATFUTATAEDE—D5, ERLET7VT—2 3> 0FBZERERT,
Toay #BRL, BENYE T DfEE 2 BIRLET,

(&) IC ${user:email} EA DL ET,

7#—XY N T, emailAddress ZiERL £,

FHREMEIYYEJ0EM ZBIRLET.

FT7Uor—23>® User BHEIC Temails EABLET,

TIAM Identity Center D C DX FFEE I I —H—BHEICNY T T2, IC T, EABLE
F${user:email},

Format (Z "unspecifieds EA DL E T,
9. [Save changes] (BENRE) 20 VY ILET,

N o o bk~ w0 N

®

IAM Identity Center TOTF7 7D r—> 3> A0I1—H—0EN

1. PAFTA4T1422—D5, ERLETZ7UT—23 > 08 ETERI—Y—%H
&, 1Y —0HVITEBRLET,

2. TV —23a> 7oA ZEVHETH 1Y —&BIRLET,

3. [A—Y—nFWEHT]ZBRLET,

RES IRERN TO IAM Identity Center Dty N7 v S

1. Research and Engineering Studio IR¥EN 5. REEETERBREZHEET,
2. D7ONAF—2TZREET,
3. DVUNTAUFAUT, RE (AT —2ADHE) 2 BIRLET,

IAM Identity Center T® SSO M EFRIE 84
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4. THA—LICHUTOEHREZADLET,

a. SAML ZEBIRLET,
b. Z7ONAKX—FIZ, DHLYRPTVERZADLET,
Enter metadata document endpoint URL ZiZRL £,
d. HICOE—L & URL ZA 8L ETIAM Identity Center TOTF 7 Tr—>3> 0wy KT Y
7o
e. Provider email BH%(Z "emails EABULET,
f.  [Submit] ZiBIRL T &L\,
5, R—JZEHL, AT RANEVERTEND L Z2BALET,

o

SN A2F (SSO)AD ID 7ONA X —DRE

Research and Engineering Studio &, F&® SAML2.0ID Z7ANA X —&HEL T, RESAKR—XJL
ANDI—Y—TOEAZRIALET, chSOATY T Tk, BIRLAEZSAML2.0ID 7ON1 X —
EMEITADFIEZTRLET, IAM Identity Center ZEA T2 HRF. "1 ZZRBLTEETVWIAM
Identity Center TO> > J I G A2 72 (SSO) DERFE.

(® Note

dA—%—®0E X—JLI&, IDP SAML 7#—=2, 32> & Active Directory T—HT2XENH V)
£79, ID 7O/V1 5 —%& Active Directory IZ## L, EHNICI——ZRABIZDIXLEND
WET,

Nevy o

- DZ7ONAE—ZRETD

- D7ONAE—%ZERATHLSICRES ZRET D
- EARBFBRETOID 7ONA T —DFRE

« SAML IdP OBEEDT/\NY T

ID 7AONA X —ZRET

Ot U 3> Tk, RES Amazon Cognito 1—%—7"—)LA S 0iEHEFERAL TID 7ONAM X —
AREITDFIEICOVTHALET,

SSO A® ID 7’ONA X —DFRE 85
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1. RES &, RESAR—ZILETOAP IO MNOT VAN FTENTWSA1—%—ID ZH D AD
(AWS YZ— RAD £ EIL77O0ES3aZ T AD) BB E2HRBELTVET, AD %
IDH—ER7ONA X —IC#EHEL, 1—— D Z2EPLET, AD 2#EHL,. 1—— D 2F
BHERHZEICODVTE, D7ANAMZ—ORFIXNZSBLTLSEZL, fIZE,. " AWS
IAMT7ATFTA4T4E2282— 11— —HA4 R, ® "IDY—AELT®O Active Directory D&
A1 Z22RLTEE,

2. ID7ANAA— (IdP) TRES ® SAML20 77U —>23a> &R ELET, COREICKE, XD
INTA—=ZNVETT,
« SAMLUAALYNURL—IdP A" SAML2.0 LAR AEH—ERAZ7ONAE—ICEETD -
HIZEAT S URL,

@® Note
IdP IC& 2 Tlk,. SAMLUA ALY N URL OBBINERBDBEN HYET,

F7)4—>3> URL
FH—23>0231—I—H—E R (ACS) URL
« ACSPOST/NN1A>F4>% URL

URL ZEB 92 ICIF

1. BEEEZELW clusteradmin ELTRES ICH A1 LET,
2. RIREE S —REE>ID7ONAE—IZBEBLET,
3. SAMLUAALYKNURL Z&BIRLET,

« SAML #A—F 4 LA URI—H—ER7ONAZ—BIO SAML A—F A TV AL TAT4
N—ED ID,

@® Note
IdP IC& 2 Tlk, SAML A—F 1 I A URI DBRRIN BRI HEN B ET,

» ClientID
« 77U —<3> SAML ®&EH
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« SPI>7T4741D

ANZRODEXNTHEELET,
urn:amazon:cognito:sp:user-pool-id

SAML F—F 4 LA URI ZERIT B ICIE

1. BEEZELW clusteradmin ELTRES ICH A1 LET,
2. REEE - —RRE->D7ONAME—ICBEBLET,
3. 1—4H%—7—)LID&ZERLET,

3. RES IC&W/E D SAML 7H—> 32 1Lk, ROT7 A=) R/IVL—LATI—H—DE X=ILT
RLACHEENTVWRIHBEN B KT,

« SAML Subject & 7z I& NamelD
« SAMLE X—JL

4.1dP [k, FREICESWVWTSAML 7H =23 IC714—=)LR/OL—LZEBHMLET, RESICIECh
S5NT714—)LRAFAMBRETT, FEAEO7ONAA—K, F7AILNTIhENT71—)LR%ZH
BWICADLET, RETHILEN HDEEE. XROT1—I)LRADEEESBELTLSEZL,

- =

« AudienceRestriction — & [CEXE L £Jurn:amazon:cognito:sp:user-pool-id. user-
pool-id % Amazon Cognito 1—H%—7"—)L®O ID ICBEZEH|AFT,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« LAKRVA — InResponseToZ I[CEREL £ T https://user-pool-domain/saml2/
idpresponse, user-pool-domain %Z Amazon Cognito 1—H'—7—)ILO RX A BICEE
BZAET,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
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xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData — Recipient 1—%—7"—)lLsaml2/idpresponseL > RRA >~

ETLD SAML U2 T AN ID InResponseTol_f&EL £,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement — XD K SIZ ZRELE T,

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764Th96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. SAML 77°Ur—23>ICOJT7 TR URL 714 —)ILRAHBDFEE. ICEREL XTI <domain-
url>/saml2/logout,

RXA4>2 URL Z2EE T2 I

1. BEEFXEE clusteradmin ELTRES ICH A4 LET,
2. REEE S —REE>ID7ONAE—IZBEHLET,
3. RAASURLZEBIRLET,

6. IdP & Amazon Cognito E DEEZRIUTH L HICBRIAAEEZZ T ANDBAIE. Amazon
Cognito BRFEAEZA V> O—RL, AP IZ7YZ7O—RLET,

SSO A®M ID 7ONAZ—DRE
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ERAABEHEIDICE

1. Amazon Cognito AV — )L ZHEE T,
2. 1—Y—T7—)ZBRLET, I—H—T—)LE THRIRXENHYE

Jres-<environment name>-user-pool,

3. HAVAVIVARVIVART ZBRLET,

4. 7IFL—T4YRIDZ7ONAF—DH A2 420232 T, EFAAEORTEZERL

£

Cognito user pool sign-in info

Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user

pool.
Cognito user pool sign-in options User name requirements
User name User names are not case sensitive
Email
Federated identity provider sign-in (1) info @ ( Add identity provider ) [( View signing certificate )]
Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID
Connect.
[ Q Search identity providers by name )
Identity provider A | Identity provider type v | Created time v | Last updated time
O  idc SAML 2 weeks ago 3 hours ago

CDFIEEREFERA L T, Active Directory IDP 2ty h7 v 7°L, %ZEMULrelying party

trust, COIAEFAZFECHL TSAML Y R—NEBMICTEEXT,

(@ Note
—hld Keycloak & IDC ICIFBEAEhEE A,

5. P7UT—23a>OtYRFPYTHARETLES, SAML20 77U —3 3V XEF—4

XML &G URLZFVO—RLET, XOEIZIVTHEALET,

ID7ONA A —%FERTHELDIC RES 252 ET D
RES DYV NB AV AVEEERTTDICE

1. BEEZXLWE clusteradmin ELTRES ICHA>12LET,
2. REBEE S —MEE->ID7ONAE—ICBBLET,

SSO A® ID 7’ONA X —DFRE
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Environment Settings

Environment Name
@ res-gaenvi

General Network

Identity Provider

Provider Name
cognito-idp

Managers Group Name
managers-cluster-group

Single Sign-On

Status

Identity Provider

AWS Region
us-east-1

Directory Service Analytics

User Pool Id
3 u

Domain URL
(3 https://res-gaenv1-9d4688cf-5¢14-48d0-990f-
ce96d346a24c.auth.us-east-1.amazoncoghito.com

SAML Redirect URL
https:/ires-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

53 Bucket
[P res

CloudWatch Logs

Administrators Group Name
(P administrators-cluster-group

Provider URL
[J https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsm8SE

0IDC Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

3. Single Sign-On T, AT—RAA VT —ZDOEICHDmET A4 1> %38IR L T Single Sign-On

Configuration R—2 ZHEE T,

SSO A®M ID 7ONAZ—DRE
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. ID7ONAA—T, SAML Z8IRLF 7,
b. Z7ONAX—FICE, D7ONA A —DO—=NEuixEADLET,
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d.
e.

4. IR

® Note
RDBEREERATEEE A,

» Cognito
* IdentityCenter

XBF—=BRFIXNY—AT, BYBAT>I2ZBRL, XXTF—Z XML RF 1 X
PRETYZ7O—RTBA, ID7ONAFX—HS URL ZEELET,

TONAFT—EX=I)IBHICE., TFAME ZADL ETTemail,
[Submit] ZBRL T &V,
BRER—TZBO—RLET, RENELVEE, 20T A 2 FFEMCEYET,

FARFRRETO ID 7ONAF—DRE

‘it h
ONga A

EAE)Y — A ERAL THEARFRED RESIREZIER L. 1AM Identity Center % ID 7°
—ELTRELEBEE, OkaBREDHID ID JOAONAFT—%BRETD L 2HHOLE

¥, RESSSO BMILT7 #—Llk, RO 3 DORENTAXA—RZERLET,

1. 7ONA 8 —8 —ZETEREA
2. ABTF—ZRFIAIAXDVNKIZE URL — ZEETRE
3. 7AONAA—E X—)LEY —ZEETRE

XRF—

BRFAIXVRNETONAMA—EX—)IBUEZEETRICE,. ROFIEZRITLET,

1. Amazon Cognito AV —=)LIZBEBLF T,

2.+t
3. 11—
4. YA
BL

5. BE
W
b d

JF—>arvhs, A—¥-T—)LEeBRLET,

YT - 2B RITDE, I—HF—T—ILOBENRTENET,
VAVIVARVIVART NS, 7TFL—TA4Y RID7ONAME—DF A1V IC%
REENEID 7ONAME—ZREET,

XETF—REZEL, BUENYED TV RZELBVWETTEAEX T, BENYEJZE

BICEF, MEZEBRLET, XET—RRFIADVRZEHIZICRK, XZF—ZNDEE
ZBERLET,
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. BEYYEIZHEL -BAE., DynamoDB T<environment name>.cluster-
settingsT—7 I ZEHTBIHBENHYET,
a. DynamoDB A V—/)LZ@&, FES—>3arhsT7—7IzERLET,

b. <environment name>.cluster-settings 7—7 ) ZBREL TERL, 7oV a X
“1—-ASHEHBZERRZERLET,

c. AFTYUFREBGBIIVEAT, 74U E2—CBEBL., RONTFX—RZAHNLET,

- BMR —key
« f —identity-provider.cognito.sso_idp_provider_email_attribute
d. [Run] (E17) Z&#IRL £,

7. BREhEB Tidentity-
provider.cognito.sso_idp_provider_email_attributeXF%|ZKREL . wmE ZiBIR
L T. Amazon Cognito DEEE —HTBLSICXFIEEELET,
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I ¥ Scan or query items '

[ O scan ] [ O Query ] |
Select a table or index Select attribute projection ‘
[ Table - res-jan19.cluster-settings v ] [ All attributes v ]

v Filters | §

Attribute name Type Condition Value

[Q key X] [ String v ] [ Equal to v ] [ identity-provider ] ( Remove )

Add filter

A 4
Run Reset
~
{ (® Completed. Read capacity units consumed: 13 X
y.

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ] 8 1 € X
o
Enter any string value.
|:| key (String) v | version v
O identity-provider.cognito.ss Cancel T > L 1

SAML IdP OREED T /XY J

SAML KL —%— —Chrome 75U T DILRMAEZ#FEAL T SAML VT ANEZBH
L. SAML 7H—> 3 EABRTEET, FMC-COVTE., Chrome JI7ARNT® "SAML ~
L—H—, 28BLTLEEL,

SAML B%#%Y —JL — Onelogin 2k, SAML T>J—R&hifEEZFI— KL, SAML 7H—
AVOBATA—IREFIVIIRILEHOICEATEDY —IIAAEEIATVET, FHlIEOVT
(&, Onelogin 7T 7H 4 KM "Base 64 Decode + Inflate; ZZBL T &Y,
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Amazon CloudWatch Logs — CloudWatch Logs TRES OV OIS —XBEEMRTEET, O
&, EWBSBaoOJdIIN—FIH') F£9 /res-environment-name/cluster-manager,

Amazon Cognito R¥F 1 X2 M — Amazon Cognito & ® SAML & D FHMIC DLW TIE., TAmazon
Amazon Cognito RO Y /N—HA Ry @ "I1—H—7—)LA® SAMLID Z7ANAH—DEN, &
SBLTIEEL,

A—Y—0O/NAT— ROKE

1. Directory Service AV —=)IAS5, ERLEARAZY ODOTF4 LI RN EBERLET,
2. FU2asAZ1—7T, I—H—NAD—ROUEY NZERLZET,

3. A—H¥—%Z&RL, ILLNAD—RZAHLET,

4. NAD—RoUtYy NZBRLET,

U7 RXA2 DR

NAZRLRXA2VZFERALTVRBERE. R—FIIOVIT8IE VDI BEEHR—RTBLSIC
BT RXAVERETIHENHY)ET,

@ Note

GovCloud U—2 3V ICF7O4T3BEE. RXAUNT VY IORARNI—2FKRARNT
ZEAN—FTA43AVTFTAHAIDRNTITTTFTTIT—23 208 VDI T RXADZERELE
9,

1. Route 53 AV —JLZREXT,

ER LI RXAZ2BREL, LO—ROERZERLET,
LO—RBEELT "weby EABLET,
LOd—R&ZA47ELTCNAME ZiBIRLE T,

Value IZIE, BHIDEX—)LTRITWM2 LU V2 ADLET,
[LO—RZ4EK] Z2BRLET,

"OLO—RZEXTSHICE. NLB 7 RLAZEELET,

N o a &~ b

a. AWS CloudFormation AV —)lZHR&E X9,

I—H—ONAD— ROBERE
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
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https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
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b. <environment-name>-vdc ZiBRL TKEEV,
c. DY—AR%EERL., ZMHEEJ<environmentname>-vdc-external-nlb,
d. NLBASDNSEZIE—LZ%ET,

8. Route 53 2V —I)LZRAEXT,

9. RXAVZEHRRL. LO—ROEREZBRLET,

10. LO—RRBIC ", EABLET vde,

1. [LO—R&ZA47] T, [CNAME] ZZIRL £7,

12. NLB @35&1F. DNS ZAHNLE T,

13. [Create record] (L. J— RZ4ERK) ZiBIRL £,

ACM SEEHEZERK T %

777 )L NTE, RES I& RXA > amazonaws.com ZFERLTCF7 77U —>a > O—RNT o H—
TIOITR—RINEFRAMNLET,. BEORXAVEFEATDICEK, I—HF—HREHTD, T
AWS Certificate Manager (ACM) A S UV TARNEn/NT U Y U SSUTLS fEHEZRET I HE
HFHYVET, ACMEFERATZIHEE, VAT NETVITH—EARARNED SSL/TLS F+¥ X)L
EEFLTRILEODNTA—RELTEETIHSLENf HDAWS VY —AZE2Z(TERYET,

® Tip
ABIY—AFENYT—22F 70149258, CABVY—RREY V77O
{ PortalDomainName ¥ B EEIZ, BIRULERXADZ CADTRIREN HYETIHIBY
\J_Z&VE&?%)O

NAZLRXAZ DFRABEZERT B ICIF:

1. >V =LA 5 AWS Certificate Manager ZB& ., N7 U Y JEHAEZEVIITIARNLE
9, GovCloud U—>a 77’04 3258k, GovCloud /N—F 423> FHo NCEEH
ERERLET,

2. "NTUOVvOSBAEREVITIARNTS ) ZBIRL, "kAL BBRLZET,

3. RXA LT, *.PortalDomainName& MOMEADIBHAEZ) VT ANLE
F PortalDomainName,

4. HRAEXY Y RT, DNS il 2 ZBRL X7,
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https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/acm/home#/certificates/request
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5. [VOIAR Z&RLET,
6. Certificates JARAS, VOTARNENEIIHEZHEET, SAPEODRAT—RF A, BiE
REBHRICHEYET,

Note
AMAHENRRENABVEEE., VANEEFHLED,

7. ROVThAZITVET,

BmATF70O4:
JOTARNESNI-BABAESOERAENEFEMA S, Route 53 TLO—REZ/EK TS &i&IRL
£9, LAEOARAT—RARFRITEXICEDYET,

GovCloud 7°'00 1 :

GovCloud V=2 a7 7 O4 3558k, CNAME ¥—&fEx2IE—L X9, HA/N—
FA423aFTHIORLS, EERFERALTNTUYORARNY—2ICHLVWLIO—RAE4E
BLUET, ifAZEDAT—RARGRITEXRICEDYET,

8. #MULVEIBAE ARN ZOE—L T, ONFX—ZRELTAHDLE
FACMCertificateARNforWebApp.

Amazon CloudWatch Logs

Research and Engineering Studio l&. 4 > A ~R—JLHIZ CloudWatch I X0 O T —7ZEKL
F9. F7FLROREFICOVTRE, ROKXKZSRLTLEEZL,

CloudWatch Log 7' )L —7° Retention

/aws/lambda/ <installation-stack- EMHIREL
name>-cluster-endpoints

/aws/lambda/ <installation-stack- BRHEARRA L
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- BRHEREL

name>-cluster-settings
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CloudWatch Log ' )L —7° Retention

/aws/lambda/ <installation-stack- BRHEREL
name>-oauth-credentials

/aws/lambda/ <installation-stack- BEMHEREL
name>-self-signed-certificate

/aws/lambda/ <installation-stack- BMHRE L
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- EMHREL
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- BMHREL

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ 3N AM
cluster-manager

/<installation-stack-name> /vdc/ 3N AME
controller
/<installation-stack-name> /vdc/ 3INAE

dcv-broker

/<installation-stack-name> /vdc/ 3N AE
dcv-connection-gateway

OV —7 077 # ) NOREEZZEETSHEE. CloudWatch > Y —)LIZBE
L. CloudWatch Logs DOJ F— 2 RxEFEZZLZETRHERICK > TILEZV,

NAZRLT VEAFA DR DEHRE

2024 F 4 ARE, ATV THARARLT VEAHFADRAZTRYFIHET, RESICLDT
ERENEO—NZEETERT, DAZLTVEAFADRREZF. TOELAHFATDRAD ARN %
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https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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IAMPermissionBoundary /N7 X—Z2 O —E & LU TIEET S & T, RES CloudFormation @1 > A
R=ILO—EELTEERETEET, CONTA—RZZOFRXRICLEBTEES. RESO-NLICEKT7 It
AFATNERIREEhEFEA, U TR, RESO—IIFEETRILEHDICHXELETIa>nIAS
T9, FATRDZFENDTIVEAFTNERT, ROT VI AVHFARHNICHETEIATVS Z EZHER
LET,

[
{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",

"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",
"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
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"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",

"fis:i*",

"fms:*",
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"forecast:*",
"fox:i*",

"geo:*",
"glacier:*",
"glue:*",
"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mg:*",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pi:i*t,

"pipes:*",
"polly:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
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"routeb53:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"3 x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"
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RES Xi/> AMIs Z 5% E ¥ %

RES XfJ> Amazon N> >4 X—2 (AMIs) ZEAT3 &, RETAIRNY TA2 AR A (VDIs)
MO RES IKEBBEZHAZLAMIS ICT VA2V ARN—=)LTEEXT, RES KIS AMIs BEA TS &,
ERIICRSVENEAX—DRFERTS VDI A VAR AORBEBENSEMENET, EC2Image
Builder ZfEf 3% &, AMIs ZBEL THLWVWIY T RNIITAZY VELTERTEEXT, Image
Builder ®F¥MHIC D W Tk, "lmage Builder 1—%—7H4 R, 2B L T EEV,

FRHRIBHEIC. /NI ORES ZT7O1TRIRENHYET,

/A Important

RES 2025.06.01 & V) Bl ICER & v /= RES XIS AMIs (&, RES 2025.06.01 LABEDOTXT D

N—=a EHEBRENFHY)EE A, RESEER 2025.06.01 KYBION—3a A SEHD
N=23 T TIL—RITBHEEEF. TXNTOHO RES ®IS AMIsBREBRETIHEN HVWE
9,

NEY D

s RESIREICTVELATDLHN IAMO—=)LZ%ET S
+ EC2 Image Builder AV R—F > NEERT S

+ EC2Image Builder L E%Z T 3

« EC2Image Builder 1 72 ARNZ UV F ¥ ZHRETS

» Image Builder f X—NA 754 %RET D

» Image Builder f X— NA 754 %2ETTD

« RESICHILWY 7 RIVITRAEY VBRI D

RESIREBICTIVLATZHLEHDO IAMO-IILZEHET S

EC2 Image Builder #*5 RES REY—EAICT7 VAT, RES-
EC2InstanceProfileForimageBuilder £WVS IAM O— ) ZERE LR EETEIHLEN HV) E

¥, Image Builder TEA TS IAM O— L OEEICDOWTIF. Image Builder 1—H—7 14 K® AWS
|dentity and Access Management (IAM) ZZBL T &V,

A—=LICRKLRARETT,

« Amazon EC2 H—E RAZEUEHEE N =B#%.
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* AmazonS3ReadOnlyAccess, AmazonSSMManagedinstanceCore, EC2InstanceProfileForlmageBuilder
7J_:IJ :/_o

EC2 Image Builder A2 R—% > N ZERT S

Image Builder 1—%'—2 4 R® "Image Builder A2V —J)LZFEALTIOR—X N ZEERT S
w*ﬁ/ﬁt:?}ib\ia-o

OAVKR—ZF NOFMEANLET,

1. Type T. Build Z&RL £,

2. AX=TVARL—FT AT ATA(0S) DHB A, Linux £k Windows ZBIRL £,

3. AVAR—FVRBILR., BEOOAYPTVWEFZASL EJresearch-and-
engineering-studio-vdi-<operating-system>,

4., AVR—FNON—23aVFESEALL, #7232 TcHBAZzEMLET,
key : value

5. BERERFIXVNIR, ROERTVT7ANZEZANLET, T7—HFHRELIEHBEE. YAML 7 7 A
WEAR—AILHBTHY, REAREOSVERERETT,

/A Important

EET 71 )1latestT, RESBEON—aUHFBHTEVESRK, FU>0O—

R URI (- source: 's3://research-engineering-studio-us-east-1/
releases/latest/res-installation-scripts.tar.gz') ® ZiE#E/N—>3
&S (fl: 2025.06) ICBEBRZET,

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0
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#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- GPUFamily:
type: string
description: GPU family (NONE, NVIDIA, or AMD)
default: NONE
phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "mkdir -p /root/bootstrap/logs"
- "mkdir -p /root/bootstrap/latest"
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: "s3://research-engineering-studio-us-east-1/releases/latest/
res-installation-scripts.tar.gz"
destination: "/root/bootstrap/res-installation-scripts/res-
installation-scripts.tar.gz"
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts"
- "tar -xf res-installation-scripts.tar.gz"
- "cd scripts/virtual-desktop-host/linux"
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- "/bin/bash install.sh -g {{ GPUFamily }}"
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts/scripts/virtual-
desktop-host/linux"
- 'sed -i ''/“export AWS_DEFAULT_PROFILE="bootstrap_profile"$/d""'
install_post_reboot.sh'
- "/bin/bash install_post_reboot.sh -g {{ GPUFamily }}"
- name: PreventAL2023FromUninstallingCronie
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "rm -f /tmp/imagebuilder_service/crontab_installed"

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-windows

description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.

schemaVersion: 1.0

phases:
- name: build
steps:
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- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://research-engineering-studio-us-east-1/releases/
latest/res-installation-scripts.tar.gz'
destination:
"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res-installation-
scripts.tar.gz'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'tar -xf res-installation-scripts.tar.gz'
- 'Import-Module .\scripts\virtual-desktop-host\windows
\Install.psl'
'Install-WindowsEC2Instance -PrebakeAMI'

6. A723ORITEERL, AVR—F NOEREERLET,

EC2 Image Builder L E % %59 %

EC2 Image Builder L>E T, ILVWAX—2ZERTHEHOHRBREL TERATEIR—AS
X=2b, AX=DBAARIAALTIXRNTHHBEBY)ICBHET S 2HR IS HICEMT
P2—EOIAVR—XUNZEEBLET, LVEZERETLFEEL T, $EBZRESY7RNVITO
KEBRREFEOX—TY N AMI ZBRIZXENfHVET, LZEOFMIOVWTE, "LPE®D
BE, EBBLTLIEEL,

RES &, XDAX—ZARL—T AV IATLZYR—NLTVWET,

« Amazon Linux 2 (x86 & &' ARM64)
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Amazon Linux 2023 (x86 & &' ARM64)

RHEL 8 (x86), & & T 9 (x86)

Rocky Linux 9 (x86)

Ubuntu 22.04.3 (x86)

Ubuntu 24.04.3 (x86)

Windows Server 2019, 2022 (x86)

Windows 10, 11 (x86)

Create a new recipe

1.

2

T EC2 Image Builder 1>V — )L Z B & & ¥ https://console.aws.amazon.com/imagebuilder,
REBFHRVY—AT, A XA=DLIEZEBRLET,

[MX=J LI EDER] 22IRL XTI,

— BB EN—2a BESEANLET,

RES THR—KRENTVBIR—RAAM X—DZBIRLET,

AVARVARET, SSMI—JIVRAFTIVAZAR=LEATVEVZEER AV AN—
M EFT, - —F— 2B L ZOHOMBEZR I —FT—RIIBEREADLET,

® Note
SSMI—CIVRZEAVARN=ILTRFECODVTR, UTZSRLTSEZL,

e Linux BEC2AVABVAILSSMI—JI VR EFHTAAM—ILET,

« Windows Server D EC2 /1 VARV AL SSMI—2 I N EFEHTAAN—)
BROCTUAVAN—=ILLET,

Linux R—ADO L EDHFEF. Amazon FEE T Daws-cli-version-2-linuxtE)L R
VIR—ZRNELIEICEMLET, Windows R—ADL I EDNHEE., Amazon ' EET
baws-cli-version-2-windowsEJL ROIVAKR—F NELIEICEMULET, RES 1~
A=AV TNE ZEFEHALTAWSCLI, DynamoDB ¥ 5 AR —REDNREMEA D VDI
TOERAEZRHLET,

Linux & 7= (& Windows IRER ICER E I /= EC2 Image Builder >/ R—% > NZEBMML F
C
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/A Important
(Linux DBE) £ E aws-cli-version-2-1linux (Windows OFE) EJL RO
R—ZNZEHIIEML ZJEFT aws-cli-version-2-windows, chsS M
VIR—ZRVNEEBMTRIUENHVET,

¥ Components (2) ifo
‘You can select a maximum of 20 components (Including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe Is created. Automatic version
cholces are provided for each component.

Build components (2)
Build components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

9. (¥#2)Amazon NEE T Ssimple-boot-test-<linux-or-windows>7A KNI KR—
YREEMLT, AMI ZRBETER L Z2BAELET, ChBEBHRIROEREETY., EH
ERETMOTARNIVR—X NEBIRTEET,

10. REBICHLUTAT>a> oo areaxTL, OSBRI R—ZFNEEMLT, L
SEOEREBRLET,

Modify a recipe

BE77 M EC2 Image Builder L EAN® 28BS, XD R—F N EZEMLTERATEEXRY,

1. Linux R—ADLEDOZEIE. Amazon F"EE T Haws-cli-version-2-linuxE)L R
VIR—ZVRELIEIZEMULET, Windows R—AD L ENHEE., Amazon N EET
%aws-cli-version-2-windowsEJLROVAR—FX NZLEICEMLET, RES 1>
AN=ILADUT N ZERL TAWSCLI, DynamoDB U AR —RENDREMBAD VDI
TOEAZRHLET,

2. Linux £7& Windows IREA ICEK E 17z EC2 Image Builder A 7AR—X > M EEBMU F
£

/A Important
(Linux MFE) £l aws-cli-version-2-1linux (Windows ®F&) EJL R
R—F NERKWDIZEML ZJEFT aws-cli-version-2-windows, chs M
VIR—ZRVNEEBMTRIHBENHVET,
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¥ Components (2) i
You can select a maximum of f 0 components (Including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe Is created. Automatic version
choices are provided for omponem‘

Build components (2)
uild components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

iz aws-cli-version-2-linux

3. BELCLRLULTHZ>I>nEov>3a>EzETL, HOMXEEIAR—FXNZEMLT, L
EOERZERERLET,

EC2 Image Builder 1 > 7 2 ANZ UV F Y ZHET D

AT AN OF¥ERERZMEAL T, Image Builder & Image Builder 1 X—2 OBEETANIC
EFAT% AmazonEC2 A1 V7 SARNT U F v 2EEETEE T, RES THEATIICEK. HLLWAT
FARNTZUOFrREZERTEIN., BEOREEZFEATIHNEZRIRTEET,

s FILVWAZVTZARNTIOFYREZERTDICE. "1 T7FZANTIF v REDOER ZZRL
TLEE L,

c BEOA VT SARNTIOFYRELRFERATDICE., AV TTARNTIOFVYEREZEHLET,

Image Builder 1 > 7S5 ARS IV F ¥ ZFRETDICE

1. IAMO=J)LICE, TUEICERELEO—ILZABLEIRESREICTIVELATEHHD IAM
O—I)Z%#ET %,

2. AVABRVAZAT TR, PBLKEE4CBOXEVERFE DR T &BIRL, BIRLER—A
AMI 7—FTOF v ZHR—NLET, AmazonEC2 A VARV ABZA T 1 Z8RB LT
(A

3. VPC, ¥7XRY N, BRUEFIVFTATIL—TDHE. VINIITNYIT—28D
A—RIBDEDICAVE—RYNT I ELAZHTIBIHBEN HV)ET. RESIRIED cluster-
settings DynamoDB T—7 /L& Amazon S3 VS5 AZ—N\T Y RADT IV AEHT T 2 &%
ENFHYET,

Image Builder 1 X—NNA TS A 2R ET S

Image Builder 1 X—=SNA 7542k, R—AAX—=2, BEETANAOIDVR—FUN 42
T7Z2ARNSOFYERE, TAANIELI—2aVBEERMBAKITET, RES KIS AMIs FAIZ A X—
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SNAT AV ERETDICRE. FLWNATSA2ERTED. BEONA T4 RERTS
HERBIRTEXT, FMICOVWTIE, Image Builder I—H'—HA RO TAMI A X—NA T 54>
DIEREEFH ) ZZRLUTLSEZL,

Create a new Image Builder pipeline

1.

2
3.
4

T Image Builder 1>V — )L Z B & & 9 https://console.aws.amazon.com/imagebuilder,
FTEF—23RAUDE, AX=DNATTA42BRLET,
"AX=DNATZA4DERL Z2BIRLET,

—BORH., ATIVOHBP, ATT1—), HEZANLT, NM T4 0F#ZzE
ELET,

"LIEZBIRTS, T, "BEFOL>EZFEATS, Z&RL., "1 TERLELIE
Zi#IRLU £ITEC2 Image Builder LY EZ%#{HT 2, LYEOFHANAEL WS EZHEFELE
E

AAXA=DERT7OCAZEEZTS Tk, I—AT—AIIEUTF7FIND—=070—%F 1
BARZRLD—O70—%BRLET., BEALDEE, F7AILN0D—070—T1+%
T, HMICDOWTIE, EC2Image Builder N A 7 ZA 2 DAAXA—DD—0 7 O—%RET

%, BBRLTILEEL,

r’f“/737xl\37?‘\"’“'ﬂ0)m%J T, "BIEOAVTISARNSUFvEREDER, &R
RU, ") TERULEAVT7SARNTOF v EREZEIRLU FTEC2 Image Builder 175
ARNTZUOFYEBET D AVITZANTIVFYOFHMNIELVC EZBERLET,

TAANIELI—2aVBREEEERTS T, H—ERAOTFT7AIILNEFEALTT1 AN

Ei1—32BREZERTS 2BRLET. A X—2R@F, RESREAWS V-3
ERAU ICEETRIHVENHYVET, Y—EAOFT7FI)LNZEFEHATS L, Image Builder A
FRENTVWAU =23 ICA A= ERENET,

NATZA4A2OFBERRBL, NMT 4 DEREZERLET,

Modify an existing Image Builder pipeline

1.

2.

BEONATSAZFERTRICE. TEREhELIEZFERTDLSICHAZEELE
JEC2 Image Builder L EZ %193,

[Save changes] (BRED®R7TF) 27 JVY I LET,
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Image Builder 1 X—NA TS A 2RTTS

REENLHAAMAX—DZERTBICRK, AX—INATZAZRBRTIVENHYNET, 41 X—
SLVEOIAVR—F MR > TR, BETOLALEX 1 KEAL D EENF B KT,

AX=DNAT A2 ZRITITDICE:

1. AX=DNATFA4Hh5, TERENENAT S 42 %8R £ 9Image Builder 4 X—/\
A4 ERET D,
2. THAVAS. RATSAODEFTERRLET,

RES ICHILWY 7 RIJITAZY J%BHRTD
1. "1 OFERICHE> Tthe sectioncalled “V 7 R JITAZY T (AMIs)', V7RIV ITARY V%
ZBRLUET,

2. AMIID 12, (CBEEIhEHIAM X—20 AMIID Z A8 L F 9 Image Builder 41 X—2)NA
ZAEERTT S,

RES DA ZVARN—INRBRICAAZRLRXA 2V ZHRET S

® Note
HIREZH: ChSOATY T %ERETTBHIIC. Secrets Manager > —2 L ¥ NIZ Certificate &
PrivateKey DAV TV EREFTILENHYET,

DITUOSATNCIEREEZEMT S
1. external-alb O— RNZH—DQUARAFT—ICTRYFENLARAEEZEHLET,
a. ECEC2 Load Balancing > Load Balancer ® T® AWS 12V —)L T RES #\FO— R/NZ >
H—ICBBLET,
b. WRARA ICHSO—RNZH—%HKREL F9<env-name>-external-alb,
c. O—RNZUH—IZT7RYFENTVWBRIRFT—ZHIELET,

d #FUVIRAZEOFMATRY FENF 74O SSLTLS FIEAEZR_ DU AT —Z2EH
LEY,
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e. EERAREREFLET,
2. VIABZ—RBET—7ILT, ROBEZTVET,

a. DynamoDB ->Tables -> TS AZ—RET—7 I ZER D E T <env-name>.cluster-
settings,

b. BETHBEZERRLTZAIILRIIT TS -AH "keyys . X4 7 Tstrings . &
Ccontains, . f& Texternal_alby [CBELET,

c. True cluster.load_balancers.external_alb.certificates.providedIZEZEL
£¥9,

d OEZEHLE
Fcluster.load_balancers.external_alb.certificates.custom_dns_name,
NI I AV EB—TIAADHAZLRXALA VBT,

e. DEZEHLE
Fcluster.load_balancers.external_alb.certificates.acm_certificate_arn,
—hldk. Amazon Certificate Manager (ACM) ICRTFEE N TV B XIS T B FEAE D Amazon
)Y —A%—LAL (ARN) TT,

3. DIJUOSATURNBICERLEXSETS Route53 U7 RXALO—RZEHL T, HEB
Alb O—R/NZ>H%— O DNS B%Z3#EEL £9<env-name>-external-alb,

4. SSOABREICEICHBEETNTVDEEAR. RESTIJARA—ZIOREEE>SIDEE>> Y
WBADFD > AT—RA>wWERZ VD SBRUICEALEEDERUALNT SSO ZHHREL
9,

VDIs (CFEAEZIEMNT S

1. =LY RNIRORTEZEBMLT, >—2IL Y MWL T GetSecret ARL —2 3 > &#E1T
ITRTIOCAFAZ REST7Vr—2avici5L %9,
* res:EnvironmentName : <env-name>
* res:ModuleName : virtual-desktop-controller

2. UVSAR—RET—7IT, XROBEEZTVET,

a. DynamoDB -> Tables -> TU T AR—RET—7 I ER DI E T <env-name>.cluster-
settings,

b. BEYETHEBEZRELTZ7A4INEV T TS B8 "key, . XA 7 Tstrings . &K
Ccontainsy . f "dcv_connection_gateway CBBEIL £T,

RES DA VARN—INBIZHARLRXA >V ZERETS 113
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C.
d.

e.

f.

S

True vdc.dcv_connection_gateway.certificate.providedlCEREL £,

DEZEFHL X
Fvdc.dcv_connection_gateway.certificate.custom_dns_name., ZhiF VDI 7
DEADNARLRXAVEZTT,

NIEZEFHLE
Fvdc.dcv_connection_gateway.certificate.certificate_secret_arn, <t
&, FEAEOANRZREFEITS—ILY MDD ARN T,

NDIEZEFHL X

JFvdc.dcv_connection_gateway.certificate.private_key_secret_arn, <t
&, 77AR—F F—DARBZRFTSH>—ILYHNDARN TT,

3. T—KRIVIAAVARVALERENZDBBTOTL—MEEHLET,

a.

b.

= ® o 0

h.

EC2 > Auto Scaling > Auto Scaling Groups @ F® AWS 112Y — )L T Auto Scaling 7' )L —
TEHEEET,

RESIREICHISTDTS—RNIIAOEBRT—V VI IIN—T2BRLET, BElETwE
Al (CHWE T <env-name>-vdc-gateway-asge

HltEOa TcRETIL—MNERODGTHEERT,
HFM>To3r>TUTL—MOEE FLWAN—23 2 0EK) 2EBRLET,
TIEAVO—-)LLUTHEMEERRLET,

—EBEFOI—Y—F—RETAIVO-ILLET,

CERTIFICATE_SECRET_ARN & OEFEZHRL EFFPRIVATE_KEY_SECRET_ARN, < 5®
Bz, SIAE (RATVY T 2c ZZR) BT TAR—KNF— (ATYV T 2d Z2ZR) ODRR
ZRIFITD—IL Y MIEEENSL ARNs TEHLET,

Auto Scaling 7' JL—7"#, (Auto Scaling I —7R—IH 8) REEREhL/N—2320
BEBTUTL—RNEFRATIESICRECNTVR L ZBRELET,

4, REFRAIBMNY THICERL EXET S Route53 7 RXA L I—RZEHL T, A nlb
O—RNS>H—ODNS BZIETKSICLET<env-name>-external-nlb,

5. BIfF® dcv-gateway 1 >~ AR A% T <env-name>-vdc-gatewaylL, FILVWA AR A
NFAEVTYTIT20ZEFEET,
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BEEHAR

CHEBEESHA RTIE, AWS &R D Research and Engineering Studio Z2& SICHAZI A AL T
METHHEICHIZEMOFIEZ, HMHNERNRECEHBLET,

N =R

« >—JLYHhDER

« JANOEZ RV T EHIH
« JARGHA Y IR—R
- Vv aERE

. IRIEEE

=LY RNDER

Research and Engineering Studio &, Zf#RAL TRXOZ—UL v NZ#iEL £9 AWS Secrets
Manager. RES &, REBEDQERBEIC—IL Y NZ2BBWICERLFT T, REOERKICEREN
ABLED—=DLY NENTX—ZRELTADEIET,

—OLYRNER E)z] £ E i RES ANEThEERE
<envname> -SSO- REBAODVTILY v
client-secret A4 >27F> OAuth2 75
AT RN—=DOL Y
[N
<envhame> -vdc- vdc ClientSecret v

client-secret

<envname> -vdc- vdc Clientld v
client-id

<envname> - RXLADECESR v
vdc-gateway- FAEERE T T A R— b
certificate-pr F—

ivate-key
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—OLYbRhE

<envname> -
vdc-gateway-
certificate-ce
rtificate

<envname>
-cluster-

manager-c

lient-secret

<envname>
-cluster-

manager-c

lient-id

<envname> -
external-
private-key

<envname> -
external-
certificate

<envname> -
internal-
private-key

<envname> -
internal-
certificate

<envname>
-director
yservice-
ServiceAc
countUserDN

S

RXAOBEEES
AL E

JSAR—Z—D
¥ — ClientSecret

DISAR—NZX—D
¥ — Clientld

RXAODBECESR
SEESSAR—B
;\:_

kX1 DEERE
L

RXADBECER
ALAET ZAR—K
;\:_

RXA2DOBEEES
AL E

ServiceAccount 11—
H—n#HEIE (DN) B
%,

£ E - RES

v

ABEn-EEE
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DynamoDB ® <envname>-cluster-settingsT—7J)LIZI&, XD —UL Y N ARNENEEN

TVERT,

Key
identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica
te.certificate_secret_arn

vdc.dcv_connection_gateway.certifica
te.private_key_secret_arn

cluster.load_balancers.internal_alb.
certificates.private_key_secret_arn

directoryservice.root_username_secret_arn
vdc.client_secret

cluster.load_balancers.external_alb.
certificates.certificate_secret_arn

cluster.load_balancers.internal_alb.
certificates.certificate_secret_arn

directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id

cluster.load_balancers.external_alb.
certificates.private_key_secret_arn

cluster-manager.client_secret

U—=A

ARV Y

AR Y

AR Y

AR Y

AEY Y

AR Y

AEY Y

—ULYNDER
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OdAARNDEZZRI T & HIfH

(® Note

Research and Engineering Studio 7’002 T U kO N O BEE(S T AWS Budgets &, TlEH
R—RhENTLVEEA AWS GovCloud (US),

Cost AWS Cost Explorerz2fERL TTFEZ KL, JARNZERITRICZHEHHLET, MKEFE
BENBENBYET, FHIIOVTRE, & OREIVITIR—TJESRL T EE Wihe section
called ‘AWS CORmD Y —ER",

OANEHEXETSDEHIC, RES7OP IV NERNSBTERE N AEFEICEERTR CENTE
9 AWS Budgets, £9. BRIANBGRIATRERITETITATLITDBEN BV ET,

1. AWSN XX ROV =INIZHAA42 L, AWS BERIBREIDARNNFIOA OV —
ILEREET,

2. JANBED RV ZBRLET,

3. res:Project &Y res:EnvironmentName X/ ZHREL TRERIRLF T,

4. [TOT1471]) Z2BRLFET,

Billing X
Cost allocation tags w« 11 Download €SV
Home Cost allocation tags activated: 3
v Billing
User-defined cost allocation tags AWS generated cost allocation tags
Bills 4
Payments -
Credits User-defined cost allocation tags (2/47) info
Purchase orders -
‘ Q Find cost allocation tags 11 matches
Cost & usage reports
Cost categories Clear filters iaisle
Costallocation tags (19
Fres ter - -] Tag key A status v Lastupdated date v Lastused month v
Billing Conductor [ (] res:BackupPlan ® Inactive - November 2023
¥ Cost Management a res:ClusterName @® Inactive - November 2023
Cost explorer [3 —
P z O res:DCVSessionUUID ® Inactive - November 2023
Budgets
J res:EndpointName Inactive - November 2023
Budgets reports Y P ®
Savings Plans [4 res:EnvirenmentName N 3 y ® Inactive - November 2023
v Preferences ] res:Moduleld @® Inactive - November 2023
Billing preferences O res:ModuleName ® Inactive - November 2023
Payment preferences
(]} res:ModuleVersion ® Inactive - November 2023
Consolidated billing [4
Tax settings a res:NodeType ® Inactive - November 2023
v Permissions res:Project ® Inactive - November 2023

e p—— |
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® Note

RES #U N F7OABICRRENDETICHER1 BHIDBEEN HYET,

RES UY—ANFEEERT S IZIE:

ERIAY—ILA S,
. FEOERZERLE
. [Budget setup] (FE D

. RNl ZBERRLUET,
Billing b

Home

¥ Billing
Bills
Payments
Credits
Purchase orders
Cost & usage reports
Cost categories
Cost allocation tags
Free tier

Billing Conductor [4

¥ Cost Management
Cost explorer [
Budgets | 1
o
Budgets reports

Savings Plans [

¥ Preferences
Billing preferences
Payment preferences
Consolidated billing [2

Tax settings

¥ Permissions

Affected policies [A

6.

FEEZRRLET,
EE

X E) T, [Customize (advanced)] (HAZN A1 X (BE)) Z&RLET,

Budget types T, Cost budget - Recommended Zi&IRL £ 9,

Step 1
AT Choose budget type .«
S5 Budget setup
Set your budget 3

L
Step 3 () Use a template (simplified) © Customize (advanced)
Configure alerts Use the recommended configurations. You can Customize a budget to set parameters specific

change some configuration options after the
budget is created.

to your use case. You can customize the time
period, the start month, and specific accounts.

Step 4 - Optional
Attach actions

Budget types

Step 5
Review

© Cost budget - Recommended \ﬂ-/

member accounts.

Monitor your costs against a specified dollar amount and receive alerts when your user-defined thresholds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
yeu can set a cost budget for a business unit and then add additional parameters such as the associated

) Usage budget

Amazon §3.

Manitor your usage of one ar more specified usage types or usage type groups and receive alerts when your
user-defined threshalds are met. Using usage budgets, the budgeted amount represents your expected usage.
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and

) Savings Plans budget

underutilized.

Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or

) Reservation budget

ElastiCache, and Amazon Elasticsearch reservations.

Track the utilization or coverage associated with your reservations and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon

l&. <EnvironmentName>-<ProjectName>-<BudgetName>,

7. FEEERETDIC.

J7OPIONOFEEEANDLET,

\§/ Cancel Next

IS, FEODAYX TV Budget B2 ANLT, THO MOMOFEEXBILET. flx

JARDOEZRVZ T EHIH
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8. Budget scope T, Filter specific AWS cost dimensions Z#IRL £ 9,
9. [Add filter] (7 4 LB —%&&M) ZBIRLET,

10. F4X>>3> T, 27 Z2ERLET,

11. XJ T, res:Project Zi#IRL £ 7,

® Note

BT EENERATRICEZDETICRR2 ANAZBEN BV ET. 7O TV NEHE
RAREICE 2125, FEZERTEEXT,

12. fET, 7O TV MEBZ2BRLET,
13. 740 2—%2@A 2BRL T, 7OPII9RN 71N E—Z2FEITEYFLET,
14. [RN\] 2 2IRLU 7,

dAARNOEZRD T L HIME 120



Research and Engineering Studio I—H—H4A KR

Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended) O Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

“EC2" to budget against.

Filters info Remove all

Dimension

\ Tag y. v

{ Tag \

\| res:Project y, v
/Values N

| Filter tags by values v

project1 X

\ J/

Cancel Apply filter

Add filter

¥ Advanced options

Aggregate costs by
Unblended costs v |
Supported charge types v |

Upfront reservation fees X | ‘ Recurring reservation charges X | | Other subscription costs X |

Taxes X | ‘ Support charges X ‘ | Discounts X |

JARDOEZRVZ T EHIH 121
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15. (F7>3a)FPS5—RNLEWEZEBMLET,

16. [RN\] ZBRLFE T,

17. (A7>32) FZ—RABREESATVWREER. TRYFF7O>a & ERALT, 75— TH
MWOFTO>aVEBRELET,

18. [RN] ZiBIRL F T,

19. FERELZMAL. EMOFENTX—FZTELVRINBREENATVSREERRBLET,

20. [FEZER]Z20)Y I LET,

FENERE S, 7O IV NOFEEZEMCTEERYT, 7O I IV NOFEEEMICTSIC
k. "1 Z28BLTLKEE Whesectioncalled “ VO IV N 2wmETD, FEEBAD L., RETF
ANy 7TOREBA7OYIENET, TRAINYTOREBHIZFEEBALES. TAINY T I&
SlEHmERIELET,

RES Environment Management

Projects

Environment Project Management

Title Project Code Status Budgets Groups Updated On

* DemoUsers

Actual Spend for budget: REST-F 11-Budget1
project! project1 @ Enabled ® Budget Exceeded * DemoAdmins 10/31/2023, 12:44:12 PM
Limit: 500.00 USD,

SD, Forecasted: 3945.34 USD * ProductUsers

FEZZETHILENHBHRR. AVY-INICR>TTFEHZHRELEI. RES ATEENEBY
ICBBDETICRKRI5DANBDBENBYVET., izclk, 7O IV N EZHmELTTFEZENICITS
CEETEXRT,

OAARTHAY S 2R—R

JdARNSHA YA R—REZFEHATDE, RESEEBEFI RESAR—ZIASTASIIVNDOFEELS
OI O NIARMNERENICEZZV I TEET, JAMNKITOZITIORNARILTTZAILRIY
TEET,

=R

. BIREZMH

- FEI)UTIST7EZFHO7ODITON

s BRENBEIANDWIS 7

JARME Y2 2R—R 122
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- CSVZESUO—RTB

Bl RR SR A

Research and Engineering Studio D AR Y2 1R—REFEATHICE, ETUTZITOIHEN
HV)ET,

- 70219 b DER.

« AWS Billing and Cost Management 1>V — )L TFEZERL £,

s FEEZJODIVONCITEYFLET ("1 22B7OI VN ERET D).

« ILWRES F7OA4 ZHIDTAVMOIAARNSMFY— R E2BMILET. ChERTIDI
F. ATOFIEZRTLET,

1. ERLEZ7O2TIMCVDIZF7O40LET, Chllkt), AWS Cost Explorer (2
res:Project RN 7O a0 JEh&ET, ChICBERX 24 KBENMDDBEN BV E
EE

2. RINERENDE, RTEBAMCTDRAVHFEMIBEYET, R &IEIRL T, Cost
Explorer TR &TFTIT 47 LET, COTORAICKETSIZ 24 BEALHIDBENHYE
9,

Cost analysis onboarding info

To start tracking expenses incurred over a period of time, take the following steps.

Step 1 - Launch desktop Step 2 - Enable cost tags
Launch your first desktop within this account and wait up to 24 hours for cost allocation tags to create. Once tags are created, enable cost allocation tags for the web portal and wait another 24 hours for data
to display.
Launch desktop

FEAVHTIZ7%2FE>700I 6

FEHNEETONATWATOIORFY—RNICE, FENFEYETSNTVWS RESEBENOO
SIVNDFEAT—RANERRENET, F7FIIBRTR, IS 7ICEFEHENCENMLS DN

OSIVRFRRENET, FEICEYY TSN EZ7ODIIOMNOREBVUANEZEO—RTZ714)L
RA—RRTF—RAROYVFTAIOT, BEO7OD IV NERBIRTEERT,
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Projects with budget assigned

Track the current status of budgets.

Project name

test-project-2

test-project

o

2000 4000
Budget (USD)

W spent [ Exceeding

Remaining

v Display settings

Filter displayed data

[ Find project by name v }

[ test-project-2 X] [ test-project X]

test-project-2 test-project

@ C Review projects ) C Create project )

6000 8000

2710, EFEOXHE, BYE, BBENKRIBETRREAET, N—CHh-VIIZaDd
B2, BATIAVUDOERE USD @ENRTENET, ELERBRICHZ 7O IO NORRBRE &
7OTI I RNDERREZTAhTAERLT, 7O IO MM-JETOPIINDOERR—D %

A ZEETEXRT,

Projects with budget assigned

Track the current status of budgets.

Project name

test-project-2

M Spent 1,792.09 USD

@ Exceeding 0.00 USD
Remaining 8,207.91 USD

test-project

0 2000 4000
Budget (USD)

@ spent M Exceeding Remaining

v Display settings

Filter displayed data

[ Find project by name v ]

[ test-project-2 X] [ test-project X]

test-project-2 test-project

@ ( Review projects ) ( Create project )

6000 8000

FEEWLETIS7EZF OO IO
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RN ARSI Z 7

BENEIANDHIS7ICE., BEELEHBIICS G270 I RNIOIANNRIRRTENSE
To T72ILRNTR, JS7ICEBECHABOTF—EINRRENETT, BIRULENEZFEAL

T, BRUECEBEESEBEOSHIANTLEANS DO7OP IV M ERRENET, £ 52070

SIVRNUADHBOIXNTORBRLAEZOSIINE, TOMOATIVICENENET,

Cost analysis over time @

Track expenses incurred over a period of time.

Aug 2024 Sep 2024 Oct 2024 Nov 2024 Dec 2024 Jan 2025

Costs (USD)

25.00

20.00

15.00

10.00

5.00

0.00

Wasd Wabc-123 M projectl

v Display settings

Filter displayed data Time range
[ Find project by name v ] [ 2024-08-01 — 2025-01-31 ]
project’ X abc-123 X asd X :
[ projectl abc-123 asd Granularity
[ Monthly v ]

70208, BREEE, NET71L2U2J0LT, BRNBZIDANIHIZTELI—EHARX
AXTEET, BB T AN EZ—DEAEDEFBRENATVRIFEE, E—XILT12 RUNFRRE
h, AIOREICRTA, BEFEThLET ML EZ—DEAEDEOREZZITANZ L ZEIRTERT,

70T UK

Filter displayed data RO Y 7’HA I ZBRTS &, BEDRESRKREO7OP IV NDOELAZV AL
FRRENET, 7O I IORENFRREN, TOTIE7OP T NI—RAFARTENET,
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(@ I
abc-123

abc-123

asd

asd

project
project1

0 res-integ-test-gw1
res-integ-test-gw1

[ Find project by name A ]

projectl X abc-123 X asd X
project abc-123 asd

By ) €6 B D +5 <E

BNERHZEEITSCER, EXNEARCEENERZEATEERT, EXEHEZERTD L, BN
BB REEVEZEAL THEEhET, LA, 2025F 2 ACBE6 YAOAT> a2 2
Re¥d&, ~ 8/1/25 OFEEEICZKY) £31/31/25,
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i '

Relative range Absolute range )

Choose a range
(O Past 1 day

(O Past 7 days

(O Past 1 month
(O Past 6 months
(O Past 12 months

(O Custom range
Set a custom range in the past

Clear Cancel
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r

< August 2024 September 2024 >
Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat
l'll 2 3 | '1 2 3 4 5 6 7 |
' 4 5 6 7 8 9 10 8 9 10 11 12 13 14
11 12 13 14 15 16 17 15 16 17 18 19 20 21
18 19 20 21 22 23 24 22 23 24 25 26 27 281
L25 26 27 28 29 30 311 L29 30J
Start date End date

[ 2024/08/01

] [ 2025/01/31

Clear

|

FHEE

AEf, BB, FLEKBAEVNONETT - ZRTIDLDICERTERT, BHEHEMVOFMAE
&, BEX14 BEEOBNEEOKEYR—NLEXT, BEUOFEERE, HFX 142 AOBFNEED

HEHR—KNLET,

'

Monthly v
Daily

Hourly

Monthly A

REBNEIANDHIZ 7
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CSVZ&V>O—RT3

BEOIARNOHELI—2TO9AR—RTBICIE. BENBEIANDHIZST7TORLEICHDZT I
O—RCSVZEBIRLET, ¥UO—RLECSVICE., BEEENLEHEOEIRL 870>
ROOARNEHRE., 7O TV RIS ROEHBEROIARNEEHNFEENET,

Home Insert Draw Page Layout Formulas Data Review Vi

s

'Q'Dv A Calibri (Body) vi12 v AN A
R v

Paste

@ B I u v -=- v & v ﬁ v

I[1]
11
11l
il

Q Possible Data Loss Some features might be lost if you save this workbook in the col

Al . fx  res:Project
A B C D E F
1 I res:Project .|asd($) abc-123(S) project1(S) Total costs(S)
2 res:Project total 24.136179 21.67188038 12.9429946 58.75105397
3 8/1/24 0
4 9/1/24 10.7180966 10.7180966
5 10/1/24 10.95378378 10.95378378
6 11/1/24 24.136179 24.13617901
7 12/1/24 0
8 1/1/25 12.9429946 12.94299457
9
10
11
12
13

v avER

YA vERBR, BV AV ERRBRETANTDEOOFRERTAUETIT A7 BRRERZREY
LET, EBI—Y—ELT, JOP IV NREBRNTA RS 9T47 v 2 a skl rUOEE
TH_EZI—H—ICHUTEEXRT,

KEY D

« &Y AR—R
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XY 1R=R

Research and Engineering Studio

2)

v Home
Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

v eVDI
Dashboard
Sessions
Software Stacks (AMIs)

Permission Profiles

res-stage (us-west-

<
Virtual Desktop Dashboard

Instance Types (1

Summary of all virtual desktop sessions by instance types.

méa.large
Debug
Settings
& B méa.large
» Envir M

Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

Amazon Linu...

W Amazon Linux2 [ Windows

Availability Zones (5

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

L & demoadmin1 Vv

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING !

) STOPPING

Project (4

Summary of all virtual desktop sessions by Project Code

project1 !

W projectl

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

0.5 1 15
No. of Sessions

N}

W Sessions

Ay a1R—R
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Y2 atEBRAYIAR—REF, EEEFEIUTICEITZ Vv IEI—ZRELET,

1L AVAEVADRAT
vy arnirgE

N—A OS

70Uk
TRAZEUT A=Y=
V7RNIDITARY Y

o ok~ w N

TSIC, BEBEQPROZENTERT,

7. 892 21R—REFEHFLTEREEHFLET,
8. v a oRREBIRLTEYZIVIZBHLET,

tyv>3ar
v < 3> ICik, Research and Engineering Studio I THERE NI XNTORETFRAI NY THE
RENET, BV aoR=IHs5, €v>a BHRETANZVTULTERRLEY, FILLEY
2avEERLEYTEERT,

RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions Gal Desktops.

>

@ Created ¥ Last 1 month

Q Search 0 All States ¥ All Operating Systems ¥
(-] Session Name v Owner v Base OS Instance Ty... State Project Created On

[ demoadminiami21 5 demoadmin1 Amazon Linux 2 méa.large @® Stopped projectl 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin1 Windows méa.large @® Stopped projectl 9/27/2023, 8:38:23 AM

1. XZ1—Z2#EALT, BELEHERICERTEEEHRE LY a>THEREZ7 LRV
JLEY,

2. v arEBRL, 7723 X Z1—%2FEALTATZTVET,
a. v arzBlET5 (EH)
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b. IE/RIEE Y 2 3> (BEET)
c. BHEL/MRIEEY S 3> (EHT)
d. £V 3 ORT (EHKT)
e. LY I OBAHIKT (EH)
f. Y332 ORE (BHT)
9. V7 RIITARY U DER
3.V A OER ZBRLTHLLWEY S 3V EERLET,
4. ZEWTEYVIAVERRL, REBEARL—FA VIV RTFLATIANRUVILET,
5. EYYavEERRIBE, BEARTENET,

Y>3 EERTS

1. Ev2a>oeR 2BRUET. HILWREBTAIRNY TORBE-XILIHEXT,
2. FLLWEY>a>oFlZEANLET,

3. (F7°>3>)Show Advanced Options ZFA >/ ICL T, H¥7ZY NIDX¥DCVEY>a>rzA47
BEQEBMOFMZEELE T,

4. [Submit] Z&IRL T &L,
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U

r

___Storage Size (GB)
EP% 4

Launch New Virtual Desktop X

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(@ )

Project
Select the project under which the session will get created

[ v)

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ v)

Enable Instance Hibernation

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

®

Virtual Desktop Size
Select a virtual desktop instance type

@ )

Enter the storage size for your virtual desktop in GBs

& )
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vy ar ot

v avARNYS, Y2 aVBEBERLTEY a0 ERRLET,

RES Virtual Desktop SESSS 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1amli21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 ® Stopped
Details Server Software Stack Project Permissions Schedule Monitoring - >

Session Details

RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad

Session Type Hibernation Enabled Created On

VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On

9/29/2023, 11:01:20 PM

V7RI ITFTARY T (AMIs)

V7RDITARY IR—=TH S, Amazon XA X—2 (AMIs) Z2EL 12V, BEFD A X—2
ZEBLLEYTERT,

Y7 RNITITARY T (AMIs) 135
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RES

Software Stacks

Virtual Desktops Software Stacks (AMIs)

Manage your Virtual Desktop Software Stacks

All Operating Systems ¥

©)

Register Software Stack

Name v Description v AMI ID / Systems Manager Parameter A... Base OS v Root Volume Size Vv Min RA...
RHELS - x86_64 RHELS - x86_64 ami-01955109048f9b11d RedHat Enterprise Linux 8 50GB 4GB
O UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-09ac0b140f63d3458 Ubuntu 22.04 50GB 4GB
O Windows - x86_64 Windows - x86_64 ami-06244562918e090e8 Windows 50GB 4GB
Windows - AMD Windows - AMD ami-0c204e78e7e8c343b Windows 50GB 4GB
@) Windows - NVIDIA Windows - NVIDIA ami-06871ff48caabe79%e Windows 50GB 4GB
RHELO - x86_64 RHEL9 - x86_64 ami-0a74a0465cdeeadb3 RedHat Enterprise Linux 9 50GB 4GB
O Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64 ami-0f27f8ea8f8bd937c Amazon Linux 2 50GB 4GB
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-0ad253013fad0a42a Amazon Linux 2 50GB 4GB
O AL2023 - ARM64 AL2023 - ARM64 ami-0aaf509a1ebd95e61 Amazon Linux 2023 50GB 4GB
@) AL2023 - x86_64 AL2023 - x86_64 ami-08a6efd148b1f7504 Amazon Linux 2023 50GB 4GB
1.2 >

1. BBEOVYTIRNIITARY VEBRETDICEK, ARL—FA VI ATFLAOROY A I & E
ALTOST74ILRIILET,

2. V7 RDITAEZY VOEMEZRERL T, ARY VOFMERTLET,
7

BVTRIITAERY IVDBILHDTIOAREZZERBIRL, 7023 X _1—%2EFEHALTARY
VEREL, ARV URTOSIINIEVHTET,

4. VT RNITITAEY VDBEFREVZBIRLT, ILLARY JZERLET,

MLWITRIDITAZY V2BETD

YIRNTITARY VDBBFREVEFERATIE, ILLWARY VEZERTERT,

@ Note
E5{tE N TV Systems Manager /NS X—Z&ZY T RNIJITAZRY IO IDOIAITA
ELTHERATEET,
Systems Manager NZX—XRICT UV 2ATBICE, RESICKDODRINFVETT,
« ¥—:res:EnvironmentName, {8: <your RES environment name>

« ¥—:res:ModuleName, f&: virtual-desktop-controller
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1. YVIRIDITARYODEREZERLET,

2. ILWIIRKNIJITARY VDFMEADLET,

3. [Submit] ZZFRL T EZ L\,
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Register new Software Stack X

Name
Enter a name for the software stack

[ ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ ]

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating system for the software stack

[ 3

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ 3

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

[0 ]

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& ]

Projects
Select applicable projects for the software stack

[ 3

Tenancy
The type of tenancy

V7K 1Sy 138
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JOPIONIVIRIITARY D& HTS

MLWYTRIITREY VRERTDEEIC, AZYIVETODIVNIEYLTHIENTES
T EFEL, BYIOERBICARY V27O IV NCEMTZHEN HDH5EE.,. KOBRELZITV
£9,

@ Note
V7RDITARY 7@, BN XN—TH37OCIINCOKEHETHENTE
£

1. Y7 RNIDITARYIR=T, JOPIIONCEMTBRDYTINIITARY IO HRREY
ZERLEY,

2. [Po>av]z=BRLET,
3. [fmE] ®BIRLET,
4. Z7O2IV2RNROYVIEIOZFERALT7OP IV NEZBRRLET,
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Update Software Stack: AL2023 - x86_64 X

Stack Name
Enter a name for the Software Stack.

[ AL2023 - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ AL2023 - x86_64 ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ ami-08a6efd148b1f7504 ]

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format
Operating System
Select the operating system for the software stack

Amazon Linux 2023 v

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[NIA v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

[0 ]

Min. RAM (GB)

Enter the min. ram for your virtual desktop in GBs
€ ]

Projects
Select applicable projects for the software stack

[ v

Tenancy

The type of tenancy
V7 NI TR T (AMITS) ] 140
v
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5. [Submif] EERL T &L,

AZYVDFMR—DHASVTNIVITAZY VERET D EETERY,

VIRIDITAZYIDVDIA VARV AVARNEEETS

BRENLVYITIRNIVITARAEYIZEL, HATNBAVABVATFPI)—ERATZERTEF
o BYTRIDITARAEYIDATZAVOVARNE, TFRAVKNYTRETEREN LA T3V
KO2TTANRITENET, JO-NLOFAENIEA VAR AT I -4 TERERL
TEETEXRT,

j Research and Engineering Studio

res-deploy (us- <

east-2)

fersion
v Desktops virtual-desktop-controller vdc 2024.12.01

My virtual desktops
Shared desktops

Genera I Notificati Server Controll Brok [ Log
¥ Session manaj gement .
Session ®
Sessions
Software stacks Idle Timeout CPU Utilization Threshold Enforce Schedule
Debugging 43200 minutes 30% Yes
Desktop settings Transition State Allowed Sessions Per User
N Stop 5
v Environment management
Dashboards New
Projects DCV Host @
Users
Allowed Security Groups Max Root Volume Size
Groups
1000 GB
File system:
<3 buckets Allowed Instance Families and Types Denied Instance Types
d * gdad
ty managem: * g4dn
Permission policy . g
Environment status * méa
. t3
o még

UIRNDITARY VOHAENIEA VAR ATFI)—ERATORMEZHRET D ICE:

1. YIRDITARYIR=IT, YVIRNDITAEYIDTIARZZBRLET,
2. TU2aveEERL, AZY VOREZERLET,

3. ROYZTHIVIARNAES, HAECIEAVARAT7FI)—&RA470ROAYTH IR
RASEBHDA VARV AT T7I)—ERA4TRBIRLET,
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Update Software Stack: AL2023 - x86_64 X

Stack Name
Enter a name for the Software Stack.

[ AL2023 - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ AL2023 - x86_64 ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ ami-08a6efd148b1f7504 ]

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating system for the software stack

Amazon Linux 2023 v

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N/A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(0 )

Min. RAM (GB)

Enter the min. ram for your virtual desktop in GBs
€ ]

Projects
Select applicable projects for the software stack

[ ")

Tenancy
The type of tenancy

V7 NI IT AR YT TANIS)
[ Shared v ]

Allowed Instance Families and Types
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4. [PEfE] ZBRLUET,

® Note
FAENEAVAZRVAT 7RI —RA47070—-NILEY NZAVAZRV AT 7 I —
EFDQDTT7IV—HNDA AR ARAT (3% B Et3.large) FEFENTVBRES, V
TRIIFRABY VDFAENEAV ARV AT P I —ERATOBRTHEATED AT
AV, AVARVATTE)—DORENEENETT,

/A Important
s AVABVABRATITTIV—NFRELRILTHAJVARD SHIREhD E, TXTOY
T7RODITARY VN SBENICHIBRENET,

c WIBLANILTEMENTLEA VAR ARATI77I)—&, Y7 RNDITARY VICEE
WICEMENIEE A

V7RNIDITARY VDFMERTTS

UIRDITARY IR=IHSE, YTRIITARY VBZERL THEMBERRLET, Y7 b
DITARYODZIOHREVEERL, 7232 zBRL, MEZEBRLTYTINIITAZY
VEmMETDELETERT,

VDI 7F 2> —DHR—K

LW TRIITARY VU RBRITZEE, TERBEOVINIITARY VR RETZEE
. COYTRIITARY IDSEBENIEVDIs DTF2 > —RBIRTEEXRT, ADOD3IDOTF
=P R—RENRTVET,

s BB (F7AILMN-HBEN—RIDITAARATVDIs X179

s BERAVARVA-BERAVARAZEHALTVDIs 2£179 %

 Dedicated Host- EHFRARNZEHL T VDIs 21793
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Register new Software Stack X

Name
Enter a name for the software stack

[ ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ ]

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating system for the software stack

[ v

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ v

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(0 ]

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& ]

Projects
Select applicable projects for the software stack

[ v

Tenancy
The type of tenancy

V7IRNJITRA 59) 144
Shared v ]




Research and Engineering Studio I—H—H4A KR

BERARANTFTOO—BA4T7ZBRIDEER, TTUI—TTAZTAER=TYRNKRARNZAT
EBRIDBENIBNVET, ROEX—TY RKRARNZATHHR—RENTVWET,

s IRARNUY—AY)L—7 - AWS License Manager TERENIERARNIY—=RATIL—7
¢« RANID-BEDHKRANID

Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

[Off v]

Target Host By
The type of target host

[ Host Resource Group v ]

Host Resource Group ARN
The ARN of the dedicated resource group

[ ]

VY7 RNIITFTREY Y (AMIs) 145
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Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

= )

Target Host By
The type of target host

[ Host ID v ]

Tenancy Host ID
The ID of the dedicated host

[ ]

BERARARNTFOO—TRHITDEZICVDIS ICHEBEILTINZ—IRIAEDAZBETSIC
l&. License AWS Manager 1—%—H4 ROEILTINZ—TI RTAERAE AMI OBEEN FICHE 2
T, 4R % AMIs ICBEEFITET,

Rocky Linux 9 V7 R ITARY U DIEN

RES (Cl& Rocky Linux 9 DT 7 # ) NDY T NDVDITARY I BEVNLESH, COEI>3>T
&, EAT% Rocky AMI E ZDEAFEICETAHREREZRMLET,

1. AWS J>V—=)LicOd4 > L, EC2 >V —JILA®M AMI Catalog R—Z ICBELE T,

2. Rocky Linux 9 £\ > &5 AWS Marketplace 27 T AMIs ZBREL E T,

3. Rocky Linux #* 5 Rocky Linux 9 (A=) - x86_64 & WS EEID AMI Z:EIRL £,
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https://console.aws.amazon.com/ec2/home#AMICatalog

Research and Engineering Studio I—H—H4A KR

) Rocky Linux’ [Rocky Linux 9 (Official) - x86__(-34]
By Rocky Linux [? | Ver 9.5.20241118
ok Kk 73 AWS reviews [

Starting from $0.00 to $0.00/hr for software + AWS usage fees

Select

Rocky Linux is a free, open, community enterprise operating system
designed to be 100% bug-for-bug compatible with the top
upstream enterprise Linux distribution. Built by the community, for
the community. With fully open and transparent development,
there's plenty of opportunity for anyone to...

4. BRUES, SISKHTRIFTA T ZBRLET,
5. LIZZAo0O—-JLL, BRLEAMI O AMIID ZIE—L&ET,

AMI Catalog

An AMI is a template that contains the software configuration (operating system, application server, and applications)
required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or
you can select one of your own AMls.

AMls
Selected AMI: (ami-0a73e96a849c232cc)

‘; Q Rocky Linux 9 X } @

Quick Start AMis (0) My AMis (176) AWS Marketplace AMlIs (589) Community AMIs (500)
Commonly used AMIs Created by me AWS & trusted third-party AMIs Published by anyone

( Create Template with AMI ) Launch Instance with AMI

6. RESR—ZIIICEEL., Z0O AMI Z{FH L T Software Stacks R—> O T IZ#F L L\ Software
Stack Z& &L £,

TNy T

TFINY TNRNZIIWCE, RETFRAINY TICEERGFSAEXY -SRI T 1Y INFRRENET,
CONZFLZFERLT, RANEOTITAETAZERTEET, VDERANRZRTIZRAARY
ABEOTITAETANRREN, VDY IVERTICERETHFOEYZIVTITAETAH
RRENKT,
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View hosts and sessions registered with NICE DCV Broker

v Home

Virtual Desktops

Shared Desktops .
VD Host VD Sessions

File Browser
SSH Access
of 1 item
O"servers" : [ 1 item
ADMIN ZONE ©0: { 15 items
v eVvDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbSOxMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQANDEYN2E1IMzgwZDU4YjIzM2I2Zjg=""
"ip" 1 "10.3.157.194"
Dashboard
"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions

"default_dns_name" : "ip-10-3-157-194.corp.res.com"

Software Stacks (AMls) vport” : (IR

Permission Profil ;
ermission Frotiies ©"endpoints" : [ 4 items

©0:{ 3 items

Settings "port" : 8443

Debug

TFAIRNY TERE

TAIVRNYTRER—DZ2FEAL T, RETFTAIVNYTICREFISNIEVY —RAZRETERT,

Virtual Desktof Settings

Virtual Desktop Settings

e virtual desk

Module Name Module ID Version

virtual-desktop-controller vdc 2025.03b1

General Notifications Server Controller Broker Connection Gateway CloudWatch Logs

Session ®
Idle Timeout CPU Utilization Threshold Enforce Schedule

43200 minutes 30% Yes

Transition State
Stop

DCV Host ®

Allowed Security Groups Max Root Volume Size
1000 GB

Allowed Instance Families and Types Denied Instance Types
-3

* gddn

* gdad

. g5

* méa

. még

%

2MET TR, ROLSBREICTIEATELT,
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QuIC

INTOREBTFAIRNYTOTFTAILNODARNI—Z2J7ORINELTTCP ZBEL T
QUIC ZBRICLET,

T7ZNLRODCVEYZIAVEALT
INTORBFAIRNY TICERENDTT7AIRODCY YAV RALT, CORERK. U
BICERLIETAIRNY ZICRBRAENERA. ChiE. A VARV ARATEARL =T 1
TOATLFRBEY S AV EATREEAZ VLY 232 RATOVThAZYR—KL
TLRHERICOABERHENET,
7AYIORZERI-Y-JELHTENZF7AbOEY >y

J7ODIORNZEICI—Y—EICHFAEhD VDI Y2 a>oEOFT7 #) ME,

H—/)N—
H—N—BZT T, ROXDIBEEREICTIELATEET,
DCVtEy>3a>TFARILEALT I
DCV Y2 a s AB8MNICtIME D ETORE, chicky), FRAIONY Y 3> 0iRE
FEFEENT, DCVISATURNERERGITITTSOHAs0&EY I aUABHAUSNET,
TARINEZALTINDES

TARLNVEENFVZATNCRHEET VD ITORE,
CPU EREOL & WM&

TARILERBZEND CPU EAX,
RAL—RRVI—-LFAX

BRETFAIRNYTEY23VOIL—FR)I—-LDOTT ALK,
AAENIEAVARVARAT

CORESRETEHTEDA VARV AT7IN—EHALAAXADIVARN AVARVATT7 X
)= AVARV AP A AODEKEDEOAANZTFANSKE T, L&A, "m7ay &8
EFTDE, MMa7Z7I)—OIXNTOHFAL AN VDI Y23 ELTREBTEDLRSICAYE
T 'm7a.24xlarge’ ZEEEL EHBE. VDI Y2 3> &L TRETE % 0OIE m7a.24xlarge D& T
To cOVANGE, RERAOIXNTOZ7OCIIVRNCEELET,
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RES Virtual Desktops Settings

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID
virtual-desktop-controller vdc

General Notifications Server Controller Broker
General

Quic

Quick UDP Internet Connections (QUIC) is a protocol that attempts to improve streaming in higher latency
environments.
Toggle on to activate QUIC in favor of TCP as the default streaming protocol for all your virtual desktops

© Disabled O

Subnet AutoRetry
@ Enabled

Default DCV Session Type

Default setting will only apply in cases where Instance Type and Operating System supports either Virtual
or Console Session Types.

( Console v ]

RIEEHE

Connection Gateway

Version
2025.03b1

CloudWatch Logs

eVDI Subnets
. subnet-0631e566e706ad31e
. subnet-00d930afd7485c9a5

Randomize Subnets
© Disabled

Default Allowed Sessions Per User Per Project

Default value for allowed sessions per user per project.

5 .£

Research and Engineering Studio DIREEE V> arh s, EBI1I—HY—RBHARBLOCIVD
VIO IO NRBISBENLERREERBICEETERT, CNSORFEICE, O
Ei—F7420JY—R, ARL—=2, TOMOMBERIVR—FXRNEEHDENTE, IXNT
ZEBRREBEAICHYET, 1—H¥—EF, 7O I IVNOBENERHERT LI RSICCNSDREER
EBRCHARAEINAATED LS, O7O IV MNPREICEEEERAS kL, YU1—-3

YDRR, TAM, REFrEZICBVERT,

New o
c REAT—XA

- RIEBBTE

o [1—H—]

- JI—=7

- 7027k

s TOEAFARI S —
« 77ANAT A

150
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o

« AFTV7TavNNERE

« Amazon S3 /N v N

BE AT — %A

REAT—EAR=TILR., HRRICTF7O/MENhEY T RIITERANRRENET, ChiC
k. YVZ7h2I7N=232, ED1-ILE, TOHOIATLABEBRBEEDVERIEENET,

. Resear: nd Engineering Studio PN & demoadmin4 v

= RES Environment Management Status @

Environment Status

Modules @

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conflg © Deployed © Not Applicable

Cluster cluster 2023.10 © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 @© Deployed © Not Applicable ¢ default

Directory Service directoryservice 2023.10 @© Deployed © Not Applicable o default

Identity Provider identity-provider 2023.10 @© Deployed © Not Applicable o default

Analytics analytics 2023.10 @© Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 @© Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @© Deployed @© Healthy o default

eVDI vdc 2023.10 @© Deployed ®@ Healthy o default

Bastion Host bastion-host 2023.10 © Deployed © Not Applicable o default
Infrastructure Hosts ©
Cluster hosts and status

Instance Name Module ID Node Type Version Instance Type Availability Zone Instance State Private IP Public |

res-demo2-bastion-host bastion-host @Iﬁfra 2023.10 mb.large us-east-2a @® Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc 2023.10 mb.large us-east-2a @® Running 10.1.129.105

res-demo2-vdc-broker vdc 2023.10 mb.large us-east-2b @®@ Running 10.1.149.12

res-demo2-cluster-manager cluster-manager @App 2023.10 mb5.large us-east-2b @®© Running 10.1.155.249

res-demo2-vdc-gateway vdc @Infra 2023.10 mb5.large us-east-2b @® Running 10.1.153.135

BEAT—XA 151
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* General
SEE7OES3a - JLE1—YY—0E8EBEI Y —BXEX-IIBEDEHRERTLET,
DITJR=BILDEZA NILEBEETFANEZRETEET,

- ID7ANAE—

SUINBA DAY AT R ABEDIRBERRLET,

* Network

TORAADOVPCID, 7L74YOA)ANIDsZERRLET,
* Directory Service

1—H—BENRT—ROTITATFALINIBREF—ERT AT RO =LY R
%—Tv—ARN ERRLET.

[1——]

TOTATTFA4LIRNIDASARENEIRNTOLI—HY—HNI1—H-—-R-—JICRRENET, 1—
H—k, HBEOEREDIZ cluster-admin I—H—IC k> TEAETNE T, P I1I—HY—REDOFMIC
2VWTR., T, ZSBLULTLKETVEETA R,

® Note
EREG, TOTATBI—F—0ty IV OREERTEST, F7ALRTH, TA
TOI—H—RERBELT VAV THETET VT A TRECBEUET, 1—H—13
FOTATOBEE, YD AVERRT IR A VA THLS CHELET,

S
Sl
&
it
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- Research and Engineering Studio 4 | & demoadmin4 v
— RES Environment Management @
Users O 02}
Environment user management Set as Admin User
c Qs Disable User
Username uiD GID Email Is Sud... Role Is Active Status Groups
* |IDEAUsers
(o) demouser2 3006 3006 demouser2@demo. No user No ®© Enabled
e DemoUsers

O sauser2 3011 3011 sauser2@demo. No user No @© Enabled e SAUsers

* DemoAdmins

(@) demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes © Enabled * AWS Delegated Administrators
* |DEAUsers
O pmtuser02 8001 6001 pmtuser02@demo. No user No © Enabled e ProductUsers

A=Y —R=IH5, ROZEHNTEXT,

1. A—Y—ZKRELKT,
2. A—¥Y¥—HKZ2BRLES, 7U23a2AXZ1—%2EALTROBEZITVLET,

a. BEHEI—HY-ELLTRETS
b. 1—HY—%&MCTS
gIN—7

TFOTATTFALIORNIADASABRENLEIXRNTOTIIN—TE, FINL—TR=DILRRENET, 7
W=7 ORELEEOFMCOVTR, ") 2ZRLTKETVERESNA R,

IIN—=7 153
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- Research and Engineering Studio PaN & demoadmind v
= RES Environment Management Groups (6)
Groups @ Actions & ) 9
Environment user group management Disable Group
a Q Search 1
Title Group Name Type Role Status GID
[ o) IDEAUsers IDEAUSsers external user @ Enabled 4000 ]
(@) SAAdmins SAAdmins external user @ Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
(] Username uiD GID Email Is Sudo? Role Is Active Status Groups Syn«

¢ DemoAdmins
(] demoadmin1 3000 3000 demoadmini@demo. Yes admin Yes @© Enabled ¢ AWS Delegated Administrators 10/3
* IDEAUsers

¢ DemoAdmins
0O demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* |DEAUsers

TIN—TR=IH5, ROZENTERT,

1. I—¥—FL—TERELET,

2. A—H—YL—THEBRUES, PUL3VAT1—%BALTII—T2EHE-FAMCL
£7.

3. 1—¥—JL—75ERTBE, BAOTHCHZI—H—<(VERHELT. FIL—TRO
1-Y—ERRTEET,

70T 0h8

J7OIORE, REFAINY S, F—L, FEOEREFRLET, 7O IV N EERTDE
Tk, BEl. A, RERZREBEOREZEHZELET, 7O I IoNCREE. OB —F1429T
UY—ADBRATEHAX, YIRIITAEY Y, Y RD—9BERE, 7OCIINOBED
EUEBETEDIICHARINAARTED 1 DU LOBENFSENET,

N=X7

s JODIVNERRTD

« 7OV 19 hOER

s JODIVNERETS
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- ZJODIVORNEEMCTS

- 70TV NEHIRLET,

« Z7O2 IV MADORT DEBME K IFHIBR

« O IORNCBEENTSNETZZALNSATLERTRTS

- BBTUIL—KEEBNTS

JOI V9 NERRTD

Research and Engineering Studio L & demoadmin4 v

RES Environment Management Projects

®
.
Pro’ects @ Actions & ) Create Project
nvironment Project Management e Edit Project e
0 Q Search Disable Project

Update Tags

1

Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @© Enabled - * IDEAUsers 10/3/2023, 7:04:18 PM ]

TODIVRE YT 1R—RIZE, FATEETOSIVRNOUARNRREAET, 7OJ TN
Y AR—RAS, ROZENTEET,
1. RET7T1—I)ILREFERALTTOPI VN ZERERETEERT,
2. 7O TV EBRTBDE, TO2AAZ1—%Z2FALTROENTEET,
a. ZODIVNERETS
b. 7O TV MNOEMILE BN
c. 7O I ORNRITZEFHTS
d. 7O TV NZHIBRLE T,
3. 72z U0 MOEREZEBRLT, ILLW I OD T ORNZERTEET,

70T NOER

1. [77O2TONEER] Z2BRLET,
2. Z7OIVRNOFEMEEANLET,
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Z7OTIOKNIDE, TOARNBSZBHTZEHICERATES Y —ARYT TF AWS Cost
Explorer Service, sfllcO2W T, I—H—EZOIAARNBSZIOT VT 171, 2SR
LTLEEL,

/A Important
ERRIZZOPIVNIDZEETDERFTEXE A,

HMEATaOFMIIOVWTER, T, ZSBLTILKESVEH T L—MZ2EMNT S,
3. (A7aNNTOCIINOFEEEMILET, FEOFHMIOVWTRK, T #83BLTLKE
cVWIAMNODEZZRU T EHIMH,

4. KR—LFALIRNITT7TANDATLR. RER—LTT7AINATLA(T7#)L
N ). EFS, FSxfor Lustre, FSx NetApp ONTAP, ¥ EBSARUI—ALAARARNL—20WTh
N EFERATEET,

HER—LT 7AW AT L, EFS, FSxfor Lustre, & & U FSx NetApp ONTAP (&, E#H 07
OTIV R VDIs ETHETEDZEITEELTLKEEW, L, EBSARUI—ALAARNL—
SHATTAVTR., TOTACIIVNOINTOVDIIZ, O VDIVDIs £ 7O TV NG
THEETNBEVHBOFR—LATALININFBETT,
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RES Virtual Desktop Projects

Create new Project

Project Definition

Title
Enter a user friendly project title.

[ )

Project ID
Enter a project-id

( )

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (). Must be between 3 and 40 characters long.

Description
Enter the project description

Enter Description ...

Allowed sessions per user
Maximum number of sessions a user can launch in this project

E )

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

(® )

Resource Configurations

Starage resources
Add file systems and/or 3 buckets to the project

[ ] ©

Home directory filesystem
Select the filesystem that will be used to create the user home directories on Linux desktops.

[ Shared Storage - Home [efs] v J @

» Advanced Options

5. 1—HY—F£@IIL—T7CENEO—L (T7OJIIRAYN—, £k T7OV TV MNFA
£, )EEYETET, BO-ANFRTTCEBTIVIAVFIANNOTILAHFTIOT 74
LIE2VWTE, T #BBLTEEL,

6. [Submif] ZBIRL T &V,

J7AOI UV NZEmETD

1. ZO2TORNJARNTZOP IO Z2BRUET,
2. Actions XZ1—#H»5, EditProject 21 #IRLET,
3. EHEAALET,

FHZAMWCTZERRE., JARNOEZZVVJEHEME Ty 28R LT<EZV, 70210
DFHEZERIDE, FEROVIFEIUATAVAO—RENBDETICBRIIZ N D
WET, TREERLETFEARRENBEVERR, ROVIIIVORICHZIENRE D 28
RLUTLSEZ W,

HMATAVOFMCOVWTR, T ZBRUTIKETVEST VI L—hZEMNT S,
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4. [Submit] BBRL T &L,

RES > Virtual Desktop

Edit Project

Project Definition

Title
Enter a user friendly project title.

(o )

Project ID
Enter a project-id

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (). Must be between 3 and 40 characters long.

Description
Enter the project description.

Enter Description ...

Allowed sessions per user
Maximum number of sessions a user can launch in this project

C )

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

@ ]

Resource Configurations

¥ Advanced Options

Add Policies
Select applicable policies for the Project

[ ] ©

Add Security Groups
Select applicable security groups for the Project

[ ] ©

» Linux

» Windows

J7OIONEEMCTS
TOSIYONEEMIZTBICE:

1. 702z OVRMVARTZAS IV N ZEBRLULETD,
2. Actions XZ1—7/A'5, Disable Project Zi#RL £,
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Research and Enginee;

res-deploy (us- Environment Management
east-2) R
Projects
v Desktops onment Proj

My virtual desktops
Shared desktops
Title

. deleteProject2
¥ Session management

Users

& admin1 v

(6]

@ Gamo) CEEZED

Edit Project

Dlsable Project

Update Tags

Dashboard disableProject

Sessions test

Software stacks
Debugging

Desktop settings

v Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

Project Code v Status v Budgets v
004 © Enabled -
002 @ Enabled =
001 © Enabled -

Delete Project v
admin1 1/28/2025, 2:12:38 AM
admin1 1/28/2025, 4:03:18 PM ]
admin1 1/27/2025, 12:59:53 AM

3. ZOITVRDNEMCEL>TVWRES, ZTO7OIV NIEEMRITOENRTWVWS TXTO VDI
Yy a N EELET, chsntyIa ik, 7O I MNEMCEZ>TVSEEBELH

TEEEA

Research and Engineering Stu

res-deploy (us-

east-2)
Environment M

Projects

¥ Desktops

My virtual desktops

@© Successfully disabled project with ID: 5242¢9f2-8895-483f-9389-ba9bff278598, and all associated sessions will be stopped

Environment Project Management.

Shared desktops

v Session management Title v
Dashboard
asnboar O deleteProject2
Sessions
Software stacks O disableProject
Debugging O test

Desktop settings

v Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

70T NEHIBRLET,
7O I NZHIBRT S ICIE:

1. 77O RNVANT7O>T
2. TV

]

YarvXZi—Hs. 70

Project Code v Status v Budgets v
004 @ Enabled
002 © Dpisabled
001 @ Enabled

T REERLET,
JIJNOHIKREBRRLET,

4 & admin1 v

(6]

@ G CEEZED

Users v Updated On v
admin1 1/28/2025, 2:12:38 AM
admin1 1/28/2025, 4:35:29 PM
admin1 1/27/2025, 12:59:53 AM
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74| Research and Engineering Studio & admin1 v

res-deploy (us- RES > Environment Managemen ®

east-2) .
Projects © Ga ) C2EZD
v Desktops Environment Pre G Edit Project

My virtual desktops Disable Project q

Shared desktops Update Tags

Title ProjectCode v Status v Budgets v Groups vV Users Delete Project | v
. [ O deleteProject2 004 © Enabled - « group_1 « admint 2/14/2025, 1:40:52 PM
v Session management

Sessions O disableProject 002 © Enabled - « group_1 « admin1 2/14/2025, 1:40:28 PM
Software stacks O test 001 © Enabled - « group_t - admint 112712025, 12:59:53 AM
Debugging

Desktop settings 1

v Environment management
Dashboards New
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. BRARYTTYTHRFENET, 7OVIVNOEHEANL, TEV, BBRUTHBRLE
T

Delete Project: test-proj-deletion X

Are you sure you want to delete this project?
All associated sessions will be terminated. This action cannot be undone.

To confirm deletion, enter the name of the project in the text input field.

[ test-proj-deletion ]

Cancel

4. 7OPIVRMNEIRENDE, ZOTOPTI7MCHERNTSALEIXNTO VDI Y a2
BTLET,
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j Research and Engineering Studio

res-deploy (us- @© Project with ID: ea231a4c-7e01-4d1c-8590-55703918c87e has been deleted
east-2)

¥ Desktops

My virtual desktops

ement.

Shared desktops

v Session mana; gement Title v ProjectCode Vv  Status v Budgets v Groups Vv Users v Updated On v
O  disableProject 002 @© Enabled - * group_1 * admin1 1/28/2025, 4:40:03 PM

Software stacks O test 001 @ Enabled « group_1 « admin1 1/27/2025, 12:59:53 AM

Z7O2IT9 MNORT OEMNE K IEHIBR

Z7OPIORETE, ZOTOP IV RTERENIEZINTOAVAZVAILR T Z2EVVETET,

—

ZOPIORMJARNT7OPI M ZBRLET,

Actions X_1—7A"5, Update Tags ZiEIRL £ 7,
S2T0EMEZERL, F—DEZADLET,

STZHKRTBICKE, HIRTZDEZTOHEICHS THIBR, ZBRLET,

J7ODIORNCHERGFSNETTAINATLZRTTS

70TV ZBRTDE, BEAOTHICHZ V7ML ATLARAVEZRREALT, 7O I
BENTSNET 7ML ATLAERRITERT,
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Projects @ G- CEITED

Environment Project Management

Q Search
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 @© Enabled - e IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No records

BBTV7L—NEEMNTS

TOIVRNEERFELERRBETZEER., 7O I IOMNEKERNOT RNVARNAT a2 =R
LT T7L—hNE2EBMTEXT, BBT7L—NK, EF2UF4TIIL—7", IAM KRV
—, BBAIUTNEEOEBMOREZ7TOSI VM AOIRNTOVDIAVAZAICRHLE
CRB

R —DIEM

IAM AR —ZEBMNMLT, ZOPIIVRMOTICTF7AAMENEITRTDA AR ADVDI 7O
AEHHTEET, RU—BFR—RTBICE. RUI—ICROF—EEORTZRXTFHLE
9,

res:Resource/vdi-host-policy

IAM O—=J)LOFMICOWVWTIE, TIAMDRUS—ETFT OV AFA ) #SBLTLSEETL,

X2 F4TI)—TDEM

tF1VF4T)—-T2EMLT, Z7OPIJMNADIXNTO VDI A2 AR ADHEIT—REA
VIOLATF—REHHTERERT, EF1VTATIIN—TE2HA2R—RIBIZE. EF2VT1T)—
TICROF—EEBORTZRZITFHHFLET,

res:Resource/vdi-security-group
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LFI1VFATIL—TOFMZIOVTIE., "Amazon VPC 1—H—HA RAWS , ® "E=F210UF 4
IIN—=T%FRALTIY—AANDODRNT T4v O %&HT2D, BSBLTLIEEL,

BEBAIVTNEZENT S

ZJ7OIORMNANDINTO VDI Y 3a>TCHRHEBEITDEBAIVUN2EBINTEE T, RES &
Linux & & Windows D AV U7 NRABREHR—NLTVET, AU NERBTDICEK, XD
WTFhhZBIRTEET,

VDI DRBRICAIIT N ERTTS

COATZIVEF, RESREREFEAAN—IILZRITIDHEIC, VDIA VARV ADEETA
JUTRNERBLET,

VDI AREENTWVWRBEICATUT N ERITTS

COATTIAVIE, RESEHENTETERICAVV I NERBLET,

AOVTRNE, ROFT>3a>aHR—MLTVWET,

AT VT NERE Bl

S3 URI s3://bucketname/script.sh

HTTPS URL https://sample.samplecontent.com/sample
A—AL774) file:///user/scripts/example.sh

SBNTY RTHRARENTVRIXRTOARZLARAYZYT N, RoRIJT7O0ES3IZ>T%%
BEFHYNET,

res:EnvironmentName/<res-environment>

SIBICE, AVNTRUYShizEIHZERELXT,

702Uk 163
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘samplecontent‘com/sample] [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) { 1,2 ]
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sampIe-res-scripts/sample.sh ! J [ 1,2 ]
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh } [ 1.2 ]
Add Scripts

70219 RNEREDH
EBEBRIOVINOB TN TTL—K,
Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not use
this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

702Uk 164



Research and Engineering Studio I—%—HA KR

# or in the 'license' file accompanying this file. This file is distributed on an
'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the specific
language governing permissions

# and limitations under the License.

#!/bin/bash

echo "start_script.sh running" >> /test_scripts
echo "All arguments: $@" >> /test_scripts

echo "Argument count: $#" >> /test_scripts

echo "Argument 1, $1" >> /test_scripts

echo "Argument 2, $2" >> /test_scripts

echo "end of start_script.sh" >> /test_scripts

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not use
this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on an
'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the specific
language governing permissions

# and limitations under the License.

#!1pwsh

Write-Output "configure_script.psl running" | Out-File -Append -FilePath "/
test_scripts"

Write-Output "All arguments: $args" | Out-File -Append -FilePath "/test_scripts"
Write-Output "Argument count: $($args.Count)" | Out-File -Append -FilePath "/
test_scripts"

Write-Output "Argument 1, $($args[@])" | Out-File -Append -FilePath "/test_scripts"
Write-Output "Argument 2, $($args[1])" | Out-File -Append -FilePath "/test_scripts"
Write-Output "end of configure_script.psl" | Out-File -Append -FilePath "/
test_scripts"
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TOEAFFAIRD S —

Research and Engineering Studio (RES) Z#f 3% &, EBEI1—Y—. BRUELI—Y—IC,

BAAEIT2 7O IV NE2EBRITDLONEMOT VAR T EZRETEIHARLT VEAFAS
O77 4N ZERTEET, F7ODI VNI, F7OSMRICHAEIIAATES 70210

RXYN—1 &ET7AOP TV RNREEZEI O2O0F 72N NOT O EAFIZ7O77AINFHYE

ED

RiE, EBERT IV ELAFA7O7 7ML EEALT2 207V AFAOIL 7232 2R/HET
EFXT,

1. EBEENEI—Y—A7O0IO0NIMOI—Y—I)—T2EBMELFHEIBRTEDLSICT
2 "TOPITORMXN=2YTOER, £, BEShEI—Y—NF7OIOMNEEBNELR
BHICTEDLSICTS TJOIIORNAT—RANEH ) TR D 7O IO NEET Y
+ AT,

2. EBEESNAEI—Y—HF7OIVRNAICVDI YA RERKTERZLSICTS TEYySa>n
B, &, BEENEI—Y—AF70I 0 MNAOMOI—F -0ty asaERETLERT
TED&LDICTD "RlOoI——0tvy>a>nERMKT TEBREND VDI Y aVEEBT
It A,

ShiCkY, EREE REAOEREUAOI—HY—CTOY T MR—ADT I L AR TEER
TEET,
REY D
- ZOP IO NEBOT VEAHH
c VDItV A EBOT IVt AFHFT
TOERAHFAAZOZ7AILDOE
s TF7ANBNOTOEAHFAZO774)
- RIBOIRA
s TFTAOKNYZHEZTOT77A4)
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7O IO NEBOT 7 AFH

TOPITIORMXIN—VTZEHTS

COTORRFTLLY, FEENEEREMNOI—Y—R, 7OD TV RPSI—¥—%
ERTL—TEBMBLOHBTEE T, FE, FOLARATO77ALEREL, TOTDO
IIINOBOTRTOI—H—E I =T DT VAL RLERETHELTEST,

Team Configurations

Groups  Info
| group_1 v Rem
ion profile can grant themselves or
|grcup,2 v ‘ | Project Member v (‘ Remove |
Add g P

No users attached. Click ‘Add user” below to get started

J7OPIVNDAT—RAZEHTS

1

COFTIEAFALLY, fEEhEEBEUANAOI-—H—E, 7O OMNR=2D0OT Y
VREAVEFERALTIZTO IV NZENELREMCTEET,

Research and Engineering Studio

~ 3

v Environment Management O  project3 Project3 @ Enabled

Projects

VDI tEY S a v EBOTHEAETA
Lty avaEERTS

11— —7# My Virtual Desktops R—Z A SHMBED VDI Y 3V ZRBETERHESH EHIE
LET, ChZzeB&8UCLT, EEBFEUAQOI—F—HFHBEO VDI Y IV ZERBTERVLSD
CULET, I—F—E@FWVWOTE£HBEBO VDI Y 3o E2BELEELTKRTTEERT,
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EEBELAND I -y a> sz ERTRZTIOEAHFAN ZVES, HILWMREFAINY
TORBREVERODIS ICEMICKEYET,

Virtual Desktops

test2 © Connec t

©@Ready Windows t3.medium @ No Schedule

1:05

Tuesday, August 6

HOI1—H—Nty>a> EaEERERFKRTTD

EEEUNAODI—HY—HNEROFTES—a3aoRAIDABEYSIIR—ZJICTIVEATED &
SICLET, chsnd1—H—Ek, COFTIVEAFINFEEATVRZ O I I NTHOI—
H—_OVDIEY>avERBTEET,

EBENAOD I —HIEOI1—F—Dtyva ez THT7IEAFAZE >TVWRIES.
EAlOFES—=2asRAICE, RICRTEDICEYaVEBOTORYS IV INER
REhFET,
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I—¥—%( K

RES

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

v Session Management

Sessions

EEEUNAOI—H -1 ——0ty>a a2ERTZITIVEAFAIFf EVEE, EAO

FES—aRAICIE, RICK

RES

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

TOERAFAZ7O77AIILDOER

RES EEERX., ROT V>3 ERT

FTROICEYZIAVEENRTENIEE A

<

LTI7OCAFAZ7O7 7 AN EZEBTEEXT,

TOEAFARI S —
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TORAHFHAZTO7 74N E—ERTTS

« Research and Engineering Studio AV —J)LR—> T, EROFETS—23aRA(TT7 O
AFHARIS—ZBRUET, COR=DHLS, POVCRAFA7T7O7 7ML ZER, B, —&
®"R, KR, HIRTEFT,

Project roles Desktop sharing profiles

Project roles (2) © [ creace rote

[ Q Find role by ID ] 1 [
Role ID v Role name v Description v Latest update v Affected projects v
O project_owner Project Owner Default Permission Profile for Project Owner 2 weeks ago 0
O project_member Project Member Default Permission Profile for Project Member 2 weeks ago 10

TOERAHFAATO77AINERTRTS

1. XM2OFOEAFATOAT7FAIMR=—IT, RRIDTIVEAHATOT7 7ML OEF ZER
LEXT. COR=DH5, BRULETVEAFATO7 7 AN ZwRERIZBHBRTEEXT,

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update

3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile.

Project management permissions (selected 2/2)

Update project membership Update project status
Upda s and groups associated Enable or disable a project

e ® Enabled
@ Enabled

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

@ Enabled
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2. TORAFAZO77AINZREEALTVR 7O IV NERTIRICE,. REZRZT27O
JIOKNRTEBRLET,

RES Permission Profiles Project Owner

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 2 months ago
Latest update
4 hours ago
Permissions Affected projects

Affected projects (2)

List of projects using this permission profile.

Project name Groups

Users
Project1 [ 1 2
Project3 [ 2 0

TORAFA7O7 7 AN EHRKTS

1. XAVOTOEAHFATAT7AIR=JT, A7 74N OERERRLTT I EAFT 7O
774N EERLET,

2. FOEAHAAZ7O77AIINOBREHRAZADL, COTOT7AINICEYETRI—H—F I
FIN—TIRNEITRTIOEAHFATZBERLET,
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Permission profile definition

Profile name
ssign a name to the profile

Assign a na
Must start with a letter. Must contain 1 anumeric characters

Permissions

Permissions granted to this permission profile.
Project management permissions
Update project membership

Update users and

rs and groups associated with a project

(] (@ ]

Update project status
Enable or disable a project

VDI session management permissions

Create session Create/Terminate other's session
Create a session within a project Create/Terminate another user's session within a project

TOERAHFAATOT77AINEwRETS

« XAVOTIVEAHFATOT7FAINR—=IT, Z7O77A4IIOEICHBHZIUY7LT70O
77A4NEERL, TUO2avzBRL, JO7 7ML OREZERLTZEOT 7 EAFAT 7O
774N EEHLET,
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Edit Project Member

Permission profile definition

Profile name
Assien a name to the p

[ Project Member ]

Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a pro Enable or disable a project.

o S o

VDI session management permissions
Create session

Create/Terminate other's session

o

TORAFA7O7 7 AN ZHIRT S

« XAVOTIVRAFATO77AIIR=JT, ZO77A4IILOEICHZDMEI )y oLT70O
77ANEERL, TUO2avzBRL, 7O7 7ML OHIKRZERLET, BEO7O2 IS
NTEAEATWAT7IOEAFAZ7O7 7ML HIBRTEERE A,
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4| Research and Engineering Studio

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES

4

Desktops

My Virtual Desktops Permission Profiles

Shared Desktops

Create and manage permission profiles.

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
. (@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2

Software Stacks
Desktop Shared Settings
Debugging

Desktop Settings

Environmen t Status

Snapshot Management

TF7AILNNOT O CAFAZ7O7 74

IXNTORES 7O IV, JO-NILEBENRETED 2 20T 7FILNOT I EAFHT
ZO77ALAFRBLTVET, (512, JO-NILEBEZZ7ODPIIMOFHFLVT I EAFHT

T7O77 AN EERBLVEETEERT ). AOKRE., "7OVIIRXIN—, & 7020
FIEEI OF7ANNOT IO CAFATOT7 7AILTHAET DT IV EAFTZRLTVET, 7O
EAFAZ7O7 740, BRCTOPIIVRNOBEOI—H—ICNHETZIT I LAHAR. BFHE
TRT7O0CIIONCOKBERENET, JO-NILEBER, IXTOTOPIIRNTUTOINT
DT VEAFAZHEO>A—N-1—H¥—-T7,

T O AFA B 70T RX ZARBZESIN N}
> IN— BE

ty>a o HEOEYIS X X
BX vERERLE

¥, 1—H—

k. CO7ot

AFAnEE

ChhHsT,

WOTEHBED

v arzE
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T O AHA EAL] Z7O0TORX 7O T RNFR
IEBRTKRTT
TFET,
o 1—H—n 70TV 8A
vy aEE TR —Y—
R/ T T Nty>ax
ERELEKT
LET,
70T ORMX 7O NIC
IN—YvTD BiEF TSN
B l1—Y—&J
N—T=ZEHL
7,
J7O0I0K8A J7O0I90K%E
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REBOERICKY), Research and Engineering Studio (RES) BB &k, 3 XTOI1—H—ICRL T
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RES Environment Management

Permission policy (6)

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes, X
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse

Use local mouse on remote desktop. This permission is critical,

@ Keyboard

Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ screenshot

Save screenshot of remote desktop.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@ File Download

Download files from remote desktop storage.

review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission s critica
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

T77ANT SO T OEADRE

RES BB EWE., 77ANTZOHOTORAFATT IV ELAT—ROFA L EFTE#YYEZBD L
NTEES, PTUVRBARTF—ENFFAT7ILE2TWBREHE, 1—H—RBIOI7R—=ZINIT7AINT >
HFreESF—>2a arRRET, JO-NILTT7AILNSATAICTRYFEnF—22T7Yy70—R
FEERAIO-RTEEFHA, PTILATF—RE2EAMCTRE, I—HF—EFEDITR—ZFILDT7
ANTZOYFESF—2a ICTFTIRALT, JO—NLTT7ANATALILTRY FenktTF—4
Z7Y7O0—REFLEFETDVO-—RTEFRT,
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Research and Engineering Studio

res-new (us-east-1) <

Permission policy
v Desktops Y

My Virtual Desktops

Shared Desktops

@ Permission policy key concepts
Properly managing a c

Environment boundaries

efine the environment boundaries to set the maximum

issions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
eir status and automatically turns them to 'Disabled globally'

listed below, while disabling permissions overw

v File browser an ermissions (enabled 0/2)

[ Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module seatus [ J

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

TOEAT—RBEZEMCLTHASEMCTRE, JI7R=—FIILICEICOTILTVB1—
H—, MEITIR=DJICHBDHFETE, 77ALNETYT7O—RKLEZRAVO—-RTELELIEY)
T, T8I R=TJVZEHIDETET 230 X1 —RBRRENBELSBZYERT,

SSHT7 VEADKE

EEEEF, BREBEREISI VNS RESEBED SSH Z2EMELEEMICITEET, VDIs AD SSH
TOEAG, BABRARZNLTBZILBYERT, CORNTILZBMICTSDE, RES FBEXE
RANZF7O40L, SSHTP VEAFIER—DHF I —HF—IIRRENET, NTILEZEIICTS
E. RESESSHT7 VEAZEMIZL, BAABRARNERTLT, 1—H¥—0D SSHT7 UV EAFIE
R=DZHIBRLET. CcORTILEFTT7AIILNTEIICEZ>TVERT,

(@ Note
RES ABABRARNEZETF7O/4TDE., AWS 7HU M t3.medium Amazon EC2 1 >
AR VAN EBMENE T, COAMVARAICEETZINTORSEFSEEOEBERY)
£, FMICOVTIE., Amazon EC2 NDEER—J ZZSRBLTLSEE L,

SSH7 V7 EAZEBMICITBICE

1. RESOAVVY—LOEROFET—232RA2T, BBEEE, PO ELAFARI—Z2FRL
FT. REDFERT, SSH7VEANTILZBRLKT,
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| Research and Engineering Studio

res-new (us-east-1)

v Desktops
My Virtual Desktops

Shared Desktops

v Session Management
Dashboard
Sessions
Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
53 Buckets
Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

Permission policy

@© Permission policy key concepts
Properly managing a

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally’

v File browser and SSH permissions (enabled 0/2)

O Access data

he navigation menu and access data via web portal

D ssHaccess

Access data and desktop via Secure Shell (SSH), displayin c uctions' in the navigation menu. Disabling SSH removes the menu item as we

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

SSHT7 VAN BRI BDETHELEET,

Research and Engineering Stud|

res-new (us-east-1)

v Desktops
My Virtual Desktops

Shared Desktops

v Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
53 Buckets
Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

© SSH access is being enabled. The application will auto-reload once the change takes effect.

Permission policy

© Perr n policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profileslisted below, while disabling permissions overwrites their status and automatically turns them to Disabled globally.

browser and SSH permissions (enabled 1/2)

@ Access data
o

lay File browser in the navigation menu and access data via

SSH access

1 access instructions'in the navigatio 1 removes the menuitem as wel

@© Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)

BEHEBRARNEMEND E, SSHT VAN BB ET,

| Research and Engineering Studio

res-new (us-east-1)

v Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

v Ses:

n Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

v Environment Management
Projects
Users
Groups
File Systems
3 Buckets
dentity Management
Permission policy
Environment Status

Snapshot Management

General Settings

Permission policy

@ Permission policy key concepts.
Properly managing a c

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profies lsted below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally

v File browser and SSH permissions (enabled 1/2)

D Access data

@© ssHaccess

cess data and desktoy H access instructions' in the navigation menu. Disabling SSH removes the menu item as we

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [2

» Desktop permissions (enabled 12/12)

» Desktop advanced settings (enabled 8/8)
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SSH 7 VEAFIER—Z R, EAOFET -3 RAVASI—H—ICRRENET,

Research and Engineering Studio

res-new (us-east-1) <

SSH Access
v Desktops

My Virtual Desktops

Shared Desktops

T |
oo mcions [ ¢ (|

v Session Management Access environment using Linux / MacOS Access environment using Windows (PuTTY)
Dashboard Follow the below steps to connect to the cluster using Terminal on your Linux or MacOS laptop/workstation: Follow the below steps to connect to the cluster using Terminal on your Windows laptop/workstation:
Sessions
Software Stacks Step 1: Download my Private Key Step 1: Download my PuTTY private key

Debugging Download the private key file, and save it your ~/.ssh directory. & Downlo y

v Environment Management

Step 2: Configure PuTTY
Deers Step 2: Modify key permissions + Download PuTTY 2
* As hostname, enter 3.92.72.222
Groups Run: chuod 600 ~/.ssh/adninl_res-new_privatekey. pen « Navigate to Connection > SSH > Auth and enter the path of your key admin1_res-new_privatekey.ppk
File Systems under "Private Key used for Authentication"
&3 Buckets Step 3: Connect to the cluster + Save your session

« Click connect/open to access the cluster
dentity Management RuN: ssh ~{ ~/.ssh/adninl_res-new_privatekey.pen adninie3.92.72.222

Permission policy

Environment Status Step 4: Create SSH config Step 3: Enable KeepAlive

Snapshot Management

If you don't want your session to be automatically closed after a couple of minutes of inactivity, edit I you don't want your session to be automatically closed after a couple of minutes of inactivity, go to Connection
General Settings ~/.ssh/config and add: and add "3" as "Seconds between KeepAlives"

Host res-new-us-east-1
User adnin
Hostnane 3.92.72.222
ServerAliveInterval 10
ServerAliveCountMax 2
IdentityFile ~/.ssh/adninl_res-new_privatekey.pen

Once updated, you can simply run below to connect to your cluster:
ssh res-new-us-east-1

SSH7 V9t AZEMICTBICE

1.

RESOVVY—IOERMDOFET =230 RA(2T, BBEEZBIRL, 7O EAFARD
S—EBRLET, RIEOFEAT, SSH7VEARNT L ZBRLEXT,

| Research and Engineering Studio

res-new (us-east-1) <

Permission policy

v Desktops
My Virtual Desktops

Shared Desktops

@ Permission policy key concepts.
Properly managing a

SSH Access Instructions

policy requires the cascading effects permissions can have across the environment. Before making any changes, read the Info.

v Session Management
Dashboard Environment boundaries
Sessions. Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profies lsted below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally
Software Stacks
Debugging ¥ File browser and SSH permissions (enabled 1/2)

Desktop Settings D Access data
Display File browser in the navigation menu and access data via web portal

v Environment Management

Projects. @© ssHaccess

Access data and desktop via Secure Shell (5SH), displaying 'SSH access instructions' n the navigation menu. Disabling SSH removes the menu tem s w
Users
Groups © Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [2
File Systems

3 Buckets

dentity Management » Desktop permissions (enabled 12/12)

Permission policy
» Desktop advanced settings (enabled 8/8)

Environment Status

Snapshot Management

General Settings

SSHT7 VAN EBMIIBDZETHEEET,
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| Research and Engineering Studio

res-new (us-east-1) © sSH access is being disabled. The application will auto-reload once the change takes effect.

¥ Desktops
My VirtualDesitops Permission policy

SSH Access Instructions

@ Permission policy key concepts
Properly managing a

v Session Management policy requires

the cascading effects permissions can have across the environment. Before making any changes, read the Info.

Dashboard

Sessions

Software Stacks Environment boundaries

Debugging Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and

profiles listed below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally'
Desktop Settings

v Environment Management ¥ File browser and SSH permissions (enabled 0/2)

Projects @ Access data
Display File browser n the navigation menu and access data via web portal.
Users
Groups SSH access
Access data and desktop via Secure Shell (53 access instructions' in the navigation menu. Disabling SSH removes the menu item as well
File Systems
Info
53 Buckets ®

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
Identity Management

Permission policy
Environment Status » Desktop permissions (enabled 12/12)

Snapshot Management

» Desktop advanced settings (enabled 8/8)
General Settings

3. 7AOBANTETTRE, SSHT VEARGEMIIZYET,

| Research and Engineering Studio

res-new (us-east-1)

Permission pollcy

nage user perr hout the environment

v Desktops
My Virtual Desktops
Shared Desktops

@© Permission policy key concepts
Properly managing a

policy requires

the cascading effects permissions can have across the environment, Before making any changes, read the Info.

v Session Management

Dashboard
Sessions Environment boundaries
Software Stacks. Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the environment boundaries can be modified in roles and
profies listed below, while disabling permissions overwrites their status and automatically turns them to ‘Disabled globally:
Debugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management O Access data
Display il browser inthe navigation menu and access data via web poral
Projects
Users (P ssHaccess
Groups
File Systems @ info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
S3 Buckets

Identity Management
Permission policy » Desktop permissions (enabled 12/12)

Environment Status

Snapshot Management » Desktop advanced settings (enabled 8/8)

General Settings

FRINY T T ORAFADRE

EBEFTAINYTOT IO EAFAZAVELRATICYYELIT, IXTOEYZIAVHEED
VDI ¥ge2 JO—NILICBEBTEE T, ChSOT IV EAFTOINT, Y7y hE2FERAL
T, FAIONY T EZEHABLTWR 1Y —NRITTEDTIIAVERETDTAINY THEY
O77AMIIEERTEET, TRAIVNYTOT OV LAHFUNEMCBE >TVREES, FRAUNY T H
B7O77AINONIETRDT IV LAFANEEEBNICEMCBZYET, chSsOTIVEABFTICE Y
O—NILICES, EVSTIRIHNFTENET, EBENCOTFAINY T T OEAF AT 2BERR
ICLTE, BEENFHTEMCIZDET, FRAINYTHETO77A4NOT VL AHTIFESD

FRICHEYET,
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RES Environment Management Permission policy (6)

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload
Upload files to remote desktop storage.
@© Mouse
Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ screenshot

Save screenshot of remote desktop.

@ File Download

Download files from remote desktop storage.

@ Audio Out
Playback audio from remote desktop. This permission s critica
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

TFAORNYZHETOT7 74

ERERFLVO77ANEZERLTHRAEINAATEET, ChSsO7O77ANICETRNTO
A—HY—HFFIOEATE, Ev2aazol—HY—EcHEITRHEEIERAETIET, chsn70O
J77A4INATHEEND 7O EAFAOEAKE. JO-NLICHFAENDTFRINY T T OEAF
AEBADCLERETEELEA,

707714 OER

EEEG. 7O77AIINOEREZBRLTHLVWIOT7 7ML ZERTEERT., RIC. 7O0774)
B, Z7O77 AL OBFHBZANL, BEBTIELAFAZREL., EEZREFETERT,
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Project roles Desktop sharing profiles

Desktop sharing profiles (3)

[ Q Find profile by ID

Profile ID v Profile name

O observer_profile View Only Profile

©)

reviewer_2 Reviewer-2

(@) reviewer Admin Profile

v Description

This profile grants view only access on the DCV Se...

The studio of Jadé Fadojutimi, the British artist,...

This profile grants the same access as the Admin o...

Create profile

1 &

v Latest update v
2 days ago
27 seconds ago

24 hours ago

r Profile definition

Profile name
Assign a name to the profile.

[

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@ Display

Receive visual data from the NICE DOV server

@ Pointer

View NICE DCV server mouse position events and pointer shapes

@ Mouse

Input from the client mouse to the NICE DCV server

@ Audio out

Receive audio from the NICE DCV server to the client

@ unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

70774 OfmE

J7O77 AN EwmETBICE:

@O Keyboard

Input from the client keyboard to the NICE DCV server

@ Keyboard SAS
Use the secure attention s
Requires Keyboard permiss

+Del). Note:

@O screenshot

Save a screenshot of the remote desktop

1. BHROZ7O0774 ) Z2RBRLET,
2. TUo2avEERL, MEEZBRULTITOT7 7ML ZEELET,

@ clipboard Copy

Copy data from the NICE DCV se

ver o the client clipboard

@ clipboard Paste

Copy data to the NICE DCV server from the dlient clipboard

@ File upload

Upload files to the session storage

@ File Download

Download files from the session storage

TOEAFARI) S —
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3. BEICWUTTILAFTEZHABLET,
4. [Save changes] (BREOREFE) &2V UV ILET,

ZO77ANICMASHIEEERER, REOFA—T7 2y 2 a2 IlI<ICERAEAET,

Project roles Desktop sharing profiles

Desktop sharing profiles

Manage your desktop sharing profiles.

[ Q search

Desktop sharing profile ID Title

Description

© e o) CEEZID

-

&

Created On

testprofile_1 testProfile_1
P

9/15/2024, 9:29:55 ¢

(@] observer_profile View Only Profile

This profile grants view only access on the DCV Session. Can see screen only. Can not contrel session

9/11/2024, 2:10:22 1

»

r Profile definition

Profile name
Assign a name to the profile.

[ testProfile_1

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[

Permissions

1

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay

Receive visual data from the NICE DCV server

@ Pointer

View NICE DCV

erver mouse pasition events and painter shapes

@O Mouse

Input from the client mouse to the NICE DOV server

@ Audio Out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@O Keyboard

Input from the client ke

ard to the NICE DCV server

@ Keyboard SAS

Use the secure attention sequence (CTRL+Alt+Del). Note:

Requires Keyboard permissions as wel

@ screenshot

Save a screenshot of the remote deskrop

(® clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

(O clipboard Paste

Copy data to the MICE DCV server from the client clipboard

O File Upload

Upload files to the session storage

@ File Download

Download files from the session storage

Cancel Save changes

TOEAFARI) S —
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774N AT A

File Systems

Create and manage file systems for Virtual Desktops

Q 1

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

TPANSATLAR=DHDS, ROENTERXRT,

1. 774N ATLZRELET,
2. T7ANSATLZERLES, P23 XAZ1—2EALTROBEZTVLERT,

a. 77AINATLZ7OIORNCEMLET,
b. ZODIVONNIST7ANIATLZEIKBRTS
HLWIZPAINATLZAR—RLET,

4. TT7ANIATLZERTZDE, BHOTEHICHIRAVERBALTI 7ML ATLOFMEZ
RIRTEXRY,

KNew o
« J7ANATLDFR—R

T7PANSATLDAR—R

® Note

T7ANATFALARERICAYR—RTBIZIE. AL VPC &< EE1 DO RES YT
XY RNEHBETEIUEN HYET, T, WDISH T 7AINATLORNBICT IO EATES
KB, EF AT ATIN—THNBICREENTVD L EZREITIHEN BV ET,

1. 77ANSATLOFVR—REZERLET,
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2. ROAVTRIUNSTTFANDATALAZBERLE T, T—FI)LEE, EMOFHEI NJTERS
nxXd,
v 3

Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ .

[ fs-0013c7a86b6d5f79e [efs] ]

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] ‘

3. 77ANSATLDOFMEAALET,

® Note

TF7#ILBNTR, EEELTOPIVMNREER. HILLZ7OD T I N OERKICH—
LTT7ANDATLAZBIRTEERT, ChEBRTREITZD LR TEREA,
J7OPTIIRTHR—LTALINVELTHEATDTITAINATLR, XTI KT A
LONUNARZ CTBBRELTAR—RIBDBENHV)ET /home, ChIZKY), A
R—RENLETF7ANZATLANFR—LTFALINIOTTAIINATLAOROY 7S
DOATIAVICADENET, COBER. TOP IV NMIRERTFShEZI—Y—
DHA VDIs ZNULTTTANIATLAILT IV EATED S, 7O TV NETT—
REDBMIBDDICRIUEET, VDIskk, 77 AN ATLDFVR—F 12 JHICER
ENIENDURRAVNCTTANSATLZEITNLET,

4. [Submit] ZERL T &V,
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r
Onboard New File System X

Onboard File System
Select applicable file system to onboard

©

Title
Enter a user friendly file system title

File System Name
Enter a file system name

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (_). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

[ fs-0edf4f076a4631d76 [efs] v ]

[ )

[ )

[ )

4

T7ANAT A
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AFv7ay NOER

AFv72ay hNERR, REBMTT—REREFHLVBITIZTOLAEH[RILL., " EMHECER
MERRLET, AFV T2V hefFATRE, REOREZREFL., BUREBOHL VIREIC
T—REBITTERT,

RES Environment Management

Snapshot Management

2
1
Created Snapshots T © C=y
Snapshots created from the environment
[ Q, Search ] 1
S3 Bucket Name Snapshot Path Status Created On
No records
4

N 4

Applied Snapshots ©

Snapshots applied to the environment

[ Q, Search ] 1

S3 Bucket Name Snapshot Path Status Created On

No records

AFVT23y NEBR—=INS, ADENTEET,

1. ERENIEIRTORF YTV REFTDAT—RAZRTLET,

2. AF VY7 IV RNEERLET, AFVY 723V NEERTZEIC, BYBETIOEAHFATZ2ED
INTY NEERTHAHENHVY)ET,

BBRAENEIXNTOARAFTYT2IaVINEFTFOAT—RAZRRLET,
4. AFv7ay NEBRLET,

hEY D
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« AFv 723y NEEKTS
« AFVT7 T3V hZEAYTD

AFTv72ay NeEERTS

AFTVv72ay NE2ERTDHEIC, DEZETVEAFTZ Amazon S3 /AT Y NCRHET I HEN
HYVET, NTYRMNOERICOVWTIEE., "TNT Y hZ2ERTSD ) 25RBLTLESV, NTYND
N=23a-_2TEH—N—TIOCAOOJRERZEZBMICTEZICLEEZHEHLET, chSDERER.
Z7OEDaZ> I CNTY NOZ7ONTARTHSEMICTEET,

(® Note

D Amazon SSNTY RDZAT7HA40IIIEFE,. ERATEEEhELEA, IV—ILHLS
NTYRNDTZATHAOINEEBTHILENHVYET,

NTY NCTOEAFAZEMT I

1. NTYRVARDSERLENTY NEBIRLKT,
(7O AH#A 2T 2BRLET,
INTY RRUZ—] T [fmEE] ZBRLE T,

NTY RRID—CRDAT—M XV RNZEMLET, U TOEZEDOEICEEMATSLEE
W,

w0 N

« 111122223333 ->AWS 7AHD> KN ID
« {RES_ENVIRONMENT_NAME} -> RES IRIER
« amzn-s3-demo-bucket ->S3 /N7 Y K&

/A Important

THR—RENTVBRIREN—23aOXZHNFHY) £F AWS, 55
M DOWVWTIE, Mhttps://docs.aws.amazon.com/IAM/latest/UserGuide/
reference_policies_elements_version.htmly ZZRL TS E&E L\,
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JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {

"AWS" :

"arn:aws:iam::111122223333:xrole/{RES_ENVIRONMENT_NAME}-cluster-manager-role"

},

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxtMultipartUpload”,
"s3:PutObject"”,
"s3:PutObjectAcl”

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

3,

"Principal": "*"

AFv7TTav NOEE
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}

AFv72ay NEERTDICIE:

w0 N

[AFvT7>ay NOEK] ZERLET,

ER L 7= Amazon S3NNT Y ROBHIZADLET,

NTY NAIZRFY T3y NeRETBINAZANDLET, flZF. october2023/23,
[Submit] Z#IRL T &L,

r 3
Create New Snapshot X
S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.
S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).
Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.
Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single
quotes ('), parentheses (), and hyphens (-).
A A

5~10 5%, AT Y723y MR- TEHEZERLTAT—RRAZHAELET, RAF+v7

>av hE, AT—XR AN IN_PROGRESS #'5 COMPLETED ICEDLZETHEMTRH Y EE

Ao

AFYvT7Tayv  NEERTS

REOATY 73V RNZ2ERLES, TOAFTY 723y h2HLLVREBICEBRALTTF—2281T
TEET, BEAATYTVIAY REZHENDIESIZ. VY RNIFHFLWRUS —ZEBNTHHE
NFHY)ET,

AFv7TTav NOEE
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AFTv7av heEERATd E, I —TORAFHA. 7O 0K, V7RI ITARY

. TORABFAZTOT77AIN, 77ANDATLABREOTF—XNFHFHL VWRERICEER TS
NTAE—&Eh&Ed, 1—H—tv2a @EL7UT—hEhEEA, RAFVTTav Ry
BRAZh?E, EUY—ALO—ROEXRFEHRZFIVILT, BEFETIHESH &
RBLET, EELO—ROBE, AFY 723V NEHFLVWRETOUY —AERZEAFY
T7UET, BRIXF—E2HEITZAHE, LS BLI—RT, TOMOEXRNEUY—R
BHAEZDIHFE., ROKRAUWZEAL T, BEShLEBHEF—Z2F OHLVLLIO—RIE

& N E 9 RecordName_SnapshotRESVersion_ApplySnapshotID. XA ARZR> T
DApplySnapshotID&SICRAB S, AFT VY72 av hEEHRALELSETHRLETICEBBENE
EP

AFVT72avy NP7 T—=232FC, ATy 723y NGUY—AOTRAMEFIYILET,
FLLVRRTEATERZVWD Y —ARERENhERA. KEVY—RZEDODVY-ADFE. AT Y
723y NEEEVY—AOATARETFIVILET, IkEFEVY—ANFREATELRVES, KiFD
U—ABLTXA VDY —ANERENE T,

FULLIRIBABEES Y ICBAVEER AT ZH5ERE. OJTIIL—TICH% CloudWatch AT T/
res-<env-name>/cluster-managerz*ill ZERTE X T, FOJIZ(F [apply snapshot] 2T A" H
WET, AFv72avy heBALKES, thesectioncalled “AF Y 723y NKOEER—IHNSF
DAT—RAZBRETEEXT,

NTY NMZTOEAFAIZEMNT 2 (G

1. NTYRJVARDSERLENTY NEBIRLET,

2. [TUOEAFU 27 &BRLET,

3. INTYRRUD—]T[MmE] Z:BRLEXY,

4. NTYRRVI—CRODAT—MAV RN ZEMLET. UTOEZADOEICEERRI TS IEE
W,

e 111122223333->AWS 7HT> KN ID
« {RES_ENVIRONMENT NAME} -> RES IRIEH
e amzn-s3-demo-bucket ->S3/\T Y RN

JSON

"Version":"2012-10-17",
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"Statement": [

{

"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {

"AWS":

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-role"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket"

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}I

"Principal": "*"

AFTv 723y NEBRATAICE:

1. RAFv72avy hoER 2BRULET,

R

ATV 73y RNEEL Amazon S3 /NI Y NOBRIZANLET,
NTYRNADODAFTY T3y NAOT7AINNAZADLET,
[Submit] ZBIRL TS &L,

AFv7TTav NOEE
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I

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (¥*), single
guotes ('), parentheses (), and hyphens (-).

5. 5~100%. AFT v 723y NEEBR—ITEFREBIRLTCAT—RIAEEELET,

Amazon S3 /N VY N

Research and Engineering Studio (RES) (&, Linux Virtual Desktop Infrastructure (VDI) 4 2> A2 A
AD Amazon S3NTY RDY T R EHR—KLTVWEY, RESEEER, RREED S3NT Y
RRTT, SSNTYRNERESICAVAR—RLEY, 7OPIIVNITEYFLEY, BREZRE
LW, NT7Y NZHIBRLIZVW TEET,

SANTYREYDIR—RIZE, FIATELEFAR—RSINTY ROV ARNFRRENET, S3
NTYREYZAR—RAS, ROZENTEEXRT,
1.NTY hOEMZEALT, SSNTYNZRESICHAVAR—RULET,
2.S3NTYRNEEBIRL, 7TU23a XZ1—%2FALTROBREETVET,
s NTYRNEwRETS
s N7V NZHIRRT S
3 RETA—I)ILRZFEALTINTY RBTREL, AVR—RENLESINTY N ERELET,
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Bucket name Bucket ARN Mount point Mode Custom prefix Projects

53 Bucket arn:aws:s3:res-s3-example /53-bucket RAW %p default

UTo+o23a>Tlk, RESZ7OPIVNT AmazonS3NT Y N2BEBITHHEICOVTHAL
9,

Ny

- PBEE Nz VPC 7’04 ® Amazon S3 /N Y MO RTIREH
« Amazon S3/NNT Y NZEMNT S

Amazon S3/N\NTY N ZiwmET D

Amazon S3 /N7 Y N ZHIKRT D

- T—258

DAATFADDNNTYNTOEA

« 75AXR—=KVPC TOTF—XREDHIE

s NSTNZa—TF12Y

CloudTrail ® B i1t

SEtE = VPC F7'04 O Amazon S3 /N7 Y NOBIREZ Y

Research and Engineering Studio Z 2B iz VPC ICF7O/4 9254, UTOFIEICHK> T,
AWS 7HU NI RES Z7 704 L 2&IC Lambda 8RENTX—RZEFHLET,

1. Research and Engineering Studio A"Z7’ 014 TW% AWS 7AHJ> R® Lambda 32 —
LZad14>LEY,

2. EVSEHED Lambda BBz B DT TBE L £ 9 <RES-EnvironmentName>-vdc-custom-
credential-broker-lambda,

3. BIBORERTEEBRLET,
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e ‘ @ This function belongs to an application. Click here to manage it.

¥ Function overview s

Diagram Template )

Related functions:

‘ m APl Gateway

(_+ Add trigger )

Code Test

General configuration

Triggers

Permissions.

Destinations

Function URL

Environment variables

Tags

vPC

RDS databases

Monitoring and operations

tools

Concurrency and recursion

detection

Asynchronous invocation

Code signing
File systems.

State machines

EfIT, REEHREZERLTZTOEIS IV ZERRLET,
mEZBERL, ROFUVWRRERZBRHICEMLET,

‘ | select a function v
< )
EECE)
("4 adddestination )
@ )
Configuration Aliases Versions

Environment variables (16)

The environment variables below are encrypted at rest with the default Lambda service key.

| @ Find environment variables

(__Export to Application Composer ) ( Download ¥ )

Description
‘vele lambda to provide temporary credentials for mounting object
storage to virtual desktop infrastructure (VDI) instances.

Last modified
17 hours ago

Function ARN

Application

Function URL Info

Key

AWS_STS_REGIONAL_ENDPOINTS

Value

regional

CLUSTER_NAME

CLUSTER_SETTINGS_TABLE_NAME

DCV_HOST_DB_HASH_KEY

DCV_HOST_DB_IDEA_SESSION_ID_KEY

DCV_HOST_DB_IDEA_SESSION_OWNER_KEY

MODULE_ID

OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX

OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX

OBJECT_STORAGE_NO_CUSTOM_PREFIX

* F—: AWS_STS_REGIONAL_ENDPOINTS

. {#: regional
RE] 2BRLE T,

Amazon S3/NT Y NZBMT 3

RESIREIZSINT Y NZEMT S IZ(E:

1.
2.

[Add bucket (/N Y N D) ZBIRLET,
NTY RE. ARN, YOV RBLA Y RBEONTY NOFBEADLET,

/A Important

instance_id

idea_session_id

idea_session_owner

vde

PROJECT_NAME_AND_USERNAME_PREFIX

PROJECT_NAME_PREFIX

NO_CUSTOM_PREFIX

6

e BEEHENTYRNARN, YT KRKRAUKN, T—RIEF, ERRBICEETDERET

EXEA.

Amazon S3 /AT Y K
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e NTYRNARNIZIE, AKR—RENESINTYRNEZTDOTLTAVIAICHEHTS
TLT7AYVIORZEEDDENTEET,

3. NTYREHAVR—RIBE-—RZERLET,

/A Important

c BEDE-—RTOTF—XDBICBEEITZIFMCOVWTR, T—F58 T, 25RLT
<EEL,

4. FHMEAT 3T, VJARTHIRNTOERARBIENTY NEXTORNTD 00 IAM O—
JLARN 23 BETEET, OFIBICHTIOOARATHIONNTY NTORA, JOATHI>
R7OEACHELZIAMO—-)ILZERLET,

5. (A72ar )Ny hEZ7ODIIVNCEERTET, 7O IV NEIBTEETEERT, £
L. S\ Y NEZ7OIVNOBEEO VDI Y3 VICNIRNTBIERTERRA, 7
OSTOMNTY NCBEEMS TS ERICEBBEAEEYSZ IO NTY NEID ML
x£9,

6. [Submif] ZBIRL T &V,
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RES Envir

Add bucket

Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Mame (ARN) from AWS 532 even across different accounts

Mount point
Type the directory path where the bucket will be mounted

Mode
() Read only (R)

Allow user only to read or copy stored data

© Read and write (RW)

Allow users to read or copy stored data and write or edit

Custom prefix
Enable the system to create a prefix automatically

| Mo custom prefix v

» Advanced settings - optional

1AM role ARN

To access the bucket, paste the |AM role Amazon Resource Mame (ARN) copied in Identity and Access Management (LAM)

Project association

Projects - optional
Associate the bucket with the following projects. To add a new project, go to Create Project.

| ] ©

(o) DD

Amazon S3/\T Y NZRET S

1. SSNTYRUVARNTSINTY NZ2EBRLET,
2. 77:/3>)(:1_/J‘5\ lﬁ%’éigﬁbijo
3. EHEANLET,

/A Important

- 7O IO RES3INT Y NCBEERTRE, TOT7OY I NOBEOREBTRY
NYTAUTSARTZIOF % (VD) A AR AICNT Y RFNYIREhFERA,
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NTY RE. Ny " FOZ7O TV NMCEENF TS hERICOAK, 7O TV K
TR LEVDI Y aICNIRNENET,

« SSNTYRASTOZIVNOBEENRTZHERLTE, SSNTY NADT—RIZE
FELELBAN, FTRAONYTA—H—RBZOTF—RIT IV EATERBRLIBYET,

4. NTY MREORE Z2BRLET,

RES » Environment Management

Edit S3 Bucket

Bucket setup

Bucket display name
Type a user friendly name to displa

53 Bucket

Project association

Projects - optional
Choose the projects to

| default X |
default |

[ cancel ) Save bucket setup

Amazon S3 /N7 Y N&ZHIBRT B

1. SANTYRNDVARNTSINTY h&EEIRLET,
2. FToTasXZa—h5, HIk=EBIRLET,

/A Important

« TT, NTYRSIRTOTOC IV NOBEENRTZHIBRTIHBEN HVYET,
o HIBgANRL—>32 &, SSNTY MNAOTF—RICEFELEEA, S3/NTY RE
RES OEEMITO AN HIBRENET,

s NTY NEHIBRTRE, TOEY A ORRIEHROERHAR # 1 F/) -, BEEFED
VDI Y2 ashETONTY NROABRICT IV EATELRLBZY XD,
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57— %538

RES £ S3 /N7 Y REBMTBE. NTY NAOF—RERENTOS IV NE I—HF—CHHT
BATIAVHBYET, NTY NOBMRA—ST, B&RYEA R) £-EHARY L BEAH
(RW) DE— REBRTEET,

B ELY) A

Read Only (R) Z&RL =BE. N7 Y N ARN (Amazon VY —RAZXR—AL)DT7L 7 1Y D AIC
BEOVTF— 20BN BRAEIhET, LexlF. EEEN ARN ZFEALTRES ICNT Y hZE
ftiarn:aws:s3:::bucket-name/example-data/L., CONTY hET7OCIIONA ETO
DIUVNBICEEMTDE, TOPIVOMNAECTOIIONBRNS VDIs ZETH 1 —H—
&. NA @ bucket-name IZHBDT—ZDHhZEZHIED ENTEET /example-data, TD/\
AINDF—=RIZBFTIEATEEEA. NTYRNARNICTL 74 Y VAN FIMERTVEVEE,
NTY NEENFTNICEESFSsSh 7O IO NTRATREICEYET,

FHEL) EEEAH

Read and Write (R/W) ZZBRU BETE, LREOELSIC. NTYRMARNDTL 74 YT A
CETVTF—RoBAERAENET, COT—RICEK, BEEN SSNT Y NMIEBEXR—ADTL
TAVIOAERMTEDZLSICTIEMAS 3N HY ET, Read and Write (R/W) ZiEIR
IT2E, DARLATL 74V ORI aFRATEICKY., RoFx7>arezgs ROY 72D
IAZI1—NFRERENET,

« NARLTLT74YORIEL
* /%p
* /%p/%u
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Add bucket

(@ Currently only available for Linux desktops

Bucket setup
Bucket display name
Type a user friendly name to

ype a ser friendly name to display

Bucket ARN

Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts
Mount point
Type the directory path where the bucket will be mounted

( )

Mode

(O Read only (R)
Allow user enly to read or copy stored data

Create ad
P j ects - optional

the bu k vith the fallowing projects. To add a new project, go to Create Project

NAZRLT—R7EEL

NDARLTLT74Y9AIZNo custom prefixZBIRTZE, NTY NEHAREZLTF—E2D
BMELUTEMENE T, chiZkY), NTY NIEERFShEIXNTOZ7OP T U MR
BMYBLRVEEIAKRT IV LANFAENET, LEAE., EEENarn:aws:s3:: bucket-
nameNo custom prefixiERL 7z ARN ZEALTRESIC/NTY hZEML, CONTY R%ZE
ZODIORNAEZTOPTIVNBICEERTESZE., 7O2IVNAETOSIVNBALS
VDIs Z2EB T2 11— —F. NTY MMOBEHROFTAMERTEETIAKRT IV LAEZREE
CP

TODIIORNRILCEDTF—E2 DB

NAZRLTLT714vORAIC /5pZiBIRTDE, NTY NADOT—REE, ThICEERTosNLEE
EO7OPIVRIEILDBENE T, p BB 7O IVMNI—REZXRLET, AR,
BENarn:aws:s3: : :bucket-name/%piBIRL 1= & /bucket DX R KRA >V NZFEA L/'C
RESICNT Y hZzEBML, cONTY REZ7OPIVNAETOP IV MNBICEERTR L,
ZJ7OIOMNADOI—YY— AW /fbucket ICT77PAINEBEZTIALENTEET, 7001
NADOI—H—BIk, I—H%— AP /fbucket TERLET7AINERRIDEETEERT,
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EREL, I—Y—BAZ7OJ IV KB TVD ERBL. /bucket ERETDE, F—AN 7O
SITONIK>THEiEhD S, I—HF—ANPERLET7 7AMIDNRRENERA, 1—H—
ANEZRAAETTANE, TLT7AYORADSINTY NMIHV)ET/ProjectAH, 1—H—
BEZ7OYTIUKBAS VDIs 2ATS/ProjectBBAICOKT IV EATEET,

Z7OPIORZE, Y- 0TF—258

NABLTLT7A4YITRIC /%p/Su@RTBDE, NTY NADOF—ZEF, ZTOTOSITUNIC
EEMTSNERBEN7OS IV NEI—HY—ICoBEhET, sp ZEHEF 70TV NI—R

ZRL, BRI1I-Y—B5uaRLET. L&, BEEWE/%p/%u. BIRL K & /bucket DX
7> KR4 Narn:aws:s3:::bucket-name%3> ARN ZEH L T RES IZ/NT Y NZEE&MN
LET, CONTYRRZ7OPIONAETOPIVMBICBEERTSATVET, 7OV

ONADOI—Y— AW /bucket ICTT7AINEBEEALENTEET, Sp PREOKDLLE D

SFVFERFERY, COBEOI—HY—BIZIE., /bucket ®7O TV NATI—HY—AN
EZIAALET7FAIUNFRTENERA, ChiE, F—ENF7O2 IO REI—HY—OEAICK?
TRHMENDEHTT, I—HF—ANEERAAET7Z7AILE. L7414V IAD SINTY NI
H')EF/ProjectA/UserAN', 1——B 7O TV~ A T VDIs 2R T3 /ProjectA/
UserBIBEBICOKRT I EATEET,

DOATHIONNTY NTO€®A

RES . ChSONTY NCBYET 7 LAFAF BB, 0 AWS THIY KA S/NT Y K
EIXVURNTEET., ROTFUATR, THIVNADRESBENFAYYNBIZS3/NT Y K
EXIURNLEVEEXTLET,

ATYZ 1RESATF7OMENTVWARTAI NI IAMO—-LZERLET (ChETHIU KA
ERENET),

1. SBNTYRN(THAIVENANNDT I ELAZLEETBDRESTHIZ RO AWS YRI X2 N
A2 )= A (42 LET,
2. IAMO2Y =) =Z2REEXRT,

a. IAMAYZ1R—RICBEBILET,

b. FEF—23arRAT, RII— ZBIRL T EEL,
3. RUI—%ERTS:

a. [Create policy] ((R'J>—DERK) Zi&IRL £,

b. [JSON] 27 %#&IRL £,
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c. RDJISONRKRDS—ZBYYRTERIT(ZT7HINBIZHD S3NTY MOBEBIamzn-s3-
demo-bucketlCBEMRAET ),

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

}

d. [RN] ZEBRLZET,
4. KU —ZWELTHERLET,

a. RUI—0BEZEEL ET (HI: "S3AccessPolicy"),
b. RUS—OEWNEHRBEITEIAS I OHREEEBMLET,
c. RU—%®REL, RUZ—DEREBIRLET,
5. IAMOVVY—)zHEET,
a. IAMAYZaAR—RIZCBEBLET,
b. TE#—23>ARA42TRoles(O—J)l) ZBIRL TKEE L,
6. O—IILZEKTS:
a. [A—)OER] ZBRL TS EZV,
b. EEENEIVTATADRATELTHARLEERY—&EIRLET,
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c. ROJISONRIL—BRBSFHEIT(ZTHIVNADEBRBOTHINID
111122223333|CE#X. % RES F7'0O4 OBIER {RES_ENVIRONMENT_NAME}C &
EMZET,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS":
"arn:aws:iam::111122223333:role/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-role-us-east-1"

3,

"Action": "sts:AssumeRole"

}

d. [RN] ZEBRLZET,

7. TOERAHARIS—ZTEYFITS:
a. BICHERLERDS—Z2RELTERLET,
b. [AN] ZEBRLET,

8. O—InRTFF, w#E. FX:

a. O—JL% (S3AccessRoles B &) ZANLET,
b. ATY7 3T, RTDEM ZBIRL, XOF—ELEEZANLET,

« ¥—:res:Resource
- {&: s3-bucket-iam-role
c. O—/Lz®#®EBL., O—ILOEXEZERLET,
9. RESTIAMAO—-I)IZFERALET,

a. #EELEZIAMO—J)LARN Z2JE—L %7,
b. RESO>VY—)ILIZAJA2LET,
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c. EflOFET—>32RA2T, SANTYRNZERLET,

d N7y hhOEBEMZZERL, 747—LICIOOATAI D S3INTY M ARN ZAHLF
ER

e. FMIRE-AT72a>oOROYTHIVEERLET,
f. IAMO—=JLARN 74 —=)LRICO—JLARN ZAHLET,
g. N7y bhoEMmZRRLET,

AFYT 2 THIVNBTNTY NKUS—REETS

1. PAODZRBOAWS XXX NIV =ILCHA A4 LET,
2. S3AVY—-I)ZHEXRT,

a. S3AYVIIR—RIEBEBILET,
b. TOERAZHAAITEINTY hZBRLEXT,
3. NTYBRRUS—ZwmELET,

a. FUOEAFASTZ#RL, NTY RRUZ—ZBBRLET,

b. ROARVI—#BMLT, FATUMAQIAMO—=LIZNT Y NMAOT IV ERAZHFALE
9 (111122223333 ZTHIONADOEBOTHI N IDICEEHA. amzn-s3-demo-
bucket Z S3NNT Y NOBHICEZEBRAET ),

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"
},
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
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C.

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

}

[RTEF] ZBIRLE T,

TS5ANR—KNVPC TOF—XFREHDBLLIE

A—Y—HAREBESINTYRASTHAINAOHBD SSNTY MITF—REZRELBEVLSIC
TBICE, VPCIVRRAVRNETEYFLTTZA4XRX—K VPC ZRELE T, ROFIERK., 77
DRADSINTY MDT I EAZYR—KRTB S3H—EADOVPC IV RRANE, 0O
ATATYINTY REHIDEBMOTHI NEERTDHEERLTVERT,

1. Amazon VPC OV —IJ)LZHE £,

a.

b.

AWS XRI X N2V =IICH A4 LET,

https://console.aws.amazon.com/vpcconsole/ T Amazon VPC AV — )L ZHE T,

2. S3MVPCIYRRAYNZEKTS:

a.
b.

C.

e.

EOFES—2a RAVT[IVRRA N ZERLTLSEEY,
[Create Endpoint] (L RAR A > MNOERK) ZBRLET,

[Service category] (F—EAAFTI) T, [AWS services] (AWS OH—E X)) FBIRENT
WD ZEZHRBLET,

H—EXAB71—J)RIC, ") EABDTBH com.amazonaws.<region>.s3 (AWS L) —
T aA<region>ICEBEE#AD )., 'S3, ZHELET,

JARDS S3H—ERZZBRLET,

3. IVRARAYINREDHEA:

a.

b.

[VPC] ©. I KRA > NEERTS VPC ZBIRL £,

H7ZxY NOFEER, F7OCMFIC VDI HTRY MIFERAENZTSAR— TRV N
OlmBEERLET,
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c. DNSEZEMICTS T, AT>aUHFAIIB>TVBREEZBELET, ChiZk
V), 724R—KNDNSHKRARBEIVRRAVRRY RD—=DA 2 R—T I A AILERT
EFEY,

4, TOERRZFIRIBDRLSIC ARV —ZRELET,

a. Policy T, Custom Z&EIRL &7,

b. RUS—TITFA4ET, THIDVRNELERBEDOTHIMADOIY—ZAANDT VA ZHIR
BRI —ZADLET, RUZ—0OHIZRICTRLUET (amzn-s3-demo-bucket & S3
NTY NBICBEMA, 111122223333 & 444455556666 & T VAT HEL%% AWS
THIOKNIDSICBEBRZET ),

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": "*",

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"

}
5. IVRRAVNZERLET,

a. Eﬁfﬁ%ﬁ&%ﬂl},\bi?o
b. IVRARANOER ZBIRLET,
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6. IV RARAVNEKRITS:

a. IVRRAVRIHAERENES, VPCOAVY—ILDODIY RRA 2232V ICBELE
ER
b. MLERLEIVRRAMEBRLET,

c. RENEAARTHDZLZMIELET,

CNSDATYTICH®2T, FHIVRNELEREBEEEKETAHINIDAOUY —AICHIRE N
S3 7Ot AEZHATBDVPCIRRA N EERLET,
NSTINa—F14>200
NTY R VDIADNY I NCKBUEAESH EERTDHE
INTY RFVDIADNY IV NCEABUERE, IS—2FIVITEDRMHAVKI2AHYET,
BLTOATY TICRVET,
1. VDIOJ #®ELET,
a. AWSNYZRIX>ROVY—=)NIcOdA4LET,
b. EC2OVV—IzZRE., 1V AXAICBEBLET,
c. BEILEVDIAAZAZBIRLET,

d. Session Manager 247 L T VDI I[C#EHELE T,
e. UTO AN REERITLET,

sudo su
cd ~/bootstrap/logs

TR, 7T—NANSY SO ZBABTEET, BEDOFHMIF configure.log.
{time} 774 LIEHVET,

TSIC, FMIC OV T /etc/messageO T 2R L TS EE L,
2. HAAZLFIMEHRT O—H—® Lambda CloudWatch Logs 2R T 5:
a. AWS N XX RIADVY—=)LICOJA4LET,
b. CloudWatch AV —J)lzE&, OJJIL—TICBEBLET,
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C.

OJJ ) —7 ##8%ZL £ /aws/lambda/<stack-name>-vdc-custom-credential-
broker-lambda,

RAOCEATREAOTIIN—7T2FANX, AOJAOIZS—%2BD2HFET, chsnOJic
&, SSNTYRNENIUNTBLEOO—BNBENARALRIEHRZRET I EENREE
CBITBEFMNrEENET,

3. HAZLFIERT O—H— APl Gateway CloudWatch Logs ZHEFRL £,

AWS YR XRNOY=)LIcOd4>LET,
CloudWatch >V —J)L&RE., QOJJIL—7ICBEBLET,
OJ7)\—7 %##%FL EF<stack-name>-vdc-custom-credential-broker-

lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,
BACEATREEOJTIIIL—T72R8X, OJAOIZ—2R20Fd., chsnoAJic

. S3NTY ROIY VY NMIBEBDARLFIERD APl Gateway NOJU IV TAREL
ARVAICETRDHFHHENIEENETT,

FUR=FATRINTY NOIAMO—ILREZRETDHE

1. AWS DynamoDB IV —=J)LIZH A2 (12 LEXT,

2. T—
a.
b.

3. T—
a.
b.

TILEBRLET,

EOFES—23asRAUT, [T—7IIL] &BBRLET,
ZBRRLU TGRIRLUE I <stack-name>.cluster-settings,
TILERFYLET,

[T—7MVNTATLOHRR] 2BRLET,
AF VP UNEBRENATVR L ZH#FELE T,

4. TAINR—ZEMTS:

a.

b.

74NE2—2BRLTT7AIINEZ—IRNIEIaVERHERT,
F—E—HIBLICTIIE—ZRELET,

- B F-—ZAHLET,

o T THERD, ZEBRLET,

 {8: shared-storage.<filesystem_id>.s3_bucket.iam_role_arn
<filesystem_id> ZEBETEIUENHDI T 7AINATLOEICEERAET,
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5, AF V¥ #RITLET,

Run ZZRL T, 741 )L 2—ZEALTAF Y ZRTLET,
6. EZWELET,

INUNBEETDEHEEE. B IAMO—)L ARN TEHNAELKEREETIhTVD L &2HER
x99,

I RUAFRELBEVEE:

a. [EEZFEX] ZBRLET,
b. HEOFHMZEANLET,

- key BHIZIE., &EAHULFEFshared-
storage.<filesystem_id>.s3_bucket.iam_role_arn,

« ELVWIAMO—JL ARN ZEEML £ T,
c. REZZBRLTEBZEMLET,
7. WDIM2VAZV A 2BEBLET,

AVARAZBREHLT, B2 IAMO—/LARN OEE%X (7% VDIs Y BENV> hEh
BLDOICLET,

CloudTrail ® E%1{t

CloudTrail >V —J)L&ZERAL TF7 AT KT CloudTrail ZE%1Z9 % (CI&.  "CloudTrail AWS
I1—4%—7 4 R CloudTrailys ®CloudTrail AV —)LZEAL ZEESHOER, ICEBEEhTWVWSFIE
L2 TLEE WV, CloudTrail &, S3NT Y NCTFVEALEIAMO—)L 258K ITHZET, S3
NTYMOT O EAZRBLET, chldk, 7O IV MNELEREI—HY—-ICVUI9EnEAV AR
JAIDICUOTEERTY,
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HmZEERT D

cOto>arTlR, REFAINYTZEALTHOI—H—EATRL—232F2LH0HA
A AZI—F—ICRHELET,

NEY D

« SSHT7VtA

- REFRAIRYT
- HEFRIOKYT
« ZPANTSUH

SSH7VtA

SSH Z2EAL THAARRANITIEATSICE:

1. RESXZ1—h5, SSHT7VEAZERLZEXT,
2. TOERACSSHRERBFPUTTY Z2EATRICE,. BECETRICEVERT,

REFAIONY S

RETFAINYTAEZ—TIAA VD) ED 21— %Z2FERATDE, 1—H—IF T Windows Ei &
Linux (REF AV RNY T7ZERBLRVPERBTEXRT AWS, 1—H—F. BRICAWOY—=IETT
Vr—23a> A TIVAVARN—ILBRVEREENIIRET Amazon EC2 A VAR AR BE TESE
CP

HR—RNENBDARL—FT A VI AT A

RES BBRE, ROARL —FT A VI ATLZERALERBTAINY TORBEZYR—-—KL TV
£

« Amazon Linux 2 (x86 & & ' ARM64)

« Amazon Linux 2023 (x86 & & T* ARM64)
- RHEL 8 (x86). & & 9 (x86)

* Rocky Linux 9 (x86)

+ Ubuntu 22.04.03 (x86)
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* Windows Server 2019, 2022 (x86)
* Windows 10, 11 (x86)

N =R

c ILLWFRIKNY T ZEETS

« FRAOUMYTICTOEATD

s FRUNYTOREZFIHT S

c RETFRAINYTEEETD

« Y IAVERERETS

c RBFRAIKNYTZATZ1-)9%

s BREFAINYTAUER—T7I4AAQOBHHEI

HLOWFRAONY T2 RBETS

1. XZ1—AH»5S., My Virtual Desktops ZiZIRL E£7,
2. HLWMREFRAINY T2RBBEBIRLET,

RES Home Virtual Desktops

Virtual Desktops S ©) I e | o)
rhel9 % Connect
@ Ready RedHat Enterprise Linux 9 medium @ No Schedule

3. FILLWFRIRNYTOEMEADLET,
4. [Submit] Z&IRL T &L,
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TAIRNYTBEREECHLLVA—RAFISIEERTEN, FRAIRMY TR 10~15 2 BLRICEATE
BEOICBYET, BERKER, BRUELAX—JICK>TERYET, RESIEGPU LM ARY
AzmEL, BEIDRZAN—Z1AN—ILET,

FRIONYTICTOERATS

BREFRINYTIZTIOERTBICE, FTAONYTOH—REZERL, VI7HKEEDCV ITA
ToRzERALTERELET,

Web connection
DITTSIOYNSTFRINY SILT IV EATH2ON REB[ERERAETT,

Connect ZiBIRT 2N, YAZXAINZBIRLTT SOOI SEETFAINYTICT VAL
x99,

MyDesktop3-windows (2 Connect

(avcvseiomric )( @) .
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DCV connection

DCVIOSATURNENLTTFRINYTIZTOEARTDE, BEDODN T #—X 2V ANBSIhE
T, DCVREBHT T I7EATSICIE:

1. DCV Y232 7740 2BRLT.dev7 74N EX DO O0—-RLET, DCVIZAT >
RS ATALALAZVARN=ILENTVRILENFHYEXT,

RES Home Virtual Desktops

Virtual Desktops Ty - KT

rhel9 ¢ Connect

2. AVARN=ILFIRZOVTE, ? 74O Z2BRLET,
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How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& ZIP & MSI

Step 2) Install the DCV client on your computer.
Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

TAIRNY TOREZFET S
TFRIVNY ZTOREZFEHT S (Z(E:

1. [FPOY3aV]%8RLET,

FAINY T OREZHET S 214
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ual Desktops

RES Home Virtua es
Virtual Desktops g o ETTRETT

2. Virtual Desktop State Zi#IRL E£TF., XD 4 DOREN SBIRTEET,

. -__T—-__[J:

EFELrELEEYSa > TRF—ENFNEDNB LR EL, FHELEEYSIAVIGFVWDOTEERT
EEXT,

- B

REOtY>a>zBREBLET,
S

Y avERLIIKETLET, I7IXTILANL—JZFEALTVWREE, Ly a3z
RTIFBET—ENRKDODNDARUENI BN ERT, BRTIBHEIC, T—RZEZREST7AILTRA
TLAIINYOTYTIRHRENHYNET,

« fRkiE

TFAIRNYTOREBEIXFEVCREELET, TAIVNY T ZHBRBITRE, 77UT—23
VRBREEATIN, VE—MEEIRDIBAREMI BV ET. IXTOA AR AN
EZHYR—RLTVWEDITREL, FT7T23a2RBAARAOEERICENICEZ>TY

PHEICDHFEATEERT, A VAZVANZOREBZEHR—RNLTVBRAESHZRRTS
k. TIRIEDRETRSRMA ) 2ZRLTES L,
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RIETFAIRNYTZEETS

BRETFAIRNYTON—RIITZEFHIDH, BV aVE2LTETERT,
1. AVAEDAYA X ZEEIDHEIC, BV EZFELETIHBENBYET,

a. [7o>3a2]z&RLEY,

irtual Desktops

RES Home Virtua
Virtual Desktops Dpe o ©) G v | )

b. Virtual Desktop State Zi&IRL £,
c. [FL]ZBRLET,

(® Note
KELIEEEYZIVOTFRAINY TH A XBEHRTERE A,

2. TFRAUNYTHAEBLELECEZBELES, 70232 &ERL, Y232 0EHEBRRLE
EE

3. v arEEEETIH., BEBTARAINYTHA X EBIRLET,
4. [Submif] ZBIRL T &V,
5. AVARVANEHEES, FRAUNY T2BERHLET.

a. [70>3a2]z&8RLEY,
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b. Virtual Desktop State Zi&RL £7,
c. [ ZBIRLET,

Yy aiERERETS

1. [79232]2&8RLET.

rtual Desktops

RES Home Virtua es
Virtual Desktops DT e C winiews [ e )

2. BHRORRZERLET,

BETFAONYTZAT21-)9%

F7AILRNTR, RETFAINY T ELEREHERBICEBNICEFEILETDZRSICATY1—)leh
TVET, B2OTFARAINYTORTD 21—, ROEIVZIAVIZRTRSIZ, B2OTFARAIKNY
TOTOIAVXR_A—NDETIERATDATD1-=)IV1 RVEFERALUTHAETEET T, FMIC
2WTR, T, 2923 RESATOT7AINOAT D 1= )LOFZEZSRBLTILKEEV, A
IRy 7R, JARNEZEIRTZDEDHICT A RIREDEZICEFEIETD EETEET, VDI Autostop
DFEMIIODVTREBETRAINY TAEZ—TIAAOBEEHEILE, T, Z283RBLTLSEETV,

=Ry
s X DTFAORNYTATD1—)LDERE
c RELARTOT7ZIIRNODAT 1 —)LDOERE

Y2 aVERERETS 217
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B2 DTFAINYTATI1—-I)OFRE

1. [Fo>3a>v]&BRLET,

RES Home Virtual Desktops

Virtual Desktops S O G T )

rhel9 % Connec t

2. [RT21—) &&RLFET,
3. BHOATD1—IIL&ERELET,
4. [R7FE] &EEBIRLFET,

REFRAOVNYTZATS1-)9% 218
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day

BREFRAONYTZRAT21-)LT% 219
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RREABTOT7FILNODATI 1 - DOFRE

T7FILNNDATS 1—)LIE DynamoDB TE#FH TE X T,

1.
2
3

REDIVSAZ—BRET—7INZERRELUET: <env-name>.cluster-settings,

Explore ltems ZiZRL £9,
TANE—ICRD2ODTAINEZ—EAALET,

74N Z—1

EHR = key
%4 = Contains
247 =String

« { = vdc.dcv_session.schedule

7ANZ—2

- BMR =key
« %4 =Contains

- %47 =String

. fE = type
(a = x ] [c“::“" ] Ey::n ) ( ] (Crem
(Qwm %) (con ) (s ) ) Crem

chickY), 72—L OFBOFT7AIINOARATD1=ILEATZRIT7OOLMNIANERT
ENhFEFvdc.dcv_session.schedule.<day>.type., BHMBERFUTOESY T,

* NO_SCHEDULE

e STOP_ALL_DAY
* START_ALL_DAY
¢ WORKING_HOURS

BREFRAONYTZRAT21-)LT%
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* CUSTOM_SCHEDULE

4. HNBEESNTVWBIHESCUSTOM_SCHEDULER:, DAZRN A AEN-HBHAEELERBAZIEET
DRENHYET, ChETSICE, V97AF—RET—TILTROTAIILEZ—&FEHLET,
- BHR = key
« %4 = Contains
« %47 =String
« {8 = vdc.dcv_session.schedule

5. HARLAARTD1—=)\%2BRETHDETNTIOD
Hvdc.dcv_session.schedule.<day>.shut_down_timelZ D2\ T,
vdc.dcv_session.schedule.<day>.start_up_timeB LV OFEXNDEEH ZBRERL X,
HEAT, KOLKSIENul T MU ZHIBRL, XFIITORNVICEEBRAET,
- BHA =value
« {E = <The time>

-« %47 =String

RFREMEIE, 24 BREHZEFEAL T XX XX OFERICTIHEN BV ET, HEXE. Fri9 BN
09:00, F#&5BEN 1700 LAV ET, AHThEEZE., BICRESEEANF7O/EhTY
ZAWS )—2a > 0BEBBEZICHBELET,

BRETFAINYTAVR—TIAAOEHBEFL

EEEGF. 74 RIVRED VDIs ZELEREBERTTERRSICREZBHIDENTERT, &
EARERRERF 4 2HYET,

—

TARILERALT IR CPUFERARALEWMEZTE>TVWAZOBEET A RILREDEY > 3
JRERALATINULET,

2.CPUERELEWNME 1225023 N k<, ZOLEVE (VCPU ERAR) KGOy a>

F7 A4 RIVREBERBEIhET, ChZO0ICERETDE, Y2 a @B T7A RIVREBERBZEh

FtA
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/A Important

RES . CPUERARXRZFIVITEITARIBHAIVV I N 219l &Il DL TET
LET. CORTUTNEMEXRIZK D T—BHZ CPU ANA D REL, LEWVEDRTE
MMETEDET A RILBEDNBEFShB U gEMENl HYET,

. BITRE: TARILZALTIRE, BV IVEIOREBICBITLERYT FLEIREEKT ),

4. AT21-)2BRYTZ: BRRIDE, 74 RIVREBOLEHICEFELENEEY S IV ZBBOAT
Ji1—-)LTBRTEZET,
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Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

)

Maximum sessions allowed per user

Cancel Submit

CNSDREE., Y—N—ZBTOFRIRNYTRER—DIZLHYET, BHICHOTEREEZEHL
5, ¥ EEIVVYILTRHREEZREFELET, HILLWEY S I TR, EFEhERENFHEIAET
A, BEOEYSa TR, BBRBICEAL TVAERENSIEHEFAT D ZEICEELTLEE
Wo

VDI BEfZLE
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YT AUNBRALTIRNTDE, BV AVEREICEIVTKRTITSA., STOPPED_IDLEJRAE
CBITLET, 1—%—(F Ul A SSTOPPED_IDLEEY S a3 AHBTEEXT,

HETFRAIONYT

HETFTAORYT TR, REENTVWB TRV MY TZRAETEXRT. TAIVKYTICERTSIC
b, EEERLEAEETEVRY, £V a BEEERENATVILENHYET,

RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

Q Search All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large © Ready 10/26/2023, 5:00:00 PM Download Connect [2
MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium © Ready 10/22/2023, 5:00:00 PM Download Connect [2

1

YA ERETHLEIC, HAKEEOT I LARTERETESRY, X, OFRL—
AL TVBRF—LAXA NCHEARYERT7 OV EAEENETEET,

KNeew o

s FRAUOKNY T2 HETS

s HEFRIKNY S IZTOEATS

TAORNY T ZHEBTS

1. FRONYTEYv2arhs, 7o02a2vzBRLET,

I
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Virtual Desktops Auto-refresh

rhel9 [ Connect

(@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

2. EY2aroT7 I EAFAZERLET,
3. A—H—ETIVEAFHFALRILZERLET.,. BVWHREREIZDEETERY,
4. [RfF] 2BRLEXY,

Update Permission for MyDesktop5 X
Select the username, permission profile and the expiry date of the rules

[Q demoadmin1 XJ [ Owner Profile A ] [2023/10/22 } [ ]

View Only Profile
This profile grants view only access on the DCV

Session. Can see screen only. Can not control
session

Admin Profile
This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile

This profile grants the same access as the v
Session Owner on the DCV Session
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TOEAHFAOFHMZDOVWTIE, Tthesectioncalled “FOEAFARIL—", Z8RBLTLIEE
(AN

HEFRAONYTIETOEARTS

HETFRAIONYTHS, HEETNTVWBRTFAINYTZRRL, 1 VARV AICEHTEXT, JI
7750 ELEDCV TEMTEEXT, BHETDICE., "1 OBRICHEVEITFTAINY SICTY
A9,

J77ANT Z0%

J77ANT S0 %ERTRE, VITR—ZIAAPSTO-NIHRBEFS 77 AN ATLILT Y
TATERY, BEBEBDTVTANZATALALT IV EATZ OO T IV AH A 2FOERAAERET
NTDT77AIINEEBTEERT., Chld, Linux RETFAIRNY T THEENATVROERUT 7 A
WOoRATLTY, REFAINYTEOT7ALNDOEFHE, R—IFLFEFIITIR—-ADT 7 A
W7 ZOHENLET77TAILOEHERALUTTY,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ® root / home / demouserl

Q 2 items 2. Upload files Create folder Actionsv # Favorite C' Refresh i= 8 Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —
NEY D

« Z7ANOT Y7 0O—R (EEA)
77 A OHEIBR ()
BRICAWVZEETD

774\ ZwETS

774\ DEIE

HEFRIKNY TS ICTOEATS 226
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77A40L0OF Y 70O—R (EHH)

1. 774007y 7O0—RZERLET,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. 77ANEHBRTBS. FYTO-KTBTPALESBLET,
3. FYZ7O—K(n)774LEBRLET,
77 14\ OHIER ()

1. BIRT2774) (BEW) 2BRLET,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 = root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv # Favorite C' Refresh i= i Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. [70>3a2]Z&8RLET,
3. 77ALDOHRERRLET,
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TR, FEOTVT7ALNFLERT7ANEZHIIYIL, 774 DHIREEBIRTIDZEETESR
ER

BRIAWEEETD

BEBT77AINRT7 AN ZEETSICIE. BRICAYICEMLET,

1. 77ALNEERT7 AT ZERLET,

RES Home File Browser

File Browser

My Files Favorites File Transfer
1 ™ root / home / demouser 1
Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv

Desktop Oct 20, 2023, 11:10 AN —

storage-root Oct 20, 2023, 11:10 AN —

2. BRICAY ZBRLET,

R, FEOTV7ANRERT7FINEZHEIIYILT, BRICAY ZBRIDCEETER
ER

(® Note

BRICANBO—DLTSTHFCRFEAET, 75U EEELEY, Fyvy> 1D
TLEWTZHER., BKRICAVZBEVEOIIHBENHY KT,

774N ZwRET D

DITJR—BILADTFFEFANR—ADTI7AIINDOAV TV #RETEET,

1. BEFIBRTV7ALNEEBRLET, E—HIFRE, 77M1ILORABHIRTENET,
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. EHFETV. REZERLET,

77 14)DOEgi%
TTANEEEGALT, AB 77 AINEETF T US—>a v EERALT I 7TANEEELET. &
DT TUT—aVH5BIRL. BEOERCRE2TI7AINEELETEET,

 FileZilla (Windows. MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP (Amazon EFS)
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RES Home

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla () WinSCP () AWS Transfer
Available for download on Windows, MacOS and Linux Available for download on Windows Only Your RES environment must be using Amazon EFS to use
AWS Transfer
FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacOS) [4

* Download FileZilla (Windows) [
* Download FileZilla (Linux) [3

Step 2: Download Key File

( & Download Key File [*.pem] (MacOS / Linux) ) ( % Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 /path/torkey-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.
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NSNS a—F7420

CDEDVIADTE, SATLAZEZRZRVTTDHEE, RETHDAEMOHIBEOEEORNS
TN aA—FATFELCODVWTHBALET,

KNeEY D

s —RMNBTFNVYITEEZRIYT

» RunBooks 0 R

- BEHORRE

B3 A

s —BHBTFNVITEEZRUY
s BREOVBLTARY MNERY—A
- RIBZHROGA
« IRE Amazon EC2 A AR A0AOJ774)
+ CloudFormation A& Y &

c BEICLDATLAEENHLEL, Amazon EC2 Auto Scaling FINL—7 79T 1ET1ICR
BEhd

« —f#&H% Amazon EC2 OV =)L OHE
s AT ZARNZIUF¥ERAD
c AVIZARNTIOFF¥RANERBTFRAINY T
s BRTHREBOKRAN
« SBRIZERI7 Active Directory (AD) BBEM Y > R
+ Windows DCV 7/\v &
« Amazon DCV N—2 a VIEHROBRE
» RunBooks 0 7
c AVAN—IOEE

+ CloudFormation A& v 9 [&WaitCondition received failed messages & WS XY +—2 TERK
kB LU E 9, T —:States.TaskFailed"

» CloudFormation AR Y VN EEICERENERICE X—)LBHANZEETNEL
e AVARAY AU ) E I vdc-controller A" %k BUIR BB
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« IR¥E CloudFormation AR Y I FKEAT DI ORIT—ICKVHIRICAKT S
- REQERFICCIDRIOY INFX—RTIZ—HARELELL
« REBIERT D CloudFormation AR ¥ JER D kK
+ AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AR Y VDERDN LK T D
- ID EEDMERE
+ iam:PassRole Z£1T 3 2RI B EEA

« BDMOAWS 7AHD > NSO T —H—IZ AWS 1) Y —A M Research and Engineering Studio
ANDT O EAZFAL LV

s REICOJA429%&, 3<ICATAUR=ZIIRYEY,

s OJAVETKRO "I —HFEO2AVFELAIL ITF5—

« Active Directory ICIEMIE hizA". RESICKELTWVWDI1—H—

s BV AVOERBICEATERVI—H—

 CloudWatch 75 AZ—XIXZ—2v—OJ0H A XHIREBIS—
- Storage

* RESZHEALTIZ7ANIATLZERLELLEYN, VDIKAKIITVVREhFEHA

* RESZNULTCTZTFANDATLEFAYR—RLUEN, VDIKAKIITY REhAEV

« VDIFRARASHEHEETERL

s POLAFAREBEOI—RT—ANDH

« RES »' 5 Amazon FSx for NetApp ONTAP Z/ERRLEL A, RXLIZEZMLTLVWEEA
« AFVT7Tavhk

« ATV T3 Y NOAT—R AN Failed THD

c AFVT72aY bR TTNEAVR-—PTEBN 2 LECLEZTIOTELEICERAESIE
A,

c AVTZANTOF ¥
s EBBAVAZVAFBVO—RNG ==Y NTIL—=TF
s RERTFAIRNYTOEE
« RESYITR-ZITEHO VDIs 2B/ BHIILEN HS
« Windows Virtual Desktop DO A T AV " EBEICREENTVET
S\EB1) Y — A CertificateRenewalNode D {E AR ICEIBAE D EMERA IS
UENCHEL TV EREBTFAINY THAERICESR TEASZYELE 232
5 DQRETFARAIMYTUAREBTEAV
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« FAUBNY 7 Windows OE#HHATE "EHFEABEAUShELE, RTUAR—KIZ—"
« VDIs7AOEDaZ 2V JRETAERY VTS
s EERIC VDISA TS —IREICKED
s OJ4%. VDI Y2 a R3ZANEEICEBHLET
c REFAOIKNYZTOAVKR—FUb
« Amazon EC2 A VARV AN AV - TR T ZERIBRLKRT

« AD/eVDI EZ a2 —)LICSTE RN 2 =i vde-controller £ VARV AN A IILL T
WETH, APIANILAFIYVINFRBLTVWET

« 7ZO02T0hE, VIR IVITARY VEmELTEMIBREEILTINIVVICRTELEE
A

+ cluster-manager Amazon CloudWatch O (Z (&, "<user-home-init> 7D > NEELEFIA
TEERBA, Y —0RPFZF > TVETL EXRFENET (THINEFI—HY—FET
)

s OJ A4 2RTEED Windows TAIRNY T2 TPHIO KD EBCE>TVET, EEEICS
BUWEHELSEEL,

o HE/BEED ADFREICE TS DHCP #7723 > niErE
* Firefox T2 — MOZILLA_PKIX_ ERROR_REQUIRED _TLS FEATURE_MISSING
. Env HI

* res-xxx-cluster A& Y 2 A" TDELETE_FAILED, JR2T. TRole is invalid or cannot be
assumed) TS5 —O=HFETHIBRTE X

- OJOUE
- VDIOJOAY>O0—K
« LInux EC2A VARV AN 50O DRI O—R
« Windows EC2 A VARV AASOOJ DAV O—R
+ WaitCondition TZ—® ECS OJ QY&
- TERE
s DZONAE—ANOFELEIVIIANENETIROTEREOIA IS —
s FTEREYVIOF—VO—UF#EL KL
+ Active Directory 0 &

« VDIAZAOEY I -V TRETERBMAZY VL TVSA, VDI QEEHE- 12%(C VDI %
——AD I—H—t TR TEED 233
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SSO MBEHRICRES VI 7R—ZILICOTA>TERL

AD 1—H#—F, LinuxVDIs Z EEICEBLARTE, 774N SO EFERALTEHE—A
FALORNIVICTIOEATEFEA

SSHTZOtEANFEMZE>TVWDE, ADBEE]I Y —3FRBRAEEBFRANCTILATEEL
A

RES AU Y —AARRY VIC& 2 TF7AOA & hi Active Directory DERTEER

- BEAERE 2024.x

BEXI D 78 2024 .x

(2024.12 & & T 2024.12.01) H L L\ Cognito 1—H — %X BT 2RO ERER D LK

(2024.12.01 LABT) HARLRXA DV ZEALT VD ICEETREE CEMERERIHET
S—_HFRETS

(2024.12 # & T 2024.12.01) Active Directory 1—H — @& AR AR IZ SSH TEEHA
(2024.10) FEBEE h /= VPCs

(2024.10 LA#T) Graphic #3814 ARV AR 47D VDl OEBICEAKLELE

(

(

2024 £ 8 B) AV TSARTHF v AMI BE D #(E
2024.08) IREBT A KNY THIN—KNTY KNARN EARZALATL 714V O AEFERALT
Amazon S3 /N7 Y NDFAHEV) /EEIAZEN T RNTERV

(2024.06) AD I =7 BIZAR—ANEENTVRIFEE, AFVY 723y NOBAREAKT
%

(2024.06 LA81) AD EI#IFIZ RES ICEHBE N TWEWS L —T X /N —

(2024.06 BAHI) CVE-2024-6387, RegreSSHion, RHEL9 & & T Ubuntu VDIs DtF 1) F 1
fle 55 14

(2024.04-2024.04.02) VDI 1 Y AZAQO—NLICT 2 Y FEATVE W IAM 7 7 £ AFFHA
ERAFRERHETELLE

(2024.04.02 LAHI) ap-southeast-2 (> R Z—) @ Windows NVIDIA 4 > AR > AN BB - KK
3%

(2024.04 # & TF 2024.04.01) GovCloud T®H RES ¥k ) 5%k B

(2024.04 - 2024.04.02) Linux RA8F A Y kv 73 BEBEIC "TRESUMINGY AT—2ANE
FICBDIEMNDYVET

(2024.04.02 LAET) SAMAccountName BHC AXFE LR BHIFEF EENTLVD AD 1—
H—ORHEICEBLUEL =

(2024.04.02 BT BHAKRARNCT I ERATREHNDTSAR—hF—HENTT 234
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—RNBETFNY TEETZRI YT

COtEU>a>TR. RESHOBBAEZICHBINICOVWTHALET,

c BRAEOJELVAXRY MEBRY—R
- REBEZHOSMH
« IR Amazon EC2 A VAR AQOT774)
« CloudFormation A&® Y ¥

c BEICLDIATLAEBENHLEL, Amazon EC2 Auto Scaling FINL—7"F7 0T 1 ET 4 IZ B
=hd

o —f&HI% Amazon EC2 T2V — )L M I\ &R
c AVT7ZARNTIUFYERADL
c AVIFZARTUFYRANERBTFARAINY S
« BRTREOKAL
« S BIZ{@ERI7 Active Directory (AD) BSEM Y > R
+ Windows DCV F/\v &
« Amazon DCV N—2 3 U EHROKBRE

BREZOTBRARY NMEHRY —RA

REFENIBHROEEETELZY AR, RSTILND1-—FTAVIPEZRIVVIORRTSRTESR

o

<

RIREBMD 5T
F7FLRTR, Y2 aVREENI—Y—EBREOREEHE. ROBHICHYET,

* Linux: /etc/environment

* Windows: C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-windows
\environment_variables. json
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IRIE Amazon EC2 A AR A0O7774)

OJ774)k, RES THERAEN TS AmazonEC2 /1 VAR AICFEELET, SSMtEY >3
IREF—TDY—%FERALT, ChSDT7F7ANERANDEDICAVAZAANODEY >3 EHLC
ENTEET,

cluster-manager X° vdc-controller BEDA VT ZARNTZIVF YAV ARVATR, P7Ur—>3
UREFQOMOOTERDBRAICHY) ET,

« /opt/idea/app/logs/application.log

/root/bootstrap/logs/
 /var/log/

* /var/log/sssd/
 /var/log/messages

* /var/log/user-data.log
« /var/log/cloud-init.log

« /var/log/cloud-init-output.log

Linux (REBF A MY 7 Tlk, UTICEKERBZOT77AIIHFEEATVET,

Ivar/log/dcv/

/root/bootstrap/logs/userdata.log

/var/log/messages

/opt/idea/app/logs/

/opt/res/logs/vdi_idle_check.log

Windows IREFRAIKNY TA U AEZAOOT7IZ2V\W T, ") #BLTLSEETL,

» PS C:\ProgramData\nice\dcv\log

* PS C:\ProgramData\nice\DCVSessionManagerAgent\log
« PS C:\IDEA\Logs\RESIdleCheckVDI\

» C:\Program Files\RES\app\

Windows Tk, —#OF7 77U —>3a> o070 8RR EROBMICHY) £T,
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* PS C:\Program Files\NICE\DCV\Server\bin

Windows Tld. NICEDCVRERE7 7 A ILBEUTIEH Y FT,

+ C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch A4 Z')L—7

Amazon EC2 & AWS Lambda > E1—F7 4> 7)Y —A0OOJ1E#HE Amazon CloudWatch Log
Groups i RBRENET, OJIMNUVROOTIV NV, BENSBEONS TN 21 —F1>
T — RN EERORICIO>BERERHELET,

ChSOIIL—T7TDOEFMIROEHVTT,
 /aws/lambda/<envname>-/ - lambda related
* /<envname>/
* cluster-manager/ - main infrastructure host
* virtual-desktop-app/ - virtual desktop bootstrap and DCV related
* vdc/ - virtual desktop related
* dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related

 controller/ - main desktop controller host

* dcv-session/ - desktop session related

OJJN—7ZRARXBEER, ROKDIBAXFENMNFOXFIHEERALTT7AILEITTDE
BRTT, ChICKY, XEETNEXFIEZECAY E—D O HIEThET,

?"ERROR" ?"error"

BMEZE-_RXRVTT2E51 205, IROF—RZRRTD T4 ITY NEED Amazon
CloudWatch Dashboards Z/EX T2 & T,

FEAE, XFEHIIS—E ERRORDEEZNDIIRNTDV4DTY NEERL, BELTIS7
ULET, COFEICKY, NE—VZEENRELECEEZRTEENSBREBEREDO BB #HE(C
BRETEEY,
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AT ZARNTIOFYRAND OFIZRICRALET, chzERATHICEK. JIVITZERKL,
<envname> B K <region> BHZEYI K EICEEBRAET,

{
"widgets": [
{
"type": "log",
"x": 0,
"y"': 0,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}

XY 1R—ROFIZERICRLET,

CloudWatch > Dashboards > res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)

3h 12h 1d 2d Tw Custom [E] | UTCtimezone V¥ H C I v H b3 H Actions ¥ ‘ Save

res-stage2-errors-lines v ¢ ‘ o ‘ ‘ 1h

infrastructure hosts
1. count

40.00 e 0

30.00

20.00

10.00

1.64 | w - I. —

06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00

- o e wa
10-28 21:11:48
19:00 20:00 2100 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 16:00 17:00 18:00
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CloudFormation A XY %

BIEOEREICHERE 1= CloudFormation AR Y ZICIFk, BEOREICEETDZIIY—A, /1R
N, BOBBAEENET,

ARV OZE, ARV, UY—R, HHETZ#SRLT, A2V VICEIZIBERERITESE
ED

RES A& v 7.

« <envhame>-bootstrap

« <envname>-cluster

+ <envhame>-metrics

« <envname>-directoryservice
« <envname>-identity-provider
« <envnhame>-shared-storage
+ <envname>-cluster-manager
* <envname>-vdc

« <envname>-BHBRABN

TERRARY V (FEREZF7O0/LTVT, ChSOABUY—-RZMATERVRER.
AWS NANT#—RVAOAVE1I—TFTA4VJLEZFERALTTFERREO YV —AZERTEE
9)o

« <envname>

* <envname>-Networking

» <envname>-DirectoryService

» <envhame>-Storage

+ <envname>-WindowsManagementHost
BEICKD AT LEBEENf REL., Amazon EC2 Auto Scaling FJIL—7T7 o971 E
TAICRBREND

RES Uls A" —N—I5—%RLTWAEE, BERET77UI5—23a> Y7 RNIITREOMORM
EBETHHTEMN BV ET,
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BAVTZARNTIF YD AmazonEC2 A VAR AOBEBAT—) T T I—7 (ASGs) IZl&
AVARABRVADAT =TT IOTAETAZBRETDDICRIDTITAETARTHFEEATY
F9, UR—DICIZF—HNHDBEXTIVEATELVESIE, Amazon EC2 OV —/ILTEHE®D
BRTIVLEAVARAZFIYVOL, BETS ASG O Auto Scaling JIL—7TTFOT1ET14 37 %
FIYOLT, AmazonEC2 1 VARV AN BRL TVR A ESH ZRFELE T,

TNHEEF., 1 VARXRADOBEET S Amazon CloudWatch A Y I —7"%#FERAL T, BEOER%Z
TIAREEOHZ TS —NOJICREBBEEIATVWEIHLESIHZBRELET, SSMEYZ a0 Y —
ILEFERALT, TORXRATORTHOA VAR ANOEY AV EBHE, A VARXRVANEREL
N—PJ&ENTASGIZK>TRTENDHEIC, 1 VARAOOT 774N EAXNTERZHET S
CLETEET,

CORBARELEEE, ASGIVY—LERRDESBTFIFIETAHRRENDEN B )
£

EC2 Dashboard X ( EC2 ) Targetgroups > res-bicn3-web-portal-e2958adc )
EC2 Global View

Events res-bicfn3-web-portal-e2958adc

¥ Instances

Instances Details

Instance Types
Launch Templates

Target type Protocol : Port Protocol version VvPC

Spot Requests

Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad10chse [2
savings
Reserved Instances 1P address type Load balancer
. » -alb 2
Dedicated Hosts 1Pva res-bicfn3-external-alb [3
Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining

v images 1 @1 ®0 0 o 0

AMIs

AMI Catalog » Distribution of tare g ets byA lhltyZ (AZ)

this table t g filters applied to the Registered targets table below.

v Elastic Block Store

Volumes

Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manag

v Network & Security Registered targets (1) Register targets

Security Groups

‘ Q Filter targets 1 [o]
Elastic IPs
Placement Groups O Instance D v | Nam v | P v | zon v | Health v | Health detall
Key Pairs
O -0basds08631120043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy

Network Interfaces

¥ Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

—#%BY 7% Amazon EC2 Y — )L D A&

cOto2avicE, EEETEBZRETHELTVDISATLORI =223y RFBEENTVLE
EE

—i%E9 7% Amazon EC2 > Y — )L DHAER 240
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A2T7ZARNTZIOFYRAL

Amazon EC2 OV =) Tk, FAIRKNY THARTENATLVEVEES, BE. XOKSICHEYE
T RRENDAVARVAWRK, RESAVTTZARNTIOF ¥ D AmazonEC2 RARTT, 1 AR
VABDTLT714YUAIE RESRERTT,

EC2 Dashboard . Instances (5) ifo
EC2Z Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X | | Clear filters
¥ Inst

nstances O Name # v | Instance ID | Instance state A | Instance type ¥
Instances

O res-stage2-cluster-manager -095bdc4c87321a4ff ® Running @ Q mb.large
Instance Types

O res-stage2-vdc-broker 1-041867308771e71d3 ® Running @ e mb5.large
Launch Templates

res-stage2-vdec-controller -08800976c757717e6 Runnin mb.large

Spot Requests U 9 © g @a 9
Savings Plans O res-stage2-bastion-host 1-0523e5480f434581a (® Running @ Q mb5.large
Reserved Instances (] res-stage2-vdc-gateway 1-00773bc97cc1e841d ® Running @ Q mb5.large

Dedicated Hosts

Capacity Reservations

AT ZARNTOFYRAMNERBTFRAINY T

Amazon EC2 2V =T, BEFAIRNY THFRITEATVDE, ROKSICKRTRENET,
cDFE, REFAINYTREETRRENETT, A VARV ABOY T4V IR, TAIKY
TEERLVLEI—Y—TY, FROBAERFRERFICHREE N EEY I EATHY ., TF7FIILEND
"MyDesktopy FhlGEI1I—H—HARELEBE T,

EC2 Dashboard % Instances (7) wfo
ECZ Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X ‘ | Clear filters
¥ Instances
O Name / 4 | InstanceID | Instance state v | Instancetype ¥
Instances
O res-stage2-bastion-host -0523e5480f434581a @ Running @ Q m5.large
Instance Types
] res-stage2-cluster-manager 1-095bdc4c87321a4ff ® Running @ Q m5.large
Launch Templates
Spot Requests O [ras-stageZ-MyDesktcm-demuadm|n4 j j-022826c122d8c78d5 ® Running @ Q méa.large
savings Plans O res-stage2-ProjectWork1-demoadmin4 I-09ba5d8ae152¢6f25 ® Running @ Q méa.large
Reserved Instances O res-stage2-vdc-broker i-041867308771e71d3 ® Running @ Q ms5.large
Dedicated Hosts O res-stage2-vdc-controller I-08800976c757717e6 ® Running @& Q mb5.large
Capacity Reservations O res-stage2-vdc-gateway i-00773bc97cc1e841d ® Running @ Q mb5.large
¥ Images
AMIs
AMI Catalog
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RTREDKRAN

Amazon EC2 A2V —=)LICR T ULEA AR AN RREND E, BREREKTLULETFAIVRNY TR
ARNCHBYEST, OV—IICKRTUEREBOA DV TZARNTZIVFYRARNNEENTVSRES., 45
CEILRA70O N EEHZBEEEF. SATLAOBBNETF THDAEENHYET.

RKORE, BTLVETFAIONYTAVAZRAZRLTVET,

EC2 Dashboard % Instances (10) info
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name ¢ 'y Instance ID | Instance state v | Instance type
Instances
(] res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows 1-demoadmin4 I-092cdfea7e52e9b9a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4d 1-0b3d134f606a53636 © Terminated @ Q mé6a.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a (@ Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog O res-stage2-vdc-gateway i-00773bc97ccle841d (© Running @ Q mb.large

SR IZE X% Active Directory (AD) BEN Y > R

BT, ADREEERHBERTIDLEDICATTARNTIFYRANIANTE S Idap BSED
ONZ ROBITT, EATDRXAXPZOMHDO/NTA—RIZE, REOERKEICADE NS
X—BERRIIBENFHYNET,

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV F/\v &

Windows AV Ky 7 TlE, UTZHEALTHETR Y>3V E2—BRRTEET,
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PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Amazon DCV N—2 3 EHROBE

Amazon DCV R FAIKNY Ty a2 ICEAEhET, AWS Amazon DCV, ROBlE, 1>
ARN=IENhTWBDCVY I RNDITON—>23a 2RI DAEZERLTVET,

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version
Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Server

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

RunBooks ) B RE

ROV, RETDURMEOHDIEE, ThSZRIETDHE. AEOHERFECETS
RENEENTVET,

« AVAN— DM
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+ CloudFormation A& v 7 [&WaitCondition received failed messages E WS XY +—2 TERKIC
KM LU FET, I T —:States.TaskFailed"

« CloudFormation AZ Y I EBICEREQERICE X—JBHANZEEThEL

s AVABRYAY A U I)LE LI vde-controller A"k BUR RS

« IR¥E CloudFormation AR Y I FKEAT I VORI T —ICKVHEIRICAKT S

s REOERFICCIDRZOY INTFX—RTIZ—ARELELL

« RIBERF D CloudFormation AR v JER D kK

+ AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) ARXY VDERDN LK T D
- ID EEBOEE

+ iam:PassRole Z XTI 2RI BV FTLEA

« HZMO AWS 7AHT > RSO T —H—IZ AWS )Y —A D Research and Engineering Studio
ATV EAZFTL LWV

s RBICOJA429%E, 3<<ICATAUR=DICRWET,

s OJAVHEHTEO "I —HFRO2AVELEAI IF7—

« Active Directory ICIEME h7zA", RESICKELTWVWEI1—H—

s BV avoEERICEATESVI—Y—

+ CloudWatch 92 AZ—XZX—2+v—OJ0H A XFIREBIZ—
. Storage

c RESZFALTIZPANIATLEERLELLES, VDIFRARENTREhFELBA

s RESEZNULTTIFANIATLEAR—RLUEA, VDIFRAKINT hEABZWV

« VDIRARASHEAEETERLD

s PO LAFITRENI—AT—ADHI

« RES »' 5 Amazon FSx for NetApp ONTAP Z/ERRLEL A, RXLIZEZMLTLVEEA
« AFTv7Tavh

« AF VT3V NDAT—RAN Failed THD

c AFV T AV, T—TIINEAVR—NTERP O ECLEZRIOTELEICERAEThEE
Ao

s AVIZARNTOTF ¥

s EBBAVAZRANBVO—RNS R4y NITIL—T
s RETFAVRNYTDREE

e RESUITITR—RITEZHO\DIs ZHENERITZINENHD
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Windows Virtual Desktop QAT A > T AT "M EBEBCRETNTVET

&R Y — X CertificateRenewalNode D EA R ICFEIEAE O BMHRATIN S
UBCH#EL TWERBTAIRNY TAERICERTERSBEY L

5 DQRETFRAIMYTUAREBTEAV

T ATV N Y7 Windows D#E#ATIE "#ERESBAUShELLE, RV AR—KIZ—"
VDIsZ7OED I ZVJRETAEZY VTS

HEERIC VDIsAH T —REICED

OJ42#%, VD&Y 23 R3ZHOEARICEBELET

s RERFAIRNYTAVR—FU b

Amazon EC2 A VAR AN AV =)L TR T =4 IBRL R R

AD/eVDI EZ 21— )LICSMTE RN 2 == IC vde-controller 1 2 ARV AN A4 2)LL TV
FITH., APIANILAFIYVIONFNRBLULTVET

70T, V7RV ITFARY VZBELTEMIDEEICTIFVVICRTEhERA

cluster-manager Amazon CloudWatch AZ'(IZ (&, T<user-home-init> 7 HDO MEELERATE
FtA. I—Y—ORPAZF > TVETL ERTFENFT (PHVNEFI—H—FETT ),

O 4 2 ETR®O Windows TAIKRY W TPHO MNFEMCE>TVET, BEEICHH
WEHhELSEET L,

HNEB/EE D AD FREICE TS DHCP A 7> 3> ORE
Firefox T2 — MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env BB

res-xxx-cluster A2 ¥ 24" "DELETE_FAILED, JRE€T. TRole is invalid or cannot be
assumed) TS5 —O=HFETHIBRTE X

O oUxE

VDI OJ oA~ >O0—R

Linux EC2 A VRE VAL 5007 0H 0> O—R
Windows EC2 f ARV AAS0OOJ 0V O—KR
WaitCondition TZ>—®M ECS O OUXNE

> ER

D 7ONA X —ADORE) VTIA N ZREIIROTFTERREOTA IS —
TEARY OQFX—00— T ABEEL &\

RunBooKks W TERE 245
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- VDIAZ7OEDaZVJRETEREHAZY ILTWVWS A, VDI OERFAES 2#I(C VDI & AD
d—¥—cLTada4rTceEn)

« SSOMERERICRES VI 7AR—&)NICOTA>TERE

« AD 1—H—I&, Linux VDIs ZIEEICEELEBTE, 77ANTSOHEFERAL THR—LFT A
LOKNDICTOEATEEEA

s SSHT7 VAN BRI >TVWDE, ADBEBEI— Y —REFBEAARANCTIVELATEEREA
s RESHZIY—AARRY VIC&2>TF7OA & hiz Active Directory DR E B

12 A=) OEE

(N =Xy

+ CloudFormation A% ¥ % I&WaitCondition received failed message s &EWS XY +—I THERIC K
MU ET, I 5—:States.TaskFailed"

* CloudFormation AR Y VA EBICERENERICE X—ILBHANZEE BV

s AVABRYAY AU ILE I vde-controller A"k BUR B

« IR¥E CloudFormation AR Y I FKEAT DI ORIT—ICKVHIRICAKT S

- REQERPICCIDRFOY INTX—RTIS—HARELEL L

- REBIERK TP D CloudFormation A& ¥ JEK D KB

+ AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AZXY VDERDN LK T D

CloudFormation A& ¥ 2 [&WaitCondition received failed message; £€WS XY =—
OTHERICKB L EFF, IS —:States.TaskFailed"

BEEZRFETSICE. £VWSBETO Amazon CloudWatch OJ J ) —7" N E I <stack-
name>-InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, [g
CgaioOJd N —7THFEHH 2560, HRAOICERTEZOTIIL—T2fAXNET, OTJAOGT
Z=XvE—JICE, BEICHIZHABRNI RTENET,

® Note
NTA—BEIZAR—ANF BV EZRRELET,
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CloudFormation AR Y N EEICERETNERICE X—)LBAINfZEELEZV

CloudFormation AZ Y IN EBICERENERICEX—I)IOBEZ2ZIELEN 2 LBEE. UT%
BRELET,

1. EX=ILTRLANTA—=ZNFELKADEThICEZBFELET,

EX—=ILT7RLANELLBEVWDA, PUOEATEZWE S, Research and Engineering Studio
REZHIRLTEF7O0/LET,

2. AVAZAOHTA I OFHIZ DOWVWTIE, Amazon EC2 OV =)L ZREL T EE L,

<envname> 7L 74 Y OAN ® AmazonEC2 1 VARV ANKRTEHE L TRREN, FL
WAVABRDAICBEBRASNBIBEE., XY NI —U K Active Directory DERE IC BEREN &
DUEEMN B ET,

3. High AWS Performance Compute L EZF7'O4 L THAEBI Y —REERL HE
. VPC, 7SAR—KNGTZRYRNENTUYIOHTZYRN, BROTOMDIBIRL 2/NZ
X=BHFARY DICE>THERENECEEBRELET,

NZA=ZOVThANELLBZWEER, RESRIREZHIBRLTETF7O/MT3HENf $25
BFBYVET, FHRIIOVWTR, "®H#ROT7AVAR—)L1 ZZRBLTSEEL,

4. MEOARVY—AZFEALTRRZF7O4LEBEE. XY NDJ—2 & Active Directory #°
FRENDEBEE—BHL VR ZHAELET,

AVTZANTOF ¥4 AR AN Active Directory ICIEFEICSMU EC L ZBERTHI N
BEETY, DATY 7% the section called “4 > AR AY A4 )L F f= & vdc-controller A"k B
REE"L CRABEZEMRLET,

A2VARAY A )L FE=IE vde-controller A" Sk BUIR BE

COBMBEOREAREOEVERRIE. VY —X (M) A" Active Directory ICIEHE S MTE R
WCETT,
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BREZREAL T S IC &

1. X RZA4 A5, vdc-controller DRITHDA ARV ATSSMENEY > a > ZRAKLE
9,

2. sudo su - ZERTLET,
3. systemctl status sssd ZE{TLET,

AT—RANIFTOT 147, KB, FEREOTICIZS—NRRENDEBEE. 1 AR AR Active
Directory ICZMTEELATL I,

[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 317248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[—-31248 /usr/sbin/sssd -i --logger=files
[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[-31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NRRRENRRPRHERNR

SsSMIZ>—0O%7

BREZHERT S ICE:

e RUIONVRSAVAVARANS, cat /root/bootstrap/logs/userdata.log &£
TLTOJ=zR/AELET.

COBEICE. 3SO2OBRKFEOVWTIAANEZSNKT,

BRARFRERE 1: FIEX Idap FEROFHENSADEThEL -

AJZRELET. UTHFEBERYIRENDEES., 12 AR AW Active Directory ICSINTE &
BATLIE,

+ local AD_AUTHORIZATION_ENTRY=
+ [[ -z ' 1]
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+ [[ @ -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

1. RESAZYIDERBPIZCUTONTA—RENAELK A DTN ECEEZERLET,

directoryservice.ldap_connection_uri
directoryservice.ldap_base
directoryservice.users.ou
directoryservice.groups.ou
directoryservice.sudoers.ou
directoryservice.computers.ou

directoryservice.name

2. DynamoDB 7—7 /O EEZEFHLET. T—7 LIk, 7—7ILOT® DynamoDB
V=N HYNET, T—TIBE THEIBENHV) EF<stack name>.cluster-
settings,

3. T

—TILNEEFHLES, BEREA AR A%ZERETL TWS cluster-manager & vdc-

controller ZHlBk L £ ¥, Auto Scaling I&, DynamoDB 7—7 L D&FOEZFERHL THL WA
VAR AEBBRLET,

BAJFERA 2: ServiceAccount I—H—FAELK A DT TLAEW

OJ A 2R 9HSInsufficient permissions to modify computer account, AZXY I ®
ERBFIC AU 1= ServiceAccount EATEEL K BVATREMN BV E T,

1. AWS 12V —JLA 5 Secrets Manager ZH & £ 9,
2. directoryserviceServiceAccountUsername ZREZLET., >— LY MNE THRIHE

A&,V EJ<stack name>-directoryservice-ServiceAccountUsername,
3. —ULYyhEBVTHEHER—DZXRRLET, >—IJLYMET, >—JL Y NMEDHE Z
BIRL, Z7L—2TF AN 2EBRLZET,
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4, ENFEFEILEBEE. REOBRERTHO cluster-manager 1 > A X > A & vdc-controller A
VAR AZHBIBRLE T, BEAT—1U Tk, Secrets Manager DRFEZFEAL THL VA
VARV AZEBBLULET,

BARJRERA 3: ServiceAccount /NAT— RATEL < Z& L

O7C ERRENDBEEInvalid credentials, AXY U DERREIC AN L = ServiceAccount
NAD—RAELLBZVAREEN BV ET,
1. AWS 2V —J)LH S Secrets Manager ZBZ £ 9,

2. directoryserviceServiceAccountPassword ZB®RELET, >—IL YN THIHE
A&V EJ<stack name>-directoryservice-ServiceAccountPassword,

3. —ULYbPERVWTHFER—SZRRLET, >—JLYNMET, >—JL Y MEOHE %
BRL, Z7L—2FTF AN 2BRLET,

4, NAT—RESNEBE, FEEAALENAT—RHFELWAES DA SHWVEE
(&, Active Directory & Secrets Manager T/NXATJ— Rz &Y NTEET,
a. TNAT—RzZUEY KT5IZIFE AWS Managed Microsoft AD:

i. AWS O VY—J)L%zBEE, IZBEHL £9 Directory Service,
i. RESFALUNUODT«4LORNYIDZEBIRL, 702327 BRLET,
i. A—¥—NAT—ROUEY NEERLZET,
iv. ServiceAccount 1—H—FZZAHLET,
v. HILOUNAD—RZAHAL, NAD—ROUtLY NZ2BIRLET,
b. Secrets Manager T/NXAT—RzZUtY NTBICE:

i. AWS 1>V —JL%ZBE&, Secrets Manager ICBEBL £,

ii. directoryserviceServiceAccountPassword Z#&EL&EYT, >—7
LY NE THRIRENHV) EF9<stack name>-directoryservice-
ServiceAccountPassword,

i. =LYy ERVTHEEAR—ZRRLET, >—JLYNET, >—JL Y NE
OEE ZiBIRL, 77L—TFAN Z2BIRLET,

iv. [#mEE] ZBIRLFET,
v. ServiceAccount I—H—0OFHL VWINAD—REZREL., REZBIRLET,
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5. BEEHL EBEE. REOBRERERTHO cluster-manager 4 > AR > A& vde-controller 1 >
AR AEHIBRLUET, Auto Scaling l&, RFOEZFERALTHLVWA AR AZBALE
CB

IR¥E CloudFormation AR Y INKEAT IO RNIT—ICKYHEIRICKKT S

BEQDKEAT DTV NIT—HFERT <env-name>-vdc CloudFormation AR ¥ 2 O HIBRA" %k B
L A vdcdcvhostsecuritygroup, AV —)L&ZFERL TAWSRES MERL BT X Y K~
FhEEF1VTATI—TICEBE NIz AmazonEC2 A VARV AN ERTH B AREMEN BV T
ED

COREZMBRITIDIZE., COFETEEBESNIEITINTO AMazonEC2 /1 AZ VA% KREL THK
TLET, TN, REOHIKRZBHRTEET,

RIEOEKFBICCIDR7AOYINTA—RTIT—HIFRELELLE

REZERTDIE, LARVARAT—RAN [FAILED] ® CIDR 7OY YNTX—RIZIT—H KR
ThET,

IZ—n4Hl:

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

COREEEZBRIDEDICEEETNBZIERAIE xx.x.0/24 £ IE xx.x.0/32 TT,

IRIBER B D CloudFormation AZ Y J4ERK D kB
BEBOERICEK. —EODY—-RERARL =23 NfEgENET, —BO)—>23 20T, BED
BEAREL, CloudFormation AR Y J DERA KK THAeEMN BV ET,

CDFE, BWEZHIKRL, EREZBHATLET., LR, HlOU—23 2 THEREZBHATIZZEE
TEET,
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AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AR Y U DERN %k
BT B

TERBEARZY VDERFROIZ—TREMLUIEBE, (VAR AORBROTOED I _2JH
(= Amazon EC2 /Ny FEAN FHE IFREL ETREAN B XTI,

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

KBMOBRERZHBFET D ICIE:

1. SSMAT—KIYZ—=—Jv—T, NYFEANREEATVRIAESH, BLTIXNTODSIVA
BUACRUTREENTVRILESHZRELET,

2.  SSM RunCommand/Automation D ETEE T, /NY FEHBEED SSM RF 1 X2 NOETH
AVARADORBE—HITIHNESHERELET,

3. RO AmazonEC2 A VABAQOOT 774N T, O—AINA AR AOOTRB&R R
LT, 7O 3 Z20HICA VARV ANBREBLEAESH EHIBLET,

NY FEANMNERTEABENRELEESE., BBHNSPLBLSEE 150BICRESA VAR AD
NY FERZESEBET,
D EENORRE

SUINYAUFT (SSO) E IDEEDRBREALEDREER, REZIANRERTRELE T, SSO XK
EOREICOVWTR, UTZZRLTSEEL,

« the section called “IAM Identity Center T®M SSO D& E"
« the section called “SSO A® ID Z7O0/NA A —DF&E”

EEICHETHTOMOBEEZE NS TN 21—FT4200F3IC@}. L TFTORNS TN a—F14>
TJREY ORSBLTLSEEZL,
(=R
« iam:PassRole ZE 1T I D#ERENHV EFHA
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« BZ®DAWS PHI 2 NAADOI—H—IC AWS )Y —AM Research and Engineering Studio \
DTV EARZHFALEW

s REICOVA429%¢E, IKICATAUR=JIZRYET,

s OJAVEITRO "I FROhVERLEBAL ITT5—

« Active Directory [CIEMIE h/zA. RESICRELTWAI—H—

c BV IVOERKICEATERVI—H—

« CloudWatch 9 ZAZ—~XZ—2v—OJ0H A XFIREBIZ—

iam:PassRole ZR1TT 2RI DV FEA

iam:PassRole 77> 3> 2RI T3HEBRNIBZVEVSTIT—HNERRENERZEE. RUS—Z2FH
LTRESICO—IINZETCENTEDLSICTRDHRENHYET,

—#D AWS H—EATR., FILVWH—EAO-LTERZY—EARALCUYVEhiEO-I)LZEXKTS
KbWIC, BEOO-IILNZZOHY—EACEIENTEXRT, TOLHICE, Y—EALCO-I%Z
BIT OV EAFANBETT,

ROBIOTZ—E, marymajor EWSBETD IAM 1—H =AYV —I)L2EALTRES TV o> 3
VEEBITLERDSETDERELET, L, COT7O2arEY—EANEITITDICE., Y—ER
O—=IAsHEENET O EAHFUNYUETT, Mary IClF, O—IILZH—ERICETT IV EAFHFT
FHY)EEA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

COBE. Mary DR —ZFH L TXFT U —IZ iam:PassRole 77> 3 DRITEZHFATHIHE
FHYVET, YR—IHIBELZFEE., AWS BEEEICSBLVELELSEETV, Y4214 ERER
ZRMUCEYENEEETT,

B2 ® AWS 7HT72 NSO I—H—IC AWS U Y —A®D Research and
Engineering Studio NOTF7 A ZHFTL £V

OTHI NOI—F—PEBADOAY, VIY-ALTIELAIZLEHICEATEDO-ILZERK
TEXRY, O-LDEEZFZEERXIZDI Y —ZEBETEXRT, VY—AR—ADRIZ—FKE
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TOEAOMO—)LJAN (ACL) ZHR—KIBH—EANDBE, ThS5ORU—ZFEAL
T VDIY—ANDT I EAERETEXRT,

A OVTR, UTZZRL TS EE W

s FIBLTWA AWS 7AHTY RETUY—ANOT VA ZRHTBHFEICOVTR, IAM 11—
HW—HARD "MELTVRROAWS PAHI KD IAMIA—HY— QT I AZREITS, =&
ZRLTEEL,

« Y—RN=FA—AWS TAHIVNZVY—ANDOT VL AZRHTZHFECODVTR, IAM 11—
H—HARO "HU—RN—TFTA—DAETE2AWS THIOT IV AZRHETE, 22 RL
TLEE L,

*c D7IFL—232ZBUTITIERAZRHITZFECODVTRE, IAMI—¥—H4 RO "HE
THRAETNEI—HF— (D 7IFL—23 ) ANOT7 7 AZRETZ, 22RLTSEETL,

« VART AV RTORAZO—-ILNEVY—AR—ADRI D —ZFEATRIHEDEVICOVWT
FE. IAMI—HY—HA RO "IAMO—)ILEVY—AR—ADRIZ—DEV ) Z2BBLTEE
Wo

REBICOJA>95dE, 9<ICATAMUR=DJICEYNET,

COREEE., SSORMENHRENEME->TVWBRBEICRELET, BEBEEZBETDICE. O O—
S—AVARAOVEFIVIOL, I5—HFBVHREEEELET,

OJ%#®RI3IClE

1. CloudWatch AV — )l ZzBRA&E£9,

2. OJITI—=7hrs, EVWSBRIOTIN—TRBDFTET/<environment-name>/cluster-
manager,

3. OYIJIN—7%#RWT, OJARNI—LDIZT—ZBRELET,

RERBRTDICIE:

1. DynamoDB 1V —)LZR<

2. FT=TIhsE, EVWSEEOTF—TIN%ERDFTET <environment-name>.cluster-
settings,

3. F—7I)%BEE. Explore table items ZiBIR L £,
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4. TANR—EIV>3VZERAL, ROEHZANLET,

- BME-F—
- ZF-ZBT
+ fE -sso
5. [Run] (£17) ZEIRL E 7,

6. BRENENFHT, SSOREB/AELWVWCEEZBRELET., EL<L<EWIESIF. sso_enabled
F—OE%Z False “ZELET,

Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled -]
4
[ value ] O True © False

7. RESA—H—A2R2—T7ITA4AILRY., SSO ZBREL XTI,

OJA42ETKO "I—Y—NFREOPVEEALI I5—

A—H—HNFRESAVE—TIAARICOATA 2 LEDELEEEIC TI—HF—=NFREO2DPYEEBA,L &
WS IZ—HNERREh, TOI1—H—AH Active Directory ICTEET 25!

o I—HY—AN"RES ICEHEEY., READ ICI1—HY—%ZEML EBE

e IdA—HY—-AHNEERESICABMENTVEVAREEN HYET, RESF 1 HECEICEABTS
o, ROBYPRBRICI—HY—PEINEAELEFEL TERIDIVEN HDIEENHYE
T, I<ICAHTRICIEE., "1 OFIEICHVE T Active Directory ICIEMIE A, RES ICXK
ELTWAHI—H—,

« A—H¥—N RES ICFETDHE:

1. BENYEINELKREESNTVAR L ZHAELET., FHICOVTE., "2 JL54
F2 (SSO) AR ID ZONAZ—DFEEL Z2FRLTSEEL,
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SAML 8 & SAMLE X—J)LOWANI—H—DE X—=)ILT7RLAICIYEZTEZhTWVS
CEEBELET,

Active Directory ICIBfIE hizA", RES ICXZELTWA 1 —H—

(® Note

CDtU<3aId RES2024.10 AFICEAENET, RES 2024.12 BAEIZOWTIE, T
ZSBULTLKECVEAHEFHTEIT IR SEE (JJ—R 2024.12 $ KU 2024.12.01)s RES
2025.03 BABBICDOW TR, T 2B UL K ECSVERZFH CHAE G FEILETSHE (U
1) — R 2025.03 LAF%).

1 —%—% Active Directory [CIBIL TE RES ICBWEEIKE, ADRHE N H—T2HENHYE
9, ADEHAIE. ADIT> MU %Z RESIREICAR—KMNT S Lambda BEICK > T 1 KRB EICE
TENET, BEICK > TR, HFLLVI—HY—FL@EII—72EMNL L&, XROBB7OEANE
TENDETEETDENHVY)ETF, Amazon Simple Queue Service M’ S FEI TR ZRHBTE
9,

RB7OtAZFHTHHELET,

1.

2
3.
4

Amazon SQS 1V —)LZHEEXY,

F1—H5., ZEBRUEI<environment-name>-cluster-manager-tasks.fifoo
XY E—C0EEEZE ZERLET,
XY =B XIZE, ROKSICAHDLET,

{ "name": "adsync.sync-from-ad", "payload": {3} }
XV tE—=20)—=7IDICE, RDKSICAHLET, adsync.sync-from-ad

XV E—IBEHRIDICE., FUVHLABRBFXFIEAOLET. COIMJE, BX5
DURCTONEIXNTOFVHLERREBDIBENFf ®VET. TS5LHVE, UIJIANZE
WENKT,
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vy a nERBICERATERV I —Y—

v alzEENTHIEEEN. Y>3 OEREIC Active Directory ILEL TWS 1 —H—%|
BATERVES, 1Y —RANOTOATA > TIVENHIEENBYVET, v a @ kT7o74
THRI1I—YH—ICRHLTORMERTEET, PUOT A7 RI—H—F, Pr<EE1ERECOTA
VIRMBENHYVET,

CloudWatch 9 S AR —YZX—>v—O7 0O A4 X4IREBBIS—

2023-10-31T718:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

CloudWatch 7 5 AZ—XZX— vy —OJICCOIT—NRRENLEES, ldap BENRL 21—
H—LA—RAFZSTEDAREMN BV ET. COBBEZEBETSDICE. IDP O ldap BRERFEROHIR
Z5|E LITET,

Storage

REY D

« RESZFERALT77ANATLZERLELEN, VDIKRAKNINTREhEFERA

c RESZNLTTIFANIATLEFAR—RLEN, VDIFRAKNIXRTI hEhEL

s VDIRARDSFHEAEETERL

« RES A5 Amazon FSx for NetApp ONTAP ZHERK L EL A, RXAIZSMLTVWERA

RES ZFALTI77ANATLZERLELEES, VDIFRARNIRI hEhFEE
A

T7ANATAR, VDIFTRANTN D NTDHIC "EHARE, RETHIHLENFN HVET, UT
DATYTIR2T, 774N AT LNV BARETHZ 2B LET,

Amazon EFS
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1. Amazon EFS OV —)LICBEBL £ 9.
2. 77ANS AT LOREN FERATETHD D ZBIELET,
T7AINATLORENEATRETEVESE., VDIKRANEZERETIHICEFSET,

Amazon FSx ONTAP

1. Amazon FSx IV —)LICBBHLE T,
2. AT—RANERURETH D 2B LET,
3. Status A" EAABETHE VB AR, VDIKRARNZRETDETHELET,

RESZNULTTIPAINIATLEAVR—RLEAD, VDIKAKNINTY hEhizW

RESICHAVR—RENDTT7AINATALICE, VDIRANY T 7PANTATLZNY I NTED
KA, BERBREFIVTATIN—TIIN—IHFREETNTVRIUENHYVET, chsOT7AILY
AT ALk RES DA TEREND -, RESEBEETZ X1 )FT4JIIL—TII—I)2EBELEL
Ao

FUR—RENLET7AINATALAICEER TSN EEF I VT A TIIL—T1F, ROAINTV RN
74V EFUTIRENHYET,

e Linux"RARASDONFS RS 7 4 Y4 (R— ~: 2049)

« Windows "7/ RARNAS D SMB NZ 7 14 Y U (FR— N: 445)

VDI RAKRD SFHEABTETERZL

ONTAP (&, R 21 —A® UNIX, NTFS, MIXED EF¥21 VT 1 ARSI Z2HR—KMLTVET, &
=\=1 T4 AZA)IE. ONTAP A F—R 7 Ot AZFHIZ1-HICERATEIT IV EAHFAORAT
NSO T IV EARFAZEETEDRIVZAT U NEATEZRELET,

EEARF, RVI-—LAUNX EFIVTAARAMIINZERLTWVWRIHEETE, ONTAP OXILF
Z7ORJLNBHEICKY), SMBOIZA T NEBIEHRET—RICT IV EATERY (L, B
WALB RURBAETNBDBEICRYET )o L. ONTAPRE UNIX VZA T ROINFRAT 14T
V= I)ZFEALTEETED UNX 7V EAFAZEALET,
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TOAFAREOI—RT—ADHI

Linux 7—20—RTO UNIX ARAI)ILORY) 1 —LDEHA

TOEAFTE, fEOI1—H—0 sudoer TRRETEXRT, L&A, XDOHITE. /<project-
name> 4 LU MJICH T B <group-ID>TEBHAMY/BZERAKT IV EAFTOITXNTOX Y
N—ZHELET,

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

Linux & & T Windows 7—2J0—RT®O NTFS AZAIINDOR) 1—LDOERA

HETVEAFTR., BEO 7 A INAORE7ONT 1 Z2FALTHRETEET, LEAF, 1—
H—user_01& 7 #)E HFHBFEEmyfolder. Full Control, . ChangeE ik OF Ut AFF
AReadZ AllowFE fzlF ICERETE £ 9 Deny,
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+ | T Documents Properties X
(- - —
r N

E:[] ~ Permissions for Documents X

1 Share Pemissions o

GFEIUFI Or Lser Names:

Evernyone
e
 folder
folder
Ider
i folder
Pemissions for Everyone
Full Control folder
Change
Read folder
folder
folder
S folder
folder
folder
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AR I1—LAL% Linux 94T > Ne Windows 7547 NOBETHEATZHEE, Linux 1—
H—Z%F LU 1—H—= I domain\username M NetBIOS RX A > EZERICHEEMN T2 RAEIIYE
VO % SVMIZRRETHDHBENHVYET, i, Linux I—H—& Windows I—H— DB TEBRT
BPEHICHETT, VT77LURAICOVTIE, "Amazon FSx for NetApp ONTAP IZ& 2 Y ILF 7O
RIOILD—20—ROEML) ZZRLTLEZ,

RES A5 Amazon FSx for NetApp ONTAP Z4#ERK L EL A, RXALIZSmL TL
FtA

{7, RES OV —JLA S Amazon FSx for NetApp ONTAP Z#ER T3 L., 77 AN AT LIRS
O aZ> JdEnETH., RXMVICESMUER A ERL T ONTAP 77 1)L AT A SVM
ERAAVICEAET S, "Microsoft Active Directory SVMs D#E4& 1 #Z 8B L T, Amazon FSx
OV =LOFIBIZH>TLKEEW, BEBT UV EAFFAA AD ® Amazon FSx Y —ERATHD >
NCEFETNhTVWRZEZRABLET, SIMARXAVIZEREESMLES, SYIMBE>TI VR

RA4N>SMBDNS BICBEIL, BRTHEICEDLEHDNS EZ2IE—LET,

RXAVICEALES, 9T5ARX—RE DynamoDB 7—7 )L M SMBDNS SREF —#MEL T,

1. Amazon DynamoDB 1>V —JLICBEIL £,
2. T—7 ) &BIRL, %ERL EFF<stack-name>-cluster-settings,
3. TExplore table itemsy T, 71 EX—ZRBAL. XOT71I)LZ—ZAHLET,
- BiER - F—
« REF-IZELL
 {E - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. BEhZEHBZERL, RIZT0>a>, GEEEBZERLFT,
5 Uil JE—L 77 SMBDNS ZCEZEHMLET,
6. (RFLTHU®] ZBIRLE T,

TSI, T7ANDATALAICBER TS A EEF I UFT 1 TI—7H, Amazon VPC IC&BD T 7 A
WOATLATOEADARO—)THRENATVWERNS 74 0ZFTLTVWBCEZERLET,
T77ANATLZERATEIHLV VDI RARNE, RXA2IZSMLTWD SVMETT7AILD AT
LBZNTDRNTEDBDRSICBEYEL =,
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F/zl&. RES Onboard File System #8EZ AL TRXA 2V IZBEICSMLU TVWABEFOT7 74T R
TLAEAVR—RIBDEETEETT, REBENSTPALNIATAL, AVR—RITIFPAILZART
LZBIRLET,

AFv7ayv i

KEY D
« AFYVT723Y R NDAT—RAN Failed TH D
« AFVTTavhG, T—TINEAR—RTERA>EECEEZRIOTEEEICERAELEE

ATV 723V NOAT—RAN Failed TH B

RES RF Y723y AR—=IT, RAFY T3V NOAT—RAN Failed DIFE, TF5—HFREL
BB, 95AX—IFZ—> ¥ —0 Amazon CloudWatch A I —7 BB THETREAZEE
TEET,

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

AFv72av NG, TTIINEAVR—RNTERBA 2 LLCEEZRIOTELEIE
HAEhFRt A
UE D env A SHBLERTY T3y MLV env ICEAThBWVWEER, VSRR X—

2+ —®O CloudWatch O AN TREEEZBELE T, BERT—TINITIRFAVR—KEhi
WCENRBBTERENTVERHEEREF., AF Y723y NNFEMNBIRETHD L EERELET,

1. metadata.json 77 A J)LEA T O—RL, EEETEET—7 )LD ExportStatus D AT7—R AN
COMPLETED TH3 L Z2HRLET, X FE4LT—7I)LIZ ExportManifest7 4 —JL RA
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REENTVWA L ZBFELET, LROT A= RARETNTOWEWESE, ATy T3y
NEEWBZRETHY, RFYT23ay NOERABETEEATEEEA,

2. ATV 72 ay NoERERKBLES, RESTAFTY 723y NOAT—R AN COMPLETED
L2 TVBREZBERLET, ATV 72aYy hNOERTORAICEZRKRS5~10 00D E
To ATV 723y NEER—JEBO—RFLEFEBT7I7EALT, AFv7>ay NFEEIC
ERENECEZBREBLET, ChiCkY, ERENERAFTY T2 a3y MBI RREICEY E
¥,

12T ZANZDOF+

NeEY S
« EBBAVAZANEVWAO—RNSG Y —2—45'Y NTI)I—7

EEBBAVARANFBZVWO—RNZ Y —2—5Y NTII—=7

F—N—I5— XY t—IBEQOHBEN Ul CRRENDH, FRAIMNY T Y AVHFBERTESL
WEE, 4127 FARNTZTF ¥ D AmazonEC2 1 ARV AICEBEAN H D WRMEANH VKT,

BEOREREHETDHEFK., £9 AmazonEC2 AV —ILT, B#YWERLETL, ILLA AR
VAILBEBRIASNTVREEDND AMazonEC2 A VARV AN B WA ZHRTDETT, T
M35 & . Amazon CloudWatch logsZ #5923 C & TRENMHME hBBEEFHUET,

£5120FFR,. DATLAAOO—RNZ Y —Z2HEIZETT, JATLICEHEN 5T
M HDCEZRIOE,. AmazonEC2 OV Y =)L TROD 2 12O0—RNZUH—I2, RS h
EEBBAAR ANRRENBEWEETT,

BEOABOBFEZUTICARLET,
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EC2 Dashboard X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

¥ Instances

Instances Details

Instance Types

Launch Templates

Target type Protocol : Port Protocol version VvPC
Spot Requests

Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad10chse [2
Savings Plans
Reserved Instances 1P address type Load balancer

1Pva res-bicfn3-external-alb [3

Dedicated Hosts

Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0

AMIs

AMI Catalog » Distribution of targets by Availability Zone (AZ)
elect values in this table to see corresponding filters applied to the Registered targets table below.
v Elastic Block Store
Volumes

snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Network & Security Registered targets (1) Register targets

Security Groups
‘ Q Filter targets 1 [o]

Elastic IPs

Placement Groups O Instance D v | Name v | Port v | zone v | Health status v | Health status details

Key Pairs
[m] 1-0ba5d508631f20043 res-bicfn3-cluster-manager 8443 eu-central-1c @© healthy
Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

Healthy T RUA 0 DBE, VIVITANERETE S AmazonEC2 1 VARV AN BV &R
LET,

Unhealthy T KU A 0 AADBEIE, Amazon EC2 1 VARV AN BIRL TV S AlgeEN H V) F
T ctild, 1 VARN=ILENTVRTTIVT—232YTRIDITHIANLAFIVOICEKELTY
BOWCENRRTHDAEMEN B ET,

Healthy T> N & Unhealthy T R OWEEA 0 DFBE. XY NIT—VOREZADOAEEMERL
F9, LA, NTVYIHTRYRNETTAR—=NGFT XY NI, HIETD AZs FEVEE
FHVET, COREBIRETDE, IYRND—IORENFFEIDEEZRTEMOTFANNTOY
V=)ICRRENDBENHYET,

BRETFATIRNY TOEE

NeEY D

* RESTYI7R—ZITEHD VDIs 2 RB/BERITIBENHD

Windows Virtual Desktop QAT A > T AT M EBEBCRETSNTVET
SAEB1) Y — A CertificateRenewalNode DA ICFIBAE QBRI TN D
DENCHEL TVWERBFRAINY A EREICERTERS<AYELE

5 DNRBTFAIRNY T UARBETE )
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« ATV MY 7 Windows D#E#iAITId "EEABAUShELE, FFAR—KNIT—"
« VDIs7OED I Z_ JRETAZY VTS

s EERIC VDISHA TS —IREICKED

s OJ4%. VDI Y2 a R3ZANEEICEBHLET

RES VI7R—ZITEZHD VDIs 2 2B/ BRITISEN HD

Z8O VDIs ZNY FTRBEAGBR IS L, DynamoDB T—7 I 0o7OEEDa_—_ Jd&EnikR

IL—7"Y N (5~20) environment-name.vdc.dcv-broker.dcvServer A" SREETNTWVWS =%
TIT5—RREICKRDAEEN BV KT,

COMBEZERITSICE. RIZRTKSIC. AWS DynamoDB 1>V —ILMenvironment -
name.vdc.dcv-broker.dcvServerT—7 I OB AFGEAEV) /EZAKF YN FA—IZY K
Z, BEOFYNTA—ERARATF—RICEIVWTEETEEXT,

>
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Edit read/write capacity

Capacity mode i

simplify billing by paying for the actual reads and writes your application performs. Manage and optimize your costs by allocating read/write capacity in advance.

() On-demand ] [ © Provisioned

» Capacity calculator info

Table capacity
Read capacity

Auto scaling | info
Dynamically adjusts provisioned throughput capacity on your behalf in response to actual traffic patterns.

O on
O off

Minimum capacity units Maximum capacity units Target utilization (%)

(s ) (= ) (o )

Write capacity

Auto scaling | info

Dynamically adjusts provisioned throughput capacity on your behalf in respense te actual traffic patterns.
© on

O off

Minimum capacity units Maximum capacity units Target utilization (%)

G ) (= ) (o )

v Historical capacity usage vs current selection

To see detailed historical read and write usage data for your table, go to Cloudwatch [%

Read usage vs current unit selection Write usage vs current unit selection
The number of read capacity units consumed over the last menth. Learn more [7 The number of write capacity units consumed over the last month. Learn more [
Filter displayed data Filter displayed data
[ Filter data v ] [ Filter data v ]
20 == e e e e e e e e e e e e e e e 30
25
15
20 -
10 15
10
5
5
0 P °
Mar 30 Apr6 Apri3 Apr 20 Mar 30 Apr6 Apr13 Apr 20
07:00 07:00 07:00 07:00 07:00 07:00 07:00 07:00
Time (UTC) Time (UTC)
== Maximum capacity units == Consumed read capacity units == Maximum capacity units == Consumed write capacity units

520 VDIs ZEBBTDICIE. WIWCUDEERAKAARL—IVHAMBETHY ., SABY/EFEIA
AEYNITA—IZYRNEZEETDE, RESOORNHEETHAHEMN BB ITEELTL
ZEWV, FMICDWTIEE. Amazon DynamoDB OB E&ER—JT7OED a2 RFY /NI T1ORE
ZHFELTL<EE\, DynamoDB
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Windows Virtual Desktop DO A > FHO 2 R EBEICKREENTVET

RES 7 I 77R—2%)L T Windows Virtual Desktop ZR2BET&E 24", BERKICOJA 2 THAI ME
BEICEREENTVSESE. Windows VDI A Active Directory IZIEEICS ML TWEVHREMEN & V)
9,

MR I BICIk, Amazon EC2 2V —JLA S Windows 1 > AR AICERHEL., OT—RAKNTY
707 =ML EIC:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-
windows\e THEDIZ—XYt—[Join AD] authorization failed:l&. 1 AR A
HFADICSIMTERBA 2 IECEEZRLET, BEOFHMICOVWTE. OJY)L—74 T CloudWatch
@ Cluster Manager O% /<res-environment-name>/cluster-managerZ#z L T<E&E V),

* Insufficient permissions to modify computer account
c COIZ—k, Y—EARATAHDNIADICOAVELI—2ZEMTZENET IV EAFAN &
WZ &ZRUE T, Microsoft Active Directory DY —EATHIO N&EFRETS T, O3
T, Y—ERAT7HVNIBEBRT VAT ZERL TLEEL,
 Invalid Credentials
« AD DY —ERAT7HV Y NOFERHROBMHRI T TVS A, RO LFRIAIEBAIEEENT
WET, Y —ERAT7HIY NORIMEREBRBRELIEEH T SICE. Secrets Manager 1Y —
WCNAD—REREFETED—IVLY NMITUVEALET, RES IRED Identity Management
R—= M Active Directory Domain @ Service Account Credentials Secret ARN 7 1 —JL RT, C
D>—ILYRNDARNDNELVWC EZHBRELET,

S\EB1) Y — A CertificateRenewalNode O E A EIZEIEAZS O A ZIERN YIS

AE)Y—ALZEZFT7OA L, Linux VDIs ND#E#:"The connection has been closed.
Transport error"HlZ EVWSIT—HARELLBE, KRETEMEOSWVWEREIE, Linux T pip
AVARN=INADNELLBVLESICEBNICEHRFE NBEVHRINOLRETT, (ASOEVH
BRI 3NATT,

Amazon CloudWatch OJ 7 I)L—7" &, ROKSHBXY - TEFERTIZ—Z207ICRRT
% <envname>/vdc/dcv-connection-gatewayZ &N H Y £ I,

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-
gateway | dcv-connection-gateway_10.3.146.195 |
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| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195

BREZHERTSICE:

1. AWS PHUY KT, EC2LLBBLET, EVSEMDI VARV AN & BBAR-
CertificateRenewalNode-*, 1 AR AZKTLET,

2. Lambda ICBEILET., EVWSEREID Lambda BIBA RIRENE T, Lambda I— RIZKD&KS
BEOHNBZEVWA*-CertificateRenewalLambda-*®EL T EE L,

export HOME=/tmp/home
mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}"'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh

3. BEHOAZFIY—RACerts ARYITFT7L—RNID2WTWR, 2552 BLTLEEV, T
7L—KNT Lambda J—RZRBDFE9: JY—2RA - CertificateRenewalLambda - 7’0 /\F 14
—>:|_|\“o }5'(0)&573150)75“5)")*3'0

sudo yum install -y wget

export HOME=/tmp/home

mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py
mkdir -p pip
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python3 ./get-pip.py --target $PWD/pip
$PWD/pip/bin/pip3 install boto3
eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

VERSION=3.1.0

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -
0 acme-$VERSION.tar.gz

tar -xvf acme-$VERSION.tar.gz

cd acme.sh-$VERSION

4. *-CertificateRenewallLambda-* Lambda BEOATFY 720 93> &2ATY T3
ODO—RICBEMZAET., T7O4%ZBIRL., I—REENEMCERDETEHEEET,

5. Lambda BEEFETRUH—F2ICEF. TAMZRTICBEHL, TAMNEZEBIRLET, BNO
ADRFBEBV)EHA, ChIZKV), Secret Manager T Certificate >~—%2 L ¥ ~ & PrivateKey
—OLYNEEHITBDAAEEC2 A VAR ANERENET,

6. BETED dcv-gateway 1 > AR A& # T <env-name>-vdc-gatewayL, BEIRT—D>JJ
W=THFHLOWA AR AZHBNICTF7O/1T2DEHEET,

DETIZHEEL TOEREBTAINY T ERBICERTERSAZYELE

TFAONY TEHENABAUShLEY), BETELBLSB2EY)TDE, EBEBLD AmazonEC2 1 VA
BRUOANKRBTBDN, AmazonEC2 1 VARV AN RESIREDAT TR TR LERFEFEILEEhi-Z &N
FRTH3U8EMNBNET, EBEEUIOAT AR, EEETREZSIEHERTITIESHN
HYETH, BEOATEEXBLET,

Amazon EC2 AV —IZFEAL T, A1 VARV ANFKRTELEFELEEhLEAESH ZHKTT D&
ENHYET, FLELESBEE. €85 —ERBLTHTLSEEZV, RENMrMTLESEE. BIOFA
IRV TZERTIVENHYYET, I—F—DOFR—ALAFALIRNVICREESNET—RE, FHILL
AVARAORBEICSIEHREFATEET,
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BEIICKRBUIEA VAR AN ERE U CEERTENTVWRHBEE., EEE VI ZEALTRT
TRIRENHRIBEENBYUET,

520REBTFARAIVNYTULEBETEEZV

A—H—HNEHTERRB/TFRAINYTOBROTT7AILEOFIRE 5 TF, Chik, ROKSICE
BEU ZFERALTEBENEETEET,

« FTAVRNYTREICBBLET,

[_ﬂg] 97‘#&33’_2?)_\'[./353—0

7O ORSERI—H—HBLEYOTT7 A NOFAEN LY I ORRAICHIEET (41O
VEEBRL, EZBHOFHLWMEICEELERT,

[Submit] ZEIRL T EEE W,
s R=DJZEHLT, FLLREFRETNTVREZHFELET,

FATNY 7 Windows D#EHERTIE T#EENMBEALUShELE, RS AR—KT
3_"

Windows 7*A T kv 7##A" Ul T2 — "#EAEMUSsShEL L, MV AR—KT
Z—1 o Windows 1 2 AR ATOFAEDERICEET S DCV H—N—=V T NI T T OBEN R
ATHDAREMELS B ET,

Amazon CloudWatch O 7 I)L—7" &, ROKSHB XY - TEFERTIS—207 ICRRT
%<envname>/vdc/dcv-connection-gateway B & H VW E T,

Nov 24 20@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:
Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: QE9ESC4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:
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Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:
General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: I0 error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

COF/E,. SSMEYSa U Ix—2v—%FEAL T Windows £ VAR ANDELEZRE, XD 2
DOFAERE TV 7AMIIZHIBRT D ENBRENDZEEN HVYET,

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

774V EBNICEERE N, ThUBROEGFEITHIRN TS AREL B XY,

COFETHBEZBAL., Windows TRV MY 7OFHULVWEBTREUIZ—HFRELEESE. V
TRODITAZY OOER BEEFEAL T, BEARENLEIARAETV 7ML EECEEAIAZA
OF LW Windows V7 RIVITARY VRERLET, ChickY), EESEBEERICERATE
% Windows Y 7 RV ITARY UNERENET,

VDIsZ’OESaZ JRETAZRY VT3

TFAVNYTEBFrEBEZEVIO7OED IV TREOEETHDH5EE. WO2HPOERNFER
5h&EY,

EREBETDICEK., TRAVNYTA VAR AOOQT 774 2HBNX, BEORREZ>TWVWSH
REOHDZIZ—ZHLET, CORFIXUNIK, OY 77 4)LE Amazon CloudWatch O9 &
L= DUARNFEENTSY), BABOTBLTARY MEBRY—AREVWSSRIIHFFVNEED
JAVICHEBEBBRAIEENRTVET,
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COBEORENZRREROEL TT,

« FEAHENTWVS AMIID & software-stack & L TEBFEENTVWETAH, RES TlEHR—KEThTV
Tt A,

Amazon XA X— (AMD) ICSEBEBREFLEEY I EWES, 7—NANZYZ770OE
SAZVIARAVIVTRNERTTEERBATLUL, Linux 1 VARV ABE, 1 AR A/Toot/
bootstrap/logs/MOT 77 AI)ICIE. ChICBETR2ERBBERNIEENTVEIHENHYE
¥, AWS Marketplace A SEUEL 7= AMIsID Ik, RES TFAURNY TA VAR ATIRREEEL &L
BENFHYVET, HR—KREhTVRIDLESHEBRBITDICE, TANNSBRETT,

o« I—H—F—RZAV DT NE, Windows RIEFRAIRNY TA VAR AN DAR L AMI A SEE
ThiEZBICRTENFERA,

F72)RTR, I—H—F—RAV VT & Amazon EC2 41 VAR ADREFIC 1 BIETE
hEYT, BEOREBTFAINYTA VARV AL S AMI ZHERL., TOAMIICY 7 RTITA
2V 0BRLT, COVIRNIITAEY ITRHORBTFAINY TZEBLELSETRE,
A—H—F—B2ARA7VTREFHLWMRETFAIRNY TA VARV ATRETEhE A,

CORBEEMBRTBICIE. AMIDERICERA LU ETOEREBTFRAINY TA VAR ATEREL
LT PowerShell AN R4 ROEBEE, XOOX RZEFTLET,

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

RIZ, AVAZVADSHFLWVWAM ZERLET, HILLWAMIZERALTY I RNIDITARY D
ZEFL, BTHLWMRETFRAIONY T ZEBHTEE T, 7OED a2V JREOFEFFODA 2 AX
VATEAUON REERITL, 1 VAR AZBEHL TRETFRINY 7Y 30 Z28ETS
CEETEFRTHN, REZADOHS AMI A SHIOEEFRAINY T72EBHTHE., AIUBENE
ERETDEIEFELTLSLEEL,

HEEI&IC VDIsH TS —IREEICHK S

ZZASNBEBE 1 R—LT7T7AINIATAIL, BB POSX TV EAFHAZEFE > I-—HY—0OF/L
TRNUBFHIET,

chiE, ROZFIVANFETRERIBEEAITAEAETHDAREEN BV ET,
1. 704 &l RES /N—2 32 1F 2024.01 AT,
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2.RESAZYIOF7OA4FIC, O BHN (CEREEnableLdapIDMappingE E L True,

3. RESAAZ Y IDOF7OAFICEBEENLER—LT7AINS AT ALK, RES2024.01 &V EID
N—23a>TEREnED, % EnableLdapIDMappinglci8EL TUBIORETHEAE L E
L #=False,

BRFEIE: 77ANATLAAOI—Y—FT14LIN)ZHIBRLE T,

1. V7A=Y Z—J ¥ —7RARMAND SSM,

2. cd /home.

3.1s- (&, adminl, BEDI—HY—BIL—HIBTFALINIBZFEODFALINIZ—H&
RIBMBENHY ETadmin2,

4. F4 LUK ZHIBRLUE Fsudo rm -r 'dir_name', ssm-user ¥4 L U KN1J & ec2-user
FALORNUZBIBRLBEWTLSEE L,

5. I—H—A#FHLWenv CBEICABENTVWRHEERE. 1——0ODDBF—7 LA S5I—H—
N ZHIBRL £ (clusteradmin Z R <),

6. AD FHADBE - VS ARX—X X —2 ¥ — Amazon EC2 sudo /opt/idea/
python/3.9.16/bin/resctl ldap sync-from-adT=E{TLET,

7. RESTITJR—=INHS ErrorRED VDI A VAR AZBEBHLET, VDINH 20 0T
ReadyREICBITID L 2HERELE T,

OJA42#%. VDI Y2 a2 R ZA0EEICEELET

OJ42#%ICOAVY=IILEY232RA47OVDI Y2 a2AFZATHELAEVEE. X H—/N—
FENATVWRZEZERLET, chld, DCVATFRAIRNYTZARNI—-I2TJLELS5ELTV
8. ANU—322T9% 0SS DRABENRRTHAAEMIHNET, COREAEKOFEVER
&, Xorg REDBETT, ANIX RERITLT, F7AI) D Xorg REICH KR KEFL ZL
KRIOICTEXRT,

Debian X— A ® Linux:

dpkg-divert --package nice-xdcv --divert /usr/bin/Xorg.orig --rename /usr/bin/Xorg ln -
sf /usr/bin/Xdcv-console /usr/bin/Xorg

Red Hat X—_A® Linux:

rpm -q --whatprovides /usr/bin/Xorg && \
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cp /usr/bin/Xorg /usr/bin/Xorg.orig && \
In -sf /usr/bin/Xdcv-console /usr/bin/Xorg

RETFAVRNY TAVR—F2 K~

KNy o
e Amazon EC2 A VARV AN AV =)L TR T =4EV)IRL KR

« AD/eVDI B2 2—)LICSMTERN 2278 vde-controller 1 AR ANY A O)ILLTVE
FH., APIALAFIYVIONRKRBLTVWET

« Z7O2IO0KE, YVZRDITARAEY VEmELTEMIREEICTINE IV ICRRENELRA

« cluster-manager Amazon CloudWatch O (C &, <user-home-init> 7HV 2 NEEREFATEE
BA, I—H—0ORPEF > TVET, ERRENFET (THIYNEI—HY—ETT ),

s OJ A4 RTED Windows TAIKRNY TIZ TPHIORDEMICHE>TVET, EEEICSHV
EhE<EET VY,

o HEB/EEED AD REICEE TS DHCP A7~ 3a > DEE
 Firefox TS5 — MOZILLA PKIX ERROR_REQUIRED TLS FEATURE_MISSING

Amazon EC2 A VARV AN AV —I)L TR T Z2i&VIRL R

AVTSARNTGIOF VYA AZ AN Amazon EC2 AV — )L TR TEHEL TEVYIRLRRE N
2548, FERETOREICEEL TVWAAEMEN DY, 1V TFARNTIFYA AR AZRATIZ
LO2TEBYWET, LTI, EREBETSDHEERLET,

Amazon EC2 11>V — )L T vdc-controller 4 > AR AN K TIRENEVIRLURRENDHEEE.
=LY RBRINFELLBEVABEMN HVET, RESICK>THFENDI—IL Y NI, A
VI7TARNTZOF YD AmazonEC2 A VARV AILTRAYFENLIAM T 2RO  A—J)LRY
—O—HELTHERAETNZ RTINS ET, vdc-controller 44 2)LLTWT, CloudWatch O
IIN—TICRDIT—HNERRENEEE, — LY M ELLKRIFHFERTOEVTREENS B
F9, D—ULYRNIRK, RORTEFFZIBEN BB EICFELTLIEEL,

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
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"res:ModuleName":

DI Z—® Amazon CloudWatch O XY =2k, ROKSICRRENET,

An error occurred (AccessDeniedException) when calling the GetSecretValue

"virtual-desktop-controller"

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-

Certs-5W9SPUXF@8IB-F1sNRv
because no identity-based policy allows the secretsmanager:GetSecretValue action

AmMmazonEC2 A VAR AN RTZ#F IV OL, LRBOVARNE—HTBEZBIELET,

AD/eVDI EZ 21 —=)LICSIMTERA 2 i8I vde-controller £ 2 ARV AN YA D
JJLTVETH, APIAILAFIYVIONKRBLTVET

eVDI EZ A —ILIANILAF IV IICKBLEGE, REAT XAV AVICUTHFIRRENE

ERD

Modules

Environment modules and status

Module

Global Settings

Cluster

Metrics & Monitoring

Directory Service

Identity Provider

Analytics

Shared Storage

Cluster Manager

evDI

Bastion Host

Module ID

global-settings

cluster

metrics

directoryservice

identity-provider

analytics

shared-storage

cluster-manager

vdc

bastion-host

Version

2023.10b1

2023.10b1

2023.10b1

2023.10b1

2023.1001

2023.1001

2023.10b1

2023.10b1

2023.10b1

Type

® Config
@ stack
© stack
@ stack
© stack
@ stack
© stack
® App
®App

@ stack

Status

® Deployed
®@ Deployed
® Deployed
@® Deployed
® Deployed
® Deployed
@ Deployed
® Deployed
® Deployed

®@ Deployed

API Health Check
(© Not Applicable
® Not Applicable
() Not Applicable
© Not Applicable
(© Not Applicable
© Not Applicable
( Not Applicable
@ Healthy

® Failed

® Not Applicable

Module Sets

« default

« default

+ default

« default

s default

+ default

« default

» default

« default

©
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COFE. TNYTO—MWNBNARK, VF7ARXR—NZ—T v —0 CloudWatch AV ZFANXB & T
T, (EVWSEROOTTI—7%2H L £9 <env-name>/cluster-manager, )

ZXS5NhBEE:

s OJILTHFANDEENRTVWREF A Insufficient permissions, res AX Y I DEREIC
FBEE Nz ServiceAccount I—H—FDARINAELWVWC EZERBL TS EE L,

a717 041

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

Q00020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data @, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

« SecretsManager 1>V —)LA5, RES 7' 04 HIZIRfHEE 115D ServiceAccount 1—H—H (I
TOtATEET, Secrets Manager TRETZD—IL Y NEREL, 7L—2FTFANDOE
BZERLET, I —BHFELLBVEER., MEZERLTO—IJLYMEZEFHLE
9, JWIED cluster-manager 1 2> AX > A& vdc-controller 1 VARV AZKTLET, HiLL
AVABRVARERELEREICEYET,

s BUEINLEAT VY —AARY JICK>TERENLZUY—-AZFEALTVBRIFE, 1—9—%F
(& "ServiceAccounty THBEULEN HV)ET, RES OF7O4 HIC DisableADIoin/NT X —
2 A False ICEREE N TWVWBIBEWE. ServiceAccounty 1—H—IC AD TAE1—42F7>T
IRNZERTRT IO EAFAN BB Z2BFELET,

s FAHALEI—Y—8BNELVWY, OJICTFANFEFEFIhTVWSESInvalid credentials,
AALUENAD—RABEE->TVD D, BRI TVSAEENF HY) ET,

0717 DAl

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

s REODERFICADLE/NAT—RIE, Secrets Manager 1>V —)LIZ/VAT—R
EREFIBR—VLYNITIVEALTHEIMB ENTEERT, >—JL YN (K
E<env_name>directoryserviceServiceAccountPassword) Z#IRL., 7L—2FF R
NOERSZERLET,
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« =LY BRONAT—RAELLBEVEER, MEZERLTO—ILYMNDEZEHRLE
9, JWIED cluster-manager 1 > AX > A& vdc-controller 1 VARV AZKTLET, HILL
AVAZRVAREFHENEZNATD—RZFEAL, RELLEREIEZYET,

« NAD—RNELWHE, #HiE iz Active Directory TNAT— ROBMERA TN TWS T
BEMEAN H V) ET, £ Active Directory TNATD—RZUEYNLTHAS, —JL Y NEEH
FTRIYLENBHV) ET, Directory Service 12V — LA S Active Directory TIL1—H—D /N AT —
Rz)tEY NTEZET,

1. BYBT4LIKNJID Z&IRT S

2.70>3ary, A—¥—NAD—ROUtY hZ2ERL., 1—H—=F (ServiceAccounts % &)
EFLWNARAD—RZTF—LICAHDLET,

JHUKBREULENAT—RAUBONAD—RERBDFERF.
J59 % Secret Manager >—2J LY RONAD—REZEFHLET (Hi:
<env_name>directoryserviceServiceAccountPassword,

4. BTE D cluster-manager 1 > AR > A& vdc-controller 1 VAR AZELTLET, HILLA
VARV AREELEREICEYYET,

7OIO0RE, V7RI ITARY VZmELTEMIBEEICTILETVIZERT
ThEEA

COBBERF, 1——THIoNEAD ORBICEETZROBEICEEL TVWSAgEMNl HY)
F9, CcOMBHIrRELLEBEEE. VTAZX—IX—T ¥ —0O Amazon CloudWatch OJ J )L—7
TI7—<user-home-init> account not available yet. waiting for user to be
synced ", ZFIvOLT, EERABAUAPBEELTVWA L ZHILET,

cluster-manager Amazon CloudWatch O IC &, T<user-home-init> 7> NG &
ERATEFREA, I —ORPZF >TVET Y ERTENET (THVNE
J_—"f—g_@? ) o

SQS HTRIVZAN—&, I—HY—TFTHIVRNITIOEATERZRVLZO, ES—RETERIL—T
> TWET, cOO—RE, - —0ORBPICI—HF—DR—LT 7ML AT LZERL &
SeLEEELCRNIA—ETIET,
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A—Y—THIOBNITOEATERZRVERIE, EHPO AD [CXL TRES AAIELL
HMEETATVWEVTREMENHYYET, HEXIE. BIRESIREDERBICHERAE N
ServiceAccountCredentialsSecretArn/NSX—ZDENELLZVAEEN BV ET,

OJ 4 2ETEEO Windows FARAIKNY T2 TFPHID MHEMCHE>TVET, B
BEICBEAVEHLESEET L,

CORP\adminT

Your account has been disabled. Please see your system administrator.

A—¥—AFOvI7En-EEICBEOJA > TERZRVERIRE, SSOBRHTEREICHA>F LI
#. RES AICREE N AD TI—H—AEMCBZ>TLWE AR B XTI,

AD TA—HY—=TAHIY MBI HE>TVBRHE, SSOOTAVRB>ERHLET,
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NER/BEZED AD FREICBI TS DHCP A7 3> OREE

J% B ® Active Directory "The connection has been closed. Transport error" T RES
ZFERATHEEIC Windows REFAIRNY T EVSTS—AREL HFSIE. dev-connection-
gateway Amazon CloudWatch O TRXD RSB R ZHBFEL T EE L,

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc08a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped
MB®OVPC ® DHCP #7233 >IC AD RXA VA NOA—Z—2FALTVRHER. UTZTS
BENFHYVET,

1. AmazonProvidedDNS Z# 2 DD RXA > NO—F— IPs,
2. RXA>&%& ec.internal ICERELET,

LUTRICHlZERLET, CORENKVIBS., RES/DCV & ip-10-0-x-xx.ec2.internal KA M B ZBRET
7%, Windows FAVRNYZTERNTVAR—RNIS— ZERLET,

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS
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Firefox T7 — MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Firefox VI 7 75OH2EAT3 L. RETFAIVNY T ILELELELSETS
& . MOZILLA_PKIX_ERROR_REQUIRED TLS FEATURE MISSING E WS IS—XvtE—I A%
REhdZENFHYET,

FEEIE, RES I 7H—/N\—# TLS + StaplingOn TEY RT7 Y7 h TV, Stapling
Validation TIHZ&L TWE W & TT (https://support.mozilla.org/en-US/questions/1372483,

(&, https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing M gRICHE 2
THBETEET,

Env HilB&

(N =Xy

» res-xxx-cluster AX Y 25" "DELETE_FAILED, YRR T. [Role is invalid or cannot be assumed_
I5—OEOFHTHIBRTE W

- OJOWRE

- VDOV O—R

« LINuXEC2 A VARV AN S50O070E D> O—R

* Windows EC2 A AEZVAASOOJ 07> O—R
« WaitCondition TZ—® ECS OJ O URE&E

res-xxx-cluster AX Y 24 TDELETE_FAILED, JREET. TIRole is invalid or cannot
be assumedy IS—NEHFETHIBRTE &L

Mres-xxx-cluster; AZ Y 21h" TDELETE_FAILED, YREET., FEHTHIRTEAVBEEIE. XROFIE
ZETLUTHIBRTZEE T,

ARV N TDELETE_FAILED, REICHZDHEEIE. ETARZY IV EFETHIBRL THATSEETL,
ARV IDYHIREBEITDIAATOATNRRENDBEN B ET, [HIR] Z:8IRLET,
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BBEBARY V)Y —AZINTHIBRLTE, REIDIVY-RAZERIZIXYE-—IHFRFEND
CENBYNET, TOHERE., "REITZVY—RA, &LTIXNTOVY—ARZZBRL, THIRR, =
BRLUET,

ROEDIBIT—HNRRENDEEN HET, Role: arn:aws:iam::... is Invalid or
cannot be assumed
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

chix, AZY VORIRICAEZO-ILA, AZY IVORICEAICHRENIZCEZERLET, C
hz@ET2ICE, O-LOBEZIE-LET, IAMO2Y-ILIEBEL, RICRINTA—Z
ZEALT, TOEOO-ILZEKLET,

s EEENEITATARATTAWS H—ERAZBIRLE T,
e« 1—A4—A T, Use cases for other AWS services%i#IRL £JCloudFormation,

Select trusted entity we

Trusted entity type

DRAN] Zi&IRLUET, O—J)LICAWSCloudFormationFullAccess "y &
C*AdministratorAccess ") OF7 VEAFTERELTLKEEW, LEI—R=JRFROELSIC
BVET,
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Name, review, and create

cccccccc

Step 1: Select trusted entities

Step 2: Add permissions

Tags

XIZ. CloudFormation AV —ILICRY ., RAZY U ZHIBRLET, chT, O—IIZERLEET
HIBRTEDELDICHRYWET, HFEIC, IAMOVY=)LIZBFHL, ERLEO-IILZHIBRLET,

O OURE
EC2 AYY—IASEC2A VARV ALOT AT

 LINuXEC2 A VARV AICOTA>F3ICIE, XOFIEICHWVWET,
e Windows EC2 A AR AICOTA>FBICIE,. XOFIEICHWET, XIZ. Windows
PowerShell 2BV TIONXY > REZEITLET,

A7 ZANZOFYRANOTORE

1. Cluster-manager: XDJFAA SV TZAZ—IZ—TJvy—OOJZBEBL. FTYRNITRYFL
x7,
a. CloudWatch OJ J )L —7" 5O I X T MO <env-name>/cluster-manager,
b. <env-name>-cluster-manager EC2 41 > AZ > AM /root/bootstrap/logs 1L U
NIICHBDITXTOOY, cOEIVZIAVOBTHEICHDEC2 AV —IHISEC2AVAZRY
ACOTA2TB1 PSS ICVVIOENEFIBIZHST, A VAXAICAOJA 2 LET,
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2. Vdc-controller: ;X D3ZATH S vdc-controller DAT ZEEBL. FIUY NCT7EYFLET,
a. CloudWatch O J I —7 5O ITXTHOT <env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 41 > AR AM /root/bootstrap/logs 1L U b
DIZHDINTOOT, COEIZIVOBHEICHBDEC2AVY—INASECCAVAZVA
CATA2F21 PSS ICVIOENEFIBIZH ST, 41 AZAICATA2LET,

OJZBEICEETRHED 1 DEF, LNXEC2AVARVAASOOTDE D O—RkEo>3
VOERICHRSICETT, EVI-NBRAAZVARICBEYNET,

VDI O DUx &

X592 Amazon EC2 A VAR AZBET S

dA—H¥—N Nty a>8a TVDl 228 L FEVDI1, AmazonEC2 OV —=ILDA VARV A
DX TBEHE (CV) E¥T<env-name>-VDI1l-<user name>,
Linux VDI O M UXE

CcOEITIAVOBEBRIZHDAMazon EC2 AV Y —INASEC2AVARVAICOATA2 TS
DI OENEFIBEICH>T, Amazon EC2 IV —)LA 559 % Amazon EC2 1~
AZAIZATA42LET, VDI Amazon EC2 1 AR AD /root/bootstrap/logs# LT
/var/log/dcv/ T4 LI KNJICHBDINTOOTERBLET,

OJ&#WBIT2AHEN1 2@, OJ%s3ICF7Y7O—RL, FIHASEDO—RTBIET

To TOEDHICE, RKOARATYTILH>T120F4L IV NUASITXNTOOTZRBL, TV

7°|:|_ Hbﬁ?o

1. /root/bootstrap/logs FA LIV KNUDTIC dev OJZ2IE—FBICIE, ROFIEIZHREL
9,

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2.%02, Rotwo>a> T, LRSS TVWASFIEICH>TVDIOJ0A D O0—ROT&EAD
\/D_Hl/ij-o
Windows VDI 0% M UX&

COEITaAVOBEICHDAmazon EC2 AV —=IAS EC2A VAR AIZOTA>T
.0 T2 OENEFIBEICHE> T, Amazon EC2 O Y =)L A S5Xtixd % Amazon
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EC2AVARVAICOY A LET, VDIEC2 41 ARV AMD $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ /4 LI NUTITXTOHOOTZEWMELET,

OB d25E0 12, OJ%2S3IC7Yy7O—RL, TIHABSEATO0—RTBET

T, CcNETSICE., "AOEI>3Y T, CREETNATVBRATY ZICRVEIVDIOTDOA
O—R,

vDlOJ oA >o>O0—R

1. VDIEC2AZVAZVADIAMO—)LZEFHL TSI T I LAZHFAL XTI,

2. EC2O2VY—=I)ICBEL, VWDIA AR AZERLET,

3. FALTWSIAMO-)IZRBIRLET,

4., TFORAFUTOEMROYZAIA_1—OF IV RAFARIS—€0>3>T, RUZ—0
TRy F&IBIRL, AmazonS3FullAccess RS —ZBIRL £ T,

5. TURAFAZEM ZRBIRLT, TORIVS—ZTRYFLET,

6. TMOHE, VDIZATIZEDVTUTOFEICL#>TOJV 24D O0—RLET, EZ21-I)LBKE
AVARVABICBEBVY)ET,
a. LInUXEC2AARANSOOT DRI O— R Linux A,
b. Windows EC2 A AZ VAN S5OOT DA > O— R Windows B,

7. B#%IC., O—)L%Z#mEL TAmazonS3FullAccess R > —ZHIBLET,

(® Note

INXTO VDIs, EELUIAMO—)L&ZEALET, <env-name>-vdc-host-role-
<region>

LInuxEC2 A AR AA50O070A 7> O—R

OJ28 02 O0—RIBDEC2ZAVARVAICOTA2L, ROOAXY REXFTLTINTOOT %
sSSNTYRNIZTY7O—RLET,
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sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

D%, S3 AV —ILICEBE<environment_name>-cluster-<region>-
<aws_account_number>L ., BHIA ONT Y N&EIRL, UEc7y70O—RL
f=<module_name>_logs.tar.gz7 74N EX D O—RL&ET,

Windows EC2 1 AR AL 50O 0A D> O—KR

O7%#X702O—RIBDEC2AVARVAICOTAV L, ROOAX Y RZRITLTINTOOT %
SSNTYRNCFTYZTO—RLET,

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

Z0#%, S3 AV Y—)LICBE<environment_name>-cluster-<region>-
<aws_account_number>L., BEIA /NI Y MZBRL, UEcF7Y 7’O—RL
f=<module_name>_logs.zip7 74 I &EX D> O—RKRL&ET,
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WaitCondition TZ>—® ECS O OYXE

1. F7OSMENEARZRY JICBEL, UY—AZT%ERLET,

2. Deploy - ResearchAndEngineeringStudio — Installer -~ Tasks — CreateTaskDef —
CreateContainer - LogGroup ZEBIL . CloudWatch Y ZR<OJ VI —7%BIRL E£7,

3. coOdIIIN—ThsmFOOTEBBLET,

FERE

NEY D
« DZONAE—ADORAEVIIANZLEITIROTEREOIA IS —
s TEARZYIOF—OO—OF L

ID 7ONAH —ADOFAV IV IANZLAETIBROTEREOASAIT—
o]

OJ4>L&5&ELT, ID7ONAE—ADORIAV IV IANZREBTDEEIC TFHLEVWT
T—1 ARELEEES, NAD—ROBVWHRAYINTVD AN BV ET, chidk, ATJ1L
&5 LTVWBRI1—H—0/NAT— RFLF Active Directory H—E AT BT MOVTIhH T,

B

1. Directory Y—EAI V=)l TC1—H—EH—ERAT7HIOMNONAD—REZVEY NLUE
9.

2. Secrets Manager DY —EATHIMONAD—RzZ, LETAALEHRLOWNAD—RE—
BIDELDICEHFLET,

« Keycloak A& ¥ U @ : PasswordSecret-...-RESExternal-...-DirectoryService-... with
Description: Password for Microsoft Active Directory

« for RES: res-ServiceAccountPassword-... with & 85: Active Directory H—E X7 0> M®/N
ADJ—R

N
I_H
i
L]
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
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3. EC2OVY—IICBEL, 95ARZ—IXZ—S¥—A VAR A% TLET, Auto Scaling
L=, ILWAARAOTF7O4Z2BBNICNUA—LET,

TEAZYIOF—00O—UFHELEZV
k=]

F—oO—0H—N=—HIZv>aL, Y—N—ZBRBLLELEECAZAZAD IPAEEEH
EHE, F—OO0— O BRNLEARMEA S XY, RESKR—ZILOOT A R=IAO—RICEKHK
TBH, O—RRETARYIL, BRENKEA,

BAME

Keycloak Z EEBZIRREICETTBICE. BEOATFARNSTIF ¥ ZHIBRL . Keycloak AR Y U
ZETF7O/MTBIRBENFHVET. UTOFIEICH > T LEEL,

1. Cloudformation BB LE T, T2 20F—VO—VBEEARY INRRENET,

* <env-name>-RESSsoKeycloak-<random characters> (Stack1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (RZY U
2)

2. Stack1l ZHIBRLE T, RARNETENERARY JRHEIBRTDELDICKRKOS NS, FVWEIBIRLT
ZARNENEARY O RHEIBRLET,

ARV INZELICHBRENTWR L EZRBLET,
3. ZCZTRESSSOKeycloak AZY U F>7L—hE2Z O O0—RLET,

4. HIRENEAZYOEF > EKEUNTX—RERZFEALT, CORZYIEFHTF7OA4
L& 9, CloudFormation AV —=)LASTF7O4FBIClE. AXYITOER ->FHLLWDY—
A (BE) 2R - BEFOTVTL—K2BRID -T2 L—K 774N ZET7Y7O—RLZE
To HIRENERAZRY VERUADZFERL T, BEBNFX—ZEZAHILET, ChS5OAD
l&. CloudFormation AV =) T7 4 )LX—%ZEL., Parameters X 7 ICBETSD & T, Hl
BRENLEAZY I TRRATEET, REB, F—R7, BREFTOMONTA—ZNTOARY
INTFA—=RE—HLTVWBR L Z2ERLET,

5. RZYIUNTFT7O/Echde, RIEZEEERATHEMBNIBVWET, ApplicationUrl l&, 77°'0
AENEARAZRYIOHEARTICHYET,
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https://console.aws.amazon.com/ec2
https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml
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Active Directory O [&z8

[N =Xy

c VDIAZ7OEEDaZ>JRETREMAZYILTVS A, VDI OEFHAE> =% VDI Z AD
dA—H—LTOd4>TERL

- SSO MEEHZICRES VI /R—&LICOTA1>TEREV

« AD 1—H#—IF, LinuxVDIs ZEEICEBLEZTE, 774N SOHEFEALTHA—LT AL
DRNJICTOEATERXREA

s SSHT7 VAN BMCB2TWVWRDE, ADEEEI—HY—RBEIAKRANITIEATEREA
s RESAHHBIY—AARRY VIC&2TFZ7OA E hiz Active Directory DERTEER

VDI A7 O aZ JRETERBEAZY L TVWS A, VDI OEFBHES &I
VDl Z AD 1—H%¥—¢&LTOd4>TEREV

RA VDI OA AN =)LOJ EREOY (/root/bootstrap/logs/Linux NFEF XY
/opt/idea/app/logs/ F4 L2 K1), Windows ®#E&ldk C:\Users\Administrator\RES
\Bootstrap\Log\#& kT C:\Program Files\RES\app\logs\ /1L I KU)T, 12 AK—
NIT—FLERBRELIS—ZHRBLET,

A2 AR AN Active Directory ICSMTEBA 2 LLEVS IS — XY E—IFRRENLEHEEE.
BE. Cluster Manager " AD DA VAR AN IAVELI—BZTHIORET)EY RTERZVED
T9, /environment-name/cluster-manager CloudWatch 0% %' )L—7"® Cluster Manager O
TJEBREL, ZEBCIZ—XvE—2%ZT714IINRITUET [preset-computer]. —HXHI7RE
BERODEBY)TT,

« ADH—EATHT2 NOFRABHAEMNTT .

s RESICER#HULEY—EATHI RN —0OL Y NEBRELET, I—HF—BE/NAT—RH
F—EEORTELTEBEE N {username: password}. BIBEHRIEMNTHD & EERL
F9, BFEOAVARVAZKRTL, Y—ERATHONDI—OL Y hZ2ZBELERIZEBHA
T=U2DTTN—=THFHLOWA AR AZBBHNICEBHTESDRSICLT, VTARXR—IX—
DNV —AVABRVAZYA VLTI UEN BYVET, RIZ, LW VDIsZEEL TEEZER
LET,

s Y—EATADU NI, ADTOAVELI—RTAIRNZERTDT IO EAFANHIEEA,
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s T—ERATHIUKCI, T, CRBEBEhTVBRIXNTORELT IV LAFIN HBD & ZHER
% 9 Microsoft Active Directory DY —EAT7HIV N ZERET D, AD TH—EATHI MO
TOLAFAZEBELEE, LW VDIsZEBITDIHRENf HVET,

« LDAP H—N—ICEH{ETEEL A,

« AWSYZX—I RAD AL TWAHEIFAWS . Managed Microsoft AD ® DHCP 7 7°< =
Y RNEERFTEIGFEZEL %, AD 58E T VPC M LDAP/LDAPS ##AFFAIE 1, VPC
D DHCP A7 a A ELKBREETNTVWA L ZRABLET,

- LDAPS #E#NDHBAE. DomainTLSCertificateSecretArn/\TX—ZNUETHY), Eht
ERETDEDICENE CANAELRIEETIHXENHET, BEOA VAR AEKRT
L., TLSEIRES—JL Y N EZZBELERIZBBAT U TIIL—THFHLVA 2 AZV A
ZEHENICRETEDELSICL T, Cluster Manager 1 VARV AZH A VITEDHENHYE
T, RIC, FILL VDIsZzEEB L TEEZHEALET,

« RES & AD B #E#HZ T ANTBICIE, Cluster Manager 1 > AR > A TR D Idapsearch
NV RZETUET (A—H— OU, LDAP ##: URI, Y—ERTAHVMOI—F—FENR
J—REBZEBAET ), ADNEREHFTITZHLSICEYNICREETNATVWSEES, COOATY
RFEEEENEZOUDIXNTHOI—H—&IERLET,

ldapsearch -x -b "OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,DC=com" -D
"ServiceAccount@corp.res.com" -H ldap://corp.res.com -w service-account-password
"(objectClass=group)"

RES O 4 > A KM—)Ltruel(C DisableADJoin % ([CEXEL =% 4. Linux VDIs SSSD H—E A%/
L TEHRT DO TR, Active Directory ICD &¥EHELET, EC2AVY—IDLS VDAV AR
AICEHL, OV RERITULETId username, AN RAXIET S AD 1—H'—® UID/ GID
BRI ENTERVEEWE, VDI 42 AR Asudo systemctl status sssd® AN R& /
var/log/sssd/ 4L O KU ® SSSD H—EAOJVZFEAL TSSSD H—EANDAT—XA%ZHE
A LUET,

AD ICET D KRSICSSSD EEZNARNA AT BDMEN HDEEIE. SSSDRET 7 A

JL (/etc/sssd/sssd.conf) ZFEHTHREL . infra/ VDI host (2024.12.01 release LARisudo
systemctl restart sssdT ANV RZHEHLTSSSD H—E A= BR2EHIS3H, RESTIT
R—ZIHSEMD SSSD REZRBTEET, Active Directory DEIHIC hik, BEEFEERLEHL W
VDIs ICBEMWICEAE hE T (2025.03 release LA ) ,
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/dhcp_options_set.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/dhcp_options_set.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/dhcp_options_set.html
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SSO MERERICRES VI JR—ZI)NICOT (4> TEHE

environment-name.accounts.users & environment-name.accounts.groups DynamoDB
T—7ILEFIVOLT, 1—H¥—&J)L—7H Active Directory H SRIHEhTVWB H &
SHEBRBLET, 77N ZETHDH, D4 LTVWBRI—H—HNREOHh5EVEES

l&. /environment-name/cluster-managerCloudWatch 0% J J)L—7" (2024.12 ') ') — AL &)
F =& /environment-name/ad-sync CloudWatch O 7' )L—7" (2024.12 ') ') —ZLARE) O AD
EHOJ 2H#EBLET,

ICRBEhTVE— BN E ADBREOBEICMATVDI A Z7OED I ZVIJRETEHEAZY ZL
TW3A, VDI QERAESLERIZVDIZAD I—H—&LTAOJATERV, fIOTF—ICRF
RDESIBEDHBHYET,

« Y—EATAIV NI, ADOI—H—JIN—TZIITVIDT I AFANFH)EHA.

s H—ERT7AHDIUNI, T ICREBTNTVIIXRNTOMERT IV LAFUN D L 2BEREL
% 9 Microsoft Active Directory DY —EAT DI NERET D,

« Active Directory D 1—H—/J)—TICEX—ILT RLABLEOXABUEN B EE A,
s A—H—/TIN—TOEMZEHL THEEZHBRLET,

AD BHIORBIEZMBEL =-S5, RIZATD1—)LEhl- AD BHEA 1 BEZEICRKETDIDZREFD
A, BEEFEITETIDFE (VU —A2024.12 $ LV 2024.12.01) (2024.12 $ &L V* 2024.12.01
D)—R) F @ EHRZFBTHEELEFEFELTDHE (V) —X 2025.03 BAKE) (V1) —RX 2025.03
L) DERICHS2TFETRIA-—TERT,

AD 1—%—I(F, Linux VDIs ZEEICEBLERTE, 7747509 2ERALT
R—LTFALIORNIJICTORRATEERLEA

Cluster Manager 4 > AR > Aid usernameT AN RZE{TL T, AD 1—4—A" Cluster
Manager ICRRENDHESHZHRELET, AN RFERTS AD 1—5—0 UID/GID ZiR
FTENTERBRVWEEIE, /environment-name/cluster-managerCloudWatch O 7' )L —7°
® Cluster Manager OV ##82 L. SSSD H—EANHRKRICETZI IS —%2KRELE T, Cluster
Manager OJ IC TS5 =/ WiH A&, Cluster Manager 1 > A& > Asudo systemctl status
sssd® N> R& /var/log/sssd/ T4 LU KNU®D SSSD H—EAOJZEHAL T, SSSD H#—
EADAT—2AZHELET,
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AD 1 —%—7A" Cluster Manager ICRRENTVWBRBAK, IR 2RITLT, 1—H—0HK—
LT 4L KNV (/home/username) ® UID / GID %L E£J1s -n /home, 1—H—DHK—
LTF4L I KMJ®DOUID/GID Z, id username AN~ RIC&K 2 TRE /= UID/GID £ LE&RL &

¥, UD/GIDA—HLBWEE, 1—HY—0OKR—LF 1L I KNJHN RES OAIFELIELF O RES
F7O04 N SEREND ANl HYET, EELI—H—F—RENYITYTL, R—LFTa1L
RV ZRBIBRLT, I—HY—&&EICH LV Linux VDI 2REBLE T, HHL LV VDIAEEICTOE
vaZrvidEhdE, mF—LT4L U NJRGEYA UID/GID TBERENET,

SSHT7 VAN BMCBZ>TWDE, AD EBEI—HY—RBEABKRANITIEAR
TEXEA

BAEBRANA AR ARid usernameT AN RZRITL T, AD I—H—HNFRBHBRANIRK
RENBDHLESHZHREBLET, IV RANDBTBAD I—H—DO UID/GID ZIRF ZENTE
TWB A, /environment-name/bastion-hostCloudWatch O I N —7DB&ERANO
JEFIVIL, SSSDH—ERANHBICETZIIS—2BRELET., BHAAKRKAMNOITICIS—
FEWEEEF, BABRARM AR Asudo systemctl status sssd® AN R& /var/
log/sssd/ F4LOKNUDSSSD H—EAOJZFERAL T, SSSD H—EANDAT—XRA%ZMHERL
£7,

RES AZIY—AAZY VIZ& > TF7OA & hiz Active Directory DFRR & EE

AWS Y &—< R Active Directory A" RES A Y —AAZY JIC&>TF7O/4&Eh

TW3HE, Active Directory N\OTFT VAL EBIZFERATES AWS, ZFHAIVKOT
(ZCAdDomainWindowsNode-external -resource-stack-name-WindowsManagementHost7 7’
A4Ehiz TREDBIOA VARV ANVETY, XORIAFEHREZFEAL T, EC2OV—-ILOD
Fleet Manager ZNLTA VAR AICOJ A TEERT,

« username: EE ¥

« password: AU Y —RAARY V%ZFT7OA4 T EEICEMHE NS AdminPassword /N X —&

AWS Y Z—< R Active Directory Z BB 3 % (Zlk, AWS T Directory Service EE A R, @
Amazon EC2 4/ VARV AZFERALTI—HY—CTI—T2EETS, ZHERLTILEEV,

Active Directory M & 292


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_manage_users_groups_ec2.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_manage_users_groups_ec2.html
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BEEN o ERE

- BLAERE 2024.x

(2024.12 B KV 2024.12.01) 3L L\ Cognito 1—H'—#E B THEOERKRED KK
(2024.12.01 BABI) HARALARXA VA FEAL T VDI ICEKRITD EEICENETESTHET
TZ—HFRETD

(2024.12 & K T 2024.12.01) Active Directory 1—H'—[F B &K ARANIC SSH TEEHA
2024.10) @Bt & h = VPCs

2024.10 BAHI) Graphic #E5RA VAR AR A 7O VDI QEBICKBLUEL &

2024 F 8 A) MV 7 ZARZUF ¥ AMI BE D (i

2024.08) IRETFAIRNY THIL—KNTY NARN EARZLTL 749 O AEFERALT
Amazon S3/NT Y RO AEV) /EEIAKREI T RNTERWN

(2024.06) AD I —TBICAR—ANEENTVRHEE, ATV 723y NOBEREELARTD
(2024.06 LAEI) AD B IC RES ICAHE h TVWEVWITIL—FT X /N\—

(2024.06 LAHI) CVE-2024-6387, RegreSSHion, RHEL9 & & T* Ubuntu VDIs O tEF 1 U T 1 f§
55t

(2024.04-2024.04.02) VDI A ARV ADQO—INIC T EZY FEhTWAEW IAM 7 7 L AFF AR
SFRMEhELL

(2024.04.02 LA#I) ap-southeast-2 (> R Z—) @ Windows NVIDIA 4 AR AN BB - kKT
2

(2024.04 & & T 2024.04.01) GovCloud T® RES BB 0 %k B

(2024.04 - 2024.04.02) Linux {RBF A2 kv 7@ B8 (- "/RESUMING; AT—ZANEE
DA B ET
(2024.04.02 LA#T) SAMAccountName BHICAXFEEIBHEIXFNEENTWVS AD 1—H—
DEBPICERLELE

(2024.04.02 AR BHIEBHRANCT IV EATREHDTTAR—NF—NENTT

(
(
(
(

BE R &8 2024 .x

(2024.12 B KT 2024.12.01) F L L Cognito 1—H—%2ER T IO ERRE D KRK

INT DA

A O ERE 293
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BED T, BECEX=INTLT7A4YIOREEDDVITR—2I)%&ENL TAWS Cognito 1 —H—
EEFL XS & TDE&<firstname>.<lastname>@<company>.com, Cognito 1—H—&Z N EH
ENEERRBNA—2E—HBULEBEVWCEERTIT—HNRELET,

s ™
(® Invalid parameters: Username doesn't match the regex pattern Aa-z][-a-

z0-9_1{0,31}%. Username may only contain lower case ASCII letters (a-2),
numbers (0-9),and the following special characters: underscore (_), and hypen

(-).The maximum length of username is 32.
\ y,

COIZ—E, I—YY—DEX=INTLT74YIOANS RES BEAERI—F—BNFEETRELE
T, L., "TVDIs TREMBI—Y—TREHYELBA., COBEICKY), I—HF—BOEREIZ
EX—)L7L74Y9AD "VDIs T1—H—LZFBRICHEY)ET,

FEEZTBIN—23
RES N—2 32 2024.12 $ & U 2024.12.01

B

1. ROOAIX >V RZEFRITLT, N—2 32 202412 cognito_sign_up_email_fix.patch®H&
l& patch.py& . /N—232 2024.12.01 cognito_sign_up_email_fix.patch®HE&E %
AJVO—RUET, <output-directory>ZNYFRIVVIFRNENYFI7A4NERZ D
A—R3IB2F4LIKMNJIC, & RESRIEDRBI<environment-name>ICBEEBRAE T,

a. /\Y Fl& RES 2024.12 & KT 2024.12.01 (CEAEhET,

b. N\YFAU T NIZIE, AWS CLIv2, Python 3.9.16 LABE, & &7 Boto3 FHBETT,

c. RESAWS A"F 7 O/4EhTWVWATHIREY)—3 20O CLI 25REL., RESIC&>TH
BEnNENTY NCEBEIAU SIT7 IV RAFUNf BB 2BRELET,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
RES_VERSION=<res-version> # either 2024.12 or 2024.12.01

mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

2. NWYFROVFNENYFIFAUNTIO—RENETFALINICBBLET, RO/NY
FOAN RZERITLET,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --
res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/
cognito_sign_up_email_fix.patch

3. IRIED Cluster Manager 1 VAR AZBEBLET, Amazon EC2 YR X NIV V—)
DPEAVARVAZKRTIBDEETERT,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. HBH THES Auto Scaling FIL—7OT7 V71 ET 1 ZfF L T, Cluster Manager 1 > A&
VANDAT—RAEMEBL EI<RES-EnvironmentName>-cluster-manager-asgo #UL L
AVABV AN EBICERBENDETHESEET,

(2024.12.01 BABT) HABRLARX A #FEAL T VDI ICBHET D L& (CEMBFERIT
HEIS—NFRETS
N9 DB

NEVY—ALIEE RES ZHAZLR—ZIRXAVETTF7A/4TD L,
CertificateRenewalNode (& VDI #Z# D TLS SIBAZEDOEMHICKHKL., TROIZ—HNRELFT/
var/log/user-data.log.

{

"type": "urn:ietf:params:acme:error:unauthorized",
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"detail": "Error finalizing order :: OCSP must-staple extension is no longer
available: see https://letsencrypt.org/2024/12/05/ending-ocsp",
"status": 403

}

TOHR, RESTVITR—ZJ)TVDIs IC#EHETSDE, net::ERR_CERT_DATE_INVALID
(Chrome) £ 7=k Error code: SSL_ERROR_BAD_CERT_DOMAIN (FireFox) E WS TS —AHLEL
x99,

FEEZTAIN—3
2024.12.01 LAH)

B

1. EC2OVVY—=ILIIBEHLET, EVWSBRFDAVARX AN HDEE
[kCertificateRenewalNode-, 1V AZXVAZKTLET,

2. Lambda AV —=I)LICBEILET., EVWSHEAD Lambda BEHDOY —A1—RZHEFT -
CertificateRenewallLambda-, TRO2® TWVW31T%&4%EL ./acme.sh --issue --dns

dns_aws --ocsp-must-staple --keylength 4096, 5|--ocsp-must-staple®k#% HlBR
LET.

3. F7OA4 ZBRL., O—REENBMICBIETHEET,

4. Lambda BEHZFBTRNUA—T2ICE. TANZTICBEBL, TANERIRLET, BN
ANRFBEDHV)FHA, ChIZKV), Secret Manager T Certificate >—%2 L ¥ ~ & PrivateKey
D—OLY RNZEHIBMAZTEC2A VARV ANERENE T, 2—JL Y N EFEhD
ELAVARARBEWICKRTLETD,

5. BIF® dev-gateway 1 AR A%Z# T %: <env-name>-vdc-gateway & &, BEIAT —
DT TN=THFHFLVA AR AZBBNICT7O/T2DZEHEEET,

I>— DM

Let's Encrypt I& 2025 1 OCSP HR—KNZHRTLET, 2025 F 1 A 30 HLARE, OCSP Must-
Staple JIVIT AR, VDIITARNTOT AT M OCSP Must Staple ik sEZ S DI E & LA
AICRITLUTVEVRY KBUE T, FMICDOVTE, hitps:/letsencrypt.org/2024/12/05/ending-
ocsp/ EBBLTL &L,
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(2024.12 # K T* 2024.12.01) Active Directory 1—H'—F B A BRANIZ SSH TEE
BA

NY OB

Active Directory 1—H'—I&, RES VI 7 R—RIIDIBRICHE > THIKEBRANIERETDE, 7O
L AFTEBIS—ZZTERYET,

ERBRARNTRERITENS Python 777U T —>3 2, RREBY BVIZSH, SSSD H—EARZ#
BTEELA, TORBR. ADI—H—RBARL—FTAVIZATLICHLTAATHY, OT1>
TEEXE A

EEERFAIN—T3a
2024 % 12 A 2024.12.01
AR

1. EC2OAVY—IDLSBERBRANA ARV AICEKELET,

2. |IDEA_CLUSTER_NAME T#r&/etc/environment U T#H L W{Tenvironment_name=<res-
environment-name>& L TEBMLE T,

3. AVARVATRNODIANY RZEITLET,
source /etc/environment

sudo service supervisord restart
sudo systemctl restart supervisord

4. RESTVITR—ZBIDETRICHE>T. BEAAEKRANIBEERL THTEEL,

(2024.10) f@#t = N 1= VPCs

INT DA

202410 RES VU —ATE., —EHET 4 RJLIRE®D VDI IZ VDIs BEIfFLEAEBMEhE L,
DHRERE., TAINYTRE > H—N—> YAV TRETEFT,

VDI BEFLEERRE, FBE iz VPCs ICT7O/4E N RESRETRYR—RENTLEREA,

HEEZTAIN—>3Y
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2024 £10 B

RAR

BE, SEOVV—RAIIEEFNZBECRVEATVET, 2L, RBEEhiz- VPCs VDIs ZF &
TELTDERFARETT,

(2024.10 BLA#T) Graphic i3k 1 > ARV A% A 70 VDl ORREICKBLEL 1=
ACLOEL:

Amazon Linux 2 - x86_64, RHEL 8 - x86_64. F£7=l& RHEL 9 x86 64 VDI AT 27 1Y DHskA >
AR AZRAT (g4, gb) TREETNDE, 1 VAR ARTOEDS I Z_VJRETRAEZYVLE
T DFEY, AVAZVAN TEBET L REICKEY), EETEICERDICEFEHY)FEFRA.

chlk, XServer A VAR ATEBYICA VAR ALE N BV EDICRELET, CONYF

BBRALES, 9274V IAAZVADYTIRNIDITAZY OO — R 1 —L% 4 X% 50
GB ICEX LT, IXNTOKEFEBEREZEA VAN =—INTEZEODTOBAR—AZEBRIZDE2HH
HLFET,

FEEZTBIN—>3Y
ITAXTOH RES /N—2 32 2024.10 BAHl,
BAME

1. ZBNYFROVVTRNENYFI7AINESVO—RTBT14L Y K<output-
directory>lZ., ZUATOION> RT RES RIEMHBI<environment-name>ICEE#]Z
T. patch.py & graphic_enhanced_instance_types_fix.patch 2 0> O—RUL & T,

a. /VY Fld RES2024.10 O K BEARAENET,
b. /NYFRUUZNIZIE, AWS CLIv2, Python 3.9.16 LAf&, & & Boto3 FHETT,

c. RESAWS A F7A4&EnTWVWBTHI =23 20O CLI ZFREL., RESIZK 2 THE
BENEENTY NCEBERAU S3 TV EAFAN BB 2BFELEXT,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

2. NYFROVFZRNENYFIT7F7ANNEOO0—RENLETFALIONICBBLET, AD/NY
FIAN RZRITLET,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
graphic_enhanced_instance_types_fix.patch

3. IRIE® Virtual Desktop Controller (vdc-controller) 1 > AR AZETIBICEFE. ROON R%Z
RTL, RRENTVB RESREOEH ZBEEMAET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. BHEITHREDRX—TY NI II—THNIEE<RES-EnvironmentName>-vdc-extIC&E 225,
LWAVARAZRBELET, T 74V IAARAEZAICBRIBDHLVWYINIITRA
BYDICIE, PBELSEEBS0GCGBDARNL—IHHBdez2B8dLET,

(2024 £F8 A) 17 ZARNTZUF ¥ AMI EE O %fi
INYT DEEB

AREZFHFERFIX MNIRBETNTVSERICH 2 T EC2 Image Builder ZFEH L T AMIs Z #1859
&, ELRTORANERBL, ROIS—XYE—IHFRRENET,

CmdExecution: [ERROR] Command execution has resulted in an error

chlk, RFIXVINTRHUEATVRIHREFEREREI7AILOIZ—HFEREETY,
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EEEZTBIN—>3Y

2024 £ 8 A

mAE

# L LW EC2 Image Builder Y —RXZERL E£7,

(RES AV AZVARAIC AMIs ZEFEL 2 B VEEARK., UTOFIBICHWVWET)

1. BEHFE hiz res-installation-scripts.tar.gz 77 A )L ZX D O—RLET,
2. AMlIs) OEER??2?2, LB TVBRATY TILRHVET,

LLET O EC2 Image Builder VY — X OB FIA:
(RES A VARV ARIC AMIs 2 fEBEL TV HEE., UTOFIEICREVET)

1. BEHFE Mz res-installation-scripts.tar.gz 77 /)L ZX D O—RLET,

2. EC2Image Builder - 1>7/R—% >~ - RES AMIs O¥BRAICERE N EIVR—F > NED
Dy OULET,

3. Content - DownloadRESInstallScripts A7 ¥ 7° - input - source [CJ ARENTWVS S3 DIFFT
EEEHEHET,

4. LFREOD S3OBAICKE., RENCERET A ERERRT7TAIIFEENTVERT, COT7MI%
RADATY T TEIVO-—RLET7AIILICEEHBRRAET,

(2024.08) REBF AT RY THIL—KNTY N ARN EHAZLTL T4 Y O A% ER
LT Amazon S3/NT Y NDFEKEY) /EEIAKENTRNTERZN

NT D

SHI:I

B

Research and Engineering Studio 2024.08 i&, JL— /X7 Y N ARN (DFEY, ) ENARLTL
JA4VORA(ZAPIVRNEERLERTODIORNRBEI—H—F) 2FEATREE, RETAINY
T4V TSANTUF ¥ (VDlarn:aws:s3:: :example-bucket) 1 VAR ANDZRHKEY) /EE
AR SINTY RON I NMZRBLET,

COBBOREEZZTEVNTY RRERXRDESY T,

- RAWMUERNT Y N
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« NTY NARN (D&Y, arn:aws:s3:::example-bucket/example-folder-prefix) &
CHARARLTL74vOA (AP IV NBFELERER7O0 IO RNBEI—H—B)n—HP&L T
L74YOREHEINTY NOFTAHEY) IEERAHK

« L—=KNNTY NARN ZHE2H, DARLTL T AV OANBEWNTY NOFTAEY) /EEIAK

VDI A VAR AZ7OEDa - I LE#E, TOSINTY NIEBEEAEYIDNTFALIRN
DIZENTY MR RENELRBA, WDION IR FALIORNIBEFEELETHN, TF4LID
DIEzZ=IC&Y), NMTY ROBEOIVTUOVRREEFNEFRA, X —ZFI)IZ2EALTF(ALIKNY
774 2&&IALE., T —Permission denied, unable to write a fileA"AO—<&
N, 77MIORBREHIETS SSNTY NMITYZTO—RENEL A,

HEEZTAIN—T3Y
2024 % 8 A
B

1. NYFRIOVVFNENYFT74) (patch.py B&LY
s3_mount_custom_prefix_fix.patch) 2V O—RKRTBICEF, ROIN R&EE
L, ENYFROVFINENYF 774N 2XO>O0—RTBTF 1LY K<output-
directory>lZ., %Z RES REMOEBi<environment-name>IZBEEME E T,

a. /\YFIE RES2024.08 ICOKBRHENET,
INYFAO VT NI, AWS CLIv2, Python 3.9.16 BAf&, & KU Boto3 HFHETT,

c. RESAF7OA/4ENTWVWBTAHIRNEU—232 0 AWSCLI Z258FEL., RESIC&KD T
ERENENTY MCEZATESHD Amazon S3 7V AT BB 2BELET,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. NYFROVFNENYFIFPAUNTIO—RENDTFTALINICBBHLET, RO/NY
FIAN RZRITLET,
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python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. IRIZE® Virtual Desktop Controller (vdc-controller) f > AR AT I BICEFE, ROINY R
ERITULET, (BRIDAT Y 7T ENVIRONMENT_NAMEZ#% RES RED ZHIICRERH T
T )o

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note
TZAR—=KNVPC &Y RTYTDHE, RET>TVAEVESE. <RES-
EnvironmentName>-vdc-custom-credential-broker-lambdaB8%iC &
HJAWS_STS_REGIONAL_ENDPOINTS&{EA" Environment variable® ZiEmL T
& Wregional, EFMICOVWTR "o@E iz VPC F7°04 O Amazon S3 /N Y b
DEIREFEH) 22RLTEZL,

4. BEITHEDZ—TY NTI—THNEE<RES-EnvironmentName>-vdc-extl 2775,
IL=KMNTYRNARN EARZRLATLTAYVIOANELLKN I MENLERARY) /EZIAHK S3
NTY RZ2ED2HLW\VDIs ZEBETIHEN HVYET,

(2024.06) AD FIL—TBICAR—ANEENTVWBRHEE, AT v 723y NoBEARR
KBTD

il

AD I —TICBBICAR—ANEENTVSIHES. RES 2024.06 LB ON—23a DR FTY S
2av hNEBEHATEEzEA.
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VS AR—IFZ— ¥ —0 CloudWatch % (/<environment-name>/cluster-managerd%' %
L—=70OT) Ik, ADEABHRICAOIZ—HFEENET,

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

COIZ—E, UTOEH/EZR-TIIN—TEDHE RESHAZTAND ZENRERETT,

« PNFERNFDASCIXF, BF,. Zv>1 (). EVFR(), PYHE—AO7 () DHhZED
BENTERY,

c AV () BHRADONFELTERATEREA
« AR—RAZEHDERFETEXLEA,

HEEZTAIN—>3Y
2024 F 6 A

R

1. NYFROUTRNENYFT7A)L (patch.py & KT groupname_regex.patch) &5 0>
A—RFBICE. KOOV RZEFTL, 27 7AIINZBRETST 1L U ~<output-
directory>lZ, % RES REDHHI<environment-name>ICBZREET,

a. /NYFIERES2024.06 ICcOABEHENET
b. NYFAIUT NI, AWS CLIv2, Python 3.9.16 JAF&, & Boto3 NF'HETT,

c. RESAWSAF7O/4/ENhTVWATHVORED)—=2320CLIZBREL, RESICLT
FERENENTY NCEEIAC S3TIVEAHAN D L ZHEL T T,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

BEAN O R 2024.x 303


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/groupname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

Research and Engineering Studio I—%—HA KR

2. NYFROVFNENYFIFAUNTIO-—REABTFTALINICBBHLET, RO/NY
FOAN RZRITLET,

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. IRIZEO Cluster Manager 1 VAR AZBEHIDICE. KOOANY RZEITLET, Amazon
EC2NRIAVRNIAVIY—IDEA VARV AZRKTIBDEETEERT,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note
CONYFTRE, ADTIL—THBICNXFERXFO ASCI XF, BF., §v21 (), EV
RO, PE—=AOT (). BLTEFARN1~30 DAR—AZZODENTEXT,

(2024.06 LA8T) AD REHIHIC RES ICEBEhTWEWITIL—F X2 /)N—
INT D EH R
GroupOU #" UserOU £ BB 35S, YIL—TXN—E RES ICELLKEHichFELA, UserOU

RES &, AD VI —7Hr581—H—%2REPL XS5 LT D&, |dapsearch 71 I X—&EERLET,
WEDT 1 )LZ—IF. GroupOU NTF X—Z D14 I UserOU GroupOU NT X —R%ZF5> THEHA
LET, TORR, RRFI—H—ZBRIENTEFEA. ZDEER UsersOU & GroupOU A
BERBDAVAZVATORFEELET,

EEEZFAIN—T3

FTANTD RES /N—2 32 2024.06 LAB]
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Q—H—H1 K

B

BEZBATSHICE, ROFBEIZCKRVWET,

1. patch.py A2 U7 N & group_member_sync_bug_fix.patch 77 A1) ZX D> O—RFTBIC
., XKOOX RZRITL., 27742V O0—RTBA—HILTF1L U K <output-
directory>ICEZMR., Z/\YFZERA TS RES O/N—> 3 <res_version>IlBEEH:Z

£9,

® Note

INYFAO T NI, AWS CLIv2, Python 3.9.16 BAB&, &KXV Boto3 N HET
9o

RES AF7O4&EnhTVWBTHINED)—23 2O AWS CLI Z5REL. RES IZ
KOTHERENIENT Y NIEBERAU SIS TV EAHAN BB EZHABLET,

INY Fld RES /N\—> 32 2024.04.02 &£ 2024.06 DAaZEHR—RNLTVWE

T, 2024.04 £/l 2024.04.01 ZFEAL TVWBRERIE. T ICEBBEhTVWSFIEIC
RA2TNAFT—N—2a>0EH, NYFZERITHEICIRER 2024.04.02 (CEH
TE&FY,

« RES /\—232: RES 2024.04.02

NYFEAI>O0—RD>2: 2024.04.02_group_member_sync_bug_fix.patch
« RES/N\—>>3>: RES 2024.06

INYFAI>0O0—RD>%2: 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>

mkdir

-p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/

${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch

--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch
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2. NYFRIVTFRNENYFITI7ZPANNFTOO0—RENBDTFALINJICBEBILET, XDO/\NY
FIOANX> REFEITL., & RESIREMZHI<environment-name>l_BEZEMRZI X T,

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. RO cluster-manager 1 VAR AZBEHITAICE., XOOAN REERITLET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 LABT) CVE-2024-6387, RegreSSHion, RHEL9 # & U* Ubuntu VDIs Ot
F1UTAHeHEM
XY OB

regreSSHion &M (EN 3 CVE-2024-6387 Ik, OpenSSH H—/N—TRE BTN TVWE T, CDiEFHEH
&Y, VE—PFOFREE N TVWAVKREERZGZ—T Y N —/N—TEENOI—RZEITL, B2XK
BEIC OpenSSH ZRAT B ATALAICERB VAV ZE5LEF T,

RES 0B4., EERTERIRERAXARANERAL, REFAIRNYTIZSSHEIhET, BihA
RANGZOMBUENEEEZZTERA, L, IXTOHORES/N—2 32 TRHELI & T
Ubuntu2024 VDIs ({RREBTFAIKNY TA VT SARNTZOF ¥) ICEET BT 7 )L MO AMI (Amazon
NOAX=V &, EF21VT1OBRICHL THESES OpenSSH /N—2 3> ZFEALE T,

2%V, BEF®O RHELY & &K T Ubuntu2024 VDIs FEAZEND A[EEMA BV T, REEFHEH
BRARNNDT VAN BEICBEIET,

BEOHMICOVTE., C55Z2RLTSEZL,
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EEEZTBIN—>3Y

FANXTO RES /N—2 32 2024.06 LAHT,
EAR

RHEL9 & Ubuntu @15 A" OpenSSH O/NYy FZ2)J—AL, EF21 VT 1 ORBEHEZEELEL
o B, 72YRNT7F—LOTFNTFNRONYT—IXNZ—2ry—2ERALTTILTEET,

BE7F D RHEL9 F7z(& Ubuntu VDIsA" & %3FE & &, LA T M PATCH EXISTING VDIs OFJEICHES C
EEBEOLET, SEDO VDIs/NY FEBATSICIE, PATCHFUTURE VDIsOFJEICRES & %
HEOLET, UTOFIETE. RVVTNERTLTTZYRNTIA—LDOESH%Z VDIs ICHEHATS
FEICODVWTHBELED,

BXE® VDIs
1. BEOITNTO Ubuntu 8L RHELOVDIs ICNY FEEBAITAAOIAN REEFTLET,

a. NYFAIUTRNIZIEAWSCLIV2 A"HETT,

b. RESAF7O/ENTWVWATHIRE)—=232 0 AWSCLI ZEREL. AWS Systems
Manager Run Command %3159 % =& M Systems Manager 7 V L AFAIN & D & &
RLET,

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. RunCommand R—J TARAIUT KA EEILRITENEEEZERTEEXT, OV RBEX2T
ZOUYOL, BHFOONRID ZiBIRL, IXTOA 2 AZ>AIDs IZ SUCCESS X v tz—
OhHBDEEEIELET,

kD VDIsNY FZEAT S

1. NYFRIVVTRNENYFT 74 (patch.py & update_openssh.patch) 2X 7> O—R3 3
IZ&, 277402802 0—RFB5F 1LY KMU<output-directory>lZ, %Z RESIRIE®D
Zal<environment-name>IZEEMHMA T, XOION REZEITLET,

BEAN O R 2024.x 307


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://console.aws.amazon.com/systems-manager/run-command
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/update_openssh.patch

Research and Engineering Studio I—%—HA KR

® Note

« /NY FIE RES2024.06 ICOAKBEAENET,

« NYFRAUUTKNIZIE, AWS CLIv2, Python 3.9.16 BAf&, # & T Boto3 N HET
9,

« RESATF7O04chTWAT7AHIhEU—232IC AWSCLI OOE—%ZERE
L. RESICK 2 THERENLENT Y MCEEAC ST IV EAHAN H S C & ZHE:R
LEY,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. RONYFIANY REZERITLEY,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. XOOXRREZFEAL T, BIE®D "Controller 1 VAR A= BRELET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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/A Important
fFXRD VDIs ND/NY FiERAE, RES/N—232 2024.06 ABETO &P R—RMENTVE
T 2024.06 LY BID/N—>3 > O RESTRIED/KD VDIs IZ/NY F2ERATRICE, &
T OFIEZFEAL TRESREZ 2024.06 IC7YTIL—RLEITADY—NN—230E

(2024.04-2024.04.02) VDI 1 2 AZ 2 AQOO—)ICTFRY FENTVWEWVWIAM 7V &
AFFHRANREEhELLE

il

BRERFAIONY T2 aoF7OP IV NOT IO LAFTOERBREZB I ICHEL TOWEV,
nE. IAMPermissionBoundary /N X—R TERBENLET IV LAFAOERN, TO7O0I7 6
OERFICTOP TV NIEIICEYHTSATWEVES T,

FEEeZTAIN—T3Y
2024 F 4 A - 2024.04.02
BAME

VDIs A 7O T O NCEWETSNET IV EAFIDORERZENICHRETEDLSICTRICEF, R
DFIBICHVNET,

1. NYFROUVTNENYFT7A) (patch.py & KT
vdi_host_role_permission_boundary.patch) ZZ V> O— RFBDICIE, ROOANY RZRITL,
Z#77ANEBRETSO—NILFT14L U N)<output-directory>ICEZE#RAFT,

a. /\Y Fl& RES 2024.04.02 ICOKABERAETNE T, /N—32 2024.04 F/=l& 2024.04.01 ZfE
ALTWBHER, XAFT—N—23V0FHMO2VWTNTUY I RFIXVNIREHEE L
TVBFIEICH 2T, RIEZ 2024.04.02 ICEHTEFR T,

b. N\YFAU T NZIE, AWS CLIv2, Python 3.9.16 LABE, & &7 Boto3 FHBETT,

c. RESHF7OA4ENTVWBRT7HIRNE) =230 AWSCLI 25%FEL., RESIC&K2>TH
BEnNENTY NCEEIAU STV RAFUNf BB 2BRELET,

BEAN O R 2024.x 309
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OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. NYFROVVFRNENYFI77ANDN RO O0—RENDFALINIICBELET, XD/N\NY
FIAX > R%EFEI{TL., %Z RESEEMRZHI<environment-name>llBERZ X T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. % RESREMAHI<environment-name>lBZEMA T, OOV REETULTREAD
cluster-manager 1 > AR AZBREBLET, Amazon EC2 YR AV NIV —=IA 51>
ABVABKRTIDELEETEERT,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LAHD) ap-southeast-2 (> K Z—) @ Windows NVIDIA 4 > AZR > AN &
KBTI D

il

Amazon XA X—2 (AMIs) &, BENERKET RES TREFRAVKNY 7 (VDIs) A>T Y S
ITHEHICFEAENRET, FEAMIICK, V=230 ZEICERS IDABEENS TS TVWET, RES
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T ap-southeast-2 (> R Z—) T Windows Nvidia 1 VAR AZRBETDLSICEREE /- AMIID
FEREELLDHYFEHA,

CDRATDA VAR AFZEami-0e1908939a996caf® AMI-ID (&, ap-southeast-2 (> RZ—)
ICRO>TUARNERTVET, KD VIC AMIID ami-027cfbe7le2es42f4 ZEATIHEN BV
x7,

77 #) MO AMl ami-0e190f8939a996caf TA VARV AZRBEL LDETHE, ROIT—
FRELET,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

REV7AINOBZEL. N 2BRYTDFIE:

« ap-southeast-2 J—2aIC RES #7704 LF T,

» Windows-NVIDIA DF7# ) KRYTRITFAREY Y AMIID) ZEALTA VAR AERLEL
Fdami-0e1901f8939a996caf,

FEEZTIN—>3Y
FNTDRES/N—2 32 2024.04.02 AN EZZTET
BAE

LTOBMEIE RES /N—> 32 2024.01.01 TTFTARENTVWET,

c ROBETHLWITRIITARY VBRI S
* AMI ID: ami-027cf6e7le2e442f4
« ARL—TFT 42T AT A Windows
- GPU #i&Jt: NVIDIA
« BN ARL—=TH AL X (GB): 30
. 8/} RAM (GB): 4
c ZOYTRIVITAZY UV ZFEAL T Windows-NVIDIA f VARV AZRET S
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(2024.04 & & T* 2024.04.01) GovCloud T® RES HlIBR D 5k 8L
FSRE

RES HlIBrD—%2 70— IZ, UnprotectCognitoUserPoolLambda & #& THIERE 13
Cognito 1—H—7— )LD HIBRREZE/MICLE T, Lambda DETE., IC&>THBEELE
9 InstallerStateMachine.

BmA)—>32& GovCloud V=232 TF72)LNO AWSCLIN— 3V FEBS I
& . Lambda Mupdate_user_poolMT'H L & GovCloud V—2 3 TRELET,

GovCloud J—2 3> TRES ZHIRL K5 ETDE, ROIZ—HFRRENET,

Parameter validation failed: Unknown parameter in input: \"DeletionProtection

\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

NT=BHI2DFIE:

« GovCloud V—>3a>ICRES #F 70495
« RESAZY U %HIKRTS

EEEZTBAIN—3
RES /N\—2 32 2024.04 $ & U 2024.04.01
AR

RES /N\—232 2024.04 Tk, ROBEBMERNFTAREHTVWET,

« UnprotectCognitoUserPool Lambda %& <
- WBMA: <env-name>-InstallerTasksUnprotectCognitoUserPool-...
« TURALEE > RE > T34 L > {KFPython 3.11%ZERLE T,
« CloudFormation ZHAZ £ 9,
« RES A& Y U OHIER -> Retain Installer Resource UNCHECKED -> Delete DEXICLE T,
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(2024.04 - 2024.04.02) Linux {REF AT b v 7 BEBEIC "RESUMING, AT—X
ADERRICBBAEMEN B ERT

Ll

Linux (RETFAVKY 7, FRXRLEATDZ1-IEhFLERICBEHID L,
"RESUMING) AT—RANKRICBDENBWET,

AVARAEBREL =%, AWS Systems Manager EFH LW DCV v a>&ERTS
EHOUE—RNIONY RZETET., XOAOT XY £—2# vde-controller CloudWatch A7 (/
<environment-name>/vdc/controllerCloudWatch O JIIL—7"OTF) ICXEL TVWE T,

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

FEEZTBIN—>3Y
2024 ¥ 4 B - 2024.04.02
AR
TRESUMING, RETAEZY L TWARRBFAI MY 7Z2EIRTSICE:
1. EC2OAVVY—IASEEA AR AIZ SSH #HiL T,

2. AVAZRVATROOANY RZEITLET,

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. AVARVANBREIZDDZEFEEEXT,

FLWRETFAIRNY THABUBECHRSBEVLSICTRICE:

1. WYFROVFTRNENYF 774 (patch.py & KT vdi_stuck_in_resuming_status.patch) & &
JO0—RFBICE. AKOOXRERITL, 27 7ML EBRETSDT 1L U K~<output-
directory>lICBE#AET,
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® Note

« /NY FI& RES 2024.04.02 IZOABERENET,

« NYFRAUUTKNIZIE, AWS CLIv2, Python 3.9.16 BAf&, # & T Boto3 N HET
9,

- RESAWS A"F7’O04&EnhTVWBTHIhE)—23 20O CLI ZFREL. RES IC
KOTHERENIENTY NCEERAU SIS TV ELAHAN HD L Z2HWABLET,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY3}/vdi_stuck_in_resuming_status.patch

2. NYFROVFTNENYFI7ANDNRTDO0—RENDTFALINIICBEILET, AD/NY
FOAN R%EFETL. % RESEEOHHI<environment-name>lZ, % RES A F7 O/ &h
TWB ) —23ar<aws-region>ICEEMAE T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. IRIED® "Controller f VAR AZBREETAICIE. XOONREETL., Z RESEENE
Bl<environment-name>ICBEWZXE T,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LABT) SAMAccountName BHIC AN FER LRI FHRXFENFEENTLS
AD 1—H'—OEHBICKBLEL -

L]

SSONPBLLEELE2HEM 2 D>OAD ABY ALY N7y TEh3d &, RESIE AD 1—H—
ODRBICEKBLET, VFTAZX—IEX—2 ¥ —0 CloudWatch O% (/<environment-name>/
cluster-managerdJJI)IL—7"0OTF) 2k, AD BHFICRODIZ—HEENET,

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$)
DAL 1{2) [a-20-9. _1+(?<![_.1)$

IZ5—&. U TOEH#EFEET SAMAccount I—H—ENDdh%ZE RESHAZITAND CENERTT,

« NXFDASCIXF, BF, EUFR (), PUYH—AOAT7 () DA ZEEHBDENTEXRT,
s EUFRFERTUVHA—AOATR, BNFRLRREERONFELTHEATERE A,
c 2DDEFLUEEVARELFTUVA—AOAT (v v . _BE)ZEHDIERTEXREA,

EEERFAIN—T3

2024.04.02 LAHy

B

1. WYFRVVTNENYFT 7 A)L (patch.py & samaccountname_regex.patch) ZX >/
A—RIBICE. XOON REEITL, Z7 7ML ZERETST 1L U K~ <output-
directory>lICBE#AET,

(® Note

« JNY FI& RES 2024.04.02 IZOXBERENET,

« NYFRAUUT KNIk, AWS CLI v2, Python 3.9.16 BAf&, # & T Boto3 N HET
9,
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- RESAWS A" F7O04&EnhTVWBTHIhEU—23 20O CLI ZFREL. RES IC
KOTHERENENTY NIBERAU STV EAHAN B 2BABLET,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. NYFRIVFRNENYFTI7ZPANNFTDO0—REBDTFALINJICBBILET, XDO/\NY
FOAXY > REZEITL. & RESEIEOSHZRI<environment-name>ICBE]Z E T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. IRIZO Cluster Manager 1 VAR AZBREEBTSICE. ROONY RZETL. Z RESRIE
D& Fi<environment-name>lICBEEAE T, AmazonEC2 YRI X ROV =LA 54>
AR ABKRTIBDEETEET,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LARD) AR BRANCT IV EATREODTTAR—KF—HFENTT

Ll
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A—H—HNTZ4ARXR—rhF—2FdV2O—RLTRESVITR—FIIHSEIABRANITIEA
TRE, F—OEANELSHBYEEA, BHOGTHF1TELTEIO—-—REh, F-AEMC
BYWES, ZVVO—RULEF—ZFEALTHERABRANITIEALLSETRE, ROITZ—H
RRENKT,

Load key "<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

EEEZ(TBRN—3>
2024.04.02 LART
BRE

COTSOHRIEEEZ(TREVEYD, Chrome Z2FALTHF—2A T O—RITBEE2HBEBOHLE
9,

FhE, ORICHFLWITZERL., DERICADOITZEERL T----- BEGIN PRIVATE
KEY----- F—TTFAINEBIA—NYINTBDCEETEET ----- END PRIVATE KEY----- o
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Research and Engineering Studio H7/R— KR 1) > —

Research and Engineering Studio (RES) l&, 8% 0V ) —AZ@ERICHR—KNLET, RES
FYYYY.mm.patch/ N—2 3 AF—LZFEALET, BEXZvy—DUU—AYYYY.mmZExRL X,
YYYY FFEZKRL, BUV—AAmZRL., BFEDV—ApatchZ2RLET, FERESUU—X
2. YY1 EOmMmADORKBATHSDHR—MET (EOSL) AN AT 1—-I)LEhTVET, &
ERIE, 2025 F9 HM EOSL HfF1E 2026 F9 A 30 HT9, EOSL W HfFZBED &L, TN
)—AILRTRIHR—RPXATFARRHEEEE A,

g, N7 A—X2A0@ELE, EX21VFTAEH. NTBERK, HILLXDy—N—232 )1 —
A)ICEENTVERTYYYY.mm, EXBBEDOEZES,. F/NYFUU—-—AZBL TEIE AWS ZiEft
LETAH., EOSLISELTVWAVLD D —RAICHLTOKMEEZEHRLET,

AT L—REFHIE, BUXDy—U =X (A5 2024.04.01 E)ADO/NYFUI)—ZABTDH
HR—RNENFTFT2024.04.02, FILWXD¥Y—RESN—=2aUASEHEEATDICEK. TO/N—
S2AVOHFLVA AN ERITIRDHENHYET., RFOMELEFIVTABEH7AO7T A
T VEATEDLDIIC. RESOAAN—LZHRH D)) —RA up-to-date [CEFTD & ZHE
HBLET,

HR—KNETH (EOSL) FIETVWTWAN—I 3 EE2FLTVREAR. YR—NE#HEZEL, B
HMOREBRICT IV ELATED LRSI, HILWN—232VETYTIL—RIBHBEEUTTILSEE
Woe RESOT7YZ7JL—ROFMEFIBEICOVTR, RFIXVRZSZRLTILEEZY, TYTY
L—RICEIZCEBPYR- I BEZBERF. AWS HR—KNIHBLEDELEEL,

Research and Engineering Studio /N\— 3 > HR—KET (EOSL) A

2023 £ 11 Ax H 11/30/2024
2024 £ 1 Ax B 1/31/2025
2024 £ 4 Ax H 4/30/2025
2024 £ 6 Ax H 6/30/2025
2024 £ 8 Ax H 8/31/2025
2024 % 10 Ax H 10/31/2025

2024 £ 12 Ax H 12/31/2025
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Research and Engineering Studio /N\—< 3 > HR— K& T (EOSL) A

2025 £ 3 Ax H 3/30/2026
2025 ¥ 6 Ax H 6/30/2026
2025 £ 9 Ax H 9/30/2026
/A Important

F7OA4 %I infra/ VDI RARNCNY FEBRATH2ORSEHENEETT,

319



Research and Engineering Studio I—%—HA KR

- =z

S

N4/

£ Amazon EC2 A VARV ALk, EEBEMT2 2DOUE—RFRAYVNY TH—ER (Z—ZF)
H—ER)SAEVANNBLTVET, COBEHE. Chs0S/ by AEBEEE - 7OEYa=
VUTBDICKRILEET, £, Z2FEATZEETEET, TNIZKVAWS Systems Manager
Session Manager, RDP ZfEAE31C., RDP S/ 2 A Z BB E BT IZ Amazon EC2 1 VAR Y
ACVE—RNTATA >V TEET, EMOVE—RNFAINY TH—ERASA AN MBELRES
[&. Microsoft 7z (& Microsoft ZA > AV T —ASUE—RTFAIKNY 7T I1—H—CALs ZEA
FTRIMBEBENSHYVES, POTATRIYITINIITTIIATSVAZEDODUE—RNTFRIVNY 71—
H—CALs ICRRTAMEATEUT1ORIANBY ., 7N (£B) TF2 MNREICBIT AWS
TEEXRT, VINDVDITTIATZ2ARERZAECAEEUTAOX Y NELTZM 2 A%
BSIACHZEICOVTE, FAQOZOtEY2 a2 &2SRBLTLSESL,

BERE, 2ECRHENATV2EHEMBICTHMEIZIEEZESEDELET, CORFIXY
N (@) FBEHRBEHROAZBENELTVET, b)) BEOHRORBETSIVT1A%ZERT AWS F
ERLICEEE B ARMN 5288 BET () k. AWS BLTZOEEARASOVAKS ]
SYRMAVNELERRIAEBERLECA. 754 V—F & licensors. AWS products E 7z & —
EAG. RIIELT "HRELE, TRMEhET, KRB, FLEHSDIBEEOFRMHLE. ARNHE
TN CHADST, BEICKTS AWS EFEEFEEF AWS Z2HWICEK >TEEBENET, COR
FIAIXRNE O—EBBTRBYEEA, EEFENEEA, AWS ETOERE OB DN,

@ Research and Engineering Studio AWS &, Apache Software Foundation &l Al gE% Apache
License Version 2.0 DEEBICEIWVWTTA A AT hTVET,
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https://aws.amazon.com/solutions/implementations/rd-gateway/
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yETay

FHMICOVTE, GitHub DRI KU ® CHANGELOG.md 77 M) ZSRL TKEE L,

Date zE
2025 £ 12 A e YY—=A/N—>32 2025.12
HpEsR{L

e F7OA/MHFDITANTOHORES AVR—F
RA® A AR L CloudFormation 249 M1z
%,

. BIEEHN Windows 7R A KD Active
Directory fE &2 EMICT D & 2FTL
x7,

- EBENVDITFARAINYTAVARV A
DTFTAINRNATD 1) ZRETED X
SICULET,

s AVTSAT VAEEBEOEHICHLT
SSNTY RTOEAOOTREENF EMIC
BOTWET,

e IXNTDSINTY NEEICHKHER SSL/
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