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cOHRIE, AWS CloudFormation T 7L—KEARY VZFERALTF7O4 ZBE1L
L% 9. CloudFormation 7> 7L —hKik., CORRICEEND AWS UY—REZ07ON
T 14 %Z5IR L E£9, CloudFormation AZXY V&, 7L —hMICREAREhhTVWERIY—R%
7O azZ> g LY,

HRmERBIDEIC, COHA RTHRALLIAN, 7—FT0F v, RYKDT—TtF21UFT1,
TOMODERBBEZMIEL T LSV,

NeEY

- BIRERAT

« ABVY—RAZEHRT S

c ATV7 1 HmZEREIS

c ATV 22O THAA42F D

AR SR

REY D

s BEI—HY—-—AWST7HVUDN Z2FALT ZHEHKTS

+ Amazon EC2 SSH ¥ —RT7 %2R TS

s Y—ERVF—REEXT

c NABZLRXAVEERTD (A7 3)

« RXA > D4ERL (GovCloud M )

« HEBUY—RAZREITS

- IRIETLDAPS ZRRETD (7> 32)

 Microsoft Active Directory DY —E AT HO 2 N&ERET D
T77AR—KVPC 2RETD (A7>32)

LIE=38 23


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html

Research and Engineering Studio I—H—H4A KR

BEI—HY—AWS 7HOU N 2 AL T ZHEKTS

EEI-YHY—AWS THIU N 282 FBETT,

1. https://portal.aws.amazon.com/billing/signup ZFR & £ 7,
2. AVSAVOFIRICRHWVWET,

BAVTYTFIEO-—RELT, BRFRLEBTFAMNXXY E—DZFHEY), BFEF—/NNYRT
RIALO—RZADLET,

CHATYTIREAWSTAHIVN, AWSTHIYROIIL—KNI—H— HFMERENET,
LN—=RI—H—=LCR, FHAIRODIXTOAWS DY —ER EVY—ANDT IV EAENH
WET, EF1UTARARNTZIOTARELT, A —CEBT IV AEZE) ST, IL—
NI—Y—TFT IO AN BEZZAVDRGTICEIL—PN I —DAZEERATEILSICLTLSES
W,

Amazon EC2 SSH ¥ — X7 %Z /KT

Amazon EC2 SSH F—ART7HNBVWHEE., F—RT7EZERTIHEN HVYET, FMICOVT
k. TAmazon EC2 1—%'—HA R, ® "TAmazonEC2 ZFAL =F—AXT0DERK. 2B L TL
e L\,

YLV F—RERPT

UTOH—EARAVA—ZZEP I E2HBBHOLET,

* Amazon VPC
« NATT—KRDJIAHiZV)DElasticP 7 RLAVA—R%&Z5H5 8ICEPLET,
« TRAZEUTA—=V—=2BIEWVDONATT—RIIAZ 505 10 ICEPLET,
« Amazon EC2
« EC2-VPC Elastic IPs

AWS PHDOV KNI, AWSH—ERZ &L, UBIRFIREFENATWETF 7T RO A —245
HYVET, BFICHRENTVEVRY, 77—X@3#BEETT, —FHO I+ —XICODVWTEEIEL
FRUIVIARNTETITHN, TOMOIUVF—ZICDVWTEHBIELFRZERFRTEREA. FMICOL
Tk, TCORBDAWS H—EANTA—2, BSRBLTLSEEL,

EBI—Y—AWS THDUU N ZEALT ZEKT S 24


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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NABLRXAZZERTD (FT7>32)

A—Y—T7LYRU—BEURL ZEDICE,. BRONAZLARXAVZFERTIZIEZHEBHLE
Fo NABLARXAVZEEBEL, #7232 TARAEZEETEX T,

ABIV—ARAEZY VL, BELEAAZLARXAVOIAREZERTZ7OLAN HVET, R
XAVHSBY, ABIY—AARRY VDORAELERBEZEATZIEEE. CCTATYTZARFY
TTEEY,

T, UTOFIEICH > T Amazon Route 53 ZFERA L TRXAM 2 ZEEL, ZFEALTRXLY
DIEAEZ 1 > 7R— B L ETF AWS Certificate Manager,

1. BRICHE2T, Routeb3 ICRXAA 2B LET, BRAX—II’EEEXT,
2. RXAOERANY—2ZBEBLET, Child Routeb3 ICK > THEBHNICERENET,

a. Routes3 IV —I)lZ2BHEEXT,
b. ERIOFES—>3UHhSKARNI—2ZERLET,
c. RXAVBRICERENERARNI—22RE, RANY—2IDZIE—LKRT,

3. ZMB& AWS Certificate Manager ., A TOFEICHE > TRXAVEFAEZV I ITANLET, V
)1—232 &F7O/4TDFEO)—23aICVB e z2BELET,

4. FET—aTpsiREE—ERTEZERL, SABEVIIARNZREODHERT, VIITAME
REFTHILENFHYET,

5. AAEID ZEBRLTUIIANZRHEERT,

6. RXA2t0>3>H5, Routeb3 TLOA—RZEXTZZ2BRLET, VITANDREC
100D ET,

7. WREARAENLS, APBEORAT—RALITIVAS ARN Z2IE—LET,

RXA > O¥ERK (GovCloud @ )

AWS GovCloud U —2 3> IZ77'04 L TWT., Research and Engineering Studio D 7 AR /s K X
A2VZFEALTVREEE. ChSDHIRFBEODARATYTEETIBIHEN HYVET,

1. NTVYIORANRAAHFERENEER/IN—T 14232 AWS 7AHD NI Certificate
CloudFormation AZ Y 2 %#F7O4 L&,

2. Certificate CloudFormation H A6, & ZEDlfCertificateARNTXELE
JPrivateKeySecretARN,

NABLRXAVZIERT D (FT23Y) 25


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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3. GovCloud N\—F 4> 3a>TFHIKNT, CertificateARNH O DEZEF D —UL Y N
BLUET, #">—UL Y MBEvdc-gatewayll POV EZATESRDRSIC, ILLW>—TL Y N ARN
ZEEZHEY, >—ULYNI2O0R2TEEMLET,

a. res:ModuleName = virtual-desktop-controller
b. res:EnvironmentName = [environment name] (res-demo M AIREMEA S V) £ )

4. GovCloud /N—7 4> 3> FAhHJ>VNT, PrivateKeySecretArntH D EEFE > —IL v
NEERLET, F>—2UL Y Mivdc-gatewaylc 7O EATERZKSIC, FILLW—OL Y
NARN ZEZ8®, >—VLYNIZ2DO0FTZEMLET,

a. res:ModuleName = virtual-desktop-controller

b. res:EnvironmentName = [environment name] (res-demo D EJEEMEA" S V) £ )

ARV Y —AZRMT S

@ Research and Engineering Studio Tl&, F7’' 04 KICXOAIIY —ANBEETD & & AWS
BELTVWET,

« XY RKNT—=F2T (VPC, NTVYIOHTZRYN, TTAR—NYTZRYN)
C ZTlk., RES IR, Active Directory (AD), £BEARL - ORANCEAEND EC212A
BUAERITLET,

« AL —2 (Amazon EFS)
ARL=—2RVI=-ALICE., REFRIONYTAVTZARNTOF v (VD) ICHEBHRTFAILE
T—ANFEERTVET,

« T4 LU KUY —ERA (AWS Directory Service for Microsoft Active Directory)

TALORNIY—EAG, RESREICHLTI——ZFALET,
s F—ELEORT (A—HY—FB, NAT—R) &L TT7#—X Y N& N Active Directory —E AT
NoOVROI—H—RFENAD—REZELS—IL YK

Research and Engineering Studio l&, Z#EAL T, Y—ERXAT7HINONAD—REE, BE
LE>—OL Y BIZT7 VAL FTRTFTAWS Secrets Manager,

HAEIY—AERMET S 26


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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/A Warning

BIHI T % 3 X T D Active Directory (AD) 1—H'—ICH U THEMB EX—I T RLAZEET
DREBEHNFHYVET,

® Tip
TEREZTF7O/LTVT, ChSOATIY—ANFFATEBZVESRK., AWS N1/
73— 2AAE1I—TFTA142JLEZFERALTARIY —RZ2ERTEET, THIY
NCDUY—RZ2F7O4FDIC@EAB)Y—AZERKTD, X0V 3a> T, Z858BLT
<EEEL,
an AWS GovCloud V=23 > TOFEF7O/4 TR, ") ORREZHFEATYTZET TS
DEAFBHVET RX A DER (GovCloud D ).

IRIEET LDAPS Z5XET % (F 723 )

IRETLDAPS BEZFEAT2EE. UTOFIEEZRETL T, fAHAEZERL T AWS Managed
Microsoft AD (AD) RXA > NO—F—IZF7X2YFL, AD £ RESENBEZREHITIMLEND
WET,

1. T oH—=/\—flo LDAPS ZEB M\ 3 % % AWS Managed Microsoft AD IZEEEE TV
ATYZICRVWET, LDAPS ZERICEMICLTVRHEEIE., COATYTEAFY S TEE
ED

2. AD TLDAPSHABREENTWVWA L ZMHRABLES, ADFIAEZIVAR—KLET,

Active Directory H—/N—IZBEBL £ T,

EIEE L LT PowerShell 2BE £7,

certmgr.msc ZE{TU TAIAE U AN ZHEE T,
BAICEEE NI —NRAIMEZRE, RICAHEZRFEVT, AHEBVANEHEET,
AD H—N—CtRIUBHDAHELERAL (FLERFEIVUYI)L, IXTORAIZEERL
THASIVAR—KNLET,

Base-64 TL1—R&h/ X509 (CER) Zi#IRL., RAZBIRLET,
TF4LORN)ZBIRL, RNZEBRLET,

>—2L v NOERKS% AWS Secrets Manager:

® o 6 T o

w
1 Q —h

BT LDAPS 2RET 2 (A7 3Y) 27


https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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—ULYRNIZ—I¥—TI—ILY NEERTBBAER. [Z—IL Y ORAT]T[ZD
feD>—UL Y N Z&RL, [FL—2FTFAN 74— RICPEM I 0— ROGEAEZH
WNWTERT,

4. {EHREN/-ARN ZEZZZHT. O DomainTLSCertificateSecretARN/NT X—RELTA
ALEITATY 1. ReziREHT5,

Microsoft Active Directory Dy —E AT HDV > NZRET S

RES ® ID ¥ —A & L T Microsoft Active Directory (AD) ZiBRU =354, AD IC7OTTAILEKDT
DL AZFATRIY—EATHIRMNHVET, RESOA VAR =IO—RELT, Y—ERT
WOV NOFMBEHRZEFEAL T —ILY NEETHXENfBYVET, >—IJL Y NE, CZICRTH
XNTHIBENFHYET,

Secret value o

Retrieve and view the secret value.

Key/value Plaintext

{"'<username>" :"'<passwor d>"}

£, username7 1 —J)LREF ERXO NT EROOT A BEHR—NLTVEVZEIEFELT
< 7Z& LVDOMAIN\username,

B—EATAIY NEROEEZELL XTI,

«c ADASI1—H—%EHT5: RESIEFAD A5 I1—H—%#FAHLT, I—F—HIDI7TR—%I
COJA>TERDESICTRIHENHYET, BH7OARF., Y —EAT7HIORNZ2FEHALT
LDAP (%) 2 AL TAD 20T UL, FRAEAI—HY—CTI—TE2RELET,

« AD RXAIZSMTD: hnld, 1 2ARXAN AD RXAL IS 5 Linux REF A
NYTEAVTSANSIOFYRANDAT A FRL—232TT, RES Tk, ik
DisableADJoin/N\TX—Z THIfIEnE T, cONTXA—REFTT7 7). N T False ICEREE N E
o DFY, Linux REFAIRNY TR FT7FIREETAD RXAIZSMLKRSELET,

« AD ICERT B Linux (REBTFARAIKNY TEAVTTARNTUFYRARNE, AD RXA2IZS
U % Wi54 (DisableADJoin =True), AD RX A VICEHELET, COBEEFERTIC
&, UsersOUB KT O1—H—&TIN—TOHmI BT IO EAEGF—EATHI NTHET
9 GroupsOu,

Microsoft Active Directory D —E AT AT ~ 28
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B—EATHAI NI, ROTIOEAHFANBETT,

e 1—H—%FHL TAD IZELHTDICIE > UsersOUB KV O 1—H—&J I —T0mEHE T D
2 AGroupsOU.
« AD RXA 2SN BICIE - TComputerA 72T KEEKL F9 ComputersOU,

https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/
service_account.ps1 @AV V7 NG, BYIBHY—ERTHO U NOT VAT TZ2F5TEHED
BlERLTWET, MBEOAD ICETVWTEETEET,

75AR—KNVPC &2RETS (7> 3aY)

Research and Engineering Studio Z 2BfE iz VPC ICF7 O/ 95 &, B8O T4 T AL
HANFT U ABH#ZR/B LT EOOEF 1T 4N EILEhET, L, BEORES F70O1 &, K&
FEREODA AN =INICAVEZ—FY RTIORAILKELTVET, 754 RX—KNVPCICRES %
AVARN=ILTBICRE. ROBRFEEFBLZIDENF HYVET,

(N =R

« Amazon XA X—2 (AMIsZ %183 %

« VPCI2V RKRAV NDORE

« VPCIVRARA DBV H—ERICERTS

« 7ZAR=—BNVPCF7OAMNTXA—LERETD

Amazon X224 X—2 (AMIsZ#1f§ 3 %

1. THREBEE&ZEA V> O—RLUFET https://research-engineering-studio-us-
east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz. FEgfE iz VPC ICF7°
A4 9%k, RESAYT7SARNTZIFYTNT VY IOALBZ—Y NTOEABL THREFESE
BREZRNATEDHLENHBYVET,

/A Important

RESIREO/N—2aUA&HTHEVESIE. XU O— KR URI latest® Z EfES/N—
A EE (/E2025.06) CBEEMRAET,

2. Amazon S3 ARV ERT7 U tEAE AmazonEC2 E L TEBETZS ID #F > IAMO—)L &4
BLULET,

TSAR—KNVPC ZRETS (F7/>3) 29


https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
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a. 1AM 12V —JL (https://console.aws.amazon.com/iam/) ZB & £ 7,
b. O—JI A5, O—ILOEK ZFIRLET,
c. BEENEIVFATAZEBRIR—TUTZITVET,

s BRENEIVFTATARATT, ZERLET AWS O —ERA,
« TH—ER,  LEF "I—AT—RA1 MEC2, ZBRL., "X, ZERLZEXT.
d. 7OEAHADEMT, ROT I EAFAR)S —2BRL, RNZBRLET,

* AmazonS3ReadOnlyAccess
* AmazonSSMManagedinstanceCore
» EC2InstanceProfileForimageBuilder
e. O—J/BEFHAZEML, O—IILOEREZERLET,
3. EC2Image Builder J>R—%> NZHERLET,

a. T EC2Image Builder 12V — )L %Z B & & 7 https://console.aws.amazon.com//
imagebuilder,

b. "™REEINLUY—A, T, "TAVKR—F2 b ZBRL, "DVR—ZFIPMNOEKL &8
RUET,

c. AVAR—FKXVKNDEBRR—TT, ROFHZEANLET,

« AVR=—FRVKNEAT7 T, EILR ZBRLET,
s AVR—ZVNOFMBICOVTE, ATZERLET,

INTAX—& d1—%—TIT> K1
Image operating system (OS) Linux
Compatible OS Versions Amazon Linux 2, Amazon Linux 2023,

RHELS8, RHEL 9, or Windows 10 and 11

Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

TS5AR—NVPCE#RETS (A7 3Y) 30


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com//imagebuilder
https://console.aws.amazon.com//imagebuilder
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NFX—& d1—H¥—-TIT>KU
Description Optional user entry.
d AVAKR—FXVRNOERR—IT, RFIXRAVFTOVOEREBRLET,

i. EERFIXNORNBZADTZHIC, targz 77AILDT 7 AL URI AHRET
9, RES AT S targz 77 1 J)L% Amazon S3 /N7y M7y 7O—RL, N\
TYRZ7ONTAHAST7 74O URI ZIE—LET,

i. RDRSIZAHDLET,

® Note

AddEnvironmentVariables A 723> ThHVY) ., 1V T7FARNTIF ¥R
ANCHAZLREZBHA BEBZVEZSFHIBRTEET,

http_proxy & KT https_proxyREZHEZRETHES. 1 VARV A
A7OF>%ZMERAL Tlocalhost, 1 VARV AXZT—RIP 7 RLA, &
CVPCIVRARARNEYR—KNTEIH—ERZITIVLEVKRSICTSIC
&, no_proxy/N\TX—ZHNFUETT,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:

TZAR—KNVPC ZRETD (F7>3Y) 31
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d—H—H1 K

- AWSRegion:
type: string
description: RES Environment AWS Region

phases:

- name: build

steps:

- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:

source: '<s3 tar.gz file uri>'

destination:

'/root/bootstrap/res-installation-scripts/res-

installation-scripts.tar.gz'
- name: RunInstallScript

action:

onFailure: Abort

maxAttempts: 3

inputs:
commands:

- name:
action:

- 'cd /root/bootstrap/res-installation-scripts

ExecuteBash

- 'tar -xf res-installation-scripts.tar.gz'
- 'cd scripts/infrastructure-host'
- '/bin/bash install.sh'

onFailure: Abort

maxAttempts: 3

inputs:
commands:

echo -e "

AddEnvironmentVariables
ExecuteBash

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,

}}.res, {{ AWSRegion }}.vpce.amazonaws.com,
}}.elb.amazonaws.com, s3.

}}.amazonaws.com,s3.dualstack.

}}.amazonaws.com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.
}}.api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.
}}.amazonaws.com, ssmmessages.

}}.amazonaws.com, kms.

}}.amazonaws.com, secretsmanager.

{{ AwWSRegion
{{ AwWSRegion
{{ AwWSRegion
{{ AwWSRegion
{{ AwWSRegion
{{ AwWSRegion
{{ AwWSRegion
{{ AwWSRegion

TZAR—KNVPCZRETS (A 7>3a)
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Q—H—H1 K

{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1},
1}.
1},
1}.
1},
1}.
1},
1}.
1},

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, sqs.
com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.
com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{ AwWSRegion }}.amazonaws.com,cloudformation.

{{ AwWSRegion }}.amazonaws.com,sts.

{{ AwWSRegion }}.amazonaws.com,application-autoscaling.

{{ AwWSRegion }}.amazonaws.com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.
{{ AwWSRegion }}.amazonaws.com, .execute-api.{{ AWSRegion }}.amazonaws.com

" > Jetc/environment

e. [AVKR—FUPNZER] ZERLKT,

4.

Image Builder 1 X— L EZERKLET,

a. LYEDOERR—IT, ROKSICAHDLET,

to>ay NTA—=& d1—4H¥—T> KV
L > EFF# ZH Enter an appropriate name
such as res-recipe-linux-x
86.
N—>3> Enter a version, typically
starting with 1.0.0.
B2 Add an optional descripti
on.
BERXOAX—D 4 A= DEIR Select managed images.
0S Amazon Linux or Red Hat

Enterprise Linux (RHEL)

TS5AR—NVPCE#RETS (A7 3Y) 33
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o3 NTX—2Z d1—H%—TI> KU
AX=2FDD Quick start (Amazon-m
anaged)
[41 X—2A] Amazon Linux 2 x86,

Amazon Linux 2023 x86,
Red Hat Enterprise Linux 8
x86, or Red Hat Enterprise
Linux 9 x86

BE/N—>3a—odx7 Use latest available OS
>3az version.

A
\I
N
%)
\I
N
Ry
it
|

Keep everything in the
default settings, and make
sure N1 7542 DETHE
ICSSMI—> I hZH|
B} 9 % is not selected.

EEFALIRNINA EETFALIOBRNIUNA /root/bootstrap/res-install
ation-scripts

dVR—F2 b OAVR—F NDOEE UTZzHmHEL TGERLE
T

« Amazon Yx— R:
aws-cli-version-2-linux

« Amazon Yx— R:
amazon-cloudwatch-
agent-linux

- FRE: ABICHERE i
Amazon EC2 OV R—%
Y ho MED AWS 1) —
arva J4—)LRICA
HLET,

TS5AR—NVPCE#RETS (A7 3Y) 34
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Q—H—H1 K

o3> INTFAX—=24Z
[N

b. [L>EZEKTD] Z2EBRLET,
5. Image Builder 1 7 ZARZ UV F v EREZERLE T,

1—H—TI KV
ERALTERLET,

« Amazon Yx— R:
simple-boot-test-linux

a. REBRRIVY—AT, 1 VT7ZARNTIFrREZRBRLET,

b. 127ZANZIFv¥—BROER 2 EBRLET,

c. AV7ZARNZIFYREDERR—IT, RDELSICAHILET,

to>ar NTZX—=2
General R

A

IAM O—JL
AWS A2 T7ZANTZUOF AVARBAZRALT

-v

VPC, H¥7%vYy N, %2
UF4 )=

d1—%-—-I> KV

Enter an appropriate name
such as res-infra-linux-x86.

Add an optional descripti
on.

Select the |IAM role created
previously.

Choose t3.medium.

Amazon S3 /NTY A D

A=Y NTIOEA

ET OV EAZFATEDH

72avaEERLET, &
F1DTFTATN—TZHERK
TRIVENHDZEEE. R
D ARNZFEAL T Amazon
EC2O2V—IHSHEKRT
EET,

TZAR—KNVPCZRETS (A 7>3a)
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to>ar NTAX—5& dA—H%—=T> K

« VPC: A2 T7ZANZY
FrEREICEREATY
2N ERL VPC ZEIR
LET, <® VPC ICF
A=Y NTIOLA
NHETT,

c A2NTYRIL—IL:

-« %47 SSH

* [Source]: Custom

- CIDR70Ov ¥:
0.0.0.0/0

d AVIZARTIOFY—EBROER ZBRLET,

6. ¥1L U EC2Image Builder N1 754 > &ZERLET,

a. TAX=INATS421 CBEBL, "I X—DNATZ42 0K 2BRULET,

b. NAT7 T4V DFEMEIBER—TIT, ROLSICAHL, RNZERLET,
s WATZABEFTS 3 DORA
s ELIRATZ1—-LTR, ATD1—)ZBRETHH. AMIR—FVITO0LAZFH

THHBRIDEEFEFHZERLET,

c. LVEDERR—IT, BFEOL>EZEAZERL, BICERLELEREZADLE
Fo [RN] ZBRLET,

d BEf®7OLAOERBR—IT, F7FI)IM0OT—070—2ZBRL., ANEBRLET,

e. "MVT7ZARNTZUVFYRENDERI R—TT, "BBEOAVIZANTZIVFYREZEH
T2, ZBRL. UBTICHEBLIEA VT ZARZOFYREDEBHZADLET, [RN] 2

BIRULET,
f. FAANIELI-23VRENERR—IT, BRECODVTRORZZELTSLEE L,

* RESHECASAVTTZARNTZIFYRAMNAA VAR AZBEHIICEETESD LS I,
HAOAX=DRBF7O4ENZRESREERLUV 23V ICHEETIVLEN HYVET,

H—EAOTF 74 NEEHATSE, EC2Image Builder —EANERAEhTWSD ) —

TAVICHAA X =IHNERENET,

TZAR—KNVPCZRETS (A 7>3a)
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Research and Engineering Studio I—H—H4A KR

- RESZ#¥HN)—2a IcF7O49%58k. ILLWF1ANIJELI—- 3 RESE
ERL, TZICU—=>23a > zBMTEET,

g BRAUBRZERL. NM T4 0EREERLET,
7. EC2Image Builder N1 754 > ZERTLET,

a. AX=SNATZAHS5, ERULIENAT A2 2RO TERLET,
b. TU>avzBRL, NMT A4 DRITEERLET,

INATZA42@F, AMI A X—=Z DERICH 45 5H 5 1 BEA DB HZENHYET,

8. EHENEAMI O AMIID ZEZ8E%. O InfrastructureHostAMI NTX—Z DA HE L THEA
L & dthe sectioncalled “ATY 7 1: RR%ZzEETD,

VPC I RIRA > N DERE

RES #F7O4 L TREFAIRNY TZEBHTSICE, T7SAR—KNFTZY NADODTIEAAWS
DH—EADNMRETT, VERBTIVELAZERBHTEZIELSICVPCI RRA U NERETIDHEND
WET, £, IVRRA VRS EILChSORATY TR BYBRTIHBENHVET,

1. IVRRAZBRMFUEIICREEATVWEWESRE, 122 —TITAAVPCITY RKRA K
AWS DH—ERA ZFEALTICTIEATS ) CRBESNTVAFIRICH > TSEZL,

2. 2DODTFRASEUTFA—=V—"2DFNTNT1I 20T TAR—MNYTZYRNEBIRLET,

AWS O —E A H—ERXE

T 7°'\) % —<,3 > @ Auto Scaling com.amazonaws.region.application-autoscaling

AWS CloudFormation com.amazonaws.region.cloudformation

Amazon CloudWatch com.amazonaws.region.monitoring

Amazon CloudWatch Logs com.amazonaws.region.logs

Amazon DynamoDB com.amazonaws.region.dynamodb (7*— NI T A4 T
RARA > NARE)

Amazon EC2 com.amazonaws.region.ec2

TZAR—KNVPC ZRETD (F7>3Y) 37


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html

Research and Engineering Studio

I—¥—%( K

AWS OB —ER

Amazon ECR

Amazon Elastic File System

Elastic Load Balancing

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

AWS Lambda

Amazon S3

AWS Secrets Manager

Amazon Elastic Container Service

Amazon SES

AWS Security Token Service

Amazon SNS

H—ERH

com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.events
com.amazonaws.region.fsx
com.amazonaws.region.kms
com.amazonaws.region.kinesis-streams
com.amazonaws.region.lambda

com.amazonaws.region.s3 (RES TF77 # )L N THERE
NBT—KRIIAI RRAVRNIBETT ),

PEEEIALERETCNTY hZ2JOANTNTBICE.

EBMO Amazon S3 A VX —T7 IA ALY RIRA Y
HETT, Amazon Simple Storage Service 1 > X —
TJTIAARTIV RIRAVKNANDOT VLA Z5BLTLE
=L\,

com.amazonaws.region.secretsmanager
com.amazonaws.region.ecs

com.amazonaws.region.email-smtp (XD T RA T E
DF4—=V—=—2TRYR—FENTVEHA: use-1-az2
. usel-az3, usel-az5, uswil-az2, usw2-az4, apne2-
az4. cacl1-az3, cacl1-az4)

com.amazonaws.region.sts

com.amazonaws.regi on.sns

TS5AR—NVPCE#RETS (A7 3Y)
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html

Research and Engineering Studio I—%—HA KR

AWS O —EA H—ERX&
Amazon SQS com.amazonaws.region.sqs
AWS Systems Manager com.amazonaws.region.ec2messages

com.amazonaws.regi on.ssm

com.amazonaws.regi on.ssmmessages

VPCIVRRANDBEWNH—ERAICELETS

VPC IV RRAVRNEHR—NLTVWEVWH—EREHRETRICRE. VPCONT VY IHT XY
NMCZ7’OF>H—N—%RETEET, ID7O/NA X —& L T AWS Identity Center Z A L

T. Research and Engineering Studio 7' 04 IC4 BB RK/NROT VA EEZF >7OF> % —
N—ZERTDICE. ROFIEICHWVWET,

1. RESF7OAICEATDVPCONT VY IOHTZY NTLnux A VA AZRELET,

* Linux 7 7 £ 1) — - Amazon Linux 2 &7z (& Amazon Linux 3
« T—FTUF v -x86
c AI2ARVAZRAT —t2.micro Bk
« EF¥21UFT4J)L—7-0.0.0.000 »SDKR—k 3128 TDH TCP
2. AVARVALERLTTOF Y —N—ZRELET,
a. http EFRZBEEET,
b. BIETRZINTOHTRY MASRORXAUADEREZHFILET,

- .amazonaws.com (A AWS H—EZADIFEE)
- .amazoncognito.com (Amazon Cognito M IiF &)
« .awsapps.com (PA T T4 T4t Z—H)
« signinaws (PA 7714714122 2—H)
- .amazonaws-us-gov.com ( Gov Cloud ® 354
c. OIXNTOEKREEETLET,
d. Z7OF>H—N—%TFIOT147{LLTREBLET,
e. ZOFSH—N—HFIUYARVFTSPORTZEEEOET,

TS5AR—NVPCE#RETS (A7 3Y) 39



https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

Research and Engineering Studio

Q—H—H1 K

3. 7OFIH-—N—AOTIERAEZHTTRLSICIL—IT—TILZEZRELET,

a. VPCOAVY—ILICBEL, 1> T75ARNSIFYRANE VDI KRANCERATIZHTRY

ROIL—KRT—TILERELET,

b. IL—hT—TIILEZR/EL T, IXTOBEGERIAOATY TTERL L7OFH—/N—

AVARAILBETEDLSICLET,

c. Chik, 1V7ZARNSIFYNDIsIZEATZIIRNTOHTRYN(AVE—FKYNTY
TABL)DIL—KRT—=TIILIZHLTITVET,
4. 7OFH—N—EC2AVAZRVAQOEF1VFT14TIN—=T2ZEL, 7O0F>H—/N—N
)Y AL TWS PORT TA /ND > RTCP #5EANHFAEnTWVWB e Z2HRELET,

T7Z7AR—=RNVPCTF7O/MNTX—8%

RETD

Tlkthe section called “AT Y 7 1: m%Zi£FH T 5", CloudFormation T 7L —KNIZEED/ND

X—=BBEANTBENHFENETT, £RFE
k. RONTAXA—RERBFREL T LEEL,

NTA—=5

InfrastructureHostAMI

IsLoadBalancerinternetFacing
LoadBalancerSubnets
InfrastructureHostSubnets
VdiSubnets

ClientIP

HttpProxy
HttpsProxy

NoProxy

BREULETSAXR—NVPCICEEIZF7O0/4T I

Input

Use the infrastructure AMI ID created in the
section called “Amazon X224 X—< (AMIs
ZXHET D"

Set to false.

Choose private subnets without internet access.
Choose private subnets without internet access.
Choose private subnets without internet access.

You can choose your VPC CIDR to allow
access for all VPC IP addresses.

Example: http://10.1.2.3:123
Example: http://10.1.2.3:123

.

TZAR—KNVPCZRETS (A 7>3a)
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d—H—H1 K

NTA—=5

ATV —RAZEKRT S

Z @ CloudFormation AZY 7k, Y ND—9, ANL—=2, FOF14T7F4LOKNY,
AEBAE (PortalDomainName AIEEE N TV35HE) ZERLET. BRZETF7O0/T3ICEK. Ch

S5OAE)Y —AHNBETTY,

Input

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com,ec2
.us-east-1l.api.aws,ec2messages.us-ea
st-1.amazonaws.com,ssm.us-east-1.ama
zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
s.com,sqs.us-east-1.amazonaws.com, el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com, 1l
0gs.us-east-1.amazonaws.com,logs.us-
east-1l.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
s.com, .dkr.ecr.us-east-1.amazonaws.c
om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
, .control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
ws.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com

F7O480C recipes 77 L—hERZ D O—RTEET,

RXA 2>

AV —RAZERT S
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

Research and Engineering Studio I—%—HA KR

T7 04 BB 49 40~90 o

1. KA 42 AWSN R XNV =)L U, hitps://console.aws.amazon.com/
cloudformation  CloudFormation >V —J)LZBAE &9,

@® Note
EEWETHIORNCIVWBREZERELET,

2. AVVY=LTTU7L—bhZRBLET,

AWS GovCloud V=23 > IZF7 043 %HEE. GovCloud N\—F 4232 TFHINTTY
7L—h%EEELFT (AWS GovCloud CREIREE) V-3 > 0BEEHE ),

3. TUTL—RMNTAXA—2ZAHLET,

NTA—=5 T7#I) b

SHI:I

B

DomainName corp.res.com TOTATTF4LORNVICE
HAEhdRXA2, TT7#
INERK, 7T—RAKRTY
71— —%ETS LDIF
774N TRBEEhET,
F7AINNI1I—Y—ZFEH
ITHEER. EzTT7 )
ROEFRICLET, EZZE
BEgdICiE. 2FEHLTH
DLDIF7 7 A\ ZEEL &
T chlk, POT17 74
LOKNVICERAEhD RXA
E—HIBHLERZFHYEE
Ao

SubDomain (GovCloud @ &) CONTXA—REEA) —
>3arTRA7arTy
». GovCloud U—>3>T
FHETT,

HAEIY —AEERT S 42


https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

Research and Engineering Studio

Q—H—H1 K

NTA—5

AdminPassword

T7#I) b

S

SubDomain ZEET % &,
NTA—=RIZFEEE L
DomainName O 7°L 7 1 ¥
DA TS NET, BES
Nz Active Directory R X A
VEBEEBRYT RXAICEYE
E

Active Directory B &N
NAD—R (A—H—%F
Admin)e cOI1—H%—&
BRUOT—RNARNS YT
J7I—AOFOT747TF4L
IRNVIZERE O, TO&E
FRHEhFEEA,

BEE.O71—I)LROF
RiE. N TL—FTFAR
ODINAT—R, F£zl& (2)
F—ELEORTELTT#4—
NY hEhkz AWS >—5
LY ~h®DARN OWTNHT
9 {"password":"somep
assword"} o

A COI—HY—DONAD—
K&, Active Directory ®/\
A7—ROBMEDEHZK
ELTVLWAHAENHYET,

AV —RAZERT S
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements

Research and Engineering Studio

1—H—H4

k

NTA—5

ServiceAccountPassword

T7#I) b

S

H—EATHT> NDEEK
ICEAENB/NAT—R
(ReadOnlyUser )o D7
WOV NEEBICERAEIAE
ERS

BEE.ZD71—I)LROF
RNiFE. N 7L—2FFAR
DINAT—R, FEE (2)
F—LEORTELTT#4—
NY hEhkz AWS >—5
LY D ARN OWTNHT
9 {"password":"somep
assword"} o

A O —DONAD—
K&, Active Directory ®/\
AT7—ROBMEDEHZK
ELTVWAHENHYET,

SSHOZ4 7> hNeERL
TEEA AR A%zELEL
£

7E: AWS Systems Manager
Session Manager Z{E/ L
TAVAZVAILERTSD
EETEFET,

AV —RAZERT S
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements

Research and Engineering Studio

Q—H—H1 K

NTA—5

LDIFS3Path

ClientlpCidr

ClientPrefixList

T7#I) b

aws-hpc-recipes/ma
in/recipes/res/res

_demo_env/assets/r

es.ldif

S

Active Directory Y K7 v
TOT—RARNZYT 71—
AHICAVR—bhEhi
LDIF 7 7 4 )L N® Amazon
S3/NA, FMICOVT

. "LDIF ¥ R—h, &%
BLTILKEEZV, NTX—%&
ik, POT147F4LUBN
DICZHOI—F—=Z2ERT
BPT7T7ANNERICADET
TVWERT,

T77AINERTRTBIC

l&. GitHub TFI M AT A%
res.dif 77 1 )L&ESBL T
<EEL,

PBARNITIOEATBIPT
RLR, BIZIEFE, IPTRL
AZ#ERL, [IPADDRES
S1/32 ZEALTHRARND
SOT IV ANHKEHFATE
9. COFTOSMRICERH
TEEY,

L7 4 Y ORAUARNEAS
LT, POF47F4LIRN
UBE / — RADT VL A%
BULET, YR—IRTL
749 9AUANDERIZD
VT, THRARY—TZR—
SRILTAYIAURRD
B, EBBLTIEEL,

AV —RAZERT S
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html

Research and Engineering Studio I—%—HA KR

NTAX—& TF7 AL B
EnvironmentName res-[environment PortalDomainName 2#"
name] BEEENhTWAEE, 20

NTX—RZFERAL TER
Ehizo—oL Yy NIRRT
ZEML, RENTHEAT
TBEXI, cnlk, RES A
2y OOERRICERAE N
7= EnvironmentName /\Z
X—BE—HIBILENHY)
T9, THIVYMNIEBOR
BEF7O/49%8BE.
F—ETHIVLENHYET

o

PortalDomainName GovCloud #7°'01 OHE
. CONTX—ZZAHN
LBEWTL &, FIAE
E—UL Y N, BIREH
L TFBHTERENEL
=
T AT MO Amazon
Route 53 M RX A1V H,
hEfEETDE, NTUY
DAREEXF—TT7AILY
E FREh, [CF7Yy 70—
R&EhZEFT AWS Secrets
Manager, JMED RX A &
AAENHZHEEEF. D
NTA—RE ZZZHDEE
(CEnvironmentName 9%

CENTEXRT,

4. BEOINTOFIVIRY VAZBEL, AZY VDEREZERLET,

HAEIY —AEERT S 46



Research and Engineering Studio 1—H—HA R
ATV 1. HmEEEIS

cDOtU> 3 Ostep-by-stepOFIREICH > T, RBZEFRELTTAHINIF7O4LET,

T7 04 A 4560 2

COHEED CloudFormation 77 L—Ki&, F7OA4FDEICADO0—RTEET,

AWS GovCloud (KE ) . F7O4 9288k, COT7L—hEFEALET,

res-stack- COT7L—KNZ2FEAL T, EREBEEITZIINTOIR—ZF NEEBHLET, T
T7A)RERETIEE, RESXAARYOERF, 7O0RNIVR, NIV RUY—=AHFF70O
1enhET,

(® Note

AWS CloudFormation 'J ¥ — A& AWS Cloud Development Kit (AWS CDK) (AWS CDK) >/
ARZUORDSERENET,

AWS CloudFormation 7> 7'L—KIl&, ® AWS IZ Research and Engineering Studio 7 7°'004 L
FTAWS UTTR, ARV U ZRETDHIC, SIRXUGEZR/B-ILEN BYVET,

1. EHA242 AWS YR XNV =)L U, https://console.aws.amazon.com/
cloudformation T CloudFormation A2V —J)IlZH& £ 9,

2. TV7L—h ZBBLET,

AWS GovCloud (KEBZ) IcF7O/492ICEk, cOTF 7 L—hZ2RBLET,

3. TU7L—RNEF7AILNTRERBN—ZFH) V—a>Tc8BLET, Bl TY
Di1—>32zEHIDICEAWS V-3, OAV=-IILFrETS—>3> o NN—o)—23ar+
LOZ—=zERALET,

® Note

COHEEGETIE Amazon Cognito H—ERAZFEAL TVWERTH, MEINXNTO THRAT
EHDDITREBYEBAAWS V-3, CORMRIEF. Amazon Cognito AWS 1) —
>ar FRATELE TRBITDIZENHGVET, V-3 HOKHOAAMKIC DL
Tlk, TalAWS U—23 > Services Lists 288 L T<EE L),

ATV 1. BRERHTD 47


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

Research and Engineering Studio

Q—H—H1 K

4. NTX—R T, COH

ABVY—RZFT7040 =%

WERT,

NTA—5

EnvironmentName

AdministratorEmail

InfrastructureHostAMI

SSHKeyPair

T7#I) b

<res-demo>

ami-[#########]

7TL—hONFX—2%#BL. BECKHUTEELEY, B
CNESDNFA—ZBIATBIVY—ZARRZY VOENRTIZH

s —

SHI:I

B

res- CTHREY ., 11 XFH
T. XXFEZEF% LV RES
REBEICEZASND—EDH
Blo

HEOEY R NTYTEETL
EI1—HY—0OEX—ITR
LR, &58IC, cO1—H—
l&. Active Directory >4
LY A A VREICEEN
4L 123/ S, Break Glass
dA—H—ELTHELET,
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INTA—2 F7x) b
ClientlP x.x.x.024 Flzl&
X.x.x.0/32

ClientPrefixList

IAMPermissionBoundary

IAMResourcePrefix

IAMResourcePath /
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S

SATLNDERZFIRT S
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7' 4 %I ClientlpCidr 2%
MTEEXRT,

(FA7>a>) BHRBRARN
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BETEET, FFHlICOVWT
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EEW,
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BECL>TF7OMENE
IAM DY —AICEAENS
TL74Y IR, 12 XF-BA
To

(A7232) TRES LUK
T¥B RESREICK>TTF
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CBRAEhD/NA/,

A2VAR AN BET S
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NTA—5

IsLoadBalancerinternetFacin
g

LoadBalancerSubnets

InfrastructureHostSubnets

T7#I) b

A

A2 —%Y NETO— RN
ZoY—2F7O0/43BICKE
true ZERLET (O— RN
SoHY—ICENT VY OHT
XY MBETT ), HIRE
N4> 23—y RNTOEA
EXRBETHT7O/4DEE
(&, false ZBIRL E T,

O—RNZH—NEETS
BEBBTRAZEUT 14—

V—2T, 2822

DHTZY NEBRLET,
FRENIEAEZ—FKYRNT
VERAEXHEBEETETIO

1 DBEEF. T7TAR—K Y
TZY NEBRLET, 1
=Y NTIOEANKEE
F7O/405EF. NTUY
IHTZY NEBIRLET,
NEBRY NT—DAZY DI
K2 T3 D2UEERENE

BEk., ERENEINTO
ZERLET,

AT TZANTOFYERARN
NEBHITIELZDTRSATE
DF4—Y—27T, %<

EE2DDTTAR—(Y

TZxYMZBRLUET, S
KYRNDT—=DARY DL
T3 DULEERENLEEE
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NTA—5

VdiSubnets

ActiveDirectoryName

ADShortName

LDAP X—A

LDAPConnectionURI

ServiceAccountCred
entialsSecretArn

T7#I) b

corp.res.com

corp

DC=corp,DC=res,DC=
com

S

VDI A AR AN BT S
EBBIZTRAZEUT 14—
V—27T, <822
NDTZAR—NFTZRY NE
BIRLET, ABPRY ND—
DABZYIIZL2T3 DK
FERE B EE., X
ENLEIANTO ZBIRLE
E

TOTATFA4LIRNIDR
XA2 o R=BIIRXALVE
E—HIBIHVERFHYFE
Ao

FOTATF4LIONIDE
fMEE. ZhiE NetBIOS £ &
EFENKT,

LDAP BB DR —AAND
LDAP /YA,

TOTATF4ALIKN)DK
AMNY—N—NHEETEDE
—® ldap:// INA. T7 #)

R® AD RX A2 THENNED
DY—&F7O4 LSS
l&. Idap://corp.res.com % i
ATEEY,

Active Directory ServiceAc
count 1—H%—0O1—%—
BENAD—REZBLY—
2L Y b ARN %Z username:
password DF¥F —EEDORT
ELTEELERT,
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NTA—5
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ComputersOU

DomainTLSCertifica
teSecretARN

EnableLdaplDMapping

T7#I) b
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S
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2 AAND sudoer PV AL
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TIN—T%,
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SSSD ICc k2 THEKE D
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PESEFEATINERE
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UD & GID 2R T2 ICIE
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GID ZfEA 3 % I(C(F False
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. CONTA—=XE True
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NTA—5

DisableADJoin
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CustomDomainNameforVDI
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A

Linux RARNFTF1 LI KN
RXALIZSmMUBEVWKRSIC
IBICIE, & True ICEEL
9, TNUADOESRE. T
77 )L RERZED False DEFE
ICLET,

Directory TH—EAT7 A7
v RI1—HY—0HEEIE (DN)
ZEELE T,

Linux VDI R A M D HEBHR—
LAT7TANDATALICERT
% EFS ID,

(AT 3V) YRFADYI
TEAND) O BRETD
EHIZVITR—ZIITER
ENBHT RXA,
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BONDV U ZRETB I
BIZVTTR—RIITHEAE
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NTA—5 T7#I) b

ACMCertificateARNf
orWebApp

CertificateSecretARNforVDI

PrivateKeySecretARNforVDI

5. [AZYIVDHER] ZERLTAEY VZF7O04LET,

S

(7232 FT7 ) NRE
ZEATHEE. BERER
XA > amazonaws.com T
DIJTTI—=23a kR
ANULET, RXSATHm
H—ERAZKRANTEERT,
BEAMIY—REF7O4
LEHE., CchiFBEBMIC
EE N, T8I res-bi A
2YITOEACHYNET,
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HEZERITIVLEN D5
gk, T, ZsRBRLTILKES
WEREH T R,

(F7°>3>) 2D ARN & —
LY N, DITR—Z
ILONT Uy JFEEED/N
Ty DitHEERELE
9. BEIAEBI Y —ARICKR—
RIRAXALABRZERET S
&, res-bhi AZYODHHIZR
TILCOENRRENET,

(F7>3>) Z® ARN >—
LY N, DTITR=FI)
DIAAED T TAR—KF
—ZRELET. BENIEL
V—AILR—=ZILRXA A
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ABZYITDAT—R AL, AWS CloudFormation Y —)L® Status FITRRTEZE T, £60 %
T CREATE_COMPLETE AT —XANKRREhET,

ATYVT 2.9 THA AT B

HRARY IHFTAINCF7TO4Ehd e, BABRICRENLE X—IIFEFEIE
¥, URLZFEALTTAHIRNIHAA42L, OI—H—DDV—DAR—AZHRELFT,

[EXTERNAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message  Help Q@ Tell me what you want to do
1 s - [ Rules ~ BE "3 Find )
& lgno m 'El' 51 B 7 vesig Masana o Manager B bl DD FI] a% R A,)
B Team Email ~ Done I35 OneNote @R lated ~
S hunk . Delete Archive | Reply Rp\yFrwadEtM 5 Reply & Del Z Crentel = e & Mark Categorize Follow | Trarsi Read | Zoom
S Ju Al a eply ete 7 Create New B Act Up~ bﬁ‘ t Aloud
Delete Respond Quick Steps Fl Move Tags Fl Editing Speech Zoom ~

[EXTERNAL] Invitation to Join RES Environment: res-test

. § €5 Reply % Reply Al — Forward
no-reply@verificationemail.com ) ey D) er
7 [ Mon 10/16/2023 12:35 PM

CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.
Your temporary password is:

You can sign in to your account using the link below:
hittps://res-test-external-alb-801427597.us-east-1.elb. om

RES Environment Admin

DMHTHADAYLES, T TR—2)L TSSO 7ONAH— BB THES CRETHENT
EEXY, FTO/MEDE EF’"*&L 2VWTR, ") Z8RBLTLKEEVERESNA R, clusteradmin
FTL—O9SATHIRTT, chzEFEALTZOP IV NEERL. Thsno7OP T KMC
A—Y—FLERBIN—"TOXN=29T2E)HTBDENTEERS, VINIITARY UV %E
WETEY, ThBEERICTFRAINY7Z2F 7O/ 0L EY TR ERGFTEEE A,
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HmEeEHITS

Research and Engineering Studio (RES) (Zl&, N—2 3 VEFMHFXD ¥ —AN A F—HICRU T,
HREEHITD 2 DOAENBYET,

RES EFARR—AON—=23 Z 0 AF—LEZFERALET, XZv—VJJ—ATRFLANEH

Th, NAF—UVU ) —ATRBEBILEUTY—T 2 ABSFEMEhET, EFE2E, N—>3ay
202401 X vy —1)1)—RAELT2024 F1 AICV)—AREhE L, /N\—232 2024.01.01 &
FTON—=23a2DORAFT—UV)—AEFHTL I,

(N =R/

« XS Y—N—T 3 OEH

« IMF—N—2 3 0EH

X% —=N—2320OFH

Research and Engineering Studio @ A+ Y 7> 3y N2FRAL T, REREEZLXS &<, U
O RESREH SHEHOREANOBTEZHR—NLET, COTOLRZFEALT, I—H—2F>
R—FAITTBRRIIREDEHZTANSRVORIAETSICEETEERT,

REBEZHEH/N—>232O RES TEHITSIC(E:
1. BEOREBOAFTY S>3y NaERLET, Tthesectioncalled “AF Y 7S 3y NEERT
%" #BRLTLEEL,

2. FILWN—232TRESZBTF7OA4LET, TMthesectioncalled “ AT Y 7 1: RmaERET
%" #BRLTLEEL,

3. BEFEhEREBICAFTY 73y NZ2EBALET., Mthesectioncalled “AF Y73y N&E
9% 2Z2RBLTLSEETL,

4, FHLLVREBIERCBITIECNLEINTOT—RZRIALET,
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RAFT—N=232OFEH

/A Warning
RES /N\—<3> 2025.06 A*'5 2025.06.01 IC 7Y 7L —RTBICE, Xov—/N\—23 >
NEFH7OCLAZFERITILEN HYET,

RES DR A FT—N—2a> EFHFOBE, FILLWAVARN—ILRBBEHVEFEA, 7L —
NZ2EFHITBD_ET, BEIFED RES AZY UV ZEH TEF T CloudFormation . EFZ 7704
CloudFormation 9% 8ilc, THEM RESTREONN—2a>&2BRBELTKEEW, 707L—~D
KBEICN—2a B SHFHYET,

fl: "Description": "RES_2024.1"

IAF—N—aVEEHFITHICIE:

1. E¥® CloudFormation 7> 7'L—hK%& ICA D> O— RL E Jthe section called “AT v 7 1: &

mZEEHITD

2. https://console.aws.amazon.com/cloudformation T CloudFormation A2V —J)LZEE X,

3. RRYINS, T7FARVAZY VEBRBRLTERLET, ELTRRENEK T <stack-
name>o

4. [E#FH 2BRLEXY,

5. REMDTV7L—hZEEMRD ZBRLET,

6. [TY7L—KVY—=R]T. [TY7TL—KI774LOT7Y7O—R]ZBRLET,

7. 77A4)LOEREERL, ¥VO—-—RLETYTL—NETYZ7O—RLET,

8. AZYIUDFMEREETS T, N ZEBRLET, NFX—RZEFIZILEEHYEEA.

9. ARBYIATIIAVOHORE T. R\ ZEBRLET,

10. L E 1 — <stack-name> T, EEZBIRLET,

RAFT—N=23 > OEH
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HADTAZARN=)

AWS & £ 0 Research and Engineering Studio &, 25, AWSNXI X NIV VY—I £zl
EERALTTF A2 ARN=)LTEF T AWS Command Line Interfaces c DERIC&K > TERES i
Amazon Simple Storage Service (Amazon S3) /N7 Y NEFETHIBRI B XEN HYVET, CcOHRG
k. RETZ2TF—XZ2HREL TVBHE, <EnvironmentName>-shared-storage-security-group % B
BHICHIBRLEE A

DEHA AWS XRI XNV =)

1. AWS CloudFormation AV —=J)L ICH A4 LET,
2. ARV IR=IT, CORBOAVARN=IAZY V%BIRLET,
3. [HIER] &i&IRLE 9,

D fEH AWS Command Line Interface

AWS Command Line Interface (AWS CLI) "B BEHROREZETHATERD L ESH EZHRBLET, 1
ARN=ILFIBIZOWTE., "TAWSCLI 1—%—74 K1 @ "TAWS Command Line Interface & &1 %
SRLTKEEV, AWSCLI AERATARET. BRATF7O0/4Ehhi)—23a>08BETHIO N
ICRREESNTWVWAR L ZHRALES, XROONRZEITLET,

$ aws cloudformation delete-stack --stack-name <RES-stack-name>
shared-storage-security-group @ Bl &

/A Warning

Hmk, BRLBVWTF—FBREHSLEOIC, COTTFANSATLZT7 A NTREFL
Y, X 1VTATIN—TEBEETRITITAIINIATLZERTDE, TSSOV AT A
NICRFENTVR TR INTRLCHIRENE T, T—RENYITYTIBH,
LOWtEFIVFATLN—TITF—RZBELETIZLZ2HHOLET,

1. EHYA2A42 AWS YR X2V =)L U, hitps://console.aws.amazon.com/efs/ T
Amazon EFS OV —J)LZRAE XY,

OFERAWS XZIX ROV Y—=)L 58


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
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2. ICHAERTSNTVWARINTDTI7PAINSATLZHIBRL £9 <RES-stack-name>-shared-
storage-security-group. £kiFk, chsDI7 7ML ATLZOEX1I VT 1T —
ZICBEETLT, F—REHBFIBHLEETERT,

3. IZHAM2A42 AWS YR XNV =)L U, https://console.aws.amazon.com/ec2/ T
Amazon EC2 OV —)ZHEE T,

4. <RES-stack-name>-shared-storage-security-group ZHIBRL £7,

Amazon S3 /N v KN O HlIkR

CORRE, B2TF—ENKRDNAELVKSIC AWS CloudFormation AR Y U ZHIBRT 3 BEI(C,
HRICE>TERENEZ Amazon SSNT Y N (AT R4 ) —=23 2V ICF7O4F258) 2RET
BEDICRREETNTVET, BBET VA VAR =L LER, T—22REITIHLEN BVEEIE.
CHOSINTY NEFETHRBRTEET, AmazonS3/NT Y NZHIBRT B ICIE, XOFIEICHEVE
E

1. L4242 AWS YR XNV —)L L, https://console.aws.amazon.com/s3/ T
Amazon S3 2V —I)ZHAE XTI,

FTETF—23RATINTY N ZBRLET,

stack-name SSNTY R ERODFET,

& Amazon S NT Y R Z2BRL, ZZ2BRLET. BNTYRNZZEICTRIRENHYET,
SINTY hEZBIRL, HiLVT [HIBR] ZBRLET,

o k~ w0

EEALTSINTY N2HIBRTAICIE AWSCLI, XOOX REEFTLET,

$ aws s3 rb s3://<bucket-name> --force

(® Note
--force AN REFE, TORBONTY RZZICLET,
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COREHA RTIE., AWS ®F D Research and Engineering Studio Z2& S ICH AR YA AL TH
EYRFECEITZATFTOMEOFIRICOVWTHALET,

ReEY D

- IDERE

« YT RXL T DER

« ACMFIFAEZERT S

* Amazon CloudWatch Logs

c DAZLT 7 EAHFADBERDRE

« RES X AMIs ZEEET %

*s RESOAVARN—INBIEHAARAZBLRXAVEZRETS

ID B

Research and Engineering Studio (&, SAML 2.0 2.OEE® ID ZONA X —%Z2FHTE X

¥, Amazon Cognito XA 74 71— —F4 LIV KNJELTHEAL T, 1—H—» Cognito 1—
H—IDZFEALTUVIT/R—ZI)E Linux X—A®D VDIs " 258 L T & LWAmazon Cognito
1—Y—0ty "7y 7. AFBIY—REFEALTRES 27704 L EHBE. F£& IAM Identity
Center T2 FENHEE. "1 25BL T EEVIAM Identity Center TO I YA >
7 (SSO) DY hT7 Y7, MBE® SAML 2.0 %0 ID 7ONA A —NFH35EE. "1 288U
TLEETWIINYAA (SSO) A® ID 77ONA4 X —DF&E,

NEY D
« Amazon Cognito 1—H#'—0tY N7 v S

« Active Directory M [EHf

+ |IAM Identity Center T I HY A A2 (SSO) DEY NTF Y S
o VTN YAA (SSO) AD ID Z7ONA X —DERE
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Amazon Cognito 1—H%—0OtYy N7 v 7

Research and Engineering Studio (RES) Tl&, Amazon Cognito XA 74 71— —F1L I KL
ELTRRETEET, chic&ky), 1—%—IF Amazon Cognito 1—H—ID Z#FERAL TI I JR—
ZIE Linux R—AD VDIs ICAJA>TEFET, BEHEE, AWSOV—ILDcsv 77AI%&EFE
ALT, B%o1—Y—2z21—H%—T7—)IICAVR—F TEET, —FI1—H—412KR—NOFH
([Z2W T, Amazon Cognito FRAY/N—HA R, ® "CSV 7 7A)IASI—H—7—)LICI1—
H—EA2VKR—KT2, Z25RBLTLKEEV, RES &, Amazon Cognito R—ADERA T4 71—
H—FALIORNI)ESSO Z—RICEATAIEZTR—NLTVET,

BEORE

RES E¥#&& LT, Amazon Cognito Z 1—H—F A LI KNJELTHEATEILSIC RES RIEZER
ETRICE, REEER—IHNSTIEATES ID EER—T O Amazon Cognito & 1—H—F 1
LOKNDELTHERTRZREVICOVEAETT, I—Y—HNBESERTEDLSICTSICE,. AU
R=DOI1I—H—BEZERREREHVEZEFT,

Identities Management

AWS Cognito Directory

Cognito user pool metadata. Use this for debugging issues related to the Cognito user pool.

Provider Name User Pool Id Domain URL

cognito-idp [F us-west-1_CTi3SJMAD [ https://res-cafar-gefS9aa3-ff5a-4e94-8938-

76861e1ef7c1.auth.us-west-1.amazoncognito.com

Provider URL

https://cognito-idp.us-west-1.amazonaws.com/us-
west-1_CTi35]JMAD

Use AWS Cognito as user directory
@ Enabled O
User self registration

@mbe®©

1—HY—0OHA2TYTIHA44> 70—

A-Y—HSERABMICAE>TLWRHEER, VI T7T77UT—2320 URL 21—H—ICH5T
EEXT, TIR, FEI-F-—TRBEVEWVWSATZIAVHFENET, CCTHAVTYTLE
o

S

Amazon Cognito ID D EE 61


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

U )

Password
Enter your account's password

[ )
e D

Forgot Password?

Not a user yet? Sign up here

Verify account

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

YA TY 7T 70—

FEI-H—TRBVEERIZ I - THAUTYTIDE, EX—)ILENRAD—RZA
ALTTHIY N 2RI DRI ICRHSNET,
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Create account

Email

[ )

Password

[ )

Minimum 8 characters with numbers and special symbols (@#$*&)

Re-enter password

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

ATy 770-0O—ReELT, A—F—RBEX—I)ICEELEKRIAEI-READLTHAY
TY77O0EAZRETIRELSRHOSNET,
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Verify email address

To verify your email, we've sent a verification code to your email.
Email

[ )

Verification Code
Enter the verification code

{ ]

Resend verification code

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

TILTHAOTYTHAEMC B >TWVWREES, I—H—I@E YA Ty TV IONFNRTIENERA,
EEEF. RES OAEPT Amazon Cognito D 1—H—ZRETDHLEHN H V) FI . (Amazon Cognito
FROYN=FHAR, O "EBEFEELTOI—Y—THIONOER 2SRBLTLEEY ),
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ J

Password
Enter your account's password

[ ]
e )

Forgot Password?

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

AJA4 > o R—=F72a>

SSO & Amazon Cognito DEAABMICE > TVWRHE, B SSO THA1 1032 A47>ar
FRRENET, I—HY—HTOAT7>3a>zoUvo¥sE, SSOATAUR=JIZBIL—TFT 1
vIENET, F7ZFINTR, BMCHE>TVWSEHEES, 11— —I& Amazon Cognito TERREE N E
ED
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
. aw D

Forgot Password?

Not a user yet? Sign up here
Verify account

Sign in with organization SSO

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

H#Y

+ Amazon Cognito JIL—7B B K6 XF T, MNFOHEFEATEET,

« Amazon Cognito Y4 > F7 Y 7 Tld, BUL——BTRBDIRXSA T RLAZED2DO2NDE
X=)T7RLABGFHFITEhEE A,

« Active Directory & Amazon Cognito DEAAEBM T, P ATANERL LI —BZREL I
3B E . Active Directory 1—H'— D AARIAZFTFAEhET, EEEIE., Amazon Cognito & Active
Directory DEICEB T2 1 —H—BZRELBVFIEZETIDHBENf HYVET,

+ RES (& Windows 1 > A&X > A®M Amazon Cognito R—ADFRIZHR—KL TWEWE
& . Cognito 1—H—I& Windows X—A®M VDIs ZRETEEE A,

Encs
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Amazon Cognito 1—%—0EBEEJ )L —7

77 #) NTRE, RES Fadmins T )L —7EEEHERZ Cognito T—H—ICF5L E£F, Cognito

adminsZ )L —7IC1—H—&EMT S IZIF:

1. Amazon Cognito A2V —)LICBEL. RES ICFEAETNBBRFOI—H—7—ILZBRLE T,

2. 1—Y—EBTIIL-TICBHL, JIL-T0ERZBRLET,

3. TIIN—TOER, R—=20O "TI—T7%,IC "1 EABLETadmins,

4. fER U fcadmins )L—7" i8R L. Add user to group ZiZIR L T Cognito I1—H—%&BML F
T

5. 212 T Cognito FHiZ FBTHRHBL XITEH,

Amazon Cognito DREIEAN KT B &, adminsT I —TICEBMEN L1 —FEBEEEREZ T
BYET,

[= 5

RES &, 1 BB & ICT7—XXR—R% Amazon Cognito D 1—H—B XTI —7"BHREBRHPL F
9o ' )L—7 TadminsVDIs T sudo #ERANMTEETNET,

Lambda V=LA SFEHTRBERHKBITIZI_EETEET,
BH7O0ttAZFHTHEALET,

1. Lambda @12V —)lZzHA&EET,

2. Cognito EH Lambda ZH®RELETF, <® Lambda l&, EVSHARAICHVE
9 {RES_ENVIRONMENT_NAME}_cognito-sync-lambda,

TAN ZBRLET,

4. TAMRIKNEI232T, BEOTAMREVZBRLET, AR MNENOFEKIEBERD
WEEA

Cognito DX 1UT A ICETREREEE

2024.12 1)) —ALAETIE, Amazon Cognito Plus 7S #EED—HTHD 1—H—T7IT1ETAD
OJRBHAT 72N TEVEBI>TVELEZ, ChEXR—ATAF7O4HSHIERL T, RES
ZALEVSEROOIAMZHIBLEL 2, CO#EER, HBO OISO REFIVTAREICEDE
THEIRUTEBERMCTRENTEERT,
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https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html
https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html
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T34 LARE

Active Directory (AD) ICBIEET B ITNXTD CFN/ NTXA—RIE, /1 VAN —ILKICHAT>a>TT,
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Active Directory details - Optional

ActiveDirectoryName - Optional
Please provide the Fully Qualified Domain Name (FQDN) for your Active Directory. For example, developer.res.hpc.aws.dev

[ Enter String ]

ADShortName - Optional

Please provide the short name in Active directory

[ Enter String ]

LDAPBase - Optional
Please provide the Active Directory base string Distinguished Name (DN) For example, dc=developer,dc=res,dc=hpc,dc=aws,dc=dev

[ Enter String ]

LDAPConnectionURI - Optional
Please provide the active directory connection URI (e.g. ldap://www.example.com)

[ Enter String ]

ServiceAccountCredentialsSecretArn - Optional

Directory Service Root (Service Account) Credentials Secret ARN. The username and password for the Active Directory ServiceAccount user formatted as a username:password key/value pair.

[ Enter String ]

UsersOU - Optional
Please provide Users Organization Unit in your active directory for example, OU=Users,DC=RES,DC=example,DC=internal

[ Enter String ]

GroupsOU - Optional
Please provide user groups Oganization Unit in your active directory

[ Enter String ]

SudoersGroupName - Optional
Please provide group name of users who will be able to sudo in your active directory

[ Enter String ]

ComputersOU - Optional
Please provide Organization Unit for compute and storage servers in your active directory

[ Enter String ]

DomainTLSCertificateSecretArn - Optional
AD Domain TLS Certificate Secret ARN

[ Enter String ]

EnableLdaplDMapping - Optional
Set to False to use the uidNumbers and gidNumbers for users and group from the provided AD. Otherwise set to True.

[ Select String v ]

DisableADJoin - Optional
Set to True to prevent linux hosts from joining the Directory Domain. Otherwise set to False

[ Select String v ]

ServiceAccountUserDN - Optional

Provide the Distinguished name (DN) of the service account user in the Active Directory

[ Enter String ]

HTBICREHEE DS —IL Y M ARN (ServiceAccountCredentialsSecretArnX &
EDomainTLSCertificateSecretArn) ICDWVW Tk, RESDI—IL Y NIRDORTZEML
T, =LY MEZFRABMB TV EAFAZEEBL TS EEL,
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« ¥—:res:EnvironmentName, fB: <your RES environment name>

+ ¥—:res:ModuleName. {E: directoryservice

VITR=ZIOAD BREOEFME. RICATZ1—)LEhi- AD B (RFREEA) P ICEHEHICE
BEnEI, ADREZXEEL & (BIO AD ICHIWERLBERE ), I——1"SSO Z2BRET
PRENHIHENHBIET,

EAARN=)LE, EEEFIIDEER—SORESVIJR—ZITAD BREEZRRE - IFIiRE
TZEZFY,

Configuration setting for a specific AD domain Latest AD synchronization completed at 3/5/2025, 3:01:16 PM
Domain Name Short Name (NETBIOS) LDAP Base
corp.res.com CORP de=corp,dc=res,dc=com
LDAP Connection URI Service Account User DN Service Account Credentials Secret ARN
|dap://corp.res.com arn:aws:secretsmanager:us-east-
CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=co 1:905418417732:secret:CredentialsSecret-res-deploy-
m RESExternal-GZB|SY|BLAW4-DirectoryService-1AUMFPSAPKVGE-
TvYM7Q
Users OU Users Filter Groups OU
OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com - OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com
Groups Filter Sudoers Group Name Computers OU
RESAdministrators OU=Computers,OU=RES,0U=CORP,DC=corp,DC=res,DC=com
Enable LDAP ID Mapping Disable AD Join Domain TLS Certificate Secret ARN
true false
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Active Directory Synchronization

Active Directory Name
Type the name for the Active Directory. It does not need to match the portal domain name.

[ corp.res.com

Short Name (NETBIOS)
Provide the shart name for the Active Directory. This is also called the netBIOS name.

[ CORP

Service Account User DN
Provide the distinguished name (DN) of the service account user in Directory

[ CN=ServiceAccount,OU=Users,OU=CORP,DC=corp,DC=res,DC=com

Service Account Credentials Secret ARN
Provide a Secret ARN which contains the username and password for the Active Directory
ServiceAccount user, formatted as a username:password key/value pair.

[ arn:aws:secretsmanager:us-east-2:992382841930:secret: CredentialsSecret-BI-Dire ]

The secret should contain the username and password in the format username:password.

LDAP Connection URI
Specify the connection URI for the Active Directory server.

[ Idap://corp.res.com

LDAP Base
Specify the LDAP path within the directory hierarchy.

[ dc=corp,dc=res,dc=com

[C] Disable Active Directory Join

To prevent Linux hosts from joining the directory domain, check the box. Otherwise, leave in
the default setting of unchecked

[CJ Enable LDAP ID Mapping

Determines If UID and GID numbers are generated by 555D or if the numbers provided by the
AD are used. Check to use 555D generated UID and GID, or uncheck to use UID and GID
provided by the AD. For most cases this parameter should be checked.

Organizational Units (OU)
Provide the Organizational Unit within AD that will sync.

Users OU

[ 0OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,DC=com

Groups OU

[ OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,DC=com

Computers OU

[ OU=Computers,0U=RES,OU=CORP,DC=corp,DC=res,DC=com

Sudoers Group Name

Provide the group name that contains all users with sudoer access on instances at install and
administrator access on RES.

[ RESAdministrators

» Additional Settings
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FHARRE

T4 —

EEEQZE, A—Y—TJ1NER—FT7232TIIN=TT74NE—FT7>3a> eERALT,. BHT
BA—Y—FERIN—TZ71INRIVITEELT, 71IRX—E LDAP 7 1)L Z—BXICHS
BEABNET, 71N EZ—0HFIERODESY) T,

(sAMAccountname=<user>)

NAZRLSSSD NTZX—&

EEEE, VFAR—A2VARAD SSSDHRET 7 A4 ® [domain_type/DOMAIN_NAME]+
92aVICEBEIATSSSD NOGX—REERECF—EBORTOT1 03T ) zRHETESE
¥, RES & SSSD EFHZBEBMNICEHALE T, VSAZX—A VAR AT SSSD H—EAZHEH
L. ADE#Z?’OtAZRMN)H—-LET,

— MR BEHNAR L SSSD RERRDEHY TY,

- enumerate-TFA LI RNUY—EAASINTOI—HY—-—TI U NJETIL—TI N ZEFYY
2193ICE. Ttrues CRELET, chZEMICTHE, 1 —0#aEOT 1 2V ICEVIELE
FEUDAREMEN DY ET,

« ldap_id_mapping - LDAP/AD 1—#—ID &JJ)L—7 IDsGIDs ICERELFET. UDs chzhd
MZTBE, BFEOPOSIX ATV TRRT7Vr—23a > E0EBREF EMLELET,

SSSDERET77AIINDEHEMIC DOV T, @ Linuxman R—2ZSBL T F&ELVSSSD,

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value
[ true v ]
Key Value

[ 3

( Add Parameter )

SSSDNTAX—REfER, UATICHATDELSIZ RESSSSD RELEMMNI HEIMBENHIET,
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Research and Engineering Studio 1—H—HA R
« id_provider I& RES ICK 2 THIWICREEND D, BELBVTIEZ L,

» ldap_uri., . ldap_default_bind_dn =& ® AD BSEMDER
Eldap_default_authtoklkldap_search_base, BT hTVW2 M) AD FREICE DIV TR
EEndieh, BELBEVWTLSEEZL,

ROBITIE, SSSDOATOFNY TLRILZBEMZLET,

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value

[ true v ]
Key Value

[ true v ]
Key Value
[ debug_level ] [ OxFFFO ]

Remove

( Add Parameter )

Bz FETRBEIRCEFFLTDHE (V) —X 2025 F 3 ALUE)

ID EEAR—TICBEIL., Active Directory RXA 22730 "AD BHIORE A2 Zi&RL
T, AVFXRTADRE#HERNIH—LET,
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Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU

OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D

C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

HEITHO AD B ZFILET B ICIE,

RLFET,

Active Directory Domain ./

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU

OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,D

C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,OU=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Active Directory RX A > 7FTAD BHOEFELRE D Zi&

Start AD Synchronization

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,0U=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

AD Synchronization in progress... Stop AD Synchronization

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,0U=CORP,DC=cor
p,DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Latest AD synchronization initialized at 2/20/2025, 3:20:19 PM

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

Active Directory 0[]
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Active Directory RXA AT FTAD AHAAT— R AL EFHOEHKEZHEIDELETER
CB

Start AD Synchronization

Latest AD synchronization completed at 2/20/2025, 3:21:00 PM

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,O0U=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISylRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

EfiZ FETRITI DA (V) —R2024.12 & T 2024.12.01)

Active Directory ®EH7°Ot Aldk. Cluster Manager 1 > 75 ARSOFYRAND S, NV O
7> RT 1 ERY ® Amazon Elastic Container Service (ECS) Z AV ICBBIchEL L, OO
EAG 1 BECEICERTIDLSICATD1-I)lenTHY., VFAZ—0OT O Amazon ECS
Y —JLTRITHD ECS <res-environment-name>-ad-sync-cluster X AV ZR D23 &N
TZEET,

FHTEHIDICE:

1. Lambda OV —)LICBEHL., &VWS5EEO Lambda 28EL £ <res-environment>-
scheduled-ad-sync,

2. Lambda BB¥iZBE. TANICHEHD
3. AXRVRNJISONICKRDESICABLET,

"detail-type": "Scheduled Event"
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4. [TAR ZBRLET,

5. CloudWatch - Log Groups - TEITH® AD Sync R AV OOJ ZfHZEL &£
9 /<environment-name>/ad-sync. RITHFNDK ECS XAV OOTNKRRENET, OT %
RRTBICE. &FO Z2EBRLET,

(® Note

* ADNTFA—RZXELLY, AD7A4I)IEZ—ZEMLIZY)TDE, RESEHLLEEZ
NIENFA—RZEELTHLWI—Y—=EML., UFICEHEh, LDAP REANR—
ACEENBL B2 IS —ZHIBRLE T,

« RESIE, 7O IV KNCT7IOTA47ICEIY M TsnEI—Y—/TIN—T%2HIkRTHE
I TEEXEH A, RES TEREANSHIBRTZICIE., 7O TV S 1—H—%HIRBRTIHE
FHYET,

SSO FKRE

DRENREEnES, I—HY—F ADI—HY—ELTRESVIJR—ZIINICOTA>TED L
DL_ Single Sign-On (SSO) ZRET B HLEN HVET, SSO & Eb‘éﬂﬁ SER—TIHASFHLWID
EER—TJICBHENE L, SSODRENFHFMICOVTE., T, 282RBLTKLEZVID EHE,

IAM Identity Center TO > T I YA A2 (SSO) DY NTFY S

N &—< R Active Directory ICEHRL TVWBTA FUoTATA I E—NFELEBVEERE. HS5HEY
FIARATYV T 1 TATFUOTATA R EZ—2FHET D, YXX— R Active Directory ([CEfiE iz T
AFoTATAEEZ—DBRICHEIEER. PSBOETITATY T 2. T7ATFT14T714123—IC
BT 5,

(® Note

GovCloud U—2 3> IC5F# 7’04 §%%B A& . Research and Engineering Studio Z AWS
GovCloud (US) F 704 L1=/S—F 4> 3> THI2 M2 SSO 2#R/ELET,

IAM Identity Center T® SSO Mi&E 76
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ATYT VN TATFUOTATAEE—ZRETS

IAM TP ATFoTATAER—ZBMCTS

1. AWS Identity and Access Management AV =)L ICH 4242 LET,
2. TATFUTATA R R—ZHEXT,
3. [Bwy] 2Z;RLET,
4. Enable with AWS Organizations%3&RL £ 9,
5. [#T]Z20V v OLTLEEL,
(® Note

N %—Z R Active Directory &2 1) =3 ERUD—23 2 ICVWB e 2BRLET,

IAM Identity Center & ¥ & —= R Active Directory (C1E#: 9 %
IAM Identity Center ZBXICL =S, UTOEREY NTFYTATYTEZETLET,

FTES =23 RSV T[RE] ZBRLET,

IDY—AT, 79232z FRL, DY—ADZEEZERLEXT,
BEOTFALIRNIT, F4LUVRNVZEBRLET,

DR\ ZERLE T,
ZEZHRL, BRARY VAL ACCEPT EAHNLET,
[IDY—ANOEE] #ZRLET.

o o bk~ w D =

A—H4—&JIL—70OIDEX—\DOEH

TITh N =ZFEIAM Identity Center & ¥ & —= R Active Directory (CiE#: T 2N TTITDE, REBED
BENF—HFERTRENET,

BRENFT—T., HARFEEYNTY TOBBEBIRLET,
BENYEIDORE NS, RN ZERLET,
1—4—+o>3a>7T, APTHI-—H—%EAALET,
[Add] GEfN) ZiBIRL £ 9,

DRAN] ZiBIRLE 9,

o K~ w0 Dd =

IAM Identity Center T® SSO Mi&E 77
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6
7

1_

1.
2
3

LEZHFEL, REORFZERLKXT,
BB7OCAICREBIANBDEENHYET, BHLTVEVWI—HF—CEHIZIEEXY -2
ARRENEHEERE,. BHZBERZERLET,

H—0BML

XZai-—Hps, I—¥—Z2BRLFT,
TOEAZBMCTRHI—Y— (EEHA) 22RLET,
A—4—TOtARAZBMCITZDZERLET,

ATYVT 22 TATOTATA R EZ—CEETS

IAM Identity Center TOTF7 7'V r—>3a>otwy N7y 7

1.

© N o o A 0w DN

10.

11.

IAM Identity Center A2V =)L ZHEE T,

[Applications] (7 7’ —>3>) Z2BRLE T,

[77V0Tr—>3>oiEm 2#RLET,

EYRNTYTRET, BYRNTYTIRT77IVT—23 0853 2BRULET,
[77)T5—23>247] T, [SAML2.0] ZBIRLET,

DRAN] 2 ZBIRLE T,

FRATAIRTBERAZADILET,

IAM Identity Center X X 7*—2 T, IAM Identity Center SAML XX F—Z27 7 A ) D)2 D %]
E—UL&F, Chik, RESR—2ZJL T IAM Identity Center ZFRET D EZICHEBIZBEVYFT,
T70r—>3a>70N7T4T, P7UT5—23 BB URL ZADLET, flZEF. <your-
portal-domain>/sso.

Application ACS URL T, RESAR—ZIHASVRXALIKNURLEAILET, ChZERBDOFB
(=

a. RIEEET, 2RIEZERLFT,

b. ID7ANAT—RTZERLET,

c. Single Sign-On ® FIZ, SAML UA ALY N URL RRENET,
Application SAML audience T, Amazon Cognito URN ZA L & T,

URL Z/ERT % IC13:

IAM Identity Center T® SSO Mi&E 78


https://console.aws.amazon.com/singlesignon/

Research and Engineering Studio I—%—HA KR

a. RESR—RIHS, eREBEEEHEET,
b. ID7AONAE—&27 T, 1—%—7—)ILIDERDITET,
c. 1—4Y¥—7—)LIDZEZOXFHICEMLET,

urn:amazon:cognito:sp:<user_pool_id>

12. Amazon Cognito URN Z AL 15, EEZREIRLET,

F7OTr—>3a>o0RMIYES T ORKRE

1. FATFUTATAEDE—D5, ERLET7VT—2 3> 0FBZERERT,
2. "FUTav, #ERL., "EUENYEC I OmE) ZBRLET,

3. [#4#&] I ${user:email} EAHLET,

4. T7#A—X Y N T, emailAddress ZiBIRL £,

5. (MBI YE T DEM Z&IRLET,

6. F77Ur—>3>0 User BHIZ Temailys EAHLET,

7

IAM Identity Center D Z DX FH|EE I —HF—BHEADIYT T, LAHDLZF
F${user:email},

Format (Z "unspecifieds EA DL E T,
9. [Save changes] (BENRE) 20 VY ILET,

®

IAM Identity Center TOTF7 7D r—> 3> A0I1—H—0EN

1. PAFTA4T1422—D5, ERLETZ7UT—23 > 08 ETERI—Y—%H
&, 1Y —0HVITEBRLET,

2. TV —23a> 7oA ZEVHETH 1Y —&BIRLET,

3. [A—Y—nFWEHT]ZBRLET,

RES IRERN TO IAM Identity Center Dty N7 v S

1. Research and Engineering Studio IR¥EN 5. REEETERBREZHEET,
2. D7ONAF—2TZREET,
3. DVUNTAUFAUT, RE (AT —2ADHE) 2 BIRLET,

IAM Identity Center T® SSO Mi&E
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4. THA—LICHUTOEHREZADLET,

a. SAML ZEBIRLET,
b. Z7ONAKX—FIZ, DHLYRPTVERZADLET,
Enter metadata document endpoint URL ZiZRL £,
d. HICOE—L & URL ZA 8L ETIAM Identity Center TOTF 7 Tr—>3> 0wy KT Y
7o
e. Provider email BH%(Z "emails EABULET,
f.  [Submit] ZiBIRL T &L\,
5, R—JZEHL, AT RANEVERTEND L Z2BALET,

o

SN A2F (SSO)AD ID 7ONA X —DRE

Research and Engineering Studio &, F&® SAML2.0ID Z7ANA X —&HEL T, RESAKR—XJL
ANDIA—H—TIEAZBIALET, CNhSOATY T TR, BIRLESAML2.0ID 7ONA A —
EMEITADFIEZTRLET, IAM Identity Center ZEA T2 HRF. "1 ZZRBLTEETVWIAM
Identity Center T TIINH A2 F 2 (SSO) DY NT YT,

(® Note

dA—%—®0E X—JLI&, IDP SAML 7#—=2, 32> & Active Directory T—HT2XENH V)
£79, ID 7O/V1 5 —%& Active Directory IZ## L, EHNICI——ZRABIZDIXLEND
WET,

Nevy o

- DZ7ONAE—ZRETD

- D7ONAE—%ZERATHLSICRES ZRET D
- EARBFBRETOID 7ONA T —DFRE

« SAML IdP OBEEDT/\NY T

ID 7AONA X —ZRET

Ot U 3> Tk, RES Amazon Cognito 1—%—7"—)LA S 0iEHEFERAL TID 7ONAM X —
AREITDFIEICOVTHALET,

SSO A® ID 7’ONA X —DFRE 80
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1. RES &, RESAR—ZILETOAP IO MNOT VAN FTENTWSA1—%—ID ZH D AD
(AWS YZ— RAD £ EIL77O0ES3aZ T AD) BB E2HRBELTVET, AD %
IDH—ER7ONA X —IC#EHEL, 1—— D Z2EPLET, AD 2#EHL,. 1—— D 2F
BHERHZEICODVTE, D7ANAMZ—ORFIXNZSBLTLSEZL, fIZE,. " AWS
IAMT7ATFTA4T4E2282— 11— —HA4 R, ® "IDY—AELT®O Active Directory D&
A1 Z22RLTEE,

2. ID7ANAA— (IdP) TRES ® SAML20 77U —>23a> &R ELET, COREICKE, XD
INTA—=ZNVETT,
« SAMLUAALYNURL—IdP A" SAML2.0 LAR AEH—ERAZ7ONAE—ICEETD -
HIZEAT S URL,

@® Note
IdP IC& 2 Tlk,. SAMLUA ALY N URL OBBINERBDBEN HYET,

F7)4—>3> URL
FH—23>0231—I—H—E R (ACS) URL
« ACSPOST/NN1A>F4>% URL

URL ZEB 92 ICIF

1. BEEEZELW clusteradmin ELTRES ICH A1 LET,
2. RIREE S —REE>ID7ONAE—IZBEBLET,
3. SAMLUAALYKNURL Z&BIRLET,

« SAML #A—F 4 LA URI—H—ER7ONAZ—BIO SAML A—F A TV AL TAT4
N—ED ID,

@® Note
IdP IC& 2 Tlk, SAML A—F 1 I A URI DBRRIN BRI HEN B ET,

» ClientID
« 77U —<3> SAML ®&EH

SSO A®M ID 7ONAZ—DRE 81
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« SPI>7T4741D

ANZRODEXNTHEELET,
urn:amazon:cognito:sp:user-pool-id

SAML F—F 4 LA URI ZERIT B ICIE

1. BEEZELW clusteradmin ELTRES ICH A1 LET,
2. REEE - —RRE->D7ONAME—ICBEBLET,
3. 1—4H%—7—)LID&ZERLET,

3. RES IC&W/E D SAML 7H—> 32 1Lk, ROT7 A=) R/IVL—LATI—H—DE X=ILT
RLACHEENTVWRIHBEN B KT,

« SAML Subject & 7z I& NamelD
« SAMLE X—JL

4.1dP [k, FREICESWVWTSAML 7H =23 IC714—=)LR/OL—LZEBHMLET, RESICIECh
S5NT714—)LRAFAMBRETT, FEAEO7ONAA—K, F7AILNTIhENT71—)LR%ZH
BWICADLET, RETHILEN HDEEE. XROT1—I)LRADEEESBELTLSEZL,

- =

« AudienceRestriction — & [CEXE L £Jurn:amazon:cognito:sp:user-pool-id. user-
pool-id % Amazon Cognito 1—H%—7"—)L®O ID ICBEZEH|AFT,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« LAKRVA — InResponseToZ I[CEREL £ T https://user-pool-domain/saml2/
idpresponse, user-pool-domain %Z Amazon Cognito 1—H'—7—)ILO RX A BICEE
BZAET,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"
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xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData — Recipient 1—%—7"—)lLsaml2/idpresponseL > RRA >~

ETLD SAML U2 T AN ID InResponseTol_f&EL £,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement — XD K SIZ ZRELE T,

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764Th96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. SAML 77°Ur—23>ICOJT7 TR URL 714 —)ILRAHBDFEE. ICEREL XTI <domain-
url>/saml2/logout,

RXA4>2 URL Z2EE T2 I

1. BEEFXEE clusteradmin ELTRES ICH A4 LET,
2. REEE S —REE>ID7ONAE—IZBEHLET,
3. RAASURLZEBIRLET,

6. IdP & Amazon Cognito E DEEZRIUTH L HICBRIAAEEZZ T ANDBAIE. Amazon
Cognito BRFEAEZA V> O—RL, AP IZ7YZ7O—RLET,
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ERAABEHEIDICE

1. Amazon Cognito AV — )L ZHEE T,
2. 1—Y—T7—)ZBRLET, I—H—T—)LE THRIRXENHYE

Jres-<environment name>-user-pool,

3. HAVAVIVARVIVART ZBRLET,

4. 7IFL—T4YRIDZ7ONAF—DH A2 420232 T, EFAAEORTEZERL

£

Cognito user pool sign-in info

Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user

pool.
Cognito user pool sign-in options User name requirements
User name User names are not case sensitive
Email
Federated identity provider sign-in (1) info @ ( Add identity provider ) [( View signing certificate )]
Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID
Connect.
[ Q Search identity providers by name )
Identity provider A | Identity provider type v | Created time v | Last updated time
O  idc SAML 2 weeks ago 3 hours ago

CDFIEEREFERA L T, Active Directory IDP 2ty h7 v 7°L, %ZEMULrelying party

trust, COIAEFAZFECHL TSAML Y R—NEBMICTEEXT,

(@ Note
—hld Keycloak & IDC ICIFBEAEhEE A,

5. P7UT—23a>OtYRFPYTHARETLES, SAML20 77U —3 3V XEF—4

XML &G URLZFVO—RLET, XOEIZIVTHEALET,

ID7ONA A —%FERTHELDIC RES 252 ET D
RES DYV NB AV AVEEERTTDICE

1. BEEZXLWE clusteradmin ELTRES ICHA>12LET,
2. REBEE S —MEE->ID7ONAE—ICBBLET,

SSO A® ID 7’ONA X —DFRE
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Environment Settings

Environment Name
@ res-gaenvi

General Network

Identity Provider

Provider Name
cognito-idp

Managers Group Name
managers-cluster-group

Single Sign-On

Status

Identity Provider

AWS Region
us-east-1

Directory Service Analytics

User Pool Id
3 u

Domain URL
(3 https://res-gaenv1-9d4688cf-5¢14-48d0-990f-
ce96d346a24c.auth.us-east-1.amazoncoghito.com

SAML Redirect URL
https:/ires-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

53 Bucket
[P res

CloudWatch Logs

Administrators Group Name
(P administrators-cluster-group

Provider URL
[J https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsm8SE

0IDC Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

3. Single Sign-On T, AT—RAA VT —ZDOEICHDmET A4 1> %38IR L T Single Sign-On

Configuration R—2 ZHEE T,

SSO A®M ID 7ONAZ—DRE
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. ID7ONAA—T, SAML Z8IRLF 7,
b. Z7ONAX—FICE, D7ONA A —DO—=NEuixEADLET,
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d.
e.

4. IR

® Note
RDBEREERATEEE A,

» Cognito
* IdentityCenter

XBF—=BRFIXNY—AT, BYBAT>I2ZBRL, XXTF—Z XML RF 1 X
PRETYZ7O—RTBA, ID7ONAFX—HS URL ZEELET,

TONAFT—EX=I)IBHICE., TFAME ZADL ETTemail,
[Submit] ZBRL T &V,
BRER—TZBO—RLET, RENELVEE, 20T A 2 FFEMCEYET,

FARFRRETO ID 7ONAF—DRE

‘it h
ONga A

EAE)Y — A ERAL THEARFRED RESIREZIER L. 1AM Identity Center % ID 7°
—ELTRELEBEE, OkaBREDHID ID JOAONAFT—%BRETD L 2HHOLE

¥, RESSSO BMILT7 #—Llk, RO 3 DORENTAXA—RZERLET,

1. 7ONA 8 —8 —ZETEREA
2. ABTF—ZRFIAIAXDVNKIZE URL — ZEETRE
3. 7AONAA—E X—)LEY —ZEETRE

XRF—

BRFAIXVRNETONAMA—EX—)IBUEZEETRICE,. ROFIEZRITLET,

1. Amazon Cognito AV —=)LIZBEBLF T,

2.+t
3. 11—
4. YA
BL

5. BE
W
b d

JF—>arvhs, A—¥-T—)LEeBRLET,

YT - 2B RITDE, I—HF—T—ILOBENRTENET,
VAVIVARVIVART NS, 7TFL—TA4Y RID7ONAME—DF A1V IC%
REENEID 7ONAME—ZREET,

XETF—REZEL, BUENYED TV RZELBVWETTEAEX T, BENYEJZE

BICEF, MEZEBRLET, XET—RRFIADVRZEHIZICRK, XZF—ZNDEE
ZBERLET,
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. BEYYEIZHEL -BAE., DynamoDB T<environment name>.cluster-
settingsT—7 I ZEHTBIHBENHYET,
a. DynamoDB A V—/)LZ@&, FES—>3arhsT7—7IzERLET,

b. <environment name>.cluster-settings 7—7 ) ZBREL TERL, 7oV a X
“1—-ASHEHBZERRZERLET,

c. AFTYUFREBGBIIVEAT, 74U E2—CBEBL., RONTFX—RZAHNLET,

- BMR —key
« f —identity-provider.cognito.sso_idp_provider_email_attribute
d. [Run] (E17) Z&#IRL £,

7. BREhEB Tidentity-
provider.cognito.sso_idp_provider_email_attributeXF%|ZKREL . wmE ZiBIR
L T. Amazon Cognito DEEE —HTBLSICXFIEEELET,
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I ¥ Scan or query items 1

[ O Scan ] [ O Query ] ‘
Select a table or index Select attribute projection ‘
{ Table - res-jan19.cluster-settings v ] [ All attributes v J
v Filters (B

N
Attribute name Type Condition Value

(O\ key X] [ String v ] ( Equal to v ) [ identity-provider ) ( Remove )

Add filter

7

@F
Run Reset

[ © Completed. Read capacity units consumed: 13 X

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ) 8 1 & X
@
Enter any string value.
O key (String) v | version v
(J  identity-provider.cognito.ss Cancel B > L 1

SAML IdP OREED 7/NY &

SAML L —%— — Chrome 75 O% T Ok eE=FERAL T SAML U U T AN &ZBH
L. SAML 7H—> 3 EEBRTEER T, HMICOVWTIE, Chrome DI 7ARNTF® "SAML bk
L—H—, 28BLTLEEL,

SAML B &Y —JL — OnelLogin Ik, SAML I>—R&hiEZ71—RKRL., SAML 74—
SAVOBATA—IIREFIVIIRILEHOICEATEDY —IIAAEEIATVET, FHlIEOVT
(&, OnelLogin 7T 7H 4 KM "Base 64 Decode + Inflate; Z2ZHBL T &L\,

Amazon CloudWatch Logs — CloudWatch Logs TRES AYJ OIS —XBEE2METEET, O
. eVLWSEaoOJIIN—TICHY) &I /res-environment-name/cluster-manager,

Amazon Cognito R¥ 1 X2 N — Amazon Cognito & ® SAML A O FHMIC DV Tk, TAmazon
Amazon Cognito ROV /N—HA Ry @ "I1—H—7—)LA® SAMLID Z7ONAH—DEM, %
SRLTLSEETY,
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https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
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1-4—0AT— KORE

1. Directory Service AV =I5, ERLERAZY IODOTF1 LI N)ZEBIRLET,
2. TU23arXZa1—-7T, A—Y—-NAD—ROVEY h2BRLEXT,

3. A—H¥—%Z&RL. HFLLNAD—RZAHLET,

4. NAT—ROUEY hEBIRLET,

BT RXAL 2 OHERK

NAABLRXAVEZGEALTVWRHER. R—RILOUI7EH2E VDIBOEHR—RTHELSIC
BT RXAVERETIHVENHYNET,

@ Note

GovCloud V=23 VICF7TO4 9258, RXANT VY IRANI =2 ZKRANT
PEAN—TAZAVTAIRTIOITFTTIT—232E VDI YT RXA 2V ERELE
ERD

Route 53 2V — )L ZR&EX T,

ERLIZRX A Z%EL, LO—ROEREZERLET,
LO—RZBLELT "weby EABLET,
LO—R&A47ELTCNAME ZBIRLET,

Value IZF. ZHIDEX—)ILTRIM2 LUV IZAHNLET,
[LO—RZ4EK] Z2BRLET,

"OLO—RZEXTBICE. NLB 7 RLAZEELERT,

N o a bk~ e bdh =

a. AWS CloudFormation AV —)LZHAEE T,
b. <environment-name>-vdc ZERL TEEV,
c. WY—R%EERL, %ZFHEXI<environmentname>-vdc-external-nlb,
d. NLBASDNSEFZIE—LZ%ET,
8. Route53V—I)LZRAEXT,
9. RAXA/ZHKRZEL, LO-ROERZBRLET,
10. LO—RRKBIC T, EAHLET vde,
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https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/
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11. [LO—RZA 7] T. [CNAME] £BRL £ 7,

12. NLB @35&1F. DNS ZANLE T,

13. [Create record] (L. J— RZ4ERK) ZBIRLE T,

ACM SERREZEK T S

F7#) N TE., RES I& RXA > amazonaws.com ZFERALTF77Us—>3a > O—RNT o H—
TIOITR—RINERAMNLET,. BEORXAVEFEATDICK, I—HF—HREHTD, Tk
AWS Certificate Manager (ACM) A S UV TARNEni/NT U Y U SSUTLS ffHEZRET I HE
HFHYVET, ACMEFERATZIHEE, VAT NETVITH—EARARNED SSL/TLS F+¥ X)L
EEFLTRILEODNTA—RELTEETILEN HDAWS VY —ABE2ZTEYET,

® Tip
ABUY—RATFENYT—VEFTOCT2HER. CHABVY—RRRY V&FTO
1 PortalDomainName9 B EZE I, BIRULLERXA D E ICADTRIHENHY EITHE
\J_XE'TIEE‘Zj—éo

NAZLRXA DIRBEZERT S ICIF:

1. A>Y—=I)LH S AWS Certificate Manager ZB&, N7V Y JiIHEEZ) VT ANLE
¥, GovCloud U= 3> IZF 704 $%5FEEWR. GovCloud /N—FT 123> FHI2 NIFEHA
EZERLET,

2. "NT7VyOFNBAEEVIVTIARNTS, ZEIRL, XAl ZBIRLET,
3. RAXA>ET. *.PortalDomainName& MDA DIIBAEAERJUIITANLZE
F PortalDomainName,

4. RRFAEXY Y RT, DNS il 2 ZBRL X7,
5. [VVIAR ZBRLET,

6. Certificates JARAS, UIVTARNEII-GAIAZZREXR T, RAPED AT —X AR, &3l
REFICKVET,

@ Note
ALAZEARFENBEVERE, VARNZEHLET,
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https://console.aws.amazon.com/acm/home#/certificates/request
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7. ROVThHLZEITVET,
- BRAT7OA:

DOIANENEBAAEZOMAZENFMA S, Route 53 TLI— RZEKT S Z1EIRL
TY, ALABDAT—RARRITEXICEDY KT,

« GovCloud ¥7'04:
GovCloud V=23 ICcF7’O49 %% Ak, CNAME ¥—¢fEZ2IE—LEd, BmA/N—

TAAVTAIURLS, EBEEALTINT VY ORARNY—=2ICHLWLO—RZE
BLUET, fALABDAT—RARRETEXICEDY XTI,

8. #FMULVEIBAE ARN ZIE—L T, ONFXA—ZFELTAHDLE
FACMCertificateARNforWebApp.

Amazon CloudWatch Logs

Research and Engineering Studio l&. 4 > A ~R—JLHIZ CloudWatch (X0 O T —7=4EKL
F9. F7FLROREFICOVTRE, ROKRZSRLTLEEL,

CloudWatch Log Z IL—7 Retention

/aws/lambda/ <installation-stack- BREREL
name>-cluster-endpoints

/aws/lambda/ <installation-stack- BMHEREL
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- BEMHEREL

name>-cluster-settings

/aws/lambda/ <installation-stack- BXHREL
name>-oauth-credentials

/aws/lambda/ <installation-stack- BEMHIREL
name>-self-signed-certificate

Amazon CloudWatch Logs 92
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CloudWatch Log ¥ )L —7"

/aws/lambda/ <installation-stack-
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack-
name>-vdc-scheduled-event-transf
ormer

/aws/lambda/ <installation-stack-
name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/
cluster-manager

/<installation-stack-name> /vdc/
controller

/<installation-stack-name> /vdc/
dcv-broker

/<installation-stack-name> /vdc/
dcv-connection-gateway

Retention

BHRS L

BMHRG L

BMHARS L

3N HE

SHNMAME

3HNMAME

3N HE

OJTIL—=7"0F 74 NORZFZZEETSHEIE. CloudWatch 1V —)LICEBE
L. CloudWatch Logs DOJ F—2REFZZETRHERICH > T LEEV,

NAZRLT 7 EAFFAIOHRRD

—

~E

2024 F 4 ARE, DABLT VEAHADRAZTEYFIBET, A7TVIVTRESICELD
THERENEO—INZEETEERT, DARXALAT VEAFTOERIE. IAMPermissionBoundary /\
FA—=BZO—FELTT IV EAFATNDERD ARN Z21EE TS < & T, RES CloudFormation ® 4 >
ARN—=ILDO—HBELTEERTEET, cONTX—ZFZZOFEFRICTDE, EORESO—IIICET
VEAFTOBEREIBREENELA. LT, RESO—INEETILEHICHELZT VI
ARNTY, FATAFEOTVEAFAOERT, ROT VI AVHFARHNICHFITEATVNS L%

BELEY,

NABLT 7 AFADORRAORE
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https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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"Effect": "Allow",

"Resource": "*",

"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",
"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",
"batch:*",
"bedrock:*",
"budgets:*",
"ce:*",
"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
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"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",

"fis:i*",

"fms:*",

"forecast:*",

"fex:i*",

"geo:*",

"glacier:*",

"glue:*",

"grafana:*",
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"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mg:*",
"neptune-db:*",
"organizations:DescribeOrganization"
"osis:*",
"personalize:*",
"pi:i*t,

"pipes:*",
"polly:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb53:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.x",

"sagemaker:*",
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"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

RES X/t AMIs 5% E T 3

RES XI5M Amazon XA X—2 (AMIs) ZFRATd &, REFAIRNY TA 2 AR A (VDIs)
M RES Ik FZERENAZLAMIS IZTVA 2V ARN—=)TEET, RES HIi> AMIs ZFEHT S &,
ERIICRSVENAAXA—D2FERATSE VDA AR AOEHFEANEHENET, EC2Image

RES %> AMIs #:XET % 97
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Builder ZEf 3% &, AMIs ZBEL THLWVWIY T RNIITAZY VELTERTEEXT, Image
Builder ®F¥HIC DLW TIX, Mmage Builder I—%'—H4 R, #8BLTLEZV,

R ITDEIC, ZM/N—23ORES ZTF7O1TRRENHYVET,

N =R

- RESREICTVERATZ OO IAMO—-LEXEETD
« EC2Image Builder I R—X > M ZHERT S

« EC2Image Builder L E%Z T 3

« EC2Image Builder 1 72 ARNZ IV F ¥ ZHRET S

+ Image Builder f X—=NA 754V %ERET D

* Image Builder f X=INATZA 2 &E1TTD

c RESIEHLWYTIRIITAEY VEEETD

RESIREBICTIVLATRLEHDO IAMO—-IILZEETS

EC2 Image Builder #*5 RES REF—EAICT VAT SIC1E. RES-
EC2InstanceProfileForimageBuilder £ V5 IAM O— /)L ERFE L FREETIHEN HV E

¥, Image Builder TEA TS IAM O— L OEEICDOWTIF. Image Builder 1—H—7 14 Kd AWS
Identity and Access Management (IAM) ZZBL T &V,

A—)LICREAATARETT,

* Amazon EC2 H—ERZ 8L EEE N i-B&,

* AmazonS3ReadOnlyAccess, AmazonSSMManagedinstanceCore, EC2InstanceProfileForlmageBuilder
7.RIJ :/_o

EC2 Image Builder A R—% > NZERT S

Image Builder 1—%—7 4 R® Image Builder AV —)I&ZFALTIAVAR—X NEERTDF
JECRVET,

OAVRKR—ZF R NOFMZEANLET,

1. Type T. Build Zi#RL£7,
2. AX=TARL—FT AT AT AL (OS) DIFEE. Linux £7=i&E Windows ZiBIRL £T,
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3.

OAVAR—ZFVRBIZE. BEDODLAYRTVWEFE ZANL FJresearch-and-
engineering-studio-vdi-<operating-system>,

AYVR—=FMNON=232FSZAANL, 723> THAZEMLET,

key : value

EBRFIXVNIERF, ROERT77AIINEANLET, TT7—HARELLEBE. YAMLT7 7 A

WEAR-AICHBTHY, HREAREOFSVERERETTY,

/A Important

E&7 74 )latestT, RESREON—2aVHFEHTHEVESE, ¥V>0O—

R URI (- source: 's3://research-engineering-studio-us-east-1/
releases/latest/res-installation-scripts.tar.gz') ® ZiE®&E/N—>3
&S (fl: 2025.06) ICBEBRZET,

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on

an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-linux

description: An RES EC2 Image Builder component to install required RES software

dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- GPUFamily:
type: string
description: GPU family (NONE, NVIDIA, or AMD)
default: NONE

EC2 Image Builder A R—%> N &EKT 2
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phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "mkdir -p /root/bootstrap/logs"
- "mkdir -p /root/bootstrap/latest"
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: "s3://research-engineering-studio-us-east-1/releases/latest/
res-installation-scripts.tar.gz"
destination: "/root/bootstrap/res-installation-scripts/res-
installation-scripts.tar.gz"
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts"
- "tar -xf res-installation-scripts.tar.gz"
- "cd scripts/virtual-desktop-host/linux"
- "/bin/bash install.sh -g {{ GPUFamily }}"
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts/scripts/virtual-
desktop-host/linux"
- 'sed -i ''/“export AWS_DEFAULT_PROFILE="bootstrap_profile"$/d""'
install_post_reboot.sh'
- "/bin/bash install_post_reboot.sh -g {{ GPUFamily }}"
- name: PreventAL2023FromUninstallingCronie
action: ExecuteBash
onFailure: Abort
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maxAttempts: 3
inputs:
commands:
- "rm -f /tmp/imagebuilder_service/crontab_installed"

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-windows

description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.

schemaVersion: 1.0

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://research-engineering-studio-us-east-1/releases/
latest/res-installation-scripts.tar.gz'
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destination:
"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res-installation-
scripts.tar.gz'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'tar -xf res-installation-scripts.tar.gz'
- 'Import-Module .\scripts\virtual-desktop-host\windows
\Install.psl'

'Install-WindowsEC2Instance -PrebakeAMI'

6. A723ORTEERL, AVR—F NOEREERLET,

EC2 Image Builder L > E %2 #1459 %

EC2 Image Builder LZETE., FILWAX—SZERTRHEOOHEBRRELTHEATEIR—AS
X=2t, AX=—DEBAARIAALTIXNTHHBFESY) ICBET S 2HRITBHHICEMT
P2—ENIVR—ZXMNEERLET, LVEZERFLEREEL T, XEBZRESVYVIRNIITO
KEFEEREFE OX—TYNAMI ZEBEITHIXLENf HYVET, LOEOFEHRICOVTRE., "LE®D
EE, EBBLTLIEE L,

RES &, ROAX=DARL—TFTAVIIATLEZYR—RNLTVERT,

« Amazon Linux 2 (x86 & & T* ARM64)

« Amazon Linux 2023 (x86 & & UF ARM64)
« RHEL 8 (x86). & & T 9 (x86)

* Rocky Linux 9 (x86)

* Ubuntu 22.04.3 (x86)

* Windows Server 2019, 2022 (x86)

* Windows 10, 11 (x86)

Create a new recipe

1. T EC2Image Builder 12V — )L Z & & 9 https://console.aws.amazon.com/imagebuilder,
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2. REBEHIRVY—AT, A X=—JLIEZBRLET,
3. [MAXA=LIEDER] ZBRLET.
4, —EBOBEMEN—2AVBSEADLET,
5
6

RES THR—KRENTWVWEIR—AMA—DZEBERLET,

AVARVARET, SSMI—JIVRAFTIVAZAR=LEATVEBEVEERA VA N—
M ET, - —F— 2B L ZOHOMBEZR I —FT—RIIBEREADLET,

® Note
SSMI—CIVRZEAVARN=ILTRFECODVTR, UTZSRLTSEZL,

e Linux BEC2AVABVAILSSMI—JI VR EFHTAAR—ILET,

« Windows Server D EC2 /1 VARV AL SSMI—2 I N EFEHTAAN—)
BROCTUAVAN—=ILLZET,

7. Linux R—ADLZENFEK., Amazon NEE T Daws-cli-version-2-linuxEJL KR
AVAR—ZF2 2L IEICEMULET, RESAVAR—)LAY U7 ME AWS CLI ZERAL
T. DynamoDB V9 5 ARX—RENDHREMEAD VDI 7O AZRM L £F, Windows Tlk,
COOAVR—FXVNEREHY)EFRA.

8. Linux E7I& Windows IRER ICEK & 1= EC2 Image Builder A7 R—X > M &EBML F
9,

/A Important

Linux BBE Tlk, aws-cli-version-2-1linuxEJ ROAVR—F2 N EFHIZED
LERET, ChenAVR—FMNEZEMTIHBENHVYET,

¥ Components (2) ifo

9. (#2E) Amazon N"EE 9 Hsimple-boot-test-<linux-or-windows>7F AN R—X%
YhZEEMLT, AMI ZBETED L ZREELET, ChBHENMROERERTY, BH
ERETHOTARNIAR—F N EBIRTEFT,
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10. BBRICWUTAT 2320wV 322%ETL, OXEZLIR—FK NZEBMLT, L
SEDEREBIRLET,

Modify a recipe
BEF M EC2 Image Builder L EN® %56, A0V R—RX NZEBMLTEATEET,

1. Linux R—ADOLEDOHEEF. Amazon FEE T Daws-cli-version-2-linuxEJL R
OAVAR—ZF2RNZELIEICEMLET, RESA VAN =LAV NE ZFEAL TAWS
CLI, DynamoDB ¥ S AR —REDNHEMEAD VDI TV AZRHL £F, Windows T
., COOVR—FVNEREHYEREA,

2. Linux £ & Windows IRER ICEK & 1= EC2 Image Builder A7 R—X > M &EBML F
9,

/A Important

Linux IRE Tk, aws-cli-version-2-1linuxEJ ROAVR—F2 N EFHICED
LERET, ChsDAVR—FXNEEMTEIHENHVYET,

¥ Components (2) mfo
‘You can select a maximum of 20 components (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe Is created. Automatic version
ices are provided for each component

Build components (2)
Build components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

1 i aws-cli-version-2-linux :
Use latest version
research-and-engineering-studio-vdi-linux-al2 :
se latest version

3. BELIWLTAT 3>ty 3a>vExETL, HOLERIVR—KXNEEMLT, L
SEDEREBIRLET,

EC2 Image Builder 1 > 72 ARNTZ IV F Y ZRET D

AVTSANTZOFYEREZFEAL T, Image Builder & Image Builder 1 X— OBEETANIC
FHTS AmMazonEC2 A V7S ARSIV F v ZIEETEE T, RESTHEATDICE. HiLLWA2 7T
TZARTZUOF+REZERTEIN., BEOA T ZARNZIVFIYREZHEAITIHN ZERTEET,

s FILVWAZVTZARNTIOFYREZERTDICE. "1V T7FANTIOF v REDER ZZRL
TLEE L,

s BEOAVTISARNSOFVYREXZFERATRICE., 1V T7TARNSOFYREEZEHLET,
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Image Builder 1 > 7 2 ARNZ UV F ¥ ZRET D ICE:

1. IAMO—=)LIZE. TUBIICERELEAO—I)LZAALEIRESREICTIVEATREHD IAM
O—ILZEET S,

2. AVABRVAZRAT TR, PBLKEE4CBOXEVERFE DR/ T EBIRL, BIRL ER—A
AMI7—FTOFv¥%ZHR—NLET, AmazonEC2 A VARV ABZA T 1 #8RBLTLKEE
(A

3. VPC, 77Xy K, EF1UFAJIN—T0OHE YVIRIITNYT—20X I 0O—R
CAVE—XYRNTOLAZHATRIVLEN B ET, RESIRED cluster-settings
DynamoDB 7—7 )L & Amazon S3 VAR —NTY NADT UV EREFTTIHEN HY F
ED

Image Builder f X—NA T SA 2 %RET D

Image Builder 1 X—=SNA T S5A4 2k, R—=AAX—=2, BEETANAOIDVR—FUN 42
T72ARNTIOFVYRE, BRUOF1ANIELI—2 3 VBREZBAITET, RES ¥ AMIs O A
X=INAT A2 BRBETDICE. FILWNATSAO%2ERTEID., BEONATSA 0 =2EH
RN EBIRTEE T, FMICOVWTIE, Image Builder I—H'—HA RO "AMI A X—D N4 75
ADEREEFH 1 ZSRLTLEZL,

Create a new Image Builder pipeline

1. T Image Builder 1>V —JL Z B & & 9 https://console.aws.amazon.com/imagebuilder,

2. FTEF—=23AURAIUDS, AX—DNATFA42EEIRLET,

3. TAX=NATS4 > DERK ZBIRLET,

4. —EBEOBE., A7V 0OHA, AT7P1—), HEZAILT, NMMTF4 0 0FMA=zE
ELET,

5. TLEMER, T, "BBFOL>EZERATS. Z8RL. ") TERLULELEZER
LEFEC2 Image Builder L EZ%#({HT 5, LYEQOFHNAELVW EZEBRLET,

6. A X—HERZ7OLAZERTS Tk, I—AT—ARICBUTF7FIND—070—F %
FHRARLD—070—%28RLET, FEAELEDHE, F7FI)IMN0OD—070—Tt+%
T, FMICDOWVWTIX, EC2Image Builder NA 754 DAX—D)—0 7JO—%BET
21 ZZRLTLEZL,

7. "AVI7ZARTZIUFYRENDER, C. "BIEOAVTTZARNTIVFFRENEIR, Z&
RU, T THERLESAVTSARNTIFYREZBIRLUETEC2 Image Builder 1 > 75
ARTZUOF v ZFBETD AVITARNTIVFYOFMNIELVCEZBRELET,
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8. TAANIELI—23VREEZERTSD T, Y—EAF7AI)INZEALTTF1ARNY
Ei1—2a>HBEeERTS 2BRLET, HOAMX—DRB, RESREAWS U—23>
ERAU ICEETRIHVENHYVET, Y—EAOFT7FI)LNZEFEHATS L, Image Builder A
FERHENATVWA) =23 VLA X=—DFMERENET,

9. NAT A4 0FMEHBL, NAT A DEREBERLET,

Modify an existing Image Builder pipeline

1. BBEONATSA40ZFERATRICE. TERENELIEZERATALSICHBZZEELE
JEC2 Image Builder L EZ %195,

2. [Save changes] (BENRE) 20V YILET,

Image Builder 1 X—=S N4 754 &2RTTS

REENLHAAMAX—DZERTBICR, AX—INATFAZRBRTILENFHYNET, 41 X—

SLVEOIAVR—FRMRICEI 2T, BETOLALEX 1 KEAL D EENF BV KT,

AX=DNAT A0 ZRITITDICE:

1. AX=DNATZ42Hh5, TERENIZNATZ 4> ZFIRL & FImage Builder 41 X—2 )\
AT7AVERET S,

2. To2arvhs, NMMTZ42V0ORTEERLET,

RESIZCHILWY T RNDVITARY VEZEHRTD
1. "1 OERICHE> Tthe sectioncalled “V 7 RV I T AZY T (AMIs)’, Y7 NIJDITARY I %&
ERUET,

2. AMIID 12X, ICBEEhEHEIDAX—20 AMIID Z A0 UL E 9 Image Builder 41 X—2 /N4
FAERETT B,
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RES DA ZARN—IRBICAARLRXAVEZFRET S

(® Note
HREZH: ChSOARATY 7T ZRTITHHEIC, FEAE L PrivateKey @2 72" % Secrets
Manager >—2L Y NCRETIHLENf HYVET,

VIT VAT NIEAEZENT S
1. external-alb O—RNZH—DQURAF—ICTRY FENIAIRAZBZEFLE T,

a. ECEC2 Load Balancing > Load Balancer ® T® AWS 1>V —)L T RES AFO— R/NZ >
#_L:gﬁl/gsjo

b. WERA ICHSO—RNZH—ZRELFXT <env-name>-external-alb,
c. O—RNFUH—ICT7RYFENTVWBRIUAFT—ZHFELET,
d. FLVIIBAZOFMATRAY FENEF 74 NO SSLTLS SEFAE#IZF DU R T — %2 EH
LET,
e. BENRZERELET,
2. DSARAZ—RBET—TILT, ROBEETVET,

a. DynamoDB -> Tables -> TU T AR—RET—7 I ER DI E T <env-name>.cluster-
settings,

b. BETHBERRLTTZAIILRITI TS -AH "keyys . X4 7 Tstrings . &
Tcontainsy . fB "external_alb, [CBEL £,

c. True cluster.load_balancers.external_alb.certificates.providedIZEZEL
£79,

d OEZEHLE
Fcluster.load_balancers.external_alb.certificates.custom_dns_name,
ch@FEVI7 1YY —AVE—TIAADHARLRXA VBT,

e. DEZEHLE

Fcluster.load_balancers.external_alb.certificates.acm_certificate_arn,

—hldk. Amazon Certificate Manager (ACM) ICRTFEE N TV B XIS T B FEEAE O Amazon
)Y —AZ—LA (ARN) TF,
3. DITJUOTATURNAIERLEXIETS Route53 7 RXA L I—REZEFHL T, 4
Alb O— R/NZ 4% — O DNS B Z1EEL £9 <env-name>-external-alb,

RES DA VARN—INBIZHARLRXA >V ZERETS 107



Research and Engineering Studio I—%—HA KR

4. SSONBREBICTTICREENTVEBERE., RESTIJR—RIOREEE>IDEE >
TINHAFY > AT—RA>wRERIVHASBAICERALEEDOERUANT SSO £2BRE
LET,

VDIs (CFEFAEZIENNT S

1. —2OLYRNIXRORTZEBMLT, —2L Y ML T GetSecret AR L —> 3 > %2 1T
ITRTIORAHFAZ REST7Vr—>a icit5L %7,

e res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

2. VSAZ—RET—7ILT. ROBEZTVET,

a.

o

Q

o

f.

DynamoDB -> Tables -> T ZARX—BRET—7 I ZR D E T <env-name>.cluster-
settings,

BMETHEBERANTI4IINRI T TS -B8 "keyy . ZA 7 Tstrings . &
Fcontainsy . fB "dcv_connection_gateway s ICBEILE T,

True vdc.dcv_connection_gateway.certificate.providediZfXEL £ T,

DEZEHLE
JFvdc.dcv_connection_gateway.certificate.custom_dns_name. —hif VDI 7
DEADDARLRXLBZTT,

NIEZEFHL E
Fvdc.dcv_connection_gateway.certificate.certificate_secret_arn., <t
&, SEAEOAHNBRZREFEIS—IJLY MDD ARN T,

DEZEHML X
Fvdc.dcv_connection_gateway.certificate.private_key_secret_arn, <t
. 7Z4XR—F F—OHNBFZRFETH>—IL YD ARN TT,

3. T—RMNIIAAVARVALLERAEIhZEBETTL—NEEHLET,

a.

b.

C.

d.

EC2 > Auto Scaling > Auto Scaling Groups ® T® AWS 1>V —JL T Auto Scaling 7' JL—
TEREET,

RESRIBEICHISTRT— R IIAOBBAT VI —T72BRLET, BaikwSE
FA IZRVWE T <env-name>-vdc-gateway-asgo

HMtEO a3 TRBTVITL—NERODHTHELRT,
Hl>T7023ar >TUTL—MOEEF#HLWAN-23 2 0ER) ZBIRLE T,
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e. FICAZO0-)LTHMAZERRLET,

f. —HBTO1—Y¥—F—XRETAZO-ILLET,

g. CERTIFICATE_SECRET_ARN & MO EFEZHRL £IPRIVATE_KEY_SECRET_ARN, ch 50
Bz, SIAE (RTVY T 2c ZZR) BT TAR—KNF— (ATYV T 2d Z2ZR) ODRR
ZRIFITD—IL Y MIEEENL ARNs TEHLET,

h. Auto Scaling 7 )L—7"#", (Auto Scaling FIL—7R—IHh5) RIEERL BT 7L —
RON—2 3 ZFERATAIRSICERECATVWA L ZRALET,

4, REFRAIBMNY THICERL EXET S Route53 7 RXA L I—RZEHL T, A nlb
O—RNSH—ODNS BZIETKSICLET<env-name>-external-nlb,

5. BEfF® dcv-gateway 1 > AR A% # T <env-name>-vdc-gatewaylL, FILVWA AR A
NFAEDTYTIT20ZEFEET,
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BEEHAR

CHEBEESHA RTIE, AWS &R D Research and Engineering Studio Z2& SICHAZI A AL T
METHHEICHIZEMOFIEZ, HMHNERNRECEHBLET,

N =R

« >—JLYHhDER

« JANOEZ RV T EHIH
« JARGHA Y IR—R
- Vv aERE

. IRIEEE

=LY RNDER

Research and Engineering Studio &, Zf#RAL TRXOZ—UL v NZ#iEL £9 AWS Secrets
Manager. RES &, REDERFRIC—IL Y NZ2BBWICERLETT. REOERPICEEREN
ABLED—=DLY NENTX—ZRELTADEIET,

—OLYRNER E)z] £ E i RES ANEThEERE
<envname> -SSO- REBAODVTILY v
client-secret A4 >27F> OAuth2 75
AT RN—=DOL Y
[N
<envhame> -vdc- vdc ClientSecret v

client-secret

<envname> -vdc- vdc Clientld v
client-id

<envname> - RXLADECESR v
vdc-gateway- FAEERE T T A R— b
certificate-pr F—

ivate-key

=LYy NDER 110
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—OLYbRhE

<envname> -
vdc-gateway-
certificate-ce
rtificate

<envname>
-cluster-

manager-c

lient-secret

<envname>
-cluster-

manager-c

lient-id

<envname> -
external-
private-key

<envname> -
external-
certificate

<envname> -
internal-
private-key

<envname> -
internal-
certificate

<envname>
-director
yservice-
ServiceAc
countUserDN

S

RXAOBEEES
AL E

JSAR—Z—D
¥ — ClientSecret

DISAR—NZX—D
¥ — Clientld

RXAODBECESR
SEESSAR—B
;\:_

kX1 DEERE
L

RXADBECER
ALAET ZAR—K
;\:_

RXA2DOBEEES
AL E

ServiceAccount 11—
H—n#HEIE (DN) B
%,

£ E - RES

v

ABEn-EEE

—ULYNDER
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DynamoDB ® <envname>-cluster-settingsT—7J)LIZI&, XD —UL Y N ARNENEEN

TVERT,

:\:_
identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica
te.certificate_secret_arn

vdc.dcv_connection_gateway.certifica
te.private_key_secret_arn

cluster.load_balancers.internal_alb.
certificates.private_key_secret_arn

directoryservice.root_username_secret_arn
vdc.client_secret

cluster.load_balancers.external_alb.
certificates.certificate_secret_arn

cluster.load_balancers.internal_alb.
certificates.certificate_secret_arn

directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id

cluster.load_balancers.external_alb.
certificates.private_key_secret_arn

cluster-manager.client_secret

U—=A

ARV Y

AR Y

AR Y

AR Y

AEY Y

AR Y

AEY Y

—ULYNDER
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OdAARNDEZZRI T & HIfH

(® Note

Research and Engineering Studio 7’002 T U kO N BEE(S 7 AWS Budgets &, TlkH
K—h&EhTWEEA AWS GovCloud (US).

Cost AWS Cost ExplorerzfER L TTFEZEKL . JANZEEBID L ZHEHHLET, MEEFE
BENBENHYET, FHIIOVTRE, & OREIVITIR—TJESRL T EE Vihe section
called “AWS COHEEO H—ER",

JANEHEXETHLHIC, RESTOT IV NERBTHRE NEFHCHER TN TE
7 AWS Budgets, &7, BRIZANESRINTBERTET VT 1 TLTBREN BV ET,

1. AWSNX XX RAVY—=NIZHA 4L, AWS BREHREIDANEEIO Y - ZHE
F9,

2. JANBZETZBIRLET,

3. res:Project 8KXY res:EnvironmentName 2T ZBREL TGERLET,

4, [TOTA7]) ZBIRLET,

Billing X

Cost allocation tags . 11 Download sV
Home Cost allocation tags activated: 3
v Billing User-defined cost allocation tags | AWS generated cost allocation tags
Bills
4
User-defined cost allocation tags (2/47) info Activate
[QFind costatocation tags 11 matches
= (2
= A status v Lastupdated date v Lastused month v
® Inactive - November 2023
® Inactive - November 2023
® Inactive Nov
Nov
3 November 2023
November 2023
Nove

Payment preferences

(® Note
RES 2UATF7OMRICRRENDETICHREKR 1 BANBBENHYET,
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RES VY —ADFEZERT S ICE:

1. BRIAVY-IUALS, FEZERLET,

. TEOEREBRRLET,

2

3. [Budget setup] (FEMERE) T. [Customize (advanced)] (HAZN A X (BE)) &KL £,
4. Budget types T, Cost budget - Recommended Zi#ERL £,
5

. RN ZBRRLUE T,

illil Step 1
Billing % ep
Choose budget type
Home Step 2
Set your budget
¥ Billing
Bills —
Fayments Configure alerts
Credits
- 1
Purchase orders Step 4 - Optionai

Attach actions
Cost & usage reports

Cost categories Steps
Cost allocation tags Review
Free tier

Billing Conductor [3

4

Cost Management
Cost explorer [4
Budgets 1
Budgets reports

Savings Plans [

<

Preferences

Billing preferences
Payment preferences
Consolidated billing [2

Tax settings

4

Permissions

Affected policies [

6. FHHIC. FTEODLDAYX® TV Budget EZAHNL T, PHIUNOHOFEEXFILET,

Choose budget type w«

Budget setup
-
() Use a template (simplified) O Customize (advanced)
Use the recommended canfigurations. You can Customize a budget to set parameters specific
change some cenfiguration options after the o your use case. You can customize the time
budget is created, period, the start month, and specific accounts.
Budget types

© Cost budget - Recommended 2

Monitor your costs against a specified dollar amount and receive alerts when your user-defined threshlds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
You can set a cost budget for a business unit and then add additional parameters such as the associated
member accounts.

Usage budget

Monitor your usage of ane or more specified usage types or usage type groups and receive alerts when your
user-defined thresholds are met. Using usage budgets, the budgeted amount represents your expected usage
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and
Amazon S3.

() savings Plans budget

Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or
underutilized.

) Reservation budget

Track the utilization or coverage associated with your reservations and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations

\§/ Cancel Next

&, <EnvironmentName>-<ProjectName>-<BudgetName>,

7. "FREEREIZIIC. TOPIVMBLEFEECOIESEZADLET,

8. Budget scope T, Filter specific AWS cost dimensions Z#IRL £ 9,
9. [Add filter] (7 4 L X —%&&MN) ZBIRLE T,
10. F4X>23> T, 87 28RLET,

11. 2T T, res:Project Zi#BIRL F£ T,

JARDEZRV T & HI4H
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® Note

BT EENERATRICZDETICRR2 ANLZBEN BV ET. 7O TV NEHE
RARICE 2125, FEZERTEEXT,

12. fE T, 7O IV MNEZBRLET,
13. 74 2—%ER 2BRLT, JOPTI IR 71U E—ZFEITEYFLET,
14. [RN] 2 ZBRLE T,
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

) All AWS services (Recommended) © Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

"EC2" to budget against.

Dimension

), d
(Tag \

d res:Project ) v ‘
{/ Values \

‘ Filter tags by values v ‘

project1 X

—

Cancel

¥ Advanced options

Aggregate costs by
‘ Unblended costs v ‘
‘ Supported charge types v ‘

‘ Upfront reservation fees X ‘ ‘ Recurring reservation charges X ‘ ‘ Other subscription costs X ‘

‘ Taxes X ‘ ‘ Support charges X ‘ ‘ Discounts X ‘

15. (A7°23)FPZ—RLEVEZEMLET,
16. PRN] ZBIRLUFE T,

17. (A723NTI5—MRESCIAhTVWBEEBEERK., PEYFFo>araEFRALT, 75—KNTH
HWOTF7o>a > zRELET,

18. [RN\] ZZERL £7,
19 ?’g EEEEWL,\ bﬂ@?’%:/\7)( QTIEb\/\gﬁb\“qmiéhT\/\%)Qt&ﬁn’u\bijo
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20. [FEZER]Z2VIYILET,

FENMMERE S, 7O IV NOFEEREMCTERT, 7O IV NODFEEZEMICTSIC
k. "1 Z3BLTLKEE Whesectioncalled “ VO IV N ERETD, FTEEBAD L, RETF
ANy 7TOREBA7OYIENET, TRAINYTOREBHIZFELERBALES. TAINY T I&
SlEHmEIELET,

Projects
Environment Project Management

FHEZZEITHILEN HBHERR. AVY-ILICR>TTFEEZHRELET. RES ATEENEY
ICBBDETICRK 15 DANDBENBYVET., ik, 7O I VN EZHRELTTFEZENIITS
CEETERRY,

OAARTHAY S 2R—R

JARNDHA YD1 R—REFEFTDE, RESEEBEZF RESKR—RIAST7OIIONOFEES
OPIVRIARNZRBNICEZRY I TEET., JANETOASTIRLARLTTANRIDY
TEZET,

=R

. BIRREMH

« FEE)NTIST7REFOTOSIIN

« BENBIANDHIS7

« CSVEADIO—RTD

Bl fR SR A

Research and Engineering Studio D JARA Y2 1R—REZFEATBICE., ETUTZITOIHEN
HVET,

- 70T NDERK.
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« AWS Billing and Cost Management 1>V — L TFEZ#ERL £,
s FEEZJODIVONITEYFLET ("1 22B7O2I VN ERET D).

« ILWRES 7 OA ZHIDTAVMOIARNSMFY— R E2BMILET. ChERTIDI
F. ATOFIEZRTLET,

1. ERLEZ7OPTIMCVDIZF7O40LET, Chillkt), AWS Cost Explorer (2
res:Project RN 7O a0 JEh&ET, ChICBERX 24 KFENMDDBEN BV E
EE

2. RINERENDE, RTEBAMCTRDRAVHFIEMCBEYYET, R &IEIRL T, Cost
Explorer TR &TFTIT 47 LET, COTORAICKETSIZ 24 BELHIDBENHYE
9,

Cost analysis onboarding info

To start tracking expenses incurred over a period of time, take the following steps.

Step 1 - Launch deskto Step 2 - Enable cost tags
P P P 8

Launch your first desktop within this account and wait up to 24 hours for cost allocation tags to create. Once tags are created, enable cost allocation tags for the web portal and wait another 24 hours for data
to display.
Launch desktop

FEAVHTIZ7%2F>700I 6

FENEETONATWATOIORNFY—RNICE, FEHNFEYETSNTVWS RESEBENOO
SIVNDFEAT—RANERRENET, F7FIIKTR, IS 7ICEFEHENCEMLS DN

OSIVRFRRENET, FEICEYYTOSNEZ7ODIIOMNOREBUVANEZO—RTD714)L
RA—RRATF—RAROYVFTAIOT, BEO7OD IO NERBIRTEERT,
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Projects with budget assigned

Track the current status of budgets.

Project name

test-project-2

test-project

o

2000 4000
Budget (USD)

W spent [ Exceeding

Remaining

v Display settings

Filter displayed data

[ Find project by name v }

[ test-project-2 X] [ test-project X]

test-project-2 test-project

@ C Review projects ) C Create project )

6000 8000

2710, EFEOXHE, BYE, BBENKRIBETRREAET, N—CHh-VIIZaDd
B2, BATIAVUDOERE USD @ENRTENET, ELERBRICHZ 7O IO NORRBRE &
7OTI I RNDERREZTAhTAERLT, 7O IO MM-JETOPIINDOERR—D %

A ZEETEXRT,

Projects with budget assigned

Track the current status of budgets.

Project name

test-project-2

M Spent 1,792.09 USD

@ Exceeding 0.00 USD
Remaining 8,207.91 USD

test-project

0 2000 4000
Budget (USD)

@ spent M Exceeding Remaining

v Display settings

Filter displayed data

[ Find project by name v ]

[ test-project-2 X] [ test-project X]

test-project-2 test-project

@ ( Review projects ) ( Create project )

6000 8000

FEEWLETIS7EZF OO IO
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RN ARSI Z 7

BENEIANDHIS7ICE., BEELEHBIICS G270 I RNIOIANNRIRRTENSE
To T72ILRNTR, JS7ICEBECHABOTF—EINRRENETT, BIRULENEZFEAL

T, BRUECEBEESEBEOSHIANTLEANS DO7OP IV M ERRENET, £ 52070

SIVRNUADHBOIXNTORBRLAEZOSIINE, TOMOATIVICENENET,

Cost analysis over time @

Track expenses incurred over a period of time.

Aug 2024 Sep 2024 Oct 2024 Nov 2024 Dec 2024 Jan 2025

Costs (USD)

25.00

20.00

15.00

10.00

5.00

0.00

Wasd Wabc-123 M projectl

v Display settings

Filter displayed data Time range
[ Find project by name v ] [ 2024-08-01 — 2025-01-31 ]
project’ X abc-123 X asd X :
[ projectl abc-123 asd Granularity
[ Monthly v ]

70208, BREEE, NET71L2U2J0LT, BRNBZIDANIHIZTELI—EHARX
AXTEET, BB T AN EZ—DEAEDEFBRENATVRIFEE, E—XILT12 RUNFRRE
h, AIOREICRTA, BEFEThLET ML EZ—DEAEDEOREZZITANZ L ZEIRTERT,

70T UK

Filter displayed data RO Y 7’HA I ZBRTS &, BEDRESRKREO7OP IV NDOELAZV AL
FRRENET, 7O I IORENFRREN, TOTIE7OP T NI—RAFARTENET,
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< e

abc-123
abc-123

asd
asd

(<]

project1
project1

(<]

res-integ-test-gw’
res-integ-test-gw1

[ Find project by name A ]

projectl X || abc-123 X || asd X
projecti abc-123 asd

iy FE 5 O 45 7

BNEFZEEIRELER, BNEMR-GEVNERZERATERT, ANBHZRRIZ . BH
B2 REELEEAL THEEhET, LA, 2025F 2 ACBE6 AADAT> a2 2&
REBD&., ~ 8/1/25 ORFEEEIC/R V) £91/31/25,

Relative range Absolute range )

Choose a range
O Past 1 day

O Past 7 days

O Past 1 month
O Past 6 months
O Past 12 months

(O Custom range
Set a custom range in the past

Clear Cancel
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( Relative range Absolute range

< August 2024 September 2024 >

Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat

2 3 1 2 3 4 5 6 7

4 5 6 7 8 9 10 8 9 10 11 12 13 14
1 12 13 14 15 16 17 15 16 17 18 19 20 21

18 19 20 21 22 23 24 ||22 23 24 25 26 27 28

25 26 27 28 29 30 31 29 30J

Start date End date

[ 2024/08/01 ] [ 2025/01/31 ]

Clear Cancel

FEAE

BEM, BEAY, FLEBRHEVLONETT—SERTIDISICBRTEET, BREARVOFMHE
&, EX14 BEEOBNEEHOKEYR—NLET, BEUOFEERZ, ZFX 140 AOBFNEED
hEYR—BNLET,

[ Monthly v ]
Daily
Hourly

[ Monthly A ]

CSVZ&DU>O—RT3

REQGIANGHEI—ZIVAR—NTBICR. BENBZIAARNIHIZTOELCLHZT T
O—RCSVZERBRLET, FUO—RLAECSVICEK, BEEThEZHEORRL AZE7O021TH
ROOANERE., 7O IV MBS LCHEBROIARNEFAEENET,

CSVz4I>O—KT3 122



Research and Engineering Studio I—H—H4A KR

Home Insert Draw Page Layout Formulas Data Review Vii

P\

'Q'Dv & Calibri (Body) vii12 A A
TR

1]
11|
11l
I

Paste B I U+~ | i Av A

Q Possible Data Loss Some features might be lost if you save this workbook in the coi

Al . fx | res:Project

A B C D E F
1 |res:Project lasd($) abc-123(S) project1($) Total costs(S)
2 res:Project total 24.136179 21.67188038 12.9429946 58.75105397
3 8/1/24 0
4 9/1/24 10.7180966 10.7180966
5 10/1/24 10.95378378 10.95378378
6 11/1/24 24.136179 24.13617901
7 12/1/24 0
8 1/1/25 12.9429946 12.94299457
9
10
11
12
13

vy aER

YA vERBR, BV ERRBRETANTDEODOFRRTAURTIT A7 BRRERZREY
LET, EBI—H—ELT, 7O T I RNBERNTA RS I9T1 7y a> 2Rl LU0EE
IR EeRrRI—Y—ICHFATEET,

[N =R/

Ay 1R—R

c 2Yvyay

cs YV7RNDIFTAZY Y (AMIs)

s TNV

s TAVKNYTRE
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XY 1R=R

Research and Engineering Studio 4L & demoadmin1 ¥

res-stage (us-west- <
2 Virtual Desktop Dashboard

v Home

virtual Deskiops Instance Types (1) Session State (2

Shared Desktops Summary of all virtual desktop sessions by instance types. Summary of all virtual desktop sessions by state.
File Browser
SSH Access
ADMIN ZONE
v eVvDl
Dashboard
Sessions
Software Stacks (AMIs)
Permission Profiles méa.large STOPPING
Debug
Settings
& M méa.large [ STOPPING
» Environment Management
BaseOS (9 Project %
Summary of all virtual desktop sessions by Base OS. Summary of all virtual desktop sessions by Project Code

Windows
Amazon Linu...
project1
B Amazon Linux2 [ Windows M project1
Availability Zones (9 Software Stacks (6
Summary of all virtual desktop sessions by Availability Zone. Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

0.5 1 15

us-west-2a

W us-west-2a

~

No. of Sessions

[ sessions

Yy aEBAYIAR—REFE, EEZICUTICETS94v o1 —%2BHLET,
1. AVAEZADEZAT
2. v a3 mirEE

3. X— A0S

Ay a1R—R
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4. 70210
5 TRAZEUTA4—=V—2

6. VINDITAZRY YD

TSIC, BEEBEQPROZENTEXRT,

7. 392 1R—REEHFLTEREEHFLET,
8. v a onRREBIRLTEYZIVIZEBHLET,

L

v < a2l Research and Engineering Studio A THERE NI X TOREFRAI NY TH%K
RENET, Y2 aIR=IHhs, v a ERETAINZVITUTERRLEY, FHILLEY
2avEERLEYTEERT,

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions gm Desktops.

Ee el

@ Created ¥ Last 1 month

Q Search e All States ¥ All Operating Systems ¥
-] Session Name v Owner v Base OS Instance Ty... State Project Created On

[ demoadminiami21 (5} demoadmint Amazon Linux 2 méa.large @® stopped project1 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin1 Windows méa.large ® Stopped project1 9/27/2023, 8:38:23 AM

1

1. XZ1—Z2#EALT, BELEHERICERTEEEHRE N Y a2 THERZ7 LRV
JLEY,

2.Ev2avEERL, 7023 XZ1—ZFERALTUTZITVET,
v arzBERTS (\EHA)

BibitkiEE Y 2 3> (EERA)

eI /RIEEY S 3> (BH)

tv3a>nRT (EHRT)

e. BY 3> OBHEKT (EEA)

f. Y32 ORE (BHW)

9. Y7 RNDITAZY U DERK
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. EYIIvOER EEBRLTHLLWEY IV ZERLET,
4. BRITEY > IVERERL, REEARL—TFTAVIZATLTTANRIVITILET,
5 v aHEEBIRIDE, FHNIrRTENET,

Y>3 EERTS

1.
2.
3.

Y23 OER ZBRUET, ILWREFAINY TORBBE-HILIREELT,
wLLVEYS a2 OFMEANLET,

(7#7°2 3 >) Show Advanced Options 274>/ ICLT, Y 7ZXYRNID®DCV Y>3 gA47S
BEQDEBMOFHMEEELET,

[Submit] &38R L T & L,

tvyay 126



Research and Engineering Studio

d—H—FHA K

r
Launch New Virtual Desktop

Session Name
Enter a name for the virtual desktop

[

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(a

Project
Select the project under which the session will get created

[

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2

Software Stack
Select the software stack for your virtual desktop

[

Enable Instance Hibernation
Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

©

Virtual Desktop Size
Select a virtual desktop instance type

(a

Storage Size (GB)
Enter the storage size for your virtual desktop in GBs

[ 10

Show Advanced Options

©

vy a o

Y2 avUARDYS, B2 a BEBRLTEY S IV OFMBERRLET,

tyvar
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RES Virtual Desktop Sessions 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1ami21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 @ Stopped
Details Server Software Stack Project Permissions Schedule Monitoring >

Session Details

RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad

Session Type Hibernation Enabled Created On

VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On

9/29/2023, 11:01:20 PM

Y7 RIDITAZY Y (AMIs)

VIRDITAZY IOR—=IH S, Amazon XA X—2 (AMIs) ZFREL 1=V, BIFDA X—2
ZEBULEYTEETD,

Software Stacks (AMIs)

Software Stacks

a Manage irtual De Software Stacks

All Operating Systems v

Name Description AMIID Base 05 Root Volume Size Min RAM GPU Manufacturer Created On

2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffa9b Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A 6/7/2024, 11:25:19 AM
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217ch9b0 RedHat Enterprise Linux 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e 1 Windows 30GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - AMD Windows - AMD. ami-05df91be1d294f195 Windows 30GB 4GB AMD 6/7/2024, 11:25:20 AM
Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA 6/7/2024, 11:25:20 AM
RHEL9 - x86_64 RHELD - x86_64 ami-099185fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64. ami-04ed2b27d86¢17f09 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-Oee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM

1

1. BEOVIRNIITARY VERETBICE, ARL—TFTAVIZATLAOROAY TH I ZE
ALTOSTZ74ILEIVILET,

2. Y7 RNIITAZY VDEMEBERL T, ARV VOFMERRLET,

BVYIRIITAEY VDI HZDZIAREVEERL, 723X _1—%2FALTARY
VEmEL., ARV OEZTODIVNIBEVEHTET,

4. VTRIITAEZY VDBEFREERBRLT, ILLARY VZERLET,

7
7
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MLWITRKNIDITARY J%BRTD

VUIRNDITARY VDBFREZVEZFERATIE, ILLWARY VEZERTERT,

1. Y7RIDITARY VDBREEERLET,
2. ILWIYTRIITARY VOFMEANLET,

3. [Submit] ZEIRL T EE L\,

r b |
Register new Software Stack

Name
Enter a name for the software stack

[ )

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ )

AMI ID
Enter the AMI ID

[ )

AMI ID must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N/A V]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(e )

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

(o )

Projects
Select applicable projects for the software stack

[ ")

Tenancy
The type of tenancy
[ Shared v ]

U7 RIITAZY T (AMIs)
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JOPIONIVIRIITARY D& HTS

MLWYTRIITREY VRERTDEEIC, AZYIVETODIVNIEYLTHIENTES
T EFEL, BYIOERBICARY V27O IV NCEMTZHEN HDH5EE.,. KOBRELZITV
£9,

@ Note
V7RDITARY 7@, BN XN—TH37OCIINCOKEHETHENTE
£

1. Y7 RNIDITARYIR=T, JOPIIONCEMTBRDYTINIITARY IO HRREY
ZERLEY,

2. [Po>av]z=BRLET,
3. [fmE] ®BIRLET,
4. Z7O2IV2RNROYVIEIOZFERALT7OP IV NEZBRRLET,

Y7 RNITITARY T (AMIs) 130
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r

A

Update Software Stack: RHELS - x86_64

Stack Name
Enter a name for the Software Stack.

[ RHELS - x86_64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ RHELS - x86_64

Projects
Select applicable projects for the software stack

[

Tenancy
The type of tenancy

[ Shared

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[

(oo x) (2

v

5. [Submif] ZBIRL T &V,

AZYTDFEMR—INBYTRIITARY VERETDIEELETERT,

VIRNIDITAZYIDVDIA VARV AVARNEEETS

BRENLEVYIRNIDITAEY LI,

FHENBA VARV ATTI)—EB(TZEIRTEFE

To BYTRNIDITARYIOAT>3a>2O)ANE, FRARINY TRETCERSNEATS >3 IC
KO2TT7A4NRITENETT, JO—NIOHFAESNEA ARV AT7I) =247 28REL
TEETEFT,

U7 RIITAZY T (AMIs)
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j‘ Research and Engineering Studio

res-deploy (us-
east-2)

v Desktops
My virtual desktops

Shared desktops

<

Session management
Sessions

Software stacks
Debugging

Desktop settings

v Environment management
Dashboards New
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status

Snapshot management

L & admin1 v

he virtual desktop settings ®

Module Name Module ID Version
virtual-desktop-controller vdc 2024.12.01
General Notifications Server Controller Broker C i Cl Logs

Session ®

Idle Timeout CPU Utilization Threshold
43200 minutes 30% Yes

Enforce Schedule

Transition State Allowed Sessions Per User

Stop 5

DCV Host ®

Max Root Volume Size
1000 GB

Allowed Security Groups

Allowed Instance Families and Types
o gdad

o gddn

. g5

* méa

. 3

o még

Denied Instance Types

Environment settings

VIRDITARY VDAAENEAVAZVATFI)—ERA(TORUEZRET D

1. Y7RDITARYIR=IT, YTIRNIDITARYIDTIARE ZERLET,
2. TU2avEERL, ARV IDREZBERLET,

3. HATNEAVAZRVATIFIV—ERATOROAYTEIVIARNISENOA ARV A
J77I)—eBA4T7#BRLET,
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4, [KfE] ZBRLEY,

® Note

FAESNIEAAZRAT TR
)—RHADA VAR ARAT (t3% 5 Et3.1arge) H'E

EEDTT7 X

Update Software Stack: RHELS - x86_64

Stack Name
Enter a name for the Software Stack.

( RHELS - x86_64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

{ RHELS - x86_64

Projects
Select applicable projects for the software stack

(

Tenancy
The type of tenancy

[ Shared

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

TRODITARY DDFUESNEA AR AT 7

A, AVARAT T

/A Important

s AVARVARATIT T

)—D&HHE

TROITARY ONSHBWICHIRENET,

s RELANILTEMENIZAZ ARV ARALTIT T

ICEMENIEE A

)—&247070-NLEY NCAVARVATT X

I)_
3’:’*1_(\/\7& ﬁl:l\ \J

)—eBATOBUTERATED XY

ENET,

U=,

SU—NBRELARLTHETVARY SHIBREND L, TRTOY

VI7RDITARY VICEH

U7 RIITAZY T (AMIs)
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V7RNIDITARY JDFMERTTS

YIRDITARY IR=IHSE, YTRITITARY VBZERL THEMBERRLET, Y7 b
DITARYODZOHREVEERL, 7Uo2a2zBRL, MEZEBRLTYTINIITAZY
VEmMETDLEELETERT,

VDI 7F 2> —DHR—K

FHLWITRIDITAZY OREBELEY), BEOVIRNIITAZY VERRELEV) TR EEIC,
COYTRNIITARARY UL SREEhEVDIs DT T —#BIRTEET, XD32OFF>
=P R—RENTVET,

s BB (FT7AILMN-HEN—RIDITAARATVDIs X179

c BERAVARVA-BERHAAZAT\VDIs #E1TT S

 Dedicated Host- EFRARNZEHAL T VDIs 21793
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Register new Software Stack

Name
Enter a name for the software stack

[

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[

AMI ID
Enter the AMI ID

[

AMI ID must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ N/A

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(s

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

(0

Projects
Select applicable projects for the software stack

[

")

Tenancy
The type of tenancy

[ Shared

v)

ERRANTF U —RATZBRIBDEER, TFUI—TFTITAZTAER—TYRNKANEAT

EBRIDBENFHBVET, ADEZ—TY NRARNRATHBR—REhTLET,

« RARNDY =AY ) —7 - AWS License Manager THERENERARNIY—RTI—7
c RANID-HBHEDKRANID

U7 RIITAZY T (AMIs)
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Tenancy
The type of tenancy

[ Dedicated Host

Tenancy Affinity
The relationship between an instance and a dedicated host

[Off

Target Host By
The type of target host

[ Host Resource Group

Host Resource Group ARN
The ARN of the dedicated resource group

[

Tenancy
The type of tenancy

[ Dedicated Host

Tenancy Affinity
The relationship between an instance and a dedicated host

[ Host

Target Host By
The type of target host

[ Host ID

Tenancy Host ID
The ID of the dedicated host

[

BERARANTFTO—TRETHEEICVDIS CHBEREILTIRZ—RIAMEARIEBETSIC
l&. License AWS Manager 1—H'—HA RO TIXZ— RTIA4/ 22 AE AMI O BEEAT (F(IZ5E 2
T, D42 A% AMIs IZBERFET,

Rocky Linux 9 V7 NI T ARY T DB

RES (& Rocky Linux 9 DT 7 AN NDYTRDITAEY OFBEWVES, COE923>T
&, EAT% Rocky AMI E 2 DEAFEICETAHREREZREMALET,

1. AWS O V—=)LiZAvd 4> L, EC2O2Y—J)LA® AMI Catalog R—Z IZBEBL £ T,
2. Rocky Linux 9 &£WS&HI M AWS Marketplace 27 T AMIs 2RREZL T,
3. Rocky Linux 'S Rocky Linux 9 (A=) - x86_64 & WS EEID AMI Z:EIRL £,

U7 RIITAZY T (AMIs)
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) Rocky Linux’ [Rocky Linux 9 (Official) - x86__(-34]
By Rocky Linux [? | Ver 9.5.20241118
ok Kk 73 AWS reviews [

Starting from $0.00 to $0.00/hr for software + AWS usage fees

Select

Rocky Linux is a free, open, community enterprise operating system
designed to be 100% bug-for-bug compatible with the top
upstream enterprise Linux distribution. Built by the community, for
the community. With fully open and transparent development,
there's plenty of opportunity for anyone to...

4. BRUES, SISKHTRIFTA T ZBRLET,
5. LIZZAo0O—-JLL, BRLEAMI O AMIID ZIE—L&ET,

AMI Catalog

An AMI is a template that contains the software configuration (operating system, application server, and applications)
required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or
you can select one of your own AMls.

AMls
Selected AMI: (ami-0a73e96a849c232cc)

‘; Q Rocky Linux 9 X } @

Quick Start AMis (0) My AMis (176) AWS Marketplace AMlIs (589) Community AMIs (500)
Commonly used AMIs Created by me AWS & trusted third-party AMIs Published by anyone

( Create Template with AMI ) Launch Instance with AMI

6. RESR—ZIIICEEL., Z0O AMI Z{FH L T Software Stacks R—> O T IZ#F L L\ Software
Stack Z& &L £,

TNy T

TFINY TNRNZIIWCE, RETFRAINY TICEERGFSAEXY -SRI T 1Y INFRRENET,
CONZFLZFERLT, RANEOTITAETAZERTEET, VDERANRZRTIZRAARY
ABEOTITAETANRREN, VDY IVERTICERETHFOEYZIVTITAETAH
RRENKT,
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View hosts and sessions registered with NICE DCV Broker

v Home

Virtual Desktops

Shared Desktops N
VD Host VD Sessions

File Browser
SSH Access
of{ 1 item
©"servers" : [ 1 item
ADMIN ZONE ©0:{ 15 items
v eVvDI "id" : "aXAtMTAtMy@xNTctMTKkOLmNvcnAucmVzLmNvbS@xMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQ4ANDEYN2E1MzgwZDU4Yj IzM212Zjg=""
"ip! 10.3.157.194"
Dashboard
"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions

"default_dns_name" : "ip-10-3-157-194.corp.res.com"

Software Stacks (AMIs) “port” : [l

Permission Profiles
= ©"endpoints" : [ 4 items

Debug ©0:{ 3 items
Settings "port" : 8443

FAYU Ny THE

TAIONY TERER—DEZFEALT, REFRAINY T CHEFHTSNIEVY —RAERETEET,

Virtual Desktop Settings

virtual

Module Name Module ID Version

virtual-desktop-controller vdc 2025.03b1

General Notifications Server Controller Broker Connection Gateway CloudwWatch Logs

Session ®
Idle Timeout CPU Utilization Threshold Enforce Schedule

43200 minutes 30% Yes

Transition State
Stop

DCV Host ®

Allowed Security Groups Max Root Volume Size
1000 GB

Allowed Instance Families and Types Denied Instance Types
e 13

e gddn

e pdad

- gS

* méa

* még

=31
2MRT TR, ROKXSBREICTIEATEET,
QuIC

IRXTORBTFRAIRNYTOFT7AIIOANI—Z2J70O0RINELTTCP ZBEL T
QUIC ZBMICLET,
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F7A)IRNODCY Y IARAT

IRXTCORETFRIRNY FICFERAENDFT7Z2IILMODCY Y2327, COREK.
BICHERLETFAINY ZICREBERAEAERA, ChiF, 1 VARV ARRALTEARL—TFT 1>
TOATALANBREBEY 3 RA7E-EAVY =y a>rrza47oVegnrrEHR—KNL
TVWBEEICOABATAET,

7O ORIECI—H-—ZECHAETNEZT7FI)I M O Y Y

ZJ7ODIORNZEILI—Y—EIlHFTEhD VDI Y2 a>E0OFT7 #) ME,

H—/)\—
H—N—2T T, ROKSBRELT I EATEET,
DOV Y S 3VF A KLRA LT IR
DCV £ Y ¥ a>v FEBHIC YN a3 ETORME, ChICEY, FRAINY TEY a2 ORE
BEEEhT. DOV ISP RELRIITISIHAS0a LY S IV FBUS hET,
FARLES LTI NOBE

TARIWNBENFVZAT NIRHE DI TORRE,
CPU fERE DL & \ME

TARILERBZEND CPU EAX,
RAL—RRVI—-LFAX

REFAORNYTEY>a>OI—rRVI=-LOFTTFI T AKX,
AAENIEAV ARV ARAT

CNHDRESHRETRETEDISA VAZVATIT7IEN—EHALAADIVARN, AVARVATT7E
)= A VABRV A LA ADEAEDEOEAANZTANSKE T, LEAE., 'm7a ZIBE
IT25E. Ma77ZI)—OINTOPALA AN VDI Y a2 ELTRETEDRSICEYE

T, 'm7a.24xlarge' ZEEL EHE. VDI EY 23> &L TRETE % DIk m7a.24xlarge D& T
To cOUANE, RERAOITXNTOTOSIIRNIEFELET,
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RES Virtual Desktops Settings

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID
virtual-desktop-controller vdc

General Notifications Server Controller Broker
General

Quic

Quick UDP Internet Connections (QUIC) is a protocol that attempts to improve streaming in higher latency
environments.
Toggle on to activate QUIC in favor of TCP as the default streaming protocol for all your virtual desktops

© Disabled O

Subnet AutoRetry
@ Enabled

Default DCV Session Type

Default setting will only apply in cases where Instance Type and Operating System supports either Virtual
or Console Session Types.

[ Console v ]

RIEEHE

Connection Gateway

Version
2025.03b1

CloudWatch Logs

eVDI Subnets
. subnet-0631e566e706ad31e
. subnet-00d930afd7485c9a5

Randomize Subnets
© Disabled

Default Allowed Sessions Per User Per Project

Default value for allowed sessions per user per project.

5 .£

Research and Engineering Studio DIREEEB V> arHn s, EBI1I—HY—RBHARBLOCIVD
ZTVI7OP IO NRBISBENLERREERBICEETERT, CNSOREKICE, O
Ei—F420JY—R, ARL—2, TOMOMBERIVR—FXRNEEHDENTE, IXNT
ZEBRREAICHYET, 1—H—E&, Z7OPIIONOBENEH#ZRBETLIICCNSDREZR
EBRPHAZIAATED LS, O7O IV MNPREBICEEEZEXS AL, Y U1—->13
VDRER, TAM, REZGEIZITSCENTEET,

N =R

« REAT—%A

- RIBRE

o [1—H—]

- JIN—7

- 7O02I0hb

s TOEAFARIS —
« 77AINATA

« AF V7T avhNER

RIREE
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Amazon S3 /N7 v ~

BE AT — %A

REAT—EAR=TICLR, HRRICTF7O/MENEY T RIITERANRRENET, ChiC
k. YVZ7h2IT7N=232, ED1-IILE, TOROIATLABBRBEEDVERIEENET,

- Research and Engineering Studio L & demoadmind v

= RES Environment Management tatu @

Environment Status

Modules ©

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conﬁg @ Deployed © Not Applicable

Cluster cluster 2023.10 © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 @ Deployed © Not Applicable * default

Directory Service directoryservice 2023.10 @© Deployed © Not Applicable « default

Identity Provider identity-provider 2023.10 @ Deployed © Not Applicable * default

Analytics analytics 2023.10 © Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 © Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @© Deployed © Healthy o default

evDI vdc 2023.10 @ Deployed @ Healthy o default

Bastion Host bastion-host 2023.10 © Deployed © Not Applicable * default
Infrastructure Hosts ©
Cluster hosts and status

Instance Name Module ID Node Type Version Type ilability Zone State Private IP Public |

res-demo2-bastion-host bastion-host @\nfra 2023.10 mb5.large us-east-2a @ Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc ®App 2023.10 ms.large us-east-2a ®© Running 10.1.129.105

res-demo2-vdc-broker vdc @\nfra 2023.10 mb.large us-east-2b © Running 10.1.149.12

res-demo2-cluster-manager cluster-manager @App 2023.10 mb5.large us-east-2b © Running 10.1.155.249

res-demo2-vdc-gateway vdc @ Infra 2023.10 mb5.large us-east-2b @©@ Running 10.1.153.135

RIEHRE
RERER—DICE, ROLSBEBREDHMNIRRENET,
» General

Hme70E>3a -2l —0EBEI Y —BRPEX—IBENDERERRLET,
VITR=BZIDEZA NILEERETFANERETEET,
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- ID7ANAE—

SUINBA VAV AT—RABEDERERRLET,

* Network

TORABADODVPCID, 7L74YOA)ANIDsZERRLET,
* Directory Service

A—H—BENAT—ROTITATFALIRNIREEY—EATHIVRNI—IL Y NI XR—
¥—ARNZRRLET,

21—

TOTA7F4LORNUASABENAEIRNTOI—Y—HFI1—H—-R—JICRFTENET, 1—
H—F, RBOKEDIC cluster-admin I—H—IZ k> TEBEIhET, I —FEOFMIC
2UWTR, T, Z28RBLTLKETVERENA R,

® Note
EBEL, TOTA7RI—Y—0tY2a>OHZEERTEELT, T72IILNTRE, IN
TOI—Y—RBRHBRECHAAVIDERTETITATREICRY LT, I—Y—7H3%k
FOTATDHER, BV IVEERTRIEICH A A2 TDLSICHKBLET,

- Research and Engineering Studio

* IDEAUsers

o demouser? 2 3006 3006 demouser: 2@demo, No user No @ Enabled
* DemoUsers

O sauser: 2 3011 3011 sauser: 2@demo. No user No @ Enabled * SAUsers

* DemoAdmins
O demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes @ Enabled * AWS Delegated Administrators
* IDEAUsers

(@) pmtuser02 8001 6001 pmtuser02@demo. No user No @ Enabled * ProductUsers

A—H—R=IHS5, ROZEHNTEFXT,

1. A—Y—ZKRELKXT,
2. A—¥Y¥—HFZ2BRLES, 7U23a2AXZ1—Z2EALTROBEZITVLET,
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a. BEEEI-Y-ELLTRETD
b. 1—Y¥—Z&MICTS

TN—=7

TFOTATTFALIORNIASABRENLEIXNTOTIIN—TE, TINL—TR=DIRRENET, ¥
W=7 ORECEEOFMCOVTR, ") 2ZRLTKEETVERESNA R,

- Research and Engineering Studio

[ O  IDEAUsers IDEAUSers external user @© Enabled 4000 ]
O sAAdmins SAAdmins external user @© Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers 3 B v
O  username uID GID Email Is Sudo? Role Is Active Status Groups syni
* DemoAdmins
(] demoadmin1 3000 3000 demoadmini@demo. Yes admin Yes @ Enabled * AWS Delegated Administrators 1073

* IDEAUsers

* DemoAdmins
(m} demoadmind 3003 3003 demoadmin4@demo Yes admin Yes @ Enabled * AWS Delegated Administrators 10/3
* IDEAUsers

TIN=TR=IH5, ROZENTELT,

1. 1—Y¥—II—"T2#BRZELET,

2. A—H—UIN—TEBRULES, PU2aUX1—%BRALTIIL—TEENELEEML
x99,

3. A—#—YJ)—7%BRIZE, BAOTHCHDI—HY—RAVERBEALT. YI—T01—
H—BERRTEET,

7008

7020 N, REFARAONY T, F—A, FEOEREZFRLET, 7O IV NZERTHE
X, BEl, R, RERELEOREZEELET, 7O IV NIRGEE, AvE1—F12Y
DIV=ADRATEVA X, YVIRNIITAEYY, XY RKND—ORERKE, 7O T IV NOBED
BEUHEBLETEIIICHARNAATES 1 DULORENFEFENET,
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N =R

- ZOPIVRNERTTD

- 70217 SDOER

- Z7O2IVNEwRETS

- ZJODPIVRNEEMICTS

- ZOP TV NZHIKRLET,

- 7O IO RADORT DEBMEIZIFHEIR

ZOP IO RNCEERBShET7ANATLAZERERTS

BT 7L—bZEMNTS

J7OIORNERTTD

, Research and Engineering Studio

RES Environment Management F

Projects
Enviro Project

ject Management

FOVIORE YD 1K—KICE, ABATEEZOSIIROUARN ERENET, 7OT IR
BYAR—RHAS, ROZENTEET,
1. BRTA—)ILRZEALTTOP IV NERETEET,
2. 7O2I O REBIRTDE, TUO2IAXAZ1—2FEALTROZENTEEXT,
a. 7O IV NEwmETS
b. 7O IV hOEMILE BN
c. 7O I VKRBT ZEHTS
d 7O IV MNZHIBRLET,
3. 70TV MDEREERLT, LW O I I NEERTEET,

70T NOER

1. [7AZ TV MZEK] ZBRLET,
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2. 7O2TJMNOFMEANLET,

Z7OTIOKNIDE, TOARNBSZEBHITHEHICERATES Y —ARYT TF AWS Cost
Explorer Service, sflCcO2W T, I—H—EZOIAARNBESZIOT VT 171, 2SR
LTLEEL,

/A Important
ERRIZZOPIVNIDZEETDERTEXE A,

HMEATaOFMIIOVWTER, T, ZSBLTILKESVEH T L—MZEMNT S,
3. (A7aN)TOCIIVNOFEEEMILET, FEOFHMCOVWTRK, T #83BLTLKE
cVWIAMNODEZZRU T EHIMH,

4. KR—LFALIRNITT7TANDATLR. RER—LTT7AINATLA(T7#)L
N ). EFS, FSxfor Lustre, FSx NetApp ONTAP, ¥ EBSARUI—ARARNL—20WTh
N EFERATEET,

HER—LT 7AW AT L, EFS, FSxfor Lustre, & & U FSx NetApp ONTAP (&, E#H 07
OSIV R VDIsETHETEDZEICFEELTLKEEW, L, EBSRUI—LAKNL—
SHATTa>TR, FOTOSIIOMNDODIXNTO VDI, D VDIs £ 7O TV NETH
BEnBVWHEBOR—LTFALININMBETT,
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RES Virtual Desktop Projects

Create new Project

Project Definition

Title
Enter a user friendly project title.

[ )

Project ID
Enter a project-id

( )

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (). Must be between 3 and 40 characters long.

Description
Enter the project description

Enter Description ...

Allowed sessions per user
Maximum number of sessions a user can launch in this project

E )

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

(® )

Resource Configurations

Starage resources
Add file systems and/or 3 buckets to the project

[ ] ©

Home directory filesystem
Select the filesystem that will be used to create the user home directories on Linux desktops.

[ Shared Storage - Home [efs] v J @

» Advanced Options

5. 1—HY—F£@IIL—T7CENEO—L (T7OJIIRAYN—, £k T7OV TV MNFA
£, )EEYETET, BO-ANFRTTCEBTIVIAVFIANNOTILAHFTIOT 74
LIE2VWTE, T #BBLTEEL,

6. [Submif] ZBIRL T &V,

J7AOI UV NZEmETD

1. ZO2TORNJARNTZOP IO Z2BRUET,
2. Actions XZ1—#H»5, EditProject 21 #IRLET,
3. EHEAALET,

FHZAMWCTZERRE., JARNOEZZVVJEHEME Ty 28R LT<EZV, 70210
NDFEZBERIZE, FEROVITEIUATSAVNFO—RENBDETICHEVHI P ZBEN D
WET, TREERLETFEARRENBEVERR, ROVIIIVORICHZIENRE D 28
RLUTLSEZ W,

HMATAVOFMCOVWTR, T ZBRUTIKETVEST VI L—hZEMNT S,
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4. [Submit] BBRL T &L,

RES > Virtual Desktop > Projec

Edit Project

Project Definition

Title
Enter a user friendly project title

\/ test

Project ID

Enter a project-id

Project ID can only use lowercase alphabets, numbers, hyphens (-, underscores (), or periods (. Must be between 3 and 40 characters long.

Description

Enter the project description.

Enter Description

Allowed sessions per user
Maximum number of sessions a user can launch in this project

[s )

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

(o ]

Resource Configurations

v Advanced Options

Add Policies
Select applicable policies for the Project

( ] ©

Add Security Groups
Select applicable security groups for the Project

» Linux

» Windows

ZJ7OIONEEMCTS

7OV N EEMCTRICE:

1. ZO2TO9RNJARNT7OPI VRN ZBRLET,
2. Actions XZ1—7/A'5. Disable Project Z:#IRL £,

’;‘ Research and Engineering Studio PN & admin1 v

res-deploy (us- RES > Environment Mana, ®

east-2) Projects ( Actions A

v Desktops Environment Project Mana, t. Edit Project
My virtual desktops Q se Disable Project

Shared desktops Update Tags

Title ProjectCode v Status v Budgets v Groups vV Users Delete Project v

R O deleteProject2 004 @ Enabled - * group_1 + admin1 1/28/2025, 2:12:38 AM
v Session management
Dashboard [0 disableProject 002 © Enabled * group_t  admint 1/28/2025, 4:03:18 PM ]
Sessions @) test 001 @ Enabled - * group_1 * admin1 1/27/2025, 12:59:53 AM
Software stacks
Debugging 1

Desktop settings

v Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings
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3. ZOPIVRDEMCEL>TVWRES, TOZ7OIVNCEERITEOENATWVWSTXTO VDI
Ly a A EELET, 7O I RMEDICHE>TVBDEIEE. chsnotyvIa aEREH
THRERETEEEA.

Research and Engineering Stu 4 & admin1 v

res-deploy (us- © Successfully disabled project with ID: 5242¢9f2-8895-483f-9389-badbff278598, and all associated sessions will be stopped (6]
east-2)

RES > Environment

- et Projects @ e D

My virtual desktops
Environment Project Mal
Shared desktops

Q

v Session management Title v Project Code v status v Budgets v Groups vV Users v Updated On v

Dashboard
O deleteProject2 004 @ Enabled - « group_1 + admint 1/28/2025, 2:12:38 AM
Sessions

o}

Software stacks disableProject 002 © Disabled - « group_1 « admint 1/28/2025, 4:35:29 PM

Debugging O test 001 @ Enabled - « group_1 « admin1 1/27/2025, 12:59:53 AM
Desktop settings

v Environment Management
Projects
Users
Groups
File systems
53 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

1)

70T NEHIBRLET,
Z7O2T9 MNZHIBRT S ICE:

o

JIJNJARTTOPI VR EZEBRLET,

70
2. To2arXZai—ns5,. TJAP IV MNOHIBREERLET,

Research and Engineering Stu L & admin1 v

res-deploy (us- S vironme en ojects ®
east-2) .
Projects @ Gam o) CEEZED
v Desktops Environment Projec ent. Edit Project
My virtual desktops Q Disable Project
Shared desktops Update Tags

Title

Project Code v Status v Budgets v Groups vV Users Delete Project | v

. [ O deleteProject2 004 @ Enabled - - group_1 « admint 2/14/2025, 1:40:52 PM
v Session management
Sessions O disableProject 002 @© Enabled - « group_1 « adminl 2/14/2025, 1:40:28 PM
Software stacks O test 001 @© Enabled - « group_1 o admin1 1/27/2025, 12:59:53 AM
Debugging
Desktop settings 1

Ll

Environment management
Dashboards New
Projects

Users

Groups

File systems

53 buckets

Identity management New
Permission policy
Environment status
Snapshot management

Environment settings
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3. MRBRYTTYTITHFRRENET, 7OCIV7MOBRZADL, TRV ZFRLU THRLE
EE

Delete Project: test-proj-deletion X

Are you sure you want to delete this project?
All associated sessions will be terminated. This action cannot be undone.

To confirm deletion, enter the name of the project in the text input field.

[ test-proj-deletion ]

Cancel

4. Z7O2ITVRMNNHIBRE D E, TO7OIVNCBERFSNEIXNTO VDI EY a2 N
KBTLET,

:'\ Research and Engineering Studio

res-deploy (us- © Project with ID: ea231a4c-7e01-4d1c-8590-55703918c87e has been deleted successfully
east-2)
RES Environm
v Desktops Projects

My virtual desktops

Project Managemen

Shared desktops

v Session management Title v ProjectCode v  Status v Budgets v  Groups v  Users v  UpdatedOn v
Dashboard O disableProject 002 © Enabled - « group.1 + admint 1/28/2025, 4:40:03 PM
Sessions
Software stack: O test 001 @© Enabled - « group_1 « admin1 1/27/2025, 12:59:53 AM
Debugging .
Desktop setting:

v Environment Management

Projects

Snapshot management

Environmen it settines

77O MNDORT OEMNE K IEHIBR
TOSIORET R, TOTOS I YN TCERENETRNTOA VARV AICRY ESSTET,

1. Z7OITO2KNJVARNTO IO RNEBIRLET,
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2. Actions XZ1—7/»5, Update Tags ZiBIRL £,

3. BUMDEMZERL, ¥F—DEZAHNLET,

4, BTZHIKRTBICE, HIRTZ 2T OEICHS THIBR, ZBRLET,

J7ODIORNCHERGSNETTAILATLZRTTS

70TV ZBRTDE, BAOTHICHZI VT T7AINIATLARAVZRREALT, 7O I 0K
BENTSNET 7ML ATLAERRTERT,

.
Projects © Goor ) (TR
Environment Project Managemen

1

Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @© Enabled = * IDEAUsers 10/3/2023, 9:06:30 PM ]

1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?

No d

BEBT7L—NZ2EMNTS

TODIORMNZERELIFRETD SR, 7O T IORNRERNOT RNCANATa = EH
LTBTTL—hNZ2EBMTEXT, BBT7L—KNK, EF2UF4T)IL—=7", IAM KRV
—, BRBAIUINEEOBMOBREZ7TOSIVRMNAOIXRTOVDIA VAR AICERHLE
g,

RS —mIEN

IAMARD) S —%ZEBMNMLT, ZOPIIVRMOTICTF7AAMENEITRTDA AR ADOVDI 7O

AZFMHTEERT, RUZ—ZAVR—RTDICEF. RUZ—CROF—ECEORTZ22TFTLE
ERD

res:Resource/vdi-host-policy

IAM O—LOFBICOVWTE, "IAM ORI —ET I A 22RLTEE L,
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tFaUF4TI)—TDEM

tF1VFATII—TZEMLT, 7O T IRADINTDO VDI A ARV ADHIT—2EA
VIOLAT—RE2HHTERT, EF1VTATIIN—T2HAR—RIBIZE. EF2VT71T)—
TIRDF—EEORTZRITHHLET,

res:Resource/vdi-security-group

LFI1VFA4TIL—TOFHMCOVTIE., "Amazon VPC 1—H—HA RAWS , ® "E=F21UF 4
IN—T="FERALTVI—AANDODRNT T4V O &FHTE, 2SBLTLIEETL,

BEBAVVTNEZEMNT S

T7OIORAOIRNTOVDI Y I THEBITZDEHFAIV I N ZEMTEET, RES &
Linux 3 & ¥ Windows D AV V) 7 KA EHR—KRLTVWET, ROV RNERBEITZICIE. XD
WIFnhZBIRTEET,

VDI OBBRFICAI VT N Z2R1TTS

COATavik, RESHEFXFEFRAAMN—=IEERTITSHEIC, VDIAAZADKETA
)7 NERBLET,
VDI ARREESNTVBRBEEICRAIV T NEETTS

COATTIAVIE, RESRENTETERICAVUTINEZRKBLET,

AOVTRNE, ROFAT>arzHR—NLTVET,

AT VT NERE Bl

S3 URI s3://bucketname/script.sh

HTTPS URL https://sample.samplecontent.com/sample
A—AL774) file:///user/scripts/example.sh

BIBICIE, AVNTRYShIzEIHZEREELXT,
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘samplecontent.com/sample] [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) [ 1,2 )
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sample-res-scripts/sample.sh ' } [ 1,2 }
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
Add Scripts

7a2 T hREDH
TOEARFAIRD S —

Research and Engineering Studio (RES) Z A 3% &, EEEI—H—&k, BRLELI—Y—I(C,
BANFEITA7O I VRN EERTRLEODEMOT VAT ZNETDNAZLT VEAHHA
Z7O7 74N Z2ERTEERT, E7O2IIRNIR, F7OMRICHARIAATES 77O 1Y
RXUN—L &ET7OPIONMEEI O2O20F7FINNOTOELAFAZAT77AINNFHYE
ED

RiE, EBERT IV EAHFA7O7 7MLV EERALT2 20T VAFAIOIL V232 ER/RET
XY,
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1. 7OV IV NEBOT I EARTR, EEENEI—Y—F 7OV I MNfEOI—F—%
L—7EEMELEEBRTEBLSICTS (TOVIIRAY NV Y TOEH, £, HEEH
EI—Y—A7OVIY N EENELRBEHITERLSILTD (TOVIIRNATF—RAOE
. THRENET.

2. BEENEI—HY—A7O0IOMNAIC VDI EY S AV EZERNTEDRSIZTS Ty 3o
B & BEEN DY —A7O0P I MO0 -0ty > a2 ZERTLZERT
TERLSICTD "ROI—HF—0OtEY2a>OERMKT L TEHENSD VDI Y a2 ERT
AR,

chiZ&kY), EBEERF RENOBEBEUANAOI—H—IC7OP T I MM—ADT I AHFAZESE
TEEXT,

N =R

c ZJOSIVNEBOT I EAHT

- VDI Y23 VEBEQOT IV EARA

« POEAFAZ7O07 7ML DERE

s F7ALBNOTORAFAZO774)

- RIBEQIER

s FRONYZHEZO774)

Z7OI YV NEBOT U AFA
TOSIORXYN— Y TREH TS

COTORRFAL LY, FEENEEREMNOI—Y—R, 7OD TIPS SI—¥—%
ERTL—TEBMBLOHBTEE T, FE, FOLARATO77ALEREL, TO7O
IIINOBOTRTOI—H—E I L—TOT VAL RLERETHELTEST,
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Team Configurations

Groups  Info Permission profile Info

| group_1 ¥ | | Project Owner v ( Remove )

A Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a

different permission profile

| group_2 v | |ije[1 Member v ( memove )

|:’ Add group ‘

Mo users attached. Click 'Add user’ below to get started

| Add user |

(o) D

J7OIVRNDAT—RAZEFHTS

COTIVEAHAAICKY, FEEhEEEEUAOI Y -G, 7O I I M-20F7 023
VREVEFERALTZO IV N ZBNREREMCTERT,

Research and Engineering Studio

RES

v Desktops
My Virtual Desktops

Shared Desktops

File Browser
SSH Access Instructions
O project2 Project2 © Enabled - group_2  usert 7/15/2024, 11:45:22 AM
" * group_1
v Environment Management O  project3 Project3 @ Enabled — - 7/15/2024, 8:05:20 AM
Up_-
Projects

VDI tY > a > EBOT VAT
v aEERTS

11— —5A" My Virtual Desktops R—TI A SHEDO VDI Y2 a2 Z2RETES A ES H ZHIH
LEFT, chZENICLT, EEEUNOI—H—IEO VDI Y a2 2R8I TELRVKRS
CLUET, I—H—EVWOTERBO VDI Y2 I 2FEEBLTKRTTEET,

EREUNO IS —ICEY 2 a2z ERITRTIOEAHFAN BEWEE, HILWREAFAINY
TORBREVE, RICRTRD ICEMCEY) T,
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Virtual Desktops

test2 © Connec t

©@Ready Windows t3.medium @ No Schedule

1:05

Tuesday, August 6

HOI1—H—Nty>a> EaEERERFKRTTD

EREUANOI—H—NERMOFES—23a2RAUAS5EYIIAVR—DJIITIEATES &
SIELET, chsDI—H—Fk. COTTEAFANINEEATVR IO I MTHOI—
H—_OVDI Y avERBTEET,

EBENAOD I —HIEOI1—F—Dtyva> ez THT7IOEAFAZE>TVWRIES.
EAlOFES—2asRAICE, RICRTEDICEYaVEBOTORYS I IONER
REhFET,

RES <

¥ Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

¥ Session Management

Sessions

SEEPAODI—H—ICHOI—H—NtYSarEERTDITIELAFANEVES. EAO
FES—2IaURAVICE. RICRTESICEYIIVEBRERREAEEA,
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RES <

¥ Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

TOERAFAZ7O7 74N OEE
RES EBEW, ROT VY AVERTULIT IV EARITOT 7ML EEBTERT,
FORAFATO77A\NE—BRRTD

+  Research and Engineering Studio A Y —=J)LR—I A5, EROFES—>3aRATTD
EAFARID—Z2BRUET, COR—IAS, PUVERAFAZ7O07 74N Z2ER,. EFH. —
BRTR, KRR, HIRTEET,

Project roles Desktop sharing profiles

Project roles (2) © [ createrole J

[ Q Find role by ID ] 1 &
Role ID v Role name v Description v Latest update v Affected projects v
O project_owner Project Owner Default Permission Profile for Project Owner 2 weeks ago 0
O project_member Project Member Default Permission Profile for Project Member 2 weeks ago 10

TOERAHFAATOT77AINERTTS

1. XMVOTI7RAFATAT7AIIR=—IT, RRIBDTIVEAFATTO7 7 (I OEFIZER
LXT. COR=DH5, BRULETIVEAHATO7 7 AN ZRERIZBHIBRTEEXT,
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Project Owner Dalete

General Settings

Profile ID Description Creation date

[P project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update
3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile

Project management permissions (selected 2/2)

Update project membership Update project status
U sociated Enable or d a project

@ Enabled @ Enabled

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

2. TORAFAZ7O7 74N ZREEALTVRTOPI VN ERTIRICE,. REEZZT37O
SIONRTEBRLET,

n Profiles Project Owner

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 2 months ago
Latest update
4 hours ago
Permissions Affected projects
Affected projects (2)
List of projects using this permission profile.
Project name Groups Users
Project1 [2 1 2
Project3 [ 2 0
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TORAFA7O7 7 AN EHEKTS

1. XA2OFOEAHFAZTOAT7ANNR=2T, JO7 7AIILNOEREERLTTF IV AFA7O
774N ZERLET,

2. TOERAHAAZ7O77AIIOEBREHRAZALL, COTOAT7AINICEVETED I —F I
FIN—TNEITRTIOEAFAZBRLET,

Per on Profiles Create Profile

Create permission profile

Permission profile definition

Profile name

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a project Enable or disable a project
(] (@ ]

VDI session management permissions

Create session Create/Terminate other's session
c Create/Terminate another user's session within a project

ste a session within a project ea
(0 ] (@ ]

TOERAHFAATOT77AINEwRETS

« XAVOTIVEAHFATOT7FAINR—=IT, Z7O77A4IIOEICHBHZIUY7LT70O
77A4NEERL, TUo2avzBRL, JO7 7ML OREZERLTEOT 7 EAFAT 7O
774N EEHLET,
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Edit Project Member

Permission profile definition

Profile name
Assien a name to the p

[ Project Member ]

Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a pro Enable or disable a project.

o S o

VDI session management permissions
Create session

Create/Terminate other's session

o

TORAFA7O7 7 AN ZHIRT S

« XAVOTIVRAFATO77AIIR=JT, ZO77A4IILOEICHZDMEI )y oLT70O
77ANEERL, TUO2avzBRL, 7O7 7ML OHIKRZERLET, BEO7O2 IS
NTEAEATWAT7IOEAFAZ7O7 7ML HIBRTEERE A,
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4| Research and Engineering Studio

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES

4

Desktops

My Virtual Desktops Permission Profiles

Shared Desktops

Create and manage permission profiles.

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
. (@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2

Software Stacks
Desktop Shared Settings
Debugging

Desktop Settings

Environmen t Status

Snapshot Management

TF7AILNNOT O CAFAZ7O7 74

IXNTORES 7O IVRMIR, JO-—NILEBENRETESR 2 O200F 74N NOT I EAHA
ZAZTAAANBLTVET, (85I, JO-NILEBER7OD TV MOFHLWT I EAFT
J7O77 AV ERRBIVEETEET ), ROXRRF., "F7OPIVRAYN—, & T7OY I H
FEE, EVST7ANNOTIEAHTTOT77ALTHAET BTV EAFTERLTVET,
FORAFAZO774)0, BLPTOV IV NOBENI—HF—ICNETBZT I EAFTE, BS
ABIZ7OIVMIOKERAEAET, JO-NILEBEZ, IXTOTOPTIIRTUTOT
NTCOFT I EAHFTEHE ODA—N—1—H—T7,

T O AFA B 70T RX ZARBZESIN N}
> IN— BE

ty>a o HEOEYIS X X
BX vERERLE

¥, 1—H—

k. CO7ot

AFAnEE

ChhHsT,

WOTEHBED

v arzE
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T O AHA EAL] Z7O0TORX 7O T RNFR
IEBRTKRTT
TFET,
o 1—H—n 70TV 8A
vy aEE TR —Y—
R/ T T Nty>ax
ERELEKT
LET,
70T ORMX 7O NIC
IN—YvTD BiEF TSN
B l1—Y—&J
N—T=ZEHL
7,
J7O0I0K8A J7O0I90K%E
T—RANDEH  BWNFELEEDD
CLET,
IRIEBOER

Q—H—H1 K

REBOERICKY), Research and Engineering Studio (RES) BB &k, 3 XTOI1—H—ICRL T
JO-NILICBMCBDZT IO EAHAERETEETET, ChIlk, 774N TSOHFESSHTIL
AFFA., FRAONYTTORAFHH, FRIMNY T7OFMBREREDT IV EAFINEENET,
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& clusteradmin ¥

ering Studio PaN

RES Environment Management

Permission policy (6)

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@ Keyboard

Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload
Upload files to remote desktop storage.
@© Mouse
Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ screenshot

Save screenshot of remote desktop.

@ File Download

Download files from remote desktop storage.

@ Audio Out
Playback audio from remote desktop. This permission is critical,
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

T77ANT SO T OEADRE

RES BB EWF, 77A4INTZOFOT IO RAFATT IV EATF—RE2AELEATICONEZS
CENTEES, TOVRATF—ENATICHE2TVWBRBE, I——WREIITR=ZFILTTI7AIT
SOYnresS—>2a aRRied, JO-—NILTFPANSATLILTRYFENLET—R2E2TY T
O—REFELAFFTDIVO—RTEFBA, PUVRARATF—REZEMCLTDE, I—H—RFIITR—-Z)
NT7FPANTZOHYFES =23 ICT7oRALT, JO-NLTF7AIINDATALILTRY FEanik
F—RETY7TO—RELFATO—RTEET,
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5| Research and Engineering Studio

res-new (us-east-1) RES > Environment Man

Permission policy

v Desktops
Manage user permissions throughout the environment.

My Virtual Desktops

Shared Desktops

@ Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management
Dashboard
Sessions Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

Software Stacks

Debugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Envir M D Access data

Display File browser in the navigation menu and access data via web portal
Projects
Users (O sSHaccess

Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well,
Groups
File Systems @ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
S3 Buckets
Identity Management
Permission policy 4 ktop permissi ( bled 12/12)
Environment Status

» Desktop ad d settings (enabled 8/8)

Snapshot Management

General Settings

TOEATF—RBEEBMILTASATICTRE, VI7R=Z)IICEICOTILTVWSD 11—
H—, HITIR=DICHBDBFETE, 77ALNETY7T7O—RKLEZAVO—-RTELELIEY)
RT. TOIL R=DZEHMIDEFTET 230 A1 —RBRRENBELBYET,

SSH 7Vt ADKE

EEER, REBEREIIVHAS RESERED SSH ZBEMKRFEMICTEXT, VDIs ND SSH
TOEAR, BHRAKRARNENLTRZICBYET, CORNTIILZEBMICTHE, RESBBEXE
RARNZF7O4L, SSHP7 VEAFIER—IADA—HF—ICRRENET, NTILZEHICITS
&, RESESSHT7VERAZEMIZL, BHAKRANZKRTLT, —¥—0DSSHT7 IV EAFIE
R=DZHIRLET. CORNTILBETT7AILNTEDCE>TLERT,

® Note
RES ABABRANEZEF7O/4TDE, AWS 7HU M t3.medium Amazon EC2 1 >
AZANEBMENE T, COAMVAZAICBEETSZINTOREESEFEOABE Y
£, FMICOVTIE., Amazon EC2 DEER—U ZSRBLTLSEE L,
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SSHT7 VtAZEBMICTBICE

1. RESOVV—ILOEAOFEST—>3aRA2T, REEE, TOERAHFARI I —ZBRL
T, REDERT, SSH7VEARTIILZBRLKXT,

Research and Engineering Studio

res-new (us-east-1) vironment

Permission policy

v Desktops
Manage user permissions throughout the environment
My Virtual Desktops
Shared Desktops
® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making
v Session Management
Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
Deb profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management D Access data
Display File browser in the navigation menu and access data via web portal
Projects
Users (O sSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well,
Groups
File Systems © Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/
S3 Buckets

Identity Management
Permission policy » Desktop permissions (enabled 12/12)

Environment Status

Snapshot Management » Desktop settings 8/8)

General Settings

2. SSHT7 VEANBMICBEDIRTHLEXT,

Research and Engineering Studio

res-new (us-east-1) @© SSH access is being enabled. The application will auto-reload once the change takes effect.

4

Desktops
My Virtual Desktops
Shared Desktops

4

Session Management @ Permission policy key concepts

Dashboard Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any ¢

Sessions
Software Stacks
Debugging Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled perm

Desktop Settings
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

v Environment Management
v File browser and SSH permissions (enabled 1/2)

Projects
Users D Access data
Display File browser in the navigation menu and access data via web portal.
Groups
. SSH access
File Systems
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well
S3 Buckets

@ Info

Identity Management . . . . o .
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/

Permission policy

Environment Status

Snapshot Management 4 p permissi 12/12)

General Settings

> p advanced ing: 8/8)
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3. BHBRARNNEMENDE, SSHT VEANFBMICBENET,

Research and Engineering Studio

res-new (us-east-1)

Permission policy

v Desktops
Manage user permissions throughout the environment.
My Virtual Desktops
Shared Desktops
Py issi licy ki t:
SSH Access Instructions © permission policy key concep s_ - . . . - . .
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making
v Session Management
Dashboard Environment boundaries
Sessions Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
Software Stacks
Debugging v File browser and SSH permissions (enabled 1/2)
Desktop Settings D Access data
N Display File browser in the navigation menu and access data via web portal.
v Environment Management

Projects @ sSHaccess

Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

Users
Groups @ Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
File Systems
S3 Buckets
Identity Management » Desktop permissi bled 12/12)

Permission policy

» Desk . . : bled
Environment Status P settings 8/8)

Snapshot Management

General Settings

SSH 7 VEAFIER— R, EROFET—>3RAVASI—HY—ICRRENKT,
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Research and Engineering Studio

res-new (us-east-1)

4

Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

4

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

4

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Identity Management

Permission policy

Environment Status

Snapshot Management

General Settings

SSHT7 VtAZEMICTDICIE

RESOAVY—IOERMDOFET =230 RA2T, RIFEE, PO EAHARISD

SSH Access

Access environment using Linux / MacOS

Follow the below steps to connect to the cluster using Terminal on your Linux or MacOS laptop/workstation:

Step 1: Download my Private Key

Download the private key file, and save it your ~/.ssh directory.

Step 2: Modify key permissions

Run: chmod 600 ~/.ssh/adminl_res-new_privatekey.pem

Step 3: Connect to the cluster

Run: ssh -i ~/.ssh/adminl_res-new_privatekey.pem admin1@3.92.72.222

Step 4: Create SSH config

If you don't want your session to be automatically closed after a couple of minutes of inactivity, edit:
~/.ssh/config and add:

Host res-new-us-east-1
User adminl
Hostname 3.92.72.222
ServerAlivelnterval 10
ServerAliveCountMax 2

IdentityFile ~/.ssh/adminl_res-new_privatekey.pem

Once updated, you can simply run below to connect to your cluster:
ssh res-new-us-east-1

XTI, REDEFERT, SSH7TVEANTIILZBRLKT,

Access environment using Wind

Follow the below steps to connect to the cluster u:

Step 1: Download my PuTTY private key

Step 2: Configure PuTTY

« Download PuTTY [4

* As hostname, enter 3.92.72.222

* Navigate to Connection > SSH > Auth and er
under "Private Key used for Authenticatic

* Save your session

* Click connect/open to access the cluster

Step 3: Enable KeepAlive

If you don't want your session to be automatically
and add "3" as "Seconds between KeepAlives"

—ZERL
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Research and Engineering Studio

res-new (us-east-1) d Environment NV

Permission policy

v Desktops
Manage user permissions throughout the environme
My Virtual Desktops
Shared Desktops
Py issi licy ki t:
SSH Access Instructions @ Permission pollcy key concep s_ . . . . . . .
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making
v Session Management
Dashboard Environment boundaries
Sessions Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
Software Stacks
Debugging v File browser and SSH permissions (enabled 1/2)
Desktop Settings D Access data
Display File browser in the navigation menu and access data via web portal.
v

Environment Management
Projects @ sSHaccess

Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

Users
Groups ® Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
File Systems
S3 Buckets
Identity Management » Desktop permissi bled 12/12)

Permission policy

» Desk . . : bled
Environment Status P settings 8/8)

Snapshot Management

General Settings

2. SSHT7 VEANEMIBZDRTHEXRT,

Research and Engineering Studio

res-new (us-east-1) @© SSH access is being disabled. The application will auto-reload once the change takes effect.

Environment Mar

v Desktops
. .
My Virtual Desktops Perm|SS|°n pol cy
Shared Deskt:
ared besktops Manage user permissions throughout the environment
SSH Access Instructions
® Permission policy key concepts
v Session Management Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making
Dashboard
Sessions
Software Stacks Environment boundaries
Debugging Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
Desktop Settings
v ¥ File browser and SSH permissions (enabled 0/2)

Environment Management
Projects (D Access data

Display File browser in the navigation menu and access data via web portal.

Users
Groups SSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well.
File Systems
Info
S3 Buckets ®

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [7
Identity Management

Permission policy

Environment Status > p permissi 12/12)

Snapshot Management
> p ad d settings d 8/8)

General Settings

3. F7OEARNTETTHE, SSHT VEAREMIIEWET,
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75| Research and Engineering Studio

res-new (us-east-1) RES Environment Management

Permission policy

v Desktops
Manage user permissions throughout the environment

My Virtual Desktops

Shared Desktops
® Permission policy key concepts

Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

v Session Management

Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
Deb profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management @ Access data
Display File browser in the navigation menu and access data via web portal
Projects
Users (D sSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well,
Groups
File Systems © Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/
S3 Buckets

Identity Management
Permission policy » Desktop permissions (enabled 12/12)

Environment Status

Snapshot Management » Desktop settings 8/8)

General Settings

TAINYTT I AFADRE

EBEQFTARAINYTOT O EAFUAZAVEGAT7ICUYERT, IXTOEYZIVHEED
VDI #eEZO—NILICEETEET, ChSsOT I RAFAOINT, £LEET 7Y hEEAL
T, FRAIMNY T2HBLTVR DAY —HARITTEDTIIAVERETZTAINY THETO
T77ANEHERTERT . TAIRNY T T O RAHANEMICE>TVWREE, FRAINYTHET
O774NORETDT IV EAATEEBNICENCZYET, ChsOT I EAFAICE "JO—-
NILICEY, EVWSIRILHFFHSINET, EBENCOTAINY T T O RAFTZ2BERMICL
TE, EEENFHTEMITRET, FRAIOMNYTHETOV7AIILOT 7L AFTEBEHOEE
ICEVERT,
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& clusteradmin ¥

ering Studio PaN

RES Environment Management Permission policy (6)

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,
read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload
Upload files to remote desktop storage.
@ screenshot

Save screenshot of remote desktop.

@© Mouse
Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ File Download

Download files from remote desktop storage.

@ Audio Out
Playback audio from remote desktop. This permission s critica
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

TFAORNYZHETOT7 74

EEEZE, FLLWIOT7 7ML ZHEBLTHARERNAARTEERT, ChsOT7O77AILICETNT
DA—Y—HATIOEATE, Ly are0l— - EHBEIZELECFEATNET, ChsnT
O77A4ALATREENDT IV ELAFTOEAHKE. JO-—NLZHAENDTAIRNYTTIOEA
FAZEEADCERFRTEXREA,

707714 OER

EEEG. 7O77AIINOEREZBRLTHLVWIOT7 7ML ZERTEERT., RIC. 7O0774)
B, Z7O77 AL OBFHBZANL, BEBTIELAFAZREL., EEZREFETERT,
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Project roles Desktop sharing profiles

Desktop sharing profiles (3)

[ Q Find profile by ID

Profile ID v Profile name

O observer_profile View Only Profile

©)

reviewer_2 Reviewer-2

(@) reviewer Admin Profile

v Description

This profile grants view only access on the DCV Se...

The studio of Jadé Fadojutimi, the British artist,...

This profile grants the same access as the Admin o...

Create profile

1 &

v Latest update v
2 days ago
27 seconds ago

24 hours ago

r Profile definition

Profile name
Assign a name to the profile.

[

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@ Display

Receive visual data from the NICE DOV server

@ Pointer

View NICE DCV server mouse position events and pointer shapes

@ Mouse

Input from the client mouse to the NICE DCV server

@ Audio out

Receive audio from the NICE DCV server to the client

@ unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

70774 OfmE

J7O77 AN EwmETBICE:

@O Keyboard

Input from the client keyboard to the NICE DCV server

@ Keyboard SAS
Use the secure attention s
Requires Keyboard permiss

+Del). Note:

@O screenshot

Save a screenshot of the remote desktop

1. BHROZ7O0774 ) Z2RBRLET,
2. TUo2avEERL, MEEZBRULTITOT7 7ML ZEELET,

@ clipboard Copy

Copy data from the NICE DCV se

ver o the client clipboard

@ clipboard Paste

Copy data to the NICE DCV server from the dlient clipboard

@ File upload

Upload files to the session storage

@ File Download

Download files from the session storage

TOEAFARI) S —
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3. BEICWUTTILAFTEZHABLET,
4. [Save changes] (BREOREFE) &2V UV ILET,

ZO77ANICMASHIEEERER, REOFA—T7 2y 2 a2 IlI<ICERAEAET,

Project roles Desktop sharing profiles

Desktop sharing profiles

Manage your desktop sharing profiles.

[ Q search

Desktop sharing profile ID Title

Description

© e o) CEEZID

-

&

Created On

testprofile_1 testProfile_1
P

9/15/2024, 9:29:55 ¢

(@] observer_profile View Only Profile

This profile grants view only access on the DCV Session. Can see screen only. Can not contrel session

9/11/2024, 2:10:22 1

»

r Profile definition

Profile name
Assign a name to the profile.

[ testProfile_1

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[

Permissions

1

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay

Receive visual data from the NICE DCV server

@ Pointer

View NICE DCV

erver mouse pasition events and painter shapes

@O Mouse

Input from the client mouse to the NICE DOV server

@ Audio Out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@O Keyboard

Input from the client ke

ard to the NICE DCV server

@ Keyboard SAS

Use the secure attention sequence (CTRL+Alt+Del). Note:

Requires Keyboard permissions as wel

@ screenshot

Save a screenshot of the remote deskrop

(® clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

(O clipboard Paste

Copy data to the MICE DCV server from the client clipboard

O File Upload

Upload files to the session storage

@ File Download

Download files from the session storage

Cancel Save changes

TOEAFARI) S —
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File Systems

Create and manage file systems for Virtual Desktops

Q 1

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

TPANSATLAR=DHDS, ROENTERXRT,

1. 774N ATLZRELET,
2. T7ANSATLZERLES, P23 XAZ1—2EALTROBEZTVLERT,

a. 77AINATLZ7OIORNCEMLET,
b. ZODIVONNIST7ANIATLZEIKBRTS
HLWIZPAINATLZAR—RLET,

4. TT7ANIATLZERTZDE, BHOTHICHIRAVEREAL T, 774U AT LD
ERFTEERT,

KNew o
« J7ANATLDFR—R

T7PANSATLDAR—R

® Note

T7ANATFALARERICAYR—RTBIZIE. AL VPC &< EE1 DO RES YT
XY RNEHBETEIUEN HYET, T, WDISH T 7AINATLORNBICT IO EATES
KB, EF AT ATIN—THNBICREENTVD L EZREITIHEN BV ET,

1. 77ANSATLOFVR—REZERLET,
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2. ROYTHEIVASTFANIATLZEBRLET, T—HIE. BMOFHEI N TREAE
nEd,

Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ +)

[ fs-0013c7a86b6d5f79e [efs] ]

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] A

3. T7ANSATLOFMEALLET,

(® Note

T7AILRTR, EBEBEETODIOMMEER. HHILLZ7OD I I NOERBIICH—
LTPANDATLAZRBRTEERT, ChEBTHREITDERETEFEA,

T7OAP IO RTHR—LTALINIELTERTD T 7ML ATALR, XV RNTA
LORNINAZ ICERELTHAR—RIBIBENHVY) ET /home, Chickty), F
R=RENETZ7ANSATLNR—LTFALINIODT7ANTATLAOROY 7F
DOFTAVICANENETET, COMEERF. 7O TV MNCEENSFTShEI—Y—
DHN VDIs BN LTI ZPANSATALILTVEATES S, 7O IV NETT—
REDHMIBDDICKRIEETRT, VWDIslE, 77AMINATLDFR—F 4T HICER
ENENDUNRAVNZT7PAN AT LZEI D NLUET,

4. [Submit] Z&IRL T &L,
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y

AT

Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ fs-0edf4f076a4631d76 [efs] v ]

©

Title
Enter a user friendly file system title

[ )

File System Name
Enter a file system name

[ )

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (_). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

[ )

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

4

v72av hOEE

AFv72ay hEER, REBTT—FEREHIVOBITIZTOLAZHHRILL, —BEHEER

MERRLET, AFV T2V hefFATRE. REOCREZREFL., BUREBOHL VIREIC

T—REBITTERT,

AFv7TTav NOEE
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RES Environment Management napshot Management

Snapshot Management

2
1
Created Snapshots ** ©
Snapshots created from the environment
[ Q Search ] 1
$3 Bucket Name Snapshot Path Status Created On
No records
4
° 3 ~
Applied Snapshots = O 2ory snapsnor
Snapshots applied to the environment
[ Q Search ] 1
S3 Bucket Name Snapshot Path Status Created On
No records

AFVT2aY NEER=IHLS, ROZENTEET,
1. ERENIEIXRTORF YTV REFTDAT—RAZRTLET,

2. AF VYTV RNEERLET. AF VTSIV RNEERTAENC, BUYBETIELAHFTEED
NTY NE2ERTHAHENHYET,

3. BATNEIRNTORFTYTVAaYRNEFODART—RAERZRLET,
4. AFv7avy NaEEBRALET,

KNeew o
« AFVv 73y NEERTD
« ATV 7T ayvhEEHEATS

AFv7ay NEERTS

AFY 723y NEERTDEIC, BEBT IV EAHFT%E Amazon S3/NT Y NIIRETIHEN
HYNVET, NTYRMOERICOVTRE, "TNTYRNZERTD, Z25RLTLKEESV, NTYRD
N=23a_2TEH—N—TIOLAOOJTRRZBMICTEZCELEEZHEHLET, chSDERER.
Z7OEDaZVIJBIINTY NOTONTAXTHASEBEMCTERT,
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® Note

D AmMazon SANTY RDZA 79140 EF. ERATEEEhELA, IV—ILHLS
NTYRNDTATHAOIN EEBITHILEN HY)ET,

NTY NCT O EAFAZEMT S ICE:

1. NTYRNVDARAYSERLENTY hEBIRLET,
2. [FUORAFU 27 ZBRLET,
3. INTYRKRUD—]1T[MmE] ZBRLET,
4. NTY RRUS—CROAT—RXYNEBILET, UTOEEESOBECEERITILE
(A
« 111122223333 ->AWS 7HD > N ID
« {RES_ENVIRONMENT_NAME} -> RES BRiE#
e us-east-1->AWS U—>3a >
« amzn-s3-demo-bucket ->S3 N7V hN&

/A Important

THR—RENATVWBREN—23OXFINNHY) FIT AWS, &
MMICDOWVWTIE, Thttps://docs.aws.amazon.com/IAM/latest/UserGuide/
reference_policies_elements_version.htmly 8B L TS &L\,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {

"AWS":
"arn:aws:iam::111122223333:xrole/{RES_ENVIRONMENT_NAME}-cluster-manager-role"

AFv7TTav NOEE 176
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},

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxtMultipartUpload”,
"s3:PutObject"”,
"s3:PutObjectAcl"”

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

3,

"Principal": "*"

AFv7Tay NeERTDICE:

1. [AFv7>ay NoER] Z2&BRLET,

2. fER L7 Amazon S3 NI Y NOEZFIZEADLET,

3. NTYRMREARFTY T2y NeRETDINARZADLET, flZE. october2023/23,
4. [Submit] ZZIRL T =L,
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Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

( )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single

quotes (), parentheses (), and hyphens (-).

5. 5~10 0%, AF Y723y NR—ITCEHZBRULTAT—RAZERELET, ATV
av NE, AT—X AN IN_PROGRESS /'S5 COMPLETED IcZEH 3 ETEMTREH Y EH
Ao

AFTv7av  NEEATS

BEOAFTY7>avhzZ2ERLES, TORAFTYZ7avyRhEZ2HUVREICEAL TF—XE2RBT
TEFXET, BENMNRAFTYT2avy R hNEaZGhEN3ESIC. NTYRMCHLWRUS—ZEBIMTIHE
NFHYET,

ATy 7ay hzERTdE, I—Y—TFTOEAFA, 7O00II9K, YVIRNITITARY

O, TORAFA7OAT77AIN, 77ANZATLABREDT—XNFFHLWREICEER TS
nTAE—2EhEd, 14—ty >a l@BL7VIT—rEhEFA, AFTVTTI3 VRN
BHRAEh?E, FUY—ALO—ROEBEFXRBEHRZFIVILT., BRICFETIHLESH ZHE
WLET, LAO—RIFEELTVREE, AFY T3y NEHLLVRETOU Y —ADER
ZAFXFYTLET, BRXF—EHETHHE, LS5 LI—RT, TOMOERNED
V—ABBNIEBDIEE. XORAUZFEAL T, BRIEF—AHAEBEENLHFLVL I RHFE
& NE 9: RecordName_SnapshotRESVersion_ApplySnapshotID. XA LARZR> T
DApplySnapshotIDESICRAD S, AFVYT2aVv hEZERALELSETRLETICEBENE
9.

ATy 7oavy R NFFVr—>arh, RAFv 723y NgDY—-AOTA%ZFIVIOLET. #
LWIREBTHERATERVWIUY —ARERETEhELA. KEVY—REFOUYV—-ADFE, ATV
a3y NEIIEBEVY—AOTMAMZFIVILET, KEVY—ANEATELZVEE, KEFJY—
ABLTAXALA VDY —=ANERENETT,

FLULWIREBAEELEBYICEVEESX XML BE, OJJIIL—T7ICH% CloudWatch A% T/res-
<env-name>/cluster-manageri#MiZ R TEE 9, KO CIF [apply snapshot] RT N H V) &
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T, AFTv7av NE2EBALRES., thesectioncalled “AF Y73y NKOEEBR—IDASFDA
T—RARMERTEEXT,

INTY NCTOEARFAZENT 2 ICE:

1. NTYRNVARDSHERLENTY NEBRLET,
2. [7ORAFA 27 2BRLET,
3. INTYBRRUS—]THwE) ZBRLET,
4 NTYRRUS—CROART—RAY NEBILET. ATOEEESOECBERI T LE
Lo
e 111122223333 ->AWS 7AHJ> KN ID
« {RES_ENVIRONMENT_NAME} -> RES IRIE R
* us-east-1->AWS U—>3 >
* amzn-s3-demo-bucket ->S3 NT Y NB

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-role"
}I
"Action": [
"s3:GetObject",
"s3:ListBucket"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
},
{

"Sid": "AllowSSLRequestsOnly",
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"Action": "s3:*",
"Effect": "Deny",
"Resource": [

"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
"Condition": {
"Bool": {

"aws:SecureTransport": "false"

},

"Principal": "*"

AFv7oay  NE2EBRATDICE:

> w0 N

5.

AFv72ay hOER Z2BRULET,

AFYv7TavRhEEL AmazonS3/NTY ROEBRIZANLET,
NTY R NADOAFTY T3y NAOTZ7AIININAREBEADLET,

[Submit] ZBIRL T L& L

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

( )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single

quotes ('), parentheses (), and hyphens (-).

A

¥

5~10 9%, AF v 723y NEER—STEHZERLTAT—XAZHEILET,

Amazon S3 /N7 VY b

Research and Engineering Studio (RES) |&. Linux Virtual Desktop Infrastructure (VDI) 4 2> AZ 2 A
AD Amazon S3 N7 Y DN T R EHR—KRLTVWEY, RESEEER, REEED SINT Y

Amazon S3 /AT Y K
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
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RRTT, SSNTYRZERESICAVR—RULEY, Z7OIIVRNITRYFLEY), REZHE
LY., X7y NEHIBRLU V) TEEXRT,

SSNTYREYZAR=RIZIE, RAARBEFVR—RSINTY ROUARNFRRENET, S3
NTYREYZAR—RAS, ROZENTEEXRT,
1.NTY hOEMZFEALT, SSNTYRZRESICHAR—RLET,
2.S3NTYRNEEBRL, TUO3UXAZ1—2FALTROBREZITVLET,
s NTY NEiRET D
« NTY NEHIRT S
B.RBRRTA—IREZHERALTINTY RETREL, AUR—RENESINTY heRELEXT,

RES Envirol nt Management

S3 bhuckets

Onboard and manage 53 buckets far Virtual Desktops

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

) 53 Bucket arn:aws:s3:res-s3-example /s3-bucket RW 1%p default

UTot023a>Tlk, RESZ7OPIVNT AmazonS3NT Y N 2BEBITHHEICOVTHAL
9,

NeEY D

- PBEE iz VPC F7'04 ® Amazon S3 /N Y MO RTREH
« Amazon S3 /N7 Y NZEMNT S

« Amazon S3/\T Y hZ{RET S

- Amazon S3 /N7 Y N ZHIRT S

s T2

s JOAARTHDIKNTYRTOERA

« 77ARX—KVPC TOTF—XREDHIE

- NZTNZaA-—TF12T

e CloudTrail ® &%t
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SBEtE = VPC F704 MO Amazon S3 /N7 Y NDOBIREZH

Research and Engineering Studio Z 08 s VPC ICF 7O/ 32540, ULTOFIEICHK > T,
AWS 7H > NI RES #7704 L 12#IC Lambda BRENFX—XZEHLET,

1. Research and Engineering Studio A"F*7’O04&hTWVW% AWS 7HD > M® Lambda 1> Y —

Leod4> L%,

2. EVSEHEO Lambda BB Z B DT TBE L £ 9 <RES-EnvironmentName>-vdc-custom-
credential-broker-lambda,

3. BIBORERTEEBRLET,

e ‘ @ This function belongs to an application. Click here to manage it.

¥ Function overview o

Diagram Template )

Related functions:

‘ m | setect a function

‘ = Layers (0 ‘

‘ @ API Gateway

@ |

(_t Add trigger )

Function URL
Environment variables
Tag

vpC

RDS databases

Monitoring and operations
tools

Concurrency and recursion
detection

Asynchronous invocation
Code signing
File systems

State machines

4. EfIT, REZHEZEBRLTZOEIZa2ZEZRRLET,
5. MEZERL. ROHFLUVWRRERZRBICEMLET,

Environment variables (16)

The environment variables below are encrypted at rest with the default Lambda service key

(4 Add destination )

| Q Find environment variables

Yoo

(__Export to Application Composer ) (_ Download ¥ )

Deseription
vdc lambda to provide temporary credentials for mounting object
storage to virtual desktop infrastructure (VDI) instances.

Last modified
17 hours ago

Funetion ARN

Application

Function URL Info

Key

AWS_STS_REGIONAL_ENDPOINTS

Value

regional

CLUSTER_NAME

CLUSTER_SETTINGS_TABLE_NAME

DCV_HOST_DB_HASH_KEY

DCV_HOST_DB_IDEA_SESSION_ID_KEY
DCV_HOST_DB_IDEA_SESSION_OWNER_KEY

MODULE_ID
OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX
OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX

OBJECT_STORAGE_NO_CUSTOM_PREFIX

* F—: AWS_STS_REGIONAL_ENDPOINTS

 {E&: regional
6. [RE ZBRLZET,

PROJECT_NAME_AND_USERNAME_PREFIX
PROJECT_NAME_PREFIX

NO_CUSTOM_PREFIX
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Amazon S3/NT Y R&ZEBMT S

RESIRIBEICSI/NTY hZEMTSICIE:

1. [Add bucket (/N7 Y M DIEHN)] Z5&IRL £,
2. NTYRNA, ARN, XTUKRRARNEEONTY NOFEBEADLET,

/A Important
s BEENENTY NARN, XUV RKRA KM, E—RE, ERRICEETZZERFT
EXREBA

s NTYBNARNIZWE, AVR—RENEZSINTY REZDOTL AV IRAIITRTS
TL7AYVIARZEOBDENTEEXRT,

3. NTYREFXVR—RIBDE-—RZERLET,

/A Important

s BEDE—RTOTF—XPHICEAETIFMIOVTE, T—208 "1 25RLT
<EEL,

4. FMEATaT TR, VORATHIORNTOERABIINTY NEXDINTBDE00 IAM O—
JLARN 23 EETEET, OFBEICH>TOVOATHINNTY NTORA, JOATHI>
R7O0AICHEZIAMO—-ILEZERLET,

5. (A7a Ny hEZ7OSIONCBESHET, ZJOP IV NIRBRTEETEES, £
L. SNy NE7OIVNOBEREO VDI YA VIINIVRNTBDERTEEZTBA, 7
O TORANTY NCBEER TS hERICRBBEhEEY I 0AFNTY NEIXTIVRL
x99,

6. [Submit] ZFEIRL T EEZ L\,
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RES Environment Mana ne

Add bucket

‘ @ currently only available for Linux desktops

Bucket setup

Bucket display name

Type a user friendly name ta display

Bucket ARN

P ied Amazon Resource N RN| d

Mode
(O Read only (R}
Allow user only to read or copy stored data

| No custom prefix

¥ Advanced settings - optional
IAM role ARN
To access the bud

ket, paste the IAM role Amazon Resource Name (ARN) copied in Identity and Access Management (IAN)

Project association

Projects - optional
Associate the bucket with the fo

| v | (@)

Amazon S3/\NT Y N EiRET S

1. SBNTYRJUARNTSINTY N2BRULET,
2. 77:/3>>(:1_7b‘5\ :ﬁ%’iigﬁbﬁjo
3. EHEANLET,

/A Important

- 7OV IV RESINTY NCBEERTDE, ZOTOI I NOBEREORETAY
RYZTAYTSARNSIF % (WD) A VARV AT Y KA IV REhERA,
NTY K&, NTY NFZO7OV I NCBEEGTSNERICOK, TOJII K
TRBE A VDI YT IIEIIV RNENET,

« SSNTYRASTOPIVNOBEENRTZBARLTE, SSNTY NADT—RICKE
FELFERBAN, FRIUNYTA—H—RBEOTF—RIITIVEATEBRLRYET,
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4. NTY MREORE ZERLET,

RES Environment Mar n

Edit S3 Bucket

Project association

Projects - optional
hoose the projects ta

default X
default

Amazon S3 /N7 Y N & HIKRT 3

1. SBNTYRUARNTSINTY hZ2BRLET,
2. To2arvAXZi—n5, HIREERLET,

/A Important

« £T. NTYRASIRNTOTOPIY MOBEERITZHIBRTIHBEN BV ET,

« HIgARL—>32 @, SSNTYMAOT—RICEHELEREA, S3NTY RE
RES MBIEN T O HAHIBRENhET,

N7 NEEIBRTBE, TORY YL ORERROBDHR 1 1 BH) . HEO
VDI &Y 23V AEDNT Y hORBLT I RATERIBYET,

F— R

RES ICS3/N\T Y hEBMTBE, AT Y NADF—REBEOTOII Y NEI—F—ICHBT
BATIIAVHBYET, NTY ROBMR—ST, BARYER (R) EEHEARY/BERHK (R
W) DE— KEBRTEET,

B EL) B

Read Only (R) Z#&IRL =BA. /N7 Y M ARN (Amazon UY—RAZX—AL) DT L 714 vY I AIC
BEOSVWTF—E5BNfERAEIhET, texlFE. EBEENARNZFEALTRES ICNAT Y NEEB

Amazon S3 /NT Y ~ 185



Research and Engineering Studio I—%—HA KR

flarn:aws:s3:::bucket-name/example-data/L., CONTY hE27OPIVKNAETO
IVNBICHER/WTRE, OPIVNAETOPIVNBANS VDIs ZEE TS 1 —H—
&. NA @ bucket-name IZHBDT—ZDHZEZHED N TEET /example-data, TD/N
AARDTF—RIZETIOEATEETEA. NTYRNARNICTL 74 Y VAN BMENTUVEWVES,
NTY hEENFZhICBEERFFSsSN 7O T NTRARREICAYET,

BHELY) EEERAHK

Read and Write (R/W) ZZFERUBETE, LROELSIC. NTYRNARNDTL 74 YT A

CETVWTF— 27BN BATChET, COT—RIZE, EBEEN SSNTY MIEBR—ADTL
TAVIORERBTEDLSICTRIEMA S>> FHY)ET, Read and Write (R/W) ZiER
T2E, DARALATL 74V ORI aVFRATEICKZY., LToA7>arveegs rkOv 7R
DX _1—NRRENET,

« NAZRLTLT714Y DAL
* /%p
* /%p/%u
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NAZLT—278BEL

HABLTLT74YIRAICNo custom prefixZ@IRIT 2L, NTY NFHARLTF—E25D
L TEMNMEhEST, iKY, NTY NCEEFEFShEIXNTOZ7O I I MNMIFEHR
BY)BRCEERAART IV EANFFTENET, L&, EEENarn:aws:s3:: :bucket-
nameNo custom prefixiERL /= ARN ZEALTRES ICNT Y hZEML., CONTY h%&
Z7O2IVNAE7OPIVNBICEEMWAEZE, 7O2IV9NAE7OPIINBANS
VDIs ZBETD1—H—Fk. NTY MOEFIROFEARNBLVEETIAKAT IV LAEZRFEE
E

ZOZPIORLRILZEDT—RTH

NDAZRLTLT714vORAIC /5p&iBIRTDE, NTY NAOTF—RIETNICEENSITShESEE
ND7ADIORNIEICDBMENETT, Sp ZEHEF 7OV RNI—RERLET, Hl2EF, EE
FENarn:aws:s3:::bucket-name/%piBIR L = & /bucket DX T N RA > M EFERHLT
RES N7 Y hZEML, CONTY R NZ7TOPIIVNAETOPIVNBICEERTDE,
Z7OPIVONAOI—Y— AW /bucket IZT77PANEEERALENTEEFT, 7OV b
ANI1—Y—Blk., 1—H— AP /bucket TEZEIAALE T 7ANERTITD_EETEET,
EEL, A—%—BA7OZIUNBTVDI ZREL. /bucket ZBRETD &, TF—2H 70O
JIVNIK>THBEND O, I HF—ANERLET77AIIDNRTRENhTFREA, 1—H—
ANEERAAETTANGE, T7L7A4YIRADSINTY NMZHVET/ProjectAr. 1—H—
BEZ7OITIVKNBAMNS VDIs 2FH T2 /ProjectBEAICOKRT IV EATEET,

7O ORI E, -T2 D8k

NDABZRLTLTAY ORI /%p/5uZiBIRTBE, NTY NAOTF—RIE, TO7OITUNC
EEMNFSNAEBEN 7O IV EI—H—ICoBEhET, Sp EHEF 70TV —R
ZRLU, BRI —RBASUERLET, LeAF. EEEE/%p/%u. BRUE & /bucket DX
> NRA > Narn:aws:s3:::bucket-name%3#F > ARN ZFERA L T RES (/N Y NZIBMN
LET, CcONTYRNEZ7OPIIVMNAETOPIIRNBICEENSITSATVWET, 7O T
ORNADOI—Y— AW /bucket \CT7ANZEEIALENTERT, Sp PBEDIKZFEAT
BDUBIOFUAERRLRY, COBEOI—Y—BIZE., /bucket ®7OP IOV NATI—
H—ANEBEIAALET7AIINFRRENERA, ChiF, F—2HA7OD IO NEI—H—0O
MEICE2>THBMENDEOHTT, I—F—ANEZRAALET7ANE TLT14YIAD S3
NTY NCHY) ET/ProjectA/UserAd, 1—H—B 7O IV KNATVDIs 2EATS/
ProjectA/UserBIBE&ICOHK LTIV EATEET,

Amazon S3 /NT Y ~ 187



Research and Engineering Studio I—%—HA KR

DOATHIONNTY NTO€RA

RES . ChsONTY NIBEYBRT IV EAHAN HDEE. O AWS FTHIV RASNTY K
EXVURTEET, ROTFUATRE, PHIVNADORESBENATAHIVRNBICS3INT Y b
EXTDURNLEVEEZTVET,

ATY 7 LRESATF7O/4ENTVWBRTAHI NI IAMO—LZERLET (ChETAHTIVNA
EFENET),

1. SSNTYNTAHIVNANDT IV ERAEZLBETDRESTHIZ RO AWS IXRI X K
A=A A4 LET,
2. IAMO2V—=I)ZHEEFT,

a. IAMRYZ1R—RIZBEILET,
b. FET—>3RA2T, RUZ— ZBRLTSEE L,
3. RUI—ZEKTS:

a. [Create policy] (RS —DERK) ZiBIRL ET,
b. [JSON]®7&EBRLET.

c. ROISONRVL—ZBYRWTET (ZT7HVBIZHBD S3INTY MOBBIamzn-s3-
demo-bucket\ICBEEMAET ),

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
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}

d. [RN] ZEBRLZET,
4. KU —Z®ELTHERLET,

a. RUI—0OBEZEEL ET (H: "S3AccessPolicy").
b. RUS—OBENZHRATHA7 I 0HBZEMLET,
c. RUZ—ZHREL. RUZ—OEHEZERLET,

5. IAMO2YY—)LZREXT,

a. IAMAYZ1R—RICBEILET,
b. TE#—23>ARA42TRoles(O—J)l) ZBIRL TKEEL,
6. O—IILZERTS:

a. [A—LoERKR] 2BRLTEZL,
b. BEENEIVTATADRATELTHARLBERIS—ZERLET,

c. RDJISONRKRDD—BNTET (ZTHINADOEBEOTHIKNID
111122223333ICEZ#X. % RES F70O4 ORFEB{RES_ENVIRONMENT_NAME}Z &
EP|RAET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:x0le/<ENVIRONMENT_NAME>-vdc-custom-
credential-broker-lambda-role"
},

"Action": "sts:AssumeRole"
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}

d. [RN]ZZBRLZEY,
7. TORAHARIS—ZTEYFITS:

a. HICHERLLERUS—ZREBLTERLET,
b. [RAN] ZERLZET,
8. O—InRTFF, w#E. FX:

a. O—JL% (S3AccessRoles &) ZANLET,
b. ATV 3T, ZTDEM ZBIRL, ROF—EEZADLET,

« ¥—:res:Resource
- {B: s3-bucket-iam-role
c. O—J)Lz®EL. O—-IILDEREZBIRLET,
9. RESTIAMO—/)ZFERALET,

a. EEFELEIAMO—J)LARN Z0E—L &9,
b. RESO>VY—)icOJ4>L%7,
c. EAlOFES—23a RAT, SSNTY NEEBIRLET,

d N7y OEMZZRL, 74—LICIOOATAI D SINTY M ARN ZAHNLE
EE

e. HMRE-A7a>oROVYTAIVEBIRLET,
f. IAMO—JLARN 7 4—J)LRIZO—JI ARNZABDLET,
g. N7y ROBEMEBRLET.

ATV 2:FHIRNBTNTYRRIS—2ZTETS

1. PAODVRBOAWS XXX NI —=NLICHA A4 LET,
2. S3AVVU—-I)ZHEXRT,

a. S3AVIAIR—RIEBELET,
b. TOEAZHAAITINTY hZEBERLET,
3. NTYBRRUI—ZwmELET,
a. FUEAFASTZ#RL, NT7Y RRUZ—ZBRLET,
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b. RORVI—ZEMLT, FHIRNAOQOIAMO—=I)LIZNTY MAOT IV AZFALE
9 (111122223333 2T WO NADOEBOTHI N IDICEEHA. amzn-s3-demo-

bucket Z S3NNT Y ROBHICEZEBRAET ),

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"
}I
"Action": [
"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"”
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
}
]
}

c. [RE ZEBRLZET,

7Z4AXR—KVPC TOF—ZREHDEHLE

A—Y—HNREBESINTYRASTAHAINAOHBD SSNTY MIF—RERELBEVLSIC
TBICE, VPCIVRRAVRNETEYFLTTZA4RX—K VPC ZRELE T, ROFIERK. 77
TRAD SINTY MDT I EAZYR—KRTB S3H—EAOVPC IV RRANE, 0O
ATADYRNNTY NEFOBMDT AT NEERTDHEERLTVET,

1. Amazon VPC OV —J)LZEHE £,

a. AWSNRIXZRNIADVY=NIEHA2A42LET,
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b.

https://console.aws.amazon.com/vpcconsole/ T Amazon VPC A2V — )L ZHEE £ T,

2. S3MVPCIYRARAYNZEKTS:

a.
b.

C.

e.

EOFES—2a>rRAVT[IVRRA N ZERLTLSEEY,
[Create Endpoint] (L KRR A > MNOERK) ZBIRLET,

[Service category] (F—EAATI)) T, [AWS services] (AWS OH—E X)) HFBIRE N T
WBZEZMAELET,

H—ERZE7 14— RIZ, T2 EABTBH com.amazonaws.<region>.s3 (AWS !J—
T aAr<region>ICBEMAD )., S3, 2BRELET,

JARNDS S3H—ERZZBRLET,

3. IVRARAYNREDHEA:

a.

b.

[VPC] ©. I KRA > NEERTS VPC ZBIRL £,

B7xY hOBER. F7OMHRICVDIHTRY NCERENZTSAR—KMGTRY N
DlHEZBRLET,

DNSBZEMICTS T, A7 IUHFAVIIBO>TVBREEZBAELET., ChlZkl),
T7Z7AR—KNDNSKRARBEZIY RRAVRRY ND =DV B—TIAAILHERTESE
ERD

4, TOERRZFIBRIDRSIC RIS —ZRELET,

Policy T, Custom Zi#RL £,

RVS—TIFART, THAORNELERBEOTHIVNAOIY—ANDOT A& IR
BRI —ZADLET, RUZ—0OHlZRICTRUET (amzn-s3-demo-bucket Z S3
NTY NBICBEMA, 111122223333 & 444455556666 & T VA9 DE%E AWS
THINIDSICBEBRAET ),

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",

"Resource": [
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"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"

}
5. IVRRAVNEERLET,

a. Eﬁiéﬁﬁﬁbijo
b. IRKRANDEK ZBIRLET,
6. IV RARAVNZERITS:

a. IVRRAVRIHAERENZS, VPCOAVY—ILDIY RRA I3V ICBEILE
EE
b. MULKERLEIY RRAMZBRLET,

c. MEANEHARTHDZLZMIELET,

CHAESDATYTIR2T, PHIVREEREEEAETATINIDAOY Y —AIZHRE iz
S3T7UEAZHATSH VPC IV RRA NEEELET,

NSTINa—F14>20
INTY R VDIANDY I NCKBUENESH ZERIBIT D HE

NTY RN VDIANDRIY I NCKRBUERE, I5—&2FI VI TERDHMAVKI2AHYET,
LTORATY TICRVET,

1. VDOV z®#EBLET,

a. AWSNEXIXZYRIOAVY—=)ICATA2LET,
b. EC2OAYVY—I)ZRE, 1 AZVALCBELET,
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c. BELEVDIAAZAZERLET,
d. Session Manager Z/*L T VDI IZEHEL £,
e. HUTOIONREERITLET,

sudo su
cd ~/bootstrap/logs

CCTR, 7—RNARNSYTOJT BB TEE T, BENFMIF configure.log.
{time} 774N ICHVNET,

ESIC, OY/etc/message TREMERERL TS EEV,
2. HAZALRE#HR 7 O—H—D Lambda CloudWatch Logs #5829 5:

a. AWSXRIXNIY—=)ICAOTAVLET,
b. CloudWatch IV —J)LZzRH&, OJJIL—TICBBHLET,

c. OJJIN—7 ##ELET/aws/lambda/<stack-name>-vdc-custom-credential-
broker-lambda,

d. RANICEAARZOTIIIN-T2H/N, OJAOIZ—ZRO20£T, ChsoOJ (i
&, SSNTYREXNDIURNIREOD—RNBENAR LR RZRME T ZEENSEE
CBIT2FMABTENET T,

3. HNARLFRIEHRT O—H— API Gateway CloudWatch Logs ZHEFRL £,

a. AWSNERIXZYRIOAVY—=)ICATA2LET,
b. CloudWatch >V —J)LZzH&, OJJIL—TICBBHLET,

c. OJIJIL—7 #BELET<stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,

d. RANICEAARZOTIIIN-T2H/N, OJAOIZ—ZRO20FT, CchsoOJ(iC
. SSNTY MDYV NCHBEBNDAR LFEEEHRD APl Gateway N\OD U VT AKNEL
ARVACEIDHMANFEENET,

FUR=FTATRBINTY MO IAMO—ILREZRET D HE

1. AWS DynamoDB OV —=)LICHA4 242 LET,
2. T—7ILEERLET,

a. EOFTESF—>3>RAVT, [T—7N]ZBIRLET,
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b. ZBREL TEIRL £9<stack-name>.cluster-settings,
3. T—T7INEARFYULET,

a. [T=7INTATLOEE] ZBIRLET,
b. AF VY UNBRENTVWBEZHERELET,
4. TAINZX—ZEMTS:

a. 74NN E—ZBRULTTAINER-TIRNIEI>IVZEZREET,
b. F—E&—HBIBLSLTIINE—%Z2FRELEXT,

- B F—ZADLET,
« Rff: T THED, ZERLET,

 {8: shared-storage.<filesystem_id>.s3_bucket.iam_role_arn
<filesystem_id> BB B IBUEN BB T TAINATLAOEICEZERAETT,

5, AF V¥ Z#RITLEXT,

Run 2 BIRL T, 71 I E2—%2FEHALTAF Y Z2E2TLET,
6. EZMWIBLET,

ITONUNBEETZEEE. B IAMO—)L ARN TENAELKEREEThTVD C E&HERR
x99,

I RNUAFRELBEVEE:

a. [HBZER] ZBRLET,
b. HEDOFMEZEALLEXT,
- key BHICIF., &AHBULFETshared-
storage.<filesystem_id>.s3_bucket.iam_role_arn,
« ELVWIAMO—JL ARN ZEML £7,
c. REZFBRLTHEBZEMLEXT,
7. WDIAM2VAZAZBREBLET,

AVARAZBREHLT, B2 IAMO—J/LARN OXE%X (12 VDIs Y BEX V> hEh
BLDICLET,
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CloudTrail ® %Mt

CloudTrail AV —I)LZ AL TF7 AT NT CloudTrail ZEMIZTSICIE, CloudTrail 1—4%—
74 Ry ®CloudTrail IV —)L&FERAL EHOER ) ICERBENTVDFIBICH > TIEEL,
AWS CloudTrail CloudTrail (&, S3/\N7T Y NZT7 VAL IAMO—)ZEHEITH_E& T, S3N
TYRMNOTIOERAEZRERLET, chid, 7O T IO MNELERI—H -V IOENEA AR
ADICVUTEERT,
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HmZzERTD

coto>arTlR, REFAINYTZEAL THOI—F—EATRL—232F2H0HA
AU AZI—F—ICRHELET,

NeEY D

« SSH7V+ERA

c REBEFAIBRYT
« HEFARAIKYT
« J7ANTZ0Y

SSH77tA

SSH ZEAL THABRANITIEATBICI:

1. RESXZ1—h5, SSHT7 UV EARAZERLZET,
2. TOEALCSSH XIZE PUTTY ZHEATHICE,. BEHOERICEVET,

REFRAIONY S

REFAONYTABR—TIAAND)ED1—-)E2FERTSDE, 1—H—IF T Windows Fi= &
Linux f(REF AV RNY T2 ERBRVOEBTEEFT AWS, 1—H—F. BRICAYOY—=ILETTS
DT—23 T VAL ARN—ILELOCBEENIRET Amazon EC2 A1 VAR AERETE X
T,

HBR—RNENZDFARL—F AT AT A

RES RHRE, ROARL—FT A VI ATLZEALIERBTFAINY T7ORBZYR—KL TV
£9,

« Amazon Linux 2 (x86 & & T* ARM64)

« Amazon Linux 2023 (x86 & & U* ARM64)

« RHEL 8 (x86), # & T 9 (x86)

* Rocky Linux 9 (x86)
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» Ubuntu 22.04.03 (x86)
* Windows Server 2019, 2022 (x86)
* Windows 10, 11 (x86)

N =R

c ILLWFRAIKNY T ZRBETS

« FRAOUNYTETOERATS

- FRAUONYTOREZGIHTS

- REFRAINYTZEETD

c LY IVERENETD

c REFRAINYTZATZ1-)TB

« REFAINYTAVE—TIAADOHEBEFL

HLLWTFRAOKNY T ZEETS

1. XZa—7A5, RETFAINYTZBRLET,
2. ILWRETFAINY TZRBZERLET,

RES fome Virtual Desktops
Virtual Desktops @ putoretreh © @&

3. HLLWFRIRNY TORMEAALET,
4. [Submit] BERL T &L,
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TAIRNYTBEREECHLLVA—RAFISIEERTEN, FRAIRMY TR 10~15 2 BLRICEATE
BEOICBYET, BERKER, BRUELAX—JICK>TERYET, RESIEGPU LM ARY
AzmEL, BEIDRZAN—Z1AN—ILET,

FRIONYTICTOERATS

BREFRINYTIZTIOERTBICE, FTAONYTOH—REZERL, VI7HKEEDCV ITA
ToRzERALTERELET,

Web connection
DITTSIOYNSTFRINY SILT IV EATH2ON REB[ERERAETT,

Connect ZiBIRT 2N, YAZXAINZBIRLTT SOOI SEETFAINYTICT VAL
x99,

MyDesktop3-windows & Connect

(avevsesmonris )( @) e

DCV connection

DCVIOSATURNENLTTFRINYTIZTOEARTDE, BEODN T #—X 2V ANBSIhE
T, DCVEBHATICT7IOEATBICIE:
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1. DCVEY>3ar 774 )@ BRLT.dev7 7ML EH I O0—RLET, DCVISAT>
RADATALALLAZVARN=IILENTVRILENHYET,

Virtual Desktops

rhel9
©@Ready RedkatE:

& DCV Session File

2. AAM=LFRICOVWTE, ") Z2BRLEXT, 7412,

How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& ZIP & MsI

Step 2) Install the DCV client on your computer.

Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

TFTAINYTOIREZHIHT S

FRU Ry T OREEHBT B0

FAURNY T OREEZHETS
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1. [79232]2&8RLET,

RES {ome Virtual Desktops
Virtual Desktops

2. Virtual Desktop State Zi#IRLE£TF., XD 4 DDREHN SBIRTEEXT,

. Bt

EFELrELEEY>a>TRTF—ENFNEDNDB LR EL, FHELEEYSIAVIGFVWOTEERT
XTI,

- B2

REOtEY>a>ZBREBLET,
- KT

Y2 avERLIIETLET, I7IXTFILANL—JZFEALTVREE, By a3z
RTIFTBET—EINKDODNDARMEN BN KT, KT IBHEINC, T—RZREST7AMIILTA
TLAINYOTYTIRRENHYNET,

« {KiE

TFAIRNY TOREBEXEVCREELETT, TAIVNY T Z2HBRBITDE, 77U T—23
VREBRAEATIN, VE—MERSRDIADAREMI HYET. IXTOA AR AN
LZEHR-RLTVWRIDFTRAELS, FT2AVRBA VAR AOERBICERICEZ > TV

PGEICDHFEATEET, A VAZVANZOREBZEYSR—NLTVBRAESHZRRTS
ik, TIRIEDRETRSRA ) 2ZRLTEE L,
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RIETFAIRNYTZEETS

BRETFAIRNYTON—RIITZEFHIDH, BV aVE2LTETERT,
1. AVAEDAYA X ZEEIDHEIC, BV EZFELETIHBENBYET,

a. [7o>3a2]z&RLEY,

Virtual Desktops e

b. Virtual Desktop State ZiZIRL £,
c. [BFL]ZERLET,

® Note
KRELIEEYSIVOTFAINYTHAXZEMID LR TERE A

2. TFAINYTHBUELIECEZ#RBLES, 7O2a2 &R, Y23 0EHRZERLE
ER

3. EYIIAURELEEITEIH, BEBTFAINYTHAAXEBIRLET,
4. [Submit] EBIRL T &L,
5. AVARVANEFEhES, FAONY T 2BEHLET,

a. [Po>av]zB#RLET,
b. Virtual Desktop State ZiZIRL £,
c. [F%R] ZEIRLFT,
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Yy aiERERETS

1. [79232]2&8RLET,

RES {ome Virtual Desktops
Virtual Desktops Q@ Auto-refresh CGX ~

2. BHROKRRZERLEY,

BREFAINYTZATZ1-)9%

TF7FILRTR, BEFRAINYFELEREAERICBENICEILETDRSICAT D 1—)LEh
TVET, B2DTFARAINYTORTD 21—, ROEIVZIAVIZRTRSIZ, B2OTFAINY
TOFTOAVXR_A1—DESTIVEATEIAT D 1=V 14 2 RIZFERALUTHAETEE T, FHMlIC
2VWTR, TOEIZAVERESATOTIAINOAT D 1-)OFEZSRBRLTIKEEV, FA
OMY 7R, JANZBEIBTALEOHICT A RIVREDBEICEFEILETEEETEET, VDI Autostop
DFHICODVTRFEETFTAIORNYTAVEZR—TIAAOEHEL, ") ZSBLTLIEET,

=Ry
s ALY DTFARAIONYTATD1—)LDERE
s RESETOTFT7AINRNODRAT D 1—)LDRE

BYDTFAIRNYTATZ 1—-)LOFRE

1. [7223a2]zBRLET,
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RES fome

Virtual Desktops e © G e | )

rhel9  Connec t

2. [AT21-)])Z2BRLET,
3. BHOATD1—-)IZRELXT,
4. [RfF] 2BRLEXY,
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day

RESHETOF7FILNOART 1 —-)LOERE
TF7F#INBNDOARTZ 1—)LIF DynamoDB TEHTEE T,

1. REDIVSAZ—RET—7ILEKRRELET, <env-name>.cluster-settings

BREFRAONYTZRAT21-)LT% 205
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2. Explore Items Zi#RL £,
3. TANLER—ICRD2DO2DTANE—ZAILET,
ZAI)LR—1

- BHR =key
« %4 = Contains
« X4 7 =String

« { = vdc.dcv_session.schedule

7A4NZ—=2

. BMER =key
%4 = Contains

247 =String
« {E = type

ilters - optional

ibute name

Condition Type Value

X] [ Contains v ] [String v ] [ vdc.dcv_session.schedule ] ( Remove )

X] [ Contains v ] [String v ] [ type ] ( Remove )

ChiZkY, 74—L OFBOFT7ALRNORT D 1) ERAT2RT 7T OOLY NIHFRR
ENhFEFvdc.dcv_session.schedule.<day>.type., BHMBERUTOESY T,
 NO_SCHEDULE

* STOP_ALL_DAY

« START_ALL_DAY

* WORKING_HOURS

* CUSTOM_SCHEDULE

4. HNRBESTNTVBIHACUSTOM_SCHEDULEWX, DARNA AT N-RBEBZEEILEEZZIEET
ZHRENHYVET, ChETDCEF, 9FAR—RET—TLTROT7 14N E2—%2FRALET,

BREFRAONYTZRAT21-)LT% 206
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- BMRE =key
- %/ =Contains
« %47 =String

« { = vdc.dcv_session.schedule

5. NAZBLARTZ1—)\ZBETDE
Hvdc.dcv_session.schedule.<day>.shut_down_timelZ D\ T,
vdc.dcv_session.schedule.<day>.start_up_timeB X OFEXNEEZHRELEFT,
HEAT, KOKSIENul T MU ZHIBRL, XFIITRNVICEEBAET,
- B%® =value
« {8 =<The time>

-« %47 =String

BFREMERE. 24 FEHIZFEAL T XX XX OFERICTEIHEN HYET, LEXE. Fa19 BN
09:00, F#& S5 BN 17:00 L&V FET, AHNBZEEIC, RESERENTF7O/ETVS AWS
)= 3> OBEMEZICHELET,

REFRAONYTAEZ—T I/ AODBHEL

BEEEEF, TARIREO VDIs ZELELFRTTEDRSICREZEBRIBDENTEEFET, &

EURELRER 4 2HYET,

TARILERALT IR CPUFERARALEWVMEZTE>TVWAZOBRET A RILREDOEY > 3

JERALTIONLET,

2.CPUBERELEWNME: 1225023 N k<, ZOLEVE (VCPU FERAR) KFOEYy>a>
F7 A4 RIVREBERBEINET, ChZ0ICEBRETDE, Y23 R T7ARIVREBERBZEh
FtA,

. BITRE. TARILEZALTIRNE, BV IVEORE (FLEFEEFKRT)ICBITLED,

4. AT21-)2BRYIZ: BRRTDE, 74 RIVREBOLEHICEFELENLEEYS IV ZBROAT
1) TBRTEERT,

—
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Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

5

Maximum sessions allowed per user

Cancel Submit

CNSORERF. Y—N—FTOFRAIKNY TRER—JILHNET, BRI > THREZEHL I
b KEEIVVYILTREZRELET, ILLEYS I TR, EMENLERENEAETIAET

BFEotvatTR, BERCERALTVERENSIEREFEAST DI ZEICERELTLSES
\,\o

RALTIORNTRE, Y23 R@EEBEEICEIVTKRTITSA, STOPPED_IDLEREEICBITLE
¥, 1—H—(F Ul #» SSTOPPED _IDLEL Y 3> ARKTEE T,

HEFRAIONYT

HEFRINY T TR, REThTVBRFRINY T ZHERETEET, TRAIMNY TICER TSI
EHEEFEFLFIAMEETHVREY., BV a3 mBELELRENTVARENfHYET,
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RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profi
@ Session Created v Last 1 month
Q Search All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large © Ready 10/26/2023, 5:00:00 PM Download Connect [4
MyDesktopé-linux-gs demoadmint Amazon Linux 2 t3.medium @© Ready 10/22/2023, 5:00:00 PM Download Connect [2
1

Y23 oHREFRIC. HEKEBEOT IO AFAZRETEET, L&A E, OZKRL—232L
TWBATF—LXABNIHEIMVERT VA ZRETEET,

NEY D

s FRAUNY S 2#HETS

s HEFROIKNYTICTOEATS

TFAONY T Z#2HETS
1. FROKNY TRy arps, 7oa>rzBIRLET,

RES fome > Virtual Desktops

Virtual Desktops . © GO e T )

D )(8) ()

2. Ev2atoT7IoEAFAZERLEXT,
3. A—Y—&TIVtEAFALRILZRBRLET,. BMBRERETDIEETERT,

FRAONY SZ2HETS 209
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4. [RTF] Z2BIRLEXT,

Update Permission for MyDesktop5

Select the username, permission profile and the expiry date of the rules

[ Q, demoadmin1 X J [ Owner Profile

View Only Profile
This profile grants view only access on the DCV
Session. Can see screen only. Can not control

Admin Profile
This profile grants the same access as the
Admin on the DCV Sessit

Collaboration Profile

This profile grants certain acc

Session. Can see screen, control mouse an
keyboard.

Owner Profile
This profile grants the same access as the
Session Owner on the DCV S

TOEAHFAOFMZDOVWTIE, Tthesectioncalled “7 U EAFFARIS —", ZZRBLTLIEE
(AN

HEFAINYTIZTOEARTS

HETFAIRNYTHS, HEETNhTVWBITFRAINYTEZRRL, A VARV AILEHRTEES, UI
T750YELIEDCV TEMTEET, FERITDICEK., "1 OERICRVEITARAINY SIZT D
AT,

T7ANT o0

T7ANTSIHEFERTRE, DIJR—FIHASTOA-NIEBEFS 774N ATALICT Y
TATEET, BBEBD T 7AWV ATALALT IV EARATREOOT IO EAHTZHE OEATELT
NTODT7ANEERBTEERT, chlF, LnuxREFAIRNY TTHEENTVSROERLT 7 A
IWOATALTS, REFRAINYTLEOT77ALNOEHFIE, F—IFINEEEITVITR—-ANDT7A
NTSIFENLETTAILOEHFERBLUTY,
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv ¢ Favorite C' Refresh i= £ Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

NeEY D

« 774)LOT Y 70— R (EHKA)
7 7 AL OHIKR (EH)
BRICAYEEETD

77 A ERET S
7714 ) DExik

J77A4INOTY 70— R (M)

1. 774007y 70O0—RZERLET,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 = root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv W Favorite C' Refresh i= 8 Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. 77ANZHKRTZDA, PTYTO—RIBTIT7AIINESZRBLET,

T77A4LOT Y 7O— R () 211
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3. 7y7O0—R(n)77A4ILZEERLET,

77 A4 OREIER (B8 W)

1. BIRT2774) (BEW) 2BRLET,

RES Home File Browser

File Browser

My Files Favorites File Transfer
1 ™ root / home / demouser 1
Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-roof t Oct 20, 2023, 11:10 AN —

2. [7023aV]ZBRLET,
3. 77A)LOHKRERRLET,

R, FEOTVT7ANFLERT7ANEZEIIYIL, 774 DHIREERIDZEETER
ER

BRICAWEEETD

BEBT77AINRT7 AN ZEETSICIE. BRICAYICEMLET,

1. 77ANEERT7 AT ZERLET,

774 OHEIRR (EET) 212
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ™ root / home / demouser 1

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. BRICAY ZBRLET,

R, FEOTV7ANFERT7FINEZHEIIYILT, BKRICAY ZBRIDCEETER
ER

(@ Note

BRICANBO—DLTSTHFCRFEAET, 75U EEELEY, Fyva1EIY
TLEWTZHER., BKRICAVZBEVEBOIIHBENHY KT,

774N ZwRET D

DITJR—BILADTFFEFANR—ADTI7AIINDOAVT Y #RETEET,

1. BEFIBRTVT7ALNEEBRLET, E—HIFRE, 77M1ILORBHIRTENET,

T7ANERET S 213
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. EHFETV. REZERLET,

77 14)DOEgi%
TTANEEEGALT, AB 77 AINEETF T US—>a v EERALT I 7TANEEELET. &
DT TUT—aVH5BIRL. BEOERCRE2TI7AINEELETEET,

 FileZilla (Windows. MacOS, Linux)
* WiIinSCP (Windows)
» AWS Transfer for FTP (Amazon EFS)
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R Home

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla O Winscp O AWS Transfer
Avallable for download on Windows, MacOS and Linux Available for download on Wind Your RES environment must be using Amazon EFS to use
VS Transfe
FileZilla
Step 1: Download FileZilla
* Download FileZilla (MacQS) [4
+ Download FileZilla (Windows) [4
= Download FileZilla (Linux) &
Step 2: Download Key File
( & Download Key File [*.pem] {(MacOS / Linux) ) ( & Download Key File [*.ppk] (Windows) )
Step 3: Configure FileZilla
Open FileZilla and select File > Site Manager to create a new Site using below options:
Host Port
Protocol Logon Type
SFTP Key File
User Key File
demouser3 fpath/to/key-file (downloaded in Step 2)
Save the settings and click Connect
Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.
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NSNS a—F7420

CDEDVIADTE, SATLAZEZRZRVTTDHEE, RETHDAEMOHIBEOEEORNS
TN aA—FATFELCODVWTHBALET,

KNeEY D

s —RMNBTFNVYITEEZRIYT

» RunBooks 0 R

- BEHORRE

AR A

s —BHBTFNVITEEZRUY
s BREOVBLTARY MNERY—A
- RIBZHROGA
« IRE Amazon EC2 A AR A0AOJ774)
+ CloudFormation A& Y &

c BEICLDATLAEENHLEL, Amazon EC2 Auto Scaling FINL—7 79T 1ET1ICR
BEhd

« —f#&H% Amazon EC2 OV =)L OHE
s AT ZARNZIUF¥ERAD
c AVIZARNTIOFF¥RANERBTFRAINY T
s BRTHREBOKRAN
« SBRIZERI7 Active Directory (AD) BBEM Y > R
+ Windows DCV 7/\v &
« Amazon DCV N—2 a VIEHROBRE
» RunBooks 0 7
c AVAN—IOEE

+ CloudFormation A& v 9 [&WaitCondition received failed messages & WS XY +—2 TERK
IZkB LU &9, Error:States.TaskFailed"

» CloudFormation AR Y VN EEICERENERICE X—)LBHANZEETNEL
e AVARAY AU ) E I vdc-controller A" %k BUIR BB

216
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« IR¥E CloudFormation AR Y I FKEAT DI ORIT—ICKVHIRICAKT S
- REQERFICCIDRIOY INFX—RTIZ—HARELELL
« REBIERT D CloudFormation AR ¥ JER D kK
+ AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AR Y VDERDN LK T D
- ID EEDMERE
+ iam:PassRole Z£1T 3 2RI B EEA

« BDMOAWS 7AHD > NSO T —H—IZ AWS 1) Y —A M Research and Engineering Studio
ANDT O EAZFAL LV

s REICOJA429%&, 3<ICATAUR=ZIIRYEY,

s OJAVETKRO "I —HFEO2AVFELAIL ITF5—

« Active Directory ICIEMIE hizA". RESICKELTWVWDI1—H—

s BV AVOERBICEATERVI—H—

 CloudWatch 75 AZ—XIXZ—2v—OJ0H A XHIREBIS—
- Storage

* RESZHEALTIZ7ANIATLZERLELLEYN, VDIKAKIITVVREhFEHA

* RESZNULTCTZTFANDATLEFAYR—RLUEN, VDIKAKIITY REhAEV

« VDIFRARASHEHEETERL

s POLAFAREBEOI—RT—ANDH

« RES »' 5 Amazon FSx for NetApp ONTAP Z/ERRLEL A, RXLIZEZMLTLVWEEA
« AFVT7Tavhk

« ATV T3 Y NOAT—R AN Failed THD

c AFVT72aY bR TTNEAVR-—PTEBN 2 LECLEZTIOTELEICERAESIE
A,

c AVTZANTOF ¥
s EBBAVAZVAFBVO—RNG ==Y NTIL—=TF
s RERTFAIRNYTOEE
« RESYITR-ZITEHO VDIs 2B/ BHIILEN HS
« Windows Virtual Desktop DO A T AV " EBEICREENTVET
S\EB1) Y — A CertificateRenewalNode D {E AR ICEIBAE D EMERA IS
UENCHEL TV EREBTFAINY THAERICESR TEASZYELE 217
5 DQRETFARAIMYTUAREBTEAV
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« AT K Y7 Windows DEFFEITIE "EEAFMUShELLE, FFVAKR—KIF—"

VDIs7OEDaZ 2V TRETAZYITD
HBERIC VDIsA TS REICED
OJ4>9%&, VDI EY 2 UNZERBEEICEYET

s RERFAIRNYZTOAVR—FU b

Amazon EC2 A VARV AN AV =)L TR T Z4#%V)IBRL R R

AD/eVDI EZ 21— )LICSMTERN 2 =8I vde-controller 1 2 ARV AN AL T
WETH, APIANILAFIYVINFRBLTVWET

ZO02TO08E, YV7hIVITARY VmEL TEMIBEEILTINEVVICRTENEE
A

cluster-manager Amazon CloudWatch A7 (Z (&, T<user-home-init> 7 A MEEEFIA
TEERBA, Y —0RPFZF > TVETL EXRFENET (THINEFI—HY—FET
)

A7 4 281TRO Windows FAZKY FIC TPHADMAFBMICHE>TVET., EEEICS
BULabhbe<EE ),

NEBIEEE D AD FREICEIT S DHCP A7’ 3 > D&

Firefox T2 — MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env BB

res-xxx-cluster stack in "DELETE_FAILED" REET& ). [Role is invalid or cannot be
assumed" I —DEHFETHIRTZEEEA

O oUxE

VDI OJo&>>O0—R

Linux EC2 A VRE VAL 50O 0H 0> O—R
Windows EC2 f ARV AASOOJ 0V O—KR
WaitCondition TZ>—®M ECS O OUXNE

. FERE

D Z7ONAE—OFAIVIVTIALZNEIRLENTEREOATA VI F—
TEARY JQF -0V HELZWV

+ Active Directory 0 &

s VDIAZ7OEDIZVIOREOFTERKAEFLLTVD A, VDI OXEHBHAESRIC VDI Z
AD T—H—¢C Ut THIA T TERD 218
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SSO MBEHRICRES VI 7R—ZILICOTA>TERL

AD 1—H#—F, LinuxVDIs Z EEICEBLARTE, 774N SO EFERALTEHE—A
FALORNIVICTIOEATEFEA

SSHTZOtEANFEMZE>TVWDE, ADBEE]I Y —3FRBRAEEBFRANCTILATEEL
A

RES AU Y —AARRY VIC& 2 TF7AOA & hi Active Directory DERTEER

- BEAERE 2024.x

BEXI D 78 2024 .x

(2024.12 & & T 2024.12.01) H L L\ Cognito 1—H — %X BT 2RO ERER D LK

(2024.12.01 LABT) HARLRXA DV ZEALT VD ICEETREE CEMERERIHET
S—_HFRETS

(2024.12 # & T 2024.12.01) Active Directory 1—H — @& AR AR IZ SSH TEEHA
(2024.10) FEBEE h /= VPCs

(2024.10 LA#T) Graphic #3814 ARV AR 47D VDl OEBICEAKLELE

(

(

2024 £ 8 B) AV TSARTHF v AMI BE D #(E
2024.08) IREBT A KNY THIN—KNTY KNARN EARZALATL 714V O AEFERALT
Amazon S3 /N7 Y NDFAHEV) /EEIAZEN T RNTERV

(2024.06) AD I =7 BIZAR—ANEENTVRIFEE, AFVY 723y NOBAREAKT
%

(2024.06 LA81) AD EI#IFIZ RES ICEHBE N TWEWS L —T X /N —

(2024.06 BAHI) CVE-2024-6387, RegreSSHion, RHEL9 & & T Ubuntu VDIs DtF 1) F 1
fle 55 14

(2024.04-2024.04.02) VDI 1 Y AZAQO—NLICT 2 Y FEATVE W IAM 7 7 £ AFFHA
ERAFRERHETELLE

(2024.04.02 LAHI) ap-southeast-2 (> R Z—) @ Windows NVIDIA 4 > AR > AN BB - KK
3%

(2024.04 # & TF 2024.04.01) GovCloud T®H RES ¥k ) 5%k B

(2024.04 - 2024.04.02) Linux RA8F A Y kv 73 BEBEIC "TRESUMINGY AT—2ANE
FICBDIEMNDYVET

(2024.04.02 LAET) SAMAccountName BHC AXFE LR BHIFEF EENTLVD AD 1—
H—ORHEICEBLUEL =

(2024.04.02 BT BHAKRARNCT I ERATREHNDTSAR—hF—HENTT 219
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—RNBETFNY TEETZRI YT

COtEU>a>TR. RESHOBBAEZICHBINICOVWTHALET,

c BRAEOJELVAXRY MEBRY—R
- REBEZHOSMH
« IR Amazon EC2 A VAR AQOT774)
« CloudFormation A&® Y ¥

c BEICLDIATLAEBENHLEL, Amazon EC2 Auto Scaling FINL—7"F7 0T 1 ET 4 IZ B
=hd

o —f&HI% Amazon EC2 T2V — )L M I\ &R
c AVT7ZARNTIUFYERADL
c AVIFZARTUFYRANERBTFARAINY S
« BRTREOKAL
« S BIZ{@ERI7 Active Directory (AD) BSEM Y > R
+ Windows DCV F/\v &
« Amazon DCV N—2 3 U EHROKBRE

BREZOTBRARY NMEHRY —RA

RSZTLND1—F AV IREZRZV IO EHIISRTERIRBENDIBROESETETELBY AN D
WERY,

RIREBMD 5T
F7FLRTR, Y2 aVREENI—Y—EBREOREEHE. ROBHICHYET,

* Linux: /etc/environment

* Windows: C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-windows
\environment_variables. json
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IRIE Amazon EC2 A AR A0O7774)

OJ774)k, RES THERAEN TS AmazonEC2 /1 VAR AICFEELET, SSMtEY >3
IREF—TDY—%FERALT, ChSDT7F7ANERANDEDICAVAZAANODEY >3 EHLC
ENTEET,

cluster-manager X° vdc-controller BEDA VT ZARNTZIVF YAV ARVATR, P7Ur—>3
UREFQOMOOTERDBRAICHY) ET,

« /opt/idea/app/logs/application.log

/root/bootstrap/logs/
 /var/log/

* /var/log/sssd/
 /var/log/messages

* /var/log/user-data.log
« /var/log/cloud-init.log

« /var/log/cloud-init-output.log

Linux (REBF A MY 7 Tlk, UTICEKERBZOT77AIIHFEEATVET,

Ivar/log/dcv/

/root/bootstrap/logs/userdata.log

/var/log/messages

/opt/idea/app/logs/

/opt/res/logs/vdi_idle_check.log

Windows IREFRAIKNY TA U AEZAOOT7IZ2V\W T, ") #BLTLSEETL,

» PS C:\ProgramData\nice\dcv\log

* PS C:\ProgramData\nice\DCVSessionManagerAgent\log
« PS C:\IDEA\Logs\RESIdleCheckVDI\

» C:\Program Files\RES\app\

Windows Tk, —#OF7 77U —>3a> o070 8RR EROBMICHY) £T,
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* PS C:\Program Files\NICE\DCV\Server\bin

Windows Tld. NICEDCVRERE7 7 A ILBEUTIEH Y FT,

+ C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch A4 Z')L—7

Amazon EC2 & AWS Lambda > E1—F7 4> 7)Y —A0OOJ1E#HE Amazon CloudWatch Log
Groups i RBRENET, OJIMNUVROOTIV NV, BENSBEONS TN 21 —F1>
T — RN EERORICIO>BERERHELET,

ChSOIIL—T7TDOEFMIROEHVTT,
 /aws/lambda/<envname>-/ - lambda related
* /<envname>/
* cluster-manager/ - main infrastructure host
* virtual-desktop-app/ - virtual desktop bootstrap and DCV related
* vdc/ - virtual desktop related
* dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
 controller/ - main desktop controller host

* dcv-session/ - desktop session related

OJJN—7ZRARXBEER, ROKDIBAXFENMNFOXFIHEERALTT7AILEITTDE
BRTT, ChICKY, XEETNEXFIEZECAY E—D O HIEThET,

?"ERROR" ?"error"

BMEZE-_RXRVTT2E51 205, IROF—RZRRTD T4 ITY NEED Amazon
CloudWatch Dashboards Z/EX T2 & T,

FEeEZE, XFHIIS—E ERRORDEEZHIRNTDI4DITY NEEHRL, ThozTEL
TIZ7IHLET, COFEICEKY, NZF—EENfNRELECEZRTBENSBEEBEXEROHE
EEEICKREHTERT,

FAEOTBRTARY MNMERY —A 222




Research and Engineering Studio I—H—H4A KR

AT ZANTIOFYRANDHZRICALET, ChZFERATDICE. JTVITZERZL,
<envname> B K <region> BHZEYI K EICEEBRAET,

{
"widgets": [
{
"type": "log",
"x": 0,
"y"': 0,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}

XY 1R—ROFIZERICRLET,

CloudWatch > Dashboards > res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)

3h 12h 1d 2d Tw Custom [E] | UTCtimezone V¥ H C I v H b3 H Actions ¥ ‘ Save

res-stage2-errors-lines v ¢ ‘ o ‘ ‘ 1h

infrastructure hosts
1. count

40.00 e 0

30.00

20.00

10.00

1.64 | w - I. —

06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00

- o e wa
10-28 21:11:48
19:00 20:00 2100 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 16:00 17:00 18:00
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CloudFormation A XY %

BIEOEREICHERE 1= CloudFormation AR Y ZICIFk, BEOREICEETDZIIY—A, /1R
N, BOBBAEENET,

ARV OZE, ARV, UY—R, HHETZ#SRLT, A2V VICEIZIBERERITESE
ED

RES A& v 7.

« <envhame>-bootstrap

« <envname>-cluster

+ <envhame>-metrics

« <envname>-directoryservice
« <envname>-identity-provider
« <envnhame>-shared-storage
+ <envname>-cluster-manager
* <envname>-vdc

« <envname>-BHBRABN

TERRARY V (FEREZF7O0/LTVT, ChSOABUY—-RZMATERVRER.
AWS NANT#—RVAOAVE1I—TFTA4VJLEZFERALTTFERREO YV —AZERTEE
9)o

« <envname>

* <envname>-Networking

» <envname>-DirectoryService

» <envhame>-Storage

+ <envname>-WindowsManagementHost
BEICKD AT LEBEENf REL., Amazon EC2 Auto Scaling FJIL—7T7 o971 E
TAICRBREND

RES Uls A" —N—I5—%RLTWAEE, BERET77UI5—23a> Y7 RNIITREOMORM
EBETHHTEMN BV ET,
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BAVTZARNTIF YD AmazonEC2 A VAR AOBEBAT—) T T I—7 (ASGs) IZl&
AVARABRVADAT =TT IOTAETAZBRETDDICRIDTITAETARTHFEEATY
F9, UR—DICIZF—HNHDBEXTIVEATELVESIE, Amazon EC2 OV —/ILTEHE®D
BRTIVLEAVARAZFIYVOL, BETS ASG O Auto Scaling JIL—7TTFOT1ET14 37 %
FIYOLT, AmazonEC2 1 VARV AN BRL TVR A ESH ZRFELE T,

TNHEEF., 1 VARXRADOBEET S Amazon CloudWatch A Y I —7"%#FERAL T, BEOER%Z
TIAREEOHZ TS —NOJICREBBEEIATVWEIHLESIHZBRELET, SSMEYZ a0 Y —
ILEFERALT, TORXRATORTHOA VAR ANOEY AV EBHE, A VARXRVANEREL
N—PJ&ENTASGIZK>TRTENDHEIC, 1 VARAOOT 774N EAXNTERZHET S
CLETEET,

CORBARELEEE, ASGIVY—LERRDESBTFIFIETAHRRENDEN B )
£

EC2 Dashboard X ( EC2 ) Targetgroups > res-bicn3-web-portal-e2958adc )
EC2 Global View

Events res-bicfn3-web-portal-e2958adc

¥ Instances

Instances Details

Instance Types
Launch Templates

Target type Protocol : Port Protocol version VvPC

Spot Requests

Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad10chse [2
savings
Reserved Instances 1P address type Load balancer
. » -alb 2
Dedicated Hosts 1Pva res-bicfn3-external-alb [3
Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining

v images 1 @1 ®0 0 o 0

AMIs

AMI Catalog » Distribution of tare g ets byA lhltyZ (AZ)

this table t g filters applied to the Registered targets table below.

v Elastic Block Store

Volumes

Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manag

v Network & Security Registered targets (1) Register targets

Security Groups

‘ Q Filter targets 1 [o]
Elastic IPs
Placement Groups O Instance D v | Nam v | P v | zon v | Health v | Health detall
Key Pairs
O -0basds08631120043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy

Network Interfaces

¥ Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

—#%BY 7% Amazon EC2 Y — )L D A&

cOto2avicE, EEETEBZRETHELTVDISATLORI =223y RFBEENTVLE
EE

— B9 7% Amazon EC2 >V — )L D& 225
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A2T7ZARNTZIOFYRAL

Amazon EC2 OV =) Tk, FAIRKNY THARTENATLVEVEES, BE. XOKSICHEYE
T RRENDAVARVAWRK, RESAVTTZARNTIOF ¥ D AmazonEC2 RARTT, 1 AR
VABDTLT714YUAIE RESRERTT,

EC2 Dashboard . Instances (5) ifo
EC2Z Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X | | Clear filters
¥ Inst

nstances O Name # v | Instance ID | Instance state A | Instance type ¥
Instances

O res-stage2-cluster-manager -095bdc4c87321a4ff ® Running @ Q mb.large
Instance Types

O res-stage2-vdc-broker 1-041867308771e71d3 ® Running @ e mb5.large
Launch Templates

res-stage2-vdec-controller -08800976c757717e6 Runnin mb.large

Spot Requests U 9 © g @a 9
Savings Plans O res-stage2-bastion-host 1-0523e5480f434581a (® Running @ Q mb5.large
Reserved Instances (] res-stage2-vdc-gateway 1-00773bc97cc1e841d ® Running @ Q mb5.large

Dedicated Hosts

Capacity Reservations

AT ZARNTOFYRAMNERBTFRAINY T

Amazon EC2 2V =T, BEFAIRNY THFRITEATVDE, ROKSICKRTRENET,
cDFE, REFAINYTREETRRENETT, A VARV ABOY T4V IR, TAIKY
TEERLVLEI—Y—TY, FROBAERFRERFICHREE N EEY I EATHY ., TF7FIILEND
"MyDesktopy FhlGEI1I—H—HARELEBE T,

EC2 Dashboard % Instances (7) wfo
ECZ Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X ‘ | Clear filters
¥ Instances
O Name / 4 | InstanceID | Instance state v | Instancetype ¥
Instances
O res-stage2-bastion-host -0523e5480f434581a @ Running @ Q m5.large
Instance Types
] res-stage2-cluster-manager 1-095bdc4c87321a4ff ® Running @ Q m5.large
Launch Templates
Spot Requests O [ras-stageZ-MyDesktcm-demuadm|n4 j j-022826c122d8c78d5 ® Running @ Q méa.large
savings Plans O res-stage2-ProjectWork1-demoadmin4 I-09ba5d8ae152¢6f25 ® Running @ Q méa.large
Reserved Instances O res-stage2-vdc-broker i-041867308771e71d3 ® Running @ Q ms5.large
Dedicated Hosts O res-stage2-vdc-controller I-08800976c757717e6 ® Running @& Q mb5.large
Capacity Reservations O res-stage2-vdc-gateway i-00773bc97cc1e841d ® Running @ Q mb5.large
¥ Images
AMIs
AMI Catalog
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RTREDKRAN

Amazon EC2 A2V —=)LICR T ULEA AR AN RREND E, BREREKTLULETFAIVRNY TR
ARNCHBYEST, OV—IICKRTUEREBOA DV TZARNTZIVFYRARNNEENTVSRES., 45
CRLZA7 0O HFERHZEEE. ETPFOATLAOBEEZRLTVSAREMEN BV ET.

RKORE, BTLVETFAIONYTAVAZRAZRLTVET,

EC2 Dashboard % Instances (10) info
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name ¢ 'y Instance ID | Instance state v | Instance type
Instances
(] res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows 1-demoadmin4 I-092cdfea7e52e9b9a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4d 1-0b3d134f606a53636 © Terminated @ Q mé6a.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a (@ Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog O res-stage2-vdc-gateway i-00773bc97ccle841d (© Running @ Q mb.large

SR IZE X% Active Directory (AD) BEN Y > R

BT, ADREEERHBERTIDLEDICATTARNTIFYRANIANTE S Idap BSED
ONZ ROBITT, EATDRXAXPZOMHDO/NTA—RIZE, REOERKEICADE NS
X—BERRIIBENFHYNET,

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV F/\v &

Windows AV Ky 7 TlE, UTZHEALTHETR Y>3V E2—BRRTEET,
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PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Amazon DCV N—2 3 EHROBE

Amazon DCV R FAIKNY Ty a2 ICEAEhET, AWS Amazon DCV, ROBlE, 1>
ARN=IENhTWBDCVY I RNDITON—>23a 2RI DAEZERLTVET,

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version
Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Server

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

RunBooks ) B RE

ROEIY VIR, BETHTREOSZME, BRESE BEORRASECBEIDREFEEA
TVET,

« AVAN— DM

Amazon DCV N—2 3 U8 OBER 228


https://aws.amazon.com/hpc/dcv/

Research and Engineering Studio I—H—H4A KR

+ CloudFormation A& v 7 [&WaitCondition received failed messages E WS XY +—2 TERKIC
KB LU FET, Error:States.TaskFailed"

« CloudFormation AZ Y I EBICEREQERICE X—JBHANZEEThEL

s AVABRYAY A U I)LE LI vde-controller A"k BUR RS

« IR¥E CloudFormation AR Y I FKEAT I VORI T —ICKVHEIRICAKT S

s REOERFICCIDRZOY INTFX—RTIZ—ARELELL

« RIBERF D CloudFormation AR v JER D kK

+ AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) ARXY VDERDN LK T D
- ID EEBOEE

+ iam:PassRole Z XTI 2RI BV FTLEA

« HZMO AWS 7AHT > RSO T —H—IZ AWS )Y —A D Research and Engineering Studio
ATV EAZFTL LWV

s RBICOJA429%E, 3<<ICATAUR=DICRWET,

s OJAVHEHTEO "I —HFRO2AVELEAI IF7—

« Active Directory ICIEME h7zA", RESICKELTWVWEI1—H—

s BV avoEERICEATESVI—Y—

+ CloudWatch 92 AZ—XZX—2+v—OJ0H A XFIREBIZ—
. Storage

c RESZFALTIZPANIATLEERLELLES, VDIFRARENTREhFELBA

s RESEZNULTTIFANIATLEAR—RLUEA, VDIFRAKINT hEABZWV

« VDIRARASHEAEETERLD

s PO LAFITRENI—AT—ADHI

« RES »' 5 Amazon FSx for NetApp ONTAP Z/ERRLEL A, RXLIZEZMLTLVEEA
« AFTv7Tavh

« AF VT3V NDAT—RAN Failed THD

c AFV T AV, T—TIINEAVR—NTERP O ECLEZRIOTELEICERAEThEE
Ao

s AVIZARNTOTF ¥

s EBBAVAZRANBVO—RNS R4y NITIL—T
s RETFAVRNYTDREE

e RESUITITR—RITEZHO\DIs ZHENERITZINENHD
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Windows Virtual Desktop QAT A > T AT "M EBEBCRETNTVET

&R Y — X CertificateRenewalNode D EA R ICFEIEAE O BMHRATIN S
UBCH#EL TWERBTAIRNY TAERICERTERSBEY L

5 DQRETFRAIMYTUAREBTEAV

T ATV N Y7 Windows D#E#ATIE "#ERESBAUShELLE, RV AR—KIZ—"
VDIsZ7OED I ZVJRETAEZY VTS

HEERIC VDIsAH T —REICED

OJ4>9%&, VDIEY S a U AZHABEICEYET

s RERFAIRNYTAVR—FU b

Amazon EC2 A VAR AN AV =)L TR T =4 IBRL R R

AD/eVDI EZ 21— )LICSMTE RN 2 == IC vde-controller 1 2 ARV AN A4 2)LL TV
FITH., APIANILAFIYVIONFNRBLULTVET

70T, V7RV ITFARY VZBELTEMIDEEICTIFVVICRTEhERA

cluster-manager Amazon CloudWatch AZ'(IZ (&, T<user-home-init> 7 HDO MEELERATE
FtA. I—Y—ORPAZF > TVETL ERTFENFT (PHVNEFI—H—FETT ),

0742 F4T78O Windows AT KYZIC "TFADY MAEMCE2>TVET, EEEICHE
WEDELSEZ L,

HNEB/EE D AD FREICE TS DHCP A 7> 3> ORE
Firefox T2 — MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env BB

res-xxx-cluster stack in "DELETE_FAILED"REET&H '), [Role is invalid or cannot be assumed"
I5—DEHFHTHIRTEEEA

O oUxE

VDI OJ oA~ >O0—R

Linux EC2 A VRE VAL 5007 0H 0> O—R
Windows EC2 f ARV AAS0OOJ 0V O—KR
WaitCondition TZ>—®M ECS O OUXNE

. FERE

D7ONAZ—AQORAIVITANZNBEIDZLENTEREOTA T T—
TEARY IQF—O0—ABEL L

RunBooKks W TERE 230
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« VDIAZOEDIZVJREOEFERFHAFELLTVS A, VDI OEFAE> 2#£I(C VDI Z AD
d—¥—cLTada4rTceEn)

« SSOMERERICRES VI 7AR—&)NICOTA>TERE

« AD 1—H—I&, Linux VDIs ZIEEICEELEBTE, 77ANTSOHEFERAL THR—LFT A
LOKNDICTOEATEEEA

s SSHT7 VAN BRI >TVWDE, ADBEBEI— Y —REFBEAARANCTIVELATEEREA
s RESHZIY—AARRY VIC&2>TF7OA & hiz Active Directory DR E B

12 A=) OEE

(N =Xy

+ CloudFormation A% ¥ % I&WaitCondition received failed message s &EWS XY +—I THERIC K
MU E 9, Error:States.TaskFailed"

* CloudFormation AR Y VA EBICERENERICE X—ILBHANZEE BV

s AVABRYAY AU ILE I vde-controller A"k BUR B

« IR¥E CloudFormation AR Y I FKEAT DI ORIT—ICKVHIRICAKT S

- REQERPICCIDRFOY INTX—RTIS—HARELEL L

- REBIERK TP D CloudFormation A& ¥ JEK D KB

+ AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AZXY VDERDN LK T D

CloudFormation A& ¥ 2 [&WaitCondition received failed message; £€WS XY =—
S THERICKBL F9, Error:States.TaskFailed"

BEEZRFETSICE. £VWSBETO Amazon CloudWatch OJ J ) —7" N E I <stack-
name>-InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, [g
CgaioOJd N —7THFEHH 2560, HRAOICERTEZOTIIL—T2fAXNET, OTJAOGT
Z=XvE—JICE, BEICHIZHABRNI RTENET,

® Note
NTA—BEIZAR—ANF BV EZRRELET,
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CloudFormation AR Y N EEICERETNERICE X—)LBAINfZEELEZV

CloudFormation AZ Y IN EBICERENERICEX—I)IOBEZ2ZIELEN 2 LBEE. UT%
BRELET,

1. EX=ILTRLANTA—=ZNFELKADEThICEZBFELET,

EX—=ILT7RLANELLBEVWDA, PUOEATEZWE S, Research and Engineering Studio
REZHIRLTEF7O0/LET,

2. AVAZAOHTA I OFHIZ DOWVWTIE, Amazon EC2 OV =)L ZREL T EE L,

<envname> 7L 74 Y VA NV Amazon EC2 1 Y ARV AN T EHE L TRRE N,
HLLVA ARV AICBEBRA S NBBEE. XY NDJO—UF12lF Active Directory D E%7E IZ [EIRE
NFHDAREENFHYET,

3. AWS High Performance Compute L EZF 7’04 L TAHASBI Y —REERL HE
. VPC, 7SAR—KNGTZRYRNENTUYIOHTZYRN, BROTOMDIBIRL 2/NZ
X=BHFARY DICE>THERENECEEBRELET,

NZA=ZOVThANELLBZWEER, RESRIREZHIBRLTETF7O/MT3HENf $25
BFBYVET, FHRIIOVWTR, "®H#ROT7AVAR—)L1 ZZRBLTSEEL,

4. MEOARVY—AZFEALTRRZF7O4LEBEE. XY NDJ—2 & Active Directory #°
FRENDEBEE—BHL VR ZHAELET,

AVTZANTOF ¥4 AR AN Active Directory ICIEFEICSMU EC L ZBERTHI N
BEETY, DATY 7% the section called “4 > AR AY A4 )L F f= & vdc-controller A"k B
REE"L CRABEZEMRLET,

A2VARAY A )L FE=IE vde-controller A" Sk BUIR BE

COBMBEOREAREOEVERRIE. VY —X (M) A" Active Directory ICIEHE S MTE R
WCETT,
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BREZREAL T S IC &

1. X RZA4 A5, vdc-controller DRITHDA ARV ATSSMENEY > a > ZRAKLE
9,

2. sudo su - ZERTLET,
3. systemctl status sssd ZE{TLET,

AT—RANIFTOT 147, KB, FEREOTICIZS—NRRENDEBEE. 1 AR AR Active
Directory ICZMTEELATL I,

[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 317248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[—-31248 /usr/sbin/sssd -i --logger=files
[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[-31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NRRRENRRPRHERNR

SsSMIZ>—0O%7

BREZHERT S ICE:

e RUIONVRSAVAVARANS, cat /root/bootstrap/logs/userdata.log &£
TLTOJ=zR/AELET.

COBEICE. 3SO2OBRKFEOVWTIAANEZSNKT,

BARE 1: ABDEhi ldap BEHEOFMEAEL <L

AJZRELET. UTHFEBERYIRENDEES., 12 AR AW Active Directory ICSINTE &
BATLIE,

+ local AD_AUTHORIZATION_ENTRY=
+ [[ -z ' 1]
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+ [[ @ -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

1. RESAZYIDERBPIZCUTONTA—RENAELK A DTN ECEEZERLET,

directoryservice.ldap_connection_uri
directoryservice.ldap_base
directoryservice.users.ou
directoryservice.groups.ou
directoryservice.sudoers.ou
directoryservice.computers.ou

directoryservice.name

2. DynamoDB 7—7 /O EEZEFHLET. T—7 LIk, 7—7ILOT® DynamoDB
V=N HYNET, T—TIBE THEIBENHV) EF<stack name>.cluster-
settings,

3. T

—TILNEEFHLES, BEREA AR A%ZERETL TWS cluster-manager & vdc-

controller ZHlBk L £ ¥, Auto Scaling I&, DynamoDB 7—7 L D&FOEZFERHL THL WA
VARV AEREBULET,

BAJFERA 2: ServiceAccount I—H—FAELK A DT TLAEW

OJ A 2R 9HSInsufficient permissions to modify computer account, AZXY I ®
ERBFIC AU 1= ServiceAccount EATEEL K BVATREMN BV E T,

1. AWS 12V —JLA 5 Secrets Manager ZH & £ 9,
2. directoryserviceServiceAccountUsername ZREZLET., >— LY MNE THRIHE

A&,V EJ<stack name>-directoryservice-ServiceAccountUsername,
3. —ULYyhEBVTHEHER—DZXRRLET, >—IJLYMET, >—JL Y NMEDHE Z
BIRL, Z7L—2TF AN 2EBRLZET,
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4, ENFEFEILEBEE. REOBRERTHO cluster-manager 1 > A X > A & vdc-controller A
VAR AZHBIBRLE T, BEAT—1U Tk, Secrets Manager DRFEZFEAL THL VA
VARV AZEBBLULET,

BARRE 3: ServiceAccount /NAT—RAELLS ADE TV

O7C ERRENDBEEInvalid credentials, AXY U DERREIC AN L = ServiceAccount
NAD—RAELLBZVAREEN BV ET,
1. AWS 2V —J)LH S Secrets Manager ZBZ £ 9,

2. directoryserviceServiceAccountPassword ZB®RELET, >—IL YN THIHE
A&V EJ<stack name>-directoryservice-ServiceAccountPassword,

3. —ULYbPERVWTHFER—SZRRLET, >—JLYNMET, >—JL Y MEOHE %
BRL, Z7L—2FTF AN 2BRLET,

4, NAT—RESNEBE, FEEAALENAT—RHFELWAES DA SHWVEE
(&, Active Directory & Secrets Manager T/NXATJ— Rz &Y NTEET,
a. TNAT—RzZUEY KT5IZIFE AWS Managed Microsoft AD:

i. AWS O VY—J)L%zBEE, IZBEHL £9 Directory Service,
i. RESFALUNUODT«4LORNYIDZEBIRL, 702327 BRLET,
i. A—¥—NAT—ROUEY NEERLZET,
iv. ServiceAccount 1—H—FZZAHLET,
v. HILOUNAD—RZAHAL, NAD—ROUtLY NZ2BIRLET,
b. Secrets Manager T/NXAT—RzZUtY NTBICE:

i. AWS 1>V —JL%ZBE&, Secrets Manager ICBEBL £,

ii. directoryserviceServiceAccountPassword Z#&EL&EYT, >—7
LY NE THRIRENHV) EF9<stack name>-directoryservice-
ServiceAccountPassword,

i. =LYy ERVTHEEAR—ZRRLET, >—JLYNET, >—JL Y NE
OEE ZiBIRL, 77L—TFAN Z2BIRLET,

iv. [#mEE] ZBIRLFET,
v. ServiceAccount I—H—0OFHL VWINAD—REZREL., REZBIRLET,
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5. BEEHL EBEE. REOBRERERTHO cluster-manager 4 > AR > A& vde-controller 1 >
AR ABHIBRLUET, Auto Scaling l&, RFOEZFERALTHLLVWA AR AZRBEL E
CB

IR¥E CloudFormation AR Y INKEAT IO RNIT—ICKYHEIRICKKT S

BEQDKEAT DTV NIT—HFERT <env-name>-vdc CloudFormation AR ¥ 2 O HIBRA" %k B
L A vdcdcvhostsecuritygroup, AV —)L&ZFERL TAWSRES MERL BT X Y K~
FhEEF1VTATI—TICEBE NIz AmazonEC2 A VARV AN ERTH B AREMEN BV T
ED

COREZMBRITIDIZE., COFETEEBESNIEITINTO AMazonEC2 /1 AZ VA% KREL THK
TLET, TN, REOHIKRZBHRTEET,

RIEOEKFBICCIDR7AOYINTA—RTIT—HIFRELELLE

REZERTDIE, LARVARAT—RAN [FAILED] ® CIDR 7OY YNTX—RIZIT—H KR
ThET,

IZ—n4Hl:

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

COREEEZBRIDEDICEEETNBZIERAIE xx.x.0/24 £ IE xx.x.0/32 TT,

IRIBER B D CloudFormation AZ Y J4ERK D kB
BEBOERICEK. —EODY—-RERARL =23 NfEgENET, —BO)—>23 20T, BED
BEAREL, CloudFormation AR Y J DERA KK THAeEMN BV ET,

CDFE, BWEZHIKRL, EREZBHATLET., LR, HlOU—23 2 THEREZBHATIZZEE
TEET,
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AdDomainAdminNode CREATE_FAILED THE) Y —R (TF) AR Y U DERN %k
BT B

TERBEARZY VDERFROIZ—TREMLUIEBE, (VAR AORBROTOED I _2JH
(= Amazon EC2 /Ny FEAN FHE IFREL ETREAN B XTI,

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

KBMOBRERZHBFET D ICIE:

1. SSMAT—KIYZ—=—Jv—T, NYFEANREEATVRIAESH, BLTIXNTODSIVA
BUACRUTREENTVRILESHZRELET,

2.  SSM RunCommand/Automation D ETEE T, /NY FEHBEED SSM RF 1 X2 NOETH
AVARADORBE—HITIHNESHERELET,

3. RO AmazonEC2 A VABAQOOT 774N T, O—AINA AR AOOTRB&R R
LT, 7O 3 Z20HICA VARV ANBREBLEAESH EHIBLET,

NY FEANMNERTEABENRELEESE., BBHNSPLBLSEE 150BICRESA VAR AD
NY FERZESEBET,
D EENORRE

SUINYAUFT (SSO) E IDEEDRBREALEDREER, REZIANRERTRELE T, SSO XK
EOREICOVWTR, UTZZRLTSEEL,

« the section called “IAM Identity Center T®M SSO D& E"
« the section called “SSO A® ID Z7O0/NA A —DF&E”

EEICHETHTOMOBEEZE NS TN 21—FT4200F3IC@}. L TFTORNS TN a—F14>
TJREY ORSBLTLSEEZL,
(=R
« iam:PassRole ZE 1T I D#ERENHV EFHA
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« BZ®DAWS PHI 2 NAADOI—H—IC AWS )Y —AM Research and Engineering Studio \
DTV EARZHFALEW

s REICOVA429%¢E, IKICATAUR=JIZRYET,

s OJAVEITRO "I FROhVERLEBAL ITT5—

« Active Directory [CIEMIE h/zA. RESICRELTWAI—H—

c BV IVOERKICEATERVI—H—

« CloudWatch 9 ZAZ—~XZ—2v—OJ0H A XFIREBIZ—

iam:PassRole ZR1TT 2RI DV FEA

iam:PassRole 77> 3> 2RI T3HEBRNIBZVEVSTIT—HNERRENERZEE. RUS—Z2FH
LTRESICO—IINZETCENTEDLSICTRDHRENHYET,

—E0 AWS H—E AT, HILWH—EAO—=ILFEEH—ERICUOchEO—-IL&ZEKTS
KHWIZ, TOHY—FRICBREEFEOO-INEZETENTEEXET, TOLEHIZEFE, Y—ERICO-I)IL%
EBIST IV EAHFAIN VETT,

ROBIOTZ—E, marymajor EWSBETD IAM 1—H =AYV —I)L2EALTRES TV o> 3
VEEBITLERDSETDERELET, L, COT7O2arEY—EANEITITDICE., Y—ER
O—=IAsHEENET O EAHFUNYUETT, Mary IClF, O—IILZH—ERICETT IV EAFHFT
FHY)EEA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

COBE. Mary DR —ZFH L TXFT U —IZ iam:PassRole 77> 3 DRITEZHFATHIHE
FHYVET, YR—IHIBELZFEE., AWS BEEEICSBLVELELSEETV, Y4214 ERER
ZRMUCEYENEEETT,

B2 ® AWS 7HT72 NSO I—H—IC AWS U Y —A®D Research and
Engineering Studio NOTF7 A ZHFTL £V

OTHI NOI—F—PEBADOAY, VIY-ALTIELAIZLEHICEATEDO-ILZERK
TEXRY, O-LDEEZFZEERXIZDI Y —ZEBETEXRT, VY—AR—ADRIZ—FKE
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TOEAOMO—)LJAN (ACL) ZHR—KIBH—EANDBE, ThS5ORU—ZFEAL
T VDIY—ANDT I EAERETEXRT,

A OVTR, UTZZRL TS EE W

s FIBLTWA AWS 7AHTY RETUY—ANOT VA ZRHTBHFEICOVTR, IAM 11—
HW—HARD "MELTVRROAWS PAHI KD IAMIA—HY— QT I AZREITS, =&
ZRLTEEL,

« Y—RN=FA—AWS TAHIVNZVY—ANDOT VL AZRHTZHFECODVTR, IAM 11—
H—HARO "HU—RN—TFTA—DAETE2AWS THIOT IV AZRHETE, 22 RL
TLEE L,

*c D7IFL—232ZBUTITIERAZRHITZFECODVTRE, IAMI—¥—H4 RO "HE
THRAETNEI—HF— (D 7IFL—23 ) ANOT7 7 AZRETZ, 22RLTSEETL,

« VART AV RTORAZO—-ILNEVY—AR—ADRI D —ZFEATRIHEDEVICOVWT
FE. IAMI—HY—HA RO "IAMO—)ILEVY—AR—ADRIZ—DEV ) Z2BBLTEE
Wo

REBICOJA>95dE, 9<ICATAMUR=DJICEYNET,

COREEE., SSORMENHRENEME->TVWBRBEICRELET, BEBEEZBETDICE. O O—
S—AVARAOVEFIVIOL, I5—HFBVHREEEELET,

OJ%#®RI3IClE

1. CloudWatch AV — )l ZzBRA&E£9,

2. OJITI—=7hrs, EVWSBRIOTIN—TRBDFTET/<environment-name>/cluster-
manager,

3. OYIJIN—7%#RWT, OJARNI—LDIZT—ZBRELET,

RERBRTDICIE:

1. DynamoDB 1V —)LZR<

2. FT=TIhsE, EVWSEEOTF—TIN%ERDFTET <environment-name>.cluster-
settings,

3. F—7I)%BEE. Explore table items ZiBIR L £,
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4. TANR—EIV>3VZERAL, ROEHZANLET,

- BME-F—
- ZF-ZBT
+ fE -sso
5. [Run] (£17) ZEIRL E 7,

6. BRENENFHT, SSOREB/AELWVWCEEZBRELET., EL<L<EWIESIF. sso_enabled
F—OE%Z False “ZELET,

Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled -]
4
[ value ] O True © False

7. RESA—H—A2R2—T7ITA4AILRY., SSO ZBREL XTI,

OJA42ETKO "I—Y—NFREOPVEEALI I5—

A—H—HNFRESAVE—TIAARICOATA 2 LEDELEEEIC TI—HF—=NFREO2DPYEEBA,L &
WS IZ—HNERREh, TOI1—H—AH Active Directory ICTEET 25!

o I—HY—AN"RES ICEHEEY., READ ICI1—HY—%ZEML EBE

e IdA—HY—-AHNEERESICABMENTVEVAREEN HYET, RESF 1 HECEICEABTS
o, ROBYPRBRICI—HY—PEINEAELEFEL TERIDIVEN HDIEENHYE
T, I<ICAHTRICIEE., "1 OFIEICHVE T Active Directory ICIEMIE A, RES ICXK
ELTWAHI—H—,

« A—H¥—N RES ICFETDHE:

1. BENYEINELKREESNTVAR L ZHAELET., FHICOVTE., "2 JL54
F2 (SSO) AR ID ZONAZ—DFEEL Z2FRLTSEEL,
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SAML 8 & SAMLE X—J)LOWANI—H—DE X—=)ILT7RLAICIYEZTEZhTWVS
CEEBELET,

Active Directory ICIBfIE hizA", RES ICXZELTWA 1 —H—

(® Note

CDtU<3aId RES2024.10 AFICEAENET, RES 2024.12 BAEIZOWTIE, T
ZSBULTLKECVEAHEFHTEIT IR SEE (JJ—R 2024.12 $ KU 2024.12.01)s RES
2025.03 BABBICDOW TR, T 2B UL K ECSVERZFH CHAE G FEILETSHE (U
1) —2R 2025 F 3 L),

1 —%—% Active Directory [CIBIL TE RES ICBWEEIKE, ADRHE N H—T2HENHYE
9, ADEHAIE. ADIT> MU %Z RESIREICAR—KMNT S Lambda BEICK > T 1 KRB EICE
TENET, BEICK > TR, HFLLVI—HY—FL@EII—72EMNL L&, XROBB7OEANE
TENDETEETDENHVY)ETF, Amazon Simple Queue Service M’ S FEI TR ZRHBTE
9,

RB7OtAZFHTHHELET,

1.

2
3.
4

Amazon SQS 1V —)LZHEEXY,

F1—H5., ZEBRUEI<environment-name>-cluster-manager-tasks.fifoo
XY E—C0EEEZE ZERLET,
XY =B XIZE, ROKSICAHDLET,

{ "name": "adsync.sync-from-ad", "payload": {3} }
XV tE—=20)—=7IDICE, RDKSICAHLET, adsync.sync-from-ad

XV E—IBEHRIDICE., FUVHLABRBFXFIEAOLET. COIMJE, BX5
DURCTONEIXNTOFVHLERREBDIBENFf ®VET. TS5LHVE, UIJIANZE
WENKT,
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vy a nERBICERATERV I —Y—

v alEERTIEREEN. Y>3 OEREIC Active Directory ILEL TWB 1 —H—HE
ATERVWCENYBRALEHEE, 1RO TOJA U ITIMENHDEENBYET, Y
2AVRTITATRI-Y—ICRUTORMERTEERT, POTA 71—, 2AEEE1
ERBICOTATRIRENFHYET,

CloudWatch 9 S AR —YZX—>v—O7 0O A4 X4IREBBIS—

2023-10-31T718:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

CloudWatch 7 5 AZ—XZX— vy —OJICCOIT—NRRENLEES, ldap BENRL 21—
H—LA—RAFZSTEDAREMN BV ET. COBBEZEBETSDICE. IDP O ldap BRERFEROHIR
Z5|E LITET,

Storage

REY D

« RESZFERALT77ANATLZERLELEN, VDIKRAKNINTREhEFERA

c RESZNLTTIFANIATLEFAR—RLEN, VDIFRAKNIXRTI hEhEL

s VDIRARDSFHEAEETERL

« RES A5 Amazon FSx for NetApp ONTAP ZHERK L EL A, RXAIZSMLTVWERA

RES ZFALTI77ANATLZERLELEES, VDIFRARNIRI hEhFEE
A

T7ANATAR, VDIFTRANTN D NTDHIC "EHARE, RETHIHLENFN HVET, UT
DATYTIR2T, 774N AT LNV BARETHZ 2B LET,

Amazon EFS
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1. Amazon EFS OV —)LICBEBL £ 9.
2. 77ANS AT LOREN FERATETHD D ZBIELET,
T7AINATLORENEATRETEVESE., VDIKRANEZERETIHICEFSET,

Amazon FSx ONTAP

1. Amazon FSx IV —)LICBBHLE T,
2. AT—RANERURETH D 2B LET,
3. Status A" EAABETHE VB AR, VDIKRARNZRETDETHELET,

RESZNULTTIPAINIATLEAVR—RLEAD, VDIKAKNINTY hEhizW

RESICHAVR—RENDTT7AINATALICE, VDIRANY T 7PANTATLZNY I NTED
KA, BERBREFIVTATIN—TIIN—IHFREETNTVRIUENHYVET, chsOT7AILY
AT ALk RES DA TEREND -, RESEBEETZ X1 )FT4JIIL—TII—I)2EBELEL
Ao

FUR—RENLET7AINATALAICEER TSN EEF I VT A TIIL—T1F, ROAINTV RN
74V EFUTIRENHYET,

e Linux"RARASDONFS RS 7 4 Y4 (R— ~: 2049)

« Windows "7/ RARNAS D SMB NZ 7 14 Y U (FR— N: 445)

VDI RAKRD SFHEABTETERZL

ONTAP (&, R 21 —A® UNIX, NTFS, MIXED EF¥21 VT 1 ARSI Z2HR—KMLTVET, &
=\=1 T4 AZA)IE. ONTAP A F—R 7 Ot AZFHIZ1-HICERATEIT IV EAHFAORAT
NSO T IV EARFAZEETEDRIVZAT U NEATEZRELET,

EEARF, RVI-—LAUNX EFIVTAARAMIINZERLTWVWRIHEETE, ONTAP OXILF
Z7ORJLNBHEICKY), SMBOIZA T NEBIEHRET—RICT IV EATERY (L, B
WALB RURBAETNBDBEICRYET )o L. ONTAPRE UNIX VZA T ROINFRAT 14T
V= I)ZFEALTEETED UNX 7V EAFAZEALET,
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TOAFAREOI—RT—ADHI

Linux 7—270—RT®O UNIX ARAIILNDOR) 1 —LOFER

TOEAFTE, fEOI1—H—0 sudoer TRRETEXRT, L&A, XDOHITE. /<project-
name> 74 LU NJICH T B <group-ID>FTEBFHEAMY/EEAKT IV EAFAOITNTOX
N—EZHFELET,

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

Linux & & T Windows 7—2J0—RT®O NTFS AZAIINDOR) 1—LDOERA

HETOELAFAGE,. BEO7AINZORE7ONT 1 Z2FEALTRETEXRT, L&al@F, 1—
H—user_01& 7 #)LA HHBFEmyfolder, Full Control. . ChangeX ik OF UV AFF
A[ReadZ AllowE izl ICERETE £9Deny,

+ Documents Properties X

T - N2 |

Q) Permissions for Documents X

Share Permissions

¢ Group or user names: >
be
3 folder
2 folder
Add... Remave folder
Permissions for Everyone Allow Deny ¢ folder
Full Cortral ] ] Molder
Change O O
Read [ ] O folder
folder
folder
i 2 folder
| 2 folder
Cancel Apply
ot e folder
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AR I1—LAL% Linux 94T > Ne Windows 7547 NOBETHEATZHEE, Linux 1—
H—Z%F LU 1—H—= I domain\username M NetBIOS RX A > EZERICHEEMN T2 RAEIIYE
VO % SVMIZRRETHDHBENHVYET, i, Linux I—H—& Windows I—H— DB TEBRT
BPEHICHETT, VT77LURAICOVTIE, "Amazon FSx for NetApp ONTAP IZ& 2 Y ILF 7O
RIOILD—20—ROEML) ZZRLTLEZ,

RES A5 Amazon FSx for NetApp ONTAP Z4#ERK L EL A, RXALIZSmL TL
FtA

{7, RES OV —JLA S Amazon FSx for NetApp ONTAP Z#ER T3 L., 77 AN AT LIRS
O aZ-> I hEzIH., RXLICSMULERA, FERLE ONTAP 77 4L AT A SVM %
RXAICEATBIZIE. "Microsoft Active Directory SVMs DS 1 28 L T, Amazon FSx T
V=) OFIBICH>TLKEES VY, REBEHRTIEAFAAN AD O Amazon FSx Y —E AT T~
CEFENTVBCEERRBLET, SIMA RXAVICERICSBMLAES, SUMBE > T KK
1> N>SMBDNS RICBEHL, BTHEICKED O DNSEZIE—LFT,

RXAVICEALES, 9T5ARX—RE DynamoDB 7—7 )L M SMBDNS SREF —#MEL T,

1. Amazon DynamoDB 1>V —JLICBEIL £,
2. T—7 ) &BIRL, %ERL EFF<stack-name>-cluster-settings,
3. TExplore table itemsy T, 71 EX—ZRBAL. XOT71I)LZ—ZAHLET,
- BiER - F—
« REF-IZELL
 {E - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. BEhZEHBZERL, RIZT0>a>, GEEEBZERLFT,
5 Uil JE—L 77 SMBDNS ZCEZEHMLET,
6. (RFLTHU®] ZBIRLE T,

TSI, T7ANDATALAICBER TS A EEF I UFT 1 TI—7H, Amazon VPC IC&BD T 7 A
WOATLATOEADARO—)THRENATVWERNS 74 0ZFTLTVWBCEZERLET,
T77ANATLZERATEIHLV VDI RARNE, RXA2IZSMLTWD SVMETT7AILD AT
LBZNTDRNTEDBDRSICBEYEL =,
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F/zl&. RES Onboard File System #8EZ AL TRXA 2V IZBEICSMLU TVWABEFOT7 74T R
TLAEAVR—RIBDEETEETT, REBENSTPALNIATAL, AVR—RITIFPAILZART
LZBIRLET,

AFv7ayv i

KEY D
« AFYVT723Y R NDAT—RAN Failed TH D
« AFVTTavhG, T—TINEAR—RTERA>EECEEZRIOTEEEICERAELEE

ATV 723V NOAT—RAN Failed TH B

RES RF Y723y AR—=IT, RAFY T3V NOAT—RAN Failed DIFE, TF5—HFREL
BB, 95AX—IFZ—> ¥ —0 Amazon CloudWatch A I —7 BB THETREAZEE
TEET,

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

AFv72av NG, TTIINEAVR—RNTERBA 2 LLCEEZRIOTELEIE
HAEhFRt A
UE D env A SHBLERTY T3y MLV env ICEAThBWVWEER, VSRR X—

2+ —®O CloudWatch O AN TREEEZBELE T, BERT—TINITIRFAVR—KEhi
WCENRBBTERENTVERHEEREF., AF Y723y NNFEMNBIRETHD L EERELET,

1. metadata.json 77 A J)LEA T O—RL, EEETEET—7 )LD ExportStatus D AT7—R AN
COMPLETED TH3 L Z2HRLET, X FE4LT—7I)LIZ ExportManifest7 4 —JL RA

AFvT7ravh 246



Research and Engineering Studio I—%—HA KR

REENTVWA L ZBFELET, LROT A= RARETNTOWEWESE, ATy T3y
NEEWBZRETHY, RFYT23ay NOERABETEEATEEEA,

2. ATV 72 ay NoERERKBLES, RESTAFTY 723y NOAT—R AN COMPLETED
L2 TVBREZBERLET, ATV 72aYy hNOERTORAICEZRKRS5~10 00D E
To ATV 723y NEER—JEBO—RFLEFEBT7I7EALT, AFv7>ay NFEEIC
ERENECEZBREBLET, ChiCkY, ERENERAFTY T2 a3y MBI RREICEY E
¥,

12T ZANZDOF+

NeEY S
« EBBAVAZANEVWAO—RNSG Y —2—45'Y NTI)I—7

EEBBAVARANFBZVWO—RNZ Y —2—5Y NTII—=7

F—N—I5— XY t—IBEQOHBEN Ul CRRENDH, FRAIMNY T Y AVHFBERTESL
WEE, 4127 FARNTZTF ¥ D AmazonEC2 1 ARV AICEBEAN H D WRMEANH VKT,

BEOREREHETDHEFK., £9 AmazonEC2 AV —ILT, B#YWERLETL, ILLA AR
VAILBEBRIASNTVREEDND AMazonEC2 A VARV AN B WA ZHRTDETT, T
M35 & . Amazon CloudWatch logsZ #5923 C & TRENMHME hBBEEFHUET,

£5120FFR,. DATLAAOO—RNZ Y —Z2HEIZETT, JATLICEHEN 5T
M HDCEZRIOE,. AmazonEC2 OV Y =)L TROD 2 12O0—RNZUH—I2, RS h
EEBBAAR ANRRENBEWEETT,

BEOABOBFEZUTICARLET,

AT ZARNZOF Y 247



Research and Engineering Studio I—H—H4A KR

EC2 Dashboard X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

¥ Instances

Instances Details

Instance Types

Launch Templates

Target type Protocol : Port Protocol version VvPC
Spot Requests

Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad10chse [2
Savings Plans
Reserved Instances 1P address type Load balancer

1Pva res-bicfn3-external-alb [3

Dedicated Hosts

Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0

AMIs

AMI Catalog » Distribution of targets by Availability Zone (AZ)
elect values in this table to see corresponding filters applied to the Registered targets table below.
v Elastic Block Store
Volumes

snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Network & Security Registered targets (1) Register targets

Security Groups
‘ Q Filter targets 1 [o]

Elastic IPs

Placement Groups O Instance D v | Name v | Port v | zone v | Health status v | Health status details

Key Pairs
[m] 1-0ba5d508631f20043 res-bicfn3-cluster-manager 8443 eu-central-1c @© healthy
Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

Healthy T RUA 0 DBE, VIVITANERETE S AmazonEC2 1 VARV AN BV &R
LET,

Unhealthy T KU A 0 AADBEIE, Amazon EC2 1 VARV AN BIRL TV S AlgeEN H V) F
T ctild, 1 VARN=ILENTVRTTIVT—232YTRIDITHIANLAFIVOICEKELTY
BOWCENRRTHDAEMEN B ET,

Healthy T> N & Unhealthy T R OWEEA 0 DFBE. XY NIT—VOREZADOAEEMERL
F9, LA, NTVYIHTRYRNETTAR—=NGFT XY NI, HIETD AZs FEVEE
FHVET, COREBIRETDE, IYRND—IORENFFEIDEEZRTEMOTFANNTOY
V=)ICRRENDBENHYET,

BRETFATIRNY TOEE

NeEY D

* RESTYI7R—ZITEHD VDIs 2 RB/BERITIBENHD

Windows Virtual Desktop QAT A > T AT M EBEBCRETSNTVET
SAEB1) Y — A CertificateRenewalNode DA ICFIBAE QBRI TN D
DENCHEL TVWERBFRAINY A EREICERTERS<AYELE

5 DNRBTFAIRNY T UARBETE )
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« ATV MY 7 Windows D#E#iAITId "EEABAUShELE, FFAR—KNIT—"
« VDIs7OED I Z_ JRETAZY VTS

s EERIC VDISHA TS —IREICKED

s OJ42¥%E, VWDIEYYIUATEHAEEICEYET

RES VI7R—ZITEZHD VDIs 2 2B/ BRITISEN HD

Z8O VDIs ZNY FTRBEAGBR IS L, DynamoDB T—7 I 0o7OEEDa_—_ Jd&EnikR

IL—7"Y N (5~20) environment-name.vdc.dcv-broker.dcvServer A" SREETNTWVWS =%
TIT5—RREICKRDAEEN BV KT,

COMBEZERITSICE. RIZRTKSIC. AWS DynamoDB 1>V —ILMenvironment -
name.vdc.dcv-broker.dcvServerT—7 I OB AFGEAEV) /EZAKF YN FA—IZY K
Z, BEOFYNTA—ERARATF—RICEIVWTEETEEXT,

>
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Edit read/write capacity

Capacity mode i

simplify billing by paying for the actual reads and writes your application performs. Manage and optimize your costs by allocating read/write capacity in advance.

() On-demand ] [ © Provisioned

» Capacity calculator info

Table capacity
Read capacity

Auto scaling | info
Dynamically adjusts provisioned throughput capacity on your behalf in response to actual traffic patterns.

O on
O off

Minimum capacity units Maximum capacity units Target utilization (%)

(s ) (= ) (o )

Write capacity

Auto scaling | info

Dynamically adjusts provisioned throughput capacity on your behalf in respense te actual traffic patterns.
© on

O off

Minimum capacity units Maximum capacity units Target utilization (%)

G ) (= ) (o )

v Historical capacity usage vs current selection

To see detailed historical read and write usage data for your table, go to Cloudwatch [%

Read usage vs current unit selection Write usage vs current unit selection
The number of read capacity units consumed over the last menth. Learn more [7 The number of write capacity units consumed over the last month. Learn more [
Filter displayed data Filter displayed data
[ Filter data v ] [ Filter data v ]
20 == e e e e e e e e e e e e e e e 30
25
15
20 -
10 15
10
5
5
0 P °
Mar 30 Apr6 Apri3 Apr 20 Mar 30 Apr6 Apr13 Apr 20
07:00 07:00 07:00 07:00 07:00 07:00 07:00 07:00
Time (UTC) Time (UTC)
== Maximum capacity units == Consumed read capacity units == Maximum capacity units == Consumed write capacity units

520 VDIs ZEBBTDICIE. WIWCUDEERAKAARL—IVHAMBETHY ., SABY/EFEIA
AEYNITA—IZYRNEZEETDE, RESOORNHEETHAHEMN BB ITEELTL
ZEWV, FMICDWTIEE. Amazon DynamoDB OB E&ER—JT7OED a2 RFY /NI T1ORE
ZHFELTL<EE\, DynamoDB
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Windows Virtual Desktop DO A > FHO 2 R EBEICKREENTVET

RES 7 I 77R—2%)L T Windows Virtual Desktop ZR2BET&E 24", BERKICOJA 2 THAI ME
BEICEREENTVSESE. Windows VDI A Active Directory IZIEEICS ML TWEVHREMEN & V)
9,

MR I BICIk, Amazon EC2 2V —JLA S Windows 1 > AR AICERHEL., OT—RAKNTY
707 =ML EIC:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-
windows\e THEDIZ—XYt—[Join AD] authorization failed:l&. 1 AR A
HFADICSIMTERBA 2 IECEEZRLET, BEOFHMICOVWTE. OJY)L—74 T CloudWatch
@ Cluster Manager O% /<res-environment-name>/cluster-managerZ#z L T<E&E V),

* Insufficient permissions to modify computer account
c COIZ—k, Y—EARATAHDNIADICOAVELI—2ZEMTZENET IV EAFAN &
WZ &ZRUE T, Microsoft Active Directory DY —EATHIO N&EFRETS T, O3
T, Y—ERAT7HVNIBEBRT VAT ZERL TLEEL,
 Invalid Credentials
« AD DY —ERAT7HV Y NOFERHROBMHRI T TVS A, RO LFRIAIEBAIEEENT
WET, Y —ERAT7HIY NORIMEREBRBRELIEEH T SICE. Secrets Manager 1Y —
WCNAD—REREFETED—IVLY NMITUVEALET, RES IRED Identity Management
R—= M Active Directory Domain @ Service Account Credentials Secret ARN 7 1 —JL RT, C
D>—ILYRNDARNDNELVWC EZHBRELET,

S\EB1) Y — A CertificateRenewalNode O E A EIZEIEAZS O A ZIERN YIS

AE)Y—ALZEZFT7OA L, Linux VDIs ND#E#:"The connection has been closed.
Transport error"HlZ EVWSIT—HARELLBE, KRETEMEOSWVWEREIE, Linux T pip
AVARN=INADNELLBVLESICEBNICEHRFE NBEVHRINOLRETT, (ASOEVH
BRI 3NATT,

Amazon CloudWatch OJ 7 I)L—7" &, ROKSHBXY - TEFERTIZ—Z207ICRRT
% <envname>/vdc/dcv-connection-gatewayZ &N H Y £ I,

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-
gateway | dcv-connection-gateway_10.3.146.195 |
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| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195

BREZHERTSICE:

1. AWS PHUY KT, EC2LLBBLET, EVSEMDI VARV AN & BBAR-
CertificateRenewalNode-*, 1 AR AZKTLET,

2. Lambda ICBEILET., EVWSEREID Lambda BIBA RIRENE T, Lambda I— RIZKD&KS
BEOHNBZEVWA*-CertificateRenewalLambda-*®EL T EE L,

export HOME=/tmp/home
mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}"'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh

3. BEHOAZFIY—RACerts ARYITFT7L—RNID2WTWR, 2552 BLTLEEV, T
7L—KNT Lambda J—RZRBDFE9: JY—2RA - CertificateRenewalLambda - 7’0 /\F 14
—>:|_|\“o }5'(0)&573150)75“5)")*3'0

sudo yum install -y wget

export HOME=/tmp/home

mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py
mkdir -p pip
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python3 ./get-pip.py --target $PWD/pip
$PWD/pip/bin/pip3 install boto3
eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

VERSION=3.1.0

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -
0 acme-$VERSION.tar.gz

tar -xvf acme-$VERSION.tar.gz

cd acme.sh-$VERSION

4. *-CertificateRenewallLambda-* Lambda BEOATFY 720 93> &2ATY T3
ODO—RICBEMZAET., T7O4%ZBIRL., I—REENEMCERDETEHEEET,

5. Lambda BEEFETRUH—F2ICEF. TAMZRTICBEHL, TAMNEZEBIRLET, BNO
ADRFBEBV)EHA, ChIZKV), Secret Manager T Certificate >~—%2 L ¥ ~ & PrivateKey
—OLYNEEHITBDAAEEC2 A VAR ANERENET,

6. BETED dcv-gateway 1 > AR A& # T <env-name>-vdc-gatewayL, BEIRT—D>JJ
W=THFHLOWA AR AZHBNICTF7O/1T2DEHEET,

DETIZHEEL TOEREBTAINY T ERBICERTERSAZYELE

TFAONY TEHENABAUShLEY), BETELBLSB2EY)TDE, EBEBLD AmazonEC2 1 VA
BRUOANKRBTBDN, AmazonEC2 1 VARV AN RESIREDAT TR TR LERFEFEILEEhi-Z &N
FRTH3U8EMNBNET, EBEEUIOAT AR, EEETREZSIEHERTITIESHN
HYETH, BEOATEEXBLET,

Amazon EC2 AV —IZFEAL T, A1 VARV ANFKRTELEFELEEhLEAESH ZHKTT D&
ENHYET, FLELESBEE. €85 —ERBLTHTLSEEZV, RENMrMTLESEE. BIOFA
IRV TZERTIVENHYYET, I—F—DOFR—ALAFALIRNVICREESNET—RE, FHILL
AVARAORBEICSIEHREFATEET,
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BEIICKRBUIEA VAR AN ERE U CEERTENTVWRHBEE., EEE VI ZEALTRT
TRIRENHRIBEENBYUET,

520REBTFARAIVNYTULEBETEEZV

A—H—HNEHTERRB/TFRAINYTOBROTT7AILEOFIRE 5 TF, Chik, ROKSICE
BEU ZFERALTEBENEETEET,

« FTAVRNYTREICBBLET,

[_ﬂg] 97‘#&33’_2?)_\'[./353—0

7O ORSERI—H—HBLEYOTT7 A NOFAEN LY I ORRAICHIEET (41O
VEEBRL, EZBHOFHLWMEICEELERT,

[Submit] ZEIRL T EEE W,
s R=DJZEHLT, FLLREFRETNTVREZHFELET,

FATNY 7 Windows D#EHERTIE T#EENMBEALUShELE, RS AR—KT
3_"

Windows 7*A T kv 7##A" Ul T2 — "#EAEMUSsShEL L, MV AR—KT
Z—1 o Windows 1 2 AR ATOFAEDERICEET S DCV H—N—=V T NI T T OBEN R
ATHDAREMELS B ET,

Amazon CloudWatch O 7 I)L—7" &, ROKSHB XY - TEFERTIS—207 ICRRT
%<envname>/vdc/dcv-connection-gateway B & H VW E T,

Nov 24 20@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:
Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: QE9ESC4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:
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Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:
General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: I0 error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

COF/E,. SSMEYSa U Ix—2v—%FEAL T Windows £ VAR ANDELEZRE, XD 2
DOFAERE TV 7AMIIZHIBRT D ENBRENDZEEN HVYET,

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

774V EBNICEERE N, ThUBROEGFEITHIRN TS AREL B XY,

COFETHBEZBAL., Windows TRV MY 7OFHULVWEBTREUIZ—HFRELEESE. V
TRODITAZY OOER BEEFEAL T, BEARENLEIARAETV 7ML EECEEAIAZA
OF LW Windows V7 RIVITARY VRERLET, ChickY), EESEBEERICERATE
% Windows Y 7 RV ITARY UNERENET,

VDIsZ’OESaZ JRETAZRY VT3

TFAVNYTEBFrEBEZEVIO7OED IV TREOEETHDH5EE. WO2HPOERNFER
5h&EY,

EREBETDICEK., TRAVNYTA VAR AOOQT 774 2HBNX, BEORREZ>TWVWSH
REOHDZIZ—ZHLET, CORFIXUNIK, OY 77 4)LE Amazon CloudWatch O9 &
L= DUARNFEENTSY), BABOTBLTARY MEBRY—AREVWSSRIIHFFVNEED
JAVICHEBEBBRAIEENRTVET,
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COBEORENZRREROEL TT,

« FEAHENTWVS AMIID & software-stack & L TEBFEENTVWETAH, RES TlEHR—KEThTV
Tt A,

Amazon XA X— (AMD) ICSEBEBREFLEEY I EWES, 7—NANZYZ770OE
SAZVIARAVIVTRNERTTEERBATLUL, Linux 1 VARV ABE, 1 AR A/Toot/
bootstrap/logs/MOT 77 AI)ICIE. ChICBETR2ERBBERNIEENTVEIHENHYE
¥, AWS Marketplace A SEUEL 7= AMIsID Ik, RES TFAURNY TA VAR ATIRREEEL &L
BENFHYVET, HR—KREhTVRIDLESHEBRBITDICE, TANNSBRETT,

o« I—H—F—RZAV DT NE, Windows RIEFRAIRNY TA VAR AN DAR L AMI A SEE
ThiEZBICRTENFERA,

F72)RTR, I—H—F—RAV VT & Amazon EC2 41 VAR ADREFIC 1 BIETE
hEYT, BEOREBTFAINYTA VARV AL S AMI ZHERL., TOAMIICY 7 RTITA
2V 0BRLT, COVIRNIITAEY ITRHORBTFAINY TZEBLELSETRE,
A—H—F—B2ARA7VTREFHLWMRETFAIRNY TA VARV ATRETEhE A,

CORBEEMBRTBICIE. AMIDERICERA LU ETOEREBTFRAINY TA VAR ATEREL
LT PowerShell AN R4 ROEBEE, XOOX RZEFTLET,

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

RIZ, AVAZVADSHFLWVWAM ZERLET, HILLWAMIZERALTY I RNIDITARY D
ZEFL, BTHLWMRETFRAIONY T ZEBHTEE T, 7OED a2V JREOFEFFODA 2 AX
VATEAUON REERITL, 1 VAR AZBEHL TRETFRINY 7Y 30 Z28ETS
CEETEFRTHN, REZADOHS AMI A SHIOEEFRAINY T72EBHTHE., AIUBENE
ERETDEIEFELTLSLEEL,

HEEI&IC VDIsH TS —IREEICHK S

ZZASNBEBE 1 R—LT7T7AINIATAIL, BB POSX TV EAFHAZEFE > I-—HY—0OF/L
TRNUBFHIET,

chiE, ROZFIVANFETRERIBEEAITAEAETHDAREEN BV ET,
1. 704 &l RES /N—2 32 1F 2024.01 AT,
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2.RESAZYIOF7OA4FIC, O BHN (CEREEnableLdapIDMappingE E L True,

3. RESAAZ Y IDOF7OAFICEBEENLER—LT7AINS AT ALK, RES2024.01 &V EID
N—23a>TEREnED, % EnableLdapIDMappinglci8EL TUBIORETHEAE L E
L #=False,

BRFIE: 77ANATLRAOI—Y—F1LIRN)ZHIBRLE T,
1. DA —NZ—D ¥ —7RAKRAND SSM,
2. cd /home.

3.1s- &, adminl, .. BEQPI—H—RIL—BHITBDTF1LINIVBZE >TFA4LIOKNVZ—&E
RRATIHBENHV) EFFadmin2,

4. F4 LUK ZHIBLETsudo rm -1 'dir_name', ssm-user ¥4 LU KN & ec2-user
FALIRNJZHIBRLBEVWTLSEETL,

5. 1—H—NHLWenv ICERICAPzhTVWREREF, 1——0ODDBFT—7IIAS5I1—H—
N ZHIBRL £ (clusteradmin Z R <),

6. AD FHADBE - VS ARX—X X —2 ¥ — Amazon EC2 sudo /opt/idea/
python/3.9.16/bin/resctl ldap sync-from-adT=E{TLET,

7. RESTITJR—=INHS ErrorRED VDI A VAR AZBEBHLET, VDINH 20 0T
ReadyREICBITID L 2HERELE T,

OJ4>3%&, VDI Y23 AZEHEREICAYET

OJ42#%ICOAVY=IILEY232RA47OVDI Y2 a2AFZATHELAEVEE. X H—/N—
FENATVWRZEZERLET, chld, DCVATFRAIRNYTZARNI—-I2TJLELS5ELTV
8. ANU—322T9% 0SS DRABENRRTHAAEMIHNET, COREAEKOFEVER
&, Xorg REDBETT, ANIX RERITLT, F7AI) D Xorg REICH KR KEFL ZL
KRIOICTEXRT,

Debian X— A ® Linux:

dpkg-divert --package nice-xdcv --divert /usr/bin/Xorg.orig --rename /usr/bin/Xorg ln -
sf /usr/bin/Xdcv-console /usr/bin/Xorg

Red Hat X—_A® Linux:

rpm -q --whatprovides /usr/bin/Xorg && \
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cp /usr/bin/Xorg /usr/bin/Xorg.orig && \
In -sf /usr/bin/Xdcv-console /usr/bin/Xorg

RETFAVRNY TAVR—F2 K~

KNy o
e Amazon EC2 A VARV AN AV =)L TR T =4EV)IRL KR

« AD/eVDI B2 2—)LICSMTERN 2278 vde-controller 1 AR ANY A O)ILLTVE
FH., APIALAFIYVIONRKRBLTVWET

« Z7O2IO0KE, YVZRDITARAEY VEmELTEMIREEICTINE IV ICRRENELRA

« cluster-manager Amazon CloudWatch O (C &, <user-home-init> 7HV 2 NEEREFATEE
BA, I—H—0ORPEF > TVET, ERRENFET (THIYNEI—HY—ETT ),

s OJ A4 RTED Windows TAIKRNY TIZ TPHIORDEMICHE>TVET, EEEICSHV
EhE<EET VY,

o HEB/EEED AD REICEE TS DHCP A7~ 3a > DEE
 Firefox TS5 — MOZILLA PKIX ERROR_REQUIRED TLS FEATURE_MISSING

Amazon EC2 A VARV AN AV —I)L TR T Z2i&VIRL R

AVTSARNTGIOF VYA AZ AN Amazon EC2 AV — )L TR TEHEL TEVYIRLRRE N
2548, FERETOREICEEL TVWAAEMEN DY, 1V TFARNTIFYA AR AZRATIZ
LO2TEBYWET, LTI, EREBETSDHEERLET,

Amazon EC2 11>V — )L T vdc-controller 4 > AR AN K TIRENEVIRLURRENDHEEE.
=LY RBRINFELLBEVABEMN HVET, RESICK>THFENDI—IL Y NI, A
VI7TARNTZOF YD AmazonEC2 A VARV AILTRAYFENLIAM T 2RO  A—J)LRY
—O—HELTHERAETNZ RTINS ET, vdc-controller 44 2)LLTWT, CloudWatch O
IIN—TICRDIT—HNERRENEEE, — LY M ELLKRIFHFERTOEVTREENS B
F9, D—ULYRNIRK, RORTEFFZIBEN BB EICFELTLIEEL,

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
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"res:ModuleName":

DI Z—® Amazon CloudWatch O XY =2k, ROKSICRRENET,

An error occurred (AccessDeniedException) when calling the GetSecretValue

"virtual-desktop-controller"

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-

Certs-5W9SPUXF@8IB-F1sNRv
because no identity-based policy allows the secretsmanager:GetSecretValue action

AmMmazonEC2 A VAR AN RTZ#F IV OL, LRBOVARNE—HTBEZBIELET,

AD/eVDI EZ 21 —=)LICSIMTERA 2 i8I vde-controller £ 2 ARV AN YA D
JJLTVETH, APIAILAFIYVIONKRBLTVET

eVDI EZ A —ILIANILAF IV IICKBLEGE, REAT XAV AVICUTHFIRRENE

ERD

Modules

Environment modules and status

Module

Global Settings

Cluster

Metrics & Monitoring

Directory Service

Identity Provider

Analytics

Shared Storage

Cluster Manager

evDI

Bastion Host

Module ID

global-settings

cluster

metrics

directoryservice

identity-provider

analytics

shared-storage

cluster-manager

vdc

bastion-host

Version

2023.10b1

2023.10b1

2023.10b1

2023.10b1

2023.1001

2023.1001

2023.10b1

2023.10b1

2023.10b1

Type

® Config
@ stack
© stack
@ stack
© stack
@ stack
© stack
® App
®App

@ stack

Status

® Deployed
®@ Deployed
® Deployed
@® Deployed
® Deployed
® Deployed
@ Deployed
® Deployed
® Deployed

®@ Deployed

API Health Check
(© Not Applicable
® Not Applicable
() Not Applicable
© Not Applicable
(© Not Applicable
© Not Applicable
( Not Applicable
@ Healthy

® Failed

® Not Applicable

Module Sets

« default

« default

+ default

« default

s default

+ default

« default

» default

« default

©

FREFAINYTIAVR=—ZT K~
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COFE. TNYTO—MWNBNARK, VF7ARXR—NZ—T v —0 CloudWatch AV ZFANXB & T
T, (EVWSEROOTTI—7%2H L £9 <env-name>/cluster-manager, )

ZXS5NhBEE:

s OJILTHFANDEENRTVWREF A Insufficient permissions, res AX Y I DEREIC
FBEE Nz ServiceAccount I—H—FDARINAELWVWC EZERBL TS EE L,

a717 041

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

Q00020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data @, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

« SecretsManager 1>V —)LA5, RES 7' 04 HIZIRfHEE 115D ServiceAccount 1—H—H (I
TOtATEET, Secrets Manager TRETZD—IL Y NEREL, 7L—2FTFANDOE
BZERLET, I —BHFELLBVEER., MEZERLTO—IJLYMEZEFHLE
9, JWIED cluster-manager 1 2> AX > A& vdc-controller 1 VARV AZKTLET, HiLL
AVABRVARERELEREICEYET,

s BUEINLEAT VY —AARY JICK>TERENLZUY—-AZFEALTVBRIFE, 1—9—%F
(& "ServiceAccounty THBEULEN HV)ET, RES OF7O4 HIC DisableADIoin/NT X —
2 A False ICEREE N TWVWBIBEWE. ServiceAccounty 1—H—IC AD TAE1—42F7>T
IRNZERTRT IO EAFAN BB Z2BFELET,

s FAHALEI—Y—8BNELVWY, OJICTFANFEFEFIhTVWSESInvalid credentials,
AALUENAD—RABEE->TVD D, BRI TVSAEENF HY) ET,

0717 DAl

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

s REODERFICADLE/NAT—RIE, Secrets Manager 1>V —)LIZ/VAT—R
EREFIBR—VLYNITIVEALTHEIMB ENTEERT, >—JL YN (K
E<env_name>directoryserviceServiceAccountPassword) Z#IRL., 7L—2FF R
NOERSZERLET,
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« =LY BRONAT—RAELLBEVEER, MEZERLTO—ILYMNDEZEHRLE
9, JWIED cluster-manager 1 > AX > A& vdc-controller 1 VARV AZKTLET, HILL
AVAZRVAREFHENEZNATD—RZFEAL, RELLEREIEZYET,

« NAD—RNELWHE, #HiE iz Active Directory TNAT— ROBMERA TN TWS T
BEMEAN H V) ET, £ Active Directory TNATD—RZUEYNLTHAS, —JL Y NEEH
FTRIYLENBHV) ET, Directory Service 12V — LA S Active Directory TIL1—H—D /N AT —
Rz)tEY NTEZET,

1. BYBT4LIKNJID Z&IRT S

2.70>3ary, A—¥—NAD—ROUtY hZ2ERL., 1—H—=F (ServiceAccounts % &)
EFLWNARAD—RZTF—LICAHDLET,

JHUKBREULENAT—RAUBONAD—RERBDFERF.
J59 % Secret Manager >—2J LY RONAD—REZEFHLET (Hi:
<env_name>directoryserviceServiceAccountPassword,

4. BTE D cluster-manager 1 > AR > A& vdc-controller 1 VAR AZELTLET, HILLA
VARV AREELEREICEYYET,

7OIO0RE, V7RI ITARY VZmELTEMIBEEICTILETVIZERT
ThEEA

COBBERF, 1——THIoNEAD ORBICEETZROBEICEEL TVWSAgEMNl HY)
F9, CcOMBHIrRELLEBEEE. VTAZX—IX—T ¥ —0O Amazon CloudWatch OJ J )L—7
TI7—<user-home-init> account not available yet. waiting for user to be
synced ", ZFIvOLT, EERABAUAPBEELTVWA L ZHILET,

cluster-manager Amazon CloudWatch O IC &, T<user-home-init> 7> NG &
ERATEFREA, I —ORPZF >TVET Y ERTENET (THVNE
J_—"f—g_@? ) o

SQS HTRIVZAN—&, I—HY—TFTHIVRNITIOEATERZRVLZO, ES—RETERIL—T
> TWET, cOO—RE, - —0ORBPICI—HF—DR—LT 7ML AT LZERL &
SeLEEELCRNIA—ETIET,
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A—Y—THIOBNITOEATERZRVERIE, EHPO AD [CXL TRES AAIELL
HMEETATVWEVTREMENHYYET, HEXIE. BIRESIREDERBICHERAE N
ServiceAccountCredentialsSecretArn/NSX—ZDENELLZVAEEN BV ET,

O74 2 FTHO Windows TAIKNY TIC "TPHOY NFEDCB>TVET, B
BECHBBLEDESEEZ L,

CORP\admin

Your account has been disabled. Please see your system administrator.

A—Y—ArOvochi-BRICBEOJATERWEEE. SSOBATERICY/>F LI
#., RES AICRREE NIz AD TA—H—HEMCBE>TVSAIEENF &YX,

AD TIA—H—=TFAHIY MNFEMICE>TVWBEE, SSOATIVRBERBLET,
S\ER/EEE D AD FRZEICBIT S DHCP A 7> 3> D&

J% B @ Active Directory "The connection has been closed. Transport error" T RES
ZEATSEEIZ Windows BREFRIKNY T T EVWSIT—HAREL EHEE. dev-connection-
gateway Amazon CloudWatch Y TXD XS R ZBERL T EE L\,
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Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc08a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

JWMBE®OVPC O DHCP #7°>3>ICAD RXAOA M NO—5—2FALTVWRHEEK. UTZTS
PBEFHVYET,

1. AmazonProvidedDNS Z 2 DD R XA > NO—5— IPs,
2. RXA &% ec2.internal IZERELET,

LTRICHZERLET, CORENBVWEHEE, RES/DCV F ip-10-0-x-xx.ec2.internal RARBZZRERT
3%, Windows FAVRNYTERNTZVAR—RNIZS— ZRLET,

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox T7 — MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Firefox DI 77 5OH2EAT3 L, RETFAIVNY T ILEHELELS>ETS
& . MOZILLA_PKIX_ERROR_REQUIRED _TLS FEATURE_MISSING EWSIZ—X v tE—IHK
RENBDENDHYET,

FERE, RES VI 7H—/N\—# TLS + StaplingOn Tt Y K7 Y 7EhTLVWS A", Stapling
Validation TR&EL TWEWZ & TT (https://support.mozilla.org/en-US/questions/1372483,

c &, https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing MgRICHE 2
THBETEET,

REFRONY Z7AVR—F K 263
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Env HlB&

[N =Xy
+ res-xxx-cluster stack in "DELETE_FAILED" JREET & ). TRole is invalid or cannot be assumed"
I5—DEOFHTHIRTEEEA

OJ ou&E

vDIOJ oS o> O—KR

Linux EC2 AV ARVAA SOOI DE I O—R
Windows EC2 AV AEZVAASOOJ 07> O0—R
WaitCondition TZ—® ECS O O UE

res-xxx-cluster stack in "DELETE_FAILED" REET & '). TRole is invalid or cannot be
assumed" T —DE-HFETHIBRTEEREA

Mres-xxx-cluster; AZ Y 25" "DELETE_FAILED, RET., FEHTHIBRTERVWEEWE., XOFE
ZETLUTHIBRTEEX T,

AZY N TDELETE_FAILED, JREEIZAZ > TVBBEEE. TTFHTHIRL THTLSEETL, A
XY IDHIREERTDZATOATNRRENDZEN HYET, [HIBR]) ZBIRLFT,
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BBEBARY V)Y —AZINTHIBRLTE, REIDIVY-RAZERIZIXYE-—IHFRFEND
CENBYNET, TOHERE., "REITZVY—RA, &LTIXNTOVY—ARZZBRL, THIRR, =
BRLUET,

ROEDIBIT—HNRRENDEEN HET, Role: arn:aws:iam::... is Invalid or
cannot be assumed
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

chix, AZY VORIRICAEZO-ILA, AZY IVORICEAICHRENIZCEZERLET, C
hz@ET2ICE, O-LOBEZIE-LET, IAMO2Y-ILIEBEL, RICRINTA—Z
ZEALT, TOEOO-ILZEKLET,

s EEENEITATARATTAWS H—ERAZBIRLE T,
e« 1—A4—A T, Use cases for other AWS services%i#IRL £JCloudFormation,

Select trusted entity we

Trusted entity type

[RN] ZBIRLUET, O—J)LICAWSCloudFormationFullAccess '
& AdministratorAccess Ty OF7 V9 EAFAZFELTLKEEVW, LEI—R=DEFRODLSIC
TVYET,
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Name, review, and create

cccccccc

Step 1: Select trusted entities

Step 2: Add permissions

Tags

XIZ. CloudFormation AV —ILICRY ., RAZY U ZHIBRLET, chT, O—IIZERLEET
HIBRTEDELDICHRYWET, HFEIC, IAMOVY=)LIZBFHL, ERLEO-IILZHIBRLET,

O OURE
EC2 AYY—IASEC2A VARV ALOT AT

 LINuXEC2 A VARV AICOTA>F3ICIE, XOFIEICHWVWET,
e Windows EC2 A AR AICOTA>FBICIE,. XOFIEICHWET, XIZ. Windows
PowerShell 2BV TIONXY > REZEITLET,

A7 ZANZOFYRANOTORE

1. Cluster-manager: XDJFAA SV TZAZ—IZ—TJvy—OOJZBEBL. FTYRNITRYFL
x7,
a. CloudWatch OJ J )L —7" 5O I X T MO <env-name>/cluster-manager,
b. <env-name>-cluster-manager EC2 41 > AZ > AM /root/bootstrap/logs 1L U
NIICHBDITXTOOY, cOEIVZIAVOBTHEICHDEC2 AV —IHISEC2AVAZRY
ACOTA2TB1 PSS ICVVIOENEFIBIZHST, A VAXAICAOJA 2 LET,
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2. Vdc-controller: ;X D3ZATH S vdc-controller DAT ZEEBL. FIUY NCT7EYFLET,
a. CloudWatch O J I —7 5O ITXTHOT <env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 41 > AR AM /root/bootstrap/logs 1L U b
DIZHDINTOOT, COEIZIVOBHEICHBDEC2AVY—INASECCAVAZVA
CATA2F21 PSS ICVIOENEFIBIZH ST, 41 AZAICATA2LET,

OJZBEICEETRHED 1 DEF, LNXEC2AVARVAASOOTDE D O—RkEo>3
VOERICHRSICETT, EVI-NBRAAZVARICBEYNET,

VDI O DUx &

X592 Amazon EC2 A VAR AZBET S

dA—H¥—N Nty a>8a TVDl 228 L FEVDI1, AmazonEC2 OV —=ILDA VARV A
DX TBEHE (CV) E¥T<env-name>-VDI1l-<user name>,
Linux VDI O M UXE

CcOEITIAVOBEBRIZHDAMazon EC2 AV Y —INASEC2AVARVAICOATA2 TS
DI OENEFIBEICH>T, Amazon EC2 IV —)LA 559 % Amazon EC2 1~
AZAIZATA42LET, VDI Amazon EC2 1 AR AD /root/bootstrap/logs# LT
/var/log/dcv/ T4 LI KNJICHBDINTOOTERBLET,

OJ&#WBIT2AHEN1 2@, OJ%s3ICF7Y7O—RL, FIHASEDO—RTBIET

To TOEDHICE, RKOARATYTILH>T120F4L IV NUASITXNTOOTZRBL, TV

7°|:|_ Hbﬁ?o

1. /root/bootstrap/logs FA LIV KNUDTIC dev OJZ2IE—FBICIE, ROFIEIZHREL
9,

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2.%02, Xotwo>a> T, LRSS TVWAFIEICKE >TOJVDIOJ0A D O0—R&EAD
\/D_Hl/ij-o
Windows VDI 0% M UX&

COEITaAVOBEICHDAmazon EC2 AV —=IAS EC2A VAR AIZOTA>T
.0 T2 OENEFIBEICHE> T, Amazon EC2 O Y =)L A S5Xtixd % Amazon
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EC2AVARVAICOY A LET, VDIEC2 41 ARV AMD $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ /4 LI NUTITXTOHOOTZEWMELET,

OB d25E0 12, OJ%2S3IC7Yy7O—RL, TIHABSEATO0—RTBET

T, CcNETSICE., "AOEI>3Y T, CREETNATVBRATY ZICRVEIVDIOTDOA
O—R,

vDlOJ oA >o>O0—R

1. VDIEC2AVAZVADIAMO—/)ZEFHL T, S3TIVEARAZHFALET,

2. EC2O2VY—=I)ICBEL, VWDIA AR AZERLET,

3. FALTWSIAMO-)IZRBIRLET,

4., TFORAFUTOEMROYZAIA_1—OF IV RAFARIS—€0>3>T, RUZ—0
TRy F&IBIRL, AmazonS3FullAccess RS —ZBIRL £ T,

5. TURAFAZEM ZRBIRLT, TORIVS—ZTRYFLET,

6. TDE,. VDIZRATICESVWTLTOFEICH#>TOITZ2A I O0—-RLET, ED1-)ILBE
AVABRABILBYET,
a. LInUXEC2AARANSOOT DRI O— R Linux A,
b. Windows EC2 4 AZ VAN SOOT DA > O— R for Windows.,

7. B#EIC. O—J)L%#HEL TAmazonS3FullAccess RS — & BIBRLE T,

(® Note

INXTO VDIs, EELUIAMO—)L&ZEALET, <env-name>-vdc-host-role-
<region>

LInuxEC2 A AR AA50O070A 7> O—R

OJ28 02 O0—RIBDEC2ZAVARVAICOTA2L, ROOAXY REXFTLTINTOOT %
sSSNTYRNIZTY7O—RLET,
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sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

D%, S3 AV —ILICEBE<environment_name>-cluster-<region>-
<aws_account_number>L ., BHIA ONT Y N&EIRL, UEc7y70O—RL
f=<module_name>_logs.tar.gz7 74N EX D O—RL&ET,

Windows EC2 1 AR AL 50O 0A D> O—KR

O7%#X702O—RIBDEC2AVARVAICOTAV L, ROOAX Y RZRITLTINTOOT %
SSNTYRNCFTYZTO—RLET,

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

Z0#%, S3 AV Y—)LICBE<environment_name>-cluster-<region>-
<aws_account_number>L., BEIA /NI Y MZBRL, UEcF7Y 7’O—RL
f=<module_name>_logs.zip7 74 I &EX D> O—RKRL&ET,
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WaitCondition TZ>—® ECS O OYXE

1. F7OSMENEARZRY JICBEL, UY—AZT%ERLET,

2. Deploy - ResearchAndEngineeringStudio — Installer -~ Tasks — CreateTaskDef —
CreateContainer - LogGroup ZEB L., OJ Y )L—7ZERL T CloudWatch OJ 2B & &
ER

3. ZOAJIIN-THhSEHMOOJTZMEBLET,

FERE

(N =Ry
s DZ7ONAA—AORAVITANENETZEEOTEREOQSA IS —
s FEAZYODOF—OO—IONBEREL Z V)

ID7ONAF—ADOFAV IV IANCLEBITZEEOTFERROTAIF—
il

OJ4>L&5&ELT, ID7ONAE—ADORIAV IV IANZREBTDEEIC TFHLEVWT
T—1 ARELEHEES, NAD—ROBVWHARAYINTVDAEENHYET, chidk, ATJ1L
&5 LTVWBI1—H—0/NAT— RFEIF Active Directory H—E AT BT MOVTIhH T,

EAR

1. Directory T —EAOAV YV =) TA1—HF—EH—ERATHIMONAT—RZVEZY NLE
C

2. Secrets Manager DY —EATHIOMONAD—RZ, LERTAILEHRLOWNAD—RE—
HIDELSICEFHLET,

« Keycloak A& ¥ U @ : PasswordSecret-...-RESExternal-...-DirectoryService-... with
Description: Password for Microsoft Active Directory

« for RES: res-ServiceAccountPassword-... with #85: Active Directory H—ERXAT7 > h®/\
ADJ—R

N
I_H
i
L]
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3. EC2OVY—IICBEL, 95ARZ—IXZ—S¥—A VAR A% TLET, Auto Scaling
L=, ILWAARAOTF7O4Z2BBNICNUA—LET,

TEAZYIOF—00O—UFHELEZV
k=]

F—oO—0H—N=—HIZv>aL, Y—N—ZBRBLLELEECAZAZAD IPAEEEH
EHE, F—OO0— O BRNLEARMEA S XY, RESKR—ZILOOT A R=IAO—RICEKHK
TBH, O—RRETARYIL, BRENKEA,

BAME

Keycloak Z EEBZIRREICETTBICE. BEOATFARNSTIF ¥ ZHIBRL . Keycloak AR Y U
ZETF7O/MTBIRBENFHVET. UTOFIEICH > T LEEL,

1. Cloudformation BB LE T, T2 20F—VO—VBEEARY INRRENET,

* <env-name>-RESSsoKeycloak-<random characters> (Stack1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (RZY U
2)

2. Stack1l ZHIBRLE T, RARNETENERARY JRHEIBRTDELDICKRKOS NS, FVWEIBIRLT
ZARNENEARY O RHEIBRLET,

ARV INZELICHBRENTWR L EZRBLET,
3. ZCZTRESSSOKeycloak AZY U F>7L—hE2Z O O0—RLET,

4. HIRENEAZYOEF > EKEUNTX—RERZFEALT, CORZYIEFHTF7OA4
L& 9, CloudFormation AV —=)LASTF7O4FBIClE. AXYITOER ->FHLLWDY—
A (BE) 2R - BEFOTVTL—K2BRID -T2 L—K 774N ZET7Y7O—RLZE
To HIRENERAZRY VERUADZFERL T, BEBNFX—ZEZAHILET, ChS5OAD
l&. CloudFormation AV =) T7 4 )LX—%ZEL., Parameters X 7 ICBETSD & T, Hl
BRENLEAZY I TRRATEET, REB, F—R7, BREFTOMONTA—ZNTOARY
INTFA—=RE—HLTVWBR L Z2ERLET,

5. RZYIUNTFT7O/Echde, RIEZEEERATHEMBNIBVWET, ApplicationUrl l&, 77°'0
AENEARAZRYIOHEARTICHYET,
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https://console.aws.amazon.com/ec2
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Active Directory O [&z8

[N =Xy

« VDIAZ7OEESaZ 0 RECDETEEEBELELTVS A, VDI OXEAE> =%(C VDI %2 AD
dA—H—LTOd4>TERL

- SSO MEEHZICRES VI /R—&LICOTA1>TEREV

* AD 1—%—F, LinuxVDIs ZEEICEBBLLETE, 77ALNTZIOYEERLTHR—LT AL
ThIETIEATEREA

s SSHTP7 VAN EMICB>TWAHE, ADBEBEI—H—RBIAEBRANITIVELATEREEA
s RESAHHBIY—AARRY VIC&2TFZ7OA E hiz Active Directory DERTEER

VDI A7’ O a - 0REDEERBEFELLTVWS D, VDI OEFBHIES EIC
VDl % AD 1—%'—&LTOJd4>TEHKV

VDI DA >ARM—=)LOJ EEREQY (/root/bootstrap/logs/Linux NFEEF &RV /
opt/idea/app/logs/ ¥4 L2 K1), Windows D&k C:\Users\Administrator\RES
\Bootstrap\Log\#& kT C:\Program Files\RES\app\logs\ 1L KNU)ICA 2 AN=)
TITo—PHREIT—HFBEVHAZRAICEEL TEZL,

A2 AR AN Active Directory ICSMTEBA 2L ERBRTIT— AV E—INFRRENEE
&k, BE. Cluster Manager ¥ AD DA VARV AN IAVEI—RTHIONET )Y NTE
BWiESHTY, /environment-name/cluster-manager CloudWatch 0% %' )L—7°® Cluster
Manager O 2B L. ZECI5—XvE—2714)INEBJ T LET [preset-computer],
— RN EEBEFRIODEBYTY,

« ADH—EATHT2 NOFRABHAEMNTT .

s RESICER#HULEY—EATHI RN —0OL Y NEBRELET, I—HF—BE/NAT—RH
F—EEORTELTEBEE N {username: password}. BIBEHRIEMNTHD & EERL
F9, BFEOAVARVAZKRTL, Y—ERATHONDI—OL Y hZ2ZBELERIZEBHA
T=U2DTTN—=THFHLOWA AR AZBBHNICEBHTESDRSICLT, VTARXR—IX—
DNV —AVABRVAZYA VLTI UEN BYVET, RIZ, LW VDIsZEEL TEEZER
LET,

s Y—EATADU NI, ADTOAVELI—RTAIRNZERTDT IO EAFANHIEEA,
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s T—ERATHIUKCI, T, CRBEBEhTVBRIXNTORELT IV LAFIN HBD & ZHER
% 9 Microsoft Active Directory DY —EAT7HIV N ZERET D, AD TH—EATHI MO
TOLAFAZEBELEE, LW VDIsZEBITDIHRENf HVET,

« LDAP H—N—ICEH{ETEEL A,

« AD R XE T VPC WM LDAP/LDAPS ##Z A SFrfEn, AWSNX— RAD 2L TVSBE
(& AWS Managed Microsoft AD @ DHCP A7’ 3a> vy N ZEHERFLRFEEL &, VPC O
DHCP A7 a A ELKBREETNTVWA L ZRABLET,

- LDAPS ###:Tlk. DomainTLSCertificateSecretArn/N\TXA—ZNHVETHV), EHZR
EITDILEHICEWNE CAIIREREETILENBYET, BEOAARXAZKTL, TLS
ARAES— VLY NEZEBELERICBBRAT U T ITIN—THFHFLOVA AR AZBEMIC
EBETEBDELSICL T, ClusterManager 1 VAR AZH A VINTBIHLEN HVYET, RIZ,
FLWVDIsZEBE L TEEZBALEY,

« RES & AD B #E#HZ T ANTBICIE, Cluster Manager 1 > AR > A TR D Idapsearch
NV RZETUET (A—H— OU, LDAP ##: URI, Y—ERTAHVMOI—F—FENR
J—REBZEBAET ), ADNEREHFTITZHLSICEYNICREETNATVWSEES, COOATY
RFEEEENEZOUDIXNTHOI—H—&IERLET,

ldapsearch -x -b "OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,DC=com" -D
"ServiceAccount@corp.res.com" -H ldap://corp.res.com -w service-account-password
"(objectClass=group)"

RES W4 > A M—J)Ltruel|(Z DisableADJoin & ([CEXEL 3% 4. Linux VDIs SSSD H—E A Z
L TERTDDOTIEEL, Active Directory ICD&¥EHELET, EC2OAVY—IHIS VDAV AR
VAILELEL, TOA AR ALId usernameT AN REERITLET, AN RAWETS AD
I—H—@OUID/GID ZIRF CENTERVERE., VDI 412 AX > Asudo systemctl status
sssd® X R& /var/log/sssd/ T4 LV KNJ®D SSSD H—EAOJ ZEAL T SSSD H—
EADAT—ZAZHAELET,

AD ICET D KRSICSSSD EEZNAZRNA AT D MEN HBDEEIE. SSSDRET 7ML
(/etc/sssd/sssd.conf) ZFEBTHwEL . infra/ VDI host (2024.12.01 LARTD 1) ') — A sudo
systemctl restart sssdT ANV RZHEHLTSSSD H—E A= BR2EHIS3H, RESTIT
R—ZIHSEMD SSSD REZRBTEET, Active Directory DEIHIC hik, BEEFEERLEHL W
VDIs IC BEIMICEAE hE T (2025.03 1) U— AL ) ,
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SSO MERERICRES VI JR—ZI)NICOT (4> TEHE

environment-name.accounts.users & environment-name.accounts.groups DynamoDB
T—7ILEFIVOLT, 1—H¥—&J)L—7H Active Directory H SRIHEhTVWB H &
SHEBRBLET, 77N ZETHDH, D4 LTVWBRI—H—HNREOHh5EVEES

l&. /environment-name/cluster-managerCloudWatch 0% J J)L—7" (2024.12 ') ') — AL &)
F =& /environment-name/ad-sync CloudWatch O 7' )L—7" (2024.12 ') ') —ZLARE) O AD
EHOJ 2H#EBLET,

ICRBETNTVS RN AD REOBBEICMATVDIAZ7OED I Z 2V JREOEERFEFLL
TW3A, VDI QERAESLERIZVDIZAD I—H—&LTAOJATERV, fIOTF—ICRF
RDESIBEDHBHYET,

« Y—EATAIV NI, ADOI—H—JIN—TZIITVIDT I AFANFH)EHA.

s H—ERT7AHDIUNI, T ICREBTNTVIIXRNTOMERT IV LAFUN D L 2BEREL
% 9 Microsoft Active Directory DY —EAT DI NERET D,

« Active Directory D 1—H—/J)—TICEX—ILT RLABLEOXABUEN B EE A,
s A—H—/TIN—TOEMZEHL THEEZHBRLET,

AD BHIOBEZEEL S, RICATD1—I)LEhZ AD AN 1 REACEICRETEIOZFD
., EHEFETERIITTDHE (U —RA2024.12 $ KU 2024.12.01) (2024.12 & KTV 2024.12.01
DU—R) &G AHZFETCHBELEFFEILETDHE (JJ—X2025F 3 AU (VIJ—XA
2025.03 LARE) OERICH#>TFH TR —TEET,

AD 1—%—I(F, Linux VDIs ZEEICEBLERTE, 7747509 2ERALT
R—LTFALIORNIJICTORRATEERLEA

Cluster Manager 4 > AR > Aid usernameT AN RZE{TL T, AD 1—4—A" Cluster
Manager ICRRENDHESHZHRELET, AN RFERTS AD 1—5—0 UID/GID ZiR
FTENTERBRVWEEE, /environment-name/cluster-managerCloudWatch OJ )L —7"®
Cluster Manager Q7' %#F T Y YL, SSSD H—EADBHBICE TSI IS —E2KREL FT, Cluster
Manager OJ IC TS5 =/ WiH A&, Cluster Manager 1 > A& > Asudo systemctl status
sssd® N> R& /var/log/sssd/ T4 LU KNU®D SSSD H—EAOJZEHAL T, SSSD H#—
EADAT—2AZHELET,
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AD 1 —%—7A" Cluster Manager ICRRENTVWBRBAK, IR 2RITLT, 1—H—0HK—
LT 4L KNV (/home/username) ® UID / GID %L E£J1s -n /home, 1—H—DHK—
LTF4L I KMJ®DOUID/GID Z, id username AN~ RIC&K 2 TRE /= UID/GID £ LE&RL &

¥, UD/GIDA—HLBWEE, 1—HY—0OKR—LF 1L I KNJHN RES OAIFELIELF O RES
F7O04 N SEREND ANl HYET, EELI—H—F—RENYITYTL, R—LFTa1L
RV ZRBIBRLT, I—HY—&&EICH LV Linux VDI 2REBLE T, HHL LV VDIAEEICTOE
vaZrvidEhdE, mF—LT4L U NJRGEYA UID/GID TBERENET,

SSHT7 VAN BMCBZ>TWDE, AD EBEI—HY—RBEABKRANITIEAR
TEXEA

BAEBRANA AR ARid usernameT AN RZRITL T, AD I—H—HNFRBHBRANIRK
RENBDHLESHZHREBLET, IV RANDBTBAD I—H—DO UID/GID ZIRF ZENTE
TWB A, /environment-name/bastion-hostCloudWatch O I N —7DB&ERANO
JEFIVIL, SSSDH—ERANHBICETZIIS—2BRELET., BHAAKRKAMNOITICIS—
FEWEEEF, BABRARM AR Asudo systemctl status sssd® AN R& /var/
log/sssd/ F4LOKNUDSSSD H—EAOJZFERAL T, SSSD H—EANDAT—XRA%ZMHERL
£7,

RES AZIY—AAZY VIZ& > TF7OA & hiz Active Directory DFRR & EE

AWS Y &—< R Active Directory A" RES A Y —AAZY JIC&>TF7O/4&Eh

TW3HE, Active Directory N\OTFT VAL EBIZFERATES AWS, ZFHAIVKOT
(ZCAdDomainWindowsNode-external -resource-stack-name-WindowsManagementHost7 7’
A4Ehiz TREDBIOA VARV ANVETY, XORIAFEHREZFEAL T, EC2OV—-ILOD
Fleet Manager ZNLTA VAR AICOJ A TEERT,

« username: EE ¥

« password: AU Y —RAARY V%ZFT7OA4 T EEICEMHE NS AdminPassword /N X —&

AWS Y Z—< R Active Directory Z BB 3 % (Zlk, AWS T Directory Service EE A R, @
Amazon EC2 4/ VARV AZFERALTI—HY—CTI—T2EETS, ZHERLTILEEV,
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BEEN o ERE

- BLAERE 2024.x

(2024.12 B KV 2024.12.01) 3L L\ Cognito 1—H'—#E B THEOERKRED KK
(2024.12.01 BABI) HARALARXA VA FEAL T VDI ICEKRITD EEICENETESTHET
TZ—HFRETD

(2024.12 & K T 2024.12.01) Active Directory 1—H'—[F B &K ARANIC SSH TEEHA
2024.10) @Bt & h = VPCs

2024.10 BAHI) Graphic #E5RA VAR AR A 7O VDI QEBICKBLUEL &

2024 F 8 A) MV 7 ZARZUF ¥ AMI BE D (i

2024.08) IRETFAIRNY THIL—KNTY NARN EARZLTL 749 O AEFERALT
Amazon S3/NT Y RO AEV) /EEIAKREI T RNTERWN

(2024.06) AD I —TBICAR—ANEENTVRHEE, ATV 723y NOBEREELARTD
(2024.06 LAEI) AD B IC RES ICAHE h TVWEVWITIL—FT X /N\—

(2024.06 LAHI) CVE-2024-6387, RegreSSHion, RHEL9 & & T* Ubuntu VDIs O tEF 1 U T 1 f§
55t

(2024.04-2024.04.02) VDI A ARV ADQO—INIC T EZY FEhTWAEW IAM 7 7 L AFF AR
SFRMEhELL

(2024.04.02 LA#I) ap-southeast-2 (> R Z—) @ Windows NVIDIA 4 AR AN BB - kKT
2

(2024.04 & & T 2024.04.01) GovCloud T® RES BB 0 %k B

(2024.04 - 2024.04.02) Linux {RBF A2 kv 7@ B8 (- "/RESUMING; AT—ZANEE
DA B ET
(2024.04.02 LA#T) SAMAccountName BHICAXFEEIBHEIXFNEENTWVS AD 1—H—
DEBPICERLELE

(2024.04.02 AR BHIEBHRANCT IV EATREHDTTAR—NF—NENTT

(
(
(
(

BE R &8 2024 .x

(2024.12 B KT 2024.12.01) F L L Cognito 1—H—%2ER T IO ERRE D KRK
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BED T, BECEX=INTLT7A4YIOREEDDVITR—2I)%&ENL TAWS Cognito 1 —H—
EEFL XS & TDE&<firstname>.<lastname>@<company>.com, Cognito 1—H—&Z N EH
ENEERRBNA—2E—HBULEBEVWCEERTIT—HNRELET,

s ™
(® Invalid parameters: Username doesn't match the regex pattern Aa-z][-a-

z0-9_1{0,31}%. Username may only contain lower case ASCII letters (a-2),
numbers (0-9),and the following special characters: underscore (_), and hypen

(-).The maximum length of username is 32.
\ y,

COIZ—E, I—YY—DEX=INTLT74YIOANS RES BEAERI—F—BNFEETRELE
T, L., "TVDIs TREMBI—Y—TREHYELBA., COBEICKY), I—HF—BOEREIZ
EX—)L7L74Y9AD "VDIs T1—H—LZFBRICHEY)ET,

FEEZTBIN—23
RES N—2 32 2024.12 $ & U 2024.12.01

B

1. ROOAIX >V RZEFRITLT, N—2 32 202412 cognito_sign_up_email_fix.patch®H&
l& patch.py& . /N—232 2024.12.01 cognito_sign_up_email_fix.patch®HE&E %
AJVO—RUET, <output-directory>ZNYFRIVVIFRNENYFI7A4NERZ D
A—R3IB2F4LIKMNJIC, & RESRIEDRBI<environment-name>ICBEEBRAE T,

a. /\Y Fl& RES 2024.12 & KT 2024.12.01 (CEAEhET,

b. N\YFAU T NIZIE, AWS CLIv2, Python 3.9.16 LABE, & &7 Boto3 FHBETT,

c. RESHF7OA4ENTVWBRTHIRNE) =230 AWSCLI 25%FEL., RESIC&K2>TH
BEnNENTY NCEBEIAU SIT7 IV RAFUNf BB 2BRELET,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
RES_VERSION=<res-version> # either 2024.12 or 2024.12.01

mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

BEE 0 RE 8 2024.x 278


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

Research and Engineering Studio I—%—HA KR

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

2. NWYFROVFNENYFIFAUNTIO—RENETFALINICBBLET, RO/NY
FOAN RZERITLET,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --
res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/
cognito_sign_up_email_fix.patch

3. IRIED Cluster Manager 1 VAR AZBEBLET, Amazon EC2 YR X NIV V—)
DPEAVARVAZKRTIBDEETERT,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. HBH THES Auto Scaling FIL—7OT7 V71 ET 1 ZfF L T, Cluster Manager 1 > A&
VANDAT—RAEMEBL EI<RES-EnvironmentName>-cluster-manager-asgo #UL L
AVABV AN EBICERBENDETHESEET,

(2024.12.01 BABT) HABRLARX A #FEAL T VDI ICBHET D L& (CEMBFERIT
HEIS—NFRETS
N9 DB

AEVY—ALIEE RES ZHAZLR—ZIRXAETTF7O149
&, CertificateRenewalNode (& VDI ###: D TLS SEBAZNEHICEKKL., TROIS—HREELE
9 /var/log/user-data.log.

{

"type": "urn:ietf:params:acme:error:unauthorized",
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"detail": "Error finalizing order :: OCSP must-staple extension is no longer
available: see https://letsencrypt.org/2024/12/05/ending-ocsp",

"status": 403
}

TOHR, RESTVITR—ZJ)TVDIs IC#EHETSDE, net::ERR_CERT_DATE_INVALID
(Chrome) £ 7=k Error code: SSL_ERROR_BAD_CERT_DOMAIN (FireFox) E WS TS —AHLEL
x99,

FEEZTAIN—3
2024.12.01 LAH)

B

1. EC2OVVY—=ILIIBEHLET, EVWSBRFDAVARX AN HDEE
[kCertificateRenewalNode-, 1V AZXVAZKTLET,

2. Lambda AV —=I)LICBEILET., EVWSHEAD Lambda BEHDOY —A1—RZHEFT -
CertificateRenewallLambda-, TRO2® TWVW31T%&4%EL ./acme.sh --issue --dns

dns_aws --ocsp-must-staple --keylength 4096, 5|--ocsp-must-staple®k#% HlBR
LET.

3. F7OA4 ZBRL., O—REENBMICBIETHEET,

4. Lambda BEHZFBTRNUA—T2ICE. TANZTICBEBL, TANERIRLET, BN
ANRFBEDHV)FHA, ChiZKV), Secret Manager @ Certificate >—%2 L ¥ ~ & PrivateKey
D—OLY RNZEHIBMAZTEC2A VARV ANERENE T, 2—JL Y N EFEhD
ELAVARARBEWICKRTLETD,

5. BI1E® dcv-gateway 4 > AR A% # T <env-name>-vdc-gatewayL, BBARAT—U 2T
W=THFFHLVA AR AZBBNICTF7O0/T50Z2EFEET,

I>— DM

Let's Encrypt & 2025 €I OCSP H7/R—RN&EKTULET, 2025 F 1 A 30 BHUAE, VIOIAKNTO
T ho> KA OCSP Must Staple #iRk#gE 2z SO EAE 2 LLAIICHITL TLWEWPRY ., OCSP Must-
Staple VO T ARMIELRBUET, FHMIZDOVWTIE, https://letsencrypt.org/2024/12/05/ending-ocsp/
ZSBLTLSEETY,
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(2024.12 # K T* 2024.12.01) Active Directory 1—H'—F B A BRANIZ SSH TEE
BA

NY OB

Active Directory 1—H'—I&, RES VI 7 R—RIIDIBRICHE > THIKEBRANIERETDE, 7O
L AFTEBIS—ZZTERYET,

ERBRARNTRERITENS Python 777U T —>3 2, RREBY BVIZSH, SSSD H—EARZ#
BTEELA, TORBR. ADI—H—RBARL—FTAVIZATLICHLTAATHY, OT1>
TEEXE A

EEERFAIN—T3a
2024 % 12 A 2024.12.01
AR

1. EC2OAVY—IDLSBERBRANA ARV AICEKELET,

2. |IDEA_CLUSTER_NAME T#r&/etc/environment U T#H L W{Tenvironment_name=<res-
environment-name>& L TEBMLE T,

3. AVARVATRNODIANY RZEITLET,
source /etc/environment

sudo service supervisord restart
sudo systemctl restart supervisord

4. RESTVITR—ZBIDETRICHE>T. BEAAEKRANIBEERL THTEEL,

(2024.10) f@#t = N 1= VPCs

INT DA

202410 RES VU —ATE., —EHET 4 RJLIRE®D VDI IZ VDIs BEIfFLEAEBMEhE L,
DHRERE., TAINYTRE > H—N—> YAV TRETEFT,

VDI BEFLEERRE, FBE iz VPCs ICT7O/4E N RESRETRYR—RENTLEREA,

HEEZTAIN—>3Y

BEAN O R 2024.x 281



Research and Engineering Studio I—%—HA KR

2024 £10 B

BAE

RE. SBEOVI—ARILEENZIBECRYBEATVET, L, BEEE iz VPCs VDIs ZF &
TELETBDIEFARETT,

(2024.10 LA#T) Graphic i3k 1 > ARV A% A 7D VDl OB ICKKLEL 1=

NT D

SHI:I

B

Amazon Linux 2 - x86_64, RHEL 8 - x86_64. &£/l RHEL 9 x86 64 VDI A" 57 14 v J¥iskA >
ARV ABZAT (g4, g5) TEREBEhDE, 1 VAR ARTOES I ZVORETAEZYILE
To DEV, AVARVAN TEFTET L REICKY), ERAEICEDIERFHY)EHA,

chnlk, XServer A VARV ATEBYICA VAR AT N BV EDICRELET, CONYF

BBRALES, J527AVIAVARVADY T NIITARZRY IO —KR) 1 —LH A4 X% 50
GBIZEBX LT, IXTOKERERZEAAN—ITEILEODTOBAR—AZBRID_EEEHE
HLET,

EEEZTBIN—>3Y
FANXTORES /N—2 3> 2024.10 KA,
AR

1. ZENYFROVTNENYFI77A4LNZEAIO0—RTBF14L U M <output-
directory>ICEBZE#X., ZUATOINY> RTRES REMABI<environment-name>CEE
# X T, patch.py & graphic_enhanced_instance_types_fix.patch 2> O— KL &9,

a. /\Y Fi& RES2024.10 lCO & BREhET,
b. N\YFARUUTKNIZIE, AWS CLIv2, Python 3.9.16 LAf&, H KU Boto3 N"HETT,

c. RESATF7O4ENhTWATHIRNE)—232 0O AWSCLI ZF&EL . RESIC&>THE
BENENTY NCEBERAU S3 VIV EAFAN BB 2BFELET,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
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mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

2. NYFROVFNENYFIFPAUNTIO—RENETFALINICBBHLET, RO/NY
FIAN RZRITLET,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
graphic_enhanced_instance_types_fix.patch

3. IRIE® Virtual Desktop Controller (vdc-controller) f > AR AZETITBICEFE. ROON R%Z
RTL, RRENTVB RESHREOEHNZBEEMAET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. BHITHEDRX—Y NI —THNIEE<RES-EnvironmentName>-vdc-extiCZx 2725,
LWAV ARV A ZRELET, ISTAVIA VARV AILEFRITBDHLVWITIRNDIITRA
BYDICIE, PBELSEEB0GBDARNL—INHBdex2B8dLET,

(2024 £F8 A) 17 ZARNTZUF ¥ AMI [EE O %fi
INYT DEREB
22?2AMIs ZEET3E, ELRTOEAGEKKBL, ROIS— XY E—IHFRRENET, EC2

CmdExecution: [ERROR] Command execution has resulted in an error

chiE, RFIADVKRTRESATVRIKRERRT77AMILOIS—HFRETT,
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EEEZTBIN—>3Y

2024 £ 8 A

mAE

# L LW EC2 Image Builder Y —RXZERL E£7,

(RES AV AZVARAIC AMIs ZEFEL 2 B VEEARK., UTOFIBICHWVWET)

1. BEHFE hiz res-installation-scripts.tar.gz 77 A )L ZX D O—RLET,
2. AMlIs) OEER??2?2, LB TVBRATY TILRHVET,

LLET O EC2 Image Builder VY — X OB FIA:
(RES A VARV ARIC AMIs 2 fEBEL TV HEE., UTOFIEICREVET)

1. BEHFE Mz res-installation-scripts.tar.gz 77 /)L ZX D O—RLET,

2. EC2Image Builder - 1>7/R—% >~ - RES AMIs O¥BRAICERE N EIVR—F > NED
Dy OULET,

3. Content - DownloadRESInstallScripts A7 ¥ 7° - input - source [CJ ARENTWVS S3 DIFFT
EEEHEHET,

4. LFREOD S3OBAICKE., RENCERET A ERERRT7TAIIFEENTVERT, COT7MI%
RADATY T TEIVO-—RLET7AIILICEEHBRRAET,

(2024.08) REBF AT RY THIL—KNTY N ARN EHAZLTL T4 Y O A% ER
LT Amazon S3/NT Y NDFEKEY) /EEIAKENTRNTERZN

NT D

SHI:I

B

Research and Engineering Studio 2024.08 i&, JL— /X7 Y N ARN (DFEY, ) ENARLTL
JA4VORA(ZAPIVRNEERLERTODIORNRBEI—H—F) 2FEATREE, RETAINY
T4V TSANTUF ¥ (VDlarn:aws:s3:: :example-bucket) 1 VAR ANDZRHKEY) /EE
AR SINTY RON I NMZRBLET,

COBBOREEZZTEVNTY RRERXRDESY T,

- RAWMUERNT Y N
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« NTY NARN (D&Y, arn:aws:s3:::example-bucket/example-folder-prefix) &
CHARARLTL74vOA (AP IV NBFELERER7O0 IO RNBEI—H—B)n—HP&L T
L74YOREHEINTY NOFTAHEY) IEERAHK

« L—=KNNTY NARN ZHE2H, DARLTL T AV OANBEWNTY NOFTAEY) /EEIAK

VDI A VAR AZ7OEDa - I LE#E, TOSINTY NIEBEEAEYIDNTFALIRN
DIZENTY MR RENELRBA, WDION IR FALIORNIBEFEELETHN, TF4LID
DIEzZ=IC&Y), NMTY ROBEOIVTUOVRREEFNEFRA, X —ZFI)IZ2EALTF(ALIKNY
774 2&&IALE., T —Permission denied, unable to write a fileA"AO—<&
N, 77MIORBREHIETS SSNTY NMITYZTO—RENEL A,

HEEZTAIN—T3Y
2024 % 8 A
B

1. NYFRIOVVFNENYFT74) (patch.py B&LY
s3_mount_custom_prefix_fix.patch) ZF U O—RTBICIE, XROIN REETL,
ENYFRAROVTNENYFTI74IL %A 0—RFB<output-directory>7F4 LU KNV
ICEZEHZ., % RESKREMAH<environment-name>llBEMRZXFE T,

a. /\YFIE RES2024.08 ICOKBRHENET,
INYFAO VT NI, AWS CLIv2, Python 3.9.16 BAf&, & KU Boto3 HFHETT,

c. RESAF7OA/4ENTWVWBTAHIRNEU—232 0 AWSCLI Z258FEL., RESIC&KD T
ERENENTY MCEZATESHD Amazon S3 7V AT BB 2BELET,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. NYFROVFNENYFIFPAUNTIO—RENDTFTALINICBBHLET, RO/NY
FIAN RZRITLET,
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python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. IRIZE® Virtual Desktop Controller (vdc-controller) f > AR AT I BICEFE, ROINY R
ERITULET, (BRIDAT Y 7T ENVIRONMENT_NAMEZ#% RES RED ZHIICRERH T
T )o

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note
T7ZAR=KNVPC Y RTYTDHE, RET>TVAEWESRIE. <RES-
EnvironmentName>-vdc-custom-credential-broker-lambdaB8%iC &
HJAWS_STS_REGIONAL_ENDPOINTS&{EA" Environment variable® ZiEmL T
& Wregional, EFMICOVWTR "o@E iz VPC F7°04 O Amazon S3 /N Y b
DEIREFEH) 22RLTEZL,

4. BEITHEDZ—TY NTI—THNEE<RES-EnvironmentName>-vdc-extl 2775,
IL=KMNTYRNARN EARZRLATLTAYVIOANELLKN I MENLERARY) /EZIAHK S3
NTY RZ2ED2HLW\VDIs ZEBETIHEN HVYET,

(2024.06) AD FIL—TBICAR—ANEENTVWBRHEE, AT v 723y NoBEARR
KBTD

il

AD I —TICBBICAR—ANEENTVSIHES. RES 2024.06 LB ON—23a DR FTY S
2av hNEBEHATEEzEA.
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VS AR—IFZ— ¥ —0 CloudWatch % (/<environment-name>/cluster-managerd%' %
L—=70OT) Ik, ADEABHRICAOIZ—HFEENET,

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

IZ— UATOEHZ®RIETIIIN-—TEORE RESHARZTAND ENRRETY,

« PNFERNFDASCIXF, BF,. Zv>1 (). EVFR(), PYHE—AO7 () DHhZED
BENTERY,

c AV () BHRADONFELTERATEREA
« AR—RAZEHDERFETEXLEA,

HEEZTAIN—>3Y
2024 F 6 A

R

1. NYFROUTRNENYFT7A)L (patch.py & KT groupname_regex.patch) &5 0>
A—RFBICE. KOOV RZEFTL, 27 7AIINZBRETST 1L U ~<output-
directory>lZ, % RES REDHHI<environment-name>ICBZREET,

a. /NYFIERES2024.06 ICcOABEHENET
b. NYFAIUT NI, AWS CLIv2, Python 3.9.16 JAF&, & Boto3 NF'HETT,

c. RESAWSAF7O/4/ENhTVWATHVORED)—=2320CLIZBREL, RESICLT
FERENENTY NCEEIAC S3TIVEAHAN D L ZHEL T T,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch
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2. NYFROVFNENYFIFAUNTIO-—REABTFTALINICBBHLET, RO/NY
FOAN RZRITLET,

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. IRIZEO Cluster Manager 1 VAR AZBEHIDICE. KOOANY RZEITLET, Amazon
EC2NRIAVRNIAVIY—IDEA VARV AZRKTIBDEETEERT,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note
CONYFTRE, ADTIL—THBICNXFERXFO ASCI XF, BF., §v21 (), EV
RO, PE—=AOT (). BLTEFARN1~30 DAR—AZZODENTEXT,

(2024.06 LA8T) AD REHIHIC RES ICEBEhTWEWITIL—F X2 /)N—
INT D EH R
GroupOU #" UserOU £ BB 35S, YIL—TXN—E RES ICELLKEHichFELA, UserOU

RES &, AD VI —7Hr581—H—%2REPL XS5 LT D&, |dapsearch 71 I X—&EERLET,
WEDT 1 )LZ—IF. GroupOU NTF X—Z D14 I UserOU GroupOU NT X —R%ZF5> THEHA
LET, TORR, RRFI—H—ZBRIENTEFEA. ZDEER UsersOU & GroupOU A
BERBDAVAZVATORFEELET,

EEEZFAIN—T3

FTANTD RES /N—2 32 2024.06 LAB]
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B

BEZBATSHICE, ROFBEIZCKRVWET,

1. patch.py A2 U7 N & group_member_sync_bug_fix.patch 77 A1) ZX D> O—RFTBIC
., XKOOX RZRITL., 27742V O0—RTBA—HILTF1L U K <output-
directory>ICEZMR., Z/\YFZERA TS RES O/N—> 3 <res_version>IlBEEH:Z
£9,

® Note

s NYFRIUT NIIE, AWS CLIv2, Python 3.9.16 LAf%, # & T Boto3 NFHET
9o

« RESAWS A" F7O4EhTVWBTHINEU—2320 CLI ZFREL. RES IC
KOTHERENIENT Y NIEBERAU SIS TV EAHAN BB EZHABLET,

e INYFIE RES /N—> 32 2024.04.02 &£ 2024.06 DxZEHR—RNLTVWE
T, 2024.04 £/l 2024.04.01 ZFEAL TVWBRERIE. T ICEBBEhTVWSFIEIC
RA2TNAFT—N—2a>0EH, NYFZERITHEICIRER 2024.04.02 (CEH
TE&FY,

« RES /\—232: RES 2024.04.02

NYFEAI>O0—RD>2: 2024.04.02_group_member_sync_bug_fix.patch
« RES/N\—>>3>: RES 2024.06

INYFAI>0O0—RD>%2: 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch
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2. NYFRIVTFRNENYFITI7ZPANNFTOO0—RENBDTFALINJICBEBILET, XDO/\NY
FIOANX> REFEITL., & RESIREMZHI<environment-name>l_BEZEMRZI X T,

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. RO cluster-manager 1 VAR AZBEHITAICE., XOOAN REERITLET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 LABT) CVE-2024-6387, RegreSSHion, RHEL9 # & U* Ubuntu VDIs Ot
F1UTAHeHEM
XY OB

regreSSHion &M (EN 3 CVE-2024-6387 Ik, OpenSSH H—/N—TRE BTN TVWE T, CDiEFHEH
&Y, VE—PFOFREE N TVWAVKREERZGZ—T Y N —/N—TEENOI—RZEITL, B2XK
BEIC OpenSSH ZRAT B ATALAICERB VAV ZE5LEF T,

RES 0B4., EERTERIRERAXARANERAL, REFAIRNYTIZSSHEIhET, BihA
RANGZOMBUENEEEZZTERA, L, IXTOHORES/N—2 32 TRHELI & T
Ubuntu2024 VDIs ({RREBTFAIKNY TA VT SARNTZOF ¥) ICEET BT 7 )L MO AMI (Amazon
NOAX=V &, EF21VT1OBRICHL THESES OpenSSH /N—2 3> ZFEALE T,

2%V, BEF®O RHELY & &K T Ubuntu2024 VDIs FEAZEND A[EEMA BV T, REEFHEH
BRARNNDT VAN BEICBEIET,

BEOHMICOVTE., C55Z2RLTSEZL,
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EEEZTBIN—>3Y

FANXTO RES /N—2 32 2024.06 LAHT,
EAR

RHEL9 & Ubuntu ®Mi5A" OpenSSH ADNY FZ2 ) U—AL, EF1UT 1 OEEZEEL X
Lize ChSBE, 72YRT7A—LDETNETNONY T—IXZ—Dv—ZHALTTILTEET,

BE7F D RHEL9 F7z(& Ubuntu VDIsA" & %3FE & &, LA T M PATCH EXISTING VDIs OFJEICHES C
EEBEOLET, SEDO VDIs/NY FEBATSICIE, PATCHFUTURE VDIsOFJEICRES & %
HEOLET, UTOFIETE. RVVTNERTLTTZYRNTIA—LDOESH%Z VDIs ICHEHATS
FEICODVWTHBELED,

BEED VDIs NNy F=ERATS
1. BEOITNTO Ubuntu 8L RHELOVDIs ICNY FEEBAITAAOIAN REEFTLET,

a. NYFRIUVTBMIEAWS CLI V2 FRBETT,

b. RESAWS A"F7O4&ENTVWBTHIRE) =3I CLI ZFREL,. AWS Systems
Manager Run Command %3159 % =& M Systems Manager 7 V L AFAIN & D & &
RLET,

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. RunCommand R—J TARAIUT KA EEILRITENEEEZERTEEXT, OV RBEX2T
ZOUYOL, BHFOONRID ZiBIRL, IXTOA 2 AZ>AIDs IZ SUCCESS X v tz—
OhHBDEEEIELET,

kD VDIsNY FZEAT S

1. NYFRUVVTNENYF T 74 (patch.py & update_openssh.patch) 22> O—RF I
&, 2774 &2XDOO0—RTBFT 1L U KN<output-directory>lC, Z RESRENH
Al<environment-name>CBZEMA T, KOINV REEFTLET,
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® Note

« /NY FIE RES2024.06 ICOAKBEAENET,

« NYFRAUUTKNIZIE, AWS CLIv2, Python 3.9.16 BAf&, # & T Boto3 N HET
9,

« RESATF7O04chTWAT7AHIhEU—232IC AWSCLI OOE—%ZERE
L. RESICK 2 THERENLENT Y MCEEAC ST IV EAHAN H S C & ZHE:R
LEY,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. RONYFIANY REZERITLEY,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. XOOXRREZFEAL T, BIE®D "Controller 1 VAR A= BRELET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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/A Important
fFXRD VDIs ND/NY FiERAE, RES/N—232 2024.06 ABETO &P R—RMENTVE
T 2024.06 LY BID/N—>3 > O RESTRIED/KD VDIs IZ/NY F2ERATRICE, &
T OFIEZFEAL TRESREZ 2024.06 IC7YTIL—RLEITADY—NN—230E

(2024.04-2024.04.02) VDI 1 2 AZ 2 AQOO—)ICTFRY FENTVWEWVWIAM 7V &
AFFHRANREEhELLE

il

BRERFAIONY T2 aoF7OP IV NOT IO LAFTOERBREZB I ICHEL TOWEV,
nE. IAMPermissionBoundary /N X—R TERBENLET IV LAFAOERN, TO7O0I7 6
OERFICTOP TV NIEIICEYHTSATWEVES T,

FEEeZTAIN—T3Y
2024 F 4 A - 2024.04.02
BAME

VDIs A 7O T O NCEWETSNET IV EAFIDORERZENICHRETEDLSICTRICEF, R
DFIBICHVNET,

1. NYFROUVTNENYFT7A) (patch.py & KT
vdi_host_role_permission_boundary.patch) ZZ V> O— RFBDICIE, ROOANY RZRITL,
Z#77ANEBRETSO—NILFT14L U N)<output-directory>ICEZE#RAFT,

a. /\Y Fl& RES 2024.04.02 ICOKABERAETNE T, /N—32 2024.04 F/=l& 2024.04.01 ZfE
ALTWBHER, XAFT—N—23V0FHMO2VWTNTUY I RFIXVNIREHEE L
TVBFIEICH 2T, RIEZ 2024.04.02 ICEHTEFR T,

b. N\YFAU T NZIE, AWS CLIv2, Python 3.9.16 LABE, & &7 Boto3 FHBETT,

c. RESAWS A"F 7 O/4EhTWVWBATHIREY)—3 20O CLI 25REL., RESIC&K>TH
BEnNENTY NCEEIAU STV RAFUNf BB 2BRELET,
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OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. NYFROVVFRNENYFI77ANDN RO O0—RENDFALINIICBELET, XD/N\NY
FIAX > R%EFEI{TL., %Z RESEEMRZHI<environment-name>llBERZ X T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. % RESREMAHI<environment-name>lBZEMA T, OOV REETULTREAD
cluster-manager 1 > AR AZBREBLET, Amazon EC2 YR AV NIV —=IA 51>
ABVABKRTIDELEETEERT,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LAHD) ap-southeast-2 (> K Z—) @ Windows NVIDIA 4 > AZR > AN &
KBTI D

il

Amazon XA X—2 (AMIs) &, BENERKET RES TREFRAVKNY 7 (VDIs) A>T Y S
ITHEHICFEAENRET, FEAMIICK, V=230 ZEICERS IDABEENS TS TVWET, RES
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T ap-southeast-2 (> R Z—) T Windows Nvidia 1 VAR AZRBETDLSICEREE /- AMIID
FEREELLDHYFEHA,

CDRATDA VAR AFZEami-0e1908939a996caf® AMI-ID (&, ap-southeast-2 (> RZ—)
ICRO>TUARNERTVET, KD VIC AMIID ami-027cfbe7le2es42f4 ZEATIHEN BV
x7,

77 #) MO AMl ami-0e190f8939a996caf TA VARV AZRBEL LDETHE, ROIT—
FRELET,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

REV7AINOBZEL. N 2BRYTDFIE:

« ap-southeast-2 J—2aIC RES #7704 LF T,

» Windows-NVIDIA 7 #JLRY 7 RIIFRAZY 2 (AMIID) ZEALTA VAR AZRE L E
Fami-0e190f8939a996caf,

FEEZTIN—>3Y
FNTDRES/N—2 32 2024.04.02 AN EZZTET
BAE

LTOBMEIE RES /N—> 32 2024.01.01 TTFTARENTVWET,

c ROBETHLWITRIITARY VBRI S
* AMI ID: ami-027cf6e7le2e442f4
« ARL—TFT 42T AT A Windows
- GPU #i&Jt: NVIDIA
« BN ARL—=TH AL X (GB): 30
. 8/} RAM (GB): 4
c ZOYTRIVITAZY UV ZFEAL T Windows-NVIDIA f VARV AZRET S
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(2024.04 & & T* 2024.04.01) GovCloud T® RES HlIBR D 5k 8L
FSRE

RES HIBf7—% 70O—H, UnprotectCognitoUserPoollLambda &% THIRE h 3
Cognito 1—H—7— )LD HIBRREZE/MICLE T, Lambda DETE., IC&>THBEELE
9 InstallerStateMachine.

BmA)—>32& GovCloud V=232 TF72)LNO AWSCLIN— 3V FEBS I
& . Lambda Mupdate_user_poolMT'H L & GovCloud V—2 3 TRELET,

GovCloud J—2 3> TRES ZHIRL K5 ETDE, ROIZ—HFRRENET,

Parameter validation failed: Unknown parameter in input: \"DeletionProtection

\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

NT=BHI2DFIE:

« GovCloud V—>3a>ICRES #F 70495
« RESAZY U %HIKRTS

EEEZTBAIN—3
RES /N\—2 32 2024.04 $ & U 2024.04.01
AR

RES /N\—232 2024.04 Tk, ROBEBMERNFTAREHTVWET,

« UnprotectCognitoUserPool Lambda %& <
- WBMA: <env-name>-InstallerTasksUnprotectCognitoUserPool-...
« TURALEE > RE > T34 L > {KFPython 3.11%ZERLE T,
« CloudFormation ZHAZ £ 9,
« RES A& Y U OHIER -> Retain Installer Resource UNCHECKED -> Delete DEXICLE T,
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(2024.04 - 2024.04.02) Linux {REF AT b v 7 BEBEIC "RESUMING, AT—X
ADERRICBBAEMEN B ERT

Ll

Linux (REBTFRAIRNY Ik, FEFEFLEFATD1-I)IchEELRBCBERTS L,
TRESUMING) AT —ZRATELETHAREMEN BV ET,

AVARAEBREL =%, AWS Systems Manager EFH LW DCV v a>&ERTS
EHOUE—RNIONY RZETET., XOAOT XY £—2# vde-controller CloudWatch A7 (/
<environment-name>/vdc/controllerCloudWatch O JIL—7"0OTF) ICH VW EH A,

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

FEEZTBIN—>3Y
2024 ¥ 4 B - 2024.04.02
AR
TRESUMING, RETAEZY L TWARRBFAI MY 7Z2EIRTSICE:
1. EC2OAVVY—IASEEA AR AIZ SSH #HiL T,

2. AVAZRVATROOANY RZEITLET,

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. AVARVANBREIZDDZEFEEEXT,

FLWRETFAIRNY THABUBECHRSBEVLSICTRICE:

1. WYFROVFTRNENYF 774 (patch.py & KT vdi_stuck_in_resuming_status.patch) & &
JO0—RFBICE. AKOOXRERITL, 27 7ML EBRETSDT 1L U K~<output-
directory>lICBE#AET,
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® Note

« /NY FI& RES 2024.04.02 IZOABERENET,

« NYFRAUUTKNIZIE, AWS CLIv2, Python 3.9.16 BAf&, # & T Boto3 N HET
9,

- RESAWS A"F7’O04&EnhTVWBTHIhE)—23 20O CLI ZFREL. RES IC
KOTHERENIENTY NCEERAU SIS TV ELAHAN HD L Z2HWABLET,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY3}/vdi_stuck_in_resuming_status.patch

2. NYFROVFTNENYFI7ANDNRTDO0—RENDTFALINIICBEILET, AD/NY
FOAN R%EFETL. % RESEEOHHI<environment-name>lZ, % RES A F7 O/ &h
TWB ) —23ar<aws-region>ICEEMAE T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. IRIED® "Controller f VAR AZBREETAICIE. XOONREETL., Z RESEENE
Bl<environment-name>ICBEWZXE T,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LABT) SAMAccountName BHIC AN FER LRI FHRXFENFEENTLS
AD 1—H'—OEHBICKBLEL -

L]

SSONPBLLEELE2HEM 2 D>OAD ABY ALY N7y TEh3d &, RESIE AD 1—H—
ODRBICEKBLET, VFTAZX—IEX—2 ¥ —0 CloudWatch O% (/<environment-name>/
cluster-managerdJJI)IL—7"0OTF) 2k, AD BHFICRODIZ—HEENET,

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$)
DAL 1{2) [a-20-9. _1+(?<![_.1)$

IZ5—&. U TOEH#EFEET SAMAccount I—H—ENDdh%ZE RESHAZITAND CENERTT,

« NXFDASCIXF, BF, EUFR (), PUYH—AOAT7 () DA ZEEHBDENTEXRT,
s EUFRFERTUVHA—AOATR, BNFRLRREERONFELTHEATERE A,
c 2DDEFLUEEVARELFTUVA—AOAT (v v . _BE)ZEHDIERTEXREA,

EEERFAIN—T3

2024.04.02 LAHy

B

1. WYFRVVTNENYFT 7 A)L (patch.py & samaccountname_regex.patch) ZX >/
A—RIBICE. XOON REEITL, Z7 7ML ZERETST 1L U K~ <output-
directory>lICBE#AET,

(® Note

« JNY FI& RES 2024.04.02 IZOXBERENET,

« NYFRAUUT KNIk, AWS CLI v2, Python 3.9.16 BAf&, # & T Boto3 N HET
9,
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- RESAWS A" F7O04&EnhTVWBTHIhEU—23 20O CLI ZFREL. RES IC
KOTHERENENTY NIBERAU STV EAHAN B 2BABLET,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. NYFRIVFRNENYFTI7ZPANNFTDO0—REBDTFALINJICBBILET, XDO/\NY
FOAXY > REZEITL. & RESEIEOSHZRI<environment-name>ICBE]Z E T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. IRIZO Cluster Manager 1 VAR AZBREEBTSICE. ROONY RZETL. Z RESRIE
D& Fi<environment-name>lICBEEAE T, AmazonEC2 YRI X ROV =LA 54>
AR ABKRTIBDEETEET,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LARD) AR BRANCT IV EATREODTTAR—KF—HFENTT

Ll
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A—H—HNTZ4ARXR—rhF—2FdV2O—RLTRESVITR—FIIHSEIABRANITIEA
TRE, F—OEANELLHBYEEBA, BHOTHF1TELTEIO-—RENDLH, F—5H

BYHCRNET, FOVO-RLEF—ZHEALTHEIEBRANITIEALLSETRE, AOT
T—ARRENKT,

Load key "<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

EEEZ(TBRN—3>
2024.04.02 LART
BRE

COTSOHRIEEEZ(TREVEYD, Chrome Z2FALTHF—2A T O—RITBEE2HBEBOHLE
9,

FhE, ORICHFLWITZERL., DERICADOITZEERL T----- BEGIN PRIVATE
KEY----- F—TTFAINEBIA—NYINTBDCEETEET ----- END PRIVATE KEY----- o
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Research and Engineering Studio H7/R— KR 1 < —

Research and Engineering Studio (RES) l&. 88O —AZEFICHR—NLET, RES
FYYYY.mm.patch/N\—2 3 AF—LZFEALET, BXZvy—UU—AYYYY.mmZ&xL T

T YYWYRBREEKXL, BUU—AAmmEkRL., FEHJI)—ApatchZ2RLET., FRES U
U—RIZlk, $R—NRT (EOSL) FEAASY. ChEE Y+ OmmEDERKETT, £EX
&, 2025 6 AM EOSL BfFk 2026 £6 A 30 HTY, EOSL MEfFZBER &, TNUIJ—XA
IEHTRDHR—RIOXTFUARRBEENELEA,

HFLWXDy—N=—23> V=R ()ICE, FleE, N7A—~XA0@LE, EF1)FT 1 EH.
NTEBEENFrEENTVETYYYY.mm. EXBEENEES. E/NYFUU—R%ZBEL TIEE AWS %=
BELETH, EOSLIEL TV AHEVWD Y —RAICHLTOMMEEZRHFELET,

AT L—RAEHE, BUXDY—DU)—=Z (A5 2024.04.01 % E) AO/NYF V1) —ABTDH
HR—RNENFTFT2024.04.02, FILWXD¥Y—RESN—23aUASEHEEATSICE. TO/N—
ZAVOHULVA AN ERITIRIHENHYVET, EFOMECEFIVTAEH7O075 A
ICT7VEATEDRSICTBICE. RESOAVARN—IILZHEHFH D)) —ATup-to-dateREICHR D
EZHBHLET,

HR—NMETH (EOSL) FIETVTVWAN—I3VZERTLTVREER., YR—NEH#RFL, &
HOREBRICT IV ELATEDLRSIC, HILWN—23VIECTYTIL—RIBHBEEUTTILSEE
Woe RESOT7 Y7 JL—ROFMEFIBEICOVTR, RFIXVRZSZRLTILEEZY, TYTY
L—RICEIZZEBPYR- M BEZBERF. AWS HR—KMIHBLEDELLEE L,

Research and Engineering Studio ®/\—= 3 HR—KNET (EOSL) A

~

S

2023 £ 11 Ax H 11/30/2024
2024 £ 1 Ax B 1/31/2025
2024 £ 4 Ax H 4/30/2025
2024 £ 6 Ax H 6/30/2025
2024 £ 8 Ax H 8/31/2025

2024 % 10 Ax H 10/31/2025
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Research and Engineering Studio ®/\—= 3 HR— K& T (EOSL) A

~

S
2024 £ 12 Ax B 12/31/2025
2025 ¥ 3 Ax A 3/30/2026

2025 £ 6 Ax H 6/30/2026
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- =z

S

N4/

£ Amazon EC2 A VARV ALk, EEBEMT2 2DOUE—RFRAYVNY TH—ER (Z—ZF)
Y—ER)SAEVANRFBLTVET, COBERE. chsnSA Y RAEEEEZIC7OEY 3
VUTBOICRIUBEET, Z2FATRIEETEEXRT, ChIZKVWAWS Systems Manager Session
Manager, RDP ZEHEFIC. ROP S/ 2 AZHEE R FIC AmazonEC2 A1 VARV A
E—rhTOJATEET, BMOVE—RFRINYTH—ERTA VAN DVELZZERE, U
E—K~FAY MY 71— — CALs%Z Microsoft & /=& Microsoft 4 2> AV EZ—HSEBATS
VENBYNVES, PITATRITINDITTIIAT IV AEEODVE—RNFRAINY S 1—H—
CALs L ZA VY AFEVTAORRINFHY), 74N (HB) THIRBEICHBITAWS TEF
T VINDITTFIAT VAT A EVAETEVTAOXD)Y RELTTAM 2 AZHFBIA
CHEICOVTE, FAQOZOto>avz#S5RBLTLSEEL,

BERKE, FECRBEE N TV 2EHZREICFTMIZIETZESENELET, CORFIXY
N:(a) BHRBEHEVAZBENELTHY, O)BHABXLICEET D AHUN G2 REORRBERD &
UBITZEXRAWS L. () AWS BRUTNHEELHE, Y754V —, FLEEHFHEBEHISOIIY M X
VRFELEGRIEZERLEEA. AWSEHRFELFY—EAR, BRFLEGERRZEADT., WHEKD
BEORIA. R, FEERGEHEDTIC TBROEFE, BHEhET, BFKICHT S AWS EfF
BRUOEFEEFE AWS ZHICK>TEEBE N, KEFEAWS EBEHEOBOZNO—ZBTELEEE T
FtA

@ Research and Engineering Studio AWS &, Apache Software Foundation &l Al gE% Apache
License Version 2.0 DRBEICEIVW TS/ AENET,
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yETay

FHMICOVTE, GitHub DRI KU ® CHANGELOG.md 77 M) ZSRL TKEE L,

B £E
2025 7 A « DJ—=A/N—=232 2025.06.01
Hagia L

« SATFLDFTT )L Python ZERL
T AT ZANTIOFYRANET T #
IKRDVDIs DEBFEZRELEL I,

« Ubuntu 24.04 VDI O HR—KABIIE 1
-3 L/Tr:o

ZE

s InfraF RARNE VDISSATALAT7 # ) K
Python A" £ AI8E T RES E# (/N—2 =
> 3.9.16 LK) /L TVWBHA. ¥R
TALTFTT7 )N Python ZERTH LS IC
BVELE,

INTBIE

+ disable_ad_join & true M{HE O Windows
BELY Linux VDIOJ A4 > OREEBEZ#BRL
=L 1L,

« NARLIAM ARV —HF7O02 9 NE
BEoO-)ICTRY FEnEVEEZRR
LEL L,

2025 £ 6 A « DY—=AN—232 2025.06

HRERE(L
« AWS GovCloud CKERZ) U—>3> 0
HR—MFEIMENEL o
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B xE

c gbe 1 VARV AZRA T DY R—KNZEM
LEL L,

« Amazon Linux 2023 TIREFAI KNy 7’
v arvaRHIIHR—NFEBMNEhH
F: O i

 Rocky Linux 9 TREFRI Ky 7Y
SAVERBBIBHR—NFEMEhEL
=

c IAM DY —=RATLTAYIRENADARA
BAIAADHR—RNFEMENEL I,

« RESUIASY IV RENTETT7TAILTA
TLAZHIBRTAHEEZEMLEL 1=,

« Amazon CloudWatch #*5 VDI 7—K A b
Sy 7O ZmMEBT5MeEzEMLEL
1=

+ RedHat 8 $ & U* RedHat 9 VDlIs,

zE

s AVITARNTIUF¥RANE VDI KA
RO IAM 7 0 2 AFFAI O €5 E & K V) IA &
7,

s AVITARNTIUFY¥RANE VDI KA
ROT—RARNZYF7OANHEE N
F: O i

« DCV 7O—7#—® DynamoDB ¥—7' /)L
WCU & 20 'S 100 (CBX L EL &k,

INTEILE

« RES A" F > R—F 142 FAD Elastic
Filesystem Z —ER R TE 5V EEZ fFR
L 35 L Tz:o
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B xE

- Elastic Filesystem @) A N A" RE T RES
FRAFYZ72ay NOHERICKKT S REE
ERRALEL

« DCV VY=t yvIasn@reRAE
TERVEBEZBRLEL I,

s ATDV1—- ) Z2ZERTICBREFTHEE
ICHARLVDIs AT 1—)LZHIBRTE
PEEZRRUEL I,

« ADDZBBOI—H—TI—TIC/WL T
TPANTZOHNFIBELBLLLZEEER
BRLEL

s LY IUEEBETVDI YA UNKE
ITEEEZEHRLEL 2,

+ My Virtual Desktop R— T VDI v < 3
U REITIEEEBARLEL I,

o IRIEABMICAZ>TWDIs TP A RILE
ALTIRNFHELBEVEEZBRLEL
o

« V7RI IFTARY Y AMIs K&\ RES
N=232&YEOBBEZBRLEL I,
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I—¥—%( K

B+

2025 £ 3 A

2024 £ 12 A

LE
L] I)
B

g

L] I)
B

=

I)—AN—>32 2025.03

mEhkteor>ar —
Z7ODIONZE/EMICTS.
7O O RZHBRLET, .
JdARGHE Y2 21KR—K.

Echikttwov>ar —
BRETFAIKNY T,
V7RKDITAZY D (AMIs).
RES %> AMIs Z5&ET 3.
TAIKNY TERE.

SSH 7V L ADRE.

Active Directory M [EHA.

) —AN—232 202412

mEhkteo>ar —

Active Directory M [EH.
TFAONY T T O AHFADERE.
77ANTZIOHT O ADREE.
SSH 7V ADRE.

Amazon Cognito 1—H%'—0tY N7 Y 7.

Behkttwo>3 —
RIEDRA.

« 7’72AR—KNVPC ZRETD (A7 3

).
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Q—H—H1 K

B

2024 £ 10 A

2024 £ 8 A

2024 £ 6 A

2024 £ 4 B

2024 £ 3 A

EE

« DU—AN—=232 2024.10: DHR—K%
B —
- REQER.
« TROKYTHETOT77A)L.

s RERTFAIVRNYTAUR—TIAAQOBEH

e YY—=AN—232 2024.08: DHR—KN%

B —

« Amazon S3 /N Y N % Linux Virtual
Desktop Infrastructure (VDI) € 2> A X >
ACNIVMTB, "Amazon S3 /N VY
b1 ZZRBLTLEEV,

c WARLZAD TV NOT VLA, B
FOO—IINDHAZRIARENAR LO—
JIDEMZAEEICTDILET JEAFTE
TNe "POEAFARD— 25RL
TLEEL,

e A—Y—HaA R bFI)INa—FT142001
v>aveERREALUVELE,

« V=A== 32 2024.06 — Ubuntu #
R—h, 7O T I NFARBEEOT VAR
A,

« I—Y—HA R: ZEBN FTEREZERTS

1)) —ZA/N—= 32 2024.04 — RES X%
AMIsE 7O TV NEBTTL—b

FOMONT I 1—FT 14T KNEY
2. CloudWatch Logs O#R¥F, Y1 F+—/\—
DATVOTUAVARN=L
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B xE

2024 £ 2 R 1) —AN—232 2024.01.01 — F70O4 7
7 L—NEEH

2024 £ 1 R )1 —AN—232 2024.01

2023 F 12 A GovCloud MIERET> 7L —hZEM

2023 F 11 A AE))—A
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