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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
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"Resource": "*"

}
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"sso:GetSSOStatus",
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",
"sso:GetProfile”,
"sso:ListProfileAssociations”,
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "CloudWatchPublishMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/rePostPrivate"”,
"AWS/Usage"
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TO2AVERTIBDERIBVEVWSIZ—ARRENIEZBEERE, TOTIIVERITTED K
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ROIZ—PE, mateojackson IAM A—H—AAYV—)LZ2FEAL T, $% my-example-
widget VY —AICEAT2FMBERERTLEXDIELECEEZBELT, TOBRICHAELR
repostPrivate:GetWidget 77 AFAZHF > TLWEVWEEICRETDENDTY,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
repostPrivate:GetWidget on resource: my-example-widget

NSTNZa—Fa42Y

21


https://docs.aws.amazon.com//repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com//repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com//repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com//repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com//repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol

AWS re:Post Private OAVY—=IEBAHA R

CDIFE. repostPrivate:GetWidget 77> 3 EAL Tmy-example-widget ')V —AA
DTV EAZHFTTSHELSIC, mateojackson I—H—DRIS —ZEHTIHENHVYET,

BR—MBEZFERE. AWS EERZFICHEBVELESEEV, Y1421 FRIEHRERAL 128
HENEEETT,

iam:PassRole ZR{T T3 #ERI BV EHA

iam:PassRole 793 #E2TT2ERIBVEVSI IS —HFRRENLEESEF., RUS—%F
¥TL T re:PostPrivate DO — )L Z BT ENTEDLDSICTIHEN HVYET,

—HD AWS OH—ERA TR, HLLWH—EAO-IILFLEEY—EALCUVEnLO0-ILZ2ER
FTHERDYIC, TOY—EACRFOO-LZETCEANTEXRT, TOLHICE, Y—EALCO—-
WEEITT I EAFANBETT,

ROBOITZ—F, £VSIAM 1I—H =AY —)LZEAL T re:Post Private marymajor TF
923 ERTLEDIETIERELET, L, COFTV2aVEHY—EANFRITITDICK,
H—EAO—LAASHEENLET IV EAFANYETT, Mary IZE. O—ILZH—ERICEITTY
ELAFALNSBYEE A

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

CDFBE, Mary DRV —ZEFH L TAT ) —IZ iam:PassRole 7U> 3 NRTEHFIUT B4
ENHYERT,

BR—MABEZSEERE. AWSEEBELCHSBLELESEEZV, YA/ ERBERERMEL 128
HENEEETT,

B0 UADOI—H—IC rePost 75 ARXR—KNJY—AAWS THIKNANDT Ut
AZFFAL 2L

OTHO NOI—F—PHEBAOAY, VI—ALTI7LATREHICEATEDO-IZHERK
TEET, O—-IIDO5IEZTZERI A1 H—ZEETEET, VY—AR—ADORIZ—F

E7O2EATMO—ILVAN (ACL) ZHR—KNIB2H—EADHE, ThS5ORU—ZFERAL
T VDIY—ANDT I EAERETEEXT,

AAICOVWTR, UTZZRL TS EE W

« re:PostPrivate ' Ch S DEEZEHR—RKNLTWVWBAESHZHERTSICIE. T, 2BLTLKE
& L\re:Post Private & 1AM & E#9 3 5%,

NSTNa—F42Y 22



AWS re:Post Private aAVY—=IEBAA R

c FFIBEAWS 7HOMNLTVWD OUY—AANOT VA ZRETEHIHEICOVTEE, TIAM 11—
H—HA R, O THEAWS Z7HIN LTVWREIO O IAM 1I—HF—AOT I A%EBMTS
ESBLTLSESTV,

e VY—=ZAANDT IOt AZY—RN—FT 1 —(CREITEDHFELCODVWTIEAWS THI N, 1AM 11—
H—HARD "H—RN—F A —AWS THIVKNNFRETE AOTIEA%EMHTE, 251
LTLEEW,

c D7IFL—23>ENLTTI9EARAZREHATZAEICOVTE., IAMIA—%—HA4 R O AIBT
At NiE1—— (D 7TFL—23 ) AT O ADFH #5BLTLSEEL,

« JOATHIVRNTORAICEFZDO-ILED)Y—AR—=ADRI S —OFERAFEDEVNICOVWT
&, AMA—H%—HARDIAMTOIVOATHIVRDI)—ANDODT IOt A #SBLTLKESE
Wo

AWS re:Post Private O > 754 7 > ARSI

AWS DH—ERANBENIAVTSA T AT7ATSLAOEERAICH DA ESH ZEET D ICI,
FTAVTSATAAWS OH—E A O SALICLBDREEERNRN, © TAVTSAT R #3R
LT, BOO®HBDAVTSATATATSLEZBRLET, —BOBBHRICOVTIEK, AWS T
VT TATOATOAT T L, BSRBLTLEEL,

ZEALT, Y—RN—TFT1—OEELR—NZZV>O—RTEET AWS Artifact, FHICDOWVT
l&. "Downloading Reports in AWS Artifacty; Z2Z8BL TS &L\,

ZEAIIBEOBFTROAVTZAT U AEBFEAWS O —ER F, BFROTF—XOEERN, B
HOAVTSA T ABN, BAVUESEESLIUTRAFICEI>TREYEY, 2FATH RO T
FATABREOHMCIOVTIF AWS OH—ER, AWS " tEFa1UFT 1 RFIXTU b, Z3RL
TLEEV,

AWS re:Post Private OTiEE

AWS JO—NNA2VTZARZIOF vk, AWS V=232 BLVVTRAZEUT1—V—2%H
DICBEEIATVET, & BLATY2— BARAIL—TY N BECRARERY ND—0U THE
Thiz, MENCIBRE LIRS NEBROTRATEYTA—V -2 AWS V=232 Z2R{#
LET, PRAZFEUTA—=V—2TR., V—ETHMHIZEB<BENIC7 I —ILA—N—T
BTTVT—232EF—BR—AZRFABFLIPEBERATRCENTEERT, FTRATEUT 14—V —
I EROBR-—FKLEREROT—EEVE—AVTZARNZIOF LY ERAAY, 7F—-)LNKNL
VA, BERTLREFBIATVET,

AV TS5 A4 T > AREE 23


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/

AWS re:Post Private OAVY—=IEBAHA R

AWS =232 BLVOVTRAZEVTA—=U—=20FAICOVWTR, AWS " JO0-NIL14>T7Z
ARZO0F v, 25RLUTLSEEL,

AWS re:Post Private DA > 7 AN OF vy X1 )T«

NEZ—D RY—ERATHS AWS re:Post Private &, 574 MAR—/Y— "TAmazon Web Services:
FA1UFATOCLAOBE, CEBBEEhTVWS AWSJO—NILZYRD—9EF21 )51 FIBETHR
EhTLVET,

AWS NHEniz API O—-)LZFERAL T, XY ND—TJ4HT re:Post Private IC7 7 E2ALE T,
224 7> NT Transport Layer Security (TLS) 1.0 AN HR—RENTVIHBENH ) ET, TLS
1.2 BN #HRE N TVWET, £, DHE (Ephemeral Diffie-Hellman) X> ECDHE (Elliptic Curve
Ephemeral Diffie-Hellman) % £ @ Perfect Forward Secrecy (PFS) Z#AL S AS/—NEI T A
TORTHR—RENATOVRIUENfHVET, cNSOE—RIEF Java7 IEBE, FEAEDERH
JATALATHR—RENTVET,

TSI, UOTARNE, 77U AWS Identity and Access Management /NJLICB B TS iz
FOERF—IDEY—ILY NTFIERAF—%2BALTEETHREN G ET, £, AWS
Security Token Service (AWS STS) ZAL T, —KNEEF 1V F (1 REBEHRZEHRL. VITR
NCEBRITD_EETEERT,

AVT7ZARNZOFyEFIUTA 24


https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS re:Post Private OAVY—=IEBAHA R

re:Post Private 7 # —2&

AWS re:Post Private &, &N AWS U—23a>OT7HI > NTHEATESD 7S 4 X—N re:Posts
ERMHBLULET, rePostPrivate ICH A>T v 732E, &, 774 R—Nh re:Posts ZERB KUY
AARETED T TAR—NrePosts DRICTT7AIND T 7 —Z (BT FIREFENRTWEL
) AWS ZERELE T,

Service Quotas

AT, AWS 7hHJ2 MO re:Post Private D77 )LD U #—X T, Service Quotas 12/
V=)LZFERALT, F7AILNDIF—3%2RRTEET, ChENIVFA—RFVWVThERETEE
BA, VF7—3FDE|ZLFREVIIANTEEEA,

Yy —2A F7#FIb S B SHETRE
TS5 A4 ~R—NrePosts 3 CDTHIVRDE WINY-4
OF:4 EQOU—232ics

T27Z4RKR—K

re:Posts O & KX¥,
EBEOT T4 RK—N 10 BEOT T4 RK—N (RYRY-4
re:Post 4 X re:Post DFEARY A4 X

(GB B{y ),
AEZE—RTSA 100 BEDTZAR—N (RYRY-4
N—N re:Post 4 X re:Post DEARHY A4 X

(GB B{y ),

API 20vY M) T OFHIR

re:Post Private Tl&, 7HO U RZE, U=23a>ZellxoAO0Y N THIBNFERAENET,
NI A—REEBRPITERFTEEEA,

Service Quotas 25


https://console.aws.amazon.com/servicequotas/home/
https://console.aws.amazon.com/servicequotas/home/

AWS re:Post Private

AVY—ILERBIHAR

Foay

\

CreateSpace
ListSpaces
GetSpace
UpdateSpace
DeleteSpace
RegisterAdmin
DeRegisterAdmin
SendlInvites
TagResource
UnTagResource

ListTagsForResource

=220 74)L
— b

1

10
10
10
1

10
10
1

10
10

10

DOTARNDL—b

10

10

10

100

100

10

10

10

API AOY N> T O#IR

26



AWS re:Post Private aAVY—=IEBAA R
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9. [Review policy] (R > — D) R—2 T, Al (rePostPrivateSupportPolicy 5 &) &5
B (ER)ZABDLET,
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AZF5ET,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "RepostSpaceSupportOperations”,

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases"”,
"support:DescribeCommunications",
"support:ResolveCase"

]I

"Resource": "*"

}
]
}
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JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "repostspace.amazonaws.com"
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
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"userName": "User"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-11-06T19:24:397",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2023-11-06T21:37:447Z",
"eventSource": "repostspace.amazonaws.com'",
"eventName": "CreateSpace",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/118.0.0.0 Safari/537.36",

"requestParameters": {

"spaceName": "Test space name",
"spaceSubdomain": "customsubdomain",
"tagSet": {3,

"tier": "2000",

"roleArn": "",

"spaceDescription": "Test space description"

I
"responseElements": {
"spaceId": "SPLPWvQmvOSIWYF3QEXAMPLE",
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
errormessage, Xx-amzn-trace-id, x-amz-apigw-id, date"
},
"requestID": "71d815e0-6632-4ec9-9fac-92af3e4a86dc",
"eventID": "30a6bc3da-ce2e-4931-ba5d-b3cc7cfl6ec8",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

TR DOHlE, RegisterAdmin 79> 3> %9 CloudTral O LT MU T,
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-07T21:17:19Z2",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-11-07T21:24:237",
"eventSource": "repostspace.amazonaws.com",
"eventName": "RegisterAdmin",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/118.0.0.0 Safari/537.36",
"requestParameters": {
"adminId": "08612310-a0f1-7063-3e54-fb2960444dd1",
"spaceId": "SPlYNZE-ylQEmAXpmEXAMPLE"
},
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
errormessage, Xx-amzn-trace-id, x-amz-apigw-id, date"
},
"requestID": "9939ebbe-8599-4f9a-827b-4995e3006001",
"eventID": "el873b18-f80c-4934-9ff2-bf5b35c78031",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

re:Post 7ZAR—KNOATT77AILIRNIIZOVT 49



AWS re:Post Private OAVY—=IEBAHA R

}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2023-11-09T22:28:237",
"mfaAuthenticated": "false"

},

"eventTime": "2023-11-09T22:38:34Z",

"eventSource": "repostspace.amazonaws.com",

"eventName": "ListSpaces",

"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/119.0.0.0 Safari/537.36",

"requestParameters": null,

"responseElements": null,

"requestID": "95be587b-c@4f-4eb0-9269-12fee33ae2e3",

"eventID": "9777da32-545f-44c4-afOb-1d9109b8cbc3",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,
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"recipientAccountId": "123456789012",
"eventCategory": "Management"

LT 0HllE, ResolveCase 793> %&RY CloudTral QI MUTY, cOOJIVRNU®D
sourceldentityEZZFAL T, T—RZHAL L1 —ZHETEEXT,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR76DQZ7N5WX:create-support-case-
Uk1iHNTWQEOLmR2BR1FDJIQ",
"arn": "arn:aws:sts::123456789012:assumed-role/AWSRepostSpaceRole/create-
support-case-Uk1iHNTWQEOLmR2BR1FDJQ",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR76DQZ7N5WX",
"arn": "arn:aws:iam::123456789012:role/AWSRepostSpaceRole",
"accountId": "123456789012",
"userName": "AWSRepostSpaceRole"
.
"attributes": {
"creationDate": "2023-11-17T21:46:427",
"mfaAuthenticated": "false"

I
"sourceldentity": "28el17330-10f1-705d-7cba-3a62a6bl0e2e"
}
1,
"eventTime": "2023-11-17T21:46:447",
"eventSource": "support.amazonaws.com",
"eventName": "ResolveCase",
"awsRegion": "us-west-2",

"sourceIPAddress": "54.68.27.29",
"userAgent": "aws-sdk-nodejs/2.1363.0 linux/v16.20.2 exec-env/AWS_ECS_FARGATE
promise",
"requestParameters": {
"caseIld": "case-123456789012-muen-2023-75d2c35481b96357"
},
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"responseElements": {
"initialCaseStatus": "unassigned",
"finalCaseStatus": "resolved"
I
"requestID": "594b91c6-dflc-47e4-a834-d67d67f34b9d",
"eventID": "7fc9cbes4-c8d5-4d61-a016-e076de272fff",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111111111111",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "support.us-west-2.amazonaws.com"
}
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