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https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/server-memory-server-configuration-options?view=sql-server-ver16
https://learn.microsoft.com/en-us/sql/database-engine/configure-windows/server-memory-server-configuration-options?view=sql-server-ver16
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.IAM
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.Support
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.Support
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* DBAVAZVAQCEENV Z2REFTHICE. (REOEML] ZFRL ., RIFHE (&FA 35 BE)
ZEELET,
o FREIFBEED Amazon RDS for SQL ServerDB 4 Y ARV AL, A7 avJdI—7%=EH
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X7,
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H—N—EEZERTIICE. RORVVTRNEFERALET. CORIVTNE, BELETZ77A)
NAZEET7AIEZERLET, BX, 518, HICDVWTE., Microsoft SQL Server ® RF 1 X
rESRBLTLKEEZV, IZ7—2E8 T3, Amazon RDS RF 1 XY MIEEET TV S HIR
DIVANZHERLTLEZ,

--Creating the server audit

use master

GO

CREATE SERVER AUDIT [Audit-<<servername>>]

TO FILE ( FILEPATH = N'D:\rdsdbdata\SQLAudit', MAXSIZE = 2 MB, RESERVE_DISK_SPACE =
OFF)

WITH ( QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

GO

-- Enabling the server audit

ALTER SERVER AUDIT [Audit-<<servername>>] WITH (STATE = ON) ;
GO

EEAEOEX

H—N—EEEERLLE, XOJD—RZFEALTY—N—EEAEEZERTD T, H—/N—L
RIDARY NERBRTEEFT, COARICEK>2T, Y—N—EBEFICFIVIEThDIABIREY
F£9, BN, 5. HIZOVWTIE, Microsoft SQL Server D RF I X R ESBLTLKEEV, XD
fETR., XML EOTA T3 z2EEL, Y—N—FTI I NDER, EE. HIBRZEEBH
LET, 72320 ARMIDOVTIE, Microsoft SQL Server RFIX R ESBLTSEEL,

--Creating server audit specification
USE [master]

EEDERK 8


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
https://learn.microsoft.com/en-us/sql/t-sql/statements/create-server-audit-transact-sql?view=sql-server-ver16
https://learn.microsoft.com/en-us/sql/t-sql/statements/create-server-audit-transact-sql?view=sql-server-ver16
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.CreateAuditsAndSpecifications
https://learn.microsoft.com/en-us/sql/t-sql/statements/create-server-audit-specification-transact-sql
https://learn.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions
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GO

CREATE SERVER AUDIT SPECIFICATION [Audit-Spec-<<servername>>]
FOR SERVER AUDIT [Audit-<<servername>>]

ADD (FAILED_LOGIN_GROUP), ADD (SERVER_OBJECT_CHANGE_GROUP)

GO

--Enables the audit

ALTER SERVER AUDIT [Audit-<<servername>>]

WITH (STATE = ON);

GO

ROA—RZFERTDE, T—EIR—ALRILODAR N E2RBRITDIT—IR—AEETEZE
RTEET, CcOBITIE, INSERTF7O IV EZEELET, BX. 51 ZooflicoW\WT
l&. Microsoft SQL Server D RF 1 XV hZSHBLTSEEL,

--Creating database audit specification
USE [<<DBName>>]
GO

CREATE DATABASE AUDIT SPECIFICATION [DatabaseAuditSpecification-<<DBName>>]
FOR SERVER AUDIT [Audit-<<ServerName>>]

ADD (INSERT ON DATABASE: :[<<DBName>>] BY [dbo])

WITH (STATE = ON)

GO

EEOJORTR

KOOIV EFERALT, BEEOVAERTEE T, BEEOJEF. AmazonS3 IC7 Y 7O—REh
BPETCDBAUVAZAICREENE T, SQLSERVER AUDIT A7 3> OREZEFMICTS
&E. AmazonRDS 7 7 A )\ Z®EA 7 #)LA (D:\rdsdbdata\SQLAudit\transmitted) (%
BLET,

T, REA7AIINFOEEL J—REXRRTDICE, 71)L2% D:\rdsdbdata\SQLAudit
\transmitted\*.sqlaudit ICEELF T,

--Viewing audit logs

SELECT &
FROM msdb.dbo.rds_fn_get_audit_file
('D:\rdsdbdata\SQLAudit\*.sqlaudit"
, default
, default )

--Viewing audit logs in retention folder

EEOJORT 9


https://learn.microsoft.com/en-us/sql/t-sql/statements/create-database-audit-specification-transact-sql
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.html
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SELECT ks
FROM msdb.dbo.rds_fn_get_audit_file
('D:\rdsdbdata\SQLAudit\transmitted\*.sqlaudit"
, default
, default )
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Microsoft ® RF I X N TEHBEENTVWET,
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