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data "aws_secretsmanager_random_password" "test" {
password_length 20

exclude_numbers = false

exclude_punctuation = true

include_space = false

}
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resource "aws_secretsmanager_secret_rotation" "createrotation" {
count = var.needrotation == true ? 1 : 0
secret_id aws_secretsmanager_secret.initiatesecret.id
rotation_lambda_arn = aws_lambda_function.rotationlambda.arn

rotation_rules {
automatically_after_days
}
}

1

ROT —FT9F ¥Rk, Secrets Manager, Amazon VPC T RRA4 > N, Lambda B8 & FERAL
TOBRET—220—7T—>32F2HEZRLTVETAWS THUU K,

—=TL Y NDOEH 6


https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_secrets.html
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resource "aws_db_instance" "default" {

count = var.createdb == true ? 1 : 0
allocated_storage = 20

identifier = var.identifier

db_name = var.databasename

engine = "mysql"

engine_version = "8.0.32"
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instance_class = "db.t3.micro"
username = "admin"
password = local.passwddata
skip_final_snapshot = true
publicly_accessible = false

[aws_security_group.db.id]
aws_db_subnet_group.db.®@.name

vpc_security_group_ids
db_subnet_group_name
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TANET, &, CONARD—REZO—AHILEHREL TTerraformRETZEH,. CO/NADT—RE
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locals {

passwddata = var.passwddata != null ? var.passwddata :
data.aws_secretsmanager_random_password.test.random_secrets
}
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resource "aws_secretsmanager_secret" "initiatesecret" {
name = "org-name/dev-env/project-name"
kms_key_id
recovery_window_in_days = var.recoverywindow

var.kmskeyarn

wERAOER 9



AWS BREA AKX A AWS Secrets Manager & HashiCorp Terraform 7% {5 LJT%{Z%%_%
3
mERAUDER 10



AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform % {& /i bfﬂgﬁz

ZHEATIBROERT—XDEE Terraform

%@?—Qwiﬁitﬂtlﬁn‘f?é,&%ﬁ5‘)?3'0 T7VTr—232EAVTZARNTIOFYH AT —
LP7ORTBDE, BE QETEELLWL'CLEE?ZDL_Q:#i@'i@'EELJKUiﬂ'o Terraform
laC 277" 04 AWS 7 7]'7/ hNIBEEIL ORBET—REREIZICE. ROT77O0—-FZ2&R
TEEXT,

« Terraform RET7 7 1IN OB T — 90)1%% BETF—2Z2RYIICHVYVIAALLRB, SRETE
%9 AWS Secrets Manager, =&ZWE, >—JL v h23<icO—F7—>3>LT, =YLV
NOBMEBEZREFTEET,

« Amazon EKS > —7JL Y hADOT 7tz AL EHE - Secrets Manager T Amazon Elastic
Kubernetes Service (Amazon EKS) DX TNHD—IL Y hZ2BELET,

« VPCIVRRAV R ZFEALTHRANORY ND)—JICHBEBET— S ZRETD -BET—FOKZ
ZAVI@, T7TAR—RZY ND—DZBIABVTEEY, ChiZkl), HEXPTF—2REHE
< ENTEXT,

Terraform RET7 7 A I A OHEZET— X DIRE

cOtEU2a>TR, EFENDTerraformRET7 7 A LHAOKETF— X2 EBITHOD—
LY NeRAVRODEFEALICOWVWTEHBEL X tfstate, BE. ChlkTerraform77’O4 ICBET 3
T—REBUCTL—2TFANTT7ALNTHY, FTAMENEA VT TARNSIOF Y ICETHIHE
T—REFMBET—INEENETT, BET—XE, TerraflormRETZ7 74/ ILOTL—2FTFARNT
RAENET, BBETF—XZREBEITDICE. UTZRITLET,

e —=ULvyhERVIALEZR, -Vl Y NZEIICIO—T—>3 TR EZBRLUET, 7
MIZDWTIE, Secrets Manager RF 21 X2 v "9 <2 AWS Secrets Manager ~>—7J L Y h%&
O—7—2329%, Z22RLTEZL,

« Terraform REET 7 1 )L I&. Secrets Manager Z1ET 5 —mibtEhim AWS 7HO U K IZREFL
£9., 774 )L% Amazon Simple Storage Service (Amazon S3) /N7 Y MCREFEL., TONT Y
RADT OV ERZHIRTZDR)—ZBELET, FHICODVTR, "N YRR —ET—
H—R)— ZBBRLTLKEETV, Amazon S3 RFIAXRNNDESRL TS EE L,

« Terraform JREEZOY VL T, BWEEBS I EN TEEXT, REAOVIL., RET 7ML &2RE
FTHDHEOFEMI-IOVWTIE., Terraform RF I X ROAmazon S3/NY VT R, #5BL TL
eV,

Terraform REET 7 A L A DHZ T — X DRE 11


https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotate-secrets_now.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotate-secrets_now.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-iam-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-iam-policies.html
https://developer.hashicorp.com/terraform/language/settings/backends/s3

AWS REAA A A AWS Secrets Manager & HashiCorp Terraform % {# b'dgz%

Amazon EKS O — 2O L Y RADOT VA EEE

5_
EX)

Amazon Elastic Kubernetes Service (Amazon EKS) ZfEf 3% &, 3B ® Kubernetes 1> MO —
WTL—=X ) —REAAN=IELF#HIFAWS 528 4<, T Kubernetes BR{ITTEF
9. Amazon EKS & Base64 (Wikipedia) T 1—F 1 7 ZFAL THEET—2E2RELET, T
DA RRZATALABOEEFOTF—REEEHS LS ICHRFENTHY, BELRETF—XAOFRE
TOERAEB<SKSICERFFENTWVWET, Base64 T A1—FT 1Tk, FETF VAN STF—2 %
REITDDIC+DTREHY FHA. AWS Secrets Manager % fFH L T Amazon EKS D %5 —X
ZRELFET,

RDORIE, Kubernetes 7—H—_/—R& L TH#EET S Amazon Elastic Compute Cloud (Amazon
EC2) 4 VARV AT 7 OM4E - Amazon EKS ZRLTVWET, AVTFFAN L= 1420 R—
7IAA(CS) RZAN—%FEAL T, Secrets Manager # 5> —UL Y NEEBTEET, ¥
MIZOVWTIE, AWS EF21UF 4705 M "Kubernetes AWS Secrets Store CSI R A /\—T
Secrets & Configuration Provider ZF A 32 5% ZZRL TS EE L,

Amazon EKS O —2JL v NOERE


https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://en.wikipedia.org/wiki/Base64
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-configuration-provider-with-kubernetes-secrets-store-csi-driver/
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-configuration-provider-with-kubernetes-secrets-store-csi-driver/

AWS REH A H 2 A AWS Secrets Manager & HashiCorp Terraform % L THZT— 2

ZRETD

Dev or prod account Shared service account

VPC @
Internet gateway
P
Private subnet N {\I%/}
,
PO
Amazon EC2 instance Amaz n'\rPc AWS Secrets Manager
endpoint b
Kubernetes API

T T T T T
1 1
1 1
1 1
1 1
1 1
1 1
Kubernetes pod i Kubernetes pod
Uses secrets : Secrets stored in :
1 pod as PV 1
1 1
1 1
1 1

i f v
] ]
1 1
: CSl driver :
| Secrets in store |
1 1

RORIE, 7704 i Amazon EKS ZRL TVWETAWS Fargate, A—7T Y —AD
External Secrets Operator AP| (GitHub) Z £ L T, Secrets Manager 5> —2JL Y NZEET
EFET, FMICOVWTE., " 7707, 0 "ASBAWS P —OL Y NEEFEFEAL TEKS
Fargate D — O LY NAKNTZERATS1 ZRLUTSEZL, AWS

Amazon EKS O —2JL v NOERE 13


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/AWS_Fargate.html
https://github.com/external-secrets/external-secrets
https://aws.amazon.com/blogs/containers/leverage-aws-secrets-stores-from-eks-fargate-with-external-secrets-operator/
https://aws.amazon.com/blogs/containers/leverage-aws-secrets-stores-from-eks-fargate-with-external-secrets-operator/

AWS BREHAH > A

AWS Secrets Manager & HashiCorp Terraform Z /A L TEHT—2X

ZRETD

Dev or prod account

VPC @

Internet gateway

Private subnet

Amazon EC2 instance

Kubernetes API

Kubernetes pod
AWS Fargate pod for

Kubernetes pod
Uses secrets

©)

Amaz
end

Shared service account

\:-'-.,

n VPC
oint

> R{GH;

PO

AWS Secrets Manager
F

u

external-secrets

1 1
1 1
1 1
1 1
1 1
1 1
1 1
] ]
1 1
1 1
1 secrets 1
1 1
1 1
1 1
1 L
] ]
1 1
1 1
1 1
| Operator API |
1 1

Amazon EKS O —2JL v NOERE



AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform Z/H L T 1§

VPCIVRIRARNEFERALULTEANOZRY NDO—DIZHZT ’5<
ZRETS

A=Y MEHTY—ILYNITIEATRZ LR TEREA, . BBAORY ND—7
LW=hETZAR=RRYNT=II—REHNLTIRNTTAVIRIN—TFT12TFTREEL, 754
N —ZHFTIDOOFTS a2 AWS ZREL KT,

AWS Secrets Manager EF > 7L XZAQOIZA T RNBROT TV =23 BONT 71490 %
BRETEHEER., ROVThAOFEZFEATEERT,

« AWS Site-to-Site VPN VPN #Z&:
« AWS Direct Connect %t

BEU Z#EAL T Secrets Manager £ APl V5 AT RNEIORNZ 714 Y UV ZREBETHESEF AWS
1)—>3>, AWS PrivateLink ZFALTA R —T7IAAVPCIY RRA VN EERLET,
NDFATa>rarEATDIE, >—IJLYRNDODIXNTORNT T4V IBRTTAR—RNZRY RD—=TURAIC

RIETEET, FMIZOVTIE, TAWS Secrets Manager VPC T R7R4A4 > NOFER, #88BL T
<EEL,

BB REBAORY N — L RET D


https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html

AWS BREHAH > A

AWS Secrets Manager & HashiCorp Terraform % 5 bT’% AT

ad

Internet

Dev or prod account hd

VPC @

Internet gateway

Private subnet

a B B

Amazon EC2 Amazon EKS Amazon RDS

Shared service account

©)

Amazdn VPC
endpoint

d (&}

AWS Secrets Manager

A
e

BET—AEBAOZY NI—JILRETS



AWS REAA A A AWS Secrets Manager & HashiCorp Terraform Zf#fA L T 17?

)J—A

AWS RFI1 X2 K~

« AWS Secrets Manager >—2J LY hOO—7—>3 2

o >— AWS Secrets Manager VL Y hZ2§<ICOA—F7T—>3209%

« AWS Secrets Manager O—F57—> 3> @HT7L—h

s TOHT—X{RE AWS Secrets Manager

« AWS Secrets Manager VPC T RRA 2 NZFERT S

s SSNTY KRR —EI—H—R) —

— LYy bhZEZE2ICEREL TEAT S (AWS Well-Architected Framework)

- WAIEREEHMNICEEL TO—7T—2> 3 9% (AWS Well-Architected Framework)

’I

AWS 7 O7J &7

e DY—AR—ADRVI—ZTEYFAWNSTHIBN LT £2EO—JLYRNITIOERTS
BE

« Kubernetes AWS Secrets Store CSI R Z 4 /\—T Secrets & Configuration Provider ZEH 32 5
&

« EKS Fargate ® AWS >—9JL Y NARNTZAEB—OL Y NEEFTEATS

TO/HDIY—XA

« Amazon S3/N\Y VT R (Terraform RFI X KN)

AWS RF I XN 17


https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotate-secrets_now.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/reference_available-rotation-templates.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-iam-policies.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_audit.html
https://aws.amazon.com/blogs/security/how-to-access-secrets-across-aws-accounts-by-attaching-resource-based-policies/
https://aws.amazon.com/blogs/security/how-to-access-secrets-across-aws-accounts-by-attaching-resource-based-policies/
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-configuration-provider-with-kubernetes-secrets-store-csi-driver/
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-configuration-provider-with-kubernetes-secrets-store-csi-driver/
https://aws.amazon.com/blogs/containers/leverage-aws-secrets-stores-from-eks-fargate-with-external-secrets-operator/
https://developer.hashicorp.com/Terraform/language/settings/backends/s3

AWS REF A 5> A AWS Secrets Manager & HashiCorp Terraform 7 {2 F b‘C%@i—" %{

ThRAE

LTOBANZCOHA RICEBMUEL I,

F—HU2TJ

« Chintamani Aphale, V—RIO>HI XN, AWS
 AartiRajput, U—RIOHI RN, AWS

T.V.R.L. Phani Kumar Dadi, A% I)LZ> b, AWS
Pradip Kumar Pandey, U—RIOHI)I X2 K, AWS
« Mayuri Shinde, DevOps %I X2 K, AWS
Pratap Kumar Nanda, U—RIOHYI)ILZ> K, AWS

LE1—

« Janardhan Malyala, ¥Z7F7VU—REFf21 VT4 EZ2 K, AWS

« Anand Krishna Varanasi, U—RIO2HI)I RN, AWS

« Sandeep Gawande, 7 U—RIOHII XN, AWS

« Mike Zazon, 77UV NIWITIRAVITIZARNTZOF¥T—FTU8, AWS

TOZANGAT AT

s _TTUO_HINFA4Z—DAbouHarb AWS

F—=HI2T 18



AWS BREA AKX A AWS Secrets Manager & HashiCorp Terraform 7% {5 b'ﬂg'“ * g

RF¥I1 X NER

LTORE., XAOA ROEERZERICOVTHBALEENDTT, SENEMICHAITZIEANZZ(TEH
3BEk,. RSS 74— R B#2HTRIUSATTEEXT,

zE Bk A1
AT—KN774)LOY 29 Terraform RET7 71 )L 2025 5 A 20 H

723 DERT DR
EFEEZEHLEL Lz, Amazon
DynamoDB 7—7 )L ZERA L
TRET7 74N 2OV VTS
CERYR—PENBELIZY)
Fl

ARHET — 2024 1 HA5H



https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-sensitive-data-secrets-manager-terraform/secure-sensitive-data-secrets-manager-terraform.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-sensitive-data-secrets-manager-terraform/terraform-state-file.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-sensitive-data-secrets-manager-terraform/terraform-state-file.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-sensitive-data-secrets-manager-terraform/terraform-state-file.html

AWS REF A 5> A AWS Secrets Manager & HashiCorp Terraform % £ f bfgﬁ_ﬁ-‘;’;{
EFID

AWS BEHA X ADAZBE

LTE, AWSBRENA XV ALK > TRESNDHEE, HA R, NZ—2T-—HRVICEAEThDA
BCT. IVRNVZRRIDICE, AREOBRED T A —RNYIVORBIV UV ZFERALET,

=
7Rs

T7Vr5—23> &80T RICBITIZDEOD 7 DO—BRHNEBITHE, Chs OBk, H—

RF—HA2011 FICEBELESRs ICESVTHEEE N, UTFTTEBRENTVET,

s U7 TORIVIIT—FTIOFYOBRGT — VT IVRZRATA7TRBERRRIEAL T,
BB, NT7A—XVA, A—JEVUTFq&MOLEEE, F7U5r—23a 288, 7—
FTFUOFVYEZEELET, chlllEk, BE., IRL—TFTA1VIPATLETF—EIR—ADBIE
FEENET, Hl. 7> 7L I AD Oracle — X X— A% Amazon Aurora PostgreSQL Bt T
FA42aAVICBITTS,

c UTSYRNTA—LMNTIRNTURIVDIAT—TT7V5r—2320%20FIRICBITL, U
TURMBEEZETATILOOFENLRILZEALET, fl: BELEOA> T L I AD Oracle
F—ZNR—RA%Z AWS U577 R® Oracle AA® Amazon Relational Database Service (Amazon
RDS) IZ#%1T79 %,

- BEA(ROY 772U R2AVT)—BE, #ROZA VAN S SaaS EFILICBITLT, 7l
NHFBICYVEAFET, . EFEBEEREE (CRM) > AT A% Salesforce.com #1795,

« URAN (W7 RFURITN— VT RBEZTRAITDLOOEEZMATIC, P77V T—
2aAEIVTIRIZBITLET. fl: BEZOFTL ZAD Oracle *—XX—A%Z AWS U
SORMDEC2A2VARAL®D Oracle IZ#B1T9 %,

« BRE (NAN—NAHF—LXRILODVITRTFTURITN-FLVWN—RIJITZBALLY,
T7Vr—>3a>z&EMary), BEOERAZEELEY TR LR, 1 2TFANTYD
FYEOTIRIBITITELRT, AVTLIARTIYRNTA—LASEALTZYRT 2 —LD
VDI RY—ERICH—N—%BTLET, #l: Microsoft Hyper-VF7Z 7V —>a> % (L8
TUET AWS,

s REFEBTIVER)—TFT7IVT—23 288 HK0OV—AREBETRELET, ChillF, £EX
D7 TF7O0RIVITRBBETRDTIVT—2a20%, BEENTOEEXEZZBERTEHL LV
T7U5—23>, BRUOETNSEBTIZDEOOESZXALOELHMNEVESD, BEES
RETBDLA—TTIT—23a BENBYIET,

s Bl —BFEZROYV—ARBTCREICE 2 ET7IVT—23 2 FIEFEEHIBRLET,




AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform % {& /i b'ﬂgﬁ

A

5_
EX)

ABAC

BUNR—AOTIOA#H, 2B EEL,
WMR{tEhi-—ER

(Y=Y RI—H—, #8TBLILEEL,
ACID

TRYME, —EM. DRt WA (ACID), ZZBLEZ L,
TOTATITOT14T8AT

REEALZTVT—=232Y =) LR EEEAFBEEZFEALT) V—AT—ER—ARER—
TYRTF—ER—AZEHE L, BITHRCRFOT—ER—ANERT7IT—>32Hh50K
YOIV EMETEIT—EIR—ABITHE, COFETR, 1ERYOAHY hF—N—0
BEHFBEL, EBENEPREBNY FTBITEET, 7ITATINY I TBITLVEREE
FETIHN, ESEZ<KDEENINrBEERVET,

TOTATINY T8

Y—AF—AR—RAER—TY RF—AR—AERBE BN S, F—ENFZ—FY hF—2
R—ZRELZTUT—REhTVBME, BELTWBTFPTUT—23a VS0 RS H oY 3%
Y—AF—AR—ADK TRETBF—IR—ABTHE. BIR., 2—7Y hF—2R—R
hRSo¥o3asa2BHHHESA.

5B

BEATICREZITV, JIL—T242N0RICE-—DODRVEZFTE TS SQL BB, SETEHOH
ELTIE, SUMP MAX BEA BV EXT,

Al

PATHIEE) 2B EE L,
AlOps

FAlANRL =232 Z#ZBLEEV,
ER{

T—2tY NADBABHREZLICHRIZ7OER, EBRBCLEBEADT S AN —REICRL
5&F. BRULETINET R, CRPEAT—FERREENILEA,




AWS REFH A X A AWS Secrets Manager & HashiCorp Terraform Z 8L T %Ez;

TUFINE—
BY)BELRCAMECHLTHECAVSNBHRET, TOMRENEDRTH> LY, BR
B>V, REREVENRIEL 1Y TBED,

TTUT—2 a4t
INIITABSYATLALRET RS, BRENLETTUT—S a2 0aEFATEDLS
C¥BEF1UT4F7O-F,

F7US— 3 R—R7 4%

T7UT—Ya v OBELHRBIIANDIAN, BLETOESRAMEESE. BRYERT
BETTUT—a BT HMEROESY ., COBRE. K—K 74 UFOREE DT
OtZ OEEREETHY . BF. TLFAX, SBCTBF7UT—S3a>EREL, BEIE
HERTDOC/IEET,

A THNEE (Al)

A1 —F7«420F70/00—%2FERAL., 8., BEOHR, NZ—20REBEE, BER
ABICBEED TS NBRAMEOEZTICEBLLEO LI -2 AT A0S EH, SFHMEICO2VT

. TAIZEE A) EBFATIA?) 2lBLEZL,
Al XL —23 2 (AlOps)

ML BENEERL CGERLOMBEERARAL, BALOACIFY READNAZRS L.,
Y—bEAREERLEEB7OER, AWS BITHETO AlOps OEAFTAIC D2V TR, A
L—>aviatif R #8RLTEEL,

IERFREE S,
EES{LAONT VY OF—EEESRADTSAR—RNF—HLSEBD 1EHOF—%FHL -, BEL
OF7NAV XL, NTVYOF—RFESICEREATNABZVEOEELTERAESH Y TBAN., 7
FGAR—RNF—OFRAFTELLHIRTIHLEN HVYET,

BEFE, —E%. 284, WA (ACID)

IS5—., BE. TOMOBBARELEBETE, F—ER—ANTF—2EMHEELEERALOERE
HERIETZ—EOY 7RI T77ONT1,
BEEAR—ADOT Ut A4 (ABAC)

LT, KB, F—LBBE, I—Y—0BMHICETVWTT VAT TZEOMAIRETSH
Eo FHHEIC DOV TIE. AWS Identity and Access Management (IAM) RF 1 X kD T ® ABAC
AWS, ZZBRLTLSEE W,

22


https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

AWS REF A 5> A AWS Secrets Manager & HashiCorp Terraform 7 {2 F b‘C%@i—" %{

=
EHETEDT—2R2Y—RA

RUEEMOHIBTHREENDT—ROTTAIV—N—23a 2 2RETDEM. ER/IL. &
£ REBUEZE, T—REVNEBREEEEISENT, BETEDT—RY—AL SHDBRIC
T—REIE—FBENTEXRT,

FRASEUTF1—V—> (AZ)

HOTRAZEUT1—=V—20OEBEEHNS AWS V=23 REtch, @ALY—23aRomon
TFRAGEUT A=V —=2AOBEIANTRLATVO—OXY ND—VEGEZRETS ADF
DET.

AWS 2579 REBA7L—LT—% (AWS CAF)

BB VS IRAOBITERNESERLOONENTHRNEFTEEZILTAWS 21200, OF
ARSAVERANTZIOTAADTL—LD—UTF, AWSCAF &, EZXA, A#, AN
FUOR, TTSYRT A=A, EFIVT 1, BREVS 6 DNERDHICHAEA O AEZEBELT
WET, EDRRA, A, HNFTUVAOBRTR, EPZXRAAFINETOCAICEREZEE, 7
SYRNTFd—AL, EXFIVTA4, ARL—23 2V 0OBRAREMNBAFILETOLAICEREY
TTVET, Bl2E. AMOBATIE., AE (HR), AMREBHLE, BLRVOCAMNEEERS AT—
DRILE—ZHRELTVET, COBRINS., AWSCAF Ik, VT REAZRIIESES -
OOEMCRIDAMBAR, NL—Z27, X215 —>3 VBT HAF A ERHELE
T, FHMIZOVWTIE, AWSCAF VI 7H A4 h& AWS CAF DRV A hR—/N\— ZSBLTLE
=L\,

AWS 7—4 00— RBET7L—LT—% (AWS WQF)

T—ER—ABTV—IV0O—REZHAEL., BITHBEHERL, FXREEVYEZRMHITZ Y-,
AWS WQF (& AWS Schema Conversion Tool (AWS SCT) ICEENTVET ., T—IXR—A A

F—XED—RATZION, P7U5r—>320—R, KEFER. 8RENT -T2 A% M
ZoMmL., FMELR— M ERHELET,

B

RIEBZRY b

BAPHEBICORILPREZEAD L ZANELERY b,
BCP

TES X AMEMETE (BCP)y 2B &L,

B 23


https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform Z/H L T %
BET S 7

DY —ADEEEA BTV AV EREBNICRLE, —TNBA RS 0T47

E 11—, Amazon Detective DEMET S 7 AT A L. RERLEOT A2 OEIT. TFRX AP
HOHL, TOMEEOT I E2R/RNDZENTEET, FMICDOVWTIE, Detective RF 1
XD "TEMETZT707—2, ZS5RLTLSEEL,

EYIJIFAT AT A

REUNA N ZRDICRMNT DI AT L, "ITOTAT7M BTV,

“EDE
NAFTVERQCOOFAEBIZTANDSEN 12) ZFHTEHTOLER, flIZAE, BEEROEWE
BETFLT TCOEX—INGEANLTTA, TREELANLTREOYEREAL I BEDEEZTF
AMIBDBENFGHINPELNERA. T TCORREELETITS, ETIH L BEDHEZT
BIBBENHINELNTRA,

TIN—LT7 12—

EZNFEYRNDXN—THIDESHZETANTDLEOICFERAEND, BENTXEIRD
E—L\?_g*%iﬁo
TIN—17) =770

TRENFBILTVEY, B-OREE 2 DERTZ7 7O/ WK, REQTTUTr— 3>
N=23>% 1 20RE (7)—) TRAL. HLOWTTUTr—2a>/N—T a2 2RI0RE (J
=) TRALET, COWKE. BMROFETRECO-LNY IT50LRIEET,

R N

A2 —%Y NEHRATHEBRRAVZRITL, ABOTITAETAXPYRYZZ1L—NT

BDYTRNIDITFTFTIT—=2320, AVE—ZXYNLOBROA VTV IREERTZDIITY
O—5—%kE, —EBORY NFBERFLRFERTT, BEELERY NeEFRFEIBMORY NOAFIC
&, EAXHEBZRILEELY, BEEZEALYIBZ L ZERLEEDEDLYFT,

RY hxY K
RILDITIERFELTEY, RY MN—F—FEQRRY hARL—EF—EHENDE—DOHEH

ICR2THHBENATWVWEIRY RORY RT—T, RYRRYNE, RYNEZOKEHEILKRT
BPRHEHELT, FRICL<SHSNTVERT,

750F

OA—RURDRNVICEENDEE, VRS NJVCHRAICERTDTZOFR. X410 TI0F¢&
VWOWET, BFEOTSOFASHLWISOFZERL. TOHLLWIT SO FTHEEZRRL I



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform Z/H L T

W, NTZBELIEYTERT, BEZBEIDLHIERTZTZOFE., BF., #ee

FEFENET, BaEz )V —ATREBHNTELS, BETSVFEXAVTSOFILHRE

F¥T, FMICOVTRE, "7V FOBE, (GitHub RF 1 XN ZZRBLTSEE L,
TL=V0SAT7OtA

BIAWBIRR T, AR E7OLAZEBLT, =D AWSTHOUNBETIVEAFH

AEFELEEVICTERLSTIEATEDELSICLET, FMAICOVTIE. AWS Well-Architected

HAZDAD " L—O0SAFIENDRE,, AT —RESBLTLSEEL,
TS5 T 4 — ) KEE

REOBTFEAVTIZARNTIVF Y, DATLAT—FTIOFYIITII0 71— )L REBEEAT
258, BEOATLEAVTIZARNZIVFYOFNCEIVTT—FTOF v Z2&FTLE
T BIFOATTANTZIOF v ZILRLTVWRBER., 75V 7 41— )L REREET -2
74— )LRERZMEETHERIEETEET,

NY77F+vv> 1

TOEABEFGREEBVWT —2AMREE D XTI B,
A PNV

MEZERHTLEHICEDRAN TS L (BF, DAEZI—HY—ER, X—TFT1278E),

RAVAY—EADT—FTIOF Y EREDRER, EZRABANICL > THETERT, Fil
C2VWTR, AWSTOOVTHLE M ENA VOV —EADERGTRTA AR=N—0 TEZ XA
Beez O IICHEBIL) 023 28R LTSEEL,

B X Ak ERTE (BCP)

RBEBTRE, dHMZFHSI AR MERICEAZEENEKEICTAL, EDZRAZRIREIC
HETEDLSICTS5FE,

C

CAF

AWS U5V KBATL—LT =2, BBL T EE
AFUTFTOA

IVRI—Y—AON—232V)—R%Z, KEAZHATTERENICITS L, BENMFTLESH
RBN—232Z77040LT, REON— 32 Z2EEHAET,

25


https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform % {& /i bfﬂgﬁz

CCoE

CCloud Center of Excellence; Z#ZBL T &L\,
CDC

"EET—RF Y7 F v, Z5RLTLKEE L,
TEF—X2Fv7F+ (CDC)

T—2Y—RA(T—ER—AT—TIIRBE) DEEZEHL. TOEEILLEITIXAZTF—2ERR
¥2570ERA, CDC . B—TY NI ATATOEEZEEFTRLRIL 7V T— ML TEHZ#E
THRE, ERTRZEANICHEATERT,

NAARIDZTIYT
EEPHENEANR NEZEERWICEALT, DATLANHEEHZTANTSD L, AWS
Fault Injection Service (AWS FIS) ZAL T, AWS D—Y0O—RICAKNLAZEEX, TOKE
ZMM I B RRERTTEEXT,

Cl/CD

T A>T I L—>a > e TUN) —, Z25RLTLEE L,
Pk

FRZERIZDOILKRIDPETOLA, 7 EFMEOCEMEBETTI)ILIE, BBEZTFALET,
BERERE. BICEWCKBIEhET, fIAE, EFILFAAXA-—DRICEN BRI L ESH ZHET
DRENHIHENHVET,

74T MIDOESIL

B—=TY R T—ZAWS DY —ERX Z2ZEFEIHAOO0—-HNILTOF—XDESIL,

Cloud Center of Excellence (CCoE)
DZTRORANTZIOT 1A ADER, VI—AOBE, BITOXALTAV OB, KBREL
EFEZBUTHEBZ)—RT2RE, HB2EOIT TV REAORYEAZHETDFENETF—

Lo FHMICOVTER., AWSOUZTIRIVE—TS5A4AXEK7OJ 0D CCoE HRESRBLTLKE
=L,

59 RIAVEI—FA2Y

VE—RF—RARL—2& 0T FNA AEBICBERAS D VZORT /00—, 957
RIVELI—FT42 7@, — NI, TV2OEI-—TAVJCEEEATVET,

C 26


https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/

AWS REFH A X A AWS Secrets Manager & HashiCorp Terraform Z 8L T %Ez;

V77 RERETIL

ITHBICEVWT, 1 DBUEDIZTVRREZBE, RFA. RELIZILHICEASHIERAET
Lo FRICOVWTR, "7V REFAETIOEBE, 2ZRLTSEEL,

BADYTIRRAT—

A, AWS VST RADOBITHICEERTITS 4 DORMKE,

« T7O2IVN —BERAEFFZANELT, V5V RBENTOZIINEVK DART
I3

- HBREEO —BFEBEDITIROVEAEZLKRITZDEOOEBNBRE (ZUF1 IV —2 01k
FX. CCoE DEZ. ERAETI/IOMHILEZL)

s BIT—RB2OT77TVTr—>3> 08T

- BRA —HRpEY—ERAOKEL, V97VRTOA/R=>23>

ChSDRT—2R, AWSUTIORIVE—7SA4AXER7OJ/070O078E "VFTR
TJ7—AMANDTDvy—Z"—, & "EADAT— ) T Stephen Orban ICK 2> TERENEL I,
BITHEREOBEEMICOVTIE., AWS "B1ITEEHA Ry Z28RBLTIEEL,

CMDB

FEMEET—AZNR—2A (CMDB)), 28BLTKEEV,

O—RURS KU
V—AA—RXFOMOEE (RFIXU N, YT, ROVTNBE) FREE L, N—
TaVEBTORAZBUTEHEND B, — MBI T RURD NJIZIE, GitHub ¥
Bitbucket Cloud A& V) £9d, I—RON—>2a @G 7S50FERENET, X420 —E AR
NDBETEK, FURDNVE 1 DOBEZTRTT, 1 DOCICDNATSA > TEBDIRD b
DEFEHATEEXT,

=L RFrva

TTHD, ThiF,. PBYEENHD, ELLE, FLF—FXXEERET—INEENALTLS
NYT77FvY21, FT—EIR—AA VARV AGXA VI XFBVELEET A RO SERAHED 24
ENXHY), NVTT7FY VAL SHEAND I EREIDONIDESH., NTA—XAITEL
£,

J—JL kF—#&

U227 I0EREhY, BERBENDT—2TY, COBEOT—2ZIITVIRHE. BE
FEEZIVIVTERMEBNERA, COTF—FZBNT A —~XATEZMEBZANL—DHER
EEOZACBEISE, JANZHEIDCENTERT,



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS REFH A X A AWS Secrets Manager & HashiCorp Terraform Z 8L T %Ez;

OvE1—-2ET 3 (CV)

BRFZEEEALTTORINAX=—XEFFEVWS 1z, EDATIEROERETHELVOH
H92 A OFEH, HlZIE. Amazon SageMaker Al Tlk, CV AOEZLET I XLZFIA
TEEXT,

BEKRUT N
D—HO0—KICHVT, BEABEL EREA ST TBE, ChiCk>T, T—H0O— KA
RN DTRMA B ETH, CORER, 414D, BRMBLOTESY LA,
BREEF— R X—A (CMDB)
F—BR—AETD TRE (N\—RIITEYTRITTOREOILR—F L NETORES

BU)ICETREHERTE. EEITDURIKNI, BE, CMDBOF—X&E, BITOR—KNT #
DADKRBEDWORBETERALET,

A7 #—=X2ANY D

AT AT UVARAFIVOERFIVTAFIVIRANARIIARTDEDICTETILTE
% AWS Config L—I)L&gET7V>a>ndLv>3a>, YAMLT7L—KZERALT, OV
T73—XANY OB ANS THIOUKN BRE V=23 nE—-—0I T4 T7LTF7OA4
ITHCEE, HB2EICT7O/MTHEETEET, FHFMICOVWTIEE. AWS Config K¥F 1 X
RO TV T A—XANY U #BRLTLSEEW,

WIS A T Y L— 3> ERkER T /YU — (CI/CD)

V7RDIF7V)—A7O0CADY—A, EILR, FAN, AT—I27, KBEOZEARAT—%
BEtT2701R, CICD E—HICNAT AV EFENET, 7OLAO L., £EM
OELEt, J-—RREOBEL, EEOMECEREICLET, FMICODVTE, TH#ENTUN

)—DFR s ZSBLTLKEE VY, CD E##HMNFT 7 O (Continuous Deployment) D BEEETE
HYET, FMALCOVTIE T#HEHNTUN) -l ET 7041 BSRBLTLSESV,

CcVv

1 —2zE23>, Z28RBLTEEL,

D
REFOT—A

ARNL=—CRICHZDTF—ER2EBE, BILBHORY RND—ORICHZDT—2Z,



https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/

AWS REF A 5> A AWS Secrets Manager & HashiCorp Terraform 7 {2 F bT%Ej;g

F—858

XYRD—VAROT—R2ZEEELHMBEHICESVTHEL. 289%70€A. F—XRIZHELE
REHIOCREOI MO ZHMHITIRICRIUDED, H5PB2ZHAN—EF21UT1DV
AVEBEBRIIBVTEEZERTI., T—F0EF. AWS Well-Architected 7L —ALT—72
DEFIVTFAOREOIAVR—FNTT, HFHIODWTR., "TF—258, 28RL T
W

T—=2RUT K
EBEBT—FEMLETFIONL—ZVTERAENET—REOBICAEEREZERNELULY,

ADTF—ENBEAORBERICARICENMLEYTEZZETT, T—XRUTNE. MLEFI
FROLANEmE, BE. Q2FHZETTIEIAREN BN T,

BEFOT—X

XY RNID—=OR(RYRND—=OVY—-ABRE) ZEFRIBEIZDT—X,
F—8XvT1
- THBEOTF—IMBEEF > ELEIL, —TNBEBRSRVINT 2V AZITAD T —
=\=7__7?_\77|/_A|7_70
T—2 &ML
BRECLEZRTF—XOAZREL, LEBTHEVWSRE, THF—XH/MLEREAWS VTR
TBHIET, T7ZANY—VRY, AN ZHONW—RVTYRNTI NEHRTEEXT,
F— ZHRA
AWS READ—EDFHH—RL—II. EEEINLEZIDOA&N, HFEND XY KNID—IHLSE

FENEVY—AILTIEATERZELSICLET, FHMICOVWTE., T TOF—X2ERDOEE
AWS) ZSHBLTLSEETL,

T— X DHEME

raw F— R ZHEHROBMEBTETII THECEMTEIRAICERIZ L, TF—20FnE
ElF. BEDIELRTZHBRLT, RELTVS, FELTWS, £EREETREICHRT
BEEBERLET,

7 — &

T—EDER, EE. REOFERE, F—ROTFAT7H A V24 Z2BUTT—XDOLAMERE
BZEBHdT270O0tER,



https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform Z/H L T %

T — A

SoEd
TN
&l

T—2%ENE, RELTLSEA.
T—=RIOITNITA

DHBEDEDRAA TV IV AZYR—NTBDT—REBIAT L, T—RIITNIRA
—RNIC, REDBETF—INEENTEY ., 2<DHFE. ThSRBIITUPHMICER
ENERT,

F— R X—AEHEE (DDL)

F—BAIR—=ARNDT =TI AT IO NOBEEERET LRI EETHILEONDAT—RXURNE
EEaN> I\“o

T—RIR—RARESEE (DML)

F—AR—ANOERELE (FA, BH. HB) THLOOAT—MXY hELFITUK,
DDL

(F—AN—AEEEE EBRLTLEE,
FA—TFIHUT N

FRADEHICEHRNDEEEBTFINEHAEDEET, TA—TTFoH 7 EFERALT, &)
FRESFAZMELEY., FAOTHEEMEHELLEYTEXT,

REFH

AIZ1=ZNLRY ND—VDEHBEBZFEAL T, ADT—RERROEZ—T Y NEHBOBED
RYEVTZHBTIEBEBY T 71— KR,
ZER#

—EOEFIVFAXAZXLED MO EOVEI—2FY ND—02EICBRICER
T RYKNT—DEZORMBIEHBTF—XOMEM, BEM, TAHEZRETSHEHREF1V
TADF*, COBMBERATDEEE AWS, AWS Organizations BEDEBZD L A4V —IC#E
oA ~NO—LZEMLT, VDY—RADOLZLHEBRLET., LA, ZEBET77O0—F
Tk, BERDI, XY RND—0EITADT—23>, BEEEAEDBRZENTEEXT,

EEEEE
TMAWS@mmmmm ERMEOH DT —ERN AWS XUN—TFHO NEaEFL THRE

THOVRZEERL, TOY—EAOT IV LAFAZEERTEERT, COTHIUNE,
%@ﬂ EANZEREBELFHVET, Flll. BIVCERMOHZIT—EAD—EIF., AWS




AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform Z £/ L TR T —4
ZRETS

Organizations KF 1 X M® TAWS OrganizationsTHERTESH—E A, 25RBLTLKEE
Wo
NSTNoa—Fa42Y

T7Ur—>3a, HileE, J—ROBEZZ—7Y NORRTHNATESRLSICTS7 0
Ao T7O4 TR, O—RR—ALZEEZRLER, 77UT—>2320OREBETETOI— RR—
AZBELTEFTLET,

FRRRR

"R, 2ZRL TSV,
BrHEE

ARVIARELLEEIL, BRE, OJRR, BEZITSLSCRFAEnLEF2IUTAOT B
O—le 2hsOdY MO-ILRBEIRNEHEFRTSHY), HTHROFHHI NO-IILZTY)
RIleEF1IVTAARNZI-H—ICBELET. FMEICOVWTE, "TAWSTOEF1
TAAVMO—IIORE, © "THRENIO-)L ) ZZRBLTSEZL,

MENJI—-ARN)—ALAXYYE> T (DVSM)

V7RDITRREZATHAVIODAE—RERBICERXEZREITFNEZREL ., BEIEMNLZ
IR EOICERAENZTOEA, DVSM K, £ U—UXZATF7OFYIT T30
TAADESICHFAENLZNVI—-AN)—LYYEDY . T7OAZLRLIZEDTT, V7
RIITHERETOLAZBU TMEZAEL., BN TEDICBEZRARAT Y TET—ALAILEREY
TTLVERT,

FIRNYA Y
BY. Ti5. EXME. £ES VL. BEEROVATAERENCRALLEDTT, 7
IRAYA U, FARE, VE—NEZRULY, EERBESE—NLET,
FAXYYAVF—T )
AR—AF—ILBWT, 770 RF—TLOERTF -2 BT HF—2EEAEENDNE L
F—Tle FAXAYYAVF-TLOBYE, BE, FTEANT ALK, ELRTFRANOL

SICRMAZERINBETRENET, CchoDEMRE., —REIC, JTVOHK, 712>
T. BEREYMOINILFFEEREIET,

TAHPAR

D—O0—RFLEGEZATLY, BATHTVRIEELEMTCOEDSIABEDERZH TS A
R Ko ChEDARYNE, BREE, BRMHES, RELEERULEVREIA®PIILIIT
BEZEDABOTHORERRTHZIBZENHUET,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

AWS REAA A A AWS Secrets Manager & HashiCorp Terraform Zf#fA L T 1§

TAPAZ)A/N) (DR)

TFTAYARILRBDE IV RALET—ZEBERER/PRICHNZAZ-HOHEE 7O R, FMIC
D2V TIE, AWS Well-Architected 7L —AD—0®0O " TODO—OO0—ROF A4 HFARU AN
AWS: 95 RTOUANY) ; #BSRBLTLSEETL,

DML

T—AN—ARESE ZSBLTLKEEL,
RX A BB RIZRET

ZFAVR—FMRBHLTVBIEEHZETD RXAMY, FEFRITEDSXRABEICIDVR—
XNEEHRELT, BBV I NIITOATLAZBERIZT770—F, COB=RF, TUY
- IJ7 2 ADOEE, Domain-Driven Design: Tackling Complexity in the Heart of Software ( K
XAVREERETVIRITITORLNMIE THEMESAOERYEAR) TEBANETATVET (RAK
~: Addison-Wesley Professional, 2003), strangler fig /N2 —> T RX A U REREHEZEHAT
BDHFEOEMIOVTIE, "I 7F & Amazon APl Gateway Z R L T, #ER M Microsoft
ASP.NET (ASMX) VI JH—ERAZBRENICELAFTA X1 Z8RBLTLKEEV,

DR

"TAHAZ)AN) L ZZRUTLSEET W,
RU7 Mg

R=ATAVBREDLSOREZEHLET, HlAEF. AWS CloudFormation ZFEAL T AT A
'J V—ZAORY 7 REBRELUEY., ZHL T AWS Control Tower . H/NF > AEHEA O EEHL
BT TA T NEEERBRHLUEY) TEEXT,

DVSM

"EARNJI—ARNI—LIYED T, ZZRBLTLKEZL,

E
EDA

"RENT —2 541 2ZZRL TV,
EDI

"EFT— 23, 25RLTLSEEL,



https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

AWS REF A 5> A AWS Secrets Manager & HashiCorp Terraform 7 {2 F bfgﬁj;’g

Ivy>arEa—-T427
T XY RD—VDIYIILHDAN— N TFNA AOHERDZEHZTI /O —, JFTR
AVEI-—FT427&kBIBE, IVDAVEI-FTAIJRBELATO—Z2EMEL. &
EREAEZRETERT,

ETT—2X# (EDI)

EBETITS, ESRARFIXMNOBABXRE, FHICOVWTR, "EFT7 3L, %Z
ZRLTLSEEL,

ABABRHEY) AL T L —THFARNTF— R ZHESXICERTZI A EI—T 1T,
E5{LF—

ESALTINIVXLNAERLE, ZUHLtENEEEY NP SBIESXFI, F—ORE R

F2THST, EF—RBFRATEBZVKRSIC, —BILBILSCRIFENATVET,
I>7F47>

OAVEI—ZXFVENA MIRIMENDIEF, EVITITFA T ATATR, REM/NA

MRARRICHEMENET, VUNLIZFATOIATATR, & Mu/NA MG ICHENE N E
9o

IV RERAZ K

T —EAIVRARA by ZBRLTLSEETW,
IV RERAYRF—ER

RETSAR—=NIZIR(VPC) ATHRARNLT, 1 —H—HETEDZIH—ER, &2
BALTIYVRRALAY MY —ERZERL AWS PrivateLink ., 1 AWS 7AH D> M £k AWS
Identity and Access Management (IAM) U2 NILICT VAR ZETERT, cns
DTHIVRELEZGTIIONLE, A VB—TIAAVPCIY RRAV NEERTBD L
T, IVRRAV NG —EBEARICTFAR—NIEHRTEEXRT, FHEICOWVWTIE. Amazon Virtual
Private Cloud (Amazon VPC) RFAXU KD TTU RKRA VMY —EREERTD ) #SHBLT
<fEEEV,

IB—TZA4AXVIY—ATZ>=2% (ERP)

I3 —TFA4AXOEEREDXATOLA (&FF. MES, 7O IV NEBAR L) ZBEELE X
VEBEETDAT b,

E 33


https://aws.amazon.com/what-is/electronic-data-interchange/
https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html

AWS REFH A X A AWS Secrets Manager & HashiCorp Terraform Z 8L T %Ez;

IoRO-7EEL

E5t*—%, BIOBSLF—2FALTESILTZ7TOA, FMlICOWTIE., AWS Key
Management Service AWS KMS) RF I X D "TUOARO—JEESIL, #SBLTEEV,

R

RITFOT7TVT—>2320A2VARY A, 9 RAVEI—FTA2VTICHTE —ROBERE

DEERFUTOEHYTT,

s ARBE —T7UT—23 00X T AZBEHIDATF—LOKNERATES, RIT
FOTTVT—2320A2 AR VA, ARRRGE., LUORREICEKRESEIEEEZTANT
DEEIFEALET, CORAMTORERF, TANRREFENDIELEEHYET,

« TURE —HEL R TANCERAENIRERE, P7UT—23 003 XTORRR
5.

s XERRE —IVRI-Y-—HFTIOLATES, RTHPOTTIVT—23204A2 ARy
Ao CICDNATZA42 TR, ZBERRIFGROTTOMRRICKY ET,

« FURR —OATRRTF—LUAOI—HF—ATIOEATEZIXNTORE, chillE, FF
R, ABARE, 1Y —EARTAMNBRREENEENET,

IEY Y

TOYAILNFERT, BEROEXOBBEBEIBUMSFICRULO>BEENLT IV, IEYIT
., EHEREZRRAVOBEICODVTNALARIILBHBZRELET, HIZE. AWSCAF
FAVFTATIEYDICE, DETIVEAQCERE, > MO—L, 1 2T7ZARNTIF YL
FaADT4, F—ERE. AVITFUINRBHAEENRET, AWS BITHEOIE Y U OFMIC
DVWTR, ZOJFLEXRENA REZZRBLTSEE L,

ERP

"TOR—TZA4AX)Y—A5EH, 25RLTLEE L,
RENT— X224 (EDA)

F—REY RN ESPHLTEOEAEMZERIZDTOLR, BERRE. FT—2a2REXTLIFES
LThs, NZ—20iH. E%@ﬁ& BRUOBRZFHEOFIVIOOLEOOVBRAEZETL
£9., EDA X, HETOBMEEZFTEL., T—XDOAIRILEERTEIEILR>TEITENET,



https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/

AWS HREHA AR

AWS Secrets Manager & HashiCorp Terraform % f bfg

77077

AZ—AF—XOHRIIHZDT—T o EZZRAARL -3 VIIHTIEENT XN REE
hET, —BHIC, 770877, 2BHEOHTERENET, 1 DFHEEIEEILD

B, €51 28FAX2a>TF—TINOARF—HFEENDITT,
JIANLNT7AB

T70-FTR, COERXFHNEDHTEETY,
[EE o ERR

TRAWS VTR, BEOHEX4IBEL., 7—IV0—-ROMEEUHZEFHDIDOICKRIDOTARA
SEVTF4—=Y—=2"AWS U—>3a>, O O—=-I7L—2, F=R27L—2BEDER, 5
HMICOWVWTIE,

TAWS [EEDBEER ) ZZRLUTLEE L,
WIS F

72271 #8RLTSEEL,
BHEE

BEENFFRAICERAIZALT—R, flIAE, REJDVTFARMTR., BHERREZ AN S
EHNICF Y TFYEBAAXA-—DOFREEEHY)ET,

RHEEEE

EFLOFAICHTEIRHBENOEEMN, ChIEBEE. Shapley Additive Deskonations (SHAP) %
VAN

BAABEBZE, TRTXBFETHETEIHEAITTRENE T, FMEICOVTR, "z
AULEEBZEET ) OMEIRAENE AWS) Z2ZRLTEZ L,

HREZT iR

EBMOY—RAICLDTF—EOIVUY T, EORT—V2T, B—OF—8T71—)LRAS®D

EHOEREY NoHEEY., BRFEE7OCLADTF—R2HHE{ILTDE, ChnICKY), B
ZFEETINET—ROBEZZIDENTEEXT, HlRE,
r2021 %, ., "5 1., "K,.,

r2021-05-27 00:15:37, O HfY %
M5, ICP@RT2E, FETIINIAVALNECEETERETF—2]
VIR—ZXNIEETAWPICERDINE— EFEITHIDICRILEET,
HavhzaOr7 e

LLM (2, RRVEEELVENERIBEDSBRTLERL, BHUNO IRV ERFERB L,
COFER, TOVTRCRRENLH (39 M) ASEFLFLETS A2V FHANE

35

RREZATHA VI EERITADLEDIC, BEAODRENICTARNZITSBEETHY, 7o2vA)l

=
%


https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform Z £/ L TR T —4
ZRETS

B, O—ETY, HBZavy h7OV7 N, BEDT7 -V b, R, EFABIBEERA
JICHRNTYT, "EOZ3avy h7TOV7hy £8SBLTLSEEZL,
FGAC

FEOMA BT VAR, ZZRLTEET W,
EHMA BT U AFIH (FGAC)

BBOFHEZEALTT I EARREFATRLLFEEID L,

72v21AY MNBIT
BET—ZNF ¥ 7T v ICLDPENET—2ERHEZFNAL T, BRENST77O0-FTREL,
WMREARY) BB TTF—REBIT T2 T —IR—ABITHE, BRIV 24 LEZG/NRICH
ABDIETT,

FM

TEBTTI. 22RLTSEET W,
EBTETIL (FM)

RBEZRBEZBE _1—JILRYRNT—UTHY, " RUEBIREFRILFFEATVEVT—X
PEBBABET—FEYNTRL—Z2TENTVET., FMIC&KY), SEHEHRE, TFARS
FOHEBER, BASETORFEEV 2o, —ROEBTERZAVERITTERT, FMAICOVT
&, "TEBTETFIELERFFATIN?) ZBRLTEZ L,

G
AR Al

ﬂ%i—“)wﬁ)‘jtv e REOTF—RTRL—ZTEnTHBY)., 7N BBFFAN7OV7
REFEAL T, %R, BE. TF¥AN, 7—F1ABEOHFLVWIATOYRT—FTA4TT7IK
BERTEET, FHMICODVWTIEE, "TERA EFEATTA? ZSBLTLIEEL,

sHA7avxoy

"HENGR ZZRLTEET W,
HBHHIR (A 70Oy F2Y)

BEODEOI—Y—NFIATOVEBREICTIVEATERBRVELSICTSHD, Amazon
CloudFront DA< 3a>, PORA%ZHATHEEEZLTHEIEF, FAVJVANELZFEELEVAS



https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/

AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform % {& /i bt?ﬁ

5_
EX)

BE>TEHEELET, FHICOVWTIE, CloudFront RF2 XD TOVFY OIEHNT «

hJEI->320HER 25RLTEEL,

Gitflow 7—2 70—

g—

TUREE ENREN . YV—AO—RURDZNUTENEThEBD TS OFEEATESE
Eo Gitflow D=2 70—RBEVERBENTWVWALETHY ., U IR—ADT—U 70—
HERENTVWAHLWEETT,

LFoA A=

JATLARERVYTIRIITORFTY T3V RNTHY, YATLARERVYTIRIITOHKRA
DABVAETTOA4TBTTL—MELTHATAET, REOHTEAL, J-ILT A
XA=DfFERATRE. BROTNAALIY T MO 7270232070 7T, FINAARET
RL=232V0RE, AT—SEUT 4, SEMZRLETRIZENTERT,

TJV—=27 4 =)L REiR

jj‘_

HA

HULWREBICBRAFEOAVIZARZITFYHIBEELBVCE, YATLAT—FTIO0FvICT)—
71— REBEEATRIHEE. BEOAVTIZANTIFY BIET S0 74—ILR)ED
BRI EZTRd <, H502HLVWTI /O —%2RBRTEXT. BFEOA2TF
ARSOFvZIRLTVWBRISERE, 750071 —)LREBET V-7 14— )L REBZRS
TEBREETEXRT,

KL=

HABEMN OU) 2ROV Y—RA, RUD—, AVTFAT U AZEBRTBOICKI OB
L=l FHA—RL—ILE. AVT AT ABREC-HBITBDLSICRI—ZEmL E
T, chslk, Y—EADARO—LRVZ—EIAMT O AFAOERZFEAL TREE
NEFT, REA—RL-IILE, RUP—ERPAVTFATALOBEZKREL, BEOL
HBOTZ—RERELET, <hsld AWS Config. . Amazon GuardDuty AWS Security Hub
CSPM, . AWS Trusted Advisor Amazon Inspector, & KU HAX L AWS Lambda FI VU %
FRALTEEEINET,

Gt
o]

A, 2ZRLTSEEL,

37


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html

AWS REFH A X A AWS Secrets Manager & HashiCorp Terraform Z 8L T %Ez;

RERET—FZR—ADBIT

AMOTF—ER—ATIVSVEFERATEIE—TY R TF—ER—ANBEROEHHBET —EIR—ANR
17 (BIZ I, Oracle /S Amazon Aurora), ZBEBITEEE. 7—FT7I0F ¥ OBERFEED—
BTHY), AF—XOTHREIEMBRRAVICBEDTEEN B ET, AWS [F, AF—T DL

(C1& 3D AWS SCTZREL £,

B A% (HA)

FREPHLENFrRELLFZEC. TARLIED—J0—-REHEMNICERATEDZE, HAZ AT
LF, BN IAILAF—N—L, " BELTEREONT AV AZRMHL. NTF+—-X>
ANDHEBEHPRICHABZYF SERTREATOPEEZLETDLS ICHFAETNATVET,

EANUPYOERFAE—T 3>
BEEN - —X L& K< BRBLEDIC, ARL—23VFH JOT— (OT) VAT LEELF

AAXL, PY7TIL—RIBEHOT7O0-F. EARNITVR, THEADEXREETRZY —AH
57— R2PNELTREITZIEHICEAETNEZT—ER—AO—ETT,

R=ILRT7IRT—2

BHZEETIONL—ZVJRAT—2tY N SREBEND, SRINEBET—2D—E,
K= RTIRNTF—22FERATRE, EFNTFRER-INRTIRNTF-—2EEBELT, EFILO
NT#—RAZHETEXT,

AETF—ZR—ADHT
BEROEBT—IR—A%Z, GUTF—EIR—ATIVOVEHETEIX—TY N TF—ER—-A
(Microsoft SQL Server /' 5 Amazon RDS for SQL Server % &) BT %, RERMBITE. &

B, URARNKERVUTSY N7 —LLOEEO—HTT, XA TATTF—ERX—A1—T 4
VT4 ZERALT, AF—XEBITTEXRT,

RrY NTF—2XZ
DT LEALT—RXRIEOBRT—2BE, HBITIVELAEThDTF—X, BE, COTF—2X
ICEEREIVIURNEZREBEITIEHEBANL—CRBEFRLEFEITANVETT,
RYRNTAYIRA

FEREOVEACEHEZBETZILOCESTRATLZTOTS L, BEMFrEVEZD, BE
® DevOps DV —AT—07O—HDSREANLEFETERENEXT,

H 38


https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform % {& /i bfﬂgﬁz

NAN—=T T 5

AY RF—N—E&, BITLET7VTr—>3 28T F LNV RTEE, ERL THE
ICxng 2 HE. BE. COPER1~4 BT, \AN—TT7HEFrKRTIDE, TTIVT—
SAVIERTRIEREE—MRVICBITTF—LASIVTIRARL =23V F-LILBYET,

laC

Mnfrastructure as Codes ZSBL T EE L,
ID R—ADR) > —

AWS VTR IBRIBEADT IV EAHAZERTS 1 2UEDIAM TV NILIZTRY FEni:
7.RU:/_0

T4 RLREOT T Ur—2 3>
90 HBO 1M % CPU B LU XEUEAEN 5~20% OTFFVr—>ay, BF7OITU K
TR, ChSOTFTUT—2aVERELTDA, FVTLIACRETION —BHTT,
lloT

PAOAZARN)T ) loTy ZSBLTLSEETL,
AZA—BTNAVTSANTOF ¥

BEAIZANZOFrYOEH., NV FHERH., EEHEZTOLTIC, AFRED—IO—RIC
FERTIHRATIZANZIOFYETFTAOA4TRDET )N, REWIC, 1 Z21—3T)INAVT7F
ARSOFY, S1—B3TNAVTSARNTZIOF v &) E—EM, EEME. FAXKICEATY
F9, FHEMICOVTIE, AWS Well-Architected 7L —AD =92 (221 —37)WVA2 75
ARNSOF v R2ERALTTTOA4TE1 ORARNTSOT1AZSRBLTLSEETY,

12NT2 R (Z{E) VPC

AWS XIWNFTHIRT—FFTIOF YT, F7UT5—23a>00Bhr5FY NDO—DER%E
ZitANh, BEL, L—F14>T9F3 VPC, AWS Security Reference Architecture Tlk, 771
T2 ERVNEEBRAVEZ—FY NEORBEADA 2V R—TIA AZREBEITBDHIC, 1
INIDVR, TONNIUR, AVARDZAVDEVPC Z2FERALTRY ND—OTHINZE
RETHD_EEZHRBLTVET,



https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform Z/H L T %E

5—_
RETS
BoBIT

F7UT—23v & 1ETINTAY hA—N—F20TEARL, MEVERLHHTBETS
Y NA—N—¥B, BlZE. BAEPBOIA IOV —ERELRI—F— DX EHFLWIR
FACBATBBANBYET, IXNTHERICBETSCEERBTELS, BYDOI A0
P—ERP I—F—ERBOICBTL, LAZ—VATLAERETEBESICLET. COMWEK
SV, KEEEBTICES URIFBRENET,

AVHAARNY—40

2016 F(C Klaus Schwab KARIEBL AT, &K, VT7INEALT—R, F—KX—=232,
2. AIML OESIZED, EDSZATOCLADERZFA AZEKRLET,

AVTSANSUF

T70Tr—23a>0RB[ICEFNDINTOUY—RETEY K,

Infrastructure as Code (1aC)

T7VT—=23> AT ZARNTIOF Y E—ED ‘“*774JLE{EFEL/‘C7EII:/EI_/7
L., BEI270ERA, 1aC &, HMILLVREZHERATERTEEUI S, " EHDOHZIEDICT
B, AVITFANZIOFrZ2—TWICEEL, VY — ZEFEHZL/ AT—=)ZREICITR
BELIICHFTENTVERT,

A ZARNYTIL 10T (lloT)

i, TXLF¥F—. BBE. ALRTT. SATHAIVA, BEREOELHAICETBA
R—xY NCEEE NI Y —PFNA AOER, FHBCOLWTE., TA2FARUTIL loT
(oT) FYRIL RS Y AT A —A—Y AV BEOBE, 83RLTIEEL,

A4A2ARD> a2 VPC

AWSNXINFTHIRNT—FTOF v T, VPC(A—FLREREZRD RAWS U—232), 1
VR—=ZFYN, AVTLEIAZRYRND—VEORYND—OKRS T4V IODREBEEREEITD—T
{t= h /= VPCs, AWS Security Reference Architecture Tld, 77— 3> & &V L&A
VE—Y NEORABADAVEZ—T IAAERBETD DI, 41 2VINTR, PTORNNTY
R, 12ARD23aVOEVPC Z2EALTRY ND—OF DI NERETDICEEZHBELT
WET,

loT

A2VE—FY NEERO-ADLBERY NT—TZ N L THOTNA AR ATLEBRBET S,
O —FERTOY YMMEAIRENEERZINBEATDOIIORNORY KD—0, FHICD
WTRE, TloT £lF Z2ZRLTLSEE L,

| 40


https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/

AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform % {& /i bfﬂgﬁz

FRIR T ReE

BHFETTIOBET, EFILOTFRANFZOANCEDRS ICEKETILN ZABHIERTES
EeVWERLET, FMICOVWTR, " ZHEALLEERFEETI)ILOBERTEYN AWS, 228K
LTLEEL,

loT

CloTy 28R L T EE L,

ITHHRZA4 7> (ITIL)
ITH—ERZERHL, ChoDH—EFRZESXABHICEDERLEOO—EORARNTTY
FA4R, ITILIE ITSM OEZEZEHLUET,

IT H—ERAEE (ITSM)
BEBO T H—EANRT, 2%, B8, SLEHR—NIEETZED, V5T RARL— =
JEITSMY —=I)ILOHEEIZODVWTIE, ARL—23aHEEHA RESBLTLSEZTL,

ITIL

"THEHZATZ)1 22RLUTLKEEL,
ITSM

TH—ERABE,, 28BLTLEETL,

L
SRIAR—AT U 2% (LBAC)

WHT VL ABM (MAC) DRET, I—Y—EF—RBKICTNTNEF1UT 4 FARILENS
FHCENETSNET, I —EF1UT A SRLEF—REFIUT A SRLHRET S
HHCL>T, I-F—LRRENBFEINFRENET,

SUFAVII—
SYFAVII—V, AT TN TRERE, BRCRIENLILFTAVY N AWS Rif
TY, Chid, BB EFIVFABLOTAVTFANTOF Y RBCAEER>TI—00—
KREFTUT—2 2V RBCRBLTF 7O TEBDHRATT. TVF 12T V—2 ORM
KOWTR, TRETAT—STNBINFFAVY N AWS BEOEY K7 YT BELT
<EEW,

L 41


https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html

AWS BREH A H > R

AWS Secrets Manager & HashiCorp Terraform % f b'ﬂgﬁ

5_
EX)

RBRESFETI)L (LLM)

REOTF—RTEARNL—Z2VJEhREFE A 7). LLM TR, ERANOEE,
XRNDEH, EFE

M AR

RE 2
ADTHFARNBIR, XEZRETEIRE, SXTEBRRIRATERITTEE
T, FMEICOVTIE., TAHFESE

saa £ /)L (LLM) £ AT A2, Z2FRLTSEEL,
RBRBEBAT

300 B LD H—NDBIT,
LBAC

PIRINR—AT O AHMH, 22RLTEE W,
R/MFHE

BAVDRITICRVEREROERZNETRIEVS, EFIVTA1ORARNTTIT 1A,
MIZOVTE, IAMRFIX RO TH

D7 R8T RTIT7 N

=S
BNEET VLA AZERTS ) 22RLTSEE W,

"7TRs, ZZRL T EE L,
DNVIZFAT AT A

B MuNA N ZHRADICHBRMT I AT Lo

"TTOFA4T7H EZBLEEL,
LLM

FRIBESEETI)IN L 2SRBLTLSEEL,
TIRE

"RIE, Z2RLTSEEZL,

M

=8 (ML)

NE—2RBBEFBITIIVALEFRZEAIDATIHEN—E, ML, E/ D12 R—

ZFY N (IoT) F—RBEDRBRENETF—2EIHMLTEBL, NE—VICEIKHHETILE
ARLERT, FBICOVTRE, "BRZFE, 22RLTSEEL,
XAVTSUF

72271 #8RLTSEZEL,

42


https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS REFH A X A AWS Secrets Manager & HashiCorp Terraform Z 8L T %Ez;

NILoTT

OAVEI—820EF1VTART AN —Z2RETDIRSICEFAENLZYTINVIT, X
JIT, AVEI—RATLOHH, BERRORER, TET7 IV EAZBLSAREENHY &
T NIUDITOBIZEE, DA4ILNA, TD—AL, ZUHLDIT,. NAAMOKRE, ANADVIT
F-OH—BENFHYVET,

NEZ—I RY—EA
AWS DH—ERABA VT TZARNTZIFYLANY—, ARL—TFTA2VIIRATL, T7FY b
72—LAWS Z:ERAL., IVRRAVNITIVERALTTF— R ZREFELVEEBLET,
NEZ—2Y RY—EADHI& LT, Amazon Simple Storage Service (Amazon S3) & Amazon
DynamoDB AZIFSh&ET, COHY—EAR., MR —EREEHENET,

BERTY AT L (MES)
EETORAZEE, ESRUVY, X8, 4T3V 7RITTIRAFTATHY, THBT
. CNIC&->T, BMRNSHRERZREEET,

MAP

MMigration Acceleration Programy ZZ8RL T & L\,
XAZKA

VL ZERLTTOEAZ#EEL, EABRREZANTHEBZITS LOOBENETOER, X
NZAXLER, BERARICThAGZRILLEET DA VL ZEHRLET. FEICOVWTE,
AWS T Well-Architected 7L —AT =04 O "AA_ZXLDHEE, 25U T LEEL,

XDIN=FAHI2 K

HBO—HBTHIEBTHINAWS PHU 2 N B ®DF X T AWS Organizations, 7~
N HEBOXN—ICBBENTEDDEF, —EIC1D2OHKTT,

MES

TRIEXRTAT LI ZZRLUTLKEZ L,
Message Queuing Telemetry Transport (MQTT)

BRITIVTAOZATONEZ—2VICEIL, BEOND VY — > (M2M) BEZ7ORIILTSH
W, DY—=RIZBRYDOHB loT TINA AICERENET,
NA4oO%—EX

ARICERENIEAPIZNLTEEL.,. BEFNEEZBCER/KEOF—LIMETS. Mg
BTHILEY—ERATY, 2. R ATALICEK. BRFEPN—TT1I9B8EODEDERRA



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html

AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform Z £/ L TR T —4
ZRETS

HeE, FRBE, BR, oMBREOHT RXAVIINVYEY T TRIRA OO —ERANFEEN
PHEENBYVET, NAIVOY—ERAOFRICE. REME, REERT-VU2T, BEBF70
1, BRNATEEI—R, BEIZENHYET, FHEICOVTRE, AWS "H—/N—L AH—
ERAZEALEXA 7O —EADHEL 22RBLTEEL,

YA IOY—ERT—FFIF

BF70Tr5—>3>70AEXA 7O —ERELTRITIDMUL OV R—FR N EER
LTTF7VT—232 % @BRI2T770—F. chsONA IO —ERRG, BE APl ZAL
T, BRICERENIEAVE—TIAAZNLTEBRELET., CcOT7—FTI9F+OEIA70
B—ERAR, P7UT—2300REOHEICHIZIEEZBLIISICER. 704, &
CARAT—U2ITEERT, FHICOLVWTRE, "TONAIOY—EADEE AWS, 23RL T
<EEL,

Migration Acceleration Program (MAP)

BB OZTORICBITIZDCOOBOBZERERZRBEL, BITOMAIARNZERTZIDICK
MOOAYHLT A THR—~, ML—Z2T, ¥—ERZRHITSD AWS TOTZ L. MAP (C
&, HBHNEBFETLAY —BITERTIZD-OOBITHEERE., —BROEBITFUAZED
LELVERLTED—EOY—IIFBEENATVET,

RBRBBAT

F7UT—2aVR— R 7 A UFOABAERLICISIRICBHEL, BIT—TTEYZLD
TS —a BRI BHE s TOER, COBRBTE. UAOBREASZALERARNT
SHFAREHINEFEALT, BEIFIRI—F—L, V=)L, 7OEADSE, F—hX—
SAVETIRANTFUNY—C&>TI—o0— ROBHFEAEHLLET., Chid. AWS B
THE OE3BETT.,

BIT77O0KN)—

BEMbEhAREMEOHZT7O0—FICKY, D—U70— ROBITZSELT S IBFIERTIN &
F—Lbe BIT77UVRMN)—F—LICE, BE, ER,. ED>XATFTVANBRUHMEE. BT
IVOZ7, FRAYN—, BRTARATV U NTEETS DevOps 7O7 TV I FIHNEE
NET, IVR—TZAATTVT—232R—872)FD20~50% &, 770 K)—OF
T7O—FIEEL>TRENTEDIRENZ—2TEBRENATVET, FHEICOVWTE, o327
Yty NOBITT7 7O R —IZBT B #S & Cloud Migration Factory 714 RESRBL TS EE
(A

M 44


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html

AWS REFH A X A AWS Secrets Manager & HashiCorp Terraform Z 8L T %Ez;

BITXRT—&

BITEXTIRDEHICBERTTIVT—230BLTH—N—ICETRER. BITNZ—>2C
E, BB —EOBITART—ANYBETT, BITAZT—20OHEL TR, 2—TY R TT
XYM EFIUTFATIN=T. AWSTHIOKRBZENHBIET,

BIINZ—>

BITHE., BTk, BRCFERTIBIT7VIT—23 FER3Y—EAZFRTS, RETHE
BBITRAY., Hl: AWS Application Migration Service %Z £/ L T Amazon EC2 ND¥T% UK
ARLET,

Migration Portfolio Assessment (MPA)

A4V =)o ChIZE2T, AWSOUTTRICBITIDEDRAT —ADKILICHERE
HEB/BOSNET, MPA R, FHHBR—KNT7 2V AFTE (F—N—0BENEHAT2 T, ERER
E. TCO L&, BITOAARNDIN) BLUBITTZ (FP7TVT—230F—200MET—2IR
£, 77U Tr—>3> 00 )0=71t, BTOBEIBUNST. $FLFVI-—TTS22T) ER
MULET. MPAY =)L (ATAUHFBE) E, INTOAWS OVHFILE ~h& APN/N—KF—
AVHIILEZ M ERTRATEXRT,

BATERRRFHE (MRA)
AWS CAF ZERL T, MBI 7T REBRRICETZD AU A N ZEIEL, RITECEMZ4H

EL. BETNEF YV T Z2EBOROOT I3V TIVBETZITOEA, HFHICOVT
&, BITERRALAA RZSRLUTKEEZ V. MRA &, AWS BITHROE—RETT.

BITH

D—O0—REAWS V95U RICBITITHAEHICERATS770—F, FHICOVWTE, C0OH
BEOTRsIVRUE, THBZBHEL TAHEELZBITEMETS ) Z28RLTIEEL,

ML

"EHEFE 2ZRLTEET W,
EXFAE—>3>

EW(LAY—EERE/US YY) FTUT—V AV ERDA Y TSARNSIF v &ISIK
HOBRBTHAEOHZBATAMYAFALEHRLT, JANEERL, BDEEED, 1/ R—
SavEEALET, BEICOVTE. TAWS Y59 KRTOTFTUT—Y 32 OER 4 XH
B, EBRLTIEEL,



https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/

AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform % {& /i bfﬂgﬁz

TR FAE—2 3 2 EBIRR T

HBBOTTVT—2a>0EAFA(E—>a > 0EHRAEZHIL, R, VAD, KEEEE
BEL, BB Zhso77)Tr—23>0fKROREZEDEEBEYICHR—KNTEDZNLZ
RETDOICKI DA, FMEORERELT, Z—TYRNTFT—FFTIFvYOTINL—=TV2 K,
EXFTAE—2ITOCAOHRBERENAINAN—2ZFRLEO—RY YT, BEET I
FrYVTICRRTBEODOTIAVTIUNBESNET, FHHlICOVTE., TAWS UFT R
TOT7TVT—2300FEFZFTAE—23 0 0EERAETMISH Z#SRBLTSEEV,

T/ VY OTTIT—232 (E/VUR)

BRI EENLETOERZE X E—OY—ERELTETENDZTIVTr—>3>, £/
>V ITF °U7—>3>EHV<O#®K5ﬁ5U$?O1307°U7—>3>%%I7ZN
VDIVAOFRENRIBIZHER. T—FTI0FY2UhZRAT-IVITITRHBENHYET., £
U//7}7U7—/3/®%ﬁELM$tm&§?6;tm\]—HN—Xﬁﬁ€<&6t
BHCIBEYVET, ChoDOBBEICHATRICR., NAOVOY—ERAT7—FT7I0F v ZFEATEE
T FMHICOVTR, "E/VARENAVOY—EALSHTS1 ZZRBLTLKEZV,
MPA

MMigration Portfolio Assessmenty ZZ8BL T E&E L\,
MQTT

Message Queuing Telemetry Transporty 28R L TS E&E L\,
LOTADE

BROVZAOFRAZERTH7OELA 2 2UELEOHERD 1 2ZFRALET), fIXE, #HF
BEFILYN., TCORRIER. BHE, EFOLVTITIAN?, . "ZOBEKRICES
THREBELOHZPERONTIVRBENTIN?, EA<ALPELIEHA,

F1-BRTNBAVTIZARNZIOF ¥

AEIJ—OO—RICERAIZIEBEFEOA > TITTZANTIVFYEREFHFBRLVOEETDEOOET
JLo Well-Architected AWS 7 L —AD—0 Tk, — B, EE%. FRHAUEYEZELEED 19
W A52—BRTNAVT AR OFYTOERERARNTSIOTAAELTHELTVWET,

AV T O EAGE, 2ZRLTEE W,



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform % {& /i bfﬂgﬁz

OAl

"FVOVTOIOEATAT T AT A1 ZZRBLTLKEE L,

TEBEFEEE, 22RLTEETL,
F754 8T
BI7OARICY—RAD—IJ0—REFELEERIBITHE. COFERI IV EZALFRLSE
P, BREGEETRZEVWNMIRED—IVO-RIZEAEIhET,
Ol

FTARL—>3avEe) 28RLUTLKESL,
Ola

PARL =23 FINLARILTIT) =X b, 2BRLTLSEZ L,
FTA BT

V—AD—VO0—REATSAVICETICE—TY NATFALILOE—TB8THEE. 7—7
O—RICEHESNATVWBR T 7V —232 @, BITHEEMELETSR ENTEERT, COHE
BRI RA LN EOLSHEPRTECLED, BEFEELABRFREOD—IO—RIZER
ENET,

OPC-UA

"Open Process Communications - Unified Architecture; 2B L TS EE L,

Open Process Communications - Unified Architecture (OPC-UA)

EEA—RMNA—23aVHOTIY—IT2 (M2M) BEZ7 ORI, OPC-UA IZ&KYV), HEE
RAOBIC, *—2ESt, i, RTOZFEAF—LZEZEENTEERT,

ARL =23 F)ILRILTIT)—X> K (OLA)
H—EALRILTITI)—=X2U N (SLA) ZBHR—RNTBEHIC. EOMEEN IT JIIL—FTHFEWVIC
REIZDEEZNRT DN ZHEICT D,

ERERRRL E1— (ORR)
BEREBEETIRANTZITAADOFIVIVARN, AT URPRIV)BIEEREMR,

i, BlEL 2V, TOEEZHENDILEY TRIRICRIEET, FHMICOVTE., AWS Well-
Architected 7 L —A —%2 @ "Operational Readiness Reviews (ORR); ZZ B L T IEE LY\,



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html

AWS REFH A X A AWS Secrets Manager & HashiCorp Terraform Z 8L T %Ez;

ERTY /02— (0T)

EFEARL—>32, MR, 1 277ARNSOF v 25T O ICYEBERREEREESED/\—
RVITFEITVTNIVITIAT L, REFTH TR, Industry 4.0 N\OEEZEHS LT, OT
EBWEM (IT) AT LORBICERKFHTOSNTVERT,

ARL—=23a&K4E (O
DTSIRTARL—=IAVEEFZFFARXRTH7O0CAICIEK.,. EEHFTE, A— N X—>23>2 ., HE
FEENET, FMICOVWTR., ARL—3UHEEHA I\’E*Hﬁb‘c<téb\

4B 45 o FIE R

HBAWS THIN AOITXTO OINTOHA R~ AWS CloudTrail 2OV ICEE&E TS (IC

& 2 THERE NI=EEH AWS Organizations., FE#FlE, MABICEETNTVWEIEAWS THU UK I
EREh, ETHIONOTIOTAETAZEBHLET, FMIC DV TEE, CloudTrail RF 1 X
RO THEBIOIEFOERL ZSRL T EE L,

BT ESE (OCM)

AM, b, V=R =29 T0BERN S, FELBBIENGESXALEEZEETDILEOOT L —

LAD—2D, OCM IEk, ZLOBAZIEL., BITEECTAL, MEXEBOELZHIET S C

ET, HBNFLVSATALALEBOEREBITIDOZZELET., AWS BITHEE TR, &

SOREBATODIVRNIMBEBEBREZADAE—RICKY, COTL—ALAD—=DFAMTOtZ

L—=3a> eEMRERET, FMAICOVTIE, OCM H4 RESBLTLSEEL,
FVD T O AHIMH (OAC)

Amazon Simple Storage Service (Amazon S3) A>T Y ZRE TS = D, CloudFront ®F
Dt AFIBROEICATS a2, OACIEFAWS V=23, §XTO S3I/NT Y b, AWS KMS
(SSE-KMS) IZ& 2 H—/N\—fAIOBESt, S3/NT Y NADOEW PUT 8KV DELETEU VT A KM%
HR—MLET,

FVDSOTFIORATATT 47T 4 (OAl)

CloudFront @, Amazon S3 ATV % REITRDLEOOT IV LAFIRA TS 3>, OAl ZH
g% &, CloudFront 2", Amazon S3 (CRREEATEER 7D NI ZHERLET, REEEn i7"V
ONLE, SSNTY RO TV, BE® CloudFront 4 AU E1I—>3 2 ZNL
TOHRTIEATEET, OACEHEBTSRLTLKEEZ W, OAC TlF. KVFHMA, LT h
T OEAHENAIETT,

ORR

AZERRALELI— 22RBULTSEZ L,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform % {& /i bfﬂgﬁz

oT

TERTV/O2— 1 Z2ZRULTLEEL,
T RND2 R (EfE) VPC

AWS IIWNFTAHIRNT—FTO0FvTR., PTVT—3> R SHKBRENIEZRY KO-

EHnEunE 33 VPC, AWS Security Reference Architecture Tlk, 77U r—> 3> &k V) LE
BAVER—Y NEORBEADA 2 R—TIA AZREITDHIC. 1NV R, TIKNND
VR AVARI D IAVOEVPCEERALTRYND—OTFHI VN ERETHEEHEL

TVWERT,

P
TOEAFADERER

A—H—FLBRO-LINERATERT IV LAHAOLRERETS. IAMT U NILIZTRY
FEhd IAMEERD D —, FHICOVTE, IABM RFIXVNOT I EAFADERZSRL
TLEE L,

BAZBETESDER (PI)

EEREL LSS, FLRMEOBEET—FEBIEDEBLEBEIC. BAOETZEENICHAT
%at.bLﬁFﬁ'Cé%ﬂ%#ﬁo Pll OB, KA., /7, BEEBBREENHY KT,

Pl

"MAANZISETEDEHRI 2SRLTLSEETL,
TLATVv Y

DZORTOATANRL =2 3 V#EOREAE, BITICEEITZEXEZRN)IAL, EFERS
NE—EORTY T, T7LATY OB, AVUTN, BEZVTY Y, FEREEEROES 4
AENEREZEATDILOICHELTOLARFIROEN B EOHRZED N TEEXRT,

PLC

r707Z37)002v 000 0O-5—1 ZBRLTLKEETL,
PLM

"BmT7A7 A4 0ILERE, 22RLTEEL,



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS REFH A X A AWS Secrets Manager & HashiCorp Terraform Z 8L T %Ez;

RIS —

RDBERTEICTDIATSIIONTIOLAHFTEEERT S (IDR—ANDR) T —%SR), 7
DEAZHBZEETSD (VY —AXR—ADRI>—%SH), AWS Organizations D#EMEIZ (75
ETHIRNITORAFAOLRZERTS (W—EAODNO—ILR) S —2SE),

e E10F § 713

F=RTIOEANZ—XFTOMOEBEHICETVT, XA 7O0F—ERAOF—Z2ARNL—F0
/JAO2—Z@ERNICERLET, XA 7O0F—EANFFAUF—2ANL—2Fo /00 —&ZFAL
TVWRHE, RELOBBEIrRELEY, NTF—XANBRTIBAEMENIBYERT, X1 7
O —EAR., BEHICREESLETFT—RXARNTEEATRE, KYBREICEEKTE, NT7F—
NAEAT—ZEUFTF4 A mLLET,

R— k7 # U A

BITEFHEITR O, P7UT—232R—NT7F)F0O%E, 2. BEIBELNSTETST
Dth#ﬂLOUTH\r% TOERKROFE 25RLTEE L,

4

pus

true ¥k false ZRIT OOV T &M, —MIIC, WHERE GICRERENFET,
REF7YvSa1do>
F—BR—AVTI)ZHBELTDFE, Cchick>2T, BEERIICOVIVAOF—XET1I)LAE
DI LET, COFEZERDE, VL—23FINTF—ER—AHNSHEBLALAEBITIHEOH S
F—RDENBLITRED, JTVONTA#A—XANAELET,
FHHI> N O—)L
AR NODREZBHS LS ICEGFTENEEF2UFTF«ONO=), OO MNO=IILIEE, RV

RID—OANDRETVEARHRULLKBVWEEZH<HKAROBETT, FAICOVTE, T
AWSTOEF21UFT 4O MO—-IOERE, O "FHHI RO—)L, ZZRLTEEWL,

AV

TO23a>vaETLAWS, VDIY—RICTIEATED DIVTAT4, COIVTAT1&
BE. . IAMAWS 7AhHo> O—), £FE 11— —0O)—1—Y—T9, FHICOWVT
&, IAM RFIAIXRO TO—)LICEETHRABEEES, WHBD TV INILESHBLTLKES
(AN

TSANI—NATFH A

RRT7OEALBEZBLTTZANY—HFERBENTVBR I ATALAIVZZTIJOT 70—
Fo



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts

AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform Z £/ L TR T —4
ZRETS

TZAR—RNEKARNY =2

1 2UEDVPCHDO RXAEFDH T RAALADDNS VT JIZX L., Amazon Route 53 A
EDESIZRETZNICEITAIERERETITSATF. FHMICOVWTIE., Route 53 RF 1 X
RD TT7SAR—RNERARNY—20OFER) 28BLTLSEEV,

7arvrF473a> 00—

FER)Y—-RAOFT 7O/ LtZzENELEEFIUTAOO—), 2O MA—LICK
V., Z7AES3aZVIFIICVY—RAZAF Y LET, A MNO—LIZERLTVEVWDY—R
&, 7OEZaZ>JEhFELA. FHMIZCDOVWTIE. AWS Control Tower RF 1 X2 ko "0
hO=WDT7F7LYAHAA R LT T £F2 VT RO-IIOERE, © 7070774
73RO, #BBLTLKEZ L, AWS

HRTA 7914 VINEE (PLM)

HmOKET. AR, LS, Ak, KA. RR, BRICED, RROZA 7YV &4k%ZE
LTF—RETORAZEEBTR &,

RERE

"EE, ESRLTLKEEV,

7Ok 7)0>y 231> 8 O—Z— (PLC)
HESBTHEAETNS, CEEEERMICEBNEOVELI—2THY, ChIZ&2T, X U%E
EZRVITREELEIC, RETOLRAZBEBHLLET,

a7~ NFA4Z2T
120 LM Z7AY 7 NI HAIEZROTOY T ROANICHEAL T, &YBWLARY A%E
BRULET, COF2EFEATIE, BRBRRIVEYTR2AIICHEILEY, BRILAR A%

BRYBLULHEBRELRILERLEZYTEET, ChIZK2T, EFILOLAR ADOBE & BEMD
MEL. NEOSWN—VFrZA XEhlEREBSNET,

RE1L

T—2EY NADEABE FE27L—ARILT—EILEERAZTOERA, RELCLFBEADTZ
AN —REBEILRIUEERY, RBILETNET—FE, MARELTHEAT—REEBENET,

RITIH T AU 54 7 (publ/sub)

RAOOY—EABOFRPBEEZAEICTEINE—2, ChIlRY, AT—FEUT 1 ERE
MemtbtEeEErd, fIRE. XA VOY—EAR—AND MES MFE,. N4 70 —EREF.
OIAVAY—EAN YT RAIVTATAEBF Y RILICAR MY E—DZRITTEERT,
DI ATALATR, BITH—EAOEELZLIC, IRNAIVOY—ERAZEMTEET,



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS REAA A A AWS Secrets Manager & HashiCorp Terraform % {# b'ﬂgﬁ

Q

9TVTSY

5_
EX)

FEZED—EDATYTTHY, SQALUL =23 FIINF—ER—-AZATLOT—RIIT IOt
AFBEHICERAETNET,

JIVTZ>o0TLy>aYy

T—ER—AY—EADFTTAIAF—H, F—ER—ARKIZBFENDZEENFN MAShBHEIIC
BRENLETSVRVERBEVRV TS RBIRTB L, Chid, HEt. HIREHE, RER
B, DZIVNFX=BONATFAVITDOEE, BLOTF—ER—ALVDVOEHEENRRA
THADUEENFHVET,

R

RACIX NUY A

FRITEEE, SPEEEE, HELE, WEFL RAC) ZZRLTEET L,
RAG

"eRIRER ) Z5RBLTLSEETL,

SO LIIT
RBENRTIRDETCAVE IR ATALAEERFRTF—EANOT7IOEAZTOY I TBKLDICEKE
Ehiz, EEOHDV7NIIT

RASCIN KUY O A

"RITERE. HPESEE. HEFL. WEEL (RACH, ZZRLTEE L,
RCAC

LTI EAFE, 22U TSEZL,
J—RLZTUA

B ERACERAE NS T—EX—A0AE—, JITUZY—RLTVALCIL—TFT1>TL
T, T7TARIVTF—ER—ANDOERERFHTEET,
VT7—FT7UhK

'7Rsy Z2ZRLTLKEEL,




AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform % {& /i bfﬂgﬁz

HZE RS (RPO)
BREOT—RIVANIVRAV MDA SORAFEREATY, chilkl), RBROBERIDL ST —
EANRHENDETCOBICFRATERTF—FIBROEEN REVET,

BEEIHE™E (RTO)

H—EAOHEH, SEIBETORAFRELERRE,

VT77oR)2Y
'7Rsy Z8BBL T EE L,

V=232
WEHTUFTHOAWS UY—ZOOLo>3>, EAWS U—3> &, TEEM, REM.

MEESMZREHEITDLHIC, O PSoBEEh, UL TVRT, HFMICOVTR, "7HOY
hABERATED AWS V-3 Z5EET 21 2ZRLTSEZ L,

IgLy>ay

BIEZTFATHIHEBEETF L. fIAE, "CORBENKSVOERTENDTLEOA?, &
WOSRBEEZBRIZDLHIC, HEETETILE. REABETILZEALT. CORICETIE
HOER(FH7 14— M3 E)CETVTRORGMEEZFATEET,

URA R

7Rsy #BBLTEEL,
U—2

F7O4TOEAT, ZEEABEBBCIREED L,
BRE

F7Rs, Z2BLTLEEL,
7Sy NT+—LA

"7TRs) ZZRL TS EZ L,

BEA
'7Rsy ZSBRLTLSEEL,
ElEH

FHFICHERK R FMASEEITZTTUVT—> 32 O, AWS V57 RTOEE D ZF
BEIIBRICE, —BNIC, STAMETAHAZVANIANERBENART, FMICOVTIE,
TAWS 92T R OMEEM, 25RLTEE L,



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://aws.amazon.com/resilience/

AWS REFH A X A AWS Secrets Manager & HashiCorp Terraform Z 8L T %Ez;

)Y —=AR—ADKR) > —

Amazon S3NNTY M, IV RRAV N, BEEF—BREQDVY—-RALCTERYFENLRI>—,
CDRATORI—E, PORBANFAEATVRTUZINL, HR—KREhTWET S
>ar, TOROBLEINERLEZEELRT,

RTEMEE. APREFEE. HEEX. |REL (RAC) ICEIKIKNIY IR

BITEBE VT REACEDDIINTOBERBEOREEEFEZERLIENNIY I A, XK
Y OADEZHIE, YNV YVATEBETNTVIEEOEE,. §8H5EE (R). SHASEHE
(A), & C). BHREHR ) ICHRLET, YR—KNS) ZA7RBAT723a>Td, YR—KH
BENBEEE RASCINNUY VRAEH Fh, EEnABVESE RACINKNUY JREHEA
£7,

LAR>Z 72> O

BEERXEFIVFTFAR—ATAUASORBEICOVT, BEZRIESICEFTFTEniEEF2
U742 O—), FMRIZOVWTE., TAWSTOEF1UFONO-ILOERE, O "L
AR TAMO—=)) 23BLTLSEETL,

R¥F

'7Rsy ZZRLTLEEL,
B

r7Rs) #8RLTLEEV,
BRILRER (RAG)

£ Al O ShICEY, LM T, LAKYAQERFIC, NL—Z2FF—RY—2AD
AR HBIEETEDTF—RY—ANBRENET, flxid. RAGEFILL&E2T, EBDT

LYDR—RKERBDAZRLT—BROEITAY IOBRRERITTEDBEN HYET, #lCO

WTEE., "RAG (BFILRER) ERFATTA?, ZZRBLTSEZL,

az

\ll

O—7—

EHNIC—ILY MEBZEHL T, REENTABRICT IV ERAT20Z2L)REICTHT

D th
TEIIOT U A% (RCAC)

TOEAL—INFERENZ, EXNTEREAZ SQL RIROEA. RCAC KITHERESINADIT
BRENATVERT,

54


https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/

AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform % {& /i bfﬂgﬁz

RPO

"EREIHER) 2ZRLTSEE,
RTO

FEEZEEIHRER) 22BLTSEETL,
STV

REDRAVZRTIZ OV EZFHELEARLEhE—EDOFIE. ChSEEE. I
S—ROFVREREXFIEZESEBILTILEHICEBREEATVET,

S

SAML 2.0

Z2<OID7ONAEZ— (dP) FERALTVRA—T VAR VA —R, COMEEZFERATI L,
TIFL—FTA4YRIVIINTFAUF (SSO) NFEMICHED D, I—HF—REBROIANT
NDI1—H—% IAM TERLAELSTE, AWSY RIS X R NOVY=)LicATd4 > Lk AWS .,
API ARL =23V ZHUOHTCENTEET, SAML2O0R—ANDT7 I FL—> 3> OFMIC
DVTE, IAM RFIXDRD TSAML2OAR—ANT7 IFL—23aIloWT, #88BLTL
EEW,

SCADA

TERBEHE T —2EE) Z2ZRLTSEET WL,
SCP

T—EZRO—I)LR)— ) ZSRLTLSEEV,
>—2JLvY bk

EEbE Wi TRET S AWS Secrets Manager/N A — RX 1 —H —ER5HE#HR & & DB

BHRELEFEREBR, >— LY MEEFTDART—RXTHEEENET, >—UL Y MEIC
. NAFU, 1 20XFH, BROXFIZEETEERT, #FMIC DLV T, Secrets Manager
RF 21X NO TSecrets Manager >—2J L Y NOBE,; 2SBL T EE L,

EFIUFANATFHAY

ARZ7OEALBZBEL TEFIVTAHNERBENTVBR I ATAIVZZTUJOT 70—
Fo

S 55


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS REFH A X A AWS Secrets Manager & HashiCorp Terraform Z 8L T %Ez;

X2V F4220O-)

BRT7IVF—IC&DEF1VTAREMOERZHL, iR, BRIZD OO0, RWTLELE
EEEOH—RL—), EF21UF4O2MO-LIER, EC4D0BENf HVET, 4 D&
k. Ff. BH. LARYS T, 7079717 TT,

¥ 117 181t

TRYODH—TIAZKROTHEANOMUEZEHZ7O0EA, COTAOEAILCEK, FEICHES L
)Y —ADHIER, BNMHEERNETDEFIVTAORARNTZITAADRE, RET77 M)
RNOFREBBEOEML, EV2LETOIIVHFEENATVET,

Security Information and Event Management (SIEM) > A7 A

EtFIVTABEREE (SIM) EEFIUTF A ARV NERE (SEM) DY ATLEZBRZEDE Y —
LEeEH—ER, SIEM AT AR, Y—N—, XY RNT—=D, FNA1 A, TOMHY—AHLS5T—
RENE, EZRIVVY, LT, BEXEF1VT1EREBREL, T5—MNERELF

£

EFIVTALARYAOBEEL

EFIVFTAARMNOBELARCAFTEFEEBEEZENEL T, BEREES IOV
ShEanizT7o>3a>, chsOEBER, EF1VTAORARNTSIVTAAZRETDIOIC

B ORIME SR AWS EF1UF 4O RO—LE LTHELET, HEL AR

AT7023a>oflE. VPCEF1UTATI—TDEE, AmazonEC2 1 VAR AND/\Y
FHER., RAEBBROEHFEEN BYET,

H—N—EAlOES{t

EEXT,. ThAWS OHY—ER Z2Z(TES ICRDTF—RXOEE{t.
H—E R hO—JLK > — (SCP)

AWS OrganizationsDEBRD, INTOTHINOT UV EAFATZ2—TWICEET SR
2—, SCP &, BEBEN I—H—FLEO-INICEETHDTO>avIC, i—RL—IZzE&L
2V, To2avoFRZFRELIEZYLULET, SCPIF. FHUARNELRFERTVANELT, &
ARLEFELETDIH—ERARTIAVZEETIRICEATEERT, FMEICOVLWTE. AWS
Organizations RFIX2~O "H—EZAOVNO—IKRVZ—, ZBRBLTEETV,

HB—EAIY RKRAV B

DIVKRURAZ MO URLAWS DY —ER, 2—7Y NY—ERICTOJZLTERTSIC
k. IVRRA PN EFEALET, FHRAICOVTE, TAWS 2OUT 7LV AL O TAWS O
Y—EAIVRRA by Z2ZRBLTEEL,

S 56


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS REAA A A AWS Secrets Manager & HashiCorp Terraform % {# bfﬂgﬁz

B—EALRILTITU—X2 K (SLA)

B—EADTYTRALRNT #—XVABRE, TF-LFBERICEHEIZDENRLIEZEDZ
BARLEEEE,
H—EALXRILA 2 TT—3 (SLI)

TIS—%&, FAM. AL—TYREW2 1, H—ER/NT #—X 2 AADIEE,
H—E AL AJLBAE (SLO)

F—EALRINADT—RIZE2TRHEEN, T—EAOREBZRIX—TYRXNITRA,

DZ9ROEFIVFAEOAVTIATAAWS IZOVWT ER-RETHEXZHATSET /.
AWS B U5 RDEFIUF A EBLLETH, BISTROEFIUTAEBELET, &
MCOVWTRE, TEEHREETIL. 28RLTEZ L,

SIEM

FSecurity Information and Event Management A7 A1 ZZBL T EE ),
B —[EEL (SPOF)

BEODT7VT—>3 2 BRIBPE-—OEERIVR—IXVNTREL, JATLAEBICXE
ZELITUREMEDOHIESE,
SLA

TH—EALRILTIT) =X b, ZBRLTLSEZ L,
SLI

TH—EALRILADT—5, 2BRLTSEEL,
SLO

TH—EALARLOEE, #8BLTLEEL,
Z7UY KNPV RY—REF)L

EXFTAE—23a 7O I IVRNORT =D T EMREDEODNR—2, FgEER R ) —
ANEEBENDE, AT F—LRBHREATHUVRETF—ALAZERLET, chilkY), &

EEOEBOREDEY—EADHER, FROYN—OEEMOELE, AEZA / R—=2320H
R—NCRIABEET, HMICOVWTEFE., TAWSOZSORTOFZ IV —23 0 &2FERFART
PIEOOBBHNTZ7O0—F1 Z2RLUTEEL,



https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html

AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform % {& /i bfﬂgﬁz

SPOF

B —EESL ZZRLTSEET W,

AZ—AF—X
T—ENR—ADmEKBEZERL, 1 DOREVWTFIRT— 7)LL_I\7/‘U"7/3/T 2F
ERREF—RFREFEN, 1 DUEONEVTFAXD 23V T—TICTF—2BENIREFE

Y. COBER, T—FVITNDARPEDRAA VTV IV AZARETD LS LR
nTVET,

strangler fig /N\&X—2>/

LAY —2ATALNRLEENDET, DATLMEZERBENICEENATEEMADZLICK
W, BE/VDYIDATLAZERSFTAXTBT7O0-F. CONEZ—2 R, BEOEKAHISIEZE
BRREE, BRNICZTOBEZERIAA, BEILEH 2 TRDZAFZIDOI2E2HZTVET,
TONE—2, BE/VIYVIIRTLREERADEED IRV EEET S 54 LT Martin
Fowler ICRVWEBENELL, CONE—2OBRFZEOHICOVTIEK, "7 7F & Amazon
AP| Gateway Z L T, #£3X® Microsoft ASP.NET (ASMX) VI 7 H—E A ZERENICER T
AX, BBRBLTLEEL,

BTy KN

VPCADIP 7 RLADERE, Y7XY KK, 1 DOTFRAFEVTF A=V —VICEETIHE
FHYWET,

EER B & 7 — X ES (SCADA)
HEDPFICSEWT, \—RIITEVINIVITZERALTYETEY NeXRFERAZETEZXY
OB AT b

KPS S 1L

—2OESILEESCRALF—EEATIBESILOTILIVX LA,
’éﬁkv_ﬁ\l\
A—Y—cn®YRWZ>I21L—MLT, BZYEBEZRELEY, NTF—XVAZE

“RTLIEYTBRET, DATLZTAMUET, Amazon CloudWatch Synthetics Z {#
A¥%&E, COLETARMNEZERTERT,

SATLZ7OYT N

OAVTFAR BR, HARFAOBEZRTLT, LM CBEEZETRTZFE. ATAL7O
7 RNE, AVTFARZERELT, I—H—ERVYRYTRIL-IILEBITEIDOICERATT,



https://martinfowler.com/bliki/StranglerFigApplication.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html

AWS REF A 5> A AWS Secrets Manager & HashiCorp Terraform 7 {2 F b‘C%@i—" %{

-
T

27

AWS VY —RAZBEIRILODARTF—RELTHETEIF—EEORT, 2T, VY—R
DEME, &l BE, BRE, 71N RVTICRIEET, FMAICOVTE, TAWS DY —R
DEITHT 2ZRLTLSEE W,

2—7Y NEW

EBCNIBHZFETESERN FRALISELTVRE, chid, BREBOCEEELET,
PIZIE, HERETE., 2—T7Y NEBNRMORMTHDARMEAN B XTI,
RAVIJAN

ZOTVOORTRAZEHRTHLEHICERAENDY -, FRAVVANCIE, ZVTY 0%
BELRTIDHBEDHD —MBABCRATIDVAREBEATVET, BF—RHUBEZATICE, #
EFFERRE. IEE. EHFRANISETNATLERT,

TANRER

"RIE, BSBLTLKEEV,
NL—Z=24

BEROBHZEETINCEEIZT—RZRHETZ L, NL-Z2VIJF—RICBEELVWER
AEENTLVRRBENHVET, FRTILIVALBRANT—EEHER—TY N (BEENF
ALEVWER) ICNYEYTIRDRNL—Z2TF—RONE—2ZELET, ChsoNE—
VEFVYTTFYIDEBEBRETINEHALET, TLT, SERIEBRFEBET N EZEAL

T Z=TYRFDASBVWHLVWTF—ZTE—T Y N ETRTEXRY,

NSOV NTF—RNDIA
VPC EAVTLIAZRY ND— VR MBEEKRITHLEOICEATES, XY NT—O0OFH#/N\T,

FMICOVTIE, AWS Transit Gateway RFIX KD "RV RNT—RDVIAER, 25
BLTLSEZL,

NZ2OR=-ADT—070—

FROY N~ 7 5> FTREEO—NILEEL RLTTFARNL, TOEBEEX(2T 5>
FIR—ITBTTO—F. XMVT U FRTO%, WRBE, FABNRE. FERBECAD
t TIERBEE hET,

T 59


https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html

AWS HREHA AR AWS Secrets Manager & HashiCorp Terraform Z/H L T %E

A

I—H—IZ4X1 2 T AWS Organizations B K EFZFNDT AT NTHBRA TR AV ERTITR 1=
HIEELEY—ERICT VAT EZNFELEFT, FHEY—ERR., Y—ERICV>Y
ENEO-NEBEBREEZCET AV NIHERL, I—F—CRDOTEBRAIVZRITLE
Fo FFMICOVWTR, RFI1 X2 KD "Using AWS Organizations with other AWS services AWS
Organizations J ZZBL T &L\,

Fai——_2

BRFBTTIIOBEZOLEEZ O, 8FERONL—Z2VIJ70CAOAEZZEET S,
BIZE., BEBRAIEHMEBETILENL—Z200331CR1. IRILAFTFEY hZERL, TR
ZEMLET, ChSsOATY 7, EBRDRETEHRERYERLT, EFILERELLET,

Y—EHF—L

2HOEYZDHTERADENTEDSSVWNER DevOps F—Lo V—EHFF—LORET
., VZRDJIT7RRICETZATRL -3V ICREZSHLNIEBRENAET,

U
TREEM

FARMEEETI)IOCEMZBESARMUN HD, TER, T, LRI RAOEREZET
B, THREMICE, RD2 2024 THFHYET., RERNTEREMERE, Ronk, T2k
T—RILEI2TEIERIETh, ARMNTEREM ., T—R2CEAO /A XEFUHLEICLST
SIERBIENET, FMICOVWTR, REFEATLALS T2 THEMOEENT A RESR
LTL<EZW,

RKAMBEERARD

—)7TF4T0EEREN, T7U5—23> 0EREERICEMESD, T RI-—H—
CEENGZMEZELSESBA LY, RELOBUEZELESLEY LBEWVEETT ., K21k
BRAAIOBEL T, FAE. XTFAR, FYNITATSUOZUTRBRENHYYET,

LVERE

"RIE, Z2RBLTSEEL,

u 60


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html

AWS REF A 5> A AWS Secrets Manager & HashiCorp Terraform 7 {2 F b‘C%@i—" %{

-
V

NE1—Z2Y
ARNL—CEBRBLTNIA—Y U AEMLEERBEDIC, EATHBICIU—2TYTERT
5F—BAR—AD XY TF > ARk,

N—a>arho-)

VRS KNUADOY—AODA—RAOEERE, ZEEZEHITZ7OEAEY -,
VPCET VY
TZAR—=KNIPTRLAZEALTRZ 74V IZIL—FT 12T TESD, 220 VPC BN

fro FEMIICOWVWTIE, Amazon VPC RFIX RO TVPCETH#EEL X, 2B LTLKEE
Wo

fle 551

SATLOEFIVTAZBAIVINIITEREF/N—RITTORME,

W
DA—LFrYYv1

BEILTVEATNZEHOBET—FEZSCNYTIFHYY2 1, F—ER-AL VARV A
BNYTF7XYY2ARS, XAVAFTVFRLEGTARAIVNSIUEEVERTHRARY 2175
CENTERT,

VA—LT—3
FORABEOEVWT—F, COBENT—2%20TVI25E. BREREEICEVWIIVUTE
BEHV XA,

PR )
BEOLI-RICASHAOETHEEL TWATOTIL—TICHEZRTIS SQL Bk, V1>
kOB, BBFHZAELLY, BECTOMMUEICEIVTHOTOEICTIEATS
EVWRLERRAVDRBIZRIEET,

7—270—R

ESRAMEZELESTIVY—AREO—R @EEAFT7VTr—>32» Ny I R7OEA
B E) DHEEFR,



https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS REFH A X A AWS Secrets Manager & HashiCorp Terraform Z 8L T %Ez;

D—D0ARNI—A

BENDZAVEY NeBETRIBIT7OSIIONNOBEIIL—T . ED—VANI—LRMY
LTVERIAN, 7O I MNAOMBOT—T AN —LZHR—RLTVET, L&A, R—
N72VFAT—=DVANI—LR, P7VT—232 0BEIBNMNS T, VI—T5HE, $LUBT
XBF—ZOREEBVHLEXT, R—RT7AUFD—IVARN)—LR., ChESORBEBITT—
DANJ—=LTRRAL, Y—N—&TF7VT—232BITLET,

WORM

"Write-Once-Read-Many; ZZB L T &V,
WQF

FAWS D—J0—REBRTL—LT—D1 ZZRLTLEZY
Write-Once-Read-Many (WORM)

TR 1AOKABEALET, F—ROHRPEEZH<SARNL—JFTI)I, EBFHI—
H—F, PEZORETT —REHHINBCENTEXRIN, EEITDZLWBFETEREA, O
TF—RANL—SAVTZARNTZOF Y, AS1—B3T)ERBENET,

Z

tOF4IVA70OA4 b

POF/BBEHEEERLERE (—BHICIILITTICED),
BOF A REEH

KRB ATALETBDRERORMELEIEEM. BRT IR, COLSXHEHELEZFA
LTSATLZREIZARMIBNET, ARER, F<HBOBRTHRBEICKNERT,

tO>ay k7027 K
LLM ICR RV EFTOFIERRRT DA, RIOHA RELTRIOH (3 v ) FERLAL
ke LLIM I, BRINL—Z2VZADHAEBEZEAL TRAVZREBITILENHYYET, €O
Ay NTOVT hOBMMER, ZATOEMESETOVTRNORELCL>TEBYET, "#
YAV RTOYT R E8BZRULTLSEE,

JoETTITr—>3>

T CPU B RV XEVEARN 5% REOT 7V r—>3>, BEI7O02T7KTR,. Chs
DTF7TIVTr—23a2ZRLETEION—BRHNTT,

4 62



AWS REAA A A AWS Secrets Manager & HashiCorp Terraform % {# bfﬂgﬁz

BREEBBRICL)RETATVER T, BREETAECBRANBERFROBTHEE, T —RELEF
BAY®HB5E. RERNIEBELET,

Ixiii



	AWS 規範ガイダンス
	Table of Contents
	AWS Secrets Manager と を使用して機密データを保護する HashiCorp Terraform
	対象者
	目的

	Secrets Manager と の使用 Terraform
	AWS Secrets Manager
	Terraform

	シークレットを作成、ローテーション、使用するためのベストプラクティス
	を使用したランダムなパスワードの生成 AWS Secrets Manager
	AWS Lambda を使用してシークレットを更新する
	シークレットへのアクセスの制限
	シークレットの階層命名規則の使用

	を使用する際の機密データの管理 Terraform
	Terraform 状態ファイル内の機密データの保護
	Amazon EKS のシークレットへのアクセスと管理
	VPC エンドポイントを使用して既知のネットワークに機密データを保持する

	リソース
	AWS ドキュメント
	AWS ブログ投稿
	その他のリソース

	寄稿者
	オーサリング
	レビュー
	テクニカルライティング

	ドキュメント履歴
	AWS 規範ガイダンスの用語集
	数字
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

