adws

AWS 9T RTVPCOTIRNNITRRY RD—=ORKNTTAYV IO RRET
%

AWS BREHAZ > A

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS HREHA AR AWS 95 TJRTVPCOFTIRNNDIYRERY ND—2 |\37&%g§

AWS BEHA X AAWS VZITRTVPC DT IRNINTZ REY b
D—OKZT74Y 0 RETD

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon DEERB LT NL—RRLAF Amazon UADEGRE LY —EFRAICEATI LR TE
FtA. T, BERICEBEEZADUEMNI HBDFERT, £ Amazon DEAZEBLESFER
THEATRZEETEEFEEA, Amazon AFABEL TV EVZOMO TN TOEZEEF Amazon & DR
B, BE XEBROBEICHIHIPDST, ThEXEITIMEENEETT,




AWS HREHA AR AWS V5T RTVPC DT IRNTIVRRY RD—=OKZ T4V I%

REITS
Table of Contents
B oot 1
o B NE 2 SR e e =3 Y -SSR 2
VPC DB T T A T DRI oo 3
VPC 7O—OY ORI VPC DT IRNIYRRS T4V SR TBERORANTSY
T A R et e et 4
VPC DT IRINTYRRT T A Y DBEBIBRT D oo 12
X 1YFATIN—TEEALTVPC DT IRNIVRRT T AV IEHBRTD oo, 12
AWS Network Firewall 8 RO DNS FARNBZFERALEVPCOTIORNNI RN T4V D
D BB e e a e 13
AWS L Y mm &N D) T T T & et 16
REDT T UT = 3R TT AR NEBEETEIL oo eee e 17
VP CSE B DI S AWS L 0 s e 18
R ) A T Y et ——— 19
8 R et 20
R XS INIBEE oo oot 21
B EE e 22
B e 22
A 23
B e 25
e, 27
D s 30
B s 34
F o 37
G 38
H oot 39
b e 41
L e 43
Ve 44
O e 48
P e 51
Qe e e e et —ee e et et e ee— e ree——ar——— i ————— 54
R e s 54
S 57
TR 61




AWS BEH 1 H R AWS 75 RTVPC OFIRNTIY RERY ND—2 |\37{4%%g§
SRR 62
N e e eeeeeeeet—teeeeeeeeetaa—aeeeeeeeeta—aeeeeeeetti—aaeeeerett—aaeeeerertaaeaaeereraas 63
LA SRR 63
AR 64
............................................................................................................................................................ Ixv




AWS HREHA AR AWS737HTVW3®77FN7>H?Wh7—7h37&%g§

AWS V77O RTVPCODTIRNNDURRY ND—TURNT
TAVIRRETS
Kirankumar Chandrashekar, Abdal Garuba (Amazon Web Services (AWS))

2022 £ 11 B (RF¥ 1 X2 NEF)

KHA RTlE, Amazon Virtual Private Cloud (Amazon VPC) ZEH 32K, 7O R/NTV RD
XYRNID—=OKRZ 74V 00EF1VT1Z2RELEZZVITBILEHORANTSITA4RA
ICDOVWTHEERLET, £, AWS U357 RHD Elastic Network Interface & Virtual Private Cloud
(VPCS) BSDTIRNTURFRYNIT—=O RS T4V IO ZTEZRITTHOICHKILD AWS YV —
LZDOVWTEFHBALET,

®© XE

CcOHA RTIEE, cHRELTEMODEFIVFTALAV—AWS ZEMHTEDH—KR/N\—
TA—8Y—)LICOVWTEEY) EFEBA. £, XA RORBRREIZIROT—FT
FrOAEEVELTVET, XA ROABZZENAT VY ROT—FFTIOFYIZISATS
E@FETEFRBA,

BHARTRE, LTORARTZI0T 1 RAZ2HHLET,

s BEORNZ 74V IONE—2%23HMLTVPCOEFIUTAERZHETS
s EFAUTFATIN—TEZFERLTVPCOTIRNTIVRRNT T4V I %ZFEHRTS

« AWS Network Firewall 8§ KT DNS FRA KRB EZFERALEZVPCOTIRNNT RIS T 1Y I0OHF|
PR

« VPCIVRRANEFEALIEAWS DY —ZAANDT V1A
s ZEERALULERBT VT —23 B0 T T4 R— NEROMIL AWS PrivateLink
« VPCs9% AWS IJ—> 32 AWS Transit Gateway




AWS HREHA AR AWS737HTVW3®77FN7>H?Wh7—7h37&%g§

© XE

EABABREOEFIUTAHHZRAIZLHIC, TONNVRNZT14v 0%, §F
DEBEBHAL T, J7ATIF—NTTZATABREDT ALRITY—)LICETC
EELARTTY,

2—TY NEROIEEDRARR
COHA REATEFSBIRIEET.,

1.VPC DT IRNITVROZRY RD—OKZT74Y O%FWLEZZVTT B,

2. AWS DY—RBOKRZ 7 1Y 78, AWSNNY VR—2FY RD—DILL>THIHEND LR
TZ2AR=—NIL—hZ2BBID L ZRELET,

B.T7IRNNDIYREYRD—=ORZ T4V DEBENICEZRZITL, REFBOI RRA2 B
NDVIOTANZEFLTD AWS Y —J)LZEELXT,

B—=TY NEB2EEDZARR 2



AWS HREHA AR AWS 95 TJRTVPCOFTIRNNDIYRERY ND—2 |\37%%g§

VPC OEF1UT 1 EHOHH

® [EF]
VPCOTIRNDURRZTZAYIODEFIVTAT—FTIOFvIE, TARNREBETRAL
TARTBDARARNT ZVTARERBYNET, T—FTIVF T OEEZRRRRTT AL
F2HCET, BRLBVATABENBBID VAV ZRSEERT,

FYRNT=ODOFTIRNNIVRRNZTAVIONE—22EETREER, T7VT—232%2EK
LEEBWICEATICREDRSIBRTTAVYINR—ANBEBON ZEBBL TR ZENEET
T, CcOBHIF. KRYRNT—VZBRBEIDIRIC, EORNTT1YINR-2ZFAL, EONZ—
CEERTINHLN ZHMIZINICKRIUEERT,

VPCOTIRNNDURRZTA4Y 00, BEONE—2ZoMITHEER, £FVPC 7O OT %
BMCLET, RIC, TARNREZFE ST, SXREFRBEASFIATT T U T—2322RTL,
XilL—RhEhNZ74v0%270-07THMLET,

VPC 70—0AO7 &, VPCOA NIV RETINNIVROIPRNZ 74V D0 ZRBRLET, K
2. Amazon VPC A" h s MmO % Amazon Simple Storage Service (Amazon S3) % 7= l& Amazon
CloudWatch ICIEELET, chsoOJ . XOWThADOY - EZFE>THELIMTSH LN
TEET,

« (Amazon S3 A) Amazon Athena

* (CloudWatch ) CloudWatch Logs Insights

FHB R TIIVOHICOVTRE, UATZZRLTEE L,

« Amazon VPC 7O—O7 ® 2 I 1) (Amazon Athena 1—%'—7H 1 R)

« VPC 7O0—0A% T CloudWatch Logs Insights DV T ZFERA TR ICEESTNRERIVNTITH?
(AWS FLYZ+>22—)

« CloudWatch Logs Insights ® 2 T 1) #3 (Amazon CloudWatch Logs 1—%'—7# 4 R)

VPC 70O TCF+7FvyEnN3BFEHROBEEICODVWTIEK., "Amazon VPC 1—H—HA R, @
r70-07L0—R0fl, Z5RLTSEETL,



https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/athena/latest/ug/vpc-flow-logs.html
https://aws.amazon.com/premiumsupport/knowledge-center/vpc-flow-logs-and-cloudwatch-logs-insights/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html

AWS HREHA AR AWS V5T RTVPC DT IRNTIVRRY RD—=OKZ T4V I%

REITD

© XE

VPC 7O0—0O% &, DNSRARBRE, F7VT5—>3a>vL4v—(LA4Y—7) OE#HKE
FYTFYLERBA, EFIVFTAEHfT, PTUT—23 LAV ICHBDT—ZODMN
FYBRBEEENTVSEAE., AWS Network Firewall 27704 T hiERBEREREF v
FYTEET, FMICOVTR, COHA RO " AWS Network Firewall & & U DNS 7R A
NEZFERALEVPCOTIRNNTIRRS T4V IDOHER, 0923 25RBLTLKES
Lo

VPC 7O0—-OJDERABICVPC DT INNTIVRRZ T 49 D%
BMITDBRORARNT ST 4R

VPC 7O—MO% % Amazon Athena % 7= & CloudWatch Logs Insights 7TV OWEFhhZFERAL T

TMIBREERF, BFUTZETVET,

7z

T7Dr—=2a>TEREND )Y —AILT R Y F&E i Elastic Network Interface ZBiBT 5,
ANV RBROETIONNIRONT T4y 0 2BELDWLET,

NAT F*—RDIAILTRYFENLERYND—DAVR—TIA A%&BBTSD, 77UT5r—>13
IRTTAVIOERBELSMUET,

DIVAOEERTRLAZ, RYRD—IDAB—TIALAADTSAR—KNIPT7RLAICEE
LT, RYRND—=I9A4BZ—TILSADINTDTINNI RN T4y O FYTFYLE
£

FHLULBWRS 74V INR—"0KICEREZER > EOVTIVERERLET BIZE, 77U —
SAVHAHTTPSAPI IV RRAVNOXSBH—RN—F1—OI>T14T1EEBELTVWSE
B, TNIVTATAEEDBVEDICVIVEBRTEET),
BR—NERXBEIPTRLAVEMMZRELET BIZE. PFORMNTY ROREELRR—N 22
&, BAABRADN, FEESSHZFEALTGtOURD N EIO—2FBDHRANCEDTIRE
HEOR—NEBDAEMEN DY ET),

© XE

Amazon Athena Z T2 DA TTH3HEEFK.,. 7IVOEROBFAEZRELET, F
JEICDWTIE, TAmazon Athena 1—H'—H A4 Ry ® TAthena IV —)LZFERLEOT
DERDGZFNOIEE,), 2SR LTLSEETL,

VPC 7O0—OJOERAKICVPC DT IRNTY RIS TAY I ERMITDBORANT ST 4R 4


https://aws.amazon.com/network-firewall/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/athena/latest/ug/querying.html#query-results-specify-location-console
https://docs.aws.amazon.com/athena/latest/ug/querying.html#query-results-specify-location-console

AWS HREHA AR AWS737HTVW3®77FN7>H?Wh7—7h37&%g§
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SELECT * FROM "<vpc_flow_logs_table_name>"

WHERE interface_id = 'eni-1234567890000000' AND srcaddr LIKE '10.100.0.10' AND dstport
< 1024

LIMIT 200;

apakt]
# 1
version 2
account_id <account-id>
interface_id eni-123456789000000
srcaddr 10.32.0.10
dstaddr 11.22.33.44
srcport 36952
dstport 443
protocol 6
packets 25
bytes 5445
start 1659310200
end 1659310225
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Fovay ACCEPT
log_status OK
date 2022-07-16
@ XTE

CONZ—="DOZES5OHIRFHBALEINLEEDTHR D, BEVDATLERR
TOREAFNEBRBIHFENFHYVET,

REDOKRZ 74V IRBEDVPCHSZELTVAIAETIP 7 RLAZIRT Athena 7L O Hl

XD Athena VIV E, R¥OFTIRNNIVRRNZT74v 9%, CIDR70OY 74 710.321 THE
B2VPCHASEFELTVS, ABOIP 7 RLAER—RNERLET,

SELECT dstport, dstaddr,

count(*) AS count

FROM "<vpc_flow_logs_table_name>"

WHERE dstaddr not like '10.32%' AND interface_id = 'eni-1234567890000000'
GROUP BY dstport, dstaddr

ORDER BY count desc

LIMIT 200;

H 61
# dstport Dstaddr count
1 443 52.x.X.x 1442
2 443 63.X.X.X 1201
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3 443 102.x.X.X 887

BEDVPC HSIEBENETIRNNIRNS T 4Y 0 %IRT Athena 2T Ol

XD Athena 7Tk, CIDR70OY U4H 710.321 THES VPC A SIEFENETIRNNDRE
7714V 0%RLET,

SELECT *
FROM "<vpc_flow_logs_table_name>"

WHERE srcaddr like '10.32%' AND action LIKE 'REJECT'

pakt]
# 1
version 2
account_id <account-id>
interface_id eni-123456789000000
srcaddr 10.32.0.10
dstaddr 11.22.33.44
srcport 36952
dstport 443
protocol 6
packets 25
bytes 5445
start 1659310200
end 1659310225
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Torary REJECT
log_status OK
date 2022-07-16
@ XTE

CONZ—="DOZES5OHIRFHBALEINLEEDTHR D, BEVDATLERR
TOREAFNEBRBIHFENFHYVET,

Athena DYV TURROBIROFEICDOWVWTIE., "Amazon VPC 1—H—HA R, ® "T70—-0O45L
O—R, Z#28BLTLSEETL,

CloudWatch Logs Insights ® %2 ') ® 4l

BEDXRYRND)—DAVE—TIAANSTINNIROEENT 7 1Y U%1BT CloudWatch
Logs Insights 2 ') 0l

XD CloudWatch Logs Insights 7T &, IP 7 RL AN 10.100.0.10 THB XY RID)—D 42 X —
TIAANS, TORNNDROEENT 714V 00, YD 200 DFERZERELET,

fields @timestamp, @message
| filter interfaceld = 'eni-1234567890000000'
| filter srcAddr = '10.100.0.10'

| filter dstPort < 1024

| limit 200

neppakt]]
J4—=)LR &
@ingestionTime 1659310250813
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@log
@logStream

@message

@timestamp
accountld
action
bytes
dstAddr
dstPort
end
interfaceld
logStatus
packets
protocol
srcAddr
srcPort

B A

version

<account-id>:/aws/vpc/flowlogs
eni-123456789000000-all

2 <account-id> eni-123456789000000
10.100.0.10 11.22.33.44 36952 443 6 25 5445
1659310200 1659310225 ACCEPT OK

1659310200000
<account-id>
ACCEPT

5445
11.22.33.44
443
1659310225
eni-123456789000000
OK

25

6

10.100.0.10
36952
1659310200

2

REDODKRZ T4V IEBEDVPCHASEZEFELTVWAHAIIP 7 KL A%ZIRT CloudWatch Logs

Insights 2 ') 0l
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X @ CloudWatch Logs Insights 7T Uk, KR¥OFIORNTRNZ T4y 9%, CIDR7OY Y
' 710.320 THED VPCHASZELTWVWS, AFBOIP FRLAER—KNERLET,

filter @logstream = 'eni-1234567890000000'

| stats count(*) as count by dstAddr, dstPort

| filter dstAddr not like '10.32'

| order by count desc

| limit 200
ekt
# dstAddr dstPort count
1 52 .x.x.X 443 439
2 51.79.x.x 63.X.X.X 25

BEDVPC A SERENLETIONNIRNZ 74 Y U %3IRT CloudWatch Logs 7 L) O 4l

X ® CloudWatch Logs 7 Tk, CIDR 7OY VA 710.32, THES VPC A SEEFE N, T
KRNI RRS 749 ORBLET,

filter @logstream = 'eni-0123456789000000'

| fields etimestamp, @message

| filter action='REJECT'

ekt
714—=J)LR &
@ingestionTime 1666991000899
@log <account-id>:/aws/vpc/flowlogs
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@logStream

@message

@timestamp
accountld
action
bytes
dstAddr
dstPort
end
interfaceld
logStatus
packets
protocol
srcAddr
srcPort

B A

version

eni-0123456789000000-all

2 <account-id> 'eni-0123456789000000"
185.x.x.x 10.10.2.222 55116 11211 17 1 43
1666990939 1666990966 REJECT OK

1666990939000

<account-id>

REJECT

43

10.10.2.222

11211

1666990966

'eni-0123456789000000'

OK

1

17

185.x.X.X

55116

1666990939

2
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Amazon Elastic Compute Cloud (Amazon EC2)

VPC ZHERTDE, IXNTOTFTIMNIRRNZ T4V O %ZFATEIT7A)Lb0EF21UT47
W=7 —#ICHERE N E T, Amazon Elastic Compute Cloud (Amazon EC2) 4 > A& AT,
I—¥—HFEICHAZLDEF I VT AT —T2Z2ERLEWVWRY., COF7F)Lb0EF21)
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Amazon EC2 A VARV AT, F7# RO EFIVFTATII—THERETEAEhD
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Amazon Relational Database Service (Amazon RDS)
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Amazon ElastiCache

Amazon ElastiCache (Redis OSS) /4 > A& > A & Amazon ElastiCache (Memcached) 1 > AX > A
DIXNTOTINNDREFIVTATIN=TIN=INE&E, A ARANFITAT > ML TH#EE
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« ¥ 11) 7 4%),—7": EC2-Classic (Amazon ElastiCache (Redis OSS) 1—H%—7 1 K)

« ElastiCache & Amazon VPCs |Z 2\ T (Amazon ElastiCache (Memcached) 1—H%'—7# 1 R)
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TANRVTTBICE, PP RLATEBELS DNS RARNBEBEATEIONIRARNTSIOT1RE
BYWET, BIZE, 77V — 3> T Application Load Balancer ZEA L TW2EEK., TDO7
TVT—=2aviCBEERTSNEIP 7 RLAR, /—RABEHICRAT—ILITDENSENLLE
To COERSBRADBE., TORNNIURRYKND—=OKNZ T4V 02T 4INR)TTBICIE.
BWIP7RLATEEZELS DNSKRANBEZFERALEANZELTT,

AWS Network Firewall 2@ 3 hiEX, VPCOTIRNI RAE—FY NTOtA%, HTTPS
NS 7 4 Y 2 ® Server Name Indication (SNI) A SIREENE—ENDKRARNBICHIRTEET,

Network Firewall 7R > —)L—)LOFEFMEFIC OV T, TAWS Network Firewall RO Y /N —
4 Ry ® "Domain filterings 2B LTS EETV, HFLVFIEICODVWTIKX, AWS REHA A >

A (APG) m/NZ—=>, TUse Network Firewall to capture the DNS domain names from the Server
Name Indication (SNI) for outbound traffic; ZZBL T &V,

@ XE

SNl &, RZT74v U 70-—THES{LENZEWTLS OILERBETT 7F74 T R
HTTPS BEHTT7 VAL KSEL TV, BHEEDKRARNEZRLET,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.RDSSecurityGroups.html#Overview.RDSSecurityGroups.VPCSec
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/SecurityGroups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/mem-ug/VPCs.EC.html
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https://https.cio.gov/sni/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/suricata-examples.html#suricata-example-domain-filtering
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/use-network-firewall-to-capture-the-dns-domain-names-from-the-server-name-indication-sni-for-outbound-traffic.html
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Internet gateway route table

Destination Target
10.0.0.016 Local
10.24.34 128127 Network Firewall endpoint AZ-A
10.24.34.160/27 Network Firewall endpoint AZ-B

Internet gateway

7 L
Bl Aws Cloud
o BN\
B 035 o
— S ~g N
ailability _‘;cner‘\ d ! Availability Zone B
| Network Load |
Balancer |

4 | VPCCDR |
| . Public subnet : 1024 34024 | . Public subnet

| 10.24 3412827 10.24 34 16027

e
)

/\ | | Public subnet route table
AWS Network Firewall o 1-%-) | Network Firevall | 0-%-) Destination Target
: / v endpaints v 102434024 Local
0.0.0.0/0 Internet qateway

Public subnet route table H
Destination Target H j Enapoint AZ-A

! Endpomt AZ-B
1024340124 Local H |
Stateless 0.0.0.0/0 Internet qateway ! | o
| i \
H 1024345427 |B2434 96/27

Protected subnet route table Protected subnet route table

Destination Target : ; : : : Destination Target
10.24.34.0/24 Local ] ] : ] ] 10.24.34.024 Local
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