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for each tenant)

2 A

Tenant 1 Tenant 2

PostgreSQL

£
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&k, PostgreSQLICV TV ZRTIBDEEIL, RITHICTFNEBOATFANERETHE
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LZH OEEHELFTapp.current_tenant,

-- Create a table for our tenants with indexes on the primary key and the tenant’s name
CREATE TABLE tenant (

tenant_id UUID DEFAULT uuid_generate_v4() PRIMARY KEY,

name VARCHAR(255) UNIQUE,

status VARCHAR(64) CHECK (status IN ('active', 'suspended',6 'disabled')),

tier VARCHAR(64) CHECK (tier IN ('gold', 'silver', 'bronze'))
);

-- Create a table for users of a tenant
CREATE TABLE tenant_user (
user_id UUID DEFAULT uuid_generate_v4() PRIMARY KEY,
tenant_id UUID NOT NULL REFERENCES tenant (tenant_id) ON DELETE RESTRICT,
email VARCHAR(255) NOT NULL UNIQUE,
given_name VARCHAR(255) NOT NULL CHECK (given_name <> ''),
family_name VARCHAR(255) NOT NULL CHECK (family_name <> '')
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);

-- Turn on RLS
ALTER TABLE tenant ENABLE ROW LEVEL SECURITY;

-- Restrict read and write actions so tenants can only see their rows
-- Cast the UUID value in tenant_id to match the type current_setting
-- This policy implies a WITH CHECK that matches the USING clause
CREATE POLICY tenant_isolation_policy ON tenant

USING (tenant_id = current_setting('app.current_tenant')::UUID);

-- And do the same for the tenant users
ALTER TABLE tenant_user ENABLE ROW LEVEL SECURITY;

CREATE POLICY tenant_user_isolation_policy ON tenant_user
USING (tenant_id = current_setting('app.current_tenant')::UUID);

M- OVTIE, 7OJ5EPostgreSQL ITLARILNEF I VT AICKRBDINFTF N TF—2 08,
ZSBLTLEE, £ AWS SaaS Factory F—AICIE, RLS DREZXE TV DA OHIA
GitHub [CH YV ET,
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