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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-cf
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-cf
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
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https://docs.aws.amazon.com/ram/latest/userguide/shareable.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
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https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-waf
https://owasp.org/www-project-top-ten/
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-groups.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-use-case.html#aws-managed-rule-groups-use-case-sql-db
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-known-bad-inputs
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-bot.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-atp.html
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
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https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
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https://aws.amazon.com/blogs/big-data/anonymize-and-manage-data-in-your-data-lake-with-amazon-athena-and-aws-lake-formation/
https://aws.amazon.com/blogs/big-data/anonymize-and-manage-data-in-your-data-lake-with-amazon-athena-and-aws-lake-formation/
https://docs.aws.amazon.com/athena/latest/ug/functions.html
https://docs.aws.amazon.com/athena/latest/ug/querying-udf.html
https://docs.aws.amazon.com/bedrock/latest/userguide/what-is-bedrock.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-sensitive-filters.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-denied-topics.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-word-filters.html
https://aws.amazon.com/blogs/machine-learning/implement-model-independent-safety-measures-with-amazon-bedrock-guardrails/
https://aws.amazon.com/blogs/machine-learning/implement-model-independent-safety-measures-with-amazon-bedrock-guardrails/
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https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-contextual-grounding-check.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-contextual-grounding-check.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://docs.aws.amazon.com/clean-rooms/latest/userguide/what-is.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/differential-privacy.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/machine-learning.html
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https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/security-ram-permissions.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://aws.amazon.com/blogs/machine-learning/implement-model-independent-safety-measures-with-amazon-bedrock-guardrails/
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https://docs.aws.amazon.com/sagemaker/latest/dg/model-monitor.html
https://docs.aws.amazon.com/sagemaker/latest/dg/clarify-configure-processing-jobs.html
https://docs.aws.amazon.com/sagemaker/latest/dg/experiments.html
https://docs.aws.amazon.com/sagemaker/latest/dg/model-cards.html
https://docs.aws.amazon.com/whitepapers/latest/model-explainability-aws-ai-ml/model-explainability-aws-ai-ml.html
https://docs.aws.amazon.com/whitepapers/latest/model-explainability-aws-ai-ml/model-explainability-aws-ai-ml.html
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https://aws.amazon.com/sagemaker/data-wrangler/
https://docs.aws.amazon.com/sagemaker/latest/dg/feature-store.html
https://docs.aws.amazon.com/sagemaker/latest/dg/feature-store.html
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https://aws.amazon.com/blogs/machine-learning/automatically-redact-pii-for-machine-learning-using-amazon-sagemaker-data-wrangler/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshot-lifecycle.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
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BeEZRELET, chsORPLYVI1I—2320N0ZFL T, — e EF—2H2OTAOT—
RTEY NETF—RUNBTIOTAETADANRN) BBENICIRES LCHIETEET, BF
PEERITIBDY—LNICKFELTVZEES, BBRNOEAT—ZOERICEDE TRES IV SE
L= ERETEIHENELDGHENHYET,
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T7ZAN—BEEDR) S —0H

®© TYT—h
EENSOCERESBAELTVET, BELETYT—MIEZLT, PRAAWS CET3
TA—RINY O &EBHLTIEEL,

BZT—X20B IR EBOZAFAFHOT7O0—F2E0Y), RESLOCSEEILINO—-ILLA
Y—Z2EKIIRELTVET, COEIZ 3> TR, AWS Identity and Access Management (IAM)

AWS Organizations, & & U AWS Key Management Service () D754 /N> —BERU S —DHl%E

RUETAWSKMS, chsORUS—R, FHHT77O0-FZEATHIET, BB cFxTEL
F/A., ATRER, BANOT—RGEERICEIRZTSAN—BBEEZERTRIDOICRIEET, Chs
DRIV —DEBLF, COHA ROFHOEIZIVTSRENTVET,

COEIZIAVIZR, ROYU TRV —HFEENTVET,

s BEDIPTFRLANSOTIVEADER

« MBAN—29T7OVPC VY —AANDT O AER

- BTOTF—REEZEHRTS AWS V-3

« ¥ E N Amazon DynamoDB BHEANDT VAN E

- VPCRERENZEEZFIRRTS

« AWSKMS ¥—Z AT BICEFRANBETT

BEDIPP7RLAISOT IVEADOER

®© TrT—h
EEASOCERESBELTVET, BELTUT—MIEZLT, PRAAWS CET3
TA—RINY O &EBHLTIEEL,

CORD—Tlk, BFEN 192.0.2.0/24 £ 203.0.113.0/24 OEHEHNICHS IP P RL A
AESDENDTHDHEIZNDHK, john_stiles I—H—AIAMO—I)LZE|IEZFRD N TESE
To cORIVD—F, BAT—Z2OERULEBEVERYBANOTRER T —REXEZH<DICKRISEE
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T BIZE, HBICEAT—ZANOT I ERAZHVBETEIHARIIN—HR—NARZRY THFVBHE,

TOHR—RAZYTHIEBED O T Y NICHDZFT I ANSOIZXTOT—RICTIERATSE

ENFRBEBIZBEDBEEN HBYETAWS V-3, T, —BORID—TR, BEOI—HY—FL
FIP7RLAANDT VA% HRTS Condition £k Principal BV a3 ABEICKDE
EHNBHBIH, HEBOPIODEEEBRREL TS EEL,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:user/john_stiles"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Deny",
"Principal": {
"AWS": "arn:aws:iam::123456789012:user/john_stiles"
I

"Action": "sts:AssumeRole",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"203.0.113.0/24"

HEBAN—2YTOVPC )Y —AANDOT I AER

®© TrT—h
EEASOCERESBAELTIVET, BELETUY—MIEZLT, PRAAWS CET3
TA—RINY O BEBHLTIEEL,
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C®VPC T RKRA KR —IE, o-labcdel234BBE D AWS Identity and Access Management
(IAM) 77U > X)L ED Y —A D &AH Amazon Personalize (Amazon S3) T RARA U MNCTF U1 A
TREZFALET, COFHNAMO-IILE., BEHY—2VZRIUL., BAT—XDRAZER
FTRIDICRIUEET, CORVI—ICE>THBADTSANS —BAT—RZREIT D HEDFH
HICOVWTIE, ZOHA RO TAWS PrivateLinky 288 L T E&E L,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowOnlyIntendedResourcesAndPrincipals",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "o-labcdel23",
"aws:ResourceOrgID": "o-labcdel23"
}
}
}
]
}

BTOTF—REEZFIRTS AWS U—T 3>

® Foor—h
EENSOCERESASLTVET, BEATY T —NIEZL T, PRAAWS ICBT3
T4—RINY IEBHELTIEE L,

2 DM AWS Identity and Access Management (IAM) O— )L Z&E, COHY—ERXID> ~O—JLR
)2 —F eu-west-18 KT AWS U—23> BUAO OJ—23 2 AWS O —E X AD APl OJ—
I ZHEBLEFeu-central-1, O SCP [, RERBOV—I32TOAWS ARL—IH KDY
WBY—EADERZH<SDICRILEERT, chilkl), Ths0)—232 AWS O —EXA
TILE>TEATF—ENZLICABENDIOEHSIENTEXRT, CORUZ—RF, IAMBZRE
OJO—/N)L AWS O —E A, & &V AWS Key Management Service (AWS KMS) X Amazon
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CloudFront ZE QYT O—NIH—EREHEETEIH—EREZEETD LS, NotAction/NTX—&
ZFEALET, NTAXA—RETE., chsoJO—NILY—ERXZTOMOBERF UL —EA%E
BIAELTERETEET, CORVI—IZK > THBROTZANY—EBAT—R2Z2RETDHE
DEMIZOVTIE, COHA RO TAWS Organizationsy 2B L TS EE L,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "DenyAllOutsideEU",

"Effect": "Deny",

"NotAction": [
"a4b:*",
"acm:*",
"aws-marketplace-management:*",
"aws-marketplace:*",
"aws-portal:*",
"budgets:*",
"ce:*",
"cloudfront:*",
"config:*",
"cur:*",
"directconnect:*",
"ec2:DescribeRegions",
"ec2:DescribeTransitGateways",
"ec2:DescribeVpnGateways",
"fms:*",
"globalaccelerator:*",
"health:*",
"iam:*",
"importexport:*",
"kms:*",
"mobileanalytics:*",
"networkmanager:*",
"organizations:*",
"pricing:*",
"routeb3:*",
"route53domains:*",
"route53-recovery-cluster:*",
"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"s3:GetAccountPublic*",
"s3:ListAl1MyBuckets",

BTOTF—REEEFIRTS AWS V-3 52
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"s3:ListMultiRegionAccessPoints",
"s3:PutAccountPublic*",
"shield:*",

"sts:*",

"support:*",

"trustedadvisor:*",
"waf-regional:*",

"waf:*",
"wafv2:*",
"wellarchitected:*"
1,
"Resource": "*",

"Condition": {
"StringNotEquals": {
"aws:RequestedRegion": [
"eu-central-1",
"eu-west-1"
]
},
"ArnNotLike": {
"aws:PrincipalARN": [
"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP",
"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"

$F7E D Amazon DynamoDB BHEAD T UV AED TS

®@F7—h
EELPSNDCERZBEFSELTVET, BEET7T—KMIEZELT, PRAAWS ICEET 2
TA—RNYOZRHELTLIEETY,

BB EAT—XZ2NENS LVOREBNICOBETIHEBEICOVWTEBI D EEE. AWS Identity
and Access Management (IAM) TEHMA BT VA NOA—LLRIZ—ZHR—KTD
AWS ARL —PH—ERZRBRFLTLKEEV, ROTAFUTATAR—ADRIZ—T

¥ 7E 0 Amazon DynamoDB BHEADT V£ AEM 5 5
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&, UserID, SignUpTime, B &V LastLoggedIn BHEMD & %& Users & WS B HID Amazon
DynamoDB 7—7 /LA SEBMBTEET, flAF. COO-LICEL2EBARAT—2EY NADT Y
TAEZRETEIRDYIC, CORVD—ZHAZN—HR—KNOA—ILICTRYFTEELERT, <OR
V=L 2> THBROT AN — AT —22REIDHEOFRCOVTRE, COHM RO
FAWS DH —ERA TF—R0EI X MUICEID BT O#EE) 2ZRLTSEEV,

"Version": "2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"dynamodb:GetItem",
"dynamodb:BatchGetItem",
"dynamodb:Query",
"dynamodb:Scan"
1,
"Resource": [
"arn:aws:dynamodb:us-west-2:123456789012:dynamodb:table/Users"
1,
"Condition":{
"ForAllValues:StringEquals": {
"dynamodb:Attributes": [
"UserID",
"SignUpTime",
"LastLoggedIn"

iy
"StringEquals":{
"dynamodb:Select": [
"SPECIFIC_ATTRIBUTES"
]
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VPC RRENEEZHIRT S

® Tro—h
EEASOCERESBAELTVET, BEETUY—MIEZLT, PRAAWS BT
TA—RINY O &EBHLTIEEL,

XY RND—OF—R7O0—Z28CIVOARAR—F—F—RGEREHfEZHFR—FTBDAWS A2 T7F AL
SOFYERFLTF7OAMNLES, BEEBS CENTEET, ROY—ERI> NO—=JLKRY
T—l&. VPCEREDORU 7 RPERLBEVWEEZH<SDICKRIEET. HILLWA 2 Z—FY KNS —
ROIATRYFXUN, VPCETV DT8R, RSFUDYRNTF—RNRIIATRYFXUEN, B&
OUHLW VPN B EZEELET, CORUS—ICE 2> THBRADTSA N —LBATF—22RE
ITRHEDEMIOVTIE, COHA RO TAWS Transit Gateway, 2B L T EE W,

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"ec2:AttachInternetGateway",
"ec2:CreateInternetGateway",

ec2:CreateVpcPeeringConnection",
"ec2:AcceptVpcPeeringConnection",
ec2:CreateVpc",
"ec2:CreateSubnet"”,
"ec2:CreateRouteTable",
"ec2:CreateRoute",
ec2:AssociateRouteTable",
"ec2:ModifyVpcAttribute",
"ec2:*TransitGateway",
"ec2:*TransitGateway*",
"globalaccelerator:Create*",
"globalaccelerator:Update*"

1,

"Resource": "*",
"Effect": "Deny",
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN": [
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"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP",
"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"

AWS KMS ¥ —%Z T2 ICERANBVETT

® F7oo—hk
HEASHOCEREZHEFELTVET, @ELAT7 T —RMIEZL T, PRAAWS ICB8T3
74_|\/\j7E}ﬂ51/\L/T<TCé\l\o

XD AWS Key Management Service (AWS KMS) ¥—RU>—ik, UVIANAOIVYIL—T7®
TTAT—23A2V RFAIXVMARBEAT M XAV NORIEEE —BTBBEICDHK, AWS Nitro
Enclave 1 VARV AN KMS ¥ — %2 EATHEE2HFALET, CORIUS—TRE, EETEST
JIOL—TOHENT—REEETEET, CORVI—ICE2THBRAOTSANY—EBATF—X
ZREITDHEOHMIOVWTE, COFHA RO TAWS Nitro Enclavesy 23R L T &V, F—
R —& KT AWS Identity and Access Management (IAM) RUS —THERATEZ{BFF—DTS
BUOANAWSKMS IOV TE, " O&EHF— AWSKMS,) Z2FRLTSEEL,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Enable enclave data processing",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:ro0le/data-processing"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms :GenerateRandom"
1,

"Resource": "*",

AWS KMS ¥ —Z AT 2 ICFRAANBETT =
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"Condition": {
"StringEqualsIgnoreCase": {

"kms:RecipientAttestation:ImageSha384":
"EXAMPLE8abcdef7abcdef6abcdef5abcdef4abcdef3abcdef2abcdeflabcdeflabcdef@abcdeflabcdEXAMPLE",

"kms:RecipientAttestation:PCRO":
"EXAMPLEbc2ecbb68ed99a13d7122abfc0666b926a79d5379bc58b9445c842171f59cfdd36c08b2c79552928702EXAN

"kms:RecipientAttestation:PCR1":
"EXAMPLEQ50abf6b993c915505f3220e2d82b51aff830adl4cbecc2eeclbf@b4ae749d311c663F464cde9f718aEXAN

"kms:RecipientAttestation:PCR2":
"EXAMPLECc300289e872e6ac4d19b0b5ac4a9b020c982956431fF3978610750ce6a86f7edff24e3c@abtasts5F 2T F8EXAN

"kms:RecipientAttestation:PCR3":
"EXAMPLE11de9baee597508183477f097ae385d4a2c8852a655432365b53b812694e230bbe8elbb1b8de748felEXAN

"kms:RecipientAttestation:PCR4":
"EXAMPLE6b9b3d89a53b13f5dfd14al049ec@b80a9ae4b159adde479e9f7f512f33e835a0b9023ca51ada®2160QEXAN

"kms:RecipientAttestation:PCR8":
"EXAMPLE34a884328944cd806127c7784677abb0al54249fd21546a217299ccfalebfe4fa96al63bf41d3bcfaeEXAN

}

AWS KMS ¥ —Z AT 2 ICFRAANBETT =
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