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EMIAVR—FBNT—T14TF7Oh,
artifacts-unarchived ZipT—HATTHBT—FT1A 77D

&, ZOFALOINIVICERBACT—T14779
RAEENETH, AVR—FKFT—FT4
TJ77O0RNORNBEFEATEDLSICHBRENE
9,

recipes dAVR—KNLZETT7 A,

artifacts

RO DOYV)—D)ARNDBIE, T—FT 1779 NO®RER Epackages/artifactsZRLTVE
9,

user@machine:~$ sudo tree /greengrass/v2/packages/artifacts
/greengrass/v2/packages/artifacts

### aws.greengrass.DockerApplicationManager
### aws.greengrass.lLogManager

#  ### 2.3.7

# ### aws.greengrass.LogManager.jar
### aws.greengrass.Nucleus

#  ### 2.12.6

# ### aws.greengrass.nucleus.zip

### aws.greengrass.SecretManager

#  ### 2.1.8

# ### aws.greengrass.SecretManager.jar
### aws.greengrass.SecureTunneling

#  ### 1.0.19

# ### GreengrassV2SecureTunnelingComponent-1.0-all.jar
### aws.greengrass.labs.CertificateRotator

#  ### 1.1.0

# ### certificate-rotator.zip

### aws.greengrass.labs.HomeAssistant

#  ### 1.0.0

# ### home-assistant.zip

### aws.greengrass.telemetry.NucleusEmitter

artifacts 9
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### 1.0.
### aws.greengrass.telemetry.NucleusEmitter. jar

8

15 directories, 7 files

artifacts-unarchived

RO DOV)—=D)ARDOBIE, .zip7 TAIIDPSHEBE LT —FT 14772 hpackages/

artifacts-unarchivedZz RLTWVWET,

user@machine:~$ sudo tree /greengrass/v2/packages/artifacts-unarchived

/greengrass/v2/packages/artifacts-unarchived
### aws.greengrass.Nucleus

HH##

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

### 2.12.6
aws.

HHt#
HH##
HHt#
HH##
HHt#

HOH O O OB O

HHt#
#
HHt#

gree
LICE
NOTI
READ
THIR
bin
#it#
#it#
#it#
#it#
#it#
#it#
#it#
conf
#it#
lib
#it#

ngrass.nucleus
NSE

CE

ME .md
D-PARTY-LICENSES

greengrass.exe

greengrass.service
greengrass.service.procd.template
greengrass.service.template
greengrass.xml.template

loader

loader.cmd

recipe.yaml

Greengrass.jar

### aws.greengrass.SecureTunneling

# ### 1.0.

19

### aws.greengrass.labs.CertificateRotator

#
#
#
#
#
#
#
#
#

### 1.1.
### certificate-rotator

0

HH##

H OH O OB B

—PY
HHt#

HH##
HHt#
HH##
HHt#
HH##

cache__

config.cpython-310.pyc
config.cpython-311.pyc
effective_config.cpython-310.pyc
effective_config.cpython-311.pyc
main.cpython-311.pyc
pki.cpython-310.pyc

artifacts-unarchived
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### pki.cpython-311.pyc

### pki_file.cpython-310.pyc
### pki_file.cpython-311.pyc
### pki_hsm.cpython-310.pyc
### pki_hsm.cpython-311.pyc
### pubsub.cpython-310.pyc
### pubsub.cpython-311.pyc
### state.cpython-310.pyc
### state.cpython-311.pyc

### state_idle.cpython-310.pyc
### state_idle.cpython-311.pyc
### state_machine.cpython-310.pyc
### state_machine.cpython-311.pyc

### topic_base.cpython-310.pyc
### topic_base.cpython-311.pyc
### config.py
### effective_config.py
### main.py
### pki.py
### pki_file.py
### pki_hsm.py
### pubsub.py
### requirements.txt
### scripts
# ### run.cmd
### state.py
### state_committing_certificate.py
### state_creating_certificate.py
### state_getting_job.py
### state_idle.py
### state_machine.py
### state_updating_job.py
### topic_base.py
### aws.greengrass.labs.HomeAssistant
### 1.0.0
### home-assistant

HOoH OHF OHF OH OHF O OHF OHF O OH OH OH O OH OH O OH OH K K R

HOH OHF OHF OH OHF OHF OHF OH OHF O OH OHF O H R OH O OH R O O OH OH O H R K HH R HHH K HOHE K H K

### state_committing_certificate.cpython-310.pyc
### state_committing_certificate.cpython-311.pyc
### state_creating_certificate.cpython-310.pyc
### state_creating_certificate.cpython-311.pyc
### state_getting_job.cpython-310.pyc

### state_getting_job.cpython-311.pyc

### state_updating_job.cpython-310.pyc
### state_updating_job.cpython-311.pyc

artifacts-unarchived
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### config

### automations.yaml
### configuration.yaml
### groups.yaml

### scenes.yaml

### scripts.yaml

### docker-compose.yml

### install.py

### secret.py

H OH O O H

17 directories, 67 files

alts AL I RNUJE, ®Nucleus .jar Z7AINIC) 2 O0EhTVWBR ZEIDFRELTLEE
UWpackages/artifacts-unarchived, #l :

user@machine:~$ sudo 1ls -1 /greengrass/v2/alts/init

total 8

lrwxrwxrwx 1 root root 97 Jun 27 08:12 distro -> /greengrass/v2/packages/artifacts-
unarchived/aws.greengrass.Nucleus/2.12.6/aws.greengrass.nucleus

-rw-r--r-- 1 root root 16 Jun 27 @7:07 launch.params

LEN2T, BO=-ILFUAX=2JICEbBpackages/artifacts-unarchivedEAN H V) £
9o

recipes

RO OY)—)ZANDHIE, LEDORES Epackages/recipesZRLTVWET, UARNNRT
LD, LYEBEREZFADIARNEEEICRTFEN, 77O/ ZZEL L& E(Z Greengrass ABEICIE
LOWI7 7N HIDESHEHKTEIDICRIEET, COFRFICEANERERICKY, d-ILF
VAXR—DDERNFREICKYET, LEN>T, D=LFVFNAADAFTY T3y NE&ED
ElFk, D=ILTFUAA—DRERTDEDICHREENDFETT,

user@machine:~$ sudo tree /greengrass/v2/packages/recipes
/greengrass/v2/packages/recipes

### QyalwarrMfzlg5PUTvOgfHOununru_xCLUFACECM_RO@2.3.7.metadata.json
### QyalwarrMfzlq5PUTvOgfHOununru_xCLUFACECM_RQ@2.3.7.recipe.yaml
### 89rl-ak7xPauDt407EGO3sSXVUO8ysdHTk-YdFONAAc@2.12.6.metadata.json
### 89r1-ak7xPauDt407EGO3sSXVUO8ysdHTk-YdFONAAc@2.12.6.recipe.yaml
### VAZ-Grqe5g43y07UtasQOR5jcQGILgPeRZQhVikLd90@1.0.0.metadata. json
### VAZ-Grqe5g43y07UtasQOR5jcQGILgPeRZQhVikLd90@1.0.0.recipe.yaml
### ViIMYPYs99-AzSt1lglL2L2YD5P7sIN-yEhy23wWIK_IN8@1.0.8.metadata.json

recipes 12
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### ViIMYPYs99-AzSt1lgL2L2YD5P7sIN-yEhy23wWIK_IN8@1.0.8.recipe.yaml
### _1hT2A6X0ZYtB_CfI_ZUOEMDV96DTfQVkSmZh2bbGYXgel.0.19.metadata.json
### _1hT2A6X0ZYtB_CfI_ZUOEMDV96DTQVkSmZh2bbGYXg@l.0.19.recipe.yaml
### gQWwM7MSL2k0sBADU9b0QI1Qq08ZI3hqpbKT5Bv4Ijkel.1.0.metadata.json
### gQWwM7MSL2k0sBADUSb0QJI1Qq082I3hqpbKT5Bv4Ijk@l.1.0.recipe.yaml
### j_j5Seyy@1F0cIh95nBFy4HYf8P1kT-jW_nmV18ldbke2.1.8.metadata.json
### j_j5Seyy@1F0cIh95nBFy4HYF8P1kT-jW_nmV18ldbk@2.1.8.recipe.yaml

@ directories, 14 files

JATLAY—EA

Greengrass " AT LAY —ERAELTA VAR =ILENTWVWBREHE, —BKHICEHIAHK Linux 7/\
AADZE, d=ILF oA XA—=DIClEsystemd AZR—KNT Y TRV UT RN EECTFTALINVEE
HBIUVENFHVET,

Docker 4 X—>

FTINA AN Docker f X—2 72T —FT 147790 KNELTHERATS AWS loT Greengrass 1 R—x >
NZFERLTVEEE, chsOF7—T14 77208 Greengrass 1 LI NUY D —DOAZICHY)
F9, LEN 2T, =TT NAAD Docker f X— LZARNVEZD=ILTFUAAX=DICED
PRBENfHYVET, COLZANVRBEE. CRTFEHNET /var/lib/docker,

FiIEk, Docker AN REFEALT, d=ILFOFNA AICREFEENTVS Docker 1 X—2 0]
E—&ERL. TIhSD Docker f X—2&BRHEZFA 2V LEDETFNAARICO—RIBZIEETESE
T —MRIC, COREZEIFIELKIZY), Docker f X—C OBHNBRABDICODONTAT—FEV T4 MET
LE9,

=LYk

TFNAAND =LY NYZ—DF—AVR—ZFhEFALTASOI—IL Y NE2RHBT 5
&AWS Secrets Manager, chs0O>—2L Yy NEOd—=IL7>2F /N4 AD Greengrass 71 LU N1
Y1) —® config/config.tlog7 Z A IIICREENET, H :

{"TS":1718878001465,
"TP":["services", "aws.greengrass.SecretManager", "runtime", "secretResponse"],

IIWII : Ilchangedll ,
"V'":"{\"secrets\":[
{

SATLAY—ER 13


https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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\"arn\":\"arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-
home-assistant-KIzJfz\",

\"name\":\"greengrass-home-assistant\",

\"versionId\":\"8e481177-9250-4458-9f1f-3690d28e4ae9\",

\"encryptedSecretString\":\"AgV4j+We ... A7QjdElw==\",

\'"versionStages\": [\"AWSCURRENT\"],

\"createdDate\":1660648425915

"}

chsn>—oL v M, T3 config/effectiveConfig.yaml 77 A ILICEREENE
£

aws.greengrass.SecretManager:
componentType: "PLUGIN"
configuration:
cloudSecrets:
- arn: "arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-home-
assistant-KIzJfz"
dependencies:
- "aws.greengrass.Nucleus:SOFT"
lifecycle: {3}
runtime:
secretResponse: "{\"secrets\":[{\"arn\":\"arn:aws:secretsmanager:us-
east-1:111122223333:secret:greengrass-home-assistant-KIzJfz\"\
,\"name\":\"greengrass-home-assistant\",\"versionId\":
\"8e481177-9250-4458-9f1f-3690d28e4ae9\"\
,\"encryptedSecretString\":\"AgV4Rpc9 ... MYeVALYQ==\"\
,\"versionStages\":[\"AWSCURRENT\"],\"createdDate\":1660648425915}]1}"
version: "2.1.8"

d=ILFoAX=DIC config FA LI RNV EEHBIBETE, Greengrass —I L Y NI Z—
SA—R—FBROA-—NFVTFNAARADTSFARK—RNF—TI—IVL YR ZERBETH LI
ABELTLKEEY, EFNAM AR —BEOTTAR—RNF—HFHDicH, J-ILFoFNAARICK?
THESLENEF—RBEAEERBATNARICK>TESILTERE A,

COLY, BBENLI—ILY RET—LFUA X—IHSHBRL T, ABBF/N1 AT
FUFNARY =LY NEB>TEBLAEVES LT B ERBBOLET, —ILY MF 1
AOCHELBEWVEE, FINA RN ITIREBNCBET S, F7UT—2 3 aVR—%>
NSRS B, DK EEERICHRELEVAENSYET,

=LY b 14


https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
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208
=LY NFBRULVEKTHZEE

EErREPICEABEFRBRATNA AL —ILY N EANTRIHENHR5E. AERBAS 1>
L, BXRBBBATNA AL —JLYRNEANTREHOI—ILY NYZ—D vy -2 R—F
hOBEELTVT—NIBRAVVTNKERTOVZLNBETT., COT7O0—F&., Bt
E.V—ULYMBREBEREOTOVZIVIAT 23> T—EBHICIVTTFANIREENS
RN HD 1D, BEHLEEA,

S=OLY NBLVEHTHDER
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ADHIE

dA=ILFoAX—=D XYY R

REHMCESE, Greengrass TALIRNVY ) —2ECT-NTFUAX—DERTRDEHD 2D
NHENSBIRTEET,

- golden 7*/N1 A®M Greengrass 1 LI KNUY U —2EOAF Y73y hEERLET,

- golden 7/NX4 AM Greengrass T4 LI NUY U —DOEINBEARAFTY T3y NOKZEERLE

EE

RDKREF, ChSOXVYY ROEBZEBVEREHLEENDTT,

Greengrass A+ Y 7> 3a vk
24K

84 Greengrass A+ Y 7
>3avh

Greengrass 71 LU KN %Z& TXT®O Greengrass 71 L

o SNV (ATYa>T, B0
J2AVTHALELSIC,
ZOFALINIERERT
T7IXTLNTF—EDOHhZERED
TALIORNDZERS ),

alts. packages., &V
plugins 4L KD,

= EHEBFNA AR IT<ICESE EEAFEEAFNAAOS )
CBET DIREEICARY E T, TEBRERREEYR—NLE

9,
=% BAREBEERBAT/NAIADKY) EHEBTFT/NA A, T2ICH
BMERENVETT, ETBDREICAZICIK. 95

VRFTOMEZETIHE
NHYNERT,

Greengrass A} Y 7> 3 v K&k
d—=ILF2o A4 X—=2I2 Greengrass AL ORIV ) —DREBAFTYTIIYNEEDD LT,

dA=LFOFNA ACBRENETF7OCMEDAVR—FX MREOBRBEITHFANERFLE
T Chld, COAMA=—DHSERENETNAALLEZOBEEIVTFARN BB EZERL

Greengrass A1 Y 73 v N&fk 16
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£F., TOLD, ZEBF/NA ABIRTOTTUTS—2 3>V K- NERBLTRIFTE,
EFNAART<EELCBETIREICAYET,

COFEDOEMEE, BREEOVTFANIKY . EXBATNA AZ-BEORETN-VFF(X
TRENEELCZDAREAN BB ETT. cNSOREFIERK, XROEI> 3 THULIHAL
£

TEICHETIREDOHIR :
T7Vr—23a> 0 R=—FNEIRITENETH, UTOHRZENICNETIXENHYET,

s FNAAEGF., VSO RICTIVEATBDET—IL YN ZETFA1ATICABMLELA,

s FNARIZE, VFTRICERKRTDET, =T XHICKDEME AWS Identity and Access
Management (IAM) FREEBEHRIE H V) £ A,

s FNAANT7)—=—h7OEDa Z_ 0&Fk@just-intime7’ O I — 2 JZERALTVWSEHE,
AWS loT Core ZOED I ZVIHNRTTBET ICEREThEL A,

Greengrass Zf0 A+ v 7> 3 vk

BB 7 Greengrass AF Y 7’2 ay KXY Y REFEAITZEHES, J-ILFoAX=JIC’
alts, packages. BKU plugins FALIRNVDKNEENET, config F1 L U MUK
ThBe®), FTOMERENBEREDA VD THFANGEBENET,

COBEDEEFAG, SEEREBAF/AAAELE—BORERTY THV T TRETHS
CETY. ChOOREFIER, XOtEI 3 THUSHBALET.

EFBRRRAG. AEBTFNA AL ITORFTOAAZZTMAET, 77UTr—232>J0R-FKT K
ARITPREBICBSBVIETT, ChlE, INTOERFZBELTVWSRERRYXEA, £EL.
AVR—FRRNTF—TFTAT7IRNBGTARTICHFEETR LS, VFZTRFTAAMNFTARATILEOT —
TAT77ORNE—BIBBHE, TNAANIVZIORFITOAZZBLEEEICBI IV O—REhE
BA., LEN>T, 72O RF7O/MBHBHAET, EILF7—FY NT—OTREOT—ZHEN
RETDEEH)EEA,

Greengrass E80° A F v 7’23 v b 17


https://docs.aws.amazon.com/greengrass/v2/developerguide/device-service-role.html
https://docs.aws.amazon.com/iot/latest/developerguide/provision-wo-cert.html
https://docs.aws.amazon.com/iot/latest/developerguide/jit-provisioning.html
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dA—=NLFUAX—DDOF)E

UToteo23>rcl, J-LTFUAX—I% €KL, TOAX—D2XERBAZ A LOETN
AACEEACFIRICOVTHALET,

A=LTFVTFNA AZEKT S

ATY 7 1:Greengrass 24 AR—)LLT7OEZ3aZ>JLET,

BELESY, Greengrass TV T BA LBI—=ILTFUOFNA AL ARN=I)LL, FE07OE
aZvipFEEERALTTOEZaZVJLEY,

AFv7 2 AV R—%Y hEF7OCLET,

OSYIRNS, BEESBY, P7UT—2a>aVR—2Y NeREET-LFVFNAALCF 7O
fLET,

dA—=NLFoFNAADST=INTF oA X—2FHIELD

T, A=LUFOFNAADARTY 723y Rl LTOd—LTF VA X—DZERTED LRSI
BYERLIE,

ATY 7 1:Greengrass 2 Y Y RAJLET,

golden 7*/N1 AT Greengrass H—ERAZZ v Y NAILET, i :

sudo systemctl stop greengrass.service

ATY 7 2:Greengrass 77 ANV ) —2AF Y7 avy R NLET,

FEEOI-ILTFUXYY RIZIGU T, Greengrass 77 ANV ) —DO e ELEFE—PODRFT YT
av hEERL, J=ILFUAX=JICEHFET,

ATY 7 3:Docker 1 X—%# JE—L&E 9,

OAVR—ZF N T—F 14779 RNELT Docker f X—>#EAT B354, Docker 1 X—> L
SANUDOARFY T3y hEERL, d=ILFUoAAXA—DICEHET,

£/, docker saveZEAL TH Docker A X—OF7—h4A7=4ERL, A—ILFOFNAA
ASOAE—TBEETEET, 4l :

d=LF>oFNA A ZERT S 18


https://docs.aws.amazon.com/greengrass/v2/developerguide/install-greengrass-core-v2.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-provision.html

AWS HREHA AR AWS loT Greengrass 1—IIL 7> A4 X—2 %A l/T._j(iﬁti’;T{%:’(
ADRE

user@machine:~/environment $ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
homeassistant/home-assistant 2024 .6 2b4c9de733f1 9 days ago 1.6GB
user@machine:~/environment $ docker save homeassistant/home-assistant | gzip > home-
assistant.tar.gz

—RIC, COTF7O—FE Docker A A= L2 ANV ZD=ILTFUOAX—=DICEBMT DKV EE
<BVWVET,

dA=IFUoAX=22FBBT/NA AICEERAT

ChT, REZAVEBRIDREABTNAALD-LNTFUVAX—DZEERACREN HVET., B
B, AOFIEZERAIVT N 2FALTEBLENET,

ATYT 1 AX=DZBRLET,

dA—LTFUoAAX—DrEREFNAAICEERLALETT, BEICISUT, Greengrass 1 LI KNUY
I)—& Docker A X=LOARNUDAFTY 723y R ELF—FHAEENTVSE L ZHER
9,

ATY 7 2:Docker 1 X—2&#O—RLET,

docker save ZFERALTI—IF>FNA AL S Docker f X—SF—F 4770 KEAE—F 3
CEEBIRLEBEIE. docker load Z2FAL TINSDA X—2 2R HEEBT/NAAICO—RL
ijo ﬁu .

user@machine:~/environment $ docker load < home-assistant.tar.gz
user@machine:~/environment $ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
homeassistant/home-assistant  2024.6 2b4c9de733f1 9 days ago 1.6GB

—MWIC, SOF7O—F I Docker A X—J LT ARNYZTd-LTFUAX=JICEMT 2K EE
<BYWERT,

ATV 3 DAEHRZEEBINT S,

TFINAANF 770327 %2FALBEWVEER. 2BEEBAT/NAADO—E0 X.509 it

RAELTTAR—NF—ZA2AR=I)L, D=ILFOTFNAAOTIAFEREEEHRAELT., ch%
KRETHEREAZERG. N\—RUVIT7EFIUFAETI1—)L (HSM) EBEONT VY OF—a >

T7ZARZOF ¥ (PK) ZEATZIHLESHICL2>TERREYNET,

Od-IUFUAX—DRBEHT/NA RACEERAT 19


https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/hardware-security.html

AWS HREHA AR AWS loT Greengrass 1—IIL 7> A4 X—2 %A bT.:kiﬁ*ﬁ’ig;éﬁi
JE
AEZXBRAT/NAAZEKETS

OA=ILFUAAX—DREEIAALES, BEXRERBATNAAZRETIHLENHYVET, COBRE
l&. Greengrass A+ v 7’23y "XVYY RehZFERATIN B ZFERATEINICK>TERAYE
To ATV IZEBLTHDHLENHYET,

Z£75 Greengrass AT Y723y R XYY R

/A Important
&7 Greengrass AT Y723V MNXYY REFEALTVRBEEICOGK, UTOFIEICH
WET,

ATV 1. BREZRELET,
config/effectiveConfig.yaml 77 A/ &fwmEL T, Hl :

sudo nano /greengrass/v2/config/effectiveConfig.yaml

ATYVT 2. B/ DBRAEERELET,

FLLVAERBATNAADE/ OERIZRETILEHOCHERTI>IVE, 7U—~70OEDS
"V ERALTVWAAESHICL 2 TERBYERT, I-AT—ALEDLETELVEEZMAR
ER

Z)—h7OEZaZ>J2FEALTVWEVESEE, thingName7’ONT 1 ZfmEL T, I—ILF
DTFNAADE/ DB ERBET/NAADTE/ OBBICEERAD LT, XETFNAADE/ DA
HERETEET, i :

system:
certificateFilePath: "/greengrass/v2/thingCert.crt"
privateKeyPath: "/greengrass/v2/privKey.key"
rootCaPath: "/greengrass/v2/rootCA.pem"
rootpath: "/greengrass/v2"
thingName: "ProductionDeviceThingNamel"

70—=K70OEDaZ>JZEALTVRBER. EFTI-IATFUTFNS AREO—HEHEEL
T, 72070232075 0A N EBTNAATRITENZ RS ICTIRENHWET,

AEBRBRATNAAZRETS 20


https://github.com/aws-greengrass/aws-greengrass-fleet-provisioning-by-claim

AWS REF

122 AWS loT Greengrass 1—IIL 7> A4 X—2 %A l/T._j(iEL%’;T/\’(

ADEGE

=

CNZETSICE, thingNameZ’ONTAOI=ILFTVFNAADTE/ DB ZZEZDOXFHICEE

AET,

Bl -

system:

cert
priv
root
root
thin

TSI,

ificateFilePath: "/greengrass/v2/thingCert.crt"
ateKeyPath: "/greengrass/v2/privKey.key"

CaPath: "/greengrass/v2/rootCA.pem"

path: "/greengrass/v2"

gName: ""

7)—=K7OEBa - I 7504 &RE% services7ONT 1 ICEBML., XFFN

A1 ADE/DEFI%Z templateParameters7OANT A ROZ7ONT A ELTETHEN HY) F
o ROBITE, 7V—r7OEDIa Z_2T0F7 207 L= EVSBRONTX—2FH B 1=

HThingName, 757 1 & EtemplateParameters® AIC ThingName 7’ ONT 1 AHBD &

ZHIRELTVET,

system:

cert
priv
root
root
thin
servic
aws
co

claim.

ificateFilePath: "/greengrass/v2/thingCert.crt"
ateKeyPath: "/greengrass/v2/privKey.key"
CaPath: "/greengrass/v2/rootCA.pem"

path: "/greengrass/v2"

gName: ""

es:

.greengrass.FleetProvisioningByClaim:

nfiguration:
rootPath: "/greengrass/v2"
awsRegion: "us-east-1"
iotDataEndpoint: "<prefix>-ats.iot.us-east-1.amazonaws.com"
iotCredentialEndpoint: "<prefix>.credentials.iot.us-east-1.amazonaws.com"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
provisioningTemplate: "GreengrassFleetProvisioningTemplate"
claimCertificatePath: "/greengrass/v2/claim-certs/claim.pem.crt"
claimCertificatePrivateKeyPath: "/greengrass/v2/claim-certs/
private.pem.key"
rootCaPath: "/greengrass/v2/rootCA.pem"
templateParameters:

ThingName: "ProductionDeviceThingNamel"

I—AT—ATlk, CCICRTEQOERERZD 7RO A ZVTTSTAVREINT XA —
AN MBEICEDBENHYYET, FMICOWTIE, AWS loT Greengrass RF I X D AWS loT
Fr7)—K70OBD3a -2 077040 28ETS BSBLTLIEEY,

SE£ 7% Greengrass AT Y723 v KXY YR
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https://docs.aws.amazon.com/iot/latest/developerguide/provision-template.html#fleet-provision-template
https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning-configuration.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning-configuration.html
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ATY7 3 WEEhEE/ OEAZEHNT S,

iot:thingName L EZ#HZEALTE/OBAZHBTZIR—K I N H2HE. d-)
FOTFNAADTE/OBENBEATHALETIVECADAMNO—ILAT—I XN HZAEMN H V) F
¥, &AW, Certificate Rotator A1 =54 AVR—F > RDIFEE :

services:
aws.greengrass.labs.CertificateRotator:
componentType: "GENERIC"
configuration:
accessControl:
aws.greengrass.ipc.mqttproxy:
aws.greengrass.labs.CertificateRotator:mqttproxy:1:
operations:
- "aws.greengrass#PublishToIoTCore"
policyDescription: "Allows access to publish to relevant topics"
resources:
- "$aws/things/GoldenDeviceThingName/jobs/+/get"
- "$aws/things/GoldenDeviceThingName/jobs/+/update"
- "awslabs/things/GoldenDeviceThingName/certificate/create"
- "awslabs/things/GoldenDeviceThingName/certificate/commit"
aws.greengrass.labs.CertificateRotator:mqttproxy:2:

operations:
- "aws.greengrass#SubscribeToIoTCore"
policyDescription: "Allows access to subscribe to relevant topics"”
resources:
- "$aws/things/GoldenDeviceThingName/jobs/notify-next"
- "$aws/things/GoldenDeviceThingName/jobs/+/get/accepted"
- "$aws/things/GoldenDeviceThingName/jobs/+/get/rejected"
- "$aws/things/GoldenDeviceThingName/jobs/+/update/accepted"
- "$aws/things/GoldenDeviceThingName/jobs/+/update/rejected"
- "awslabs/things/GoldenDeviceThingName/certificate/create/accepted”
- "awslabs/things/GoldenDeviceThingName/certificate/create/rejected"
- "awslabs/things/GoldenDeviceThingName/certificate/commit/accepted”
- "awslabs/things/GoldenDeviceThingName/certificate/commit/rejected"

keyAlgorithm: "RSA-2048"

signingAlgorithm: "SHA256WITHRSA"

CORSBFERINT, A=ILFVFNAADE/DBRFDIXNTDA AR RAEEETINA A
NDE/DBAICEEMADMBEN B KT,

ATY 7 4 d=LTFUTFNAAS—IL Y NZHIRLE T,

SE£ 7% Greengrass AT Y723 v KXY YR >


https://docs.aws.amazon.com/greengrass/v2/developerguide/component-recipe-reference.html#recipe-variables
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-nucleus-component.html#greengrass-nucleus-component-configuration-interpolate-component-configuration
https://github.com/awslabs/aws-greengrass-labs-certificate-rotator
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d—=ILFoFNA AL > THREFEENEESLENET—UL Y heffectiveConfig.yamlA & L)
APFARNET, ChsFI—ILY NIZ—DF—OVR—ZFRVMNRERNICREFEENETT, 6 :

aws.greengrass.SecretManager:
componentType: "PLUGIN"
configuration:
cloudSecrets:
- arn: "arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-home-
assistant-KIzJfz"
dependencies:
- "aws.greengrass.Nucleus:SOFT"
lifecycle: {3}
runtime:
secretResponse: "{\"secrets\":[{\"arn\":\"arn:aws:secretsmanager:us-
east-1:111122223333:secret:greengrass-home-assistant-KIzJfz\"\
,\"name\":\"greengrass-home-assistant\",\"versionId\":
\"8e481177-9250-4458-9f1f-3690d28e4ae9\"\
,\"encryptedSecretString\":\"AgV4Rpc9 ... MYeVALYQ==\"\
,\"versionStages\":[\"AWSCURRENT\"],\"createdDate\":1660648425915}]}"
version: "2.1.8"
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Bl

aws.greengrass.SecretManager:
componentType: "PLUGIN"
configuration:
cloudSecrets:
- arn: "arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-home-
assistant-KIzJfz"
dependencies:
- "aws.greengrass.Nucleus:SOFT"
lifecycle: {3}
runtime:
version: "2.1.8"
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sudo java -Droot="/greengrass/v2" \
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-jar /greengrass/v2/alts/current/distro/lib/Greengrass.jar \
--start false \
--init-config /greengrass/v2/config/effectiveConfig.yaml
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system:
certificateFilePath: "/greengrass/v2/device.pem.crt"
privateKeyPath: "/greengrass/v2/private.pem.key"
rootCaPath: "/greengrass/v2/AmazonRootCAl.pem"
rootpath: "/greengrass/v2"
thingName: "ProductionDeviceThingNamel"
services:
aws.greengrass.Nucleus:
componentType: "NUCLEUS"
version: "2.12.6"
configuration:
awsRegion: "us-east-1"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
iotDataEndpoint: "<prefix>-ats.iot.us-east-1.amazonaws.com"
iotCredEndpoint: "<prefix>.credentials.iot.us-east-1.amazonaws.com
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https://docs.aws.amazon.com/greengrass/v2/developerguide/install-greengrass-core-v2.html
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services:
aws.greengrass.Nucleus:
version: "2.12.6"
aws.greengrass.FleetProvisioningByClaim:
configuration:
rootPath: "/greengrass/v2"
awsRegion: "us-east-1"
iotDataEndpoint: "<prefix>-ats.iot.us-east-1.amazonaws.com"
iotCredentialEndpoint: "<prefix>.credentials.iot.us-east-1.amazonaws.com"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
provisioningTemplate: "GreengrassFleetProvisioningTemplate"
claimCertificatePath: "/greengrass/v2/claim-certs/claim.pem.crt"
claimCertificatePrivateKeyPath: "/greengrass/v2/claim-certs/
claim.private.pem.key"
rootCaPath: "/greengrass/v2/AmazonRootCAl.pem"
templateParameters:
ThingName: "ProductionDeviceThingNamel"
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ATVT7T 2 REZBERALEY,
HREZBEAL T ZERLEF I config/config.tlog. Hl :

sudo java -Droot="/greengrass/v2" \
-jar /greengrass/v2/alts/current/distro/lib/Greengrass.jar \
--start false \
--init-config config.yaml
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