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Terraform OB A E: AWS CDK & AWS CloudFormation
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Amazon Web Services (AWS). Steven Guggenheimer

2024 % 3 A (RF 1 X2 NERF)

PZORVY—-AOTOED I Z2 T 0REERN OREOKIZHBDHE AWS, AWS Cloud
Development Kit (AWS CDK)& & T BA%L® Infrastructure as Code (laC) Y — L D ERZBRN RS
NTVWBAEEMEN B V) £ FAWS CloudFormation, SERR. Hashicorp Terraform % & QRN Y —
LMEE2E<K<EBENRTVWEWEENrHYET, EEL, 9T RDY—_—% &R EDHDF

E., Terraform ICEBIDCEANBITSABVRSICAYVET, TOFKRELDZIBIICEETD L
FRELET,

Terraform, AWS CDK, & & ¥ CloudFormation (kRN BEZERL. Z<OEXELZBSEHBL
FTH, WKODDEVWHNBHVYET, Terraform ICFIHTEITVWTWVWRHEIE., ChsnEVICHER
TOWARVTRENHYET, HEROEZA, AWS CDK AR Y U & CloudFormation AZ Y V&3 X
THER—RELTWVDESD, TOFETIEAWS THOURN, #HEFETIEFEALEDDY—ALE
BOEBERNI HYET, Terraform &, BE—DITIRTONA T —OREIZFEEITVTVER A,
chicky), eFTFEET7ONAZF—%ZRRIYAR—K TEFERTH, UE—NOAT—>3ETU
V—ABWEBITIHRENHYET,

COHA R, Terraform OERICHDETELBHEZHLHI )P IT<HBAL, RETDH aCFvL >
SORBIZERIALBEET, Terraform A"7ANA X —, ED1—)L, RETV 7SI BEOBEZFERAL
TIUY—ARZ7AOED 32T 32 FEICEREHITTVET, £, Terraform OB E., AWS
CDK & & U CloudFormation A" AN ARL —> 3> 2 RT T2 HEERIFTENTT,

® Note

&, ARENF 7O ALAICLKDI—FT 12T FEZEAL T CloudFormation A% ¥
5%F7O04 T2 ANS CDK DICBUISET, £EFTDEcdk synth, d—KiE
CloudFormation 7> 7L —NICE#iEhE T, TOBIHNS, 7OLAF AWS CDK &
CloudFormation DETEIL TT, BMRICTDEHIC, CDOHA RIFEFE CloudFormation A
FDOAWS IaC 7O AZSBLEITH, E&RIE ICETLWET AWS CDK,



https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html

AWS HREHA AR Terraform MBIE A 3% AWS CDK & & ¥ AWS CloudFormation T A

N—REFOHAE A
CloudFormation & Terraform @) f:E

Terraform & AWS CDK & & U CloudFormation Z Lk $ 2184, 1aC A7 HEOHBAICEAET 1D
AENM—ELTVWEVEY, 1aC O7BS0BENRH#ICEDAEENI HYET, UTIC, 2hsn
AL, COHARTENSOHATBNEDLIDICSBEhZDI ZERLET,

« ARV YD ARV DR CICDNATZA4IcF704ch, BE—01Y h& LU TEHFTEER
laC T9, <®AFEE CloudFormation T—fXHITT A, Terraform [ DAFEZERICEEAL
Ft A, Terraform AXY V., IXTOFED 1—-)ILZzEg8CTF7O01EnE)—NEZI1-)T
T, L, E21—-I)LEVSARBEDERRZRITZLEHIC, COHA RTREARYIEWVWS ARE
ZERALTEREOY—ILOBE—OF7O4Z8EBLET,

« RE-REE, BREEHFENATVWBRIXNTOVY—RE, 1aC F7OMAZY VRNOREDERET
CP Terraform DREENY VT RIZODVT 292 a2 THREETNTVWSB K5I, Terraform &
CloudFormation & V) & REE VWS AZZFEALETT., chik, REDOHERE Terraform TKV B
MON, REOEBHE EFHE CloudFormation ICE > TRERICEETH D EHTT,

« laC 774 ) - 1aC 77 4 )LI&. Infrastructure as Code (laC) ERBEZESLE—DT77AILT
9, CloudFormation (&, B —® CloudFormation 77 /) &T>7L—hELTSRBLET, &
ZU. Terraform 077 L—hE&T 7L — |\7 AINWEERIDLLSERVYEXT, Terraform O
CloudFormation 7> 7L — MJ‘EL—H?%EOD(.I BE77ANERENRETT, cOHA ROEBEL
ZR/PRICHAD I, TAINEEE1aC 774 &EWVWS AFEWR. CloudFormation 7> 7
L — b~ & Terraform ‘“"'"774)1/0)@7'5’&*%?6 EHIZERENET,

XM FIE. CloudFormation & Terraform TERAE N2 ARBELRLEEDTT., cODT—T )
NDEW, BLURERRTDETT, CNnS5lEoneto-one DEEERTEBY FEA, B

(&, CloudFormation & Terraform TR EEDTAICEBZYET, BRI ODVWTE, COHA KR
ODEETD I aVTEHEULLLEALET,
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Terraform VYV —AICDWT

AWS CloudFormation & Terraform OEAANFEET D EBEHGKE, V7T RUVY—ADEREX>D T
FTUATT, LAL, 9TV RVY—RAERFATITH? £z, CloudFormation IJ Y —A & Terraform
DY —AGRLEOTIN? BRI "FEVL & TVWARL TT, COFH A RTIEE. CloudFormation
& Terraform %&£/ L T Amazon Simple Storage Service (Amazon S3) /N7 Y N ZER T B HlZRL
£9,

X ® CloudFormation J— R#ITIE, Y7 )L Amazon S3 /N7 Y R Z/ERL £,

"myS3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "my-s3-bucket",
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"ServerSideEncryptionByDefault": {
"SSEAlgorithm": "AES256"
}

]

.

"PublicAccessBlockConfiguration": {
"BlockPublicAcls": true,
"BlockPublicPolicy": true,
"IgnorePublicAcls": true,
"RestrictPublicBuckets": true

.

"VersioningConfiguration": {
"Status": "Enabled"

}

R®D Terraform J— REITIE. AL Amazon S3INNT Y R ZERLE T,

resource "aws_s3_bucket" "myS3Bucket" {
bucket = "my-s3-bucket"
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}

resource "aws_s3_bucket_server_side_encryption_configuration" "bucketencryption" {
bucket = aws_s3_bucket.myS3Bucket.id
rule {
apply_server_side_encryption_by_default {
sse_algorithm = "AES256"

}
}
}
resource "aws_s3_bucket_public_access_block" "publicaccess" {
bucket = aws_s3_bucket.myS3Bucket.id
block_public_acls = true
block_public_policy = true
ignore_public_acls = true
restrict_public_buckets = true

}

resource "aws_s3_bucket_versioning" "versioning" {
bucket = aws_s3_bucket.myS3Bucket.id
versioning_configuration {
status = "Enabled"
}
}

Terraform OF/E, ZANA A —RFVYV—RAEZE&L., EREFEThSOUVY—-RAZESFSLTEEL
F9, 7ONAME =, ROV a>TIOHA RTHATBHETT, Terraform OFI Tk, S3
NTYRDEBREOVWKDOAICKHULTERICACDIY —AZERLET, REAICEABND)Y —A%
ER T B Z &lE, Terraform AWS Z7’ONA X —H AWS UV —RZNE T2 HEICHT L EHRY

BENDTREBHYELA, £EEL, COPIRFEEREVZTRLTVET, CloudFormation J Y — A&
CloudFormation VY —AHERICK > TEHERICERENETA, Terraform ICEZDOLSBEHEH

VVEB A, Terraform Tk, VY —ADOHZE2D U FHETT,

B—Q)Y—ANMNTHINEERZITAERBEH—RL—=ILICODVWTRY—IIELEDIEEN HYE
ITH, —MRIC, VFTORVDY—REREF, V9FTRANICHFEEL., EX. EF. FLEHIBRTE S
EDIVTATATT, LENF>T, BEITDVY—AOHICEREL, GIN2 20HITRESES
E, ATE2EKEAURETE>E<KBEALE/EZERLETAWS THI N,



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
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Terraform 7’0NN/ A —IZCDWT

Terraform Tk, Z7ONA - 25O R7O0NA X —, Y—RN—F1—=Y—=)L, TOHED
APls, T Terraform AWSZ RT3 IZIE., AWS UY—RAEXRVEY) TDAWS 7ONA 53— =FEH
LEd,

AWS CloudFormation LA KU ZFERLTF7O4 AR Y JICH— RIN—F 1 —OHLREEE 7 48 &
A ENBWEE, Terraform ZONAH —RFEBIh TV IEEMANH V) FF . CloudFormation &

CRATATTHDEHAWS, UY—AD AWS J7ONAEZ -G T 72 NTRICEELE T, —

B, Terraform ICEE—OF 7 A) N 7ONA A —=DZVESH, FEOVY—ADFVDICOVT
FAEERETEELA. DTV, Terraform BBE7 7 AL THRUNICESTTHIHLENHHDDEK, VY —
ANEZICEAP2PTVT, EDKSICEFZICHIETIHAEVNSETT,

COXBI-KY), ICEEFEELEV Terraform OEME A& SICHEB L £ 9 CloudFormation, =7 L.
TOBEMEICRYEEHEENIMELET, 1 DO Terraform EZ 21— )LATEHO7ONAE—%RESE
TE, ERENIEEBERZ VY-, AULF7O/NLAY—O—ZPELTHEICRV)EY) TEE
9,

i, TERTFELFETRUSGET, 7ONAM A —RBXTLEEMOIZ IV RTONAA—FHATH
PREBERHYVERBA, Z7ONAME =, VTV RVY—ADFEEDY —AZERTENTEEXT,
ffl Z (¥, Amazon Elastic Kubernetes Service (Amazon EKS) /&% % & L £ 9, Amazon EKS 75 A
X—7OEDAZ2TJF2EERF, HemFr—hE2EALTH—RN—FT 1 — DR = B2
L. Kubernetes Bk ZEAL TARY RUY—RAZEETEXRT. AWS, Helm ., & &V Kubernetes
I ZFNEFNIMBE O Terraform ZONA A —DFH 2 H, ChsOVY—REIXNTEAKICITOE
SAZVIULTHEL. ThSOBTEEZETENTEET,

Terraform O)XOJ— RHEITIE,. AWS 7’0O/N4 X —I(& Amazon EKS V75 AX—%&ERL., EROD
Kubernetes 32 EF#H A" Helm 7’O0/N 4 & — & Kubernetes 7O/NA A —OWEAICEETNhE T,

terraform {
required_providers {

aws = {
source = "hashicorp/aws"
version = ">= 4.33.0"

}

helm = {
source = "hashicorp/helm"
version = "2.12.1"

}



https://registry.terraform.io/providers/hashicorp/aws/latest/docs
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/registry.html
https://developer.hashicorp.com/terraform/language/providers
https://registry.terraform.io/providers/hashicorp/helm/latest/docs
https://registry.terraform.io/providers/hashicorp/kubernetes/latest/docs
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kubernetes = {

source = "hashicorp/kubernetes"
version = "2.26.0"
}
}
required_version = ">= 1.2.0"

provider "aws" {
region = "us-west-2"

resource "aws_eks_cluster" "example_0" {
name = "example_0"

role_arn = aws_iam_role.cluster_role.arn

vpc_config {
endpoint_private_access = true
endpoint_public_access = true
subnet_ids

locals {
host

var.subnet_ids

aws_eks_cluster.example_0.endpoint

certificate = base64decode(aws_eks_cluster.example_0.certificate_authority.data)

provider "helm" {
kubernetes {
host

local.host

cluster_ca_certificate = local.certificate

# exec allows for an authentication command to be run to obtain user
# credentials rather than having them stored directly in the file

exec {
api_version = "client.authentication.k8s.io/vlbetal"
args = ["eks", "get-token", "--cluster-name",
aws_eks_cluster.example_0.name]
command = "aws"
}

provider "kubernetes" {
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host = local.host
cluster_ca_certificate = local.certificate
exec {
api_version = "client.authentication.k8s.io/vlbetal"
args = ["eks", "get-token", "--cluster-name",
aws_eks_cluster.example_0.name]
command = "aws"
}
}

2200 1aCY—I)LICBAL T, ZANAE—ICEETBNL—RATHFHVY T, Terraform &,
F7OA BB ITRI DU THIARICEES M ETONA ANV T—DICEmLICHKEL

£9, X, IXNTOEXEHLR AWS 7Ot A% CloudFormation AETHR—KLTWVWET, Tl
CloudFormation, %— R/N—F 1 —QHLREEEZHFIATHEESICOHK, Y—RN—F—=7'ON4
A—ICDOVTOBETDHBENHYVET, EF77O0—FICERFMEEMIFHYET, E55M LTV
P, COHA ROEBHEANTTDY, MAOY =)L ZTHAITERICKFIEVZEATHESENEET
E

Terraform T4 U7 ADOEH

Terraform Tlk, E7OANA A —ICHARARALREZET CENTEXRT, ALED 21 —-/ILATEHD
TONA S —BEZFERITREERESBRYETHL? TOBER. TAUTRA 2FEATHILEND
WEF, TAVTARFE, VDI—ALRILFEFEDZ1I-ILLRIINEICERATZ7?ONAET — %12
RIBDOICKIAUEET, AL7ANA T —DOA VAR AN EFEHDH5EEF. TAVTAZFERALT
FTAILRNUADA VAR AZERZLE T, HlAE., F72LRNOTOANAZ—A AR A HE
EDHAELNEBANAWS V=23 TAUTFAZFEALTREB)—2a zE&LET,

XD Terraform OPllE, TAVT7AZERALTERZRS TN Y N 27O I Z>J0925%FE%2 R
LTWETAWS V=23, 7ONAM A —OF 7 AN —23 2k T Hus-west-2, TU
V—2&7OE>a=Z>2093 kIl east T/ VT AEFEATE X Fus-east-2,

provider "aws" {

region = "us-west-2"
}
provider "aws" {

alias = "east"

region = "us-east-2
}

Terraform T4 'J 7 ADOERA 8


https://developer.hashicorp.com/terraform/language/providers/configuration#alias-multiple-provider-configurations
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resource "aws_s3_bucket" "myWestS3Bucket" {
bucket = "my-west-s3-bucket"
}

resource "aws_s3_bucket" "myEastS3Bucket" {
provider = aws.east
bucket = "my-east-s3-bucket"

BB RTRSIC, XXB|Bhalias& £ EIC provider Z2FHAT3HBE. BENVV Y —ARICKL
THOZ7AONA A —BREZEETEET, 1 DDAXY VAOEBO AWS U—23 > IZUY—R%E
7AOEDaZ2I9%cEldk. BADBEYTT, TAVT7A7ONAZ -, EFTETETLHITER
ICEWD TR ENTEET,

BIZIE, —EICEBO Kubernetes V75 ARX—27OEED3a_-_V T 320N EEIC—BRNWNTT, ITA
TAZFERATSDE, BHO Helm 7’0O/N1 & —& Kubernetes 7’O/N4 X —%&F&KEL T. Amazon

EKS UY—RZEILLNSDOY—RN—FT 14—V )| 2BBBHETHEATEDRSICBYET,

RO Terraform J— RBlk, TA VT RAEZFEALTCORRAIVERITIBDAEZRLTVET,

resource "aws_eks_cluster example_0" {
name = "example_0"

role_arn = aws_iam_role.cluster_role.arn

vpc_config {

endpoint_private_access true
endpoint_public_access = true

var.subnet_ids[0]

subnet_ids

resource "aws_eks_cluster example_1" {
name = "example_1"
role_arn = aws_iam_role.cluster_role.arn
vpc_config {
endpoint_private_access = true
endpoint_public_access

subnet_ids

true
var.subnet_ids[1]

}
}
locals {
host = aws_eks_cluster.example_0.endpoint
certificate = baseb4decode(aws_eks_cluster.example_0.certificate_authority.data)

Terraform T4 'J 7 ADOERA 9
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hostl

aws_eks_cluster.example_1.endpoint

certificatel = base64decode(aws_eks_cluster.example_l.certificate_authority.data)

provider "helm" {
kubernetes {

host = local.host
cluster_ca_certificate = local.certificate
exec {
api_version = "client.authentication.k8s.io/vlbetal"
args = ["eks", "get-token", "--cluster-name",
aws_eks_cluster.example_0.name]
command = "aws"
}
}
}
provider "helm" {
alias = "helml"
kubernetes {
host = local.hostl
cluster_ca_certificate = local.certificatel
exec {
api_version = "client.authentication.k8s.io/vlbetal"
args = ["eks", "get-token", "--cluster-name",
aws_eks_cluster.example_1.name]
command = "aws"
}
}
}
provider "kubernetes" {
host = local.host
cluster_ca_certificate = local.certificate
exec {
api_version = "client.authentication.k8s.io/vlbetal"
args = ["eks", "get-token", "--cluster-name",
aws_eks_cluster.example_0.name]
command = "aws"
}

provider "kubernetes" {
alias = "kubernetesl"

Terraform T4 'J 7 ADOERA
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host = local.hostl
cluster_ca_certificate = local.certificatel
exec {
api_version = "client.authentication.k8s.io/vlbetal"
args = ["eks", "get-token", "--cluster-name",
aws_eks_cluster.example_1.name]
command = "aws"
}

Terraform T4 )7 ADEA 11
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Terraform €2 1 —)LICDWT

Infrastructure as Code (IaC) ®#EIZ Tk, TP 1—J/LRESEEHOI—R7OY I THY ., BRA
DiEHICoBEh, — BNV T—2ENTVET, TED21—-)LOBEE. Terraform RO T A
BOAETY, FMICOVTE, Terraform RFIAXKNO "E21—)L, Z2ZRLTLKEETV, &
£ 1—)L AWS CloudFormation £ HR—KM L TVET, FMICOVW T, AWS VTV RERL
BIT700 "E221—)L0EA AWS CloudFormation; 2B L T &V,

Terraform & OEZ 1 —)LOEXEVE. CloudFormation €2 1 — )L Ik 4F

BBIY—AZA47 () Z2EAL TAR— &3 & CloudFormation T

FAWS: :CloudFormation: :ModuleVersion, Terraform Tld, IXTOEREICIL—NEZ 1—
N ERENRDED 1IN DBELEE1D2HYVET, maintf 77 4 J)LAD Terraform VY —RA, &
ol Terraform BRE7 7 AIILAD 77 AL, L—RED1-)ILIIHDERBENET, TOE,
LN=—REDI1I-IINBAZY IVAICEDDLEHICMOED 1 —IILEFTEHIENTEXRT, XD
Blld, F—7">Y—AD eks T 1 —)L & L T Amazon Elastic Kubernetes Service (Amazon
EKS) V2 AZ—270ESa->J9BI)—FEDZ1—-ILZRLTVET,

terraform {
required_providers {
helm = {
source = "hashicorp/helm"
version = "2.12.1"
}
}
required_version = ">= 1.2.0"

}

module "eks" {
source = "terraform-aws-modules/eks/aws"
version = "20.2.1"
vpc_id

var.vpc_id

}

provider "helm" {
kubernetes {
host
cluster_ca_certificate
base64decode(module.eks.cluster_certificate_authority_data)

}

module.eks.cluster_endpoint

}



https://developer.hashicorp.com/terraform/language/modules
https://aws.amazon.com/blogs/mt/introducing-aws-cloudformation-modules/
https://developer.hashicorp.com/terraform/language/modules#the-root-module
https://registry.terraform.io/modules/terraform-aws-modules/eks/aws/latest
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FROBRETZ7AINICTONAZT=DFEENTVWEVZEIC AWS RAFVELAELAFERA, Ch
&, EP1-IIHNFECERFET, MEOTANA A —ZEHBDENTEDLHTT, Terraform 7
ANA A —EJO0—-NILTHd S, FEZ21-)ILo7ANMH—Z2)—KNEZI1—I)THERATESE
T EEL, ChERIXNTOEDI-IIEICHTREEDIDITREDYERA, EZ21—-ILAOHBOR
HBEE, F7ANRTEOED1I=IINOKICAD—=TEN, I—KREZI1—-ITTFIEATESD &
SICTRICRENELTETIIRBENHYERT, A—T72VV—AEZ1—-I)LEFRALT, AZY
VANV —ZAEREBRILTEE T, HIAEE., eks TP 21—I)LE EKS VTS AX—%270OE 3
VI FBEFTEL, TEICHEET S Kubermetes IRIE\EZ7OED I -_2JLET, cnZFERHTS
E, eks EDA-INOBRENF Z—XICE2TLVBRY, HTTOO—RZEMTEZATXEN <L
BTYVET,

ED1-I)Z2NRTHET

Terraform O F 7' 04 FICEITT D E% Terraform CLI N> R® 2 Dk, Terraform init
ETerraform apply T3, terraform init N RAERFTITBTFTIAILRNOATY T O 1 DI,
INTOFED1-I)IZHREL., KEFEFHEEL T .terraform/modules 4 LU MVICA 2V R—
REBDZETT, BARHP, ABY—RED21—-IIZEBMNMITZEVIC, apply ANV REFEHAT D]
I ZBUHLITDIHEN HVET, Terraform T2 1 =)L AOSBHFBZ2dE, ZOF1LIBN
DRONY T—FSRENET, BEICESE, IJ—RTETIHDED 21— /)LEFEVCHLTOE
D1-)ILTHBDLH, EBICE, ED1-IILF—TV—REEBEOED1—-)L2HVUEHL., KEFEBERE
LTHREETIET,

CcOESIZLT, FOHLTOED 1—I)LE&, F7TO/MFICEERASNDED 1-I)IL2E0OKE
BIERRELTHELET, COTATFTEERITZICR. RAZYIRICHMBAOED 1 —/LEERKL
T, FENEREZFRAL TV Y —AZWENICOBELE T, cNZTSREREER. AZYIDEM
TEBFHIDCETHDICEILHEBELTLKEE Y, E221—-I/IBETTF—2E2HEITDICEK, ED1—
IADSEFOTF—RERNTEIHEN HB -, TEP1-IIICBEICKETDE, T/ FBEICEM
CBEDENHBYET,

L—=rEZI1-)

FTNXTO Terraform FREICF DB EE 1 DOEZ 21— IFHB -, FREIVUTZED 1)L
ED1-LA7TAONTATHIIL—PED I ZRBRNDDOICKRIEEXT, Terraform 7O T T k
THETZLETIL, - FNEZ21-IIRREREAFALINIADTRNTO . tf (FklE .tf.json)
T77ANTHEBRENET, TORENT AL U NUterraform applyT 2E179 5 &, Terraform
FETRODM2EIRNTDAFT7PAINORTERAEST, YTTFALINIAOT 7ML,
NSORLEMNFBET7AILO 1 DTHUVHEAEVRY, BRENET,

ED1 - EHOHTY 13
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https://developer.hashicorp.com/terraform/cli/commands/apply
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chickY), D—ROBEICERBEMNELSENET, T, BROT 74120701 AIC
EELTVWAHEENF HB 1S, Terraform F7O/4Z 774N ELTTRELSED 2-ILELTS
BIDANERTHIDEHRTEDHYYET, Terraform ARARNTSIF 1 RAELTHETIELENDTE
TA1—)BENFHYVET, EEL, RENTFALINIICAFTI TSI ZRETDE, BVDT 74
LNEEBIZRTENET, RRICE, TED1—-ILHOIXRTORLEM.tF7 7). OERTEIC
F7O04&EnETterraform apply. Terraform A"&IVICRTENDIDRIEDT7AILTIN ? &
NEBICXIZIEERFIEICEETT,

Terraform (&, FVBILBRBLCAZY VFTOMBIIC—ENOATY T ZRITLET, £, BBEDR
ENDHEh, RICKEFEERIZINMERENET, KEFHRRIS7E. EOVY—-RAEEDIEFT
HUOHIAZRELET, HIAE, OV Y —ATSRBREhD7ONT12EC )Y —ARRK, K7FD
V—ANFIICAMEBENET, AHKIC. depends_on/N\TX—2E2FEAL THREBREZHARNICES

ITHIVY—ARR., BELEVY—ADORIZAEBENET, Terraform (&, ATEEERY) W50 I % ¥
L. EHREFEVY—RZERIZMETEET, terraform graph IX > RZEFERAL T, F7O4 BIIC 4R

BFEBIZ7ERRITEET,

KEFEBERIZI7HNEREND &, Terraform BT 7O FICHAZTIBEN HIHNERELET. &
FERIZVEZHEHFORET7AIINELRLET, COTOLAOBERGEHE cHEN, EELY
b & CloudFormationJEBICKA <K PUTVE T, REODEFEIFE. Terraform Plans ANX> RZFEAL T
BIETEEXT,

RARNTZU9T14ARELT, BEFEDI1-IBEICTEREFEITRD L ZHEOLET. RE
T77AMNRKBYTETHRNICEETET, RENBIBICL > TERIBFRNLE D AN
H3HEE. I—RZEBOTVTAIIICHBTERT, KEFEERI ST EHETORRN, A&y Y
ETCEBRLETNRNICIRTIDLEDICEDRSICHETINICEELTSEZL,

L—hEZ21-) 14


https://developer.hashicorp.com/terraform/language/modules/develop/structure
https://developer.hashicorp.com/terraform/language/modules/develop/structure
https://developer.hashicorp.com/terraform/internals/graph
https://developer.hashicorp.com/terraform/cli/commands/graph
https://developer.hashicorp.com/terraform/cli/commands/graph
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-changesets-create.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-changesets-create.html
https://developer.hashicorp.com/terraform/cli/commands/plan
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Terraform OIREE/NY O T RIZDWT

Infrastructure as Code (1aC) DHREEELZHZND 1 Dk, REOBETT, laC H—EAF RE%E

HEBELET, ChiZkY, F7OMTBDLEPICVY—ARZBERTHEBL, 1aC 774DV

V—AZEETEET, aC 7 7ML E. 7O/ DBRRICINTOD Y —ADREZXELL. &
NDREBZXDT7T7OA4TETENLERX—TY NRELEERTESDLSICLET, LEN 2T, BED
REEIC & VS EFID Amazon Simple Storage Service (Amazon S3) /N Y RAEENTH Y my-s3-
bucket, Z2EITHEEICERUNT Y MAEFIATVWREE, HLL7OLARK, IXTOHFLL
NTYREZERLEISETHOTRELS, BEONTY MR O 2 EIXNTOEEZERLET,

RORE, — RO 1aCRETOEADHZRLTVET,

Bz DIRE

EVSHEBO SINTY MNE
V) EFH A my-s3-bucket

my-s3-bucket N7 VY K~
N—=23ZDTHFEEENT
AV~ 4R

my-s3-bucket NT VY Kk
N=23aZ 2D THFEEENT
Wy

my-s3-bucket /N7 Y b
N—=23aZ2DTHEEENT
W3

58— N ORAE

EWSERIO SINTY b
my-s3-bucket

my-s3-bucket N7 VY k~
N—=23Z D THFEEENT
AV~ 4R

my-s3-bucket NT VY Kk
N=23Z D THFEEENT
W3

EWSEREO SINTY MNE
»H')EEA my-s3-bucket

FToay

EVWSERIODSINTY hZ
YERX ¥ % my-s3-bucket

7o>avizlL

NTYy hON—2a3 "2
J'my-s3-bucket ZERET
2

HIBR D ER1T my-s3-bucket

AWS CloudFormation & Terraform RS Y V DREDE LT KB HEZERTHIC

(&, CloudFormation ¥ I TRARNE L AWS U5 R, Terraform A EXPICE—RNT
HD2EVS 220V —ILOBRVOERNZEVEEITBLKENEETT, COERICK

V). CloudFormation & AEZBM ICIRREZ #IFTE £, CloudFormation Y —)LICBEL THE®D
AZYVIDARY NBEZERRTEETH, CloudFormation H—E RABEANREIL—)LZBRAL £

EE
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CloudFormation A"FEMN Y —AICK U TEATS 3 DOE— RiFCreate, . Update, LT T
YDelete, RENDE—RE, BIEOF7OA4 TAN R D EAICEITVTREE N, ThUADS
ETRHEEZEZITEE A, CloudFormation VY —RAZFETEML T, EOE—RAFREEISH
_HEBEBERABDENTEXRIN. "COUVY—ATIE., Create E—RTEMETS, £VWSIX
>~ K% CloudFormation ICET C&FETEEFB A,

Terraform [ THRARENRTVAEWVEZO AWS 5T R, REZHIGIZDTOEAZ KV REMREI
FRILBBENBHYET, DY, Terraform DIRER, BBNICERET NIDRET 7 A I)LRICHERFE
NET, Terraform FHFEZE. CloudFormation &V EE2 A ICEENIREICKHLTIHEN HY)
T, BATHNEEBRC LB, BIRENTEHOY— L CABCEBETHBCETT,

T7F ) NT, Terraform JREET 7 A4 )LI&, Terraform AR Y VZRTITBIXAFTA4LIKNID
BEMNICO—HILICREENETT, O—HILBEARRED S terraform apply AN RZERTTS
&, Terraform N"REZ VTR A LATHIZTITDEHICHERHTS terraform.tfstate 77 AL EERT

BENDAYET, ThiZ&kt), CloudFormation & V) £ Terraform OIREZ K V) A < HIHTZ

F9, REBTV77AINZEEEHRLEVTLSEEVWY, F7O/METREZEHT BEHD Terraform
CLION>Y RERITTEET, L&A, Terraform 1 R—KZFEH T3 &, Terraform OAET

ERENEVY—RAETFTO/MAZY JICEMTEE T, FIZ, Terraform MRE M Z#ETL T, R
EBASUY—RAZHIKRTEET,

Terraform MREZEHICRETIHLEN B EVSEXE, CloudFormation ([ZEAE huis W\ Al
DBETHBD/NY II RICOBNNET, Terraform /NY VT Rik, F7 04 #&IZ Terraform
ABZYIPNAT—RTIPAINERETZIHEHRATT. chk, HFLLWFTOMNMRABEhEEE
ICRETVT7AMINZRRETDEATEHLYYET, LRROKSIC, AZYUZO—HILTERITITS

&, Terraform REO IE—Z KR EMOO—AILFALINJIZRETEEF T, ChiEO—HILNY
VIV REFEIFT,

WML TIL—23a B RUBENT7O4 (CU/CD) REMFICHRTZHE. O—HILIRE
774N gitignore 77 A IIICEEN, N—23EBAISKRIAETIhET, TOE, N4
T2AVRAICO—ANRET7AIILNEEELELA. EECBETZICE, NAITSAAT—D
TELWVRETZFAIINZEHNTROTBDHBEN HYET, TOLH, Terraform BRET 7 A4 )LIC &
NYOIVRTOAYVINEFENTVWBREN KLKHYET, N\vIOIRTOVIR, RETZT7A)
ZEOUREHICHMBEBORLENT A LI NIUAOBFRZRISLEN D &% Terraform AR Y U
ICRULET,

Terraform /XY 2 T2 Ri&, Amazon S3 /N7 Y k., API T RAKRA > ~, 1)FE—N Terraform 7 —
DAR—ABYE, BEEZICTEBRETEE T, UTWE, Amazon S3 /N7 Y MZCRFEE ATV
Terraform /N\Y VL ROHITT,



https://developer.hashicorp.com/terraform/language/state
https://developer.hashicorp.com/terraform/cli/import
https://developer.hashicorp.com/terraform/cli/commands/state/rm
https://developer.hashicorp.com/terraform/cli/commands/state/rm
https://developer.hashicorp.com/terraform/language/settings/backends/configuration
https://developer.hashicorp.com/terraform/language/settings/backends/s3
https://developer.hashicorp.com/terraform/language/settings/backends/http
https://developer.hashicorp.com/terraform/language/settings/backends/remote
https://developer.hashicorp.com/terraform/language/settings/backends/remote
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terraform {
backend "s3" {

bucket = "my-s3-bucket"
key = "state-file-folder"
region = "us-east-1"
}
}

Terraform BRE7 7 A )L ICEBEBRERELBVELSIC, NV I REHBIWERREETR—K
LTVWET, BIOBITIEE. NTY MOT IV EAICHERRIBTREZEICFELEREA, 7R
B, REZBHNSMBIAHLEE, BEOMOEEZZFEALTRMEBIBDEETEET AWS
Secrets Manager. #lC DWW Tk, T AWS Secrets Manager & HashiCorp Terraform Z{#f L 7=
BET—2OREL 2SRLTLEZ,

— BNV VI ROFIFE, TANEBENTO—DIIRETERAESNZDO0-HINYIIRT
¥, terraform.tfstate 7 7 € JLI& .gitignore 77 A JLICEFIhTVSB ®H., VE—KNURZKNVIZT Y
1EThFEBA, TDE, CICDNATZAVAOERRERBBEONY VI RZHFLET, <O
FVFATE, BHROFROAYN—DOVE—RNRREBIZTIVLATES AN BB -8H, KRiE
T77AINOBREMZRETIHLENf BYVET, BROFTOMNERTEN, ARICREFIEFHFENT
WBIHEE., RET7AINBEBLTVSAEMIHYET, COLH, O—AILUAONY VIR
DBE. BE. RETJ7ALGFTOCRCOY IENET,



https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-sensitive-data-secrets-manager-terraform/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-sensitive-data-secrets-manager-terraform/introduction.html
https://developer.hashicorp.com/terraform/language/state/locking
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Terraform F— XYV —AICDOWT

F7AAAZY IONBEFEOVY—ADLSOT—RIMMETIORFEEIC—MHRAITT, FEAEDIAC
YV=)LIZE, OT7AEARICE > THERENEVY—REZAVR—RNTBDHEENFHVET, <hsS
DAVR—RENLEDY—AGBEHRABRVEATHY (AMO—JLEEBITXEFATTA ),
AZYIORDO)Y —AICRBEBTF—RIZT IV EATHEHICEALET, TRVY—ADA 2V R—
N AWS CloudFormation A"3fAIE NETH, COBEE ZHREBIDCETRYBEYICHATEERT
AWS Cloud Development Kit (AWS CDK),

&, FROYN—DBEO7OAISZIJER/ZEALTT 7 L—MZEERT S AWS CDK
CloudFormationM &Y 5F T, AWSCDK ARL —2 3V OHFKRERIE, LA VR—hEhiD
) —AT9 CloudFormation, =% L., THEAEN3#EX AWS CDK [Z& V), Terraform & O LEBA
BEIBVES, ZBERALTVY—RZAR—TBHZRICRLET AWS CDK,

const importedBucket: IBucket = Bucket.fromBucketAttributes(
scope,
"imported-bucket",

{
bucketName: "My_S3_Bucket"

}

AVR—RENEVY—ARBE, BLEEOHLVD Y —AZERTHIEHICERATIOLER
COSADEBHUXYY REFVEHTEICE > TERENET, EHFTEITEHRLVD Y —ZAHE
mEh, ZROCHTEBREFEDO) Y —ANBucket. fromBucketAttributes(...4 > R—Mnew
Bucket(...ahEd, N7y hOZ7ONTAOH Ty NZ2BBICETE., FBEUENTY RNE
BDOH25 AWSCDK CENTEXT, L, €851 20EVE, ILLWANTY NEERT D L.
Bucket 75 AN TILA VAR AN BREN, TORIZINTOTONTAEXY Y RAFERATIRE
B3 &ETT, UY—ARZEAVR—BMTBEIBucket, AFDBucketBENHZ7ONT1D
HREECRATTHD NRENET, AHLARYINS VY —AZAVR—RNTDERFTEET
N VY—ATRITTEDREOAT D IaVERSNTVET,

Terraform Tlk, 7—2YV—A ZFEAL TEAEOEEZER LTI, EBETIhELEEFEALED
Terraform VY —AIZ&, (AETE2TF—RY—ANHYET, LTI, Terraform S3 /Ny NJY —
AETFNICHELS WIS TEDITF—RY—AOHITT,

# S3 Bucket resource:
resource "aws_s3_bucket" "My_S3_Bucket" {



https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_iam.IRole.html#attachwbrinlinewbrpolicypolicy
https://developer.hashicorp.com/terraform/language/data-sources
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bucket = "My_S3_Bucket"
}

# S3 Bucket data source:
data "aws_s3_bucket" "My_S3_Bucket" {
bucket = "My_S3_Bucket"

}

N5 220BEANEVE, BHOTLT MY IADKTT, F—RY—ADKFIXY MERT
&30, FoRY—ALETLEFTEDNTX—REUY—R&WEIBLIBYET, Thid, U
Y—AF NS ONTA—REEALTHLL S3NTY ROTRTOTONT A ZESL, F—&
Y—ALREEOUY —ADF—RE—BILBBIL TV R— T2 O+ HEERN BEE L
7,

Terraform )Y —AEF—RYV —AOBXOELUMEERNTITL, MEILCEZDAELEEHET,
AHED Terraform ERENF B >TTF—RFYV—AZBHATHEALTVWS DR —RIWTT, Terraform
TF—RYV—AREBEICHEIBMYERATY, chslF, Z&BMW 723> BHOVY—-AIZIDEZ
BEITRBE)ICRKIBDIVY—AOKRDYICERATEEYT, LIEL, EEAAT I VICHER
THDEWRFTEEREA, ChiICKY), BEBEBD )Y —AOD—FHHIRBEANICEEENET, D
., Terraform F—X Y —ARGEBEBRD VY —-AQOIVOQ—2 N2V EERABENTEET,

B AWS CDK IBucket OBl ERHRIC, F—R YV —ARFRAWEBERAFIFICRIEET., BFD
J)Y—ADST—RERBIDHENHDN. AZRYVIHATEODIY —R BT ITILEN BVES
&, F—RYV—AZFEALET, cORWHIEFE. FHORNODFT72) N VPC ZEHT % Amazon
EC2A VARV ARERTRDEETT, TOVPCREICEETZ LD, BEBZORFETF—2OE
EFUTd, ROO—RYTI)IE, 7—R2E2FERALTEZ—"Y N VPC 2&BBITH A ZEZZRLTVE
9,

data "aws_vpc" "default" {
default = true

}

resource "aws_instance" "instancel" {
ami = "ami-123456"
instance_type = "t2.micro"

subnet_id data.aws_vpc.default.main_route_table_id

}



https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/s3_bucket
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Terraform . O—HIJLE. HAOICDOWT

ZHIE, J—RO7OYIAOTL—ARILZ—2FATHET, - ROFEHESHET,
ZHE, I—RIBIAEChDECICELDEERTCENTEET, Terraform &, EZ1—ILA
A=K 2 TEBERATZXBILET, ANERFIED 1 —LICEATEZNISMETHY), HOE
FABTHETEDIRAITETHY, O—DINEFXEICTOEERNICEEXYET,

23]

AWS CloudFormation /N X—2Z AL T, $2AZYITF7T7AAMNDSKROAZY VF7O4 I
REBIVP VLY NTEDIHAZRLEZRLET, BEIC, Terraform kA DERF - E B EER

LET, BB Terraform BRE7 7 A I DEEDFZATES TE, BRERMVELRTF—XBFXLETF
7FZ)IBMETESETNET, XD 3 2OXFEITXTEMS Terraform EHES T,

variable "thing_i_made_up" {
type = string

}

variable "random_number" {
default = 5

}

variable "dogs" {
type = list(object({

name = string
breed = string
)
default = [
{
name = "Sparky",
breed = "poodle"
}
]

BREWNT Sparky D@BEICT IV EATSICE, BH ZFEAL £Jvar.dogs[0].breed. EHICT
7FI KDL, nullable ELTHEEATVEVES, EROEBERTF7O/ZEICRETIHLEN
HYET, TNUADOEBEEE. BRICHLWMEZRET D LA 7>3a>Td, I—NED 21—

ZE#H] 20
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TR, ANV RSA, REEZR, £ terraform.tfivars 77 A ) THREDEREERETEE

9, https://developer.hashicorp.com/terraform/language/values/variables#variable-definitions-tfvars-
filesRDFlE, EZ1—ILOFELT ALY NJICREFEENTVS terraform.tivars 7 7 1 )LICZEE

BZANTBHEZRLTVET,

# terraform.tfvars

dogs = [

{
name = "Sparky",
breed = "poodle"

b

{
name = "Fluffy",
breed = "chihuahua"

}

]
random_number = 7

thing_i_made_up = "Kabibble"

D fldogs D terraform.tivars 77 1)L D DfERk, EHESOTF 7)) Nz LEELET, FE
T1—)ATEREESITRIHEEE. ROFIICRIRSIC, ED21-I)IEE/OVYIRNTEREELZE
BRETEEXT,

module "my_custom_module" {
source = "modulesource/custom"
version = "0.0.1"
random_number 8

}

EHEESITHDEEICHEHATEDMOSICIEE., ROLDIBEDODHN»HYET,
« sensitive-Ch% ICRETHE. TEHEN Terraform V7O AH I TABEE htruex<7ixl)
9,

« nullable-Ch% [CRETHE., BHtruellfBRIEETERLSAYET, Chik, F7AIbB
NEREETNTVWEVWERICERTT,

« description- AR Y VDA ZTF—RIEHROFHAZEML £,
« validation- Z#OBIAN—IINZEELE T,

(E#) 1
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Terraform ZHOKREEFNZEED 1 D&k, BHRESHIC1 DULEORIAAFATZ IO ZEBMTS
BETT, REEATD IO NEFEALT, EBNBEIXLENf XRG4 ZEBMTEET, 5040
E. F7OMGEKRBMULET, RHEFICERTDEVICRRIDHDAZLATIT— XY E—D%BRETHC
EETEZEY,

FERE, F—LOXN—NETTS Terraform RE7 7 AN ZH/ELET, AXYUV&2F70O4
FTBHEINC., F—AX/)N—IF terraform.tfvars 77 A )L ZER L CEEL R EEERETIHEN D
WET, chsZBEVHETICE. ROLKSBEBEZITVET,

variable "important_config_setting" {
type = string

validation {

condition = length(var.important_config_setting) > @
error_message = "Don't forget to create the terraform.tfvars filel!"
}
validation {
condition = substr(var.important_config_setting, @, 7) == "prefix-"
error_message = "Remember that the value always needs to start with 'prefix-'"
}

}

COBICRTEDIC, 1 DOEHAICEBRORHGERETEERT, Terraform I&, KBL E=RHFOT
AV E—CDHERTLUET, ChilkY), ZEREICHSWIBEDOII—IILE2BERATEFXFT, &
BENAFREATNATSAICEEN RELEIBEESEF. TOERANERICHODAVYET,

O—AJ)E

EDI1-ILNAILIAVTAZRETRDEN HDEFER.,. BEFHchBVTFIAIILNOERZEST TS
DTEFAEL, locals¥F—T—REFEALET., BAINATITERSIZ, locals7OV VICF. TDH
EOEZ1—IINICHAFHICATI—TENhBABFreEnTVET, VDY—RBTHEATHIEREICT
L74vOREEMTEEE, XFIHEEZZRITZIEEE. O—NIIEZFERATI_LEBE#HLE
FTo RDOBURTEDSIC, 1 DN1ocals7AYVITED I-INOIXRTOO—HIEEZESTEE
CP

locals {
moduleName = "My Module"
localConfigId = concat("prefix-", var.important_config_setting)

AO—AI)L1&E 22



AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N—=hEFOHIAR
}

BICT7 OV EATDE, localsF—T—RRE OLSICHBEICKD ZEITEFRELTLKES
Wlocal.LocalConfigId,

H 18

Terraform A ZEA" CloudFormation /NZ X —ZICBLT W2 HE . Terraform H H1EF
CloudFormation HAIZBTWVWET, £€55%E, FTOAMAREZY VAN SEZL BT LHICER
ENET, L, Terraform 21 —IL@EY—=IOT7 77TV Y VIC&)RBAZIAFTFIATVS 1=
&, Terraform HAEZFEAL T, E21—)ILAOIXNTOED 2—I)IHFEALF7O/4AZY VRHIC
HBDHETE, TE21-ILAOEZRTED 1 —-I)ILEFEREMBOFED 2 —-I)LICLABEALET, 2 D00HA
BLAEDI-INZBEL, RUOED1-IINF2FBOED1—IIOIDEICTIVELATIHEND
254, XOoutput7OY V%2 2FBNDED1—-I)LICEBMTIBENHYET,

output "module_id" {
value = local.module_id
}

Then in the first module you could use it like this:
module "first_module" {

source = "path/to/first/module"
}

resource "example_resource" "example_resource_name" {
module_id = module.first_module.module_id

}

Terraform HAOMERRR LU AR Y VRN THERATE S, output7OY UMD sensitive BHEZFE
ALT, AZY VHAIEIRRENBVRDICTEZEETEET, €512, output 7OV Y
k. ¥ N precondition7 AV V2 FERATZNDEFLU HETvalidation7 AV V&2 FRATEE
o chiCkY, BEABEDIL—ILOEY NCHESKSIZBYET, chilcky, F7OA4 ZHKT
THHIC, EP1-IIHOINTOENIfrBEESYICFETDI L EZERETELT,

output "important_config_setting" {
value = var.important_config_setting

precondition {
condition

length(var.important_config_setting) > 0
error_message = "You forgot to create the terraform.tfvars file again."

}
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https://developer.hashicorp.com/terraform/language/values/outputs
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/outputs-section-structure.html

AWS REH 15> A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA
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N=RhBEEFOHA XA

Terraform B8ZL, . X XB|EICDODWVWT

— BN TOJSI I ERBTREKESHRET77AINEFERATSD 1aCY—ILDO 1 DOHH I,
HARLTOVSLOSY VORENREICBRDZETT, Terraform FRE T, CORIEFEEK.
N, XX HEFEHL TRHLENET,

B %L

d—REFEALTAVI7SARNSOF vy 27O a 0T 32 RELEMNAN 1 2. — K&
WEDJ—070—%2R%E LTRYVERULEBRAL, Z2<0BHE. BEELDEIHEET LT

¥, Terraform B3%d AWS CloudFormation FIEBEIZICUTWETA, BXRE 7O S ASETHE
BEFHOCETHECUTVET, COHA ROFITIE, substr, concat, length, base64decode
BE, W<O2H O Terraform BEEHICBRICRTVTVWBRAELNEB A, HHAIAKBEHZFEATS
CloudFormation & E#kIC, Terraform ICERETHEATED —EOHEMKAKEBN B ET, &
ZE. BEOVY—ABMEN 7 7AILICEEB) T2 0N EMREIFEREICKERISON AT T
IORNERBDBE, TOATIIRNE json 77 AILICEEB L., Terraform BEZFERAL TENICT
DERATEET, XOFITR, fileBBEFIT77AMILOABREXFIFEATEL, ThEFTDITH
N&Z 4 7 jsondecodelc BE#LE T,

resource "example_resource" "example_resource_name" {
json_object = jsondecode(file("/path/to/file.json"))
}

xRE

Terraform Tlk, FHEREFATEnFET, £4XIE CloudFormation conditionBIEICEITWE T
F RROIEFEFBXEFEATIRNELZYNET., ROFITRE, 2 20RBE>1<FUHE
REBRLET, 2EBOHIFE. Terraform A A7 ZY hRRZFVOPHTENTT, PARJVATICK
V), Terraform U AR Z)L—7L, FEEH® id7ONT1 O EFEAL THLWIANEERL
-

resource "example_resource" "example_resource_name" {

boolean_value var.value ? true : false
numeric_value var.value >0 ? 1 : 0
string_value

string_value_2

var.value == "change_me" ? "New value" : var.value
var.value != "change_me" ? var.value : "New value"
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference.html
https://developer.hashicorp.com/terraform/language/functions/substr
https://developer.hashicorp.com/terraform/language/functions/concat
https://developer.hashicorp.com/terraform/language/functions/length
https://developer.hashicorp.com/terraform/language/functions/base64decode
https://developer.hashicorp.com/terraform/language/functions
https://developer.hashicorp.com/terraform/language/expressions/conditionals
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Operators/Conditional_operator
https://developer.hashicorp.com/terraform/language/expressions/splat

AWS HREHA AR

Terraform OB %E: AWS CDK # & T AWS CloudFormation TF &
N=—rEFOHAH A

There are two ways to express for loops in a Terraform configuration:
resource "example_resource" "example_resource_name" {
list_value = [for object in var.ids : object.id]

list_value_2 var.ids[*].id

}

X 25|88

BOO—RHEITIE., list_value& list value 2@FBIZEFIENE T, TS D XXRE|EhD—FF
ETTICEBBLTVRAAELNAEE A, Terraform ICIFWVW DA DX ZBIHEH Y, 5IHERL LD

CBELERTA,. W OHDEMEENF &Y ET,

« depends_on X & 5|#k CloudFormation DependsOn B EEFEICKRSBLTVET,

« ZONAE—X 25| BEEATRE. BROTONA A —REZ—ELEATEET,
« FATHAVIIXREI¥ZEATSE, CloudFormation DHIBRE K VHIBRAR Y > —ERKRIC, Y

V—AREENAZIAXTEET,

OX X5\ BEFEATRHE, BHEXOBEZD Y —AICEEEMTEERT, LEAEF., ATV B X
25|HE. BHOBELUVY —RAERABICERTDIEOOEFNBEAXAN_AXALATT, XOHlIE, XZ5IH
ZERAE T (C 2 DM Amazon Elastic Container Service (Amazon EKS) count 75 A X —&ERT 3

FEZERLTVWET,

resource "aws_eks_cluster" "example_0" {
name = "example_0"
role_arn = aws_iam_role.cluster_role.arn
vpc_config {
endpoint_private_access = true
endpoint_public_access
subnet_ids

}

true
var.subnet_ids[0]

}

resource "aws_eks_cluster" "example_1" {
name = "example_1"
role_arn = aws_iam_role.cluster_role.arn
vpc_config {
endpoint_private_access = true
endpoint_public_access = true
subnet_ids var.subnet_ids[1]

}

XZ25|H
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https://developer.hashicorp.com/terraform/language/meta-arguments/depends_on
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-attribute-dependson.html
https://developer.hashicorp.com/terraform/language/meta-arguments#provider
https://developer.hashicorp.com/terraform/language/meta-arguments/lifecycle
https://docs.aws.amazon.com/cdk/api/v2/python/aws_cdk/RemovalPolicy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-attribute-deletionpolicy.html
https://developer.hashicorp.com/terraform/language/meta-arguments/count

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

}

ROBIE., X2 #HEFEHAL T2 count 20O Amazon EKS V95 AR —#ERTAHZEERLTVE
E

resource "aws_eks_cluster
count =2

clusters" {

name = "cluster_${count.index}"
role_arn = aws_iam_role.cluster_role.arn
vpc_config {
endpoint_private_access = true
endpoint_public_access = true
subnet_ids

}

var.subnet_ids[count.index]

}

ZIWLIAZTYRBEMWIBICE, OUY—RTAYIRADVARARNAVTFYIARIZTIEATESE
Fcount.index, L., &Y EMBZEHROELU)Y —REZERTIBERFESBYERTA?
T for each XX B|IMHABZFLET, X X3 for_each EFEICLHTWVWET A count, FHEDK
DYIZVANEERAT DI ONZETRINEBYET, Terraform &, VARNELEZRFRATZ IO N
DXN=EICHLVWDY—RAZERLET, chld, L —TAOFYIARATRESJVANOAR
LT OVEATEDREZBRVTcount = length(list), ZHRELEBEAEUTVET,

chlE, BEOUARNKERE-—OATOIIVONOEETHELET, ROBITE, IDsid-1&L
T id-0& ZH22 20OV YV —ARZERLET,

variable "ids" {
default = [
{ id = "id-0" 1},
{ id = "id-1" },
]
}

resource "example_resource example_resource_name" {

# If your list fails, you might have to call "toset" on it to convert it to a set
for_each = toset(var.ids)

id = each.value

}

ROBITEE, 2200V Y—AEERLET, 1 D&k Sparky, 77— RJL, £5 1 DI Fluffy,
chihuahua T49,
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https://developer.hashicorp.com/terraform/language/meta-arguments/for_each

AWS HREHA AR

Terraform M BIR T 3%E: AWS CDK & & ' AWS CloudFormation T A

N=rEAFOHA XA

variable "dogs" {
default = {
poodle = "Sparky"
chihuahua = "Fluffy"
}
}

resource "example_resource

for_each = var.dogs
breed = each.key
name = each.value

example_resource_name" {

countindex AL THIV NBNTIL—TA VO FVYIRICTIVRATEDOERKIC, &F7
SIVRNEBALT for each L—7HANDBEBEDF—ELEICTIEATEET, for each AN
EFTDIVNOMEERETD LD, EFXF—ELERPURI L TEHITH ARSI HYET, XD
Fi&, for_each XZ5|BZzFERATHIETERETELFEE, REZEICEZSRIDHFEZRLTVE

E
£l for_each ZA4 7 B0 RE 2B ORE
A n n - -
["poodle", each.key = each.key =
"chihuahua™] "poodle" "chihuahua"
each.value = each.value =
null null
B _ _
[ each.key = { each.key = {
{ type = "poodle", type = "chihuahu
all’
type = name = "Sparky"
"poodle", name = "Fluffy"
}
name = "Sparky" }
each.value =
3}, null each.value =
null
{
X258 28
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4l for_each 247 BYDRE 2EIBEDKRE

type = "chihuahu

a",

name = "Fluffy"

}
1
C _ _
{ each.key = each.key =
"poodle" "chihuahua"
poodle =
"Sparky", each.value = each.value =
"Sparky" "Fluffy"
chihuahua =
"Fluffy"
}

X2 5|8 29



AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

il for_each #1477 BIORE 2EEORE
D —_— n n —_— " "
{ each.key = "dogs each.key = '"cats
dogs = { each.value = { each.value = {
poodle = poodle = persian =
"Sparky", "Sparky", "Felix",
chihuahua = chihuahua = burmese =
"Fluffy" "Fluffy" "Morris"
}, } }
cats = {
persian =
"Felix",
burmese =
"Morris"
}
}
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Terraform M BIR T 3%E: AWS CDK & & ' AWS CloudFormation T A

N=rEAFOHA XA

Bl

for_each %47

1
|

dogs

type
"poodle",

name "Sparky"

1

type = "chihuahu

name = "Fluffy"

type = "persian"

name = "Felix"

1

type = "burmese"

name = "Morris"

RN DRE

each.key = "dogs"

each.value = [

{

type =
"poodle",

name = "Sparky"

}

{

type = "chihuahu

name = "Fluffy"

2EIEORE
each.key = "cats"
each.value = [
{
type = "persian"
name = "Felix"
ip
{
type = "burmese"
name = "Morris"
}
]

XZ25|H
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£ for_each 247 BUORE 2EEBNKRE

LEANDT, var.animalsHATE EELVEHERE., XOI—REFEHALTEHYWIEIZ1 DDLU
V—AZERTEET,

resource "example_resource example_resource_name" {

for_each = var.animals

type = each.key
breeds = each.value[*].type
names = each.value[*].name

FhE@E, XO0O—RZzFEALT, BPCELC2D2DOVY—REERTDIEETEERT,

resource "example_resource" "example_resource_name" {
for_each = var.animals.dogs

type = "dogs"
breeds = each.value.type
names = each.value.name

resource "example_resource example_resource_name" {

for_each = var.animals.cats
type = "cats"

breeds = each.value. type
names = each.value.name
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r*<HBEM

CloudFormation @t V) (Z Terraform Z W DA ITNE TITH?

—IC, D—O0—RAEIC ER—AELTVBHEES AWS, & Terraform TlE—H L BEWX
145714 THR—KDOLARJL AWS CloudFormation Z8# L &9, L., 7—270—RIZZBHO
H—RN—FT 41— OCLANFEENTVRZHEEX, BHOOIZUORT7AONA X —IC2BL TVSIE
&, Terraform FZEINEY =)L T,

CloudFormation AWS CDK OfXhH VW) IC ZV\VDERHINXNETITH?

%R 9 51548 1E AWS Cloud Development Kit (AWS CDK), CloudFormation £fH L £3., AWS
CDK Tk, — W70 Z3 758 Z#EAL T CloudFormation 7> 7L — M Z2ERTE R
T AWSCDK HR—KIFB7TOTZIVITREOVThHOBERBRNI HBHES. AWS CDK &
CloudFormation 7> 7L — M DERICHERBFEZEHWTEE T,

Terraform 8% AWS CDK Z4H KT D OLSBY—=I)LIEHY ET
h?

& Hb® L T AWS CDK, CDK for Terraform (CDKTF) @RIUAY ARSI RNSA TS EERLTY
V—Rz7OE>3aZ>JL, AUSI IO 2FRLTERO7OT I JSEZ2YR—NL
F£9, chEFEAL T, A CloudFormation 7L —KNE4ERT 2D ERUFET Terraform 5&E
AWS CDK Z4EHTEET,

Terraform QFFMICODVWTE, ESTNRELIVTITH?

Terraform O EEXBMSOFMIC DOV TIE, Terraform RFIX N ESBLTLKEEVW, £,
XNTCHDEERTOAONAZT =A='V —RAFD1=)OOVR—ZFX NI DOVWTEHBALET,

CloudFormation @K1 V) IZ Terraform Z WV DERTXNETITH? 33


https://docs.aws.amazon.com/cdk/v2/guide/languages.html
https://aws.amazon.com/blogs/opensource/announcing-cdk-for-terraform-on-aws/
https://aws.github.io/jsii/specification/1-introduction/
https://developer.hashicorp.com/terraform/docs

AWS BREH A H > R Terraform OB %E: AWS CDK # & T AWS CloudFormation TF &
N=—rEFOHAH A

BIEDY—A

AWS RFI1 X2 K~

« TAWSCDK RF 21X b,
« TAWS CloudFormation RF 1 X2 K~
+ Terraform: Beyond the Basics with AWS (AWS 7 OJ 5% )

TOMHDO)Y—A

« CDK for Terraform ® RF 1 X~
o Terraform® RF 1 X~
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https://docs.aws.amazon.com/cdk/v2/guide/getting_started.html
https://docs.aws.amazon.com/cloudformation/
https://aws.amazon.com/blogs/apn/terraform-beyond-the-basics-with-aws/
https://developer.hashicorp.com/terraform/cdktf

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

{38&: Terraform BT 0 2 A D4l

[V Y —A]

resource "aws_s3_bucket" "myS3Bucket" {
bucket = "my-s3-bucket"

bucketName = aws_s3_bucket.myS3Bucket.bucket

F—RY—2

data "aws_s3_bucket" "myS3Bucket" {
bucket = "my-s3-bucket"

bucketName = data.aws_s3_bucket.myS3Bucket.bucket

Toa1—)l

module "eks" {
source = "terraform-aws-modules/eks/aws"
version = "20.2.1"

vpc_id = module.eks.vpc_id

W

variable "my_variable" = {
default = "dog"

animalType = var.my_variable
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N=—rEFOHAH A

O—7)

locals {
type = "dog

animalType =

local.type

a—7A
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AWS BREH A H > R

RF¥I1 X NER

LTORE., XAOA ROEERZERICOVTHBALEENDTT, SENEMICHAITZIEANZZ(TEH
3BEk,. RSS 74— R B#2HTRIUSATTEEXT,

SEE)

2024 3 A 29 H

111}
1’

rE B
RFET —
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https://docs.aws.amazon.com/prescriptive-guidance/latest/getting-started-terraform/getting-started-terraform.rss

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

AWS BEHA X ADAZBE

LTE, AWSBRENA XV ALK > TRESNDHEE, HA R, NZ—2T-—HRVICEAEThDA
BCT. IVRNVZRRIDICE, AREOBRED T A —RNYIVORBIV UV ZFERALET,

=
7Rs

T7Vr5—23> &80T RICBITIZDEOD 7 DO—BRHNEBITHE, Chs OBk, H—

RF—HA2011 FICEBELESRs ICESVTHEEE N, UTFTTEBRENTVET,

s U7 TORIVIIT—FTIOFYOBRGT — VT IVRZRATA7TRBERRRIEAL T,
BB, NT7A—XVA, A—JEVUTFq&MOLEEE, F7U5r—23a 288, 7—
FTFUOFVYEZEELET, chlllEk, BE., IRL—TFTA1VIPATLETF—EIR—ADBIE
FEENET, Hl. 7> 7L I AD Oracle — X X— A% Amazon Aurora PostgreSQL Bt T
FA42aAVICBITTS,

c UTSYRNTA—LMNTIRNTURIVDIAT—TT7V5r—2320%20FIRICBITL, U
TURMBEEZETATILOOFENLRILZEALET, fl: BELEOA> T L I AD Oracle
F—ZNR—RA%Z AWS U577 R® Oracle AA® Amazon Relational Database Service (Amazon
RDS) IZ#%1T79 %,

- BEA(ROY 772U R2AVT)—BE, #ROZA VAN S SaaS EFILICBITLT, 7l
NHFBICYVEAFET, . EFEBEEREE (CRM) > AT A% Salesforce.com #1795,

« URAN (W7 RFURITN— VT RBEZTRAITDLOOEEZMATIC, P77V T—
2aAEIVTIRIZBITLET. fl: BEZOFTL ZAD Oracle *—XX—A%Z AWS U
SORMDEC2A2VARAL®D Oracle IZ#B1T9 %,

« BRE (NAN—NAHF—LXRILODVITRTFTURITN-FLVWN—RIJITZBALLY,
T7Vr—>3a>z&EMary), BEOERAZEELEY TR LR, 1 2TFANTYD
FYEOTIRIBITITELRT, AVTLIARTIYRNTA—LASEALTZYRT 2 —LD
VDI RY—ERICH—N—%BTLET, #l: Microsoft Hyper-VF7Z 7V —>a> % (L8
TUET AWS,

s REFEBTIVER)—TFT7IVT—23 288 HK0OV—AREBETRELET, ChillF, £EX
D7 TF7O0RIVITRBBETRDTIVT—2a20%, BEENTOEEXEZZBERTEHL LV
T7U5—23>, BRUOETNSEBTIZDEOOESZXALOELHMNEVESD, BEES
RETBDLA—TTIT—23a BENBYIET,

s Bl —BFEZROYV—ARBTCREICE 2 ET7IVT—23 2 FIEFEEHIBRLET,
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ABAC

TEMR—ADT O EAHMH, 2B EZE W,
MRLEhIZY—ER

(Y=Y RI—¥—, #TEIEE,
ACID

TRTM, B SRt WA (ACID), ZIRSET L,
FOTATITOT 1787

REEALZTVT—=232Y =) LR EEEAFBEEZFEALT) V—AT—ER—ARER—
TYRTF—ER—AZEHE L, BITHRCRFOT—ER—ANERT7IT—>32Hh50K
YOIV EMETEIT—EIR—ABITHE, COFETR, 1ERYOAHY hF—N—0
BEHFBEL, EBENEPREBNY FTBITEET, 7ITATINY I TBITLVEREE
FETIHN, ESEZ<KDEENINrBEERVET,

TOTATINY>T8BIT

Y—RF—BR—RER—FY NF—AR—ZERBME BN S, F—EAR—FY hF—5
R—ZELTUT—REhTLBM, BELTVBT7UI—Y3aVASORIIF oY 3%
V—RAF—BR—ANHTET BT — AR—ABTHE. BIR, 8—7Y hF—KEX—Rk
RZ2HO2a2eRHFTREA

 HE
BRETCARETV, JL—72BENRCE—ORVEEHETS SO WK, HHEROH
ELTHE, SUM® MAX BEHBYET.

Al

PATHIEE) ZZELSEE L,
AlOps

FAILFANRL =232 ZZBLEZL,
E&1

T—2tY NADBABHREZLICHRIZ7OER, EBRBCLEBEADT S AN —REICRL
5&F. BRULETINET R, CRPEAT—FERREENILEA,




AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

ToFNE—>
BVBEUVEBCHEEICHLULTHECAVShSHAKRT, TOBRRNEMNRTH 1Y, R
HFh271zY), REXZXVEMREFBL VTR ED,

T7Vr—> a2l
RIVIVITHASVATLZRETZEOIC, BRENLETTIVIT—23 0K ZFEATED LS
g2 tEF21VFT4F770—F,

T7VTr—>32R—~720)F
T7VT—>23>0ORBBEHBFINND AN, BLUTZTOEDXAMEZST. HBHNERT
BPET7VT—232VICHATRHMABHROEERY . COBREE, R—r7AVF0BREESHT
OtAQDEELEZRTHY, BT, TZFAX, RENKTDT7IIUITr—3a>zBEL, BEE
NZHFBDOICKZIBEET,

AT HEE (Al)
OAYEa1—F42070/00—2FAL., 28, AEOBR, NZ—20FBELE, BER
ABICBEDS TS N3RBAMENERTICHBELLEOVEI—ZY A IV A0S EH, FMICOVWT
. TAIZEE A) EBFATIA?) 2lBLEZL,

Al XL —23 2 (AlOps)

BEEBEMZEAL CGEALOBEZHRL, EALOAVIFUORNEADNTAZRS L.,
H—EAREZOLEEZ7OEA. AWS BITHREETO AlOps OEAFEICDVWTE, AX
L—>3asHeaHA R Z#28BRLTLKEE L,

RIS
EELAONT VY OF—LEFADTZAR—RNF—HISED 1 BOF—ZFAL L. Bt
ODFNIAVXLe NTVYOF—REFSCREATSNEVLEOEELTEBMED Y ELBAN. 7
TGAR—KNF—OFARGEBELLSFRIZDHBENHVET,

RFHE, —EM, 5B8E. MAM (ACID)
IS5—. B8, TOMOMENARELEBATE, F—AR—ADTF— 2B EER LOEH
MHERIAETS—EOVY 7 NIITF7ANT 1,

BHER—ADOT VA% (ABAC)

BB, ®RE., F—LBRE, I—Y—0BMICETVWTITIVEAHT2EHMHI<RETDH
o FEMEIC DOV T, AWS Identity and Access Management (IAM) RF I X R T ® ABAC
AWS, ZZBL TS EE W,

40


https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

AWS HREHA AR Terraform MBIE A 3% AWS CDK & & ¥ AWS CloudFormation T A

N=REGOHAE A
EETEDZT—RY—-A

RUEEMOHIBTHREENDT—ROTTAIV—N—23a 2 2RETDEM. ER/IL. &
£ REBUEZE, T—REVNEBREEEEISENT, BETEDT—RY—AL SHDBRIC
T—REIE—FBENTEXRT,

FRASEUTF1—V—> (AZ)

HOTRAZEUT1—=V—20OEBEEHNS AWS V=23 REtch, @ALY—23aRomon
TFRAGEUT A=V —=2AOBEIANTRLATVO—OXY ND—VEGEZRETS ADF
DET.

AWS 2579 REBA7L—LT—% (AWS CAF)

BB VS IRAOBITERNESERLOONENTHRNEFTEEZILTAWS 21200, OF
ARSAVERANTZIOTAADTL—LD—UTF, AWSCAF &, EZXA, A#, AN
FUOR, TTSYRT A=A, EFIVT 1, BREVS 6 DNERDHICHAEA O AEZEBELT
WET, EDRRA, A, HNFTUVAOBRTR, EPZXRAAFINETOCAICEREZEE, 7
SYRNTFd—AL, EXFIVTA4, ARL—23 2V 0OBRAREMNBAFILETOLAICEREY
TTVET, Bl2E. AMOBATIE., AE (HR), AMREBHLE, BLRVOCAMNEEERS AT—
DRI —ZERHRELTVET, COBIHN S, AWS CAF FAMBER, NL—Z>, 031
“—23avIlBIRAHAA D AZREBL, HBNFOTOVREAZRIETEI OO EREZE
LET, FMICOVTIK, AWSCAF VT 7 H A4 K& AWS CAF DRV A hR—/N\— ZSBL T
<EEL,

AWS 7—4 00— RBET7L—LT—% (AWS WQF)

T—ER—ABTV—IV0O—REZHAEL., BITHBEHERL, FXREEVYEZRMHITZ Y-,
AWS WQF (& AWS Schema Conversion Tool (AWS SCT) ICEENTVET ., T—IXR—A A

F—XED—RATZION, P7U5r—>320—R, KEFER. 8RENT -T2 A% M
ZoMmL., FMELR— M ERHELET,

B

RIEBZRY b

BAPHEBICORILPREZEAD L ZANELERY b,
BCP

TES X AMEMETE (BCP)y 2B &L,

B 41


https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS HREHA AR Terraform MBIE A 3% AWS CDK & & ¥ AWS CloudFormation T A

N=RBHOALT R
BEITZ7

DY —ADEEEA BTV AV EREBNICRLE, —TNBA RS 0T47

E 11—, Amazon Detective DEMET S 7 AT A L. RERLEOT A2 OEIT. TFRX AP
HOHL, TOMEEOT I E2R/RNDZENTEET, FMICDOVWTIE, Detective RF 1
XD "TEMETZT707—2, ZS5RLTLSEEL,

EYSIVFATYIRTLA

REUNA N ZRDICRMNT DI AT L, "ITOTAT7M BTV,
“EDE

NAFTIERQCOOUELBITANDSEND 12) &2FRITZTOLR, flAF, BEZROEEE
BETFIT TCOEX—INEANATITA, ThEEANLATROWEEANL BEOEEZT
BTBDZBENHBILELNERBA, TG "CORREELETITH, ETIHL L, BEOHEZT
BIBUENHIHLELIFEA,

TIN—LT1IILE—
EZNFEYRNDXN—THIDESHZETANTDLEOICFERAEND, BENTXEIRD
E—L\?_g*%iﬁo

TIN—17) =770
ThENANFMIL VRSN, @—OREZ 2 2ERTRTF7O/EE, BREOT77UIr—>3>
N=232%1D20RE (7I)—) TEITL, HFLLWFFVT—>3a o N—23>zF0RE (U
=) TEITLET, COEKE., ZPOROZETREICO-INYITEIDICRILIEET,

Ry b
A2 —%Y NEHRATHEBRRAVZRITL, ABOTITAETAXPYRYZZ1L—NT
BPYVINDITFTFTIT—232, AVF—FXY NLEOBROAVTFY VAERERTDVITY
AO—2—x&, —HORY NFERFLRERTY.,. BELRY heBENZMHORY RO
. EAXHEBZRILEELY, BEZ2EA LY IR EZ2ERLEEDEHYET,

RY hxY K
RNILVTITICBRFELTHY, RY MN—F—FLEBERY RARL—Z—HENZE-—DHEE
ICR2THHBENATWVWEIRY RORY RT—T, RYRRYNE, RYNEZOKEHEILKRT
HEAELT, FRICI<SHSNATVERT,

750F
OA—RURDRNVICEENDEE, VRS NJVCHRAICERTDTZOFR. X410 TI0F¢&
VWOWET, BFEOTSOFASHLWISOFZERL. TOHLLWIT SO FTHEEZRRL I

B 42


https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA
W, NTZBELIZYTEET, BEEBRIDILOIERTDTISOFR. BE, #eE7/>5>

FEFENET, BaE2 ) —RATREBITELS, BET SV FEXA2TZOFICHREL
T, FHICOVTR., "7 FOBE, (GitHub RFIXU M) ZZRLTLEE L,
TL=V0SAT7OtA

BIAWBIRR T, AR E7OLAZEBLT, =D AWSTHOUNBETIVEAFH

AEFELEEVICTERLSTIEATEDELSICLET, FMAICOVTIE. AWS Well-Architected

HAZDAD " L—O0SAFIENDRE,, AT —RESBLTLSEEL,
TS5 T 4 — ) KEE

REOBTFEAVTIZARNTIVF Y, DATLAT—FTIOFYIITII0 71— )L REBEEAT
258, BEOATLEAVTIZARNZIVFYOFNCEIVTT—FTOF v Z2&FTLE
T BIFOATTANTZIOF v ZILRLTVWRBER., 75V 7 41— )L REREET -2
74— )LRERZMEETHERIEETEET,

NY77F+vv> 1

TOEABEFGREEBVWT —2AMREE D XTI B,
A PNV

MEZERHTLEHICEDRAN TS L (BF, DAEZI—HY—ER, X—TFT1278E),

RAVAY—EADT—FTIOF Y EREDRER, EZRABANICL > THETERT, Fil
C2VWTR, AWSTOOVTHLE M ENA VOV —EADERGTRTA AR=N—0 TEZ XA
Beez O IICHEBIL) 023 28R LTSEEL,

B X Ak ERTE (BCP)

RBEBTRE, dHMZFHSI AR MERICEAZEENEKEICTAL, EDZRAZRIREIC
HETEDLSICTS5FE,

C

CAF

AWS U5V KBATL—LT =2, BBL T EE
AFUTFTOA

IVRI—Y—AON—232V)—R%Z, KEAZHATTERENICITS L, BENMFTLESH
RBN—232Z77040LT, REON— 32 Z2EEHAET,

43


https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

CCoE

CCloud Center of Excellence; Z#ZBL T &L\,
CDC

"EET—RF Y7 F v, Z5RLTLKEE L,
TEF—X2Fv7F+ (CDC)

T—2Y—RA(T—ER—AT—TIIRBE) DEEZEHL. TOEEILLEITIXAZTF—2ERR
¥2570ERA, CDC . B—TY NI ATATOEEZEEFTRLRIL 7V T— ML TEHZ#E
THRE, ERTRZEANICHEATERT,

NAARIDZTIYT
EEPHENEANR NEZEERWICEALT, DATLANHEEHZTANTSD L, AWS
Fault Injection Service (AWS FIS) ZAL T, AWS D—Y0O—RICAKNLAZEEX, TOKE
ZMM I B RRERTTEEXT,

Cl/CD

T A>T I L—>a > e TUN) —, Z25RLTLEE L,
Pk

FRZERIZDOILKRIDPETOLA, 7 EFMEOCEMEBETTI)ILIE, BBEZTFALET,
BERERE. BICEWCKBIEhET, fIAE, EFILFAAXA-—DRICEN BRI L ESH ZHET
DRENHIHENHVET,

74T MIDOESIL

B—=TY R T—ZAWS DY —ERX Z2ZEFEIHAOO0—-HNILTOF—XDESIL,

Cloud Center of Excellence (CCoE)
DZTRORANTZIOT 1A ADER, VI—AOBE, BITOXALTAV OB, KBREL
EFEZBUTHEBZ)—RT2RE, HB2EOIT TV REAORYEAZHETDFENETF—

Lo FHMICOVTER., AWSOUZTIRIVE—TS5A4AXEK7OJ 0D CCoE HRESRBLTLKE
=L,

59 RIAVEI—FA2Y

VE—RF—RARL—2& 0T FNA AEBICBERAS D VZORT /00—, 957
RIVELI—FT42 7@, — NI, TV2OEI-—TAVJCEEEATVET,

C 44


https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

V77 RERETIL

ITHBICEVWT, 1 DBUEDIZTVRREZBE, RFA. RELIZILHICEASHIERAET
o BFEHICOVWTR, "TIZTVREAETIOEE, 25RLTEEL,

BADYTIRRAT—

BB, AWS VTV RANDBITIHICEERITIS 4 DOEME,

s JO2IVN —BERAEEFZAMNELT, VYV RBEEN7OS IV N ZVW DHET
I3

- HBREEO —BFEBEDITIROVEAEZLKRITZDEOOEBNBRE (ZUF1 IV —2 01k
FX. CCoE DEZ. ERAETI/IOMHILEZL)

s BIT—RB2OT77TVTr—>3> 08T

- BRA —HRpEY—ERAOKEL, V97VRTOA/R=>23>

ChSDRT—2R, AWSUTIORIVE—7SA4AXER7OJ/070O078E "VFTR
TJ7—AMANDTDvy—Z"—, & "EADAT— ) T Stephen Orban ICK 2> TERENEL I,

AWS BITHREOBEMEIZDVWTE., "B1ITERHA R ZZRLUTIEZL,

CMDB

EREET—ZA—2Z (CMDB), £8BLTEE L,
J—KUKRD KU

V—AO—RXFOMODEE (RFIAXUN, YT I, RVVTRBE) FRFEN, N—
DAavEBRTOLAZBUTEREND B, —BROBITIRURD NJICE, GitHub X
Bitbucket Cloud A& V) EF. A—ROZFN—23a DB TS0FEFERET, X/ 27O —ER
NDEETE. FURDRNIE 1 DOMEFERATT. 1 DO CIICD/NNATZA > TEEBEDDVRD N
)ZFERATEEXT,

d—=I)LRF+v>2

BTHD, T, ABUREFBD, 6L, HLF—RPEEEET—KHFEEATVS
NYTPEXNYD 1, FBR—AA VARV ARGXA Y XEVELRT A RV H SHHRB
BAGY. Ny 77FR Y YV ANSHAMBLYLHBEN AL B LS, NTF—I L AHEL
7,

m

U227 I0EREhY, BERBENDT—2TY, COBEOT—2ZIITVIRHE. BE
FEEZIVIVTERMEBNERA, COTF—FZBNT A —~XATEZMEBZANL—DHER
EEOZACBEISE, JANZHEIDCENTERT,



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

OvE1—-2ET 3 (CV)

BRFZEEEALTTORINAX=—XEFFEVWS 1z, EDATIEROERETHELVOH
H92 A OFEH, HlZIE. Amazon SageMaker Al Tlk, CV AOEZLET I XLZFIA
TEEXT,

BEKRUT N
D—HO0—KICHVT, BEABEL EREA ST TBE, ChiCk>T, T—H0O— KA
RN DTRMA B ETH, CORER, 414D, BRMBLOTESY LA,
BREEF— R X—A (CMDB)
F—BR—AETD TRE (N\—RIITEYTRITTOREOILR—F L NETORES

) ICEITZEHRERE. EEBIDIVRIKNI, BE, CMDBOF—XRIE, BITOR—KNT7 =
UAOBBESTORKETERALEY,

A7 #—=X2ANY D

AT AT UVARAFIVOERFIVTAFIVIRANARIIARTDEDICTETILTE
% AWS Config L—I)L&gET7V>a>ndLv>3a>, YAMLT7L—KZERALT, OV
T73—XANY OB ANS THIOUKN BRE V=23 nE—-—0I T4 T7LTF7OA4
ITHCEE, HB2EICT7O/MTHEETEET, FHFMICOVWTIEE. AWS Config K¥F 1 X
RO TV T A—XANY U #BRLTLSEEW,

WIS A T Y L— 3> ERkER T /YU — (CI/CD)

V7RDIF7V)—A7O0CADY—A, EILR, FAN, AT—I27, KBEOZEARAT—%
BEMLI270O0tR. CICD B—MHNICNA TS eRERET, 7OCRAOEBL. £EHY
OEmEt, A—RREO[MLE, BEOCMELEAEICLET, FMIEODVTR, "THEHNTUN

J—DRs, Z2Z2RBLTLEE VY, CD M T7 04 (Continuous Deployment) D BEEE TE
HYET, FHHAILCOVTRE "THENTUND—ERENET 7041 28BLTLKEEV,

CcVv

1 —2zE23>, Z28RBLTEEL,

D
REFOT—A

ARNL=—CRICHZDTF—ER2EBE, BILBHORY RND—ORICHZDT—2Z,



https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

F—858

XYRD—VAROT—R2ZEEELHMBEHICESVTHEL. 289%70€A. F—XRIZHELE
REHIOCREOI MO ZHMHITIRICRIUDED, H5PB2ZHAN—EF21UT1DV
AVEBEBRIIBVTEEZERTI., T—F0EF. AWS Well-Architected 7L —ALT—72
DEFIVTFAOREOIAVR—FNTT, HFHIODWTR., "TF—258, 28RL T
W

T—=2RUT K
EBEBT—FEMLETFIONL—ZVTERAENET—REOBICAEEREZERNELULY,

ADTF—ENBEAORBERICARICENMLEYTEZZETT, T—XRUTNE. MLEFI
FROLANEmE, BE. Q2FHZETTIEIAREN BN T,

BEFOT—X

XY RNID—=OR(RYRND—=OVY—-ABRE) ZEFRIBEIZDT—X,
F—8XvT1
- THBEOTF—IMBEEF > ELEIL, —TNBEBRSRVINT 2V AZITAD T —
=\=7__7?_\77|/_A|7_70
5 — S BME
BRECLEZRTF—XOAZREL, LEBTHEVWSRE, THF—XH/MLEREAWS VTR
TBHIET, T7ZANY—VRY, AN ZHONW—RVTYRNTI NEHRTEEXT,
T—RIER
AWS RIEAD—EDFHH—RL—I. FEETED IDOAN, HFETND XY KND—IUHLSE

HFTEDVY—AILTIVEATERZELSICLET, HFMICOVWTE., T TOF—Z2ERDOEE
AWS) ZSHBLTLSEETL,

T— X DHEME

raw F— R ZHEHROBMEBTETII THECEMTEIRAICERIZ L, TF—20FnE
ElF. BEDIELRTZHBRLT, RELTVS, FELTWS, £EREETREICHRT
BEEBERLET,

T— AR

T—EDER, EE. REOFERE, F—ROTFAT7H A V24 Z2BUTT—XDOLAMERE
BZEBHdT270O0tER,



https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS HREHA AR Terraform MBIE A 3% AWS CDK & & ¥ AWS CloudFormation T A

N—REWOAAESR
T—2HH

F—2ENE, RELTVWSEA,
F—RIIT/INTA

PHBEDEDSRAATID IV AZYR—NIBIT—REEBIAT L, T—RIITNIRA
k. —MHOIC, REODBET—ENFEENTEY) ., Z<DIFE. TSR IIVUXRSHICEA
TENET,

T—RIR—AEESE (DDL)
F—=BER—=ANOT—TINR AT IO NOBEZERET LR EETHILEONDAT—RMXAURNE
f:‘i:l?y I<o

TF—ZR—ARESFE (DML)
T—RIR—ANDOEHRZZEE (FA, EF. HR) 9200 AT—MXNELEFEITU K,

DDL

P —BAN—AEHSE EBRLTIEE,
FA—TTIHUTI

FROLEHICEBRORBEFZEETNERAEDEET, T —TT7oH T 2FERALT. &Y)
ERETFRZIMEBLEY., TROFEEMZHEELLYTERT,

REFE

AIZ1—JIRYRND—VDEHREBEZEAL T, ANT—RERROZ—T Y NEBOBED
RYEVTZRBTIEBEBY T 71— KR,
ZER

—EBOEFIVTAXAZALEDNO—LZOEI—2ZY ND—U2&ICEBRICE
RT, KYRNT—DVEZTONBIIHBDT—XOHERMN, BEM, JHARZREITSEHEF
DTF14DFE, COBHBERAIDEZERFAWS, VY —ADREICKRIODELDIC, AWS
Organizations BEDEBZD L A VY—IZBHOI> MA—-IILZEMLET, LEAE, ZEHET
Z7A—F Tk, FEZRFEL. XY RND—0EITXDT—232 BELEEAAEHERENT
EEXT,

EIERE
Tld AWS Organizations, BN H 22 —EAN AWS XUN—=THO > NZ2EFRL THS

DTAHAIREZEEL, TOY—EADTIVLAFAZERTEERT. COTHIVNE,
TOH—EADERERELNVTEY, Flll. BSRXVCERMOHZI Y —EAD—KRF. AWS




AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

Organizations KF 1 X M® TAWS OrganizationsTHERTESH—E A, 25RBLTLKEE
Wo
NSTNoa—Fa42Y

T7Ur—>3a, HileE, J—ROBEZZ—7Y NORRTHNATESRLSICTS7 0
Ao T7O4 TR, O—RR—ALZEEZRLER, 77UT—>2320OREBETETOI— RR—
AZBELTEFTLET,

FRRRR

"R, 2ZRL TSV,
BrHEE

ARVIARELLEEIL, BRE, OJRR, BEZITSLSCRFAEnLEF2IUTAOT B
O—le 2hsOdY MO-ILRBEIRNEHEFRTSHY), HTHROFHHI NO-IILZTY)
RIleEF1IVTAARNZI-H—ICBELET. FMEICOVWTE, "TAWSTOEF1
TAAVMO—IIORE, © "THRENIO-)L ) ZZRBLTSEZL,

MENJI—-ARN)—ALAXYYE> T (DVSM)

V7RDITRREZATHAVIODAE—RERBICERXEZREITFNEZREL ., BEIEMNLZ
IR EOICERAENZTOEA, DVSM K, £ U—UXZATF7OFYIT T30
TAADESICHFAENLZNVI—-AN)—LYYEDY . T7OAZLRLIZEDTT, V7
RIITHERETOLAZBU TMEZAEL., BN TEDICBEZRARAT Y TET—ALAILEREY
TTLVERT,

FIRNYA Y
BY. Ti5. EXME. £ES VL. BEEROVATAERENCRALLEDTT, 7
IRAYA U, FARE, VE—NEZRULY, EERBESE—NLET,
FAXYYAVF—T )
AR—AF—ILBWT, 770 RF—TLOERTF -2 BT HF—2EEAEENDNE L
F—Tle FAXAYYAVF-TLOBYE, BE, FTEANT ALK, ELRTFRANOL

SICRMAZERINBETRENET, CchoDEMRE., —REIC, JTVOHK, 712>
T. BEREYMOINILFFEEREIET,

TAHPAR

D—O0—RFLEGEZATLY, BATHTVRIEELEMTCOEDSIABEDERZH TS A
R Ko ChEDARYNE, BREE, BRMHES, RELEERULEVREIA®PIILIIT
BEZEDABOTHORERRTHZIBZENHUET,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

AWS REAA A A Terraform MBIA % AWS CDK & & O AWS CloudFormation T+ A&
N—=KEFOHAZ A

TAPAZ)A/N) (DR)

TFTAYARILRBDE IV RALET—ZEBERER/PRICHNZAZ-HOHEE 7O R, FMIC
D2V TIE, AWS Well-Architected 7L —AD—0®0O " TODO—OO0—ROF A4 HFARU AN
AWS: 95 RTOUANY) ; #BSRBLTLSEETL,

DML

T—AN—ARESE ZSBLTLKEEL,
RX A BB RIZRET

ZFAVR—FMRBHLTVBIEEHZETD RXAMY, FEFRITEDSXRABEICIDVR—
XNEEHRELT, BBV I NIITOATLAZBERIZT770—F, COB=RF, TUY
- IJ7 2 ADOEE, Domain-Driven Design: Tackling Complexity in the Heart of Software ( K
XAVREERETVIRITITORLNMIE THEMESAOERYEAR) TEBANETATVET (RAK
~: Addison-Wesley Professional, 2003), strangler fig /N2 —> T RX A U REREHEZEHAT
BDHFEOEMIOVTIE, "I 7F & Amazon APl Gateway Z R L T, #ER M Microsoft
ASP.NET (ASMX) VI JH—ERAZBRENICELAFTA X1 Z8RBLTLKEEV,

DR

"TAHAZ)AN) L ZZRUTLSEET W,
RU7 Mg

R=ATAVBREDPSOREZEHLET, &XIE, AWS CloudFormation ZFEAL T AT
LD)Y—=ZAOR) 7 B LEY), Z#FEHL T AWS Control Tower ., ANFAEHOTIY
TOAT VA EEEZXDUEMOHD T T4 TV -2 OEEZBRHLEY TEEXET,

DVSM

"EARNJI—ARNI—LIYED T, ZZRBLTLKEZL,

E
EDA

"RENT —2 541 2ZZRL TV,
EDI

"EFT— 23, 25RLTLSEEL,



https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

Iv>aAvE1I—F1429

T XY RD—DVDIVIILHBDAN— BN TFNAADFEREDZEDD TV /A0 —, VTR
A 1—FT4 0BT Ee, ITVv2oAEAI—FT14 0B ELAT I —2EMHKL, I©
ERFEZHETEET,

EF¥F— 2 (EDI)

EBETITS, ESRARFIXMNOBABXRE, FHICOVWTR, "EFT7 3L, %Z
ZRLTLSEEL,

ABABRHEY) AL T L —THFARNTF— R ZHESXICERTZI A EI—T 1T,
E5{LF—

ESALTINIVXLNAERLE, ZUHLtENEEEY NP SBIESXFI, F—ORE R

F2THST, EF—RBFRATEBZVKRSIC, —BILBILSCRIFENATVET,
I>7F47>

OAVEI—ZXFVENA MIRIMENDIEF, EVITITFA T ATATR, REM/NA

MRARRICHEMENET, VUNLIZFATOIATATR, & Mu/NA MG ICHENE N E
9o

IV RERAZ K

T —EAIVRARA by ZBRLTLSEETW,
IV RERAYRF—ER

RETSAR—=NIZIR(VPC) ATHRARNLT, 1 —H—HETEDZIH—ER, &2
BALTIYVRRALAY MY —ERZERL AWS PrivateLink ., 1 AWS 7AH D> M £k AWS
Identity and Access Management (IAM) U2 NILICT VAR ZETERT, cns
DTHIVRELEZGTIIONLE, A VB—TIAAVPCIY RRAV NEERTBD L
T, IVRRAV NG —EBEARICTFAR—NIEHRTEEXRT, FHEICOWVWTIE. Amazon Virtual
Private Cloud (Amazon VPC) RFAXU KD TTU RKRA VMY —EREERTD ) #SHBLT
<fEEEV,

IB—TZA4AXVIY—ATZ>=2% (ERP)

I3 —TFA4AXOEEREDXATOLA (&FF. MES, 7O IV NEBAR L) ZBEELE X
VEBEETDAT b,

E 51


https://aws.amazon.com/what-is/electronic-data-interchange/
https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

I>oRO-7EE

E5t*—%, BIOBSLF—2FALTESILTZ7TOA, FMlICOWTIE., AWS Key
Management Service AWS KMS) RF 1 X D TITOARO—JEESIL) #SBLTIEEV,

R

ROFOTTIVT=232 DAV ARV R V7T RAVEI-TA2ITEET2—BROSRE

DEREEUATOLELEYTT,

c BRRR —T7VT—23 20X YT AZBHIZATF—LOKNERATED, T
FOFTTVT—=232DAV ARV A, BRRER., LUOREICABEIEIZEEZTANT
DLEILFERALET, CORAMTORERF., TAMRREFEND CEEHVET,

« THRRE —HELRPTANCEASHIRERE, T7VT—2320IXNTORRR
o

c AERRE — IV RI-Y-—HATIOEATER, ETFOTTIT—23201 VAR
Ao CICDNAT 54T, REREFKREOT 7O RREICEN LT,

« HURE —ATRART—LBANO LY —HT7 I LATEZINTORK. ChiCl, =&
R, AFARRE, 1-Y—ERTAMREZENZENET,

IEY D

TOXANFERT, SEROEROBELE/RIRUCMFICRIIOMENTIV, TEYIT

. BEHLRREIAVOBEICODVTNALARILGHAZRBLE T, HlZE. AWSCAF &

FAVFTATIEYVICE, DETIVEAOEE, REIMNA-L, 1 2T7FARNZIF Y&

FAVTA, T—RFRE, ATV ABHFEENRETT., AWS BITHEOTIE Y U ORI

DVWTR, ZOJZLXRENA RESRLTLEZ L,

ERP

"TOR—TZA4AX)Y—A5EH, 25RLTLEE L,
RENT— X224 (EDA)

T—2tEY h gL TEZOEAEHEERIZITOLA, 8FEKE, F—XE2REXREERH
LThs, N2—2 ok, REEORE, $LVREZGOTFIVIOLHOYHRAEEZRTL
XY, EDA . MADOBMEZFAEL ., T—XOARNMEERT DI EICI2>TRITENET,



https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/

AWS HREHA AR

Terraform M BIR T 3%E: AWS CDK & & ' AWS CloudFormation T A

N=rEAFOHA XA

77077

AZ—AF—XOHRIIHZDT—T o EZZRAARL -3 VIIHTIEENT XN REE

hET, —BHIC, 770877, 2BHEOHTERENET, 1 DFHEEIEEILD
B, €51 28FAX2a>TF—TINOARF—HFEENDITT,
JIANLNT7AB

RREZATHA VI EERITADLEDIC, BEAODRENICTARNZITSBEETHY, 7o2vA)l
T70-FTR, COERXFHNEDHTEETY,
[EEDBRER

TRAWS VZTR, BEOXEZHRL, V—J0—ROMEZELZESTHZIDOICRIDTARA
ZEVTA4=V—=2AWS U—=23>, AV RNO-LTL—>, F—E2TL—2BEDRR, #
MICOVWTE, TAWS EESEIRR ) 2ZRLTEE L,

WEET ST

72271 #8RLTSEEL,
BHEE

BEENFFRAICERAIZALT—R, flIAE, REJDVTFARMTR., BHERREZ AN S
EHNICF Y TFYEBAAXA-—DOFREEEHY)ET,

RHEEEE

EFLOFAICHTEIRHBENOEEMN, ChIEBEE. Shapley Additive Deskonations (SHAP) %
VAN

BAABEBZE, TRTXBFETHETEIHEAITTRENE T, FMEICOVTR, "z
AULEEBZEET ) OMEIRAENE AWS) Z2ZRLTEZ L,

HREZT iR

EBMOY—RAICLDTF—EOIVUY T, EORT—V2T, B—OF—8T71—)LRAS®D

EHOEREY NoHEEY., BRFEE7OCLADTF—R2HHE{ILTDE, ChnICKY), B
ZFEETINET—ROBEZZIDENTEEXT, HlRE,
r2021 %, ., "5 1., "K,.,

r2021-05-27 00:15:37, O HfY %
M5, ICP@RT2E, FETIINIAVALNECEETERETF—2]
VIR—ZXNIEETAWPICERDINE— EFEITHIDICRILEET,
HavhzaOr7 e

LLM (2, RRVEEELVENERIBEDSBRTLERL, BHUNO IRV ERFERB L,
COFER, TOVTRCRRENLH (39 M) ASEFLFLETS A2V FHANE

53


https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

B, O—ETY, HBZavy h7OV7 N, BEDT7 -V b, R, EFABIBEERA
JICHRNTYT, "EOZ3avy h7TOV7hy £8SBLTLSEEZL,
FGAC

FEOMA BT VAR, ZZRLTEET W,
EHMA BT U AFIH (FGAC)

BBOFHEZEALTT I EARREFATRLLFEEID L,

72v21AY MNBIT
BET—ZNF ¥ 7T v ICLDPENET—2ERHEZFNAL T, BRENST77O0-FTREL,
WMREARY) BB TTF—REBIT T2 T —IR—ABITHE, BRIV 24 LEZG/NRICH
ABDIETT,

FM

TEBTTI. 22RLTSEET W,
EBTETIL (FM)

RBEZRBEZBE _1—JILRYRNT—UTHY, " RUEBIREFRILFFEATVEVT—X
PEBBABET—FEYNTRL—Z2TENTVET., FMIC&KY), SEHEHRE, TFARS
FOHEBER, BASETORFEEV 2o, —ROEBTERZAVERITTERT, FMAICOVT
&, "TEBTETFIELERFFATIN?) ZBRLTEZ L,

G
AR Al

ﬂ%i—“)wﬁ)‘jtv e REOTF—RTRL—ZTEnTHBY)., 7N BBFFAN7OV7
REFEAL T, %R, BE. TF¥AN, 7—F1ABEOHFLVWIATOYRT—FTA4TT7IK
BERTEET, FHMICODVWTIEE, "TERA EFEATTA? ZSBLTLIEEL,

sHA7avxoy

"HENGR ZZRLTEET W,
HBHHIR (A 70Oy F2Y)

BEODEOI—Y—NFIATOVEBREICTIVEATERBRVELSICTSHD, Amazon
CloudFront DA< 3a>, PORA%ZHATHEEEZLTHEIEF, FAVJVANELZFEELEVAS



https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

BESTEELE T, FHICOVWTIWE., CloudFront RFa2 XD TOAVFUYDOHMEBHT 1 A
NJE1I—>3a 2 0FIE, 25BLTLKEEL,

Gitflow 7—2 70—

TUREE ENREN . YV—AO—RURDZNUTENEThEBD TS OFEEATESE
Eo Gitflow D=2 70—RBEVERBENTWVWALETHY ., U IR—ADT—U 70—
HERENTVWAHLWEETT,

A—LFo A X—

JATLARERVYTIRIITORFTY T3V RNTHY, YATLARERVYTIRIITOHKRA
DABVAETTOA4TBTTL—MELTHATAET, REOHTEAL, J-ILT A
XA=DfFERATRE. BROTNAALIY T MO 7270232070 7T, FINAARET
RL=232V0RE, AT—SEUT 4, SEMZRLETRIZENTERT,

TJV—=27 4 =)L REiR

HULWREBICBRAFEOAVIZARZITFYHIBEELBVCE, YATLAT—FTIO0FvICT)—
71— REBEEATRIHEE. BEOAVTIZANTIFY BIET S0 74—ILR)ED
BRI EZTRd <, H502HLVWTI /O —%2RBRTEXT. BFEOA2TF
ARSOFvZIRLTVWBRISERE, 750071 —)LREBET V-7 14— )L REBZRS
TEBREETEXRT,

A—RL—L

HABEMN OU) 2ROV Y—RA, RUD—, AVTFAT U AZEBRTBOICKI OB
L=l FHA—RL—ILE. AVT AT ABREC-HBITBDLSICRI—ZEmL E
T, chslk, Y—EADARO—LRVZ—EIAMT O AFAOERZFEAL TREE
NEFT, REA—RL-IILE, RUP—ERPAVTFATALOBEZKREL, BEOL
HBOTZ—RERELET, sk AWS Config. . AWS Security Hub CSPM, Amazon
GuardDuty, . AWS Trusted Advisor Amazon Inspector, & XV H AR L AWS Lambda F I v
VEFERALTEEETIET,

HA

r

A 2ZRLTSEEL,

o}

H 55


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

RERET—FZR—ADBIT

AMOTF—ER—ATIVSVEFERATEIE—TY R TF—ER—ANBEROEHHBET —EIR—ANR
17 (BIZ I, Oracle /S Amazon Aurora), ZBEBITEEE. 7—FT7I0F ¥ OBERFEED—
BTHY), AF—XOTHREIEMBRRAVICBEDTEEN B ET, AWS [F, AF—T DL

(C1& 3D AWS SCTZREL £,

B A% (HA)

FREPHLENFrRELLFZEC. TARLIED—J0—-REHEMNICERATEDZE, HAZ AT
LF, BN IAILAF—N—L, " BELTEREONT AV AZRMHL. NTF+—-X>
ANDHEBEHPRICHABZYF SERTREATOPEEZLETDLS ICHFAETNATVET,

EANUPYOERFAE—T 3>
BEEN - —X L& K< BRBLEDIC, ARL—23VFH JOT— (OT) VAT LEELF

AAXL, PY7TIL—RIBEHOT7O0-F. EARNITVR, THEADEXREETRZY —AH
57— R2PNELTREITZIEHICEAETNEZT—ER—AO—ETT,

R=ILRT7IRT—2

BHZEETIONL—ZVJRAT—2tY N SREBEND, SRINEBET—2D—E,
K= RTIRNTF—22FERATRE, EFNTFRER-INRTIRNTF-—2EEBELT, EFILO
NT#—RAZHETEXT,

AETF—ZR—ADHT
BEROEBT—IR—A%Z, GUTF—EIR—ATIVOVEHETEIX—TY N TF—ER—-A
(Microsoft SQL Server /' 5 Amazon RDS for SQL Server % &) BT %, RERMBITE. &

B, URARNKERVUTSY N7 —LLOEEO—HTT, XA TATTF—ERX—A1—T 4
VT4 ZERALT, AF—XEBITTEXRT,

RrY NTF—2XZ
DT LEALT—RXRIEOBRT—2BE, HBITIVELAEThDTF—X, BE, COTF—2X
ICEEREIVIURNEZREBEITIEHEBANL—CRBEFRLEFEITANVETT,
RYRNTAYIRA

FEREOVEACEHEZBETZILOCESTRATLZTOTS L, BEMFrEVEZD, BE
® DevOps DV —AT—07O—HDSREANLEFETERENEXT,

H 56


https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

NAN—=T T 5
AY RA—N—EBER, BITLET7VT—23 B8 TTF—LNIVZORTER, ERL THE

ICxng 2 HE. BE. COPER1~4 BT, \AN—TT7HEFrKRTIDE, TTIVT—
SAVIERTRIEREE—MRVICBITTF—LASIVTIRARL =23V F-LILBYET,

laC

Mnfrastructure as Codes ZSBL T EE L,

ID R—ADRIZ —

AWS VTR IBRIBEADT IV EAHAZERTS 1 2UEDIAM TV NILIZTRY FEni:
7.RU:/_0

T4 RLREOT T Ur—2 3>
90 HBO 1M % CPU B LU XEUEAEN 5~20% OTFFVr—>ay, BF7OITU K
TR, ChSOTFTUT—2aVERELTDA, FVTLIACRETION —BHTT,
lloT

PAOAZARN)T ) loTy ZSBLTLSEETL,
AZA—BTNAVTSANTOF ¥

BEAIZANZOFrYOEH., NV FHERH., EEHEZTOLTIC, AFRED—IO—RIC
FERTIHRATIZANZIOFYETFTAOA4TRDET )N, REWIC, 1 Z21—3T)INAVT7F
ARSOFY, S1—B3TNAVTSARNTZIOF v &) E—EM, EEME. FAXKICEATY
F9, FHEMICOVTIE, AWS Well-Architected 7L —AD =92 (221 —37)WVA2 75
ARNSOF v R2ERALTTTOA4TE1 ORARNTSOT1AZSRBLTLSEETY,

12NT2 R (Z{E) VPC

AWS XIWNFTHIRT—FFTIOF YT, F7UT5—23a>00Bhr5FY NDO—DER%E
ZitANh, BEL, L—F14>T9F3 VPC, AWS Security Reference Architecture Tlk, 771
T2 ERVNEEBRAVEZ—FY NEORBEADA 2V R—TIA AZREBEITBDHIC, 1
NDVR, PFORNNDUR, AVARDZAVOEVPC Z2FERALTRYND—O9TFTHO U NE
RETDCEZHELTVWET,



https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

BoBIT

F7UT—23v & 1ETINTAY hA—N—F20TEARL, MEVERLHHTBETS
Y NA—N—¥B, BlZE. BAEPBOIA IOV —ERELRI—F— DX EHFLWIR
FACBATBBANBYET, IXNTHERICBETSCEERBTELS, BYDOI A0
P—ERP I—F—ERBOICBTL, LAZ—VATLAERETEBESICLET. COMWEK
SV, KEEEBTICES URIFBRENET,

AVHAARNY—40

2016 F(C Klaus Schwab KARIEBL AT, &K, VT7INEALT—R, F—KX—=232,
2. AIML OESIZED, EDSZATOCLADERZFA AZEKRLET,

AVTSANSUF

T7)r—2a>0RBICEENDINTOUVY—RETEY b,

Infrastructure as Code (1aC)
T7VT5—23a> DAV T ZARNSOF v E—EORE77AIINZEZFERALT7OE 3 Z> T
L. BEI270tA, laC ik, HLLVRRZBERIETEREN S, " EXOHDEDICT
D, AVIFARNTZIOFYyZ2—WICEEL, VDY—RZRENLL, AT ZREREICTA
BEOICREFTENTVET,

AR ANUTIL 10T (lloT)

HE, IXRILF—, BEE, ALVATT., FA4A7HAIV A, BEBEOEEHTMPICHITD 1>
R—Y NCEHfiEhEE Y= FNA AOER, FMICOVTE, T4 2FARNUTI loT
(oT) FORIWKNT VAT 7 —AXA— A VEBEOEE,, 22RBLUTLSEEL,

A 2ARD> 3> VPC

AWSNXINFTHIRNT—FTOF v T, VPC(A—FLREREZRD RAWS U—232), 1
VR—=ZFYN, AVTLEIAZRYRND—VEORYND—OKRS T4V IODREBEEREEITD—T
{t= h /= VPCs, AWS Security Reference Architecture Tld, 77— 3> & &V L&A
VE—Y NEORABADAVEZ—T IAAERBETD DI, 41 2VINTR, PTORNNTY
R, 12ARD23aVOEVPC Z2EALTRY ND—OF DI NERETDICEEZHBELT
WET,

loT

A2VE—FY NEERO-ADLBERY NT—TZ N L THOTNA AR ATLEBRBET S,
O —FERTOY YMMEAIRENEERZINBEATDOIIORNORY KD—0, FHICD
WTRE, TloT £lF Z2ZRLTLSEE L,



https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/

AWS HREHA AR Terraform MBIE A 3% AWS CDK & & ¥ AWS CloudFormation T A

N—REWOAAESR
FRIRTREME

BHFETTIOBET, EFILOTFRANFZOANCEDRS ICEKETILN ZABHIERTES
EeVWERLET, FMICOVWTR, " ZHEALLEERFEETI)ILOBERTEYN AWS, 228K
LTLEEL,

loT

CloTy 28R L T EE L,

ITHHRZA4 7> (ITIL)

ITH—ERZERHL, ChoDH—EFRZESXABHICEDERLEOO—EORARNTTY
FA4R, ITILIE ITSM OEZEZEHLUET,

IT H—EAEE (ITSM)
BEBOITH—EADERST. 22X, BB, BLRUOYR—NICEETZEE, 75T RAXRL—3
JEITSMY —=ILOKEIZDODVWTIE, ARL—>3a Ve H4 REeSBLTLSEEW,

ITIL

"THEHZATZ)1 22RLUTLKEEL,
ITSM

TH—ERABE,, 28BLTLEETL,

L
SRIAR—AT U 2% (LBAC)

WHT VL ABM (MAC) DRET, I—Y—EF—RBKICTNTNEF1UT 4 FARILENS
FHCENETSNET, I —EF1UT A SRLEF—REFIUT A SRLHRET S
HHCL>T, I-F—LRRENBFEINFRENET,

SUFAVII—
SYFAVII—V, AT TN TRERE, BRCRIENLILFTAVY N AWS Rif
TY, Chid, BB EFIVFABLOTAVTFANTOF Y RBCAEER>TI—00—
KREFTUT—2 2V RBCRBLTF 7O TEBDHRATT. TVF 12T V—2 ORM
KOWTR, TRETAT—STNBINFFAVY N AWS BEOEY K7 YT BELT
<EEW,

L 59


https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html

AWS BREH A H > R

Terraform MBIA % AWS CDK & & O AWS CloudFormation T+ A&
N—=REFOHAEV R
RKBRESZETFTI/L (LLM)

REDT—ZTEAMNL—Z2JENREFE A EF ). LLM TR, ERANOEE, R¥21

XV BNOEWN, EFEANOTFANIR, XZRZREERIBE, CRETRBZRAVZRTTER

T FMICOVTR, "TABRESEETIL (LLM) EFATIA?, ZSRLTLSEZ W,
REEEBT

300 B LD H—NDBIT,
LBAC

PIRINR—AT O AHMH, 22RLTEE W,
R/MFHE

BAVDRITICRVEREROERZNETRIEVS, EFIVTA1ORARNTTIT 1A,
MICOVWTE, IAM RFIX MO THIMNFETIEA
D7 R8T RTIT7 N

=S
AMAZERAYTS) 25RLTSEEL,

"7TRs, ZZRL T EE L,
DNVIZFAT AT A

B MuNA N ZHRADICHBRMT I AT Lo

"TTOFA4T7H EZBLEEL,
LLM

"RBESEET I 2ZRBLTLSEEL,
TMUIRR

"RIE, Z2RLTSEEZL,

M

=8 (ML)

NE—2RBBEFBITIIVALEFRZEAIDATIHEN—E, ML, E/ D12 R—

YN (I0T) F—2BENDRBBRENETF—REAF ML THEBL, NE2—VICEI<HHETFILE
ERLET. FBICOVTE, THEFEE, 23RL TV,
XAVTZUF

72271 #8RLTSEZEL,

60


https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

NILoTT

OAVEI—820EF1VTART AN —Z2RETDIRSICEFAENLZYTINVIT, X
JIT, AVEI—RATLOHH, BERRORER, TET7 IV EAZBLSAREENHY &
T NIADITOBIZEE, DA4ILNA, TD—AL, ZUHLDIT. NAAMOKRE, ANAVIT,
F-OH—BENFHYVET,

NEZ—I RY—EA
AWS DY —ERABA VT ZARZIOFYLAY—, ARL—FTAVIZATAL, 75V K
7#—LAWS ZERAL, IVRRAVNITIVEALTTF— R EZRESLVCMEBLET,
NEZ—2Y RY—EADHI& LT, Amazon Simple Storage Service (Amazon S3) & Amazon
DynamoDB AZIFSh&ET, COHY—EAR., MR —EREEHENET,

BERTY AT L (MES)
EETORAZEE, ESRUVY, X8, 4T3V 7RITTIRAFTATHY, THBT
. CNIC&->T, BMRNSHRERZREEET,

MAP

MMigration Acceleration Programy ZZ8RL T & L\,
XAZKA

VL ZERLTTOEAZ#EEL, EABRREZANTHEBZITS LOOBENETOER, X
NZAXLER, BERARICThAGZRILLEET DA VL ZEHRLET. FEICOVWTE,
AWS T Well-Architected 7L —AT =04 O "AA_ZXLDHEE, 25U T LEEL,

XDIN=FAHI2 K

HBO—HBTHIEBTHINAWS PHU 2 N B ®DF X T AWS Organizations, 7~
N HEBOXN—ICBBENTEDDEF, —EIC1D2OHKTT,

MES

TRIEXRTAT LI ZZRLUTLKEZ L,
Message Queuing Telemetry Transport (MQTT)

RITIVTAVZATONE—2VICETL, BEORD VY-S (M2M) BEZ7ORIILTH
V., DIY=ZAEZRYDOH S loT FNAAILEAETIET,
XA OO0 —ERA

ARICERENIEAPIZNLTEEL.,. BEFNEEZBCER/KEOF—LIMETS. Mg
BTHILEY—ERATY, 2. R ATALICEK. BRFEPN—TT1I9B8EODEDERRA



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

HeE, FRBE, BR, oMBREOHT RXAVIINVYEY T TRIRA OO —ERANFEEN
PHEENBYVET, NAIVOY—ERAOFRICE. REME, REERT-VU2T, BEBF70
1, BRNATEEI—R, BEIZENHYET, FHEICOVTRE, AWS "H—/N—L AH—
ERAZEALEXA 7O —EADHEL 22RBLTEEL,

YA IOY—ERT—FFIF

BF70Tr5—>3>70AEXA 7O —ERELTRITIDMUL OV R—FR N EER
LTTF7VT—232 % @BRI2T770—F. chsONA IO —ERRG, BE APl ZAL
T, BRICERENIEAVE—TIAAZNLTEBRELET., CcOT7—FTI9F+OEIA70
B—ERAR, P7UT—2300REOHEICHIZIEEZBLIISICER. 704, &
CARAT—U2ITEERT, FHICOLVWTRE, "TONAIOY—EADEE AWS, 23RL T
<EEL,

Migration Acceleration Program (MAP)

BB OZTORICBITIZDCOOBOBZERERZRBEL, BITOMAIARNZERTZIDICK
MOOAYHLT A THR—~, ML—Z2T, ¥—ERZRHITSD AWS TOTZ L. MAP (C
&, HBHNEBFETLAY —BITERTIZD-OOBITHEERE., —BROEBITFUAZED
LELVERLTED—EOY—IIFBEENATVET,

RBRBBAT

F7UT—2aVR— R 7 A UFOABAERLICISIRICBHEL, BIT—TTEYZLD
TS —a BRI BHE s TOER, COBRBTE. UAOBREASZALERARNT
SHFAREHINEFEALT, BEIFIRI—F—L, V=)L, 7OEADSE, F—hX—
SAVETIRANTFUNY—C&>TI—o0— ROBHFEAEHLLET., Chid. AWS B
THE OE3BETT.,

BIT77O0KN)—

BEMbEhAREMEOHZT7O0—FICKY, D—U70— ROBITZSELT S IBFIERTIN &
F—Lbe BIT77UVRMN)—F—LICE, BE, ER,. ED>XATFTVANBRUHMEE. BT
IVOZ7, FRAYN—, BRTARATV U NTEETS DevOps 7O7 TV I FIHNEE
NET, IVR—TZAATTVT—232R—872)FD20~50% &, 770 K)—OF
T7O—FIEEL>TRENTEDIRENZ—2TEBRENATVET, FHEICOVWTE, o327
Yty NOBITT7 7O R —IZBT B #S & Cloud Migration Factory 714 RESRBL TS EE
(A

M 62


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

BITXRT—&

BITEXTIRDEHICBERTTIVT—230BLTH—N—ICETRER. BITNZ—>2C
E, BB —EOBITART—ANYBETT, BITAZT—20OHEL TR, 2—TY R TT
FYN, EFIUTATILN=T. AWSTAHIZURNBENBYNET,

BIINZ—>

BITHE., BTk, BRCFERTIBIT7VIT—23 FER3Y—EAZFRTS, RETHE
BBITRAY., Hl: AWS Application Migration Service %Z £/ L T Amazon EC2 ND¥T% UK
ARLET,

Migration Portfolio Assessment (MPA)

A4V =)o ChIZE2T, AWSOUTTRICBITIDEDRAT —ADKILICHERE
HEB/BOSNET, MPA R, FHHBR—KNT7 2V AFTE (F—N—0BENEHAT2 T, ERER
E. TCO L&, BITOAARNDIN) BLUBITTZ (FP7TVT—230F—200MET—2IR
£, 77U Tr—>3> 00 )0=71t, BTOBEIBUNST. $FLFVI-—TTS22T) ER
HLULET,. MPAY L (ATAVAZE) ., IXTOAWS OHILE ME APN N—KF—
AVHIILEZ M ERTRATEXRT,

BATERRRFHE (MRA)
AWS CAF ZERL T, MBI 7T REBRRICETZD AU A N ZEIEL, RITECEMZ4H

EL, BEENEF YV T ZEBORILEODOTIIIAVT IV BEIZTOEA, FHICOVT
F. BITERBRATA RZSRBLTSEEV., MRA I, AWS BITHROE-—RETT,

BITH

D—O0—REAWS V95U RICBITITHAEHICERATS770—F, FHICOVWTE, C0OH
FENOT7TRsIVRUE, THEBZHELTARBELEBITEMET S, 23BLTIEEL,

ML

"EHEFE 2ZRLTEET W,
EXFAE—>3>

EW(LAY—EERE/US YY) FTUT—V AV ERDA Y TSARNSIF v &ISIK
HOBRBTHAEOHZBATAMYAFALEHRLT, JANEERL, BDEEED, 1/ R—
SavEEALET, BEICOVTE. TAWS Y59 KRTOTFTUT—Y 32 OER 4 XH
B, EBRLTIEEL,



https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/

AWS HREHA AR Terraform MBIE A 3% AWS CDK & & ¥ AWS CloudFormation T A

N—REWOAAESR
ERF A4 E— 3 & RN

BEBOT7IVTr—>3a>0FAFA4E—>3 0 0EBERRZHIL. RS, VARAD, KkEFERE

BEL, BBNChsOT7ITr—23 2 0FROREZEDEEENICHR—NTEZ L Z

RETZBOICKL DA, FFEOKRELT, B—TFYRT—FTIOFvOTINL—TUN,

EXFAE—2a2T7O0LAORHRBRBENAINAN—2ZFRLIEO—RY YT, BEES L

FyYYTIIRRTDIODOTIAVTIUNESNET, FBICOVTRE, TAWS T TR

TOT7)T—2320FEFZFAE—2a20EFERAEFMTE 2ZRBL T EEL,
T/ VY OTTIT—232 (E/VUR)

BRI EENLETOERZE X E—OY—ERELTETENDZTIVTr—>3>, £/
VOTTVT—23 VIRV DADRRAIBYNET 1 DOTTIT— a2 #ET VAR
VIVADRENREITRIHEER. T—FTI9F V286 ZAT—VUITRLBENHYNET, £
VDY OFTTVT—23 > 0RBBEEMELRRETS S CLF, O—RR—ANFKELED L
BHCIBEYVET, ChoDOBBEICHATRICR., NAOVOY—ERAT7—FT7I0F v ZFEATEE
T FMHICOVTR, "E/VARENAVOY—EALSHTS1 ZZRBLTLKEZV,

MPA

MMigration Portfolio Assessmenty ZZ8BL T E&E L\,
MQTT

Message Queuing Telemetry Transporty 28R L TS E&E L\,
LOTADE

BROVZAOFRAZERTH7OELA 2 2UELEOHERD 1 2ZFRALET), fIXE, #HF

BEFILYN., TCORRIER. BHE, EFOLVTITIAN?, . "ZOBEKRICES

THREBELOHZPERONTIVRBENTIN?, EA<ALPELIEHA,
F1-BRTNBAVTIZARNZIOF ¥

AEIJ—OO—RICERAIZIEBEFEOA > TITTZANTIVFYEREFHFBRLVOEETDEOOET
JLo Well-Architected AWS 7 L —AD—0 Tk, — B, EE%. FRHAUEYEZELEED 19
W A52—BRTNAVT AR OFYTOERERARNTSIOTAAELTHELTVWET,

O

OAC

AV T O EAGE, 2ZRLTEE W,



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

OAl

"FIDSVTOEATAT T AT 11 25RLTLKEE,
OCM

TEBEFEEE, 22RLTEETL,
F754 8T
BI7OARICY—RAD—IJ0—REFELEERIBITHE. COFERI IV EZALFRLSE
P, BREGEETRZEVWNMIRED—IVO-RIZEAEIhET,
Ol

FTARL—>3avEe) 28RLUTLKESL,
Ola

PARL =23 FINLARILTIT) =X b, 2BRLTLSEZ L,
FTA BT

V—AD—VO0—REATSAVICETICE—TY NATFALILOE—TB8THEE. 7—7
O—RICEHESNATVWBR T 7V —232 @, BITHEEMELETSR ENTEERT, COHE
BRI RA LN EOLSHEPRTECLED, BEFEELABRFREOD—IO—RIZER
ENET,

OPC-UA

"Open Process Communications - Unified Architecture; 2B L TS EE L,

Open Process Communications - Unified Architecture (OPC-UA)
EEA—RMNA—23aVHOTIY—IT2 (M2M) BEZ7 ORI, OPC-UA IZ&KYV), HEE
AOBRIC, TF—2ES{, B, RUOZFAF—LZEENLTERT,

ARL—=23FILRILTIT)—X2 N (OLA)

B—EALRILTIV—=X2U KN (SLA) ZHR—RNTBLHIC. EOBENIT IJIL—THFEVIC
RHIDCEZWNRIZ L ZHBICTIEN,

ERERRRL E1— (ORR)

BEREBEETIRARNTZITAAOFIVIVARN, AV FURNRREIVN)BEIEE M,

A, PRiEL =Y, TOEEZMENILILY TBIBRICKRIEET, FMIICOVTEE, AWS Well-
Architected 7 L —A —%2 @ "Operational Readiness Reviews (ORR); ZZ B L T IEE LY\,



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

ERTY /02— (0T)

EFEARL—>32, MR, 1 277ARNSOF v 25T O ICYEBERREEREESED/\—
RVITFEITVTNIVITIAT L, REFTH TR, Industry 4.0 N\OEEZEHS LT, OT
EBWEM (IT) AT LORBICERKFHTOSNTVERT,

ARL—=23a&K4E (O
DTSIRTARL—=IAVEEFZFFARXRTH7O0CAICIEK.,. EEHFTE, A— N X—>23>2 ., HE
FEENET, FMICOVWTR., ARL—3UHEEHA I\’E*Hﬁb‘c<téb\

4B 45 o FIE R

HBAWS THIN AOITXTO OINTOHA R~ AWS CloudTrail 2OV ICEE&E TS (IC

& 2 THERE NI=EEH AWS Organizations., FE#FlE, MABICEETNTVWEIEAWS THU UK I
EREh, ETHIONOTIOTAETAZEBHLET, FMIC DV TEE, CloudTrail RF 1 X
RO THEBIOIEFOERL ZSRL T EE L,

BT ESE (OCM)

AM, b, V=R =29 T0BERN S, FELBBIENGESXALEEZEETDILEOOT L —

LAD—2D, OCM IEk, ZLOBAZIEL., BITEECTAL, MEXEBOELZHIET S C

ET, HBNFLVSATALALEBOEREBITIDOZZELET., AWS BITHEE TR, &

SOREBATODIVRNIMBEBEBREZADAE—RICKY, COTL—ALAD—=DFAMTOtZ

L—=3a> eEMRERET, FMAICOVTIE, OCM H4 RESBLTLSEEL,
FVD T O AHIMH (OAC)

Amazon Simple Storage Service (Amazon S3) A>T Y ZRE TS = D, CloudFront ®F
Dt AFIBROEICATS a2, OACIEFAWS V=23, §XTO S3I/NT Y b, AWS KMS
(SSE-KMS) IZ& 2 H—/N\—fAIOBESt, S3/NT Y NADOEW PUT 8KV DELETEU VT A KM%
HR—MLET,

FVDSOTFIORATATT 47T 4 (OAl)

CloudFront @, Amazon S3 ATV % REITRDLEOOT IV LAFIRA TS 3>, OAl ZH
g% &, CloudFront 2", Amazon S3 (CRREEATEER 7D NI ZHERLET, REEEn i7"V
ONLE, SSNTY RO TV, BE® CloudFront 4 AU E1I—>3 2 ZNL
TOHRTIEATEET, OACEHEBTSRLTLKEEZ W, OAC TlF. KVFHMA, LT h
T OEAHENAIETT,

ORR

AZERRALELI— 22RBULTSEZ L,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

oT

TERTV/O2— 1 Z2ZRULTLEEL,
T RND2 R (EfE) VPC

AWS IIWNFTAHIRNT—FTO0FvTR., PTVT—3> R SHKBRENIEZRY KO-

EHnEunE 33 VPC, AWS Security Reference Architecture Tlk, 77U r—> 3> &k V) LE
BAVR—XY NEORFEDA 2V R—TIA AZRETDLEOHIC, 1 NT R, PIRNND
VR, AVARIIAVOEVPC BEFERALTRY RD—OTF AT N ERETDEEZHEL

TVWERT,

P
TOEAFADERER

A—H—FLBRO-LINERATERT IV LAHAOLRERETS. IAMT U NILIZTRY
FEhd IAMEERD D —, FHICOVTE, IABM RFIXVNOT I EAFADERZSRL
TLEE L,

BAZBETESDER (PI)

EEREL LSS, FLRMEOBEET—FEBIEDEBLEBEIC. BAOETZEENICHAT
PEHICEATESHER. P OFICIK, BB, F/. EREBEREENFHYNET,

Pl

"MAANZISETEDEHRI 2SRLTLSEETL,
TLATVv Y

DZORTOATANRL =2 3 V#EOREAE, BITICEEITZEXEZRN)IAL, EFERS
NE—EORTY T, T7LATY OB, AVUTN, BEZVTY Y, FEREEEROES 4
AENEREZEATDILOICHELTOLARFIROEN B EOHRZED N TEEXRT,

PLC

r707Z37)002v 000 0O-5—1 ZBRLTLKEETL,
PLM

"BmT7A7 A4 0ILERE, 22RLTEEL,



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

RIS —

RDBERTEICTDIATSIIONTIOLAHFTEEERT S (IDR—ANDR) T —%SR), 7
DEAZHBZEETSD (VY —AXR—ADRI>—%SH), AWS Organizations D#EMEIZ (75
ETHIRNITORAFAOLRZERTS (W—EAODNO—ILR) S —2SE),

e E10F § 713

F=RTIOEANZ—XFTOMOEBEHICETVT, XA 7O0F—ERAOF—Z2ARNL—F0
/JAO2—Z@ERNICERLET, XA 7O0F—EANFFAUF—2ANL—2Fo /00 —&ZFAL
TVWRHE, RELOBBEIrRELEY, NTF—XANBRTIBAEMENIBYERT, X1 7
O —EAR., BEHICREESLETFT—RXARNTEEATRE, KYBREICEEKTE, NT7F—
NAEAT—ZEUFTF4 A mLLET,

R— k7 # U A

BITEFHEITR O, P7UT—232R—NT7F)F0O%E, 2. BEIBELNSTETST
Dth#ﬂLOUTH\r% TOERKROFE 25RLTEE L,

4

pus

true ¥k false ZRIT OOV T &M, —MIIC, WHERE GICRERENFET,
REF7YvSa1do>
F—BR—AVTI)ZHBELTDFE, Cchick>2T, BEERIICOVIVAOF—XET1I)LAE
DI LET, COFEZERDE, VL—23FINTF—ER—AHNSHEBLALAEBITIHEOH S
F—RDENBLITRED, JTVONTA#A—XANAELET,
FHHI> N O—)L
AR NODREZBHS LS ICEGFTENEEF2UFTF«ONO=), OO MNO=IILIEE, RV

RID—OANDRETVEARHRULLKBVWEEZH<HKAROBETT, FAICOVTE, T
AWSTOEF21UFT 4O MO—-IOERE, O "FHHI RO—)L, ZZRLTEEWL,

AV

TO23a>vaETLAWS, VDIY—RICTIEATED DIVTAT4, COIVTAT1&
BE. . IAMAWS 7AhHo> O—), £FE 11— —0O)—1—Y—T9, FHICOWVT
&, IAM RFIAIXRO TO—)LICEETHRABEEES, WHBD TV INILESHBLTLKES
(AN

TSANI—NATFH A

RRT7OEALBEZBLTTZANY—HFERBENTVBR I ATALAIVZZTIJOT 70—
Fo



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

TZAR—RNEKARNY =2

1 2UEDVPCHDO RXAEFDH T RAALADDNS VT JIZX L., Amazon Route 53 A
EDESIZRETZNICEITAIERERETITSATF. FHMICOVWTIE., Route 53 RF 1 X
RD TT7SAR—RNERARNY—20OFER) 28BLTLSEEV,

7arvrF473a> 00—

FER)Y—-RAOFT 7O/ LtZzENELEEFIUTAOO—), 2O MA—LICK
V., Z7AES3aZVIFIICVY—RAZAF Y LET, A MNO—LIZERLTVEVWDY—R
&, 7OEZaZ>JEhFELA. FHMIZCDOVWTIE. AWS Control Tower RF 1 X2 ko "0
hO=WDT7F7LYAHAA R LT T £F2 VT RO-IIOERE, © 7070774
73RO, #BBLTLKEZ L, AWS

HRTA 7914 VINEE (PLM)

HmOKET. AR, LS, Ak, KA. RR, BRICED, RROZA 7YV &4k%ZE
LTF—RETORAZEEBTR &,

RERE

"EE, ESRLTLKEEV,

7Ok 7)0>y 231> 8 O—Z— (PLC)
HESBTHEAETNS, CEEEERMICEBNEOVELI—2THY, ChIZ&2T, X U%E
EZRVITREELEIC, RETOLRAZBEBHLLET,

a7~ NFA4Z2T
120 LM Z7AY 7 NI HAIEZROTOY T ROANICHEAL T, &YBWLARY A%E
BRULET, COF2EFEATIE, BRBRRIVEYTR2AIICHEILEY, BRILAR A%

BRYBLULHEBRELRILERLEZYTEET, ChIZK2T, EFILOLAR ADOBE & BEMD
MEL. NEOSWN—VFrZA XEhlEREBSNET,

RE1L

T—2EY NADEABE FE27L—ARILT—EILEERAZTOERA, RELCLFBEADTZ
AN —REBEILRIUEERY, RBILETNET—FE, MARELTHEAT—REEBENET,

RITIH T AU 54 7 (publ/sub)

RAOOY—EABOFRPBEEZAEICTEINE—2, ChIlRY, AT—FEUT 1 ERE
MemtbtEeEErd, fIRE. XA VOY—EAR—AND MES MFE,. N4 70 —EREF.
OIAVAY—EAN YT RAIVTATAEBF Y RILICAR MY E—DZRITTEERT,
DI ATALATR, BITH—EAOEELZLIC, IRNAIVOY—ERAZEMTEET,



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS REH 15> A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

9TVTSY

FIEHEED—EDATYTTHY, SQLUL =23 FILF—EIR—ASATLAODT—RIZT It
ATRDEHICERAETIhET,

STVTIvOUILYYaY
T—ER—AY—EADFTTAIAF—H, F—ER—ARKIZBFENDZEENFN MAShBHEIIC
BRENLETSVRVERBEVRV TS RBIRTB L, Chid, HEt. HIREHE, RER
B, DZIVNFX=BONATFAVITDOEE, BLOTF—ER—ALVDVOEHEENRRA
THADUEENFHVET,

R

RACIX NUY A

FRITEEE, SPEEEE, HELE, WEFL RAC) ZZRLTEET L,
RAG

"eRIRER ) Z5RBLTLSEETL,

SO LIIT
REN T TTRETCAE LI — B ATALAEERF—EANOTORAZTOY VT3 LDICEE
Ehiz, EEOHDVINDIT,

RASCIN KUY O A

"RITERE. HPESEE. HEFL. WEEL (RACH, ZZRLTEE L,
RCAC

LTI EAFE, 22U TSEZL,
J—RLZTUA

B ERACERAE NS T—EX—A0AE—, JITUZY—RLTVALCIL—TFT1>TL
T, T7TARIVTF—ER—ANDOERERFHTEET,
VT7—FT7UhK

'7Rsy Z2ZRLTLKEEL,




AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

BEZEIHR R (RPO)
BREDT—RVANVRAV N SOBRRFRFETT.,. ChiCklY, RBEOEERIAN ST —
EANFRHENDETTCOEICHFRTERDT—XBEROEBEN RFYVET,

BEEIHE™E (RTO)

H—EAOHHASEBETORAFRELERRE,

V77O T
'7Rsy Z8BBL T EE L,

y—>3a>
WEHTUFTHOAWS UY—ZOOLo>3>, EAWS U—3> &, TEEM, REM.
MEEMHEZRETDILEHIC, 0 ArsPBEch, MILTVET, FHICOVWTE, "7HU
NAERTED AWS U—23 > RIEETS, BSBLTLSEETL,

gLy ar

BIEZTFATHIHEBEETF L. fIAE, "CORBENKSVOERTENDTLEOA?, &
WOSRBEEZBRIZDLHIC, HEETETILE. REABETILZEALT. CORICETIE
HOER(FH7 14— M3 E)CETVTRORGMEEZFATEET,

URA R

7Rsy #BBLTEEL,
U—2

F7O4TOEAT, ZEEABEBBCIREED L,
BRE

F7Rs, Z2BLTLEEL,
7Sy NT+—LA

"7TRs) ZZRL TS EZ L,

BEA
'7Rsy ZSBRLTLSEEL,
ElEH

FRTICIKRME L EFASEETZI T VT—>3a 2 OMEE, AWS V5O RTOEENZET
BY3BRICIE, —BHIC, aTAMET A HARUANINFERBENET, FMICOVTIE,
TAWS V5D R OMMESEMH, Z28BLTLSEEL,



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://aws.amazon.com/resilience/

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

)Y —=AR—ADRY > —
Amazon S3NNTY M, IV RRAV N, BEEF—BREQDVY—-RALCTERYFENLRI>—,
CDRATORI—E, PORBANFAEATVRTUZINL, HR—KREhTWET S
>ar, TOROBLEINERLEZEELRT,

RITEEE. HPAEEE. HHEL. BEEL (RAC) ICEIKIKNIY IR

BITEBE VT REACEDDIINTOBERBEOREEEFEZERLIENNIY I A, XK
Y OADEZHIE, YNV YVATEBETNTVIEEOEE,. §8H5EE (R). SHASEHE
(A), & C). BHREHR ) ICHRLET, YR—KNS) ZA7RBAT723a>Td, YR—KH
BENBEEE RASCINNUY VRAEH Fh, EEnABVESE RACINKNUY JREHEA
£7,

LAR>Z 72> O

BEERXEFIVFTFAR—ATAUASORBEICOVT, BEZRIESICEFTFTEniEEF2
U742 O—), FMRIZOVWTE., TAWSTOEF1UFONO-ILOERE, O "L
AR TAMO—=)) 23BLTLSEETL,

R¥F

"7TRs) ZZRLTLKEZ L,
BELE

7Rs) #BBLTEE,
BREILIRER (RAG)

LA QAT ChICKY, LLM TR, LARZAOEREIIZ, NL—Z2TF—2Y—AD
AEBICHBDEETERT—RY—ANSBEIET, fIAE, RAGETFTIICKL 2T, EHBOT
LYIR—ARERAARLAT—BEOEIVTAY VREZRTTERZR/NIHYET, MICO
WTEE., "RAG (BFILRER) ERFATTA?, ZZRBLTSEZL,

az

\ll

H—7—
EHNIC—ILY MEBZEHL T, REENTABRICT IV ERAT20Z2L)REICTHT
DtZo

TEIIOT U A% (RCAC)

TOEAL—INFERENZ, EXNTEREAZ SQL RIROEA. RCAC KITHERESINADIT
BRENATVERT,

72


https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

RPO

"EREIHER) 2ZRLTSEE,
RTO

FEEZEEIHRER) 22BLTSEETL,
STV

REDRAVZRTIZ OV EZFHELEARLEhE—EDOFIE. ChSEEE. I
T—ROFVRERERPFIEZEENIDLOICEBEETIATVET,

S

SAML 2.0

Z2<OID7ONAEZ— (dP) FERALTVRA—T VAR VA —R, COMEEZFERATI L,
TIFL—FTA4YRIVIINTFAUF (SSO) NFEMICHED D, I—HF—REBROIANT
NDI1—H—% IAM TERLAELSTE, AWSY RIS X R NOVY=)LicATd4 > Lk AWS .,
API ARL =23V ZHUOHTCENTEET, SAML2O0R—ANDT7 I FL—> 3> OFMIC
DVTE, IAM RFIXDRD TSAML2OAR—ANT7 IFL—23aIloWT, #88BLTL
EEW,

SCADA

FTERFIHE T—2EE, 22RLTSEEL,
SCP

T—EZRO—I)LR)— ) ZSRLTLSEEV,
>—2JLvY bk

EE{tE N THRET S AWS Secrets Manager/V AT — R 1 —H—5REHE#H S £ DHZR
BRELEHRNERER, >— VLY MEETOXERTF—ZTEBRENET, >—UL Y MEIC
F. NAMFU, 1 20XFH, BRONFIEZEETEET., FMICDVWTIE. Secrets Manager
RF 21X NO TSecrets Manager >—2J L Y NOBE,; 2SBL T EE L,

EFIUFANATFHAY

ARZ7OEALBZBEL TEFIVTAHNERBENTVBR I ATAIVZZTUJOT 70—
Fo

S 73


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

X2V F4220O-)

BRT7IVZ—I&BDEF1UTARBUEOERAZL, BY, BRIZLO0, HMTLEELE
BEFOH—RL—II, EF2VF O NO-LICE., EC4D20BENFHYVET, 4 D&
. FBh. BE., LARST, 707905747 TT,

¥ 117 181t

TRYIVG—TIAZROTHEBEANOMMEZTOZ7OLR, COTORALR. FEICHE2IZ
)Y —ADHIER, BNMHEERNETDEFIVTAORARNTZITAADRE, RET77 M)
NOFESZBEOEML, EV2LETI2aVHFEENATVET,

Security Information and Event Management (SIEM) > A7 A

EtFIVTABEREE (SIM) EEFIUTF A ARV NERE (SEM) DY ATLEZBRZEDE Y —
LEeEH—ER, SIEM AT AR, Y—N—, XY RNT—=D, FNA1 A, TOMHY—AHLS5T—
REPRE, EZRVT, LT, BRERXEF1UT1ERZREL. PT7—FERELE
£

EFIVTALARYAOBEEL

EFIVFTAARMNOBELARCAFTEFEEBEEZENEL T, BEREES IOV
ShEanizT7o>3a>, chsOEBER, EF1VTAORARNTSIVTAAZRETDIOIC
B ORIME SR AWS EF1UF 4O RO—LE LTHELET, HEL AR
AT7023a>oflE. VPCEF1UTATI—TDEE, AmazonEC2 1 VAR AND/\Y
FHER., RAEBBROEHFEEN BYET,

H—N—AlOES1

EEXT,. ThAWS OHY—ER Z2Z(TES ICRDTF—RXOEE{t.
H—E R hO—JLK > — (SCP)

AWS OrganizationsD#EBEAD, IXTOT AV NOT IV EAFTZ—TWICEE TSR

2—, SCP &, BEBEN I—H—FLEO-INICEETHDTO>avIC, i—RL—IZzE&L

2V, To2avoFRZFRELIEZYLULET, SCPIF. FHUARNELRFERTVANELT, &

ARLEFELETDIH—ERARTIAVZEETIRICEATEERT, FMEICOVLWTE. AWS

Organizations RFIXhO "H—ERXAORO—I)ARD>—, ZZRLTLEZ,
H—EAI>Y RRSV K

DIVKRURAZ MO URLAWS DY —ER, 2—7Y NY—ERICTOJZLTERTSIC
k. IVRRA PN EFEALET, FHRAICOVTE, TAWS 2OUT 7LV AL O TAWS O
Y—EAIVRRA by Z2ZRBLTEEL,

S 74


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS REH 15> A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

B—EALRILTITU—X2 K (SLA)

B—EADTYTRALRNT #—XVABRE, TF-LFBERICEHEIZDENRLIEZEDZ
BARLEEEE,

H—ERALARLA ST —& (SLI)
TIS—%&, FAM. AL—TYREW2 1, H—ER/NT #—X 2 AADIEE,
H—E AL AJLBAE (SLO)
H—ERALARLA U IT—RIC&>TRAEEN, Y—ERADREERTZ—TY RXRNUS R,
EAREEFI

DZ9ROEFIVFAEOAVTIATAAWS IZOVWT ER-RETHEXZHATSET /.
AWS B U5 RDEFIUF A EBLLETH, BISTROEFIUTAEBELET, &
MCOVWTRE, TEEHREETIL. 28RLTEZ L,

SIEM

FSecurity Information and Event Management A7 A1 ZZBL T EE ),
B —[EEL (SPOF)

BEODT7VT—>3 2 BRIBPE-—OEERIVR—IXVNTREL, JATLAEBICXE
ZELITUREMEDOHIESE,
SLA

TH—EALRILTIT) =X b, ZBRLTLSEZ L,
SLI

TH—EALRILADT—5, 2BRLTSEEL,
SLO

TH—EALARLOEE, #8BLTLEEL,
Z7UY KNPV RY—REF)L

EAFAE—32T7OAVIIRNORT VT EMEDI=HDNE—2, FilgecRRY ) —
ANERENDE, A7 F—LRBREATHLVRBRF—LAZERLET. chiZiY), &
BEROEBOREDET—EADILER, FROYN—OEEMHO@MLE, AREA /R—2320H
R—RNIRUBET, FHICOVTRE., TAWS OTIURTOTF IV T30 2EFSFTA4XT
PIHOBRENT7O0—F1 22BLTSEZL,



https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

SPOF

B —EESL ZZRLTSEET W,

AZ—AF—X
T—ENR—ADmEKBEZERL, 1 DOREVWTFIRT— 7)LL_I\7/‘U"7/3/T 2F
ERREF—RFREFEN, 1 DUEONEVTFAXD 23V T—TICTF—2BENIREFE

Y. COBER, T—FVITNDARPEDRAA VTV IV AZARETD LS LR
nTVET,

strangler fig /N\&X—2>/

LAY —2ATALNRLEENDET, DATLMEZERBENICEENATEEMADZLICK
W, BE/VDYIDATLAZERSFTAXTBT7O0-F. CONEZ—2 R, BEOEKAHISIEZE
BRREE, BRNICZTOBEZERIAA, BEILEH 2 TRDZAFZIDOI2E2HZTVET,
TONE—2, BE/VIYVIIRTLREERADEED IRV EEET S 54 LT Martin
Fowler ICRVWEBENELL, CONE—2OBRFZEOHICOVTIEK, "7 7F & Amazon
AP| Gateway Z L T, #£3X® Microsoft ASP.NET (ASMX) VI 7 H—E A ZERENICER T
AX, BBRBLTLEEL,

BTy KN

VPCADIP 7 RLADERE, Y7XY KK, 1 DOTFRAFEVTF A=V —VICEETIHE
FHYWET,

EER B & 7 — X ES (SCADA)
HEDPFICSEWT, \—RIITEVINIVITZERALTYETEY NeXRFERAZETEZXY
OB AT b

KPS S 1L

—2OESILEESCRALF—EEATIBESILOTILIVX LA,
’éﬁkv_ﬁ\l\
A—Y—cn®YRWZ>I21L—MLT, BZYEBEZRELEY, NTF—XVAZE

“RTLIEYTBRET, DATLZTAMUET, Amazon CloudWatch Synthetics Z {#
A¥%&E, COLETARMNEZERTERT,

SATLZ7OYT N

OAVTFAR BR, HARFAOBEZRTLT, LM CBEEZETRTZFE. ATAL7O
7 RNE, AVTFARZERELT, I—H—ERVYRYTRIL-IILEBITEIDOICERATT,



https://martinfowler.com/bliki/StranglerFigApplication.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

27

AWS VY —RAZBEIRILODARTF—RELTHETEIF—EEORT, 2T, VY—R
DEME, &l BE, BRE, 71N RVTICRIEET, FMAICOVTE, TAWS DY —R
DEITHT 2ZRLTLSEE W,

2—7Y NEW

EBCNIBHZFETESERN FRALISELTVRE, chid, BREBOCEEELET,
PIZIE, HERETE., 2—T7Y NEBNRMORMTHDARMEAN B XTI,
RAVIJAN

ZOTVOORTRAZEHRTHLEHICERAENDY -, FRAVVANCIE, ZVTY 0%
BELRTIDHBEDHD —MBABCRATIDVAREBEATVET, BF—RHUBEZATICE, #
EFFERRE. IEE. EHFRANISETNATLERT,

TANRER

"RIE, BSBLTLKEEV,
NL—Z=24

BEROBHZEETINCEEIZT—RZRHETZ L, NL-Z2VIJF—RICBEELVWER
AEENTLVRRBENHVET, FRTILIVALBRANT—EEHER—TY N (BEENF
ALEVWER) ICNYEYTIRDRNL—Z2TF—RONE—2ZELET, ChsoNE—
VEFVYTTFYIDEBEBRETINEHALET, TLT, SERIEBRFEBET N EZEAL

T Z=TYRFDASBVWHLVWTF—ZTE—T Y N ETRTEXRY,

NSOV NTF—RNDIA
VPC EAVTLIAZRY ND— VR MBEEKRITHLEOICEATES, XY NT—O0OFH#/N\T,

FMICOVTIE, AWS Transit Gateway RFIX KD "RV RNT—RDVIAER, 25
BLTLSEZL,

NZ2OR=-ADT—070—

FROY N~ 7 5> FTREEO—NILEEL RLTTFARNL, TOEBEEX(2T 5>
FIR—ITBTTO—F. XMVT U FRTO%, WRBE, FABNRE. FERBECAD
t TIERBEE hET,

T 77


https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

BFEENETIOEA

I1—H—IZ81 2 T AWS Organizations 8L TFZDT AT NTHBATR AV ZXRTITS -
HIEELEY—ERICT VAT EZNFELEFT, FHEY—ERR., Y—ERICV>Y
ENEO-NEBEBREEZCET AV NIHERL, I—F—CRDOTEBRAIVZRITLE
Fo FFMICOVWTR, RFI1 X2 KD "Using AWS Organizations with other AWS services AWS
Organizations J ZZBL T &L\,

Fai——_2

BRFBTTIIOBEZOLEEZ O, 8FERONL—Z2VIJ70CAOAEZZEET S,
BIZE., BEBRAIEHMEBETILENL—Z200331CR1. IRILAFTFEY hZERL, TR
ZEMLET, ChSNDATY T %, BBRDIRETEHERYEL T, EFLZHZEILLET,

Y—EHF—L

2HOEYZDHTERADENTEDSSVWNER DevOps F—Lo V—EHFF—LORET
., VZRDJIT7RRICETZATRL -3V ICREZSHLNIEBRENAET,

U
TREEM

FARMEEETI)IOCEMZBESARMUN HD, TER, T, LRI RAOEREZET
B, THREMICE, RD2 2024 THFHYET., RERNTEREMERE, Ronk, T2k
T—RIZLOTEIERBIEN, ABNTHEEL ., T—FEBO /A XET VAL EICELST
SIERBIENET, FMICOVWTR, REFEATLALS T2 THEMOEENT A RESR
LTL<EZW,

RKAMBEERARD

ANE—DUT7F4200EFEN, T3> 0EKEERICEMSERSYN, I RI1I—H—
CEENGZMEZELSESBA LY, RELOBUEZELESLEY LBEWVEETT ., K21k
BRAAIOBEL T, FAE. XTFAR, FYNITATSUOZUTRBRENHYYET,

LVERE

"RIE, Z2RBLTSEEL,

u 78


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

NE1—Z2Y
ARNL—CEBRBLTNIA—Y U AEMLEERBEDIC, EATHBICIU—2TYTERT
5F—BAR—AD XY TF > ARk,

N—a>arho-)

VRS KNUADOY—AODA—RAOEERE, ZEEZEHITZ7OEAEY -,
VPCET VY
TZAR—=KNIPTRLAZEALTRZ 74V IZIL—FT 12T TESD, 220 VPC BN

fro FEMIICOWVWTIE, Amazon VPC RFIX RO TVPCETH#EEL X, 2B LTLKEE
Wo

fle 551

SATLOEFIVTAZBAIVINIITEREF/N—RITTORME,

W
DA—LFrYYv1

BEILTVEATNZEHOBET—FEZSCNYTIFHYY2 1, F—ER-AL VARV A
BNYTF7XYY2ARS, XAVAFTVFRLEGTARAIVNSIUEEVERTHRARY 2175
CENTERT,

VA—LT—3
FORABEOEVWT—F, COBENT—2%20TVI25E. BREREEICEVWIIVUTE
BEHV XA,

PR )
BEOLI-RICASHAOETHEEL TWATOTIL—TICHEZRTIS SQL Bk, V1>
kOB, BBFHZAELLY, BECTOMMUEICEIVTHOTOEICTIEATS
EVWRLERRAVDRBIZRIEET,

7—270—R

ESRAMEZELESTIVY—AREO—R @EEAFT7VTr—>32» Ny I R7OEA
B E) DHEEFR,



https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS REH A A2 A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

D—D0ARNI—A

BENDZAVEY NeBETRIBIT7OSIIONNOBEIIL—T . ED—VANI—LRMY
LTVERIAN, 7O I MNAOMBOT—T AN —LZHR—RLTVET, L&A, R—
N72VFAT—=DVANI—LR, P7VT—232 0BEIBNMNS T, VI—T5HE, $LUBT
XBF—ZOREEBVHLEXT, R—RT7AUFD—IVARN)—LR., ChESORBEBITT—
DANJ—=LTRRAL, Y—N—&TF7VT—232BITLET,

WORM

"Write-Once-Read-Many; ZZB L T &V,
WQF

FAWS D—J0—REBRTL—LT—D1 ZZRLTLEZY
Write-Once-Read-Many (WORM)

T—R2Z2 1HOKAEERAEIET, F—2DHIRPEEZB<SANL—JETF I, ERFKI—
H—GF, BEBQORLETT—RE2HAIMBICENTERIN, EEITR LR TEXREA. 2D
F—BANL—PAVTZARTIOF YR, AS1— 3T ERBENET,

Z

tOF4IVA70OA4 b

POF/BBEHEEERLERE (—BHICIILITTICED),
BOF A REEH

KRB ATALETBDRERORMELEIEEM. BRT IR, COLSXHEHELEZFA
LTSATLZREIZARMIBNET, ARER, F<HBOBRTHRBEICKNERT,

tO>ay k7027 K
LLM ICR RV EFTOFIERRRT DA, RIOHA RELTRIOH (3 v ) FERLAL
ke LLIM I, BRINL—Z2VZADHAEBEZEAL TRAVZREBITILENHYYET, €O
Ay NTOVT hOBMMER, ZATOEMESETOVTRNORELCL>TEBYET, "#
YAV RTOYT R E8BZRULTLSEE,

JoETTITr—>3>

T CPU B RV XEVEARN 5% REOT 7V r—>3>, BEI7O02T7KTR,. Chs
DTF7TIVTr—23a2ZRLETEION—BRHNTT,

z 80



AWS REH 15> A Terraform OB % AWS CDK & & UF AWS CloudFormation T+ A
N=RhBEEFOHA XA

BREEBBRICL)RETATVER T, BREETAECBRANBERFROBTHEE, T —RELEF
BErX®256a. RERIFIBELET.

Ixxxi



	AWS 規範ガイダンス
	Table of Contents
	Terraform の開始方法: AWS CDK と AWS CloudFormation の専門家向けのガイダンス
	CloudFormation と Terraform の用語

	Terraform リソースについて
	Terraform プロバイダーについて
	Terraform エイリアスの使用

	Terraform モジュールについて
	モジュールを呼び出す
	ルートモジュール

	Terraform の状態とバックエンドについて
	Terraform データソースについて
	Terraform 変数、ローカル値、出力について
	[変数]
	ローカル値
	出力値

	Terraform 関数、式、メタ引数について
	関数
	表現
	メタ引数

	よくある質問
	CloudFormation の代わりに Terraform をいつ使用すべきですか?
	CloudFormation AWS CDK の代わりに をいつ使用すべきですか?
	Terraform 設定 AWS CDK を生成する のようなツールはありますか?
	Terraform の詳細については、どうすればよいですか?

	関連リソース
	AWS ドキュメント
	その他のリソース

	付録: Terraform 属性アクセスの例
	[リソース]
	データソース
	モジュール
	変数
	ローカル

	ドキュメント履歴
	AWS 規範ガイダンスの用語集
	数字
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

