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« Ubuntu 12.04, 14.04, 16.04, 18.04, 20.04
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Dr—>a>0fEXEOMOEBERATILIZ—0 AMIN—2 3> 2FRAT 2560, OALI2—
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Amazon EC2 A1 VARV AELTF 7O/ WAL O9ZA—IH 1>
1295

Amazon EC2 1 AR A& L TF 7' O4 & h /= Strategy Recommendations Collector (244 >
VIBICE

« SSHIZAT7VRhEFERALTIAL IV E—ICERTZEEE. ROON REFEALEY,

ssh -i "Keyname.pem" ec2-user@CollectorIPAddress

Keyname.pem l&., Amazon EC2 1 VARV AZL UV X— AMI A SEBLIZEZICERE N
7:703’(/\‘_#4:_-6‘3-0

AT Y 7 4: Strategy Recommendations AL V&% —%& &Y N7 v/

93

cOtPU>3a>T, collector setup ANV RT 42N RZEMFEHL T Migration Hub
Strategy Recommendations 7 7’V —2 3> F—R AL VX —&EBRETSHEICOVWTHAL X
T chsOBEREFO—HDILICREFEENET,

collector setup AN RZFEATBHIC. AT D docker exec AN RZEFEALTIOL Y
X—@ Docker AT F—ICbash > Tty a>aERTIHSEN HYET,

docker exec -it application-data-collector bash

collector setup ANV REUATOOANY RZINTELZL TEITLETH, ERICRKRTTSC
EETEFET,

e collector setup --aws-configurations —AWS EEZtEY NT7YTLET,

« collector setup --vcenter-configurations —vCenterf&EZtY N7Y7LET,

(® Note

vCenter MEREIX, L VX —H vCenter TRARENTWVWRBEAICOMKMEATEE
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« collector setup --remote-server-configurations —UE—KH—N—FEEZEY L
TY7TULET,

- collector setup --version-control-configurations —/\—2a>EBEREZEY K
TY7ULEY,

IAXRNTCOOL IV R—REEZRBICEY NTYTTBICE

1. ROOAX RZAALET,

collector setup

T OBRPILK>T, AWSHREDHEREADLETAWS BEZLY KT VT T,

3. VvCenterFFEZLY N7 Y795 OFAICH>T, vCenter BEDIFHRZANLET,

4. VE—RY—N—REZEYRNTYTTD OHBIZE2T, VE—FMNF—N—REOEHREA
HLETD,

5. N=2a EBHEELYRNTYTTD OFBAICHK T, N—2a EBREDERZADL

79,

6. JE—NK Windows H—/N\—& Linux H—N—%&ZF—XWNERICERBLET., OERICHE>
T. Windows 4 —/N& Linux H—/N\—Z2L 92 —F—2WNERAICEBLET,

N

AMWS BEELEYRNTYTT3

AWS SREZRET S ICIE, collector setup ON > REKIF collector setup --aws-
configurations ANV REFEALET,

1. TIAMERZRELELEZA .0 EVSERBIC, TRV, 2BKTS 'Y, ZADLET,
ChSDOT VAR &, Strategy Recommendations M 1 —H—&E&E OFJEICHE> T
AWSMigrationHubStrategyCollector NEF— RARUD—ZFEALTIALIVE—ICT7 0
ATD1—H—ZERLELEEICRELET.

2. TIOFECHL2T, ALIVE—ICT7I7EATREHICERL - —ZFHDAWS THTY
NOTOEAF—ED—UL Y NF—% AH L KT Strategy Recommendations O 1 —H—&1&
&l

3. V—23>zAHBLET (Hl: us-west-2), Strategy Recommendations AERATS1)—2 3
NS, Z=RIZE2 V=23 EBRLET, chso)—23>0)ANIDVWTIE.
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4. TOLYVR—BEOXRNIYVEBITNTEBRY—EACTYZ7O-RLETH?, EVWSER
. TRV ZEBKRTSD "Y, ZAALET. XMUTRABERIE, BB YR—KN AWS ZE{#H
FTRIDICRIUEFRT,

5. TOLY&—BEEOJZIAIL—23a2NTARNTSTO—H—ERALTY7O—RLET
A2 EVSEEIC, TRV, Z2BKRTS 'Y, EADLET, OTHSOBERE. EUEY
R—KNAWS ZRETIDICRIEKT,

ROBIE, AWSREDI NUDFlZED, RRENBDHNBFZRLTVET,

Have you setup IAM permissions in you AWS account as per the user guide? [Y/N]: Y
Choose one of the following options for providing user credentials:

1. Long term AWS credentials

2. Temporary AWS credentials

Enter your options [1-2]: 2

AWS session token:

AWS access key ID [None]:

AWS secret access Key [None]:

AWS region name [us-west-2]:

AWS configurations are saved successfully

Upload collector related metrics to migration hub strategy service? By default
collector will upload metrics. [Y/N]: Y

Upload collector related logs to migration hub strategy service? By default collector
will upload logs. [Y/N]: Y

Application data collector configurations are saved successfully

Start registering application data collector

Application data collector is registered successfully.

vCenter 58 EZ2tY N7 Y7 ¥ 5
collector setup OV R&E(F collector setup --vcenter-configurations Y R

EFEATBHIEEIC vCenter BREEY KT Y 79I ICIE:

1. VMware vCenter SR5IEHRZFEA L THRIELET B ESIE. "VMware vCenter FRiEIEHREFHL T
FELLETA?2, EVSERBIC "TEVW, Z2EKRTS 'Y, ZAHLET,

vCenter D FRTE 19
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® Note

VMware vCenter 52iE1EsRZFEH L TEREALT D (ICIE. VMware Y — LA R —5' Y N —
N=ICAAN=ILENTVEIRENHV)ET,

RANURLZADLET, Chik vCenteriP 7PRLAEFEIF URLDESESTENETVEE
Ao RIZ. VMware vCenter ® 1—H—8& & NAT—R ZAHLET,

2. Windows H—/\—%RETDHESE. "VMware vCenter IZk > TEEE h TV Windows T
URBYETHA?2 EVDERBIC TRV, 28T 'Y, ZEAHLET,

Windows @O 1—H¥—8E/NAD—REZADLET,

(® Note
BV D Windows IJE— M H—/V—2" Active Directory RXAIZEL TLW% 15
&, CLIZEALTUE—PMIF—N—0DOREZITOIRICE., 1—H¥HE%Z domain-
name\username E L TANTIRUEN HYWET, EEAEE., RXLA OB
exampledomain T, 1—H%—EAEEBEDHEE. CLICANTE1I—H—FE
exampledomain\Administrator ([C%& V) & T,

3. Linux H—/\—%EBETHEEE. "VMware vCenter ZFH TS Linux DEY N7y 7&ZLZE
IH? QBB TEV, Z2EKTS 'Y, ZAHNLET,

Linux A1 —HY—ZX—LENAD—RZAHDLET,

4. vCenter MADH—N—O V) E—R Y —N—FRIBEREREITSHESE. "Windows Tl
NTLM ZfEA L. LinuxTl&k SSH/Cert X—RAZ A L T vCenter AZBDO H—/N—DFRELEHRZ
RELETHA?2) EVSERBIC, "EVW, Z2EKTS 'Y, ZAHLET,

5. vCenter DAFT TEEE hTWS Windows Y <> OFRREE#/RA". vCenter Windows X DFR
AHMEHREEK THEEICRBENEFRIMERERBUTHNIEF, "vCenter DY N7 Y THICHE
ALEEOERU Windows FREFEHREZFEALEITHA?2 EVSEBIC TEV, ZEKTS Y,
ZEAALET, ThUADOFEEREK., "VWWA, B#EKTS "Ny ZAHLET,

"FEW, ZEKRTS Y, £BEADE, ROEBFRFENETT,
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a. "Windows H—/N—&OHKAOXMFEHRIC, AL I EZ—HFI1—H—ICKH>TH—/V—3LH
EZZTANTO-NDNERFLTERESYEEAN?, EVSERBIC TRV, ZEKT
'Y, ZAHBLET,
b. SSHRMZFRETRESR., "F7>a 22 AHLTLKEEVN) OBBIC "1, ZAHLE
9,

SSHRRAZEAT2BERE. ERENI-F—FAFEHREZ Linux Y —N—CIE—F2HE
FHYVET, FHRICODVTR, "Linux T —N—TOF—X—AFALZ LY NT YT TS
ZZRLTLSEEL,

RXDBIE., VMware vCenter BRED ALl ZEDH, XRRENDHANBZRLTVET,

Your Linux remote server configurations are saved successfully.

collector setup —vcenter-configurations

Start setting up vCenter configurations for remote execution

Note: Authenticating using VMware vCenter credentials requires VMware tools to be
installed on the target servers

Would you like to authenticate using VMware vCenter credentials? [Y/N]: y

NOTE: Your vSphere user must have Guest Operations privileges enabled.

Host Url for VMware vCenter: domain-name

Username for VMware vCenter: username

Password for VMware vCenter: password

Reenter password for VMware vCenter: password

Successfully stored vCenter credentials...

Do you have Windows machines managed by VMware vCenter? [Y/N]: y

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for Windows (Domain\User): username

Password for Windows: password

Reenter password for Windows: password

Successfully stored windows credentials...

You can verify your setup for vCenter windows machines is correct with "collector diag-
check"

Do you have Linux machines managed by VMWare vCenter? [Y/N]: y

Username for Linux: username

Password for Linux: password

Reenter password for Linux: password
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Successfully stored linux credentials...

You can verify your setup for vCenter linux machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using NTLM for
windows and SSH/Cert based for Linux? [Y/N]: y

Setting up target server for remote execution:

Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: vy

Would you like to use the same Windows credentials used during vCenter setup? [Y/N]: y

Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: y

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/
application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

You can verify your setup for remote windows machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: vy

Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

Would you like to use the same Linux credentials used during vCenter setup? [Y/N]: vy

Generating SSH key on this machine...

Successfully generated SSH key pair

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/
id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

You can verify your setup for remote linux machines is correct with "collector diag-
check

E—RNY—N—RBEZEYNTY TSI

collector setup OV R&E(F collector setup --remote-server-configurations

ARV RZFEATRIEELCVE— M —N—REZELYNTYTITBRICE:

DE—RMY—/N—FE
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1.

Windows H—/N\—%EETHHESE. "Windows B NLTM =B L T vCenter TEEZ T\
BV —N—0ORERZEY NTYZTLEIHN?2 EVSERBIC TEVW, 2EKTS Y, %
ABLET,

WinRM AQ[1—Y—F—L] E [NAT—R]ZAHLET,

® Note

BV D Windows IJE— M —/V—2" Active Directory RXAIZEL TLW3 15
&, CLLZEALTUE—PM—N—OREZTOIBRICE., I—HE%Z domain-
name\username E L TANTIRBEN HYWET, EEAE., RXA OB
exampledomain T, 1—H%—EAEBEDHEES. CLICANTE1I—H—FE
exampledomain\Administrator (% V) E T,

"Windows H—/N—&DOHKAOXFEFIC, AL IV Z—HFI1—H—ICKRb>TH—-/N—FHE
ZZFANTO—ANICKRFLTEEEDYEEAN? EVSERBIC TREV, ZEKTS
'Y, ZABULET, Windows H—/N—FEBAEEF T4 L U MY /opt/amazon/application-
data-collector/remote-auth/windows/certs ICREFEEhE T,

ERE i —/N—fRiE#H%Z Windows —/N—ICJE—F2MBEBEHNFHYET, FMICOVWT
&. "Windows 5 —"N\—TUE—rY—N—8ERZLYNT YT T2, ZSRBLTLIEE,
Linux Y —/N—%3RET2HEE,. "SSH £ik Cert Z2FEHTS Linux DEY RTYT2ZLZE
IHA? OEMIC, "EFEV, BEKTD Y, EAHLET,

SSH *F—AR—ANFFMZHRETREGWRE. "F72a>ZADLTLEEZV,, OERBIC "1, %
ABLET,

SSH wunﬁﬁﬁﬁﬁﬁéi%éu giﬁké 1’”1# wunIEriiﬁE LanX-U- /\_L-:”: ?%%E/I"Zﬁ
WET, HHICOVWTE., "Linux 5 —/N—TOF —X—ARiAZzELY N7V TT%, 258RL
TLEE,

AABENR—ADRAZRET D HEER. "A7232ZAHLTLKEZV, OEBIC "2, Z2A
HALET,

AAENR—ADOFANEEICETHIFHFMEOWVWTE, Linux T—/N\—TOIEHER—ADFE
Y RTYT7T 3%, BBRLTLSEEL,

ROBIE, VE—RY—N—REDALHZEH, RFENBIABZEZRLTLVET,
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Setting up target server for remote execution
Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: y

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for WinRM (Domain\User): username

Password for WinRM: password

Reenter password for WinRM: password

Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: Y

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/
application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: Y

Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

User name for remote server: username

Generating SSH key on this machine...

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/

id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

Your Linux remote server configurations are saved successfully.

N—=2a2EBREEEYNTYT IS

collector setup OV R&E(k collector setup --version-control-
configurations ANV REFHAITZ EEICN—2a> >0 NO-ILUREEEY NTYTTBICIE

1. TY—=RO—REZMOEY RNTYTZLETA?, EVWSEBIC, "RV, Z2EKID 'Y, %
ABLERT,

N—=2a > EBORE
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2. GitH—N—ODOIVRRAVKRNERETDHERRF. "F72322ABLTLKEEZV OEBIC
"M, ZABLERT,

GIT H—/N—I> RKRA> M& L T github.com EABLET,
3. GitHub Enterprise Server ZE88EL VS, TA723a 22 AALTLKEEZV, OERBIC T2,
ZABDLET,

RDOKRSIZ, https:// ZRFFICIVER—TSA X IVRRANEAILET, GIT H—/\—
I RRA > M. git-enterprise-endpoint

4. Git ##HHHHHAHBRBHBRRRALLALS

5. "™Windows X THOMINE csharp VAR NUIEHYWETH?2, EVSEBICC#I—R%E
PHITREBE. "BV EEKTD 'YL EALLET,

(® Note

Porting Assistant for NET [CE8F 2L OX>F—>3> 0O NETURS NUZEDHTS
(2. Porting Assistant for NET BHFHEY — LAY N7 Y 7°& 1 fz Windows X2
ZRETDIHENHVYYET, FHMICOWTIE. MPorting Assistant for NET 1—H'—7
4 R, ® TPorting Assistant for NET 2B 92, Z2BL TS &L,

6. O TERED Windows FBAIEHREZBNALEIAN?) EVOEBDKESE, CHY—
Ad—REHA® Windows Y= > #, --remote-server-configurations &7l --
vcenter-configurations Oty N7 Y ZRICHFICIRE L -RAERE B UREERZE
ALTLVSEER., TRV, 2EKTS 'Y, ZASLET,

FLUVERREIEHRE AL TSDEEE. "VWA, OBEEF "Ny ZAHLET,

7. VMware vCenter Windows Y2 > OFRIIERZFEA T S ICIE. Windows FRIAEERD XD A7
2a>oOWThhZBIRLTLKEEWIC T, ZAHLET,

8. Windows XD IP7RLAZAALET,

ROBIE, N—2a>EHBEREOINIOHZED, RRENDABRERLTVET,

Set up for source code analysis [Y/N]: vy

Choose one of the following options for version control type:
1. GIT

2. GIT Enterprise

3. Azure DevOps - Git

N—=2 3 EBORE 25
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Enter your options [1-3]: 3

Your server endpoint: dev.azure.com (http://dev.azure.com/)

Your DevOps Organization name: <Your organization name>

Personal access token [None]:

Your version control credentials are saved successfully.

Do you have any csharp repositories that should be analyzed on a windows machine? [Y/
N]: vy

Would you like to reuse existing windows credentials on this machine? [Y/N]: vy
Choose one of the following options for windows credentials:

1. VMWare vCenter Windows Machine

2. Standard Windows Machine

Enter your options [1-2]:

1

Windows machine IP Address: <Your windows machine IP address>

Using VMWare vCenter Windows Machine credentials

Successfully stored windows server credentials...

1) E— BN Windows H—/Y—¢& Linux Y—/\N\—%Z2F— X IREARICEHERL E
9o

® Note

vCenter 5215k % £ H L T Strategy Recommendations 77U —>3a>F—&2L 7
R—HRBRETIHE. COFIERFIXEHYEEA.

DE—RMH—/N\—0DOF&ER. collector setup command £7=(k collector setup --
remote-server-configurations AN RZFEAL TVWBIFEIF. Strategy Recommendations
T70r5r—>3>0F—XAL IV Z—HFIVE—RNF—N—DS5TF—RZPRETEDLSICVE—b
H—N—ZEBFITIHENHBVET,

® Note

T75AR—=KNIP7RLAZFERALTH—N—ICT IO EATEDZ L EEBITHIHEN HYE
To AWS UE—RETNDLEHIC T Virtual Private Cloud (VPC) Z/ L TIREZRET S A
EOFMIC DOV T, Amazon Virtual Private Cloud 1—H—H4 Ry Z2ZRBL T EE L,

I)E—RK Linux Y—N—%%#{ETBICE. "TUE—HN LnuxH—N—%%ELET, - 25RLTL
EEW,

UE—NF—/N—%7— 2 INEACERBLET, =


https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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I)E— b Windows ¥ —/N—Z %32 ClEk. "Windows ¥—/N—TUE—-—rH—-—/N\—ERZELY b
TYv73%, 23RLTSEEL,

)E—NB Linux Y —"N—Z%{EL £,
Linux H—/N—TOF—R—ARifx2z Y N7V TTB

)E— MY —=/N—0OFRERIC Linux I SSH F—XR—ARIZRET S5 EE. Strategy
Recommendations 7 7’V —> 3> F—R2 QL IR —NFTF—RENETED&LSIC, U TOFIE%R
EITLTH—N—LTF—R—ARAZRETIVLEN BV KT,

Linux Y —N—TF—R—ARBZ LY NT7YT7T3I_IE

1. id_rsa_assessment.pub EVWS BRI TERE N ELNHEZ, AT FTHRAORO 7 2 I)INE—H 5T
E—ULFY,

/opt/amazon/application-data-collector/remote-auth/linux/keys.

2. ABE—ULELARZINTOUE—RIZ >0 $HOME/ . ssh/authorized_keys 7 7 1 JLIC
EBMULET, FATEBR T 7ZAINFBWVESE, touch £ vim O REFEHAL TERL
F£9,

3. VE—RNY—N—DOFR—LT7FAINEF—DOTIOEAFALARI 755 LT THDE=2EELTL
EEW, 777 TRVWEES, BELEH A, chmod OX > REGFEAHALTT7 VAT =2 4RTE
x£9,

Linux H—/\N—TOAER—ADORIAE LY NTY T TS

DE—M Y —/N—OFEERIC Linux ICFEBAER—ARIZRET HHF S, Strategy
Recommendations 7 7T —2 3> F—R AL VR —NTF—R2ZRNETEHLSIC, LTOFIEE
RITTRIHLENHYET,

BEIZ Certificate Authority (CA) A7 77— a > H—N—ICBREST N TVWBREER., C0F7> 3
CEBEOLET,

Linux —/N—TIEABR—ADRIAZ Y NTYTITBICE

1. IXNTOVE-—MF—N—THEIZI—HY—FZIE—LET,
2. ALYV 2—0rFH#%Z CAIZIE—LZET,

AL 2—ORRBEXDEMICH) KT,

UE—NF—/N—%7— 2 INEACERBLET, =



Migration Hub Strategy O #t3€Z%E18

Q—H—H1 K

4.

/opt/amazon/application-data-collector/remote-auth/linux/keys/id_rsa_assessment.pub

AAEZERTDICE. COREEZ CAICEMTISENBY XTI,
BOATY 7 TERENEARAEZIL VX—HNOROEMICIE—LET,

/opt/amazon/application-data-collector/remote-auth/linux/keys

SEFAE DB BT IE id_rsa_assessment-cert.pub THEHEN HVET,
Y RNTYTOFIETIARET7 7AMILBZEELET,

Windows 4 —/\N\—TUE—R NG —N—8BRELY NT YT T

AL O9Z—0EY RTYTTUE—N Y —N—BREBH TS & EIZ Windows DY KTV T ZE
RU =3/ E k. Strategy Recommendations " F— X ZRETEBD RS RO FIEZERTTHIHLEN
HV)ET,

® VE—RY—N—TRETENB PowerShell AV U7 ~NOFMIIOVTIF, COXEEHH:

AL EEL,

DAYV T NE PowerShell JE—RZB#ICL, XD I—MAADITANT
DRI S EZEE/IMICLET . <Nk Windows NT LAN Manager (NTLM) (CEA &

1. "AllowUnencrypted" WSMman 7’0 k)L % false ICEREL T, FIL<ERE U A
T—HFESENLERNTTAVIDREZHFTERSICLET, Microsoft AMEHL TV
A1) 7 N New-SelfSignedCertificateEx.psl AL T, BEERUMHEEERL
X7,

HTTP UAF—%% D WSMan 4 > AR > Ak, BEFED HTTPS URF—& & & IZHIBRE h
T, RIC. FULWHTTPS URFT—ZERLET, £, TCPR—K 5986 DA > /\T>
RZFPATIA=ILIL—ILEERLET, ZREODATY T TR, WinRM H—E AN BEE
EhET,

Windows 2008 H—/N\—D U E— NEEIC LD T—RINEZEY NT YT TBICE

1.

H—N—CA2AR=ILENTVS PowerShell D/N—2 32 ZHFEITHICE. XOOANV R%E

FEALET,

$PSVersionTable

DE—RN—N—ZTF—2RERAICERBLET,
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2. PowerShell ®/N\—>3a>H 51 THEWEHEEWE. Microsoft RF2I XM "TWMF5.1 DA A
R—I)LEREL OFIBEICHE>TWMFS51 22X O0—RULTAVARM=ILET,

3. #LWPowerShell 74> RIOTXOIOX > REFEHL T, PowerShell 5.1 A1 AR—=I)L&h
TWBEZBELET,

$PSVersionTable

4. Windows 2012 AR TUE—MNERICK D T—FANERRET I HEEHRBATIROFIEICHEV
x99,

Windows 2012 ABBDH—/N—TUE—MNERICKDT—RXNEZ LY NT YT TBICE

1. RO URLASEREARVUINEAD>O—RLET,

https://application-data-collector-release.s3.us-west-2.amazonaws.com/scripts/WinRMSetup.ps1

2. JR® URL »"5 New-SelfSignedCertificateEx.psl Z& > O—RL, ¥ O—RULE
WinRMSetup.psl ERAU 7 A UNRIZAO VT N2 TET,

https://github.com/Azure/azure-libraries-for-net/blob/master/Samples/Asset/New-
SelfSignedCertificateEx.ps1

3. EYRNTZYTEETITRICEE, XU O—RL K PowerShell RV U NEFXTOT U —
2a P —N—TRITLET,

\WinRMSetup.psl

(® Note
Windows 'J E— MEE (WinRM) A" Windows J E— R —/N—TELLKBEE A TLVEVE
B, TOH—N—DS5F—RZPRELLSETRERRMLET, TOHFEEF. TOH—/N—
X TRAEAEZATTOROGHA SHIBRTIUEN HVET,
/opt/amazon/application-data-collector/remote-auth/windows/certs/ads - server-id.cer
AAEZHIBRE, T 2RETO LA BHAITENDETHEHELLEZL,

AL 22— —N—NTF—2PERICKREENTVR L Z2H#FETD

ROIXRT, ALV R—EH—N—HDTF—2PREALCELKRET N TVR L ZHFELET,



https://docs.microsoft.com/en-us/powershell/scripting/windows-powershell/wmf/setup/install-configure?view=powershell-7.1
https://docs.microsoft.com/en-us/powershell/scripting/windows-powershell/wmf/setup/install-configure?view=powershell-7.1
https://application-data-collector-release.s3.us-west-2.amazonaws.com/scripts/WinRMSetup.ps1
https://github.com/Azure/azure-libraries-for-net/blob/master/Samples/Asset/New-SelfSignedCertificateEx.ps1
https://github.com/Azure/azure-libraries-for-net/blob/master/Samples/Asset/New-SelfSignedCertificateEx.ps1
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collector diag-check

COONYREF, Y—N—BRICOVT—EOBMTFIY TV, FIVIICKRBLEEERER
ERRFLET,

ONVRZ -aE—RTHEATRE, FIYIDTETRIC DiagnosticCheckResult.txt 7 7 1 JLIZH 5
FRRENET,

collector diag-check -a

120 —N—OH—N—ERZE, TOFY—N—DIP7PRLAZFEALTZWHFIY ITEEXT,
ROBIE, ZBLEEY RTYTOMEZRLTVET,

[Linux ¥ —/\—]

Provide your test server IP address: IP address
Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded
Start checking permissions...
Permission Check succeeded
Start checking 0S version...
0S version check succeeded
Start checking Linux Bash installation...
Linux Bash installation check succeeded
All diagnostic checks complete successfully.
This server is correctly set up and ready for data collection.

Windows Server

Windows PowerShell Version Check succeeded
Provide your test server IP address: IP address

Start checking connectivity & credentials...

TFEPREOREEZHERT S 30
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Connectivity and Credential Checks succeeded

Start checking permissions...
Permission Check succeeded

Start checking 0S version...
0S version check succeeded

Start checking Windows architecture type...
Windows Architecture Type Check succeeded

All diagnostic checks complete successfully.
This server is correctly set up and ready for data collection.

ROBIE, VE—RS—N—DEBRBBAIEES> TVREEICRFTENDIIT AV E—IZRLT
WET,

Unable to authenticate the server credentials with IP address ${IPAddress}.
Ensure that your credentials are accurate and the server is configured correctly.
Use the following command to reset incorrect credentials.

collector setup —remote-server-configurations

AT Y 7 5: Migration Hub 1>Y — )L ® Strategy
Recommendations Z#ERA L TL X F—> 3> ZHEBT5

cOtU>3a> Tk, Migration Hub 1>V — )L ® Strategy Recommendations ZfEHA L TBITOL
AXF—=232 2O THEIBHFECODVTHBALET,

HEREHZMEIDICE

1. THERULEAWS THIORZEFEALT YA 42 AWS NI X MOV Y—)L UStrategy
Recommendations Wt Y K7 ¥ 7°, https://console.aws.amazon.com/migrationhub/ T
Migration Hub A2V —J)l2RHE X T,

2. Migraton Hub AV =IO FES =23 RAT, [ANTZTI—] ZBRLET,
3. [Migration Hub Strategy Recommendations] X—> T, [L X F—2 3> zZWE] 2 8RL &
9,

ATV 5 LOAXYF—2a v z2HE8T3 31
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4. Migration Hub A" —E AU V70— SLR) Z7 AT MU THERTZI E2HFTT
BPLEICRAETREER. [AETD] ZBIRLE T, SLR OFMIC OV TR, MStrategy
Recommendations DY —E AV OO0—)LZFEHT5 25RBL T EEL,

5. [T—&Y—AR%ZKE]

a. [F—2Y—ADREIR—ITE. HHTEH—/N\—OY—REUTOATY 3> H 5ER
TIRENHYET,

i.  Strategy Recommendations 7—2X L ¥ % — — Strategy Recommendations L ¥
2—%ZFEMAL T, VMware vCenter T/RARENTWS VM ICE T2 FEHZ BB ICE
BTEET, COATIIEFEATRE, BMOBREEZTOHERHYEEA,

i. FBAOR—DN—-—H—N=—CETTVTr—>a2ICBTRTF—2ZEBICHYALES
l&. Strategy Recommendations 1 > R— KT 7L —KEFEATEET, 12KR—b
TU7L—KEEJISON 774 T, VM ICEAS D RIATREBRBREANTEE T,

ii. Application Discovery Service — Application Discovery Service 2L T, > 7L
SRAOTTVT—2a3a e —N—ICBIT2EHRENRETEEFTT, Migration Hub 1>/
V=IO V=1t o>a>rTlRk,. REY-IL]ICLHDEHBOFT a2 sEIRTE
£, =& ZIF. [Application Discovery Service Agentless Collector], [AWS #&H T —
DSIUN, FEEFE[MAVER—=RK](CSV 77MIDEE) BBIRTEET,

b. [FT—N—]FT—7NLICk, F—E2Y—AEI>a>TORBRICESIVT, EHTRELTNT

DH—N—NF—EBERREINZET,

c. BREAXTIVTI—23>F—KALVEZ—-)IC, RELET7US—>3>F—4&

OLVZ—NRRENET, T—RAL IV X—ZFEBRELTVWAWNEER, F—2&

AL O&2—%#A V2 O0—RULTFTOSTEXT, FHICODVTE, "TATY 7 1

Strategy Recommendations AL VX —%& XV O—R925, KT "TAT Y 7 2: Strategy

Recommendations AL V2 —%Z7F 704 9% Z2RLTEE L,

® Note

Strategy Recommendations ZE8 3% (ClFk, DB EE£1DOTF7 7V =23y
T—RALIVR—ZERETDH., FTIUT—230F—R2OA2VR—NEERTTS
PDENFHYVEST, ALV ZR—ERECTICT7UIT—2a3a 2V LRIILOTF—2%EN
LEEWEER., P7UTr—23 F—3R42R—NTFUTL—MEFEATEET,

BTEMOT—RY—AZEBMNTEET,

d. [FEAZVR—N ZBRULBERE. [1VR—NOFM THFHLWVWAR—NZzEM 212
RLZET,

ATV 5 LOAXYF—2a v z2HE8T3 32
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e. [MYA—RBIC, 1>R—ROBHEADLET,
f. [S3NTYKNURIICIE., 12KR—KJISON 774 ILDOF Y 7O—R%ED S3/5 ¥ h UR

ZEABDLET,
/A Important
S3 /N7 Y hE & migrationhub-strategy D 7'L 7 4 Y VA THEDIHEN D
VET,

g [RAN]ZERLET,
6. [FV77LA%RIEE]

a. [FUT77LYAOEEIR—IT, ES>XABEENATL—2a>TVT7LA%ER
EL XY, Strategy Recommendations &, EELLREICEIVT, P7UTr—>3> &
T—AR—AZBTEEITAARTHHOKRELAEEKZL IX>F—23a 2 LET, O
HEFRTEETEET,

b. [RAN]ZERLZET,

7. [BRELUTEELET

a. BRELETF—RY—AELBAREZHEIBLTIEETL,

b. IXTELTIE, [F—EFoWERHK] ZBIRLET, Chicky), Y—N—aAXRV N
ESURALERIE, XUV Microsoft IS BT Java Py —>3a>QF7 7 )5r—>3a>
NAFT)DODHNFRITEIET,

(® Note
NAFTVDHORAT—2ARIVY—ILICEERRENhELA, FAHFTT IR E,
TOFNE=2LR=BMANOD VBRI ARBLECEEZRIAY E—DH
RRENET,

ATY 75 LOXYF—2avzWETS 33
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Strategy Recommendations O L QX2 F—>3a >

COEVIVTR, BTR—RNT7FVFICEEFNDH—N—ETTUT—232(CD0

T. Strategy Recommendations DBITEETRX FTA AOLIX Y F—2 3V 2RI B HEICOVT
MBALET,

N =R

- Strategy Recommendations TOEEBEHWL IXF—3 2 OXRT

- Strategy Recommendations 7 777 —> 3> AR—ZNLOXF—23 >

« Strategy Recommendations H—/\—L X F—>3 >

==

» Strategy Recommendations 5XE

Strategy Recommendations TOEREHIL IX > F—2 3> ORR

chOto> 3>k, AWS Migration Hub 112V — )L T Strategy Recommendations Zf£HA L T#
THEOHREEZRRIDFEICODVTIHALET,

Strategy Recommendations Z&k R~ % (&

1. THERLIEAWS PHO R ZERALT YA 42 AWS XNRD X MOV Y —)L UStrategy
Recommendations Wt Y K7 ¥ 7, https://console.aws.amazon.com/migrationhub/ T
Migration Hub 2V — )l Z2RE X T,

2. Migraton Hub A2V —=I)LOFES—>23aRAT, [ANTTD—]ZERL, XRIC[LOX>
TF—2av]|ZEBRLET,

3. [LOAXYF—23vIR=IDTR, R—K7AVFOLIXF—23a2>0OBEERIT 'R, A
RSTO—OFMBELIXTF—2aVZRREBLVIIVAR—NTEERT, L. BITPEXR
FTAE=2320Y—IIRBITE. Y —N—TF7V5—2a3>A0KR—FXNOTFNE—
VERRTEET,

TOoFNE=2, R=—KT7F#VATROA > B OEEZ, EXERNCIELEVARNT
¥, BEEENBVTOFINE—2VRBBRNVESFEREZRL, EEENfFEEOTFN
Z—R3BEERL, BEEENBRVTOFNEZ-—2EFERLEOBEZRLET, "Ry HEICD
WTRELL<E., TAWS REHA A ARFEE, © "BITAZE-7R) 22RLTEEL,

Strategy Recommendations @ & 7R~ 34
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/myUserName/...",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "777777777777",
"arn": "arn:aws:iam::111122223333:role/myUserName",
"accountId": "111122223333",
"userName": "myUserName"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-09-20T01:07:16Z",
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"mfaAuthenticated": "false"

.
"eventTime": "2021-09-20T01:07:43Z7",

"eventSource": "migrationhub-strategy.amazonaws.com",

"eventName": "GetServerDetails",
"awsRegion": "us-west-2",

"sourceIPAddress": ,
"userAgent": "",
"requestParameters": {

"serverId": "ads-server-006"
},

"responseElements": null,
"requestID": "@7D681279BDO4AED",

"eventID": "cdc4b7ed-el71-4cef-975a-ad829d4123e8",

"readOnly": true,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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