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c IXNTOUY—RICHTBVPCIY RRAV N G—EADT VL AHTZEETEDT VAT
ENELET,

s IXNTOVY—ADHVOPHELULRT A RORTFEDY —AFLEREUBIICRIFHE DY —
AZBRIIERZFELET,
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "transitgateway.amazonaws.com"
}
}
I
{
"Effect": "Allow",
"Action": [
"ec2:CreateTransitGatewayVpcAttachment"
1,
"Resource": "*"
},
{

"Effect": "Allow",
"Action": [

ec2:ModifyVpcEndpointServicePermissions"

AWS BRI S — 33



AWS Migration Hub U 7 7 221>

d—H—H1 K

LTFOKSICHV) EFFAWSMigrationHubRefactorSpacesFullAccessiR 2 —,

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"tag:GetResources

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"ram:*"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"lambda:*"

1,

"Resource": "*"

"Version": "2012-10-17",
"Statement": [

{

"Sid": "RefactorSpaces",

"Effect": "Allow",
"Action": [

"refactor-spaces:*"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
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ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
ec2:DescribeVpcEndpointServiceConfigurations",
"ec2:DescribeVpcs",
ec2:DescribeTransitGatewayVpcAttachments",
"ec2:DescribeTransitGateways",
ec2:DescribeTags",
"ec2:DescribeTransitGateways",
ec2:DescribeAccountAttributes",
"ec2:DescribelInternetGateways"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:CreateTransitGateway",
"ec2:CreateSecurityGroup",
"ec2:CreateTransitGatewayVpcAttachment"

1,

"Resource": "*",

"Condition": {
"Null": {

"aws:RequestTag/refactor-spaces:environment-id":

"Effect": "Allow",
"Action": [
"ec2:CreateTransitGateway",
"ec2:CreateSecurityGroup",
"ec2:CreateTransitGatewayVpcAttachment"
1,
"Resource": "*",
"Condition": {
"Null": {

"aws:ResourceTag/refactor-spaces:environment-id":

"false"

"false"
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"Effect": "Allow",
"Action": [
"ec2:CreateVpcEndpointServiceConfiguration"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:DeleteTransitGateway",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:RevokeSecurityGroupIngress",
"ec2:DeleteSecurityGroup",
"ec2:DeleteTransitGatewayVpcAttachment",
"ec2:CreateRoute",

ec2:DeleteRoute",

"ec2:DeleteTags"

1,

"Resource": "*",

"Condition": {
"Null": {

"aws:ResourceTag/refactor-spaces:environment-id":

"Effect": "Allow",
"Action": [
"ec2:CreateTags"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:DeleteVpcEndpointServiceConfigurations",
"Resource": "*",
"Condition": {
"Null": {

"aws:ResourceTag/refactor-spaces:application-id":

"Effect": "Allow",

"false"

"false"
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"Action": [
"elasticloadbalancing:CreatelLoadBalancer"
1,
"Resource": "*",
"Condition": {
"Null": {
"aws:RequestTag/refactor-spaces:application-id": "false"

"Effect": "Allow",

"Action": [
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribeTags",
"elasticloadbalancing:DescribeTargetHealth",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:Describelisteners"”

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"elasticloadbalancing:RegisterTargets",
"elasticloadbalancing:CreatelLoadBalancerListeners",
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:DeletelListener",
"elasticloadbalancing:DeleteTargetGroup"

1,

"Resource": "*",

"Condition": {
"StringlLike": {

"aws:ResourceTag/refactor-spaces:route-id": [

"

"Effect": "Allow",
"Action": "elasticloadbalancing:DeletelLoadBalancer",
"Resource": "arn:*:elasticloadbalancing:*:*:loadbalancer/net/refactor-

spaces-nlb-*"
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}I
{

"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags",
"elasticloadbalancing:CreatelListener"

]I

"Resource": "arn:*:elasticloadbalancing:*:*:loadbalancer/net/refactor-

spaces-nlb-*",

nlb-*"

iy

"Condition": {
"Null": {
"aws:RequestTag/refactor-spaces:route-id": "false"

"Effect": "Allow",
"Action": "elasticloadbalancing:DeletelListener",
"Resource": "arn:*:elasticloadbalancing:*:*:listener/net/refactor-spaces-

"Effect": "Allow",

"Action": [
"elasticloadbalancing:DeleteTargetGroup",
"elasticloadbalancing:RegisterTargets"

]I

"Resource": "arn:*:elasticloadbalancing:*:*:targetgroup/refactor-spaces-tg-

"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags",
"elasticloadbalancing:CreateTargetGroup"

1,

"Resource": "arn:*:elasticloadbalancing:*:*:targetgroup/refactor-spaces-tg-

"Condition": {
"Null": {
"aws:RequestTag/refactor-spaces:route-id": "false"
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{

"Effect": "Allow",

"Action": [

"apigateway:GET",
"apigateway:DELETE",
"apigateway:PATCH",
"apigateway:POST",
"apigateway:PUT",
"apigateway:UpdateRestApiPolicy"

1,

"Resource": [
"arn:aws:apigateway:*::/restapis",
"arn:aws:apigateway:*::/restapis/*",
"arn:aws:apigateway:*::/vpclinks",
"arn:aws:apigateway:*::/vpclinks/*",
"arn:aws:apigateway:*::/tags",
"arn:aws:apigateway:*::/tags/*"

1,

"Condition": {

"Null": {
"aws:ResourceTag/refactor-spaces:application-id": "false"
}
}
I
{

"Effect": "Allow",

"Action": "apigateway:GET",

"Resource": [
"arn:aws:apigateway:*::/vpclinks",
"arn:aws:apigateway:*::/vpclinks/*"

]

I
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack"

1,
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iy
{

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "refactor-spaces.amazonaws.com"

}

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {

"iam:AWSServiceName": "elasticloadbalancing.amazonaws.com

}

AR=ADIVTF ORIV THEHRENDAWSY R—2 RIRU S —

NDEFMICBEIZIFHMERTILET, AWSUTF7IORVITAR—ADERBR) D —Fk, COHY—E
ANChSOZEENERZRHBLEUBRODICOVWTTY, cOR—DOEEICEITZIEHTZ—K
ICDO2VWTR, V7709 RVDITAR—ADRFIX NBER—DIZHD RSS 74 —RICHTRAY
FATLTLEZV,

£E B1L)] B ft
AWSMigration HubreFact -AWSMigrationHubRef 2021 11 A 29 H

orSpace 7). 7 UV tA— 358  actorSpacesFullAcc

BEICETL VWARY S —ARIA A ess U F7O0RVI)TAR—
BEICRVYELE Ay AR=AD)TT7OZRY)

YOV —)LiEE. B&LT

AWS BRI —

40



AWS Migration Hub U 7 7 221>

Q—H—H1 K

rE

#47 HubreFactorSpaces t—

EAO—I)LR) S —— RFTH
CHEFTL VAR S —A"F Al sE
VW) ELE

AR—ADEEDEH = A
LELE

S

ZTOMOEEMRENDTILT
JEAZFHFALERTAWSD
-U-_EZO

B

MigrationHubRefact 2021 £ 11 A 29 H
orSpacesServiceRol
ePolicy "\OT7IVtA%E
LU ET, AWSAWS B17/\
TVITTOR) T AR—
ALK >TEBFELLEFEAE
na1)Y—A, AWSService
RoleForMigrationHubreFactor
Spaces H—EAICU> V& h
EO—)JIick>T, RUI—
FEAEIET,

DT T7ORIITAR—AD
ZTENOEHZRBLEL AW
S%iiﬂ-: U :/_o

2021 £ 11 A 29 H

AWS Migration Hub U7 7 O RV T AR—ADTATFUoTATAR—A

DR —4p

T7FILKRTR, IAMI—Y—EL0O-ILICE,

DIFPORIVGAR—AVY —RA&ERFTL

FBEEITZTIVEAFARHYEEA, T, AWSIERI X ROV —)L ¥ AWS CLI, AWS
APl ZHERALTRAVZRITIBDEETEREA, IAIMEERER, VY—ATRERTI>3V%E
RITIR-OOFAZI—HY—O-ILICRETE IAMARIS —ZERTIVENF VLT, TO
#, BEBEFICNSOFITZHEETE IAMIA—H—FLRIIL-—TIChsORIS—ETRY

FIILENHYET,

ChSMJISON R —RFIXY NFlZFERLTIAM O ID R—ADRI S —ZERT D HEIC

D2UWTE, IAMIA—%—HA4 RO "JSON ZTTOR) S —DER, 25RBLTLIEEL,

N =Ey

c RUS—ORARTSIF 4R

TAFITATAR—=AR S —H

41


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor

AWS Migration Hub U 7 7 221> I—H—H4a K
« AR=AQUIZ 70ROV =) Z2FERATS
c BAOHFUDERTRZE I —H—I_FFAI TS

RI—ORARNTZSO9T14 R

TATUOTATAR—ARI D —FIFEICENITT, PTHIORAT, VDI70RV2TAR—=A)
V—RAZER, TUVEA, FLREBRTEDHAESHERELET, CNSOTI>IAVERTTS
ECAWS THIVNCEMBENfr RETIUREMEN BDYVET, TATUVTATAR—ARI I —%
ERELRFRETDIEER., UTOHA RS/ EHBERICHVET,

- OFEAZBBLET,. AWSNEZ— RARVI—— UTT7 ORIV ITAR—AZTIERLLFEAT

B2, AWSHEBIZXEBR T VAU ZRETRZIERRIS — ChSORUS—RGETH
TJURTITICAMCE2TEY, AWSICE > TEESRVEHRENTVET, FHMAICOWVWT
. IAM1—H—HA RO TAWS EBRD S —Z2FALLETVEAFITOEABK) 228U T
<EEV,
BMERZERNETSD - HARLRID—ZERTIEERF, FRAVORTICHELZFTO K ZS
SELEYT, BIROTIVEAHFITNSEHBL, YEBICHUTENOT IV EAFTZAELET, <
NFHZEE, BRBETIVEAHFUITHD, BTThSZBIULEDIETERIRNERETT, FHMICD
WT, IAMI—HY—HA1 RO "S)PROFEER DD ZSRLUTIEE L,

- BEMHOSVREIC MFAZEMICTS -EBMNEF21UT1EL T, BEHEOFSVWIY—RAFER
APIBEICTVEATHEHIC IAM I—HY—ICx L T, Z2EXRFI (MFA) OFEAZERLET,
FHMICOWTIEE, IAMI—Y—HA4 RO TAWS TOZEXRF (MFA) OfER, 23RBLTLKEE
Wo

s BMOEFIVFTAELTRUD—FHZFERTSD - RITAURELKEENT, IDRXR—ADKRIS—

TUY—ANDT VLA ZHFATH2HRM4Z2EEZLET, AR, EXFRELBTIhERSKVET
BIPTRLANEFEZEETDLOOEXHERRTEET, BESCEANFLKBEEERAT
NDHIVIOTITANZHFUTEIRHEZESZLEE, SSLXMFADOERAZERTIDCEETEEXRT, 5
MMIZOVWTIE, T, 283BLTLKEEV, IAMJSON RS —E=E: ZHOIAM 1—H—HA R,

AR=ADVT 7RI TAVI =) =2ERT

AWS Migration Hub U 7 7 9 RV AR—=AAVYV—=NWIZT 7EATBICE. RIPBROTIOEA

FAZE>TVBRRBENHYET, CchSOTIRABFAICKY, VITORIVVITAR—=A)Y —
ADFMZ ) ANBLVORRTEET, AWSTHIV b RIBYBEBT IV EAFARY EHIR

ENLETATFUOTATAR—ARI D —Z2ERTDE, TEORV—ZTFRYFLEITATA

(IAM 1—H'—F 2@ O—-)L) IZRLUTEIV—INFERLEEES Y ICHELEE A,

TFAFETFATFAR—AR) D —4| N


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

AWS Migration Hub U 7 7 221> I—H—HA K

AWS CLI £7/zl& AWS APl DA ZROHTI—Y—CE@F. &FPROIAY—-ILT IO AFAZEE
TRIBEFHERBA, KDYIZ, RITLLSIELTVS APIRELC—HITEZ T3 20HEAD
TORANFAENET,

d—%—&0O—I)LAElE#E Refactor Spaces AV — )L ZFERATEDRSICTBICEE, V770X
DI AR—AETRZYFLET, ConsoleAccessEIkReadOnly AWSI VT4 T4 NNDEE
R —, HEHICOVTE., IAMI—HY—HA RO TI—H—AOFTNEMN, Z5RLTLEE
(A

BOOHFANORREI—Y—ICFFAITS

COPITE, = —IDICTFRYFESNEATAVBELONZR— RAD—ORRE IAM 11—
H—ICHFATRR)—%2ERTDAHEERLET, CORUD—IZE, OAYV—=ILT, &
AWS CLI »* AWSAPI ZFERALT7OTLMIC, COTFTOAVERTTIBDTIOELAHFANESE
hTOWET,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

TFAFETFATFAR—AR) D —4| N


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"iam:ListUsers"

1,

"Resource": "*"

AWSMlgratlonHub7 FOR)DIIGAR—ADODNZ TN 1—F7427 1D
ToOtEA

LToEHRIE, V7702V TAR—AE IAM OFERABICRETIUREEN B2 —BROEEED
DU EBEICRISEET,
Nev o
c DIT7ORIVVIAR—ATT VA 2ETITHHERIEV
- iam:PassRole ZE1T3 2 #ERAZ LV
TOEAF—ZRTIDEE
« BEEBELTVIFZPORIVIAR—AANDOT VA ZMO I —F—IZFFAL 20

c BDODADAZEFALEWAWS FHO RNV TFPOR)IAR—=ADII—=AICTOEATS
5

VI F7O2VITAR—ATT V>3 %2RTIRHERHNSZEV

AWS XZIDXVROAVY =L A8, TUIAVERTIBERNIBCVEBHAEhIZEE, EEELC
BULWEDLE, YR—NEKBEIZXENFHVET, I —RBENAT—RE, TOEEELSEH
TNEEDTT,

LTOIZ—HlE, mateojackson IAM 1—H'—A2V—IILZFERL TEZED my-

example-widget )V —AICEITHHMBRERRLEIS>ELTVE N, 2D refactor-
spaces:GetWidget FFAINFBVEVWSHBEICRELET,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
refactor-spaces:GetWidget on resource: my-example-widget

COBE. XTH., my-example-widget 70> 3> &ERAL T refactor-
spaces:GetWidget VY —AILT VEATERZ LS, RU—DEHEZEEEICKBELET,

NSTNa—F42Y 44
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iam:PassRole Z £ 179 2R A7 L)

iam:PassRole 7V 3 aRITITBEBRNIBVEVWS IS —HFRRENEEE, EBEICEHAVE
b, YR—MNZHKBEIDLENF BN ET. BEROI—F—BENAT—REZRITLEOY, BY
NEBETT, VI7I0RVIAR—AICO—INZETENTEDRELISICRVS —ZEFH TS &
5, BEBHZICHKELET,

—#0 AWS $—ER TR, HLVH—ERO—LELBY—ERUYIO—LEERETIC, B
OO—LEH—ERACETCENTEET, TOLDICK, Y—ERCO—LEETT 7L AFTH
KETT,

RTOBFODIZ—EF, EVWSIAM A—H—NFFRHFEICRELET, marymajorld, AV —IL%
FALT, U770RIVVIAR—ATT I3 &2RTLEIELET, L, TH23UT
., Y—EAO-NLCE > THEETINEHANIrY—EALHIBEN HYVERT, XTU—ICF, O—
LN —EBERACEIT7IVELAFAN B XL A,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

CHIFE. ATV —RFEBEYNEIEE(IZ iam:PassRole 7O 3 ABRTTEDLDICARVS—DE
MEMRBELET,

TOEAF—ZRTRIDEE

IAM A—H—T O EAF—ZERLIRE, WOTETIEAF—IDZRRTEET, IZIEL.,
S=OLYRTIOELAF—ZES—ERRIDERTEEREA, >—ILYRNTIOEARF—ZHX
LEBERE. ILLWF—RT7ZEKITZIZBENBYET,

TOtEAF—&, 7O+t AF— ID (AKIAIOSFODNN7EXAMPLE %5 &) &2 —OL Y RTF O AF—
(wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY % &) D 2 DDA SERKEhET, 1—
H—BENAD—REBKRIC, VIOTANZFEATREDIC, TOERBAF—IDE—ILYRNTY
EAXF—OEAFZFERATRIMBEN HVET, I—F—RBENAD—REFRIC, TV/EAF—ZL >
AYBEBLTLSEZL,

/A Important
ERI—Y—ID Z2#ERIBDLEHTH2TE, TV/EAF—ZH—RN—TFT1—CRMHLE
WTLEEV, BETBL, BZENTHIY MOKBEHNT I L AERBIBHBE1 5
£9,
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https://docs.aws.amazon.com/general/latest/gr/acct-identifiers.html#FindingCanonicalId
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TFOVAXF—RTEERTDIEE. TIELAF—IDEI—IVLYRNTIVEAF—%2ZEBEMICKE
BE3RSICRODBTAVTRIIRRENET, COZ—ILY RNTIEAF—F. EERBEICOIKE
ATEEXT, O—ULYRNTIOEARF—ZHELESES. ILLWZIOERAF—% IAM 1—H—ICE
MITBBEBABHYNET, BR2DODDTIVELAF—ZEDIENTEET, ITIL22H%BHEE.
FLLVF—RTEERTDENC. WITDZHIRTISLEN HDYET, FIBEZRTTSICE. IAM
A—H—HARD "POELAF—DEE ) Z2ZRL T LTV,

BEELELTIVI 7RIV TAR—ANDT VA ZMEOI—F—IZFFAIL 12V

U7779U/72« ANOT IV AZMOI—H—(ICHFTTBRICE, TIELAZXEETDA
-l U7—/E/GMMI>?47%(1 H—FLEO-) ZERTIXEN BV ET,
1— ﬂ FERET77V5—>232v@, COIVTAT1AORAEREFEALTAWS ICTIEALE
?OML\U7779U/72« ATHEHYBT O EAHFAZNETEIRI—%, TOIUTA
TALTRYFIRDHBENFHYET,

FTICBBRTBICE. IAM I—H—H 41 RO TAMAEEL EBIOI—Y—B LTI L—T 0k
Bl #BRLTEEL,

BODADAZFALEVAWS THO RNV TF ORI TAR=ADYI I —AILT
TEATBICK

BOFHIY MOI—H—PEBAOLI—F—F. UY—AANOF I LRAICHEATEBO—ILEER
TEET, O—LEEESHDELS CEHENE 1—H— A EETDENTEET, UY—AR—
AR —E R THEAIY RO—ILUZK (ACL) EHR—RTBH—EADBE, TASO
RS —%FEALT. UY—AADTFTILRAERETEET,

AAICOWVWTR, UTZ2SRLTSEEL,

s DI T7ORIVVIAR—ANF NS DHEZTR—RNLTVWRAESHZHRRETRICE. 2SRL
TLEEW, AWS Migration Hub 77 VR 2T AR—AE IAM DL < .,

s FIBELTWA AWS THI RNEHEOVY—AANDOT IV AEZRBETSZHEICODVTE. IAM
I—H—HA RO "FAELTVRBIO AWS THI N TTHIRMNOT I AEZ IAM 1—
H—ICRH, Z22RBLTEEL,

e H—RN—F A —AWS T7HIKNCRLT, VDIY—AANDT IV ELAEZRHETEIHZEICOVT
&, IAMI1—HY—HARD TAWS PTHO RE=ZFBENFMEBETD THIMOT O LAEERGFE
T2, #SBLTLSEEL,

c D 7IFL—YaAVENLIT I HAERBTBHECOVTE. IAM I—H—H 4 RO M558
TRIENEI—F— (D 7IFL—I IV AOFILAOHT, £BRL T,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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c VARTAHIVRTOEATOO=ILE )Y —AR—=ADRI) S —OFEADEVOFMICOWVWT
&, IAM1—H—HA RO TIAMO—J)LEVY —AXR—ADRIT—EDHER 25RL TL
ZEEV,

V77O TAR—ATOY—ERIZI > VEhizO0-)LOEH

AWS Migration Hub ®'J 7 7 2 &) > J AR—AAWS Identity and Access Management(IAM)H —E
AlcooEniz0—), Y—EARICUV&chizO-)E. V7702V TAR—AICEE) >
DENLE—BORATOIAMO—-ILTY, Y—ERICUVVEn0-)k. V7702V TA
R—ALLITERERE N, Y—ERAN other EHVOVHT O ICHBEBIXNTOT IV AFA 2k
ATLVET, AWSHBEEKRICRKD>TOY—EXR,

B—EACLUVEhiEO-)\2ERI2E. BEZTIVLAFIZFHTEMIZHLEN BLED
=S, V77 0RIVITAR—AODRENEGREIIBNET, AR—AOVI 7RIV ITTR, J—
ERACV2EnEO-INOT IV LAFAIZERLET. BILERENTVWIBEEZRE, U770
BT AR—ADKHNETOO—IIN 25| EZFRENTEET.,. ERTNDFAILE, FERY
S—EFARUD—HFEENTEY ., TOFAARV—ZHOIAMIVTATAILTRYFISC
ERFTEXREA,

B—EAVIO0-LZHKRTZICE. KTTOEEIY—RAZHERLET, ChiZkl, UY—-R
NDREIBRICKBDT IV EAFADRIRABLEEN, UTTFORVVITAR—ADIVY —ANREE h
£9,

H—EAVOO—-ILEYR—KITDMBOH—ERAICOVTIE., IAM £EETD AWS DY —E A%
S8 L T, [Service-linked role] (M—ERIZU > I&nizO—)L) 5IH" [Yes] (lFWV) ICBE>TWBH—
EAXAZBEDO2TTLKEEV, Y —EARICV9EnO—-)ICBITBRFIXINZEY—EATERRT
BICE, BVWDOZBIRLET,

VI7F7OBVTAR=—AICHTBDIH—EARICU 2 VENEZO0-ILOT 7 EAFA

AR—ADQVTIFORIITTR, EVSBROY—ERICVVEhiO0—-)ZFERALE

9. AWS Service O—J)L7 #—X A ¥ L —< 3> HubreFactorSpaces® L T, ThEBEEITF
9 #1T HubreFactorSpaces H—E AO—JIL RV —IAM RS — — ADT I AZRBLET
AWSAWS BITNT V77 O0R IV ITAR—AILE > TERBELEFERAET D VY —2A,

H—ERICU U hiz-0O—)L AWSServiceRoleForMigrationHubreFactorSpaces &, A TOH—E
AZEELTO- ) Z25E2TET,

¢ refactor-spaces.amazonaws.com
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS Migration Hub U 7 7 221> I—H—HA R

AR &, AWSServiceRoleForMigrationHubreFactorSpaces @ Amazon )Y —AX—/A (ARN) T
EE

arn:aws:iam::111122223333:role/aws-service-role/refactor-spaces.amazonaws.com/
AWSServiceRoleForMigrationHubRefactorSpaces

)7 7081200 AR—AIFAWS Service O— )L 7 #—~X A4 J L —= 3 > HubreFactorSpaces” O
ATPHAVROEBEZRITITDEEOH—EARICD Y IEnizO0—)e V77V RIITAR—R%Z
FRTDICE. CoO—IIFTHINIBFEELTVAHRENBYVET, FELEVES, V7770
R G AR—=AEKRD APl RO H LU FICER L ET,

* CreateEnvironment
» CreateService
* CreateApplication

e CreateRoute

H—ERACUOEnO—-)ILEEKTH-HD iam:CreateServicelLinkedRole 7V A
FAANMBETY, H—ERICUOENO-IFTHONIHEERT., ERTELVES

(&, Created—ILREEXBMULULET, VIT7IORVITAR—AOAVYV—-)Z2FEALTVWREEZKR
ELUITT7IORI)ITAR—AZFERATDHEIICIAM O Y= TH—ERICU > IcnkO—-)%
ERTBIHBENBYVET,

D770V IAR—ARF, BEOHA AV THIRNZEETBZRIC, H—ERICU>D
EnEO0-IEEALERA, EEAE, F7UT—=2a> M EReEnd e, VI7020200
AR—ARRENADINTO VPC ZEHL T, HLKEMENZ VPC EBETEDLSICLE
o VPCHAMDTHI NIHBDHE, V7T ORI ITAR—ARGY—EARAICU 9 hiz0O—
JlEec2:CreateRouteftt®F7HI U MDI—KRT—T I EEFH T DR,

T7Vr—2a>0ERGIEESICIRT D EHIC, P7U5—2a> 2 ERTdEEIC, UTT
9 ZVPC AR—AlE, CreateApplicationZMUHELET, CDFET. VPC FIIRERNOMD
VPC L BIETEEXRT,

FOHLUTICldec2:CreateRoute)l— N T—T I ZEHTH-HICER TR, < DIERE
H—EALCVEhZA-)ICERELEIN. VIFPIORIVITAR—AR, BOHLTOTH
JOROY—ERICUVIENEO-I)LZFERALTZOEREREBLERA, KDVIC, FTHL T
lFec2:CreateRoute 7 VERAF T, ThUADEE, I-IILEEXKLET,
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AWS Migration Hub U 7 7 221> I—H—HA K

H—ERACVVEnizO0-)Z2FEALT, BROIAHNL—>32@FTEXREA, FUHL
TTFAIDNIEEZMABICE, PTHIOV KN, Y—ERIZUOEhizO-)LOF7 VR
HFUNITTICHIBEN S ET, -AWSMigrationHubRefactorSpacesFullAccessEER

) —F, BMOBBRET VAT ZNGETRIRII—LEIL, VTITIORIITAR—
AVYV—ADERICHEBIXNTOT IV EAFAZERELET, Y—ERICVVEhizO—
Lk, BEOVOAATHI Y NHEOHLUICERAEThD 2 ChsOT7 0 EAFTOH 7Y NT

¥, AWSMigrationHubRefactorSpacesFullAccess MFFMAICOWVWTIE, TAWSEER! Z —:
AWSMigration HubreFactorSpace Z /L7 VA1 ZZRBL TS EZ L\,

Tags

DT T7OR)DITAR—=AK, FHOUNIVY—AZERTDEEIC, BYIBVTT7D

BRI AR—ADD)Y—AID TRIFHENET, L&A, »SERE hizTransit
GatewayCreateEnvironmentIC 2 I M FIF s TWBrefactor-spaces:environment-id2
J., REIDZEELTIEELERT. »SHERE N APl Gateway APICreateApplication® A
& £9refactor-spaces:application-id77’Us—>3 > IDZEELTEELET,
SORTEFEATDE, VDIFIORVITAR—ATINSOD Y —RAZEBTEET, XTZmE
FEEBHIBRTRE, UIFPORVTAR—ARGV Y —AZEHMELREIBRTELRLSEYET,

MigrationHubRefactorSpacesServiceRolePolicy

MigrationHubreFactorSpaceServiceRolePolicy E WS BABIOO—ILOTF VY AFARI Z —&. BE
ENLEVY—ACHUTUTOT7 V232 ZRITTEDLDICLET,

Amazon AP| Gateway 7 V>3~
apigateway:PUT
apigateway:POST
apigateway:GET
apigateway:PATCH

apigateway:DELETE

Amazon Elastic Compute Cloud ® 79> 3>
ec2:DescribeNetworkInterfaces
ec2:DescribeRouteTables

ec2:DescribeSubnets
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ec2

ec2

ec2:

ec2:

ec2:

ec2:

ec2:

ec2:

ec2:

ec2:

ec?

:DescribeSecurityGroups
:DescribeVpcEndpointServiceConfigurations
DescribeTransitGatewayVpcAttachments
AuthorizeSecurityGroupIngress
RevokeSecurityGroupIngress
DeleteSecurityGroup
DeleteTransitGatewayVpcAttachment
CreateRoute

DeleteRoute

DeleteTags

:DeleteVpcEndpointServiceConfigurations

AWS Resource Access Manager 7 7> 3>

Iram

ram

ram

ram

:GetResourceShareAssociations

:DeleteResourceShare

:AssociateResourceShare

:DisassociateResourceShare

Elastic Load Balancing

elasticloadbalancing:DescribeTargetHealth

elasticloadbalancing:Describelistener

elasticloadbalancing:DescribeTargetGroups

elasticloadbalancing:RegisterTargets

elasticloadbalancing:CreatelLoadBalancerListeners

elasticloadbalancing:CreatelListener

elasticloadbalancing:DeletelListener

H—ERAVI2O0-)LOER
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elasticloadbalancing:DeleteTargetGroup

elasticloadbalancing:DeletelLoadBalancer

elasticloadbalancing:AddTags

elasticloadbalancing:CreateTargetGroup

LT, siidoF7 o< 3

"Version": "2012-

"Statement": [
{

"Effect":
"Action":

"ec2:
ec2:
"ec2:

ec2:

ec2:
"ec2:

HERENhD VY —RAZRIT2RIZ—TT,

10-17",

"Allow",

[
DescribeNetworkInterfaces",
DescribeRouteTables",
DescribeSubnets",
DescribeSecurityGroups",
DescribeVpcEndpointServiceConfigurations",
DescribeTransitGatewayVpcAttachments",

"elasticloadbalancing:DescribeTargetHealth",
"elasticloadbalancing:Describelisteners",
"elasticloadbalancing:DescribeTargetGroups",

"ram:

]I

GetResourceShareAssociations"

"Resource": "*"

"Effect":
"Action":

"ec2:

"ec2:
ec2:
"ec2:
:DeleteTags",
:DeleteResourceShare",
:AssociateResourceShare",
:DisassociateResourceShare"

]I

ec2:

ec2:

"Allow",

[
AuthorizeSecurityGroupIngress",
RevokeSecurityGroupIngress",
DeleteSecurityGroup",
DeleteTransitGatewayVpcAttachment",
CreateRoute",
DeleteRoute",

H—ERAVI2O0-)LOER
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"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/refactor-spaces:environment-id": "false"
}
}

"Effect": "Allow",

"Action": "ec2:DeleteVpcEndpointServiceConfigurations",
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/refactor-spaces:application-id": "false"
}
}

"Effect": "Allow",

"Action": [
"elasticloadbalancing:RegisterTargets",
"elasticloadbalancing:CreatelLoadBalancerListeners",
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:DeletelListener",
"elasticloadbalancing:DeleteTargetGroup"

1,

"Resource": "*",

"Condition": {
"StringlLike": {

"aws:ResourceTag/refactor-spaces:route-id": [
"

"Effect": "Allow",
"Action": [
"apigateway:PUT",
"apigateway:POST",
"apigateway:GET",
"apigateway:PATCH",
"apigateway:DELETE"
1,

H—ERAVI2O0-)LOER
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"Resource": [
"arn:aws:apigateway:*::/restapis",
"arn:aws:apigateway:*::/restapis/*",
"arn:aws:apigateway:*::/vpclinks/*",
"arn:aws:apigateway:*::/tags",
"arn:aws:apigateway:*::/tags/*"

1,

"Condition": {
"Null": {

"aws:ResourceTag/refactor-spaces:application-id": "false"

"Effect": "Allow",
"Action": "apigateway:GET",
"Resource": "arn:aws:apigateway:*::/vpclinks/*"

"Effect": "Allow",
"Action": "elasticloadbalancing:DeletelLoadBalancer",
"Resource": "arn:*:elasticloadbalancing:*:*:loadbalancer/net/refactor-

spaces-nlb-*"

iy
{

"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags",
"elasticloadbalancing:CreatelListener"

1,

"Resource": "arn:*:elasticloadbalancing:*:*:loadbalancer/net/refactor-

spaces-nlb-*",

nlb-*"
iy

"Condition": {
"Null": {
"aws:RequestTag/refactor-spaces:route-id": "false"

"Effect": "Allow",
"Action": "elasticloadbalancing:DeletelListener",
"Resource": "arn:*:elasticloadbalancing:*:*:listener/net/refactor-spaces-
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{

"Effect": "Allow",

"Action": [
"elasticloadbalancing:DeleteTargetGroup",
"elasticloadbalancing:RegisterTargets"

1,

"Resource": "arn:*:elasticloadbalancing:*:*:targetgroup/refactor-spaces-tg-

"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags",
"elasticloadbalancing:CreateTargetGroup"

]I

"Resource": "arn:*:elasticloadbalancing:*:*:targetgroup/refactor-spaces-tg-

"Condition": {
"Null": {
"aws:RequestTag/refactor-spaces:route-id": "false"

}

H—ERAUOO-IOER. wE. BIBRE IAMI>TAT4 (A—Y—, JI—7, O-ILKE)
ICHFTI2ICE, FTLRETDLENHYET, FBICOVTRE, IAM I—F—HA RO TH—
EADOO—ILOF, 25RBLTLSEEL,

VD770V TAR=AODY—ERAILCD >V nizO0— )L DIEEK

H—EAVOO0-LZ2FHTERITIDEBEHYEBA, VITVRVIAR—ARE, 77
Dr—>3a>, Y—EA, FLEIL—NIVYV—AZAWS YEZIX RNV —-I)LETDE, AWS
CLI, FEEFEAWSAPI, U7 7 O0RVVITAR—ARF, Y—ERICUVVEnO-)ZB8HICHE
BLET, VIFIORIVITAR—ADH—ERAICI > OEnzO—-I)LOEROFHEMIZOVTIE,
T ZSBLTLKEEVY, U700 AR—AICHTEIH—EAICD O nizO0—-ILOT D
£ AFF A

COY—EAVY VO ZHBRUERTEEFERIDLENELVULBEERE. ABUBETTAIC K
CO—LZBERTELRT, VITIRVIITAR=ARE, P7Vr5r—>3>2 ¥—ER, &
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IL—=KNUY—=ABERTDE, VDITFIOR)ITAR=AICE>TH—ERICI > hizO0-)LK
HEWICBERENET,

VI7F7OBVTAR—ADOY—ERALCD > VEn-O0-I)LDOiwEE

AR—AZVVTT7OR)>TTBE, AWSServiceRoleForMigrationHubreFactorSpaces H—E A (C
Do0EnEO—-)ZHEETD LB TEFEEA, Y—ERCU VO Z2ERTDE. %
SOIVTATALE>TO-NNSREND AN HDLH, O—IILBZEETDH_ERFTEE
A, ZEL. IAMZEALEO-LORAORERFTEET, FHICOVWTE, IAMI—H—7
ARO "TH—ERICUVVEhEO-)OfmEE) 22RLTEEL,

V7 F7ORIVITAR—AOHY—ERIC) > 7EhizO0—)L OHIER

B—ERAV IO ZXBETRIRERLEEY—EANTELCEZ2EHBEICR. ToO—-)LZHIER
TRLEEHBEOLET, T5F22ET, FALTVWBVWIVTATANTIOTATILEZRDY
JEniV) XDTFVRENIEN TR ENBLBYET, 2L, FEHTHRIZAIC, T—E
AV2oO0-MLOVY—RE0)—2TFYTIRRBENHYET,

® Note
YV —AZHIBRTBBRIC, VIT IRV TAR—AG—EATO—IANEAETIhTVSE
&, HREEAKRTDCENDBYET, KBLEBEE, B> THSBEARL— Y
ZRITLTLEZL,

AWSServiceRoleForMigrationHubreFactorSpaces TEAE BV 77 ORI T AR—AVY—A
ZHIBRTBICEE, V77 ORVITAR—AOAVYV =) Z2FERALTVY—AZHKRTEH, VY—A
O APl DHIRRREZFERALET. API QHIBRARL =232 OFMEICOVTE, "1 28RL T

EEW, AR—=AQOUIT7O08VVT APIUT 7LV A,

IAM Z2FEHAL T, Y—EAICV 90— Z2FEHTHKRTZICE

IAM >V —)LZFERAL T, AWSCLl, £FEBGBAWSH—ERICV>V2nizO0—-ILTH
[AWSServiceRoleForMigrationHubreFactorSpaces] ZHIBR T 2 28 @ APl, FFMIC DLV TIE, IAM
A—H—HARO "H—ERIZV>VEhizO—-)LOHIER) 258U TEE W, https://
docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-
role
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AWSTemplateFormatVersion: '2010-09-09'
Description: This creates resources in one account.
Resources:
VPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 10.2.0.0/16
Tags:
- Key: Name
Value: VpcForRefactorSpaces
PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]
CidrBlock: 10.2.1.0/24
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: RefactorSpaces Private Subnet (AZ1)
PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]
CidrBlock: 10.2.2.0/24
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: RefactorSpaces Private Subnet (AZ2)
RefactorSpacesTestEnvironment:
Type: AWS::RefactorSpaces::Environment
DeletionPolicy: Delete
Properties:
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Name: EnvWithMultiAccountServices
NetworkFabricType: TRANSIT_GATEWAY
Description: "This is a test environment"
TestApplication:
Type: AWS::RefactorSpaces::Application
DeletionPolicy: Delete
DependsOn:
- PrivateSubnetl
- PrivateSubnet2
Properties:
Name: proxytest
EnvironmentIdentifier: !Ref RefactorSpacesTestEnvironment
VpcId: !Ref VPC
ProxyType: API_GATEWAY
ApiGatewayProxy:
EndpointType: "REGIONAL"
StageName: "admintest"
AdminAccountService:
Type: AWS::RefactorSpaces::Service
DeletionPolicy: Delete
Properties:
Name: AdminAccountService
EnvironmentIdentifier: !'Ref RefactorSpacesTestEnvironment
ApplicationIdentifier: !GetAtt TestApplication.ApplicationIdentifier
EndpointType: URL
VpcId: !Ref VPC
UrlEndpoint:
Url: "http://aws.amazon.com"
RefactorSpacesDefaultRoute:
Type: AWS::RefactorSpaces: :Route
Properties:
RouteType: "DEFAULT"
EnvironmentIdentifier: !'Ref RefactorSpacesTestEnvironment
ApplicationIdentifier: !GetAtt TestApplication.ApplicationIdentifier
Serviceldentifier: !GetAtt AdminAccountService.Serviceldentifier
RefactorSpacesURIRoute:
Type: AWS::RefactorSpaces::Route
DependsOn: 'RefactorSpacesDefaultRoute'
Properties:
RouteType: "URI_PATH"
EnvironmentIdentifier: !'Ref RefactorSpacesTestEnvironment
ApplicationIdentifier: !GetAtt TestApplication.ApplicationIdentifier
Serviceldentifier: !GetAtt AdminAccountService.Serviceldentifier
UriPathRoute:
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SourcePath: "/cfn-created-route"
ActivationState: ACTIVE
Methods: [ "GET" ]
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