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AFY 7 2. 1AM O—)L%ERKT S 7


https://console.aws.amazon.com/iotevents/
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F @ Kinesis Data Streams., XY £—< O34T AWS loT Core A® . OJ & A ® CloudWatch A
DT IVEAZFALET, chsDH—EARFK., ORBELT—HICHEEL £9 AWS loT Events,

1. UTOF7I7EAHAZED IAMO—ILZEXKL KT, IAMO-ILOERGTEZDFMICOVT
FE. IAMI—Y—HA RO " AWS H—ERICT VL AFAZZERETRO-LZHKKTZ.1 25

BLTSEZW,

JSON

"Version":"2012-10-17",
"Statement": [

"Resource": "arn:aws:dynamodb:us-east-1:123456789012:table/

"Resource": "arn:aws:scheduler:us-east-1:123456789012:schedule/*"

{
"Sid": "DynamoDBAccess",
"Effect": "Allow",
"Action": [
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb :Query",
"dynamodb:Scan"
1,
EventsStateTable"
}I
{
"Sid": "SchedulerAccess",
"Effect": "Allow",
"Action": [
"scheduler:CreateSchedule"”,
"scheduler:DeleteSchedule"
1,
},
{

"Sid": "KinesisAccess",

"Effect": "Allow",

"Action": [
"kinesis:GetRecords",
"kinesis:GetShardIterator",
"kinesis:DescribeStxream",

AFY 7 2. 1AM O—)L%ERKT S


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS loT Events FEROYIN—HA R

"kinesis:ListStreams"

]I

"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxeam/*"
}I
{

"Sid": "IoTPublishAccess",

"Effect": "Allow",

"Action": "iot:Publish",

"Resource": "arn:aws:iot:us-east-1:123456789012:topic/*"
}I
{

"Effect": "Allow",

"Action": "logs:CreatelLogGroup",

"Resource": "arn:aws:logs:us-east-1:123456789012:*"
},
{

"Effect": "Allow",

"Action": [

"logs:CreateLogStream",
"logs:PutLogEvents"

1,

"Resource": [

"arn:aws:logs:us-east-1:123456789012:1o0g-group:/aws/lambda/your-

Lambda:*"

]

}

2. ROIAMO-IIOERFRIS—ZEMLET. FEERVS—EF, BET N AWS H—ERN
BERBRTIIAVERITTERLDIC, IMO—ILZ5|ERFRLZ2HFALET, IAMEHE
RS —OERGEOHBICOVTE, IAMIA—Y—HA RODAZLEER)>—%ZFEAL
TO-)ZERTE2ESRLTSEZ W,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

AFY 7 2. 1AM O—)L%ERKT S 9


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-custom.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-custom.html
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"Service": [
"scheduler.amazonaws.com",
"lambda.amazonaws.com",
"iot.amazonaws.com"

]
3,

"Action": "sts:AssumeRole"

AT Y 7 3: Amazon Kinesis Data Streams 4K T 3

AWS YR X ROV —)L £ E ##FEH L T Amazon Kinesis Data Streams Z/EK L £ 3 AWS
CLl,

Console

ZEAL T Kinesis T—2ARNU—LZERTHICIE AWS IZZ X NIV =)L, Amazon
Kinesis Data Streams XOY/N\—HA R, O "F—2ARN) —LDER I R—TICHDFIEIC
2T TV,

TINAABREXY E—IRAO-RYPAXLCETVTI v — RBZFHBL KT,
AWS CLI

& fEA L T AWS CLI Amazon Kinesis Data Streams Z4ERK L. T/NA1 AN S5F—XZHV)IAAT
/\o_j__‘f:/a\/ﬂf;l/ssjo

Kinesis Data Streams [&, COBITTTF—F OV AAMEZEE R A HICEHAENET
AWS loT Events, 10T FINA AD SV TILEZALDARN) =20 F—2%INE&E, LB, 97
BDAT—STITHRNEFLEEBETILEEARKIC, TBLEF—XRUNBEMO AWS H—E R E
NDIKEZREBELET,

aws kinesis create-stream --stream-name your-kinesis-stream-name --shard-count 4 --

region your-region

TNAABEXY L= RAO—RYARICETVTS Y — REZFHELET,

A7 ¥ 7" 3: Amazon Kinesis Data Streams Z /K3 % 10


https://docs.aws.amazon.com/streams/latest/dev/tutorial-stock-data-kplkcl-create-stream.html
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ATYZ74AMQTT XY =D —TFT AT IN— LV ZERELEEFHTS

HLLOWMQTIT XY =2 II—FT A2 TN ZERTEH., BEOIL—IILZEFTEXT,

Console

1.

o a0 bk~ w DN

FLOMAQTT XY =D =T A2 TIN—IINFBELESH, ELEEBRFOIL—ILZEMHMT
EBRNESIHERELET,

AWS loT Core AV =)L ZREE T,

FTETF=23RADT, XV E—DIIN—TFT42TZERL, L—-ILZERLET,
B93> T, XVvtE—I)N—F400%BRL., L—ILEBRLET,

L= Z4#EK] Z2BIRLET,

L=L7AONT 1 DEER—T T, AWSIoT Core L—ILEBDIL—ILBEADLET, IL—
OB -A7>3>T, /R NZEREL T Kinesis Data Streams ICEZEL TV &%
BATRHAZANLET,

SQAL AT —M XAV RORENR—T T, SQL AT—KXZ KNI ") EABUSELECT * FROM
'your-database', ANZERLET,

WN=NOFTRYFFOAVR—IT, )L=IT U232 Tkinesis ZBIRLET,

AR —AL® Kinesis AN —LZBIRLET, N\—FT 1> 32F—IC "your-instance-
id) EAHALET, IAMO—)LICELZO—-)LZERL, L—IOEMT V> 32 &FRL
£9,

SEMIC DOV TIE, TCreating AWS loT rules to route device data to other services; 3B L T<

ZEV,
AWS CLI
1. ROABRZZTISON 77 M) ZHERLET, cOIJSONREZ 7ML, hEYIAS

ITANTOAXYE—DBBIRL, 1 VAZFADEN—TFT423F—ELTHEALT,
EE N/ Kinesis AN —AICEIX TS AWS loT Core L—I)LEEELET,

{
"sql": "SELECT * FROM 'your-config-file'",
"description": "Rule to process events and forward to Kinesis Data Streams",
"actions": [
{

"kinesis": {
"streamName": "your-kinesis-stream-name",

ATV T 4MQTT AV =D —TF A VI IN—ILZERELFEH TS 11


https://console.aws.amazon.com/iot/
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules-tutorial.html
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"roleArn": "arn:aws:iam::your-account-id:role/service-role/your-
iam-role",
"partitionKey": "${your-instance-id}"

}
1,
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23"
}

2. EFEALTMQTIT MY IIIL—ILEZERLET AWSCLI, CODARATY 7Tl AWSCLI,
ZEAL T, events_rule.json 77/ I TERE NI EZFEAL T AWS loT Core k
EYOI—IZERLET,

aws iot create-topic-rule \
--rule-name "your-iot-core-rule" \
--topic-rule-payload file://your-file-name. json

ATY7 5 EEFEEMQTT REY VDI RARA NZEBTS

EEXEMQTT REYVZFERALT, NEYIONFEBAYE—DZRITIDEMEREL., UETlc
BEhi-#MegEzBEmIET AWS IoTEventse T RIRA U NE, AWSTAHORED—=23D
ICEBTY,

Console

1. AWS loT Core AV —)LZREET,

2. EROFTETS—>3aoNRILOEREIS VT, RXS/VEEZERLET,

3. iot:Data-ATS RX A VFREZEBRL T, REDFMER—DZREXT,

4., RAAMVEOEZIE—LET, COBRIVRRAINTT, BOATY T TREICED
=, IVRRAMNMEZRELETD,

AWS CLI

RDOAX > REZZTLT, FHIRODEREEXA Y E—C%RTTB-8H0 AWS loT Core T R
RAKNERBLETD,

aws iot describe-endpoint --endpoint-type iot:Data-ATS --region your-region

ATFYT 5 REEEMQIT REYIDIY RRA > NERETS 12


https://console.aws.amazon.com/iot/
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AT Y 7 6: Amazon DynamoDB F—7 )L 2R T 3

Amazon DynamoDB 7—7)Lid. DREEEHEEEZBEE X AWS loT Events, HriLWY U 1—
AT —FTIOFYTCTFNAARAOREBETFATIVR—FEFIIADY V2HFRELVCEETRH-HD
AT—Z7 N TCREBHFEERHBLET,

Console

Amazon DynamoDB 7—7)LZERL T, FA TV X—EFIIOREE#HIZLET, FHMAICOV
Tik. TAmazon DynamoDB FAXOY /N—7 4 Ry ® "DynamoDB TT—7 I ZEKT D, %&
SRLT<EEV, DynamoDB

T—7IILOFMICOVTE, AT ZEALET,

« TR, BRUET—TILEEZADLET,
s N=TFT14232F—CE, MEADAZARXAIDZASILET,
s TTILBREODT7AIINEBELCFEATEET,

AWS CLI

ROIAN RZERTL T, DynamoDB T—7 )L &ZERL £ T,

aws dynamodb create-table \

--table-name your-table-name \

--attribute-definitions AttributeName=your-instance-
id,AttributeType=S \

--key-schema AttributeName=your-instance-id,KeyType=HASH \

AT Y7 7: AWS Lambda B8 ZER TS (A2 V—))

Lambda L IT7REBI O ELTHEL, T4 TI9X2—EFIIOFMOS Y V2BERAET
AWS loT Events, c DfHITIE, 2D AWS H—EREHEEL T, EEZBENEL—INICESTVWTEE
F—RENEBL, REEEEL, 793 eERNJH—-LET,

NodeJS Z> 2 A LA%ZfEHAL T Lambda B ZEERL ET, XROI—RAZRY NEFEAL T, /\—
RIO—RENEEHZEZEBRAETS,

1. AWS Lambda console ZF& £ 9,
2. [BEBOER] ZBIRL TS EEL,

A5 v 7 6: Amazon DynamoDB F—7 /L ZER T 2 13


https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
https://console.aws.amazon.com/lambda/
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3. BBBORHZEALLET,
4, TRAALELT NodedS 22.x ZiBIRLE T,

5. F7FLMNORTO-IINOZEEROYITEOT, BFEOO-IZEAZRRL, BIOATY T
THERLIZ IAMO—ILZERLET,

6. [BITDER] ZBIRL TLEZEW,
7. N—RIO—REhEEH2EEMA LR, XOOD—RAZIRY MIBYNEFRT,

8. BABOEMEZ. A—RETJIZROO— RFIZEEY) ). your-destination-endpointT > K
RAVRNZMEOOD—RICBEEBRAET,

import { DynamoDBClient, GetItemCommand } from '@aws-sdk/client-dynamodb';

import { PutItemCommand } from '@aws-sdk/client-dynamodb';

import { IoTDataPlaneClient, PublishCommand } from "eaws-sdk/client-iot-data-plane";
import { SchedulerClient, CreateScheduleCommand, DeleteScheduleCommand } from "@aws-
sdk/client-scheduler"; // ES Modules import

//// External Clients and Constants
const scheduler = new SchedulerClient({});
const iot = new IoTDataPlaneClient({
endpoint: 'https://your-destination-endpoint-ats.iot.your-region.amazonaws.com/"

1)
const ddb = new DynamoDBClient({});

//// Lambda Handler function
export const handler = async (event) => {
console.log('Incoming event:', JSON.stringify(event, null, 2));

if (!event.Records) {
throw new Error('No records found in event');

const processedRecords = [];

for (const record of event.Records) {
try {
if (record.eventSource !== 'aws:kinesis') {
console.log( "Skipping non-Kinesis record from ${record.eventSource}');
continue;

AT Y7 7: AWS Lambda B# &R T2 (VY —IL) 14
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// Assumes that we are processing records from Kinesis

const payload = record.kinesis.data;

const decodedData = Buffer.from(payload, 'base64').toString();
console.log("decoded payload is ", decodedData);

const output = await handleDecodedData(decodedData);

// Add additional processing logic here
const processedData = {
output,
sequenceNumber: record.kinesis.sequenceNumber,
partitionKey: record.kinesis.partitionKey,
timestamp: record.kinesis.approximateArrivalTimestamp

};

processedRecords.push(processedData);

} catch (error) {

return {

console.error('Error processing record:', error);
console.error('Failed record:', record);

// Decide whether to throw error or continue processing other records
// throw error; // Uncomment to stop processing on first error

statusCode: 200,
body: JSON.stringify({

D

i
};

message: 'Processing complete’,
processedCount: processedRecords.length,
records: processedRecords

// Helper function to handle decoded data
async function handleDecodedData(payload) {

try {

// Parse the decoded data
const parsedData = JSON.parse(payload);

// Extract instanceld

AT Y7 7: AWS Lambda B2 EK TS (A V—I)
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const instanceld = parsedData.instanceld;

// Parse the input field

const inputData = JSON.parse(parsedData.payload);

const temperature = inputData.temperature;

console.log('For Instanceld: ', instanceld, ' the temperature is:',
temperature);

await iotEvents.process(instanceld, inputData)

return {
instanceld,
temperature,
// Add any other fields you want to return
rawInput: inputData
};
} catch (error) {
console.error('Error handling decoded data:', error);
throw error;

//// Classes for declaring/defining the state machine
class CurrentState {
constructor(instanceld, stateName, variables, inputs) {
this.stateName = stateName;
this.variables = variables;
this.inputs = inputs;
this.instanceld = instanceld

static async load(instancelId) {
console.log( 'Loading state for id ${instanceId}’);
try {
const { Item: { state: { S: stateContent } } } = await ddb.send(new
GetItemCommand({
TableName: 'EventsStateTable',
Key: {
'InstanceId': { S: “${instanceld}’ }
}
1)

const { stateName, variables, inputs } = JSON.parse(stateContent);

AT Y7 7: AWS Lambda B2 EK TS (A V—I) 16
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return new CurrentState(instanceld, stateName, variables, inputs);
} catch (e) {

console.log( 'No state for id ${instanceld}: ${el}’);

return undefined;

static async save(instanceld, state) {
console.log( "Saving state for id ${instanceId}’);
await ddb.send(new PutItemCommand({
TableName: 'your-events-state-table-name',
Item: {
'InstanceId': { S: “${instanceId}’ 1},
'state': { S: state }
}
1)

setVariable(name, value) {
this.variables[name] = value;

changeState(stateName) {
console.log( ‘Changing state from ${this.stateName} to ${stateNamel}');
this.stateName = stateName;

async setTimer(instanceld, frequencyInMinutes, payload) {
console.log( "Setting timer ${instanceld} for frequency of ${frequencyInMinutes}
minutes’);

const base64Payload = Buffer.from(JSON.stringify(payload)).toString();
console.log(base64Payload);

const scheduleName = “your-schedule-name-${instanceld}-schedule";
const scheduleParams = {

Name: scheduleName,

FlexibleTimeWindow: {

Mode: 'OFF'
1,
ScheduleExpression: ‘rate(${frequencyInMinutes} minutes) ",
Target: {

Arn: "arn:aws::kinesis:your-region:your-account-id:stream/your-kinesis-
stream-name",

AT Y7 7: AWS Lambda B2 EK TS (A V—I)
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RoleArn: "arn:aws::iam::your-account-id:role/service-role/your-iam-

role",
Input: base64Payload,
KinesisParameters: {
PartitionKey: instanceld,
I
RetryPolicy: {
MaximumRetryAttempts: 3
}
I
I
const command = new CreateScheduleCommand(scheduleParams);
console.log( "Sending command to set timer ${JSON.stringify(command)}’);
await scheduler.send(command);
}

async clearTimer(instancelId) {
console.log( Cleaning timer ${instanceld}’);

const scheduleName = ‘your-schedule-name-${instanceld}-schedule";
const command = new DeleteScheduleCommand({
Name: scheduleName

1)

await scheduler.send(command);

async executeAction(actionType, actionPayload) {
console.log( 'Will execute the ${actionType} with payload ${actionPayload}’);
await iot.send(new PublishCommand({
topic: “${this.instanceld}’,
payload: actionPayload,
qos: @
)

setInput(value) {
this.inputs = { ...this.inputs, ...value };

input(name) {
return this.inputs[name];

AT Y7 7: AWS Lambda B2 EK TS (A V—I)
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}

class IoTEvents {

constructor(initialState) {

this.initialState = initialState;
this.states = {};

state(name) {

const state = new IoTEventsState();
this.states[name] = state;
return state;

async process(instanceId, input) {

let currentState = await CurrentState.load(instanceld) || new

CurrentState(instanceld, this.initialState, {3}, {3});

currentState.setInput(input);

console.log( "With inputs as: ${JSON.stringify(currentState)l}’);
const state = this.states[currentState.stateName];

currentState = await state.evaluate(currentState);
console.log( "With output as: ${JSON.stringify(currentState)}’);

await CurrentState.save(instanceld, JSON.stringify(currentState));

class Event {

constructor(condition, action) {

this.condition = condition;
this.action = action;

class IoTEventsState {

constructor() {

this.eventsList = []

events(eventListArg) {

AT Y7 7: AWS Lambda B2 EK TS (A V—I)
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this.eventsList.push(...eventListArg);
return this;

async evaluate(currentState) {
for (const e of this.eventsList) {
console.log( "Evaluating event ${e.condition}’);
if (e.condition(currentState)) {
console.log( Event condition met’);
// Execute any action as defined in iotEvents DM Definition
await e.action(currentState);

return currentState;

////// DetectorModel Definitions - replace with your own defintions
let processAlarmStateEvent = new Event(
(currentState) => {
const source = currentState.input('source');
return (
currentState.input('temperature') < 70
);
o
async (currentState) => {
currentState.changeState( 'normal"');
await currentState.clearTimer(currentState.instanceld)
await currentState.executeAction('MQTT', “{"state": "alarm cleared, timer
deleted" });
}
);

let processTimerEvent = new Event(
(currentState) => {
const source = currentState.input('source');
console.log( ‘Evaluating timer event with source ${source}');

const booleanOutput = (source !== undefined && source !== null &&
typeof source === 'string' &&
source.tolowerCase() === 'timer' &&
// check if the currentState == state from the timer payload
currentState.input('currentState') !== undefined &&
currentState.input('currentState') !== null &&

AT Y7 7: AWS Lambda B R T2 (2> V—)l) 20
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currentState.input('currentState').toLowerCase !== 'normal');
console.log( 'Timer event evaluated as ${booleanOutput}’);
return booleanOutput;

iy
async (currentState) => {
await currentState.executeAction('MQTT', “{'"state": "timer timed out in
Alarming state" }°);
}

)

let processNormalEvent = new Event(
(currentState) => currentState.input('temperature') > 70,
async (currentState) => {
currentState.changeState('alarm');
await currentState.executeAction('MQTT', ‘{"state": "alarm detected, timer
started" }°);
await currentState.setTimer(currentState.instanceld, 5, {
"instancelId": currentState.instanceld,
"payload":"{\"currentState\": \"alarm\", \"source\": \"timer\"}"

});

)i
const iotEvents = new IoTEvents('normal');
iotEvents
.state('normal"')
.events(
[
processNormalEvent
1);
iotEvents
.state('alarm')
.events([
processAlarmStateEvent,
processTimerEvent

);
AT v 7" 8: Amazon Kinesis Data Streams KU H—%ZEMMT 3

AWS YXZRIDX ROV =) £ Z#2FRAL T, Kinesis Data Streams ~J 7j—% Lambda B3%k
ZiE&fmmL E£9 AWS CLI,

AT Y 7" 8: Amazon Kinesis Data Streams N J Hi—%BMN3 %
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Lambda BI# (- Kinesis Data Streams R H—%ZEBMT 2 &, F—XWYVIAKRNA T 54> LunE
Oy VBOEGEAN IS, AD AWS loT Events DB FEE BRI, FE loT F—X AN —
LZzBEHNICFHEL. ARXRNIUTILZALTRIESTEDRDICKEYET,

Console

M HOVWTER., "TFROY/N—HA R, O "Lambda B ZHOHT AR NY—ANYEY
JaERTD #SBLTLSEEL, AWS Lambda

ARYRNY=AIYEDTOFRAICE, UTZEALET,

- EHAICE. TEAEND Lambda BEADLETATY 7 7. AWS Lambda BB Z/ERT S
a>yv-=JL.

« A2 1—X—-FA7>3> 7T, Kinesis ANU—LDARN ZAHNLET,

« INYVFHAX]IC, 10 EALLET,

AWS CLI

RN RZEFTL T, Lambda BN U H—ZERLET,

aws lambda create-event-source-mapping \

--function-name your-lambda-name \

--event-source arn:aws:kinesis:your-region:your-account-id:stream/your-kinesis-
stream-name \

--batch-size 10 \

--starting-position LATEST \

--region your-region

ATFYT 9 F—ROMVY AKX E H HEEE T ANT S (AWS CLI)

FATIOR—FEFITEZLERBICETVTMQIT REY IR/ O—RZRHTLET, EE%E
T A Kyour-topic-named37=H® MQTT REY IADORAO—ROFIZRICRLET,

{

"instanceId": "your-instance-id",
"payload": "{\"temperature\":78}"
}

RO (FLREAED) ATV EECREY JIZRITENEZ MQTT XY 2—IAKRTENET,

ATV O F—2OMY)IAKEHOHEEZTANT S (AWS CLI) 22
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{

"state": "alarm detected, timer started"

}

T®H AWS IoT SiteWise 77— A DT F IR AWS loT Events

CcOtEOa>TR, BITRERED TS —LABEEZIREITZIREY )1 —232ICDOVTHBLE
3 AWS loT Events,

AWS loT Events 7 5 —L%Z{EH T2 AWS loT SiteWise 7’0/NT 1« WF{EE. CloudWatch 75— LA
EEALTYDI—23VICBATEERT, COT77O0—FF, IS SLAs &, EEREXY
=T ENETS—LBEDEBMKEEZBA EBREZT R THEEZRHELET,

T—FTOF ¥ DOLE

AWS |oT SiteWise 7’0/N7T 1 ®IBIED AWS loT Events 7 5 —ARE Tk, AWS loT SiteWise
F 1—H—H A KAssetModelCompositeModels ) ® " THHTZ—LZEET D AWS loT

SiteWises THRIEENTWVWRELSIC, TEY NEFILT ZERTIHENF HVET, HILLY
)1—23> A0ZEER., B, JVV—JILZBUTEBENET AWS loT Events

FLWYUa1—2avE, CloudWatch 75 —AZFERALTT7S—LAEBEZREEHLET, COT T
O—F Tk, AWS loT SiteWise BHZFEAL T7°O/NT 1 F—XKRA > ~%& AWS loT Core MQTT
NEY 212%1TL., Lambda BBICK > TREBEhET, COBEHKEFE. ChsnEH%E CloudWatch
XRNUORAIZEHB;L, CloudWatch D75 —AT7L—ALAD—DICKDTS—LAFTZR) T &2HIIC
LEI,

B Ji)ai—>3> fRIE R
F—=RY—RA-H5 AWS loT SiteWise loT Events M E#E#HEE % AWS loT SiteWise 7
O7ONT1F—R MQTT &40 ONTF4HAS50MQTT BHICEEMAET

AWS loT SiteWise

F—2u0E - 7O/ Lambda function AWS loT SiteWise 7’O0/\NT 1 B & 18

TATF—RZEH;L L. CloudWatch XNUJAICEHBLET

£9

To—LFHE - X b Amazon CloudWatch ~ AWS loT Events 7 5 — /A% CloudWatch 7

DORBREZR) > To—LA T—AICBEMRZ, EEREBEEDEMBEEZ
RBEHELET



https://docs.aws.amazon.com/iot-sitewise/latest/userguide/define-external-alarms.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/define-external-alarms.html
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B Jy)ai—->3a> fHIE R

gL, T2—L%N

UH—LET

BE - L DL AWS  AWS loT SiteWise #&  CloudWatch 75— A% NET7 T — L AWS loT

loT SiteWise BT Z— LA SiteWise E LT ICA VY R—KNTBDATT 3>
Hae

ATY71: 7y N7ONTATMQTIT BHZBEMCZTS

AWS |oT SiteWise 75—/, AWS loT Events DS E2FEAL TVWBRHEEE., EZXV T332 %7
ONT4®O MQTT BHZEMI_TEET,

1. BATYITTTEYRNEFINOZONT 1 Z2imETSDE T, Configure alarm on assets in
AWS loT SiteWise procedure  ZfEWE T,

2. BOYAR7ONTAZEE, MQTT BHDODAT—RA%Z ACTIVE ICEELET,

Properties
A
Property Type
Attributes
[ 0O Attributes (1) ]

"Alarm-Recipient: [ MQTT Notification status

O Measurements (2) [ ] [ ACTIVE v ]

O Transforms (0) Must be less than 2048 characters. Motification will be published to topic $aws/sitewise/fasset

models/ [assetsf
i srties/
. /properties
O Metrics (2) /

W

3. BEENETFS—LABMCELTS—AFRGTIBNEY INAEBEBHET,

FCOVTR, LTORFIXRNIY—RAZZRLTSEZL,

« AWS loT SiteWise 1—H—H A4 RO MQTT hEY 207y hZ7ONTAIZDVWTEHBALFET,

« AWS loT #RAY/N—H 4 RO MQTT hEY T,

ATY 71 TEY NTONTATMQIT BHZEMICTS 24


https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-alarms.html#configure-alarm-threshold-value-console
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-alarms.html#configure-alarm-threshold-value-console
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/mqtt-topics.html
https://docs.aws.amazon.com/iot/latest/developerguide/topics.html

AWS loT Events FROYIN—HA K

AT Y 7 2: AWS Lambda BIZh&ZERR T 3

MQTT REY JICK > TEITE N TQV B Z55AES =D Lambda I EER L. HXDE%R
CloudWatch ICREITLET. XY tE— AWSIloT Core L= TRUAH—TFBEELET Va2 EL
T. O Lambda B EFEAL £,

AWS Lambda console ZF& £7,

[BBOER] ZFRL T EE L,

BEBEDERZANLET,

SR A4L5ELT NodedS 22.x ZiBIRLUE T,
TF72)LRNOERTO-NOEEROYTEVT, BFEOO-IINZEAZRRL, SIOATY T
THERLEZIAMO—)LZERLET,

o ~ 0 bh =

(® Note

COFETE., FATFIR—EFIFBECBAENTVDCLENRELTLE
F. IAMO—LFEVBAR, T 28RLTIEEWN222,

6. [BBOER] ZBRLTEEL,
7. N=RIO—RTNEEHZESBRA LR, ROT—RAZRY MIBEYFEFERT,

import json
import boto3
from datetime import datetime

# Initialize CloudWatch client
cloudwatch = boto3.client('cloudwatch')

def lambda_handler(message, context):
try:
# Parse the incoming IoT message
# Extract relevant information
asset_id = message['payload']['assetId']
property_id = messagel[ 'payload']['propertylId’']

# Process each value in the values array

for value in messagel[ 'payload']['values']:
# Extract timestamp and value
timestamp = datetime.fromtimestamp(value['timestamp']['timeInSeconds'])
metric_value = value['value']['doubleValue']

AT v 7 2: AWS Lambda E% & K T 2 25


https://console.aws.amazon.com/lambda
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quality = value.get('quality', 'UNKNOWN')

# Publish to CloudWatch

response = cloudwatch.put_metric_data(
Namespace="'IoTSiteWise/AssetMetrics"',
MetricData=[

{
'MetricName': f'Property_your-property-id',
'Value': metric_value,
'Timestamp': timestamp,
'Dimensions': [
{
'Name': 'AssetId',
'Value': 'your-asset-id'
},
{
'Name': 'Quality’,
'Value': quality
}
]
}
]
)
return {

'statusCode': 200,
'"body': json.dumps('Successfully published metrics to CloudWatch')

except Exception as e:
print(f'Error processing message: {str(e)}')
return {
'statusCode': 500,
'body': json.dumps(f'Error: {str(e)}')

ATY 7 3:AWSIoT Core X v tE— ) —FT 42T I—IEERTS

« FA-RNUTIILMATT XY - OBRTFIRICHEV, 7OV T MRRENIZSROBEHRE
ABLERT,

a. BaXvtE—I)IN—F1>T)L—)l SiteWiseToCloudwatchAlarms,

AT Y7 3 AWS 0T Core XY t—T )—F 1 T I—ILZERTS 26


https://docs.aws.amazon.com/iot/latest/developerguide/iot-repub-rule.html
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b. VIV, UTZFEATEXRT,

SELECT * FROM '$aws/sitewise/asset-models/your-asset-model-id/assets/your-
asset-id/properties/your-property-id'

c. W=ITF70>3a>T, HAsERENET—X% AWS loT SiteWise CloudWatch (ZEET S
Lambda 790> 3a>&BIRLET, HIAE., XOKSIZEYYET,

Rule actions info
Select one or more actions to happen when the above rule is matched by an inbound message. Actions define additional activities that occur when messages arrive, like storing them in a database, invoking cloud functions, or sending notifications.

You can add up to 10 actions.

Action 1

o [ - |
Send a message to a Lambda function

Lambda function Info

( ListenForSiteWiseUpdates v ] @ ( View [2 ) ( Create a Lambda function [2 >

Lambda function version

{ $LATEST v J @

Add rule action

AT Y7 4:CloudWatch XKNU O AEZRTRTS

TEICBRL A 7ONT A4 ICF—2%ZHV) AL & AWS loT SiteWise, & A7y 7 1: 7Y NS
ONT 4 TMQTT BAZERIC T2 THERL = Lambda BEIZCF—2EZL—FT AT LETATY
7" 2: AWS Lambda B Z#ER T %, COATY T TlE. XN DA% CloudWatch IZXET 3
Lambda ZHRTEE T,

1. CloudWatch AWS X Z X RV —=)LZHAEE T,

2. ERAOFET—23> T, XRJIODAZEBRL, RIZITXTOXNIORAZRBIRLET,
3. 75—AOURLEZERLTHEZT,
4

YV —AZ 7 O CloudWatch H A XDBFDESICHE)ET, COY—AFEHIEF. XKNJITAF—
A CloudWatch IC7 41 —REahTWB & &2HERLET,

"view": "timeSeries",
"stacked": false,
"metrics": [
[ "IoTSiteWise/AssetMetrics", "Property_your-property-id-hash", "Quality",
"GOOD", "AssetId", "your-asset-id-hash", { "id": "ml1" } ]
1,

"region": "your-region"
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https://console.aws.amazon.com/cloudwatch/
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AT Y 7 5: CloudWatch 7o —ALA%ZERT S

Amazon CloudWatch 1—H'—H 4 ROEHL & WEICE D WVWT CloudWatch 75 —ALZ/ERL . B
HEHIBDEXNIVIOAODT Z—L%EKLET, Amazon CloudWatch

® Note

Amazon CloudWatch ® 7 5 —AREICEZL< DA 3a > F®H ') £9CloudWatch 75— L
DEEMIZ DLW Tk, Amazon CloudWatch 1—%—74 4 R4 ® TAmazon CloudWatch 75
LDOER) 282RBLTLE L, Amazon CloudWatch

ATY 7 6:(F7<3>) CloudWatch 7o —AL% (4 R—KNT D AWS
loT SiteWise

CloudWatch 75 —AL7F 25 3> & Lambda AWS loT SiteWise 2R L TTF—2 % ICEETD LD
IZ CloudWatch 75— AZRETEE T, CcDHEAICKY) ., SiteWise Monitor R—Z I TFTZ—LD
RELE7ONT A ERRTEET,

1. AMT7S5—LEZT7EY NEFILOZ7ONTAELTERELET, FMICOVTEK, "AWSIoT
SiteWise 1—%'—HA Ry @ " THAET Z—L%EZHT S AWS loT SiteWises ZS5BL T
=V,

2. AWS loT SiteWise 1—H'—7 4 RIZ & % BatchPutAssetPropertyValue APl Z#R L TT7 T —A

— 2% \ZAfE 9% Lambda BEZER L £F AWS loT SiteWise,

FS—LRENfNEEENLEEIC Lambda BB ZF O H T K S IC CloudWatch 7 5 —ATF 9
EI“/’E BMELET, FMICOVWTIE. Amazon CloudWatch 1—H—HA R, @ "T7S5—LALTF
>3, w023 ESBLTLKEEZL,

RN
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/define-external-alarms.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchPutAssetPropertyValue.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions.html
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v N7 v 7 AWS loT Events

COtEOU>a>TE., AWS T7HD NOYERK AWS loT Events, REB T IV EAZFANDERE. 1
V—AANDT VA% EBITZ-OOO-I)OEIURBE, ZRETHEHOHA REEHLET,
(N =R/
s DEYRNTYTAWS 7HOU K

DT It AHFA DOERE AWS loT Events

DEYRNTYTAWS THI BN

“HA2TYTIBAWS THI b
FEVBER AWS FATY b, ROFIEERTLTHERLET,

CHATYTTBICEAWS THOU N

1. https://portal.aws.amazon.com/billing/signup ZF& £ 9,
2. FAUTAVOFIBEICHWVWET,

BAOTIYTFREO-—RELT, BRFLETFANXY E—JZZTEY), EFF—/N\Y RT
BEEO—RZADLET,

CHAVTYTITREAWS THIV N, AWSTAHIYNOIL—RI—H— FERENET,
W=RI—H—=Z&E, TATRODIXNTOAWS DH—ER EVY—ANDT I EAENH
WET, EF1UTARARNTSIOT1ARELT, A—F—ICEBT IV AEZE)HT, IL—
NI—Y—TFT IO AN BEZRZAIDRGTICEIL—RN I -0 ZHEATZILSICLTLEE
W

AWS HAVTYTTORANRETTRE, HSBREX—INFREEENET, hitps:/
aws.amazon.com/ D [NATFHDO N 200y oLT, WOTETHIRNDODREOTVT1E
TAERRL, THIORNZEBIDENTEET,
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://aws.amazon.com/
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BEBTOEAZE D I—Y—%ERT S

WCHATYTUES AWSTHI M, BENBZAVICL—RNI—HY—ZFEALBZVLSIC
AWS 7HORNOIN—RI1—Y—, OtF1)7 1 ZH#ERL AWS IAM Identity Center, ZBRIC
LTEBI—Y—Z2ERLET,

ERETDANS AT ROL—hI1—H—

1. L—=—RI—H—%EBRL, AWSTHIVBNEX—=ITRLAZAALT, PHO>  NME
BAWS XZIXVROAVY-INELTIEHA2A2LET ROR—JTNAT—RZAHDL
x9,

LN=—RI1—H—ZERALTHA A 2FTRIHECOVTRE, TAWS B A2 (2 I—H—FiA
RO TIN—hI—H-ELTHAA42T2, Z2ZRLTEEL,

2. L—hI1—Y—DOZEZRFEL (MFA) ZBMICLE T,

FIEIZOVWTRE, IAMIA—Y—HAROAWS THON ")—hI1—%— (V=)L) DR
MFATFNAAZEBEMITS, 25BLTLEEL,

ERBT7 IOt AZHE > 1—H—2EKTS
1. AMPAFUTATAEZ—ZBMILET,

FIEZD2WTE., TAWS IAM Identity Center 1—%'—7# 4 K1 @ TAWS IAM Identity Center®
B3t ZZRLUTSEZ L,

2. AMTATFUTATAER-T, - —-ICEB7 IV ERAZNELET,

ZEDYV—ARAIAMTATFoTATAEZR—FT4LIKN) ELTHERTRHFEDFI—KNUT
JLIZDWTIE., AWS IAM Identity Center " 1—H'—HA R, O "F7F) bhZ2FEALTI—
HW—TOVAZERETDIAMTAToTATAEZ—F14LIOK) ZZRLTLIEEL,

ERTIVEAEZFE DI Y- LTHI212TF2B

IAM7ATFoTATAEZ—ODI— - LTHA 42T BICR. IAMTA T T4T4
O E—01—Y—0OERBICEX—IT7RLACEFEENEY A1 /42 URL ZEALET,

IAM Identity Center 1—H—ZFRAL THA AT HFEICODVWTE. AWSHA 1>
F1—HY—HA R, DAWS T POELAR—ZIINICHA A2 FB, 25RLTIEEL,
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
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EBMOI1—Y—ICT7OoAEZE)HTS

1. AIMPATFUTATAEYE—T, RPEEOT IV LAHAZEARATZIEVWSIRARNT ST
TARRES =T IO EAHAEY NEERLET,

FIEIZDOWVW T, TAWS IAM Identity Center 1—H'—HA R, ® "7 O A+ Y N &IER
TB, ESBLTIEE,

2. W=D —%FVET, TOIN-TLCDINBA VAT IO AEZE)ETE
ER

FIEIZDOWVW T, TAWS IAM Identity Center 1—H'—HA R, @ ") —T%EMNT S, &5
BLTLSEZL,

T O AR NOEEE AWS loT Events

ZRENDODVRNICEATRLEHICE, BYBT I ELAFTEERETAIENEETT AWS loT
Eventse cOEI> 32T, O—FOMEZERATIEHICHEZRT I EAFAICODVWTEHHAL
F9F AWS loT Eventss AWS CLI N > RE 2l AWS Identity and Access Management (IAM) 12/
V—ILZEALT, UY—RICTIEALEY, THEOHEZEITLEN TR LOOO-ILEL
CEETDTIEAFAR) S —ZEKTEET AWS loT Events,

IAM 1—H—H4 RICIE, AWS DY —ZAADOT 7 EAHFAOZEBZFHMHICET3EHMBERN CEHE
NTVET, BEOBRICOVWTIFE AWSIoTEvents, "7 o3>, UY—A, BLROEHEF—
AWS loT Events, ZZBL T EE L,

IAM OV —=)LZ2EALTO—ILET IV EAHFT2ERBLRVOERTDICIE. "IAMFI—KUT
JLIAMO—)LZFERLTAWS PHO NEOT O AREETE ) BSRBLTLSEETL,

(® Note
F—F1~128XFORET, UTEZEHDENTEXT,
c AXFELBILF (@~2)
« BF (0—9)
o BWERXF: -, _
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https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
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T3> FotAFHFH AWS loT Events

AWS loT Events Tld., i AWS H—EREFERTDT7 032N H—TEET, TOLEHIC

., I——ICRO>2TnsDT7 0232 %2RTTS AWS loT Events 7OV 2AFA 25T D44

ENfGVET, COtI>aVICR. To2arv—BE, ChsOT70>3veEaBERODIY—AIC

itbriﬁa‘%fﬂ’é'——izéﬁuz DENFEENTVET, BEICHUT ###4# £ account-id

NSRZZELET, AETHONE, TIOELAEThDIEEND IV —AEZSRIDELSICITSILRD—
RN EEEITBDHUEN HDYVET, IAMOAVV—I)ILZFEAL T, EELE AmazonSNS 75— K%
EIETDT U EAHFT AWS loT Events % 5 TEE T,

AWS loT Events Tl&k, 24/ N—%&FERAL LY, BRERELEVYTEDIUTOT V> a2 FHYR—
REhTWVWERT,

« setTimer &k, XAX—ZHERLET,

« resetTimer &, RAN—ZUEYKNLZET,
« clearTimer &, A X—ZHIBRLE T,

« setVariable &, AIZEZHERLET,

AWS loT Events Tld., AWS H—EAZBETEZLUTOT I 3a U NFYR—RENTVET,

e iotTopicPublish &, MQTT REY JICX Y E—D&RBITLET,

« iotEvents l&. AWS loT Events L TTF—RZ ANEE L TEFBLET,

- iotSiteWise &, AWS IoT SiteWiseF D7 Y RZ7ONTAICTF—RZEEFELET,
» dynamoDB I&. Amazon DynamoDB F— 7 J)LICF—RZZEFLE T,

» dynamoDBv2 l&., Amazon DynamoDB 7—7J)LICF—RZEELE T,
- firehose l& Amazon Data Firehose AN —AICF—REZEFELE T,
« lambda l&. AWS Lambda B#ZzHOHLET,

« snsld, F—RETVIIBHELTERBLET,

* sqgs k. Amazon SQS F1—ICF—RZEREEFELET,

ExampleR 1) < —

JSON

{

TOTavEA 32
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"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": "iot:Publish",
"Resource": "arn:aws:iot:us-east-1:123456789012:topic/*"

"Effect": "Allow",
"Action": "iotevents:BatchPutMessage",
"Resource": "arn:aws:iotevents:us-east-1:123456789012:input/*"

"Effect": "Allow",
"Action": "iotsitewise:BatchPutAssetPropertyValue",
"Resource": "*"

"Effect": "Allow",
"Action": "dynamodb:PutItem",
"Resource": "arn:aws:dynamodb:us-east-1:123456789012:table/*"

"Effect": "Allow",

"Action": [
"firehose:PutRecord",
"firehose:PutRecordBatch"

1,

"Resource": "arn:aws:firehose:us-east-1:123456789012:deliverystream/

"Effect": "Allow",
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-east-1:123456789012:function:*"

"Effect": "Allow",
"Action": "sns:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:*"

"Effect": "Allow",
"Action": "sqs:SendMessage",

N

1)

\/

o
-
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"Resource": "arn:aws:sqs:us-east-1:123456789012:*"

TOAIT—Z2DO{RE AWS loT Events

TATIVRETINTCERATDANT—EANOT VL AZHICHATEIN ZERFTIDENEE
TY, 2N BFAZHRLEVY, FATI9FEFINOERELEEFRIFHFAIEATVEDI1—
H—F LR IVTATN’H3HEEE., TO1—HY—FLBEITATAIADN—FT1>2Y
ZEMIBHAENAETRIMLENHYET, DKV, iotevents:CreateDetectorModel &
iotevents:UpdateDetectorModel MEFAIC A T, iotevents:UpdateInputRouting MFF
AERETIHEN HYET,

Example

RDORS—IE, iotevents:UpdateInputRouting OFTZEMLET,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "updateRoutingPolicy",
"Effect": "Allow",
"Action": [
"iotevents:UpdateInputRouting"
1,
"Resource": "*"
}
]
}

"Resources MDA RA—R T+ OKDLYIZ, AH Amazon Y —AFR—L (ARN) DU AKNZ
BELT, COFAZRBEDARNICHATACENTEXRT, CchllklY), COI—Y—FLEI>
TATAR D> THERE LR EFRENLETFATIORETFINEETDALT—RIIRELTT VLA
HFAZERADENTEET,

ABT—ZORE 34
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® Amazon CloudWatch O 52&0O—JL7R1J > — AWS loT Events

LTFORYS—RFIXRNE, AWS loT Events B EHIZKXH 2 T CloudWatch [COY &#IXET
EBDELDICTHO-ILRIUS—EEER)—%2RBHLET,

O—JLAR)Z—:

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents",
"logs:PutMetricFiltex",
"logs:PutRetentionPolicy",
"logs:GetLogEvents",
"logs:DeletelLogStream"
1,
"Resourxce": [
"arn:aws:logs:*:*:*"

EFER) > —:

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {

Amazon CloudWatch OJ & 0O0—)L KU — 35
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"Service": [

"iotevents.amazonaws.com"
]
3},

"Action": "sts:AssumeRole"

R, ROKSIZLT IAMOF 7 EAFAR) S —21—Y—CT7EYFLT, I—H¥—H0O—
LNZEBRDELDICTRIHEEHET, FHICOVTR, IMI—Y—HARD " AWS H—EAIC
O—)ZEIT 0 LAHAdZI1—F—ICH53% 28RBLTEEL,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
]I
"Resource": "arn:aws:iam::123456789012:xo0le/Role_To_Pass"
}
]
}

RXOIX Y RZEFEMAL T, CloudWatch Logs IR TB VY —ARVS —ZRETEETRT, chllk
V). AWS loT Events #" CloudWatch AN =22 JICOTJ AR N ZBBET D ENFAICEY E
£

aws logs put-resource-policy --policy-name ioteventslLoggingPolicy --policy-
document "{ \"Version\": \"2012-10-17\", \"Statement\": [ { \"Sid\":
\"IoTEventsToCloudWatchLogs\", \"Effect\": \"Allow\", \"Principal\": { \"Service\":

Amazon CloudWatch OJ & 0O0—)L KU — 36


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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[ \"iotevents.amazonaws.com\" ] }, \"Action\":\"logs:PutLogEvents\", \'"Resource\": \"*

\"} 113"

OJRFATIVERETRICE. ATOONY RZFEALET. roleArn i, R LZOTRE
BO—ITEEMATILEZT W,

aws iotevents put-logging-options --cli-input-json "{ \"loggingOptions\": {\"roleArn\":
\"arn:aws:iam::123456789012:role/testLoggingRole\", \"level\": \"INFO\", \"enabled\":
true } }"

® Amazon SNS X v +—>>4J0O—)L/R1) < — AWS loT Events

Amazon SNS AWS loT Events E DHEEICIE,. ZETHRNBEANBEESOLOOEERT UV AFHFA
EENAYBETT, COHA RTIE, A Amazon SNS RE°Y 2 AWS loT Events IC XY £—> & KT
TEDELSICIAMO—IILERI D —%BRETH7OLAICOVWTHBELET,

LTRSS —RFIXNE, BFEKRICRKD>TAWS IoT Events 'S5 SNS XY —D &EET
FMEAFETZO0-IILR)—EEBRIS—TT,

O—JLAR)Z—:

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Action": [
"sns:*"
1,
"Effect": "Allow",
"Resource": "arn:aws:sns:us-east-1:123456789012:testAction"
}
]
}

FEAR)S—:
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Sexvice": [
"iotevents.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}

Amazon SNS X v t—2 > 0O—)LRU>—
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AWS loT Events AV — )L OBEBEFE

cOtEV>a>TEk, AWSIloT Events IV —LZFEALTADETFILETFATOEZ—EFTI)IZ2E
BREBDAEEERLET, IOV D2 ODOREEZETFTIULET.,. BEOREBLEBERETT, T
DIOVHDOREENEEANBEOLEVEZEBAS L, TETIRFBEOREL, SBEBEREICET
LET, RIC, Amazon SNS XY £—J &EFEL T, EMBICREZEBELET, EHH 3 BER
LTEHBAEEOLEMEZTEZE, EFIFBEEMREICRY) ., BRE L THI®O Amazon SNS
XvtE—J7FEEFELERT,

FREEET7 I—AXCREECESAEEDOSEIC, BERLBREEXYE-—20REOARELE
BRI BD1-0IC, EHLEVMEZTES 3 DOEHKRLLAEEBEZEFIVYILET,

AV Y—=LICR, HARAEIAXARBVS DAOBREDT A TIR—FEFILTVTL—REHYE

¥, AVY—)LZ2EALT, O —HERLIETFATIR—FTFINEAR—NLIEVY, T4
TOR—FTFINEIVAR—NLIEY, BB AWS V-3V THEALEYTRIEETEET,

TATIE—FETFINEAR—NITRERR. BEBADZERTEAHA, ILLU-—3VAICER
SZEHEHRL. EFATATVSO—)L ARN ZEHL TEEL,

AWS loT Events AV —=J)LZERAL T, UTICO2VWTEHBLZEXT,

ADNEERTD

FNARETORRZEETEZZVTT3ICE. TLANJUF—2% AWS loT EventslCHUY A S
FENMETT, chlE, AHELTXYE—2ZFETHICEICKR2TITHONET AWS loT
Eventse CNIEWVWK DADHFETITSENTEET,

« BatchPutMessageZAARL —> 3> ZFERALET,

« TAWSIoT Core, XYV t—F—RBEHETDIN—IIZDOAWS loT Events 792> 3>
AWS lIoT L—)LZ4#ERK L ET AWS loT Eventse AN Z BRI CTRBITHISEN HVET,

« T AWS IoT Analytics, CreateDataset AL —23a> & FRAL T, TF—2tY NEERL
FJdcontentDeliveryRules, cns5DIIL—)LiF., F—2tEY NORBENFBBHNICEFE h
% AWS loT Events ALDZEELF T,

FNAANCOAETCT—REREETHHIC. 1 DULODANZEESTAIHRENHYET, D
EHIZ, FBADICREZN G, AODNEZRZUITITR2BEEXAYE—F—2DODT71—)LR%&EHE
ELET,
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TATIR—FFILOEK

REZFEALT, FATI2—FFI) BBRELET7OLAOETI) ZERLET, REI &
. EEBRARVNZRETZEOICEGANZTMMIARS4AE (7)) Oy UV EERLE
o TATIVR—FETINARNZRETDE, REEZZEELLZY ., 20 AWS H—ERZ &
AUTHARZRLEN RFLERBEAEREINLET V32 ZRMBLEYTERT, REBICADECE
FLERIREBZHZIEE, BREAT DAV TRENRBLENLEE LTI I ZHEKRTHEM
DANRYNZERTEXRT,

COFI-—KITILTRE, EFIFREOCREICEHANTRDEENDT V32, £ LT Amazon
SNS XY t—JZEEBELET,

TFINARAEEE7OCRAZEZRVTTS

BEOTNAAFEE7TOCRZEZRI T TDHBER. ADTROBEOT/NA AEZE7O
EAZBBNTD 71— I RZZEAHNICEELET, CreateDetectorModel O key 7 1 —JL R
ESBLTLKEEV, key ICK>THEBIEhBIADT7 1 —ILRAFAFLWMEZREB TS E, LW
TFNAANBREN, FATIOR—NERENET, FF1T7I93—&, FATIX—FEFILD
AVABVATT, HILWTFATOE—, TATIO8—FETFINERELEHIBRENDET,
TOTFNAADSOABDICKELRITET,

B—O7OEREETEZZVITRIEBE (BROFNAARELZI YT T7ORANADEREELT

WBBEETE), —ED#A key 71— RZEBELEEA, COBE. RIOALNEBEL L

EEIL, EFINREBE—DOFATIOR—(AVAREVRA) ZERLET,
FATIR—FFIANDAIELTAYE—DFREELET

FINARAFEEREZ7OEANS AWS IoT Events T14 TIX—ADANELTAXAY =D %EET
B2HERFVS 22BN, XVvE—JICRUTEMDT7 #—X Y NERITTIHLERFRHYEHEA,
COF1I—RNUTILTE., AWSIoTOVV—IZFEALT, XVvE—SF—RZEHEETDI—
I MOAWS loT Events 72> 32 AWS loT JL—)LZFRL £9 AWS loT Events,

CNZETSICE,. ADZEBRITEAL., AWSIloT OV —I)LZFERALTALEL TEEET NS
Xvt—I7ERUETET AWS loT Events,

(® Note

cOFI1—KUTIILTRE, AVY—=I)IZFEAL T, AWS loT Events 1—AT —ANF 1—
ROTZI OBICRERTVREDERL input & detector model ZHEKLET, <D
JSON O flZERAL T, FAI—KRUTFILICHSDICKRITEDCENTEERT,
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ReEY D

- OEAZFEIRT D -HDFREZH AWS IoT Events

s TETIDADZERT S AWS loT Events

« TTFATIOZ—FETILZEEKT S AWS loT Events

s TTATIVEZ—ETINETANTDEODANEEET S AWS loT Events

DEAZFRKT D= DEERSEMYSF AWS loT Events

AWS FADOY KRB WBERK. THVNEZERLET,

1.

FLDATYTIZ¥>TEY KT Y7 AWS loT Events, BYIBRT AT RNEREET V2 AHT
ZHERLET,
2 D@ Amazon Simple Notification Service (Amazon SNS) hEY V Z#ERL £,

COFI—RNUTIL (BRTIRTSH) &, 2 DD Amazon SNS hEY U ZERK
LECEZBRELTVET, chsORMEY JDARNKI, arn:aws:sns:us-
east-1:123456789012:underPressureAction 8 K arn:aws:sns:us-
east-1:123456789012:pressureClearedAction ELTERRENET, ChSDEE,
ERL L 7= Amazon SNS REY V0 ARM ICEZE#A T T, FHIC DOV T, "TAmazon Simple
Notification Service RO Y N\—HA4 R, ZZBL T EE,

Amazon SNS REY JIZTZ—hZHATHIRDY I, BEELERNEY VZET MQTT XV
T—DEFATUVR—ICEGBEEBRENTEET, COATIaVEFEHTHE, AWSIoT
Core AV —IZFERALTENRSDO MQTT REY VICEBENEXYE—28YTAOS5(47
BROCEZRVITTBET, FATIR—FFINFAVARAZERL, ThSsOA A
BROANTS—REZREELTVWRCEEBRTEET, T1TI9X—TEFITERESNIEADE
EFRAZEFEALT, FURXAMALAICMQTT REYVRZENICERT D _EETEET,

AHYR—NAWS U—23> 9% ZIBIRLET AWS loT Events, FFMICOVTIE, TAWS £
BROV77LAL O TAWS IoT Eventsy ZZBRUTLKEE WV, ALTIZOVWTR, " O
FEIDTOH—EZAAWS YEZIX RNV —=)LOBEBAEEAWS XXX NI Y —

i ZZBLTLEEL,
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TEFIDOADZERT S AWS loT Events

ETFINODANZBETRIEELL, TNAAFLERTOCANBEURT—RRAEZH/ETH-HITHE
BIBIXRVE—TORMO— ROV TINEBCTTANERETREEZHBOLET, ThSD
774N ZRABLTHELLE, BEBALZERTZDICRIEET,

AN, COEYYAVTHATIEBOLETERTEET,
JSON ABT7 7 AN ZEKT S

1. &AW, O—ANLT7AILATALT, RORED input.json EVWSEBRIDO T 7 A4 I ZHERK
LET,

{
"motorid": "Fulton-A32",
"sensorData": {
"pressure": 23,
"temperature": 47
}
}

2. ARX—R—input.json 77 M IINEREhDE, ANEERTEEFT, ANWEERTDEE
k2 2HVWEFT, AWSIoT Events AV —=I)LOFESF =23 RAVEFERLTANZERT
BET, T, FRRLCTATIVRX—FETFIARICANERERTEET,

AT DER ERE
TFo—ALAETFINEERFTATIOZ—TFIDOADEERTDEEICODVWTHBALET,

1. AWS loT Events AV —)LICOTA4>3%H, LW AWS loT Events 7H > NZ2EKT S
F723a>aEERLET,

AWS loT Events AV —=IIOELRBT, FES—>23a R4V EERLUTEBRLET,
EDFES—23a>sRA2T, [AH]ZRBIRLET,

V=L OART, [ADDER] ZiBIRLET,

uniquelnputName Z3EL £7,
F7232 - ANOFEBAEAALET,

2
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7. JSSON77A4) 27y 70O0—RTBICE. OBMETHERL Linput.json7 7 AL ZBIRLF
FISON AZWT77AINZERT D, ANBHZERTDE, ADLEBHEOVARNRRENE
9,

8. [ANEBMOEBER TR, FHATZIEMEBIRL., ER] ZBRLET., ZOBFITE. [motorid] &
[sensorData.pressure] ZiZIRL TVWET,

9. #7233 —HBEIZRTZANICEMLET,

(® Note

AWS loT Events AV —=IILOFA T IO Z—FFIIAICEBMOADEERTDEETEE
T FHEICOVWTR., "TOF1TI9X—FFINAICADEERT S AWS loT Events, &5
BLTLSEEL,

DTFATIOZ—FETFTINRICADZERT S AWS loT Events

DTFATIE—ADE, F—RY—REFATIVZ—FFILEOT )Y AWS loT Events £L T
BELET, T1T7I9F— A0, AIRMNREEBELBEZRILT D raw T— X ZRHLET
AWS loT Events, [oT T AT LADEBO AR MREZEHICEFIINEBRICHISTED RS,
TFATIOR—ANERETDHEICODVWTHALET,

cOtEI2a>TR, TLANIVF—RFLERFAYE—D2REITRLEHOTATIX—FEFIOA
DEERIDHFEERLET,

FATFOR—EFLOANEERETBIE

1. AWS IoT Events AV —)L ZBEE T,

2. AWSIloTEvents A2V =T, F4TI7Z—EFIDEKEZERLEXT,
3. [FRER] 2BRLEY,

4. [AODEK] ZBRULET,
5

ABCE, [ABRL, A7>3a>T BB ZALL, [774IL0T7Y 7O0—R] Z&#RLULET,
RRENBAATOATRY VAT, OMETHERL Izinput.json7 7 4 )L ZER L £ FISON
ADNT77ANEERT B,

6. [ANBHDER T, FAITZIBEMEZRIRL, [EX] ZBIRLET, <OFITIEE, motorld &
sensorData.pressure Zi#IRL £ 7,
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TTFATIOR—FTI)INZIEKT S AWS loT Events

COREYITR, REZBEALTTFATI/XR—FTII BRELETOELAOETIL) ZERLE
9o

REZEIL, BEEBARVNERBEIDEOICBERANETMMIZDRMAE (T ODYI%ZE
Z2LET, IRV REEhD &, REHFIEAL, BNMOT I3V ZRARTERT, chsnd
RYKNE, BITARNERENRET,

CORETR, TA1TIVXR—NFTOREICEDD, TOREBZERTIDLEVCIL, BBVEALZERE
LEEELLTODIAVERTTEDRARY DN (ENE N OnEnter, OnExit, OnInput /R NE
HEND)DERELET , 7o>avik, IRVNORHEF/FEZEODY UH true LEFHMEE N IZHEE
ICOAKAETENET,

FAFOA—EFIERRTBICR

—

BT A TOZ—DRENMERENELIE, BETDICIE. XA DIREAR—AT State_1
EVSIRILOFVWEAZBIRLET,
RERA T, REZZADL., OnEnterTAAR NOEBINZEIRLET,

3. OnEnter/ XY ROEBMR—TJ T, AIXRVKRFEARYNFHZADLET, COHIT
. true EAHDLT, REBICASDLEEBILCARMNNEIRBENDEZRLET,

4. ARYRNTO23UT, TUOAa2OEMEZERLET,
5. ARVKNTO23>T, ROFIEZRITLET,

N

AZOREZERLEXT
AEARL—2320OBER, EOFHZBERLET,
AERIC, RETZALDBFIMZANLET,
AZMEIC, fE0(EO) ZABLET,

6. [RfF] ZBRLKXT,

a o T

ERZLEAZEOLSBAERG, TATIFZ—FETFIOEZENDARNTERE (BZEIEE) TEE
I, JEDNEESRTEDIDEF, FATIX—NREICEEL, ERFLERFRETATVWSRED
ATTV2AVEERALEROAKATYT BIAE., IXRVNOEZHFZEODY UT),

7. RERAOT, REOEOXZEIRLT, F4T7I9F—FTFINLY NCRYET,

8. 2BBODTFATIUVR—DRERERTDICEK, T1TIX—OFFI/INL Y NTIRREZIEIRL .
XA VDEEAR—AICRTSYIULET, ChICKV), untitled_state 1 EWVWSHEAKNILD
RENERENET,
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9. RYIORET—KEFLLET (BE), REOABHICKHNFIRRENAET,
10. XEDZO DY OLT, BYORELAS 2EFEBDOREICRZY I LET.,. HYORESNS 2 EE
DREE (BEOSRILAFVTVD) AOBEARNFRRENET,
11. BEOTZERLET, BITARYIRADT, AIRVRBEARYNNIUA—ODY V= AR
LET,
12. BITARYNRADT, TO23a20EMEZBRLET,
13. BITARYRNTO2IOEBMRAVT, PO3I 2 0EMZERLET,
14. TO23a2OBRT, JEOREZERLET,
a. AIZEFANRL—32CDHEE. EORHEZERLET,
b. AZRIC, AZOBEMZANLET,
c. EDEINIETIZ, ROLDIBEZAHNLET:
$variable.pressureThresholdBreached + 3
d. [RF] ZBRLEY,
15. 2 & B OIREE untitled_state_1 ZiBIR L £,
16. RERA > TREZBZANL, ASTETAXRNOEMNEZERLET,
17. OnEnter F XY ROEBMR—I T, ARV KRBEARVNFHEZADLET, [FO 32 %E
hn] 2 BRLUET,
18. 7O 3 DBIRT, SNS XY - NEAEEEIRLET,
a. SNS REYZICIE, BD® AmazonSNS REY VD X—5Y NARN ZA DL ET,
b. [R7F] ZBRLET,
19. BICANXR NZEMLETETD,
a. OninputT, AR NDEMZRRL, XKOARY MEREZEADLTRELET,
Event name: Overpressurized
Event condition: $input.PressurelInput.sensorData.pressure > 70
Event actions:
Set variable:
Variable operation: Assign value
Variable name: pressureThresholdBreached
Assign value: 3
b. OnlnputT, /X ~DEMZERL, XOAXRYNMEBRZADLTRELE T,
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Event name: Pressure Okay
Event condition: $input.Pressurelnput.sensorData.pressure <= 70
Event actions:
Set variable:
Variable operation: Decrement
Variable name: pressureThresholdBreached

c. OnExitMFZEIEF. 1R NDEMZIEIRL., EKL 7=Amazon SNS REY 2 M ARN & {FH
LT, ROARYNEHREADLTRELE S,

Event name: Normal Pressure Restored
Event condition: true
Event actions:
Send SNS message:
Target arn: arn:aws:sns:us-east-1:123456789012:pressureClearedAction

20. 2 BB ORE (&) T—REFELLET, REOFABICKHMFIRRENET

21. REDZOVVYOLT, 2BEODREASHBVOREIZRZYILET, BEOIRILFFVWESR
ARARRENET,

22. BEOTZERL, BITARVIMRAUT, ROBHBEFEALTARIRNBEARYNNDA—
Oy 0% AALET,

{

Event name: BackToNormal
Event trigger logic: $input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 0

}

NUA—ODY VT $input lEE $variable EZTANTHEHOFEMIC OV TR, AWS
loT Events T4 T2 —EFIIOFIREFIR TORAZEOTAMOI N ZSRLTLKLEE
Wo

23. AZ—PMREZEBERLEXT, T7FIETR, CORBRBTATIZ—EFIZERLIEEEELC
ERENELL)y AZ—KRTA4 2 RTT, BEMRE (FIZAF. BE) 2BRLKT,

24. RIZ, ABZVYAVFTRRILTFATIVR—FETINZEZRELET. ALBET, 2FZERLE
ERD

25. FAFIR—EFLOBER—TT, ROFIBERTLET.
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a. TATUOR—FFIA. FHP, BLUCO-IIDORBEZADLET, TOO—IIIERKENE
9,

b. —EOF—NV1—-C,IlF1TI092—DEREZBRLET, MBOO—-)IZERL THEH
TBICE. OF IV EAHFADOETE AWS loT Events DATY ZICH#-T, 22lcO—-J)L&L
TAHBLET,

26. TATOR—ERF—ICE, BICERBLEALOBMED 1 DOFFZRBRLET, F1T0
X—ERF—ELTERTZIEHRIE. BAYVE—ANCEETIHENHY), XvE—2%IE
FBIBETNAAICBETHBILENHYET, COFITE, motorid BHEZFEAL TWVWET,

27. RFEL TRIT) ZBRLF T,

® Note

BEDTATIVE—FETFILERL TEREND —BOTFATIZ—OHE, BEEhDAD
XYV E=JICETVTREYNET, FATIZ—FETINERE D&, ADBMENSF—
NFBRENKXT, COF—F, EDFATIR—AARAZHERITINZRELEXT,

F—A(COTATIEZ—FEFIT) REICSRENLEZENFBZVEE, HILLTFITIR—
ADARDATERENE T, F—HABUAICSRENEENFHRHEER. COF—EICH
WIBBREDTATIR—A ARV AZERLET,

FATIOR—FEFIEEONY VT Y7 IE—% (JSON) ERFELREFLTITFATIEZ—FEFI)I %
ERRLIEY, TO7L—RELTHERALTROTF A TIOEZ—EFIEZERLIEY TEXT,

chik, AVY—=IHLS, EFEROCLIONY RZFEALTRITTERT, LEICKLUT, T4
TOR—FETFINOERE, BIOATY 7 TRRALEEECFEALEENDE—HITBLSICEELE
EE

aws iotevents describe-detector-model --detector-model-name motorDetectorModel >
motorDetectorModel. json

chlZ&kY), ROXSBEABRNDT 7 1)L (motorDetectorModel. json) AMERE ET,

{
"detectorModel": {
"detectorModelConfiguration": {
"status": "ACTIVE",
"lastUpdateTime": 1552072424.212,
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"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1552072424.212,
"detectorModelArn": "arn:aws:iotevents:us-
west-2:123456789012:detectorModel/motorDetectorModel",
"key": "motorid",
"detectorModelName": "motorDetectorModel",
"detectorModelVersion": "1"
I
"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached + 3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70",
"nextState": "Dangerous"
}
1,
"events": []
I
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "init",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "OQ"
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}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "Back to Normal",
"actions": [],
"condition": "$variable.pressureThresholdBreached <= 1
&& $input.Pressurelnput.sensorData.pressure <= 70",
"nextState": "Normal"
}
1,
"events": [
{
"eventName": "Overpressurized",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70"
I
{
"eventName": "Pressure Okay",
"actions": [
{

"setVariable": {
"variableName":
"pressureThresholdBreached",

FATOR—EFLOER
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"value":
"$variable.pressureThresholdBreached - 1"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
<= 70"
}
]
I
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:MyIoTButtonSNSTopic"
}
}
1,
"condition": "$variable.pressureThresholdBreached > 1"
}
]
},
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:IoTVirtualButtonTopic"
}
}
1,
"condition": "true"
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]I

"initialStateName": "Normal"

TTFATIR—EFETINETANTDLEHDANZIEETSD AWS
loT Events

TTLANIVTF—RZZETRICR. WDI2DDOFENHVYET AWS loT Events ( "4 2R T
F—REZELTCTOaERNIA—FBLEHICHR—REhTVWE 7O 3> AWS loT
Events)e COREY I Tk, XY tE—2%F 4 AWSIoTEvents T2 X—ADADELTEETS
AWS loT JL—)L%& AWS loT > V=) THERT B FEICODVTHBALET, AWSIloT A V—=)
DMQTT V54T R E2FERALTTARNXYE—DRFEETEET, COFEZEERATIE, TN
AANFXY =27 O—H—%FERALTMQTTAWS IoT XY — %X {ETE S AWS loT Events
EEIL, TFLANUTF—RZ ICHBTEEXT,

FAFUR—EFLETFANTBLODANERET SR

1. AWSIoT Core AV —) ZHZE & T, EAOFTES—>IaRADO [BE]| T[XYE—D
=710 &BRL, =] ZBRLFT,

2. BEDO - ZER] Z2BRLKT,
3. U—IZERIR—TT, ROFEZZTLERT,

1. ATY 7T 1IN=IL7ONT 1 ZEBELET. UTOT71—I)LRIZEZADLEFT,
« JL—I)L&, MyIoTEventsRule BEDIL—IILDBZFZEAILET,

(® Note
ZHEEALZVWTSEZL,

c L=ILDOBH hEF7>3> T,
o [RN] ZEIRLET,
2. ATV 7 2SQL AT—MXAVRNERBRELET,. UTOT7 1 =)L RICEZADLET,
- SQLON—23 2 UARNDYSEYBAT a2 EBRLET,
« SQL A7—K X2 N, SELECT *, topic(2) as motorid FROM 'motors/+/
status' EASBLET,
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[RN] ZBIRUE T,

3. ATV 3N—ATFHYAVETEYFLET, TA—LFo>a>, £923>T, UF
ERTLET,

« T3V oT AR ZEBERLET, RDT 1 =)L RAKRKRENETT,

a. A VARDSHEYEATS IV EBRLET. BOOANFRRENZVEER,
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DE—ETFINREREFHFENETATIVZ—ETIIAXYE—SORBETATIR—
(AVAZVRA) DIERERBIDETICHOMANERT, TATIVX—FETFTINEHFE
Izma. OB, REION—2 3V ICES<BENSIEHRERTES NI ARSI Y E
ERD

NEY D

s FNAAF—B%Fv7Fv92 AWS loT Events AT ZERT

s TENAADREERRTTATIX—FTINEERT S AWS loT Events
s TTFATIEZ—ANDAIELTAXAYE—D%EET S AWS loT Events

TFINAARTF—RZFv7F ¥ 3% AWS loT Events AN ZERKT B

DANZRETHEEF AWS IoT Events, ZFRALTAWSCLI, FNA AN H—F—2%Z L
DEICBEITIHNEERTEET, LA, FNA AN E—Z—BRFELF—DOFHEAEY)

BEZETC JSONFEROXAY E—DZIEFEITRIEE,. EHAXPETE—X—IDABE, XVvE—HSO%E

ENEMENYE T IBANEERTRZET, COTF—REFYTFY¥TEET, cO7OL

Ak, JSSONT77A4INTALZEEZL., BETEDT—RXRAINZEEL, ZEALTALZERR
AWSCLI 32 ZENSTHREYET AWS loT Events, —ckY) AWSloT, EUTILRALDEY
H—F—RIEJVTEERZXHZETEZR I LTHRETERT,

BleLT, FNAANROERTXY E—JZEETHDELET,

{
"motorid": "Fulton-A32",

"sensorData": {
"pressure": 23,
"temperature": 47

}
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}

RO AWS CLI ON Y RZFEAL T, pressure7F—X & motorid (XY E—2JZEFBLEBEDT
NARZEBRNTD)EF Y TFYIBANZHERTEEY,

aws iotevents create-input --cli-input-json file://pressurelnput.json
774 )l pressureInput.json ICIEXDEDHAEERTVET,

{
"inputName": "Pressurelnput",
"inputDescription": "Pressure readings from a motor",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData.pressure" },
{ "jsonPath": "motorid" }
]

}
}

MEDOANZERTREER, ZALCT I TAXY -2 FNAAF R 7OEAAS S JSON
774N ELTRETRZ e Z2ENBVTLSEEV, ThoZ2FEALT, OV Y- FEECL A
SANEHEKTEERT,

TFNAADREERTT 1 79 Z—TFF L &4ERT B AWS loT Events

FINAATF—2%EF ¥ TF ¥ 3% AWS loT Events AT EER TS Tlk, E—X—HISOEHT—
RERETIAYVE—JICETV T input ZERLEL L, flELHETDEHIC, ChEFE—2—0
BEARYNISETZDTATFI9EZ—FFILTT,

"Normaly & "Dangeroussy M2 DOREZERLET,. ETFA1TIZ— (A VAZVA) &, £
REFC "Normal, REIZBYWET, 41 AR AR, key "motoridy O—EDEZIFOANNE
BLEELEIERENET,

TATIOR—AVAZRVAN T0O U LOELAEEZZETSE, "Dangerous. KREICKY), B
HELTAMazon SNS XYy +—2 & EELET, SENEHADTEDAEB/HAEE (70 X&) ICR
&, FA4TUX—E "Normal, REICEVY . BlO Amazon SNS XY E—2ZF3XToOUTFTEL
THEEFELET,

TFNAADREZRTTATIVEX—FETNEERTS 64
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CODTFATIOEZ—FEFINOHFTE, Amazon )Y —AF—LA (ARN) & "targetArn":
"arn:aws:sns:us-east-1:123456789012:underPressureAction" k¥ "targetArn":
"arn:aws:sns:us-east-1:123456789012:pressureClearedAction" E L TERICRE
TW% 220 Amazon SNS hEY VZEFR L & ZBIRELTVET,

M DLW Tk, Amazon Simple Notification Service RO Y N—HA RESBL TS TV, B
M IZ (. Amazon Simple Notification Service API V7 7 L 22 A @ CreateTopic XL —>3 > ®
REIXDKRESRLTLSEZL,

COBITIE, BYET U EAHFTEFD AWS Identity and Access Management (IAM) O— )L %
FERLTWVWRZEEFBELTVET, COO—LDARNR, FATIF2—EFIOERIC
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole" ELTRENTWVE
T DTV EAFFAIDRE AWS loT Events DATY ZIZfE>TonO—)LZ &KL, O—ILD
ARN Z74 T O X—ETFIIERQOBEYZEMIZIAE—LET,

XD AWSCLI AN RZEALTTFATIVE—ETIZERTEFRT,

aws iotevents create-detector-model --cli-input-json file://motorDetectorModel.json
774 )l "motorDetectorModel.json" IZIFXDEDHFEENTVET,

{

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "OQ"
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]
I
"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached + 3"
}
}
1,
"nextState": "Dangerous"
}
]
}
I
{
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"condition": "$variable.pressureThresholdBreached > 1",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:underPressureAction"
}
}
]
}
]
I
"onInput": {
"events": [
{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",

"actions": [
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{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "3"
}
}
]
I
{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}
]
I
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",
"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:pressureClearedAction”
}
}
]
}

TFNAXADREZRTTATIRZ—FETIEERTS
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]
}
}

1,

"initialStateName": "Normal"
.
"key" : "motorid",
"roleArn": "arn:aws:iam::123456789012:r0le/IoTEventsRole"

}

TTFATIEZ—ADABDELTAY E—2 #IEZET S AWS loT Events

T, FNA AN SHEBENBIX Y E—DNEERTA—I)LREFBBNITDANNEEEThELLE
(FINAATF—R%F¥7Fv3% AWS loT Events ADZHERT S 258), it 3> TR,
E—X—OBEANRY NIIEE TS detector model ZERLEL I (TT/NA ADREERT
TATOR—ETILEIERT D AWS loT Events 2 8R),

BlEZETITBICE, FNAA(CDBEAEAWSCLI MV AR=ILENTVWR I EI—-R)H5D
XV E—DBTFATIE—ADADELTEELET,

(® Note

TATOR—FEFINEERTEH. BEOETFINZEFHIZES. HILLWFI1TIX—FF
LNREREFENETATIOR—ETINIAYE—SOREETATIZ—(A2ARVRA)
DEREZRBIBDETICHIIAVET, TATIVX—FETILZEFHFIZE, COF. B
D=2 3V ICEI<SBENSIERERTE NI BEN HUET,

RO AWSCLIOXR Y RZFEAL T, LEWMEZBAD T —RE2CXYE—D2EFLET,

aws iotevents-data batch-put-message --cli-input-json file://highPressureMessage.json
--cli-binary-format raw-in-base64-out

774 )l "ThighPressureMessage.jsoni ICEAATAEENRTVET,

{
"messages": [

{
"messageId": "00001",
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"inputName": "Pressurelnput",
"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 80,
\"temperature\": 39} }"
}
]
}

EEENDEXYE—T 0 messageld ZEETRIHXEN HYVET, ZBELEVIEFEES, AWS
loT Events Y AT ARXY -2 2 EEHBRLET, BES5 2UAICEBEAEROXY 2—
TmessageIDERUXY E—DHFHBFER. XY E—2 AWS loT Events ZBBR L £7,

COBRRT, E—&— "Fulton-A32" OARVRNEEZRIITBLHDTATIZ— (1A
BOR)BFERENET, COTFATUZ—F, ERKFIC "Normal" REICAZ VW ET, L. L

ZEVEEBADELEZEEFL LS. T<IC "Dangerous" REIZBITLET, TOK., F1 7
22—, ARN A" arn:aws:sns:us-east-1:123456789012:underPressureAction T&H %
Amazon SNS TV RARA U NZX Y -7 EEFELE T,

RO AWSCLI ARV RZRITLT, EALEWMEZTEHSDT—RZ8C XY E—2J2EFLET,

aws iotevents-data batch-put-message --cli-input-json file://normalPressureMessage.json
--cli-binary-format raw-in-base64-out

7 74 )l normalPressureMessage.json IZFRDEDHFEENTVET,

{
"messages": [
{
"messageld": "00002",
"inputName": "Pressurelnput",

"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 60,
\"temperature\": 29} }"
}
]
}

5 7 BAWIC BatchPutMessage AN RZHOHTLEUIZ, 774 I)ILHD messageld 2&
ETR2XENHYNET, XVE—TRESSIC2EEFELET, XVvE—IHF 3EEEFEEShE

%, T—%— "Fulton-A32) OFATUZ— (A2 AR A) HFAmazon SNS T RiRA > ~
"arn:aws:sns:us-east-1:123456789012:pressureClearedAction" ICX Y E—2 &EE
L. "Normal" REICRWET,
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® Note

BatchPutMessage 235 &, —EBILBROXYE—DREETEERT, EEL, Ch
SOXY E—IHRBE B EFRRIEE NERA. XY E—T (AH) FIEECLEE h3
CEERRIAETDICRE, XvE—2F2—EIC12F2#EL. APIAFOHE NS ETICESR
BLARAZEFEET,

AT, COEI92a>THRAITDTFATIZ—ETFILOHFCE > THERENIZSNS XY £—I AR
’f I:l_ I*G)%T“j'o

ARN TEADLZEWVEERR

IoT> {
"eventTime" :1558129816420,
"payload":{
"actionExecutionId":"5d7444df-a655-3587-a609-dbd7a0f55267",
"detector":{
"detectorModelName" :"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

b

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageld":"00001",

"triggerType'":"Message"

3,

"state":{
"stateName":'"Dangerous",
"variables":{

"pressureThresholdBreached":3
b
"timers": {3}
}
3,

"eventName":"Pressure Threshold Breached"

AR TEREOEAANEERLEL

IoT> {
"eventTime" :1558129925568,
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"payload":{
"actionExecutionId":"7e25fd38-2533-303d-899f-c979792al2chb",
"detector":{

"detectorModelName" :"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

},

"eventTriggerDetails":{
"inputName":"Pressurelnput",
"messageld":"00004",
"triggerType":"Message"

.

"state":{

"stateName":"Dangerous",
"variables":{
"pressureThresholdBreached":0

},
"timers":{}
}
.
"eventName":"Normal Pressure Restored"

BAR—ZERLIZEE. ThODREDRERE SNS XY E—IRAMO—RIZERTENET,

XY tE—IRAO—RIEERF, XVE—IHFEFENIZEE (DFVY. SNSTOU I UHNET
TENEE)DTATIE—(AVAZVRA) OREIZETZIEBIEENTVET, https:/
docs.aws.amazon.com/iotevents/latest/apireference/AP|_iotevents-data_DescribeDetector.html 7R
L—>3>zZFEALT, F4T702—DRECEHIZDIEAROBEREMBTEET,

AWS loT Events 71 T X2 —EFIL O HIR & #IR

FAFOR—EFLEERTHBICG. ROAEEBTHENEETT,

actions 71 —J)LROEHASE

actions 74 —)LKid, FTVIVROUARNTY. BBOATI IV NER O LN TERT
K. &ATTIORNTHTENBT I3V R 1 D2ETTT,

Example
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"actions": [

{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
{
"setVariable": {
"variableName": "temperatureIsTooHigh",
"value": "$variable.temperatureIsTooHigh - 1"
}
}

condition 71— J)LROFEHAEZE
condition l& transitionEvents [CAETHY) ., ThEUADFEEGE A7 3> T,
condition 7 4 —J)L RABEELEVEFEIE. "condition": true EEE T,

ZURBOFMMEREREGE T —IIETHZBENF HYVET, RN T—IETHEWVES, false &£F
ETHY), actions ZRHBALIEY), AR NTHEEET N nextState ICBITLEVY TR LR
HV)FEBA,

RJZ{E D A A%

TF7Z2)NTR, IZDENFARNIRECNATVEEE, TOHFLWMERFERATERZVA,
BUIIL—TAOMBOARY NOZGZFME TR EHICEAEThELA. HLVERKFERATE
WA, BU onInput, onEnter, £kl onExit 74 —)LROARY NEHTHEAEThEL
Ao

COBEZZETBICE. T1TIX—EFIERT evaluationMethod/NTX—RZEREL
%9, evaluationMethod A" SERIAL ICREE N TWVBRIFE, AENEHME N, 1RV NFE
BENEIEFTAIRY REHEFFEEhET, TNUUADIEFES, evaluationMethod A" BATCH
ICEREETNTWBA, F7FIRNTREENATVD E, RERNOTEANEHEh, REFDAAXR
REIXRNTOARY MEHATFHENLZRICOAEITENET,

"Dangerous" JREE® onInput 7 1 —JLRTR., ¥ Tl hi&
EBEODAIODEAN T0LTOEZ), "Pressure Okay" 1RV RNT
"$variable.pressureThresholdBreached" A" 1 DF VX RENET,
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"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"

"$variable.pressureThresholdBreached" A" 0 IET B & (D&Y, TFA1TIX—
FTOUTO3IDOEHRLEENREEBEZTE LIFE), T4 T 72— "Normal"
REICRDVEN S ET, transitionEvents ® "BackToNormal" 41 X~

(&, "$variable.pressureThresholdBreached" A" 1 (0 TRAEWV) THA _EZTA
NL. &5 "$input.Pressurelnput.sensorData.pressure" TEX SN2 BEDEN
TOUTTHRD L ZBERIALEThIERZY EHEA,

"transitionEvents": [

{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}

]

TNUNDBE, RUHNTEOENHZTANTDIHEE, 2 OOBEDGHEYEEL ThICHKLS
BEFTAEY)EAZEZELZL, "Normal" REICRY FT. F4E., sIBADNVEBE O
E&(Z "$variable.pressureThresholdBreached" "5EX S hi-EEZRAXNTVET, TZE
MDElE "Overpressurized" ARV RT3 ICUEY RENFETH, COFLWMEREEED
condition TEMFATERVILICEFELTLSEETY,

F7#I)ITE, A O=ILH onInput 7 1 =)L RICABZT'IZ, condition
(&. onInput TEEESNET I IAVICK>TEEETNDHIIC, AJTODVMEBEOARX—KNKEORAZE
NDEOHZMHBTEET, BLED onEnter & onExit ICEHTREYWET, REIZADE
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EELFREEKRTIDEEZICAZICMASNIEZEK, EU onEnter £ 1F onExit 7 1 —
IRTEEENMHMOZHETEFERATEEREA,

TATIR—FETINEEHMIDEEDL AT —

TATIR—FETFINEEH. B, $LTBENRT SHSE (UpdateDetectorModel &S 8R), K
ENLEIXRTOFATIR— (A VARV A) MEIREN, HILLWEFIN T 14T U0 Z2—0OBER
ICEAETNBDETIC, HIEEOELENHYET, chslEk, HILLWFATIOZ—FFTINER
ICZ&VY), ILWADNBBEL CRICBERENET, COB, AHR., LaToN—23a>nF 1
TIOR—TEFIIICE D TERENLETFATIR—ICK>TEEHRELEBENDIEMN BV &
T, COHEFR, LFIOTF A TIX—ETFILTERENLET T —NESIEHREZE T AHEMEN
HVET,

ATF—DAR—A

ARNF—ICBAR—AZFEATERIY . ANBHOERE, F—OENRATSRENDEE
DEET, F—NQOVITFPLUVRAZENY VU —RNTHUBENFrHVET, fIZAE. XOKLS%K
XV E—IRAO-RABBELET,

{
"motor id": "A32",
"sensorData" {
"motor pressure": 56,
"motor temperature": 39
}
}

UTZ2ERALTANZEERLET,

{
"inputName": "PressurelInput",
"inputDescription": "Pressure readings from a motor",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData. motor pressure'" },
{ "jsonPath": " “motor id'" }
]
}
}

FHUERRATRE, NI +—RZHEALTEDLSIBF—DEELSRIDBENHVET,
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$input.Pressurelnput.sensorData. ‘motor pressure’

AXREni=6: #6FEHL = HVAC ;2E &4 AWS loT Events

ROBID ISON 77 AINDO—FICE, IXRDFATATEENRTVWD D, EXMNE JSON
CBRYET, OXRELOChSsOHlOTERZE/N—23a3 2k, Bl THVAC EESIHZFERTS
AWS loT Events TAFTEET,

COBITE, ROZEZRTTEDY—FEARY MEHETFILZRELTVLET,

s BROBHZEEZRI VB IVFHTDEHICEATEDTFATIEZ—ETILE 1 DETESR

LET. TVTFCELTATIR—AV ARV AN ERENET,
EHHBEROERO LY —ASBEET—XZWMIAKETT,
TUTOREREEZEELXT,
ERBOBRENTXA—ZZREL, 1 VARV AOERFICCNSONTX—FZ )Y FLE
ED

IVTASE Y —2BNICEMERLZGHIRLES,
PRERVERBEIDLOOBNIRALZEELERT,
REZEY—FAHBVEZERLET,

WIFhADEH—HFBEOLEWVMEZBADELETEZREZHRELLBEIC. I<ICMEAE
EREAHETSRSREEEERLE T,
REBAEEEREANAVEHBELRT,

(N =Ry
s TOTATUORZ—FTIDOANESZ AWS loT Events

AWS loT Events T4 T O X —FETFIERZIEKT D

« BatchUpdateDetector Z £ L T AWS loT Events T4 T O X —ETFINEEHT S

M A 7\ BatchPutMessage % £/ 9 % AWS loT Events

T MQTT X ¥ t—2 % HU) AL AWS loT Events

T Amazon SNS XY =T Z £ K 9% AWS loT Events

T DescribeDetector AP| Z 5% E 9 % AWS loT Events

@D AWS loT Core L= T2 = FEHAT S AWS loT Events

X hMl: HVAC SR E 4 75
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TOTFATIEZ—ETILDOANESE AWS loT Events

W< DOADELBZEEOREZEZZVISIVHHIZLEHICERATESD 1 2OTF1TIR—
EFLEERLEVERBVET, EIVTICR, REZREITDIERO LY —ZEHBENTE
£, BIVTICE. TUTHOBREZHEIDLOICAELEATICTES 1 DOMBEME 1
DORMBENUNBYNET, BIVTR. N DOTATIR—AVAZV AL > THEENET,

FEZRVIBLVFHTADETERETETHEEICEK, TETELFPNTIX—RELEETIEXRETE
BREMNBHD RSN BB, 'seedTemperaturelnput' ZE&EL T, EEEHIZThSOND
X—RERHBLET, CNhSOAIXYE—TM 1 D% AWS loT EventslZiEET2 &, TOEET
FERATEINTA—RZEIHFLOLVFATIOZ—EFEFINA VAR ANERENET. TOAIDES
FXDEHYTT,

CLIOY > R:

aws iotevents create-input --cli-input-json file://seedInput.json

774 )l: seedInput.json

{
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "areald" },
{ "jsonPath": "desiredTemperature" 3},
{ "jsonPath": "allowedError" },
{ "jsonPath": "rangeHigh" },
{ "jsonPath": "rangelLow" },
{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },
{ "jsonPath": "noDelay" }
]
}
}
LARVA:
{
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"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/
seedTemperatureInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."

ARER

s HILLWFATIR—AVARVAR, XV E—DTEEENLE—FED 'areald' JEICERE N
£ 9, 'areaDetectorModel' EE®D 'key' 71— J)LRESBL TS EE,

- FEREF., TOHBOEEELEABEMNESHTSEIC, 'allowedError' I2&2T
'desiredTemperature' LIXEBZHFEN HYET,

« 2% —4#" 'rangeHigh' ZBAZPBEZHBEITDE, TATIZ—RBRANAMVZHEL, I<
CAHBNZEAR—BNLET,

+ EYY—7# 'rangelow' RBOREEBRETDE, FATFIR—RBANAVEH/EL, T<ITM
HEMERAZ—NLET,

« Y —4" 'anomalousHigh' &V) EF =& 'anomalousLow' &V FTOBEZHEL LES.
TATIOR—RBEEBRE Y —FA:EVEZRELETHN, BEThLEERAREZERLE
9,

« 'sensorCount' &, TUZICO2VTHELTLVRE Y —0¥EF1TOX—ICBHMLET,
TATUOR—, BELULESEEACEICEYGEXAMBESAD EICKY)., TOEFOFIEER
EZFTELET, COLE®D, FATIX—RBE LY —NFRETINBTEZERITIHLEN L, &
U —OBEMEBIZSUTENICEETEE T, £EL, B2 Y—HFFT751420I1CB3 L,
TFATIOR—RhEREBLEY, ThEZELEY ULERA, Y —0EHREZEZ-_XY
VIR EHIC. BRICHOTFATIOR—EFINEERTEIEEBBOLET, 2 DOFBTHE
FATUOR—FETFTIEFERTIE, MAORHFERILENET,

» 'noDelay' Bk true £/ false ICTBDENTEET, MBFLEANENMNEFVICLE
B, BUOTLMEREL, BEFHEZEEITLHIC, —EOHRNEEAOERICLTHL
ENHVYET, 'noDelay' A false ILEREETNTVWBRBE, FATIRXR—AVARVARK, B
HMBEMEMBENEFTICTIRIGEEZEFIL T, ThSHRIBFEAETENDELSICLET,
AZEZFEALTRAN—ZRETELZVLD, BEOBBETATIX—EFIOEREIC/\—R
dA—F42T0ENTVWET,
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"temperaturelnput' &, B —F—REFATIVR—A VARV AILEFEITDEHICFERE
nEY,

CLI N> R:

aws iotevents create-input --cli-input-json file://temperatureInput.json

7 74 )L: temperaturelnput.json

"inputName": "temperatureInput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },
{ "jsonPath": "sensorData.temperature" }

L AR A:

"inputConfiguration": {
"status": "ACTIVE",

"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,

"creationTime": 1557519707.399,

"inputName": "temperaturelnput",

"inputDescription": "Temperature sensor unit data."

EREE

« 'sensorld' &, Y —Z2EBEEFHELEETEZRIITIITREODDOTFATIZ—AVARVA
NHITRHREAEThELA, ChiF, FAITIR—AVARVAILE > TEFE NI BEHIC BB
ICEEIhET, TIAHAS, HELTLVSE H— AR, RESAEEZEHNICEETS
H—RFHELA G TVB NN H D), FLEFA 754 ICB 22— (FNAAD/N—K
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E—RZ2EZRZVITREMODTATIZ—FTFIADADELTERAETNDER) Z2R/ETS
EHICFERATEEY, 'sensorld' &, AEEAFHEEHNICELEZEE, TUTHROTA—
LYV—=2FEEOD-ILRY—-—2EBANTEDOICEKRILBEET,

e 'areald' . EOH—OF—A2EBYUBFATIRA—AVAZVAICREETZEDICERAE L
F9, TATIVZ—AVARVAR, XAV E—ITEETALE—FEO 'areald' JEICERE N
F¥9, 'areaDetectorModel' EE®D 'key' 71— J)LRZSBL TS EE,

AWS loT Events T4 T2 —FTFIEEZ/ERT S
'areaDetectorModel' OHICIE, AX KD AUTA U TEENTVET,

CLIOY> R:

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel.json

7 74 )L: areaDetectorModel. json

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{

"stateName": "start",

// In the 'start' state we set up the operation parameters of the new detector
instance.

// We get here when the first input message arrives. If that is a
'seedTemperaturelnput'’

// message, we save the operation parameters, then transition to the 'idle'
state. If

// the first message is a 'temperaturelnput', we wait here until we get a

// 'seedTemperatureInput' input to ensure our operation parameters are set.
We can

// also reenter this state using the 'BatchUpdateDetector' API. This enables
us to

//  reset the operation parameters without needing to delete the detector
instance.

"onEnter": {

"events": [

{

"eventName": "prepare",
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"condition": "true",
"actions": [
{
"setVariable": {
// initialize 'sensorId' to an invalid value (@) until an actual
sensor reading
// arrives

"variableName": "sensorId",
"value": "0Q"
}
},
{
"setVariable": {
// initialize 'reportedTemperature' to an invalid value (0.1) until
an actual
//  sensor reading arrives
"variableName": "reportedTemperature",
"value": "0Q.1"
}
I
{

"setVariable": {
// When using 'BatchUpdateDetector' to re-enter this state, this
variable should
// be set to true.

"variableName": "resetMe",
"value": "false"
}
}
]
}
]
},
"onInput": {
"transitionEvents": [
{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > 0",
// When a 'seedTemperatureInput' message with a valid 'sensorCount' is
received,
// we use it to set the operational parameters for the area to be
monitored.

"actions": [

{
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"setVariable": {

"variableName": "rangeHigh",
"value": "$input.seedTemperaturelnput.rangeHigh"
}
},
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperaturelnput.rangelLow"
}
},
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{
"setVariable": {
// Assume we're at the desired temperature when we start.
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
I
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.allowedError"
}
I
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.anomalousHigh"
}
I
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.anomalouslLow"
}
I
{

"setVariable": {
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"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.sensorCount"
}
I
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperatureInput.noDelay == true"
}
}
1,
"nextState": "idle"
},
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperatureInput.sensorData.temperature < $variable.anomalousHigh &&
$input.temperatureInput.sensorData.temperature > $variable.anomalouslLow)",

// This event is triggered if we have reentered the 'start' state using
the

// 'BatchUpdateDetector' API with 'resetMe' set to true. When we
reenter using

// 'BatchUpdateDetector' we do not automatically continue to the 'idle'
state, but

// wait in 'start' until the next input message arrives. This event
enables us to

// transition to 'idle' on the next valid 'temperatureInput' message
that arrives.

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
1,

"nextState": "idle"

]

},

"onExit": {
"events": [

{
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"eventName": "resetHeatCool",
"condition": "true",
// Make sure the heating and cooling units are off before entering
'idle"'.
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"
}
}
]
}
]
}
1,
{
"stateName": "idle",
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
// By storing the 'sensorId' and the 'temperature' in variables, we make
them
// available in any messages we send out to report anomalies, spikes,
or just

// if needed for debugging.
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"actions": [

{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureIlnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",

// This event enables us to change the desired temperature at any time by
sending a

// 'seedTemperatureInput' message. But note that other operational
parameters are not

// read or changed.

"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelnput.sensorData.temperature >
$variable.anomalousLow",

// If a valid temperature reading arrives, we use it to update the
average temperature.

// For simplicity, we assume our sensors will be sending updates at
about the same rate,

// so we can calculate an approximate average by giving equal weight to
each reading we receive.
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"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",

// When an anomalous reading arrives, send an MQTT message, but stay in
the current state.

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "idle"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperatureIlnput.sensorData.temperature >

$variable.rangeHigh",

// When even a single temperature reading arrives that is above the
'rangeHigh', take

//  emergency action to begin cooling, and report a high temperature

spike.
"actions": [

{

"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"

}

},

{
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"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
"setVariable": {
// This is necessary because we want to set a timer to delay the
shutoff
// of a cooling/heating unit, but we only want to set the timer
when we
// enter that new state initially.
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.rangelLow",
// When even a single temperature reading arrives that is below the
'rangelLow', take
//  emergency action to begin heating, and report a low-temperature
spike.
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
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"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
},
{
"eventName": "highTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",

// When the average temperature is above the desired temperature plus the
allowed error factor,

// it is time to start cooling. Note that we calculate the average
temperature here again

//  because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}

1,
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"nextState": "cooling"
I
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",
// When the average temperature is below the desired temperature minus
the allowed error factor,
// it is time to start heating. Note that we calculate the average
temperature here again
// because the value stored in the 'averageTemperature' variable is not
yet available for use
// in our condition.
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"

}
]I

"nextState": "heating"

iy

"stateName": "cooling",
"onEnter": {
"events": [
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"eventName": "delay",

"condition": "!$variable.noDelay && $variable.enteringNewState",

// If the operational parameters specify that there should be a minimum
time that the

// heating and cooling units should be run before being shut off again,

we set
// a timer to ensure the proper operation here.
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
},
{
"setVariable": {
// We use this 'goodToGo' variable to store the status of the timer
expiration
// for use in conditions that also use input variable values. If
// 'timeout()' is used in such mixed conditionals, its value is
lost.
"variableName": "goodToGo",
"value": "false"
}
}
]
I
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
// If the heating/cooling unit shutoff delay is not used, no need to
wait.

"actions": [

{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
.
{
"eventName": "beenHere",
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"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"

"onInput": {
"events": [
// These are events that occur when an input is received (if the condition

is
//  satisfied), but don't cause a transition to another state.
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
I
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [
{
"setVariable": {
"variableName": "desiredTemperature",
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"value": "$input.seedTemperatureInput.desiredTemperature"
}
}

]
},
{

"eventName": "calculateAverage",

"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,

"transitionEvents": [

// Note that some tests of temperature values (for example, the test for an
anomalous value)

// must be placed here in the 'transitionEvents' because they work
together with the tests

// in the other conditions to ensure that we implement the proper
"if..elseif..else" logic.

// But each transition event must have a destination state ('nextState'),
and even if that

// is actually the current state, the "onEnter" events for this state
will be executed again.
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// This is the reason for the 'enteringNewState' variable and related.

{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
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},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
},
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"
}
}
1,
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"nextState": "idle"

"stateName": "heating",
"onEnter": {
"events": [

{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{
"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
},
{

"setVariable": {
"variableName": "goodToGo",
"value": "false"

}

}
]
},
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
},
{
"eventName": "beenHere",
"condition": "true",
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"actions": [

{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
I
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
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},
{

"eventName": "calculateAverage",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"

}
1,

"nextState": "heating"

iy
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"eventName": "highTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
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"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "heating"
},
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",

"actions": [

{

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"

}
1,

"nextState": "idle"

]I

"initialStateName": "start"

iy

"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"
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L AR A:

"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1557523491.168,
"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",
"key": "areald",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

BatchUpdateDetector ZfEFH L T AWS loT Events 1 79X —EFILZE
I

BatchUpdateDetector ARL —>3 V& FRAL T, FATIZ—AV ARV AERRZAN—PAE
EREOBRAMOREICTDENTEET, XDHFITE, BatchUpdateDetector ARL—2 3>
C&V), BEOEZRIVJEHBEANlr1THONTVWAR T T OBRIENTXA—2N VLY REhET,
DARL—=23VICRY, TATIVE—ETFIZHIBR, BEK. TLRBEHFIZZLBL, Chefd
SCENTEERT,

CLION > R:

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD.json

7 74 )l: areaDM.BUD. json

{
"detectors": [
{
"messageld": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areab5l",
"state": {
"stateName": "start",

"variables": [
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"name": "desiredTemperature",
"value": "22"

"name": "averageTemperature",
"value": "22"

"name": "allowedError",
"value": "1.0"

"name": "rangeHigh",
"value": "30.0"

"name": "rangelLow",
"value": "15.0"

"name": "anomalousHigh",
"value": "60.0"

"name": "anomalousLow",
"value": "0.0"

"name": "sensorCount",
"value": "12"

"name": "noDelay",
"value": "true"

"name": "goodToGo",
"value": "true"

"name": "sensorId",
Ilvaluell. Il@ll

iy
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{
"name": "reportedTemperature",
"value": "0.1"

I

{
"name": "resetMe",

// When 'resetMe' is true, our detector model knows that we have reentered
the 'start' state
// to reset operational parameters, and will allow the next valid

temperature sensor
// reading to cause the transition to the 'idle' state.

"value": "true"
}
1,
"timers": [
]
}
}
]
}
LARVA:
{
"batchUpdateDetectorErrorEntries": []
}

M AN IZ BatchPutMessage Zf£H 9% AWS loT Events

Example 1

BatchPutMessage AXRL—2 3 Z2FAL T, BREFHSRTCEZZV I TOREDRBOE
ENTAXA—R%EERET S "seedTemperaturelnput" XY E—J&EELET, HLWAWS loT
Events ZF DX Y E—IH ICK > TEF"areald"end &, HILLWFATIEZ—A ARV AN
ERENET, LEL, FLLFATIZ—A AR ARREZ "idle" ICEEE T, FHL LA
HO "seedTemperaturelnput" XV E—IHFZFEENDET, BEOEZRVIJEREFLR
PEENOHEZERBRLET,

CLI N> R:

AJIZ BatchPutMessage Z A ¥ % 101
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aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

7 74 )L: seedExample. json

"messages": [

{
"messageld": "00001",

"inputName": "seedTemperatureInput",

"payload": "{\"areaId\": \"Area51\", \'"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"

}

L ARV A:

"BatchPutMessageErrorEntries": []

Example
2

BatchPutMessage ARL—> 3> &AL T "temperaturelnput" XYy &£—%FEEL, BE
DHESRTCEZRVJEBICHRDEY—OBREE Y —F—RZHELE T,

CLI N> R:

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

7 74 )L: temperatureExample. json

"messages": [

{
"messageld": "00005",
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"inputName": "temperaturelnput",
"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \'"sensorData\":
{\"temperature\": 23.12} }"
}

LARA:

"BatchPutMessageErrorEntries": []

Example 3

BatchPutMessage ARL —> 3> % #MHAL T "seedTemperaturelnput" XY £—I &E(E
L. BENOHEBOENDOERENEZZEELET,

CLIOY > R:

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --
cli-binary-format raw-in-base64-out

7 74 )l: seedSetDesiredTemp. json

{
"messages": [
{
"messageld": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"
}
]
}
L AR A:
{
"BatchPutMessageErrorEntries": []
}
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T MQTT X ¥ E£—2%ZHV)IAT AWS loT Events

FROY N—HA K

oY -1 —F 1420 1)Y—AH "BatchPutMessage" APl ZFRATZ & L\A", BE MQTT
DSATRNEFERBLTEOTF—2% AWS loT Core XY E—2 7 O—H—ICEETERBERE.
AWS loT Core REY VI —ILEERL TXY £—2F—R% AWS loT Events ABICUR AL
IORTEFXRT, ATk, MQTT AWS loT Events REY IH 5 "areald"& KT "sensorId" A
N7 4= RZ2EBL, XYE—IRAO—RKR"sensorData.temperature"7 1 —J)LRHS
"temp"7 1 —)LRZEBL., COF—RZ CRYRALREY JIL—ILOEETT AWS loT Events
"temperatureInput",

CLI N> R:

aws iot create-topic-rule --cli-input-json file://temperatureTopicRule.json
7714 )l: seedSetDesiredTemp.json

{
"ruleName": "temperatureTopicRule",
"topicRulePayload": {
"sql": "SELECT topic(3) as areald, topic(4) as sensorld, temp as
sensorData.temperature FROM 'update/temperature/#'",

"description": "Ingest temperature sensor messages into IoT Events",
"actions": [
{
"iotEvents": {
"inputName": "temperaturelnput",
"roleArn": "arn:aws:iam::123456789012:r0le/service-role/anotheRole"
}
}

1,
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23"

LARYA: [%& L]

oY —AKEY Y "update/temperature/Area51/03" ICET B X Y E—TJZRXORAO—R
TIEELIEBE,

MQTT XY = ZEV AL 104
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{ "temp": 24.5 }

—hiZ&kV), XD "BatchPutMessage" APl J—I/LA"fTh /= AWS loT Events A DK S IZF—X
A ICHYIATRINET,

aws iotevents-data batch-put-message --cli-input-json file://spoofExample.json --cli-
binary-format raw-in-base64-out

7 74 )l: spoofExample.json

{
"messages": [
{
"messageld": "54321",
"inputName": "temperatureInput",
"payload": "{\"sensorId\": \"03\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 24.5} }"
}
]
}

T Amazon SNS X v t—2 %4/ 9% AWS loT Events
LT, "AreaS1l" FAT IR —AVAZ VALK >TERENESNS XYy E—2 00T,

AWS loT Events l& Amazon SNS EEEL T, REE M EARV NIESVTBHMEZERB LVOH
TTEET, CcOtEU>3>TlE, AWSIoTEvents FA4 T —A AR A, $I2 TArea51,
TATIOX—N Amazon SNS XY —TZ4ERTBDFZEZTRLET, chsoflld, 714 AWS loT
Events TV XA —HNDE LT EFRRER AR NZE2TRUFH—E N3 Amazon SNS BHDEE L
NAZRL, UZLRALDOTZ—KNEBEDZSHIZ Amazon SNS AWS loT Events £k EDE
PHENERLTVET,

Heating system off command> {
"eventTime" :1557520274729,
"payload":{
"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0a4",
"detector":{

"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event

{"inputName":"seedTemperatureInput", "messageId":"00001","triggerType":"Message"}, "state":

Amazon SNS XY — 24K TS 105
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{"stateName":"start", "variables":
{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState" :true, "averageTemperature"
{}1}}, "eventName" : "resetHeatCool"}

Cooling system off command> {"eventTime":1557520274729,"payload":
{"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192", "detector":
{"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event

{"inputName":"seedTemperatureInput", "messageld":"00001", "triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState":true, "averageTemperature"
{}}3}, "eventName" :"resetHeatCool"}

T DescribeDetector APl Z5%8E 9 % AWS loT Events

® DescribeDetector API AWS IoT Events 2l T% &, BEDTATIZ—A 2 AZAIC

B BHMEREMBTEET, COARL—3aVE, FATIVX—OREDRE, THE, 7
DTFATBEAI—ICETBDA YA N ERBHELET, COAPI ZFEHTBE, AWS loT Events

TFATIOR—DVTILNEALAT—RAZE_Z) T TED LD, loTARY NOEBD—0 70—
OFNY T, o, EBFBZICBYET,

CLIOY> R:

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-
value Area5l

L ARV A:

"detector": {
"lastUpdateTime": 1557521572.216,
"creationTime": 1557520274.405,

"state": {
"variables": [
{
"name": "resetMe",
"value": "false"
},
{
"name": "rangeLow",
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"value

Ilnamell .

"value

Ilnamell .

"value

Ilnamell .

"value

Ilnamell .

"value

Ilnamell .

"value

Ilnamell .

"value

Ilnamell .

"value

Ilnamell .

"value

Ilnamell .

"value

Ilnamell .

"value

Ilnamell .

"15.0"

"noDelay",
"false"

"desiredTemperature",
Il2®.®"

"anomalousLow",
IIQ.QII

"sensorId",

Il\ll@l\ll n

"sensorCount",
Il1®ll

"rangeHigh",
"30.0"

"enteringNewState",
"false"

"averageTemperature",
"19.572"

"allowedError",
Il®.7ll

"anomalousHigh",
"60.0"

"reportedTemperature"

DescribeDetector APl Z5XE T %

107



AWS loT Events FROYIN—HA K

"value": "15.72"

.
{
"name": "goodToGo",
"value": "false"
}
1,
"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
},
"keyValue": "Areab5l",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

D AWS loT Core JL—ILIT > & ER TS AWS loT Events

ROIL—ILIE., AWSIoT Core MQTT XV 22— %2 ¥ ROUBFHUIVIARNAYE—JE L TER
TUET, AWSIoTCore E/ k. FATIZ—FEFINICE>THAEBDEIVTOMBEI_Y b
ERHIZYRMIEREBENTVRCEZBIRELTVET, COHITIE., "Area51HeatingUnit"
B KR "Area51CoolingUnit" EVWSZFNDENZEERLEL £,

CLI ON > R:

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule.json

7 7 4 )LADMShadowCoo0l0ffRule. json

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqtt topic publish to cooling unit shadow
request",

"ruleDisabled": false,
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"awsIotSqlVersion": "2016-03-23",
"actions": [

{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}

L AR A: [ZE]

CLI N> R:

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule. json

7 7 4 JLADMShadowCool0OnRule. json

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:r0le/service-role/ADMShadowRole"
}
}
]
}
}

L AR A [Z]
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CLI ONX > R:

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

7 7 4 JLADMShadowHeatOffRule. json

{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mqgtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

L AR A [ZE]

CLI ONX > R:

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

7 7 4 JLADMShadowHeatOnRule. json

{
"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description'": "areaDetectorModel mqgtt topic publish to heating unit shadow
request",

AWS loT Core L= I %2 RT3
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"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [

{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}
}

L AR A [ZE]
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F—REZELTTIAVENIHA—TTDLEHICHKR—
I\éh'(\,\% 2= 3> AWS loT Events

AWS loT Events [&, BEENLAR NELERFBITARNZHRELEEEIIT O3>z N
H—TEET, IAN—DOFERAPAZDRE. (D AWS VY —AANDTF—REEFEXREDHKIAKT
DIVAVEERTDCENTEERET, ChSOTIAVEREBRTHAZNAALT, eFETE
BT AR MAOBESEEZERTEIHEICODVWTIHALET,

(® Note

FATIREFINTTIIAVEERTDEE, NTA—RILXFHNF—2BORREZFER
?%th\réij—o H$I%H(Iu-j\/\-('vj:\ FEJ &%;\Iﬁb-(<t_é\/\o

AWS loT Events Tl&k, 2AN—%&FERAL LY, BRERELEVYTEDIUTOT V> a2 FHYR—
REhTWET,

« setTimer &, BAN—ZEKL KT,

« resetTimer ., FANX—Z2UtY hNLZET,
« clearTimer &, XA X —ZHIBRLE T,

« setVariable l&., AZEZHERLET,

AWS loT Events Tld, AWS H—ERAZBETEZDLUTOT I aUNFYR—R ENTVET,

« iotTopicPublish &, MQTT REY JICXYE—2&RITLET,
« iotEvents [, AWS IoT Events LR L TTF—RZ ANEELTEELET,
« iotSiteWise l&. AWS IoT SiteWiseF O 7Y RZ7ONTAIZTF—2EZEELE T,

« dynamoDB I&. Amazon DynamoDB F— 7 J)LICF—RZZEFLE T,

» dynamoDBv2 l&. Amazon DynamoDB 7— 7 J)LICF—RZEBELE T,
« firehose & Amazon Data Firehose AN —AICF—RZEFELET,
 lambda &, AWS Lambda E#ZHUHL E T,

c sns k., F—RETVIIBHMELTEBLET,

* sgs k. Amazon SQS F1—ICF—REERFEL KXY,
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AWS loT Events $i A AR XA N —EBH T O a > 2ERTS

AWS loT Events Tld, ZAN—%Z2FAL LY, EREREL LY TESZLUTOT I a o FHR—
REhTWET,

« setTimer &, FAN—ZHEHLET,

« resetTimer ., FAN—Z2JEYNLZET,
« clearTimer &, #AN—ZHIBRLZE T,

« setVariablelk, AIZZERLET,

RAIX—TDV>3ADOEKE
Set timer action

setTimer 77232 2RAT3 L, FHEKEBIPENORAN—ZERTERT,

More information (2)
BAN—ZERTRIEER, RONTA—RZEETIHLENHYVET,
timerName

5"(7—0)%5"]0

durationExpression
(A7232) RAX—OHRE (WEN),
HEXRROMMMERE. REEVERICTVETSNET, flAlF. X414 —% 60,99 ¥
RETDE, REOHMAEBZERIE 60 BICHYET,

HMICOVWTIEE., TAWSIoT Events API ) 7 7L > A, ® "SetTimerActiony 2B L T E&
(AN

RAI—=T0>a>oltey s
Reset timer action

resetTimer 77> a3 aERT3E, URIICFHMET M AHBARBOERICRAN—ERETE
£9,

WHEAKRT Va2 EATS 113
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More information (1)
ZAIX—Z)EYRLIES, UTOONFX—RZEETIHLENHYNET,
timerName
RAN—DEH,

AWS loT Events 2/ X—Z Yy hLTE, BHEXZBMMEL IR A,

HMICOVWTIE, TAWSIoT Events API )7 7L > A4 @O "ResetTimerAction; 2B L TL
=L\

RAX—TFo>3a>zoU7F
Clear timer action

clearTimer7 V> 3> = ERHT3 L. BEORXRA N —ZHIBRTEET,

More information (1)
XAN—Z)EYNLES, UTOONTXA—RZEETIHLEN HVET,
timerName

9’(?_0)%-@‘]0

HMEICOVWTIEE. TAWSIoT Events API ) 7 7L > A, ® ClearTimerAction, #ZBLTLE
=L\,

AZT7O>3a>20OEE
Set variable action

setVariable 79> a> aERT%E, BELLETAZEZERTEEXRT,

More information (2)

AEZERTIEER., RONTX—RZEETIHBENHY KT,
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variableName

AZDOEH,

value

AEDE

HMICOVWTIE, TAWSIoT Events API )7 7L > A4 @ "SetVariableAction; ZZBRL TL

=L,

AWS loT Events i AWS H—E A DRk

AWS loT Events Tldk., AWS H—ERAZBETEDLUTOT I I YR—RENATVET,

« iotTopicPublish &, MQTT REY JICXYE—D&RITLET,
« iotEvents &, AWS IoT Events ICX L TF—XZANEE L TEEFLET,
« iotSiteWise k. AWS IoT SiteWised O 7Y RZ7ONTAIZTF—2E2EELE T,

« dynamoDB l&., Amazon DynamoDB 7—7)LICF—RZREEFELE T,

« dynamoDBv2 l&. Amazon DynamoDB T—7 LICF—REREELE T,
« firehose & Amazon Data Firehose AN —AICF—REZEFLET,
 lambda l&. AWS Lambda BE#ZHFOHL £T,

. sns . F—RETYIIBAELTRELET,

* sqgs k. Amazon SQS F1—ICF—RZEEEFELET,

/A Important

« AWS loT Events & AWS H—EANOMEAETRILU AWS D —2 3> ZBIRTBDUENf HYE
T, HR—RENhTWBU—=2a3a20UARNIDOWTIEE, TAmazon Web Services £ %
DIUTFPLUAL ® TAWSIoTEvents ® T RRA U RNEDA—R, ZSRBLTLKEE
Wo

« AWS IoTEvents 72> 3> nn AWS VY —R&ERTDEEEF, IU AWS )—2 3
VEBRAITIMLENBYVET, AWS U -3z EZDE, AWSUY—ZADT
D AIBEEN HDUEEN HY)ET,

LD AWS H—ERAEEHET S
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TF7A2)IKRTR., BEEOTISIOEERAO—R%Z JSON T AWS loT Events £EFK L £ T,
COTO2AVURAO—RIZEK, FATIVZ—FETFINAVAZVARE, PO2avaMN)H—-LIEA
RYBMNCHETHERELRLE, BHEEEBORTHAIIXNTETFNTIVET, 7U23RA(O—KR%
RETAICE., AT MNRBEZEALE T, FMIC OV T, "TAWS IloT Events API U7 7L >
A1DTARYRT—=RZTANEV T, B, aBT2H RT "RAO—R, F—2B%zS
BLTLSEESL,

AWS loT Core

loT topic publish action

AWS loT Core 70> a>aERAT3E, XvtE—>70—H—%ANLTMQTT AWS loT X ¥

TP ERITTEET, YR—REATVBU—=2320OUARMNIDVWTIEE. "Amazon Web

Services 28DV 7 7L A1 O "TAWS lIoTCore ® T RIRA UV RNEDA—2, 5B LTL
e L\,

AWS loT Xy t—270—H—k. BITAWS 0T 9SA TR SYTRAOSATIOSA4AT >
NCXYE—DBEETDICETITAT U NEEGLET, FFHMICOVTIE, AWS loT X
OYN—HARD "FNAABETORNIIN L 2SBLTLSEETL,

More information (2)

MQTT XY -2 RITITRDEER, UTONTX—RZEETILEN BV ET,

mqttTopic
Xvt—T%ZETSMQTT REY 7,

TATORETFINTHERENEARTLEANEZEALT, Z22/4ALICMQTT REY D
BEHNIIERTERT,

payload

(723 NTFT7AILRNORAO—RIZE, FATI9RETFINAARCAET O3> &N
DHA—LEARNCEIZIEREF ODOINTOERHEEORTHAEENET, RAIO—R%E
NDAZIARTRDEETEET, FMIZOVWTIEE., "TAWSIoTEvents API U7 7L A
O "RAO—R, ZSRLTLKEETL,
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® Note

AWS loT Events H—E AO—JLICT7 R Y FEeniRUS—HF 7Ot Aiot:PublishiF
AztELTVWRCEZERELET, SFHICODVWTE, TOIDETIEANDEE AWS
loT Events; ZZBL T EE L,

M DV TIEAWS loT Events APl 1J 7 7 L > AMlotTopicPublishActionZ S B L T & L\,

AWS loT Events

loT Events action

AWS IoT Events 7> a> & ERT2E, T—XZ AN AWSIoTEvents EL T ICEETEE
T, HR—KhEhTWBU—=23a> ) AMNIDOWTIE., "TAmazon Web Services £f&0D ') 7 7
L>AL ® "TAWS IoTEvents O T RRA I REDF—2 ) BSRBLTSEETL,

AWS loT Events 2R T2 &, BBRELEETFNAARATI)—RNOARL—23a > OEEXTER
FEZRITL, TOEIBARINIRELELEZICTOIEN)VH—TEETT, FMAIC

2WTIE., T AWS IoT Events RO Y /N—HA R, ® "Whatis AWS loT Events?, ZZ28BL T
<EEL,

More information (2)

CTF—RZEETDEZIE AWS IoT Events, RD/NFX—RZIRETIHENHV)ET,

inputName

F—R%E2{EF S AWS loT Events AW D& HIl,
payload

(F72aNTFT7AILMORAO—RIZE, FATIR—FFINAARAET V3%
ROH—=ULEARNCEITZBHREFT DOINTORBMEBORTHFEENTT, R1O—
REDAZAIAARTDEETEET, FMI-ODVWTIE, TAWSIoT EventsAPI U7 7L~
A1 D "™RA4AO—KR, ZBBLTLSEEZV,
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® Note

AWS loT Events Y —EAO—J)LICT7RYFE RIS —N T o+
Aiotevents:BatchPutMessagefFAIZEL TWA L ZBABLET., FMICOVT
. TOIDETIOEADOEE AWS loT Eventsy ZZBL T EE L,

HMICOVWTIE, TAWSIoT Events API )7 7L > A, @ TlotEventsActiony 2B L T EE
(AT

AWS loT SiteWise

loT SiteWise action

AWS loT SiteWise 70> a>&ERATdE., OF Y NT7ONTAICTF—REEETESR

9 AWS loT SiteWiseo, Y R—hEhTWB =232 0OV ARNIDOWTIE., TAmazon Web
Services €8N 77 L A1 ® TAWS IoT SiteWise ® T RIRA > NETH—2, BSRL
TLEEL,

AWS loT SiteWise &, EXMEEN S AREBEICTF—2EYNE, BE, oM TEBZIR—IR
H—ERATT, FMICOVWTIEE., T AWS loT SiteWise 1—%'—H A4 R, @ "Whatis AWS loT
SiteWise 7 (& ?) ZSBL T EE L,

More information (11)

TT7EY NTONT AT —REEFT B EEE AWS loT SiteWise, XDNFAXA—RZIEET S
BEANBHVNET,

/A Important
T—REZETBHICIE. AWS loT SiteWiseDBEIFEO 7Y N 7ONT 1 ZEATHHE
FHYVET,

« AWS [oT Events IV — L Z AT 3BEE. ZEEpropertyAliasLTH—7'Y
N7ty h7ONT 1 28BN TEIHBENHYVET,

- ZEHATBBEEEF AWSCLI, 2—4%Y N7y NZ7O/NT 1 Z&BlpropertyIdd s
=HIZ, assetIlde OWVWFhHpropertyAliasFhEEMAAEEZIBETIHEN HV F
T,
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HMICOWVWTIE., TAWS loT SiteWise 1—H—HA R, O "TEXHRATF—XARNI)—LD
7Y NTONTAAOIVE>VY ) #BBLTLSEEL,

propertyAlias

(A72aNTEYyST7ANTAOIA VT R, REZIEBETD_EETEET,
assetld

(A7 AN EBEETNLTONT A Z2EHEIT7EY MO ID. RBEZBETSHCEETEEXRT,
propertyld

(F72aNTEYyNTONTADID, RBEEETDEETEET,
entryId

(A723)TOIVRN)O—EBRHBEF, INJID2FERTRE, BEFRELLEES

ICIZ—OREREZE>TVWBRTF—RIV NV ZEHTERT, T7FILME HILLW-—E0OH
BFTY, REZEEITDELEETEXRT,

propertyValue
ZONT 1 EOFMZ U BIEMR,
quality

(A7>a N7y N7ONTAEORE, Elk GOOD, BAD, F/ (& UNCERTAIN TH
PVENFHYNET, RIRZEEITDCEETELRT,

timestamp

(A7232) BALARVTHERESCRES, COEZEELAEVEE, T7FIILNE
AR NEFRTT,

timeInSeconds

Unix TARY VXD RA LAR T (BWEN), BWEEHIE 1~31556889864403199
T9, REEEBETH_EETEET,
offsetInNanos

(F7°>3>) timeInSeconds A SEBENLEFT /BAT7EY b, BMAEHE 0~
999999999 T, REZIBETDI_ELETEET,
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value

Ty N7AONT 1 EZETBER,

/A Important

EBEEniT7tEY N7O/NT 140 dataType IZ/EL, BEOHRELTRXOVWT I
ZEETILENf BYVET, FHICOVTIE. TAWS IoT SiteWise API U7 7 L
> A1 O TAssetProperty; 2B L T EE L,

booleanValue

(A72a )7y N7ONT 1k, 7—ILET, TRUE £/ I& FALSE THIHE
FHYVET, REZEEITDLETEET, RBEEZFEATZIHE. FHMAERET—)
ETHIVENBYET,

doubleValue
(A72a N TEYNTONTAEBREREATITY, RBEZEEITDLETEET, &
ReFERAT25E, FMERERREATILICBEYET,

integerValue
(F723aNT7EY NTONT A ERFRERTT, RRZEETDEETEXRT, RE
ZEATREE. THMBEREERTHILENf BV ET,

stringValue

(A7232)TEY NTAONT A EREXFITY, RBEZEETDEETERT, &
ReEAT256E,. FHMIERIXFIICEDIHBENH KT,

(® Note

AWS loT Events H—E AO—ILICT RYFEehlkARUS—HF 7ot
Aiotsitewise:BatchPutAssetPropertyValuefFaZ 5L TW3 C & 2R
F9, FHICOVWTE., "TOIDETIVEANDEE AWS loT Eventsy ZZRBL T EE
(A

HMICOVWTIE, TAWS IoT Events API 7 7L > A, @ TlotSiteWiseAction; SR L T
=L\
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Amazon DynamoDB

DynamoDB action

Amazon DynamoDB 79> 3> %R L T, DynamoDB T—7ICTF—REEETDENT

ZF T, DynamoDB T—7 )LD 1 20FE, BELETIV3aRA(O—RADIXNTOEHRE
BEORTZZTEVY)ET, Y R—RhEhTWVWBU—=23>OUARMNIDOVWTIEE., "TAmazon Web
Services £fXND 1) 77 L > A1 ® "Amazon DynamoDB DL RARA U b A—2, B#SBL
TLEEL,

Amazon DynamoDB &, 7)Y %Z—2 R NoSQL F—ZXR—AHY—EATHY), >—LL A%K
AT—ZEUT A Z@ALERTTFRAELRNT AN AZRMLET, FHICODVWTE.,
" Amazon DynamoDB 7RO Y /N\—7#4 K1 ® "DynamoDBE lFy ZZBL T L&V,

More information (10)

DynamoDB 7—7 )M 1 DDFICTF—RZEFTRHEER., KRONTX—RZIEETIHEND
VXTI,

tableName

T—AR & 259 % DynamoDB T—7 )LD EFI, tableName fElk. DynamoDB 7—7 /L ®
T—TIINRBE—HIRIMBENHYNET, REZEEITD_ELETEET,

hashKeyField
NY21F—(N—TFT14230F—LEFEFNET) DFEHF, hashKeyField {E

(&, DynamoDB T—7 I ON—F 1423 0F—E—HIDXENHVET, XRRZEEETD
CcEETEFRT,

hashKeyType

(A7aNN\v2a1Fx—0F—RE, \v21F—4 7T DOfEIE STRING F /=& NUMBER
THIVENHYNET, T7A4INESTRING TT, REZEETDEETEET,

hashKeyValue

NY 2 1%*¥—DfE, hashKeyValue &, BT 7L —hNE2FRALET, ChsoT>7
L—K&E, VM LRICTF—EINFRBENET, REZBETD_EETEFRT,
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
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rangeKeyField

(A7 2aV)EBEF— (V—RNF—ELEFENET) ODFHI, rangeKeyField {&
(&, DynamoDB 7—7 N DY —KRF—E—HIIDBENHVET, REEBEITDELET
EEI,

rangeKeyType
(F72aV)EEF—0F—28, \V>1F—2A 7 OfEIE STRING £/ (& NUMBER T&
BDURENFHVNET, T7FIINBNESTRING TT, REZBETREETEET,

rangeKeyValue

(A7 3a>) BEF—0OME, rangeKeyValue ik, BTV 7L —rE2FEALET, Ch 5
DT7TL—KNE, FUVRMLRIETF—ZNMRBEIhET, RAZEEITDIEETEEXT,

ARL—>3>
(A723V)ETTRARL—2320BE, REEZEETDEEHETEXRT, ARL—23
JER, ATOWTNADETHISEN HYET,
« INSERT-F—2%#HLVWIEB &L T DynamoDB F—7I)LICEALET., Chik, 7%
I NMETT,
 UPDATE - DynamoDB 7—7 /L OBEFEOEBEZH LV F—XTEHLF T,
« DELETE - DynamoDB 7—7 /LA SBEFNOEB ZHIBRL £,

payloadField

(723 NTF7o>arRA4O—REZETS DynamoDB DHNOEF. 7 FIL KB
payload T9¥, RIREEETHEETEET,

payload

(A723aNTFT7AILRORAO—RIZE, FATIX—FFINAAZRVAET Va3V %
ROA—=ULEARNCEITZIBHREFT DOINTOBHEEORTHFEENTT, RA1O—
RENDARAIAARTRDEETEET, FMICOVTIE., TAWSIoT EventsAPI U7 7L~
A1 D "RAO—R; ZSRBLTLSEZL,

EEENIERAO—REATHFXFIDHE. DynamoDBAction (F3E JSON TF*— X & /N A
F1)F—2& LT DynamoDB 7—7I)LIZIEELE T, DynamoDB AV =)k, F—&2 %
Base64-encoded TF AN ELTRRLET, payloadField fElE payload-field_raw
TY, RAZEEITDEETEET,
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® Note

AWS loT Events Y —ERAO—I)ICTRYFEniERUS—HN TFTo+
Adynamodb:PutItemfF A ZFELTVWA EZBRLET, FMICOVWTEK, "® ID
ETOEANDEE AWS loT Eventsy) Z2ZBL T EE W\,

FHMICOWTEE, TAWS IoT Events API U7 7L > A5 ® "DynamoDBActions 238U T
=L,

Amazon DynamoDB (v2)

DynamoDBv2 action

Amazon DynamoDB (v2) 72> 3> & EHAL T, DynamoDB T—7I)LICF—RZEZAL L

AN TEET, DynamoDB T—7IILOBIDFE. EBELLETIVZIVRAO—RT1OOEME
BEORTZZTERYET, YR—KrEhTVWBU—232 0O ARMIOVWTE.  "TAmazon Web
Services £MD) T 7L A4 ® "Amazon DynamoDB DT RIRA U K& #—2 , #S5RL
TLEZL,

Amazon DynamoDB &, 7)Y Z—2 R NoSQL F—ZXR—AHY—EATHY), >—LL AL
AT—ZEUT A Z2@AERTTRARENTA—X 2 AZREMHLET, FHICOVTE.
"Amazon DynamoDB F*AXOY /N\—H 4 R, ® "DynamoDB& lFy ZZRL TS EE L\,

More information (2)

DynamoDB T—7 L DBEHOFICTF—RZEETBHEWRE. KONTA—RZIEETIHEND
WET,

tableName

T—R%EZETS DynamoDB T—7 I DB, RBEEETHEETEET,
payload

(F72aNTFT7AILMORAO—RIZE, FATIR—FFINAVARAET V3%
ROH—=ULEARNCEITZBHREFT DOINTOBRBMEEORTHFEENETT, R1O—
REDARAIAARTDEETEET, FMIIOVTIE., TAWSIoT EventsAPI U7 7L~
A1 D "™RAO—KR, ZBRBLTLSEZV,
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/A Important
RAO—REBALTF ISON THRIBENHVET, KRAZEEITDEETEERT,

® Note

AWS loT Events Y —ERAO—I)ICTRYFEniERUS—HN TFTo+
Adynamodb:PutItemfF A ZFELTVWA EZBRELET, FMICOVWTEK, "® ID
ETOEANDEE AWS loT Eventsy Z2ZBL T EE W\,

MBI OWTIE, TAWS IoT Events API U 7 7L > A5 ® "DynamoDBv2Action; 238 L T<
EEV,

Amazon Data Firehose

Firehose action

Amazon Data Firehose 79> 3> &R 35 &, Firehose BMEARN) —AICTF—RZEETE
£F9, YR—KREhTWBU—232 0O ARNIDOWTIEE. O TAmazon Data Firehose T2 R7R
AhNEDA—2, #SBL TL & WAmazon Web Services €80 77 L > R,

Amazon Data Firehose [&. Amazon Simple Storage Service (Amazon Simple Storage

Service), Amazon Redshift, Amazon OpenSearch Service (OpenSearch Service), Splunk & &
DEBEIZVTILEALDARN) =SV T F—REZBRETILODOTIIR—IJ RY—ERXT
¥, FHMIZ DOV TIE. Amazon Data Firehose XA Y /N\—H A KR® TAmazon Data Firehose &
F1 Z22RBLTEEL,

More information (3)

Firehose BLEA RN —ALILTF—RZZEFEIREER, RONTX—RZEETILENHYE
EE

deliveryStreamName

F—REZETS Firehose BIEA RN —LADRHI,
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separator

(A7>3)XFRXYVESEEMAL T, Firchose BIEARNU —AILEET D ELET—X
EDBTEET, XYPYXFOMEIE, '\n' (HT). '"\t' (27). '"\r\n' (Windows DX
7)., LG ','(AVX) THBIVENHYVET,

payload

(A723aNFT7AILRORAO—RIZEF, FATIR—FFIINAAZRVAET VA%
NOA—=ULEARNCETZIBHRET DOINTOBHEEORTHFEENTT, RA1O—

REDARIAIAARTRDEETEET, FHMI-OVTIE., TAWSIoT EventsAPI U7 7L~
A1 D "RAO—R; ZSRBLTLSEZL,

(@ Note

AWS loT Events H—EAO—I)ICT7RYFEnERI—HD 7o+
Afirehose:PutRecordFAIZELTWA CEZBALET, FMAICODVTR., T
IDETOEADEIE AWS loT Eventsy ZZBL TS EE L,

FHMICOVWTIEE. TAWSIoT Events API ) 7 7L A1 @ TFirehoseAction, #ZBL LK EFE
(AN

AWS Lambda

Lambda action

AWS Lambda 79> 3> %A T2 &, Lambda BB ZEFVO BT ENTEET, HR—KE
nTWVWadU—23a> >0 AMI2WTE. "TAmazon Web Services €80V 7 7L A1 @
FAWS Lambda @ T RRA > hNEeEDF—32, #SRBLTLSEEL,

AWS Lambda &, H—/N—O 7O 3a Z IR EBEZTHTICI—REETTEDLDICT
A1 —F 420 —EATT, FHMAICOVTIE., TAWS Lambda FAROY/N—H4 R
@ "Whatis AWS Lambda?1 Z#2ZBL T EE 0\,

More information (2)

Lambda B Z O HIRIC, ATONTA—RZEETIHLENHYNET,

AWS Lambda 125
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functionAxrn

FFO'H 9 Lambda B83 M ARN,
payload

(723N TFT7AILMNORAO—RIZE, FATIXR—FFINAVARAET Va0 %
RUA—LEARVNIETRDBEREF DOINTOEHEBORTHAEEFINET, R1O—
RENDARIIAARTRDEETEET, FHMI-OVTIE, TAWSIoT EventsAPI U7 7L~
A1 D "™RA4AO—KR, ZSZRLTLEZL,

® Note
AWS loT Events H—EAO—=)ICT7EYFENLERIS =D To+
Alambda:InvokeFunctionffFAZ{F5L TWVWA & ZERELET, FHMICODVWTIE,
rOIDETIOEADEE AWS loT Eventsy; Z2ZBL T EE L,

HMICOVWTIE., TAWSIoTEvents API )7 7L A, ® "LambdaActiony ZZBL T &
(AN

Amazon Simple Notification Service

SNS action

Amazon SNS REY JDORITT O3> & FEAL T, Amazon SNS XY —I B RITTER

T, HR—KhEhTWBU—=23a> ) AMNIDOWTIE., "TAmazon Web Services £f&0D') 7 7
L > A1 ® TAmazon Simple Notification Service DT RRA 2 RET A —3, BSRBLTLE
=L

Amazon Simple Notification Service (Amazon Simple Notification Service) &, Y7 AU 5147 L
TVWBIVRRAVRNEFEGIZAT UM OXYE—DOBREFRLRECZAZRSLIVERT
P2IVITH—EATY, FHMICOLVTIE, TAmazon Simple Notification Service RO Y /N—7j
A4 R, ® "TAmazon SNS &(d 1 ZZRBL TS EE L,

(® Note

Amazon SNS O REY OFITF V> 3 (&, Amazon SNS FIFO (first in, first out)
EYIIERMBELTVWERA, L—ILIDPVRELICHSBENLET—EATHS -
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AWS IoT Events

FROYN—=HA R
. Amazon SNS 72 3 UABRBEhEEZICL, XV E—HBEEhEIEFTERR
ThBEVEENFHY)ET,

More information (2)

Amazon SNS XV t— B RKITTHEZER, UTONTX—REEETIHEN HVYET,
targetArn

XY t—T%Z{ET S Amazon SNS Z—4Y KM ARN,
payload

(A7 23)FT7AILRNORAO—RIEZEG, TFATIR—FFINAARARET V3 V%

RIA—LEARYNIBETRIERER ODOIXNTOBHEEORTHAEENET, RA1O—
REAAZIAXTDEETEERT, FMICOVTE,

TAWS loT Events API U7 7L >
A1 D "™RAO—KR, BSBLTLKEETL,

(@ Note

AWS loT Events Y —EAO—ICTRY FENLZRD S —H 7Ot Asns:Publish&f
AZHELTVWRCEZRAELET. FHHICOVTHE,

"OIDETIVEADERE AWS
loT Eventsy 2R L TKEE L,
FMICOVTIE, TAWS IoT Events API U7 7 L2 A4 @ "SNSTopicPublishAction; ZZ 8L
TLEEL,

Amazon Simple Queue Service

SQS action

Amazon SQS 7V 3 & fFERAL T, Amazon SQS F1—ICTF—REHEFITRDENTEE
To HR—KRENTWBRU—2320UARNIDOWTIE,

T Amazon Web Services £f&D ') 7 7
L > A1 ® TAmazon Simple Queue Service DT> RIRA U RV F—2, BBRBLTILKEE
Lo

Amazon Simple Queue Service
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
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Amazon Simple Queue Service (Amazon SQS) &, BEY 7 NI I T ATALAEOVR—FV B
EHRERIVDBTEDS, RETMAMNHY ., FAFRESRAMNEF1—ZRHELE T, FiH

(C2WTI., "Amazon Simple Queue Service RO Y /N\—H 4 R ® "Amazon Simple Queue
Service £lF1 ZZRL T EEW,

® Note

Amazon SQS 79 3>, >Amazon SQS FIFO (kAh%EHL) NEY U ZHR—KL
TVWEBA, L-ILIVP VR EL2ICTBENLET—EATHS =, Amazon SQS 7

I2aVHFRBEAEEELL, XV E—IHFEEShEIEFTRRENABVWEENHY K
EE

More information (3)

Amazon SQS F1—IZTF—RZXFEITDEER, RONTA—RZEBEITIHBENHYVET,

queuelrl

F—REZ(ET S Amazon SQS ¥ 1—0 URL,

useBaseb4

(FA7°23a) #EELEBE. T —2% Base64 TF AN AWS loT Events T 1—R
LEXITRUE, 7 # )L MNIE FALSE TY,

payload

(A723)FT7AILRORAO—RIEZG, TFATIR—FEFINAARARET V3 V%
RUA—LEARVNCETIBEREF ODOINTOBHEEORTHFEENET, RAO—

REDARNAARTBDIEETEELET, FH-COVWTIE, TAWSIoTEvents APIU 7 7L >
A1 D "™RAO—R, ZSBLTLSEETL,

(@ Note

AWS loT Events H—E AO—JLICTFRYFEehiARUS =N Tot
Asqs:SendMessagefFAI 2R 5L TVWR L #BRELET, HMAICOVWTE, "0 ID
ETVEADEE AWS IoT Eventss 8B L TS EE L,
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MOV TIE, TAWS IoT Events API U7 7 L2 A4 ® "SNSTopicPublishAction; 5L
TLEEL,

Amazon SNS & AWS loT Core L—ILI> 2> = FERAL T B %ZE AWS Lambda R H—F B &
£ETEET, ZNICKV), Amazon Connect B EDHDH—ERA®, HROIVEZ—TS4AXAUY —
ATSVZVUERP) P77V —2a %2 ERATRT7 03 ORITHATREICKEYET,

® Note

F—RZLI—ROXKBEBANI—LZ)TIZALTIREL TLETSICIE. Amazon
Kinesis B EDMD AWS Y —ERAZFEATEET, TINS5, RIODHZEZTL., #R%Z
FATFIRZ—ADAN AWS loT Events EL T ICEETEEXT,
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ARYRNTF=2T74N2IVT, T, BB

Rk, ZBETF—FEHMEL., SFEZRTL, BEOT IV IVELRREEBI RETIRHEERE
TREHICFERAENET, AWSIoTEvents IZIk, T4 T —ETFLZERBLVOVEH TSI EEIC
BEEETEIVK O2AOFENAEENTVET, XE2FEALTUTIIEEZEETSH. HEDE
ZIEE T B EIICK & 5FH AWS loT Events TE £ T,

N =
s FNAARTF—RZET74I)RITL, TFPOA%EEETHHEIL AWS loT Events
« OXDOHEFERE AWS loT Events

FNAART—R%Z2T714)R) 0L, TFPOAEERITHE
3 AWS loT Events

RNk, FNARF—=REZTANRIVTIL, PFUOAVEERTDLEOOBLERFELET, AWS
loT Events ®RIATRE., UFZI, BEEF. B VIF7LVA, BrRVEBRTVTL—NEFEAT
EEXT, CNSOOVAR—ZR N EBAEDEDRZET, BHOTREERXEZERL T, loT F—20D
WIB, STEORT, XFIORE, FATIVX—EFIATOREBNEEZEBRREZTDOIENTESE
£

VT2
- BY
- 10 ¥

 String
- 7—I)LE

FRL—24Z

By
« BE (7—I)L18): !
BE (EY MEAL): ~
o XA F A (EfiN): -

TFNART—RZTANERI T THHEX 130
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String
- EfE 4+

MADARZ Y REXFITHIMVEN BN ET, XFIIVTFILE—EIAF () THOLE
AHYVEY,

fl: 'my' + 'string' - 'mystring’

. INE: +

WEDART Y REBETHBD2HENFHYYET,
- BE: -
- BRE:/

ARZ U RODBELEE 1 D (RBIRLZBHEEBRE) M 10 EETEVRY ., REOKEREADS
NEEERECEYET,

o FEH:
By N (B
o T

$l: 13 | 5513
« AND: &

fl:13 & 5-5
« XOR: A

fl:13 ~ 558
* NOT: ~

fl: ~13 - -14
7—I)L{&
- KR <
« HAF:<=
« EL\V: ==
« HLLHEV: 1=
o BLE:>=
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« UE:>
* AND: &&
o« FRE: |

(® Note

|| DFLRICKERDT—ENEENTVEZEES, TOHLARIE false &L THED
hEd,

&l
FllZzEAL T, KRENOAZFZIIL—TILTEXRT,

AWS IoT Events X THEA T2 EHK

AWS loT Events ICld, T4 T2 —FFINAXOMEEZ R TH OO —EOHMAKBEHNSAESE
NTVET, chsnBBE, RAN—BE, BB nul FIv o, NUH—RATORERE. A
BREE. XFHEBE, EY RBEUARL =23V E2EMIILET, chSOMEZERATZIET, b
ZHEDOE L AWS loT Events EBOZ Y JZERL, oT 77U T—2 3> o2aisgumtzn L
EBBRENTEFT,

#E A A dx B ER

timeout("timer-name")

BEENERAI—NBBLEBE, true ICFMEEhE T, "timer-names &, E&E
LEZAN—OBBZ5| AR TEATEEMAETT, IRVNTOV23UTR, BA4X—
EAEEBELTHS, RAN—ZFZAX—N, DEY N, FEREUBICEEZELERXRAN—&D)
T7T&FXTF, 714—J)LR detectorModelDefinition.states.onInput|onEnter|
onExit.events.actions.setTimer.timerName ZZ8RBL TS &\,

HEIRETREENEZAI—EF., HOREBTSRTEXRT, RAN—HFSRENTLVIIRE
ICABDTRENC, RAN—ZERLEEREBIZT IV EATRILEN BV XTI,

ez, F14T792—FFI)ICIE TemperatureChecked& @ 2 D DIREN H

V) £ FRecordUpdated, TemperatureChecked RETR A Y —ZERLEL

f=o TemperatureChecked IREEND XA N —%FEHTSIC1E. £ RecordUpdatediRREIC
TOELATRDUENHYET,

REZBRRIDLEDIC, RAN—ZREITILEN HIx/IEFEIF60HTT,

NDOEH 132



AWS loT Events FROYIN—HA K

® Note

timeout() &, EBEORZA X —OBMHBRIINICKRAICTFIVIEThEEZICDHK
true #IRL., TND#% false 2 RLE T,

convert(type, expression)

EEENLERIIEBRENERAOEICTMENET, #44E

[&. String, Boolean, Decimal XLFTHAIMBEAN BN ET, CNhS5ODF—TJ—ROD 1
D, FERF—V—REBUCXFIIZFHMAET DI RBEZFEAL T LTV, ROZBRO HH K
L, BUBEZERLET,

. =B - X F5

"true" izl "false" OXFHZERLET,
- 10 E#H > XF3
- XFH > T—)LE
- XFH - 10 EHK

BETAXFIEE., 10 EEBOBENBRETHAIMVLEN HYET, TS5THEVIE
&. convert() FXRHBLET,

convert() FEMLBEZREBEVEES., TON—RNTHZI2REELENTT, CORRE
false LEAETHY), RENFRETDAARIMNDO/N—RMELTEEE N actions &
nextState \OBITZNJH—LEH A,

isNull(expression)

REANFXINEZIRTIBEES, true EFHMEEhET. HIAE. AL { "a": null } A XY E—
2 true 2ZELEHE. LTI isUndefined($input.MyInput.a) EFHMliEchET
#. false & MyInput EFHiEnET,

isNull($input.MyInput.a)

isUndefined(expression)

RANMRERDZE., true EFHMEETNET, HIZE. AL MyInput AXYE—2 { "a":
null } ZFELEBE, AT false £FlEnEFTH, isNull($input.MyInput.a)
(& true EFHEENET,
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isUndefined($input.MyInput.a)

triggexType('"type")

###EIE "Message" ELIE "Timer" IZTBZENTEET, XOBFOELSIZ, RAI—D
HIRAYNIEEHICRREND AR NEHEATEE N TVBBEE. true CFHMEEThE
CB

triggerType("Timer")
Tk, AAXYE—D2ZELERLE,
triggerType("Message")
currentInput("input")
BEEChEAIX Y E—DZZFBULELDICRREND AR MNERENF TN TVSE
&, true ICFMBEEhET, HlRE, AH Command A XY +E— { "value": "Abort" }

BZELEBE. UTWE true EFMEET N E T,

currentInput("Command")

RORBOESIC, COBEBZFEAL T, BEDAINZEE N, FAX—NERINICE
TVWEBEVWEDIZEZENI AT hTVWDR EZHERLET,

currentInput("Command") && $input.Command.value == "Abort"

N FHIRE B

startsWith(expressionl, expression2)

BRUOXFHREN 2 BB OXFEHIRETARI—NEE, true EFHMAEThET, HXIE. A
A MyInput A" XY t£—2 { "status": "offline"} Z2FELEBE. LTI true &FF
lichEd,

startsWith($input.MyInput.status, "off")

MAEDRBEEXFIMEICTMENDIBEN HWERT. WIhAORBENF XFIHEICFTME hix
WiEE., BROBREIARAERTY, ERERTEhIEEA,
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endsWith(expressionl, expression2)

RO FHREN 2 BEOXFHIRE TR T T35S, true EiMiichET, HlZEFE. A
A MyInput A" XY +t—2 { "status": "offline" } Z2ZELEBHE. UTWE true &
TEEhET,

endsWith($input.MyInput.status, "line")

MADRBRBINFIMEICFTHMENBIBEN BN ET, WTFNAORBAXFIMEICFTEE hi
WiEE. BROBREIARERTY., ZRERTEhEEA,

contains(expressionl, expression2)

BUINOXZFINREBIC 2 BEOXEIREANEENTVEEHEES, true EFHMcET, Hlx
&, ABD MyInput XYy +—= { "status": "offline" } ZFELLEHEE. UTE
true EFHMIEhF T,

contains($input.MyInput.value, "fli")

MAORRGFIMEICTHMENZIBEN B ET, WIFhD ORBEAFXFIEICFTME s
WiEE, BRORBRERERTT, EREIRITEINEEA,
EY NEAOEBIRERRK

bitoxr(expressionl, expression2)

BRRBAOEY NZEOORZFHELET (/NAFJ ORARL =23, BEROXRST
PEYNIHULTETENET), HIRE. AL MyInput A XY t£—2 { "valuel": 13,
"value2": 5 } ZZFELLFE. UTR 13 £FMEichET,

bitor($input.MyInput.valuel, $input.MyInput.value2)

WADORBEBFEREICTHMENZILEN BV ET, VTN ORBABEREICTME haLiE
. BROBREARERTT. ERERITEhEEA,

bitand(expressionl, expression2)

BRXRREOEY NBEMNO AND Z2FHMBILET (/N1F U AND ARL—2 a2k, BRORET
BPEY MCRLULTETENE D), HIAEFE. AL MyInput A XY +£—2 { "valuel": 13,
"value2": 5 } ZZELEHE. LTE 5 EFHMichET,

bitand($input.MyInput.valuel, $input.MyInput.value2)
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MAORRGBEBEICTEENDIMLENBYERT. WITNAOREHNBEREICTME hE L5
. BRORBREIARAERTIT, TMEERITENEREA,

bitxor(expressionl, expression2)

BRRBEOEY NEMNO XOR ZFHALET (/N4 F 1) XOR ARL—> 3k, BEHox
ISTBHEY MIHUTRITEAES), HIZE. AL MyInput X XY +E—2 { "valuel":
13, "value2": 5 } AZELEBEE. AT 8 LiMicnET,

bitxor($input.MyInput.valuel, $input.MyInput.value2)

WEDRRGEHEICTMENDIMENBYET. WTNAORBEHNBEREICTHEE hia L5
B, BHRORBREAERTY, EREERTEhIEEA,

bitnot(expression)

BRRBEOEY NEMNO NOT ZFMEL FT (/N1 F U NOT ARL =23V FEHOEY MC
FLUTETENET), HlAIE. AL MyInput XY +E—2 { "value": 13 } &2ZELE
58, UTWE -14 £5EEc hExT,

bitnot($input.MyInput.value)

WEDORBFEREICTMENDIMENF BV ET. WThHAORBNFBEREICTHME haLViE
. BROBREIARAERTT, EMERITENEEA,
AWS loT Events KD AR EZEHD VT F7LVA
AT
$input.input-name.path-to-data
input-name (&, Createlnput 72> a>&FERL TERTDIANTT,

HlZ &, inputDefinition.attributes.jsonPath I KNUZEZL =
TemperatureInput EVSBEIDANN HBEE. BEFRXOFEATREET7 1 —J)LRICKRTETh
DO BYET,

"temperature": 78.5,
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"date": "2018-10-03T16:09:092"

temperature 74 —=J)LRDEZ VT 7L VATDICIE, ROIN REFERALET,

$input.Temperaturelnput.temperature

EFBRINTHED 71— ROBE. [n] ZEALTEINDOXN—2ZVTFLATEXT, i
AE, ROEFrEZESNET,

{

"temperatures": [
78.4,
77.9,
78.8

1,

"date": "2018-10-03T16:09:09Z"

}

E78.8Fk, RODIOX>Y RTSHMTEEXY,
$input.TemperatureInput.temperatures[2]
TZ
$variable.variable-name

variable-name &, CreateDetectorModel 72 3> #FERALTEELEAETT,

Bl z

&, detectorDefinition.states.onInputEvents.actions.setVariable.variableName
ZEALTERL £ TechnicianID EVSEBOAEN HDHEE, AOINY RZFEAL T,
AZICRRICEEEIhE (XF5)EZ2 VT T7LYATEERY,

$variable.TechnicianID

AZNEE, setVariable 797> 32 ZEALTOHFRETEXRT, REDAZXLICEZEY)H
TR TEERLA, TEZREFRBRIDCELRFITEREA. HIRAE, Enull ZEVHTS
CERFRTEFRLE A
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® Note
(ERFTE) NX—2 [a-zA-Z][a-zA-Z0-9_1* I b B VERB FZERTHSR TR,
ThsOBBFENY VO 4—K () TAHACSENHYET, FIZE, _value EVWSFH]
D7 14—)LREFED MyInput EOVSBEDAINDITFPLUATRE, COT71—)LR%
$input.MyInput. ' _value' ELTHEETHIHENHYVET,

RETUI 7L AZERATZDHERRE. UTZ2FI v ILTLSEZ L,

c 1 DUEDEEFTART I RELTVIZPLVAZEATRHEER. ZRIZINTOTF—5E
ICEEMN HD e ZBRBLTSEZL,

BIZE, ROKRBETE, B2 F == EET LR EBEEFOMADART Y RTT, F
RTRICEBMENIHDEZERTHICIE. $variable.testVariable + 1 &
$variable.testVariable B ELIF 10 EHZ U T 7L ATHDHRENHYET,

T, BR1 G +EBEFOARTRTT, LEN DT, $variable.testVariable F &K E
FRER10ERZV I 7L ATHDHEN HYET,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’

- BRICEENZE5IBELTUT 7L AZERIZDEER. BBRASRIZDT—2BEZYR—KL
TVWB e ZHBAELTSEZ L,

BIZIE, XD timeout("time-name") BT, BIRE L T ZESIARBZ LN FINBET
T, timer-name EMV) 7 7L A%ZERATZHEEE. —ECIARNTHENLENFEINEZSRBRTS
PENFHVY)ET,

timeout("timer-name")

(® Note

convert(type, expression) BBDIBE. ###EICVT7 7LV AZFERATRIEE. |
77 L AOFMmAERIE String, Decimal, £/ lk Boolean THBIMEHN H V) FT,
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AWS loT Events R ik, B, 10 &, XF%|, 7—IIEF—2BE2HR—NLTLVET, XOX
. BBV EZATORTOVARNZRLET,

ERMEOBVRATORT
BYW. XF5

By, 7-IILE

10 £, XF5|

10 %, 7—I)L&

XF5, T—I)LE

AWS loT Events RO BT 7L —b

'${expression}"’

${} &, XEHNE@BEETNEXFIELTHBLET, EEED AWS loT Events
[CexpressionT 2 ENTEERT, chillF, EEF. BB, BRPVITF7LVANFEENE
95

Bz (&E, SetVariableAction 7o 3> aERAL TCAZZEHELEL =, variableName &
SensorID TH'Y), value lx 10 TF, XDEBRTVTL—ME2ERTEET,

E#TTL—h RN F5

'${'Sensor ' + $variable.SensorID}' Sensor 10

'Sensor ' + '${$variable.SensorID + Sensor 11

1}

'Sensor 10: ${$variable.SensorID == Sensor 10: true

10}

BRTTL—hk 139


https://docs.aws.amazon.com/iotevents/latest/apireference/API_SetVariableAction.html

AWS loT Events FROYIN—HA K

BT TL—h BRXF5

"{\"sensor"\:\"11\"}"

"{\"sensor\":\"${$variable.SensorID
+ 1}\"} 1

"{\"sensor\":${$variable.SensorID + {\"sensor\":11}

13}

OXDH & EHE AWS loT Events

RDFET, FATIVR—FETIDEZEETERT,

« AWSIoTEvents AV =) THR—KRENhTWVWBRXZAILET,
e RENTA—KRELTAWS loT Events APIs ICEL £ ¥,

KR, UTZI, BEF. B, 2R, SLTEBRTVTL—NEYR—KLET,

/A Important
REE, B, 10EH,. XFF, FLBT-IIEZVTITFLOATIBENHYIET,

AWS IoT Events I MR
AWS loT Events RZRTBICE. ROFESRLTIEE L,
V72l

DFSIIEDZRE. REAICE—ESIABIEENTVIUEN HYWET, 7 —I)LER true £
& false DVWITNATHEIThIERY) EE A,

'123" # Integer
'123.12' # Decimal
'hello' # String
"true' # Boolean
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D77L>2A

D7 7L AR, AIZELEGFRADEOVTNLA EZIEETIHEN HV)ET,
« KOAHE., 10EHH 10.01 Z23RBLTVET,

$input.GreenhouselInput.temperature

« RDTZEIE, XF%| Greenhouse Temperature Table ZZBLE T,

$variable.TableName
BERT7L—K

BT TL—MNOBE., ${} 2ERATIHENHY)., TO7L—NE—ESIARFTTHOSEN
HYET, BERTVTL—NCRK, UTFII), BEF, B VIT7LVA, BLUERT VT
L—KNDEAEDEEEDHDEETEET,

« XORBOFMERIEFS 50.018 in Fahrenheit T9,

'${$input.Greenhouselnput.temperature * 9 / 5 + 32} in Fahrenheit'

« RORBOFIMAFERIELES {(\"sensor_id\":\"Sensor_1\",\"temperature\":
\"50.018\"} T9,

"{\"sensor_id\":\"${$input.GreenhouseInput.sensors[@].sensorl}\",\"temperature\":
\"${$input.GreenhouseInput.temperature*9/5+32}\"}"

XFF|0ERE

XFHDERFICE, + 2EAITILENHYNET, XFIOERFICE, UTFI, EEF, B
B, VITLVA, BLRUVBEBRTVTL—NDOHEAEDEEZEHDIEETEET,

« ROKRBOFA#EREXFF Greenhouse Temperature Table 2000-01-01 T3,

'Greenhouse Temperature Table ' + $input.GreenhouselInput.date
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AWS loT Events 4 9 2—FFI)L O 4l

COR—DITlE, EERETEZ AWS loT Events WEEDRESEZZERT I—AT—ADHlE—ERRL
T, HleL TR, BELEWMESREDEERNZREN S, LY EELEEREPEBEZRS VS
FTEBRICHOEYET, EHIICIE. AWSIloTEvents B, 70>3>, EDKREICKRILDFIEL
O—RAIRY RHFEENTVET, ChsDpflik, AWSIoT Events T—EADOFEMHE, T FE
TR IWOTT77VTr—232R1—AT—ALEDBTHAEINA AT B HEERLTVET, AWS
loT Events #eEZ2FAXBD EE, FLERBFEVREFTLE BRI 70— 2RKTHHAEA
NREZBEE., COR—DEZSBLTLSEETV,

N =R

- fl: THVAC RE#IHZ A TS AWS loT Events

o Bl: ZEERALEIL—ESEHE AWS loT Events

- TREZAERHICRUTIN Y RZZEETS AWS loT Events

« JL=2FEZRUJHA® AWS loT Events 1 T2 —ETI)

« AWS loTEvents JL—2FZZV2TJHD ASD

s TTS—ALEEBRAXYE—T%FEETS AWS loT Events

« Bl o H—ETTVT—2321C&% AWS loT Events 1 X M
« fl: Device HeartBeat ZEAL TT/NA AESZEZX2) > T 3% AWS IoT Events
« f5l: ® ISA 75—/, AWS loT Events

« Bl ZERALTSTANBTS—L%ZEBETS AWS loT Events

f5l: T HVAC REFIHZEH T3 AWS loT Events

Je =
H ==

COBITR, ROBMEBICBESHBTTI (P—FAZY N 2RELET,
- EHOERETEZAVIBLUHBTES, EELE1DOTFATFIZ—FEF )N, (FATI—

AVARVAGTITZECERENET, )

C BFATU—AVARY AR, SHBERCRES BRI Y- SREF -2 EZELE
7.

s BIVTOFRERE (REBRE) FVWOTELEETEXT,
s BIVTOBRENTA—REZERL., ChSONTFX—RZWVWDOTEEETEET,

HVAC (ZRHMI ) OEEHHE 142
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c TUTEEYS—RBMUEY, TUFPASEY—2MBLAEYTECERVOTETEET,

BEUEBENSRETHLDIC. BEMASLOANENORIETEENCTH LN TES
¥,

C FATOR—G, BEBEVY—HHBMYEEEELTCRELET,

- BRROEREREEZERTEET. VThLPOEVY—HNERLEREERL) LEEETORE
ZHEIDE, MBRLEEAHNEUATSCEBL, TATIF—DTOREANAVEH/RELE
EE

COPE, ROEZRLTVERT,

c AIRVNTFATOR—FEFINEEHRLET,

« ABNZERLET,

s FATUVEZ—FEFINICANZRYIAKET,

« NUA—FH{ZTFELET,

- KUEOREAZEZSRL., FHELCKUTAZDOEZRELE T,

« READRAN—2Z2ZRBL., FECRUTEAN—ZRELET,

« Amazon SNS B XRU MQTT XY —T#FEETHT VIV ERTLET,

D HVAC AT LD AHEE AWS loT Events

seedTemperatureInput &, TUT7DFATIR—A VAR AZERL., TORENTXA—X
EERITDLEHICEATIET,

THVAC Y ATLDANEIRET D AWS loT Events C & &, RN BEKEHHDO=HICEET

o cOBITE, BE, BE., 58, IRIF—HETFT—RXBLEONTA—ZE2FYTFYIBA
NEBRETDHEZERLET, ANBHOER., T—FYV—ADKRE. TATI7FZ—EFIFRELE
BEEVREROLEOICEETRAL) —RBBEHREZTEDDOICEKIDEILE)L—I)LDEREIC DV TR
LET,

AL CLION> R;

aws iotevents create-input --cli-input-json file://seedInput.json

7 74 )l: seedInput.json
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{
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "areald" },
{ "jsonPath": "desiredTemperature" 3},
{ "jsonPath": "allowedError" },
{ "jsonPath": "rangeHigh" },
{ "jsonPath": "rangelLow" },
{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },
{ "jsonPath": "noDelay" }
]
}
}
LARVA:
{

"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012
seedTemperaturelInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,

:input/

"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."
}
}
temperatureInput &, HEICRHLUT, STVTOEE YD SEFENBIULENfHYVET,

AL CLIOX > R:

aws iotevents create-input --cli-input-json file://temperatureInput.json

7 74 )L: temperaturelInput.json
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"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },

{ "jsonPath": "sensorData.temperature" }
]
}
}
LARVA:
{
"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,
"creationTime": 1557519707 .399,
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data."
}
}

ZEALKE HVAC AT LADFT 1 T X—FFILESEZ AWS loT Events

areaDetectorModel &, FI1TIR— AV ARV AN EDIS ICHETIN ZEEZLETT., &
state machine 1 AZ A}k, BEE Y —0OHHEYEZEV) AKX, REZZEL T, Ch
SOHEAMYEICISUTHBX Y E—2EELET,

fFEALZ CLIOX > R:

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

774 )l: areaDetectorModel. json

{
"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{
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"stateName": "start",
"onEnter": {
"events": [
{
"eventName": "prepare",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "0Q"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "0.1"
}
},
{
"setVariable": {
"variableName": "resetMe",
"value": "false"

},
"onInput": {
"transitionEvents": [
{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > 0",
"actions": [
{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperaturelnput.rangeHigh"
}
},
{

"setVariable": {
"variableName": "rangelLow",
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"value": "$input.seedTemperatureInput.
}
},
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput
}
},
{
"setVariable": {
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput
}
},
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperaturelnput.
}
},
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperaturelnput.
}
},
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.
}
},
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.
}
},
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperatureInput.
}

rangelLow"

.desiredTemperature"

.desiredTemperature"

allowedError"

anomalousHigh"

anomalousLow"

sensorCount"

noDelay == true"

TATOE—ETIDES
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}
1,
"nextState": "idle"
.
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperaturelnput.sensorData.temperature < $variable.anomalousHigh &&
$input.temperaturelnput.sensorData.temperature > $variable.anomalouslLow)",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
1,
"nextState": "idle"
}
]
I
"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
},
{
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"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"

}
}
]
}
]
}
},
{
"stateName": "idle",
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}

TATOE—ETIDES
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]
1,
{

"eventName": "calculateAverage",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "idle"
},
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"

iy
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{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
1,
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
I
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
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}
}

1,

"nextState": "heating"
},
{

"eventName": "highTemperatureThreshold",

"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",
"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
3,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",
"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
3,
{
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"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
}
]
}
I
{
"stateName": "cooling",

"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
I
{
"setVariable": {
"variableName": "goodToGo",
"value": "false"

]
I
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
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{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
I
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "enteringNewState",
"value": "false"

}

}
]
}
]
I
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"

}

},
{

"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"

}

}
]
},
{
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"eventName": "changeDesired",

"condition": "$input.seedTemperatureInput.desiredTemperature !=
$variable.desiredTemperature",

"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
},
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
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"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=
$variable.anomalousLow",

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperatureInput.sensorData.temperature <

$variable.rangeLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
1,
{
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"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"

}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
I
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
3,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
}
1,

"nextState": "idle"
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}
iy

"stateName": "heating",
"onEnter": {
"events": [

{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{
"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
I
{

"setVariable": {
"variableName": "goodToGo",
"value": "false"

}

}
]
I
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
I
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{

"setVariable": {
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"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
I
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
I
{
"eventName": "calculateAverage",
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"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.anomalousHigh && $input.temperatureInput.sensorData.temperature >
$variable.anomalousLow",

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
},
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
},
{

"eventName": "highTemperatureSpike",
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"condition": "$input.temperatureInput.sensorData.temperature >
$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
1,
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
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"iotTopicPublish": {

"mqttTopic": "temperatureSensor/spike"
}
}

1,

"nextState": "heating"
},
{

"eventName": "desiredTemperature",

"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",

"actions": [

{

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"

}
1,

"nextState": "idle"

]I

"initialStateName": "start"

iy

"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

L ARV A:
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"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",

"creationTime": 1557523491.168,
"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/

areaDetectorModel",
"key": "areald",
"detectorModelName": "areaDetectorModel",

"detectorModelVersion": "1"

M HVAC > A7 oM BatchPutMessage M| AWS loT Events

Z DTk, BatchPutMessage 2 AL T, TUT7DTFATI9R—A VAR AEERL, 15
BENTSA—ZEEEZLET,

FEALECLI O R

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-

binary-format raw-in-base64-out

7 74 )L: seedExample. json

"messages": [

{
"messageld": "00001",

"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 20.0, \"allowedError

\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"

}

LARA:

"BatchPutMessageErrorEntries": []
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DI T, BatchPutMessage ZFAL T, TU7HO 1 20t H—0RBEEH—0

it o HY
WEZHBELET,

FEALECLI O R:

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

7 74 )L: temperatureExample. json

"messages": [

{

"messageld": "0Q0005",
"inputName": "temperaturelnput",

"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \'"sensorData\":
{\"temperature\": 23.12} }"

}

L AR A:

"BatchPutMessageErrorEntries": []

COPITE. BatchPutMessage ZEALTIVT7OENDREZZEELET,
fEAL K CLION> K

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --
cli-binary-format raw-in-base64-out

774 )l: seedSetDesiredTemp. json

{
"messages": [
{
"messageId": "00001",
"inputName": "seedTemperatureInput",

"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"

BatchPutMessage M5l
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}

L ARV A:

"BatchPutMessageErrorEntries": []

AreaSl FATIR—A VARV ALK > TERE Nz Amazon SNS X v E—2 04l

Heating system off command> {
"eventTime":1557520274729,

"payload":{
"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0as",
"detector":{

"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"

},

"eventTriggerDetails":{
"inputName":"seedTemperaturelnput",
"messageld":"00001",
"triggerType'":"Message"

.

"state":{

"stateName":"start",

"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangelLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
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"sensorId":0

iy
"timers":{}
}
}I

"eventName":"resetHeatCool"

Cooling system off command> {
"eventTime" :1557520274729,

"payload":{
"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192",
"detector":{

"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"

},

"eventTriggerDetails":{
"inputName":"seedTemperatureInput",
"messageld":"00001",
"triggerType":"Message"

b

"state":{

"stateName":"start",

"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangeLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0

},

"timers":{}

}
b
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"eventName":"resetHeatCool"

CDHITIE, DescribeDetector API ZFRAL T, FATI9F—AVAZAOREDIRREIZET
BEHRERMBLET,

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-
value Area5l

L AR A:

"detector": {
"lastUpdateTime": 1557521572.216,
"creationTime": 1557520274.405,

"state": {
"variables": [

{
"name": "resetMe",
"value": "false"

1,

{
"name": "rangeLow",
"value": "15.0"

1,

{
"name": "noDelay",
"value": "false"

1,

{
"name": "desiredTemperature",
"value": "20.0"

1,

{
"name": "anomalousLow",
"value": "0.0"

},

{
"name": "sensorId",
"value": "\"OQ1\""

},

{

"name": "sensorCount",
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]I

"value": "10"

I

{
"name": "rangeHigh",
"value": "30.0"

I

{
"name": "enteringNewState",
"value": "false"

I

{
"name": "averageTemperature",
"value": "19.572"

I

{
"name": "allowedError",
"value": "0.7"

I

{
"name": "anomalousHigh",
"value": "60.0"

I

{
"name": "reportedTemperature",
"value": "15.72"

I

{
"name": "goodToGo",
"value": "false"

}

"stateName": "idle",
"timers": [

{
"timestamp": 1557520454.0,
"name": "idleTimer"

}

}I

"keyValue": "Areab5l",

"detectorModelName":

"areaDetectorModel",

"detectorModelVersion": "1"
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}

M HVAC > A7 A® BatchUpdateDetector M5l AWS IoT Events

COBFITIE, BatchUpdateDetector ZFRAL T, BIEF DT A TIOR—A VAR ADRENS
X—RZZELET,

MEAE HVAC AT LEETR., Z<NBE. BROTFATIVEZ—ONYFEFHNMVETT, C

NDEVIAVTRR, FA4TU2—IZ AWS loT EventsD/\NY FEF M FHT I HEZERLET,

BHEOODNO—INFXA—2ZREICEEL, LEWVMEZEHLT, N1 ADT7)—rE2H&ETL
ARVATOIAVERAEL, KABBIATAZMRNICEE IS MEEZQ LT BRI HFEICOVWT
HBELET,

FEALECLI O R:

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD.json

7 74 )l: areaDM.BUD. json

{
"detectors": [
{
"messageId": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areabl",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"
.
{
"name": "averageTemperature",
"value": "22"
.
{
"name": "allowedError",
"value": "1.0"
.
{
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"name": "rangeHigh",
"value": "30.0"

"name": "rangeLow",
"value": "15.0"

"name": "anomalousHigh",
"value": "60.0"

"name": "anomalousLow",
Ilvaluell. Il@ 0"

"name": "sensorCount",
Ilvaluell. II12II

"name": "noDelay",
"value": "true"

"name": "goodToGo",
"value": "true"

"name": "sensorId",
Ilvaluell. II@II

"name": "reportedTemperature",
"value": "0.1"

"name": "resetMe",
"value": "true"
}
1,
"timers": [

]
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L ARV A:

An error occurred (InvalidRequestException) when calling the BatchUpdateDetector
operation: Number of variables in the detector exceeds the limit 10

}

AWS loT Core JL—I)LI 2> > & AWS loT Events

RDIL—ILIE., AWSIoTEvents MQTT XY E—2 % ¥ RUBFHFHIUIIARMAYE—DELTER
TLET, AWSIoTCore B/, FATI9Z—FFINICE>THIBPENZEZIUT7OMEIZY N
ERHNIZYRMIERENTVDRZEZRRELTVET,

—DPITIE. Area51HeatingUnit & &KV Area51CoolingUnit EVSERFNENZEEELEL

AL CLION> R:

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule. json

7 7 4 )L: ADMShadowCool0ffRule. json

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
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]

L AR A [ZF]
fEAL & CLI OV R:

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule. json

7 7 4 )L: ADMShadowCool0nRule. json

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}
}
]
}
}

L AR A [ZF]
fEAL & CLI OV R:

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

7 7 4 )L: ADMShadowHeatOffRule. json
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"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mqgtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [

{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}

L AR A [ZE]

AL CLION> K:

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

7 7 4 )L: ADMShadowHeatOnRule. json

{
"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description'": "areaDetectorModel mqgtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
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]
}
}

L AR A [ZE]

Bl: =@EAL O L —>BHEMHF AWS loT Events

2<OUL—YOARL—Z—l. BHROXDTHYAEEERRFABEBHEREL, BO5E
HERUA-LEVEEXTVET, BIL—VERE—R—FBUET. T—5—&. EHER

BELETABHESTA Y £—T (AD) BRELET, ARL—F—&, 22OLARLOIRY K

FAFUR—ELBEELTVET,

C IL=YLRLOARY KT AT 8-

¢ E—B—LARLOARY RFA TR~

E—R—NHDS5DXYt— (craneld & motorid DA DX ZF—REZEDL) #FEHAL T, AR
L—2—RBYEL—TFT1 I 2FALTHEADLRILODAR Y RFATIR—ERITTEET, (
Ry NEENFFBLeni5E, BAKEYSR Amazon SNS REY JICEBEE NI BENHYET,
FRL—Z—k, EETIBHNRELBVRDICTFATIR—ETFIERETEET,

COPE, ROKEZRLTVERT,

« ANDDAERK., FeAkEY), EF. HIBR (CRUD),

s ARVRTFATIVR—EFINEERERBN-IVDARYNTFATIR—DOER, FhE),
E#. HIBR (CRUD),

c A DDANEEBBOARYNTFATIOR—CIN—FT12VTLET,
s TATIE—FEFIADADDOEY) Ak,

s NUA—FRBEZATHA4 AR SO,

- KEROREAZEZSRL, FELCISUTAEDEZRET 2 #EE

- ER, RE NVA-—INVII—Z— LT3V ITEFI1—R—Z2FALEZ XA
LAFA=TANL—=>32,

« SNSZ—4'w N&EFEAL /= ActionsExecutor TOTF7 V> 3> NDET,
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THREE NERECISUTIYY RERETS AWS loT Events

COR—ITE,

AWS loT Events N> REFEHALTAIDERE., TA1TI9X2—FTFIDEK. >

Tal—bEhhkEtoY—F—R20EEETSHERLET, COHITIE. AWS loT Events & &
LTE— RV L—BENDEXMRIZERIDFEEZRLTVET,

#Create Pressure Input

aws iotevents
aws iotevents
aws iotevents
aws iotevents
aws iotevents

create-input --cli-input-json file://pressurelnput.json
describe-input --input-name Pressurelnput
update-input --cli-input-json file://pressureIlnput.json

list-inputs
delete-input --input-name Pressurelnput

#Create Temperature Input

aws iotevents
aws iotevents
aws iotevents
aws iotevents
aws iotevents

#Create Motor
aws iotevents
aws iotevents
aws iotevents

create-input --cli-input-json file://temperaturelnput.json
describe-input --input-name Temperaturelnput
update-input --cli-input-json file://temperaturelnput.json

list-inputs
delete-input --input-name TemperatureInput

Event Detector using pressure and temperature input
create-detector-model --cli-input-json file://motorDetectorModel. json
describe-detector-model --detector-model-name motorDetectorModel
update-detector-model --cli-input-json file://

updateMotorDetectorModel. json

aws iotevents
aws iotevents
aws iotevents

#Create Crane
aws iotevents
aws iotevents
aws iotevents

list-detector-models
list-detector-model-versions --detector-model-name motorDetectorModel
delete-detector-model --detector-model-name motorDetectorModel

Event Detector using temperature input

create-detector-model --cli-input-json file://craneDetectorModel.json
describe-detector-model --detector-model-name craneDetectorModel
update-detector-model --cli-input-json file://

updateCraneDetectorModel. json

aws iotevents
aws iotevents
aws iotevents

list-detector-models
list-detector-model-versions --detector-model-name craneDetectorModel
delete-detector-model --detector-model-name craneDetectorModel

#Replace cranelds
sed -i '' "s/100008/100009/g" messages/*

#Replace motorlIds
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sed -i '' "s/200008/200009/g" messages/*

#Send HighPressure message
aws iotevents-data batch-put-message --cli-input-json file://messages/
highPressureMessage.json --cli-binary-format raw-in-base64-out

#Send HighTemperature message
aws iotevents-data batch-put-message --cli-input-json file://messages/
highTemperatureMessage.json --cli-binary-format raw-in-base64-out

#Send LowPressure message
aws iotevents-data batch-put-message --cli-input-json file://messages/
lowPressureMessage.json --cli-binary-format raw-in-base64-out

#Send LowTemperature message
aws iotevents-data batch-put-message --cli-input-json file://messages/
lowTemperatureMessage.json --cli-binary-format raw-in-base64-out

IGL—2FZRYSGREAO AWS loT Events T4 799 X—FFI)

BBFELETNAATI=—ROARL =23 OEEXEEZE_XITIL, TORSBEARUD
FRELEEEIZTV3>2NIA—LET, RE, -, POV ZEETDTATIEZ—
EF)NZISON TEELET, chilky), BERPEIBREDODAILOEZZI Y, LEVEEK
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EEHLT, TRV 2R IBEBL<BEER AL ENTEXT,

7 74 )L: craneDetectorModel. json

"detectorModelName": "craneDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [
{
"eventName": "init",
"condition": "true",
"actions": [
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{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "0Q"
}
}
]
}
]
I
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 35",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
I
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
}
]
I
{
"eventName": "Underheated",
"condition": "$input.TemperatureInput.temperature < 25",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "OQ"

FFoA—EF)L
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}
}
]
}
]
}
}
1,
"initialStateName": "Running"
1,
"key": "craneid",

"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

BEOTFATIVXR—EFINZEEH IS, 77 4)L: updateCraneDetectorModel. json

"detectorModelName": "craneDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "OQ"
}
.
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'false'"
}
}
]
}

FFoA—EF)L
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},
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 30",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
},
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5 &&
$variable.alarmRaised == 'false'",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
I
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'true'"
}
}
]
I
{
"eventName": "Underheated",
"condition": "$input.Temperaturelnput.temperature < 10",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "OQ"
}
}
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1,

"initialStateName": "Running"

iy
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

7 7 4 )L: motorDetectorModel. json

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "Q"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overheated And Overpressurized",
"condition": "$input.Pressurelnput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",
"actions": [

{

FFoA—EF)L
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"setVariable": {

"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
]
},
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:MotorSNSTopic"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"

iy
"key": "motorId",
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

BEOTFATIOR—TETINEEHI S, 77 4J)l:updateMotorDetectorModel. json

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [
{
"eventName": "init",
"condition": "true",
"actions": [
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{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "0Q"
}
}
]
}
]
I
"onInput": {
"events": [
{
"eventName": "Overheated And Overpressurized",
"condition": "$input.Pressurelnput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",
"actions": [

{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
]
},
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:MotorSNSTopic"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"

I
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"
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}

AWS loT Events VL —>FZXVU>2TJ8HD A B

COPITE, ZEALTIOL—FT RIS ATLADADERETSDHEZERLET AWS loT
Events, ENEBEDADEZF YT F Y LT, EMBEEZRBIT_RIVIOADEZBETDIHIE
Z2RULET,

774 )l: pressurelnput.json

{
"inputName": "Pressurelnput”,
"inputDescription": "this is a pressure input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "pressure"}
]
}
}

774 )L: temperatureIlnput.json

{
"inputName": "Temperaturelnput",
"inputDescription": "this is temperature input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "temperature"}
]
}
}

TTPZ—ALALEBRAXY -2 7ZEETS AWS loT Events
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7 74 )l: highPressureMessage. json

{
"messages": [
{
"messageId": "1",
"inputName": "Pressurelnput",
"payload": "{\"craneid\": \"100009\", \"pressure\": 80, \"motorid\":
\"200009\"}"
}
]
}

7 74 )l: highTemperatureMessage. json

{
"messages": [
{
"messageld": "2",
"inputName": "TemperatureInput",
"payload": "{\"craneid\": \"100009\", \"temperature\":
\"200009\"}"
}
]
}

7 74 )l: lowPressureMessage. json

{
"messages": [
{
"messageId": "1",
"inputName": "Pressurelnput",
"payload": "{\"craneid\": \"1000095\", \"pressure\": 20,
\"200009\"}"
}
]
}

774 )L: lowTemperatureMessage. json

40, \"motorid\":

\"motorid\":

Xve—=2
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"payload": "{\"craneid\": \"100009\", \"temperature\": 20, \"motorid\":

{
"messages": [
{
"messageId": "2",
"inputName": "TemperatureInput",
\"200009\"}"
}
]
}

Bl: > —ETF7US—> 32k BD AWS loT Events 1 R <

i Ju

SOTFATIR—FETFTIIE. AWS IoT Events A2V =LA SHAAREET>7L—bD 12T,

EEE, CZCICBBLEY,
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KHUEERLT, BN BREXNZALZRETEET,
{
"detectorModelName": "EventDetectionSensorsAndApplications",
"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [],
"events": []
},
"stateName": "Device_exception",
"onEnter": {
"events": [
{
"eventName": "Send_mqtt",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "Device_stolen"

}
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}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_in_use",
"actions": [],
"condition": "$variable.position !=
$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position",
"nextState": "Device_in_use"
}
1,
"events": []
},
"stateName": "Device_idle",
"onEnter": {
"events": [
{
"eventName": "Set_position",
"actions": [
{
"setVariable": {
"variableName": "position",
"value":
"$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
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},
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_exception",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_Tracking_UserInput.device_id !=
$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.device_id",

"nextState": "Device_exception"
}
1,
"events": []
},
"stateName": "Device_in_use",

"onEnter": {
"events": []

},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Device_idle"

f5l: Device HeartBeat ZfFER L TTF/N\NA AERZzET-_2) 095
AWS loT Events

CDTFATIZ—FFIIE. AWSIloT Events AV —ILASKIAAEERZTTL—hD 12T,
EE L, CCICBBLET,

Defective Heart Beat (DHB) ®#ill&. AWS loT Events Z2EEE_XV I THEATZHEERLT

WET, COBITE, DEBTF—RZHL. FRABGNZ—ZEL., BYUBLARIAZN)
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HAMBEEOTZ—RNDOREICOVTEY, BETBIANINARATTT7Ir—>3 >0 AWS loT Events
NRAMZERLET,
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"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [
{
"eventName": "To_normal",
"actions": [],
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")",
"nextState": "Normal"
}
1,
"events": []
},
"stateName": "Offline",
"onEnter": {
"events": [
{
"eventName": "Send_notification",
"actions": [
{
"sns": {
"targetArn": "sns-topic-arn"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "Go_offline",
"actions": [],
"condition": "timeout(\"awake\")",

"nextState": "Offline"
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1,
"events": [
{
"eventName": "Reset_timer",
"actions": [
{
"resetTimer": {
"timerName": "awake"
}
}
1,
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")"
}
]
I
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Create_timer",
"actions": [
{
"setTimer": {
"seconds": 300,
"timerName": "awake"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Heartbeat_Input.value > Q"
}
]
I
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"

/N1 A HeartBeat
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fBl: @ ISA 7> — L AWS loT Events

SOF 4TI R—EFILE. AWS loT Events 1>V — LA SHATEETFY7L—hD 1 2TT,
EEL, CCICBELET.

{
"detectorModelName": "AWS_IoTEvents_Blueprints_ISA_Alarm",
"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [
{

"eventName": "unshelve",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"rtnunack\"",

"nextState": "RTN_Unacknowledged"

.
{

"eventName": "unshelve",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"ack\"",

"nextState": "Acknowledged"

.
{

"eventName": "unshelve",

"actions": [],

"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command

== \"unshelve\" &&
$variable.state == \"unack\"",

"nextState": "Unacknowledged"

.
{

"eventName": "unshelve",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"normal\"",

"nextState": "Normal"

ISA TS —LA
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1,

"events": []
.
"stateName": "Shelved",
"onEnter": {

"events": []

I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold ||
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"

},
{
"eventName": "acknowledge",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",
"nextState": "Normal"
I
{
"eventName": "shelve",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",

"nextState": "Shelved"

},

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

I
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"eventName": "suppression",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",

"nextState": "Suppressed_by_design"

1,

"events": []
.
"stateName": "RTN_Unacknowledged",
"onEnter": {

"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"rtnunack\""
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold ||
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"
I
{

"eventName": "shelve",
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"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",

"nextState": "Shelved"

},

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

I

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

}
1,
"events": [
{
"eventName": "Create Config variables",
"actions": [
{
"setVariable": {
"variableName": "lower_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.lower_threshold"
}
},
{
"setVariable": {
"variableName": "higher_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.higher_threshold"
}
}
1,
"condition": "$variable.lower_threshold !=
$variable.lower_threshold"
}
]
I
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"stateName": "Normal",
"onEnter": {
"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\'"normal\""
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "acknowledge",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",

"nextState": "Acknowledged"

},

{
"eventName": "return_to_normal",
"actions": [],
"condition":

"($input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value <= $variable.higher_threshold
&& $input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value >=

$variable.lower_threshold)",
"nextState": "RTN_Unacknowledged"

iy
{

"eventName": "shelve",
"actions": [],
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"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

I

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

},

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

}
1,
"events": []
},
"stateName": "Unacknowledged",

"onEnter": {
"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"unack\""
}
}
1,
"condition": "true"
}
]
.
"onExit": {
"events": []
}
.
{
"onInput": {
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"transitionEvents": [

{

"eventName": "unsuppression",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"normal\"",

"nextState": "Normal"

},
{

"eventName": "unsuppression",

"actions": [],

"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"unack\"",
"nextState": "Unacknowledged"

1,

{
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"ack\"",
"nextState": "Acknowledged"

1,

{
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"rtnunack\"",
"nextState": "RTN_Unacknowledged"

}
1,
"events": []
.
"stateName": "Suppressed_by_design",

"onEnter": {
"events": []

1,
"onExit": {
"events": []

iy
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{
"onInput": {
"transitionEvents": [
{
"eventName": "return_to_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"rtnunack\"",
"nextState": "RTN_Unacknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"unack\"",

"nextState": "Unacknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"ack\"",

"nextState": "Acknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"normal\"",

"nextState": "Normal"

}
1,
"events": []
I
"stateName": "Out_of_service",
"onEnter": {
"events": []
I
"onExit": {
"events": []
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}
"onInput": {
"transitionEvents": [
{
"eventName": "re-alarm",
"actions": [],
"condition": "timeout(\"snooze\")",
"nextState": "Unacknowledged"
},
{
"eventName": "return_to_normal",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"reset\"",

"nextState": "Normal"
.
{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",

"nextState": "Shelved"

iy
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"
I
{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",

"nextState": "Suppressed_by_design"

15

"events": []
iy
"stateName": "Acknowledged",
"onEnter": {

ISAT7Z—LA
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"events": [

{
"eventName": "Create Timer",
"actions": [
{
"setTimer": {
"seconds": 60,
"timerName": "snooze"
}
}
1,
"condition": "true"
},
{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"ack\""
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
I
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State in accordance to the ISA 18.2.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"
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"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [

{
"eventName": "not_fixed",
"actions": [],
"condition": "timeout(\"snoozeTime\")",
"nextState": "Alarming"

},

{
"eventName": "reset",

"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",

"nextState": "Normal"
}
1,
"events": [
{
"eventName": "DND",
"actions": [
{
"setVariable": {
"variableName": "dnd_active",
"value": "1"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"dnd\""
}
]

I,
"stateName": "Snooze",
"onEnter": {
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"events": [

{
"eventName": "Create Timer",
"actions": [
{
"setTimer": {
"seconds": 120,
"timerName": "snoozeTime"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "out_of_range",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.value > $variable.threshold",
"nextState": "Alarming"
}
1,
"events": [
{
"eventName": "Create Config variables",
"actions": [
{
"setVariable": {
"variableName": "threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.threshold"
}
}
1,
"condition": "$variable.threshold != $variable.threshold"
}
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iy

"stateName": "Normal",
"onEnter": {
"events": [

{
"eventName": "Init",
"actions": [
{
"setVariable": {
"variableName": "dnd_active",
"value": "OQ"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "reset",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
},
{
"eventName": "acknowledge",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"acknowledge\"",
"nextState": "Snooze"
}
1,
"events": [
{
"eventName": "Escalated Alarm Notification",
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"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:escalatedAlarmNotification”
}
}
1,
"condition": "timeout(\"unacknowledgeTIme\")"
}
]
I
"stateName": "Alarming",
"onEnter": {
"events": [
{
"eventName": "Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:alarmNotification"
}
I
{
"setTimer": {
"seconds": 300,
"timerName": "unacknowledgeTIme"
}
}
1,
"condition": "$variable.dnd_active != 1"
}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
I
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State.",
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"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"

1

\/

TIWNBETZ—A 204

~N
\[



AWS loT Events FROYIN—HA K

TOTZ—ALICKRDEZR>Y AWS loT Events

AWS loT Events 72— Ak, F—RNEEZE_RX VI TDDICKRIEET, 7—Xik, #IB{[L
ZJ7OFRICOVTHETEIXARNITRICTZDCENTEET, LEWVMEICERLEEZICBHANZIEE
ITRTT—LBRERTEEXRT, 7o2—ARK, BEORE, XOFTFANDEE, BRUO#BRIETO
TAONT =X AORBILICKRILIEE T,

TZ2—ALE, PZ2—LETFIDAVAZRVATY, PT7—LETIL, AzKREITSH. WOBHZ
EETRD, #HICBHEZZTHAINBEZRELET. T7—LREAIEEENLEEEICHKETS 1
DUEDHR—RENTVETIVAVREETDIEETEXRT, B, T—EASIMELEAS
BHEZEYETZ—LALIC AWS IoT Events L—FT 12 JL&ET, EZRVILTVWBRTF—RNERE
ENLEEBEADEE., T7—LANBROPHEAET, P7—LZBELELY, AX—XE—RIEREL
Y9I BRIEETEXRT,

DO fEHA AWS loT SiteWise

AWS loT Events 75 —AZFERAL T, O7EYy N7ONT12ET_X2U>TTEET AWS loT
SiteWise, @E7tY M7°O/NF 1 {E% AWS loT Events 75—/, AWS IoT SiteWise ICEELE T,
&7 T —LIREE%Z AWS loT Events ICI2{E L £ 9 AWS loT SiteWiseo

AWS |oT SiteWise BART Z—LEHFR—RNLTVET, OABTTZ—LZEAL. T7—LRK
EBF—2ZRTY)1—-23NFHBHEE AWS IoT SiteWise . AT Z—LZBRTEET., 5
BT Z—LICRE, PZ—LREF—RZRVIACRAETONTAABTERTVET,

AWS loT SiteWise GBAEBT T —LDRELZTMLEL A, E5IC. PT—LRENF T LEEEIC
NANBTS—LZBRELFAX—XTBEETEREA,

SiteWise TEZ XU T4 & FEHAL T, SiteWise EZXR VI R—BZINOANBT S —LDIREE R
RCEXRT,

M OWTIE, TAWS IoT SiteWise I—H'—HA R, O " 75 —L%ZFRALETF—2OFE_21)
251 BEY TSiteWise EZRUVIFT7UT—SavHA KR, O TT7S5—LEFERLEEZZY
LU, EBBLTLEE W,

70— 0HEse

T72—LETINZERTZEEIC, BEKSEIO—ZAMITEIAESH ZERLET, HEED
O—Z8BMCTDE, TOI—LREFEBENULEEECTF-—LICBRANBEERT, F—LARTZ—L%

DO EEA AWS loT SiteWise 205


https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-supported-actions.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-detector-input.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-detector-input.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/industrial-alarms.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/industrial-alarms.html
https://docs.aws.amazon.com//iot-sitewise/latest/appguide/monitor-alarms.html
https://docs.aws.amazon.com//iot-sitewise/latest/appguide/monitor-alarms.html

AWS loT Events FROYIN—HA K

BELTIXEZRIENTERY, HIARE. 77—LDEHRE., BECHLTZEOHICRITIZT
V23AVEEHBRENTEERT, EZRVILTVWARTF—RfEESCh-SEENDESE., 77—
LARTEHENKT,

To—ALICRXORENHY)ET,
DISABLED
75 —AN DISABLED REENIFE, F—R2Z A I3 EBHNI TETVWELA, 77—LEEBMIC

IR, To7— AEN%W&%%LEE?%%E#&U??O
NORMAL

T Z—LN NORMAL REEICHK D &, F—REFHE TR EBIBVET,
ACTIVE
TZ—LN ACTIVE REDIBE, 75 —LIFRTHEENET, EZXUILTVWBETF—2NIE
EBEEATT,
ACKNOWLEDGED

7S5 —AN ACKNOWLEDGED JREEMIEE. 75 FROHEHh, PT5—LZBERELELL,
LATCHED

To—LNRBOEHEhELEN, LESKLTIASTS—LAZERELEREATLE, 75—4AK
HEAIIZ NORMAL SREICZED V) E T,

SNOOZE_DISABLED

75— LN SNOOZE_DISABLED REEMIZBE. 75— Auﬁiéh#%ﬁﬂmL&U¥?o
X—ABEOE, To— AHQEWLMRML% ZbVWET,

TOTZ7—ALETILOLERK AWS loT Events

AWS loT Events 72— AZFERALTF—RZE_-_&2)>J0L, béVEEﬁittéEﬁﬂ&ﬁH
MBENTEXRT, P77—LR., P—ALAEFIEERFTLEFRETILEHOICEATEI/NGX—2
Ehkbi?oAWSbﬂﬂmBJDV ﬂiﬁ@AWSMHﬂmEAHEEﬁbT To—LETF
NEERELRERETEERT, PIT—ATTFTILERETDE, FLUVF—ZNAETHEEEN B
ICEV)ET,

Z—LAETIDER 206



AWS loT Events FROYIN—HA K

245

Z—LAETFINZERTZHEERE. ROEHNFERAETIhET,

« PTS—ATEFIZERLT. ODAHEM AWSIoTEvents £l 7Y N7ANTAZEZAX
) T&EET AWS loT SiteWise,

To2—LAEFNZERTDITETIDOADZERT S AWS IoT Eventsal i AWS loT Events,
TALBHREEZRI>IITBHE%EIRLEBS,

s TEYRNTONTAZEZRVTIBHRR. T7—LETINZERTZEIC TTEY RE

TFIEERTEIHBEN HYET, AWS loT SiteWise

To2—LAT02a>ERTL, AWSUY—RILTIVEATEDLSICTS IAMO—ILHFBE

TT, SFHIZDOVTIE., TAWS IoT EventsDEFAINEREL ZSBL TS EE L,

s COFAI—RNUTFIITEATZIINTOAWS UY—ARK, BUAWS V=23 ICHDBEND
VET,

Z—LAETFIOEKR (A>V—IL)

AWS loT Events 1Y —JL T AWS loT Events B4ZE_X V> TJ 937 5—LETINEIEKTS
FEZUTICRLULET,

1
2
3.
4

AWS loT Events A2V —J)LICHY L1242 LET,
FTET—=23RA2T, TT7—LEFINZBRLET,
T2—LAEFIR=DT, PT7—LETFIOEHZRRLET,
T2—LAEFIOFM LIS 3T, ROFIEZETLET,

a. —EBEORBAZADLTLEEZL,
b. (A7>aV)BRBEALLET,
TFo—LR—=TYNtE9>3a>T, ROFIEEETLET,

/A Important

AWS |oT SiteWise 7t v N 7’O/NT 1 2iBIRT 254k, AWS loT SiteWise TP v
REFINEZERL THBLSBENf HVET,

a. AWS loT Events ALTEHZEIRLET,

B

207


https://docs.aws.amazon.com/iot-sitewise/latest/userguide/create-asset-models.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-start.html
https://console.aws.amazon.com/iotevents/

AWS loT Events FROYIN—HA K

b. ABNZEBRBIRLZET,

c. ANBUHF—ZBRLET, COADBYR., P77—LZEKITZLOOF—ELTHEH
TENET, COF—CHENTSNIEADZT Z—ALIC AWS loT Events L—FT 1 L&
ER

/A Important

ABXYE—DORAO—RIZCOAIBHREF—DNEETIATVEWVEE, £EE
F—IIEBEENTVSOREL JSON NARICF—DEFEELEVEES., XvtE—21F
AWS loT EventsTOELV) IAKICKBEAL £ T,

LEWMEEZEY> 3Tk, AWSIoTEvents " 75 —LNDREAZTEITD-HICFEATI A
HEM, LEVE, B EEFEERLET,

a. ANEMT, EZRUVIT2EMEZERLET,
COANBHEAFLWTF—RZZREITRILTIE., T7—LOREZHE TR L-OHICFHEE L
x9,

b. EEFT, EREHEFZERLET, IRL—F—R&F., ALEMZEHEOLE MELLERL
x9,

CNSOATIUNSEIRTEERT,
« [>greater than] (> & V) KE V)

« [>= greater than or equal to] (>= LA k)
« [<less than)] (< &)

* [<=less than or equal to] (<= A F)

» [=equalto] (= &L V)

« [!=notequal to] (I= &L <%\

c. LZEWEICE., AWSIoT Events ADWICKEZANTSH, BHEZERLET, k. D
EEBIRL =AHDBMEDOME AWS loT Events ELEBRLULE T,

d (A7YAaV)EEENEE. COT—LNEBEEEZRMIZDEHICTF—LHNIEBRELTVS
BEEFEALET,

BRXK10DBEHMZEMTEEXT, BH1DBE., ROKSIZLET,

7

z

—LAEFIOER (A2V—)L) 208



AWS loT Events FROYIN—HA K

a. ZORIJLDOBE, ROFT2a2HASBRLET,

s BFA-INETFAN-TT—LGBE SMS BAIEEF XA BHZIEAELET,
s BFX=IN-TZ7—LBEFA—)LBHAZEELET,
« TEFAN-TZ—ALIF SMS BHZEEFELET,

b. EEFEEICE., COTF—ALICHIZIBHEZEETEDIEFXA—ITRLAZEELET,

EEEVANIESICEFXA—ITRLAZEMTS I, REEOEMZRBIRLET,

c. (A723aL)FEEET, ZEEEZBRLET,

ZEEVANII—Y—ZEMTSICE. HFLLVI1I—TF—0EMZBRLET.,. 75—LT
FIICFHLUWI——&EMTSEC. IAM Identity Center AN P ICHF L W I1—H—%&E M
FTRIVENHYWET, FHICOVTE., "TT7T7—LZEED IAM Identity Center 7

A&EETSD AWS loT Eventsy ZSBLTLSEE L,

d. (F723V)BMOAARZLXY E—DIZ, T7—LFMRETINBERZEEN RTITHIL

BEOHBTIaVEREAIBDIAYE—TJZADLET,

8. AVARVAEYZAVTR, COTFF—ALAETFINETVWTERENEINTOT S —

AR ACENEREFEMITERT,
9. FMREEV>3>T, ROFIEZXRITLET,

a. BR7O—0FE. BHEZEVELEEMITEET,

s BEERTDE, PT7—LREBABMLECECBHNEZZ T T, 77— LREN

EEICRDHIC, BRZHERIZIBENBYET,

- EWEBRLLBE, TUOVAVRTETY, AEENrBEEEICREDE. T7—ARHE

HNICBEEORREICEDYET,

FHCOVWTE, "T70—0#FE, 28RBLTEEV,
b. AT, ROWVWThADOAT> a2 ZEERLET,

« AWSRUZ—F27L—hrAasfHmLWO—)LZ#ERKL. AWS loT Events BEIRIIZ IAM

O—ZERTERT,

s SOTZ—LEFIANTOA2ERTL, O AWS VDY —RICTIVEATEDKRSIC

THRREOIAMO-I)IZEATEXT,

TZ72—LAETILOER (T>VY—I)



AWS loT Events FROYIN—HA K

SEMICDOVWTIE, TAWS IoT Events®ldentity and Access Management, 228 L T &
=L,

c. BINEHERETIE. AWS Lambda B ZHFEEL TT7 T —LBHEZEETEET, AWS
Lambda B8EIC XD VT hADOA T a > &BIRLET,

« LW AWS Lambda BB 2K TS - IEFH L LY AWS Lambda B8%k AWS loT Events %
ERLET,

« BEF M AWS Lambda B82kZFEH 9% - AWS Lambda BB 21 BIRL TERFOEHEFE
AL E9 AWS Lambda »

ARER T O a > OEMZDVTIE. TAWS loT Events #2D AWS H—E ANIEE, 5
BLTLSEEW,

d. (F72aV)VREORETV>IAVTR, PTI—LRENEEENLEZEICETITS AWS
loT Events 792> 3a>% 1 DU EEBMNTEEXT,

10. (A7’>3aV) BT ZEBMLT, P5—LEZEEBTEET, FHMICDOVTIE., TAWS loT Events
DY—=ADRTFF1 2B LTLEE,

1. [ERK] Z8RLET,

TOT Z—LNDOX R AWS loT Events

T7—LICHRNICETD ., TIOTYATLAZEERETD LTEELMAETYT AWS loT
Events, BHIF ¥ RILORE, TAAL -3V FIEOER. BBRETIVIVORERE, 7
T—LERELTREIRECRERBETECODVTHALEXY, BT —LZHEZERL. 7
Z—NIBRIEXZMAT, 8O AWS U—ERERELTIOT 77T =3 AOREEOEVT
—LEBATLZBEIZDFELCOVTHALET,

BRNE7O—ZBMCLESRE, PT7—LAREBIBULEEECBHEZZTRYERT, 774K
BEIBICE., T7—LZHER. ML, AL, VLY b, FEBAX-ALET,

Console
BAFRIC., AWSIloTEvents AV —=ILTTFP S —AICKETDHEEZRLET,

1. AWS loT Events AV —I)LICH L4242 LET,
2. FTES—23RADT, PT5—ALAETFILZRBRLET,

T Z—LNDOXRIS, 210


https://docs.aws.amazon.com/iotevents/latest/developerguide/security-iam.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/tagging-iotevents.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/tagging-iotevents.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-alarms.html#acknowledge-flow
https://console.aws.amazon.com/iotevents/

AWS loT Events FAROYN—H1 K
3. Z=TYNDTZ—LETFIZBRLET,
4. TZ2—LOVAREI23>T, Z—TYRNT7Z7—LZERLET,
5. FO23arVHSROATZa>OVWThDLZERTEET,

* [Acknowledge] (FE&3) - 7 5 —/Alk, ACKNOWLEDGED REEICED V) £T,
« [Disable] (&%h) - 7 5 —LAlk, DISABLED REIZED V) ET,
* [Enable] (B%h) - 77 —Alk, NORMAL RREEICED V) ET,
 [Reset] (VY N)-T7Z—Alk, NORMAL REEIZED V) £,
* [Snooze] (AX—X) ZBIRL T, AT EITS,
1. AR—ANDREZBIRT DD, DNAZLAX—AOREZAHNLET,
2. [RE] ZBRLE T,

N

Z— /A&, SNOOZE_DISABLED JREEICH V) E T,

TZ7—LREOFMIOWVWTEF, "T70—0#HFE, 2ZRLTSEZWV,

API

1 DU EOT7S—LICKETSICIE,. RO AWS loT Events APl AR L —2 3 #FERTEE
9,

« BatchAcknowledgeAlarm

» BatchDisableAlarm

« BatchEnableAlarm

» BatchResetAlarm

+ BatchSnoozeAlarm

TOT7Z—LBHOEE AWS loT Events

AWS loT Events |& Lambda E#EEaE N, DARXRLAARY NBMERZREBELET, COEY> 3

>~ Tlk. 14 AWS IoT Events 772 —FFI)LAT Lambda ¥ ZFERA T2 HEICODVWTHAL E
T ChiZkY), BMAEODY VDET, AP —EREOXTE,. BEBARY NMLIEOELEN ATEE
CZV)ET,

To—LBHAOER 211


https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchAcknowledgeAlarm.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchDisableAlarm.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchEnableAlarm.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchResetAlarm.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchSnoozeAlarm.html

AWS loT Events FEROYIN—HA R

AWS loT Events & Lambda B8z ERA L TT7 S —LABHZEBEL X T, NEMH TS Lambda BB %
A3 % AWS loT Events ', #TL VBB EERTEET,

N =R

« T® Lambda BEIZk D ERL AWS loT Events

« ARt 9% Lambda B8 D A AWS IoT Events

s TP Z7—ALZEED IAM Identity Center 7 VL AZEEF S AWS loT Events

T® Lambda BIERDIERK AWS IoT Events

AWS lIoTEvents &, 7S—ANE X—)LB LV SMS BHIZEZETED LSICT S Lambda B3k
EERMHELET,

B
T75—L0 Lambda BHEER T B BER. ROEGNFBAELET,

e 7S5—AN SMS BHIZEETSHESE. AmazonSNS A"SMS X v tE—C 2 BETBH LD ICHRE
TNTVWBRLEZEELET,
o FHMICOVWTIE, XORFIXNESHBLTLSEETV,

e Amazon SNS & AmazonSNSSMS X v t—>OZEETID ZFEALEENAILTF AR
XY+t—2; , Amazon SNS

e AWSSMS " 1—H—HAR, O TAWS I RI—"HY—AXvtE—209SMS &S o
o PO—LANEX—=)IFEFESMS BHIZAETDHEE. H Amazon SES $ &' Amazon SNS
EEE AWS Lambda TEDESICTS IAMO—I)ILHNIMETT,

R —DH:
JSON
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"Statement": [

{
"Effect": "Allow",

"Action": [
"ses:GetIdentityVerificationAttxributes”,

Lambda B3ER D ERK 212


https://docs.aws.amazon.com/sns/latest/dg/sns-mobile-phone-number-as-subscriber.html
https://docs.aws.amazon.com/sns/latest/dg/sns-mobile-phone-number-as-subscriber.html
https://docs.aws.amazon.com/sns/latest/dg/channels-sms-originating-identities.html
https://docs.aws.amazon.com/sms-voice/latest/userguide/what-is-sms-mms.html

AWS IoT Events

FROY N—HA K

}

{

"ses:SendEmail",
"ses:VerifyEmailIdentity"
1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"sns:Publish",
"sns:0ptInPhoneNumbex",
"sns:CheckIfPhoneNumberIsOptedOut",
"sms-voice:DescribeOptedOutNumbexs"

1,

"Resource": "*"

"Effect": "Deny",
"Action": "sns:Publish",
"Resource": "arn:aws:sns:*:*;*"

"Effect" : "Allow",
"Action" : [

"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents"

"Resource" : "*"
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LLFRi&, AWS Command Line Interface (AWS CLI) Z £/ L T CloudFormation AZ Y U & EK T
FEERLTVET,

1. FNAADR—ZF)laws --versionT, ZEITL T, Z4VAN—ILEAESH =/
ELET AWSCLI, FEMIC DLW T, TAWS Command Line Interface 1—%—7H4 R, @
FAWS CLI OF#I/N—2 3V ZBA AN —IIELEEH 2RBLTEZ W,

2. %&3EfTU Taws configure list, cOFI—KNUTILOITXTOAWS UY—AHNH>
AWS =232 AWSCLI T ZRELELAESHERBELET, FFMAICOVTIE, " AWS
Command Line Interfface 1—H¥—HA R, ® " ONX REFHALERENRELERT, 2581
LTLKEEL,

3. CloudFormation 7> 7°L — I notificationLambda.template.yaml.zip X > O—RL £ ¥,

® Note

7740M0OE7>O0—RICEEN HBDHEEE. CloudFormation 7> 7L —K TETY
7L—hZEFRIATEET,

4. ATV &EBEHEL, notificationLambda.template.yaml & U TO—HIIICRFLE
EP

5. *FNAATR—ZF)%BE, notificationLambda.template.yaml 77 A\ EX T
A—RLEFALIRNJICBEBLET,

6. CloudFormation AR Y V&ZERTSICIE. ROV RZEEITLET,

aws cloudformation create-stack --stack-name notificationLambda-stack --template-
body file://notificationLambda.template.yaml --capabilities CAPABILITY_IAM

Z @ CloudFormation 7L — N &ZZEL T, Lambda BHETOEEZHDAZIAATEET,

® Note

AWS Lambda BB IS —Z 2 BBHEITLET. BRICITNTOEEERZLETSHNDIC
TRABBENBVEES, AIRVNEFI—ATHEEERCEHRBES > THERICEEELST
BEMNHYET, EEICRBENABL D EARIRNEFYTFYITBELSIC, BRICKRES
XYy t—TF1— (DLQ) ZFRETEE T, sFMAICOVTEE, TAWS Lambda #*AXOY /N—
HA R, O "ERBHFCHL,, 282RLUTLSEETL,
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CloudFormation AV =)L TARY V% ERFELRERETHIEETEET, FMICOVTIEE,
TAWS CloudFormation I—H¥—HA R, ® TAZY J0iglE, #5BLTLEETL,

DA AR L Lambda BE DO ERK AWS loT Events
Lambda B#ZEERK T B H. AWS loT EventsH Bt T2 BEHELETEET,
HAZR L Lambda B 2ER T2 EEE. AOEBEHNFBERENET,

* Lambda BBANEEENIET 32 2RITL. AWSUY—RIZT IV EATEDKRSICTRT Y
EAFAZEMLET,

- HFRMIT S Lambda BEZEHA T SHSE AWS loT Events, #7F Python 3.7 5 X 1 LA%ZIER
LTLEEL,

Lambda B o i

import boto3
import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses = boto3.client('ses')
boto3.client('sns"')
def check_value(target):

if target:

return True

sns

return False

# Check whether email is verified. Only verified emails are allowed to send emails to
or from.
def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the emails
verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True
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# Check whether the phone holder has opted out of receiving SMS messages from your
account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages. Phone
number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in SSO. Exception
thrown: {}'.format(phone_number, e))
return False

def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):
logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm_state = nep['alarmState']
default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'
timestamp =
datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-
%m-%d %H:%M:%S"')
alarm_msg = "{} {3} {3 at {3 UTC ".format(nep['alarmModelName'], nep.get('keyValue',
'Singleton'), alarm_state['stateName'], timestamp)
default_msg += 'Sev: ' + str(nep['severity']) + '\n'
if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3 {})'.format(str(property), operator, str(threshold))
default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
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for email in emails:

from_adr = email.get('from')

to_adrs = email.get('to', [])

cc_adrs = email.get('cc', [])

bcc_adrs = email.get('bcc', []1)

msg = default_msg + '\n' + email.get('additionalMessage',6 '')

subject = email.get('subject', alarm_msg)

fa_ver = check_email(from_adr)

tas_ver = check_emails(to_adrs)

ccas_ver = check_emails(cc_adrs)

bccas_ver = check_emails(bcc_adrs)

if (fa_ver and tas_ver and ccas_ver and bccas_ver):
ses.send_email (Source=from_adr,

Destination={'ToAddresses': to_adrs, 'CcAddresses': cc_adrs,

'BccAddresses': bcc_adrs},

Message={'Subject': {'Data’': subject}, 'Body': {'Text': {'Data':

msg}}})

logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
if check_value(sender_id):
sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')

HMICOVWTIE, TAWS Lambda FAROY/N—HA Ry ® TAWS Lambda& ld ) 2B LTLKEE

(AT
CloudFormation 7> 7'L— &

XD CloudFormation 7> 7'L—KZHAL T, Lambda BEZ/ERL £7,

AWSTemplateFormatVersion: '2010-09-09'
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Description: 'Notification Lambda for Alarm Model'
Resources:
NotificationLambdaRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Effect: Allow
Principal:
Service: lambda.amazonaws.com
Action: sts:AssumeRole

Path: "/"
ManagedPolicyArns:
- 'arn:aws:iam::aws:policy/AWSLambdaExecute'
Policies:
- PolicyName: "NotificationLambda"
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action:

- "ses:GetIdentityVerificationAttributes"
- "ses:SendEmail"
- "ses:VerifyEmailIdentity"
Resource: "*"
- Effect: "Allow"
Action:
- "sns:Publish"
- "sns:0ptInPhoneNumber"
- "sns:CheckIfPhoneNumberIsOptedOut"
- "sms-voice:DescribeOptedOutNumbers"
Resource: "*"
- Effect: "Deny"
Action:
- "sns:Publish"
Resource: "arn:aws:sns:*:*:*"
NotificationLambdaFunction:
Type: AWS::Lambda::Function
Properties:
Role: !GetAtt NotificationLambdaRole.Arn
Runtime: python3.7
Handler: index.lambda_handler
Timeout: 300
MemorySize: 3008
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Code:
ZipFile: |

import boto3
import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses = boto3.client('ses"')
sns = boto3.client('sns')
def check_value(target):

if target:

return True
return False

# Check whether email is verified. Only verified emails are allowed to send
emails to or from.
def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the
emails verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from
your account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages.
Phone number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in SSO.
Exception thrown: {}'.format(phone_number, e))
return False
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def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):
logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm_state = nep['alarmState']
default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'
timestamp =
datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-
%m-%d %H:%M:%S"')
alarm_msg = "{} {} {3} at {3} UTC ".format(nep['alarmModelName'],
nep.get('keyValue', 'Singleton'), alarm_state['stateName'], timestamp)
default_msg += 'Sev: ' + str(nep['severity']) + '\n'
if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3 {})'.format(str(property), operator, str(threshold))
default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:

from_adr = email.get('from')

to_adrs = email.get('to', [])

cc_adrs = email.get('cc', [])

bcc_adrs = email.get('bcc', []1)

msg = default_msg + '\n' + email.get('additionalMessage',6 '')

subject = email.get('subject', alarm_msg)

fa_ver = check_email(from_adr)

tas_ver = check_emails(to_adrs)

ccas_ver = check_emails(cc_adrs)

bccas_ver = check_emails(bcc_adrs)

if (fa_ver and tas_ver and ccas_ver and bccas_ver):

ses.send_email (Source=from_adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses':
cc_adrs, 'BccAddresses': bcc_adrs},
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Message={'Subject': {'Data': subject}, 'Body': {'Text':
{'Data': msg}}})
logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
if check_value(sender_id):
sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')

ARET S Lambda B D ERA AWS loT Events

To—ALABHITE, HEMHETS Lambda BEEFERAL T7Z—LBH AWS loT Events ZEE T
x£¥9,

AWS loT Events /12t 9% Lambda B2 AL TT7 S —LABHNZEEITSIEEE. XOEHNE
AEhFxd,

« Amazon Simple Email Service (Amazon SES) TE X—)LBHIZIEETH E X—ILT7 RL AZH:R
FTRIMENHVYET, FMICOVTIEE., "Amazon Simple Email Service RO Y /N—HA Ry @
"EX=ILTRLADTATTATADEFR 22RLTEEL,

BREED > O%ZZ(HE2 =6, VD00V OLTX=)LTRLAZEELET, ANLTF)IE
TRIX—JILEFIVITREETEET,
s P5—AN SMS BHIZEETDHEEEF. ERESICE164 ERERESOD 7 #—NY NEFERT

PYRENFHYVET, cOT7#—X Y MIIE +<country-calling-code><area-code><phone-
number> AE8ENTLVET,

i

iRy ORI F
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EESZRDF3ICE. countrycode.org IC7I9EAL TS EEV,
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TT7Z5—ALZEEZED IAM Identity Center 7V AR EE TS AWS loT
Events
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VY —RAEHERTRDIOOTO>a2RrE, —%O AWS loTEvents 77> 3a> ik, BREOUY—A
TRITTEERLEA. COLIBBFRRI VAN RA—R*ZEATILENFHYVET,

"Resource": "*"

—&BMD AWS loT Events API 70> 3 Cik, BREROVY—ANEENET, Hl2E
CreateDetectorModel &, FUHAT—M X NADOALZZRITD O, I—HF—ICEADBL
CTFATIOR—ETFI)INZFERIZERIDETT, BV —RZ2E—AT—MXNTEETSIC
&, ARN ZHh> N TRV ET,

"Resource": [
"resourcel",
"resource2"

AWS loT Events VDY —AZALTEFDARNs " TEZE N3V —AAWS loT Events; S8 L
TLEEY, ENTHaVTEIY—AN ARN ZIEETEDHICDOVWTIE., AWS loT Events T
EFEECNDT O3 ESHBLTLSESTL,

A" 1AM & AWS loT Events E#9 % /73% 229


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html#awsiotevents-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html#awsiotevents-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html#awsiotevents-actions-as-permissions

AWS loT Events FEROYIN—HA R

Stk —

Condition TL XN £/ (FCondition 7OV Y& GEATRE., ATF—MAV NI BB EGES
BETEEXT, Condition TILXNEA7>3a>Td, AP UATHREDEHEEF=FER
THDZRBRREBEL T, VITANKNICEOHZ RS —ORGFII—HEEDIENTEET,

1 DDAT—RXY NIEHR® Condition TL XY N EEBETSDHEE., £k 1 D0 Condition
ILXYNCEBOF—Z2EETHHEE. AWS FREAND EEZFEALTENSZFMELE T, 1
DOEBF—ICEBOEZEETD L., FHREORARL—3a#FEHAL TERHSF AWS Z5HEL F
FTo AT—RMXV NODEBRFIEENBIHICITINTOREN BT hBDBLEN HYET,

FUZEEIIRICTL—ARILA—ZBREFEATERY, fIAE. I——BTEINTFENT
WBBEDHK, VY—ALLTIEATRI—Y—TIOLAFTENETERT., FHICOVTRE,
NAM A—H—HA R O TIAMARD) =T LAV h, AIZHBLTET ) 2ZRLTSEZ,

AWS loT Events @ —EABEORHEF—ZRBELELAN, —BOTO-NILEZHEF—0FER%E
HAR—NLTVWET, IXTHOAWS JO—NIEHF—2HRITSHICE. TIAMI—Y—HA R
ODAWS "TJO0—NILEEIDTFHFARF—) ZSBLTLSEETL,

Bl

AWS loT Events A T T AT AR—ADR) > —0HlERRTHICE. ") 25BLTLSESE
WAWS loT Events 7A T T4 T AR—ADR) S —DHl,

AWS loT Events Y —AXR—AMDR) < —

AWS loT Events &)Y —AXR—ADORIZ—ZHR—KLTVWEEA, 1 FHBEJY—AR—AD
RV —R—=0HlERRTSICIE, hitps://docs.aws.amazon.com/lambdal/latest/dg/access-control-
resource-based.html ZZBL TS &L\,

AWS loT Events 2T ICEJ< 1

AWS loT Events UV —AICRTEZTRYFULIEY, VDOIARNRTRIZETENTEERT

AWS loT Events, T ICETWTT UV ERAEEETSICIE, iotevents:ResourceTag/key-

name. aws:RequestTag/key-name, £l aws:TagKeys OFHF—EFEHRAL T, RV —
NDEHEBEZRTRIBERERBLUET, AWSIoT Events VY —ADO R T fF T OFMIC OV T,
FAWS IoT Events UV —AD XTI ZZRLTLSEEZ L,

DY —ADRTICEIVTIY—AANOT IV AZFBRITZEODOTATFoTFATAR—ADKRY
—0PlERRTDICK. T2TICETVWTAWSIoTEvents ATZRRTH, 2SRBLTLKEE
(AN

A" 1AM & AWS loT Events E#9 % /73% 230


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

AWS loT Events FROYIN—HA K

AWS loT Events IAM O—)L

IAMO—=)LE. BEOTOVOECAFAAMNWS THIOONZHEDODADITAT 4TI,
TO—BHERERIEEHROER AWS loT Events

—HNAFRAIEEREFEAL T, 7IFL—>230THA 214295, IAVMKEIZ5|1EZT5, &2
FOOATHIY MEEIZEIERHRDIENTEET, —HNBEFI VT FARREZNETSIC
[&. AssumeRole X GetFederationToken %& & @ AWS Security Token Service (AWS STS) APl A~
L—>32>zZ0HELET,

AWS loT Events & — R ARIEROERAEZHYR—MLTVWELR A,
H—E2U>o0-)

H—EARACUVznicO-)zERATHE, AWSH—ERARMEO H—EADOVY—-RARIZT I+
ALT, A—¥—ICRKD2TT V23V ERTTEXRT, Y—EAVIO-ILE IAMTHDO> K
RICRTREN, Y—ERALCL>THEEINE T, IAMEEER, Y—EAUZ IO OFAZER
RCEXRIHN, WEITBLBEFTEXRLEA,

AWS loT Events l&, ¥—ERICUVVEn-O—-)ILZHR—KLTVWEEA,
H—ERAKE

COHEEICKRY, I —CRDO>TH-—EANY—EAO-I%Z5|EZFHENFAETNET,
CORENCKY), Y—EANFBERICKD > THOY—ERAOUY—RICTIEAL, T3z
FIIRENFHFAETNET, Y—EAO-NRIAMTAIV NIRREN, THATU NIRRT

FIEEhET, 2FV., IAMEBERICOREOEREZEETERT, LIEL., ThIZLY, ¥—

EAOKENBEDONDEENHVET,

AWS loT Events F—EAO—J)LZHR—NLET,
AWS loT Events 74T T AT AR—ADKR) S —0Hl

F7AIRNTR, I—H—&O—JLICIE AWS IoTEvents VY —AZERE LR EETZ T VA

AlEHYELA, £, AWSNYEZI X NIV =)L, AWSCLI, £/l AWSAPI ZFEAL TX

ARUVBRETIDCELRFTEFEA, AMBEERER, 1——cO—-)ICHKELK, EBEShEDY—

ATHED API ARL —2 3 2RTI3ERZI—H—cO—-)LICAETE IAMARU S —EER

TRIBENHYET, HiVT, EBBRFTNSOT VAT I VERI—H—FKLEEIIL—-TICF
DRIV —=2TRYFLET,

FATFUTATAR=ADRKRIZ—DHI 231


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts

AWS loT Events FEROYIN—HA R

CNS5DISONRUZ—RFIXY NIZERALTIAMOT A FUTATAR—ADOR) > —%4
BI2FEECOVWTE, TIAMI—%—H4 Ky ® "JSON 27 TOR > —DER) 282RLTL
2TV,

RV D

« RUI—ICEHTRIRANTSIVTF4R

« AWS loT Events AV — )LD EH

s A—HY N THAEDOTIELAHAAZRTTEDLSICFTS AWS loT Events
« 120 AWS loT Events ABICT VAT

« BJIZETVWTAWS loT Events AT ERTRT S

RUD—ICEIBIRANTZI9T14A

TATFUTATAR—ARIS—RGIIFEEICENTT, PHT NRO AWS loT Events )Y — A% 4E
B, POEA, EFEEFHIBRTEDIHESHERELET, chE5OTFT U aAVTRE, AWSTHIY
NCBRANRETDIHBENBYVET, FATUTATAR—AR)—%2ERLEVYREL =Y TS
BRZIE, ATOHA RSA D EHBEBICHE > TSEEL:

- AWSEBER)—%FHAL THHB TS -AWS loT Events DFEAZ TIEX<HBITDICIE. AWS
BEEAR)—ZFRALT, REBICVELETIVEAFITEZENELET, chsORID—ET
NOVKRTERICBEMCE2>TEY, AWSICK>TEEBBRVEHFECNTVERT, FHFMICOWVWT
&, IAM1—H—HA RO "AWS EEBR) S —TT I AFIOERZFHETSD ) 2R TL
ZEW,

c RPNRHEENRNETD - HARLRIVD—ZEKITRDEER, FRVZRTIBDLOCHBERTIE
AFADAENELET. HKRNROFANSAZ—ML, BEICHUTEMOFAZAFELET,
COFER, BERBEZFALNSKHOT, BLYSBLKLEIDETEZLNERZETY, FMICOL
T, IAMI—H—HA RO "HNEEZRDD ) 2ZRLUTEZ L,

s BEMOBVARL—IVICMFAZEMICTS -EF1UT A 2@BHUTDICE, I—F—H%
EXRFREE (MFA) ZFERAL THEZEEOF) Y —AEXERF APIARL —23aICT7O9RARTR L%
EBEFTET. FMHICOVTE, IAM1—%—HA4 RO TAWSTOZEZRFRI (MFA) OFEA.L %
SRLTSEEL,

s BMEFIVTAIIRTEIR)S—KHB2ERATS - RITUREBEBEANT, PTATFUTATAR—
AQRIVS—HUY—ALT IV LATERRGEEELE T, A, BBUIITANDORENFH
AEhD IP7RLACEHZIEETDLEOOFXHERRTEXRT, EETNEANFTLKEREE
BERATORIVIARNEHFATRIREEELLZEE, SSLYX MFADEAZERTDIEETEE

FAFUTATAR—ADRI S —0F 232


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html

AWS loT Events FROYIN—HA K

T FMICOVTE, IAIMI—H—HA R, O "IAMJISON RUS—EFR: ) 28RBLUTLKE
=L,

AWS loT Events >V — )LD {EH

AWS loT Events A2V —)LICT V7 EATBICE.,. RDPBOTIVLAFTOEY NFUETT, Ch
SOTVEAHFUICKY, O AWSIoT Events Y —ADFHlZ —EBERTERVPRTITEXRT AWS
THI e RIBYUBEBHFITRYEFRIELVTATOTATAR—ADRI S —ZERT S
E, FORV—%EOIDTIVTA474 (A—Y—F£GFO-)) CRLTOVY—INFERLEES
VICHEELEE A,

CNSDIT AT AHBIEHE AWS IoT Events AV —LZEATEDLSICTBICEF, T
TATAIZRD AWS EEBRYS—ETRYFLET, FHICOVTR., IAMI—H¥—HA4 R, O
F1—H—AOFANEM 2ZRLTIEEL,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iotevents:BatchPutMessage",
"iotevents:BatchUpdateDetector",
"iotevents:CreateDetectorModel”,
"iotevents:CreateInput”,
"iotevents:DeleteDetectorModel”,
"iotevents:DeleteInput”,
"iotevents:DescribeDetector",
"jiotevents:DescribeDetectorModel",
"iotevents:DescribeInput",
"iotevents:DescribeloggingOptions",
"iotevents:ListDetectorModelVersions",
"jotevents:ListDetectorModels",
"jotevents:ListDetectors",
"iotevents:ListInputs"”,
"iotevents:ListTagsForResouxce",
"iotevents:PutLoggingOptions",
"iotevents:TagResouxce",
"iotevents:UntagResource",
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"iotevents:UpdateDetectorModel”,
"iotevents:UpdatelInput",
"iotevents:UpdateInputRouting"

1,
"Resource": "arn:aws:iotevents:us-
east-1:123456789012:detectorModel/your-detector-model -name",
"Resource": "arn:aws:iotevents:us-east-1:123456789012:input/your-input-name"

}
1
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FEENTLET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUsexPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"jam:ListUserPolicies",
"iam:GetUser"
]I
"Resource": [
"arn:aws:iam::*:user/${aws:username}"
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},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

}
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FEZERLET,

COPITIE. AWSIoT Events AHD 1 D2THB AWS PHI N ANOT UV 2AR%Z OI1—H—IC
A& £ JexampleInput, £z, AJDEM, FH. BIRZI—H—ICHFATHEETESR
£

ORI —

(&, iotevents:ListInputs., iotevents:Describelnput. iotevents:Createlnput. iotevent
TOEAFAZ21—F—IIRELET, I—F—CTF7IoEAFTZ2NAEL, AVV—-ILZFEALTT

A NT % Amazon Simple Storage Service (Amazon S3) DF 1 — KD ZIOFICOWVWTR, "1—
H—R)—Z2FALENTY RAOTVEADFHIE, 22RBLTEEV,

JSON

"Version":"2012-10-17",
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"Statement":[

{

"Sid":"ListInputsInConsole"”,

"Effect":"Allow",

"Action":[
"iotevents:ListInputs"

1,

"Resource":"arn:aws:iotevents:us-east-2:123456789012:input/*"

"Sid":"ViewSpecificInputInfo",

"Effect":"Allow",

"Action":[
"iotevents:DescribeInput"

1,

"Resource":"arn:aws:iotevents:us-east-1:123456789012:input/inputName"

"Sid":"ManageInputs",

"Effect":"Allow",

"Action":[
"iotevents:Createlnput",
"iotevents:DeleteInput”,
"iotevents:DescribeInput",
"iotevents:ListInputs"”,
"iotevents:UpdatelInput"

1,

"Resource":"arn:aws:iotevents:us-east-1:123456789012:input/*"

RIICEIVWT AWS IoT Events Ah%ZRRT S

27E AWS loT Events DY —ADBEBIZKRIEEXRT, PATUVTATAR—ADOR) S —OFH
ZFEALT, RTICETVWTAWSIoTEvents UY—AANDT I LAZHMTERT, 0PI, #
#DRFEZFATIRI D -2 KT D HEZRLTVEY, LEL, AR, #4327 Owner #'T
NI—H—QI1—HY—BOEEZF > TLWIHEEILOENEEIRET, CORIZ—TE., ZOT7Y
2aVEIAVI)-IITRTIBDEDICLERT IV EAFTENAELERT,
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ListInputsInConsole",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "*"
}I
{
"Sid": "ViewInputsIfOwner",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "arn:aws:iotevents:*:*:input/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Ownexr": "${aws:username}"}
}
}
]
}

CORVS—ZTAIVRO I—HY—ICTEYFTEERT, EVSEHOI—H—H AWS loT
Events ##%Z &k ~richard-roeL &S & F2FE, ##IC1& Owner=richard-roexizld X J %
B HENHVY) EFowner=richard-roe, TNUADFE, PV ELAFETENET, &4
F—BATCRAXFENMNENFXBENEVLH, FHEZXTF— Owner & Owner & owner O IC
—HLET, FMALCOVTE, IAMI—H—H4 RDIAMJISON R —EBx: ZHZSRBLTLKE
=L\,

DY —EABORE L E=REOFSLE AWS loT Events

(® Note

« Z®M AWS loT Events H—E ATk, O—J)Z2FEALT, VDY—ANEREThizDERLU
THOURTTFOAa>EHERTEET, Cchicky), BALLEREBREZBS ENT
& FX 9 AWS loT Events,
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e CcOR—TF, BELUEREBENEORS ICHETEIH ZRAITHDLEOOVTF7LUA
ELTHEEL, JORTHINIY—ANFHP—E AT AWS loT Events FFAIE N TV
BEICBHIETEE T,

BALUEREMER. 73 VERGIAFTERLAVIVFATAH, KUBHEOSBIY
FAFALT YAV ERATHESCRETED EFIUT A OMBETT, TR AWS, H—ER
BOBYTELICLY, BILLAREREFBETH TN HYET,

H—EABTORYTRLE, 1 20 —ERA (RUHLREIY—ER) A, OV —ERX (RTHLX
KY—ER) ZHUVHIEECRETDAREMN YV ET. FOHELAY—ERAR, ERE5T77+
AFRENFHASTChBINETRBVEETTOMAZEAL T, HOBEEN)Y-RAICXHT 24
BERTIDELSIIBRECNZIBENBYVET. ChEBH<EDHIC, . THATMAOUY—R
NDT Ve AEFNEENLY—ERAT IV INLEF IINTOY—EADT—RZ2RETIDIC
‘DY —)L AWS ZREL £,

)Y —RAR) S —T aws:SourceArnB KV aws:SourceAccount YO—/NILE&BEIVTHF AN
F—HFEHALT, FUY—RICBIOY—E X AWS loT Events it 5 T2 7O AFT24IE TS
CEEBEOLET, aws:SourceArn OMEIZ Amazon S3/NT Y N ARN BZED T HT > N ID A
EFENTVWAVGER, MAOIJO-NLEHEITFANF—ZFEALT, 7OEAFTEHIR
FTRIMENHYWET, ALARIVS—AT—MARNTIhsOIO-NILEHEITHFARNE—OME
FEFEAL, PHU2 K IDICaws:SourceArn DEFEENTVARVES, aws:SourceAccount
fE& aws:SourceArn EQOHRDT AV NI, ABUTHVNID ZERATIRBEN HYET,

VOAY—EADOTIEAIZIY—R% 1 DETEENTEZVESE. aws:SourceArn Z{#
ALET, TOT7HIRNOVY—RAZVO0AY—EAOFEAICHEEN TR CEZFFATH5E
(&, aws:SourceAccount ZEALE T, aws:SourceArn DB, sts:AssumeRoleJ VLA K
ICBEHEM TSN TVWBRTFATIRETFNELRTS—LAEFILTHIRENf HGVET,

BEAUVEREBESSREITDLEOOKREMRENBEFZERE, VY—ADTELZ ARN T
aws:SourceArn JO—NILEHAVTHFAMNF—ZFHITSZETT, VDY—ADESE
% ARN A" FERZIZEX, BBOVY—RAZEETSDHEEE. aws:SourceArn JO—/N)L
AVTFAREHEF—ZFEAL T, ARN OKRABDZTAILRA—R (*) TRLET, X
&, arn:aws:iotevents:*:123456789012:* T9,

RDOBIE., T aws:SourceArnHB KT aws:SourceAccount JO—NILEHEIATHFANF—%
FRAL T, BELLRERE AWS loT Events Zh<HEEZRLTVWE T,

NEY D
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« fl: AWS IoT Events 1 T IO RX—FEFIANDLRLBT I A

« fl: AWS loT Events 72 —AETIADREBT IEA

« Bl EEELEV =230 AWS IoT Events UY—RICT7 IV EATS

« Bl OJREATS I ZFEET S AWS loT Events

f5l: AWS loT Events T4 T X—FFIANDZLZERT IOEA

CcOBITRE, TREDTFATIVZ—EFIANOT IV LARAZLZEICHTITS IAMRI S —ZERTS
FEZRLUET AWS loT Events, RUS—R&MH4ZFEAL T, BEEThEZAWS PHV 2 ME AWS
loT Events Y —E AN N O—IL%25|EZ(FDENTEDELSICL, EF2UTFALAV—%E
IUES, ZoflTE, O—IE& WindTurbinedl EVSBH DT A TIRX—FEFINICOXKT IO
ATEFRT,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"iotevents.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"ArnEquals": {
"aws:SourceArn'": "arn:aws:iotevents:us-
east-1:123456789012:detectoxModel/WindTurbineol"
}
}
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f5l: AWS loT Events 75 —AEFIAODLERBRTIEA

COPITIE., N TS5—ALFFI AWS IoT Events ICERZ2ICT IV EATER IAMR) S —&ERT S
FEZERLET, RUD—RB&HEZFEAL T, BEESNTZ AWS 7HU2 M& AWS loT Events H—
EAOKNAO—IN%ZES|EZ(TDENTEDELSICLET,

BT, O=IE., PT2—LEFEFIARND*DALI) RA—RTRENDLSIZ, EEEETNE
AWS 7HIO NADFEEDT Z—LAETFIICT VELATEET, aws:SourceAccount BKRY
aws:SourceArnEtlk, BILUEREBEBEZB<SEOHICEELET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:us-
east-1:123456789012:alarmModel/*"
}
}

Bl: I gELI=)—3 > O AWS loT Events DY —AICTO9EARATS

COPITE. BED AWS V=232 0O AWS loT Events Y —ARICT 7EATDLSIZ IAM O—
NWERETDHEZERLET. IAMARUS—TU—2J32EHBDARNs ZHEATHET, T
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FRMEHEITICH =S AWS IoT Events DY —AANDT IV A%Z&IRTEET, COF7O—F
. YILFUV—>23oF7O04TEFIVTAEAVTSAT O A MBI DIOICKRILEET, O
Bln)—>3 >t us-east-1 TS,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:us-east-1:123456789012:*"
}
}
}
]
}

Bl: pOJEREAT> a2 %FBET S AWS loT Events

BYIROJRERE., 77V5—>a3a> zTZ2020, FNNvT, EBETS7=HIC AWS loT Events
EETY, cOtEYV>a>TRk., THEATEIOJREA7>a0BEEZFHALET AWS loT
Events,

O Tk, A CloudWatch Logs AWS loT Events lc7*—XZ0OJ B TEDLSICTS IAM
O—IIZz8ETHHEERLET, VDY—AARNTIOASIIRI—R (*) Z2EATHE, AWS loT
Events 1 V72 ARNTZIF v 24 TEENZOT RN TREICEY ET,
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexvice": [
"iotevents.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"ArnEquals": {
"aws:SourceArn'": "arn:aws:iotevents:us-east-1:123456789012:*"

}

AWS lIoTEvents ID E7 9 AD KNS TN a—F425

LT OBEHRIE., B8RV IAM OFERARKICHKETIOEMN &5 —RVEBEOZI AWS loT Events
EEEICRILIBEET,

NeEY 2

s TTVAEEITITDHERINIHV) EHE A AWS loT Events

« jam:PassRole ZE {79 D #EREHN &\

c HOO UADI—H—ICBDD AWS lIoTEvents JY—AAWS 7HIOU N AOTOEAZHA
LWy
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TTO>a2zRTI2HERN H V) EHE A AWS loT Events

TTO2AVERTIBDHERIBVE AWSNRIAD ROV Y =)L BHZhZ5EE, EEEL
EELUTHR—NEZRBEIDILEN G ET, BHOEBEISEROI - —BENAT—RZH
TLIZATY,

ROITZ—PlE, mateojackson IAM 1—H—HFO2 V- ZFEAL T##ICEATRHMZERRL K
S&LEAN. iotevents:ListInputs FAIZFE > TLWAWEEICRELET,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotevents:ListInputs on resource: my-example-input

CMIFE. Mateo EEEEIC, iotevents:ListInput 7O a2 %ZERAL Tmy-example-
input VI —RILT IV EATEDRELSICARUS —ZEFHITBDELSICKIELET,

iam:PassRole ZE{T9 RN /L)

iam:PassRole 7923 #2732 ERIBVEVS IS —HFRRENEGEEE., RUS—%F
LT AWS lIoTEventsicO— )L ZETENTEDRDICTHIHLEN HVET,

—#D AWS OH—ERX TR, HILLWH—EAO-IILFLEEY—EALCUVEnLO0-ILZER
THRRDYIC, BFEOO-IILZZOY—EALCEITCENTEXRT, TOLHICE, Y—EALCO—-
N EEITHERIBETT,

UAToOHFOITZ—E. marymajor £€WS IAM 1—%—AFO2YV—)LZEAL T AWS loT Events T
TO2aAVEERTULLSETRHFEIERELET, LEL, COTIIAVEH—EANETTSIC
k., Y—EAO-IASNEENLERNIBETT, Mary ICE, O—ILZ2HY—EACEITIEA
AFAABY)EEA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

CDFE, Mary DRV —ZEFH L TAT ) —IZ iam:PassRole 7U> IV NRTEHFTUT D4
ENHYUERT,

BR—MBEBZHERE. AWS BEERFICHSBAVEDLESEEZVY, YA 1 ERERERMAL 28
HENEEETT,
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B0 AAOI—H—ICEHS D AWS loT Events JY—ZAAWS 7HOUKNADT Y
TRAEFAL LV

OTATY NOI—HF—PEBAODAN, VIY-ALLTIVELAIZLEHICEATESO-IZ2EK
TEET, O-ILD5EZFEERXID DY —ZEBETEET., VY—AR—ADRII—FI

TR MO—)LUJAN (ACL) ZHR—KNIBH—EADBE, ThS5ORUZ—ZFEAL

T VDI—ANDT I EAEZRETERT,

RERZATIVIIOVTE, ATOREY JZZRBLTSEEWL,

« AT DB AWS lIoT Events ZHR— KL TVB A ESIH EERTSICE. "1 #3HBLTL
FEUVA IAM & AWS loT Events E# 9 % 5%,

s IBEAWS 7AHIRNLTWVWD OUY—ANDOT IV EAZRMHITZHELCOVWTE, "IAM 11—
H—HAR, O "TFEAWS PAHDN LTVWREIO O IAMIA—F—ANOTF7 IV ERAZRHET S
ZZRBLTLSEZL,

c DY=ANOT 7R ZY—RN—FT A —ICRHIDHFELOVTEE AWS 7HTUZ M, 1AM 11—
Y—HARD "B—RN—FT A —AWS TAHI KN FFIETE NOT7 I AZRRETS ) 25R
LTL<EZL,

c D7IFL—23VENLTITIVERRAZRETZIHFELCOVTR, IAMIA—H—HA R O HET
Al NI —Y— (D 7IFL—232)ADOT I ELADOFHA 2R LT EEW,
« JOATADVRNTORACHEFZO-INEDY—AR—ADRI S —OERFEDEWVICOWVT

. "IAMA—%—=HA R, O "IAMTOIOATAI D)) —ANDT IR, 2ZRBL
TL<EEL,

EEME, THAME., /N7 H+—< A AWS IoT Events #1592 =&
NDEZZRDVT

EZRVTE, BRT AWS loT Events AWS VU 1—> 3> nfEHEM, TTAM, N7+4—<X2RA
EHE IR LTEELRHT S TT, NIFRANEENFr RELLEERE., TOEETZRYEGHEICT
NYTTEBERSIZ, AWSYDI—23a 2 DIRTOILNSTZRI LV IF—R22RNETIHE
FHYVET, TZXRI T %#BHBTSHIC AWS loT Events, A TOEBICHTHEZEEZELE-X
DB ZERT B REN HYET,

c EOLSBENTEZRVILETH?
« EOVY—RZEZRZVILEITH?
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)093 EER, BEEZ RV IF—22RELT, REONT7 A —NXVAF—REHBL. B
BEONTA—XVANR—2ENTA—XAQOEREZHEL., BBICHAT IS EEZERTED &
SICULET,

BIZIE, AmazonEC2 ZFHAL TVWBEBEEIE, 1V AZ2AD CPU ERAE, 1AV 10, XY b
D—OFERAREETE-R)ITEET, BIALER—ASAIUDSNTA—I AN ANEEE
AVAZAOBREFLEHELZT>TCPUEAROINE., T1 AT I/I0NDHRE, FEIFFY
RDO—ORST7A4YIODRBETDS CENVERFEN BV ET,

N =Ry

s EZRYUTIZEATE SY —)L AWS loT Events

« Amazon CloudWatch AWS IoT Events IC&KZEZ=Z&) 5

« ZMERL 7= AWS loT Events APl J—)L® O 52 AWS CloudTrail

TR TICEATE DY —J)L AWS loT Events

AWS ([CIF, EZRUZJIHERATER ST RERBY —IIAAZEENATVET AWS loT Events, =
hoDY—ILO—HEEZRZVITZTSILIICRETERITHN. —HOY—ILRBEFRICLDNTAN
MBETT, EZEVIBAVZTERLETERLTREZ2HHOHLET,

BEEZ-2V>T0V-)

ROEBBEZZXV> Y =) Z2FERALT, BENARELLEEEIZER AWS IoT Events B R UOEE T
EFEY,

« Amazon CloudWatch Logs — AWS CloudTrail &z EEDY —AASOOAT 774N EZEZX ) >
J. REFE. BRETIVEALET, FHHICODVWTE. TAmazon CloudWatch 1—H—74 R, @
"Amazon CloudWatch &Y 2 1/ R—ROEAL ZSRL TS EE L,

« AWS CloudTrail AJEZ&2 VT -THO 2 NETAOT 774 ) ZH£EL . CloudWatch Logs (2
i#{ECloudWatch CloudTrail A 7 7 A I BV TILEZALTEZZ UYL, Java COATRET S
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Dr—2a>r&EEIAHK, CloudTrail ICKBDEERICOT 7 7AINEEENTVWEVZ & 2R
LET, FMIZDOVWTIE, AWS CloudTrail I—%—H A R®OCloudTrail Y 7 7 4 I DOiR{EES
BLTLEEZL,

FEEZRVTY-)

TEZRVIDES 1 DOEERE S IE AWS loT Events . CloudWatch 7 2 —ATH/N\—&hT
WEWEBAEFHTE_X) U THETT, AWSIloT Events, CloudWatch, 8 KD MD
AWS OV —)IA Y2 1R—RIZE, AWS REOREN at-a-glanceE 1 —AFRREhFET, O
T7AINEHERITD L E2HEHLET AWS loT Eventso

« AWS IoT Events A2 Y —JLICIE AT RRENET,
« FTUER—EFTIL
- TTUR—
- A%
- RE
* CloudWatch D7R—AR—=(IZIE, UTOBBHIRRENET,
s MEDTZ—LEAT—ZA
« TS—LEVIY—ADTZ7T
s H—EADAINART—ZA
E 52, CloudWatch ZFEAL TADCEZITS CEN TEET:
« ER BEODOHBDY—ERZEZR) YU FS CloudWatch &' vV 2 17K — ROYEER
s XNUORAF—R%2JTZ74L T, BEORNS TN 1—FT14 20 T7%7V, ERZERTS
c IXNTDAWS UY—RAXKNV IO RAZRELTSRTD
- BENFHDEEBANTDT7—LEERIRET S

Amazon CloudWatch AWS loT Events IC&k2FE_X) >4

AWS loT Events 1 T O X—EFIINZHRELET/NY T T3 & AWS loT Events &, @A1TH
nTW3h, BLRUTRBELTVR IS —2HBZMBEN HV)ET, Amazon CloudWatch &, AWS U
V—RE TETENBDT7IUT5—>3 22 AWS UFINEALALTEZRI) YU LET, CloudWatch
ZERTRE, UY—AOFER, 77U 5—23>0ON7#—X VAR, ERANARAERY AT LASK
THEBETEET, AWSIloT Events T4 TV Z—EF )L OBFEFIC Amazon CloudWatch 0% 528k %&
WIS IZIE, AWS loT Events® CloudWatch OF > J 2 EBMIC T2 HEICEATIEHERNI HY F
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o UTICRT RSO BERT BICIE, [Level of verbosity] (FE#liL X L) % Debug (7°/V¥Y ¥) IC
FREL . [Detector Model Name] (71 TU Z—ETINRB) B LV AT 32 D [KeyValue] (¥ —1B) T
& % [Debug Targets] (F/NY T2 —5Y N Z 1 DULIBETHIHEN BYET,

ROBIE. AWS loT EventslZ & 2 TERKE = CloudWatch DEBUG LA OO I M) &KL
TVWETY,

"timestamp": "2019-03-15T15:56:29.412Z",
"level": "DEBUG",

"logMessage": "Summary of message evaluation",
"context": "MessageEvaluation",
"status": "Success",

"messageld": "SensorAggregate_2th846h",
"keyValue": "boiler_1",
"detectorModelName": "BoilerAlarmDetector",
"initialState": "high_temp_alarm",
"initialVariables": {
"high_temp_count": 1,
"high_pressure_count": 1
1,
"finalState": "no_alarm",
"finalVariables": {
"high_temp_count": 0,
"high_pressure_count": 0
.
"message": "{ \"temp\": 34.9, \"pressure\": 84.5}",
"messageType": "CUSTOMER_MESSAGE",
"conditionEvaluationResults": [

{
"result": "True",
"eventName": "alarm_cleared",
"state": "high_temp_alarm",
"lifeCycle": "OnInput",
"hasTransition": true

.

{

"result": "Skipped",

"eventName": "alarm_escalated",

"state": "high_temp_alarm",

"lifeCycle": "OnInput",

"hasTransition": true,

"resultDetails": "Skipped due to transition from alarm_cleared event"
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"result": "True",

"eventName": "should_recall_technician",
"state": "no_alarm",

"lifeCycle": "OnEnter",

"hasTransition": true

ZEAL = AWS loT Events APl J— )L ® O 528 AWS CloudTrail

AWS loT Events &, 1—H— AWS CloudTrail, A—JL, &klF O —EARICK > TERITEhET
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T, VOIANDEFTTOIP FRLAAWS IoTEvents, UJTARNNDETE, VDITANDELT
AR EDFMERBETEET,

CloudTrail MFHIC DWW T, TAWS CloudTrail 1—%—H4 R, #28BLTLEEL,
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CloudTrail k., AWS 7HU Y NOERBICTHO U NTEMICBYET, TOTAETAHNRET
& AWS IoTEvents, ZOT7I9TAETARAR NBEOHO A WS H—E RS/ R RNEEEID
CloudTrail f XV NIRBBRENETT, AWSTHIVRTRIEODAARY NERR, BER, ¥U>0O—
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5): CloudTrail @ DescribeDetector 7 23>

LR OHllE, DescribeDetector 793> %79 CloudTrail O I KU T,

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/bertholt-brecht",
"accountId": "123456789012",
"accessKeyId": "access-key-id",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-08T18:53:58Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
}
}
},
"eventTime": "2019-02-08T19:02:44Z",
"eventSource": "iotevents.amazonaws.com",

ZEMA L 7= AWS loT Events API J—)L® O 5E#& AWS CloudTrail 250


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html

AWS loT Events FROYIN—HA K

"eventName": "DescribeDetector",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",

"userAgent": "aws-cli/1.15.65 Python/3.7.1 Darwin/16.7.0 botocore/1.10.65",

"requestParameters": {
"detectorModelName": "pressureThresholdEventDetector-brecht",
"keyValue": "1"

.

"responseElements": null,

"requestID": "Q0f41283-eal@f-4e85-959f-bee37454627a",

"eventID": "5eb0180d-052b-49d9-a289-0eb8d08d4c27",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

f5: CloudTrail ® CreateDetectorModel 773>

LT OHllE, CreateDetectorModel 722 3> %/Rd CloudTral QI NUTY,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEvents-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABC123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"

}

.
"eventTime": "2019-02-07T23:54:437",

#EAL &= AWS loT Events APl J—)L® %528 AWS CloudTrail

251



AWS loT Events FROYIN—HA K

"eventSource": "iotevents.amazonaws.com",
"eventName": "CreateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"key": "HIDDEN_DUE_TO_SECURITY_REASONS",
"roleArn": "arn:aws:iam::123456789012:role/events_action_execution_role"
.
"responseElements": null,
"requestID": "cecfbfal-e452-4fa6-b86b-89a89f392b66",
"eventID": "8138d46b-50a3-4af0-9c5e-5af5ef75ea55",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

f5l: CloudTrail ® Createlnput 7 23>

LTROBIE, CreateInput 79232 %KY CloudTral AT MU T,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABC123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"
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},

"eventTime": "2019-02-07T23:54:437",

"eventSource": "iotevents.amazonaws.com",

"eventName": "CreatelInput",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",

"userAgent": "aws-internal/3",

"requestParameters": {
"inputName": "batchputmessagedetectorupdated",
"inputDescription": "batchputmessagedetectorupdated"

},

"responseElements": null,

"requestID": "fb315af4-39e9-4114-94d1-89c9183394cl",
"eventID": "6d8cf67b-2a03-46e6-bbff-ell3a7bdedle",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

f5l: CloudTrail @ DeleteDetectorModel 7 23>

LT oOfllk, DeleteDetectorModel 79> 3> %R CloudTral O I K) T,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
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}
.
"eventTime": "2019-02-07T23:54:117",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DeleteDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel"
},
"responseElements": null,
"requestID": "149064cl-4e24-4160-a5b2-1065e63ee2e4",
"eventID": "7669db89-dcc@-4c42-904b-f24b764dd808",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

fl: CloudTrail ® Deletelnput 7 723>

LT oAk, DeleteInput 79> 3> %R9 CloudTral AT KU T,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
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}
.
"eventTime": "2019-02-07T23:54:38Z7",
"eventSource": "iotevents.amazonaws.com",
"eventName": "Deletelnput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",

"requestParameters": {
"inputName": "NoSuchInput"
},
"responseElements": null,
"requestID": "ce6d28ac-5baf-423d-a5c3-afd009c967e3",
"eventID": "be@ef@ld-1c28-48cd-895e-c3ff3172c08e",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

f5: CloudTrail ® DescribeDetectorModel 7 273>

LT ofllE, DescribeDetectorModel 793> % /9 CloudTrail QI NUTY,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AAKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
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"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:54:20Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel"
},
"responseElements": null,
"requestID": "18al1l1622-8193-49a9-85cb-1fa6d3929394",
"eventID": "1ad80ff8-3e2b-4073-ac38-9cb3385beb4",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

fl: CloudTrail ® Describelnput 7 2> 3>

7
LT oAk, Describelnput 79232 %KY CloudTrail O I NJUTY,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AAKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
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"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:56:09Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"inputName": "input_createinput"
I
"responseElements": null,
"requestID": "3af64l1lfa-d8af-41c9-ba77-ac9c6260f8b8",
"eventID": "bc4eb6cc@®-55f7-45c1-b597-ec99aal4c81a”,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

f5l: CloudTrail ® DescribeLoggingOptions 72> 3>

LR OHlE, DescribeLoggingOptions 79232 %79 CloudTrail O I KU TT,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
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"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeloggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": null,

"responseElements": null,

"requestID": "b624b6c5-aa33-41d8-867b-025ec747ee8f",
"eventID": "9c7ce626-25c8-413a-96e7-92b823d6c850",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

f5: CloudTrail ® ListDetectorModels 723>

LT ofIE, ListDetectorModels 72232 %79 CloudTral QI NUTY,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I

"sessionIssuer": {
Iltypell: IIROleIl’
"principalId": "AKIAI44QH8DHBEXAMPLE",

"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",

"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
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}

}
},
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModels",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"nextToken": "CkZEZXR1Y3RvcklvZGVsM19saXNOZGVOZWNOb3Jtb2R1bHNOZXNOX2V10OWIKkZTk1YT",
"maxResults": 3

},

"responseElements": null,

"requestID": "6d70f262-da95-4bb5-94b4-c08369df75bb",

"eventID": "2d@la25c-d5c7-4233-99fe-celb8ec05516",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

5): CloudTrail @ ListDetectorModelVersions 7 73>

LT oOfHE, ListDetectorModelVersions 79> 3> %/R9 CloudTrail O I NJUTYT,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
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"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:53:337",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModelVersions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"maxResults": 2
.
"responseElements": null,
"requestID": "ebecb277-6bd8-44ea-8abd-fbf40ac@4see",
"eventID": "fc6281a2-3fac-4ele-98e@-cab560b8b8be",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

5l: CloudTrail @ ListDetectors 7 73>

7
LT oHlE, ListDetectors 79> 3> %/R9 CloudTrail O T N)TT,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
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"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:547",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectors",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "batchputmessagedetectorinstancecreated",
"stateName": "HIDDEN_DUE_TO_SECURITY_REASONS"

},

"responseElements": null,

"requestID": "4783666d-1e87-42a8-85f7-22d43068af94",

"eventID": "@d2b7e9b-afe6-4aef-afd2-a®bble9614a9",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

fl: CloudTrail ® Listinputs 7 2> 3>
Tz

LT oAFIE, ListInputs >a>%RY CloudTral AJ I KU T,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
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arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",

"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:577",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListInputs",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"nextToken": "CkhjYW5hcnlfdGVzdF9pbnB1ldF9saXN@ZGVOZWNOb3Jtb2R1bHNOZXN@ZDU30GZ",
"maxResults": 3

},

"responseElements": null,

"requestID": "dd6762al-1f24-4e63-a986-5ea3938a03da",

"eventID": "c500f6d8-e271-4366-8f20-da4413752469",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

f5l: CloudTrail ® PutLoggingOptions 7 9 < 3

\I

LToOAIE, PutLoggingOptions 72232 %KY CloudTral AT KU T,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
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"principalId": "AKIAI44QH8DHBEXAMPLE",

"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",

"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:56:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "PutLoggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"loggingOptions": {
"roleArn": "arn:aws:iam::123456789012:r0le/logging__logging_role",
"level": "INFO",
"enabled": false
}
},
"responseElements": null,
"requestID": "df570e50-fbl19-4636-9ec@-e150a94bc52c",
"eventID": "3247f928-26aa-471le-b669-e4a9eb6fbc42c",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

f5l: CloudTrail ® UpdateDetectorModel 7 2 < 3

\I

ROk, UpdateDetectorModel 79> 32 %/R¥ CloudTral A T KU T,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
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"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:55:517",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"roleArn": "arn:aws:iam::123456789012:role/Events_action_execution_role"
.
"responseElements": null,
"requestID": "add29860-cl1c5-4091-9917-d2efl3c356cf",
"eventID": "7baa%9al4-6a52-47dc-aea®-3cace@5147c3",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

f5l: CloudTrail ® Updatelnput 7 93 3

s
LTROHIE, UpdateInput 79232 %KY CloudTral AT MU T,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
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"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:00Z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"errorCode": "ResourceNotFoundException",

"errorMessage": "Input of name: NoSuchInput not found",
"requestParameters": {

"inputName": "NoSuchInput",

"inputDescription": "this is a description of an input"
1,
"responseElements": null,
"requestID": "58d5d2bb-4110-4c56-896a-ee9156009f41",
"eventID": "c2df24la-fd53-4fd0-936c-ba309e5dc62d",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

f5: CloudTrail ® BatchPutMessage 7 73 3~
AWS loT Events &, F—27'L—> API OJ iR &IC CloudTrail REZFEHATEEX T, OHITRE,
BatchPutMessage7 9> 3 ZBUTTF—RAR NOFMHEZEMLET,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:PrincipalId",
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arn": "arn:aws:sts::123456789012:assumed-role/my-iam-role/my-iam-role-
entity",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/my-iam-role",
"accountId": "123456789012",
"userName": "sample_user_name"
I
"attributes": {
"creationDate": "2024-11-22T18:32:41Z2",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-11-22T18:57:357",
"eventSource": "iotevents.amazonaws.com",
"eventName": "BatchPutMessage",
"awsRegion": "us-east-1",
"sourceIPAddress": "3.239.107.128",
"userAgent": "aws-internal/3",

"requestParameters": {
"messages": [

{
"messageld": "e306d827-b2e4-4439-9c86-411d4242a397",
"payload": "HIDDEN_DUE_TO_SECURITY_REASONS",
"inputName": "my_input_name"

}

}I

"responseElements": {
"batchPutMessageErrorEntries": []
.
"requestID": "cefc6b63-9ccf-4e31-9177-4aec8e701lbfe",
"eventID": "b994b52c-6011-4e3c-ad5f-e784e732fded",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type'": "AWS::IoTEvents::Input",

ZEMA L 7= AWS loT Events API J—)L® O 5E#& AWS CloudTrail 266



AWS loT Events FROYIN—HA K

"ARN": "arn:aws:iotevents:us-east-1:123456789012:input/
my_input_name"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "iotevents.us-east-1.amazonaws.com"

iy
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [
"iotevents:CreateDetectorModel"”,
"iotevents:CreateAlarmModel",
"iotevents:CreateInput”,
"iotevents:TagResource"

1,

"Resource": "*",

"Condition": {
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"StringEquals": {

"aws:RequestTag/env": "prod"
}
}
},
{

"Effect": "Deny",

"Action": [
"jiotevents:DescribeDetectorModel",
"iotevents:DescribeAlarmModel",
"iotevents:UpdateDetectorModel”,
"iotevents:UpdateAlarmModel",
"iotevents:DeleteDetectorModel"”,
"iotevents:DeleteAlarmModel",
"jotevents:ListDetectorModelVersions",
"iotevents:ListAlarmModelVersions",
"iotevents:UpdateInput”,
"iotevents:DescribeInput",
"iotevents:DeleteInput”,
"iotevents:ListTagsForResouxce",
"iotevents:TagResouxce",
"iotevents:UntagResource",
"iotevents:UpdateInputRouting"

]I

"Resource": "*",

"Condition": {

"StringLike": {
"aws :ResourceTag/env": "prod"
}
}
},
{

"Effect": "Allow",

"Action": [
"iotevents:*"

]I

"Resource": "*"

}
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"StringEquals" : {
"aws:ResourceTag/env" : ["dev", "test"]

}

(® Note
BRIICESVTUY—RAANOL1—H—OF VA ZHFTXLRBIESTTEEEE,. 1—H—7
BULDY—AICKRLTENSORITZEMELFHIRTIDCEZHATNICERTTS L Zzkk
NTAIXENBYVET, T5LEVE, I —RBZOVYV—ADRTZEETSH_ET,
FIRZEBEL TVY—ARICTIVEZATETCLEVET,
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NS7)>a1—5F41>% AWS loT Events

CORTZTNDA—FT4VTHARTR., OFEARKICRETDUREEN D —BROSEEOBERE
#RUET AWS IoT Events, REY VESBL T, /X NOBRYE, F—XANOFT LA, 77

T AFH., T—EARE. FNAABRELREOBBAZRFEL THRLET. AWS IoT Events I

V=)L, API, CLI, I5—, LAT>>—, REICBIDRNZTIN2—F142T00T7 RNNAAIC

&V, Z0HA R, BEUIBKAT—F7IBARINBEET7IT—23 0 2BETED X
SIIC, BMEZRARICHARIZDCEZBELTVET,

[N =Xy
o —H%BY7%E AWS loT Events RSB & fBRFE
s TOMERITUTCTATIVZ—FFINERNTTIN21—F 4249 % AWS loT Events

— %897 AWS loT Events BB & R

KO3V ESBLT, I5—ORSTLY1—F 129 %T0, MEEBRTZEHOEZS
NBHREZ R DTET AWS loT Events,

I>—

s FATIVR—FEFINDERTI S —

c HIRENEFATIOEZ—ETIHASOERH

s FOAVKNIA—OEE (RUGZRBLEITES)

s TOIAVKVA—OEE (LEWMEZBALIZS)

« BoREBOERE

s BEXYE—D

« InvalidRequestException X ¥ £—20

* Amazon CloudWatch Logs action.setTimer T 7 —

* Amazon CloudWatch R4/ O—RI T —
- Efat O\ F—42H
s ANDXYtE—UDEEICKBUEL = AWS IoT Events

—H%E9 7 AWS loT Events RIRE & R 275
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FAFOR—EFNOERIS—

FATIOZ—FFINEZERLEIDETEIRICIS—NIRELET,
yi)i—>3ar
TATIOR—FFINEERTIERE., ROFHREZEZETILEN HY)ET,

« & action 74 —)LRTHAENDTU>3avE1 20T,

- transitionEvents (Cl& condition A"%ETT, OnEnter, OnInput, &KV OnExit /X
YRTRATIAUTT,

« condition 71 =)L RAFZENHE. FUHEXRBOMMERE true EEAETT,

s FBRBOFMAERE T —IETHIVENHYNET, BRI 7T —ILETHEVES. false &
ETHY), actions B NUAH—L V), ARXRNTEEENE nextState ICBITLEY T C
EEHYYEBA,

M DOWTIE, TAWS IloT Events T4 T2 —ETFIOFIREHIR ) £25BLTSEEL,

HIRENET AT O Z—FETFIND S OERHR

BOMCTATIOE—ETFIINEZERMELRHIBRLEL LD, MQTT XY =2 KIEE SNSTZ—h
ENLTHVWTATIOR—EFTIASREOEHREZMEL TLET,

yi)i—>3ar

TATOR—ETIEEH. BIBR, FLEBIERTSES (UpdateDetectorModelZZ8R), TXT D
FATIOR—A VARV ANHIBRENTHLVEFINERAENDETICEEN BELET, D
B, AARURBION—23200FATI9R—FFIDOA AR ALK 2> TREBE nit (T2 ATREMHEA
HYNVET, LBIOT AT I9R—EFITCERENETS—RNE5|EREZIEIIEENHYET, E
MEERRTSHL), IZ7—2H/EITRENIC, PBLLEET7THEEEET,

To2avRNIH—0OBRE (RGZRLETEE)

FUFBIzENBE, TATIE—RBT0232ORNIA—FLEFHUVREANOBITICKRKLE
ER
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y)i—>3ar

FATIEZ—OZBRBOTMAERN T —IIETHZDEE2ERELET, BRI T —IILETEVE
&. false EAZETHY) ., actionZRUH—UL LY, AR NTIEEE N nextState ICB1T
LiEWTRERlEHYEBA., FMICOVWTR., "FHXRBEODEX, 25BLTLSEEL,

To>3arvhIA—0OEE(LEVMEZBA LSS

FURBOAENEEENIEILLELIGEE, TATI93—RBTIaELFARVYIBITZERND
jj‘_biﬁ/bo

J)i—>3ar

onInput. onEnter, & l& onExit M setVariable ZEFHTHHEE. REOLEH A U ILF

(Z condition ZFHMET B L EIC, HILWMERFEAEThEFLEA. KDYIC, BEOHA VLN ETT
BDETCROENIFEHAENAET, COBER., F1TI9F—FFTIEET evaluationMethod N7
X—RERETD_ETEETEETT, evaluationMethod A" SERIAL I[CEREE N TWBHE.
AZENEHEN, IR ERBENEIEFTARY NEENFMENET, evaluationMethod
HFBATCH(F7 #IBN) IZREETNTVRIEE, AENEHE, IXTOMRY NEFHNFFEE L
ERBRICODRANRY NNFRETENET,

2 IDIREDERE

BatchPutMessage ZFAL TAHNICX Y E—DZEBLRSETRE, F1TIVX—HFEE- L
REEICEYET,

Ji—>3ar

BatchPutMessage ZEA L TEREBOX Y E—DZ ADICEEFETRIES. XV E—JFRLEFADD
WBENDIEFRFERIIENECA. EFFTZRIETSICE., —ElC 12T 22XV E—TJZEF
L. BatchPutMessage "B ZHRBIT D LTICHEEET,

BaXvyte—>

APl ZFUOHL EYFUOHLEY LES5ETSDE, ('Connection aborted.', error(54,
'Connection reset by peer')) IZ—HFE4ELET,

Ji—>3ar

OpenSSL A" TLS 11 BIBON—2 a3 Z2FAL TEEZEEIL TVWA CEZHERELET, ik,
FEAED Linux FT1ARNIVE1I—23 2 FEIE Windows N—2 3> 7B TRERF7AILNCHE

To2arRIA—OBEE (LEWVMEZBRLEE) 277
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TVWBIEFETTT, macOS DI1—H—Ik, OpenSSL 27 Y 7 I L —RIZDMBENHIHLELIhEE
Ao

InvalidRequestException X ¥ £—>

CreateDetectorModel & & T UpdateDetectorModel APl ZF V' HES & T
& . InvalidRequestException A"REL £T,

VOEESZED

BEOBERICEIDEDIC, UTEFIVILTLEETL, FMICOVTRE,
FCreateDetectorModel ; & & T TUpdateDetectorModel; ZZ B L TS EE LY,

« SetTimerAction M/NTZ X—AR & L T seconds & durationExpression MWK % E R - H
LBEVERSICEELTLSEEL,

« durationExpression OXFIREAN BN THD L ZHALTLKEET VY, XFHRHA
[Zik, BB, IZ ($variable.<variable-name>), i FE AHME ($input.<input-
name>.<path-to-datum>) 283 ENTEEXRT,

Amazon CloudWatch Logs action.setTimer T 5 —

AWS loT Events T4 T O3 —FFINA 2V AZ 2V RAZEZR1) > F 2 &S IZ Amazon CloudWatch
Logs ZRXETEER T, ATk, ZFEATHHES AWS loTEventslZ IC& > TERE D — BRI
Z—T4daction.setTimer,

o IT5—:<timer-name> EVSBBNDRAIX—NHBRBZHEICTMMTEETRLATL L,
yyi-yaz

durationExpression DX FHRBERBICEM|TED L EBRBLTLSEETY, T—ILEX
EDHOTF—RBRPFHATENTVER A,

« I5—:<timer-name>EWSZF DR A X —OHIERE OFAEAE RN 31,622,440 BB A TVE
T, BEZHBERITD I -HIC, HEREAN 60—31,622,400 DEZSBLTVWAH L E2BRELTLKE
=L,

VUSSP

BAI—OFHFEAN 31,622,400 WU T THA & ZHAL T EZEV, HEOHEERE. &
VBBV ETSNET,
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« IT5—:<timer-name> EVWSBHNDRXAI—OHEARBOTAZRIEZ 60 KETT. BREZHER
THEHIC, HBEERERED 60—31,622,400 DEZSBL TWVWS & ZERLTLSEZL,

Jyi—>3ar
ZAI—DEFHFEHN 0 WULTHD L 2BFEL TS LEETV, HEHOFERRE. REEVWE
BTN ETESNET,

e I5—:<timer-name>E VWS BN XA X—OHIBMRBZFATCEELTLATLE, TER, AL
B, BROTF—ENONAZFIVILT, BEOAEEANESBLTVD CEZBIRELTLKE
=L\,

Ji—>3ar

XEZHIRBABEEOAZEANZSBL VD L EBRLTLKEETV, XFFXREBIZIE, BUE,
AIZ ($variable.variable-name), & X ANME ($input.input-name.path-to-datum)
ZEHBD_ENTEFRT,

« I5—: <timer-name>&E VWS EFNDRXAN—ZRETCEETLRATLE, FHRREBORBAZF IV
LT, BAITLTLKEZ L,

Ji—>3azr

SetTimerAction7 2> 3> & 3BL T, ELWINSX—2ZBELECEZBIELTAS., XA
N—ZBRELTLSEZL,

HMEICOVWTE., TF1AWS loT Events T2 X2 —E 7 )L OB FEK(Z Amazon CloudWatch %7 528k
EEMICTS) BSBLTLKEEZL,

Amazon CloudWatch RA1O—RITZ—

AWS loT Events T4 T O RX—FFINA 2V AZAZREZR) > F % K5 I(Z Amazon CloudWatch
Logs ZFRETE X T, AT, 7U92aURAO—REZRETHEEICAWS IoT Eventsick 2T
EREND—BHUBEIS—LEETT,

« IZ—TO3VORBAEFMTEXRLEATLIZ, AZE, ADEB, BLETF—EXNO/NAHNEE
FOAREANEZSZRLTVD L ZBABLTILKEE Y, £, RAO—ROFA XN, RA
O—ROZAHFBHAIATHBD 1KBRFETHDEZMRBL TS EZL,

Amazon CloudWatch R4/ O—RIZ— 279
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Ji—>r3ar
ELWHZEE, ADR, BLRTEF—ZFZANONAZAILTVWSD L ZBRLTILKEEY, 7o 3
URAO—RAMTKB KXY KREWBEIZE, COIT— AV E—IHFRRENDENHYET,
« IS5 —:<action-type> DRAO—ROAVTUVYRREPMTCERLEATLE, ELVEXT
AVTOVYRBAZANLTLEZ L,

Jyi—->3ar

AT OYRBICEK., XFH ('string'), AIZ ($variable.variable-name), A&
($input.input-name.path-to-datum), XFIDERE, BLV ${} 28T XFIZEHB
ENTEFRT,

« TZ5— RAO—RRB ##) FBUWTT. ERENIERAMO—REZALTEISON THD -9, X
FHIZx L TEHME AWS IoT Events N3 RN EEETHIHEN HV)ET,

VOEE P

BEETNERAO—REZA7H JSON OIFE. AWS loT Events FFRHIZ. T—EANRZXF
FICFHETEBAAESHZFIVILET, THMIEREZ 7 —IIEXEEBREICTRHERFTEZE
Ao BIENRKBMUIEIFEE, COIT—NHNRETDHAEHENF BV ET,

s BE-TOIIAVEETENFLEN, BMBRISON ICXHTHI T o aRAO—ROOAFTY
REEFMTEFTFLATLE, EBENERAO—REAT & JSON TT,

Ji—>3ar

RAO—REAT%# ELTEELEHE. AWSIoT Events A 79> 3a>RA4AO0—ROIAVFY
YRZEEWE JSON ICFHiITEB & 2R L ETISON. AWS IoT Events AT VYRER
7% JSON [CFHEiTE A WIBETE. AWSIoTEvents @793 22T LET,

M OWTIE., TF4AWS loT Events T2 2 —F 7 )L O BFEE(Z Amazon CloudWatch %/ 52§
EEMICTS) BSRBLTLKEEL,

B\ TF—2H

Xvt—2: BREOKZEVTF—XE [<inferred-types>] RN KB D <reference> TREOHV)
FL f: <expression>
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yi)i—>3ar
ROWTNADERTCOIS—NRETHAEEN BV ET,

c DI77LVAOFHMEBRIE. RROMOART Y REEBREN B EEA,
« BRICETNZSIBMOBEYR—FEhTLVEEA,

RETUI7LVAZERATZHERR. UTEFI Y ILTLSEEL,

c 1 DULEDEEFTART I RELTVIZPLYAZEATRERRE. ZRIZINTOTF—XE
ICEEMN HD e ZBRBLTSEZL,

BIZIE, ROKRBETE, BH 2 == BEEFEL R EETFTOMADART Y RTT, 7
RTRICEBREEN BB ZERTSICIE. $variable.testVariable + 1 &
$variable.testVariable FEWELIF 10EHEZU T 7L ATHIHREN HVYET,

T, BRL1IEF +HEFOARTRTT, LEN DT, $variable.testVariable IF &K E
EE10EHZ) 77 L ATEIHENHYET,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’

« BRICETNZEIHMELTIVIFPLOAZERTZHER. BBASRIZT—XBZYR-—HNL
TWBCEZB|RBLTSEEL,

BIZE, XD timeout("time-name") BTk, 531 E LT =ES| A ZECNFIN BRET
T, timer-name EED) 7 7L AZERATZEEE. —ECIARFTHENLENFEINEZSRITS
PENFHYNET,

timeout("timer-name")

® Note

convert(type, expression) BEBDBZE, ###EBIZV 7 7LV AZERATREHE,
77LADOFA#ERIE String, Decimal, ¥/l Boolean THAXENHV ET,

FMICOWTIE., TAWS IoTEvents RMOADEZHD U7 7L A #SBLTLSEEL,

BERMEOEVF—2H 281
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ADXY = OEEICKBUEL = AWS loT Events

XvtE—2 oTARRNCAYE—C B EETEEFTREATLUE
Jy)i—-3ay
CHNIT—IE., ROBHTRETDHE/NIHYET,

c ABMXYE—JORAO—RIC Input attribute Key A"EF ATV,
« Input attribute Key A"\ AJTDERXRTEEENTVWADOERFL JSON/NA 2V,
c ABMXYtE—2F, AWSIoT Events A ATERENTVWADAF—TE—HBULERA,

(® Note
DY —EADLSOTF—RA VP TANCEEBEN RELKT,

Example

FEAE, Tk AWS IoT Core, AWS IoT L—=ILIEXRDXY £—DTRBULE T, Verify the
Input Attribute key.

CNEBRTDICIE. AIRAMO—RXY = AF—T D AWS loT Events A N ES I XEEHL

L. Input attribute KeyBfiA —BLTVWB L EBERLET, FMICOVTRK, TEFILD
AN%ZERTSD AWS loT Events T, Z5B LT, AWSIoTEvents ATZERXTHHEEEIELT
<EEV,

ToOMEETULTTFATI92—FEFINENS TN 2—FT142007
% AWS loT Events

AWS loT Events l&. ADTF—REFATIORZ—EFIICEBRETIC. T1T7TI9X—FEFILZEDH
L., PMEREERTEET, F. OBV I THEATSE —EDDH AWS loT Events & E1T
LT, FATI9R—FEFINEEBRELET, COTFRNARNBRNSZ TN 1—F1429Y)1—->3
ik, BEEELRILPERABZEOZHBREBEN TS D, T1T7IX—EFIINOBENEBEEEZT
FEXR<L<EDODHTHEETEEFS, T1TI9F—TEFILOBHMIS— XA TEXYE—D0FMICOVWT
&, OF1TOZ—FEFILoHEDHIER AWS loT Events ZZBRL T &V,

ADAY =T DFEFEIZKBLEL = AWS loT Events 282
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AWS loT Events 1Y —JL, API, AWS Command Line Interface (AWS CLI), E7ld AWS SDK
ZEALT, F1TI92—FEFINOOMASOEMIT— XV E—TJZRTTEXRT,

® Note

C FAFHIR—FEFNERGTBHC. TRTOIS—EBETHRENHYET,

s ABRRTTATIOR—ETINZERISHEIC, BEEZWEL. BERT I3V 2RT
TRELZHBHFOLET, TO5LABVE, FATIX—FEFINIFHHESY ICHELEV
AR B RT,

» ERFIZ RUNNING AT—ZRATHRAR 10 DO ETS_ENTEEXRT,

TATIOR—FETFILOPMAELCOVWTE, OFATIVXZ—EFEFILEDH TS AWS loT Events ( I
V=) ) £7izl& AWS loT Events (AWS CL) TFA TV E—FETIN 25 T2 25RLTLE
=L,

N

s DFATIVE—ETILOMEDHIER AWS loT Events

s DTATIOZ—FETFINEDH TS AWS loT Events ( AV —)L)
« AWS loT Events (AWS CLI) TTFA TR —FETIEDH TS

DTATIEZ—FFINoHELRIEIHR AWS loT Events

TATIVE—ETITHE. ROBEHEHRZNRELET,

c LRI -DHBEROBEEELARIL, EEELARLCETVT, 2FBERIRXO 3 2O—MRBBZHT
JVICHEEhET,

- 1B, (INFO) - BHRE R, TATIVZ—FETFIOEBLE T A —=I)LRICOVTOEHRERMLE
To cORATDHEREEBEE, BIFOT V>3 EaBBELERA,

BE (WARNING) - BERRE, TATI08—ETFINICHEZS|IERCTAREOHD T 11—l
RCERZMELRT, ABRETTATIVF—ETINZERATIAIC, BEZBRAEL. LE
BIIBHZEDCELZREOLET, T5LAVE, FATIVRXR—FEFIIIFHPEERSY ICBELE
WATBEMEA BV E T,

AR 283


https://docs.aws.amazon.com/iotevents/latest/apireference/
https://docs.aws.amazon.com/cli/latest/reference/iotevents/index.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-sdks.html

AWS loT Events FROYIN—HA K

« I5— (ERROR)- I —®RE, T4 TV Z—FEFITRON > EBBICODVTEHMLET,
FATFIOR—FEFIEHKTLEIDETHE., AWSIoTEvents O —ED S & HEBNICEIT
LEF, TATI9F—FTFINEZRITITDHIC, INTOIST—EBETHIHLENHVYET,

s B -TATUOR—FETFIAD, PHBERAISRIDTA—IILRZBETILHDOERT
T JBATICIE, BE., RER, BITAXRKNE, AIXRVMNE, TUTKRR (Bl in state
TemperatureCheck in onEnter in event Init in action setVariable) f&FNE
EP

« BAT-GHBRDEZAT . ZHMEATRE, LTOXRSICHBENET,

- supported-actions —EBEENEAARY NKEERBITAR MNBREEhEEEICT VY3
VEFOHET AWS loT Events CEANTEER T, HHARAAT IV IVEERL T, RAN—Zf&E
ALY, JEZRELEY., 8O AWS H—ERAICF—RZEEFELEYTEET, AWS H—
EANFETEZR AWS =232 T, O AWS H—E AL EETEH T I3 2IEETH 4
ENfrHVUET,

« service-limits —-#IREEMIENZDH—ERI A —RE, AWSTHI MOH—EA
V—ARAFRLERARL =23 0OBRARBELFERDPETT, FICHRENRTVAVRY, 74—
RF—2a 0 EICRE>TVET, ESRAZ-XILIELT, F14T7I2—FEFILEZEHL
T, FIRRICEBLBVRSIZTDH, VF7—FDEMZERTEXRT, —HBOI/F—2DENZ
ERTEETN, OO+ —RFEIMTEEB A, FMICODVTRK, T04—%, #5RBL TL
ZEV,

« structure- FA TV RX—FEFIE, REBLEOMEBERZZINTHA. AWS loT Events ®
HR—RNITBIBELCRDBETAEBR)ERA, TATIX—FEFILR. 2BLEE 1 DORE
E1DODHRBNIVBETT, ZHFEFE. EEBAARINZRETSDEHICAIT—2ZMLET,
AR NFBREEhDE, TFATIOZ—FEFILEROREICEBITL, 7o2araBUOEHT LN
TEEXT, ChSDARVBNE, BITARNERENRET, BITARMNE, ROREICAD &
SICERTIBENHBYET,

« expression-syntax - AWS loT Events Tlk, F1 TV —ETFIDERS RO EHFICEZE
ETDHEN VWK ODABENATVWET, KRBT, VT, EEF, BH VI7LVA. &
FRVEBRTVTL—hEFEATEET, XEFALTUTIINEZEETSH. BEDEZEET
ZaIlC X Z 7Tl AWS loT Events TEE T, KRB, DEBBXIHSKENF HVET, FMIED
WTR, TAIXRVRNTF—=RZT74I)WNEDV T, Zf, BT 28RLTEZV,

DTFATIX—FFIRNEE. BEDTF—RXFEIF)Y—A%ZSE AWS loT Events TE X 9,

- data-type - AWS loT Events (&, Z#., 10 ##H., XF¥, BRET—IIF—2HEHR—
RLET, ROFEFRIC A1 20F—FBOF—2Z25OF—XEIZBHHICEH AWS loT
Events TE2BE. ChSNTF—RBICEEEMENIHVYET,
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® Note
o BIE 10 EBIE. AWS IoT EventsTHR—RENhTLVEHE—OEEMEOHZDT—Z
BHTY,
« AWS loT Events IFE# % XFHICERTERZVWEH AWS loT Events . FEMiX %
METEEEAS

- referenced-data- F—XZFEATIHIC. F1TIX—EFITESRENDTF—FEE
ZELTHBLKBENHYET, #lZE. DynamoDB T—7IIICTF—2E2RXETIEERF. RE
($variable.TableName) TAZEZFERATDHIC, T— I BESRIDULELEERTIHLE
FHYET,

- referenced-resource - 1 7O X—EFINEATRVY—ANEATETD
PRENFHYVET, VY—REFEATDHEIC, VY- RAZERTIHENfHYVET,

BIZE, BENDEBEEE_RIIITBDLEOOTFATIZ—EFINEERTDELE

9o $input.TemperatureInput.sensorData.temperature ZEHAL TREZ VT 7L
VATBENC, AHA ($input.Temperaturelnput) ZE&EL T, ADBETF—RET1 T
B—ETFNICEBTIHENf HYVET,

ROt o23a>vEsRLT, IZ—ORZTIN21—FT42 0TV, FATIVEZ—FEFTINODHY
S5EZZSNDBRRERODTTSIEE,

THOTFATIR—FFINIS—DONTTI>21—F 1424 AWS loT Events

FRORATOIT—&, F4TI9X—FFIICEHTHEMEHREZIRMHEL., ETHAEHEDH S
XYV E—=JICH/IELET, ChSDOXYE—JEHBThEBAREEFEALT, 17932 —FFI)
NIZ—%#KNZTN>1—F142T9LFT,

XY= ERE

* Location

* supported-actions

* service-limits
e structure
» expression-syntax

- data-type
» referenced-data
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 referenced-resource

Location
Location ICEAT3BHESELOMERE., XOIZ— Xy E—JICW/EBELET,

s XV tE—2 - SHBERCEIZEMEBAEEATVET, ChiE, B BE. LI —
XV E=—ITHAAEMN B ET,

R AWS loT Events A BREYAR—RNLTVWEWVWT O3> aEELEBE,. COIT—XY
T—IHFRRENDZENDYVET, YR—KRNEATVBTIZIVOVANIDOVTR, TF—
REZELTTOaAEN)H—T2EOICHER—KEhTWVWSE 7> 3> AWS loT Events %
SRLTLSEETL,

supported-actions
supported-actions ICET2EHRESLIMBERE. KOOI — XY E—2JICRBLET,
c XV E—: TSIV ER###AHHCENBET 03IV RATHFELET,

BRRZE: AWS loT Events ABREVR—ML TV BWT I3V ZEBELESE. COIT—XY
E—UFRTENBZENBYET, YR—REATVBFISIAVOURANIOLTH, TF—
REZELTTV3a 2N —FBLHICHR—REhTWE T U2 3 AWS loT Events %
SHBLTLSEETL,

s XV tE—: FATIOR—FEFINERIC aws-service PO I UNBYERITHN, U—3o##
###HT aws-service Y—EANPR—RENTLVEH A,

BRE-FBELET VAN THR—KREATVEY, BEOD—23a>TEOTFIOarx%E
FEATERZVWE AWSIoTEvents, CcODIZ—XYtE—INFRRENBDENHYET, ik,
)= 3> TRATELRVAWS H—ERICTF—RZEELRDELELEZILRETHIEMEN D
VVET., £z, AWSIoTEvents £ AWS FALTVWBRH—EAOEATEALU -3z ERT
BPRENBYVET,

service-limits
service-limits ICBT2BHESCOMBERIE. KOIT— XY E—2JICR/BLET,

e XV E—IRAO—RTHASNTVBR AT UOVYRBY, REL22D AR Maa### D IR ##
#Hannnna N4 NEBAEL I,
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AWS loT Events FAROY/N—HA4 R
BARK. TO3aRAO—ROAVTUOVYRBRAN 1,024 NM KR Z2BABDBEE. COIT—XY
T—INRRENDENHBYYVET RAO—ROIOAVTOVYRROY A XK, &K 1024 /N1 ~
T49,

e XV E—2: FATIOR—FFINERTHFATNTVDREOKS ., #rappnnnnntttt#t D FIR Z 8
AEL L

BRE: TATIZ—FTFINIC20 2 BADRENHZHBE. COIT— XY E—IHNERREND
CENBYNVET, TATI9F—TFILICE., BRK20 DIREZEHDENTEXT,

s XV E—: BAX - RREE. DR EE #1188ttt D ORE THIHVEN HV) F
9,

FRRE: BAN—HHERBAN 60 WRBDFER, COIT— XY E—INRRENDENHYE
T, ARk 60—31,622400 BICTRDCEZHHMOLET., XA N—HFHRFEAORE
ZEETIE, BHRFEAORBEOMMMAEREFZETVERICTETSIET,

s XV E—T ARVRNZEILFHFAES DT O3V OEY., T 14T OR—TFTINERDA#######Y
#HHDFHIRZEBEIEL I

BRE ARYNI10ZBABTIAVHHBDEE. COIT— XV E—IHFRREND L
FHYNVET, FATIVR—FTFTITRE, AXRVRNZELBRKI0DT I3V ERTTERY,

s XV E—U REBZEICHFAENBZIBITARY NOBY . T4 T 0 RF—FTFTINERDL4##RR##1Y
#DHEIBRZEBAEL =,

FRRER: RREIZ 20 BHBA B BITAR M HDEHE, COIT— XAV E—IHFRRENDEN
HYNVEST, TATIOZ—FTTFTIIOREZCEIZRBKRK 20 DBITAR N EFEDODCENTEEXT,

s XV E—UREZEICHFTEND AR NOBAN ., T4 T 0 R—TFTILERD#########D IR
EBAELE,

FRE REEC 20 EBABD ARV M HBBE, COTIT— XY E—INERRETNBEN B
£Y. FATIR—EFLOREIEIRA20 DARY NEFOZENTEET,

s XV tE—  B—DANCHEENGRZCENTEDTFATIRX—FTFINOFRENFFIRICELT
WD TEEMA H V) ET. AD#asld, sosppsppsstttt T AT ORX—FTF)IL—NTHEAHAENE
g,

BRE ANZ 10 ZBABTATIVR—EFEFINCEBLELSIETRE, COBEXYE—DH K
RENBFEIFBVET 1 D2OFATIVRX—FTFINCHEKR10DERBZTATIVE—FETFI)I 28
ENFAZENTEERT,
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structure

structure LB T2BHRESUOMEREE, KOOI —XvE—JICW/ELET,

s XV E=I:TO2AVICEI DDRATULPERENTVWEBEVWAREMEN BV I, #2448 4
TOFTO23aVHRIMWE LI, BIOT I3 ICHBILTSEZ L,

RRE: APIARL =23 &2FERALTTATI9R2—FEFNEERFTLEEEHRITDEICKY, 1D
ND7A4—=ILRIC2DUNEDT VAV EEELESE, COIT—XYvtE—IHARRENDE
HFHYVET, Action AT IV NDOBEIEERTEETT, 70> aV&2R@OATOIONE
LTEBLTVRZEEBELTLSEEL,

« XY t—<: TransitionEvent ####### I 1FEE L R VIREB##4IZBITLE T,

RRE: BITANRY RHSHBLU X OIREN AWS loT Events TROASBWVWIEE, COIT—
XV E—INFRRENDENHBYVET, ROREBAIEZBENTVDZE, BRTIELVRERZ
ADLECERZERLTLSEETL,

« XY t—: DetectorModelDefinition [CHBIREBA H V) FL o, ####DFRVIRL T, RE###H
BOMVYERL I,

BRE AN DULEOREBIIRLUEZFEATRE, COIT— XY E—IJHFRRENDHEENHY)
T TATIVR—ETFLNOBREL—RBOBHZNTDIRIICL TSV, REAK 1128
NFTHIVENBYNET, BHBENF: az, A-Z, 019, (FPE—AOT). XV -(\17
)

s XY t—: EHRO initialStateName ##### DN BB NIEREICHEL TVWERATL =,

FRRE: HIREBENELKBVESR, COIT— XYV E—INRRENDENHYET, T4
TOZ—ETFIE, ANPEEITZIERTHH (RZ—KMREOXXRTT, ANLREITRE,
TATIVEZ—ETFIEISICRORELCBITLET, MHREBENERE N CREOZTTHY) .,
ELOERIZANLTVR e ZBIEL TSEE L,

s XV E=D:FATIVR—FETIERRE., RUETIELEE 1 DOADZERITILENHYF
ERD

BRER ZBTALZEBELBELN>ERE. COIT—NRETDAREENI HYET, DB E
E1D20FRBTOBKEE I DDODANEFERITIBEN HYVET, THAUNADIESES. AWS loT
Events FZETF—X &ML EH A,

« XY t—: SetTimer TERETE % NIE# & durationExpression DW\WIFnH 1 2EFTT,
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fEREE: 24 X —IZ seconds & durationExpression DA ZFEALEBE,. COIT—XY
T—INRRENDEN HVYET, SetTimerAction D/NFX—RE L T seconds £ &
durationExpression OVIFhAZFEAL TVWBR L ZBERL TS EET VW, FHAICOVWTIRE,
TAWS loT Events API U 7 7 L2 A4 @ TSetTimerActiony 228 L TS E&E L\,
s XV tE—=: FATIOR—FFINOT O VIERTERL A, 7O 2RBTIRGETE
LT EEL,

BRE: TATIOR—FTFTINOT O3V ICERBTERVGE, AR NOZFRHE Tfalses &5
TNET, P03 0BECARINOEZEHZFIVILT, TOEHED Ttrues EFHAET ATV
CEEBIBELET, ARNOEHBED Ttrues ICFHMAEET ATV E, 7o a2 FEEAREICK
VWET,

s AV E—J ASTBHUABRHXATNTVIRTS, RAX—HPUNNEZENRREEZASIETT,

AR ANBHOER., ROVThANRELLEECHRAIMD ZENTEEXT,
s FLLVADEZZTE 2 LEE,
s TATIR—DRAI—NEINEE,

ADNBHD., TOADOFHLWMEZZITE 2 LEZCOAFTMENDLSICTRICE, RICRTLK
SIZ&MIC triggerType(“Message”) BEBANOHUPHLZEH T EE L,

F4 79 2—FF ) THEF O TORHA:
if ($input.HeartBeat.status == “OFFLINE”)
RICEULEEEDOIEBRYERT,
if ( triggexType("MESSAGE") && $input.HeartBeat.status == “OFFLINE”)

ZHTREENEDHEADOFIC triggerType(“Message”) BBAOHTEHL A KD HE,
COFEEMFEATHE, triggerType("Message") BFIE Ttrues EFHEE N, FTILWASD
EBEZTH3&HEE®BELET, triggerType BBOFERSEOFMIZOVWTIE, TAWS loT
Events BAREHA R, O "RE, 92320 triggerType ZBEL TSEZ L,

e XV E—: FATUOE—EFIIOREBICEETEEEA. BENOREBANOBITZSIZEEZTHRH
Eﬁﬁwb\b_c<7:éb\o
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RRE: TATUVE—ETINOREICIETERVEE, TOREBANOZERTESIEEIIHR
frix Tfalses EFMEENET, FATIVXZ—FET/LADCTOEETEZ VRENDZEBITOR
A Ttrues EFHMEET ., BERVOREBICEETED L ZHRABL TSEZL,

s XVt BAN—HYhBdE, FHLBELVEOXY E—DNEEEND AR &VUET,

BRE. RAX—DYNELEHICTFATIOZ—EFTINFFHLEVEOXY -2 2% ETHER
MREIZBEDOZH<SICE. ROXSBFATIVR—FETFIOEZHT triggerType("Message")
BEHRANOHTEHLZFERATR L ZREILTLSEZLY,

FATIR—FTIL T+ O T oK

if (timeout("awake"))
KICBLLERSBRGECERENET,

if (triggerType("MESSAGE") && timeout("awake"))

ZUTREENEWHAIOFIC triggerType(“Message”) BEBBAOHTHL AKZDHE,

COEBEICKRY, FATIVR—TRAI=TOIAVNBRERDIOZEHE, XY E—IFERICIE
BEhDOZEBIETEET, FA1TIX—TRAN—TIOAEFERAITDHFEDFMIIOWVT
. {AWSIoTEvents BEREHA R, ® "TEILNA T O3> 0ERA R—DESBLTLKE
=L\,

expression-syntax
expression-syntax ICBATRBEHRESTCIMBERE. ROIT— XY E—JIEHRBLET,

c XV tE—I: RAO—RKRB {(##) FEWTT, ERENERAIO—RRXATIE JSON THB 1=
&b, XEHZXL TEHE AWS loT Events TN 2R EZEETIHEN HVET,

BRE: BEETNIERAO—RIALTH JSON DOiFE. AWS IoT Events FFJEHIZ, H—E AR
EXZFHICTHATEZAESHZEFIVILET, TMIGEREZ T — I EXFEEBEICTZHEET
EEVA, RIANFRBILEBEVEES, COTIT—HNFRETDAREENF BV ET,

« XY+t —2:SetVariableAction.value @RBETHIUENHYET, B "###1 ODHICK
BLELE
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fRRE: SetVariableAction ZH L T, name & value CAIZEZEERZTEEXT, value &,
XZY, BE, EEET—IIEILTEENTEET, value DRAEZIEETDEETEE
T, FMICDOVWTIE. AWS loT Events APl 1) 7 7 L > A M SetVariableAction Z58BL T
(AT

« XY+t—<:DynamoDB 7V 3 OEMY (###) ODRBEDH TELTRLEATLE, ELVEXTR
WEADLTLSEEL,

f#REZE: DynamoDBAction E#iT 7L —RDIXTONTX—RICXRBRZFEATIHEN HY)
£9, FMIZOVWTIEE, "TAWSIoTEvents API U7 7L > A5 ® "DynamoDBActiony 5B L
TLEEL,

« XY +t—: DynamoDBv2 793 3> M tableName DRB\EZ DM TEETELBATLE, ELVEX
TREZADLTLEZY,

f#RK: DynamoDBv2Action M tableName EXFHTHBIYLEN HV) ET., tableName O

RREEATAIXENf HYVET, KB, UTTIL, BEF. B VI77LVA, BLVE

BTTL—REZTANET, FHICOVTIE, "TAWSIoTEvents API U7 7LVAL @
DynamoDBv2Action ; ZZBRL T<EE L,

e XV tE—: R|EBAMWE JSON ELTFHMETEELELBATL Iz, DynamoDBv2 703>
&, JSSONRAO—REZLSTDHEYR—KNLET,

fERZE: DynamoDBv2 MR A O—RAZ A 7|d JSON THEMBEN HV)ET, A'RAO—ROI>
TV EBEME JSON (CFHH AWS loT Events TES & ZHERLET, FFMAICOVTIEE,
"TAWS loT Events API) 7 7 L > A4 ® "DynamoDBv2Action; ZZBL T EE L,

o« XY= #H#HHHHIORAO— ROV T OYRRESMTCEFRLEATLE, ELVEXTO
DTOVYRBEADLTLSEETL,

BRE: AT YRRICE. XF ( T#gas#s ). AIE ($variable ###), AJE (Sinput. ##4.##
#annt), XFHOERE, BLRV${} Z28CNFIEEBDRIENTEET,

s XV E—I AABIAXENEZRAO—RBIZETHEVZENHYET,

BRARAR. TOIAVIZHARLRAO—RZZERL, AWSIloT Events A2V —)LICOAVTYK
BABLBA2IEBE, COLIT— XAV E—INRRENDENHY) EFT, [Custom payload]
(AARLRAO—R) ZBRL £FE . [Custom payload] (HAZRALRAO—R)OTICOAVTF
DYRBEANTDIHEN HVYET, FMICOVWTIEE., "TAWSIoTEvents APIU77L>>AL @
TRAO—Ry ZZRBLTLEEL,

s XV Y= BAN— Tappy) BEBORE T#rpsss#t, ODWICKBUEL &,
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RRK: ZAX—FHFEORROFALERE. 60—31,622,400 DETHZILBEN BV ET. HE
DHEfEREFE, FEEVERICTVETSIET,

o« XY t—: #####HORE TH#H ODOMICKBUEL

RE IBEENETIVAVORBOBINELLBVES, COXYE—IFRRENDBZE
AHYWET, ELVBXTREZANLTVAZEEZBALTLKEET Y, FMIOVTE, "IN
AATF—R%ET7A)NR)TL, TP %EHETDENXAWS loT Events; 25BLTLK K
=L

e Xvt—<: IotSitewiseAction @ fieldName N TCEEEBATLE, RETERELWVWEX
BERTIHENHVYET,

fEREE: AWS loT Events A" @ fieldName ZfFTTCEBN 2 LBE. COIT—NFERTRENDC

ENFHY) EIIotSitewiseAction, fieldName A" AWS loT Events A" 0T CE 2 RBEFEH
LTVWBREZBRELTLKEEV, FMIZOVWTE., "TAWSIoTEvents APIU 7 7L2AS @
MlotSiteWiseActiony ZZHL TS EE L,

data-type
data-type ICET2BHESTHIMBERIE., ROIT— XY E—JICHBLET,
« XV tE—2: BAI—#i##t# BB ORBa##ti# N BN TT . BIEEZRIDENF HVET,

fRIRR: AWS loT Events "R A N —DOHIBAX ZHEICFTHETCELLN 2 EBE, COIT—XVY
T—INRRENDENHVYET, durationExpression ZHEICERTE S & £MHER
TLEEV, 7 EZEOHOF—RBFHR—rEhTLVELRA,

« Xvt—: K| condition-expression EMBZHERATRESY) EHE A,

FERZE: AWS loT Events A" % 7' —J)L{Econdition-expressionlilfHETEBA 2 LBE. D
I5— XYV E—IHFRRENDENHYET, 7—I)LfEE. TRUE A FALSE D\VFhAHATH D
MBENFHYNET, FURBT—INEILEBRTED L EZBBLTILKEET VY, RS T—IETEWV
BE. FALSE ERAETHY) ., 7O2a2vEBUOHBELEY, ARV NTIBES Nz nextState (2
BITLEYLEEA,

« XV tE—I BRMOBEVWT—RB[#4H DN IRORBTraaan#RAIZRONVVEL o, #4

BRR BRR. TATIVZ—ETLOEUANBUHREEATEDOINTOXRERRGR, AULTF—5H
ZVI77LVATRDLENHYNET,
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ROEHREERAL T, BEZHERLTSEETL,

c 1 DUEDEEFTART Y RELTUTZPLYAZERATRERE. V7 7LVATEIINT
DTF—RBICEBRUEN HD e ZBIEL TLEE L,

BIZIE, XOKRBETE, BH 2 == BEEFEL R EEFOMADART Y RTT, 7
RTVRICEBRMEN»HD LR TSICIE, $variable.testVariable + 1 &
$variable.testVariable WEHRELIE 10 EHZY T 7L ATEIHRENHVY)ET,

T, B 1 G +BEFOARTRTT, LEN DT, $variable.testVariable IF %
FEF10EHZV I 7L ATBRREN HYET,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’

« BRICEENZE5IBELTUTI 7L AZERIZEER. BRASRIZDT—RBZYR—K
LTWB 2B LTSEEL,

BlZIE, RO timeout("time-name") BE T, SIBE LT ZESI AR EECXNFIHNKE
T, timer-name BNV 7 7LV A%ZEATHEEE. —ESIAFTHENLEXFYESR
FRIMBENHVYET,

timeout("timer-name")

® Note

convert(type, expression) BEDIZE. #4#EICV) 7 7L AZFERATSEE.
D7 7L AOFA#ERE String, Decimal, E£74 Ik Boolean THIHEN H V) F
E

M OWTIE., TAWS IoTEvents RMOADEZHD U7 7L A #SBLTLSEEV,

s XV =2 #anpp THERENDEBRMOB VT —RE [###]l chIZKVY, FURALALIT—H
HRETHAEMENHYET,

BRE:BUADNBREEEZFAZED 2 DORBN 2 >O0F—2BEZUT7LALTVWSREES, C
DEEAYVE—IHIRTENDCENBYVET, BUAIBHTLEETEZEOREAN, F1T7IX—
EFILORLF—RBEVTI7LVALTVWR L EZBERLTLIESY,

c XV tE—2: JBEF [operator] ICABNULF—REB [inferred-types] &, ROFKEK & BHFMED
&bjﬁﬁ/bo r##J
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FRRE: REN, BETNELEEFEERMOBRVT—RBZEAEDETVIHEE, COIT—
XYV E—DHFRRENBDENBYET, HIAE, RORRTE, EET + FEH 10&, &
OXFIOTF—RBEBRMENABYVETH, T-ILTF—RBOART Y REGEBRENH V) FE
Ao

true + false

BHFTHERIZT—RBEICERUNHD L 2B IDILEN BT,

« XY= #p##t TRODN 2 T —2 (#1444 DR EBREN BL, SURALIS—HFHRETS
ATEEMEN B ET,

BRR-RUADBHED 2 DOREAN, RRED OnEnterLifecycle, FEIFRED
OnInputLifecycle & OnExitLifecycle ®EAED2OOF—RBZU T 7L ALTWS
BEIC, COIT— XY E—IHFRRENDEN DY ET, OnEnterLifecycle (FkiF
OnInputLifecycle & OnExitLifecycle OWlA) ORBEH, F1 T IV X—FFILORIREIC
MUTRUTF—2BZ)T77LVALTVWA ZEZBRLTLSEEV,

c XV E—I:RAO—RRR [##] FEHTT, RAO—REZATE ISONEXTHB 1=, T~
A LCXFHCTHMMENDRBEZEELET,

BREBBELIERAO—REZALTH ISON TH>TE, TORXZEXFEHIZFHE AWS IoT Events
TERVBE, COIT—HNRRENDENDHDYVET, TMEGERN 7T —ILEPRETEEL, X
FHTHDEZBBELTLIEETL,

c XV E—T BEEHERE (#ra1) lEk, FURAALICEBRERFELG7—ILEOVT I ICFHEE ©
BDRENFHYET, TS50LBVE, RAO— RKRR (#ananah) FT 20 A LICEWE JSON &L
THMTEFELA,

FORE: AR EBRELE T —I)LEICFEME AWS loT Events TERA 2 EBE. COIS—
XYV E—IDNFRRENDENHYVET, tringBEDMOTF—RBEFHR—RENTVEVED,
BRETNERBEEZBRELGTIINEICERTED L EZEALTLEEL,

e XY t—: IotSitewiseAction 7 1 =)L R##DRIBEAA Tk, #####3 AT ELTERE

N, #t B AT ELTHRBENET, ERECNEXATEHRANENERATEEUTH I HEN
HV)ERT,

BRI TotSitewiseAction @ propertyValue MFREIZ, AWS loT Eventslo &k 2 THEEIE h
ETF—RBLREBDIFETERENLET—RENFHEEE, COIT— XAV E—IHNRREND
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CENBVET, TATIEZ—FETIOCORBEODINTOA VAR ALLRALUTF—2BZEAL
TWB e ZMRBLTLEE L,

e XV t—:setTimer 7OV a2V ICERAEND T —XRE [(##4] &, ROKBED Integer (Z 5l
EhEBA, ##

BRE HEAREOHET — X BN BRELEPMETHEVES, COIT—XYE—INFKRREO
BENBHY)ET, durationExpression ZHEICERTED L EZBRL TLKEEV, 7—
BRI EDMOT—RBEEHR—RNEhTVER A,

c XV t—: WBUEE F [######) DART Y RTHERAE D T—R B [#a###] 1. XORBETH
BN BHYECA: ##

BERE: TAT UV ER—ETINORHRR (#4) OBEFO#####DWET — BN —BLEEA. &
RZVRE, FATIOZ—FETFILOIXNTO MO N— RN T—BIZTF—FETHEAITILEND
WERY,

® Tip
convert ZFERAL T, FATI92—FFIORBAODTF—E2BELZETEZET, FMAICHOV
Tk, TAWS IoT Events R CHEMAT A ZSRL T EE L,

referenced-data
referenced-data ICBIT21BHREZSCOMBERIE. KOIZ—XvtE—2JICH/BLET,

s XV =T ENERAN—DIRESAELE: FAX—##### N RBATHERAE A TLVETH, X
EEnTLVWEEA,

AR BEENTVWEVRAN—ZFATRE, COIT— XYV E—IHFRTRENDFENHY)
I, RATHEATIHEIC, FAN—ZRETILENfHYVET, £, ELLWERAI—BZAN
LTWB ezl T<EEL,

s XV RNEAEMREENRL L AR##ARATHEAETATLRTY, RETATLR
BA,

AR BREENTVWEVAIZZFEATRIE, COIT— XY E—INRTENDEENFHYE
¥, RATHEAIRENIC, ARZRETILEN GV ET, e, ELLVWAZERZADLTVSDC
BBl TSEEL,

c XV =T BN EAEMREEhI LA TEICEZRETSEIIC, RAETHEATATLERT,
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FERE: RETRMETEDICE, FAECEICENITSNTVWILEN B KT, EZIETE
L3I0, BEFEAITARIICAZEDEZRELTSEEZW, iz, ELVAZEEZALLTVSEC
ERBRLTSIEEL,

referenced-resource
referenced-resource I T2 EHREESCOIMBERE., XROIS—XYvE—JICHISELET,
s XV tE—=: FATIOR—FFILIERIC, BELBVAINDOU T 7L ANFEFATVERT,

BRERREFEALTEELBEVALZYTIFLUYARATDE, COIT—XYvE—IJHFRREH
BBZENBYNET, RENBRFOALZVTIFLVALTVWAR L Z#FEL, ELVWAIEZASD
LTLKEE W, ABFBVWEESRE., RIODICADZERLET,

s XV E—=2: FATIVEZ—FTFIOESE ICEWE InputName N"EENTVET: ###

BRE: TATIRZ—FTTINICEMNBADBIEENATVEEE, COIT—XYE—IHNRRE
h3dZEeENHYET, ELLAIBZADLTLKEZV, ADBR 1128 NFTHHILEN HY)
9, BMEXF: a-z, A-Z, 09, _(PUE—RAAT7), 8RR -(IN1T )

DTATIORZ—FEFINEDHN TS AWS loT Events ( AV —JL)

AWS loT Events Tl&, AWS loT Events APl ZFR L TA R hNEKREL, 7o>3avaN)H—
ITBET, oTTF—REERLTHISTEXRT, XOFIETIE. AWSIoT Events IV —I)L%&E
ALTFATI9F—FEFINEDHLET,

(® Note

FFATOR—FFI D24 AWS loT Events ZBRBL %, 2R ENEBTAHETICR
K24 BEHIHNVYET,

TATIOEZ—FEFIINgHE, EFI)INZ&EHL, BENZEAEZREL. ERLEERY ICHELT
WBLZRRBIDDICRIUEEXT, fIAF, BARERTRE., TATIVFZ—EFITMICKY, &
ERREBNE -V ICESVTETIINFBENSHREOREZELSBRITILESHAASHICES
AN BN ET, TE, RENSRLEBHELE MEZBALEELETIUNXA DT FVATZ—
NEEBICNVH—T25HE, sMICETVTEFILZRRTIZZET, FAXDTFVAZHRE

L. 0284 L2850, 2B IRNF—EENREZOLEEDENTEEXRT,
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FROYN—=HA R

TATOR—FEFINEIMIBICE

1. AWSloTEvents AV —I)L ICHAL4 A4 LET,

o & 0N

TETF—232RAVT, FATIOEZ—FETFINZERLEXT,
TATIOR—FEFINT, Z—TYRTFATUVEZ—FEFTINEBRLEXT,
TATIVR—FFIOR—IT, WEZERLFT,
ALRET, 2HORTEZERLET,

loT Events

Detector models

Inputs

Alarm models

Settings

X

temperatureDetectorModel Edit

Run analysis

Create input Publish

+

U o fA

n

Start
@ - \ //’

AWS loT Events AV =IO HEROHIZXICRLET,

loT Events

Detector models

Inputs

Alarm models

Settings

X

temperatureDetectorModel Edit

TemperatureCheck

2 events

Detector model palette

To build a detector model, drag
and drop to add states. Draw
connection arrows on the canvas
to add transitions between states.

(O state

Rerun analysis ‘ | Create input ‘ m

+

U

n

TemperatureCheck

2 events

Detector model analysis Learn more [2

(1) All & (0) Error /A (0) Warning @

(1) Information

@ Info: data-type
Message: Inferred data types [Integer] for $variable.temperatureChecked

Detector model palette

To build a detector model, drag
and drop to add states. Draw
connection arrows on the canvas
to add transitions between states.

(O state

TATUVR—FEFINESWTR (AVV-I)
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AWS loT Events (AWSCL)) TFA4 T X2—FEFI)INE0HMIT S

AWS loT Events 4 T2 —FTFIINE7OJTLTHMTAHZET, TOBE, B, N7 24—
NOACHTREERA YA RNNIBOSNET, COAPIR—AOT7O—FICKY), BEDHT.
BEOD—U70—COHE. BEROTATIVZ—EFIT—EREZRITTEDRXRSICKEYE
9, StartDetectorModelAnalysis APl Z5FH 32 & T, TEFIOFHMEFAELERATESZ D, &
ENBEZBSEL, Oy I270—ZFKE WKL, loT AR NUEBAESZAE#HE-HL TV
CEEBRITDDICKRIEET,

RDFIETIE, AWSCLI ZERLTTFATIR—FEFILEZFTHLET,
ZEALTTFATIVE—FETFINEDZHNTSICIE AWS CLI
1. XOOAXV RZRTLT, 9MZ2AEZ—KLET,

aws iotevents start-detector-model-analysis --cli-input-json file://file-name.json

® Note
#hinE, TATIOR—ETIINEREZEVD T 7AINDOREIICEERZIET,

ExampleT 1 TV X —EFIDER

{
"detectorModelDefinition": {
"states": [

{
"stateName": "TemperatureCheck",
"onInput": {
"events": [
{
"eventName": "Temperature Received",
"condition":

"isNull($input.TemperatureInput.sensorData.temperature)==false",
"actions": [
{
"iotTopicPublish": {
"mgttTopic": "IoTEvents/Output"
}
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}
1,
"transitionEvents": []
},
"onEnter": {
"events": [

{
"eventName": "Init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "temperatureChecked",
"value": "OQ"
}
}
]
}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "TemperatureCheck"

EFERALTBREOTF1TI92—FTFI AWSCLI 29 T25EEE. XOVWThAZBEIRLT
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« AWS [oT Events IV —I)L&2ERT 255K, ROBEETVET,
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« R=T EBOZAOHFEM ({)
- detectorModel ##
« detectorModelConfiguration 77T o ~
« R=ITHOZEOHIENM (3)
6. 77 ML EZRFLET,
- ZEATZBEE AWSCLL, ROBEZTVLET,
1. Z—XFI)TROOAN RZEITLET,

aws iotevents describe-detector-model --detector-model-name detector-model-name
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3. detectorModelDefinition #7P IV R ETFARNIF A XICIE—LE T,
4. detectorModelDefinition MAMAIIC H#FEI ({3) ZEBML E£T,

5. 77 4% JSON TRELET,

ExampleL A7R> A D Bl

{
"analysisId": "c1133390-14e3-4204-9a66-31efd92as4fed"
}
2. HHhHArSsHaMIDZEIE—LET,
3. RODIOXVRZRFTLT, 9MODAT—RAZHWEBLET,

aws iotevents describe-detector-model-analysis --analysis-id "analysis-id"

(@ Note
analysis-id ZAE—U LM IDICEEBAET,
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{
"status": "COMPLETE"
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}
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(® Note
analysis-id ZJE—L D ID ICEE®RAET,

aws iotevents get-detector-model-analysis-results --analysis-id "analysis-id"

ExampleL AR A D Bl

"analysisResults": [
{
"type": "data-type",
"level": "INFO",
"message": "Inferred data types [Integer] for
$variable.temperatureChecked",
"locations": []

},
{
"type": "referenced-resource",
"level": "ERROR",
"message": "Detector Model Definition contains reference to Input

'TemperatureInput' that does not exist.",
"locations": [

{
"path": "states[@].onInput.events[0]"

}
]
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