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&, F—R2EZIN—FT1>200F2LEb0LLRBESF—2FEHAL Lend-to-endDEFEELTT,
NEZ—D RREDBERICE., BELF—ZFERATRILODORD2O20FT>a>rFHY)ET,

s F7FILNDODNZR—D REENZ—Y RES{ELF—ZFEALET,
« AWSKMS key tEE{ L 1= ZEEEL &Y,

AWS KMS # —EADFMICOW T, "F—EEHY—EA (KMS)) 2FRLTSEEL,

Managed integrations API 1) 7 7 L > A4 4 R ® PutDefaultEncryptionConfiguration API % [
CHTe, FRATRIESILF— ATV EEHIDLOOT IV LAENI TEEIhET, T
7HILRTR, NRZ—D RRERT7FILNOYZ—D REENZ—Y RESLF—ZFEALE
¥, PutDefaultEncryptionConfiguration APl ZAL T, BS{tF—REZWVWDODTEEMTEET,

& 512, GetDefaultEncryptionConfiguration APl AN > REFHUPHTE, F7 AL RNKERFIBEES h
V=23 0OAWS PHIY NOBESLEREICE TR EHRIMIRENET,

A R—F A T FE

FR=FAVITDRATEUTICRLET,

BEtF—2RETS 8


https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetDefaultEncryptionConfiguration.html
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EEERENETNAADTR—F 127

EEERENETINAARAZAVAR—RIBZDFIE7O0EDIZTRICOVTE, T 22RBLTLKE
=L,

NTAVR=F 42T

NTZAVR—RIBFIRIZ—I RFEEIC/NTZFVR—RIBICO2VTRE, "1 ZZRBLTLE
=L,

NTEGRTNAAOF Y R—FT 12T

NTEETNAREAVR—RIBDFIBTNARAEFVAR—RL, NTTERATRICOVWTR.,
ZZRLTLKEZL,

Cloud-to-cloud /N4 AQF 2 R—FT 1>

H—RN—=F 1A —DITFIRRIA—DPEIZX— RREBICITITIRTFNARZEFVR—RTBF
JEC2C (Cloud-to-Cloud) AZ V2 ZFHAT2ICOVWTIE, T, 25BLTLEE L,

EEERENETNA RO R—FT 12T 9
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TNAA7OED>3Z> T

TFNAARA7AEDZ a2 Tk, FNAADAVR—F 42770 AZBZ L, FINAADT AT
HA4ON2hZ2EEBL., NZ—2D REEGOMOAEASTIVEATEDZTNAABERO—lbE iz
DR NV ZBIAILET, NRX—TJ RREER. EETXREFNAARAT2EBITRODOHREAN>
R—TIARAERML, FNAAVTRNITITHEEFXY b (SDK) FEENTFNA RAENL THEE
B9 (2 1) > U & hizcommercial-off-the-shelf (COTS) 7/\/ A& L TEEEKE N ET77—ANN—
TADNAZI—FTNA AR ULET,

NEX—D RBEODETNA AR, FNAARATICERELEL, EFEENRDTO-NILIC—EDH

BlFAH V) £ImanagedThinglde < DFEBIFIE. FNAADTA T7H A INE2EOTNAADF

VR—TFTA VT EBRBICERAEThTET, VRXR—Y RREBICEI>TERRICEERETh, IXNTONER—D
REBICHLDE>TEOREOTFNAAICEAETT AWS V=23, FINA AN RADICIZ—2 Rk
BICEBMENDE, COBRIFMMEREN, NF—TJ RBEEONZR—RE/ICTERYFEIETET,

NEZ—RE/ I, IBEFNAADITXRTOTFNAAX BT —R2I53—) 200320, IF—
P RIBENOYEBETNAADTIZIILREATT, Y— RN—FT 1 —FNAADFE, NEBETNA A%
KINEZ—2 RREICHRFmanagedThingIdE hTWS ICMAT, Y—RN—FT1—UFURICE
BOMBO—ENEBAFEEFBENFHYVET,

7OEY3Z0YEnBF A ADAT—B AR, AV R—FA VI TO—DRAT—JILL>TRE
WET, ROUARTE, E7OETIZVYRAF—RRACODVTHBLET.

« TOTATFNAASBME A, OXY REDY NO— A ERTRELEY ELL,

+ DISCOVERED: /Y4 ARRIAWEL A, IYY k&Y MO—LRELAATE St A,

+ UNASSOCIATED: Y% —3 RE/AERENEL LA, E5CTFIS 3V ERMTHAEN 5 1)
£9., AWS 757 R F£/=l& AWS loT Managed Integrations Controller (/\7) 57Vt AT&
T\

« PRE_ASSOCIATED: X &—2 RBE/FEHEh, BRAA>TVR M ELREhZ EBBHRED
EFEHFEBVNET, AWS 757 R £& AWS loT Managed Integrations Controller (/A7) A 57
TEARITBDERGFTEREA,

« DELETE_IN_PROGRESS: JERHHIBR 7’ O AN BEBEhEL &,
« DELETED: F/N/ Alk h SHIBREhEL = AWS VTT R,

o ISOLATED: BIICBREEEFT7IO9T 1 TIENEIZ—2RE/ DS5S, BETERLE2EE
D, FEAE, ARV ZOBEENFN» ITXTHIBRENEY—RN—FT 1 —OF T ROF/INAARAKE
T9,
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ROAVR—FT 42T 70—, XZ—JRFEEGZFEALTNT 2703 Z2T3212H0%
DT,

NEZ—IRFELC/NTZFAR—RTD: FINAAREE., BE. EYNTYT2REBITZ-HI0EE
$RAT770ED 37— 7ORINBENTZTA2Z2EY RTYTLET,

NEZ—D RREEFERALTNTERTNARZ270O0ED 322033121, ROFVR—F142T7
O—AAZREThTLET,

s BHEEYRT7Y T (SS): I RI—Y—F loT *NA1 ADERZEAN, TFNAAOHETT 7V
=23 EFERALTQRI—REAFYLET, TOE, *NA1ARIYZR— REEITY
RIZEGEh, loT \TICEHELET,

c BOZYFEY RTYT (ZTS): FNAARH TSAFI—2OF Y T7AN) —ATEICEEN
FTohTWET, LealE, TVRI—F—HFFNAAODQRI—RZAF Y T2RDYIZ,
COATYZTRUFBICETLT, FNAREAARI—=TAHINZEFII9LET,

e I—H—HARIZEDEYRTY 7 (UGS): T RI—Y—RGFFNAADEREAN, 1325
DTATBFBICHE LD TIZ— RBREBICAR—RLULET, ChiZE, oT/NTORE & #
T, FNAARERT TV ERFERTE. NTETFNAAOAFDRERD ZHITENEENE
T, Simple Setup "KL BE, COXYVY RZEFEATEERT,

® Note
NEX—J RBEEOTFNAARA7AEDIZ2>T0—070—k, FNAAOAVR—F 12T
EHICKTFLERA, XX REEE. FNAARZRATRTFNAARAZ7ORNIINICERE
. FNAREBAVR—TFAVIBRVERTIOOEBLENLI Y —a22—TI
A AZRBELET,
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TFNARETFNAARAZATT7ANDZATHAT)

TFNAREFNARTOATFANDTATHAVINEERBTDET, FNAADT)—hDOLeH
ZHERL., WENICHRITTERY,

N=%
- FNAR
« FNAATOT7 AN

TINA A

BUDOFAVR—FT 42 T0h, IX— RBEEBRENFZF—RE/EFHFNZIYEBTFNAADTI X
WYL ZERLET, Managed Thing IZlE, IXTOU =23 UICHEBNZR—D RREDT
NAAZER TS o0 0—/N)L—E#E Bl FmanagedThingIDZRM TS AHYVET. T/VA
AlF, NF—DVRBEFELERY—RN—FT 1 —FNAAOY—RN—=FT 1 —=0U0FIJREDUTI
RALBEOZOED A Z_JFICAO—ANNT ERTIZEVES, FNA AR, BEODIZ—
SRE/DOINT VYD APIs O owner/ NTX—RIZK 2> TERBENBHMERICEEEM TS hE

¥ GetManagedThing, F*/NA Ak, FNAADZATICETVTRBEITBFNAAZ7AT7A4)LIC
DOENnET,

® Note

NMETNAAR, REZBEOTTERETOEY a2 JEhdHe, BHOLI—R%Z
BoCers)FET,

FINAARTZATH A4 U) &, CreateManagedThing APl ZF A L ==Y X— R#EA TDH Managed
Thing DERN STEEV) . HEHEAN DeleteManagedThing APl % L T Managed Thing % Bl Bk
LEEZBICKRTLET. FNAADTATHA D&, ROINT YD APIs,

* CreateManagedThing
* ListManagedThings
* GetManagedThing

* UpdateManagedThing
* DeleteManagedThing

TINAA 12
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TINARA7O774)

TFNARAZTAT7 74N, EBERPRTFRILEEDRBEDRATDOTFNARAERLET., ChiEHRET
CBERTSATHEY ., FNAAOBENFEEATVET, FNAATOT7 7M., XF—D

RFRELCLDTFNARER LY NTYTVITIANIBERRIART I TN RECLET, FHE
NBBRENTVTILE, FNAADN—I—RTY,

TFNAAORET7OCLAFIC, BETFEFNAATOT7 7ML %E XZX—2D RFEBICEBTERT,
chickY), BERREAR—FT 120 98L 7O a0 JD0—070—RICYZ—2 REED
STFNAACMBBBEITITIILERBTEERT, FNAATAT7AILNDXERTF—2IE, WEF/NA
ACRBEEND D, FNARAOTRIIWICEAENET, FNAARATAT7AILDTA 75140,
HETNNZ—D RBEETTNAATOT7AINZHIBRLEEEICKTLET,

FINAARZTOT7 74 13
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F—REF)

TF—REFINE, DATLARTOTF—RXOBEFEZOEBHREZRLET, =51, TNAM ARES
#HTend-to-endDBEZ I R—KFLTVWERT, YF—I RFEGICE. 2 20F—XEFINFERAE L
TP, NRX—I RRET—XRETILE Matter F—RXETILDO AWS EER, BURIANHYUERTHF, U

TORNEY OTHRIBIDHYBZEVEDY KT,

HB—RN=F 1 —FNAADFE, TV RI1—HY— IZX—DRES., —RN—F1—DIOFIR
TORA S —BEOBECEAELOF—REFLFEAENET, 754 ZATY KPF/NA RAL R
REEDXYE—2%2 DOF—REFTILASEHRETSIZIE. Cloud-to-Cloud Connector M #EE & 5&
ALET,

N =Ry

s XEX—U RFEET—XETI

« AWS Matter *—XEF )L DEE

. FREFIAF—Y

NE—I RFET—XETI
R2—Y REEF—REFILR, IV RI-—Y—EIZ—3 KGEAHMOTATOBEEEELET,
7N ABTE

endpoint 8 KU capability F—RERE, YX—J RRET—RXRETIAOT/NA AZLRT
BPIEHICEAETNET,

endpoint

(&, BWEICI > TREHEEIIWMEBANEZ—T I A AELEY—ERendpointZ&RLET,

{
"endpointId": { "type":"string" },
"capabilities": Capability[]
}
Capability

NER—TY RFEET—R2ETIN 14
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EF/NA AD#EcapabilityZRLF T,

"$id": "string", // Schema identifier (e.g. /schema-versions/
capability/matter.On0Offel.4)

"name": "string", // Human readable name

"version": "string", // e.g. 1.0

"properties": Property[],

"actions": Action[],

"events": Event[]

capability —XERIC&E, TOEHZER TS . property, action® 3 DOEBENfHVE
Jevent, TNA AZBRESIVCEZRVITHEHICFEATEERT,

« Z7ONT 1 BAREAEBSKORECHZIELARILOBEHBE, FINA AN RETIRE,

{
"name" : // Property Name is outside of Property Entity
"value": Value, // value represented in any type e.g. 4, "A", []
"lastChangedAt": Timestamp // ISO 8601 Timestamp upto milliseconds yyyy-MM-
ddTHH:mm:ss.ssssssZ
"mutable": boolean,
"retrievable": boolean,
"reportable": boolean

}

« TUO23V: RTOYITRTZOYIIRRE, RITTEDRAY, TUVYAVRLARI AL
RREEKTDHZENBYVET,

{
"name": { "$ref": "/schema-versions/definition/aws.name@l.@" }, //required
"parameters": Map<String name, JSONNode value>,
"responseCode": HTTPResponseCode,
"errors": {
"code": "string",
"message": "string"
}
}

C AR N BAWCE, BEOREEBORETY, FREOREpropertyERLETH, 1K
Y NEBEOT Y —FLTHY, BRCEMTZNTY R—. KA LREY T, BEEFEEA

REF—I RBEET—RETIL 15
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£T, ChiZ&kY), REEBERBE, TREZBICERTERVTF—XEFV I ZFYTFYTESE
9 property,

{

"name": { "$ref": "/schema-versions/definition/aws.name@l.0" 3}, //
required

"parameters": Map<String name, JSONNode value>
}

AWS Matter *— X EFIL D EE

Matter Data Model ® AWS %k, YZ—2 REFEEEY—RN—FT1—0 OO R7ONAEF —
BOITXNTOEEZEELET,

M DWW T, T Matter Data Model: Developer Resources) 2B L T E&E L\,

TINA ABEE
FINA ADOHBAICIE, endpoint& M2 DDF—REENFEHAEhE I cluster,
endpoint

(. BREICK D TIRMEIDIWMEBEA O FZ—T7 I M AFLEFY—ERXendpointZ&R L ET,

{
nidn: { "type":"StIing"},
"clusters": Cluster[]
}
cluster

EF/NA ADOMBEcluster 2R L F T,

{
"id": "hexadecimalString",
"revision": "string" // optional
"attributes": AttributeMap<String attributeId, JSONNode>,
"commands": CommandMap<String commandId, JSONNode>,
"events": EventMap<String eventId, JsonNode>
}

AWS Matter — X ETI)L D EHE 16


https://csa-iot.org/resources/developer-resources/page/2/?dr_keywords&dr_solution%5B0%5D=935&dr_lang=1019
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cluster F—XEXRIC[F, TNHEBEBZEH TS . attribute, command® 3 DDEENHV) T
JFevento FNAAEBRESBLITCEZ R I ITBEHICERATEEXT,

« B #AXTURSKORECHAZSLANILOBEHRLELE, FNA AN RET D RE

{

"id" (hexadecimalString): (JsonNode) value

}

« ONVR:R7OYITRT7ZOY IV IBBE, RITTEDRZAY, ANV RELARAERKR
ZERTIERNBYNET,

* Ilidll: {
"fieldId": "fieldValue",

"responseCode": HTTPResponseCode,
"errors": {

"code": "string",

"message": "string"

}

s ARYRNEFNICE, BEOREBBORLRTT. FREDKEattributesZ2RLEXTAH, 1
RYNGFBEOZY—FILTHY, BRCEMTZDZHIR—, ZALAREZVT, BEENFEFH
F9, ChiCkY, REBBE, TRAZILENTERVTF—REFUIEXF Y I7FrTcER
Jattributes,

"id": {
"fieldId": "fieldValue",

F—REFIAF—Y

NZ—I REER. BEEREZAITERD 2 DDAF—NRA(TZ2HYR—NLET, DARLA
T—REFINZERTEERE. JSON RAF—X RFIXNEFEALTVWTNADEZSTOAF—
RNEERLET. BAF—YRFIXD NI 50,000 XFDOHERFBHYET,

TF—EEFIAF—X 17
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4L —_
BEEAF¥—N

B, IVRRAVMAORENHEZRITEARANTERERTY, #gzEATd L, 7ON
TA, To2av, ARVKNEFERALTTFNAAOREEBEZEFITEET, 7ONT 12K
AY2L, FROEST—RETTNAADRERBUZRRICETIVETERY, 70232 eaNR
VR, RITTEROANVRRLR-—RNTER I TFINBE, FNAAOBEZETFTIIALLET,

LT, #EAF—NOELARILOBEZRLTVERT,

Capability
I

|-- Action
| -- Event
| -- Property

Foar
FINAADBBEE DR VIV ZRITIVTAT1, EFERE, RILZERSLEY, RTZICVWDA
ZRIEVULET,

AR N

NERIIVTAT14, TNAARK, RFO/ Vv OoBEODEH—

TINA ADBEEED S DA R
TN TZ—AL, RERTITAETAZRETDANRVNEERFBTEERT,

rsnA>>

ZONT 4
FNAADREDEENDEMERTIIOT AT 1, FEZIE, RIHNBLTVWS, £HEFER—2
SARNDNANIZBEDTVWBRHETT,

BHECRE., —E0BHZERMF. N—23a2FR. $LTCTOEBNOHBIEENET, AF¥—
NRFIXVBNTR, EXTFAVvION—T3 07 2FEALTTNERMZHISGL. FMBEZED
ICLERT,

FHCOVTE, "HBEESZBODAT Y1 ZZRBLTKEZL,
BEHAF—

BERE, BIAMCERMZTRICTIETRORBENLT—FETT, FHOT7+—I Y NFEE
FNFEEZEBLET, FMT7TEREFEALT, 0T YV 1230246 TREMENLET—RERX
ZERLET,

BEEAF—Y 18
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BRATERICEUTAZENET,

- —EOEMZERERF

- 24K

- B

- TR cHNEERTHTONT A

BliE, BRPHRIERENENFIBEORMBETIZIT 1T TE, FIHEEPEROT 1 —IILRZE
BONABRLFATDOI VNG EOEMRBBETELEVERA, FMTEERTE., JSON AF—T 1§
NEFERALT, RMELBAE, XFFHORE, FRNEZ-—BEDHNZEELXT,

HEICOVTR, TRATEBOAF T, EBBLTILIEEL,
BEERDAF—X

HEElk, SATLARTHETDHEIC OV THBESRNZRMIZIESTHE JSON RF I X MNafE
ALTXELENET,

|mi

HEenIZEs., HHEEEWE $id. . extrinsicId, extrinsicVersion® RV TOEIS3a>n
Dir<EE 1named2NEETT,

* properties

e actions

* events

BRED A 7> 3> OERRG, $ref, title, . descriptionversion, $defsH &LV T
JextrinsicProperties. BEEIC DV TIE, $ref T, 2B T & VWaws.capability,
LTOEI>3a>TR, BEERICEAThDIAF—NIEODVTHFLIHALET,

$id (H )

$id ERFAF—NERZBIILET. ROBEICRSBEN BV ET,

+ URI /schema-versions/ 7L 714 Y O ATHDS

- capability AF—XXATZEHS

« URINARYWXFELTAZYZ 1 (/) Z2ERATS

« VFZ2TXVKREZEUFRTEY>TAF—NIDZEHS (. )

BRERODAF—Y 19
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c QXFEEFALTAF—TNIDEN—>araXYD
s BEUFR () ZFEALTIN=2320T7FTXNE208L, ELAN—N—23 2 TEDB

AF—XIDE. 3~12XNFDI—FBAZBETHEY ., TORLCAT IO 7EMHEBE R
PR BENFHYVET,

TLAN=—N=23 2@, XZ¥—N—=23> &KR3M), NAF—N—23>2 (BKRK3IN). F
7’2a>®OPATCHN—=23> (BRRKA4M) NAFEFIhET,

® Note
FHRENE-BHZEBawsX matter

Examplef $id

/schema-version/capability/aws.Recordingel.®

Sref
$ref BEEIF, SATLANOBFOKEEZSBLET, Chik, $idEXZERUSHMHICHRVET,

(® Note
BATERRIZIHEER., Sref 77 M THEEETNEETHEEIDILENBUET,

Example$ref 04l

/schema-version/definition/aws.capability@l.®

HHl (BA )

name EXlF., AF—IRFIXVNAODIVFAT1EBERINLZFEYTYT, Z<NEES. BENZ
FNTVDED, ROIIL—IIZRSIBENFHYET,

s WHZF, EUFR (). AZYv2a () NMT72 (-)y AR—ADHKLZEED

- XFETHDS

BERERDAT—X 20
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« BK 64 XF

ZaiEZEIE. Amazon Web Services AV =IO Ul E RFIAIX NTHERENET,

ExampleZ &1 0 41

Door Lock

On/0ff

Wi-Fi Network Management

PM2.5 Concentration Measurement
RTCSessionController

Energy EVSE

title

title ERlE, AF—YRFIXIRTRENDIVT AT 1 ORBXFITI, FEOXFEZEHD
CENTE, RFIXVNTHERAETNET, BERXRM MLORARE 256 XFTY,

Example X 1 ~ )L @4l

Real-time Communication (RTC) Session Controller
Energy EVSE Capability

description

description E&RlF. AF—IYRFIAXVRNTCRENDIOT AT A OFMABRAERELET,
EEONFEEDDCENTE, RFIXVNTHEAETIhETT, BEOTHBAORARIE 2048 XFT
j—

Example&it 88 o 51

Electric Vehicle Supply Equipment (EVSE) is equipment used to charge an Electric
Vehicle (EV) or Plug-In Hybrid Electric Vehicle.

This capability provides an interface to the functionality of Electric
Vehicle Supply Equipment (EVSE) management.

version

version ERRF A>3 TY, ChiF, AF—XRFIAIXVKRON-D32ERTNXFIITT,
LTO#KEABHYERT,

BEERDAF—Y 21
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s EAN—FEREFERAL, RON—232T7F Xz . (EVFR) TRYYET,

« MAJOR/N—23 >, &R 3

« MINOR/N—> 3>, BAR 3

s PATCHNN=2 3> (723> ), &RRK4H
« REE@F3~12XFTT,

Example/N\—= 3 > 4

1.0
1.12

1.4.1

BEN—>3a > 0OFEH

BEelr, 1 S1—RTIWBN—>23 2202 EITF4AT4TF, INTOEERF, HTLWIN—
SaAVEERTBIENPFENET., AT ALK, MAJORMINOR.PATCH EXODEI>F 1 vV
IN—2a_2JrERALET, T,

s THNEBRMOBZWAPIZEZITSHEOXD Y—N—23 2 0OEM
s TUEMMOHDHETHEZEMNTZENAFT—/N—230HEBENTS
- WRICEEOZVERBZEMEZTS >, NYFN—23a2FEBMNLET,

Matter VAR —D SREL EHEERFX/N—23 2 14 HhER—ATA{bEn, & Matter 1) 1J—
AFZATALICAVIR—RENBDFETT, Matter N\—>2 3 FELN—DXD vy —L AR EIA
FT—=LRILOEHEZHETD D, NEZ— RIEETEPATCHN—>3a > 0qEFEATEET,

Matter IC PATCH /N—2 3> ZEBMT2E&EElE. Matter A'>—4o 22 v )LUEDa> 2#ERATSC
ECEZLTLEETVY, XTH PATCH /N—2 32 [& Matter R ICEEEEchTWBUED 3> IC
L, TNEBRUENI HIBEN HYET,

THNERMEOZVEBEZIEIET SICE. Connection Standards Alliance (CSA) &1 L THEZD R RE
ZRERL, ILVWDEDS IV ZV—RAFTRIRXENfHYNET,

AWSY Z—2 Riggelk. O#UN—3>TUU—-RAEhELEL.0o ChEoZEERATHE, 3D
DLARILON—=232 X THEATEXRT,

BEEZEDAFT—Y 22
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extrinsicVersion (#4748 )

Zhid., AWSIoT > ATLADHITERENZ/N—23 2RI NFHTT, Matter BEEDIFE.
& (CextrinsicVersion¥vYE>J&EhET, revision

ChFXFIENELBREL L TREN, REF 1~10HTOHFTT,

Example/N\—= 3 > 4

7

1567

extrinsicld (428 )

extrinsicId E#(&. Amazon Web Services 10T ¥ AT LADHNIBTE
BEh3EBAFZ2RLUET, Matter EgEDIZE. O TFANICISL

T . fieldId. . clusterIdattributeIdcommandIdeventId, £ilF ICXYETEhZE
9,

&, XFIMLENL 10 EHEBER (1~10 M) FLEXFILE Nz 16 EREHR (Ox Tk X 7L
TAYIORX, 1~8HD 16 EE) OLVFhhextrinsicIdTT,

® Note

AWSA > A — ID (VID) I& 0x1577 T, Matter DFAIE 0 TFo AT AR, DAZRLAARF—
INCNSDOFHEHR VIDs ZHEEICERALBEVLSICLET,

Example extrinsiclds @5l

0018
0x001A
0x15771002

$defs

$defs U a>ik, JSSON AF—IYTHATNTVWRAF—IRFIXINATSETESDH S
AF—IDODIYVITTT, CcOXYYIT TR, F—RO—HDISHEERXRTHERAETN, {ElE JSON AF¥—
NERHELET,

BRERODAF—Y 23
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® Note

SATALR, BWEIY TidefsTHY), BHTAF—INEXE JSON AF—IXTH3 D
HAEBEALET., BENOIL—I)EEREhEEA,

EREFEATZIHEE. UATOHNBRICH > TEZ L,

- ERBICRURIZLYRUNFOXZEERATS
c BRIENBWBHYTAF—NXTHD e =2BELET,
c AF—XRFIXD MO A XFHRAICNEZDEZROBOHYTAF—IZ2EHD

extrinsicProperties

extrinsicProperties BXICIE, ABIATATERZEIATVE N, F—RFEFIATHETE
NTVB—EO7ONTAHFEENTVWET, Matter BEEDIF S, ZCL VT AX—, B, ON >
R, FERARMNAOETTRTEBEFININMETNTVEBVERTLEFBO2NICEFTIINILENLEERIC
RvEVITENET,

AMTONT 1FE, ROBWICES BENHVY KT,

s TONTABRAR—ARPRHRNFEZEETBEVRBFICIDIZENHUKRT
« Z7ONT A EREED JSON AF—XEICTRENTEXRT
- RR20E@O7ONT 4

AT A, extrinsicProperties, . . B &cliFunctionName, & ¥& EX& access
apiMaturity cliZHR—KLTVET, chs07ONT ALk, F—REFILEBRAD
AWS (E£1ERFZOEDN)ACLABBICEYET,

(® Note

AT ONT 1 &, BBED action, event, property, 88X struct7 1 —JL REHE
THR—RENATVETH, BERP IS AX—BATRERYR—KREhTOLEEA,
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AT LY R—NOABTONT 4

AT AR, ZCL DB O ZE#extrinsicPropertiesFIC, UTOEFIL{LEhTWEV, £
FBHTHICETFIMENLEIZAZ—, BE. ANV R, EFLEEAXRNERZERLET,

access

BT VEAATZITUNIR, UATHFEEIhTVET,
« op-fE read, . writeEFXLlEk enumZziF DO ELTEFIILENIEARL—2 32 invoke

« privilege -, view, proxy_view, operate. manageXxilF OfenumzFD ELTEF
ILE N 454 administer

- role - EEFO—- /) Z2&XkITEHRDOXF

apiMaturity
RAELARINERTEFROTL—2XFH, chik, | stable, . internalFxiE
fBenum%Z3#ED &L T ZCL provisional TEFI/ILILEnEF, deprecated

side

. either, server& LV DEZFIFOINFHE L TEFI client
7=)L7anNF«

LToOZ7ONTA1E7T—=IL737TT,

» isFabricScoped

* isFabricSensitive

* mustUseAtomicWrite

* mustUseTimedInvoke
XFH7ONT 4

ROZ7ONT 11&, BHROXFIELTRENET,

« cli

* cliFunctionName

* functionName

* group

 introducedIn
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« manufacturerCode

* noDefaultImplementation
* presentIf

* priority

« removedIn

* reportableChange
 reportMinInterval

* reportMaxInterval

* restriction

* storage

TRICEIZERESH

ZCL EHDIFZE. extrinsicPropertiesiFMEBEITICNY T ICREETINET, REZEFEATSH
ABLAF— G ZCL BRESHEBA, 1L, SENARARF—TIC ZCL TRERET 535
G, IXNTOEFHROSL —>XFIRAT2ET)LextrinsicPropertiesft L., FZHE, )\
Z—2 (ERRB ), REBEDHWEEEITDIVLEN HYWET, COEHBICKY, TRAICINS
O7ONT 1 ZBINICLAETEET,

XMEBHIC, ORXRIVZZH/O AWS IOV TR, ORIV EEXTE IS OB B ATREEVE
&. extrinsicPropertieslFE 2 E<EEFNTVEEA,

Z’0/)NT 4

Z7ONT A&, BEOTNAABEOREZRLET., BREBIF—ECEORTELTERS N,
F-FREDBRZRARL, EFRENOERZLRLET,

J7ONT A Z2EATRIHERE. ROBNBEICH > TEETWL,

s TAONTABIIREREBFOAXEFEAL, AR—AXRKHHEXFFEAL ZL
« AF—XRFIXVNOH A XHBRAICREDEZOBOTONT 12203

ZONT1OER

BENOZ7ONTAF, NX— RREZRATEITNAAORENDREEZRTELANEERTT,
TFNAADREOREXRZIREEZRLET, ChSO7ONTAOEREBEEZRENLTEI L
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T, AN— M R—LYATLRERERBEA—D—OFNA AN DRAICEBETEDLSICL, >—
LLATHEEAARBIVARDVIVAZREALET,

BEZTONT 1 DBEE, HABEZEWE extrinsicIde T3value, #EEZTONT 1 OF
7> avE#RE, description, retrievable, mutable, reportable& kT T
JextrinsicProperties,

(]

ELS—# JSON AF—VYELOHWZEAL T, COTONTAODTF—RBEEZERTEDLSIC
I 2 EFROBIE,

BEZERIZDEERF, ROFWICRVET,

« IUTABEOEBEEE. type &. maxLength® BEDETDMNDZRA T 17 JSON AF— 4l
HWEFERALET, maximum

- BEBEDFEWE. one0f, allof, ¥ ZFEALETTany0f. AT AR notF—T—RZH
R—RMLTLVEEA

s FEOTO—NILEZRATZSRIBDICIEE. BNBRETEZRV T 7L A$refT Z2FEALET,

« null TEEMEIC DV TIE. nullable BHIZ 7 —IL 75T %ZEEL T OpenAPI R/ 7D AF—NEH
ICRWVWET (truenul F"EBRETHDBEE ) o

Bl
{
"$ref": "/schema-versions/definition/matter.uintl6éel.4",
"nullable": true,
"maximum": 4096
}
S gk

REN KV AJEEN ESH ZHBTED T —I)LE.

REOAZMEOREE., TN AD BEOERRICERSNET., TN AR, BEDREN FHhEL
WAL ESHZRELET, REOZOAEEG, BELR—MNTRERILBEEABEVLED, AT
LATHEBENhTEA,

fBl: true £/l& false
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Mutable
RENEZIAKTRENESH AT DT —ILE,

RENDZEEAKAREMEOREGE., T/NAAD BEDRRICERSNE T, T/NM AR, BEDRE
NEZIAKATARBHIESHPZERELET, REOCOAIERG., WELR—MNTRELBEE BV
O, DATLARATEFENTEA,

fBl: true £/& false
METR
REEICENAAH 2 EEIC RENFNFNARICEK > THEETNZAESHEHBETZ T —)LE,

REOLR—NAREORIEGE, T/NAAD HEDORRICERSNE T, T/NM ARk, BEDRKRE
HBETERLESHZRELXT, REOZORAEEE, WELR-FMTRHRILEHREEhBEVELED, >
ATLAATHHEEhEE A,

fBl: true £/ E false
FTo>az

Tooavik, VITANLARVAETFIICHRS AF—NEBARL—>32TY, RF I3
. FNAAREARL -3 ZRLET,

TOIAVERRIBDEERF, ROFWICRH > T EE L,

« TOAVEIINC-BOTIIACOHEEDD
« AF—XRFIXVNOH A XHBRAICREDEZOBDOT V32 22DB

Toa oER

To2avk, XR=—JRBEZATLTT/NA ABBEER I LTHEHITZ -HDFRENLE I
FETT, chld, FNAATETTEDRENDINY RREFARL -3 zRL, BEBZVD
TARELEGLARYANGXA—RZETITRLOOBELENEEATHIEENET., Ch5
D723, —Y—0EREFNAAARL—232OR/ELE L THEL, TRETEREXA
TOAR—RTFNAABT—ELLEEEHOFSVFEBEZAEICLET,

To2avngEs, HAEXEEF name& THextrinsicld, A7 a2 NESE
(&, description, extrinsicProperties, request®# kT Tdresponse,
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B

SHEI

HBADHFEARE 1536 XF T,
VOTAbB

VOTIANED2a2BAT23a>THY), VIIARNNTXA—EFBVEERERTEET., B
TRE, DATLR OB EFEAIZILETTRAO—RBLTUIIARNEZEFTE X TAction,
chig, BBAOAY/AT7BEOERAET VAV THEAELET,

BMETIa2ICE, BMONFX—ZABETT, EEAE, AXTORGZEANI—I2TT
BUVIVIANIE, EATRZANI—IVJ7ORINICETEINTX—2%, ANJ—LZRBED
TARTLATFNAARIZEBIZINESHICETRINTXA—EHNEENDEEIHYNET,

To2avIOIANDGE, X EEHKWF TIparameters, A7 aNEHR
(&, description, extrinsicId, KT TTJextrinsicProperties,

VOLIANDHA
ALY 3> 35 LRALUEAT, BAKE 2048 XFTY,
L AR A

Y Zx—2 REFEATIE, SendManagedThingCommand APl L TEfEEc =7 o3 UIITARN
C2WT, DIOTARNEFNAAICEEL, ERHHL AR AN REND CEZHEFELET, 7V
AVLARVARE, COLARCADBEZERZLET,

TO2avIOITANDEE, HAEXRIE TIparameters, A7 IV NER
(&, name, description, extrinsicId, extrinsicProperties, errors& &0 T
9 responseCode,

L AR ADFHHA

S ERUFERICHE L description, RARIF 2048 XFTT,

L AR A#

2k ERUERNICHVET, FHBICOVTEER (BE) . UTZSRLTEEL,

c LARADORRDOABHIE, 72U 3> BResponsell ZEMITZDEILEL>TEHENET,

s HINBAZFEATEIESIE. COnameEBXZTEETEEF T, LARAT nameNffBEEh TV
B8, COERRKROBRE)EBLEENET,
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I>—

VDOTIANDREBRIZTIZ—ARELESECL ARV ATRERHAEAZ -BOXY - 0EFH RO
[

H49:

« XV tE—TJHEAR, KOT7A—)LREZEFEDISONATZIIRNELTETENET,
- code: EBFE _(FPUHA—AROAT7)ZEHR. REN 1~64 XFDOXFF
« message: &R DX F5IE

Example L7 — XY £— 04l

"errors": [

{
"code": "AD_001",
"message": "Unable to receive signal from the sensor. Please check connection
with the sensor."

}

Response Code (L AR A0— R)

VDOTIANDODREBEEZRTEHRI— R, FNAAOD—REFE, HTTP Y —N—OL AR ART—&
AO—RaEZFEALTI—RZERL, SATARTOMR—2ZAREICTDEZHEBOLET,

H1%9: 100 ~ 599 0 FEH O EHIE,
VOTARKIERLARANT X =&

NFA=BEU>3VR@, BRHETTAF—XORTOIVFTELTERENET, AF—YR*2
XV RMIIRERFE, EEOBONTA—BZVITIARNNTIA—EZANTERTELRT,

NFX—BZBI_ERATEDORIREBFNHTT, AR—ARTOHOXFRIEATE XA,
NZA=2T714—=)L R

DMHBEZEF extrinsicId& parameter¢dvalue, #7232V NDEEE descriptionB KT
TdextrinsicProperties.,

description & & @ UFRIZHEVdescription, & AR 1024 XF T,
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extrinsicId & & extrinsicProperties—/\—5 1 R

extrinsicId 8KV &, extrinsicld (%8 ) BRT &R UFKextrinsicPropertiesicitWV&
9o FEMAIC DL\ TikextrinsicProperties, AT ZSBL T EE L,

e UOTIAREFERFLARAT extrinsicIdAEBEENTWVWSHE, COERKT7ZI>3aV LA
ITREEhBZELIVEBEENET, VAT AN extrinsicId&RAICV IV ITARNL AR A
LRIIWEFERTIHLENHNET, BOASKVWEERITIIaVILRILEFERALTLSEETY,
extrinsiclId

« UOTARNELIEL AR AT extrinsicProperties#iEEThTWVWBEE, Chsn7O/N
TARTOIAVIRILTREEhD vaBLRWEBEENET, SATLRT Va2V ILARILE
8§ LextrinsicProperties, U I AN LARVALARILTRHEENDF—EEORTZE
EMABDUENHV) ET extrinsicProperties

Example extrinsicld & & T extrinsicProperties 7—/\—5 14 R 0 4l

{
"name": "ToggleWithEffect",
"extrinsicId": "0x0001",
"extrinsicProperties": {
"apiMaturity": "provisional",
"introducedIn": "1.2"
.
"request": {
"extrinsicProperties": {
"apiMaturity": "stable",
"manufacturerCode": "XYZ"
},
"parameters": {
}
},
"response": {
"extrinsicProperties": {
"noDefaultImplementation": true
},
"parameters": {
{
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}

LREROHTR, FOa2VVIIANDBMEERIRDELS LK) KT,

# effective request

"name": "ToggleWithEffect",

"extrinsicId": "@0x0001",

"extrinsicProperties": {
"apiMaturity": "stable",
"introducedIn": "1.2"
"manufacturerCode": "XYZ"

b

"parameters": {

}

# effective response

"name": "ToggleWithEffectResponse",

"extrinsicId": "0x0001",

"extrinsicProperties": {
"apiMaturity": "provisional",
"introducedIn": "1.2"
"noDefaultImplementation": true

b

"parameters": {

}

HAERAKRT VA

FTXTOHEET, ¥—TJ— K ReadState& ZBALTHARARLT VI IV ERITTESE
JUpdateState, cN5 220702 arF—J)—REF, F—REFITERE hizgEo7ON

TAICHERLET,

ReadState

REZTONT 1 DEZEFRAEDmanagedThing AN RZE ICEFLFET, TN ADREREEH

WICEH T2 HEReadStateE LT ZFEAHALE T,

UpdateState

—EO7ONT 1 ZEFHIBZINY REEEFELET,

HEERDAF—X
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TNAAREOEPZBHITDEE, ATOFUFTRIUEET,

1. FNAAG—EHEFT7ZA42THY, ARRN2HALTVEREATL L,
2. FNAAR7OEDaZ2TEhiz@EL )T, I T RICKEREFr RS TVEEA,

3. 7N AORES 7)1 AORBOREERML TLE LA,

ReadState @ 45l

SendManagedThingCommand APl ZFAL T, SA RN AVEERFATIBE>TVWBRHESHZRE

L ET,

{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{

"id": "aws.OnOff",
"name": "On/0ff",

"version": "1",
"actions": [
{
"name": "ReadState",

"parameters": {
"propertiesToRead": [ "OnOff" ]

matter.OnOff BBED T XN TORETO/NT 1 Z5cAHY) £,

{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [

HEERDAF—X
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L "*" ]

// Use the wildcard operator to read ALL state properties for a

{
"id": "aws.OnOff",
"name": "On/0ff",
"version": "1",
"actions": [
{
"name": "ReadState",
"parameters": {
"propertiesToRead":
capability
}
}
]
}

UpdateState @i

SendManagedThingCommand APl ZEAL TOnTime AN ZZELF T,

"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff",
"name": "On/O0ff",
"version": "1",
"actions": [
{
"name": "UpdateState",
"parameters": {
"OnTime": 5

HEERDAF—X
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]
}

AR
ARKNE, FNA ALK D TEEETNDAF—NEEOEARIFILTT,
LTOHKICHRE D> TAR N EZREELET,

e ARVRNEIIC—EBEODARINDAZZEEDD
« AF =T RFIXPNOH A XFHRHICWNEZDEZOHDODAAR RN ZEDD

IEZ—Y REEAVATADAIRY K

ARNOER

ARRNE, FNAAFERZORABAANDZEEIC DV TERIICEB T2 LEHOEENNESNIEFZET
T, chlE, FNAADIVTIRIZIEELT, FNAATEESNE, FEETORETHREE 1
MAAICETIBEREREIDIETIINAESNIEARINERLET, chSDARYNEETFILES

TWa S, 8FHEEIDMNO-LT7O0-TETNSZHEALT, BEDARYNEZTDARYNAT
RHSNDFBIHBTERT,

AR NDBE, HEEZEWE name& THextrinsicld, A7 3 NEX
l&. description, extrinsicProperties, & T T request,

L)
FEK, Ty THRHATHTVWBOERLUERIZHE Ldescription, AR 512 XFTY,
JOTAN

request 923 @ A72a>THY) ., VITARNTA—ZNFBVBEEERTEET, B
5L, DATLARARNOBEIZFERATAIETTRAO—RBELTARI NIV IDITANZEET
BTFNAARZEYR—MLET, ChiF, ROTTOEIH—EER, EFLE—BRIELRETS—AT
TPoO—ALNFZ1—RNEATVRIBREQDREHMBZANRNTHERHENAET,

BMETIa2ICE, BMONFXA—ZABETT, LEAE, IXTORGEANI—I2TT
BPUVIVIANIE, FATRZANI—IVJ7ORINICETEINTX—2%, ANJ—LEZRBED
TFARATLATFNAARICEBTRINESHICETRINTA—EHNFEENDIEENHVET,

ARVRNIVOIANDIBE, HBEEE THparameters, A7V IAVNEEEFH VY EB A,
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L AR A

ARV NLARY ABBEYR— R EhTLER A,
RATEEBDAFT—X

UFOEI2 32T, BERCEAENBAF—TI DV THLBBALET,
$id

Sid ERBAF—YEREZRBILET, ROBELASBEFHIET.

« URI /schema-versions/ 7L 74 Y O ATHDS

« definition AF—XZRATZEHS

« URINARYXFELTATZ YL (/) 2FEATS

« 72UXVRNEEVUARTEY>TAF—NXIDZEDS (.)

s @XFEFALTAF—NIDEN—23a>ZEXYS

s EUAR () ZEALTIN=232T7FT X NZERBL, EAN—N—232TEDD

AF—Y D, 3~12XFZDOIN—KFBHZEETHEY ., TORICAT>I O EREEERTH
P DLENHVY)ET,

TLN=—N=23 2R, XZ¥—N—=23> (&KR3IM), XAF—N—23>2 (BRKRK3IN). F
7’2a>v®OPATCHN=2 3> (RRKA4M) NAFEFIhET,

(@ Note
FHE A B HIZEBaws X matter

Example$id @ 4l

/schema-version/capability/aws.Recordinge@l.®

Sref

$ref BEREE, SATLANDEEOHRERZSRLE T, chid, $IdERCFHUHNICRVET,
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® Note
BATERFTILIFHEERE., Sref 77 ML THEESNLETEETDIZEN HYET,

Example$ref o 4

/schema-version/definition/aws.capability@l.®

B8]
name BEFE, AF—YRFIXNHNOIVTATA1RBERINFEYTT, Z<DFE. BEHNS
EFNTHY., ROIL—=IICHESBENHVYET,

« WHZF, EUFR(). RAZY22 (). NMMTV (-)y AR—ADHZEZT
- XNFTHDHS
« K192 XF

ZBIEX(E, Amazon Web Services AV =IO Ul E RFIXNTHEAETIhET,

Example 3 & O i

Door Lock

On/0ff

Wi-Fi Network Management

PM2.5 Concentration Measurement
RTCSessionController

Energy EVSE

title

title EEE, AF—YRFIAIXVRNTRENDI VT ATAORERXFEYNTT, FEOXNFEEDHD
CENTE, RFAXNTERAETLET,

Example X 1 ~ )L @4l

Real-time Communication (RTC) Session Controller
Energy EVSE Capability
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description

description BRI, AF—XRFIXVRNTRENDIOT AT 1 OFBLHAZREMELET,
EEONFEEDDCENTE, RFAIXVNTHEATIET,

Example&it 88 o 51

Electric Vehicle Supply Equipment (EVSE) is equipment used to charge an Electric
Vehicle (EV) or Plug-In Hybrid Electric Vehicle.

This capability provides an interface to the functionality of Electric
Vehicle Supply Equipment (EVSE) management.

extrinsicld

extrinsicId E&IF. Amazon Web Services 1oT ¥ AT LN TER

ENBHEBAFERLET, Matter #EENIBES., I FFANIBL

T . fieldId. . clusterIdattributeIdcommandIdeventId, £hF ICIXvETEhZE
9,

k. XFILEhiz 10 EREH (1~10 #7) TR XFILE N 16 ERER (Ox £LE X TL
JAYORX, 1~8H®D 16 EEH) OV FhhextrinsicIdTT,

(@ Note

AWSA > A — ID (VID) I& 0x1577 T, Matter DFEE 0 TFo AT AR, hAZRLAAF—
INCNhSDOFHEHR VIDs ZHEEICEALBEVLSICLET,

Example extrinsiclds @5l

0018
0x001A
0x15771002

extrinsicProperties

extrinsicProperties ERICIE, AW ATATERENTVSR N, F—XEFIATHEFE
NTVWBR—EOTONTAHNEETNTVET, Matter EENDIF S, ZCL VT AE—, B, OX>
R, FLEEARNADERETETFLEEFIIMMENATVBVERFLEIFHFINICEFTIIILENEERIC
IvEVITENET,

RATEBDAF—X 38



DX ZR—2 RiEE AWS loT Device Management FROYN—=HA R

ABTONT &, ROBWICHS BEN B ET,

s T7ONTABRIERFZT, AR—AXEBRNFZIEATEETLA
s 7ONTAEEFEZD JSON AF—TEICTDENTEET
- ZERXK20EOZO/NT 4

AT AL, extrinsicProperties, . . & &cliFunctionName, & ¥E &4 access
apiMaturity cliZHR—KLTVET, chso7ONT ALk, F—REFILEBRAD
AWS (ELBFZOED)ACLFBZICBEVYET,

(® Note

AEZ7ONT 1 &, BBED action, event, property, 88X struct7 1 —JL REHE
THR—RENTVEIRTHN, BEERXP IV TAX—BBTREYR—RNEhTOVER A,

AT LAY R—NOAZLTONT 1
AT AR, ZCL EDE N ZE#extrinsicPropertiesFIl, U TOEFIILEhTVWAL, £
FHTHICETIMENLEIZAZ—, BE. ANV R, EFLEFAXRNERZERLET,

access

BT OEARATZI VNI, LATHAEEATVET,
« op-fE read, . writeF Xl enumZ#ED ELTEFIbLENEARL—2 32 invoke

- privilege-. view, proxy_view, operate, manageE/zlF OffenumZH D ELTEF
JLLE N4 administer

- role - EEFO—- /) Z2&XRITEHROXF
apiMaturity

BRBAELARINZRITEFROTL—>2XFH, chid, . stable, . internalFxkliE @
fBenum%Z#ED &L T ZCL provisional TEFIIbLEnE T, deprecated

side
. either. server& LY OEZRFOFHEHE L TEFINI client
J=)IL7ONT 4

UTo70NT17T—-IL7597TT,
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» isFabricScoped

+ isFabricSensitive

* mustUseAtomicWrite

* mustUseTimedInvoke
XFH7ONT 4

ROZ7ONT 11&, BHROXFIELTRENET,

+ cli

* cliFunctionName

* functionName

* group

* introducedIn

* manufacturerCode

* noDefaultImplementation

» presentIf

* priority

« removedIn

* reportableChange

* reportMinInterval

* reportMaxInterval

 restriction

* storage

THRICEHTZIERESH

ZCL ZE#MIFE. extrinsicPropertieslFREBEFICNY TICREENE T, REHZFERITHH
ABLAF—XIE ZCLERZZTFEHA, EEL, SBHAARLAF—NICZCLEREZREK TS5
Gk, IXNTOEFRNDTL—XFEHRA T ZEF ) extrinsicPropertiesib L, FJzH, /)N
A= (ERRE ), REBEDHNEEZTHDHLENf HYVET, COERICKY), B|HBICNS
O7ONT 1 ZBYICREBTEERT,

MEHIC, ASORIRXAWS ANOEROFE, ARV EEATREINSOFMREHSATREVE
&, extrinsicPropertiesldkFE»E<EFEFNFEL A,
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BWREAT—YRFIXNTOEEROBEECHEA

AF—XADINTNERRG, BERICHBRENET, ChsORERE, 7UITATHESR
(7—LE, XF3|, BELE) FLEEENZEBEER (BEL. 7UVITA7HERS) SBES L
BER)OVITIhATT,

NABLAF—XEERTDHE. 7TVITATERERUNEHEATEROWAEZEATELT,

EPAN
s JUSF17HOES
- 7—I)L{E
- BRRATOHR—K
- XF5
* Null
- B3l
s 7T OB
- ZHERHEOES
* matter 247
- aws R4 7
« EYNIYYVTRATESE
- JIXBOESR

TVIZF47HOES

TVEITATHERR, NX—D RFEETEZRENLEIXNTOEERNDERERZTT, DAZLHE
REZSCINXNTOBAZEBAERG., SrefF—TJ—REXLE typeF—TJ—REZFEALTTIITA
THERICEBRAENET,

ITRXTODTVEF 14 7HE nullableF—D—REFAL T null ICTE, typeF¥F—"—REFAHL
TIRTCODTVEIF4TRAEBRTEET,

7 —IL{E
T=ILBEF 7)) NMEZEHR—NLET,
HOTIES :
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{
"type" : "boolean",
"default" : "false",
"nullable" : true

}

BRRATOYR—K

BHBGEUATZYR—KNLET,

« defaultfg
+ maximumfg
« minimumf&
+ exclusiveMaximumfB
« exclusiveMinimumf{&

« multipleOf{&

X FRANRDETHZBE, ROFXENFBLEATVWIRENHY KT,

e X 2minimum
e Xx>exclusiveMinimum

e x <exclusiveMaximum

(® Note
PHEFEOORERFBHRERBENTIY, FHPIRR/RBREBERTEIET,

1.0 // Schema-Compliant
3.1415926 // NOT Schema-Compliant

minimum & OMA., exclusiveMinimumE (& maximumeé OEAEEIBETEEXT
AexclusiveMaximum, WA ZREKFICEATHI_LEHEOLEL A,

HOTIES
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{
"type" : "integer",
"default" : 2,
"nullable" : true,
"maximum" : 10,
"minimum" : O,
"multipleOf": 2
}
REER .
{
"type" : "integer",
"default" : 2,
"nullable" : true,
"exclusiveMaximum" : 11,
"exclusiveMinimum" : -1,
"multipleOf": 2
}
BF

BEPFHIR/BE, FEORERICHERZFEALET.
BEXATEUTZYR-—NLET,

« defaultfE
« maximumf@
« minimumf&
+ exclusiveMaximumfB

« exclusiveMinimum{g&
« multipleOf B, EHO FEBH PRI TDENTEXT,

X FRAENRDETHZBE. AORENFBLEATVWIBENHYET,

e X 2minimum
e X >exclusiveMinimum

e x <exclusiveMaximum

BRAT—XRFIXNTOREROEREEA
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minimum & OMA. exclusiveMinimumE (& maximumeé OEEEIBEETEEXT
HMexclusiveMaximum, WA ZREFICEATHILEHEOLELBA,

HOTIES
"type" : "number",

"default" : 0.4,
"nullable" : true,

"maximum" : 10.2,
"minimum" : 0.2,
"multipleOf": 0.2
}
REER :
{
"type" : "number",
"default" : 0.4,
"nullable" : true,
"exclusiveMaximum" : 10.2,
"exclusiveMinimum" : 0.2,
"multipleOf": 0.2
}
X F 5

XFHINRATRUTEZHYR—NLET,

 defaultf#
- maxLength 8 &K minLengthfEZ L REHW (BUNAOBETHIHENf HET)
- pattern ERXEDE

ERRFAZERTDE, INNFIAOEENBFHE—BITIEHE. XFIEEMNTT, LEAEE.
ERRBIE, XFH Tpy HFHTEL, Tapples BED p ZECEZEONFEFpIi—HLET, A
CTBHIC, FICEENSBVERY, ERAXRBEZ A .. .$(BE ) THOCEZHEHOLET,

HOTIES :
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Iltypell : "String",
"default" : "defaultString",
"nullable" : true,

"maxLength": 10,
"minLength": 1,
"pattern" : "A([0-9a-fA-F]{2})+$"

Null
Nul 2E 1 DDENOHEZITANET, null
HYOTILESR !

{ "type": "null" }

B 3
BHIRATREUTZYR—KRLET,

e default —F7F)MEELTHERAETNhDUAR,
« items — IXTOEINZZRICEHAET NS JSON B EX,
s REOHW (BUAOBEBTHZIHLENHYET)

* minItems
* maxItems
« pattern EHRKXRNDE

e uniqueltems —EINNEZZ —ZBILTIHLEN HINESHERT T —ILE

« prefixItems —BEBF RFIX NOEIIDZA 2 TY VALHBITDAF—NTHIE

o, 2FY), RHOERNANBIOKVDERZR

RERIATIEINEETT,

HOTIES :

Iltypell: "aIIay",
Ildefaultll: [Illll’ I|2II]’
"items" : {

"type": "string",

"pattern": "A([a-zA-Z0-9_ -/]1+)$"

L. 2BEOEEFALEIO 2 BEOE
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},
"minItems" : 1,
"maxItems": 4,
"uniqueltems" : true,
}
B StRALDBI
//Examples:
ceae, "2", "3", "4"] // Schema-Compliant
[] // NOT Schema-Compliant: minItems=1
["ar, "1"] // NOT Schema-Compliant: uniqueltems=true
["{"] // NOT Schema-Compliant: Does not match the RegEx pattern.

E7\EIZERL ERBER

{
"type": "array",
"prefixItems": [
{ "type": "number" },
{ "type": "string" },
{ "enum": ["Street", "Avenue", "Boulevard"] },
{ "enum": ["Nw", "NE", "SwW", "SE"] }
]
}
//Examples:
[1600, "Pennsylvania", "Avenue", "NW"] // Schema-Compliant

// And, by default, it's also okay to add additional items to end:
[1600, "Pennsylvania", "Avenue", "NW", "Washington"] // Schema-Compliant

F7TON
FATSIIORNRATRUTEYR—RLTVET,

« 77ONT 1 O#EIK

- properties —properties¥—TJ—REZFEAL T, A7V MO7ONT 1 (F—EED
RT7)EEEZELET, OfER 7T MpropertiesT, EF—RF7ONT 1 ORI, SER
FTO7AONT 1 ORIEICFEAET D AF—NTT, properties F—TJ—REOZ7ONT 1 H
DVTNIZE—HBLBVTONTAE, COF—T—RICK>TEBFEENET,
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« required —F 7 # )L N Tk, properties¥—T—RTEZRENETONT A EHXEH V)
FHA, EEL, required®¥—7—RZFALTHXELZTONT A OUARNZEETESE
¥, required ¥F—TJ—R@F, O AR LOXFIOEINERET, chSOXNFIFETNEH
—ETHIMVENHYVET,

 propertyNames — cDF—TJ—RICKVY, 7ONT1ED Regex NZ—2 ZHBTEET,
REAR, A7 2T 0RMOIRTOTONTAIC, BEORAUICHK > TEIEM T &K S (ZaH
TEET,

« patternProperties —EBRERXRBZAF—XICIYYECILET, 7ONT 1 BN EEES
ERRBE—HBIZDEHEE. 7AONTAEREHIETEIAF—TICH L TRIETIHENF BV ET,
FEAE, ZFEALT,. BEOBEOTONTABEEEL T, ENrEENDAF—TE—HT
b & SlpatternPropertiesiEELE T,

- additionalProperties — COF—TJ— R, EMO7ONT 1 OREBHFEZFIEL T,
EBmo7ONT4k, ZONTAF—J—RICBEINAVA RS ATV EVWZONT1, £EE&E
DERKBOWVTIhHAIC—BTSH7O/NT 1 TIpatternPropertiess 74 NTR, B
MOZ7AONTAAFATENET, COT71—)LRZ ICFRET B false, BMOZTONT 1 &
FaEshErtA,

- unevaluatedProperties — cOF—TJ—RiF, Y7 RAF—XTCETEhL7ONT 1 2R
#MTE& B RadditionalPropertiesZBRVT, ICPTVET, . AF—YOLRERIZEE
ICREEEhE7ONT1 2 REL, ThsZ7ONTAOFAEShEVANELTHERATSC
& TunevaluatedProperties#gEL£d, ChiZkY, FRENETTONT 1 ZEMT S %
E, RVEMBREEZRTTEET, HFMALCODVTE, UToflzsBLTSEE L,

« any0f — COF—T—ROERFRZTHEVERITHILEN N HVET, BIOZFEBE. BWE
JSON AF—X THIUBENHYVET, 1 VARXVARF, COF—J—ROETEZRENLEDEL
EE1DDAF—NIIHMUTERICKRIENTZIGEES, COF—DJ—RIMULTEEICKRIEEQE
E

« one0f — CDF—T—ROERZTHEVEITHZDHBENf HVET, BEIOZFEBRE. BWE
JSON AFXF—NTHIDPVENfHVET, 1 VAZVAER, COF—D—ROETERENEZ1D
NDAF—VNICHUTERICKRIAENEBE, COF—J—RICHULTEEICKRIAEIAET,

HEDH

{
"type": "object",
"required": ["test"]

}
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// Schema Compliant

{
"test": 4

[}

// NOT Schema Compliant
{3

PropertyNames M4 :

{
"type": "object",
"propertyNames": {
"pattern": "A[A-Za-z_][A-Za-z0-9_]1*3%$"
}
}
// Schema Compliant
{
"_a_valid_property_name_001": "value"
}
// NOT Schema Compliant
{
"@01 invalid": "value"
}

PatternProperties M4 :

{
"type": "object",
"patternProperties": {
"AS_": { "type": "string" },
"AT_": { "type": "integer" }
}
}

// Schema Compliant
{ "S_25": "This is a string" }
{ "I_0": 42 }

// NOT Schema Compliant
{ "S_0": 42 } // Value must be a string

BRAT—XRFIXNTOREROEREEA
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{ "I_42": "This is a string" } // Value must be an integer

AdditionalProperties M4 :

{
"type": "object",
"properties": {
"test": {
"type": "string"
}
},
"additionalProperties": false
}
// Schema Compliant
{
"test": "value"
}
OR
{}
// NOT Schema Compliant
{
"notAllowed": false
}

UnevaluatedProperties M :

"type": "object",
"properties": {
"standard_field": { "type": "string" }
1,
"patternProperties": {
"r@": { "type": "integer" } // Allows properties starting with '@’
I

"unevaluatedProperties": false // No other properties allowed

// Schema Compliant
{

"standard_field": "some value",
"@id": 123,
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"@timestamp": 1678886400
}
// This passes because "standard_field" is evaluated by properties,
// "@id" and "etimestamp" are evaluated by patternProperties,
// and no other properties remain unevaluated.

// NOT Schema Compliant
{
"standard_field": "some value",
"another_field": "unallowed"
}
// This fails because "another_field" is unevaluated and doesn't match
// the @ pattern, leading to a violation of unevaluatedProperties: false

AnyOf O :
{
"anyOf": [
{ "type": "string", "maxLength": 5 3},
{ "type": "number", "minimum": @ }
]
}
// Schema Compliant
"short"
12

// NOT Schema Compliant
"too long"
-5

OneOf O P :

"oneOf": [
{ "type": "number", "multipleOf": 5 },
{ "type": "number", "multipleOf": 3 }

// Schema Compliant
10
9

BRAT—XRFIXNTOREROEREEA
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// NOT Schema compliant
2 // Not a multiple of either 5 or 3
15 // Multiple of both 5 and 3 is rejected.

ANEEEOESR

BZREEBEEREG, TUSTATHASBEINEETT, chsORATF.
namespace.typename. X Zx—2 RIEEN aws BEL U matterBRIZEDO T ICEFERE AR
A7 ZRBHITIERICHRSBEN BYVET, FHREH awsB R BRIZRUADOHARLRA T
. EEOmatterBAIZEAZEATEET,

FHATRESBINZEEEOEREZRDIT3ICIE, Type7 1 )LX—% IZEREL T ListSchemaVersions
APl ZEA L £ddefinition,

matter %14 7/

714 B2—%& ([CE&EmatterL, Namespace” 1 J)LX—% Type |[CE&XEL T, ListSchemaVersions
APl ZEAL TmatterBAIZETTF—XBZHRERL £ definition.

aws XA 7’

71 ) EZ—%& [C8&EawsL. Namespace” 1 )L Z—% Type ICFXE L T ListSchemaVersions AP| &
FAL Taws, BRIZEBATT— 2B ZHREL £Fdefinition,

EYRNIYYTRATESR
EYRIYFTICRG 2 20BE7ONTAHFHYNET,

c type F AT IVRTHIBENFHYVET

- properties &, FEY NRERZECATDIINTHZIVLENf SV ET, FEY NK, 77ON
F A extrinsicIdé ZEF2FA 7T U N Tdvalue, HEY NOERE., F/MEN 0, FKED 1
UEOBERTHADEN HYET,

HOTIEY NIV TESE :

"title" : "Sample Bitmap Type",
"description" : "Type definition for SampleBitmap.",
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"$ref" : "/schema-versions/definition/aws.bitmapel.@ ",
"type" : "object",
"additionalProperties" : false,
"properties" : {
"Bitl" : {
"extrinsicId" : "0x0000",
"value" : {
"type" : "integer",
"maximum" : 1,
"minimum" : 0
}
.
"Bit2" : {
"extrinsicId" : "0x0001",
"value" : {
"type" : "integer",
"maximum" : 1,
"minimum" : 0
}
}
}
}
// Schema Compliant
{
"Bitl1": 1,
"Bitl": 0
}
// NOT Schema Compliant
{
"Bitl": -1,
"Bitl": 0
}
HIEBDER

FEBRICE3I207ONTAHABETT,

s type E AT IORNTHZIHVENHYET
e enum ik, PHBLSEE1DODNDEEZE D —EDOXFIOEITHIMBEN HYET

+ extrinsicIdMap &, FIBETH27ONTA ZHEODATZIIVRTT, F7ONT 1 DfER.
FIREICHES T DIHETBEFTHILENHY)ET,
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SlREROH

{
"title" : "SampleEnum Type",
"description" : "Type definition for SampleEnum.",
"$ref" : "/schema-versions/definition/aws.enum@l.@",
"type" : "string",
"enum" : [
"EnumValue@",
"EnumValuel",
"EnumValue2"
1,
"extrinsicIdMap" : {
"EnumValue@" : "Q",
"EnumValuel" : "1",
"EnumValue2" : "2"
}
}
// Schema Compliant
"EnumValue@"
"EnumValuel"
"EnumValue2"

// NOT Schema Compliant
"NotAnEnumValue"
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loT */NA AOAY 2 REAR N ZEETD

TFNAAAR > REFEATRE, YEFNAAZVE—NTEELT, EELZtEFa2UT1, V7
RIJIT7,. N\—ROUIT7OEHFORTICMAT, FNAAZZLICHBTEERT, ZBOT/NAAT
&, FNA AN AN RZERTITRRAIT 2B ET, FNAADREKL KR EZERTELT,
TFINAAOAIX Y RELERFBBHEHICKY ., FNAARBOZEN NI FH—h, HILLFNALZAANX
YENERENE T, COTFNAARARY N, DARN—EBOREFLEICBREEE N EHNZ N
DA—LET,

=R
« Device N> R
o FNAARANR N

Device Y > R

ARV RUOGIARME, FNAALEEENDINRTY, ANV RUIOIARNCE, EXkzA
CT2BEDTIIIVEEETIRAO—RFEENATVET, FNA ANV RZEFETSIC
l&. SendManagedThingCommand APl "N Z—2 RIEGICL>TIY RI—H—(ZRD > THY
HEh, AN RUIDIARNFFNARIZEFBENET,

AN L AR ASendManagedThingCommandlk traceIldTdH '), chZzfEAL Ttraceld. AlgE
BRYIN RBEESLUVEETSIINRLARI AD—0 70— Z2EBHTEET,

SendManagedThingCommand APl AR L —2 3 > OFMICOVT
l&. SendManagedThingCommand, 2B L T &V,

UpdateState ® 70> 3>

TARFAVICBDZEFEBEDT/NA ADREZEFHRITSIC1E. SendManagedThingCommand
APl ZHU*H 9 &£ EIZ UpdateState7 V> a2 EFEALET., TEFHITDTF—XEFILS
ONT 4 EFHLWEZIEEL £ parameters, XDOHlE, BIKOnTimed % ICEFH TS
SendManagedThingCommand API U TARNZRLTVWETS5,

{
"Endpoints": [
{
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"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff",
"name": "On/0ff",
"version": "1",
"actions": [
{
"name": "UpdateState",
"parameters": {
"OnTime": 5

ReadState 70> 3>

IRTCOTF—REFL7T7ONT A OBREOEZECT/NA AORHOREZEET S ICIE,
SendManagedThingCommand APl ZF 0 9 & £ (Z ReadState7 V> a2 FRALET., T
[dpropertiesToRead, XRDA T IV ZEFEHTEEXT,

c BROF—REFATONT A EEL T, BEF AU AT T HONOFFEHIITBBE, THF
DEERELET.

« DAL RA—REEF (*) ZEAL T, BEOINTOT/NARARETONT 1 ZFAE) T,

LT oHllE, ReadState7 V> a3 %ZEAL iz SendManagedThingCommand APl U 2 T AN MO
FOFIAZRLTVET,

{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{

"id": "aws.OnOff",
"name": "On/O0ff",
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"version": "1",
"actions": [
{
"name": "ReadState",
"parameters": {
"propertiesToRead": [ "OnOff" ]

{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "aws.OnOff",
"name": "On/0ff",
"version": "1",
"actions": [
{
"name": "ReadState",
"parameters": {
"propertiesToRead": [ "*" ]

TINAARAANRD

TFNARAARY NI, FNAAOBREOREIEENE T, chld, TNAANREBZEEL &£
B, REFZEEEIATVEVEETEZTOREZHREL TVWBCLEZERLET, il F—&
EFINTERENLETOANTALR—RNEARVYRABENET, ARXVNIRE, XA TN
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ZTTLED, —FARY M IV RI—HY—IILOTRECNL-BFERECEL ATRELNHY E
ER

TINAAARY NBAH

IVRI—Y—RG. BEOFNAAANRNOEHFRAICERTEIREDHARI—EEOEFLICYH
TAIOZATTCEET, NAIN—EBOEEFLEEERTSICIE. CreateDestination API &£ FF
CHLET. FNARARY M TFNARICR 2 TEEBHEBICBEET D E, DARIN—BEOZEE
ENFFETRIESICBHETIET,
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NEZ—D RFEEVY—ADRTNG

Y —AQEBEBBIZRIUDRSIC, AT723VTIhsOEIY—AICHBOXRTF—2237
ERXTEETRIENTEET, COEIV>IADTR, RIEETOERFECODVWTHALET,

RN—9v 9%

RIZFRALT, SETXEFHE (BN, FEE. REBZE) TNR—J RBEESVYV—AZDETE
£F9, ALEROVY—AFZVBEICKRIEET, WY TEZTICETVTUY —AZFT@ER<HE
BITEEXT, ZTRTNTFN, 1 DOF—EATAaVNETEREh, 58551 —HNE&HL
£9, FEAE, FNARERATHIZEBHLRITLKTREDIC, T/ DERATICHLT—EDRT
EERTEEXT, VW—ANEBEECEND _—AEZEHhET—EDRIF—%ERTRL2HHOHL
£F9, " EMOHZDERTF—tY N EFERATHET, UY—AOEEBNBRICKYET,

EMEFERALERYCEIVT, UY—RERRS LT LX—0BTEET, £/, TIAM
RUS—TORIOER THALTWBESIC, ZTEFEALTYY—AANOT I AEHET
cLETEET,

FELPFTVRSIC, AWSREIXY NIV —IIDORTIT1RE, RTZERBLVEETDIC
OO—TtENFEEZRHMLET, FHICOVTR., "YRIXRIOAVY-IIOERAS O "X
JIT7T4120FEAAWS, Z22RL TS EE W,

AWSCLI £« XZ—D RIREAPI ZFAL TRV ZRETRDEETEET, ROOANV RO
Tags7 41— RZEFEAL T, RTEERTIELEIL, XX—2RE/, O3 Z>J7077
1)L, FREMEFHRO Y H—. over-the-air (OTA) RAV IR T ZEERTHDENTEXT,

» CreateManagedThing

» CreateProvisioningProfile

» CreateCredentialLocker

* CreateOtaTask

» CreateAccountAssociation

LTOORY RZFEAL T, RINIHAYR-—BRENRTLVWIERFOV Y -ALCHL TR ZEN,. &
B, FLERHBRTERT,

« TagResource
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 ListTagsForResource

« UntagResource

BIOF—EERRETE, FTRVY—ANSVOTELHIRTEERT, ZTDEZZOXFIIICE
ETBDERTERIN, RTDEZ null ICERETD LB TEREA BENVY-AIKDOWVWT
BEORTERUF—ZHEOIRTZ2EMLLBE, TWMERH LU WMEICE > THA-N—F4 REh&
¥ VY—RZHIKRIDE, VY—ALCHERTSNTVRINTORTEHIBRENET,

2T OFIH & HIR
RTCEUTOLS BEAHBRN &) ET.

c DY—=ABHEVDRTOEKRE: 50

« F—OHRAE: 127 XF UnicodeUTF-8)

- EOHKAE: 255 XF (Unicode) (UTF-8)

« BTDF—EERAXFENXENKBENET,

c RTDBBELIFEIIC Taws: s ZL7 1Y VAREALBEVTLSEEY, AWS FEADLEHICF
HWEhTVET, COTLTAYIANEEFNDRIDBHFELEEFEFRBEELEHIBRTEERE
ho COTLTAVIREE DRI, VIY—RABLEVORTBOFHRICEATRENER A,

s BBOY—EABSITVY—ABTRIFGTAF—TEFERTZEES. O —EATEHFAE
NBNFICHBABAE D CENHDEHFESLEEY, FATESDXFIF. UTF-8 TKRIRT
EANF, AR—RA, BRUTBFE, BHRXF+, -, =, .. .. . L. @ T,

IAM RS> —TOXRTDOEH

NEZ—TRFEEAPI 7O ICERATEIAMAKR) S —T, ZIR—AODVY—=ZALRILOT O+
AFAZBERATEEXRT, chilkY), I—HF—HFEDVY—-R=ZER, TE, FLEFERATED D
ZHELXI<KEYNET, IAMARU—OUTOZRHIATHFAMNDF—EELE EEIZ Condition
EX (Condition 7OV VL EREND) ZHEAHAL T, VY—RADRJICETVWTI—H—TItA
(7O tAFR) 2HHTEEXRT,

s FEDRIZHFODVY—RAIZHLTA—H—T o> a2 aHFIdExEEETTSIC
(&. aws:ResourceTag/tag-key: tag-value ZEALET,

s RINHFAENATVWBVY —AZERETLRIEETS API UV ITANZERT 55
B, BEORINERENTVS (FEEFE, FRAEATVEY) ZEZERTBIC
(&, aws:RequestTag/tag-key: tag-value ZEALET,
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https://docs.aws.amazon.com//iot-mi/latest/APIReference/API_ListTagsForResource
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s BTNHAENTVBRI VY —RZEREERBREETD APIUITIANEERTRDHEIC. BED
—EQRITNFEAETNTVND FEk, FHENTVEVCEZERTSICE. aws: TagKeys:
[tag-key, ...] ZFEALFT,

@ Note

IAMARD S —OFRBEAVTHFARF—LER, RTFHFTED VY —RAOHBFHBENT
X—=BTHBINZ— RFETIIAVICOXBERAENET, HlZIE. GetCustomEndpoint
NDEAR, COUIVIARNTRERISHRAERVY —A (XX REEE/, 7O
VO7O774), BEABHRO Y h—. overthe-airFAY) FSBEe iV, £H#I
THEFANF—ELEIZETVTHTFELFERERE A, RTFTARELEYZ—2 REED
V—RETNSAYR—NTRIREF—OFMIOVTIE., " O AWS loT X Z—2 RS
BeET7 o3, DY—RA, BRVEHF— AWS IoT Device Managementy 228 L T
<fEEEV,

2T OEROFEMIC DLW TIE, [AWS Identity and Access Management User Guide](1—H—H 4 R)
M [Controlling Access Using Tagsl(Z 7 2EAL 7 VL AQOHE) ZSRL T EEV, TOHA KR
D[IAM JSON Policy Reference](IAMJSON 7R > —1 77 L RA) o< a>Izik, IAM T JSON
RUD—OER, B, SRCTHEO>D Y VOFMSEN. B, SRLPFIBHEATVET,

ROR) S —HITlE, CreateManagedThingZ 923 VIC2 20X IR—ADOFIREZBEAL F
To cORDVI—ICK2>THIRBEATVS IAM 1—H—

Fenv=prod) EWSRTAFWVWERZR—D REE/ZEKITZCRTERRBA BITR., 117

ZZBRL T EE W aws:RequestTag/env" : "prod").
s BBIEDZY Tenv=prod) ZHIONR— RE/ZEEXLRTIERARATRIIERFTEEXREA (HIT
k. ") 7Z22BL <&\ aws:ResourceTag/env" : "prod").
JSON
{

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "iotmanagedintegrations:CreateManagedThing",
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https://docs.aws.amazon.com//iot-mi/latest/APIReference/API_GetCustomEndpoint
https://docs.aws.amazon.com//service-authorization/latest/reference/list_awsiotmanagedintegrationsfeatureofiotdevicemanagement.html
https://docs.aws.amazon.com//service-authorization/latest/reference/list_awsiotmanagedintegrationsfeatureofiotdevicemanagement.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
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"Resource": "arn:aws:iotmanagedintegrations:us-east-1:123456789012:managed-
thing/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/env": "prod"

}
}I
{

"Effect": "Deny",

"Action": [
"iotmanagedintegrations:CreateManagedThing",
"iotmanagedintegrations:DeleteManagedThing",
"iotmanagedintegrations:GetManagedThing",
"iotmanagedintegrations:UpdateManagedThing"

]I

"Resource": "arn:aws:iotmanagedintegrations:us-east-1:123456789012:managed-

thing/*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/env": "prod"

}
3,

{
"Effect": "Allow",

"Action": [
"iotmanagedintegrations:CreateManagedThing",
"iotmanagedintegrations:DeleteManagedThing",
"iotmanagedintegrations:GetManagedThing",
"iotmanagedintegrations:UpdateManagedThing"

1,

"Resource": "*"

ROESIC, BIEZ1DOUVARELTEELT, 1202JF—ICHL TERDRJEEZEEYT
BLEETEFERT,

"StringEquals" : {
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"aws:ResourceTag/env" : ["dev", "test"]

}

@ Note
RTCETVTVY —ZAANDD—H—OT It AZFARLRBREETTRHEEE, 1—H—71
BUUY—ALRLTENSDR T ZEME-EHIRTDCEZRATHNICEETTD L Z2R
NIDBEBENBYERT, TH5LBVE, I—HF—RBTOVY-ADRTZEETD LT,
FRZEBLTIY-ALTIEATETLRERVERT,
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NZ—2 REEEA

NZ—Y REEBARE., FNAADPSOEHETEBRA VYA N EZRHLET, BACEK, ORI X
AR, FINARAX D R, L4754 04X K, OTA (Over-the-Air) B, T5—LKR—b
FEENET, Cho0/2H /MM, BRLEhEED—o70—%ERLEY, ISICTI3 Y
BETLEY., NI 1—TFTAVTOEOICARYNTF—RERFLEVITDEOOEANKIE
HERHELET,

BE,. NZX—Y RFEEBHOEEXRELTHR—RMENTLVS DI Amazon Kinesis T—X A K1 —
LDHKTYT, BHAEERETDHIIC. £9 Amazon Kinesis F—ZR AR —L%ZHREL., YX— Rik
BILEDTF—RARNI)—LNOT IV LA%ZHFUITEILENHYET,

BHIAIZ Amazon Kinesis 2ty N7 Y 7 9%

Amazon Kinesis Dt Y N7 Y 7°F|E

« AT Y7 1: Amazon Kinesis =R AN —LZEKRT S

« ATV 27O EAHAARI S —ZERT S

« ATYZ7 3IAME Y2 AR—RIEBBHL., O Z#RITS
« ATV 7 4 HARLEBRV—ZHATS

« ATV 5. POLAHARV—ZERATS

« ATV7 6:O0—ILBEANTD

IEZ—2 RFEESBEHAIC Amazon Kinesis ZE8ET2ICE. XOFIEICHVET,
AT Y 7 1: Amazon Kinesis T—2 AR —L%ZEKRKTS

Amazon Kinesis Data Stream &, XEDF—X2Z U TFI 24 LATHVAK, KEMICREL T,
F=RETTIVT—>a 0 THERATEDEIDICTDENTEEXT,

Amazon Kinesis —2 AN —ALAZERT S CIF

« Kinesis F—2ARNU—LZERTAICIE. "Kinesis F—ZARN—LDEREEE, THBPE
NTLVBRATYTIZRHVET,

BHAIZ Amazon Kinesis Y K7 Y7 9% 63


https://docs.aws.amazon.com/streams/latest/dev/working-with-streams.html
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ATYT 22TV EAHAARI) S —2ERT D

NZ—2 REEHN Kinesis T—RZARNU—LAICT I EATERLSICTRT IV EAFARI S —%4E
BLET,

TORAFARIS —2HEKTBICE

TORAFARIS —Z2EKTRICE. UTORUSD—2JE—L, "USONI T/ XZFEAL
TR —%ERT 1 TRHAEATVWRIARATY TICRVET,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": "kinesis:PutRecoxd",
"Resource": "*",
"Effect": "Allow"
}
]
}

ATY7 3IAMA Y2 1R—RICBEL, O-IILZERITS
AM & v 3 1K— REEE, O-LEIUYILET,
IAM A Y2 1R—RICBETSICE

AM & v 3 1K— REEE, O-LEIUYILET,

M OVTIE, T AWS Identity and Access Management1—H%'—H 4 R, @ "IAM O—)L®
ER. BSRLTLSEE L,

ATVT 4 NAZLEERI—2FERATS

NARLEER)S—&FEHAL T, YEZ—2 REEEIZ Kinesis T—RX ANV —ALANOT IV ARHFA
TEET,

AFY T 2 TORAFARIS —%ERT S 64


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
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NAZLEERID—2FERATBHICE

- #FHLLWO-ILZERL, DARLABER)S—ZBRLET, Next 27UV ILET,

RORVS—TlE, XX RFEENFO—-) %5125 &%FFL, ConditionAT—Hh
XVRNERELLVLEREBEEZH<SDICKRIBEET,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "iotmanagedintegrations.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:iotmanagedintegrations:ca-
central-1:123456789012:*"
}
}
}
]
}

ATV 5 TUOERAHAARIS —2ERATS
AFYT 2 THRRLET VL AFTRS—2O0-)LICBMLET,
FOERFARIS—BNT DG

« TOEAFAODEMR—DT, ATVT 2 THRLETVEAFARD D —Z2REL TEML
9o NextZ#2V Y ILET,
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ATY76:O0—IBZANTD

- O-J)HZAHL, O-LOERZIVYILET,

NZF—Y REEBHZHRET S

BHROEY N7 Y TFIE

+ AT Y 7 1: CreateDestination APl Z T 7V AFT 21— —ICFETS
+ AT Y 7 2: CreateDestination APl ZHU'H T

+ AT ¥ 7° 3: CreateNotificationConfiguration APl & U H 9

NEZ—Y REEBHAZRETDICE. ROFIEICRWVET,

AT Y 7 1: CreateDestination APl Z O HIT 7 O AF &2 1 —H—I
53%

+ CreateDestination API ZHVOHIT 7V EAFTZ1—H—ICF5T3

RORY) S —IF, 1—H—A" CreateDestination APl ZERVOHIT O D EHEERZLEXT,

NEZ—Y REENONAO-NT O LAFAZRETRICE, "I—H—FHA R, ® "TAWS
H—EBEACLO—-)LNZEIT7 7 AFAZI—H—ICFE5T5, 22RBLT<EEV, AWS
Identity and Access Management

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"iam:PassRole",

"Resource":"arn:aws:iam: :123456789012:xole/ROLE_CREATED_IN_PREVIOUS_STEP",
"Condition":{
"StringEquals":{

ATY7 6 O—-ILEZANTS 66


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateDestination.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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"iam:PassedToSexvice":"iotmanagedintegrations.amazonaws.com"

}
}
},
{
"Effect":"Allow",
"Action":"iotmanagedintegrations:CreateDestination",
"Resource":"*"
}

AT Y 7 2: CreateDestination APl Z HUO'H T
« CreateDestination APl ZHU'H T

Amazon Kinesis T—Z2 AN —LEARNU—LTOVAO—)LZEKL 1=

5. CreateDestination APl ZHOHL T, BHANIN—TFT 1 TJEhBBHAEZERL F

¥, DeliveryDestinationArn /NT X—&ICIE, #HL L Amazon Kinesis F*—X A K1) —
Larn®) ZFEALET,

{
"DeliveryDestinationArn": "Your Kinesis arn"
"DeliveryDestinationType": "KINESIS"
"Name": "DestinationName"
"ClientToken": "string"
"RoleArn": "arn:aws:iam::accountID:role/ROLE_CREATED_IN_PREVIOUS_STEP"
}
(@ Note

ClientToken GXNEEMRN—DV 2 TT, ABUITZATUORNN=DO2ENTAXA—Z%E
AULTHRAICERBICETLEVIIARNZBHIT IR E, ThULEOT V>3 %E1T
BFICERTIRIBILET,

AT Y 7" 2: CreateDestination AP| Z O H &

67


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateDestination.html
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AT Y 7 3: CreateNotificationConfiguration APl ZF0'H
« CreateNotificationConfiguration API ZHU'H T

B#IZ. CreateNotificationConfiguration APl ZHL T, BIRL AR KNEZAL T %

Kinesis 7— R AN —ALATRENDEBECILN—T AT TIBHBREEZHERL &

9, DestinationName /NT X—& Tlk, &#IC CreateDestination API ZHT'HEL & &
ERAUVEEEBEZFEALET,

"EventType": "DEVICE_EVENT"

"DestinationName" // This name has to be identical to the name in
createDestination API

"ClientToken": "string"

REF—IRBETEZRZIV I ITENBARYNEZAT
R2—Y KFABATEZRU ST ENBARY NRATRRDESYTT,

« DEVICE_COMMAND

« SendManagedThingCommand API X > ROAT—R A, Bz {ElFsucceededh failedd
E55HTT,

"version":"Q",
"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"messageType":"DEVICE_COMMAND",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:482Z2",
"region":"ca-central-1",
"resources":[
"arn:aws:iotmanagedintegrations:ca-
central-1:123456789012:managed-thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"

1,
"payload":{

"traceId":"1234567890abcdef0",

"receivedAt":"2017-12-22T18:43:487",

"executedAt":"2017-12-22T18:43:48Z2",
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateNotificationConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendManagedThingCommand.html
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"result":"failed"

« DEVICE_COMMAND_REQUEST
« Web Real-Time Communication (WebRTC) A5 N IX > RUI T AR,

WebRTC BETIE, 2 DOETHEOBENTETT, chSOETIE, UT7ILRA LADOEE.,
F—FTA4F, BROFEEOTF—RFEEETEEFT, YX—2 REEIE WebRTC ZHR—KL,
BEOENAINT7V5—2a3a2 I RI—F—OFNAABOINSODERALATDARNI)—Z
VU EAREICLE T, WebRTC BEMFEMIC DOV TIE, WebRTC, 2B LTLKEZ L,

"version":"Q",
"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"messageType" :"DEVICE_COMMAND_REQUEST",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:482Z2",
"region":"ca-central-1",
"resources":[
"arn:aws:iotmanagedintegrations:ca-
central-1:123456789012:managed-thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"
P
"payload":{
"endpoints":[{
"endpointId":"1",
"capabilities":[{
"id":"aws.DoorLock",
"name" :"Door Lock",
"version":"1.0"
1]
1]
}

 DEVICE_DISCOVERY_STATUS
« TNAADBREAT—R A,

"version":"Q",
"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",

YZ—J REATEZRVVIENBARYNRAT 69


https://webrtc.org/
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"messageType" :"DEVICE_DISCOVERY_STATUS",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:487",
"region":"ca-central-1",
"resources":[
"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-
thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"
1,
"payload":{
"deviceCount": 1,
"deviceDiscoveryId": "123",
"status": "SUCCEEDED"

« DEVICE_EVENT
s FNARAARY NOREICBETSEA,

"version":"1.0",
"messageld":"2ed545027bd347a2b855d28f94559940",
"messageType":"DEVICE_EVENT",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"1731630247280",
"resources": [
"/quit/1b15b39992f9460ba82c6c04595d1f4f"
1,
"payload":{
"endpoints":[{
"endpointId":"1",
"capabilities":[{
"id":"aws.DoorLock",
"name" :"Door Lock",
"version":"1.0",
"properties":[{
"name" :"ActuatorEnabled",
"value":"true"
1]
1]
1]
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}

 DEVICE_LIFE_CYCLE
s FNARTZATHAIVINDAT—2 A,

"version": "1.0.0",
"messageld": "8d1le311a473f44f89d821531a0907b05",
"messageType": "DEVICE_LIFE_CYCLE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "123456789012",
"timestamp": "2024-11-14T19:55:57.568284645Z2",
"region": '"ca-central-1",
"resources": [
"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-thing/
d5c280b423a04213933eed@9cf408657"
P
"payload": {
"deviceDetails": {
"id": "d5c280b423a042f3933eed@9cf408657",
"arn": "arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-
thing/d5c280b4233042f3933eed@9cf408657",
"createdAt": "2024-11-14T19:55:57.515841147Z2",
"updatedAt": "2024-11-14T19:55:57.5158415592"
I
"status": "UNCLAIMED"

+ DEVICE_OTA
« TINAAOTAEH,
 DEVICE_STATE
« TNAADRENFEMES hiz& & DEAL,

"messageType": "DEVICE_STATE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "123456789012",
"timestamp": "1731623291671",
"resources": [
"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-
thing/61889008880012345678"
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1,
"payload": {
"addedStates": {
"endpoints": [{
"endpointId": "nonEndpointId",
"capabilities": [{
"id": "aws.OnOff",
"name": "On/0ff",
"version": "1.0",
"properties": [{
"name": "OnOff",
"value": {
"propertyValue": "\"onoff\"",
"lastChangedAt": "2024-06-11T01:38:09.000414Z"

1}
13
1}
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Cloud-to-Cloud (C2C) X%V &Z

cloud-to-cloud AX V2% FRATHE., H—RN—F1—OFNAARE BORAFAEEEERD LT
RETEFXT AWS,

NEY D

« cloud-to-cloud (C2C) XV R & &

- C2COxRVEAROTER

« AWS Lambda C2C ORIV X E L THET S

- XXV RBEEARIRDT—0U 70—

« C2C (cloud-to-cloud) ARV X ZFER TR LEHDHARZ A
« C2C (Cloud-to-Cloud) JX YV X ZBET 3

« C2C (Cloud-to-Cloud) AX VX ZFEHT S

cloud-to-cloud (C2C) XUV & & &

cloud-to-cloud XV Rk, ZH—RN—FT4—OOZIORT7OANAA—DOI RKRA N AWS &
TZORICREICVIVTDBEZADYIRNDITNYT—ITE, C2COARIVRZFERTD L,
V1)1—23a>7O/N4 A —I&k AWS loT Device Management DY x—< R &EFERAL T, ¥—K
N=—TFTA—DITITRICEHEATVEIFNSA AZGHPTEEXT,

VEZ—Y RFAICIE. AWS BEBENREITZARIZERRBICBIRTZZ2 ARV 20AH20O5
FEENTVET, FHAICHOVTE, C2COFxU2HE2O7 L FESBLTLEEL,

NZ—Y REETR., IXTOIORI X %Z AWS Lambda BAE L TERETIHXEN B ET,

C2C dx¥V&xAhzO7 L

AWS loT Device Management XV ZAXAT DI X—2 RiFEEIE. AWS loT Device
Management EH— RN—F 1 —O I ZIRTONAMEZ—DOIYZ—2 RFEEGEONERBEZRS
I3 C2CAXRVEZMIOL V>3V TY, AXIRIEF. AWSY XXV NIAVY—) £ lF TEX
RTEEXY AWS CLI,

A=) Z2ERLTINR—Y RREDARIVEZAEZOT Z2RTITBICKE

1. XR—TJR#HEEIYV—IILZmR<

cloud-to-cloud (C2C) ORIV X & (& 73


https://console.aws.amazon.com/iot/home#/managed-integrations/intro
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2. EROFET—>3URAUT, XXV RKEEZERLET,
3. XZR—TURHKEAVV—ILOEROFTES—>3RA2T, AROTZBRLET,

AWS Lambda C2C XXV 2 & L THEET S

FANTODC2C XYV Z Lambda BB#lE., NZ— REFEEEY—RN—"FA—TSIYRNTF—LLED
XN TBTOIAVEDETIAN Y REAR NEZBR LU TEIEL E T, Lambda OFMICOWVWT
. " &lE AWS Lambda, Z2B LT EE W,

FEAE, TVRIA—HY—HFY—RN—FT 14— OEM LXK > THEETNZAY—FEXKZREL TV
2ELET, C2COARIVEZHATRE, IV RI—Y—RBNR—IREETZYRNTA—LEN
LTEDTARNEFVRLEBATICTRIARV RERITTEER T, TOR, COINY REORI X
THRARNENTVS Lambda BBICEEE N, VITARNEIH—RN—FT 1 =TSV KT F—AIC
gD API A—LICE#Eh, TFINAADAIATHPVEDYET,

CreateCloudConnector APl ZU*HH 9 & &k, Lambda BABAN R ETT, Lambda BEICT 7O
1N ]—RE, ") THASNTVBRESIC, IXNTOA U RX—TIA AL KEZRETIHVE
H& V) E9C2C (Cloud-to-Cloud) ARV R EHEET 5,

RE—Y KFEAIZI20T—4 70—

FROYN—, ONF—I REEIC C2C ARV R BRI D VENH V) ET AWS loT Device
Management, c DER7OEAIZKY), BENF IRV ZFERATRILOICTIVELATESHREIX
DRI —ANERENE T,

(® Note

C2C JXx U &k, AWS loT Device Management A" XTI X ZRBRT D EHICYZ—T R
EHATERENBIXEZT—2DEY NTT,

RORE, ENALTT7IT5—=2320h 80TV RERTFINARIZIAN REEFETHEED C2C
OARXVZDE&BZRLTVWET, C2C IXU Xk, AWS loT Device Management DY &x—2 REEE
EH—RN=FA—OIVFIRTSYRNTA*—LBOEBL AV —E L THEELET,

AWS Lambda C2C JX VX &L THEET S 74


https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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C2C (cloud-to-cloud) ARV X ZFEATHLEODOTHA RT A2

ER TS C2C ARV REBEEOIATOYTHY), BEBNTIOELATIHNOBERICK > TERK
TN C2C ARV RARFY—RN—FT 14— FTYTT, AWSlE, YZ—2 RFEan—FpE L
TC2C ARV A EERFLFEELEE A,

C2C ORIV R, HOXZ—Y REKEVDEREHRETEET, TOHEEF. ¥—EA7ONA
A—AWS EL T, Chs5m C2C ARV R EHETHEKEFHREZ AWS A2V —LIC—BERTRT
BEZICFHFAL, O AWS BEENER IR ARMI HZ L ZEBRLET. BFRE, BFK
ICC2C ARV ERNDT UV EAZFAAL, BOAWS 8FH D C2C ARV ENOT 7 EAICERAE h
BDRHFICODVTEMTERZEVET,

C2C (Cloud-to-Cloud) XV 2 %2 E%E£ 9%

LTOto> 3> Tk, AWS loT Device Management ® Y x—= RiE& A M C2C (Cloud-to-Cloud)
ARV 2 ZRBETDIFIRICOVTHALET,

N =

- HIREH

-« C2COXRVRDEH

« PHD KU U® OAuth 2.0 B

« C2CARVBRAVE—TIAARARL =3V DERE
-« C2COXRVRZHUHT

« IAMO—)ICT VAR ZEMT S

« C2COARVBRZFBHTTANTD

IR 3
C2C (Cloud-to-Cloud) XV X ZERT D HEIIC. UTHFYUETT,

« C2COARIVRZAWS THIU KN RARL, YZ—I RKEZBLUTERTDLHD . FHHICO
WTR., "TOERAWS THTV by ZFRLTLSEEL,

« AXVRZBEITDEER. BEDIAMT IV EAFANIVETY, 2FATHICE

c ARV EORREBDF—RN—T1—0OT I RT7ONAX—5 OAuth 2.0 BAZHR— KL
TWBCEZBRLET, FMAICOVWTRE, "T7AT2 KU T® OAuth 2.0 £, 285RL T
<EZEW,

C2C (cloud-to-cloud) ARV X DERICETEHA RZT 1> 75


https://docs.aws.amazon.com//accounts/latest/reference/manage-acct-creating.html

D %—3 kifE& AWS loT Device Management FAROY N—HA K
TSI, ARV E2%ZTARMTRICR, ARV ZORREICUTHIBETT,
« C2COARVERICEENTAY—RN—FT1—UTIORIPSODIZAT>HNID
« C2CORVRICEERTDHY—RN—FTA—DOFIRIPSODITATRI—DLY K
« OAuth 2.0 21 URL
« OAuth2.0 hb—72 URL
s B—RN—F 14— API [CHEX API F—

« FARARNTS OAuth J—=J)L/NY U URL OH— RN—FT 1 — API BRI LRFHFATJVANCLER
APl F— AWS, OAuth US AL U~ URL ZBARHNICHFAVARNCBETDH—RN—FT1—%
bnlF., I——HFOJ 4> LT OAUthURL 2B ETEDD—o 70— &2H >Y—RN—FT1—
EHVET. BEOH—RN—FT 1 —EMHAL T, XR—J RB/E OAuth U AL I KNI RAR
AV hEFAVAMNIEBERIDLEOICHLEZEDZERL TLEEZL,

MERBT AT

ARV ZRBEITZIEZER,. BED IAMT O EAFIN BDETY, 7o>3a>
Miotmanagedintegrations: 77 AFAICMA T, ROT IV LAFANYETT,

* CreateAccountAssociation, CreateConnectorDestination, GetAccountAssociation, StartAccountAssocia
W78 secretsmanager:GetSecretValue

« CreateCloudConnector (Cl& A" ETF lambda: Invoke

7Vt Aiotmanagedintegrations:FFAIET IV I OFMIC OV TR, AWS "TYER—2 Rif
BTEZRENDT V>3, #BRBLTLEEL,

C2C RV ZDEH

BRI C2C XU Xk, AWS loT Device Management DY x—2 RIFEEH—RN—F 1 —AX
E—OZ O RBORFEABEZRZICLET, IXIRE, TV RI—F—ICRH>TFU> 3
VERREITITBLEHIC. AWS loT Device Management DY x— RIFERAD A Z—T I A A%ERE
FTRIVENFHBVET, chsODAUEZ—TIA ARG, TV RI—HF—FNA AZ%REL. AWS loT
Device Management DY x—2 RIEEHN SEFET D FNA AN RE2FBEKBL, TOERAN =
VICEDOWTA—Y—%2RBT2HEZRBLET, TNAAARL—230E2YR—-—NTDLED
I, OdXI 2 AWS IoT Device Management DY X—2 RIFELBETEZIH—RN—FT1 =75V
R7A—LBOVIVIARNBELVL ARV AXY =B BEERBIDIHEN HYET,

C2C IRV 2XNEH 76


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateConnectorDestination.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartAccountAssociationRefresh.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCloudConnector.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotmanagedintegrations.html#awsiotmanagedintegrations-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotmanagedintegrations.html#awsiotmanagedintegrations-actions-as-permissions

DX ZR—2 RiEE AWS loT Device Management FROYN—=HA R

C2C ARV ADNEHRBFRDELBYTTY,

e H—RN—F 1 —OEAY—/V—F, OAuth2.0 BEH LV ICRHE N TVBEREICERL TV
DRHENH V) EFTOAUth FREEH,

 Matter Data Model ® AWS Ei#EH SEBEIFZMIRTBICE C2C ARIEZNFVBETHY), Matter
Data Model ® AWS EE([CHEHWTEIL AR AEARINEHNDTEIHREN HYET, FMICD
WTIE, AWS Matter T—RXEF I DEEEZSBL TS EEL,

« C2C %% Z&. AWS loT Device Management APls N Y X—= RIS & SigV4LEREE TR
HIENTEBDHRENHV) ET, SendConnectorEvent APl TEEETNZERBAAR MO
BE., ARV ZOERRICFEALEOERILU AWS 7HU VN RiEHREFEAL T, BETD
SendConnectorEvent UV TARNIZEBRZETBDHEN BV ET,

« XV AR, AWS.ActivateUser., . AWS.SendCommand, &
AWS .DiscoverDevicesAWS.DeactivateUserARL =3 Z2EZRKTHIHENf BV ET,

« C2COFRV AR, FNAAOAIX YV RLARVAFRERTNA AREICEET S H—R/N—
TA—ARINEZETDE, TNS%E SendConnectorEvent APl E DY Z—2 RIREIC
HBEATDIHENHYVET, ChS5DA R NE SendConnectorEvent APl MFFMIC OV T
l&. SendConnectorEventy 2B L TS E&E L\,

® Note

SendConnectorEvent APl kN XZ— RIEE SDK D—ETHY), VIOTARNZEFHTHE
HLLTERBI2RDYWICEAENET,

THI>RNU>O0 OAuth 2.0 E4

INXNTO C2C ARV R, TV RI—Y—%FELT S L HIC OAuth 2.0 FAH—/N—IZHKEL TV
9. COY—N—ZBLUT, IVRI—HF—RBHY—RN—FTA—THIVKRNEBEODTNART

ZYRTA—=LIZIVOLET, THADVRNIZ DR, T2 RI-—Y—H C2C ARV ZTHR—K
ENTVRTFNAREZBATRIEHICBEBRIOARATYTTY, PHI KU D& OAuth 2.0

DERETTBO-NOFRICOVWTRE, "1 Z25RLTILKECVWTAHT NI 70-),

C2C ARV ARARRBAVO—ZHYR—NIZDLOICRENEDSRAODY VZREITIHERHY R
BAA, C2COARVRICEEN TS Nz OAuth2.0 BAIY —N—IF 2Rl TXEN H V) £FFO0AuUth
REZH
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® Note

DX Z—2 RFEEIE. BBAIJd— R70O—%# D OAuth 2.0 AWS loT Device Management @
HhEHR—NLET, FMIEOVWTIE, "RFC6749) Z2ZRL TS EZ L,

THIORNI O, YR=2 RBEEARIEINTIVERAN—VVZFERALTI RI—HY—0
TFNARZT VAT ERRSICTHTAOLATT, COR—=U2@F., OXRIVEZHN API J—-IILZBE
UCTIVRI—HF—OF—ZFERYRY TEDRSIC, TVRI—YF—OTF IV EAFAZEFE D AWS
loT Device Management DN Z—> REEZRMLET, FHMICODVWTE, "7HIRNUVD
J—070—1 ZZ2RBLTLKEE,

CNSOBERN—IEFEOJICEELABEVCEEZREBOHLET, £LEL, OJILRFEEATVRES
l&. CloudWatch Logs F— X REBERV —Z2FALTOJADORN—DV2EI AV TR L ZHED
LET, FHMIZOLWTIE, THelp protect sensitive log data with masking, 2B L T &V,

DN F— R#tE AWS loT Device Management Tld, 7OV EARN—U 2V RBEERBEhEEA,
nid, BADA—RAEZAT7Z2BUTEHBENET, £9. AWS loT Device Management ® ¥ & —
D RFEEBERADA—RZMBIZDMENf HYVET. RIZ, J—RETFIEAN—TEEFHN—D
EXRBLET, EFIN =D, VT IOERAN =IOV OBMBENIMILEEZCHLLV T IR
N—O2 ZVOIARNTDEHICERAEhET, PTOVRBAN—OTOVEEHFN—D 2 OEBE OERHRE
FEUINTVBREEE., PTHORNIOT7O—%Z2BERTIBDHLENHYNET, ChEITSICE.
StartAccountAssociationRefresh APl AXRL—> 3> #FEALE T,

/A Important
BRI NhBTIOEAN—92 @I —-—CCEICAOA—T7I2HRENHV)ETTH. OAuth &
FGAT ORI EICAOD—TT2ER@ETEEEA, N—TF, 94T MNAOITRTO
A—H—DIXTOFNAANDT IV ELRAZRMEIEINETEHY EFEBA,
HBAY—N—lF., ROVWTIhAZRTITHIHEN HVET,

« IWT =02 BEQOHETREATIY RI—Y— (VY—AMEE)ID ZE8CTIV/EAN—
ToERTLET,

s RIIENERT VAN —=O2OIV RI—Y—ID ZERLKXY,
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OAuth SR EEH

RO, AWS loT Device Management DN ZX—2 RIBFETT AV NIV DV ZETITH O
Ex OAuth BAIY—N—HAS5ONFX—2EZRLTVET,

OAuth H—N—NZX—%&

74—=J)LR Y| [Comment] (A X2 )
clientId &' T70r—=23a>oNT)y

I#AlF. ChIFFRIAE7O—
EZRBITBIOICERAE N, N
TV OICHBETEEXT,

clientSecret »HY) BIZTI9EARN =22 D8R
J—REXBIBDEEIC, R
AY—N—TTF77Ir—>13
CERIATRLEHICHERAET N
3—ULvYybhF—, BEIC
REL, DBALBEVTLEE
(AN

authorizationType »H) CORARETHR—bNE
hfb‘éw—fa)g’f7 )
£, HR—hEhTWBER
OAuth 2.0 OHTT,

authurl Hh) HB—RN—FT 1 —DOUFIR
7’0/ F—0%EFE URL,
tokenUrl H') HB—RN—FT1—DOFD
RZ7ZONAEZ—DKN—D >
URL,
tokenEndpointAuthe »H) THTTP_BASIC., £/zl& "RE
nticationScheme QUEST BODY_CREDENT

|ALS_] @L‘fhb\ wunIEZ
F—L, HTTP_BASIC (&.
V74T hNERALRHRA R
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ANYR—=ICEENTVWB L
Z220FILL, SR—EVD
TARMEXICEEFNRTVSC
ExITFILET,

TFOEAN—=0ONFHHEN UTF-8 XF+EY RTI1—R& i Basebd ICBEBDLSIC, FEMA
T3 OAuth H—NN—ZRETIHBENHVYET,

TAORNIo0-)

C2C ARV R TBICIE. OAuth20 BRI —N—ETHI ROV OFBETT, #FHMIC
2WTR., "TADRIVOTD=0T70—1 ZZRL TSV,

OAuth20 Tk, FHIOV KNIV O ZRETBIBRICRKD 4 DOO0—-IZEELET,

1. BAHY—N—

2. VIY—AMBEE (I RI1—Y—)
3. VY—=AHY—)N—

4. V94T > b

UTE, chso OAuthO—I)ILOEFhEFhZzEELET,

oA Y —/N—
R —N—k, Y—RN—F A1 —IF T RAOIV RI—HF—0 ID ZHBIL TRIAT 25—
K—TF, COY—N—ICL>THREENBTFTIEAR—Y 2. AWS IV RI—F—DH2R
BN—TZYRNTA—LTHIVRNEFOY—RN—TFT A =TSV RNTA—LTHIREDY
IDTEERT, COTARARTHI NI OEBRENET,
RO —N—Fk, UTEZRBHEIZETTHIVRNI VO EYR—KNLET,
e TVRI—HY—HFIATFTALILOTATDEHOOOTAR—DZERTILET, ChIFEE.

RALYRRSAVNEHIENET,

« DATLHRDIY RI—Y—ZFHIALET,
s IVRI—H—%FBANTZIRTI—REERLET,
« AWS loT Device Management DY Zx—2 RFESICERATI—RZELE T,

« AWS IoT Device Management DX X— RIEEHN SFRAD— RZZFEY) . AWS loT Device
Management DY ZX— RIFEN VAT LARADIY RI—HF—OF—RIZTIVEATHEDHIC
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FEATEDTIOEAN—U%ZBLET, ChIFBE. P—U2 URIEEREIRRANE
HENSHIO URI ZALTETLET,

/A Important

#A[H—/V—I&. AWS loT Device Management Connector D ¥ x— REE THEH

T2 OAUth20 BAIDA—R7O—ZHR—NTBIHEHNH'V) ET., AWS loT Device

Management ® ¥ x—2 Rig&ld. O— RITMOFEHAF — (PKCE) ICXDFAI—R7T

O—&£HR—KLTVWET,

RAH—N—EEROVWTNATHIHENBHYET,

« IWT =92, IHUEER I RI1I—Y—FLEEVUY—RAFEEIDZECT I
AN—=DU2&RTTS

s BITENEZETIOELARN—O2OIVRI—F—IDZBRI_ENTES

T5LBVWE, ORIV RIEHEBAWS . ActivateUserARL —> 3V &AHYR—KNTER

<BYWET, ChiZkY, NZ— RRETOOAXRIXOERANBHIEEIhET,

ARV XBEREECEMEENMMEORAT Y —N—Z#EFEL TVEVEES, AT RTY—
N—E ARV ZAREOY—RN—TFT 1 =TTV RKNTF—ALILE>TEEBEID VY —-RAILHT

PRAUAZRBIDMEN HYVET, 2FY, RAT—/N—DPESNZ—I RFEEGICL>TERFEh
D=2, FNAA(VV=R)ICEKRDOHZDEFI1VT 1 BERZRBEIDIMBENf HYVET,
EAE, IVRI—Y—r—D2RBBOIY RI—F—FNAATOOAY > RZFILEE
hoe N—DOVIZK>TREENBTIVEAFTRG., 77YRTF—LRADOIY—RICIVEDT
ENET, Lights" DHlZEZTHEL &S, IV RI—Y—HARIRETHONIDT
A—%zZFKRIBE, BAY—N—0OBICH S Lights" AT A O R—=ZICVEAL I RENET,
OJA2LTOTATNITORAFAZNETD &, ORI R Lights" THO KA Y
U—ANDT IV EAZHATD =TIV FRHEEhET,

VY —AFEE (I R1—Y%—)

DY —AME&E. THOURN)O%ZRETL T, AWS loT Device Management ® ¥ x—2 R
BEIC, PTHOVRMIBERTFSAEVY —AANODAZI—T IV AZHFALET, HlAEF,
I~ I\]. H—» Lights" ENAINT TV —23a 2 IlFdVR—RULEAN—RNEKEZZ Tk
£L&>, UY—RAFEELR. FNAREBALTAYR—FA VI LEIY RI—Y—FH
JORNEELET, CcOBITRE, VY—AMBEER Lights" OAuth2.0 7Ho > & LTEFILL
ENTVET, UY—AMBBEELT, COTAHIMNIOAN RZRITL, FNAAZEET
BPIEHOT IV EAFTEZRELET,
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chik, (FNAARATF—R)ICTIEATREOORAZMELTIRETEhLEVY—RAZFKRAN
IBE3H—/N—TTF, BFHEEF., IV RI—"F—-ICKRKD>THREESNLEVY—-AILT VA AWS
FTRIRENHY)., THO KNI %D AWS loT Device Management 1RV X DY X — Rif
EEBUTCTIVEALET, LEIASHOAN—KFEXKZHELTEZLEEE. VY—AH—/\—
& Lights" A"FRIETR U5V RR—ADY—ERTHY, AVR—F 1 JRBICERZEBELE
o DY—AY—N—%ZBUT, VDY—AMBERAN—RNEXROA /A7 ENODIN Y RZ
AN—RERIZRITTEXRT, REShLVY—-RARG, IVRI-Y—0OF7HI ke, IVKR
A—HY DT IOLAHFTE2FELEAREOHZIMOT AT NI VTATAICORT IEAH
AERHELET,

9Z4F> b

COAVTFARNTR, 94T NEC2COARIERTY, V54T MNE, I RI—%—
CRD2>TIVY =AY —N—RHOVY—ANDT I AN REENDTTITr—>3 > ELTE
BENET, THORNIZO70RAR, ARIR, 94T hERL, Y—RN—FT1—
VZ2RADGIV RI-—HF—DOVY—ANOT I ARAZIVIIANLET,

X9 ZE OAuth 254 7> R TFAH, AWS loT Device Management DY x— REAIE X
DRICKRD>TAHARL =232 ZRTLET, HlAE. AWS loT Device Management O Y & —
D REERE, TUVEAN—VOBREBZRAY—N—ICUIITANLET, ARIREF, VVY—
AF—N—DORBEEILEVY—RA(TFNAARAF—A) T IO LATRIHE—OAVR—FKNTHB
Y, BIERMEIVSATUORNERBENET,

IVRIA—HY—CE2THVR=—RENLEAN—RERIIDVWTERATHAEL &S5, BETTY
N7 #—AL& Lights" BAY—N—BOF7HIRNIVIOARTIDE, ARV 284KV Y—
AY—N—CBELT, IVRI—HF—OAY—FEBRICEIZHBHEZMELEI, TOE, 1O
FOBRRGIVRIA-Y—HSION REZETEET, ChlZRE, Lights" JY—AHY—/N\—%ZN
LT, A—H—ICRO>TRAZA VLR ATICTRZENEENET, LA ST, OXRY
BEVTATRELTERELET,

TAIRNIZOD—=070—

AWS loT Device Management 7’2 Y N7 # —ADBEFEHEAN C2C AxIV 2N L TH—R/N—
TA—TSYRTA—LLEDIY RI—HF—OFNAAERYVRY TELODOIZ—T RFEEDS
&R0 —o 70— 2Z2BUTTIVEAN =V ZBMBLET,
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1. A—H—NDNHARI—TF7TV5—23> 2B L TH—RN—F 1 —FNAAOFR=F 125
BT B &, AWS loT Device Management O Y Zx—= RS XA URI & Associationld %
BLUET,

2. F77U—23a>o70> NI RiE Associationld Z2R%FEL., I RI1I—%—%H—R/\—
TA—=TZYRNT7A=LOOTAR=DICUAALALIBNLET,

IV RI—H—HHL UL LET. IV RI—H—. 54T Y NCFNARAF—2A
DT I AZHFALET,

3. Y—RN—FA1—TSYRTA—LRRAI—RZERLET, T RI—H—E&, UAAL
ONVOIANITRYFENLED—REEDL AWS loT Device Management 7’5 Y N7 #— /A
O=IINY U URIDXYZ— REEICVFAALIRNENET,

4. XX RHEEE, COO—REY—RN—F1—0OTFYRNTH—LM—U2 URI EXHL
X7,

5. =22 URIGERITI—RZKRIEL. T RI—F—ICEEFFSNE OAuth20 7oA
N—O2 EEHRN—DU2ZRLET,

6. NEX—T REEEIE., AWS.ActivateUserAARL—>3>TC2C ARV ZENUTHLT, 77
JONJO70—ZFTL, Userld ZBEBLET,

7. XZX—TY REFEEK., RIL EREER—2 O OAuthRedirectUrl (AR VI RRVS —REHN S) 25
ABI—=T7V5r—>3a 2 ICBLET,

(® Note

BEEANKEL KBS, AWS loT Device Management DY X— RE&IE, IT5—0
HMEEET SV T—23 2 ICRMHM TS URL IZIT 5 —& error_description 7 T /NS
X—Z2ZEMLET,

8. HNARAEAN—TF7Ir—>3arik, I RI—H¥—%& OAuthRedirectUrl ICUR AL I KL
£, COBRT, 77U5—>3a> 70 NIV REBYVNORATY THSOBEENGD
Associationld 2535 L £ 9,

FNAAZRBLTORY > REFETSH ANV R E, C2C ORI 2%/ L T AWS loT Device

Management DY ZX— RIFEN SH—RN—FT 1 —DITIRTSYRNT A —AICKHL TIT
ODNBEBEDIXNTOV I ITARNCIWEK, OCAuth20 79 EAR—=O U FEENFET,

RORE, PAOVRNIOOFEIDVR—F MNEORBEFRZRLTVWET,
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C2C ARVRAVE—TILAARL— I DELE

NDNZ—T RiEEEFE. ARIVRELTRETREHICME AWS Lambda $2XENHD 4 DDANR
L —= 3> AWS IoT Device Management ZE& L £9, C2C ORI Xk, UTOEARL—>3
VEREITIVENHYET,

1. AWS.ActivateUser - AWS loT Device Management H—E AN Y Z—2 RIESIE., D API %
FOHL T, #BftE iz OAuth20 h—o 2V ICEER TSI O-NILIZ—BEOI—F—#BlF
&m LET, COARL—232@F, #7232 TTHAORNI 7O AOEMERZE

TIBLEHICFERATEET,

2. AWS.DiscoverDevices - AWS loT Device Management ' —EZH® YXx—2 REERF. 0
APl ZARVRICHEVOCHEHLTI—H—OF NI AZHBREHLET,

3. AWS.SendCommand - AWS loT Device Management H—E AR N Y Zx—2 K&, <D AP
ZAXIVRICHEVPHELT, I—HY¥—0OFNAI1AAOION Y REEELET,

4. AWS.DeactivateUser - AWS loT Device Management # —E AN YZX—2 RFEE TR, <D
APl ZRVZICHOELT, I—HY—OTF VAN —UV&F(TIOT 17l BAaHY—/N—
TUOZBBRLET,

NN Z—2 RiEAlE. AWS loT Device Management - 79> 3> %&&ELU T JSON XZFFIXR A
O—K%Z#HL T Lambda B8%k%Z MU' L £ 9 AWS Lambda invokeFunction, U TAKNFAAR
L—>3asililk, IXTOUIIAMRAO—RIZ operationName7 1 —)LREZEHDIHEN D
VET, FHHICDOWTIE, AWSLambda "APIUT7 7L A, @ "WUOHL, 25RBLTLKESE
(A

EHVOCHLRAALATIRNE 2RICEHREETN, FOEULARBRITZE 5 BBERATENET,

OV ZICERTS Lambda &, UV TARMRAO— RoperationNameh 5 Z#EH L., ML T S
BEEEXELTH—RN—FT1—0FJRICYXYETLET,

public ConnectorResponse handleRequest(final ConnectorRequest request)
throws OperationFailedException {
Operation operation;
try {
operation = Operation.valueOf(request.payload().operationName());
} catch (IllegalArgumentException ex) {
throw new ValidationException(
"Unknown operation '%s'".formatted(request.payload().operationName()),
ex
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);

return switch (operation) {
case ActivateUser -> activateUserManager.activateUser(request);
case DiscoverDevices -> deviceDiscoveryManager.listDevices(request);
case SendCommand -> sendCommandManager.sendCommand(request);
case DeactivateUser -> deactivateUser.deactivateUser(request);

i

@ Note
XV Z0OEFEZFactivateUserManager.activateUser(request), BIDHIICRT
deviceDiscoveryManager.listDevices(request). sendCommandManager.sendCommand(
H KRV deactivateUser.deactivateUserANRL —> 3V ZRKITBIHENHBYVET,

ROBITE, IXNTOBEANEZ—TIAANOHBT 1 —)LRAFETBINZR—J RREHNSDR
AOAZRVRVIIARMCOVWTHLLBALET, COFITRE. VITAMIYA—EUITARR
AO0—ROWEHFHBBDENDHIVET, VITAMMYS -, IXTOARL—>32 (28—
JIAATHBETT,

{
"header": {
"auth": {
"token": “ashriu32yr97feqy7afsaf”,
"type": “OAuth2.0"
}
.
"payload":{
"operationName": "AWS.SendCommand",
"operationVersion": "1.0",
"connectorId": “exampleld”,
}
}

T7FILNDIVIIARMAY X —

TF7FLRDOAYR =T 1 —)LRERODEHVTT,
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{
"header": {
"auth": {
"token": string, // end user's Access Token
"type": ENUM ["OAuth2.0"],
}
}
}

ARV BRIZE>2>TERARNENDS APIIF, ROANYSE—NTA—ZZNBITEILRENFHVET,

TF7AILRDOAYH—ET 1 —)LR

74—=)LR WEIATa [Description] (Et88)

header:auth H) ARV RAOERFHIC C2C IX
IRENAE—C&k > TRME
NBRAER,

header:auth:token ) Yb—RN—F A —DOUFIR

Z7ONA A =& > TERE
n, Vo hkEI1—Y—
DOFRA N—% > connector
AssociationID .

header:auth:type HY) DEREADODZAT,

(® Note
ARITEZNDINTOVIITANIEE, TV RIA—Y—DT7IVEAN=TUATRYFEN
T IVRIHV-EXR—IJRESOBEFEDOBDOT AT NI IONTTICRELT
WBELRETEET,

DOTAMRAO—R

—BRBAYA—ICMAT, IRXTOVIITANCIERAO—RAFAHBYET, CORAMO—RIZIEH
RL=232BATZEIC—BOTA—=ILRFBHVETH, ERAMO—RICE, BILEETD—ED
TFT7ANNRNT1A=ILRFBYVET,
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VOTARMRAO—RT 14 =)L R:

« operationName: EEE NIV IITANDARL—>3

~o . AWS.ActivateUser, AWS.SendCommand. AWS.DiscoverDevices®W\3 hhH DEIZ

fHY L ETAWS.DeactivateUser,

« operationVersion: $XNTOARL—> 3@, KEAOFEBE LEICENLL, T—RN—
TA—ARIEDERELIEAVER—TIAAERERBIDLSICN-23aVEBENTVET,
NEX—I RFEER., IXTOUIITARNDODRAA—RTN=232 71— )LRZELET,

« connectorId: JUVIARNNREESTHAEIDZRIZOD ID,

FT7FAINODL AR AAY X —

FTRXTOARL—> 3>k, AWS loT Device Management ® Y x— REFEESACKIC TIHZEL., C2C
ARV EINFVOTIANEZZELTLREEZRALECEZBIELET, UTE., 8HidOL AR AD—

R EHITT,

"header":{
"responseCode": 200
1,
"payload":{
"responseMessage'": “Example response!”
}
}

FTRTDOARL =2 IV LARVALE, RORBAY A —HNFMHETT,

"header": {
"responseCode": Integer

}

RORIZ, F7FILRDLARAANY X —ZRLET,

FT7FILNOLARAANY R —ET14—=)LR

74—=ILR MAIFTA>
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header:responseCode &) DOIARNDRITAT—RA
ZTRYED ENUM,

CORFAIXNTHASTNTVR S ETELARIZA O Z—T I A AE APl AF—XIZE.
responseMessageX izl& Message7 1 —)LRA BV EXT., chik, C2C ORI X Lambda A"J &
TANEZFORTICHIZD AV THFANTREITIEDICERAE MDA T23a>0T71—IILRTT,
BADAT—RAO—RARETRZIZT—ICE, IZ7—Z2HATRIAYE—JEZED D200 %
EBMHLET,

SendConnectorEvent APl ZEH L T C2C ORIV EZARL—>3 2V IOTANIBE
g5

NDNZF—2 RFEAE T, AWS.SendCommand#® & T AWS.DiscoverDevicesAARL —2 3> &|(C
OXV 2N ERBHICEET S < & AWS loT Device Management Z8EL TVWET, DFV, <h
SOARL—23AVICHTRIHRADDOL AR A, C2CARIEANVIVIANZZTE 2%
THF, §HETTY,

SendConnectorEvent APl ZER 3% &, XTI XRIE, UTOUARNDYS
AWS.DiscoverDevices 8 KT AWS.SendCommandZARL —> 3> QAR RNEZALTE, 7

A7 9T A7 TFNARAR N (FETAHAEERATICBE2>TVWDRSARMEE) 72 ICEET
BLENHEFENET, ChSDARYRNERATEFTODI—AT—ADFMBEHABICOWVWT

(&. AWS.DiscoverDevices ZRL—2 32 ZEE 9% "1 . AWS.SendCommand ARL—> 3>
ERETD ", . T, #BHBL TLEELSendConnectorEvent APl ZFERAL TFNA AARNE
EET B,

iz \E, C2C J%x U Z N DiscoverDevicesJ VT ARNEZEL 1HE. AWS loT Device
Management DX X—2 RIEE TR, LR TCERENLEL AR AEATRABHICHETS LN
HFEhFE 9, XIZ, DEVICE_DISCOVERY 4 X MIZX L TAWS.DiscoverDevices AR L —=/ 3
VEEETDH, TERESAEVIIAMEEZMAL T SendConnectorEventAP| & UM 9 44
ENfHV)ET, APl SendConnectorEventT®O MO L, C2C OX U XM Lambda AWS 777
VN RERRICT IV EATEDEENDBAMTERITTEET, AWS loT Device Management O Y & —
DRBENCDARNEZETHDET, TNA ARE7O0-RGHILEL A,
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® Note

Tk, BEIZISUTC2C ORIV 2D Lambda FTH UL AR ADHIIZ
SendConnectorEvent APl J—J)LARETIHZEEN BV ET, L., CcOo70—-FYV7
NOIT7HREOIERBEFTILEFBHELET,

« SendConnectorEvent - 1% Z (&, AWS loT Device Management APl D Z DN Xx— RiEE % H
UL T, AWS loT Device Management DX Z—2 RIEEIZTFNA AAR M EIEFELET, Y
Z=—Y RBEETZTANShBDARNE3EBENAKTT,

- TDEVICE_DISCOVERY), — CDARYMARL—23IVE, BEOTIVEAN—=TU VAL
B—RN—FT 1 —OT IV RATHREENETFNAADIARNEEBEIDEOICERENET,

- TDEVICE_COMMAND_RESPONSE; - CDAXRY RARL =232, OXY REITOHKER
ELTHEDTNAARARY N ZEBEIDEHICEREINET,

« TDEVICE_EVENT, —CODARYRNARL—>3DEF, I—H—AR—AOIX ROEEOE
BTRBVFNAADSHRELEARY NLERAEAET, Chik, FNAADREOZEERE
ME7OTF 9T ATICHRETDEODO—MBOBARNEZALATELTHELE T,

AWS ActivateUser AR L —> 3> #E¥E93

AWS.ActivateUser AR L —Zr 3> (&, AWS loT Device Management DY x—> RIEET, L
RI—%—0 OAuth20 =02 51— —BEFEZMBIDLOICHLETY, ONVER—T RiE
AWS loT Device Management &, VI TARAYA—RIZ OAuth k=22 %EL., ORIV ZHNL
ARVARAO—RIZTO-—NNLVE—EBEQI—H—RBAFEZEOD L Z2HEHELET, COFARL—
>avk, THAONIDO70—FHWUERICRELET,

ROV ANE, AWS.ActivateI—H—70O—&2RBWETERIEHOIRIZOEHOBEEZRL T
WET,

« C2C %% & Lambda k. AWS loT Device Management DY x— RIEEH S
DAWS .ActivateUserARL —> 32DV IJITARNXAYE—DZNIBTEERT,

« C2C O%R 7V X Lambda &, Bt iz OAuth2.0 h—O A5 —BOI1—Y—BEFEZRETE

£9, BE., WT =02 0BEREN—=—OBHELASHETEIEE, =T 2IC&K 2 TEET
B—N—"DSVITANTB_EETEZEXT,
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AWS .ActivateUser ®D—20 70—

1. ONZ—Y Rk, RORAMO—REFEHL T C2C %Y X Lambda & AWS loT Device

Management OV H L &£ 7,
{
"header": {
"auth": {

"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"

}
},
"payload": {
"operationName": "AWS.ActivateUser",
"operationVersion": "1.0.0",
"connectorId": "Your-Connector-ID",
}
}

2. C2COAxVZAEK. h—o b5, FEEHY—RN—FT1—OVY—AY—=N—IZ0IT)%E1T
L T. AWS.ActivateUserL ARV AICEHDI—H—IDZRELE T,

3. CCOAxVARWEF, F7AILMORAO—RE userId7 1 —J)L RHOXET S 1—H—EBF
ZEEDAWS.ActivateUserARL —> 3> Lambda FO'H UL ICIEEL £ T,

{
"header": {
"responseCode":200
I
"payload": {

"responseMessage": "Successfully activated user with connector-id "Your-
Connector-I1d.”,

"userId": "123456"
}

AWS.DiscoverDevices AR L — 3> LK TS

FINAZABEEE, TV RI—Y—HFETIWET/NAIAD'JARN%E, AWS loT Device
Management DY ZX— RIFETHIZECNTVBR I RI—HYF—FNSIAOTFTRIRBERES
THET, TNk, AWS loT Device Management D 1—H—E X Z—2 RIFEDETT HI >
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NOOANZTTUERICOMKR, TV RI—F—HFPHEITDT/NAATAWS BREICK > TETE
hEd, T/N1 ABEBIE., AWS IoT Device Management DY X— RFEEN ARV X EHUH
LTFNAABREV VT ANERKRITZIRBT7OELATT, C2C ARI R, eI
YRI—Y—FNAADVARE, NZXZ—D REBICI > TERET NSRBI F (EHENE
JdeviceDiscoveryId) &£ & EICERBFWICRLET,

IXOREIE, AWS loT Device Management D T RI—H—&NXZR—2 RFEEEOT/N1 AT —
270—2R"LTVWET,

AWS .DiscoverDevices 7—2 70—

1. BEREF. IVRI—Y—CKRD>TFNSA ABRETOEAZBAKRLET,

2. OXZX—Y RFEEE. BEENMERK AWS LEFNA ABREV VIR
NdeviceDiscoveryIdiZ & WSS EIF AWS loT Device Management Z4 KL £ T,

3. OYZF—IR#FKEBEF., I RI—Y%—accessToken®DEME OAuth & #28
AWS .DiscoverDevicesARL =23 A 2= I A AZFEAL T, C2C ORIV RICTFT/INA
ABHE 1T AR AWS loT Device Management Z3:fE L &E 9 deviceDiscoveryIds,

4, %%V ZIE. DEVICE_DISCOVERY 41 X NCEFE NS deviceDiscoveryld #1#
BLET, CcOAMRYBNIEF, BREEhEI RI—HF—DFNA1ADIJARNEEE
fl, DEVICE_DISCOVERYA AR M & L T SendConnectorEvent APl Z AL T AWS loT
Device Management DN Zx—2 RIEEICEBTIHENF SV ET,

5. CCOAXRVBZRBVY—AY—N—ZHVCHLT, TV RI—Y—HFAEIZINTOTNAA
ZHBLET,

6. C2C %% & Lambda l& Lambda MU' L (invokeFunction) ICIS& L. ACK & %Z AWS
loT Device Management D ¥ &x—= RFEEIZIRL, AWS.DiscoverDevicesARL—23 >0
VHISBEE L THELET, NZX—I REER. BAREhETFNA AREZTOEAIC ACK TE
EIZBHAILETY,

7. DY=AHY—N—R. IVRI—YV-HIHAESLVERATZITNAAOVARNZEFLET,

8. dXVARIEF., ELVRI—Y—FNA A%, ZET AWS loT Device Management |Z % E 77
NAAFERDIYZR— Rfi&ConnectorDeviceld, ConnectorDeviceName&B KUK F/NA
ADBEEL R—NICEBRLUET,

9. C2COAxRV R, BEEThEFNAADFABEZEEUserIdiE#HLET, FNA1AUAND—F&
LT, FERVY—AY—N—ORKIZHUTHORTHLT, VDY—AY—N—HLSEWEBETEZE
£7,
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11.

12.

ORI, C2C ARV ZBFEEEHRZEZEAL, ARL—232NTX—2%
"DEVICE_DISCOVERY . ICE&E AWS 7V~ L TSendConnectorEvent, SigV4
#2H T AWS loT Device Management APl DY Zx— RiFE £V HLFET, AWS loT

Device Management DY ZX—2 RIS ICEBE D TFNA ADVANAOET/NA A

[&. connectorDeviceIld, connectorDeviceName, BZEDT/NAABBD/NTA—R T
ENhExJcapabilityReport,

o DY—RAP—=—N—0OLARAIZEITVT, AWS IoT Device Management O ¥ x—= Rk
EEBEBATISLENBYET,

EEARE. VY—RY—N—HFIY RI-F—OREENEF/NIADIANCR—DH
BlehitL AR AZFE>TWBEHE, R—J>2J &I statusCode/NTX—2% (ZL
T, fE% GDDEVICE _DISCOVERYAARL =23 VAR NEBEETEETIxxoe T/N1 AR
HAELEETHOBEE, ATYT 5, 6, 7Z2&YVERLULET,

DYZF—T RGRE. FPIVRI—YF—OFNA AZRELECEIZETZBEHNZER AWS
loT Device Management ICIEfEL £ 9,

C2C XV ZNE 200 TE#FHE N /- statusCode/N T X—RX TDEVICE_DISCOVERYAARL —
JAVARYRNEREETDE, NEX—D RBEEBRETFNAABRED—OT70—DRTZHERICE
MLET,

/A Important
BEBIZBUT, ATV 7T~ 1M ZATYT 6 DHIICEITTEETT, EEXE, Y—
RN—F A4 —TSYRNTA—ALICIRI—"Y—FNA AZ—ERTITDAPIHNHS
BE&. C2C % X Lambda H" —#&# % ACK TI5ZSendConnectorEvent 3 % i
(. DEVICE_DISCOVERY /1R N% TAETEET,

TINA ARHE D C2C ORIV X EH

RDVARNE, FINAAREZRIEEZ-2HO C2C ARV EZDEKHOBEZRLTVET,

« C2C %% & Lambda a l&. AWS loT Device Management DY X—= RIFEEDN SO TF/N1A Ak H

JOTAMNXAYE—2%MEL T, AWS.DiscoverDevicesAARL —2a> &2 0B TEET,

« C2COXRVRIE, ARXRIVEZDBFEAWS THIOU K ILERAET IS OFEIEHRZFERAL T, Sigv4

#&H T AWS loT Device Management APls DY Zx—2 RIFEEFTH T ENTEET,
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TNAARETAOER

RDOFIETIE, AWS loT Device Management ® C2C XV R ENZR— RIEEEFERAL EFNA
AREZTOCLAOBEZDFHALET., AWS loT Device Management

TNAARETAOER
1. XZR—IRHFER. TNAAREZRNIH—-LET,

«  JR®JSONARAO— RDiscoverDevicesZFEHALTPOSTUIIARNZ IZEELET,

/DiscoverDevices
{
"header": {
"auth": {

"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"

}

.

"payload": {
"operationName": "AWS.DiscoverDevices",
"operationVersion": "1.0",
"connectorId": "Your-Connector-Id",
"deviceDiscoveryId": "12345678"

}

}
2. Connector [F#BHZHAFBLFT,

o ORIV ZEFE. RO ISON LAR AZBUHBEZEEFELET,

{
"header": {
"responseCode":200
},
"payload": {
"responseMessage'": "Discovering devices for discovery-job-id
'12345678"' with connector-id ‘Your-Connector-Id™"
}
}

3. %% RI& Device Discovery Event ZAEL £,
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«  JR® JSON XA O— KR/connector-event/{your_connector_id}%&fEHAL T POST

DOIANZ CEELERT,

AWS API - /SendConnectorEvent
URI - POST /connector-event/{your_connector_id}

{
"UserId": "6109342",
"Operation": "DEVICE_DISCOVERY",
"OperationVersion": "1.0",
"StatusCode": 200,
"DeviceDiscoveryId": "12345678",
"ConnectorId": "Your_connector_Id",
"Message'": "Device discovery for discovery-job-id '12345678'
"Devices": [
{
"ConnectorDeviceId": "Your_Device_Id_1",
"ConnectorDeviceName": "Your-Device-Name",
"CapabilityReport": {
"nodeId":"1",
"version":"1.0.0",
"endpoints":[{
"id"."1iv,
"deviceTypes":["Camera"],
"clusters":[{
"id":"0x0006",
"revision":1,
"attributes":[{
"id":"0x0000",
1,
"commands":["0x00","0x01"],
"events":["0x00"]
]
1]
}
}
]
}

successful",
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DISCOVER_DEVICES A X k ® CapabilityReport &£ T %

FEROAXRNEBEICRTELSIZ, DISCOVER DEVICES /1 R NTHEENEITNTOTFT/NM A
[&. AWS.DiscoverDevicesARL—2 3 AQREEL THEEL., MISTBT/N1 ADKEEZR
R9 B 7= 8 C CapbilityReport A" % E T, CapabilityReports &, AWS loT Device Management 7
NAABEBED N Z—2 RiE S Z Matter ZEH O TIERLE T, CapabilityReports (Zik, XD
71— RZEEITIHLENHBVET,

« nodeld, XF%: UTZELT/NA1 A/ — ROEEIF endpoints
« version, XFJ: ARV ZRAREB LI >TREENLEIOTFNSA A/ —RON=23Y

- endpoints, List<Cluster>: COF/NA ALY RIRA 2 RTHR—KREhTVS Matter ¥—XE
TILDOAWS RED AR,

e id, XFH: ORIV ARREBICL >TEREETSNELIY RRA 2 NEBBIF

- deviceTypes, List<String>: COILY RRAVRNFF ¥ TFY¥ITRTFNARXATD AN,
D2FVY "THXZ,,

« clusters, List<Cluster>: COI RRA 2 MY R—KNT B Matter T—XETFTIL DO AWS £
ENDJARN,

K —

id, XZF%: Matter EETERETNTVD I T AX—E AT,
revision, B¥: Matter EETEREINTVWR VT AZ—JEDa > ES,

attributes. Map<String. Object>: BMHEEIFEZNICRHETIREDT/NA AREED
IV, BEZEETERE NMEEIFEBWEE,

« id., XF%: Matter T—XZEFIL DO AWS ZETEEE D EM ID,

« value, 77TV N EBHID TERENLEBELHORENE, "E, OF/4 7K. BHEIL
KO TEBBRFZEN BN ET, value 71— ILREBFBHEICHLTAT> 3> THY ., &
HAICORT X Lambda A" REDREZHMTEDIBEICNAEOIMLEN B KT,

commands, List<String>: Matter BETERENTWVWBDKSIZ, COUVTAE—ZHR—KL
TWDIAN2RIDs DU AR,

events, List<String>: Matter BETEZRENTVD&LDIZ, CNDITAX—THR—KEh
TWBAXRNIDs DUAR,

RENTUVBEEENIHEED ) A NE AWS Matter Data Model OIS D EEICDWT

(k. Data Model RF I XY hOEHIU U —RAZZRBLTEE,
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AWS.SendCommand AXRL —> 3> & LK TS

Z MAWS.SendCommandZA XL —> 3> IZ&k V), AWS loT Device Management D Y x— RiEE
., ITRI—Y—HFHEBLAEION RE AWS BERAHT)Y —AY—N—ICEETEEFT, U
V=AY —N—, BERORATOFNARAEYR—KNTIHEENFHVET. FEXATICEED
LARVAEFILNFSHYET, I REFTIE, AWS loT Device Management MY X— RIEE D
traceld; TANY RETOUVIVIARNZREEIZFERBP7OLELATT, COVIIANE, XY
X A*SendConnectorEventy; APl ZNM L TYX—2 RFABICIBREE D AN RLARVAICEDE
¥, AWS loT Device Management ® Y&—2 RIEE TR, VY —AH—/N—AIX RHFZFEEH
T eZHRIBDLARAZR ?;tﬁ*ﬁmbfb\ﬁ?b‘ HFLEINY RAETEhEZ LR
R EEFRYEEA,

RO, TV RI-—HF—HAROBAZAVICLELSETRHZECIAV REFT7O0—-2ZRL TV
x9,

TINAAOX > RERTD—0 70—
1. IVRI—Y—EF. AWSEEOT77VT5—>3>ZEALTRAZAVICTRINY REXEE
LEY,

2. BER. IV RI—Y—0F/N1 AEHREFEAL T, AWS loT Device Management DY x—
I\"va:uLJV/ RIFERZHPHLET,

3. NEZX—=IR#FEEE. ANV RLARVAZY—ERAICEYRTEZICORIZANERTS
Ttraceldy ZEHK L F 9,

4. AWS loT Device Management ® Y Xx—2 RfEE &k, AWS.SendCommandZARL—>3> A >
B—T7IAARAZFEALTON RUIVIANZARIRIZEFBLET,

CDAVER—TIAATEEREENDRAO—REE. /N1 AHEBIF. Matter endpoints/
clusters/commands& U TERIbLENETFNAAOAN R, IV RI—HYF—DOT7 VA KN—
I, BREFOMBOMKBEBENTXA—ZTERENET,

5. A%V REF, OYXRLARVAICEENS traceld Z2REFELE T,
e OdFXRVZRF, XZX—TRFEESOAXRVIOIARNZDY —AH—N—0OBIEERICETHRL
x99,

6. dAFXVZAEF., BRte I RI—"Y—OTF7I0EARN—T > UserIdhASEEBL, OX RICE
ERHTESS,
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a. UserIdF. BIOMUOHLZFEALTIVY—AY—N—HISWEBTEH. IWT HITEK
Dh—O2DHERRETIVEAN—UV VA SHHETERT,
b. KRR, VY—AY—N—ETIELAN =T OFHMBIII>TERENET,
7. ARIVRE. VY—AY—N—% "2—2F2 ) IV RI—Y—OF4A MNIHOPHL KT,
8. WY—AB—N—RBFNAAERYEYLET,

a. dAXRIVRE., VY—AY—/N—» O RZE{EL 7= AWS loT Device Management ® Y
Z—IYRFEECUL—L., RHOBEHIAN RLARAELTACK TRELET,

b. YRXR=IJREAR. ThENARI=T7VT—23aVIChRLET,

9. FNAANTARNEANCTRDE, TZOFNAAARKNGIVY—AY—N—IC&2TF+¥7
FryEhET,

10. UY—AY—N—EF. FNAAARNZIRIVRIZIEELET,
1. ARIREFE, VDIY—AY—N—IZ&2TERENETFNARAARY N EIZR—T RIEE
DEVICE_COMMAND RESPONSE A X RARL -3 RATICEHBLET,

12. xRV RE, AXRL—2 3> % "DEVICE_.COMMAND RESPONSE, &L T
SendConnectorEvent APl 2O HL £,

« B#¥NYUIITANT AWS loT Device Management DY Zx— RIEEIZ & 2 Ttraceldi®
HEeh? 272y FLET,

13. YZ—2 R#FEBE. IV RI—"Y—OFNA ARENET{LEBEFICBEHALET,
14, BEFZEFE. TNAADTA RN A LB 2 ECERZTI RI—Y—ICBAILET,

(® Note
Y =AY —/N—REICL 2T, KEBLEFNAAOAX ROV IOIARNBKOL
ARVAXY =22 MNBITZOY IONREVET, i, O RICEL
referenceld ZFEAL EXY E—C0BRTAIEENET,

TINA A RERITO C2C ARV 2 EH

RDVARNE, FINAAOAN RORT2HPEEZHO C2C ARV EZDEHOHEZRL TV
x9,

« C2C JJ% %Y & Lambda l&. AWS loT Device Management D ¥ x—= REEEH S
DAWS.SendCommandZARL =232V IITAMXY E—DZ0BTEERT,
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« C2COFRV AR, VDY—AY—N—ICEFETIhLEONYY RZEHFL., BYl%&tracelds IZXYE>
T3BRENHYVET,

« C2COXRVRADEFRAWS PHIUV N IZEAEhD AWS RIAMEREMEAL T, Sigv4 BHT
AWS loT Device Management Y —E' A APl ® Y Zx— RFEEENHOHET ENTEET,

1. XZR=—TJREEER. ORXRIRICOAXVRZEFBLET FIOROATY T 422K ),

/Send-Command

{
"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"
}
},
"payload": {
"operationName": "AWS.SendCommand",
"operationVersion": "1.0",
"connectorId": "Your-Connector-Id",
"connectorDeviceId": "Your_ Device_Id",
"traceId": "traceId-3241u78123419",
"endpoints": [{
"id": "1",
"clusters": [{
"id": "0x0202",
"commands": [{
"oxffol":
{
"Qx0000": "3”
}
1]
1]
1]
}
}

2. C2COXRVAXACKIONZ R (AXRY &N AWS loT Device Management Service DY &x—> R
MEICACK ZIAEIRROROATY T 7258 ) .

"header": {
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"responseCode":200

I
"payload":{
"responseMessage": "Successfully received send-command request for
connector 'Your-Connector-Id' and connector-device-id 'Your_Device_Id'"
}

3. %% Zl& Device Command Response 1 R R ZREELET (BIORODATY T 11 25
),

AWS-API: /SendConnectorEvent
URI: POST /connector-event/{Your-Connector-Id}

"UserId": "End-User-Id",
"Operation": "DEVICE_COMMAND_RESPONSE",
"OperationVersion": "1.0",
"StatusCode": 200,
"Message": “Example message”,
"ConnectorDeviceId": "Your_Device_Id",
"TraceId": "tracelId-3241u78123419",
"MatterEndpoint": {
"id": "1",
"clusters": [{
"id": "0x0202",
"attributes": [

{
"0x0000" : “3"

1,

"commands": [
"Qxffol":

{
"0x0000": "3”

]
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® Note

ONY RETOR/KRELTOTFNSA AREBOEER, HISTS
DEVICE_COMMAND_RESPONSE 4 XX kA" SendConnectorEvent APl Z 47 L TZ1{E
EN3ET, AWS loT Device Management DY X— RIFBICRBENFEL A, OF
V), NEZ—Y RFREDNFIODATY T 3INSARINEZETHET, IXIVEZHTHL
LARANBRIIZERIDESHICALDST, FINAADREBEEFENELA,

AWS.SendCommand VO TANICEENDHEE "I RKRA M) OBER

NEZ—Y RFEAETR., FNAABHKHAPICHES N LETNA ABEEZERAL T, N1 ANFZFAN
BENTEDAN UV RZRELERT, IXTOT/NA AMEEF Matter F—XEFIL D AWS R
CE2TEFIINMEND =, TNTOZEINREBEDIVZAX—AO "IN R, 74—
IRASEHBENEST, ORI XIE, Tendpointsy 71 —J)LRZHEHL., XIET S Matter I >

REREL, ELLIANY RAFNAAICEETDRSICEBRITEZIEEN HYET, BE., ChiZ
Matter *— R ETI)IN ZBETD API UV T ARNIERIDEEZERLET,

OR Y RAEFTEND E, %X R Matter Data Model ® AWS EEICK > TERE L

N "EBYENMERELTEFECNEDNZRELET, CchSOEEIE, API TEEET N API
DEVICE_COMMAND_RESPONSE 4 X2 k&4 L T AWS IoT Device Management ® ¥ x— R{R
SICEEE NE FSendConnectorEvent,

>T

RDAWS . SendCommand R4 O— ROBFICEFTNTWS Tendpointsy 714 —ILRZZZTHEL &

o

Ul

"endpoints": [{
"id": "1",
"clusters": [{
"id": "0x0202",
"commands": [{
"oxffol1":
{
"Ox0000": "3”

3]
]
3]

C2COARIVBRAVER—TIAAFRL =23V DRE 100



DX ZR—2 RiEE AWS loT Device Management FROYN—=HA R

COATZIORNES, IRV EEUTZHHMTEET,

1. IVRRAVPNEVTAZ—RBERELET,

a. IVRRKRAVBNZid "M, CERELET,

® Note

TINA AN EBOIY RRANEZERL, B—DITAE— (AU IFTRE)HE
BOBEZHBTESZFS (TFANOA/AT7. ANOAROFVIATRE ), 20
IDEIOR RZELVEEICIL—T A2 II2EHICERAENET,

b. 9ZA&X—%& "T0x0202; (77> MAO—-ILIZAR—)idICRELET,
2. ARV RBEHRERELFT,

a. XV R#EHBIFZ "0xff01, (TERSNDREOEHFIN R) IZRELET AWS,
b. BENTLWAEMHAFE, VIIANTEEENLETEHRLET,
3. BHEZE#HLET,

a. BMHEBIFZ "0x0000, (77> MAO-ILITFAX—MDOFanMode EB) ICFRELE T,
b. BMYfEZ "3, (BREV7V)ICRELET,

NEZ—2 REFEAE TR, Matter T—Z2EFILDO AWS EETHHFICEREEATVEVW2 20O THAR
Ly XY RA AT, ReadState 1N > R& UpdateState X RAEZE N TWE T, Matter T
ERENLEITAZ—BEHEMBLTIRETDLHIC. YR—T R#FiEIE UpdateState (id: 0xff01)
¥ /=& ReadState (id: 0xff02) ICBSET D AN R IDs &, EFFLEHTRAIY A BEZBEHEOIS
TEINTA—RZETANS.SendCommand J VT AR ZIRIVRICEFTLET. cnSOINU R
(&. Matter Data Model XI5 % AWS KA SEFAEE (FF WUEE) Lo XEBRAIRE (FeERY) 7]
BE) ICRREETNEEHOEZEDTNAAZATICRLUTHTETCENTEXT,

SendConnectorEvent APl ZEH L TTF/NA AAM R NZIEETS

TINA ARBA XY N OBE

SendConnectorEvent API [& AWS.SendCommand# & T AWS.DiscoverDevicesFAARL—> 3>
ICERBTREITDLEHICEAETNETITN., FNAMABABARNENZR— RREICEANTS 20
ICEFEAENET, FNAABBARYNE, I—F—PHEBLEON RBELTFNAMAICELD T
H BRENEARVNELTERTEET, cNSOFNAARAARY B, FINAADREDODEE,
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E—arvid, NVTU—LRILBENFEEFNTTHN, ChSICREEhFREA. ChE5DIRY
Ni&. SendConnectorEvent APl & FARL—>3> DEVICE_EVENT ZEAL TYZX—2 RRE
ICEETEET,

RDED23AVTR, ChSDARYRNOD—U 70— 2ESICHATRHELT, R—ALICAVA
R=ILENZAI—RMNAXTZERALET,

TFNAARAANRND—=0 70—

1. AAZE. VYA —N—CEBEND ARV NEERTHIE—>32Z2HRELET,
2. VIY—RAY—N—RBAXR R NZLREL, C2COARIRIZEFBLET,

3. ARV AREF. COAXR2 ~%Z AWS loT Device Management DEVICE_EVENTA > Z—7 I 4 A
DNZR—2 RREICEBLET,

4, C2C ARV AKX, AXRL—> 3> H "TDEVICE EVENT. ICE8E & 11 /= SendConnectorEvent
APl Z2FRAL T, COFNAAARY N EIZ—D REEBICEELET,

5, XZR—TJRKER. BEIIEFZRIIL., COMNRYRNZERICHBHRLET,
6. BERECDANRYIZZFEY, I—Y—-RAFZNLTI—HY—ICRTELET,

SendConnectorEvent APl ARL —> 3 2 OFMIC DLV T, AWS IoT Device Management AP
)7 7L > AHA RSendConnectorEvent® YX— RFED T, #SBL T EE L,

TINA ABRBA R NOEH
LTRRE, FNAAEEARNDEH/TT,

e C2CAXRVZVY—=AK, VY—=—AH—=—N—N"SFRBFFNAAAR NZZETEIHEND
WET

« C2CORVARVY—RAW., C2COARIVRDEFRAWS THO VN IZEAEhD O AWS FRALER
ZFERAL T, Sigv4 2B T AWS loT Device Management —E X APl ® Y Zx— RS ERY
HIENTEBDHRENFHYET,

R DOFIE. SendConnectorEvent APl Z/ L TTFNA AREANRNZREETHIIAXRIXERLTW
x99,

AWS-API: /SendConnectorEvent
URI: POST /connector-event/{Your-Connector-Id}
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"UserId": "Your-End-User-ID",
"Operation": "DEVICE_EVENT",
"OperationVersion": "1.0",
"StatusCode": 200,
"Message": None,
"ConnectorDeviceId": "Your_ Device_Id",
"MatterEndpoint": {
"id": "1",
"clusters": [{
"id": "0x0202",
"attributes": [

{
"0x0000": "3"

}

]
]

ROBIAS, ROKSICHEYET,

e ZhiE, DFM1TOTFNAARIRRA NI SEBENET,

e COARVNICEETDTFNAABEERF, 77 NO—IIOBEBEISAZ—ICEETDZ VTR
22— ID A" 0x0202 T9,

« ZEENEEMDID IE 0x000 T, VFAZ—ANT 7 E—RFIFBIZEEL TVWET, High
NDEICEETZEIICEHRENEL L,

« connectorId FEREICIT I RY—ERICE>TRENBZNTA—2THA S, OX
2 R & GetCloudConnector ZfFFFAL TV IV EZREITL, T7AINRIVITTRUENHYE
9 lambdaARN, Lambda BE#ARNIE Lambda.get_function_url_config APl ZEALTO LT
JEhExrd, ChiZkt), Lambda T CloudConnectorIdicBIMIC T VEATE, UEINDLSIC
BHICREEhDZERFHYEEA,

AWS .DeactivateUser AR L —> 3> #EEd 3

A—Y—3kTF7 074 TILOBE

REENEI—H—TFTIOCAN—DVO(TIOT 1T, BEN AWSEBEET NIV N 2HIRT S
BE. FERIVRI-—Y - AWSBEEDZATALANSZATLARADT AT MO J EEER
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TRERICHBETT, EE5NI—AT—ADXYZ—I R|ATE, C2C ORI RZFEALTION
D—070—%2BZ I TRHLENHBYET,

RORE, SATLASIY RI—HY—THIOURNE) D VBRIDHFEERLTVET,

A—H—3kTFOT474L0—0 70—
1. A—¥—@F. AWSEEDOT7HI>NE C2C ARV RICHENTShIEY—RN—T 1 —F8T
B—N—FEOVIBERTOLAZHRABLET,

2. BEHZIE., AWS loT Device Management DY Zx—= RIEEZEL TI1—H — 0 BEEN (T 0 HIBR
ZRBLET,

3. YEx—R#KEEWF. AWS.DeactivateUserANRL—>3> A 2—T7 T4/ A%ZFEALTOX
DEANDIVIIARNENLTHRT VT« 77O RERBLET,

luser DT VAN —=02 &, VDOTAMND AYE—ICEENET,

4. C2CO%VRBUITIANERHAN, BTY—/N—EFCHLTh—I> & h—o2 H R

BT OEAZHVYHELET,

FERE, U IERTOVRWI—H—T AT RASOARY ME, ORITHICTZ—
DRIFEBICEEENELSAZY) EFTAWS.DeactivateUser,

5. BaY—N—@F7o0AZEV)EL, C2C ORIV RIZLARCAZERLET,

6. C2C %7 A&l&. AWS loT Device Management DY Z—= RIS, 1—H—DOT7I9EAN—
DONEY)EENEEVWS ACK ZEELET,

7. IZ—YR#HER. UY—AY—N—CEHEFFSNETIY RI—F—HFHETHTNTOU
Y2 EHBLET.

8. 77—/|\%n.=.(.1 JATLAIBETDZINTOREENTNEIRE NI EZTRT ACK ZER
ICIEELET,

9. BEREF. FHIURDNTSYRNTA—LHLS ) I0EBRENECEZTI Y RI-HY—ICEAHIL
x99,
AWS.DeactivateUser MO B4

« C2C %V Z Lambda B¥lE., YZF—2 RIEEH S AWS.DeactivateUser ARL—> 3%
MEBITDLEOOVIOTIANAYE—22Z2HEYET,
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« C2COXRV R, BT i OAuth2.0 h—o 2 &, BBAIY—N—ROI—F—OXIET 2 EH

N—=O2 BV BIRLENFHYNEXT,

ORI AN Z(THSAWS . DeactivateUser J VTARNDHZRIZRALET,

{
"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"
}
},
"payload":{
"operationName": "AWS.DeactivateUser"
"operationVersion": "1.0"
"connectorId": "Your-connector-Id"
}
}
C2C ARV REWUHT

AWS Lambda Tlk, UY—AXR—AORIZ—ZFEAL T, Lambda ZHVPHI N TED 11—
H—Z R TE LT, AWS loT Device Management DY Zx—= RIEEIE THD-H AWS O —E
A, DY=RARVD—ZALTC2C JFXV X Lambda ZEHTHETICIE, YFX—I REEEFTITS

VEFHYNET,

PBESEELTORPROT VEAFAZIFOVY—AR)>—% C2C XU X Lambda IC7
RYFLET, ChiCkV), Lambda BEONUOHLEREODVZR— REEHNREELET,
CORID—ICIEE, OFEVRTEEERL AT —Y —connectorIdD &IZHIPRT 2 D IZI&IL

DConditionF—A"EENTLVET,

JSON

{
"Version":"2012-10-17",
"Id": "default",
"Statement": [

{

C2C ARV R ZWVUHTY
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"Sid": "Your-Desired-Policy-ID",
"Effect": "Allow",
"Principal": {

"Sexvice": "iotmanagedintegrations.amazonaws.com"
},
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:ca-central-1:444455556666:function:connectox-

lambda-name",
"Condition": {
"StringEquals": {
"aws:SourceArn": "arn:aws:iotmanagedintegrations:ca-
central-1:444455556666:account-association/account-association-id"

IAMO—=J)LICT7 O RAEFAZEBNTS

FTRNTHYEZR—T RIS APISHEO T 7= - AWS sigV4 BN BETT, Sigvd I AWS THI >
N, BREMEHEMFEA L TAWSAPI UV T AN ERRMTS2 7O INICBRELTVET, YX—I R
%A APIs DR HLICERATS IAMO—JLICE, APIs 2 ERICHOETEOOROT I AHT

NRBETT,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Statementl",
"Effect": "Allow",
"Action": [
"iotmanagedintegrations:Your-Required-Actions"
1,
"Resource": [
"Your-Resource"

]
]

CNSOT 7 EAFAOEMOFEMICOVTRE., EHSBALELESEEV HR—K,
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0DV —A

C2C RV ERZEHRIBDICE. UTHYETT,

s BRIBHAXIV R %ZIBET S Lambda ARN,

C2C ARV RZFETTANTS

C2C &V R %Zend-to-endFEITT AN TR, BEECIVRI—Y-—0OlmK2e>IaL—hT
PUBENBHYET,

XDV —ANRBETT,
s TANTRAXRV R ZEET S AWS Lambda ARN,

« DSIORTZYRNTA—LNS OAuth2.0 I—H—TFTHINETAMLET,

« AWS loT Device Management DY x—2 RIEGICEFE N TVBARI X, FHICOVTE,
FC2C (Cloud-to-Cloud) IZX V2% FEH T2, #SRBL T LEEV,

C2C (Cloud-to-Cloud) Jx VX Z AT S

C2C xRV R, VIVIARELARVAXY - 0BREBEEL, NRX—I RRGEHY—R
N=TFT 14— RUVE—=UZTORBOBEFEARICLET, ChICKY, EXREXKBTFNARRAT, 7
ZYR7#—L, ZORJLBETOREFBABZICRY, Y—RN=—FT 1 —OFNAADF > KR—
TATEERAARICEYNET,

ROFIETE, C2COARV R ZHATIATY T Z2—ERRLET,
C2COAxV AR ZEATZFIE:

1. CreateCloudConnector

RE=—IDRREBEY—RN—TFT A ARUVE—=UZTREAORFABEZ2ENCIZLSICORY
RERELET,

OARVEZZRETDEE R, ROFHZEELET,

« BEE AR ZODHURTVERZRRLET,
- A ORVEZOBEBNEHEOBREZRELET.
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« AWS Lambda ARN: XV R IZEH % #4925 AWS Lambda BAER® Amazon JY — A% —
I (ARN) ZEBELE 9,

H—RN—=FT 1 —R2AZ—APIsLTOAXRI X ZEK TS AWS Lambda B ZEBES LKV F
Z7O/4LET, RIZ, YFZ—2 RFEEAAT CreateCloudConnector APl Z U H L, BEFA®
AWS Lambda BI%k ARN Z3EEL £9., AWS Lambda BI#A", YZX—Y RIFAETIAR IV R 2E
RTBDOERLU AWS PHIURNIF7O/4MENhTVBR L &2IRBLET, MEEBANTHILEH
OD—EBOIXIVZXIDHFEYYEHETSNET,

CreateCloudConnector APl V2T AR E L AR A D HI:

Request:

{
"Name": "CreateCloudConnector",
"Description": "Testing for C2C",

"EndpointType": "LAMBDA",
"EndpointConfig": {

"lambda": {
"arn": "arn:aws:lambda:us-east-1:xxxxxx:function:TestingConnector"
}
3,
"ClientToken": "abc"
}
Response:
{
"Id": "string"
}
ER 70—
@ Note

COFIETR., BEICKUT
GetCloudConnector, UpdateCloudConnector, DeleteCloudConnector, # & T
ListCloudConnectors APIsZ AL £ 9,

C2C (Cloud-to-Cloud) AX V2 2 FEAT 3 108


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListCloudConnectors.html
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2. CreateConnectorDestination

EERZRELT, ARIENY—RN—FT 1 —RUBF—VFIREDZEBIEREHITS
f‘&bLM\EK‘“* RALEH E IR L F9, Destinations Z AL T, BA URL, REEARAF—

L, FREEBHROBFIEED OAuth 2.0 RAIDFMAZ L., YXZ—Y RREEGICH—RN—FT1—0
RALE R = &8 L £ 9 AWS Secrets Manager,

IR R
ConnectorDestination Z/ER T2 8IlC., LT ZIT5BENHVYET,

« CreateCloudConnector APl Z U H L TRV X Z#ERLEF T, BEEHANIRT ID
l[&. CreateConnectorDestination APl d— )L CEREThET,

« XU RtokenUrlM 3P 7Y N7 A#—LD ZEEBLE T, (authCode % accessToken &
R|TEET ),

s AXIBZDMO P TZYNTF—A®D authUrl ZBBLET, (T RI—HF—GFI1—HF—FN
AD—RZFEALTERIETEFRT ),

c PHIORDY—UL Y RYFZ—T ¥ —T clientSecret BP 7’2 Y K7 #—LH5)
clientId& ZFEALET,

CreateConnectorDestination API ) 2T AKNEL AR ADHI:

Request:

{
"Name": "CreateConnectorDestination",
"Description": "CreateConnectorDestination",

"AuthType": "OAUTH",
"AuthConfig": {
"oAuth": {
"authUrl": "https://xxxx.com/oauth2/authorize",
"tokenUrl": "https://xxxx/oauth2/token",
"scope": "testScope",
"tokenEndpointAuthenticationScheme": "HTTP_BASIC",
"oAuthCompleteRedirectUrl": "about:blank",
"proactiveRefreshTokenRenewal": {
"enabled": false,

"DaysBeforeRenewal": 30

}
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCloudConnector.html
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},
"CloudConnectorId": "<connectorId>", // The connectorID instance from response
of Step 1.
"SecretsManager": {
"arn": "arn:aws:secretsmanager:*****:gecret:*xFrxkxl
"versionId": "x*FxxEkxN
},
"ClientToken": "*x="
}
Response:
{
"Id":"string"
}

777 REFBROERT7O—:

(@ Note

COFETE., BEIECKLUT
GetCloudConnector, UpdateCloudConnector, DeleteCloudConnector, & &k
ListCloudConnectors APIsZfEFR L £ 9,

3. CreateAccountAssociation

BEMHFE, I>RI—H—OH—RN—=—FTA—DIZIRTHIRNEDARIVIRZRDEEFERED
BEREXRLET, BEFITZERL, IV RI—Y—2IZX—JRKEICUVTRE, TOT
NAAF—EZEOBEER T IDZENLTTIEATEDRRSICAYET, COFEEICKY, FINA
ADKE, ONY ROEF, AIRVMNOZEO I DOEEBBENF BMICKYET,

IR &R
AccountAssociation ZER T BRI, UTZZTTITHIHRELNHV) ET,

« CreateConnectorDestination APl Z O H L TEELEEZERLET., BHNIERT ID
&, CreateAccountAssociation API J— )L CEREThET,

« CreateAccountAssociation APl ZO'HL £ 9,

C2C (Cloud-to-Cloud) AZ U 2 &M T 110


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListCloudConnectors.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateConnectorDestination.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
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CreateAccountAssociation APl U O TARKNEL AR ADHI:

Request:

{
"Name": "CreateAccountAssociation",
"Description": "CreateAccountAssociation",
"ConnectorDestinationId": "<destinationId>", //The destinationID from

destination creation.
"ClientToken'": "**x"

}

Response:

{
"Id":"string"

}

@ Note

COFIETR., BEICKUT
GetCloudConnector, UpdateCloudConnector, DeleteCloudConnector, # & T
ListCloudConnectors APIsZ AL £ 9,

AccountAssociation (C [&. GetAccountAssociation API & ListAccountAssociations APIs, iS5
M APls, BIEMNITOIREZRRL £9, StartAccountAssociationRefresh APl ZFER T2 &, B
N—o>OBMEBRN YNz & ZI(Z AccountAssociation IREZEIHTEET,

4. FNA A

BYZX—DREET /&, DUTILESR®T—R2ETFILLBE, FNAABBOFMIZV D
NET, FT—REFILETFNA ADOHEEZRRL, X, AM/vF. Y—FAXY N, i
BEDRATDFRAATHBAESAERLET, 3P F/NA RAERHL. 3P 7/5( ZBD
managedThing Z{ER T2 ICE. UTORTY JZ|IEHFICERITIDIXEN HYET,

a. StartDeviceDiscovery APl ZT'HL T, FNA AREZ7ORAEZRBLET,

StartDeviceDiscovery API D O TA KN &L AR ADHl:
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListCloudConnectors.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListAccountAssociations.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartAccountAssociationRefresh.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartDeviceDiscovery.html
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b.

C.

Request:

"DiscoveryType": "CLOUD",
"AccountAssociationId": "**x&x",
"ClientToken": "abc"

}
Response:
{
"Id": "string",
"StartedAt": number
}

ListDiscoveredDevices API U T AN EL AR ADHi:

Request:

//Empty body

Response:
{
"Items": [
{
"Brand": "string",
"ConnectorDeviceId": "string",
"ConnectorDeviceName": "string",

"DeviceTypes": [ "string" ],
"DiscoveredAt": number,
"ManagedThingId": "string",
"Model": "string",
"Modification": "string"

]I

"NextToken": "string"

GetDeviceDiscovery APl Z O H L T, RE7OELAD AT -2 AZHELET,
ListDiscoveredDevices APl Z U HL T, e hiEFNA A& —&

RLET,

C2C (Cloud-to-Cloud) AZ U 2 &M T
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetDeviceDiscovery.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListDiscoveredDevices.html
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d. CreateManagedThing APl ZFU'HL T, REV AR SYZR—J RREICAVR—KTB
TFINAAZEEBRLET,

CreateManagedThing API UV TARNEL AR ADOH T ):

Request:

{
"Role": "DEVICE",

"AuthenticationMaterial": "CLOUD:XXXX:<connectorDeviceIdl>",
"AuthenticationMaterialType": "DISCOVERED_DEVICE",

"Name": "sample-device-name"
"ClientToken": "xxx"
}
Response:
{
"Arn": "string", // This is the ARN of the managedThing
"CreatedAt": number,
"Id": "string"
}

e. GetManagedThing APl Z FU'HL T, FILKERE iz Z2XRRLE
9ImanagedThinge AT —R AWk (Z7% ) FFUNASSOCIATED,

f.  RegisterAccountAssociation APl Z ' H L T, ZhZ4HFED managedThinglZ BEL 1+
F JdaccountAssociation. RegisterAccountAssociation API A EEICKT IR E, &
ASSOCIATEDIRREmanagedThinglcZEEEnE T,

RegisterAccountAssociation APl UV TA KM &L AR ADH:

Request:

{
"AccountAssociationId": "string",
"DeviceDiscoveryId": "string",
"ManagedThingId": "string"

Response:

{
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterAccountAssociation.html
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"AccountAssociationId": "string",
"DeviceDiscoveryId": "string",
"ManagedThingId": "string"

}

P FNAARIZOARV RZEREETS

UL AVR—FT a1 T0ENnTFNAAZHETSICIE. SendManagedThingCommand API &
FAL., UENCERLUEBEENSFID E, FNAATHR—RENTVBRHEEICESI<S<IV K
A—I)T702a> zERLET, AXIRE, THO NI OT7OCAD SREE WERRE
HEFALT, Y—RN—FT1—OITIRTFEIAL., ARL—>3 2V ICEETS APIO—-)L
EHTHELET,

SendManagedThingCommand API UV TAKN&E L AR ADHI:

Request:
{
"AccountAssociationId": "string",
"ConnectorAssociationId": "string",
"Endpoints": [
{
"capabilities": [
{
"actions": [
{
"actionTraceId": "string",
"name": "string",
"parameters": JSON value,
"ref": "string"
}
1,
"id": "string",
"name": "string",
"version": "string"
}
1)
"endpointId": "string"
}
]
}
Response:
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendManagedThingCommand.html

DX ZR—2 RiEE AWS loT Device Management FROYN—=HA R

"TraceId": "string"

P FNAA7O—ICAXRY REEEBELET,

6. ARIVENNFZ—IRBEEBICARNEHEETS

SendConnectorEvent APl I&, XV 2D SNZ—Y RFKEEND 4 BEOAR N EF YT F v
LET, Chik, Operation Type NTX—ZDRDOFNEEBETERENET,

- DEVICE_COMMAND_RESPONSE: X~ RICWREULTOARIV N EF TR IEREL AR
Ao

« DEVICE_DISCOVERY: N4 AH7OFAICKHEZE LT, OARXRITREBREE N EFNAAD
DARNEIYZ— RFESICEE L., SendConnectorEvent APl ZFHAL £ 9,

« DEVICE_EVENT: ZEELETFNAAARNEFEELET,

« DEVICE_COMMAND_REQUEST: /N1 A SRKRENAEIN RUIITA K, Hlx
. WebRTC 7—270—%&ETT,

ARV R, 72320 userId/NTX—R%&ZIEEL T, SendConnectorEvent APl ZfEf L
TCTFNAARANRNEERETDEETEET,

s BEODFNAARARY NDOFEuserId:

SendConnectorEvent API U O TARNEL AR ADHl:

Request:

{

"UserId": "#*x®*n,
"Operation": "DEVICE_EVENT",
"OperationVersion": "1.0",
"StatusCode": 200,
"ConnectorId": "x*x*",
"ConnectorDeviceId": "*#**",
"TraceId": "**=*",
"MatterEndpoint": {

tidv. MmEEM,
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"clusters": [{

}
]

}
}
Response:
{

"ConnectorId": "string"
}

c DBEVWFNAAARY NDBEuserld:

SendConnectorEvent API U T ARNEL AR ADHl:

Request:

"Operation": "DEVICE_EVENT",
"OperationVersion": "1.0",
"StatusCode": 200,
"ConnectorId": "***x=*!,
"ConnectorDeviceId": "*#*x*",
"TraceId": "*x#**",
"MatterEndpoint": {

tidv. MtEAM,

"clusters": [{

1]
}
}
Response:
{
"ConnectorId": "string"
}

HED managedThinge« 7 AV NOBRERTEOU > IV ZHIKRTBICE. BEBEXHZX

LZFERALERT,

C2C (Cloud-to-Cloud) AX V2 2 FEAT 3

116
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DeregisterAccountAssociation APl U O TAKNEL AR ADHi:

Request:

{
"AccountAssociationId": "****",
"ManagedThingId": "****"

}

Response:

HTTP/1.1 200 // Empty body

AR N7 O0—0IEE:

7. ARVEODAT—RA%Z "Listed) ICEHFHL T, HONZX—I RIEEDEBERNIRRTED LS
ICLET,

F7AIRNTRE, DRI RETZAR—=NTHY, ARV ZZERLIEAWS THI NCDO A
RRENET, ARV ZZMONZ— RIEEDBERICRRIDCEZBIRTEET,

ARV Bz 11— —HEBEITRICRE, ORIV ZOFMAR—2O AWS YR X NIV —
I TRRWEEILTD, A7 23 EFERALT, LEI—AWS OEHICOXRIZ ID & (CEE

LET, AEEThd e, IRVEAFEALU AOIRTOIX—I RFEI—HY—HINEATEET
AWS U—23 >, €52, ORI ZOBEE AWS Lambda BBBO T VARV —%2ZETS
CET, BEODAWS THIVKNIDSANDT IV ERAZFIRTEER T, ARV X EZMOBERNE
ATEDLSICTRICEK, O AWS PHIU MASAEHRIRI ZAD Lambda BEIZH T 3

IAM 7 V2 AFFAZERBLET,

ARV R ZHOYZ—Y RIGEDERICRTIDHEIC, IRXRIVZOHBET IV EAHAZEERT
5AWS O —ERX BRELEBOR) S —ZHIEL T EE L,
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N Z—2 R#ESE Hub SDK

SOt avOREYIEFEAL T, NX—2 RS Hub SDK ZEAL T loT NTFNA A%ZEF
VIR— "B&U%Uﬁﬂ?éﬁlft‘.')\,\'(nﬁﬂﬂl/ﬁ'd'o NZ—2 Rft& I RF/N4 A SDK OFHHICD
WTR., ") ZZRLTLKEEVWIR—J REE T2 RF/VA1 A SDK,

Hub SDK 7 —FF U F ¥

FINARF Y R—F 4

NEZF— RREDOFEAZRBITSHEIC, Hub SDK AV R—FXV NI FNAAOF D R—F 12T %
EDRSICHR—BLTVRAZHBIEL TS LEEL, <_0)‘|2'7/EI/'C(.&" aAr7oe>ar—&7
ORJILBEOTZTAVHNEZELTTFNAADORE, BE. I—V—t&YNTYTZLEBTDHE
BE, FNAADFAVR—FT AT IREBREERT =\=T'79"'VZI‘/7R’—?~‘/I\L:'JL\'C§FEHEL$
ER

TINA ATV R—=FT 427 HAO Hub SDK A2 R—F > b
SDK A2 AR—%> k

- A770EY 3 —

- ZORJNEEO7OED 3 F=TF 74>

« ZORJLBEOIRILIVIT

77Oy ad—

770D 3ar—&, T \NTF7O4TTFNAADA YV R—F 4 #FABRIZHhRIDVR—X
VRTT, NF—TURESETORNINBEEO7OED 3 F—7S T4V EAOINTOBEEZRE
L. Z2TEEHOEVTFNA ATV R—F1 T 2RBALET. FTNA1AREFR—RIFTBE, T
F7OED 3> —GRBE70—%20EBL, MQTT XY -9 %2EEBL, UTOMEZEL TF
NARAIJOITANZREBLET,

MQTT ##t

OSORRKNEYIORBEY T RAISATOEHIZMQTT JO—H—E0EEZERLET,

Hub SDK 7 —FF7 U F ¥ 118
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XVvtE—IF1—E/NRT—

ZSEIZTNAAOEMBSLVHEIBRUIIANZIEEZICLAELET,
ZOR3ANTSZTAAVEZ—TIAR
BT —RESDABKET—REZEEIZCET, FNAAAVR—F14 A0 7O0NIILE
Bo7OED3ar—7S04 0 EELET,
Hub SDK 254 7> N APIs

ZORIJILEBED COMB 7Z 742 H 5 XF—I RIREICT/NA ABEL R—NZ2ZEL Tk
ELETD,

ZORJNBEEO7OEES 3 —7204>

ZORIJNEEO7OEED 3+ —7S04 2@, cxETEEEE7O0RINOTFINA ADFA > R—
FAVTHEEBIDSATIVTT, FT574>k. AN RE#A77O0EES 3+ —»5 loT N
AAO7ORINEEOT 23 VICEBBRLET, ChSDT T4V ATEEITLET,

« ZORIJNBEEDOIRILDITTOAHEL

« OA77OEED3aF—UOITANCEILKEREST—RETE

« SRILTITAPI O=ILIZ&LDTFT/INA ADHIBR

ZORJJIEBEOIRILDIT

ZORJLBEEOIRLIITR., FNAATORINEXR—D RBEEHEOERL AV —& L TH
BLET., COOAVR—FTVNE, 70D 37T/ 5OAXRREZZFELTZ7ORNILA
ZYJICEEL, FNAADSLARVAZBREL T ATLABRHATIL—T A7 LENS, NEME
NBEEFEZMELXT,

FINARF Y R—F 425 70—

Hub SDK #EAL TFNA AE AV R—RTBEECRKETRARL— IO -T2V ARRRE
LET, COtI2a>ThR, A2R—FA I 7OLABICIVR—Z2 MFED LS ICHEER
IB3HLZRL, YR—RENTVWBIAR—F 1 ITFEOBMEZBRBALET,
AVR—F 425 70—

- BEtEY NT YT (SS)

TFNARF Y R=F42T 70— 119
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- BOXYF+EY NF YT (ZTS)
. I—H—HA RIC&kBEY RNT YT (UGS)

Rty NT YT (SS)

IVRI-—Y—E 0T FNAADEBRZAN, TNAAORERT 7V T—>322EALTQAR
O—RZAFTULET. TOHE, FNM1ARBRIFR—TI REEITVRICBFE N, loT N7 ICEK
LET,

EOKyFEY NT YT (ZTS)

EOXYFEYRNTY T (ZTS) &, Y74 FI—2OF Y TARN)—LTTINA AZEHIZEE
FFBdeT, FNARADAVR—F 12002868 LET, HlxE, T RI—Y—HFFNAAD
QRO—REZRAFYUFTRIRDYIZ, COARTYTRUBIICET L, FINAARAZBHARI—=THIo>
NCERIVIOULET, EEARK, CORTYTRIILTANMX N EZ—TETTEERT,

IRI—Y—-HIFFNAAZZELTCERZAND E, XZX—TJ REEIV7ZVRICHBNICERE
h, BMotEY N7YTT702a>uzRhBERETIC oT/NTICEHKELET,

d—HY—HA RIZKDEY N7 Y7 (UGS)

I RI—HY—RGFFNAADERZAN, AT T14TBFIRIZHE>TIZR—2 REBICHAY
R—RULET, ChiCK, oT/N\NTORE 2T, FNAAREAT 7V EFERTSD, NTEFN
AADHEEDRE ZRTENEENET, Simple Setup NEKBLEBE., COFEEFERTE
£9,

TINAAD> vO—=)

NEX—Y REER. TNAARE, OV RET, #HZREBELER T, AFA—P7ORILICEKT
LBWFNARAERZFEAL T, FNAABEO7OR DN ZHSBELKTEIY RI—Y-TIIANR
VIVAZBETEEXT,

TFINARAD MO-ILZEATRE, BROPIEXPRTOUEZREDT/NA ADREZRRE LV
BETEERT, COMERICEKY), REEEODARY N HAEH, 9, -, EZZUDTICE
RATEXRY,

FNA A ~kO—)L 120
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ERATELE |

TINAADREEZEERFFHISD

FNARRATICBRTVTFNA ABHERROLOBELET, UTEFIEATEET,
. FNA ZADRE: BEDT /N A ZABEME
o ERREE: TNA ATETEEM R T — R X
e ALART—BA:NYFU—LARILDESHRE (RSS) BENDY AT AfE
REEL B A
BROPHEOBEEP KFOY VORTF—RAOTAEE, TN ABER BEREF T 1=
LEICARYRNESELET,
3754 F—k
FINA ARG, AV B—%Y NEBEFELTE, AL 0T \T LOROT/NA RAEBELES. 7
A ADRER, BEABEENBEISIREFHLET,
AR 42 8

BHEOY—A, FNAARERT 7)., FHTFNAABED) S OREOE(LZEBIHFLET,

NEZF—DRREZBLUTTNA RAZHBITZ-HICHAER Hub SDK AV R—R hETO A
wWlET, CORNEYITR, TVvZI-JI2h, HEF—XEFILTVU YT (CDMB), BRVT
ORJWEEOTZTAHFEZELTTFNA AN RZQREBL, FINA ADREZEEL, BB
ZORJLETLAR AZMETRFECODVTHALET,

TNAAd> O=)IL70—

RO, I RI—Y—7 Zigbee AN—NT ST %FICTBHEEBRPET S Z & Tend-to-end
DTFNAAFH70—&2RLTVET,

TINA AFEAD Hub SDK IV R—F 2 b

Hub SDK 7—F 7O F ¥ Tk, UTOOAVKR—FK N EERAL T loT RETT/NA AHF AT R
ZOBBLPN—TFT 12T LET, FAVR—FKVKNE, VTRV RZFNARAT 232
ZH]L, FNAAOREZEEL, LARVAZAEIZIRENDREERLELET. ATotI> 3
TR, ChsOOVR—FXV M FTOMTEDRSICEET AN IOV THLLBHALET,
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Hub SDK &, A TFOOVAR—FX 2 NTHERE N, 0T /NT TOFNAADA U R—F 4 2T &4l
ERZICLET,

T4V AVR—F N
Edge I—> I b

oT N7 EXZ—2 RIFBRERDY — NI I A E L THREELET,
HBEF—RXEFI T Y (CDMB)

AWS F—XEFI)L & Z-Wave X° Zigbee B ENDO—AIIL7ARNINF—REFINZEBRLET,
chiZlk, O7 CDMB 7’29427 ORJILEED COMB 7S94 N EENTVET,

7O asf—
FNAADRBEAVR—FA VT ERBLET, ChiCk. 7ONILBEOAVRK—F 1>
JRAVAOIAT7O0EZ 3F—c7OMILNBERO7AOEDS 3 F—TFTAUAEEATLE
LR

tAHVA)AVKR-F K

NTFDR=F 42T

REBRVTIRBEOEDIZ, V94T N NEREEF—E2FEAL TN 2703 =L
x99,
MQTT 7’OF >

IE— RESIVSTIRADO MQTT EBiizBEHLET,
OA—

O—ALKRERNZ—IRBEVZIVRICOTZEERAZET,

NEZ—Y RBEHUbSDKZA AR —)LLUTH&RALT

ROTF7O4FE2BIRLT, YNX—P RFEES HWDLSDK ZFNA AICA 2V ARN=ILLET, Ch
&, BEF 7O/ FEEFBRAIV TN AN—)LAWS loT Greengrass i Td, cOto> 3>
Tk, MAOT770—FOEY NT7YTERIEDFIBEICOVWTHBLET,

T7O04 Fi%

IEx—Y RAHUbSDK ZA4 VAR—I)LLTHRIET S 122
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« THubSDKZA4 > ABM—J)L 9% AWS loT Greengrass
s ROV NZFERALTHUbSDK 2770492
» systemd ZFAL T Hub SDK Z#F 70149 %

T HubSDK 24 2> AKM—J)L 9% AWS loT Greengrass

AWS loT Greengrass (Java /N\—> 3 >) ZFAL T, FNA ADIYZ—2 RFES Hub SDK I 7R—
ZhzEF7O040LFT,

(® Note
ZEYRNTYTL, BRELULTHIMBENHV) ET AWS loT Greengrass, FAHIC DV T,
T*AWS loT Greengrass XAY /N—HA RRFIX MO " &£1F AWS IoT Greengrass, %
ZRLTLEEV,

AWS loT Greengrass 1—H—IZlk. XROFALIKNVZEETRT UV EAFANVETT,

« /dev/aipc
+ /data/aws/iotmi/config
+ /data/ace/kvstorage

NEY D

e AVAR—XhZO—AHLEF7O4TS
- V2O RF70OA4
NTo70OESa - 5 x2®Kkilds
CDMB ANXRL —2 3> DR
LPW-Provisioner ZR L —2 3 2 Z#RFET 5

AVR—F hZ2O—ANLNIEF7AO14TS

7 )N 14 AT CreateDeployment AWS loT Greengrass APl Z#A L T, HubSDK IV R—X> ~h%&
F7O04LFET, N—2arESEBENTEELS, TOBIKTEALTVWAN—232IC&2T
BEBB3ZENHYET, ([CI&k. com.amazon.loTManagedintegrationsDevice.AceCommon=0.2.0
versionDEXZFEALET,
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https://docs.aws.amazon.com/greengrass/v2/developerguide/what-is-iot-greengrass.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_CreateDeployment.html
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/greengrass/v2/bin/greengrass-cli deployment create \
--recipeDir recipes \

--artifactDir artifacts \
"com.amazon.IoTManagedIntegrationsDevice.AceCommon=version" \

-m "com.amazon.IoTManagedIntegrationsDevice.HubOnboarding=version" \
"com.amazon.IoTManagedIntegrationsDevice.AceZighee=version" \

-m "com.amazon.IoTManagedIntegrationsDevice.LPW-Provisioner=version" \
"com.amazon.IoTManagedIntegrationsDevice.Agent=version" \

-m "com.amazon.IoTManagedIntegrationsDevice.MQTTProxy=version" \

com.amazon.IoTManagedIntegrationsDevice.CDMB=version" \
-m "com.amazon.IoTManagedIntegrationsDevice.AceZwave=version"

2270 RF70O4

7*AWS IoT Greengrass XOY /N—FH 4 ROBERIZHS T, XOFIEZETLET,

1. Amazon S3 IC7—T 14770 K&ET7Y7O—RLET,
2. LEZEFHFL T, AmazonS3 7 —F A 77O NDBFEEHET,
.FHLLWIOVAR—ZFRNOFNAARICOVTORF7O4ERLET,

NTo70E>a_> T &®KiET%

RET77AINERAELT, 7OEDIZVINMRILECEZRABELET, /data/aws/iotmi/
config/iotmi_config.json 77 /)L ZF&E, REN [CRES N TWD & 2HERL
I PROVISIONED,

CDMB #AAXL —> 3> O:R

COMB EEBIX Y t—J E EEBMHLICOWVWTIEE, OF 774N ZBEBL T EE VN, ####44D %5
Fri&k. AWS loT Greengrass "4 VAR —=)ILEhTWBEBMICE > TEREY X,

tail -f -n 100 /greengrass/v2/logs/com.amazon.IoTManagedIntegrationsDevice.CDMB.log

Bl

[2024-09-06 ©2:31:54.413758906][IoTManagedIntegrationsDevice_CDMB][info] Successfully
subscribed to topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/control
[2024-09-06 ©2:31:54.513956059][IoTManagedIntegrationsDevice_CDMB][info] Successfully
subscribed to topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

ZEMALTSDK 214> AKN—)L 93 AWS loT Greengrass 124


https://docs.aws.amazon.com/greengrass/v2/developerguide/upload-first-component.html
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LPW-Provisioner 7L —> 3> # KT 3

LPW-Provisioner 2B X ¥ t—2J E EEBHBILOOT 7 7 () 2B UL &, #####4 DG,
AWS loT Greengrass "4 AR —J)LENTVRBRICE>TERYNET,

tail -f -n 100 /greengrass/v2/logs/com.amazon.IoTManagedIntegrationsDevice.LPW-
Provisioner.log

Bl

[2024-09-06 ©02:33:22.068898877][LPWProvisionerCore][info] Successfully subscribed to
topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

AOV7hzEALTHUWbLSDK 2770149 %

AVAN=ILATVT R ZFEALTINR—2 REE HUb SDK AV R—F > NEFBHTF7O10L,
T7OAZKRIALET, cOEIZIDTR, AVVTNORTATY T ERATOLRAIZDOVWTEH
BALET,

N =R

- REZE[RETD

Hub SDK AV U7 RN ZETTD

N7 O7OEDa - %=RiT %

« I—SIVRARL—> 3 OKREE

LPW-Provisioner AR L — 3 #RRIET S

REZERTD
SDKAYAR—=ILAV VT NERTIBHIC. UTOFIEERTLET,

1. 7#4 ) AmiddlewareRIC E WS BRI Dartifacts7 A I ABERKLET,
2.NTZERILNDIT774)N% middleware7 # A ICOAE—LE T,
3.SDK 2RI D, PIHLIN REEITLET,

/A Important
N7 Z2BEBHIZD LTI, MBIV RERYEBLET,

AU T NEFERALTHub SDK 2F 70492 125
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#Get the current user
_user=$(whoami)

#Get the current group
—_grp=$(id -gn)

#Display the user and group
echo "Current User: $_user"
echo "Current Group: $_grp"

sudo mkdir -p /dev/aipc/

sudo chown -R $_user:$_grp /dev/aipc

sudo mkdir -p /data/ace/kvstorage

sudo chown -R $_user:$_grp /data/ace/kvstorage

Hub SDK A7 U7 K Z2R1T9 %

TF—FTAT77O9RFALIRNIICBEL., start_iotmi_sdk.shAZV 7 KNEEZETLET, DA
VU7 K&, N SDKOAVAR—ZFRNEELWVEFTRELET, XAOOTHlEEEL T, EEIC
BEEhEZCEEEBELET,

@ Note
KEITHROINTOIDAAR—FXMOOTIE, artifacts/logs7 A IARAICHY ET,

hub@hub-293ea release_Oct_17$ ./start_iotmi_sdk.sh
——————— Stopping SDK running processes---
DeviceAgent: no process found

All middleware libraries exist
------- Verifying Middleware pre reqs---
AIPC and KVstroage directories exist
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/data/release_0Oct_17/middleware/AceZwave/bin /data/release_Oct_17
/data/release_0Oct_17

hub 6199 1.7 0.7 1004952 15568 pts/2 S1+ 21:41 0:00 ./iotmi_mqtt_proxy -
C /data/aws/iotmi/config/iotmi_config.json

Process 'iotmi_mqtt_proxy' is running.

hub 6225 0.0 0.1 301576 2056 pts/2 S1+ 21:41 0:00 ./middleware/
AceCommon/bin/ace_eventmgr

Process 'ace_eventmgr' is running.

hub 6234 104 0.2 238560 5036 pts/2 S1+ 21:41 0:38 ./middleware/
AceZigbee/bin/ace_zigbee_service

Process 'ace_zigbee_service' is running.

hub 6242 0.4 0.7 1569372 14236 pts/2 S1+ 21:41 0:00 ./zwave_svc
Process 'zwave_svc' is running.

hub 6275 0.0 0.2 1212744 5380 pts/2 S1+ 21:41 0:00 ./DeviceCdmb
Process 'DeviceCdmb' is running.

hub 6308 0.6 0.9 1076108 18204 pts/2 S1+ 21:41 0:00 ./

IoTManagedIntegrationsDeviceAgent

Process 'DeviceAgent' is running.

hub 6343 0.7 0.7 1388132 13812 pts/2 S1+ 21:42 0:00 ./
iotmi_lpw_provisioner

Process 'iotmi_lpw_provisioner' is running.

—————— Successfully Started SDK----

N7o7OESa - Y akilss

® iot_provisioning_state” 4 —J)L R/data/aws/iotmi/config/iotmi_config.json#"
ICEREETNTWVWS C &=L £ IPROVISIONED,

T—>1I RARL— 3 OREE
OJ77A4ILT, I—-IROBBXYE—JEEERYIBLEERELET,

tail -f -n 100 logs/agent_logs.txt

Bl
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[2024-09-06 02:31:54.413758906][Device_Agent][info] Successfully subscribed to topic:
south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/control

[2024-09-06 02:31:54.513956059][Device_Agent][info] Successfully subscribed to topic:
south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

(@ Note
iotmi.db F—ZAXR—AN artifacts TALIRKNVICEETH L ZEIALET,

LPW-Provisioner AR L —< 3> ##iET 3

O 774 )L TCLPW-Provisioner 8B X Y —J L EERAHLERIELET,

tail -f -n 100 logs/provisioner_logs.txt

O—ROPIZATICRLET,

[2024-09-06 02:33:22.068898877][LPWProvisionerCore][info] Successfully subscribed to
topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

systemd ZfEA L T Hub SDK 27 7'04 9%

/A Important
BRHMOEFHICOVWTIEreadme.md, release.tgz 7 7 4 )L M hubSystemdSetup ¥4 L 7 ~
DIZHD L2 TEEL,

COEII>TR, LInux R—ADNTFNAAICH—ERAEZF7TOC4ALTERETDEODOAIY
ZTREFTOLAICOVWTHBALET,

B2
F7OC47AEAR. RO22OEBRRAIUT N THRENET,

« copy_to_hub.sh: I RARNIY T Z#RTLT, BELET77AI)NE/NJICIE—LET
« setup_hub.sh: /N7 T 2#RITLTREZREL, Y—EREF7O/NLET
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TSI, B7ORARDT—RNARNS YT RAETORAOT V2 AHF A EEsystemd/
deploy_iotshd_services_on_hub.shZfEBL, I[C&>THENICNUH—EhE
I setup_hub.sh,

B R SR A
FTOMERAEE DI, VARNENTLBHREHFRUETT,

systemd H—E AN /\7 TRIAATEEIC

NTFINAAAND SSHT VA

N7 FINA A Sudo &R
SCPRARNNZVICAZVAN=)IEnE I—TFT1 )T 4

sed RANNZ A ZVAN=)En I—FT1 )T 4
RANIDZVIEAZVARN=ILENTWVWD unzip I—FT 1T 4

774 I)EE

774N BER, EETELIDVARA—IXVNOBBEEEZRAFZICL, ATV OMENET IO+
ALFET =2 a2 ZARICTRLSICHTETNTVERT,

hubSystemdSetup/

### README.md

### copy_to_hub.sh

### setup_hub.sh

### iotshd_config.json # Sample configuration file

### local_certs/ # Directory for DHA certificates

### systemd/
### *.service.template # Systemd service templates
### deploy_iotshd_services_on_hub.sh

SDK DU —RAtgz 77 AT, £2HNET77AIILBERFRXOESYTY,

IoT-managed-integrations-Hub-SDK-aarch64-v1.0.0.tgz
###package/
###tgreengrass/
#t##tartifacts/
###recipes/
###hubSystemdSetup/
### REAME.md
### copy_to_hub.sh

systemd Z#HA L T Hub SDK 2F 70493
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### setup_hub.sh

### iotshd_config.json # Sample configuration file

### local_certs/ # Directory for DHA certificates

### systemd/
### *.service.template # Systemd service templates
### deploy_iotshd_services_on_hub.sh

OIHtEY KTy
SDK Ny — #HET 3

tar -xzf managed-integrations-Hub-SDK-vVersion-linux-aarch64-timestamp.tgz

MEENLETALIONICBBL, N T—2ZEBLET,

# Create package.zip containing required artifacts
zip -r package.zip package/greengrass/artifacts

# Move package.zip to the hubSystemdSetup directory
mv package.zip ../hubSystemdSetup/

FNAARERET77AIZ2EBMT S
JDARENTWVWE 2 D0DARATY TICH2>TTFNAARRE7 7 I 2EKL., N7 ICOIE—LET,

1. FNAARBRET7ANZEML T, BEBTFNAARE7 7ML EERLET. SDKIF. 0D
774N ZTOBEKRICERLET,

2. BEZ77ANZEIE—LT, ERLEREZ7 74 2/N\7ICIE—LET,

NTCT77A4)N%2IE—TFS
RARNIS U SFTOMARIVT N ERTLET,

chmod +x copy_to_hub.sh
./copy_to_hub.sh hub_ip_address package_file

Examplefl

./copy_to_hub.sh 192.168.50.223 ~/Downloads/EAR3-package.zip

chiZkY, LTI OE—EhhET,
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« NV =774 (J\NT D package.zip ICBBIZEE )

« REZ774)L

. TRE

« Systemd Y—EAX7 7 1)L

N7ty Ty
774 IE—Ehizs, NTIZSSHERL, Y RTYTRIVTNZRITLET,
ssh hubehub_ip

chmod +x setup_hub.sh
sudo ./setup_hub.sh

A—Y—EeTI—-TDFHRE

F7#)IRTE, SDKAVR—ZR NIA—H—-—NTEETILN—TNT2ERALET. REICFEHK
DITEN BV ET,

s DAZLD—Y—/TIN—T%2FERTS :
sudo ./setup_hub.sh --user=USERNAME --group=GROUPNAME
s BYRNTPYTRAVVTNZRITTBHEIC. FETERLET,

sudo groupadd -f GROUPNAME
sudo useradd -r -g GROUPNAME USERNAME

« TOANVRZEML EFIsetup_hub.sh,

NDHY—ERAZEETS
IRNTCOH—ERZBRETDICEK., NTHASRKRORIVVTNERITLET,
sudo /usr/local/bin/deploy_iotshd_services_on_hub.sh

Y RNTYTROVT NG, BEBTFALIRN)ZERL, BUBTIOEAFATZREL.,
H—ERAZEHEBNICTF 7O/ LET, SSH/SCP £2FAL TLWAWEER., BEOF7O4 A
‘Lcopy_to_hub.shiCEhE8T Z2EETRIHENHYERT., 7O/ TFDHEIC, TXTOIRE
TPANERENELKBREENTVR L EBRELET,

systemd Z#HA L T Hub SDK 2F 70493 131
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NEZX—DVRBEICNTZ2FVR—RTSB

BERTFALINIBE, AT, TNAARET 7ML EREL T, XRX—J RREBLEBEITZDL
SINTFNAREBRELET. cOEIZIVTR. NTAVR—F 42 IHT AT LAY R—
FURNHNEDRSICEHETRY, AREERET 7ML EREFETDIEN. TNAARET 7ML ZE
BBELOEETDHE. N7 7OED3aZV I 7O0RAERTIHFIBICODVTHALET,

NT AV R=F AV THTSRAT L

NTAR—F AT TORATFAR, ChasnA7A0R—Zx>NE2EALTFNAAN7OE
DAZ_VIEREEEEBLED,

NTAVR—F 42T A K—% K

NTORE, TOEDIZDIT7O—F, REXTUTILEBEIBC LT, NTOAU K-
T4 7TOEAZERBLET,
TINAARET 7 A
UTZ2ECEELR/NTRET—RETNAARICRELET,
« FNAARTAED I ZUIORE (A3 Z IF&EEFETOED 3 Z2Y)
- SEBAEEF—DE
- REEHR MQTT 7OF R EDTOMD SDK 7O ARK, COT77AILESBLTNT DR
REERBREERELET,
AEREN RS—A 2 B—TI4 A
FNARIREBE X — 2 RABETRLONI—TAVFA AV R—TI(RERHLET, C
DAVER—TIAAZREL T, UTZ2RIETEET,
« F77ANATLANL—D
s N—ROIF7EF21VTA4ED1—)l (HSM)
« EETEDTTIYRNTA—LFED 1)L (TPM)
s HAZLEFITAMNL—DVD1I—-232
MQTT Z7A*> AV KR—%V b
LT %@ERAL T, device-to-cloudBEZ2EEL £,
- Z7OEDIaZUIENLEISA T NEHEE F—
c BETT7AIUHSOT/INA AREER
-« XEZ—T RIEEAND MQTT ##t
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RORE, NTAVR—FA I TOATLAOT—FTIOFYEFTOIVR—FNERLTVE
T, ZEALTVEVIEEIE AWS IoT Greengrass, RIDTNIVR—F NEERTEET,

NTHAVR—=F 42T DORERE

ZU—=N7AOEZaZI0FVR—FT 17O REBBITDHEIC. NTFNI1AZ LIS
DEYRNTFTYTATYTEZZETLES, 2OV TR, XX—TJREBE/OER,. F4LIBS
BEDRE. VESAABOREFECOVTHALET,

Y RNTYTATYT

c ATV 1L AARBRLIV RRAV NERBRTD

c ATV 7 227023707 7ML EERT S

« AFYVT B RZ—IREE/EERTD (ZV—N7OES 3 Z2Y)

c ATVZ 4 TFALINUBEZERTS

« ATV 5 NTFNARICRAIT VT ILZEMT S

« ATVT 6. TFNAABREZFANEEHRTS

s ATV T BEZFANENTICIE—TSB

ATYT 1 HABLIV RRAV N EBRTD

FNAANNZ—D RFEEETF R EXRBTHEHICFERAITZ2EAOEEI RRA N EERLE
T, DI RKRA NiE, device-to-cloudX Y — 9 DR BESGERA O NERBILLET,

IVRERAV RN ZERTDICE

+  RegisterCustomEndpoint APl Zff L T, device-to-managedff & BERAN I RKRA > N&1E
RLET,

RegisterCustomEndpoint 'J 2 T A ~ 04l
aws iot-managed-integrations register-custom-endpoint
L ARV A:

{

o R—FA TN NT YT 133


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
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[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com
}

® Note
IVRRAVRTRLAZGEELET, SEOTFNAABFILLEICENERT,

T2 RARAMMEBRZRTICIE, GetCustomEndpoint API ZERL &I,

FHMICOVTR, "TYR—IJRKREAPIVT7LYAHA Ry MRegisterCustomEndpoint
APl &GetCustomEndpoint APly ZZ B L T &V,

ATFv7 2. 77O aZ> 070774V 2EKT S

7°I:I I:"95I —20707 74NV, FNAAFNR—D RRBICERITDEOICHEZEFIY
RALIFRERENBENTLET,

7)—=KN7OEB>aZ>0707 74 I 2ERTICIE

«  CreateProvisioningProfile APl Z O H L T, A TZERLET,

s FNAAELREEEEITR OS> a = 09F>7L—b8
s FNAARIED I L —LBEE TS TAR—KNF—

/A Important

JL—LFRE, T77A4R—rF—, TOTL—KIDZZ2IRELET, NR—
REBICTNARAZEFVAR—RTBICF., ChSOFAFRIVETT, ChSDFR

BHEHALLEFZER. HILLW OB I Z 2 I7O7 74N EERNTHILENHY E
EE

CreateProvisioningProfile U7 T A KM 4

aws iot-managed-integrations create-provisioning-profile \
--provisioning-type FLEET_PROVISIONING \
--name PROFILE_NAME
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L AR A:

{
"Arn":"arn:aws:iotmanagedintegrations:AWS-REGION:ACCOUNT-ID:provisioning-

profile/PROFILE-ID",
"ClaimCertificate":

————— END CERTIFICATE-----",

"Id": "PROFILE-ID",
"PROFILE-NAME",
"ProvisioningType": "FLEET_PROVISIONING"

ATYVT INR—I REE/ZEXTD (7)—b7OED3Z2Y)

CreateManagedThing API ZERA LT, N7 FNAADIYZ—Y RBE/ZERLET, F/N\TI(C
&, —BEORAENTUTPILZE ODMEONZ— REE/HADBETT, FHHICOVWTE, " ¥X—
RS API )77 LA, MOCreateManagedThing APl 2B L TS &\,

NZ—DREE /Z2ERTREER., RONTX—Z2EZBELET,

« Role: IRV REDAY MO—=ILZEHR—KNLTVWEW/\TCONTROLLERDBE . CDEZE (CF%
ELET, ThUADBEE ICEREL EFIDEVICE,

- AuthenticationMaterialType: CDfEZ ICEREL FIWIFI_SETUP_QR_BAR_CODE,

« AuthenticationMaterial: XMW 7 1 —)ILREZEHET, UPCELRF OVWIThAZFERATESE
FTEAND, MAZEATRIERFTEXREA.

c SN: COTFNAAD—EDUTIES
« UPC: ZOFNAAQIZN—HIIERI—R
« EAN: COTFNA ADEKRIEES

/A Important
ETFNA AL, BIANTUTILIC—EDVTILES (SN) FYHETT,
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
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CreateManagedThing U 7 T A N D4

{
"Role": "CONTROLLER",
"AuthenticationMaterialType": "WIFI_SETUP_QR_BAR_CODE",
"AuthenticationMaterial": '"SN:123456789524;UPC:829576019524"

}

HMICOVTEE, TR RKREAPIVT 7L RS O "CreateManagedThing, 23 8B L T<L
EEW,

(A723V)XR—TRE/ZHBTD

N%—2 RE_/ProvisioningStatus® &, #t1T 9 HPRE_ASSOCIATEDHIIC TH DXL EAN
& V) £F, ProvisioningStatus DFMIC OV TR, "FNARZ7OEZ3a =T, 28BLTL
Z&E\\, GetManagedThing APl ZfFAL T, XX—J RE/HFFEL. 7O0ED23aZ>J0
EFHNEO>TVWBREZBERLET, FHFMICOVWTR, "TYR—JREEAPIUTTLVA,
M GetManagedThings ZZ8BL T< &L\,

ATYT 4 TFALIONIBEZERT S

RET7ANEMBEDTALINIVEERLET, T72INTR. NTHAVR=—FTF12570+F
Alk #FEHL £ /data/aws/iotmi/config/iotmi_config. json.

RETT7TAIINTIAREE T TFAR—RNF—DHARLNARZEETEET, COHARTRK, F7#
INDONA Z#FERALET /data/aws/iotmi/certs,

mkdir -p /data/aws/iotmi/config
mkdir -p /data/aws/iotmi/certs

/data/
aws/
iotmi/
config/
certs/

ATYT 5 NTFINARICRIAITIT I ZEMT S

ARAEEF—ZNTTFNARAZOE—L, FNA ABBORET TAILEERLET, chE5DT 7
A, Z7OES3IZ>IJ7O0ARICNT EXZR—D RREBANLZLBEBEEZRILET,
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JL—LFRAEEF—ZOE—TFBICE

CreateProvisioningProfile API LARVAASNT FINAAICChSORET 7ML %&
:lto_l/ij-o

e claim_cert.pem: VL —AFIHE (TXTOT/NA AHIE)
« claim_pk.key: VL —ALFEHAED TS A R—KF—

WMEDT77A4)% /data/aws/iotmi/certs T4 LI RNVICEBELE T,

/A Important
MBAELE T TAR—NF—%Z PEMEXTRETIHESE. HTNFZELUELT
BYAERICLET, PEMIVO—RI77A4INDFEE, TAT—TEnERITERE
TRLETTRHRETEL<S<IMEBEARZRVED, HITXNFRIREBEOTRYY XFICEE R
AN\N)DYULENFDHYNET,

® Note
BEBANL—DZFERTREER. ChosORIEBREVT 7ML ATATRELE
2RANL—BFRICRTFELE T, FHEICOVTR., "TEF1T7ANL—THDODANAR
LERE/NY RS—ZERTD EBRLTLIEEL,

ATYT 6. TINAARET 7 AL EEKT D
—BOTNAREBF. AREOBF. TOED I IREEECRET 7ML EERLE

Fo SDKRNTDAVR—F A TR TT7AINEFALT, FNAADRIE, 7OED3Z
VIAT—RADER, BRRENREEZITVET,

(® Note
ENTTFNARAZRE, —BOTNA ABEOEZF O MBAORE7 7 AL HFBETT,

ROFIEEZFEALT, REZ77ANEZERELEEEL, NJIZIE—-LET,
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FROY N—HA K

« REZ7T7AN(ZU—rT7OETZIZ2Y) ZEREEEEELET,
TFNAARET 7FAINTUTOBET7 A —)LRZZRELET,

- REEAE/NA
1. iot_claim_cert_path: L —ARBBEDHFT (claim_cert.pem)
2. iot_claim_pk_path: 724 X—NF—0DFFT (claim_pk.key)

3. Secure Storage Cert Handler 2% g5 & ZICHAE D7 14 —)L RIZ SECURE_STORAGEZ

AT
. BRORE

1. fp_template_name: B]® ProvisioningProfile® & &,

2. endpoint_url: RegisterCustomEndpoint API L AR AL SDNYZ—2 RIEEIT

KA&A >N URL(U—T 3RO TRTOT/NAATEAL ).
.« N4 AHBITF

1. SN: CreateManagedThing API O—JLIZ—HIF B FNA ADVTIINES (TFNAAZ &

-—%)

2. UPCCreateManagedThing API =) ASOIZN—HIIHEBZI—R (ZORBOINT

DT INAATEL)

"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "<SPECIFY_THIS_FIELD>",
"iot_claim_pk_path": "<SPECIFY_THIS_FIELD>",
"fp_template_name": "<SPECIFY_THIS_FIELD>",
"endpoint_url": "<SPECIFY_THIS_FIELD>",
"SN": "<SPECIFY_THIS_FIELD>",
"UPC": "<SPECIFY_THIS_FIELD>"

},

"rw": {
"iot_provisioning_state": "NOT_PROVISIONED"

FoR=F4 Ty NTYVTS
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BRE77AILORA

iotmi_config.json 77 M) OABEZERELE T,

ok

Key

iot_provi
sioning_m
ethod

iot_claim
_cert_path

iot_claim
_pk_path

fp_templa
te_name

endpoint_url

FLEET_PROVISIONING

T 2EEETSDT7
14 JL/N ASECURE_ST

ORAGE . fl: /data/
aws/iotmi/certs/

claim_cert.pem

Tl 2EETDT7
A JLINASECURE_ST

ORAGE , fl: /data/
aws/iotmi/certs/
claim_pk.pem

7)—KN70OE> =3
Z2ITVTL—hEA
l&. BABTICProvision
ingProfile f®EAL L

DEAMEFBUTHILE
FHYNET,

NEX—J REENDIV R
R4 > N URL,

BEICk?
TEMmEh
xLEN?

a

pu]

aAXZT b~

FAYTA70E>3aZ>TF%
ZHEELET,

FhE 2EHTZ 774N
A%ZIEEL EFFSECURE_ST
ORAGE

FEE Z2EATZZ 774N
AZEEL FISECURE_ST
ORAGE

BABTZProvisioningProfil
e FAENE OBRERL

TINA A, 20O URL 2EHA
LTIXZR— REEVTIRIE
BHELET, COBHREMET
2 (Z&. RegisterCustomEndp
oint APl ZfERL £,

FoR=F4TDEYNTYS
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Key {[El BEXElCk> IOXVK
TEMmEh
E=LEN?
SN FNAADTUTILE a ZHO—BOBEHRETNAAZ L
5, HlxE, AIDACKCEV CIEETHIHENHYYET,

SQ6C2EXAMPLE o

UPC TINAAIZN—Y a] TFINA AL DEREEET S
IEEI—R, flx BENFHYNET,
(&, 841667145075 »
managed_t YEZ—RE/OID, ) COE®E, N77OEDaZ
hing_id JIEBDAVR—FT 4TS
OtAICK>TERTEMEIE
CP
iot_provi 7O azZ > JIREE, Cl] 7O a”-> JRERk ICRE
sioning_s FTHAIMLENHV) EFINOT_PROVI
tate SIONED »
iot_perma loT SEBAE/N AR, Bz IE A CoE®RE., N77OESaZ
nent_cert . /data/aws/iotmi/ DOBBDAVR—T AT
_path iot_cert.pem o OtAICK > TETEMNMENE
CIF
iot_perma loT 7’2 AR—KF+—7 =) COB®E., N77OE>az=
nent_pk_path TAIWNR, BlZEFE, / DIOBODAR—=FA TS
data/aws/iotmi/io AOtAICK>TERTEMNMENE
t_pk.pem o 9o
client_id MQTT ##ICERAE D T7 COERE. No7yOE> =
9Z4F >~ ID, B OAR—FT AT
OtAICK>TETEME A,
oA R—F N HBLE
¥,
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Key {[El BEIC&K2 XU b
TEmE
FLEDL?
mqtt_keep gHIE30~1200 T, B T chZzefEAL T, MQTT #5060
_alive_in MEHEMNTT, T+ F—TTo7A7ERERELF
terval JL MMEE 300 T, £
event_man F7 # )L MEWE 500 T el COERE. No7yOE> =
ager_uppe CP “TJBOFAVR—FT AT
r_bound OtAICK2>TERTEME 1,
NIV R—F M HEBELE
CP

ATYZT T RE77ANZENTIZAE—TF S

HRETZ77 A% /data/aws/iotmi/configE EE A AR ALATFA LIV NIUNAIZIE—LET,
MDHubOnboarding/NM FUANDONAR, AVR—F 1T 7OLARICEELET,

Z0—h70OEBDI3IZUIDGE

/data/
aws/
iotmi/
config/
iotmi_config. json
certs/

claim_cert.pem
claim_pk.key

FINAREFVR—RL, NTTERATS

NEZ—I RBE/ZEBRLTNTCERTRHZET, XX RBRENTTFNARAEFVR—K
FTRERSLCEYRNTYTULET, FNA ARG, 207NN BEY N7y 7TEREGI—H—HA4 RICKD
Y RTYTOVTIhAZBUTNTICAVR—RTEET,

NEY D

s TNAADFAVR—REERDIEOOFERZEYRNT VT
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s TNAREAVR—RULTEATREHOI—H—HAROEY KTV

TFINAADAVR—REERDI-HOEEZEY NTYT

NER—Y REE/ZERLTNTCERISZET, XX REBRENTICTFNARAZ2FR—K
FTRRSCEYRNTYTLET, 2OEI2a>TR, 207U BEYNTYTZEALTTFNAA
DAVR—FT AT TOLAZRTIDFIBICOVTHALET,

B RS AF
FNAADA Y R—RERZBHIC, UTFOFIEERTLET,

« NTFNAREIZ—D RRENTICAVR—RLET,

+ Managed Integrations N> RU 7 7L A AWSCLI ASEH/N—23a>0 B4V ARN=ILT2
AWS CLI

« DEVICE Life CYCLE AR NBHZEHTAVZA4TLET,

Y RNTYTARATYT

« ATV 7 1 REBEHROY h—Z2 KT

s ATV 7 2. REHEHRAOY A—E/N\TICEMT S

s ATV 7 3 RiEHREFALINZ—U RBE/ZERT S,

c AFVT 4 FNARETZIA L, TORT—RAEHRLET,
s ATV 5. FNAAMEZIB TS

c ATV 6 XZX—JRE/ICONVREFEETD

c ATVT T NTHSEXZ—I REE/ZHIKRTD

ATY 7 1. REAMEHROY h—&ERKT S

TINA ADFEREROY h—ZHERLET,

RILES®ROY h—ZERT B ICIE

+ create-credential-locker N RZFEHALET, cOIAN RZETITHE. Wi-Fi
£Y KT Y THE—RTFEFNA ATRBERCTNTOREY Y —AOERF NUA—E hE
ER

FINAADFVR—REERDEHDOEREEEY KT YT 142


https://docs.aws.amazon.com/cli/latest/reference/iot-managed-integrations/
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create-credential-locker 4l

aws iot-managed-integrations create-credential-locker \
--name "DEVICE_NAME"

L AR A:

{

"Id": "LOCKER_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:credential-
locker/LOCKER_ID

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

}

HMICOVWTE, "TYRXR— RHESIONRY T 7L AL Dcreate-credential-locker 1Y > R
AWS CLI ; Z5BLTLEEL,

ATV 7 2. FAEROY h—= /N7 IZEBMT S
PRl EEOY H—Z/N\TICEML R,
RIEBHO Y H—%/\ 7 ICEMTBICE

- RXOOXRVREFEALT, RABHROY Hh—2/\TICEBMLET,

aws iotmi --region AWS_REGION --endpoint AWS_ENDPOINT update-managed-thing \
--identifier "HUB_MANAGED_THING_ID" --credential-locker-id "LOCKER_ID"

ATV 7 3 RAFHEZFEALTINZR— REE/ZHERT D,

TINA ADFIABHREEAL TINR—J RBEE/ZERLET. BFNA AR, MEOIZ—I R
BE/NYVETT,

NEX—J REET/ZERTBICE
« create-managed-thing AN RZFEAL T, FNAADYZR— RBEE /ZHEHRKLET,

create-managed-thing i
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https://docs.aws.amazon.com/cli/latest/reference/iot-managed-integrations/create-credential-locker.html
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#ZWAVE :
aws iot-managed-integrations create-managed-thing --role DEVICE \
--authentication-material '900137947003133...' \ #auth material from zwave gr code

--authentication-material-type ZWAVE_QR_BAR_CODE \
--credential-locker-id ${locker_id}

#ZIGBEE:

aws iot-managed-integrations create-managed-thing --role DEVICE \
--authentication-material 'Z:286...$I:A4DC0@."' \ #auth material from zigbee qr code
--authentication-material-type ZIGBEE_QR_BAR_CODE \

--credential-locker-id ${locker_id}

@ Note
ZI9I—7FINAARE Zigbee TF/NA ACRKBERIOIAN RFBHY ET,

LARVA:

"Id": "DEVICE_MANAGED_THING_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/DEVICE_MANAGED_THING_ID"

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

M DV Tk, create-managed-thing N> R AWSCLI ; 28BL T EEL,

ATVT 4 TNARETZTA2L, TORAT—RAZHERELET,
FNARETZTLUL, TOAT—RAEERBLET,

« get-managed-thing XY RZFEAL T, FNAADAT—RAZHEIELET, YFX—I R
E_/ @ ProvisioningStatus & 7 V7 1 7 THIHEN H V) T, ProvisioningStatus D FEIC D
WT., "TFNAAZ7OE>a =20, #8BLTLSESL,

get-managed-thing 4

#KINESIS NOTIFICATION:
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https://docs.aws.amazon.com/cli/latest/reference/iot-managed-integrations/create-managed-thing.html
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{

"version": "1.0.0",
"messageld": "4ac684bb7f4c4ladbb2eeccle7991xxx",
"messageType": "DEVICE_LIFE_CYCLE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "12345678901",
"timestamp": "2025-06-10T05:30:59.852659650Z",
"region": "us-east-1",
"resources": ["XXX"],
"payload": {
"deviceDetails": {
"id": "1e84f61fa79a41219534b6fd57052XXX",
"arn": "XXX",
"createdAt": "2025-06-09T06:24:34.336120179Z",
"updatedAt": "2025-06-10T05:30:59.784157019Z"

1,
"status": "ACTIVATED"

}
aws iot-managed-integrations get-managed-thing \
--identifier :"DEVICE_MANAGED_THING_ID"

L ARV A:

"Id": "DEVICE_MANAGED_THING_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/MANAGED_THING_ID"

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

M DV T Ik, get-managed-thing IX > R AWS CLI 4 2B L TS &V,

ATV T 5 FINA AKEZEETS

get-managed-thing-capabilities AN RZFEALTI RRAI N ID ZEEBL, NI A
XU THEERT Va0 ARERTLUET,

FNARAOAVR—REEROEOOERBEY NTYS 145


https://docs.aws.amazon.com/cli/latest/reference/iot-managed-integrations/get-managed-thing.html

—2 R#EE AWS loT Device Management FROYN—=HA R

N/

S

3

TINA ADHEEZEIE T ICIE

« get-managed-thing-capabilities AN RZFEAL T, IVRKRAKNIDZEEEHE
9,

get-managed-thing-capabilties 5l

aws iotmi get-managed-thing-capabilities \
--identifier "DEVICE_MANAGED_THING_ID"

LARA:

"ManagedThingId": "1e84f61fa79a41219534b6fd57052cbc",
"CapabilityReport": {
"version": "1.0.0",
"nodeId": "zw.FCB10009+06",
"endpoints": [
{
"id": "ENDPOINT_ID"
"deviceTypes": [
"On/0ff Switch"

1,
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "6",
"properties": [
"OnOff"
1,
"actions": [
"off",
"on"
1,
"events": []
}

FHMECOVTR, TYXR—JRBEON RUT 7L AL Dget-managed-thing-capabilities
AWS CLI ; ON> RZSBLTLSEEL,
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ATY7 6:NZR—URE/ICON RZEETS

send-managed-thing-command X RZFEAL T, EEXNKE/ICKNTILT O3 2IRUR
ZEEFELET,

NEZ—YRE/JIZOXVRZZEETRICE

« send-managed-thing-command ONX> RZFEAL T, NX—TJ RE/IZONY REZEEFLE
ER

send-managed-thing-command 4l

json=$(jq -cr '.|@json') <<EOF

[
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "1",
"actions": [
{
"name": "Toggle",
"parameters": {}
}
]
}
]
}
]
EOF

aws iot-managed-integrations send-managed-thing-command \
--managed-thing-id "DEVICE_MANAGED_THING_ID" --endpoints "ENDPOINT_ID"

(@ Note

BTk, jqeliZz ICEALETH., endpointIdXFIeEEEIT_LETES
¥,
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L AR A:

{
"TraceIld": "TRACE_ID"

}

HMEICOVWTR, "TYR—2Y RHKEONY RU T 7L AL Osend-managed-thing-command
AWSCLI ; ON > RESRBRLTLSEETL,

AFVT T NTHENZR— REE ) ZHIKRTS
YEZ—I RE/EHBRLTNTZOU—2FYTLET,
YZ—T RE/EHIBRTBICE

« delete-managed-thing ON> REFEAL T, FNAANTHASIZR— RE/ZHIBRLE
C

delete-managed-thing 4l

aws iot-managed-integrations delete-managed-thing \
--identifier "DEVICE_MANAGED_THING_ID"

FHMICOVTR, "TYXR—IRKEEON RUTZ 7L AL Ddelete-managed-thing Y > KR
AWSCLI ; Z2BRL TL<EEE L,

® Note

T )NA AH" DELETE_IN_PROGRESS REETAZY UL TWBF AWK, --force7FY
% IZBMMLUFEJdelete-managed-thing command,

@ Note
ZRTNAADFZERF., I RORITRICTNARERT IV TE—RICTIHEN
HWETF,
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TFNAREFVR—RLTERATZ OO —HA ROEYRNTYT
FRAAENT CEBTBIR—Y RBE/2ERLT. YR—Y RERENT LAV R—KTB &
SCFNARERY RFPYTLET, COIY 3V TR, I~/ ROREEEAL TF/\A
ADFYR—FA VI TOLAERT B FIRMIOVTHALE T,

BIR A

TINAADF 2 R— REZHKXBDHIC, ATOFIEZRITLET,

s NTTFNAAREIZ—D RFRENTICAVR—RLET,
+ Managed Integrations AN RUTJ7 7L AAWSCLI ASHE#H/N—232>0 Z4 2 AN—=ILT D
AWS CLI

« DEVICE _DISCOVERY-STATUS /R NBHEHTAUVSA4TLET,

dA—Y—7HA4 ROFREFIE
- BIRREMH: ZWave FINAATRTFZ UV TE—RZEMICTS
ATY 7 1 TNA AR ZFHRT S

c ATV 7 228%HEP3TIDEIVITIVTS

c ATV B TFNAADIYZ—TJ RE/ZEHKT D
c ATV 4 XRZ—JRE/ZDVTIVTS

c ATV 5 XZ—J REQE/OBEZIET

c ATYV7 6 XZR—JRE/IZOXV RZEZEETD
c ATV T:XZ—I RE/ DREZHEFT

« ATV 8 N\T N X—J RBE/ZHIBRTS

BIREMH: ZWave TINA ATRT IV JE—REZBMICTS

BS‘ZT/\*(ZT/\TU/'?:E REBMCLET . RTPUVTE—RIF Z-Wave TINA AZEICER
BEMNHD LD, FNAADFIEZSZRLUTIRTIVJE—RZEYICREL TS EZV, Ch
(.1:@-%\ A—H4—AFBEBThEZSBEVRETTY,

ATYT 1 TFINAAREZRIRT S

NTOFNA ABEERKBL T, FNAADFVR—RICEAEThZIRED 3T D EZREBLET,
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TINA AR EZRIRT S ICF

- start-device-discovery N> RZFEAL T, REZ I 7 ID ZBEBLET,

start-device-discovery 45l

#For Zigbee
aws iot-managed-integrations start-device-discovery --discovery-type ZIGBEE \
--controller-identifier HUB_MANAGED_THING_ID

#For Zwave

aws iot-managed-integrations start-device-discovery --discovery-type ZWAVE \
--controller-identifier HUB_MANAGED_THING \

--authentication-material-type ZWAVE_INSTALL_CODE \
--authentication-material 13333

#For Cloud
aws iot-managed-integrations start-device-discovery --discovery-type CLOUD \
--account-association-id C2C_ASSOCIATION_ID \

#For Custom

aws iot-managed-thing start-device-discovery --discovery-type CUSTOM \
--controller-identifier HUB_MANAGED_THING_ID \
--custom-protocol-detail NAME : NON_EMPTY_STRING \

L ARV A:

"Id": DISCOVERY_JOB_ID,
"StartedAt": "2025-06-03T14:43:12.726000-07:00"

(® Note
ZII—TFNAARE Zigbee FNA AILRERIOIRY RABYWET,

HMICOVTIE, T Y¥%—2 R AWS CLI integrationsCommand 'J 7 7 L > A ®start-device-
discovery APl ZZBRL TS IEZ L,
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ATFYV7 2 BHEa T IDEIIVTS

list-discovered-devices ON RZHEAL T, FNAAORIAEXTVTILZEELET,
BEa7JIDAEIJIVITRICE

« list-discovered-devices AN > RTHHE> a7 ID #FEAL T, FNAADORIAEXTFTIUTILE2EE
LET,

aws iot-managed-integrations list-discovered-devices --identifier DISCOVERY_JOB_ID

LARA:

"Items": [

{
"DeviceTypes": [],

"DiscoveredAt": "2025-06-03T14:43:37.619000-07:00",
"AuthenticationMaterial": AUTHENTICATION_MATERIAL

ATYT 3 TFNAADNZR— RE/ Z2EHT S

create-managed-thing XYY RZFEAL T, FNAADNR—J REBE/ZERLET. &F
NAAZE, MEONZR—D REBE/HABETT,

RE—I RBE/ZERTDICE

create-managed-thing N> RZFEAL T, FNA1ADNZ— REE /ZERLET,

create-managed-thing i

aws iot-managed-integrations create-managed-thing \
--role DEVICE --authentication-material-type DISCOVERED_DEVICE \
--authentication-material "AUTHENTICATION_MATERIAL"

LARA:

"Id": "DEVICE_MANAGED_THING_ID"
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"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/DEVICE_MANAGED_THING_ID"
"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

M DWW Tk, create-managed-thing N> R AWS CLI ; Z25BL T EE L,

ATYVT 4XRZR—DRE/ZDVTITS

ARV RZFEALT, NRXR—DREE/ATIVTATHENTVEINESH ERRTEE T get-
managed-thing.

NEX—IRE/2VITVTBICE

« get-managed-thing AN RZFAL T, NX—J RE/O7OEDIZVITAT—R AN
ICEREETNTVRAESHEEFELUETACTIVATED, 7O I Z VT AT —XADFMICD
WT., "™FNAM A7’ O3> T, #8BLTLEEL,

get-managed-thing 4l

aws iot-managed-integrations get-managed-thing \
--identifier "DEVICE_MANAGED_THING_ID"

L ARV A:

"Id": "DEVICE_MANAGED_THING_ID",

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/DEVICE_MANAGED_THING_ID,

"Role": "DEVICE",

"ProvisioningStatus": "ACTIVATED",

"MacAddress": "MAC_ADDRESS",

"ParentControllexrId": "PARENT_CONTROLLER_ID",

"CreatedAt": "2025-06-03T14:46:35.149000-07:00",

"UpdatedAt": "2025-06-03T14:46:37.500000-07:00",

"Tags": {}

FHIC DWW Tk, get-managed-thing 1N > R AWSCLI ; 2B L TS EE L,
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ATY T 5EXZX—I REDOE/ DHEZIETS

ZEALT, NR—P RE/OERATAREZRT I3 NO)ANZERRTE £Jget-managed-
thing-capabiltiies.

TINAADOKEZIETDICE

- get-managed-thing-capabilities AN RZFEALTIVRARSANIDZEWMEBLET,
T, BT IVAVOVARNREEEZHET,

get-managed-thing-capabilities 5l

aws iot-managed-integrations get-managed-thing-capabilities \
--identifier "DEVICE_MANAGED_THING_ID"

L ARV A:

"ManagedThingId": "DEVICE_MANAGED_THING_ID",
"CapabilityReport": {
"version": "1.0.0",
"nodeId": "zb.539D+4A1D",
"endpoints": [
{
"id": "1",
"deviceTypes": [
"Unknown Device"
1,
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "6",
"properties": [
"Onoff",
"Onoff",
"OnTime",
"OffwWaitTime"
1,
"actions": [
"off",
"On",
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"Toggle",

"OffwWwithEffect",
"OnWithRecallGlobalScene",
"OnWithTimedOff"

O

M OVWTIE, T get-managed-thing-capabilities AWS CLI; X > RESBL TS EEV,

ATY7 6 NZR—DRE/ICON RZEETS

send-managed-thing-command N> RZFEAL T, NIIILTO> 32N RENFZF—I RE/
ICHEETERT,

NTWTFO2avaERLT, XRXR—IJ RE/IZOX REERFBLET,

« send-managed-thing-command AN REZFEAL T, ML TO23>OARY REEEFBLE
T

send-managed-thing-command 5l

json=$(jq -cr '.|e@json') <<EOF

[
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOffel.4",
"name": "On/O0ff",
"version": "1",
"actions": [
{
"name": "Toggle",
"parameters": {3}
}
]
}
]
}
]
EOF
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aws iot-managed-integrations send-managed-thing-command \
--managed-thing-id ${device_managed_thing_id} --endpoints ENDPOINT_ID

(@ Note

—OBITE, jgcliZ ICEALETH. endpointldXFIeBEET_LEETESE
CB

L ARV A:

{
"Traceld": TRACE_ID
3

FHMEICOVWTR, "TYR—2J RHEEONY RUT 7L AL Osend-managed-thing-command
AWSCLI ; OAX > RZzZRBRL T EEL,

ATYT T RR—I RE/ DREZHET S
RE—IRE/OREEFIVILT, NILTOYAVFBRALECEZRRALET,
RE—TIR

T/ OFNAADREZHEITBICIE

get-managed-thing-state AN RZFEAL T, MWL ENTLT OO IV ZRIALF
¥,

get-managed-thing-state i

aws iot-managed-integrations get-managed-thing-state --managed-thing-
id DEVICE_MANAGED_THING_ID

L ARV A:

"Endpoints": [
{
FNAREAVR—RLUTERTREOOI—H—FHA ROEY NT YT
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"endpointId": "1",
"capabilities": [

{
"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "1.4",
"properties": [
{

"name": "OnOff",

"value": {
"propertyValue": true,
"lastChangedAt": "2025-06-03T21:50:39.886Z"

}

}
]
}

HMICOVTIEE, TYXR—IREEION RUT 7L AL Mget-managed-thing-states 1Y
v RESBLTLSEEZL, AWSCLI

ATV 8 NTHEXZ— REE ) ZHIKRTS
YEZ—Y RE/EHBRLTINTZIU—2TFYTLETS,
IZ—T RE/EHIBRTSICE

« deletedelete-managed-thing AX > RZEFEAL T, NX—I RBE/ZHIRLET,

delete-managed-thing 4l

aws iot-managed-integrations delete-managed-thing \
--identifier MANAGED_THING_ID

FHMCOVTR, "TYXR—JRBEON RUTZ 7L AL Odelete-managed-thing ANY > R
AWS CLI 4 Z2BL T &,
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® Note

T )NA AH" DELETE_IN_PROGRESSIREETAR Y VL TVWBHEEIE. delete-
managed-thing N> RIC --force7 59 ZEBMLE T,

® Note
ZRTNAADFZER, AR RORBFTRICTNARERT IV TE—RICTIHEN
HYETF,

EXFITARNL—HONAZLGRBE/NY RS —ZEKT S

NEZ— RRENT Z2AVR—FT 120032 ER., FINAANBREOEENf FIXRTT, (PSR
TFI7AINRTI7PANDATALACREEATVETY, EF1UF &L L, FEREFRAFEHREE
BIIDIODNARLIRAE/N RT—ZERTEE T,

NE—=RFEEIVRFNAASDK K, HEFTZIIRN (s0) AT VELTERETED AN

L= 33— I A A2 REITDEHDOMPBE/N\N RT—ZRMLET, T2 ANL—TEEK%E
BELHHEZRAZTEL, RTBICS/4751U 77 4)L% HubOnboarding Z7OEARICU> UL

£7,

API EREAVR—FT bk

RDsecure_storage_cert_handler_interface.hpp7 7 /I Z#RL T, X0 API >
R—FXNEEBEHZEBRBLET,

N =
« APl E&
- EEOVR-—ZUb

AP| =

secure_storage_cert_hander_intexface.hpp "ARE

/*
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* Copyright 2024 Amazon.com, Inc. or its affiliates. All rights reserved.
*

* AMAZON PROPRIETARY/CONFIDENTIAL

* You may not use this file except in compliance with the terms and
* conditions set forth in the accompanying LICENSE.txt file.

* THESE MATERIALS ARE PROVIDED ON AN "AS IS" BASIS. AMAZON SPECIFICALLY

* DISCLAIMS, WITH RESPECT TO THESE MATERIALS, ALL WARRANTIES, EXPRESS,

* IMPLIED, OR STATUTORY, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY,
* FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.

*/

#ifndef SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

#define SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

#include <iostream>
#include <memory>

namespace IoTManagedIntegrationsDevice {
namespace CertHandler {
/**
* @enum CERT_TYPE_T
* @brief enumeration defining certificate types.
*/
typedef enum { CLAIM = @, DHA = 1, PERMANENT = 2 } CERT_TYPE_T;
class SecureStorageCertHandlerInterface {
public:
/**
* @brief Read certificate and private key value of a particular certificate
* type from secure storage.
*/
virtual bool read_cert_and_private_key(const CERT_TYPE_T cert_type,
std::string &cert_value,
std::string &private_key_value) = 0;
/**
* @brief Write permanent certificate and private key value to secure storage.
*/
virtual bool write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) = 0;
};
std: :shared_ptr<SecureStorageCertHandlerInterface>
createSecureStorageCertHandler();
} //namespace CertHandler
} //namespace IoTManagedIntegrationsDevice
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#endif //SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

FEQR—FBN
« CERT.TYPE T-N7 EQOETEETELZRATDIRE,
« CLAIM- L —ASBAERF, T2/\7ICHY) ., kENBZIEHSLETBENET,
- DHA- BB R TR RERATT,
« PERMANENT - YZ—2 REEESIY RIRAD NCEHRT 2 - OKERRFIRAE,

- read_cert_and_private_key - (FUNCTION TO BE IMPLEMENTED) OifAE L F—DEZ U7 7L
VAADICTEHRE) ET, COBFE. CLAIM FEEAE & PERMANENT FEEAENOM A 25 A S
CENTE, LROAAERATICK > TXBIENZIBENFHYET,

- write_permanent_cert_and_private_key - (FUNCTION TO BE IMPLEMENTED) (&, Xk##7%
EEFXF—DEZENOBFICEEIAKET,

Ak A

EJL R4

HNBREAYAX—ENT VY VAV R—=TIA(RA
(secure_storage_cert_handler_interface.hpp) A 579BL T, 2U—27O I NE
EEHBFLET, CcOPTBICKY, FIAE/N\ RT—ZBELBNS, NTVYOAVR—FURE
T7AR—=—RNAVR—ZRNEEEBTEET,

® Note
N7 )Y Usecure_storage_cert_handler_interface.hpp& ULTEELE T,

=Ry
« JO2IVRNEE
c AVEB—7IAAZHETD

(== = =
- R

» CMakelList.txt
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ZJ7O2IT U NE&

A2B—T I A AZWHETD

AB—TIAARZHETDIEMRNBISTAZERLET, CcOAVE—=TF7ALIIXZTOMDOT 7 A
LEBIOTFALIRNVICERRIZLT, T7TAR—RMAYE—ENT VY IAY R —%E) REEICHH
BIIXBITERELSICLET,

#ifndef IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP
#define IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP

#include "secure_storage_cert_handler_interface.hpp"

namespace IoTManagedIntegrationsDevice::CertHandler {
class StubSecureStorageCertHandler : public SecureStorageCertHandlerInterface {
public:
StubSecureStorageCertHandler() = default;

bool read_cert_and_private_key(const CERT_TYPE_T cert_type,
std::string &cert_value,
std::string &private_key_value) override;

bool write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) override;
/*
* any other resource for function you might need

*/

};
}
#endif //IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP

£33

FRTEBLEANL—O9T A ZRELE I src/
stub_secure_storage_cert_handler.cppo.

/*
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* Copyright 2024 Amazon.com, Inc. or its affiliates. All rights reserved.
* AMAZON PROPRIETARY/CONFIDENTIAL

* You may not use this file except in compliance with the terms and
* conditions set forth in the accompanying LICENSE.txt file.

* THESE MATERIALS ARE PROVIDED ON AN "AS IS" BASIS. AMAZON SPECIFICALLY

* DISCLAIMS, WITH RESPECT TO THESE MATERIALS, ALL WARRANTIES, EXPRESS,

* IMPLIED, OR STATUTORY, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY,
* FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.

*/

#include "stub_secure_storage_cert_handler.hpp"
using namespace IoTManagedIntegrationsDevice: :CertHandler;

bool StubSecureStorageCertHandler::write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) {
// TODO: implement write function
return true;

bool StubSecureStorageCertHandler::read_cert_and_private_key(const CERT_TYPE_T
cert_type,
std::string &cert_value,
std::string
&private_key_value) {
std::cout<<"Using Stub Secure Storage Cert Handler, returning dummy values";
cert_value = "StubCertVal";
private_key_value = "StubKeyVal";
// TODO: implement read function
return true;

AVB—TIAATERENLET7 7O NVBEBEREL X Isrc/
secure_storage_cert_handler.cpp.

#include "stub_secure_storage_cert_handler.hpp"
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std: :shared_ptr<IoTManagedIntegrationsDevice: :CertHandler::SecureStorageCertHandlerInterface>
IoTManagedIntegrationsDevice: :CertHandler: :createSecureStorageCertHandler() {
// TODO: replace with your implementation

return
std: :make_shared<IoTManagedIntegrationsDevice: :CertHandler::StubSecureStorageCertHandler>();
}
CMakelList.txt

#project name must stay the same
project(SecureStorageCertHandler)

# Public Header files. The interface definition must be in top level with exactly
the same name
#ie. Not in anotherDir/secure_storage_cert_hander_interface.hpp
set (PUBLIC_HEADERS
${PROJECT_SOURCE_DIR}/include

# private implementation headers.
set(PRIVATE_HEADERS
${PROJECT_SOURCE_DIR}/internal/stub

#set all sources

set(SOURCES
${PROJECT_SOURCE_DIR}/src/secure_storage_cert_handler.cpp
${PROJECT_SOURCE_DIR}/src/stub_secure_storage_cert_handler.cpp

# Create the shared library
add_library(${PROJECT_NAME} SHARED ${SOURCES})
target_include_directories(
${PROJECT_NAME}
PUBLIC
${PUBLIC_HEADERS}
PRIVATE
${PRIVATE_HEADERS}
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# Set the library output location. Location can be customized but version must
stay the same
set_target_properties(${PROJECT_NAME} PROPERTIES
LIBRARY_OUTPUT_DIRECTORY ${CMAKE_BINARY_DIR}/../1lib
VERSION 1.0
SOVERSION 1
)

# Install rules

install(TARGETS ${PROJECT_NAME}
LIBRARY DESTINATION 1lib
ARCHIVE DESTINATION 1lib

)

install(FILES ${HEADERS}
DESTINATION include/SecureStorageCertHandler
)

ERAE

N4 )L#. libSecureStorageCertHandler.soXEATIIORNSATSVT7AIEE
NICBETR I VRUY DUV IONERENE S, SATFVTPAINED VROV OOEE
%, HubOnboarding /N4 U TREEChDSA T ZVDOF/HRICIE—L T,

N =R

- IBEREEHE

- REBANL—DEFEHATD

FREESHE
o 1—H¥—TFHI> N HubOnboarding /N4 F 1) £1libSecureStorageCertHandler.so> 4 7
ZUOMAICHTRHAM)BLOCEETIAAT IV EAHFAN BB EZRELET,

 BE—DONT V)Y IOANYHRX—T 7 A )lsecure_storage_cert_handler_interface.hpp& L
THRELET, HOITXTOAYR—T7AI)IE, T7TAR—RERICEET,

s REFT DI VORNSATIVEBZRERLET ., OERF
[C1ibSecureStorageCertHandler.so. HubOnboarding TR EDT 7 AILBICEED/N—
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TAVHBEILBEDBEENHV) £ 1libSecureStorageCertHandler.so.1.0, 1dd IX¥ > R
EERALTSA7ZVNOKEERERREL, KBICHUTOVRUY IV OEERLET,

« HESA TSV OREICASBMEERRN &S5 S, HubOnboarding X7V tATES F4L 7Y
N2 /usr/1ib or the iotmi_common®7EL £9,

LZEBANL—D%ERTS

iot_claim_cert_path & OWljFiot_claim_pk_path%Z IZFZEL T, iotmi_config.json
77 A ZE#H L £ I SECURE_STORAGE.

{
"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "SECURE_STORAGE",
"iot_claim_pk_path": "SECURE_STORAGE",
"fp_template_name": "device-integration-example",
"iot_endpoint_url": "[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com",
"SN": "1234567890",
"UPC": "1234567890"
},
"rw": {
"iot_provisioning_state": "NOT_PROVISIONED"
}
}

AARLZ7ORIANTZT4>

AAZLAZ7AORIANTZ T4 2FERAL T, MB® loT Z7AKIJ)L%Z AWS loT Device Management
TOAATALADYZ—DY RREGICHETEEXRT, PREICERENLESDKA U EX—TJ IA1 AEFERT
L, XXV RFEEENT SDKAVAR—ZF NEDOTELEERBEEHEZL AN S, FNAADFY
R—R, BEOER., V7ILEAMLFEH7O-DODREBEITSCENTEERT,

ROVARNTRE, ARZLZTOR LTS T4 OEBHEICODVWTHALET,
T—BEFIDODAAZIAX

WED AWS F—RETFIIAF—NZEEL, 7O I JT7O0-FICIR—TJ RREIC
TY7O—RLET, ChESODAF—NRF, #BTO—V7O0—-THEATEET,
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REBTZTAVER
s ZEERALTHRBDTZA4AVR—FX 2 N EZBELUEITHUD SDK VF14 7 b,
s J7OED3aZURFELEE, TRTELBEACEANOT T4 2RETEH., MAHDHK
EUVTAT U NEERLET,
s NER—IURBETEYRNEZIRILDVITAEY IVBEOHBEOT Y NEDOBICHERIERZ
HEL, 2B hLEERLYPIVI—-—RADY I ZRELET,
T E#M

BEOSERRE. BFEOZOFARATZ2T0RIBHESEEN S, HLLWARZLATORNIILZ
AL—=KIZAVR—RTEET,

RORE, AARARLTZTAORINTZTA T —FTI0F ¥ ZRLTVERT,

Hub SDK 22472 bk

HubSDK 954 T RZA4TZ VI, YZ— REAEHUSDK &, AU/ TRITEN TV
HOZORIINAZYOEOBODA U Z—TIAAELTHELET, Chickly), —EONTUY
2 APIsNBEh, ORI AR Y V& Device HubSDK AR—ZX 2 REDXVERYNBREIC
BYET, I—AT—ARILE, HARAZLT S48 A=, HARZLT 94703
F—. O—AJ)DA>NO—F—HNEENET,

NeEY D

o YX—2 RHEE Hub SDK ZE18 9%

« HubSDKY—JLF Y NIZCDWT

« HbSDK V5 A7 NEERLUTHARLAT ) r—>23a > RIEKT S

« DAZLT 7 )r—2 3> NERIT

e HWSDK OZATF7>NAPIUT77L2A

. F—BH

NZ—2 RifE Hub SDK ZEN8 9 %

Hub SDK 9S54 7> NIClE, YZ—2 REEE SDKAMIEBLTWVWET, /N7 SDKICFTIEARATBIC
. YEZ—RFEEODVV—IASBEAVEHLELSEEL,
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Hub SDKY =LY MMZIDOWT

AIVO—RIDE, FTVT—2a>THERATEDZINTONT VY IOAYA—=T714)
E.s07 74 EETIotMI-DeviceSDK-Toolkit 7 # AN RRENET, YX— RFEEF—
LlZE, FEmain.cppADflE, BEETTES bin/ OFET7Z7V5—2a3a 2 NAFUERES
NTVET, A7232>T, ChET7Z7UT—>23a 2 0RBRELTERATEERT,

Hub SDK 95 A 7> R EeFERLTHARZLT V=23 &ERTS
ROFBEFEALT, DRARLATTUTS— 3> &ERLET,
1. AYRE—TFA)(h) ERXBATIIOIRT 7 A (s0) BT TUT—2 3 IahET,

T7OTr—>3a>iik. NTVYIOAYE—=T74A4) (h) ER-RBFTZSIIORNT74) (s0) &
BORIBENHYVET. SO 77AMLDFER, lb 7ANABRETZENTEXRT, mEW
BLATIORERDKRSICHEY) ET,

### include

# ### iotmi_device_sdk_client

# # ### iotmi_device_sdk_client_common_types.h
# ### iotmi_device_sdk_client.h

#  ### iotshd_status.h

### 1ib

#  ### libiotmi_devicesdk_client_module.so

# ### libiotmi_log_c.so

2. XADTFTVT—232THUWSDK 947> NEEBLET,

a. XATF77V5—=23>Tlk, VIVIANOAEBICEATSEIIC., £9 Hub SDK 75
AT NENHILTIHENHYVET, V74T NI, Z2FEAL TEHREICEBETESE
JclientId,

b. 94T NZ2BBLES., YNX—2 RiftE Device SDK I[CEHETEET,

LR, HubSDK 754 7> NDERFGEEERETEDHTT,

#include <cstdlib>

#include <string>

#include "iotshd_status.h"

#include "iotmi_device_sdk_client.h"

auto client = std::make_unique<DeviceSDKClient>(your_own_clientId);
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iotmi_statusCode_t status = client->connect();

(@ Note
your_own_clientId &k, 1—Y¥—HA R{FE LY NT Y 7T start-device-
discovery TEETDEND, £LRBEHE Y NPy 77O 3 Z>J 70T
create-managed-thing TIEETRDENDERIU THIRENf BV ET,

3. ROFIEEERFTLT, N2 1BRUOHYTRIVSATLET,

a. BERHSEIETIhES, NX—JRHEEHUDSDK A SZERRVEYTAVS AT TED L
SICBYELE, BERAVE., IR AVTESOED I ZV U RAVTENFVEE
ho T, BELEZAVICHLTHEOD-IINY VBEHKEESEL, MEAOKNL—RABHN
THEOHARLADAVTHFANZERTIHXEN HYVET,

// subscribe to provisioning tasks
iotmi_statusCode_t status = client->iotmi_provision_subscribe_to_tasks(
example_subscriber_callback, custom_context);

// subscribe to control tasks
iotmi_statusCode_t status = client->iotmi_control_subscribe_to_tasks(
example_subscriber_callback, custom_context);

b. EFNHEILIEhES, P7VT5—23a > psXEX—RAFTIL—232 Hub SDK IV
DIARERITTEDELDICBRYWELE, MEDRAIXY -4 TE2ERL, EDOX
AEBWICISUTRAO—RZZEETEET, UVITANIR, YT7RIS/47 70— @%
., ORNO=)LVOIARNEZOEEDS I ZTJVOTIANOBEEZEDD_ENTESE
T, REIC, OF7 RLAZE) HTrspPayloadT, ¥X— RS Hub SDK A 5 R HA
ENEFETLARAZEREBTEET,

// publish control request
iotmi_client_request_t api_payload = {
.messageType = C2MIMessageType: :C2MI_CONTROL_EVENT,
.reqPayload = (uint8_t *)"define_your_req_payload",
.rspPayload (uint8_t *)calloc(1000, sizeof(uint8_t))

iF
status = client->iotmi_control_publish_request(&api_payload);

// publish provision request
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iotmi_client_request_t api_payload = {
.messageType = C2MIMessageType::C2MI_DEVICE_ONBOARDED,
.reqPayload = (uint8_t *)"define_your_req_payload",
.rspPayload (uint8_t *)calloc(1000, sizeof(uint8_t))

i

status = client->iotmi_provision_publish_request(&api_payload);

4. JMBO ZHEL CMakeLists.txt, TCASTITVIT—2 32 ZBELET, RREHE,. R
DERSBRTAENAFTIICTDENTEET, MyFirstApplication

NAAZRLT7TITr—>320ORT
NABLTTUT—2avERATHHC. ROFBERTLTNTELY RFY 7L, IR—J K
#4 Hub SDK ZRBIL £ 7.

s "LOFAVR—FAVIFIRICH > TLKEEVWIZ—IJRBEEIC/NTZFVR—RT B,

c T ICRBENTVRA VAR —LTOLRAZRTLEINR—I REE HUbDSDK ZA VA M —
LU THREET B,

BRFMABEENIZS, DARLTTIT—23 20 2RTTELRT, fi:

./MyFirstApplication

/A Important

WCUARENATOVBRBEBRIVVTIRNEZRAIOVTNAV U7 N EFEHL THub SDK 2770
ATRTFETCEHRLT, MEOT VT3 2BBIIMXENHVET, EFFEE
T9, IEFRFEZEELHEVTLSEE L,

UTZEHLET, EE

./IotMI-DeviceSDK-Toolkit/bin/DeviceSDKClientDemo >> $LOGS_DIR/
logDeviceSDKClientDemo_logs.txt &

RDESICEELET,

./MyFirstApplication >> $LOGS_DIR/MyFirstApplication_logs.txtt &
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HubSDK V247> NAPIUT7 7L A

Hub SDK 254 7> b (DeviceSDKClient 7 ZX) &, HAZRLT 7V Tr—23a U FNER—2 REE

Device SDK EXRVEY TR0 DA U RX—TIA AZRBELET, COITATRNTRE, UT%Z

RITTEFXT,

« YZX—TYRFEOAVAR—ZFZI IS 7O I Z JEELXAAVED NO—I)BEEX AV EYT
AVZA4TLET,

s JOEDIZVVBEESICINO—IBEEO) IV TIANEYZ—D RREAVAR—F U MNIHE
TLET,

AWS loT Device Management APIs; ZZ B L T< &\, AWS Lambda

N =R

- V34T SO

« RAVYT ROV a oo a2y
- ZOEZaZVIRRVDORE

« BAROVBTAVVT a2 ol

« RAVDORITEFIHTS

- OJRCERHEE

- TOMD API

94T > NO#REME

DERA%ZFAKTSICIEDeviceSDKClient, 9547 NID ZEHAL THH{LLET,

iotmi_statusCode_t DeviceSDKClient(const std::string& clientId)

Zhickl), BEE = THL VWDeviceSDKClientf VAR AN ERE hEFclientId,
., YRX— REFEBICERFETSD E—HTBclientIdBENFHV)ET,

INTFX—=&

clientId (XFH) - ZDA VARV ADIZAT >N ID,
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connect()

DeviceSDKClient 1 VAR AENZ—> RFEICEHGELET,

RY{E
« TOTMI_STATUS_OK - #EZ#IE KL EL &=,

« IOTMI_STATUS_CUSTOM_PLUGIN_CONNECTION_ERROR - YN Z—< RFEEANDELHFICT
TS—hARELELE,

RAOYT A7 aroyraesaz>ry

ChSNFEFEE/AL T, NX—I RBEEDVR—FRVMPST7OEDIZVJBEOR AV &Y T
AVZA4TLET,

jotmi_statusCode_t
iotmi_provision_subscribe_to_tasks(DeviceSDKClient_SubscriberCallback callback, char*
context)

NZ—YRREAVR—XV DS, FNAAOFVR—FT AR TAED I ZVIBBRBEDT
OESaZ> IBEENDRAVZYTRAUVT147TLET,
NFZX—&
 callback (DeviceSDKClient_SubscriberCallback) - R AV Z#ZEL L EICERTE NS 1)
INY VB,
« context (char®) - I—=)LNNY VBBIZEENDHDAZLDAYTFA B,
RY1E
» IOTMI_STATUS_OK - H#7RAUUTS a2V REMLEL I

« IOTMI_STATUS_CUSTOM_PLUGIN_CLIENT_NOT_CONNECTED - DeviceSDKClient 1 2> A X >/
ANNZ—D REEICEHREATVEE A,

« TOTMI_STATUS_CUSTOM_PLUGIN_SUBSCRIBE_ERROR- BRI NDHTAYISATHICIS—
ARERELEL L,
70ESaZ=Z> 032 A0 ONE

ChSsOFEZEEAL T, NR—I RBEIAVAR—FXNI7OEDIZVJBEEQOVIIANEHR
TLEY,

Hub SDK 724 7> b API 170



DX ZR—2 RiEE AWS loT Device Management FROYN—=HA R

iotmi_statusCode_t iotmi_provision_publish_request(DataModel::iotmi_client_request_t
request)

NEZ—DRBFEEOAVAR—ZFNI7OED I ZVBEEODV IO TIARNERITLET, FNAADF>
R=RARRNXTFOEED I ZVIBBRAT—RARE
NTA—2Z
request (DataModel::iotmi_client_request_t) - &F#iZ STV VT AMBEANDKRA > X,
RV 1E
« IOTMI_STATUS_OK- VO TARANEEICRITENEL I,

« TOTMI_STATUS_CUSTOM_PLUGIN_CLIENT_NOT_CONNECTED - DeviceSDKClient4{ > A&
VANRZ =Y REBEEBICELEENATVER A,
« TOTMI_STATUS_INVALID_PARAMETER-VIJTARA®D 1 DRLEONTA—ZNEXTT,

« TOTMI_STATUS_INVALID_JSON_OBJECT- U T ARRAO—RNFEIMEISON 7>
RTlEHYEEA,

« IOTMI_STATUS_NO_MEMORY - XFUEIYHTIS—HIEELEL I,

RAVHGTAOIVTS 3> o

ChoNFFEEFAL T, NX—I REEIVAR—FV PSSOV NO—ILBEEORRIEHFTAY
ZA47LET,

iotmi_statusCode_t iotmi_control_subscribe_to_tasks(DeviceSDKClient_SubscriberCallback
callback, char context)

YER—Y KFEADYR—%XY M SOV RO—LBEEORRAY (/54 ROV RO—LUSTARE
EYEYTAUVZA4TLET,
NTZAX—2
 callback (DeviceSDKClient_SubscriberCallback) - R AV #ZEL L EICRTE NS 1)
INY VB,
« context (char)- A=Y JBEBRICEENDHAAZLOAYTFAR,
RYIE
» IOTMI_STATUS_OK - 7ROV U7 a2V REMILEL I
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« TIOTMI_STATUS_CUSTOM_PLUGIN_CLIENT_NOT_CONNECTED - DeviceSDKClient4{ > AZ
VANIZR—T RFEBICERENATLEEA,

e TOTMI_STATUS_CUSTOM_PLUGIN_SUBSCRIBE_ERROR - BRAIVDYTAVSATHRICIS—
ARELEL L,

RATDRTZHETS

chsoXYYy REFALT, EEBHEEADAR—X2MIOAYNO—LBEEQOY IV ITANERITLE
ED

iotmi_statusCode_t iotmi_control_publish_request(DataModel::iotmi_client_request_t
request)

EEREAVAR—XNIAVNO—LEEQOU VT AN ERITLUET, FIZE. REFEANRVDN,
OXRVRUOGIAR, FNAAREBITUBETT,
NFX—&
request (DataModel::iotmi_client_request_t) - FlZ BT UV VT ARMBEANDRS > X,
RV &
« IOTMI_STATUS_OK- VO T ARAEEICRKITEhEL I,

« IOTMI_STATUS_CUSTOM_PLUGIN_CLIENT_NOT_CONNECTED - DeviceSDKClient 1 2> A &% >
AFRIZ—TD REEBILERT A TLEEA,

« TIOTMI_STATUS_INVALID_PARAMETER-JUJTAKRADN 1 DUEDNTX—ZHNEHTT,

« TOTMI_STATUS_INVALID_JSON_OBJECT-JUOITAKRRAO—RHFEMEISON AT T Y
RTlEHYEEA,

« TOTMI_STATUS_NO_MEMORY - XFUEIYHTIS—HIEELEL I,
mEoARY > T
chsOFEZEFERALT, YX— RFEESHNFREBETHIOVEMEERELET,
OA—oO#EL

void iotmi_devicesdk_log_init(const char* logger_name)
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OJRFEEZERATEIC, ON—ZHNHLITIHEN BN ET,
NTA—=&

logger_name-EELEON—B, F7 3L MEFRRXDEHV) TTF, MyApplication

Xo70O000O7R&

LOGGER_LOGD(. . .)

DEBUG LRI OOJR&EICIE., 77U 5r—23a>TccoxRV2O0%FEALET,
LOGGER_LOGI(...)

INFO LRI OOTREICE, 77V5—>3a>Tclok7O0%2FEALET,
LOGGER_LOGW(...)

F7Ur—>a>TcZON20% WARN LR OOYVREFIZFERALET,
LOGGER_LOGE(...)

F7Ur—>3a>TcZOYY0% ERROR LRI OOTRBRICEALET,

® Note

OV RHEMEEDFFMIC DLW TIE, "Hub logging documentationy 2B L T EE WV, AA
SLAZTAORIANTZT94 20, XZF— RREEFRETEHIINTOOTEEMEEZTEICY

T:_hbij-o

T OO API

std::string get_client_id()
DeviceSDKClient 1 > AZ >V AICBEEN TS NIZOZA4T > NID ZIBLET,
RVWIE

24T~ K ID,
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_“_ I
T—58

COEI2aVTR, ARZLZTOR LT STAVICERENZT—RBEZERLET,

iotmi_client_request_t

RE—IDRMEDAVR—FRVNCRITENDUIIARNZRLET,

messageType

XY= D RA 7 (CommonTypes::C2MIMessageType)o XD J ANEEMBEEZRL TL
X7,

« C2MI_DEVICE_ONBOARDED: B8E T R A O—REZELTFNAADF UV R—F 14T XY
t+—>22RLET,

» C2MI_DE_PROVISIONING_PRE_ASSOCIATED_COMPLETE: BHIBEN TS NI=T /N1 AD
JOED AV IUBBREAVETEHNERLET,

« C2MI_DE_PROVISIONING_ACTIVATED _COMPLETE: 7T 1 7t nizFNA4AO 7O
DAZVIBBRARIETBHERLET,

« C2MI_DE_PROVISIONING_COMPLETE_RESPONSE: Z’OEZaZ > J@BRRAIDETL

ARVAERLET,

« C2MI_CONTROL_EVENT: /N4 ADREAZNL TR AN HS A MO—ILA RV NZ
R~LET,

« C2MI_CONTROL_SEND_COMMAND: O—A /)L hO—Z—A50> MAO—)LOX > R%Z
RLUET,

* C2MI_CONTROL_SEND_DEVICE_STATE_QUERY: O—A/ILY ~O—-Z—A5012 K
O—LFNAAOREI T ZRLET,

reqPayload

U 7IZ |\&’r D_ |<o ﬁﬁu JSON ﬁ?ﬁ@i?—ﬂf‘?o
rspPayload

NEZF—RFEEAVAR—R ML 2>TADENEL AR ARCAO—R,

iotmi_client_event_t

NEX—I REEDAVR—FXV MNP SEELEARY N ZEXRLET,

event_id

AR NO—EDEBFo

Nl
|
3
fr
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length

’f’\') F%—QWE'&‘O
F—2

EEOCARYNTF—ZADRAS > ZmessageType, XDV AN, AREAEEZRLTVE
CB

« C2MI_PROVISION_UGS_TASK: UGS 7O—m 7O a_>JR2RV&RLET,

- C2MI_PROVISION_SS_TASK: SimpleSetup 7O—M7AOEI I =292 AT ERLET,

« C2MI_DE_PROVISION_PRE_ASSOCIATED TASK: EiMEFMNFSsniEFNA AN 7 OE
DAZVIBBRRAVERLET,

« C2MI_DE_PROVISION_ACTIVATED_TASK: 7O F 14 e hi=FNAAn7O>3a =Y
THBBREARADZERLET,

« C2MI_DEVICE_ONBOARDED_RESPONSE: F/NA AD AV R—F 1 T L AR AZRLE
EE

« C2MI_CONTROL_TASK: A2 hO—ILZRAVZRLET,

« C2MI_CONTROL_EVENT_NOTIFICATION: O—A L2 O—Z—032 hO—)LAXY
NBHIZRLEXT,

ctx

AR NMIEENTSNIEAARZLADYTFAR,

N7 3> bsA-=)b

N7 RNO=)EF, YXZ—2 REEOILETT, T RF/V1 A SDK &, Hub SDK @
MQTTProxy AV AR—RUINEAVE—TIAATEET, N7 A NO—ILZEATIE, TR
TFNAASDK Z#2FALTI—REREL, NZX—TY REEIVTIVRENLTNT ZROFINA AL
LTHETERT, NI RMO—IL SDK K., EWSIRILF SNz Hub SDK D BID /N Y
F—o UL TR#BEEhETiot-managed-integrations-hub-control-x.x. xo

N =R

- BIRREZMH

« IVRFNAASDKAVR—F b
« End Device SDK &£ D#EE

e BN RO—)LZEETD
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« HAR—BFZThTVL34H
« HIR—KRENTWVWBRTISYRTF—A

Bl SR A
N7V RO—-LERETBICE. UTHFRETT,

« HubSDK /N—23> 0.4.0 MEBICHA >V R—REhiz/N\T,
« 55 End Device SDK OF&HF/N—23> 2D O0—RLETAWSIYERIOX NIV =),
e N7, N—232 050 B TEITENATVS MQTT 7OF>AVR—F 2 KN,

I RFNAASDK AVR—F2 N

IVRFNAASDKOROAVAR—F N eFALET,

¢ F—REFIOI—RITRL—K—
¢ F—REFINYRT—

Hub SDK ICR T TICAVR—T AV ITOLRAE VT RAQERF $2 -0, UTOIVR—F
YRBREBEBYEEA

- TOEDaZUO%

* PKCSA2Z—=T7IARA

- 3TNV RS—

« MQTTI—>I2 b

End Device SDK & DS

1. F—REFIOI—RIIZL—FZ—DOERCE>2T, BLARILCI—REERLET,
2. TIVRFNAASDK DFEE) OFIEICHE-T, XOBEZTVET,

a. EILRREZEYRNTYTLET,

B3R AN & L T Amazon Linux 2023/x86 64 TOA— RZBEL T, HDELZE I ROMKE
BE&EEAAN—=ILET,
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dnf install make gcc gcc-c++ cmake

b. N—ROITF7I-INY JBRBOREZK

N—=RIOTITF7IOA=I)INY VBEKEEETHHIC, APIOTEKAEZERBEL TS EEY, Z0fF
TlE, On/Off YT AR—E OnOff BMZFERL TF/N14 ABHZHIMHL £9. APl O
CO2V\WTl., T, #8BLTLKEETEMELARILD C #EE APls,

struct DeviceState

{
struct iotmiDev_Agent *agent;
struct iotmiDev_Endpoint *endpointLight;
/* This simulates the HW state of OnOff */
bool hwState;

};

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff(bool *value, void *user)

{
struct DeviceState *state = (struct DeviceState *)(user);
*value = state->hwState;
return iotmiDev_DMStatusOk;

}
c. IVRRAVRNZEYRNTYTUL, N—ROIFTI-INYIBERETYITS

B ZEREL IS, TV RRAVMNEERL, O-IANY IV ZBRLET. UTORART%Z
TILET,

i. FNAARAI-CI2hEERTS

i. YR—NTBIOSAEZ—BEZEIZOA-IINY VBEBRA N NE2EDS

ii. TRERAVRZEYRTYTUL, YR—RERTVWRITAEZ—2ERTS

struct DeviceState

{
struct iotmiDev_Agent * agent;
struct iotmiDev_Endpoint *endpointl;

/* OnOff cluster states*/

End Device SDK & O & 177
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bool hwState;
13

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff( bool * value, void * user )

{
struct DeviceState * state = ( struct DeviceState * ) ( user );
*value = state->hwState;
printf( "%s(): state->hwState: %d\n", _ func__, state->hwState );
return iotmiDev_DMStatusOk;
}
iotmiDev_DMStatus exampleGetOnTime( uintl6_t * value, void * user )
{
*value = 0;
printf( "%s(): OnTime is %u\n", __func__, *value );
return iotmiDev_DMStatusOk;
}

iotmiDev_DMStatus exampleGetStartUpOnOff( iotmiDev_OnOff_StartUpOnOffEnum *
value, void * user )

{
*value = iotmiDev_0OnOff_StartUpOnOffEnum_Off;
printf( "%s(): StartUpOnOff is %d\n", __func__, *value );
return iotmiDev_DMStatusOk;
}
void setupOnOff( struct DeviceState *state )
{
struct iotmiDev_clusterOnOff clusterOnOff = {
.getOn0ff = exampleGetOnOff,
.getOnTime = exampleGetOnTime,
.getStartUpOnOff = exampleGetStartUpOnOff,
I
iotmiDev_0OnOffRegisterCluster( state->endpointl,
&clusterOnOff,
( void * ) state);
}

/* Here is the sample setting up an endpoint 1 with OnOff
cluster. Note all error handling code is omitted. */

End Device SDK & O & 178
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void setupAgent(struct DeviceState *state)

{

struct iotmiDev_Agent_Config config = {
.thingId = IOTMI_DEVICE_MANAGED_THING_ID,
.clientId = IOTMI_DEVICE_CLIENT_ID,

i

iotmiDev_Agent_InitDefaultConfig(&config);

/* Create a device agent before calling other SDK APIs */
state->agent = iotmiDev_Agent_new(&config);

/* Create endpoint#l */
state->endpointl = iotmiDev_Agent_addEndpoint( state->agent,
1,
"Data Model Handler Test
Device",
(const char*[])

{ "Camera" 1},
1);
setupOnOff(state);

Bl: N\7A MO ZBETS

N7 RO=)LiE, Hub SDK NY o —20—FHE L TREFEEhET, NI MO-IL0HT
NYT—=2I2E EVDSSRILHNITS hiot-managed-integrations-hub-control-x.x. x,
BEENTVEWVWFNAASDK EFBBDSATSUNEENTVET,

1. O—RERT7AI)N%Z example7 2 )X ICBEILET,

cp codegen/out/* example/dm

2. N7V MO-)LZEBETHICE., XROON REEFTLET,

cd <hub-control-root-folder>
mkdir build

cd build

Bl: N7 A NO—IZEBETS 179
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cmake -DBUILD_EXAMPLE_WITH_MQTT_PROXY=ON -
DIOTMI_USE_MANAGED_INTEGRATIONS_DEVICE_LOG=ON ..

cmake -build .

3. N7 O MQTTProxydVR—F > M THIZEREITL., HubOnboarding & KXU MQTTProxy 1
R—FXRMERITLET,

./examples/iotmi_device_sample_camera/iotmi_device_sample_camera

F—REFINZ— RFEET—FXETIICOVWTE, T, Z25RBLTLKEEV, ODATY T 5I(C
f£>TI> RAKRAZ MENnd Device SDK DERZRE T2 2R EL. I RI1—H—& iot-managed-
integrations BN BEZEEL T,

BR—bEnTWBH

LTOHNrEEEN, TAREATLERT,

* iotmi_device_dm_air_purifier_demo
* iotmi_device_basic_diagnostics

* jotmi_device_dm_camera_demo

BR—RENTVWRTIYRNTA—A

ROEREE, \NTHETHR—RENTWVWBTSYRNTA—LEBRLTVET,

T—FTO0F~ ARL—=T12T% GCCN—>=3a> Binutils /N\—>3 2>
AT A

X86_64 DFry IR 10.5.0 2.37

AARCHG64 DFry oA 10.5.0 2.37

HR—REhTWBH 180
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CloudWatch Logs Z B XIC T3

Hub SDK FB#EM GO R MEEZIRBLE T, 74 BNTE, HubSDK EO—AILT7 741
JATAICOTZEZIAKRET T, 1L, V57K API ZHL T CloudWatch Logs NOOYJ A~
)—Z2 T BRETEE T, CloudWatch Logs AT ZRHEL E T,

s FNAAONT #—XIVAODEZRIV I T7ATF VT ATBTFNA RAEBO - H ICFHEEET 2
ALO7ZFY¥T7FYLET, TNAARAT7V— 2B THEELOVIMETZRV VT ZEBMCT
%

s BEORNS TN 1—FT 420 ARBZHMOMOL-OOFMEOT I NI EZERLET, A
TLETTVT—232VLRILOARY MR\ LT, FHEFAEZTVET,

« FRT—nibThiOJE&R: TNAALCEET7IVEALBVWUE-NOJTEE, BEHOT/NAA
ASOOTZE—DBREBEAEBS VRIS NIICENLET,

IR
c YRV RFNAREISIREAVR—RLET, FMCOVTR, TN\TAVR—F1250
BEL EBRLTLIEEL,

c HbI—2 IV hNOEBEEESTNBPILERIALE T, FHICODVWTEF, "YZ—2 RS Hub
SDKZA 2V AR—)LLTHKELT D, ZZRL TS EE L,

(® Note
OJRJEREZ/ER T B2k, PutRuntimeLogConfiguration APl ZZ 8B L TS &L\,

/A Warning

O7ZBMCTRE, BBIENEIA—ROFBICHDYRENRET, OTLARILZER
T, AVE-—TJENMEZX, BNOARREELXT,

Setup Hub SDK O 5% E

APl ZHUH LTSV RALOVREERETSET, N7 SDKOTREEBHAL ET,

CloudWatch Logs ZE%IZF 3 181


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_PutRuntimeLogConfiguration.html
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Examplety > 7 )L API U T AN

aws iot-managed-integrations put-runtime-log-configuration \
--managed-thing-id MANAGED_THING_ID \
--runtime-log-configurations LoglLevel=DEBUG,UploadLog=TRUE

RuntimeLogConfigurations & 14
ROBMEAT> 3> THY, RuntimeLogConfigurations APl TERETEE T,
LoglLevel

ZUBALRNL—AOBRNEEELARINZHEL £J, {E: DEBUG, ERROR, INFO, WARN

T7ZA) KN WARN (D) —RAEhEILR)
LogFlushLevel

O—ANLARNL—2AQRBF—27 S Y2 10EEBEELARIZRELET, {E: DEBUG,
ERROR, INFO, WARN

77 # )L 5: DISABLED

LocalStorelLocation

ZUBALRNL—ADARNL—COGFRZEEELET, T7F )N /var/log/awsiotmi

« U7 477%0%: /var/log/awsiotmi/ManagedIntegrationsDeviceSdkHub.log

- O—F7—>3arv&n0A%: /var/log/awsiotmi/
ManagedIntegrationsDeviceSdkHub.N.log (N EO—7—>3DEFZRLET)

LocalStoreFileRotationMaxBytes

REO77AINEEEh YA XEBADE, 77/4)0o0—FT—>32 2 NJH—-LET,

/A Important

BEZNEREBZICIE., 7741 A% 125 KB KXBICREET, 125KB 2B X 3 E
FEBNICHRENET,

LocalStoreFileRotationMaxFiles.

I:Iﬁ‘i__:E‘/"c-Eq:ﬁIé na D—j_'—:/ a)7r ’r)lla)ﬂsfj(ﬁ&%ﬁil/ijo

Setup Hub SDK O 8% & 182
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UploadLog

DZIRANDTVRALRNL—AREEZHBLET, OJF /aws/iotmanagedintegration
CloudWatch Logs FIL—7IZREEhET,

T 7 #) b falseo
UploadPeriodMinutes

ZUBALNL—RAOTYTO—REEZERELET, T7/FI)K:5
DeletelLocalStoreAfterUpload

TY7O0—REO77AIINOHIRZEFBHLUET, 7 F)LM: true

(@ Note
false ICERET D E, PYTO—RENET7AILOBERROLS ICEEEThE
9, /var/log/awsiotmi/ManagedIntegrationsDeviceSdkHub.uploaded.
{uploaded_timestamp}

OJ7 74105l

LLR® CloudWatch Logs 77 /)LD HlESBL T EE W,

HR—KRENTLVS Zigbee B KU Z-Wave T/NA AZA T

COR—=DIZE, YR—IJ RKETTAMEN, Y R—RENTVWBINTERTNAARATH &
RRENET, IRX—I RFEARK., ChsOFNA ALY —HARICEDEY N7 YT (UGS)IZ
XLTEZEYNTY 7 (SS)E OEAEZEYR—NLET,

CORRF. FR—rEhTWVS Zigbee /N1 AD—ETT,

Zigbee TINA AZAT HR—NEh D HEE
AN—BNEIK/FANX/IRGB T4 b OnOff, LevelControl, ColorControl
AX—KNT ST OnOff

HR—KRENTVS Zigbee B & Z-Wave /N1 AR A7 183
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Zigbee FINA AZA T HR—NEnBDHEE

AN—KRARAYF OnOff

LED AKNDU YT OnOff, LevelControl, ColorControl

KNILT OnOff

AR AV ) H—FEAZY K, OnOff, XA N —

H—FARY b H—FAXY K, FanControl, OnOff, X4 XY —
HBL— RT7HA =T+ — WindowCovering, OnOff, LevelControl

BT Z—A BooleanState, OnOff, TemperatureMeasurement, XA

~N—. SmokeCOAlarm
ET—>3atH— BooleanState

EERE1I—-NVTLEYAEY BooleanState, OccupancySensing
H—

R7PERTTV1 RO H— BooleanState

KehtzrH— BooleanState

et H— BooleanState

BESITEEL Y — TemperatureMeasurement, RelativeHumidityMeasur
ement

COEIE, HR—FEhTWB Z-Wave /N1 AD—ETT,

Z-Wave /N1 AZA4 T HR—hEh3HEE
AN—RNEWK/FBHEAEZ A B OnOff, LevelControl
AX—KTZY OnOff

AL—2R7IMNAO-F— OnOff, LevelControl

HR—KRENTVS Zigbee B & Z-Wave /N1 AR A7 184
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Z-Wave F/NA AZA 7

IRILF—AX—Z—

Ny F)—

ALY

E—>aterH-—
RPERTV1 RO H—
Keht>H—

mELY—

COt>H—

Bt —

HR—NENDHEE

ElectricalEnergyMeasurement, ElectricalPowerMe
asurement

LevelControl

LevelControl

BooleanState
BooleanState
BooleanState
TemperatureMeasurement
SmokeCOAlarm

SmokeCOAlarm

Raspberry Pi TN X—2 RIEEZETIT S

@ Note

Raspberry Pi AWS IoT T®O Hub SDK O Z NDEREKF, FEETAMNDALAZBENELTHY,

FERETOEAZERLTVEEA, COTETE., ARZBRZCITDILHICEUTO

ZITWET,

AWS wunIEriiﬁxl\l/ / T:EOD&EEEIJ&. L/_C wunEF*EtnIEHHEH TZF&:Bﬁ%

ERZICITRLHIC, T

RS BEANBY) XTI,

AV TTHER: TERFRENEERTRITE N, RARNJVY-ANOEHRT7 VA%
AL, ARD—I70-Z2@RILLET, ABRETRE. IV TFTREEPMRLESERTH

ET2HBENBYVET,

XYRND—=OTUYIRE: T

TOEARBEBEFICRTFENET T, KAERETIE AWS Secrets
Manager, X° Systems Manager Parameter Store B ENDZERBZRARNL -V )1 —>232 %
FRIDIVENBVET. REFOES{tZREREL, AWSloTEF1UF1HA RTA >

ETR., FNYVITEEZRI)TZBRZICTHEHICAE
ZXYRND—=ORS T4V ORNRAIZDZRYRND—OT VYR EEZFEALET, KAERE

SN

ax B

i

Raspberry Pi TYX—2 RIFEERITTS
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TR, BYBRY ND—U59BERTXT—2322RELT, ABRY RT—TKZ
TAVINDRET IO EAZBLELET,

USB F*NAADT VL AFA: ARBALMBETANTNA ADELGZRZICITB DI,
EHIRDO USB FNA ATV EAFBRICE2>TVWERT, AFRR T, EHBE USB T/
AV MO-EeRAEZREL T, FNAADBY) FRLUREBEZHLELET,
CNSOREICKLY, BEZTANARICEY, ZERETEALTREVITREA, &F
REICT7O0492B8E. EF1UTAORARNTZITARAZH2T, FARN AT A
DREXEABBEBNOAET IV EAZBLELTSEZ W,

AR &M & L T, Raspberry Pi Z8%7E 9 % Bl lZ Sonoff Zigbee USB RV T L ZRET DML EN H V)
x5

7 7 —I"J T F % Sonoff Zigbee USB R T IICTZYvS 195
IR % 3sa

« Sonoff Zighee USB R )L
+ Windows: CP210x 1 =/\—% )L Windows RZA/N\—&Z A AN—=)LT B

J7—LADIT7272v213%

-

Zigbee Dongle Firmware Build 7.4.1.0 ZX > O— R L E T,

Silabs Firmware Flasher ZB& £ 7,

Sonoff Zighee USB R J )2 E1—RICEHRLET,

ZBDongle-E ZAVO—)ILLTHRELET,

[kt 2 BIRLUE T,

TNA AN ERENDETHEET,

77—LJITOEEZZBERLET,
MBO77—LDITZTY7O0—REBRLET,

Zigbee Dongle Firmware Build 7.4.1.0 ¥ O— ROFHRER DT TEIRLEX T,

© ©®© N o a kM w0 b

10. [Installl (A A=) Z D0 UYILET,
M. 77—LIVITDAVAR—LZEFEET,

Sonoff Zigbee 7 7 —LADITT7Tv< 1 186


https://www.amazon.com/Plus-ZBDongle-Interface-Pre-Installed-Coordinated-Zigbee2MQTT/dp/B0B6P22YJC/
https://www.silabs.com/documents/public/software/CP210x_Universal_Windows_Driver.zip
https://github.com/darkxst/silabs-firmware-builder/blob/main/firmware_builds/zbdonglee/ncp-uart-hw-v7.4.1.0-zbdonglee-115200.gbl
https://darkxst.github.io/silabs-firmware-builder/
https://github.com/darkxst/silabs-firmware-builder/blob/main/firmware_builds/zbdonglee/ncp-uart-hw-v7.4.1.0-zbdonglee-115200.gbl
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12. A2AR—IAZETLIESHEITZRBRLET,

ChT, RN ZERIDERITERL L,

Raspberry Pi TYX—2 RS Hub SDK ZR1TT Bk, UTOF T3 A SBRLUET, @A
OF77O0—F0OEY NTYTERIEDATY 72 UTICRLET,

N =R

« Raspberry Pi D ¥ Z—2 RS Hub SDK 4 X—

« Raspberry Pi ONZX—J R4 FT4J L —=,3 2 Hub SDK Docker A>T F

s NX—YRBETFETTVT—>3>

Raspberry Pi D Y Z—2 RIEE Hub SDK 1 X—2

(® Note

Raspberry Pi AWS loT T® Hub SDK D C DK, ZEETANDAZENELTHY,
ABERETCOFEAZERLTVEEA, COTFETE, ARZBRIICTDLEHICUTORE
ZITVWET,

AWS FREAIEHRARNL —2: TFEOHZHMNE L T, FRIAMBEREASTE., TANEHR
ERBICTRDLEHIC, TUVRATRBEERICREENET, AERIETIE AWS Secrets
Manager, X° Systems Manager Parameter Store B ENZ LB AN L —2V ) 1—->32 %
FERTIVENHVET, REROBES{LZERL, AWSIloTEF21UTAHARTA
ICREDSBENFHYNET,

AT FHER: TERARESNIERTREITE N, RANJY—ANOEFIRT 7 A ZFF
AL, ARD—V70—Z2@HRIULET, XFERETR. AV TTREIRLESHERTE
ETRIRENfHYNET,

RXYRND—=OTVYDRE: FETR., FNYITEFZRIIZBZICTHEHICHIP
FYRND—ORZ 74V 0 RRNATEIRY ND— VT VY IOREZFERALET, AERE
Tk, BYBRRY ND—U5BEELIXT—23202RKLT, AFRYRNT—I KD
TAVYINODRET IV EAZBLELET,

USB N4 ADT VA HEBAIBBETARNTNA ADERZEZICTIEDIC,
EEFRDO USB FNA AT VAN EBMCHE>TVET, RFERETIE, BEE USB F/NA
AOAVNAO—LEREZREELT, FNAADBYYFTELHREZBHLELET,

Raspberry Pi DX & —2 Rifi& Hub SDK 1 X—% —
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CNSOREICKY), BEETANAEICEY, AERETEALTRVTEREA, FF
REICT7O049328B8R. EXF1VTFA1ORANTZI9T 1 ALK 2T, KA AT A
DEREPHRIAFTBNOFRET 7 EARAZHLEL T EZ L,

IR 3G
Raspberry Pi A X—2 & F7O4 381, UWTOEBEGHEZFBLIXENHYET,

« Raspberry PiA X—2 v &Z XD O—RULTA AN =ILET,

« SDA—RZEELET,

« 24Ghz64 EY N7 v K7 CPU (8GB RAM) % $4# L 1= Raspberry Pi5 2t Y N7y 7L %
T,

+ Sonoff Zigbee USB R 7 )L &Z#EHEL £ T,

« 77—AL"JITF% Sonoff Zigpee USB R T IIZT7Z5v19%.

« Silicon Labs SLUSBO01A R T I)LE#EHZELE T,

c AWSTPHIVKNIZHAVTYTLET,

« AWSCLINZR—=Y REEOANV RUTZTFZLV AP SEHMN—23 O AWSCLIZA 2V AR—)L
LET,

#FL W SD H—RT RaspberryPi A X—2%275v>19%
LUTOFEICH2T, NX—V REEAA—2ZSDH—RICTZVYZILET,

1. NZ—2 R#fi4 Raspberry PiHub SDK A X— A2 O—RULET,

2. AU ~Y 7T Raspberry Pilmager Z#28 L £7,

3. IE1—ZNE&KAHK SD A— R —F—FLEATBUSB HA—RJ—F—IZSD h—REHFA
LERT,

4. 7)N1A4 ADiEIR - Raspberry Pi 5 Zi&RL £,

5. Select OS - Use custom - Find the lotMI-HubSDK-RPi-Image-v1.0.0.img.gz file - Open ZiER L
9,

6. Select storage — Select your SD Card Reader ZiEZIRL £ 9,
7. BENARXDEEHE —HIDEZRABLET,

Raspberry Pi DX & —2 RfEE Hub SDK 4 X—> 188


https://www.raspberrypi.com/software/
https://www.amazon.com/dp/B0CWPPDS3D?ref=ppx_yo2ov_dt_b_fed_asin_title
https://www.amazon.com/CanaKit-Raspberry-Starter-Kit-PRO/dp/B0CRSNCJ6Y/
https://www.amazon.com/Plus-ZBDongle-Interface-Pre-Installed-Coordinated-Zigbee2MQTT/dp/B0B6P22YJC/
https://www.digikey.com/en/products/detail/silicon-labs/SLUSB001A/9867108
https://docs.aws.amazon.com/iot-mi/latest/devguide/setting-up.html#sign-up-for-aws
https://docs.aws.amazon.com/cli/latest/reference/iot-managed-integrations/
https://docs.aws.amazon.com/cli/latest/reference/iot-managed-integrations/
https://d2no7dt1utuyzo.cloudfront.net/IotMI-HubSDK-RaspberryPi/1.0.0/IotMI-HubSDK-RPi-Image-v1.0.0.img.gz
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8. RN\ &2V YILET,
9. S HABNA ABREZBHRLET,
« FRA MR raspberrypi ZiBIRL £ T,
« I—H—FENAD—R:
« Enable I—H¥—H&E/NAT— ROKRE:
e 1—H—F:ICI&k., ZAHULEThubl23456,
« WATD—R:IZIE, ZAHBLETsh123456,
« 74YLALAN:
« JA4VYLALAN OREZBEMCLET,
« JL—Z—®O SSID ENATD—RZAHDLET,

X E Ol
« SSID:iotmi-tplink
o INATDD— Rix*kxxxrs (8 ZPL L)
- B: & ICEELXRTIUS,
« OT—ILEREDRE:
« RALY—2 Z IZFRELETAmerica/Los Angeles,
s F—AR—RLATTb & ICEELXRIUS,
« SSH:
- H—ERAZTZRBIRLET,
- SSH ZEB#MICTS 2HIBLET,
« NAD—RFTEAZHEATS ZBRLET,

100S DAARBRIARETF—RHEHEDIXRTORY TTY TZHIELET,

MEZRAKXTOLAN T T IR ETHEET,
12ROEETERICTE T LIEC L ZRRBLET,

1[I\ 20UV OLET,
14SD hH— RZH S L. Raspberry Pi ICEALE T,

Raspberry Pi T Hub SDK %179 %

EXZE L &= Raspberry Pi T Hub SDK H—E A =B L £,

Raspberry Pi DX & —2 RfEE Hub SDK 4 X—>
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1. 248 L 7= SD 71— R%& Raspberry Pi 5 /N1 AICEALE T,

2. Sonoff Zigbee USB R>r%' )L & Silicon Labs SLUSB001A R> %)l % Raspberry Pi IZ##t L &
£

3. Raspberry Pi DERZANET T,
4. Raspberry Pi £ A E1—% (SSH ZFEA) "RAURY ND—J LICHD L ZHALET,
5 AX=COF7OAMBICEREL LFREEHRZFEAL T, Raspberry PilC SSH LE T,

ssh username@hostname

6. \7 SDKFALIKNVICBEHLEXT,

cd /data/aws/iotmi

7.HUb AVR-—FA VIR EZTT LT, BANTUTILEREITITIZEMLET,

@ Note
CHDATYT%#ETTSHICIFE, YULEEEDUBY =23V ICVWBRENHYET,

8. Hub SDK #£TL £ 9,

cd /data/aws/iotmi
bash start_hub_sdk.sh

Hub SDK A EEICEB TR &, ADL ARV AN RRENET,

All middleware libraries exist
------- Verifying Middleware pre reqs---
AIPC and KVstroage directories exist

Raspberry Pi DX & —2 RfEE Hub SDK 4 X—>
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https://docs.aws.amazon.com/iot-mi/latest/devguide/managedintegrations-sdk-v2-cookbook-hubsetup.html

DN Z—2 RiEE AWS loT Device Management

FROYN—=HA K

--Checking Zigbee network information--

/data/aws/iotmi/middleware/AceZwave/bin /data/aws/iotmi

/data/aws/iotmi

hubl1234+ 1780 ©.2 0.1 1093936 16368 pts/1
C /data/aws/iotmi/config/iotmi_config.json
Process 'iotmi_mqtt_proxy' is running.
hubl1234+ 1884 0.0 0.0 236272 2624 pts/1
AceCommon/bin/ace_eventmgr

Process 'ace_eventmgr' is running.

hubl1234+ 1892 9.1 0.1 393040 8352 pts/1
AceZigbee/bin/ace_zigbee_service

Process 'ace_zigbee_service' is running.
hubl1234+ 1923 0.0 0.1 1570736 12736 pts/1
Process 'zwave_svc' is running.

hubl1234+ 1958 0.0 0.0 1067632 5776 pts/1
Process 'iotmi_cdmb' is running.

hubl1234+ 2001 0.2 0.2 2017712 21264 pts/1
Process 'iotmi_device_agent' is running.
hubl1234+ 2045 0.0 0.1 1457824 12624 pts/1
iotmi_lpw_provisioner

Process 'iotmi_lpw_provisioner' is running.
hubl1234+ 1813 0.0 0.0 875152 6848 pts/1
Process 'iotmi_log_daemon' is running.

------ Successfully Started Hub SDK----

ROATY T

S1+

S1+

S1+

S1+

S1+

S1+

S1+

S1+

Hub SDK Z E# BB 5. TF/NAADAYK—F 1
A—RUTERTBEHOI—H—HA KOEY RF YT,

16:

16:

16:

16:

16:

16:

16:

16:

34

34

34

34

34

35

35

34

100

100

104

100

100

100

100

100

./iotmi_mqtt_proxy -

./middleware/

./middleware/

./zwave_svc
./iotmi_cdmb
./iotmi_device_agent

-/

./iotmi_log_daemon

VOEEBIEHREITNARETY

Raspberry Pi DN &X—2 R4 274 L —2,3 2 Hub SDK Docker 257

(® Note

Raspberry Pi AWS [oT T® Hub SDK D Z DRER, ZHETARNDKZBNELTHY,
AERACOEMERRAL TV E A, COFETH, BREFDLTHLHLUTORE

ZITVWET,

Raspberry Pi DY &X—> R4 > 749 L—2 3> Hub SDK Docker 1> 77
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AWS FRRIERARNL —2: TFEDOAZHMNE L T, FAMBEREAMPBERF, TANEHR
ERBILITDEHIC, TUVRATRBBAICREENET, KAFBRETIE AWS Secrets
Manager, X° Systems Manager Parameter Store B ENEZE£BARNL—2VY V1 -3 %
FRIIVENfVET, RERFOES{LZEEL, AWSloTEF1UTF1HARTA >
ICRESBENFHYVET,

AT TR FEREBRENEERTEITEN, RANJY—AANOEFIRT IV AZFF
AL, ARD—V70—2@RULET, ZFRETRE. AT TREIRLESHERTE
ETBRENfHYNET,

XY RND—=OTVYIDRE: TETRK, FNYITEEZRV I RRBICTRDEHICAER
FYRND—=ORZ T4V IONRATRIRYNT—VTIYIREZFEALET., ABERET
. ABRYRNDT—IRZTAYINDRET I ERAZEH<ESHIC, BYBRY ND—0%
BMEEIAT—2a 0 EERLET,

USB F/NA ADT VAT BREAIBEBEETARNTF NS ADEREZRBICTRDIEHIC,
BERD USB FINA AT VAN BMICBE>TVET, AFERETE. BEE USB F/NA
AOAbhO- et 2zREL T, FNAADBRY) TELUHEZBFLELET,
ChSOBREICKY), BELETFANFTEEICAY), KBBIET notcbe ZEFEATHHLENH
WVET, XBEREICTF7AOCMTDEEE. EF1UTA1ORARNTZITARAILRH>T, K
AR AT LOREXFRIABHRANDFET IV EAZHIEL TS EZL,

B
Docker A>T 7 ® ICIE, XROBREZHENI BETT,

- Raspberry PiA X—2 v &ZRX VD O0—RUTA2VARM—=ILLET,

- SDA—RZEEBLET,

+ 24Ghz 64 EY N2 7 v RKOF7 CPU (8GB RAM) % 4% L /= Raspberry Pi5 2t Y N7y 7L %
T,

« Sonoff Zighee USB R )L &#EH L £,

« 77—AL"JITF % Sonoff Zigpee USB R T IIZT75v<19%.

+ Silicon Labs SLUSBO01A R T )L Z#EHEL F T,

c AWSTHIKNIHAVTYTLET,

« AWSCLINZ—=J REEOANV RUTZ 7LV AN SEHM/N—3 2O AWSCLI ZA4 > AR=)L
LEXT,

c IP7RLAFEEFFRANBZZMERL = Raspberry Pi N® SSH 7 7t A,
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https://www.raspberrypi.com/software/
https://www.amazon.com/dp/B0CWPPDS3D?ref=ppx_yo2ov_dt_b_fed_asin_title
https://www.amazon.com/CanaKit-Raspberry-Starter-Kit-PRO/dp/B0CRSNCJ6Y/
https://www.amazon.com/Plus-ZBDongle-Interface-Pre-Installed-Coordinated-Zigbee2MQTT/dp/B0B6P22YJC/
https://www.digikey.com/en/products/detail/silicon-labs/SLUSB001A/9867108
https://docs.aws.amazon.com/iot-mi/latest/devguide/setting-up.html#sign-up-for-aws
https://docs.aws.amazon.com/cli/latest/reference/iot-managed-integrations/
https://docs.aws.amazon.com/cli/latest/reference/iot-managed-integrations/
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Raspberry Pi T Managed Integrations Hub SDK Docker A>T F &R T %

1. X\ Z—2 R#4& Raspberry Pi Hub SDK Docker 2% 0> O—RLE T,
2. SCP Zf#HA L T Raspberry Pi IC7 7/ )L &2 IE—L %9,

scp ~/path/to/IotMI-HubSDK-Docker-v1.0.0.tar.gz [username]@raspberrypi.local:~

3. SSH #2H T Raspberry Pi IC#EHEL £,

ssh hubl23456@raspberrypi.local

4. FELABEWVWESEE Docker 24 ARN—J)LLET,

# Install Docker
cd
curl -fsSL https://get.docker.com | sudo sh

# Add your user to docker group
sudo usermod -aG docker $USER
exit # exit ssh

# Log in again

5. 77 L& LB A& Docker Compose 24  AR—I)LLET,

# Install Docker Compose
sudo apt-get update
sudo apt-get install -y docker-compose-plugin

6. HubSDK 77 A )L ZHHEL & T,

# Navigate to the home directory
cd

# Extract the hub-docker.tar.gz file
tar -xzf IotMI-HubSDK-Docker-v1.0.0.tar.gz

7. hub-docker /1 L2 NJICBBHLE T,

cd IotMI-HubSDK-Docker

8. Hub DAVR—FT AV IHREZTT LT, RALEREEZREL KT,
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https://d2no7dt1utuyzo.cloudfront.net/IotMI-HubSDK-RaspberryPi/1.0.0/IotMI-HubSDK-Docker-v1.0.0.tar.gz
https://docs.aws.amazon.com/iot-mi/latest/devguide/managedintegrations-sdk-v2-cookbook-hubsetup.html
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® Note

CHDATYT%#ETTSICIE, YULEEFEDUB =23 ICWBRENHYET,

9. Docker A>T+ %= EEBL XTI,

# The first time it's called, it will build the container
docker compose up -d
docker compose logs -f

FREEhDHD:

[+] Running 1/1
# Container iotmi-hubsdk-docker-hubsdk-1 Started

hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1
hubsdk-1

-\-\-\-\-\-\-Checking USB dongles-\-\-\-\-\-\-\-\-\-\-\-\-
-\-\-\-\-\-\-Stopping SDK running processes-\-\-
iotmi_mqtt_proxy: no process found

ace_eventmgr: no process found

ace_zigbee_service: no process found

zwave_svc: no process found

iotmi_cdmb: no process found

iotmi_device_agent: no process found
iotmi_lpw_provisioner: no process found
iotmi_log_daemon: no process found

-\-\-\-\-\-\-Starting Hub SDK-\-\-\-\-\-\-\-\-\-\-\-\-
-\-\-\-\-\-\-Creating logs directory-\-\-\-\-\-\-\-\-\-
Logs directory created.

-\-\-\-\-\-\-Verifying Middleware paths-\-\-\-\-\-\-

All middleware libraries exist

-\-\-\-\-\-\-Verifying Middleware pre reqgs-\-\-

AIPC and KVstroage directories exist
-\-\-\-\-\-\-Starting HubOnboarding-\-\-\-\-\-\-\-\-\-\-

\
-\-\-\-\-Staring Log Daemon-\-\-
-\-\-\-\-Starting Event Manager-\-\-\-\-\-\-\-\-\-\-

-\-\-\-\-\-\-Starting Zwave Service-\-\-\-\-\-\-\-\-\-
/data/aws/iotmi/middleware/AceZwave/bin /data/aws/iotmi
/data/aws/iotmi

\-\-\-\-\-\-Starting COMB-\-1-1-1-1-1- 11111 - -\ - -
\-\-\-\-\-\-Starting Agent-1-1-1-1-1-1-1-1-1-\- - - - - - - -

Raspberry Pi DY &X—> R4 > 749 L—2 3> Hub SDK Docker 1> 77
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hubsdk-1 | -\-\-\-\-\-\-Starting Provisioner-\-\-\-\-\-\-\-\-\-\-\-\-\-
hubsdk-1 | -\-\-\-\-\-\-Checking SDK status-\-\-\-\-\-\-\-\-\-\-\-\-\-\-
20:

hubsdk-1 | root

iotmi_mqtt_proxy -C /data/aws/iotmi/config/iotmi_config.json
'iotmi_mqgtt_proxy' is running.

hubsdk-1 | Process
hubsdk-1 | root

105 0.2 0.2 1093488 16608 7

183 0.0 0.0 236272 3152 7

middleware/AceCommon/bin/ace_eventmgr

hubsdk-1 | Process
hubsdk-1 | root

'ace_eventmgr' is running.

190 12.0 0.1 319264 8352 7

middleware/AceZigbee/bin/ace_zigbee_service

hubsdk-1 | Process
hubsdk-1 | root
zZwave_sVvc

hubsdk-1 | Process
hubsdk-1 | root
iotmi_cdmb

hubsdk-1 | Process
hubsdk-1 | root
iotmi_device_agent
hubsdk-1 | Process
hubsdk-1 | root

iotmi_lpw_provisioner
hubsdk-1 | Process 'iotmi_lpw_provisioner' is running.

hubsdk-1 | root
iotmi_log_daemon
hubsdk-1 | Process

Hub SDK Z EEICEEL 5.

'ace_zigbee_service' is running.

200 0.0 0.1 1365792 12480 7

'zwave_svc' 1is running.

233 0.0 0.0 1198704 5760 ?

'iotmi_cdmb' is running.

268 0.2 0.2 2017424 21968 7

'iotmi_device_agent' is running.

311 0.1 0.1 1523072 13008 7

132 0.0 0.0 875024 7232 7

'iotmi_log_daemon' is running.
hubsdk-1 | -\-\-\-\-\-Successfully Started Hub SDK-\-\-\-

R—RLTERAIZEHOI—H—HAROEY KTV T,

(@ Note

Sl

Sl

Sl

Sl

Sl

20:

20:

20:

20:

20:

20:

20:

51

51

51

51

51

51

51

51

100 .

100 .

104 .

100 .

100 .

100 .

100 .

100 .

TFNAROAYR—F 4 VT EBBIEIET TN A AEAY

« Docker AT F bash TIICTIEATAICEK., XROON RZETLET,

docker compose exec hubsdk bash

- BEBRICODTTFZEEH IR, ROINV REZETLET,

docker compose up -d

* Hub SDK ZE#H IBICIE, ROTAINEZDONAFTVZEEBAFTT,

Raspberry Pi DY &X—> R4 > 749 L—2 3> Hub SDK Docker 1> 77
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hub-docker/iotmi

c FoAORERLIVFFERSCERBIACE. KOFIEERTLET,

docker compose down
docker compose up -d
docker compose logs -f

RNER—J RRETET7VT—>3>

(® Note

Raspberry Pi AWS loT T® Hub SDK D C DK, ZEETANDAZENELTHY,
AERETCOFEAZERLTVERA, COTETE., ARZBRFICTDLEDHICUTORE
ZITVET,

AWS FRAIEHRARNL —2: TFEOHZHMNE L T, FRIAMBEREMASTE., TANEHR
ERBICTRDEDHIC, TUORATRESRICREENET, KAERETIE AWS Secrets
Manager, X° Systems Manager Parameter Store B ENZ LB AN L —2V )1 -3 %
ERTIVENHYVET, REFOBSILEREL., AWSIoT EF21UTAHARSA>
RS BENFHYET,

AT FHER: TERARESNIERTRERITE N, RANJY—ZANOEFIRT 7 A%
AL, ARD—V70—Z2@RIULET, XERETR. AV TTREIRLESHERTE
ETRIRENfHYNET,

RYRND—=OTVYDRE: FETR., FNYITEFZRIIZBZICTHEHICHIP
FYRND—ORTS T4V O RRNATEIRYND—OT VY IOREZFERALET, FERET
. ARBRY RND—O RS TAYINDFET IV ARAZB<SLESHIC, BYZRY NDO—0%

BMEEIAT—23aEERLET,

USB FNA ADT VAT BREAIBEBETARNT NS ADERZRZICTRDEHIC,
EERDO USB FNA AT VAN BMCHE>TVET, RFRETIE. BEE USB F/NA
AOAVNAO—LEREZREELT, FNAADBYYTELHREZHLELET,
ChSOREICKY), BEETFTANTREICKY), KERET notcbe ZEFEATH2HEN D
WET, ABFREICT7O/TREER,. EF1VFA1ORARNTZITARAICHLT, K
AR ATLAORERRIABHRANDFET IV AZBFIEL TS EEV,
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TET7VTr—>32@., AN— R R—LTFNAABEBAONZR—2 R EHEEZ R T React X—
ADFETTVT—232TT, CcOT7VTr—>3a2Ek, BHFOIITAVR—TIAAZELUT
Z-Wave 8 LU Zigbee FINA ADTFNAADFVR—F 1427, #HH, EZRIVITZRLET,

BIR A

c AWSTPHIVKNEHAVTYTLET,

- WALEWROY h—Z=ERL., REAEROY H—2/\7 ICEMNLET,
s Hub DAV R—FT 1V TREZTTLET,

* Node.js 18+ & & U npm,

« AWSCLINZ—J REEOANV RUTZFLV AN SHEH/N—23 2O AWSCLI ZA A=)
LET,

« BHFODITT TS (Chrome, Firefox, Safari, Edge)

T70T—>3>04 2 AN—I)LERE

1. IZ—VRHFATFEFIVTI—Yavaado 00— KLET,
2. NyT—UBBMHELET,

cd ~/Downloads
tar -xzf IotMI-HubSDK-DemoApp-v1.0.0.tar.gz
cd IotManagedIntegrations-DemoApp

3. EEBREAAN—ILET,

npm install

4. L—KFALOKVJIZ .env 77 AN ZERLET,

# AWS Configuration
REACT_APP_AWS_REGION=your_region
REACT_APP_AWS_ACCESS_KEY_ID=your_access_key
REACT_APP_AWS_SECRET_ACCESS_KEY=your_secret_key
REACT_APP_AWS_SESSION_TOKEN=your_session_token

# IoT Managed Integrations Endpoint
REACT_APP_IOT_ENDPOINT=https://your-iot-endpoint.amazonaws.com
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https://docs.aws.amazon.com/iot-mi/latest/devguide/setting-up.html#sign-up-for-aws
https://docs.aws.amazon.com/iot-mi/latest/devguide/managedintegrations-sdk-v2-cookbook-ss.html#managedintegrations-sdk-v2-cookbook-credential-locker
https://docs.aws.amazon.com/iot-mi/latest/devguide/managedintegrations-sdk-v2-cookbook-ss.html#managedintegrations-sdk-v2-cookbook-add-to-hub
https://docs.aws.amazon.com/iot-mi/latest/devguide/managedintegrations-sdk-v2-cookbook-hubsetup.html
https://nodejs.org/en/download
https://docs.aws.amazon.com/cli/latest/reference/iot-managed-integrations/
https://docs.aws.amazon.com/cli/latest/reference/iot-managed-integrations/
https://d2no7dt1utuyzo.cloudfront.net/IotMI-HubSDK-DemoApp/1.0.0/IotMI-HubSDK-DemoApp-v1.0.0.tar.gz
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# Hub Configuration
REACT_APP_HUB_MANAGED_THING_ID=your_hub_id
REACT_APP_CREDENTIAL_LOCKER_ID=your_credential_locker_id

5. P70 —2a aBRELTREBLET,

npm start

6. F7Vr—>23a>sAn0T7otA%:

http://localhost:3000

BE&BMICOVTIE. AWSIoT "FNAABEORE , R—20D "YEF—TU RikE, O3> n
SBLTLEEL,

F7R—RIYZ— RIEE/NT
Hub SDK # 7R — R 7Ot ADEBE

NTAT7R=F 4 T7OCARK., AWS VST R BB ATALANS/NTEEIRLET, VFTR
" DeleteManagedThing UV T AR ZEETRE, 7OLAE 2 DOEELZBEMNEERLET,

TFNAABOT o> 32

- NTOREREZVEY NT DB
s O—ANNERFENLEINTOT—RZHIRRT S
s SBOBFAVR—TAVIBATTNA R ZEBKTS

O9ZIJR@EOT O3

e NTICEEMNFSNTVWRIRTDISTIRYY —2A%HIKBTS
s HIOT NI NASDOTEEYIM

BERIEE. ROBEINTATR—F 1T 2RBBELET,

« NTOBETHDIDNDOEE
« BEONTZHLVWFNSAARAICEEZ]RZ S
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https://aws.amazon.com/iot-device-management/pricing/
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteManagedThing.html

DX ZR—2 RiEE AWS loT Device Management FROYN—=HA R

CO7OERCEY, NTREBOI) -2 TRL2BBINFRILEE N, O—LLABTNAABEEL
TAOY NORKEN TREICEY XT,

Bl RRSRAF

s AVR=FAVITENTWVWBINTHAVETT, FIBICOVWTEKR, "NT0FAVR—F 1 ITEE,
BSBLTLSEEL,

« /data/aws/iotmi/config/ IZ& % iotmi_config.json 77 A4 I T, (C
iot_provisioning_stateARRENTVS & ZMHERL FIPROVISIONED,

- TERENDKGEHNBIAAEEF—N, BEE /N Riotmi_config.jsonllFETS L%
BWELET,

« HubOnboarding, Agent, Provisioner, & MQTT ZOF A ELLKEREEh, RT&EhTL
Pl EBRLET,

s NTIZFFNAADN BV EEZBELE T, DeleteManagedThing APl ZFRL T, #&{TT 31
INTOFFT/INA AZHIBRLET,

Hub SDK #7R—R7'O€A
NTZATR—RITBICE. ROFIBICHVET,
hub_managed_thing ID ZEl189 %

iotmi_config.json 77 /)i, YRF— RBEENTOIXZ—RE/ ID ZRETRDLEHICHE
BEnhET, COREBIFIE., /\TH AWS loT Managed Integrations T —E AL BETED&LSICT
PEERBHRTT, NEX—IREE/IDIE, JSSONTZ7AID rw (FiAEY/EEAK) I3
® managed_thing_id7 1 —)LROTIZRFEENET, chldk, ROY U TIERETHRTESE

ED

"IO": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",

"iot_claim_pk_path": "PATH",

IIUPCII: IIUPCII,
"sh_endpoint_url": "ENDPOINT_URL",
IISNII: IISNII,

"fp_template_name": "TEMPLATENAME"
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteManagedThing.html
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},

"rw": {
"iot_provisioning_state": "PROVISIONED",
"client_id": "ID",
"managed_thing_id": "ID",
"iot_permanent_cert_path": "CERT_PATH",
"iot_permanent_pk_path": "KEY",
"metadata": {

"last_updated_epoch_time": 1747766125

F7R—RNTIZOXV REEETS

THONORIAFERZFEAL T, 5IOEY > 3> Tmanaged_thing_idBEBLE TN R%E
RITLET,

aws iot-managed-integrations delete-managed-thing \
--identifier HUB_MANAGED_THING_ID

/\779\7.]-77]‘ hénfcg_tﬁﬁﬁwb\

THONORIAFERZFEMAL T, BIOEY > 3> Tmanaged_thing_idEBLE TN R%E
KITLET,

aws iot-managed-integrations get-managed-thing \
--identifier HUB_MANAGED_THING_ID

U ERBDF ) A
2% ks
NTZ#ATR—RIZAXY RFRILEBE, ROV TIL AR AN BRFENET,

"Message" : "Managed Thing resource not found."

TSI, NTATZ7R=FA4IAIV RFBRULEBE. XKOYTILHE
FLiotmi_config.jsonEhFEd, rw 20232 (C iot_provisioning_state&F 723>

Hub SDK 7#7R— Rk 7’O+ & 200
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TARTF—BROINEENTVDRCEEBRELET, XXF—RIF BV ERFFBRETNIET,
NOT_PROVISIONED iot_provisioning_stateTHA ML ENf HVET,

{
"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",
"iot_claim_pk_path": "PATH",
"UPC": "1234567890101",
"sh_endpoint_url": "ENDPOINT_URL",
"SN": "1234567890101",
"fp_template_name": "test-template"
I
"tw": {
"iot_provisioning_state": "NOT_PROVISIONED",
"metadata": {
"last_updated_epoch_time": 1747766125
}
}
}
KB+ F

NT&AT7R—RIBZIIY RAKRBUILEE, ROV TILL AR ANFBFENET,

{
"Arn" : "ARN",
"CreatedAt" : 1.748968266655E9,
"Id" : "ID",
"ProvisioningStatus" : "DELETE_IN_PROGRESS",
"Role" : "CONTROLLER",
"SerialNumber" : "SERIAL_NO",
"Tags" : { },
"UniversalProductCode" : "UPC",
"UpdatedAt" : 1.748968272107E9
}

(&

« ProvisioningStatus A" M35 & EDELETE_IN_PROGRESS, "Hub recoverys; O FIJIBIZHREWVE T,

« ProvisioningStatus & T#& WS &DELETE_IN_PROGRESS, N7 ZA7R—R¥ZIT> RH
Managed Integrations 7> RTARBL i=A. Managed Integrations 72 RTEZEEThELA

TUL 7o "Hubrecoverys OFIBIZHE> T EE L,

Hub SDK 7 R—R7’O+& A
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« FT7R—RHFKBLEHEE., iotmi_config.json7 ZAILNRHUTOHTILT7AILDOKSIC
BTYERT,

{

"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",
"iot_claim_pk_path": "PATH",
"UPC": "123456789101",
"sh_endpoint_url": "ENDPOINT_URL",
"SN": "123456789101",
"fp_template_name": "test-template"

.

"tw": {
"iot_provisioning_state": "PROVISIONED",
"client_id": "ID",
"managed_thing_id": "ID",
"iot_permanent_cert_path": "PATH",
"iot_permanent_pk_path": "PATH",
"metadata": {

"last_updated_epoch_time": 1747766125

}

}

}

(FA7>32)HUbSDK 2 A7 R—F 14T L #E

/A Important
RTOF VAT, HubSDK OF T R—F 4V JRICRITIDAT7a>0F7 o033l
KBLEBE., FERATR—FA2IBRINTEBAVR—FT 1T F2HBRICRTITS
To>ave—&8RRLET,

BAVKR—R

FTR—=FAITNFEBLIEHBER, ATY 7 IXNF—IREE/2EHKTS (V-7 0OE
TaZyy) &, BYOAR—RTOLAICHE>T Hub SDK 274 R—RLET,

Hub SDK 0 A 7 R—F 1 > F % 202
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NT VAN
FNAANT DFTR=FAVITHFEIL., VFTRFTR—F AV ITHNRETS

GetManagedThing APl J1—)LA"Managed Thing resource not foundXvyt—>%&R&
BWH, 774 ) NFiotmi_config.jsonFT7R—REhTWVWBHE, Y7L ISON T 7
AND "B F AL BZRUTLSEZL,

COFIANSERTSICE, TEFIHER, 2ZRLTSEEL,
FNAANT DA TR=F 1V ITHFRHETS

COTFIATR, 774K ELLSFAT7R—Riotmi_config.jsonehEtA, 27
JJUSON 774D "RBSF+UF, #ZRLTLSEZ W,

CcOFIALSEIBTSICEK, "@EHR, 2Z2RBRLTKEEV, FEEFTR—REAT
Wi WiE&iotmi_config.jsonld, N7 ZITHHFER) Y NTHIHENHYET,

FNAANT OFTR=F AT EDTIRATR—F A INRETS

SO F VAT, iotmi_config.jsonldF7R—REhd, NTAT—RAE
ACTIVATED, . FklF OWVWFh A TIDISCOVERED,

CcOIFIALSEIBTSICEK, "m@EHIR, 22RBL T EEV, #@EHH
Briotmi_config.jsonH kMU EBE, FEEAT7R—REATVEVEERK, N2
BHERVEY NTH3XENHY KT,

NTHAFATSA4>T, NTDAT—R AN DELETE_IN_PROGRESS T& %

COTFIFATRE. NTRFATZA42T, V9TV RBATR—F 4TIV REZTEMY F
ERD
COTFIANSERTDICE, "HEHEIRR 2ZRLTIEET W,
sE I I BR
FNAANT DFTR=FAVITFEIEFTICIOTIORIY—RZHIBRTDICE. ROFIEICH
WET, COARL—>32 TR, 77TV RETFNAAOREOBEIZTEENREL., FROF
RL—=23a>THENFr RETHAEEN B ET,

N7 ® managed_thing_id#& & T force /NT X—R & EM L T DeleteManagedThing APl %
CHLET,

aws iot-managed-integrations delete-managed-thing \
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetManagedThing
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteManagedThing
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--identifier HUB_MANAGED_THING_ID \
--force

IRIZ. GetManagedThing APl Z ML, AIREhD & Z2fFE L £ IManaged Thing
resource not foundo ChIZKY), 9TV RUY—ANHEIRENLEZEZEFELET,

(@ Note
IO RETFNAADREOBEICFEEN ELDTRMANBD 2D, COTTO—FEH
BOLEEA, BE, VIV RVY—RZHKRIDEIC, FNAANTOFTR=F1>
TERPELRIEZ2HBHHLET,

ZORJNBEBOIRILDIT

/A Important
CCTREETNDRFIXRETD-RTR, SRLIVITOVIFLVARRICOVTH
BHLET. SDKD—FE L TR D EOTRHYELE A,

ZORIJINEEOIRILDVITICE, BERESDTORNIINAZY VU %RETH L TEELKREN
HYET, NEX—Y RFEEB HWDSDK OFNA AAVR—=F AT AR —F 2 NEFNAARDV S
O—J)Ld>AR—FUREEESE, ChEFERALTIY RFNAAERYEY ULET,

SRLDITRIROBEHERITLET,

« HEOAPIsEY NEZRHITDZIET, TXTEBARIA—OFNAATORNINAEZRY OIS
APls,

c ALYRARTD1—F, /IRVYRNFI1I—FE, F—E2F VYY1 BEDVTIRNIITERITEEZR
HmLE9,

SRLVDITT—FTIOF*

UTo70v 7R, Zigbee SRILIVITFOT—FTIOFvZ2RLTVET, Z-Wave BEDHED
ZORJALDZIRILDITFOT—FTIOFFELUTVET,
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ZORALBEEOIRLVITICEIDOXFEIDAVR—FXMNFHYUET,

« ACS Zigbee DPK: Zigbee Device Porting Kit (DPK) (&, B & B3 /N\N—ROVITEFARL—TFT1>
TOARATLNSHRILTDEHICFEAETh, BEMEETEICLET, EEANIC, ChiF/\—RJI
FHRILLAV— (HAL) ERBTENTEET, HAL ., EETETBRIA—0 Zigbee EiZ
ZHELTEE IS LHOOHBEOEY M APIs Z8MH UL E T, Zigbee = RILT T FICIE, Silicon
Labs Zigbee 7 7’V —>3> 7L —ALTJ—2 0O DPKAPI RENFEENTVET,

- ACS Zigbee H—E A: Zighee Y —EAREFEAODTF—EELTEFTENET., chlllk, IPC
FYZRILNENLTOSATORNTTIUT—23a 20050 API =)L E2M0IETS API/\> RS =1
2N TVWET, AIPC &, Zigbee 7H 7R —& Zigbee H—E AR IPC F v XJLELTHER
ThET, EEH/FEPEIV ROME, HALASOAR NOME, 41 X2 NER/FEITIC ACS
Event Manager 2323 ENMOMAEZREL £,

« ACS Zigbee 7R 7R —:Zighee TR T R—F. F7U—23a>7OARATEITENDT(47
SYTT (COBE. P7UT—2 32 COMB 7S94 T ), Zighee PATR—iE, T
RFNARAZHIEL TEET S =HIC CDMB/Provisioner 7O RN T ST A BEDISAT >
N7V —>3a> THEBE NS —ED APIs ZREHLET,

End-to-endX RV T 7N R7O0—0H|

Zigbee T RILTVIFTZNLEOANY R7O0—0FIZRIZRLET,

Z-Wave S RILJITF7%#NLEOR>R7O0—0HIZRICRLET,

ZORJLBEEOIRILDTTI—ROEE

OtV 3> Tk, IotManagedIntegrationsDeviceSDK-Middleware V7RI MUK DO E ]
VR—FX2MOOA—ROFBAEDVTHALET, COVRSNIDT7 A INABEOH ZRICKLE
T

./IotManagedIntegrationsDeviceSDK-Middleware
|- greengrass

|- example-iot-ace-dpk

|- example-iot-ace-general

|- example-iot-ace-project

|- example-iot-ace-z3-gateway

|- example-iot-ace-zware
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|- example-iot-ace-zwave-mw

Kev o
e Zigbee S R)ILVITFTI—ROEE
« ZWave S R) VI 71— ROEE

Zigbee = RV I TF7I— ROEE

BT, Zigpee V7 7L2AZIRILTVITI—ROBEHEZRLTVET,

N =R

» ACS Zigbee DPK

» Silicon Labs Zigbee SDK
* ACS Zigbee Y—E X

+ ACS Zigbee 7R 72—

ACS Zigbee DPK

Zigbee DPK O J— RiE, ROBIZRIFALIRNIRICHYET,

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

|- common

|— |- fxnDbusClient
|- |- include

|- kvs

|- log

|— wifi

|- |- include

|- |- szrc

|— |- wifid

|- |- fxnWifiClient
|- |- include
|- zibgee

|- |- include

|- |- src

|- |- zigbeed

|- |- ember

|- |- include

SRATIF7I-ROEE
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|- |- include

|- |- src

|- |- zwaved

|- |- fxnZwaveClient
|- |- include

|- |- zware

Silicon Labs Zigbee SDK

Silicon Labs SDK & IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-
z3-gateway 7 # LA RICKRRENET, D ACS Zigbee DPK L 1 ¥ —Ik., Z ® Silicon Labs

SDK ICEEENTVET,

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zz3-gateway/

|- autogen

|- config

|- gecko_sdk_4.3.2
|— |- platform
|- |- protocol
|— [— util

ACS Zigbee —E A

Zigbee H—E AM— RiF IotManagedIntegrationsDeviceSDK-Middleware/example-
iot-ace-general/middleware/zigbee/7 # )L ZRICH Y ET. CDFFAD srcB KV
includeB7 7 # LA IZIE, ACS Zigbee H—ERAICBETRZIXNTDTI 7 AIIAEENTVET,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/

src/

|- zb_alloc.c

|- zb_callbacks.c
|- zb_database.c
|- zb_discovery.c
|- zb_log.c

|- zb_main.c

|- zb_region_info.c
|- zb_server.c

|- zb_svc.c

|- zb_svc_pwr.c
|- zb_timer.c

|- zb_util.c

SRATIF7I-ROEE
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|- zb_zdo.c

|- zb_zts.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
include/

|- init.zigbeeservice.rc
|- zb_ace_log_uml.h

|- zb_alloc.h

|- zb_callbacks.h

|- zb_client_aipc.h

|- zb_client_event_handler.h
|- zb_database.h

|- zb_discovery.h

|- zb_log.h

|- zb_region_info.h

|- zb_server.h

|- zb_svc.h

|- zb_svc_pwr.h

|- zb_timer.h

|- zb_util.h

|- zb_zdo.h

|- zb_zts.h

ACS Zigbee 7R 72—

ACS Zigbee 7A 7' 2—N 11— RiE IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-general/middleware/zigbee/api7 # LZRICH V) F£T,
CDFFTD stcB KV include 7 7 # LA ICIE, ACS Zigbee PR T Z—SA4A TS VICHETS
TRXTDT7AIUNEENRTVET,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
api/src/

|- zb_client_aipc.c

|- zb_client_api.c

|- zb_client_event_handler.c

|- zb_client_zcl.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
api/include/

|- |- zb_adapter.h
|- |- zb_command.h
|- |- zb_network.h
|- |- zb_types.h
|- |- zb_zcl.h
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|- |- zb_zcl_cmd.h

|— |- zb_zcl_color_control.h

|- |- zb_zcl_hvac.h

|— |- zb_zcl_id.h

|- |- zb_zcl_identify.h

|— |- zb_zcl_level.h

|- |- zb_zcl_measure_and_sensing.h
|- |- zb_zcl_onoff.h

|- |- zb_zcl_power.h

Z-Wave S R)LDITF7I—ROERE
TR, Zox—7VU77LAZIRILIDIT7IA—ROEBEEZRLTVET,

N =R

* ACS Z-Wave DPK

« Silicon Labs ® ZWare & Zip Gateway
« ACS Z-Wave H—E'X

« ACS Z-Wave 7R 72—

ACS Z-Wave DPK

Z-Wave DPK ® J— R(& IotManagedIntegrationsDeviceSDK-Middleware/example-iot-
ace-dpk/example/dpk/ace_hal/zwave 7 # LA HIZH ) E T,

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

|- common

|- |- fxnDbusClient
|- |- include

|- kvs

|- log

|— wifi

|- |- include

|- |- src

|- |- wifid

|- |- fxnwifiClient
|- |- include
|- zibgee

|- |- include

|- |- src
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|- |- zigbeed

|- |- ember

|- |- include

|- zwave

|- |- include

|- |- src

|- |- zwaved

|— |- fxnZwaveClient
|- |- include

|- |- zware

Silicon Labs @ ZWare & Zip Gateway

2 1) A2 Z R ZWare $ KT Zip Gateway ® J— K&, IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-z3-gateway7 # LA AICH ) ET, <D ACS Z-Wave DPK L
14 Y —(&. Z-Wave C-APIs,

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-z3-gateway/
|- autogen

|- config

|- gecko_sdk_4.3.2

|- |- platform

|- |- protocol

|- |— util

ACS Z-Wave H—E A

Z-Wave H—EZANOD—RIF, 7#I)ILFIZUAREIATWVS
IoTmanagedintegrationsMiddlewares/exampleiot-ace-zwave-mw/7 # )LZRHICHY) F
To COIFBFAD 7 A ) srck include7 # LA, ACS Z-Wave H—ERICEETRZTNTD
TT7AIHFEENRTVET,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/src/
|- zwave_mgr.c

|- zwave_mgr_cc.c

|- zwave_mgr_ipc_aipc.c

|- zwave_svc.c

|- zwave_svc_dispatcher.c

|- zwave_svc_hsm.c

|- zwave_svc_ipc_aipc.c

|- zwave_svc_main.c

|- zwave_svc_publish.c
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IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/include/

|- |- zwave_common_cc.h

|- |- zwave_common_cc_battery.h

|- |- zwave_common_cc_doorlock.h
|- |- zwave_common_cc_firmware.h
|- |- zwave_common_cc_meter.h

|- |- zwave_common_cc_notification.h
|- |- zwave_common_cc_sensor.h

|— |- zwave_common_cc_switch.h

|- |- zwave_common_cc_thermostat.h
|- |- zwave_common_cc_version.h

|- |- zwave_common_types.h

|— |- zwave_mgr.h

|- |- zwave_mgr_cc.h

|- zwave_log.h

|- zwave_mgr_internal.h

|- zwave_mgr_ipc.h

|- zwave_svc_hsm.h

|- zwave_svc_internal.h

|- zwave_utils.h

ACS Z-Wave 757X —

ACS Zigbee 7A 7'2—N 11— RiF IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-zwave-mw/cli/7 #)LFZRICHY) EFT, CDFFFD stcH &
O include7 #J)LRICIF. ACSZ-Wave FRTR—FA7ZVICHETZIXNTOT7AINEE
nTLVET,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/cli/
|- include

|- |- zwave_cli.h

|- src

|- |- zwave_cli.yaml

|- |- zwave_cli_cc.c

|— |- zwave_cli_event_monitor.c

|— |- zwave_cli_main.c

|- |- zwave_cli_net.c

SRINDIT% SDK £#HETS

FLWNTTOIRILVITHRELCODVTR., ATOEI> IV THALET,
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o F)\4 ABHF Y N (DPK) APl #&

« V7 7L2AERKRETD— REK

FINA ABHEF Y N (DPK) APl &

FYTEY NRUA—SDKZZI RILJVITERETHICE., FRO DPK (F/N1A ABHEFY N L
AV—CK>TEEDAPI AV EZ—T IA AN RMENET, YNX—TI RFEEHY—ERAZTONA

A —F =k ODMs i, loT N7 THEAE 1D Zigbee/Z-wave/Wi-Fi FY 7Y NTHR—KREh TV
BIRUA—SDKICEDTWT, CNS5MDAPIs Z2EETIHLENHYET,

)7 7L AEEE]— RIRK

IRILVITERRE, YX—2 R#E4E Device Agent X Common Data Model Bridge (CDMB) 7% £ ®
D F X T D Device SDK AV R—F 2 MNE, BEZLTEATE, JOROAUNSAINOINBET
CB

I RITTITORERER, Silicon Labs SDK for Zigbee & Z-Wave ICETVWTWVWET., FILW/\T THE
AEhd zZ-Wave 8K Zigbee FY 7Y KA RV I FIZEET S Silicon Labs SDK THR—
REhTWVWBEBE, VI7LVAIRILVITRIEELSLTERATEET, SRV F7EIOR]
DINAILTBEFT, LWN\NTTRITTEET,

Zigbee M DPK (F*/N4A ABHEF Y N) APIs [ (CH V) acehal_zigbee.c, DPKAPIs®U 7 7L
SV AREE zigbee 7 A ILFRICHY) FT,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/
zigbee/

|- CMakelLists.txt

|- include

|— |- zigbee_log.h

|- szrc

|- |- acehal_zigbee.c

|- zigbeed

|- |- CMakelLists.txt

|- |- |- ace_ember_common.c

|- |- |- ace_ember_ctrl.c

|- |- |- ace_ember_hal_callbacks.c
|- |- |- ace_ember_network_creator.c
|- |- |- ace_ember_power_settings.c
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|- |- |- ace_ember_zts.c

|— |- include

|- |- |- zbd_api.h

|- |- |- zbd_callbacks.h

|- |- |- zbd_common.h

|- |- |- zbd_network_creator.h
|- |- |- zbd_power_settings.h
|- |- |- zbd_zts.h

Z-Wave ® DPK APIs I& IC& V) acehal_zwave.c, DPKAPIs D) 77 L > AREF zwaved 7 #
ILEARICHYET,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

zwave/

|- CMakelLists.txt

|- include

|- |- zwave_log.h

|- src

|- |- acehal_zwave.c
|- zwaved

|- |- CMakelLists.txt
|— |- fxnZwaveClient

|- |- |- zwave_client.c

= |- |- zwave_client.h

|- |- include

|- |- |- zwaved_cc_intf_api.h
|- |- |- zwaved_common_utils.h
= |- |- zwaved_ctrl_api.h

|- |- zware

= |- |- ace_zware_cc_intf.c
|- |- |- ace_zware_common_utils.c
= |- |- ace_zware_ctrl.c

|- |- |- ace_zware_debug.c

= |- |- ace_zware_debug.h

|- |- |- ace_zware_internal.h

BORYA—SDKDDPK LAV —ZRETADLHORBRELT, VIFPLUVARREEZFEAS &
CEETEERT, BIORIFA—SDKZHR—KITBIZRE. KD 2 ODOEENBETT,

1. BEORYA—SDKZVRZKNUDHFLWAY A —SDK ICEEZH|AET,
2. ILURA—SDKICRE2TI RILTIT DPK(T/NA ABHEFY M) APIs ZRELE T,
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IEx—2 REE I RFINA A SDK

AXN—RTFNARAZ2XZ—D RFEICEREL, MEBEA > 2—T7 I/ AZHLTOANY RZEA
BI210TTZYRTA—LEBELET, Enddevice SDK FF/NA AT 7—LATIT EHKES
h, SDKIVvZIAVR—ZFZBNIKBDIUTINBEEY NT Y7 E, AWS loT Core 8 KT AWS loT
Device Management N\ DR L5 EHERHELET, S End Device SDK DFEF/N—2 3> %X
A—RTBAWSNERIOXRNOVY—=)

COHARTE, 77—ALJITFIZEndDevice SDK Z2EX 32 H5EICOVTHBALET, 7—F7F
OF v, AVR—FUN, HREFIEERABL T, EXOBEZRHALET,

reEY D

« End Device SDK & &

c IVRFNAASDKT7—FFTOF v+ EOAVR—FU B
- Z7O0EZ3aZ=>I%

« Over-the-AirE#

e FT—2ETFIII—RIZIXL—ZF—

« KL IO C #EE APIs

s NEX—TU RIRETOBBEETNAADA RT3
« End Device SDK OEAZFH%HBT 2

End Device SDK & (&

End Device SDK & &

End device SDK &, #FREHTBDY—ATO—R, Z47F0, Y=I0OdL Y>3 > TT AWS
loTo VY —RAICHIWDHZIREMEITICEES Nz SDK &, #HAIAKL Lnux BERTUTILZRA LF
RL=TFTA42VTIAT AL (RTOS) TRAIETNBDAXSXRITELIVI7FATRHRE, DITH 512KB D
RAMEAMBDT7ZY S AXENRBALETNAREYR—RNLET, AWSIoT YR X ROV
Y —J)LAS End device SDK O&F/N—2 32242 O0—RLET,

A7 AVR=FU K~

SDK ., V75T REBEAOMQITI—2 TN, ZRVBBRAOD I TNV RT—, XZX—TI R
BRAOTF—BRETFIN RZ—ZHEAEEDEET, chSOAVR—FKU MNIEEL T, NI AL
NEZ—Y REEEOZE R BEEC AT X ERMEZRHELFT,
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RN ZEHOFMICOVWTE, ") 2ZRULTIKEETVWT I ANLIT7 7LV A,

TRFINAASDKT7—FFoOF v EEAR—FUB

cOEU23a>TR, IVRFNAASDKT7—FTI0FvE&, TOIAVR—FVRMAELANILD C
BREEDLS ICHERATAIAICODVTHALET, XRORKE, SDK 7L—LAD—20I7Y
R—RVNEZTORBEERLTVET,

I RFNAASDK AV R—FT B

End Device SDK 7—F TV F ¥ ICIF, YXZX—2 RIREHERESADOUTOOR—FX M EEN
TVWET,

IO a=->yg%

ZE2BEMQTT BEOLEOOTFNA AMAER T SAR—NF—RE, XX—IJ REEIVTTRIC
FNARAVY —REERLET, chSORIAERIE. FNMRENZ— REEGEOEEE L
lEGEEILET,

MQTTI—> Ik

ALY RE=TBCIOTFATURSATSVERNLTMQTIT ELEZEBLET, cONYIT
SOV RZ7OAR, YILFALY RREOIN RF1—2LEBL, XEVILHKNOHZ T
NAARAICFI—HBA XERETEFTT, XVE—2F, REBEOLEDHICNZR—J REESZENLT
N—=—TF12T&EhET,

SaJNYRT—
TFINAARTF7P—LDIT, X1 UT14NYF. 774 )LEIE Dover-the-airkEH (OTA) Ef Z 4

BLET. COEKAKZT—ERR, BRENWLEIXNTOFNAADY TNV ITEHZEEL
£

F—REF)LNY KS—
Matter —ZXEFIL O AWSEEZFEAL T, YRX—Y RFEAEEL AR CEBEEOARL —
2a aEZHBLULET, FMICOVTIE., GitHub @ Matter RF X R ESBLTLSEETL,
*—LifRE

PKCS#11 APl ZFEHAL TES{LARL -3 #8EL, \—ROI7EF21VF14ED 21—
JLE corePKCS11 BEDY T RIJITEEOWMBEZYR—KNLET, <D API &, TLS ##HH
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https://project-chip.github.io/connectedhomeip-doc/index.html
https://github.com/FreeRTOS/corePKCS11
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7 OEDaZ>IRPMQIT I—2 I MNEENIVR—XY NOFAEARL —> 3> 24
BLEY,

IO a=-> Y%

7OED3aZ>I%E, JL—AKLKBT7U—KN7OEDIZV T ZARICTINR—I REEOT
YIR=RV TS, JAEY AT RERATIE, FNARAZRZRITOEDIZVITER

Fo SDK i, FNARATAED AV TICHBBER) Y —AZERL LT, chillE, Y= R
BUSTIRNSBMBLEFNA RAIHEESSAR—KNEF—FEENET, FNARAETOED3Z
VIFBHEE. FLERTNAAREZB7OEY I VU2 H BN 2 EEN H2 56, 7O0ED S
“UUREERATEERT,

hEY D

- ZAE>Y3az=>J997-070—

- REZHERETD

« HAZLIVRRAV R ZEERTS

- 7OED3aZV 707 7ANEEKRTD

« XR=URBE/ZEKTS

« SDKI—H¥—0 Wi-FiZ7OE>3=>YJ

c JL—LE&B7V)—bO7OEYIZ2T

+ XR=I RE/ DA

7OoEa->Jo—y 70—

CO7OvATR. 22T RAEFNAAAOMATEY NTYTITIHRENHYET, BEKE.
HAZLTIVRIRAN, 7O 3aZ2 0970774, IF—2 REE/BREDIVTIRES,%
BELET. BUOTFNAADEREZAVICTDE, 7O I - TERFAOEBEEEZITVET,
1. 9L —LBHEEZEFEAL TINR—2RBEEIVRRANIERZELET,

2. 7)—=h7OEB23aZ> 07 v 0 FERALTTFNAANTXA—2%2KRIETS

3. K BIREE T SAR—RMNF—ZRBLTFNAM AILRELET,

4. FINA AR KGN SIAEZFEAL THBERLET

5. FNA A RHL TIXZR—2 REAICTYZ7O—RLET
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7OEDaZVIFRNTRE, TNAARNZR—I RREGLERBRELET. 703 Z2J%
k. B7OEZ3ZTJRRA0ERMULTOKTIT17LET,

IRIBELZHZRET D

77'7 I\i_iﬂ,flka) AWS wunEF*EEEQEEngE?o

$ export AWS_ACCESS_KEY_ID=YOUR-ACCOUNT-ACCESS-KEY-ID
$ export AWS_SECRET_ACCESS_KEY=YOUR-ACCOUNT-SECRET-ACCESS-KEY
$ export AWS_DEFAULT_REGION=YOUR-DEFAULT-REGION

NAZLIY RNAV NEBEFETD

2 27 RIRE T RegisterCustomEndpoint API N> RZERA L T, device-to-cloudBEA N H AR
LIV RRANZERLET,

aws iot-managed-integrations register-custom-endpoint

L AR A B

{ "EndpointAddress":"[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com" }

(® Note

T7OEDSIZINTA—RERETDIEOOI RRAIV NP RLAZREFELET,
GetCustomEndpoint API ZEALTIY RAKRA 2 MMEHZERLE T, FHMICOV
Tk, "TXR—JRBEEAPIVTT7LAHA Ry ®GetCustomEndpoint APl & &
U*RegisterCustomEndpoint APy Z8B L T<E&E W,

702320707 74N EEKTS

JU)—RNZ7OESaZ A% 2EEIH7O0ESa 0070774V 8ERLET. VTR
IRIE T CreateProvisioningProfile APl ZE1TL T, FNA ARIMADC IV L —LHAEELE ST/ R—K
F—%2RLET,

aws iot-managed-integrations create-provisioning-profile \
--provisioning-type "FLEET_PROVISIONING" \
--name "PROVISIONING-PROFILE-NAME"
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCustomEndpoint.html
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L AR ADH

{ "Arn":"arn:aws:iot-managed-integrations:AWS-REGION:YOUR-ACCOUNT-ID:provisioning-
profile/PROFILE_NAME",

"ClaimCertificate":"string",

"ClaimCertificatePrivateKey":"string",

"Name" :"ProfileName",

"ProvisioningType":"FLEET_PROVISIONING"}

corePKCS11 7’2 Y N7 #—LARBRILS 17> (PAL) %L T, corePKCS11 S/ 75U aTF
NAARAEBEESEDENTEEXT, corePKCS11 PAL R—RIE, VL —ARBEELTSAR—K
F—EREITIEMERUEIDIMBEN HYET, CcOMEEFRATIE, FNM1ADTTAR—K
F—LAPAELELRLILRETEET, TTAMR—MF—LAERF., N\—RIIT7EFIVFTAE
T1—)L (HSM) £ REBENETSY N T F—ATI1—)L (TPM) CRETEET,

RE—JREBE/ZEXTS

CreateManagedThing APl ZEFIL T, NEX—Y RREVZTITRICFNA AZERLET, N1 A
DI UTILES (SN) EI-N—H)LBERI—K (UPC) 22 HET,

aws iot-managed-integrations create-managed-thing —role DEVICE \
--authentication-material-type WIFI_SETUP_QR_BAR_CODE \
--authentication-material "SN:DEVICE-SN;UPC:DEVICE-UPC;"

LRI, APILAR ADHIZRLET,

{

"Arn":"arn:aws:iot-managed-integrations:AWS-REGION:ACCOUNT-ID:managed-
thing/59d3c90c55c4491192d841879192d33f",

"CreatedAt":1.730960226491E9,

"Id":"59d3c90c55c4491192d841879192d33F"

APl X, 7O 3aZ T ORIICERTE S Managed Thing ID 2 RLE T, 7OEEZa Ik~
SOOI AVRIERBENLEIZ—DRE/E—BITDIFNA AU TILES (SN) £ 1ZN—Y
MR- R (UPC) ZEEETIHVENHYVET, NFUHF VI AVRBRORSBHERZRLET,

/**

* @brief Device info structure.
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*/
typedef struct iotmiDev_DeviceInfo

{

char serialNumber[ IOTMI_DEVICE_MAX_SERIAL_NUMBER_LENGTH + 1U J;

char universalProductCode[ IOTMI_DEVICE_MAX_UPC_LENGTH + 1U J;

char internationalArticleNumber[ IOTMI_DEVICE_MAX_EAN_LENGTH + 1U ]1;
} iotmiDev_DeviceInfo_t;

SDK 1—%—o Wi-Fi Z7OE>3aZ=> Y

TFNAAX=A—=EV ) I1—=23a207ANAZF—ICE, Wi-Fi RRIIEBREZEBRIVORETSEHD
BMBEO Wi-Fi 7O 3 Z 09 —EANFf®HYVET, Wi-Fi 7OEZ 3”209 —EATE, EAT
INA LT 7"\, Bluetooth Low Energy (BLE) ##t. 8RO Z0MOIMBEO7ORNILEFEAL T, 4
By N7y Z77O0CADREHIC Wi-Fi REHEHRZZEICEELE T,

IRFNAASDK OO 1—X—WE Wi-Fi 7O 3= 04— ERARRETHIHREN HY).
FINA Al Wi-Fi Y RDO—=D IR TEEXT,

JL—LICLBDT7V—-bh07OEDIZVY

7O a_ d%aERATdE, IRI—Y—RGIOL—ALILKD7TOEDa -T2 ERALT—
EoiAEE O3>>I L, XX RREBICEHRTEEXT,

D9Z5A4AF7>NIDE, 7023 Z> 095707 L—MOL AR AE RTINS RAHED) SHBT
ZEXT, <common name>“_"<serial number>
NEZ—2 RE DEBE

Z7OEDIZ JRRBNYNZR— RE/ OMEEZREL., TOMEZYR—2 RESICTYZO—RL
F9, chicky), FTFUT—=2a3 0T —EANTIOEVATERZRSICEYET, 7N
AAMOVITOSAT U, BREY—ERRF. MQTT EFHEIE MQTT REY D, LI
RESTAPI ZEHALEHTTP #FA L THEZEFTEET,

Over-the-AirE
OTAT7—*FTUVFvOEE

Over-the-Air (OTA) B 7O ATk, BHOAVR—F NNEELTTI7—LAVITEHZTN
AACBELET, XORIE, I KRF/N1 A SDK, Hub SDK, #EEEOX ) E) ZEL T OTA
EMVIVIANZNEBTED HEZRLTVWET,
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OTAE#H 7 —

c BE: AT RFIXNESINTYNCT
« OTAHY—ER: a7 nER. BRI,
« AWSloT>3a7/: 23 nx

FTOFYE, ROOAVKR—FRFTEBEENET,

Y7O—RL, APIBHTEHZRHBTS

EBEZMNELET
TEFNAANOEEFEZEELERT

« /N4 AR:Harmony SDK Z AL TE#HZ2ZEL TEATS

Bl SR AF

OTARARVEERTDHIC, ROBRFUHERETIHVEN HVYET,

Amazon S3 7V AZRET S

(NAE%EEML?%L@ a7 REFIXNE Amazon S3NT Y NZT

TORAFHAZRETIHLEN BT,

1.OTAZ A7 RFIXIRNESINTY NZT

2. NEx—2 R#kE
mUE9,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid":

"Effect": "Allow",

"Principal": {
"Service":

}I

"Action": "s3:GetObject",

"Resource": [
"arn:aws:s3::
"arn:aws:s3:::
"arn:aws:s3::

v 7’ O—RL, &Y

v7O0—R$>

L3 T RFIXIRNADOTIOEREHATTS Amazon S3/NT Y RARUS —%B

"PolicyForS3JobDocument",

"iotmanagedintegrations.amazonaws.com"

:YOUR_BUCKET/*",
YOUR_BUCKET/ota_job_document.json",
:YOUR_BUCKET"
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1
}
1
}

Over-the-Air (OTA) 2 AU DRI
EMEHETFNAARR—T T4 TEBEICIEUT, 2 D0NDHFETOTARRAV ZERKTEET,
OTAZRAO M 1 ERY OFEF

D RALOTARAVICIKE, OTAEFHZRTITBX—Y b (ManagedThings) DEMW U ARNNE
FNTVET, —EILEXK100BOEZ—7Y NZBINTEET, D—7 70—k, YX—2 RKE
HRILLAV—2#FLENS, JU—RNAOFYIRERTAWS loTZ 3 T2 FERALET,

ROBIEFERALT, DAL OTARRAVZHERLET,

aws iotmanagedintegrations create-ota-task \

--description "One-time OTA update" \

--s3-url "s3://test-job-document-bucket/ota-job-document.json" \

--protocol HTTP \

--target ["arn:aws:iotmanagedintegrations:region:account id:managed-thing/managed
thing id"] \

--ota-mechanism PUSH \

--ota-type ONE_TIME \

--client-token "foo" \

--tags '{"keyl":"foo", "key2":"foo"}'

ML OTA XA DEHR

OTA (Over-the-Air) F)IL—71D0—070—2FATdE. NZ—2 RREHRILL 1 V—Z#FL
BAS, JU=KNAVFYIORERTAWS loT 2372 FALT,. BEOEREICEIVTIFNAA
DIN—=TIT7—LDITEHETTOMTEET, #ENE OTARRVEF. BEOXR—TY K
TRESIIVXFINZFERALET, JIVRFIC—HITBINTOT/NM AL OTAEFHZZ T,
VITVRFIBENCBIMEchET, —HITZ2X—TYNIREZaToF7O/MNEENET,

BIRFZMZRET S

MG OTA RAVZERTBHEIIC, UTORIRFHZZTTLTSEZ W,

Over-the-Air (OTA) Z AU DRE 221
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1. CreateManagedThing APl Z ' L TN X— REE /Z#EKL, 7U—K7OE>3Z2 T
ZERITLET,

2. 9TVER—=FTA4TDOEHIZLIZ—RE/ICAZRTF—2BEHEZEMLET,

UpdateManagedThing APl ManagedThingZ AL TEBMHEX X TF—2%Z ([CEMLE T,

aws iotmanagedintegrations update-managed-thing \
--managed-thing-id "YOUR_MANAGED_THING_ID" \
--meta-data '{"owner":"managedintegrations", "version":"1.0"}"'

EH OTARAVZERTRICIE. ROflzERALET.

aws iotmanagedintegrations create-ota-task \
--description "Continuous OTA update" \
--s3-url "s3://test-job-document-bucket/ota-job-document.json" \
--protocol HTTP \
--ota-mechanism PUSH \
--ota-type CONTINUOUS \
--client-token "foo" \
--ota-target-query-string "attributes.owner=managedintegrations" \
--tags '{"keyl":"foo", "key2":"foo"}'

BEHE OTAD—U 70— %2EHEI 3
MG OTAEHD—U 70—k, UTOARTY TIZRVET,

UpdateManagedThing APl ZFRAL T, YX—J REET /ZBMETEHLET,
BEODTFNAABMEERX—TYNETHIVITUNFHZFEALTOTAZ I T2 EHRLET,
OTAH—ERIF., JITUEM AWS loT Core ICETVT ICENEE/ OJIL—T%2ERLET,
loT2 a7k, —BI2F/NA ATEHMERTLET

ListOtaTaskExecutions APl 7z l& Kinesis AR —A (BMICBE 2> TVSHE) ICKD OTA BEAH
EERALTETRREEZRXRVILET,

o ~ w0 bh =

IEX—JREESOTAS 3T E 0T a7TmEY

NEZR—IJ REEOTA L 0T 23 7 ORENZEVG, Y—ERAF—TARNL—>32 BB
HYVET, NRX—TIREEOTAR, JILFH—EAORBEOEMET ZHRILIZDE—HF—ERY
Ji1—>32zRHMLET,
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NZ—Y REE OTANBETRERITTHEO:

s E/OEBNITIN—TOER: VTVEKEICESVTE/ OJIL—T2 BB IZER AWS loT Core
LET,

« X—=4"y NER: VTV XFF| (Bl: attributes.owner=managedintegrations) ZRENF/\
AARZ—=TY NCEHBLET,

« Y—EAHE: AWS IoT Core, loT 237, JU—KNAVFY I RERY—EABTI—ALLAIC
HELET,

s SATHAVIINER: ERHPSRTEZZVIJETOOTAD—V 70262 0BLET,

Ml OTA D' HEBR T B € D:

« TE/DTIN—T=ZERLET AWS loT Core,
s TI—=TDF_ DE,
e loT :/“37‘0)145}55?.0

VEZ—RFEEOTAR, J7IVNXZHICEDWVWT I DOARL -3 2 I XN THETHRIEBEL, F
HIZ—HTBDFNA AZBBHNICREL., RETloTo a7 2ERL. EHO AWS H—E A% EiE
BIETHDCEBLKEELRBOTAD—070—%F—4TANL—232LET,

OTARARAVBEOEY NT VYT

OTAEHDREZMERL T, EFETFNAARAICO-NTIONTDAEEEFHHL LY, RLEFEEE
EBLEY, BALATIORZRELEYTEET,

f5]: CreateOtaTaskConfiguration

OTARARUVBEZERTDICIE., XOHlZEALET,

aws iotmanagedintegrations create-ota-task-configuration \
--description "OTA configuration" \
--name "MyOtaConfig" \
--push-config '{
"AbortConfig": {
"AbortConfigCriterialist": [
{
"Action": "CANCEL",
"FailureType": "FAILED",
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"MinNumberOfExecutedThings": 1,
"ThresholdPercentage": 90.0

]
},
"RolloutConfig": {
"ExponentialRolloutRate": {
"BaseRatePerMinute": 1,
"IncrementFactor": 3.0,
"RateIncreaseCriteria": {
"numberOfNotifiedThings": 1
}
},
"MaximumPerMinute": 1
},
"TimeoutConfig": {
"InProgressTimeoutInMinutes": 100
}
'\

--client-token "foo"

OTARARV IR EZBRTS

HRENMMERET D E, CreateOtaTask VT ANIZEME iz taskConfigurationId&EBM®D
RENBEET,

aws iotmanagedintegrations create-ota-task \
--description "OTA with configuration" \
--s3-url "s3://test-job-document-bucket/ota-job-document.json" \
--protocol HTTP \
--target ["arn:aws:iotmanagedintegrations:region:account id:managed-thing/managed
thing id"] \
--ota-mechanism PUSH \
--ota-type ONE_TIME \
--client-token "foo" \
--task-configuration-id "ae4f49352c5443369f43ad6c3a7f1580" \
--ota-scheduling-config '{
"EndBehavior": "STOP_ROLLOUT",
"EndTime": "2024-10-23T17:00",
"StartTime": "2024-10-20T17:00"
LN
--ota-task-execution-retry-config '{
"RetryConfigCriteria": [
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{
"FailureType": "FAILED",
"MinNumberOfRetries": 1
}
]
AN
--tags '{"keyl":"foo", "key2":"foo"}'

OTABHIOEZ=ZRU>Y

OTAEHIF. XO2O2DOEBBDHFETCE-ZRIITEET,

Kinesis Data Streams ZN L E7'Y S 1 EA

OTABHINBMICHE >TVBRHEE, EFAT—RXAANRY NIEBEWIC Kinesis AN —AIICT Y
2aAchET, chicklY), FNAABO T 7—LDITEFHFOETRAZUTILZA LATRARILLT
EEXT,

ListOtaTaskExecutions APl IC&BEZXR >4

ListOtaTaskExecutions APl ZFEHAL T, YZ— RE /D OTAEFDAT—RZAZFECHRIETE
x99,

aws iotmanagedintegrations list-ota-task-executions \
--task-id "task-123456789" \
--max-results 25

LARD AR, BYR—I RE/ ODFMERITAT—RFAZRHELE T,

{
"taskExecutionSummaries": [
{

"taskExecutionSummary": {
"executionNumber": 1,
"lastUpdatedAt": 1634567890,
"queuedAt": 1634567800,
"startedAt": 1634567830,
"status": "SUCCEEDED",
"retryAttempt": 0

.

"managedThingId": "device-001"
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},
{

"taskExecutionSummary": {
"executionNumber": 1,
"lastUpdatedAt": 1634567920,
"queuedAt": 1634567800,
"startedAt": 1634567840,
"status": "IN_PROGRESS",
"retryAttempt": 0

.

"managedThingId": "device-002"

}
1,
"nextToken": "NEXT_TOKEN"

}

COAPIZFERATRE, RALAZVTRBREDAT—RARE, BED OTARATDONRERESD
BNR—V RE/OFMABRTAT —RAZRETEXT,

SaJRFIXNOMIE

OTARRVEERTDE, DTN RT—BTFNAATROFIEERTLET, EFMHARATEE
CB2E, MQTTRATIZITRFIXNEZYUITIANLET,

1. MQTT BAIREY V2HTAVZ4TLET,

2. BB N 37 D StartNextPendingJobExecution APl ZFFUFHL £,

3. FAWREADITRFIXNEZHERWET,

4. BELVERZRALTINIESVWTEHZRELET,

AN RT—=FERATRE, TTVT—23VR@I<SIETIIAVERTITRN, BEE X
ALAT I NHBETEHERIDIL ZHHTEEXRT,

OTAI—>IRNEEETS

VE—T REAASTITRFIAVRNESHRABES, DITRFIXVNEREL, EFEAY
YO—RU, A1YAR—LARL—Y 3V EEFTHHEANDOTAI—S IV NESETHHLEN S
WET, OTATI—JIVNEIROATY TEEFTBRENHYET,

1. 7 7—/A"J) T F Amazon S3 URL URLs,
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2.HTTP ZHALT77—LADVIT7OEHZF I O—RLET,
3. FIVRINBRERIAL KT,
4. BALEKDEHFHZA AR —ILET,

5. SUCCESS &zl FAILEDAT—2Z Aiotmi\_JobsHandler\_updateJobStatusT ZHT'HL
9,

TFINA AN OTAARL—2aVZEEBICETLES, AT—RAD iotmi\_JobsHandler
\_updateJobStatus APl ZU'H L JobSucceededT, a7 0 %ELR—NTIHENH )
S

/**
* @brief Enumeration of possible job statuses.
*/
typedef enum{
JobQueued, /** The job is in the queue, waiting to be processed. */
JobInProgress, /** The job is currently being processed. */
JobFailed, /** The job processing failed. */
JobSucceeded, /** The job processing succeeded. */
JobRejected /** The job was rejected, possibly due to an error or invalid

request. */
} iotmi_JobCurrentStatus_t;

/**
* @brief Update the status of a job with optional status details.

* @param[in] pJobId Pointer to the job ID string.
* @param[in] jobIdLength Length of the job ID string.
* @param[in] status The new status of the job.
* @param[in] statusDetails Pointer to a string containing additional details about the
job status.
& This can be a JSON-formatted string or NULL if no details
are needed.
* @param[in] statusDetailsLength Length of the status details string. Set to 0 if
“statusDetails™ is NULL.
*
* @return @ on success, non-zero on failure.
*/
int iotmi_JobsHandler_updateJobStatus( const char * pJobld,
size_t jobIdLength,
iotmi_JobCurrentStatus_t status,
const char * statusDetails,
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size_t statusDetailslLength );

T—2EFINI-—RZIRL—F—

TF—RETFNIICOA-—RIIRL—E2—%2FERAIZIHFECOVTHALET, £SO RZEH
LT, 9V REFNAADBETRBENDT—FETFINEZ I TIMEERTES D TILTER
EE

FAYIZRURYRUICR, CO—RF—REFLNY K- ERTHLHOT— RERY—)L
FEFEFNRTVET, UTOREYITR, J—RPIXL—F—ED—070—-ICOVTHHALFE
EE

Y D

« J—RERTOEZR

. BERE

« FNAADT—RE£RT S

O—RERZ7TOEA

OdA—RPIXRL—BF—, 3D2ODFEBEBAINS CY—ART77AMIZHERLET, AWS Zigbee ¥
TAR—=TA4T S (ZCLY FRINARNTZY N7 #—ALH S5O Matter F—XEF)L (matter 7 7
1)) DEE, FREBZNETS Python 7’Z 714>, BREI—RBEEZERT S Jinja2 707
L—KT3. £RH, Python 7S 74 @I O-NIILBEESEZEML, KEBRRICEIVTTF—X
REEEL, 707L—MLFAVTOERETF—NY NTDIET, matter 77 1)L 212
LEI,

RORE, CY—ART77ANEERTDI—RIIRL—F—ZRLTLET,

End device SDK (Z (&, connectedhomeip7'0d2 T % hcodegen.pyT &E#HET S Python 7’504 >
Edina2 7 7L—RAFEENTVET, COBEAEDLEBICKY ., matter 77 A I)LOAAICE TV
T, VDFAR—EIEBBOCTTAIUNNERENET,

ROYTREYITIEE, ChesOT77AIICDODVWTHBALET,
« Python 7’594~
e Jinja2 77 L—hk
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« A723V)HARLAF—X

Python 7’574 >

d—R2PIXL—2R— [kcodegen.py, .matter 77 /)L ZfEH L. TDIFEE,%E Python
FATOIORNELTTSTIAVICEEBLET, 7594207740, COF—X
Ziotmi_data_model.pysif¥E L, Bt hiT77L—r2FEALTY—-RZLFUTL
9, BIRBICEUTAEENE T,

1. JO—=NIL R A T Ecodegen.py. ASFATEEVEHROIEM

2. F—RBCHWLTHARAOS—Y—RZ2RTLTELVWVERDIEFZHEITS

(® Note
hROZPY—KC&Y, TOIEFICEFEEL, KEERORICKEEROZRATHIERSE
h£Ed,

Jinja2 7> 7’L—hk

IVRFNALASDK I, F—REFIN RS—ERLARILO CHERICHAIIAARENT
Jna2 7> 7L—hERHLET,

Jinja2 7> 7L —Nh

7 L—hk EHEhiEY—A fRER
cluster.h.jinja iotmi_device_<clus RLARILD CBEEAYZ—
ter>.h 774N EERLET,
cluster.c.jinja iotmi_device_<clus TF—RXETFILIN RT—IC
ter>.c O=ILINY VBBRA > X%
ERLTERLET,
cluster_type_helpe iotmi_device_type_ T—RBEOBEKBTONRAT
rs.h.jinja helpers_<cluster>.h ZERLET,
cluster_type_helpe iotmi_device_type_ VZAX—EEDIE, £V
rs.c.jinja helpers_<cluster>.c Ry, DAK, BE®D

Od—RERZOEA 229
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T7L—h

iot_device_dm_type
s.h.jinja
iot_device_type_he
lpers_global.h.jin
ja
iot_device_type_he

lpers_global.c.jin
ja

ERENLZY—RA

iotmi_device_dm_ty
pes.h

iotmi_device_type_
helpers_global.h

iotmi_device_type_
helpers_global.c

(F7>32V)NARLAF—X

RS
T—R2BEBEHRTONRAT %
ERLET,

JO-NILF—280D C F—
SHEEERELET,

JO—NILARL—23 20
CTr—2BzERLET.

7—I)E, B, FHIE
B, XFH, EY RIS,
AN, BEBEDEET—
2BEESLEY,

IRFNAASDK IF, BENMET A ED—RERTOELAZNDAZLAF—N EHAEDEET,
chicky), FNAAREFINAAY T N ITTF O Matter Data Model ZIL5RTEEXE T, NAXLA
F— k. F/V1 Adevice-to-cloudBEND T /N1 AMEEZBIRTDDICKRIEEXT,

B, BE, EHBE, XRX—J RBRET—XETILO

F—I REET—FET I

SMRICOVWTIE,

T, EBBLTLKEEVY

codegen.py V=)L ZEAL T, ROKSICHAARARLAF—NDCYIY—RTT7ANZERLET,

(@ Note

BRAAZRLYZAZ—ICE,

RD3O2DT7F7ANICHLTRUIZAZ—ID ABETT,

c V2T REHULVWARBLDZAZ—ZERTAHELR—NAODIZAR—ORRAZRM
T% ISONEXDHARLAF—XZHERKLET,. Y TILT7 74 ICHY) £FF codegen/
custom_schemas/custom.SimpleLighting@l. @,

s DARLAF—IXERUEHRZEETXMLFER T ZCL (Zigbee VS AR—FA T ) EERT7AI
ZERLET, ZAPY—)LEFERAL T, ZCLXML #*S Matter IDL 7 7 A )L EZERLET, 27
W7 74 IZ&HV) £Fcodegen/zcl/custom.SimpleLighting.xml,

J—REEZ7OER
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« ZAPY—=)LASOHE NI Matter IDL File (.matter)THh'Y), HARLARAF—NICHIBTS
Matter VS AR —ZE&LET., chidk, TVRFNLIASDKOCY—ART7AINEERKTDIZ
HDcodegen.pyV—=ILDANTT, Y FTILT 74 ICHVY) FFcodegen/matter_files/
custom-light.matter,

NABLIZ—D RRET—RETFNZI—RERT—IV 70— CMEIT B FEOFRICOWVWTE,
N ZBRBLUTIKECVTIFNAADT—RZERT S,

codegen.py d—RPIRL—RX—ZFATRIISICREZFRETDHECODVTHALET,

New o
- BIIRSZMH

- RIBEORE

BIR SR A

RIFEREITDEIC, ROBEBZA AR —ILLET,

kg

+ Git
« Python 3.10 LAB&
* Poetry 1.2.0 A&

REORE
codegenpy A— RZIRXRL—Z—ZFEATRILRSICREZERETSICE. ROFIBIZHVET,

1. A5 End Device SDK O&H/N—>3 A O0—RULETAWSIEZD XNV =),

2. PythonEBEZ+EY N7 YT LET, Codegen 77O T U M Python R—A T, KEFEHERER
(Z Poetry ZFERALE T,

« codegen FM1 LI KNUIC poetry ZFEALT7O TV NOKEBRZEAARN=ILE
9,

poetry run poetry install --no-root
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3. URZKNUZEYRNTYTLET,

a. connectedhomeip JRZ NUOIO—2ZERLET, I— RERICKE,
connectedhomeip/scripts/7 # LR IZHBcodegen.py ATV NEFEALET, 5
MIZDWTIE, GitHub ® "connectedhomeip) 2 8BL T &L\, GitHub

git clone -b v1.4.0.0 https://github.com/project-chip/connectedhomeip.git

b. IoT-managed-integrations-End-Device-SDK JL—K7 AKX EFULARILTY
O—>2ZERLET. 72N BERFUATE—BITIMXENF HVET,

| -connectedhomeip
| -IoT-managed-integrations-End-Device-SDK

® Note
B7ED1-)LZBRNICIO-VIBIHBEEHEEA

TNAADI—RZEKT S

NEZF—Y RFEEO—RERY-ILEFERALT, FNAABICHARIAAXENEC I—REZERKL

£F9, COEVaTR, SDKICEENTLVWBR YN 7 7A4IINFLEFEOAE,ASTO—RE
ERTDHFELCODVWTHBLET, ERAVZUSNZ2FERAL, D—o70—-70A%Z8#HBL., FN
AABHICE 2 - REERTDHFEICOVWTHALET,

N =Ry

. BIERZH

e WARL matter 77A)IOI—REERTS

e J—REKT—2 70—

IR SR
1. Python 3.10 LAF%,

2. J—RERA®D matter 77 A I D S5MHHET, Enddevice SDK X, IC220HFILT74)
ZRMH LU FEFcodgen/matter_files folder,

FNAADTI—RZEKT S 232


https://github.com/project-chip/connectedhomeip

DX ZR—2 RiEE AWS loT Device Management FROYN—=HA R

* custom-air-purifier.matter

* aws_camera.matter

® Note
SNESDYTNT7ANGE, FEFTVTr—2320FAZ—0—REERLET,

O— ROEK
ROV RZRITLT, POR7ANLNFICI—REZERLET,

bash ./gen-data-model-api.sh

HAZRL matter 77A4I)OI—REEKT S

BED .matter7 7AIDI—RZERLIZY, HMBED . .matter7 7ML ZRETSHICIE, XDZ
AVBETLET,

NAZL matter 77 AIOI—RZERTDICIE

1. .matter 77 AL ZEET S
2. generation N> RZEETLET,

./codegen.sh [--format] configs/dm_basic.json path-to-matter-file output-directory

(A723V) HARLAF—XTIA—RZERTBICE

1. DARLAF—7%Z ISONERTERT S
2. generation N> RZEETLET,

./codegen.sh [--format] configs/dm_basic.json path-to-matter-file output-directory
--custom-schemas-dir path-to-custom-schema-directory

LROOARY RTR, BEHOIVR—FKV NEHEAL T.matter 7 7 A )L ZCO—RIZEBRLET,

« codegen.py ConnectedHomelP 7O TV MH S

TFNAZAODI—RZEKT S 233
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« \Z®H 5 Python 7’59 14 > codegen/py_scripts/iotmi_data_model.py
- codegen/py_scripts/templates 7 # LA ® Jinja2 7> 7L — K

720420 Jinja2 77 L—NCEBETERZERL, BENBE CO—REDEERTREHICE
AEhET, --format 757 ZEMTH &, EHENO—RIZ Clang XA BERHEIhET,

O— RERT—2 70—

O—RERZ7OELATR, I—FT1UTABHE XKD NARAD—VY—rEFEAL T, matter 77
AIINLTF—2BEEEELETtopsort.py. Chllkl), F—RBEEZTOKEFEROBYZIEFT T
ARIAENET,

RNZ, ATV T NE matter 77 1)L E Python 7594 B EHEDE T, BRELIEHRE
HEHLTT74#—XYKRLET, KRRIC, Jinja2 7 7’L—K 77— Y NZHRAL T, &EHEC
O—REDEERLET,

COI—=770—C&V), matter 77 AIASOFNAABBOEHRN, YR—IJ RREZ AT A
EMEBENDHEC - RICERICEBREIET,

KL AXJLOD C #EE APIs

FREITDELARILO CHEEEAPIs, COEI>IZTE, FNAARETZT REOHRAZX V) E
WODEHIZ, AWS F—RETFIADEIVZARXR—THEATES APIARL—3 2 ICDOVWTEHAL
T A-INY VBEBORE, ARXRVEAOHL, BEOEEDOEA, FNA AT RKRAZ MDY
TZAZ—DERETIFELCOVTHALET,

FBAPIOAVR—ZFNEROEHVTT,

1. BHEONR ROO-IINY VBEEKRA > XEE
2. AR N HEEE

. EMEEBEABEH

4. VI AR—BREK

NSO APIs ZRETHCET, FNAADYEARL -3V EXR—J RBRED IV T Riee
DEICT VYD EERL., —LALABBELHBZEBRTEET,

RDED>3A>TRE, OnOff P ZAZ— APIICDVWTEHBALET,

ELARILO C #EE APIs 234
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OnOff V2 AZ— API

OnOffxml V7 AR —k, ROBHEIANY REHYR—KLTVWET:,

- B

* OnOff (boolean)

 GlobalSceneControl (boolean)

* OnTime (intl6u)

* OffWaitTime (intl6u)

* StartUpOnOff (StartUpOnOffEnum)
« X R:

« Off : () -> Status

* On : () -> Status

« Toggle : () -> Status

« OffWithEffect : (EffectIldentifier: EffectIdentifierEnum, EffectVariant:
enum8) -> Status

« OnWithRecallGlobalScene : () -> Status

* OnWithTimedOff : (OnOffControl: OnOffControlBitmap, OnTime: intlé6u,
OffWaitTime: intl6u) -> Status

ONYRZEL, REZTVIVIRLEHICFEATEDS M IVEVTENIEBBRS > 2 ZREL
x9,

BHEORY ROIRTOIA=NNY T, 95AZR—ICEBAR EWVSEHO C BEKNTES
EnET,

C Bi&EHEnpHl

struct iotmiDev_clusterOnOff
{
/*
- Each attribute has a getter callback if it's readable

- Each attribute has a setter callback if it's writable

Oonoff VA% — Aél 235
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the attribute.

- ‘user’ is the pointer passed during an endpoint setup

- The callback should return iotmiDev_DMStatus to report success or not.

- For unsupported attributes, just leave them as NULL.
*
/
iotmiDev_DMStatus (*getOnTime)(uintl6_t *value, void *user);
iotmiDev_DMStatus (*setOnTime)(uintl6_t value, void *user);
/*

Each command has a command callback

If a command takes parameters, the parameters will be defined in a struct
such as “iotmiDev_OnOff_OnWithTimedOffRequest ™ below.

‘user’ is the pointer passed during an endpoint setup

The callback should return iotmiDev_DMStatus to report success or not.

For unsupported commands, just leave them as NULL.
*/
iotmiDev_DMStatus (*cmdOff)(void *user);
iotmiDev_DMStatus (*cmdOnWithTimedOff)(const iotmiDev_OnOff_OnWithTimedOffRequest
*request, void *user);

};
CEBEAICMAT, BHEEZELAR—MEHEIXNTOERHRICEREENET,

/* Each attribute has a report function for the customer to report
an attribute change. An attribute report function is thread-safe.
*/
void iotmiDev_OnOff_OnTime_report_attr(struct iotmiDev_Endpoint *endpoint, uintl6_t
newValue, bool immediate);

AR NLR—MNEBR., TXTOIZAX—BEOARYNIRULTERENET, OnOff YT A
R—F AR NEEZLEZEVES, CameraAvStreamManagement 7 S AR —DHlELLTICRUE
CB

/* Each event has a report function for the customer to report
an event. An event report function is thread-safe.
The iotmiDev_CameraAvStreamManagement_VideoStreamChangedEvent struct is

OnOff 7 ZAX— API 236
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derived from the event definition in the cluster.
*/
void iotmiDev_CameraAvStreamManagement_VideoStreamChanged_report_event(struct
iotmiDev_Endpoint *endpoint, const
iotmiDev_CameraAvStreamManagement_VideoStreamChangedEvent *event, bool immediate);

BIOZAZ—ICREBEERBEHEH KT,

iotmiDev_DMStatus iotmiDev_OnOffRegisterCluster(struct iotmiDev_Endpoint *endpoint,
const struct iotmiDev_clusterOnOff *cluster, void *user);

BREMEE D 1—F—HKA>2E, -y VBERIEE hET,
NEZF—D RKEETORBEETNAADA RT3

cDtEUS 3Tk, C-Function REDKRIE, FNAARENZR— RRET/INA ABEER DX V)
BWIZDOWTHBALET,

New o
e DE—RNIXY ROWE
« REEBEANR NDWE

JVE—-RNIX> ROWE

DE—RINRIEE, IV RFNAASDK & #eEEOMEBEERICK > TREBENET, UTOT S
23T, COBREZFERALTERZEMICITZDFEOHERLET,

MQTT V247> MARAO—REZTEY), F—XEFINNRT—ICET

DE—RINVRZEETDE, MQTT V54T ME JSON ERONZ—2 RIEEHA S X Y
t—2ZELET, R, RAO—REF—RXEFINRT—ICELET, LEXEF. T
Z—U RFEEEFERALTEKREZAICTRDELET, EXKICIE, OnOFf VT ARAER—%ZHR—KNT
BIVRRAVINMAHYET, COBE. EXZAVICTHINVRZEEFEITDE, VXR—
T RFEEF MQTTRATTNSARICVIIARNEREELES, chik, TVRRAIMN#M T
On ANV REFUVHIMXEN HBDEZRLTVET,

F—REFINY RS—GFOA—INY VBEKEFIY L THCHLET

T—RETFINNYRT—FISONUIITARNEBITLET. VIITANITONTARERET D
JAVHABENTVBREE., T—RXETFINVRZ—BIVRRSAU M EREREL, MEIT2HI—

H—ERAETFNAADXRVEL) 237
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INY VBBZRECHPELET, flAE, BROFBES, F—XEFTIL/NY RZ—HF MQTT
XYV tE—T%ZETHE, OnNOFVTAR—TERENL On AN RIZXNHKETHO-INY D
BEBA LT RRA N #IICEBEBEATVWEIHLESH ZERLE T,

N> RZ—& C-Function DR&KET IN Y REEITTS

TF—REFINYRS—E, BOWLEEYAD-INY VEHZHTEHL, FTHELET. X
([Z. C-Function EEFMNTBH/N— ROV ITEBZFOCHL TYE/N—RVIT7EHEL. RIT
RRERLET, LEAFE, EEROBE., F—RXEFI/NRZ—EFI=INY VBEHEFVH
L., RTHRZR/RBELET., TOHER. I—INY VBEBEERZFICLET,

T—RETINY RZ—HARITHERZET
INTOO—LANY VBBAROTHEND E, F—FETFIN RT—RBIXNTOBREEXE
b T, RIS, LARAZISONFEXTNYIL, MQTT V54T h2ERALTHEREN
F—IRREVZIRICRITLET., BEROFE, LAKRZAOMQTT XY =&, -
NY DBRBICK > TEEKRN AV LB 2 BRI BEIET,

RAEGEANRY NOWE

REBFEARBNE, TRF/NAASDK & BEEBEOMEBEERICK >TEREBEIhET, XROT D
23> TR, TOFECOVWTHBALET,
FNA AN F—RETFI/NY RS—ICBHAEEETS

TINAATYEBHNERROF Ty 1ehl-egnE, 7JONTAOEBERAR NIRETS
&, C-Function R RFEEAARY NBAZERL, W ITHBHARBBZHCHLTTF—XET
IWNY RT—ICBHAIZEEFELET,

T—EEFINY RZ—BFBAZERRLET

T—2EFINYRZ—BGZELELBHZAEL, ThEe AWS F—RXEFIICEHBRLET,
T—RETINYRZ—=H UFTRICBHAZRTITS

R, T=B2EFINRZ—, MQTT 9547 N eEAL T, REEAR N EIZR—D
REEOTIRIZERITLET,

End Device SDK QR Z BT 3

Linux 7/Y4 AT End Device SDK #1793 I_lFk, ROFEICHVWET, CcOEY>3I> TR, R
BRE, RYND—ORE, N\—RIOITHEENDEE, TV RKRANREICODVTHBELET,

RAEFEA N N DWE 238
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/A Important

examples A LUV KNUDFEVARNL—232TF7VT5—232E 0759 N7+ —ALH
KILL 14 ¥— (PAL) E%platform/posixldk, ZHRNAZZEMNELTVET, ERERE
TRREALBVTLSEEL,

LTOFIEOREATY 7ZEBER<HEREL., NX—I REREGETFNAANBUICHEEATVSC
EZHELERT,

I RF/NA A SDK OkEE

1.

Amazon EC2 A VAR ADEY NT Y S

A4 AWS YR XNV =)L L. Amazon Linux AMI Z £ L T Amazon EC2
AABZAERBEILET, Amazon Elastic Container Registry 1 —H—7i 4 R M Amazon EC2
DEBAGEI 2ZBRLUTLEZV,

EIRRBREZEYNTYTLET,

BIRAR AN E L T Amazon Linux 2023/x86 64 TOA— RZBELFTT., HLERZEI) ROMKFEEHEER
Z2A42AN=ILLET,

dnf install make gcc gcc-c++ cmake
(FA723NFYRNIT—D2EYRNTYTITS

ITRFNAASDKIF, MEB/N—RIITFIZHKETT, AmazonEC2 Z2EAL TLW3HEEIE.
COATYTH#EZITLAEVTLSEZY,

YN T7Ir—>3a> 2 FERATHE0IC Amazon EC2 ZFEAL TLWAWEERF, XY KD —
VEAMBILL., TINARAEZRATER Wi-Fi ZY RDO—JCERLET. N1 AO7OED 3
ZUTREICRY RD—UREZRETLET,

/* Provisioning the device PKCS11 with claim credential. */
status = deviceCredentialProvisioning();

End Device SDK O Z B4 9 3 239


https://docs.aws.amazon.com/AmazonECR/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
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4. 7OEZIZVINTX—ZRZRETS

® Note

FICEGHIC, JOED IV RICH>TIL—LRABE T FA/RXR—FF—ZHELF

EE

RO7OEa_-_>J/)NF X—~AKexample/project_name/device_config.shZEHAL T

RETTAINEEELET,

NZX=z207O>a =g

ROONTZX—&

IOTMI_ROO
T_CA_PATH

IOTMI_CLA
IM_CERTIF
ICATE_PATH

IOTMI_CLA
IM_PRIVAT
E_KEY_PATH

IOTMI_MAN
AGEDINTEG
RATIONS_ENDPOINT

SEEI

B

I—K CARERET7 7 4
o

IOL—ALFRE7ITAIL
AD/NAo

TL—LTZAR—h
F—TT7AILNDINA,

REZ—J RFENDIV R
R4 > K URL,

COBHREMEIDHE

CDT7F7AIIE. TAWS loT Core
XAOY/NN—HA4 RO "Amazon JL—
NCASERRENA U O—KR, &9
>aAVHSHAIO—RTEET,

JL—LMHEETTAR—NF—
ZHE T BICIE. CreateProvisioning
Profile API 2B LT7AEY 3=
>O707 74N EEBELET, F
JBEZSWTRk, '7O0E>a=>7
ZO77A40N KT 25RBL
TLEE W,

NZ—IRBEEIY RKRA 2 hEE
B9 % I(CIE. RegisterCustomEndp
ointAPI ZEALET, FIEICOLT
k. "THRBLIVRELA N EER
#9921 ZSRBLTSEZL,
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-dc-prepare-device-test.html#iot-dc-prepare-device-test-step3
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
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IVONTA—& L COBREMBITSDHE
IOTMI_MAN NEZ—YRBEEIVRAR FT7AIBMTEE, R—b 8883 &
AGEDINTEG 1> NDIR—NES MQTT HITE REHTRAISA4T
RATIONS E FARL—=2a IZEREhET,
NDPOINT_PORT R—KN 443 &, FINAANERTS

Application Layer Protocol Negotiati
on (ALPN) TLS #LRMEEA IR E S
nTLVET,

5. TFTETFZTVIT—>23a>BELTEITTS

COtEUSa>Tlk, CMake ZEII R ATALAELTERATS., o7 EEFa1)TF14hHX
SEITFEI—=DVTZ7ATD220 Linux FEFZ7V5—>3> = nRLET,

a. VTN BEFIVFAAXZTTIT—32

T7UTr—232BELTRITIBRICE. ROOANY RZERFTLET,

>cd <path-to-code-drop>

# If you didn't generate cluster code earlier

>(cd codegen && poetry run poetry install --no-root && ./gen-data-model-api.sh)
>mkdir build

>cd build

>cmake ..

>cmake —build .
>./examples/iotmi_device_sample_camera/iotmi_device_sample_camera

ZDOTETIE, RTC Session Controller 8 & U Recording 7 ZAX—%&fHA k> I1L—b
TNEAXTOEBLARILCEBERELET, RIT70ED3I 2090 —070—9%0
2, T2 THRBPEZATVSR 70— TLTLSEEL,

T7UTr—23>omhl:

[2406832727]1[MAIN][INFO] ======= Device initialization and WIFI provisioning

[2406832728] [MAIN][INFO] fleetProvisioningTemplateName: XXXXXXXXXXX
[2406832728] [MAIN][INFO] managedintegrationsEndpoint: XXXXXXXXX.account-prefix-
ats.iot.region.amazonaws.com

[2406832728]1[MAIN][INFO] pDeviceSerialNumber: XXXXXXXXXXXX
[2406832728][MAIN][INFO] universalProductCode: XXXXXXXXXXXX

End Device SDK O Z B4 9 3 241
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[2406832728 ] [MAIN][INFO]
[2406832728][MAIN][INFO]
[2406832728 ] [MAIN][INFO]
[2406832728][MAIN][INFO]
[2406832728][MAIN][INFO]

rootCertificatePath: XXXXXXXXX
pClaimCertificatePath: XXXXXXXX
pClaimKeyPath: XXXXXXXXXXXXXXXXX

deviceInfo.serialNumber XXXXXXXXXXXX
deviceInfo.universalProductCode XXXXXXXXXXXXXXX

[2406832728][PKCS11][INFO] PKCS #11 successfully initialized.

[2406832728][MAIN][INFO]

[2406832728][PKCS11][INFO]
through PKCS#11 interface
[2406832728][PKCS11][INFO]
[2406832728][PKCS11][INFO]
[2406832728][PKCS11][INFO]
[2406832728][PKCS11][INFO]
[2406832728][PKCS11][INFO]
[2406832728][MAIN][INFO]

into label
object.
into label
object.
object.

Writing certificate
Creating a 0x1 type
Writing certificate
Creating a 0x1 type
Creating a 0x3 type

Fleet-provisioning-by-Claim

Start certificate provisioning

Loading Root CA and claim credentials

"Root Cert".

"Claim Cert".

[2025-01-02 01:43:11.404995144][iotmi_device_sdkLog][INFO] [2406832728]

[MQTT_AGENT][INFO]

[2025-01-02 01:43:11.405106991][iotmi_device_sdkLog][INFO] Establishing a TLS
session to XXXXXXXXXXXXXXX.account-prefix-ats.iot.region.amazonaws.com

[2025-01-02 01:43:11.
[2025-01-02 01:43:11.

[MQTT_AGENT][INFO]

[2025-01-02 01:43:11.

connected

[2025-01-02 01:43:11.
[2025-01-02 01:43:12.

[MQTT_AGENT][INFO]

[2025-01-02 01:43:12.
[2025-01-02 01:43:12.
[2025-01-02 01:43:12.

[MQTT_AGENT][INFO]

[2025-01-02 01:43:12.

clean session.

[2025-01-02 01:43:12.
[2025-01-02 01:43:13.

405119166][iotmi_device_sdkLog][INFO]
844812513][iotmi_device_sdkLog] [INFO]

844842576] [iotmi_device_sdkLog] [INFO]

844852105][iotmi_device_sdkLog][INFO]
296421687][iotmi_device_sdkLog] [INFO]

296449663][iotmi_device_sdkLog] [INFO]
296458997][iotmi_device_sdkLog] [INFO]
296467793][iotmi_device_sdkLog] [INFO]

296476275][iotmi_device_sdkLog] [INFO]

296484350][iotmi_device_sdkLog] [INFO]
171056119][iotmi_device_sdkLog][INFO]

[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:13.

response from Fleet

[2025-01-02 01:43:13.
[2025-01-02 01:43:13.

171082442][iotmi_device_sdkLog][INFO]
Provisioning CreateKeysAndCertificate
171092740][iotmi_device_sdkLog][INFO]
171122834][iotmi_device_sdkLog] [INFO]

[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:13.

1711324007 [iotmi_device_sdkLog] [INFO]

[2406833168]

TLS session

[2406833620]

Session present: 0.

[2406833620]

MQTT connect with

[2406834494]

Received accepted
API.

[2406834494]

Received privatekey

and certificate with Id: XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

End Device SDK O Z B4 9 3
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[2025-01-02 ©01:43:13.171141107][iotmi_device_sdkLog][INFO]
[2406834494][PKCS11][INFO] Creating a 0x3 type object.
[2406834494][PKCS11][INFO] Writing certificate into label "Device Cert".
[2406834494][PKCS11][INFO] Creating a 0x1 type object.

[2025-01-02 ©01:43:18.584615126][iotmi_device_sdkLog] [INFO] [2406839908]
[FLEET_PROVISIONING][INFO]

[2025-01-02 ©01:43:18.584662031][iotmi_device_sdkLog][INFO] Received accepted
response from Fleet Provisioning RegisterThing API.

[2025-01-02 01:43:18.584671912][iotmi_device_sdkLog][INFO]

[2025-01-02 ©01:43:19.100030237][iotmi_device_sdkLog][INFO] [2406840423]
[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:19.100061720][iotmi_device_sdkLog][INFO] Fleet-provisioning
iteration 1 is successful.

[2025-01-02 ©01:43:19.100072401][iotmi_device_sdkLog][INFO]
[2406840423]1[MQTT][ERROR] MQTT Connection Disconnected Successfully
[2025-01-02 ©1:43:19.216938181][iotmi_device_sdkLog][INFO] [2406840540]
[MQTT_AGENT][INFO]

[2025-01-02 ©1:43:19.216963713][iotmi_device_sdkLog][INFO] MQTT agent thread
leaves thread loop for iotmiDev_MQTTAgentStop.

[2025-01-02 ©1:43:19.216973740][iotmi_device_sdkLog] [INFO]

[2406840540] [MAIN][INFO] iotmiDev_MQTTAgentStop is called to break thread loop
function.

[2406840540] [MAIN][INFO] Successfully provision the device.

[2406840540] [MAIN][INFO] Client ID :

) 9.9.9.9.9.0.0.9.9.9.90.0.0.9.9.0.0.0.0.99.9.0.9.9.9.9.9.09.9.9.9.0.0.9.9.9.0.0.9.9.9.0:¢

[2406840540] [MAIN][INFO] Managed thing ID : XXXXXXXXXXXXXXXXXXXXXXX
[2406840540] [MAIN] [INFQ] ======================== gpplication loop

[2025-01-02 ©01:43:19.217094828][iotmi_device_sdkLog][INFO] [2406840540]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:19.217124600][iotmi_device_sdkLog][INFO] Establishing a TLS
session to XXXXXXXXX.account-prefix-ats.iot.region.amazonaws.com:8883
[2025-01-02 01:43:19.217138724][iotmi_device_sdkLog][INFO]
[2406840540][Cluster OnOff][INFO] exampleOnOffInitCluster() for endpoint#l
[2406840540] [MAIN][INFO] Press Ctrl+C when you finish testing...
[2406840540][Cluster ActivatedCarbonFilterMonitoring][INFO]
exampleActivatedCarbonFilterMonitoringInitCluster() for endpoint#l
[2406840540] [Cluster AirQuality][INFO] exampleAirQualityInitCluster() for
endpoint#l

[2406840540][Cluster CarbonDioxideConcentrationMeasurement][INFO]
exampleCarbonDioxideConcentrationMeasurementInitCluster() for endpoint#l
[2406840540][Cluster FanControl][INFO] exampleFanControlInitCluster() for
endpoint#l
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[2406840540] [Cluster HepaFilterMonitoring][INFO]
exampleHepaFilterMonitoringInitCluster() for endpoint#l
[2406840540][Cluster PmlConcentrationMeasurement][INFO]
examplePmlConcentrationMeasurementInitCluster() for endpoint#l
[2406840540][Cluster Pm25ConcentrationMeasurement][INFO]
examplePm25ConcentrationMeasurementInitCluster() for endpoint#l
[2406840540] [Cluster TotalVolatileOrganicCompoundsConcentrationMeasurement]
[INFO]
exampleTotalVolatileOrganicCompoundsConcentrationMeasurementInitCluster() for
endpoint#1

[2025-01-02 ©01:43:19.648185488][iotmi_device_sdkLog] [INFO] [2406840971]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:19.648211988][iotmi_device_sdkLog][INFO] TLS session
connected

[2025-01-02 ©01:43:19.648225583][iotmi_device_sdkLog] [INFO]

[2025-01-02 01:43:19.938281231][iotmi_device_sdkLog][INFO] [2406841261]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:19.938304799][iotmi_device_sdkLog][INFO] Session present: 0.
[2025-01-02 ©1:43:19.938317404][iotmi_device_sdkLog] [INFO]

b. PUTINBEKTANE—T7TVr—>3>

T7UTr—23a2BELTRITIBRICE. ROOANY RZERFTLET,

>cd <path-to-code-drop>

# If you didn't generate cluster code earlier

>(cd codegen && poetry run poetry install --no-root && ./gen-data-model-api.sh)
>mkdir build

>cd build

>cmake ..

>cmake --build .
>./examples/iotmi_device_dm_air_purifier/iotmi_device_dm_air_purifier_demo

COFETE. 220LY KRSV REUTOYR—ERTVB IS RR—ERA LS
2AL—hEALITEI-U77ATOELAIL CEBERELET.

Air Purifier T RARA 2V R THR—KRENTWVWB IS AZ—
Endpoint DZAR—

T> RRA >N #1: Air Purifier OnOff
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Endpoint VDZAR—
77> bs0O-)
HEPA 7 1 LZ—DEZXRJ YT

TOTATENEZA—RYTALNE—DOFEZXR

T RAERA N #2: Air Quality =RmE

Sensor X )
“BRICRFEBERE
7 3 —LDABORE
Pm25 JBERIE

Pm1 RERIE

BERMEOBEEHNMESYOMREERE

HABRAXZTFETTVT—232ICBTEY, YR—PENTVERIZAZ—RBERY R
EE

6. ROATYT:

NEZ—IRBKE IV RFNAASDK EFET T VT—2 32 H AmazonEC2 A VARV AT
RITENE LI, THhICKY, MEOWEN—RIVITTF7UT—Y 32 2HRBLETA
TEET, CORETRE. NX—TIREET—ERXZFEAL TAWS loT F*/NA AZHHTE S
EE

a. N—ROITT7II=ILINY VBEBOER

N—=ROITF7O-ILNY VB EERETSHIIC, APl DHEAEZEHBL TSEEV, COfF
Tk, AUIFTOTAR—E OnOff BMEZFEAL TTF/NA ABHZHMEL £3, APl OFF
MICOWVWTE, T Z8RBLTLKEESWMELARILD C #EE APIs,

struct DeviceState

{
struct iotmiDev_Agent *agent;
struct iotmiDev_Endpoint *endpointlLight;
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/* This simulates the HW state of OnOff */
bool hwState;

i

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff(bool *value, void *user)
{
struct DeviceState *state = (struct DeviceState *)(user);
*value = state->hwState;
return iotmiDev_DMStatusOk;

}
b. IRRAVKNEEYRNTYTL, N—ROITF7IA-INYIBEHRETY VTS
B EREL S5, TV RARAVMEEKRL, I-INY IZBRLET, UTORAI %
EITLETD,
i. FNAARAI-JIVRNEERLET,
A. ftd SDK Bz MU'l g iotmiDev_Agent_new()EIlC., ZFEALTTF/NAA

I—-JI2hZ2ERLET,

B. 2&k<<&%, BREICE thingld AT X—& & clientld NZX—2FEENTLVD &
ENHYET,

C. iotmiDev_Agent_initDefaultConfig() Bz MFEAL T, F1—H 1 XAXK
RKIVREARARNBEONTA—=RICEY BT T I MEZERELET,

D. DY—ADOFEANETLES, iotmiDev_Agent_free()BHTU Y —AZHEK
LET. ChiZkl), XFEUU—=OHFBLLtEn, Z7UT5—>3a>cEgix) Yy —
ABEBEARIAIENET,

i. HR=—KRTBIVSAZ—BEZEICOA-INY VEBRA>2ZADLET,
i. TRERSARNEREL, YR—FEhTVBRITAX—EERLET,
ZERALTIVRRSA M EERLET, hiC
([FiotmiDev_Agent_addEndpoint()A A RAETT,
AL —EDOI2RARAHID,
B. DAWUXTVWIVRKRSAKNE
C. AWSF—REFIERICE#MNTS 1 DULEOFNAARAZAT,
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D. IVRRAhZEKLIES, BYBEIZAZ—EEOERREREEALTIZA
2—EBHELET,

E. &#0ZAZ—2FICE, BELEOYYROO-INY VRBALBETT, AT A
FA—Y—O2TFARNRARZZTI-INY VICELT, BUHUBOREZ#
BLET,

struct DeviceState

{
struct iotmiDev_Agent * agent;
struct iotmiDev_Endpoint *endpointl;
/* OnOff cluster states*/
bool hwState;

}i2

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff( bool * value, void * user )

{
struct DeviceState * state = ( struct DeviceState * ) ( user );
*value = state->hwState;
printf( "%s(): state->hwState: %d\n", _ func__, state->hwState );
return iotmiDev_DMStatusOk;
}
iotmiDev_DMStatus exampleGetOnTime( uintl6_t * value, void * user )
{
*value = 0;
printf( "%s(): OnTime is %u\n", __ _func__, *value );
return iotmiDev_DMStatusOk;
}

iotmiDev_DMStatus exampleGetStartUpOnOff( iotmiDev_OnOff_StartUpOnOffEnum *
value, void * user )

{
*value = iotmiDev_OnOff_StartUpOnOffEnum_Off;
printf( "%s(): StartUpOnOff is %d\n", _ _func__, *value );
return iotmiDev_DMStatusOk;

}
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void setupOnOff( struct DeviceState *state )

{
struct iotmiDev_clusterOnOff clusterOnOff = {
.getOn0ff = exampleGetOnOff,
.getOnTime = exampleGetOnTime,
.getStartUpOn0ff = exampleGetStartUpOnOff,
};
iotmiDev_OnOffRegisterCluster( state->endpointl,
&clusterOnOff,
( void * ) state);
}

/* Here is the sample setting up an endpoint 1 with OnOff
cluster. Note all error handling code is omitted. */
void setupAgent(struct DeviceState *state)
{
struct iotmiDev_Agent_Config config = {
.thingId = IOTMI_DEVICE_MANAGED_THING_ID,
.clientId = IOTMI_DEVICE_CLIENT_ID,
};
iotmiDev_Agent_InitDefaultConfig(&config);

/* Create a device agent before calling other SDK APIs */
state->agent = iotmiDev_Agent_new(&config);

/* Create endpoint#l */
state->endpointl = iotmiDev_Agent_addEndpoint( state->agent,
1,
"Data Model Handler Test

Device",
(const char*[])

{ "Camera" 1},
1);
setupOnOff(state);

c. PAaTJNURT—=FEALTIITRFIXINERBTS

i. OTATZ7V—>a A0BUHLZBRBLET,

static iotmi_JobCurrentStatus_t processOTA( iotmi_JobData_t * pJobData )
{

iotmi_JobCurrentStatus_t jobCurrentStatus = JobSucceeded;
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// This function should create OTA tasks
jobCurrentStatus = YOUR_OTA_FUNCTION(iotmi_JobData_t * pJobData);

return jobCurrentStatus;

i. iotmi_JobsHandler_start ZHUOHL T a7 N\ RS—ZHHLLET,

i. ZMFUHLiotmi_JobsHandler_getJobDocumentT, Y&Z—2 RfEEA ST 3T
RF¥FIXVRNERBLET,

iv. a7 RFAXINEEICEBENES, processOTABBICHAZ L OTA AN
L—>3>z&&iA#&, JobSucceededAT—RAZRLET,

static void prvJobsHandlerThread( void * pParam )
{

JobsHandlerStatus_t status = JobsHandlerSuccess;

iotmi_JobData_t jobDocument;

iotmiDev_DeviceRecord_t * pThreadParams = ( iotmiDev_DeviceRecord_t * )
pParam;

iotmi_JobsHandler_config_t config = { .pManagedThingID = pThreadParams-
>pManagedThingID, .jobsQueueSize = 10 };

status = iotmi_JobsHandler_start( &config );

if( status != JobsHandlerSuccess )
{

LogError( ( "Failed to start Jobs Handler." ) );
return;

while( !bExit )
{
status = iotmi_JobsHandler_getJobDocument( &jobDocument, 30000 );

switch( status )
{
case JobsHandlerSuccess:

{

LogInfo( ( "Job document received." ) );
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LogInfo( ( "Job ID: %.*s", ( int ) jobDocument.jobIdLength,

jobDocument.pJobId ) );
LogInfo( ( "Job document: %.*s", ( int )
jobDocument.jobDocumentLength, jobDocument.pJobDocument ) );

/* Process the job document */
iotmi_JobCurrentStatus_t jobStatus =

processOTA( &jobDocument );

iotmi_JobsHandler_updateJobStatus( jobDocument.pJoblId,
jobDocument. jobIdLength, jobStatus, NULL, @ );

iotmiJobsHandler_destroyJobDocument(&jobDocument);

break;
}
case JobsHandlerTimeout:
{

LogInfo( ( "No job document available. Polling for job
document." ) );

iotmi_JobsHandler_pollJobDocument();

break;

}

default:

{
LogError( ( "Failed to get job document." ) );
break;

}

while( iotmi_JobsHandler_getJobDocument( &jobDocument, @ ) ==
JobsHandlerSuccess )
{
/* Before stopping the Jobs Handler, process all the remaining
jobs. */

LogInfo( ( "Job document received before stopping." ) );

LogInfo( ( "Job ID: %.*s", ( int ) jobDocument.jobIdLength,
jobDocument.pJobId ) );

LogInfo( ( "Job document: %.*s", ( int )
jobDocument.jobDocumentLength, jobDocument.pJobDocument ) );

End Device SDK O Z B4 9 3
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storeJobs( &jobDocument );

iotmiJobsHandler_destroyJobDocument(&jobDocument);

}

iotmi_JobsHandler_stop();

LogInfo( ( "Job handler thread end." ) );

End Device SDK Z 7 /N1 AICBHET S

End device SDK Z2F/NA A7 ZY N7 —ALICBELET., T/V4 A% AWS loT Device
Management (&9 2 (ICIE, XROFIEICHWVET,

End Device SDK 22> O—RUTHREET S

1. XZR—JRHEEIDV—IHS End device SDK DEF/N—T 322X U O0—RLET,

2. TSIYRTA—=LD THR—RENRTVWBRTSYRTF—LDI)ARNIEENTVSR L=
BLEFTVIZLVABR—KRENTVWDRTTY RNTF— LA,

(@ Note

End device SDK l&. IEEENETSY KRNI A —ATTFARENTVET, O TSV
N7 A —ARBETITEENBUETH . FETANSATUERA,

3. SDK7F7ANET—UAR—RAICHE BH) LET,
4. DLTORETEINRREZZRELE T,
« V=ART7T7A4ILNA
« NYSH—=TF7AINT4LIKND
« BREBSATS)
s AVNAZEVA—DTZY
5. 7ZYRNT7A—LHRILLAV— (PAL) ZBIET DRI, 7Y N7+ —LOEREEEN Y H
EENTVBRCEZMBELTLKEEV, BEICKUTAEENET,
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DI %Z— KA AWS loT Device Management FRAYN-FAK
« ARL—=FAVISATLRRY
- Bz
« RYRND—=DA423—TIA(A
« T2YRNTA—LEEOEH

PAL 27 /N1 AI_BHET S

1. BEOTIYRNTF—LTFALINICTSY N7t —LEEOREAOHLVF 1LY
NUZERLET, EAKE, FreeRTOS ZEATHBER. KFLIRNUEERLE
Yplatform/freertos,

Example SDK 74 L ¥ N U &

### <SDK_ROOT_FOLDER>
### CMakelLists.txt
### LICENSE.txt
### cmake

### commonDependencies
### components

### docs

### examples

### include

### 1ib

### platform

### test

### tools

HOH OHF O OB OH OHF OH OB O O R

2. POSIXUT7ZLYARET7AI (cBEKV .h) & posix 7FILEASHLVWITSY NTH—A
FALORNIIZOE—LET, chsOT7 74, ERITDMVENHDIEHOTTL—N%E
REHELET,
 BIBHRARNL—20T7T Y21 XTEUER
+ PKCS#11 MEZ%E
« KYRND—=UORKNSVAR—NAVE—=TIARA
- KrZIEH
« DATLAOBEBE LY NERK
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- AJREEXHNZX AL
s NAABEDERE

3. MBedTLS Z{Ef L T Transport Layer Security (TLS) 352K EL £,

s T7SYRTA—=LDSDK/N—23>&E—BTS MBedTLS N—2a U BEICH2ERE. B
HEhTVWS POSIX EEZFALET,

« BlO TLS N—23> Tk, TCPIP AR Y VZFERALTTLS ARY VD KRTZVAR—KNT Y
VERELET,

4. TV NT A—LD MbedTLS FRE% ® SDK platform/posix/mbedtls/
mbedtls_config.h BEHELBRLET, BEBELEAT A UNIXNTEMICE>TVWD L&k
mULET,

5. SDK & coreMQTT ZEALTIZIRERYEY LEXT, LEAN>T, ROBEZHEATS
XYRNDT—=IORZVAR—RNLAV—ZREKITIBENBYVET,

typedef struct TransportInterface

{

TransportRecv_t recv;

TransportSend_t send;

NetworkContext_t * pNetworkContext;
} TransportInterface_t;

SFMICOWTIE, FreeRTOS T 7H4 M® MTransport interface documentation; 238 L T
<EZL,

6. (F733>2)SDK &, PCKS#11 APl AL THHEARL —T 3> ENBLE
9o corePKCS I, 7ORZAETRADIEN—RIITEED PKCS#H11 RETT, ABRE
Tk, RSZATYRTSYRNTA—LED 21— (TPM), N\—RIITF7EF1VF1EI1—
JL(HSM), EF1T7IL X NGB ENREBESHTOLY HE2FERIZCLZ2HBHLE
ED

« TOFRBBRERIC Linux 77 AN ATALAZERTS Y27 )L PKCS#H11 REZHER
Fplatform/posix/corePKCS11-mbedtls.,

« TPKCS#11PAL L 1 V¥—%3E3% L ¥ 9 commonDependencies/core_pkcsll/
corePKCS11/source/include/core_pkcsll.h,

e TLinux 77A4IN> AT ALAZRRERELEIplatform/posix/corePKCS11-mbedtls/
source/iotmi_pal_PkcsllOperations.co
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c ANL=2ZAT7DANTHEIOCO— RBEEHZE (CEEL FIplatform/include/
iotmi_pal_Nvm.h,

s TEEITFZ7AINTIVEAZRERELEIplatform/posix/source/iotmi_pal_Nvm.c,

BHEFIEOFEMIZ OWTIE, FreeRTOS 1—H'—HA RM corePKCS11 A7 Z ) OBEES
BLTLSEEL,

7. SDKBNZA7ZUEEII RBEICEMLET,

c VA—OBBERLESOREEBRITBDLEODTATSUNADRKE
s IXNTOMEERNABEUICV 7N TVREZRRELET,

R—KRETARNTSB

BEOYYTLTF7UT—2 3 EEALTR—RNETFARTEET, AV NMLBIS—PBE
LTETIHAENHYET,

@ Note
RESTINBRIVFRAOT TV T30 50D Z2H88OLET, Y2TILT
TVTr—232@, NULFEAVICHIETREDZRHLET,

1. THUTANTF7TVT—232ZR DT ETexamples/[device_type_sample].

2. main.c 7740 7O T NIEBRL., BEFEO main() BRZHUCEHII NI ZEMLE
£

3. FETFITVIT—2avEERICOAVNAINTED L Z2HBRARLET,

TOZ_ANDT7LA

reEY D

c DI7PLVAHBR—REhTVWBRTIYRNTA—LA
« D77LVAEMEH

« V77 LA HE API
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D7 7LOABR—RENTVWRTSYRNTA—A

RDRIC, SDK THR—RENRTWRTZY NI —LERLET,

HR—RENTVWBRTSYRTA—A

T72YRTA—LA T—FTO0F~+ ARL—FT AT AT A
Linux x86_64 x86_64 Linux

F7>INLZ Armv8 (AArch64) Linux

AmebaD Armv8-M 32 E v FreeRTOS

ESP32S3 Xtensa LX7 32 EY b FreeRTOS

D7 7L2A: BiTEH

RDERIE, RAM AR—AZEL SDK ORMEFZRLTVWET, BULREZFEATZHES. I:
RF/V1 A SDK BEICIEH 5~10 MB ® ROM AR—AANKRETT,

RAM AXR—A
SDK &£ R—%> h AR—AEH (FEA/NAR)
I RF/)NA1 A SDK Bk 180 KB
F7#)ROMQTT I—Y 1> AT K 480 /N1 N (RETH)
21—
F72LROMATT I—V T2 hNEEF2— 320 /51 k RETH)

7 7L>2A: Hi& API
OO a>s TR, 92AZ—ICEETRBEWVWAPI AXRL—>3 20U ARNERLET,

/* return code for data model related API */
enum iotmiDev_DMStatus

{

/* The operation succeeded */
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jotmiDev_DMStatusOk = 0,

/* The operation failed without additional information */
jotmiDev_DMStatusFail = 1,

/* The operation has not been implemented yet. */
iotmiDev_DMStatusNotImplement = 2,

/* The operation is to create a resource, but the resource already exists. */
jotmiDev_DMStatusExist = 3,

/* The opaque type to represent a instance of device agent. */
struct iotmiDev_Agent;

/* The opaque type to represent an endpoint. */
struct iotmiDev_Endpoint;

/* A device agent should be created before calling other API */
struct iotmiDev_Agent* iotmiDev_create_agent();

/* Destroy the agent and free all occupied resources */
void iotmiDev_destroy_agent(struct iotmiDev_Agent *agent);

/* Add an endpoint, which starts with empty capabilities */
struct iotmiDev_Endpoint* iotmiDev_addEndpoint(struct iotmiDev_Agent *handle, uintl6
id, const char *name);

/* Test all clusters registered within an endpoint.
Note: this API might exist only for early drop. */
void iotmiDev_testEndpoint(struct iotmiDev_Endpoint *endpoint);
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DNZ—T RFEEDEF 1T 4 AWS loT Device
Management

DIVZIREFIVFTANEBESHEAWS TY, BFKRFAWS, EF1UT 1 Z2HRELER TS
BOEHGZRBEITLDOIIBEEINLET B R—ERXRYRND—DOTF—FTI0FvHSXUYNEB
5nh&ET,

EFIVT A, AWS BEREKEROBOEERAETI. EERAEETILTRE, Cheo >
ROEFIVFABLTITZTRAOEFIVT A EHALTLET,

« D7 ROEFIVT A -AWS F. TAWSH—ERZRITIBDATZANTIVF v 2RET
PEAZEVRTAWS ITTR, B, BEHRNLZEICEHATEDIY—EAAWS £RHELET,
B—RN—FT 1 —OEEERZF, AWS AV T FATVATOTZ LAV T AT ATOATZ LD
—RELT, HHOEFIVT 1 OAMEZEMNICT AN XK, YRX—T RREICERAE
NBADTZATATATZLOFRICOVWTR, "AVTSAF7ATOT T LAWS L&D
NREEANDOY—EARAVTFATATOTZ L1 ZBRLTLKEE L,

« VZ7ROEFIVT A -BEROBER, FATD AWS H—EAILK > TR KT, ik,
A—Y—ik, F—2OKENE, 2HOEH, BRTNZEEPHRHFTLE, TOMOERICODVWTE
BEEZzEVET,

CORFIXRNE, YR—I RFKEGEFAITIRICEIHRETTIINEERAIZHEEEHETID

ICRIABEET, UTOREYITR, EF1VUFTA LAV TSAT O ADEWNEERKTHELDICN

Z— RBKEERETSHEICODVTHBALET, £, NX—J REBIVVY—AODEZRIITX
REBEICKIULDMBO AWS U —ERAOFERAFECODVWTEBRALET,

[N =R
« NEX—U RIEETHOT—RRE

« ¥YF—2 REEE D Identity and Access Management

« C2CD—270—0OT7T—24RE AWS Secrets Manager | ZFEH T3

s XR—DURBEDIVTZAT 2 ARKEE

c AVE—TIAAVPCIVRARLAVNEDIZI—T REEEFEATD

« FIPS AWS loT Device Management T RIRA 2 RDIZ— RFEEICELT D
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NEZF—Y RRETOT—RRE

EFAWS HEEFI, YZ—Y RFEEOT—XREICEHAE hET AWS loT Device
Management, c DETFILTHBEENTVWEELSIC, AWSFEIXNTO 2ET9250-N)IL1>7
SANSUOF Y ZREITDEENf BDYVERITAWS VT IR, I—H—&k, COA2VTZARNTIF ¥
TRANEND AT UOVICHTIEBZHIFTIDIEEN BV ET, £, FHTSD " AWS O —
ERXJOEFIVFTARELBEBRAVEI—Y—DEFEBYET, F—RT T4\ —DFEHiH
C2O2WTR, =27 TAN—ICEBT2L< HDERMESBLTLKEESTV, BMNTOTF—XRED
HMEICOVTER, AWS X2 UF47O07ICER/EnE AWS EEHREEFTILSE LT GDPR O 7O
JREBEZSRLTLEEL,

T—RREOBNT, FABHRZREL AWSTHIN, AWSIAMTAFoTAT4E 82—
F 1zl& AWS Identity and Access Management (IAM) ZFEAL TEY D 1—H—ZRETD L2 H
BHYLET, COFZEILRY, TNFhOZIT2ETIDLHICHELEROKANEI—H—IH
BEEhFET, &, ROBETT—RZ2REIDEEHEBHLET:

s BT HIONTHZERFI (MFA) ZFERALE T,

« SSLUUTLS ZFEALTAWS DY —REBELET, TLS12HANHET, TLS13 Z2H#HHLEFT,

s TAPIEA—YHY—TOT74ET1OO7RHEZFREL 9 AWS CloudTrail, CloudTrail FE# %
ALTAWS 79T A1ETAZF+7F Y I2HEICOVTIE, " AWS CloudTrail 21— —H 4
K, OCloudTrail SEFDER L 2SR L TS EEL,

« AWSEEBIbYU1—>3a>vE, HOIXRTOF7FIINMOEF2 )TN NO—IILZFEALE
9 AWS O —E A,

« Amazon Macie BENDSELBZEBE N ctEtF1UFT A H—ERZFEALEFT, <S5k, Amazon
SBICRBEENTVAIERT—ZORHEREEIELE,

e ANVRSAVAVE—TIAAETEIFEAPIAWS ZNLTICTIOEATSDEZIZ FIPS 140-3 18
IERARSNED 1IN VELZBEIE. FPSIVRKRSANZFEALET, FIBAAEES FIPS
T RARANOFMBIZOVTIE, TENPBHRWERE (FIPS) 140-31 #SRBL TS EE L,

BEEDEX—ITRLABEDBRELZIBERTHRE, 37, LE[BA] 71 —I)LREED
BHEXOTEFARTA—I)LRIZEHBVCEZEBSBEOHLET., ik, I>VY—JL. APL,
AWS loT Device Management &7z l& AWS CLISDK Z#EAL T £ tE0 AWS o —ERX OX
Z— RFEEEFEAITDIHEEERETT, AWSSDKs Y, LR BHIICERAE NI EHERDOT
FARTZA—=ILRIEAALETF—ZE, BRELIZDHOTICEAT D BEEN B ET, A —
N—IZ URL ZRR#HITZHE, TOH—N—AOVIITANZRKRIATESD&LSIC, FHFEHRZ URL
ICEHBVIELZEBS<BHAOLET,
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NEZ—Y RREDREFOT—FESIL

NN Z—2 RiEAIE. F7 2 )LNT AWS loT Device Management RS+ —%2FEAL TREF D
MR r—2z2BS{LtLET,

NEZ—Y REFEOHEROBET — X2 REIDLHICHEATIHESHLF—ICE. X0 2 EEY
HV)ERT,

NAZN—X R—T RF— (CMK)

NEZR—T Rftak. K. B, EBTEDIRMAAEIN—NR—IRF—OEAZYR—KL

Y, CNSOKMS F—iF, F—RUZ— IMMRU>—, IS NOBIELER, ML

#BML, BSEIXTUTILOO-—FT—>3>, 2JT0OEM, KMS ¥F—%Z2Z2BI2TAUTADE
B . KMS F—HIBRO AT 1 -2 IR EZTLICHBTEXRT,

AWS FTE+—

NEX—Y RFEETR., F7FIRTChSs0F—2FAL T, #ETF—2Z2EBNICESIKLLET,
FThoDFERAEZRR, BE, FLEEETI LI TEXLA, TR EEELLTEZF—%2RET

O, TUoarvaERFUEY, JOVSALARZEELEY ITZHEBERSHYEEA, T7FIKT
k. REFOT—RZBEBTEIET, BBETF—XORBEICHESERAOA—/N—AY REEMRE
¥EBRTEET, AL, EF1VFA2EBR/LETTVSr—23 0 28EITBE T, BELLD
AT SAT O AERFNOBIEBREHEZFT LT ENTEET,

ERAENZT 74 NOBESEF—F. AWSFHIEF—TT., £k, BSLF—ZEHID ST
3> ® API & TYPutDefaultEncryptionConfiguration,

AWS KMS BES{LF—D R A 7 OFMIC OV TR, AWSKMS " F—, Z82RBL T EEL,

AWS KMS Y Z— REEE D OfEA

NZx—Y RfEER. IORO—TJTHESILEERALTINTOBET— X ZBSEHELVPESLET,
COBRATORESHKTRE, 7L—2TFARNTF—RZRBL, T—FF—THESHKLET. RIC,
ZYEVIF—ERENDIESIF—E. T7L—2TFANT—2OBSHICEREThITOT—X
Fo—ZBESLET. IORO-THESHTRE, BNOZYEIFXF—Z2EALT, TOTF—2F—
AESOTBMENEVREFEOZYE TF—ZRENHTERT, TOT—XF—REARCREFEELTL
BTVEVIF—ICE>THEHEID D, TOTF—FF—EBWSHKEhETL—2FTFARNT—
SZRUSHICRETERT, F—VU2JR, T—2F—OBSILEESICEAET NI S YEYY
F—ICMAT, F—2F—0EK,. BSL, ESCEATIhET,
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® Note

AWS Database Encryption SDK &, 754 7> MIOBES{LERICIORO—7EBS1L
ZRMLE T, AWS Database Encryption SDK O FF#HIZ DL\ Tik, AWS Database
Encryption SDK &ld1 ZSRL TS EE L,

IARO-7BESE, F—2F— ZYEVITF— SLOEF—UZITOFHFMIOVTEF, "IN
O—7BEsS{t. T—8F— ZVEVITF— $FXTF-—U2T, Z2ZRLTEET L,

NZ—I RBAETR. ATOARABARL -3 VICHARN—NR—TI RF—ZHATILENHY)
£9,

 |CDescribeKey ) VT AN ZZXEE AWSKMS LT, F—&F—n0O— IVORTRICRERHE
ENERBRHAZIN—NZR—I RF—ID ZHERELET,

s AABRI—XFZ—TV RF—IZX > THRBBHMENETF—XF—ZERTD AWSKMS UV TR
NGenerateDataKeyWithoutPlaintext% ICIEELE T,

s HARN—NZ—IRF—ICLK>2TF—EZF—ZBRES{L AWS KMS §BReEncrypt*J I TA
Nz ICEELETD,

« DAY —XRZ =D RF—IZLK2TTF—RZE S AWSKMS LT B = DDecrypt J VT AN %
CEELET,

EELF—ZHEAL TESKENET—20RA(T

NZ—TJ RBRAT EEILF—ZHAL T, REKICRESCNDIERORATOT—RZHESHLL
£ /A@UZI\W\ EEILF—ZHEAL TRERICESLENET—X0RA(TOHEZRL TV
£

o TFINAABRBRTFNAARART—ZAOEHRBZENVZ T RE (C2C) ARV EZA R Ko

c MEBEFNARERINZ—IJRE/E, BEDTNARZATOBEZECTNAAT7O7 74
DER. TNARETFNARTAT7AILOFMIODVTR, TNAA T BKT T, Z283RLT
EZVWTNA Ao

s FTNAARROETETELAEICBETANR—Y RIEEEH. YNEX—Y RREBHOFMIZOVWT
k. "1 Z28BLTIKEETVWIZR—I RBEGBHNZRET D,

s FINAARRBIAXTITIL, FNAADZUTIILES, T RI—F—0HFH., TNAABBF. T
INAAD Amazon JY—RAF—LA (am) B E, IV RI—HY—OEAZFIETE SE® (PI).
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https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/concepts.html#data-key
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/concepts.html#wrapping-key
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/concepts.html#keyring-concept
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720FF—0O0—T—2 32 EFEAHFPELOBE, NX—2 RREICEBSILXF—2ERATS
EOOF—RI—HNFBETT, F—RVZ—EF, ROBHTEAEZINKT,

« BSF—OEAZMEO AWS 77U NILICTOTZLTRALET,

RETHESILF—\NOT IV EAZEBIZILHIFEATNDF RV —0HICOVWT
RLU

2R
Li\ 1 ZSRULTLKEETV, BELF—%2ERTS

® Note

AWS FIEF—DIFE, F—RUI—RBHXEHELBA., AWSHIEF—I ICK>THHEHE
AWS EhTHY, KR, BE., FATI LR TEEEA. YX—J RFEETR., T74
INTAWS FIEF—ZEAL T, BETF— 2 ZEBNICESILLE T,

NEZ—J REETE., F—RU>—Z2FALTF—TAWSKMS BES{LRREZER TR LT TR
<VIAMARDZD—EERALET. IAMARUS—OFMBICOVWTE., " ORI —ET I AR
2SR L T &L AWS Identity and Access Management,

EE{t¥—ZEXT S

AWS YEZI X ROV —) £/-ld AWSKMS APIs ZFAL TES{LF—%EKTEET,

ESLF—ZERTDICE

" AWS Key Management Service RO Y /N—HA Ry @ "KMS F—0D1ER . OFIBICHWVET,

F—RS—

F—RUI—AT—HMXUKME, AWSKMS F—ADT7 IV tAZHBLET, & AWSKMS F£—I(C
FE120F—RU—DHINEENET, COF—KIUZ—, F—ZFEATEDAWSTIUIN
WEeDERBEERELET, F—RUZ—AT—MXVNEZHEALE AWSKMS F—DOT7 7t
ALFERAOEROFHMIIOVTR, "RU—Z2FALETIELANERE, 2ZRBLTSEEL,

LT, YR=—RBEAWS 7AHIU N AL CRFENATVDF—AOT I EALERARREE
BIDEOICHEATES AWSKMS £F—RUZ—AT—M X2 hOFITY,

{
"Statement" : [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/access-glossary.html#security_iam_access-manage
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{
"Sid" : "Allow access to principals authorized to use managed integrations",
"Effect" : "Allow",
"Principal” : {
//Note: Both role and user are acceptable.
"AWS": "arn:aws:iam::111122223333:user/username",
"AWS": "arn:aws:iam::111122223333:role/roleName"
I
"Action" : [
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncrypt*"
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {

"StringEquals" : {
"kms:ViaService" : "iotmanagedintegrations.amazonaws.com"
I
"ForAnyValue:StringEquals": {
"kms:EncryptionContext:aws-crypto-ec:iotmanagedintegrations": "111122223333"
},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotmanagedintegrations:<region>:<accountId>:managed-thing/
<managedThingId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:credential-locker/
<credentiallLockerId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:provisioning-profile/
<provisioningProfileId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:ota-task/<otaTaskId>"

]
}
}
1,
{
"Sid" : "Allow access to principals authorized to use managed integrations for
async flow",
"Effect" : "Allow",
"Principal" : {
"Service": "iotmanagedintegrations.amazonaws.com"
1,
"Action" : [

"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
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"kms:ReEncrypt*"
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {
"ForAnyValue:StringEquals": {
"kms:EncryptionContext:aws-crypto-ec:iotmanagedintegrations": "111122223333"
},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotmanagedintegrations:<region>:<accountId>:managed-thing/
<managedThingId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:credential-locker/
<credentiallLockerId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:provisioning-profile/
<provisioningProfileId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:ota-task/<otaTaskId>"

}
I
{
"Sid" : "Allow access to principals authorized to use managed integrations for
describe key",
"Effect" : "Allow",
"Principal" : {
"AWS": "arn:aws:iam::111122223333:user/username"
},
"Action" : [
"kms:DescribeKey",
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "iotmanagedintegrations.amazonaws.com"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},

"Action" : [
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"kms:*"

1,

"Resource": "*"
}
]
}

F-ARNTORMIOVTE, "F-ANT ZBRLTLEE,
B S LEE D EH

IEZ—Y REENDTF—RIEE(NEREZEET DI, %ﬂs REES—LL AIZEFH T DHEEN T
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API ON> R

NZ—Y REETAWSKMS F—DIESILREZEE TR -OICEA
E N APIs [& PutDefaultEncryptionConfiuration& ® 2 DT
9F GetDefaultEncryptionConfiguration,

T7A)NOBESREZEHITSICE. ZHVOHLE
FPutDefaultEncryptionConfiuration, MEMICDOWVT

[ PutDefaultEncryptionConfiuration, "PutDefaultEncryptionConfiuration; ZZBRL T K
=L,
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https://docs.aws.amazon.com/kms/latest/developerguide/key-store-overview.html
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DX ZR—2 RiEE AWS loT Device Management FEROYNS—HA K

N Zx—2 R#EE D Identity and Access Management

AWS Identity and Access Management (IAM) (&, BEEEN AWS DY —AANDT IVt AZL2(CHl
HAWS OH—ERA TH5DOICHKILD TT, IAMEEERF, #EFRIA (F1>1) L, HIINER—D

RFEEVYV—ADERZHFTTSD (FTORAFAZHFETS) A 2FHLET, IAM K, EBMESk
LTEATZESD AWSOH—ERA TT,
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AWS Identity and Access Management (IAM) OfEAAEE, O—JILICK>TEAY X,

« Y—ERI—Y—-BELCTIVEATEZVERRE, EBEELCTIVEAFHAZUVIIANLET
("RE=—TZRBREOTAFUVTATAETIEAORNZ TN 1 —F1>2T, #28R).
s Y—ERAEBE-I-—Y-TIOEAZREL, TOCAHAVITIANEERFETS ("XF—IR
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s IAM EEBE -TIOLAZEBEIZLHORI—ZERLET (XX RREDTAT>
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4

bl

TFATFETA4T 14 %FERL -2REE
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JAVTERT YA AVOFMICOVWTEE, TAWS A2 (42 I—H—HA R, ® TAWS 7
AIOVRANDHA A2V TGE) ZZRUTSEZ W,

TO0ZLILDTIOEANDEE. [ SDK & CLIAWS Z8E LTV I AN EZRBES{LLTEZL
£F, FEICOVTE, TIAM I—H—H4 K, ® TAPI USTANCHTBAWS BEN—T 3>
4, BBBLTILKEE W,

AWS 7AHIZ N II—RI1—H—

EERITDEZEFAWS THIUN, £, IXTOAWS O —ERXABIXTF VY —AANDELX

TORAEZEZEDAWS 7HU hroot I—H—EMEND 1 DO A AT ATFTATANH
SHOFET, BENLBRAVICEK., -1 —ZFALBEVLZ@BL<EHOLET, IL—K
A—4¥—RABEHELEETRIRAVIEOVWTE, "IAMA—H—HA R, O T)L—hI—H—F
AEEBABEBRRAT ) Z#ZBRBLTLEEV,

JIFL=FY RFAFYF AT

RARNTZO9FT4ARELT, ABOI—Y—1—BHEFRAER AWS O —ERX Z2#ALTICT
JtATBRICR. DTANAF—EDRTIFL—23 2V 2HATIBEN HYET,

7IFL—T4YRIDE IVE—TSAXF4LOKN), D27 D7ONAR—, £z&F D
YV —ADOFRIEHR AWS O —E A &M L T Directory Service i 79 tRAT51—H—T9,
7IFL—FTYRTFPATFOTATAR, " RNEFALERZRETHO-IILZE5IEZTET,

TOtAE—TEETHBAR. AWSIAM PAFU T AT A £ 2—5BBHLET, HEICOL
Tk, "TAWSIAMTPAFoTA4T4 22— 11— —FHA R, O "IAMTAF T4 T4 2—
Ll BBBLTLEEL,

IAM 1—%—&JI)—7

IAM I—H =&, 1 AOI—HY—FLBG 1207 7VT—2a ICRUTHRENT VAT 2R
DTAFUTATATY, RENAERIEREZE D IAM I—H—0Rb V) (C—BHN SRR EFE
A32cezB8HLET, FMICOVTRK, IAMI—Y—HA RO "D 7ONAFX—EDTITF
L—232ZFEALTIETIOERATRCEZABOI—YF—ICERTD AWS, ZZRL TS EE
Vo

IAM J)L—7"1F 1AM I—¥—nL 9> 3> zEEL, RKEDI—HY—OTF IV LAFTOEERER
ZICLET, HEHICHOVWTE., "TIAMI—YY—HA R, O "IAMIA—Y—ICEETEHI—AT—2A
ESBLTLEEV,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

DX ZR—2 RiEE AWS loT Device Management FROYN—=HA R

I—4%—, JL—7. O—-LLETOAHFTEZENTZICE, BHTRUS—E2RBRITD&LUE
AWS BEER) S —RERITD2ANEETT, FT—AICKERIEROALEZRMHTS IAM HAZI—Y
F—URR—FRERTHICEBFEEEMABIVBETT, I<ICHEBITSICIE. AWSYEXR—D
RRUS—ZFEATEET, chsORDI—R, —BWEI—RAT—RAZ2X—7Y NEHICEDHT
BV, AWSTHIRNTHRATEET, AWSEERU—OFMICOVTE, IAM I—H—FA
R TAWS BEERD S — ZBRBLTLEEV,

AWS H—E Rk, AWS BEERVS —ZHBSLVOEHMLET., AWSEEBRUD —OT UV EAF

AJRREETEREA, Y—EATREHMLVBEEZFIATESZLSICTRLEHIC, AWSYR—I RR
VY —ICHERFEMEND ZENBYNET, COBBOEHRFRIRV—HFTEYFEATVS, ¢

RNTCOTATFoTATA (A—HF—, JIL—T7BL00O0-)) CEEBEEXAET, fTLVWHEENILS

EFSshiBEP. HLLWARL a2 HFERATRICE 2 LBEIC, EY—EAANAWS IZ—2
RRUS —Z2EHMITRARMIREST<BYNET, Y—EAR AWS YZR—I RRUS—HABT7 T+
AHFAZHIBRLEWESD, RUZ—OEMICL > TERFEOT I EAFANBEOhR LS EE
Ao

TSI, @G, BEOY—ERCXREN DI THEBO XIZX—Y RRYZ—AWS ZHR—KL TV
F9, fHlXE. ReadOnlyAccess AWS BRI —E, TXTOHO AWS H—EREDY—ANDF
AV ERT IV EAZRELET. Y—EANFlEZES TS E, BFHLVWARL—->32 &
V—ADFTHBRWVERT IV EAFTAWS ZEMLET., DI THEORI S —0—EH K TFHMAIC
20TR. TIAMI—HY—HA R, O TAWS O 3 JHEONZF—I RRUI —, 28RBLTLKE
=V,

AWS Y &x—2 R7R 1)< —: AWSloTManagedintegrationsFullAccess

AwSIoTManagedIntegrationsFullAccess RUS—Z IAM T A TFUTATAILT Y FTESE
ED

ORI —F, YF—I RREBIVEEFT—EANDIILT IV EAFAEZNELET, TIOR
)2 —ZRTTBDICEFAWS YR X NIV —)L. TAWSloTManagedintegrationsFullAccess J
ZZRLTLEEL,

T ARFA O

CORDVZ—IZE, LTOT IV EAFANFEENATVET,

AWS BRI S — 269


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://console.aws.amazon.com//iam/home#/policies/arn:aws:iam::aws:policy/AWSIoTManagedIntegrationsFullAccess?section=permissions

DX ZR—2 RiEE AWS loT Device Management FROYN—=HA R

- iotmanagedintegrations- c®RUZ—ZEMTS IAM 1—H—, JI)—7", O—-)ILOX

F—I RREBIVCEEY—EANDOTILT IV EAZRHLET,

c iam-FWHTShEZ IAMI—Y—, JI—7, O—IF TH—ERLCU>VEhizO—-)ILz&#k

RTEADRDICLET AWS THIUU K,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iotmanagedintegrations:*",
"Resource": "*"

}I

{

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

iotmanagedintegrations.amazonaws.com/AWSServiceRoleForIoTManagedIntegrations"”,

"Condition": {
"StringEquals": {
"iam:AWSServiceName": "iotmanagedintegrations.amazonaws.com"

AWS Y &x—2 RR1J < —: AWS loTManagedintegrationsRolePolicy

AWS IoTManagedIntegrationsRolePolicy R —Z IAM TP ATV TATAICTRYFTE

x9,

ORI —E, I—H—IZH > T Amazon CloudWatch logs& X MU U A& RITT DT I AFF

JENZ—Y RFEICAELET,

TZDRII—ERRTDICFEAWS IZDX ROV Y=L,
FAWSloTManagedIintegrationsRolePolicy ; 2B L T & WY,

AWS BRI —


https://console.aws.amazon.com//iam/home#/policies/arn:aws:iam::aws:policy/AWSIoTManagedIntegrationsRolePolicy?section=permissions

S

N &x—2 R#EE AWS loT Device Management FROYN—=HA R

T U2 AFFA O

CORDVI—IZE, LTOT IV EAFANFrE8ENATVET,

* logs - Amazon CloudWatch A7 JI)L—7Z %KL, JIL—7ICOTZAN)—32 T F D H#EE
ERELET,
« cloudwatch — Amazon CloudWatch X N 9 A& R1T T2 HEZIRHEL £9, Amazon

CloudWatch X R ZAMOEMAIC DWW Tk, Amazon CloudWatch DX KU O A, #SBLTL
=L

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "CloudWatchLogs",
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*"
]I
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"StringEquals": {
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AWS CLI £2l& AWSAPI D& ZHUOHIT I—H—IZ&k, RPBEBOIAYV=ILT IO AFIZHE
THRBERBERA, RDYIC, BFLESELTVD API ARL—2 3V IC—HT BT 5> 3
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I—H¥—eO-INEIERENZ—2RESAVV I EZFERATEDRRSICTDICEK, ToF1T74
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FEEAWSCLI £k AWSAPI ZERALT7ATSATCOT VAV ERTI DT IVEAHT
FEFENTVET,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
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iam:ListGroupPolicies",
iam:ListPolicyVersions",
jam:ListPolicies",
iam:ListUsers"

]I

"Resource": "*"
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mi:GetWidget PO EAHAAZF >TVEVEEICRETIENTT,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: iot-
mi:GetWidget on resource: my-example-widget
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AWSServiceRoleForloTManagedintegrations Y —EAICU >V hizO—I) k. XOH—ERA%ZEF
FLTO-)LZ5Z22HET,

« iotmanagedintegrations.amazonaws.com

AWSloTManagedIntegrationsServiceRolePolicy E WS BRI OO —ILT V2 ABFAR I —ICKV),
NEZ—D RBREREBEENLEVY—-ALCHLTROT V>3 aRTTEXRT,

« 722 3~:1logs:CreateLogGroup, logs:DescribelogGroups,
logs:CreatelLogStream, logs:PutLogEvents, logs:DescribelogStreams,
cloudwatch:PutMetricData on all of your managed integrations resources.

JSON

"Version":"2012-10-17",
"Statement" : [
{

"Sid" : "CloudWatchLogs",

"Effect" : "Allow",

"Action" : [
"logs:CreatelLogGroup",
"logs:DescribelLogGroups"

]I

"Resource" : [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*"

]

}I
{

"Sid" : "CloudWatchStreams",

"Effect" : "Allow",

"Action" : [
"logs:CreateLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"

]I

"Resource" : [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*:log-stream:*"

]

}I
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{
"Sid" : "CloudWatchMetrics",
"Effect" : "Allow",
"Action" : [
"cloudwatch:PutMetricData"
]I
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"cloudwatch:namespace" : [
"AWS/IoTManagedIntegrations"”,
"AWS/Usage"
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JSON

{
"Version":"2012-10-17",
"Statement" : [ {

"Effect" : "Allow",
"Principal" : {

"Sexrvice" : "iotmanagedintegrations.amazonaws.com"
},
"Action" : [ "secretsmanager:GetSecretValue" ],
"Resource" : "*" ,

"Condition": {
"StringEquals": {
"aws:SourceArn'": "arn:aws:iotmanagedintegrations:AWS Region:account-
id:account-association:account-association-id"

}
}
11
}
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JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :DescribeKey"
1,
"Principal": {
"Service": [
"iotmanagedintegrations.amazonaws.com"
]
}I

"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/*"

1
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LTOAWS 0T XZ—D RBRELIY RRAVNEFVPC IV RRAVREHR—MLTLEE A,

« MQTT I RAKRA 2 N MQTT F/INA Ak, BE. AWSVPCs ATIRRALK IV RI—HY—REIC
F7TOS&Eh3E%H. AWS PrivateLink S8R FE T,

« OAUth d—IUNYOIVRARAVN: ZLOHY—RN—=—FTA—=TSYRNTF—LEAWNS 1T
AR OFYRTEMELAEWVESD, OAuth 70— AWS PrivateLink ®H7R— KO XU v KAL)
x99,

F A AT gEA R

AWS IoT X Z— RIEEVPC IV RRA U NE, XD AWS U—2 3> CERATEET,

« 71+ & (HEP) ca-central-1
« 3—AOY/N(TAILZ> R) eu-west-1

AWS [oT YZ—2 RFAOTAMNEATR E. BMO)—arAfYR—hEnET,
FATFTINAZRY VOYR—BN

AWS 10T XZ—J RIEEVPC IV RARAV RE, IPvA RZ T4V DL IPV6 RS T7 1Y ODEE%E
BR—MLET, RDIPFPRLAZATZEALTVPCIY RKRA NEERTEET,

RLRAZEHTS
RL AZEIV) KT (IPv6-onlyH 7

e IPVA: TV RIKRAKNZYND—=D A2 Z—=T T4 RIZ IPv4
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AWS 10T X Z—2 RIBEEHADA > RA—T7 IAAVPC I RRA VN ZEKRTDICIE
(a>v—Jb)

1. Amazon VPC 2V —)L T Amazon VPC 2V —)LZHEE T,

2. FETF—23URAUT, [TV RRAV N ZBRULET,

B [TV RARA bDER] Z2BRLET,

4. [Service category] (H—E AN FTI) T, [AWS services] (DH—ER) Zi&RL £,
5 U—EAET, AWS =232 IR ITBIT—ERBZERLEY, fi

* com.amazonaws.ca-central-1.iotmanagedintegrations.api
* com.amazonaws.eu-west-1.iotmanagedintegrations.api
6. VPC OFRFE, AWS IoT YX—I RRBICT I AT VPC ZERL F T,

7. BINERE T, 7 #J)L NT Enable DNS name MR hTVET, CORTEFZTOERRIZL
THLLEEZHBHOHLET, ChIZKY), AWSIOoTIXR—I RFEANT VY OH—ERIT Y RR
ARADY)ITARND Amazon VPC I RIRA >V NCEBRENE T,

8. [H7RYRNICKKE, IVRRAVRRYRND—=IA4 =T IAADEREEBZDTTZY NE
BIRLET, PRATEUTF A=V =2 TRY NE 1 DBIRTEET,

9. [IP address type] (IP 7 RLADZRA )T, ROFAT7>arHhsBRLET,

e IPv4: IV RIRAVRNRZRYND—=DA 2 R—TIAAIZIPvA T RLAZEI)HTS

c IPV6: TV RRAVRNRYRND—DA2VR—TIAAICIPv6 T RLAZEIV)HTS (BRL T
RNTOYTZY M IPVB-onlyTHBBARICDHKHR—R)

c FATINAZY U:IPvA FRLAEIPV6 PRLAOEFZELIY RRAVNZRY ND—D14>
B—TIARAICEIVHETS

10[Security groups] (EF¥ 1V F 1 JIN—T) T, TVRRA VKRRV ND—DA4 B —T T4 AICH
ENH2EF1VTAIN—TZ2BRLUET, EF1VFT4TIL—TI—ILTR, IT>RKRL>
RZRYRD—OA42Z—TI(ARE, Y—ERELEEBETSZ VPCAHOUY —ABOBEZHTT
PRENBYET,

MRV —TINTOEREERL, 1 VZ—TIA ATV RRANEOITXRTOD Y —RICH
FTE2INXNTOTIINILICKRBDIRNTOARL =23 &2FATLET, PUVEAZFHRTSIC
&, DAZL ZBIRL, RUZ—ZEELET,

12(F7°23a) 2T #2EBMTSICIE, [Addnewtag] (FTL WER T ZEBMN) ZBIRL, TORTDF—
EEZADLET,

13][T RARA NDOEK] ZIBIRLET,
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oT NZX—P RIFEDA >V RA—TIAAVPC I RIRAY NEERTBICIE (AWS
CLI)

create-vpc-endpoint N> RZFEHAL T, VPCID, VPC IV RRA VI NEALA T (A RX—T I A
A), Y—ERB, IVRRAV N EFERTRIH TRV N, BRIV RRAVINZRYRND—D014>
R—T7IAAICEENS T 2EF2VT1TIIL—T2EELET,

aws ec2 create-vpc-endpoint \
--vpc-id vpc-12345678 \
--route-table-ids rtb-12345678 \
--service-name com.amazonaws.ca-central-1l.iotmanagedintegrations.api \
--vpc-endpoint-type Interface \
--subnet-ids subnet-12345678 subnet-87654321 \
--security-group-ids sg-12345678

VPC I RRAZNDT A

VPC IV RRAV RNEHERL =S, VPCHD EC2 1 VARV AN S AWS loT Y Zx—2 RIEEIC
APIJ—)LZ{T5 LT, HERETANTERT,

BIiR SR

« VPCAHAD T ZAR—KNYTZXYRNADEC2 A VARV A
« AWS IoT X R— REEEARL —2 32 QOEYE IAM 7O AT

« VPC IV RARAZVRADHTTPS RS T74 YU (R—h 443) ZFF A TH X1 T4 TIL—7
L=

ERZeTANTD

1. 75AR—RNYTZY NO AmazonEC2 1 VAR AICEHZELE T,
2. 754 ~X—K~DNS &M DNS fBREEIALET,

dig api.iotmanagedintegrations.region.api.aws

3. HTTPS ##iZ# T AN T %:

curl -v https://api.iotmanagedintegrations.region.api.aws
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4. AWS lIoT X Z—2 REEE API O—J)LZRTLET,

aws iot-managed-integrations list-destinations \
--region region \
--endpoint-url https://api.iotmanagedintegrations.region.api.aws

Z AWS U—2 3> (Ix&ca-central-1) regionlCcEEHA X T,
VPCIVRRAVRNENLE T —EAANDOT I ADHIH

VPC IV RARARNRIS =G, IVRKRAV N EERTEREEITZEEICAVEZ—TIAA
VPCIZVRARAVNITEYFIDIAMUY—ARIS =TT, IV RKRAZ SNOERKEIZAKY
S—#TEYFLBEVWEE, Y—EANODTLT IV ERAZHATEIT7AILNORIS—HFTRY
FEhET, TVRRAZRNRUD =, IAMA—F—RUS—PH—ERABEORI>—%ZLE
E, FLREEMATERA, ChiF, THMAEEENSEEETAIEY—EANOT I EAZHETD =8
DRIDORIS—TT,

FMMEER DR S—IE, JSONFEX TR ITHILEN HVET, FMIC OV T, Amazon VPC 11—
H—HA ROVPC I RIRAVNIZKDY—EAOT7 VA O—=)LZ5BLTLSEETL,

fBl: AWS IoT XZ—2 RFEET 023> OVPC LI RIRAV KRR —

AWS IoT N Z—Y RIEEDI Y RIRA 2V RNRUS—0FIZERIZRALET, ORI —IE, VPC I
VRRANENUTAWS 0T YEZ—2 REBSICESETA 1I—H—ICREREENODTIVLEAZHFTL
T, FABFEBROYH— DT IO tEAZEELET,

{
"Statement": [
{

"Effect": "Allow",

"Principal": "*",

"Action": [
"iotmanagedintegrations:ListDestinations",
"iotmanagedintegrations:GetDestination",
"iotmanagedintegrations:CreateDestination",
"iotmanagedintegrations:UpdateDestination",
"iotmanagedintegrations:DeleteDestination"

1,

"Resource": "*"

1,
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{

"Effect": "Deny",

"Principal": "*",

"Action": [
"iotmanagedintegrations:ListCredentiallockers",
"iotmanagedintegrations:GetCredentiallLocker",
"iotmanagedintegrations:CreateCredentiallocker",
"iotmanagedintegrations:UpdateCredentiallocker",
"iotmanagedintegrations:DeleteCredentiallocker"

1,

"Resource": "*"

}

Bl: BED IAMO=IANDOT Ot A%#IBETS VPC I RIRA MRS —

ROVPCIVRIKRAVRNRID—F, EEFI—VICEBEENEIAMO-/ILEEDDIAM T U
NILIZKLTDHR, AWSIoT YR—2 REEENODT7 IV EAZHFALET, OIXNTO IAM T >
NNET O AZREEENET,

{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:role/
IoTManagedIntegrationsVPCRole"

X
}
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* CreateCloudConnector

* UpdateCloudConnector

* GetCloudConnector

* DeleteCloudConnector

* ListCloudConnectors

* CreateConnectorDestination

* UpdateConnectorDestination

* GetConnectorDestination

* DeleteConnectorDestination

* ListConnectorDestinations

* CreateAccountAssociation

* UpdateAccountAssociation

* GetAccountAssociation

* DeleteAccountAssociation

* ListAccountAssociations

* StartAccountAssociationRefresh
* ListManagedThingAccountAssociations
* RegisterAccountAssociation

* DeregisterAccountAssociation

* SendConnectorEvent

* ListDeviceDiscoveries
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/EXAMPLE",
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKYSBQSCGRIC",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAZOZQFKYSFZVB2J2GN",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2025-06-05T18:26:16Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2025-06-05T18:30:40Z2",
"eventSource": "iotmanagedintegrations.amazonaws.com",
"eventName": "CreateCloudConnector",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.44.0",
"requestParameters": {
"EndpointType": "LAMBDA",
"Description": "Manual testing for C2C CT Validation",
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"ClientToken": "abc7460",
"EndpointConfig": {
"lambda": {
"arn": "arn:aws:lambda:us-
east-1:111122223333:function:LightweightMockConnector7460"
}
},
"Name": "EdenManualTestCloudConnector"
},
"responseElements": {
"X-Frame-Options": "DENY",
"Access-Control-Expose-Headers": "Content-Length,Content-Type, X-Amzn-
Errortype, X-Amzn-Requestid",
"Strict-Transport-Security": "max-age:47304000; includeSubDomains",

"Cache-Control": "no-store, no-cache",

"X-Content-Type-Options": "nosniff",

"Content-Security-Policy": "upgrade-insecure-requests; default-src 'none';
object-src 'none'; frame-ancestors 'none'; base-uri 'none'",

"Pragma": '"no-cache",

"Id": "f7e633e719404c4a933596b4d0cc276e",

"Arn": "arn:aws:iotmanagedintegrations:us-east-1:111122223333:cloud-connector/

EXAMPLE4Q4c4a933596b4d0cc276e"
},
"requestID": "c@071fdl-b8e@-400a-bcc@-EXAMPLESe4",
"eventID": "95b318ea-2f63-4183-9c22-EXAMPLE3e",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EZAMPLE",
"arn": "arn:aws:sts::444455556666:assumed-role/Admin/EXAMPLE",
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"accountId": "444455556666",
"accessKeyId": "EXAMPLERJ26PYMH",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLE",
"arn": "arn:aws:iam: :444455556666:role/Admin",
"accountId": "444455556666",
"userName": "Admin"
I
"attributes": {
"creationDate": "2025-06-10T23:37:317",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2025-06-10T23:38:07Z2",
"eventSource": "iotmanagedintegrations.amazonaws.com",
"eventName": "ListDiscoveredDevices",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-runtime/2.4.0",
"requestParameters": {

"Identifier": "EXAMPLE4f268483a17d8060f014"
},
"responseElements": null,
"requestID": "27aelf6l-e2e6-43e4-bfl7-EXAMPLEa568",
"eventID": "34734e81-76a8-49a4-9641-EXAMPLE28ed",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "444455556666",
"eventCategory": "Management"

CloudTrail LO—ROABICDOWVTIE. TAWS CloudTrail 1—HY—44 R, ® "CloudTrail record
contents; ZZBL TS EEL,
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