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https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
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ERTVEAEEZFE DI Y- LTHI212TF2B

c AMTPATEYTATAEYE—DI—F—ELTHA VAV TREE, IAMTAFUTATA
B A—DI—H—DEREICE X—LT7 RLAKBREEhEY 121> URL ZEALET,

IAM 7 AFoTAT4 28— —F—FRALTHA A2 FTBFELCODVTE., TAWS #
4 >4 > User Guides ® "Signing in to the AWS access portal; 228 L TS EE L,

EBMOI-—Y—ICTOEAEZEVEHTS

1. IABMZATFTATA4E232—T, R/MEFEOT OV LAFAEZBATDIEVSRANT S
TARCELAETOEAFTEY NEERLE T,

FIEIZOVWTE., TAWSIAMTZ7AF>oFA4TF14 12202 —1—H—HA R, O THEREBEEER
T21 BSBLTLIEEL,

2. IIN—=TC1—Y—%&E)UT, TOIIN=TIC220TNBA AT OAERZE)HTE
9,

FIBEIZOWTEE, TAWSIAM 7 A F> T4 74222 — 11— —7 A4 R, O "Add groupss %
ZRLTEEL,

CNSDRAIVTRE. AWSTAHIUKN EA—H—ZZDTHIOMNOEREERTERLET,

EE'HAR

COFI—NUTIILTR, EHNBEEORE. T7—LDERE. EEFROHER. SLUVEETR
HENEEEOBRMOGEICODVWTHALET,

NEY D

- BIREZMH

c EEFIVOZEMLTD

- EERRERTTD

 EERREOBNT VI I OER

- EEFRICENEEZERATS

« AWS loT Device Defender 52 IAM O—J)LDER (A 73> )

- SNSEHAEZEMICTD (F7>3)

EEHAR 9


https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html

AWS loT Device Defender AWS loT Device Defender RO Y /N—H 4 R
« HABRX—XZF—IRF—OTIVEAHFAZRETD (7> 3Y)
 (A7ay)OJRBREEMLTS

BB SR AF
SOFI—RNUTLERTIBICE. UTFHFLETT,

c AWS PHUY R, ChERB>TUEWERR, REESBLTIEEL,

EEFIvOoREMLTS

ROFIETE, THADY RBRETFNAAOREERI) Y —ZR/ANT, EF1UT A HENREETh
TWBCELZBRLET. cOFI—-—RMUTILTRE, IXNTOEEFIVIZBMICIISZZLELT
WETH, FEOFIVIZBIRTEXT,

EEREE. 1 AHLEYOT/INA A (AWS loT ICEFEhET7 VR TFNARA) S ORET
T LENST, EEFIVIZEBMELGHIBRLTE, COBEEZFERAITIROEBAOEREICE
EELEEA,

1. AWSIloT OV —)ZMAEET, TES—>3aRA2T, [EF21VFTa]1ZEBRAL, [12b
AOXo<ar] &&RLET,

2. [AWSIloT ¥ a1 UTEEZBE] ZBRLE T, EEF IV IRBBHNICAICAYE
£

3. [BEE|ZEMHL., [RE)|ZERLTEEFIVIZRRLET, EEFIVIDORMZERTS
&, BEBEFIVIOEBWMICODVTHRTER T, EEF IV IOFMICO VTR, [BEETFI Y
1 BBBLTLEEL,

4. (A723aV)ERLEVO-LIBRICHZEERE. [VT—EAOT IV AERZEE] 28R,
—ErsO—-)LZBRLT, [EF 2BRLET.

EEGRZRTTD

ROFIETRE, EEERERTIBDFEZRLET, COFI-RNITIITR, EETFIVIZEN
It F1—-—NUTITRETNEEETFIVIVNEERREZHILE T,

BIRSRAF 10


https://docs.aws.amazon.com/iot/latest/developerguide/dd-setting-up.html
https://console.aws.amazon.com/iot
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-audit-checks.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-audit-checks.html

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

EEFERZEZRRITDICIE

1. AWSloT AV VI ZRHEXRT, TETS—>32RA2T, [EF2 VT 1], [EE] DIECER
L. &R Z2BRLET,

2. RAEIIEERATID1-)0[ER] ZBRLET,

3. BEEROFI VIO [BE] TERHRARXCZERTDE, AT FA T AFENOERNI KRR
TIhET, FTEEFIVIEBERILTDIHEDHAAAILDVWTRK, "BEEFIVJEEH, &
SBLTLEEL,

EERROBNT V> 3> OFER

LLTOFIETIE, AWS loT Device Defender Audit Mitigation Action Z#ER L T. AWS loT OJ &
EEMILET., FEEFIVIICRK., XVEVIENEENT O a &I ET, Chik, BE
THEEFI YV IMAICEIRT S [Action type] (T V23 0EH) ICHELET, FMAICO VTR, &
M7O>arEsRBRLTLEEY,

AWS loT AV =) Z2FERALTERMT V>3 > Z2ERT D ICE

1. AWS loT AV —)LZRAEEXT, TES—>23aRA2DT, [EF21 VT 4], [BE] OIEICEEFH
L. [BRT77>3aV]Z2BRLET,

2. [Mitigation actions] ({8F1 7 V> 3>) R— T, [Create] ({ERK) ZiBIRL £,

3. FHLLVEBRT7I3aVZEERTIIR—DO [TV HE]
\Z. EnableErrorLoggingAction BEDBEBET V> a>N—EDRZFEAINLET,

4. [FO>3>BA7] T, [AWS loT OJREEZEMICTS] 2 BIRLET,

5. [7OtA#ER] T, [O—)ILOEK] Z2FBRLET, [O—ILE]
T. [IoTMitigationActionErrorlLoggingRole] AL ET, LT, [{EK] Z&IRL
7,

6. [INZX—Z]0[OJE&ENPO—IL] T, [IoTMitigationActionErrorLoggingRole] %&i#EiR
LET, [ATJLAXRI] T, [Error] ZBRLET,

7. [MERK] ZBIRLEXY,

EEMRCENEEZERTS

ROFIETE, BAT 0232 2EEBRRICBERAIZHEZRLET,

EEFEROENT I3 OER 1


https://console.aws.amazon.com/iot
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-mitigation-actions.html#defender-audit-apply-mitigation-actions.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-mitigation-actions.html#defender-audit-apply-mitigation-actions.html
https://console.aws.amazon.com/iot

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

THEHENEERREZENIZICE

1. AWSIloT AV V- ZREXRT, TET—>32RA2T, [EF2VT 1], [EE] DIECER
L. &R Z2BRLET,

MSTIEEFRZBRLET,
RREWIALET,
[Start mitigation actions] (M7 0> 3> ORK) Z2FIRLET,

[OJ RN '] T, HUBIIZER L BB 7 V232 EnableErrorLoggingAction Zi#IRL
£9, BELCHLTZEHIC, FEROREBREICHETN BT Va2V EZRBIRTEET,

ERI-RZ2ERIZ| T, EEFIVITRENEERI-RZERLET,
7. [BARAVZRK 2BRLET, BERTIVZIVHARTENDIRTHIDN DB EENBUET,

o & 0N

o

BT OaAHBEEL L 2RI BICIE
1. AWSIoT OV =IO FES—23aRA2UT, RE] ZERLET,
2. [H—EROY]1 7T, [AFL AR D Error (least verbosity) THhD & ZHRLET,

AWS loT Device Defender B5& IAM O—I)LOER ( 7> 3> )

RDFIETIE. AWS loT AD AWS IoT Device Defender 5t & ElY) 7 O AEZIRH TS AWS loT
Device Defender B52 IAM O— /)L Z4ERK L £ 9,

AWS loT Device Defender O —E AO—)LZERT B (CE (1AM IV =)L)

1. AWSNZXZ X RNIAVY—=NL Y42 42U T, IAM 2V =)L hitps://
console.aws.amazon.com/iam/ ZBZ £,

2. IAMOVY=ILOFESF—2a>RA42VT, [A=I)]. [A—IZEKX] ZBIRLET,

3. AWSOH—EZXA0oO—-IEZA47ZBRLET,

4. [TDMDO AWS O —EADI—AT—A] T, [AWS loT] Z:#IRL . [loT - Device Defender
Audit] ZERL £7,

5. [RN\] ZEBRL %7,

6. (A723U)TOELAFANERERELET. cOT RNVARMEERL, Y—EAO—-ILTHE
RATEERIN, Y—EARALCVZ7ZnEO-ILTREHYEE A,

AWS loT Device Defender B2 IAM O—JLOER (A 7> 3> ) 12


https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

[Permissions boundary] (7 7 2 AFAIDIER) V> 3> ZEMAL . [Use a permissions
boundary to control the maximum role permissions] (7 7 EAFTOERZFEAL T, O—ILD
TORAFAOLRZHBRETS) ZERLET, IAMICE., SBLEZOTHT2 NAD AWS ER
RUS—ENAEIN—BBRI—OQUARNFHYNET, TOEAHFAORRIZERATERY
S—%BRTBH, [RUD—ZER] ZBRLTHLVWI SO RT2EE, HILLRDVS—%
TONSERLET, FHMICOVTIEE, TIAM I—Y—HA Ry @ "IAMAKR) > —0ER, %=
SBLTILKEEV, RUS—ZERLES, TOXTZHALUTROXTICRY ., POERAFAD
BRELVLTEATARIUD—Z2BRLET,

7. RN ZERLET,

8. —cOO—-IIDENZRAILPI<KIZO-IILBZANLET, O—IILBRFEAWS THIY
NT7HAHIDVRAT—ETHIBENfHYVET, ANFEPMXFREBEhELEA. flX
(&, PRODROLE & prodrole EWVWSO— /LB EMAERTDIELEFETEFRLEA, Z<DOIYV
TATALK)O-INSREND Y, ERRICO-IINBZEETDIERFTEEE A,

9. (#7732 a>)[Description ()] (Cik, FILLWO—ILOFHBEZADLET,

10. [Step 1: Select trusted entities] (AT Y 7" 1. FEEA LT 1 T 1 OER) £ /=& [Step 2: Select
permissions] (AT ¥ 7" 2: #RDIBR) Ot o> 3> T [Edif] |w®E) Z2#RL, O—ILOI1—A
T—ALIERZZEELET,

M. (A723)BTEF—NJ1I—RTFELTTRYFLT, XE&F—221—H¥—ICEMLE
T, IAMTORITOFERICETAFHFEMCOVWTIEE FIAM I—HY—HA4 Ra ® TIAM UV —AIC
2R3, 2ZRLTLEEV,

12. O—)LiEHZz#RAL. O—JLOER 2BRLET,

SNS BHIZBMICTD (F7>3)

ROFIETIE, Amazon SNS (SNS) BHIZEMICL T, BEETTEEO VY —ANFEE i E
ICBELET, COF1—NUTILTR, BEEFIVIEZEMELTZ Fa—KNUTILTEMICLE
EEFIVIOBHNZRELET,

1. FERELTVEVEEGE, AWSYEZIXRIVY—IIL BHTSNSAD
TORLAZRMBIDZIRIS—ETEYFLES, chETDICE, TIAM 11—
B—HAR, O TIAMI—H—TIN—TANORI>—OF XY F 1 OFIRICH
T. AWSloTDeviceDefenderPublishFindingsToSNSMitigationAction 7R1) > —%#IR L £ 7,

2. AWSIloT OV —I)IZBEEXT, TES—>3a RAVT, [EF2UT 1], [EBEE] DIEICER
L. [RE] ZBRLET,

SNS BHEEMCTS (A7 3>) 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-start
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_attach-policy.html
https://console.aws.amazon.com/iot

AWS |oT Device Defender AWS loT Device Defender RO Y /N—H 1 R

3. [Device Defender DEEERZREI| R—Z DO TPICH B, [SNSTZ—RZBEMICTS] ZBRLF
CB

4. [B%h) ZBIRLET,

5. [FEY DL FLWREY JZER] OIEICERLET. NEY I IoTDDNotifications &
WSBEIZM T, [EK] ZIBIRLET, [O—JL]ICIE. TAWS loT Device Defender E5 & IAM
O—)IOER (A7>32 ) 1 TERLEO-ILZEIRLET,

6. [EF) ZBIRLET,

7. Ops 7Y RTA—ALTE X—=I)L®THFANZ Amazon SNS BHTEZEELLVEEE., T1—
H—iB41(Z Amazon Simple Notification Service Z#FH 25 1 ZSBL TS EE L,

DARN—ANZ— RF—OT IV EAFUERETS (F7>3)

(® Note

CDEREE. AWS IoT Core DHARN—NZR—I RF—ICATRNALTLVBRBAICOH
M\ET T, RERE®O AWS loT Core BESLDEFFEMIC DOV T, TAWS loT Core TORER
DTF—ZNEEIL, 2SBLTLSEETL,

REBRED AWS loT Core BE St THARNY—NFR—T RF— (CMK) ZBEMIZLTVBHEE, AWS
loT Device Defender EETHEHAE NS IAMO—J)LICE, T—RX%2ESITHLEOOEBMOT VA
ANBETT, CNSOTIVAFAN ZV\WE, EBEARL -3 IFRBELULET,

AWSIoTDeviceDefenderAudit EEBRU I —ICIE, BR/DIFEOFRAICH> T, BitLD
kms:Decrypt PV EAFAREEFNEEA. NAIN—NXZX—I RF—ZFEHATDEEEF. Chs
TOEAHFAEZFETCEEO-INICEBMNTZIHEN BV ET,

AWS |loT Device Defender B5Z IAM O—)J)LIC KMS 7V AHFAZEBMTDICIE

1. AWSXZRZ X RNIAVY=ILIZHAL4242L T, IAM 32 =)L hitps://
console.aws.amazon.com/iam/ ZH& £ 7,
2. FEF—=23arR42>T[A—)L] £&RL., AWS loT Device Defender B5 2 IAM O— )L DERK
(A7232) TERLULEO-LNELGEESZTEOBABRICEEL O-LZKRELET,
. A-)LBEBERLT, FHER—DZREXT,
4. [FORAFUZRTT[7IOAHFTOEM ZBRLES, [1054 KR —DOEK] iR
LET,

NABI—IR—T RF—OT I AFAZRETS (A7 3Y) 14


https://docs.aws.amazon.com/sns/latest/dg/sns-user-notifications.html
https://docs.aws.amazon.com/sns/latest/dg/sns-user-notifications.html
https://docs.aws.amazon.com/iot/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/iot/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSIoTDeviceDefenderAudit.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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5. [JSON] X7 %&IRLTRDODARIS—EANLET, REGION, ACCOUNT_ID, KEY_ID % AWS
KMS ¥ —DFFICEE]RAET,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kms:Decrypt"

15
"Resource": "arn:aws:kms:REGION:ACCOUNT_ID:key/KEY_ID"

}
]
}

6. RN ZBIRLET,
7. [RUZ—FlICHA V)P TVAEE (DeviceDefenderAuditKMSDecrypt &) ZA DL F T,
8. [Create policy] (R > —DERR) ZBIRL £,

(F72ar)OJRE&geBWLTS

COFIETIE. AWS IoT A" CloudWatch Logs ICTERZLRR TEDRDICTAIHEICODVTHALE
T, chicky), BEEFRZRTRTEFRT, OJVEREZBMCTRE, HENFrRETIBEENHYE
CB

OJREFEEMCTDICE

1. AWSIloT AV V- ZRHEXRT, TES—>32R(2 T [RE] 2BRLET,
2. [AY]1T, [AYV0EE] ZBRLET,

3. FLWO—=J] T, [A—ILOER] ZI2VY I LET, O—JLIC AWSIoTLoggingRole £WNS
BHZENAT., MEK]) ZBRLE T, RUS—RBEBNICTEZYFEhET,

4. [ATLRILT, [FNYT (BRERAR)] ZERLFT,
5. [EF ZBRLFET,

(A7arv)ynJEgezqwLs s 15


https://console.aws.amazon.com/iot

AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

ML Detect i1 R

(® Note
ML Detect I&, ATOU—23> TR IFMAVELETEREA,

C FPOTNRYT 499 (RL—T)

CORBAEDHA RTRE, BHEE (ML) ZEAL T, FNAALSOBEXRN)IVATF—RICE
SVWTHEEESNDEEDTETIL EHEMR T S ML Detect Security Profile Z#ER L £9 . ML Detect (Z &
5MLEFINOERPIC, EBRAZEHRTEET, ML EFILOBER, T7—LZBRENICEKT
BLRUOAEL, BECNLEBEEZENTEET,

ML Detect ZSTHZ API AN REKXT CLIOXY Y ROFMIZIOVTE, "MLEEH) 283RLTL
EEWV,

COEICE. UTOEI2IVHFEENATVET,

- BIREKH

« 12V —)L T ML Detect ZFR T2 5%

» CLI T ML Detect ZFR 932 5%

Bl RR SR A

c AWS PHIY Re ChER>TUAWESR, REESBLTIEEL,

Y —)LT ML Detect 2R T2 5%

Fi—-KUTIL

« ML Detect ZE1LF%

s MLETINDAT—RAZERTD

« ML Detect 72— LZHEFEI D

s ML7Z5—LEWHAETS

s T72—LOHEBREZN—TUTD

s BESNETFNAADBBZENTS

ML Detect 1 R 16


https://docs.aws.amazon.com/iot/latest/developerguide/dd-setting-up.html
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ML Detect ZEM{LT 3

RDFIETIE, 0>V —I)LT ML Detect ZRETRDHEICODVWTHBALET,

1. &9, ETFLORENBERNL—ZDTEEHROLHIC, T/NA4 AN ML Detect DHRNEHXTE
BENTVWRECBILHL2 T, BEEBIRNT—FRAVNEERTDEZ2HALET,
T—RREEEHBICE. EFIVFTATATTAINNFZ—TYN(E/EEEE/ OTIL—T
THIFENHVET) CHRELCTEYFERTVRLSICLET,

2. AWSloT AV =)D+ ES—>3a>RA2 T, [Defend] (B5f) ZEBBEL £, [Detect] (&
H). [Security profiles] (22115« 7’07 7 4 )L, [Create security profile] (¥ 21U F ¢ 7O
77 A4 I)LDOYERK). [Create ML anomaly Detect profile] (ML EE®REZ' O 7 7 14 )L DIERK) DIEIC
BRLET,

3. [Set basic configurations] (BN EEREZME) R—I T, UTZERITLET,

« [Target] (Z—47'Y N) T, =Y RFNARATIN—T%BRLET,

* [Security profile name] (EF*¥ 174 7O77A4I)LR) T, X1V FT47O7 74 OAEH
ZADLET,

« (#7233 2) [Description] (iBH) T, ML7O7 7A ) OB HRPZTLATEE T,

- [Selected metric behaviors in Security Profile] (¥ 2174 707 74 )L TOBERE =X K
DOAQOEE) T, BERITBIXRNIIRAZERLET,

>V —)LT ML Detect ZfE T2 5% 17


https://console.aws.amazon.com/iot
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AWS loT Device Defender Detect Security Profiles Create ML Security Profile

Step 1

Set basic configurations i«

Select target and metrics that you would like to configure for your ML Security Profile.

Set basic configurations
Step 2 - optional
Security Profile basic configuration

Step 3
Target

All registered things 3

Security Profile name

Srart_lights_ML_Detect_Security_Profile

Entar a unique name containing only: letters, numbers, hyphens,
or underscores. A Secur Ly Profile name canneot contain any

spaces.

Description - eptional

ML Detect security profile for monitoring smart lightq

Selected metric behaviors in Security Profile (&) nfo
You can assass how your fleet of devices is operating across the following metric behawiors.

Add cloud-side metric ¥ Add device-side metric ¥

Datapoints

. Datapoints o
. ML Detect required to . MNotification
Metric Type i R required to
confidence trigger £
clear alarm
alarm
Authorizatio
. Cloud-side High 1 1 Suppressed
n failures
Connection
Cloud-side High 1 1 Suppressed
attempts
Disconnects Cloud-side High 1 1 Suppressed
Message
_ < Cleud-side High 1 1 Suppressed
size
Messages
Cloud-side High 1 1 Suppressed
received d i
Messages
cent 9 Cloud-side High 1 1 Suppressed

BTLES, [Next (RN\)] Z:BRL X T,

4. 1VJRZ KD [Set SNS (optional)] (SNS DFEE (F 723 V)R—=DT, FNA AN 70774
ILOEEICERLESENDTS—ALBHO SNS REY U EIEELET, BIRL = SNS hEY
VTRITIDEHICEATZ IAMO-I)LZBRLET,

SNS O— )L ZFEFHF > TV BRWEERF., ROFIEICH ST, LYEEBDEYNET IV AFTL
EEEREZHF O>O-ILZERLET,

>V —)LT ML Detect ZfE T2 5% 18



AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

c IAMOVYV—)LIEBEBLET, FETF—>3a R4 T A ZBRLEE, [O—LOE
K] 2 BRLKXT,

c EEENLEIVTATADRATEER] T, [AWS OY—ERX] 2BRLET, TOH%,
[Choose a use case] (1— AT —AMi&EIR) T [loT] Zi#IR L. [Select your use case] (I1—
AT —AMiER) T [loT - Device Defender Mitigation Actions] ZiZIRLET, TTL L
5., [Next: Permissions] (X\: 7 O A Z#IRLE T,

« [Attached permissions policies] (7 Y FENT V2 AFHAR > —)
T. [AWSIloTDeviceDefenderPublishFindingsToSNSMitigationAction] AMEIREhTWB Z &
ZHERRL TH S, [Next: Tags] (RN\: ) ZiBIRLF T,
1 ° 3 4

+ Attached permissions policies

The type of role that you selected requires the following policy.

Filter policies ~ Q search Showing 6 results
Policy name « Used as Description
» AWSIloTDeviceDefenderAddThingsToThingGrou..  Permissions policy (1) Provides write access to loT thing groups andr...
» AWSloTDeviceDefenderEnableloTLoggingMitig.. ~ Permissions policy (2) Provides access for enabling loT logging for ex...
» AWSloTDeviceDefenderPublishFindingsToSNS... Provides messages publish access to SNS topi...
» AWSloTDeviceDefenderReplaceDefaultPolicyMi... Provides write access to loT policies for execut...
» AWSloTDeviceDefenderUpdateCACertMitigatio... Provides write access to loT CA certificates for ...
» AWSloTDeviceDefenderUpdateDeviceCertMitig... Provides write access to loT certificates for exe...

» Set permissions boundary

* Required Cancel Previous Next: Tags

- [Add tags (optional)] (Z % MBI (A7 3>) Tk, O—JLICEERTZ T ERMTE S
T T LS, [Next: Review] ZiBIRL E T,

 [Review] (LE21—) T, O—/LICEBZ
7. AWSIloTDeviceDefenderPublishFindingsToSNSMitigationAction A" [Permissions] (7 7 &z
AFFH) OTICRIRE N, AWS service: iot.amazonaws.com A" [Trust relationships] (15 %8 B3 &)

>V —)LT ML Detect ZfE T2 5% 19


https://console.aws.amazon.com/iam/

AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

DRICKRRENTVDREEBRLET, KT LES, [Create role] (A—ILDERKR) ZEIRL
S

Identity and Access
Management (IAM) 1

Roles > Sample-SNS-role
Delete role

Dashboard

Access management

Summary

Role ARN

Role description

arn:aws:iam::049832161882:role/Sample-SNS-role fa

Provides AWS |oT Device Defender write access to publish SNS notifications | Edit

Groups Instance Profile ARNs [val
Users Path /
Roles Creation time 2020-12-21 1713 PST
Policies Last activity Not accessed in the tracking period
Identity providers Maximum session duration 1 hour Edit
Accolnt seftings Permi Trustr lips Tags Access Advisor Revoke sessions
v Access reports
Aeckas walioe ~ Permissions policies (1 policy applied)
Archive rules © Add inline policy
Analyzers
Settings Policy name ~ Palicy type «
» WP AWSloTDeviceDefenderPublishFindingsToSNSMitigationAction ~ AWS managed policy X

Credential report
Organization activity

Service control policies (SCPs)

Identity and Access
Management (IAM)

4

Dashboard

Access management

» Permissions boundary (not set)

Roles > Sample-SNS-role

Summary

Role ARN

Role description

Delete role

arn:aws:iam::049832161882:role/Sample-SNS-role (7]

Provides AWS |oT Device Defender write access to publish SNS notifications | Edit

Groups Instance Profile ARNs 7]

Users Path /

Roles Creation time 2020-12-21 1713 PST

Policies Last activity Not accessed in the tracking period

Identity providers

Account settings

Access reports

Access analyzer

Maximum session duration

Permissions

Trust relationships

1 hour Edit

Tags Access Advisor Revoke sessions

You can view the trusted entities that can assume the role and the access conditions for the role. Show policy document

Archive rules Edit trust relationship
Analyzers Trusted entities Conditions
Settings The following trusted entities can assume this role. The following conditions define how and when trusted entities can

Credential report

Organization activity

Trusted entities

assume the role.

There are no conditions associated with this role.

The identity provider(s) iot.amazonaws.com

Service control policies (SCPs)

Q, Search IAM

5. [Edit Metric behavior] (X M) 0 AQEBEDIRE) R—2 Tk, ML OBMEDREZHARXIA X
TEET,
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AWS loT Device Defender

Step 1

Set basic configurations

Step 2 - optional

Edit metric behaviors

Step 3

Detect Security Profiles

Create ML Security Profile

Edit metric behaviors - optional

Update ML behaviors with behavior name, alarm criteria and notification settings.

Edit metric behaviors

Authorization failures

Behavior name

Authorization_failures_ML_behavior

Datapoints required to
trigger alarm

1

Datapoints required to
clear alarm

1

Metric

Authorization failures

Notifications ML Detect confidence

Suppressed ¥ ‘ ‘ High ¥

Bytes in

Behavior name
Bytes_in_ML_behavior

Datapoints required to

trigger alarm

1

Datapoints required to

clear alarm

1

Metric

Bytes in

Notifications ML Detect confidence

Suppressed ¥ ‘ ‘ High ¥

Connection attempts

Behavior name

Connection_attempts_ML_behavior

Datapoints required to

trigger alarm

6. #TLES, [Next (XN)] ZBIRLE T,

7. [Review configuration] (X E D) R—2 T, HMEE CERT 3 BEZHER

ZERLET,

Datapoints required to

clear alarm

Metric

Connection attempts

Notifications ML Detect confidence

Suppressed ¥ | | High ¥

. [Next] (X~)

>V —)LT ML Detect ZfE T2 5%
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AWS loT Device Defender
Step 1

Set basic configurations

Step 2 - optional

Edit metric behaviors

Step 3

Review configuration

Detect Security Profiles

Review configuration

Edit ML Security Profile

Security Profile basic configuration

Profile name

Smart_lights_ML_Detect_Security_

Profile

Target

All registered things

Description

ML Detect security profile for

monitoring smart lights

Selected metric behaviors in Security Profile

Behavior

name

Authorizatio
n_failures_
ML_behavio
r

Bytes_out_
ML_behavio
r

Connection_

attempts_M
L_behavior

Disconnects
_ML_behavi
<

Metric

Authorizatio

n failures

Bytes out

Connection

attempts

Disconnects

Type

Cloud-side

Device-side

Cloud-side

Cloud-side

ML Detect

confidence

High

High

High

High

Datapoints
required to
trigger
alarm

Datapoints
required to
clear alarm

Sup

Suf

Suf

Sugp

8. EFa1UF«47O77AINOERMKIE. [Security Profiles] (EF¥1UF47O77A4)) R—=T(Z
DAL RNENET, TR, MILKERENEEFIVTATOT7AIIFRTENE

ERD

® Note

MLEFILOMBRL —Z2J &A=
REBTITAETANHZERR,. BETRITZ—LARTENDZENBEEIE

ER

IRXRTIC 14 BELAVWERT, T/NAAL
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MLEFIDAT—RAZERTS

MLEFILAMBRNL-—Z2JHBRNICH2EE. XROFEZRTIDETVOTEEBRRZE

WTEXY,

1. AWS loT AV —=ILOFES—2 a2 RA42 T, [Defend] (FhfH) ZEB L. [Detect] (HRH).

[Security profiles] (EF¥21UF7 47077 4)L) OIEIZERLE T,

2. [Security Profiles] (EF¥1VF«47O77A4IN)R—DT, BRAITBDEFX1VF4707714)L%
BIRLET, TD#E, [Behaviors and ML training] (B1fEE ML RL—Z29) ZB8IRL E 7,

3. [Behaviors and ML training] (B1#fE& ML RL—Z—>9)R—=2 T, MLEFILOKNL—Z2T D

BRREEBLET,

EFILDAT—RAN [Active] (T IT 14 7) I &, ERAMRICEDWT Detect MIRTE % BF

wmLU, BE7O77AILNEZEHLET,

Behaviors and ML training (7)

LowConfidence_MladBehavior_NUM_LISTENING_TCP_P LowConfidence_MladBehavior_NUM_LISTENING_UDP_P
ORTS ORTS
Model status Metric Model status Metric
@ Active Listening TCP port count @ Active Listening UDP port count
Last built Confidence Last built Confidence
March 19, 2021, 09:31:02 Low March 19, 2021, 09:31:02 Low
(UTC-0700) (UTC-0700)
Target Notification Target Notification
RulesToMladProfileUpdatething-  Not suppressed RulesToMladProfileUpdatething-  Not suppressed
group--13d34e0d2cBe139e group--13d34e0d2cBe130e
Datapoints required to trigger alarmDatapoints required to clear alarm Datapoints required to trigger alarmDatapoints required to clear alarm
%, of all training days required % of all training days required

100% 1
%, of all training data required %,of all training data required

LowConfidence_MladBehavior_NUM_ESTABLISHED_TCP
_CONNECTIONS

Model status Metric

@ Active Established TCP connections count
Last built Confidence

March 19, 2021, 09:31:02 Low

(UTC-0700)

Target Notification

RulesToMladProfileUp i Not supp
group—13d34e0d2cBe13%e

Datapoints required to trigger alarmDatapoints required to clear alarm

® Note

EFILABELEERY CEBLEVEER. T/N1AD
BELTEZWL,

ML Detect 7 5 — A=Y

FNEH ERELTVWA R

MLEFIABEE N, F—IHEROEBIES LS, EFINCR>THAEND TS —LZEH

ICRFBLTRAETERY,
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https://console.aws.amazon.com/iot

AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

1. AWS loT OV —=)ILOFES—> 3> R4 2T, [Defend] (B51H) ZBBIL . [Detect] (&),
[Alarms] (7 5 —L4) OJEICEIRL E T,

AWS loT Device Defender Detect Alarms

Alarms

All alarms (5) info

Q 1 (o]
First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confidence
September 03, 2021, iotconsole-68379bc-c245-4ffe-8ef7- fden Rulebased Authorization_failures Authorization failures: Unknown
15:50:00 (UTC-0700) b2b52e78975¢ - 0 failure(s)

September 03, 2021, iotconsole-539d0ef0-3504-da9¢-a7al- cen Ao based Authorization failures: -
15:50:00 (UTC-0700) be53b472b850 0 failure(s)
September 03, 2021, iotconsole-81c61d7-9362-4c87- fden Rule-baced Authorization failures: Unknoum
15:50:00 (UTC-0700) ada6-33389147349 0 failure(s)
Septemnber 03, 2021, iotconsole-23e8ec9a-2162-456e- fdsa Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) 38c2-30238267618 0 failure(s)
September 03, 2021, iotconsole-8520278e-29aa-4554- s e based Ag;ng;‘if;“"”—fa““’es Authorization failures: I
15:50:00 (UTC-0700) b3b6-111b3063228f ’ . 0 failure(s)

2. [History] ((BE) 2T I_BEBHTHE, PTO—LRETREEBLB2EFNAADEMAZRRTDL
£ETEXET,

AWS loT Device Defender Detect Alarms

Alarms i

Show events for: | Last 14 days ¥ | | All Security Profiles ¥

180

o —=
Y “—_../ —e
0 | ) 1§ et
Aug 21 Aug 22 Aug 23 Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30 Aug 31 Sep1 Sep2 Sep3

@ natarm ¢ Alarm cleared [l Alarm invalidated

SFMBEWERNB T B2k, [Manage] (BE) T [Things] (/) Zi&RL ., HMERRITDE/ %
#IRL T, [Defender metrics] (Defender X NV R) ICBEILE T, [Active] (FOT147)R7
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https://console.aws.amazon.com/iot

AWS |oT Device Defender AWS loT Device Defender RO Y /N—H 1 R

»5., [Defender metrics graph] (Defender X N O RAT SV ICTOEAL T, 7S5 —LIREEIC
HEDEDINTICKHULTHAEZRITTEET,. COBE, 57X Y E—2H A XDORANA
INRREN, PI—LNFBABENET, TOR, P5—ALNIOVTENiERBERTESE
CP

AWS loT Things smart_light_thing_1

smart_light_thing_1

NO TYPE

Actions ~

Details Metric Time range
Securi Message size - Maxi... ¥ Last 14 days v
Thin u : : : i i
Dimension (optional) Dimension operator
Shadows v
nt
Message size - Maximum
Activit
1000
Reset zoom

. - d— A
Violations 750 T y

i 03/19/2021 12:55 UTC
Defender metrics # Message size - Maximum: 801

500
250 \

»
L,

12:45 12:50 1255 13:00 13:05 1310 1315 13:20

=k~ Message size — Maximum

ML7Z—LZMAETS

ML EFIAFBEE N, F—RXHAOEBIEL LS, EF21UFTF47O07 740 ML BHEERER
FHUTHREEZLETEET, XOFJEIFE., AWSCLI TEF21UF47O7 74O ML BERE
EEHMIDHEERLTVET,

1. AWS IoT AV =IO FES—>3 2 RA42 T, [Defend] (B5f) ZEBAL . [Detect] (# ).
[Security profiles] (EF+21UF 47077 4)L) OIEIZERLE T,
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https://console.aws.amazon.com/iot

AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

2. [Security Profiles] (¥ 21 VFT47A77AIN)R—D T, RT3 X217 4707 74D
BILHBDTFIVIRYIREFVICLET, TDOHE, [Actions] (F V3 2), [Edit] (fREE) OB
ICERLET,

Types AWS loT > Device Defender » Detect » Security Profiles
Thing groups

Jobs Edit

12 03 . >
Tunnels Delete
Threshold Metri
b Fleet Hub Security Profile reshor Behaviors etrics Target Creation date Notifications
type retained
» Greengrass
i March 17, 2021, Suppressed
©  smart_lights_ ML Detect_Security_Profile ML 9 c All registered things
» Wireless connectivity ‘ 12:58:14 (UTC-0700) )
March 16, 2021, Suppressed
» Secure .
MyEmptyGorupSP ML 6 EmptyGroup 17:52:01 (UTC-0700) (6)

3. [Set basic configurations] (BEAEHOEE) Tk, EF1VF47A774ILOE—7Y hOE
JOTN—TZRABLIEY, ERITBIXNIVIORAZEELLEYTERT,
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AWS IoT Device Defender
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AWS 1aT Device Defender

Step 1
Set basic configurations

Step 2 - optional

Stap 3

4., ROWVWTFhAZEEHFHFTSICIE, [Edit metric behaviors] (X MU 2 ADEEDIRE) ICBEIL £

ERD

C TS
C TS
e ML Detect EEL XIL

Detect

Security Profiles Create ML Security Profile

Set basic configurations i«

Select target and metrics that you would like to configure for your ML Security Profile.

Security Profile basic configuration

Target

All registered things 3

Security Profile name

Srart_lights_ML_Detect_Security_Profile

Enter a unique name contakning only: letters
C or underscores. A Secu rity Profile name canneot contain any

Description - eptional

numbers, hyphens,

ML Detect security profile for monitoring smart lightq

Selected metric behaviors in Security Profile (&) nfo

You can assass how your fleet of devices is operating across the following metric behawiors.

Add cloud-side metric ¥

Add device-side metric ¥

Metric

Authorizatio
n failures

Connection
attempts

Disconnects

Message
size

Messages
received

Messages
sent

Type

Cloud-side

Cloud-side

Cloud-side

Cloud-side

Cloud-side

Cloud-side

ML Detect

coinfidence

High

High

High

High

High

High

—LEZRBITRIEOICXERZ ML EFILOTF—RRA K
—LZVITIREOICBEBZMLEFILOF—2RA2 K

ML Detect BHl (FlZ . HFEIE N TVELCA IMHEn)

Datapoints
required to
trigger
alarm

Datapoints
required to
clear alarm

Motification
£

Suppressed

Suppressed

Suppressed

Suppressed

Suppressed

Suppressed

>V —)LT ML Detect ZfE T2 5%
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-~
AWS loT Device Defender Detect Security Profiles Edit ML Security Profile
Step 1 . - . .
B Edit metric behaviors - optional i+
Set basic configurations
Update ML behaviors with behavior name, alarm criteria and notification settings.
Step 2 - aptional
ECEIMEtichenalons Edit metric behaviors
Step 3
Authorization failures
Behavior name Metric
Authorization_failures_ML_behavior Authorization failures
Datapoints required to Datapoints required to Notifications ML Detect confidence
trigger alarm clear alarm Suppressed ¥ | | High ¥
1 1
Bytes out
Behavior name Metric
Bytes_out_ML_behavior out
Datapoints required to Datapoints required to Notifications ML Detect confidence
trigger alarm clear alarm Suppressed ¥ ‘ ‘ High ¥
1 1
Connection attempts
Behavior name Metric
Connection_attempts_ML_behavior Connection attempts
Datapoints required to Datapoints required to Notifications ML Detect confidence
trigger alarm clear alarm | | )
B Suppressed ¥ High =

T2 —LDOBBREEZY—TU TS

RADREZREL . TORIREOFHAZADL T, P7—LEN—JLET, chid, BPECHS
DF—LHFRBEITZIHBENDBVNTZ—LAZRETIDICRIUEET,

1. AWSIloT V=IO FES—>3 > RA 2T, [Defend] (B5f) ZEF L. [Detect] ().
[Alarms] (75 —4) QIECERLET, RIEREEI—IFBTS—LEBRLET,
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https://console.aws.amazon.com/iot/

AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

AWS loT Device Defender Detect Alarms

Alarms e

All alarms (1/5) info Start mitigation actions

Q 1 ®
-] First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confid¢
September 03, 2021, iotconsole-6f8370bc-c245-4ffe-Bef7- e fulebased Authorization failures  authorization fallures: |

15:50:00 (UTC-0700) b2b52e78975¢ 0 failure(s)
September 03, 2021, iotconsole-539d0ef0-3504-4a9¢c-a7al- fdsa Rule-based Autharization failures: Unknown
15:50:00 (UTC-0700) be53b472b850 0 failure(s)
September 03, 2021, iotconsole-81fc61d7-9362-4c87- Authorization failures Autharization failures:
fdsa Rule-based _behavior ’ Unknown -
15:50:00 (UTC-0700) 3da6-333891f7349 Notificatio 0 failure(s)
September 03, 2021, iotconsole-23e8ec3a-2162-456e- s Rule-based Al‘]‘ép‘:ziifr“""ffai‘“'es Autharization failures: rikoun
15:50:00 (UTC-0700) 8c2-302c38261618 a 0 failure(s)
September 03, 2021, iotconsole-85e0278e-29aa-4554- » Rule-based Authorization failures: .
15:50:00 (UTC-0700) b3b6-111b3063228f - uiebase 0 failure(s) nknown -
< >

2. BRIPREBEN—V TR ZBVET, RIDREE-SFIILIHEET,

3. EYISKRIDREZBRRL ., RIAOHB (A7>32 ) ZAHL., MarkZ B ET, DTV
>avik, BRUETZ—ACKRIDREBEHBAZE HTERT,

Mark verification state X

Select verification state

Providing AWS with information about your alarm verification state helps AWS improve the ML and
Rules Detect features. By marking verification state on an alarm, you agree and instruct that AWS may
use and store your device metric data that triggered the alarm and the related alarm information to
develop and improve Detect in the future.

Unknown a
True positive
False positive

Benign positive

Unknown
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BESNLETNAAOBEZENT S

1. (A7 23V)REBROBNT V232V Z2REITDHEIC,. BRLTVARTF NS RAZBEITIRE
TIN—TEZRELEL&S, BEODIVIN—TE2HRATDEETEERT,

2. [Manage] (B®). [Thing groups] (E./ ® %' )L—7"), [Create Thing Group] (E/ DT IL—7"D
ER) DIBICBEBLET, E/OTIIN—TICBEZNFHTET, cOF1—NUTILTRE., £
/DT —7IC Quarantine_group EVWS BB ZFIFTE T, [Thing group] (E/ DT )L—
7). [Security] (F 1T 1) Tld. E/OTN—TCROKUS—EBELET.

JSON
"Version":"2012-10-17",
"Statement": [
"Effect": "Deny" ,
"Action": "iot:*",
"Resource": "*"
AWS loT X AWS loT Thing groups Create thing group
Monitor
Activity Create Group
» Onboard
¥ Manage
Things Create a Thing Group
Types frr::tt;:‘gruup of selected things. You can add and remove things from your group after
Thing groups
Billing groups

#£7T L5, [Create thing group] (E/ DT I —TDER) ZiBIRL E T,

3. ®T/DOIIN=TEZERLIEDOT, Po2—LREDT/NA A% Quarantine_group [CBEITS
BRMT7Oa>EERLEL &5,

[Defend] (F54) @ [Mitigation actions] (#&MF7 2 3 2/) T, [Create] (fERX) ZEIRL £,
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4.

AWS loT x AWS 18T > Device Defende:

Monitor
Mitigation actions (2)

eeeeee d date Action name

» Manage November 03, 2020, 23:21:17
(UTC+0000)

» Greengrass June 08, 2020, 19:04:23

(UTC+0100)

¥ Audit

[Create a new mitigation action] (1L W EF 7

x5

* [Action name] (7 V23 RA):. BMT U2
¥,

arm:aws:loteu-west-1:614743118091:mitlgationaction/Disable_Device

am:aws:loteu-west-1:614743118091:mitigationaction/MitigatePolicy

2232 0EK)R—I T, UToOBERZADL

3 IZ& 80 (fl: Quarantine_action) Z{FFF

* [Actiontype] (703> OEE): 70> a>0EEEREIRL £, [Add things to thing group
(Audit or Detect mitigation)] (E/ O T I —7I1CF ./ 21BN BAEEOEEF L IEBRE)Z1ER

LET,

« [Action execution role] (7 V23> RTO—-)): O—-ILZEXTEH., FRIICERL TVSDIE

BREBEFEOO-INZERLET,

« Parameters (/N\ZX—2&): T/ OJI—7ZBIRLET. HBIICHERL 2

Quarantine_group ZEATEE T,

>V —)LT ML Detect ZfE T2 5%
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Create a new mitigation action

You can use AWS loT Device Defender to mitigate issues that were found during and audit or ongoing detect monitoring. There are predefined
actions for the different audit checks and detect alarms to help you resolve issues quickly.

Action name  Info

Quarantine_action

Action type Info

Add things to thing group (Audit or Detect mitigation) ~

Permissions

Please create or select a role with the following mitigation action type specific permission(s) and trust relationship.

Required permissions: Manage your service permissions [~
» Permissions

» Trust relationships
You can also attach an action specific managed policy to an existing role, or create a new role with the required managed policy attached.

Action execution role  Info

(LU FCNUL LI Managed policy attached + Create Role Select

Parameters

Thing groups  Info

1 thing group(s) selected. Close

Thing groups Summary

Quarantine_group

ETLES, [Save | ZBIRLET, chT, T7—LAREBOF/NSA AZRERKOE/ DT
N=TCBETHIEMT Va2 e, BEDCTFNARAEZRHEITZIENMT I avFEMEE
Lo

5. [Defender]. [Detect] (&), [Alarms] (7 T —AL4L) QJEICBE L £, [Active] (FIT A7) DT
T, P7—LREICBEDTVER TN/ RAZHIBTEET,
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AWS loT Device Defender Detect Alarms

Alarms

All alarms (5) info

a 1o @
First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confidence
September 03, 2021, iotconsole-68379bc-c245- 4ffe-8ef7- Authorization failures 1, orization failures
fdsa Rule-based _behavior Unknown
15:50:00 (UTC-0700) b2b52e78975¢ . 0 failure(s)
September 03, 2021, iotconsole-539d0ef0-3504-4a9¢-a7al- Autharization_failures Authorization failures:
fdsa Rule-based _behavior Unknown
15:50:00 (UTC-0700) be53b472b850 iNotiieation: on) 0 failure(s)
September 03, 2021, iotconsole-81fc61d7-9362-4¢87- Authorization_failures Authorization failures:
fdsa Rule-based _behavior Unknown
15:50:00 (UTC-0700) ada6-33389147349 Notification: on) 0 failure(s)
September 03, 2021, iotconsole-23eBec9a-2162-456e- Authorization Fallures Authorization failures:
fdsa Rule-based _behavior Unknown
15:50:00 (UTC-0700) 38c2-30238267618 Notfication: on) 0 failure(s)
September 03, 2021, iotconsole-8520278e-29aa-4554- Authorization_failures 4, orization failures:
fdsa Rule-based _behavior Unknown
15:50:00 (UTC-0700) b3b6-111b3063228f Notification: on) 0 failure(s)

RERNROITIN—TIBEHTBT/N1 AZEIRL, [Start Mitigation Actions] (M7 23>0
M) 2 BRLET,

6. [Start Mitigation Actions] ({8F7 2> 3 > OBALR) @ [Start Actions] (72> 3> OBME) T, %
FEERLEBMT7 o2 a7 BIRUET, FIZEE, [Quarantine_action] Z&EIRL TH
5, [Start] (FA%R) ZiBIRL £, [Action Tasks] (F VAV RARI)R—=IHNHEET,
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Start mitigation actions X

Select actions for mitigation.

Things effected by the selected alarm(s)
ddml7

Select Actions
The sequence of action excecutions follows the order of selected action(s)

| a

Quarantine_action

| understand that the selected mitigation action(s) may not be reversible.

7. ZhTTF/)NA AN Quarantine_group I[CfREBEiEh, 75 —LZBIERI LU EEAEORKREE
ERETEXRI, FAENETLES, FNARETE/OTIN—=THL5BELEY, E5IZT7 D
2avERFTLEYTEERT,

AWS loT Device Defender Detect Action tasks

Action tasks (1)
1
Date Task ID Action name Action type Action parameter (1) Action parameter (2) Action Executions
Thing group(s):
December 02, 2020, 14:15:57 (UTCZ) 73fad2ea-9bd8-48d0-af3a-3dbc120b91e7 Quarantine_action Add things to thing group Override dynamic groups: false @ Successful

Quarantine_group

CLI T ML Detect ZfEA T % 5%

CLI ZfEHL T ML Detect 258 ET 2 HEZRICRLET,

Fi—KNUTI
* ML Detect ZE%1{t 9%
s MLETFIDAT—RAZERT S

CLI T ML Detect ZfEF 92 5% 34



AWS loT Device Defender AWS IoT Device Defender A0 ¥ /S—7# 1 K
« ML Detect 72— LZMHRITD

c ML7Z2—LZWAETS

« P2—LDOHBFREEI—DVTB

s BEESNEFNAADBEBEZENTS

ML Detect ZE LT3
LLTOFIETIE. AWSCLI T ML Detect ZEMICT B A EZERLET,

1. EFILOBENBERNL—Z T EEFOLEHIC, ML Detect DHR/NEHFTERENATVDELS
IR THBEBDIRNT—ERA N ETNA AN ERTD L 2BRBLET,. T—FPNE=E
EHBICE, EF1VTA7A77ANCTRYFENET/ OTIN—TICE/HNBREICEFEET
BEROICLTLEEL,

2. create-security-profile AN RZFEAL T, MLDetect ¥ 1 UF 470774 %
ERLET. XOHFIT, security-profile-for-smart-lights EWSBEOEF 1)
TA7AO77AINEERLET, cOTOT7AIIE, BEEENEXYE—2D08, &EOX
BOB, EROBTOR, BLTYTHOBEFIVILET. BT, XKJITAA ML
Detect ETFINEFEHTD & ZMI TS -HIZ mlDetectionConfig ZFEAL £,

aws iot create-security-profile \
--security-profile-name security-profile-for-smart-lights \
--behaviors \

"I{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

},
"suppressAlerts": true
},
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
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"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
},
"suppressAlerts": true
},
{

"name": "num-connection-attempts-ml-behavior",

"metric": "aws:num-connection-attempts",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

}

},

"suppressAlerts": true

"name": "num-disconnects-ml-behavior",

"metric": "aws:num-disconnects",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

}

},

"suppressAlerts": true

I

&0

"securityProfileName": "security-profile-for-smart-lights",

"securityProfileArn": "arn:aws:iot:eu-

west-1:123456789012:securityprofile/security-profile-for-smart-lights"

}

3. RIZ, EFAUFA47A7 74N 1 D2FEFEROE/ OJIIN—TICEERGE
¥, attach-security-profile AN RZFAHALT, E/OJIL—TZEF1 V571470
T7A4NICTERYFLET, XOHITIE, ML_Detect_beta_static_group EVWDZRDTE
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JDI)N—T"% security-profile-for-smart-lights E¥1UFT 4707 7 A4 )LICBEE
~HFHET,

aws iot attach-security-profile \

--security-profile-name security-profile-for-smart-lights \
--security-profile-target-arn arn:aws:iot:eu-
west-1:123456789012:.thinggroup/ML_Detect_beta_static_group

H

&L,

4, TEBEFIVT4A7O77A4NEEELES, MLEFIAFNL—-Z2TZFHBELET. ML
EFIONBARNL—ZVTERBENTTIBDETIC 14 BELAYET, 14 BFEBI B L,
TFINAATEREBRTIVTAETANRELEBRE. T7—LFRRENFTT,

MLETFILDAT—RAZERTS

LTOFIETE, MLETFILOETHFON L —Z2 T 2ERTBHEZRLTVERT,

« get-behavior-model-training-summaries AN RZFEAL T, ML EFI/ILOEBHIR
MEXRRLET, ROHITIE, security-profile-for-smart-lights %1740
T77A4ILOMLEFINL—Z2TOEBRROBMEEZRBLET ., modelStatus l&. EFI)L
FRL—Z2VIJZETLES, REOHEOEIL RNFEXEREPTHINZERLET,

aws iot get-behavior-model-training-summaries \
--security-profile-name security-profile-for-smart-lights

A
{
"summaries": [

{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Messages_sent_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 29.408,
"lastModelRefreshDate": "2020-12-07T14:35:19.237000-08:00"

.
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{

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Messages_received_ML_behavior",
"modelStatus": "PENDING_BUILD",
"datapointsCollectionPercentage": 0.0

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Authorization_failures_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",

"datapointsCollectionPercentage": 35.464,
"lastModelRefreshDate": "2020-12-07T14:29:44.396000-08:00"

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Message_size_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",

"datapointsCollectionPercentage": 29.332,
"lastModelRefreshDate": "2020-12-07T14:30:44.113000-08:00"

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Connection_attempts_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",

"datapointsCollectionPercentage": 32.891999999999996,
"lastModelRefreshDate": "2020-12-07T14:29:43.121000-08:00"

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Disconnects_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",

"datapointsCollectionPercentage": 35.46,
"lastModelRefreshDate": "2020-12-07T14:29:55.556000-08:00"
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® Note
EFIFBELLEES Y ICEBLBEVEERE., FNA AN ) EfF ZHRELTVWAIEZE
BEAL T EEL,

ML Detect 7 5 —L%ZMHRT S

MLEFIABEEZ N, F—RXAMAOERBIES 2S5, EFLNCI>THAET DT —LZEHN
ICRRTEET, UTOFIETE, AWSCLI TT S —LZRTRIDHEEZRLET,

c IRNTCOTITATBRTS—LZRERTDICE. list-active-violations AN RZEFEH
L&Y,

aws iot list-active-violations \
--max-results 2

A

"activeViolations": []

Fh@&, list-violation-events ON RZFEAL T, BEOHEFICHREESNEINTO
BRERRITDEETEET, XOHITIE, 2020 F£ 9 A 22 H 5:42:13 GMT A 5 2020 F 10
H 26 H54213GMT £ TDERARNZEZVARNLET,

aws iot list-violation-events \
--start-time 1599500533 \
--end-time 1600796533 \
--max-results 2

H

"violationEvents": [
{
"violationId": "1448be98c@9c3d4ab7cb9b6f3ece65d6",
"thingName": "lightbulb-1",
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"securityProfileName": "security-profile-for-smart-lights",
"behavior": {
"name": "LowConfidence_MladBehavior_MessagesSent",
"metric": "aws:num-messages-sent",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

},

"suppressAlerts": true
},
"violationEventType": "alarm-invalidated",
"violationEventTime": 1600780245.29

"violationId": "df4537569ef23efblc@29a433ae84b52",
"thingName": "lightbulb-2",
"securityProfileName": "security-profile-for-smart-lights",
"behavior": {
"name": "LowConfidence_MladBehavior_MessagesSent",
"metric": "aws:num-messages-sent",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

.

"suppressAlerts": true
.
"violationEventType": "alarm-invalidated",
"violationEventTime": 1600780245.281

1,
"nextToken":
"Amo6XIUrsOohsojuIG6TuwSR3X9iUvH20CksBZg6bed2j21VSnD1uP1pfl1xkKX1+a3cvBRSosIBOXxFv4@QkMERYBkNnZ

vxabMe/ZW31Ps/WiZH1r9Wg7R7eEG1i591]/U0iBQ1McP/ht@E2XA2TTIvYeMmKQQPsRj/
eoV9j7P/wveu7skNGepU/mvpV@02Ap7hnV5U+Prx/9+iJA/341va
+pQww7 jpUeHmINOHwW4MqWOyY swORy3w38h0QWEpz2 xwFWAXAARxeIxCxt5¢c37RK/1RZB1hYqoB
+w2PZ74730h8pICGY4gktIxkwHyyRabpSM/G/f5DFrD905v8idkTZzBxW2jrbzSUIdafPtsZHL/
yAMKr3HAKtaABz2nTsOBNre7X2d/jIjjarhon@Dh91+8I9Y5Ey
+DIFBcqFTvhibKAafQt3gs6CUigHdWiCenfJyb8whmDE2qgxvdxGE1GmRb
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+k6kuN5jrZxxw959zfYDgRHv11iEn8h1qZLD@czkIFBpMppHj9cetHPVM
+qffXGAzKi8tL6eQuCdMLXmVE3jbqcIcjk9ItnaYJi5zKDz9FVbrz9qZZPtZJFHp"
}

MLT7Z—LZWAETS

ML EFIIFEREEh, F—RMAOEB/IE>ES, EF21UTA7O7 740 ML BIERE%R
EHLTCHREELETEET, XOFJERF. AWSCLI TEF21UF47O7 74D ML EBHERE
BEHIDHFEEZRLTVET,

c EFIVF«47O774L0OMLBEREZLEETSICIE. update-security-profile
ONV REFERALET. ROBITR, W I2DDEMED confidencelevel ZZEL
T. security-profile-for-smart-lights E¥1)F47O7 74 I OEEZEHL.
TXTOHBEOBHZHFIMBRL ET,

aws iot update-security-profile \
--security-profile-name security-profile-for-smart-lights \
--behaviors \

"[{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",

"criteria": {
"mlDetectionConfig": {

"confidencelLevel" : "HIGH"
}
I
"suppressAlerts": false
I
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel" : "HIGH"
}
I
"suppressAlerts": false
I
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",
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"criteria": {
"mlDetectionConfig": {

"confidencelLevel" : "HIGH"
}
},
"suppressAlerts": false
},
{
"name": "num-disconnects-ml-behavior",
"metric": "aws:num-disconnects",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel” : "LOW"
}
},
"suppressAlerts": false
I
i A
{
"securityProfileName": "security-profile-for-smart-lights",
"securityProfileArn": "arn:aws:iot:eu-

west-1:123456789012:securityprofile/security-profile-for-smart-lights",

"behaviors": [

{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"
}
}
1,
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",

"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
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},
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
},
"suppressAlerts": false
},
{
"name": "num-disconnects-ml-behavior",
"metric": "aws:num-disconnects",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "LOW"
}
},
"suppressAlerts": true
}

15

"version": 2,

"creationDate": 1600799559.249,
"lastModifiedDate": 1600800516.856

Fo—LOEBREZN—UTFD
TI—LLRIAT—RAEY—IL T, PI—LOSEPREEOHAELRITIZEN TERT,

o TI5—AILERREBLETOREOFAEZY—ILET, fllF. 75 —LDKRIIREZE False
positive ICERETHLSHIC, XROON REFEALET,

aws iot put-verification-state-on-violation --violation-id 12345 --verification-
state FALSE_POSITIVE --verification-state-description "This is dummy description"
--endpoint https://us-east-1.iot.amazonaws.com --region us-east-1

H

Lo

CLI T ML Detect Z2fEH 92 5% 43



AWS IoT Device Defender

BEESNETNAADEEZEZENT S

AWS loT Device Defender RO Y /N—H 1 R

1. create-thing-group AN RZFEAL T, BMT7 O3 AOE/ OIIN—TZERKL F
9. XDOHITIE. ThingGroupForDetectMitigationAction E WS FE /DT I —TZ#ERL £,

aws iot create-thing-group —thing-group-name ThingGroupForDetectMitigationAction

o
{
"thingGroupName": "ThingGroupForDetectMitigationAction",
"thingGroupArn": "arn:aws:iot:us-

east-1:123456789012:thinggroup/ThingGroupForDetectMitigationAction",
"thingGroupId": "4139cd61-10fa-4c40-b867-0fc6209dcasd"
}

2. RIZ, create-mitigation-action ANV RZFEHL T, BMT7 Va3 =ERKLE
T, ROPITE, AT O3> EBERAIZDLEHICEAET NS IAMO—)LO ARN Z{E
AL T. detect_mitigation_action EWSEMT7 V> a2 &ERLET. £, To23>
DEATEZXTDTIIAVDODNTXA—BEZERLET, CcOBE. BMNT7 I3V ICK
v). ThingGroupForDetectMitigationAction £ WS HEIICER L EZE/ OTIL—TICE/FBEIL
9,

aws iot create-mitigation-action --action-name detect_mitigation_action \

--role-arn arn:aws:iam::123456789012:role/MitigationActionValidRole \
--action-params \

{
"addThingsToThingGroupParams": {
"thingGroupNames": ["ThingGroupForDetectMitigationAction"],
"overrideDynamicGroups": false
}
}l
7
{
"actionArn": "arn:aws:iot:us-

east-1:123456789012:mitigationaction/detect_mitigation_action",
"actionId": "5939e3a0-bf4c-44bb-a547-1ab59ffe67c3"
}
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3. start-detect-mitigation-actions-task ANV REFEAL T, N7 O 3aVRAI%
B L E£9, task-id, target, B&LY actions FBE/NTX—XTT,

aws iot start-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction \
--target '{ "violationIds" : [ "violationId-1", "violationId-2" 1 }' \
--actions "detect_mitigation_action" \
--include-only-active-violations \
--include-suppressed-alerts

A

"taskId": "taskIdForMitigationAction"

4. (AT2AV)RARVICEENDENTIVAVORTERRTDICE, list-detect-
mitigation-actions-executions AN RZFEALFT,

aws iot list-detect-mitigation-actions-executions \
--task-id taskIdForMitigationAction \
--max-items 5 \
--page-size 4

H

"actionsExecutions": [
{

"taskId": "e56ee95e - f4e7 - 459 c - b60a - 2701784290 af",
"violationId": "214 fe@d92d2lee8112a6c¢cf1724049d80",
"actionName": "underTest_MAThingGroup71232127",
"thingName": "cancelDetectMitigationActionsTaskd143821b",
"executionStartDate": "Thu Jan 07 18: 35: 21 UTC 2021",
"executionEndDate": "Thu Jan 07 18: 35: 21 UTC 2021",
"status": "SUCCESSFUL",
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5. (7> 3a)describe-detect-mitigation-actions-task AN RZFEHATZ &, BEM
TO2aAVRAVICHTRBEREMEBTEET,

aws iot describe-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction

H

"taskSummary": {
"taskId": "taskIdForMitigationAction",
"taskStatus": "SUCCESSFUL",
"taskStartTime": 1609988361.224,
"taskEndTime": 1609988362.281,

"target": {
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": '"num-messages-sent-ml-behavior"

.

"violationEventOccurrenceRange": {
"startTime": 1609986633.0,
"endTime": 1609987833.0

b

"onlyActiveViolationsIncluded": true,

"suppressedAlertsIncluded": true,

"actionsDefinition": [

{
"name": "detect_mitigation_action",
"id": "5939e3a0@-bf4c-44bb-a547-1ab59ffe67c3",
"roleArn":

"arn:aws:iam::123456789012:role/MitigatioActionValidRole",
"actionParams": {
"addThingsToThingGroupParams": {
"thingGroupNames": [
"ThingGroupForDetectMitigationAction"
1,

"overrideDynamicGroups": false

1,
"taskStatistics": {
"actionsExecuted": 0,
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"actionsSkipped": 0,
"actionsFailed": 0

6. (AZ72aAV)VBNTOIAVRAVD)ARNERBTBICE,
actions-tasks AN REFEHALET,

aws iot list-detect-mitigation-actions-tasks \
--start-time 1609985315 \
--end-time 1609988915 \
--max-items 5 \
--page-size 4

o

"tasks": [

"taskId": "taskIdForMitigationAction",
"taskStatus": "SUCCESSFUL",
"taskStartTime": 1609988361.224,
"taskEndTime": 1609988362.281,

list-detect-mitigation-

"target": {
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "num-messages-sent-ml-behavior"

},

"violationEventOccurrenceRange": {
"startTime": 1609986633.0,
"endTime": 1609987833.0

.

"onlyActiveViolationsIncluded": true,

"suppressedAlertsIncluded": true,

"actionsDefinition": [

{

"name": "detect_mitigation_action",

"id": "5939e3a0@-bf4c-44bb-a547-1ab59ffe67c3",
"roleArn": "arn:aws:iam::123456789012:role/

MitigatioActionValidRole",
"actionParams": {

"addThingsToThingGroupParams": {

"thingGroupNames": [
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"ThingGroupForDetectMitigationAction"
1,

"overrideDynamicGroups": false

}

1,

"taskStatistics": {
"actionsExecuted": 0,
"actionsSkipped": 0,
"actionsFailed": @

}

7. (A72a)VBNMT7 O3 RAVEF YOI TBICIE, cancel-detect-mitigation-
actions-task ANV REFEHALET,

aws iot cancel-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction

A

L,

AWS |oT Device Defender EB#HRZ VWD EDKSICKRTRITHDHL %
NAZIIAARTHD

AWS loT Device Defender BE&E Tk, AWS loT FINA AEDVY—ANFRARNTZIOT 1 AICEEL
TVWBR L ZBBIRLEHIC, EBNCEFIVTAFIVIOZTVET, EFIVIT, EEER
FEESFLRETESICOEEIN, THAEOHESREIVY—IOBEET7AAUNFRTIENET, BAO
BED /A ADKRYBRLEBNITHLEHIC, BEEFMROMEKEZERATIE, ChSOTEEOE
Hz—BKHICELETDENTEXT,

BEDVY—AKLEBTHAIOROEEFIVIZ, H5HALUOROSNEHBLEGTIHTEERT,
MFENEEFIYIVOKRGE., BEATIVEFEEATIVERRIC, IHlEhiziRELT
SEEIhET, COHFLLWATIVR, TEEOBROBEDLSICTI—LZERUA—-LELEA,
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ChiCKY), BHOX D TFTF UV ABMBRELEEEFORTHAATI 1 -)LEhDET, TEHEOEA
ICEDEhBIHELZERSEERT,

FRIR S &

ROEU23a>TR, EBEFROMFHZFEAL T, OV —IE KT CLI TO Device
certificate expiring FI VY UV ZMETHHEICODVTHLLBEHALET, WThHAOTEY
ARL—=232 IS8 E k. Device Defender MRIETEBDKSIC, EFFERMTBEHEZ 2 D
ERTRIRENHYNET,

SIHEEERTDICE. UTEEALET,

TAWS loT Core ROY/N—HA R, O "CAGEFHEDER & B
« CARIRREZRFERAL TOTA T NEHEZER TS AT Y7 3T, days NTX—2% 1 ICERE
LET,

CLI ZEAL TREZER L TWVWERHERE. XOONREZADLET,

openssl x509 -req \
-in device_cert_csr_filename \
-CA root_ca_pem _filename \
-CAkey root_ca_key_filename \
-CAcreateserial \
-out device_cert_pem_filename \
-days 1 -sha256

A=) TEEMRZHAZIAXTS

ROFI—RKUTIILTR, TEHEOEEFIVIZRNIIT—TS, 2 O20KMLEFT/INA AGIREZ
BOT7HIORNEFERALET. COZFUATR, #ROYN—FEEBICHALTEIHL VEEZT A
LTV, BEZEMICLET., RIIASAHICEEMREOMBE ZERL ., KBNE, EEER
FRBEEICBESBVELSICLET,

1. £9., AUFIVREEZRZTLT, kWML EFNAATAEOF I Y INTEEATHD L%
R~LULET,
AWS loT OV =)L T, EflOoHY 1 R/)N—A 5 [Defend] (B54H) ZiZIR L, [Audit] (BEE),

[Results] (& R) D IEIZZEIRL F9, [Audit Results] (BEEHFER) R—2 T, [Create] (fEHK) &R
LET, FILVEEZERTD]| V1 RUNFBHAEET, [Create] (fEK) ZBIRL F T,
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v Defend
Intro
Audit Non-compliant checks (1 of1)
Results
Schedules Check name Severity Non-compliant resources % Resources Mitigation

Action executions

Finding suppressions (@)

nnnnnn

Device certificate expiring Medium 2 1.03% Device certificate expiring (&)

AUFI ROEEZRAD S, [Device certificate expiring] (72/N 1 AFEBHE OB MHRA I E
F)A2D2OVY—ATFEETHZENDLUET,

2. ZCTR, FROYN—DEBENBZBETHHMEZTARNLTVS 8, [Device certificate
expiring] (/N4 AGIFREDQEBMHRANYINET) OFBEF IV IVBEEEMICLET,

] OTOEROH A RN—15, [EE] Z:B8RL., REERONFH) 2BRLET. [EERE

LLLLLLLL
CAs AWS loT Device Defender Audit Audit Finding Suppressions

Role Aliases

Authorizers Audit finding suppressions (0) info m

v Defend . - o o
Resource identifier Check name Expiration date Description

Intro
Audit Create an audit finding suppression

Schedules

Action execu tions

Finding suppressions

3. EEREROMEZEKTD]I VI RIT, ROXSICANTEIRENF HYET,
« Audit check (BEEF TV V) HFILEVEEF I YU THS, Device certificate
expiring Z®EIRL E I,
e DY —RBH: EEFEREZNHTHIAHEO 1 DOFT/NA AFAEID ZADLET,

« Suppression duration (I F|Hif): Device certificate expiringDEEF I v U ZiIF
LEVWHETHS, 1 week ZIBIRLET,

« BB (FTTAYV) COBBRRENHTIEEEFHBIT DX ERBMLET,
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Create an audit finding suppression X

Suppressing an audit finding on a specified resource means that the finding related
to the resource for the specified audit check will no longer be flagged as non-
compliant.

Audit check

Device certificate expiring v

Resource identifier

Device certificate id

b4490bd64c5cf85182f3182f1c03e70017e483f17bc6c88beB8a37d3c84923e74

Suppression duration

1 week v

Description (optional)

Developer updates

s

7A4=)LRICADLES, MER] ZBIRLET, EEFMROMEINMERE NERIC, KIH/NF—
NFRRENET,

4. FIAZEN 1 DICRLTCEEMEZIIERRICLELE, RIC. 2 BB OIIHEOEEME X4 T
DUBENHYVET, ATV I THEALEOERLNGESZZ2ERAITHREETEETTHN., F
ETEANL—23>o0EHIC, BoFEEFEALET,
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B OTOEROT A RN—15, [BEE]ZEBRL., BER)ZEBRLET, BEEER OR—
DT, FHEHEOVY—ANEERZRBIRLET, TR, BEEROFI VI TUY—RAEEIRL
£9, COHITIE, [Device certificate expiring] (7°/N 1 AREBAZE QBRI tInE ) Z1#IR
LET,

5. [FINAABREOENHBRIYVINET] OR—JRHO [EERDORD S —] T, MEIHFBEZRE
BREROBILHZD AT VREZVEBERLULE T, R, [7o2a2RAVYTREI X _1—%
BRL, REERZOHILAVHBEZEBRLET, TR, MOFIAETIT2LEOERLUELD
i1 week ZBIRUET, MIHIZHER] V1> ROUT, WHzEML] Z2BIRLET,

£ OT 135 Qevice Ceruricates non-compuant

Start mitigation actions

Mitigation Suppress Finding

Consult your security best practices for how to proceed. You may want to: 1 week
1. Provision a new certificate and attach it to the device.

2. Verify that the new certificate is valid and the device is able to connect. 1 month
3. Mark the old certificate as "INACTIVE" in the AWS loT system using UpdateCertificate. 2 months
4. Detach the old certificate from the device. (See DetachThingPrincipal).
6 months
Indefinitely

Non-compliant certificate (2)

1

Finding Reason Expiration date Device certificate
Certificate is past March 05, 2020
O  28022a890964991852c79a28a83eb89 SN B[ Senlk 210 €7691e63930ec53d4cb9a9810db34d8d802db9686fd21540422287429ae29b61
its expiration. 10:11:57 (UTC-0600)
dc9b109c705ed7e68588bc54eef86f1c Certificate is past February 27, 2020, b4490bd64c5cf85182f3182f1c03e70017e483f17bc6c88be8a37d3c84923e74
its expiration. 22:03:46 (UTC-0600)

EEMROIMHEAERE MRS, RUINT—HARREINKXT, BE. GHOEEMRREN 18
BiIfFEnTHY ., FROYN—RBEFCH/RTZ OOV )1 -3V ICBHVBATVLERT,

CLI CTEBEFMEZHAZIAARTS

ROF1—KNUTILTR, TEHEOEEFIVIZRN)A—T5, 1 20K%LEF/NA AFEHER
BO2T7HORNEFERALET, COFVATR, FROYN—FREBEICHLTEHL VEEZTA
RLTWB Y, BEEZEMILET, SIHAERICEERMEOMBEIZERL . BERE, EEERN
FHEEICHESBEWVWRSICLET,

RO CLIOX>Y REFEAL XTI,

 create-audit-suppression

 describe-audit-suppression

» update-audit-suppression

» delete-audit-suppression
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* list-audit-suppressions

1. ROOANV RZHEALT, EEZBMICLET,

aws iot update-account-audit-configuration \
--audit-check-configurations "{\"DEVICE_CERTIFICATE_EXPIRING_CHECK\":{\"enabled
\":true}}"

H

Lo

2. XOOX REZFEAL T, DEVICE_CERTIFICATE_EXPIRING_CHECK EEFI v o %EX&KRE
IT2FFN REEZEITLET,

aws iot start-on-demand-audit-task \
--target-check-names DEVICE_CERTIFICATE_EXPIRING_CHECK

A

"taskId": "787ed873b69cb4d6cdbae6ddd0d6996c5"

3. describe-account-audit-configuration AN > R&EFERL T, BEEREZREARL F
F, DEVICE_CERTIFICATE_EXPIRING_CHECK MEEFIVIOEAFA I ICLIECEZHIELE
CP

aws iot describe-account-audit-configuration

ik
{
"roleArn": "arn:aws:iam::<accountid>:role/service-role/project",
"auditNotificationTargetConfigurations": {
"SNS": {
"targetArn": "arn:aws:sns:us-east-1:<accountid>:project_sns",
"roleArn": "arn:aws:iam::<accountid>:role/service-role/project",

"enabled": true
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}

.
"auditCheckConfigurations": {

"AUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK": {
"enabled": false

.

"CA_CERTIFICATE_EXPIRING_CHECK": {
"enabled": false

},

"CA_CERTIFICATE_KEY_QUALITY_CHECK": {
"enabled": false

.

"CONFLICTING_CLIENT_IDS_CHECK": {
"enabled": false

},

"DEVICE_CERTIFICATE_EXPIRING_CHECK": {
"enabled": true

.

"DEVICE_CERTIFICATE_KEY_QUALITY_CHECK": {
"enabled": false

},

"DEVICE_CERTIFICATE_SHARED_CHECK": {
"enabled": false

.

"IOT_POLICY_OVERLY_PERMISSIVE_CHECK": {
"enabled": true

},

"IOT_ROLE_ALIAS_ALLOWS_ACCESS_TO_UNUSED_SERVICES_CHECK": {
"enabled": false

.

"IOT_ROLE_ALIAS_OVERLY_PERMISSIVE_CHECK": {
"enabled": false

},

"LOGGING_DISABLED_CHECK": {
"enabled": false

.

"REVOKED_CA_CERTIFICATE_STILL_ACTIVE_CHECK": {
"enabled": false

},

"REVOKED_DEVICE_CERTIFICATE_STILL_ACTIVE_CHECK": {
"enabled": false

.

"UNAUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK": {
"enabled": false
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}
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DEVICE_CERTIFICATE_EXPIRING_CHECK [Cl& true DEICKE>TVWRETTT,
4. list-audit-task ON> RZFEHAL T, TETLEEEZRAIVZZAILET,

aws iot list-audit-tasks \
--task-status "COMPLETED" \
--start-time 2020-07-31 \
--end-time 2020-08-01

i A
{
"tasks": [
{
"taskId": "787ed873b69cb4d6cdbaebdddo6996c5",
"taskStatus": "COMPLETED",
"taskType": "SCHEDULED_AUDIT_TASK"
}
]
}

ATYT 1 TETUEEZED taskId (k. COMPLETED ® taskStatus ZE > TVWAHEN D
VET,

5. describe-audit-task AN RZFEAL T, BIOATY 7O taskId BHZFEALTET LEESE
DHFMEMBLET, CcOON RIE, EENHMAEZ—ETRRLET,

aws iot describe-audit-task \
--task-id "787ed873b69cb4d6cdbae6ddd06996¢c5"

H

"taskStatus": "COMPLETED",
"taskType": "SCHEDULED_AUDIT_TASK",
"taskStartTime": 1596168096.157,
"taskStatistics": {
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"totalChecks": 1,
"inProgressChecks": 0,
"waitingForDataCollectionChecks": 0,
"compliantChecks": 0,
"nonCompliantChecks": 1,
"failedChecks": 0,
"canceledChecks": @
I
"scheduledAuditName": "AWSIoTDeviceDefenderDailyAudit",
"auditDetails": {
"DEVICE_CERTIFICATE_EXPIRING_CHECK": {
"checkRunStatus": "COMPLETED_NON_COMPLIANT",
"checkCompliant": false,
"totalResourcesCount": 195,
"nonCompliantResourcesCount": 2

6. list-audit-findings N> RZFEAL TFREEOMAE ID ZREL, COUY—RADEETS—
R —BEILETEDELSICLET,

aws iot list-audit-findings \
--start-time 2020-07-31 \
--end-time 2020-08-01

&

"findings": [
{

"findingId": "296ccd39f806bf9d8f8de20ddceb33al",

"taskId": "787ed873b69cb4d6cdbaebdddo6996c5",

"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",

"taskStartTime": 1596168096.157,

"findingTime": 1596168096.651,

"severity": "MEDIUM",

"nonCompliantResource": {
"resourceType": "DEVICE_CERTIFICATE",
"resourceldentifier": {

"deviceCertificateId": "b4490<shortened>"

iy
"additionalInfo": {
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7.

8.

"EXPIRATION_TIME": "1582862626000"

}
},
"reasonForNonCompliance": "Certificate is past its expiration.",
"reasonForNonComplianceCode": "CERTIFICATE_PAST_EXPIRATION",
"isSuppressed": false

},
{
"findingId": "37ecb79b7afb53deb328ec78e647631c",
"taskId": "787ed873b69ch4dbcdbae6ddd06996c5",
"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",
"taskStartTime": 1596168096.157,
"findingTime": 1596168096.651,
"severity": "MEDIUM",
"nonCompliantResource": {
"resourceType": "DEVICE_CERTIFICATE",
"resourceldentifier": {
"deviceCertificateId": "c7691<shortened>"
},
"additionalInfo": {
"EXPIRATION_TIME": "1583424717000"
}
},
"reasonForNonCompliance": "Certificate is past its expiration.",
"reasonForNonComplianceCode": "CERTIFICATE_PAST_EXPIRATION",
"isSuppressed": false
}

create-audit-suppression AN > RZFERL T, 2020 # 8 # 20 #ETID

c7691e<shortened> & 27 /N4 AFIBAE M DEVICE_CERTIFICATE_EXPIRING_CHECK B
BEFIVvIOBAZNHLET,

aws iot create-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
--resource-identifier deviceCertificateld="c7691le<shortened>" \
--no-suppress-indefinitely \
--expiration-date 2020-08-20

list-audit-suppression AN~ RZFEHAL T, EEMNHRELHEEL., MEHOFMHERBLET,
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aws iot list-audit-suppressions

i A
{
"suppressions": [
{
"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",
"resourceldentifier": {
"deviceCertificateId": "c769le<shortened>"
1,
"expirationDate": 1597881600.0,
"suppressIndefinitely": false
}
]
}

9. update-audit-suppression AN RZFEAL T, EEFEROIFHZEHTEEXRT, UTOHIT
l&. expiration-date 208/21/20 ICE#HL F T,

aws iot update-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
--resource-identifier deviceCertificateId=c769le<shortened> \
--no-suppress-indefinitely \
--expiration-date 2020-08-21

10. delete-audit-suppression AN RZFEAL T, BEEZROWFIZHIBRTEE T,

aws iot delete-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
--resource-identifier deviceCertificateId="c7691e<shortened>"

HIBR Z FEFR T B IZ Ik, list-audit-suppressions N> REFHAL X,

aws iot list-audit-suppressions

H

{

"suppressions": []
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}
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cOF1—KUFIITE, OA2Y—)L& CLI T Device certificate expiring FI v U %&H]

FIBHEERLELE, EEMROMBOFMIOVTR, EEOFMROMNF 2R LTS
W,
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Audit

AWS loT Device Defender DEEE T, Z7HI MR TFNA AICBHETIREER) S —&EFANT,
EFIVTARBAREEATVWD L ZRABLET, BEEE, EF21VF1ORANTSIT4
ARLERTIOEARID —HSORBABREICRILEERT (fl: BHOTF/NAAICLKBEL ID OfE
A, 1 20FNAAICKBMBOZLOF/NA ARDTF—2DO5HEY) CEEFHZHFANT S, #ERNFB
BER)D—), EEFMBEICISUTERITITSD (TN RERE), EPNICERITIRESAYT
JA1-I)TEXRT (AT 1-I)ICKBERE),

AWS loT Device Defender DEEETlE, —BMNBZ oTEF IV T A1 ORANTZIOTA1REFNA R
DEF/BHEICOVT, BRIICERTALE—EOFIVINETENET, BRIICERENEFIVIOD
BlELT, BEROFNAADTF—R 25, ELEEHRIHD T IO LAFTZ2FE5TBRIZ—, ID
ERHETDZT/INA A (X509 SEAE), AMELRFEVHEENENEETIT AT THIIAHEENHY)
£,

FEOEEE

BEOCEEER. BREETNLETEEORA VAR AILHETZIBREOLARILE, BEXRTOHRER
BzZzRLERT,

COEEENOABEENEETIVITR., BRROIEN VESAENMBEEIhE T, EETHE
L&V, Z2LDFE. GERHENREALERLS, 1 FAX—OHBREASFLERERFI-
BUVEBEOHZAYATEY NCEELCITIVEALLEYGIHIZCEANTERT,

o

CHOEEENTAHEEOEEFIVITR, EELBECHAL &, BROBPELBETEL X
BICrWEY, EESCBABELRKIC, RABEFSVEETIE, Eg@&ék%?ﬁ"_’ty NET D
ALY, TEY R ZEEBIRCENKLKHYET, LAL, RAENELVEER, Z2<0%H
&, BEArR#ETY, BrlzY—I, 194 —0HE, ittﬂ%;&@t/ N7y THBER
BENBYVET,

STFAT A
COEEENDTEENEETIVITR, ##ENEEFIVTABLTX T AKFO R

ELTEBHNZESBBEZRTLET. RIESFEEOBEICLY, EF1UT 1 HHORD
FELLBFHLEWMELEEYE, ERICEREZREIAEMIBYET, Cho0BER, BV
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TOR=HBTEY MOTOEAXHEBZHRLEY, BEEOHZ T3>0 —H2B5ICT
SAREMEEHN KT,

&

CHOEEENDTEENEEFIVITR, EFIVFAORANTZIVTAANREBEEE L

D, FEENANAREhECEZRLET, chSBARREARICREOMSEZEFIUFTA LD
HEESIER.ITCERFBRBYELBAN, ChSDXVNIEEOHDAMICK > TERE B IR
HABYET, FAENPEEOBBELRKIC. RAENfMRVEEATE., #ENEEF1 )T«
BROX T FHFAKFHO-IREL TEEHNDVETT,

RODATYT

EATEBDEEFIVIORATICOVWTR, TEEFIVVEE,, 283RBLTLKEETY, BEEICHE
HAEhdH—ERXAI7—20OFMIZDOWVWTIE, "Service Quotas; ZSBRL T EE L,

EEFIv UEE

(® Note

FIvORBMICTRE, F—RRENAEICEHBENET, RETHTF—IXHNTHIN
CKREBICLHDBHE., FIVIZEMILTASFIVIDKERNINERENDETICEBFL D
NBDENDYNET,

LTOEEFIY VEANFfYR—PEATVLET,

s POTATBFINAAGAEOHEREDLHOHE CAHFRMYEEhELL
- VHE N CAREHEN T IOTA7DEETTY

s TNAAGIAENHBEEhELL

s FNAAGAEOF—mE

- CAFIREDF—mE

o WIAEENTWAEV Cognito O— L DIERNBEI T

« SREEE 1 /= Cognito O— )L DERAIBEITT

« AWS loT RUZ —DHERANBRITT

RORTYT 61


https://docs.aws.amazon.com/general/latest/gr/iot-core.html#limits_iot

AWS IoT Device Defender AWS IoT Device Defender RO Y /N\—H A R
« AWS lIoT RUZ —ARBo> TBRENTV D AN D

s O—)LITAVTADHERNBERTTY

s O—ILIA VT AN REAY—EANODT IV AZFALET

- CARLHHEDEMHRAINET

« MQTT 9547 M ID OBHE

s TNAAFAEOEMHARIYINET

s TNAAREOKEBRHEFIV D

s WBENETNAARRREN T7IOTATODEETT

- OJREFNEMTT

TIOTATBFINAAGERAEDERO-OOHE CANVEYYBEEAELE

COFTYOREALT, FHCAERUMBLTEELT T T BRET /N ATXHBETXTH
ELET,

COFIYVIE, CLLERT APIT
INTERMEDIATE_CA_REVOKED_FOR_ACTIVE_DEVICE_CERTIFICATES_CHECK £ELTRREIE
ERD

BEEE EEER
Details
COFIVIICKY)FTHEENRON21HBE. ROEBHI—-RNMRENET,

+ INTERMEDIATE_CA_REVOKED_BY_ISSUER

EELEMH

TOTATBRTFNAALAEFIVIDOLEOICEYEENLEFE CA W, RAEARTCAN CAFI—
VTHUYEENE AWS IoT Core 79T A 7 RBFINAABHAEN 2L ESH EHUMTH LT,
FNAADID EEEMHZFMLET

WYELUEXFE CAZERALT, CAFI—2AOMOD CAXLBEIT/NAALRABICERLE TS L
FTEEREBA. FECANEY) HENIZRIC, COCAAEZFAL TERETNIZAIAEZRFE O
L<EmEhEFNA AR, EF1UT1 LOBRZELSLET,
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EIER*

CARIRAZEZEVEL EBOTNA AREAEDBERT VT ET A ZHAELET, EF1UT1OX

ANTZO0TA AR > TRAZRBRBELET, UTETSENTEEXT,

1. EBZ2Z 32T NAAAIC, BIO CAICK>TEREhLEHLVIHEZ O >a -V JLE
C

2. ILVELRAEN BT, FNAATENSOIIAEZFEAL TERTED L 2RIELET,

3. UpdateCertificate ZfEA L T, AWS loT THWFEAEZ REVOKED £ LTY—J L& T, N7
9232 EFERALT, LTZITS5ZEETEERT,
- EEBEHRIC UPDATE_DEVICE_CERTIFICATERBM7 V> a>zEALT, COEEZITVLE

ER

« ADD_THINGS_TO_THING_GROUP M7 V> a &HEAL T, 7023 &2ETTED I —
TICTFNA RZEBMLET,

¢« Amazon SNS XY t—C LR TR REE UL THARAEZLL AR AREXTHIES
[&. PUBLISH_FINDINGS_TO_SNS#EM7 o> a > a#EAHALET,

- FE CARIAEZMVYEL EBOT/NA ARBAEOBRRE T VT 1 ET 1 ZHEREL., TOHBIC
RIS ETeEMOH2T/NA ABHEOERV)BELZRFLET, O CAREICLK2TE
BENET/INA AGEAE%Z —EXR RT3 ListRelatedResourcesForAuditFinding Z £ T&
£9., T/\NA ASEAEZHV) T (Z Ik UpdateCertificate ZFERATEE T,

s HVREAEZTFNA AN STEYFLET, ( "DetachThingPrincipaly Z2ZBL T EE V),

A OVWTR, TEMT7O>3>2, 28RBLTSEEL,

MVHEENIZ CARIAEN TIOT A TOEETY
CAGIAENBVHENIL A, AWS loT TRBMDXREXTT,

cODFIVIIE., CLIBKT API T REVOKED_CA_CERTIFICATE_STILL_ACTIVE_CHECK &L T
RIRENET,

BEEE EEER
Details

CARIAER. RITHEBIC I > THR I TV SIAABTRMIARNTRYBEAEI—TJETNATVEXT
. AWS loT TR & TACTIVE, /=& "PENDING_TRANSFER, &XN—JZNzEEXTT,
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COFIVIICKYTHEED CAREAEBNROA 21288, ROEHI—RABRENET,

« CERTIFICATE_REVOKED_BY_ISSUER

EERXEH

HV)HELUER CAREHER. TNA ARABNDERICEATELLLBZN XTI, RFThLLD, B
VHENETWRMENHYERT. CO CAFIASTERS N EAHEZEAL THLEBMENETN
AAREFIVT A LOBRICBEZHEENHVET,

EIER*

1. UpdateCACertificate Zf#H L T, AWS loT T CAZEBEE % INACTIVE L LTY—YU L & T, &M
To2araERALT, UTZETS52EETEET,
o EEBFER(C UPDATE_CA_CERTIFICATE M7 V> a & BRALT, COEEETVERT,

« Amazon SNS XY E—JICRTBIEEE L THAZLL AR AZEZETHIES
(&. PUBLISH_FINDINGS_TO_SNS #EMF7 o> a>=EBALEY,

FHCOVTR, "TBAT7 0232, 22RLTLSEZL,

2. CARIFAEZEHVEL ERZOTNA AGIAZEOERT VT 1 ET 1 2R L. TOHBICRKITEZh
AN H DT /NA AGEAEORVY BLZRFLET, O CARERAELC L >TERE LT
INA ASEBAE % —E R D IZIF ListCertificatesByCA ZERATE LT, T/N4A AGAEZHY) B
92 (& UpdateCertificate ZERATE £ T,

FINA AGEAEN KB hEL L
BHORRELSD. BU X509 BHE%#FHAL TAWS lIoT Y —ERAICKH U TR NET,

COFITY U, CLIBKRT API T DEVICE_CERTIFICATE_SHARED_CHECK & L THRRENE
ERD

BEEE EEER
Details

FUFIVREBEO-—HELTRITENLBEE, COFIVIEAR, EENRLK 31 BEIAS
FIVIANRGTEND 2HEAHNETOBICERITDLDICTNA ALK EREShIZAREE
clientiD ZANE T, ATV 1—)IEchiZEETRE. COFI Y IVEBRE, AIEEENf RTEhE
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TNAALAENFrRECNATVEVCEZRELET, RESChTVRERRE,. EFI1UT1OXRR
RTZ0T 1A > TRAEZERLET,

BHROTFNAATEALUEAEZEAL TVRIEER., ROBEZITVLET,

1. HLLW—EnitHEEE O3 - I 0L, EFNAAILTRYFLET,
2. iLLVEERAENBUT, FNA ATENSOIAIAEZFERAL TERTED L EZRAELET,
3. UpdateCertificate ZfER L T, AWS loT THVIEAEZ REVOKED ELTN—J L&Y, BT
U923 EFRALT, ROBEEZITSZEELTEET,
- EEEMRIC UPDATE_DEVICE_CERTIFICATERBMT7 V> 3> zEALT, COEEZITVE
ED
« ADD_THINGS_TO_THING_GROUP M7 V> a>&ZERAL T, POV 3IVZERTTEDTI—
TIFNAAZEBMLET,

« AMazon SNS XY —J IR TR EE L THAZALL AR A ERETZIES
&, PUBLISH_FINDINGS_TO_SNS BMT7oO>avEEALET,
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TINA AGLFHEDF —mE

AWS loT B&E k. AWS loT XY &— 7 O—H—AOFRREIC X509 SEEFAEZFEMA L - TLS MER
AZEFAIZEN K< HBYET, ChSOFAECFRARDARER. EAITSHIC AWS loT 7
AIOVBNCBRBITDILEN BV ET. AWSIoT &, BERFICCHSOAEFLCLNL TELANZEE
MFIVIZRTLET, ChSOFIV IR, ROEDHFHYET,

L CNSRENERRTHHENLETT,
C Ch5R. BRENEBIRCL O TERSNTLUBLENHYET,
C ChSREVBENTHILXENBUET (DFY ., BVERIPATVEVC EFRETT),

EEILF—DY A XE, BEZHENMNAXERHELTVIBENHYET (RSAF—DEFER
. 2048 EY NRALTHALENHYNEXT )

COEEFIVITR, BESF—OmEICEIZRNDEMTANBEHRELATT,

« CVE-2008-0166 — Debian XR—ADFARL —F 1 T AT AT, 09839 KVWEION—2ar&
TO OpenSSL 0.9.8¢c-1 ZFAL TF—HNERENIELESIHZFIVILET, ChsO/N—
232 ®OpenSSL TlE., FRAIMRESHREZENTIEAHS IXL—FFFEAEATVD LD, U
E-—NOBREENESHF—ICRTEI TN -7 —AHARBEBFEICTSENTEET,
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Details
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+ CERTIFICATE_KEY_VULNERABILITY_CVE-2017-15361
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AWS loT Device Defender &, CchsDTANCKBMU EFE, AIASEIEEMELTHRELET,
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ED

EEE. EEER
Details

cOFIvVEBE., TACTIVE) £7zi& "PENDING_TRANSFER, IC& 2 T\% CAGIAEICEMA
TNhET,

CARIHENF—mE 68



AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

COFIYVIIERYFBEEOAAEN ROHN 21258, ROBHAI—RIFREIET,

+ CERTIFICATE_KEY_VULNERABILITY_CVE-2017-15361
+ CERTIFICATE_KEY_VULNERABILITY_CVE-2008-0166

BEELER

COCAREZFEALTERETh, HILLEBMNENETFNAAGEFIVT 1 LOBREICEZEE
FHYNERT,

BIET

1. UpdateCACertificate Zf#H L T, AWS loT T CAZIBEZE% INACTIVE ELTY—I L & T, &M
Fo>arvaERLT, UTEITSEETEEXT,
o EEHERIC UPDATE_CA_CERTIFICATEREMT7 Va2 EBALT, COZEEZITVET,

¢« Amazon SNS XY t—2 LR TR RHEE L THARAEZLL AR AR EEKTHIES
([&. PUBLISH_FINDINGS_TO SNS#EMT7 o> a>z#=EBALET,

FECOVTR, BT 2232, 2ZRLTLSEZL,

2. CAGIFAEZRY ELERBOTF/NA ABAEOERT VT ET 1 2HREL. TOHBICRTE
AN H BT /NA AFERAEOEY BLZRFLET, (CO CARBAEICL > TERE LT
NA AGIBAE % —ERTT D IZ(& ListCertificatesByCA ZERAL £ T, T/\1 ASIAEZHV)ET
\Zl& UpdateCertificate ZEHA L £9).
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c B/ REBRRLBEETD,
- T/ OEBTF-REHAND,
s T/UNCHETEZT IR VY-RZEET S,
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« MQTT ZHEALTFHNBEAREY I (V¥ ROUFLERDITRITTF—REEC ) ([CEE/RT/ITT
AVSA4TLET,

« APIOX YV RZFEAL TS Y RUKER D ITRITT— R EHRABMBDHNEET D,

—f%IZ. REZREED Amazon Cognito ID 77— )LO—LZFERAL TERIT D TF/NM ALK, E/BED
MQTT NEY VZRITIVTAVZ473%H, APIOXV REFEALTO Y RUFELFD I TR
TR BETRIT/EAEDT— R EHINBD/BRETIREENLET IV EAFTOAMGEL TLKE
=L,

COFIYVIE, CLLERT APIT
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Details

COFTYVEEBEDOHE., AWS loT Device Defender &, EEZEMRTHI 31 BEIZ AWS loT XV
-7 O0—-H—ICERITDLEHICERAET T NXTO Amazon Cognito ID 7—I)LZEEL £,
1T 5E O FRREE & F 1= (& REREE Amazon Cognito ID @ 3 X T M Amazon Cognito ID 7' — )L A BEZ I
EHSNET,

COFITYIIZK)TEE DRI Amazon Cognito ID 77— I)LO—=ILA"ROH 2 BE. ROEH
dA—RAFBRENET,

* ALLOWS_ACCESS_TO_IOT_ADMIN_ACTIONS
* ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS

EELZEH

WAENTVWEVIDAI—Y—IC&K YR hD @BV E®, BBEEE 1z Amazon Cognito ID
KNERBHDICKEVIRVZBERILET, RN TVERVID FREEILEES. EET Y
>aveEFERLT, THADRBREOCEE, VY—ADHIR, BBETF—XNOT I EAZITS AR
FHYVET, EhiF. FNAAREILLEBIZT IV EATED O, THIVRMAOIXNTOFT/N1 A
DY RIEDATIZT IV RLAFTFLRBEET D AN BV ET, TARNI—HY—E&F, TOFTIER
FHEFEALT, 7U—hF2&Z2@ELEY, XYvE—2TDDoS WEBZRBKL 2V) T2 AsEMN
HV)ET,
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EIER*

FREEE N TV Amazon Cognito ID 77— )LA—J)LICT7 B Y FEZRD D —CE. FINA AN %
NTATERTITDOICHEBERT IV EAFAOKXMELTLKEEV, RORTYTE2HELET,
1. FHLWEEO-ILEERLET,

2. Amazon Cognito ID 7—JLZ#ERKL ., BEO—-ILZ2T7XYFLET,

3. IDAFLVWT—ILZFEALTAWSIOT IC7 IV EATER L Z2BRALET,

4. RINZTTLES, TEEELTIZINEERESE iz Amazon Cognito ID 7'—)LICEAEO—I)L %
FTERYFLED,

BMT7Oa>eERLT, ATZT528E8TERT,

e AMazon SNS XY t—JICW TR IEE L THARAEZALLAR A EERTBIES
([&. PUBLISH_FINDINGS_TO SNS#EMT7 o> a>z=EALET,

FHCOVWTR., "TBAT7O2a2, 28RBLTLSEEL,

T/ ZEBERLEEETS

RO AWS IoTAPI 70> a2k, B/ 2BBFELREETILEOICEAETNE T, BAlEhTLE
L\ Amazon Cognito ID 77— )L ZN L TERTEDTFNL ALK, CchsOT 023> a2ERTITDTD
EAFATZFELAEVWTSEEW,

* AddThingToThingGroup

* AttachThingPrincipal

* CreateThing

* DeleteThing

* DetachThingPrincipal

* ListThings

* ListThingsInThingGroup

* RegisterThing

* RemoveThingFromThingGroup

* UpdateThing
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* UpdateThingGroupsForThing

CNSDTIIIAVERTIZDTIVEAFTZNETZO0-LE, B—0VY-RLEFAE>TVT

. THEHEEHRBENET,

T/ OEET—REHANMD

T/ F—ROFAE)RPEEIZK., UTOAWSIoTAPI 702 3V AERAEThET, Bifeh TV

7%V Amazon Cognito ID 77— ZN L TEHKT DI T/NA ALK, chsOT7 023> aRTTDT
JEAFAZEABTVWTLSEEZV,

* DescribeThing

ListJobExecutionsForThing

ListThingGroupsForThing

* ListThingPrincipals

Example

- NEE:
JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowIoTThingOperations",
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPxrincipals"
]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/name-of-thing"
]
}
]
}
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ChIZRY, FNAAF1DODOF /DORICHTBDTIELAHFANFTEETATVWTE, EEETLE
TOAVBETTEDRDIIKEYET,

T/ UNZEETS

HREDELD Amazon Cognito ID 7’—I)LZ N L TERIT D TFNA AR, ChsOtEI> 3> THEAL
IZAWS IoTAPI 7023V BADOT V232 2RTIR T IV EAFHAZAELBVTSEEZV, K
FREM Amazon Cognito ID 7’—)LZ N UL TEKITHD T 7T —2a 0 2FRALTT AU N E2ER
I3, FNAATHERAETRTVEVEED ID 7—ILEERLET,

MQTT NEY DI T RIS A4 TIRITTS

MQTT XY =2, AWS loT XY =27 O0—A—RBHATEFEh, ¥ RIRAT—RA®XT 3
TETAT—BANDT VEAREEREDT VAV ERTIBDEOICTFNA ALK EAEIE
T MQTT XY =L, RIT. LR Y TRISATIBT7 O RAFTETNAAILRET
BRIV —G, UTOXRSICChSsOTIa>vZR/REND)Y—AICHRLET,

E
- NEE:

arn:aws:iot:region:account-id:client/*

DAIRA—R*ZFEATDE, EOFT/NAATE AWS loT ICEHKETERT,

arn:aws:iot:region:account-id:client/${iot:ClientId}

%M+ —T iot:Connection.Thing.IsAttached & true ICEREETNTVEVRY ., Zhik
BOBOTAILRIA—R* EEAEDRETT,

- BE:
JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"iot:Connect"

1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:client/

${iot:Connection.Thing.ThingName}"
]
}
]
}

JY—ADEEIL, BRICEAET D TNA ABE—BIZERNIBELETT, ZRHEAT—H
XV RNE, MQTT 9547 NMCK Y ERAENBERESN, EAEShDERIZHOD>ET/ICT
BYTFENLAPREE —BITRDEZ2BIEIDCLICKY, TOEAFAZESICHIRLF
ER

1T

- FHEE:
arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update

iRV, FNAABRHSWRITFNAAD ¥ RVEEHTEDLDIZBYNET (*=9IXT
DTINA R)o

arn:aws:iot:region:account-id:topic/$aws/things/*

ChiZRY), FNAABRHSWBITFINAADS ¥ RUZFHEV /EF/HEIRTED LS ICKY)
x9,

- EBE:
JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"jot:Publish"
1,

"Resource": [
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"arn:aws:iot:us-east-1:123456789012:topic/$aws/things/

${iot:Connection.Thing.ThingName}/shadow/*"
]
}

VY —ARERETAIILRA—RAEBENTVETY, BEITDILOICE/ OBFHAERAET
TVWBATFNAADT ¥ RUVBEEDREY VIZOH—HLKXT,

YTROZ47
- FHEE:

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

ShIZ&Y, FNARABIXRTOTFNAADFHERS ¥ ROKEFDITREY VICHTR
D9S4T7TEET,

arn:aws:iot:region:account-id:topicfilter/$aws/things/*
HOBERUTTAN, # JMILRA—RZEALET,
arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update

ChiZkY, FNAARGHSWEITFNAADS ¥ RUVEFHEZSRTEDLSILBRYXRT (+=7

RTOFINA R)o
- BE:
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Subscribe"

1,

"Resource": [
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"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*",
"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/jobs/*"
]
}

VY —ARERETAIILRA—RABENTVETY, BEITDILOICE/ OBFANERAES
TWBRTFNAADSD ¥ RUBEDREY VEDITHEOREY VIZOHK—HLET,

2=

- BHBA:
arn:aws:iot:region:account-id:topicfilter/$aws/things/*

@, YTRIZATIBT O EAFAZE > TVWARREY ILSOKTNA AN XY £—
DEZEIZILEO, FAEThET,
Y RVELERDATTF—REHIMB/EETS
FINAANAPIT U2 AV EZRITLTTFNARD ¥ ROURDATRTTF—RILT VAT EREE
IRTIVEAFAAZNETRIRII—F., ChsOT7I>3a>ERBEDIY—AILHIRLET. API
ToavRRODELBYTY,

* DeleteThingShadow

GetThingShadow

UpdateThingShadow
* DescribeJobExecution
* GetPendingJobExecutions

» StartNextPendingJobExecution

UpdateJobExecution

Example

- THEE:
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arn:aws:iot:region:account-id:thing/*

chilckY), FNAANHSWBRE/ THREENET VI EETTEDELDICKYET,
- BE:
JSON

{
"Version":"2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [

"iot:DeleteThingShadow",
"iot:GetThingShadow",
"iot:UpdateThingShadow",
"iotjobsdata:DescribeJobExecution",
"iotjobsdata:GetPendingJobExecutions",
"iotjobsdata:StartNextPendingJobExecution",
"iotjobsdata:UpdateJobExecution"

1,

"Resourxce": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThingl",
"arn:aws:iot:us-east-1:123456789012:thing/MyThing2"

]

}
]
}

CHhIZRY, FNAADN 2 DODE/TOHRBEEETNLET VIV ERITTEDRSICLKYET,
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g
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- B/ EEBERLEBEETS,
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COFIYVIEE, CLLERT APIT
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BEEE JEEER
Details
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T 5E O FRREE & F 1= (& REREE Amazon Cognito ID @ 3 X T M Amazon Cognito ID 7' — )L A BEZ 1
EHSNET,

COFIVYIICKY)FEEDRIEEFH Amazon Cognito ID 7—IILO—ILARBDOH 2 EE,. AOE
HO—RMRENET,

+ ALLOWS_BROAD_ACCESS_TO_IOT_THING_ADMIN_READ_ACTIONS
* ALLOWS_ACCESS_TO_IOT_NON_THING_ADMIN_ACTIONS
* ALLOWS_ACCESS_TO_IOT_THING_ADMIN_WRITE_ACTIONS

EEXZEH

ALE N TV IDARESCIhIZEE, BETI3VZEALT, TADVRREDE Y-
ADHIER, BETF—ZNOT I EAZITIAREEN BT,
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EIER*

FRRE&E & M Amazon Cognito ID 7’—)LO—JLICT R Y FE RIS —IZE, FINA AN ETOD I
T2RTTDOIMBERTIVEAFTOAMFELTKEEV, ROATYTEZHRLET,

1. FHLWEEO-)LEZERLET,

2. Amazon Cognito ID 7’—J)LZ KL, BEO—ILETXYFLET,
3IDAFHLWT =)L EZFERALTAWSIOT ICT IV EATED L ZHBELET,

4. RN TTLES, TEEELTTSINERES iz Amazon Cognito ID 7’—I)LICO—I)L %7
XYFLET,

BMT7O>a>EALT, ATZIT52CETEXRT,

e AMazonSNS XY tE—J I ICHTRAIREE L THARAELL AR ABEETDIES
(&. PUBLISH_FINDINGS_TO_SNS#EMF7 o> a>z=EBALET,

AMCOVWTR, TEMT7 2232, 28RBULTSEEL,

T/ 2EBELLRIEETS

XD AWS IoTAPI 70232k, T/ 2BBELRFIEEITHEOICHERAEIZ LSO, chsOT7 o
AV ERTIBDTIOEAHAIE, BEEEM D Amazon Cognito ID 7’—ILZ ML TEHT 2 FT/NA
AZRFRFELBEVTLSEETLY,

* AddThingToThingGroup

« AttachThingPrincipal

* CreateThing

* DeleteThing

* DetachThingPrincipal

* ListThings

* ListThingsInThingGroup

* RegisterThing

* RemoveThingFromThingGroup
* UpdateThing

* UpdateThingGroupsForThing
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CNSDTIIIVERITIDTIVEAHFTEZNETZO-LE, BE—0VY—-REFAFE>TVT
., TEHEEHRBENET,

T/ UNZERTD
S2REE & M Amazon Cognito ID 7’—I)LZ ST L TERT D TF/NA ALK, chsntv2 3> THA

LEAWSIOTAPI 723> BADT o2 a>ZRTTHT IO EAFTZAFELEVWTSEZ L,
S2REE & M Amazon Cognito ID 7’—I)LZ N L TERTD T 7V T—>3a 0 Z2FEALTT AU MNE
BEIDICE. FNAAICKYFERAEATVEVEED ID 7—ILEERKLET,

T/ DEERET—2ZHAND

XD AWS IoTAPI 70232k, T/ OF—3Z25sBMBEOICEATIhD Y, REEHOD
Amazon Cognito ID 7’—ILZ N L TERITBDTFNAI AICEBREETNLEZE/ OEY N TOHENSDT
023 aRTIBRTIOEAFTZAFELTLSEZL,

* DescribeThing
* ListJobExecutionsForThing

* ListThingGroupsForThing

* ListThingPrincipals

- FEE:
arn:aws:iot:region:account-id:thing/*

chiZky), FNAANSSWBDE/ TEBESNLET IO EERTTEDLSICKYET,
- BE:
JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxThing",
"iot:ListThingGroupsFoxrThing",
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"iot:ListThingPrincipals"
1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThing"

ChnCRY, FNAAN 1 DOE/ TORIEEENET VAV EERTTEDLSICRYET,
- HE:

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThing*"
]
}
]
}

DY—=ZANF DAL RA—R () ZEALTEEENTVERTH, SICEEOXZINFFVTEY),
BEESNETL7AYIORZE DB NHVEE / Oy NMAOTIVEAIZERENWDEH, Ch
FEELTVWET,

- NEE:

arn:aws:iot:region:account-id:thing/*
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chiZ&Y), FNA AN HSWBDE/TEEENLT VAV ERTTEDERSICAYET,
- BE:

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxrThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
]I

"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThing"

ChIZ&Y, FNAAN 1 DDE/TOHRBEEETNET VIV ERITTEDRSICBKYET,

- BE:

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxThing",
"iot:ListThingGroupsFoxThing",
"iot:ListThingPrincipals"
1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThing*"
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JY—=ABNTAILRA—R () ZEBALTEETATVERITN, BICREOXZEINFFVTEY).
BEENETL7A4Y ORZHFHIDBRNAFVWEETE/ OEY MAOTIVEALCHREND=H, Ch
FE&ELTVET,

MQTT REY VICHTRIZATIRITTS

MQTT XY =2k, AWS lIoT XY =27 O—H—RBHATERFEEh, ¥ RUATFT—FAXT 3

TRITAT—RAANDT IV AREEBRENECFTEIERT VAV ERTIDEDIZTNAARICKY)
FRENET, MQTT XY 208K, BT, FERYTRISATI2TIOAFTEZT/INA

ARETBZRIS—F, LTFTORSICChSDT I avERBEOI)Y—RAICHRLET,

B
- FHEE:

arn:aws:iot:region:account-id:client/*

DAL RA—R*ZHEATDE, EOF/NAATE AWS loT ICEKETEERT,

arn:aws:iot:region:account-id:client/${iot:ClientId}

%&M*F—T iot:Connection.Thing.IsAttached A" true ICEREE N TVEVERY ., ChiE
BHOBFOTAIRA—R* EAEDRETT,

- BE:

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Connect"

1,

"Resource": [
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"arn:aws:iot:us-east-1:123456789012:client/
${iot:Connection.Thing.ThingName}"
]
}
]
}

)Y —ZAEKICE., BRICEAENDTFNARABIC—BIZIZEBNEENTHY ., FHEAT—
RXKEE, MQTT 95472 NCKRY FERENZHAEN, FRE D BZEFEODT/IC
TERYFENLAHAEBEELE —BIBDCEZHMBID LR, PUOEAFTZESICHIRLE
£
RIT
- FEE:

arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update

ChICEY ., FNARARBSWDTNAADT Y RIEBH TEDLSICAYET (= TAT
DFINA R)s

arn:aws:iot:region:account-id:topic/$aws/things/*

chilcky), FNAARFHSWBITNAADST ¥ ROEZKEVY /EH/HEHIBRTED LS ICKY)
x£9,
- HE:

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Publish"
1,
"Resource": [
"arn:aws:iot:us-east-1:123456789012:topic/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"
]
}
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VY —ARERETAIILRA—RAEENTVETY, BEITDILOICE/ OBFHAERAET
TVWBATFNAADT ¥ RUVBEEDREY VIZOH—HLKXT,

HYTROZ47
- FHEE:

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

ShIZ&Y, FNARABIXRTOTFNAADFHERS ¥ ROKEFDITREY VICHTR
D9S4T7TEET,

arn:aws:iot:region:account-id:topicfilter/$aws/things/#

BOBERBUTTN, # DML RA—REFEALET,

arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update

ChiZkY, FNAARGHSWEITFNAADS ¥ RUVEHEZSRTED LSBT (+=7

RTOFINA R)o
- BE:
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Subscribe"

1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/

${iot:Connection.Thing.ThingName}/shadow/*",
"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/

${iot:Connection.Thing.ThingName}/jobs/*"
]
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VY —ARERETAIILRA—RAEENTVETY, BEIDLOICE/ OBFHNERAET
TWBTFNAADSD ¥ RUBEDREY VEDITHEOREY VIZOK—HLET,

21

- BE:
arn:aws:iot:region:account-id:topicfilter/$aws/things/*

ch@E, YTRIZATI2T OV EAFAZE > TVRREY IDLSOKTNA AN XY £—
DERETILO., BEHNEEA

A RIVKERDITTF—RERHMB/EETS

TFINAANAPI T O3V ERTUTTFNA R Y RORDITRTTF—RIT VAT LEREE
THTVEARTERETHRUI—, ChEOTIYaVEREOUY—AHBLET, AP
T3> REROEHBY)TT,

* DeleteThingShadow

* GetThingShadow

* UpdateThingShadow

* DescribeJobExecution

* GetPendingJobExecutions

* StartNextPendingJobExecution

* UpdateJobExecution

45
- FEE:

arn:aws:iot:region:account-id:thing/*

kY, FNAANBSWRDE/TEEESNLET VAV ERTTEDLIICAKYZERT,
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- BE:

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iot:DeleteThingShadow",
"iot:GetThingShadow",
"iot:UpdateThingShadow",
"jot:DescribeJobExecution",
"iotjobsdata:DescribeJobExecution",
"iotjobsdata:UpdateJobExecution™

]I

"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThingl",
"arn:aws:iot:us-east-1:123456789012:thing/MyThing2"

]

}
]
}

ChIZKY, FNAADN 2 DODFE/TOHREEETNET VIV ERITTEDRSICBKYET,

AWS loT RS — DRI BRITT

AWS [oT RS —TREENBD TV EAFAR, LITED D, FIRAHY ERA, ERETRBETN
AAEDEATMATIT XY -2 EZEIR TV EAFAZNETEH, CREXET/NAAD
Y RIBLVDITROITF—RIT VAT EREET DTV EAFTZRELET,

—I, FNAADRIVD =, TOFNAAZOHBEEFTFSNTHY, OFT/NAAICFE> 1=
<. BB3VREDITHPLIBERITSNTOEVWIY—AANDT VLA ZRETIHENHYERT, —
HOIAFBYVETH, TORSIBRIS—TVY—RAZEETDLEDICTAILRA—R (T BE)
ZERTRIE, [KIEDD, FIRABVERBENET,

COFIYVUIE, CLISKRT API T IOT_POLICY_OVERLY_PERMISSIVE_CHECK &L THRRENE
ERD
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EEE FRERE

Details
COFIYIICKY)IEERD AWS IoTRUSZ—ABOHADE, ROBHI—RFRENET,

+ ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS

EELER

TOEAHFUINBEEAR)S —%2EDFEHE. Amazon Cognito ID, FEEFE/ 0TIL—T&, B
ENEBE. THOREEOEXF 1T AICHEZEADUEMI GVET, REENf TORSE
[FEBRTIOEAEEZFERALTINTOTFNA AN Y R, 37, @D aTE2Te5HHEE
FREETHAEMNI BYVET, Tk, HEENfBREShIAHEZFEAL,. BEOHD2T/N1A
(CEHRLEY, XY RND—U LT DDoS MEZRMBLLEY) TRHAREMEN HYET,

{EIERH %

T/, B/ DIIN-T, BTOMOIT AT AT RYFENLEFEEOR) S —ZBETDICE,
LTOATY TZRITLTLSEZL,

1. RIS —OFLVEEN—23 2 2K T SICE, CreatePolicyVersion ZEA L &
¥, setAsDefault 757 Z true ICERELET, (ChIZKY, COHFLWN—23 2@, R
—RFEATIINTOIVTATATEHELET, )

2. RUS—OTRYFEOR—SY N GIHAE., E/OJIL—T)DUARNEZEREL, JIL—TIC&
FATVRTFNA AR, EHICHAPEEEZFERATZ2T/NA AR T S I(CIE. ListTargetsForPolicy
ZFERALET,

. BEMTSNTVBRIXNTOT/NA AN AWS loT ICIERTED L ZERELET, TINA AN
BEHTELZVEBSE. SetPolicyVersion ZFEALTF7 I NORI S —ZBBION—23 21U
A=Y OLT, £5—EHLTLEZL,

BMT7Oa> EFERALT, ATE2ERITTEET,
o EEHEERIC REPLACE_DEFAULT_POLICY_VERSION B 7 V> a>#BAL T, COEEZITL
£7,

¢« Amazon SNS XY t—2 LR TR REE L THARAEZLL AR AR EEKTHIES
([&. PUBLISH_FINDINGS_TO _SNS#EMF7 o> a>z=EBALET,
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HMICOVWTRE., TEMTOIaY, #BSBLTLSEEL,

AWS loT Core R —Z#HEFERAL T, RUZ—RHDO AWS loT DY —AZBWICSBLET,

MQTT OF Ut AT

MQTT XY t—2 i, AWSloT Xy £— 7 O—HW—RBHETREEE I, ¥ RURAF—2AXT 3
TETAT—RAANDT I EAREERENDT IV EaERTIZDEHICTFNAARICKL Y FHEAE
To MQTT XY E—2 08, RIT. SERYTRISATI2T7O0RAFTEFNARICHAET
BRUVS—F. UTFTORSICChSsOTo>a>EBEO)Y—RAICHELET,
=i

- FEE:

arn:aws:iot:region:account-id:client/*
DAILRA—R*ZFEATRDE, EOF/NAATE AWS loT ICEHRTEET,

arn:aws:iot:region:account-id:client/${iot:ClientId}

%M#F—T iot:Connection.Thing.IsAttached A" true ICEREE N TVEVRY, Zhik
BOBOTAIRA—R* ERAENDERETT,

- BE:
JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iot:Connect"
]I

"Resource": [
"arn:aws:iot:us-east-1:123456789012:client/
${iot:Connection.Thing.ThingName}"
]
}
]
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}

JY—ADEEIL, BRICEAET D TNAABE—BIZERNIBELETT, RHEAT—H
XV RNE, MQTT 9247 NMCK Y ERAENBEREN, EAEShDERIZHOD>T/ICT
BYTFENLAREE —BITDEZ2BIEIDCLICKY), TOEAFAZESICHIRLF
ER

1T

- FHEE:
arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update

chllRY, FNAABRHSWRTFNAADI ¥ RVEEHTEDLDIZBYNET (*=9IXT
DTINA R)o

arn:aws:iot:region:account-id:topic/$aws/things/*

CchiZKY), FNAARHSWBITF/INAADS ¥ RUZFHEV /EF/HEIRTED RS ICKY)
x9,

- BE:
JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Publish"
]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:topic/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"
]
}
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VY—ZBRKIERE DAL RA—RABENATOVERTS, B#RIZD-OICE/OBFHFERAESh
TWABTFNAADT ¥ RUBEEDREY JICOHK—HLET,

YIRS 47
- FEE:

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

Chl&VY, FNAABIXNTOTFNAADFHERS ¥ ROKLEFDITREY VICHT A
V4T TEET,

arn:aws:iot:region:account-id:topicfilter/$aws/things/*
BOBHERUTIN, # T/ RA—RZFERALET,
arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update

ChiZkY, FNAARGHSWEITFNAADS Y RUEHESRTERLSICARYET (+=7

RT DT/ R)o
- HE:
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Subscribe"

1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/

${iot:Connection.Thing.ThingName}/shadow/*",
"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/

${iot:Connection.Thing.ThingName}/jobs/*"

1
}
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}

Y —ZAABRIZEDAIL RA—RHFEENTVETH, BRIZDLEHICE/ OBZBaidNEHRAS L
TWBFNAADT Y ROUBEODREYVESITEHEODRNEY JICOXA—HLET,

21E

- BE:
arn:aws:iot:region:account-id:topic/$aws/things/*

hGE, YTRIZATI2T IV EAHFAZE > TVWARREY IDLSOHTNA AN XY £—
VERETAILO, BEDYTFHA
Y ROEDATOT I EAHA
FINAANAPIT OV ZRITLTTFNAARD ¥ ROUXRDATRTF—RIT VAT EREE
TRTIVEAHFALZNETRIRII—F, ChsOTI>3a>vEREDIY—AICHIRLET. API
ToavRRODELBY)TT,

* DeleteThingShadow

GetThingShadow

UpdateThingShadow

 DescribeJobExecution

GetPendingJobExecutions

* StartNextPendingJobExecution

UpdateJobExecution

B

- FNHEE:
arn:aws:iot:region:account-id:thing/*

chilckY), FNAANHSWBRE/ THREENET VIV EBETTEDLISICKYET,
- BE:
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"iot:DeleteThingShadow",
"iot:GetThingShadow",
"iot:UpdateThingShadow",
"iotjobsdata:DescribeJobExecution",
"iotjobsdata:GetPendingJobExecutions",
"iotjobsdata:StartNextPendingJobExecution",
"iotjobsdata:UpdateJobExecution™

1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThingl",
"arn:aws:iot:us-east-1:123456789012:thing/MyThing2"

]

}
]
}

ChICEY, FNAADN 2 ODE/TORBEEETNET VIV ERTTEDRSICLKY KT,

AWS IoT KU —AR> TRBEEN TV D AREMEAN H D

AWS IoT RS =8> THREN TV D THEN $2 CEFBRBENEL 12, BECERER
Y-l BoTEBRENLRUY—E, BRULBVUY—ZAANOF A AT VL AEFTTHHE
DEFIVFA (VST RNEBIERITTHMEN BV ET.

AWS [oT RV —ABR>TEBREN TV R ARMAIBEIF IV IR, RUS—ZEHIBHEIC, B
LET7O23a20&FIFAENTVD L Z2BIEIDIZONDEETT,

COFIYUE, CLISKRT API T IOT_POLICY_POTENTIAL_MISCONFIGURATION_CHECK &L
TRRIENET,

BEXE: #
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Details

COFIYITAWSIOTRUZ—HFBRO>THRETNATVAAEMEN BB M RHEhDd &, AWS
loT EXNERI—RZERLET,

+ POLICY_CONTAINS_MQTT_WILDCARDS_IN_DENY_STATEMENT
+ TOPIC_FILTERS_INTENDED_TO_DENY_ALLOWED_USING_WILDCARDS

BEELER

RID—DOREZRDE, BEUEOTIVEAFANTFNAAILEZ S, BERLBVRERICODEH
DUEMANBYET. VY—ANOT IV EAZFRL, EF1UT A LOBREBSLDHIC, R
—EEEICRNTAIECEZHEOLET,

RIS —OEBAT—RIXVRNOBIZ MQTT DA RA—RAEEATVET

AWS lIoT RUS —ARB 2> TERENTVRARMNHEZIFIY ITR, EEAT—MXZMAD
MQTT DAL RA—RXF (+ K1z #) ZRELE T, DM RA—RIFAWS lIoT RUZ—IC&k
TUTZILXFHELTROAD IS, RUS—ANBEICHREND ARSI HY)ET,

ROFIE, RUS—TMQTT DA RA—R # ZEHAL T, building/control_room (2 B9
BIDRNEYINOYTRITATREBFTTZEZBMNELTVET, L. MQTT D4
ILRA—RIE AWS IoT RUS—TR DML RA—ROEBER]REF LT, 7/N1 Ak building/
control_room/datal YT AUSATTEET,

AWS loT R =2 TEBRENTVDAEEN HDF IV I TR, CORU—ICEHI—R
POLICY_CONTAINS_MQTT_WILDCARDS_IN_DENY_STATEMENT O 7SI hFr5shEd,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
*n
},
{
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"Effect": "Deny",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
control_room/#"

},
{

"Effect": "Allow",

"Action": "iot:Receive",

"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/*"
}

LT, BYICERENLER)SD—0HITT, 7/VA A&, building/control_room/ ®H 7
NEYDICHTRIOSAT$2FT U AFAN %L, building/control_room/ D47 ~EY &
DPEXYE—DZEITDTIVEAFANINHYEHA.

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/*"
}I
{

"Effect": "Deny",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
control_room/*"

}I
{
"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/*"
},
{

"Effect": "Deny",
"Action": "iot:Receive",
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k

"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/
control_room/*"
}
]
}

DAINRA—ROERZFATICEZEBRID L ZBANLENEY D T 4I)LZ—D

ROR) D —FllE, VY —XR building/control_room/* ZIEBTDZ&IC&), building/
control_room ICBET D NEY VANDHYTAITA T REBTTDEEZBHNELTVET,
L. FINA A building/# \IZHY T A0S 47 35V ITANEZEFEL, building/
control_room/datal Z&€ ¥ building ICEEETZIIXNTOREY ILASAYE—TJZETE
S

AWS IoT RV =R TEBREN TV ARMA HDF IV ITR, CORIVZ—ICEHAI—R
TOPIC_FILTERS_INTENDED_TO_DENY_ALLOWED_USING_WILDCARDS @7 ZJ 5 h&T,

ROR) S —OFIZIE, building/control_room topics TAY E—J&ZETIT I A
ANEENTVET,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
* 1
},
{

"Effect": "Deny",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
control_room/*"
},
{
"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/*"
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}

LRE, BYICEBREnER)D—0FITT, 7/N1 AICE, building/control_room/ O 7
NEY DICHTRIVSAT$2FT U RAFAN %L, building/control_room/ D47 ~EY &
NEXYVE—DEZEIDTIVRLAFANFGUEHEA,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
*n
},
{

"Effect": "Deny",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
control_room/*"

}I
{
"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/*"
3},
{

"Effect": "Deny",

"Action": "iot:Receive",

"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/
control_room/*"

}
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® Note
COFIVIOTR, BRENMBREETIDFENBYET, 757 FUTShEERVD—%T
NTFHMEL ., EENHZFERAL TRBREOV Y —ALENY— V& FTAEZ2HEOLET,

EER*

COFIVIICKRY), BOTEBRENTVDARBMOHZ RIS —ICTZ TS ND -8, Rk
HARETDARUEI BYVET, SRTVTFINFUTShBVKRSIC, EENHZFERAL TEKREZ
7_7 l/ia-o

LTOARATYTICR>TE/, BE/OTL—T, TOHOIVTATAIITRY FENEFEEDOR
) —ZBETHIEETEERT,

1. R —OFLWEEN—23 2 ZHERT B, CreatePolicyVersion Z AL &
T, setAsDefault 75T & true ICERELE T, (kY. COFLWN—23 2@, R
S—mFERTEIINTOIVTATATEHELET, )

—BNBEI—AT—A@ITO AWS loT R —OERBIC DWW TIE, AWS loT Core AR EH A
RO TNTVY 2T AOTAT RIS —0HFl, #28BLTLEEV,

2. BERTSNTVRIIXRTOFT/NA AN AWS loT ICEHTED L EBRBLET, T/NA AN
BETERVE S, SetPolicyVersion ZFALTF7 I MORU D —2BEIO/N—23 (10
O=ILNYyoLT, £5—EHLTLEEL,

BMT7O>a>eERALT, UTZRITTEXRT,

« EEZ4ER(C REPLACE_DEFAULT_POLICY_VERSION M7 o> araERALT, COZXEEAETV
x99,

« AMazonSNS X v t— I ICHTRAIREE L THARAEALLAR ABERETDIES
(&. PUBLISH_FINDINGS_TO _SNS#EMF7 o> a>#=EBALET,

AMCOVWTR, "TEMT7O>3>2, #28RBULTSEEL,

FTAWS IoT Core RO Y /N—HA R,y @ loT Core RUS —ZEHEFERAL T, RUZ—RA® AWS
loT VY —RAZHWICSRBLET,
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O—ILITAUTAOERNBEITTY

AWS loT O—=I)LIT A VT AlF. #EE T /N4 AN X509 FIAEZFERA L T AWS loT ZFREE
L. AWSIloTO—=)II A UT7ARICEEN TS IAM O—/LASEEEO AWS REFE#HR % EE
FTRLEODAN_ALZREBLET, cNSORMEBEHROT IV LAFTK., BIAITFANER
EEODTIVEARI) D —%2FEALTCHEBEZRETISLEN HYVET, RUS—NELLKEREENT
WEWBE, BEREOIAAL—23IVICESETNDARENIBVET, COEBEEFIVIICK
V., AWSIoTO—IITA VT ARAICE 2 TRHE 1S BN EREBHRS BEICHFREE AV LN
RIEENET,

COFIVIR, ROVWTFhADRUNROA 21BNV A—ENFET,

« ZORUD—F, COO-NLIAIVTACLE > TBE1FILERAETNEITXNTOH—ERICKHT
PEBTVLAHTZREHALET BIAE, Tiot*s . Tdynamodb:*s . Tiam:*, & &),

c CORIVD =G, E/AXERTF—RTI3aVAOBIEVT 7R, #IRENI- AWS loT 79> 3
OANDTOEA, 12 AWS 10T F—R 7L —2F O3 VAORIEVT VA ZRHLE T,

e ZORVZ—E, Tiamy . Tcloudtraily . Tguarddutys . Tinspectory . [trustedadvisory %k
EQOEF1VTFAEBEY—EANOT IV AZRMHLET,

COFIYUIE, CLIBKT APl T IOT_ROLE_ALIAS OVERLY_PERMISSIVE_CHECK &L TERTR
TNET,

BEEE JEEER
Details
CHDFIVIICKYTHEED oTRID—HNEO2A 28BS, ROEBRAI—RIMNREINET,

+ ALLOWS_BROAD_ACCESS_TO_USED_SERVICES

ALLOWS_ACCESS_TO_SECURITY_AUDITING_SERVICES

ALLOWS_BROAD_ACCESS_TO_IOT_THING_ADMIN_READ_ACTIONS

ALLOWS_ACCESS_TO_IOT_NON_THING_ADMIN_ACTIONS

ALLOWS_ACCESS_TO_IOT_THING_ADMIN_WRITE_ACTIONS

ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS
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EERXEH

TNAADBEDARL =23V 2RTIBEHICBEZRT IV AFAZHRIZDZET, FNAA
NREENLEBEDTAVIRDIAVZERTEEXT,

{EIEH =

T/, B/OTIN-T, TOMOIUTATACTEYFENLETBEEDOR)S —ZEETRICE,
LTOATY 7TZERTLTLSEZL,

1. TAWS loT Core BEIEHR 7 ONA A —%Z2FRAL T, AWS H—EANEEFOHEL Z5R5E, OF
JBICE>T, O—=ILIAVFTAICKYFHROBELWVWAR)S—EBHALET,

BMT7O>a>zERALT, UTZRITTEXRT,

« Amazon SNS XY E—JIZTBL ARV AELTHARRALAT VA 2RETHHEE
([&. PUBLISH_FINDINGS _TO SNS#EMF7o>a>azEHALET,

HMICOVWTR., TEMTO 3, ESBLTLSEEL,

O—LIA VT ANKRERY—EANOT I EAZFALEXT

AWS loTO—I)LIA VT A, BHEENLT/INA XD X509 ;EEAEZFEAL T AWS loT Z72;

L. AWS loT O—/LITA VT7ACEEN TSN IAM O—)LA SEEHEO AWS RALE#H 2 G
FTRLEHOODANZALEZRBLET, ChSORABHROT UV AFAE, FBEAIVTFANERK
EBROTIEARDS —ZERALTHEZRETILEN HYVET, RUS—ANELKHREENIT
WEWEE, BREREOIANL—>3VICESEhDAEMEN BN ET. COEEFIVIICLEL
V. AWSloTO—LITA VT AL > TREET N2 - KN SFAFTBEIBEICHFREETAEVI N
RIAETNET,

COFIY IR, BEE AWS lIoT FNAATHEATATVWEVWS—ERIC, O—)ILIA VT ANFTD
EATEDBEICNIH—EnET, flAEFE, BE1FBIC AWS loT DaxZFEALZO—)LIT 1)
FAZVOENEIAMO-IIFH35E,. BEEFLA—KNLETH. O-NLICT7EYFEnLR
1) —|(& "iam:getRole" B & T "dynamodb:Putltem" ICET7 VL AHFAZNFELET,

CODFIVIE, CLIELT APIT
TOT_ROLE_ALIAS_ALLOWS_ACCESS_TO_UNUSED_SERVICES_CHECK &L THRRENET,

BEXE: #
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Details
COFITYIICKY)IEERD AWS IoT RUZ—AROHD2EHE,. ROEBHI—RNFMRENET,

+ ALLOWS_ACCESS_TO_UNUSED_SERVICES

EEREH

TNA AN BEOARL =232 2RITIDEHICBEZY—ERACT IV EAFAZFIRIZI &
T, FNAADRESCNIEBZEDTAIVRNODIVARAVEZEBBTERT,

EIEH %

T/, B/ DOTIN-T, TOMOITAT AT RYFENLEFEEOR) S —ZBETDICE,
LTOATYTZRITLTILSEZL,

1. TAWS IoT Core BEIEHMZONAF—ZFEAL T, AWS H—ERADEEFTHL 23851 OF
JEC#>T, O—)LIAVTALCK)FROBEL VWA —ZHEALET,

BMT7O>a>eERALT, UTZERITTEXRT,

« Amazon SNS XY E—2ICTBL AR AELTHARAZRALAT O3 2#E2ETREE
[&. PUBLISH_FINDINGS_TO _SNS#EM7 o> a a#EAHALET,

BHICOVTE, TENTZaY ) EBRLTIEXL,
CARLFAZEDRMHRATINEY

CAREEAEAN 30 BEAICAMHRN I3 A, BICIhTVWET,

COFIYUIE, CLIB KT APl T CA_CERTIFICATE_EXPIRING_CHECK &ELTERTRENET,
EXRE: &
Details

COFIvUEBE. TACTIVEL £7zl& "PENDING_TRANSFER. IC& > T\V\% CAGLHAEICEA
ThET,

COFIVIICKYTHEED CAREAZBN ROA 2 12BE. ROEHI—RARENET,
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« CERTIFICATE_APPROACHING_EXPIRATION
+ CERTIFICATE_PAST_EXPIRATION

EELER
HIRRYIN CASIRZER. L VWFNA RAFHEANOBLICFEALBEVTLIEE L,
{BIEH %

WMBHFECOVTR, EFIVTAORARTZI9T1RAZ2SZRLUTLKEEWY, UTZ#TS52EHNT
XY,

1. AWS loT ICFTL WV CAREREZEBRLE T,

2. 8LV CARIHEZFEAL T, FNAM AIHAEICERTED L ZHALET,

3. UpdateCACertificate ZfEA L T, AWS loT THW CAFEBAEZ INACTIVE ELTNY—Y L& T,
BMT023a>EFEALT, ROBREZITSIEETEET,
- EEEERIC UPDATE_CA_CERTIFICATE M7 V>3 zBAL T, COEEZITVET,

« AMazon SNS XY tE—S I ICHTRIREE L THARAELLAR  ABEETHIES
([&. PUBLISH_FINDINGS _TO SNS#EMF7 o> a>azEHALET,

FMCOVWTR., "TBAT7 a2, #2ZRLTSEEL,

MQTT 2954 F7> K ID OHRE

BEBOTNAAFRUISAT7NID Z2FEALTEHRLET,

CHDFIYVIIE, CLIBKT APl T CONFLICTING_CLIENT_IDS_CHECK ELTRTRENET,
BEXE. S

Details

BUIZA47>28ID ZERAL TEROEEN Thh, BCERE W ET/NA AN TiEhEK
¥, MQTTETR., 947N IDHEV 1 DOT VT AT BREROKNFIE NS, AL
94T N ID ZEAL TRIOTNA AN ELEL 258, BIOBGENPHEIET,

FUTFIVREEO-—RPELTRITENEEE, COFIYIEBR, EEORKAE 31 BEICHE
BRIRLHC clientiD AEDRSICHERAENEL ZRHANET, ATZ1—I)IEhhiZEETE,. 20
FIv UHEBR, AIEEENRTENLEBEAISCOEEAN ARV ANBBENCKEERTOT—

MQTT 2247 > N ID OFHE 102
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REFNET, TIVIRICZORUFZENTDATY TZ2RITLIEEE. BAENZ>TLWRALES
PZHMTB-OICESE/AMAVO2ITONEAITEFALTLSEZL,

COFIVIICEYFTBEN RO EBE. AOEBHI—RAREAET,

« DUPLICATE_CLIENT_ID_ACROSS_CONNECTIONS

COFIYOEBICK2> TIRENDFERICIE, BEHEICFERE N clientiD, 77U >3 /N)L ID, {IEE
BEEENET, BFOERNIRGYNIC—ERTRETNET,

EERER

IDABRETEDT/NA AR, #$EL THRENCEBERE LD LSO, XvE—I8Kbhizy), FNA
ATBETEBLSBZDAREN B KT,

chix, FNARAFRLERETNA AOFRFERNEEES NS, DDoS RED—HTHB&Z2RLT
WBDATBEMA BN ET, THIYRTTFNAANFELLSREET ATV VATEEMR, TV 1 AL
TROEDICN DHI) BEBERZEFENLAREEH KT,

EIERH %

AWS IoT TETFNAAZ—BDE/ELTERL, E/OBRMZITAT
BLET, . MQTT ZHA L TTFNSA RAZERIDEEIC, 9547
RALET. BMT7 0232 EALT, UTZITS5CLETERT,

hMIDELTHEAL TE
hMIDELTUUID 2

¢« Amazon SNS XV t—C LR TR EE L THARAEZLL AR AR EETHIES
[&. PUBLISH_FINDINGS_TO _SNS#EM7 o> a>z=EBALET,

HMEICOVWTE., T#N7o>3r ) 22RBLTLSEETV,

FINA AGIHEOBNERA Y NET

TNAAGERAENFREETNLLE MEHBRICHRINICES A, REGERCHRIAICE>TVE
¥, AIAZEOAMBRFIYIOLEWER, F7#I)LNME30 BT, 30 B (&) #5 3,652 B (&
K10 F) DETHRETEER T,

COFIY U, CLISKRT API T DEVICE_CERTIFICATE_EXPIRING_CHECK &L TRRENE
ED

BEXE: #
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Details

cOFIvUEBE. TACTIVE), £7zl& "PENDING_TRANSFER, 2> TV F/V1 AGLAE
CEAZIhFET,

COFIVIICRYFTEEDTNAALAZTN RON 2 5E, ROBEARI-RABREINET,

+ CERTIFICATE_APPROACHING_EXPIRATION
+ CERTIFICATE_PAST_EXPIRATION

EERER
FINA AR ER, BEMHBRAINESEALEVTIEEL,
FINA ALRAEOEMNHREF I Y JDORE

COREICKY, FNAAT7V—RNEETEMHAEN EOIVTVWBIHEEZE XTI L, 75—
NREZETEXT, flAE. AAAZOFARHREAN 30 BUAAICE > EABRICENZZ TS558, X
DEAICFIVIRRETEEXT,

{
"roleArn": "your-audit-role-arn",
"auditCheckConfigurations": {
"DEVICE_CERTIFICATE_EXPIRING_CHECK": {
"enabled": true,
"configuration": {
"CERT_EXPIRATION_THRESHOLD_IN_DAYS": "30Q"
}
}
}
}
BIERE

WMEBFECOVTR, EF1VTAORARNTZIT1RAZSRLUTLKEEZV, LTZT52&HT
XY,

1. ILWIIRAE# O a=Z>J L., FNAAICTFRYFLETD,
2. iLVSEEAZA BN T, FNA AN EETDEOICEFNIIREEFATED L EZBRALET,
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3. UpdateCertificate Z#EA L T, AWS loT THWEEAEZ INACTIVE E LTN—J L& T, BT
>3 aEFERALT, WTEITSEETEET,
o EEEEERIC UPDATE_DEVICE_CERTIFICATE M7 o> 3a>aBALT. COZEEZTLVE
g,
« ADD_THINGS_TO_THING_GROUP M7 V> a > &HEAL T, 7023 &2ETTED I —
TIZFNARAZBMLET,

« AMmazon SNS XY —J I TR IBEE L THAZLL AR AREETBIHES
(&. PUBLISH_FINDINGS_TO SNS#EMT7 V>3 %#@EALET,

HMICOVWTRE, "TENMT O3, BSRBRLTLSESL,
4. HVEEHEZTFNA AN ST RYFLET, ( "DetachThingPrincipaly ZZ8BL TS E&E L),

FINA AAHEORKZBEEHFIY D

COEEFIVITR, BELLBBULOHBE, FNAARABNTIOTATILB21LEELLT
TF—RARRENET, COFIVIICLY, SABNDAT—RAZEICIEEL., AHETOEFMHR
FENBHHICERELS, EBNICZAL)—RBT O a2 FAgEICEY, iEAEORENDIVAVZ
BRI cETEFIVT A 2R LEEBIANTEXRT,

AAENRBREFIYIOLEWMERK, F7#J)NME365 BT, 30 H (&) #'5 3,652 B (&K
10 ) DETRETEXRY,

COFITY U, CLI& KT API T DEVICE_CERTIFICATE_AGE_CHECK &E L TRTRENET,
DFIYIRBTF7AILNTEBCE>TVEY, ERE: K

Details

COFIYUEBR., TACTIVE, £k "PENDING_TRANSFER. L2 TWB 7 /N1 AGLHE
CEAETART. COFIVIILKRYFTEEDT/NAAGLAENROA 2 12BE, ROBHRI— R
BENET,

+ CERTIFICATE_PAST_AGE_THRESHOLD

TINA AGEAEORBREF I Y U DRE

DRECLY. 7U—ROBEN-—X AU THIREO—FT—> 3> FS5—NeH
BTE DL, TNTOF/ARTENEEE YT | BHERBTEET, OFT S
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(&, UpdateAccountAuditConfiguration API ZEHAL TRETEET, HlXE, FEHEN 365
BAUAETOT AT B2 1B ILT 57— NEZITRBBER., AOLSICFIVIERETEERT,

"roleArn": "your-audit-role-arn",
"auditCheckConfigurations": {
"DEVICE_CERTIFICATE_AGE_CHECK": {
"enabled": true,
"configuration": {
"CERT_AGE_THRESHOLD_IN_DAYS": "365"
}

B EENETINA ASERAEN T IOTATODERETT
BVBEENETINA ASEREN T I9T1ATOEETY,

COFIY U, CLIH KT API T REVOKED_DEVICE_CERTIFICATE_STILL_ACTIVE_CHECK &
LTRRENET,

EXE: &
Details

FINA AGIBHEE, CAD SEFAELMI)ARNCEENTVETA, AWSIloT TRELETIF1 7k
£FEXTYI,

cOF Iy UEBE. TACTIVE), £7zl& "PENDING_TRANSFER, 2> TV F/\N1 AGLAE
CHEAEIET,

CHODFIVIICKYTHEEN BROA21BE. ROERI—RNMREIhET,

+ CERTIFICATE_REVOKED_BY_ISSUER

EEREH

TINAALRENB) EENDOE, BERFENILLHTT, IT7—PREEFELOLSH, AWS loT
TRERVHEENATOVEVWARENBY) XTI,



https://en.wikipedia.org/wiki/Certificate_revocation_list
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EIERE

TINAAAAENFrREENTVAVCEZHIELET., RESCIhTVWRHFRRF., EF1UT1OXRA
RTZ0T A AL TRAZERLET. UTZITSZENTERT,

1. FNAAOFLVIEAEZ 703 _>JLET,
2. FiLWEEBABHA BMT, FNA AN ERITZEOICTOHAAEEFEATESCLEZRRALET,
3. UpdateCertificate Z#EA L T, AWS loT THWiEEAE%Z REVOKED £ELTNY—Y L &ET., M7
U923 EFERALT, UTZITS52LETEXRT,
- EEEMRIC UPDATE_DEVICE_CERTIFICATERM7 V> a2 zEALT, COEEZITVE
CB
« ADD_THINGS_TO_THING_GROUP M7 V> a>&ERAL T, 7OV 3V ER{TTEDTI—
TICFNAAZEBMLET,
« Amazon SNS XY t—JIZR TR IEE L THARARALL AR AR EZETBIHE
(&. PUBLISH_FINDINGS_TO_SNS#M7 o> a > =BALET,

HMICOWTEE, "T@M7023r, Z28RLTLSEZL,
4. HVEEBHEZTFNA AN STFRYFLET, ( "DetachThingPrincipal; 258 L T &),

OJURZEANENTT

AWS loTAmazon CloudWatch T O ABMICE > TVWEB A, VI BRT V2 OJRBEOHA =5
BLET,

COFIYIIE, CLIBKY APl T LOGGING_DISABLED_CHECK E ULTERRENET,
BEXRE: K

Details

COFIVIICKR)FTHEENROA 215G, AOEBAI—-RABREIET,

+ LOGGING_DISABLED

EELER

CloudWatch @ AWS loT OJ Tk, RIAD KK, FHLBVERPIEHEE (TNAANFREENT
WBlEZRLTVBAIREMN BV ET)., AWS lIoT ATOEMEANA DAV ET,

OV RSN EMWTT 107
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EIER*

CloudWatch T AWS loT O ZBMICLET, TAWS IoT Core FROAYN—HA R, © T£E=ZAH)
O EOTRE) 25BLTLKESV, BRM7 023 &2FHALT, UTZ2TS52EETEEXT,

o EEBER(C ENABLE_IOT_LOGGING M7 V> a3 & BRALT, COEEETVET,

e Amazon SNS XY t—C LR TR REE LU THARAEZLL AR ABEXKTHIES
([&. PUBLISH_FINDINGS_TO SNS#EMT7 o> a>z=EBALET,

FHCOVWTR., TBAT7 a2, #28RBLTLSEEL,

EEONR
EERENER

THOUMOEEREZITSICIE. UpdateAccountAuditConfiguration ZFALET, <D
RNV RzeFERATE, BEETHERAIZRCNSOFIVIEBEZBMICITS, 7232 0BHZRE
TB, TOEAHTERETADENTEEXT,

DescribeAccountAuditConfiguration TChS DREEZRRELE T,

EEENRTEZHIBRT B (CE, DeleteAccountAuditConfiguration ZFALET, ChiZky), 7
XTOTF7 I NENFBERENET, IXTOFIVIBEBHRT7FIILNTENCEZ>TVE D,
EENERLEMICEYET,

UpdateAccountAuditConfiguration

DT> D Device Defender EEREZREFTLIEFBRELET, REICIKE., EEBHNIEE
TENBFEEBNELFENSEEFI Y VERBFfrEFENATVET,

=

aws iot wupdate-account-audit-configuration \
[--role-arn <value>] \
[--audit-notification-target-configurations <value>] \
[--audit-check-configurations <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json =X

EEIOYUR 108
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AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

{
"roleArn": "string",
"auditNotificationTargetConfigurations": {
"string": {
"targetArn": "string",
"roleArn": "string",
"enabled": "boolean"
}
.
"auditCheckConfigurations": {
"string": {
"enabled": "boolean"
}
}
}

cli-input-json 7 4 —JL R

ZHl i) e
roleArn string EEEETIHEEIC, TN
_ _ A4 A, RU>—, FEERE,
B - 2048 B/120 OEECETBERICT
VEARATBT IO EAFAZ
AWS loT It 5E920—-/IL0D
ARN,
auditNotificationTargetConf map EEBANfEEEINDZ—
igurations Tv NIBETBIER.
targetArn string EEBHNfEEENDZ—
7Y N (SNS REY D) D
ARN,
roleArn string =TV NIBHZEEFETS
_ _ TOAFAzdE5ETS0O—
Eé - Eij(2048 Ei/J\:ZO )I/o) ARN.
% boolean R—7Y NAOBHNF BRI

t%é‘ﬂ true.
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=L

auditCheckConfigurations

map

S

COTHIRTENBLY
BUWICBEDTVREEFIY
VEBNEEEhET, B
EEMCBE>TWVWARFIVY
BHEZEBLINTOF IV
VEBDUARNZRTTDIC
&, DescribeAccountAud
itConfiguration %f#H
LET,

BEOFIY VIEHZER
ICgd&, —HOF—2IX
ENFI<SICHABENET,
FIVONEMICEDE, T
OFIYvUVEBICEELTC
NETICWEENET—ZN
INTHIBRENE T,

ATS21=)ICKRBEREIC
KWERAENTVREHE,
FIVvUBEEEEMICTS
tETEFERBA, T, AT
T1-)ICLBEENSTFI
Y OIEBZHKRTDH. AT
T1-)ICLBDEEHKREZH
BRIBDUBENHYET,

UpdateAccountAudit
Configuration OO
FOHL TR, CO/NFX—
FRIBEATHY, 2BLEE
1 2O0BMBFIVIEBZ
BETAILENHYNET,

EEREOEE
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=L

B3

=1 —]

ax e

Output
L

I>—

InvalidRequestException

VOIANOABHENITY,
ThrottlingException

L—hAHIRZEZATVET,

InternalFailureException

il

boolean

Y7

FHLBEWIS—HFEELERL L,

DescribeAccountAuditConfiguration

DT N> ND Device Defender E5&
FEEEMEFEEREMEEEF I Y VEENf EENTVET,

=

B

REDFEREZMBLERT,

S

CDTHIVRTCOESRE
FIVvOEBNFrBEMIEST
\/\6*’%%‘; true,.

(F7°>3>) CERT_AGE_
THRESHOLD_IN_DAYS

X> CERT_EXPIRATION_TH
RESHOLD_IN_DAYS & &,
BEOEEFIVIOHAR
LFRE, FIAEOZBRRE &
BVHRICOVWTTS—N%E
ZHBMARAZITREET
EET,

REICK, EEBANEEENS
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aws iot describe-account-audit-configuration \
[--cli-input-json <value>] \

[--generate-cli-skeleton]

cli-input-json X

{
}
&
{
"roleArn": "string",
"auditNotificationTargetConfigurations": {
"string": {
"targetArn": "string",
"roleArn": "string",
"enabled": "boolean"
}
1,
"auditCheckConfigurations": {
"string": {
"enabled": "boolean"
}
}
}
CLIEHAZ71—J)LR
B8l i
roleArn string

RE - & K:2048 &/)M:20

Sk

EEEETIREEICL, TN
4R, R)>—, FERE,
HOEBICETRR®ICT
DEATDTOLEAFTZ
AWS loT ICff593250—-)L®
ARN,

UpdateAccountAudit

Configuration ®OHRHD
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=L

auditNotificationTargetConf
igurations

targetArn

roleArn

B

auditCheckConfigurations

=1 —]

AX &

map

string

string

RE - & K:2048 &/)M:20

boolean

map

boolean

Xv7

S

FOHL TR, CcONTX—
ZEHEATY,

EEBANEEEND DT
APV RNDE=TY NCET
CRE 8

ETZBANEEENhD X —
YK~ (SNS REY D) D
ARN,

2—=TY NIBHZZERETD
TOEAFAZNETHO—
LD ARN,

2=y NAOBAN B
BEE trueo

COTNINTHEHBRD
BHICKE>TVBREEFTIY
~1EE,

CODFTHIRTOESE
FIVOEBEBBNFEMICELT
W3IBS trueo

(A7 3>) BENESR
FIvIICREORERRM
LET. (Bl TREORAR
BEBBEYTS—hENU
H—F2EMBERETDBHK
B E)
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ThrottlingException

L—hAHIRZEZATVWET,

InternalFailureException

FHLBEVWIZ—ARELRL L,

DeleteAccountAuditConfiguration

DT A D Device Defender DEEDTF 7 # ) RXEZERXTLET, AHWLERETF—ENT
NTHIBgEh, IXTOEEFIVIEANr EMNICUEY hEhET,

B=E

aws iot delete-account-audit-configuration \
[--delete-scheduled-audits | --no-delete-scheduled-audits] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json X

{
"deleteScheduledAudits": "boolean"

}

cli-input-json 74 —JLR

Z 8l i) =X AR
deleteScheduledAudits boolean true MZE, AT a1—)LIC
KBDEBENITXNTHIEKRENE
T,
H
L
I5—

EEREOEE T
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InvalidRequestException

VOTANORBLEMTT,

ResourceNotFoundException

BEEEIhIZVY—-ARFELEEA
ThrottlingException

L—hAHIRZEZATVET,

InternalFailureException

FHLBEVWIZ—HAFRELRLL,

EEOATZ1-)

12U EOART D 1—)LICLBEEEZERTDICIE. CreateScheduledAudit ZEALET, =
NDIANV REFERATIE, EBEFICETIZDFIVIEBREEETEORTHEELZIEETCEEXT,

ListScheduledAudits & DescribeScheduledAudit ZFA L TAT D 1—I)LICLDEE%ZE
HLET,

UpdateScheduledAudit ZFEALTBREOARATD 1 - )IICRDEEZZEETS
. DeleteScheduledAudit ZfEAL THIBRL £,

CreateScheduledAudit
BESHNEERTETEND, ATP1—)LICLDEEZERLET,
BE

aws iot create-scheduled-audit \
--frequency <value> \
[--day-of-month <value>] \
[--day-of-week <value>] \
--target-check-names <value> \
[--tags <value>] \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json =X
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"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string",
"targetCheckNames": [
"string"
1,
"tags": [
{
"Key": "string",
"Value": "string"
}
1,

"scheduledAuditName": "string"

cli-input-json 7 4 —JL R

A8l i)
frequency string
dayOfMonth string

pattern: A([1-9]|[12][0-9]|
3[01])$|"LASTS$

B8

AT 1—=)ICRDEEN
THn38E, DALY, .
TWEEKLY. . "BIWEEKLY
1+ TMONTHLY, OWd'h
N ERBIRTEXRT, BEED
EROBRBREZIEE. AT A
ICRPTREENET,

Bl {8: DAILY | WEEKLY |
BIWEEKLY | MONTHLY

AT 1= IR BDEENTT
bhdBAOAMNF. "1 HS
31, . £klF TLAST, ZiE
RTEFET, cOT71—JLR
&, frequency NS X—4&
A" TMONTHLY. IZEREET h
TWRBEICHETT, 29 ~
31 B EEEhTVWT, 20
BIZEFOBRMGASWVEE, B

BEEORATI1-)
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=L

dayOfWeek

targetCheckNames

27

string

AN

X > )N—: AuditCheckName

AR
X2 )N—:Tag

java class: java.util.List

S

ERFTODADKE (LAST) I
Thhxd,

ATD1—=)ICRBDEEN
THndBEH, "SUN. .
"ON, . TTUE. .
"WEDs . "THU. .

"FRIJ . TSAT, oWThAh
ICERETEEXRT, DT 1—
JL R, frequency /NS
X—&H" "WEEKLY. £i&
TBIWEEKLY . [CEREENT
WBBEICHETT,

HlZ{8: SUN | MON | TUE |
WED | THU | FRI | SAT

AT 1—)LICLBEERIC
RiTEndFI v UIEH,
ThovhTFIv VIER
FERCE > TVBILEND
WEY, (BMWEFIVIE
BZEtLINXNTOFIVY
HEHOUARNZZRTSBIC
(& DescribeAccountAud
itConfiguration . A&
MZHEL>TVWBRFIYUERB
%1#IRF 3 (C1F UpdateAcc
ountAuditConfigura
tion ZFEALEY),

ATO1— NIk 2EEZE
HIDLEHILEATED XA
?_go

BEEORATI1-)
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=] it

F— string
& string
scheduledAuditName string

RE - &AK:128 &/M:1

pattern: [a-zA-Z0-9_-]+

5

{
"scheduledAuditArn": "string"

}

CLIFHA7 1 —I)LR

=L ic]
scheduledAuditArn string
I7—

InvalidRequestException

VOTANODABHEMNTT,
ThrottlingException

L—bhAHIRZEZATVET,

InternalFailureException

FHLBEVWIZ—RELRL L,

LimitExceededException

FIRZEBLRL I,

e

2TOF—,

27 D&,
ATT1—=)ICkBEEICE
WET3EHE. (BK 128 X

=

F)

SHI:I

o

ATD1=)ICLDEED
ARN,

BEEORATI1-)
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ATI1-IrBEEEZINT—ERRLET,
=

aws iot list-scheduled-audits \
[--next-token <value>] \
[--max-results <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json 3

"nextToken": "string",
"maxResults": "integer"

cli-input-json 7 1 —JL R

ZHl il ETL:]
nextToken string ROFEREZY ROR—=D 2,
maxResults integer —EBILRTHEROZEAE. T

7A) BN 25T,
EiF - &K 250 &/ 1

H
{
"scheduledAudits": [
{
"scheduledAuditName": "string",
"scheduledAuditArn": "string",
"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string"
}
1,

"nextToken": "string"
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}

CLLHA7 14— R
=T}

scheduledAudits

scheduledAuditName

scheduledAuditArn

frequency

dayOfMonth

dayOfWeek

i)

AR

X > )N—: Scheduled
AuditMetadata

java class: java.util.List
string

R& - & K128 &/
pattern: [a-zA-Z0-9_-]+

string

string

string

pattern: A([1-9]|[12][0-9]|
3[01])$|"LASTS

string

B8

AT21=-)ICLBEEDY
Abo

ATD1=)ICLDEEDA
Blo

ATD1=)ICLDEED
ARN,

AT 1=)ICrDEENT
bh3HEE,

B 24{8: DAILY | WEEKLY |
BIWEEKLY | MONTHLY

ATZ1—-)IZLBDEER
FRITEhDA0BH
(frequency A" "TMONTHLY
1 DFE). 29 ~ 31 BN IE
EEhTVWT, TOAICED
BEAF VWSS, EEEZO
A®OKA (LAST) fFbhE
EP

AT 1= RBDEENRE

TE N8R (frequency
A TWEEKLY, E7i=&
FBIWEEKLYJ ®3%E4).

BEEORATI1-)
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ZHl it =4 B

Bl|3E: SUN | MON | TUE |
WED | THU | FRI | SAT

nextToken string ROFEREY NORBICEA
TEBRN—D, Ell3ft
ICHEENZVESE null T
T,

Iz—
InvalidRequestException

VDOTANODABHEMNTT,
ThrottlingException

L—bhAHIRZEZATVET,

InternalFailureException

FHLBEVWIZ—FRELERLL,

DescribeScheduledAudit
AT 1= )ICLDEBEICBEITEHREBELET,

B=

aws iot describe-scheduled-audit \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json 3

{

"scheduledAuditName": "string"

}
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cli-input-json 7 1 —JL R

B
scheduledAuditName
H A
{
"frequency": "string",

"dayOfMonth": "string",

"dayOfWeek": "string",

"targetCheckNames": [
"string"

1,

i)
string
RE - &K:128 &/

pattern: [a-zA-Z0-9_-]+

"scheduledAuditName": "string",
"scheduledAuditArn": "string"

CLLHA7 14— R
&8l

frequency

dayOfMonth

string

string

B8

BHREMBITHIATI 1)
ICRDEEDEH.

B

ATD1-)LICRBEEN
THNBHEE, "DAILY. .
"WEEKLY. . T"BIWEEKLY
1+ "MONTHLY, OWT'h
Bo BEEDERBORKEZ
. PATALAICRD TRESE
&7,

BI%4E: DAILY | WEEKLY |
BIWEEKLY | MONTHLY

AT 1—=)ICRDEENT
bh38BAOBEN. "1 H5

BEEORATI1-)
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ZHl it =4 B
pattern: A([1-9]|[12][0-9]| r31, . £l TLAST, &
3[01])$|"LASTS RTEEXRT, 29 ~ 31 BN EE

EEhTVWT, TOAICZD
BRFEVEES., EERFEO
ADKAB (LAST) ICfThn=E
E

dayOfWeek string AT 1=K BEEN
THndBEH, "SUN. .
"ON, . TTUE. .
"TWED, . 'THU. .
"FRIJ . TSAT, oWTh
Mo

BI|3&: SUN | MON | TUE |
WED | THU | FRI | SAT

targetCheckNames A K AT 1—=)LICLBEERIC

RiITEhdFI v VIEH,
X > JN—: AuditCheckName FHYY RTFIYHIEE

FEMZBE>TLVRIHEND
WET, (BB FIvIE
BZELIXNTOFIVY
EHEOUANZZRIBIC
& DescribeAccountAud
itConfiguration . &
MCZEL>TVWABHFIY VIEE
%ZiBIRT S IZ1F UpdateAcc
ountAuditConfigura
tion ZFEALET).

scheduledAuditName string ATT1=)ILKDEENR
Blo

RE - &AK:128 &/

pattern: [a-zA-Z0-9_-]+

EEORTI1-) 123



AWS IoT Device Defender

AWS loT Device Defender RO Y /N—H 4 R

=] it
scheduledAuditArn string
I7—

InvalidRequestException

VOTANORBLEMTT,

ResourceNotFoundException

EEEhEVY—-ARFELEEA
ThrottlingException

L—hHHIRZEXTVET,

InternalFailureException

FHLBEVWIZ—FRELRL L,

UpdateScheduledAudit

RITETNDFIV VEBRPEEN RTENBIBERZRE, ATV1I-IICRDEENEREIET,

=

aws iot update-scheduled-audit \
[--frequency <value>] \
[--day-of-month <value>] \
[--day-of-week <value>] \
[--target-check-names <value>] \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &

{
"frequency": "string",
"dayOfMonth": "string",

S

ATD1=)ICLDEED
ARN,

BEEORATI1-)
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"dayOfWeek": "string",

"targetCheckNames": [
"string"

1,

"scheduledAuditName": "string"

cli-input-json 7 4 —JL R

ZH it
frequency string
dayOfMonth string

pattern: A([1-9]|[12][0-9]|
3[01])$|"LASTS

dayOfWeek string

S

AT 1Lk DBEN
THhd8E. "DAILY. .
"WEEKLY. . TBIWEEKLY
1+ TMONTHLY, OWTh
PEBRTEET., REEOD
EROBKBAE. AT A
ko TREENET,

B 24{8: DAILY | WEEKLY |
BIWEEKLY | MONTHLY

AT 1= )ICRBDEENTT

bhdBAOHERMA., "1 A5
31, . £ilF TLAST, %=
RTEET, cOT71—JLR

(&, frequency N X—%&
A" TMONTHLY . [CEREE h

TVWBEBEICHETT, 29 ~
31 BFfEEEhTVT, 20D
ACZoBRMAAFZVES, B
EiFTOADKA (LAST) I

THhhET,

AT1—=NICRBDEEN
THhh3EH, "SUN. .
"ON, . TTUE. .
"WEDs . "THU. .

TFRI; . TSATL oLWThah

BEEORATI1-)
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=L

targetCheckNames

scheduledAuditName

5

{
"scheduledAuditArn":

}

AR

X > )N—: AuditCheckName

string
RE - &AK:128 &/

pattern: [a-zA-Z0-9_-]+

"string"

S

ZERTEERT, cOT 11—
JLRE&, frequency /NS
X—&H" "WEEKLY., £i&
TBIWEEKLY . [CEREENT
WBBEICHETT,

HlZ{8: SUN | MON | TUE |
WED | THU | FRI | SAT

AT 1—=)IZLBDEERIC
RTEThdFIv V1EB,
FHORNTFIYUEE
FEMIBE D TVRIHLENH
WEY, (BUBFIYVIE
BZELIXTOFIVY
HEOUANZZRTSBIC
(& DescribeAccountAud
itConfiguration . A&
MIBE>TVWBFIYUIERB
Z1®IRT B (C1F UpdateAcc
ountAuditConfigura
tion ZFEALEY),

ATT1=)ICLDEEDR
. (BRK 128 XF)

BEEORATI1-)
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CLIHAZ7 1 —JLR

ZHl i) =¥ AR
scheduledAuditArn string ATZ1—)ICLBDEED
ARN,
I75—

InvalidRequestException

VOTANOABIEMNTT,

ResourceNotFoundException

BEEhLEVY-ARFEELREA
ThrottlingException

L—hAHIRZEXTVET,

InternalFailureException

FHLBEVWIZS—HFHEELERLL,

DeleteScheduledAudit
AT 1-)ICRPEEZHIKRLET,

=

aws iot delete-scheduled-audit \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json =X

{

"scheduledAuditName": "string"

}
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cli-input-json 7 1 —JL R
ZHl

scheduledAuditName

=)
L
17—

InvalidRequestException

VOTANORBLEMTT,

ResourceNotFoundException

il
string
R<E - ;K128 &1

pattern: [a-zA-Z0-9_-]+

BEEhLEVY-ARFEELREA

ThrottlingException

L—hAHRZEXTVET,

InternalFailureException

FHLBEVWIS—HFEELERLL,

FUFIY REEDRET

ETITRFIVvIEBEEEL.
ZEALET,

StartOnDemandAuditTask
7> 7N > R® Device Defender

=

EBZHRHBLET,

HIBRT D AT 1—)LICLD
EEDER,

EEDETZISICHABITSICIE., StartOnDemandAuditTask

AU TR REEORT
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aws iot start-on-demand-audit-task \
--target-check-names <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &

{
"targetCheckNames": [

"string"
]
}

cli-input-json 7 4 —JLR

=1 i)
targetCheckNames AR

X > )N—: AuditCheckName

5

{
"taskId": "string"

}

Sk

EERICEITENDTFIVY
HB, EEISAF IV UIEE
&, PHONTHEMICHKZS
TVRRENHYET, B
2TV ERWE, BIANF
HLET. (BB FIVD
BHEZBULINTOF IV
VEBDJANZZRITBIC
& DescribeAccountAud
itConfiguration . &
MCHEL>TVWARFIY VIEE
#iBRFBIC1F UpdateAcc
ountAuditConfigura
tion ZFEALET).

AU TR REEORT

129



AWS IoT Device Defender

AWS loT Device Defender RO Y /N—H 4 R

CLIHAZ7 1 —JLR

=L

taskld

I>—

InvalidRequestException

JDOTANOABHENTT,
ThrottlingException

L—hAHIRZEATVET,

InternalFailureException

il
string
RE - ®A:40 &/

pattern: [a-zA-Z0-9-]+

FHLBEVWIZ—HEELERL L,

LimitExceededException

HRZEHEBLEL .

EEAVAZVADEE

S

FRIL LF > TN REED
IDo

BENEES/ AR AICET2EHREIMEBTAICIE. DescribeAuditTask #FRALET, TT
ICETENTVWREE, BRICEERBLUEFIVIBEBBERILEFIVIER, SATLNTETT
ERNO2EFIVOER, EENEEETHOBERMEBRAOFIY VEENfrEENET,

BEOHRBRNICETENEEEEZFANSDICE., ListAuditTasks ZEHALE T,

ETPOEE%#EFIET5(CF, CancelAuditTask ZFAL T,

DescribeAuditTask

Device Defender DEEEICEE T2 1BEHREZMEL E T,

BEBE(AZANDERE
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BE

aws iot describe-audit-task \
--task-id <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json 3

"taskId": "string"

cli-input-json 7 4 —JLR

8l i) 1t BA
taskld string FHRZMBITHEED ID,

RE - &K:40 &1

pattern: [a-zA-Z0-9-]+

5

"taskStatus": "string",
"taskType": "string",
"taskStartTime": "timestamp",
"taskStatistics": {
"totalChecks": "integer",

"inProgressChecks": "integer",
"waitingForDataCollectionChecks": "integer",
"compliantChecks": "integer",
"nonCompliantChecks": "integer",
"failedChecks": "integer",
"canceledChecks": "integer"
1,
"scheduledAuditName": "string",
"auditDetails": {
"string": {
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"checkRunStatus": "string",
"checkCompliant": "boolean",
"totalResourcesCount": "long",
"nonCompliantResourcesCount": "long",
"errorCode": "string",

"message": "string"

CLIHAZ71—JLR

£l e
taskStatus string
taskType string
taskStartTime timestamp
taskStatistics TaskStatistics
totalChecks integer
inProgressChecks integer

Sk

EBEOAT—ZA:
"IN_PROGRESS, . "COM
PLETED, . TFAILED, . ©
CANCELED,; oWd'nh,

H%4E: IN_PROGRESS |
COMPLETED | FAILED |
CANCELED

EENAZ4M47: "TON_DEMAN
D_AUDIT_TASK, £k 'S
CHEDULED_AUDIT_TAS
K_l o

5l%5fE: ON_DEMAND
_AUDIT_TASK | SCHEDULED
_AUDIT_TASK

EEDORKKZ,
EEICRT M ER.

COEEQOFIVIEABD
o

EITFOFIY VEE O,

BEBE(AZANDERE
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=]
waitingForDataCollectionChe

cks

compliantChecks

nonCompliantChecks

failedChecks

canceledChecks

scheduledAuditName

auditDetails

il

integer

integer

integer

integer

integer

string
RE - &K:128 &1
pattern: [a-zA-Z0-9_-]+

map

S

TF—RNEEFHELTVS
FIvIEB DO,

BELTWBUY—ANRD
A2EFIYv OEEOHK,

THEEVY—ANEBEO2H 21
FIvOEBDOH,

FIvOEBDOH,

EENFYOEILENEED
_ETENBA2EFIVY
HEB O,

ATV IV LBEENS
H(BEARTY1-)LICLD
EBEDBEDHK).

COEERICRITENLES
FIvUEBICETBHME
o

BEBE(AZANDERE
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=L

checkRunStatus

checkCompliant

totalResourcesCount

nonCompliantResourcesCount

errorCode

string

boolean

long

long

string

S

COFIYVOUVEBORET
AT—2ARA: TIN_PROGR
ESS., . TWAITING_FOR_
DATA_COLLECTION, , T
CANCELED; ., "COMPLET
ED_COMPLIANT, , "COM
PLETED_NON_COMPLIA
NT, . TFAILED, LT h
Do

Bl {8: IN_PROGRESS |
WAITING_FOR_DATA_C
OLLECTION | CANCELED |
COMPLETED_COMPLIANT
| COMPLETED_NON_COMP
LIANT | FAILED

FIVIONFETL, INXNTO
Y —ZANBELTWS L
Noh 2 EBEE true,

FIvyv OEENFRITENIEZY
\J—7\0)§5lo

FIYOTTEEN REE
7;: U \J—7\0)§5Io

COEERICZOFIY
VIEBHZRTIIRICRE
LEIZ—0—K, TIN
SUFFICIENT_PERMISS
IONS, F7# & "TAUDIT_CHE
CK_DISABLED

BEBE(AZANDERE
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ZHl il
Xy tE—2 string
RE - &K:2048
I7—

InvalidRequestException

VOTANDORABLEMNTT,

ResourceNotFoundException

BEEIhIZVY—-ARFELEEA
ThrottlingException

L—hAHIRZEXTVET,

InternalFailureException

FHLBEVWIZ—HEELERL L,

ListAuditTasks

S

CHEBERICCOFIVIE
BZERITITBIBRICKEL -

IZ—ICBEAENFSsShiXY
-,

BEETNEHEPICEITE 1z Device Defender DEEZ —EBERRLET,

=

aws iot 1list-audit-tasks \
--start-time <value> \
--end-time <value> \
[--task-type <value>] \
[--task-status <value>] \
[--next-token <value>] \
[--max-results <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json =X

BEBE(AZANDERE
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{
"startTime": "timestamp",
"endTime": "timestamp",
"taskType": "string",
"taskStatus": "string",
"nextToken": "string",
"maxResults": "integer"

cli-input-json 7 1 —JL R
ZHl

startTime

endTime

taskType

taskStatus

7

timestamp

timestamp

string

string

B

HEORK. EEBREES
ni-HEK (180 A) O KR

BHEhExrd, REEShdR

BLYEIICHBEEZY D

TAKRTSE, InvalidRe
questException A4EMR
EThET,

HAB DT .

BEENIEZATOEEL
HOZEHIRTZD7 1A

TON_DEMAND_AUDIT_T
ASK, &7:l& "SCHEDULED_
_AUDIT_TASK, ZZBRZ &N
TEXY,

5l%fE: ON_DEMAND
_AUDIT_TASK | SCHEDULED
_AUDIT_TASK

BEEENETTAT—
RAEFEOEEICHS
ZHIRTDT 1A
"IN_PROGRESS, . "COM
PLETED, . TFAILEDs . T

BEBE(AZANDERE
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=] it
nextToken string
maxResults integer

EiF - &K 250 &/ 1

5

{
"tasks": [
{
"taskId": "string",
"taskStatus": "string",
"taskType": "string"
}
1,

"nextToken": "string"

CLIHA7 14— R

A8 i
tasks AR

X2 )N—: AuditTaskMetadata
java class: java.util.List
taskld string

RE - BK:40 &1

S

CANCELED, oW g h i &i#
RIBDENTEEXRT,

Bl {8: IN_PROGRESS |
COMPLETED | FAILED |
CANCELED

RDBEREY RO —=D 2,

_EL:E?%%W%j{ﬁO 7__“
7AIKE25TT,

B

EEEN-HEFRICETE N
TCE:E.EO

CDEED ID,

BEBE(AZANDERE
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=L

taskStatus

taskType

nextToken

I>—

InvalidRequestException

JOTANODABRHEMTY,

ThrottlingException

L—hAHIRZEXTVET,

InternalFailureException

il
pattern: [a-zA-Z0-9-]+

string

string

string

FHLBEVWIZ—HEELERL L,

S

CHEBEODAT—RA:
"IN_PROGRESS, . "COM
PLETED, . TFAILED, ., ©
CANCELED, oWd'hnh,

5% {8: IN_PROGRESS |
COMPLETED | FAILED |
CANCELED

COEEDRAT:
TON_DEMAND_AUDIT_T
ASKJ F7zl& "SCHEDULED_
AUDIT_TASK. »

5l=4fE: ON_DEMAND
_AUDIT_TASK | SCHEDULED
_AUDIT_TASK

RXOFEREY NOBRSBIZEA
TEBDN—0>, £EEM
DEBENFZVHEWE null T
9,

BEBE(AZANDERE
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CancelAuditTask

EITHFOEEZFXF Y EILET, BEERF, ATP1-I)TBEEFFIVRICTRDEETE
£9, EBENFETHTEVEEE., InvalidRequestException "&EAELE T,

=

aws iot cancel-audit-task \
--task-id <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json 3

{
"taskId": "string"

}

cli-input-json 7 1—JL R

ZHl i) =5 B
taskld string FrOELTREENID T
_ _ ¥. TIN_PROGRESS. ME
K& - &K:40 &b BOXF T ELTHEN
pattern: [a-zA-Z0-9-]+ TERT.
Py
L
I>—

ResourceNotFoundException

BEEThLEVY-ARFEELREA

InvalidRequestException

VOTANORBNEMTT,

BEBE(AZANDERE 139
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ThrottlingException
L—KhAFIREZBXZTVET,
InternalFailureException

FHLBEVWIZ—HFHEELERL L,

EEGRROFIVY

EE0HRERRTSICIE, ListAuditFindings Z2FEHALET, FI v VEEOERE, #HENOV
V—RA, FEREEORBICI > THRZ7AINZIV ISR ENTEET, COBHREMFEAL
T, BACHI-BEZRBITD_ENTEET,

BMT7 O3 zeERL, EEOBRICEATERY, FMICOVTR, "TBNT7OV>3>, %=
LTLEEW,

W

l\\i

ListAuditFindings

Device Defender DEEEFX L IFEBEE N HBEICKRITE N EEEOFERZ—EBERRLET, (BRE
180 HEREFEhET),

=

aws iot list-audit-findings \
[--task-id <value>] \
[--check-name <value>] \
[--resource-identifier <value>] \
[--max-results <value>] \
[--next-token <value>] \
[--start-time <value>] \
[--end-time <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json =X

{
"taskId": "string",
"checkName": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",

EERROFIvVY 140
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"cognitoIdentityPoolId": "string",

"clientId": "string",

"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"

iy

"roleAliasArn": "string",
"account": "string"
.
"maxResults": "integer",
"nextToken": "string",
"startTime": "timestamp",
"endTime": "timestamp"

cli-input-json 7 4 —JL R

=] id]
taskld string

RE - &RK:40 &)1

pattern: [a-zA-Z0-9-]+

checkName string

resourceldentifier Resourceldentifier

deviceCertificateld string

RE - & K64 &/ 64

pattern: (Ox)?[a-fA-F0-9]+

caCertificateld string

Sk

BEENLIDZHE>EEICHE
Rz#HIRITBD 7 1) Z, taskld
F o1& startTime & endTime
DELESHZIEETIHLEN
HYETHN, MAZEETD
cElFTEFREAS

EEEhI-EEFIvY VHEB
DHERICERZHRTD T«
W=

TEEVY—AZHETDE
Ko

VY—RAICT Ry FEhniit
BHE D ID,

ALAEZ AR TR EOICER
T3 CARLHED ID,

EEFROFIVY
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=L

cognitoldentityPoolld

clientld

policyVersionldentifier

policyName

policyVersionld

roleAliasArn

account

maxResults

nextToken

il
R<& - & K:64 £&/)M:64
pattern: (Ox)?[a-fA-FO-9]+

string

string

PolicyVersionldentifier

string

RE - &K:128 &1
pattern: [w+=,.@-]+
string

pattern: [0-9]+

string

string

& -HK12 &/M12
pattern: [0-9]+

integer

#E - HK: 250 &/ 1

string

S

Amazon Cognito ID 7’—J)L®
IDo

9Z74T>2 K ID,

DY —ACEENIFSATOV
%)71':') :/—0)/\‘_:/“3 yo

/-.I_:U :/_a)%ﬁﬁo

VY—ACHEMFShTV
BRIV—ON—23>0
IDo

BECHFBEENLET V>3
ZEFOO-ILIAIVTAD
ARN,

R<E - &AK: 2048 &/ 1

)Y —ANREENFShTL
D2THI7 N,

—ELRITEROERHK. T
Z#xILBE25TT,

RDBEREY RO —=D 2,

EEFROFIVY
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Al i) B
startTime timestamp EEEhERARICRE DN
ERERIIERZGHRTS 7 1
LR, startTime & endTime
Fhittaskid DEB S5 &S
ETH2HLENBYERIN. |
FEEETRERETEEE
Ao
endTime timestamp BEEESNERZEICR2A
ERRIIERZGHRTSD 7 1
LR, startTime & endTime
Fhittaskid DEBES5 A &IE
ETHALENHYETH. @
FEEBETD_EWRFTEEYE
Ao
H
{
"findings": [
{
"taskId": "string",
"checkName": "string",
"taskStartTime": "timestamp",
"findingTime": "timestamp",
"severity": "string",
"nonCompliantResource": {
"resourceType": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",
"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"
iy
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"account": "string"
},
"additionalInfo": {
"string": "string"
}
},
"relatedResources": [
{
"resourceType": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",
"iamRoleArn": "string",
"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"
1,
"account": "string"
1,
"roleAliasArn": "string",
"additionalInfo": {
"string": "string"
}
}
1,
"reasonForNonCompliance": "string",
"reasonForNonComplianceCode": "string"
}
1,
"nextToken": "string"

CLIEn71—JLR

=Ll

findings

AN

Sk
EENOHER.

EEFROFIVY
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=L

taskld

checkName

taskStartTime
findingTime

severity

nonCompliantResource

resourceType

resourceldentifier

il
X 27 )XN—: AuditFinding
string

R& - K40 &1
pattern: [a-zA-Z0-9-]+

string

timestamp
timestamp

string

NonCompliantResource

string

Resourceldentifier

S

COER (FIR) ZEXRL EE
&0 ID,

COBREERLIZER
FIv JEE,
EENOHRKRKZ,
BRAREE W R,
BROEEE,

Bl 34B: CRITICAL | HIGH |
MEDIUM | LOW

EEFIVIORR. BEL
TWEWZ EAHBAL 121
\J_Zo

;Fﬁé I) \J—7\0)g’f7°o

5l%{8: DEVICE_CE
RTIFICATE | CA_CERTIF
ICATE | IOT_POLICY |
COGNITO_IDENTITY_POOL
| CLIENT_ID | ACCOUNT_S
ETTINGS

TEEVY—AZ#ET 2B
Ko

EEFROFIVY
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=L

deviceCertificateld

caCertificateld

cognitoldentityPoolld

clientld

policyVersionldentifier

policyName

policyVersionld

account

additionallnfo

pii]

string

RE - & K64 &/):64

pattern: (Ox)?[a-fA-FO-9]+

string

RE - & K64 &/ :64

pattern: (Ox)?[a-fA-FO-9]+

string

string

PolicyVersionldentifier

string

RE - &K:128 &/
pattern: [w+=,.@-]+
string

pattern: [0-9]+

string
RE -BKR12 &/M:12
pattern: [0-9]+

map

S

VY—ALLTRY FEnIEE
BAE D ID,

ALREZE TR HICHEMR
T CAGIAED ID,

Amazon Cognito ID 7’—J)L®
IDo

9Z24T 2K ID,

DY —ACEEMNITFSHhTVL
%)/T:U :/_0)/\‘_:/‘3 )o

7.RIJ :/_o)%ﬁﬁo

)Y —AICBEERNFShTL
BRIV—ON—23>20
IDo

)Y —ANREENFShTL
DTHIU N,

TEEVY-AIKHIZDZTON
D15

EEFROFIVY
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=L

relatedResources

resourceType

resourceldentifier

deviceCertificateld

caCertificateld

cognitoldentityPoolld

clientld

policyVersionldentifier

iamRoleArn

pii]

AR

X > )N—: RelatedResource

string

Resourceldentifier

string

R&E - &RK:64 &/)0:64
pattern: (Ox)?[a-fA-F0-9]+
string

RE - ;K64 &/)0:64
pattern: (Ox)?[a-fA-F0-9]+

string

string

PolicyVersionldentifier

string

R& - &%K:2048 &/):20

S

BEUY—AD AR,

U \J—7\0)7'f7°o

Hl3¢{&: DEVICE_CE
RTIFICATE | CA_CERTIF
ICATE | IOT_POLICY |
COGNITO_IDENTITY_POOL
| CLIENT_ID | ACCOUNT_S
ETTINGS

)Y —RA%z#AT B HER.

VY—AICTRY FENIE
BAE D ID,

AAEZ AT D EOICEA
T CAGLHED ID,

Amazon Cognito ID 7’—JL®
IDo

24T K ID,

VY—ACHEMFShTY
BRIV—ON—232,

BECHBELLETI>3Y
Z# 2 IAM O—J)L® ARN,

EEFROFIVY
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=L

policyName

policyVersionid

roleAliasArn

account

additionallnfo

reasonForNonCompliance

reasonForNonCompli

anceCode

nextToken

il
string

RE - &K:128 &1
pattern: [w+=,.@-]+
string

pattern: [0-9]+

string

R& - &K: 2048 &/ 1
string

RE -HBK12 &/M12
pattern: [0-9]+

map

string

string

string

S

R —DHEH,

)Y —AICREERNFS ATV
BRVZ—ON—=2320
IDo

BECHFRENLET V3>
ZEOO—-ILIAIVTAD
ARN,

)Y —ANBREENFShTL
BTHI2 N,

Y —AICEITBZTOHDIE
o

VY —ANTEELE 2 218
Ho

VY —ANTEEE > -EH
ZRII—R,

ROFEREY NOREICER
TEBDN—U2, KEEEM
DERNBEVWESE null T
EE

EEFROFIVY
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InvalidRequestException

JVOTANODABRHEMTY,

ThrottlingException

L—hAHIRZEXTVET,

InternalFailureException

FHLBEVWIZ—HFHEELERLL,

EEOREOANE

EEEZERTIDE, IXNTOFTERVY—ADOHERABEEINET, 2FY ., BEELR-NIE.

BEOCEMCMVBEATVWE VY —ADHRE, TARPTNAADOKEBLRE, FHETHD N
HDEI2TVBRVY—ADFRRAEEINET, EETR. BREOEERTTTEENEETHDI Y —
ACEIZRNBIEHRELR—PENB 0, LR—NIAEZBHRAEME DML H VY E
¥, EEMRENBIZE, BEELLHE, VY-AFBEEIhZETOHE, FLETAMELL
FBEELLETFNAACEEFHFS VY —ALCRLT, BHRICAREIHELERATEEXT,

@ Note

MElENEEEBFRBICHL TR, BRT7 O3 EERATEERBA, BT O3 OFM
C2OWTR, BM70>3> #8BLTLSEEV,

EEMEOIME U A —20FFMIC DOWVWTIE., TAWS loT Device Defender DT> RiRA > N& D #+—
2, BEBBLTLEE,

EEFR OHH L8 &

TEEOVY —ARAICEEMROMBIZRKTIE, BEELR—NEBHOBENI EEYNET,

EBELR-NIE, LR—BMIBEETS, HHEhLZIXNTOFRRZ—EXRTIBDHLLWEI > 3
UNEENET, BEEFIVINBETHRINESH EFTMETZEE. HIFlEhEMREEZERENE
HA, ANV RZA2 4R —T T4 X (CLI) T describe-audit-task INX > REFHATI &, FEE
FIvooMEENE)Y—ABRERENET,
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AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

EREATE. EBEFIVINBEETHINESH ZTMMITRES. HEHlchifmREEEEENE
BA., HEIENEDUY—AFIE. AWS loT Device Defender A" Amazon CloudWatch & & OF Amazon
Simple Notification Service (Amazon SNS) ICR1TT 5, FEEF IV IVBHICEEENET,

AV - TEEMRONG ZER TS HE

EELR-—KMPSOFMRZMETIICE

ROFIEF, AWS loT A2 Y- TEEMROIIH ZERT I HEZRLTVET,

1. AWS loT AV Y —LOFESF—2 3> RA 2T, [Defend] (B54) ZEBL . [Audit] (BEE).
[Results] (f&R) OIEIZEIRL E£T,

2. WRIBEELFR-—MZBRLET,

AWS loT X AWS loT Device Defender
Audit results (10+) o m
Q 1 >
» Onboard
Namy Date Stat Si y
» Manage
b Greengrass UTC-0700) A\ Not 1 of 14 non-compliant
55:43 (UTC-0700) ® Compliant 14 of 14 completed
» Secure
dit 5:12:39 (UTC-0700) A\ Not 1 of 14 non-compliant
¥ Defend
dit UTC-0700) A\ Not 1 of 14 non-compliant
it UTC-0700) A\ Not f 14 non- t
t ly 25, 20 5:12:39 (UTC-0700) A\ Not f 1
rDailyAudit July 24, 2020, 05:12:39 (UTC-0700) A\ Not 1 of 14 non-compliant
Finding suppressions AWSloTDeviceDefenderDailyAudit July 23, 2020, 05:12:39 (UTC-0700) A Not 1 of 14 non-compliant
Det
ilyAudit July 22, 2020, 05:12:39 (UTC-0700) A\ Not 1 of 14 non-compliant
e derDailyAudit July 21, 2020, 05:12:39 (UTC-0700) A\ Not 1 of 14 non-compliant

3. BEEROFIVIOIEIIIADO[FIVIR|T, BOOHBIEEFIVIERBIRLET,

AV TEEMRONFZER IS HE 150
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AWS leT Device Defender Audit Audit Results Audit Report

Audit Report

On-demand - July 28, 2020, 14:14:18 (UTC-0700)

Audit findings

Audit rask D

40c1 20447 beBbb0d33682ef35¢ 144231

Started at

July 28, 2020, 141418 (UTC-07001

Non-compliant checks (1 of 14)
Chedck name Severity MNon-compliant resources % Resources Mitigation

Logging disablec Low 1 100%, Logging disabled (@)

Compliant checks (13 of 14)

Chedk name Severity Seanned (1)

Authenticated Cognito role overly

T Cricical (n]
PEMTTHSSIVE
CA certificate key quality Crirical o
CA certifieate reveked but device aia

i = % ¥l Critical o

certificates still active
Device certificate key quality Critical 0
Device certificate shared Crirical 0
loT policies overly permissive Critical v]
Role alias overly permissie Critical 0
Unauthenticated Cognibo role overly Critical 0
permissive
Conflictirsg MOQTT client [Ds High o]
Ch certificates expiring Medium 0
Device certificate expiring Megiim o
Revoked device certificate still active Medium 0
Role alias allows access to unused .

# Medium 0
SEFVICES

4. BEETFTIVIOFMEET, KRRLEKBZVMRI®258E. AROBICH2FT7> 3R
VEBRULET, RIC, [77232] 28R, EERREREITIHBZRRLE T,

(® Note

OVV—=I)lTlk, BEEMEOMEHOEMERE L T, [1 week] (1i18R). [1 month] (1 A
A). [3 months] (3 ' A). [6 months] (6 A*B). FF [Indefinitely] FRHIFR) Z#IRTE

AV TEEMRONFZER IS HE 151
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9. BEOBEMHEERETZHEEE. CLIXEEAPI TOXABRETEET., EBRT
Bo&ElE, EMHRICAADST, WOTERY BT EETEET,

AWS loT Device Defender Audit Audit Results Audit Report Audit Findings

Audit Findings

Logging disabled

1 account non-compliant

Mitigation
Enable Cloudwatch Logs.

Non-compliant account (1) Actions &

Start mitigation actions

Suppress Finding

Finding Reason Account settings 1 week
1 month
[+ ] 417b2f816eac7a2e40fdb0bc709b01a2 Logging disabled on account. 765219403047
3 months S
6 months
Indefinitely

5. MIHEOFMERIEL TH S, R ZAML] ZBRLET,

Confirm suppression b4

Please verify the details of the audit finding suppression

Check name

Logging disabled

Account settings
765219403047

Expiration period

2 months

Expiration date
2020-10-28T21:25:41.100Z

Cancel Enable suppression

6. EEMROMFZEKTDE, EEMEOIHANMERE N EZ2BBIDNT—HIRFEIE

ED

AV TEEMRONFHZERA TS HE
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@ Audit finding suppression created successfully
The finding related to the resource is suppressed for audit check Logging disabled

AWS loT Device Defender Audit Audit Results Audit Report Audit Findings

Audit Findings
Logging disabled

1 account non-compliant

Mitigation
Enable CloudWatch Logs.

Non-compliant account (1)

Finding Reason

417b2f816eac7a2e40fdb0bc709b01a2 Logging disabled on account

MEEhI-FRZEELR— M TRRTDICE

Account settings

765219403047

1. AWS loT OV —=IOFEST—2 3> RAL2 T, [Defend] (FhfH) ZEBEL . [Audit] (B5E).

[Results] (fER) DIEICEIRLE T,
2. HRIBDEELARA—PFEBRLETD,

3. MFlEhizER| >3 > T, BRUELEEBELAR-PMNRCHHEHENEEEZEREZRRLET,

AV TEEMRONFHZERA TS HE
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I
|
i AWS loT x FORS, b T Devicn Defender Auadit Auadit Resules Audit Report

Audit Report

| : On-demand - July 28, 2020, 11:55:43 (UTC-0700)
¥ Onboard

Audit findings
| ® Mznage

b Greeigrass hisdfit Lask DO
aaabdSIB394 2055 al463 BBOBL hcefad
b Secune
¥ Defend July 28, 3020, 11:55:43 |UTC-0700]
- t

Resulls Compliant checks (14 of 14)

£l
. Check name Severity Seanned ()
Finding suppressions Avuthenticated Cognito role owely Crithcal
pel s
¢ Detect
A certificare qiialiy Critial
Mitigation E a CA eertificate kay qialin Fita
aktine A, certificare revoked but device Critia
Cricical
eertificabes still active
I DPevice certificate key quality Critial
Device certificate shared Critical
IoT proliches overly permissine Critikal
1
Role alias ouerty permissive Critical
things
Lin ticated Cagnito role overly
pe
) n &
Conflicting MOTT client IDs High
CA certificate expiring Medium
Dervice certificate espiring Medium
Regvoked device oo Me n
Role afisd allows socss ta s
g dabls 1
Suppressed findings (1)
8] 1
Check name Finding Rerson Resource identifier
Loggng deablad 15522791 Afb2a24a80304 PefILEL TG Logging deshled an & count FESITS40E04 T

EEMROMNFHZIANMETDICE

s AWSIoT OAV—=)LOFEST—> 3R, T, [Defend] (BFfH) ZEBA L. [Audit] (BEE).
[Finding suppressions] (FTR Ol OIEICEIRLET,

AV TEEMRONFHZERA TS HE 154
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AWS loT X AWS loT Device Defender Audit
XoF Audit finding suppressions (1) infe m
vity
» Onboand Resource identifier Check name Expiration date Description
» Manage 765219403047 Logging disabled October 28, 2020, 14:26:53 (UTC-0700)
» Greeng
» Secure
¥ Defend
Audit
Resy
Schedul
ctio
r
Sett
» Act
Tes

EEFMRONGEZRETDICE
1. AWS loT AV —=IOFEST—2 3> RAL42 T, [Defend] (Fhf) ZEBEAL . [Audit] (B5E).
[Finding suppressions] (FTR Ol OIEICERL ET,

2. WETHEEMROMEHOEIIHZ2AT73AVREVEZBERLET., RIC, [F7o232]. [##
E)DMEICERLET,

3. [BEERRONBZRET D] V42 RUT, [MFIHE] Ricld HEA|(A7>32) ZEETER
ER
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4.

Edit audit finding suppression X
Suppressing an audit finding on a specified resource means that the finding related to

the resource for the specified audit check will no longer be flagged as non-compliant.

Audit check

Resource identifier

Account 1D

The expiration date is October 28, 2020, 14:26:53 (UTC-0700). Select a different duration to change
& months v

Description (optional)

Suppresses “Logging disabled” check because | don't want to enable logging for
NoW.

e

BEZT2125. [RF] Z2BRLEY, [REEROMF] V12 RUFREXRT,

EEMROMFZHIRT S ICE

1.

AWS [oT A2V —=I)LOFET—> 32 RA4 2T, [Defend] (BrfHl) ZEEEL . [Audit] (BEE).

[Finding suppressions] (FTR O] OIEICEIRLET,

HIRRT 2 EEFMEOMEDOEICH S AT a>REZEIRL, [Actions] (F V> 3ar),
[Delete] (HIBR) DIEICEIRLET,
[Delete audit finding suppression] (B2EFT R OIFIDHIBR) 14> RIT, TFARNRKRY JAIC

delete EANL THIERZ#EEL . [Delete] (HIfR) ZRBIRL KT, REBROWH] V12 R
FHEEXRT,
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Delete audit finding suppression b4

If you delete audit finding suppression, the finding on the resource 765215403047 for
audit check Logging disabled will no longer be suppressed.

To delete audit finding suppression, enter delete in the box.

delete

CLI TOEEMROMEOER TG E
ROCLIORY RZFEAL T, EEMROMBIZERELVCEETERT,

» create-audit-suppression

» describe-audit-suppression

update-audit-suppression

delete-audit-suppression

list-audit-suppressions

AT B resource-identifier (&, #RZMHI TS check-name ICK>TERYET, XDOEK
Tk, BF TV IO EERSRCRET D EHICHER resource-identifier OFM%ZRL
TVWET,

® Note

MHIAR REF, EEZATICTDEOTREHY)TEA, BEEEBFSIEHE AWS loT 7/V4(
ATRITEIhET, {1FEF, EEMRICOKBRAETAET,

check-name resource-identifier

AUTHENTICATE_COGNITO_ROLE_O cognitoldentityPoolId
VERLY_PERMISSIVE_CHECK
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https://docs.aws.amazon.com/cli/latest/reference/iot/create-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/describe-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/delete-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-audit-suppressions.html
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check-name

CA_CERT_APPROACHING_EXPIRAT
ION_CHECK

CA_CERTIFICATE_KEY_QUALITY_CHECK
CONFLICTING_CLIENT_IDS_CHECK

DEVICE_CERT_APPROACHING_EXP
IRATION_CHECK

DEVICE_CERTIFICATE_KEY_QUAL
ITY_CHECK

DEVICE_CERTIFICATE_SHARED_CHECK

IOT_POLICY_OVERLY_PERMISSIV
E_CHECK

IOT_ROLE_ALTAS_ALLOWS_ACCES
S_TO_UNUSED_SERVICES_CHECK

IOT_ROLE_ALTIAS_OVERLY_PERMI
SSIVE_CHECK

LOGGING_DISABLED_CHECK
REVOKED_CA_CERT_CHECK
REVOKED_DEVICE_CERT_CHECK

UNAUTHENTICATED_COGNITO_ROL
E_OVERLY_PERMISSIVE_CHECK

EEMROMBZERL TERATSICE

resource-identifier

caCertificateld

caCertificateld
clientId

deviceCertificateld

deviceCertificateld

deviceCertificateld

policyVersionIdentifier

roleAliasArn

roleAliasArn

account
caCertificateld
deviceCertificateld

cognitoldentityPoolId

ROFIEF, AWSCLI OV Y= TEEMROIH ZERITZHFEZRLTVET,

CLI TOEEMR OMEI O LA E
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+ create-audit-suppression AN RZFEAL T, EEMREOHHZERLET. XOHIT
l&. [Logging disabled] (AT RBENEMLENELL)OFIVIICETVT, AWS T HY
> N123456789012 OEEFMR OMEIZ/ER L £,

aws iot create-audit-suppression \
--check-name LOGGING_DISABLED_CHECK \
--resource-identifier account=123456789012 \
--client-request-token 28ac32c3-384c-487a-a368-c7bbd4811554 \
--suppress-indefinitely \
--description "Suppresses logging disabled check because I don't want to enable
logging for now."

COOXRVROBARHY) T A

EEMR OHE AP

XD APl ZERAL T, EERROMNFIZERBIOCEETEERT,

» CreateAuditSuppression

* DescribeAuditSuppression

* UpdateAuditSuppression

» DeleteAuditSuppression

» ListAuditSuppressions

BEDEEODMRZ74IEZ) I T 5ICIE, ListAuditFindings APl ZERTE XY,
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditSuppressions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditFindings.html
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‘i

AWS loT Device Defender Detect Z AT aE. FNA ADOEEZERTDZEICLY, BREETh
EFNARAZRT AN HP2EEBRHEZRETEXRT. VF7VRADXKNI T A (AWS loT A5
BE) EFNARABOANI TR (TFNAAICAVAN=ILEI-2I O M SHEE) 2ilhEa0E
THEATRE, RO zmREHTEERT,

° ?&ﬁ/\og_\/@ggo
s MAETATVBVIY RRAVMNFLEFRBEES N TVWAVWI RRSA I NEBEITZDT/NA Ao
s AVINDVYREKOFTINNIROFNAARNTTAVYINER—2DOEE,

FHENDZTFNA ABEOERNEEND X 21)FT47A7 71N EERL, 7U—FAOFT/NA
ADTIN—=TFEFEIXNTOTFT/NA AICEIV) HTET, AWS loT Device DefenderDetect l&, <5
NDEF1VF47O07 74V ZEALTEEZKRE L, Amazon CloudWatch X k1) 2 A& Amazon
Simple Notification Service BHIZ N L TTF7 S —LZREELET,

AWS loT Device Defender Detect &, iz hi=F/NA ATHEICRSh» 1 UF 1 LORBE
BBHTEZET,

- BENBEREOHD AN RBIVCOAYMNO-LF¥RILZRY, BHAOEEOHZ IP 7 RLA
RERFHFAEATVEVWIY RRAYRMOFNSAALSDRZT 1Y D,

« TNNA AN DDoS HEIZEAEL TWAZEZRT, PORNIVRRNTTAVYIDANA DI
E, BANBRNZ T4V,

c VE—RTTIVEATEDVE—REBA U ER—TIARER—NEFEIDTNA A,

c FTHAOVRNIERBEND XY E—DBOANAD (FEARF, XY E—HIY OBENBRICK
DAEMED D B IFRIAT/NA AN S).

dA—ART—A:
WEEGEZNETS

AWS loT Device Defender Detect ZEA T2 &, TNA AOKEBFHZAETEET, &
AZFE, XY OR=—VOBREBYY P TV —ERAR—RNZEEOIOFNA AZRBETEET
(R— K 23/2323 TRITE N B telnet T —E A, R—K 22 TEITEhd SSHH—E A, K—k
80/443/8080/8081 TRITE NS HTTP/IS H—ER); FNAATIhSOHY—ERAR—NZFEH
THRELHBEHNI HBBEEHYVETH, HEEXF YD TEEDO) RAVIZK > THEEHO—
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et K< #E)ET, AWS loT Device Defender Detect IC & 2 THEEEHO 7T — M ERKE 1
5, REEFHZH/PRICHNAZ D REAORY ND—OH—ERZBTEICKY), BN
NDFMEZETLTEFIVT A ORBUEZRETSD (EEARF, K<HB/NAD—R, F74)

RONAD—R, SOWNAD—RTERE Nz telnet B E) CENTEEXRT,

tF1VTAORFFERZEAL TN ABEORE DK

AWS loT Device Defender Detect ZFA T2 &, EFXF1UT A REZRITIREMEI D FHLA
WFENAABEX RNV OA (BAVWTVDR—KMO¥, EHEOK, FTHEIHVTVWSR—N F
HLBEWIP T RLAANDOER) ICODVWTOTT—LAZERTEERT, LEAE, TCP EHEOHKY
FHRI)ZL B2 EHE. T/INA AN DDoS HEBICFAETNTVWA CEZRLTVSAHEMENSD
WET, FHENDZR—RNUAOR—KRTIU YA LTVWR7OARK, VE—NEHHOLHIC
NY I RTHFFNAARAZAAN=INENTVDEZRLTVAOEMF HYET, AWS loT
Device Defender Detect ZfEF T2 &, FNA AT7V—FOEEMHZRAN, £*1)57 1 LOH]
REWRTEETFT (EEAE, R—BM23FEE 2323 TUY AL TVBRTF/NA AN BV &),

BHEE ML AR—ADEHBREZEMICLT, BENSERZEINICERBTEET,
EULLEBEENTVWEVWTIFNSA A ZRETS

FINAADNSTHINIEEENZIAYE—2OBFLFIHAAOANAIIF, ELLERES

NTVEBEVWFNARAZRLTVDAEMNI BV ET. TOIDIBTFNA AN HDE, XyvE—D

BUOBEN LREIR UM HYET. BRI, BALZ—0ZVTFNM AR, BRESH
RV —DNBECBDAEENBYET,

REFEOTNAADEEZEZRI>TTS

AWS |loT Device Defender Detect Tk, AWSIoT L ARNVIZEFEFE N TVWEVWTFNAADEEK
BEEZBANTAIENTEET, UTOVWTIHAOEZ—SY NEATICEABOEF2)FT470O77
AINEERITD_ENTEET,

s IXNTOFNALAA

« BEEADINTOFNAAAWSIoTLZARNURKDE)

s REBEFOIXNTOTFT/NAA

c B/ =TRHROFINAA

tF21VF47O774MNE. FTHOROFHRENDZTFNAAOBEEZERL., BEEMREE L
EEILRTIBTIVIAVERELET, EFXF1VFTAT7O774)E, 20707 74)LICHLT
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AT TNAAZEHDMMA<KHHTEDRSIC, REG2LEEZ—TYRNITEYFIBHZENHY)
£

REBROTNAADBERE., INTOERPANIIZANBUTFNAARELTEDONBLSIC, TN
AADEMBABICDLE>T—EBLEMQIT 9472 MBI FREZE/ DB (TNAAX KUY
AZLR—NTBTNAAR) Z2EEEITIHENFHIET,

/A Important

T/ BICHEXENrEENTVBIES, TEEETE/ BN 128 N1 RO UTF-8 T>1—RX
FERYURWVWEE., FNARILE 2 THEENEXAYE—DRFIEFEEIET,

tF1VF14O1—AT—A

cnto>arTlR, FNAARATI—RNEZEBDP ISXTETEZEHEOREE, ChSsOWREZERTS
EHICEATERDHBEXNV VROV THALET, EF1VT A OREZRAEITHAIHRRELT
ANVIADEEZFEATRICEEZHEBOLETN. XNVJADREOKICEIWTEFIUFT A«
EOBHEERELBEVTEEL,

BEETS—LZAETRICEK. PT7—LOFMZTNAABYE., FNAAXKNIVIAOEBENL >
K. Security Profile XRU OV AOBERNL Y R, AAZLXKNUOA, OB EOTYTFANER
EEERTT, EF2IVTIOEBNBEETINESHZHHLET,

OZRAOI—-—AT—A
Device Defender &, AWS 1oT 25V RBITUTOI—AT—AZERTEXT,
[Z1BY B 7E D 25 ]

HOMEORH#ICIE, CEME, N—RIIT7, VIRNIITHEEOBATRLEELEDMAEE
BBUENEEFINET, FTNAANREBRETRETDCEN KL HYFT, AWM EDZH
&, BEERE. TNAAOEE, FLETNA ANAEOE#H LB EDOFKTRETD N HY)
£, VIV RR—ADHNBEDBHIE, loT VY —ANDERLEBEVT IV EREZHFTT SR
) —ABEITBICELR>TRETDAEMN B ET, loT AU —ZHIEL ., [Audit overly
permissive checks] (RN BEIOF I Y VNERE) ZFICL T, EENBETHI RIS —%
BETDIHENFHYET,
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https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-audit-checks.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-audit-checks.html
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[BHEX KU T RA]

XNUORA

B
il
dl
%

EELEXYE—208K

Xy t—IH A4 X

[IMQTT XR—ADT—Z i ]

R

TFNAAFBENIZEE, TOEEFERTIPT
RLAK, BEOHTZAFI—2TREL
TWABTFNAADBEREESNSD IPT7RL
AEEAMIBEY) ET,

REEFIIZIVRR—AD IP BETT/NA
AZERITZAEMEN BB L-H. AWS loT ¥
ZORDSTFNARCEBFENIXAY D
BELIXAYVE—ISHAXICHETDIXRY
DANSEIZEENHY, ChiEtFa1V
TALOEEN B EZ2RLTVXRT,

T—ARERE. BEEOHZTREN 0T OTF7OMKERETNA AN SRERT —REEZRTT
LEEECRELRXT, WBER., 7V RAOT—RY—-AICHLTMQTIT ZBLTZNOED

REEZRBLET,

[BEEX KT A

XNDOA

EET IP

SELEXYE—C0K

XYy E—=—IHA4X

RHL

TNAAFBENZEE, TOEERTIPT

RLA., BEOHTSAFI—2TREL
TWBTFNAADBEEREEND IP T RL

AERMIBY)ET,

WEEEF MQTT R—ADT—ZREHTT/NA
AZERAITHAEMEN BB 1-H. AWS loT &
ZORDPSTFNAARCEBENLXY D
BELIXAYVE—SHAXCEETDIXARY
DANBEIZEENHY ., ChiEtFa1V
TALOEEN B EZRLTVERT,

97 REIOI—-AT—A
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https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-ip-address
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-ip-address
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
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[EWFERL]

AWS loT Device Defender RO Y /N—H 4 R

BYWIERLRER, AWSIoT DUV ZT RBIOY—ER, 77VTr—>3>, F—RICTI7EAL
2V 10T FNAADEES LCHIHICESLIEY T30, REBEEFBAOXLZEEETE
BIVTATA1ELTRDESHETT,

[BHEX KU T A]

XRUHR 1R
SBETS— WEENFEENE ID EEALCERETES
. IT4T71ELTRADES &, RELERY
BROHAT | EO 1Y), EETEDFNARICED
I TERICEREATVEY 3510, 1E5GEE
= DARNY AN BBTBEN K< BYET
. BROKREK. EHEORT. TS
HRREEEEE. BENEEYTELOD
FUFERBLET,

(DO RAZVTZANTOF ¥ DEAR]

AWS 10T 75O RY—EAOFERNARK, XVE—JENfZVREY IXHAAOKREVRNEY
VDERTELRIYTRISATIBDEEILRELET, IV RBRTHBICHTIBEICER
BRIV —FLEFTFNAADRBEOERE, VSTRAVIZANZIVFTOERZSIERT
THEMAN BV ET,. COREBEOEHZEND 1 D, AWS OFBFREZE X ITETT, loT R
> —zZ®FE L. [Audit overly permissive checks] (ERABROF I Y VDEE) ZXICL T, #
RABRTHDI RV —ERBETIHENHYVET,

BEEX KU T RA]
ARNUSZR AR B
SELEAYE—JOK COREQEWIE. AWS DEBEREEEP T

CETT, XvE—DH, FELEXY -

T AV E—SHAABEDTIFAET 4
BE ' 1

)(‘y‘fz—:/"j"fl“ Em*ﬁrjéXI\UQXb zmsiﬁbgsj-o

BEEEThEXYE—S0HK
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https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-auth-failures
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-num-connection-attempts
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-num-disconnects
https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-audit-checks.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-sent
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
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XNUORA

EERTIP

i

TFINAZAROI—ART—RA

R

BHLVWEETIP UARRREND5
ENHBYNVET, WEBEEF,. ChsOIPHS
XAVvtE—IR)1—LZERLET,

Device Defender I&. F/NA ABITROI—AT—AZERTEET,

[T—ERIEBBE]

Denial-of-Service (DoS; H—E AER) WElF., FNARAFLEERYND—DZ> v Y NED
L. BROI—YHNFFNAARFERFZRY ND—=DIZTIOEATERVRSILTDHEEZBNEL
TVWET, DoSKER, Z—TYRNERNTTAVITTIZVTFA4TLIEEY, DATLOREZ
EBstH, t LKW ATLANEEZSIZERCIVITIARNEEBLEY TR ZET, TOEAR%E
70Y29ULFT, loT /N1 Alk DoS HEIZFERATEET,

[BHEX KU T RA]

XRNDUORA

HAONTY N

A AN

EEE IP

)Y A2 F% TCPAR—h

)y A2 § B TCP R— k&

)y A9 UDP R— K

RHL

BE,. DoSHETIE, BEDTNAAALSD
EEBEEEN <& ET, £z, DoS K
BORATICL&2TR, HANTY MEEH
ANARNBOVThAEBFEEFEMNT S
AREMENHY) T,

FINA AN BETS IP 7 RL A/CIDR i
ZERBULEEBE. EEEXIPICETZEE
&, FINAADSORIAEE N TLVAE IP B
BERRITZDBEENHYET,

DoS WMEICIF., BE. LY AKELONY RH
KOHEA T ZANTOFYHNFYVETT,
CcDAVTZANZIFY T, TF/INA AL
AVAN=LENTVWBIINTITH, HE
TRHEFERETEZRAZITICEHTSHIN

TFNAZABOI—ART—A
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https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-all-packets-out
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-all-bytes-out
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-destination-ip-addresses
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-listening-tcp-ports
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-num-listening-tcp-ports
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-listening-udp-ports
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SRAMERCBBUOBAL L DFET, BELALEEFEOT/NA ANOT U L AEERIL
L&>ELET,

[BHEX KU T RA]
XNUORA B

HAONT Y MR — BN ERRTR., XEEFEO—HILIVT
XYRND—=VLTRAF v ZRTL, WER
KROBREZKY)IAD DI, RATESTN
1 AZEEBLVBETIHENf HYET,
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HAONTY NBAFSEITEIEENHYVET,

HANA MK
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EBRIPTRLAEODBEORITERETE
FJ. cOTRLAR, EAEAOEBRHNOIA
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XNUORA R
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UV TTBoENEL<BYET, Chid, B
KUETF—2NAEHI A BEVEEICHEAEICELD
THAENEST, COESBIS— T
NEF—RE. FNAANSREThDT—
AOWEBEKBICEME €, HANTY NI
BETHANAS NEOAEEEERILE
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metric

ERITDIARNIVTADER (DFEV, BELCL>TRAEETNDIAA).

consecutiveDatapointsToAlarm

BEECIhIEBOERTZDT—RRANOBECTNAANERLTVRIGEE., 77 —LNRE
LEXT. BEThBL2LBE. T7FIMMER1TT,
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BHRIOLESICEHEEENEEA. AWSIoT AV —ILELEE APIASTIVEATEERT,
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« YR—REhBXKNUIRA

« —ERI#—2X

« ML Detect CLI AN~ R

* ML Detect API

 MLDetect tXx1UFA7O7 7 M)\ Z2—RKELELEBHEIRTS

ML Detect D 1— AT —A

ML Detect ZfEA T2 &, BEETNBDTFNA ADBEZRET D LM RELBEIC, 7U—KFFN
A AZERTEERT, fIAEFE. IBOXRNV IR ZERTSIES, FAUEKLEVMEL ALZEhH
PENPETHEVEEN HYET, CDFES, MLDetect ZBRICL T, FNA AL SHBESNLEE
BF—XRICETVT, BEBYMARNIIRATF—RRA N ERBETEXT,

ML Detect €S 1 DOI1—AT— Ak, KEAORBEEEICBHNICELTEITNA RAOBEZER
$B_ETT, MLDetect ld. FNAANSOTF—EZNEZ—20OZLICETVT, BEETIhDENE
FINA ABEEEHNICEZLET, HlARF, FNAAXYE—D0EEER. FREBROBTE
{EL. ML Detect [ DEINBEIEZZBLET,

ML Detect M {14 &

ML Detect ZEA T2 &, 6 BADITTVRAX NI VAE THOTNAABXN) VATEAB &
CtEF1IVTADEREZRBRIZLHONBEZERTERT, IHEFILNL-Z2TJHER. ML
Detect l&. ##D 14 BEAOTF—RICETVWTETFLZBRAEHFLET, MLEFILTZhSOX K
VOADT—RRA RN EZERL, BENMREENDETS-LZRN)A-LET,

ML Detect l&, BEENBBENUTVEZ —BOTFNA A EFIVTA7A77AINETRYFT
PHEEIIRETY, AR, —HOTNAANBEEOEBETEAET A, TOMOTFT/NA AN EEFR
THERAENTVREE, FNA1AOBENZ—NF 2 O00TIN—TETRELEBDIHZENHYE
9. 7/V4 A% home-device DE./ DT )L—7 & office-device DE/ T IN—TI_CBEBTEET, B
EREBZHEUBEDETDLEHICE, BE/OTIN—T%@EEID ML Detect ¥ 21T 7077
AT RYFLET,

ML Detect "#JHAET I ZBEL TVWEE, ETFINZERTDICE. BED 14 BET, XKUIRA
Hizv) 14 BERE, 22D B<EE 25000 DTF—RRAY MABETT, TOR, HRPHOX L
VOARTF—BRAVKIBZETNZBEEHMLET, RNEAHIHLEShBEVEE, ML Detect &
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EFIIOERZZBICEATL, FHMAOLOOETIINOERZFILETDEIC, XD 30 BEEHEBHRT
LET,

RNEH

ML Detect DHEATEFILORNL —Z2 T EERD=HIZ. ML Detect XD F/NEHER/EZTHED
HYET,

BRNMNL—ZVTHE

MNHBETINOBECE 14 BANYERT, TOR, TFIINE 14 BEEOEFHEOX KN AT —
STBREHECIET,

T—RKRA 2 MOEF
MLEFINZBETIEOICKELET—XRSA U NORNMEE, BE14 BETXNIOAH Y
25,000 F—RRAKRTT, ETFIOMENBERNRL—Z_2TEEFHOLHIZ, ML Detect Tl
ERFRTNA AL SORNTF—ZFZRA M BETT, child, XOBREELEFEFEFETT,

« 60 BDT/NA AN AWS loT £T45 PERTEKEL 7 VT ET 1 ZR1T
« A0 BDFINA ALK B30 DB TORELE 21T

s 15 B0TNAARICLD10 TR TOELTE E1T

c TEDTNAARICEL D5 DRERTOELE 21T

TFNARTN—=TDOE2—=5v K
TF—REPRETBRICEF, EFXF1VFATO77ANCHETFRZR—TYRNOE/OTIL—TIZE/
FEENTVRHENFHYET,

MBETIAERE D E, MLETFILEEBEEFHS L, 14 BEHAORGEHBEICHEL EE 25000 O
T—RRA RNABEICENET,

il BR

RODOZIORAIODARNIDADT A X232 T ML Detect ZERATEET,

528 M % B (aws:num-authorization-failures)

« BEL XY tE—2 (aws:num-messages-received)

o EEETNEXYE—T (aws:num-messages-sent)

« XY t—IH% A X (aws:message-byte-size)
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RDOXARNY DA, ML Detect TlHR—RENTLVEEA,

ML Detect THR—RE N TLVEVWITIRABIOXKN) T A:

« E{E 7T IP (aws:source-ip-address)

ML Detect THR—KREhTWVWEVWFNAZAAOX KNI I A:

« S5 IP (aws:destination-ip-addresses)

e YUY A% TCPR—N (aws:listening-tcp-ports)

s YUY A9 % UDP 7R— bk (aws:listening-udp-ports)

NARLANI DA, BESZATOHESR—NLET,
T7—LATORRETOMBORIPREDON—F2 7

FAEZBELU TMLDetect 7T —ALNBRETHDI L ZHERELEZSRE. T7—LAORKRIDIRER
False positive ICERETEE T, chik, I—H—&cI1—H—F—LN, BRETIVENZEVWTT—
LZBETDIDICKRIEET, LTS —LAZEIE, BMIE, FLEERAMELTIN—DVTBEET
EET,

AWS loT Device DefenderconsoleZz fEH 9 % A, PutVerificationStateoniZ R API 72> 3> = FEAL
T. Po—LEX—DITBDENTEET,

BR—BRENBDAXARNITRA

ML Detect Tlk, XD IZIRBIOXRN) VA ZFEATEEXT,

« F A M KB (aws:num-authorization-failures)

« BEFHIT (aws:num-connection-attempts)

4K (aws:num-disconnects)

o XY t—I% A X (aws:message-byte-size)

s EEENIXY E—T (aws:num-messages-sent)

« BELEXY+E—2 (aws:num-messages-received)

ML Detect Tk, RDTFNAABADX KNI VA ZFERATEERY,
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o HH/NA M (aws:all-bytes-out)

o ABINA M (aws:all-bytes-in)

s YAZ2Y TCP 7R— N¥{ (aws :num-listening-tcp-ports)

s YAZ>% UDP 7;R— h¥ (aws:num-listening-udp-ports)

« HANT Y N (aws:all-packets-out)

s ABANTY KN (aws:all-packets-in)

o HEME I/ TCP ##EHE (aws:num-established-tcp-connections)

Hb—ERAIA—X

ML Detect H—E AN T #—REFIPRICDODWVWTIE. TAWS IoT Device Defender DT> Rik4 U k&
DF—32, BSBLTLIEETL,

ML Detect CLI OANY > R

ATFOCLIOXRY RZFEAL T ML Detect ZHERB LVEERTEXT,

» create-security-profile

« attach-security-profile

* list-security-profiles

* describe-security-profile

» update-security-profile

» delete-security-profile

» get-behavior-model-training-summaries

* |ist-active-violations

* |ist-violation-events

ML Detect API

ML Detect EF¥ 21 UT A 7A77AIINDEREERICIE., XD APl Z2FHTEET,

» CreateSecurityProfile

» AttachSecurityProfile
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« ListSecurityProfiles

» DescribeSecurityProfile

» UpdateSecurityProfile

» DeleteSecurityProfile

» GetBehaviorModelTrainingSummaries

» ListActiveViolations

» ListViolationEvents

 PutVerificationStateoni& x

ML Detect EF¥ 21T 470774 )% —BEILEX=FHIBRTS

ML Detect EF+ 21V T4 7O7 7ML —BELELTF/NA ABEOERZ —BWICEFELEL &
V). MLDetect EFX21UF47O7 74 I ZHKRL TFNA ABEOERZREBFELEL Y TEE
9,

OV —=)L%&ZERALTMLDetect EX2 T 470774 & —BEEFILTD

OV —)L&2ERALTMLDetect X 21VFTA7A7 74N —BELETDICE. ETEOE/
DIN—THNYVETT, ZOE/OIIN—T2EKTBICIE. TAWS IoT Core FARO Y /N—FH
AR, O TE/OBBNITIN—71 Z25BLTLKEETV, ZOF/ OJIN—T2EKL EHE
ENE/DOII)—7%% MLDetect EFx2)FT47O77ANDEZ—5Y NELTERELET,

(® Note

EX1VTA7O77A4LNDOR—TY & 30 BRAILTNA R2HED>FNARATIN—T
CRTLOBRETIHLENfNHYVET, COREZTLEWVEE, EF1UT470774
L ZBEBMELTEREA,

OV —)L%&ERALTMLDetect EFXF2UF A4 7O7 7 AN %ZHIKRT S
TXIUFATOT77AINZHBRTDICE, ROFIEZETLET,

1. AWSIloT OV —=ILTHA4 RN—ICBEL. [Defend] (BHtH) 0> 3> ZBIRLET,

2. [Defend] (Bh#H) T. [Detect] (#H). [Security Profiles] (EF¥21UF 1470774 )L) DJEICE
RUET,
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListSecurityProfiles.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_GetBehaviorModelTrainingSummaries.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListActiveViolations.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListViolationEvents.html
https://docs.aws.amazon.com/iot/latest/apireference/API_PutVerificationStateOnViolation.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-groups.html

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

3. HIBRTS MLDetect ¥ 1T 470774 IILERBIRLET,
4. [Actions] (72> 32) Z&RL. #7232 H 5 [Delete] (HIRR) ZBRL E£7,

@® Note
ML Detect ¥ 21T 4 7O7 7ML ZHIBRTDE, EF21VFT47O7 7ML 2BER
METEBELKEVYET,

CLIZfEAA LT MLDetect EF¥ 2 VT4 7O7 74N E—BELTS

CLI Z#ALTMLDetect ¥ 1UF47O7 7)) Z2—RELTBICIE. detach-
security-security-profile AN RZFEALET,

$aws iot detach-security-profile --security-profile-name SecurityProfileName --
security-profile-target-arn arn:aws:iot:us-east-1:123456789012:all/registered-things

(® Note
SOFATaE, AWSCLI TOXEATEET, I2V-ILOD—0 70— EK
2, EF2UFT47O774)OZ2—5Y & 30 BEAILTFNA A &2FE DT /NA R
LWN—TIRTRIOBRETIHEN HYVET, COREZTOLHEVES, EF21VF147
A774 N z2BEEWLTEEXRRA, EX21VFT47A7 74N ETFINARATIL—TICT
XY FFBICE, attach-security-profile N REFEHALET,

CLIZEALTMLDetect EX¥ 2T 14 7O7 74N EYIKRTS

AR ® delete-security-profile ANV RZETITSHET, EF1VF47O7 70\ %
HIlRTEE T,

delete-security-profile --security-profile-name SecurityProfileName

(® Note
ML Detect EF¥21UFT 1 7O77AIINEHIBRTDE, EF21UFT«7O7 74N E2BER
METELELSBZYET,
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https://docs.aws.amazon.com/cli/latest/reference/iot/attach-security-profile.html
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NAZLXNIDTRA

AWS loT Device Defender HARLX KNV D RAZFERATDE, Wi-Fi *'— RO T ICERENLEZFN
AADE, NYTVDORELRIL, AR—KNTZFTOERFAVINEBE, 7V—RKNPI1—ART—
ACEBDOARNIOREEZSRCE_ZVITEERT, DAZLAXNU O AOEBERK, €2V
TAZ7A77ANTEREENTVET, X1V F47O077A4ILTR,. FNAADTIL—T (E/
DITIN—T) DREENBDHEZIBELET, T2 —ALAZRETS LT, BEZERTEXT, 7
T—LZFERATRIE, FTNAAICEBEOBEZREL THISTEET,

COEICRK. ATotI23arvFraEhTtVLEd,
s AVV=NTDAARZLX NIV ADERTE
* CLINSDARZLX NI D ADEREE

¢ HAZLAXRNDZACLIOXVR

* WAZLXKND T A AP

A=AV TOHAZLXAND D ADERTGZE

Fi—-bUTIL

* AWS loT Device Defender Agent SDK (Python)

AABLXANV O RAZERL, EF21VTAT7O77AIICENTS
NABLXRND D ADFMZERTITS
NABLAXRNDOAZEFHTS

NAZRLXRND O AZHIBRT S

AWS loT Device Defender Agent SDK (Python)

FAZBHT SICIE. AWS loT Device Defender Agent SDK (Python) > )L I— T K&2X D
YO—RULET, I—-CREXNIUIRAZREL, LR—BFERITLET. FNLTADOX K
DORAERKITIDE, WEENBDXARNIITAZRRLT, PTO—LZRETDLEHOLE VMEZR
ETEET, FNAAI-IVMNOREFIEICOWVWTIE, TAWS loT Device Defender Agent SDK
(Python) Readme B L T &V, FMICOWTIE. TAWS loT Device Defender Agent SDK
(Python), 2B L TSEZEV,
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https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python/blob/master/README.rst
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python/blob/master/README.rst
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
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NAABZLAXNIVDAZERL, EF21UT47O774LICEMNTS

ROFIEF, A2V —ILTHAZRLARN) DA ZEKTDHEERLTVERT,

1.

AWS loT AV —=)LOFES—> 3> R4 2T, [Defend] (B5) ZEBIL ., [Detect] ().
[Metrics] (X MU R) OIEICEIRL ET,

[Custom metrics] (D AR ALX N O R) R—T T, [Create] (EFR) ZiBIRL £ T,
[Create custom metric] (D AR LX RNV D AZER) R—T T, ROBEZITVET,

1. [Name] (B8I) T. DAZLAXRNVIADERZAILET, DAZLX NI TAZERL I
BIE, COBRMEZEETEXREA,

2. [Display name] (RRRB) (F7232) T, DAZLARNDIAODAYRFTVEBZANTE
9, BAIFE—ETHHAIMVERFLELS, ERRICEETDCENTEERT,

3. [Type] (R4 7) T, BERITBXNIVIADRATZBIRLE T, XKVIVADRATIC
(. string-list, ip-address-list, number-list, # & number "EFENET, X4 71k, EX
BICEFEITB_LWEETEFRE A,

(® Note
ML Detect Tld, BUER A 7D AKERTRET T,

4. [Tags] (ZJ) T, VDY—RAICEENITHRTZBIRTEEXT,

T LS, [Confirm] (FEER) Z8IRLET,

AABLARND O AZERT S E, [Custom metrics] (HAZLAXARND TRA) R=IHFRREN,
FULKERLEDARLAXRNI DA ZERTEERT,

RIZ, AABRLAXARNVORAZEF1VTATO77AINICEMTIHBEN HVET. AWS loT

AV —=)IlOFETF—a>RA42 T, [Defend] (B5fH) ZEB L. [Detect] (] H). [Security

profiles] (EF¥1VF470O774)) OJEICERLET,
NDAZLXRNDORAZEMTZD X1 UT147O07 74N %EBIRLET,
[Actions], [Edit] DJEIZIRIRL £,

[Additional Metrics to retain] ((REFITBDEBMDOX NI T R) ZBIRLTH S, DAZLXRNIIORA
£ERUET, [Confim] () R—IHFRRENDET. AOBEET [Next] (RA) R L =
T, [Save] (fR7F) & [Continue] (#51T) ZiBIRLF T, DAZRLXARNU VAN EEICEMEND
E,EFAVFATATT7AIILOFHEHR—DHFRRENE T,

OAVY=ILTOARRLXN) D AOEREE 182


https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot
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® Note

N=—t2Z24I)FEFE. XNV ITRAEFEOBEOA RN VACHLTERATRI LR
TEEXB A

NAZRLXNDDADFMERTTS

ROFIETE, DAZLXRNIVAOFMZ Y —ITRRIDHFEERLET,

1. AWS loT AV —=)ILOFES—2 3> R4 2T, [Defend] (B5fH) ZEB L. [Detect] (& H).
[Metrics] (X MU R) OIEICEIRL ET,

2. HMERRIDHDARLANI Y AD [Metric name] (X MUV AR) ZBIRLE T,

NAZLXND) DRAEEHT S

ROFIEK, AV —=LTHARARLAAXRNVOAZEHFITBHEERLTVET,
1. AWS loT AV —=)OFES—> 3> RA4 2T, [Defend] (BFf) ZEBE L. [Detect] (FrH).
[Metrics] (X RJ T R) OIEICEIRL ET,

2. BEFMTDNARLANVIAOEIHZAT723AVREVEERLET, TOR, [Actions] (7
2>32) T, [Edit] (&) 2BRLEXT,

3. [Update custom metric] (HAZRLX KU D ADEFH) R—I T, XRRBZEMEL LY, 2T %H|
BRELZIFEML Y TEEXRT,

4. ETULES, [Update] (E#) ZiBIRL £, [Custom metrics] (HAZRLXRNIUIRA)R—=,

NAZRLXRNID O A%ZHIRT S

ROFIEF, A2V —=ILTHAZRLAARN) DA ZRRTDHEERLTVERT,

1. £, DAZLANVORZSBRO X 1VT4«7O7 7AIHSHBIBRLET, DARALX
NUDADOFEHR—DT, DAZRLARNVDANEENTVWSR X1V TA7O07 7ML ERTR
TZEFET, AWSIloT AV —=IIOFES— 3> R4 T, [Defend] (FhH) ZEBIL . [Detect]
(B H). [Metrics] (X RO R) DIEICERLET,
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https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot
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2. HIRTBDHDAZLXNIIOAZEBRLET. DARXRLXKND D AOFEMR— O [Security
Profiles] (¥ 1 UFT 4707 7A4)N)OTICVARENTVREF21D)F47O774ILASH
ARZLAXAND O AZHIBRLET,

3. AWSIloT V=)D FES—>3a>RA2T, [Defend] (BFfH) ZEB L. [Detect] (HrH).
[Metrics] (X MU R) OIEICEIRL ET,

4. BIBRIDDAZLANDOADBIIHZD AT a2 REEZBIRUET, TOR, [Actions] (7
23, 32) T, [Delete] (HIBR) ZiBIRL £,

5. [Are you sure you want to delete custom metric?] (A AR ALX N A ZHIBRLTEXRBL VT
ITH)EVWS XY =D HFRRENES, [Delete custom metric] (HARARXLX N ADHEIER)
ZERLET,

/A Warning

NABZLXNVDAZHIKRTRDE, TOXRNUTALCEERFSATVWEZITXNTOT—
AHNERONET, COBRERBRICRIZENTEREA,

CLIASDAAZLXND VADERTE

Fai-bUTIL

« AWS IloT Device Defender Agent SDK (Python)

c HAZLAXARNVORAZERL, EFXF21VT47O077A4)NICEMNTS
« AABZLARNVOADFHMERTTS

« HAZLXKNVOARAZE#IS

c DARLXRNVIAZHIBRTS

AWS loT Device Defender Agent SDK (Python)

FRAEBHT D(CIE. AWS loT Device Defender Agent SDK (Python) > )L I —2 T K&K
YAO—RULET, I-CIREXNUIRAZREL, LR—FERITLET,. TN ARIDOX K
DORZRKTLES, RETDIARNIVIAZRRLT, P2—LZBRETDLEHOOLEVEZRE
TEFXT, TNAARATI—2IMOREFIEICOWVWTIE., TAWS IoT Device Defender Agent SDK
(Python) Readme) Z#ZHBL TS &V, FHMICOWVWTIE., TAWS loT Device Defender Agent SDK
(Python)s ZZBL TS EZWV,
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https://console.aws.amazon.com/iot
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python/blob/master/README.rst
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python/blob/master/README.rst
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
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NAABZLAXNIVDAZERL, EF21UT47O774LICEMNTS

ROFIETE, DAZLXRND A ZERL., CLIASEFIVF47OA77A4IICEMT S HZEC
DVWTEHBALET,

1. create-custom-metric AN RZFEAL T, DAZLXNUIOAZERLET, XOHIT
F. YNvFU—DEEZRAETEADHARLXN) A ZERLET,

aws iot create-custom-metric \
--metric-name "batteryPercentage" \
--metric-type "number" \
--display-name "Remaining battery percentage." \
--region us-east-1
--client-request-token "02ccb92b-33e8-4dfa-a0cl-35b181ed26b0" \

I
{
"metricName": "batteryPercentage",
"metricArn": "arn:aws:iot:us-
east-1:1234564789012:custommetric/batteryPercentage"
}

2. NARLXRNIUORABZERL =5, update-security-profile ZFERAL TEREEN 7O
TP7AINCHAZLAXRN) O RAZEBMNT S A, create-security-profile ZFEAL T
NDAZRLXRNDOAZEBMTRDEHICHFLVWEFIVFATOT7 7ML EERTEET,

C T, batteryUsage EWSHFLWEFI1UF47O7 74 EERL T, FLLV
batteryPercentage NAZRLXRNVOAZEBMLET, £/, cellularBandwidth &FEE
1% Rules Detect X NV AZEML ET,

aws iot create-security-profile \

--security-profile-name batteryUsage \

--security-profile-description "Shows how much battery is left in percentile."
\

--behaviors "[{\"name\":\"great-than-75\",\"metric\":\"batteryPercentage\",
\"criteria\":{\"comparisonOperator\":\"greater-than\",\"value\":{\"number
\":75},\"consecutiveDatapointsToAlarm\":5,\"consecutiveDatapointsToClear
\":13}3},{\"name\":\"cellularBandwidth\" ,\"metric\":\"aws:message-byte-size\",
\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]1" \
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https://docs.aws.amazon.com/cli/latest/reference/iot/create-custom-metric.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/create-security-profile.html
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--region us-east-1

o
{
"securityProfileArn": "arn:aws:iot:us-east-1:1234564789012:securityprofile/
batteryUsage",
"securityProfileName": "batteryUsage"
}
® Note
N—t2R2AI)FEFRE. XMV IRAEBEBFEOBEOX N JACHLTHERATSERFTE
Tt A

NAZRLXND D ADFMERTTS

ROFEE, CLIASHARLARNI) D ADFHMZERRITDHEZRLTVET,
« list-custom-metrics ONV RZFEAL T, IXNTOAARZLXNIIOAZRRLET,

aws iot list-custom-metrics \
--region us-east-1

COOARROBAFUATORSICHKYET,

"metricNames": [
"batteryPercentage"

]

NAZBLARNDORAZE#HTS

RDFIEE, CLIASHAZRLAXN) DA ZEHITDHEZRLTVERT,
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https://docs.aws.amazon.com/cli/latest/reference/iot/list-custom-metrics.html
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« update-custom-metric ANV REFEHAL T, HARXRLAXKNVIOAZEHFLET, XOHIT
&, display-name ZE#H L EI,

aws iot update-custom-metric \
--metric-name batteryPercentage \
--display-name 'remaining battery percentage on device' \
--region us-east-1

COOANY ROBARRHUTOLSICBE)ET,

{
"metricName": "batteryPercentage",
"metricArn": "arn:aws:iot:us-
east-1:1234564789012:custommetric/batteryPercentage",
"metricType": "number",
"displayName": "remaining battery percentage on device",
"creationDate": "2020-11-17T23:01:35.110000-08:00",
"lastModifiedDate": "2020-11-17T723:02:12.879000-08:00"
}

NAZRLXRNID D AZHIRT S

RDOFIEF, CLIASHARLXNI Y AZHIBRTDHFEZRLTVET,

1. AARBLARNVORAZHEIBRTZICE, T, PEYFEOEFIUTATOTT7AILHISEDON
AZLXND O AZBIBRLET. BEDHAZLXRNV AN TRYFEATVWSD X1 )T 1
T7O774)NERERTBICIE, list-security-profiles AN RZEFEHALET,

2. EF21VTATATFALDSHARLXRNI D RAZHIBRT BICIE, update-security-
profiles AN REZFALET. RETDZIIXNTORHREADLET, LEL. HAZLX
NUDARBRALET,

aws iot update-security-profile \

--security-profile-name batteryUsage \

--behaviors "[{\"name\":\"cellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]"

COOXRVROBAOFUATORSICBEYET,
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https://docs.aws.amazon.com/cli/latest/reference/iot/update-custom-metric.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-security-profiles.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-security-profiles.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-security-profiles.html
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"behaviors": [{\"name\":\"cellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":1283},
\'"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}],

"securityProfileName": "batteryUsage",
"lastModifiedDate": 2020-11-17T23:02:12.879000-09:00,
"securityProfileDescription": "Shows how much battery is left in percentile.",

"version": 2,

"securityProfileArn": "arn:aws:iot:us-east-1:1234564789012:securityprofile/
batteryUsage",

"creationDate": 2020-11-17T23:02:12.879000-09:00

3. DAZLXRNUIGANTFRYFEnS, delete-custom-metric AN REFEHALTHA
RLXN) DA RZHEIBRLET,

aws iot delete-custom-metric \
--metric-name batteryPercentage \
--region us-east-1

COONYROBABRUTORSICEY KT,

HTTP 200

NDAZLXRNI)ZACLIONY R

LTOCLOXRY REFEALTHARLX NV VAZERBIVOERTEXT,

e create-custom-metric

» describe-custom-metric

 list-custom-metrics

» update-custom-metric

» delete-custom-metric

« list-security-profiles
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https://docs.aws.amazon.com/cli/latest/reference/iot/delete-custom-metric.html
https://docs.aws.amazon.com/cli/latest/reference/iot/create-custom-metric.html
https://docs.aws.amazon.com/cli/latest/reference/iot/describe-custom-metric.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-custom-metrics.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-custom-metric.html
https://docs.aws.amazon.com/cli/latest/reference/iot/delete-custom-metric.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-security-profiles.html
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NAZLXKND DA API

XD AP Z2ERAL T, DAZRLX NIV AZERBIOEETEXT,

* CreateCustomMetric

» DescribeCustomMetric

» ListCustomMetrics

» UpdateCustomMetric

* DeleteCustomMetric

« ListSecurityProfiles

TNAABMDOX KNI T A

X1UTF47OA77AINEERTDEZIC, 0T FNA ALK 2> TERENDX NI O ADOEEL
LEMEZRETDCET, 0T FNAADEEENZDHELZIRETEET., UTE. FN1MAAD
ANJORATYT, chlE, FNAAICAAN—=IILEI—2I 2 MASEBULEXND)DOATT,

H /84 N8t (aws:all-bytes-out)

—EHBERICESFEITNAALSDTINNTZ RINA M,

—EHERICTNA AN EEITIHBEN BT IRNNTIRINZ T4V VDBREEHRNE (N1 b
BUTRE) ZEETSICE. COXNIVIRAZFERALET,

REEB#MSH V) : Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
&: BETHRVEH

BANA B

HiIfE: BTHEVER BW&ME. 300, 600, 900, 1800, 3600 ¥ T,

Example

{

"name": "TCP outbound traffic",
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateCustomMetric.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeCustomMetric.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListCustomMetrics.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateCustomMetric.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteCustomMetric.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListSecurityProfiles.html
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"metric": "aws:all-bytes-out",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 4096
1,
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example statisticalThreshold %/ L /=i

"name": "TCP outbound traffic",
"metric": "aws:all-bytes-out",
"criteria": {

"comparisonOperator": "less-than-equals",

"statisticalThreshold": {
"statistic": "p50"

1,

"durationSeconds": 900,

"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear":

+

"suppressAlerts": true

Example ML Detect %/ L 7=l

"name": "Qutbound traffic ML behavior",

"metric": "aws:all-bytes-out",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

}

I

"suppressAlerts": true

H /N4 MK (aws:all-bytes-out)
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}

ABINA M (aws:all-bytes-in)

—EHBERICEFETFINAANDA NI RN MG

—EHERICTNA AN ZETIVENHDA NIRRT TV IORREERNIE (INMRE

NUTHE) ZEBEITDICE. COXNIITRAZFERALET,
REBBMSH V) : Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
E: BTHEVEH

BN S

HiE: 8T VER B ER. 300, 600, 900, 1800, 3600 ¥ TT,

Example
{
"name": "TCP inbound traffic",
"metric": "aws:all-bytes-in",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 4096
1
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example statisticalThreshold Z £ L /=4l

{
"name": "TCP inbound traffic",
"metric": "aws:all-bytes-in",
"criteria": {
"comparisonOperator": "less-than-equals",

AJNA N (aws:all-bytes-in)
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"statisticalThreshold": {
"statistic": "p90"
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},

"suppressAlerts": true

}

Example ML Detect % L 7=l

"name": "Inbound traffic ML behavior",

"metric": "aws:all-bytes-in",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel”: "HIGH"

}

.

"suppressAlerts": true

) AZ>%Y TCP ;R— M¥ (aws :num-1listening-tcp-poxrts)

TINA A DY AL TWS TCP R— N D #,

BETNAANERTILVEN HSD TCPR—NORABZEETSICE. COXNIIRAZFEALE

T

REE#MSH V) : Rules Detect | ML Detect
B IS5—

&
B: BETHRVER

BiTS5—

EE T less-than | less-than-equals | greater-than | greater-than-equals

HiE: 8T VER BB ER>. 300, 600, 900, 1800, 3600 #T7T,

JAZ>%Y TCP R— M#K (aws:num-listening-tcp-ports)
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Example
{
"name": "Max TCP Ports",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
3,

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example statisticalThreshold %/ L 7=

{
"name": '"Max TCP Ports",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50"
I
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear":
I
"suppressAlerts": true
}

Example ML Detect %/ L 7=l

"name": "Max TCP Port ML behavior",

"metric": "aws:num-listening-tcp-ports",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,

JAZ>%Y TCP R— M#K (aws:num-listening-tcp-ports)
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"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
iy

"suppressAlerts": true

}

) AZ>%7 UDP ;R— ¥ (aws :num-listening-udp-ports)
TINA AN Y AL TWS UDP R— N DO ¥,

EFNA AN BRTDLEN 55 UDP K— hOBARERETSICE, COXRNUIREFEALE
T

REBBMESH V) Rules Detect | ML Detect

B IS5—

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
&: BETHEVEH

B IS5—

HiE: 8T VER BB ER>. 300, 600, 900, 1800, 3600 ¥ T7T,

Example
{
"name": "Max UDP Ports",
"metric": "aws:num-listening-udp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
1,

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true
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Example statisticalThreshold %/ L /=i

{
"name": '"Max UDP Ports",
"metric": "aws:num-listening-udp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50"
3,
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
3,
"suppressAlerts": true
}

Example ML Detect % &/ L 7=l

"name": "Max UPD Port ML behavior",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
iy

"suppressAlerts": true

H /N7 Y N (aws:all-packets-out)
—EHERCBTBFNAADSDTINNTY KT Y M.

—EHERICTNA AN EEIIBEN HBEHTINNTIV RIS TAVIORRELERNEERE
EIRICEF. COXMNITVAZEALERT,

REE#MSH V) : Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
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E: BTEVEHR

B NTY B
HARS: BT LVER A% EE. 300, 600. 900, 1800, 3600 BT,

Example

"name": "TCP outbound traffic",
"metric": "aws:all-packets-out",
"criteria": {

"comparisonOperator": "less-than-equals",

"value": {

"count": 100

I

"durationSeconds": 300,

"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear": 1
I

"suppressAlerts": true

Example statisticalThreshold % # /L /=i

"name": "TCP outbound traffic",
"metric": "aws:all-packets-out",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p90"
b
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
b

"suppressAlerts": true

Example ML Detect % L 7=l
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"name": "Outbound sent ML behavior",
"metric": "aws:all-packets-out",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
}I

"suppressAlerts": true

AHANTY N (aws:all-packets-in)
—EHERICBTBT/NARANDA NI RINTY N,

—EHERICTNA AN ZEITILVENHDETFA NIRRT T4V IVDEBRELER/NEZEE
TR, COXNIVIRZEALET,

REBBMSH V) : Rule Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
E: ETHEVEH

B NTY S

HE: ATHAVER BB MER. 300, 600. 900, 1800, 3600 #T7T,

Example
{

"name": "TCP inbound traffic",

"metric": "aws:all-packets-in",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 100

.

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

ABNT Y N (aws:all-packets-in) 197
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}I

"suppressAlerts": true

Example

statisticalThreshold #H L =4l

"name": "TCP inbound traffic",
"metric": "aws:all-packets-in",
"criteria": {

"comparisonOperator": "less-than-equals",

"statisticalThreshold": {
"statistic": "p90"

.

"durationSeconds": 300,

"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear": 1

+

"suppressAlerts": true

Example ML Detect % fEF L 7=l

"name": "Inbound sent ML behavior",
"metric": "aws:all-packets-in",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"
}
1,

"suppressAlerts": true

IEfE 5 IP (aws:destination-ip-addresses)

IPEEEXEDEY N,

AfE% IP (aws:destination-ip-addresses)
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EBTINA AN AWS loT ICERTIHEN HD, FLEEFELEL TREESHEV, FFAlE iz Classless
Inter-Domain Routings (CIDR) @t Y ~ (BIEARTA RUARNIEREhLZELTVE) FEEGESR
ENEZCIDROEY N BB T ZY IV ARNIERENLELTVE) ZEETDICEK, ZOXB
DOAZFERALET,

REBH D V) Rules Detect
JEE T in-cidr-set | not-in-cidr-set
fE: CIDR®J A K~

B ZEAL

Example
{

"name": "Denied source IPs",

"metric": "aws:destination-ip-address",

"criteria": {
"comparisonOperator": "not-in-cidr-set",
"value": {

"cidrs": [ "12.8.0.0/16", "15.102.16.0/24" ]

}

I

"suppressAlerts": true

)Y A9 % TCP ;R— K (aws:listening-tcp-ports)
FTINA AN Y AL TWS TCP R— b,

BETNA AN ERTIVLEN HD, FEFEHELTEESHV, FUShETCPAR—rNDEY b
ABIERTA RVARNCERENLEELTVE) TEFKESTENETCPARA—b0EY b LT
SYDVANIBRERENLEELTVE) ZEETDICEK. COXNUIAZFEALET,

REEHMSH V) Rules Detect
JEE ¥ in-port-set | not-in-port-set
E:R—KMDUAKN

B ZHEBL
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Example

"name": "Listening TCP Ports",
"metric": "aws:listening-tcp-ports",
"criteria": {

"comparisonOperator": "in-port-set",

"value": {

"ports": [ 443, 80 ]

}

},

"suppressAlerts": true

)Y A9 % UDP ;R— I (aws:listening-udp-ports)
FINA AN YUY A2 LTWS UDP R— R,

BETNA AN EHRTIHEN D, FLEEFEREL TEESHZV, FAchZUDPR—KDOEY ~
ARTEARDTA R ARNCERENLZELTVE) TEEIEBFENEZUDP R—rO+EY N (MBI T
FYOVANIBRERENLELTVE) ZEETSICEK., COXKNVIRAEFALET,

REE#MSH V) : Rules Detect
JEE ¥ in-port-set | not-in-port-set
B R—rDUAKN

B EZHEBL

Example
{
"name": "Listening UDP Ports",
"metric": "aws:listening-udp-ports",
"criteria": {
"comparisonOperator": "in-port-set",
"value": {

"ports": [ 1025, 2000 ]
}
}
}

)Y A>¥% UDP 7R— N (aws:listening-udp-ports) 200
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WM& /- TCP ##£:% (aws :num-established-tcp-connections)

TINA AD TCP #H D,

ETFNAANBEETRDTIOT AT B TCP BERORAEFEHFPIBREEETSICE. COXKNY
DAZERLERT (TXTD TCP REE).

REE#MSH V) : Rules Detect | ML Detect

N1

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
f&: B THRVER
B4 B

Example
{
"name": "TCP Connection Count",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 3
},

"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example statisticalThreshold %/ L /=i

"name": "TCP Connection Count",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p90"
I
"durationSeconds": 900,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
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}I

"suppressAlerts": true

}

Example ML Detect %/ L 7=l

{
"name": "Connection count ML behavior",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"
}
},
"suppressAlerts": true
}
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XY ND—D8Et

RUVLER y CF R BMEXR WA
network_s  ns XRJUOA N
tats

bytes_in bi network_s N

tats

bytes_out bo network_s N

tats

packets_in  pi network_s N

tats

packets_o po network_s N

ut tats

Example

RO JSON BETE, RVEAFZEALET,

{
"header": {
"report_id": 1530304554,
"version": "1.0"
.

"metrics": {
"listening_tcp_ports": {

"ports": [
{
"interface": "etho",
"port": 24800
},
{
"interface": "etho",

AT

FTITY
[

&

e

g

H9

FILZ XK
oA,
>=(

TILZ X
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>=(

TILZXK
oA,
>=(

TILZXK
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"port": 22
I
{
"interface": "etho",
"port": 53
}
1,
"total": 3
},
"listening_udp_ports": {
"ports": [
{
"interface": "eth@",
"port": 5353
},
{
"interface": "eth@",
"port": 67
}
1,
"total": 2
I

"network_stats": {
"bytes_in": 29358693495,
"bytes_out": 26485035,
"packets_in": 10013573555,
"packets_out": 11382615

.

"tcp_connections": {
"established_connections": {

"connections": [

{
"local_interface": "etho",
"local_port": 80,
"remote_addr": "192.168.0.1:8000"
I
{
"local_interface": "eth@",
"local_port": 80,
"remote_addr": "192.168.0.1:8000"
}
1,
"total": 2
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}
iy

"custom_metrics": {
"MyMetricOfType_Number": [
{
"number": 1
}
1,

"MyMetricOfType_NumberList":

{
"number_list": [
1,
2,
3

}
]I

"MyMetricOfType_StringlList":

{
"string_list": [
"value_1",
"value_2"

}
1,
"MyMetricOfType_IpList": [
{
"ip_list": [
"172.0.0.0",
"172.0.0.10"

ExamplelE VBRI Z AL =1 > 7°)L JSON &

{
"hed": {
"rid": 1530305228,
"v': "1.0"
1,

FINAAXRN) T ARF IR MOH#R
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"met": {

"tp": {
"pts": [
{
"if": "etho",
"pt": 24800
},
{
"if": "etho",
"pt": 22
},
{
"if": "etho",
"pt": 53
}
1,
"t": 3
I
"up": {
"pts": [
{
"if": "etho",
"pt": 5353
I
{
"if": "etho",
"pt": 67
}
1,
"t 2
},
"ns": {

"hi": 29359307173,
"bo": 26490711,

pi": 10014614051,

"po": 11387620

}I

Iltcll: {
Ilecll: {
IICSII: [

{

Illill: "eth@",
"lp": 80,

"rad": "192.168.0.1:8000"

FINAAXRN) T ARF IR MOH#R
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}I
{

HliH: "eth@",

"lp": 80,

"rad": "192.168.0.1:8000"
}

1,
"t": 2

}
},
"cmet": {
"MyMetricOfType_Number": [
{
"number": 1
}
1,
"MyMetricOfType_NumberList": [
{
"number_list": [
i,
2,
3

}
1,
"MyMetricOfType_StringlList": [
{
"string_list": [
"value_1",
"value_2"

}
1,
"MyMetricOfType_IpList": [
{
"ip_list": [
"172.0.0.0",
"172.0.0.10"
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}

TINAADSDX N T ADIEE

AWS loT Device Defender Detect &, AWS lIoT F/NA ALK 2 TERENEX RN VATF—2%ZYR
£, 5. ERL., BEBHEZLTVWABATFNSAAZRBETEES, cOEII3a>TR, FNM1RA
A5 AWS loT Device Defender ICX N O ABREETDIHEICODVTHBALET,

TFNARABDOA RN DRAZRETBICEFE. AWS loT ARITTY RFNARAFREET/NA AT —b
JIAICAWSIoTSDKN—2 32 2 2R2BHFETT 7O/ TRILENH)ET, SDKDZELE
DANGECES5 2B EEW,

AWS loT Device Client I&, AWS loT Device Defender & AWS loT Device Management O %5 (C 17

EITDHEEZH/IN— 3‘6$ NDI—CIVRNZRBITZDZENS, XNV TAORITICHEATESE

3'0 chsOeElllE, a7, EFaT7 R XUDY, AWS IoT Device Defender X N 1J O A M H
TRENFHVET,

AWS loT Device Defender A"REH K VFHET B HIZ, FNAABOXKND Y U% AWS loT OF
HEXRRNEY DICRNHELET,

AWS 0T FINAROZAT RN EFERALEXRNU D AORT

AWS loT Device Client 24 > AR—)LFBIC&, Github ASHTO—RTEXRT, T/N1 AAID
TF—REPNETSDT/V1 AIZ AWS loT Device Client 24 VA R—=)LLES, FNAAADODXKNI D
A% AWS loT Device Defender ICIXET D LS ICHRETBIHENHVY) FF., AWS loT Device Client
HBEZT7AI D device-defender U2 3 TRONTA—BZNBREENTVD L ZBERLE
¥,

"device-defender": {
"enabled": true,
"interval-in-seconds": 300

}
/A Warning

ey, KEBRZE 300 WICREITILENHYET, KEBRZ 300 WREICKRET
&, ANVIARF=EAAOY NI TENDZENBYNET,
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AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

MEZE#HL =S, AWS loT Device Defender AV —IITEF21UF 4 7A7 7 AL EBERER
LT, FNAANDVTIRIZRITTIDANIODRAZEZR) T TEEXET, AWS loT Core AV —
JLT. [Defend] (BFfl). [Detect] (). [Metrics] (X RUJ I R) DIEICBIRT D &T, BITEhi
XNUOAZHERTEEXT,

D77 REBIODANI DA

tFI1VFA4TA77AIINZERTDEZIL, 0T FNA ALK 2 TERETNBD ANV TAOEEL
LEWMEZRETDCET, IOTTFNSM ADBEENZEEZIETEET., LTI, AWS IloT O X
RVOARATHDIVOZTRAIODXNIDATTY,

XY tE—TH 4 X (aws:message-byte-size)

XYvtE—20NA M. FINAADS AWS 0T ICEBENDEX Y E—DOHART A XE/RNYA
A(NA NG ZEEETRICE. COXNIUIRZFEALET,

REEBE#MSH V) : Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals

E: BETHEVWEH

B NA B
Example
{
"name": "Max Message Size",
"metric": "aws:message-byte-size",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 1024
.
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},
"suppressAlerts": true

}
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Example statisticalThreshold %/ L /=i

"name": "Large Message Size",
"metric": "aws:message-byte-size",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p90"
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},

"suppressAlerts": true

Example ML Detect %/ L 7=l

"name": "Message size ML behavior",
"metric": "aws:message-byte-size",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}

},

"suppressAlerts": true

3DNEHRITD5PEIC. COEFIVUTFATAT77AINOBEERETZHOIXNTOF/NAA
D 90% TRAEENERBBY M AKYERZVERBY M ADX Y E—2%%ETHE, FINAATT
T—LNFRELET,

EEET XY t—2 (aws:num-messages-sent)

—EHERICTNAAFEBLEXY -2 08
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—EHEIC AWS 10T EBTFNA ADRBTEBFTERI XY E—PDRABRERNBEEET D ICE.
COARNIIAZERLET,

REBBMSH V) : Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
&: BETHEVEH

B Xy tE—

HE: ATHVER B ER. 300, 600, 900, 1800, 3600 #T7T,

Example
{
"name": "Out bound message count",
"metric": "aws:num-messages-sent",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 50
i

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
1,

"suppressAlerts": true

Example statisticalThreshold % L /=4

"name": "Out bound message rate",
"metric": "aws:num-messages-sent",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p99"
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
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"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

}

Example ML Detect % {EF L 7=l

"name": "Messages sent ML behavior",
"metric": "aws:num-messages-sent",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
iy

"suppressAlerts": true

ZEL XY t—2 (aws:num-messages-received)
—EHERALCTNAAFZELEXY -2 08,

—EHEIIC AWS 10T EETNA ADETRETEDIX Y E—JDBRABRERPREZEETS I,
COARNIVDTAZERLET,

REBBMSH V) : Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
E: A THRVER

B Xy E—

$BRS: BT LVER A% EE. 300, 600, 900, 1800, 3600 BT,

Example
"name": "In bound message count",
"metric": "aws:num-messages-received",

"criteria": {

FEL =X Y t— (aws:num-messages-received)
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"comparisonOperator": "less-than-equals",
"value": {

"count": 50
1,
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
1,

"suppressAlerts": true

Example statisticalThreshold %/ L /=i

"name": "In bound message rate",
"metric": "aws:num-messages-received",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p99"
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},

"suppressAlerts": true

Example ML Detect % fFF L 7=l

{
"name": "Messages received ML behavior",
"metric": "aws:num-messages-received",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
b
"suppressAlerts": true
}
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22 A] ) %k By (aws:num-authorization-failures)

—EHERICETNAACHBRENZRBALIS —ORABZEETDICE. COXNITRAZFEAL
T TNAAFTDET IV ERAFAZEFLBZVREY JERITLELS ELEBERE, FNAAD

5 AWSIoTADU IV IARNNEBENDEFATIT—HRELET,
REE#MSH V) : Rules Detect | ML Detect

Bi: I5—

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
f&: BETHEVEH

HE: ATHVER B MER. 300, 600. 900, 1800, 3600 #T7T,

Example
{
"name": "Authorization Failures",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
.

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example statisticalThreshold %/ L /=i

"name": "Authorization Failures",
"metric": "aws:num-authorization-failures",
"criteria": {

"comparisonOperator": "less-than-equals",
"statisticalThreshold": {

"statistic": "p50"
},

2 O % B (aws:num-authorization-failures)
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"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

}

Example ML Detect % fEF L 7=l

"name": "Authorization failures ML behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
}I

"suppressAlerts": true

IZ{E 7T IP (aws:source-ip-address)
FINA AN AWS loTICHERE L 1= & & DB IP 7 RL R,

EBTINA AN AWS loT ICERTIHEN $D, FLEEHLEL TREESEV, FFAlE iz Classless
Inter-Domain Routings (CIDR) @t Y N (BIEARTA RUARNIBEREhLZELTVE) FEEGES
ENECIDROEY N (RBIET SV I UVARNIBEEGEALEELTVE) ZEBETDICE. COXD
DOAZFERALET,

REE#MD 1) Rules Detect
JE®E F: in-cidr-set | not-in-cidr-set
fE: CIDR® ) A K

BA EEAL

Example
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"name": "Denied source IPs",

"metric": "aws:source-ip-address",

"criteria": {
"comparisonOperator": "not-in-cidr-set",
"value": {

"cidrs": [ "12.8.0.0/16", "15.102.16.0/24" ]

}

.

"suppressAlerts": true

#5317 (aws:num-connection-attempts)
—EHERICTNA AN ERZEHTT 2 EH.

BETNAADEGAZITEAROBRAERCEHR/MEZEETDICE. COXMNIIRAZFEALET, K
WLESEEARBMLIEBEENTI RNENET,

REBBMSH V) : Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
E: ATHRVER

By g T O

HARS: BT LVER A% {EE. 300, 600, 900, 1800, 3600 BT,

Example
{
"name": "Connection Attempts",
"metric": "aws:num-connection-attempts",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
},

"durationSeconds": 600,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I
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"suppressAlerts": true

Example statisticalThreshold % L /=4

"name": "Connection Attempts",
"metric": "aws:num-connection-attempts",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "plo"
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},

"suppressAlerts": true

Example ML Detect % &/ L 7=l

{
"name": "Connection attempts ML behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"
}
},
"suppressAlerts": false
}

YT (aws:num-disconnects)
—EHBERCT/INA AD AWS loT A S HIE hd EE,

—EHBRICT/INA AD AWS loT A STIMiE NP EROEREX-EFRIMEZEETDICE. <O
XRNVORAZERALET,

YIHT (aws:num-disconnects) 220
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REE#MSH V) : Rules Detect | ML Detect

JEE T less-than | less-than-equals | greater-than | greater-than-equals
fE: BTHRVEH

B A7 YIMrEIE

HiE: 8T VER EM&MER,. 300, 600, 900. 1800, 3600 ¥ T,

Example

"name": "Disconnections",
"metric": "aws:num-disconnects",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
I
"durationSeconds": 600,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
I

"suppressAlerts": true

Example statisticalThreshold % &/ L /=i

"name": "Disconnections",
"metric": "aws:num-disconnects",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "pl@Q"
b
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
b

"suppressAlerts": true

YK (aws:num-disconnects) 591
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Example ML Detect % &/ L 7=l

"name": "Disconnects ML behavior",
"metric": "aws:num-disconnects",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.

"suppressAlerts": true

LW BF A (aws:disconnect-duration)
5N A ADEREN AWS l0T A SEIME n iz FF B2 B/,

COARNVDRAZERLT, AWS loT 2S5 T/NA AQEHRAIME N ERRICBZIHEAEFEZEE
LEXT,

REFB#BMSH V) Rules Detect

JEE F: less-than | less-than-equals

E&: BTHEVER (7 814)

Example
{
"name": "DisconnectDuration",
"metric": "aws:disconnect-duration",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
}
b

"suppressAlerts": true
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Detect XRUODADI U AR—bB

XNVOADIVAR—MEFERATIE, VFTRA., FNAARA., EFLEEHDAZLAXNIDOAZ
AWS loT Device Defender # 5 TU AR—KL, BELLZ MQTT REY JICRITTEERT, <D
BEEICKRY), Detect XNV T AD—TFEILIVAR—BMHIYR—RENET, ChiZkY, F—RDL
R—RNEDHHFDIRIEENDETTHELS, JARNEBELXTHYET, MQTT REY U1, AWS
T L= OEXRNBEVIAK NEY VELTERTD LS, MBDO MQTT REY U ZEKL T
BYITRIZAT$BE&ETEET, AWS loT Device Defender 1>V —JL, API, Filk CLI ZfF
AUTXRNVIADIVAR—RNERELET., CO#EEIE. AWS loT Device Defender Z R TE
22 AWS )—2 3 CHRIATEET T,

RORIE, XRUDOABZTOAR—KNTB=8HD AWS loT Device Defender DEREHZEZRL TL
£9, RUORE. EXNERYAARNEY ITXRNIVADIVAR—NERET D HEZRL
TWET, TOR, TVAR—BFENEXANIITAZ AWS 0T L—I)LTHR—REhTWDEFE
TERBEBEIN—TFTAITEET, 2EFEBORK., MQTT REY VIZF—RZRITITHLHO
AWS loT Device Defender 8 EHEZZTRLTWVWE T, RIC, MQTT V947 Mk, TOREY D
YT A9Z47LET, Amazon Elastic Container Service, Lambda, £ EELU MQTT hEY
DIEHTRAVZ47 9% AmazonEC2 A Y AZV ANV TFTMQIT V54T N ERITTEE
9. AWS loT Device Defender X T*—R & FT T2 LTI, MQTT 9547 MNETF—R%EZEL
TREBLET, HHICOVTE., "MQTTOREY Z Z8RBLTLEEV,
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https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/iot/latest/developerguide/topics.html
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B AWS Cloud
o AWS loT Device Defender Metric Export

Using Rules Engine
.]T[

AWS loT Device Defender
Security Profile

l

M

$aws/rules/<rule_name>

Basic Ingest Topic

LiLLl u
3%l E AWS I0T topic > 8 >
LI
loT Thing AWS loT loT Rules Engine loTRulesEngine
device gateway destination
(S3, SNS, Kinesis, efc.)
Bl AWS Cloud . .
AWS loT Device Defender Metric Export
Using MQTT Broker
.I
AWS loT Device Defender
SecuritI Profile
M
<MQTT Topic>
MQTT Topic
LLLLL l
31851 E ———AWS 10T topic > @ %
LRI
loT Thing AWS loT (Amazon ECS, Lambda,
device gateway EC2 eic)
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Detect XRU O ADI U AR— BN DO LHEM

TXFIAVFTATO77AMINERETHEERK, TVARAR—RNTBANIVAZEIRL, MQTT b
EYOZBELET, £k, RESNEMQTIT REYIICXYE—DZRITIDLEHICHELRT D
T AFF A& AWS loT Device Defender Detect IZC453 % IAMO—J)LZRELET, AWS loT JL—
JIOEKREVYIAH MQTT REY UV ZF&EEL, TVAR—REhLEXKNI O A% AWS loT JL—=ILA"
R—KRTBREERICEETERT. AWSIoT L= DORELEBEROFIEIC OV T, TAWS loT 7
ROYN—=HA R, O TAWS loT DIL—)L1 &#SBLTLSEETL,

AWS loT Device Defender Detect I, BRESNEZX RNV IADOX NI O AfEZ/NY FHEL, 5%
EEThLZMQTT REY VICEHMHNICRITLET, XVvE—INA M A XEEGFNA ML X &R
E, VOTVRAOXNIDRAGNY FREHEODXRN) O AEZEFLTEFENET, DAZLX
RDDABRETFNAABOX RN D AGETENELA, XVE—INA N A XDBE, TIA
R—NEE/NY FRLEBEORD, &K, 85 /N1 M AXTT, IFEBAOES, T AKR—bK
BRERIXNTOEHFENLETFNA ADYHBEZRENTRLEENDTT, ChiF1BEIEIC, &
o, BRANRNELEBUIMAR MFHDIEE, EREIhET, B EFNARAETLFERS
RNDBE, BREOTT, VZTURABIODXRNIIA, FINAABOXRNI DR, HARLXKNY
D ADFHMIZDOWTIE, TAWS loT Device Defender RO Y /N—FHA R) OUTOREY V2S8R
LTLEEL,

« AAZLARNVIRA
« D97 RBAIODX KNI DA
s FNAABDOX NI DA

NYFREENEXK) DA, AWS IoT L= ZFERALTEBDEEERICIVAR—RNTESR
T, HR—RENTVWREBEDOVARNIOVTE, "TAWSIoT L=IT o3>, #282RLTL
EEW, NV TFREBEEAETIVAR—RMAYE—DROBLZOXRNIIA%ZE, HAR—KRENTVBIE
BRICEETRICE. AWSIloT IL—=ILF7 9> 3 I batchMode A7 3> 2EALET, FLITD
AWS loT JL—)L DIE{fE%IC batchMode HR— KA x LWVEE K, Lambda X Kinesis —X A K1) —
LABEOHRET I Ia>EFERALT, NV TFREEhEXYE—DRTELIOXNI I AZIEETE
-

AXARNDDADIT I AR—KNAF—X

NYFREBENLEXNITADIVAR—RTF—RIZDOVWTRE, ROAF—IZSRLTLEE,

{
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html
https://docs.aws.amazon.com/iot/latest/developerguide/dd-detect-custom-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rule-actions.html
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"version": "1.0",

"metrics": [

{

"name": "{metricNamel}",

"thing": "{thingName}",

"value": {

# a list of Classless Inter-Domain Routings (CIDR) specifying metric
# source-ip-address and destination-ip-address

"cidrs": ["string"],

# a single metric value for cloud/device metrics

"count": number,

# a single metric value for custom metric

"number": number,

# a list of numbers for custom metrics

"numbers": [number],

# a list of ports for cloud/device metrics

"ports": [number],

# a list of strings for custom metrics

"strings": ["string"]

I

# In some rare cases we may send multiple values for the same thing, metric and
timestamp.

# When there are multiple values, please use the value with highest version number
# and discard other values.

"version": number,

# For cloud-side metrics, this is the time when AWS IoT Device Defender Detect
aggregates the

# metrics data received from AWS IoT.

# For device-side and custom metrics, this is the time at which the metrics data
# is reported by the devices.

"timestamp": number,

# The dimension parameters are optional. It's set only if

# the metrics are configured with a dimension in the security profile.
"dimension": {

"name": "{dimensionNamel}",
"operator": "{dimensionOperator}"
}

}

]
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Detect XN ODADI O AR—KEE

FRELEMQIT REYIIZITIVRBIOXRNIDA, FNAABOXRNV IR, FEEHAZLX
RUOREZRITLTE, IVAR—RM7OCRAOCOARATY T TREESREIEELEEA, L,
RITBAARNV D AZEEOEFBEICEETDIUBOATY 7T TR, L—ILIVDVFREGFEXY 22—
SUTERGERTAREICKRY, BRULEEFEZECEIOVTIARNEELET. AWS loT Device
Defender i&. BEOTFNA ADAX NI IATF—REEL 1 2OX Y=L L TNY FREES -
XRMUORAZ MQTT REY VIZRITITSH S, JANEBICKRIEET, HESOFMIC OV TR,
FTAWS RlEFtEY — )Ly Z2RL TS EEL,

T Ot ARH

Do 3> Tk, AWS loT Device Defender Detect X R AN TV AR—NEEETS /-
HICHERIAMO—IILERIS —Z2EY NTYTITRIHEICODVTHBEALET, HFMICOVWT
. IAM 1—%—HA4 RESBLTLSEZTL,

MQTT REY JICHULTXYE—2ZRITTH T IV EAFTZ AWS loT Device
Defender Detect ICft 5L E ¥,

CreateSecurityProfile TXRU I ADI UV AR—NEBMICTBHEE, 2 D2ORIS— (T O EAFK
AR —EEGRERID ) ZFODIAMO—-IZEETIXLENf HYVET, POEAFARI D —
E. XRUIOAZECAYE—T% MQTT REY VICRITITRD T VA% AWS loT Device
Defender ICIFELE T, FEARAVI—@. YEZO—I)EZSIEZFBT VAT Z AWS loT
Device Defender I35 L £ 9,

TOEAHFARI S —

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Publish"
]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:topic/your-topic-name"

1
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https://calculator.aws/#/addService
https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateSecurityProfile.html
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}

EERI—

JSON

{
"Vexrsion":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"

3

"Action": "sts:AssumeRole"

Pass O— /LR —

ZOEANZ, IAMOF I EAFTRYS—% IAM I—H—FRYFLT, I-H—FO—-LEE
EBDESCTABEEHYET. AWSH—ERLO—LEEI T/ EAFTEI—F—CH5T
B, BBRLTEE WL,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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1,

"Resource": "arn:aws:iam::123456789012:role/Role_To_Pass"

AWS loT Y —=)ITDetect XRUDANDI OV AR—NEERET S

AVY=LTARNITAOIVAR—REZECHLWEFIUTATO7 7ML EHER. KRR, WE
LERT,

Bl R SR A

Detect XRU OV ADIVAR—NERETDHIIC, XOBRFHGZHELTVD I Z2BIELE
ED

« IAMO—=J)L, IAM O—=J)LOERGEOFHFMBICIOVTE, "TIAMI—Y—HA Rk, © TIAM O—)L
ZERT R 2ZRLTLSEET W,

« ELWT U EAFFTZFED AWS Identity and Access Management (IAM) 1—H—& L THA A
VTED AWS 7HU> M, AWS loT Device Defender Detect D 7 7 AFFAT DO FMIC DV T,
FTAWS loT Core FROAY/N—HA R, O "7 OHEAFHFA ) 25BLTLSEEL,

AXRNVOADIVAR—RNEZBECHLVWEFIUFTATO77AIIOER (T2 YV—
L)

ANV ORABET—RETIIVAR—RNTRDIE, EFTARNIVITAOIIAR—NEZEC-HOEF2
VT47077A)NERELET, XOFIETE, Detect XNV T ADIVAR—KZBTIL—I
R=—ADEFIVTATATFALNERETDHFECODVWTHLLBHEALET,

AXRNVDADIIAR—RNEZEECHLWEFIUTATO7 7ML EEKTRICE

1. AWSloT OV Y- ZREXT., FETS—>32N—T, [EF21UTFT 1], [#&H]. [EF2V
TA7O7 74 OIEICERBEALE T,

2. [EF2UTF47077ALNEEK T, JL—LCESVERERET OV 7 1)L Z2ERK] 2ER
LEXY,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-detect-permissions.html
https://console.aws.amazon.com/iot
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3.

X2V FA4TO77A4INO7TONTAZEBETAICEK., [EF21VTFT147O77A4IILBRIEAD
L., [F=T YN T, BEODRZ—TYNIBDITFNAADITIN—T%2BRLES, (F7T3)
AWS VY —=RILTSRINZFFRBBPERTEZEDET, [AN] ZBIRLET,

I XRDORA] T, FNAAOEEEERITDANIIVAZBIRLET, FNAANEHNOEEE
BEERVESICESEIZEEOLEVEZERZTEET,
BHEEEOTS—MNEZEITIICE, [T7—NZEE (XN IVAOEEEZESR) Zi&IR

L., [BMER & [FH ZEBELET, PI—RELTXARNIVIRAZREITSICE, [75—K%E
EELBWVW (T2 a s XN ZEBRLUET, (RN ZBRLET,
XRVIOAODIVAR—NERETDICE, (XMNVIADIIVAR—RNZEFICTS] &IBIRL
£7,

ANV OAT—2% AWS loT Core ICRIITTSEHO MQTT NEY OBZANDLET, IAM
O—)%&BIRLT, BESNERNEYIICAYE—2ERITITZD T O EAFET TAWS
loT:Publishy Z AWS loT It ELE T, TTVAR—RNTBXRNI I ARZIEIRL, [RA] ZIEIR
L%,

@ Note

MQTT REY JBZANTDEEIL, ATV 1ZFEALTRERRZRLET, flX
&, $AWS/rules/rule-name/,

FINA AN, BRESNEHEICERLEEEZEICAWS OV —=IIICT7S—NEEETSIC
(&, Amazon SNS hEY V& IAM O—I)LZBIREFLFERKLET. (AN ZEBRLFT,
BRERIEL, (AN ZBIRLET,

tFIVFTA7O77AIINOFRORRERE (DY)

TXIVFATO77AIINOFMERTIBLITHEETDICE

1.

AWS loT OV - Z2RBEXT, FET—>32N-7T, [EF21UT 1], [&H]. [EF21V
TAZ7O7 74 OIRICERALET,

XRNVIGADTIOAR—RNEZEHRDEOIERLIcEF1 VT T7O7 7ML EERL, [TD
>3V T[wE] ZBRLEXT,

[2—45Y K] T, RETZE—Y RFENARTIL—T%BIRL, [RA] £BRLET,

AXARNVOADEBEREZRETDICE., [FT7—RZEHT (XANVITADOEBEZESR) 2FIRL.
ANV OAOEBEANBEENIEEDRHEZERLE T, [N ZBIRLET,
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5. XRVIADIVAR—RNREZEATICTBICE, (XNVIADIIVAR—RNEATICTD] %
BIRUET, [N ZBIRLFT,

6. TNAAN., BEENLEBEICERLEEZICAWSIOT AV —IIICTS—RNEEETELD
(Z Amazon SNS %258 E T3 ICIF. Amazon SNS hEY & IAM O— )L ZBIRE - FERL =
T (AN ZBIRLF T,

7. REZWREL. [N ZBRLET,

ARNVOADIVAR—RNZBHICTRDEF1UT 47077 1 ILDOER

create-security-profile AN RZFERALTEF21UT7O7 74 EERKL. XKUY
ADT U AR—NZBMILET,

XRNVIDADIOAR—RNEZECEFIVTA7O7 7 AN EEKTSICE

1. ARNDVIOAOIIVAR—RNZEMICL T, Detect A, WIETBDXNIIAZTIAR—KNTD
PBENFHBDHLESHERTICIE. Behavior & AdditionalMetricsToRetainV2 O A TE
exportMetric % true ICEREL £,

2. MetricsExportConfig DEZEHET. chlk, XRVIADI YV AR—NIHERZ MQTT
NEY 2 Amazon Y —AZ—L (ARN) ZEEL T,

(@ Note

AWS loT Device Defender Detect A" X Y £—T ZRITTESD KD IZ mqttTopic 28
HEFT, O—J)LARN IZIEFE MQTT XY =2 Z M ITH TV EAFIF &Y, T0DE
AWS loT Device Defender Detect T AO—J)LZ5|EF ., 1—F—ICRH>TXY
-7 LETEERT,

aws iot create-security-profile \

--security-profile-name CreateSecurityProfileWithMetricsExport \

--security-profile-description "create security profile with metrics export

enabled" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":300},\"exportMetric\":true}]" \
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--metrics-export-config "{\"mqttTopic\":\"\$aws/rules/metricsExportRule\",\"roleArn
\":\"arn:aws:iam::123456789012:role/iot-test-role\"}" \
--region us-east-1

&0

"securityProfileName": "CreateSecurityProfileWithMetricsExport",
"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
CreateSecurityProfileWithMetricsExport"
}

XNVDADI O AR—RNEZBMCTDEOOEF1IVFT470774)
O EF (CLI)

update-security-profile AN RZFEALTBEOEXF1IVTA7O7 7ML EZEFHF L, X
RODADIVAR—RNZBMIZLET,

tFIVTFATA77ANEZEHFLTIXNITADIVAR— RN ZBMICTSICRE

1. XRNVDIOAOIVAR—NEBMIZLT, Detect ', MIETADAXARNIVIOAZTIVAR—KNTS
PVENFHZIZHLESHZRTICIE, Behavior & AdditionalMetricsToRetainV2 M5 TE
exportMetric % true [CEREL £,

2. MetricsExportConfig DEZEHET. chlE, XMUVIADOI YV AR—NIHELZ MQTT
NEY 2 Amazon JY —AZ—L (ARN) ZIEEELE T,

(® Note

AWS loT Device Defender Detect A" XY £—J 2 RITTE B K SIZ mqttTopic 28
HET. D=L ARNICIE MQTT XY =2 0BT T I EAFAN HY ., T0OR
AWS loT Device Defender Detect # T O O—J)LZ5|EF ., 1—F—(CRH>TXVY
- RNETEET,

aws iot update-security-profile \
--security-profile-name UpdateSecurityProfileWithMetricsExport \
--security-profile-description "update an existing security profile to enable
metrics export" \
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--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \'"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,

\"durationSeconds\":300},\"exportMetric\":true}]" \
--metrics-export-config "{\"mqttTopic\":\"\$aws/rules/metricsExportRule\",\"roleArn

\":\"arn:aws:iam: :123456789012:role/iot-test-role\"}" \
--region us-east-1

&0

"securityProfileName": "UpdateSecurityProfileWithMetricsExport",
"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/

UpdateSecurityProfileWithMetricsExport",
"securityProfileDescription": "update an existing security profile to enable
metrics export",
"behaviors": [

{
"name": "BehaviorNumAuthz",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
b
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
b
"exportMetric": true
}

1,
"version": 2,
"creationDate": "2023-11-09T16:18:37.183000-08:00",
"lastModifiedDate": "2023-11-09T16:20:15.486000-08:00",
"metricsExportConfig": {

"mqttTopic": "$aws/rules/metricsExportRule",

"roleArn": "arn:aws:iam::123456789012:r0le/iot-test-role"
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TF1VFT47O077ANEEFHFLTIXNIVDAODTI O AR—RNEFTIC
3% (CLI)

update-security-profile AN RZFEALTBEOEXF1IVTA7O7 7ML EZEFHF L, X
RODADIVAR—RNZAFTIZLET,

tFIVTFATA77FANEZEHFLTIXNITADIVAR—RNEFTICTBICE

e EFIVFATO77ALNZEHL, XNUVUIDAOIVAR—IEBREZHIBRTSICE. OXUR
--delete-metrics-export-config ZFEAL £,

aws iot update-security-profile \

--security-profile-name UpdateSecurityProfileToDisableMetricsExport \

--security-profile-description "update an existing security profile to disable

metrics export" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \'"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":3003}}]1" \

--delete-metrics-export-config \
--region us-east-1

H

"securityProfileName": "UpdateSecurityProfileToDisableMetricsExport",
"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
UpdateSecurityProfileWithMetricsExport",

"securityProfileDescription": "update an existing security profile to disable
metrics export",

"behaviors": [

{
"name": "BehaviorNumAuthz",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
},

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,

EFXFIVTFATOTT7ANEEHFRLTIARNIOAOIVAR—RNEATIZF S (CLI) 234



AWS |oT Device Defender AWS loT Device Defender RO Y /N—H 1 R

"consecutiveDatapointsToClear": 1

}
1,

"version": 2,
"creationDate": "2023-11-09T16:18:37.183000-08:00",
"lastModifiedDate": "2023-11-09T16:31:16.265000-08:00"

FMECOVTEE, TAWS loT #ROY/N—HA K3 @ TDetect AN R, ZZRL TS EE W,

XNUDADGIVAR—bB CLIOY R

LToOCLOX>Y RZFEAL T Detect X RUTVADIVAR— N ZERB LV EETEXT,

» CreateSecurityProfile

» UpdateSecurityProfile

» DescribeSecurityProfile

ARNJUODAODI O AR—NAPI AXRL—23 >

XD API ARL =232 ERAL T, Detect XNV ADTIVAR—NEZERBLPCERTESR
ED

» CreateSecurityProfile

» UpdateSecurityProfile

» DescribeSecurityProfile

FAX a3 EFERALEEFIUTFA4a7OQ77A4ILTOXRKNI D
ADEHHEERE

TAXT VG, XMNVOAEBEICETALY ERETF—RZRBIHLHICEFIVFT 170
TJ77A)TERTEDRHETY, HBEZERITAICIEFE., 71ILRELTHEATREEFEENE—%
BELET, L&A, Tdata/bulb/+/activitys B E, BENDEE—HTS MQTT REY JICD&H X
N)ORZRBRAIZDRNEY DT AINERTFAXAVEERZTEES, tF2VFT4«7O7 74T
FATEDTAX2aAVNERICOVWTI, CreateDimension 258 L T & L\,
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TFAXTAVER, MQTT DML RA—REHR—KLTVWET, MQTT DA I RA—RZFE
A92E, BERORNEYVICARBICYTRAITATTEET, T4 RA—RICEK, 2T IIL
RIL(HF) EXILFLRIL (#) D 2BENfHYVET, LEAWEF, T4 XT3 E Data/bulb/+/
activity IC& 2T, + ERAULARILICEETZIXNTORNEY JIC—HITBIZHTROVT>ar N
ERENET, TAXTIVERK,. MQTT 25472 N ID KEZH ${iot:Clientld} £HR—KL
TVWET,

TOPIC_FILTER B4 7 DF4 X aviE, RO—EBOIVTZIRAIXN)ODRAEEBRENHV)E
ERS

« REALZ—0K

e XY E—TOHAZ (1K)

s BELEXYE—D O

s BETNEXAYE—DOH

« BEETIP 7 RL A (Rules Detect T M & f§ F A &E)

AV =LTTFAX 23V 2 ERATIHE
FAXYYAVEERLTEFIUTATO77ALOBECERT 2R

1. AWSIloT OV —)ILZBEEET, TETF—23aRA2T, [EF2VT 1], [BRE] DIEICER
L., [EFx2VFT«470774)] ZBIRLET,

2. [EFAVFT«47A77ANR=DT, [EF2VFT4707 74 &HEHE]. D—LICEITVE
EERBTO77AIINEZER] OIECERLET, &, BFEOIL—IR—AOEF1)T 1
J7A77ANCTFAX DAV 2BRIZDICE. EF21VT47O07 74 &BRL., [RE] 2
BRLET,

3. [EFAVTA7OA77ALOTAONTAZEETBR]IR—IT, EF2UTA7O77MILDAH
BZABDLET,

4., BEILODVWTE—TYRNITBIZFNAADTIN—TZBIRLET,
5. [Next] ZZEIRLFET,

6. [XNUIRBEDREIR—ZD[AXRNIITARAZATIT, VZTRAODXRNIIATFA4 X3
OVWThAZERLET,

7. (XRUDADOEET[7Z—RZEE (XN IAOBEZER) 2FBRL T, FREIhB XK
VOADEEZERLET.

8. TNAADEREBZBEICLETZTZ -2V OZEIZHLZERLET,
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9. [Next] &IRLET,
10. EF¥21UT47O7 74 OEREZEEL, EX] ZBIRLET,

TZ7—LZRTRITBDICE

1. AWSloT AV V- ZREXRT, TET—>32RA2T, [EF2 VT /], K] OIECER
L. [77—L]ZERLZET.

2. [E/OBAIITE/ Z2BRIDE, P7-—LORRICEITDIBHEANRTENET,

FARYYAVERTBLVERTHIR

1. AWSI0T AV Y—LZBEFT. FEF—TIVRAIDT, [RFIUT (] [BiEl] OMECEHR
L. [F4 422 ay] #BRUET.

2. FAXAYTAVEBRLTIAS, WL ZERLET,

3. FAXAYYIAVERELTAS, [EH 2ERLET,

TAXDAVEHKRTBICE

1. AWSloT OV Y- ZREXRT, TET—>3RA2T, [EF21UT (], [&HE] OIECEER
L. [TF4X>>a2]2BRULET,

2. FTAXDIIAVEBIBRTZIEIC, TOTAXIAVEZRIBDANIIABEZHRIZILE
ABYWET, [EFIVFTATOAT7AINFEFIVILT, FAX2arFEFalT47
O77ALNCTRYFERTVWBEVWCEZHBELET, T X023yl eFauF47077
ANETRYFEATVWREFE, EAO [EF1UTATO7 7ML R—DEHE, T4 XY
JAVHATEYFENTVREFIVTATO7 7ML EHELET, RIC, BEDHIBRZEFAT
TEET, BIOTA XAV ZHKRTZEHERE. COEIZIAVORTYTICHVET,

3. FAXYIIVEBRLTAS, [HIR] Z2ZZBRLET,

4., FAXYAVEZANLTHERL., [HIR] Z28RLET,

AWSCLI TFa4 X3 aERTDEZE
FAX AV EERLTEFIVTA7A7 74 OBEICERTZICIE

1. EF2VFT47O077ANICTRYFITBHIC, FEFTFAXa aERLE
9, CreateDimension AN RZFEALTTFA X223 ZERLET,
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aws iot create-dimension \
--name TopicFilterForAuthMessages \
--type TOPIC_FILTER \
--string-values device/+/auth

COOXRVROBAOFATORSICBEWET,

"arn": "arn:aws:iot:us-west-2:123456789012:dimension/
TopicFilterForAuthMessages",
"name": "TopicFilterForAuthMessages"

2. UpdateSecurityProfile ZFA L THEEFEOEF 1T T7O77AIIICTFA X232 ZEBMT S
A, CreateSecurityProfile ZEAL THLVWEF 2 UFTAT7AT77AINICTA X2 a2 ZEBM
LET, XDHITIE, TopicFilterForAuthMessages A XY £— 4 128 /N4 MKREH
ESHEFIVIL, FRAPMEY VILEBENBI AV E—DBERBITZIHLLEFI U T«
7774 2ERKLET,

aws iot create-security-profile \
--security-profile-name ProfileForConnectedDevice \
--security-profile-description "Check to see if messages to
TopicFilterForAuthMessages are under 128 bytes and retains the number of messages
sent to non-auth topics." \

--behaviors "[{\"name\":\"CellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}, {\"name
\":\"Authorization\",\"metric\":\"aws:num-authorization-failures\",\"criteria\":
{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":10},\"durationSeconds
\":300,\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":13}3}]1" \

--additional-metrics-to-retain-v2 "[{\"metric\": \"aws:num-authorization-failures
\",\"metricDimension\": {\"dimensionName\": \"TopicFilterForAuthMessages\",
\"operator\": \"NOT_IN\"}}1"

COOXRVROBAGUATORSICBEET,

"securityProfileArn": "arn:aws:iot:us-west-2:1234564789012:securityprofile/
ProfileForConnectedDevice",
"securityProfileName": "ProfileForConnectedDevice"
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}

REZEHNTZLED, NTX—FZAN RTAVNFX—REELTADTEIRDYIC, 77
AINASO—RIBDIEETEERT, FMIOVTRR, "T774)LHS5 AWSCLINTGX—2%
O—R92, Z2RLTKEET WV, RIZ, #5RE N iz JSON X D behavior /NT X —&X %R
LEXY,

"criteria": {
"comparisonOperator": "less-than",
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"value": {
"count": 128
}
3,
"metric": "aws:message-byte-size",
"metricDimension": {
"dimensionName:": "TopicFilterForAuthMessages"

iy

"name": "CellularBandwidth"

T, ROBOELSICMLTF1 X3z EAL T, CreateSecurityProfile Z A L &
ED

aws iot create-security-profile --security-profile-name ProfileForConnectedDeviceML
\

--security-profile-description “Check to see if messages to
TopicFilterForAuthMessages are abnormal” \

--behaviors “[{\“name\”:\“test1\”,\”“metric\”:\”aws:message-byte-size\”,
\“metricDimension\”:{\“dimensionName\”: \“TopicFilterForAuthMessages\”,\“operator
\”: \“IN\”},\“criteria\”:{\”mlDetectionConfig\”:{\”“confidenceLevel\” :\“HIGH\"},
\“consecutiveDatapointsToAlarm\“:1,\”consecutiveDatapointsToClear\”“:1}}]1” \

--region us-west-2
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TAXDDAVHFTRYFENEEFIVTATOAT 7ML ERTTRICE

s BEOTAXIAVNTERYFENLEEFIVTATO77AINERTTSIC
l&. ListSecurityProfiles AN > RZFEALE T,

aws iot list-security-profiles \
--dimension-name TopicFilterForAuthMessages

COOXRVROBAOFUATORSICBEWET,

"securityProfileIdentifiers": [

{
"name": "ProfileForConnectedDevice",
"arn": "arn:aws:iot:us-west-2:1234564789012:securityprofile/
ProfileForConnectedDevice"

}

TAXDAVEEHITBICE

« UpdateDimension AXY > REZFRALTFA X232 2EBHMLET,

aws iot update-dimension \
--name TopicFilterForAuthMessages \
--string-values device/${iot:ClientId}/auth

COOANY ROBARHUATORSICB)ET,

"name": "TopicFilterForAuthMessages",

"lastModifiedDate": 1585866222.317,

"stringValues": [

"device/${iot:ClientId}/auth"

1,

"creationDate": 1585854500.474,

"type": "TOPIC_FILTER",

"arn": "arn:aws:iot:us-west-2:1234564789012:dimension/
TopicFilterForAuthMessages"
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}

TAXTAVEHIKRTDICE

1. FAXIAVEBIRTSICEK, T, FAX2AUNFTRYFEATVWSEFIUT170
TT7ANDSTAXDIVETFRYTFLET, BEOTAXIIVNFTERYFEATVWEE
FADF47O7 74 ERRTBICIE, ListSecurityProfiles AN > RZEFEALE T,

2. EFIVFA4TATT7AINDST 4 X3 zHIBRT S ICIE., UpdateSecurityProfile X > R
ZERALE T, RETHDIXNTOBERZAILET, EELTAX a2V EFRALET,

aws iot update-security-profile \

--security-profile-name ProfileForConnectedDevice \

--security-profile-description "Check to see if authorization fails 10 times in 5

minutes or if cellular bandwidth exceeds 128" \

--behaviors "[{\"name\":\"metric\":\"aws:message-byte-size\",\"criteria
\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}, {\"name
\":\"Authorization\",\"metric\":\"aws:num-authorization-failures\",\"criteria\":
{\comparisonOperator\":\"less-than\",\"value\"{\"count\":10},\"durationSeconds
\":300,\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]"

COONYROBABRKUTORSICEY KT,

"behaviors": [
{

"metric": "aws:message-byte-size",

"name": "CellularBandwidth",

"criteria": {
"consecutiveDatapointsToClear": 1,
"comparisonOperator": "less-than",
"consecutiveDatapointsToAlarm": 1,
"value": {

"count": 128

"metric": "aws:num-authorization-failures",
"name": "Authorization",
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"criteria": {
"durationSeconds": 300,
"comparisonOperator": "less-than",
"consecutiveDatapointsToClear": 1,
"consecutiveDatapointsToAlarm": 1,
"value": {

"count": 10

}

}

}
1,

"securityProfileName": "ProfileForConnectedDevice",

"lastModifiedDate": 1585936349.12,

"securityProfileDescription": "Check to see if authorization fails 10 times in 5
minutes or if cellular bandwidth exceeds 128",

"version": 2,

"securityProfileArn": "arn:aws:iot:us-west-2:123456789012:securityprofile/Preo/
ProfileForConnectedDevice",

"creationDate": 1585846909.127
}

3. TAXaAEFRAYFL R, DeleteDimension AN REFERAL TTF14 X2 3> ZHIR
LET,

aws iot delete-dimension \
--name TopicFilterForAuthMessages

T Ot ARFH

DOt > 3> Tk, AWS IoT Device Defender Detect 2B T2 = ICKELZ IAMO—J)LERD
=Y RNTYTITBIREICODVTHBLET, FFMICOVTR., IAMI—Y—H4 RESBL
TLEEL,

AWS loT Device Defender Detect I, SNS REY KL TT S —LEH
T9B3T7O0EAFTZRAELET,

CreateSecurityProfile T alertTargets N X—RZFERAT2HE. 2 DORV— (T O ARG
AR —EEGRERV ) ZFE D IAMO-ILZEETHIHXEN GVET, PIOERAFIRI S —
l&. SNS REY VICBHRZRITT ST VA% AWS loT Device Defender ICA5EL £, 55
R —, BDEZO-)NZ5EZT2 T U AFFA%Z AWS loT Device Defender IZIF5L E T,
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TOEAFAR) S —

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sns:Publish"
1,
"Resource": [
"arn:aws:sns:us-east-1:123456789012:your-topic-name"
]
}
]
}

EERI—

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Sexrvice": "iot.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
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1. AWS loT 12V —)L® [Mitigation actions page] BT Va2 ) R—ZSEZHREE T,

[Mitigation actions] (#8FF 223 2)R—=DICEE, AWSTHIV BN ICHULTERENEITANT
DEMT O AVHFRTENET,
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Execution Summary

RORE, 1 DUENEENSEXYOEROVARNZREBL., TORKRIC-EOT V>3V ZEAT
PEBEBNEAVEZERIZDHAEZRLTVET, 1ENDRITT,. 12077232 H 1 DORKERI
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T Action |——/ "8

One execution

Outputs

Execution Summary

BT 023>z ERATSICE, AWSIloT O Y —)L&EEF AWSCLI ZFERATEEXT,

AWS loT OV =&AL T, 723 RTERAKRIDETEMT Va2 2EBRTSICE

1. AWS loT 2V —)L® [Audit results] (BEERER) R— %ZHEF T,

2. FUAVEBERIHPIEENREZERLET,
[Start mitigation actions] (#&MT7 7> 3> ORK) ZBRLET, IXTOFI Y VEBENESL
TVWBEBE, CORIVEIFEATEEREA,

3.
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EDIZBEYETH, DAURTLVEDICEETEET,
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1. BEBEOINTORRIZT Va2 BERTDHEE. ListAuditTasks ON REFEAL TR AY
IDZRDHET,

2. BRUELBRICOXT VI3 zEATSHEEWR. ListAuditFindings AN RZFRAL THRR
ID ZEBLE Y,

3. ListMitigationActions AN > RZFERAL T, BAITAIBBMT7 V30BN Z2EEBEHLET,

4. StartAuditMitigationActionsTask AN > RZFEAL T, =T Y NIT >3 ZBALET,
BAVIDZEEEOET, DZEFEALT, 7O IAVERTOREOHER, FHOMER, L&
FYORILETSENTEERT,
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2. [BEI V>V ZBRLT, RAVOFHMERTLET, FlICRE, ZATICL>THEAEZNST
NTOTO23a>, EOE—T YN, BLRFARAT—EANEEIRET,
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Device Defender > Audit »> Action executions > ff82164a6439e6024e83b4fc104817d7

ff82164a6439e6024e83b4fc104817d7

Details
Status
COMPLETED

Started at
Jun 6, 2019 6:09:07 PM -0700

Completed at
Jun 6, 2019 6:09:09 PM -0700

Check summary

Check name Failed Successful Skipped Canceled Total Executions

loT policies overly

permissive

1
L
\/
™
>t

[Show executions for (R1TZRR)] 71 I X—ZFEALT, PO IOBEXRT D
RBICEETEET,

3. RARAVDOFHMERTRTSIZIE, [Executions (£17)] T [Show (RR)] Zi&IRL £ 7,
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Device Defender > Audit > Action executions > ff82164a6439e6024e83b4fc104817d7 >

ff82164a6439e6024e83b4fc104817d7

loT policies overly permissive

Action executions (4)

Show executions for

All actions v All status v
1-4 of 4
Started at v Status Action Finding
Jun 6, 2019 6:09:08 PM -0700 ® Completed sns_publish 053cff17-1da4-4479-996b-8b...
Jun 6, 2019 6:09:08 PM -0700 ® Completed replace_default_policy_version  053cff17-1da4-4479-996b-8b...

Jun 6, 2019 6:09:08 PM -0700 ® Completed replace_default_policy_version  2b966f76-b499-4986-836¢-f8...
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TAINLE—ZHEELTHRRERVIACZENTEET, FRAUVDFHERTIZIHEEE. ZAD
IDZXELTHEXT,

BEQCEEBNT VAV EAVOERTOFHMEZRTTSIC
l&. ListAuditMitigationActionsExecutions Z R L £9,

MBRFICEEENENTX—3BE, ZRAUVOFHZRTTSIC
l&. DescribeAuditMitigationActionsTask Z#ERA L £ 9,

AWS CLI Z2fERAL T, RITHOEEBENT V>3 2AV%ZFv2EILIBICE

1.

ListAuditMitigationActionsTasks AN RZFEAL T, RTZF Y EILTEIRXRATIDRAT ID

ZROTET. 71N E—ZHEELTRRZR)IACZEANTEXRT,

XA ID #fH L T ListDetectMitigationActionsExecutions IN¥ > RZFRA L., EEENT Y
2AVERAEFYOEILET, ETLERAVEF Y I TERRHA, ZRVZF Y+
INTBDE, BYODT O AVREEREShFTEAN, BRICERAEShEENT o3> kO—-I)LNNY
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html
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ERTIENT V32, TOT V2322 BATHEHICEATZIO-IIZEETIHEN
HWET,
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ToavoEsE TOEAFAR)S —F2F
L—hk
UPDATE_DEVICE_CERT JSON
IFICATE
{
"Version"
:"2012-10-17",

"Statement": [

{

"Effect":
"Allow",

"Action":[
"iot:Upda

teCertificate"

1,

"Resource":[

"win

UPDATE_CA_CERTIFICATE JSON
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ToTavnESE TOEAHRARIS =TT
L—bk

"Version"

:"2012-10-17",

"Statement": [
{

"Effect":
"Allow",

"Action":[
"iot:Upda
teCACertificate"

1,

"Resource": [

"win
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o3 OEE

ADD_THINGS_TO_THIN
G_GROUP

TOEA

L—bk

JSON

"Version"
:"2012-10-17",

"Statement":[

{

"Effect":
"Allow",

"Action":[
"iot:List
Principal

Things",

"iot:AddT
hingToThi
ngGroup"

1,

"Resource": [

"N

FTRUS—F 7

TR AFH
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ToavoEsE TOEAFAR)S—F2T
L—hk
REPLACE_DEFAULT_PO JSON
LICY_VERSION
{
"Version"

:"2012-10-17",

"Statement": [

{

"Effect":
"Allow",

"Action":[

"iot:Crea
tePolicyVersion"

1,

"Resource":[

we
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ToavoEs

ENABLE_IOT_LOGGING

FORRAFARY S —F2 T
L—hk

JSON

"Version"
:"2012-10-17",

"Statement": [
{
"Effect":
"Allow",
"Action": [
"iot:SetV
2LoggingOptions"
]I

"Resource":
mgn
},

{
"Effect":

"Allow",
"Action": [
"iam:Pass
Role"
]I

"Resource
": "arn:aws:
iam::1234
56789012:role/
IoTLoggingRole"

}

TR AFH
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ToTavnESE TOEAHRARIS =TT
L—bk

PUBLISH_FINDING_TO_SNS  JSON

"Version"
:"2012-10-17",

"Statement": [

{

"Effect":
"Allow",

"Action":[

"sns:Publish"

1,

"Resource":[

"arn:aws:sns: us-
east-1 :12345678
9012: example-t
opic "

IRTCOBEMT 02302472, ROGERI—FTO 7L —NEEALET,

JSON

{
"Version":"2012-10-17",
"Statement": [
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{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service":
}I
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {

"iot.amazonaws.com"

"aws :SourceArn": "arn:aws:iot:*:123456789012::*"

},
"StringEquals": {

"aws:SourceAccount": "123456789012:"

M7 2>a>aX 2R

gnbw%ﬁJO/E/]V/hiﬁﬁbT\é11out®?§ﬁE®tJhL

BRATES &

TOavxEAWS THIURNICERTEEXT, AN RATOAVE 3 2HYET,

TOAVEEBRBBLRVERITHLEHICERATIEN,
- BRE2EEIDLEHIC, ChsoT7o>3>o7

THED,
s TO—LZRETDZEDHIC, ChsoTF7o>a>oF77)Tr—
FRITDEN,
A >3 VR
TO2AVOERLEERE Audit RITZHRBES LT EET
2
CreateMitigationAction CancelAuditMitigationAction

TVT—2 3 ZRBRBIVERTR-HICEA

ZHBRBRVEETREOHIC

Detect RITZHBB LV EE
T3

CancelDetectMitigationActio

sTask

nsTask
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelDetectMitigationActionsTask4e.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelDetectMitigationActionsTask4e.html
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ListMitigationActions

UpdateMitigationAction

Audit RITZRBE LTEET
%
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onsTask

ListAuditMitigationActionsT
asks

StartAuditMitigationActions
Task

ListAuditMitigationActionsE
xecutions

Detect E1ITZHBB LV EE
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ionsTask

ListDetectMitigationActions
Tasks
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sTask

ListDetectMitigationActions
Executions
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https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListMitigationActions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsExecutions.html
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https://docs.aws.amazon.com//greengrass/v1/developerguide/device-defender-connector.html
https://docs.aws.amazon.com//greengrass/v2/developerguide/device-defender-component.html
https://github.com/aws/amazon-freertos
https://github.com/aws/amazon-freertos
https://docs.aws.amazon.com//embedded-csdk/latest/lib-ref/libraries/aws/device-defender-for-aws-iot-embedded-sdk/docs/doxygen/output/html/index.html
https://freertos.org/iot-device-defender-demo.html
https://freertos.org/iot-device-defender/demo-with-mqtt-agent.html
https://docs.aws.amazon.com//freertos/latest/userguide/dd-demo.html
https://docs.aws.amazon.com//iot/latest/developerguide/iot-embedded-c-sdk.html
https://docs.aws.amazon.com//embedded-csdk/latest/lib-ref/libraries/aws/device-defender-for-aws-iot-embedded-sdk/docs/doxygen/output/html/index.html
https://github.com/aws/aws-iot-device-sdk-embedded-C/blob/main/docs/doxygen/demos/defender_demo.dox
https://github.com/aws/aws-iot-device-sdk-embedded-C/blob/main/docs/doxygen/demos/defender_demo.dox
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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VY=L T[HEIR—2HE, BE] RE] FLETOEAD HEREZTAND]) ZBRLE
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Security Hub CSPM IZlE, chSIXTOY—ANLSOREFERZEEITHILHOY—IINFAEE
NTVWET, RERRO—EBEZRRBLTT71INEZVILT, REFEROFHERRTEEXT,
FHMICOWTIE, AWS Security Hub 1—H—H4 RO "THEEREORT, Z2ZSRLUTLKEETV, &
HEROFAERNEBHTEHEETEET HMIC DOV TIE. AWS Security Hub 1—H—7 41 KD
MEHERICHTEZTIa > NET, 2S5BLTLSEEL,

Security Hub CSPM O X TOFEERE R T. AWS Security Finding FE= (ASFF) EFEIEN 2 EEED
JSON ERXAERAENET, ASFFICIF. BEOY—R, HEEZZ TR VY-, BLUTKRERER
NDBEEDAT—RAICEITBFHMNEENET, FMAICOVTIF. AWS Security Hub 1—H—7H 4
Ko TAWS Security Finding 230 (ASFF)y ZZBL T E&E V),

AWS loT Device Defender (& Security Hub CSPM ICHREERZEETS AWS H—ERAD 1 DT
CB

AWS loT Device Defender A" EE T2 BERDESE
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FIVIRATERENEEZAVICETZ —MABBH/RTT, EEOFMCODLWTR, TEE
FIv o, Z25RULTSEEL,

AWS loT Device Defender & &, SEEXRVOEEF IV IOHI ) —CETEREROMAICO
WT, BHEBEROEFH % Security Hub CSPM ICEELE T, BEEFIVITRON2EINTO

)Y —ANEWL TVWBHE, FLEFEEZRAINFNFY o EILEhiBEES,. BEEE Security Hub
CSPMOF TV IOHI) =T —HATEFHOLI—RREICEHFLET, 2 VY —ANEE
FIVITHEREREESNLEY, RREOEEXRAVTENRL TVWR EHEEhEHEES, BE&EGFT
DY —AZREHWIZZEEL, Security Hub CSPM TH#ER%Z ARCHIVED L I— RORREICEFHF L E
ED

AWS loT Device Defender Detect l&, R D#H#ERZ Security Hub CSPM IZIEELE T, Chs
NERFGRICE. BHFEE (ML), RETHEIE. BNBEFreEhET,

#E R Z Security Hub CSPM (23559 % 22, AWS loT Device Defender l& AWS Security Finding
Format (ASFF) Z# AL £9, ASFF Tldk. Types 71 — L RAIBRERERI A T ZRBHLEF
¥, AWS loT Device Defender DB HERICIE, Types ICH TR ADEEIEETEET,

RESBEME

BEITDMQTIT VAT RNID EFNAAMAERETFIVIOBRKER AT, BKUV Detect ®
BrER2A7,

V7RIDITEREDTFT T Y VIMeEHEM
ZOMINTO Audt FTY VDOBEREAT,

BREBRIEBENDETOLITVI—

AWS loT Device Defender Audit IC& > THIL WERFERE B &, TOFERN Security Hub
CSPMAREFEENET, LATVI—RBEBEXRRVTERETNBDBEROEICK>TELRYE
¥, Security Hub CSPM IEB&E 1 BRELUAICHERZZTEY E T,

AWS loT Device Defender Detect (&8 x D H#ER % Security Hub NEELET, BERNF TS5 —A
WCA2TVY), PEI—LHISANEYTBDE (DFY, PFI—LNFEREFLFHIRE NWEZEES), ®MBHT
% Security Hub CSPM O#ERN I <ICERE LR T —HATEhFT,

Security Hub CSPM AR TZ 5 WSS D BT

Security Hub CSPM A" TZ X W\ 5SS, AWS loT Device Defender Audit & AWS loT Device
Defender Detect [d R HEBERNZEE NI ETTOHEREBEBLAETE T,
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Security Hub CSPM OB FOREFERZEH T3

AWS loT Device Defender Audit #£ 8 A" Security Hub CSPM I[CIAEEhd &, FIvoEshitUY—
ADEEEFIVIRATICE>TRATEEFET, AUVY—RAEEEFIVINEGOEERR
VTHUVEEERNMrERE NZBES. AWS loT Device Defender Audit EFZIXEL T, BRET Y
TAET 1 DEMDE R Z Security Hub CSPM ICRLUET, ALV Y —AELEEFIVIICHT
PEGOEEZRRVTEMOEEZRNfNr ERXENBEVEES, VY—AREBEEFIVIICENRTEELS
ICZEEENET, AWS loT Device DefenderAudit (& HfE R % Security Hub CSPM ANEEL £ 9,

AWS loT Device Defender Audit Tl&, Security Hub CSPM F I Y VYN —ELEFHENE T,
EEFIVITERLTVWEVIY—=ANRIA 2, FIYvIHNKRBLEY TSE, Security
Hub CSPM OREBERDAT—RANTIVT AT IZBVET, ThUADEHE, AWS loT Device
Defender Audit & H#ER % Security Hub CSPM NEFE L E£ 95,

AWS loT Device Defender Detect &, ERFH 2 7-&& (FT—LHPEE) IC Security Hub CSPM @
BREZREZERLET. COBRE. ROVThAORKBEN BLENLBEIIOAEHREIETT,

« Security Hub CSPM TOREHERIFTE B <HRYINICAKS =%, AWS loT Device Defender
k., BEFZEGELIRREZEHORBIIAREET, BRI, EFOEHHNS 90 BE, XLEFEMH
FIIOLhBEVEEREKBAS 90 ARICHIBREhE T, FMIC OV T, TAWS Security Hub
d—H¥—7F4 R, ® "Security Hub CSPM ¥ # —42 ; 5B L T K&V,

- ZYTDEREBTS—LKTERY, AWS loT Device Defender &, REAT—X A%
ARCHIVED I[CE#FLE T,

AWS loT Device Defender ' 5 ) — kRIS &R

AWS loT Device Defender l&, AWS Security Finding Format (ASFF) Z £ L T# R % Security Hub
CSPM ICIAfEL&E T,

ROBIE, BEERERICDOVWTO Security Hub CSPM O — ISR ZRL TVE
9, ProductFields ® ReportType & AuditFinding T9,

{

"SchemaVersion": "2018-10-08",

"Id": "336757784525/I0T_POLICY/policyexample/1/I0T_POLICY_OVERLY_PERMISSIVE_CHECK/
ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"ProductArn": "arn:aws:securityhub:us-west-2::product/aws/iot-device-defender-audit",

"ProductName": "IoT Device Defender - Audit",

"CompanyName": "AWS",
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"Region": "us-west-2",

"GeneratorId": "1928b87ab338ee2f541f6fab8c4lc4f5”,

"AwsAccountId": "123456789012",

"Types": [

"Software and Configuration Check/Vulnerabilities"

1,

"CreatedAt": "2022-11-06T22:11:40.941Z",

"UpdatedAt": "2022-11-06T22:11:40.941Z",

"Severity": {

"Label": "CRITICAL",

"Normalized": 90

I

"Title": "IOT_POLICY_OVERLY_PERMISSIVE_CHECK:
ALLOWS_BROAD_ACCESS_TO_TIOT_DATA_PLANE_ACTIONS",

"Description": "IOT_POLICY policyexample:1 is reported as non-compliant for
IOT_POLICY_OVERLY_PERMISSIVE_CHECK by Audit task 9f71b6e9@0cfb57d4ac671be3a4898e6a.
The non-compliant reason is Policy allows broad access to IoT data plane actions:
[iot:Connect].",

"SourceUrl": "https://us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/

policy/policyexample",

"ProductFields": {

"CheckName": "IOT_POLICY_OVERLY_PERMISSIVE_CHECK",

"TaskId": "9f71b6e90cfb57d4ac671be3a4898e6a",

"TaskType": "ON_DEMAND_AUDIT_TASK",

"PolicyName": "policyexample",

"IsSuppressed": "false",

"ReasonForNonComplianceCode": "ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"ResourceType": "IOT_POLICY",

"FindingId": "1928b87ab338ee2f541f6fab8c4lc4fs",

"PolicyVersionId": "1",

"ReportType": "AuditFinding",

"TaskStartTime": "1667772700554",

"aws/securityhub/FindingId": "arn:aws:securityhub:us-west-2::product/
aws/iot-device-defender-audit/336757784525/I0T_POLICY/policyexample/1/
IOT_POLICY_OVERLY_PERMISSIVE_CHECK/ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"aws/securityhub/ProductName": "IoT Device Defender - Audit",

"aws/securityhub/CompanyName": "AWS"

I

"Resources": [

{

"Type": "AwsIotPolicy",
"Id": "policyexample",

aws",
"Region": "us-west-2",

"Partition":
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"Details": {
"Other": {
"PolicyVersionId": "1"

}
1,
"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"
},
"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "CRITICAL"
.
"Types": [
"Software and Configuration Check/Vulnerabilities"

ROFIE, EEFITYIOHI)—IZBE TS Security Hub CSPM A S DERZRLTWE

9, ProductFields @ ReportType Ik CheckSummary T9,

{
"SchemaVersion": "2018-10-08",

"Id": "615243839755/SCHEDULED_AUDIT_TASK/daily_audit_schedule_checks/

DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/iot-device-defender-audit",
"ProductName": "IoT Device Defender - Audit",

"CompanyName": "AWS",

"Region": "us-east-1",

"GeneratorId": "f3021945485adf92487c273558fcaa51",
"AwsAccountId": "123456789012",
"Types": [
"Software and Configuration Check/Vulnerabilities/CVE"
1,
"CreatedAt": "2022-10-18T14:20:13.9332Z",
"UpdatedAt": "2022-10-18T14:20:13.933Z",
"Severity": {
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"Label": "CRITICAL",
"Normalized": 90

},

"Title": "DEVICE_CERTIFICATE_KEY_QUALITY_CHECK Summary: Completed with 2 non-

compliant resources",

"Description": "Task f3021945485adf92487c273558fcaab1 of weekly scheduled Audit
daily_audit_schedule_checks completes. 2 non-cimpliant resources are found for
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK out of 1000 resources in the account. The
percentage of non-compliant resources is 0.2%.",

"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-east-1#/dd/

audit/results/f3021945485adf92487c273558fcaa51/DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",

"ProductFields": {

"TaskId": "f3021945485adf92487c273558fcaa51",
"TaskType": "SCHEDULED_AUDIT_TASK",
"ScheduledAuditName": "daily_audit_schedule_checks",
"CheckName": "DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",
"ReportType": "CheckSummary",

"CheckRunStatus": "COMPLETED_NON_COMPLIANT",

"NonComopliantResourcesCount": "2",
"SuppressedNonCompliantResourcesCount": "1",

"TotalResourcesCount": "1000",

"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/

iot-device-defender-audit/615243839755/SCHEDULED/daily_audit_schedule_checks/
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",
"aws/securityhub/ProductName": "IoT Device Defender - Audit",
"aws/securityhub/CompanyName": "AWS"

},
"Resources": [
{
"Type": "AwsIotAuditTask",
"Id": "f3021945485adf92487c273558fcaa51",
"Region": "us-east-1"
}
1,
"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"
I

"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "CRITICAL"

I
"Types": [
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"Software and Configuration Check/Vulnerabilities/CVE"

RO, AWS loT Device Defender #& HiE & |2 9% Security Hub CSPM A 5 ® — %9 7 #& H
RERLTVET,

{
"SchemaVersion": "2018-10-08",
"Id": "e92a782593c6f5blfc7cb6ass3dclal2"”,

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/iot-device-defender-
detect",

"ProductName": "IoT Device Defender - Detect",

"CompanyName": "AWS",

"Region": "us-east-1",

"GeneratorId": "arn:aws:iot:us-east-1:123456789012:securityprofile/
MySecurityProfile",
"AwsAccountId": "123456789012",
"Types": [
"Unusual Behaviors"
1,
"CreatedAt": "2022-11-09722:45:0072",
"UpdatedAt": "2022-11-09T22:45:00Z2",
"Severity": {
"Label": "MEDIUM",
"Normalized": 40
.
"Title": "Registered thing MyThing is in alarm for STATIC behavior MyBehavior.",
"Description": "Registered thing MyThing violates STATIC behavior MyBehavior of
security profile MySecurityProfile. Violation was triggered because the device did not
conform to aws:num-disconnects less-than 1.",
"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-east-1#/dd/
securityProfile/MySecurityProfile?tab=violations",
"ProductFields": {
"ComparisonOperator": "less-than",
"BehaviorName": "MyBehavior",
"ViolationId": "e92a782593c6f5blfc7cbh6as43dclal2"”,
"ViolationStartTime": "1668033900000",
"SuppressAlerts": "false",
"ConsecutiveDatapointsToAlarm": "1",
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"ConsecutiveDatapointsToClear": "1",
"DurationSeconds": "300",

Ilcountll: II1II’

"MetricName": "aws:num-disconnects",

"BehaviorCriteriaType": "STATIC",
"ThingName": "MyThing",
"SecurityProfileName": "MySecurityProfile",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/iot-
device-defender-detect/e92a782593c6f5blfc7cb6as43dclal2",
"aws/securityhub/ProductName": "IoT Device Defender - Detect",
"aws/securityhub/CompanyName": "AWS"
I
"Resources": [
{
"Type": "AwsIotRegisteredThing",
"Id": "MyThing",
"Region": "us-east-1",
"Details": {
"Other": {
"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-
east-1#/thing/MyThing?tab=violations",
"IsRegisteredThing": "true",
"ThingArn": "arn:aws:iot:us-east-1:123456789012:thing/MyThing"

}
1,
"WorkflowState": "NEW",

"Workflow": {
"Status": "NEW"
},
"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "MEDIUM"
.
"Types": [
"Unusual Behaviors"
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AWS loT Device Defender A'#& Hi#& R % Security Hub CSPM ICIX{E T2 D
ZEIET D

Security Hub CSPM AN DERDIEEZE1ET S IZIE. Security Hub CSPM Y —I)LE & API %
FRATEEY,

FMICOVTIE, TAWS Security Hub 1—H'—H4A R, O "HEHNSOBREERO 7 O—DE
MbeEME (OV—=I)) £k THELSOBRBERO 7 O—0ERL (Security Hub CSPM
APl, AWS CLI); 2B L TL<EE L,

H—EAEDREL REOLE

BALULEREBEREER, TIP3V 2RTIBFAZKELEVIVTATA4H, K)BVEBEZRED
IVTATAICZEOT VIV DORTEZRETEDE VS EFIUTAEETT. AWS TR, H—
EABTORZYNFTELICL 2T, BEALEREBESIr REIZIHEENBYET, Y—EAFTOLKY)
FTRLE, 120 —ERA(BTHLRY—ER) A, HOY—ERA (RTELHRY—ER) 28T

HIEEILRETDARMUAN DY XY, FOHLAY—EANREETL, ThEBOT IV LAFTZ
FRALT, ART IV EAFANNEENIXNETRERBAVFETHOHLEY—ERAZN L THOES
DIY—ACHLTEBELFRZENF HBYERT, ChEB<SEHIC, AWSIZE, 7HOVRADY

V—ANDT VAN NEENLEY—ERT IO NLTINTOY—EADT—22REITD I
OICRIUDYV—IFAEETATVET,

TFIVFTABEAEORILICKY)FEEZZTDAREEDH DB EFEN S D AWS loT Device Defender
TOtAF, BEEODET. EX¥1UF47O77AIERDSNSBEHOEE, EBMEBEBODERITND3ID
Td, chsDFZFT7 U3 ICD2VWT, aws:SourceArn DERFAIDEIS THIHUEN HVET :

« UpdateAccountAuditConfiguration API (RoleArn J& t£# & T NotificationTarget RoleArn J& %) TIE
TNV —ADOFE, aws:SourceArn & arn:arnPartition:iot:region:accountId:
ZEALT, VDY—ARVD—QARAOA—TZRVAATEKBENFHYVET,

- CreateMitigationAction API (RoleArn B1) TEEhiz) Y —ADFE, aws:SourceArn B K
arn:arnPartition:iot:region:accountId:mitigationaction/mitigationActionName
ZEALT, DY—ARUS—ORAOD—TZRVAATHEKBENHYWET,

« CreateSecurityProfile API (alertTargets %) TEE hizJY—ADIFE. aws:SourceArn &

arn:arnPartition:iot:region:accountId:securityprofile/securityprofileName

ZEALT, VY—RARVI—ORAD—TZRVIAATHKBEN BV ET,
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BEAUVEREBELSSREITDEOORKREMRNBAZERE, JY—ADTELE ARN ZFEEL
T aws:SourceArn JO—NILFHFIVTHFARNF—ZFERATHETT, UY—ADES
7% ARN A FHZZEX, BHOUY—-RAZEETHHEEE. aws:SourceArn JO—/V)L
AV TFARNEHF—ZFEAL T, ARN OKRAFPBRLZIANILRA—R (*) TRLET, flx
¥, arn:aws:servicename:*:123456789012:* T9,

ROFITIE. AWS loT Device Defender T aws:SourceArn 3 & aws:SourceAccount ' 00—
NILFRBEIATHFANFEF—ZFEALT, BLULEREREZREB IS HEZRLET,

JSON

{
"Version":"2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:iot:*:123456789012::*"
},
"StringEquals": {
"aws :SourceAccount": "123456789012:"
}
}
}
}
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e I—H—/JIL—=TI2k, XKV AOWRELREEIXELRTRIBNYERAT IV EAFTOHK
V—ATHELTLEZL,
e Bl:HTINI—2T 2 MO Jproc /sys THOFRKENY B,

s POEAFAZFRLTERITITZ7O0CLAZEY NTYTITRHEOHICOVTE, Python
VITNI=—2IVRIIBENTVWREY RNTYTFIEZSRLUTSEZL,

T—2IRN7TOCBREESSICHIR/OBIZDEOOR<HASNTVS Linux XHZXALFEZEHD
WET,

BERXNZXLA

« CGroups

« SELinux

+ Chroot

 Linux BEIZ=E
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Z—XFADSOREINBETT, J—RE, fIAZENICRETILEN BV, FHEREL
T, FTHIETICRTLESS CATLAOBREBPF v Y FEhBVNABEEDLSD) FEEBMIC
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JITYRRRY RND)—OH—EAR—RNBEDA VNV RBEZERLBEVLRSICTEIHLE
FHNVET, EHTDE, O—HILNEFERVE-—NTOELASFLBICFHTEDRSICKY, E
EUETBICHEN RSTREENIHYVET,

ATI A%

J7OtAI-2I2hOERIC, TOEHPEFIVT A LOMfEZRTEF1I VT, EZX
V2T, BEBEREDF—D—REGFATRICERTELEREA, ARO—RERZVALDPD—E
DTFNAAZEDTOLABIHRENET, I-PI2MNONAF I BEETDTALIRNY
X, JOEASIBOBFEENOGTRETE, BURAICHSBENFHYVET,

RPROFRAEE

TFNAACTFTAAENBDI—SI O RNT—T 4777 MG, FEFAEHR. TNV ITHEKLT
TYRID=R, AVFA2OAXVRNEERRFIXVRNTTFAIBEOHERRERDD &’
TEFRRBA I-PIVMPRELEXARNITAOY —N—QIOREBOFMP/NY VT R A
TACHEIDFMEIBAREET,

Transport Layer Security

T—REFEAOTLS X 1T7FrRILZHIATSICE. I—C 0 N7OCARERAETF I —:
RRXAANVBRIABEDISAT Y NUIREEZIXTT 7TV T—23 2 LRILT (TF7H4ILKT
BB DTV EBVES)BHEHTIBENF HVET, €512, I—JI2 N, BEE NS
FEENTVT, RESNLIAAERTRICBELTVBIHAENf EENTVWEWIL—NEAER
N7 E2FEATEIHEN HVYET,

Z&BEx7T704
O—ROZ7Y221XEAM, TONAF), YV—AO—R, BE7 7ML (EEEhz)L— NEEEA
EZEU)ZBCIURDNIRE, IXTOI—DI U MF7TOMXDZALR, FFAIEThTV
BOWI—RADIVIIAVRHTAZBLSEDICT IV EAFBENBISBEN HYVET. 77O
AXNZALNZRY ND—VBEICKFLTVRES, BSFEZFAL THEEROFT7OA

—TATTIORNDEBEHZRELET,

FHATE R
« AWS loT Device Defender @t 1 1) 5 1
« AWSIloT tFXF1UTAEFINZEHETS
» Redhat: A Bite of Python
« Python ICHE FR 100 — M BE X1 UT A BHEEThERTDHE

EDBEVSEE AL & BEZTIIUELZEOD, ?

« OWASP Embedded Security Top 10
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https://hackernoon.com/10-common-security-gotchas-in-python-and-how-to-avoid-them-e19fbe265e03
https://www.beyondtrust.com/blog/entry/what-is-least-privilege
https://www.owasp.org/index.php/OWASP_Embedded_Application_Security#tab=Embedded_Top_10_Best_Practices
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*+ OWASRP loT Project
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AWS loT Device Defender N7 )N 1 —F 142 0H4 R

© COREY IOBREICSHA<EE L
FHEVEDILTREDIABRIEERITILEEL

General
Q: AWS loT Device Defender ZfEA T2 O DRIRZHEH Y FITH?

ATINAATLR—RNENEXNIV O RAZERTDHEREFET. AWS loT ICEHRE N EETNA A
FLERTFNAAT—RNIIA LI NETFTOMTRHBENHVET, TINAAT, —E
LEVDZATRERFREFE/ DB ZEETDIHLENHY KT,

Audit

QFIVIVHEBZBEMILRLLEY, EECREREE "E#TFH) EXRFENTVRT, BEIRE
LEDTIA? BRIEWVWDOHEETEXRTA?

AFIVOEBNEMILDE, FT—RRENFISICHBENET, LEL, AV MIWR
KI2T—INKREILHDES B, SIHAE. T/, RUZ—) &, BMILTHASLES<KDOE
FIVIDHERNMERENBVWENHYET,

B’

Q: AWS IoT Device Defender EF¥ 2 )T 4 7O7 7AIINOEETRETZ LEVERKES ThiED
MrYETH?

AZFET, LEVMEDODEKEVEFIVUFTF47O7740LBEZERL. IEITBDTFNA ALY NE2E
CE/OIIN—TICFnETRYFLET, AWS IoT Device Defender ZERL THEDX N
DAERRL, I—AT—AICEHLETTFNAADEEOLE VMELTARIDENTEEXT,

Q BEZERLELLEY,. FREINZBETEERNNIT—CchFLA. BRERZHYETAH?

AFNAAZERTIHIC, BEOFNAAOBHEEEEL T LTV, X, TCP R—h
8888 T1 DNHRY—N—ICOIKIFELHTDEFIVT A AXTHHDBE., tHOFELEETSC

EFHELERA. DXTHBOR—KNTERBRETOESEICTI—MZ2ERTDICEK, ATD
KSICEBEEERLET,
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{

"name": "Listening TCP Ports",
"metric": "aws:listening-tcp-ports",
"criteria": {
"comparisonOperator":
"value": {
"ports": [ 8888 ]
}
}
}

"in-port-set",

AXZH TCPR— K 443 T TCP EFiZ21T 2 1256

 TNARABENDEREREY), TZ—RY
R)A—EhKT,

Q1 OREFEHROBHENERLTVET, ERZVITIBICEESTELVWTIH?

ARELEBETOT7PALTEREETATVBELSIC, FHENIBEICRDIETS—LEY
UFPENET, BETOT7ALE. FNAAOXRNYIAF—RESELLEE LT hE

To TNAAN2BEZBATANIVAZRITLBEVEGEE., BBNICERAAXRY M alarm-
invalidated ICEREEShE T,

QERUEEEZHIBRLELEDN, PTO—RNE2ELETRICEESTHREVVTITA?
A BMEZHIBRTDE, TOEDINTNDERE, TOFHEICHITZTS—IIELEENhET,
NBIOTS—RE, BRIXAAZALDSEICTEIHRENHYET, BIEZHEIRTZDE, THY
ANAOMOINTODERERBUHRE, TOEBEDERKEEN RIFENETT,
FINAAXND) DA

Q:HEICERLTVRCEN DD 2TVBXRNIVALR—RZREELTVETH, ERAND
H—EhELA, AFEELOTLLSH?

A BLTFO MQTT REYVIZHTRISA4T7 L, XRUDALR—RMFEREERTVDEE
FIvoLTLEZL,

$aws/things/THING_NAME/defender/metrics/FORMAT /rejected
$aws/things/THING_NAME/defender/metrics/FORMAT/accepted

CC T, THING_ NAME X RV IR ZHRELTVDE/DBEITHY) ., FORMATIFE/IC&LDT
BEEENBIARNIIALR—PMOERICHLUT Tjsony £i "cbory TY,
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HTROSA4T7 9L, BEENEXRNIIALR—-RIZEILZNSORNEY JICETEIAY
E—272FZ WY ET, rejected XvE—2R, XMUTALR—NOBFENICEEN B2
EZRLTVWET, I57—XVvE—2EF, XMNUVIVALAR—NTIT—ZBIETEDLSICTS
S, AVE—IRAMO—RIZCEEFNTVET, accepted XvtE—2lF, XKUY ALKR—bK
NMEPICETENEEZRLTVETD,

QXRNVIALR=RTEOXRNVIARAZEEBELIEBZERESBYETAH?

ALR—RFLERFIPTRLAODZOUARNIEIL, MSTEIBECERLTVRERZENE
T, MSIT2BENFERLTVWRIEE, ERFVUTENET,
Q:AWS [oT LZARNVIEBWFNAADXY =P HFFNAAX KRNI TALR—NIEEATVS
DEBEETITN?

120 E0EF2)FT47O77AIUNNIXRNTOE/FLEREREROINTOE/ICTRY FE
nTWBFES, AWS loT Device Defender ICIERBEDE/ASOX RNV VAN EENET, K
BEOT/NSANIIRZBRATEIHEER., IXNTOFNSA ATRELSBEREADITXNTOT
NAAZ7A7 74N ETRYFLET,

QtEFIUTATOA7T7TANERBROIXNTOTFNA AL LR IXNTOFNSAAICERALTE,
REED 1 DULEOTFNA AL SDXY E—IHARRENTLEA, ESTERBRTERIAN?

BR—RERTLBVThAOERZEAL T, BUSEXOX NI IALKR—KZEFELTVL

BPEEBAELTLSEZY, FHICOVWTR., "TIFNAAX NIV TARFIX hDHEER, 25

BLTLKEZV, RBEOTFNAAT—BELEIVZATRNARFREZFE/ OBRNFERAZ

TWBREZHALET., T/BCHEXFAEENTVIEE, EFLEE/ BN 128/ N1 b D

UTF-8 I>O— RXFLWERWEE, FNAALL > THREENEXAY E—DREBTEINET,
Q REEOTNAANLZARNIJICEMENTLZSE. FEEERBERAOTNA AN RBERICEZ S I
BREESBYERIN?

ALDARNVECTNA AN EMEEBHIRENEBEERORISICHEYNET,

- ERDAEREZS|EHRZLHATDE, FNAALCKHLT 2 DOERLDERNIRRENET (1
DREEFREAOE/OBFOT, €51 2FKXEEODIDOT) ZVIDICHTEITIT 17
BERIE 2 BRICERRENAGLSBZYETH, EROBEICERKX 14 BEARRTELET,

QFNAAXNIDALR—=BRMDOID74=)ILRIZCEEDEZRIBETDHEN HYETH?
AEQOBBTRENE, XRUIDALKR—RIEIC—BDEICTIHENFHVET, —BROEF
FELULTUNIXIRY DBRALARAZ J&2ERATEET,

Q: AWS loT Device Defender X KUV ADEH MQTT #EEZ/EKTIHERFH V) EFITH?

A: BIED MQTT EfEZEH VW EE A
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QTFNAAX RNV VRAZRITIDLOICERTIEE, EOVTATUNID 2ERATIHLENHY)
xIN?

AWS 0T LZARNVIZHBTFNA A (E/) DBER., BREADE/ OB ZFEALE
To AWSIOTLZARUVIZBVWTFNA R (E/) DBEIKE, AWS loT IZEHTIEO—EL LD
EFEALET, COTSI9T1AE, T/ OBRFDERE—HEEIDICKRILEET,

QBRDIVZATNID ZHEIOTFNAADXN) DRAERITTERIN?

BOE/ICKRD2>TAXRNIIDAZRHBHTBDENTEET, TOLEHICEK, TDODF/NALTAD
AWS loT Device Defender FHREY JICX RNV D RAZRITLET, LEAE, Thing-1 EE0D

T/BM&, £ Thing-2 IZRH>T, XNV T RAZHWITBDELET, Thing-1 &, TOTE/
MEOXRN)OAZREL, MQTT REY I TRITLET,

$aws/things/Thing-1/defender/metrics/json

Thing-1 . Thing-2 ASNOXRUIZAEMEL, ThSOXRNUY A% MQTT hEY TR
FLET,

$aws/things/Thing-2/defender/metrics/json

QT7AINIRVWKD2OEFIVTATOAT7FAINEBEEZRETERIN?

A: AWS IoT Device Defender T RIRA > RO #—2%SBLTLSEEL,
Q77— E2—=5Y NOBRBWZEZA—TY NO=)ILEEDEISBEDTITN?

A: AWS loT Device Defender 75 —KhZ—4"Y K (SNS REY V) TTFPS—KNERTTED &
SICFHO0-ILICE, LTD 2 ONFURETT,

s EENiI>F 1454 &L Tiot.amazonaws.com EE T 2 EHEE %,

« BEETNLSNS REY U TRITTSD AWS loT POV EAFAZRETEITEY FEankR
:/_o ﬁu

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
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"Action": "sns:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:example-topic"

}

e PoO—RNZERITIDLEDICHEHAENS SNS NEY X ES{be N NEY O TH D5
. SNS REYVICRITIDLEOOTIVEAFAEEEIC, AWSIoTICESIC2 20707t
AFAZNESTHIHXENHYET, f:

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sns:Publish",
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": "arn:aws:sns:us-east-1:123456789012:example-topic"
}
]
}

QAAZLARND AR A7 number ZFEALEXRNVIALR—RNOREERIC, IZ7—Xvt—
< Malformed metrics report A RTENTERBMLET, AHNFBEEZOTL & S5H?

A: 247 number CABDELTE—-OXKNI I RED &K %ZEH) ET A, DeviceMetrics L R— b~
TARNUYDEZEXETDEER, B—0EZFOEINELTEIMBRENHYET, XNUTRA
EEEIELTEEBLTVWDRCEZHERALET,

RAO—RIZ—:

{"header":{"report_id":12334567, "version":"1.0"}, "metrics":{"network_stats":
{"bytes_in":30680, "bytes_out":10652, "packets_in":113, "packets_out":1183}}, "custom _metrics":
{"my_custom_metric":{"number":0}}}

\!

I5—Xvt—
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{"thingName":"myThing", "status":"REJECTED", "statusDetails":
{"ErrorCode":"InvalidPayload", "ErrorMessage":"Malformed metrics
report"},"timestamp":1635802047699}

IZ7—0BEWRAO—R:

{"header":{"report_id":12334567, "version":"1.0"}, "metrics":{"network_stats":
{"bytes_in":30680, "bytes_out":10652, "packets_in":113, "packets_out":118}}, "custom_metrics":
{"my_custom_metric":[{"number":0}1}}

LARA:

{"thingName":"myThing", "12334567":1635800375, "status" :""ACCEPTED", "timestamp" :1635801636023}
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AWS loT Device Defender ®tF 11757«

AWS TOUZIREFIVTABREBESETT, AWSOI—H—lk, EF1VT A ZHREER
TRHEBOEHZRETLOICBREENET—Z LR XY RND—IOT7—FTIOFvZRATE
x9,

tFIVTAE, AWS EI—H—DEOEERETY, SEEHEETI TR, Chzel TV R0t
FLVTABIRPIZITRAOEFIUTAELTHALTVET,

c DT RODEFIVTA-AWS IE, AWS UTTJR TAWS DH—ERZRITITDA T TAR
SOFvERETHDETZRVET, £, AWSF, I—H—HNLRLILEATESDH—ERALE
BUET, AWSTIYTSA TV ATOYS AgUIAWSIY TS 4 72 AT AT S Llg11g10AWS
AT SATA7O9F ALIGIOO—REL T, Y—RN—FT1—OEENEHWICEFIV T«
NDENMEETAMNS RTRIEL TWET, AWS loT Device Defender ICEBR T2 A T5A4A T A
TO7ZLOFMIIOVWTR., "IVT7FAT7VATOTZLICLDRREBARD AWS O —E
A1 Tl 2z8BLTKEEV,

c VZUVRADEFIVT A4 -1 —0EFRE. FATS AWSOH—ERICWKUTERYET,

Rio, BEER., T—2OHENE, SEROHOEHN, BITEAT I ERESIVURFL,
ZTOMOERICODVWTEEEZAVET,

O RF 21X NE, AWS loT Device Defender ZEA T 5BICEFREEFIINZERA TS HEZE
BIBIOICKRILEET. UTOREYITR, EF1VFTABLCOAVTZAT U AOEBNZEEK
9B 71=%I(Z AWS IoT Device Defender Z5%E T D HEZRLUET, £/, AWS loT Device Defender
DY—AQEZZD) IR RBEIIK/ILD., TOMAWS H—EADFEAFEIC OV TEHHAL

¥o AWS IoT Core DtEF1UT 4 OFMIZ DOV TIE, TAWS IoT Core FAROAY /N—HA Ry Ot
F1VT4ICBETREEZSRLTIKEZV,

NeEY D

« AWS loT Device Defender IZ& 12 T — X R &

« AWS loT Device Defender DS D T AT/ TATABLVOT I EAERE
« AWS loT Device Defender D 1> 754 7 > AREE

« AWS IoT Device Defender DL 21U T2 A
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AWS loT Device Defender & T3 TF—21RE

AWS loT Device Defender I 32 TF—XREICIE., AWS EEHEEEFINFEHEIAhET, COFE
FILTHEAETATVDRSIC, AWS (F, AWS T TR OIXTEETITHIO0-NILAVTFAR
NZOFYZ2RBEIDERNIBIVET. BFKRE. COAMVTTANTIFFTRARNEATVWS
DTFUOVICKRTAEREHEBEITIEEN HYET, o, FRHITDZAWSOH—EAOEF1UT 4
BRELBEBARVEI—Y—0OEREBYET, F—2TFAN—0OFMAICODVWTR, F—2TZ
AN—DEL HREBMESRBLTLKEESVY, BMNTOF—XREOFMI-COVTIE, AWS £F2
74707 ICBRBENEAWS EEREETFILSRY GDPROTOJREEZSRL TS EE L\,

T—REREITD IO, AWSTHUU b RABEHREZREL. AWSIAM TP AT TAT14E 22—
F /= l& AWS Identity and Access Management (IAM) ZA L T4 01— —%2tYy N7V 7T
CLEBHOLET, COFEICKY, ThEFIhOD I TEZRTIDLOICHEREROAN T I—
H—ICHEEThET, £, ROBETTF—RXZRBEIDEELHEHHLET:

« BTNV NTSEZRFEL (MFA) 2ERALE T,

« SSLITLS ZHEALTAWS VY —REBELET, TLS12FHETHY TLS13FH#HSHTT,

« AWS CloudTrail TAPI £E1—Y—7O0F4EFT4OF 0%ty N7 Y7 LET, CloudTrail it
BeFEALTAWS 7IOTAETA2FY7FYy955EICOVTIE. TAWS CloudTrail 1—
H—HA Ry ® "CloudTrail SEFFOFERH ) 2B LTS EZT L,

c AWSOH—EARNDIXNTOF7FIIMEFIUTFAEREICMA, AWSESHKYV1->3>
ZEALET,

« Amazon Macie BENFERBZBIYZ— REF1VF4H—ERZFEALET, NSk, Amazon
SBICRBETNTVEIERT—ZORHEREBEEZIELET,

« ARV RSAUAVB—TIAARELIE API £EALT AWS 77 AT BB FIPS 140-3
EEHADOEETED 1 —I)LIDERIFEE. FIPSTV RRA N E2FERALET., FATEER FIPS
I RBRANOBMICOVTIE, MEIFIEHOERE (FIPS) 140-31 ESBLTLIEE L,

EEBERDEX—ILTRLABEDBME LFBRBTHRIE., 2T, FLEBI 71— REEDE
BHERXOTFFARN 74 —)ILRICBELAVCEZBLSBEOLET, Chik. AWS loT Device
Defender THEXT2HE. d>YV—JL. APl, AWSCLI, £/l AWSSDK 2 AL TV ZD
D AWS OH—E A THEEXTRIEFSELRAETT., BRICEATSIEHEROTFANTI 1=K
RRTIZAALETF—2E., REPBHOTICERAE MBI BEF VN ET. AFHT—/\—A0 URL
ZRMIDZDBER. TOH—N—AOVIIANERIETZLHORIEHRE URLICEDHHEVKS
ICR<BBOLET,
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https://aws.amazon.com/compliance/fips/
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AWS loT Device Defender O =D T A TFoT AT 1RO T O+
AEE

AWS Identity and Access Management (IAM) I BEEEN AWS UY —ZAANDT VA& Z2(ZHIH
TBEHICH/IDAWS DH—ERATT., IAM EEE(E. AWS loT Device Defender U — AN {EA
EWIE (M1 4>2) L, BA(TUVEAFAZED) TER1—H—2HBLET. IAM (., ENE
ABUTERATES AWSOY—ERA TY,

NEY D
. NRE
TFATFTATAICKDFRR
« RUS—ZFBRALETIVEAREDNE
« AWS loT Device Defender & IAM D E#E %
« AWS loT Device Defender D7 A T T A TANR—ADRI > —DHl
« AWS loT Device Defender ID E 7V 2ADRZ TN a1 —F42YJ

X RE

AWS Identity and Access Management (IAM) OfERAZEE. O—JILICK>TEAYET,

s Y—ERI—Y—-#EILTILATELAVESE. BEEICHFITZVIIANLVET (TAWS
loT Device Defender ID E7 VAN KNS T\ 1—FT 14200 2#5R)

s Y—ERBEBE-1—HY—TIOLAZREL, PUOERAFAVIIANZEEFELET ( TAWS loT
Device Defender & IAM OEEF % 25 8R)

s IAM BEBE -TOLAZEB ISR —ZRLUET ( "TAWS loT Device Defender D7 1 7
TATAR—ADRI)Z—0Hl) 25R)

7/{7_ 'fT'fL_J-\%WL:‘Fl

WRLEE, PAT T AT ARAEREEALTAWS CH A 242V FBFETT, 1—H—
=3 AWS TFHAOROIL—RI—Y— IAMI—H¥—-& LT, FELEFIAMO—-/LZ5EXFAL
IC&2T, FASThBIBENFHY XY,

AWS IAM 7 A4 7T 47T 14 2% — (IAM Identity Center), > > ILHY A > 72588, Google/
Facebook FRAEEHRBED ID V—AN S ORAFEHREEAL T, 7IFL—TY RFAFU T4
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TAELTHAADTEERT . Y4242 OFMIOVTR, TAWS YA (42 A—H—Fi4
Ry ® "Howtosignintoyour AWS 7AH DU~y #BSBLTLSEZL,

TOZALICKDTIVEADEHE, AWSBUITANCHEETERZRTS-HD SDK & CLI 12
HMLUET, FMAICOVTR., "TIAMI—H%—HA Ry O "TAPI U T ARKNICX TS AWS Signature
Version 4, ZZBL TS EEL,

AWS 7HOU N DI—KRI—YH—

AWS PHIY NEERTDE, TRXTOAWS DH—EREUY—RCHTDELAT I EAKE
BOAWS PHYIY RL—R1—H—EMEND 1 20OH A2 (> D #EALTHHBLET, A
MERAZICE, I—RNI—F—%BALAVCEER<BEHLET, JL— N1 —REHRE
RBEFTBRATICOVTIE, TIAM I—H—HA Ky O T)L—h1—H— mﬁﬁﬁ#uguax
2, BBRLTILKEELD,

JIFL—FY RFAFUFAT4

RARTZO0T4ATRE, ABOI—Y—H—RHNEFEARHEEAL TAWS O —ERX IZT Y
EATRIE, FATFUTATATANAE DT IFL—2 AV EFRATRIENROBSNET,

JIFL—TFTYRFPAFUOTAT4&, TOR—TZ4XF4L UK, D7 ID7ONA

A —. Directory Service D 1—H'—T&H'), IDV—AHL S ORIBEREZFERL TAWS O — |:7\L._
TO€ATBDI—HY—TY, 7IFL—TAYRTFAFUT14T1 &, —EHNEFEIAERZRHET
O—lL%z52ZHFET,

TOEAZ—REBTDEEEF. AWSIAMTATFUOTATAER—ZHE#HLET, FHICOV
Tk, "TAWSIAMTPAF>o T4 T 142> — 1—H—HA4 K1 ® "What is IAM Identity Center?
ZSRLTLEEY,

IAM 1—H%—&JI)—7

IAM 1—H—&, 1 AQI—H—FLGE 12077 V5—23aVICHULTHENHFTEFE O>TAT
VTATATY, REFBIERERE D IAM 1——0Rb Y IC—BHERIIEHREERA T L%
HEHLFERT, #FMlE "IAM I—HF—HA KR, O "ABOI—H—»"—KWEFREEHRZFEAL T
AWS ICT7OtEATBICEID 7ONAFE—ENTIFL—2a OFERAANMETT ) 285RBLTLKE
=L\,

IAM J)L—7"1F 1AM I—¥—nL 9> 3> zEEL, RKEDI—HY—OTF IV LAFTOEERER
ZICLET, HEHICHOVWTE., "TIAMI—YY—HA R, O "IAMIA—Y—ICEETEHI—AT—2A
ESBLTLEEV,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
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