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YhE. AWS DY —ERA REBFAWS THIUY NCHBE2EXZARBUENBYN XTI, THIV B
YA A42FDE, AWSHealth &Y 2 1 R—RIZUTOBEBIRRENET,

c [TADVBRARY R —ZOR=DICE, THATDNCBEBDANRY MARRENETT, KRR
NEE, RENEE, FTETNTVWIEEZRRITEXRT, BEI0 HEADIXNTOARY NER
TRAEARNOATZRRIDIEETERT,

c ABOANRY ] — ZOR—=TIZIE,. AWS OrganizationsDEBEE DA X M RRENE
T, ABORBROEE, RIENDEE, BLRTEFFEENTVIEFEERRTEET, BALFTR
BEI HEDIXNTOEBARYNERTARNAVZRTTBDEELTEET,

® Note

EHESTHRVEAFEAWS 7HIUU N, AWSHealth# Y 1R—R #FEAL T—HRHNE
H—EAOTRALZEERTEERT,

THI RN EHFEEDHBAIE. AWS Health Dashboard ICH 4 >4 > LT, H—EAXL
V—AICEHEZBEZABZUEMEOH D AR NPSEDEEICETARYRVARZES C
ZHEOLET,

N =R

c AWSTHIORNODEYRNTYT

« AWSHealth A Y2 AR—RTOT NI RNAR NORR
« Amazon EventBridge ZiXE T 3
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AWS 7HIORNODEY NTYS

ZEMICTBHEIIC AWS Health, ABETTAWS THIUU Ko AWS PHUY RABWEERF. K
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ATV T IBAWS THIU N

NEWBEIEAWS 7HIOUN, XAOFIEZEITLUTHERLET,
ATy TIBICEAWS TAHIU R

1. https://portal.aws.amazon.com/billing/signup ZFR & £ 7,
2. AVSAVOFIRICRHWVWET,

BAVTYTFIEO-—RELT, BRFRLEBTFAMNXXY E—DZFHEY), BFEF—/NNYRT
RIALO—RZADLET,

CHATYTIREAWSTAHIVN, AWSTHIYROIIL—KNI—H— HFMERENET,
LN—=RI—H—CRE, FHAIROIXTOAWS DY —ER EVY—ANDT IV EAENH
WET, EF1UTARARNTZITARELT, A—Y—CEBT7 IV AEZE) ST, IL—
NI—Y—TFT IO AN BEZZAVDRGTICEIL—P I —DALZEERATEILSICLTLSES
W,

AWS HA VT Y 7T7ORANETTRE, HPSWEREX—INFEFEENET, hitps:/
aws.amazon.com/ D [NATFTHIV RN ZD2IYOLT, WOTETHIRNODBREOTIVT1E
TAERRL, THOVNEZBEBITDENTEERT,

BBTOEAZE>I—Y—%ERT S

CHA2TYTUIES AWS PAHOU N, BENBRAVICIL—RI—H—2FALAEVLSIC
AWS PHOY RDI)I—KI1—Y—, ZKRFEL AWSIAMTAFUTAT4E22—, ZHAMILT
EEI—Y—ZERLET,

ZREIDAWS THI MO —KRI—H—

1. L—=—RI—H—%EBRL, AWSTHIVBNEX—=ITRLAZAALT, PHO>  NME
BEAWS XZRIXVROAVYINELTEHAA2VLET ROR—JTNAT—RZAHDL
x9,

WN=—RI1-—H—ZERALTHAA2FTRIHECOVTRE, TAWS B A2 (2 I—H—FA
RO TIN—hI—HF-ELTHAA42F2, 2ZRLTIEEL,

2. L—PhI1—Y—DOZEZXRFEL (MFA) Z2BMICLET,
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FEICOWTE., TAWSIAMZATF>oT4 74232 — 11— —HA R, ® TAWS IAM 7 A
TFOTATAEORA—DBFML) BSRLTSEETL,

IAMTAT2TAT4222—T, -4 —-ICEBT7IVERAZFELET,

ZDY—ARAIAMTATFUTATAEEZ—F4ALIKN) ELTHERATDHFZEDF1I—KIUT
LIZDOVWTE, TAWSIAMZAF o T4 T4 28— 1——HA R, O "F7AF)b&EFE
ALTA—Y—TIOtARAZBREITRIAMTATUTATAEVE—F4LIK), 28RLT

<EEW,

ERTIVEAEZFE DI Y- LTHI212TF2B

IAM7ATFoTATAEZ—DI——ELTHA 242 FBICR,. IAMTA T T4T4
O E—01—Y—0OERBICEX—IT7RLACEFEENEY A1 /42 URL ZEALET,

IAM Identity Center 1—H—ZFRAL THA AT HFEICODVWTE. AWSHA 1>
F1—HY—HAR, DAWS T POELAR=—BZIINICHA A2 FB, 25RLTIEEL,

EBMOI1—Y—ICT7OoAEZE)HTS

1.

IAMTPAFTATAER—T, ZR/PMREOT IV EAFAZERTZEVSIRARNTZY
TARRES =T O EAHAEY NEERLET,

FIELZOVWTE, TAWSIAM 7 A Fo T AT A2 22— 1—H%—HA R, O "7 O EAFHH
Y hEERTE Z2ZRLTSEE L,

TN—=TCA—H—%28)ET, TOIN—TEC2VTNFAUFADT I EAEZEN) HTE
ERD

FIEZOVWTE. TAWSIAM PA TV FA T A2 8— 1—F—HA K, O TF)L—7 %L
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AWS Heath A Y2 R—RTOTHIU MR NORTR

THAIVRNCH AT A2 TBE, K=Y FSARENEARY NOBBOBRESHRB LA TE
£7.

AWS Health &Y > 17 R— RTTFHIV AR N ERTTBICE

1. AWS Health & ¥ & 17R— R % https://health.aws.amazon.com/health/home TBIE £,
2. FTESF—2aAURALAVO[THINORE T, ROFTSa> 72 BIRTEERT,

a. [RERORBESEDHEE] —BERVEANRINERTUEARNERRLET,

b. [FEETATVARZEE] —H—EARPVY-ALLKEITIAEMENHS, SBFESNTL
BPANRYNERRLET,

c. [TRMOBHN—TAHIVNIKEIZURMEOHD, BE7 HEDTOMOBRACEST
RFOARNZINTRRILET,

d [AXHAOJT]—BEOBHBEOIXNTODARY NZERRLET,

REFERDEE L FILOEE

[RBAOEELRENOREZE] 27T, BE7 BEICETROTHVNIEEITHUREMEOHD T
NTODARY N 2BFETEERT,

Y AR—RTARYRNZEBERIDE, FH]RAVICARPNEEZEEZZTDRIY—-ADUADL
DEWIRTENET, FHAICOVWTE, "TAXV DM 22ZRLTEE W,

RRENIZARY NG, 2T Z@HT. J4INRVARDYS ATV EEBRLTTANEZIVYT
TEXRY, LA, TRATFEVTA—=V—=2, V=232, ARYMTEZ, REREHKZ
AWS OH —EABETHRREZBRIACZENTERT,

Yy 1R— RIZRRENDBENARY REFTEL, TRNTOARY NERRTBICH, [AA
> ROY] 27 EBRUET,

® Note
BIRFEATIE., AWSHeath XY 1 R—RICRRENDAARNOBHNZHIRTDEWEGFT
EFEXHA, FIRVNE AWNS O —ER BRTDE, AV AR—REI—HDSBEHNHI
BREenEd,
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Example: Amazon Elastic Compute Cloud (Amazon EC2) OiERARBEA X
LTFOEEE. AmazonEC2 4 VARV ANDBB IS —EHRRABEOANRMZERLTVET,
YOU r a CCO u nt h ea I.th Configure EventBridge

Stay informed of important events affecting your AWS resources. Get notifications for events that might affect
your services and resources.

Go to EventBridge [4

Open and recent issues (16) Scheduled changes (0) Notifications (3) Event log

Open and recent issues (16) Operational issue - EC2 (Ohio) Back to list view (]

View events that might affect your AWS

infrastructure. 35 issues were resolved in the Details Affected resources
past 24 hours.
Q
Event data

‘ Service: Elastic Compute Cloud X

. Service Start time
Clear filter
EC2 February 20, 2022 at 11:16:24 PM UTC-8

Status End time
Open -
Event summary
Region / Availability Zone Category
Operational issue - EC2 (Ohio) 1 |
Last update: February 20, 2022 at 11:16:34 PM us-east- Ssue
uTCc-8
us-gast-2 e
Account specific Affected resources
Operational issue - EC2 (Ohio) No 1
Last update: February 17, 2022 at 11:56:09 PM
uTc-8
us-east-2 Description

Operational issue - EC2 (N. Virginia)

tzf;;ﬁf‘fte; February 16, 2022 t 1:36:29 AM UTC-SH [04:35 AM PST] We are investigating increased EC2 launch failures and networking connectivity
issues for some instances in a single Availability Zone (USE1-AZ4) in the US-EAST-1 Region. Other
Availability Zones within the US-EAST-1 Region are not affected by this issue.

FEENLEEE

[FEENLEZEEIZTZFEALT, PHAVNIHEIDAEMOHEDSEOARY NIDOVWTHS
CENTERT, ChESDARY KNI, Y—ERADEBXDTFT VAT ITAET 4%, @RI
BEEFHENEZ A THAVINARY R BENFEENET, COLETITAETAZFELR I
T2, FEENEEEZARNAL A —IIRVYEVITERD AL A —E1I—HFAEEhTVE
o 7ANR—HRBAETT, ftEENEZATHATINARNOFRZOVTE, "TOFEE
NETFATHAOI AR N AWS Healthy ZZBL TS EZ WV,

FEENEEE 14
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T DD IEA

[BH] 27T, THOVNCHBZREITTRMEOHS, BE7 BEOZTOMOBHPETHO A
RYNE2INTHETEXRT, chillE, REAEOO—T—>32, FREH., EFI1VT 1 DM
MBEDARY NI BENDBEENHYVET,

AR NOY

AR NOTRTRZEALT, IXTOHO AWS Health IR N ERRLUET,. OFF—7I)LICEEM
DHNBY), [AT—RAE[BHBREBET7AIILEVITTEXRT,

[ARNOTIT—TILTARYNZBRTDE, [FHIRAVICARVNEREBEZFRVY—RA
DIANDERF RENTT, FMAICOVTRR, "TAXTVNOFM) 25RLTSEE L,

RELEREBVACICE, ROTAINE—FT a2 ZEATELRT,

« TRASEUT A=Y= (AZ)
- TR

« ARVHN

« /X2~ ARN

« AR NAFTIY
- RREFAR

e =232

« 1JY—A ID/ARN
- H—EX

- FRIRRERS

« AT—RA

Example: 1 X> ~OJ

ROBEGE, RKERE (N—2ZT748) SRCKREREB (ANAA) V-3 0BKIEDA R N
RULTVWET,
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Q IAM-user ¥ Global Support ¥
-~
Last refreshed less than 1 minago| C
Event log
Q 1
Region: US East N. Virginia (us-east-1), US East Ohio (us-east-2) X | | Clear filter
Event Region / R Last update Affected
Event v Status Start time v R
category ¥ Zone Info time v resources
Lambda operational QOctober 9, 2020 at October 9, 2020 at
) Closed Issue us-east-1 -
issue 2:03:48 AM UTC-7 3:11:09 AM UTC-7
EC2 operational October 9, 2020 at October 9, 2020 at
. Closed Issue us-east-1 11:54:16 AM -
issue 1:48:51 AM UTC-7
uTC-7
SNS operational September 30, September 30,
issue peratior Closed Issue us-east-1 2020 at 8:28:18 2020 at 11:42:54 -
AM UTC-7 AM UTC-7
. September 16, September 16,
EC2 t 1
iss eopera fona Closed Issue us-east-1 2020 at 7:30:41 2020 at 7:45:03 -
==t AM UTC-7 AM UTC-7
Storagegatewa September 13, September 13,
I v
J, 9 ) v Closed Issue us-east-1 2020 at 12:46:47 2020 at 6:32:24 -
operational issue
PM UTC-7 PM UTC-7
Deepracer August 31, 2020 at August 31, 2020 at
. . Closed Issue us-gast-1 -
operational issue 6:32:39 PM UTC-7 9:10:12 PM UTC-7

AR NDOFFEM

ARVKRZEBRTBDE, TOARVYNIETE 2 DORTHFRRENET, [FHHl]Z 7 EUTOER

ZRRLET,

« H—EX

« AT—2A

s V=23V FRAZEVTA—=U—=2

s ARVRNITHODRNEEOEDAESH

- BRKECKRTES

+ Category

s HEBEZTDIU—ADEK

s ARVNIETZIHALEFTBHROZALT A
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FEEZTRVY—RAZTICE, ARVRNIL>TEEEZ TS AWS VY —RICET2ROERN
RRENFTT,

« JY—AID (#il: vol-alb2c34f 7 £ D Amazon EBS /R1) 1 — /A ID) £7zl& Amazon UV —A
— L (ARN) (B2 FZEE Liﬁi—"’lﬂ'é%’%)o

c FTEENIEZATHAONARENDBE, COFBERITZVY-AVANIGE, VY—-ADEK
HMDAT—ZA (REHR, TH, BRELR) EEENET, COVANIEE 24 BEIC 1 IEHE
hEITHN, BEOARAT—FAZRMRIZDETICERART2E-BL LD BEENHBYVET,

JY—ARTRENDEREZERVABENTEELRT, VY—AID £izl& ARN TRRZRY AT
CENTEERT,

Example® : AWS Health event AWS Lambda

RDADY)—>>3 v NE, Lambda ICRHTRDAARRNDFIZERLTVWET,

Event log Lambda operational issue Back to list view [5]

Q

Details Affected resources

Region: US East N. Virginia (us-east-1), US East X
Ohio (us-east-2)

Clear filter Event data

1

Event Start time

Lambda operational issue October 9, 2020 at 2:03:48 AM UTC-7
Event summary

Status End time
Lambda operational issue Closed October 9, 2020 at 3:11:08 AM UTC-7
Last update: October 9, 2020 at 3:11:09 AM UTC-7
us-east-1

- - Region / Availability Zone Affected resources

EC2 operational issue
Last update: October 9, 2020 at 11:54:16 AM UTC-7 us-east-1 -
us-east-1
SNS operational issue Category
Last update: September 30, 2020 at 11:42:54 AM UTC-7
us-east-1 Issue
EC2 operational issue Description
Last update: September 16, 2020 at 7:45:03 AM UTC-7
us-east-1

. . [RESOLVED] Increased Invoke Error Rate
Storagegateway operational issue

Last update: September 13, 2020 at 6:32:24 PM UTC-7
us-east-1 [02:03 AM PDT] We have identified an increase in invoke error rates in the US-

Deepracer operational issue EAST-1 Region and are working towards resolution.

Last update: August 31, 2020 at 9:10:12 PM UTC-7

us-east-1 [03:11 AM PDT] Between October 8 10:35 PM and October 9 2:25 AM PDT we
Sagemaker operational issue experienced increased Lambda invoke error rates in the US-EAST-1 Region. The
Last upd‘late: August 31, 2020 at 9:04:39 PM UTC-7 issue has been resolved and the service is operating normally.

us-east-

Batrh nngratinngl jccig
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ARYRNEZRAT

AWS Health f1 X NZIE 2 2O RATHBHY)ET,

c WTVYDARKNEGE, FTHOOREBETRBEWH—ERAAARRNTT, HlZIE. T Amazon
EC2 ICRAEN®HDBEAWS V-3, FEO—23>TH—EARXUY—AZFEHALTY
BVWEETE, ARNIETS1E53H, AWS Health Z12HH L £,

« PTHOORNEEDARKNE, PHOORNEEREZBROTHIONCEAETY, HEZE,
AWS U—23 > T2 ® AmazonEC2 A VAR AICBEN H D 5E. EAXRNIETS
BREFERZZ (TS AmazonEC2 A VAR AD ) A N AWS Health 22 L £ 9,

ROAT2AVEEALT, ARYRNINT VY ORTHAHO NEBH EBBITEET,

« AWS Health # Y 1 R—RT, /IRVNOEEEZTDZVY—ARTEBRLET., VY—AN
HBDARKNE, FHIOURNCEAETT, VDIY—ADBWVWARNENT VY OTHY, THDOY
RNEBEDODEDTRE®HYEBA, FHICOVTIEE., TAWSHealth ZvY 2 1R— ROBEKSEEL 25
BLTLSEEL,

« AWS Health API ZffH L T eventScopeCode/N\TX—Z&ZRLET, 1R NICE
PUBLIC, ACCOUNT_SPECIFIC, £/ |X NONE DEZIEETEE T, FMICODVWTIE., AWS
Health APl ') 7 7 L > A® DescribeEventDetails AL —> 3> #5BL TL<EFE L,

HLoA—E1—

ALVA—E1—R, ATV1—-)ENLEEERXRTTARY NEBADOAL X — AWS Health (C
RETEXRT, COEI—TR, BEILANETESRIFOFECNTVIEEZHFITER
ERD

AWS Health 1 X NF AFBICRRENET, BFZEIRTSDE, AWS Health 1 R NOFMZ
EUHA RNZRINRRENETS, [SEREET NI FTLE[ETF)ODARNEIELKRREIE
T [ERTULE]AIRNEIIRBTERRENET, 1 DOEBFNICI DUREDAARY N HBHEE. B
ETL—DARYNOBETHFRTIENET, BFZERTD &, Y4 R/NAXRILIC AWS Health 41X
DRODVARNRRENET, YA RNRILTARNERBIRTDE, TOANRNCETDEHRE
RRTEET, YA RNZRILICEUBIOE I —ICBHITHLEOONKFUARNBYET,

ARYNEAT 18
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Scheduled changes Table

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled
maintenance activities.

Q, Add filter Any event v
< February 2024 >
Sunday Monday Tuesday Wednesday Thursday Friday
28 29 30 31 1 2
2 Upcoming 2 Upcoming

1 Completed

B

30 January 2024 & X

Scheduled events starting on 30 January 2024 (Showing 3 of 3) View all on the table view

EKS planned lifecycle event (us-west-2)

Ewent status: Upcoming

EKS planned lifecycle event (us-east-1)
Event status: Upcoming

EKS planned lifecycle event (eu-west-1)
Event status: Completed

HEEZHBHVY—-AE1—

AWS Health 1 X NF, FEBEZZI2EREVY—AZEBETIHEENHGVET., FEEZTS

)Y —2RlE., AWSHealth 1R ~D [HEEZTDVY—R]|ZTILRRENET, AT—RA%E
RTATBHICE. AWSHealth IR NEZERLET, AT—FARTA RNRIILD[FEZZITD )
V—RZRTICRRENET, sTEENLEZZA 7L OILNARY NDOFEE, AWS Health 1 X2 M&
EEEZTD VYV —ADAT—RAZBHEHLET,

THIVKRLRILO AWS Health A XV N T, HBEZTRVY—AZTOLEIC. REBEZITS
VI—ADAT—RAOBENRRENETT, KEZZTD2VY-AO—EN, IBIDIAT—FA
EEBIIT—TILNCRRENET, TEZA THAIILARYNE, [VY—ARRAT—RR] 71—
REGEATEDANRRNEZATO—PITT, FTEENLETATHAIINARY NOFRIIOVTE, ©
STEENEZATHA7ILARY N AWS HealthZZ B L TS EZ W,

HABEI—ICTOEATHE, AWSHealth AR KNI, EENRTVWRIXRNTOTHIY NOEE
ZZTBDIXNTOVY—ADARAT—RAOBEN RTRENET, BEORICE, FEEZTDTHY
ROVARNE, TOTHINORBFOVY —AOBHFRRENET, THU M ESELEER
BhO)Y—AOHZEBIRTDE, THORELI—OBMEN RRENET, PTHONE1I—0O#H
Bl HEEZIDZTHAINOBEB)ANIREDEOONKFUARNBYET, FEEZT
BPVY—AARAT—ZAOBER., 2EINRILOLIBICKRTENETT,

FEEeZFBdVY—-AE1— 19
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FEEZIZIVY—ADOV AN, [HEEZTHVY—A]RTTCSV EkF JSONFERTHE I
O—RTEFRT, HABE1I—TRE., XV O—REhET7AILICE. VARENRTVWERTHDY
RADIXNTOVY—ANEENET, HBEI—TT7HIRARILICBEL, FU>O0—-RLE
T7ANCEDOTHI ROV —ADKEEDET, FVVO—RLET7AMIAOEEZZ (TS
FBVY—RICIE, AWS F7HI> KN ID, eventARN, T 71 71 A&, entityARN, AT7—X A, 1
V—ADBKREFRANrEENET, 71INER—DFTO0T147B3854, FOO—RENETT7AIL
W7 ARV TEhERROKENEENET,

—BICAOVO—RTERT77AINE 1 2ETTY, 774LBEBNICTSVHFOFT72ILND
AO2O0-R7ANFICEDO—-REN, | AIRVYREARNILAWS U—=232, AR NRIR
B, ¥02O0-RACEIKTVEY RT7AILENFFHShET,

Open and recent issues (0) Scheduled changes (1) Other notifications (0) Event log

Scheduled changes (1) m Calendar |

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities. View scheduled changes that occurred
more than 7 days ago.

Q, Add filter 1
Event o Status Region / Zone Info Start time o End time ¥ Affected resources o
Lambda planned lifecycle event @ X
B 4 Pending 100%

4 My req ey
Affected resources - :J 0%
Resaurea data is ty I W|o 0%

ur No

Affected resources (4) Download ¥

Q, Add filter 1
Resource 1D f ARN - Resource status Last update time
arn:aws:lambda-us-east-1:9595866086 1 1:function:SpringClean-XUG3HHSR-AutoUpdateLambda-atNXDvDLUUEP [4 @ Pending I menths ago
arn:aws:lambda:us-east-1:959586608611:function:SpringClean-XUG3HHSR-FeatureCheckerFunction-cwZke PWULAGY [F (@ Pending 3 months ago

AL —VFRE

AR NE, O—HINEZA LY —>20 AWS Health Dashboard £7=l& UTC THRRTEET, AWS
Health #Y 2 17 R—RORA LYV —2BZETRE, FVVIAR—ROINTORALARTE
INTVYDARKNGE, BELEZRALY—VICEHFENET,

BAL—VREZEHTDICE

1. AWS Health & ¥ = 17R— R % https://health.aws.amazon.com/health/home TBIE £,
2. R—=DOTET, [VYF—OEREKE] ZBIRLET,
3. BEIVYF—ICR [T ZEBRLULET., R [BEXBREORE] ZEBRLET,

BALY—2VERE 20
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4. AWSHealth &Y 2 1R—ROFET—2IURADT, BALV—VBREZBRLET,

5. AWSHealth# Y2 1R—REYSIVORALY—2VEBRLET. R, BEEORFZER
LET,

HBOANIIL A

AWS Health & &#%& AWS Organizations € TW2 o, HBO—BTHI2IXTOTAHIV N
DARYRNERRTEERT, chicklY, HBICKRTEND AR NO—mbehiE1—FfREH
NET, ChSDARVRNEFERALT, VY—RAR, ¥—ER, BROT7VT—>320EEZER
TE&ZEXT,

FHICOWTE, "T7HDVYNEO AWS Health 1R hOEWN) 2Z2RBLTSEEV,

Enable organizational view
Key benefits
== f'° - % _
Organization-wide visibility APl access Chat integration
Aggregate your Health events from all member AWS accounts in your AWS If you have a Business or Enterprise Support plan, you can integrate with the  Using the AWS Health API, you can ingest events into your Amazon Chime or
organization. This provides a centralized view for all events, such as AWS Health API to programmatically use organizational view and look up Slack channel to get notified when an event occurs. Filter events to get the
operational issues, scheduled maintenance, and account notifications. details for events that occur in your organization. Learn more ones that matter most to your organization. Learn more
Get started
1. Set up AWS Organizations 2. Enable organizational view for AWS Health
You must have an AWS organization with all features enabled. After you set up AWS Organizations and sign in to the management account, you can enable AWS Health to
@ success aggregate all events. These events appear in the Personal Health Dashboard.
En. nizational vi View d tati
Manage AWS Organizations [£ | | View documentation ailaovapntzationatiview 1w documentation

AWS Health {1 X RNDOT o —H

AWS Health Y 2 2 R—ROAVY—=I)FETF—23a o N—ICk, PT7—MXZ1—FEOXRILT
AN BYVET, COMER, FHATIVOR Y 1R—RICRTENBRED AWS Health 1 X
RO ERTLULET, COXRILT A, Amazon EC2, Amazon Relational Database Service
(Amazon RDS), AWS Identity and Access Management (IAM), X ENDEHO AWS 1>V —JLIC
FKRENET AWS Trusted Advisor,

RINTAAERBIRLT, FTHIO RN BREDAR MDY OSHEZS T TVWAHI I ZERELET, 0O
%, AR N%iEIRL T AWS Health Dashboard ICBE L., FHEERTEET,
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Example: RFERD A4 X K

UTOE®GE, THINORBROARY NEBHIANRY M ZERLTVERT,

Open issues

Scheduled changes

Other notifications

servic

Event log

Amazon EventBridge ZiXE T

EventBridge Z#A L T, AWS Health 1 X KRDZEEZREL THIELET, THU NTRET
DRED AWS Health A RV REZEZRUZTL, ARV MNHFEEE iz & &(C AWS Health 2B
BN, PUOIAVERITIBDEIICIL—INZERETEET,

T EventBridge Z{£/H 3% AWS Health

1.  AWS Health & ¥ 2 1 7R— R % https://health.aws.amazon.com/health/home THHE £ 9,
2. EventBridge AV —J)LICBEL TIL—ILZERTRICE. ATOVThLOBREZTVLET,
s TFES—23URA20[Health 1 7 L —= 32 ]1h 5[Amazon EventBridge] Zi#IR L &
9,
+  [EventBridge ME&E]T. [EventBridge I EZBIRL £,

3. ZOFIEICHST, L—ILZERKLARNEZERLET, "Amazon EventBridge AWS
Health Z R LE TOAXRINDEZRI T, BSRLUTLSEE L,

T AWS Health BAlZE#E 9% AWS User Notifications

AWS O Y Zx—2 RiB4 AWS User Notifications 2 T2 &, BLVOP H—ERICEETDIARY
NCEETRBHEZZEAWS THIVN BRUVEEBTEEXRT, CTCAWSYXR—DU RBHZFEATS
& AWS User Notifications, Z{£9 % AWS Health 1 R ATV EEL Y., E X—=)L 0B
Ei1—%8&ELEY, EHOELE X=)ILORDY ICHKEEBHNEMEBELEVYTEEXT,
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LTOEMF ¥ XILZZEIRL T, AWS Health 1 R & Z{ETE F 9 AWS User Notifications,
« EX—=)L

* Chat

« N7 Y 1@ AWS Console Mobile Application

ChS DBHFERE AWS Health YV —LEEFMTREH TR AN, BEPEEZNEBREICEA
TOMRN I EEZRELET,

® Note

FEEZTA)Y—AIDs, BREOAT—RA(F—72FEEov0—-X), VY—RAT—
RABE, AWS Health 1 R NOFMZEIEFEWICTARLTBICE. XOLWTnHhD AWS
Health Y — )l Z RT3 & Z2HBMOLET,

« AWS Health API
« Amazon EventBridge ® aws.health ¥ — A
« Health Dashboard " © €

chsOY =)Lk, D—O0—RICEEZEZZ2TEEOHDETHFOANR NPEE(IZEH
TEIAREFMTIUTINEZALDBERZRELET,

AWS Health f X RO AWS Y Z—2 RBHEIY 7 AU 3 &ERET
P

AWS YXZ— RBHY T A7 3> uR/ETHICE. XROFIEEZETLET,
1. User Notifications T ZBHZ X FTAWS NZI X NIV —),

2. FTET—23URAUT, AWSNZR—Y RBHYTRIVT7Sa>EB8RLET,

3. AWSHealth 1R NEBHIFEATOAVBIICERBTEE T, FMAICOVTEK., " THOAWS YER—
TREBHOT AT NELFEOIEDE HIBR AWS User Notificationsy Z2BL TS E&E L,
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® Note

AWS Health &, ® AWS YZ—2 RBAIZ E X—I)LBEZBITLEL &= AWS User
Notifications, 2025 & 12 B 15 AL, AWS YNX—I RBAINS EX—I)LEZELET,
FHMCOVTR, To OAWS "YRXR—J RBHAANORBITTHANZEEEhIZAL 23R T
<EZVWAWS AWS I—H—BHICEITZ < HRIEBD XZX— REA,

AWS AWS 1 —H'—BHICE TR I<HDERBO YR—2 RBAH
AWS Y Z—3 RBANOBTTANEDY ELEA?

TF7AILRNTR, NZ— RBAICEATD EX—IILE. BFEOTHI NOEEKE (JL—K, AR
L—>3>, @8R, EF21UFTAEX=)ITRLRA)ICEEENET, AWSYZX—I RBANSF
§9% E X—J)LI&. healtheaws.com DbV IZ A SHEFEE hino-reply-aws@amazon.com, E
X=ILOERNEEENET, EEBIDICEKDEX=LDOIL—FTAVIREX=IOAVTOVYD
AILAEYTIRE, AWS Health BHID E X—)LIL—)LZNFICHREL 2HERE., HLVE X—
IERCEDETCORELZEHIILEN BYET, 7Y 1BHCLZEBILAVEREEE.
NZ—2 RBAOAKD V) IZ Amazon EventBridge Z 1 U TEFE E 1l AWS Health 4 X2 N ZFHE 9
DlabBMHLET,

EX—LOENREEDRSICHEL, COREZRMICIZOTIN?

AWS Y Xx— RBAIFE. BL AWS Organizations fABROEBRO T HO > NMCEEEEX % AWS
Health 1 X2 hZ 1 DOKHBAICENLF T, Kt n-ERBGE. EBT7 AV NOBEHEY

B—TRRTEET, VR—I RBEHAR, ENEChLEBHNZEETHI U MNOEHEICE X—IT
EELERT,. EEITDEX—IINZFBSTLEHIC. AWS EEBEXNREAIE, 7HV NOEKENE
B7HIOREXN=THIONETHBEETIND EEIC1 DOBHANZEELET,

ENEBMCTBICE,. EETHT ME AWS User Notifications H—E ABOEREE NhET oA
AWS Organizations ZFREL THETZ2HLENHYET,

HMICOVWTIEE, TAWS TOYZ— REHDEL AWS User Notificationsy Z2ZBL TS &
(A

AWS Y ZR— REBHID SENET - E X—)LZZ{E TS AWS User Notifications (C &, T AWS
Organizations EEENET VL AZEBMICTEIHLEN HYVEITH?

&L\ AWS User Notifications 'S5 DE5EE /=7 U 2 A AWS Organizations ¥ R ETT,
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AWS Health & AWS Organizations ZFEAL T TEEENLET IV LAZEMICTHZEDEV KM
T A AWS User Notifications?

ABOEHEEEETIZAEEEEERIE. Y—ERICK>TEYHTSh, BEICHLEEAET I
AFAICHTEIH—RL—=ILELTHEBELET, OEEETNET VA AWS Health ([C &k V) Health
Dashboard, . AWS Health APls, Amazon EventBridge Z 4" L TX{E& 11D AWS Health 1 X2/
N, BRT OBHREDHEBE 1 —H"AEEIC % V) £T User Notificationse DEEE N iZTI7EA
AWS User Notifications IZ& V), AWS YNX—2 RBHIANBHIZENTEEXT, BEHS LTI
AREEEIhBVES, ZEEEBEORERF T —EARAZCICERICEMTEIHRENf HYVET,

BEDI—AT—ATTL—2TFARNDEX—LZREFETDIHEGHY EITH?

WOWA, BITARETTRDE, REDTL—>2FTF AN AWS Health E X—JLIFERICHEY ET, E
X=)LIL—ILEZFERLTEERETERLED—IU 70— 2RTTHEEEF. KDV IZ Amazon EventBridge
ENLUTEEENE AWS Health IR N E2FHET R L 2HEHLET,

AWS YZx— REBEAAFTOVIEF, AWSHealth AF—IOEOHATFIAVICHBLTVWETH?

ANAFARL =232, EF1UT 4, SLTBERBARE, Th¥ThARL—>3>2, £F2 D
T4, BFREBFEBRRILYFTZFD AWS Health 7THIOY NBRIEAT D 1 —)LENEEBICHIBLE
T, BRORINYFRT&HFD AWS Health 1 XV hE, EF1VTABRVBRATIVZENLT
EEEChET, THYVNEEOBEICKE., CEEOBMEATIVDOAILAAARY MNIEERET
AWS 7Hh > ko

NTVYOH—ERARY ME, AWSYZR—D RBAITRAATEZEA,
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AWS Health & v 3 17R—R

AWS Health Dashboard — Service Health ZERA L T, IXTOAIARAZRI-TEETT AWS O —
ERe COR—=DIZE, AWS D=2 32 IChd—ERIIODVWTHREEN LT —ERAIRY Y
RTRENET, AWSHealthH Y2 1 R— R -HF—EADALAR=DIZTIEATSICE AWS 7
AoV, A4 01N, ZFOTVWBRRERHYYEEA,

® Tip
COIVITHANIE, CEAETEBEVWNTUY ISR NOZNRRENET AWS 75
D Ne PTHOURNNFITTICHDBEWE., Y4242 LT AWS Health Dashboard % &R R~
L. PHOUREY—EBERAICEEZEZZTHREOHDIARMIOVTEICIEBEL THL
CEEBBOLET, FMICOVWTEE, TAWSHealthA Y 1R— ROBEBEE, 258
LTLEEL,

AWS Health &Y > 17R— REZRTRTBICIF - F—EADIREE

1. hitps://health.aws.amazon.com/health/status R—Z ICBEBL £ T,

® Note

AWS THIY MR=DICBRICH A2 A4 LTVWBHERF. AWS Health &Y 2 17R— R
—THIVRODANAR=DIZVEAL I RNENET,

2. [Y—EAANILA] T [REFBROBBEREDEE] 2RBRIDE, FRIEHREETNELARY MARTR
TNET AIRVKNIEITIUTOBEREZRDZEANTEXRT,

c AIRVRNBEEEEZZTH M, FIXIE. [ERLOBRE — Amazon Elastic Compute Cloud
(IN—=2 ZF746ER)]

- H—ERH

s HEFRLFETHREDARNDEEE

s AIRVKNDERHEFDODRALTA Y

s COARVRNDEZEZITAWS DH—ERXA TVWS OUAKN
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® Note

AR NEOA—ANERA LY =2 FFE UTC TRRTEERT, FMICOVTR, &2
ALV—DRE ZZRLTLEEL,

3. [W—ERBE] ZERTDL. [F—ERABE]| T—7IHFRTRENET., COXRLE, BE12H
ABOINTDO AWS OH—ER FlfiZ RLTVWERT,

® Tip
[H—EX]. [AWS U—232], BITT714INRIITTEET,

4. EFHFOY—ERSRYNOBICHZAT—RATAIY
(®
EERTDE, TOARYNCHETIFEEEN RTEIET,

5. (A723V)hZzZBBARMDUARNELTRRTBICE, AIRXRVYRNOUARNREZY ZER
LET, AIRVRIDARYNEZBRTDE, TOREDAARY MBI 2FHMITHRIARY 7
TY 734 RNRILCRTRENET,

Service history List of services | List of events
The following table is a running log of AWS service interruptions for the past 12 months. Choose a status icon to see
status updates for that service. All dates and times are reported in Pacific Standard Time (PST). To update your time
zone, see Time zone settings.

Q Add filter ’

2023 F 9 AUBBONT VY VAR NEBIRTDE, TSTOHFDOURLICED/NT DY
2 AWS Health F R RAD U IONADENET, COUIEBIRLEE, TOA
RORNRYTTYTTARRNDIVARNEI—ICBHLET,

6. (F723V)O—ALNRALY—2EUTC ZHWBATARVYNERDZEETERT,, il
C2WTR, "ZALY—VEE) Z2RBLTLSEZL,
7. (X723 FAIUREZEHEOBER. [THIOY MOREZHES] Z2BRLTH1120L

TLEEVN, Y4242 TFDE, THOURNIBEBBOARNERRTEET, SFHHICOVT
&, TAWS Health Y < 1R—ROBBAEE] 2SRBLTLSEEL,
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® Note
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WET, LENP2T, RSSTA1—REZAILAEVILTE, BETHZINTOT—
ANRBEABVBEENBDYVET ANAARYNF—RZT7OTFALATEYIATIC
l&. Amazon EventBridge LA T2 L2 HEHLFET, FMIC OV T, TAmazon
EventBridge AWS Health ZR L& TOARKNDEZRV T #SBLTILKEE
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DFTBEENZZAT7H A4 X2~ AWS Health

DFHEENLZTFATHATILARY NMZDOVWTEHBAL £9 AWS Health,

NeEY

s FTENZA7HATINARBER?

c HEZAT7HANARNOBHZZTER 2125, AZFHINETIA?
DVIVAHMBOLOOEESHEETI

c HEENEZATHAONARIANDT IR

RTBENZ A 7 AIINARNER?

AWS Health &, 777U —2 3> OaAMICHEEZE5EASMREEOH I EELEELZGFELET,
BEFEAWS HEEFI TR, AWSE, VDY—REHR—KNITZEBELD/N—RIITEAVTS
ARNSOF VY ERBHD ORLEICROEOBOT VAV ERFTLET, EEL, —HBOZETRK, 77
Dy—2a 2 A0 B IT5EHIC, BEROISRHABNAMBEICEKYET, AWS Health [FXD
LOBEELBLEEZSAMICEHNLET,

« F=TVV=AVIRIITOHR—KNET - —EO FA—T>V—AN—=23 20V TR
7 AWS DY —ER ZXR{TLES, A—7VV—ROAZ2ZF4HFVTRNDITFTN=>23>0H
R—RERTITDE, F. PYTITL—RXRTIIVT—2a3a A0OEEZRBITDILEHDOT Y
JAVERTIIMEN HDHEE AWS ICBHLET,

« Amazon RDS for MySQL T N—2 3 QY R—KNET
« Amazon EKS Kubernetes N\—2 3 > OHR—KET

c PUODAVEMNELITRDURMOHD AWSHIEUY —AICEETIEE,
« Amazon RDS FRALBAHAENEMHRE T .

(® Note

COEEC-—HIZDINTOBAG., FTEENLEZZA4T7H A4 X2 N AWS Health
ELT ZBLUTHREETNET,

« BNV Y—AON—2H T EXRTF—ROHE: AWS Health 1 R hDFGHBE 2B L TEA
ZRIMLLEBRILS, FEEZZTDVY AR, BEDIVTATAAT—RAZEO>HEER

FTENZA7HAOINARYNER? 29



https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/MySQL.Concepts.VersionMgmt.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-versions.html#kubernetes-release-calendar
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL-certificate-rotation.html

AWS Health I—Y¥—H4a4 K

FAI>FT145714ELTAWS Health 1 XY NCBEENNTSNET, HEEZZHFDUY—RAE., &%
LIBHEEICFEARN EXTEEECINET, FEZZ TRV Y —ANBRICIDELEHLELTS
BEe, TOVY—AE "REBHP, AT —FAT—ERRENET, PEEZFTDIVY—-RAICHELR
MHHFRITENLDS, VY—ANHIRENEBES, AT—XAR "THREA ICEHFEhET,

(® Note

c DY—AREOEFIERBPA DEHHNICRITEh, FNICFAR72EEEND LN
HV)ERT,

s BIMABEHNIEBEEAZVHNATIE., VY —AICIE., TPENDING, F£iE&E
TRESOLVED; AT—ZAD Y —ARFHBL, AT—RAGE ) HTshEEA,

e VY—RAAT—RAOEFHIE., AWS GovCloud (US) BRTHFE— 3> TlEHR—
REhTLVEREA,

FTRZAT7HAONARNOBAZZTE 25, AZFHTAN
ETIN?

STEENLETA 7 A4 UI)L4 K2 M AWS Health O#ERIGF . F—ALNSEOTA THAVIILEEILD
WTED, PO VORTZEHFRTBDOICKRILEET,

BATATA): FEEhTVWREE

AR N&A 71— R: AWS_{SERVICE} _PLANNED_LIFECYCLE_EVENT

AR NEBER: A X2 MNRBEREE, VYA EEOFEZZTA2REEVANTY,

ARNETEA: AR TEZDE, IXTOAWS VDY —ATEENM R TLEARNTT, KT
REESTLEEEETNZ DI TRBEVCEISEELTKEZY, ARREZEERELTRS L
NEETT,

@ Note
HEE, FEEZFDZVY AN EETD MBI EICTIIL—TIEHRD, FTHEENLESAT
BAOILARIRZEWIZLTIDDARNARN Z2Z2 TRA 2 FHTEET, L,
BCZBOFEEZITDAWS THIVN FEREVY AN HBHE, O ARNs 23 (7
AN HY) ET,

FEZATHAINARNOBHEZZ TS5, AZ2FHINETTA? 30



AWS Health I—Y¥—H4 kK

FBEENLEZATHAVNARY NeRBBICARIL FTBENLEZT A T7HAVILARY NE, WTRER
RV, X+ —N—232/BETE 180 B, NAF—N—232/BEETEIOBEVWSHRNMI—R
BALERTDRDICHIAETNTVET,

W)Y —ADN—" A I EXEZTF—20UNE: BREZZ TE > EEBERAN S AWS Health 1 X2 N
NDEHBBEET, FEEZIDZVY ARG, BEOD IV TATAAT—RAEEOFEEZTHITY
TA4T4ELTAWS Health 1 R NZEENITShET, FEE2Z TRV Y—RR, ZHTIEHEE
LI ARNFERTEEENET, FEZZ T2V Y—ANBERICLDNEELELETIHE, TOU
V—AR "REH ) AT—RAT—ERREIhETT, FEZZHH VY —AIHLELEREHFRITEHh
e, DY—ANHIBRE MBS, AT—2AWRF THRER, ICEHFEIhET,

@ Note

+ AWS Health BAIE. AWS GovCloud (US) B LU HED— 3> &RE, AREARBEE
BRENICAT—RAOEHREZRHELET,

s DY—ZAREOEMEFRHA DOEMNICETE A, FNCERRT2KEHEND END
WERY,

Open and recent issues Scheduled changes Other notifications Event log

Scheduled changes Calendar

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities.

Q Add filter 1
Event v Status Region / Zone Info Start time v Endtime Vv Affected resources Vv

o EKS planned lifecycle event Upcoming us-west-2 January 30, 2024 at 6:00:00 PM UTC-8 9 pending

(@] DMS planned lifecycle event Upcoming us-east-1 January 29, 2024 at 6:00:00 PM UTC-8 1 pending

O DMS planned lifecycle event Upcoming eu-west-1 January 29, 2024 at 6:00:00 PM UTC-8 10 pending

@] EKS planned lifecycle event Completed eu-west-1 January 30, 2024 at 6:00:00 PM UTC-8
EKS planned lifecycle event & X
Resource data is typically refreshed every [l O Resolved 0%
24 hours. No actions required

Affected resources in account 745485236264 (5)

Q, Add filter 1
Resource ID / ARN v Resource status Last update time
arn:aws:eks:us-west-2:745485236264:cluster/prod-ops-cluster @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/nonprod-dev5 @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/n-preprd-eks @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/argoworkflows-refactor51 @ Pending 15 days ago
arn:aws:eks:us-west-1:745485236264:cluster/prod-refactor @ Pending 15 days ago
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FEENRTVRARY NOARNIBEZHE

1. ZET2E8. Y—EARARYNORKBBIURIZVDOTE, SFKROVY—ARICLEOZEEZ
RETDENHYET,

2. WA R—RMNETHKEKYBIICITNTONY —A%ZBRTDE, AWS Health IR NEAT—RA (I
ZhHv)EFClosed,

3. ZERAUBBICAKEBROD )Y —ANBRENZVIEES, AWS Health F1 R N AR NORKE
HELEFRERTELS4EBM (WITIHAEVS)BEVEERICAYET, COBEIrRBITD L,
AWS Health 41 X2 NI HIBRE NET,

LOVIVAEFEOLOOEETEETI

EF1VFAEAVTSAT AR, AWS EEEFDORBTHEENDEETT, EATERH—EAIC
2T, CORBEFINGEZENERLOBHEZEBRIDINDICKRIEERT, cnld, AWS HR
ARARL—=FT A VI ATLAERBILLAVY—HAS, H—ERANBETIHEBROVENZEFI
TAFET, AVR—FhEER, BB, #lHIT2-HTT, BEKE. FBHIZEF1U741

IIN=TTF7ATIF=IDFREICMAT, TYARARL—FT A VI ATALA(BH7OQ7 7 L1
FAVFANYFEZED) BLCTOMOBEETZ TS IUT—23 VYT RNIITOEFELEER %S|
ZBEZTET AWS, FHICOVWTR, "TEEEEETIL Z2ZRBLTLEE,

CONTINUOUS TESTING OF CRITICAL INFRASTRUCTURE

CUSTOMER
WORKLOAD ARCHITECTURE
RESPONSIBILITY FOR

RESILIENCE ‘IN’ THE CHANGE MANAGEMENT AND OBSERVABILITY AND FAILURE
CLOUD OPERATIONAL RESILIENCE MANAGEMENT
NETWORKING, QUOTAS, AND CONSTRAINTS
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FTBENLEZATHAIINARMANDTIOEA

FEENLEZATHAVLARY NI, BROTF Y RILEZEALTT IV EABRVCERTERT,

« Amazon EventBridge O£

s AWSHealth &Y 1R—REZFEHTS
« ALVE—EI1—
s HEEZIB )YV —AE1—

+ AWS Health API ZfEFA 9 %

FEENEZATHATILARYRMANDT IR 33


https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-account-views.html#calendar-view
https://docs.aws.amazon.com/health/latest/ug/aws-health-account-views.html#affected-resouces-view
https://docs.aws.amazon.com/health/latest/ug/health-api.html

AWS Health I—Y¥—H4 kK

AWS Health APl Z#EA L = AWS Health i< AT L ED
wae

AWS Health &, RSV AR—RELTHTTPS ZEAL., XvE—202UTIILERELT
JSON 2T % RESTul VI 7 H—ERATY, 77UT—>32 01— RASEHE. AWS Health
APIIZV DT ARZITSCENTEET, CORESTAPI ZEEFERATRIEERF. VIIANDES
EFADTHDI— RZESHBENHVET, AWSHealth ARL =232 ENTX—XOFMIZD
WTIE., AWSHealthAPI V7 7L A%ZRLTSIEEL,

® Note

AWS Health API AWS H7R—KZFEH T3k, A5 AWS Business Support+, AWS
Enterprise Support, F7=(& AWS Unified Operations 772 AR ETT, 5O AWS H
R—KN7Z2000VThhrzRMEL AWS U—232 BV ZE#EALTVSRIEES, FEEC
NsO7Z0VTNAICBITLTVEWVESR, EDRR, IR —TSA4XF 5
7. FERIVE—TZAXYR—RNTZ T AWS Health APl ZFEATEET, chs5D
T5000WThAICEREATVEW AS AWS Health APIAWS 7HDU 2V N 2HUHT
&. SubscriptionRequiredExceptionIZ—HHELFT,

AWS SDKs ZfF L T REST APIAWS Health A—)LZZ5 Y 7 T& &, P7UTr—>3a v @AR
EZEENLTEELET, AWSREABEHRELETSIE., ChSDTATSUNRIAEVIVIANEREZR
BLEXY,

AWS Health [Zl&, AR KREEEZZS(IDTI T ATAERTIBIOBRERERTDEHIC AWS IR
ARV =I)EATED O AWSHeath XY 1 R—REFAZENTVWET, TAWS Health
AY 1 R—ROBEHREE] Z5RBLTLSEEV,

reEY D

- AWS Health API UV T ANDES

« AWS Health API U2 TARDIY RARA > ~DER

« FE:IBX7 BE® AWS Health AR NF—R%Z 7O ATHETS
« F1—KUTF)L: AWS Health API & Java O {5l
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AWS Health API UV T AN DESE

AWS SDKs F 7z l& AWS Command Line Interface (AWS CLI) Z#RA LTIV VI AN ZITS L
AWS, chsDY—J)LEY—IIOFREFICEELETVEAFXF—2FALTEBNICUIIARIC
BEALET, LA, MOBTAMKIY KR4 NFE AWS SDK for Java I ZERAT 354,
JOTANCBEDTERIDHLELEHY)ELEA,

Java J1— R4l

T AWS Health API ZER 32 FED T DOMOAFIZ DWW Tk AWS SDK for Java, 05> 7 )L0—
RESRLTSEZW,

VOTIARNETSHER. \OEHNETIEAIZAWS IL—KNT7HVY NOREREEAL &
WS e ZB<<HBENSOLET AWS Health, IAM I—H—OFEFHRZRDY ICEATEERT, FMIC
DVWTR, IAMIA—H—HA ROAWS "7HI DI —I—H—TIOAF—%20Y03%,
ZZRBLTLKEZL,

AWS SDKs £/ #FEALBZVIEESE AWSCLI, VUOTANEBHD) TEZIZIHENHYET,
AWS BEEZN—23a 4 28FEATHEEZ2BBMOLET, FMAICOVTE. To OAWS TAPI U D
TARNDEL) 2BBLTLKEEVAWS 20U 77 LR,

AWS Health API U O TARNDIY RRA 2 ~DOEFER

AWS Health API I&, YILFV—=23> 0 F ) 5—23a> F7—F%F70F v LRV, FOTA4TIN\NY
STREIC220)=23 VIV RRAVIDBYVEST POTATINYZTDNS 7T AN FA—
N—BEYR—KTBLEHIC, AWSHealth FE—OJO—NILI RRANERHLET, J0O—
NILIVRERALAZRTDNS WY IOTFTYTREFTLT, PUOTATBIVRRANERBTIESR
AWS ) =23z TEER T, CchiZkY, J—RTEATEZI I RRSA DLV, &FE
#H{ZEEE TE X T AWS Health,

TJO—NILIVRRAKNIVIIARNZETSEER, Z—=YRNETBV—2a3 2T RERAUB
AWS ANDT UV ARIMEHRZLEL, V-2 NBEERETDIHLENHYET, ThUHNDE
Gk, BEANFRBTBDENBYET, FMICOVTIE, "TAWSHealthAPI UV TARNDER, %
SHBLTLSEETL,

IPv6-only ) VTARDGEE. JO—NILIVRRARNTDNS LY O T YT E#EGTLITIOTA47
T YL AWS V=232 | ZOU—J32TIPV6 Y R—RNTRDFITILARY VLY RKRA
VREHOHTIEZHEBOLET,
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RDREF, F7FILBDOREZRLTVET,

EAL] Bg)—>3ay

ToT47 us—east—1

Ny>7 us-east-2

JO0-N1N) us—east—1

(® Note

nlk, BE
DT IT47
BRI RARA
Y RADOER
)—2>3><T
9,

Endpoint

health.us-east-1.a
mazonaws.com (IPv4
D)

health.us-east-1.a
pi.aws (IPv4 8 KT
IPv6 % H7R—KN)

health.us-east-2.a
mazonaws.com (IPv4
D )

health.us-east-2.a
pi.aws (IPv4 & KT
IPv6 ZH7R—K)

global.health.amaz
onaws.com

a3l

HTTPS

HTTPS

HTTPS

IVRRAVNETOTATBRIVRRA KD ESHZHMTBICE. JO-NILIY RKRA2 B
CNAME TDNS LY OTFT Y7 Z#RETL., BRENLBAAS AWS V-2 a2 ZHHLE T,

AWS Health API V2 TARND I RARA > NDER
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Example: JO—/NJLIV RRAZNTODNS LY OTF VT

RO RiE, global.health.amazonaws.com T RARA > R TODNS LY OTF v T =2RTLE
o R, COOAN RiFuseast-1 V=3IV RRAVRNERLET, cOBDIE, FHTS
I RARA2 MZRLET AWS Health,

dig global.health.amazonaws.com | grep CNAME
global.health.amazonaws.com. 10 IN CNAME health.us-east-1.amazonaws.com

® Tip
TOTATIVRKRAVNENY DT I RKRAY NOEEH AWS Health —X ZIRL &
¥, L, B¥ O AWS Health *—R&, POTA 7RIV RRAVRNHASOKEMREH
F9. NVITHBIVRRAVRIDSOTF—RIE, BEROICTIOT 4TIV RERANE
—BLES, PIOTATBIVRRA NN EEEhESER. D—0 70— %2BEHITS
CEEBEHLET,

FE:BXE7 HE®O AWS Health /1 R N F—2%27 07 Z LA TH
BT

ROD—REITEE, FFO-NILIRRA NI TSD DNSILY U F Y7 AWS Health &
LT, POTATRB)—aVIVRKRAVRNEBR)—DaVERELET, S OBEHRAWS
Health Z AL T, BX7 BEADARNTF—EOLR—NZBEBLET, FIOT1 7RIV RR
A1V NFEEEThDE, J-RED—270—-%28BHRALET,

N =Ry

« FE:Java ZEAL TIBE 7 HE® AWS Health 1 X N F—2 2B T3

« 7*E:Python ZFEAL TBE 7 HE® AWS Health A X N TF—XZEB TS

FE: Java ZFEHAL TEX 7 BE® AWS Health 1 R N F—2Z2HET
)

Bl RS A

Gradle ZA4 2 ARN—ILTBRHENFHV)ET,
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Java DHIZFERATDICIE

1. GitHub A 5AWS Health SATAM T RAA > AOTFEZX I O—RLET,
2. FE7OPIY MO high-availability-endpoint/java T4 LI NUICBEBLET,
3. OANVRIAVIVAVRITROOAI > RZAALET,

gradle build

4. AWS FRIIEMEEEITAICEE. ROOAN RZAHLET,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

5. ROOAXV RZAALTTFEZRITLET,

gradle run

Example: AWS Health 41 X NH B

CcODI—RHITIE, AWSTHINDOIBET7 BEOKED AWS Health 1 X NERLET,
ROFITIE, HAHIZ AWS Config H—EAD AWS Health 1 R "RA"EENET,

> Task :run
[main] INFO aws.health.high.availability.endpoint.demo.HighAvailabilityV2Workflow
- EventDetails(Event=Event(Arn=arn:aws:health:global::event/CONFIG/

AWS_CONFIG_OPERATIONAL_NOTIFICATION/AWS_CONFIG_OPERATIONAL_NOTIFICATION_88a43e8a-

e419-4ca7-9baa-56bcdesdba3,

Service=CONFIG, EventTypeCode=AWS_CONFIG_OPERATIONAL_NOTIFICATION,
EventTypeCategory=accountNotification, Region=global,
StartTime=2020-09-11T02:55:49.899Z, LastUpdatedTime=2020-09-11T03:46:31.764Z,

StatusCode=open, EventScopeCode=ACCOUNT_SPECIFIC),
EventDescription=EventDescription(LatestDescription=As part of our ongoing efforts
to optimize costs associated with recording changes related to certain ephemeral
workloads,

AWS Config is scheduled to release an update to relationships modeled within
ConfigurationItems (CI) for 7 EC2 resource types on August 1, 2021.

Examples of ephemeral workloads include changes to Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon Elastic MapReduce jobs, and Amazon EC2
Autoscaling.
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This update will optimize CI models for EC2 Instance, SecurityGroup, Network
Interface, Subnet, VPC, VPN Gateway, and Customer Gateway resource types to record
direct relationships and deprecate indirect relationships.

A direct relationship is defined as a one-way relationship (A->B) between a
resource (A) and another resource (B), and is typically derived from the Describe
API response of resource (A).

An indirect relationship, on the other hand, is a relationship that AWS Config
infers (B->A), in order to create a bidirectional relationship.

For example, EC2 instance -> Security Group is a direct relationship, since
security groups are returned as part of the describe API response for an EC2
instance.

But Security Group -> EC2 instance is an indirect relationship, since EC2 instances
are not returned when describing an EC2 Security group.

Until now, AWS Config has recorded both direct and indirect relationships. With
the launch of Advanced queries in March 2019, indirect relationships can easily be
answered by running Structured Query Language (SQL) queries such as:

SELECT
resourceld,
resourceType
WHERE
resourceType ='AWS::EC2::Instance’
AND
relationships.resourceld = 'sg-234213'

By deprecating indirect relationships, we can optimize the information contained
within a

Configuration Item while reducing AWS Config costs related to relationship
changes.

This is especially useful in case of ephemeral workloads where there is a high
volume of configuration changes for EC2 resource types.

Which resource relationships are being removed?

Resource Type: Related Resource Type

1 AWS::EC2::CustomerGateway: AWS::VPN::Connection

2 AWS::EC2::Instance: AWS::EC2::EIP, AWS::EC2::RouteTable

3 AWS::EC2::NetworkInterface: AWS::EC2::EIP, AWS::EC2::RouteTable

4 AWS::EC2::SecurityGroup: AWS::EC2::Instance, AWS::EC2::NetworkInterface
5 AWS::EC2::Subnet: AWS::EC2::Instance, AWS::EC2::NetworkACL,

AWS::EC2: :NetworkInterface, AWS::EC2::RouteTable

FE: Java ZFEAL TBE7 BEA® AWS Health 1 X R F—X%2HET S 39
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6 AWS::EC2::VPC: AWS::EC2::Instance, AWS::EC2::InternetGateway,
AWS::EC2::NetworkACL, AWS::EC2::NetworkInterface, AWS::EC2::RouteTable,
AWS::EC2::Subnet, AWS::EC2::VPNGateway, AWS::EC2::SecurityGroup

7 AWS::EC2::VPNGateway: AWS::EC2::RouteTable, AWS::EC2::VPNConnection

Alternate mechanism to retrieve this relationship information:

The SelectResourceConfig API accepts a SQL SELECT command, performs the
corresponding search, and returns resource configurations matching the properties.
You can use this API to retrieve the same relationship information.

For example, to retrieve the list of all EC2 Instances related to a particular VPC
vpc-1234abc, you can use the following query:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'vpc-1234abc'

If you have any questions regarding this deprecation plan, please contact AWS ###
# [1]. Additional sample queries to retrieve the relationship information for the
resources listed above is provided in [2].

[1] https://aws.amazon.com/support

[2] https://docs.aws.amazon.com/config/latest/developergquide/
examplerelationshipqueries.html),

EventMetadata={})

Java VYV —A
o BFMHIZ DWW TIE. AWS SDK for Java APl 1) 7 7 L > A® Interface HealthClient 8 KUY — A 1—
KESBLTEEL,

* DNSILYOTY7TOZOFETHERALTVEZAT7Z)OFMIZOVWTIE, GitHub T dnsjava %
SBLTLEEL,

7E: Python ZEA L TiBX 7 AE O AWS Health 1 X2 N F—X Z2EE
ER:

Bl R SR
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Python3 Z A AR =T DLENHVET,

Python O HlZER T 5 IC I

1.
2.

GitHub A SAWS Health § /AT RARA 2 ROTFEZZ I O—RLET,
FEZ7OP TP MM high-availability-endpoint/python 4 LI NUICBEIL FT,
ARV RSAVITAVRITROOAN > REAALET,

pip3 install virtualenv
virtualenv -p python3 v-aws-health-env

(@ Note

Python 3.3 LA Tld. virtualenv Z4 2V AR—=)LTB2RDYIC, #HKZAKD venv £
Ti1—)EFEAL TREBREZERNTEET, FMICOVTE, Python®dU I 7H 4 K~
T venv - Creation of virtual environments 2B L T EE\\,

python3 -m venv v-aws-health-env

ROIIY READLUTREBRRET VT 1 7ILLET,

source v-aws-health-env/bin/activate

ROOAX Y REAAL TRFERESA AR —ILLET,
pip install -r requirements.txt
AWS IR HZEETAICE, ANOAN RZAHLET,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

RDIX REAALTTFEZRITLEY,

python3 main.py

T*E: Python ZEAL TiBX 7 HE O AWS Health 1 XY N F—XZHBT D 41


https://www.python.org/downloads/
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint
https://docs.python.org/3/library/venv.html

AWS Health I—Y¥—H4a4 K

Example: AWS Health 1 X NH B

COI—RHITE. AWSTHI NDIBE 7 BEOFKIED AWS Health 1 R R ZRL £,
ROEAE, AWS EF1UFT 4 BHDO AWS Health 1 X2 R ZIRL T,

INFO:botocore.credentials:Found credentials in environment variables.
INFO:root:Details: {'arn': 'arn:aws:health:global::event/SECURITY/
AWS_SECURITY_NOTIFICATION/AWS_SECURITY_NOTIFICATION_Qe35e47e-2247-47c4-
a9a5-876544042721 ",

'service': 'SECURITY', 'eventTypeCode': 'AWS_SECURITY_NOTIFICATION',
'eventTypeCategory': 'accountNotification', 'region': 'global', 'startTime':
datetime.datetime(2020, 8, 19, 23, 30, 42, 476000,

tzinfo=tzlocal()), 'lastUpdatedTime': datetime.datetime(2020, 8, 20, 20, 44, 9,
547000, tzinfo=tzlocal()), 'statusCode': 'open', 'eventScopeCode': 'PUBLIC'},
description:

{'latestDescription': 'This is the second notice regarding TLS requirements on FIPS
endpoints.\n\nWe

are in the process of updating all AWS Federal Information Processing Standard
(FIPS) endpoints across all AWS regions

to Transport Layer Security (TLS) version 1.2 by March 31, 2021 . In order to avoid
an interruption in service, we encourage you to act now, by ensuring that you
connect to AWS FIPS endpoints at a TLS version of 1.2.

If your client applications fail to support TLS 1.2 it will result in connection
failures when TLS versions below 1.2 are no longer supported.\n\nBetween now and
March 31, 2021 AWS will remove TLS 1.0 and TLS 1.1 support from each FIPS endpoint
where no connections below TLS 1.2 are detected over a 30-day period.

After March 31, 2021 we may deploy this change to all AWS FIPS endpoints, even if
there continue

to be customer connections detected at TLS versions below 1.2. \n\nWe will provide
additional updates and reminders on the AWS Security Blog, with a ‘TLS’ tag [1].
If you need further guidance or assistance, please contact AWS #### [2] or your
Technical Account Manager (TAM).

Additional information is below.\n\nHow can I identify clients that are connecting
with TLS

1.0/1.1?\nFor customers using S3 [3], Cloudfront [4] or Application Load Balancer
[5] you can use

your access logs to view the TLS connection information for these services, and
identify client

connections that are not at TLS 1.2. If you are using the AWS Developer Tools on
your clients,

you can find information on how to properly configure your client’s TLS versions
by visiting Tools to Build on AWS [7] or our associated AWS Security Blog has a
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link for each unique code language [7].\n\nWhat is Transport Layer Security (TLS)?
\nTransport Layer Security (TLS Protocols) are cryptographic protocols designed to
provide secure communication across a computer network

[6].\n\nWhat are AWS FIPS endpoints? \nAll AWS services offer Transport Layer
Security (TLS) 1.2 encrypted endpoints that can be used for all API calls. Some
AWS services also offer FIPS 140-2 endpoints [9] for customers that require use

of FIPS validated cryptographic libraries. \n\n[1l] https://aws.amazon.com/blogs/
security/tag/tls/\n[2] https://aws.amazon.com/support\n[3]
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html\n[4] https://
docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html\n[5]
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-
access-logs.html\n[6] https://aws.amazon.com/tools\n[7] https://aws.amazon.com/
blogs/security/tls-1-2-to-become-the-minimum-for-all-aws-fips-endpoints\n[8]
https://en.wikipedia.org/wiki/Transport_Layer_Security\n[9] https://aws.amazon.com/
compliance/fips'}

FTLES, ROON RZADLTREBNS V2 EMICLEXT,

deactivate

Python UV —A&

« Health. Client MEFMHIC DL TIX, AWS SDK for Python (Boto3) API U7 7 L A%SBL T
<EzEL,
« DNSILYOFY7OCOFETHEALTVWED 47 Z ) OFMIZ DOV T, GitHub T dnspython

Y-

LFEYREY—AOD—RZZFRLTSEE,

F1— KN TF)L: AWS Health APl & Java @ {E A5l

XD Java J— Rk, AWS Health 75147

HREMBITDHEEZRLTVEXT,

ATV 7 1: BALEHRZ AL T S

AWS Health APl L BE T2 ICIE, BMERABRIVETT, AWSTHIUY NCEEFRITSNT
WBREED IAMI—H—OF—RTZ2FATEEXT,

AWSCredentials €1 > A2 A% ERL THELL X T,

AWSCredentials credentials = null;

YRNEFEL, AIRVRNEIVTATAICEATRIE

Fi—hk

) 7 )L: AWS Health API & Java O {1
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try {
credentials =

"Cannot load the credentials from the credential profiles file.
+ "Please make sure that your credentials file is at the correct "
+ "location (/home/username/.aws/credentials),

AT YT 2: AWS Health APl 9547 > N2¥H{LT3

BIDATY 7 THHLL
ER

new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(

and is in valid format.", e);

SEEEE AT/ T O RN EFER LT, AWSHealth 9547 M EERLE

import com.amazonaws.services.health.AWSHealthClient;

AWSHealth awsHealthClient = new AWSHealthClient(credentials);

AT Y 7 3: AWS Health APl AR L —2 a2 ZFEAL TARY MEFHRZE

873

DescribeEvents

import com.amazonaws.
import com.amazonaws.
import com.amazonaws.
import com.amazonaws.

services
services
services
services

DescribeEventsRequest request

EventFilter filter =

// Filter on any field from the supported AWS Health EventFilter model.
// Here is an example for Region us-east-1 events from the EC2 service.

.health.
.health.
.health.
.health.

model.DescribeEventsRequest;
model .DescribeEventsResult;
model.Event;
model.EventFilter;

= new DescribeEventsRequest();

new EventFilter();

filter.setServices(singletonList("EC2"));
filter.setRegions(singletonList("us-east-1"));
request.setFilter(filter);

DescribeEventsResult

response

= awsHealthClient.describeEvents(request);

List<Event> resultEvents = response.getEvents();

Event currentEvent =

null;

for (Event event : resultEvents) {

AT Y7 2: AWS Health APl 954 7> Nz2##LT 2
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// Display result event data; here is a subset.
System.out.println(event.getArn());
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

DescribeEventAggregates

import com.amazonaws.services.health.model.DescribeEventAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEventAggregatesResult;
import com.amazonaws.services.health.model.EventAggregate;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventAggregatesRequest request = new DescribeEventAggregatesRequest();

// set the aggregation field
request.setAggregateField("eventTypeCategory");

// filter more on result if needed
EventFilter filter = new EventFilter();
filter.setRegions(singleton("us-east-1"));
request.setFilter(filter);

DescribeEventAggregatesResult response =
awsHealthClient.describeEventAggregates(request);

// print event count for each eventTypeCategory

for (EventAggregate aggregate: response.getEventAggregates()) {
System.out.println("Event Category:" + aggregate.getAggregateValue());
System.out.println("Event Count:" + aggregate.getCount());

DescribeEventDetails

import com.amazonaws.services.health.model.DescribeEventDetailsRequest;
import com.amazonaws.services.health.model.DescribeEventDetailsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventDetails;

AT Y 7 3: AWS Health APl ARL —> 3> #ERLTARY MERERBET S
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DescribeEventDetailsRequest describeEventDetailsRequest = new
DescribeEventDetailsRequest();
// set event ARN and local value

describeEventDetailsRequest.setEventArns(singletonList("arn:aws:health:us-

east-1::event/service/eventTypeCode/eventId"));

describeEventDetailsRequest.setlLocale("en-US");

filter.setEventArns

DescribeEventDetailsResult describeEventDetailsResult =
awsHealthClient.describeEventDetails(request);

EventDetails eventDetail = describeEventDetailsResult.getSuccessfulSet().get(0);

// check event-related fields

Event event = eventDetail.getEvent();
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

// print out event description
System.out.println(eventDetail.getEventDescription().getlLatestDescription());

DescribeAffectedEntities

import com.amazonaws.services.health.model.AffectedEntity;

import com.amazonaws.services.health.model.DateTimeRange;

import com.amazonaws.services.health.model.DescribeAffectedEntitiesRequest;

import
com.amdescribeEventDetailsRequestazonaws.services.health.model.DescribeAffectedEntitiesResult;

DescribeAffectedEntitiesRequest request = new DescribeAffectedEntitiesRequest();
EntityFilter filter = new EntityFilter();

filter.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeAffectedEntitiesResult response =
awsHealthClient.describeAffectedEntities(request);

for (AffectedEntity affectedEntity: response.getEntities()) {
System.out.println(affectedEntity.getEntityValue());
System.out.println(affectedEntity.getAwsAccountId());
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System.out.println(affectedEntity.getEntityArn());

DescribeEntityAggregates

import com.amazonaws.services.health.model.DescribeEntityAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEntityAggregatesResult;
import com.amazonaws.services.health.model.EntityAggregate;

DescribeEntityAggregatesRequest request = new DescribeEntityAggregatesRequest();

request.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeEntityAggregatesResult response =
awsHealthClient.describeEntityAggregates(request);

for (EntityAggregate entityAggregate : response.getEntityAggregates()) {
System.out.println(entityAggregate.getEventArn());
System.out.println(entityAggregate.getCount());

AT Y7 3: AWS Health APl ARL =23 V2 AL TARY MNMERZTE TS
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Dt+1')7T 14 AWS Health

DIVZIREFIVFTANEBESHEAWS TY, BFKRFAWS, EF1UT 1 Z2HELER TS
BOEHGZRBEITLDIIIBEEINLET RV R ERXRYRND—DOTF—FTI0FvHSXIY NEB
5nh&ET,

EFIUTAE, AWS EHEROBOERARABTI. EERAEETITRERCNZIZ UV ROEF2
JTABRTITIORAOEFIVT A EHBLTLERT,

« VTIRODEFIVFA-UTITRTAWSAWS Y —EREZRTITRATTARNTIF v =&
EITDAWSEENBYVET, AWS Eh, TR, Z2ICFEATEDIH—EREREHLTVET,
H—RN—=F 1 —OEEEE. A WS AT FATATATSALAAVTSATATATS LD
—RELT, HHOEFIVT 1 OEMUEZERNICTANS RVOKEL, FERAEhZIT754
FPOAR7O7ZLOFMZDOVTIE AWS Health, "7 SA T A7 O T LAWS (& D%
KREFENOY—ERAAVTZATOATOTZ Ly Z5BLTLEEY,

« VZT7RAOEFIVT A -BEROEER, FATD AWS H—ERICK > TRIY XTI, T
Iz, T2OBREME, 2HOEMH, BASThIEREPRFIZE, TOMOERICODVWTEEREZA
WET,

CORFIXUNG, Z2EATIBROEERETFIOEARAALEZERTDNOICKIEET AWS
Healthe ATOREY I TR, EF1VTABKTAVTSA T AOBWNEERT S AWS Health
&5 ERETHAECOVTHBALET, £, AWS Health UY—RAOEZR UL TP REL
RIADMD AWS H—EADEAFELCOVWTEHBALET,
REY D
+ TOT—ZRE AWS Health
« OIDETUVEADEE AWS Health
- TOOJRBEEZZR Y AWS Health
« MOV T 4T > A&E AWS Health
- DMEZEM AWS Health
c DAVT7ZANZOFvE+¥11) T 14 AWS Health
DERTE & EE5MHE D 54T AWS Health
c DEFIVFT1AORARNTZ U T 1A AWS Health
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H— O—J). 7TFL—FT14Y RI—HF—) ZERXRTEEXT,
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AWS Health 2 ICE 3 < 52R
AWS Health i, DY —AQOZTFHRRTICEILKTIOEAQ&HEHR—NLTVWEEA.
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IAM O—=)LiE, BEOTFT IV AHFAZHEODAWS PHIUVNADITATA4TY,
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CORENCKY, Y—EANFBERICKD > THOY—ERAOUY—RICTIEAL, TUV>3avz
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F—URKRUS— BBRBLTLEET,
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RV —AANDT I EAZHBRTEET, L, RUS—FH{FETRLT, IXTOUIT
AR%Z SSLZFRAL TEBITDRDICEETEET, £HEFEAL T, Y—ERTIZaol ik
EORED ZBLUTHERAETNTVBRFEICAWS O —E R, Y—ERAT7023a>A07otA
ZEFA TS & EHETEET CloudFormation, FFMHIC DV TR, IAM 1—%—H 4 K @ IAM JSON
RUS—ERZHE Z2SBLTLSEZ,

c MM T7ORATFSA4 Y — Z2FERALTIAMAR) S —2RKRIL, R THRENSERZRRTS -
IAM 7 OB ATF+ZA4H— &, FREXVOCBEFORI—ZRIL T, RUZ—NIAM RIS —

SE (JSON) BRV IAM ORARNT ST A AICERTEZELSICLET, IMMTIERTFS5A
H—F 100 BB AZRUS—FIVIOCEANBHREFZEML, T2 THRENEZRIS—0
EREHYR—RNLET, FEMAICOVTIE, IAMI—H—HA R ® IAM Access Analyzer TR 1)
T—7ZRIAT D ESRLTLSEEY,

- ZERFE (MFA) ZERTSD-TIAMA—H—F LRI NI —ZREBEETRZFUFND
BB AWS TAHIV N, MFAZAICLTEFIVT 1 28ILLET, API AXRL—2 3>
FREOPEHENDEEICMFA ZRXEICTDICE,. RUS—IC MFAZGZEMLET, FHAICOV
T, IAMI—HY—HAROMFAZFERLELZEBEAPI 7oA 2SRBLTLSEETL,

IAM TORARNTZIOT 1 ADFHBIZOVTR, AMIA—F—HAROIAMTOEFIUTAOX
ARNTZO0T 1A ZZRBLTSIEZL,
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AWS Health A2V —=)LIZT7 VAT BRI, RPROTIVEAFADEY NFBETT., Cchs5D
TORAFAILKRY, AWSTHTI2 MO AWS Health UV —ADFHMZ —BERRERVPRRTESR
¥, BIRVEBFALNERULSFRENLETATFUOTATAR—ARII—ZERTDE, TD
RI)Z—ERMILEIVT AT 4 (IAMA—Y—FL@EO-)L) CHLTOY—-IIANBRLEZES

VICHEELEE A
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« AWS Health 3>V —J)L® AWS Health & ¥ 2 17R— R

« AWS Health API AR L —2 3> &B4H

« AWSHBO—HTHBITHINIHTIERERTTS
- BEET NV NOBEBEN (OU) DRR

Example: AWSHealthFullAccess

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSerxviceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: "health.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"health:*",
"organizations:DescribeAccount”,
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators"”,
"organizations:ListParents"
]I
"Resource": "*"
}I
{

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "*",

"Condition": {
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"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"

}

(@ Note

Health_OrganizationsServiceRolePolicy AWS Y Zx— RARUT —&EHAL T,
AWS Health M #BBAOMDOT HIKRDAR RZEZRTTEDRIILTBELEETERE
T, FHMICOVWTE., "Toy—ERICDUO9EhizO—)LOFEH AWS Healthy 228 L T
<EZEL,

AWS CLI £k AWSAPI & ZHOHTI—H—ICEk,. RPBROIOAY=ILNTIOEAFINENES
FTHAMLERFHYFEEA, RDYIZ, 2ITLELDELTVWS APIAXRL =23 IC—8TH 703
CVORADT I AN HFAENET,

FHECOVTE, "TIAMI—HY—HA R, O "I—HF—-AOT IV EAFADEMN, 25RBLTE
=L,

BODERDOKRRZI—Y—ICFAITS

COBITRE, A= —TATFoTATALCTEYVFENLATAVERONR—I RRUD—DOF
REIAM A—H—CHAITRIR)S—OERGEERLET, cORUZ—CF, I2Y—-IT,
F/lF AWSCLI £zl AWS API ZEAL T OV ZATIOT VAV EERTITDT UV EAFHA
HFEENATLET,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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"iam:ListUserPolicies",
"iam:GetUser"
iF

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"

AWS Health & ¥ > 17R— R & AWS Health API ANDT 7t A

AWS Health &Y 2 1 R— RIEFITXTO AWS PHI Y NTHERATEET, AWS Health API I&,
AWS Business Support+, AWS Enterprise Support, & /(& AWS Unified Operations 7’5 > O TF7 5
DN TORMEATERT, FHHICOVTE., "HR—hKy ZSBLTLSEZV,

IAMZFERALTCIVTA474 (A—Y—, JIL—7, £¥EO-)L) Z2ERL. ThsOoI T4
F 1 |2 AWS Health Dashboard & AWS Health API ADT7 UV AHFa 2 tE5TEET,

F7 #) M TE, IAM 1—%—I& AWS Health Dashboard £ /zl& AWS Health APl [C7 9 E2ATE
FtA, AMARD>—ZE—QI1—Y—, 1—H—0OJIL—7, ELEO-ILICTEYFITSL
T, I—H—ICT7HI> N O AWS Health BHAO T VL RAEHFTLET, HFMICOVWTIE. 7D
(1—H—, J)L—7". O=))s & TIAMARI—OBE; 2SRBLTSEEL,

IAM I—Y—Z#EELES, Chs0I—¥—CHEONAT—REZAFETERT, TOE, 7H
DRNEBEOHAAR=JDEEALT, PHIVNIHAL2 4L, AWS Health & KRR T
EXY, FHMIEOVTR, "I—H-ATAHAIVBRNCHAA2FT2FH%E 22RLTLSEEY,
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® Note

AWS Health Dashboard 2% RIBT7 V7 EAFAZ2H 2 IAM 1—H—&F, 7HOMOTAX
TDAWS H—ERATANABRICHABRVERATT IV EATEER T, ChiZlE. Amazon
EC2A ARV AIDs, EC2AVAZRVAIPFRLA, B EEFI VT4 BHNEED
AWS DY —RA IDSHFEENETHN, chsSICBREEShFEHA,

EEZIE, IAM 7R 2 —A" AWS Health Dashboard & AWS Health API ADTF7 AN &%
FATREE. RU—NERAEhD 1Y —FLEO-)LE, O IAM RV —DFDOT
DEAZHFATLTVEVEETE, AWS DY —EABLUBEEVY—-AICELTEREEZQ
EIXTOBHRICTIEATEXT,

APl D2 DD IN—T %2 FERATEET APIs AWS Health,

« B4 DT> N -DescribeEvents ¥ DescribeEventDetails BEDARL —> 3> #EHL T,
THDO RO AWS Health 1 X NCBET31BEHRZENEBTEE T,

« ##&TF 0> ~ - DescribeEventsForOrganization & & U DescribeEventDetailsForOrganization 7
EOARL—2a>aFEALT, #HBO—BTHBTHT2 MO AWS Health 1 X MNZBET 31
WEMETEET,

EATIEEE APl ZRL =232 OFMIC OV T, AWS HealthAPI U7 7 L AZZBLTLSEE
W

BcnF7oa>

IAM 7R —® Action TL X2 N%& health:Describe* ICERETEET, ChlZkl), AWS
Health &Y< 1 R—RE&E AT VAN FATEnET AWS Health, &, eventTypeCode H KT
H—EFRACEISKARMNAOT A MO—)L AWS Health #H7R— KL £ T,

TOEADHA

CDRD)D—AFT—BM X ~&E, AWS Health Dashboard & & O'EE D Describe* AWS Health
API ARL =23 AOT7 IV EAZHFALET, LEAEF, CORVD—&EFD IAM I—H—&,
@ AWS Health Dashboard ([C7 2t AL T DescribeEvents APIAWS XX X NV =)L 7
RL—2 3% AWS Health FO' T &N TEE T,
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Example: 7 7z ADFi#A

JSON
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"health:Describe*"
1,
"Resource": "*"
}H
TOEAZERTS

CORIS—AT—RM X MNE, AWS Health Dashboard & AWS Health API ANO T VOt A%ER
LET, CORVL—%ZEFDODIAMI1—H—IlF., TAWSHeathA Y 1R—RERRTET AWS

NRIZXRNO2I=) .

Example: 7Vt A%RIERTS

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": [
"health:*"
1,

"Resource":

3

g
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e 1—

NHEBE 1 —=2BMIC T BHEEE AWS Health, AWS Health 3 & ¥ AWS Organizations 723 3>
ANDT O EAZHATIVLENHYET,

IAM RS —0 Action BRICEF. AOT I AFAZEHIBEN HYET,

* iam:CreateServicelinkedRole

* organizations:EnableAwWSServiceAccess

* organizations:DescribeAccount

* organizations:DisableAWSServiceAccess

* organizations:ListAccounts

* organizations:ListDelegatedAdministrators

* organizations:ListParents

& APIs, IAM 1—H%—74 4 ROAWS Health APIs TERE 2T V3V EBH) 22RBUTLKE
=W,

(® Note

APIIZT VAT BICIE. EBOEEBETHUY NORIEREEATHIVEN HY) ET AWS
Health APIs AWS Organizations, F#IC DWW T, "7HV 2 ME® AWS Health 1 X2 bk
NENL ZZRLTLEZ L,

AWS Health #8821 —ANOTF7 O A%ZHFT T3

CORIVD—RAT—R AU N, B#E 1 —#eEIC X BRI NTO AWS Health & KT AWS
Organizations 7 2> 3 AOTF V2 AZFAILET,

Example: AWS Health i 1 —\NOF7 O AZFAT T3

JSON

"Version":"2012-10-17",
"Statement": [
{

FTATFYTATAR=ADRI S —Df !


https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
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"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSexviceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {

"organizations:ServicePrincipal”: "health.amazonaws.com"
}
}
}I
{
"Effect": "Allow",
"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/
health.amazonaws.com/AWSSexviceRoleForHealth*"
}

AWS Health 8 1 —\OT7 IVt A%ZEETS

CORI—AFT—R X N&E, AWS Organizations 792> 3 ADT IV EAZEBRLETH,
B2DOFTHI MO AWS Health 7O 3 ADOT IO EAZFALET,

Example: AWS Health i 1 —NOT7 UV AZEETS

JSON

FTATFYTATAR=ADRI S —Df v
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"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"health:*"

1,

"Resource": "*"

"Effect": "Deny",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: "health.amazonaws.com"

"Effect": "Deny",

"Action": [
"organizations:DescribeAccount”,
"organizations:ListAccounts",
"organizations:ListDelegatedAdministratoxrs"”,
"organizations:ListParents"

1,

"Resource": "*"

"Effect": "Deny",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

health.amazonaws.com/AWSSexrviceRoleFoxrHealth*"

}
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® Note

TOEAFANENETDZI—HY—FEREITIL—TICBRICIAMARI S —NHDBEEE. TOR
1)< —(Z AWS HealthEEDR S —AT—KX NZBIMTEEXT,

UY—RAB KBTI IV ICETRY

AWS Health &, DescribeAffectedEntities & & O DescribeEventDetails API ZX L —> 3> 0 |IAM
SUHEYR—RNLET. VY—ABLTTIZIVR—ADEEEFEAL T, AWS Health APl A
A—%—, TI—7, FLEAO-LNCERFITRIAIRY N EFHRTEXRT,

CNhETSICE. IBIMRUS—® Condition 7OY V%2 EHT2H. Resource BEEXZFRELF
T, XEHEGZFEAL T, ¥ED AWSHealth AR N7 14— )LRICEDVTTZ UV A%R4|IRTE
x99,

RS —T AWS Health ARV N ZEEETDEER, ADT 1 —)LRZFEATEXT,

+ eventTypeCode

* service

@ EEEE

« DescribeAffectedEntities & & T DescribeEventDetails API AR L —3a >k, UY—AL
RIVOT O EAHAZYR—BNLTVWET, fIAEFE., HED AWS Health 4 X2 N ZFFA[
FLERFEEIDRI—ZERTEET,

+ DescribeAffectedEntitiesForOrganization & & T DescribeEventDetailsForOrganization API
ARL—=232EF, VDY—ALRILOTIVEAFAZHR—NLTVEEA,

o FHMICOVWTIE., TH—EARRTUTZ7LAL OAWS Health APIs EBHOT V2 =
., DY—A, BLUOERHEF—, BSRBLTLSEETL,

Example: 7 V2 3> R—ADOEH

CORD—AT—KM X M&E., AWS Health Dashboard & & TF AWS Health Describe* APl AR
L—>3> A0TF7otEAEHFTLETH. Amazon EC2 IZBSET S AWS Health 1 R RADT Y
T AZEBLET,

FTATFYTATAR=ADRI S —Df "


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntitiesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awshealthapisandnotifications.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awshealthapisandnotifications.html
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "health:Describe*",

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"health:sexvice": "EC2"
}
}
}
]
}

Example: )Y —AR—AD &G
RDOR)S —TEHERIZEL TTAH, Resource EEZ#RDYICEALTVET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"health:Descxibe*"

1,

"Resource": "*"

TAFEITFATAR—ADOR) S —DF| "



AWS Health I—Y¥—H4a4 K

},
{

"Effect": "Deny",

"Action": [
"health:DescribeEventDetails",
"health:DescribeAffectedEntities"

1,

"Resource": "arn:aws:health:*::event/EC2/*/*"

3]

Example: eventTypeCode M &4

CORD—ATFT—RM X M&E. AWS Health Dashboard & & T* AWS Health Describe* APl AR
L=—>3a> A7 0AZFALERTHN, IC—HTD 2D AWS Health I R RADT IV A%
{EFReventTypeCode L EFAWS_EC2_*,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "health:Describe*",
"Resource": "*"

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

]I

"Resource": "*",

"Condition": {

"StringLike": {
"health:eventTypeCode": "AWS_EC2_*"

TAFEITFATAR—ADOR) S —DF| "
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}

/A Important

DescribeAffectedEntities & & T* DescribeEventDetails AR L —> 3> &Z#BUTHL T, AWS
Health 1 X2 RADT V2 AFFAIAN B WEE. AccessDeniedException T —ARRE
nNEY, FHICOVTE, TAWSHealthlD E7 V9 EADRNT TN a—FT1420T, #5R
LTLEEL,

AWS HealthID E 79t AO KNS TN 1—FT420T

ROBERZEFEAL T, BRYIAM OFEARICKET DAL H S RO EEEODH AWS
Health EIEEZITVWE T,
KNy
T3V ERITIBERN HY) FEA AWS Health
« iam: PassRole Z£1T79 SR A7 L)
« POEBAF—ZRRFLEV
BEELLT, hOI1—Y—IC7 U EAEFHFTL =V AWS Health
B20OAWS 7HOY NUHADI—H—ICBD O AWS Health VY —AANQT I AZFTL 2L

To>arzeRITITBERN HY) EH A AWS Health

T 0232V ERTIRHERABVE AWSNRIXD ROV Y =)L BHEh-H5EE,. EEEIL
ﬁ%ﬁb'("ﬂ'?]’ NEHMBEITILEN BT, BHOEEREERFSEFEROI Y —BENADT—RZER
TLEATT,

ZMAccessDeniedExceptionTZ—IF, I1—%—7A" AWS Health Dashboard & 7z l& AWS Health
API ARL—> 3> &ERTAIT IV AT ZHE > TOWEVEEICRTENET,

COFE, A——0OEBREQIRI—ZEHLT, I—H—TIVELRAZFAITILENHVET,

AWS Health API (C(&, 7» 5 ® AWS Business Support+, AWS Enterprise Support, &7zl AWS
Unified Operations 7°Z > #F X E TFAWS H7R— b, Business AWS Support+, AWS Enterprise
Support, & 7zl& AWS Unified Operations 7Z AWV T 0> M H S AWS Health APl Z TV H T
&, EVWSTIZ—O—RAFBRENEISubscriptionRequiredException,
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
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iam: PassRole # E179 2R L)

iam:PassRole 79> a2 #2732 ERIBVEVS IS —HFRRENEEEE., RUS—%F
LT AWS HealthiCA—J)LZ BT ENTEDLDICTRIURENHYET,

—ZDO AWS DH—E A Tk, HILWH—EAO—IIFEFH—ERICU>Ocn=0—-)L=Z2/ER
FTHEIRDYIC, TOH—FERIBEEOO-IINZETENTEET, TOLEHICEK., Y—ERIZO—
L ZETHERNIVBETT,

LToFOIZ—E, marymajor £WS IAM 1—H¥ =2V —=)LZEAL TAWS HealthT7 &
2aAVERTLEIDIETEIHEEICRELET, EEL, CcOT7O2avaEY—EANETITDICE.
H—EZAO—IASRAEENEERNIBETT, Mary ICIk, O—IILZ2H—ERICET T I EAHT
FHYEEA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

COFBE, Mary DRV —ZFHLTXF U —IZ iam:PassRole P7U 3 NDRITEHA T D44
ENFHYET,

BR—MABEZEERE. AWSEEBELCHSBLELELEEZV, YA/ ERBERERMEL 218
HENEEETT,

TOEAF—ZRRLIEV

IAM A—H—T O EAF—ZERLIZRE, WOTETIEAF—IDZRRTEET, IZIEL.,
S=OLYRTIOELAF—ZBRTRIDELRTETREA. - VLY RNTIOEAF—ZHERL I35
Bk, FILWTFOERAF—RTZERTIBENFHET,

TOtEAF—&, 7Ot AF—ID (fl: AKIAIOSFODNN7EXAMPLE) £ —OL Y RFT O AF— (Hl:
wJalrXUtnFEMI/K7MDENG/bPXRfiCYEXAMPLEKEY) ® 2 D CHERENTVET, I—H—RK &N
AD—REAKIE, VIOIANZRATDLEDHIC, TI/EAF—IDE—IJLYRNTIOEAF—D
MEZERATAIXENfNHYVET, I—F—BENAD—RERARKIC, TIEAF—RBRLICEELT
<fEEEL,

/A Important

ERDI—Y—ID Z2HFIDLHTH>TE, TVEAF—Z2F=FBIRHELBZVWTE
TV ChIZKRY, \NOKGHBET I EAEZI - —ICRETEXRTAWS THIU N,
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TFOVAXF—RTEERTDIEE. TIELAF—IDEI—IVLYRNTIVEAF—%2ZEBEMICKE
BE3RSICRODBTAVTRIIRRENET, COZ—ILY RNTIEAF—F. EERBEICOIKE
ATEEY, O—VLYRNTIOEAF—ZHALESE,. IAMIA—Y—ICHRT7IVEAF—%EM

TRIBENHYET, TIEAF—RBBRR2ODETEIENTEERT, BRIC2 2H 258, #

BEXF—RT7Z2EKTDHEIC. WThDZHIBRTIBEN HVYET, FIEEZRRITDICE. IAM 11—

HF—HARD " 7OELAF—DEE ) ZSRL T EETV,

EEZELT, I —Y—ICT7 A EHFAL =L AWS Health

NI —H—ICT7 IO ERAZHFTTSIZE AWS Health, 7OV ERZH4BETRI—Y—FLGET7V
T—=2aAUICT O EAHFTZNETRIHEN GVET,. AWSIAMTPAFoTAT1E2 32— &fE
BALTA—HY—T77VTr—23 02882 868R@. TVEALRILZERTD T IV EAFILY
NEI—HY—FKEFEITIN—TICBYHETET, POERARFTEY N, I—HY—FE@ET77VIT—
SAVICEENMHSNATVS IAMO—=)LICEENIC IAMARD S —ZERL TEIY) HTET, FHAIC
2UWVTE., TAWSIAMZ7ATFoT14T71420 32— 11— —HAR, O "7OAFITEY ) 25
BLTLSEZL,

IAMT7ATTAT422—%2FALTVEBVEEARK, PO/RRZXBELTVWA 11— —FE
F77)5—>3a>O0IAMI>TAT74 (A—Y—FkO—L) ZERITIBENHYVET, X
IZ. AWS Health®BHI AT VEAF I Z2F5TB2RI>—%&, TOLITATAICTERYFITS
PBENFHYVET, PTOEAFINNEE S, I —FEET77U5—> 3> BEREICRIE
BERBLET, ChSOFRABHREFEALTAWSICTIVEALET, IAMI—H%—, JI—7",
RO —, POERAHFTOEROFEMCOVTE, "IAMI—H—HA R, O "IAMTPAT T4
TA1ETIAMOR) =TI RAFA, Z2ZRLTLKEEWL,

B20OAWS Z7HDY NAADOI—H—IZBHD D AWS Health UY —ZAADTFT It A
ZEFAIL =0

DT HI NOI—F—PEBADOAY, VIY-ALTIELAIZLEHICEATEDO-ILZERK
TEET,. O-ILDEIERTZERXIR IV —ZHEETEXRT, VY—AR—ADRIZ—FI:
E77EATMO—ILVAN (ACL) ZHR—KNIB2H—EADHE, ThS5ORI—ZFERL
T, VIY=—ANDT I ERZNFETEXRT,

ARAICOVWTR, UTZZRL TS EE W

« NS NOHAEE AWS Health ZEHR— KL TWVWRAESHERRTAICEK., T #23BLTILKEE
WA IAM & AWS Health E# 9 % 5%,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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s FIBEAWS 7AHDOKRLTWVWD OUY—ANOT IV EAZEMRTEZIFELCOVTE, IAM 11—
H—HARDO "TFBEAWS TAHIVE LTVRFID D IAMI—H - NDTIVELAZRETD, %
ZRLTEEV,

c DY=ANOT IV EARZHY—RN=FT A —ICRHITIHFEICODVWTEE AWS THT M, 1AM 11—
BW—HA RO "T—RN=—FT A —AWS THI K FFIETE ANOT7 I AZRETS, 28R
LTL<EZL,

*c D7IFL—232ZNLTTIERAZRMITZFAELCODVTR., IAMI—H—HA4 R O HAEHT
Wl NI I—HY— (D 7IFL—23 N ANOT7 7 EAQFHA 282RBLTEEL,

« JORATATDYRNT 7 RACHEHZO-LEDVY—AR—ADRI S —OFEAFTEDEVICOVT
F. AMI—Y—HARDIAMTOIVOATHIVERDIYI—ANDT I A ZZRBLTLKEE
W

DH—EARLCDVnfzO—-)ILOFEA AWS Health

AWS Health (& AWS Identity and Access Management (IAM) H—E AIC) > O hi-O0—)L Z#EH
LET, BRIV 70—, EEVI7ENE—EOXRA47 0O IAMO—)LTYT AWS
Health, Y—E AV > 0O—)LI&., AWS Health IC&k > TERIICEZRENEO-IILTHY) ., BEED
S0 AWS O —ERX ZHVOCHTEHICHEBRITNTOT IV EAFTZHATVET,

H—ERCVOENhO0-)Z2FERAL T, BDELATVEAFTZFEH TEMAWS Health L7

KO ERETEET, @, Y—ERICUOEhEO-ILOT U 2AHFT AWS Health ZEZE L
T, BILERENTVIEHEEERE, OXNTOO—-)LE5IEZ(F AWSHealth 2N TEE
T, ERTNLEFTICKEEARID —EHFARI—NEEN, TOFTRU —%40 IAM I
TATANLTERYFIRD_EBFTEREAS

DH—EBERICD>On=O0-IL0OTF 0t AFFA AWS Health
AWS Health IClE 2 DO —EAICU > ocnzO0—-ILHFHYNET,

« AWSServiceRoleForHealth_Organizations — — ® O —JL & AWS Health
(health.amazonaws.com) ZEL T, 7O/t AT50-)ILZ5 22T AWS O —ERX &

F, COO-NICTRYFENTLVSD DK, Health_OrganizationsServiceRolePolicy
AWS BRI —TT,

« AWSServiceRoleForHealth_EventProcessor —  ®O—)LI&. AWS Health H—EX7 U > N)L
(event-processor.health.amazonaws.com) ZE8L CO—/IL%Z5|2ZHEd, coO-—Jl
CT7RYFENTLVB O AWSHealth_EventProcessorServiceRolePolicy AWS Y X —
DRRDVD—TF, Y—ERTUI N, O—IIZEHAL T, AWS Incident Detection and
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://console.aws.amazon.com/iam/home?#/roles/AWSServiceRoleForHealth_Organizations
https://console.aws.amazon.com/iam/home?#/roles/AWSServiceRoleForHealth_EventProcessor
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Response M Amazon EventBridge X 2—2 RIL—ILEZERLET. cOIL—ILIE, THIV KD
SICTZ—LAREZEFREBRBEAWS THIVN TRLEHICBEBER AV TSANTIVFYTTY
AWS Health,

AWS EERD) S —OFMICOVWTE., T, Z283BLTLKEETVWAWS O BER) S — AWS
Health.

DH—EAILUZIEhizO0—)LDOEK AWS Health

AWSServiceRoleForHealth_Organizations T —E AV VO—)LZFETHERTILEFHY EE
A, EnableHealthServiceAccessForOrganization AR L —> 3>z ETE, BTHVRNTC
DH—ERICV>OEnizO—)L AWS Health ZEKL £7,

AWSServiceRoleForHealth_EventProcessor Y —E AU OO—=)ILET7 A7 NCFHTHERET NS
BENHYET, FMICOVWTE, IAMI—Y—HA RO "H—EAD > OO0—-)LDOERL 2S8R
LTLEEL,

DH—EAILUZ VT hizO0—-)0OimE AWS Health

AWS Health TlE, Y—ERALLUZ VT hEO-IZ2HmETDIERFTEREA, T—EAVTD
O—)LZERTRE, Z<OIVTATALL>TO-LINSREND ARSI HD1-0, O—IILE
ZEEIDI LR TEREA, LEL, IMMZEALLEO-IIEROREETERT, FMAICDOL
TR, "IAMA—Y—=HA R, O "TH—EAVIJO0-)DOiREE) 2ZRLTSEZT W,

DH—ERIC) > oEn=0-—)LDHIE AWS Health

AWSServiceRoleForHealth_Organizationsd—JL Z KB} 3 2 H &k, &
9'DisableHealthServiceAccessForOrganization AR L —2 3> 2RO EHISBEBEN HVIET, TD
#. IAM >V =)L, IAM API, F£7I& AWS Command Line Interface () ZfEA L TO—)L ZHIBR T
ZFXITAWS CLlI,

AWSServiceRoleForHealth_EventProcessor d—J)LZHIBR 9T B (C k. AWS HR— BN (CELEL T,
77— 0O— K% AWS Incident Detection and Response " 5 7 R—RTBD LS ICHKBELET. <D
MEBOTTH. IAMOY—=)L., IAMAPI, £l AWSCLIZFERALTO—-I)IZHIKRTEEXT,

BE:E S ¥

FHECOVTE, IAMOA—Y—HA RO " —EAVIJO0-ILOFERA) 25RBLTEZ L,
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https://docs.aws.amazon.com//health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com//health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
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AWS O EIER1 S — AWS Health

AWS EEBRUZ —F, L > THERBLTEEETNZ AR RTOYRIS—TF AWS, AWS
BEEARVD—E, EZ<O—BHBEI—AT—ALT 7 EAFTZRETEILSICEFEhTVWS I
O, I—%— JIL=7. O—-LCT 7 AHFTOH ) HTEZRBTEEXT,

AWS BEARD D —, IXTHO AWS SERNEATED LD, FEOI—AT—ALTHL THND
BEOT VAR TZRELBEVEEFH2EICFRLTLKEEV, I-AT—RICBENHRR
N—EERV—ZERLT, T/EAHTZRVACZEZEHHLET,

AWS IRV —TERBENTVWR T IV EAHRAREETEREA. NNAWS Y R—TJ RRUD —
TERENIETIVEAHFATAWS ZEHITHE, RUZ—ATRYFERATVWEIIXNTOTUZIN
LID@A—%—, =7, O0-)) CEEBLET, AWS ., FILL FEBZ 3D, FHL L API
ARL—232 AWS O —ERANBREOHY—EATHEATESRLSICE2LEEIC, AWS VXR—
JRRVD—ZEHITHIARMIRES<BEINET,

FHECOVTE, TIAMI—%—HA R, O TAWS NZR—I RARUZ—; 2ZRLTSEEL,

AWS Health (Z(&. XD EEBRVZ—HHY)ET,

EP/N

« AWS EER!) 2 —: AWSHealth_EventProcessorServiceRolePolicy
- AWS BEHER!) 2 —: Health_OrganizationsServiceRolePolicy

« AWS EH7R!) 2 —: AWSHealthFullAccess

« AWS Health AWS EIR) S —DEH

AWS BIER ) 2 —: AWSHealth_EventProcessorServiceRolePolicy

AWS Health & AWSHealth_EventProcessorServiceRolePolicy AWS Y &x—< RIRUS —ZFEHALE
T, cONZR—T RIRJZ —(F, AWSServiceRoleForHealth_EventProcessor H—E X1~

JO0-LVIZTRYFENET, CORUD—R, T—ERV2O0-IF1—F—CRH>TTFY

JAVERTITR L ZHFTLET, CORVS—ZIAMIOTATAILTRYFITR_ERTE

FtA., FHICOVWTR., "TOH—EARICUIEch/izO—)LOFEH AWS Healthy 28R L T
=L\,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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NEZ—Y RARDZ—IZE,. AWS Health A" AWS Incident Detection and Response ® Amazon
EventBridge L—ILIC7 VAT BEEFATIROT IV LAFAN HVYET,

T AR O

CORDVD—IZE, LTOT IV EAFANFEEATVET,

« events — EventBridge L — /L ZRARB LVHIBRL ., ThSDIL—ILOZ—TY NZFHABITE
FLET,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Condition": {
"StringEquals": {"events:ManagedBy": "event-

processor.health.amazonaws.com"}

},

"Action": [
"events:DeleteRule",
"events:RemoveTargets",
"events:PutTargets",
"events:PutRule"

1,

"Resource": "*",

"Effect": "Allow"

}I
{

"Action": [
"events:ListTargetsByRule",
"events:DescribeRule"

1,

"Resource": "*",

"Effect": "Allow"

}
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RIVD—AQEEQVARNIDOVTE, TAWS Health AWS BEERU > —DEHL 25RLTLE
=L,

AWS &R 1) 2 —: Health_OrganizationsServiceRolePolicy

AWS Health (& Health_OrganizationsServiceRolePolicy AWS Y Z—2 RARU I —ZFALET, <
DY Z—2 RARZ —&, AWSServiceRoleForHealth_Organizations #—ERU>o0O-—)
CT7R2YFENET, CcORVI—R, Y—ERAUVO0-IFI1—H—ICRL>TTFOarzER
TI2CEZHTLET, CcORVI—ZIAMI>VTATAICTRAYF IR EEFTEERA, 55
MICOVWTEE, "To—EBERAICUOEnzO0—)LOER AWS Healthy 2B LTS EEL,

DR —I&, A Health Organizational £ 1 —(Z 247 AWS Organizations 4l AWS Health (=
TOEATERDT IO ELAFUZRELET,

T O ARFA O

CORDVI—=IZE, LTOT IV EAFANFr@8ENATVET,

- organizations — Organizations AWS O —E A THEHTE % AWS Organizations 8§ XU O 7F
HIOVRNIOVWTEHBALETD,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListDelegatedAdministrators",
"organizations:DescribeOrganization",
"organizations:DescribeAccount"
]I
"Resource": "*"
}
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}

RIVD—AQEEQVARNIDOVTE, TAWS Health AWS BEERU > —DEH) 25RLTLE
=V,

AWS EIER 1)< —: AWSHealthFullAccess

AWS Health & AWSHealthFullAccess AWS YN Zx—2 RARD S —ZFEALET, CcORUI—IF, I
T4 T4 (IAM 1—%—F = EO—)L) IC AWS Health A2V —=)IADOT IV AZHFALET, 5
MIZDOVWTIE, TAWS Health AV —)LOERH, 28BL T EEL,

T O ARFA O

CORDVI—IZE, LTOT IV EAFANFr@8ENATVET,

« organizations -#BROINTOTHV MO AWS ABE 1 —HeEZ BN EMIC
AWS Health L, BEEBT7HU> N OEBEMN (OU) ZRRLET,
« health - AWS Health API AR L —> a2 EBHRNOT VA

e iam-AWS Health b —ERICU > L E IAMO—)LZERLLET

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "OrganizationWriteAccess",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSexviceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: "health.amazonaws.com"

}
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"Sid": "HealthFullAccess",

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Sid": "ServicelinkAccess",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSSexrviceName": "health.amazonaws.com"

}

RS —ADEEO)ARNIDWTIEE., TAWS Health AWS BRI —DEH, 23RBLTLE
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EEBTHIRNTCOBEADTOEAZ 11— —(CEFA T 221k, AWSHealthFullAccess
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3. [Enable organizational view] (i 1 — D H%h{t) KR—> T, [Enable organizational view]
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EhEO-I)LFfrEBROERTHI NIEBAEThET, FHEICODVWTE, "Tob—FE
Al oEshizO0—)LOER AWS Health, 2B L TS EE L),

Enabling organizational view (CLI)

B 1 —(F. EnableHealthServiceAccessForOrganization APl AARL—> 3> #FHAL TH &
BMCTEERT,

AWS Command Line Interface (AWS CLI) ¥ MEOI—RZFAL T, COAXRL—2 3>
EHUOHITENTEERT,
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Example

ST V=3 VOIVRRA N EFERATIBENBYET,

RO AWS CLI ANV RIF, AWSTAHIV KA SCOBEZEMILET, COOANV RE. B
BPAOVRDS, RERBERTVEAHAZEOO-INZS|EZFRENTEDTHIY
NASERTERT,

aws health enable-health-service-access-for-organization --region us-east-1

RO D— RHITIE, EnableHealthServiceAccessForOrganization APl AR L —> 3> #FHL

£9,

Python

import boto3

client = boto3.client('health', region_name='us-east-1')

response = client.enable_health_service_access_for_organization()

print(response)

Java

ROBITIE, AWS SDK for /N\—> 3> Java2.0 2fERTEE T,

import software.amazon.awssdk.services.health

import software.amazon.awssdk.services.health.

import software.amazon.awssdk.services.health.

import

software.amazon.

import

software.amazon.

import

software.amazon.

import

software.amazon.

awssdk.services.health.

awssdk.services.health.

awssdk.services.health.

awssdk.services.health.

model.

model

model.

model.

.HealthClient;
HealthClientBuilder;

model.ConcurrentModificationException;

EnableHealthServiceAccessForOrganizationReques

.EnableHealthServiceAccessForOrganizationRespon

DescribeHealthServiceStatusForOrganizationRequ

DescribeHealthServiceStatusForOrganizationResf

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
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import software.amazon.awssdk.regions.Region;

public class EnableHealthServiceAccessDemo {
public static void main(String[] args) {
HealthClient client = HealthClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(
DefaultCredentialsProvider.buildexr().build()

)
.build();

try {
DescribeHealthServiceStatusForOrganizationResponse statusResponse =

client.describeHealthServiceStatusForOrganization(
DescribeHealthServiceStatusForOrganizationRequest.builder().build()

);

String status =
statusResponse.healthServiceAccessStatusForOrganization();
if ("ENABLED".equals(status)) {
System.out.println("EnableHealthServiceAccessForOrganization already

enabled!");
retuzrn;

client.enableHealthServiceAccessForOrganization(
EnableHealthServiceAccessForOrganizationRequest.builder().build()

);

System.out.println("EnableHealthServiceAccessForOrganization is in

progress");
} catch (ConcurrentModificationException cme) {
System.out.println("EnableHealthServiceAccessForOrganization is already

in progress. Wait for the action to complete before trying again.");

} catch (Exception e) {
System.out.println("EnableHealthServiceAccessForOrganization FAILED: " +

e);
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NEBTHOVNIHEHAEAhED,

(® Note

COEBEDEMLRIERB7OELATHY, ETITRETICH-FI ALY E
9, DescribeHealthServiceStatusForOrganization XL —> 3> #FUTHL T, <O
OtADAT—RRAZHEIETEET,

HBE1—B"RRTD
AWS Health AV —)LZFERAL T, AWSHBROAILAAAXR N E—TWICRIRTEET,

EBE1—&. IXTOAWS HR—K 752 TEMBEZ L T AWS Health 2V —)LTHRIAT
XY,

(® Note
EEBTHIRNTCOBEADTOEAZ 11— —(CEFA T 221k, AWSHealthFullAccess
RS —BEOTIEAFANVETT, FMHICOVWTIEK., TAWS Health 74T T 4
TAR—ANDR) S —0H, #SBLTLIEZL,

Viewing organizational view events (Console)

HBE1—Z2BMICTRE, BEBROINTOTHIY MOANILAAXRT N AWS Health Z2 &
RUET,

THAOY NIFBEBIISMTRDE, ETHT2 N AWS Health Z BB ICHEBE 1 —(CEML £
T PHOURNIFEBL SBEND E, TOTAIURASOFHLVARY MAEBE 1 —(CR&
ENBLSZYET, LEL, BFEOARYNEFEY, 90 BEOFRETEDOIIVZERTTER
EE

AWS &, EBETHI NOREOENBAALS 90 BE, THIOY NORIUS —F—RZREFL
£9, 0 BABOKRTRIC, BT7AVRODINTORIS —F—R AWS ZELICHIBRLE T,

- BRE IO HEBATRETBICEF, RUS—&FT—HA47LET, EventBridge L—ILEHV
THARLTO>3a>zZERALT, BRZSSNTYNIRETDEETEFRT,
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« ARV —F—Z AWS ZREFETDRY ., BREHENZT7HO N 2BREID ., BT7HIUbH
ZY—EAEEEELTAWS BEYHTL, THIVNOY—EARRIS —F—RZETL
£
s FHICOVWTR., "TTAHUHO@EY, ZZRLTSEZ W,

/A Important
AWS GovCloud (US) U—> 3> OBEEDHE:

s FHOYVNZREHT BRI, PHORNIYV—RZNYITYTLTHAS, HIRLE
Fo PAOURZEAHEHLERE, HRTAIVMOT I EAEZRVET,

(® Note

COBEZEMCTDE, AWS Health IV —I)LIkiBXE 7 HE® AWS Health
Dashboard — Service Health A 8 /N7 VY AR NERRTEET, chsONTUY
VARV NE, BBROTHONCEBEOENDTIEHYEEA, AWSHealth v 2
R—RASDARYEN-HB—EAODANIILAR, AWSH—EAOU—23a > ORI AMICE
THRLHEBBRERBLET,

RONR—T THBELI—ARRNERTRTEFRT,
RERRDERE & BE D EE

F—7VBROCRENEERXTZ#FEAL T, "\ODAWS ODH—ERAZTEXHEBI-HFEEZEZXS
JY—ABE, AWSAVITZARSIUFYICEEBEEZDNHEMOHDANR NERRTESE
T

EEBEI—AXRVNORTTRICE

1. AWS Health & ¥ = 2 7R— R %& https://health.aws.amazon.com/health/home THE £,

2. FTET—=23URA20O HBOANIILA] TRFEROBBEERIEOREE) 2 8RID&, KRIE
BEENLEARINFRRENET,

3. ARVKINEBIRLET, M) 27T, IXRVNCHEITIROERZEERETEETT,
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« AT—RA
=23V /TRAZEVT A=Y=
- HEBEZTBATHIUB
- FKREE
- RTEBE
« Category
- FEA

FEEShELEE

[AT21—-ENEE|ZT TR, BBICHEBESAZTRMEOHISEDAIRY NERRT
EET, CNSDARVNIR, Y—ERAOEBRA VT FVATITAETAFBENDHEN
HV)ERY,

TOHOBEA

[EEART7 T, BE7HEOZOMINTOBAXHABICEEEZSEZZMHELEOHZIETHD
AR RNEBIBETEET, ChiZlF, SEAEOO—FT—3 >, BFXREH, EFXF2UT 1O
BBREDAR NNFEENDHZENHBYET,

[Event Log]

i, [ARYRNOYIR—DEFAL T, BHBE 1—0 AWS Health A RV REXRTEET,
FIOLATINEBERKRBROBBELEREOEZEZTEUTVET, L, [1R MO
ANETICE, [ARYROAFIV] [RAF—F A [BEEEEEOBMOSE 7L 2—FT
aAaHBYET,

MR NOYIRT TRBE 1—( K> NERRT B I

1. AWS Health & ¥ = 1 7R— R %& https://health.aws.amazon.com/health/home THE £,
2. FTETF—=23RADO HBBORE] T, X NOJ)ZERLET,

3. [MRYKOJVIT, AIRVYNEBZEBRLET, AIRVKNIBEITBIUTOBEREHIETESR
ER

«c AXNVKNE
o« AT—XA
s V=23 ITRATE) T4 —=V—2
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- HEBEZTBATHIUB
- FRERE

- RTRE

» Category

- FEA

Viewing affected accounts and resources (Console)

FEBORET, IXRVNOEEZZTTVRHEBRAOTHIV MBS RVBEETE Y —AZEXK
RCEEXT, #HlAEF. Amazon Elastic Compute Cloud (Amazon EC2) 1 VARV AD X T+
VAEVSSEDARY N HBBE, Amazon EC2 1 VAR AEF QRBRAOTHI U N%E
[Fl) R 7T ICRTRTEET, BEFNBVY—RZRBEL., THOMNMBEEICEKTHENT
2FXT,

HEERTBATAIREDVY—-RAZRTTDICE

1.

2
3
4.
5

AWS Health & ¥ 2 1 78— R %& https://health.aws.amazon.com/health/home THE £ 7,
FTETF—=23 R4 BBORE ORT D1 2ZBRLET,
[HEEZTDTHIRNIEN BDARNEBIRLTLSEEL,

[Affected accounts] (RN EEZZF2T7HI N 2T 2BRLET,

[Show account details] (F hHV > RO RT) ZBRL, 7HIOUMCETRIROBEHRER
R~LET,

ThHoHNID
THOURNA
« 754X VE X—=)
- HBEN (OU)
THOVRNZRBALT, $EEZTR2VY—RERRLET,

)Y —AN 10 2B X BB A K. [View all resources] (TRXTHI Y —AERTR) ZiBIRL T
KRLET,

COBEDARNETHIVNIDT7A4NERIITTBICE., ROFIEZERITLETD,
a. [Affected accounts] (N2 = (12T HU> N X7 T, [Addfilter] (7 1 )L Z DB M) &%

RU. [Account ID](FHTRNID)ZAALET, —BICANTEDZTHINID I 1
2EFTT,
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b. [Apply] (BA) 2BRLEXT, ABDLETAIY R —EBICRRENET,

Viewing organizational view events (CLlI)

COMBEZEMICTDE, BEBRAOTHINIEFETZIANRY MNDEEHE AWS Health % 5
BLET, THORNFEBICSINTRE, AWSHealth &, BEINICZOT AU N &EHE
Ei1—-ICEMLET,

® Note
AWS Health (&, A 1 —%28BMICT2ENICHEBTRELEARINERERLER A,

TAOY NHEEAY SENDE, TOTAIVRASOFLVARY MAEBE 1 —ICRRFESh
BLBYWEY, EEL, BEOARYNEZY, 90 BEDOHRETETDIIV ZRITTERT,

AWS i, EBETHVY NOREORMBAS 90 BE, THOMORUS —F—REREFL
£¥9, 0 BEOKRTRIC., BT7AIRNOINTORI>—FT—2 AWS ZZ2(CHIBRLET,

s BRZ IO BEBATRETAICEK, RUS—%2T7—H47ULET, EventBridge JL—/)L &AL
TCHARLT O3>z ERALT, #REZSSNTY NMIREFEITBEETEERT,

« ARV —F—Z AWS ZREFETDRY ., BREHENZT7HO N 2BREIDE, BT7HIUbH
ZY—EAEEEELTAWS BEYHTL, THIVRNOY—EARRIS —F—RZETL
x9,

s FMAICOVWTR, "TTAHURO@EY, ZZRLUTSEZ W,

/A Important
AWS GovCloud (US) U—2 3> OEEDISEE:

s FHOYVNZRET BRI, PHAORNIY—RZNYITYTLTHAS, HIBRLE
Fo PHOUKNZEAHL ERE, SRTAIVMOT I EAEZRVET,

AWS Health APl AR L —2 32 2FEAL T, BE1 DS ARV NERIEN TERT,
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Example: 81—/ X2 NDOFHA

RO AWS CLI X RiE, RO AWS 7HI ROAILAAR NERLET,

aws health describe-events-for-organization --region us-east-1

e 1 —0EIDL

HBBOARNEZENLBEWVERRK, COBEZEBTHI RN SEMICTS
7. DisableHealthServiceAccessForOrganization APl AR L — 3> &AL THEE 1 —&2 8%
CFBDENTEET,

Disabling organizational view events (Console)

AWS Health &, #AEBROMEOIXTOTHIRODAR NOESZFEILELET, BEOLLE
DARYKNE, HIBRENDETEIEHRERRTEET,

ABE 1 —Z2&MICTBICE
1. AWS Health & ¥ 2 2 7R— R % https://health.aws.amazon.com/health/home THHE £,

2. FTETF—23URADO HBBOIRE] T [BK] ZERLET,

3. [Enable organizational view] ({8#t 1 — DB %h{t) K— T, [Disable organizational view]
(AL 1 —n&EML) 2 BIRLET,

COMEBEZTTICTDE, BEBHISOANRY NZEEHN AWS Health LB ET, £
L., H—EARICVU>&hiO—)LIk. AWS Identity and Access Management (IAM) 1> —
JL. IAM API, F7= Ik AWS Command Line Interface () ZfEA L THIBRT 2 ETEETHI U N
3RV EFFTAWS CLI, FHMICOWTE, "IAMI—HY—HA R, O "H—ERICUDOEhi:
O—J)LOHIEK, 22RLTEEL,

Disabling organizational view events (CLI)

Example
RO AWSCLION >V RIE, FHORDYSCOMEZEMCLET,

aws health disable-health-service-access-for-organization --region us-east-1
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® Note

F /=, Organizations @ DisableAWSServiceAccess APl AXRL —> 3> & EHAL T,
BB R EMITRCEETEET, COARL—3aVENUTHTE, FEBZRN
DDITXTODTHI MDA RY NOKEFZ AWS Health FIELE T, #BIE1—0
AWS Health APl AR L —> 3> 209 &, & error. AWS Health continues & AWS
Health IBL. AWS Z7HJ2 RDAILNAA R M Z2EFLET,

COMEEZEBMICTRE, FEBLSOAXRY MNEEHN AWS Health LIs<BWET, 1
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. IAMAPI, £z ZERAL THIRTDETERT AU MIEKY ET AWS CLL, FMIZDL
T, IAM1—HY—HA ROY—ERICV VN EO-)L0HIBRZESBL T LTV,

ERMOEEEREE 1 —2EEITD

ZFERATDE AWS Health, OEEEEEMEZTAL T, EBTHIVRNUAOT AT RN
AWS Health Dashboard TEHA AR N ERRL Y, AWS Health APl 2L T7°' 05 5 LATES
AWS Health 41 X2’ N Z&K/R AWS Organizations UV TEE T, ZEEBEMEEFERATDE, &
FETERBEF—LNEBEEOAILAARY RNZRERICRTELVEERTEEXRT, LB EGE. B
THIRACEREZZETRZCENAWS EFIVF A ORANTZITF1 AT,
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- HBEI - CEEEREEZERID
c HBE1I AN SEEEREZHRTS

EEE 1 - ICEEEBEEZERT D

HBOERBE 1—Z2AMICTRE, HBAORRS DOXN—THIOV N ZEEFEBEEELT
EJRTEET, ch&EITSICIE. RegisterDelegatedAdministrator APl AR L —> 3> #HTHL
FT. AN=THO R EEETDE, THIVNOEBNZEEFE N, AWSHealth A v 1
R—RAS AWS Health A 2 —IC 7O ATEE T, 7HJ> MZ Business, Enterprise On-
Ramp, &7zl Enterprise Support 7’2 ¥ H 3B E. ZEEEEIF AWS Health API ZEA L T
AWS Health fA#iE 1 —IC 7 O ATEE T,
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ZEEBEERIITSICE. HBRNOEBET NV MH SIXO AWS Command Line Interface
(AWSCLI) AN REHUVOHLET, COOAN REF, EBT7HIY NELFELESR AWS Identity
and Access Management 7 7 L AF A ZH OO Z5|EXFRENTEDTHIMDS
FEATEEXET, XOOY > RHITIE., ACCOUNT ID Z, AWS Health H—ERA7") > /N)L
Thealth.amazonaws.com) £ EEICERTAIXN—THIONIDICEEMAET,

aws organizations register-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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HBE1 DS EEEEEZHIRRT S
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Y RNZHIBRLUET, ROION RHITEE, ACCOUNT_ID ZHIBRT DA N—TAHVVKNIDICEE
BmAET,

aws organizations deregister-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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HYUET, EEARF, D7 1) X—2RKLETdetail.backupEvent = False, chlZ&Klt),
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BEODPSARINEFYTFYIBINANWS V=232 120L—ILDOAEFRETDEHEEE.
B ENERENBUAEATS a2 TT, BEAWS N—FT 423 AOIRNTOI—23a s
AWS Health 1 X N E2ZETBICIE,. KEBBSB (AL ID) V-3 THRIL—IILERETEE
To cOE—DQI—IIE. AMLAARVNZZETEIINTOEEN—FT1232)—2320Hh50
ARNZEHENICESHLET, 2L, STAMRERSY XA,

J0-NILA4XR> b
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FOO—NILARYBNEFREFNRET, ChIZE, AWS Identity and Access Management (IAM) (2D
WTHEBENBDAARIMEENET, JO—NILARVNEZETHICE., RERB(N—2Z7F
IF) V=320 - ZERTRILEN HYET,

DTATYREEARYRNENT VY TARNOEZRI Y
AWS Health

AR NZEEZZR) T T % EventBridge L—ILZER T B & AWS Health, JL—=ILE@ET7HT> NE
BOARYNENT VY OARYNOBEAZERELET,

« FHIKRBEEARYMNE, AmazonEC2 41 VARV ADKEEH, FhEFT0OoFEET NI
EEANRRNZBHITEDARRNBZREICKY), FHIOORNEDVY —AICEEZRIFLET,

o NBEA AR MEAWS Health Dashboard — H—E AAJ AICRRENE T, 2NFBACA X MNE AWS
THIOONICEBTEEL, il TH—EANFNETEZI PO LRABEHREZERRLET,
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/A Important

HAEDARNEZATZZETHICE. )L—)LT"source": [ "aws.health"]{E%{FEHH
FTHAIMLENHV)ET, "source": [ "aws.health*"]BEDDVAIRA—RIF, EDA
RNEERTBINEZ—EE—BLEEA,

eventScopeCode NTX—X—&FEHA T D EICKV) EventBridge TANRY RN RNRABOATHD
REAEBZOL) ZBBITEET, /AR NIZIE PUBLIC £k ACCOUNT_SPECIFIC W/NTX—2H
HBYNVET, CONTA—BZ—TIL=—INET7AINEZITTREETEET,

Amazon Elastic Compute Cloud D24 X N D Hi

RDARY NEKERS (N—ZF4EE) J—23 2 TH Amazon EC2 DER LOBEZRL TL
F7,

"version": "Q",

"id": "fd9d4512-1eb0-50f6-0491-d016ae56aef0",

"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-02-15T10:07:10Z",

"region": "us-east-1",

"resources": [],

"detail": {
"eventArn": "arn:aws:health:us-east-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE",
"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "PUBLIC",
"communicationId": "©01b0993207d81a09dcd552ebdle633e36cf1f@9a-1",
"startTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"lastUpdatedTime": "Wed, 15 Feb 2023 22:07:07 GMT",

"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [{
"latestDescription": "We are investigating increased API Error rates and

Latencies for Amazon Elastic Compute Cloud in the US-EAST-1 Region.",
"language": "en_US"

11,
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Ilpagell: Illll’
"totalPages": "1",
"affectedAccount": "123456789012"
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ENYOTYTI)=2320OlBICTHIREBOARNEEELET,

NYOTY 7 )—=23a 2 ICEkEEND AWS Health XY E—2 TR ChSOEN—BL TV
bcommunicationId/®. eventARNE ZEAL T AWS Health 1 R N2 EEHRT D& %
BEHLET,

EventBridge T® AWS Health 1 X ROR—=DpEEhi-U AN
DE TN

AWS Health &, resourcesE /il M A MaffectedEntitieslC&k 2T XY E—0H A4 AN
EventBridge @ 256KB X ¥ —2H 4 X#IRZE A 25 E(C, AWS Health 1 X2 ROR—T 5
BHR—KNLET,

AWS Health IZl&, XV E—2RAOITNTO 7 4 —)L Rresources&
detail.affectedEntities7 1 —JILRAFEEFNET, <O resources&
detail.affectedEntitiesD{ED ') A RNA 256KB 2B X 28BS, RAILAAMRY NEEHD
R—DIZ AWS Health Z7EIL, chsOR—JZ@BIO XY 2—2 & L T EventBridge ICHITL &
T TXNTOR—IHNZEETNERIC resources £i-lk detail.affectedEntities ®IJA K
EFHEHRKAEDERICENTEDLS, ER—ITIEEL eventARN & communicationId D{EA"
REFEIET,

CORSBEMDOXY =2, HIZIE EventBridge L—IILAEFX—=ILRF v v N ED ABN
DDAV EA—TIAACEFENLFZERE, FEBAYVE—DZERTDUEMEN BN ET. A

AWS Health 1 X NONY O T Y 7 IL—) 104
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NHEOBIERNOBEMNZFEAL TLVS2HEFHKIE, detail.page 71— RICRDOR— D & =01
57140 2—ZEMLT, BHROR—IHASERENDFTELLXY E—JZRATEET,

AF—X Tlk. & communicationld [CR—I N 1 R—=DULABWEHETE, communicationld M #
BILNA T TOBINER—DBEFHIEENDIRSICHBYYELE, 714 —)L Rdetail.page&
[&. AWS Health 1 X FhOREDOR—IEFESEGFTR—TI B Zdetail. totalPagesidiRL &
Fo R=DVHBEEChLEZEXAYE—JICEENDERIE. detail.affectedEntities Fi(&
resources DUARNBA, BUTT, chSOUARNE, IXTOR—DZZFELLELETHEET
EET, HEEZFRDVY—ARITAT1AOR—JEF, EFICKKELEEA.

HEBE 1 —CEFEFENLEEEET V9 AZFERAL 2 AWS Health 1
NBNDERW

AWS Health &, Amazon EventBridge TR & Nl AWS Health 1 X NOABE 1 — & EEEE
BTV EAZTR—MLET, THBE LI -HEMCE > TVSIHFE AWS Health, EEETHU > K
FLEREEEEETHV NG, OBEBROIXNTOTHIMHS AWS Health 1 X RD 1D
D7 14— R&EZTE) FIF AWS Organizations,

COHEEE., B2 D AWS Health IXV N EZEEBITRIDICRIDO—TNBELI—ZRHID LS
:Eﬁn‘f‘c‘_‘ hTVWET, BETHIYMNMIEBE 1—& EventBridge L—ILEZRELTE, EBROM
7> KD EventBridge L—I)LIEFEMIZE Y EH A

THBE 1 - ZREEET VEAZBMICTEHEOFHFMIC DV TIE AWS Health, AWS Health
TANXVROEN) 2ZRLTLSEEL,

AWS Health 1 R N EZ XY T EBEH%Z JIRA B KIT
ServiceNow &8T5

AWS Health 1 X K& JIRA $ & U ServiceNow EEEL T, HY—ERAIZXI XV NIRRT Z
(SMC) 2ERAL T, EABHRETHIMEHRZEZEL, AT 1—-I)IEhEEEICRA. NLA
ARVNZEBTEET, £0O SMC HE Tk, EventBridge ZN L TEBENEAILAAIXRY K
ZEAL T, JRAFT Y NE ServiceNow 1 27 N2 BEIWICER. NYEZYT, E#H AWS
Health TE &9,

HBE 11— ZEFEEET IV EAZFEAL T, JIRA & KU ServiceNow HDEBEEDAINRA AN
VRNEBEICEEL., AWSHealth OEHRZEF—LOD—0 70— ICEEBIM}ADBENTEET,

EBE 1 - RETNIEERBET U EAZEAL 2 AWS Health 4 X2 ~ DL 105


https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
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SMC %= L 7= ServiceNow #HE D EFEMIC DLV TIE. ServiceNow AWS Health TO#H &1 ZSBL
TLEETL,

SMC Z £ L 7= JIRA Management Cloud D& OFMIC DWW TR, TJIRA WOAWS Healthy %
SRBLTLEEV,

DARYBNIBETREANEZIEETSKSIC EventBridge JL—I)L &%
E 9 3 AWS Health

Amazon EventBridge JL—)L Z#ERK L T, AWS Health f1 R KN EfODHY—E R, 77U —>3
V., D—=V0—RETOTSALTHATEE T, EventBridge ICi&, RTYIF7RROY 7Y
V=LAV EB—TIAAEAPIFAEENTHEY ., PHIOMNELERFEBICHL T—HT S AWS
Health /1 X RAMERE N EIC N H—EChBII—I)LZERELET. AWSHealth 1RV N%Z
FYTFvIBLEHIC EventBridge TIL—IILZRETSDHEICDOWVWTE., "Amazon EventBridge
1—%—34 R @ "Amazon EventBridge TDIL—)LDERK 1 & KT "Amazon EventBridge TD
ARBNCRBTRDIL—IOERL 25U TEE LV, EventBridge

HEICIHSU T, EventBridge L—ILICNNTZX—&RZEML T, 1—AT—AEHEET S AWS Health

ARVNODHZRETANRIITTEES, AT OILI—AT—ATIE, issued R K7
TOAVERBENEERY—FAICERZYTRCENTEET, STEENESATHAIILARY N
BREDEEEENDI—AT—ATIE, Actionability 7 4 —JL RACTION_REQUIREDT ® AWS Health
ARVRNCEREYETRENTEFET, EF1UTAI—AT—AEHRET ST, SECURITYAR
LWIFT714—=)L RTINTOH AWS Health FEFEH A X b & AWS Health 1 R MCERZHTS
CEEBEOHLET,

TN I1—AT—AZ2FEAL T, L—IIHFBEBARRNZEFYTFYLTVDR L ZHRFETS
CENTERT, YOTIINIA-AT—AR, THATEXRITU 7 7L A AWS Health 1 X b
Amazon EventBridge AF¥—<, &/, EventBridge AV =D "TARNA R NNE—=2 -FF
2AVUNRLL O "THOTIINARYNEER ATIVTROTFRZENTEET,

APl £ & OfEA AWS Command Line Interface

FHRELIBEEDOIL—IDOEBE, PutRule APl ARL—> 3> & E aws events put-rule 1Y
VREFERALT, AIRINNE—2ZBHLET, AWSCLIONX Y ROflzRkRISICE, T AN
RUTZ7LAL D rgut-ruIeJ Z#SBLTLSEEV, AWS CLI

EventBridge L =L ZREL TA R NCB TR BEHNZXETS 106


https://docs.aws.amazon.com/smc/latest/ag/sn-aws-health.html
https://docs.aws.amazon.com/smc/latest/ag/cloud-sys-health.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-visual.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-visual.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-wizard.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-wizard.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutRule.html
https://docs.aws.amazon.com//cli/latest/reference/events/put-rule.html
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Exampleffl: Amazon EC2 H—E AN DEED I —IL DFEE

RDARYRNNNZ—2 &, Amazon EC2 H—EADRBEAXR NEETZR) 2 TF2I—ILEERK
LET,

{
"detail": {
"eventTypeCategory": [
"issue"
1)
"service": [
"EC2"
]
by

"detail-type": [
"AWS Health Event"
1,
"source": [
"aws.health"
]
}

Exampleffl: st BIE N4 7H 4 U)L AWS Health f X REEL, IXTOTFT I IAVBAAN
RDIL—ILEFRETS

RDARY NNE—=2 1, FTEENIZZ4 794 0)L AWS Health A XV NEBT, 7o 3a>veE#
BEITRINTDARVYNEEZRIITITRDIN—ILNZHERLET,

"detail": {
"eventTypeCategory": [
"accountNotification",
"scheduledChange"
1,
"actionability": [
"ACTION_REQUIRED"
]
},
"detail-type": [
"AWS Health Event"
1,

"source": [

APl £7=l& O£ AWS Command Line Interface 107
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"aws.health"

Exampleffl: 8O —E A& AWS Health A X RZA T ATFIVOIXNTOA R NIIL—IL%E
RETD

RDANRY NNZ—21F, Amazon EC2 Auto Scalingissue, Amazon
VPCaccountNotification, AmazonEC2 ® 3 DM AWS H—EAD , . BKV
scheduledChange/ R R ERATOATIAVDAR N EZEZRVTTRIIN—INZERLET
Amazon EC2, Amazon EC2

{
"detail": {

"eventTypeCategory": [
"issue",
"accountNotification",
"scheduledChange"

1,

"service": [
"AUTOSCALING",
"VpC",

"EC2"
]
b
"detail-type": [
"AWS Health Event"
1,
"source": [
"aws.health"
]
}

DARYNCBEITRIBHZEFEITDLICTFYYNTTUIT—23
> Amazon Q Developer Z 5% E 9 % AWS Health

Slack X> Amazon Chime BEDF ¥ Y NI T AT N T AWS Health 1 X N ZBEZETE
T, COARYNZEFERALT, FHFVT—=23 R A T SARNTIVFVICEERBEZX DR
HOHZIHED AWS H—EANDEEZIBETEETT AWS ., TNDH&. AWS Health Dashboard
CHA 42 LT, EFICEITZHMBREZMAETEET, &xlE, AWSTHIUU N

ARV NIBETRBEHNERETDLSICF Y Y T )T —> 32T Amazon Q Developer 2% ET 108


https://health.aws.amazon.com/health/home
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MDAWS_EC2_INSTANCE_STOP_SCHEDULEDA X~ RRATHZEZRUTLTVWBIBEES., AWS
Health 1 X N& Slack F¥ X ICEERTRENZDEEN HYET,

Bl R SR A

FRIET B, ATOEDHNBETT,

« F¥Y NF7 )4 —2 32T Amazon Q Developer THREENEF Y Y NIF 4T > Mo Amazon
Chime & Slack Z8ETE F 9, FMIC DOV Tk, "Amazon Q Developer in chat applications &
BEHA KR, O "Getting started with Amazon Q Developer in chat applications; 28R L T &
=L\,

« ERLE, BRUEYTRAI547 L Amazon SNS REY U, SNS REY INBRICH D BE. BE
EOREY O EFERATEET, FHMICDOWTIEE. TAmazon Simple Notification Service X0 ¥
IN—HA R, ® "TAmazon SNS OFEABH, 25BL T EEL,

F+¥Y NF7 U —2 32T Amazon Q Developer T AWS Health 1 X N2 ZETBICIF

1. TOARVKNIIETZEHMNEIEETSDELDIC EventBridge )L— )L Z5XET D AWS Healthy OF
IEZRATY 713 ETRITLET,

a. ATYT 1B TARYIMNE—VOBRENFZTTLES, NE—2OREBEOTICHAVIZEM
L., XOTZEML TR—JDE| AWS Health A R RASTAERF Y Y NXYE—T ZH|
BRLE 9., TEventBridge T®H AWS Health A X ROR—T HEIEhiZ U ARNDERR, &
SBLTIEEL,

"detail.page": ["1"]

b. ATY 716 TRA—7 Y NERBIRTBEEF, SNSREYIVZBIRLET, CORL SNS
NeEY DR, FYYRNT77U5—23>0>2Y—)L®O Amazon Q Developer TEA L F
¥,

c. BYDOFIEZZETLT, L—ILZERLET,
2. Fyv NF7)—>3>2Y—)L T Amazon Q Developer ICBEL £ T,
3. Slack FY¥RILBHRE, FYyYRNITAT> hEBIRL, [Edit] #RE) ZiBIRLE T,

4. [Notifications - optional] (Bl - #7°>3>) o> 3> o [Topics] (REY V) T, ATFY T 1T
BELEENODERLU SNS REY O ZREIRLE T,

5. [&REF Z2EBRLZET.

BIRSRAF 109


https://docs.aws.amazon.com//chatbot/latest/adminguide/getting-started.html
https://docs.aws.amazon.com//chatbot/latest/adminguide/getting-started.html
https://docs.aws.amazon.com/sns/latest/dg/sns-getting-started.html
https://console.aws.amazon.com/chatbot
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MIL—ILIZ—BTF B4 R % EventBridge AWS Health ICEfE 92 &, AWS Health 1 X2 b
FFrYYRNIZATURNIRTENET,

6. IRVNBEBIRTDE, AWSHealth XY 2 1 R— RICFEHEHBRNIRTRENET,
Example:Slack ICIEE & 1 /iz AWS Health 1 X2

AR, Slack F ¥ RIICKRTRE D KERE (N—2ZF4E) V—> 3> ® Amazon EC2 &
Amazon Simple Storage Service (Amazon S3) @ 2 DM AWS Health 1 X2 MO HITT,
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AWS APP 11:46 aM
ﬁr’ AWS Health Event | us-east-1 | Account: 123456782012 | open
Event type code: AWS_ECZ_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED

ECZ has detected degradation of the underlying hardware hosting your Amazon EC2
instance associated with this event in the us-east-1 region. Due to this degradation
your instance could already be unreachable. We will stop your instance after
2021-03-19 18:36:40 PST. Please take appropriate action before this time.\\n\\nYou
can find more information about retirement events scheduled for your EC2 instances in
the AWS Management Console https:/console.aws.amazon.com/ec2/v2
/home?region=us-east-1#Events\\n\\n" What will happen to my instance?\\\nYour
instance will be stopped after the specified retirement date. You can start it agai...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

AWS APP 17:08 PM
! AWS Health Event | us-east-1 | Account: 123456789012 | open
Event type code: AWS_53_OPEN_ACCESS_BUCKET_NOTIFICATION

We are writing to notify you that you may have exposed your 53 bucket/s to a larger
audience than you intended. AWS recommends that you review your bucket
permissions and ACLs to determine whether the access is appropriate. 53 bucket
permissions should never contain \\\"Principal\\\":\\\"*\\\" unless you intend to grant
public access to your data. Additionally, 53 bucket ACLs should be appropriately
scoped to prevent unintended access to \\\"Authenticated Users\\\" or
WA"Everyone\\\" unless your use case requires it.\\n\\nThe list of buckets with this
configuration is associated with this event.\\n\\nThe following links provide an overv...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

DARNZWUTEC2 AV AR ATARL—>3a > 2#H8H
Z29179 % AWS Health

Amazon EC2 1 VARV ALK U TAT D 1—ILENARNIR/BTRI T I IVZEHELT

BENTEEXRT, FAWS THIY MCA AR M AWS Health Z3%f§9 % & . EventBridge JL—JL
l& AWS Systems Manager BEIfL R¥F A X R EDX—S Y NERUHLT, I1—H—ICKRb>

TF7o7>a>vzE88LTEEXRY,

ARYNIBBELUTEC2A VARV ATARL—2 a2V zABNICKRTTS 111
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BIZE. Amazon EC2 1 AR AD ) B A F A4 X2 NI Amazon Elastic Block Store

(Amazon EBS)-backed EC2 f Y ARV AICAT D 1—)LENhTWVWBEA, AWS Health
[&AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDA R K& A 7% AWS Health
Dashboard ICEBELET. L—ILTZODARIRNEZATHIREEND E, 1 VAR ADELEH
BREBBLTEET, COFETR. ChSsOTI> AV EFETRITIDHLERHYELA,

@ Note

Amazon EC2 A VARV ALK TR T 0> a>zBE8HLTBICE. TOAAZAN
Systems Manager IC&k > TEBEhTVBRXENf BV ET,

FMICOWTIE, "TAmazon EC2 1—H—7 4 R, ® TEventBridge T Amazon EC2 Z BEi{t 7
3, EBBLTLEEL,

Bl R SR

I—ILZERTSHIIZ., AWS Identity and Access Management (IAM) RS —Z4ER L., IAM O—
LZERL, O—IILOEERV —ZEHITBIHLENHBYVET,

IAM RS —ZERT S

O—)LADOHARIY—EBRIS—ZERTDICE. ROFBECHVET, CcORVZ—EF, 1—
H—CRD2TT U232 2ERTI2LOOO-LT I EAFAZRELET, COFIETE. IAM
OA2Y—=)LOISON RIS —ITF1 2 ZEALET,

IAM RS —Z KT B ICIE

1. KA A42 AWSN R XNV =)L U, hitps://console.aws.amazon.com/iam/ T |IAM
A2V—=I)zREXT,

FTETF—23RA2UT, RUD— 2BRL TS EE,

[Create policy] (R1) > —Z4ERK) ZFIRL £,

JSON 27 Z#BIRL £ T,

RO JISON 2AE—L, TFA4RXTTF7FI D IJSON ZEEMRAET,

o ~ w0 b

JSON

IR 112


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/automating_with_cloudwatch_events.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/automating_with_cloudwatch_events.html
https://console.aws.amazon.com/iam/
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"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:DescribeInstanceStatus"

1,

"Resource": [

myn

"Effect": "Allow",
"Action": [
"ssm:*"

1,

"Resource": [

Mg

"Effect": "Allow",

"Action": [
"sns:Publish"

1,

"Resource": [
"arn:aws:sns:*:*:Automation*"

"Effect": "Allow",
"Action": [
"iam:PassRole"

1,
"Resource": "arn:aws:iam::123456789012

:xole/AutomationEVRole"

BIRSRAF
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a. Resource /NZX—RT, Amazon )Y —AZ—LAL (ARN) ICAWS 7HOKNIDZABL
£¥9,

b. O—IBEZEBEEMRAZELE, F7AINNEFEATREETEET, COHlF
AutomationEVRole ZERALE T,

6. [Next: Tags] (R \: 2J) Z#BIRLE T,

7. (A723)F-—NJI1-—RTFELTOETZHEALT, XETF—RERVI—IZEMTD L
FTEXRY,

8. AN:LE1—]ZBRLET,

9. [Review policy] (R > —O#EFR) R—I T, AutomationEVRolePolicy 7% & @ [Name] (& H)
&, A7 3> o [Description] (8t8) ZA DL E T,

10. [Summary] (BIE) R—Z T, RUS—FHABITRHAZRIELET. RUZ—FEYTHN
(&, [Create policy] (R —DER) ZBIRLE T,

CORDVI—ICE2T, COO—INETTEDTIIIVAERBENET, HMICOVTIE, 1AM
A——=HA RDIAM RIS —OER (O YV —I)) 2ZRLTEE W,

IAM O—)LZ1EK T S

ORI —ZERLIZS, IAMO—I)LZHERL., TOO-NICRIS—ZTE2YFIIHBEND
WERY,

AWS H—EAD0O— /L ZEKRT S ICE
1. YA A42 AWS YR X2 ROV =)L U, hitps://console.aws.amazon.com/iam/ T |IAM

AU =I)Z2RHEXRT,

2. FEZ—232RA2T[Roles] (A—JL) ZFIRL TAH S, [Create role] (O—ILZEKT D) &
BRLET,

BRETEDIVTATAOEEDER T, AWSH—ER ZBRLET,
CcOO—-LZB|EZ TRz T5 T —ERIC [EC2] Z&#IRLET,
[Next: Permissions] (RO AT Y 7" #F ) 2 BIRL £7,

ERR L 7=7R1) > —% (AutomationEVRolePolicy B E) BAALTAHA S, TDORII—DHEIC
HBEFIVIRYIDREFVICLET,

7. RN 21 ZBRUET,

o ok~ w



https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://console.aws.amazon.com/iam/
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8. (A723aU)F—EEORTELTRITZFEAL, XEXTF—2ZO—J)LICEMTEET,
9. RN\:LE1—-]1ZB#RLZET,

10. [Role name] (A—JL &) IZI& AutomationEVRole Z#A DL ET., CHORATE, ERL & IAM
RS —DO ARN ICRRENZBAERLUEDICTIHLENHYFT,

1. (F7°2 3 2) [Role description] (A—JL®FRE) IC. O—ILOHRPEALLET,
12. O—)LEHwRE®BEL. O—IL %R 2BRLET,

EMICHOVWTR., IABMI—HY—HA RO TAWS H—EAOO—I)LDOERH ) #SBL T EEV,

FEER)—OEH

BEIC, EFRLEO-LOEERVS —ZEHTEET, COFIEZZETL T, EventBridge 1>
V=ITOO—IZBIRTEDRSICTRIRENHYVET,

O—ILOEEARV—Z2EHITDICIE

1. Y4242 AWS Y ZRIX N2V =)L L., https://console.aws.amazon.com/iam/ T I1AM
AV —I)z@EEET,

2. FTES—>232ARA2TRoles (=)L) ZBRL T EEV,

3. AWS7AHD>hOO—IDO)ANT, AutomationEVRole &, #ERRL E=O—)L D& i %
IRLUET,

4. [Trust relationships] 2 7 #i&R L, #: )T [Edit trust relationship] ZiBIR L £,

5. [Policy Document] ((RUZ—RFIXN) Ik, ATF®OJSON #2IE—L, F7FI)LKKRD
S—ZHKBRLT, TORDYICIE—L 7 JSON ZBEYFHET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"'ssm.amazonaws.com",
"events.amazonaws.com"



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://console.aws.amazon.com/iam/
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},

"Action": "sts:AssumeRole"

}

6. FEEARAV—OE#H 2EBRLET,

A OVTE, IAMIA—Y—HA ROO—INOEBERV—OEE (OIV-)) 2ZZRLUTLE
=L,

EventBridge D J)L—ILZEK T B

EventBridge 1>V —IITZDFIEZRTLTIL—ILZERL. EFREIEN AT 1-)ILhTW?
EC2AVARVADEFELERBZHBELTEDLSICLET,

Systems Manager BEI7 2> 3> D% ® EventBridge DIL—ILZEK TS

1. Amazon EventBridge 1>V —JL (https://console.aws.amazon.com/events/) ZFE £,
2. FTET—23URAOARINT, =) ZBIRLET,

3. [Createrule] JL—ILDER) R—2 T, JL—I)L® [Name] (F8l) & [Description] (Fi8A) ZA L
£9,

4. [Define pattern] (/N\Z—> M EH) T, [Event pattern] (A R KN\NZ—2) ZEIRL TH S, [Pre-
defined pattern by service] (H—EAZ EICEBHERENENE—2) 2BIRLE T,

5. [Service provider (P—ERAZ7ONAF—)] T, TAWS, Z&IRL FT,
6. [Service name] (H—E AR) IZF [Health] ZBIRL £ T,

7. [Eventtype] (A R N& A7) IZI& [Specific Health events] (3FE® Health 1 X2 N) Z5&RL F
ED

8. [Specific service(s)] BFENH—ERX) Zi&IRL . [EC2] ZBIRL E T,

9. [Specific event type category(s)] (HED AR ME A7 OAHTI)) ZiER
L. [scheduledChange] Zi&RL £,

10. [Specific event types code(s)] (BED AR RZA7OD—R) ZFBRL, /RN EZLTD
O—RZZBRUET,

5l Z (£. Amazon EC2 EBS-backed 1 > AR > AMN%
A, AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED ZiE

EventBridge M )L—I)LZERT S 116


https://docs.aws.amazon.com/IAM/latest/UserGuide/roles-managingrole-editing-console.html#roles-managingrole_edit-trust-policy
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11.

12.

13.
14.

15.
16.
17.

IRLUET, Amazon EC2 41 > A X > A store-backed 1 > AR > AN %
4. AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED %##iRL £,

EFEDODY—RA] Z2EBRLET,
[Event pattern] (A X RNZ—=2) BUTOBHIOLSIZEY)ET,

Example

{
"source": [
"aws.health"
1,
"detail-type": [
"AWS Health Event"

1,
"detail": {
"service": [
"EC2"
1,
"eventTypeCategory": [
"scheduledChange"
1))
"eventTypeCode": [
"AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED"
]
}
}

Systems Manager 7A— h X—2 32 RFAX D NEZ—TY NZEMUE T, [Select targets]
(Z2—5"Y N&IER) O [Target] (X—%"Y N) T [SSM Automation] (SSM F—KX—>32) &i&
RUET,

[RF 21X N T, [AWS-RestartEC2Instance] ZERL £ T,

[Configure automation parameters(s)] (F— R X—2 32 NTX—ZOEK) ZEBHE L. [Input
Transformer] ( A AWRTS VA7 #—Y—) ZiBIRL ET,

[Input Path] (AB/NAR) 7 14 —)L RIZ, {"Instances":"$.resources"} ZA DL ET,
2FB®D7 1—)LRIZ, {"Instanceld": <Instances>} ZA DL %X,

[Use existing role] (BEFOO—/LZEA) 2 EBRL TH S, ERLEZ IAMO—)L
(AutomationEVRole 3 &) ZBIRL £ 7,

=TV REUTOHDLSICBEIET,
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Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets per

rule).

55M Automation v
Document

AWS-RestartEC2Instance v

» Configure document version

¥ Configure automation parameter(s)

Constant

© Input Transformer

{"Instances""%.resources"}

{"Instanceld”: <Instances=>}

EventBridge needs permission to call S5M Start Automation Execution with your supplied Automation document and
parameters. By continuing, you are allowing us to do so.
Create a new role for this specific resource

O Use existing role

AutomationEVRole v

(@ Note

WEx EC2 & Systems Manager D 7 VL AFH &, FEHE UL -3 v 7%
BO0BED IAMO—IAF5WEES, O—)ILEVANIRRENELTA, FHICOVT
&, TEIREZMH, Z22RLTLSEETLY,

18. [EMX] 2 BRL £,
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L= —BTBARYRATAHIY RNATRET DL, EventBridge A EEE N Z—4Y K
ARy NERELET,

)7 7 L2 A: AWS Health 1 X2, b Amazon EventBridge A+ —
2

AWS Health A X RDAF—XZRICALET, detail NZX—FZORBICOVTE, 2FBD
T—7NLNESRLTLKEEV, YOTIRAO—RE, AF—XT—TILORICRHEEhTLVET,

AWS Health 1 X2 N AF—X

AWS Health 1 X2 N AF—X

%I:I

INTA—2 BH Y|
version EventBrid (= A
ge /N\—> 3
v, BER

rOJ o

id EventBridge (&0
AR ND—
EO#FRFo

detail-type detail ® X (&L

1417 AWS
Health
N2 NDiZ
a8, YR—
REhTL
BEIE &AWS
Health
Event® &
¢ TY,

AWS Health

1) 7 7L > A: AWS Health 1 X2 N Amazon EventBridge AF—< 119
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INTA—2 Bk Y|
Abuse
Event
source AR BN [=4A

AYV—A,
AWS Health
AR NDE
. YR—h
chTW?
fElx ¢9,
aws.healt
h

AWS Health 1 R N AF—Y
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NTAX—=5 B WA

VAN AWS Health (=4
AR MNAE
BEhiThH
7> N ID,

(® Note

bAEE
E1—
<
(.
BB
77
N
N&E
ol&
1
BB
T
ho
b
T
§&
hiz

Ba

ik
-2
=3
)
7
ho
> b
E&F

B0
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NTAX—=5

time

B0 WA

79
P
N
I,

BARY =40
EventBridge
ICEFEEhiz

Rzl oz
yyyy-mm-d
dThh:mm:s

sZ .

AWS Health 1 R N AF—Y
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NTAX—=5

region

B0 WA

BEH AWS (& W
=32
FEEETh

Iz o

(® Note
()
J A=
LK
(=&

—

v e

0]
AWS
Health
AN
N
NE

&%z

detail.«

entRegi
(2

®

AWS Health 1 R N AF—Y
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NTAX—=5 B WA

RS
h&
EE

resources ThHoVER LOX
EEEZT
2V)V—RA
(FET5
B)DUAR
ZRLET,

ZRENTL
21))—=AN
BWERE.
cO71—=)
RIFZ=TT,

detail COEZOEX FW
TRBEENT
Wad&E5IC,
AWS Health
AR NDF¥
meEetty
>3z,

Mdetaily NTX—ZDAF—IYAR

RDFRIF., AWS Health A X2 RAF—Y DFHANTA—ZORBZRLTVEXT,

AWS Health 1 X NAF—T: NS X—RAFT Y O

Fdetaily NTAXA—Z2DORAE Bk AE
eventArn I)—=>3a> & AWS Health 1 (& Ly

RVNIDZBG., HEDU—

AWS Health 1 R N AF—Y
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Fdetaily N X—Z2DORAE

service

AWS Health 1 R N AF—Y

%I:I

B WA
SAVDARYND—EDH
Al

(® Note

AR N ARN (&, 4
EDAWS THI N
FEV—>32IlE
BTRERHYELA,

AWS Health 1 X2 h® AWS  [FL
NDH—ERAEZEEZZTS , f

ZIE. Amazon EC2, Amazo

n Simple Storage Service. A

mazon Redshift, Amazon

Relational Database Service.
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Fdetaily N X—Z2DORAE

eventTypeCode

eventTypeCategory

i %A
ARYRNERATO—ED (=4n

#AlFo Hl: AWS_EC2_T
NSTANCE_NETWORK_MA
INTENANCE_SCHEDULE
D KT AWS_EC2_I
NSTANCE_REBOOT_MAI
NTENANCE_SCHEDULED

o MAINTENANCE_SCHEDU
LED ZELAXRV NG, B
. FAREEON 2 BEEIC
HEHIENhET,

(@ Note

FEICFEEATY
TA47H40INL4A4NX
MNCEINTARY
N& A 7 AWS_{SERV
ICE}_PLAN
NED_LIFEC
YCLE_EVENT #'&VY)
=9,

ARYNOAFTI)— (&L
RHR—KRENTWBE

(&. issue, accountNo
tification . investiga

tion . scheduledChange

T,

AWS Health 1 R N AF—Y
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Fdetaily N X—Z2DORAE

eventScopeCode

communicationld

startTime

B0 WA

AWS Health 1 X "RA T H =g
JRNBEEMNTVY OL%E
RLUET, HR—KEhTL

% fElE ACCOUNT_SPECIFIC

F /=& PUBLIC T3,

AWS Health 1 X D Z D =4n
BEO—E0HEFo

BUBEIDZ#F Xy t&—>
l&. 1 DM AWS Health 1 X

SRONYOTYTAY —

TSERERIR—=DTHIHEN

HYET, COEBRFETH

JONID EHHAEDETHEA
T2E, XVvE—NEEH
BRICIRII BT,

AWS Health 41 X2 RR—
DEIOHR—NICKY, BfE
ID (C(&, 12345678910-1 7%
E. R—DETHEFID Z—
BIZROEHOR—DEHFESH
BENhET, FHEICOVT
(&, TEventBridge T®M AWS
Health 1 XY hOXR—2 5 &l
ThEEUAMDRT 28R
LTLEEL,

XD AWS Health 1 X~ =4
DB RFZIDoW, DD, MMM,
YYYY, HH:MM:SS TZ,

FEENTVBRARNDOH
BB, KRTH>TED
FOWEEA.

AWS Health 1 R N AF—Y
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Fdetaily N X—Z2DORAE

endTime

lastUpdatedTime

statusCode

eventRegion

B0 WA

AWS Health 1 X K04 T RIRY-3
Bz, =& T9Dow, DD
MMM YYYY HH:MM:SS TZ.

FROBZRICAT> 31—
NARY NI TREZTE
ETDLRETEREA,

AWS Health FERX DA/ X N =W
D EHEREHEFZIDow, DD MMM
YYYY HH:MM:SS TZ.

AWS Health /1 X2 MDA (& LY
7___910

HR—KREhTVWBIE
l&. open, closed. upcomin
T3,

M AWS Health 1 X2 NT =R
HPEhZIEEZZ(TE)—
>3az,

AWS Health 1 R N AF—Y
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Fdetaily N X—Z2DORAE

eventDescription

%I:I

B

AWS Health 4 X2 N Z 7t A
?6t793>olhtu
AR NZHETIEER
FANDT7 1= RAE ih
x93,

« language — AWS Health 1
R NTEREHhDEED
d—R, ChREFBEE, 41X
VR REE TV S M
ICRPTREWET, HIX
¥, us-east-1 U—23
TR, ZhiFBEE en_US
T3,

+ latestDescription — AWS
Health API S L&) >
J&hd AWS Health 1 X
YhzRERL, BEE AWS
Health & v 2 1 7R— RIZ&
TENFET,

(@ Note

NEARY NDBE
. ChICBEREFOE
HOIZXNEEN, A
RV NDERBEEMEE
EENFEHA,

Y-

=4n

AWS Health 1 R N AF—Y
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Fdetaily N X—Z2DORAE

eventMetadata

affectedEntities

EAL] A
AWS Health 4 X2 N C {44 WLz
TEDEMDAR NXEZTF

—90

e XABRF—BF—1>- XX
T—RF—EEORTXF
5| . Tkeystring1, : Tkeyval
uel.

ARYRXBRTF—ED
F—EEORTIE, AWS
Health 1 X NZEEFEL &
H—ERICK>TREYFE
E

AWS Health 1 X2 A DO Wiz
E2ZH3VIY—AD)Y—
ABEAT—ZA%ZRRTS

[

 entityValue- JY—A/L>
T 4T 41 1D

+ lastUpdatedtime - 1) Y —
AILTATADAT—
RANBZREBICEFENLCR
Z| (Dow, DD MMM YYYY
HH:MM:SS TZ OFER).

. status - HEZZ T
DY—=AIT>T4T4
DAT—RRA, HR—
REhTVLSER.
IMPAIRED, UNIMPAIRE
D . PENDING, RESOLVED, |
T9,

AWS Health 1 R N AF—Y
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Mdetaily N X—R2OAR

page

totalPages

S A
COXYtE—IHKRT (&L

R—T, FHICOVTIRE,
FEventBridge T®M AWS
Health 1 X ROXR—T 5 E|
ShEVANDRT) 258
LTLEEL,

@ Note
R=THEEIY—A
LETOHITOINET,
BlOEHT 256KB M
YA XERZEBZ I
e, BIEFAMLE
EE

CONILAARY NOR—=D =40
DR, FHEICOVTIEE,
FEventBridge T®M AWS

Health 1 X ROR—T 5 E|
ThEEUARDERTI 2R

LT EEL,

chofezEALT, 120
THOBNIBETIERNR—
JIChEBBBEOIXNTO

R=DZBELELESHZ
Y TEET,

AWS Health 1 R N AF—Y
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Fdetaily N X—Z2DORAE

backupEvent

affectedAccount

N
3
\ll
I.I.I
\G
=
&
&3

B0 WA

CO777’., BEEN IR (=4A
HEFALESBWVWEEIC,
N—=—TFT14>3a>HDEBEEH
ENYOTYT)—=23>0

NY DTV TARY NERA

LET. DB true £=(F

false T3,

HBEZTFBDTHAINDOT =4n
hI22K~IDTY,

chlE, COANILARARY N
HFO—FHTHBTHIK
\Z3%{§ AWS Organizations &
n, BEBTHIORNELERE
FEBETHINTEES
hizH4E&, account7 1 —)L
ROBERFEREDEENHY)
x9,

FHREBZLTTOY> 3 (AYAY-4
UNBBIEARNET
AJZLATRETDLEOHD
XBF—R, IBETED

(B —) fEIEACTION_RE

QUIRED . . ACTION_MA
Y_BE_REQUIRED . &/

T INFORMATIONAL .

AWS Health 1 R N AF—Y
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Fdetaily /N AXA—ROAR EAL] A
RILVYF CODARF—ZD) AN, (AIRY-4

ARYNEBILN—TFTA42TF
BPAT—URILE—0O7O
TSLIRDRERT VT A
JILET, EETED (&8
D) fElk. OPERATION
AL . SECURITY, 8KV T
IBILLING,

NEAANILAAAXR> M-Amazon EC2 OER D RERE

"version": "Q",

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-01-27T09:01:22Z",

"region": "af-south-1",
"resources": [],
"detail": {

"eventArn": "arn:aws:health:af-south-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE/
AWS_EC2_OPERATIONAL_ISSUE_7f35c8ae-aflf-54e6-a526-d0179ed6d68f",

"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",

"eventScopeCode": "PUBLIC",
"communicationId": "©1b0993207d81a09dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 27 Jan 2023 06:02:51 GMT",
"endTime": "Fri, 27 Jan 2023 ©09:01:22 GMT",
"lastUpdatedTime": "Fri, 27 Jan 2023 09:01:22 GMT",
"statusCode": "open",
"eventRegion": "af-south-1",
"eventDescription": [{
"language": "en_US",
"latestDescription": "Current severity level: Operating normally\n
\Nn[RESOLVED] \n\n [03:15 PM PST] We continue see recovery \n\nThe following AWS
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services were previously impacted but are now operating normally: APPSYNC, BACKUP,

EVENTS."
1,
"affectedEntities": [],
"page": "1",
"totalPages": "1",
"backupEvent": "false",
"affectedAccount": "123456789012",
"personas": ["OPERATIONS"]
}
}

Tho2 NEBD AWS Health 4 X2 ~ - Elastic Load Balancing API 0 [&]

2|

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-10T06:27:577",

"region": "ap-southeast-2",
"resources": [],
"detail": {
"eventArn": "arn:aws:health:ap-southeast-2::event/

AWS_ELASTICLOADBALANCING_API_ISSUE_90353408594353980",
"service": "ELASTICLOADBALANCING",
"eventTypeCode": "AWS_ELASTICLOADBALANCING_API_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",

"communicationId": "@1b0993207d81a@9dcd552ebdle633e36cf1f@9a-1",

"startTime": "Fri, 10 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 1@ Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "ap-southeast-2",
"eventDescription": [{

"language": "en_US",

"latestDescription": "A description of the event will be provided

11,
Ilpagell: Illll’
"totalPages": "1",

here"

THI> NEE® AWS Health £ X |~ - Elastic Load Balancing API 0 =&
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"backupEvent": "false",
"affectedAccount": "123456789012",
"personas": ["OPERATIONS"]

THho NEEB®D AWS Health £ X2 M - Amazon EC2 Instance Store
Drive Performance Degraded ®/XY 9 F7 Y AR K~

"version": "Q",
"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2022-06-03T06:27:577",
"region": "us-west-2",
"resources": [
"i-abcdl111"
1)
"detail": {
"eventArn": "arn:aws:health:us-east-1::event/
AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED_90353408594353980",
"service": "EC2",
"eventTypeCode": "AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "01b0993207d81a09dcd552ebdle633e36¢cf1f09a-1",
"startTime": "Fri, 3 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 3 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"affectedEntities": [{
"entityValue": "i-abcdl111"
1,
"page": "1",
"totalPages": "1",
"backupEvent": "true",

~ IEI’E(D AWS Health € X2 ~ - Amazon EC2 Instance Store Drive Performance Degraded ™
V7

T
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"affectedAccount": "123456789012",
"personas": ["OPERATIONS"]

THho NEEDO AWS Health 1 X N - Amazon EC2 /1 2 AR ADFE
1k

{
"version": "0Q",
"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2026-01-27T01:43:217",
"region": "us-east-1",
"detail": {
"eventArn": "arn:aws:health:us-east-1::event/
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED_90353408594353983",
"service": "EC2",

"eventTypeCode": "AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED",
"eventTypeCategory": "scheduledChange",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "1234abc01232a4012345678-1",
"startTime": "Thu, 27 Aug 2026 13:19:03 GMT",
"lastUpdatedTime": "Thu, 27 Jan 2026 13:44:13 GMT",
"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [{

"language": "en_US",

"latestDescription": "A description of the event will be provided here"
1,
"eventMetadata": {

"keystringl": "valuestringl",

"keystring2": "valuestring2",

"keystring3": "valuestring3",

"keystring4": "valuestring4",

"truncated": "true"
},

"affectedEntities": [{
"entityValue": "arn:aws:ec2:us-east-1:123456789012:instance/
i-1234567890abcdef0",

THI> NEE® AWS Health 1 X N - Amazon EC2 1 VAR ADFELE 136
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"lastUpdatedTime": "Thu, 26 Jan 2026 19:01:55 GMT",
"status": "PENDING"

11,
"affectedAccount”: "123456789012",
Ilpagell: Il1ll’

"totalPages": "1",

"backupEvent": "false",
"personas": ["OPERATIONS"],
"actionability": "ACTION_REQUIRED"

2

%

"version": "Q",
"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2023-01-27T01:43:217",
"region": "us-west-2",
"resources": ["arn:lambda-1-101002929", "arn:lambda-1-101002930",
"arn:lambda-1-101002931", "arn:lambda-1-101002932"],
"detail": {
"eventArn": "arn:aws:health:us-west-2::event/
AWS_LAMBDA_PLANNED_LIFECYCLE_EVENT_90353408594353980",
"service": "LAMBDA",
"eventTypeCode": "AWS_LAMBDA_PLANNED_LIFECYCLE_EVENT",
"eventTypeCategory": "scheduledChange",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "1234abc01232a4012345678-1",
"startTime": "Thu, 27 Aug 2026 13:19:03 GMT",
"lastUpdatedTime": "Thu, 27 Jan 2026 13:44:13 GMT",
"statusCode": "open",
"eventRegion": "us-west-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided
1,

"eventMetadata": {

ThHoNEEBED AWS Health 1 X2 N -Lambda 5TBIZ 4 7514 2L A
N

here"

FThHo NEEDO AWS Health 1 R N - Lambda 5HEIZ A4 7H A4 ZILA4A R~
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"keystringl": "valuestringl",
"keystring2": "valuestring2",
"keystring3": "valuestring3",
"keystring4": "valuestring4",
"truncated": "true"

1,

"affectedEntities": [{
"entityValue": "arn:lambda-1-101002929",

"lastUpdatedTime": "Thu, 26 Jan 2026 19:01:55 GMT",

"status": "PENDING"

Ho{
"entityValue": "arn:lambda-1-101002930",

"lastUpdatedTime": "Thu, 26 Jan 2026 19:05:12 GMT",

"status": "PENDING"

3 {
"entityValue": "arn:lambda-1-101002931",

"lastUpdatedTime": "Thu, 26 Jan 2026 19:07:13 GMT",

"status": "PENDING"

3 {
"entityValue": "arn:lambda-1-101002932",

"lastUpdatedTime": "Thu, 26 Jan 2026 19:10:59 GMT",

"status": "RESOLVED"
1,
"affectedAccount": "123456789012",
"page": "1",
"totalPages": "10",
"backupEvent": "false",
"personas": ["OPERATIONS"],
"actionability": "ACTION_REQUIRED"

FThHo NEEDO AWS Health 1 R N - Lambda 5HEIZ A4 7H A4 ZILA4A R~
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TZ=X1)>% AWS Health

ETEZEZVVTR,. B8R ZTOMD AWS Health AWS V) 1—> 3> 0EHEM, TRAK, N7+—X
VAR IBDLTEERH D TT, AWS ICIF, B8] AWS Health, BERERORE, SRVOL
BICBWUTT I3 2RTIBDEOOUTOEZRIVTY—IIARAEETRTVRT,

« Amazon CloudWatch l&., AWS DY —R& TEILTWAT77UTr—23a>& AWS U7 IR A
LATEZRUILET, XNVORAZREBSKLTEBHL, DAZRINA AT hEAYS 1R—R%E
EHRL, BEENEXNIY O EELELEMEICELLEEEICBATFLEE T30 2RTY
BDTT—L%BRETEERT, FMI-ODWVWTIE., TAmazon CloudWatch 1—%—74 Ry Z#SBL
TLEEL,

Amazon EventBridge 2 T5 &, T—EAX VY —-AICEEEEX SN HS AWS
Health /1 X NCDVWTEBHAZZ WA N TEET, XK. A" AmazonEC2 /1 AR
ACBETB AR N AWS Health ZH1TI 258, ChoOBHAZEALTT V>3V EET

L, %BIZBUTVY —ALZEFELRIBEEBRADENTEET, FMIODVTIE, TAmazon
EventBridge AWS Health ZL 7= TOARKNDEZRI T #3BLTLKEEL,

« AWS CloudTrail k. AWS PAHJ 2V NIZK2T, EFLERTHVNIRKD>TIThbhiz API O—
ILBLRVBEEARNEFYTFYL, B8ELE Amazon S3NT Y MOV 774 ZEBELE
T, FOHELROI—HF—ETHT N AWS, BFUHLTOREFBITIP P RLA, FOHLOH
S HRZERBETEET, FMICOVWTIEE., TAWS CloudTrail I—%—7H4 Ry Z25BLTLKEE
Wo

N =Ry
« AL = AWS Health APl J—)L®O% 528 AWS CloudTrail

ZFERL = AWS Health APl OJ—)L® O 528 AWS CloudTrail

AWS Health (&, 1—%— AWS CloudTrail, O—JL, &l&F OH—EAICK>TRITENET D
2AVERBID AWS H—EATHD £HEEENTVWERT AWS Health, CloudTrail &, AWS
Health ® API d—J)LZARRNELTF Y TFYLET, Fvr 7 FrEnHETHLICEK, AWS
Health OV —ILAS OBV HEL & AWS Health APl ZARL —23a A0 1— RFBEUHLASEN
£, AHEERTIBEE. 1R MEED Amazon S3 /N7 Y RA® CloudTrail 4 X2 N O
BN BREEEMICTDEN TEET AWS Health, SEHFZEREL ZWEETE, CloudTrail J
V=IO AR NBE] TRIDAR NERRTEEXRT, CloudTrail ICKk > TREETh-BHREME

ZfEMA L 7z AWS Health API J—)L O OJ 728 AWS CloudTrail 139
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ALT, VDOTANDETRIOIP 7 RLAAWS Health, UJITARDEITE, VIOIANMDEST
BREEDFMEZHIETERT,

REXEWMLO I EREE, CloudTrail DFMIZ DWW TIE. TAWS CloudTrail I—H—7 4 R, &5
BLTSEZL,

AWS Health CloudTrail ®1&%R

CloudTrail &, AWS Z7HD Y NOERBKFICTAI RTEMICKEYEFT, THR—FEhTVWBA
RYNTOTAETANRETDE AWS Health, TEOTITAETARRARY NEROMO AWS

HF—EAAM R NEEEIZ CloudTrail F R MNCRFEENET, AWSTAHU NTERIEODANRY K
ZRN, BRE, ADUOVO—RTEFET, FMICOVWTIE, CloudTraill AIX NBRTOA R kD
TEZRLTLSEZ,

DARVRNBE, AWSTHIYRDAXRY NO#GEREEERIC DV T AWS Health, FEHFZERR
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"Records": [

{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/JaneDoe",
"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "JaneDoe",

"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-11-21T07:06:15Z"

1},
"invokedBy": "AWS Internal"

.

"eventTime": "2016-11-21T07:06:28Z7",
"eventSource": "health.amazonaws.com",
"eventName": "DescribeEntityAggregates",

"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "AWS Internal",

"requestParameters": {"eventArns": ["arn:aws:health:us-east-1::event/EBS/
EBS_LOST_VOLUME/EBS_LOST_VOLUME_123"1]},

"responsekElements": null,

"requestID": "@5b299bc-afb9-11e6-8ef4-c34387f40bds",

"eventID": "e4deb9dc-dbc2-4bdb-8515-73e8abcbc29b",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

1,
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