aWws
I—H—H4 K
AWS Ground Station

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS Ground Station

AWS Ground Station: 1—%—4H 4 R

Q—H—H1 K

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon DEERB LT NL—RRLAF Amazon UADEHGRE LY —EFRAICEATIERFTE
FthA. T, BERICEBESEZADUEMNI DR T, £ Amazon DEAZBELESER
THERATRICEETEEEA, Amazon MFIEL TV EBVEDOMO I N TOEZIE Amazon & DR
. BE XEBROBEICHIHIPDST, ThSXIEITAMEENEETT,




AWS Ground Station I1—H—HA K

Table of Contents

ENE AWS Ground SEAtiON .........ooiiieeieee et e e e e e aaan 1
4 L S ey Al TSP SORPRRTR 1
JRD) AT Y T ettt ettt ettt ettt n e 2

D AWS Ground Station FEAE G .......ooeiie e 3
= B N e G OO 3
S =y A u by ) () -1 - R 3
RS R Xl Ko by i el B R 5
AR o (1 =k TSR TO USSP 6
a2 1T (7 2R 9
AWS Ground Station A7 AVAR—FK 2 RZEBET D oo 9

S = A b A (| ST 11
B T ettt e et e e e e e e et e e e e e e et e e e e aa—aaaas 14
it A W i W N e (0 s B | s PRSP 23
AWS Ground Station IL—=C T2/ B oot 31

= . 5 TR 33
WCHAUT YT TBD AWS T H TR e, 33
BT VAT D = AR T B oo 33
AWS 7HD 2 NMCZTF 21 A AWS Ground Station BFAIZBIT D .ooveieeeeceeeeeeeeeeeee e, 35
= - TR 37

BEOAVR—FT AT TOBRDBE ..o, 37
(G A 12k =R I K i 1 AT T T 37
INT VY OTO=REYAREE oo, 40
ke A e L = AN T 1~ NPT 41
e e & =TT 41
= e =TT 42
ol D O L - T 1~ TR 43
S =k (=1 AT OROTRR 44
D v =13y 44
T L X N BB TE (T 7 S 3 /) oottt e, 44
BT R B T oo e e e e e 44
S = A n b e O |V o (=) A 1~ TR 45
IRDAT Y T IEBEET B oottt et e et e et 46

AWS Ground Station 0 =2/ T2/ oo e e et e e 47

W ERBDIBFID AWS U T DRI e e, 47




AWS Ground Station I1—H—HA K

AWS Ground Station A R—RENTWVD AWS U= 32 e 49
TR A DI ettt 49
AWS Ground Station T A R N A e 49
B B AR B T D) N A e e ettt ettt e, 50
ALV R NFREICH TR A RYATDELE e 50
AWS Ground Station B N B BE .. e 51
AT 7T XA AWS Ground Station ZEHA T D HEZEIE T D oo 54
a0V () T e i L B G e SR 54
AR LT T I X AT = R R T B e, 55
B ettt et e ettt 55
fl: BEFRREOI7IXUR%E THEHT S AWS Ground Station ..........cceeeveeeeeeeeeeieeenn 56
TLE L7 I X AT = R B R T B oot 56
OEM T 7 I X ) AT = R R T B oo e 62
T E LT 7 I X AT =R R T D e, 70
NDARLTIT7IXVAZEALTOV R I RNEFTHTD oo 81
B ettt et e ettt 81

B N B D T T 7 T i e e, 81
D—070— 1 FAAEEEBEZE—BERTL., FHTD 82
D= T 2 B AR O T oo, 86

BN A DB R D E DT R Y e 90
RART TOT A REBEBIEIE ..o et 92
EDTT7 I X)) AN E R E N T OB D BB T B e 93
TLE B RTE OEM T 7 T X 1 & oottt e et e et e e 93
FILBEE T 7 T X A oo ettt 93
BEICAT D 1= )Lk BNIRTBIFHLLVITIXUADEE 94

B RDBRIED L 7 I X A AU T T B oot 95
FI7AILIRNDITIA)AZERALEEHED GetSatellite VEZ—2 DB .o 95
NDAZLTIT7IXVAZFERALUEEED GetSatellite OB ....ooooeeeeeeeeeeeeeeeeeeeeee 96
FUBE T 7 T XU AD =B IRIR oo e 96

F T AR I T I X AT B R oo e, 97
TLEIT7IXUAE OEM IT7 I XD ADITTICERT oot 98
FUBET 7 T XU RADBIR oo ettt 98

o ats B A W L)L - = TSROSO PR RO UR R RUURRRRRRRRT 99
AWS Ground Station F*—R 7L —2 AV B =T T A R oo 99
IO A =D a3 T = BB DI oo 100
AMAZON S3 DA Y N T Y T R T oo 100




AWS Ground Station I1—H—HA K

AMAzon VPC DY N T T BT oo 100
AWS Ground Station T— T2 RIZERD VPC BRIE cveeceeceeeeee e, 101
F—RT7O—TVRIKRARNEBERALUT VPC BRIE oo 104

AMAzon EC2 DAY N T Y BT oo e 106
BRI E N D = RRHIIEY T N T L T e 107
AWS Ground Station Amazon Y=/ 2 A X—Z0 (AMIS) ..couveciiiiiiie e 107

T L D N L D A ettt 108

T L XU D LR B e, 108

BB AT BE R T L X N ) B A T e 108

sy U= 1 = L TSSOSO TR RS T PO 109

T L X N L D B T e et 109
ATY 7 1 BIREH AWS EBBD VY —ZAZEBT B oo, 110
AT Y 7 2: TelemetrySINKCoNnfig ZAEBL T D ...oeeeeeeeee oot 111
ATY7 3 2v2a>7O77ANCTLARNIZEMTD e, 112
ATY T 4 AUBRIRBEBRAT D D =)LT B oo, 112
IR TENE .o ettt e e e 113

TLXRN) TR BEEET D oo 113
T B T R D B T e, 113
TR A S N T L X N e et 114
T L X NI DIBEE ..ot 116
Kinesis Data Streams AN —ALARSDTF—RZDFRHEN) oo, 117
AF =N DIN=D 3 T EEA e, 118

A T D R oottt 120

BIVEADE DT A T H AT EBIBEET B oo, 120
AWS Ground Station BIWE D AT = R oo, 123
AR ol et (L s = RSO R TR UPTROR 124

B N B D D B o R E I 0 B oo et 125
T T ) B BB ...eveee et e et e e et e e et e e et e e e et e e et e e et e e et e e et et e et e e e e e e e e e eaeaaaas 125
AT D = T = R e e —————— 125
CaNCEICONTACE .......ooiieieeee et e e e e e e e e e e e e e e e e e e e e e e e e e aaaa———a———— 125
) T A B R N B Dt oo 126
DFUT 2 BBl I BN e, 127
T T B BB D 1 D e 127
T T A BB N B e e 128
S T B BB D B RS .o 129
T T B BB D T Ll oo 131




AWS Ground Station I1—H—HA K

SFIFATEEBLUBWILTFTUOTFHERAT =232 e 132
SFIAS AR IRMEELUTVBRANILFTUOTTFHERAT =232 133
AWS Ground Station T2 B ILY A 2/ et 135
B L R S e et 136
IR0 N - = - OO PRT 137
AWS Ground Station 4 RN B A 7 et 138
IR ol e AN () R B O N (RN 138
s L B A N R 140
CloudTrail ZEA L7 APl =)L DT 888K oo 141
AWS Ground Station CloudTrail MTEHR ......coooveieeeeeeee et 142
AWS Ground Station AT 7 7 AL I R UIZ DU T oo 143
Amazon CloudWatch TX R T A TRIRT D oo, 144
AWS Ground Station X R D RAET A XA e 145
XN D A D ZRIR oot 150
A ol L e 157
Identity and Access ManagemeEnt .........coooiiiiiii i aeaaaa 157
b Rl it (N I T 158
TAT T AT ARBRAUTEERRL oot 158
N - O ol s A c A ()L = OO 159
A IAM & AWS Ground Station TBEE T B J57E ..o 161
TATOTATAR=ADIRI) D =D oot 167
N |V e e s OO T TSR 170
AW S T R RIR ) S m et 172
AWSGroundStationAgentinstanCePOIlICY .............oooiiiiiiiiiiiccce e 172
AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy ..............ooeveieiiiiiiiiicieennnn. 173

TR S DD B BT oot 173
il iy QU B R i R L 1 2 R 1~ T 174
Ground Station DY —ERIZV > OENEO—=IDOT TEATFA e 175
Ground Station ANDH—EZIZU D IENTEO=ILDERR oo 176
Ground Station TOH—ERIZV D OENTEO—=ILOIRE ..o 176
Ground Station TOH—ERIZU D IENTEO=ILOBIBR .o 176
Ground Station DH—ERICU > VEhEAO—-I)IFHR— Ehd -3 177
N |V e e s OO T TSR 177
DREF DT —ZBEBIL AWS Ground SEAON .......ooveeeeeeeeeeeee et 177
NABRR =N R =D RFE =BT B oo, 179
NDAARARI—NZ—T RE—NIETE AWS Ground Station ..........cceeeeeeeeeeeeeeeeeee e 180

Vi



AWS Ground Station I1—H—HA K

AWS Ground Station BEB AL T F AR oot 181
TLEB KRV OEM T7 I XV AF—RZOREBRFDRE ST oo 181
FHUEELI7 I X ADRERTE DB (e, 190
DEEF DT —REET I AWS Ground Station ........o.co.ccoveveveeeeeeeeciceccceeeeeee e 199
AWS Ground Station T— T2 R AR —La e 199
o atanke A Ei W N 0 (0 N N el NSO 200
SV AVTOATTAILERTED B ..o et 201
JPSS-1-NT VY OTO—RFFYARNTE (PBS) - B ..o 201
Amazon S3 F—REEEZFATEINT VY OTO—RFYARE e 202
BB S /A e e e e e e e e e e e e 203
AWS Ground SEAHON BRIE ....cceeieeeirieeteeeiteeeteseteeseteeetesstaeateestessreeaeaeeeseseneeasseessesaneeantesssesaneeas 205
AWS Ground Station Y3 T TAT T Al oo 206
R D D oo e ————————————————————— 206
F—RT7O-IVRRAMERMAITZNT VY OTO—RFYARNFE (FO—/V R)..... 208
BB S /A e e e e e e e e e e e e 208
AWS Ground SEAtION BRIE ...ecveeieeeerieitieeieeeeteeeteeaeteeetesstaseteestesareeseaeeetesaneeanteeasesaneeaereesresaneeas 215
AWS Ground Station YA T LT T Al oo 216
R D D oo e ————————————————————— 217
F—RT7O-IVRRANEFATENT VY OTO-RFYANFE ERBRVES
(220 YOO T OO STT 219
BB S /A e e e e e e e e e e e e 219
AWS Ground SEAtION BRIE ...ecveeieeeerieitieeieeeeteeeteeaeteeetesstaseteestesareeseaeeetesaneeanteeasesaneeaereesresaneeas 226
AWS Ground Station Y3 T LT T Al oo, 229
R D D oo e ————————————————— 230
AWS Ground Station T—2 T > N (AwE) 2FATH N7 VY O7O0—-RFYANEE ... 232
BB S /A et e e e e et 232
AWS Ground SEAtON BRIE ...eecveeieeeerieiteeeieeeeteeeteeeete e et s etaeateestesareeaeaeeeseeeseeanseessesaneeaatesaresaneeas 244
AWS Ground Station Y A T TAT T Al oo 245
R D D oo e ————————————————— 246
N | R s OO 249
Amazon EC2 IZF— R ZBETREVEDBORNT TN 1—FT 12T e 249
ATYT 1 EC2A VAR AN RITENTVDCEZTERRTD oo 250
ATV 2 ERATRT—R7OA-—T7TVT—23 034 TZRETD e, 250
ATV 3 F=R7O—TFTVT—23 0 RTENTVBRCEZHERTD e, 250

ATV T 4 TF—27O—F7VT—>3 AN —LNFREENTVDR L Z2BFETS .. 252

Vii



AWS Ground Station I1—H—HA K

ATV 5 LY—N—AVAZRVA (BEA)YT7XY NC+HoB5ERTRESE IP 7PRLA

D B B L T R T B oot 254
RBUEBVEDEDORT TS A =T AT e, 255
F—=RTO—TVRERAVENDERBD I =AT = oo, 255
AWS Ground Station T—= TV RARBU LD —AT =R e, 256
FAILED_TO_SCHEDULE AR I KRD RTINS A—=FT AT e, 257
Antenna Downlink Demod Decode Config TIEEE hZBER Y R—RENTWEREA ... 257
—BRIVIBE R T T I AT A T AT Y 7 et 258
DataflowEndpointGroups A" IEE THEWVIREDO RS TN 2 —FT A2 e, 258
BUBITIXVADRTTILD =T AT s 259
T 7 T X RARREE L Tl D U N T e, 259

TLE L7 T X A D — Y I B T — oot 260
OEM L7 T X A D = B I BB L T — oot e e e e 260
FUEET 7 T X AD— B IR L T — oo 261
RTINS AT AT D AT Y T e, 262

e o S i i Bl N By Al D QUSROS RSO 262
TR EZELBA 2EBVEDEORT TS =T AT 267
IE U Q ZB N T 1 S D R T oo ettt 267

BT R IR oo e 267
AWS Ground Station fFLE ... ..ot 267
TLARUDRT T IS AT A e 268
—BREIIEEY N T Y T ORI oo 268

T L X N ) B B D R RE ..ot 271

T R T D R BB .o e 272
ANILT D FUF oottt 273

D T R PR .o 275
B A R e e 276
N A s N - . TSSOSO 277
AV S A B oot e e e 282
.................................................................................................................................................... cclxxxiii

viii



AWS Ground Station I1—H—HA R

& & AWS Ground Station

AWS Ground Station &, JO—NIA 2V T7ZARSIVF v £ TLEELTHER. TATELZHERE
ZRMIBDTINZ—RY—EATY, ZFEHT S & AWS Ground Station, JHB Db E A7 —
DAVAVITITARNRTUOF v ERBE, BB, AT—VUTBIHENBLLBEYET, AWS Ground
Station ZEATH &, MEOHM ERAT -3 OBE, ERA. AT—VUJICDY—RZERXTO
TEL, FEF—RZRYVIATHFLWTI U= 30 0EFHFERARBRBRICERTEERT,

AWS DIEL AT —, BFEEOITO-—NILT77FAN—FY ND—D%ERTDE, TOoTF

ATLATORELNSBEHWURNICHEET —XOVEBZRKRTEXRT, ChiCkY, £F—FZ0EETh
ERBELEOMENLABICHEYTERTERT,

— BB I1I—AT—A

: o ¥
— i L 1 1 A - e o
P Ry é} % O Q‘a;ﬁ L
= T | o . ", o . -
- [ {‘)'} _}}/{'Ex Bee oy —
= R FRr== i [l
- l"-.ﬂ."l | T P— ==
WL =i —= |1 At e | 3] [l
. = _ - ! -
: On-board & schedule Command, control Receive data Process & distribute
AWS Ground Station Reglster and an-board & downlink Receive satellive Frocess data
Fully managed grownd watellites, Iderttdy Command, ¢l and data into Amacon in AWSE Clowd and
statudn a5 o service cortact wiredows and dwwmlink data using WPE elistrdits wah AN5
I schedule a satellde AW'S Grours] Statan Global Infrasbracture
Cortact during scheduled times

AWS Ground Station Tl&, HEENFMEICBETE, XOI1—AT—AZHR—KLTVET,

s BV DIOTF—R-FENST—R2ZEFEL. XN RBLVP SN RAERBZEEFEL
T. AmazonEC2 A VARV AILUTILRA LT (VITA-49 K ), £k FHT > KD Amazon
S3 /N7 Y NCEHE (PCAP ) BRELET. €510, ¥A—RENTWAET1L—YaveT
PA—TAVIAF—LEFRAIZHEENFE, BERSIVVTFI—REWLETF—RE2ZETSHH.
£0FTTRIBEAKEE (DigIF) Y7 )L (VITA-4 FER) 2 ZET N ZBIRTEET,

« TYTVOF—R - REETD DiglIF F—& (VITA-49 X)) £2XETZ LT, SN REREK
BEZETHITF—REOAV REFHRICEE L £ AWS Ground Station,

—EBEI—AT—R 1


https://wiki.wireshark.org/Development/LibpcapFileFormat

AWS Ground Station I—H—H4a4K

s PV VO TI—-YEBWNICIOT—23 0 k7T TEGESEZETRHI LT, F
ERICEBETNLEONY RZKRIIL, TOMOESELRRXAVZEITLET,

- Software Defined Radio (SDR)/Front End Processor (FEP) — Amazon EC2 1 AR ATEITT

& 3B170 SDR ¥ FEP 2#AL T, F—REUTLEA LATRABLTREORFERBEL.
F—AHRELERLET,

- Telemetry, Tracking, and Command (TT&C) - BIIRD 1 — AT —AZ#HAEHE T TT&C ZXE1T
L. HE7V—-FZEBEELEY,

s VORAU—23a>F—REE—E—0O AWS U—3 2 A 5 AWS Ground Station®Z'A—/NILT
TFTFRYRND—VZFEALT, BRORKI XV NEERLET,

s FIUBRNWIAY -XBBT7THREZFEACTIC, ROAANTATD 21—V, BREOR
i, BYASIS—0EETANTEET,

RDATYT
BAICUTORS 3 asxzo e z2H58bLET,

« EE/ AWS Ground Station BE2CD2W Tk, T4 288U T EE WO AWS Ground Station 1+
$H Mo

« FRATZDTHIRNEDY—RAERETDHEICDOVWTIE AWS Ground Station, "1 #288BL T
KEZTVEUDIC,

« 7O AT ZEHATSIZ1E AWS Ground Station, AWS Ground Station APl U 7 7 L A% S
BLTLKEEVW, APIUTZ7LVATIE., OFANTO API AL —2 3> AWS Ground Station
COVWTHEHLLKTRALTVWET, £, HR—FEATWRDI7/H—EXZ7ORNILOHT T I
DOTARN, LARVA, IZ—ERHELET, AWSCLI £l AWS SDK #EZENSETHEH
LT, &XVEYT2O— RZERTEET AWS Ground Station,

RORTYT 2


https://docs.aws.amazon.com/ground-station/latest/APIReference/Welcome.html
https://aws.amazon.com/cli
https://aws.amazon.com/developer/tools/

AWS Ground Station I1—H—HA K

@ AWS Ground Station {+#H &

AWS Ground Station Ikttt L7 > 7 ZBREL T, BHELDEEZBZICLET, 7T TFHRFT
TEDYENZHFEEHRILEN, BEEEHENE T, 70T T OYENBZIBTERAEOHEE
AWS Ground Station A7 —> 3>+ 0> 3> TSR TEERT, 1—AT—AAWS Support Center
ConsolelC BiNO#EE, BMOOT—> 3> H—ER, FERKYERET > TFHOT5— 3> F
ELGZaE. EELTBFmﬁL\é‘bﬁ<t"éL\o

AWS Ground Station 7> TFOWIThAZFEATRICIE. BREDBMTREZFHNTIHENHY)
£F9., COFHRAEAVEDEEFRENE T, AVEAHLEEEEICAT S 1-)LT3ICE&E. FRBIT
3EHICEBIMOF—2 AWS Ground Station Z % EELET,

c BREF 1 DULEDOBRICAAR—RIZDBENHVYET, Chickt), VDIOTARNESNEZAT
CERTEBBEZERATIERNBESNET,

s HMRICEBMWBEITIXUANVETT, chilcklY), PUOTTFOHRBENEERS A, 2O KH
CEEZERICIEICENTEET,

s AMBIVvIa A7 7AINNYBETT, ChiCkY), FEANODTF—ENZELFERREERER
E, COBRVEDENEEZ HAZIAATEET, BLETAICEHOI Y 3a>7O77(4I%
FALT, BRETDCETELRERBHP T IAFICEDETERD ARV N ZERTEET,

EEAVR—F 1Y

ANDEHEDOA>R—F 124 AWS Ground Station I, F—XYNE, FHMKRIAE. ARTINILSA
A BEETANEZECEHARATY 70708 ATY, HA RO "HEAR—F14200, 023
TR, COFTOFAICODVWTHBLET,

=2v2ar7O774IIOEK

HERARBER. T —F7L—ER. 8LTTOMOFMEGE. Sv>a>T7O77MINCAHTE

Mg h&Ed, 2v2a>7O774)0&. REIAVAR—XMOOL Y232 TT, ChllkY),
A—AT—AKIBUT, EERETERBLIVIIVTOT7AIIBTREIAVR—X N EBAATESE
T, IVIIVTOATAIINRBBEYOFHEEZEESRIZDOTRELS, TORMBOEEICET2ER
LAKLEEWED, Sv2arT7O7 74 )LEEAUVRENDEROHETEBINATEET,

BMEIv2ar7a774I)ICE, BHEREE 1 2R EF—270— ﬁ&Ui?oﬁM&E
&, AVEDLEARICEHFIIREEEELET, T—X7O0—AOBERERT EETEEEL

BEAVR-—FT12T 3


https://console.aws.amazon.com/support
https://console.aws.amazon.com/support
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/control-planes-and-data-planes.html

AWS Ground Station I1—H—HA K

ZHRIULET, HELTOEAET—RICBLUT, 2v2a2707 74L0OF—2 70— OERZEH
. YTV IORBKTEI) DV VOBENAETF—20BOAEZRILSICEBZYET,

« BVWEDLEHRICHERET NS Amazon VPC, Amazon S3. Amazon EC2 UY —AMEREDFFMICZ D
WTk., T Z28BLTLKEFEVWF—E270—0OFEH,

s BERTEOEHEOFMAMCOVTIK, T, #83BL TL & LVAWS Ground Station 32 E%#FHT 5,

s FRETNDZINTONTA—ROFEMCOVTE., T, #25BL TLE&EWAWS Ground Station
Sv2avyO7 74N eERT,

e I—AT—AEHR—RNTBEHICETETTERIVIATOAT7AINEERTDEEDHIIZ DOV
T, "1 #28BLTILKEEVNI Yy a2 7O774IEEDH,

RO, Zv2a>7Oa774)loble, ZEZEBMODY—AZRLTVWET, cOFITRE, F
BMZERILHIC, CcOZYv2arryO774ILICRAEOBRVWTF—RT7O0—TI 2 RRAIRNTHB
unusedEndpoint Z RLTWET, COPITR., XROF—R7O—ZHR—MLTVET,

- BETD AMmazonEC2 A VARV AAND T X)L HhEERKT—XORBI D) >
2, diglfDownlink £ VS BRI TRENE T,

« Amazon S3 /NI Y MO T RIFHEARET—RXOFERBA D)0, NTY KNE aws-
groundstation-demo TRENE T,

« BB 9IS AMazonEC2 1 VARV ANDERB LV EStehETF—2ORBEI )
47+ demodDecodeDownlink E VS EZRITRENET,

« B TS Amazon EC2 4 AR > AN S AWS Ground Station YZ— RT7 U TFFHFADTF—2D
BET7Y U9, diglfuplink EVWSBRITRENET,

Sv3av7O7 7/ LOBR 4



AWS Ground Station

I—¥—%( K

/

Mission Profile

TrackingCenfig

dataflowEdges

/ Dataflow Endpaint Group (DFEG)

endpointDetails

AntennaDownlinkConfig
name: diglfDewnlink
AntennaDownlinkDemodDecodeConfig
name: demodDecodeDownlink

DataflowEndpointConfig

dataflowEndpointName:
diglfuplink

.................... S

name: s3Downlink

DataflowEndpointConfig

dataflowEndpointName:
digifDownlink

DataflowEndpointConfig

dataflowEndpointName:
demodDecodeDownlink

AntennaUplinkConfig
name: diglfUplink
s3RecordingConfig

bucket:
aws-groundstation-demo

AwsGroundStationAgentEndpoint

name: unusedEndpoint

DataflowEndpoint

name: diglfDewnlink

DataflowEndpoint

name: demodDecodeDownlink

DataflowEndpoint

endpointDetails describe the
configuration of dataflow
endpoints in your account

AntennaDownlinkConfig

Legend

Satellite information

Data plane information

BULWEHbEOARATa1—-U2T

)

name: diglfUplink

N,

AWS 53 bucket
aws-groundstation-demo

BRIV av7TO774IINEATRIE, AVR—REREQIAVEIRNEYIVIARTER
¥ AVEDLEFHNUIIANIERBTHY ., JO-NILTUTFH—EANBEETZIINTO
AWS =232 T—BLEATY1-)ZERTRD-HOORBEZERRLET. cOTOEAH, U
DIARENIE EROBRICHDIERTRET U THHMASh, ThoANERAART, BLED
BZQBTERIAESHIHMENET, COTOLATR, REENETF—27O0-IY RKRA>
hReFHEEh, TRAMAHKMEIhE T, COFMORITH, BLVEDBAT—FARATZ 11—/l

LV ERT,

COBRPARATZ 21—V 7O0CAGIITARNNDS 5 DLAICKTLETH, BEE 1 0UK
CHBTLET, A1 —D2TRHICARIMR—AODEZZR) T A X2~ AWS Ground Station
CE2EHELEBERELTLSEEL,

BULWEDEORTZ1—-U>YYT



AWS Ground Station I1—H—HA R

Ground Station Location

) Antenna
—> Antenna
Mission Profile Contact : Antenna

Ground Station Data Delivery Region

Legend " Dataflow Endpoint Group
Reservation possible Dataflow Endoaint
x Reservation NOT possible ~ Datafigw Endpoint
Dataflow Endpoint
Dataflow Endpoint Group

Dataflow Endpoint

Dataflow Endpoint
T ]

KITTE, FATELZBAVEDLEE, ATP1—-)chiBVELEBICAEYET, AT 21—l
NEOVZRORNTR, ARV MNOERFTICHEBELBRIY AR, 2v2a27O77AILNTEEENT
WRMEZAWS V=232 TFHNENATVET, RITTEEVEVEDLYE, FEEEATER
WIN—KMAHB3FE. FAILED_TO_SCHEDULE BVWEDLEARELET, FNYITOFEMICIOVT
ZFAILED_TO SCHEDULE V&2V OKRZ TN a—T4240, T, #28RBLTLKEEL,

BULWEhENRIT

AWS Ground Station &, BWVWEDLEFHFIC AWS IZ— RUY—AEZHEBWICA—TANL—
23> ULET, BEICKLUT, Tv2ar7O774ILTF—270—-IRKRA4ANELTE

BULEDEDRET 6



AWS Ground Station I1—H—HA R

BENLEC2UY—REF—TANL—2320F2EENfHYVET, F. JANZHEIRTS D
CUY—=ADAFA—=TARNL—23> 288 TS =% AWS EventBridge 4 X2 k AWS Ground
Station ZIRHEL £, FMICOVTIEE., T4 AR K~ AWS Ground Station (&2 BBt £SHL
TLEEL,

BULWEahbtd, BLVEHLENT -T2 RAICETSETL X KMJA AWS CloudWatch ICEEE hE
T, EFFICAVEDLEEEZ RV ITBHEEICOVTR., T Z8BRBLTILKEEWVICELDEIX
) >4 % B $ 2D AWS Ground Station,

RKORE, BLUWEDERIZA—TARNL—>3VEhERUYY—RAZRTTBDET, AIOHIZEHK
TLEY,

® Note
COHITIE, IXTOTUTHRENERAS T EDITTESYELA, HIZE. BEEOBER
BERMBEEYR—RNTBRIZHOT O TFREIO) D OBENET T TRRATEEY,
AWS Ground Station 7> 7T+ CHERATEDEHESI M TO. BRFYR—KrEhTV
PEABBEMBEOFMIOVTIEE, "1 Z22RLU T EE WAWS Ground Station H 1 ~#

ok
BEo

BULEDEDRET 7


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html

AWS Ground Station

I—¥—%( K

Customer Resources

/ Missian Profile

AntennaDownlinkDemodDecodeConfig

name: demodDecodeDownlink

AntennaUplinkConfig

name: digifUplink

AntennaDownlinkConfig

name: digifDownlink

AntennaDownlinkConfig

name: s3Downlink

DataflowEndpointConfig

dataflowEndpointName:
demodDecodeDownlink

DataflowEndpointConfig

dataflowEndpointName:
digifuplink

DataflowEndpointConfig

dataflowEndpointName:
digifDownlink

K TrackingConfig

name: unusedEndpoint

DataflowEndpoint

name: demodDecodeDawnlink

DataflowEndpoint

name: diglfUplink

DataflowEndpoint

name: digifbawnlink

/ Dataflow Endpoint Group (DFEG) \

AwsGroundStationAgentEndpoint

AWS 53 bucket
aws-groundstation-demo

)

AWS Ground Station Resources

Demod Decode

v ¥

Uplink Capabiliti
Capabilities e

[N

=

Downlink Capabilities = .* Uplink Echo

NN

Capabilities

AWS Ground Station
53 Data Delivery Service

53 Recording
Capability

RRREE

satellite infon

Data plane information

Capability information

mation

BULWEDLE DK TEIC, AWS Ground Station EEVEDLEO/NT7 #—X 2 AZFEL. RENERE
WEDLEBARAT—RAZRELET, I7—FMRESABVEAVEDERE, ETEHXOBLVEDER

T—RACBYEST, Y—EAIS—HFREARATEHVEDLEFICTF—FEEOREBEN REL ERAVED
Bk, AWS_FAILED AT—ZRAILBYWET, VAT M EEFRI—HF—0I5—IC&>THAWVWE
DERICTF—IEEOBBENINr REL EBAVEDEBR, KBMAT—RAILBEYET, 2T NEEA

DIZ—. PERYNABKRERNABROIZ—EF, HEFICEBEIhFTEA,

A OVTR TRVEDEDRTIA 794V ZERTH ) 2ZRBLTEEL,

BULEDEDRET



AWS Ground Station J1—%—AH4R
TIORINIA

DT RIY A 2 #EE AWS Ground Station ZEA 92 &, RE# E/FOOT—>3>CLTaY
BRORNBATD1—=)TEET, chsORBM ERAT—23a@F, PoT7H#ee. Y141 NIRRT,
EBRD GPS BELE, AEFBRA AT —23a>0EEELTUATT, ORIV A BEE%E
FERTE, AVERIRNA—TANL—23200— 070 %2XBREOHERFELBLTHOI I &
JARTTARNTEEXRT, FMICDOVWTIE "TAWS Ground Station T2 &)Y A VU #ee = FER T3 |

ZSRBRLTLSEETY,

AWS Ground Station A7 A R—F 2 N EEB#BTS
CNtEYS3a> Tk, AWS Ground Station D A7 AV R—F 2 NOFHERIC ODOVTHAL XTI,

RORIE., OOAF7 A 7R—=F> M AWS Ground Station £ ZDHEB&ZERLTVWET, K,
FAVR—ZF2 M EFEEEZET I R—ZX NEOKEFEEEOAOZRLET,

TIORNIA 9



AWS Ground Station

d—H—FHA K

/ MissionProfile

trackingConfig

Satellite
dataflowEdges

~

sourceConfigArn1 | destinationConfigArn1

sourceConfigArmN  |destinationConfigArnN

Ephemeris

N

/

B E B B B S B B E BB S E B EE S E S EE S S EEEEE S E S E SR s s s s ea s s s s s s s ll 66 s s 6 s s 8 e e E s EE|E B e s s s s s

-
TrackingCenfig
AntennaDownlinkCenfig
AntennaDownlinkDemodDecode Config S3RecordingConfig
UplinkEchoConfig AntennaUplinkConfig
. A
R ] AR LR EEE R
DataflowEndpointConfig
References endpaints by name
AwsGroundStationAgentEndpoint DataflowEndpoint

BB B B B 8 B B B BB S E B RS S BB S S S E E B E B S S E B LSS S E SR E S B R E RS S E SRS B S E SR EE S E E[5 8 S E S e EEEEE RS E S E S

/Dataﬂow Endpoint Group (DFEG]\

endpointDetails

Defines endpoints

endpeintDetails1
P L

endpointDetailsM

o /

Configures AWS Ground Station
managed resources

Configures customer managed

Legend

Data source config

Data destination config

Data source
and/or destination
config

AWS Ground Station J7 AV KR—X2 N2 EB#ET S



AWS Ground Station I1—H—HA R

LTOREY 2T, AWS Ground Station A7 AR —ZF 2 MM DOVWTHEHLLHBLET,

NeEY D

« AWS Ground Station 2 v > 3a>7O7 74N EFEATD

« AWS Ground Station FREZFHAT

« AWS Ground Station Dataflow T RARA > N TIN—T%2 RT3
« AWS Ground Staton T— I M EFRHTS

AWS Ground Station S v>3a>7O7 74N 2EHT

2v2ar 7O7740MICR, AV B MDORITHELCEIDIREL/NTFX—ZHFEENATVET,
AR RN EFHLEYRAAREIVZ VN ERELEY TR EEICRK, FATZITFENIYS S
Y7O7F7ALNEEELET, SYIAVTO77AIIBEINTOREZIDICERESD, AVEI
POTUTTIOREREET—ZOBEELEEZEBEL KT,

2v2ar7O774)E, BUEREMEZAEIZHEERMTHAETERY, EMOTF—270—1
YRRAVKNIN=TZERLT, AVATL—23 2V IERMULTERTIDHEARREI 2T M ZE/N
12V RTEXT,

EBRHERER., Sv2a 7O774ILHAO—BN7 A —)LRELTEEENET., BHFRER. BV
EhERIITOVZLEHE BEBHEREHATI-OOREZEET I LOICEATHET, FHL
DVWTR, TEPFRE) ZZRLTIEET W,

HOITXNTORERF. Zv>a>7O774)I0 dataflowEdges7 1 =)L RICEEFNE T,
NSOBRER. T—EHIVEETIREZIEZHETE S AWS Ground Station VER— RUUY —
AZETNTNRTTF—RTIO—/—REBZDENTEET, dataflowEdges 7 1 — )L Ri&,
PDEBEEREEBEOT—R7O0—/—RBRE)ZEELET. 1 20F—X7O0-Iv2EF2
DOERE Amazon 'J YV —AF—/ (ARNs) DU ARNTT, 1 DBV —ARRE. 2 DB FEERE
TY, 2DONORE[MTTF—F7O-—IVIZEETHET, ALEDEBHRICF—EZNEZ AWS
Ground Station # 5 ECAFRNB A Z [CERLET. FHAIC DOV TEE., TAWS Ground Station §%E
ZHERATRL ZBRLTILSEZV,

contactPrePassDurationSeconds & contactPostPassDurationSecondsZ{#EHA T %

&, CloudWatch A1 XY NBEHNZZ THAREAVEDLEICHETIEREZIEETEET, EEEICHE
TRDARNDERALTZAICOVWTR, T, Z2RBLTILKETVEVEDEOSAT7H A0 ) %28
B9,

v ar7Or7rz40l 11


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html

AWS Ground Station I1—H—HA K

Ev2ar7y7O774I)Dname 714 =)L REEREINIE, ERLEZ Y23 7O77A4ILERXR
TE&EFY,

streamsKmsRole & & T streamsKmsKeyld, AWS Ground Station T—> T2 MC KB F—XBL
f& AWS Ground Station IC A"EAT2HESILEERTDLOICEAETNE T, OHGEEFOT—FE
51t AWS Ground Station 258 L T & L\,

telemetrySinkConfigArn 7 41 —JLREFA 7> 3>, Q&Y MHIZ AWS Ground Station 7
LAXRNVZBRMICTEEXRT, BELELES, BAVEIRNOERTPRICEEVTILEZALOTL XS
) 7*—R%ZF N> NI AWS Ground Station AN —X>JULET, TLXNUDOEREEFEHD
MIZOVWTR, T ZZBLTLKEEVTL XN OERE,

Tv2ar7azr4l



AWS Ground Station

1——H4 K

-

MissionProfile \

Legend
contactPostPassDurationSeconds
Data source config
contactPrePassDurationSeconds
Data destination config
Data source minimumViableContactDurationSeconds
and/or destination
config
streamskKmsKey
streamsKmsRole
name
tags
trackingConfig -\\
dataflowEdges
sourceConfighrnl | destinatienConfigArn
SﬂurcEC:;rHﬁgA.mN destinatinr'-lEIurrﬁgAmN
TrackingCenfig
AntennaDownlinkConfig

aAntennaDownlinkDemodDecodeConfig

UplinkEchoConfig

SZRecordingConfig

AntennalplinkConfig

DatafloewEndpointConfig

n

v2ary7O774)L



AWS Ground Station I1—H—HA K

NTX=ZEBDORLBIARNE, RORFIXINIBEERATVET,

« AWS::GroundStation::MissionProfile CloudFormation UY — A% A 7

AWS Ground Station 2 EZFHT 3

Configs I&. AWS Ground Station ABRVEDLEOEREDONTAXA—RZ2ERTDHICFERTH
V—ATT, FEITRREZIVIIAVTATZANICEMTSE, VRV NEERTTIRICED
22 arv7O77MANERENE T, TERTEBZAMTOREZERTEX T, XERF3I 2D
AFAVICTIN—-TITEET,

- BHFERTE
« F—R7O-RE
¢« FLARNURE

TrackingConfig &, BHFERENDH—DRA T TT, chld, IVRIKNRICTOTTOEBNSY D
REEBRITADEHICEASh, Y23 7O774ITRETT,

2v2ar7O774LOTF—27O0—TCHATEDRERL. ThTIN T—RZEZETED
AWS Ground Station Y Z—2 RUY—RAZ2RTTF—RT7O—/—REEXDZENTEXRT, IV
2a>7O774 LI, ChSOBRENHBELEE 1 DORTHAYBETY, 1 2FTF—FYV—R%E
KLU, 851 2B3%BEEERLET. ChSDRENHMEZRORICRLET,

RER T—2Y—AEEE
AntennaDownlinkConfig J—A
AntennaDownlinkDemodDecodeConfig J—A

UplinkEchoConfig JV—A

S3RecordingConfig B it
AntennaUplinkConfig B it
DataflowEndpointConfig BEEABLT/IELFIEEL



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-missionprofile.html

AWS Ground Station I1—H—HA R

TelemetrySinkConfig T L X NUBREDOH—DRA 7T TT, Chid, AR I RHRICTLXKNY
TF—RANEEENBDEMERETHILHICFEAETh, Zv>a>7A77/4IILTRERAT>3>TY,
EENTVWBRBE, ROVEIRNORTHIZEEVTILEZALDTLXRNIETATY M2 AWS
Ground Staton AN —X2J L %Y,

CloudFormation, . %7k AWS Ground Station AP| AL TRETARL—2 3 2RTITDH
EOFEMIZ DV TIE AWS Command Line Interface, XD RFIX N ZSRBLTLKEEVL, BED
BREXATORFIXIMAOUVEUTICRATATVET,

« AWS::GroundStation::Config CloudFormation )Y —A XA 7’

« Config AWSCLIV77L2A

« CreateConfig API )V 7 7L A

1B HRER TE

Tv2avyO774 ) OEHREREEZFERALT, ORI MNRICEBHERZBRICTIHEN
HBINESHERETEERT, COREICFE—D/NTX—X, autotrack A"HVET, <D
autotrack N X—ZRICEUATOENHVY)ET,

« REQUIRED - &V NCBBEHN BE,

« PREFERRED - AV NCEBEMAHFEL VWA, BBEFRI B TEARI NEETTE
P,

« REMOVED- ARV NICEBBHERNIFEAENEINETIEEL,

AWS Ground Station i&, BEINZ Y VAFEAET A TOVEVWEEICI7IXVAICEITVWTRA S
IR27O0SALICEKPEHFEZRNALET, T7IXVAOBEFZOFM-IODOVTREATITIIXIA
AWS Ground Station 22 5= BB T2, T, 28BLTIEETL,

Autotrack l&, FEREND T FIARONDETTOTSLERZFRALET, ChHFRETS
E.VTFIINOBEICESVWTE|EHKEEBHENET,

CloudFormation, . F 7l AWS Ground Station APl Z#EAL T RENEHFARL —> 3 EET
T BHEDFMIC DOV TIE AWS Command Line Interface, O RFIXVKRESBLTLEEL,

« AWS::GroundStation::Config TrackingConfig CloudFormation Z'0/\7 1
« Config AWS CLI IJ 7 7 L A (trackingConfig -> (structure) ", 293> %&5K)
 TrackingConfig API U7 7L A

RE 5


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-config.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateConfig.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-trackingconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_TrackingConfig.html

AWS Ground Station I1—H—HA R

TOoTFRIUIIRE

FUFFAII UL OREEREALTIV R NROR IV IROT Y THERETESRT,
hSiE., AUV UYHOYRY NRICEATREEARE. #0E. SLOREERETSARI ML
BETHRENTLET,

CORER., T—27O0-KADY—A/—REZRLET, ERFARBT—ROTI2I)ILEEIHLE
o CO/—REPBSANI—ZVTENLET—2E, TFLTF—RIPERCHVET, CORE
TTF—270—2BEIZFEOFAICOVWTRE, ") 25RLTKEEV, T—F70—0FEH

A9V IQOI—AT—ATEBREENBERBER. FUTFFAIV I 0 ERTI— RE
Ei EBBLTLKEEL,

CloudFormation, . 7=l AWS Ground Station APl ZFERLTT7 T FRE I ) IOEBETANR
L—23a> a2 95HE05MIC DWW TIE AWS Command Line Interface, XO RFIX N &S
BLTLSEZL,

« AWS::GroundStation::Config AntennaDownlinkConfig CloudFormation 7" /\ 7 1

« Config AWS CLI ') 7 7 L A (antennaDownlinkConfig -> (structure) ", 923> %
28

« AntennaDownlinkConfig AP1 ) 7 7 L 2 A

ToTHFRII)OERATI— RERE

ToTFRo)0FEFI—REER., ERAXTFI—RTEIV 9DV RIONERITITS
EOICERTES, KVEMTHARIIAXARELRERA(T T, ChSOXA/TOBAVEDED
RITICEUNHZHEEE. EBELUTAWS HR—KN F7 v hEBVTL & LWAWS Support Center
Console, 1— AT —AICBEULEREEI YA JO7 7ML EERTHEFEVELET,

CORER., T—270-KDY—A/—REXRLET, ERARBT—2E2T22)UEL, BE
TNEERYIZEREFI—RERITLET. CO/—RASANI—ZITEhET—2E, &
AESHKENET—RIPERCHVET, CORETT—F 70— Z2BEIZHFEOFMIOWVT
F. "1 Z2RBLTILKEEV, F—270-0OFEA

CloudFormation, . FE 7=l AWS Ground Station APl ZFERALTT7>TFF RO ) O0FEFI—R
BETARL—>3 > EETIT2HEOFMICZ DV TIE AWS Command Line Interface, XM R¥F 1
AV RNESBLTLSEETL,

« AWS::GroundStation::Config AntennaDownlinkDemodDecodeConfig CloudFormation 7°0/\7 4

RE 16


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-antennadownlinkconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AntennaDownlinkConfig.html
https://console.aws.amazon.com/support
https://console.aws.amazon.com/support
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-antennadownlinkdemoddecodeconfig.html

AWS Ground Station I1—H—HA R

« Config AWS CLI ') 7 7L A (antennaDownlinkDemodDecodeConfig ->
(structure) ", O3> %5H)

« AntennaDownlinkDemodDecodeConfig API ) 7 7 L 22 A

ToTFTFTYTIIORE

DTFTYTIOREREALTCIAVRIRNROTY T I ODOT O THERBRETEET,
. AKX, RE. BLRUCBERVNESFESHED EIRP) ZEL ARV NIBRETERENTVE
o FYTVON=T7NYOQOAV BRIV NEBRETDHEICODVWTR., P77 7y 700
O—8%E, #3RBLTLSEEL,

7
5
3—

CORER, T—27O0—DEFE/—RERLET, RSN ETFIRIILERARBT —2E5%
THOJESCEHRL, BENZETERLSICHALET., CO/—RICANU—ZI2TEND
T—RE., PTFILTF—RIPEREB LT ENBR/EIAET, CORETT—F70—2BET
PHEOFMIIOVWTE, "1 ZZRLTIKEZVY, F—F70—0EH

CloudFormation, . E7 (& AWS Ground Station APl Z AL TT7 > TFT7 YTV IOBETANR
L—>3>&ETT2HZEOEMIC DL TIE AWS Command Line Interface, XO RFIX NES
BLTLEEL,

« AWS::GroundStation::Config AntennaUplinkConfig CloudFormation 7'0/\7 1

e Config AWS CLI 1) 7 7 LA (antennaUplinkConfig -> (structure) ", &9 3> %%
)

 AntAntennaUplinkConfig AP1 )7 7 L 2 A

ToTFT7Y 77U OI0—RE

TY7VO0TI0-8REK, VY7V 0I0—%2ERT92 5528707 FHIEGAET, 7y TV
PI—%=FEALT, FHEICEEEAEIONREBRIEL, TOMOEERRAVERTTESE

¥, hlk, AWS Ground Station 7T+ (FY TV D) ICK 2 TEEEThEEBDEEZRR

ITRETERHEINET, ChiCkY), PUOTFILE2TEBETNEEGEN T—RT7O—I RRA
RICIO—Eh, EEENEESE—HIIVLENHYVET, PYTVOII-FREICE. 7V
TVOBRED ARN FEENTVWET, o7, FY7U2 0TI 1—%RTTBEIC ARNIC
KYEBEEhETYTIIORENSONTA—2E2FEALET,

COFRERF., FT—270-—KHDY—A/—RZRLET, cO/—RASAKNI—Z2TEhiT—
RiE, TFINTF—RIPERXE/ELET, CORETT—RXIO—EBEITDIHZEOFMCOV
Tk, T, Z#SRBLTLKEETVW, F—270O0—0OFEH

RE 7


https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AntennaDownlinkDemodDecodeConfig.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-antennauplinkconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AntennaUplinkConfig.html

AWS Ground Station I1—H—HA K

CloudFormation, ., F7 Ik AWS Ground Station APl Z2FERALT7 Y 7V VI 1—8RETHARL —
AV ERTITDHEDOFHMIC OV TIE AWS Command Line Interface, XD RFIX NESBEL
TLEEL,

« AWS::GroundStation::Config UplinkEchoConfig CloudFormation 7'00/\7 1

« Config AWS CLI ') 77 L > A (uplinkEchoConfig -> (structure) ", 9> 3> %38H)
 UplinkEchoConfig API ') 7 7 L 2 A

T—R270—I2 RRA2 REE

® Note

F—27O0—I2 RKRANEEIFE. Amazon EC2 ADTF—RBEICOIKERAE
N, Amazon S3ANDF—REEICEFERAEThEFEA,

T—R7O—IVRARAIEREEZFEALT, IR I MNPICT— 9®7D ZI5TF—270—
TORRAVKNTIN=TAOTF—RTIO—I RRANEBELET, F—X70—I12 RAKA
VRRBRED2DOONTFXA—RIE, F—27O0—ILVRRAVNOEFE =23 &BELET,

ORIV RNZEFHTDE., AWS Ground Station EIEEL S v a7 O7 74 ) &a9HL, =V
2ar7A77ANICEEFNDTF—R7O0—I1Y RRAM 2V NBRETEBEENLEIXNTOT—R7

A—TI2RRARZECAWS V=23 ROF—27O0—TI 2 RRAVKNITIIL—TZ2RELKS
ELET, BUBF—F7AO—IVRRARNITIN=—THFROIP>1BE. BLEDLEAT—XA
& SCHEDULED C%& V), TN DFEEIE FAILED TO_SCHEDULE ([C& VW ET, BULEHENDA
T—RAOFEMICOVTIE, Ty Z8BL T & VWAWS Ground Station BjWEDEAT—F Ao

F—RT7O—I2 RKRA 2 MNRED dataflowEndpointName Z’O0/NTFT /&, XU MICT—
AO70—%2T5F—270—I2RRANITIN—TAOF—27O—IT2 RRANEEELE
C

dataflowEndpointRegion Z7ONT A&k, F—X7O—I2V RKRA 2V NI FETHDV—->23a %
EELET, F—F7O0—I2VRRAVRBEET)—TJIaUHFEEENTVSRES., BEEESQE
)—2a>ROF—270—I2 RAKRA > N AWS Ground Station 28ELET, U—Tar g
EENTWEWES., AWS Ground Station 77 # /LN TRVEDEOM E/I—2 a2 Il E
T, T—R7O—I2VRERANO)—=23 2N AR NOMEAT—23 2 ) =232 ERUT
rWEE, OV 270 I\L&"'7EI7\U—9EI‘/5"—’5(EE1§:I‘/5!'7 NekhBZEehnkxrd, JOARAU—23 >
TF—27O0—OFMIIOVWTE, F—F270—0FEA "1 Z2RBLTLEETL,

RE 8


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-uplinkechoconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkEchoConfig.html

AWS Ground Station I1—H—HA R

F—=RJO—DEETEBBBAF—LN I —AT—AICEDRISICKRIDHICEAT D E RAWS
Ground Station Dataflow T RIRA 2 NI —T & FERITDICO2VTE, "1 25BLTLKES
(AN

CORETT—R7O—Z2@BEITRHFAEAOFACOVTE, T, 28BLTKEEV., F—&7
O—0ER

CloudFormation, . E7l& AWS Ground Station APl 2 AL TF—270—I RRA NERET
ARL =230 #ETTBHEOFMIC DOVWTIE AWS Command Line Interface. XM RF 1 XK~
ESBLTLISESTV,

« AWS::GroundStation::Config DataflowEndpointConfig CloudFormation 7°0/\ 7 4

« Config AWS CLI ') 7 7 L A (dataflowEndpointConfig -> (structure) ", 923>
ZZR)

« DataflowEndpointConfig API ) 7 7 L 22 A

Amazon S3 B E

® Note
Amazon S3 & EEEAmazon S3. Amazon EC2 AN F—ABEICKFEAEhEE A,

CORER., FT—27O0—DEFE/—REXRLET, CO/—REF, F—270-OY—RA/—R
PEORETF—RZ pcap T—RICATEIMELET, CORETT—RT7O—ZBEITDHEDH
MICOVWTE, T 28RBLTLKEEV, T—F270-0OA

SIRFREZEALT, FV VD UENT—R2ZEETS Amazon SN TY he, AT
MEBERAUZEETEET, UTIE, ChEoONTA—RIIEIZFIREFHEEELET,

« Amazon S3 /N7 Y RMBHIIE, aws-groundstation THEDMBENHVET,

« IAM O—JLICI&. groundstation.amazonaws.com 4—EAXZ7 VI NIAO—I &SI EFZ T
BPLEFATREER)—HFYBETT, FICOVWTE, AT "EERV—0fl, 258
LTLEETY, BROERKIC, BRKVY—RADREELEEA. EERIS—TRE, your-
config-id DROVWIZTARUAY (*) 2FAL T, BEJYV—AID ZER L ERICEHRT S
CENTKET,

ks
it
©


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-dataflowendpointconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpointConfig.html

AWS Ground Station I1—H—HA K

EERIZ—nH

O—LOEBERYS—EEHTHEEOHMICOVTE, IAM I—H—F( KO NAMO—LOE
B, 28RLTIEEL,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount'": '"999999999999"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:groundstation:us-
east-1:999999999999: config/s3-recording/your-config-id"
}
}
}
]
}
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"
]I
"Resource": [
"arn:aws:s3:::your-bucket-name"
]
}I

{
"Effect": "Allow",

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::your-bucket-name/*"

]

}
]
}
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« AWS::GroundStation::Config S3RecordingConfig CloudFormation property

« Config AWS CLI ') 77 L > A (s3RecordingConfig -> (structure) ", 933> %5HR)

« S3RecordingConfig API ) 7 7L 2 A
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FEEAR)—0H

O—-LOEERUS—E2EFTBHEEOHMDVTE. IAM I—H—H4 RO TAM O—)LOE
B, #8RLTIEEL,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "groundstation.amazonaws.com"

iy

"Action": "sts:AssumeRole"

« IAMO—=)LIZE, A—ILHFARNI—AT
kinesis:DescribeStream, . kinesis:PutRecord® & T kinesis:PutRecords7 ¥ 3
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O—LKRUZ—nHl

O—LRVS—ZEFHELERTEYFIRDHFEOHMCOVTE., IAMI—H—HA RO "IAM R
)>—%ZEEITH, 2ZRLUTEE L,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:PutRecord",
"kinesis:PutRecords"
1,
"Resource": "arn:aws:kinesis:us-east-2:999999999999:stream/your-stream-name"
}
]
}
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« Config AWS CLI ') 77 L A (telemetrySinkConfig -> (structure) ", 9> 3> %%
)
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B, #8RLTEEL,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": '999999999999"
}I
"ArnLike": {
"aws:SourceArn": "arn:aws:groundstation:us-
east-1:999999999999:dataflow-endpoint-group/your-endpoint-id"
}
}
}
]
}
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JSON

{
"Version":"2012-10-17",
"Statement": [
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{
"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkIntexrfacePermission",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"
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AWS Ground Station T—> T M2 EH 9% &, AWS Ground Station ® 129 NFRICERL®
BRI FEERE DigIF) 7—270—%2ZEFE F IV 0)TEET,

148 &
F—ABEICE 2 20ATI IV ERBRTERT,

1. EC2CAVABRVANDTF—REE-FIETD EC2A VARV ANDT—2EME. AWS Ground
Staton T—2 I hZEBEBLET, cOFTIVE, Li(i') WEALDT—Z0EBNBE
BHZEEIRETY, EC2 F—RBEOFMIIOVTIR, F—270—0FEAH ") £9>3a>z
ZRLTEEL,
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2. SINTYRMADOTF—REBE-AWSS3I/NTY NMADOTF—REBERF. CX>2>TELICEEENE
3 AWS Ground Station, S3 F—ZEEDOFHMIC OV T, TELUHICHSA R #283BLTL
e L\,

EE50T—ZBEE—RTE, —EDAWS VDY —RAZERTIHLEN BV ET, CloudFormation
ZEALTAWS DY —RAZERTI L EBL<BHOLET, 55N, EHEME, BRFYR—ME
ERRLET, EAVEFIVRNEEC2ELRE SSOVTNAICOAT—REBRETE, MAICEEI

BETRH_EEFETEEREAS

RORIE, Software-Defined Radio (SDR) E Ik E# D ) AF—%#H L T AWS Ground
Staton, 7T FV—2U3DSEC2AVARAAND DiglIF #—270—2Z2RLTVWET,

RF Custamer Receiver
Signa , . Customer Receiver
Public
AWS KMS <¢'yi <ryoted 1] Dedicated Agent CPU Space Egress Address
Forward-Error-Co UDP Socket
[FEC] AWS G5 Agent Dlaie e
Dataflow . : DE-.: ;’\w<G ndStationAgentEndpoint
% UDP 1
)IHJ t b ———— | Listener (e.g. SDR) Dataflow

2 Ingress
; Port
Range .
— fopt/aws/groundstationsetes
aws-gs-agent-config. json

BtER

SMIC OWTIE, AWS Ground Station " T— T2 RI1—H—HA R, Z8RBLTLEEL,
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BB THEIIC. NDEXBSZERBL THSHSBENH'Y) £9 AWS Ground Station, FEMAIC DWW TIE.
T® AWS Ground Station ft#dk 4 ZSBL TS EE L,

AWS Identity and Access Management (IAM) DRARNT S IFT 4 AEBBRT IV AFAZLTIC
RLUET, BYAO-LERELES, BYDARATY TORITERBTEET,

CHA2TYTIBAWS THI B

ABEVEEEAWS THIOUN, XROFIEEETLTERLET,
CHA VT YTITBICIEAWS THOU N

1. https://portal.aws.amazon.com/billing/signup ZF& £ 9,
2. FAUTAVOFIBEICHWVWET,

BA2TYTFIEO-RELT, BRFLETFANXY E—JZZ WY, EFF—/N\Y RT
BEEO—RZADLET,

CHATYTITBEAWSTHIR, AWSTHIY MOIL—RI—H— HFEHEhET,
W=KRI—H—=C&E, TATDRODIXNTOAWS DH—ER EVY—ANDT I EAENH
WET, EF1UTARARNTSIOT1RELT, A—F—ICEBT IV AEZE)HT, IL—
NI—Y—TFT IO AN BEZZATDRTICEIL—RNI—Y -0 ZFERATEIELSICLTLES
W

AWS HA VT YTTORANRETTRE, HPSBREX—INFREEENET, hitps:/
aws.amazon.com/ D [NAFTHDO N 20 )y oLT, WOTETHIRNODREOTVT1E
TAERRL, THIONZEBIDENTEET,

BETOEAEZE > I—HY—%ERTS

CHATYTLIES AWS TAHIU N, BENBRAVCIIL—RI—H—2FALAEVLSIC
AWS THIOUKRDOIL—KRI—H—, OtFa1)T12#KRL AWSIAMT AT T14 T4
22—, ZAMILTEBI—Y—ZHEHXLET,

CHAYTYT$BAWS THIY K 33


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://aws.amazon.com/

AWS Ground Station I1—H—HA R

ERETDANS FAIY ROL—hI1—H—

1.

LN—=RI—H—%BRL, AWSTAHIVBNEX—=ITRLAZAALT, PHO> A
BEAWS XZRIXV ROV -INELTEHA2A2VLET ROR—JTNAT—RZAHDL
£

LN=—RI1—H—ZERALTHAA2FTRHECOVTR, TAWS B A2 (2 I—H—FiA
RO TIN—hI—H-ELTHAA42T2, Z2ZRLTILEEL,

L—KhI1-—Y—DOZEZRFRG (MFA) ZBMICLET,

FIEIZOVWTEE, IAMI—Y—HAROAWS THON ")—hI1—%— (V=)L) DR
MFATFNAAZEBEMITS, 25BLTLEEL,

ERTOEAZFEII—F—2EHKTS

1.

IAMT7ATF2TATAEZ—ZBMILET,

FEICOWTE., TAWSIAMZATF>oT4 7423 — 11— —HA R, ® TAWS IAM 7 A
TFOTATAEORA—DFML) BSRLTLIEETL,

IAMTAT2TAT422—T, -4 —-ICEBT7 IV ERAZAFELET,

ZDY—ARAIAMTATFUTATAEEZ—F4ALIKN) ELTHERATDHFZEDF1I—KI)T
LIZDOV\WTE, TAWSIAMZAF o T4 7142 82—1——HA R, O "F7F)b&EFE
ALTA—Y—TItARAZBREIRIAMTATUTATAEE—F4LIK), 28RLT
<EEL,

ERTIVEAEZF DI Y- LTHI212TF2B

IAM7ATFoTATAEZ—ODI— - LTHA 42T BICR,. IAMTA T T4T4
O E—01—Y—DOERBICEX—ITRLACEFEENEY M2 /42 URL ZEALET,

IAM Identity Center 1—H—ZFRAL THA AT HFEICODVWTE, AWSHA 1>
F1—HY—HA R, DAWS T POELAR—BZIINICHA A2 FB, 25RLTIEEL,

EBMOI—Y—ICT7OoAEZE)HTS

1.

IAMTPAFTATAER—T, ZR/PMREOT IV EAFAZERTZEVSIRARNTZY
TARRE =TIV EAHAEY NEERLET,
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FIEEOWTR., TAWSIAM 7 AT T4 T4 22— A—H—HA R, O "7 O EAFHHA
Y hZERTE, ZZRLTLSEZ W,

2. IIN—T7CA—¥—%2&8)ET, TOIN—TLC2INGA AT IO AEZE)HTE
EE

FIECOWTE. TAWSIAM PAFYTFAF 42 8— I—H—FA K, O T )L —T%EH
B, EBBLTSEE L,

AWS 7HD > NZT72tA AWS Ground Station ¥l #EMT

EE]—H—%XEEL AWS Ground Station B9 ZFEHATDICIE. HILWARUS—ZERKL T
AWS THIUNICTRYFIRIHENHYET,

1. KHA2A2 AWSRZIAXA NIV =) L, IAM OV - ZBHEET,
2. BRI —ZERLET. ATORATYTZHEALET,

a. FTE#—>3rARA42T, [Policies (R —)] Z&IRL ., RIC [Create Policy (R —®
ER) ZIBIRLE T,

b. [JSON] &7 T, XKOWThADEZFEAL TISON Z2RELET, 77UT—>3a VIl
B’ JSON ZEAL XY,

« Ground Station BEEEERNESFE. RXDKSIZ [F U3 3] % [groundstation:*] I[ZFRE
LET,

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:*"

1,

"Resource": [
]
}
]
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- RAMWEREROBE., RICRILSIC, [FI3a] %

oundstation:Get*, groundstation:List*, #& & U groundstation:Describe* ICEREL £,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:Get*",
"groundstation:List*",
"groundstation:Describe*"

1,

"Resource": [

g

- ZERFIAZFEALEEFIUTAOBMTR, RIZRTELSIC, [
4% 3] % groundstation:* IZF&E L. [Condition/Bool (5:8/7—JL

% aws:MultiFactorAuthPresent:true IZ32E L £ 9,
JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "groundstation:*",
"Resource": "*",
"Condition": {
"Bool": {

"aws :MultiFactorAuthPresent":

7
)]

true
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3. IAMOVY—=LT, ERLERV—2BHNOI—HY—ICTEYFLET,

IAM 12— —OERERVZ—OT XY FOFMIOVWTR, IAMIA—H—FHA4 RESRLTE
=V,

HERLE

ANDFEOAR—F 14 >4% AWS Ground Station &, F—XYNE, EMHRIE. ARINILTA
A, BMEBETARNEZECERATY7O7OLATT, EFTELN (NDAs) EHETT,
BEODAAR—FT1 97O ADOBE

BEAR—FT1>27&. AWS Ground Station AV —IAR—=DOEEED)Y—A 0223 ICH
PFHIOLATY, RIC, ZOEALEICOVWTHBALET,

1. AWS Ground Station 07— 3> €92 a2 2®%RL T, FENMEBENS KRCEERAERISH
EHRELTVRAESHERIELET,

2. BEOADR—FT 12T %A T SICIE AWS Ground Station, AWS Ground Station 1>V —
IR=DOEEED A0 TEEAVR—FAITT7T—NEREELTLKES
W, HBR. YELZHEE, FENMVODEEEhDH, VORBBEIhZH, HEOHERZA,
EERATRAFENHRINESHRE, SVIAVEFEN _—AXNEBHELBEEEH LK
WAWS Ground Station T2 X)LV A4 e = FEH T 5,

3. DOTARNLEI—BRTEFEENDE, AWS Ground Station (FFERA T2 FEDHEDIHFT
THREZA O AZHRBELET. CORATYTOHBIEE., SAEBREORFICI>TEAYE
C

4., ZDEFBEWMEITI L, HENFEHTEDELSICEVY)ET, AWS Ground Station &, EEICE
FenkleEzBALET,

(AT aV) EEOBHMN

FUoR=F1420%, HELI—RIZBIZEML T, KVEEICEEEBTEEXET, AWS Ground
Station AV =)L Tk, BEEER—DZFEHITIERIC, HFEOI1I—HY—EZHRBE NoradID KRR T
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2T, FEOBNERTTRE, ATVI-ABRERCELVEEERBRLYRI<EYET., TD
EHIE, RTEERTEET,

AWS Ground Station 2N X J T+, AWS CLI VT hAH D AWS SDKs ZFERAL T tag-
resource API Zt L TITS CENTEEXRT, DA A RTIE. AWS Ground Station CLI ZfER L
TONTVYO7O—RFvZANEFE Aqua (Norad ID 27424) IZZ2 T =3 HFEICOVWTEAL
EFus-west-2,

AWS Ground Station CLI

AWS CLI (&, &EXVEY TBEHICFEATE XTI AWS Ground Station, ZFEH L THE AWS CLI
CRTZAFTBDHEIC, XD AWS CLI BiIfRZHZ /T HEN HYET,

s AWSCLINM VAR =—ILEhTVWBRLZHERELET, 1AM —JILOFMEIZ DOV TIE AWS
CLI, TAWSCLIN—>32> 2042 A=), #SBLTLSEETL,

s AWSCLINREESNTWVWA L ZHERELET, SREDFHFM-COVWTIE AWSCLI, "TAWS CLI
N—=232 2 NEREL BSRLTLSESL,

c HEICFACNP2BRRESLVORIEBERZ 7 7MILICREL TAWSCLUICK > TRFTEE
¥, T AWS Ground Station B EZ FHBLVBEETAICE. ChSNREETIMERNAME
T9 AWSCLl, [RELRIAIBHRODBRENREDFMICOVTIE, "HRECLFIAMBHR 77 AMILDE
Ei ZSRLTLEEL,

ZERELTHERATESIRE AWS CLI (%2 25, AWS Ground Station CLI X RU 7 7L >
AR—D AL T, EATELIONV REZEHBLET, COY—EREZFEATEIEEE AWS
CLI, OX Y RBEICHEV, OXROTL 71 v U A% IZffFgroundstation, AT ZH—E
AE LT ZEEL £9 AWS Ground Station o AWS CLI N> REEDOFEMIC DLW TIE, AWS CLI
NR—=T0 " IR REE) 25RBLTLKEEV, OV RBEOHZLUTICRLETD,

aws groundstation <command> <subcommand> [options and parameters]

BECEMZENTS

£, XTINTITZHED ARN ZEBITH2HLENHYET, <hik, AWS CLI ® list-satellites
APl Z#FERHL TERITTEEXT,

aws groundstation list-satellites --region us-west-2

RO CLIONY RZRITIDE, ADESIBHADLS BHANBRENKT,
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
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{
"satellites": [
{
"groundStations": [
"Ohio 1",
"Oregon 1"
1,
"noradSatellitelID": 27424,
"satelliteArn":
"arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555",
"satelliteId": "11111111-2222-3333-4444-555555555555"
}
]
}

RTFTITHEHERRL T, satelliteArn ZFEEZHE T, XFTFHFICEHIZEELEITEID 1

DMk, RTVY—=AAPIICIE)—23 2 ARN IFRETHY), list-satellites IC& 2 TIRE NS ARN

FJO—NILTHBDCETT, RODATY T TR, ZBTERRTD—232 (BEFS<KATT1—
ILTB)—232)IC ARN ZHRTBDDBENf HYVET, COBITIEE., us-west-2 ZFEALET,
NDEEICEY), ARNEFUTORSICEEETNE T, BET:

arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555

EEE:

arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555

AVY=LVEH T4 RNEBERRIBDICE, F—&BD “Name" F'HB2 R ITNHEIIHLETT,
TSI, ZEALTVWA O AWSCLI, 5IABENY VRS YD ITIAT—7TI2BENHYE
T, BT, KDKSICKRTENET,

{\"Name\" :\"AQUA\"}

R, BTVY—A APl ZHUOHULTHERICRVZRTET, Chld. AWSCLIRDKSBEFE
TRITTEEXT,
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aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags
"{"Name" :"AQUA"}'

chEITSE, HRICEREL ZEHH AWS Ground Station A Y —JLICRRENET,
FHEORZBHNELETD

HENDRNZZEITSEHEEEF. AU Name”*¥—7T, ZTHNOFI0EZFEHAL T, #E ARN ZH
L T tag-resource ZBEFVOPHTCENTEERT, ChIZKYBEFORINEFHFcAh, V-
ICHLUWBEARTENET, COFTHLOBIE, XOKRSICKYET:

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags
'{"Name" : "NewName"}"

FEOBRZHIRT D

HEDEB@ Y MM, untag-resource APl ZFEAL THIBRTEE T, CD API TR, RINFE
ITHV—2a>OEEARN EXTF—QUARNNBEICKZYET, BRIOBE, 2T0F—E&
“Name” T9, AWSCLI ZFERAL D API FUHL OfFllE, XRO&ESICHYET,

aws groundstation untag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tag-keys Name

N7Vyo70—-—R*¥+ ANFEE

MEOEHEDA Y R—F 4T ICMAT, NTUYOILTIOEAAREEA I OBENA%RE
HIBHR—RENTVWBINTUYOTO—RFYANFEDAR—F 4T B JDITIANTE
£F9, chlckt), AWS Ground Station ZFEAL TS DFELAST—R X I ) OTEE
9,

(® Note
ChSDBERICTY TV VTR ERTEE A, NTUY DT UV RATRERS I
VOBBENADHEERTELRY,

N7y o70-REr ANFE 40
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AWS Ground Station l&, B#E7O—RFYARNTF—REZX IV ITBEOODROEEDA
K—F AT EHE—RLTVET,

* Aqua
+ SNPP
+ JPSS-1/NOAA-20

 Terra

FUOR=FAVINETTDE, ChSDFHERILISICTIVEALTHERATEET, &, ¥—F
ADFEAEZFREICHABTEDKRSIC, BRREES NLEZHO CloudFormation 7 7L — K~ AWS
Ground Station Z#FLE T, OFEAFEOFZIVITOT77AIFEQHICOVTIK, AWS
Ground Station "y ZZBL T EE L,

CNSDEEBLTREEENZDTF—FEZAT7OFEMIC OV TIE., Agqua. JPSS-1/NOAA-20 & & T
SNPP, 8L Terra 2B L T,

T—27O-BENAZTETS

FELOZRBE/NACHLT, AHBEGELFRAPMBEZERTEET, HELI-AT—AILL2T
. N DFRLEBEEORATHABELCEDIFEN HYVET. BHBENALELY, BEVTILEA A
OFY7V20, FO-NYRBEKVDA RNV ROFD D OBRENTRICBEYET, FEHE
BENAF, FO-NYREBRCFDA RN ROFT D OARL =232 OHREFR—KLET,

SR T — X B

Amazon S3ANDT—RBETIE., PHIMAD Amazon S3/NNT Y MZOV RV N F—2 N IR
HICBEEAET, AVEINTF—RE, AVERINTF—R2Y T NIITERER (SDR) ICHB
592k, FLEEREBEZENELTNTY NRFYTF ¥ (pcap) 77 MDA SRAO—RF—2%
HMETREHCpcap 77 AMINELTEREENE T, pcap 77 ANk, AVEIRNF—EHFTUT
FTN=RODITFICE>TEEFEENDE, 30T &L Amazon S3/NT Y NICEEEh, HEIZISL
TAVROINRIZOAVEIORNTF—RZNEBTEERT, IEITHE, MEORLEBY NV ITZER
LTF—XZMEL =), Amazon SageMaker Al X> Amazon Rekognition 7% £ D ft® AWS 04—
EAZFEALEYTEET, Amazon S3S\NNDTF—RBEER. FEHL,SOF—Z2OXI ) IICD
KEATEET, Amazon S3 A SEHEILTF—RET YTV VTR TEFEE A,

F—27O-BENAZFETS 41
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AWS Cloud

5

Satellite AWS Ground Station 53 Bucket

i

CONAZRATZICE. O Amazon S3 /N7 Y M EER L TF—X % AWS Ground Station B 1S
FTRIRENHYVET. RDATY T Tk, ROATY 7T S3 Recording Config £EER T B L EAN
HYVET, NTYRNOBBRICETZHIRE, 77AINICERATZ2HRBAUEEETDIHEICOVT
l&. Amazon S3 REFKE "1 Z#SRBL T EEL,

R8T —2EE

Amazon EC2AMTF—REETIE., AR IV KNTF—ZRIE AmazonEC2 1 2 ARV ALK L TA M
—ZJENET, AMazonEC2 A VARV ATT—REZ V)TN RALTUNEBTEZ X, #BAM
BOEDICT—REEETDENTEERT,

BHNAZFATSICE,. ZFEALTAMazonEC2 1 VARV A%Z Y N7 Y TERUREL,

2 LAk @ Dataflow Endpoint Groups Z/E L £ AmazonEC2 1 VAR AZRET B T, 7&
SRLTLKEEVWAmazon EC2 Oty N7 Y 7 LT E, Dataflow T RARA 2V KNTIL—T2ERT
BICIk., ZSHBLTL & VWAWS Ground Station Dataflow T RIRA > NI\ —T%#FERT %,

F—R7JO—IVRRARNEEZFEALTVREEOBEE/NAZRIZRALET,

AWS Ground Station
Antenna Region

Satellite AWS Ground Station

Customer Receiver

Dataflow
endpoint
application

*End te end data connection is established and maintained enly during the scheduled
contact duration.
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LE¥rT,

BE:

Ephemeris APl Tl&. &£ AWS Ground Station THEATZ2HARXRALATI7IXVUARZ L7y 7 O—
RTEEXRT, chSOIT7 I XJRAWR, Space-Track DF7 )L KRDITIXYRAZLEEELET
("1 ZBBT7AINNDITIX)AT—R) TT7IXVATF—ZOZEFR, A—EYRI7ITX
URX Y £—3 (OEM). 2 TEE (TLE). BLUFNEEHRTHE—RERTVET,

AWS Ground Station T 7 I XU AZ@EROFERRRET—RELTRVET, COFAT 3 #ie
EFERATZEHE,. AWSRITVIXUARF—RZFRALTNT TN 1—FT 142009 R—MERHEL
x99,

AAZLTITIXI)AZTY7O—-RIBE, BHFOMEAEEL, Space-Track T7 T XJAAF|
BATERVWARL— 3> 0B L AWS Ground Station, EZEZEBTEET,

BYWBRITIXVAORNS TN 1—F 4200 %T51CF. ATESBLTILKEEVY, EiT
TJIXVADOKNS TN 1—F42T
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fBl: BEFREROT 7T XY A% THEHATS AWS Ground Station

THERMEOI7IXVAZEATHFMEFIEIC DV TIE AWS Ground Station, " TEZERZH
NI 7T XJAZMEATS AWS Ground Stationy B K "TBHE TS h iz GitHub DR K aws-
samples/aws-groundstation-cpe s ZZB L T<E&E ),

TLELI7 I XUARATF—2%ZEHT S

/A Important
I7IXVAAPIGRETLELIRETT,

I7IXVAAPINOT VAR, BEZBEICOMMEENET, DAXRATIT7IXJUARATF—X
ZT7Y7O0—-RIZDMENHDBERK. EBLUTAWS HR—KN F7 Yy hZERV TS EEVAWS
Support Center Console, HHENDF—ANFBEZREHBIL T, BEDEHIZHEU T OBEEZEFMIC
LET,

BE:

21TEE (TLE) Y MNE, BEHEZRLRRT D -HDEEILENEFRTT ., Ephemeris APl Tk,
#1E AWS Ground Station TEATS TLELI 7 I XUARAZ ICTF7Y7O—RTEEXET, Chsnl
7IXVY A, Space-Track DF7#IRDITIXVAZLEEELET ("1 Z3RTFT74IILED
T7IX)ATF—H),

AWS Ground Station T 7 I XU AZ@EROFERRRET—RELTRVET, COFT> a3 #ae
EFERAITZHE. AWSRITVIXURAF—REZFRALTINTZ TN 1—FT 14003 R—MERHEL
x99,

NARLTLEI7IXVARZTY7O—RTDE, BFEOREANELEL, Space-Track T7 T X1
ANFATERVRHARL —> 3 &2M0EB L AWS Ground Station, 1EEZZEBTEE T,

@ Note
HECHENZOJEBESHNEHTSNBFICHARLATI 7 I XD AZREHITBEHES,. TLE
DOV FHENZAOTES 71 —J)LRETLE DERIEEF7 41— RND000EEFS L
(2024 FICRERBENI-EHHZ L) 24000AIC ZFEATEERT,
TLEs, Z#Z B L T &), https://en.wikipedia.org/wiki/Two-line_element_set
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TLEI 7 T X)) ADERK

TLE T7 T XA, API ® CreateEphemeris 792 3> AWS Ground Station Z#H L THEKX T
BET, COTFIV2IVICRIT, UIVITAMEKRXFLREEEALESINTY NOF—RZFEAL
TCIT7IXVANFTY7O0—RENET,

I7IXVANFTYZ7O—REhDE, T7 T XJAN VALIDATING ICRREE N THERBO—0 7
O—ABBREhDCECFELTLKEESVY, cOD—270—TlF, T7IXVAZ®KRIL, TD
TI7IXVRAZEICBENEIVRINZERLET, T7IXVARK, COD—070—%FkEL
T ENABLED ICZ& > THISH T, DRIV NIERAENET, DescribeEphemeris Z/R—1) > LTI
TIXVAARAT—RAZMHET DD, CloudWatch IR R ZFEALTIT7IXVADAT—RAD
T EEHITEIHRENFHY)ET,

BUWEIT7IXVAORNS TN 1—FT420 72751, UTEZSRLTKETV, EWET
ZJIXVAORNZ TN a—F12T

Bl: APl ZFERALT2FTEEZE(TLE) EY NI 7 I XU REERT S

AWS SDKs & CLI Z#fEfH L T, CreateEphemeris FEU'H L AWS Ground Station 2L T 2 1TE#
(TLE) EY ROIT7IXVURZE ICFTYTO—RTEET, COITIXVARK, HEOF7 2K
DIT7IAVDAF—RORDYIZEAENET (T 2ZRBT7AILBNOITIXVATF—HR) <D
flTl&, AWS SDK for Python (Boto3) ZRA L TnZET5HEZERLET,

TLEEY ME JSONFERD AT I IORT, 1 D2LLED TLE #2028 EEHh B TEHRL EHEZEE
LET, TLEEY NAD TLE &, BLEDEEIFERATEZELLEEY NEEK TS (DFY, TLE
Y NADO TLE BICKHBENBTF Y Y 75V BENFHYET, TLEEY NOBIZELLTICRLE

9,

{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 O
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12345,
"endTime": 12346

iy
{
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"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12346,
"endTime": 12347

}
}
]
(® Note
TLE Y NA® TLE OBEEEIE. BN TERENSREICEDEOICEERIC—HTIHE
FHYET,

TLE Y ME. XD &SI boto3 AWS Ground Station 75 A 7 RN ENLTTY7TO—RTEE
9,

import boto3
from datetime import datetime, timedelta, timezone

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create TLE ephemeris
tle_ephemeris = ground_station_client.create_ephemeris(
name="Example Ephemeris",
satelliteId="2e925701-9485-4644-b0@31-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3),
priority=2,
ephemeris={
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
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"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

}I

}I

print(f"Created TLE ephemeris with ID: {tle_ephemeris['ephemerisId']}")

COMUOHLIE, SBTIT7IXVRAESRBIDEHICHERATE S ephemerisld ZIRLET, £E&X
&, LRROFTHL L SEMEE - ephemerisld ZFEAL T, T7IXJADAT—RA%ZKR—)
VUTEET,

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# First, create a TLE ephemeris
print("Creating TLE ephemeris...")

tle_ephemeris = ground_station_client.create_ephemeris(
name="Example TLE Ephemeris for Description",
satelliteId="2e925701-9485-4644-b031-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3),
priority=2,
ephemeris={
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

}I
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iy
ephemeris_id = tle_ephemeris["ephemerisId"]
print(f"Created TLE ephemeris with ID: {ephemeris_id}")

# Describe the ephemeris immediately to check initial status
print("Describing ephemeris...")

response = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)
print(f"Ephemeris ID: {response['ephemerisId']}")

print(f"Name: {response['name']}")
print(f"Status: {response['status']}")

DescribeEphemeris 7223 hAS5DOL AR ADOFELLTICRLET,

"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
"ephemerisId": "fde4l049-14f7-413e-bd7b-EXAMPLEQL",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {

"tle": {

"ephemerisData": "[{\"tleLinel\": \"1 25994U 99068A 20318.54719794 .00000075
00000-0 26688-4 @ 9997\",\"tleLine2\": \"2 25994 98.2007 30.6589 0001234 89.2782
18.9934 14.57114995111906\",\"validTimeRange\": {\"startTime\": 1620254712000,
\"endTime\": 1620859512000}}]1"
}

DescribeEphemeris L— KN ZR—1) > 4593 H, CloudWatch 1 R NEFERALT, 7Yy 7O—R&E
NETIT7IXVADAT—RAZEHITDLE2B#MOLET, PYTO—REhEITIXURA
&, ([CEREENABLEDE N, BVEDLEBOAT D 1—-)LERTICEATESD LS ICXDHEICERTKR
AO—O 70— ZBBIAILEN HBDEHTT,
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FROFITIE, TLEs Y NADOTXTO TLE ® NORAD ID 25994 (&, #FE7H Space-Track F—2
R—ATEVYYHTSNTWVWA NORADID £ —HTHDHENHYET,

Bl:SSNTYRNASTLELI7IXVATF—RETYI7O—RTS

NTYREATSITORF—%IETET, SSNTY NP SEETLEITIXURT7AIILNET Y
T7O—RTBEETEET, AWS Ground Station F1—HF—ICRD>THATZIIRNZEREBLE
¥, DREHOF—ROESLOFMIZ DUV TIE AWS Ground Station . ™y ZBRLTLKEEWD
REPNT—XEES1L AWS Ground Station,

LT, SSNTYRASTLEI7IXYART7ANETY 70— RTBHITT,

import boto3
from datetime import datetime, timedelta, timezone
import json

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "ephemeris-bucket"
object_key = "test_data.tle"

# Create sample TLE set data
# Note: For actual satellites, use real TLE data from sources like Space-Track
tle_set_data = [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=3),

iy
+
{
"tleLinel": "1 25994U 99068A  20321.54719794 .00000075 00000-0 26688-4 0
9998",

"tleLine2": "2 25994 98.2007 33.6589 0001234 89.2782 18.9934
14.57114995112342",
"validTimeRange": {
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"startTime": datetime.now(timezone.utc) + timedelta(days=3),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),
},
.

# Convert to JSON string for upload
tle_json = json.dumps(tle_set_data, indent=2)

# Upload sample TLE data to S3
print(f"Uploading TLE set data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name, Key=object_key, Body=tle_json, ContentType="application/json"

)
print("TLE set data uploaded successfully to S3")

print(f"Uploaded {len(tle_set_data)} TLE entries covering 7 days")

# Create TLE ephemeris from S3
print("Creating TLE ephemeris from S3...")

s3_tle_ephemeris = ground_station_client.create_ephemeris(
name="2022-11-05 S3 TLE Upload",
satelliteld="fde41049-14f7-413e-bd7b-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=5),
priority=2,
ephemeris={"tle": {"s30bject": {"bucket": bucket_name, "key": object_key}}},

print(f"Created TLE ephemeris with ID: {s3_tle_ephemeris['ephemerisId']}")

OEMI7IXVAF—R%&EEHTS

/A Important
I7IXVAAPIGRETLEIRETT,

I7IXVAAPINOTOEARG, BDEBFBELOAIEMRENET, DAXRLAITIXJATF—R
ZT7Y7O0—RIBDVBEN HDHEE. ZBUTAWS HR—K F7y 2RV TS EEZVWAWS
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Support Center Console, HHENDF—ANFBEZREHBHIL T, BEDEHIZHEU T OBEEZFMIC
LET,

BE:

BETI7IXVAXYE—2 (OEM) I, FEEOBET—XERITLHOEENEIALEXT

¥, Ephemeris APl ZFHT% &, OEM I 7 I XU RA%Z IZF Y 70— R AWS Ground Station L T
FHETHERATEET, CNSNDI 7 I XA, Space-Track A5DF7#IMDIT7IX A% L
BELFEIT ("1 Z8BT72IINNDODITIX)AT—2),

AWS Ground Station T 7 T XU AZ@EROFERRRET—RELTRVET, COFAT a3 #ae
EFERATZHE. AWSRRITVIXVARATF—REFEALTINS TN a—F 1200 R—NERHEL
x99,

NARLOEMI7IXURZTYZ7O—RTBE, BHFOMEANEMLEL, Space-Track T7 T X1)
AHNRFATERVREARL —> 3> 2B L AWS Ground Station, BEZZEBTEE T,

(@ Note

FHECHENZROTESHE)HTOSNBDHICHARZRLAIT7IX) AZRHTSHHEE. OEM
M satelliteId OBJECT_ID Hoic Z#EHTEET,
OEMs M), #8BLTLKEETVWOEM T 7 T X AFERK,

OEM I7 T X AKX

AWS Ground Station &, CCSDS #Z#I(_2 T OEM W AZN—RENDI 7T I X ) A ZNEBLET
A, BMOFHIRAHYET, OEM 77 A I)IIE KIN ERXTHZIHRENFHVET, XOKRIE., OEM D
TERTEBZRT14—)LRE, & CCSDS 2% AWS Ground Station DIEVOBMEZRLTVWET,

o3> 714—)LR CCSDS A" HE AWS Ground AEEIE
Station %4 ZE
AY AR — CCSDS OEM (& L (&L MZEE: 2.0
_VERS
COMMENT (AYAY-4 (AYAY-4
W | (AIRY-4 (AIRY-4

OEMI7IXURTF—2ZRMTS 63


https://console.aws.amazon.com/support
https://www.space-track.org/
https://aws.amazon.com/service-terms
https://www.space-track.org/
https://ccsds.org/Pubs/502x0b3e1.pdf

AWS Ground Station

Q—H—H1 K

o3>

XABF—5

714—=)LR

CREATION_
DATE

RiEEHE
XvtE—2 1D
META_START
COMMENT
ATDITORE
Z72IOUKMID
CENTER_NAME

REF_FRAME

REF_FRAME
_EPOCH

TIME_SYSTEM
START_TIME

USEABLE_S
TART_TIME

USEABLE_S
TOP_TIME

CCSDS N4 E

=4n

(=4n
WwWhz
(=40
WwWhz
=4
=4
=4n

=4

WwWhz

(=4n
=4n

Whz

WwWhz

AWS Ground
Station %4Z&

=4n

(=4n
Whz
(=40
WwWhz
=4
=4
=4

=4

YR—NENT
V7R GV

=4
(=4n

WwWhz

Whz

EREE

WA ZE1{E: Earth

FFAE:
EMEZ2000,
ITRF2000

mEhiz
REF_FRAMEs
(C ISR T
RYONFHB I
HAE

MZE{E: UTC

OEMI7IXVARATF—XRZRHTS

64



AWS Ground Station

Q—H—H1 K

o3>

!

714—=)LR

STOP_TIME

BRIR

INTERPOLA
TION_DEGREE

META_STOP
X

=4n

X_DOT
Y_DOT
Z_DOT

X_DDOT

CCSDS N4 E

=4n

WwWhz

WLz

(=40
(=40
=4n
=4
(=40
(=4W
=4n

WLz

AWS Ground
Station %4Z&

=4n

(=4n

(=40

(=40
(=40
(=4n
=4
(=40
(=4W
=4n

WLz

EREE

AWS Ground
Station A" X
I N IERKRR
1OF1420T5
EZzERTED
KIICTHRLD
ICHETT,

AWS Ground

Station A" X
AN A F
1O0F14 2004
EZEKTED
LDICTBRILD
ICHETT,

TREND km
TREND km
TREND km
TREND km/s
TREND km/s
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TEREND km/
sN2

OEMI7IXVARATF—XRZRHTS

65



AWS Ground Station

Q—H—H1 K

o3> 714—=)LR
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* THR—RMENTVAEVIT AWS Ground Station A"2tE = OEM ICEEFNTVBHE. OEM &

BREECAKRBLET,

D CCSDS BEA S HEERZIER AWS Ground Station E XD EHBY) TT,

« CCSDS_OEM_VERS & THAHZEN HV)ETF2.0,

LEI7IXVAICHETT,

KVN FERX® OEM T7 T X 1) ADHl

REF_FRAME (&, EME2000 £zl OWThALATHHIMLEN HVET ITRF2000,.
REF_FRAME_EPOCH It TRHR—K~EhTLWELE A AWS Ground Station,
CENTER_NAME |& THAHEN H V) £JEarth,
TIME_SYSTEM I& THBUEN HV EIUTC
INTERPOLATION & INTERPOLATION_DEGREE ESE 5%, AWS Ground Station & &4 A 121#

LT, JPSS-1 TV Y o7O0—RFYAZ—FHED KN FEXDO OEM IT7 T XU AN IET

S5hizflT3,
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CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430

2024-07-22T05:20:59

CREATION_DATE

ORIGINATOR = Raytheon-JPSS/CGS

META_START

OBJECT_NAME =J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02
-6.944807075000000e+03 -5.784245796000000e+00
-1.657256863000000e+00
2024-07-22T00:01:00.000000  2.425572045154201e+02
-7.030938457373539e+03 -5.810660250794190e+00
-1.212889340333023e+00
2024-07-22T700:02:00.000000 -1.063224256538050e+02
-7.090262617183503e+03 -5.814973972202444e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02
-7.122556683227951e+03 -5.797176562437553e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02
-7.127699477194810e+03 -5.757338007808417e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03
-7.105671911254255e+03 -5.695608435738609e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03
-7.056557069672793e+03 -5.612218005854990e+00
1.043421397392599e+00

-1.860082793999999e+03
4.347501391999999e+00

-1.595860765983339e+03
4.457103652219009e+00

-1.325569732497146e+03
4.549739160042560e+00

-1.050238305712201e+03
4.625064829516728e+00

-7.709137891269565e+02
4.682800822515077e+00

-4.886583601179489e+02
4.722731329786999e+00

-2.045451985605701e+02
4.744705579872771e+00
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OEM I 7 I XU AMER

OEM I 7 T X' RAl&. API M CreateEphemeris 72 < 3>, AWS Ground Station Z# A L THEKX T
BET, CcOTUV23AUVICELI2T, VDIITAMAKRNFLEREBEENLESINTY NOF—XZFERAL
TI7IXYANTYZTO—RENET,

TI7IXVANFTYZO—REhDE, T7TXUAN VALIDATING ICRREE N TRV —2

JO—"RABENDEICFELTLKESVY, 2OT—2970—7TR., I7IXVA%ZKIEL., TOD
T7IXVRZRICEBENEIVRIVRNZERLET, T7IXVRARK, COD—070—%2FKkL
T ENABLED ICA& > THSH T, ARV NIERAENET, DescribeEphemeris 2 R—1) > LTI
TIXVARAT—RAZHERE TSN, CloudWatch AR N E2FEALTIT7IXVADAT—RAD
TN EEBHITIHLENHYET,

BYUBRTITIXVAORNT TN —F 4201220V TR, UTZSBLTLSEEV, EXHAET
TJIXVADORNZ TN 1—F42T

Bl:S3NNTYRASOEMIT7IXVATF—R%EZTY7O—RTS

NTYREATDIORNF—2EIET, SSNTYRDPSEZEOEMITVIXVARAT7AI)%
TY7O—RITBEETEET, AWS Ground Station F 1—H—ICRKH>TAHATZ T I NEHE
LET, OREFOF—ZOBEFLOFEMIC DOV TIE AWS Ground Station, ", Z8RBL T EE
WOREF O T—XEES{t AWS Ground Station,

LTE, SSNTYRPSOEMITV7IXURTZ7ANETY7O—-RTBH|TT,

import boto3
from datetime import datetime, timedelta, timezone

# Create AWS clients

s3_client = boto3.client("s3")

ground_station_client = boto3.client("groundstation")
# Define S3 bucket and key

bucket_name = "ephemeris-bucket"

object_key = "test_data.oem"

# Create sample OEM data in KVN format
oem_data = """CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE = 2024-07-22T05:20:59
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ORIGINATOR = Raytheon-JPSS/CGS

META_START

OBJECT_NAME = J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000
-6.944807075000000e+03
-1.657256863000000e+00
2024-07-22T00:01:00.000000
-7.030938457373539e+03
-1.212889340333023e+00
2024-07-22T700:02:00.000000
-7.090262617183503e+03
-7.639633689161465e-01
2024-07-22T00:03:00.000000
-7.122556683227951e+03
-3.121687831090774e-01
2024-07-22T00:04:00.000000
-7.127699477194810e+03
1.407953645161997e-01
2024-07-22T00:05:00.000000
-7.105671911254255e+03
5.932259682105052e-01
2024-07-22T00:06:00.000000
-7.056557069672793e+03
1.043421397392599e+00

5.905147360000000e+02
-5.784245796000000e+00

2.425572045154201e+02
-5.810660250794190e+00

-1.063224256538050e+02
-5.814973972202444e+00

-4.547973959231161e+02
-5.797176562437553e+00

-8.015427368657785e+02
-5.757338007808417e+00

-1.145240083085062e+03
-5.695608435738609e+00

-1.484582479061495e+03
-5.612218005854990e+00

# Upload sample OEM data to S3

-1.860082793999999e+03
4.347501391999999e+00

-1.595860765983339e+03
4.457103652219009e+00

-1.325569732497146e+03
4.549739160042560e+00

-1.050238305712201e+03
4.625064829516728e+00

-7.709137891269565e+02
4.682800822515077e+00

-4.886583601179489e+02
4.722731329786999e+00

-2.045451985605701e+02
4.744705579872771e+00

print(f"Uploading OEM data to s3://{bucket_name}/{object_key}")

s3_client.put_object(

Bucket=bucket_name, Key=object_key, Body=oem_data, ContentType="text/plain"
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print("OEM data uploaded successfully to S3")

# Create OEM ephemeris from S3
print("Creating OEM ephemeris from S3...")

s3_oem_ephemeris = ground_station_client.create_ephemeris(

name="2024-07-22 S3 OEM Upload",
satelliteId="fde41049-14f7-413e-bd7b-EXAMPLEQ1",
enabled=True,

expirationTime=datetime.now(timezone.utc) + timedelta(days=5),

priority=2,

ephemeris={"oem": {"s30bject": {"bucket": bucket_name, "key": object_key}}},

print(f"Created OEM ephemeris with ID: {s3_oem_ephemeris['ephemerisId']}")

LT, > 7)) A—ROEO7O0vY 0 TT7Y7O—RENEZOEMI7 I XY ALK L THRUHEE

1% DescribeEphemeris 722 a2 A8 RBRENLEF—XDOHITY,

{
"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
"ephemerisId": "fde41049-14f7-413e-bd7b-EXAMPLEQ2",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {
"oem": {
"sourceS30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem"
}
}
}
}

FUBEI7IXVAT—REZRHKTS

/A Important

FUBEI7 I XYA#ER, RETLEI-RETHY, ARNBAR—FT 12 TH%

2T9Y,
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FUEBESI7 I X AMEER. BRIICRESNESEREI—RAT—AORICRY) ., BES
FOELAAMO—ILTICHWET, PIOEALG. BEHENAZELEEENDIT7IXUR
BERER V) EXRBICHRENET, ARENEI—-RT—RETIVEAVIVIARNTOEA
DFEFMIIOVTIEE, S AWS HR—K F7 v hEBV TS EE WAWS Support Center
Console, HDF—LN, BHEEI—AT—AOERR7OELAZRRNLET,

BE:

FUBEI7IXVARK, GEQERHREZRHETICT O TFONAZEREET S FEZRMEHLE
T, BENHEZRLRRIZDILTVIXVAF—RZTY7O—RIBZADYIC, AVEIR2HhTED
ZEINETUOTFTIERICETRTSD, BEZINIEhEANALESAEZRHELE T,

AWS Ground Station T 7 T XU RAZ@EROFERRRET—RFELTRVET, COFT> 3 #ae
EERAITZEHEE. AWSRITVIXUARF—RZFRALTINT TN 1—FT 14009 R—MERHEL
x£9,

COF7O0—FR&. UTOSFUFTHICRIUEET,

s BEIARL =320 R—KN ERBRET—ZAFNATERVES, TLBBRENTX—2
SRIZELLTVWREE, BBV I -—XERHHET T —X (LEOP) #,

« NABLRAVRNNE—=2ToOTFHFTANELREREARL -2 VIEREORA D N —T
VAERELEXT,

(® Note

FUGEI7IXVRAZERATZHEE. BEARNEEAVEHLEFHUUVIIARNY SERT
EFXT,. MEARN ZEHLBVEETE, AVEIRNTF—RO—HBELTEFTFAEITLH,
FUBEITV7IXVAR, I7IX)ABEERBRERTIZDOTREELS, TUXTTFRAY
NCEREhET, FUBEI7IXVAR, BEOHELRICEENTSh, TOHAOT
YTTEAREZEERELET,

FUBELT7 T XVATF—2EX

FUGEI7IXVAT—RE, BEZIFTEhAUEE, EIXNICEEBEEhESEETH
BEhET, FEIAVNIRG., BEOKRBERAZNN -T2 EOLUAEAENF@8FENET,

FUBEI/IX)AT—RZRETS 7


https://console.aws.amazon.com/support
https://console.aws.amazon.com/support
https://aws.amazon.com/service-terms

AWS Ground Station I1—H—HA K

FUBEI7IXVAF—ZOERZRIVR—FRNIROEHTT,

« Ground Station: cOFNESEI7IXVAZFERATIHENW LR,

- Angle Unit: BE O RIEHE I (DEGREE_ANGLE F 7= (& RADIAN),

c EOXUN ANALESAED 1 DU EOBEERSFEIL Y>3,

c RALBRTHERAE:. BETDIRAALAARARVTZHE O >EX DA MNELESE.

BEIAVBNIEUATABETT,

« UZ77LVAIRY Y (T X NOEKRER)
- BN EEER (A2 NORBEZEKRTER)
e PBEESOOEERIFHENEFTN/EEORT

FRS O HH:

- H{uE:-180°~360°

« FOTTORNE: -m~2m

- AETOEE:-90°~90°

« SOTUTOLER: -2 155 /2

- REEREEIAXANNTAIETHIMLENHYET
s EUXVNEEBERNICEBLTRVITERA

FHBIZ DWW TIE, CreateEphemeris APl RF 1 X MN&E TimeAzEl F—RBZSBL T EEV,

FUBELIT7 T X ADERK

FNUSEI7 T XA, EU CreateEphemeris API 79> 3> #FERAL THERENET
A, azEII7IXVARA T2 ERALET, TLEC OEM I 7 I XV ADERZEVFRXOESY T
£

« groundStation NI X—RZEETAIHLENHYET
« satelliteId NZX—ZRRBUIVITANDYSERTIBEN HYWET
- BEEREREATChELRGA (BANSGEI7 I XVARERICEETY)

« 4 )R Lagrange HEAZHR—KNTBICEF. SEITAXAVNIDBLLEE S DOEMN/EERAMAE
FNhTVBRHENHYET
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« TOMOHIPREEHIZDWTIE, CreateEphemeris APl RFIX R ESHBLTLSEEL,

I7IXVANTY7O—REhDdE, T7 I XU AN VALIDATING ICRREES N TKRHRT—0 7
O—AFBRENDEICFELTLKESVY, COT—2970—7TE, T7IXVAZKRIEL. TOD
I7IXVAZEICEENEIV RN EERLET, T7IXVARR, COD—270—-ICE8%
L., TORAT—ZAN ICHB2EZOBVADLEICO&KFERAE L EFTENABLED, DescribeEphemeris
ZR—UIUTITIA)AARAT—RA%ZHRE TSN, CloudWatch f1 R N EFHALTI7 T X
JADAT—RANEEBHITIHEN HYET,

BB ITITIXVAORNS I 2—F142091220WT., UTZ2SRBLTLKEFE VN, EMET
TJIXVADORNZ TN 1—F42T

Bl: APl ZEALTHNEEI7 I XURZEKT S

RO, AWS SDK for Python (Boto3) ZFRA L THANEBEL7 I XVAZERTEIHAEERLT
WET,

import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create azimuth elevation ephemeris

azimuth_elevation_ephemeris = ground_station_client.create_ephemeris(
name="Azimuth Elevation for Ohio Ground Station",
ephemeris={

"azel": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [
{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z2",
"endTime": "2024-03-15T10:15:00Z",
},
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.0},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},

FUBEI/IX)AT—RZRETS 3
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{"dt": 540.0, "az": 60.0, "el": 25.0},

{"dt": 720.0, "az": 65.0, "el": 30.0},

{"dt": 900.0, "az": 70.0, "el": 35.0},
1,

1,
iy

iy

print(f"Created ephemeris with ID: {azimuth_elevation_ephemeris['ephemerisId']}")

COBITIE, LTOEKSICHE2TVWET

s FUBET—2@F "ANAF 1, th ERICREENF TS NTVET
AERERTEELET

EIAXNE 15 TEAZERRELET,

dt ERSZRIRY INLSOTRIVIVFTIEYRTT

6 DOFUBERTHARAEETNATVRT (&R 5)

Bl:S3 A5 HNBERT—R%ETY7O—RTD
ABEEF -2y NOBE, S3NTY M SHENUBEF—22T7 Y 70— RTEXT,

import boto3
import json

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "azimuth-elevation-bucket"
object_key = "singapore-azimuth-elevation.json"

# Create sample azimuth elevation data

azimuth_elevation_data = {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [
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"referenceEpoch": "2024-03-15T10:00:00Z2",

{

"2024-03-15T10:00:002",

"endTime": "2024-03-15T10:15:00Z",

az

"az":

"az":

az .

az .

45.0, "el": 10.0},

: 50.0, "el"
55.0, "el":
60.0, "el":
65.0, "el":
70.0, "el":

. 15.03,
20.03,
25.03%,
30.03,
35.03},

"2024-03-15T10:15:002",

{

"2024-03-15T10:15:002",

"endTime": "2024-03-15T10:30:00Z2",

{
"validTimeRange":
"startTime":
I
"azElList": [
{"dt": 0.0, "az
{"dt": 180.0,
{"dt": 360.0,
{"dt": 540.0,
{"dt": 720.0,
{"dt": 900.0,
1,
},
{
"referenceEpoch":
"validTimeRange":
"startTime":
},
"azElList": [
{"dt": 0.0, "
{"dt": 180.0,
{"dt": 360.0,
{"dt": 540.0,
{"dt": 720.0,
{"dt": 900.0,
1,
I

# Upload sample data to S3

az

"az":

"az":

az .

az .

print(f"Uploading azimuth elevation data to s3

s3_client.put_object(
Bucket=bucket_name,
Key=object_key,

75.0, "el"
80.0, "el":
85.0, "el":
90.0, "el":
95.0, "el":

: 70.0, "el": 35.0}%,

"az":

1 40.03%,
45.0%,
50.0}%,
55.0},
50.0}%,

://{bucket_name}/{object_key}")

Body=json.dumps(azimuth_elevation_data, indent=2),
ContentType="application/json",

)

print("Sample data uploaded successfully to S3")
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# Create azimuth elevation ephemeris from S3
print("Creating azimuth elevation ephemeris from S3...")

s3_azimuth_elevation_ephemeris = ground_station_client.create_ephemeris(
name="Large Azimuth Elevation Dataset",
ephemeris={
"azgl": {
"groundStation": "Singapore 1",
"data": {"s30bject": {"bucket": bucket_name, "key": object_key}},

}I

print(f"Created ephemeris with ID: {s3_azimuth_elevation_ephemeris['ephemerisId']}")

S3ATDIVNCIR, BEE7YZ7O-ROFIICRIDERUEROENEST—2%EE L JSON &
EAEENTVAIURENHYET,

FNSEI7IXVAZFEALEO 2O NOFH

FUBEIZ7IXVAZFEALTOV AN E2FNITZEE,. 7JOLAK TLEB KT OEMI 7 T
XDAERFERYET,

1. CreateEphemeris ZFRA L THNUNEEI7 I X RAZEKTS
2. T7 T XV AN ENABLED AT—RAILBDETHEEET,
3. ReserveContact EBHFA—N—F 4 REFEHALTEALVEHLEEFHNTS

FUGEI7IXVARENIRI N ZEFHTBH:

import boto3
from datetime import datetime
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# First, create an azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")

create_ephemeris_response = ground_station_client.create_ephemeris(
name="Azimuth Elevation for Contact Reservation",
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ephemeris={

"azel": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
},
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.0},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}

]I

},
ephemeris_id = create_ephemeris_response["ephemerisId"]
print(f"Created ephemeris with ID: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
print("Waiting for ephemeris to become ENABLED...")

while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")

FUBEI7IXVAT—RZRHTS
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time.sleep(5)

# Reserve contact with azimuth elevation ephemeris
print("Reserving contact...")

contact = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted when using azimuth elevation ephemeris
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/
example-mission-profile",
groundStation="0hio 1",
startTime=datetime(2024, 3, 15, 10, 0, 0),
endTime=datetime(2024, 3, 15, 10, 15, 0),
trackingOverrides={"programTrackSettings": {"azEl": {"ephemerisId":
ephemeris_id}}},
)

print(f"Reserved contact with ID: {contact['contactId']}")

(® Note

FNABIZ7IXVAZECAV 29N Z2FHTDEEE, satelliteArn/NTA—F &2 EBE
TEEXT, P77k, BhCEEThEFNVALESAEICRHVET,

MATREEZEBED—BERTR
FHUEBEI7IX)AZFERTSHEE. ListContacts API IZEBFED/NFX—XNFRBETT,

« satelliteAtn NFX—ZRBGUIVITARNDP SERTEERT

s FATAIV7IXVARAZEETSICEK., AUEEI7 T XJRXID 2% ephemeris/VZ X—&
ZEEIDIHLENfHYVET

s FRAAELEIDVRINIAVRIE, BEENEANALESRAEN, VIVIANENHLER
DA RNIAVZBADERTENET,

« groundStation & ZIEETAIHLENH FTF, missionProfileArn

FUBSEI7IXVAZERL, ThTRARZEREEZ -—BERTT D6

import boto3
from datetime import datetime, timezone
import time
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# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Step 1: Create azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Stockholm AzEl Ephemeris",
ephemeris={

"azel": {
"groundStation": "Stockholm 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-04-01T12:00:00Z",
"validTimeRange": {
"startTime": "2024-04-01T12:00:00Z",
"endTime": "2024-04-01T12:30:00Z",
},
"azElList": [
{"dt": 0.0, "az": 30.0, "el": 15.0},
{"dt": 360.0, "az": 45.0, "el": 30.0},
{"dt": 720.0, "az": 60.0, "el": 45.0},
{"dt": 1080.0, "az": 75.0, "el": 35.0},
{"dt": 1440.0, "az": 90.0, "el": 20.0},
{"dt": 1800.0, "az": 105.0, "el": 10.0},
1,
}

]I

}I

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Step 2: Wait for ephemeris to become ENABLED
print("Waiting for ephemeris to become ENABLED...")
while True:
describe_response = ground_station_client.describe_ephemeris(
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ephemerisId=ephemeris_id

)

status = describe_response["status"]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break
elif status in ["INVALID", "ERROR"]:
# Check for validation errors
if "invalidReason" in describe_response:
print(f"Ephemeris validation failed: {describe_response['invalidReason']}")
raise RuntimeError(f"Ephemeris failed with status: {status}")

print(f"Current status: {status}, waiting...")
time.sleep(5)

# Step 3: List available contacts using the azimuth elevation ephemeris
print("Listing available contacts with azimuth elevation ephemeris...")

# Convert epoch timestamps to datetime objects
start_time = datetime.fromtimestamp(1760710513, tz=timezone.utc)
end_time = datetime.fromtimestamp(1760883313, tz=timezone.utc)

contacts_response = ground_station_client.list_contacts(
startTime=start_time,
endTime=end_time,
groundStation="Stockholm 1",
statusList=["AVAILABLE"],
ephemeris={"azEl": {"id": ephemeris_id}},
# satelliteArn is optional
satelliteArn="arn:aws:groundstation::111122223333:satellite/a88611b0-f755-404e-
b60d-57d8aEXAMPLE",
missionProfileArn="arn:aws:groundstation:eu-north-1:111122223333:mission-
profile/966b72f6-6d82-4e7e-b072-f8240EXAMPLE",

)

# Process the results

if contacts_response['"contactlList"]:
print(f"Found {len(contacts_response['contactlList'])} available contacts:")
for contact in contacts_response['"contactlList"]:

print(f" - Contact from {contact['startTime']} to {contact['endTime']}")
print(
f" Max elevation: {contact.get('maximumElevation', {}).get('value', 'N/

Al)}oll
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)

else:
print("No available contacts found for the specified azimuth elevation ephemeris")

(@ Note

ORIV RN Z—ERRIDEEIL, PTONAES ID 2% ephemeris/N\TX—RZEEL
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EOREOEALEBYICEZRV VI TDENEETT,

/A Important
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import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="AzEl Ephemeris for Contact",
ephemeris={

"azl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [
{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z2",
"endTime": "2024-03-15T10:15:00Z",
},
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"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.03},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},

1,

1,
},
},
ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")
# Wait for ephemeris to become ENABLED

while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# List available contacts

print("Listing available contacts...")

contacts = ground_station_client.list_contacts(
# Note: satelliteArn is omitted for azimuth elevation ephemeris
groundStation="0hio 1",
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/

example-profile",
startTime=datetime(2024, 3, 15, 10, @, @, tzinfo=timezone.utc),
endTime=datetime(2024, 3, 15, 10, 15, @, tzinfo=timezone.utc),
statusList=["AVAILABLE"],
ephemeris={"azEl": {"id": ephemeris_id}},

D—070—- 1 FATRsEEREE-BERTL. THNT2 83



AWS Ground Station I1—H—HA K

if contacts["contactList"]:
# Reserve the first available contact
contact = contacts["contactList"][0]
print(f"Reserving contact from {contact['startTime']} to {contact['endTime']}...")

reservation = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted when using azimuth elevation ephemeris
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-
profile/example-profile",
groundStation="0hio 1",
startTime=contact["startTime"],
endTime=contact["endTime"],
trackingOverrides={
"programTrackSettings": {"azEl": {"ephemerisId": ephemeris_id}}

}I

print(f"Reserved contact: {reservation['contactId']}")
else:
print("No available contacts found")

Bl TLEZ7 I X AZFEALE—ERREFTH

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

satellite_id = "12345678-1234-1234-1234-123456789012"
satellite_arn = f"arn:aws:groundstation::111122223333:satellite/{satellite_id}"

# Create TLE ephemeris

print("Creating TLE ephemeris...")

ephemeris_response = ground_station_client.create_ephemeris(
name="TLE Ephemeris for Contact",
satelliteId=satellite_id,
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=7),
priority=1, # Higher priority than default ephemeris
ephemeris={

"tle": {
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"tleData": [

{
"tleLinel": "1 25994U 99068A  24075.54719794 .00000075 00000-0

26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

iy

iy

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# List available contacts

print("Listing available contacts...")

start_time = datetime.now(timezone.utc) + timedelta(hours=1)
start_time + timedelta(days=1)

end_time

contacts = ground_station_client.list_contacts(
satelliteArn=satellite_arn, # Required for TLE/OEM ephemeris
groundStation="Hawaii 1",
missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-profile/
example-profile",
startTime=start_time,
endTime=end_time,
statusList=["AVAILABLE"],
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)

if contacts["contactList"]:
# Reserve the first available contact
contact = contacts["contactList"][0]
print(f"Reserving contact from {contact['startTime']} to {contact['endTime']}...")

reservation = ground_station_client.reserve_contact(

satelliteArn=satellite_arn, # Required for TLE/OEM ephemeris

missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-
profile/example-profile",

groundStation="Hawaii 1",

startTime=contact["startTime"],

endTime=contact["endTime"],

# Note: trackingOverrides is optional for TLE/OEM

# The system will use the highest priority ephemeris automatically

print(f"Reserved contact: {reservation['contactId']}")
else:
print("No available contacts found")

D—0 70— 2 EEEROTH

COI—070—&, MATEZRVA RIVZRANIC-ERTID L, BLEHLEZEETH
LET, COT70-FR., FEITZHVEDERENTTICDA>TVRIEEY., BBATZ1—
VU 2RELTVRHEICERTT,

Pl: FTUEEI7 T XV AZERL CEETH

import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Define contact window
contact_start = datetime(2024, 3, 20, 14, @, 0, tzinfo=timezone.utc)
contact_end = datetime(2024, 3, 20, 14, 15, @, tzinfo=timezone.utc)

# Create azimuth elevation ephemeris for the specific contact time
print("Creating azimuth elevation ephemeris...")

D—0 70— 2: BEEREEO TN 86



AWS Ground Station I1—H—HA R

ephemeris_response = ground_station_client.create_ephemeris(
name="Direct Contact AzEl Ephemeris",
ephemeris={

"azel": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": contact_start.isoformat(),
"validTimeRange": {
"startTime": contact_start.isoformat(),
"endTime": contact_end.isoformat(),
},
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.03},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}

]I

}I

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
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time.sleep(5)

# Directly reserve the contact
print(f"Reserving contact from {contact_start} to {contact_end}...")

reservation = ground_station_client.reserve_contact(

# Note: satelliteArn is omitted for azimuth elevation

missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/
example-profile",

groundStation="0hio 1",

startTime=contact_start,

endTime=contact_end,

trackingOverrides={"programTrackSettings": {"azEl": {"ephemerisId":
ephemeris_id}}},
)

print(f"Reserved contact: {reservation['contactId']}")

Bl: TLETZ 7 I XV RAICKDEETH

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

satellite_id = "12345678-1234-1234-1234-123456789012"
satellite_arn = f"arn:aws:groundstation::111122223333:satellite/{satellite_id}"

# Define contact window (based on predicted pass)
contact_start = datetime(2024, 3, 21, 10, 30, 0, tzinfo=timezone.utc)
contact_end = datetime(2024, 3, 21, 10, 42, @, tzinfo=timezone.utc)

# Create TLE ephemeris

print("Creating TLE ephemeris...")

ephemeris_response = ground_station_client.create_ephemeris(
name="Direct Contact TLE Ephemeris",
satelliteId=satellite_id,
enabled=True,
expirationTime=contact_end + timedelta(days=1),
priority=1,
ephemeris={
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"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  24080.50000000 .00000075 00000-0
26688-4 @ 9999",
"tleLine2": "2 25994 98.2007 35.6589 0001234 89.2782 18.9934
14.57114995112000",
"validTimeRange": {
"startTime": (contact_start - timedelta(hours=1)).isoformat(),
"endTime": (contact_end + timedelta(hours=1)).isoformat(),

}I

}I

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Directly reserve the contact
print(f"Reserving contact from {contact_start} to {contact_end}...")

reservation = ground_station_client.reserve_contact(

satelliteArn=satellite_arn, # Required for TLE ephemeris

missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-profile/
example-profile",

groundStation="Hawaii 1",

startTime=contact_start,

endTime=contact_end,

# Note: trackingOverrides is optional for TLE

# The system will use the highest priority ephemeris automatically
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)

print(f"Reserved contact: {reservation['contactId']}")
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NUTAOFTYZ7O—RPIZITIXVRAICEBAE)HETSNEBEE, 72320 name7 1 —
ILRARENET,

T7ITXAJYRE IZKD TEHICEZH AWS Ground Station Ehd %, BREhdF—2IE APl O
CHUBICERAEATVARI7IXUAOARAFTY T2 ay NCTEERE A,

FT7AILNOIT7 I XY AZEAL EFHE D GetSatellite ') X —2 D4l

"satelliteId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/elcfe@c7-67f9-4d98-
bad2-EXAMPLE",
"noradSatelliteID": 25994,
"groundStations": [
"Ohio 1",
"Oregon 1"

]I
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListSatellites.html
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https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Epoch_(astronomy)
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"currentEphemeris": {
"source": "SPACE_TRACK",
"epoch": 1528245583.619

NARLTIT7IX)AZFEAL =FHE D GetSatellite O H

"satelliteId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/
elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"noradSatelliteID": 25994,
"groundStations": [
"Ohio 1",
"Oregon 1"

]I

"currentEphemeris": {
"source": "CUSTOMER_PROVIDED",
"ephemerisId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"name": "My Ephemeris"

FUESEI7 I XJAD—ERTR

FUGEI7IXVARFECREENSITSONATVWEVLEZYD, ESD APIs ZEALTETISICETS
BHRERESLTMEITILENHY KT,

1. ListEphemerides ZFRAL T, FNSEI7IXVARAZEL, PHOMAOIXTOIT7 I X
AZ—BRRLET, AT RARETITIXVARATTTAIINRIVITEERT,

2. BENDI 7 T X' A ID T DescribeEphemeris Z2 AL T, AUBEI7 T XU AICET25A
BHREZMBLET,

. B EDODEWVEDLE ID T DescribeContact ZEAL T, BAUVWEDLEBICHEAETNSZ T 7T X AICE
ITHFMBEREMBLET,
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"ephemerides": [

{
"ephemerisId": "abcl2345-6789-def0-1234-5678EXAMPLE",

"ephemerisType": "AZ_EL",

"name": "Azimuth Elevation for Ohio Ground Station",
"status": "ENABLED",

"creationTime": 1620254718.765

"ephemerisId": "def45678-9012-abc3-4567-8901EXAMPLE",
"ephemerisType": "TLE",

"name": "TLE for Satellite 12345",

"status": "ENABLED",

"creationTime": 1620254700.123

(® Note

ListEphemerides L AR ATld, ANUEEILT7 T X AIZlFgroundStation”7 4 —JL KR
Tk < satelliteld 74— )L RAHB o, BAHNBBICBYET,

T7FILMDITIXVATF—RICRT

NDABZRLIT7IXVATF—R%ZTY7TO—RTBE, TOREDEFE T AWS Ground Station 4
TRFT7AINODITIXVAN LEEETNET, REEWTHEMHABRITMATVEVWIT7 T XY
ANERTERBLKBDET, BF7AILMNOIT7 T X)) AZ2BEMER AWS Ground Station L&t
Ao AWS Ground Station &7z, &, TOBEMWHRZBELT7AINOIT7 T X ) AN EATEE
TH2TE, REOSEERHOI V7 IXVAOBMBRZBE LI XV Z—EBERTLEE A,

(® Note
FUEBEI7IXVARICET7 2 MEN B, BEITZ7IXVAZLEEELEEA, Ch
5(F. trackingOverrides/N\ZX—ZZFEALTAV RV N ZEFHNITDEEICHRNICE
REenEd, ANEEI7IXVAZFERALEVEGR., EFF—N—F4 RZEELTIC
AR IRNEFHNTRIETT, DATALARRDYICTOT A7 BHEEI7IXVAZERAL
7,
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TLEZ7IXVAEOEMI7IXJADRICRET

BEOF7 A KNO Space-Track T7I XDV AILRTICE., ROVWThAZERTITRILEN BV E
9,

s BEBNABELLELIT7 T X)) A%ZTXTHIBR (DeleteEphemeris Z ) &z IE &1L
(UpdateEphemeris Zf#f) UL &9, ListEphemerides ZfEAL T, BEFENSAZELEHENDI VT
X)AZ—ERRTEXYT,

c BEOBERREOITV I X VAN IXNTHRIINCLDZRTEHEEERT,

GetSatellite ZHUOHL T, HEDBENDI 7 I X!) Asource® N THD & =ZHIEBLE
FSPACE_TRACK: F7ZILKRDIT7IXVADFHMICOWTR, F7AILSDITT T X AT —
2T, ESBLTIEE,

FUESEI7IXJADCEE

FUGEIZ7IXVAGRIVRIRNIEICHRNICEREh, FECEENTSNTLEWES,
"F7AILRMCRTL EVSHBREHVERBA, KDWIC, FUSGEIT7IXVAZRDLSICER
TZEET,

« FUNEBLI7IXVANOFERZFELTSICE: ZEEtrackingOverridesB L IEBEE TIC,
BICHLULLVEREZTFHLEIsatelliteArn, AV RINE, RDOYICEES N EHEILT D
TATBRIT7IX)AZFERALET,

« RMEADHFNUEEILI7 I X AZHIBRT S I(CIE: DeleteEphemeris ZFRAL T, AEBICE 2 AN

BEIVIXVAZHKRLET, AT721—-)En0V 2O MNTREERAEATVASIT7 I XY
ARGHIBRTERE A,

THODRAOINTOANEGELI7 I XA Z—8ERTTSICF. ListEphemerides ZERA L
F£9, FNUBEI7 I XA, ephemerisType7 1 —ILRICK2T, FLRELAKRAD
groundStation 7 41 —J)L RTF7%4< satelliteIld7 1 —/LROBFEFEICK > TERBTEET,
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T—270—-0OER

AWS Ground Station & /—REI YD OEFEZFEALTF—270—2Z2@EL, F—XDA
R)—LMBZBMICLET, &/ —RiE, FTEEThILEBZLRRITIRETKREIhETT,
DMZZFHBAITBICIE,. HS antenna-downlinkANDF—RZT7O—%REFL T & Ws3-
recording., antenna-downlink /—REF, RETERENLE/NTX—X T & OEERARBANR
ORNILOTFATASTFIZRIADERZRLET, . BETF—XZ2ZELTSINTY NIRRE
501 —FT 427 /—Rs3-recordingZ®k L Fd, BROF—X270—&F., AEKICEDV
T, FORNMMEENLERF F—XZ S3INTY NMIEREBATHELET.

2v2arv7O774ILATER,. Z—XICEHLETEBLOF—R2T7O0—%2ERTEET, UTOED
23T, TERATIMOAWS DY —AZRET D HEIC DV TEEA AWS Ground Station U,
T—R7O—ZBETHLHOOHREEZREMLE T, VA /—RFLBEE/—RERBZETNID
DPESHBE, B/ —ROBEOFHMBICOVTE., "1 ZZBL TLE WAWS Ground Station 7%
EEFERAT S,

N =R

- AWS Ground Station *—&X7L—2A2VZ—7 IR
« JORV=2 3 F—2mEEEATS

« Amazon S3 Dt Y K7V T ERTE

« Amazon VPC Ot Y N7 Y 7 ERRE

« Amazon EC2 Mty RT7 v 7T ERE

AWS Ground Station *—27L—>A 232 —T7 T4 A

BRUEF—270-0BROTF—2BERK, F—F70—0DYV—AICK2TELBZYET, Chs5D
ERXOFHME, FEOADAR—F 12 IFRICRMENET, UTR, FRA70F7—270—IZFH
EhPERXZ2REHLEENTT,
s FUTFEDIDY
« ( wigigless-than-or-equal-to) ®F—2A& &, VITA-49 Signal Data/IP Format /N7y M & L TEAE
ENEI, 40MHz

o (FEEA 40MHz KV KE ) F—&IE, AWS Ground Station 75 A2 /N7y N& L TESE
ThEXT,

* antenna-downlink-demod-decode
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https://www.vita.com/Standards

AWS Ground Station d—H¥—HAR
- F—RiF, BRIESENLET—RIPERXONTY NELTBEENET,

s TUOTFTFTYTIY
« F—2A&I& VITA-49 Signal Data/IP Format /Ny RE U TEBETIHEN HVET,

« antenna-uplink-echo
« F—2A&I& VITA-49 Signal Data/IP Format /Ny R& L TEEENET,

JARAV—=23arF—REEZERTS

AWS Ground Station VOAU—2 3> F—XBEMEEICKY) . 7> T+ H S AWS Ground Station
HR—RENTVBREEDOAWS U—D3VICTF—RERBRICEFTEERT, 2&FW., 1 V7FAK
ZOFYZE—OAWS V=23 VIZHBFEL, AVR—F1TROEED TEBAZAT D 1—
JLAWS Ground Station A% —> 32 T&&X T,

Amazon S3 /N7 Y RTRIVEDLETF—XZZEFETHE., AWS Ground Station [F I XTOEEHEH %
BEEBLED,

Amazon EC2 4 > AZ 2V AANDVOA) —2 3 F—XE{E (AWS Ground Station T— I 2 MNE
ERF—27O0-IVRRA N N2ER) 2FATRICE, F—X70-—IRKRANERED
AWS U—2 3 > IC4ERK L. dataflow-endpoint-configTEIL U —2 3> 28 ET D HLENf HYET,
AWS Ground Station l&. #—XVOA) -3 OEEZERBLET,

Amazon S3 Oty K7 Y T EERTE

Amazon S3 /N7 Y hRZ2FEAL T, ZFERALTAI U 0T F I 2Z2ETEET AWS Ground
Station, %154 s3-recording-config Z4ERK B IClk, Amazon S3 /N7 Y K&, NI Y N AWS
Ground Station NN 7 7 A I DEZIAGZ IZFFATH IAMO—I)LZIEETEDILEN BV ET,

Amazon S3 /Ny b, IAM O—J)L, £k AWS Ground Station %E DR B9 3 #IFEAmazon
SIFEFKECDVWTE, T, ZZRBLTLSEEL,

Amazon VPC Oty N7 Y T EHE

VPC Y RNRTYTTDEONDTERBHARE, COHA ROEBHENTT, EMICOWVT
. "Amazon VPC 1—H'—HA R, 2B L T T,

cOtEUa>TR, AmazonEC2 £EF—ZR27O—I 2V RARA NN VPCAICEET S HEICD
WTEHBALET, . BEOF—E270—ICXL TEHOEERS > N ZEHYR— KN AWS Ground
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Station LTVWEB A, EF—270—F 12O EC2LY—N—ICKRTIBDENFRENET, B
—DEC2LY—N—ZBELTWVWS®H, RERFIILFAZARTEHYEFHA, VPC ZFEATS
TEBHCOVTIE., T Z283BLTILKEEVWI Y23 7TO77M4ILEEDH,

= =

AWS Ground Station T—> I MZ &% VPC 52 %E

Region AWS Ground Station

Elastic Metwork Interface

H Security |

Elastic IP group
Private subnet
m EC2 instance
AWS Ground Station
Agent

HEF—RF., 7oTFICFEET S AWS Ground Station T— I R AR AICERHtENE
9, AWS Ground Station T— IV MEARNSAETL, EELE AWSKMS F—%& AL
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TCTF—REBHILET, BANT AT &, AWS Network /NY D R—22EOY —AT T+ H
5 Amazon EC2 Elastic IP (EIP) IZIAfEENET, TF—XiE., 7R Y F& iz Amazon EC2 Elastic
Network Interface (ENI) Z/T LU TEC2 1 VARV AICEIBELE T, Amazon EC2 EC2 1 VAR
AT, 41 ARN=)L&E 7= AWS Ground Station T—> I MNEF—2EESL., IF LIS —EIE
(FEC) ZEfTLT ROV 7ENTF—RZB AL, EYRNTPYTTEELLIP ER—MCEELE
ED

ROVARNTIR, I—> 1> NOBEERIC AWS Ground Station VPC ZERETHEEIC, —E0D
Y RNRTPYFICBEBTHEBEERICOVTHALET,

¥ 1)F147)L—7 - AWS Ground Station RS 7 14 Y VBRAOEF 1V T 1 JIN—T%2EETS
CEEBEOHLET, cOEF1UFT 1T )L—71&, Dataflow Endpoint Group THEEL D ERL
R—NEETUDPEEARNT 71V I RFATRIHENHYET, FEAWSIYER—TIRTLTa1vD
A AN AWS Ground Station Z## L. 79 AFFA%Z AWS Ground Station IP 7 KL A0 & (&l
BRLUET. F7O4)—232 0 PrefixListld ZEE A D FEQOFMIIOVWTE, "TAWS ¥ &R—

SRILTZAVIAIAR) 22RLTLIEE Y, PrefixListld

Elastic Network Interface (ENI) - LD EF 1V FT 1 JI)L—7"%2 0 ENI ICBEEF T, NTUv OH
TZYNIRETDHLENHYET,

@ Note

ENICEICTRYFENZDEF1)TATIN—"TOBOTF7AILNDIA—RIE5TT, C
NFHFEK 16 BORBARELZHIRTY. "Amazon VPC UV #—%  #SBL T EE L,

XD CloudFormation 7> 7'L—KNi&, OO a3 THEATIA 2V TISANTIOF Y EERTD
FEERLTVET,

ReceiveInstanceEIP:
Type: AWS::EC2::EIP
Properties:

Domain: 'vpc
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
Vpcld:YourVpcId
SecurityGroupIngress:
# Add additional items here.
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- IpProtocol: udp
FromPort: your-port-start-range
ToPort: your-port-end-range
PrefixListIds:
- PrefixListId: com.amazonaws.global.groundstation
Description: "Allow AWS Ground Station Downlink ingress."

InstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: ENI for AWS Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: A Public Subnet

ReceiveInstanceEIPAllocation:
Type: AWS::EC2::EIPAssociation

Properties:
AllocationId:
Fn::GetAtt: [ ReceivelInstanceEIP, AllocationId ]
NetworkInterfaceld:

Ref: InstanceNetworkInterface
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F—R7O-IY kKA NEHEALE VPC B

AWS Ground Station

I:'.E-‘

@ Private subnet Private subnet
E EC2 - Receiver E EC2 - Transmitter

Dataflow endpoint Dataflow endpoint
application application

A 4 A 4

Elastic Network Interface 1 Cross-Account
Elastic Network Interface 2

Security Group 1 Security Group 2

FHETF—RE., PoTFEETZITF—RXI7JO-TI 2 RRA I NTTIVT—23 2042 ARR VA
ICR#HEhET, TOR, NFFAETSDVPCHASIOAFT AT N Amazon EC2 Elastic Network
Interface (ENI) 2 L TF—Z A" EEE NhFEF AWS Ground Station, TN %, F—AZlE Amazon
EC2AVAZRVAILTRYFENEENIZN LT AmazonEC2 A1 VARV AICBBELET, 1A
N=IleniF—270—IRKRARNT7IT—23a2k, Y NTYTTEELEIP ER—
NCEELET, cOT7O0—0OFEF, PYTVIERETRELET,

RDVARNTE, F—270—I2RKRANEEHAICVPC ZRETHEEIC, BENRELNDZE
EBEEIZODVWTHBLET,

(@ Note

ENICEIETRYFENDEFIVTATN—TORDOTIAZILIDIA—-REE5TY,
NEHEAX 16 BORBAEELFIRTT, "Amazon VPC V4 —%, ZSRL T EE L,
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IAMO=)L-IAMO—=J)LEF—270—IRRANO—FTHY), RHICERENATVWELA, 7
OAT7 AT N ENI Z4 L T AWS Ground Station Amazon EC2 1 VARV AILT RY FT 3 1=
HICEAETNS IAMO—)L,

EFXF1VFTATN—T1-20F21VFT4T)IN—=T"1. PHI2ND AmazonEC2 1 VARV A
ICBEN TSN D ENIICTRY FEnET, dataflow-endpoint-groupZ L —7 TREE hiR— K
T, EFIVUFTATIN—=—T2H5OUDP RT T4V U ZFUTIHLENHYET,

Elastic Network Interface (ENI) 1- £F1UF 4 5)L—7 1 2O ENI (ZBER T, 47 %Y NCE
BEIRLENfHVET,

BTZXYIN-THDIDRAD AMazonEC2 A VARV ANTF—R27O—¢ I BL<EE 1 DOE
FAAEER IP T RLAN D CEZBETIVEN BYET, YTXRY NOY A XEREOEMIZDOV
Tk, "™H7ZvyRCIDR7OVYY, #BLTLSEETL,

EXIUFAaTIN=T2-C0OtF21)FT14T)—71F Dataflow T RIRA4 > N TSHBEIET,
CDEF1VF4TI)—71F. AWS Ground Station & 7HIO > NCF— 2 %2RETZ-HICEH
FTBHDENI ICTFRYFENET,

=232 - J0A)—=232ERTYHR—RFENATVR U232 0FMICOVWTR, Tl 28K
LTIKEETVWIOR) =3 F—2BEEZERAT 2.

XD CloudFormation 7> 7'L—KNi&, COtEI 3V THRBEATDIA 2V TISANTIOF Y EERTD
FEZERLTVWET,

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: YourVpcId

AWSGroundStationSecurityGroupEgress:
Type: AWS::EC2::SecurityGroupEgress
Properties:

GroupId: !Ref: DataflowEndpointSecurityGroup
IpProtocol: udp
FromPort: 55555
ToPort: 55555
CidrIp: 10.0.0.0/8
Description: "Allow AWS Ground Station to send UDP traffic on port 55555 to the

10/8 range."
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https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html
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InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: YourVpcId
SecurityGroupIngress:
- IpProtocol: udp
FromPort: 55555
ToPort: 55555
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "Allow AWS Ground Station Ingress from
DataflowEndpointSecurityGroup"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:

# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.

# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - Dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

Amazon EC2 Oty KT Y T EERE

AWS Ground Station T— I RELRGRF—27O0—I2 RRA NENL TEEET 1D VITA49
Signal/lP 7*— & £ /=(& VITA-49 Extension 7*—X/IP O RIS (CIE. Amazon EC2 1 AR A
EBEYICRETAILBEABYET, BEO-—XICHLUT, 7OV NIV K (FE) 7OEY HER
l& Software Defined Radio (SDR) ZEU A AR ATE#ERETLEY, BMOEC2A VARV A
ERMALEYNITBRENTEEXRT, FEFLEIESDROEBIREA VAN =LK, COI—Y—FHA R
NEENTT, BEOTF—REXAOFMICOVTRE., 1 28BL T EEVWAWS Ground Station
TF—RTL—A R —T7 I 4R,

H—EARMFOFMCOVWTE, AWS " H—EZAZH, Z25RLTLKEEL,
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https://aws.amazon.com/service-terms
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Rz h2-—MOEYTIRTIT

AWS Ground Station &, AmazonEC2 1 VARV AN tEY KT Y T2 RBBIZTD2—HRHUBEY T~
DITERHLET,

AWS Ground Station T—> 1T 2 b

AWS Ground Station T—> T2 M, FPRILPABAKRE DigiIF) o> U 0F7F—22%FEL,
LUTAgEICTREFTtehiTF—22HILET,

« 40 MHz ' 5 400 MHz O® @ E T DigIF 0> 1) > U #ge,

« AWS XY RD—UE®/N7 1) Y IP (AWS Elastic IP) NOEL—K~, 82 Y 2—0 DiglIF 7—4&
(TR

- BIAEYITE (FEC) & 2 EEMOE VT — X B,

« BELICHAARARIY—TZ—Y RAWSKMS ¥—%2FAL 2B TF—2EE.

HMICOVWTIE, AWS Ground Station " T— x> RI1—H—HA R, 28RBLTLSEZTL,

TF—27O—TI2RRANTTVT—>3>

AWS Ground Station 7> T 7T OFFTE Amazon EC2 4 VARV ABTF— X B X ZE AWS
Ground Station 2 I TEAT D XY ND—O0F77)5—>3>, F—20F7vy 700k
IO ICERATEET,

Software Defined Radio (SDR)
BELOBEICEAETShIESZ2RAB/ERAISLOICFERATEDY 7 NI I T ERER (SDR),
AWS Ground Station Amazon Y>> 4 X—< (AMIs)

CNSDA VAR —IDEIRBIVVBREFBZEMIADLHIC, ICEBRREE Nz AMIAWS
Ground Station £ HEE N TVET, AMIs TF—R JO—I Y RRAVKNRY ND—=OF 7T 75—
< 3> & Software defined radio (SDR) Z{#X 7= AMIs (&, A R—F 1V INFETLERICTH
DORTHATEDRSIZARYET, chslk, 774X —K Amazon EC2 OV Y — )L THRT
ZFETF. AMIs AWS Ground Station T— I hO&HB AMIs B/NTUY OTHY, NTUY Y
Amazon XA X—=T (AMI) TSV RAT—2 32 ZRETH I ET AmazonEC2 OV Y —
LTHRETEET, AMis
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TLXRKND DOEBRE

AWS Ground Station 7L X MU &, 2> 2 MHIZ AWS Ground Station 77 FA S5 EE
TFILNERALDARNI) DA ZRELET, TLANVF—RZFEALT, ARXIONNTF—X2AD
FZRVY, BEEORY., GEBEEICEIZIBRICEIVEZEEBERELEITSCENTEET,

TLXRN) DEH

FTLANVUZERATZICE., TLXRMNJ)F—2% AWS Ground Station BM{E 3 2 BFiEIEET S
TelemetrySinkConfig Z5REL £9, RIZ. telemetrySinkConfigArn7 4 —JLRZFERAL T,
COREZIVAVTOAT7ANICEMLET, TLANUNBMBEIYVS 37O 7ML 2E
AT5BVEbEHR, BTFLXNUF—RETHI> NI AWS Ground Station AN —Z>JL
79,

TLANVBEZTOEARRDOELS IZHELET,

1. TLXARNDF—2%2FET3ICIE. AWS 7H 2 MZ Kinesis Data Streams A N —A%&ZER
LET. ANU—AR, EEEZATD1-ILTBOERLTHINE) =230 TERTS
PBEFHVYET,

2. AN —AICF—R%EZEEIAL AWS Ground Station 77 EAHFA #4592 IAM O— )L Z/ERK
LET,

3. AU —A& IAM O—/L% S8BT S TelemetrySinkConfig ZER L £,
4. TelemetrySinkConfig 2= v > 3a>70O7 7 A4 I)IZEMLE T,

5 FLWTFLXANURSEIYSa>7O7 74 EEALT, EREZ—BERRBITFFHLE
ER

6. COIVIaVITO7 74N ZEZFERTIBVELEH, AWS Ground Station 7L X N 7 —
2&FIFE) T I ZA LT Kinesis Data Streams AN —AIZARN)—Z2FLFT,

7.AWS Y—ERAREEMBEOT7UT—232Z2#ALT. ANU—LADTLARNITF—RZHE
LTaELERT,

EAAREETLANIRALAT

AWS Ground Station (&, BWEHDEFICXOTLARNIZAL T2 BHLET,
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® Note
AWS Ground Station &, Y R—RENTVBFTLXRNYZA T OHRICEVEATVET

RAZKRTLXRNY

BEIOVROMNFOTTTOAEEICEIZFEHRERHELXT. COTLANIZATREICD
VEIRMHRICEFE A, EEOFNUALEIARY RENEZAUAFBELAETT, FHRICOVWTE,
"RAVERTLARD ) ZBRLUTLKEZ L,

TL XN DEH

TOoTTEBAT—RALEBHFIT—ICEIRRHMERULET. COTLANIERATRE, B
RETCHBEFNBMCE>TVRBERICEFELATET, FMICOVTE, "TLAXNUDIE
1 ZZRLTLSEZ L,

)
B

=3 FI)L A A%

FLARNUIE., A AWS Ground Station BIfET2IXTH AWS V-3 > TEATEET, X
IRDETH, FLXBMYUIK AWS Ground Station 7> FFASAVE O NEART1-=)LLE)—
TaviCiEEsh, VORU—2 3> HR—MIRBEEAET,

AWS Ground Station ) —> 3> e FEROBAOTZTLBE VAN OVWTR, T Z28RBLTLKEE
WAWS Ground Station O —>3 >,

NEY D
« TLXKMNJDRE
s TLANUTF -3 %EHEITS

FLXNYORE

AWS Ground Station BfEEDTL XNV ZRETHICE. XOFEICHVET., COREHNTT
FTHE, TLAMNIRRIEIYZa7A7 74N 2EATHIARIMRIC, TLANUF—=EHN
Kinesis Data Streams AR —AICEEENE T, Kinesis Data Streams O FFHHIC DWW Tk, Kinesis
Data Streams 1—H—H 4 RZZSRL T EE L\,

—2aF)LisaAk 109


https://docs.aws.amazon.com/streams/latest/dev/introduction.html
https://docs.aws.amazon.com/streams/latest/dev/introduction.html

AWS Ground Station I1—H—HA K

ATY 71 HIREHY AWS BB D)V —RAZERT S

XD CloudFormation AZARY ME, TLXNUBEOIREZH AWS B2 )Y —RAZERTHH
EFERLTVWET, COAZARY ME, Kinesis Data Streams AR —LE, AN)—AIZTL XK
) F—R%EEEZIAL AWS Ground Station 77 A A 24532 IAMO—)LZEKL E£T,

TelemetryStream:
Type: AWS::Kinesis::Stream
Properties:
Name: GroundStationTelemetryStream
StreamModeDetails:
StreamMode: ON_DEMAND
RetentionPeriodHours: 24

TelemetryRole:
Type: AWS::IAM::Role
Properties:
RoleName: GroundStationTelemetryRole
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: groundstation.amazonaws.com
Action: sts:AssumeRole
Policies:
- PolicyName: KinesisWritePolicy
PolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Action:
- kinesis:DescribeStream
- kinesis:PutRecozxd
- kinesis:PutRecords
Resource: !GetAtt TelemetryStream.Arn

UTOVARTR, TLANVBEZRETSIBO—EZNREICEITZIZEEEEHZTLET AWS
Ground Station,

Kinesis Data Streams AN —AL - ANU—LRBAVFIVRFYNI T4 E—RZFEAL. R)—
TYNMIESVWTABNICAT-U2JENET, Chid, BEALDI—AT—ATHREIE
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T ARNU—AR, F—REZ 24 BFEARBEIDRSICRETEIATVET, F7FIILRKTRR, ARNU—
LlF AWS Y Z—D RESILZFERALET, THARN—NZX—I RESILEZFERTSICE AWS
Key Management Service, StreamEncryptionZ’O/NT 1 ZEML., IAMO—ILRV—%F
#L T 7Yt Akms:GenerateDataKeyFFAIZ 2 ET, FMIC DV T, Amazon Kinesis Data
Streams TOTF—2RE I 2FRLTLEE L,

IAM O—)L - IAM O—JLi&. groundstation.amazonaws.comY—ERXZ7 U2 /N)LAO—)
#5|&Z2 T, TLXKNUF—A% Kinesis Data Streams AN —AICEBEADLEZHFILET,
A—J)L7R) > —Fkinesis:DescribeStream, AR —AL® | kinesis:PutRecord, &V
kinesis:PutRecords7 7> 3> OTF7 UV EAFAZRELET, ARV —EO-ILRIZ—D
BREICEITDHAAVATLARID VOBREICODVTR., "1 Z22RBLTLKEEV,

JBINERZE - AWS Ground Station API I—J)LICEA T2 IAM 1—H—F £ kO-)LICT7 ot
Aiam:PassRolefFAZEBMLFET, ChiZkl), TelemetrySinkConfig ®#EK AWS Ground
Staton BICTLXRMNUO—I)Z IZETENTEEXRT,

PassRole 7R 1) < —® 45

O—IRIS—BEHELERFTERYFIBFEOFHEM-COVTE, IAMI—HY—HA4 R®O "IAM 7R
) —nEE, #SBLTLKEEVY, 7t Aiam:PassRoleHFAIOFMIC OV TIE., TAWS H—
ERACO—IZEST T O AFA 21— —ICH5T5) 25RBLTLSEETV,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,

"Resource'": "arn:aws:iam::999999999999:ro0le/your-telemetry-delivery-role-name"

AT Y 7 2: TelemetrySinkConfig ZERR 3 %

AWS Ground Station A"F7 L X K1) F—#& % Kinesis Data Streams AN —AICEET R HEE2ESE
¥ % TelemetrySinkConfig Z#EK L £F. AT Y7 1 ® CloudFormation A% Y JHAN S AN —
IAARN &0O0—J)L ARN ZFERHLE T,

AT v 7 2: TelemetrySinkConfig % €K 3 % 1
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® Note

TelemetrySinkConfig Z#EK 3% &, AWS Ground Station &/ N\—F 13> F—H OZED
TARNLO—RZBE TS & T, Kinesis Data Streams AN —AANDT It RAZKRIEL
FJtest,

TelemetrySinkConfig DERDOFMIC DV TR, "1 ZZBLTIKEEVTLANIUZ Y IEE,

ATFY 732y ar7O77A4IICTFLANDZBNT S

2v2ar7O774 0N eEBLET, Sv2a>7O774MIINOEROFEMICOVTE, "1 %

SBL T EEVAWS Ground Station 2v 3> 7O7 74 )\ E2EAT, 2Xv2a>7O77
1 I)LICEEMtelemetrySinkConfigArnL T, ARV NHOTLANUBEZBMICILET. A
T v 7 2 THERL = TelemetrySinkConfig ® ARN ZEHA L £7,

ATY7 4 ARV NEARTZ1—-)LTB

TLANUNMBMBEIY a2 7O7 74 EEALTAVRIONERT D 1—-I)LLET, BLED
B &, AWS Ground Station 7L X M) F—2& % Kinesis Data Streams AN —AICARNI—Z>
JLET,

BULWEbEHRIZFREhD L

s TLXNVUEREK-BAVEDENFEREhD L, T—ENANI—ZI2TZHRKBRLET.

s FEVTILRALDEE-TLXMIFEE) TILXA LT Kinesis Data Streams AR J—AIC
AEFELET,

- BLVEDLEHE - T-RBEAVEDE2AKZREL TRitE T,
« BEFL-OVR VR TIRE, FLANJBANI IV TZEFLELERT,

BEOEZZUY

TLANVERGRE, ATZEALTEZZVITERT,

« Kinesis Data Streams AR J—AX K2 A -CloudWatch TZEL I— RZHEFELE T, FEMIC
DWW TIlE. Amazon Kinesis Data Streams D EZXU >4 1 #5RBL TS EEV,

« T7VT—23207 - ANU—LDSHEITRZTTIT—23 207 20BEZRIALET,
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AWS Ground Station I1—H—HA K

+ Kinesis Data Viewer - Kinesis Data Streams AN —AJd> YV —=)LZFERAL T, ANU—LDOH>
ZILI—REZRRLET,

XD FIE

Y RFPYTHRETLES, ROZEHNTEET,

¢« FLANUF—SHREEATRETLANIZATICOVTHALET, "TLANUF—2%
BRT5. EBRLTILEEL,

+ Kinesis Data Streams AN —AASTLARNIF—R2Z0BITELOOT T VTr—a 0 2BE
LET, FHMIZD2LVTIE. Amazon Kinesis Data Streams @ 1> 1 —Y—NEE, #SBL TL
EEV,

« CloudWatch 8 KV Z 0D AWS H—EAZFERALTA Y AR—RETS—MNEERLET,
 BENMRELESEAR. RTINS 1—FAITHA A AZERLTLEEY, TFLAKNJ®D
RTINS a—FT420, #B8RBLTLKEEL,

TLXNUTF—2ZEHETD

T L XN F—A & BaseBase64-encoded& 1 /= JSSON L J— R & LU T Kinesis Data Streams A b
)—ALICEETAET, FLO—RICE, OVEZINCETIXRXTF—2®5 U TdcnkzTL
XANDAEERE, BEOV RV MNRICPRET N BRI SEENET,

F—RAHROBE
EFLXARMNIJLO—RIZE, ROOAVR—ZFZBRMHIEENTVET,
FTLANUDRATEN—23 D

TLANIUF—BORHEDRATETDAF—XN=—232ZHBILET. ChiZLY, EF
EEBTLANIRATZBYICHENTERET, AF—XON—23 2T 0OFMICDOVTRE,
M ZZRULTIKETVWAF—XON=—J3 22T L,

AO—7ID

TLANVDOEERO-—BEDOHEBF. chilkVY, TLANUTF—RZREOEBLICEENSITS
CENTERXRY,

X272
FLARNUICET DI FFANMEH,
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F—2

TLAXNUBATIZBBOH TV JEniz=TL X NI RIEE,

N=F14232F—

FLANULO—RE, ERXRON—FT 12 3>F—%FEHL T Kinesis Data Streams AR —AlZ
BEENET,

SCOPE#scopeId#TELEMETRY_ID#telemetryId#TELEMETRY_VERSION#telemetryVersion

CON—FT4230F—IC&Y, 1 DOV EIRNCRTEIEBEDZRATOINTOTLXANUY
Kinesis Data Streams AN —ALAROELUZ ¥ —RIZEEE A, TOOAVEZIMNOFLARNJAR
) —ADORBEEIEFAAS A AREICKZY) ET,

RAZRTLXRNY

ERTLXNIGE, EOVZIMHOTOTTOEALSAICETIBHRERHLET. COFTLX
NUEA7@, BCAVEDEHRICEFENET,

TF—2T714—)LR
sampleTimestamp
TLXNUF=BAHG T TEnizKZl, 1SO-8601 XX Tk UTC, S UMKE.
Fz
ToTTORBOFUAZEHRTRLIEZEDTT,
1?_;

i

TOoTTORBOLRAEZEHRTRLET,

commandedAzimuth

AEBRNOIONY RENEANA, Cchik, FoTFHFFERLEISELTVWSREZ—Y NFUA
T9,

commandedElevation
AEBNOINY RENEESAE, chik, 7T FIFFERLEISELTVWSREZ—5Y hDE
BRETY.
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® Note

KEOTTFHNER., MENSHRPEMRPOEBBNEELEICKY, OV REhZLE
EREBDIEENHYET,

XZF—=2714—=)L R

groundStation

W EROBE ("TANAF 11 BE ),

satelliteld

DEE)Y—ADEAIF AWS Ground Station,

contactld

Fl:ﬁ \I\ébﬁ@é&gu%o

JSON 0 5l

"telemetryTypeAndVersion": "POINTING#1.0.0",
"telemetryType": "POINTING",
"telemetryVersion": "1.0.0",
"scopelId": "12345678-1234-1234-1234-123456789012",
"metadata": {
"groundStation": "Ohio 1",
"satelliteId": "87654321-4321-4321-4321-210987654321",
"contactId": "12345678-1234-1234-1234-123456789012"

1,

"data": {
"sampleTimestamp": "2025-12-08T12:00:00.123Z2",
"azimuth": 180.5,
"elevation": 45.2,
"commandedAzimuth": 180.0,
"commandedElevation": 45.0

}

RAVRTFLXARNY
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T LXK DB

EBHTLANIGE, POTTERAT—RAEEBHIZ—ICEIZERERHLEIT, COTL XK
JEA7F. BFRECEHEFIBUICE>TVWREE, BLTTUTFTHFBBEHRETIT 17
ICEALTVWR EEILEFENET,

® Note

TrackingConfig ® autotrack/N\Z X—& N ICEREE N TVWSIHFEREMOVED, BHFTL X b
DEEREEhELA. REOQEBHFOFMICOVTE., "1 22BL T<EEVEFHRE,

F—R2T714—J)LR
sampleTimestamp

TLANDF=EHHY TV TEncKL. REAI VB O 1SO-8601 XD UTC,

trackingStatus

TOoTTOREODEHFRAT—R A, BETESMEICIE, TRACKING, ACQUIRING, MASKED %% &
AHVYET,

trackingErrorAzimuth

FUEHOERTLS—. ERTRAEESINET,

trackingErrorElevation

SEMOENRITIS—. BERTAEETLET,

(® Note

EBHIS—EE, EEREZHFALTZLEHIZBEEHEHF AWS Ground Station IZEHAE
BITIXVAR—AOTOTSLNT Y VDFABZERLET,

XZF—=2T714—=)L R

BHFTFLANIICE. RAMTLXRNVERUXEZTF—RT7 1 —)LR
groundStation, satelliteld, &KXV AMEFNE T contactlds

JSON 0
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"telemetryTypeAndVersion": "TRACKING#1.0.0",

"telemetryType": "TRACKING",

"telemetryVersion": "1.0.0",

"scopeld": "12345678-1234-1234-1234-123456789012",

"metadata": {
"groundStation": "Ohio 1",
"satelliteId": "87654321-4321-4321-4321-210987654321",
"contactId": "12345678-1234-1234-1234-123456789012"

1,

"data": {
"sampleTimestamp": "2025-12-08T12:00:00.123Z2",
"trackingStatus": "TRACKING",
"trackingErrorAzimuth": 0.2,
"trackingErrorElevation": 0.1

}

}

Kinesis Data Streams AN —ALAA S DTF—XDFMELY)

FL X NUF—A(& Kinesis Data Streams AR —AILEEEh, EEODANI—LHEEBE/NZ—>
BEALTHETEEXT, ANU—LDSTF—R2E25ABBEERE. XOZESHEICEELTLKE:S
(AT

Base64 71— R

Kinesis Data Streams A B !) —A DT —2AX & Base64-encodede N TWVWET, F—X % JSON &L
THEMITDEIC, T—RETFI1—RIBDVBENFHYFTT, #F#MIC DOV T, Amazon Kinesis Data
Streams DEMA, 2B LTS EE W,

Kinesis Data Viewer @ {#

TLANYF=RICTERLSTIEATS=HIZ, Kinesis Data Streams AN —ATJ> YV —)LICIE
F—RE1—J)—HENrRAZEENTVET, COMEZFERTIHS:

s TLANVUEER, AN—ALAROEEDNS Y—RICRETDHEEN BV ET,

s F7FIINORBNER., >Y—RENOKFOL I—RASFEAEY FT,

«c BRUEDY—RZFEL, "RALRARVTH) OFRBNUEZEALT, FBFLELI—REX
TIRBENHRIHENHYVET,
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Kinesis Client Library @ {3

Kinesis Client Library (KCL) l&., >+ —RE®B, FI Vv IORA N, O—RNZ22 2Tk

E. Kinesis Data Streams AN —AASODTF—ZDEEICHETZIZ<OEMEZEELETT., K
BREODTLANVUEEBT 7UT—23 ICEKCLZHERATR L 2H8OLET,

MOV T, "Kinesis Client Library ZFRA L1221 —Y—0FK ) 28RBLTLEEV,

ERADNRANTZIT4A

s LATUI—OFME-HRT7 7T NEERAL T Kinesis Data Streams AR —AND 55
m2&E, R—U2TICHRTERAODAIL—TYRELATOI—DESBYET, FMICOVWT
&, "#R7 77O 1—X—0OFEEL 25BLTLSEEL,

« EFAARN'—LA - AWS Ground Station 7L X MU A ICEA® Kinesis Data Streams AR —A
BERALET. AN—LZMOT7)T—23>edB5T2E, ETIAKAIN—TY NOBAFX
TLARNVBEORBMARETDAEMEN BV ET,

« AUFIX Y RF ¥ /N2 T 4 -Kinesis Data Streams ANU—AZZ>FIV R7OED 3=
F—RTF7O/LT, A=Y RNCETVTEOYy—REHBNICAT VT TEDLSICL
x99,

« AN—YRODEZZ)>Y -CloudWatch XN O AZFERALTANI—LDODAOY NI T %=
FEZRUITLET, FHIC DOV TIE. Amazon Kinesis Data Streams D EZ&') >4 1 #5BL
TLEEL,

AF—XON—>3azZTE&ElL

TLARNVAEF—YE. BEOKRBICHESENNETR—NTBRSICN—TavEBETATVET,
ZLO—R® telemetryVersion7 1 —J)LREAF—IN—23 0% RLET,

AF—NXDOEEDMNE

« SB.FHLLWTLANURASATHFBAENDAREESHY)ET,
c BFEOTLXANIRAT R, EABEEZECHLWN—2J 3222 TWMABENHUET,
c T7VT—232E, FHABTLANIRATEN-DIVIRMULTERTHILEN HYVET,

« telemetryTypeAndVersion, telemetryType. & KT telemetryVersion7 1 —JL RZf#
HLT, ELOA—ROMEBFEERELET,
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BEOAFXF—IN=2322@YICRBTERZN-2a2 /M ERAO— RO UTIILEEREL, #

LWN=23 A EAECNTET TV T—23 N5 ERERETEDRSICTRCLZRBHLE
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B A% Tt DIRAF

aAV=)., FLEEEEDNDSETAWSSDK 2FAL T, BEF—XOAD, PoTTONEDE
E. JBfS AWS Ground Station AWS CLI, BIRUEFEOT7 U FFREOAT S 1-I)ILET52 N
TEFXT, BLEHLEFHNE. BLEHLEHRB O 15 2aIlCHER., ¥y, BAT21—-)T
EET, 512, UHF—T RIGBEEFILEFEALTVE B A, AWS Ground Station JH'—7 R
PRETTUDFMERRTEEXT,

AWS Ground Station (&, VOAU—2 3> F—RBEZHR—NLTVET, BRLEZYZ 3D
T7O774ILO—BTHZDT—R2TO—IY RRAVRIEREICE 2T, F—ROBEEEOV—2a>
FREVET, VORI 232 F—RBEOEAOFRAICOVTE., T, 22RLTI<EzVWIO
AV=23a F—RBEEZEAT S,

OAVBORNZEATZ1—-)LTBICE, VY—RERETIHENfHYVEFT, VY—RAZHRELTVE
WBA., T 23BLTLKETVELUDIC, ReserveContact " RUOHEhDE, FIXIvary
O77A4I)IOAFY 7> 3y N AWS Ground Station ZEBL., BVWEDEDT A 7H A VI E4&T
FRAITDVY—RERELE T, UpdateMissionProfile APl & UpdateConfig APIs ZfEBAL = h 5
DIY—ANDOEER, EFEIICTFHENLEBAVEDEICRBREhTFRA, AT 1—)LEHADORBW
EDLHBICVYV—ANEEZEBRATIHENf $BBEEE. £9 CancelContact ZFEAL TEVEDHE
ZEXv>EILTHS, ReserveContact ZFEAL TBATD1—ILTBHENHYVET,

*FrotI)EhEBAVEDER., FYURIABVEOLEBZICAEITEZE JANRET S AR
MWABHYET, FYyoEIEhiZdE2 0 MNOFEMICOWTIE, TGround Station FAQ, ZZ 8L
TLEEEL,

N =Ry
c BVWEDEBDSA TH A4V %2BHRITD
« BVWEDEBDBERZEHRTS

BWEDLEDTA 7B A VI ZERERTS

BWEDLEDSAT7H AV ZBHBITR ). OFEAFICESETTFTABBEEZEHNCS LTINS T
N2 A—TFT1420FB0DICK/’ILBEEFET AWS Ground Station, XD KL, AWS Ground Station [
WEDBDOZA 794 0)Le. ZA4T7H A4 HRICHIE ND Event Bridge Events Z7RL TWE
¥, COMPLETED, FAILED. FAILED_TO_SCHEDULE, CANCELLED, AWS_CANCELLED, & &
OF AWS FAILED B TIRETHD CEICFELTLKESVY, ORIV NIKRTRELNSBITLEYE
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Ao BAT—RANRITARBECancelContact ZFEHA L TELIETBEDNF ¥ EILA[EEA OFFMIC DOV
Tl&. AWS Ground Station BIWEDLEBAT—2A T, Z8BL TS T,
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AVAILABLE
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SCHEDULING ( FAILED_TO_SCHEDULE
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SCHEDULED
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BILRIABET, chSOARVNEZELLEEEZIC ZEEITZHERE,. Tv>a>7O774)
@ contactPrePassDurationSeconds & contactPostPassDurationSeconds ZZE TCEEX T, 1 X
RE, AVRIVKNODARTDZ 21— )0 )—23 2 ICEFEENET,

ARBEDOHZEZRATIZCRLETS,

"version": "Q",

"id": "01234567-0123-0123",

"account": "123456789012",

"time": "2019-05-30T17:40:30Z",

"region": "us-west-2",

"source": "aws.groundstation",

"resources": [

"arn:aws:groundstation:us-

west-2:123456789012:contact/11111111-1111-11211-1211-2111121132111"

1,
"detailType": "Ground Station Contact State Change",
"detail": {
"contactId": "11111111-1111-1111-1111-111111111211",
"groundstationId": "Ground Station 1",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-
profile/11111111-1111-1111-1111-111211112111221",
"satelliteArn":

"arn:aws:groundstation::123456789012:satellite/11111111-1111-1111-1121-111112122111111",
"contactStatus": "PASS"
}

contactStatus ICIBETE B {ElE. the section called “AWS Ground Station BIWEHEAT—X
2 TEBEENTVET,

Ground Station T—2 70O—I2 RIRA > NTI—T OIREZE

T—RT7O—IYVRRANIIIN—T 27— 2ZEFECEALTVREELT I3V E2RTTS
B, COTUaVEEBEIBR LI ERETERT., chiZLl, F—2T7O—-IVR
RAVKNIN—TAT—RAOREZEEICHUT, EERETERTIVIAVERTTEERT, Ch
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SNARRNEZZELELEIC Z2EETSHEIE. B contactPrePassDurationSeconds &
contactPostPassDurationSeconds 2#&F 27 —27O0—I > RRA I NITIL—T%2FEALET, <D
ARNE, F—RT7O0—IVRRANITIIL=T D) =23 CEEENET,

LTICHlZERLET,

"version": "Q",
"id": "@1234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-west-2:123456789012:dataflow-endpoint-group/
bad957a8-1d60-4c45-a92a-39febd98921d",
"arn:aws:groundstation:us-west-2:123456789012:contact/98ddd10f-f2bc-479c-
bf7d-55644737fb@9",

"arn:aws:groundstation:us-west-2:123456789012:mission-profile/c513c84c-
eb40-4473-88a2-d482648c9234"

1,

"detailType": "Ground Station Dataflow Endpoint Group State Change",

"detail": {
"dataflowEndpointGroupId": "bad957a8-1d60-4c45-a92a-39febd98921d",
"groundstationId": "Ground Station 1",
"contactId": "98ddd10@f-f2bc-479c-bf7d-55644737fb09",
"dataflowEndpointGroupArn": "arn:aws:groundstation:us-

west-2:680367718957:dataflow-endpoint-group/bad957a8-1d60-4c45-a92a-39febd98921d",

"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-

profile/c513c84c-eb4@-4473-88a2-d482648c9234",
"dataflowEndpointGroupState": "PREPASS"

dataflowEndpointGroupState MIREEE L T, PREPASS, PASS. POSTPASS., & T
COMPLETED AEZX 5N &Y,
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T7IXVADRENEDDLEEBILTIVIIAVERITIRERRE., CcOTVa>zE8HELTS

L=IZERETEXRT, chllkY, TTIX)AOREENICHUTCEEREERET IS AV ERT
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TEET, COARNOBHE, T7IXVANT7YZ7O—RENEV—2JaVICEBENET,

LUTFICHlZERLET,

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "Ground Station Ephemeris State Change",
"source": "aws.groundstation",
"account": "123456789012",
"time": "2019-12-03T21:29:54Z",
"region": "us-west-2",
"resources": [
"arn:aws:groundstation::123456789012:satellite/10313191-c9d9-4ecb-a5f2-
bc55cab@50ec",
"arn:aws:groundstation::123456789012:ephemeris/111111-cccc-bbbb-a555-
bccccad05000"

1,
"detail": {
"ephemerisStatus": "ENABLED",
"ephemerisId": "111111-cccc-bbbb-a555-bcccca®05000",
"satelliteId": "10313191-c9d9-4ecb-a5f2-bc55cab050ec”
}

ephemerisStatus MR E L T, ENABLED, VALIDATING, INVALID, ERROR, DISABLED, &
& U EXPIRED 'EZS5NET,
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9 AWS Ground Station, FEBFZEREL EWHETE, CloudTrail V=0 [/ X2 NEFE] Tk
FOARYNZERRTEET, CloudTraill TIREEh-BEHREFEAL T, VIITARNDETTO IP
7 RL A AWS Ground Station, U7 TARDREITE, VIVIANOERTAFEEDFHZHIETE
-

CloudTrail ®s#AIC D2 W Tk, TAWS CloudTrail 1—H'—H4 Ry #2BLTLEE L,
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CloudTrail &, AWS Z7HU Y NDEKRFIZT AV RTEMIBYET, TTITAETAHRE
9% & AWS Ground Station, ZD T I9TFAET A AR NBEOMO AWS H—ERA RV NE
EEIZ CloudTrail IRV NCREBEENE T, AWSTHIVRNTRIEDAR NERR, BE, 47D
VO—RTEFRT, FMICOVTWE., CloudTraill AIXNEETOANRNORTESRLTLKSESE
Wo

DARYRBE, AWSTHIVNDARY SO ZFEEERIC DWW T AWS Ground Station, FE
BEERLET, BIFICKY), CloudTrail 0% 7 7 4 )L & Simple Storage Service (Amazon S3) /\
TYNIBETEERT, F724INTR, OVY—ITERLEEHFFTXTO AWS V=232 (C
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NEARYRTF—BEESIZOMLUTREBTD RS ICMHO AWS H—EAERETEET, FHMICO
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gEh, AWS Ground Station API D 7 7 L AILREBBEEAhTVET, flx

(&, ReserveContact, CancelContact, ListConfigs &7 V>3 ZHUOHT
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« DOTARNNI—BNFELIE AWS Identity and Access Management (IAM) 1—4 —5REHEH %= £
LTIThnizhrESH,

s VDOTARMYO-LNFELER7IFL—>232d—H—0TFT2RZUBEF1 )T« FEAIEREEA
LTITbhizrESH,

« DOTARHBIO AWS H—ERICL>TIThhizAEDSH,

M DOVWTIE, TCloudTrail userldentity 2%& , 28 BL TS E&E L,

AWS Ground Staton O 7 74T NJIZDOWVWT

CRLAIL E, BELE Amazon S3ANT Y NCAXR N Z2OT77A4ILELTERETZLDICEE

ETEET, CloudTrail DOT 77 A )k, B—AEBOOTIVKNIZERET, IRV KNE, F
EOHHANSOE—QOVIITANERL, UOIARNEhETV>3Y, 7O23a20B8K, UOT
ANNTA=—ZBEICBITIBEBRNFEENETT, CloudTral AT 771K, NTUY o API =)L
DIEFFTSNEAZRY VRNL—ATRBEVED, FEDIEFTRERERRENEL A,

LR oHllE. ReserveContact 793> %/R9 CloudTral O I KU TT,

f5l: ReserveContact

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-05-15T21:11:59Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/Alice",
"accountId": "123456789012",
"userName": "Alice"
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}
}
},
"eventTime": "2019-05-15T21:14:37Z",
"eventSource": "groundstation.amazonaws.com",
"eventName": "ReserveContact",
"awsRegion": "us-east-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Mozilla/5.0 Gecko/20100101 Firefox/123.0",
"requestParameters": {
"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-2222-3333-4444-555555555555",
"groundStation": "Ohio 1",
"startTime": 1558356107,
"missionProfileArn": "arn:aws:groundstation:us-east-2:123456789012:mission-
profile/11111111-2222-3333-4444-555555555555",
"endTime": 1558356886
I
"responseElements": {
"contactId": "11111111-2222-3333-4444-555555555555"
},
"requestID": "11111111-2222-3333-4444-555555555555",
"eventID": "11111111-2222-3333-4444-555555555555",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "11111111-2222-3333-4444-555555555555"
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ZEALTARNIVOAZRRTDICIE AWS CLI

AWS Ground Station &, BWEDLE O EFHOFEFICEEM TSz 1J—=3 (2 CloudWatch X
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chZITSICIEE, ZETLEJaws cloudwatch get-metric-data --region
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INERENET,

"MetricDataQueries": [
{
"Id". ",
"MetricStat": {
"Metric": {
"Namespace": "",
"MetricName": "",
"Dimensions": [
{
"Name": "",
"Value": ""

]

I

"Period": 0,

"Stat": "",

"Unit": "Seconds"
I
"Expression": "",
"Label": "",
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"ReturnData": true,

"Period": 0,

"AccountId": ""

1,

"StartTime": "1970-01-01T00:00:00",
"EndTime": "1970-01-01T00:00:00",
"NextToken": "",
"ScanBy": "TimestampDescending",
"MaxDatapoints": @,
"LabelOptions": {

"Timezone":

4. ZR{TL T, FATEE% CloudWatch aws cloudwatch list-metrics --region
ground-station-region-code XN VA& —8BRRLET,

Bif ##FRAL =184 AWS Ground Station, XYY REXDESBIVRNIZECHIZIRT
PBEFHVYET,

"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "Polarization",
"Value": "LHCP"
.
{

"Name": "SatelliteId",
"Value": "arn:aws:groundstation::111111111111:satellite/aaaaaaaa-
bbbb-cccc-dddd-eeeeeceeeceecee"

}

}I
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® Note

REIC ZHEALTH S 2 BEAREANEBL TWSIHEIF AWS Ground Station,
AAEBXRNIVIVADT—T L Z2FETRELT, XKNUIRBZHZEET
AWS/GroundStation X NV T ABETFAX IV ZBEODGRRBENHYE

9, CloudWatch @ HIFRDFEEMIC DOV Tk, "View available metrics; 258U T
=V,

5. ATYT 2 THERLEJISON 7 7ML ZEZZEL T, ATY 7 3 M SatelliteId® X KU
DADMKERIEE —FPolarizationd B £ d, £/, EHREICEHLE T StartTime, .
EndTimeDEZ ST EHL T EETV, HIXIE, XAOKRSICHYET,

{
"MetricDataQueries": [
{
"Id": "receivedPowerExample",
"MetricStat": {
"Metric": {
"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "SatelliteId",
"Value":
"arn:aws:groundstation::111111111111:satellite/aaaaaaaa-bbbb-cccc-dddd-
ceceeceeceeceee"
b
{
"Name": "Polarization",
"Value": "RHCP"
}
]
b
"Period": 300,
"Stat": "Maximum",
"Unit": "None"
b
"Label": "ReceivedPowerExample",
"ReturnData": true
}
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1,
"StartTime": "2024-02-08T00:00:00",

"EndTime": "2024-04-09T00:00:00"

(@ Note

AWS Ground Station &, XKUZAIZIHUT1~60MTEICX RN IRAEZRKITLE
T, Period 71— )L ROEAXRNI O AORTHBEELY) MEWVWHE, XM IARFIR
chxrtA,

6. BIODATY T THERLERET 7 1M )aws cloudwatch get-metric-dataZFERAL T &£%X
TLET, UTICHlEZRLET,

aws cloudwatch get-metric-data --region ground-station-region-code --cli-input-json
file://<nameOfConfigurationFileCreatedInStep2>.json

XNDORACE@E, OVRINDRALARTHFRRENET, AWS Ground Station X MU T A®D
HAaplzERICRLUET,

"MetricDataResults": [
{

"Id": "receivedPowerExample",

"Label": "ReceivedPowerExample",

"Timestamps": [
"2024-04-08T18:35:00+00:00",
"2024-04-08T18:30:00+00:00",
"2024-04-08T18:25:00+00:00"

1,

"Values": [
-33.30191555023193,
-31.46100273132324,
-32.13915576934814

1,
"StatusCode": "Complete"

]I
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"Messages": []
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Ot+11)5 14 AWS Ground Station

TOVZIREFIVTANRZBRABEAWS TT, BEKREAWS, EF1VT 1 Z2REERT
PHEBOEHEZR/R T LOCBREENET RV R—EXRYND—IOT—FTOFvYEERTE
9, AWS I, EF1UTFTAOEFRERICRUDEFIVFTABARFOY —)LEH#EZRMHLTLE
T chosDOY—J)LEHREICE, RYRND—TEF1UT+, REEE., 77€A2>MO-). &
KROETF—REFIVTAHAEBENET,

ZEHAT 3B SE AWS Ground Station, ZREODRARNT SO T 14 AIZH#L., end-to-endiES L& E
BITDEEBAOLET, AWS TR, BBILETF—IREBEZRETHLEOD API ZRHELTVE
T AWSEFIUFADOFEMCOVWTIE, AWSEF1UF 14 AFFRTA MR—N—%SHBL TL
EEV,

LTOREY TR, OVY—RZ2EF1UTATREIZDFECOVTBHALET,

NEY D

» () Identity and Access Management AWS Ground Station
AWS 0 EIER1) S — AWS Ground Station

Ground Station DY —ERICDU > VEhnO—/LZFEATS
NDREFOTF—XEES{L AWS Ground Station

DEEFR O T —REES1L AWS Ground Station

@ Identity and Access Management AWS Ground Station

AWS Identity and Access Management (IAM) &, BEEN AWS UV —ANDOT IV AZZ£IZH]
#AWS DY —ER TBDICHEUID TF. IAMBEER, #ERT (1> 1>) L. HEIC AWS
Ground Station VY —ADFERZFA TS (T VAT TZ2HE5TS) M 2HBLET. IAME, B
LU THERATES AWS O —ER TY,

Nev o

s A—T1ITVA

« FATOTAT 14 &ERAL IFEE

s RS —ZFEALET OV ELANDERE
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DTATTATAR=ADKRI Z—0OF] AWS Ground Station
« AWS Ground Station ID E7 V9 EADKNZ TN a—F142Y

F—F14ITURA
AWS Identity and Access Management (IAM) OfERASERF, O—J)LIC&K > TERBYET,
s U—ERI—HY—-BEILTIVELATELRVESE, EBELCTIVEAHFTZVIIANLET

( TAWS Ground Station ID E7 V9 EADORNS TN 1—FT 12T 258),

s H—EREBE-I1—Y—TIOEAEZREL, POERAFAVIIANZEELET ("H IAM &
AWS Ground Station E#9 % 5%, 2S5 R)

c AMERE -TIOEAZEBIDLEOORID—ZHERLET (TOTATF T ATAR—ADR
1)< — @M% AWS Ground Stations %5 i)

TFAFT14T14%FAL RS

FoALiE. ID FRREEHR AWS ZERAL T ICH A2 A2 TBHETT. . IAMI—Y—AWS 7HO>
ROIL—KRI-—H— FLEFIAMO-IIZ5EZFRETRASNDIZLEN HYXT,

AWS IAM 7 A4 7T 47T 14 22— (IAM Identity Center), > > ILHY 4> 7588, Google/
Facebook FRAEEHBZED ID V—AN S OFRAFEHREFEAL T, 7IFL—T1YRIDELTHAS
JAVTEERT, FAAOFMIDOVTR, "TAWSHA 242 A—HF—FHA4A R, O "TAWS 7
NOVKNCHA A TBDHE 2ZRBLTLEEL,

TAYSLICEBTIEADEE. & SDK & CLIAWS ZREL TV I IANEESILLTERL
T, FHMICOVTR., TIAMI—H—HA R, O TAPIUITANCHTHAWS BE/N—T3 >
4, 2ZRLTLSIEZ L,

AWS 7HOU N II—hI1—%—

BERTDEZRFAWS THIUN, IXTOAWS DY —ERXA BRI VY —ANORERZRT It
AERBEODAWS PHIURNIIL—RI—H—EFEND 1 DOHA A TATFOTATADSH
HET, BEWBERAVIZE, - I1—HF—ZFALBV L ZEM<BEHLET, I—FI1—

—RABEREMBBETDRAIICOVTE., "TAMIA—Y—HA R, © T)L—~NI1—H—5F5HE
WAMBBEERAT ) BSRLTLSEEL,
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7IFL—FY RFAFITATA

RANTZO0F14RELT, ABOI—HY—D—KNERIEER AWS O —ERX Z2FRALTICT
JtEAFTBRICR. DTANAFE—EDTIFL—23aVZ2HATIBENF HET,

7IFL—TFT4YRIDE, IVE—TZ4XF4LOKN), 227 D7ONAH—, £izE ID
Directory Service Y —ADFRIEEHR AWS O —ER ZFEALTICT IV EATH 11— —TT,
7IFL—FTYRTFATFUOTATA, " KNSR AERZREITAO-IILZE5IEZTET,

TOtA2—nEBITZHEEE. AWSIAMZATFUTAT4E2 23— B8O LET, FHEHMICOV
Tk, TAWSIAMZAF>oT4T714 23— 11— —HAR, O "IAMT7AFoT74T74120 32—
sy 2BRLTSEEL,

IAM 1—H—&5)L—7°

AM 15—, BEOBEAP T 7 Ur—> 3V CRTBREOT I LARTER DT A F VT4
F4TF, BERIERERD IAM 1—F—0OfRbY L~ BN ARIHREEATH 2580
LEd, BBV TR, IAM I—H—74 R0 "D 7ONAH— D7 TFL—2 3 VEEAL
T LTI EATBRENHD ANS, EBBLTIEE,

IAM J)L—7"1&, IAM1—HY—0EEZEEL, RKEOI—HY—ICRIBZITIVLAFITNEEER
SIZLET, FHICOVWTRE., "TAMI—Y—HA R, O "IAM I—H—ICEBTHI1—AT—A
ESBLTLSEEL,

IAM O—JL

IAMO—)E, BEDTIVEAFALZEZEODTATOTATHY), —RHSBABTHRZRH/LET,
A—%—A5 IAMO=J) A2 V-I) ICTOWEZZDD,. FLEFAPIAXRL -3 2ZFHUOHTC
ET, O-)Z5|EZFRENTEXRT, AWSCLIAWS FMICOVWTE., TIAM I—%—74
Ry D TO-IZ5|Z2F02EH0EFELRZE) ZZRLUTSEZL,

IAMO—=J)LiFk, 7xFL—>3>21—%—-T7O0tA, BN IAM1—Y—0OT7OtAFHFq. 20
AFHIVRNTOEA, VAAY—EAT7 V1A, 8K AmazonEC2 TERITTHF7UTr—2 3
JICRIBEET, FHICOVTE, IAIMA—YY—HA ROIAM TOOVOATHINII—=ATFT D
EAEBBLTEEL,

RIS —ZERLETORADERE

TTPOEAZHETS AWS (ICIE, RV —ZEKL. IDAWS KBV Y—-ALTEYFLET,
RI—@F, PATFUOTATAEERIYV—AICBAENFHFSNTVWRHEEOT IV AR TEEELF
T . TUZINILHFVIOTIARZITSEEIICASORIS—AWS ZFHEL £T. BEAL
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DR —IF JSON RFIXUKNAWS E LT ICREENET, JSONKRUI—RFIXT MO
MICOVTE, TIAMI—HY—HA R, ® "JSONAKRV S —#E, Z25BLTLEEV,

EBEG, RUP—ZFALT, EOTVINLFEDI)Y—AIIHLT, EORSBRHBETT D
SAVERITTERDNEZERTID LT, HIMAICT IV EATEZ N ZEELERT,

F7FZILRTRE, I —PO-LETIEAFARHY) TEA. IAMEEER IAMKR) S —Z24E
ELTO—JLICEML, COO—-)LZ2Il1—Y—HA5lEZFS5NDLSICLET. IAMARUZ—E,
ARL =232 0ORTHEEBDT. TOERAFAZERLET,

TATUTATAR—ADR) S —

TATFUTATAR=ADRIS =&, FAFUTA4T4 (A—Y—, JI—7", £EO-J)) I
TRYFTEDISONTIOEAFARI—RFIXNTT, chS5ORVI =&, TA4ATV
TATANED)Y—RAIZLRWUTEDRSBEBTTEDRSIBRT VAV ERTTERD M ZHIHL
F9, PATUTATAR—ARI—OERFZELCOVTR, IAMI—H—HA RO HAZI—
EER—THAZLIAM TV ELAFAZEETD 2SRBLTLIEEL,

TATFUTATAR=—AORI) S =, AVF42VKRID— (B—0 D ICEHEBOIAD) FLEEE
RIS— (BEODICTEYFENLEAZ RPOVARIS ) ICTRENTEXRT, EERY
=AM VTA4VRID—OVThL ZBRIZFECODVTRK, IAMIA—Y—FHSA R, 0 TE
BRIV —EAVTAVRIZ—OVWThD ZERTD, 2ZRBLTEEL,

JY—=AR—=ADR) > —

)Y —AR—=ADRD =&, UY—ARICHKFTB ISONKRIZ—RFIXIRNTT, fl&eLT
. IAMO—JLEEFERY>—% Amazon S3 NI Y RRUS—BENFBYNVET, VY—AR—ADRK
) —ZHR—KNTBDH—EATEK, T—ERABEBERFRIV—Z2FEALTEEO)Y—ANDT Y
TARFETERT, VY—AR—ADRII =Tk, TV NI ZIEETEIHENHVYET,

JY—=AR—ADRI =, TOY—EARICHD A FA2RIZ—TF, UY—AR—ADR
)2 —Tlk. IAM O AWS XZX—I RRVZ—2FEATEEE A,

TOMDR)S—RA4T

AWS &, &V —BHBRIVS—ZA TR 2>THEENBZ T IO ELAFATOLRERETEDEMD
RIS —BATZ#HR—NLTVET,

s PUORAHFUADER - TATUTATARK=—ADR)—TIAMI>TATA4I3E5TZED
TERTVEAHTOBOLERERELE T, FMHICOVTR., TIAMI—¥—FH4 K, O TIAM
TIToTATADTIOEAFTER ) 25RBLTLSEEV,
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« H—ERO> MO—)L7R S — (SCP) - AWS Organizations A DB E = FEBBEVLOBERKOT Y
TAHMEBELET, FMICOVWTIEE., TAWS Organizations I—H—HA K, ® "TH—ERZ]
hO=IRDD—, Z#BBLTLEEL,

« VY= NO—=ILRIZ—(RCP)- &, FHIRNADIY—ATHATEZIERARBOT D
TAFUTEERLET, FMICOWVWTIE, TAWS Organizations I—H—HA R, ® TUY—2Z]]
o RhO—=)LR)>— (RCP)y Z5BRL TS EE,

s Y2 a AR —-O-)LFEERFR7IFL—>a>1—Y—0—HKEy>Ia zERTIE
CNTAXA—RELTEEIhDEEBRRIS—TT, FHHICOVTE, TIAM 1I—%—FHA K1 O
Tty>ar R —, Z28RBLTLSEEL,

BHRORIS—2A47

12OV IANCERBOZATORI—FERAEhDE, BRELTERE WD T I EAFHAZ
ERIZIONESICHLKBYERT, FYERORVS—RATHIEETZBECIVIIANEHTT
DHESH AWS ZRET B FEICODVWTE, TIAMA—Y—HA R, 0 "RUZ—FHAOD Y 7
ZZRLTLSEEL,

A" 1AM & AWS Ground Station E#9 % 5%

IAM ZFEAL T AOT I AZEET SHIC AWS Ground Station, THEHATZ % |IAM HAE & TR
L T<LZ& LY AWS Ground Station,

THEATZ % IAM #8E AWS Ground Station

IAM #E5E AWS Ground Station #7R— ~
TFATVTATAR—=ANDR!) > — &)
)Y —AR=—ADRI I — L
R)=Fo>3> HV)
RIZ—DY—=R (& L
R —%fF— (H—EREE) L
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IAM #gE AWS Ground Station 78—~
ABAC ((RUZ—H DX Hh)

— BF R 75 FRRE 1S 3R Hh)

TV INIWT 72 AER HY)

H—EAO-) Wiz

H—EAV>70-) (=4W

AWS Ground Station 8 KO Z DD AWS OH—EANFEEAED IAMBEEE ED KD IDEET S
DPOBEIZCODVWTIE., TIAM1—%—HA4 Ry OAWS TIAM L E#ETS O —E A, 2838BL TL
zEW,

DTATTATAR—ADRI S — AWS Ground Station
FAFUT 47 4 R=ADRYS—OHR—h: &Y

TAFYFAFAR—ARI Y —, I I—H—, I—H—F)L—7, O-LBE, FAFY
FAFALTRYFTES JSONFTRUS—RFIXYNTF., ChEORUS—F, I—H—
EO-LARETERTIY3Y, UY—R, BLOERKEEISRO—LLET, PAFUTAT4
R—ZRUS—DERBECOVTE. TIAM I—H—HA K, O THAZI—EERYS—TH
A8 IAM T I A AEEET S, #BBLTEE W,

IAMT7AFTUTATAR—ADRI D —TR, FAXRLREETZT7I>a2EVY-A, LT
TO2AVEH UL IEESIIRUZEETEETE T, JSSONRUS —THEATERZINTOERIC
DVWTESCE., "AMI—Y¥—HA R, O "IAMJISON RUS—DEZOVTI7LVAL 23R
LTLEEL,

DTATFToTATAR—=ADRKRIZ—OH| AWS Ground Station

AWS Ground Station 74 7T AT AR—ADRI)S —OHlERRTDIZE. T, 25RBLTLKE
TEVWDOTATFUoTATAR—=ADRY) > —0OH AWS Ground Station,

ANV —AX—AMNOR!) S — AWS Ground Station

)Y —=AR=ADRI D —OHYR—b: &L
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)Y —=AR—=ADRI D —F, VDIY—RAICHRITBISONRI—RFIXINTT, UY—RA
R—AQRDZ—IC@FHELT, IAMO=)LDOFEFER > —X Amazon S3/NT Y KRRV —HF&HF
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AWS Ground Station 72> 3a>OUANEZERITZICIE, "H—ERAZBAVUIZLAI O T TE
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EE

groundstation

B—QAT—RMXVRTEBOT I3V BEIDICE, 7O 2 NAITRIOVET,

"Action": [
"groundstation:actionl",
"groundstation:action2"

]
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EEEF JISONAWS RUS —2FEAL T, #AMICTIEATERINZIEBETEERT, D&Y,
DTV INLBFEDI Y —ACHLTEDRSBRHETTT O/E/Eiﬁfééb‘tb\'BZt'C
ER

Resource JSSONRUS —BREFE T IV IAVHNBAET D AT IVRNERBELET, RAKNTS
9714 A&ELT, Amazon Y —AFZ—LA (ARN) ZFEALTIVY—AZEBELET, VY—ALAX
LNOTOEAFAZYR—NLEBEVWT O3 0FEE. AT—MXRFTXTODY—AICER
ENBEEBTRTLEHIC, DML RA—R M) ZFEALET,

"Resource": "*"

AWS Ground Station JY —ARXA7EFDO ARNs " TEZE=h51)Y—A AWS Ground Station
BSBLTLKESVY, £E0T7923>TEIY—ADARN ZIETESHICOVTIE, TAWS
Ground StationTEHZEn3 70> 3>, #SRBLTLSEZTL,

AWS Ground Station 74 7T T AT AR—ADRI)S —OHlZERRTDIZE. T, 25RBLTLKE
EVWOTATFUTATAR—=ADRY) > —0OH AWS Ground Station,

DR —5H+— AWS Ground Station
H—ERAEEORI S —ZHFF—0HR—K:HV)

EEEEF JISONAWS RUS —2FEAL T, #AMICTIEATERINZIEBETEERT, D&Y,
DTV INLBFEDI ) —ACHLTEDRSBERHETTT Q/E/Eiﬁfééb‘t\,\'BZ_t'C
ER

Condition BEXlF, ERECNEREICLESOVTAT MY NN ETENIFHEEELEFT, (
d—IILXRBRENDEZHEEFEFRAL TREREZERL T, RUS—OFXHEVIIANADOESR
—HEUBENTEERT, INXNTOAWS JO—NILEZHEXF—2HERETDICE. "IAMI1I—%—H
1Ry OAWS "JO0—-—NILEHDTHFANF—, ZSRLTLEEZV,

A" 1AM & AWS Ground Station E#9 % 17i% 164


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

AWS Ground Station I1—H—HA R

AWS Ground Station Z£4F—DOUARNZBETSICIF. "H—EARAUT7ZL AL O T 0O%Ht
F— AWS Ground Station; 2B L TLKESV\, RHbF—%2FEATEZT7 Va2 E)Y—AILD
WTlk., T TEHZEN372>3> AWS Ground Stationy Z2ZBL TS EE L,

AWS Ground Station 7A 7T A TAR—ADR) S —0OFl#RRTZICE. T, 283BLTLE
TEVWDOTATFUoTATAR—=ADRY) > —0OH AWS Ground Station,

ACLs AWS Ground Station
ACL ODHR—K: &L

ToOEAOAYMO—ILUAN (ACL) &, EOTVINIL(FTHOYMXYN—, A—F—, £z
O—=J)FVY—ARLTIEAITZEOOT IV EAHAZFTEOAZHBLET. ACLIEFUY—AXR—
AQRD D —IZETVWERTAH, JSONRDZ—RFIXVNERXRFERLELR A,

ZFEAL = ABAC AWS Ground Station
ABAC ((RUZ—ADORT) DHR—KN: V)

BEXR—ADT VA (ABAC) &, ZTEFENZBEHICESIVTT IV AHRATZERT ST
HETY, I MIVTATAEAWS UY—RIZRTZTEYFL, ZUINILORTHFIY—A
DRTE—BIBEELLARL -3V ZFATDRIICABACRI D —ZRFTEXRT,

RTICESTVTT IO EAZEERTSICIE. aws:ResourceTag/key-
name. aws:RequestTag/key-name, £ |k aws:TagKeys OFHFF—2FEHAL T, KU —
DEHEZRTRITBRERMBLET,

H—EZAAFFTRNTOVY —RARALTICRLT I DOXRUEF—IT R TEYHR—NTHIHEES, TOH—
EADEEHY TT, Y—EAN—THOVY—AZATIZRLTOH 3 D2OFH/F—DINTEH
R—KNTBHE. ElE "B, CBRYET,

ABAC DOEMICOWTIE, TIAMII—H%—HA R, O TABACRATT IV EAHFIZ2EHET S, &
SBLTLKEETVW, ABACZEY NP Y T IBFIEEBRBEITSHF1I—RNITILIZDOVTIEE., TIAM
A—H—HA R, O "BER—ADOTO+EAI~O—)L (ABAC) ZEAT S, Z25RLTLKEE
Wo

TO—EEFREEEHRO EA AWS Ground Station
—BEBRNERIBEHROYAR—N: HY)

— ISR RIE. AWS DY —ZAANOEHBNET IVt AZRHL., 7T FL -3 KBV
BAO-INZHERAYZSSICEBNICHEREIET. AWS TR, RENBETIVEAF—Z2HERATS

A" 1AM & AWS Ground Station E#9 % 17i% 165


https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

AWS Ground Station 1—H—HA R
KW, —BHNERIIERZHNICERTZIEEZSHOLET, FEICOVTIEK., TIAM 1—
H—H4A R, O TIAM O —BAFEALEHR) LT TAWS O —EX & IAM L DEE, 22 RL
T<iZE WY,

OOVOAY—ERZ7ZU>NNILOT U1 AFFR AWS Ground Station
EXTIEAEY 3 (FAS) DY K—h: &)

BET7EAE®YS 32 (FAS) k., ZHOCHITUINILOT I EAFAE AWS O —EX,

BIOVANI—LY—EXAWS DY —EAXAANOVITIARNZEYIIANTS ZFEALET. FAS
DOIARNEITIBMORIS—OFMICOVTR, "BE7I7EAEv 23>, 22RLTLKES

W

O H—E AO—J)L AWS Ground Station
H—EAO—-IOHR—KN: %L

H—ERAO—LER, Y—ERFI—HF—CRD>TF I IV ERFTHEHICIEZHS AM
O-LTF. IAMBEEERF. AMAASH—ERAO—LEER, TE, BBRTEET, HMICOL
T, IAM I—H—H 41 RO AWS OH—ERCHT2EETHO-LEERTDESRL LS
We

/A Warning

H—EAO—IIOT7 IO AHFAZZETSHE,. AWS Ground Station #EEEA KB T 2 AIAE
AHV)ET, AWS Ground Station N'HERTIHBEICOHK, T—EAO—I)LZHmEL X T,

DH—EAICU O h=0O—)L AWS Ground Station
H—EAV>o20-ILOHR—K:H}Y)

H—ERCV2EhizO0-)LE, CUYIEhizY—EAO—LO—ETT AWS DY —E R,
B—EAR, Y- R0 >TT7I2 32 Z2RTIZ2O0-IN%ZEERIBENTEXRT, —E
AV OZ2nz0-)LR@ CRRENAWS TAIU N | Y—ERALL>THEENET. IAME
BEZE, BRIV I9ZNEO-INOTVEAHAZRATETRIHN, METDELRBFTEXRYE
Ao

P—bERCUY I ENEO—LOERE-GEEOREIC DV TRE, TIAM ERETHAWS OH —
EZ, #88BLTIKEEV, RO TH—ERAUSIO—)Ls FIIC Yes LRBE N —ERERD

A" 1AM & AWS Ground Station E#9 % 17i% 166


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS Ground Station I1—H—HA R

FERT, T—ERACVIZNEO-LICEITZ RFIXNEY—EATRRTDICE, [EW] Y
VUEBRLET,

DT ATUTATAR—=ADNR) > —OH AWS Ground Station

F7A)INBNTR, 1——BKLVO—-J)IZIE. AWS Ground Station VY —AZERETLRIEE
THIHEREHY)EEA. AMBEEZRK, VDY —ATHKUERT I3 EETITHLO0OEREZ I —
H—IIAETDIAM RS —%2ERTEET,

ChSOYY IO ISONKUS—RFIXREFEALTIAM T A FEYTF AT A R—ADOKY
S—BERTAHEECOVTRE, TAMI—H—HI K, © TIAM RS —%ERTD (A2 Y —
L)1 EBBLTLEE W,

ZFVY—AZA47 D ARN OFER%EE AWS Ground Station, TEEE N3 703 EUY—AAR
A TORMIOVTR, TH—ERBTUT7LYAL O T OFI23Y. UY—A, BEUEH
# — AWS Ground Station; 2B L T< &L, ARNs

Ry D

« RVI—ICBETRIRANTZIVT 1A

« AWS Ground Station >V — )LD
- BOOHROXRRZEI—H—ICHTTS

RID—ICBITBIRANTZO9T14A

ID R—ADRD S —&, PHT> MAD AWS Ground Station UV —RA%ZER., FIOEA, £hiF
HIBRTEDDEDIDZERELET, chS5ODTU3aUTRE, AWSTHINCEBRANNRET SIS
EFBUES, TAFUTATAR—ARUS—BERL LY REL LY TBBICE, UTOHA K
SAVEHBEBRICH>TLSEEL

« AWS BEER)>—%BBL., R/DBEOT IV ELAFAICBITITS -1—HY—D—00—RICT
DEAHFAOREEBBITDICE., Z2LO—MBNEI—AT—RICT IV EAFA 25T SAWS
EEBAR)—ZFHALET, chsld TERTEEFITAWS 7HIU N, I—AT—ARICBEED
AWS HARNY —BEBRVS—ZERTRCET, TV LAFTZETSICHST L ZHHOHLE
To FHMAICOVWTIE, IAMI—%—HA R O AWS YZ—T RARUS — Fhld 23 THEEDAWS
NEF—DRKRD)D— BBRBLTLSEEL,

. BVBEEEATS - IAMRUS—TT UL AR TERET D BER, AT ORFAERH
TOHENFELET. ChEFSICE, HEORETTREOUY—RIHLTRATESTY

TATFUTATAR=ANDKR)Z—D4F| 167


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html

AWS Ground Station I1—H—HA K

2AVEERELET, chik, RIBETIEAFTEEHENRTVET, IAM ZFEAL TEFFH
ZEATZHEOEHMICOVTR., IAMI—Y—HA RO IAMTORI S —ET OV EAFHT 25
BLTLSEZL,

« IAMRUS—T&BEFEALTT 7 EAZESICHRT S - RUS—C&HEEBMLT, 7Y 3
DRVY—ZAANOT I ARHRTEELT, L. RUS—KHFEDELT. IXTOVII
ARNZSSLZFRALTEEITDILRSICEETEERT, REEFEALT, Y—ERT7Oa r &
ENHBEDN #BLUTEATNATVRIEAICAWS DY —E R, Y—EATV>3a>A0T7otA
ZHA TS EETEET CloudFormation, FFMHIC DV T, IAM 1—H—H 4 K ® IAM JSON
R —BRZH ZSRBLTLSEEL,

c IMM 7 ORATFS5A4 Y — Z2FERALTIAMARU > —2KRIL, R THRENSERZRRTS -
IAM 7 OB ATF+Z4H— &, FREXVCBEFORI —ZRIAL T, RUZ—HNIAM RIS —
S5 (JSON) BRIAM DRARNT ST 1 AICERTEDESIZLET, IAMTIERAT A
H—F 100 ZBADR)—F IV O LRANGHREBEFEZEMHRL, T2 THEENER)D—0
EREZEYR—RNLET, FMAICOVTIE, IAM I—H%—7H41 R @ IAM Access Analyzer TR ')
T—%ZiAlT D ESRLTLSEEY,

- ZERFE (MFA) ZERYTD -CTIAM1—Y—FLBRILI—RNI—F—ZREETEZFUIND
P2BEFEAWS TAHIVU N, MFAZAICLTEFIVF 1 28ILLET, APl AXRL—2 32
FHEPEHENDEEICMFA ZRXEICTDICE, RU—IC MFAZ4ZEBMLET, FMAICOV
T, IAMI—H—HA R OMFAZFERLEZEBAPI 7O A ZSRL TS EZL,

IAM TORARTSIF 4 ADFMICOVTE, IAM I—H—HA K O IAM TOEFIUT 1O
ARTZ0T4 A ZZRLTLKIEZ L,

AWS Ground Station AV —)LOEA

AWS Ground Station AV —=)LICT7ERAT3ICE, RDPBEOTIVELAFITOEY NFBETT,
CNSOTUEABFAIZEL), ® AWS Ground Station Y — ANl E —EBERRBELVPRRTE
FTAWS THIV N RDBYBEBHFTRYEFRIBELVTATFOTATAR—ADRIS —%
ERTBDE, TORVS—ZEFE DI T4T74 (A——FEO-)) ICRLTOVYV—IHNFER
LEEBYICHELEEA,

AWS CLI £/zl& AWS APl 04 ZHOHTI—H—(CE. &FPROOAY-ILTIOEAFAZ2NE
FTRIHVERFHWEEA, KDYIZ, EITLES3ELTVS APIARL—>32VIC—HTBT7U>3
YDRNDT I EANFAENET,

Jd—%—&0—)LA AWS Ground Station 5|Z#HE AV — ) ZFERATEDRSICTHICE. T
T 41 T 41 |\ AWS Ground Station ConsoleAccessE =& ReadOnly AWS BRI —ET XY F

FAFEITFATAR=ADRYIYZ—DHI 168


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS Ground Station

Q—H—H1 K

LET. FMEICO VTR,

LTL<EZL,

BODERDOKRRZI—Y—ICFHFAITS

COBITRE, A—Y—TFTATFUTATACTRYFENLEAVTAVELRTIZR—I RRUZ—D&

REIAMA—H—CHATRIRIS—OERFEERLET, CORUZ—ICRF, O2VY—ILT,
FE AWSCLI £l AWSAPI Z2FALT7TOJSATIOT I3V EETIBTIEA

HFEEFIhTLET,

"Version": "2012
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
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"iam:ListPolicyVersions",
"iam:ListPolicies",
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"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"
}
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Bt TFARNEFERAL T, HARY—NZRX—REF—NEDLSICEAThTVEIL ZRET
BZEETEET, BV THFANE., AWS CloudTrail & 7= (& Amazon CloudWatch Logs (=
EOTERENEOTICERTENET,

BV TFARNZEALTHARY—XZ—D RF—ADTIVEAZHEITS

WHRADRAERI—NFZ—TY RF— (CMK) ANOT VR ZHHITS 76D conditions &L T, F—7R
)—E IAMAR) D —HAOBES{EITHFARNEEATEIENTERT, T NCESHKIY
THEFANDFNEERATDEETEXRT,

AWS Ground Station &, OB TFANENEFEAL T, THIONFEE) =23
NDHARN—NZ—I RF—AODT7IEAEZFHLUET, 50 MNOFNTRE, BESNEESLO
VDTFANOERET S M EFATIARL = A NMBETT,

RIZ, BEOBESHMIAVTFARNDARAIN—NR—I RF—ADT I EARAZNETZF—RII—
AT—MXV R NDOFIERLET, CORVS—AT—M XY MNOEZFHTR, BSILIVTFANERE
EIAESAIAVTFANEKEHNFITZMIHLETT,

ROBlIE, BECNAVRENEITIXVATF—EOF—RII—ZRLTLVET,

JSON

"Version":"2012-10-17",
"Statement": [
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{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Allow AWS Ground Station to Create Grant on key",
"Effect": "Allow",
"Principal": {

"Service": "groundstation.us-east-1.amazonaws.com"

},

"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms :EncryptionContext:aws:groundstation:arn":
"arn:aws:groundstation::123456789012:satellite/satellite-id"

}
}

I7IXVAOEBEF—DOEZRVYT

T7 1T XIJRARIJY—AT AWS Key Management Service N ARXN—NFx—> R¥—
ZERATSHE. AWS CloudTrailE =1k Amazon CloudWatch logsZ AL T,

A" AWS Ground Station [CEET BV VT AN ZEBIFTE ET AWS KMS, XD A

l&. CreateGrant, GenerateDataKey, Decrypt, DescribeKey @ CloudTrail 1 X2 N T, HAXN—
NEZ—DRF—CEL>THESENLEF—RIZT 1A AWS Ground Station $B7=HIC ICK 2T
HUOHENDZARL—2320ZF_XJ2T AWSKMS LET,

CreateGrant

AWS KMS HAZAIX—NZ—TI RF—ZEFEHALTIT7IXIANY—AZBELTDE, 11—
H—IZX1H 2 T CreateGrant ') 2 T A M AWS Ground Station ZiX{ELUTAWS, Z7HTO MO
AWSKMS F—IZ7 2 tEALE T, A AWS Ground Station #EX T 2 #ERIE. AWS KMS H A
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AIY—IXZ—I RF—ICHENFFSNEVY—-RAICEETT, =51, AWS Ground Station 1
V—A%HIBTRE., [ RetireGrant ARL —> a2 #FEALTCHTEEHIBRLET,

ROARY NITlER, T7IT X AD CreateGrant ARL —>3a > #EHLET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}

1,

"invokedBy": "AWS Internal"
1,
"eventTime": "2022-02-22T22:22:227Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"operations": [
"GenerateDataKeyWithoutPlaintext",
"Decrypt",

"Encrypt"

1,

"constraints": {
"encryptionContextSubset": {
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"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}
1,
"granteePrincipal": "groundstation.us-west-2.amazonaws.com",
"retiringPrincipal": "groundstation.us-west-2.amazonaws.com",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
3,
"responseElements": {
"grantId":
"0ab0ac0d0b000f00eaddcc0aleddfcOObcedd0cO00f0000000cObc0a®d@@aaatSAMPLE"
3,

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®@00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey

AWS KMS HAZAN—XYZ— RF¥F—ZFHALTI7IXVAVY—-R&2ESLTDE, F1—
H—(ZfH > T DescribeKey J 2 TA M AWS Ground Station Z%fEL. UV IANEhlzF—
DHTHIOURNCEFEETDCEEZREIELET,

RDANRY NMITIE, DescribeKey ARL—2 3> ZE&ELET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
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arn": "arn:aws:sts::111122223333:assumed-role/User/Role",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Role",
"accountId": "111122223333",
"userName": "User"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": {

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
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"eventCategory": '"Management"

GenerateDataKey

AWS KMS HAZNY—XZ—Y RF—ZFRALTIT7IXVAVY—-RZBELTRE, &
GenerateDataKey 'J 2 T A N % AWS Ground Station ICIAfEL T, F—XZBEE{LTHTF—2
F—EERLET,

RDARY NITIE, T7 T X AD GenerateDataKey ARL —2 3 ZRBELE T,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

b

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

.
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},
"responsekElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": "Management"

Decrypt

AWS KMS HARY—XZ— RF—ZHEHALTIT7IXVAVY—-RAZBESTZEE. &
Decrypt R L —2, 3> AWS Ground Station ZAL T, Bt I 7 T XU ANBRICEAU
NARI—IZ—TY RF—THEFHLENTVEIHEERICESLET, AIZIE, T7IT X AN S3
NTYRASTYZ7O—REh, TONTY NHATREDF—THESLEATVWRELET,

RDARY NMITIE, T7TXJAD Decrypt ARL—2 3> ZE&LET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

.

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
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"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": "Management"

FNUNSEI7IXVAOREROESL
HUBELI7IXVAOEERRY S —BEH

FUBBBI7IXVATF—RTHARIY—NZ— RF—2FEATDICE. F—RUZ—H AWS
Ground Station Y —EARICROT VL AFAZNETRIHEN HYVET, FAZFEATD TLES K
COEMIV7IXVUATF—RERFRELRY, ANGEI7 I XJARBELARL—>3aIZZALD
RF*F—RU—TOLAFAZFEALET, chid, OTF7 IV ELAFAZEEL, ¥F—ZFATH -
OORVEEBFETT,

« kms:GenerateDataKey - FNEEL7IX)ATF—RZBSLTHLODTF—FF—EERL
X7,

« kms:Decrypt - FNAI7IXVATF—RIZTIEARATDEEIL, BEEhETF—2F—%4E
5LET,

HAZRI—IZ—2 RF¥— AWS Ground Staton NO T VA ZHFATHF—R)>—DH

® Note
FUSEI7IXVATE, F—RUI—ThSOT7 VAT TZEERET
DREHNHVYET, U— 32 AWS Ground Station T —ERAT VN (%
Egroundstation.region.amazonaws.com) lIClk, F—RU—RATFT—KX KT h
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JSON

SOT IV EAHFNERETISLENHYVET, CNSOAT—MNX NEF—KRD)I—ICE
mU7%& W& AWS Ground Station , DARXRALABFNEEILI7 I XV AZRERTLEETIVEAT
ERLBVYET,

"Version":"2012-10-17",
"Statement": [

{

"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {
"Sexrvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": [
"kms : GenerateDataKey",
"kms :Decrypt"
1,

"Resource": "*"

NHAZY—NZ—RF—ZFALTHNGEI7IX ) ARERTSDEHD IAM
A—¥—=TF Ot AFHFT

&, BBILARL =232 THARN—NZX— RF¥— AWS Ground Station ZEH T 28545, HiL
BT7IXVAVY—AZERTHDI—H—ICRKH>TEELET,
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NARI—RZ—T RF—2BALTHRATITIXURAUY—AEERTBILE, I—F—BHA
BY—RZ—V RF—TROARL -2 AV EFCHT T I LAFTER > TVBREN Y ET.

» kms:GenerateDataKey - I—#—HFANBEI7IXUARAF—XEBSILTZLHOF—4X
F—EERTEDLSICLET,

« kms:Decrypt - FNAI7IXVATF—RIZTIEARATDEEIL, I—H—HFF—2F—2ES
LTEBDLSICLET,

- kms:DescribeKey - I—H#—HFNAZI—XR—I RF—OFMERRLTF—2RIETED &
SIELET.

CNSOYBEBEBETIOELAFITF, F—RI—H, F—RII—THFITEhTVWEEEEF IAM KR
S—TERETEEXT, chsOTF7IEAFAICLY, I——GFI1—HY—ICRKb>THES{LARL —
SAVICHARI—NZR— RF—ZFERT S & AWS Ground Station # ([CEFAITE X T,

1

1

NMHEUEEI7IXJAOF—R!) > — AWS Ground Station ZEH T2 5%

NDAZRI—XZ—DRF—ZFEALTANBIT7IXVATF—RZRHTIE, FF—KRII—
AWS Ground Station ZFAL THESILF—ICT7IVEALET, 7V AFAF, TLE £/@& OEM
T7IXVAF—REREKIC, T2 MTREEL, AWS Ground Station ¥ —R U —ATF— KX
NZBUT ICEENEEIET,

HAZRI—TZ— RF¥F— AWS Ground Station\NDT7 VA ZHIBRL EIEE. TOF—IC&>TH
FltEnkF—2RIZET7 V1A AWS Ground Station TE 9, TOTF—RICIKETZIARL—>3 >
ICEEBLET, flAE. IVFINIREFRAENTVARANESI7IX)AOF—KR) I —FFT
ZHIBRT B &, AWS Ground Station & ARV RARICT U TFZ2 AN RIBLHICREE LS
NESTF—XEFRATERLLABZYNET, ChiZ&kY, O>XYU NEFAILED RETKRTLET,

FUSEI7 I XVABS{LITHFAN

A AWS KMS F— AWS Ground Station ZFEAL THNESELI7IXVAF—XZHES{LtT%5

. Y —EAREStIVTFANEEELET, BESLIVTFANE, F—FOBAHEHRT
BI=HIC A AWS KMS EA T2 EMORITF— 2 (AAD) TF, BEARL— 3> TREHIY
THEFANEZREETSE, Y —ERARESTARL =23 TERAUBEESAITHFANEREETHIHE
FHYVET, T5LEVE, BEEFREAMLET., BS{LITF AN CloudTrail OJICEEEIA
Fh, BED AWSKMS F—HNEHEN-EBHZEHRIDIDICKRIBEET, CloudTrail OT 2k,
AWSKMS ¥—DEAZBRHATEIININZSHEETNTVBRBEENfHYERTH. EOTIONJD
ES{LAVTFANE, TOBEOFEAEHRHZHMIADDICKILEET,
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AWS Ground Station I&, FNBI7IX ) ATHAZI—XZ—I RF—ZFHL THESLAX
L—>3> a2T795EEC. XOBESITFAMNEEELET,

{
"encryptionContext": {
"aws:groundstation:ground-station-id": "Ohio 1",
"aws:groundstation:arn": "arn:aws:groundstation:us-

east-2:111122223333:ephemeris/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/00a770b0-082d-45a4-80ed-
SAMPLE/raw"

}
}

ESEIVTHFANMIEUATAEENETT,
aws:groundstation:ground-station-id

FUBEI7IXVALEENTSh I EROER,

aws:groundstation:arn

TT7IXVAUYJ—AD ARN,

aws:s3:arn

Amazon S3 ICREETNTWBI 7T X)) AD ARN,

EESMAVTHFARNEEALTHAEII—NR—I RF—ADT I EAZFIHT S

IAM ZHAT—RMXMNEFERAL T, HAZNY—YX—2 RF¥— AWS Ground Station N\ D
TOELRAERHBATEET, BKRE kms:Decrypt7 VI VICEKBRT—RNXAV NEENT
%kms:GenerateDataKey&, AWSKMS ZERATZ 3 ERAFIRENET,

AT, BEQ# EBOREDN) -3 OHARXRI—NFR—2 RF— AWS Ground Station ND 7
DEAZHFATREHOOXF—RIS—AT—MXRMOBITT, CORIS—AT—MX MOFH
T, F—RV—OKB{IC—BITIESILIAVTFANZEETEIF—ANODIXNTOBESLERD
BET VAN VETT,
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BEOHMERONAZI—IZ— RF— AWS Ground Station NOTF7 IVt AZHFATHF—7R
> —n 4l

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": [

"kms : GenerateDataKey",

"kms :Decrypt"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"kms :EncryptionContext:aws:groundstation:ground-station-id":
"specific-ground-station-name"

}
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BHOMEROHAZI—IZR— RF— AWS Ground Station NOTF7 IVt AZHFATHF—7R

"Version":"2012-10-17",
"Statement": [

> — 04l
JSON
{
{
},
{
[
}
1
}

"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resouxce": "*"

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": [

"kms : GenerateDataKey",

"kms :Decrypt"
1,
"Resource": "*",
"Condition": {

"StringlLike": {

"kms :EncryptionContext:aws:groundstation:ground-station-id":

"specific-ground-station-name-1",
"specific-ground-station-name-2"
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FUBEI7IXVADBSILF—DEZZI2T
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FUBSEI7IXVAVY—ATAWSKMS HAZN—NZX—Y R¥F—ZFEHATSHES. CloudTrail
F7I& CloudWatch 07 ZfEH L T A" AWS Ground Station AE92 VIV T ANEZEBHRTEERT
AWS KMS, XD B, GenerateDataKey & Decrypt @ CloudTrail 1 X2 R T, HARXN—~NX—
DRF—ICK>THESILENLTF—XICT V1A AWS Ground Station T3 7282 IZ& > THUH
ENBDARL—23FFZRIYT AWSKMS LET,

GenerateDataKey

AWSKMS HAZN—XZ— RF¥F—ZFALTHNSEI7IXVAVY—RAZ2EE5{LTS
&. (& GenerateDataKey ') 2 T A N %& AWS Ground Station (3§ AWSKMS LT, F—& %
BetIdT7F—2F—ZERLET,

RODARY NEITlE, FNEEIL7 I X1 AD GenerateDataKey ARL —> 3> ZRBHELUE
¥,

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

1,
"attributes": {

"creationDate": "2025-08-25T14:45:48272",
"mfaAuthenticated": "false"

}
},
"invokedBy": "AWS Internal"
},
"eventTime": "2025-08-25T14:52:02Z",
"eventSource": "kms.amazonaws.com",
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"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn": "arn:aws:groundstation:us-
west-2:111122223333:ephemeris/bb650670-7a4b-4152-bd60-SAMPLE",
"aws:groundstation:ground-station-id": "Ohio 1",
"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/bb650670-7a4b-4152-
bd60-SAMPLE/raw"

iy
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

.

"responseElements": null,

"requestID": "ef6f9a8f-8ef6-46al-bdcb-123456SAMPLE",
"eventID": "952842d4-1389-3232-b885-123456SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "8424f6b6-2280-4d1d-b9fd-0348b1546cha",
"eventCategory": "Management"

Decrypt

AWSKMS HAZY—XZ—I RF¥F—ZFALTAHANAI7IXYAVY —A%ES{LT 35
a. Decrypt R L —= 3> AWS Ground Station 2L T, BUAHAZY—IYZ—T R
F—THICEEBtENhTVAGEICRESMEANVAI TV IXUATF—22EELET,

RDARY NITRE, FUEEI7 T X AD Decrypt ARL —> 32 2R L ET,
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{
"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
}
.
"attributes": {
"creationDate": "2025-08-25T14:45:487",
"mfaAuthenticated": "false"
}
1,
"invokedBy": "AWS Internal",
"eventTime": "2025-08-25T14:54:017",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn": "arn:aws:groundstation:us-
west-2:111122223333:ephemeris/bb650670-7a4b-4152-bd60-SAMPLE",
"aws:groundstation:ground-station-id": "Ohio 1",

"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/bb650670-7a4b-4152-

bd60-SAMPLE/raw"
.
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
.
"responseElements": null,
"requestID": "a2f46066-49fb-461a-93cb-123456SAMPLE",
"eventID": "e997b426-e3ad-31c7-a308-123456SAMPLE",
"readOnly": true,
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"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "477b568e-7f56-4f04-905c-623ffl46f30d",
"eventCategory": "Management"

DEEF DT —XEES{L AWS Ground Station

AWS Ground Station l&, BHIEFRICERT— 2 REITHLOOESHET 7T NTRERHELET,
F—RE, Tv2aryO77A4INOREICIKHUT, 2 DOFET AWS Ground Station 7> 7750
=232 AmazonEC2 A VAR ABTARN) =220 TEET,

« AWS Ground Station T—> I ~
e F—ARJO—-IRAKRAUB

ANV=32T0F—208FEE. BEFOT—FOBESHLEZEZDHETRELET., UEOEY
>3arTR, ThTIhOFECOVWTHALET,

AWS Ground Staton T—> I RANU—LA4

AWS Ground Station T—> I MNE, DAZIY—TYZ— RAWSKMS ¥F—ZFEHALTARNI—A
ZESILLUET, Amazon EC2 1 AR ATERITE N TWS AWS Ground Station T—> I > ~
. ANU—LAZBEFHNICESHLT, EBtehiETF—2Z2REHLET,

ARN)—LOES{LICERE D AWS KMS F¥—I&, streamsKmsKey /NT X —
SMissionProfileT ZERT B EEICEEENET, F¥— AWS Ground Station N\OFT VA%
FHATEIIXNTOT I EAFAR, ET7EYFENIZ AWSKMS F—RUS—ZBLU TREBEIE
9 streamsKmsKey.,
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F—R7O—I2 RKRA> MARKNU—LAIE, Datagram Transport Layer Security (DTLS) Zf#EH L T
EStEhET, ChFESERIAAEEZFEAL TIThh, BENOREFXEHEE A,
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Ewv2a>r7y7aO77A4IEREOH
BEEhi=flE, NTVYOJ7O—RFYANFEZREBL, ThEYR—KTZIv 32O

T77ANEERTRDHFEERLTVET, BROTVITL—KE, NTUYOTO-RF+ARNEE
ORI RZE)PI<L, HRECHIZEBERECRIDLS CRHEATVET,

REY D

« JPSS1-N7Uv 70— R*+ANEFE (PBS) - i

« Amazon S3 F—REEZANBAITZINT VY V7O—RF YT ANFE

s F=R70-IVRRAVNEFRATZNTVYHOT7O-RFYAME (FO-/AVRK)

« F=R7O0—IVRRAVRERNBATDINT VY OTO—RFYANFE (EABRTESIL)
« AWS Ground Station T— T N (E#HE) 2FAT2 N7V Y O7O0—RFYTARNFE

JPSS-1-N7 Vv o70—R¥*+ ARNEFE (PBS) - 574

coflotvavik, E—BLEIBEEOACAR—FTAIT7OCLAOBE, EOBFREEHEH#EME
DI ZREMEL AWS Ground Station . A TFTORBEDFIODAT— #RELEXT,

NFVYO7O—RFYARNFE T, 292320 THALLEELSIC, DHEhTVS—HOFHE,
FLEREEDBENAZFERATEEXT, cOEYZ 3> TR, JPSS-1 & AWS Ground Station A
ETHALET, SEFETIC, Joint Polar Satellite System 1 (JPSS-1) Spacecraft High Rate Data
(HRD) to Direct Broadcast Stations (DBS) Radio Frequency (RF) Interface Control Document (ICD)
ZEALTHZEERERET, £, JPSS-1& NORAD ID 43013 ICBIEM TS hTWR Z &Il
BELTLEEL,

JPSS-1 HEW. ICD DR 11 ICFRT LD, 1 2OTFYTUIEZIDDRALIRNTI I
VBENAZRHELET, ChSs 4 DOBENADSSE, NTVYVILERTEDDE 1 20O/N\A
L—KRF—Z HRD)Z I IOBENADHKTT, ChICESTVWT, CONARICREKY) EEEK
TF—REEENITSNBDENDAVET, 4 DONARRDESY T,

« 2067.27 MHz OHLERKE T, F—2L—RMHF 2~128kbps DAYV RNA(FY TV T ).
DINAENTUY DICTFORATEEE A,

« F—RL—KAH1~524kbps T, AOEARE 22475 MHz DTFLXRUNA (X9 U>9 ), &
DINAENTUY DICTFORATEEE A,

« F—&L— KA 150 ~ 300 Mbps M 26.7034 GHz O ERED SMD /NA (X o>V D ), 2D
NAGNT VY DIZTOERATEE R A
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. 7812 MHz OHOERE T, F—2L— KA 15Mbps ® HRD /YA (X922 4) O RF, &
& (& 30 MHz T, right-hand-circular-polarized, JPSS-1 & (274> 7R— RKR9¥ % & AWS Ground
Station, CNEFT7 IV ELATELBE/NATT, COBEE/NAICRK, FHRREF—%, SHRI>D
ZTIIF=2, FETFLXNUTF—&, UTILERALFERNTAF—ETF—INFEEN
7,

BENBT—ZNAZERTDE, OXNR(TPY7IU20), TLAXRNY BZFO2020), &
K HRD (B0 0)INAS, OHEE, FEHIE, SRV ILFFrRILEARERBEZGLL
TWBZEeENFDH V) ET AWS Ground Station, FLBARBABREOL S —N—OHEATHD 2
&, SMD NAICRKEBRMEN B EBA., HR—RENTVIHEDFHEMICODVTIE, "1 288U
T <L & WAWS Ground Station 1 N #gE,

(® Note
SMD /NA R E#MEA X LN =8 AWS Ground Station ., SREFIICERTENEE A,

@® Note
OXRR(TYTVO)NARETFLXARNY (B0 9)NAKICD TEZEEhTHES
F.NTVYOIERATERVNEYD, FAEThZEECREEI D EEIBSNTT,

Amazon S3 F—AREEZFAITA/NTUYOTO—RF v+ ARNEH

=
==

ZOBITIR, I—Y—HA RO IPSS1-NTUY o 70— RFE v ARNEE (PBS) - Mo 3>
T2 EOWICEIVTVET,

COPITR, >FUFAZRETRIHLENHYET, DFVY,. HRDBENREZF DRI FPEBERKE
LTHF+7FrL, HRONYFREODEHICRBETIHLENfBYVET, chllky), FORAXE
DARMIOEBRERB(RF) DT I—AATITRSF ¥ (1IQ) Y TIHFEHNENhET, Amazon S3
NTY NZTF—2FBMENZSs, FEOV I RNVIT2FEALTTF—RXZEABRTFI—RTE
F£9, LEBOFEMAEHFICOVTIEE, MathWorks F1—KD 7)) ZSRBLTLKEEV, ZOplZFER
L7#%. Amazon EC2 ARY MBRIEAVR—X M ZEMLTF—XZREL., 246N AETIRX
NZEIR TS ERENTEET,
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cOtU2a>TRT—ERJO-BENAZFETS., BBRAEZZRLET,
RDTTL—RAZIRY NEFIXNT, TU7L—RMOUY—RAEI3IVICBLET
CloudFormation »
Resources:
# Resources that you would like to create should be placed within the Resources
section.
@ Note
CloudFormation 7> 7L — NORABOFMICOWTR., "7 7L—bi 29232 %88
LT<L<EEL,

Amazon S3 ICE—NBENAZBETZD>FTIFZEZXD L, BE—0IFHBENANHDI N
bAVET, FEHT—REE V>3 TEIL, Amazon SSNT Y NEERTDIHENHYE
EE

# The S3 bucket where AWS Ground Station will deliver the downlinked data.
GroundStationS3DataDeliveryBucket:
Type: AWS::S3::Bucket
DeletionPolicy: Retain
UpdateReplacePolicy: Retain
Properties:
# Results in a bucket name formatted like: aws-groundstation-data-{account id}-
{region}-{random 8 character string}
BucketName: !Join ["-", ["aws-groundstation-data", !Ref AWS::AccountId, !Ref
AWS: :Region, !Select [0, !Split ["-", !Select [2, !Split ["/", !Ref AWS::StackId]]]11]

TSI, AT Y N AWS Ground Station ZERATE D XS5ICTBICIE, BY)EO—-)IL LRI —
ZERTIBENFHET,

# The IAM role that AWS Ground Station will assume to have permission find and write
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# data to your S3 bucket.
GroundStationS3DataDeliveryRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action:
- 'sts:AssumeRole'
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com

Condition:
StringEquals:
"aws:SourceAccount": !'Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:aws:groundstation:${AWS::Region}:

${AWS: :AccountId}:config/s3-recording/*"

# The S3 bucket policy that defines what actions AWS Ground Station can perform on
your S3 bucket.
GroundStationS3DataDeliveryBucketPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- 's3:GetBucketlLocation'
Effect: Allow
Resource:
- !GetAtt GroundStationS3DataDeliveryBucket.Azrn
- Action:
- 's3:PutObject'
Effect: Allow
Resource:
- 1Join [ "/", [ !'GetAtt GroundStationS3DataDeliveryBucket.Arn, "*" ] ]
PolicyName: GroundStationS3DataDeliveryPolicy
Roles:
- IRef GroundStationS3DataDeliveryRole
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AWS Ground Station 5% E

cODtEo>a>TlEs EEGM’EE}Z R AEZ RLET,

BENSYVDOERICEITZREZTSICE mmmgmmg#%gfioj—hh3w7tbr
PREFERRED %#iER3 3 &, ydﬂbnnab‘rﬂtbia‘b‘“ JPSSA I7IXVAOBEN T2
b3, DUFIIREERBEISLEEXHYERA,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:
Autotrack: "PREFERRED"

BENAICETVWT, BERDPZRITOTFAIIIOEREE., £IFEERKL = Amazon S33
NTYNZ2SRIDSIREZEETHIDLEN HDYET,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
JpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station S3 Recording Config that defines the S3 bucket and IAM role
to use
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# when AWS Ground Station delivers the downlink data.
S3RecordingConfig:
Type: AWS::GroundStation::Config
DependsOn: GroundStationS3DataDeliveryBucketPolicy
Properties:
Name: "JPSS S3 Recording Config"
ConfigData:
S3RecordingConfig:
BucketArn: !GetAtt GroundStationS3DataDeliveryBucket.Azrn
RoleArn: !GetAtt GroundStationS3DataDeliveryRole.Arn

AWS Ground Station v >3>70O7714)

cOto2arTcRIVvIaTOJTAINEERTS, BRAEZEZRLET,

BEN TS NEREN TELDT, TS Z2FERALTTF—RT7O0—%2BETEET, BRYD/NTA—
RC@FEF7FIINNEFERALET,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to downlink data.
JpssAsynchMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "43013 JPSS Asynchronous Data"
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig

DataflowEdges:
- Source: !Ref JpssDownlinkDigIfAntennaConfig

Destination: !Ref S3RecordingConfig

FEHD

FROVY—-RE2FERTIE, FUR—F1o0chi- oVWTFnhHSERBETF—REBEEDLD
(CJPSS-1 A RO RNZARTD1—)LTESDLDICHEVY) EL = AWS Ground Station AWS Ground
Station O —> 3>,

LT, COE2>a>THATNATVWRINTOUY —A% 1 D0 CloudFormation 77 L—k
ICEEDEREBTVITL—RTT, COT7TL—NE TEEMERTE XTI CloudFormation,
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EWVWSEBI O CloudFormation 7> 7L — KM IZIE, Amazon S3 /N7y h&, BUVWEDEERYT
2a1—)LU, VITA-49Signal/lP ALY N7AO—RFYRARNF—RE2ZEITDLHICHEZ AWS
Ground Station IJ Y —AAquaSnppJpss-1TerraDigIfS3DataDelivery.ymlA8FENTUVE
ED

Aqua., SNPP, JPSS-1/NOAA-20, Terra "7 AV NMCHAVR—REATVEVESE. T, 25
BLTLKETVEHERE,

(® Note

FOTL—NCITOEARTBICIE., B3 AWS BB Z /A L T Amazon S3 /N v
NEFVR—FAITTDIHARI—ICTIEALET, UTOUITR, V—2ay
Amazon S3 /N7 Y R EFEAHLTVWET, us-west-2)—2a>1—REZEEL T, AZY
2 Z{EK T % CloudFormation X592 —>3 >R LET,

TS5IC, ROFIETIE YAML Z2FRALET, =L, 77 L—KE YAML X & JSON
FEXOBMATHERATEET, JSON ZFEATAICE., To7L—rEHXTO—RT
.json&EIC.yml7 7AI)NILERFE ICEEWAET,

ZEEALTTV7L—bhESDVO—RTBICE AWSCLL, ROON RZFEALET,

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml .

TSSO TUTOURLICBELT, T7L—RE2OY—I)ITRRBLVUADTO—RTEE
T

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

RMD')> % CloudFormation ZERAL T, TTF 7 L—NEZEEEETEEXT,

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml
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F—R7O-TIVRARANEFAITEZNTUYO7O—-—RFYR
NEE (FO0—-/V2 R)

COFITIE, I—H¥—HARDIPSS1-NTVvoU7O—RF+ANEFE (PBS)-iHiEI 3>

TA2ESWMICEIVTVET,

COBZETITBDICE, SFTVAZRETIHXENf HYVET, 2FY. HRDBENAZFTD X
AR (DiglF) £ LTF +7F+ L. SDR £ L T Amazon EC2 / VARV A LOF—K 7
a—-I> |\7.ﬁ’r\/ |\77°|)7_:/3>T§1§b72t335) (,‘—_MIE@%,%E?IJ\&UssH-O

BE/NA

COEVIVTRTFT—E2T7O—BENAZTEHTS, BARAEZERLET, COHITRE,
CloudFormation 7> 7L —KICINTX—=2t02 3> )Y—RAE023a>n2 20w 3ax
ERLET,

@ Note
CloudFormation 7> 7L —NORABOFEMICODWVWTRE., TFo7L—b, 2023 %3 R
LTLEEW,

INTGA=BZ+E0232TlE, RONTAXA—2ZEMLET, CloudFormation AV —J)LZFERAL T
ARV D BERTHDEZIL, ChSDEZREELET,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:

Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis
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Type: AWS::EC2::Image::Id

(® Note

F—RT7EERL., Amazon EC2 EC2Key/N\TX—Z DB ZIBETIHEN HV) FT,
Amazon EC2 A VARV ANF—RTEERT D, 2SBL T EEL,

& 5I(2, CloudFormation AZ Y JOERKIC, ELWU -3 EEO AMIID Z28ET %
BENFHVET, "TAWS Ground Station Amazon X A4 X—2 (AMIs)y #SBLTLKE
A

BYUDTTL—RAZRYRNE, 7L —HMOVY—RAE0923VICBLET
CloudFormation o

Resources:
# Resources that you would like to create should be placed within the resource
section.

EC2AVARVAILBE—DBENAZERETR T VA%ZEZADE, BE—ORBEE/NANHYE
T, @HT—REE Va3l Ell, F—R27O0-IRRANF7T VT —2 32T Amazon
EC2AVARVAEREDBIUTHREL., 1 DULEDOF—2T7O0—IRRANIN—T%#ERT
BPRENBYVET,

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverlInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup

SubnetId: !'Ref ReceiverSubnet
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BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
UserData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>&1
echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"

STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [
{

"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

3
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

echo "Configuring dataflow endpoint application streams"

python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName

"${STREAM_CONFIG_PATH}"
sleep 2
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python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888

ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup

Description: "AWS Ground Station Downlink Stream"

# The security group that the ENI created by AWS Ground Station belongs to.

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
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Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Example VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
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CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverlInstance
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

& 512, AWS Ground Station A7 51 > M IC Elastic Network Interface (ENI) Z#ERTE 3 &S
2, BYBRVD—EO-LZERTIVENF HYET,

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
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- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
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- IRef InstanceRole

AWS Ground Station §&E
CcDEIAVTRHBREDER, BBREZEZERLET,
BENSY OOERAICETIREZITDICIE, tracking-config "BETT, A—RKZv &L T

PREFERRED 2 BRI 2 EEMEANMELEXITAHN, JPSSHAITT7IXVADRBEN tHTHD -
O, GEREZRLILEZRHYTEA,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

BENACESVT, BEBLERTFUOTFAIVUDIREE, IV RRAY NOFBEESET
5F—27O—IY KRAY NI L—TEBBRTBF—RTO—IY RKRAY NREEERTHAE
FHYET,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
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Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station = v<3a>7O774)

COEVIAVTRIVIIVTOT77AIINEERTS, BRAEZEZRLET,

BIENTSNIERENTELDT, ThE/ALTIT—R7O—ZRBETELRT, BYDONFTA—X
CETF7FIN D ZERALEXT,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJlpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJlpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
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FEHD

FREOVY—-RZ2FERATIE, AVR—F 1200l OVWThAHLSORBTF—FEEDLD
(CJPSS-1 AR IVKRNZEATD1—=)LTEDBRSICKYEL = AWS Ground Station AWS Ground
Station O —> 3>/,

LUTE, Coto>a>THATEZIINTODY—R% 1 D0 CloudFormation 77’ L—KNICE L
OETREBTVITL—NTT, COTU7TL—NEEEMERTE ET CloudFormation,

E WS ZH O CloudFormation 7> 7L —

NAquaSnppJlpssTerraDigIF.ymlik, Aqua. SNPP, JPSS-1/NOAA-20. Terra FIE DT>
) HFBEEKE DiglF) T—2NZEE2TEPKHBTEDLDILHKFETIATVET, ChliC

k. AmazonEC2 /1 VARV AE, EODGIF XA LIV N 7O—RFYANTF—REZETI D
(% E7% CloudFormation Y —ANEEFNTVET,

Aqua, SNPP, JPSS-1/NOAA-20, Terra "7 AV NMCHAVR—REATVEVESRE. T, 25
BLTLKETVEHERE,

(® Note

TUOTL—BNCTIOERARATBICE., BB AWS BEHEHZ2FEAL CEEA > R—FT125
Amazon S3ANTY NZCTIVEALET, LDV UTE, U—232 0O Amazon S3 /N
TYREFEALTWET, us-west-2 =232 01— RZZEELT, AZVIEERKTS
CloudFormation X592 —>3 &k LET,

TS5IC, ROFIETIE YAML Z2FRALET, =L, 77 L—KE YAML X & JSON
FEXOBMATHERATEET, JSON ZFEATBICE., T07L—rEHXTO—RT
%.json&EIC.yml7 7 A )R FZE CEEHMAET,

ZEEALTTV7L—hESDO—RTBICEAWSCLL, ROON RZEFERALET,

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnppJlpssTerrabDigIF.yml .

T2 TUTOURLICBBLT, To7L—h2OVY—ITRRBLTFIIVO—RTESR
9o

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpssTerraDigIF.yml
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XMD')> % CloudFormation ZERAL T, TTF 7L —NEEEEETEEXT,

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJlpssTerrabigIF.yml

TUo7L—RNEEDRSBEMIY—AZEEZLETITH?
AquaSnpplpssTerraDigIF 77 L—KIZE, ATOEBMUY—ANFEERTVET,

« (7°2 32) CloudWatch Event Triggers - AWS Lambda B\ &1t AWS Ground Station M &j#
(2 I2& 2 TEFE 1/ CloudWatch Events ZERAL TR U H—E h BB, AWS Lambda Ba%K
&, LZ—N—A2VRARAZREBL, #7232 TELELET,

« (A7°232) AR YU MO EC2 #3E - Lambda Z# AL TSNS BHMTI> 2 Y NI Amazon EC2
AVABRVADKRIED AT LAZEY NTYTI2F723>, REOFEARRICK > TR, BEeH
RETDUEMN HDEITETELTIEE L,

+ Ground Station Amazon N> >4 X—TH8 Lambda- 1 VARV AICA VAN =)LEanTWVD
V7 RIITEEREDO AMI ZBIRTZDA723>2, Y7RNIJITOATZ a2, DDX 2.6.2
Only & DDX 2.6.2 with gRadio 3.6.0 T3, Cchs50AT>aviF, BMOVI~IIT
EFH7OSLABRTBEN V) —AENBICONTEERZWLRENET,

c BIMOZvIar7O77A4I)-BNONT VY OT7O—RF ¥ ANEE (Aqua. SNPP, Terra)
OIvar7ra774),
s BMOTTFEOIOBRE-BMONT VY O7O0—-RF+ ANGE

(Aqua, SNPP, Terra) D7 > T+ 022V J5&E,

COTVTL—MNTREEDEENTXA—BZNANEZEALTT, cNSONTA—REFERATDIE,
S NEET AWS Ground Station 3<IC ZEEICEATEET, cOTV7TL—NEFERATS
AWS Ground Station £ Z (I ZFAT3ICE, MBDEZRETIXERFHYEHA, £LEL, EZ
HDARIAALT, I—AT—AICEDLETCT U L—N2FERATRIEETEEXT,

F—RBECTEETEETA?

F—RIJO—IVRRANITIIN=TF, 7T L—FTHERENBIL—N—A VAR
ANDZKY ND)—=D AV BR—TIA A BFEHAITBDELSICERESNES, L —N—A2 AR
Ak, F—R2I7O-—TIVRRANTF7VG—2a>z2EALT, F—270—I2 RKRA
V NTEZE nR—BN AWS Ground Station THAS8TF—RARN)—L%ZZELET, ZE
T2, BEAAM AR ADIL—=TNNY O FRX 7T 2—0 UDP R— I 50000 25t L TF—2
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ZHEBETEDLSICRYWET, F—R7O—IVRRANTIL—TOREOFHFMIIOVT
l&. TAWS::GroundStation::DataflowEndpointGroups ZZBRL T &L\,

TF—270—IYVRRAVNEZRAIDINT VY OTO—RF¥ R
NFE (BERBKLVESL)

cofTE, I—Y—HA RO IPSS1-NTUvO7O—RF¥ANEFE (PBS)-FHEiEI> 3>
T2 A MICEIVTVET,

cOBlETETITRICE, >FTUAZBETIHEN HYYET, 2FY, F—X7O0-IREKSAUbH
ZFEAL T, HRD BENAZERBLVFI—RENLEZAL D I\7EI—I\=\=117\I\T—9&:L‘C
FYTFVYIRIHENHYET, ZDHIE. NASA Direct Readout Labs ¥ 7 K7 T 7 (RT-STPS &
KT IPOPP) ZHAL TTF— 2 E20EBITZEEOHEREAELE LTRETT,

BIE/NA
SOOIV AVTRT—B7O—BENAEHETS, BREEERLET, COHITE,

CloudFormation T 7L —RKICNZX—=REDVY—=AE023a>n 220t 3a>zERKLE
ER

(® Note
CloudFormation 7> 7L —NORBOFMICODWVWTIEE., TFo7L—h, 023 %388
LTLEETV,

Parameters 9> 3> Tk, XONFX—X2%ZEBMULET, CloudFormation AV —ILZFEHL
TARAEAY VBRERTDEEIL, ChSDEZRBELET,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:
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Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(® Note

F—RT7EERL., Amazon EC2 EC2Key/N\TX—Z DB ZIBETIHEN HV X,
Amazon EC2 A VARV ANF—RT EERT D 25BL T EEV,

& 5I(Z, CloudFormation AZ Y JOERKIC, ELWU—3a > EEO AMIID Z2EET %
PBENFHVET, TAWS Ground Station Amazon XA X—2 (AMIs)y B#SBLTLKE
A

BYUDTTL—RAZRYRNE, 7L —HMOVY—RA+E0923VICBLET
CloudFormation o

Resources:

# Resources that you would like to create should be placed within the resource
section.

EC2AVARVAILBE—DBENAZEETZ T VA EEZAZE, BE—0ORPEENANFHY F
T, BHTF—REE vV a el F—R27O0-IRRANTFTIV5r—23a >z ERALT
Amazon EC2 1 VARV AZEY N7 Y THBLVEREL., 1 DULEOF—XT7O—I RRA KT
N—T%ERTDUENHYET,

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
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Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet
BlockDeviceMappings:

- DeviceName: /dev/xvda

Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UsexrData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"

STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [
{

"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

}
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"

while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10;

done
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echo "Configuring dataflow endpoint application streams"

python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName
"${STREAM_CONFIG_PATH}"

sleep 2

python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group that the ENI created by AWS Ground Station belongs to.
DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888

BENA 222



AWS Ground Station I1—H—HA K

CidrIp: 10.0.0.0/8

Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp

FromPort: 55888

ToPort: 55888

CidrIp: 172.16.0.0/12

Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp

FromPort: 55888

ToPort: 55888

CidrIp: 192.168.0.0/16

Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"
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ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

F7/=. AWS Ground Station A" 7 170> ~IC Elastic Network Interface (ENI) Z¥EX TEBD L SIZT
B, BYARVD—, O—JIL, ZA77AIILEHBETT,
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# AWS Ground Station assumes this role to create/delete
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:

ENIs in your account in order
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- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

AWS Ground Station % &E
COtIYIVTRBEOER. I—H—HA4 RICOVWTSBELET,

BBNZY VOMERICBETRREEITSICIE, tracking-config ' HETT, BERZSYIELT
PREFERRED Z&EIRT2 &, T FIIORBEAMELETAH, JPSSAITT7IXVAOREN +5
THdEH, DIFIOREZBEIVERFHYFEA,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

BENAICESVWT, HELD KT antenna-downlink-demod-decode 58 E&., I RARAND
HMEEERTHT—RX7O0-—IY RRANTIL—T%58 T % dataflow-endpoint 5REEZEE T S
PBEFHVET,

® Note

DemodulationConfig, . &RV DIEZFRET D HEDFMIZ DL\ TlkDecodeConfig,
"1 ZZRLULTIKEEWTI U TFAI ) OBATI— REBE.

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
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JpssDownlinkDemodDecodeAntennaConfig:
Type: AWS::GroundStation::Config
Properties:

Name: "JPSS Downlink Demod Decode Antenna Config"
ConfigData:
AntennaDownlinkDemodDecodeConfig:
SpectrumConfig:
CenterFrequency:
Value: 7812
Units: "MHz"
Polarization: "RIGHT_HAND"
Bandwidth:
Value: 30
Units: "MHz"
DemodulationConfig:
UnvalidatedJSON: '{
"type":"QPSK",
"gpsk":{
"carrierFrequencyRecovery":{
"centerFrequency":{
"value":7812,
"units":"MHz"

},

"range":{
"value":250,
"units":"kHz"

}

1,
"symbolTimingRecovery":{
"symbolRate": {
"value":15,
"units":"Msps"

},

"range":{
"value":0.75,
"units":"ksps"

},

"matchedFilter":{
"type" :"ROOT_RAISED_COSINE",
"rolloffFactor":0.5

}
} 1
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DecodeConfig:
UnvalidatedJSON: '{
"edges":[
{

1,

"nodeConfigs":{

"from":"I-Ingress",
"to":"IQ-Recombiner"

},

{

"from":"Q-Ingress",
"to":"IQ-Recombiner"

},

{

"from":"IQ-Recombiner",
"to":"CcsdsViterbiDecoder"

},

{
"from":"CcsdsViterbiDecoder",
"to":"NrzmDecoder"

},

{

"from":"NrzmDecoder",
"to":"UncodedFramesEgress"
}

"I-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"I"
}

},

"Q-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"Q"
}

},

"IQ-Recombiner":{
"type":"IQ_RECOMBINER"

I

"CcsdsViterbiDecoder": {
"type":"CCSDS_171_133_VITERBI_DECODER",
"ccsdsl171133ViterbiDecoder”: {

"codeRate" :"ONE_HALF"

AWS Ground Station
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}

.

"NrzmDecoder": {
"type":"NRZ_M_DECODER"

},

"UncodedFramesEgress": {
"type" :"UNCODED_FRAMES_EGRESS"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data

# from your satellite.
DownlinkDemodDecodeEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink Demod Decode Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station Sv<3>7’O774)

COtEO2a>TRRIVvIavITAT7TAINEERTD, I—H—HA RICODVWTHBELET,

BEMNITOSNLEREN TELDOT, ThoZFEALTTF— 7O ZBETERT, BUDONTAX—
RCGETF7FINNEEALERT,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to

# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
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ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Join [ "/", [ !'Ref JpssDownlinkDemodDecodeAntennaConfig,
"UncodedFramesEgress" ] ]
Destination: !Ref DownlinkDemodDecodeEndpointConfig

FEHD

FEREOVY—-RZ2FERATDIE, FOR—FT 100l OVWTAHLSORBHT—FEEOLD
(CJPSS-1 AV RO RNZARTD1—=)LTEDLSICHVY) EL = AWS Ground Station AWS Ground
Station O —> 32,

LT, COEI2a>THRAENATVREIXNTOUY—A% 1 D0 CloudFormation 77 L— bk
CEEOEREBETITL—RNTT, COT7L—NE TEEEHRTE FT CloudFormation,

E VS A O CloudFormation 7> 7L — MAquaSnpplpss.ymli. Aqua. SNPP, & &V
JPSS-1/NOAA-20 BEDT— 2 ZEZRRTBDILODIA Y IT VL AZRETDRSICEFTE
TVET, chillE, AmazonEC2 1 VARV AL, BLWEDEZATD1—-)L, BABLVOTF
OA—RENEFAALIVNTO—RFYARNTF—2EZETDLHICHER AWS Ground Station 1)
V—ANEENTVET,

Aqua, SNPP, JPSS-1/NOAA-20, Terra "7 AV MCHAVR—RENATVEVEEE., "1 25
BLTLKEETVEERS,

® Note

TUTL—=KNITOEARTBICIE,. B3 AWS REEE#HZ /A L T Amazon S3 /N Y
NEFR—FTAITTDHARII—ICTIVELALET, A TFOUOTR, V=23
Amazon S3/NNT Y REFEAL TWET, us-west-2 J—23a > 1—RZZEELT, AZY
2 & {ER T % CloudFormation 52— a3 &2RLET,

TSIC, ROFIETE YAML ZFALET, 2L, 77 L—ME YAML XX & JSON
FERXOBEETHERATEET, JSSON ZFEATBICE. T07L—rEADIO—RT
.jsonEEIC.yml 7 7 AI)ILRFZ CEEMAET,

BEEALTT7L—NEADO—RITBICEAWSCLL, XOOX REFALET,
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aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/AquaSnppJpss.yml .

T5IOHTUTOURLICBELT, 7 7L—RhE2OVY—ILTERRBIEA I O—RTEE
T

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss.yml

RMD') >4 CloudFormation ZERAL T, TTF 7 L—NEZEEEETEEXT,

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJpss.yml

TOTL—RTREDESBZEBMIY—ANEZENTVETH ?
AquaSnpplpss T 7 L—KICIE, UTOEBMDY—AHFEENTVET,

« ( #F7> 3 ) CloudWatch Event Triggers - AWS Lambda B\ &1t ® AWS Ground Station i
(2 ([Z& > THEFE Nz CloudWatch Events ZFERA L TRV AH— BB, AWS Lambda B8
&, L>—N—A2VAZAZRBEL, 723> TELELET,

« (A7°232) AR Y M®O EC2 #3E - Lambda Z#H L T SNSEHTI> 22 NI Amazon EC2
AABVADRIES AT LAZEY NTYTI2A4723a>, BEOEARRICK > TR, B
REFTDAREMN BB EITELTLSEEL,

« Ground Station Amazon YA X—2 G Lambda- 1 VAR AICAVARN=)LEn TV
V7RDITEREREDO AMI B BIRT 2 A>3, YIRNIJITFTOF7S a2k, DDX 2.6.2
Only & DDX 2.6.2 with gRadio 3.6.0 T9 ., A DigIF ¥—XBifE & AWS Ground
Staton T— IV RN ZFEATRHESRE. "1 28R LU T<E&EVWAWS Ground Station T—> T
N (EwE) Z2RATRZNT VY OTO—RFYARNFE, ChsoAx7>arik, BmMmoY7 ks
DITEHTOTSALABRTBEN ) —RAENDICONTEEHREILRENET,

B0y aryO774)-BMONT VY 27 0—RE*+ ANFE (Aqua. SNPP, Terra)

hZv>a>r7ya774)M)l,

BMOFTTFEOVORE-BMONT Uy o7O0—-RF ¥ ANEE

(Aqua, SNPP, Terra) D7 > TF+H 0220 JRE,

CODTVTL—PFTREEDBEENTA—BENANEARATT, cNSONTX—Z2%ZFEHAITH L,
NS NDEE T AWS Ground Station §<IC 2B ICERATEET, cOTV7TL—M2FEHRATS
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AWS Ground Station £ ZIC ZFHA T2 ICIE, MBDEZRETHIHEEHY EBA. L., EE
NAZIAALT, —AT—AICEHLEBTT UL — M2 ERATHEETEET,

F— A ECTEETEETN?

TF—R7O—TIVRRANITIN—T&, ToTL—KRTHEREThBL—N—AVAZY
ADZRY RD—=DA 2 B—TIA AZFERATBDLSICEECIhEST, LZ—N—Aa2AZY
A, F—=2I7O—IVRRAKNT7VT5r—>32&2FEALT, F—X70—I2 RKRA
~ NTEZE nim7R— BN AWS Ground Station T A S5F—RARN)—LZZELET, ZE
gL, BEAAM AR AODIN—TNY OFRX7TX—0 UDP 7R— K 50000 27 L TF—2&
ZHEBETEDLSICRYWET, F—R7O—IVRRA VRN TIL—TOHREOFHFMIIOVT
l&. TAWS::GroundStation::DataflowEndpointGroups ZZBRL T &L\,

AWS Ground Station T—> T N (AHE) 2FATANT UV D
J7O0—RF+ANEHE

COFITIE, I—HY—HARDIPSS1-NTVvoU7JO—RF+ARNEFHE (PBS)-iHAEY 3>
T2 EDMICETVWTVET,

COBlERETIDICE, >FTUFERBETILEN HYET, DFV), HRD BENAZLFwEHTD
Z)LHBEEKE (DiglF) ELTHF ¥ 7Fv L., SDRZFEAHL T Amazon EC2 1 > AZ > AN AWS
Ground Station T—J I RMAZSELEEBYICUEBITINEN HVYET,

® Note
BN JPSSHRD BE/NAGEEO®HEIEIE 30MHZz TS, PFUoTFRA I I IBRESR
100 MHz FEIEDESE LTRSS L SICREL T, ZOHIT AWS Ground Station T—> T
VR EK2TEBEENDELVWNAZBEBBTESDELSICLET,

BENA

COEVIAVTRTF—E2T7O—BENAZ;TEHTS, BAFEZRLET, COHITIEK, OHIT
FRATATVWEVENOEY>3a>THBIIYE>T 9 3> % CloudFormation 77 L—KIC
EBMTZ2HLENHYET,
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® Note

CloudFormation 7> 7' L— N ORABOFEMIC DOV T,

LTSEEL,

'T>7L—bhtE023>, #2388

£, 77L—KrTU—23 2 BI0 AWS Ground Station 7L 7 4 ¥ 2 A1) A~ CloudFormation
DIVE T3 ERELET, KV, AmazonEC2 A VAR ADEF 1T 145
W=THNTLTAVYIOR)ANEHEICSBTEDLSICBYET, 7L7AVYIRAVANOEAD
FHMICOVTE., ") Z#8BL T EEWAWS Ground Station T— T > M2k % VPC B 7E,

Mappings:
PrefixListId:
us-east-2:

groundstation:

us-west-2:

groundstation:

us-east-1:

groundstation:

eu-central-1:

groundstation:

sa-east-1:

groundstation:

ap-northeast-2:

groundstation:

ap-southeast-1:

groundstation:

ap-southeast-2:

groundstation:

me-south-1:

groundstation:

eu-west-1:

groundstation:

eu-north-1:

groundstation:

af-south-1:

groundstation:

pl-087f83ba4f34e3bea

pl-0cc36273da754ebdc

pl-0e5696d987d033653

pl-03743f81267c0a85e

pl-098248765e9effc20

pl-059b3e@b02af70e4d

pl-0d9b804fe014a6a99

pl-08d24302b8c4d2b73

pl-02781422c4c792145

pl-03fa6b266557b0d4f

pl-033e44023025215c0

pl-0382d923a9d555425
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Parameters £ 3> Tldk, RO/NTFXA—ZRZEBMLET, CloudFormation 1>V —ILZFEAL
TAERY I RERTDEEIL, ChSsDEEZEBELET,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName

ConstraintDescription: must be the name of an existing EC2 KeyPair.

AZ:

Description: "The AvailabilityZone that the resources of this stack will be created
in. (e.g. us-east-2a)"

Type: AWS::EC2::AvailabilityZone: :Name

ReceiverAMI:

Description: The Ground Station Agent AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(® Note

F—RTZMERL., Amazon EC2 EC2Key/NTX—ZDRBBIZEETDIHEN BV FT,
Amazon EC2 A VARV ANF—RT ZERT D 2SBL T EEV,

& 5I(2, CloudFormation AZ Y JOERKIC, ELWU -3 EEOD AMIID Z2EET %
MREHFHYET, TAWS Ground Station Amazon X4 X— (AMIs), #SBLTL K
=L,

BYDTTL—RAZRYRNE, 7L —HFOVY—RAE0923VICEBLET
CloudFormation ,

Resources:
# Resources that you would like to create should be placed within the Resources
section.
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Amazon EC2 1 VARV AILE—DBENAZERETI T UAZEADE. E—ORBEFE/NA
NHdEeENDHYET, BHEF—FEE I3 T &I, AWS Ground Station T—2 T2 ~
T AmMazonEC2 A VAR A&ZEY NFPYZTULTEREL., 1 2UEOF—Z2T70O—I RAKRA2 K
IN—T2ERTIHBENHVET, £9. AWS Ground Station T—= T > MDD Amazon VPC %
BRELET,

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
EnableDnsSupport: 'true'
EnableDnsHostnames: 'true'
CidrBlock: 10.0.0.0/16
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

PublicSubnet:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref ReceiverVPC
MapPublicIpOnLaunch: 'true'
AvailabilityZone: !Ref AZ
CidrBlock: 10.0.0.0/20

Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent Public
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref ReceiverVPC
Tags:

- Key: Name
Value: AWS Ground Station Example - RouteTable

RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
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Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PublicSubnet

Route:
Type: AWS::EC2::Route
DependsOn: InternetGateway
Properties:
RouteTableId: !Ref RouteTable
DestinationCidrBlock: '0.0.0.0/0'
GatewayId: !Ref InternetGateway

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: AWS Ground Station Example - Internet Gateway

GatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
VpcId: !Ref ReceiverVPC
InternetGatewayId: !Ref InternetGateway

(@ Note
AWS Ground Station T—> I R THR—REhTUVS VPC EREDFMAIC OVTIE, AWS
Ground Station "T—> I NOEH#H-VPCH, 2B LTLSEZT L,

LET,

kg
wit

K, L—/N—AmazonEC2 A1 VAR A%k

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# This is required for the EIP if the receiver EC2 instance is in a private subnet.
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# This ENI must exist in a public subnet, be attached to the receiver and be
associated with the EIP.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !'Ref PublicSubnet

# An EIP providing a fixed IP address for AWS Ground Station to connect to. Attach it
to the receiver instance created in the stack.
ReceiverInstanceElasticIp:
Type: AWS::EC2::EIP

Properties:
Tags:
- Key: Name
Value: !Join [ "-" , [ "EIP" , !Ref "AWS::StackName" ] ]

# Attach the ENI to the EC2 instance if using a separate public subnet.
# Requires the receiver instance to be in a public subnet (SubnetId should be the id
of a public subnet)
ReceiverNetworkInterfaceAttachment:

Type: AWS::EC2::NetworkInterfaceAttachment

Properties:
DeleteOnTermination: false
DeviceIndex: 1
Instanceld: !Ref ReceiverInstance
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# Associate EIP with the ENI if using a separate public subnet for the ENI.
ReceiverNetworkInterfaceElasticIpAssociation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId: !GetAtt [ReceiverInstanceElasticIp, AllocationId]
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
Type: AWS::EC2::Instance
DependsOn: PublicSubnet
Properties:
DisableApiTermination: false
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IamInstanceProfile: !Ref GeneralInstanceProfile
ImageId: !Ref ReceiverAMI
AvailabilityZone: !Ref AZ
InstanceType: c5.24xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup
SubnetId: !Ref PublicSubnet
Tags:

- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
# agentCpuCores list in the AGENT_CONFIG below defines the cores that the AWS
Ground Station Agent is allowed to run on. This list can be changed to suit your use-
case, however if the agent isn't supplied with enough cores data loss may occur.

UserData:

Fn::Baseb4:

Fn::Sub:
- |
#!/bin/bash
yum -y update

AGENT_CONFIG_PATH="/opt/aws/groundstation/etc/aws-gs-agent-config.json"
cat << AGENT_CONFIG > "$AGENT_CONFIG_PATH"
{
"capabilities": [
"arn:aws:groundstation:${AWS: :Region}:${AWS: :AccountId}:dataflow-
endpoint-group/${DataflowEndpointGroupId}"
1,
"device": {
"privateIps": [
"127.0.0.1"
1,
"publicIps": [
"${EIP}"
1,

"agentCpuCores": [

24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,72,73,74,75,76,77,78,79,80,81, €
]

3
AGENT_CONFIG
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systemctl start aws-groundstation-agent
systemctl enable aws-groundstation-agent

# <Tuning Section Start>
# Visit the AWS Ground Station Agent Documentation in the User Guide for
more details and guidance updates

# Set IRQ affinity with list of CPU cores and Receive Side Scaling mask

# Core list should be the first two cores (and hyperthreads) on each
socket

# Mask set to everything currently

# https://github.com/torvalds/linux/blob/v4.11/Documentation/networking/
scaling.txt#L80-L96

echo "@reboot sudo /opt/aws/groundstation/bin/set_irq_affinity.sh 'Q0 1 48
49' 'ffffffff, fEffffff, FffFfff' >>/var/log/user-data.log 2>&1" >>/var/spool/cron/root

# Reserving the port range defined in the GS agent ingress address in
the Dataflow Endpoint Group so the kernel doesn't steal any of them from the GS agent.
These ports are the ports that the GS agent will ingress data

# across, so if the kernel steals one it could cause problems ingressing
data onto the instance.

echo net.ipv4.ip_local_reserved_ports="42000-50000" >> /etc/sysctl.conf

# </Tuning Section End>

# We have to reboot for linux kernel settings to apply
shutdown -r now

- DataflowEndpointGroupId: !Ref DataflowEndpointGroup
EIP: !Ref ReceiverInstanceElasticIp

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- AwsGroundStationAgentEndpoint:
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Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
EgressAddress:
SocketAddress:
Name: 127.0.0.1
Port: 55000
IngressAddress:
SocketAddress:
Name: !Ref ReceiverInstanceElasticIp
PortRange:
Minimum: 42000
Maximum: 55000

F7/=. AWS Ground Station A" 7 170> ~Z Elastic Network Interface (ENI) Z¥EK TEBD L SIZT
I, BYARVD—, O—JIL, ZAOA77AIILEHBETT,

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- CidrIp: 0.0.0.0/0
Description: Allow all outbound traffic by default
IpProtocol: "-1"
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
Description: Allow AWS Ground Station Incoming Dataflows
ToPort: 50000
FromPort: 42000

SourcePrefixListId:
Fn::FindInMap:
- PrefixListId
- Ref: AWS::Region
- groundstation

# The EC2 instance assumes this role.
InstanceRole:
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Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM
- arn:aws:iam::aws:policy/AWSGroundStationAgentInstancePolicy
Policies:
- PolicyDocument:
Statement:
- Action:
- sts:AssumeRole
Effect: Allow
Resource: !GetAtt GroundStationKmsKeyRole.Azrn
Version: "2012-10-17"
PolicyName: InstanceGroundStationApiAccessPolicy

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

# The IAM role that AWS Ground Station will assume to access and use the KMS Key for
data delivery
GroundStationKmsKeyRole:

Type: AWS::IAM::Role

Properties:

AssumeRolePolicyDocument:
Statement:
- Action: sts:AssumeRole
Effect: Allow
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Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:${AWS::Partition}:groundstation:
${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action: sts:AssumeRole
Effect: Allow
Principal:
AWS: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:root"

GroundStationKmsKeyAccessPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- kms:Decrypt
Effect: Allow
Resource: !GetAtt GroundStationDataDeliveryKmsKey.Azrn
PolicyName: GroundStationKmsKeyAccessPolicy
Roles:
- Ref: GroundStationKmsKeyRole

GroundStationDataDeliveryKmsKey:
Type: AWS::KMS: :Key
Properties:

KeyPolicy:
Statement:
- Action:

- kms:CreateAlias
- kms:Describe*
- kms:Enable*
- kms:List*
- kms:Put*
- kms:Update*
- kms:Revoke*
- kms:Disable*
- kms:Get*
- kms:Delete*
- kms:ScheduleKeyDeletion
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- kms:CancelKeyDeletion

- kms:GenerateDataKey

- kms:TagResource

- kms:UntagResource
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"
Resource: "*"

- Action:

- kms:Decrypt

- kms:GenerateDataKeyWithoutPlaintext
Effect: Allow
Principal:

AWS: !GetAtt GroundStationKmsKeyRole.Arn
Resource: "*"

Condition:
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action:

- kms:CreateGrant
Effect: Allow
Principal:
AWS: !Sub "arn:${AwS::Partition}:iam::${AWS: :AccountId}:root"
Resource: "*"
Condition:
ForAllValues:StringEquals:
"kms:GrantOperations":
- Decrypt
- GenerateDataKeyWithoutPlaintext
"kms:EncryptionContextKeys":

- sourceArn
- sourceAccount
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId

Version: "2012-10-17"
EnableKeyRotation: true
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AWS Ground Station 5% E

COEIVIIVTREREDER, RBAEEZRLET,

BB NS Y VDERREZITSICIE, tracking-config "B ETT, A—NKRFYHELT
PREFERRED Z&R3 2 &, U FILREN M ELETH, JPSSA TT7IXUAOREN+9T
HdEH, DTFIIREZR/EIXLEREHYEH A,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:
Autotrack: "PREFERRED"

BENACEIVT, BEBHERTFUTFLIVULIBRE, IV KAV NOFBEESET
BF—270—IY RRAY NI L—TESBIBF— 2 7O—I2 RKRA Y NREEERT BLE
KHYET,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink WBDigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 100
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"
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# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Terra Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station Sv<3>7’O774)

CcOtEU2arvTRIVAVITOT7AINEERTS. RBFEERLET,

BEMNITOSNLEREN TELDT, ThoZFEALTTF—RT7O—ZBETERT, BUDODNTAX—
ZCGETF7FINNEZEALET,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: !Sub 'JPSS WBDigIF gs-agent EC2 Delivery'
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 120
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
StreamsKmsKey:
KmsKeyArn: !GetAtt GroundStationDataDeliveryKmsKey.Arn
StreamsKmsRole: !GetAtt GroundStationKmsKeyRole.Arn
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FEHD

FROVY—-RE2FERATIE, FUR—F 10l OVWTnHAHASORBT—REBEEDOLD
(CJPSS-1 AR IVKRNZEARATD1—)LTEBKSICKYEL = AWS Ground Station AWS Ground
Station O —> 32,

LT, CcOtO2a>THBATIZIINTOIUY—RA%Z 1 D0 CloudFormation 7> 7L —KNICEE
BT ITL—RTT, CcOTUTL—BME TEEFEHRTE £ CloudFormation,

EWSZBID CloudFormation 7> 7 L —
NRDirectBroadcastSatelliteWbDigIfEc2DataDelivery.ymllk, Aqua., SNPP, JPSS-1/
NOAA-20, Terra END T X)L EERE DiglF) F—2E2 T IEXRLKZETEDILSICKFTENT
WET, ChiZlk, AmazonEC2 1 AR A&, AWS Ground Station T—> 12 hZFRAL TE
O DigF #AL YV N7O—RFYARNTF—REZET S LHICHEK CloudFormation J Y —ANE
FhTVET,

Aqua., SNPP, JPSS-1/NOAA-20, Terra "7 AV MCHAVR—REATVEVESE. T 25
/Hﬁ l/ T < 7;._ ’?:THE*AﬁO

(® Note

FOTL—NITOEARTBICIE., B3 AWS BB Z /A L T Amazon S3 /N v
NEFAR—FAITTBDHAERI—ILTIEALET, LTOUITRKR, V=23
Amazon S3/NNT Y R EFEAHLTVWET, us-west-2)—2a>1—REZEEL T, AZY
2 Z{EMK T % CloudFormation X592 —>3 >R LET,

TS5IC, ROFIETIE YAML Z2FRALET, =L, 77 L—KE YAML X & JSON
FEXOBMETHERATEET, JSON ZFEATBICE., To7L—rEHXTO—RT
B.json&EIC.yml7 7AI)NILERFE ICEEWAET,

ZEEALTTV7L—hESDVO—RTBICE AWSCLL, ROON RZFEALET,

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/agent/ec2_delivery/
DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml .

T7SOYTUTOURLICBELT, T7L—RE2OY—I)ILTRRBLVUADTDO—RTEE
T
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https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

RXMD')> % CloudFormation ZFERAL T, TTF 7L —NEEEEETEEXT,

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

TU7TL—RTREDLSBEMY —ANFERENTVERTA?

DirectBroadcastSatelliteWbDigIfEc2DataDelivery 77 L —NICik, LLTFOEMD Y —
ANEENTVET,

« L—=N—A AR AD Elastic Network Interface - (5413 &) Elastic Network Interface &,
REENTVSIHEE. PublicSubnetld TEEENEYTRY MIERENET, Chlk, L—
N=AVABRVANTZAR— YT XY NMCHBDBEICHETT, Elastic Network Interface &
EIP ICBhE[HFSh, LY—N—A2VARVAILTRYFENETT,

« LY—=N—A AR AD Elastic IP - AWS Ground Station A"$###t 9 % Elastic IP. Il &),
L>—NN—A 2 AR AFK & Elastic Network Interface IC7 2 Y FENE T,

« XOWTF A D Elastic IP BIEAT T :

« L—=N—A42V AR AL Elastic IP O BEEST T - PublicSubnetld A"EEE N TVERWIEE
®. ElasticIP ELY—N—A VAR AOBEN T, ZTOLSHIZIE, Subnetld A/NT VY T4
TZYNESBIIBENHYET,

« LY—=N—4A 2 AR AD Elastic Network Interface & Elastic IP ) BgE{¥ (+ - PublicSubnetld
FIEEETNTVWBEE, ElasticlP &L 2—/N\—4 2 AR AN Elastic Network Interface @) B8
E T

« ( #A7> 3>) CloudWatch Event Triggers - AWS Lambda L\ &1 AWS Ground Station @ &%
(2 (2K > TEFE Nz CloudWatch Events ZFEAL TRV AH—2 BB, AWS Lambda B8#K
&, L>—N—AVAZRVAZEEHL, #7230 TELELET,

« ( #7°23>) Amazon EC2 Verification for Contacts - Lambda Z £ L T, SNS @& % DE&
%D Amazon EC2 4 ARV A (BET) ORI AT LAZRETHA S>3, BEOFERRR
ICR2TR, BENfNRETDIIEMNI BB EICERLTLSEZL,

s BIMOZYv2ar7O774I)-BMoNT VY o7 0—RF* ¥ ANFE (Aqua. SNPP, Terra)
NIv>ar7aO774 ).

s BMOTTFEOIOBRE-BMONT VY 70— RF+ ANFE
(Aqua., SNPP, Terra) DF > TFH I )2 UE,
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CODTVTL—RNTREFEDEENTA—BZNFANERTT, ChSONFTX—R2EFERITRE,
ZhsS OEET AWS Ground Station I<IC ZBRICEATEELET, COTVTL—hZ2EATS
AWS Ground Station £ Z(IC ZFRAT3ICE, MBEOEZRETHIHXERFHYEHA, £EL., EZ
HDARIAALT, I—ART—AICEDETT T L—NEZFERATDIELEETEET,

F— A ECTEETEETN?

TF—R7A—TIYRRAVKNITNL=T, TOTL—RNTHERENBILI—N—AVAZAD
RYRND=DAB—TIA AZFERATEIELDIIREENET, LZ—N—AAZV AWK AWS
Ground Station T—> I hZFAL T, F—X70—I2 RRAV NTEZREnlzAR—BN AWS
Ground Station T A 57— AN —LZZEFELET. T—R7O—TIVRRANTIL—T D5
EOEMICDOVWTIE, TAWS:GroundStation::DataflowEndpointGroups Z8BL T EF&EVW, I—
TSI NOFEMIZOWTIE, AWS Ground Station AWS Ground Station " T— I Rk, #5
BLTLSEZL,
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NZTNZa1—FT42T

ROKFIXY MG, OEAPCRETBTREOSSBEONSTLY 1—F 1 VT LRI E
9 AWS Ground Station,

RNeEY D

« Amazon EC2 ICTF— 2 ZBETIRVELEORNZ TN 1 —F12 T

s RBMLEBVWEDEO NS I a—F12Y

« FAILED_ TO_ SCHEDULE OV 2V KNOKZ TN a—F127

« DataflowEndpointGroups A IEE THEVREDNZ I a—FT142 Y

c BUBIT7IXVAOKNS TN 21 —=F427

s FTREZELEADEBVEDEORNT TN 21 —FT12T

s TLAXNVUDOKNS TN a—TF12Y

Amazon EC2 ICTF—RZFEITH RAVEHLEORNT TS 21—
TAT

AWS Ground Station BIWEDHHEZEEICT T TERVWEHESIE. AmazonEC2 41 VAR AN TS
nTW\Wale, F—E27O0-I2RERAVRNTTIVT—=2a3a 0 RTEATVDBCE, BLRTF—2ZR

JO—IVRRARNTTIT—=232VDOAN)—LNFELKBREENATVD L ZRFBITIHEN
HV)ERT,

(® Note

DataDefender (DDX) l&, TREYR—RENTVWBITF—XT7O—IV RRANT T
JT—>23>0HlTF, AWS Ground Station

Bl SR

ROFIETIE, AMazonEC2 A VARV AN T TICEY RTFYTENTVWA ZEZRIEELTVE
9o TAMazonEC2 A ARV A%t Y N7 Y 79 5IZI& AWS Ground Station, "B AEE,L 25
BLTLSEEL,

Amazon EC2 ILF—RZEEITZRVEDEORNT TN a1—F142 Y 249
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ATYTLEC2AVARVANRITENT VWD L ZHRT

ROFIEF, 0>V —I)LT Amazon EC2 1 VARV AZ#H®REL ., RITEThTVEVERICERHTS
FEZRLTVET,

1. NSTNSa1—F 12032 EBEEICERAENE AmazonEC2 1 VAR AZ RO E T, UL
TOATY TZ#ERALET,

a. CloudFormation &Y< 17;R—RT, AmazonEC2 A VARV ABEBULARY V= BIRLF
9,

b. [UY—R]Z7#9UYUL., AmazonEC2 41 VAR A% [WRE ID]FITO—RNZ>
H—DIDEIVIVYILET, MRR)ITA AR AFEREATVD L Z2MERRLE
£

c. [E D)% T, AmazonEC2 1 VARV AN U ZBIRL EF, Amazon EC2 YR X
RAVY=IIHNRRENET,
2. Amazon EC2 YN ZXTI X NIV —)L T, Amazon EC2 @ [1 2 AR AMIREE] A [E1TH] I
BO2TVWBELzZBIEBLET,

3. AVABVANRITHDOHERE., ROATYTILERET, A VARV ANFRITENTVAEVE
Bl AOFEZEALTA VAR AZBELET,

Amazon EC2 1 VARV AZBIRUVRET, [ToO23V] >[4V AZ ADIREE] > [B
] DIEICEIRLE T,

ATYT7 2. AR T—27O0—T7VT—232 04T ZRETD

T — X BE{EIC AWS Ground Station T—2 T M ZEFEAL TWSHEE. AWS Ground Station

"T—IRNORNZ TN A—FT4200 023 ICURALIRNULTLKEESY, ThUADE
& &, DataDefender (DDX) 7 77U —>a> & ERAL TVW3AHE A, (C# & F 3the section called
ATV 3 T—R7A=T 7V —=23a 0 FRTEATVD L ZBERTD

ATV 3 F=R7O0—T7UT5—23 > FETEhTVWD & 2HER
7]
DataDefender D AT — R A%ZRKRILTSICIE. Amazon EC2 DA VAR AICEGT A HEN HY E

To AVAZVANOEROFMIZOVTE., "Linux 1V AR ANDER Z2RLTLEE
W

ATYT1LEC2A VARV AN RIFTENTVWB L 2 MBI 250
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ROFIETE, SSHIZA T RTOAR REFALENZ TN I—FT AT OFIRERLE
ER

1. —ZFIIFELEFOAY RO N2FE, SSHZFEAL T Amazon EC2 1 VAR Al
#EHL £ 9, DataDefender VI 7 Ul ZRARTDEHIC, UE—RKANDR—K 80 ZEix
LEFT, UTFTOONU R, SSHZEFEAL T, R—RNEENBHMICE>TVWBIEXZEZENLT
Amazon EC2 1 VARV AICERT B HEZTRLTVET,

® Note

<SSH KEY>, <BASTION HOST>, & & T <HOST> [&. BFE®D ssh ¥—, BHABKA
RB., BRP AMazonEC2 1 VARV ARARNBICEEMADLENHYET,

Windows DIE4&

ssh -L 8080:1localhost:80 -o ProxyCommand="C:\Windows\System32\0OpenSSH\ssh.exe -o

\"ForwardAgent yes\" -W %h:%p -i \"<SSH KEY>\" ec2-user@<BASTION HOST>" -i "<SSH
KEY>" ec2-user@<HOST>

Mac D354

ssh -L 8080:localhost:80 -o ProxyCommand="ssh -A -o 'ForwardAgent yes' -W %h:%p -i
<SSH KEY> ec2-user@<BASTION HOST>" -i <SSH KEY> ec2-user@<HOST>

2. DataDefender (DDX £ &M END) FRTENTVDREZRAETAICE. HATddx &WS
BEINOERFTZ7OAD grepping (FI VYY) ZETLET, RiTHO7O0RZITLYEVY
(FIVvO)TBLEOOAN RERBILEHIHIZUTICRLUET,

[ec2-user@Receiver-Instance ~]$ ps -ef | grep ddx

Rtlogic 4977 1 10 Octle ? 2-00:22:14 /Jopt/rtlogic/ddx/
bin/ddx -m/opt/rtlogic/ddx/modules -p/opt/rtlogic/ddx/plugins -c/opt/rtlogic/
ddx/bin/ddx.xml -umask=077 -daemon -f installed=true -f security=true -f enable
HttpsForwarding=true

Ec2-user 18787 18657 © 16:51 pts/0 00:00:00 grep -color=auto ddx

DataDefender T hTWVWBEEIE. "TEFhLIDthe section called “AT Y 7 4: F—Z 7
O—F7Ur—Y 3 ANU—LFBEENTVDC L ERRBI B BAR, ROATY T
HET,

ATV I F—=R7A—TF7VT—>3 U FRTEATVD 28R T 251



AWS Ground Station I1—H—HA R

3.

LTFnIOXY > REFEHAL T DataDefender Z# 2L £,

sudo service rtlogic-ddx start

N> ROERA%IIC DataDefender AETE N TVWBHEEE. TS Dthe section called
ATV 4:F—27O0—TF7TV5—2a32 0 ARN)—ANBREENTVR L EZRRETZI5E

F. ROATYTIERATT,
BLToOXR RZFERALUTUTOT7 74 )L %2%EL ., DataDefender DA AR—)LEREHIZ
IS—NRELEDNESHZERLET,

cat /var/log/user-data.log
cat /opt/aws/groundstation/.startup.out

® Note

chsO77A4INERELEEEZICREE NS KV BEER., Amazon EC2 41 AR
VANRITENTWS Amazon VPC IZ Amazon SSAD T I AHFAN BV EDHIZ A
DAN=NLTTANEXDO—RTERVWCETT, CNHABETHZH AN OTT
YIBAL =8BE Ik, EC2A4 ARV AM Amazon VPC £ EF 1 VT AT —TDRE%E
FIVILT, Amazon S3ADT VAN 7OV IENTVWAEWZ L ZRBRELET,

Amazon VPC REZ L #&I(C DataDefender FERITENATVRFER., "1 CHEKAFETthe
sectioncalled “A7Y 7 4. F—R270—=T7 V75— 3 AR ) —LAFBREENTVD LR

T2, BMEIfBRLEVEEE. AWS HR—KMCEEL, BEOHRBZRATOT 774
ILEEELTLSEZV,

ATY T 4 5"‘—’5’75—77°U T—232ARN)—LANEEENTVSC
tEEEFVb\

1.

DIJTS5OHT, 7 RLA/N—IC localhost:8080 £ WS 7 RL A% AHL T, DataDefender
DIJ1—Y—AR—TIA AT IEALET, XIC, Enter ¥F—Z#HL E 7,

[DataDefender] & ¥ = 2 7R— R T, [Go to Details (N H) 2:8RL £,
AR)=LDVARNDSARNI—A%ZEIRL, [EditStream (AR —ALZHHE)] 2:BIRLET,
[Stream Wizard (AN =LAV A HF—RN XA FTOTRY VAT, ROBEZITVET,

ATV 4 F—=R7O-TF7TVT5—23 AN —LAFBREENATVR L Z2ERT 252
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a.

C.

[WAN Transport] (WAN K> A7R—RK) R4 2T, [Stream Direction] (A~ —AJE) A
[WAN to LAN] (WAN #'S LAN) LB EEhTWB e 2BRALET,

[Port ((R—RN)]ARY VAT, F—R7O0—ILY RRANTI—TRIZIEIRL = WAN
R—KHFETRDCEZBALET, 72N TR., COR—KF 55888 T, TN
#. [Next] ZZBIRL F T,

Stream Wizard

&= - = |
WAN Transport Local Endpoint Finish

Configure DataDefender to communicate across the WAN

Stream Name [ R E ©
Stream Direction IS EREENY ~

WAN Transport 1

(1]

Enable Multicast g

> o (G

[Local Endpoint (A—AJIL I RIKRA 2 N RA 2T, [Port ((R—RN)]RY ZAIZEM
BR—RNFHDEEZEIELET, T7A4IINBNTR., COR—BNIE 50000 TT, ch

l&. DataDefender #* AWS Ground Station H—E AN S F—X22Z2ZELLRICT—22Z2F
BIBDR—BNTT, TDOE, [Next] ZERLET,

ATV 4 F—=R7O-TF7TVT5—23 AN —LAFBREENATVR L Z2ERT 253
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Stream Wizard

s +>= [
WAN Transport Local Endpoint Finish

Configure DataDefender to communicate with a local endpoint

Local Endpoint 1

Protocol uoP M o

Enable Multicast g

o
Local Consumer IRV TR °
LU 50000 °

¢ oo > oo (G

d EEZELLEBER. BYDAXZ1—TFinish(ET)] ZBRLET. ThUADEEE,
[Stream Wizard (AR —LDAHF =R XZ1-HDS5F ¥+ EITEXRT,

Zh T, Amazon EC2 4 > A& > A& DataDefender DH AN RITE N, TF—REZETILSIC
BEYICEREENTVD ZEANERENEL 2 AWS Ground Station, rthe section called 7\7'17
5: LY—N—AVARVA BRI YT XY NCTDBHERTURERIP T RLAN D &L EER
27 ICHERET,

ATYT7T 5 LY—N— 4/7\9/7\(@%{7)"1'77“1 NEtT o7& EA TR
BIPTRLAN®HD =AY

RXOFEE, >V —=)LDO Amazon EC2 BEEBEA AR ATHERATEER IP 7 RL AN =R
2HFEERLTVET,

1. NSZTN21—F420FBBVEDLEICERAENE AmazonEC2 L —/N—4 2V ARV AT
Elle UATORTYTHFEHLZET,

a. CloudFormation &Y< 17;R—RT, AmMazonEC2 A VARV ABEBULARY V= BIRLF
9,

b. [UY—R]Z7%Z0JYU0L, AmazonEC2 1V AZ> A% [RE ID] FITO—RNT>
H—OIDEVIVYILET, IRR]FTA VAR ANMMERENhTVWER L &2ERELE
9,

Ezé; TE5ELY—N—AVARVA (EHA) Y TZY NI+ BERATEZ IPTRLAN BB L% 254
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-

c. [¥E D)% T, AmazonEC2 A VARV AN > U &iEBRLEF, Amazon EC2 ¥ X
RIAVYIY=IIHFRRENET,

2. Amazon EC2 N XX RV =)L T, AmazonEC2 L>—N—A2AZXRVADA VAR
ABMEOH7ZYNIDUOZB20TOIVYOLET, ChiZkt), X592 Amazon VPC
BEEIOYV-ILICBELET,

3. Amazon VPC BRIV —IT—HITHH T XY h&BIRL, 7Y NOFMTERATRELR
IPv4 7 RLAZREIELET., COEN. 2O AmazonEC2 L>—N—A VAR A%ZERTS
F—RT7JO—TIVRKRANEBUBTHEVEEE., ROBEELZITVET,

A4 K

X

a. CloudFormation 7> 7'L—ROXET2H 7 XY N CidrBlock D4 AZELLEHLE
T U7XV NOH A XRENEHM-DVWTIE, "H7ZYRNCIDR7OY Y, #5BLT
<EEV,

b. BE#H&E N CloudFormation T 7 L—RZ2FERALTAZRY OV 2BF7O0/4MLET,

BEARLBEVEEE, AWS HR—KNIZHBLEDELEZL,

XBLUEBVWEDEORNZ TN 21—FT1420

A Y —AREDRBE AWS Ground Station 22 &, IRV MNDODR—IFIIAVEIRNA
T—R AW FAILED 2BV &ET, AU NN FAILED IZB2RERELD —MHWEFERBlE, NZ
TN a1—F AT RIDFIEEATICRLET,

(® Note

COHARIE, BIZOAVEZYUKMDFAILED AT —2AER/KELTH

V). AWS_FAILED., AWS_CANCELED, FAILED TO SCHEDULE ¥ DOt KB AT —
BAERRELIEEDTRHYERA, AVERINDAT—EZADOFMICOVTE., Tthe
section called “AWS Ground Station BWEDEBEARAT—R R’ ZZRL T EE L\,

TF—27O0—I2RRAZNORBROI—-AT—A

LTR, F—270-I2RRAMR-—ADTF—ETO-DBEVEDEAT X AN KK T S A6
MHFHD-—RNBEI—AT—ADJARNTT,

s F—R7O—I2RRAVNFERENAEEA -1 DU LEOFT—2T70O—0 AWS Ground Station
TUFFEeF—R7O0-IY RRAY NI L—THEOBERRIE hERATLE,

KBLUEBVWEDEORNS TN a1—F142Y 255
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F—RTJO—I RIKRA NOEGENFEND -1 2L LEOF—270—0 AWS Ground Station 7
OTFFEF—RT7O0-TIVRRANTIL—TEOELES. BULELEORBIKBRICEIZAE
L,

e F—RT7O-IVRRAVMNOYTZY NCERTEERIP 7 RLANF®HY EEA. AWS Ground
Station®F—AREEVI1—23 @, BEEAVAZRAOYTXRY NMCERTRELR IP 7 RL
ANBEVNESD, T7TAR—=—NZRYRND—=DJIZENI ZERTEEB A,

« Dataflow T RRA > RNOHT XY NAEMTT, Dataflow T RIRA > NI IL—FTHEEE L
EEEENLEYTRYNCTIEATERV LS, AWS Ground Station®DF—2EEY ) 1—
AT TAR=RNZRYRND—=DIZENI ZERTEE B A,

F—RT7O—IVRRAVNOEBEENRELLEBEE. UTZHRBIZ2658HHLET,
« ARV NEBEBZXYEIC, ZEAO Amazon EC2 4 VARV AN ERICEEL 22 & ZHER
LEXrT,
s BVEDLEBRICF—RTO—IVRRAVRNIYTRNIVITHABRBLTVSREZHELET,
s LY—N—AVARVAYTRY NI LKL, F—R27O-IVRRARNZEIDBLLEE 1D
DEATEZIP 7 RLANF HBEZHALET,
THREEThETF—X7O—%EL T, Dataflow Endpoint Group IBBEM TSNl T XY KA

TOT 147 TERATEEAMazon VPC DY K7V T ERETHD & #MHEL ET AWS Ground
Station,

KWEEHWBE NS TN 21 —F 4 JFBICOWVWTE., TAmazonEC2 ICF—2%2FETAHEVE
HDEORNSTINa1—F14200, 093> ESBLTLSEEL,

AWS Ground Station T—J 1 M KRBUEI—AT—A

Agent R—ANT—R7O—TIAV RV RNAT—RAN FAILED ICB2 &N BB KIS I—A
T—R%Z, LFICRLET,

« AWS Ground Station T—2 T2 MARBEAT—XA -1 20 ELOF—270—-0F—270—T
VRRAVKNIN—TOF—RBEEFA—T AN —232F2T I ME, AT—FRAELE
EICHE L FH A AWS Ground Station, cDAT—RADEHHIE. VX0 MR TRZI O L
NICIThNET,

« AWS Ground Station T—> 1 NEIRIEE -1 DU EOF—2 70— 0O F— 2 EE % Dataflow
Endpoint Group TH—4ARNL—>3 292 I 12 MNE, BAVEDLEORBEZXY)IE<HEH
BEhEL ik,
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AWS Ground Station T— I RF—E27O0—DEBEANRLELEBEIF. UTE2HRETHEED
EHLET,

s VRO NBEBBIEZAXVYEIC, ZE/ O AmazonEC2 1 VARV AN EEICEE L - 2 & 2 H#ERR
LET,

s VRV NORBIEIV RV RNRIC, Agent 77T —2 a2 A RBEBLTRITHRTH Ll L%
WELET,

« Agent 777U r—>32 & AmazonEC2 A VAR VAN, ARV RNETHS 15 HEAICT v v
KA ENTWAWCEZRERELET, ChiZkV), Agent & AWS Ground Stationlc A7 —24&
AZBRETREOIC T BERHEEZRRTEERT,

KYEEHNBRNTS TN 1—FT AV TFIRICOVTE, "Amazon EC2 ICF— R ZEETHEVE
DEORNZTIIN21—TFT1420, OO IVESRLTLKEZL,

FAILED TO SCHEDULE ORI NODKNZ TN —F4>2T

DY —ABREXRLEATFATLARNOEEZRETS . BLWEDE K FAILED_TO_SCHEDULE
IREET AWS Ground Station ## T L& 9, FAILED_TO_SCHEDULE JREETKTIT2 XU N

k. 723> TEBMOIOTF¥ARNerrorMessageAIC Z#RELE T, EHEAOHAICOVT
l&. DescribeContact APl 228 L TS EE L,

FAILED_TO_SCHEDULE &Y N %#5|ER T UEMN HD2— OB I1I—AT—A%, NZT7)
DA—FAVTICRIADFIEEEEICUTICRLET,

(® Note

CDHHA RIFE, I FAILED_TO_SCHEDULE BWEDEBAT—RAEZR/RELTH

). AWS_FAILEDAWS_CANCELLED, FAILED BEDIDEERAT—RXAZRREL T
WEBA,. IVEIMNDAT—ZAOFMIC DOV TIE, Tthe section called “AWS Ground
Station BWEDBAT—R A", Z5RBL T EEL,

Antenna Downlink Demod Decode Config TIEEE hERRERER—KEh
TLVEBA

COBEVWEDEBZART D 1—I)TBEHICERAEh IV a3 7O774)IICK, BMTHEV
antenna-downlink-demod-decode 2 EN H V) EL =,
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BE1Z® AntennaDownlinkDemodDecode % E

- antenna-downlink-demod-decode FRENZRIEZEEE NIEFZ S, AT 1—)LT3HIICLABIOE
EN—2alcO—INYOLET,

s CNIBEBFEORENERNEEETHDHE. FLRUMICRFEOREN EEICAT1—-)leh
B B2 IEBER. HL L AntennaDownlinkDemodDecode 3R EZ 7 R—RT B HFEICETS
RDATY TICRHVWET,

#1 LU <4ER & T /= AntennaDownlinkDemodDecode 5% &

HFLOLWEREZA>R—RTBICIE. AWS Ground Station ICEESBEVEHLEL FE
W, FAILED TO SCHEDULE K& TcontactIdi®TL 7= 2L AWS HIR—NTHT—AZERT
%

—MROBERZTNS1—F AV ITATYT
ERORNSTLY 1-F A I FIRTHENBRLE > LBE:
c BUIYy2ay7O774LEEALT,. OAVEIRORT Y 1-LEBRGT2H, B0V K

ORNBERATD1-)ILET, BEEODTFHNEZEICDOVTIE., TReserveContacty 2B L TL
= U\,

« ZMIVva>7O774I)®FAILED TO SCHEDULE AT —Z AN B|EHmERTRENDIBES
. AWS HR—KNICBREVEDELEE L,

DataflowEndpointGroups A IEE THE\VREORNZ T I 1—F 4
s

F—RJO—IT2 RIKRARNTIL—TH HEALTHY QREICHESHEVATREMN H B BHE, A NE
BYBREEEZUTICRLET,

« NO_REGISTERED_AGENT-EC2 /1 VARV AZEBELET., ChickVY, I—J 12 MABERE
NET, COFVTHULFRIITAICEK., B NO—F—RBRET7AINIDETHDEIF
BELTLKEEV, COT7AIDORXRENDFHEM-DOWVWTIE, TAWS Ground Station T— T K%
FRTH ZSRLTLEETL,

« INVALID_IP_OWNERSHIP - DeleteDataflowEndpointGroup APl ZfEA L TF—X 70—I > KRR
4> NTI—T7%HIE L. CreateDataflowEndpointGroup APl ZER L TEC2 1 AR > AIZE
ERFFSsnEIPTRLAER—RNZTTF—R7O—IY RRANITIIN—TZBERLET,
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« UNVERIFIED_IP_OWNERSHIP-IP 7 RL AR EERIAE N TVELA, RIAIFEHNICITONS
=, chilk, BENICHBRTSIETTI,

« NOT_AUTHORIZED_TO_CREATE_SLR-F7AHI U NC, #EBAHY—ERAICU Ve hizO0-I)%#
KT BERNFHYEBA. "Ground Station DY —ERAIC) > OchizO—)LZFHAT5 OKZ
TN aA—FT 14T DOFIEEBERL TSEEV,

BHBETTIXVAORNS TN 2—Fa42T

I7IXVAF—Z2% T Y 70O—RTSE AWS Ground Station, FEREIHIREED —
D70—NETEhET, RN KK TRDE, T7IXAVART—RARF ICZEDVY E

F INVALID, DescribeEphemeris LARY ANDI T —X v E—2 2k, BMEOEEEHRICKRILD
HHEBEBARRENET,

I7IXVAREIZ—ICDOVT

TI7 I XUAHNRBRIICEAKT S &, DescribeEphemeris API L AR A&, BEBEDOBHICRID 2
2ND7 1= RFEENET,

errorCode

REDKRILELZ—ZHBTHIEMEHEY) AR I—R, ChiE, 7O7ZLLCLKDIT—0E
ICERATEERT,

errorMessage

BEOHMBEBERECRBIZIAANAAZEE., ABFROHIRIALIZ—0OFHHA.

| T 7 T X ALK T S DescribeEphemeris L AR A D Hi:

"ephemerisId": "abcl2345-6789-def@-1234-567890abcdef",
"name": "My Invalid Ephemeris",
"status": "INVALID",
"creationTime": 1620254718.765,
"invalidReason": "METADATA_INVALID",
"errorCode": "OBJECT_NAME_MISSING",
"errorMessage": "Metadata field missing: OBJECT_NAME",
"suppliedData": {

"tle": {

"ephemerisData": "[...]"

EHEITIXVAORNT TN 1—F42Y 259
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}

TLEI7 T XUAD - EKRIAELS —
TLEI7IXVAOTY 7O—RECHKET D —BOBRIATIS—Z2RCRLET,
—BLEWVEEOHROVES

I5— "I7IXVACFEITHIEHENZOTESH, BENTShEHEOHEHZOJE
FSE—HLEEA

BORE: TLE 1T NORAD ID/FEENZOJ B SN BHEOHEHDZAOTBESE—HLTVWD LR
BRALET, DEOTESHEH TSN TVWEVEEZ00000IC ZFEALET,
BWEEHYE—3>

I5— "BEHENEIT7TIXVAOFEE—23a ONFNRFOVTIFLOAIT7IX)AEKREL
£ERD

BRARAEK. TLE F—ZNFELL, BMBHEZRLTWA 2B L ET, Ground Station (&,
FREEAFC Space-Track T7 I XUAZU 7 7L AELTHERALET,

OEMI7 I XVAD—BHBEKRIELS—
OEMI7IXVADTY7O—REICRETEI—BUBKRIELIS—EXRICRLET,
\BHBSRTL—LA

I5—: "REF_FRAME @GFHR—KREhTUVWELEA

BRE YR—REATVWBVUTIFZLYATL—LD 1 D2ZFEATBLIICOEM 7 7 A )L ZFHH
L &9: EME2000 X7z (& ITRF2000,

MBEATA—IRABYEEA
IZ—: "XBF—=8T714—)LRAHV EEA: INTERPOLATION

SRR INTERPOLATION 7 4 — )L R & INTERPOLATION_DEGREE 7 4 — )L R%Z OEM X &
F—=REo0avICEBMLET, ChsEk, PEREBRTOTTFRAVNBEZRER TS AWS
Ground Station = ICHETT,
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HR—REATOVWEVEBS AT A
IZ—: "TIME_SYSTEM BHR—KhEhTWEEA,

BREOEM 77 ALUNBALDATLELTUTC ZFEALTVA L ZBFLET,
HYR—KEATLWEV OEM N— 3>

TZ>—: "CCSDS_OEM_VERS FHR—KhEhTWLWEE A,

fRRE: OEM 77 A4 J)LA" CCSDSOEM /N—> 3> 20 #FALTVWA &2 ERELET,

FNEGEI7IXJAO—BHNBHRIETIS —
UTi, SUBEI7IXUAETY 7O—RTBEECRETD—BOARIIS—TF.
F/ ERF—RORE

I5—: "< &€ 1 DM AzEISegment (2 TimeAzEl 7 1 — )L RAEHELEEHATLE
AzEISegment |

RRE: ANBET—RAOEEIA NI, DBLEE 1 DOBARTRHTE /RS

THAEFEATVBR L ZHIELET,
BMHVAESR (E)

IT5—:AzElaz & -180 AL, 360 ELAT THIHEN HV)ET

FRIREE: HILAND [-180, 360] ELLATH D L 2HRBLET,
BNz LRAEESER (E)

IZ>—:AzElel & -90 AL, 0O EUTTHIBENHV) XY

FORE: FREAEN 90, 0] ELARNTHD L ZRBABLET,
ENBEFNAER (ZPT )

I5—:AzElaz & -pi AL, 2pi ST UVUTTHAILENHYET .

FERE: BNAN [-m2m ZOT UV HURATHZ EZRELET,
BUNEESAEER (ZTY)

TZ—:AzElel & -pil2 AL, pi2 DT AT THBIUENHVYET

FERE: BEAEN [, m2) ZPTVHURNTHB EZHBLET,

FUBEI7IXVAD—ROEHRIALS —
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SEE TR R fE

T 5—: TAzEISegment A ® TimeAzEl AzEISegment BB ik —RHBZIEF TH I HLEN H V) E
9

BRER: BEIX NOBEEABRRICENL TVSZEZ#ABLET,
EIXNOIEFIFEE>TVS

I 7 —: "AzEISegments must be temporally in order"

BRE: EIX MNNERVECEEEATVWSCEEBRELET,
TIOXNDEE

I5—: "™IBLIEE1D20ETA NOBEERf MO X NORKEEACEREL TVE
N

BRE: BEIANCEELBV—E0BBEERANf D EE2BRELET, 1 20T XY
RendTime® &, XDEIT X RstartTimeD Z2BZX 2 EWRFTEXREA,

RSTN21a—F142TOARFTY S
T7IXUANRIEICKEBLEBEE. LTOFIEICH > TRHAEZHBRLET,

1. T7T XA ID %##MAL T DescribeEphemeris 2L, errorCode& ZHBL F
JerrorMessage,

2. RBMULEREEF I Y OICEIREMNABFHMAICOVTRE, IZ7—XvtE—TJZ@BALTKESE
W,
B IVIXVAF—BTRESNI-BEZEELET,

4. CreateEphemeris ZFAL T, BEThEF—XZECHLLVITJIXUREZT7Y7O—RLE
CB

5 iLOWI7IXYADAT—R AN ENABLED REEIZARBDETEZZUILET,
6. FEICK 2 EFA . DeleteEphemeris ZAL TEMBEI 7 I X AZHIBRLET,

E2BIZ—OA—RUTT7LVA

LTo+02a3a>Tlk, T7IXJARBRANRBLUEBEICRENDAEEOHZDITANT
MerrorCodefEZ &L ANJ)linvalidReason ATV BIICBENICYNYE I LET,
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EM/3EH: METADATA_INVALID

ChENIZT—RBF, BAXETF—2T74—)LRFXFELTVEL, EXANELLZEVWA, IT7T XV
AT—BRICHR—PFENTLVBWVENEEATVRIBELCRELET,

I5—O—k

MISMATCHED_SATCAT_ID

OEM_VERSION_UNSUPPORTED

ORIGINATOR_MISSING

CREATION_DATE_MISSING

OBJECT_NAME_MISSING

TSI ONID X%

REF_FRAME_UNSUPPORTED

REF_FRAME_EPOCH_UN
SUPPORTED

TIME_SYSTEM_UNSUPPORTED

CENTER_BODY_UNSUPPORTED

INTERPOLATION_MISSING

IS5—Xvt—

TLEI7IXVALFEIZPHEEHZOTESH, BE
FTSNEFHEOHENROVESE-—HLFEA

OEM I 7 T X!)ACCSDS_OEM_VERS @ IFHR—hKr&
NTLVEEA, HR—RNENTVB1E: [2.0]

ORIGINATOR AYA—T A4 —)LRAOEMI7IXJA
CHhYEEA

CREATION_DATE AYA—T74—)LRAOEM I 7 I X
DACHY)FEEA

OEM I 7 T X!')AIZOBJECT_NAME XZF—Z T 14—
ILRABYEEBA

OEM I 7 T XV AIZOBIECT_ID XZF—XT714—J)LR
FHWEREBA

OEM I 7 T X!JAREF_FRAME ® FEHR—KrEhTLV
FtA, YR—KNENTVSE: [EME2000, ITRF2000]

OEM I 7 T X!) AMREF_FRAME_EPOCH X&ZF—=&
714=)LREYR—RENhTVELEA, COT1—)LR
BTI7IX)ANSHIBRLTLSEEW

OEM I 7 T X!')ATIME_SYSTEM O FHR—KEhT
WEEBA, HR—KEhTVWBE: [UTC

OEM I 7 T X!JACENTER_BODY @ [@HR—KhEhT
WEEBA, HR—RNENTVBIE: [Earth]

OEM IT7 T X') AIZINTERPOLATION X&XF—A&
J14=I)LRABYVELA

TEBIZ—I—RUTF7LURA
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IZ2—3—R

INTERPOLATION_DEGREE_INVALI

D

AZ_EL_SEGMENT_LIST_MISSING

INSUFFICIENT_TIME_AZ_EL

I5—Xvt—

BEAENDHEE. OEMI7I XY ADEEER O &KX
ZEVRENDYET

azElSegmentList 71 —J)LRFBVEEA

DHBLEE1 DD (CTimeAzEL 7 1 — )L RAFELFEH
ATLU = azE1SegmentlList

#E5h 75 3 /i TIME_RANGE_INVALID

ChoDIZ—RF, REMRTRIAOEE, EIXY NOEFRMT. EIXY NOER, —BHESR
BEE, I7IXVACEDSCREHEENIfSETAhTVWIEECRELET,

IS—O-k

START_TIME_IN_FUTURE

END_TIME_IN_PAST

EXPIRATION_TIME_TOO_EARLY

START_TIME_METADAT
A_TOO_EARLY

STOP_TIME_METADATA
_TOO_LATE

AZ_EL_SEGMENT_END_
TIME_BEFORE_START_TIME

AZ_EL_SEGMENT_TIME
S_OVERLAP

AZ_EL_SEGMENTS_OUT
_OF_ORDER

IZ—Xv&—2

I7IXVAORKBRBLEFEROENTIAN, BEDE
NDTHILENHYNET

I7IXVADKRTHRZAZBEDNENTIAN, FHKDE
NDTHILENHNET

BEESNEBMHRAI7IXVARTRHBEKIYETY

START_TIME XZF—ZREHNF OEM IT7 I XJAF—2AZ
CEEITHP HREEVERNKLYEITHS

STOP_TIME XZF—XREHNOEMIT7IXYAF—2AZ
ICEETARFOBAL)ETHS

PBr<EE1DOTF—EFET X hendTime® &, &7
X2 MM startTime

PREE1DOETXY NOKEBERES/MEOET X
NORFESEREER/LTVS

EIXD M —BHCEFRFFSAhTVEND
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IZ2—3—R

TIME_AZ_EL_ITEMS_OUT_OF_ORD
ER

AZ_EL_SEGMENT_REFE
RENCE_EPOCH_INVALID

AZ_EL_SEGMENT_START_TIME_IN
VALID

AZ_EL_SEGMENT_END_
TIME_INVALID

AZ_EL_SEGMENT_VALID_TIME_RA
NGE_INVALID

AZ_EL_SEGMENT_END_
TIME_TOO_LATE

AZ_EL_TOTAL_DURATI
ON_EXCEEDED

I5—Xvt—

WOTimeAzELEH &, —BF)EFICAZE1Segme
nt IRHBENHYET

EIXRNOVT7PLYATIRY ONFEDERIZE RN
ELLEL

tIXY NOBMEREEEORBEZNRIOET X
Y hoRICHABE hal

EIAD NOBAMSEREERAOKR TR ZFROET X
YREVERIKRTLEW

EIOX NOBMEHESENBUTT

EIADNORTRBZANSRIRNY U OBAFEHREZ
BATLEY

FRTOET A NDEFEBA,
S NAESEERITLET

FBRENDHERRA

fEXN5EH: TRAJECTORY_INVALID

CNheNIT—IFk, I7IXVAIC, BEBNTX—%2, AESHH, BLNOBELZE., ENEHET—

BHNEENTVRHEICRELET,

IZ2—3—R

MEAN_MOTION_INVALID

TIME_AZ_EL_AZ_RADIAN_RANGE _
INVALID

IS5—Xvt—

RBEHESNMETLIEI7IXVAOFHE—>3a 2@, &
FOUTPLUVATITIXVAERELSERVYET, F:
Ground Station (&, BIFICAR—ARNTYIIT T I X
DAZVTI7LAELTHERALET

AZEI & -m B E, 2n SOT7 2V TazTHAILEN BV X
+

TE2BIZ—I—RUT7LURA
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IS5—-O—k IS—Xvt—

TIME_AZ_EL_EL_RADIAN_RANGE_  AzEIE -2 BLE, m2 5Tk TelTHILENH
INVALID WET

TIME_AZ_EL_AZ DEGR AzZEIl & -180 LA L, 360 ELLTazTHAHUENHYW KT
EE_RANGE_INVALID

TIME_AZ_EL_EL_DEGR AZEl [& -90 B L, Q0 ELTelTHAIXENHERT
EE_RANGE_INVALID

TIME_AZ_EL_ANGLE_UNITS_INVA  &EX7 AzEI BE By
LID

AW/ H: KMS_KEY_INVALID
ChSDIT—R. I7IXVATF—2OESLICERE 13D AWS Key Management Service
(KMS) F—ICEENF HBBEICHRELET,
IZ—3—R IZ—Xvte—2
INSUFFICIENT_KMS_PERMISSION Ground Station (Zl&, COIT7 I XIJAD KMS F—I(C
S TIOEARTRIEOOTHBTIOEAFANHYELEA
#3075 B f: VALIDATION_ERROR

CNSDOIT—RF, I7IXVATF—RICHOBENATIVICEILEV —ROSRILOBEN &
PEEBICRELET,

IS5—a-k I5—Xvt—Y

INTERNAL_ERROR I7IXVAOKRAFICABIZ—HFHEELXLL

FILE_FORMAT_INVALID I7IXVAT77ANEASBHRLZFHEIBLTVE
T 77 AAHTT T XURRA T OBERRICEAL
TVBZEERBLET,
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F—REBELBEA>EBAVADEDO RS TS 1-F 1Y

BUWEDEBRRBLIERSICRATIN, F—2E2ZFELERLEATLE, Chid, ZOPCAP 77
AINEZETRDH, S3T—RBEEZEALTVWRIEEE PCAP 77 M)l 2& > <ZEFELBVI L
ZERLET. chillE, WKOHPOEHFZEZSNET, AT, WKO2HADORREEZTORMRTTE
ICOVWTHALET,

ELLKBWADIUYTRE
BENST—RESEIDRERELE. FOTFEI I OREELG FEEFTShETT
CFFEII O ERT A REE, BEENERENBRICL>TREETNDIIFLE—FKL

BWEE. BEEEhETYFILESZE AWS Ground Station TEEFB A, chickl), EF—2&
#ZELEE A AWS Ground Station,

CNEBETDICE., FALTVRRENFECI D> TEBEND I FILE—HRLTVBR L=
L TLEEV, FIZF, ELVHOLEARKR, wEE. MEEREL., LEICISUTERANTX—X
ETFTA—RNFX—BZRELTVWB L Z2H#ALET,

FERE

FHEN—HOBEATLAZ—BNICEMCITZIRIEZERTIZDEENHYET, COBREICKY),
ZENFEEONBERESEDLDUEMN BV EFT, AWS Ground Station &, EHZEFELTLEV
HEHNSESEZZETERVD, FATHTVWEI 7 T X AIZ&K 2T AWS Ground Station 7> F
FTHEENFEELAVEDOBFRZEETLSICEYET,

NOAA NMBEETBNTUYOTO—RFFTANFEEBELEISETHE, NOAA HETZ—h
XYV E—IR=—ITHELEREGREZHAIDXY E—INRRENDIBENBVET, XVt
., F—REEOBRNFRENDIRUADORALTAUHFEENZBEEHNE., BEOXY £—
JILRBENBBEEHYET,

MEBNEHELBEIZEAE. HENDEAL, TN EBEICEDRSICEEIZINZEREITZINED
EHEOEETT AWS Ground Station, HEBEICHKEEZEX2RELZRTIZDEEE. EFHcni

NABRLITIX)ATF—RORBHIEENDEEN BV ET, DAZRLITIXJATF—20ORH
DFEICOVTE., Ty Z22RBLTLKEETVWHA L7 T X 1) A AWS Ground Station Zf£H 32 HE%
B#Ed3,

AWS Ground Station &1t

AWS Ground Station IC& 2 TRVEDEN RKTEH., Fv¥ oI hi-EE. AWS Ground
Station FREIVEDEAT—R A% AWS_FAILED £ /-l AWS_CANCELLED I-88ELE9, BLE
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DEOTATHAOILOFMIOVTE, T ZSBLTILKESTVEVEDEDOS A T7H (VL%

HETD, BEICEK 2Tk, AWS Ground Station ICEENREL TTF—RXNTAHINCEEES L

BOWIENFBYETH, BLEDLEHN AWS_FAILED £/ AWS_CANCELLED AT—Z AILKES

BOWIENHYET, CDFEES. AWS Ground Station 7 H T REHD A X K% AWS Health

By AR—RIIBBIZDHEN HYET, Health 4 v 1 R— ROFMI OV TR, AWS AWS
" Health I—%—74 R ZZRBL T EEL,

TLANVORNZ TN 2—F127
FLANUO—BUBEEERS IS 1—FT 429931, ROBHREEALET,

— Y N7 Y 7T ORBE

IAM 7 O AFATILZ—

R

TelemetrySinkConfig Z 4R CreateConfigd 3 ®I- ZHUOHTE, IS—HFRRENET,

Unable to write to Kinesis Data Streams stream. Ensure that Ground Station has
kinesis:PutRecord permissions for the given stream

R &A

« TelemetrySinkConfig TIEEE 1z IAM O—JLIZ (&, Kinesis Data Streams A M) —AIZEZIAD
EOIIBERTIVEAFANF HYEEA,

« IAMO—=)LOFERIS—E, AO—)%Z5&FF AWS Ground Station 2 & ZFFALFE
Ao

« TelemetrySinkConfig @ Kinesis Data Streams A K1) —/A ARN A IEL K BWA, ARNU—LANE
ELEEA,

Jyi—>3ar

1. IAMO—LAFEEL, ELW PO EAHFAZH > TVWR L ZRELET. INTOARATYT
2 TWB AT Y 7 2: TelemetrySinkConfig Z/ER T2 C & ZRBLE T,

2. AIAMO—)L%&Z3|& =+ AWS Ground Station 2 EN TEB L EERLET,

aws iam get-role --role-name GroundStationTelemetryRole
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FEHEAV—ICEEENEY—ERAT U2 /V)lgroundstation.amazonaws.com& U T A
EENTVBCEABELET,

3. IAMO—)IZHER Kinesis 77 EAF AN HBD L ZHABLET.
aws iam list-attached-role-policies --role-name GroundStationTelemetryRole

RUD—IZAN)—LA®D kinesis:DescribeStream, kinesis:PutRecord, &V 7It
Akinesis:PutRecordsfFAIFEENTVBH I L ZHELE T,

4. Kinesis Data Streams AN —ANFEL, ARNAELWVWZ EZBRELE T,

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

5. NAZX—XZ—Y RESHLEFEATIEERE. IAM O—)LIC AWS KMS F—IZx 7
%kms:GenerateDataKey 7 7V EAHF AN HBD & Z2HABLET,

PassRole 7 7 AHFA IS —
ER

ZHVUHE T ECreateConfig, IAMO—)LZET T IV EAFANFf BVWEVS TS —HNFRRENE
T,

R R

IAM A—HY—FEGFO—I)LICTLXRMN) IAMO—=)L®iam:PassRole7 VL AFAUNf HBD &=
BULET, I—¥—FEO-IICXRORI—ZEBMLET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,

"Resource": "arn:aws:iam::99999999999:r0le/your-stream-name"
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}

]

}

Kinesis Data Streams AN ) —AREDERE

AEAR

TL

R &A

+ Kinesis Data Streams AR —LDBENTLARNI A=Y NCFRLTVWET,

XRNVBEANKRKBT DA, KBTI,

« ANU—=LAMEOT 7V T—23a>THEAEATVR O, FERAKAOY NUZITARELTY

X

v

1.

2.

3.

EE

1—=3>
AN)—LDAT—RAZHELET,

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

CloudWatch X N VA Z AL TEERAKXAOY KU T ZEZRVVTILET,

aws cloudwatch get-metric-statistics \
--namespace AWS/Kinesis \
--metric-name WriteProvisionedThroughputExceeded \
--dimensions Name=StreamName,Value=your-stream-name \
--start-time 2025-12-08T00:00:00Z \
--end-time 2025-12-08T23:59:59Z \
--period 60 \
--statistics Sum \
--region us-east-2

AOY NUVITFBREENESZEREK, ROKREZEBLTLSEE,

s BEBRAT =)0 EDICATFIVRFYNITAE—RIZPYEZLET,
« AWS Ground Station TLXRNUJICERARN)—LAZFERAT S,

e O3> RE—RZFEATIHEREFE. >Y—ROBEEPLET,

— AR

BEY NTYTORE
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TLXKNUEEOEE

TLARNUF=ZARRTENZ
ER

TLANUNBMBEZY a2 7O7 74N EEALTIOAV RO RNEAT D 1—)LT B L, Kinesis
Data Streams AR —AIZTFLXARNUF—RERTRENEEA,

EZZASNDREEBRE
2v2av7O77A4LTTLANUABHCEZ>TLWEWV

BUWEDLBICERAENZ IV I 7O 7ML FEEATVR L ZHRALE
JtelemetrySinkConfigArn,

aws groundstation get-mission-profile \
--mission-profile-id 12345678-1234-1234-1234-123456789012 \
--region us-east-2

telemetrySinkConfigArn 71 —)LROEHZHERELFET, BELAWES, Tv>3a>7'O
J77ALNTRTFLANIUFBRICE>TVWEEA,

IAM O—=)IOT Ut AFAOEE

DIMTIELAFAORNS TN 1—FT 4 FIEZBRBLETIAM T IO ELAFALT—,
Kinesis Data Streams AN —ANFFEELZEWVWD, BE->L£)—232ICHD

ANU=LAELWD =23V IIFETREZRALET,

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

BULELERELERBELATLVEREA

TLXNVEERE,. BLELEOREBERICHEENAET, BLEHDEBEOAT -2 AZ#AL T,
BULWEDLENRBE N L ZRRBLET,

aws groundstation describe-contact \
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--contact-id 12345678-1234-1234-1234-123456789012 \
--region us-east-2

MR T L X KN F—2
R
FLARNUF=5H, F¥yTPLI-ROREBEEFELCEREENET,

ZA5NnBFER

+ Kinesis Data Streams AN —LADBREOBEXLIFEAOY MUY, TKinesis Data Streams A
N)—AFREDEE, Z2SBLTLIEETL,

« AWS Ground Station & Kinesis Data Streams ANV —ABOZY N —U L0 RBRE,

Ji—>3ar

« CloudWatch T Kinesis Data Streams AR —AX KU O2AOQORAOY NUTERERIZ—%2FZ
2RI)ITLET,

« ANU=LAFVFIVRFYNTAE—REZEALTVWD A, +5&70OED 32 RE¥ /N
TANHBDEEZBRALET,

« AWS Ground Station 7L XN UBERAOARN)—LZERALT, HOT7ITr—232 EDHEE
E#ELET,

T—REXNDOEE

JSON IS —

ER

TLARNJULO—RZJISON ELTHEMTBDEEIL, PTUT—2320TIT—NFBELET,

Ji—>3ar

+ Base64 71— RMOREL - Kinesis Data Streams A N J —A DO F—2 A" Base64-encodedE L TL)
BB LET, JSSONELTENTDHIC, BTFTF—2ZFI—RLTLEETV, EMICD
WTIE. TKinesis Data Streams AN —AASDTF—ZNDFHEAELY) 1 ZSBLTLSEETV,
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« ZOLO—REF I YU TS - TelemetrySinkConfig DEREFIZZED#EIL 11— R&XE AWS
Ground Station TEEXT, 77UTr—>32@F. ZOLA—RFLEFFELEERXOL O— RZEL
ICMBITDIURENHVYET,

s N=2aUREOEERETS - £FtelemetryTypeAndVersion, . telemetryType, &
& T telemetryVersion7 41 —)LRZHEHL T, FELOI—RICBELERAF—NZERELE T,

TRABTLANIBATRIEZGEN—23>

AR

F7OTr—2a BB LBEVTLARNIRATREGN—Ta > ERELE L,
R K

chid, FLLWFTLARNIBATERAF—IN=—23aVHAKREOBBELEICEAETINDARMEN D
20, FREINDBETT, 77VT—>3VR3ROFUEZRBL-IRBENF HVET,

s EZRVVIRAODFRABRATEN-23 22OV ICRELET,
- BRIOZATEN—T a3 ZE|EHRELNELET,
« FABAF—TICXHL TENSREBEZRELET,

AF—ION—VIAZVTOFMOVTR, T BBRLIKEEVAF—YON=—Ya - J¢
Eft.

NIL7 OF A

RTINS A—FT AV TDOFIBICE> TERBBN AL BEVEEK., AWS HR—KNIIHEBLWEDHLE
<EEV,

RETXNEER
BR-—NMNIERBTDEER., ROBRZEADLET,

- BEAHEELIDs

- EAIZZIYa7O774)LID
TelemetrySinkConfig ARN
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IAMO—JLARN E7BY FEhf=R) > —
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