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Encryption SDK 2R L& T, P7UTr—23>TTL—2FTFARNDODTF—RZRTHIC, XV
P OBSHICERALEES{COYTFAR, XvE—20B8SICFERALEBSLIY T
FANCEFATVR L EZRRBLET, FMHlICOVWTR, OISV IJSHEOHESREBLT
<fEEEV,

ARV RSA AV B—TIAA%ERATSE, AWS Encryption SDK EEES{LITFARNE
MIELET,

Sy IE—ERETS

F. ETL—2FFAMNXY =D E2BEBH TR OO —ENDT—XF— AWS Encryption SDK
EERLET, RCTF—2F—F., BELESYEIF—TESILENET, SYEVTF—
NMEOLDNEYVHBRENEYTRE, BEtehETF—REERETEEFLA, F—IRESH TV
BWEE, T—2FRBICEI TSN HYET,

AWS Key Management Service (AWS KMS) 5 &, 2B F—A VT ZARNTIVF ¥ TREZE 1
TVWBSYvEYIF—%2FEALTLKEEV, RawAES ¥—F /-l RawRSA ¥ —%2 A T35
B, EFIVFTAERER/EIT T A LMEMAMDOHZDZANL—2OYV—RZEALET,
SYEYIF—EERLT/N—KRIIFPEFIUFAED1—)L (HSM), ik HSMs AWS
CloudHSMZRM T B —ERICRTFIDZENRANTZIVT 1 AT,

F—AVTFARNTZIVFYORAXNZALZFEALT, FYEVITF—ANOT I EARZE, BE
EFBRI—H—DOHIZHIBRL TS EEV, ZRMHEBEDRARNTZIVT 1 ADRAZERL F
T, ZFEATBEEFE AWSKMS keys, RARN T T U071 AQFRAZRETHF—R)I—¢&
IAMRD S —ZFERALET,

SYELIF—EEETS

ESLEFCERSEICE, AROIC SYEVIF—ZIBETD CENEICRANT ST 4
ATT, chaETS L, WKIEBELEF—Dk AWS Encryption SDK Z2FERHLET, <D FE
TE., ERLEEEBLF—0OAEFRATEICEN RIAENET, SVETF—DFE. FO
AWS KMSAWS PHDO VN el V=23 > Tcx—%BR>THEALEY, EREROAVF—
TESHKLEDELEYNTEIDEBRSCET, NT7F#—X2AE@MELET,

ES1LEFIC. AWS Encryption SDK 832 F— ) JEXARXR—F—7TONAE—Tlk, TV
EVIX—%2BETIHENBYET, FAETIhDZOE. 1—HF—NFEELEIXNTOSYE

VIF—THY), FLEThSOHTT, RAWAES F—U YT, RawRSA F—U Y, &LV
JCEMasterKey THREEILE RV ESILTREEE. FYEVIJF—ZIBETRIHLEN BYET,
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EL, AWSKMS F—U 2T ERAR—F—7ONAA—TESITHHEE., FvEVITF—
EREETIMVBEREHELA, F, BELENETF—EF—OARXRF—2L5F—EBRFE2IE
AWS Encryption SDK TEEX T, L, RANTSIT1ARELT, FYEVTF—%IEET
BLEBEBOLET,

AWSKMS SYEIXx—FERTIRICCORANTSI9T1RAEHR—NTBICEK, LT %

HEIHLERT,

« JYEVY AWSKMS F—%2EETRHF—U VT E2FERALET, BEILERUCESILETSE
B, chsnxFx—U2JTR, BELESYE Y IF—0HNERAThET,

« AWSKMS YAZ—F—EXAZ—F—7TONAM I —%2FEATEHEER. ON—T32
1.7 XTEAENE strict E—RIOAVARNZT IR ZERAL FT AWS Encryption SDK, #EEL &=
SYETF—TOIBEABRVUESTZ7ONAET—NEREhET, SvEVTF—
TEICESHKIBZINAZR—F—TONAFZ—OAVARZIRIE., N—23>2 1.7x TE#HR
Elxv), N—232 20x CHIRENEL 1=,

EE{LDO AWSKMS SYEITXx—%2IETHIONEANTREVES, BE7ONA T —%
FRTEET, C B K JavaScript AWS Encryption SDK @ AWS KMS [ HF—1) T &Y
R—RMLET. REE—ROYARAEX—F—7ONAF &, N—232 1.7.x LB Java B KV
Python THERATEE T, chsOBRETONA T —IE., AWSKMS SYEVITF—ICLKBDEF
ICORMEAETHh, F—RF—ZBBHLESYE TF—%H TS AWS Encryption SDK &5
IZ (CBATRMICERLET,

BREZ7ONAMZ—%ZFERITIHEN HDEEE. RET7 1L 2—HegEEzERALT,. ERATZSY
EOF—%&RBLET, FIZIE, AWSKMS V=23 B+ —1) 0Tl BED AWS
)—2a>nSYvEVIXF—NaEFALET. BEO OSYEVY AWSKMS ¥F—0D &k %&
FERTDRSICF—VTEAWSKMS YAZR—F—JONA A —%_ETD_EETEFT
AWSTHIU KN, T, BICF—RII—EIAMARUS—%ZFEAL T, AWSKMS SvE>Y
F—ANOTIVEAZHHBLET,

TORINEBREFERATS

TFILAVZXLAARASA—REZBREEEHILFERATDIENRARNTZUTAATE, TIRIEBRT
. XV E—JEBENMNNXYE—C2REEITRIERI BRI N EREh, XvE—D0EBEH
FREETNET, OIXNTON—23 TR, F7FI)ILNTEBEFEOTILIOVALALN—K
AWS Encryption SDK A"fERE hE 7,

EFIVTABEHICTFORIILBENIEEATVEVEEGRE, FORIILBEZLOTILIVALR
1—hEeBRTEET, LEL, 21— —0JIN—-THFF—2&2ES{L, Hlod1—F—7J
LW=THEOT—RZEFAITIHERERC, TORIILBEOERAZEHOLET,
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F-OAIY M NZFEATS

F—OAIYMXV M EFIVT A BEZERAIDZENRANTZI9T14ATT, F—O3IV K
XK TR, F—RZBSLLE—B0 T—2F— O ID il h, BESXeES{LL TERK
DTL—2TFAMXY E—IHNERENDENBHLEENET,

AWS Encryption SDK I&, /N—23 2 20x BAEBOF -3 Y "XV NICRDES{LEESILE
STEICHR—RLET, F7FILRTR, IXTOXYE—DOESLEESLEF—OZY
RXRNTITOAET, ON—23I 21 7x TR, F—AZIVY MU Z2FEALTEESXEZES
AWS Encryption SDK TE X ¥, gi/N\—>3a>n1—H%—TE, N—23 2 20x 2EEICTS
O TEDRSICERFTENTVET,

F—OAZIYRMARNTRFLLVZILOVAXALRAA =B RTFHL VXY - A YR—K&E

N, F—OZIYRMXMNZEFEALBVBESETFANEEBELTHT D 30 /N1 METFTREVEE

FSUTFANZERTEERT, CORKEFHCRY, NTF—NVANOEENHZR/PIRICHZA SN D

Y, BEAEDI—H—RBF—OZIYMNXNOFIRZEZRTEXRT, 77U5—>arry

ARENT =X VACKEICHRTHDBEEE. IV X NRU—BEZFEAL TF—
SYRXRNZENCTSDH, DY M RNELTXY £—2 %8S AWS Encryption SDK

THEZICHFALETH, BDELBEICRYET,

ES{tENETF—2F—OREHRETS

BERTEIAYVE—D, BILEETELBVY—ANSOXYE—I TR, BELEhET—&
F—OHZFHRTSD CENMRANTTIVTAATYT, ZROBSLENETF—RF—TAYE—
TERESLTRE, ESLTEAVSEIC, BEQOER, JANDILK, 77V T5r—23> %7
HOVKRZHEITBZRMHOI—F—OFRIREL, F—AVT7FZANTIF v Z2EVRET AR
HABYET, FIRNBVEE, BELENEXYE—JIZIEHAK 65,535 (2M6 - 1) DESLE
NETF—3F—ZFERATEET, FMHICODVWTR, "BEltehkT—2F—0FIRE, 228RL
TL<EEL,

CNSDORARNTZIOT 1 AOERBE %S AWS Encryption SDK £F 211U F 1 MEEDFMHIC O W T
F. AWS EF21UF47070 "UF4T7 > MlOBES{LONE: BRHAE Keylds EF—TJZ v ~
XK1 ZBBLTLSEEV,
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M & E AWS Encryption SDK

AWS Encryption SDK FEWVWR T VKRS ICERFTENTVET, AWS Encryption SDK (ZEW < DA
DREATZIAVHNFHYETH, F7FINERE, BEAEDT TV T—2 3 TEANTREICE
BESICEEBICBRENTVET, EEL, NTA—NAZHRETDLEHICHEBRERAELZY ., &
FHCHAZRLBEZBML Y LEVWSENFHYET,

RERZRETDEEIE. AWS Encryption SDK RAR T T 0T 1 AZHERL, TEDEFZ<D %
EELTLSEEL,

Nev o

- Z7OJ9Z3VJEROER
ZyETF—0ER

s YINFU—=23>0FEH AWS KMS keys
s PIdVALALA—bEERTS

c BELENETF—EF—0FIR

« RETAILZ—DER

« RELESHKITFAN CMM OFE
c AXY XY MRV —ORE

c ARV=ZVIJF—50KE

s T—ZF—0DOFrvYva

7OZ327SHB0ER

AWS Encryption SDK BREHBO 7OV IV JEETHNATEET, SHBOERKEGF. TLICHEE
AT, ABUHMEZRMTDIISICEFETNTVETY, EBDFAEATREEINDAESEN BV
£9, BER. 77V5r—2a3a > tERMO0HD2 475V EFERALET, £EL. BEOREHR
WC7O0ZIVJERBEBRTBEETEERT, LEAR, F—UVJZ2FEATREEE. AWS
Encryption SDK for C £z l& Z:#IRT& £9 AWS Encryption SDK for JavaScript.
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SYETF—0ER

. EXVE—DZBESHKITD OO —BEORHT—XF— AWS Encryption SDK ZHERK L &
T, T—E2F—F vV 1ZFALTVEWVEER. F—2F—0ORE. B, FAGMXEHYEE
Ao AWS Encryption SDK IC&K 2 TEHEBWICERTENET,

EEL, 8F—2F—Z2BS{LT3ICE. 1 DREOTYE ITXF—ZBRIDBENF HVET,
AWS Encryption SDK Tld, EETEEEY 1 AD AES W#¥F —& RSA IERHEF—HFYR—KEh
£ 9, AWS Key Management Service (AWS KMS) XIF#iEE =51t AWS KMS keys& HR— & h &
T, FYEVITF—DREMEMAREHEEROEEELZVET, TOLH, N—RIOIT7EF211
TAEDI-IIR BEDF—AVTFZARNTIVFYH—EATHESILT—EFRATRILZHED
L &9 AWS KMS,

ESILEBRTOTYETFX—2BETSICE. F—1U2 Y (C, Java, JavaScript, .NET, Python)
FLEREYAZ—F—7"0/V4 A — (Java, Python, AWS Encryption CLI) Z#ERALET, AL XA/
FEREBZRATOSYETF—Z 1 DELRFEBIEETERT, BROSYETFX—%F
BALTF—RF—25v 79584, EIYEVIF—RRALUF—E2F—0IE—ZRBS{LLET,
EEbtEhETF—R2F— (TYEVTF—8I1C12) k., 5" AWS Encryption SDK R FTHEES{LE h
EXVE—2DIlBStEnkETF—RELEEIRTFEINTET, F—2E2ESTHICR., FFEFIvE
IOF—OVWThAZFERAL TES{LENLET—XF—%ES AWS Encryption SDK T2 X ENH
WETD,

F—)IFEERFYREZ—F—7ONA X —AWSKMS key T ZIEETDICIE, HR—hEhTL
% AWSKMS ¥—R B FEFEALET, ¥—0O AWSKMS F—EBIFOFHEMIC OV T, " AWS
Key Management Service RO Y /N—7H4 Ry O "F—FAF1 Z22RLTEZL,

* AWS Encryption SDK for Java. AWS Encryption SDK for JavaScript AWS Encryption SDK for
Python, F7zl& AWS Encryption CLI ZEA L TESLT2HEE, KMS F—ICEE0EMEF—
#ElF (F—ID, F—ARN, TAVUTARE, EFLEIAVFTAARN) Z2ZFATEET, THESI
9 53H A AWS Encryption SDKforC, ¥— ID £k lEF— ARN DxZFHTEET,

ESLEFICKMS F—DI A UTRABELIEIA )T AARN Z#IEETSHEE. AWS Encryption
SDKiF., TOIA VT ACBERENSITSNTVBF—ARN ZREFELET, TAUTARREE
hEtA, TAVTADEER., F—EFF—0DESICEAThD KMS F—ICREEELEE A

. Strict E— K (BENOSYE Y I F—#EETHE—K) TEETHBAE. +— ARN £FALT
AWS KMS keysZIEET B2 XEN HYET. COEHIE, AWS Encryption SDKOIXTDHOEEED
ERICBAETIET,
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AWSKMS ¥— I THESILTD L., BESLENETF—XF—DOXEZT—2Z AWS KMS

key (2 ®*— ARN AWS Encryption SDK ZR7FL £ T, strict E— RTESTBIHFS, AWS
Encryption SDK i&, ZYE> IV F—2FEAL THESILEhETF—XF—2EFTLEIDETHH
2, F—V2T (FEENAZ—F—7ONAX—) ICAUF—ARN AFRREND EZ2BALE
T, BlOXF—RAFEFERATHIHEE, BAFFALUF—ZSRBL TVBBEETE AWS KMS key,
AWS Encryption SDK & ZFBEELREEALELE A,

F—)U0RANDTYE T F—E LT Raw AES ¥— F/ld raw RSA F—AR7 ZEETDICIE,
ZHEEEBRHEZRETDIHEN HVET, YAZX—F—7O/NA X —TIl&, Provider ID A"H
HZBERZETHY) ., Key ID FHEBICHIELET, ESLITHIRICE. BSLRIZCEALEZEDE
FOoOLEKEIUBAZBERAZE, Sraw ZYEVIF—ICHEATHIHENHYET, BIOBRAZEE
FEEBAEEATZIHE. F—~XTUTFIHFELUTH>TE, AWS Encryption SDK (5 v E>
Tx—=RRBELEFEALELBA,

NIILFI—23>OFEH AWS KMS keys

AWS Key Management Service (AWS KMS) Y )LFU—2a>F—F., OSvEITF—&LT

FHTE X9 AWS Encryption SDKo 1 20 TIYIINFU—2arF—%2FEALTEELTZESE

AWS U—232, Bl TRETZIILTF)—230F—Z#ALTESTERT AWS V-3
Vo XNFU—=2arvF—oHR—KNE, ©/N—2 32 2.3.x AWS Encryption SDK & & UF AWS
Encryption CLI ®/N\—> 32 3.0x TEAEThTVET,

AWSKMS YILFU—23arF—@F, AUF—XTUTILEF—IDAWS V-3 2HOELBD
AWSKMS keys ® OtY R TT, ChSOEEF—IF, TXRETEKV 23 TRALF—THDH
DESIZEATEET, YIUFUV—23oF—GF, JORU—23a>HPELETSCERL, &
B)—23a>THESIKL, BOV—23 > TESIILEN BB —BRNETAFARIUANDEK
OCNYOTY T2 FIAZYR—KNLET AWSKMS, YILFU—23a>F—0FMICOVWTIE,
FAWS Key Management Service RO Y /N—HA R, O "II)INFIV—230F—%EHATH, =
ZRLTEEV,

NILVFIV—=23arF—aHR—KTDLEHIC, IZEF AWS KMS multi-Region-aware¥—1) > &Y
AX—F—70/N4 A — AWS Encryption SDK A"EENTVET, F7OT T TSEOHL L
NUVFI=232 W VRILTR, B—)—230F—EeXNNFI—23a>F—0@mAHNYR—K
ENET,
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s BE—1)—=230F—0FE. NILFUV—23 B URILE, BE—1)—23 2 AWSKMS F—
DT ERARAR—F—T7ANAEZ—DOESICEBELET, F—REBSHKLEE—-D -3 F—
ZHEALTOHKR, BSLTEFANODESHIEENINET,

« IILFU—232F—0BA. multi-Region-aware> >Rk, F—R2EZBES{HKLEOERLUTIL
F)—2arvF— FEREELEV—2a>AOBEEITBINIILFI—2a> LT UhF—%2FEH
LTESXNESZRAAETT,

BHOKMS F—2FAIZINLFI—232/WpF— U IBLENAR—F—7ONAE—T
. BROE—) -3 F—EeNILFI—2a20F—ZEETEET, LEL, BETAIVILTF
=232 L7 UAF—DR& LY MY SEETERF—E 1 2LEFTT, ALUF—ID TEHOF—
BalfelEETdE, AVARNZVROHUTHELIFXRBLEXT,

RILFI—=TarF—E, BEOE-)—-232 AWSKMS F—U VT EXAR—F—70O/N(
A—TEHATELRY, L, BELEESICRE, BLU—232TEAURILFI—23a>+—%
ERAITIBENBYVET, B—)—230F—D2JEXAEZ—F—T7ONE -, T—RZHES
tLEF—ZHERALTOA, BSILTFARNZESLELSELET,

ROPlE, IINVFV—=2a>rF—BLROCFHFLWIILFU—2arom/isF—) 0 JEXARE—F—70
NAZ—%ZFEALT, TR EZBSLBLTFESHITZDHFEERLTVET, chs5DOFITE, us-
east-1U—2a>HAOTF—R2EBEFILL., Bus-west-2)—23a > 0BEEITZIIILFI—3 L
TVAF—ZFERALT)—2a>AOT—RZESLET, cnSOHIEERITIBENIC, YILFU—
2arvF—ARNOflz, BHDOAWS PTHUY N TEMBEICEERITILEE L,

C

RILWFIV—23>rF—z2FALTESILTSIC
[&. Aws::Cryptosdk: :KmsMrkAwareSymmetricKeyring::Builder() XV v RZFEAL
TF—VT'BAVAZVANLET, ILVLFI—230F—2EELTSEEL,

COFERZFCE, BELIVTFARMEFEFATVELEA, CTHESILIVTFANZFEAT
BHICOVTR, "XFINESILEES) 2ZRLTEZ L,

F2BEHIZOVWTIE, GitHub ® AWS Encryption SDK for C JRI K1)
@ "kms_multi_region_keys.cppy SR L T EE V),

/* Encrypt with a multi-Region KMS key in us-east-1 */

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();
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/* Initialize a multi-Region keyring */
const char *mrk_us_east_1 = "arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab";

struct aws_cryptosdk_keyring *mrk_keyring =
Aws: :Cryptosdk: :KmsMrkAwareSymmetricKeyring: :Builder().Build(mrk_us_east_1);

/* Create a session; release the keyring */
struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(aws_default_allocator(),
AWS_CRYPTOSDK_ENCRYPT, mrk_keyring);

aws_cryptosdk_keyring_release(mrk_keyring);

/* Encrypt the data
& aws_cryptosdk_session_process_full is designed for non-streaming data
*/
aws_cryptosdk_session_process_full(
session, ciphertext, ciphertext_buf_sz, &ciphertext_len, plaintext,
plaintext_len));

/* Clean up the session */
aws_cryptosdk_session_destroy(session);

C#/ .NET

KERE (N—2 ZF4LH) (us-east-1) V=23 > OXIINF)—23 0 F—THESILTSIC
. YILFUV—2arF—OF—RBAFEBEENLEV—232ODAWSKMS V54T
NZ AL TCreateAwskmsMrkKeyringInput# 7 TV R EA VARXRVAILLET, K
[Z. CreateAwsKmsMrkKeyring() XV v RZFEALTF—V I ZERLET,

Z M CreateAwsKmsMrkKeyring() XV ¥ RE, ERIC 1 2ONILFU—23>F—%HD
F—UITRERLET, NILFV—23oF—2z28CEBHOZYE Y ITF—2FRAL TESL
T3k, CreateAwsKmsMrkMultiKeyring() XYY REFEAL XY,

T2BHICDOVTIE, GitHub @ for NET R KN OAwsKmsMrkKeyringExample.cs AWS
Encryption SDK J ZZ8L T<E&Z L\,

//Encrypt with a multi-Region KMS key in us-east-1 Region

// Instantiate the AWS Encryption SDK and material providers
var encryptionSdk = AwsEncryptionSdkFactory.CreateDefaultAwsEncryptionSdk();
var materialProviders =
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AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders();

// Multi-Region keys have a distinctive key ID that begins with 'mrk'
// Specify a multi-Region key in us-east-1

string mrkUSEastl = "arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab";

// Create the keyring

// You can specify the Region or get the Region from the key ARN

var createMrkEncryptKeyringInput = new CreateAwsKmsMrkKeyringInput

{
KmsClient = new AmazonKeyManagementServiceClient(RegionEndpoint.USEastl),
KmsKeyId = mrkUSEastl

};

var mrkEncryptKeyring =

materialProviders.CreateAwsKmsMrkKeyring(createMrkEncryptKeyringInput);

// Define the encryption context
var encryptionContext = new Dictionary<string, string>()
{
{"purpose", "test"}
};

// Encrypt your plaintext data.
var encryptInput = new EncryptInput

{
Plaintext = plaintext,
Keyring = mrkEncryptKeyring,
EncryptionContext = encryptionContext
};

var encryptOutput = encryptionSdk.Encrypt(encryptInput);

AWS Encryption CLI

BT, us-east-1 V=23 VICEVTINILFIU—232F—Thello.txt 77 M)z
FSHLET, COBITREV—I>ERZHFODF—ARNZEELTVSEH, COHITRE, --
wrapping-keys /N X—2 D region EMZFERALEH A,

ZYEVITF—OF—IDA—23a aBELAWVESIE., --wrapping-keys O region B
ZHERAL T --wrapping-keys key=$keyID region=us-east-1%A&ENU—a>EEEL
79,
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# Encrypt with a multi-Region KMS key in us-east-1 Region

# To run this example, replace the fictitious key ARN with a valid value.
$ mrkUSEastl=arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890@ab

$ aws-encryption-cli --encrypt \
--input hello.txt \
--wrapping-keys key=$mrkUSEastl \
--metadata-output ~/metadata \
--encryption-context purpose=test \
--output .

Java

NILFV—232F—THES{ETSICIE., AwsKkmsMrkAwareMasterKeyProvider Z4 2 A&
AL, IUFU—2arF—BELET,

SEEBEHIZDOVWTI, GitHub BasicMultiRegionKeyEncryptionExample.java® AWS Encryption
SDK forJava DR KNU®D T, ZSBL T EE L,

//Encrypt with a multi-Region KMS key in us-east-1 Region

// Instantiate the client

final AwsCrypto crypto = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

// Multi-Region keys have a distinctive key ID that begins with 'mrk'
// Specify a multi-Region key in us-east-1

final String mrkUSEastl = "arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab";

// Instantiate an AWS KMS master key provider in strict mode for multi-Region keys
// Configure it to encrypt with the multi-Region key in us-east-1
final AwsKmsMrkAwareMasterKeyProvider kmsMrkProvider =
AwsKmsMrkAwareMasterKeyProvider
.builder()
.buildStrict(mrkUSEastl);

// Create an encryption context
final Map<String, String> encryptionContext = Collections.singletonMap("Purpose",
"Test");
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// Encrypt your plaintext data
final CryptoResult<byte[], AwsKmsMrkAwareMasterKey> encryptResult =
crypto.encryptData(
kmsMrkProvider,
encryptionContext,
sourcePlaintext);
byte[] ciphertext = encryptResult.getResult();

JavaScript Browser

RILVFU—23a>rF—ZEALTHESHKTRIC

&, buildAwsKmsMrkAwareStrictMultiKeyringBrowser() XV v RZzERALTF—U>

T#FERL. JILFV-—I3arF-—ZEELXT,

TEAHIC DOV T, GitHub @ AWS Encryption SDK for JavaScript J7RZ N1
@ "kms_multi_region_simple.ts; 2B L T &L\,

/* Encrypt with a multi-Region KMS key in us-east-1 Region */

import {
buildAwsKmsMrkAwareStrictMultiKeyringBrowser,
buildClient,
CommitmentPolicy,
KMS,

} from 'eaws-crypto/client-browser"'

/* Instantiate an AWS Encryption SDK client */
const { encrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

declare const credentials: {
accessKeyId: string
secretAccessKey: string
sessionToken: string

}

/* Instantiate an AWS KMS client
* The AWS Encryption SDK for JavaScript gets the Region from the key ARN
*/

const clientProvider = (region: string) => new KMS({ region, credentials })
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/* Specify a multi-Region key in us-east-1 */
const multiRegionUsEastKey =
'arn:aws:kms:us-east-1:111122223333:key/mrk-1234abcdl2ab34cd56ef1234567890ab’

/* Instantiate the keyring */

const encryptKeyring = buildAwsKmsMrkAwareStrictMultiKeyringBrowsexr ({
generatorKeyId: multiRegionUsEastKey,
clientProvider,

1)

/* Set the encryption context */
const context = {
purpose: 'test',

/* Test data to encrypt */
const cleartext = new Uint8Array([1, 2, 3, 4, 5])

/* Encrypt the data */
const { result } = await encrypt(encryptKeyring, cleartext, {
encryptionContext: context,

1)

JavaScript Node.js

NILVFIV—23arx—zFERALTESLTSIC
l&. buildAwsKmsMrkAwareStrictMultiKeyringNode() XV VY RZEFERLTF—U 20T %
ERL. ILFU—23 2 F—ZEELET,

T2&HIZDWTE, GitHub ™ AWS Encryption SDK for JavaScript U7RZ Kk 1
M "kms_multi_region_simple.ts; ZSBL T EE L,

//Encrypt with a multi-Region KMS key in us-east-1 Region
import { buildClient } from '@aws-crypto/client-node'
/* Instantiate the AWS Encryption SDK client

const { encrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
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/* Test string to encrypt */
const cleartext = 'asdf'

/* Multi-Region keys have a distinctive key ID that begins with 'mrk'
* Specify a multi-Region key in us-east-1
*/
const multiRegionUsEastKey =
'arn:aws:kms:us-east-1:111122223333:key/mrk-1234abcdl2ab34cd56ef1234567890ab’

/* Create an AWS KMS keyring */
const mrkEncryptKeyring = buildAwsKmsMrkAwareStrictMultiKeyringNode({
generatorKeyId: multiRegionUsEastKey,

D

/* Specify an encryption context */
const context = {
purpose: 'test',

/* Create an encryption keyring */
const { result } = await encrypt(mrkEncryptKeyring, cleartext, {
encryptionContext: context,

D

Python

AWS KMS Y ILFU—23>F—THESILT B ICE.
MRKAwareStrictAwsKmsMasterKeyProvider() XV Y RZFALTNIILFI—2arF—%
BELET.

T2 DWTIEE, GitHub ® AWS Encryption SDK for Python U7RS K1
® "mrk_aware_kms_provider.pys ZZBL T &V,

* Encrypt with a multi-Region KMS key in us-east-1 Region

# Instantiate the client
client =
aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_F

# Specify a multi-Region key in us-east-1
mrk_us_east_1 = "arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab"
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# Use the multi-Region method to create the master key provider

# in strict mode

strict_mrk_key_provider = MRKAwareStrictAwsKmsMasterKeyProvider(
key_ids=[mrk_us_east_1]

)

# Set the encryption context
encryption_context = {
"purpose": "test"

}

# Encrypt your plaintext data

ciphertext, encrypt_header = client.encrypt(
source=source_plaintext,
encryption_context=encryption_context,
key_provider=strict_mrk_key_provider

RIC, BEILTFARNE us-west-2 V=232V ICBBLET. BESLTFANZERBSLIIHLE
FEHNEEA,

us-west-2 V=232 ICHWVWT Strict E— RTHESILTFANZERSTITBICE. us-west-2 1) —
DAVICBVWTEETANILF—2a3a0F—0F—ARN ZFEAL T, YILFU—23aownsy
VRILNEBEA VAR ALLET, BlOU—2 3> (BESILL I us-east-1 Z288) THETDIII
F)—23arF—0OF—ARN ZEEELEHE, YILFU—23a 0/ U RILE, 0 AWS KMS
keyO VOA)—2 a2 BUOHLZEITVERTD,

Strict E— RTESITRHE. YILFU—232/BIURILICEF—ARN ABETT, BETS
RWFI—=232F—0O&EYMDPSF—ARNZ 1 DEFRTNTET.

CNSOPZERITIBENC, YILFU—232F— ARN Oflz OB BEICEERZAETT AWS 7
VARTZ O

C

RILFIV—23>F—%EMHL T Strict E— RTHESILTSIC

(&, Aws::Cryptosdk::KmsMrkAwareSymmetricKeyring: :Builder() XV v R&{#EH
LTF—DUITBA VAR AILLET, O—HI (us-west-2) V=232 T, EETHIILF
=23 F—ZEELET,
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ZE2AHIZ OV T, GitHub ® AWS Encryption SDK for C R K1
@ "kms_multi_region_keys.cppys BSBL T EE LY,

/* Decrypt with a related multi-Region KMS key in us-west-2 Region */

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

/* Initialize a multi-Region keyring */
const char *mrk_us_west_2 = "arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab";

struct aws_cryptosdk_keyring *mrk_keyring =
Aws: :Cryptosdk: :KmsMrkAwareSymmetricKeyring: :Builder().Build(mrk_us_west_2);

/* Create a session; release the keyring */

struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(aws_default_allocator(),

AWS_CRYPTOSDK_ENCRYPT, mrk_keyring);

aws_cryptosdk_session_set_commitment_policy(session,
COMMITMENT_POLICY_REQUIRE_ENCRYPT_REQUIRE_DECRYPT);

aws_cryptosdk_keyring_release(mrk_keyring);

/* Decrypt the ciphertext
& aws_cryptosdk_session_process_full is designed for non-streaming data
*/
aws_cryptosdk_session_process_full(
session, plaintext, plaintext_buf_sz, &plaintext_len, ciphertext,
ciphertext_len));

/* Clean up the session */
aws_cryptosdk_session_destroy(session);

C#/ NET

12OXNF =23 F—zERALT Strict E—RTESTSICE. AHOHEIXESILAD
F—DVUOERICEALEZEOERUIAARNZIVZ—EXY Y REFEALET, BETHV
LFV—23>F—0F— ARN &, KEAEZ (AL T2) (us-west-2) J—2 3> O AWS KMS
94T NeEFERL TCreateAwsKmsMrkKeyringInput A7 IO KA AR A{LL
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£¥9, RIC., 2D CreateAwsKmsMrkKeyring() XV v RZFEALT1 2ONXIILFU—23>
KMS #—TXIILFU—23a>oF—U 207 ERLET,

FE2BHIZOVTE, GitHub @ for NET RS K1 OAwsKmsMrkKeyringExample.cs AWS
Encryption SDK J ZZ8L TS E&Z L\,

// Decrypt with a related multi-Region KMS key in us-west-2 Region

// Instantiate the AWS Encryption SDK and material providers
var encryptionSdk = AwsEncryptionSdkFactory.CreateDefaultAwsEncryptionSdk();
var materialProviders =

AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders();

// Specify the key ARN of the multi-Region key in us-west-2
string mrkUSWest2 = "arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab";

// Instantiate the keyring input

// You can specify the Region or get the Region from the key ARN

var createMrkDecryptKeyringInput = new CreateAwsKmsMrkKeyringInput

{
KmsClient = new AmazonKeyManagementServiceClient(RegionEndpoint.USWest2),
KmsKeyId = mrkUSWest2

i

// Create the multi-Region keyring
var mrkDecryptKeyring =
materialProviders.CreateAwsKmsMrkKeyring(createMrkDecryptKeyringInput);

// Decrypt the ciphertext
var decryptInput = new DecryptInput
{
Ciphertext = ciphertext,
Keyring = mrkDecryptKeyring
I
var decryptOutput = encryptionSdk.Decrypt(decryptInput);

AWS Encryption CLI

us-west-2 U—2 3 THETBIIINFI—23aoF—zZFALTESTSICE. --wrapping-
keys NOX—Z D key BMEZFEALTF—ARN ZEELE T,
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# Decrypt with a related multi-Region KMS key in us-west-2 Region

# To run this example, replace the fictitious key ARN with a valid value.
$ mrkUSWest2=arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890@ab

$ aws-encryption-cli --decrypt \
--input hello.txt.encrypted \
--wrapping-keys key=$mrkUSwest2 \
--commitment-policy require-encrypt-require-decrypt \
--encryption-context purpose=test \
--metadata-output ~/metadata \
--max-encrypted-data-keys 1 \
--buffer \
--output .

Java

Strict E— RTEFTTSIZIE. AwsKmsMrkAwareMasterKeyProvider 24 > AZ > AfLL,
O—7A)L (us-west-2) V=2 3 CTHETAINILFI—23>F—ZEELET,

FHELWVBHIC DV TIE, GitHub @ AWS Encryption SDK for Java URZ MU ®
MBasicMultiRegionKeyEncryptionExample.javay ZZBL TS EE L,

// Decrypt with a related multi-Region KMS key in us-west-2 Region

// Instantiate the client

final AwsCrypto crypto = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

// Related multi-Region keys have the same key ID. Their key ARNs differs only in
the Region field.

String mrkUSWest2 = "arn:aws:kms:us-west-2:111122223333:key/

mrk-1234abcdl2ab34cd56ef1234567890ab";

// Use the multi-Region method to create the master key provider

// in strict mode

AwsKmsMrkAwareMasterKeyProvider kmsMrkProvider =

AwsKmsMrkAwareMasterKeyProvider.buildexr()
.buildStrict(mrkUSWest2);

// Decrypt your ciphertext
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CryptoResult<byte[], AwsKmsMrkAwareMasterKey> decryptResult = crypto.decryptData(
kmsMrkProvider,
ciphertext);

byte[] decrypted = decryptResult.getResult();

JavaScript Browser

Strict E— RTESTSICIE. buildAwsKmsMrkAwareStrictMultiKeyringBrowser() X
Vy ReERALTF—VIJZERL, O—HI (us-west-2) U—2 a2 TEETDIIILFI—
oarF—zEELEXRT,

TEAHIC DOV T, GitHub @ AWS Encryption SDK for JavaScript J7RZ N1
@ "kms_multi_region_simple.ts; ZZBL T EE L,

/* Decrypt with a related multi-Region KMS key in us-west-2 Region */

import {
buildAwsKmsMrkAwareStrictMultiKeyringBrowser,
buildClient,
CommitmentPolicy,
KMS,

} from 'eaws-crypto/client-browser'

/* Instantiate an AWS Encryption SDK client */
const { decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

declare const credentials: {
accessKeyId: string
secretAccessKey: string
sessionToken: string

}

/* Instantiate an AWS KMS client
* The AWS Encryption SDK for JavaScript gets the Region from the key ARN
*/

const clientProvider = (region: string) => new KMS({ region, credentials })

/* Specify a multi-Region key in us-west-2 */
const multiRegionUsWestKey =
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'arn:aws:kms:us-west-2:111122223333:key/mrk-1234abcdl2ab34cd56ef1234567890ab’

/* Instantiate the keyring */

const mrkDecryptKeyring = buildAwsKmsMrkAwareStrictMultiKeyringBrowser ({
generatorKeyId: multiRegionUsWestKey,
clientProvider,

1)

/* Decrypt the data */
const { plaintext, messageHeader } = await decrypt(mrkDecryptKeyring, result)

JavaScript Node.js

Strict E— RTES T3 I(CIE, buildAwsKmsMrkAwareStrictMultiKeyringNode() XY v
ReGFEALTF—UI%ERL, O—HI) (us-west-2) U—2 3 THETIIIILFU -3
>$_§¢5Ebi?o

SEEBHIZDOVTIE, GitHub @ AWS Encryption SDK for JavaScript V7R K1)
@ "kms_multi_region_simple.ts; ZFBRL T<E&E L\,

/* Decrypt with a related multi-Region KMS key in us-west-2 Region */
import { buildClient } from '@aws-crypto/client-node'

/* Instantiate the client
const { decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

/* Multi-Region keys have a distinctive key ID that begins with 'mrk'
* Specify a multi-Region key in us-west-2
*/
const multiRegionUsWestKey =
'arn:aws:kms:us-west-2:111122223333:key/mrk-1234abcdl12ab34cd56ef1234567890ab’

/* Create an AWS KMS keyring */
const mrkDecryptKeyring = buildAwsKmsMrkAwareStrictMultiKeyringNode({
generatorKeyId: multiRegionUsWestKey,

1)

/* Decrypt your ciphertext */
const { plaintext, messageHeader } = await decrypt(decryptKeyring, result)
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Python

Strict E— RTESIL TSIk, MRKAwareStrictAwsKmsMasterKeyProvider() XV v R%
FERALT, NAX—F—7ONAF—ZERLET. O—N) (us-west-2) U—>3> T, BE
TBRINILF)—>2arF—z2EELET,

T2BHFICDOVWTIE, GitHub @ AWS Encryption SDK for Python U7RZ K1)
@ "mrk_aware_kms_provider.pys ZZBL T &V,

# Decrypt with a related multi-Region KMS key in us-west-2 Region

# Instantiate the client
client =
aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_F

# Related multi-Region keys have the same key ID. Their key ARNs differs only in the
Region field

mrk_us_west_2 = "arn:aws:kms:us-west-2:111122223333:key/

mrk-1234abcdl2ab34cd56ef1234567890ab"

# Use the multi-Region method to create the master key provider

# in strict mode

strict_mrk_key_provider = MRKAwareStrictAwsKmsMasterKeyProvider(
key_ids=[mrk_us_west_2]

)

# Decrypt your ciphertext
plaintext, _ = client.decrypt(

source=ciphertext,
key_provider=strict_mrk_key_provider

AWSKMS I )ILF—23>nFx—z2FALT, RETE—RTESITDIEETEEXRT, REE—R
TEST25AIE. AWSKMSkeysZIEELEB A, (B—1)—23> AWSKMS oEF—1) >
DFEMICOVTR, T Z83BLTLKEEVWAWSKMS #HF—U T 0OER, )

NILVFI)—23arvF—THSUELESESE, RET—RONILFIU—23aomndoRILE, A=A
)—23a>HOBEETAININLFI—2a>rF—2FALTESLISELET, AMEFELEVIE
&, FOHLEXBLET, BREE—RTE. AWS Encryption SDK EEB{LICERENBIILF
)—=2ar F—O0A)—23a HUOHLZRAEE A
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® Note
BRETE—RTIILFU—2a3a>omds RN 2EFRLTTF—R22BE{LTdE, BE{LIRE
ICKBLET,

ROPITE, BREE—RTILFI—23 >/ VRILEERALTES IR A EERLET, &
BELBZWESH AWS KMS key, ERIDY—ANS51)— 32 ZE1§ AWS Encryption SDK 9 % 44
ENHYET, JEETHIE, O—AHILV—232Z2HRPICEELET,. ThIUADOES, &7
AOJZ23X2J87E0O AWS SDK TREE iz —23 > As50O—A)Y)—2 32 AWS Encryption

SDK ZHUEL £,

ChSDBIZRITIRHEINC, FOTINTHIUNID EXILFU—232F— ARN 2 OBFMBEIC
BEEWMAERT AWS THIU K,

C

RVFIV—230F—2z2FALTRET—RTESITBRICRK., F—VJTZBETS

Aws: :Cryptosdk: :KmsMrkAwareSymmetricKeyring: :Builder() XYY R&HT7 1)L
R—%BETD Aws: :Cryptosdk: :KmsKeyring: :DiscoveryFilter: :Builder() XV v
ReFEALET. O—HILD—2320ZEBETSICE. ClientConfiguration ZEF&L T
AWSKMS 9547 MIENZEBELE T,

TEBEHFIZOVTIEE, GitHub ® AWS Encryption SDK for C JR K1)
® "kms_multi_region_keys.cpps ZZHRL T EE L,

/* Decrypt in discovery mode with a multi-Region KMS key */

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

/* Construct a discovery filter for the account and partition. The
* filter is optional, but it's a best practice that we recommend.

*/
const char *account_id = "111122223333";
const char *partition = "aws";

const std::shared_ptr<Aws::Cryptosdk::KmsKeyring: :DiscoveryFilter> discovery_filter

Aws: :Cryptosdk: :KmsKeyring: :DiscoveryFilter::Builder(partition).AddAccount(account_id).Buil
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/* Create an AWS KMS client in the desired region. */
const char *region = "us-west-2";

Aws::Client::ClientConfiguration client_config;
client_config.region = region;
const std::shared_ptr<Aws::KMS::KMSClient> kms_client =
Aws: :MakeShared<Aws: :KMS: :KMSClient>("AWS_SAMPLE_CODE", client_config);

struct aws_cryptosdk_keyring *mrk_keyring =
Aws: :Cryptosdk: :KmsMrkAwareSymmetricKeyring: :Builder()
WithKmsClient(kms_client)
.BuildDiscovery(region, discovery_filter);

/* Create a session; release the keyring */

struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(aws_default_allocator(),

AWS_CRYPTOSDK_DECRYPT, mrk_keyring);

aws_cryptosdk_keyring_release(mrk_keyring);
commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
/* Decrypt the ciphertext
& aws_cryptosdk_session_process_full is designed for non-streaming data
*/
aws_cryptosdk_session_process_full(

session, plaintext, plaintext_buf_sz, &plaintext_len, ciphertext,
ciphertext_len));

/* Clean up the session */
aws_cryptosdk_session_destroy(session);

C#/ .NET

for AWS Encryption SDK .NET Tmulti-Region-awareD#HF— U T2 ERTDICIE. BE
D DOAWSKMS V54T Nz2EI8 9 HCreateAwsKmsMrkDiscoveryKeyringInput 7
T7O2TORNEAWS V=232, KMS F—ZHED AWS N—T 1232 ETHIY MIHIR
$RATIAVORETAINE—FEAVARANULLET, RIZ, AAFTZ IO NEFERL
T CreateAwsKmsMrkDiscoveryKeyring() XV v RZHUHLET. T2HHICOVWT
l&. GitHub @ for NET URZ K1 ®AwsKmsMrkDiscoveryKeyringExample.cs AWS Encryption
SDK 1 ZZBRL T EEE W,

RILVFI)=232/ETF A AN —F— U2 T EBHAWS V-3 THERTBIC
(&, CreateAwsKmsMrkDiscoveryMultiKeyring() XV vy RZEFEHALIIILFF—V 0T %
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E T B, CreateAwsKmsMrkDiscoveryKeyring() B L TEHOIILFI—2a R
BoBEF—1) T ERL, TO CreateMultiKeyring() XV VY REFEHALTETNS5EY
INFF—DTIHEELET,

B DWVWTIE, TAwsKmsMrkDiscoveryMultiKeyringExample.csy ZZBR L TS & LY,

// Decrypt in discovery mode with a multi-Region KMS key

// Instantiate the AWS Encryption SDK and material providers
var encryptionSdk = AwsEncryptionSdkFactory.CreateDefaultAwsEncryptionSdk();
var materialProviders =

AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders();
List<string> account = new List<string> { "111122223333" },;

// Instantiate the discovery filter
DiscoveryFilter mrkDiscoveryFilter = new DiscoveryFilter()
{

AccountIds = account,

Partition = "aws"

// Create the keyring

var createMrkDiscoveryKeyringInput = new CreateAwsKmsMrkDiscoveryKeyringInput

{
KmsClient = new AmazonKeyManagementServiceClient(RegionEndpoint.USWest2),
DiscoveryFilter = mrkDiscoveryFilter

};

var mrkDiscoveryKeyring =

materialProviders.CreateAwsKmsMrkDiscoveryKeyring(createMrkDiscoveryKeyringInput);

// Decrypt the ciphertext
var decryptInput = new DecryptInput
{
Ciphertext = ciphertext,
Keyring = mrkDiscoveryKeyring
¥
var decryptOutput = encryptionSdk.Decrypt(decryptInput);
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AWS Encryption CLI

BRHE—RTEFTITSICIE, --wrapping-keys /NT X—2X M discovery BHEZFRAL &
¥, discovery-account B & discovery-partition BHEIC K Y, BRET7 1 LEANEREhET, C
DBRET AN REAT2 a2 TN, HBEEhTOVWET,

)= 3 RBETDICK, COIXY RIC --wrapping-keys /NT X —2 D region BiEZ S
HET,

# Decrypt in discovery mode with a multi-Region KMS key

$ aws-encryption-cli --decrypt \

--input hello.txt.encrypted \

--wrapping-keys discovery=true \
discovery-account=111122223333 \
discovery-partition=aws \
region=us-west-2 \

--encryption-context purpose=test \

--metadata-output ~/metadata \

--max-encrypted-data-keys 1 \

--buffer \

--output .

Java

A—AILV—23a>ziEETHICIE, builder().withDiscoveryMrkRegion /NT X —& %
FALET., T5THEVES., AWS Encryption SDK (&, AWS SDK for Java TEREE h i) —
JarvArsA—AIL)—>2a>zERELET,

HELWHICDVWTIE, TGitHub ® AWS Encryption SDK for Java DRI KU, @
MDiscoveryMultiRegionDecryptionExample.javay ZZB L TS EE L,

// Decrypt in discovery mode with a multi-Region KMS key

// Instantiate the client
final AwsCrypto crypto = AwsCrypto.builder()

.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

DiscoveryFilter discoveryFilter = new DiscoveryFilter("aws", 111122223333);

AwsKmsMrkAwareMasterKeyProvider mrkDiscoveryProvider =
AwsKmsMrkAwareMasterKeyProvider
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.builder()
.withDiscoveryMrkRegion(Region.US_WEST_2)
.buildDiscovery(discoveryFilter);

// Decrypt your ciphertext

final CryptoResult<byte[], AwsKmsMrkAwareMasterKey> decryptResult = crypto
.decryptData(mrkDiscoveryProvider, ciphertext);

JavaScript Browser

MHNLFI—23a2F—2ERALTRETE-RTESTSIC
l&. AwsKmsMrkAwareSymmetricDiscoveryKeyringBrowser() XV Y RZFEALET,

TEBHICDOVWTE, GitHub ® AWS Encryption SDK for JavaScript URZ k1
® "kms_multi_region_discovery.ts; ZZRL T EZ Y,

/* Decrypt in discovery mode with a multi-Region KMS key */

import {
AwsKmsMrkAwareSymmetricDiscoveryKeyringBrowser,
buildClient,
CommitmentPolicy,
KMS,

} from 'eaws-crypto/client-browser"'

/* Instantiate an AWS Encryption SDK client */
const { decrypt } = buildClient()

declare const credentials: {
accessKeyId: string
secretAccessKey: string
sessionToken: string

}

/* Instantiate the KMS client with an explicit Region */
const client = new KMS({ region: 'us-west-2', credentials })

/* Create a discovery filter */
const discoveryFilter = { partition: 'aws', accountIDs: ['111122223333'] }
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/* Create an AWS KMS discovery keyring */

const mrkDiscoveryKeyring = new AwsKmsMrkAwareSymmetricDiscoveryKeyringBrowser({
client,
discoveryFilter,

1)

/* Decrypt the data */
const { plaintext, messageHeader } = await decrypt(mrkDiscoveryKeyring, ciphertext)

JavaScript Node.js

MHNLFI—23a2F—2ERALTRETE-RTESTSIC
l&. AwsKmsMrkAwareSymmetricDiscoveryKeyringNode() XV VY RZFERALET,

TEBHICDOVWTE, GitHub ® AWS Encryption SDK for JavaScript URZ k1
@ "kms_multi_region_discovery.ts; ZZRBL T EE L\,

/* Decrypt in discovery mode with a multi-Region KMS key */

import {
AwsKmsMrkAwareSymmetricDiscoveryKeyringNode,
buildClient,
CommitmentPolicy,
KMS,

} from 'eaws-crypto/client-node’

/* Instantiate the Encryption SDK client
const { decrypt } = buildClient()

/* Instantiate the KMS client with an explicit Region */
const client = new KMS({ region: 'us-west-2' })

/* Create a discovery filter */
const discoveryFilter = { partition: 'aws', accountIDs: ['111122223333'] }

/* Create an AWS KMS discovery keyring */

const mrkDiscoveryKeyring = new AwsKmsMrkAwareSymmetricDiscoveryKeyringNode({
client,
discoveryFilter,

1)

/* Decrypt your ciphertext */
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const { plaintext, messageHeader } = await decrypt(mrkDiscoveryKeyring, result)

Python

RILVFIV—2arF—a2FALTREE—RTESTSIC
l&. MRKAwareDiscoveryAwsKmsMasterKeyProvider() XV v REFHLET,

T2&HIZ DWW T, GitHub ™ AWS Encryption SDK for Python U7RS K1
@ "mrk_aware_kms_provider.pys ZZBRL T<EE L\,

# Decrypt in discovery mode with a multi-Region KMS key

# Instantiate the client
client = aws_encryption_sdk.EncryptionSDKClient()

# Create the discovery filter and specify the region
decrypt_kwargs = dict(
discovery_filter=DiscoveryFilter(account_ids="111122223333",
partition="aws"),
discovery_region="us-west-2",

)

# Use the multi-Region method to create the master key provider
# in discovery mode

mrk_discovery_key_provider =
MRKAwareDiscoveryAwsKmsMasterKeyProvider(**decrypt_kwargs)

# Decrypt your ciphertext

plaintext, _ = client.decrypt(
source=ciphertext,
key_provider=mrk_discovery_key_provider

FPILAVXLAA—NZBIRTS

AWS Encryption SDK i, EELEZYEYIF—TTF—2F—ZRSHLITDLLOORMESHLT I
JAVALEFERHESCTILTIALEYR—NLTVWET, L., ChsoF—2F—%FH
LTF—RZRBE{LTHHEESES,. AWS Encryption SDK & F7 # ) KT, F—HiE., T RILERA.
BROPF—OAZIY MAVRNTAES-GCM PNV AL ZFEATHIHERTIIVALALA—ZFEH
LET. ?22F72LRNOFTILIAVALARALM—RNRREAEDT 7V T—2a2ICHEHLTWVWS ATEE
MABVETHY, RETFILIVAXLARSA—NEERTEEXT, flAE, —HOBEEFILE. T2
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BZINBEEEEBRVWTILIIVALAL—RNIL2THEENET, AWS Encryption SDK THR—
REBDTILAVAXLARLA—=NIDOVWTE, TTHR—KREATVWBFZIIVALAAL—K AWS
Encryption SDKy ZZBL T<EE L,

LToOHITE, BSERCRBTILIIVALRAN—NEBRTDHFEETRLET. chS5OHITE,
F—RBEF—OIY MU NEBUHFTIRIINBREEZEERVHER AES-GCM 7ILIVX LR
A—hEeBRLET, FORIINBREZEERVWTIIVAXLASM—NTHESILTZHEE. BRI
BEEBLEAOESNHLE—RZEALEXT, COT—RE, BENEESILTFANZRETD EX
BLU, ANV-ZVIESUERKICRERIUEET,

C

TRETZIIVAXLARAS—NEEET S IZIE AWS Encryption SDK for C, CMM % Bf
THIZERTEIHBRENHYET, R, CMMBKLTBIRLETZILOVAXLALA—RNT
aws_cryptosdk_default_cmm_set_alg_id ZFERAL &Y,

/* Specify an algorithm suite without signing */

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

/* Construct an AWS KMS keyring */
struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(key_azrn);

/* To set an alternate algorithm suite, create an cryptographic
materials manager (CMM) explicitly
*/
struct aws_cryptosdk_cmm *cmm =
aws_cryptosdk_default_cmm_new(aws_default_allocator(), kms_keyring);
aws_cryptosdk_keyring_release(kms_keyring);

/* Specify the algorithm suite for the CMM */
aws_cryptosdk_default_cmm_set_alg_id(cmm, ALG_AES256_GCM_HKDF_SHA512_COMMIT_KEY);

/* Construct the session with the CMM,
then release the CMM reference
*/
struct aws_cryptosdk_session *session = aws_cryptosdk_session_new_from_cmm_2(alloc,
AWS_CRYPTOSDK_ENCRYPT, cmm);
aws_cryptosdk_cmm_release(cmm);
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/* Encrypt the data
Use aws_cryptosdk_session_process_full with non-streaming data

*/
if (AWS_OP_SUCCESS != aws_cryptosdk_session_process_full(
session,
ciphertext,

ciphertext_buf_sz,

&ciphertext_len,

plaintext,

plaintext_len)) {
aws_cryptosdk_session_destroy(session);
return AWS_OP_ERR;

FORNBELBL TCES{ENET—2%2ESLTRES
l[&. AWS_CRYPTOSDK_DECRYPT_UNSIGNED ZfEAAL £9, BRENERBSILTF AN BEHET 1
L, EEEXRBLET,

/* Decrypt unsigned streaming data */

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

/* Construct an AWS KMS keyring */
struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(key_azrn);

/* Create a session for decrypting with the AWS KMS keyring
Then release the keyring reference
*/

struct aws_cryptosdk_session *session =

aws_cryptosdk_session_new_from_keyring_2(alloc, AWS_CRYPTOSDK_DECRYPT_UNSIGNED,
kms_keyring);
aws_cryptosdk_keyring_release(kms_keyring);

if (!session) {

return AWS_OP_ERR;

/* Limit encrypted data keys */
aws_cryptosdk_session_set_max_encrypted_data_keys(session, 1);

TFLAVXLARA—NEBERT S 55



AWS Encryption SDK FROY/IN—HA R

/* Decrypt
Use aws_cryptosdk_session_process_full with non-streaming data
*/
if (AWS_OP_SUCCESS != aws_cryptosdk_session_process_full(
session,
plaintext,

plaintext_buf_sz,

&plaintext_len,

ciphertext,

ciphertext_len)) {
aws_cryptosdk_session_destroy(session);
return AWS_OP_ERR;

C#/.NET

NET AWS Encryption SDK @ TRET7IL IV ALRA — N ZIBET B IZIE. Encryptinput 77
DIV MO AlgorithmSuiteId7’ AONT 1 ZEEL£F., AWS Encryption SDK for .NET (Z
B, FEOTFILIIVALARLA—REZBANTRIEHICFERATEDIEBRNEEATVET,

AWS Encryption SDK for NET ICl&, ANV =SV JESHICBENEBSXNZEZRETEIAY Y
REHVWEBA COTATTVRRARNI—ZTF—REZHR—-NLTVEVEDHTT,

// Specify an algorithm suite without signing

// Instantiate the AWS Encryption SDK and material providers
var encryptionSdk = AwsEncryptionSdkFactory.CreateDefaultAwsEncryptionSdk();
var materialProviders =

AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders();

// Create the keyring

var keyringInput = new CreateAwsKmsKeyringInput

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsKeyId = keyArn

};

var keyring = materialProviders.CreateAwsKmsKeyring(keyringInput);

// Encrypt your plaintext data
var encryptInput = new EncryptInput

{
Plaintext = plaintext,
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Keyring = keyring,

AlgorithmSuiteId = AlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY
};
var encryptOutput = encryptionSdk.Encrypt(encxyptInput);

AWS Encryption CLI

hello.txt 77 A ZBES{LTD EEI(CEF, --algorithm NS X—RZFERAL T, TR
EZOBVTFILIAVAXLASM—RNEBELET,

# Specify an algorithm suite without signing

# To run this example, replace the fictitious key ARN with a valid value.
$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

$ aws-encryption-cli --encrypt \
--input hello.txt \
--wrapping-keys key=$keyArn \
--algorithm AES_256_GCM_HKDF_SHA512_COMMIT_KEY \
--metadata-output ~/metadata \
--encryption-context purpose=test \
--commitment-policy require-encrypt-require-decrypt \
--output hello.txt.encrypted \
--decode

BE5TDLE, ZOHITE --decrypt-unsigned NSX—2EFEALET, HlICADEEILE
BIZCANJ—Z2T 3% CLI TEEBLULBESIELTEFANZESHKTZEHICE., CONTX—%
FERETIhET,

# Decrypt unsigned streaming data

# To run this example, replace the fictitious key ARN with a valid value.
$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

$ aws-encryption-cli --decrypt-unsigned \
--input hello.txt.encrypted \
--wrapping-keys key=$keyArn \
--max-encrypted-data-keys 1 \
--commitment-policy require-encrypt-require-decrypt \
--encryption-context purpose=test \
--metadata-output ~/metadata \
--output .
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Java

RETZINAVAXALASA—RNZEETSIC
(&, AwsCrypto.builder().withEncryptionAlgorithm() XV v RZFEHALET, <Dl
Tk, FO2RILBREOBVRETZIDVALARSM—REEELET,

// Specify an algorithm suite without signing

// Instantiate the client

AwsCrypto crypto = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.withEncryptionAlgorithm(CxryptoAlgorithm.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY)
.build();

String awsKmsKey = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

// Create a master key provider in strict mode
KmsMasterKeyProvider masterKeyProvider = KmsMasterKeyProvider.builder()
.buildStrict(awsKmsKey);

// Create an encryption context to identify this ciphertext
Map<String, String> encryptionContext = Collections.singletonMap("Example",
"FileStreaming");

// Encrypt your plaintext data

CryptoResult<byte[], KmsMasterKey> encryptResult = crypto.encryptData(
masterKeyProvider,
sourcePlaintext,
encryptionContext);

byte[] ciphertext = encryptResult.getResult();

BEOLEHICTF—RZEZANI—Z2VTTBEE
l&. createUnsignedMessageDecryptingStream() XV v RZEFAL, EELTVRIAX
TORSKTFARNBERLTHBIEERIALET,

// Decrypt unsigned streaming data

// Instantiate the client

AwsCrypto crypto = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.withMaxEncryptedDataKeys(1)
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.build();

// Create a master key provider in strict mode

String awsKmsKey = "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

KmsMasterKeyProvider masterKeyProvider = KmsMasterKeyProvider.buildexr()
.buildStrict(awsKmsKey);

// Decrypt the encrypted message

FileInputStream in = new FileInputStream(srcFile + ".encrypted");
CryptoInputStream<KmsMasterKey> decryptingStream =
crypto.createUnsignedMessageDecxyptingStream(masterKeyProvider, in);

// Return the plaintext data

// Write the plaintext data to disk

FileOutputStream out = new FileOutputStream(srcFile + ".decrypted");
IO0Utils.copy(decryptingStream, out);

decryptingStream.close();

JavaScript Browser

RETFZINIIDVAXLRLA—NZEBETSICIFE, AlgorithmSuiteIdentifier 5| EZEL
suiteId NSX—2ZFEALET,

// Specify an algorithm suite without signing

// Instantiate the client
const { encrypt } = buildClient( CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT )

// Specify a KMS key
const generatorKeyId = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

// Create a keyring with the KMS key
const keyring = new KmsKeyringBrowser({ generatorKeyId })

// Encrypt your plaintext data

const { result } = await encrypt(keyring, cleartext, { suiteld:
AlgorithmSuiteIdentifier.ALG_AES256_GCM_IV12_TAG16_HKDF_SHA512_COMMIT_KEY,
encryptionContext: context, })
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BETDEEWRF, BED decrypt XYY REFERALET. 75 7H D AWS Encryption SDK
for JavaScript IZ1& decrypt-unsigned E—RA®HV EBA, T7ZIVHFTANI—ZIDTHY
R—REhBEVEHTT,

// Decrypt unsigned streaming data

// Instantiate the client
const { decrypt } = buildClient( CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT )

// Create a keyring with the same KMS key used to encrypt
const generatorKeyId = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
const keyring = new KmsKeyringBrowser({ generatorKeyId })

// Decrypt the encrypted message
const { plaintext, messageHeader } = await decrypt(keyring, ciphertextMessage)

JavaScript Node.js

RETZILIVAXLAS—MEEETSDICIE, AlgorithmSuiteldentifier 5% EZ ST
suiteId NZX—2ZFEALET,

// Specify an algorithm suite without signing

// Instantiate the client
const { encrypt } = buildClient( CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT )

// Specify a KMS key
const generatorKeyId = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

// Create a keyring with the KMS key
const keyring = new KmsKeyringNode({ generatorKeyId })

// Encrypt your plaintext data

const { result } = await encrypt(keyring, cleartext, { suiteld:
AlgorithmSuiteIdentifier.ALG_AES256_GCM_IV12_TAG16_HKDF_SHA512_COMMIT_KEY,
encryptionContext: context, })

TORNEBERL THESLENLET—2ZESILT BIFE. decryptUnsignedMessageStream
ZFEALET, COXYY REFE, BRENEBSILTFANZRETDELRBMLUET,
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// Decrypt unsigned streaming data

// Instantiate the client
const { decryptUnsignedMessageStream } =
buildClient( CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT )

// Create a keyring with the same KMS key used to encrypt
const generatorKeyId = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
const keyring = new KmsKeyringNode({ generatorKeyId })

// Decrypt the encrypted message
const outputStream =
createReadStream(filename) .pipe(decryptUnsignedMessageStream(keyring))

Python

REBSACTILIDVAXLZEETSICIK, Algorithm 52 EZEE algorithm NTX—&F %
FRALET,

# Specify an algorithm suite without signing

# Instantiate a client
client =
aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_R
max_encrypted_data_keys=1)

# Create a master key provider in strict mode

aws_kms_key = "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

aws_kms_strict_master_key_provider = StrictAwsKmsMasterKeyProvider(
key_ids=[aws_kms_key]

# Encrypt the plaintext using an alternate algorithm suite
ciphertext, encrypted_message_header = client.encrypt(
algorithm=Algoxithm.AES_256_GCM_HKDF_SHA512_COMMIT_KEY, source=source_plaintext,
key_provider=kms_key_provider

)

TORNBEBRLTHESENEXY E—2DZBELTRHE, BICANI—ZIVIJULEBHNSE
51t F3H 4k, decrypt-unsigned ANU—SX2JF—REFHLET,
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# Decrypt unsigned streaming data

# Instantiate the client
client =
aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_R
max_encrypted_data_keys=1)

# Create a master key provider in strict mode

aws_kms_key = "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

aws_kms_strict_master_key_provider = StrictAwsKmsMasterKeyProvider(
key_ids=[aws_kms_key]

# Decrypt with decrypt-unsigned
with open(ciphertext_filename, "rb") as ciphertext, open(cycled_plaintext_filename,
"wb") as plaintext:
with client.stream(mode="decrypt-unsigned",
source=ciphertext,
key_provider=master_key_provider) as decryptor:
for chunk in decryptor:
plaintext.write(chunk)

# Verify that the encryption context
assert all(
pair in decryptor.header.encryption_context.items() for pair in
encryptor.header.encryption_context.items()
)

return ciphertext_filename, cycled_plaintext_filename

Rust

Rust AWS Encryption SDK ® TRETFZILIVAXLAAA—NZIEBETSICE. BSKLUIITARNT
algorithm_suite_id7’ANT 1 ZEELF T,

// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

// Define the key namespace and key name
let key_namespace: &str = "HSM_01";
let key_name: &str = "AES_256_012";
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// Optional: Create an encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1)

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create Raw AES keyring

let raw_aes_keyring = mpl
.create_raw_aes_keyring()
.key_name(key_name)
.key_namespace(key_namespace)
.wrapping_key(aws_smithy_types::Blob: :new(AESWrappingKey))
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagle)
.send()
.await?;

// Encrypt your plaintext data
let plaintext = example_data.as_bytes();

let encryption_response = esdk_client.encrypt()
.plaintext(plaintext)
.keyring(raw_aes_keyring.clone())
.encryption_context(encryption_context.clone())
.algorithm_suite_id(AlgAes256GcmHkdfSha512CommitKey )
.send()
.await?;

Go

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"
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mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygeneratedtypes"

)
// Instantiate the AWS Encryption SDK client

encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})
if err != nil {
panic(err)

// Define the key namespace and key name
var keyNamespace = "HSM_0Q1"
var keyName = "AES_256_012"

// Optional: Create an encryption context

encryptionContext := map[string]string{

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",
}

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {

panic(err)

// Create Raw AES keyring
aesKeyRingInput := mpltypes.CreateRawAesKeyringInput{
KeyName: keyName,
KeyNamespace: keyNamespace,
WrappingKey: key,
WrappingAlg: mpltypes.AesWrappingAlgAlgAes256GcmIv12Tagl6,
}
aesKeyring, err := matProv.CreateRawAesKeyring(context.Background(),
aesKeyRingInput)
if err != nil {
panic(err)
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// Encrypt your plaintext data
algorithmSuiteId := mpltypes.ESDKAlgorithmSuiteIdAlgAes256GcmHkdfSha512CommitKey
res, err := encryptionClient.Encrypt(context.Background(), esdktypes.EncryptInput{

Plaintext: [Ibyte(exampleText),
EncryptionContext: encryptionContext,
Keyring: aesKeyring,
AlgorithmSuiteId: &algorithmSuiteld,
1))
if err != nil {
panic(err)
}

BStEhicT—2F—0OHIR

BEEENEXY E—DHOBEHEIET—2F—ORZEHRTELRT., CORARNTIITAA
BeElk, BESUKRICR>TEREhEF—V 2 JZ2RHELEY, BERICEEDHIBESLTFAL
ERELEYIBZDDICRIUEET, FHXETIAR ALY, BENICRENEHFECL 2T, F—
AVT7ZARNTOF Y ERVHICEEHUETEERT, EBETERVRERISOXY E—D%ES
ITRIHEER. BTN T EZF—2HRIDCENBREEETT,

FEAEDESENEXY -2, BELTHERAEhZSYEIXF—EIC1 DOBES1L
TENETF—RF—HNHYNEITHN, BTN EXYE—JICBEHK 65535 BOESLENET—
BX—ZEEODENTEXT, BEOHDTIVX—F. ATEOBESEhLT—XF—2FEH
LTHESLEhEXYE—D2BEL, WVThEESTERLSIDAEMEI GV ET, TORR,
AWS Encryption SDK l&, XY E—JHOBES{tEnTF—2F—2FVRETET, BElkEhi
ETF—2F—DESZHAET,

EEtENETF—2F—2HIRTDICIE, MaxEncryptedDataKeys N X—X&ZFEHLFE
To cD/NTX—ZIE, AWS Encryption SDKO/N—2 32 19x BRV 22 x LBEOTXTO
HR—MNRRTOATZIVIERBTHEATEERT, ChEFAT>32 T, BSILRERVES
BFICEXMTT, XROFITE, 3SDNERZTYEVIJF—THEEBLENETF—2E2ESHLE
9. MaxEncryptedDataKeys OfElE 3 ICERELE T,

C

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();
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/* Construct an AWS KMS keyring */
struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(key_arnl, { key_arn2, key_arn3 });

/* Create a session */
struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(alloc, AWS_CRYPTOSDK_DECRYPT,
kms_keyring);
aws_cryptosdk_keyring_release(kms_keyring);

/* Limit encrypted data keys */
aws_cryptosdk_session_set_max_encrypted_data_keys(session, 3);

/* Decrypt */
size_t ciphertext_consumed_output;
aws_cryptosdk_session_process(session,
plaintext_output,
plaintext_buf_sz_output,
&plaintext_len_output,
ciphertext_input,
ciphertext_len_input,
&ciphertext_consumed_output);
assert(aws_cryptosdk_session_is_done(session));
assert(ciphertext_consumed == ciphertext_len);

C#/ .NET

for AWS Encryption SDK .NET TES{tEchi7T—X2F—ZFIR TS (CIE. AWS Encryption
SDK for NET DUV ZA T hNE2A VAR AL, #7232 0 MaxEncryptedDataKeys/\
TA—ZRZEHHNOEICERELE T, XIZ. &EL 2 AWS Encryption SDK 4 > AR AT
Decrypt() XV Y REFUHLET,

// Decrypt with limited data keys

// Instantiate the material providers
var materialProviders =

AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders();

// Configure the commitment policy on the AWS Encryption SDK instance
var config = new AwsEncryptionSdkConfig
{

MaxEncryptedDataKeys = 3
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};
var encryptionSdk = AwsEncryptionSdkFactory.CreateAwsEncryptionSdk(config);

// Create the keyring
string keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
var createKeyringInput = new CreateAwsKmsKeyringInput
{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsKeyId = keyArn
};

var decryptKeyring = materialProviders.CreateAwsKmsKeyring(createKeyringInput);

// Decrypt the ciphertext
var decryptInput = new DecryptInput
{
Ciphertext = ciphertext,
Keyring = decryptKeyring
};
var decryptOutput = encryptionSdk.Decrypt(decryptInput);

AWS Encryption CLI

# Decrypt with limited encrypted data keys

$ aws-encryption-cli --decrypt \
--input hello.txt.encrypted \
--wrapping-keys key=$key_arnl key=%$key_arn2 key=$key_arn3 \
--buffer \
--max-encrypted-data-keys 3 \
--encryption-context purpose=test \
--metadata-output ~/metadata \
--output .

Java

// Construct a client with limited encrypted data keys
final AwsCrypto crypto = AwsCrypto.builder()
.withMaxEncryptedDataKeys(3)
.build();

// Create an AWS KMS master key provider
final KmsMasterKeyProvider keyProvider = KmsMasterKeyProvider.builder()
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.buildStrict(keyArnl, keyArn2, keyArn3);

// Decrypt
final CryptoResult<byte[], KmsMasterKey> decryptResult =
crypto.decryptData(keyProvider, ciphertext)

JavaScript Browser

// Construct a client with limited encrypted data keys
const { encrypt, decrypt } = buildClient({ maxEncryptedDataKeys: 3 })

declare const credentials: {
accessKeyId: string
secretAccessKey: string
sessionToken: string
}
const clientProvider = getClient(KMS, {
credentials: { accessKeylId, secretAccessKey, sessionToken }

1)

// Create an AWS KMS keyring
const keyring = new KmsKeyringBrowser({
clientProvider,
keyIds: [keyArnl, keyArn2, keyArn3],
1

// Decrypt
const { plaintext, messageHeader } = await decrypt(keyring, ciphertext)

JavaScript Node.js

// Construct a client with limited encrypted data keys
const { encrypt, decrypt } = buildClient({ maxEncryptedDataKeys: 3 })

// Create an AWS KMS keyring

const keyring = new KmsKeyringBrowser({
keyIds: [keyArnl, keyArn2, keyArn3],

1))

// Decrypt
const { plaintext, messageHeader } = await decrypt(keyring, ciphertext)
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Python

# Instantiate a client with limited encrypted data keys
client = aws_encryption_sdk.EncryptionSDKClient(max_encrypted_data_keys=3)

# Create an AWS KMS master key provider
master_key_provider = aws_encryption_sdk.StrictAwsKmsMasterKeyProvider(
key_ids=[key_arnl, key_arn2, key_arn3])

# Decrypt
plaintext, header = client.decrypt(source=ciphertext,
key_provider=master_key_provider)

Rust

// Instantiate the AWS Encryption SDK client with limited encrypted data keys

let esdk_config = AwsEncryptionSdkConfig::builder()
.max_encrypted_data_keys(max_encrypted_data_keys)
.build()?;

let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

// Define the key namespace and key name
let key_namespace: &str = "HSM_01";
let key_name: &str = "AES_256_012";

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Generate “max_encrypted_data_keys  raw AES keyrings to use with your keyring
let mut raw_aes_keyrings: Vec<KeyringRef> = vec![];

assert!(max_encrypted_data_keys > @, "max_encrypted_data_keys MUST be greater than
0");

let mut i = 0;
while i < max_encrypted_data_keys {
let aes_key_bytes = generate_aes_key_bytes();

let raw_aes_keyring = mpl
.create_raw_aes_keyring()
.key_name(key_name)
.key_namespace(key_namespace)
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Go

.wrapping_key(aes_key_bytes)
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagl6)
.send()

.await?;

raw_aes_keyrings.push(raw_aes_keyring);
i+=1;

// Create a Multi Keyring with “max_encrypted_data_keys ™ AES Keyrings
let generator_keyring = raw_aes_keyrings.remove(Q);

let multi_keyring = mpl
.create_multi_keyring()
.generator(generator_keyring)
.child_keyrings(raw_aes_keyrings)
.send()
.await?;

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygeneratedtypes"

)

// Instantiate the AWS Encryption SDK client with limited encrypted data keys
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{
MaxEncryptedDataKeys: &maxEncryptedDataKeys,

)

if err !'= nil {
panic(err)

}

// Define the key namespace and key name
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var keyNamespace = "HSM_0Q1"
var keyName = "RSA_2048_06"

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err != nil {

panic(err)

// Generate 'maxEncryptedDataKeys™ raw AES keyrings to use with your keyring
rawAESKeyrings := make([]Jmpltypes.IKeyring, @, maxEncryptedDataKeys)
var i int64 = 0
for i < maxEncryptedDataKeys {
key, err := generate256KeyBytesAES()
if err !'= nil {
panic(err)
}
aesKeyRingInput := mpltypes.CreateRawAesKeyringInput{
KeyName: keyName,
KeyNamespace: keyNamespace,
WrappingKey: key,
WrappingAlg: mpltypes.AesWrappingAlgAlgAes256GcmIv12Tagl6,
}
aesKeyring, err := matProv.CreateRawAesKeyring(context.Background(),
aesKeyRingInput)
if err != nil {
panic(err)
}
rawAESKeyrings = append(rawAESKeyrings, aesKeyring)
1++

// Create a Multi Keyring with "max_encrypted_data_keys"™ AES Keyrings
createMultiKeyringInput := mpltypes.CreateMultiKeyringInput{
Generator: rawAESKeyrings[0],
ChildKeyrings: rawAESKeyrings[1l:],

}
multiKeyring, err := matProv.CreateMultiKeyring(context.Background(),
createMultiKeyringInput)
if err != nil {
panic(err)
}

i

kvd

]
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BRE7 1L —DERK
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C

HELWBHIZDWTIE, T AWS Encryption SDK for Cs @ "kms_discovery.cpps 2S8R L T &
L,

/* Create a discovery filter for an AWS account and partition */

const char *account_id = "111122223333";
const char *partition = "aws";
const std::shared_ptr<Aws::Cryptosdk::KmsKeyring: :DiscoveryFilter> discovery_filter

Aws: :Cryptosdk: :KmsKeyring: :DiscoveryFilter::Builder(partition).AddAccount(account_id).Buil
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C#/.NET

SEEBHICOVTIE, for NET ®DiscoveryFilterExample.cs AWS Encryption SDK ;1 2B L T
<FEEL,

// Create a discovery filter for an AWS account and partition
List<string> account = new List<string> { "111122223333" };

DiscoveryFilter exampleDiscoveryFilter = new DiscoveryFilter()
{

AccountIds = account,

Partition = "aws"

AWS Encryption CLI

# Decrypt in discovery mode with a discovery filter

$ aws-encryption-cli --decrypt \

--input hello.txt.encrypted \

--wrapping-keys discovery=true \
discovery-account=111122223333 \
discovery-partition=aws \

--encryption-context purpose=test \

--metadata-output ~/metadata \

--max-encrypted-data-keys 1 \

--buffer \

--output .

Java

FHELWBHICDWTIE, T AWS Encryption SDK for Javay ®
MDiscoveryDecryptionExample.javay Z2ZBL T &,

// Create a discovery filter for an AWS account and partition

DiscoveryFilter discoveryFilter = new DiscoveryFilter("aws", 111122223333);
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JavaScript (Node and Browser)

MBI DOVWTIE, T AWS Encryption SDK for JavaScripty @ "kms_filtered_discovery.ts
(Node.js) & "kms_multi_region_discovery.tsy (7 ZH#) 2SBL TS EE L\,

/* Create a discovery filter for an AWS account and partition */
const discoveryFilter = {

accountIDs: ['111122223333'],

partition: '

aws"',

Python

ELWVWBHICDWTIE, T AWS Encryption SDK for Pythony @ Tdiscovery_kms_provider.py, %
SRLTLSEEL,

# Create the discovery filter and specify the region
decrypt_kwargs = dict(
discovery_filter=DiscoveryFilter(account_ids="111122223333",
partition="aws"),
discovery_region="us-west-2",

Rust

let discovery_filter = DiscoveryFilter::buildex()
.account_ids(vec![111122223333.to_string()])
.partition("aws".to_string())
.build()?;

Go

import (
mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"

)

discoveryFilter := mpltypes.DiscoveryFilter{
AccountIds: []string{111122223333},
Partition: "aws",

}
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(@ Note
MEBESLIYTFANCMM E, RON—232TOHEYR—KRERTVET,

« MO/X—< 32 3.x AWS Encryption SDK for Java
 for NET ®/\Y—> 3> AWS Encryption SDK 4.x

« Z7'3 3> ® Cryptographic Material Providers Library (MPL) k1B & L EICER T35
& @ AWS Encryption SDK for Python®/N\—< 3 > 4.x,

« AWS Encryption SDK for Go ®/Y\—= 3> 0.1.x LAB&
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BHENLEXY DR EBESHTEREA, BEILKICEELLEOLRAUF—CEORTZHIGETS
VEFHYNET,

/A Important

EELDIYTFANTHEZF—ICENEZBERIZ P ZEECKRFLTKEEZL, BS
LEICE, BUF—ETNICHSTRIEZBERATEILEN BT, BEBZF—Z8H
RTERBRVEE, BStehXvE—2RESKLTEREREA,

ROBITRE, BESESHKITHFANCMM ZFEAL TAWSKMS F—U 2 JZ2HBILLET,

C#/ .NET

var encryptionContext = new Dictionary<string, string>()

{

{"encryption", "context"},

{"is not", "secret"},

{"but adds", "useful metadata"},

{"that can help you", "be confident that"},

{"the data you are handling", "is what you think it is"}
};

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

// Instantiate the keyring input object

var createKeyringInput = new CreateAwsKmsKeyringInput

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsKeyId = kmsKey

};

// Create the keyring
var kmsKeyring = mpl.CreateAwsKmsKeyring(createKeyringInput);

var createCMMInput = new CreateRequiredEncryptionContextCMMInput
{

UnderlyingCMM = mpl.CreateDefaultCryptographicMaterialsManager(new
CreateDefaultCryptographicMaterialsManagerInput{Keyring = kmsKeyring}),
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// If you pass in a keyring but no underlying cmm, it will result in a failure
because only cmm is supported.
RequiredEncryptionContextKeys = new List<string>(encryptionContext.Keys)

};

// Create the required encryption context CMM
var requiredEcCMM = mpl.CreateRequiredEncryptionContextCMM(createCMMInput);

Java

// Instantiate the AWS Encryption SDK
final AwsCrypto crypto = AwsCrypto.builder()

.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

// Create your encryption context

final Map<String, String> encryptionContext = new HashMap<>();
encryptionContext.put("encryption", "context");

encryptionContext.put("is not", "secret");

encryptionContext.put("but adds", "useful metadata");
encryptionContext.put("that can help you", "be confident that");
encryptionContext.put("the data you are handling", "is what you think it is");

// Create a list of required encryption contexts
final List<String> requiredEncryptionContextKeys = Arrays.asList("encryption",
"context");

// Create the keyring

final MaterialProviders materialProviders = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsKeyringInput keyringInput = CreateAwsKmsKeyringInput.builder()
.kmsKeyId(keyArn)
.kmsClient(KmsClient.create())
.build();

IKeyring kmsKeyring = materialProviders.CreateAwsKmsKeyring(keyringInput);

// Create the required encryption context CMM
ICryptographicMaterialsManager cmm =
materialProviders.CreateDefaultCryptographicMaterialsManager(
CreateDefaultCryptographicMaterialsManagerInput.builder()
.keyring(kmsKeyring)
.build()
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);
ICryptographicMaterialsManager requiredCMM =
materialProviders.CreateRequiredEncryptionContextCMM(
CreateRequiredEncryptionContextCMMInput.buildex()
.requiredEncryptionContextKeys(requiredEncryptionContextKeys)
.underlyingCMM(cmm)
Lbuild()

);

Python

MHEEES{I] TF AN CMM AWS Encryption SDK for Python T Z#R9 %Ik, XTU7
L7ONAE—=Z47Z1) (MPL) £EERATDHEN BV ET,

# Instantiate the AWS Encryption SDK client
client = aws_encryption_sdk.EncryptionSDKClient(
commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

# Create your encryption context
encryption_context: Dict[str, str] = {
"keyl": "valuel",
"key2": "value2",
"requiredKeyl": "requiredValuel",
"requiredKey2": "requiredValue2"

# Create a list of required encryption context keys
required_encryption_context_keys: List[str] = ["requiredKeyl", "requiredKey2"]

# Instantiate the material providers library
mpl: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Create the AWS KMS keyring
keyring_input: CreateAwsKmsKeyringInput = CreateAwsKmsKeyringInput(
kms_key_id=kms_key_id,
kms_client=boto3.client('kms', region_name="us-west-2")

)

kms_keyring: IKeyring = mpl.create_aws_kms_keyring(keyring_input)

# Create the required encryption context CMM
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underlying_cmm: ICryptographicMaterialsManager = \
mpl.create_default_cryptographic_materials_managexr(
CreateDefaultCryptographicMaterialsManagerInput(
keyring=kms_keyring

required_ec_cmm: ICryptographicMaterialsManager = \
mpl.create_required_encryption_context_cmm(
CreateRequiredEncryptionContextCMMInput(
required_encryption_context_keys=required_encryption_context_keys,
underlying_cmm=underlying_cmm,

Rust

// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client esdk_client::Client::from_conf(esdk_config)?;

// Create an AWS KMS client
let sdk_config =

aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_client = aws_sdk_kms::Client: :new(&sdk_config);

// Create your encryption context

let encryption_context = HashMap::from([
("keyl".to_string(), "valuel".to_string()),
("key2".to_string(), "value2".to_string()),
("requiredKeyl".to_string(), "requiredValuel".to_string()),
("requiredKey2".to_string(), "requiredValue2".to_string()),

D)7

// Create a list of required encryption context keys

let required_encryption_context_keys: Vec<String> = vec![
"requiredKeyl".to_string(),
"requiredKey2".to_string(),

)7

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
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// Create the AWS KMS keyring
let kms_keyring = mpl
.create_aws_kms_keyring()
.kms_key_id(kms_key_id)
.kms_client(kms_client)
.send()
.await?;

kms_multi_keyring: IKeyring = mat_prov.create_aws_kms_multi_keyring(
input=kms_multi_keyring_input

// Create the required encryption context CMM

let underlying_cmm = mpl
.create_default_cryptographic_materials_managexr()
.keyring(kms_keyring)
.send()
.await?;

let required_ec_cmm = mpl
.create_required_encryption_context_cmm()
.underlying_cmm(underlying_cmm.clone())
.required_encryption_context_keys(required_encryption_context_keys)
.send()
.await?;

Go

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygeneratedtypes"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/kms"
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// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})
if err != nil {

panic(err)

// Create an AWS KMS client

cfg, err := config.LoadDefaultConfig(context.TODO())

if err != nil {
panic(err)

}

kmsClient := kms.NewFromConfig(cfg, func(o *kms.Options) {
o.Region = defaultKmsKeyRegion

b
// Create an encryption context
encryptionContext := map[string]lstring{
"encryption": "context",
"is not": "secret",
"but adds": "useful metadata",
"that can help you": "be confident that",
"the data you are handling": "is what you think it is",
}

// Create a list of required encryption context keys

requiredEncryptionContextKeys := []string{}

requiredEncryptionContextKeys = append(requiredEncryptionContextKeys,
"requiredKeyl", "requiredKey2")

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {

panic(err)

// Create the AWS KMS keyring
awsKmsKeyringInput := mpltypes.CreateAwsKmsKeyringInput{
KmsClient: kmsClient,
KmsKeyId: utils.GetDefaultKMSKeyId(),
}
awsKmsKeyring, err := matProv.CreateAwsKmsKeyring(context.Background(),
awsKmsKeyringInput)
if err != nil {
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panic(err)

}

// Create the required encryption context CMM
underlyingCMM, err :=
matProv.CreateDefaultCryptographicMaterialsManager(context.Background(),
mpltypes.CreateDefaultCryptographicMaterialsManagerInput{Keyring: awsKmsKeyring})
if err != nil {
panic(err)
}
requiredEncryptionContextInput := mpltypes.CreateRequiredEncryptionContextCMMInput{
UnderlyingCMM: underlyingCMM,
RequiredEncryptionContextKeys: requiredEncryptionContextKeys,

}
requiredEC, err := matProv.CreateRequiredEncryptionContextCMM(context.Background(),
requiredEncryptionContextInput)
if err !'= nil {
panic(err)
}
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T, AMEHDEEICANI—Z2T TS AWS Encryption CLI Tlk, /N\—23219x & 22x T
--buffer NTX—ZHNBAEhELIL, HOSERETR., BFONY I 7V THEZFERT
ZE T, (NET AWS Encryption SDK A FARNU =T ZHR—KNLTVEEA ),

FORNBEDBEVWTILIAUXLARAA—NEEALTVRBAR, SFESERET decrypt-
unsigned MEEEBAL T EE L, COMETRESKLTFAN ESENETH. BENER
BFFARNERETDEABUET, HMICOVTR, "TFPLIOUZLAL—REERT S, 55
BLTEE W,

T—RF—0OF vV

—BWIC, F—EF—OBIAREREIhELEAN,. AWS Encryption SDK IZlF. TF—2F—0DH

MAZFRIZT—EF—F+r+v221FAT72aFABEEHATVET, F—XF—F vV 1TR,

—BOTTIVT—=23a>ONT7 =X VAN EEL, F—AVTFANZIVFYORFEHLIRBY E
T, XERBETCT—EF—FvV212EATREIC, EFIVTALEVMEZRELTTANL,

TF—RF—ZBIATEZCEOXVY RNFFAVY REELEBE>TVWA L ZBERLTLSEEL,

ANV=Z2TF—2DEE 83



AWS Encryption SDK FROYN—HA R

N F—ANF AWS Encryption SDK

Tl& AWS Encryption SDK, ¥F—A KTk, BEEAWSKMS ¥—1 I THERAENBIBEET—X%
#3¥9 % Amazon DynamoDB 7—7 )L T3, F—AKMTIFk. BEBFX—V>J2FERAL THES{LANR
L—232%&RET92 AWSKMS 2HIC IR UL TITSBENHEI2FOCHELOBERS TOICKILS
F7,

F—ARNTE. BEFX—V2INFIORO—THEBSLZERITL, F—FBSLF—ZRETBDLHIC
FRTZ T FF—2RBEBLVOEELET,. F—ANTR, POT17 BT S0FF—EUHD
IRTON—=23a>0TS0FF—28RELES, PITATBTZU0FF—F, 750FF—0K
FIN—23>TT, BEXF—VU TR, BELLVIIARNIEIL—EDTF—XBES{LF—&EFEAHL.,
TIOTATRBRISUOFF—HDSRELE—BEOSVEITXF—AFHALTETF—AESILF—2ES
LLET. BBFXF—V TR, TOTA7BTS0FF—&, TOEHSYED TF—0OBICHELE
NEREEICHILET,

*—ANFOABE S
F—ARNT
To50FF—E-—0F—BEOEET—R2%ZHRET S DynamoDB T—7 )L,
IL—KhF¥—
F—ANTAOTZ0FF—EeE-O0F -4 L TRET D RHESL KMS F—,
To50FF—
IRA-T7HEStAD—E0ZvE Y IJXF—Z2BBITHLHICEINAE NS TF—2F— 12
NDF—ARNTICEBOT S0 FF—2ERTEETY, FT50FF—EF—EIC1 2070574

TBTZOFF—N—2320REFIDENTEES, PIOTATRBRITSUOFF—RG, 75>
FE—OEHN—>32TY,

75 FF—I&. kms:GenerateDataKeyWithoutPlaintext AR L —3 3 > AWS KMS keys % {§
LTEHEIET,

SvE> T *—

EELARL =230 CHEATCND TF— ARSIt F—2RBSLITHEOICERAENEZ—EDT—
9:\:_0

SYTF—RETSUOFF—PESMELET, F—EBTOLAOFEM-COVTIE, AWS KMS
REEF—1) T OEMNEEFM, 25BL TS EEV,
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7 — SRS {LF—

EEILARL -3V THEATZNDZTF—2F— BEF—V2JR@. BSHEUIIARNIEIC—
BEOTF—SBESF—ZFEALET,

R/MFHEDT VL AFFADRE

F—ARNTEAWSKMS BEF—V>2J%2FEATRERR. XOO-ILZERL THRNMFHEDORA
RS CEZHBAHOLET,

F-ANTEERE

F—ARNTERBRERF. F—ARNTE, F—ARNTHIREBLCREITDZD /0 FF—ZEES
KUVEBEEBLET, F—ANTEEERK, F—ARNT7EL THEET S Amazon DynamoDB 57—
INDEZAKERZF OE—DI—HF—THIVENHYNET, chsld, CreateKeyX
BREDBENBRERBEARL—2IAVICTIOEATEDH—OI—HF—THBI3LENfHYE
FVersionKeyo cnS5DANRL =232k, F—ANTTIOAVEBHNICRETIHEICD
HETTEET,

CreateKey &, F—ARNTHFITUANIHLWVKMS ¥— ARN Z EBINTE 2 HEARL — 3
VT COKMS F—lk, ILOWTFIOTATBTSOFF—%ERTEELET,. KMSF—HTZ
FF—ANTICEMEND L, HIRTERBRVESD, COARL =232 AOT I EAEZFRT
DLEBEBHOLET,

F—ARTI—H—

BEAEDHE, F—ANTI—H—R&, F—2z2ES5L,. B5. BE. RIAETHHEIC. BE
F—UDTENLTORF—ARNTERRYLET, TOLO, F—ARTELTHETS
Amazon DynamoDB T—7 )LADFHRKEY T IO CAFTO AN MBETT, F—ANFI1—H—
. . . BEDBSILARL -3V ZAREICTRIFERAARL—23VIZOKT I ELATIHE
N&H') £FGetActiveBranchKeyGetBranchKeyVersionGetBeaconKey, RT3 75> F
F—ZERFELREETDILOHOT IV EAFTRLESH Y EFE A,

F—ARNTTOAVHNEBENCEREETATVZEE, FLEREALCEEENTVSRIES, £
RBEZRITITEXRT, F—ARNTT7IIAVHIREAICKRETATVSREE. EEEARL—
23 (CreateKey B &KV VersionKey) ZR{TTD LR TEER A,

TS50FF—ARNTEREN TS OFF—ARNTICERDO KMS F—ZHFUANIERL 5
Bk, BBFX—V >IN EHBOKMS F—Z2FEATEDLSIC, F—ANTI—H—"»F—AK
TT702a>aHAICKRETRCEEZHHOLET,
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770FF%F—2{ERULIVAWSKMS . EEFXF—U Y J 2RISR, 770FF—2EEHLY
"9 % Amazon DynamoDB T—7 )L THBF—ANTEZERTIHEN HVET,

/A Important

TS50 FF—%R¥ET S DynamoDB T—7 L ZHIBRL BZVWTLEE WV, COT—7I)LZH|
BRIde, BEFXF— J2ERAL TESILENET—RE2ESTERLILBEYET,

N=TFT1423>F—V—rF—IIHEBROXFIEZERAL T, Amazon DynamoDB F*AX 0OV
N=HARDO "T—TILOER I OFIEICHWVET,

N—F4vavs— Y—hF—

R—AF—T) branch-key-id type

WEF—ARNTH

F—ANTELTH#EET S DynamoDB T—7I)LICBETZEF TR L&, F—ANTTO>av a5k
ETHEEBETIREFT—ANTEEZEEIRNTAIENEETT, REF—ANTRRBGFF—
ARNTOHEBFELTHEL, BIOI—H—INRUICERBLI-RBIEETEXRLEA, F—AKNTT
9232 TlE, BICEUREBF—ARNTREBETIHLEN HVET,

DynamoDB T —7 LB ERBF—A RN TR OBICIE one-to-one DY YEV TN MBETT, WEF—
ARNT7H&E, DynamoDB DETARL =23V ZBRNLTDEHIC, T—7ILICERENTVS T
RTOTF—RICEBSHICNA > RENET, REF—ANTEIE DynamoDB T—7 LB LR EX
BIEEN BV ETAH, DynamoDB T—T LB EREBXF—ARNTRBELTEETD L 2E<BED
LET, NV IFTYTHNS DynamoDB T—7 I EEXT L ERICT—TIILBHIEEENLEEE, RE
F—ARTEZZHL LV DynamoDB F—7 L BICIYE I LT, BBXF—U > IFlEHKEF—2A
RFPICTOEATEDRSICTBDCENTEERT,

WREF—ARNTRICHBERPEBZERZSHEVTLSEETV, REBEF—ARNTHBIE. AWSKMS
CloudTraill IR R TTL—2FFARNT ELTERRENE T tablename,
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NOES |

1. the sectioncalled “¥—ANFT T O3 %RETD”
2. thesectioncalled “7 S FF—%&ERTS”
3. AWSKMS EE+—1) T %ERT D

F—ARNTTO23AV%EETS

F—ARNTFTOIAVEGE, I—F—NDNERITTEZIARL—>32E, AWSKMS TOREEF—1) >
IHFF—ARNTICFTVARENRTVDKMS F—ZEDRSICFERATRIHNZRELET, . XD
F—ANT T U3 2E&E AWS Encryption SDK ZHR—KMLTVWET,

d:Y)

F—ARNTZBENWIIRETDE., F—AMTR, F—ANTFTFIIIVERET
%kmsConfiguration& &2 THEL = KMS ¥— ARN ([CEEMNS TSN KMS F—DhEfE
BATEET, 750FF—0EK. N—2aZ>2Y, LEEEBEICEO KMS £— ARN AFH4E
Ligae., AN AO—EhET,

TIYILFV—232 KMS F—ZIEETE £9 HFkmsConfiguration, V=23 &2ELF—0
ARN 244 KMS F—2SRELET SV FF—ICRBEIhE T, IOV -3 THF—%IEE
TRCERFRTEFRREA, EZ—HEEBICE, F2E<K<EUNILFU—a2F—%IEEITIH
ENFHYUET,

F—ARNTTOa22BNICRETDE., FRAARL—>3Y

(GetActiveBranchKey, GetBranchKeyVersion, GetBeaconKey) EEBARL—2 3>
(CreateKey 8LV ) ZR{TTE XTI VersionKey, CreateKeyld, F—ARMTEHFAUARNIC
FULWKMS ¥+— ARN ZEMTEDRHEARL—>3I2TT, COKMS F—i&F, sILWLWF D
TATRBTSVFF—BERTEET, KMSF—HAF—ARNTICEMEND &, HIRTERWE
H, COARL—=>3ANOT IV AZHRIBDEZHEBOHLET,

HE

BRERICFEF—ARNTTIOI3a2%RETRIE, F—ARNTRERF—ARNTTHAVANIEGZEZ O
TWBEEND AWS KMS key ARN ZERTE X T, LEL, YILFU—-T32 KMS F—H"H4E
L. F—OARNDOU—=23a>HAERAENTVS AWSKMS V547> b -3 e—HL
BZWEE, FIANFAO—EhET,
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BREBICF—ARNTERETDHES. CreateKey® BENEBARL -3 A2RTITDEL

FTEFEHAVersionKey, BES{L, BF, BR. RIAEARL—23a2Z2BWCITHEAAR

L—>3>0&EETTEET, FHEICOWVWTIE, Tthe section called “S/MSHED T 01 AT

NEE 2ZRLTIEET,

F—ARNTTO2I3A2ZRETS

F—ARNTTOIAVERETRHIC, RAOBMEFRGEZHLELTVD L ZHAEL TSV,

. Eﬁ@'%ﬂ\%?ﬁ"ﬁ%ﬁ'& l/—:/ AVERELET, FMICOVWTIE, Mthe section called “S/M&

EOT IV EAHADERE" ) 25RLTSEEL,
- WEF—ANTHEZERTS

DynamoDB T —7 )L BERBF —ANTBOMICIE one-to-one DY YEV TN UETYT, WIE

F—ARNT R, DynamoDB EXARL —> a2 &2EHRILTIEHIC, T—TIILILREEATV

P2IRNTOF—RICHESHICNA RENET, KRYOI—HF—IFHIAVICEBLLRIEETER

BA. F—AKT7T702a>Tl,. BLEAUREBF—ARNTEEZEEIZIZEN BV ET, FMIC

2L T, Tlogical key store names 2B L T &V,

BT

ROBITIEE, F—ARNTTOIaVEBNICRELET. F—AMT7EL T#EET S DynamoDB
T—7ILOEZF., F—ANTOREBEE. WHES{L KMS ¥—%EEIT25 KMS £— ARN #EET
PRENHYNET,

(® Note

F—ARNTH—EAZBNICRETSHEER, BEL L KMS ¥— ARN ZEEICKREIL T
EEW, CreateKey AXRL—2 32k, KMSF*F—ARN Z27 S FF—ARNTOFHFATU A
NCEMUET, KMSF—HAT7Z0FF—RARNTICEMEND L, BIRTD LRI TEFRE
Ao

Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
KeyStoreConfig.builder()
.ddbClient(DynamoDbClient.create())
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.ddbTableName(keyStoreName)
.logicalKeyStoreName(logicalKeyStoreName)
.kmsClient(KmsClient.create())
.kmsConfiguration(KMSConfiguration.builder()
.kmsKeyArn(kmsKeyArn)
.build())
.build()).build();

C#/ .NET

var kmsConfig = new KMSConfiguration { KmsKeyArn = kmsKeyArn };
var keystoreConfig = new KeyStoreConfig

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = kmsConfig,
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName

};

var keystore = new KeyStore(keystoreConfig);

Python

keystore: KeyStore = KeyStore(
config=KeyStoreConfig(
ddb_client=ddb_client,
ddb_table_name=key_store_name,
logical_key_store_name=logical_key_store_name,
kms_client=kms_client,
kms_configuration=KMSConfigurationKmsKeyArn(
value=kms_key_id

),

Rust

let sdk_config =
aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let key_store_config = KeyStoreConfig::builder()
.kms_client(aws_sdk_kms::Client: :new(&sdk_config))
.ddb_client(aws_sdk_dynamodb: :Client: :new(&sdk_config))
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.ddb_table_name(key_store_name)
.logical_key_store_name(logical_key_store_name)
.kms_configuration(KmsConfiguration: :KmsKeyArn(kms_key_arn.to_string()))
.build()?;

let keystore = keystore_client::Client::from_conf(key_store_config)?;

Go
import (
keystore "github.com/aws/aws-cryptographic-material-providers-library/mpl/
awscryptographykeystoresmithygenerated"
keystoretypes '"github.com/aws/aws-cryptographic-material-providers-library/mpl/

awscryptographykeystoresmithygeneratedtypes"

)

kmsConfig := keystoretypes.KMSConfigurationMemberkmsKeyArn{
Value: kmsKeyArn,

}

keyStore, err := keystore.NewClient(keystoretypes.KeyStoreConfig{
DdbTableName: keyStoreTableName,
KmsConfiguration: &kmsConfig,
LogicalKeyStoreName: logicalKeyStoreName,
DdbClient: ddbClient,
KmsClient: kmsClient,

1))

if err !'= nil {
panic(err)

}

BEDREE

RO OBITE, MEAOF—ARNTFTOIIVEBRELET, F—ANTELTHETS
DynamoDB 7—7 LD BRI EMEBF—ARNTEBEZEETIHEN HYET,

Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
KeyStoreConfig.buildexr()
.ddbClient(DynamoDbClient.create())
.ddbTableName(keyStoreName)
.logicalKeyStoreName(logicalKeyStoreName)
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.kmsClient(KmsClient.create())
.kmsConfiguration(KMSConfiguration.builder()
.discovery(Discovery.builder().build())

.build())
.build()).build();

C#/ .NET

var keystoreConfig = new KeyStoreConfig

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = new KMSConfiguration {Discovery = new Discovery()},
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName
};

var keystore = new KeyStore(keystoreConfig);

Python

keystore: KeyStore = KeyStore(
config=KeyStoreConfig(
ddb_client=ddb_client,
ddb_table_name=key_store_name,
logical_key_store_name=logical_key_store_name,
kms_client=kms_client,
kms_configuration=KMSConfigurationDiscovery(
value=Discovery()

),

Rust

let key_store_config = KeyStoreConfig::builder()
.kms_client(kms_client)
.ddb_client(ddb_client)
.ddb_table_name(key_store_name)
.logical_key_store_name(logical_key_ store_name)

.kms_configuration(KmsConfiguration::Discovery(Discovery

.build()?;

::builder().build()?))
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Go

import (

keystore "github.com/aws/aws-cryptographic-material-providers-library/mpl/
awscryptographykeystoresmithygenerated"

keystoretypes "github.com/aws/aws-cryptographic-material-providers-library/mpl/
awscryptographykeystoresmithygeneratedtypes"

)

kmsConfig := keystoretypes.KMSConfigurationMemberdiscovery{}
keyStore, err := keystore.NewClient(keystoretypes.KeyStoreConfig{

DdbTableName: keyStoreName,
KmsConfiguration: &kmsConfig,
LogicalKeyStoreName: logicalKeyStoreName,
DdbClient: ddbClient,
KmsClient: kmsClient,

)

if err !'= nil {
panic(err)

}

TFOTATRITISOFXF—%ERTS

TS50FF—k, AWSKMS BEEF—1) > AWS KMS key A'RUHL OEE RS T ICEH
T2 HASMELETF—EF—TT AWSKMS, PFIOTATBTSUOFF—F, 750FF—0OKH
N—=23a>Td, BEF—JJF. BE{LUVIIARNIEILL—ENDTF—RF—ZERKL, TOTA
TBTSOFF—DESMELE—BENSYEIVF—2FEALTETF—E2F—Z2ZBBHLLET,

FLOWTPOTATBTSUFF—RERTDICEK, F—ARNTTIOIaVEzENIRETILEND
\V&ET, CreateKeyld, F—ARTT7IV>aVRETEEENE KMS ¥— ARN 2+ —ANTFF
AVANCEMTDBIEARL—23 20T, RIC, KMSF—2FRALTHLWTIOT AT 4TS
UFF—FEERLET, KMS F—NF—ARNTICEBIMEND &, HIRTERWLESD, COARL—
2AUANDT IV EAZHRIDEZHEOHLET,

F—ARNTT1DOOKMS F—ZHFAVANCERIDZEE, F—ARNTTIIAVERETEEL
7= KMS ¥— ARN ZE# L TCreateKeyBEFUPHT & T, 8O KMS F—ZFFT ) ANCE
BIBDCEETEERT, BHOKMS F—ZFFAJANIERTDES., F—ANTI1I—H—&. 7
VDEATEDRF—ARNTPTHAVANIBBENEFEFEOF—ZFERATEDRSIC, F—ANTTY
AVEBRBACKRETDIHENHYET, FHMICOVWTIEE, Tthe section called “F—ARNF T ¥
TAVEFBETD) ZSZRLTLEEL,

To0FF—%=ERTD 92
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MBI T VA

To50FF—2ERTRICE, F—ARNTTIIVTEEENLZKMS F—IZ1T S
kms:GenerateDataKeyWithoutPlaintext # & ¥ kms:ReEncrypt 7 7 E AF A MRETT,

TS50 FF—%EHTS

ROARL—=23 20T, F—ARNTTOAVERETEELE KMS F—Z2FRALTHLWVWT S
FTATBRITISUOFF—%#ERL, F—ARNTEL THEET S DynamoDB T—7IWICTOT 14 T 7
SoFF—=EMLULET,

CreateKey ZHUHTMRIC, ROATZ AV DEZEETDIEZBRTEET,
» branchKeyIdentifier: H# A& /A branch-key-id ZE&ULE T,

N AR L branch-key-id ZER TS IZIE, encryptionContext N X—ZRIZEBMOES{L]
VTHFARNEEDRIHEEDHET,

« encryptionContext: &, kms:GenerateDataKeyWithoutPlaintext FOPH U ICEFE N B S
VTHFANTEMOREILET—F (AAD) ZRRMHTES—IL Y NUAADF—ELEORTOFT 3
vEYRNEERLET,

COBMNOBEITFANE aws-crypto-ec: 7L 71V VRELEEIZRRENE T,

Java

final Map<String, String> additionalEncryptionContext =
Collections.singletonMap("Additional Encryption Context for",
"custom branch key id");

final String BranchKey = keystore.CreateKey(
CreateKeyInput.builder()
.branchKeyIdentifier(custom-branch-key-id) //OPTIONAL
.encryptionContext(additionalEncryptionContext) //OPTIONAL

.build()).branchKeyIdentifier();
C#/ .NET

var additionalEncryptionContext = new Dictionary<string, string>();
additionalEncryptionContext.Add("Additional Encryption Context for", "custom
branch key id");
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var branchKeyId = keystore.CreateKey(new CreateKeyInput
{
BranchKeyIdentifier = "custom-branch-key-id", // OPTIONAL
EncryptionContext = additionalEncryptionContext // OPTIONAL
18

Python

additional_encryption_context = {"Additional Encryption Context for": "custom branch
key id"}

branch_key_id: str = keystore.create_key(
CreateKeyInput(
branch_key_identifier = "custom-branch-key-id", # OPTIONAL
encryption_context = additional_encryption_context, # OPTIONAL

Rust

let additional_encryption_context = HashMap::from([

("Additional Encryption Context for".to_string(), "custom branch key
id".to_string())
1);

let branch_key_id = keystore.create_key()
.branch_key_identifier("custom-branch-key-id") // OPTIONAL
.encryption_context(additional_encryption_context) // OPTIONAL

.send()
.await?
.branch_key_identifier
.unwrap();
Go
encryptionContext := map[string]lstring{
"Additional Encryption Context for'": "custom branch key id",
}
branchKey, err := keyStore.CreateKey(context.Background(),

keystoretypes.CreateKeyInput{
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BranchKeyIdentifier: &customBranchKeyId,

EncryptionContext: additional_encryption_context,
1))
if err != nil {

return "", err
}

F£9. CreateKey ARL =2 I3 VICEK ) ROENAERENFET,

* branch-key-id ®/X—=< 32/ 4 Universally Unique Identifier (UUID) (B AR L branch-key-id
ZEEL LBEZRL),

« TSUFF-N—=T3>O/N—T32 4UUD

« ISO 8601 O HEFFZR M timestamp (HEHRE (UTC)).

RIZ, CreateKey ARL—23a> ik, UTFTOVIIANEZFERALT
kms:GenerateDataKeyWithoutPlaintext 2 FFHH L £ 9,

"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : "type",
"create-time" : "timestamp",
"logical-key-store-name" : "the logical table name for your key store",
"kms-arn" : the KMS key ARN,
"hierarchy-version" : "1",
"aws-crypto-ec:contextKey": "contextValue"
1,
"KeyId": "the KMS key ARN you specified in your key store actions",
"NumberOfBytes": "32"

RIZ, CreateKey #BEWE kms:ReEncrypt UL, SV THFARNEEHLTTISOF
F—OT7IOT47LI—REERLET,

R#IZ, CreateKey AARL —2 3 & ddb:TransactWriteltems ZF O HL T, ATY 7 2 THERL
TN T S0 FF -2kt TBFHLVEREZEEAAET, BEEICEROBEN HYVET,

"branch-key-id" : branch-key-id,
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"type" : "branch:ACTIVE",

"enc" : the branch key returned by the GenerateDataKeyWithoutPlaintext call,
"version": "branch:version:the branch key version UUID",

"create-time" : "timestamp",

"kms-arn" : "the KMS key ARN you specified in Step 1",

"hierarchy-version" : "1",

"aws-crypto-ec:contextKey": "contextValue"

FPOTATRISZUOFF—20—FT—232FB

BETS0FF—OEOIL—EBELFETERTITATBN-23 V@1 2EFTY, BE. 7V
TATBRETSVFF—N—232@F, BEROVIIANERBLEIEOICERAEhET, £EL,
A—H—DFTFOT47 87T Z0F*—2BIAAIT@EEEHHEL., TOT /BT FF—%0—
T—YAVIRHEEERELET,

T7S50F%—i, 7L—VTFFARNTF—RF—OBES{LICREREhELA, oS, 7L—>

FEFARNTF—ARF—ERENLTEI—BEOSYEVIX—2BHIBZEHICEREhET, SyEY

JF—EBHTOLATR, 28 N1 NDSUALEERBRXE—BOR2N1NOSYEYTF—H4&

RENET, Chid, BEOBEARETRHIC, 7S5OFF—H7BOBH. 2% 2% %2823

—ENSYE I F— B BHTEDEEEBHRLET., COLDICHETIURIRBBH TELVED
D, ESZAL—ILPZH, BEOREICEY, POTA7BTS0FF—0O0—FT—2avFRE
B2 EENFHYET,

T7I20FF—OF0T47B8N—=232@, O—T—23VENBETTITATRERERYE
T RBION—23>20F 0T 178750 FF -, BEAEFIRL—2a2V0RTICEERAE L
T, HLLWSYEDIF—OBBICRERATETRAN, 5IEHREIVITVEETL. 7OT17HIC
EESILLIETF— 3 F—Z2BETRLOOTVEJXF—2RHTEET,

KEBT O AHT

T7o0FF—20—7T—>320F3IC, F—ARNTT7I23a2THEEENLKMS F—ICHT S
kms:GenerateDataKeyWithoutPlaintext & & T kms:ReEncrypt 7 7 E AF U BET T,

TOTATBRTZUFF*F—20—F7T—>329%

VersionKey ARL—2 3 & ERALT, 7974787 50FF—20—-FT—>3 2 LFT,
TOTATRTZSUOFF—2O0—FT—2320F3E, LEON—2a v z2BERAZEHICHL
WIS UFF—HNERENES, POT4 768750 FF—%20—F7—>3>LTE, branch-
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key-id FEDV EH A, VersionKey ZRTHITHIC, BETITATBTZ0FF—2BAl7
% branch-key-id ZIEEETH HXEN BV ET,

Java

keystore.VersionKey/(
VersionKeyInput.builder()

.branchKeyIdentifier("branch-key-id")
.build()

);

C#/.NET

keystore.VersionKey(new VersionKeyInput{BranchKeyIdentifier = branchKeyId});

Python

keystore.version_key(
VersionKeyInput(
branch_key_identifier=branch_key_id

Rust

keystore.version_key()

.branch_key_identifier(branch_key_id)
.send()

.await?;

Go
_, err = keyStore.VersionKey(context.Background(), keystoretypes.VersionKeyInput{
BranchKeyIdentifier: branchKeyId,
1)
if err !'= nil {
return err
}
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F—U27

HR—RENTWBTOISIVIERORETE, F— UV TEEALTIVARO—JEE{LES
TLET, F—2F—0ER, e, BSE. F—UIJL&2TTbNET, F—UVTH, 2
NENOXY E—VERBTH—BOF—F—0OY—RE, TOF—AF—EEELTE SVE
SO F— ERELET., F—ULTRESBICETL. #SBCRALF—ULIAROF—1)
DUBEELET. SDK TREENBF—UD Y EEATIN, BRAROSIMEADHARLF—
UV EERTEET,

EFX—VUUZERNCERTZDD, F—VDITZBHEDETIINTFF—VTILTRENTER
T, BEAEDF—VVITRT—EF—ZENR, BEIL. BREFESIDENTERTY, BE
DARL—=232Z 1 2DHRITIDF—VT (B TF—EF—OHhEERTEDFT—)2T) ZER
L., BOF -V T ELHAEDETHEATRIENTEET,

SvEJF—%REL., AWS Key Management Service (AWS KMS) ZEES{L L& WEFEIZ AWS
KMSkeys LBEW ZFEATRF -2 IJRKE, REBFERATHESHLARL -3V ZEERTTS
AWSKMS ¥—U 2 J%#ERTH L Z2HBAOLET, £, N—RIIT7EF2VF4ED1-)
(HSM) ICRBFEENTVBRSYE TF—PHONAZ—F—H—ERACL > TREENTVSESY
B OFX—aFERTRZIF—) IV EERTDEETEET, FHMICOVTIE, AWS Encryption
SDK £#:® hEY U TKeyring Interface; 2B L TS E&E L,

F—D)2JF, OTOATS IV IERORETHEATABIVAZ—F—EXAZ—F—70ONA
A—DEEZRZLET, AWS Encryption SDK DELBZDERBERZFEAL TTF—RXZ2BSEE K
CESTIHER. RITEEMOHDIF—VU U JTEXARAZ—F—TONA A 2FRALTLSEEV, 7
MICOVWTEE, "TF—UTJ0E#HEM, 22RBLTIEETL,

CcOREYOTR, OF—)THEEEFERT S %L AWS Encryption SDK &, F—1J T &EIR
ITRHFEIICOVTHBELET,

F—U2TDOLL &

F—REES{LTDE, AWS Encryption SDK EF—U > JICEBITUTILZERLET,
F—U2JRG, TL—2FFANTF—ROF—&, F—UTOETYEYTF—ICK>THESI
ENEF—E2F—0OIE—%RLET, AWSEncrypton SDK ik, 7’L—>FFANF—&EFEAL
TTF—RZEESHKL, 7L—TFTFARNT—ZRF—ZWHELE T, R, &, BSLehETF—X
F-ESFlLENET—RZECHEF{LE XY £— AWS Encryption SDK ZIRL £ ¥,
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AWS Encryption SDK

Cryptographic Materials Manager (CMM)

| A

_ p Plaintext data key
Get encryption

materials
‘ Encrypted data keys
k
Keyring
Wrapping Key 1 Wrapping Key 2 Wrapping Key 3

T—REEETRIHEE. TROBESHIIEALLOELRAUF—UDITZERATRIEE, BlOF—
VDO %ERTIBRCEETERT, T—RZ2ESITRICE., BESHLF-—VIFBESHKF—I2TD
PREEE1DOTVEVTF—ZBATVWD (RERTIVEATED) BENHYET,

&, BElbtehiETF—RF—ZBEtE XY E—Dh5F—1) (2 AWS Encryption SDK &
L. F=U2T90VWThHAZETITEIEIOSROET, F—U2JEF. FvEVIF—ZFERALT
BeStEehiTFT—2F—0OVThAZESL, 7L—2TFAMNODTF—REF—ZIERELET, AWS
Encrypton SDK i&, 7’L—>2TFARNODTF—2F—2FALTTF—RXZESLET, F—UT0D
FYEVITF—OVWThEF/SENET—FF—%2EBSTERVEEGRE. BESEXKRLET,
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AWS Encryption SDK

Cryptographic Materials Manager (CMM)

| A

Get decryption

materials Encrypted data keys *

L

Plaintext data key

Keyring
Wrapping Key 1 Wrapping Key 2 Wrapping Key 3

B-F—ULIEERATHL. BURA TERRERD A TOF— U I EEAADETILT
F—ULICTRCELTEERT, FRERBLTIE, ILFF—UDTE, INLFF—ULY
EBRTBIIRNTOF—USTOIRTNSYELY I F—THEAENEF—2F—OOE—ERL
=¥, P2, ILFFE—UTDOIVELIF—DLWThATEF—UL T EEALTHESTES
¥,

F—)2J0EHM

NDEZDSFEERE AWS Encryption SDK ICIEWK DA DT —FFIOF ¥ LOEVHAHYETH, B
BOHWICKY, TLICEBRENDVET, HIEBREICI>TTF—RFERESILL, ThEMOD
SHRERTESIBDENTEXT, LEL, F—RXF—0OBESEESICRE. BUELREINTS
FZYEVIXF—%ZFERATIHENf BYVET, SROFHNOFMICOVTRE., MEYID BE, &
FEthe section called “B#14” M EH(ZBIF S AWS Encryption SDK for JavaScript NEY V2 S BE L
TLEEL,

F—UJR, ROTOTVZIVIERFTHR—BRNENTVET,

* AWS Encryption SDK for C
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» AWS Encryption SDK for JavaScript
« AWS Encryption SDK .NET A
« MO/N—2 32 3.x AWS Encryption SDK for Java

« F 7S 3> ® Cryptographic Material Providers Library (MPL) IKZB8FRE EEICFERTIHBED
AWS Encryption SDK for Python®/N—< 3 2 4.x,

* AWS Encryption SDK Rust @
« AWS Encryption SDK Go A

EEF—V 2T DS RETREEH

LASA®D AWS Encryption SDK S 5852%% Tld AWS Encryption SDK for C, BEB{tF¥—U > (Fhk &k
RUVFF-—VD)FERYAZR—F—7ONAME—OIXRTOTYED TF—NFF—RF—2ES
LTEBRENFHYVET, WThADTYEVITF—HNBESHICKETRHE, BSXYY REBKHK
LET, TOLEH, BFPEL R, F—UITAHAOITRNTOF—ICOVTHELZFAZFE >TVWD &
ENHYET, REF—VUIEERAL T, BRFELRILFF—UITTF—RE2BSLTD L,
ES{LBREFRBLET,

FlSNE T©9, AWS Encryption SDK for CEEFILARL —2 3> TREEREBEF -V JBFERES L

FIH, ILFU—DaVRIF— UL TERMTEETSN, ILFF—UL I TEETD LK
LT,

BEEMANHBZIF— 2 ITBELONAZ—F—7ONAM A —

ROKEFE, FREEITZIF—VUVITEEBEMEOHITNAZ—F—EXAZ—F—7ONAF—%RL
TWE T AWS Encryption SDK . SRENHINICK DI/ F—HEEBRMEICOVTIE, SBREICH
ITHRNEYIOTHEHATNTVETD,

F—)27: NAZ—F—7ON1Z—:

AWS KMS ¥—1) >4 KMSMasterKey (Java)

KMSMasterKeyProvider (Java)

KMSMasterKey (Python)

KMSMasterKeyProvider (Python)
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F-—D>27: RAZR—F—70ON(X—:

® Note

AWS Encryption SDK for Python & KT (Z(&, AWS KMS
D=3 HF—V 2 JICHIETRINAR—F—FLREX
AZ—F—7"0/VA4 X — AWS Encryption SDK for Java &
FhEt A,

AWSKMS [EEF—U> ROZTOTJZIVITRHEN—TJIVTHR-—REIATLET,
p

« M/N—= 3> 3.x AWS Encryption SDK for Java
for NET @ /X—=> 3 22 AWS Encryption SDK 4.x

Z7°S 3 > ® Cryptographic Material Providers Library (MPL) #%7%
BREEEICERT SHE D AWS Encryption SDK for Python®
/\‘_:/“ = 4 Xo

AWS Encryption SDK for Rust ®/Y\—> 32 1.x
AWS Encryption SDK for Go ®/Y\—2 3> 0.1.x LA

AWS KMS ECDH ¥—1 ROZ7OJZIVITFEN—IJ32THR—REIATVET,
>

« M/N—= 32 3.x AWS Encryption SDK for Java
for NET ®/X—=> 3> AWS Encryption SDK 4.x

77" 3> ® Cryptographic Material Providers Library (MPL) fik#
BREEEICHERTBHES D AWS Encryption SDK for Python®
/\‘_:/“ 3> 4.x.

AWS Encryption SDK for Rust ®/X—> 32 1.x
AWS Encryption SDK for Go ®/X—< 3> 0.1.x SAR&

Raw AES ¥—1 >4 MBS E—C&—BICFERTREE:
JceMasterKey (Java)

RawMasterKey (Python)
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F-—D>27: RAZR—F—70ON(X—:

Raw RSA ¥—1> Y IERMESILF—E—BIIERATIES:
JceMasterKey (Java)

RawMasterKey (Python)

® Note

Raw RSA ¥—DU > JF, IERHEKMS F—Z2HR—KL&E
BA, EXH RSAKMS £—2FEATBHEE. NET AWS
Encryption SDK i ®/N—> 3> 4.x Tk, X#HESL
(SYMMETRIC_DEFAULT ) £IFI XN RSA 2 FHTS
AWS KMS F— 2 IAHR—RENTWVWET AWS KMS
keyso

FEEN—232THR—REATVET,

il

Raw ECDH ¥—1 >4 RXoO7O7Z=2>29

« O/N—2 32 3.x AWS Encryption SDK for Java
« for NET ®/X—=> 3> AWS Encryption SDK 4.x

« #7°3 3> ® Cryptographic Material Providers Library (MPL) 1%
BREEEICERT BHE D AWS Encryption SDK for Python®
N—>32 4.x,

« AWS Encryption SDK for Rust ®/N\—> 32 1.x
« AWS Encryption SDK for Go ®/Y\—= 3> 0.1.x LA

AWS KMS ¥—1J>J

AWSKMS ¥—U> Tk, AWSKMS keysZ AL TTF—2F—2 4. lE51L. ESLET,
AWS Key Management Service (AWS KMS) & KMS ¥ —%{RE L. FIPS ERNTHRSILARL —
>aVEERTULET, TR, AWSKMS F—U I EKROEF IV T 1Rtz H>F—V
VO RERATRICEEHEOLET,

F—UDIJEYR—RNIRZINTOTOATZIVISEORER, WHESIL KMS AWS KMS F—
EEAIZDF—VIZEYR—BNLET,. UTOTOJZIVISEFORETR. EXTH RSAKMS
AWSKMS ¥—Z2FEATRDF -V JEHR—KRENTVET,
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« MO/N—< 32 3.x AWS Encryption SDK for Java
 for NET ®/Y—2 3 22 AWS Encryption SDK 4.x

« ZF7°> 3> ® Cryptographic Material Providers Library (MPL) IKZB8BRE EEICFERTIHBED
AWS Encryption SDK for Python®/N—< 32 4.,

« AWS Encryption SDK for Rust ®/X—> 32 1.x
« AWS Encryption SDK for Go ®/Y—= 3> 0.1.x LA

O SEREOESHF— UV TICERNMKMS F—230L5LTD L, BEILHUTHLFRBL
Y, B5F—VIJICEOTEEBBEETIET,

NILFAWSKMS U—23a>F—F., ®O/N—2 32 2.3.x AWS Encryption SDK & &K TF AWS
Encryption CLI ®/N\—< 3> 3.0x A, AWSKMS ¥—) > JEERIYAZ—F—70ON/ 5 —
THEATEE T, multi-Region-aware> VR OEAOFMEFICODVTR, "1 ZZRLUTSES
WNIILFU—=23 2 0OFEHA AWS KMS keysoe NILFU—=232F—0OFMIC OV TR, TAWS Key
Management Service ROY/N—HA R, O "YIFV—2a> F—%2FRATH 28RBLTLKE
=L,

(® Note

D KMS F—D>JICBTDITXNTOEKIE AWS Encryption SDK AWS KMS , ¥—1U >4
ZELET,

AWSKMS F—UZJICE, RO 2BEOZYEY X —ZBHBENTEET,

« DIXL—EF—F—TL—TFAMDT—EF—ZEKL, BEHULET, T—XEBESLT
B2F—V2ICR, PIRL—X—F—H124ETYT,

s BMF— DXL —ER—F—HFERLETL—2TFAMNOF—EF—ZBSILLET, AWS
KMS F—UZJICE OB LDEBMF—ZEHDENTEERT,

XY E—UEEEHMTHICR, KIIXL—F—F—HFBETT. AWSKMS F—U I KMS
F—H1OEIHBBE. TOF—RBF—FF—DEREEBLCERENES, BEH, Y1z
L—B—%—RATLI0THY, VIXL—F—F—LBNOF—ORBFEERE T,

IRXNTOF—VJEREIC., AWSKMS F—U 2 JRMULTHEATREE, BULRAT&ELE
FEBZRDZRATOMBOF—) VT ZHOIIINTFF—IITHERATRIEELTEERT,
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RV D

« AWSKMS ¥—U YV ICHELT UV ERAHT

« AWS KMS F—1) 2% AWS KMS keys T®DH D& 5!

- AWS KMS ¥—U > J DR

- AWSKMS #®ii¥—U > J DO FER

« AWSKMS U= a>ighH*¥—U>VJnER

AWS KMS ¥— 1) > F I BBRT 7 & AHT

AWS Encryption SDK |& ZREEHET AWS PHU UK, ICKTFLEEA AWS DY —ER, £
L. AWSKMS ¥—U> 5 &EATBICE. F—1> % AWS KMS keys O [=% 32 AWS FHI >
N EUTORNMROT IV EAFANSETT,

« AWSKMS F—) I THES{TSICEK., DIRL—F—F—IZxT S kms:GenerateDataKey 7
VEAFANYBETT, AWSKMS F—U>TDIXTOEBMF—IZHT S kms:Encrypt 7O+
AFANDBETT,

« AWSKMS F—U VI TEETDICIE. AWSKMS F—UJHODBELLEE 1 D2OF—ICHT
% kms:Decrypt 7 VL AFAHNBETT,

s F—DUITHBRENBIILFF—V I THESILTDICIEAWSKMS, STXL—ZF—F—1)
DIDTIRL—F—F—ICK T B kms:GenerateDataKey 7V EAHF AN BETT, DTN T
DF—V2T OO FTXTOHOAWS KMS F—IZX T D kms:Encrypt 7V AFAN BETT,

« FEXFR RSAAWS KMS ¥— I THEELTDICE. F—U I OERBICESLICERTIN
TV OF—IFUFTINEEETIHVENHD L. kms:GenerateDataKey F 7= l& kms:Encrypt
FEBEHVERBA. COF—U I TESILTSHES. AWSKMS FO'H L FIThhEtH A, F
X# RSA AWS KMS ¥ — U > I TESTBICIE. kms:Decrypt 7V AFAN BETT,

DT U EAFFAOFMIC DV TIEE AWS KMS keys, " AWS Key Management Service XA Y /N—
HARL O "TKMS F—DT7 IO AETOVHEAF,, Z5RBLTLEEL,

AWS KMS F—1) > J AWS KMS keys T®D Oz 5l

AWS KMS F—UU>F 2k 1 DBLED #88HBZENFTEET AWS KMS keys, AWS KMS F—
)29 T BEETD AWSKMS key I-ld, HR—REhTWD AWSKMS F—BBIFEEAL %
T F—U2T AWSKMS key ID ZBEITHEHICFEATESDF—HBIFIE, FARL—>3
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LEBORBEICLOTRAEYET, AWS KMS keyDdF —HEIFOHMIC OV TRE. AWS Key
Management Service FROY/N—HA4 RO "F—FEFlF1 ZSRLTLEZ L,

RARNTZIO9T4ARELT, BSDRAVIZESDTRANTH2HEEANET BB FE2EALE
ERD

NDEES{LF+—1) > 9 Tld AWS Encryption SDK for C, ¥— ARN £/l T AU 7 AARN AL
TKMS ¥F—Z#BEITEET, HOIXNTOFERERETE., ¥—ID. F—ARN, TAUTAA.
Fl@EF IAVT7AARN ZFRALTF—RZ2BSLTEXT,

- EHF—)J T, F—ARN ZFEAL TAWS KMS keysZIEET DI HEN H YW ET, COEH
l&. AWS Encryption SDKO T XTHOERBOREKICEAEThET, FMICO VTR, TSyvEVT
F—0ER, 2ZRLTEEL,

s BSILBRVESICEATEIF—) I TR, ¥F— ARN ZFEAL T AWS KMS keysZI8E T % &4
ENfNHYVET, COEMHEFE. AWS Encryption SDKO TXTHDERBNDREKICEHAENET,

EEILF—UTTKMS F—DIA VT AEBEXLEGEIAIVTAARN ZEEETD &, BEILANR

L—>32l&2T, BEIAMVTALCREFITSATVSF— ARN A, BS{LEehicTF—2F—

(DX’)'!T BIREENET, TAVTARREEhTETEA, TAUTAOEER. BT hiz
—2F—DESICEAThD KMS F—ICEEELFELE A,

AWS KMS £—1 > J OERK

ZFAWSKMS ¥—U 2T &k, AU AWSKMS key F1-EEBD AWS THU N BRT AWS
KMS keys @ 1 DERLFEHRD THRETEXRT AWS U—232, . MHESIL KMS £—
(SYMMETRIC_DEFAULT) &= & IEXI#R RSAKMS ¥ — AWS KMS keys TH D HLENf BV ET, X
MESILYIILF -3 KMS F—ZFATHCEETERT, VILFF—UVUJTEE12LED
AWS KMS ¥—U > JZERATEET,

TF—REREBLVEFTTE AWSKMS F— UV JZERTDICLE, BELUFELFESERD
AWSKMS F—U VT RERTDEETEXRT, T—XZEFTILTSD AWSKMS F—U > T %=
HTDEERF, DIRXRL—EF—F—ZBEEITIHLENHYVET, IRXL—X—F— AWS KMS key
. 7L—>FFANDF—E2F—F#4ERLTHESHTIEHICFEHEND T, FT—XF—RGFHK
ZHICIE KMS F—& FEBERTT, KIC, BRLUEBEE, BU7L—2FFAMNOTF—RF—

ZBES{t AWS KMS keys TRENMD ZIBETEEXRT, cOF—V I THREShEESLE

714—I)LRZESTDICE. FATHIESF—UTIC. F—1U2TTAWSKMS keys EEE N

EOAPBLEE1I2HFEENTVSDD, EEFhTVEBEVWMSENHVY)ET AWS KMS keys, ( D7
AWS KMS F—1) >4 AWS KMS keys &, AWSKMS BHHF—1) T ERENRET ),
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BASA @ AWS Encryption SDK & #8%£% Tld AWS Encryption SDK for C, BES{LF—) T EEREN
LFF—V2TOIXNTOTVETF—HFTF—2F—ZBSLTERIMLENfNBYVET, LThHOD
FYEVITF—NFEBHICERTRIE, BSEXYY REXBLET, TOLH, FEHL T,
F—U)TADITXRTOF—ICODVWTHELFAZE > TVBRENF HVET, EF—V>2T%
FALT, BRFELRIILFF—VITTF—REHESHTDE, BEILBRERIKBLET, s
l& T3, AWS Encryption SDK for CEEEILARL —2 3> TREERBF -V T RERENET
O RLVFIU=23a>bEF— U 2B TEETSID. NILFF—U VI TEETDERRLE
C

ROPITIE, DIRXL—2—AWSKMS F—& 1 DOEMF—E2FHLT F—U I EERLE
T, DIRXL—R—F—LENF—RBEESSERNMESTILKMS ¥F—TF, ChsofiTlx., ¥—
ARN ZERALTKMS F—ZREBILET, Chik, BSLICEAEHND AWSKMS F—U 2T DX
ANTSOFAARATHY, ESIZFEHENSD AWSKMS F— UV ITNDERHRTT, SFHAICODVTR,
FAWS KMS F—1) >4 AWS KMS keys TD D5l #28BL T,

C

AWS KMS key OEEFILF—1) > T Z#& B9 % IZI& AWS Encryption SDK for C, & — ARN &
EEIAJUF7AARN ZiEELET, BE5F—U2J TR, F—ARN ZEATIHENf HYE
Fo BHEICOWTIE. TAWS KMS F—1U> % AWS KMS keys TO QAL 28BL T L&
(A

FLWHIZDVWTIE, string.cpp 2L TS EZ L,

const char * generator_key = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

const char * additional_key = "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321"

struct aws_cryptosdk_keyring *kms_encrypt_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(generator_key,{additional_key});

C#/.NET

for NET T1 2 LD KMS F—&HFIDF—U T ZERTSHICIE. AWS Encryption SDK
CreateAwsKmsMultiKeyring() XV Y REFEALET. COFITIE AWSKMS ¥—% 2 D
ALTVET, 1 DO KMS F—%ZIEETSICIE. Generator NTX—ZDAZFERALET, B
o KMS £ —%3ET 3 KmsKeyIds N X—REA T3> T,
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COF—DVTDANEAWSKMS V54T RERYELA, RDVYIZ, BF—DUTD
KMS ¥—T&XeEhd)—>23>Z&llTF7 2RO AWSKMS 754 F > N AWS Encryption
SDK ZERHLET, L&XlFE. Generator/NTX—ZDETHERIE N KMS F—HKEFHZD
(FLO>) V=232 (us-west-2) ICHBBE. Fus-west-20—23>0F7#+ )L AWS
KMS 224 7> b AWS Encryption SDK Z#ERLET. AWSKMS V54T REHARYA
ATBDUEN HBEEE. CreateAwsKmsKeyring() XV Y REFEHALET,

NET AWS KMS key ® TSI+ —"1)> 2 AWS Encryption SDK I ZI8ET D HES. £— ID,
F—ARN, TAUTAE, TAJVFAARN OVThAODEMEF—BAFEFERATEET,
AWS KMS F¥—1J > AWS KMS keys T Z#AEIT2HFEICOVTR., "1 22RBLTKEE
WAWS KMS F—1) >4 AWS KMS keys TDH DA,

XDBI Tk, NET AWS Encryption SDK f| ®/X—2 3> 4.x & CreateAwsKmsKeyring() X
VY RZEFEALTAWSKMS 9547 R EHAENAALET,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

string generatorKey = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
List<string> additionalKeys = new List<string> { "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321" };

// Instantiate the keyring input object
var createEncryptKeyringInput = new CreateAwsKmsMultiKeyringInput

{

Generator = generatorKey,
KmsKeyIds additionalKeys

I

var kmsEncryptKeyring = mpl.CreateAwsKmsMultiKeyring(createEncryptKeyringInput);

JavaScript Browser

THES{tF¥—1 2T AWS KMS key IZ Z38E T H3FS AWS Encryption SDK for

JavaScript, F¥— ID, F¥— ARN, T A U7 AFhttps://docs.aws.amazon.com/kms/latest/
developerguide/concepts.html#key-id-alias-name, T4 ') 7 A ARN i EQ BB F—HBEIF&E
BTEET, AWSKMS F—1> % AWSKMS keys T ZRAITBHEICOLVTR. T, 238

LT<EEVAWS KMS F—1L > J AWS KMS keys TDH D5,
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ROBITIEE, buildClientBBZFEALTTF7AIIMOIZY X RNKR)— ZIBELE
JREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZfA L ThuildClient, BHtEhiz Xy —
CHOBEENETF—E2F—0OREHPRIZHEETEETT, FMIZDOVWTIE. Tthe section
called ‘BESbENLT—XF—OFIE) 2SRBLTLEEL,

SE2BEHIZOVTIEE, GitHub @ AWS Encryption SDK for JavaScript V7R K1)
® "kms_simple.tsy ZZRL TS EE L\,

import {
KmsKeyringNode,
buildClient,
CommitmentPolicy,
} from 'eaws-crypto/client-node'

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

)

const clientProvider = getClient(KMS, { credentials })

const generatorKeyId = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'
const additionalKey = 'alias/exampleAlias'

const keyring = new KmsKeyringBrowser ({
clientProvider,
generatorKeylId,
keyIds: [additionalKey]

1))

JavaScript Node.js

THES{tF—1 2T AWS KMS key IZ ZI8E T B35S AWS Encryption SDK for

JavaScript. ¥F— ID, F—ARN, TAUT7AE, TAJUT7AARN BEDEMEF—HEF2E
BATEET, AWSKMS F—1 T AWSKMS keys T Z&BITZHEICOVTIEE., "1 23R
LTL & WAWS KMS F—1J >4 AWS KMS keys TO D5,

ROBITE, buildClientBHZFEALTF7AIILMOIZY XKD — ZEBELE
JREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZfA L ThuildClient, BHtEhiz Xy —
CHOBEENETF—E2F—0OREHRITZHEETEETT, FMIZDVWTIE. Tthe section
called “BEBIbLENLET—XF—OFIRE ) 2SBLTLIEETL,
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F2AHIC DV TR, GitHub ® AWS Encryption SDK for JavaScript 1) R k1
@ "kms_simple.ts; 2B L TS EE L,

import {
KmsKeyringNode,
buildClient,
CommitmentPolicy,
} from 'eaws-crypto/client-node’

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

)

const generatorKeyId = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

const additionalKey = 'alias/exampleAlias'

const keyring = new KmsKeyringNode({
generatorKeyld,
keyIds: [additionalKey]

b

Java

12 EDF—%2FERALTAWSKMS F—U 2T RERT S ICIE.
CreateAwsKmsMultiKeyring() XV VY RZERALET, cOFITIE. 2 DO KMS ¥—%ZFH
LET. 1 DOOKMS F—EEETDICIE, generator NTXA—ZD&EFHLET, BMND
KMS ¥—%1E8E9 % kmsKeylds NTX—RWEAT73a>Td,

COF—D2TDAAE AWSKMS V54T REBRYFEA, KDYIZ, BF—DITD
KMS ¥—T&XeEehBd)—>23>2&llTFT7 2RO AWSKMS 754 T2 b AWS Encryption
SDK 2R LET. & ZF. Generator/NTXA—XDETEIIE ND KMS F—AKEFEZB
(FLD>) V=232 (us-west-2) ICHBBE. Fus-west-20—23>0F 7+ )L~ AWS
KMS 224 7> & AWS Encryption SDK ZERLET. AWSKMS VZ AT REHAZIA
AFTRDHENHDBAE, CreateAwsKmsKeyring() XV Y REFEHLET,

THESILF—1) 2T AWS KMS key IC Z1EE T %% S AWS Encryption SDK for Java, F—
ID. F— ARN, I A )7 A& https://docs.aws.amazon.com/kms/latest/developerguide/
concepts.html#tkey-id-alias-name, T4 )7 A ARN BEDEMBEF—BRFEFERTEET,
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AWS KMS ¥—1J > AWS KMS keys T Z#BIT5HEICOVTR., "1 Z22RBLTKEE
WAWS KMS F—1) >4 AWS KMS keys TD DA,

E2£BHIICOVTR, GitHub ®1JRZ K1 @O AWS Encryption SDK for Java
BasicEncryptionKeyringExample.javay ZZ8RBL T EE L\,

// Instantiate the AWS Encryption SDK and material providers

final AwsCrypto crypto = AwsCrypto.builder().build();

final MaterialProviders materialProviders = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

String generatorKey = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
List<String> additionalKey = Collections.singletonList("arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321");
// Create the keyring
final CreateAwsKmsMultiKeyringInput keyringInput =
CreateAwsKmsMultiKeyringInput.builder()
.generator(generatorkKey)
.kmsKeyIds(additionalKey)
.build();
final IKeyring kmsKeyring =
materialProviders.CreateAwsKmsMultiKeyring(keyringInput);

Python

12 EDF—%&FERALTAWSKMS F—) T &2ERT B ICIE.
create_aws_kms_multi_keyring()XVY vy REFEALET. COHITIE, 2 DD KMS F—
ZERALET, 1 DOKMS F—ZIBETBHICIE., generator NTX—2DAaZFEALET, B
o KMS £#—%38E TS kms_key_ids NTX—REFAT72 3> T,

o

COF—VIDOAIEAWSKMS VT4 T2 R Z2BYERBA, KDYIC, BF—DV2TD
KMS #F—TXREhdU—23>Z&llTF7#4IMDO AWSKMS 2514 F > N AWS Encryption
SDK ZERALET, L& AIF. generator/NTX—RNDETEEIE 1D KMS F—A"KE A
(FLO>) V=232 (us-west-2) ICHDFE. Fus-west-2U—320F 7+ )L~ AWS
KMS 224 7> b AWS Encryption SDK Z¥ERLET. AWSKMS V54T REHARIA
AT2MBENHBEEE. create_aws_kms_keyring() XV Y REFEAL XY,

THES{LF—1 2T AWS KMS key IC ZIEE T 55 E AWS Encryption SDK for Python, F—
ID. #F—ARN, TAUT7AE., TAJF7AARN BEDEMBF—HBFeEATEXT,
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AWS KMS ¥—1J > AWS KMS keys T Z#BIT5HEICOVTR., "1 Z22RBLTKEE
WAWS KMS F—1) >4 AWS KMS keys TD DA,

ROBITE, F72NFOOAZTY X RARUZ— &AL T AWS Encryption SDK
DAT 2 hNEAV AR AL L ETREQUIRE_ENCRYPT_REQUIRE_DECRYPT,
TEAHIZDOVWTIE, GitHub ® AWS Encryption SDK for Python U/RZ K1

@ "aws_kms_multi_keyring_example.pys 2B L T EE L,

# Instantiate the AWS Encryption SDK client
client = aws_encryption_sdk.EncryptionSDKClient(
commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

# Optional: Create an encryption context
encryption_context: Dict[str, str] = {

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",

# Instantiate the material providers library
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Create the AWS KMS keyring
kms_multi_keyring_input: CreateAwsKmsMultiKeyringInput =
CreateAwsKmsMultiKeyringInput(
generator="arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
kms_key_ids="arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321"
)

kms_multi_keyring: IKeyring = mat_prov.create_aws_kms_multi_keyring(
input=kms_multi_keyring_input

AWS KMS F£—1U 2T OERK 112


https://github.com/aws/aws-encryption-sdk-python/tree/master/examples/src/aws_kms_multi_keyring_example.py

AWS Encryption SDK FROY/IN—HA R

Rust

12 EDF—%&FERALTAWSKMS F—) T &2ERTBICIE.
create_aws_kms_multi_keyring()XVY Y REFEALET, COHITIE. 2 DO KMS F—
ZERALET, 1 DOKMS F—ZIBETBHICIE., generator NTX—2DAhZFEALET, B
o KMS £#—%38E TS kms_key_ids NTX—REFAT72 3> T,

COF—VIDODANEAWSKMS VT4 T R Z2BYERBA, KDYIC, BF—DV2TD
KMS #—TXREhdU—23>Z&llTF7#4ILMDO AWSKMS V54 F7 > N AWS Encryption
SDKZERALET, L& XIF. generator/NTX—RNDETHEEIE 1D KMS F—A"KE T
(FLO2) V=232 (us-west-2) ICHDFE. Fus-west-2U—320F 7+ )L~ AWS
KMS 224 7> b AWS Encryption SDK Z¥ERLET. AWSKMS V54T REHARIA
ATB2MBENHBEEE. create_aws_kms_keyring() XV Y REFAL XY,

for Rust T AWS KMS key BE&1{t¥+—1) >% AWS Encryption SDK |Z Z18E T 2 HE., +—
ID., #—ARN, TAUTFAA, TAUTAARN BEDEMBEF—HBFEERATEET,
AWS KMS F¥—1) > AWS KMS keys T Z#BI T2 HEICO2VTR., "1 22RBLTKEE
WAWS KMS F—1) >4 AWS KMS keys TDH D5l

ROBITRE, F7AILMOOAZIY XY KRS — &AL T AWS Encryption SDK &
AT NEA AR AL L £ITREQUIRE_ENCRYPT_REQUIRE_DECRYPT, &7
FIZ DWW Tk, GitHub ® aws-encryption-sdk JRZ KU M Rust 4 L O KN ICH D
aws_kms_keyring_example.rs 228 L T<Z& L\, aws-encryption-sdk

// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

// Create an AWS KMS client
let sdk_config =

aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_client = aws_sdk_kms::Client: :new(&sdk_config);

// Optional: Create an encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),
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1)

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create the AWS KMS keyring
let kms_keyring = mpl
.create_aws_kms_keyring()
.kms_key_id(kms_key_id)
.kms_client(kms_client)
.send()
.await?;

kms_multi_keyring: IKeyring = mpl.create_aws_kms_multi_keyring(
input=kms_multi_keyring_input

)

Go

12 EOF—%2FERALTAWSKMS F— )T &ERT D ICIE.
create_aws_kms_multi_keyring() XV Y RZEFEALET, <OHITIE, 2 DD KMS F—
ZEERALET, 1 DOKMS ¥F—%IBETSDICIE, generator NTX—ZDAEFEALET, B
o KMS #—%#ET S kms_key_ids NTX—REFEAT73a>Td,

COF—V2ITIDANEAWSKMS V54T ha2BYERBA, RDYIC, BF—-U2TD
KMS #F—TXREhd)—23>Z&lCF74IMDO AWSKMS V54 F > b AWS Encryption
SDK ZFEALET, LEAEF. generator/NTX—RNDETHEBIE 1D KMS F—A"KE R
(FLd>) V=232 (us-west-2) ICLHBBEE. Fus-west-20—23>0OF 7+ )L AWS
KMS 224 7>~ AWS Encryption SDK Z#EKLET. AWSKMS VATV REHAZNA
AT2MBENHBHEE. create_aws_kms_keyring() XYY REFEALET,

for Go T AWS KMS key E§51{tF—1) > AWS Encryption SDK IZ Z¥EE T %&FE. £ —ID.
F—ARN, TAUT7ARA, TAUT7AARN BEDBMEF—HBINFEEHATEET. AWS
KMS —1> % AWS KMS keys T £HBITAHEICOVTHE, M #3BL T EEVAWS
KMS F—1) 2% AWS KMS keys T®DH D&,

ROBITIE, F7A2ILNSOIZTY MX KR — &L T AWS Encryption SDK 954 7~
REA2 AR AL L EITREQUIRE_ENCRYPT_REQUIRE_DECRYPT,

import (
"context"
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mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"

client "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygeneratedtypes"

)

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})

if err != nil {
panic(err)
}
// Optional: Create an encryption context
encryptionContext := map[string]string{
"encryption": "context",
"is not": "secret",
"but adds": "useful metadata",
"that can help you": "be confident that",
"the data you are handling": "is what you think it is",
}

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {

panic(err)

// Create the AWS KMS keyring
awsKmsMultiKeyringInput := mpltypes.CreateAwsKmsMultiKeyringInput{

Generator: "&arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

KmsKeyIds: []string{"arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321"},
}
awsKmsMultiKeyring, err := matProv.CreateAwsKmsMultiKeyring(context.Background(),

awsKmsMultiKeyringInput)
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(. FEXFR RSAKMS AWS KMS ¥—Z RT3 F—1) 5 AWS Encryption SDK £H7R—K L T
WET, WP RSAAWSKMS F—UTICEBHDENTERF—ARTR12EFTT,

JEXIFR RSAAWS KMS F—U > I THEEITBICE. F—U I DERBICESLLIZERTIN
TV OXF—ITUTINEEBETBHLENHB =&, kms:GenerateDataKey &7z & kms:Encrypt &
VEHYEEA, AWSKMS COF—UZIJTHESILTZHE, HOHLRITOhEREA, FERH
RSAAWS KMS ¥—U > JTERETBIZIE. kms:Decrypt 7V AFANFBETT,

® Note
TR RSAKMS AWS KMS ¥—% RT3 F—U T Z2ERKTBICE. ROoVWThH DT
AJZX ) SR ERKZ2FERTIXEN HYET,
« MO/N—2 32 3.x AWS Encryption SDK for Java
« for NET ®/Y—2 3 22 AWS Encryption SDK 4.x

« ZA7°2 3> ® Cryptographic Material Providers Library (MPL) k- ZBR EEEICERA TS5
& ® AWS Encryption SDK for Python®/N\—< 3> 4.x,

« AWS Encryption SDK for Rust ®/X\—> 32> 1.x
« AWS Encryption SDK for Go ®/Y\—= 3> 0.1.x LA

RDOBITIE, CreateAwsKmsRsaKeyringXV v RZEERAL T, IEXFH RSA KMS AWS KMS F—
RO F VT ERLET, ERTHERSAAWSKMS F—UV T ZERTRICIE. ROEZEE
LEXrT,

« kmsClient: HIL W AWSKMS V547> N&EEKT S

« kmsKeyID: 3EXFr RSA KMS £ —%& 595+ — ARN

* publicKey: BELIF—ONT VY IF—ZRTUTF-8 IV I—RENLEPEM 77 AL D
ByteBuffer kmsKeyID

 encryptionAlgorithm: BE&S L7 )L 1) X Ald RSAES_OAEP_SHA_256F i-ld THIMLEN S
V) &9 RSAES_OAEP_SHA_1

C#/ .NET

FERFR RSAAWS KMS F— U T B ERTSH I, FERBRSAKMS F—ASNT VY OF—
ETTAR—KF— ARN 2IEETIHENf HYVET, NTVYIUF—FPEMTI>I—REh
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TWRRENHYET, ROFITE. NP RSAAWSKMS F—RT7ZHALTF—-V 2T %
FERLET,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

var publicKey = new MemoryStream(Encoding.UTF8.GetBytes(AWS KMS RSA public key));

// Instantiate the keyring input object
var createKeyringInput = new CreateAwsKmsRsaKeyringInput

{

KmsClient = new AmazonKeyManagementServiceClient(),

KmsKeyId = AWS KMS RSA private key ARN,

PublicKey = publicKey,

EncryptionAlgorithm = EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256
};

// Create the keyring
var kmsRsaKeyring = mpl.CreateAwsKmsRsaKeyring(createKeyringInput);

Java

IR RSAAWS KMS F—U > T #ERTBICIE. ERBHRSAKMS F—ASNTUY HF—
ETTAR—RF—ARN ZEEETIHENHVET,. NTUYIF—EF PEMTII—REh
TVRRENFHYET, ROHITEE., IEXFR RSAAWSKMS F—RT7ZFERALTF—V20T%
ERLET,

// Instantiate the AWS Encryption SDK and material providers
final AwsCrypto crypto = AwsCrypto.builder()

// Specify algorithmSuite without asymmetric signing here

//

// ALG_AES_128_GCM_IV12_TAG16_NO_KDF("0x0014"),

// ALG_AES_192_GCM_IV12_TAG16_NO_KDF("0x0046"),

// ALG_AES_256_GCM_IV12_TAG16_NO_KDF("0x0078"),

// ALG_AES_128_GCM_IV12_TAG16_HKDF_SHA256("0x0114"),

// ALG_AES_192_GCM_IV12_TAG16_HKDF_SHA256("0x0146"),

// ALG_AES_256_GCM_IV12_TAG16_HKDF_SHA256("0x0178")

.withEncryptionAlgorithm(CryptoAlgorithm.ALG_AES_256_GCM_IV12_ TAG16_HKDF_SHA256)
.build();

final MaterialProviders matProv = MaterialProviders.builder()

AWS KMS F¥—1) > J DR 117



AWS Encryption SDK FROYIN—HA K

.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

// Create a KMS RSA keyring.
// This keyring takes in:

// - kmsClient

// - kmsKeyId: Must be an ARN representing an asymmetric RSA KMS key

// - publicKey: A ByteBuffer of a UTF-8 encoded PEM file representing the public
// key for the key passed into kmsKeyId

// - encryptionAlgorithm: Must be either RSAES_OAEP_SHA_256 or RSAES_OAEP_SHA_1

final CreateAwsKmsRsaKeyringInput createAwsKmsRsaKeyringInput =
CreateAwsKmsRsaKeyringInput.builder()
.kmsClient(KmsClient.create())
.kmsKeyId(rsaKeyArn)
.publicKey(publicKey)
.encryptionAlgorithm(EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256)
.build();
IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);

Python

IEXFE RSAAWS KMS F—U > T ER TSI, IEXNFRRSAKMS F—A5NT Uy UF—
ETZAR—NF—ARN ZEETRIHENf HVWET, NTUYIF—FE PEMTII—REh
TLWRRENFHET, ROBITIE, EXNH RSAAWSKMS F—RT7ZFEALT F—U>2T%
ERLET,

# Instantiate the AWS Encryption SDK client
client = aws_encryption_sdk.EncryptionSDKClient(
commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

# Optional: Create an encryption context
encryption_context: Dict[str, str] = {

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",

# Instantiate the material providers library
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(

AWS KMS F¥—1) > J DR 118



AWS Encryption SDK FROYIN—HA K

config=MaterialProvidersConfig()

# Create the AWS KMS keyring
keyring_input: CreateAwsKmsRsaKeyringInput = CreateAwsKmsRsaKeyringInput(
public_key="public_key",
kms_key_id="kms_key_id",
encryption_algorithm="RSAES_OAEP_SHA_256",
kms_client=kms_client

kms_rsa_keyring: IKeyring = mat_prov.create_aws_kms_rsa_keyring(
input=keyring_input

Rust

JERFR RSAAWS KMS F—U > U #ERT B, FEXNHR RSAKMS F—AS8NT VY UF—
ETTAR—RF—ARN ZEEETIHENHVET, NTUYIF—EFE PEMTII—REh
TVWBRLENFHYET, ROHBITEE., IEXHF RSAAWS KMS F—RT7Z2FEHALTF—-) 20T %
ERLET,

// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client esdk_client::Client::from_conf(esdk_config)?;

// Create an AWS KMS client
let sdk_config =

aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_client = aws_sdk_kms::Client: :new(&sdk_config);

// Optional: Create an encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1)

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
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let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create the AWS KMS keyring

let kms_rsa_keyring = mpl
.create_aws_kms_rsa_keyring()
.kms_key_id(kms_key_id)
.public_key(aws_smithy_types::Blob::new(public_key))

.encryption_algorithm(aws_sdk_kms: :types: :EncryptionAlgorithmSpec: :RsaesOaepSha256)
.kms_client(kms_client)
.send()
.await?;

Go

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygeneratedtypes"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/kms"

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})
if err !'= nil {

panic(err)

// Create an AWS KMS client

cfg, err := config.LoadDefaultConfig(context.TODO())

if err !'= nil {
panic(err)

}

kmsClient := kms.NewFromConfig(cfg, func(o *kms.Options) {
o.Region = KmsKeyRegion
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1)

// Optional: Create an encryption context

encryptionContext := map[string]lstring{

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",
}

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {

panic(err)

}

// Create the AWS KMS keyring
awsKmsRSAKeyringInput := mpltypes.CreateAwsKmsRsaKeyringInput{

KmsClient: kmsClient,
KmsKeyId: kmsKeyID,
PublicKey: kmsPublicKey,
EncryptionAlgorithm: kmstypes.EncryptionAlgorithmSpecRsaesOaepSha256,
}
awsKmsRSAKeyring, err := matProv.CreateAwsKmsRsaKeyring(context.Background(),
awsKmsRSAKeyringInput)
if err !'= nil {
panic(err)
}

AWS KMS #H¥—1) > J 0 EH

BESITHLEEER, TERATESZTIVEVIFXF—ZREBEITDIONINRANTTIT 1 ATT AWS
Encryption SDK o cDRARNTZIT 1 RAIZRS I, SAWSKMS vEVIF—%IBEL EF+—
ICHIBRTHEAWSKMS 5F—U VT ZERALET, L. AWSKMS EF—1D T, DFY)
SvEVIF—ZEBELBEVAWSKMS F—D VT ZERTREETEERT,

AWS Encryption SDK (Z &, Z#ED AWSKMS ®iEF¥F—1U>J &, AWSKMS Y IILFU—23>
F—AOBREF—VINAEESNTVWET, AWS Encryption SDKTOIIILFI—23a > F—nfE
RAOFERICOVWTE, "YILFU—23 2 0fEH AWS KMS keysy Z5RL TS EE L,
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FZYEVITF—PDEEEATVEVES, REF—VITRF—FEZBSLID LR TEEE
ho BEF—VJZ2FEAL T, BRFLERFIILFF—VITTF—RZESILTIE. BS{LRE
FERBMLUET, HIShE TF, AWS Encryption SDK for CEB{LARL —2 3> TRREEBREF—V
VUORBHRENETHN, YILFUV—2askrbF— VI Z2EMTEETSH., NILFF—U2TT
BETDERBMLUET,

EEEIC, REFXF—U > J%2FERTHE, AWS Encryption SDK &, BE{tEhicTF—2F—%FF
BFEERT7IOLATER 1Y —ICHERLEL, BStEhF—FF—ZES{L AWS KMS key &
i zEFALTESTTSES AWSKMS ICERTEET AWS KMS key, BU'H L IE, BT'HEL T
IZF D AWS KMS keylo X3 % kms:Decrypt FAINHDBEICOARIILET,

/A Important

BSILFF—VJICAWSKMS RiEF—U > J&EHDE, REF—VJE. YILF
F—UTDMBOF—) T TRREENEIXNTOKMS F—HIRELEEEZELET, VILF
F—U2T, REFHRODBEVF—UTORSICEELEFT, AWSKMS BHF—1 >
J, BIMTERIZESE. NILFF—UIJTHEATIESE. BSILICEEELFE
Ao

AWS Encryption SDK (&, ERIZ& AWS KMS iEF—VU > INARABEEThTVET, L, AD
HEHAS, ARBRYGIRENALF—V I EZFERATZIEZHEHOLET,

- EIEM - AWSKMS BEF—U> T iE, BEES{L AWSKMS key EhiEX Y E—SHOF—2F—
DESICERENEEED 2EATED LY, FEHLTICRESICERTZ 7Y EAFTN
HE5ENET AWSKMS key o Chld, H{EE AWSKMS key FERATS TREVEEFHY E
T, REAE, BEBLENETF—RF—0 12K, HTEEATEBREM AWS KMS key DK
W TSt TVSAEEN HY)ET,

c LATUI—ENTF—X2VA-AWSKMS REEF—D T, (O AWS THO U N XV
1)—232 AWSKMS keys @D ICK 2 THESLEhEF—2F—%28H, BELEhLINTO
T—RF¥—%ES AWS Encryption SDK L& S & L, FTH L 7t AWS KMS keys ICEFICERT
BTIOEAFAN VLD, OF—V TR ERASHICESBDAREENF HYET,

REF—VUVIEFERTZHEEE. RET7 AL EZ—2FALT, EEAWSTHIUN B&
ON=—TFT A3 THEATED KMS F—ZFIRIBDCEZHEBHLET, wET 1IILE—E,
AWS Encryption SDKO/NN— 32 1.7 x BIBTHR—KNENTVET, 7HO M ID &E/N—
TA2AVOBRRICOVTR, Tao DAWS 7HU b T#EIF& ARN R, Z5RBLTLKE
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EVAWS £f85D 1) 7 7 L > A, https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-
namespaces.html#arns-syntax

ROD— RIE, A AWS Encryption SDK A TE % KMS ¥ —Zaws/N\—7T 123> H KT
111122223333 B> TN T A ROF—ICHIRITI2BET7 1)L X—ZFEAL T, AWS KMS #BH
F—DDIVBAVARAILLET,

cOI—RZFEATBEIC, BIAWSTHIOUKN EN—FT 42320 EZAWS THIV K XV
N=—TFTAIOBEMBEICEERAET., KMSF—NAHFEV—2avIlHBHEEEF. aws-cn O
N—=TFT414>3a>nEZEEALET, KMS ¥—7H" AWS GovCloud (US) Regionsl—_ % 3B &k, aws-
us-gov ODNN—F 1423V OEZFERALET. ThUADO AWS V-3 0OFER, aws N—T 1
avEEFEALTLSEE L,

C

L WHICDWTIE, kms_discovery.cop 2B L TS &L\,

std: :shared_ptr<KmsKeyring::> discovery_filter(
KmsKeyring: :DiscoveryFilter: :Builder("aws")
.AddAccount("111122223333")
.Build());

struct aws_cryptosdk_keyring *kms_discovery_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Buildexr()
.BuildDiscovery(discovery_filter));

C#/.NET

ROFITIE, .NET B AWS Encryption SDK ®/N\—> 3> 4x 2EAL £,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

List<string> account = new List<string> { "111122223333" },;

// In a discovery keyring, you specify an AWS KMS client and a discovery filter,
// but not a AWS KMS key
var kmsDiscoveryKeyringInput = new CreateAwsKmsDiscoveryKeyringInput
{
KmsClient = new AmazonKeyManagementServiceClient(),
DiscoveryFilter = new DiscoveryFilter()
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{

AccountIds = account,
Partition = "aws"

i

var kmsDiscoveryKeyring =
mpl.CreateAwsKmsDiscoveryKeyring(kmsDiscoveryKeyringInput);

JavaScript Browser
JavaScript Tk, discovery 7O/NT 1 ZBHRNICEET I HEN B ET,

ROBITIEE, buildClientBBZEFEALTF7 AL RNDOIOIY X MR — ZBELE
JREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZfA L ThuildClient, BHtEhiz Xy —
CHOBEENETF—E2F—0OREHRITZHEETEETT, FMIZDOVWTIE. Tthe section
called “BEBIbLENET—XF—OFIE ) 2SBLTLSEETL,

import {
KmsKeyringBrowser,
buildClient,
CommitmentPolicy,
} from '@aws-crypto/client-browser'

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

)

const clientProvider = getClient(KMS, { credentials })

const discovery = true

const keyring = new KmsKeyringBrowser(clientProvider, {
discovery,

discoveryFilter: { accountIDs: [111122223333], partition: 'aws' }
1)

JavaScript Node.js
JavaScript Tk, discovery Z7ANT 1 ZHATRHNICEET I HEN HVET,

ROBITE, buildClientB#HZMEALTTF7 AL MOIZY XV RRUZ— ZEELR
FREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZfEM L TbuildClient, BEHEThIEXY £—
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CHOBEENETF—E2F—0OREHRITZHEETEETT, FMICDVWTIE. Tthe section
called “BEBIbENET—XF—OFIE ) 2SBLTLIEETL,

import {
KmsKeyringNode,
buildClient,
CommitmentPolicy,
} from 'e@aws-crypto/client-node’

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

const discovery = true

const keyring = new KmsKeyringNode({

discovery,

discoveryFilter: { accountIDs: ['111122223333'], partition: 'aws' }
1)

Java

// Create discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.buildexr()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.buildexr()
.discoveryFilter(discoveryFilter)
.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

Python

# Instantiate the AWS Encryption SDK
client = aws_encryption_sdk.EncryptionSDKClient(
commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
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# Create a boto3 client for AWS KMS
kms_client = boto3.client('kms', region_name=aws_xregion)

# Optional: Create an encryption context
encryption_context: Dict[str, str] = {

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",

# Instantiate the material providers
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Create the AWS KMS discovery keyring
discovery_keyring_input: CreateAwsKmsDiscoveryKeyringInput =
CreateAwsKmsDiscoveryKeyringInput(
kms_client=kms_client,
discovery_filter=DiscoveryFiltexr(
account_ids=[aws_account_id],
partition="aws"

discovery_keyring: IKeyring = mat_prov.create_aws_kms_discovery_keyring(
input=discovery_keyring_input

Rust

// Instantiate the AWS Encryption SDK
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

// Create a AWS KMS client.

let sdk_config =
aws_config::load_defaults(aws_config::BehaviorVersion::latest()).await;

let kms_client = aws_sdk_kms::Client::new(&sdk_config);
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Go

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create discovery filter

let discovery_filter = DiscoveryFilter::builder()
.account_ids(vec![aws_account_id.to_string()])
.partition("aws".to_string())
.build()?;

// Create the AWS KMS discovery keyring
let discovery_keyring = mpl
.create_aws_kms_discovery_keyring()
.kms_client(kms_client.clone())
.discovery_filter(discovery_filter)
.send()
.await?;

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygeneratedtypes"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/kms"

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})
if err !'= nil {

panic(err)

// Create an AWS KMS client
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cfg, err := config.LoadDefaultConfig(context.TODO())

if err != nil {
panic(err)

}

kmsClient := kms.NewFromConfig(cfg, func(o *kms.Options) {
o.Region = KmsKeyRegion

b
// Optional: Create an encryption context
encryptionContext := map[string]lstring{

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",
}

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})

if err != nil {
panic(err)
}
// Create discovery filter
discoveryFilter := mpltypes.DiscoveryFilter{
AccountIds: []string{kmsKeyAccountID},
Partition: "aws",
}
awsKmsDiscoveryKeyringInput := mpltypes.CreateAwsKmsDiscoveryKeyringInput{
KmsClient: kmsClient,

DiscoveryFilter: &discoveryFilter,
}
awsKmsDiscoveryKeyring, err :=
matProv.CreateAwsKmsDiscoveryKeyring(context.Background(),
awsKmsDiscoveryKeyringInput)
if err != nil {
panic(err)
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AWSKMS U—T 3+ —U 2T DEHR

AWSKMS V=23 LARIILOKEF—ITE. KMSF—0O ARN ZIEELBVF—U2TT
o KD VIZ, AWS Encryption SDK [F4FIC KMS F— D& ZFEAL TESTEXRT AWS U—2 3
Vo

AWSKMS U—2a v —) > J2ERLTESTREHE. WIEEE 1z AWS Encryption
SDK AWS KMS key ® THEB{tEhERBEBLEhicF—2F—2BBELETAWS V-3, &
hgaICik. FOHELTYN, F—E2F—2BSLAWS U—2 3> LEEEE iz AWS KMS keys
AOLBLLEE1DD IZHTDkms:Decrypt 7 IV EAHFAZF > TWVWBIHENHVYET,

fEDREF—VTERRIC, V—23a2KREF-VTRBESHICERELREA, BS{LtEh
XY E—DEBSIRHRICNOAMELRT, BESLEESCERAETABIINLFF—UITITY—
TAVKREF-IVITRERTREE. TOF—V D IJRESHERICOABMNTI., YILFU—>3
UREF—V VBT EEEEBOF—V I THEALTTF—XZ2EELTDE, BEILARL —
TAVERAMLET,

/A Important
BEINLFF—VTJICAWSKMS U—2aiiiF—D > 0%8hde, V—>2ark
HEF—DUTE, NIFF—U2T0M0F—) 2T TEREENLZITNTO KMS F—#IFR
ZLEEELERT, VIFX—VU2DJE. REFBRODBEVWEF—UITORSICEELET,

AWS KMS #iHF—U > Tk, BIMTHEAITZHEE. NILFF—UVITHERTZHE
£, BELICEEELEE A,

=T aritEF—U2 I, BEEhEDU—232 0 KMS F—T0O&ES AWS Encryption
SDK for C Z& & F9, AWS Encryption SDK for JavaScript & & T' .NET AWS Encryption SDK T
BREF—VJZFERATIHEE. AWSKMS VA T7 2 RTU—23 0 2RELET, ChsO
AWS Encryption SDK RE Tk, U—23a > ZEICKMS F—ZT7 14 )LRUVILEBAN, BES
NE)—3>AOKMS F—DERSVIITANIEBAWSKMS LET,

BREF—VITEZFEATREEE. RET7 L E2—ZFEALT, ESICEAENSD KMS ¥—Z1EE
ENEAWS THIVEN BLRUON—FT 1423 2AOXF—ICHETA L Z2EHHOLET, T 1
JLZ—IE. AWS Encryption SDKON—2 3 1. 7x B THR—REhTVET,

FEAE, ROO—RE, RET7 1 I)LEX—ZFEALTAWSKMS U= a i+ — U2 T ZER
LET, COF—U>TIE, AWS Encryption SDK ZXKEFEZ (AL J>) J—2 32 (us-west-2) D
THI> N 111122223333 O KMS F—ICHIFRL £ 9,
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C

EHTZNDF—1)>TX create_kms_client XYY RERRTDHZEICDOVTIE,
"kms_discovery.cpps ZZHBL TS EE L,

std: :shared_ptr<KmsKeyring::DiscoveryFilter> discovery_filtex(
KmsKeyring: :DiscoveryFilter: :Builder("aws")
.AddAccount("111122223333")
.Build());

struct aws_cryptosdk_keyring *kms_regional_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder()

.WithKmsClient(create_kms_client(Aws: :Region::US_WEST_2)).BuildDiscovery(discovery_filter))

C#/ .NET

AWS Encryption SDK for .NET IZl&. ERAOU -3 iktF—V>2JBHYERA, KL,
BESRICEATD D KMS F—ZHEDO)—2aVICHBETAZFEEIVS 2AHYET,

BREF-VITARAD) -2 3V ZHRIDREMNENGFTERE, B-U-—23a0F-—0x%ZfEM
LTF—RZRELESEETE, WILFU-—23 /B oREF— VT 2ERATHLET
Fo B—)=DarF—HRON2EBE. NILFV-23 R/BF-UTRBIILFI—->3
CHEEZERALRE A

CreateAwsKmsMrkDiscoveryKeyring() XV ¥ RICK 2> TREhBDF—-DU 2 TEF. AWS
KMSZRUO'HIHIC KMS F—Z2 -3 ElIic 74 LRV T LET, BELEhlTF—2
F—A". CreateAwsKmsMrkDiscoveryKeyringInput 77 I 9 N® Region/NTX—& T
EEENE)—23 20O KMS F—IC&X > THES{LEhi AWSKMS BE5ICOAK, BSUIITA
& IDEELET,

ROFITIE, NET B AWS Encryption SDK ®/N\—> 3> 4x 2FEAL £,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

List<string> account = new List<string> { "111122223333" },;

// Create the discovery filter
var filter = DiscoveryFilter = new DiscoveryFilter

{

AWSKMS V= aviiHx—) > I 0ER 130


https://github.com/aws/aws-encryption-sdk-c/blob/master/examples/kms_discovery.cpp

AWS Encryption SDK FROYN—HA R

AccountIds = account,
Partition = "aws"

i

var regionalDiscoveryKeyringInput = new CreateAwsKmsMrkDiscoveryKeyringInput
{
KmsClient = new AmazonKeyManagementServiceClient(RegionEndpoint.USWest2),
Region = RegionEndpoint.USWest2,
DiscoveryFilter = filter

};

var kmsRegionalDiscoveryKeyring =
mpl.CreateAwsKmsMrkDiscoveryKeyring(regionalDiscoveryKeyringInput);

AWSKMS 94T > MDA AR A (AmazonKeyManagementServiceClient) T —>3 > %
EEAWS U—232 §%2&T, KMSF—ZRBED ICHIRTBDEETEERT, EL,
DEREF., YILFV—2armMioit*F—U 0 z2FATR R EMRNIEL, JANELD
BAEMNBYET, ZHFCEHITBICKMS F—2)—2a Rl 714ILRITTBRDYIC
AWS KMS, AWS Encryption SDK for NET GRSt hiEF—RF— AWSKMS Z &I (5
TNBET)ZHTHEL, AWSKMS Z2fFAL THERTS KMS F—&igEEchiz)—>3 > I(C
HRLET,

ROFITIE, .NET B AWS Encryption SDK ®/N\—> 3> 4x 2EALE T,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

List<string> account = new List<string> { "111122223333" },;

// Create the discovery filter,
// but not a AWS KMS key
var createRegionalDiscoveryKeyringInput = new CreateAwsKmsDiscoveryKeyringInput
{
KmsClient = new AmazonKeyManagementServiceClient(RegionEndpoint.USWest2),
DiscoveryFilter = new DiscoveryFilter()
{
AccountIds = account,
Partition = "aws"

};
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var kmsRegionalDiscoveryKeyring =
mlp.CreateAwsKmsDiscoveryKeyring(createRegionalDiscoveryKeyringInput);

JavaScript Browser

ROBITIEE, buildClientBBEFEALTF7 AL MOIOIY MX MR — ZBELE
JREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZffH L TbhuildClient, BStEhiz Xy —
CHOBEENETF—E2F—OREHPRITZHEETEETT, FMICDOVTIE, Mthe section
called ‘“BEHLENiETF—XF—0OFHIRE ) ZBSRBLTEEL,

import {
KmsKeyringNode,
buildClient,
CommitmentPolicy,
} from 'e@aws-crypto/client-node'

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

)

const clientProvider = getClient(KMS, { credentials })

const discovery = true
const clientProvider = limitRegions(['us-west-2'], getKmsClient)
const keyring = new KmsKeyringBrowser(clientProvider, {
discovery,
discoveryFilter: { accountIDs: ['111122223333'], partition: 'aws' }

)

JavaScript Node.js

ROBITE, buildClientBBZFEALTF7AIIMOOZIY "X RMRDU— ZEBELE

9 REQUIRE_ENCRYPT_REQUIRE_DECRYPT, Zf ML ThuildClient, BEHtE XYy —
SHOEStENET—2F—OREFHIRIZDCEETEET, FMICDODVWTIE, Mthe section
called ‘Bt hiTF—2F—0O#HIE", 28RBLTLEEV,

cOF—1)>J& limitRegions A Z EBDOHITRRT B I(C
l&. "kms_regional _discovery.ts; ZZBL T EE L,

import {
KmsKeyringNode,
buildClient,
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CommitmentPolicy,
} from 'eaws-crypto/client-node'

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

const discovery = true
const clientProvider = limitRegions(['us-west-2'], getKmsClient)
const keyring = new KmsKeyringNode({
clientProvider,
discovery,
discoveryFilter: { accountIDs: ['111122223333'], partition: 'aws' }

D

Java

// Create the discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.buildexr()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.builder()
.discoveryFilter(discoveryFilter)
.regions("us-west-2")
.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

Python

# Instantiate the AWS Encryption SDK
client = aws_encryption_sdk.EncryptionSDKClient(
commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

# Create a boto3 client for AWS KMS
kms_client = boto3.client('kms', region_name=aws_region)

# Optional: Create an encryption context
encryption_context: Dict[str, str] = {
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"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",

# Instantiate the material providers
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Create the AWS KMS regional discovery keyring
regional_discovery_keyring_input: CreateAwsKmsMrkDiscoveryKeyringInput = \
CreateAwsKmsMrkDiscoveryKeyringInput(
kms_client=kms_client,
region=mrk_replica_decrypt_region,
discovery_filter=DiscoveryFiltexr(
account_ids=[111122223333],
partition="aws"

regional_discovery_keyring: IKeyring =
mat_prov.create_aws_kms_mrk_discovery_keyring(
input=regional_discovery_keyring_input

Rust

// Instantiate the AWS Encryption SDK
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client esdk_client::Client::from_conf(esdk_config)?;

// Optional: Create an encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
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("the data you are handling".to_string(), "is what you think it
is".to_string()),

1)

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create an AWS KMS client

let decrypt_kms_config = aws_sdk_kms::config::Builder::from(&sdk_config)
.region(Region: :new(mrk_replica_decrypt_region.clone()))
.build();

let decrypt_kms_client = aws_sdk_kms::Client::from_conf(decrypt_kms_config);

// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.account_ids(vec![aws_account_id.to_string()])
.partition("aws".to_string())
.build()?;

// Create the regional discovery keyring

let discovery_keyring = mpl
.create_aws_kms_mrk_discovery_keyring()
.kms_client(decrypt_kms_client)
.region(mrk_replica_decrypt_region)
.discovery_filter(discovery_filter)
.send()
.await?;

Go

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygeneratedtypes"
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"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/kms"

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})
if err !'= nil {

panic(err)

// Create an AWS KMS client

cfg, err := config.LoadDefaultConfig(context.TODO())

if err !'= nil {
panic(err)

}

kmsClient := kms.NewFromConfig(cfg, func(o *kms.Options) {
o.Region = KmsKeyRegion

b
// Optional: Create an encryption context
encryptionContext := map[string]string{
"encryption": "context",
"is not": "secret",
"but adds": "useful metadata",
"that can help you": "be confident that",
"the data you are handling": "is what you think it is",
}
// Create discovery filter
discoveryFilter := mpltypes.DiscoveryFilter{
AccountIds: []string{awsAccountID},
Partition: "aws",
}
// Create the regional discovery keyring
awsKmsMrkDiscoveryInput := mpltypes.CreateAwsKmsMrkDiscoveryKeyringInput{
KmsClient: kmsClient,
Region: alternateRegionMrkKeyRegion,

DiscoveryFilter: &discoveryFilter,
}
awsKmsMrkDiscoveryKeyring, err :=
matProv.CreateAwsKmsMrkDiscoveryKeyring(context.Background(),
awsKmsMrkDiscoveryInput)
if err != nil {
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panic(err)

l&. Node.js &7 Z7H®M excludeRegionsBa% AWS Encryption SDK for JavaScript £ T AR—
NUET, COBEBE. BEDAWSKMS U— 3> AWS KMS keys T #&HT2HU—T 3 Uk
HF¥F—UTZERLET. ROBITR, KERE (/N—> ZF74LEP) (us-east-1) AWS U—> 3>
ZEBRSINTO TTHI> N 111122223333 AWS KMS keys THEHATES AWSKMS U—23 >
BREF—VTZERLET,

ICEREZED XY Y K AWS Encryption SDK for C & V) E8 AN, HAZX A ClientSupplier Z4ERR T
DLETEERTERY,

—DOfllE. Nodejs ADI—RZRLTVWET,

const discovery = true
const clientProvider = excludeRegions(['us-east-1'], getKmsClient)
const keyring = new KmsKeyringNode({

clientProvider,

discovery,

discoveryFilter: { accountIDs: [111122223333], partition: 'aws' }
1)

AWS KMS EE+—1 27

AWSKMS [EBFxX—>J2ERATd L, T—RZRBSLELRFES TS AWS KMS 12T 2FT
HI &R, MHBESHKMS F—THESAUNTUTILZRETEET. chid. \OFHTHL =
BPNRICMADBEN BB T7IT—232R AWSKMS, EF1VTAEHICERTD B —
HOESIKIYTIUTLZBRATER T 7 r—2a2ICBLTVWET,

BE+—1 >k, Amazon DynamoDB T—7 JLICREFEE TS AWSKMS REEh =TS0 F
F—ZFAL, BELBLUVEEARL -3 TEASKD TS OFF—IFTUTINZO—-HI

ICF¥v>19HET, AWSKMS FUH L OB ZERBS IRESILITUTILF Yy 1Y) 1—
$3a>T9, DynamoDB T—7 )ik, 750 FF—%2BEBBRPREITDF—ANT &L THERE

9, POITATBRITSUOFF—&, F7o0FF—OLUBIOIXRTON—23aoiBenExd, 7
DTATBRITSZVFF—F, 7520FF—OBH/N—>23>TT, BEF—U Tk, —E0TF—X
F—ZFEALTEXYE—DZBESILL, BSLUIVIARNIEICET—2BES{tF—Z2BES{L.
TOTATBRITSUFF—DESRELE—ZEOSVEVITF—2FALTETF—ABEELF—2FES
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tLET. BEFXF—V IR, PTOTATRTSUOFF—&, TOELHSYEV IF—DBICHELE
NizPERBICKALLET,

EEF—VIJRBE, BROVITIARNERBLETEOICETZOFF—N—-23 0 2ZFALET,
RV, A—Y—ATOT47 R8T FF—2BRNAIEREHEL., 7OT1TTZ0F
F—ZO—T—Y3AVIRREERELET, JZ0FF—OF7IT47B8N—232@F, O—FT—
JAVENBETTITATRERERYNES TUOTATBRTIZUFF—OUAEION—2 3 2 ERE
SARL =23V ORITICREATSHIREAN, BIEREVIVEZRITLTESARL—>3 2K
ERATEXRT,

BEX—) T A AR ALTDE, O—AIF vy aERENET, T50FF—XT
DFZILAO—AILF+ v IRICERENDZIBEREBR (770 FF—XTUTIINFERINICE 2
THFYYVIINSHIRENDETORME) ZEXITAFT vV 1HRZEELERT. BEXF—VY
&, ARL—23>THAOTEEEhEEEIL, TS50 FF—%ESL, 7S5O0FF—IXFUT
LNz2Tt>27INT3=HIC branch-key-id 1 @M AWS KMS RO HL #1TVE T, TDER, 75
VFF—ITUTILEO—AILFr v 1llBmEch, YV I1HRABRINICEKDET, 0
branch-key-id ZEEE T2 I XN TOBELLBERTEEARL -3 0 EDICBRNAEEhET,
TS50FF—XFIVT7ILEO—DILF Y Y2 21IRETDE, AWSKMS FFTHE LAY E£F,
ZF, FYVIIAFIRNM 15D THRIHEEEEATHELEDS, TOF Y Y 1HPRAT 10,000 B
DEBLARL -3V E2RTITIHE, #KDO AWSKMS F—1) > J& 10,000 B O BES{LAR
L—>3a>&#E=97=IC 10,000 B AWS KMS FU'H L ZTS BBV ET, 7IOT17%
1 2HBFEbranch-key-id, BEEF—V>J & 10,000 BOBSLARL—>3 2 & ®/ET -
HIZ1EOAWS KMS BFUH L ZTSEFTERET,

O—ALlFrvyv2a1lk, BSEITVTILEESITITIEDHLET, BESUITUTILET O
FATRTSUOFF—ASTEVTILEN, FY VI I14ROAVHEAINDETIRNTORESL
ARL—=2aVICBRARAEhET, ESEXTITIE, BELchE7 1 —I)LROXXT—2THE
AENDTSoFF—IDEN=TaoAsTETIEn, Fy Y2 14HBROEMHRITIND E
T, 750FF—DEN—a3VICEETRZIIRNTOESARL—>3aVICBRNAEhET, O—
ALFrvalk, —BLRU7ZOFF—0EHRON—2a>zRETEET, O—ALFr Y
AN RERATHESICKREES N TVSBAbranch key ID supplier., —EICEHBOT T 17187
SUOFF—DSDTZUFF—XTUVTINERETDIEETEET,

(® Note

NDEEBFX—UTICETRIINTOSRIE, AWS KMS FEEF—1) > J AWS Encryption
SDK 2B L %7,
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J7RAVZIVIEROERM

EF—VJR. ROTOVZIVISH/EN-232THR—REATLET,

- M/X—= 32 3.x AWS Encryption SDK for Java
 for NET ®/N—20 32 AWS Encryption SDK 4.x

« 72320 MPL #k1ZB& & £ €12 AWS Encryption SDK for Pythonff 9 354, ®/N\— 3
> 4.Xo

« AWS Encryption SDK for Rust ®/Y\—> 32 1.x
« AWS Encryption SDK for Go ®/N—2 3> 0.1.x LA

N =R

o ftiH A

- BIREMH

« BERZT I EAFHH

- ¥FY+ v a1%BRTD

- BEX—DVJZERTS

148 &

ROFI—RKNUFTLTR, BEF—UDIFBESEBREESITUTILET Y TLTRHRE,
BEUBLTESARL =23V OLHCF— VI INRTIDEREREFTHLICOVTHHAL
T, FVEVIF—DBRETL—VTRARNT—ZF—OBESHT O AORMEEFFEIC OV
Tk, TAWSKMS BEEFX—U >V J OEME S FHE 25BL T EE W,

ES LB RV ER

ROF1I—KUTIILTRE, BEF—VVINFMESIITUTILETE>TIL, —BOSvEDY
F—2EHIBIHFECODVTHALET,

1. BS{EXVYY R, BEXF—VJICBSHUITUTILEZERLET, F—UJRTL—2F
FARNTF—RF—ZERL, FYEIF—ZERTRIEHIC, O—HLFr v 1G5 ET
FUFITITIANHINESHEBRLET, BT 0FF—IXTUTIINHZHEE.
F—UIRATY T AICHEXRET,

2. BMWBITZUFF—IXTUTINFBVEEG, BEX—VIJRBX—ANTFILTOTA4TBTS>
F*Xx—2IITJLET,
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a. ¥F—ARTEAWSKMS 2HVOHL T ITA17BTS0FF—%2ESL, 7L—>TF
ANDTOTATRBRTSVFF—EBLES, PITATBRITZUFF—2HINTHT—&
k. AWSKMSIZXT2ESHUHEL TEMRALT—X (AAD) Z2RREHI2=HICUTIL
ftehFxI,
b. F—AKNTRE. 7L—2FTFANOTZUFF—&, 75U FF—0ON—232RBE, Zh
ZHATEIT—RZBRLET,
3. BEX—VVIRTZoFF—XTIUTPLN(TL—FTFANTSOFF—TS0FF—N—
TavyeT7t2 7L, EnsOOE—ZO0—-AILFr v 1B MLET,
4. BEF—VIRE. TL—2TFANTSOFF—E 16 NARNOZUHLVILIAS—ED
ZYvETXF—2EHLET, ERENLETVEVIF—ZERALT, T7L—2TFANTF—&
F—OAE—ZBESLLEXT,

ESILAETE., BSIUYXTUTIILEERLTF—RZ2BS{LLET, FHICOVWTE, " 7F—
A % AWS Encryption SDK iS5t T2 5% BSRBLTSEEL,

'S & wiEl

ROF1—RNUTITR, BERS-—VVINFESNTIUTILEZBKIT, BELENT—2F—
ZEEIBHECODVTHALET,

1. BFFETER., Bl hiXvE—hrsESkEhicTF—XF—%RBIL, BERE*X—)>
JICELET,

2. BERX—UTE, T5o0FF—N—>32, 6 NMMDYIK, BLRUPF—EXF—0OEES
IbFZEEHPTH2TOMHOBEREZED., BELEhETF—2F—%2RBRNT2TF—22FEVUTI
{tLEY,

A OVWTEE, TAWSKMS FEEF— 2T ORMB S5 2ZRL T EE L,

3. BEBXF—VU I, ATYT2TRECNETSOFF—ON—23a -T2 5T5
UFF—XTIUTIIAO—AILF Y IRNICEETIHIESHEFIVILET, BB TS
VFF—XTVTINBHZBEE, F—VIJBATYT6ICERET,

4. BHBTZUFF—XXTIUTILNFEVEE. BEFXF—V TR, ATYT 2 THRAEhETS
FF-N=23AVIE-BIBRTIOFF-IODVWTF—ANTEIIVLET,

a. ¥F—AKTFAWSKMS EHVOHELTT SV FF—2ESL., 7L—2FTFANDT Y
TATBRTSVFF—ZRLEY, TUTATRITZUFF—2RATET—REFE, AWS
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KMSICH I 2 ESHUH L TEIMFEET —F (AAD) ZRETD DI U TILELEhE
ER
b. F—AKNTRE. 7L—2FTFANOTZUFF—&, 75U FF—0ON—232RBE, Zh
ZHATEIT—RZBRLET,
5. BEFX¥—V2IRTZoFF—XTIUFPLN(TL—FTFANTSOFF—TS0FF—N—
TavyeT7t2 7L, EnsOOE—ZO0—-AILFr v 1B MLET,
6. BEFX—VVIE, TEVTINEhETSOFF—IXTIUTINE, ATV T 2 TRBIENE 16
NARNDYILKNZEALT, F—2F—Z2BSLE-BOTYE Y ITF—ZBHRLET,
7. BERX—VUIJR. BELEZYEIXF—2FEALTTF—E2F—2ESL, JL—2TFA
ROF—RF—ZRLEXT,

BEOHFETE, BESNTUTILETL—2TFANOTF—2F—ZFAL T, BS{LEhiXy
- RESHLET, FHICOVWTIEE, " FES{Ehiz XY t£—2 %7 AWS Encryption SDK
S592H%E ZZRLTLSEEL,

Bl RR SR A

[EF—V>J2ERLTERIZEIC, ROBRFHZRHLELTVSZEZBBLTSEZL,

c A—H—FLRF—ANTEREN F—ARTEERL, 2B EE1DOTITATBTZ>
FF—ZERLKRL L,

« F—ANTFIYAVEBRELELE,

® Note

F—ARNTTOAVDOREFEICLI 2T, EITEDFARL—23E, BEF—1)
JTHERATED KMS F—HMREVET, FHMICOVWTE, "F—AKNT7T7O3, %
SHBLTLSEEV,

s F—ARNTF—ETS0FF—ICTIVEALTHERTRHICHER AWS KMS 77 2 AN
HYET, FMICOVTIE, Tthe section called “UEET VL AHFT" ) 2SRBLTLSEE L,

e HIR—KRENTVWBRF YV 147 %2HEEL, Z—RICRELEF YY1 R/4/TEERELEL
oo ERMIC DUV TIE, the sectioncalled “F ¥ v 1 %1BIRT 2" #SBL T T,
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BT 7t AFFH

AWS Encryption SDK & ZREBEEFT AWS THIU N, ICHEELELBA AWS OH—E R, 2
ZLU, BEX—VU I Z2FEATSICE. F—ARNTORFHES{L AWS KMS key(8E ) ICX T3
AWS THOU N ELTORNROT V2 AFANBETT,

- BEXF—V VI EFERALTTF— 2 ZBSILERLTESTTSICEF. kms:Decrypt A RETT,

s Jo5UFF—RERLTO—T—3 29321k, kms:GenerateDataKeyWithoutPlaintext &
kms:ReEncrypt ¥ R ETT,

TSUFF—EF—ARTAOT I LAOHBORMIIOVTE, M £B3BLTEE Wihe
section called “B&/NMIED T IV AT T NDEE",

*v Y IEBRTD

BEX—)>YF. BEASLITEEARL—Ya Y TCHEATND ISOFF—IFUTIEO—TN
JJIZF YY1 AWSKMS 52T, ICHTHAHTHLOBERSLET, BEF—J T &E
BRI, FRTDF YYD IDORATZRETIHXENBYVET, T7FI)IMOFYYI1%E
A9%h., Z—RICEDLETFVYVYIIZHNARIAATEET,

EEX—V>JR, ROFY Y2 1RA4T2FR—MLTVET,

» the section called “F7 #)LNF v v 1~

» the section called “MultiThreaded¥ ¥ v =/ 1~

« the section called “StormTracking ¥ ¥ v </ 1"

« the section called “‘HEFF v v 1

/A Important

HR—REATVWRINTOF YV 1RA4T@. YILFALY RREZYR—KFTEELS
CRRETENTVERTY,

L, EEHIEATBES AWS Encryption SDK for Python, BEEF—1) > TN I
FALY RREZHR—RNLTVERA, FHIC OV T, GitHub ® aws-cryptographic-
material-providers-libraryaws-cryptographic-material-providers-library 'J 7R < 8 1) @ Python
README.rst 7 7 4 LS8R L T 1Z&E L\,

PERZT I AFH 142


https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ReEncrypt.html
https://github.com/aws/aws-cryptographic-material-providers-library/tree/main
https://github.com/aws/aws-cryptographic-material-providers-library/tree/main
https://github.com/aws/aws-cryptographic-material-providers-library/blob/main/AwsCryptographicMaterialProviders/runtimes/python/README.rst
https://github.com/aws/aws-cryptographic-material-providers-library/blob/main/AwsCryptographicMaterialProviders/runtimes/python/README.rst

AWS Encryption SDK FROYN—HA R

F7ANRFrya

BEAEDI—H—ICEPT, Default F v v 1AL Y REHZBELET, Default F v+ v 1
k. BEICNYILFALY RIELENTVBREEYR—RNITDRSICHRFFEAhTVWET, 7530 FF—
RTUTZILINIVOBMBARIYINDE, FT7FIILNFYY2 1R, T750FF—XFTUTILL
RNUNMM0ORENICHRYINICEZ ZEZ 1 DOALY RICEBMAWSKMS §5&T, BHDOA
LY RAIBOHENDOEBEERT, chllkiY, 1 D2OALY ROKN IZU I ITANZZEE AWS
KMS LTHF YV 1&2EHLET,

F7#)RNF¥ v 1& StormTracking F ¥ Y1 FERELUAL Y REFILEZHR—NLETH, T
7A2)RNFY Y2 152FERATBICERIVNIBRERIEETDIETTERAET. KYUFMAF Y1
NDHAZRIA XZETDICIE,. ZEEMAL EJthe section called “StormTracking £+ ¥ > 17,

O—ALF+ Y2 AREFETERTSVFF—XTUTILIVNIOBENAZIAXTBHBEER
E.HBEBF VI EEHTREEF YV IRMTZEETILERHYERA, FYVI 1R
A7ZBELBEVEE, BEX—VJRTF72ILNOFyyv2 1247 2FAL. TVNUARE
1000 ICEREL X ¥,

T7ANRFYYD1EHAINARXTRICRE, ROEZEELET,
s IVRNUFHA NI T O-ALFY Y2 LCRMTER T SOFF—XTUTIOIV RO
ZHRLET,

Java

.cache(CacheType.builder()
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())

C#/ .NET

CacheType defaultCache = new CacheType

{
Default = new DefaultCache{EntryCapacity = 100}

};
Python

default_cache = CacheTypeDefault(
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value=DefaultCache(
entry_capacity=100
)

Rust

let cache: CacheType = CacheType: :Default(
DefaultCache: :buildex()
.entry_capacity(100)
.build()?z,
);

Go

cache := mpltypes.CacheTypeMemberDefault{
Value: mpltypes.DefaultCache{
EntryCapacity: 100,
},
}

MultiThreaded¥ ¥ v > 1

MultiThreaded¥ + V2 1RGN I FAL Y RIREBETEZLICERATEET TN, AWSKMS £z
Amazon DynamoDB MU' L Z R/ RICHIZ 2 HEEF H Y ER A, TORR, 750FF—<FV
FIOIVRN)QOHEHRAYIND E, IXTOAL Y RICARKICBAHENET, chicky, vV
DI1BRBEHITBADLEOOEHRD AWSKMS FU'HE U RET D AJgeEN H Y E T,

MultiThreadedF¥ v v > 1 Z RT3 ICIE,. AOEZEELET,

s IVRNUFHANIT A O-ALFY Y2 ACRMTER T SOFF—XTUTILOIV RO
ZHRLET,

s IVNVDTN—ZVTT7=ILOHA X IRNIF YN TAIELEBEICTIIVL-Z20U0T%
IKN)DOHEERLET,

Java

.cache(CacheType.builder()
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.MultiThreaded(MultiThreadedCache.buildexr()
.entryCapacity(100)
.entryPruningTailSize(1)

.build())

C#/ .NET

CacheType multithreadedCache = new CacheType

{
MultiThreaded = new MultiThreadedCache

{
EntryCapacity = 100,
EntryPruningTailSize = 1

};

Python

multithreaded_cache = CacheTypeMultiThreaded(
value=MultiThreadedCache(
entry_capacity=100,
entry_pruning_tail_size=1

Rust

CacheType: :MultiThreaded(

MultiThreadedCache: :buildex()
.entry_capacity(100)
.entry_pruning_tail_size(1)
.build()?)

Go

var entryPruningTailSize int32 =1
cache := mpltypes.CacheTypeMemberMultiThreaded{
Value: mpltypes.MultiThreadedCache{

EntryCapacity: 100,
EntryPruningTailSize: &entryPruningTailSize,
3,
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}

StormTracking ¥ ¥ v < 1

StormTracking ¥ ¥ v > 1k, BEICNILFALY RILENTVBIRREZTR—NTB RS ICEETE
NTVES, 750FF—IXTUTILIVN)OBEMDHARNINS &, StormTracking ¥+ v 1
k. 750FF—XTUTILIN)OEMDHARITIND LR 1 DOAL Y RICER AWS KMS
TBHCET, BEOAL Y ROFUPHULZEFLELET, iKY, 1 DOALY ROAKN IZVD
TANZEEAWSKMS LTHF+Y v 1 2EHLET,

StormTracking ¥ ¥ Y2 1 ZEATHICE. XDEZEELXRT.

s IVRUFANIT A O-ALFY Y2 ICRMTER TS FF—XTUTIOIV RO
ZHIBRLEXT,
77 # )L ~E: 1000 T> k1)
s IVNUVOTN—Z0TT=INOHAX: —BELTN—Z2T0F2TZ30FF—XTUTILOIY
NUDBZEEEL KT,
T7#)NOE1EOI N
- BFHE: BRAYNBEICTSOFF—NXTUTIIOEFHZ2HTI2VHEERLET,

77 %) NME10®
« BFER: 7S UFF—XTUTILOEFARATEND2BROVEEERLET,

T7 A NE B
c JFPOTFIONTIUOFFRIRTUTIINOEHORRRATIAEEEHREERL T,

77 %)L NDOfE: 20 B OFRTT

« WEBHD Time ToLive (TTL): 75 FF—XTUVTILOEHFORTNRA LT IRNTDETOR
BEEELET, ¥v v a1h GetCacheEntry IZI5Z L T NoSuchEntry 2RI ATC, EU
F—H PutCache IV NUEFERALTEZIAFENDET, TOTT0FF—RRBFTHD EH
BENET,
77 ) NME 108
AV=7" fanOutZBALBEICAL Y RFAV—T"92IVBHKEEELET,

T7#FILNOE:20 U
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Java

.cache(CacheType.builder()
.StormTracking(StormTrackingCache.builder()
.entryCapacity(100)
.entryPruningTailSize(1)

.gracePeriod(10)
.gracelnterval(1)
.fanOut(20)
.inFlightTTL(10)
.sleepMilli(20)
.build())

C#/ .NET

CacheType stormTrackingCache = new CacheType
{
StormTracking = new StormTrackingCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1,
FanOut = 20,
Gracelnterval = 1,
GracePeriod 10,
InFlightTTL = 10,
SleepMilli = 20

I

Python

storm_tracking_cache = CacheTypeStormTracking(
value=StormTrackingCache(
entry_capacity=100,
entry_pruning_tail_size=1,
fan_out=20,
grace_interval=1,
grace_period=10,
in_flight_ttl=10,
sleep_milli=20
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Rust

CacheType: :StormTracking(

StormTrackingCache: :builder()
.entry_capacity(100)
.entry_pruning_tail_size(1)
.grace_period(10)
.grace_interval(1)
.fan_out(20)
.in_flight_ttl(10)
.sleep_milli(20)

.build()?)

Go

var entryPruningTailSize int32 =1
cache := mpltypes.CacheTypeMemberStormTracking{
Value: mpltypes.StormTrackingCache{

EntryCapacity: 100,
EntryPruningTailSize: &entryPruningTailSize,
Gracelnterval: 1,

GracePeriod: 10,

FanOut: 20,

InFlightTTL: 10,

SleepMilli: 20,
1,

}

HEFvv 2

T7AILRTRE, BBEFX—V2JR, F—VDIJZAVAZVART R EFICHLVO—AILF v Y
S1EERLET, LEL, HAEFvYD12EATRIE, BHROBBF—VVIJBATF YV 1%
HETED O, XEVEHHNTEERT, I VAZVANLTIHEF )T ECH LVESIY
TUTPLF YYD 1Z2ERTEIOTRELS, HEF Y131 20F vV 10HZEXTEUICR
BLET, COFVyY2 1}, ThZEsBIBINTORBEF—VIJITHEATEXT, £HBEFXF vV
1R, F—UVIBTOBSHUNTITIIOERZORTZD LT, XEUEAERZREILTZDD
CRIAIBET, KDY IC, BEF—VVJRBRUVEBEBZDZF V21T IEAL, 2B XE
V7Y RTURZHIBTEERT,
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HEF VYV I1ZERTBEETE, FYVIIRATZERLET, ¥ vV 1XA Jthe section
called “StormTracking F ¥ ¥ > 1”& L T the section called “7Z 7 #JLNF ¥ ¥ <, 1", the section
called “MultiThreaded¥ ¥ ¥ > 1", ik ZEETSD Lt EREOHDINARLF YY1 %
BEBMAD_LEETEERT,

N—F1>3>

BHORBFXF—)>JT12OREF YY1 2FEATEERT, HEF YY1 2EAL THE
F—UDIRERTDZEE, 723 >ON—FT1423IDEEXRTEET, N\—T71423> 1D
&, FYYVIAEZATHEEF - JEXBILET, 2 DOEF—V 2 INRAUN—FT123
> ID. logical key store name, 75 >FF—ID 2B IT2HE. 2 20F -V JFFrv 1R
TRALUFYY21I NI ZHEBLET, BUEEF YV I1TELD/N—FT123 2 IDs Z2HO
2ODEEXF—V I ZERTDE, EF—VIJRAEEF Yy Y I1AORBEOEEENEE/N—FT 1
2aAURSORFYYIITRNIICTIOEALES, N—FT 423V FEEF YV 1HNORED
Bl L THEEL, EEFXF—V TR, BON—FT 423V ICREENTVRTF—RZHETEH L
L, MEOREEENEN—FT1423a>THIALTEHETEET,

N—=TFT4232AOF+Yv> 1IN ZBRRAELREREETZIEER. MBO/N—FT1232 D
EERITDMVLENHYET, N\—FT14>23a> IDERBBEF—VJILETE, F—UT&. 75>
FE—IXTUTIEZBERBL TEAR T 2OTELEL, XYV 1IlBRICEETS YV 2
IVKNVZBRATEET, N\—T123> DEEELEVEE, BBEX—VUIJZAVAZVA
T2, —BEON—FT1423 I DAF—UJICEBNICE Y HTSNET,

RXDFEE, FT7AILROF YV 12347 THEF YV 1%2ERL, BEF—VJICETHE
ZRULTVWET,

1. XFTVFTIL7ONARX—F4T > 1) CryptographicMaterialsCache (MPL) ZfEAL T
(CMC) Z4ER L £, https://github.com/aws/aws-cryptographic-material-providers-library

Java

// Instantiate the MPL
final MaterialProviders matProv =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

// Create a CacheType object for the Default cache
final CacheType cache =
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CacheType.builder()

.Default(DefaultCache.builder().entryCapacity(100).build())
.build();

// Create a CMC using the default cache
final CreateCryptographicMaterialsCachelInput cryptographicMaterialsCachelnput =
CreateCryptographicMaterialsCachelInput.builder()
.cache(cache)
.build();

final ICryptographicMaterialsCache sharedCryptographicMaterialsCache =
matProv.CreateCryptographicMaterialsCache(cryptographicMaterialsCacheInput);

C#/ .NET

// Instantiate the MPL
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Create a CacheType object for the Default cache
var cache = new CacheType { Default = new DefaultCache{EntryCapacity = 100} };

// Create a CMC using the default cache
var cryptographicMaterialsCacheInput = new
CreateCryptographicMaterialsCacheInput {Cache = cache};

var sharedCryptographicMaterialsCache =
materialProviders.CreateCryptographicMaterialsCache(cryptographicMaterialsCachelInput);

Python

# Instantiate the MPL

mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Create a CacheType object for the default cache
cache: CacheType = CacheTypeDefault(
value=DefaultCache(
entry_capacity=100,

# Create a CMC using the default cache
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cryptographic_materials_cache_input = CreateCryptographicMaterialsCacheInput(
cache=cache,

shared_cryptographic_materials_cache =
mat_prov.create_cryptographic_materials_cache(
cryptographic_materials_cache_input

Rust

// Instantiate the MPL
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create a CacheType object for the default cache
let cache: CacheType = CacheType: :Default(
DefaultCache: :builder()
.entry_capacity(100)
.build()?>,
);

// Create a CMC using the default cache
let shared_cryptographic_materials_cache: CryptographicMaterialsCacheRef = mpl.
create_cryptographic_materials_cache()
.cache(cache)
.send()
.await?;

Go

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"

)

// Instantiate the MPL
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err != nil {
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panic(err)

// Create a CacheType object for the default cache
cache := mpltypes.CacheTypeMemberDefault{
Value: mpltypes.DefaultCache{
EntryCapacity: 100,
I

// Create a CMC using the default cache
cmcCachelInput := mpltypes.CreateCryptographicMaterialsCachelInput{

Cache: &cache,
}
sharedCryptographicMaterialsCache, err :=
matProv.CreateCryptographicMaterialsCache(context.Background(), cmcCacheInput)
if err !'= nil {

panic(err)

2. #EBEFrvvIa1mCacheTypeA7 IOV NEERLET,

AT Y7 1 TsharedCryptographicMaterialsCachefERX L = Z# L L \CacheType7 7
DIVNIELET,

Java

// Create a CacheType object for the sharedCryptographicMaterialsCache
final CacheType sharedCache =
CacheType.buildex()
.Shared(sharedCryptographicMaterialsCache)
.build();

C#/ .NET

// Create a CacheType object for the sharedCryptographicMaterialsCache
var sharedCache = new CacheType { Shared = sharedCryptographicMaterialsCache };

Python

# Create a CacheType object for the shared_cryptographic_materials_cache
shared_cache: CacheType = CacheTypeShared(
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value=shared_cryptographic_materials_cache

Rust

// Create a CacheType object for the shared_cryptographic_materials_cache
let shared_cache: CacheType =
CacheType: :Shared(shared_cryptographic_materials_cache);

Go

// Create a CacheType object for the shared_cryptographic_materials_cache
shared_cache :=
mpltypes.CacheTypeMemberShared{sharedCryptographicMaterialsCache}

3. ATY 7 20 sharedCache A7 T O N EHREF—VTICELET,

HEFXF YV 1ZFEALTHEEXF—V I RERKTREE. #7230 TEE
#partitionIDL T, BHOKEFX—V > JETFrv 1INV ZHRETEET, /N —
TA423a2IDEEBELBVES., BEX—VJRkF—-—VJIL—EBEON—FT1>3>ID%
BEMICEYHETET,

(® Note

BLU/N—F 4> 3> 1D, . logical key store name7 5> FF—ID #58BT5 2 DBk
NDFx—VVTEKTDE, BEF—VJREEF Y2 INTALULFYY> 1Ty
RNUVZHBLET, BHOF—VIJTRALUF Yy Y 1IN ZHRBLEVES

BEX—) I EI—BEON—FT123 D%EFERIZIHVENHYVET,

ROBITIE, Tbranch key ID suppliers v ¥ < 1 &R A" 600 *’J‘@F’é’u‘lﬁ -7 ERLE
To AOBBF—) I RETEBENTVSEOHFMICOVWTIEE, T 25BLTLKES
UM the section called “BEEX—1) T ZEKT B

Java

// Create the Hierarchical keyring
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
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.keyStore(keystore)
.branchKeyIdSupplier(branchKeyIdSupplier)
.ttlSeconds(600)
.cache(sharedCache)
.partitionID(partitionlID)
.build();
final IKeyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

// Create the Hierarchical keyring
var createKeyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
Cache = sharedCache,
TtlSeconds = 600,
PartitionId = partitionID
};

var keyring =
materialProviders.CreateAwsKmsHierarchicalKeyring(createKeyringInput);

Python

# Create the Hierarchical keyring

keyring_input: CreateAwsKmsHierarchicalKeyringInput =

CreateAwsKmsHierarchicalKeyringInput(
key_store=keystore,
branch_key_id_supplier=branch_key_id_supplier,
ttl_seconds=600,
cache=shared_cache,
partition_id=partition_id

hierarchical_keyring: IKeyring = mat_prov.create_aws_kms_hierarchical_keyring(
input=keyring_input

Rust

// Create the Hierarchical keyring
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Go

let keyringl = mpl

.create_aws_kms_hierarchical_keyring()

.key_store(key_storel)

.branch_key_id(branch_key_id.clone())

// CryptographicMaterialsCacheRef is an Rc (Reference Counted), so if you
clone it to

// pass it to different Hierarchical Keyrings, it will still point to the
same

// underlying cache, and increment the reference count accordingly.

.cache(shared_cache.clone())

.ttl_seconds(600)

.partition_id(partition_id.clone())

.send()

.await?;

// Create the Hierarchical keyring
hkeyringInput := mpltypes.CreateAwsKmsHierarchicalKeyringInput{
KeyStore: keyStorel,
BranchKeyId: &branchKeyId,
TtlSeconds: 600,
Cache: &shared_cache,
PartitionId: é&partitionId,
}
keyring, err := matProv.CreateAwsKmsHierarchicalKeyring(context.Background(),
hkeyringInput)
if err !'= nil {
panic(err)

[EEX—VJZERTS

BE B+ —

&,

F—2
F—2

V2T ERTBICE, ROEZEETILENHET,
N7 &

R7ELTHEET D EHICERL = DynamoDB T—7 L DB HI, FEEFEF—ANTER
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F v v 2 1#IPR Time to Live (TTL)

O—ALF+r+Y21RNOTS0FF—ITIUTZILINIEZFERATESEHE BRINICEDE
TORE) (#)o FYYIIAFIRTILIEE, 9FAFT M TSOoFF—OFERZFFT AWS KMS
ITRLEHIC ZFVEITHEEZEELET, CcOERFEOX) RELBZTNEZYEREA, ¥V
AR TIL 0BRSS E, IMJEREHE AT, O—DIFr v 1HhSHIBRE N
S

« TIUFF—O#BF

F—ARNTAD1D2OT I T 171575 FF—branch-key-idZEBi T2 2HNICKRET S
M, TS FF—DHTSAV—REETEET,

T75U0FF—IDHTZA4VRE, BSEHELIVTEANMIRFEATVWR 71 —)LREFEALT. L
O—ROEBESICBERTSVFF—2RELET,

BT FUMNIHBOTZUFF—HFHBBNILFTFRTF—ER-AILK, 750FF—ID#
ToAV—2FEATI L ERLS<BEMHLET, 750FF— DTS4 V—2FEALTTS
VFF—IDs OOA YR FTVERZERL., BEOTFVROELVWITSFF—ID Z/BEIC
RETEET, HlIREFE., JLORUBEERATDE, 750FF—% b3f61619-4d35-48ad-
a275-050f87e15122 MAXH V) IZ tenantl EL TSR TEET,

BEARL—>3205HE, B—ORBF—V 2V Z2BNICRELTESZE—DOT 2 —(CH
BRIzt 750FF—DHTS4V—%2ALTLI-ROEBESEELEIZTFI—%
WAlT D EETERT,

c (ATVaAY)FTYa

FAYYVIARATELERO—ANFYYSIAB/MTED TS OFF—XTITILION) O %
HABZIARTBEER, F—) 0298 TIRICF YV 1247 ETIRNIFY N T4
EZEELE T,

BEEX—1) Tk, 7 #)L KN, MultiThreaded, StormTracking, £BDOF v+ v 1247 %Y
R—=KNULET, EFYVIIARATZERITDHEOFHMEFICOVTE, T, #2SRBLTILKEE
L\the section called “F ¥ v < 1 &1&IRF 37,

FryTIEEELEVES, BEX -V JE. BBMIC Default ¥ v v 1R/ T ZERAL,
IR)FEYNDT 4% 1,000 ICRRELE T,
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« (AT72a)N—FT4232ID

ZEE T D5 S Ikthe section called “H#EFXvv> 1", F7>a>TN—F74>3 IDEEET
EEXT, N\—7T4>23> Dk, FvYvI1IEEALREBF—V UV ZXBLET, N—FT41
AVAOFYYI AT M) ZBINAFLEERETREER. BBEON—FT1>3 2 IDZER
TRIRENBYVET, N—FT1>3 2 DICREEOXFIZEETCEXRT, N\—FT1>32ID
ZEELHEVEES, EREIC—EZEON—FT1423 > DAE—UJICBEBNICE)HTShE
¥,

MBI DWTIE. TPartitions) Z8BLTLEE L,

(@ Note
BLU/N—F 4232 ID, . logical key store name7 5> FF—ID £SBT3 2 DU LD
F—DDIZEHTRE, BEF -V JRAEBFYYIIRATRALFYYSITI VB
DEXBLET, BEHOF—VITCALFYY 1IN EHRBLAEVESE., BE
F—DIZEI—EBEON—T4>3 D 2FEATIXENBYET,

c (ATTVIV)HFAR=TVDOVAKN

BEF—THOKMS F—ADT VL AEFTI&> THETZHAR, +—U> T 2081
TRV BRIRNTORTRN—I EEETHRENHYET,

BN SFF—IDEZEALTREF—VJZ2ERTS

ROBlE., BT S5>FF—ID., . thesectioncalled “F7#)RhFrvv>a1"F+ v 14IBETTL
A 600 WOKBFXF—") T 2ERKTEDHEERLTVET,

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyId(branch-key-id)
.tt1lSeconds(600)
.build();
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final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/.NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput
{
KeyStore = keystore,
BranchKeyId = branch-key-id,
TtlSeconds = 600
¥

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

Python

mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

keyring_input: CreateAwsKmsHierarchicalKeyringInput =
CreateAwsKmsHierarchicalKeyringInput(
key_store=keystore,
branch_key_id=branch_key_id,
ttl_seconds=600

hierarchical_keyring: IKeyring = mat_prov.create_aws_kms_hierarchical_keyring(
input=keyring_input

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let hierarchical_keyring = mpl
.create_aws_kms_hierarchical_keyring()
.key_store(key_store.clone())
.branch_key_id(branch_key_id)
.ttl_seconds(600)
.send()
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.await?;
Go

matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {
panic(err)
}
hkeyringInput := mpltypes.CreateAwsKmsHierarchicalKeyringInput{
KeyStore: keyStore,
BranchKeyId: &branchKeyID,
TtlSeconds: 600,
}
hKeyRing, err := matProv.CreateAwsKmsHierarchicalKeyring(context.Background(),
hkeyringInput)
if err !'= nil {
panic(err)

T2 0FF— DTS4 V—2EALTHREBEF—)V I ZERTD

ROFIERE, 7520 FF— DTS4 V—ZEALTREF— VT2 ERTIHEERLTVE
ERD

1. 750FF—DY7SA4V—%2EHTS

ROBITE, 2207 Z0FF—0T7LYRUBEERL, ZFTH
L CreateDynamoDbEncryptionBranchKeyIdSupplierT7 S FF—IDH TS/ Vv —%
ERLET,

Java

// Create friendly names for each branch-key-id

class ExampleBranchKeyIdSupplier implements IDynamoDbKeyBranchKeyIdSupplier {
private static String branchKeyIdForTenantl;
private static String branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this.branchKeyIdForTenantl = tenantlId;
this.branchKeyIdForTenant2 = tenant2Id;
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}
// Create the branch key ID supplier
final DynamoDbEncryption ddbEnc = DynamoDbEncryption.builder()
.DynamoDbEncryptionConfig(DynamoDbEncryptionConfig.buildexr().build())
.build();
final BranchKeyIdSupplier branchKeyIdSupplier =
ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
CreateDynamoDbEncryptionBranchKeyIdSupplierInput.buildex()
.ddbKeyBranchKeyIdSupplier(new ExampleBranchKeyIdSupplier(branch-
key-ID-tenantl, branch-key-ID-tenant2))
.build()).branchKeyIdSupplier();

C#/.NET

// Create friendly names for each branch-key-id
class ExampleBranchKeyIdSupplier : DynamoDbKeyBranchKeyIdSupplierBase {
private String _branchKeyIdForTenantl;
private String _branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this._branchKeyIdForTenantl = tenantlId;
this._branchKeyIdForTenant2 = tenant2Id;
}
// Create the branch key ID supplier
var ddbEnc = new DynamoDbEncryption(new DynamoDbEncryptionConfig());
var branchKeyIdSupplier = ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
new CreateDynamoDbEncryptionBranchKeyIdSupplierInput
{
DdbKeyBranchKeyIdSupplier = new ExampleBranchKeyIdSupplier(branch-key-
ID-tenantl, branch-key-ID-tenant2)
}) .BranchKeyIdSupplier;

Python

# Create branch key ID supplier that maps the branch key ID to a friendly name
branch_key_id_supplier: IBranchKeyIdSupplier = ExampleBranchKeyIdSupplier(
tenant_1_id=branch_key_id_a,
tenant_2_id=branch_key_id_b,
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Rust

// Create branch key ID supplier that maps the branch key ID to a friendly name
let branch_key_id_supplier = ExampleBranchKeyIdSupplier: :new(

&branch_key_id_a,

&branch_key_id_b
);

Go

// Create branch key ID supplier that maps the branch key ID to a friendly name
keySupplier := branchKeySupplier{branchKeyA: branchKeyA, branchKeyB: branchKeyB}

2. BEF—VVIZERTS

ROBITE, ATYT A TERLIETZ2FF— DTS4V —, ¥y 1HRTLL 4 600
B, RRFEY Y2144 XH 1000 DEBF—1) T 2HMHLLET,

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()

.keyStore(keystore)

.branchKeyIdSupplier(branchKeyIdSupplier)

.tt1lSeconds(600)

.cache(CacheType.builder() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())
.build();
final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
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KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
TtlSeconds = 600,
Cache = new CacheType
{
Default = new DefaultCache { EntryCapacity = 100 }

};

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

Python

mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

keyring_input: CreateAwsKmsHierarchicalKeyringInput =
CreateAwsKmsHierarchicalKeyringInput(
key_store=keystore,
branch_key_id_supplier=branch_key_id_supplier,
ttl_seconds=600,
cache=CacheTypeDefault(
value=DefaultCache(
entry_capacity=100

),

hierarchical_keyring: IKeyring = mat_prov.create_aws_kms_hierarchical_keyring(
input=keyring_input

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let hierarchical_keyring = mpl
.create_aws_kms_hierarchical_keyring()
.key_store(key_store.clone())
.branch_key_id_supplier(branch_key_id_supplier)
.ttl_seconds(600)
.send()
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.await?;

Go

hkeyringInput := mpltypes.CreateAwsKmsHierarchicalKeyringInput{

KeyStore: keyStore,
BranchKeyIdSupplier: &keySupplier,
TtlSeconds: 600,
}
hKeyRing, err := matProv.CreateAwsKmsHierarchicalKeyring(context.Background(),
hkeyringInput)
if err !'= nil {
panic(err)
}
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AWS KMS ECDH ¥—UJ 2T O KMS ¥F—AOT7 OV tRA%&2TJT 5 NTHETZEEEK, ¥F—J20Y
B LT R EEICMBEBRINTDITSNN—V 2 BIEEETIHENHYYET,

C#/ .NET

ROBITE, EEEDKMS F—, REBEBONT VY OF— ZEHEONT VY OFX—%E
ALT., ZFEALTAWSKMSECDH ¥—U > J &2 ERLET, CcofiTE,. #7320
SenderPublicKey/NTX—&RZFAL T, ZEBEONT VY IF—EELET, EEEON
Ty oF—#EELBEVEE, F—U2JIEAWSKMS 2HVOHL TREEEONT VY HF—
ERBLET, REELZEEOMADF—RTHECC_NIST_P256HELEICHY) £,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Must be DER-encoded X.509 public keys
var BobPublicKey = new MemoryStream(new byte[] { });
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the AWS KMS ECDH static keyring
var staticConfiguration = new KmsEcdhStaticConfigurations
{
KmsPrivateKeyToStaticPublicKey = new KmsPrivateKeyToStaticPublicKeyInput
{
SenderKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
SenderPublicKey = BobPublicKey,
RecipientPublicKey = AlicePublicKey

}
};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = staticConfiguration
};

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);

AWS KMS ECDH F— 1 > J O ERK 166


https://docs.aws.amazon.com/kms/latest/developerguide/grants.html

AWS Encryption SDK FROYIN—HA K

Java

ROBITE, EEEDKMS F—, REEONT VY IF—, ZEHEONT VY OF—%E
ALT., AL TAWSKMSECDH ¥—U>J%ZERLET, cOBITRE, 7723a>n
senderPublickey N X—RZFEHAL T, ZEBEONT VY IF—ZEELET., EZEEON
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// Retrieve public keys

// Must be DER-encoded X.509 public keys

ByteBuffer BobPublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ) ;
ByteBuffer AlicePublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321");

// Create the AWS KMS ECDH static keyring
final CreateAwsKmsEcdhKeyringInput senderKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPrivateKeyToStaticPublicKey(
KmsPrivateKeyToStaticPublicKeyInput.builder()
.senderKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab")
.senderPublicKey(BobPublicKey)
.recipientPublicKey(AlicePublicKey)
.build()).build()).build();

Python

ROBITE, EEEDKMS F—, REBEBONT VY IF— ZEHEONT IV VX%
ALT., ZHEALTAWSKMSECDH ¥—U>J & ERLET, 0T, #7320
senderPublickey/N\TX—&RZFERAL T, EEEONT VY IVF—ZIEELFET., EEEO/N
TV oF—EELBEVEE, F—U2VJIEAWSKMS 2HVOHL TREEEONT VY HF—
ERBLET, REELZEEOWMADF—RTHECC_NIST_P256HELEICHY) £,

import boto3

from aws_cryptographic_materialproviders.mpl.models import (
CreateAwsKmsEcdhKeyringInput,
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KmsEcdhStaticConfigurationsKmsPrivateKeyToStaticPublicKey,
KmsPrivateKeyToStaticPublicKeyInput,
)
from aws_cryptography_primitives.smithygenerated.aws_cryptography_primitives.models
import ECDHCurveSpec

# Instantiate the material providers library
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Retrieve public keys

# Must be DER-encoded X.509 public keys

bob_public_key = get_public_key_bytes("arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab")
alice_public_key = get_public_key_bytes("arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321")

# Create the AWS KMS ECDH static keyring
sender_keyring_input = CreateAwsKmsEcdhKeyringInput(
kms_client = boto3.client('kms', region_name="us-west-2"),
curve_spec = ECDHCurveSpec.ECC_NIST_P256,
key_agreement_scheme =
KmsEcdhStaticConfigurationsKmsPrivateKeyToStaticPublicKey(
KmsPrivateKeyToStaticPublicKeyInput(
sender_kms_identifier = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
sender_public_key = bob_public_key,
recipient_public_key = alice_public_key,

keyring = mat_prov.create_aws_kms_ecdh_keyring(sender_keyring_input)

Rust

ROPITIE, EEEDKMS F—, REZEONTVYOF—, ZEZEONT IV IOF—%4E
ALT, ZFALUTAWSKMSECDH #—V)>J%2#ERLET, cOBITE, A7>3>n
sender_public_key/N\TZX—Z%&ZFEHL T, EEZEONTVYIF—2EELET, EEED
NTVYoF—=BELBEWVEE, F—U2Jd AWSKMS 2HTHL TEFEEONTVY D
F—ZRMELET,
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// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

// Create the AWS KMS client

let sdk_config =

aws_config: :load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_client = aws_sdk_kms::Client::new(&sdk_config);

// Optional: Create your encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1)

// Retrieve public keys
// Must be DER-encoded X.509 keys
let public_key_file_content_sender =

std::fs::read_to_string(Path: :new(EXAMPLE_KMS_ECC_PUBLIC_KEY_FILENAME_SENDER))?;
let parsed_public_key_file_content_sender = parse(public_key_file_content_sender)?;
let public_key_sender_utf8_bytes = parsed_public_key_file_content_sender.contents();

let public_key_file_content_recipient =

std::fs::read_to_string(Path: :new(EXAMPLE_KMS_ECC_PUBLIC_KEY_FILENAME_RECIPIENT))?;
let parsed_public_key_file_content_recipient =
parse(public_key_file_content_recipient)?;
let public_key_recipient_utf8_bytes =
parsed_public_key_file_content_recipient.contents();

// Create KmsPrivateKeyToStaticPublicKeyInput
let kms_ecdh_static_configuration_input =
KmsPrivateKeyToStaticPublicKeyInput::builder()

.sender_kms_identifier(arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab)
// Must be a UTF8 DER-encoded X.509 public key
.sender_public_key(public_key_sender_utf8_bytes)
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;
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let kms_ecdh_static_configuration =
KmsEcdhStaticConfigurations: :KmsPrivateKeyToStaticPublicKey(kms_ecdh_static_configuration_i

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create AWS KMS ECDH keyring

let kms_ecdh_keyring = mpl
.create_aws_kms_ecdh_keyring()
.kms_client(kms_client)
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(kms_ecdh_static_configuration)
.send()
.await?;

Go

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygeneratedtypes"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/kms"

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})
if err !'= nil {

panic(err)

// Create an AWS KMS client
cfg, err := config.LoadDefaultConfig(context.TODO())
if err !'= nil {

AWS KMS ECDH F— 1 > J O ERK 170



AWS Encryption SDK FROY/IN—HA R

panic(err)

}

kmsClient := kms.NewFromConfig(cfg, func(o *kms.Options) {
o.Region = KmsKeyRegion

b
// Optional: Create an encryption context
encryptionContext := map[string]lstring{

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",
}

// Retrieve public keys
// Must be DER-encoded X.509 keys
publicKeySender, err := utils.LoadPublicKeyFromPEM(kmsEccPublicKeyFileNameSender)
if err !'= nil {
panic(err)
}
publicKeyRecipient, err :=
utils.LoadPublicKeyFromPEM(kmsEccPublicKeyFileNameRecipient)
if err != nil {
panic(err)

// Create KmsPrivateKeyToStaticPublicKeyInput
kmsEcdhStaticConfigurationInput := mpltypes.KmsPrivateKeyToStaticPublicKeyInput{
RecipientPublicKey: publicKeyRecipient,
SenderKmsIdentifier: arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab,
SenderPublicKey: publicKeySender,
}
kmsEcdhStaticConfiguration :=
&mpltypes.KmsEcdhStaticConfigurationsMemberKmsPrivateKeyToStaticPublicKey{
Value: kmsEcdhStaticConfigurationInput,

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err != nil {

panic(err)
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// Create AWS KMS ECDH keyring
awsKmsEcdhKeyringInput := mpltypes.CreateAwsKmsEcdhKeyringInput{

CurveSpec: ecdhCurveSpec,
KeyAgreementScheme: kmsEcdhStaticConfiguration,
KmsClient: kmsClient,
}
awsKmsEcdhKeyring, err := matProv.CreateAwsKmsEcdhKeyring(context.Background(),
awsKmsEcdhKeyringInput)
if err != nil {
panic(err)
}
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C#/.NET

RDOBITIE, ECC_NIST_P256H#RIC KMS F—AT %3 D> AWS KMS ECDH # ¥ —

DT RERLET, BEENE KMS F—ARTICH T % kms:GetPublicKey 3 & TF
kms:DeriveSharedSecret 7 VAU BETT, cOF—U T, EEES N KMS F—AX
TONTVYOF—H AVvE—TVBEXREFENATVIZEEONT VY IOXF—E—HTS
XYV E—J7EBETEET,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Create the AWS KMS ECDH discovery keyring
var discoveryConfiguration = new KmsEcdhStaticConfigurations

{
KmsPublicKeyDiscovery = new KmsPublicKeyDiscoveryInput
{
RecipientKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321"
}
};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = discoveryConfiguration
};

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);

Java

RXOBITEE., ECC_NIST_P256H#EIC KMS ¥—AR 7 %&$#F D AWS KMS ECDH #HHF—
)0 BERLET, BEE N KMS F—ARTICX T 2 kms:GetPublicKey # & T
kms:DeriveSharedSecret 7 VA AN BETT, cODF—J 2T, EEE Nz KMS F—AX
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TONTVYOF—H XV tE—PBEXICRFENTVRIZEEONT VY VF—E—HTD
XvtE—TZESTERY,

// Create the AWS KMS ECDH discovery keyring
final CreateAwsKmsEcdhKeyringInput recipientKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPublicKeyDiscovery(
KmsPublicKeyDiscoveryInput.buildexr()
.recipientKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321") .build()
).build())
.build();

Python

ROBITIE, ECC_NIST_P256H#RIC KMS ¥—AR7F7 %D AWS KMS ECDH # i+ —

)T =ERLET, BEEE N KMS F—ARTICX T % kms:GetPublicKey & kT
kms:DeriveSharedSecret 7 7 L AHFAANBETT, cOF—U2 TR, BEET Nz KMS F—AX
TONTIYOF—H AVvE—TIBEXREFENATVIZEEONT IV IOXF—E—HTS
XY tE—T%ZBETEXT,

import boto3

from aws_cryptographic_materialproviders.mpl.models import (
CreateAwsKmsEcdhKeyringInput,
KmsEcdhStaticConfigurationsKmsPublicKeyDiscovery,
KmsPublicKeyDiscoveryInput,

)

from aws_cryptography_primitives.smithygenerated.aws_cryptography_primitives.models

import ECDHCurveSpec

# Instantiate the material providers library
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Create the AWS KMS ECDH discovery keyring
create_keyring_input = CreateAwsKmsEcdhKeyringInput(
kms_client = boto3.client('kms', region_name="us-west-2"),
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curve_spec = ECDHCurveSpec.ECC_NIST_P256,
key_agreement_scheme = KmsEcdhStaticConfigurationsKmsPublicKeyDiscovery(
KmsPublicKeyDiscoveryInput(
recipient_kms_identifier = "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321",
)

keyring = mat_prov.create_aws_kms_ecdh_keyring(create_keyring_input)

Rust

// Instantiate the AWS Encryption SDK client
let esdk_config AwsEncryptionSdkConfig: :builder().build()?;
let esdk_client esdk_client::Client::from_conf(esdk_config)?;

// Create the AWS KMS client

let sdk_config =

aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_client = aws_sdk_kms::Client::new(&sdk_config);

// Optional: Create your encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1)

// Create KmsPublicKeyDiscoveryInput
let kms_ecdh_discovery_static_configuration_input =
KmsPublicKeyDiscoveryInput: :builder()
.recipient_kms_identifier(ecc_recipient_key_arn)
.build()?;

let kms_ecdh_discovery_static_configuration =
KmsEcdhStaticConfigurations: :KmsPublicKeyDiscovery(kms_ecdh_discovery_static_configuration_

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
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let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create AWS KMS ECDH discovery keyring

let kms_ecdh_discovery_keyring = mpl
.create_aws_kms_ecdh_keyring()
.kms_client(kms_client.clone())
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(kms_ecdh_discovery_static_configuration)
.send()
.await?;

Go

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygeneratedtypes"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/kms"

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})
if err !'= nil {

panic(err)

// Create an AWS KMS client

cfg, err := config.LoadDefaultConfig(context.TODO())

if err !'= nil {
panic(err)

}

kmsClient := kms.NewFromConfig(cfg, func(o *kms.Options) {
o.Region = KmsKeyRegion

1)
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// Optional: Create an encryption context

encryptionContext := map[string]lstring{

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",
}

// Create KmsPublicKeyDiscoveryInput
kmsEcdhDiscoveryStaticConfigurationInput := mpltypes.KmsPublicKeyDiscoveryInput{
RecipientKmsIdentifier: eccRecipientKeyArn,
}
kmsEcdhDiscoveryStaticConfiguration :=
&mpltypes.KmsEcdhStaticConfigurationsMemberKmsPublicKeyDiscovery{
Value: kmsEcdhDiscoveryStaticConfigurationInput,

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {

panic(err)

// Create AWS KMS ECDH discovery keyring
awsKmsEcdhDiscoveryKeyringInput := mpltypes.CreateAwsKmsEcdhKeyringInput{

CurveSpec: ecdhCurveSpec,
KeyAgreementScheme: kmsEcdhDiscoveryStaticConfiguration,
KmsClient: kmsClient,

}
awsKmsEcdhDiscoveryKeyring, err :=
matProv.CreateAwsKmsEcdhKeyring(context.Background(),
awsKmsEcdhDiscoveryKeyringInput)
if err !'= nil {
panic(err)

Raw AES ¥—1U 27

AWS Encryption SDK Tlk, F—2*—2Z2REITHTYEIJF—E U TEEL £ AES W+ —%
FATEXRT, F—NXTUTIILNZER. BN, RETDIXENFHYERIT (N\—RIJIT7EF21UT4
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ETP1—)L (HSM) £ERF—EEBATALATITSOAHELVTY), FyEVITF—ZIEEL,
O—ALNEERATZAVTTF— X —ZBSLITDXEN D58, RawAES F—U VT2 fFE
HALEY,

Raw AES ¥—1U > J&, AES-GCM 7L dUXLE, NMREIELTHEELEZYEY T+ —%
FRTAICELL>TTF—RZB/EILET, ERawAES ¥V JTEETERTVE T+ —
k1 2EFTIN, BHO RawAES F—D 2 JZBMT, KEBRHOF—UTEEEIINILT
FUTILEORENTEET,

Raw AES ¥—1 > J &, AES BES{LF¥—TEAE N3 AWS Encryption SDK for Python #54. @
JceMasterKey 27 A AWS Encryption SDK for Java & & U ® RawMasterKey 7 7 AERIFETH

V), HEERAZEhET, HHIEETTF—RXZHE L. ThEMORET, ALIYE Y IT*—%Z &
AULTESIBHIENTEERT, FHICODVTR, TF-VJT0EHME, 2ZRBLTEEL,

F-—OEMZEEEER

F—D2THNDAES F—ZHBITH1-OIC, RawAES F—U VT, BELEF—DERZE[E
F—EBEZFEALEXT, ChSDER—IJLYNTRERBYEEA, Chol, BESLARL—>32
ARY BEEhIEXYE—T OAYVE—CTL—2FTFARNTRRENE T, HSM 2@ F—
EBATLOF—BHZEEE, TOATLADAES F—ZHAIT2F—BE2FATILEZHE
HBLET,

® Note

F—OBFPEBMEF—FIE. JceMasterKey & RawMasterKey @7’ O/NA & — ID (£
Z7ANA A=) EF—IDT7 1 =)L RICEHHELZET,

.NET AWS Encryption SDK @ AWS Encryption SDK for C & & T &, KMS aws-kms¥F —
DF—BAZBEZFHULET. Chs5DOFT47 3D Raw AES F—1) 2T X Raw RSA
F—U2IJTR, CORMEBEZEALBZVTIEEV,

BEOAY E—DZBSILELVESHKIZLEHICELDF UV ITZERTREE. BRIZEHESR
BDEREETY, ESF -V JAOF—RBuZHEF -8B, BSLF-—UVTAOF—BE=E
BEF—BEANFENMNFEXBLTRLIC—HLAEWVER, F—XTUTILONA KFELUT
Ho2TE, BEF—UITREREhEEA,

BIZIE, F—DOBAIZEH HSM_01 &F—F AES_256_012 #EAL T RawAES ¥—U T A2 EH
THELET, TDHE, TOF—V I E2FEALT—HBOTF—2%2EEHVLET, TOTF—2%E2ES
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TBRICRE. BUF—BEHZE,. F—B, $ROPF—XTUT7ILZEALTRawAES F—D > J Z4E
BLET,

RDOFIFE., Raw AES F—U VT DERAFZEZRL TVWET, AESWrappingKey ¥k, EEL =
F—XTVFTILERLET,

C
TRawAES ¥—U 2T % 42 AR At 321k AWS Encryption SDK for C, ZfFERL &
9 aws_cryptosdk_raw_aes_keyring_new()., EEH&HIC OV TIE, Traw_aes_keyring.c.
ZSRLTLSEEZL,
struct aws_allocator *alloc = aws_default_allocator();
AWS_STATIC_STRING_FROM_LITERAL(wrapping_key_namespace, "HSM_01");
AWS_STATIC_STRING_FROM_LITERAL(wrapping_key_name, "AES_256_012");
struct aws_cryptosdk_keyring *raw_aes_keyring = aws_cryptosdk_raw_aes_keyring_new(
alloc, wrapping_key_namespace, wrapping_key_name, aes_wrapping_key,
wrapping_key_len);
C#/ .NET

for NET T Raw AES AWS Encryption SDK ¥—1 > J &#ER T B IC I,
materialProviders.CreateRawAesKeyring() XV v RZFALET., T£BHICOVT
l&. TRawAESKeyringExample.cs; ZZBL TS &V,

ROBITIE, NET B AWS Encryption SDK O/N—2 3> 4x Z2FERALE T,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

var keyNamespace = "HSM_0Q1";
var keyName = "AES_256_012";

// This example uses the key generator in Bouncy Castle to generate the key
material.

// In production, use key material from a secure source.

var aesWrappingKey = new
MemoryStream(GeneratorUtilities.GetKeyGenerator("AES256").GenerateKey());
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// Create the keyring that determines how your data keys are protected.
var createKeyringInput = new CreateRawAesKeyringInput

{

KeyNamespace = keyNamespace,

KeyName = keyName,

WrappingKey = aesWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6
};

var keyring = materialProviders.CreateRawAesKeyring(createKeyringInput);

JavaScript Browser

7274 AWS Encryption SDK for JavaScript ® l&WebCrypto API A SEES{L 7' 27 1 7 &2 H
BLET, F—V T EERTHHEIC, RawAesKeyringWebCrypto.importCryptoKey() %
FRALTRaw F—XFTUTIIL% WebCrypto NY VI RIZAVER—RTIRLENHYET,
NIZKVY), WebCrypto N\OITXTOHVEHUANFHTH>TE, F—UVINFERTDEN
RIALENET,

RIZ, RawAES F—DU 20 & A2V AZ 2 AL T BICIE. RawAesKeyringWebCrypto() XV ¥
REGFEALET, F—NXTUTILORSIZEDWTAESSYEITILIVAL(TSvEDY
AA—R ) ZEBETIHEN HYVET, TE2HBICOWVWTIEE, Taes_simple.ts (JavaScript 75
=) BZRLTLSEEL,

ROBITE, buildClientBBZFEALTTF7AIIMOIZY X RNKR) — ZIBELE

9 REQUIRE_ENCRYPT_REQUIRE_DECRYPT, Zf AL ThuildClient, BEH{tE XY —
CHOEStENET—2F—OREFIRIZDCEETEETET, FMICDODVWTIEE, Mthe section
called ‘BEHILENETF—XF—0OFIR") Z2ZZRBLTEEV,

import {
RawAesWrappingSuiteIdentifier,
RawAesKeyringWebCrypto,
synchronousRandomValues,
buildClient,
CommitmentPolicy,

} from '@aws-crypto/client-browser'

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

)

const keyNamespace = 'HSM_01'
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const keyName = 'AES_256_012'

const wrappingSuite =
RawAesWrappingSuiteIdentifier.AES256_GCM_IV12_TAG16_NO_PADDING

/* Import the plaintext AES key into the WebCrypto backend. */

const aesWrappingKey = await RawAesKeyringWebCrypto.importCryptoKey(
rawAesKey,
wrappingSuite

)

const rawAesKeyring = new RawAesKeyringWebCrypto({
keyName,
keyNamespace,
wrappingSuite,
aesWrappingKey
1))

JavaScript Node.js

Node.js AWS Encryption SDK for JavaScript ® T Raw AES ¥—U > T &2 AV AR AT BIC
l&. RawAesKeyringNodeVZ ZANDA VARV AZERLET, F—XTUTIOREICED
WTAES ZYEVIFTILIVAL(TZYEYTALA—N, ) ZEEETIXENfHBVET, T2
BHICDOWTIE, Taes_simple.ts (JavaScript Node.js)y ZZBL TS EE L,

ROBITE, buildClientBHZEFEALTF7AIILMOIZY XV KR — ZBELE
JREQUIRE_ENCRYPT_REQUIRE_DECRYPT, Zf AL ThuildClient, BEH{tENiX Y —
CHOEStENET—2F—OREFIRIZDCEETEET, FMICDOVWTIEE, Mthe section
called ‘BEEILENETF—XF—0OFIR") 2ZRBLTLEEV,

import {
RawAesKeyringNode,
buildClient,
CommitmentPolicy,
RawAesWrappingSuiteIdentifier,
} from '@aws-crypto/client-node'

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
)

const keyName = 'AES_256_012'
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const keyNamespace = 'HSM_01'

const wrappingSuite =
RawAesWrappingSuiteIdentifier.AES256_GCM_IV12_TAG16_NO_PADDING

const rawAesKeyring = new RawAesKeyringNode({
keyName,
keyNamespace,
aesWrappingKey,
wrappingSuite,

1)

Java

TRawAES F—U > T % A4 AR AL T B 2 & AWS Encryption SDK for Java, Z#HAL %
ImatProv.CreateRawAesKeyring().

final CreateRawAesKeyringInput keyringInput = CreateRawAesKeyringInput.builder()
.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAG16)

.build();
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())

.build();
IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

Python

ROBITE, F7AILFOIOIY hX MKRUS— ZFEHAL T AWS Encryption SDK 75 A
ToREAAZ AL L EITREQUIRE_ENCRYPT_REQUIRE_DECRYPT, E£A&HICOWVT

l&. GitHub ® AWS Encryption SDK for Python J/RZ N1 ® "raw_aes_keyring_example.py1 %
SRLTLSEETLY,

# Instantiate the AWS Encryption SDK client
client = aws_encryption_sdk.EncryptionSDKClient(
commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

# Define the key namespace and key name
key_name_space = "HSM_01"
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key_name = "AES_256_@12"

# Optional: Create an encryption context
encryption_context: Dict[str, str] = {

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",

# Instantiate the material providers
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Create Raw AES keyring

keyring_input: CreateRawAesKeyringInput = CreateRawAesKeyringInput(
key_namespace=key_name_space,
key_name=key_name,
wrapping_key=AESWrappingKey,
wrapping_alg=AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6

raw_aes_keyring: IKeyring = mat_prov.create_raw_aes_keyring(
input=keyring_input

Rust

// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client esdk_client::Client::from_conf(esdk_config)?;

// Define the key namespace and key name
let key_namespace: &str = "HSM_@1";
let key_name: &str = "AES_256_012";

// Optional: Create an encryption context

let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
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Go

("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1)

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create Raw AES keyring

let raw_aes_keyring = mpl
.create_raw_aes_keyring()
.key_name(key_name)
.key_namespace(key_namespace)
.wrapping_key(aws_smithy_types::Blob: :new(AESWrappingKey))
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagl6)
.send()
.await?;

import (

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"
mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygeneratedtypes"
)
//Instantiate the AWS Encryption SDK client.
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})

if err !'= nil {
panic(err)
}
// Define the key namespace and key name
var keyNamespace = "A managed aes keys"

var keyName = "My 256-bit AES wrapping key"

// Optional: Create an encryption context
encryptionContext := map[string]lstring{
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"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",

}

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {
panic(err)
}
// Create Raw AES keyring
aesKeyRingInput := mpltypes.CreateRawAesKeyringInput{
KeyName: keyName,
KeyNamespace: keyNamespace,
WrappingKey: aesWrappingKey,
WrappingAlg: mpltypes.AesWrappingAlgAlgAes256GcmIv12Tagls,
}
aesKeyring, err := matProv.CreateRawAesKeyring(context.Background(),
aesKeyRingInput)
if err !'= nil {
panic(err)

}

Raw RSA ¥—U >4

Raw RSA ¥— > Uk, EELERSANT VY OF—TSAR— F—FEHL T, O—H)
XEVTTF—RF—DIERHOBBILEEBTEZTVET, 7T/ R—NF—Z4E/K, KK, RETD
BENFSHYET (N—RIITTEF1IVFTAEDI—)L (HSM) TLEREF—BEBATATITSON
BELWTTY), BE{LEHEFEALT. RRANTUYIVF—0OF—RF—2BESILLET, ES5H
WTTTAR—NF—ZFEALT, T—R2F—2ESLET. BRORSANTAVITE—RHSE
RTEET,

BE{LEBESETD RawRSA F—U 2T ICK, ERHONT VY OF—ETSAR—KF—DRT
EEOIHENHYVET, EEL, T—ROBESE, NTVYIF—0Dk%E$FD Raw RSA ¥—
DT FERALTITSCENTEERT, T, T—R20EFTRE, 774/ R—rNF—NDkZHED Raw
RSAF—DV>2JZFERALTITDCENTEET, RawRSAF—DU Tk, YILFF—U2TICE
HBEENTEET, RaWRSAF -V T EZNT VY O F—B LUV TTAR—KNF—2FAL T
RETIEHERARE, ThSHNBELF—RT7O—HTHZIEEWRELTILKEE Y, O—HOEFERE
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AWS Encryption SDK Tk, EB2RT7NDF—%ZH D RawRSAF—U 2V JRFBEEhFLRA. 1D
Ak, F—DMHPEUCF—RTTHDILEBRAITDEEZT>TVET,

Raw RSA ¥—1) > T &, RSA R S{LF—THHEHE NS AWS Encryption SDK for Python 35
&. O JceMasterKey AWS Encryption SDK for Java $ &' ® RawMasterKey L EAETHY), HE
BRATNET, HEIRETT—XEBS{LL, ThEHMORET, ALZvEVIF—2FALTE
FSITBCENTEET, FMHIIODVWTR., "F—UJ0EHEME, ZZRLTSEZ,

® Note
Raw RSA ¥ — ) T FIERM KMS F—ZHR—KNLTVER A, IEXF RSAKMS ¥—%
EAIZBE. ROTOTZI2JSHFIEN RSA 2FEA TS AWSKMS £—U > J %
HR—KLTVWET AWS KMS keys,
« MO/N—2 32 3.x AWS Encryption SDK for Java
 for NET ®/Y—=’ 3 > AWS Encryption SDK 4.x

« ZF 7S 3> ® Cryptographic Material Providers Library (MPL) k1B E L EICFER T35
& ® AWS Encryption SDK for Python®/X\—2 3> 4.x,

« AWS Encryption SDK for Go ®/X\—< 3> 0.1.x A&

RSAKMS ¥F—0O/N7 VY OF—%ZEL RawRSAF—D) VI 2FERLTTF— X ZBES{LT

%3BAa. AWS Encryption SDK & £ F—2ZBS5 AWSKMS TEEtB A, AWS KMS JEX
HKMS F—DT7FAR—KNF—% RawRSAF—D 2V JICT U AR— I\?é _ERFETEE
B A, AWS KMS Decrypt AL —>3 (&, A" AWS Encryption SDK IR FES L huiz
XY t—T%2BETEELA,

T RawRSA ¥—U > J &EHRT S & & E AWS Encryption SDK for C, /NAXR 77 AL BE Tk
BL, BEXF—ZECPEM 7 7AMIIORBZLT null THRTLECXFIELTEELTLKESE

W, JavaScript T Raw RSA ¥F— U U ZERTZHE., MOSEORELOEBRMEN kDN D T
BEHENHDEICERLTLSEEL,

BEZEBEERH

F—D2THDORSAF—ITUTINZHBNTHIZOHIC, RawRSAF—U 2Tk, BELIEF—0
BEHNZEEHEF—BEZFALET, chSDERS—IJLYRNTRBYERBA, TS, BELA
RL=23VHFBRT BSLENEXYE—T OAYVE—ICTL—2TFARNTRRENET, HSM
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https://aws.github.io/aws-encryption-sdk-java/com/amazonaws/encryptionsdk/jce/JceMasterKey.html
https://aws-encryption-sdk-python.readthedocs.io/en/latest/generated/aws_encryption_sdk.key_providers.raw.html#aws_encryption_sdk.key_providers.raw.RawMasterKey
https://github.com/aws/aws-cryptographic-material-providers-library
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FERF—EEBIATLORSAF—RT (REREEOTZAR—NF—) ZHBBTHF—OHBZERH
EFXF—BEFEATAIEZHEOLET,

(® Note

F—OBFPEBMEF—FIE, JceMasterKey & RawMasterKey @7’ O/NA & — ID (£
TONAH—) EF—ID 74—l RICHSL £ T,

l&. KMS aws-kms¥F+—0F+—HFZ 512 {E AWS Encryption SDK for C ZF# L E ¥, AWS
Encryption SDK for C® Raw AES ¥—1) > JX RawRSA F—U >V JICRFEALBZVTLE
=L,

REOAY E—JZBSILELVESHKIDLEHICRELRZF U T ZERTREE. BAIZHECSR
BDEREETY, BESF—UJAOF—BRMZ[EF—BN, BESILF-—UTROF—B/Z
BEF—BEANFENMNXFEXBLTRLRIC—BLEVERE, F—HAELUF—RTTH>TE, &
SFX¥—UJRBERAEThERA

BELBRTEEF—V 2 ITAOF—ITUTILOF—OBHEBEF—RRE. F—UJT0F—R
FICRSANT VY OF— RSATTAR—KNF—, FLEAEAODF—HDFEFEATVIHLESHICH
MPHs5d, BUTHBIHBENHYVET, HIZE, F—OFBBIZME HSM_01 & *F—7 RSA_2048_06

ZEFEDORSANTVY OF—O RawRSAF—U VT FEALTTF—RERBSILTRELET, TOD
F—REEFTITBICEK, T7TAR—RNF— (FEREF—ART7), BLUPELUF—0OZFZBERBRZE
AULTRawRSAF—U T ZBELET,

NF12TE—R

ESLEBSCEAETND RaWRSAF— U I DEHICNT AV TE—REZEETI N, £ ®
NEZEETAESRREKOMEZEATIHLENf HBYVET,

k. SEBOFHNICH> T, XRONFT 14> T FE—R AWS Encryption SDK ZHR—KL TV E

9, OAEP NFT 14 T E—R, 45(C SHA-256 Z#fEA T2 OAEP & & U SHA-256 /NT 1 U & EH

T MGF1 ZHEHLET, PKCSTI NT 12 TE—REF, TNEBREDOLEOHDEYR—REhTV
x9,

« SHA-1 #H T2 OAEP 8 KU SHA-1 NF 1 > J & FEHT S MGF1

« SHA-256 # AT 3 OAEP & & T SHA-256 /N7 1 > J & EH T % MGF1
- SHA-384 2 9% OAEP & & U SHA-384 NT ¢ > J %= AT 2 MGF1
« SHA-512 9% OAEP & KU SHA-512 NF 4 > J #{EHT S MGF1
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https://tools.ietf.org/html/rfc8017#section-7.1
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« PKCS1VIS NF12T

XDBIE, RSAF—ARTONT VY OF—ETTAR—NF—ZFEHALTRawRSA F -1V T %
ER L. SHA-256 /N\T* 1 >/ E— RT OAEP % SHA-256 /N7 4 T E— RT MGF1 2#ERR T2 5
EZERLTWET, RSAPublicKey 8 kT RSAPrivatekKey Z#d. EETD2F—XTUTINZEXR
LET,

C
T Raw RSA ¥—1) > U %#ERT S IZI1E AWS Encryption SDK for C, ZFERL £
Jaws_cryptosdk_raw_rsa_keyring_new,
T RawRSA ¥—U > J %K TS & & AWS Encryption SDK for C, /NAR 7 7A4I)IBEL T
TREL, EF—ZECPEM77A4IIOABRZXLT null THEHD CXFHELTEELTLE
TV, BEAHICOVTIE, Traw_rsa keyring.cs Z2SHBL T EE L,
struct aws_allocator *alloc = aws_default_allocator();
AWS_STATIC_STRING_FROM_LITERAL(key_namespace, "HSM_0Q1");
AWS_STATIC_STRING_FROM_LITERAL(key_name, "RSA_2048_06");
struct aws_cryptosdk_keyring *rawRsaKeyring = aws_cryptosdk_raw_rsa_keyring_new(
alloc,
key_namespace,
key_name,
private_key_from_pem,
public_key_from_pem,
AWS_CRYPTOSDK_RSA_OAEP_SHA256_MGF1);
C#/ .NET

AWS Encryption SDK for NET T Raw RSA ¥—U 2T %A VAR AL T B CI&,
materialProviders.CreateRawRsaKeyring() XV VY RZFEALET., Z2LBHICOVT
. TRawRSAKeyringExample.cs; ZZ8BL T &L\,

RDOFITIE, NET B AWS Encryption SDK ®/N\—> 3> 4x #EAL £,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());
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https://github.com/aws/aws-encryption-sdk-c/blob/master/examples/raw_rsa_keyring.c
https://github.com/aws/aws-encryption-sdk/tree/mainline/AwsEncryptionSDK/runtimes/net/Examples/Keyring/RawRSAKeyringExample.cs
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var keyNamespace = "HSM_01";
var keyName = "RSA_2048_06";

// Get public and private keys from PEM files

var publicKey = new
MemoryStream(System.IO.File.ReadAllBytes("RSAKeyringExamplePublicKey.pem"));

var privateKey = new
MemoryStream(System.IO.File.ReadAllBytes("RSAKeyringExamplePrivateKey.pem"));

// Create the keyring input
var createRawRsaKeyringInput = new CreateRawRsaKeyringInput

{
KeyNamespace = keyNamespace,
KeyName = keyName,
PaddingScheme = PaddingScheme.OAEP_SHA512_MGF1,
PublicKey = publicKey,
PrivateKey = privateKey
};

// Create the keyring
var rawRsaKeyring = materialProviders.CreateRawRsaKeyring(createRawRsaKeyringInput);

JavaScript Browser

7' 7% AWS Encryption SDK for JavaScript ® l&WebCrypto T4 7 Z U A SEE{TUI
TATEREBLET, F—U DU ZERTBEIC. importPublicKey() 8KV / £k
importPrivateKey() Z#EAL T RAW ¥F—X T U7 )L%Z WebCrypto /NY VT RICA >
R—KNIFRDBENHYVET, ChIZ&KY, WebCrypto NOITXTORTHLUNERBTH>T
E, F—VINERTRDENRIAEENET, 1 VR—FMXVY RFZIIMBD AT IR
. ZvEYITILIAVALEFTONT AV TE—RIEENET,

F—XTUTIL%EA>R—KL S, RawRsaKeyringWebCrypto() XV VY REFEHL TH—
) T% A AR AL LET, JavaScript T RawRSA ¥F—U VT2 ERT 2 BRI, DS
BOREEOEBRENEDODNDAEMENI HDEICFEFELTLSEEY,

ROBITEE, buildClientBBZFEALTF7AIIMDOIZY X RNR)— ZIBELE
JREQUIRE_ENCRYPT_REQUIRE_DECRYPT, Zf AL ThuildClient, BH{tEhiz XY tz—
SHOBEENET—E2F—OREHPRIZDEETEET, FMIZDODWVWTIE. Tthe section
called ‘BEHLENiETF—XF—0OFHRE ) ZBSRBL T EEL,

EEAEHFICOVWTE., Mrsa_simple.ts (JavaScript 72 7)) 28BL TS EE L,
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https://developer.mozilla.org/en-US/docs/Web/API/Web_Crypto_API
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-browser/src/rsa_simple.ts
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import {
RsaImportableKey,
RawRsaKeyringWebCrypto,
buildClient,
CommitmentPolicy,

} from '@aws-crypto/client-browser'

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

)

const privateKey = await RawRsaKeyringWebCrypto.importPrivateKey(
privateRsaJwKKey

)

const publicKey = await RawRsaKeyringWebCrypto.importPublicKey(
publicRsaJwKKey

)

const keyNamespace = 'HSM_01'
const keyName = 'RSA_2048 06'

const keyring = new RawRsaKeyringWebCrypto({
keyName,
keyNamespace,
publicKey,
privateKey,

1)

JavaScript Node.js

Node.js AWS Encryption SDK for JavaScript ® T Raw RSA F—U 2T %A VAR A{tT
%IZl&, RawRsaKeyringNodeV ZADMFHL VA VAR AEERKLET, wrapKey /N7
X=BRE@FNTVY OF—#REFELET, unwrapkey NTA—RE T T4/ R—KhF—2REFLE
¥, RawRsaKeyringNode AV ARNTIVR—RBF7#INNONT 1 JE—RZEBNICFTEL
FIHN, FAONT AT E—REZIBETDEETEERT,

JavaScript T Raw RSA ¥— U2 JZERT BB, tHOSENERKE D IEERMEDATEEM A
HBDEITFELTLSEEL,

ROBITE, buildClientB#HZMEALTTF7 AL MOIZY XV KR — ZEELR
FREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZfEM L TbuildClient, BEHEThIEXY £—

Raw RSA £—1 > 190



AWS Encryption SDK FROY/IN—HA R

CHOBEENETF—E2F—0OREHRITZHEETEETT, FMICDVWTIE. Tthe section

called “BEBIbENET—XF—OFIE ) 2SBLTLIEETL,

FEBHFICOVWTIE. Trsa_simple.ts (JavaScript Node.js)y 2SR L T &L\,

import {
RawRsaKeyringNode,
buildClient,
CommitmentPolicy,

} from 'eaws-crypto/client-node’

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
)

const keyNamespace = 'HSM_01'
const keyName = 'RSA_2048 06'

const keyring = new RawRsaKeyringNode({ keyName, keyNamespace, rsaPublicKey,
rsaPrivateKey})

Java

final CreateRawRsaKeyringInput keyringInput = CreateRawRsaKeyringInput.builder()
.keyName ("RSA_2048_06")
.keyNamespace("HSM_01")
.paddingScheme(PaddingScheme.0AEP_SHA256_MGF1)
.publicKey(RSAPublicKey)
.privateKey(RSAPrivateKey)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

IKeyring rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);

Python

ROBITE, F7A)LOOAIY MXRRUZ— ZAL T AWS Encryption SDK 75 4
ToREA AR AL L £FREQUIRE_ENCRYPT_REQUIRE_DECRYPT, "2 A& HICD2WVT

l&. GitHub ® AWS Encryption SDK for Python J7RZ N @ "raw_rsa_keyring_example.py s %

ZRLTEEL,

Raw RSA £—1 >

191


https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-node/src/rsa_simple.ts
https://github.com/aws/aws-encryption-sdk-python/tree/master/examples/src/raw_rsa_keyring_example.py
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# Define the key namespace and key name
key_name_space = "HSM_01"
key_name = "RSA_2048_06"

# Instantiate the material providers
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Create Raw RSA keyring

keyring_input: CreateRawRsaKeyringInput = CreateRawRsaKeyringInput(
key_namespace=key_name_space,
key_name=key_name,
padding_scheme=PaddingScheme.OAEP_SHA256_MGF1,
public_key=RSAPublicKey,
private_key=RSAPrivateKey

raw_rsa_keyring: IKeyring = mat_prov.create_raw_rsa_keyring(
input=keyring_input

Rust

// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

// Optional: Create an encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1);

// Define the key namespace and key name
let key_namespace: &str = "HSM_@1";

let key_name: &str = "RSA_2048_06";

// Instantiate the material providers library

Raw RSA £#—1U > T 192



AWS Encryption SDK FROY/IN—HA R

Go

Go

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create Raw RSA keyring

let raw_rsa_keyring = mpl
.create_raw_rsa_keyring()
.key_name(key_name)
.key_namespace(key_namespace)
.padding_scheme(PaddingScheme: :0aepSha256Mgf1)
.public_key(aws_smithy_types::Blob::new(RSAPublicKey))
.private_key(aws_smithy_types::Blob::new(RSAPrivateKey))
.send()
.await?;

// Instantiate the material providers library
matProv, err :=
awscryptographymaterialproviderssmithygenerated.NewClient(awscryptographymaterialproviderss

// Create Raw RSA keyring

rsaKeyRingInput :=
awscryptographymaterialproviderssmithygeneratedtypes.CreateRawRsaKeyringInput{
KeyName: "rsa",
KeyNamespace: "rsa-keyring",
PaddingScheme:
awscryptographymaterialproviderssmithygeneratedtypes.PaddingSchemePkcsl,
PublicKey: pem.EncodeToMemory(publicKeyBlock),
PrivateKey: pem.EncodeToMemory(privateKeyBlock),

}

rsaKeyring, err := matProv.CreateRawRsaKeyring(context.Background(),
rsaKeyRingInput)

import (

"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"
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client "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygenerated"
esdktypes "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygeneratedtypes"
)

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})

if err !'= nil {
panic(err)
}
// Optional: Create an encryption context
encryptionContext := map[string]lstring{
"encryption": "context",
"is not": "secret",
"but adds": "useful metadata",
"that can help you": "be confident that",
"the data you are handling": "is what you think it is",
}

// Define the key namespace and key name
var keyNamespace = "HSM_o1"
var keyName = "RSA_2048_ 06"

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err != nil {

panic(err)

// Create Raw RSA keyring

rsaKeyRingInput := mpltypes.CreateRawRsaKeyringInput{
KeyName: keyName,
KeyNamespace: keyNamespace,
PaddingScheme: mpltypes.PaddingSchemeOaepSha512Mgfl,

PublicKey: (RSAPublicKey),
PrivateKey: (RSAPrivateKey),
}
rsaKeyring, err := matProv.CreateRawRsaKeyring(context.Background(),
rsaKeyRingInput)
if err != nil {
panic(err)
}
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Raw ECDH F¥—1 > 7

Raw ECDH ¥—U>J &k, BELEBAHMBEONT VY D/T7ZAR—NF—RTEFEAL T, 22
NHEEF[MTHESYEVIF—ZWMBLET, T, F—U2TE, BEEEBEOTFAR—r F—,
SEEONTIY UF—, B LUEM MR Diffie-Hellman (ECDH) F—7J ) —X> K7V X

LAZFERLTHBE VLY NZEEBLET, RIZ, F—UTRAEBI—IUL Y NE2FERALT,

TF—AES It —ZREITAIHESYEIF—ZBBLET, " (KDF_CTR_HMAC_SHA384) AWS
Encryption SDK ZEA L THESZYE JXF—ZMEITHF—EEEKIE. T —EEIZE TS NIST
LOXDF—2a (CEHMLTVERT,

F—IEEHBE, 64 NNAM hOF—XTUTINZERLET, AEEZENELVF—XTUTINEER
LTVWBRZELEERTD=HIC, AWS Encryption SDK E&# D 32 NA hREJZY MX MF—

ELTHEAL, BBEOR2NA M EZRESYEIXF—ELTEALET, EFRIE, F—U2TH
XY tE—IAYVH—BENIZRFENATVROERALUIIY MAVNF—ERESYEITX—%F
RBTERWEE, ARL—23VRBKBMLULET, X, Alice DT T4/ R—K~F—& Bob D/NT
)Y OF—TRESNEF—VIJZFEALTTF—RZBSLTBIES, Bob DT TAR—KF—

E Alice DNT VY OF—TREENLEF—VJE, BUOIY MNXVRNF—EHBESYED Y

F—ZBRBRL, T—XE2ESILTEET, Bob DNT VY IF—H AWSKMS key RT7HLS5DED

TH>5HA. Bobld AWSKMS ECDH ¥—U VI #ERLTTF—R2E2EETEET,

Raw ECDH ¥—U > 7 &, AES-GCM ZEAL THMHF—TTF—RZRBSILLET, XIC. T—

XE¥—|F, AES-GCM AL TURELEHESYEIF—TIOARO-—THEELEAET, &
Raw ECDH ¥ —U>JIC@E 1 DORBEFYEV ITF—DHZEHDENTEFTHN, EHO Raw
ECOH ¥F—U 2> JZBMT, FLERMBOF—V 2 TJERIIIINTFF—VTICEDDENTESR
9,

TSAR—MF—OERK., ®7TF. RERE., N\—RIIT7EF21VF4ED1—)L (HSM) £llFF+—
BEIATATISCLZBEOLET, ZEBLZEEOF—ARTR., FEEAUEHBELICHY)
£, &, ROEMEMELEE AWS Encryption SDK ZHR—K L TWET,

« ECC_NIST_P256

« ECC_NIST_P384

« ECC_NIST_P512

OSSR ES MY
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Raw ECDH F—1J) > Jl& Cryptographic Material Providers Library (MPL) ®/N\—2 32 1.5.0 TEA
Th, ROZFOJZIVIJERBEN—TJIVTHR—RNENTVET,

« MO/N—< 32 3.x AWS Encryption SDK for Java
« for NET ®/Y—20 32 AWS Encryption SDK 4.x

« 72320 MPL #fk1ZB& & &£ £ (2 AWS Encryption SDK for PythonfE 3 2154, ®/N—> 3
> 4.Xo

« AWS Encryption SDK for Rust ®/X\—> 3> 1.x
« AWS Encryption SDK for Go ®/N—2 3> 0.1.x LA

Raw ECDH F—U > J O ER

Raw ECDH ¥—1) > J &, RawPrivateKeyToStaticPublicKey, .
EphemeralPrivateKeyToStaticPublicKey® 3 2DF—F7 T =X NAF—XZHR—KL
TWETPublicKeyDiscovery, BIRUEF—TFT I VXD RAF—XIZ&L2T, ETTEDIHES
ARL =232 X=X TUTINOEKILTHEENF RENET,

N =R
» RawPrivateKeyToStaticPublicKey

» EphemeralPrivateKeyToStaticPublicKey

» PublicKeyDiscovery

RawPrivateKeyToStaticPublicKey

RawPrivateKeyToStaticPublicKey ¥F—7J ) —XU NAF—XZFEAL T, EEEOTZA
R=RF—EZEHEONTVYIOF—BF—VJICBNICERELET, COF—TIV—XUKA
F—YX, T2 EZBESLHLVPESHKTERT,

RawPrivateKeyToStaticPublicKey ¥F—7J ) —X> MNAF—YZ AL T Raw ECDH F—1)
DU MBI BICE. ROEZEELET,

c KEEDTZANR—KF—

RFC 5958 TEZENTWVWAKSIC, EEEFENOPEM I I1—Re k754 R—KN+F+— (PKCS
#8 PrivateKeylnfo #15) ZIEE T B HEN BV ET,

- BEEONTIY OF—
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https://github.com/aws/aws-cryptographic-material-providers-library
https://tools.ietf.org/html/rfc5958#section-2
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RFC 5280 TEZEENTWAKSIZ, (SubjectPublicKeyInfoSPKI) &£ FIENDZEED
DERIVO—RENEXE500 /N7 VY IOX—%IBETDIHENHVET, hitps:/tools.ietf.org/
html/rfc5280

ERHF—TITV—XNKMS F—RTONT VY OF—, ik OARBTERE N EF—RT
DNT VY OF—%IBETEETT AWS,

« HRRAER

BEENLEF—ARTOBAMREERZZRILE T, EEECZEEOWMHIOF—RTE, BUHRE
ARTHIBENHY KT,

B fE: ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512

C#/ .NET

// Instantiate material providers

var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var BobPrivateKey = new MemoryStream(new byte[] { });
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH static keyring
var staticConfiguration = new RawEcdhStaticConfigurations()

{
RawPrivateKeyToStaticPublicKey = new RawPrivateKeyToStaticPublicKeyInput

{

SenderStaticPrivateKey = BobPrivateKey,
RecipientPublicKey = AlicePublicKey

}
iy

var createKeyringInput = new CreateRawEcdhKeyringInput()

{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = staticConfiguration

iy

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Raw ECDH F¥—1 > J DR 197


https://tools.ietf.org/html/rfc5280
https://tools.ietf.org/html/rfc5280

AWS Encryption SDK FROYIN—HA K

Java

XD Java O Tk, RawPrivateKeyToStaticPublicKeyF—F I ) —XV RAF—I %L
ALT, BEEBDTTAR—NEF—EZEBZBONT VY OF—ZBNICRELET, BAOF—
AT HECC_NIST_P256MfREICH ) ET,

private static void StaticRawKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair senderKeys = GetRawEccKey();
KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH static keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.RawPrivateKeyToStaticPublicKey(
RawPrivateKeyToStaticPublicKeyInput.builder()
// Must be a PEM-encoded private key

.senderStaticPrivateKey(ByteBuffer.wrap(senderKeys.getPrivate().getEncoded()))
// Must be a DER-encoded X.509 public key

.recipientPublicKey(ByteBuffer.wrap(recipient.getPublic().getEncoded()))
.build()

)
.build()
) .build();

final IKeyring staticKeyring =

materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

}

Python

XD Python OHIT
l&. RawEcdhStaticConfigurationsRawPrivateKeyToStaticPublicKeyF—7 1) —X
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VRAF—TXEFEALT, BEBEOTTAR—KNEF—EZEFEONT VY OXF—EBHNICEEL
£9, MADF—NFTHFECC_NIST_P256Hi#EEIcH V) ET,

import boto3

from aws_cryptographic_materialproviders.mpl.models import (
CreateRawEcdhKeyringInput,
RawEcdhStaticConfigurationsRawPrivateKeyToStaticPublicKey,
RawPrivateKeyToStaticPublicKeyInput,

)

from aws_cryptography_primitives.smithygenerated.aws_cryptography_primitives.models

import ECDHCurveSpec

# Instantiate the material providers library
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Must be a PEM-encoded private key

bob_private_key = get_private_key_bytes()
# Must be a DER-encoded X.509 public key
alice_public_key = get_public_key_bytes()

# Create the raw ECDH static keyring
raw_keyring_input = CreateRawEcdhKeyringInput(
curve_spec = ECDHCurveSpec.ECC_NIST_P256,
key_agreement_scheme =
RawEcdhStaticConfigurationsRawPrivateKeyToStaticPublicKey(
RawPrivateKeyToStaticPublicKeyInput(
sender_static_private_key = bob_private_key,
recipient_public_key = alice_public_key,

keyring = mat_prov.create_raw_ecdh_keyring(raw_keyring_input)

Rust

R D Python ®HITIE, raw_ecdh_static_configuration¥—7F7 IV —X> NAF—X%E
BALT, BEHEDTTAR—RNF—EZEEONT VY OF—EBNICKRELET. mMHEDF—
R7HFEBUHBELCHZIBENHYET,

// Instantiate the AWS Encryption SDK client
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let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client esdk_client::Client::from_conf(esdk_config)?;

// Optional: Create your encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1)

// Create keyring input
let raw_ecdh_static_configuration_input =
RawPrivateKeyToStaticPublicKeyInput: :buildex()

// Must be a UTF8 PEM-encoded private key
.sender_static_private_key(private_key_sender_utf8_bytes)
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :RawPrivateKeyToStaticPublicKey(raw_ecdh_static_configuration_i

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create raw ECDH static keyring

let raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(raw_ecdh_static_configuration)
.send()
.await?;

Go

import (
"context"
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mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygeneratedtypes"

)

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})

if err !'= nil {
panic(err)
}
// Optional: Create your encryption context
encryptionContext := map[string]lstring{
"encryption": "context",
"is not": "secret",
"but adds": "useful metadata",
"that can help you": "be confident that",
"the data you are handling": "is what you think it is",
}

// Create keyring input

rawEcdhStaticConfigurationInput := mpltypes.RawPrivateKeyToStaticPublicKeyInput{
SenderStaticPrivateKey: privateKeySender,
RecipientPublicKey: publicKeyRecipient,

}

rawECDHStaticConfiguration :=

&mpltypes.RawEcdhStaticConfigurationsMemberRawPrivateKeyToStaticPublicKey{
Value: rawEcdhStaticConfigurationInput,

}

rawEcdhKeyRingInput := mpltypes.CreateRawEcdhKeyringInput{
CurveSpec: ecdhCurveSpec,
KeyAgreementScheme: rawECDHStaticConfiguration,

}

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err != nil {

panic(err)
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// Create raw ECDH static keyring
rawEcdhKeyring, err := matProv.CreateRawEcdhKeyring(context.Background(),
rawEcdhKeyRingInput)
if err !'= nil {
panic(err)

}

EphemeralPrivateKeyToStaticPublicKey

F—TT)—XV NAF—I THREE N /zEphemeralPrivateKeyToStaticPublicKey¥—1 >
Tk, O—ANLIECFHFLVWEF—RTZERL., BSEHFTHLIEECL-EORESYE ITX—Z0E
LET,

COF—TTV—AXVRAF—TE, AVE—DOHKEFS{LTEE

9, EphemeralPrivateKeyToStaticPublicKey ¥F—7J ) —X> NAF—Y THESILENI
XvE—22EETBICE, BUZEBEONT VY IF—TRETCAhERHEF—TIIV—-XRA
F—NZFEATIHLENHYET, E5TSICEF, PublicKeyDiscoveryF—F I U—XU KT
JUXALATRawECDH ¥—U 2 JZERAT2H. ZEEONT VY IF—NEIBRF—T T —X
VKNKMS F—RT7HAS5NDENDTH DB EIE. KmsPublicKeyDiscovery ¥F—F7 9 1) —X> NAF—Y
TAWSKMS ECDH ¥—U > J & ERTEEXT,

EphemeralPrivateKeyToStaticPublicKey #F—7J 1 —X2 NAF—TXZFEAL T Raw
ECDH ¥#—D) > J Z2HH{LT3ICIE. ROEZEELET,

- FEEONTVY UF—

RFC 5280 TEHZENTWVWB K5I, (SubjectPublicKeyInfoSPKIl) £ EHIEFNDZEED
DERI>I—R&EnE X500 NT VY OF—%EBETIHENHVET, hitps:/tools.ietf.org/
html/rfc5280

FEXMHF—TITV—XRNKMS F—ARTONTVYOF—, £k OABTERE N EF—ART
DINT VY OF—%IBETEETT AWS,

- BIERMEE
BEEAENT VY OF—OEMAMBREERERIILET,

EELEEIC., F—UVITREEENEMREHFLVF—RTZEHRL, HILLWIT A/ RXR—KF—&
BEENENTVYOFXF—2FALTHESYEIJF—EZBBLET,
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B%xh7%{E: ECC_NIST_P256. ECC_NIS_P384, ECC_NIST_P512

C#/ .NET

ROBITE, F—TFITV)V—XRNAF—T%ZFEHL T Raw ECDH
EphemeralPrivateKeyToStaticPublicKeyF—U 2T ZERLE T, BEHLEIC, F—U
VI REEETNECC_NIST P256HERICHLVWF—AR7EO—HDINICERLET,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH ephemeral keyring
var ephemeralConfiguration = new RawEcdhStaticConfigurations()

{
EphemeralPrivateKeyToStaticPublicKey = new

EphemeralPrivateKeyToStaticPublicKeyInput

{
RecipientPublicKey = AlicePublicKey

}
};

var createKeyringInput = new CreateRawEcdhKeyringInput()

{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = ephemeralConfiguration

};

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

ROBITRE, F—TIT)—X2NAF—YZFEAL T Raw ECDH
EphemeralPrivateKeyToStaticPublicKeyF¥—U > T &ERLET., BHLEIC, F—U
VI RIBEENIZECC_NIST_P256HMRICH L VWF—RT7EZO—AIIICERLET,

private static void EphemeralRawEcdhKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
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.build();
ByteBuffer recipientPublicKey = getPublicKeyBytes();

// Create the Raw ECDH ephemeral keyring
final CreateRawEcdhKeyringInput ephemerallnput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.EphemeralPrivateKeyToStaticPublicKey(
EphemeralPrivateKeyToStaticPublicKeyInput.buildexr()
.recipientPublicKey(recipientPublicKey)
.build()
)
.build()
).build();

final IKeyring ephemeralKeyring =
materialProviders.CreateRawEcdhKeyring(ephemeralInput);

}

Python

ROBITRE, F—TIT)—XDNAF—XZFEAL T Raw ECDH
RawEcdhStaticConfigurationsEphemeralPrivateKeyToStaticPublicKey¥—1J> %
ZERLET. BEILRIC, F—UJREBEEENAECC_NIST_P256HRICHLVWEF—RT %
A—AIICHERLET,

import boto3

from aws_cryptographic_materialproviders.mpl.models import (
CreateRawEcdhKeyringInput,
RawEcdhStaticConfigurationsEphemeralPrivateKeyToStaticPublicKey,
EphemeralPrivateKeyToStaticPublicKeyInput,

)

from aws_cryptography_primitives.smithygenerated.aws_cryptography_primitives.models

import ECDHCurveSpec

# Instantiate the material providers library
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()
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# Your get_public_key_bytes must return a DER-encoded X.509 public key
recipient_public_key = get_public_key_bytes()

# Create the raw ECDH ephemeral private key keyring
ephemeral_input = CreateRawEcdhKeyringInput(
curve_spec = ECDHCurveSpec.ECC_NIST_P256,
key_agreement_scheme =
RawEcdhStaticConfigurationsEphemeralPrivateKeyToStaticPublicKey(
EphemeralPrivateKeyToStaticPublicKeyInput(
recipient_public_key = recipient_public_key,

keyring = mat_prov.create_raw_ecdh_keyring(ephemeral_input)

Rust

ROBITE, F—TITV—XNAF—T%ZEHAL T Raw ECDH
ephemeral_raw_ecdh_static_configuration¥—U> I & EKLE£T., BELEIC, F—
DR EBETAEMBECO—HAILICHLVF—RT7TEERLET,

// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client esdk_client::Client::from_conf(esdk_config)?;

// Optional: Create your encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1);

// Load public key from UTF-8 encoded PEM files into a DER encoded public key.
let public_key_file_content =

std::fs::read_to_string(Path: :new(EXAMPLE_ECC_PUBLIC_KEY_FILENAME_RECIPIENT))?;
let parsed_public_key_file_content = parse(public_key_file_content)?;
let public_key_recipient_utf8_bytes = parsed_public_key_file_content.contents();

// Create EphemeralPrivateKeyToStaticPublicKeyInput
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let ephemeral_raw_ecdh_static_configuration_input =
EphemeralPrivateKeyToStaticPublicKeyInput::buildexr()
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let ephemeral_raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :EphemeralPrivateKeyToStaticPublicKey(ephemeral_raw_ecdh_static

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create raw ECDH ephemeral private key keyring

let ephemeral_raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(ephemeral_raw_ecdh_static_configuration)
.send()
.await?;

Go

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygeneratedtypes"

)

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})
if err !'= nil {

panic(err)
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// Optional: Create your encryption context

encryptionContext := map[string]lstring{

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",
}

// Load public key from UTF-8 encoded PEM files into a DER encoded public key
publicKeyRecipient, err := LoadPublicKeyFromPEM(eccPublicKeyFileNameRecipient)
if err != nil {

panic(err)

// Create EphemeralPrivateKeyToStaticPublicKeyInput
ephemeralRawEcdhStaticConfigurationInput :=
mpltypes.EphemeralPrivateKeyToStaticPublicKeyInput{
RecipientPublicKey: publicKeyRecipient,
}
ephemeralRawECDHStaticConfiguration :=
mpltypes.RawEcdhStaticConfigurationsMemberEphemeralPrivateKeyToStaticPublicKey{
Value: ephemeralRawEcdhStaticConfigurationInput,

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err != nil {

panic(err)

// Create raw ECDH ephemeral private key keyring
rawEcdhKeyRingInput := mpltypes.CreateRawEcdhKeyringInput{
CurveSpec: ecdhCurveSpec,
KeyAgreementScheme: &ephemeralRawECDHStaticConfiguration,

}
ecdhKeyring, err := matProv.CreateRawEcdhKeyring(context.Background(),
rawEcdhKeyRingInput)
if err !'= nil {
panic(err)
}
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PublicKeyDiscovery

BEEITHEER, TERATEDTIVEVIF—ZREEITDIONINRANTTIT1ATT AWS
Encryption SDK o CORARNTZIT A RAILRES I, REBOTSAR—RNF—LZEEDONT
)y OF—OlEEZEETS ECOHF -V JZFERALET, L., RawECDH #®HHF+—1 >
g, 2FY, BEEENEF—ONT VY IF—DIAYVE—BEXREENTVEIZEEO/NT
)Y OF - —HITBIAYVE—T%ESTESD RaWECDH F— U T RER TR EETEET,
COF—TT)—AXRNAF—TRRBEAYE—DEBILITDELHITELEEA,

/A Important

PublicKeyDiscovery F—F7J U — X2V RAF—XZFEALTXY -2 %Z2EF5T 55
B, TOREEICBHAEREL, IXTONT VY IF—2ZFANET,

PublicKeyDiscovery ¥F—F7J U —X2V NAF—YZFEAL T RawECDH ¥—U > J Z {8t
I, ROEZEELET,

- ZEEOBNT ZAR—bF—

RFC 5958 TEZRENTLVBKSIC, FFEEOPEM I O—REnTZ 4 XR— K+ — (PKCS
#8 PrivateKeylnfo #15) ZIEE T B HEN BV ET,

.« HRRAER

BEENLETZAR—PMF—OBEAHKREEREZZBRILET. EEELZIFEEOEMADOF—RTE,
EUHRIRTHILENF HYIET,

BM7%{E: ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512

C#/ .NET

RO DPITIE, F—T T V=X MNAF—YX%ZFEMHL T Raw ECDH
PublicKeyDiscovery¥—U 2T ZERLET. cOF—D2TR, EEETNETTAR—K
F—ONT VY IFAHAXAYVE—DBESNICRFENATVEIZEEONT VY IOF—E—HTD
XY tE—T%ZBESTEXRT,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var AlicePrivateKey = new MemoryStream(new byte[] { });
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// Create the Raw ECDH discovery keyring
var discoveryConfiguration = new RawEcdhStaticConfigurations()

{

PublicKeyDiscovery = new PublicKeyDiscoveryInput
{
RecipientStaticPrivateKey = AlicePrivateKey

}

};

var createKeyringInput = new CreateRawEcdhKeyringInput()
{

CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = discoveryConfiguration

i

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

RO DBITEE, F—T T VX MNAF—N%ZFEHL T Raw ECDH
PublicKeyDiscovery¥—U 2T ZERLET. cOF—D2TR, EEETNETZAR—K
F—ONT VY IF—HAYVE—DBEXREENTVRIZFEEONT IV IOF—E—HTS
XYV tE—272EBETEET,

private static void RawEcdhDiscovery() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.buildex()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH discovery keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.PublicKeyDiscovery(
PublicKeyDiscoveryInput.builder()
// Must be a PEM-encoded private key
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.recipientStaticPrivateKey(ByteBuffer.wrap(sender.getPrivate().getEncoded()))
.build()
)
.build()
).build();

final IKeyring publicKeyDiscovery =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

}

Python

ROBITRE, F=TIT)—X2NAF—IZFEHL T Raw ECDH
RawEcdhStaticConfigurationsPublicKeyDiscovery¥—U> T & ERLET, CDF—
TR, BEENETZAR—RMF—ONT VY IF—HPAYE—DBEEXICREENATVS
BEEONTIVIF—E—HITBIAVE—TJEEBESTEERT,

import boto3

from aws_cryptographic_materialproviders.mpl.models import (
CreateRawEcdhKeyringInput,
RawEcdhStaticConfigurationsPublicKeyDiscovery,
PublicKeyDiscoveryInput,

)

from aws_cryptography_primitives.smithygenerated.aws_cryptography_primitives.models

import ECDHCurveSpec

# Instantiate the material providers library
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Your get_private_key_bytes must return a PEM-encoded private key
recipient_private_key = get_private_key_bytes()

# Create the raw ECDH discovery keyring
raw_keyring_input = CreateRawEcdhKeyringInput(
curve_spec = ECDHCurveSpec.ECC_NIST_P256,
key_agreement_scheme = RawEcdhStaticConfigurationsPublicKeyDiscovery(
PublicKeyDiscoveryInput(
recipient_static_private_key = recipient_private_key,
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)

keyring = mat_prov.create_raw_ecdh_keyring(raw_keyring_input)

Rust

ROPITlE, F—FITV—XVNAF—T%ZHL T Raw ECDH
discovery_raw_ecdh_static_configuration¥—U>JZERKLET, cOF—U>T
&, BEENETSAR=—KRF—ONTVYIF—HPAYE—BEXICRECNATVEIZESE
DINT VY OF—E—HBITBAYVE—%EBETEXT,

// Instantiate the AWS Encryption SDK client and material providers library
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Optional: Create your encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1);

// Load keys from UTF-8 encoded PEM files.

let mut file = File::open(Path::new(EXAMPLE_ECC_PRIVATE_KEY_FILENAME_RECIPIENT))?;
let mut private_key_recipient_utf8_bytes = Vec::new();

file.read_to_end(&mut private_key_recipient_utf8_bytes)?;

// Create PublicKeyDiscoveryInput
let discovery_raw_ecdh_static_configuration_input =
PublicKeyDiscoveryInput: :builder()
// Must be a UTF8 PEM-encoded private key
.recipient_static_private_key(private_key_recipient_utf8_bytes)
.build()?;

let discovery_raw_ecdh_static_configuration =
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RawEcdhStaticConfigurations: :PublicKeyDiscovery(discovery_raw_ecdh_static_configuration_ing

// Create raw ECDH discovery private key keyring

let discovery_raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(discovery_raw_ecdh_static_configuration)
.send()
.await?;

Go

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygeneratedtypes"

)

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})

if err !'= nil {
panic(err)
}
// Optional: Create your encryption context
encryptionContext := map[string]string{
"encryption": "context",
"is not": "secret",
"but adds": "useful metadata",
"that can help you": "be confident that",
"the data you are handling": "is what you think it is",
}

// Load keys from UTF-8 encoded PEM files.
privateKeyRecipient, err := os.ReadFile(eccPrivateKeyFileNameRecipient)
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if err !'= nil {
panic(err)

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {

panic(err)

// Create PublicKeyDiscoveryInput
discoveryRawEcdhStaticConfigurationInput := mpltypes.PublicKeyDiscoveryInput{
RecipientStaticPrivateKey: privateKeyRecipient,

discoveryRawEcdhStaticConfiguration :=
&mpltypes.RawEcdhStaticConfigurationsMemberPublicKeyDiscovery{
Value: discoveryRawEcdhStaticConfigurationInput,

// Create raw ECDH discovery private key keyring
discoveryRawEcdhKeyringInput := mpltypes.CreateRawEcdhKeyringInput{
CurveSpec: ecdhCurveSpec,
KeyAgreementScheme: discoveryRawEcdhStaticConfiguration,

discoveryRawEcdhKeyring, err := matProv.CreateRawEcdhKeyring(context.Background(),
discoveryRawEcdhKeyringInput)
if err !'= nil {

panic(err)

RINVFF—U2T

F—UVTBBHEEDETIILFF—VIICITRENTEERT, NIALFF—UTRB. BRICH
BB, 1 2UELOERNOF—D I TERENDF—DITY, —EOF—V I 2EHEARAL
EBEDRSICBELET, NILFF—UIJZEALTIT—R2BSLIDERE. TOF—UY
TILB8ENBIREEOFVEJF—ZFEALTEZDT—REESTERT,

RNFF—U2Y 213



AWS Encryption SDK FROYN—HA R

RIVFF—V T ZEBRLTT—RZBEHXTIHEEE. VThroF—U2J2o1XL—5—

F—UVIUIEELET, HOIXNTOF—U TR, FF—UVITERENET, DIRL—F—
F—D2TR, TL—2TFANOTF—2F—ZERLTHESHLLET, TOR, INTOFF—V
DIDIRTOTYEDTF—ICL2T, TEOTL—2TFANTF—RF—HBESILEhET, Y
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KMS F—U2IDIIRL—R—F—RBTL—2TFANOF—ZERL THESILLET, KRIC,

AWSKMS ¥—U 2T DINTOENMAWS KMS keys ¥—&, YLFF—UTOITXRTOFF—
VT DIRTOZYEYTF—EF, BU7L—TFANF—ZBSHLLET,

JIRL—B—F—UDIBLTNLTFF—VVTZERTRIHEERE. ThEAZEALTT—X
ZESTEERIN, BEILIDELRTEREA, 2R, BEIARL -3V TERF—IVT
ZEALBVWILTFF-—UITZEATRIICE, BOIXLFF—DITFF—UTELTEET
EEXT, DIRL—EX—F—V2IOBWIIILFF—U2T%, BIOIXLFF—V2TDOIITXL—
B—F—UVJTELTEETRELERTEREA,

E58. AWS Encryption SDK &F¥—U > JZ2FEAL T, BS{tehiF—2F—0 1 2ZESL
ES5ELET, F—U2TJE, YILFF—V I TEEETNEIEETHVOEENET, BSLenk
F=RAF—NFF—D)TODEZEOF—I_L2TESEND L, RBEELEEIET,

N—23 2 1.7.x B, BS{tE hiF—2F—7H AWS Key Management Service (AWS KMS) ¥ —
DT (RERYAZ—F—7ONMH—) THESILENTVWSBIHES. AWS Encryption SDK (&

(2 ®F— ARN AWS KMS key Z AWS KMS Decrypt AL —>3 > M KeyId/ NZX—RICEL &
T, chiFk, AT IYEVIXF—2FEALTESENLET—3F—2BESITHELEZRIATS
AWS KMS RAKNT'Z VT 14 ATY,

RLVFE-VITOEBEOBFICOVTE, UATESRLTSEEL,

« C: multi_keyring.cpp

« C#/.NET: MultiKeyringExample.cs

» JavaScript Node.js: multi_keyring.ts

» JavaScript Browser: multi_keyring.ts

« Java: MultiKeyringExample.java

« Python: multi_keyring_example.py

RNFF—U2Y 214


https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://github.com/aws/aws-encryption-sdk-c/blob/master/examples/multi_keyring.cpp
https://github.com/aws/aws-encryption-sdk/tree/mainline/AwsEncryptionSDK/runtimes/net/Examples/Keyring/MultiKeyringExample.cs
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-node/src/multi_keyring.ts
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-browser/src/multi_keyring.ts
https://github.com/aws/aws-encryption-sdk-java/blob/master/src/examples/java/com/amazonaws/crypto/examples/keyrings/MultiKeyringExample.java
https://github.com/aws/aws-encryption-sdk-python/tree/master/examples/src/multi_keyring_example.py
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INFH—ULIBERTBIRET, FF—ULTEAVARVALLET. COBITE. AWS
KMS ¥ —1)> 4 & RawAES ¥—U T BALETH. Y R—RENTLVBEEDF—UL T %
INFE—UITRAETEET,

C
/* Define an AWS KMS keyring. For details, see string.cpp */
struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(example_key);
// Define a Raw AES keyring. For details, see raw_aes_keyring.c */
struct aws_cryptosdk_keyring *aes_keyring = aws_cryptosdk_raw_aes_keyring_new(
alloc, wrapping_key_namespace, wrapping_key_name, wrapping_key,
AWS_CRYPTOSDK_AES256);
C#/ .NET

// Define an AWS KMS keyring. For details, see AwsKmsKeyringExample.cs.
var kmsKeyring = materialProviders.CreateAwsKmsKeyring(createKmsKeyringInput);

// Define a Raw AES keyring. For details, see RawAESKeyringExample.cs.
var aesKeyring = materialProviders.CreateRawAesKeyring(createAesKeyringInput);

JavaScript Browser

ROBITIEE, buildClientBBZEFEALTF7 AL RNOIOIY XV MR — ZBELE
JREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZfMAL ThuildClient, BH{tEhiz XY t—
SHOBEENET—2F—OREHPRIZDEETEET, FMIZDODWVWTIE. Tthe section
called “BEHLENETF—XF—DOHRE ) BSBL T EEL,

import {
KmsKeyringBrowser,
KMS,
getClient,
RawAesKeyringWebCrypto,
RawAesWrappingSuiteIdentifier,
MultiKeyringWebCrypto,
buildClient,
CommitmentPolicy,
synchronousRandomValues,

} from 'eaws-crypto/client-browser'
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https://github.com/aws/aws-encryption-sdk-c/blob/master/examples/string.cpp
https://github.com/aws/aws-encryption-sdk-c/blob/master/examples/raw_aes_keyring.c
https://github.com/aws/aws-encryption-sdk/tree/mainline/AwsEncryptionSDK/runtimes/net/Examples/Keyring/AwsKmsKeyringExample.cs
https://github.com/aws/aws-encryption-sdk/tree/mainline/AwsEncryptionSDK/runtimes/net/Examples/Keyring/RawAESKeyringExample.cs
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const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
const clientProvider = getClient(KMS, { credentials })

// Define an AWS KMS keyring. For details, see kms_simple.ts.
const kmsKeyring = new KmsKeyringBrowser({ generatorKeyId: exampleKey })

// Define a Raw AES keyring. For details, see aes_simple.ts.
const aesKeyring = new RawAesKeyringWebCrypto({ keyName, keyNamespace,
wrappingSuite, masterKey })

JavaScript Node.js

ROBITE, buildClientBHZFEALTF7AIILMOIZTY XV KR — ZBELE
JREQUIRE_ENCRYPT_REQUIRE_DECRYPT, Zf# AL ThuildClient, BEH{tE XY —
CHOEStENET—2F—OREFIRIZDCEETEET, FMIZODVWTIE, Mthe section
called ‘BBEILENETF—XF—0OFIR") 2ZZRBLTLEEV,

import {
MultiKeyringNode,
KmsKeyringNode,
RawAesKeyringNode,
RawAesWrappingSuiteldentifier,
buildClient,
CommitmentPolicy,

} from 'eaws-crypto/client-node'

const { encrypt, decrypt } = buildClient(

CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

// Define an AWS KMS keyring. For details, see kms_simple.ts.
const kmsKeyring = new KmsKeyringNode({ generatorKeyId: exampleKey })

// Define a Raw AES keyring. For details, see raw_aes_keyring_node.ts.
const aesKeyring = new RawAesKeyringNode({ keyName, keyNamespace, wrappingSuite,
unencryptedMasterKey })

Java

// Define the raw AES keyring.
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https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-browser/src/kms_simple.ts
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-browser/src/aes_simple.ts
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-node/src/kms_simple.ts
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/raw-aes-keyring-node/src/raw_aes_keyring_node.ts
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final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateRawAesKeyringInput createRawAesKeyringInput =
CreateRawAesKeyringInput.builder()
.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6)
.build();
IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// Define the AWS KMS keyring.
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyArn)
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Python

ROBITE, 7)DA= Y NX KR — ZFERL T AWS Encryption SDK 254 7 >
NEAAZ> AL L EIFTREQUIRE_ENCRYPT_REQUIRE_DECRYPT,

# Create the AWS KMS keyring
kms_client = boto3.client('kms', region_name="us-west-2")

mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

kms_keyring_input: CreateAwsKmsKeyringInput = CreateAwsKmsKeyringInput(
generator=arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab,
kms_client=kms_client

kms_keyring: IKeyring = mat_prov.create_aws_kms_keyring(
input=kms_keyring_input

# Create Raw AES keyring

RNFF—U2Y 217



AWS Encryption SDK FROY/IN—HA R

key_name_space = "HSM_01"
key_name = "AES_256_0@12"

raw_aes_keyring_input: CreateRawAesKeyringInput = CreateRawAesKeyringInput(
key_namespace=key_name_space,
key_name=key_name,
wrapping_key=AESWrappingKey,
wrapping_alg=AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6

raw_aes_keyring: IKeyring = mat_prov.create_raw_aes_keyring(
input=raw_aes_keyring_input

Rust

// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

// Create the AWS KMS client

let sdk_config =
aws_config::load_defaults(aws_config::BehaviorVersion::latest()).await;

let kms_client = aws_sdk_kms::Client: :new(&sdk_config);

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create an AWS KMS keyring
let kms_keyring = mpl
.create_aws_kms_keyring()
.kms_key_id(kms_key_id)
.kms_client(kms_client)
.send()
.await?;

// Create a Raw AES keyring
let key_namespace: &str = "my-key-namespace";
let key_name: &str = "my-aes-key-name";

let raw_aes_keyring = mpl
.create_raw_aes_keyring()
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Go

.key_name(key_name)

.key_namespace(key_namespace)
.wrapping_key(aws_smithy_types::Blob: :new(AESWrappingKey))
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagl6)
.send()

.await?;

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygeneratedtypes"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/kms"

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})
if err !'= nil {

panic(err)

// Create an AWS KMS client

cfg, err := config.LoadDefaultConfig(context.TODO())

if err !'= nil {
panic(err)

}

kmsClient := kms.NewFromConfig(cfg, func(o *kms.Options) {
o.Region = KmsKeyRegion

1)

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {

panic(err)
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}

// Create an AWS KMS keyring

awsKmsKeyringInput := mpltypes.CreateAwsKmsKeyringInput{
KmsClient: kmsClient,
KmsKeyId: kmsKeyId,

}
awsKmsKeyring, err := matProv.CreateAwsKmsKeyring(context.Background(),
awsKmsKeyringInput)
if err !'= nil {
panic(err)
}
// Create a Raw AES keyring
var keyNamespace = "my-key-namespace"
var keyName = "my-aes-key-name"

aesKeyRingInput := mpltypes.CreateRawAesKeyringInput{
KeyName: keyName,
KeyNamespace: keyNamespace,
WrappingKey: AESWrappingKey,
WrappingAlg: mpltypes.AesWrappingAlgAlgAes256GcmIv12Tagl6,
}
aesKeyring, err := matProv.CreateRawAesKeyring(context.Background(),
aesKeyRingInput)

RIS, IUFF—UVTEERL, VIRL—2—F—ULIF&H2BERTNEEELES. 2O
BT, F—UIHF ANSKMS ST RL—R—F—U>4, AES F—UVIHFFE—ULITH
BINFE—ULTEERLET,

C

CONILFF—UDIOAVARZIRTR, PIXL—F—F—-U2IDHERELET,

struct aws_cryptosdk_keyring *multi_keyring = aws_cryptosdk_multi_keyring_new(alloc,
kms_keyring);

INFF—-—DVTICFF—D) T 2EBMTSIC
l&. aws_cryptosdk_multi_keyring_add_child XV Y REFHLET, COXYY RE,
EBMT2FF—D) 0 EICHRUOHITHRENHVYET,
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// Add the Raw AES keyring (C only)
aws_cryptosdk_multi_keyring_add_child(multi_keyring, aes_keyring);

C#/ .NET

NET CreateMultiKeyringInput AARNZ I —TR, D2IXL—XF—V 2T E&FF—
)OI RERTEET, #R CreateMultiKeyringInput DA 7TV MEFRETT,

var createMultiKeyringInput = new CreateMultiKeyringInput

{

Generator = kmsKeyring,

ChildKeyrings = new List<IKeyring>() {aesKeyring}
};

var multiKeyring = materialProviders.CreateMultiKeyring(createMultiKeyringInput);

JavaScript Browser

JavaScript DXL FF—V 2T EA 221 —RTITF, JavaScript DIIILFF—U2FINOIAVA
RSORTR, DIRL—F—F—U 2T EHBOFF—V T RIEETELXT,

const clientProvider = getClient(KMS, { credentials })

const multiKeyring = new MultiKeyringWebCrypto(generator: kmsKeyring, children:
[aesKeyring]);

JavaScript Node.js
JavaScript DY I)LFF—U T4 Z1—RTI T, JavaScript DI IILFF—UINOIAV A
RZORTE, SIXL—F—F—V 2T EBBOFF—I I ZEBETEERT,

const multiKeyring = new MultiKeyringNode(generator: kmsKeyring, children:
[aesKeyring]);

Java

Java J2CreateMultiKeyringInput ANZ VR ZHEATZE, DI RXL—F—F—-U2JL
FHF—UITBRERTEET, R createMultiKeyringInput A7 IV NEFETT,

final CreateMultiKeyringInput createMultiKeyringInput =
CreateMultiKeyringInput.builder()
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.generator(awsKmsMrkMultiKeyring)
.childKeyrings(Collections.singletonList(rawAesKeyring))
.build();

IKeyring multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

Python

multi_keyring_input: CreateMultiKeyringInput = CreateMultiKeyringInput(
generator=kms_keyring,
child_keyrings=[raw_aes_keyring]

multi_keyring: IKeyring = mat_prov.create_multi_keyring(
input=multi_keyring_input

Rust

let multi_keyring = mpl
.create_multi_keyring()
.generator(kms_keyring.clone())
.child_keyrings(vec![raw_aes_keyring.clone()])
.send()
.await?;

Go

createMultiKeyringInput := mpltypes.CreateMultiKeyringInput{
Generator: awsKmsKeyring,
ChildKeyrings: [Impltypes.IKeyring{rawAESKeyring},
}
multiKeyring, err := matProv.CreateMultiKeyring(context.Background(),
createMultiKeyringInput)
if err !'= nil {
panic(err)

}

ShT, F—RORBEBEBCILFF—UL T EEATEST,
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AWS Encryption SDK Z7OAJ S X J 5

AWS Encryption SDK LzL ROT7ATZZ VIV ERTHEATEERY, SRERRIINTHEEATHE
T, HHEBRETHESILL, BIOEBRETESTEET, *HEEFH’IEH\ SROHNZEZTS
AREMN B ET, %@%é@%ﬂﬁx’](ﬂ_')\,\fﬂ\ SREXICEIDNEY O THRBALET, £, B
FILHELVETETSEER. ERMEOHDF—V 0T, FLEREYAZ—F—EXRAZ—F—70ON
18— FERATEIHENHYET, FMIZOVTIE, the section called “F—1) T D E#M" 2SR
LTLEZW

reEY D

+ AWS Encryption SDK for C

« AWS Encryption SDK .NET H

« AWS Encryption SDK Go A

* AWS Encryption SDK for Java

* AWS Encryption SDK for JavaScript

* AWS Encryption SDK for Python

« AWS Encryption SDK Rust A

« AWS Encryption SDK AN RZA AV R —T IA4 A

AWS Encryption SDK for C

AWS Encryption SDKforC &, C TP 77U —> 3 Z a2 Rl TV FRAYN—@AFIZIZAT
RNIOBEILS ATV ERRBHLET, £, AWS Encrypton SDK 5L ARIILOZ7OTZI Y
ERCERKIDLLONOEBELTERIBET,

D FNTNHERELEBEHRIC AWS Encryption SDK, I EEXT—XREHEE AWS Encryption SDK for
CERMLET, chIZERIARO—JES. BMOFEIAET—2X (AAD), F—BEHLVPBLETHE
HA3% 256 EY N AES-GCM B EDEF 1T TRIAFHAORHEF—T I IV ALAA— RN ENE
FhET,

NDIXTHDESEEB NDREE AWS Encryption SDK kB ICHEERTRETT, L&xlF, EFEAL
TTF—X%ZRES1t AWS Encryption SDK for C L, AWS Encryption CLI 228 HR—K~EnTVSF
BENSREETESTEET,

AWS Encryption SDK for C Tl&, A" AWS Key Management Service () & X° V) B{V) AWS SDK for C
++ FRBENHYETAWSKMS, #7320 AWSKMS ¥F—U>J #ERTRIHEEICOK, fF
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BAI32MBEENHYET, L., AWS Encryption SDK IZIE AWS KMS ¥ Z 0t AWS H—E' X
FBEDHY)EXEA,

FHECB5

s BERALLETOJTZI T OFMIC OWTIE AWS Encryption SDK for C, C MO 4l, GitHub ®
aws-encryption-sdk-c URZ K D, & & AWS Encryption SDK for CAPI RF 1 X2 K &S
BLTLSEZL,

- BERALTEHRD TESTEDLSICT—2F% AWS Encryption SDK for C BEHS{t 32 HEICDOWV
TEAWS V=232, AWS EF¥1 )5 470 ®AWS Encryption SDK "C @ &AL TEH
N)—T3ATHEENZESIDHEL 2ZZRLUTLSEZV,

NEY D

« N4 2 AK—)L AWS Encryption SDK for C
« MOfEA AWS Encryption SDK for C

« AWS Encryption SDK for C 4

DA > AM—JL AWS Encryption SDK for C

AWS Encryption SDK for CO&®#/N—>3 &4 A=) LET,

® Note
2.0.0 & ¥) AWS Encryption SDK for C 81D ®FNXTNH/N—= 3 2 [Fend-of-support 7 T —
ACHYVET,

N—23> 2.0x LA S AWS Encryption SDK for C D&#H/N—2 3 IC1— R F—4&
ZEFRTICELICEHTEER T, £LEL, N—232 20xTCEAEThEHLLVEFID
TABEICETHNERMENF BV ERA 17X RYBION—23 2005 20x MEO/N—2 3
VICEFHTBICIE, £9 AWS Encryption SDK for COBRHF D 1.x N— 3V ICEHTIHE
HFHYET, HMICOVWTIEE., TOEIT AWS Encryption SDKy 2B L T EE L,

BEAVAN=)LUTHEEITIHMEFIEE, aws-encryption-sdk-c VR N1 M AWS Encryption
SDK for C README 7 7 4 )LIC& V) 9, Amazon Linux, Ubuntu, macOS., & & U'Windows”’
SYRNTA—LATHEBETDILEOOFIENrSENTVET,
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https://github.com/aws/aws-encryption-sdk-c/
https://github.com/aws/aws-encryption-sdk-c/tree/master/examples
https://aws.github.io/aws-encryption-sdk-c/html/
https://aws.amazon.com/blogs/security/how-to-decrypt-ciphertexts-multiple-regions-aws-encryption-sdk-in-c/
https://aws.amazon.com/blogs/security/how-to-decrypt-ciphertexts-multiple-regions-aws-encryption-sdk-in-c/
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html#version-life-cycle
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html#version-life-cycle
https://github.com/aws/aws-encryption-sdk-c/
https://github.com/aws/aws-encryption-sdk-c/#readme
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BATAEIIC., AWS Encryption SDKT AWS KMS ¥—U > J 2R TRIAESHZREL TLKEE

Wo AWSKMS ¥—U2JZERAT25HEEF. Z14VARN—ILTILENH')ET AWS SDK for
C++, AWS Key Management Service () Z#R{ET % (C (& AWS SDK A HETFTAWS KMS, AWS
KMS ¥—U>J&FERTSE. AWS Encryption SDK & AWS KMS 2L T, F—X%ZRETS
B ILF—ZERELVPREBELET,

raw AES F—1 >, rawRSAF—U 2T, F—U T REFXREVILFEF—-U T E, RO
AWS KMS ¥—U > T 247 AWS SDK for C++ ZFAL TVWBHEEF., Z4VARN—ILTEIHE
BHWEBA, EEL, KMIOF—V2IRAT72FERATREEE. MEORNMIOZYE>Y
F—ZERLU TRETISEN HYET,

AVAMN—IICEABEN HDHEEE. aws-encryption-sdk-c VAR NU TREABEZRERTIH, C
DR=ZDTA—=RNY IV 0O0WTFNAEFEAL T EEL,

D fEA AWS Encryption SDK for C

CcOREYOTR, 07O I JERBNORETIEYR—N AWS Encryption SDK for C &1 T
WL OBEED—SFICOVWTHBALET,

COEUZa>OHTIE. AWS Encryption SDK for CO/N—2 3> 2.0.x ABBOFERAFEICOWT
HBELET, AIN—232Z2FEATHHICOVTIE. GitHub ® aws-encryption-sdk-c JRI K1
DI)—AVANTEAFOV ) —RAZRRLTSEZL,

EERALLETOVS 2T OFMIC DWW TIE AWS Encryption SDK for C, C ®4l, GitHub ® aws-
encryption-sdk-c UARZ M) O, & KT AWS Encryption SDKfor CAPI RFIX NZESRLT
<EEV,

FrF—1)>20, £SRBLTLSEEL,
(N =Ry
s F—RNEEEEFTDRN

« ZRATU B

T—ZOES{LEESDRN

ZEAT BHEEIE AWS Encryption SDK for C, RO KRS BNEZ—2ICHVWET, F—U T 0k
B, ¥F—V>J72ERTS CMM OERK, CMM (BRTF—U 2D 2#EATD Y 3> OERK,
v aouiE,
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https://docs.aws.amazon.com/kms/latest/developerguide/
https://github.com/aws/aws-encryption-sdk-c/issues
https://github.com/aws/aws-encryption-sdk-c/
https://github.com/aws/aws-encryption-sdk-c/releases
https://github.com/aws/aws-encryption-sdk-c/
https://github.com/aws/aws-encryption-sdk-c/
https://github.com/aws/aws-encryption-sdk-c/tree/master/examples
https://aws.github.io/aws-encryption-sdk-c/html/
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1. I5—XF5z0—R

COA—R&ELIE C++ 01— RT aws_cryptosdk_load_error_strings() XV v RZHUEHL
£F9., FTNYVIIIFBLCEKRIDIS—BEHREO—RLET,

main XYY RATRE, 1 @EFTHRTEHIVEN BV EXT,

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

2. F—D>JZERLET,

T—EF—OBESHKICERITZITYETIF—TF—UVITZRELET., COPITRE. 12
DAWSKMS F—U2JTF—U2TZFEALETH AWSKMS key, KDY ICEBEDZATD
F—UJZEATEERY,

AWS KMS key OEESLF—1) > T T &2 EI9 % (ZI& AWS Encryption SDK for C, &£ — ARN £
FEIAVT7AARN ZEELET, BE5F—U T T, F—ARN Z2FRTHIHEN HYE
Fo BHEICOWTIE. TAWS KMS F—1U> 4 AWS KMS keys TO QA 28BL T &
(A

const char * KEY_ARN = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
struct aws_cryptosdk_keyring *kms_keyring =

Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(KEY_ARN);

.Yy avEERLET.

Tld AWS Encryption SDKforC, v > 3>z FRAL T, YA XICEEEL, E—07L—2F
FAMNXY E—D2BESILTEHD, BE—OBSTFARNXYE—DEESLET, V23T
., TO7ORRAZBELU XY E—2 ORENHIFENET,

TOr—2—, ¥F=J>4J, £—R (AWS_CRYPTOSDK_ENCRYPT F £ (&
AWS_CRYPTOSDK_DECRYPT) ZFAL TEY> 3V ZRELET, BV I NEFE—RELET
DRMENHDHEE, aws_cryptosdk_session_reset XYY REFALET,

F—UJ%FERALTEY AV 2ERTDIE. BEBNICT72ILNOBS{EYTUTILY
% —2 ¥ — (CMM) AWS Encryption SDK for C Z#ERLEF. COA T TV MDER. BE,
WREZTOVERFHYEEA,

BFIZE, ROty a>TR, ATV 71 TCERLETZOAT—R2—&F—U2 0% FEALET,
F—REBELTRHEEIE. T— RiE AWS_CRYPTOSDK_ENCRYPT T9,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-key-ARN
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struct aws_cryptosdk_session * session =
aws_cryptosdk_session_new_from_keyring_2(allocator, AWS_CRYPTOSDK_ENCRYPT,
kms_keyring);

4. T—R BB EFESLET,

Y2 arvTF—REMEITBICIE, aws_cryptosdk_session_process XV VY
ReFEALET. AINYITZPHTL—2TFANLBEZRBTITZOICHD BT AKX

THY, HANY 77 HFBESHUTFANEEZREFITDOICT BT A AXATHDES

(&, aws_cryptosdk_session_process_full ZHUOHIT N TEXRT, L, A
N)—Z20F—RZ0BIBIULENHDEEF. aws_cryptosdk_session_process &
WN—TTHVOHTENTEERT, HICOVTIWE, file_streaming.cpp DHIZSRL T EE
W, aws_cryptosdk_session_process_full & AWS Encryption SDK, /N\—2 32 1.9.x
BRV 22X TEAETNTVET,

Y2 avTTF—REWENHNTRELSCRETNTWVWEEE, TL—2TFANT 1 —ILREA
B, BEAUTFARNT A= REFEDZRLEXT, plaintext 74 —JL RiF, BSLTBIXY

t—JZREFLTHY ., ciphertext 74 —J)LREE, BEXYY RIZL>TRIBESE i
AV E—TZBBELET,

/* Encrypting data */
aws_cryptosdk_session_process_full(session,
ciphertext,
ciphertext_buffer_size,
&ciphertext_length,
plaintext,
plaintext_length)

Y aVTTF—REETITRDRIICERETNTVWEEES, BEELTFANT 1 —ILRIFASD,
TL—=2FTFANTA—=)LREEHERLET, ciphertext 74 =)L RiE, BEHILXYY R&
WIRBESLENIEXYE—JZREFELTHY, plaintext 71 —ILRIFE, BEEXYVY R&K)
BE27L—TFAMNYE—DZBBLET,

F—REESTTBICIE, aws_cryptosdk_session_process_full XV Y REHUFHLFE
CP

/* Decrypting data */
aws_cryptosdk_session_process_full(session,
plaintext,
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plaintext_buffer_size,
&plaintext_length,
ciphertext,
ciphertext_length)

ZRAIU KN

XEY)—=0&B<EDIZ, ERLEITRNTOATSIIVRMOSRBREATZSIIONOERNTTL
ESBHRTBEDIICLET, ThUADEERK., BERHNICXATID—INRKELET, SDK IZIE,
COEEEERILTEIXAVYY RABYWET,

ROVTNADFATOIORNEERALTIBRAT I VONEERTDE, BATOTONEFHT
JIVMOSREERLTEELET,

s F—UT(F-VUITEFERALEEY I OEREBLE)

« FIAINRNOESIITITILIZ—Iv— (CMM) (F7FILRO CMM ZFERLEEY S I X
HAZ L CMM DERKEE)

s T=RF—Fryvia(F—VrJ&F vV a1aFEALLEF YY1 CMM DEKRELE)

FATZIORMORUSRABETEVRY, BATOTIVRNEERLESFATIZIIRAD
ZREISICHBRTEET. BATPIIVRNRREhDE, BOoTVWBFATII I MOSRE
BRENET, CONZ—2TR, EFTPIIOMMOSREVESHBALETRIETDENTER
¥, o, ZROKRABAIRETXEIV-—IUARETDI_ELEEHY) A,

ERULEFATSIOMNOSRBROPARNEHRIE. BEENTOLEN HYET, SDKHE
BUEATZIUVROSROBEERER. BEERSMTOXERFHVERA. SDKAFTZIUN
(aws_cryptosdk_caching_cmm_new_from_keyring XV Y RA'tEY < a > ICEMTDT7 2
RO CMM &) ZERTBHERIE. SDKAFTSIIVNETOSROEREHEELEEEBELET,

ROBITE, F—VJ2FRALTEY> AV EZERTRE, Y2 IV EF-VITINOSRZE
BL., EY2 a0 HEBEENDETEOSREZEELET, F—UVITNOENOSREZEE TS
ENBVEEIE, Ev a3 EERL S aws_cryptosdk_keyring_release XV v REFEAL
TCEF—VIIATSIVRNEBRTEERT, COXVYY RTR, F—UITOSBAI NEREDL
£, aws_cryptosdk_session_destroy ZHUPHEL TEY> IV ZHET DI E, Ev>3a>on
F—D2INDSRBEBHRENET,

// The session gets a reference to the keyring.
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struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(alloc, AWS_CRYPTOSDK_ENCRYPT, keyring);

// After you create a session with a keyring, release the reference to the keyring
object.
aws_cryptosdk_keyring_release(keyring);

BHOtEy>arTxF—U IZBRALEY. CMM TZLOVAXLARASA— R ZEBELEYTB%E
E, QVEMBEAVDOBER., A7 IIOMMOMISREEETIHLENf HVET. TOHFE
., BEOXYY REISICHVTHEZZWTSEEZV, KhWIZ, By a2oBBLEGTTELS, &
7210 2FEALEBLKB O LEEILESREMBLET,

COSBAIVNFERE, T—E2F—FvYv2I1AOCMMOF Yy 20l E, K8 CMM ZFEH
LTVBREESICEMELET, Frv>21&F—U2INSFvY>21CMM ZHERTRE, TV
SAICMMBEZOEADAT DIV RMOSBEERLET, BIORRVTENSHAVETEVR
W, F¥YyYv21CMM ZERLESF vy v21&F— )20 NOMUSREII<SICHEARTEERS, T
D&, Fr¥v>1CMM ZFERALTEY>IVEERTHIEEIC, ¥V 1 CMMANOSRZMEK
TEET,

ERLEATS I NAOSROBROZHEHG., SEENTOIVENHYET. XYY RFER
ITBATSIVN(FYYIICMMOTIEEDFT7AILRNO CMM B E) &, XYY RAEELE
P

/ Create the caching CMM from a cache and a keyring.

struct aws_cryptosdk_cmm *caching_cmm =
aws_cryptosdk_caching_cmm_new_from_keyring(allocator, cache, kms_keyring, NULL, 60,
AWS_TIMESTAMP_SECS);

// Release your references to the cache and the keyring.
aws_cryptosdk_materials_cache_release(cache);
aws_cryptosdk_keyring_release(kms_keyring);

// Create a session with the caching CMM.
struct aws_cryptosdk_session *session = aws_cryptosdk_session_new_from_cmm_2(allocator,

AWS_CRYPTOSDK_ENCRYPT, caching_cmm);

// Release your references to the caching CMM.
aws_cryptosdk_cmm_release(caching_cmm);

/Err
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aws_cryptosdk_session_destroy(session);

AWS Encryption SDK for C 4

XD, AWS Encryption SDK for C 2L TF— 2 2B {LE LR VPESTITHHEERLTVE
CB

COtEUa>OFETIE. AWS Encryption SDK for CO/N—2 3> 2.0x ABOFERFEICOWT
HBALET, BN—232ZEATRHICOVTE. GitHub ® aws-encryption-sdk-c JRZ K1
DIV)—AVARNTHEAFOV ) —RAZHRRLTSEE L,

#AARN=)LLTEILRT B E AWS Encryption SDKfor C, —h S DHIRZDMOHIDY —R
J—RA examples Y7 F4 LIV RNVICEEN, OANAILENT build FAL I NJICHKIAE
NFEF, GitHub M aws-encryption-sdk-c JRZ N D examples ¥ 7 FA LUV KN TRETD &
ETEET,

(N =Ry
s XEFIDOEEEES

NFIOESERS

ROFIE, ZEHALTXES % AWS Encryption SDK for C Bt B R EB T2 HZEZERLTVE
CB

ZDFITIEE, AWS KMS key AWS Key Management Service (AWS KMS) ® ZfER L TF—XAWS
KMS F—Z4EHBLVOVBESHLTRF—VTO—8THD F—VJZ2FALTVET, OB
& C++ TRRBRENAEIDI—RHFEENTVWET,  AWS Encryption SDK for C Tl& AWS SDK for C+
+., AWSKMS ¥—U T %#ERATS AWSKMS £&ZIC #RVHITHENH ) ET, raw AES F—
)22 AWS KMS, raw RSA F—D > 7, £l F—V 2T Z8FXBEVWIILFF-V 2T E,
EXVEVYLEWAWSKMS F—U I FERALTVWSEHEE,. AWS SDK for C++ X EH V) £
Ao

DERIC DOV TIE AWS KMS key., " AWS Key Management Service RO Y /N\—H A1 K
D TE—DERL BBBLTLEEL, AWSKMS F£—1U> % AWS KMS keys T £ BIT 5 55%
COVTR. T 2BBLTLEEVAWS KMS F—1J >4 AWS KMS keys TDH DA,

(N =Xy
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« XFIOESH
« XFINES

XFI DS

COBOZRADEDTIE., AWSKMS F—U>TJE& -2 T AWSKMS key ZFERALTTL—>
THFANNFEIZBESILLET,

ATY 71 IZ5—XFHZEO0— K

C1—R&ELEIE C++ 1—RT aws_cryptosdk_load_error_strings() XV v RZHEUHL
£9. FNVYITICHERBICEKRIDIZT—HEHRZO—RLET,

main XYY RATRE, 1 BETHOEHIBEN HYET.

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

ATYVT 2. F -V T ERLET,

E5LAD AWSKMS F—D I ZERLET. cOBIOF—)2TR@F 1 DTREREENTVET
" AWS KMS key, AWS KMS keys B2 T HIVNAWS V=23 REBBTHIVMNE
28 AWS KMS keysEEH D TAWSKMS F—U VT EBRETEET,

AWS KMS key ORES{LF—1) > T Z& BT S (C1F AWS Encryption SDK for C, — ARN £
FFEIAUT7AARN ZIEELET, BE5F—U2J T, F—ARN Z2FERAITBIHEN BV E
T, FMICOVWTE., "TAWSKMS F—1) 2T AWS KMS keys TD DOFEEl, Z5RBLTLKIEE
(A

AWS KMS F—1) >4 AWS KMS keys T®H D& 5!

BHO 2FALTF—U T EEKTDEEE AWSKMS keys, 7L —2FFARNF—2F—
NDERERESIL AWSKMS key ICERAENS &, AL L—2FTFARNTF—XF—2BESL
AWS KMS keys T2 BMDA TS 3> OEIIEZIEELET. cOBFE. DIXL—F—0a%EE
ELF£9 AWS KMS key,

CHOI—RZRITIDHIIC, F—ARN ZHWBF— ARN ICEEH|AET,

const char * key_arn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
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struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(key_azrn);

ATY7T 3wy avekRLET,

TOT—2—, TE—ROIEF, F-UTZEALTEY 32 ZERLET,

tv> a3k, AWS_CRYPTOSDK_ENCRYPT E— R (BE51{t) £il&
AWS_CRYPTOSDK_DECRYPT E— R (58) ¥4 BEA SV ET. BEOEYZIVOE—RE
TEFT Bk, aws_cryptosdk_session_reset XYY REFHAL XY,

F-UDT#FEALTEY 3V ZERLES, SDKARKTIRELZERALTF-—VTIAD
SREMHRTEET, Ev>3a2E, TOAMPEBGT. F—V2IFTII I M OSRERE
LET, EYv2aVEREITIE, F—VIIATIIIONPEY I IVATIZIIRNDOSR
FBHENET, COSBAVEFRE. XFEVV—D&ME, 77210 N ERPICHER
TNBVRSICTREDHICRIBEET,

struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(alloc, AWS_CRYPTOSDK_ENCRYPT,
kms_keyring);

/* When you add the keyring to the session, release the keyring object */
aws_cryptosdk_keyring_release(kms_keyring);

ATYV7 A BBV TFARNERELE T,

EELAVTHFANE, FED, =YL Y NTREVEBNRIETF—XTY., BE{LEICESL
OAVTFHFARNEZEBETDE., BESLITFANZERES{LTFE A NI AWS Encryption SDK I
BUNAVRL, F—2OESICAUVBSHIVTHFARNNSBEBICAYET, BSHLIVTFA
NOBERRAT2Ia>TEN, RARNTSITAAELTHELET,

FY. BSALOVTFANFIHZEC/N\Y 17T Z2HEHELET,

/* Allocate a hash table for the encryption context */
int set_up_enc_ctx(struct aws_allocator *alloc, struct aws_hash_table *my_enc_ctx)

// Create encryption context strings
AWS_STATIC_STRING_FROM_LITERAL(enc_ctx_keyl, "Example");
AWS_STATIC_STRING_FROM_LITERAL(enc_ctx_valuel, "String");
AWS_STATIC_STRING_FROM_LITERAL(enc_ctx_key2, "Company");
AWS_STATIC_STRING_FROM_LITERAL(enc_ctx_value2, "MyCryptoCorp");
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// Put the key-value pairs in the hash table
aws_hash_table_put(my_enc_ctx, enc_ctx_keyl, (void *)enc_ctx_valuel, &was_created)
aws_hash_table_put(my_enc_ctx, enc_ctx_key2, (void *)enc_ctx_value2, &was_created)

Y2 a A0SO TFAMOEEARBRSA >V RZRMELET, X

(2. aws_cryptosdk_enc_ctx_clone #Z#EAL T, B TFANZEY S 32 (CO
E—L%d., IE—% my_enc_ctx ILREFLTWVWS LH —2NESRICEZRILETD &
NFTEERT,

BEAVTHFANIEY 3 0—8BTHY, v a nBEARICEE D /NTX—2 T
HYWEBA, ChiZKY, XVvE—D2@EEESHITDEDHICEY D a3 nBEHNf EHERY
HENEBETE, BITAYVE—D0IXNTOEIX NMIEAUBESLITFARNERAE L
BDEOICBVYET,

struct aws_hash_table *session_enc_ctx =
aws_cryptosdk_session_get_enc_ctx_ptr_mut(session);

aws_cryptosdk_enc_ctx_clone(alloc, session_enc_ctx, my_enc_ctx)

ATYT 5 XFHEBEBHLLET,

TL—2TFANOXFHZBESHTRICEK, BESILE—ROEY> 3T
aws_cryptosdk_session_process_full XV Y REFEALET, cOXVYY R,
AWS Encryption SDK /N—2 32 19x B&LV 22x TEAETh, IEANI—ZI TR
SILEBESILAICEFENTVET, ANU—ZIVIF—RZREBEITBICE,. L—TT
aws_cryptosdk_session_process ZHU'HL T,

E5ILTBBE, 7L—2TFARNTA=)LREADT A=K, BELTFART7 1=K
FEDT1—ILRTT, REATTITDE, ciphertext_output 74 —JLRIZIK, BELE
NEXY =2 (fl: EEOBS{LTFAN, BStEehizTF—2%F—, BS{ITFAN N
BENET, COBSENEXYE—2R, YR—FEhTVWR 7O FFEAWS

Encryption SDK O ZRAL TESTEE T,

/* Gets the length of the plaintext that the session processed */

size_t ciphertext_len_output;

if (AWS_OP_SUCCESS != aws_cryptosdk_session_process_full(session,
ciphertext_output,
ciphertext_buf_sz_output,
&ciphertext_len_output,
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plaintext_input,
plaintext_len_input)) {
aws_cryptosdk_session_destroy(session);
return 8;

}

ATYVT7T6:tv2aveEIIV-2TFYTLET,

BRATY T T, CMMEF—U 2 TIANDSRBEESLEY IV ERELET,

PHEBIZIEUT, Y2 arzHEETIC, AULF—VTJECMM TEY 3> Z2BRAL.,
XFHDESP, OX Y E—20BSHELFESZEITSENTEET, 50ty
2avEFERATBICIE, aws_cryptosdk_session_reset XV Y REFEAL T, E— K%
AWS_CRYPTOSDK_DECRYPT ICEEL F T,

XFIDES

COBID2EBEBEDOMI T, TOXFIOBESHKTFARNEZEUCHESENIEXY - ZESL
£

ATYT7T 1L IZ5—XFHzE0—R

C J—RFIE C++ JI— R T aws_cryptosdk_load_error_strings() XV v REFTHL
£9., FNYIICHEEICKRIDIS—HEHREO—RLET,

main XYY RATRE, 1 BETHOEHIBEN BT,

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

ATYVT 2. F =) T ZERLET,

TTF—2%EBTDE AWSKMS, BEEILAPINMRL EBEB{tehi Xy - %2 BLE

¥, Decrypt APl l& Z A0 AWSKMS key £ UTEZIFEVW EEBA. KD YIC., EREILU AWS KMS
ZERALTAWSKMSkey . BES{LICFERAL EEESXZESLET, L. AWS Encryption
SDK Tk, BB RVES AWS KMS keys BFlC TAWSKMS ¥—1 2V JZIBETEEXRT,

BETIR., BELENEXYE—20DES AWSKMS keys ICEAT2 OahEFEALTHF—U >
JEBRETEET, £z, BBROBENO—)L AWSKMS key TEREND OXEERAL
THF—UVIRERTRIELET, BEF—UVTICRTEN AWS KMS key Z LRV . AWS
Encryption SDK & ZfERALEE A, BELEF—1 Y AWS KMS keys T ZfEFA L THESLE
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Nfe7T—82%—% SDK A ESTERVWIFEE, ¥—1U2 7T AWSKMS keys ® HF—XF—DEES
LICERAE B, > h, BFTHLTICF—U T AWSKMS keys ® ZfFERAL TERETSDT Y
EAFAANBVES, EEFTHULEEERBLET,

B5F*—12TJ AWSKMSkey IC ZIEEETDEERE. TOF— ARN ZFHATIRHENHYE
To TAJUTAARN (&, BELF—UTITOIKEFAENET, AWSKMS F—1>J AWS
KMS keys T Z#BRITHHFEICOVTR., T, Z28BLTLKEEVAWS KMS ¥—1J T AWS
KMS keys T®H D&kl

COPITE, XFIOESH AWS KMS key ICERE D ENDEFL TREShEF—VT%
BEELET, COO—RZRTIBEIC, ¥F—ARN ZEMEF— ARN CEEBRAXT,

const char * key_arn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(key_azrn);

ATYV7 3wy areERLET,

FOT—R—EFx—US S aRALTEY IV EERBLET., VI aVEEERICRETD
i, Ev> 3> % AWS_CRYPTOSDK_DECRYPT E—RIZEREL £ 7,

F-UDT#FEALTEY IV ZEKLES, SDKARKTIRELZERALTF-—VTAD
SREMATEET, Ev>3a2E, TOAMPBI. F—V2IFTII I M OSRERE
LET. EY2a2eWEIIE, v 2a2eF—UV2IJOMANBRENTT. COSEND
VORERE, XFBEVI—DZBHE, ATV MFERPIBRENBVRSICTEIEHICE
AEXRT,

struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(alloc, AWS_CRYPTOSDK_DECRYPT,
kms_keyring);

/* When you add the keyring to the session, release the keyring object */
aws_cryptosdk_keyring_release(kms_keyring);

ATYT 4 XFHEESLET,

XFHeBETRICE, EERICEREEATWSEYS 32T
aws_cryptosdk_session_process_full XV Y REFEHAL FI, AWS Encryption SDK
N=232 19X BRUV 22X TEATNEZOXY Y RiF, IEAN)—Z2 T OB
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FOPESHDOLEHICHRIAETNTVWET, ANV—ZVIF—REZ0NEBITRICE, IL—TT
aws_cryptosdk_session_process ZHUOHLF T,

BE5ITIE, BSLTFARNTIA—ILREAATA—=ILR, TL=FTFFARNT71—=)LREED
714—)L RTY, ciphertext_input 714 —JLRIZIF., BB XV Y REES{KLITIESLE N
EAYVE—INEENET, REANRTITDE, plaintext_output 74 =)L RIZIE, 7L—
VTHFAN (EEENILE) XFEIHNFEENET,

size_t plaintext_len_output;

if (AWS_OP_SUCCESS != aws_cryptosdk_session_process_full(session,

plaintext_output,
plaintext_buf_sz_output,
&plaintext_len_output,
ciphertext_input,
ciphertext_len_input)) {

aws_cryptosdk_session_destroy(session);

return 13;

}

ATY T 5 BEAITHFANERIELET,

KBOBESHIAVTEFAN (XY E—DOESICEASNEZED) I, XY E—DOBES{LKIC
EELLEBSHKOVTHFARNEBENATVR L Z2BAELET, BSIUXTUTIINF—TI v —
(CMM) IC& 2T, XY E—D0BSEICEEL EBSAIYTFANIRTFIEME hDI5E
FHdH, EBOBSHICTFANIGE, BMOXRTHFEENDHEENHVET,

Tld& AWS Encryption SDK for C, SDK AR FEES{bE N XYy —J ICES{ITEFARNY
BENTVWS LY, ESHICESEIVTFANZEBETSIHERFRHYERA, EEL, 7L—
VTEFANODXY E—IARDEIC, BEESEKEEAL T, B2>EBSHITEFANNOIAN
TORTH, XvE—20ESCEATSNEESHKCICTFANNICHD EZ2RTABTHILEN
HhVET,

9., BV asRAONY I ITF—TIAOGEHBYEARA O 2EBBLET, CO/\VS 2
F—7INICE., AvE—C0ESICERAENAEESLITFFARMMEBENATVET,

const struct aws_hash_table *session_enc_ctx =
aws_cryptosdk_session_get_enc_ctx_ptr(session);

RIC, BEARFICIOE—LEmy_enc_ctx \Y 21 7—7IIAOBESILITFANEIL—T
LET, BELICEREhEmy_enc_ctx \Y22F—TILOERTH, ESICEAEhE
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session_enc_ctx \Y 2 21F—TIICRRENTVRZEAERALET, F—HFRO2HhS5EV
BEX, F—IHOENEEE. LBZELEL, IZ7—XVvtE—2J%2EEIAAKET,

for (struct aws_hash_iter iter = aws_hash_iter_begin(my_enc_ctx); !
aws_hash_iter_done(&iter);

aws_hash_iter_next(&iter)) {

struct aws_hash_element *session_enc_ctx_kv_pair;

aws_hash_table_find(session_enc_ctx, iter.element.key,
&session_enc_ctx_kv_pair)

if (!session_enc_ctx_kv_pair ||
laws_string_eq(
(struct aws_string *)iter.element.value, (struct aws_string
*)session_enc_ctx_kv_pair->value)) {
fprintf(stderr, "Wrong encryption context!\n");
abort();

}
ATYV7 6 ty>aresU-FyITLET,

SV TFANZERELES, Yy a 2 @FHE, FLEBANATEERY, v avzEE
RETIHVENHDHEE. aws_cryptosdk_session_reset XYY RZEFEHLET,

aws_cryptosdk_session_destroy(session);

AWS Encryption SDK .NET H

AWS Encryption SDK for .NET &, C# X0t NET 7OV Z IV IERETT 7
T—2araERRLTWAFROYN—[ATOIZA T NMIOBSILS A7) T
¥, Windows, macOS. Linux THR—KREhTWVWET,

(® Note

AWS Encryption SDK for NET ®/N—2 32 400 A XY E—JHEASEBLTVET
AWS Encryption SDK . ZD#HER, /N\—232 4,00 THES{LEhLEXY -2, NET
AWS Encryption SDK Al ®/N\—2 32 400 METOHKESTEEXT, TOMOTOTT X
VIERERTRESILTEEREA,

AWS Encryption SDK for .NET ®/X—>3 2 4.0.1 I&, AWS Encryption SDK XY — 1t
RIS TAYE—DZEEEIAK, OTOJSI VI EROEREMEEERTEET,
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F7AIRNTE, N—232401@F/N—>3>2 400 THEESLENEXYE—%ZEHE
BDLENTEET, EEL, N—232 400 THRELENEXYE—DEESHHLLEL
BWEEE, NetVs_0_0 RetryPolicy ZOAONT A ZIBELTIZAT R Zhsm

XYV tE—DZRmIASBVRDICTRDENTEET, FMICOVWTIE, GitHub @ aws-
encryption-sdk VAR N UJICH D v4.01 V) —A/—hZ2SBLTLEZ,

]]II|I

AWS Encryption SDK for .NET &, AT ® = AWS Encryption SDK T QD7 OT S JERBR

REFEBRNET,

T—2F—F vV 1 BFHR-—RERTLVEEA

(® Note

AWS Encryption SDK for NET ®/N\—> 3> 4x &, REOBESLIYTUT7ILF v 2
Y)1—320THBAWSKMS EEF—U > JZHR—BLTVET,

c ANU=Z2JF—RR@HR—KLTLWEEA
« .NET A AWS Encryption SDK #*5 OJRHEPAZXY JRL—AGFHWELA
o NUIETYT AWS SDK for .NET

AWS Encryption SDK for .NET Ik, DO TEREO/N—232 20X UEBTEAENEINTO
X1V T A BEENEENTVET AWS Encryption SDK, %7 L. AWS Encryption SDK for .NET
ZEALT, O20xKUHON—2I2DOROSERETCHESLENELT—22ESTRIHERE
AWS Encryption SDK, XY "XV KRRV —%2RBIIMEN HDEENHYVET, FHICOL
T, "TOSY XY BRRUS—OFRERZEI ZZRLUTSEZW,

AWS Encryption SDK for .NET (&, t#kZid 92 EXBRRILFFE TH S Dafny AWS Encryption
SDK D OHRmMTHY) ., RETHI—R, BLETANTHLHOFBATT, TOMR, #BEEDOERE
MERILETD 7L —LT—2I1Z, AWS Encryption SDK DBEEZRET DS54 T UNTEHHY)
FLU L,

FECB5

- RETZILIDVZXLAA—NDOIEE AWS Encryption SDK, BE{bLEhiF—2F—0#IE., AWS
KMSYILF)—23 > F—0FEABRE., THATDIAVEREITDFEOHFIOVTR., T, 25
BLUTLKEZVOEE AWS Encryption SDK,
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« AWS Encryption SDK for NET ZERA L 707522 J OFMIC DLW T, GitHub ® aws-
encryption-sdk J7RZ N M aws-encryption-sdk-net 4 LI KNUZSBL T EEV,

reEY D
« AWS Encryption SDK for NET Q4 2 AK—)L

« for NET AWS Encryption SDK @7 /\ v &'

« AWS Encryption SDK for .NET @) 45l

AWS Encryption SDK for NET ® 1 2> A K—)L

AWS Encryption SDK for .NET I& NuGet ® AWS.Cryptography.EncryptionSDK/NY T —2& L
THRATEET, AWS Encryption SDK for NET D4 > ARN—JLEBEDOFMIZ OV TIE, aws-
encryption-sdk-netJ7RZ KM README.md 77 /)L ZSBL T EE L,

N—>3> 3.x

AWS Encryption SDK for .NET @®/X—>3 2 3.x [&, Windows T® & .NET Framework 4.5.2 —
48 ZHR—KRLTVET, YR—RENTVRIIXNTOARL—FT AT AFTALT, NET
Core 3.0 AR & NET 5.0 LA EHR—NLE T,

N—>32 4x

AWS Encryption SDK for .NET ®/N\—> 32 4.x &, .NET 6.0 8 KT .NET Framework net48 LA
EEHR—NLTVET, /N\—2 3> 4x(Z1E AWS SDK for NET v3 ARETT,

AWS Encryption SDK for .NET Tl&. AWS Key Management Service (AWS KMS) ¥—Z#FERL T
W WEE SDK for NET TE., ARBETT, NuGet NV T —JERIZAVAN—IILENET, I
LU, AWSKMS ¥—ZFERALTVWSBEZKRE. AWS Encryption SDK for NET Tld AWS 77
TN, . AWSFREEEHR. FLFE AWS U—EREORFERFXEH Y EEA BEICKHLUTAWS
THOVRZEREITDHZELCOVTRE. "1 228BL TL<EEVWAWS Encryption SDK TH OfEA
AWS KMS,

for NET AWS Encryption SDK O F/\v &

AWS Encryption SDK for NET 2 O7 &#4MK L E£H A, for NET AWS Encryption SDK @ 5l 7\ (& i 54
XV tE—I7ERLETH, AZYIRNL—ARERENEEA,
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https://www.nuget.org/packages/AWS.Cryptography.EncryptionSDK
https://github.com/aws/aws-encryption-sdk/tree/mainline/AwsEncryptionSDK/runtimes/net/#readme
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TNV ITLXRTVWRSIZ, SDKfor NETAOOAJRREXLTEMCLTLKEEW, A5snOT L
I5—Xv+t—2 SDKfor NET &, TREL I >—% for NET AWS Encryption SDK D L5 —
SDK for NET EXBITBDICKIEET, SDKfor NET OFEBEDOFMIC OV TIE, " AWS SDK
for NET #AROY /N—744 K1 OAWSLoggings ZZBL T EEV, (COREY VZ2HERETSIC
(&. [NET Framework A7V R O3> ZRBELTSEZWV),

AWS Encryption SDK for .NET ® 4

RDOFIE. AWS Encryption SDK for NET T7 AV XU 92 EEIFERATHIERNEI—FT 1
DIONR—=2BRLTVWET, BEMICIE, AWS Encryption SDK EXTUFZIIL7ANA X —F 4
TSVEAVARALET, RIZ. XYY REFUHETEIC, XYY ROADZEETD AT
SIVRNEAVARVALLET, Chik, SDKfor NETTHEATZA—F 10 INZ—2 &L
PUTVWET,

RET7ILIVXLARAL—NDIEE AWS Encryption SDK, BEE{tEhicTF—XF—0HFIR,. AWS
KMSYILF)—23 > F—0FEABRE, THATDIAVEREITDFHEOHFIOVTR., T, 228K
LTLEEVDERE AWS Encryption SDK,

for NET Z2FRHL 7O 0F0MOEIZ DV T, GitHub AWS Encryption SDK M aws -
encryption-sdk'J/RZ NUJ M aws-encryption-sdk-net 1LV MJICHBHlESRL T
ZEL,

AWS Encryption SDK for .NET TOF—X QOEES1t

BT, F—REBWEILIDEHOEEANBENEZ—2ZRLTVET, 1 20F AWSKMS
YEVIF—TREEN LT —XF—ZHEALTPIEB T 7ML EZBSHLLET,

AT Y7 1: AWS Encryption SDK EXTUFIIL7ANA R =S4TV AV AR AILLET,

F£9. AWS Encryption SDK EXFUTIILTANA R =S4TV EA VARV ALLET, O
XYY REFHL T, F—2X% AWS Encryption SDK BESILB L OEFTLET, ¥XTUT7IL7O
NAZZATZIDOXVYY REFEALT, F—RX2REIHDF—EEETHDF—U T &ERL
79,

AWS Encryption SDK EXFTUTZIILTANAZE =S A TSV BA VAR AT B &K, NET
AWS Encryption SDK i ®/N\— 3> 3x £ 4x TERYET, XOFJEEFITNXT, .NETAWS
Encryption SDK | ®/X—2 32 3x &£ 4x DA TRALU T,

Version 3.x

// Instantiate the AWS Encryption SDK and material providers
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var encryptionSdk = AwsEncryptionSdkFactory.CreateDefaultAwsEncryptionSdk();
var materialProviders =

AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders(

Version 4.x

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

ATV 2. F—V)2TRAODADAT ST O N EERLE T,

F—UVIRERTZIEXYY RIZE, RISTRIANATSIIORNISANHY &
¥, Im&XF, CreateAwsKmsKeyring() XV Y ROADIFAT I T I RN EERTSIC
l&. CreateAwsKmsKeyringInput 75 ANA VAR ABERLET,

COF—UVTDANTE IIRL—2F— BEEShTUVELAN, KmsKeyId /N5 X—%
THEENDE—OKMS F—BIIXL—RF—EBYET, F—RERBBLTBF—RF—
EERL. BELLET,

COANATZITURNIE, KMSF—AWS U—>3> @ A0 AWS KMS

DZAT M RBETT, AWSKMS V547 N EERTBICIEK, T
AmazonKeyManagementServiceClient 75 A%Z A4 2 AR AL L&ET SDK for NET, /N7
X—#&75 L T AmazonKeyManagementServiceClient() dAARZ VR ZHVET E, 7
7HZINETOZAT Y M ERENET,

.NET AWS Encryption SDK i THES{tT2LEHICHFEHE D AWSKMS ¥—U I Tk, F—
ID, ¥F—ARN, TAUT AL, EFLEIAJVT7AARN ZFEAL TKMS F—ZHATEET,
BEICEAEND AWSKMS F—) 2T Tk, ¥F—ARN ZFEHL TH KMS F—Z#H 51T 5%
ENHYET. ESCESHF—V I Z2BRATRHEEE. IXTOKMS F—I(ZF— ARNID
ZFEALET,

string keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

// Instantiate the keyring input object
var kmsKeyringInput = new CreateAwsKmsKeyringInput

{

KmsClient = new AmazonKeyManagementServiceClient(),
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KmsKeyId = keyArn
};

ATYVT 3 F—UDTZERLET,
F—UDIRERTBICE. F—VITANATOI VRN EERALTEF—UYIXY Y REH

CHLET, COBITEE. KMSF—% 1 DETEE TS, 0 CreateAwsKmsKeyring() X
VY RZFEALTVWET,

var keyring = materialProviders.CreateAwsKmsKeyring(kmsKeyringInput);
ATY 7 4 BSAIVTFANZEERLET,

StV TFARNRATZIVTEN, OBSHEARL -3 TCRrREBHERENET AWS
Encryption SDK. 1 DL EDF S —IL Y RF—EEORTZEXZTEE T,

@ Note

.NET AWS Encryption SDK | ®/N\—> 3> 4x Tk, BEZES{HKITF AN CMM
ZEALT, INXTOBSILIITIARTESIKIAVTFANZERTEERT,

// Define the encryption context
var encryptionContext = new Dictionary<string, string>()
{
{"purpose", "test"}
};

ATYT 5 BEILADANAT IO N EERLET,

Encrypt() XV Y RZFTHTEIIZ, EncryptInput 75ANDA VAR AZERLET,

string plaintext = File.ReadAllText("C:\\Documents\\CryptoTest\\TestFile.txt");

// Define the encrypt input
var encryptInput = new EncryptInput
{
Plaintext = plaintext,
Keyring = keyring,
EncryptionContext = encryptionContext
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ATYVT 6. TL—2FTFANEREEHLET,

M Encrypt() XY Y R AWS Encryption SDK 2L T, ERLEF—UJEZFERAL TS
L—>FTFANZERESLLET,

Z® Encrypt() XYY RAIRT EncryptOutput Ik, BE{tEhiXyt&—2
(Ciphertext), BBV THFAN, PILIOAVALRAM—RZEEBETEIXY Y RFHYET,

var encryptOutput = encryptionSdk.Encrypt(encryptInput);
ATYT T BSEniXyE2—22BBLETD,

for NET AWS Encryption SDK @ Decrypt() XV Y R, EncryptOutputf AR~
ACiphertextd X/ N—&ZHBLET,

EncryptOutput A7 I 9 M0 Ciphertext XUN—E BEEhiE XY -2 THY), B
SltEhicF—2, BStEhitF—2F—, XAF—R (BS{LIVTFANEED) 28T
R—BTNATSIORNTY, BEMEThEXYE—EZREBBLLICAEL Y. Decrypt()
XYY REEFBLTTL—VTFARNEEBERTRDEETERT,

var encryptedMessage = encryptOutput.Ciphertext;

for NET O %% E— RT AWS Encryption SDK O ES

RARNTZVTAATR, FT—22B5T5RICEATAFT—EZEETDICEZHERLTVETH,
ik Strict E—REMEND AT 3> TF, AWS Encryption SDK i&, F—U I TEEL &
KMS *—DAaZFEAL THESXZESLET, BESHLF—VJAOF—ICR. F—R2ZESILL
EXF—NDPBELLEE1DEENTVEDREN HYET,

ZDfllk, NET B AWS Encryption SDK (Z& % Strict E— RTOEBILOER/NEZ—2FRL TV
7,

AT Y 7 1: AWS Encryption SDK 8K ITVFTILT7ANA R =S4 TS5V A AR AL E
9,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
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var mpl = new MaterialProviders(new MaterialProvidersConfig());

ATYVT 22F—VUVITROANFT TN EERLET,

F—UIXVY RONTA—BZEBETDICE. ANWATDSI VR EERLET. AWS
Encryption SDK for NET O&£—U>F XYY RIZIk, SISTBANATS IO B ET,
DI TlE, CreateAwsKmsKeyring() XV Y RZFEALTF—U 2T ZERLTVR S,
ABA® CreateAwsKmsKeyringInput 75 AZ A VAR A{LLTVET,

EEFXF—1)>2T T, F—ARN Z2FHAL TKMS ¥— ZIEETI2HENf HV)ET,

string keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

// Instantiate the keyring input object

var kmsKeyringInput = new CreateAwsKmsKeyringInput

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsKeyId = keyArn

I

ATYT 3 F—UVITZERLET,

BESHF—V T ZERTHDEHIC., ZOHITEF CreateAwsKmsKeyring() XV Y R&F—1)
DIOANATS IO RNEFERLET,

var keyring = materialProviders.CreateAwsKmsKeyring(kmsKeyringInput);

ATV 4 ESILADANAT IO RNEERLET,

Decrypt() XYY ROANAT IO NEERKTBICIE, DecryptInput VT AEA AR
AMELET,

DecryptInput() AVARZ U XD Ciphertext /N X—& &, Encrypt() XV v RARL
7= EncryptOutput #7< T U MN® Ciphertext X /N—%ZZITH) £9, Ciphertext 7’0
NTARBEEhEEXYE—2 ZRUET, ChIZE, AWS Encryption SDK A" XY —2
NDESHICBERBESKENET—2, BElEhTF—2F— XEF—ZNEEFNET,

.NET AWS Encryption SDK fl ®/N\—2 32 4x Tk, #7232 ® EncryptionContext/\Z
X—ZZFEAL T, Decrypt(OXYY RTHBENIIVTHFANEZETEEXT,
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—® EncryptionContext NS X—XZFEAL T, BESEICERAENEESLITFAN
N, BEXOESHICERATALEESILITFANMNIEENTVR L ZHRELET, . T
7ALNNOTILIVAXLRLA— R BEDBEFETIIVAXLAA—NZFERALTVREE, T
DENBREEUCARTEESILITF AN AWS Encryption SDK IZEEMML T,

var encryptedMessage = encryptOutput.Ciphertext;

var decryptInput = new DecryptInput

{

Ciphertext = encryptedMessage,

Keyring = keyring,

EncryptionContext = encryptionContext // OPTIONAL
};

ATYT 5 BEENEESHKLET,

var decryptOutput = encryptionSdk.Decrypt(decryptInput);

ATYVT7 6 BBV TFANEHBELET —/N\—2 32 3x

for NET ®/N—> 3> 3.x AWS Encryption SDK @ Decrypt() XV VY RiF, BES{LI>TFAK
ZEALECA. BEILENEXYE—DOXETF—RASESILOAVTFANDEZREBLE
T, L, ZL—2FTFAMZBRLUEYFEALEY TSHIIC. BEXOESICERAL LESL
OAVFHAR, BEABICEEL LRSIV TF AN BEATVA L ERBTH LN
RANTZO9F14ATT,

BSLICEALEESAOTFARN, BESXOEBESICEATShABSHIYTFAN
BENTVB L ZBRLET, . F7ALNNOTILIAVAXLARLMN—RNEEDBBEFETI
JUALARAM—REZFEALTVWSREBE, TORIINBRESCARTEZESILITHF AN AWS
Encryption SDK IZBIIL £ 9,

// Verify the encryption context
string contextKey = "purpose";
string contextValue = "test";

if (!decryptOutput.EncryptionContext.TryGetValue(contextKey, out var
decryptContextValue)

|| 'decryptContextValue.Equals(contextValue))
{

throw new Exception("Encryption context does not match expected values");

}
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AWS Encryption SDK for NET O#HF—V T EFERAL LES

BEEHICKMS F—ZBETEINDTELEL, KMSF—ZEELBVF—U I THSD AWS KMS
TAAAN)—F—D) 2T ZRBMTEXRT, REF-V I 2EATHIE, FOHL AN F—ICWT
PEETIVELAHFIZFE>TVWSMRY ., AWS Encryption SDK (FEES{te i KMS F—&ZFAL T
TF—REEETEET, RANTTIVFT1RELT, AWSTHINBEODN—FT142 3> THE
HATZEDKMS ¥—%#IRITH2BHET7 I EX—ZEBMLET,

AWS Encryption SDK for NET IZl&., AWSKMS V9547 N EaMBLITHEERNBEREF—1U >
TJENDULED ZEETIVXEN GAIBRENILFF—UVIFrAZEENTVET AWS U= 3
Vo VTATURE=232RGELESE, BEENEXYE—DOES{LICERATE S KMS
F—2HRLET, EBSOF—UVIOANATZIIVNIE, ERFARAANI—T 1)L
S—HFERAENET,

ROBIE, AWSKMS 74 AAN)—F =D T EFAAAN)—T 1)L 2—2FRALTF—X%
BTN EZ—2Z2RLTVET,

AT Y7 1: AWS Encryption SDK EXTUTLNTANA A=A TSV A2V ARV AILLET,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

ATYT2F—VVIRDANFT TV N2 LET,

F—UIXVY RONTA—BZBETDICE. ANWATDSI O EERLET. AWS
Encryption SDK for NET O &F—U 2T XYY RIZIE, RBITDANFT IO BYET,
CDOFITIE, CreateAwsKmsDiscoveryKeyring() XV v RZFEAHALTF—U T ZERL T
WB7H, ABAD CreateAwsKmsDiscoveryKeyringInput 95 A& A AZR 2 A{LL TV
£,

List<string> accounts = new List<string> { "111122223333" };

var discoveryKeyringInput = new CreateAwsKmsDiscoveryKeyringInput
{
KmsClient = new AmazonKeyManagementServiceClient(),
DiscoveryFilter = new DiscoveryFilter()
{
AccountIds = accounts,
Partition = "aws"
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}

};
ATYVT 3 F—U 2T RERLET,

BEIF—DTZ2ER TR O, COFITE CreateAwsKmsDiscoveryKeyring() X
VY REF—VIIAAAFAT DT O EFEALET,

var discoveryKeyring =
materialProviders.CreateAwsKmsDiscoveryKeyring(discoveryKeyringInput);

ATV 4 ESILAODANAT IO NEERLET,

Decrypt() XYY ROAANFAT DT U NEERTBICIE. DecryptInput V5 REA AR
AU ET, Ciphertext NTX—ZD{ElE. Encrypt() XV Y RAIRT EncryptOutput 7
7219 M0 Ciphertext X /N—T79,

NET AWS Encryption SDK A ®/N\—2 32 4x Tk, 723> ® EncryptionContext/\Z
X—2%ZFEAL T, Decrypt()XVY RTHESHIATHFARNEEETEET,

—® EncryptionContext N X—RZFEAL T, BS{LEICEAENEESHLITFAN
F.BESXOESHICERAETCAEES{EOTFANMIEENTVSR L ZRAELET, K. T
72)LRNOFTILIAVALAM—REEQBBRFETIIVALARAAM—MEFERALTWVWREE, 7
DRINBREEEURTEEFSILITF AN AWS Encryption SDK IZEMML £ 9,

var ciphertext = encryptOutput.Ciphertext;

var decryptInput = new DecryptInput

{

Ciphertext = ciphertext,

Keyring = discoveryKeyring,

EncryptionContext = encryptionContext // OPTIONAL
}i2

var decryptOutput = encryptionSdk.Decrypt(decryptInput);

ATV 5 BBV THFANEERLET —/N—>2 3> 3x

for NET ®/N\—2 3> 3.x AWS Encryption SDK @ Decrypt() XV VY Rik, TESLIVTF
ANEFEALFH ADecrypt()e BELENLEXYE—DOXEF—RASBESHITHFAN
NEZRBLET, LEL, 7L—FTFANZRLEVFERALLEY TSHIIC, BEXDOESIC
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ERALEESHIYTHFANI, BSLKICEELEESHAIYTFAMEBEATVS L ZE
BEBIBDEARANTZIT41ATT,

ESILTEASNEESHKITFARN, BEXOESICEAENEESIY TFANC
BENTVB L Z2BRALET, G, F7ANMOTILIVAXLAA—RNBEEDBERETIL
dVALAAM—REZFERALTVREBE, TORIINBRZECARTZES{LITFAN AWS
Encryption SDK IZEL £,

// Verify the encryption context
string contextKey = "purpose";
string contextValue = "test";

if (!decryptOutput.EncryptionContext.TryGetValue(contextKey, out var
decryptContextValue)

| | !'decryptContextValue.Equals(contextValue))
{

throw new Exception("Encryption context does not match expected values");

}

AWS Encryption SDK Go H

COREY U TIE, AWS Encryption SDKforGo 4/ ARN—=)LUTHERT D HEICOVWTEAL
F¥9., AWS Encryption SDK for Go ZFEAL 7O Z X J OFMIC DOV T, GitHub ® aws-
encryption-sdk UARZ RUD go FA LI NV ZSRLTSEE,

AWS Encryption SDK for Go l&, LA T ® = AWS Encryption SDK T QD7 OS5I JERBRE
EFEBYET,

s F=BF—F Y VAP R—RNENTVERA, Z7ZL. AWS Encryption SDK for Go &, £
BOBSHUITUTILFYyY21Y)1—-—23 0 THBDAWSKMS EEF—) T &2YR—KLT
WET,

c ANU=Z2IJF—RR@HYR—KLTVWEEA

AWS Encryption SDK for Go IZI&, DHDFTEEREO/N—T3 2 20X UBTEAENLZITNTO
EF 21T 1 EEENEENTLVET AWS Encryption SDK, %7 L., AWS Encryption SDK for Go
ZEALT, O20xKUEION—23 20RO EBERETHESCEhLET—22ESTREE
AWS Encryption SDK, I=ZY "XV RNKRD S —%ZFABITDIMEN HBBENHYET, FMICOV
Tk, "V RXURNRUD—OFELZEI 22RBLTLEE L,
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AWS Encryption SDK for Go I&. Dafny @ D& fm AWS Encryption SDK TH V), & ZER TS E
XNBRIASE, RETDZII—R, BLRUETARNTZEHDOEATT, TOER, HEED ERM %R
I257L—LT—2IZ, AWS Encryption SDK D¥ERER RE T DS A TS UNTEHHNFVEL

FECB5

« RETZILDVAXLAS—NDOIEE AWS Encryption SDK, BEB{tEhiEF—2F—DH#IPR, AWS
KMSYILF)—23a > F—0FEARBRE, THATDIAVEREITDFHEOHFAIOVTR., T, 25
BLUTLKEZVOEE AWS Encryption SDK,

« AWS Encryption SDK for Go ZFREL THEA T2 HEN0HIIC DLW Tk, GitHub ® aws-encryption-
sdk URZ KU D Go 0 flE#SRBL TS EE V),

=R
- BIREZMH
« A1AKR—=I

Bl fR SR

AWS Encryption SDK forGo Z4 AR —ILT D HIIZ, ROBEREZFHI HZDEEE2BRELTLSES
Wo

Go DHR—KEnTWBAN—T3>
Go (ZIF Go 1.23 AWS Encryption SDK SAEA"BRETT,

Go MDA IVO—REAVARN=IOFMMIOVTE, "GoDAVAR—I, Z25RBLTLKEE
W

12AM=

AWS Encryption SDK for Go O &#/N—2 3 Z A2 AN—)LLET, AWS Encryption SDK for Go
NDAVARN=)LEBEDOFHMICDOWVWTIE, GitHub @ aws-encryption-sdk URZ KU D go T4 L&
NJIZ%% README.md 25BRL TS &L,

BHN—23a2 A ARN—LTBICE

« AWS Encryption SDK for Go @14 > A ~K—JL
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https://go.dev/doc/install
https://github.com/aws/aws-encryption-sdk/tree/mainline/releases/go/encryption-sdk/README.md
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go get github.com/aws/aws-encryption-sdk/releases/go/encryption-sdk@latest

« BEWUXTUTLTONAAZ—F4TZ) (MPL) 24 AR—ILT S

go get github.com/aws/aws-cryptographic-material-providers-library/releases/go/mpl

AWS Encryption SDK for Java

O REY VT, AWS Encryption SDK for JavaZ 4 > ARN—=)LLTERT S HFEICDOVWTEHHA
LET, 2FERALEZ7OT S I T OFMIC DL TIEE AWS Encryption SDK for Java, GitHub @
aws-encryption-sdk-java VIR M) ZSBL T EEW, APIORFIXNIDOVWTIE, AWS
Encryption SDK for Java® Javadoc ZZ8BL TS &\,

ReEY D

- BIREH

« 1A=L

« AWS Encryption SDK for Java 4l

BB SR AF

A4 AN=)LFBHEIC AWS Encryption SDK for Java, XDEIRZ4NHD L 2HERL T EE
(A

Java FRIRIE

Java 8 LUIBBEN MBIV ET, Oracle DV I TH A NT JavaSE OA I O— RIZBH
L. Java SE Development Kit (JDK) 20 >O—RL T, 1AM =L ET,

Oracle JDK Z A9 %1548k, Java Cryptography Extension (JCE) EHIREENDEER ) S —
7740202 O0—RLT, 1 VARN—ILTBIUENBYVET,

Bouncy Castle

(Z (& Bouncy Castle AWS Encryption SDK for Java A % ET Y,

« AWS Encryption SDK for Java /\—2 3> 1.6.1 LA Tk, Bouncy Castle Z B L THEE{LA
TOTOREDUTIMEBRTE D TILILLET, COEHERBAETICIE. Bouncy Castle
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https://aws.github.io/aws-encryption-sdk-java/
https://www.oracle.com/java/technologies/downloads/
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
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% /= I& Bouncy Castle FIPS Z A T& £9, Bouncy Castle FIPS D1 VA R— LB LK VERE
ICDWTIF, Bouncy Castle FIPS D RFIX NOBFICI—HY—HA REeEFI1UFT 1K
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« LBIO/N—2 3> M Tk, Bouncy Castle ® cryptography API for Java AWS Encryption SDK
forJava ZEAL TVWET, COEHE, FIPS IEX D Bouncy Castle IC& 2 TOHEE h
9,

Bouncy Castle A% W i54& (&, Java A Bouncy Castle DA D> O— RICBEL T, JDK ICHE
ITH7OANAEZ—T 740N E2RX D O—RULET, £/, Apache Maven ZERAL T, EEND

Bouncy Castle 7'0/\ 4 & — (bcprov-ext-jdk150n) ® 7 —7F 4 7 7 27 KX Bouncy Castle FIPS

(bofips) D7 —F 4 77 O NERBT B L ETEET,

AWS SDK for Java

DN—23>2 3x Tk, AWSKMS F—U>J&#FERAL TLVWEWESTE AWS SDK for Java
2.X, AWS Encryption SDK for Java % ETT,

IN—= 32 2.x BLEID AWS Encryption SDK for Java Tlk, FEH4EDH V) £ A AWS SDK for
Java, =L, YAZ—F—70O/N14 X —& L T AWS Key Management Service (AWS KMS)
ZEATBICE. AWS SDK for Java "% E T, AWS Encryption SDK for Java /N\—2 3 >
2.4.0 LABE, AWS Encryption SDK for Java l&. 1.x & &K U 2.x A® AWS SDK for Java. AWS
Encryption SDK code ®/N\—> 3> AWS SDK forJava1.x & 2x DS ZHEERTEE T,
EAE. AWS SDK for Java 1.x ZH7R— 9% AWS Encryption SDK J— R TF—X Z B
SL, ZYR—PNTHI—RZFEAL TESILTEERT AWS SDK for Java 2.x (FFED
¥ ), 2.4.0 &) AWS Encryption SDK for Java BID/N—23 >0 (&, AWS SDK for Java 1.x @
HREFR—RLTVWET, ON—2 3 OEHIC DOV TIE AWS Encryption SDK, T, Z#5 8L
TLEEZLVDOEBIT AWS Encryption SDK,

AWS Encryption SDK for Java J1— R %Z AWS SDK for Java 1.x A5 ICE# 9% & & (& AWS SDK
for Java 2.x, AWS SDK for Java 1.x MAWSKMSA > Z—T7 T 4 ANDSB%E OKmsClientA
VBR—TIAANDSRICEZETR A I AWS SDK for Java 2.x, AWS Encryption SDK for Java
l& KmsAsyncClientf VX —T7 I A AZHR—KNLTVWEHBA, £, kms BEIZEORDY)
(2. kmssdkv2 BRIZE O AWSKMSBEEA 72TV N EFEATALSICI—REEHL TLKE
A

A4 AM=ILT3ICIE AWS SDK for Java, Apache Maven ZEFAL £7,

- KEFEBHEL T AWS SDK for Javat kx4 AR— KT 2ICE. pom.xml 77 AL TENEE
SLET,
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« £ 21—)L AWS KMS in AWS SDK for Java 1.x ICD & KFZEBREERTDICEE. BFEDTE
T1—)LEIEETHFIEICH, artifactId%Z ([CEREL F9aws-java-sdk-kmso

« AWS KMS £ 1—)L in AWS SDK for Java 2.x ICD XK FEREERTDICIE. BE
NEDI1I-I)INZEETDFIEICHLVET, groupIld Z software.amazon.awssdk
(C, artifactId & kms IZEREL F 9,

TOMDEERIICOVWTRE, T FROY/N=FA R, ® AWS SDK for Java "1.x & 2.x Mi&
W, Z22RBLT<EE W, AWS SDK for Java 2.x

AWS Encryption SDK RO Y /)N—H 4 R®D Java Ok, ZEHL E9 AWS SDK for Java
2 .Xo

1 2AN=)

AWS Encryption SDK for JavaD&#/N—> 3> &4 2 AN —ILET,

(@ Note
2.0.0 & V) AWS Encryption SDK for Java BI® ®FXTDH/N— 3 2 lFend-of-support 7 T —
ACHYET,

IN—=32 2.0x BAEA S AWS Encryption SDK for Java D& #FH/N—> 3 2 ICJ— RPF—
REBFRTICRLICEHMTEERT, £LEL. N—23220xTEAEThLEZHLLEFD
)7 A BECETNEREN DY EREA, 17X RYBIO/N—23 D5 2.0x LABEO/N—
TAVICEHFHITBICE. £ AWS Encryption SDKOBRF D 1.x /N— I3V ICEHTIHE
NFHYWET, HHEICOVTIEE, "TOEIT AWS Encryption SDKy ZSBL TS EE V),

&, JX® AWS Encryption SDK for Java 532 TA VAN =)L TEEXT,
FE

A4 AR—=)LFBIZIE AWS Encryption SDK for Java, aws-encryption-sdk-java GitHub 'J 7R
NoooO—>2&ERTSHA, FOO0—KRLET,
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<groupId>com.amazonaws</groupIld>
<artifactId>aws-encryption-sdk-java</artifactId>
<version>3.0.0</version>

</dependency>

SDKZAAR=ILES, COHA RD Java J— RfFl& GitHub @ Javadoc Z# R THRBL £,

AWS Encryption SDK for Java 4l

ROFlE, ZEHALTF—2% AWS Encryption SDK for Java BBt HE K EB T2 HE%E KL
TVET, chsoflik, ON—232 3xUBREFERATSHZEZTRL TWET AWS Encryption
SDK for Java, M/Y—= 32 3.x IZI& AWS Encryption SDK for Java A" 4 ZE T 9 AWS SDK for Java
2.Xo M/N—2 3> 3.x [& AWS Encryption SDK for Java, YAZ—F—7JONA A —%F—1) 209
CBEMAET, IN—23EFEHTZHICOVTIEE, GitHub ® aws-encryption-sdk-java 'J RS
RODOUD)—AVARNTERAFOU) —RZRELTLEZV,

ReEY D

- XFHOBEEERS

c NMBPANJ—LDOES{LEES

e INFF—VJ%ZFERALENAMNARN)—LDBESILEES

NFIOESERS

ROFIE, OIN—2 3> 3.x ZERAL TXFES| AWS Encryption SDK for Java ZBES LB R TEF
T2FEERLTVET, XFINEFEATIEIC/NA NEIICERLET,

COPITE. AWSKMS F—U VT ZBEALEXT, AWSKMS ¥F—UZV I THESILTBEE. F—
ID. F—ARN, T/ UTRAE, FLEIAJT7AARN ZFEALTKMS ¥—Z&BRTEXT, BS
TBHEERF, F—ARN ZEALTKMS F—ZBRIT2HLEN BT,

encryptData() XV VY RZHRTHT E, BELTFAN, BELEhiTF—2F— BES{LIY
THFANZECES{tE Nz XY t—2 (CryptoResult) NMREhE T, CryptoResult # 7T
2 NT getResult 2T &, BEELENEXY2—T 0 Base-64 TL 11— RENLEXFS
N—=23aUHBREN, decryptData() XYY RICETCENTEDELSICBYET,

BE&IC, ZHUOH T E&decryptData(), BENBCryptoResult A7 IO NCRKTL—2FTF
AMNAYE—2E AWSKMSkey ID AFE8FENET, 77UT—2a h 7 L—2TFANERTH
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IZ. BEE XY E—20 AWSKMS key ID EBES{EOV TFARNNBEER THD L%z
HmIELET,

// Copyright Amazon.com Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

package com.amazonaws.crypto.keyrings;

import com.amazonaws.encryptionsdk.AwsCrypto;

import com.amazonaws.encryptionsdk.CommitmentPolicy;

import com.amazonaws.encryptionsdk.CryptoResult;

import software.amazon.cryptography.materialproviders.IKeyring;

import software.amazon.cryptography.materialproviders.MaterialProviders;

import
software.amazon.cryptography.materialproviders.model.CreateAwsKmsMultiKeyringInput;

import software.amazon.cryptography.materialproviders.model.MaterialProvidersConfig;

import java.nio.charset.StandardCharsets;
import java.util.Arrays;

import java.util.Collections;

import java.util.Map;

/**
* Encrypts and then decrypts data using an AWS KMS Keyring.

*

* <p>Arguments:

* <ol>
& <li>Key ARN: For help finding the Amazon Resource Name (ARN) of your AWS KMS
customer master

& key (CMK), see 'Viewing Keys' at

& http://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html
* </ol>

*/

public class BasicEncryptionKeyringExample {

private static final byte[] EXAMPLE_DATA = "Hello
World".getBytes(StandardCharsets.UTF_8);

public static void main(final String[] args) {
final String keyArn = args[0];

encryptAndDecryptWithKeyring(keyArn);
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}

public static void encryptAndDecryptWithKeyring(final String keyArn) {

// 1. Instantiate the SDK

// This builds the AwsCrypto client with the RequireEncryptRequireDecrypt
commitment policy,

// which means this client only encrypts using committing algorithm suites and
enforces

// that the client will only decrypt encrypted messages that were created with a
committing

// algorithm suite.

// This is the default commitment policy if you build the client with

// “AwsCrypto.builder().build()"

// or “AwsCrypto.standard() .

final AwsCrypto crypto =

AwsCrypto.buildex()

.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

// 2. Create the AWS KMS keyring.
// This example creates a multi keyring, which automatically creates the KMS
client.
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMultiKeyringInput keyringInput =
CreateAwsKmsMultiKeyringInput.builder().generator(keyArn).build();
final IKeyring kmsKeyring =
materialProviders.CreateAwsKmsMultiKeyring(keyringInput);

// 3. Create an encryption context

// We recommend using an encryption context whenever possible

// to protect integrity. This sample uses placeholder values.

// For more information see:

// blogs.aws.amazon.com/security/post/Tx2LZ6WBJJANTNW/How-to-Protect-the-Integrity-
of-Your-Encrypted-Data-by-Using-AWS-Key-Management

final Map<String, String> encryptionContext =

Collections.singletonMap("ExampleContextKey", "ExampleContextValue");

// 4. Encrypt the data

final CryptoResult<byte[], ?> encryptResult =
crypto.encryptData(kmsKeyring, EXAMPLE_DATA, encryptionContext);

final byte[] ciphertext = encryptResult.getResult();
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// 5. Decrypt the data
final CryptoResult<byte[], ?> decryptResult =
crypto.decryptData(
kmsKeyring,
ciphertext,
// Verify that the encryption context in the result contains the
// encryption context supplied to the encryptData method
encryptionContext);

// 6. Verify that the decrypted plaintext matches the original plaintext
assert Arrays.equals(decryptResult.getResult(), EXAMPLE_DATA);

}

NARAN)—LOBS{LEES

ROBlE, ZERALT/NA MAKU—LA AWS Encryption SDK ZEES{LE R TES T2 HEZERL
TVWERT,

COPITIE, RawAES F—U > J = ERALE T,

E5{tTBEEICIE, AwsCrypto.builder() .withEncryptionAlgorithm() XV ¥ R#zfEH
LT, FORLBAOBVTILIVALALN—NEEBELET, BSLEIC, BES{LTFANBSR
BLTHBDEZMRITBDEHIC., ZOFITE createUnsignedMessageDecryptingStream()
XYYy RzeFEALE T, createUnsignedMessageDecryptingStream() XV v RiEk, &I
EREF OBSNZRETDERMLET,

FORNBREEEUT7AINOTILIIVAXLALMA—RNTHESILTEDEHEE. XOFIZRTRDIC,
KH V) IZ createDecryptingStream() XV Y RZEFEALE T,

// Copyright Amazon.com Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

package com.amazonaws.crypto.keyrings;

import com.amazonaws.encryptionsdk.AwsCrypto;

import com.amazonaws.encryptionsdk.CommitmentPolicy;

import com.amazonaws.encryptionsdk.CryptoAlgorithm;

import com.amazonaws.encryptionsdk.CryptoInputStream;

import com.amazonaws.encryptionsdk.jce.JceMasterKey;

import com.amazonaws.util.IOUtils;

import software.amazon.cryptography.materialproviders.IKeyring;
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import
import
import
import

import
import
import
import
import
import
import
import
import

/**

* <p>

software.amazon.cryptography.materialproviders.MaterialProviders;
software.amazon.cryptography.materialproviders.model.AesWrappingAlg;
software.amazon.cryptography.materialproviders.model.CreateRawAesKeyringInput;
software.amazon.cryptography.materialproviders.model.MaterialProvidersConfig;

java
java
java

.io.FileInputStream;
.io0.FileQutputStream;
.i0.I0Exception;
java.
java.
java.
java.

nio.ByteBuffer;
security.SecureRandom;
util.Collections;
util.Map;

javax.crypto.SecretKey;
javax.crypto.spec.SecretKeySpec;

* Encrypts and then decrypts a file under a random key.

* <p>

* Arguments:

* <ol>

* <]i>Name of file containing plaintext data to encrypt
* </o0l>

* <p>

* This program demonstrates using a standard Java {@link SecretKey} object as a {e@link
IKeyring} to
* encrypt and decrypt streaming data.

*/

public class FileStreamingKeyringExample {
private static String srcFile;

public static void main(String[] args) throws IOException {
srcFile = args[0];

// In this example, we generate a random key. In practice,
// you would get a key from an existing store
SecretKey cryptoKey = retrieveEncryptionKey();

// Create a Raw Aes Keyring using the random key and an AES-GCM encryption
algorithm
final MaterialProviders materialProviders = MaterialProviders.builder()
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.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateRawAesKeyringInput keyringInput =

CreateRawAesKeyringInput.builder()

.wrappingKey(ByteBuffer.wrap(cryptoKey.getEncoded()))
.keyNamespace("Example")
.keyName ("RandomKey")
.wrappingAlg(AesWrappingAlg.ALG_AES128_GCM_IV12_TAGl6)
.build();

IKeyring keyring = materialProviders.CreateRawAesKeyring(keyringInput);

// Instantiate the SDK.

// This builds the AwsCrypto client with the RequireEncryptRequireDecrypt
commitment policy,

// which means this client only encrypts using committing algorithm suites and
enforces

// that the client will only decrypt encrypted messages that were created with
a committing

// algorithm suite.

// This is the default commitment policy if you build the client with

// “AwsCrypto.builder().build()"

// or “AwsCrypto.standard() .

// This example encrypts with an algorithm suite that doesn't include signing
for faster decryption,

// since this use case assumes that the contexts that encrypt and decrypt are
equally trusted.

final AwsCrypto crypto = AwsCrypto.builder()

.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)

.withEncryptionAlgorithm(CryptoAlgorithm.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY)
.build();

// Create an encryption context to identify the ciphertext
Map<String, String> context = Collections.singletonMap("Example",
"FileStreaming");

// Because the file might be too large to load into memory, we stream the data,
instead of

//loading it all at once.

FileInputStream in = new FileInputStream(srcFile);

CryptoInputStream<JQceMasterKey> encryptingStream =
crypto.createEncryptingStream(keyring, in, context);

FileOutputStream out = new FileOutputStream(srcFile + ".encrypted");
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IO0Utils.copy(encryptingStream, out);
encryptingStream.close();
out.close();

// Decrypt the file. Verify the encryption context before returning the
plaintext.

// Since the data was encrypted using an unsigned algorithm suite, use the
recommended

// createUnsignedMessageDecryptingStream method, which only accepts unsigned
messages.

in = new FileInputStream(srcFile + ".encrypted");

CryptoInputStream<JceMasterKey> decryptingStream =
crypto.createUnsignedMessageDecryptingStream(keyring, in);

// Does it contain the expected encryption context?

if
(!"FileStreaming".equals(decryptingStream.getCryptoResult().getEncryptionContext().get("Exampl
{

throw new IllegalStateException("Bad encryption context");

// Write the plaintext data to disk.

out = new FileOutputStream(srcFile + ".decrypted");
IO0Utils.copy(decryptingStream, out);
decryptingStream.close();

out.close();

/**
* In practice, this key would be saved in a secure location.
* For this demo, we generate a new random key for each operation.
*/
private static SecretKey retrieveEncryptionKey() {
SecureRandom rnd = new SecureRandom();
byte[] rawKey = new byte[16]; // 128 bits
rnd.nextBytes(rawKey);
return new SecretKeySpec(rawKey, "AES");

RWFF—V2T2FERLENAMARN)—LOBES{LEES

ROFIE, YILFF—1)>%S AWS Encryption SDK T Z#FRA T3 HEZZRLTVWET, VILFF—
)0 %FERALTTF—RE2BHILTIHEEAE. TOF—VIILEENIEEOSVEITX—%M
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RALTZOT—2%ZEETEXRT, COHITIE. AWSKMS F—U>J& RawRSAF—U > T %
FF—UJELTEALET,

BTk, FORILBREEELT AN NOTIILIAVALARAL—FTHESILLET, ARNU—Z

VUR, BREEMTFIVINE, TORIINBREZRIETSEICT L —>TF A KN%E AWS Encryption
SDK VU —AL&ET, BENMRIAENDETTL—2FTFANZFERALBEVKRDICTSEH, D

BT 7TL—TFANENYTTITL, BSILBRTRIEF T TLEEZICOAT A RAVICE
EFRAKET,

// Copyright Amazon.com Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

package com.amazonaws.crypto.keyrings;

import com.amazonaws.encryptionsdk.AwsCrypto;

import com.amazonaws.encryptionsdk.CommitmentPolicy;

import com.amazonaws.encryptionsdk.CryptoOutputStream;

import com.amazonaws.util.IOUtils;

import software.amazon.cryptography.materialproviders.IKeyring;

import software.amazon.cryptography.materialproviders.MaterialProviders;

import
software.amazon.cryptography.materialproviders.model.CreateAwsKmsMultiKeyringInput;

import software.amazon.cryptography.materialproviders.model.CreateMultiKeyringInput;

import software.amazon.cryptography.materialproviders.model.CreateRawRsaKeyringInput;

import software.amazon.cryptography.materialproviders.model.MaterialProvidersConfig;

import software.amazon.cryptography.materialproviders.model.PaddingScheme;

import java.io.ByteArrayInputStream;

import java.io.ByteArrayOutputStream;

import java.io.FileInputStream;

import java.io.FileOutputStream;

import java.nio.ByteBuffer;

import java.security.GeneralSecurityException;
import java.security.KeyPair;

import java.security.KeyPairGenerator;

import java.util.Collections;

* <p>
* Encrypts a file using both AWS KMS Key and an asymmetric key pair.

* <p>

* Arguments:
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* <ol>

* <li>Key ARN: For help finding the Amazon Resource Name (ARN) of your AWS KMS key,

& see 'Viewing Keys' at http://docs.aws.amazon.com/kms/latest/developerguide/
viewing-keys.html

*

* <]i>Name of file containing plaintext data to encrypt

* </o0l>

* <p>

* You might use AWS Key Management Service (AWS KMS) for most encryption and
decryption operations, but

* still want the option of decrypting your data offline independently of AWS KMS. This
sample

* demonstrates one way to do this.

* <p>

* The sample encrypts data under both an AWS KMS key and an "escrowed" RSA key pair

* so that either key alone can decrypt it. You might commonly use the AWS KMS key for
decryption. However,

* at any time, you can use the private RSA key to decrypt the ciphertext independent
of AWS KMS.

* <p>

* This sample uses the RawRsaKeyring to generate a RSA public-private key pair

* and saves the key pair in memory. In practice, you would store the private key in a
secure offline

* location, such as an offline HSM, and distribute the public key to your development
team.

*/
public class EscrowedEncryptKeyringExample {

private static ByteBuffer publicEscrowKey;
private static ByteBuffer privateEscrowKey;

public static void main(final String[] args) throws Exception {
// This sample generates a new random key for each operation.
// In practice, you would distribute the public key and save the private key in
secure
// storage.
generateEscrowKeyPair();

final String kmsArn = args[0];
final String fileName = args[1];

standardEncrypt(kmsArn, fileName);
standardDecrypt(kmsArn, fileName);

escrowDecrypt(fileName);
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}

private static void standardEncrypt(final String kmsArn, final String fileName)
throws Exception {
// Encrypt with the KMS key and the escrowed public key
// 1. Instantiate the SDK
// This builds the AwsCrypto client with the RequireEncryptRequireDecrypt
commitment policy,
// which means this client only encrypts using committing algorithm suites and
enforces
// that the client will only decrypt encrypted messages that were created with
a committing
// algorithm suite.
// This is the default commitment policy if you build the client with
// “AwsCrypto.builder().build()"
// or “AwsCrypto.standard() .
final AwsCrypto crypto = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

// 2. Create the AWS KMS keyring.
// This example creates a multi keyring, which automatically creates the KMS
client.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMultiKeyringInput keyringInput =
CreateAwsKmsMultiKeyringInput.builder()
.generator(kmsArn)
.build();
IKeyring kmsKeyring = matProv.CreateAwsKmsMultiKeyring(keyringInput);

// 3. Create the Raw Rsa Keyring with Public Key.
final CreateRawRsaKeyringInput encryptingKeyringInput =
CreateRawRsaKeyringInput.builder()
.keyName("Escrow")
.keyNamespace("Escrow")
.paddingScheme(PaddingScheme.0AEP_SHA512_MGF1)
.publicKey(publicEscrowKey)
.build();
IKeyring rsaPublicKeyring =
matProv.CreateRawRsaKeyring(encryptingKeyringInput);

// 4. Create the multi-keyring.

B

262



AWS Encryption SDK FROYIN—HA K

final CreateMultiKeyringInput createMultiKeyringInput =

CreateMultiKeyringInput.buildex()

.generator(kmsKeyring)
.childKeyrings(Collections.singletonList(rsaPublicKeyring))
.build();

IKeyring multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

// 5. Encrypt the file
// To simplify this code example, we omit the encryption context. Production

code should always

crypto.

// use an encryption context.

final FileInputStream in = new FileInputStream(fileName);

final FileOutputStream out = new FileOutputStream(fileName + ".encrypted");
final CryptoOutputStream<?> encryptingStream =
createEncryptingStream(multiKeyring, out);

IOUtils.copy(in, encryptingStream);
in.close();
encryptingStream.close();

private static void standardDecrypt(final String kmsArn, final String fileName)

throws

Exception {
// Decrypt with the AWS KMS key and the escrow public key.

// 1. Instantiate the SDK.
// This builds the AwsCrypto client with the RequireEncryptRequireDecrypt

commitment policy,

// which means this client only encrypts using committing algorithm suites and

enforces

a commi

client.

// that the client will only decrypt encrypted messages that were created with
tting

// algorithm suite.

// This is the default commitment policy if you build the client with

// “AwsCrypto.builder().build()"

// or “AwsCrypto.standard() .

final AwsCrypto crypto = AwsCrypto.builder()

.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

// 2. Create the AWS KMS keyring.
// This example creates a multi keyring, which automatically creates the KMS

final MaterialProviders matProv = MaterialProviders.buildexr()
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.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMultiKeyringInput keyringInput =
CreateAwsKmsMultiKeyringInput.builder()
.generator(kmsArn)
.build();
IKeyring kmsKeyring = matProv.CreateAwsKmsMultiKeyring(keyringInput);

// 3. Create the Raw Rsa Keyring with Public Key.
final CreateRawRsaKeyringInput encryptingKeyringInput =
CreateRawRsaKeyringInput.builder()
.keyName("Escrow")
.keyNamespace("Escrow")
.paddingScheme(PaddingScheme.0AEP_SHA512_MGF1)
.publicKey(publicEscrowKey)
.build();
IKeyring rsaPublicKeyring =
matProv.CreateRawRsaKeyring(encryptingKeyringInput);

// 4. Create the multi-keyring.
final CreateMultiKeyringInput createMultiKeyringInput =
CreateMultiKeyringInput.buildex()
.generator(kmsKeyring)
.childKeyrings(Collections.singletonList(rsaPublicKeyring))
.build();
IKeyring multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

// 5. Decrypt the file

// To simplify this code example, we omit the encryption context. Production
code should always

// use an encryption context.

final FileInputStream in = new FileInputStream(fileName + ".encrypted");

final FileOutputStream out = new FileOutputStream(fileName + ".decrypted");

// Since we are using a signing algorithm suite, we avoid streaming decryption
directly to the output file,

// to ensure that the trailing signature is verified before writing any
untrusted plaintext to disk.

final ByteArrayOutputStream plaintextBuffer = new ByteArrayOutputStream();

final CryptoOutputStream<?> decryptingStream =
crypto.createDecryptingStream(multiKeyring, plaintextBuffer);

IOUtils.copy(in, decryptingStream);

in.close();

decryptingStream.close();
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final ByteArrayInputStream plaintextReader = new
ByteArrayInputStream(plaintextBuffer.toByteArray());

IOUtils.copy(plaintextReader, out);

out.close();

private static void escrowDecrypt(final String fileName) throws Exception {
// You can decrypt the stream using only the private key.
// This method does not call AWS KMS.

// 1. Instantiate the SDK
final AwsCrypto crypto = AwsCrypto.standard();

// 2. Create the Raw Rsa Keyring with Private Key.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateRawRsaKeyringInput encryptingKeyringInput =
CreateRawRsaKeyringInput.builder()
.keyName("Escrow")
.keyNamespace("Escrow")
.paddingScheme(PaddingScheme.0AEP_SHA512_MGF1)
.publicKey(publicEscrowKey)
.privateKey(privateEscrowKey)
.build();
IKeyring escrowPrivateKeyring =
matProv.CreateRawRsaKeyring(encryptingKeyringInput);

// 3. Decrypt the file

// To simplify this code example, we omit the encryption context. Production
code should always

// use an encryption context.

final FileInputStream in = new FileInputStream(fileName + ".encrypted");

final FileOutputStream out = new FileOutputStream(fileName + ".deescrowed");

final CryptoOutputStream<?> decryptingStream =
crypto.createDecryptingStream(escrowPrivateKeyring, out);

I0Utils.copy(in, decryptingStream);

in.close();

decryptingStream.close();

private static void generateEscrowKeyPair() throws GeneralSecurityException {
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final KeyPairGenerator kg = KeyPairGenerator.getInstance("RSA");
kg.initialize(4096); // Escrow keys should be very strong

final KeyPair keyPair = kg.generateKeyPair();

publicEscrowKey = RawRsaKeyringExample.getPEMPublicKey(keyPair.getPublic());
privateEscrowKey = RawRsaKeyringExample.getPEMPrivateKey(keyPair.getPrivate());

AWS Encryption SDK for JavaScript

AWS Encryption SDK for JavaScript I&. JavaScript TO I 77 SIOH T 75— 3a> %8R0T
WBFAROY/N—X Node.js TOI T H—N—=TFFV5—>arazi@dLTWadFROY /N—@E T
2. 94T MIOBSLS ATV ERHBIDISICERIAENTVET,

DI NXTNHREREKERERIC AWS Encryption SDK, [ EE&T—XRE#EE AWS Encryption SDK for
JavaScript 28R LET, CchIZER I ARO—7EE, BMOFRLETF—5 (AAD), F—HBH &K
VEBZETHEATS 256 EY N AES-GCM B EDEF 1 7 TRIEFADHNMHF—T I TV XLAAL —
rEENEENET,

DINTHESEEENDELE AWS Encryption SDK &, SZBOFHWICH>THEERATEDLSICEE
FFEhTVWET, JavaScript DERBICKDFIOFMIC DWW T, Tthe section called “BE#%", Z
SHBLTLSEEL,

FECB5

s BERLLETOTS 2T OFMIC DWW TIE AWS Encryption SDK for JavaScript, GitHub @
aws-encryption-sdk-javascript JARZ N ZSBL T EE V),

« Z7O9Z X292V TIE, aws-encryption-sdk-javascript 7R K1 @ Tthe section called
“f” 1 & KT example-browser & example-node T2 1 —J)LZZBL T EE W,

s BFERLTOIT TSI —2 3> 0F— X &S AWS Encryption SDK for JavaScript ¥
BZEBEOHFICOVTIE. AWS EF 1T 4704 ® " AWS Encryption SDK for JavaScript &
Node.js 2R LT/ 2O TREILEEMICTDHE ZSRBLTIEEL,

Nev o
« O E#M AWS Encryption SDK for JavaScript
e M4 A KM—)l AWS Encryption SDK for JavaScript
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« OFE> 1—)l AWS Encryption SDK for JavaScript

« AWS Encryption SDK for JavaScript 4l

O BE#H AWS Encryption SDK for JavaScript

AWS Encryption SDK for JavaScript &, DO SEEREEHEERATED RS ICHRFENTVE
9 AWS Encryption SDK, F&AEDHTE, TTF—XZBS{ AWS Encryption SDK for JavaScript
L. AWS Encryption SDK ONX Y RZA VAV B—T IA AZECMOERERETESTEERT,
F. ZfFEAL T AWS Encryption SDK for JavaScript . DD SERERKICK > TERET RS
fbEnic XYy 2—2%Z®STEET AWS Encryption SDK,

=L, #EAT 35S AWS Encryption SDK for JavaScript, JavaScript SEENOREE DT TJ
ZOFICEFRIZVK OV O EBRHEOBEICITETHIHEN HYET,

e, LOSHFOREZHEAITZIHBERE. BTEREMOHZINAXR—F—T7ONAMFT—, YAZ—
F— FUIERELTLKLEEZV, FHIEOVTR, "F-UVJnEHEME, 25RLTKEE
W,

AWS Encryption SDK for JavaScript E#14

@ JavaScript 2% &, XD KL THD SFEEZE AWS Encryption SDK & IE BBV FT,

« OEES{LARL —2 3> AWS Encryption SDK for JavaScript i&, 7L —A{tENh TV EVEEX
ZIRUEE A, L. AWS Encryption SDK for JavaScript &, DfEDEEREICL > TEE L
7L —LBEXEFRTL—LBEXEESLET AWS Encryption SDK.

* Node.js D/N—>32 1290 AT, U TORSAF—OTvEIA T avEHR—FL TV
£9,

« OAEP & SHA1. SHA256. SHA384. SHA512
« OAEP & SHA1 $ & U* MGF1 & SHA1
+ PKCS1v15

« N—=232129.0 &V HID Node.js TlE, U TFTORSAF—DOZYEL I AT a>0IhEYR—
RLTWET,

« OAEP & SHA1 $ & U* MGF1 & SHA1
+ PKCS1v15
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72O 0EH#RY

DI7 TS IHICK2 Tk, AWS Encryption SDK for JavaScript X R E & § 2 EARNRBES{LANR
L—2ar A HR—RENTVWEEA, 75N EREL TLVS WebCrypto API D7 #—JL/NY
ERETDET, FRELTVWRARL—23a>0O—EMSENTEXT,

DI 7SO NOHIBREE
LUTO#HIRE, 3IXTOIITTISOYICHETT,

« WebCrypto APl Tl&, PKCSIVI5 DF—DZYEVTJREYR—RMEhTOWEH A,
« TS0 TR, 122EY RF—RHR—KREhTVEHA,

MBEBES{LFIRL -3

Tk, DITTZIOHTUTOARL— 3> AWS Encryption SDK for JavaScript " ET ¥,
T75IHTIhSsOARL =23 R—FEAhTVWAEWES. AWS Encryption SDK for
JavaScripte DE#BMEA BV EE A,

« 7oOHICIE, BELOEBEERTE XYY RTHD crypto.getRandomValues() HFEF
NTVBHBENHVYET, crypto.getRandomValues() ZHR—KNLTWBD DI T TSIHD
N—23 222V TIE. TCanl Use crypto.getRandomValues()?s ZZBL TS EE L,

MBI A—=IINY D

&, DI TSIOHTROT AT S5 EFARL— 3> AWS Encryption SDK for JavaScript A" 24
BETY, chSsNEXZRBLELTVWEVWIIT /SO EYR—NITBHEEE. 74—V V&R
ETRIHENHYET, T5LEVE, 7FTH AWS Encryption SDK for JavaScript T Z#FEA L &
SETBRELRMLET,

c DIJTTVT—2 3 TEANBRES{EARL—2 32 %175 WebCrypto APl &, XTH7
TOYTHERATEDIDHTREDNELA, VITTCOBFSHEYR—NLTWRDITTSUH0
N—23 2122\ TIk, TCan | Use Web Cryptography?1 2B L TS E&E L,

« Safari VI 7T SO OEH/N—3 2k, A AWS Encryption SDK B E TS 0 /N1 MDD
AES-GCM BHILEHR—KNLTWVWEB A, 75 H WebCrypto APl ZE%EL TV A", AES-
GCM ZEAL TEONS RZBESLTEAVEE, BEONS NESLICORT =LY Y
< 4 7Z1) AWS Encryption SDK for JavaScript Z AL E£J. O IXTOARL =3I
l&. WebCrypto APl ZFRHL £ 9,
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WIFhADOFIRD T —)ILNY VRRERETSICE., I—RICKROAT—MXV NEEBMLE

¥, configureFallback BEICFRL TV MEEZHR—KNTB2 54/ T7 SV ZEELET, COHIT

. X420V 7 KNJ)H—F0 JavaScript E51LZ 14 7 Z 1) (msrcrypto) Z2FEALTVETAH. B
BMEOHDTATZVICBEMADENTERT, FLWHIZDOWVWTIE, fallbackts 28R L T
EEV,

import { configureFallback } from 'eaws-crypto/client-browser'
configureFallback(msrCrypto)

D4 > AM—)L AWS Encryption SDK for JavaScript

AWS Encryption SDK for JavaScript l&. #HEMEED 1 —I)ILOIL I3 TEBERENATVET,
COEDI-IINOVK 2R, —BIEHETEDILSICEFETNEED I -IILOKFEYTY, —HOE
1)Lk, i?ﬂ'(iﬂﬁ?‘%dlot:?&n‘fé NTVET, INTOERRICHEBED 1-IILREEAD
PLTT, T, BHREBESICOKMBERZEDS 1—-IILERFADDLTT, for AWS Encryption SDK
JavaScript DEZ 1 —)LOFHEIC OV TR, OEZ 1—)L AWS Encryption SDK for JavaScript# &
* GitHub @ aws-encryption-sdk-javascript VAR KU DOFEES 1 —)L O README.md 7 7 /)L %25
BLTLSEZL,

® Note

2.0.0 & V) AWS Encryption SDK for JavaScript BI®D O FNXTDH/N\—= 3 > lFend-of-support
TJTI—ACHYET,

IN—>32 2.0x LAED S AWS Encryption SDK for JavaScript D& #/N—> 3 > ICJ—R
XF—REBRBECTICREICEHTEET, L. N—23220x TEAEShEFHFLL
X1 T A EEICETUNERENI B EREA 1.7XKYBION—23 255 2.0.x LABED
N—=23 D ICEFHFITBICE, £ AWS Encryption SDK for JavaScriptD & M 1.x /N—2 =
VICEFHTRIMENHYET, FHMAICOVTIEE. "TORIT AWS Encryption SDKy ZZ B L
TLEEL,

EVI-LNEAVAN—LTBICE, npm NV T —IRZ—I v —RFALET,

5l Z |&. AWS Encryption SDK for JavaScript Node.js ® T7OJ T AT EHICBERZRITNTOHE
21— )ZET client-nodeTD 1—I)LZA VAN —LTBICE. ROOAX RZFEALET,

npm install @aws-crypto/client-node
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21—)LZ2ET client-browser E21—ILZAARN=ILTBICEF. ROIIX > REFEHALE
E

npm install @aws-crypto/client-browser

DR B EDEHIIZ DWW TIF AWS Encryption SDK for JavaScript, GitHub ® aws-encryption-sdk-
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=0,

DE> 1—)l AWS Encryption SDK for JavaScript

MDEZ 1—)L AWS Encryption SDK for JavaScript 232 &, 7OP I I NCHERI—RZERH
BIZAVARN=ILTEET,

JavaScript Node.js HOE> 1—)L
client-node

AWS Encryption SDK for JavaScript Node.js ® T7OJ S AT B EHICSEBERINTOED 1—
IAFEENRTVET,

caching-materials-manager-node

Node.js ® TTF—ZF—F + v > I #EEZ J7R— N T 2 BEE AWS Encryption SDK for JavaScript
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decrypt-node
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R—KNULET, chiE, client-node EZ 21— )LICEENhTVET,

encrypt-node

EEIEBRATOTF— 2B LTERITHDEABETIIAR—NLET, chilk, client-
node E21—J)LICEENhTVET,

example-node

Node.js ® ZfAL =7"09 5 X > ®EH AWS Encryption SDK for JavaScript 2 L9 AR—~
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a1l 270


https://github.com/aws/aws-encryption-sdk-javascript/
https://github.com/aws/aws-encryption-sdk-javascript/
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/client-node
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/caching-materials-manager-node
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/decrypt-node
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/encrypt-node
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/example-node

AWS Encryption SDK FROY/IN—HA R

hkdf-node

AWS Encryption SDK for JavaScript Node.js ® A" HBEDF7IILIJXLARAA— K THERATS HUAC
R—ANF—EHBEHK (HKDF) 2LV AR—NLET., 7 F7H AWS Encryption SDK for
JavaScript @ &, WebCrypto APl D& A 7« 7 HKDF B%kzERAL £,

integration-node

Node.js AWS Encryption SDK for JavaScript ® #" OO SEREFEEERMN HD EZHRITS
TANZEZL ET AWS Encryption SDK,

kms-keyring-node

Node.js ® AWSKMS £— > J &Y R—KNFBDEHEIIAR—NLET,

raw-aes-keyring-node

Node.js T RawAES ¥—U > JZHR—KNTH2EHELTIVAR—KNLET,

raw-rsa-keyring-node

Node.js TRaw RSA ¥—U >V JZHYR—NTDEBEIIVAR—BNLET,

JavaScript 7 2 OHRHOET 1—)L

client-browser

72T 2ERALT7O AT EHICHERTNTOED 1—)L AWS Encryption SDK
for JavaScript " 8FhTVE T,

caching-materials-manager-browser

7Z0YT JavaScript DT — X F—F vV IBEEZYR—NITBIBEBEIIVAR-—NLET,

decrypt-browser

T—RETF—RAN)—LAZRTBEFINENEXAYVE—DZESHLVOCRIITHEABZIT IR
7.R_ |\ L/ia-o

encrypt-browser

EREERBRATOT—REZRBBILLTEEITDEBEIVAR—NLET,

example-browser

754 AWS Encryption SDK for JavaScript TO 2R L 7O 5307 DEH, EEXETE
BRATOF—D) IR EETEEBRRATOTF—ROFINEENTVET,
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integration-browser

75O DAY )T N AWS Encryption SDK for JavaD b D SEREE BRMEN HB &R
RITBDTANZEEEL FTT AWS Encryption SDK,

kms-keyring-browser

72O TAWSKMS F—U VT HR—NTRIBEBEIIVAR—NLET,

raw-aes-keyring-browser

7209 TRawAES F— ) VT ZHR—NTRIBEBEI IV AR—NLET,

raw-rsa-keyring-browser

7209 TRawRSAF— UV JZHYR—NT2EBETIVAR—MLET,

IXNTORERAODED 1)

cache-material

T—EF—FTVIIREEYR—PLET, ETF—EFF—TF TV 1EhBBFIITUT
LNeRETH-HOI—RERHELFET,

kms-keyring
KMS £—1) > 0% R—NTDIEBETIVAR—RNLET,

material-management

ESIUENTUTINZR—I v — (CMM) ZEELET,

raw-keyring
Raw AES ¥—U > J & RawRSA F—V) VT IC KA EBBEAKETI IV AR—NLET,

serialize

SDKAH PN ZZ VTSR EHIFERATIEBEIIAR—BNLET,
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AWS Encryption SDK for JavaScript i

LR OHITIE, AWS Encryption SDK for JavaScript 2 AL TTF— 2 DB SILEET TS5 HE%E
RUET,

EERATZTOMOHIC DOV TIE, GitHub AWS Encryption SDK for JavaScript ® aws-encryption-
sdk-javascript-encryption-sdk-javascript J 7R ~ 1J @ example-node £ 1 —JL & example-browser
ED1-LZEZSRLTIKEEY, ChsoY2 7 ILED 21—, client-browser €2 1—J)LX°
client-node 21— DA AN —IECEAS AN —ILEhEE A,

HFLWHZIILO—-RICOWVWTE, /—ROBEEE kms_simple.ts, 75 DHEE
kms_simple.ts Z5B L T< &,

KeY S
« AWSKMS F—D) > JIC&BDT—R2DIEEIL
« AWSKMS ¥—U>J%#FRALETF—2DEESL

AWS KMS ¥F— D> JICLBDTF—E2DEES{L

ROBIE, ZEALTEVWXFIEEE/N1 MNESIZ AWS Encryption SDK for JavaScript BES{L&
LVESTEHEZRLTVET,

cDBITIE, AWSKMS F—D 2 JZ#ERALTVET, chik, AWSKMSkey ZFEAL TF—24&
F—EERBLVOBEHNLITEDF—UITO—ETT, OERICDOVTIE AWS KMS key, " AWS
Key Management Service ROY /N—HA K, ® "F—DEHRL 25BL TS EEV, AWS KMS
F—1)>2%Y AWSKMS keys T ZHBBITBHFEICOVWTR., T 25BLTLKEEL, AWS KMS
F—1)227 AWS KMS keys TD D& 5

ATYZ 1 AZIY MXURNRUS—ZR/ELET,

DO/N—2 32 1.7.x A T& AWS Encryption SDK for JavaScript, AWS Encryption SDK 75
AToRZA AR AT EHL VbuildClientBEHZFOPHIEZICII Y RX MR
—ZERETEET, buildClient BFF, XY MXV MRV —ZRTHIZEZEY E

¥, BEfiE iz encrypt B E decrypt BEANREN T, BESLSEIVCESHKKICIIY &
X RNRDD—HFBRAEIhET,

ROBITE, buildClientB#HZMEALTTF7 AL MOIZY hXV KRV — ZEBELR
FREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZfEM L TbuildClient, BHEThIXY £—
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CHOBEENETF—E2F—0OREHRITZHEETEETT, FMICDVWTIE. Tthe section
called “BEBIbENET—XF—OFIE ) 2SBLTLIEETL,

JavaScript Browser

import {
KmsKeyringBrowser,
KMS,
getClient,
buildClient,
CommitmentPolicy,
} from 'eaws-crypto/client-browser'

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
)

JavaScript Node.js

import {
KmsKeyringNode,
buildClient,
CommitmentPolicy,
} from 'eaws-crypto/client-node’

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
)

ATYVT 2. F—UVTZERLET,
ES{LAD AWSKMS F—U 2 T ZERLET,

AWSKMS ¥— I THEEILTIHEEF. DIXL—ZF—F—, 2FYTL—2FTFAND
TF—RF—ZHER L THES{LtTSD AWSKMS key = ICFERAEND ZIEETHIHENHYYET,
T, BU7L—2TFANODTF—EF—ZRBSLITDEMOF—ZXEBHRIETEETSH L
ETEERT, F—V2JE, 7L—2FFANOTF—RF—&, DSIXL—ZF—F—%ELF—
)27 AWS KMS key ID & DEES{LENETF—2F—01 DOIE—2RLET., F—X%E
B3I, COBSEENETF—EZF—OVWIThH EESTIHEN HYET,
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THES{LF—1) > AWS KMS keys O ZIEE T % IClE AWS Encryption SDK for JavaScript,
R—RENTVBREED AWSKMS F—B Bl FEFEATEEXRT, cOBITIE, T4 )T AARN
TEETHVIRL—ZF—F—EF—ARN TEEITZ 1 DOEBMOF—ZFALET,

(® Note
F—AWSKMS U2 T ZEBSHICBIATSEEE. F—ARNs ZEALTF—U> T
AWS KMS keys AD ZH/AITHDHXENF HVET,

CHOO—RZRITIDHIC, 2T )L AWSKMS key BBl F 2BV BB FICEE]RRAET,
F—)2TDOAWSKMS keysZERA TR EDICHELBT VLA T ZFE > TVIMLENf HYE

ED

JavaScript Browser

£, TSUHORABHRERELE T, D AWS Encryption SDK for JavaScript 04T
&, RAIBHROEHRZRBORIEHRICEZ X S webpack.DefinePlugin ZFEHAL TLWE
T, L, RIAEBHROEEICEEEOSZZFEATIZD_ENTEERT, R, REIIEHRZME
BHAUTAWSKMS 9547 hEERLET,

declare const credentials: {accessKeyId: string, secretAccessKey:string,

sessionToken:string }

const clientProvider = getClient(KMS, {
credentials: {
accessKeylId,
secretAccessKey,
sessionToken

}
1)
RIE, DPIRL—ZF—F—ELEMF—AWSKMS keys D ZIEELET, RIC. 9T74T >
Ne ZFAL TAWS KMS AWS KMS F—1U > J Z4ERK L £F AWS KMS keys.

const generatorKeyld = 'arn:aws:kms:us-west-2:111122223333:alias/EncryptDecrypt'

const keyIds = ['arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"']

const keyring = new KmsKeyringBrowser({ clientProvider, generatorKeyId, keyIds })
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JavaScript Node.js

const generatorKeyld = 'arn:aws:kms:us-west-2:111122223333:alias/EncryptDecrypt’
const keyIds = ['arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ]

const keyring = new KmsKeyringNode({ generatorKeyId, keyIds })
ATY 7 3 BWSAAVTFARNERELET,

E5{LIVTFARE, FED, >—JL Y NTRAVENFEET—X2TI. BESLKICESIL
AVTFARNZEETRE, BESHCITFANEZESLTF A NI AWS Encryption SDK B
SINA RL, F—2OESICAUVBSAITFAMMBEILZYET, BESHLIAVTFA
NOBEREAT>a>TIN, RANTZIVT A RELTHELET,

ESILAVTFANORTEECI D TUNBAT DIV NEEBRLET, ERTOF—LER,
XFITHBIBENBHYNET,

JavaScript Browser

const context = {
stage: 'demo',
purpose: 'simple demonstration app',
origin: 'us-west-2'

}
JavaScript Node.js

const context = {
stage: 'demo',
purpose: 'simple demonstration app',
origin: 'us-west-2'

}
ATYVT 4 TF—REREELET,

TL=—FTFANOT—REZESILTSICE, encrypt BRZEHUTHLET. AWS KMS F£—
DoJ, TL=FFARNTF—R, BRUCBELIVTFANEELET,

encrypt B, BT hiF—2, BStehiF—FF—, EELXAZXF—X (BS{3
VTFARNRBERE) ZEUCHESLENLEAY £—2 (result) ZIRLUE T,
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cOBEStENLEXYE—DRF, HR—bhEhTWBRZ7OJSI IR0 ZFEALTESTE
£¥9, AWS Encryption SDK

JavaScript Browser

const plaintext = new Uint8Array([1l, 2, 3, 4, 5])

const { result } = await encrypt(keyring, plaintext, { encryptionContext:
context })

JavaScript Node.js

const plaintext = 'asdf'

const { result }
context 1})

await encrypt(keyring, plaintext, { encryptionContext:

AWS KMS ¥—D) 2 J %2 ERAL ETF—XDESL

Z A L T AWS Encryption SDK for JavaScript ES{tE i Xy -2 ZEBSL. TOTF—X%ZE
JTCTEEXT,

COHITIE, Tthe section called “AWS KMS F—1) > JIZ k2 TF—2DOES{L) OHITESILL =

¢

—2%EEBSLET,

ATYZ LAY MXYRNRUD—ZRELE T,

DO/N—2 a2 1.7.x ATl AWS Encryption SDK for JavaScript, AWS Encryption SDK 75
AToREA AR AT EHL VbuildClientBEHZFOPHIEZEICIIY RX MR
S—ZRETEET, buildClient B%IF, JZIY MXVRNRUD—ZRTHIZHEEFEZEY E

¥, BEfiE iz encrypt BB E decrypt BEANREN T, BSILSERVCESHKKICIIY &
XV RNRDD—HFBRAEIhET,

ROBITIEE, buildClientBBEFEALTF7 AL MOIOIY MX MRV — ZBELE
JREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZfFMA L ThuildClient, BS{tE i XY t—
CHOBELENETF—2F—0OREHRITZDEETERTT, FMICDOVTIE, Mthe section
called ‘BEELENET—XF—0OFHIRE ) ZSRBL T EEL,

JavaScript Browser

import {

B
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KmsKeyringBrowser,
KMS,
getClient,
buildClient,
CommitmentPolicy,
} from 'eaws-crypto/client-browser'

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
)

JavaScript Node.js

import {
KmsKeyringNode,
buildClient,
CommitmentPolicy,
} from '@aws-crypto/client-node’

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
)

ATV 2. F—UVT%ERLET,
T—RZBSTBICE, encrypt BBNBRIESLENLXAYE— (result) ZBELET, B

BlbEnEX Y-V, BELENEF—4, BELEAETF—2F— BEEEXZF—X
FEEAIVTEARNPBEELE) FEENTVET,

AWSKMS £—) 27k, BESRICEEETDILEN HYEXT. T—XOBSHICERALLED
ERUF—VTZERTREE, IOF—V T 2FEATRHEELTERT, RPTBIC
F. BE5EF—D2T702B8<EE AWSKMS key 1 2, BEILEhIXY - HOBESE
NEeT—RF—D1 DEESTERLEN VXY, T—RXF—RBEREThBVILED, EEF—
VITOIRL—BR—F—ZEEIILERHYXEA, BELTE, DIRXRL—F—F—¢&
ENOF—EEULSICHEONET,

TESF¥—1)>J AWSKMS key O Z3EE T B IZ Ik AWS Encryption SDK for JavaScript, ¥ —
ARN ZERATRXEN HYET., ThUADIFZE., AWSKMS key FFEBEEhFEFE A, AWS
KMS F—1) 22 AWS KMS keys T Z&BITBHEICOVWTE., T ZSRBLTLSEZ,
AWS KMS F—1) >4 AWS KMS keys TD D5l
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® Note
ESLEESICRALF— U T 2ERAT25E8. ¥F—ARNs ZFERALTEF—U> T
AWS KMS keys A®D ZFHBILET,

BT, BHILF—1)>T AWSKMSkeys IC D1 2EFEECF—V I ZERLET,
COI—RZEITITBHIC, F—ARN ZEMBEF— ARN IZEERZFET, AWS KMS keylZxt
9% kms:Decrypt 77 EAFAN BETT,

JavaScript Browser

£9. J7SUHORABHRERELE T, D AWS Encryption SDK for JavaScript 04T
(&, FRELEHM O EZE REOFRIAIERICEZ X 5 webpack.DefinePlugin ZEHAL TVWE
T EEL, RIABHROEEICEEEDFEZZFEATICENTEXRT, RIC, REEHREFE
BALTAWSKMS 9547 NEERLEFT,

declare const credentials: {accessKeyId: string, secretAccessKey:string,
sessionToken:string }

const clientProvider = getClient(KMS, {
credentials: {
accessKeylId,
secretAccessKey,
sessionToken

}
H

K2, AWSKMS V547> hEEALTAWSKMS F—U 2 JZERLET, COHIT
. BS{tF—JU2J AWSKMSkeys 5120 OAhEFEALET,

const keylIds = ['arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"' ]

const keyring = new KmsKeyringBrowser({ clientProvider, keyIds })

JavaScript Node.js

const keylIds = ['arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"']
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const keyring = new KmsKeyringNode({ keyIds })

ATV 3 TF—R&ESLET,

RIZ, decrypt BB ZHVUPHLET, EREERL ZBESILF—) 2T (keyring) B KT
encrypt BB BRIES{LENIZXAY — (result) ZEL F9, AWS Encryption SDK &
F—)2JRFEALT, BELEnEF—XF—0D12ZBSLET, RIZ, TOTL—2FTF
ARNODF—2F—2FALTTF—XZERSLET,

FOEHUFHIITSE, plaintext 74— )LRIZETL—2FFARD (BEEhiD) F—25
BFENET, messageHeader 74 —J)LRIZE, F—ROEBESICEALELES{KIATFANS
ENBESTOLAICETRIXRT—INEENET,

JavaScript Browser

const { plaintext, messageHeader } await decrypt(keyring, result)
JavaScript Node.js

const { plaintext, messageHeader } = await decrypt(keyring, result)

ATYV7 A BBV TFANEZHELET,

TF—ROEFICEALEESLITHFARE, decrypt BEASBRENDIA Y E—IAYR—
(messageHeader) ICEFENE T, 77U —>23a>TTL—2FTFANOTF—REZRTHIIC,
EFLEFICEEL EESEI TFARMMESHICEALEBESLLITFAMNCEEFRTVS
CEZBFELET, —BHLEBEVEER., F—fRTAEhED, BESTIRESILTTFANEH
EBoECEERLTVWDIREMNBYET,

SV TFARNZHERITZIBRE, TLIC—BLTVIXEHY)FHA, BERNEORSLLT
LAV XLZFERTZHE, BEUITUTIIZ—2%— (CMM) I, XvtE—2%2ES{LT
BHICNT VY OBEZEF—E2BESLIVTFANIEBMLET, £EL, ZELEITXNTORBS
LAV TFHFARNORTARENEESHCIVTFANCEENTVIHENHYET,

T, XV E—IAVHA—ASESHKICTEFARNZRELET, RIC, TOBSHKITFA
N (context) DF—EEOERTH, BENLES{HLITF AN (encryptionContext) @
F—ELEORTE—HITDEZB/ABLET,

JavaScript Browser

const { encryptionContext } = messageHeader

B
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Object
.entries(context)
.forEach(([key, value]) => {

if (encryptionContext[key] !== value) throw new Error('Encryption Context
does not match expected values')

1))
JavaScript Node.js

const { encryptionContext } = messageHeader

Object
.entries(context)
.forEach(([key, value]) => {

if (encryptionContext[key] !== value) throw new Error('Encryption Context
does not match expected values')

D

EELIYTFFANERBL CHBEN BHAE, TL—VTFANOF—SERTENTES

o

AWS Encryption SDK for Python

ZOKEY 2T, AWS Encryption SDK for PythonZ 4 > AR—=)ILULTHEA TS HEICOVWTEA
LET, 2FALEZ7OT T I T OFMIC DL\ TIE AWS Encryption SDK for Python, GitHub ®
aws-encryption-sdk-python URZ R ZSRL T EE LV, APIO RFIXD MMIDVWTE, Read
the Docs ZZ L T &L\,

N

- HIREH

« 12AM=)

« AWS Encryption SDK for Python %> 7° )L 11— R

Bl FR SR

A AKN—=)LFBHEIZ AWS Encryption SDK for Python, JXDEIRFZHZR/EL TVWD & 2R
LTLEZL,
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Python DHR—KkEhTWB/N—23>

AWS Encryption SDK for Python /N\—=2 3> 3.2.0 AR T (&, Python 3.8 A" RETT,

(@ Note

AWS BSHXYTUFZILNTANAE =547 Z 1) (MPL) &k, /N\—232 4x T AWS
Encryption SDK for Python EAZ hiz OF 7> IV KFEHKRTT. MPLEZA 2 AN—)
THBAE. Python 3.1 LEEERATIXEN BV ET,

BBID/N—2 3> O (& Python 2.7 & & T Python 3.4 BAf& AWS Encryption SDK ZHR— KL T
WETH, BFN—>23a>0 2RI &2 HEH L ET AWS Encryption SDK,

Python 24D O—R¥3IZE, "Python DA U O—KR, Z5RBLTSEEL,
Python A pip 1 > A K—=J)LY =)L

pip &, Python 3.6 IBON—2 32 ICEEBEEFNATVETA, TYTIL—RIBELZHHD
LET. pip 7Y TIL—REFLEBAZVAR—IOFHFMZIOVTIE., Tpip RFIXT A1 D
"A2VAR—)L. 2ZRLTLSEE,

12AN=)

AWS Encryption SDK for Python® &J#i/N—> 3242 AN =)L &E T,

(@ Note

3.0.0 & V) AWS Encryption SDK for Python BI® O3 XT®H/N—= 3 > lFend-of-support
JI—AICHYUET,

N—232 2.0x LA S AWS Encryption SDK OB HF/N—2 3 IC— R F—2E2EE
BFICEEICEHMTEERT, £EL, N—23220x TEAEThEHFLLVEFI ) F 1
LR TUEREN B ERA 17X KYFON—23 DS 20x MBON—23 (2
FFITBICIE. £ AWS Encryption SDKOBRFD Ix N—2 IV ICEFHTIHEN HY
T, FHMAICOVWTIE., TOEIT AWS Encryption SDK1 Z2SBL TS &L\,

R DB RT KSIZ AWS Encryption SDK for Python, pipZ®EHALT 24 AR=ILET,
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BHIN—232AVARN—LTBRICE

pip install "aws-encryption-sdk[MPL]"

[MPLI Y74 Y ORIE. AWS BSHUITUTZILNZTONAE—F4TZ) (MPL) Z4 >~ AK—
JLUET, MPLIZIE, F— R EZBESLBRVCESTIDLEHOOIAVART I RN EENTVE
9o MPL I&, /N\—= 3> 4.x T AWS Encryption SDK for Python EAE iz OF 7> akE
BERTT, MPLOA AN —I)Z@<BEBOLET, L, MPLEZERIT2FEN BWVEES
&, [MPLI1H 714 Y VAZEHTEET,

pip EEALTNY T —SEAVAR—ABLTTYTIL—RTDEEORMICOVTE, /Y
T—IDAVAR=IL) EBRLTEE L,

Tk, IXNTOTZY NTAx—LTHESILS 47 Z 1) (pycalcryptography) AWS Encryption SDK
for Python #A*%ETE, pip DINTNH/N—2 3> Tk, Windows |- cryptography 4 7
SUNMVARN=ILENTEBEENET, pip 8.1 AT, Linux |Z cryptography A"EE
BICA VAR =IENTEBEZNET, Laio/N—23> 0 pip ZFEAL TV T, Linux IRE

2. cryptography 247 SV 2 BETILEHICHERY —IIHNBVEEE, ThoZ4 2 AN—
ILTRDRBENHVY)ET, FMIZDOVWTIE, TBuilding cryptography on Linuxy 2B L T EE L,

N—232110.0 & 25.0 &, 2,50 & 3.3.2 DEOESL#FE R AWS Encryption SDK for
Python ZEEL & T, OON—23 > TR, &#F/N—23 2 OBES{L AWS Encryption SDK
for Python "4 VAR —ILENET, 332 BROBSILON—2 3 U FRERZEE. AWS
Encryption SDK for Python®D &H DX v —N—2 a2 FHTRI L2 HBLET,

DOEF/N—> 3222V TR AWS Encryption SDK for Python, GitHub @ aws-encryption-sdk-
python UARZ KR ZSRL TS EE L,

Z#A4>ARN=)LL =5 AWS Encryption SDK for Python, O34 R® Python 7). 1—RK%&S
BLULTHBLET,

AWS Encryption SDK for Python ¥ > 7°)L1— R

IXDOBIE, AWS Encryption SDK for Python ZEAL TF— X ZBSILERVPEST TR HEZERLT
WET,

OtV ATOHITRE. AT AVOBSIITUTILONAZ =475 ) OMRFE
% () AWS Encryption SDK for Python T O/NN—> 32 4x 2#fEAT5H%2%Z RLE Taws-
cryptographic-material-providers, REION—2 32 2FATHH, SLEREITUVTILT
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ANAAX—S4751) (MPL) ZFERALBEWVWA AN = ZRTRTSICIE. GitHub ® aws-encryption-
sdk-python UARZRUDUJ—ZAVARTU—RAZRELET,

MPL AWS Encryption SDK for Python T O/N—> 3> 4x Z2EAT2HE. ¥—UJ=FEAL
TINRO—7HESLEEITLUET, AWS Encryption SDK IZIE, REION—2 3> THEAL T
WERAZ—F—7ONAF—LEBRMOHDF—VINFABEIATVET, FHHAIICODVTE.
Mthe section called “F—U > J O E#M" ) Z2ZZRLTKEE VY, YRAZ—F—TON/FX—H5
F—D)2IANOBITOHICOVTIE, GitHub ® aws-encryption-sdk-python R ~NUD 8
FOl, EBBLTEE L,

(N =Ry
- XFIDOEEEES
e NMMNARN)—LDOEBELEES

NFHDESLEES

ROPlE, ZFERAL TXFS AWS Encryption SDK ZES{LHE LT EE T2 HEERLTVET,
COPITIE, TATHESILKMS F—%FD F—AWSKMS D> J #FERHLET,

cOflTRE, F7FIOIAZY RX RKRD>— ZFERAL T AWS Encryption SDK 2547 >
BAVAR AL E£ITREQUIRE_ENCRYPT_REQUIRE_DECRYPT, F#H(C DWW TIE. Ithe section
called “TJZY RXVRNKRD—DFRE ) BSRBLTLSEETL,

# Copyright Amazon.com Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

This example sets up the KMS Keyring

The AWS KMS keyring uses symmetric encryption KMS keys to generate, encrypt and

decrypt data keys. This example creates a KMS Keyring and then encrypts a custom input
EXAMPLE_DATA

with an encryption context. This example also includes some sanity checks for
demonstration:

1. Ciphertext and plaintext data are not the same

2. Encryption context is correct in the decrypted message header

3. Decrypted plaintext value matches EXAMPLE_DATA

These sanity checks are for demonstration in the example only. You do not need these in
your code.

AWS KMS keyrings can be used independently or in a multi-keyring with other keyrings
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of the same or a different type.

import boto3

from aws_cryptographic_material_providers.mpl import AwsCryptographicMaterialProviders
from aws_cryptographic_material_providers.mpl.config import MaterialProvidersConfig
from aws_cryptographic_material_providers.mpl.models import CreateAwsKmsKeyringInput
from aws_cryptographic_material_providers.mpl.references import IKeyring

from typing import Dict # noqa pylint: disable=wrong-import-order

import aws_encryption_sdk
from aws_encryption_sdk import CommitmentPolicy

EXAMPLE_DATA: bytes = b"Hello World"

def encrypt_and_decrypt_with_keyring(
kms_key_id: str

"""Demonstrate an encrypt/decrypt cycle using an AWS KMS keyring.

Usage: encrypt_and_decrypt_with_keyring(kms_key_id)

:param kms_key_id: KMS Key identifier for the KMS key you want to use for
encryption and

decryption of your data keys.

:type kms_key_id: string

# 1. Instantiate the encryption SDK client.

# This builds the client with the REQUIRE_ENCRYPT_REQUIRE_DECRYPT commitment
policy,

# which enforces that this client only encrypts using committing algorithm suites
and enforces

# that this client will only decrypt encrypted messages that were created with a
committing

# algorithm suite.

# This is the default commitment policy if you were to build the client as

# “client = aws_encryption_sdk.EncryptionSDKClient() .

client = aws_encryption_sdk.EncryptionSDKClient(

commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

# 2. Create a boto3 client for KMS.
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kms_client = boto3.client('kms', region_name="us-west-2")

# 3. Optional: create encryption context.
# Remember that your encryption context is NOT SECRET.
encryption_context: Dict[str, str] = {

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",

# 4. Create your keyring
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

keyring_input: CreateAwsKmsKeyringInput = CreateAwsKmsKeyringInput(
kms_key_id=kms_key_id,
kms_client=kms_client

kms_keyring: IKeyring = mat_prov.create_aws_kms_keyring(
input=keyring_input

# 5. Encrypt the data with the encryptionContext.
ciphertext, _ = client.encrypt(
source=EXAMPLE_DATA,
keyring=kms_keyring,
encryption_context=encryption_context

# 6. Demonstrate that the ciphertext and plaintext are different.
# (This is an example for demonstration; you do not need to do this in your own

code.)

assert ciphertext != EXAMPLE_DATA, \
"Ciphertext and plaintext data are the same. Invalid encryption"

# 7. Decrypt your encrypted data using the same keyring you used on encrypt.
plaintext_bytes, _ = client.decrypt(

source=ciphertext,

keyring=kms_keyring,

# Provide the encryption context that was supplied to the encrypt method
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encryption_context=encryption_context,

# 8. Demonstrate that the decrypted plaintext is identical to the original
plaintext.
# (This is an example for demonstration; you do not need to do this in your own
code.)
assert plaintext_bytes == EXAMPLE_DATA, \
"Decrypted plaintext should be identical to the original plaintext. Invalid
decryption"

NARAN)—LOBS{LEES

ROBIE, ZEAL T/NA MA KN —LA AWS Encryption SDK ZRES{tB L VOES T HEERL
TVWET, COHITIE, RawAES F—U T ZFEALE T,

COBITEE, F7ALNFOOAZTY X RAKRUZ— ZFERHL T AWS Encryption SDK 2547 > b
"BA VAR AL E£ITREQUIRE_ENCRYPT_REQUIRE_DECRYPT, FEfHIC DWW TIE. Tthe section
called “TIZY XAV KRR —DERE) Z5BLTLSEEL,

# Copyright Amazon.com Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

This example demonstrates file streaming for encryption and decryption.

File streaming is useful when the plaintext or ciphertext file/data is too large to
load into

memory. Therefore, the AWS Encryption SDK allows users to stream the data, instead of
loading it

all at once in memory. In this example, we demonstrate file streaming for encryption
and decryption

using a Raw AES keyring. However, you can use any keyring with streaming.

This example creates a Raw AES Keyring and then encrypts an input stream from the file
‘plaintext_filename’™ with an encryption context to an output (encrypted) file
“ciphertext_filename .

It then decrypts the ciphertext from ‘ciphertext_filename™ to a new file
“decrypted_filename .

This example also includes some sanity checks for demonstration:

1. Ciphertext and plaintext data are not the same

2. Encryption context is correct in the decrypted message header

3. Decrypted plaintext value matches EXAMPLE_DATA

451 287



AWS Encryption SDK FROYIN—HA K

These sanity checks are for demonstration in the example only. You do not need these in
your code.

See raw_aes_keyring_example.py in the same directory for another raw AES keyring
example

in the AWS Encryption SDK for Python.

import filecmp

import secrets

from aws_cryptographic_material_providers.mpl import AwsCryptographicMaterialProviders
from aws_cryptographic_material_providers.mpl.config import MaterialProvidersConfig
from aws_cryptographic_material_providers.mpl.models import AesWrappingAlg,
CreateRawAesKeyringInput

from aws_cryptographic_material_providers.mpl.references import IKeyring

from typing import Dict # noqga pylint: disable=wrong-import-order

import aws_encryption_sdk
from aws_encryption_sdk import CommitmentPolicy

def encrypt_and_decrypt_with_keyring(
plaintext_filename: str,
ciphertext_filename: str,
decrypted_filename: str

"""Demonstrate a streaming encrypt/decrypt cycle.

Usage: encrypt_and_decrypt_with_keyring(plaintext_filename
ciphertext_filename
decrypted_filename)

:param plaintext_filename: filename of the plaintext data

:type plaintext_filename: string

:param ciphertext_filename: filename of the ciphertext data

:type ciphertext_filename: string

:param decrypted_filename: filename of the decrypted data

:type decrypted_filename: string

# 1. Instantiate the encryption SDK client.

# This builds the client with the REQUIRE_ENCRYPT_REQUIRE_DECRYPT commitment

policy,

# which enforces that this client only encrypts using committing algorithm suites

and enforces
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# that this client will only decrypt encrypted messages that were created with a

committing

an

# algorithm suite.

# This is the default commitment policy if you were to build the client as

# “client = aws_encryption_sdk.EncryptionSDKClient() .

client = aws_encryption_sdk.EncryptionSDKClient(
commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

# 2. The key namespace and key name are defined by you.

# and are used by the Raw AES keyring to determine

# whether it should attempt to decrypt an encrypted data key.
key_name_space = "Some managed raw keys"

key_name = "My 256-bit AES wrapping key"

# 3. Optional: create encryption context.
# Remember that your encryption context is NOT SECRET.
encryption_context: Dict[str, str] = {

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",

# 4. Generate a 256-bit AES key to use with your keyring.
# In practice, you should get this key from a secure key management system such as
HSM.

# Here, the input to secrets.token_bytes() = 32 bytes = 256 bits
static_key = secrets.token_bytes(32)

# 5. Create a Raw AES keyring

# We choose to use a raw AES keyring, but any keyring can be used with streaming.

mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

keyring_input: CreateRawAesKeyringInput = CreateRawAesKeyringInput(
key_namespace=key_name_space,
key_name=key_name,
wrapping_key=static_key,
wrapping_alg=AesWrappingAlg.ALG_AES256_GCM_IV12_TAG16

B
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raw_aes_keyring: IKeyring = mat_prov.create_raw_aes_keyring(
input=keyring_input

# 6. Encrypt the data stream with the encryptionContext
with open(plaintext_filename, 'rb') as pt_file, open(ciphertext_filename, 'wb') as
ct_file:
with client.stream(
mode="'e"',
source=pt_file,
keyring=raw_aes_keyring,
encryption_context=encryption_context
) as encryptor:
for chunk in encryptor:
ct_file.write(chunk)

# 7. Demonstrate that the ciphertext and plaintext are different.
# (This is an example for demonstration; you do not need to do this in your own
code.)
assert not filecmp.cmp(plaintext_filename, ciphertext_filename), \
"Ciphertext and plaintext data are the same. Invalid encryption"

# 8. Decrypt your encrypted data stream using the same keyring you used on
encrypt.
with open(ciphertext_filename, 'rb') as ct_file, open(decrypted_filename, 'wb') as
pt_file:
with client.stream(
mode='d",
source=ct_file,
keyring=raw_aes_keyring,
encryption_context=encryption_context
) as decryptor:
for chunk in decryptor:
pt_file.write(chunk)

# 10. Demonstrate that the decrypted plaintext is identical to the original
plaintext.
# (This is an example for demonstration; you do not need to do this in your own
code.)
assert filecmp.cmp(plaintext_filename, decrypted_filename), \
"Decrypted plaintext should be identical to the original plaintext. Invalid
decryption"
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AWS Encryption SDK for Rust Z4 A RN—I)L T B HIIZ, ROBIRZHENI HDE2BERLTLSLES
(A

Rust & Cargo Z4 > AN—ILT %
rustup ZEAL T Rust DREDELEEI I —ARAZA VAR —ILZET,

rustup DXV AO—REA VAN =)L DOFMICDOWVWTIK, "CargoBooks @ "4 AK—)LF
B, #BBLTL &,

12AM=

AWS Encryption SDK for Rust [daws-esdk, Crates.io TREFE L THATEEXET, AWS

Encryption SDK for Rust @4 > A h—JLEBEOFMIC DWW T, GitHub @ aws-encryption-sdk 'J
R NJDO README.md 22 LTS EE L,

AWS Encryption SDK for Rust &, XROFETA 2V ARN—ITEEXT,

FEH

AWS Encryption SDK for Rust Z 4 > A R —JL¥ B IZ (&, aws-encryption-sdk GitHub J 7R K1)
NDIOO—2ZERTDHN, XTVO—-RLET,
Crates.io M {3

Z7O2IO9RFA4LYRNITIRO Cargo AN REEITLET,
cargo add aws-esdk
F ik, Cargotoml ICXDITEEMLET,

aws-esdk = "<version>"

AWS Encryption SDK Rust @4 > 7 )L 1— R

RDOBIE, AWS Encryption SDK for Rust T7OJ S22 033 EICHEATRIEANEID—FT 1>
TNE—2ZRLTVWET, E4EMICIE. AWS Encryption SDK EXTFUTZIL7ONAE =47
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ZVEBAVAZVALLET, RIZ, BEXVY REFCHTIHIC, XYY ROAHDEZERTSD 77
SIVRNEAVARYAILLET,

RETZIIDVAXLARASM—MDOEEXESLENETF—RXF—0OFHIR&K E AWS Encryption SDK, T
A7V ERETDHEOHIZOVTIE, GitHub ® aws-encryption-sdk J7RZ N 1J @ Rust ®
BIESBLT &L,

AWS Encryption SDK for Rust TOF— X DEES{LEES

BT, FREBESILEIVESTTILEHOOEEANBNE—2ERLTVET, 1207
AWSKMS Y EZ VX —TREENLET—XF—ZFALTIEBTTAIZRESHLLET,

ATY T 1. A2 AR AL L EF AWS Encryption SDKo

DAYy REFEAL T, F—2% AWS Encryption SDK St B R ESLET,

let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client esdk_client::Client::from_conf(esdk_config)?;

ATYT 22.AWSKMS 954 T > NEHEKT B,

let sdk_config =
aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_client = aws_sdk_kms::Client::new(&sdk_config);

FA7>23aV B TEFANEERBLET,

let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1)
ATYT I XTIUFTILT7AONA =S4TV "A VAR AILLET,

RTIVTFLTANAESATZVDOXYY REFAL T, F—REZKREBEIZDF—ZEETHF—
VU ZERLET,

let mpl_config = MaterialProvidersConfig::builder().build()?;
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let mpl = mpl_client::Client::from_conf(mpl_config)?;

ATY7T 4 AWSKMS F—U VT ZEHRKLET,

F—UIRERTDICEK., F—VITADFAT IO EFEALTF—U I XYY REFDY
HLUET, COBITIE, create_aws_kms_keyring() XYY RZFEAL, 1 20O KMS ¥—%
BELET,

let kms_keyring = mpl
.create_aws_kms_keyring()
.kms_key_id(kms_key_id)
.kms_client(kms_client)
.send()
.await?;

ATYT 5 TL—FFANEBEILLET,

let plaintext = example_data.as_bytes();

let encryption_response = esdk_client.encrypt()
.plaintext(plaintext)
.keyring(kms_keyring.clone())
.encryption_context(encryption_context.clone())
.send()
.await?;

let ciphertext = encryption_response
.ciphertext
.expect("Unable to unwrap ciphertext from encryption response");

ATV 6 BEHICEALEOERUF—U 2 JZEALT, BEAENET—22ESLET,

let decryption_response = esdk_client.decrypt()
.ciphertext(ciphertext)
.keyring(kms_keyring)
// Provide the encryption context that was supplied to the encrypt method
.encryption_context(encryption_context)
.send()
.await?;

let decrypted_plaintext = decryption_response
.plaintext
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.expect("Unable to unwrap plaintext from decryption
response");
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HAOCE, MEOSATZVON—2a BENFRRENET,
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--master-keys /\T X—2& & AWS Encryption CLI ®/N\— 3> 1.8.x TIEHRL ),
N—232 21.x THIBRENE T, KDY IZ, --wrapping-keys NTX—RZFEHLF
T /N—23> 21.x LABRIE, --wrapping-keys NS X —ZNBEFILE LV EFLEFIC S
BERVYWET, FMICOVTIEE, TAWS Encryption SDK CLIBXENTX—R )T 7L
2, EBBLTLEE L,

« Encryption CLIAWS TF—2ZE5{LT2LEE, 7L—2FFANTF—X & in AWS Key
Management Service () BENDTYE T F— (FEENAZ—F—)AWS KMS key ZIEELFT
AWS KMS, NABLDIYAZ—F—TONAE—2ERATZHEE. 7ONM A —2RET D&
BEHYWET, Fh, BEUENIEXYE—IJBLUOBHLARL =23 VICETIXARXT—20D
HOBMERELET. BSEIVTFARIAT I TEN, EREKTVLET,

N—232 18x Tlk, --wrapping-keys NFX—ZZFERTBHEEIC --commitment-
policy NFX—ZRAMBETT, ChABRVEEGEEUNTT, N—232 2Ax HUBTRE., --
commitment-policy NI X—R@E AT a > TIHNHBENET,

aws-encryption-cli --encrypt --input myPlaintextData \
--wrapping-keys key=1234abcd-12ab-34cd-56ef-1234567890ab \
--output myEncryptedMessage \
--metadata-output ~/metadata \
--encryption-context purpose=test \
--commitment-policy require-encrypt-require-decrypt

AWS Encryption CLI &, —BEDF—XF—TTF—RZBS{LLET., TOR, EELLZYE
IR —TTF—BF—ZRSIHLET, BTN XV E—JEARL =23V ICETEIXR
F—ENFREhET, BELEhEEXYvE—2ICR), BEEtEhETF—2 BSELTFAN B X
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OCF—2F—0BES{tEhEIE—NEENET, T—FF—0KE. BE, FLEHBRICOVWT
DEBITDILERHEEA,

C FoREESTHIE, BWELEALXYE—T, ATTVIVOREMIVTERAN, TL—VTF
ANBABREXRTF—2OGMZELET, £/, Encryption CLIAWS XY -2 DESIC
FRATERDSYEIF—ZEBETIN, AVE—2EBELESYE Y IXF—%2FERATESC
& %& AWS Encryption CLI IZIEX E T

N—=232 18x BABETIE, ESKO --wrapping-keys NZX—RE@GF 73> TerERE
nET, N—232 21 x BAEEE, --wrapping-keys NFX—Z NS KU ESLEFICHE
EBYERT,

B5TBEEICEF, --wrapping-keys NTX—Z D key BEZFEAL T, T—XZ2ESILTS
SYEVITXF—RIEBELEFT, EERKICAWSKMS SYEVIFXF—2BETD LR AT>a>
TIHN, FAITDZFENBVF—ZFATERVLSICTIRARNTZI9TAATT, HARLD
RAZR—F—TONMBZ—2FERTHHEER. 7ONAM A —B LTSV EVITF—ZEETHIHE
FHYWVET,

key BEZEALRVEEE, --wrapping-keys NTX—ZORBREEMZ ICRETIHEN S
WET, ChiZ&kVtrue, Encryption AWS CLI XYy —2&BEHILLESYE Y IX—%FH
LTESHTEET,

RANTZU9F14AELT, --max-encrypted-data-keys NTX—&ZFHL T, BELE
NETF—FF—OBNZITEDIREBREROXYE—20ESLEREBL TS EETY, BESLEh
ETF—32F—0OFERH (BSILTEAT DS YEITF—CI121 D), FEGEEYBHEARE B
BRE)ZEELERT, FHICODVTR., "TEBS{teniTF—2F—0FHE ZZRBLTEEL,

--buffer NZX—2 TR, FORILBENFEIZBEORAELEOH T, INTOALNLE
ENERBIIOKRTL—2TFARNNBRENET,

--decrypt-unsigned NTX—2 TRk, BS{tTFAREZEESL, BSLEIICXAYE—IHE
BBRLTHBCEZHERELET, cONTA—ZE, --algorithm NTFX—RZFEAHL., T—2X
ZRESHITBDLOOTIRLBEBELOTIIVALARAM—NZ2BRUESSICEALET, BS
ETFARDBREENTVWRES, ESLEXRBLET,

--decrypt £/z(& --decrypt-unsigned ZEBSLICERATEXR TN, MALEMATRI L
FTEEXREA,
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aws-encryption-cli --decrypt --input myEncryptedMessage \
--wrapping-keys key=1234abcd-12ab-34cd-56ef-1234567890ab \
--output myPlaintextData \
--metadata-output ~/metadata \
--max-encrypted-data-keys 1 \
--buffer \
--encryption-context purpose=test \
--commitment-policy require-encrypt-require-decrypt

AWS Encryption CLI kT Y E>IF—2FEAL T, BS{tEhEEXYvE—207F—3F—%2EF
LEFT, RIZ, F—EF—ZFE>TF— 2B SLET, 7L—2TFAMODF—REARL—
JAVICHTRIXEZTF—EZNIRENET,

ZYEIF—DEELE

Encryption CLI TF—2 ZBES5LT2 55, PBLLEE1AWS D2OZVEJF— (FEEFENA
R—F—)ZEETDIHENHVET, AWS KMS keys in AWS Key Management Service (AWS
KMS), ARAZALXAZ—F—7ONAE—Hhs0ZvE TF—, fLETOMAEFERATES
o NAZLDOIYAZ—F—7ONAHF. BERMENSH S Python NARX—F—7ONMZOVTh
HTY,

N—=232 18 xBTS YE Y IFX—REBETSICIE, --wrapping-keys NTX—& (-w) &fE
ALET, CONTA—ZDMER., attribute=value KFXEZFEATIEHLNEETT., FAT
B, NAZ—F—7ONAAXIIV RICE>TEAEYET,

« AWSKMS, BES{tON RT, key BHEZFEAL T --wrapping-keys NTX—RZIEET
DRENFBHYET, N—232 21x LA, --wrapping-keys NTX—ZHFEBHLIT RIZ
EMBERYET, ES{LTDHEE, --wrapping-keys NTX—X Tk, key BEZIEET S
A, discovery BHEZ true ICTIHMENHYET MAHATREEW). TOMOBEHEEAS3a>T
¥,

c NARALXYAZR—F—7ANAHA—, ENTINX> RTEHE --wrapping-keys NTX—RZEET
DUREBEHFHYVET, NTA—REIC key B KV provider BEZEHIMBEN BV ET,

BILUINY RTEHRD --wrapping-keys NTAXA =B RVEHD key EHZEHD_ENTEE
ED
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ZYEVIF—NIAXA—-2DOEH

--wrapping-keys N X—XDfER, XOBHEETEHENET, --wrapping-keys /N7
X—& (FllF --master-keys NZX—&) &, IXTOBESHKINY RTHRETT, N\—23>
2.1.x BABg(E. --wrapping-keys NI X —Z N ESEBFICESBBLEEET,

BHEBREICAR—AREKRIFENFrEEIATVEEE., BRCEOASFZ5I AT THAET, flx
&, --wrapping-keys key=12345 "provider=my cool provider",

Key: ZvE>TJH*—ZEELE T,

key BEZFERALTSYE Y IFXF—2RBAILET, BHLEFIC, COfERK. YAZ—F—70N
AX—NREBTDEEOXF—RBANFZFERATEERT,

--wrapping-keys key=1234abcd-12ab-34cd-56ef-1234567890ab

BESLINY RTR, 2B<EE 1 DD key BHEBEIEENTVIBENHY)ET, BHD
ZYEVIF—TTF—EF—ZHSLTBICE, BHDO key BHEZFEALET,

aws-encryption-cli --encrypt --wrapping-keys
key=1234abcd-12ab-34cd-56ef-1234567890ab key=1a2b3c4d-5e6f-1a2b-3c4d-5e6f1la2b3c4d

HFERATIEEILIN RTIEE AWS KMS keys, ¥—0fEIFEF—ID, ¥F—ARN, T/ UT A
%, ELBIAUFAARNTT, EXE, COREHMITY RTHE, key BENEOIA
UPZAARN ZFEALTVET, OF—BBIFORMIC DV TE AWS KMS key. ™ AWS Key
Management Service RO Y /N—HA Ry @ "F—FEHEF, 2SRBL T LEE L,

aws-encryption-cli --encrypt --wrapping-keys key=arn:aws:kms:us-
west-2:111122223333:alias/ExampleAlias

NDAZLDIAZR—F—TONAZ—%2FERATHEEIN RTIE, key 8 KT provider BHED
WEATT,

\\ Custom master key provider
aws-encryption-cli --decrypt --wrapping-keys provider='myProvider' key='100101"'

FEATHEFTIN RTE AWSKMS, key BHEZEAL TES AWS KMS keys ICERA TS
ZEETDH., OfEZHED discovery BHEZIBETEET, <&kt true, Encryption AWS
CLIAWS KMS key X ¥ E—S DEEBLICERE N-EED 2EATEES, 2IETT 2
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& AWS KMS key, XY tE—S OREELICERENBESYELYIF—D 1 DTHAIBENHYE
£

SyETF—0IEER. AWS Encryption SDK DRAKNTZ V9T 4 ATF, Chicky), A
$5 AWSKMS key FED 2FEA TS A RIEEhET,

BS5INY RTE, key BHEDERF— ARN ICTDHBEANBHY) XTI,

\\ AWS KMS key
aws-encryption-cli --decrypt --wrapping-keys key=arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

B 55 AWS KMS key B IZEED #EHTS

EEEIC AWSKMS keys RT3 Z2HIRT2H4EN B VWIB A, discovery BHEZ DETHEH
TEFEJTtrue, NfEtrueZIBET S &, Encryption AWS CLI I X v £—2 Z St AWS KMS
key Uiz ZFEAL TESTEEXT, discovery Bk, EELBWVWES, false TT (TF7 7/
N)o discovery Bitld, BN RT, XV E—HFBSILENLEBEESICOXREMTT AWS
KMS keys.

discovery B Z true ICT5 Dk, key BHEZFEAL TAWS KMS keysZIEET D C &I
D3FAETT, THRELENLEXY E—2Z2EBS5T5HESE AWS KMS keys, &--wrapping-
keysNoA—RIZEF—BUELR OEEZF OREEMNBETTNtrue, MHEF DI LR
TEEBA,

discovery #* true W35S . discovery-partition J& 4 & discovery-account BZFERAL T, AWS
KMS keys T2 Z AWS 7HIUVNEBELE ADEDICHBRITDIDONIRARNTZTIT A1 AT
T, XOBITIE, BEBEMICKY), Encryption AWS CLI IEEEE hi- AWS KMS key T ZEH
TEETAWS THIU K,

aws-encryption-cli --decrypt --wrapping-keys \
discovery=true \
discovery-partition=aws \
discovery-account=111122223333 \
discovery-account=444455556666

Provider: N AZ—*F—7ONA A —%ZEELET,

provider Bk, YARX—F—T7ONA A —ZHBBILET, 77 #4) MEWE aws-kms TH 1Y),
AWSKMSZXRLET, BIONAX—F—7TONAM AT —%&FEHAL TWBFE. provider BHEA 24
ETY,

CLI OfERA® 305


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-key-ARN

AWS Encryption SDK FROYN—HA R

--wrapping-keys key=12345 provider=my_custom_provider

NAZRL (AWS KMSTRBW) NAR—F—7ONA X —2FATRHFEOFMIOVT
l&. AWS Encryption CLI LR KU ® README 774 )IICHD REY Y "TBELREL 228
LT EEL,

J—>32: #ZEETSAWS U—>23

region BHZFEAL T, AWSU—232 O ZIEELET AWS KMS key, c DEMIE, BES
LAY RT, YAZR—F—7ONAEZHN AWSKMSO EZIZOABHMTT,

--encrypt --wrapping-keys key=alias/primary-key region=us-east-2

AWS BES{L CLION> RAWS U—23 > [, ARNBEDU =23 UHAEEIhTVSH
B, FEBHETEEEILE 2#ALEXT. F—EN ZEEIZECAWS V-3, V-3
VEMREREIET,

region B, OV -3 OAREVEBEENET, regon BHEZFEALEVES.
AWS Encryption CLI X > Rik, AWSCLI ZRIfEZ7O7 74 TAWS V=23 IBEETh
=, BEIT®BERE . TEEF7AILNOTO77AILEERALET,

profile: BERINE7O7 7 1)L ZIEE

profile B ZFEAL TAWSCLI OERIFEZTO7 7AI)ZEELET, BRE7O774)
(Z, FEBEHRE AWS U230 Z2BOBRENTEERT, CcORME. YAR—F—70ON
A5 AWS KMSTRWZRICOXBEMTT,

--wrapping-keys key=alias/primary-key profile=admin-1

profile BMEZFAL T, BELELESIN RTHORIIBEHREIRETE £, Encryption I
~ RTE., AWS Encryption CLI I&, F—EBICU—2a FE8EnTHST, U—2arERN
BVWEBICDAK, BRIFE7O077A4IAWS V=232 TZFERALET, E5INV RTR.
BE7O77A4IAWS =232 O FERENET,

BROZYEDTFXF—=IEETDHE

BROZYEDTF— (NAZ—F—) 28N RTEETEERT,

BROTYEVIF—REEL LSS, BIOTYEY I F—BF—RORBLLEATET—4
FEERBLOBELLET, TOMDTYESTF—F, AUF—2F—2RBHLLET, BE
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ELTESNIBEFIEAEXYE—DICR, BStehlF—8 BSILTFAN EEZVYEY
THF—T1D2FOBEILENE—HOT—RF—HNEEINET, EOFTVYEVTE, 1 DOBESLE
NEF—3F—2BFLTTF—REEBFTIDENTEET,

BROZYEDTF—ZEETDIICE. 2 D20FENHYET,

« --wrapping-keys NTX—XDEIZEHD key BHEZEDHE T,

$key_oregon=arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab
$key_ohio=arn:aws:kms:us-east-2:111122223333:key/0987ab65-43cd-21ef-09ab-87654321cdef

--wrapping-keys key=$key_oregon key=$key_ohio

- ABUONX Y RICEHD --wrapping-keys NTX—RZEHET, COBXIE., EETHEME
ZOANVROZYEYITF—IC—FETEALBEVBEICEALET,

--wrapping-keys region=us-east-2 key=alias/test_key \
--wrapping-keys region=us-west-1 key=alias/test_key

N{E% D discovery BtrueZEHA T &, Encryption AWS CLI XY £—2 ZBES1{t AWS
KMSkey Lz ZEATEET, B8O --wrapping-keys NZX—2ZREUIN> RTHEHR
I35 E. --wrapping-keys /NT X—& T discovery=true ZFERTHE., TOMHD --
wrapping-keys NTX—2 T key BHEDOHIRF EREB|UICHEY ET,

EEAE, ROOANYY RTE., D --wrapping-keys/NZ X—2 O key BHIE AWS Encryption
CLI ZEEEcnic ICHPRLET AWSKMS key, 7L, 2 FEBD--wrapping-keys/\ZX—2®
discovery BEZ A 9% &, Encryption AWS CLIAWS KMS key kI EEENLETHI RO OWT
WA EERALTIAYE—SRESTEET,

aws-encryption-cli --decrypt \
--wrapping-keys key=arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab \
--wrapping-keys discovery=true \
discovery-partition=aws \
discovery-account=111122223333 \
discovery-account=444455556666
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ANZEET DA

Encryption CLI AWS OBES{tARL -3 ik, F7L—2FFANTF—RZADELTEZITE
W, BEtEhi Xy E—2%RULET, BEEARL—3a 2V, BELEhEEXYvE—DFADE
LTEWHRY, 7L—2FTFANDOF—RZRLET,

I N T O Encryption AWS CLI X2 RTlE., ABDDFFT%Z Encryption CLIAWS [Z3ERTD --
input/ NI X—& (-1) FRETT,

ROWTNA DI ETANERETEET,

« J7ANEFERALET,

--input myData.txt

« J77ALEBONR—2ZERALET,

--input testdir/*.xml

s FALIOVRNIVEERFRFALINIVBONZ—2ZFEALET, AIWNFTFTALIRNIDES, --
recursive NTX—%& (-r, -R) N"RETT,

--input testdir --recursive

« ABZIONXY R (stdin) ANNAFUET, - NTAXA—RIZ --input OEZFERALET, (--input
NTA—ZBFEICHKHETT, )

echo 'Hello World' | aws-encryption-cli --encrypt --input -

HODEFREEET S FHE

--output NTX—RIF AWS | BBILELEESARL—23a20REREEETATSEHMZ
Encryption CLI IZIERLE T, Chik, §XTD AWS Encryption CLI AX > RTHETYF, AWS
Encryption CLI &, AXRL—232OANT77ANZECHLVEL T 7ML ZERLET,

HHT7 74N T TICEETDHES. T 74 NT Encryption AWS CLI FEBEZHAL, 774
ZEEZELERT, LEZETNBVELSICTRICE., LEZITHHIICHERBOXYE—IHNFRRTS --
interactive NI X—XRZFERATSH, Tk, HANFLBEZLELDSETREANZRFY T TS
--no-overwrite ZFALET, LEZDBESFZRTLAVKSIZTSICE. --quiet ZFEAL
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F£9, Encrypton CLIAWS A’ 8 TS —LBEZF Y 7 F v 320k, 2>201IVAANL IV NEEFTEE
ALTHIARNI—ALICEZIAXFTT,

(® Note

HAT7 74N LEEITRZIANVRE, HOT7 7ML ZHIBRIZETHRHELET, OV
RARBLUESZER., BAT7T7AUNBRICHBRENATVZEEHY) XTI,

EREEXBHAETHIEHMEZEETERT,

C TTANEEEELET. TP ALCAREEETHBE, O ROEFHC/NAROTNTO
FALYRNUABELTVBREN BYET,

--output myEncryptedData.txt

c FALORNUEEELET, O RORFHEEAT ALY NUABELTVEREN &)
7,

ABEHTFALIORNIAEERTVREE, INV RBEEENEFILINIOTICYTF 1
L7KNVZBRULET,

--output Test

HABFANFALIRNI (77A4ILBEL)AWS DIBE. Encryption CLIKAD 7 7 A ILBEY
T4V IRAEIVTHAT 7ML BZERLET, BSILARL =232 @, AHT77A4IILABIC
.encrypted ZEBMLFET, ESEARL—2 3 F .decrypted ZEMLET, Y71V IR %
EEITDICIE, --suffix NTX—RZFERHLET,

e, file.txt ZBES{LTRHFE. BS{LON RIF file. txt.encrypted
ZHERLET, file.txt.encrypted 2EE T2 HE, 5TV RIE
file.txt.encrypted.decrypted Z¥ R L E 7,

« AN RT A2 (stdout) ICEEIAAET, - NTX—ZIZ --output DEZAHDLET, --
output - ZFEAL T, HAZMOON RRZ7OATFALICNATTEET,

--output -
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B THFANEFERATDIHE

AWS Encryption CLI Tld, BES{LINY REEFTIN Y RTHESILIVTFANEZIEBETEERT,
CNESBETEDY)EEAN, HEBETIDIESILORANTZI9T1ATY,

BESLITFANE, FED. >—JL Y MTREBEVEMRIET—X T3, AWS Encryption CLI
Tk, BESI>TEFANE name=value DRT7DEETERENET . RKT7OABRRFRENTESE
ATEEXRT, chiZlk, ERPARV—(CHBEENZOY., FEEF—RXAOBESLARL—2 3
VEBRIDOICRIADT7ALNRT—RICEITIBEHRFIEEIET,

E5{LIXR Y ROIFE

BEIAR—NCK > TEMENEZEMOBESHITHFAMNEHIC, CMM IZ&K > TEME
NERTE, BESLEhET—RIIESLENTNSI Y RENET, chiFx, IV RAIRTESE
ENEXAYE—DICEEFEFATVET (FL—2TF AN, ZFEAL TVSHE AWS KMS key, B
SV TFANMNE, BEQEEL I—RXOJICETL—2TFARNTRREhD ENHY F

9 AWS CloudTrail,

ROFIE, name=value ® 3 DORT ZH DB TFARNZRLTVET,

--encryption-context purpose=test dept=IT class=confidential

B#5IX > ROFE

BNV RIEBSVT, BSOAVTEFANE, BB BRXY E—22BF5LTWA L E
SHHERTDDICKIEET,

ES LA TFARNNBSHTEAEATVEVELTE, BESON Y RTHESECIATFANZIE
ETRIHERIHYELA, L., TDOHESE. Encryption AWS CLI i, EEIX > ROBEE{HI

TEARDINTOERY, BTN XY E—20BSOVTFANDERE—HTHILE
BELET, WThLPOERN—HLEBEVEES, E5ONYY REXELET,

e, ROOXY REFE, B TFAN dept=ITAEENTVREEICOXKESILX Y
t—2%#EBESLERT,

aws-encryption-cli --decrypt --encryption-context dept=IT ...

SEMLIVTFANE, EFIUT A MMOBEEEBHTT, £EL, BESLIVTFFANZERT
BB, TOEFY—ILY hTEEVCEOERL TSV, BELIVTFANCHET— 5%
ZHBEVTIEE L,
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ESLAVTFANEZEETDICE

« BESILON> RTIE, --encryption-context NTX—2% 1 DLLE® name=value R7 TfE
ALET, ERTEXPNBIEHICAR—AZFEALET,

--encryption-context name=value [name=value] ...

« 85N> RTlF. --encryption-context /NT X—&{EIZ name=value R7., name EX
(fE&L), ELEEMAEDEAEDLEEEDDIENTEET,

--encryption-context name[=value] [name] [name=value] ...

name R7® value X name=value ICAR—AREFERIXEN TN TVIHEE. RT724hZ5|AF
THH&ET,

--encryption-context "department=software engineering" "AWS #####=us-west-2"

ez, COBE{IINT RIZIE., purpose=test & dept=23 £EVS 2 DORT EFEOESIL
OAVTFHFARNEENTVET,

aws-encryption-cli --encrypt --encryption-context purpose=test dept=23 ...

ChSOESIRY REERMLET, IV ROBESLIVTFFANE, TORELIFFAN
N7ty NTT,

\\ Any one or both of the encryption context pairs
aws-encryption-cli --decrypt --encryption-context dept=23 ...

\\ Any one or both of the encryption context names
aws-encryption-cli --decrypt --encryption-context purpose ...

\\ Any combination of names and pairs
aws-encryption-cli --decrypt --encryption-context dept purpose=test ...

EEL, ChsOBESINY REAMULET, BESEhEXY 205 TFARNIG,
BEENLEERZRZEENTLEEA,

aws-encryption-cli --decrypt --encryption-context dept=Finance ...
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aws-encryption-cli --decrypt --encryption-context scope ...

OAXY MYV RNRUS—DOEERE

OXRVRIZOZY AV RRUS —ZBRETBHICE, --commitment-policy NTX—XZFEAL
FT, CONTA—REN—23218x TEAThELE, BS{LION REESIN RTED
T9, RETDAZIYRMXNRID =R, RREThDIVRIZHLTOKEBERTYT, AN RO
OZY MAYRRUS—BRELZEWVWES, Encryption AWS CLI X F 7 # )L NMEZFERALET,

BIZE, RONTFX—RETREIZIY X2 MRS —H require-encrypt-allow-decrypt I
BEEH, BCF—AIY MU PITHESLENTTH, BSLEhEBS{ETFANEF—OZY
RXRNODBEICA DM DS TESTLENET,

--commitment-policy require-encrypt-allow-decrypt

REZ7ANLNINTGX—2ZRIEFTDHE

SEEE(ZEMA T Encryption CLIAWS NS X—REBERET7ANICRETZ LT, BEEZHH
l/\ Ajjli_#é@ﬁ_c"éijo

BRETZ7 7 A&, Encrypton AWS CLI AN RONTA—REEEZEOTFARNT7AILTT,
AWS Encryption CLI AN RTRE7/7AMINE2SBITdE. VITFLVARBREZ7A4ILONT
X—REETEEBRASIhET, 77MILORBZIN RTZAVTAILEBSESICERUMRENE
S5hET, FE77MIINRBEEOBuZFEATE, BREOI—HY—HFTIOATREEEEOT(L Y
NUICEBRETEET,

RDRET 74 ) (key.conf) DHITIE, 2 D0 AWSKMS keys 2242 ) —23a > THEELTW
£¥Y,

--wrapping-keys key=arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab
--wrapping-keys key=arn:aws:kms:us-
east-2:111122223333:key/0987ab65-43cd-21ef-09ab-87654321cdef

ONVRTRERET7AMINEERTRICE. 774ILBOEBEICTY NY—7 (@) ZFERALE
9, PowerShell AV =Tk, NV IOT1vIONFEEALTTYNI—Y (@ ZIART—77
DHRENHYET,

CcOAXNY RHEITIEE, BES{LIX> RTkey.conf 77 1L ZFERALET,
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Bash

$ aws-encryption-cli -e @key.conf -i hello.txt -o testdir

PowerShell

PS C:\> aws-encryption-cli -e “@key.conf -i .\Hello.txt -o .\TestDir

REZ7ALDIL—I
RET7TANZERIZEHDOIIL—ILEEROESY T,

C BRETTALNTERONTA—REEHBENTE, AROEFTRRTEET, §/1TX—
220 (BhE) EBBOTTRRLET,

c #ZFEALTITOEARLE—MBICIX MZEMLERT,

s MORET7TAINANDSRBEEDDENTEET, PowerShell AV —=ILTE, NV ITaY
INFEFEALT@XEFEZEIARAT 72 LEBEVTIEEL,

- BETT AL TEABEEATZES. SAENETFANEROTIEL B LRTEEY
Ao

ez, chiEY > 7)) encrypt.conf 77 A4ILORETT,

# Archive Files

--encrypt

--output /archive/logs

--recursive

--interactive

--encryption-context class=unclassified dept=IT
--suffix # No suffix

--metadata-output ~/metadata

@caching.conf # Use limited caching

OV RICEEBORET 7ML EEDDEETEET, COIX Y RHITIE, encrypt.conf
EDOEBE D master-keys.conf FREZ7 7 AN ERENET,

Bash

$ aws-encryption-cli -i /usr/logs @encrypt.conf @master-keys.conf
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PowerShell

PS C:\> aws-encryption-cli -i $home\Test\*.log ‘“@encrypt.conf “@master-keys.conf

Next: AWS Encryption CLI ®#l&ZEH L F 9,

Encryption AWS CLI @ 4l

ROGEFEALT, FLISDTSY NTA—ALTAWS Encryption CLI ZR L FT, YAZX—F—8
KOPTDMHDNTA—ZDOAIILTIZDOVWTIE, TEncryption AWS CLI OERFEE, 25BLTLKE
TV, D94V OVT77LYAICDOWTRE, TAWS Encryption SDK CLI XX E/NT A=) T 7L >
2, EBELTLEE W,

® Note

RO Tk, Encryption CLIAWS /N\—> 3> 21 x DEXEFERALET,
FLLWEF2UT s ¥k, £E&E & AWS Encryption CLI/N—2 32 1.7.x B KTV 2.0.x
TU—REhFEL L, L., AWS Encryption CLI /N\—> 3> 18x @F/N—>3
1.7xAWS I[CEZ#D V), Encryption CLI2.1.x Ik 20x ICEZE#ED VY ET, FHHMICOWVWT
l&. GitHub ® aws-encryption-sdk-cli J7RZ N TEET X1 UT 1T RNAYU%ES
BLTLSEEL,

BTN TF—2F—ZFRIZDEF1VT A REDOEAFTEDOHICOVTRE, "TESHEhi
T—2F—DFHIR, 2ZRLTILEEL,

AWSKMS YILFV—=2a>rF—nFERAFEZRIFICOVTIEE., ") Z28RLTLKEESVWIILTF
)—=23 > O EA AWS KMS keys,

N =R

s 774 O

- 77AIILDOES

e FALOKNJVAOIXNTOTI7AIDEESIL
s FALORNVADINTODTTAI)IDES
s OXVRZAVTORESILERS

s BHRONAZ—F—DFEH
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« AU RTORSILEES
F—BF—% ¥V I1QEM

7AILDES

ZOHITIE AWS | Encryption CLI ZEHA L T, "Hello Worldy XF5ZEThello.txt7 74
NDABRZEESILLET,

774N TRSIAN REEITITSDE, AWSEncryption CLIE 7 74 IILORBZEEL, '%':
NDTF—3F—ZERL, T—EFF—OTOT77AMIANBZRESHLLTHLS, BELEhXY 2—
EHLV TP AL BERAET,

BHNOIXY RiE, OF— ARN % $keyArnZE AWS KMS key ICREELE T, THREILTIHES
AWS KMS key, ¥—ID, ¥F—ARN, TAVT7RAE, FLEIAJT7AARN ZFEAL THEBITE

9, OF—FBAFOFMZ DOV TIE AWS KMS key, " AWS Key Management Service FAR O Y
N—=FHA4 R, O "F—FAlF1 282RBLTEEV,

2FEBOIANVRIE, 77 *f)LODP\]ﬁEEI FIHLUET, AV RIE --encrypt NZX—X2EEHAL
TARL =232 ZEEL, --input NFX—RZ2FEALTESKID T 7N EEELET, --
wrapping-keys /Y?X—’}’t%d)%éﬁd) key Bk, ¥— ARN T AWS KMS key RE 15 %fF
AT%&5I1C ANV RICERLET,

COANY RIE --metadata-output NTX—RZFEHAL T, BSLARL—>32ICETS
XBF—BOTFANT7AINEEELET,. RANTTIOT14RELT, ZOIONVRIEF --
encryption-context NZX—&2ZFEALTESIITHFANEEELET,

COIANY RTR, --commitment-policy NTX—ZREMALTIAIY MXY RRUS—ZFR
WICERELE T, /N\—232 1.8x Tld., --wrapping-keys NTX—RZFEATIEEIZDONT
X—BNFBETT, N—232 21 x AT, --commitment-policy NZX—RWEF7> 3>
TIHNERETIET,

--output NTX—ZDEORY K (), HAT77AMILZREOTALIKMNIICEERATLSION
Y RICERLET,

Bash

\\ To run this example, replace the fictitious key ARN with a valid value.
$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab
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$ aws-encryption-cli --encrypt \
--input hello.txt \
--wrapping-keys key=$keyArn \
--metadata-output ~/metadata \
--encryption-context purpose=test \
--commitment-policy require-encrypt-require-decrypt \
--output .

PowerShell

# To run this example, replace the fictitious key ARN with a valid value.
PS C:\> $keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'

PS C:\> aws-encryption-cli --encrypt °
--input Hello.txt °
--wrapping-keys key=$keyArn °
--metadata-output $home\Metadata.txt
--commitment-policy require-encrypt-require-decrypt °
--encryption-context purpose=test °
--output .

N

EEILON RARIILEBE, HAOZBRLERA. ON RARBILEAESH EHERTSIC

. $?EBOT—IEEFIVILET, AV RARBLEBE. $? OfEK 0 (Bash) £1=
(& True (PowerShell) T¥, X RAKBUL EBE. $? OEIE 0 LASL (Bash) £k False
(PowerShell) T9,

Bash

$ echo $?
0

PowerShell

PS C:\> $?
True

T, TALONV-—EOV RZFEAL T, BSLOAN RAFMLVI 7AI
hello.txt.encrypted ZHER LA ESH ZHRITBDEETEEXT, encrypt IX R

B
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FEADT7AINEBEIBELED, 28, Encryption CLIAWS AN 77 A ERU SRR
E.encryptedY 74V VREHFE DT FAINICHNEEERAAELE, BIOY T 1Y O AZFERTS
N BTV IORZHETBICE. --suffix NTX—XZFERALET,

hello.txt.encrypted 77 A J)LICIE, BEIAYE—IFEFEhTVET, ThiC
(. hello.txt 77AMIOBESTFAN, F—XF—OBES{LIE—, SXTES{HKITFAN
ZECEMDOXRTF—ZNEENTVET,

Bash

$ 1s
hello.txt hello.txt.encrypted

PowerShell

PS C:\> dir

Directory: C:\TestCLI

Mode LastWriteTime Length Name

-a---- 9/15/2017 5:57 PM 11 Hello.txt

-a---- 9/17/2017 1:06 PM 585 Hello.txt.encrypted
J7714IDES

COBITE. Encryption AWS CLI ZEAL T, ABIOFITESILE ©ilzHello. txt.encrypted”7 7
1ILOHNBZESLET,

BB RiE --decrypt NTX—REHEALTARL =3V EEEL, --input NTX—%&
ZHERALTESIBD 7 7ML EEBELET, --output NFX—2DER. REOFALIKN)%Z
KITRYKNTT,

key BMZ 2T --wrapping-keys NTX—Z Tk, BELEnEEXYE—20ESICERTS
SYE UF—%EELET. EEALEESITY KTE AWS KMS keys. key BHDER +—
ARN THEDBEN BV ET, SN RICE --wrapping-keys NFX—ZHFBETT,

AWS KMS keysZ R L TWBBEF. key BHEZFEAL TESHD AWS KMS keys ZI8ET %
A, discovery BM%Z true ICLET (METREW) DAZANAZR—F—7ONAX—%FERAL
TVW3IBE, key B E provider B HETT,
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