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CEEDVPCAD VPN ERZHBIITDCEETEEXT, VPC AD VPN EHEFREDFMICOWVWT
l&. Amazon VPC 1—H¥—7H 4 R® Scenarios for Using Amazon Virtual Private Cloud 23 8B L T<
e\,

ZY RDJD—2IH8 Amazon VPC \NDEHZEAT> 3>

ROBREZFEAL T, VE—MRY NT—T% Amazon VPC RIRICEFTERT, Chs0A7
>av, AWS VY —ADOBRFEDOAH A MY —ERAEOREICKRIERT,

« Amazon Virtual Private Cloud QO #E#iA 7> 3>

Direct Connect Ll —7 4 > J RS —&EBGP X1 "5 4

Direct Connect l&, /N7''J ¥ % Direct Connect ##:0D A NI R (AT LIATF—2E>
R=NS)BRCTINNDIRD)=23op8)N—TFTa42 TR —%ZEBRALET AWS, &
=, Amazon 7 RNZRAXFTBIN—KhDAR—F—45—~NDJI47ONJ) (BGP) X274 X
JEEALT, 1—% =D Amazon IC7 RNZA XTSI —KNCBGP AZ1 -7/ XJZHEHATE
£9,

NTVYORBAVE—TIAADIN—T 12 TRI> —

Direct Connect ZERALTNT7 U YO AWS H—ERICTIEARTZEEEF. NTUY D IPv4TL
TAVIOREEREIPV6 L7141V ORA%EEEL T, BGPRETT RNZA XTBHEN HV)ET,

RDAZNDY RIL—TFT 142 TRID—HNBERERET,
s NTVYOTLT74YOREMBLTEY, ThHABLBMEOS > 2—FY NLTZZANYICER
TNTVRIRBENHYUET,

« "NST749 0@ Amazon N7V Y OTLT AV OARTHIVENHYET. EREOHEBHY
W—=FT AT R—REhTLVEEA,

« Direct Connect A /NI RNTYRTANZITREFTLT, NZTA4VYIDY—ANTR
NEAXENET LT AV IANSKEENLECEZERLET,

RODTINNDY RLV=FT 142 TR —FEREIhET,

XY ND—%4H S Amazon VPC ANDEEA T 3> 6
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« ASPATHERERTL7AVYIOR—BUEE., W—FTA2VINAZBRETDEHICERAETIhETT,
AWS Tld, ELU7L 714 Y YA Direct Connect 'A4 >Z—ZY RENT UV ORBAOR—T I
AADEBICT RNZAXENTVWBEE, ZFEALTRYEENBIL—KET RNRAXTS
CEZBEBHLET,

« Direct Connect &, FIAAREZITXNTOO—AHI AWS V=230 L TAVIORED)E—R)—
a> L7414V 9O9RET RINXAL XL, CloudFront X Route 53 % &', FIFaaE b AWS 3E
)—=23a> 0T LEVARAU N (POP) ASOAVRYNTLTAVIRAZEEDET,

® Note

« AWS HE)—>23 >0 AWS IP 7 RL AZB JSON 7 7 1 )L ip-ranges.json I 1J A b
ThTVWBTLT714Y DA, AWSHEU—3>TOXRT RNZLAAXENET,

« AWSERAU—>3>20 AWSIP 7 RL AZhE JSON 7 7 1 )L ip-ranges.json IZ1J A b

ThTVWBTLT714Yv A, AWSERU—23>TORRT RNZLAAXENET,
FHCOVTE, TAWS 20U T7 7LV A) O TAWSIP 7 RL A&H, 228RL T
EEV,

 Direct Connect l&. BNNAEBN 3 OTL 71V IOREZT RNZALAALET,

« Direct Connect l&. &<HSHNTLS NO_EXPORTBGP AZX1ZF A TIXRTONTUYITL
TAVIRET RNRAALET,

c 2DONEBBINTVYIVHEBA UV EZ—TIA( RAEFEALT2O20EAZ)—>arhsEUTL
TAVIORETRNEZAAL, £E55EELUBGP EMHERGENDTL 71 v OARAERFEDES.
AWS ET7IORNDIURRZTAVYIDR—L)—23a 2 B2BELET,

« B Direct Connect IEGN H2BEEE. BULNABEZE D>TL 71V IRET RNEZAXT
BET, AVNIURINZ 74V OOO—REEZRHARTEET,

s WKRIPTTRNZAXENDTL T 1Y IR, BHEOXYRND—IUBREBATCT RNZAX
Direct Connect L TIEVWHEB A, FEAEE. ChsOTL71v IR, FEONTUYIOA4Y
R—=Y NL—=—TFATT—=TINICEDD LRI TEXTEA,

 Direct Connect l&. Amazon XY RD—TORTBEBEN T RNZAAXLETL 71y O AZ®REL
£, NTUYIOVIFASFEBLEAAREII—TLTA9AR%E, ROWFTIHAICET RNRA X
FTRD_ERFHYYFEA,

« Z N Direct Connect & &4
« AWS JO—NILZRY NRD—=2EETUTTRDRYRND—D
« Amazon D NSy N7ONAF —

NTVYIREAVE—TIAADIN—FT 1V TR)Z— 7
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s NTVY DALV B—TIAREERTRHEERE. NTUY T ASNEERZTFARXR—KASN OV
ThLPZEFEATEEY, LEL, ATERIEEREZERBREI HIET,

e NTUY SO ASN:ASN ZFTEL. TO_EERKRITDERERE > TVBIURENHYET,
AWS IZ& 2T ASN OFTEHENBRIIENE T, ASN (1~2147483647) &% ASN (1~
4294967295) DA AN HR—RENTVWET,

« T7TAR—KNASN: XOEEDTZ4RX—KN ASN ZFERATEET,
« 724 ~X— | ASN: 64512 ~ 65534
« 7274 X—K0O2%7 ASN: 4200000000 ~ 4294967294

=72 L. DirectConnectld, 7L 71 YO RZMO AWS BEXRLEFAEZ—FY MNIT R/IAA
AAXFTBDEEICL, 774 K—K ASN Z AWS ASN (7224) ICBEMAF T,

« ASN ZURFT A Y-

« N71UY SO ASN (ASN £O>% ASN OFERH) Tk, 7URFAVITEFHLEESYICE
EL., F7URY RENI ASN FEDZRY RD—DICRRENET,

« 724~X—K ASN (ASN £ERWV ASN Ofi5) Tk, 754 X—K ASNAWS & 7224 (IZ{&
EMADE, FMBHIBRENET, D2FY, NTVYIEBA 2V EZ—TILATT T4 R—hK
ASN AWS ZEA T 3H/E. ASN OEBEFME UADIL—FT 1 VT REICEFEZEZDDIC
MEHTREHYEEA

s NTUYIRBAVR—TIAAAWS ZN LT EBGPETU VItV avEBITIEES
k. BESATLES (ASN) 127224 #FEAL T, AWSHITBGP Y>3 #BIULET,
N—B—FLRBHARY—T—RDIAFNAADASN I&. D ASN ERFEXZ > TVWBHEN
HV)ET, BEED ASN (& ASN (1~2147483647, FHIFHEHZKR<) £/-EO> Y ASN (1~
4294967295, FHIBHEEZKR) ODVWTIhHTT,

INTVYOREAR—TIAABGP X154

Direct Connect l&, AJ—7"BGP JX1-F1ZxJ&2HR—K~L, NTVYIREBAE2—TI4
ATORZ 74y O0&ER (V—>3a>FEEIJO-NL) EL—KREREOHFBICKILBEET, &,
NTIVYOVIFASZELEINTNDIL—RN%E, NO_EXPORTBGP JX1-F14ZJTRIfFHE
NTVBHADESICAWSHRVET, DFY, AWSERY RT—JD0&HNFTDIN—FT 1T ERERE
ALZEY,

BGP X151 OEH

BGP X154 X% Amazon 7 RNRAXTBDNT VY OTL 714y ORAIERL
T. Amazon ODXRY RDO—V RO ENREDERICTL 71V VA ZmETHH (O—HILD AWS
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=230k, RERNOINTOU—232, IXTONTIYI)—=2320BE)ERTEN
TEEXT,

AWS U—>32 X31”"754

AVNIVRILV=TFTA2ITRIS—0OFE, 7L74VYIVRAZRROBGP A 1714 ZFEMATE
9,
« 7224:9100—0O0—AJ) AWS V=3
« 7224:9200— KEEAWS U—32 OFNTD :
- K&
« PTOTNITa4v o
« B, BER, TT7UN
« 7224:9300— JO—/NN)L (TXTO/NT VY AWS D—232)

(® Note

X174 RJZERALEWVWEES., L7140 ARGTF7FIILRTIXRTONT VY Y
AWS U—3a > (JAO—NI) IC7 RNRAXENE T,
BUIIS1Z5F/4TY—9&h, @—DOAS PATHEMZEZE DT L 71V IAN, EHER
fLDIRBEIZRVYET,

OAZ1=5 4 7224:1-7224:65535 |F Direct ConnectiC &2 TFHENhTVET,

TORNNDURIL=FA42ITRI—DFE, BT7RNZAAXENEIIL—MNIAXROBGP 121
T 4 Direct Connect ZEBRAL £,

« 7224:8100— 7°'L > A Direct Connect R4 > NABIE[F TS hTWAOERL AWS U—2 3
UhSREENDIL—K,

« 7224:8200— 'Lt > A Direct Connect R > RABEMFHFS A TWADERUKELASRHRES
n%)ll_ |\o

« RTBL-EOKREZERETDIL—hK,

NTVYOREAVR—TIAABGP X151 9
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® Note
FTXNTOAWSNTVYOTLT A4V IRZZRFTRICE. 71 E2—RBFEAEhEEA,

Direct Connect N7 VY K THR— R ERTVWAVIZI I ZFT 1 FHIBREhET,
NO_EXPORTBGP 11 _5 1

TORNNDURIL—F142TR)S—DFE. NO_EXPORTBGP AZ1=F4&JF, NTUv Y
REAEZ—TIAATHR—RENTVET,

Direct Connect &, 7 RNZA X&E N Amazon L— R TBGP X1 =571 X T EEMHL T,
Direct Connect ZFEA L TN7 VYU AWS H—ERICT7 IV EATREEEF. ChsOIdI1="5F4
RIICEDVWTTAINE—EERTEEXT,

INTVYORBA U R—T I A ADBE. BEIC Direct Connect 7 RNZA XFTBDIXTDI)—b
(k. NO EXPORT OZa1=Z5 14X I FHeshEzd,

T7ZAR=NREBAE—TIAABLERNT DY MREBA 2 Z—T I
AADIN—T 142 TR —

AWS Direct Connect ZFHALTTSARKR—NAWS DY —RICT I EAT3E4E. BGP&EHTT
RINZAAXTBDIPVAEREFEIP6 L7 14V IOAREETHIHENHYYET, Chso7L T4y
DA, NTVYOEERTTAR—NIERETEET,

FRNBAXENLETLTZAYORIETVWT, ROTIRNIY RIL—=T 12 TIL—ILFERAEh
x9,

c AWS &, L7414 YORAOREERIDICFHELET. BRON—FT 1A INANTOT 14T 1INY
STEERATHBHE. B O Direct Connect (R¥EA >V Z2—T7 T4 AZFEAL TKRY) BEFHE
I—KRETRNZRAXAWS TR _EZHEBMHLET, FMICOWVWTIE. Tinfluencing Traffic over
Hybrid Networks using Longest Prefix Matchy ZZB L T E&E L,

s O—ALTLI77LYAR, PIOTATINY T ERRICERENLEL—FT 1 VINRT, 7
RNZAXENBDTLT 1Y OARNBEUBEICERATRHREENS BGP BMHETT., COE
(&, 7224:7200-Medium O—ANREIIIZTAEAWS V-3 ZFEALTEHLU HEE
FFSs N TWBHAWS Direct Connect 07— 3 ZBXATDRSIC)—2a> I EICREENE
T, O—AHILV—23 25 Direct Connect O —> 3V ICEHER TSN TOWEWEE, KYEL
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BICREENET, chlF, O—ALNTVT77LAOAI1IZTARINFEREATVEVEEIC
DHBHENET,

« ASPATHRWIEE., 7L 74 v O0RREOA—AINTV T 7L ANFBUSEDIN—FT 12T NA%R
ETHEHICFERATEEXT,

« L7414V OAOERE, O—HIEKE. AS_PATH A"REILUEE. Multi-Exit Discriminator (MED) %
FEALTIL—FTAINAZRETEERT, THMEOELEENMRKWL-Y, MEDEZFERATA
HENSH AWS LEB A,

c AWS7L714Y9AM AS_PATH R& BGP BN RUTH2HE. BEBONSI DY NELE
B 7ZAR=NMNREA D Z—TIAABTEIANIILFNRAECMP) L—FT 1 T REALE
T TLT714YIADAS PATH ® ASN E—FHT2HERFHYEL A,

T7ZAR—NRBAVE—TIAABRORNT DY NMREBA2R—T T4 AD BGP
A=X1”-54

#¥ Direct Connect 77 AR—RELER KNS UDYMREBA OV R—TIA( RAZNLTIRNT 71V D%
FA7LIAOT—23VICAWS V=23 )L—FT 12T 9 %FE. Direct Connect 07— 3

AWS U—2ar ICBRERTshE ., F7AIINTEEF TSN EZRL TECMP. AWS 1) —

> 3> prefer Direct Connect T —> 3 Z AT D HEICEE AWS V-3 ULET, Direct

Connect A7 —> a2V ICEENITS NI AWS V=232 Z%ETSHICIE., TAWS Direct Connect
Locationsy ZZBL TS E&E L\,

O—AL7V77L A1 T4 2T BAE A TVEWVWES., Direct Connect i, A TN F
JAICEWVWT, AU L7141y O9AR, ASPATHR., BLT MED fEZ#D 2 DL ED/VNAICRL
T. 7AR—RMEERFNZ VDY NMRBA O RA—TIAALTECMP 2HR—KNLET,

c AWS U—23aY AERZ 74y 01, RUOOT—> 3 VRN ELSDOOT— I VHBEERD
CAADST AWS U—T 32 RUBERTSNIZEMmASO 2 DUEDOREBAEZ—TI( A
INABTBYNET,

c AWS V=23V EERNT 74V UICE, BUY—232A0BMLSD 2 DU EDREBA 22—
TIAANATBYNET,

HMIIOWTR, T7SAR—PNEEFIN S PYNMREBA O R—TIAADNS AWSADTIT 4
TJITOT4TEREETOT1471)NY <7 Direct Connect &2 Y RTFY 7T T3 ESThiELR
WTITH? ZSRBLTLSEETL,
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® Note
Chik, AUTLIAOBFRAWS U—T 32 A5 ADQECMP CREFELEEA.

IL—REREZHMHT S 7=8(Z, Direct Connect 7T AR—NREA 2 Z—T I RERNT VDY N
REAR—TIAAOO—HIEREBGP AZ1=-F 1 XJ%EHR—NLTVWET,

BGP X174 OO—NIIEERRE

O—NLBERENBGP X174 2V 2ERATRE, KYKNIT—VOBEENZ74YITO—
RN VTR —RNREEZRRATEET, BGP Y a2 EHTT RNRAXTBDTLT71Y
VA&, X174 87 ZBALT, BEhBDRZ 71V VOBRENFITEXANAODBEEEZ R
FTENTEFRT,

BR—NEATVWRIO-NILEBERENOBGP DX 171 2T ZRICRLET,

e 7224:7100 - BEERE:
o 7224:7200 - BELERE:
e 7224:7300 - BEERE:

&

-E-

O—AIILEBAREBGP QX1 T4 XV FMEICHMNTT, ALV —2a>FEEESRS AWS
)= 3 VIR —A%ZBLEB® Direct Connect &t (TP IO TATITOTAT)BTRS 71499
ZERIPBIRICEK, BUIZ1 71T Z2BALET, LEARF, BROTL 71V ORI
7224:7200 (FRREORE) ZEALE T, EHEO 1 DICESENfrRETDIE, NFT1V T, "—
L)=23a 2 0EERFFHCEREEL, BYOTIVT 47 BERBETEMIANIILF/VA (ECMP)
EERALTERSBRENET, EH O Direct Connect B (T IO T4 TINYS ) TT AN F—
/\‘ EHR—KNITBICE, 7SARVEERTIOTATBREBA U R—TIALAOTLT4Y IR
 BAREANBSVIIAZF ARV EERAL, N\VIOTYTEEINYS T RREAE2—TI
41037 L74YORBVEEREEZBALET, fIZEF. 7SANVELETOT1 73R8 A
VR—TIAADBGP 154X % 7224:7300 (BEBERE) ICREL. NV TREA >
R—TIAADOBGP A1 5T 4R T % 7224:7100 (RBERE) ICHRELET,

O—ALEREBGP DX 12714 27k AS_PATH BHORIICFHEE h, ZREBMVREHN SHKEF
REDEICFHMENET (RESVRENBRENIET),
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TO L ASN #7R— b Direct Connect

O2% ASN (4 54 R) OHR—KIC&Y ., AWS DRY RT—IFNA REBEEOXY ND—2
FNAAOETRIENEBGP £Y 23> DS X—2O—8E LTOYY AS BE (ASN) 2B E
TEET, COBBER. THIY RS ECBMEEREDICLET,

ASN £i=E0O>47 ASN O&EHEIE, OV —ILEFEEAPIOVWT A ZFEHL TERETEEXT,
s AV —I)%ZFEHATSEHES. [ASN] 74 —JLRTIE ASN &EO7 ASN OEAN P R—KEhE

o 1~4294967294 DIEENEHFHEEZEBMTEET,

« API ZFERALTRBA > Z—T7 T4 AZEHTBHEEIE. ASN (asn) £FO T ASN
(asnLong) DWIFNAEIBETEEXT, L. AAZEETDILFTEEREA, ASNFLE
O>% ASN OERBEEDOFMIZ DOWTIE, "Direct Connect API U7 7 LA, OIRD APl %5
BLTLEEL,

* BGPPeer
* DeleteBGPPeerRequest

* NewBGPPeer

* NewPrivateVirtuallInterface

* NewPrivateVirtualInterfaceAllocation
* NewPublicVirtualInterface

* NewPublicVirtualInterfaceAllocation
* NewTransitVirtualInterface

* NewTransitVirtualInterfaceAllocation

e VirtualInterface

ZEEE
ASN £EFEOT ASN OVWThAZFEATIHEEEF. ROKUTFEEL TSESL,

« T{uE#itE: Direct Connect &, ASN &0 ASN OB A ICHIETBIN—X—TBGP v <3
VEHBWNICAEBLET, BEVDOIIL—X—HPOT ASN ICHEL TUVWEWEES, BGP Y3
& ASN E—RTEELE T,

« ASNER: 4 /N1 h® ASN I, asplain 3 (4200000000 7% &) E =& asdot X
(64086.59904 5 &) DWIFIA TIHETE X T, Direct Connect FHAFDFEREZITANET
A, ASN % asplain XX TRRLE T,

O>% ASN OHR— K 13
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« 754R—KASN EHl: 754 R—KMO>% ASN (4200000000-4294967294) ZER T 254
k. 7774 X—KN ASN EFUEBHBREBENERAE NET, Direct Connect &, EDZRY NT—7IC
TRNZAXTDEEIL, TTAR—KNASN & 7224 ICBEBRAFT,

« BGP X 1T 4 RT: BBEOINTOBGP A1 74 XY (7224:xxxx) &O>% ASN THE
BLET, QX171 RTOERREEENABVEETT,

« EZRVITERNT TN A —F 142 CloudWatch X KU A, BGP v a>Oy, 8&T
RSTIND21—FT142T0Y=)Tlk, —EMXZRDOEHIZ ASN & asplain EXTRRENET,

AAMERE
TORWASN B R—KNIZDOVWTE, RORISFEL TS L Direct Connect,

- A 0% ASN I&. A Direct Connect Y/ R— RN TWBITXTO AWS V—2 3> TEH
TEET,

« $l&: ¥ Direct Connect Bl& 2B x5 KW ASN HR—KNICEEMBEEI AV EEA.

® Note

O ASN BMEBET AT h2EICBRAENET AWS . B2 DREANEX—TIAAFE
EEBGPETIEMLTOYI ASN DY R—RNEZBMICTRERETEREEA,

Direct Connect 77 ANR—KNREA 2 RX—T I A AIN—T 14> T DHl

Direct Connect A —23 2 1 OFR—LU—23 2N VPC OR—L)—23 2 ERUTHRDERER
BELTLSEZV, Bl —2 3> ICTtR% Direct Connect 3577 A &% % Direct Connect 357 1 VIFs
(us-east-1) A" 5 Direct Connect *—RKRJIAIC2DNDTSARX—KNVIF(VIFA & VIFB) &V &
9, Direct Connect 04— 3> (us-west-1) ' & Direct Connect *— R JIAET1 20T T4
R—KNVIF(VIFC) B ET, VIFALWBIZVIFBRETRS 74 Y5%E AWS L—F 1253
5Cl&, VIFB M AS_PATH EHE%Z VIFAAS_ PATH EBMEL VY EELLHRELF T,

VIF DFRERFERDEH VT,

« VIF A (us-east-1) i& 172.16.0.0/16 &7 K/XZ 4 XL, AS_PATH &t 65001, 65001, 65001
» VIF B (us-east-1) (& 172.16.0.0/16 &7 K/XZ 4 XL, AS_PATH B¢ 65001, 65001
» VIF C (us-west-1) & 172.16.0.0/16 &7 K/XR 4 XL, AS_PATH & (& 65001
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us-east-1

Corporate data
center

us-east-1 VIF A

<

VIF C . Corporate data

center

us-west-1

VIFC O CIDR OEHBREEZZEEL 35S, VIFCCIDREREICEKE TSI —NEVIFC ZFEALE
T, chld, TL7AYIARARGERVIEDHTT,

* VIF C (us-west-1) I& 172.16.0.0/24 27 R/XR A4 XL, AS_PATH B (& 65001

East
East

Corporate data
center

us-east-1

VIF C . Corporaie data

center

Direct Connect gateway

West

West
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Direct Connect #5473 >

AWS Tl&. Amazon Virtual Private Cloud (Amazon VPC) EF VT LEZAA VT ZANTZOFYEAD
EEIOEFEVERY NDO—JEHKEERTEET, AWS Direct Connect Resiliency Toolkit &, EE®
BEEMUEETILZ/ALER VA —RZRHLET, ChSsOEFIIEF. SLABEZERTS -
OOEREROBRZEREL, ENTHOICKRIEET, BEMUETETI/ILZEBIRTS L, AWS Direct
Connect Resiliency Toolkit X ERADEFERZIEFF T 7OCAZHA RLET.,. BEEETILE. B
DG CHYBBOEREREZERRIDLS CHIATIATVET,

ROEHZATS 3> = EH TEFET Direct Connecto

- ZFREEYE: COEFILIE,. AWS Direct Connect Resiliency Toolkit THERTE, 99.99% M SLA
ZERTREHOOEAEGEZ)IVIANTDFEZRMHLE T, ZhiZlE, Direct Connect H—
EALRIWTI) =X RNIREENTVS SLAEROLEODIRNTOEHE/LETHENHY)
£, FMICOVTIE, TAWS Direct Connect L) T —Y—)LF¥ v ~h, 2SBLTLEE
(A

- BVEEM: ZOEFILIE AWS Direct Connect Resiliency Toolkit TR TZ ., 99.9% M SLA %3E
RIBDLHICERERZINTDHFEZREMLET., ChiZlk, Direct Connect Y —EALAXILT
J)—=XVRNIHREENTVS SLAERD OO IRNTOERFEBLIMXLEN HVYET, FMAIC
D2WTIk, TAWS Direct Connect LV I —Y—)LF v Ny B#SBLTLESL,

« ARETARM: COEFITIE. AWS Direct Connect Resiliency Toolkit TERATE., 1 DNDIFBFF
DEBIOTNA ATHRIHTHENOZRZFEAL T, EETRAVD—JO0—ROBARSITT
ARODLZVIVY—RERTEET, HMICODVWTIEE, TAWS Direct Connect L) T2 —
YV=ILFY by ZZRLUTLSEZ L,

« Classic: Classic $##tld. AWS Direct Connect Resiliency Toolkit Z % E & 8 9 ([CEHEIERL F
T, chld, BBFEOEGENSHY ., V-IlFy hZeEAETICEMOERZEML ZWI1—F—Z2x
RELTVET, COEFIIE95% O SLA ZIHATVWETH, LOUVIDI—PARMEGFRMAE
NELA, FMICOVTIE, TClassic ##iy #5RBLTEEL,

NeEY D

- EHRORREZH

« AWS Direct Connect LU=V —=J)LFY K
« Direct Connect 7 5> Y U
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BEOBIRRMY

Direct Connect l&. >V FIE—RIT7AN—TRXOR—NEEEHR—NLET, 1 FHEY
NA—HZY NA® 1000BASE-LX (1310 nm) RS> —/N—, 10 FHEY hA—HZY NAD
10GBASE-LR (1310 nm) k5> > —/N—, 100 ¥HEY A —H XY NA® 100GBASE-LR4, 1=
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» AssociateConnectionWithLag (Direct Connect API)
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« delete-direct-connect-gateway-association (AWS CLI)

» DeleteDirectConnectGatewayAssociation (Direct Connect API)
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b. (RBA > EZ—T I AARBEE] L. BENGZREBA>EZ—TIA RAZMBLTWVWETHY
>rhOIDZEASDLET,

c. (723 2) Transit Gateway A SHFAIE D TL T4V IVAD VAN EERETSICIE,
[Allowed prefixes (BFAIENETL 714V I RA)NICTL 714y ORAZEBMULET, TLT71 VY
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ARV RZA2 R API Z2EAL THENTREZEKTDICE

« create-direct-connect-gateway-association-proposal (AWS CLI)

» CreateDirectConnectGatewayAssociationProposal (Direct Connect API)
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+ describe-direct-connect-gateway-association-proposals (AWS CLI)

» DescribeDirectConnectGatewayAssociationProposals (Direct Connect API)
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 accept-direct-connect-gateway-association-proposal (AWS CLI)

* AcceptDirectConnectGatewayAssociationProposal (Direct Connect API)
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+ delete-direct-connect-gateway-association-proposal (AWS CLI)
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» DeleteDirectConnectGatewayAssociationProposal (Direct Connect API)
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 update-direct-connect-gateway-association (AWS CLI)

» UpdateDirectConnectGatewayAssociation (Direct Connect API)
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« delete-direct-connect-gateway-association-proposal (AWS CLI)

» DeleteDirectConnectGatewayAssociationProposal (Direct Connect API)
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» DescribeDirectConnectGatewayAssociations (Direct Connect API)

* describe-direct-connect-gateway-association (AWS CLI)
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ENOBEN #2BLUTEATNATVREBEAICAWS DY —E R, Y—ERATV>3a>A0T7ItA
ZHUTBHEETEFXT CloudFormation, FHMIC DWW Tk, IAM 1—H—H 4 KR @ IAM JSON
R)—BRZGE ZSBLTLKEZV,

c IAMT7OEAT o4 — Z2FEALTIAMAR) > —ZKRIIL, RETHENSIERZHERTS -
IAM T O CAT T4 — &, FIRBROCBEFEORI—ZKRIEL T, RUZ—NFIAMKRD) > —
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SR (JSON) BELT IAM DRARNTZIOT A AICERTDELSICLET, IAMTIOEARAT 54
H—F 100 ZBABDRI—F IV IO ELEANGHEREEZRMHL, T2 THRENERUS —0
ERZEYR—RNLET, FHMICOVTE, IAM I—%—HA R @ IAM Access Analyzer TR ')
T—%ZAT D ZSRLTLEEY,

« ZEZRFRF (MFA) Z2ERTD -TIAMA—Y—FLRII—NI1—HF—2ZRXEBETRFTIVIND
PBERFAWSTHIURN, MFAZAZAICLTEFIVT 1 258{LLET, APl ARL—>3 Y
FRPHEENDEEICMFA ZRXBICTDICE, RUZ—IC MFA&GZEBMLET, FMAICOV
Tk, IAM 1—%—H414 R ® MFA Eﬁﬂ%bf-;zéﬁ: API 7Ot A #SBLTLKEEV,

IAM TORARNT ST 14 ADFMIZOVWTR, AMIA—F—HA RO IAMTOEFIUT 1 OX
ARNTZO0T 1A ZZRBLTSEZL,

Direct Connect D 792> 3>, UY—RA, BRUOEH

IAM 7 AFUTATAR=—ADR) S —TRRFTELBFERTZTIOaEVVY—R, LTV
A A UERLGERTHRHFZIBEETEE T, Direct Connect Ik, BEOT V3>, VY—
A, BROKMHFF—ZHR—MLTVET, JSSONRV—THEATEZIINTOEXRICOVTIE,
"IAM 1—H—H A4 R, ® "TIAMJSON ARV —BR2ZODT7 7L AL Z5RLUTLKEEY,

Torar

EEEIE JSONAWS ARUS —ZFERAL T, #FICTOEATESZILNEEETERXT, DFY),
DTN ED)Y—AICHULTEDLSBERHETTT 7/E/E¥ﬁfé%ﬁtV5:tT
9,

JSON RS —®M Action BEICE ARV —RAOT 9 AZFaEx - FIER T2 EOICFERATES
TooarvFRREhEd, cOTIAVEBEENTShEARL—23 0 2RTITHEHOT D
T AHFAENETZIRIS—TCFERAETIET,

Direct Connect DRV —F 023> Tk, FUO23a>oOwill7L 74 Y I XA directconnect:
EERALET, =& xE., Amazon EC2 DescribeVpnGateways APl AR L —3 3> T Amazon
EC2AVARVAZETIRDLEOOT IV AFAZI—H—ICRETIICE, RUZ—IC
ec2:DescribeVpnGateways 79> 3> &28H&ET, RUZ—AT— I\X/ MIZ, Action &1
(& NotAction TLXV N ZEHBDMENH V) ET, Direct Connect Ik, COH—EATREITTESD
RAVZRRTBMBOTIV>Ia>0EY NEEELEFT,

RDRDD—HITIE, NOFRAKAEY) T OEAZFFA L F T Direct Connect,
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d—H—H1 K

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

]I

"Resource": "*"

}
]
}

RORV—HITRE, "\OT7ITUVtEA%ZFEFT L E T Direct Connect,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
]I
"Resource": "*"
}
]
}

Direct Connect 723> 0D ) AN R ITSICE. TIAM I—%—7H4 Ry ® "Direct Connect T

EEENBDT0>32, 2BRLTLKEZL,
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VY—2A

EEEE JSONAWS RUS—ZFEAL T, HHAMICT I EATEDZAZEETERT, 2K, &
DTVINLFED)Y—RACHLTEDRSIBRHRHTTT I IV EZRITTERDHEVWSZET
ERD

Resource JSSONRUS —BREFET I IAVHNBAETADZ AT IVRNERBELET, RARNTS
974 ARELT, Amazon UV —AF—A (ARN) ZFEAL TV Y —RAZEELET, UY—ALAX
LWOTOEAFAZYR—KLABEVWT O3 2058, AT—RNXRMFIXNTOUY—AICHEHA
ENBEBRTEHIC, DML RA—R M) ZFEALEFT,

"Resource": "*"

Direct Connect Tl&, X® ARN Z2EAHAL £7,

Direct Connect IJ Y — A ARN
VY—REALT ARN

dxcon arn:${Partition}:directconnect:
${Region}:${Account}:dxcon/${Con
nectionId}

dxlag arn:${Partition}:directconnect:
${Region}:${Account}:dxlag/${Lag
Id}

dx-vif arn:${Partition}:directconnect:
${Region}:${Account}:dxvif/${Vir
tualInterfaceld}

dx-gateway arn:${Partition}:directconnect::
${Account}:dx-gateway/${DirectC
onnectGatewayId}

ARN OFEXOFMIC DWW TR, "Amazon VY —AF—A (ARNs)y & AWS TH—ERAERRIZH .
ZSRLTLSEEZL,
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FeEzlE, AT—RM X2 NT dxcon-11aa22bb A X —T7 I A A%RIBETSICIE. XD ARN Z{F
ALZEY,

"Resource": "arn:aws:directconnect:us-east-1:123456789012:dxcon/dxcon-11aa22bb

BEDTHIVKNIEBIZDINTORBA VARV AZEETDICE. TMILRA—R (*) 2EH
LEXT,

"Resource": "arn:aws:directconnect:*:*:dxvif/*"

)Y —ADEREE, —ZB®D Direct Connect 723k, BHENDIY—ATEITTEFRLEA, C
NDEAIBBEEF., TIILRA—R () ZFERITI2HLENHYVET,

"Resource": "*"

Direct Connect DY —AZATEFDO ARN DY ANERERTSICE. IAMI—H—HA RD
MDirect Connect TEBEEND )Y —AZA7 1 ZZBLTILKEEW, EOT7023a>TgIV—A
D ARN 2 BETZE3HICDOWVWTIE., [ Direct Connect TEZE D703, #5RBLTLKEE
(AT

DescribeConnections. DescribeVirtuallnterfaces, DescribeDirectConnectGateways. Describelnterconnect:
F /=(& DescribeLags @ IAM R —AFT—K X2 h® Resource 7 1 —JLRIZ * BADUY—A

ARN £EEFEUVY—AARN NEZ—UHEEENTVREES, —BTHUY—AIDEHAPIO-I)TE
ENBVRY, BEEhiz Effect BRELERBA, LEL, IAIMARDS—AT—M XV N THE
DIY—AIDTRABSVY—RELT *ZEETDE., BEL L Effect F'HEBELE T,

ROPITIE, VU ITANT connectionId A& T (Z DescribeConnections 7 V2 3 ¥
CHEhiEGEe, BETShE Effect BESSERBILER A,

"Statement": [

{
"Effect": "Allow",
"Action": [
"directconnect:DescribeConnections"
1,
"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/*"
]
},
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{

"Effect": "Deny",
"Action": [
"directconnect:DescribeConnections"

]I

"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/examplel"
]

EEL, ROBITE, VIITARNT connectionId A"fEEETNEAESHIZEEEZL, IAM R
—=AT—KX2N®D Resource 714 —=J)LRIC * FEEEE N TWS =&, DescribeConnections
Toa lc®LT "Effect": "Allow" AL E T,

"Statement": [

{
"Effect": "Allow",
"Action": [
"directconnect:DescribeConnections
1,
"Resource": [
nxn
]
}
]
S —

EHEEEF JISONAWS KU —%2FERAL T, #AMICTIVEATEZNZEBETERT, DX, &
DTV NLFED)Y—RACHULTEDRSBRYUTTT I IV ERITTERHEVWSZET
EE

Condition BEXlF, ERENEREICESVWVTAT MY NN RTEINIHHEEELEFT, 1
d=ILXARBRENDEHEEFEFERAL TREREERL T, RUS—OFXHEVIVIANADEER
—HBEBBENTEET, IXNTOHOAWS JO—NILE&BHF—2BREIT2ICK. "IAM 1—H—H
ARy OAWS "JO0—NILEHDTHFANF—, ZSRLTLEZD,

Direct Connect B OFMH4F—2EZL., —HBOJO—-NILFZHEXF—OFERAEHR—NLTVE
T, INTHOAWS JO0—-NINEHEF—2HRITHICE. IAMI—5—HA4 ROAWS "JO0-/N)L
FHATHFARF—1 ZSRBLTLKESL,
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BTV —AZREHEF—NFFERATEERT, FHIOVTE, flBEQO)—23IADTIEAR
DHER ZZRLTSEZ W,

Direct Connect &4+ —O U AN EZEE TS IZE. IAM 1—%—H 4 R® Direct Connect M %
HHF—, Z25BLTLKESV, FHFF—%2FEHATERD 70232 )Y—=RAICDOWVWTIE., TDirect
Connect TEZESND 703> ZSRBLTLSEEL,

Direct Connect A2V —)L DO {EHA

Direct Connect AV —J)LIZT7 VAT 3ICE. ROBROTIVEAFANINBETT, ChsOTF7 ot
AFTIZKY), AWS PHJ>2 N® Direct Connect VY —ANFHMllZ —ERXRTBRFIRRTEET,

BPBRUBEBBETIVELAFAR) EFHBRAIBLVWTATFUoTATAR—AORI —%ZERKTDE, T
DRV —BEIIVTAT74 (A—F—F£REO-I) CRULTOVY—INERLEES ) (ICH

BELEBA,

CNSDOI T 14T 4 H DirectConnect AV =)L Z5|EHREFRATEDLSICTDICEK, T
TATAZRDO AWS EBR)S—ETFTRAYFLET, FHICODVWTE, "IAMI—H—HA R, O
F1—H—ANOT7I7EAFAOEN, Z22BLTLEETL,

directconnect

AWS CLI £/zl& AWS APl O A ZRUOHITI—H—ICk, |FPROOAVY—-IT IV EAFAZNE
TRIBERFHELEA, KDYIZ, EITLELSELTVBR APIFARL =23 VII—HIBDT70>3
VDHINDT IV EANFAENET,

A—H4—HNBPTOHFAZRRCTEDLIICTS

BT, A —TATFoTATALCTEYFENLATAVERONR—I RRUZ—DOF
REIAM A—H—CHFAITRIRIS—OERGEERLET, cORUZ—CF, I2Y—IT,
FEEFEAWSCLI £12IF AWSAPI Z2FALT7TOJSATIOT VIV EETIB T IV AKHA
FEENTLET,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
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iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

ANDFZAEY) EHT Ut A Direct Connect
RORIS—HITE, "OFAEY) T IEA%ZHFA L E£ 9 Direct Connect,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

]I

"Resource": "*"

}
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}

AND 7 )T 2t A Direct Connect

RORIS—HITE, "OT7ITOEA%ZFF L E T Direct Connecto

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
]I
"Resource": "*"
}
]
}

RIR—ADFEEZEMFEHL = Direct Connect 74 FTFT AT AR—ADR) > —DH
JY—ABLROCVIOTARNAOT IO AZHBITSICIE., RITF—0%H4=2EHALET, £, 1AM
RS —T&HBZ2FERALT, VDY—REFEGFVIIANTEENDR T FXF—FEHTEZILESH &4
HWITBEETEET,

IAMARYS—TRITEZFERTHIHFECODVTRE, IAMIA—H—HA RO "2TZ2FALTTIEA
ZHiHTSH ) ZZRLTLSEET W,

X IZE D < Direct Connect R A > 2 —7 T 4 AN BEESN

ROBIE, RTIZBREF—& preprod £ & production BEAEENTWVWRBEICOK, RES >
B—T7IAAEEEN TR EEHFATHIRIS—ZERTEHEERLTVET,

JSON

{
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:AssociateVirtualIntexface"
1,
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": [

"preprod",
"production”
]
}
}
},
{
"Effect": "Allow",
"Action": "directconnect:DescribeVirtualInterfaces",
"Resource": "*"
}

1
}

STICEISVITIARMDT 7 ADHIH

IAMRUS —O&BEZEFERALT, AWS UY—RIZZTZFTBDVITARNTETCENTEDRY
F—ELEORTEHBTEET, XOPHlIE. Direct Connect TagResource 77> 3> &AL T,
R IZIRBEF— & preprod BEFERFEAFBEAESENTVIZIHEICOK, RESVE2—T I 1 AILE
TRV FITREea2FTATAIRIS—2ERNTBHAEERLTVET, RANTZI9T1REL
T. ForAllValues 8% aws:TagKeys ZH4F—E £EIZFEALT, UIVITARNTHF—RED
INFAENDEZRLET,

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
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"Action": "directconnect:TagResource",
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws :RequestTag/environment": [

"preprod",
"production”
]
},
"ForAllValues:StringEquals": {"aws:TagKeys": "environment"}
}
}
}
2T F—0HH

AM KU —TREEEALT, VY—AEERUIIANTREO R I+ —EEATEDHES
PHBTEET,

ROBNE, BTF—REOAZFEAL T, VY—RAICET /TR EZ2HTITRIR)—ZEKT
2HEZRLTVERTY,

JSON

{

"Version":"2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "*",
"Condition": {

"ForAllValues:StringEquals": {
"aws:TagKeys": [
"environment"
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DH—EAIC) > hn/=O—)l Direct Connect

AWS Direct Connect [& AWS Identity and Access Management (IAM) H—EXICU > JEn0O—
LEFEALET, T—ERALCVVIEnO0-I)LE. BBV IEnE—EOZA470OIAMO—)L
T Direct Connect, H—ERICU > V& hizO—)LIk IZ&k 2 TEFIES Direct Connect ENTH
V), H—EANf 1I—F—ICRD>THD AWS H—ERAZFHVOPHTLOICBEZINTOT VARG
AFEENTVET,

H—EACUVEhiO-I)IZ2ERATd L, BDEBTIVLAFATZFETEMTIHXEN 5<LKD
=%, OFRE Direct Connect A"EEIZBEVET, &, H—ERICUIEniO-ILOT 7 EAF
Al Direct Connect Z &L, BICERENTVRHEEZRE, O&NTOO—)L%5|Z 2} Direct
Connect ® CENTEERT, ERENDHAARBERV—EFTRII—IZEETNTHY ., TOFF
ARV —ZMBOIAMIVTFATAILTRYFIRLRBFRTEEL A,

H—EAV OO0 %ZHIBRTDICE. BRYICEEDY —RAZHIBRTIVBEN HYET, chick
V). Direct Connect VY —AANDT VL AHFUNR 2 THIBRE N BEWEH, VY—ANREENE
ER

B—EACUZ7ENizO0—-)LZHYR—NI2MOT—ERICODVTE, TIAM L EETDHAWS
H—ERA) Z2ZRBL T, Y—ERALCV2ZnO0-)IAFBEVICE>TVWERH—ERXZRDITTL
EEW, Yy—EBRALLUZVENLEREICETIDRFIX N EY—EATRRIDICEK[IEEW] VD
ZERLTKEZL,

DH—ERIC)>OEnO0—-ILDOT Y+ AFFHA Direct Connect

Direct Connect l&. EWSRBIOHY—ERICU >V hizO0—-)ZFERLE
FAWSServiceRoleForDirectConnect, ChlZ&kt), Direct Connect & AWS Secrets Manager
I—H—ICRO 2T ICRFEENTVS MACSec > — VLY hZEIBTEE T,

AWSServiceRoleForDirectConnect H—EARICU> o h/zO—)Li&. O—ILDO5|ZEZ(FICD
WTTOY—EAEZEELE,

* directconnect.amazonaws.com
AWSServiceRoleForDirectConnect HY—ERICU V& hizO—-I)IliEk, YZX— RAKRYS—T
&% AWSDirectConnectServiceRolePolicy ZEAL E T,

H—EAVoO0-)I0ER, fwmE. BIBRZ IAMI> T4 74 (A—Y—, JIL—7", O—-ILKE)
CEFRAITBICET IO EAHUTZRETAHLEN HVYET, AWSServiceRoleForDirectConnect
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H—ERAU 0= ENICERENDKDICTSBICIE. Direct Connect TERT2 IAM 745
UTATAMEBRHFANMNMESNTVIMLEN HYET, VDEBFAEAFETSICE. XORYD
=" IAMTATFOTATAICTRYFLET,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": "iam:CreateSexvicelLinkedRole",
"Condition": {
"StringlLike": {
"iam:AWSSexrviceName": "directconnect.amazonaws.com"
}
},
"Effect": "Allow",
"Resource": "*"
}I
{
"Action": "iam:GetRole",
"Effect": "Allow",
"Resource": "*"
}
]
}

FHCOVTE, IWMA—HY—HA RO "H—ERZV OO T I AT, 23R
LTLSEZEL,

DH—EAIZ) o= n=0—)L O4ERK Direct Connect

H—ERCDOENEO-ILE2FBHTERTIHLEGEHY EB A, AWS Direct Connect & H—
ERAICUOEhizO—-)L&ERKLET. associate-mac-sec-key ANV RZXRTTD &, &
H—ERIZUV&EnizO—)L AWS Z#ERKRL AWS CLI, #* AWS Secrets Manager 1—H%—IZ%
HDO2TAWS Y EZIXROAVY—=I., . & AWSAPI ICRTFENATWS MACsec >—2L Y ~
% HU18 Direct Connect TE€2&SICLET,
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/A Important
COY—ERAUI7O0-)E. COO-ILTHR—REhhTLVEREEZFEATIEOT—E
ATTOYAVHFRTUESELTHINIRTENET, FHICOVTR. TIAM 77
JURCHLWO-INFERTEND) 2SRLTLSEE L,

COY—ERICIOEnO0-)ZHRL, BEERITI2SEN H2HEE. BU7O0AZE
ALTT7HIhTO-I)Z2BERTEET, F. Y—ERICU>I&chz0—)L %2 BE Direct
Connect ER L £ 9,

IAM Y —)LZfEBL T, AWS Direct Connect 1—AT —ATOH—EAU> Y
O—)ILZERKTBHDEETEET, AWSCLI £/E AWSAPI T, Y —ERABZFEAL
Tdirectconnect.amazonaws.comY—ERICUVIEnO—-I)LEZERLET., FMICOVT
&, IAM1—H—=HARD "H—EZAVOO0—-)L0OERHL Z2SRBLTLKEEV, cOY—ER
>oO—)LZHIBRLTE, AUAEZETO—-I)ILZBERTEXT,

DH—EAIZD) o n0—)L O#RE Direct Connect
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Direct Connect CLI A9 %

AWS CLI ZfEH L T Direct Connect VY —A%ZERL . BETEET,

LTOFITIE, AWS CLI N> RZ#EHL T, Direct Connect #E#tZER L E9, £, Letter of
Authorization and Connecting Facility Assignment (LOA-CFA) 22> O—RU &Y, 754 KR—K
FEENT VY OREBAVER—TIAA%Z70ESa -0 Lk TBEETEERT,

BRI BBIIC, AWSCLINAMVAR=IIlEh, REThTVWA I EZERLET, FMICOVT
[£. AWS Command Line Interface 1—%—7H 4 RZSBLTLEZ L,

EPA

« ATV 1. BRI EERTD

« ATV 2:LOA-CFAZA D> O—RFD
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ATY 71 ERZERTS
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1. BEDODU—23 >0 Direct Connect AT —2 3 ICDVWTEHBLET, BRENDH LT, #E
EEIYITAO05—>3a>o05—>3a>]1—RzEZEHET,

aws directconnect describe-locations

{
"locations": [
{
"locationName": "City 1, United States",
"locationCode": "Example Location 1"
},
{

"locationName": "City 2, United States",
"locationCode": "Example location"
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}
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aws directconnect create-connection --location Example location --bandwidth 1Gbps
--connection-name "Connection to AWS"

"ownerAccount": "123456789012",
"connectionId": "dxcon-EXAMPLE",
"connectionState": "requested",
"bandwidth": "1Gbps",

"location": "Example location",
"connectionName": "Connection to AWS",
"region": "sa-east-1"
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aws directconnect describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent|base64 --decode > myLoaCfa.pdf

Windows Z{#fH L T LOA-CFA ZEl8 9% ICIF

cOBITE, HAHEF myLoaCfa.base6d EVS T 7 AIICHRRENET T, 2FEBDOINRT
&, certutil A—FT 1 UT1ZFEALT77A4)EFI—RL, PDF 774 ICH D EEELE
ED
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aws directconneawsct describe-loa --connection-id dxcon-fg31dyv6é --output text --query
loaContent > myLoaCfa.base64

certutil -decode myLoaCfa.base64 myLoaCfa.pdf
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Direct Connect #Z##iZ BB LIAA LR, TOEGEOFERAZHRBR I D LEOICREA 2 Z2—T 114 A ZERK
FTEIMBENBYWET, 7TAR—NMREANVEZ—T I A AZEK LT, VPCILEHRITEDENTE
F9. FiF. VPCHDO AWS O —ERICEHTDINT VY IREBA > R—T I (4 RA%ZERTS
CEETEET, IPUAFELEREIPV6 RS T7AY I RYR—NTDREBAR—T I AZERTEE
£

BRI DHIC, &9 Tthe section called “lRAE A > Z—T7 T4 ADBIREH ) ORIIRZHZSEBL T
<kEEL,

AWSCLI ZFERAL TRBA >V EXA—T7 I A AZERTDE, HAHICRANGIIL—X—REBHRNS S
FNET, FNAACBEBOIN—X—EEZERT S IZIE, Direct Connect IV —)LZFERALE
o FHMICOVWTEE, "IN—F—RE77A4INEA D O0—RT2, B5RBLTLIEEL,

TZAR—NRBA 2 EZ—TIAAZERTBICIE

1. VPCIZTRYFENLRBTTAR—RTF—RTIT LD ID (vgw-xxxxxxxx) ZEBLET., XD
ATYVTTREAVE—TIAARAZERTRDEHIC, <O IDHFBEICKYET,

aws ec2 describe-vpn-gateways

{
"VpnGateways": [
{
"State": "available",
"Tags": [
{

"Value": "DX_VGW",
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IlKeyll: IlNamell

1,

"Type": "ipsec.1l",
"VpnGatewayId": "vgw-ebaa27db",
"VpcAttachments": [

{
"State": "attached",
"VpcId": "vpc-24f33dad"

2. TZAR—NMNRBAE—T T A AZERLET, BHl. VLANID, £ LTV BGP HEZ AT A
ES (ASN) 2EEE I I BEN BV ET,

IPvd RS 714V 90848, BGPETU vy a> olAlc7SARK—KNIPv4 7 RLAN
PVETT, MEDIPVA 7RLAZIEBETSH., Amazon ICT7 RLAZEREED ZENTARET
T, RDBITE, IPv4 7 RLANFBEWICERENET,

aws directconnect create-private-virtual-interface --

connection-id dxcon-fg31dyv6 --new-private-virtual-interface
virtualInterfaceName=PrivateVirtualInterface,vlan=101,asn=65000,virtualGatewayId=vgw-
ebaa27db,addressFamily=ipv4

{
"virtualInterfaceState": "pending",
"asn": 65000,
"vlan": 101,

"customerAddress": "192.168.1.2/30",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fg3ldyve6",
"addressFamily": "ipv4",
"virtualGatewayId": "vgw-ebaa27db",
"virtualInterfaceId": "dxvif-ffhhk74f",
"authKey": "asdf34example",
"routeFilterPrefixes": [],
"location": "Example location",
"bgpPeers": [

{
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}

"cust
\"UTF-8\"
vlan>\n

<amazon_
\n <bgp_

amazon_bg
logical_c
"amaz
"virt
"virt

"bgpStatus": "down",
"customerAddress": "192.168.1.2/30",
"addressFamily": "ipv4",

"authKey": "asdf34example",
"bgpPeerState": "pending",
"amazonAddress": "192.168.1.1/30",
"asn": 65000

omerRouterConfig": "<?xml version=\"1.0\" encoding=
?>\n<logical_connection id=\"dxvif-ffhhk74f\">\n <vlan>101</
<customer_address>192.168.1.2/30</customer_address>\n
address>192.168.1.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
p_asn>\n <connection_type>private</connection_type>\n</
onnection>\n",

onAddress": "192.168.1.1/30",

ualInterfaceType": "private",

ualInterfaceName": "PrivateVirtualInterface"

IPv6 N5 74 Y VY R—NFDTFAR—NMNREA 2 E-—T I A AZERTDICIF, LREE

BUOY> REFEHL T, ipv6 /NT X—AZ—IC addressFamily ZEELF£ ¥, BGP ET
Y IAVICHMEDIPV6O TRLAZIEETDCERFTEEL A, IPV6 7 RL AR, Amazond®
BEIICEVYETET,

3. IL—2—FBERFHZ XML ERTRRTBICE., ERLUEERBA -7 T4 AIZODVWTEHHAL
F9, --query NTX—X—%&HL T customerRouterConfig EHEMHL . --output
NFAXA—B—ZFERALTTFARNZRTXIVTICEBLET,

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-ffhhk74f

--query virtualIntexfaces[*].customexRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"?>

<logical_connection id="dxvif-ffhhk74f">
<vlan>101</vlan>
<customer_address>192.168.1.2/30</customer_address>
<amazon_address>192.168.1.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>private</connection_type>
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</logical_connection>

NTVYOREAVE—TIA AERTBICE

1. NTVYIREAVE—TIA A%EKTSICIE, BHl. VLANID, 8KV BGP BEZ AT A
EES (ASN) ZIEETHHLEN HVET,

IPvd RS 74V ODBEE,. BGP ETELGOMmHIC/NT Y U IPvd PRLAE, BGP£HT
T RNZAXTBINT VYT IPVAI—RNEZEETHIHEEHYET, XOFITE, IPv4 NS
TAVIORONTIYOREBAEZ—TITAAEERLET,

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualInterfaceName=PublicVirtualInterface,vlan=2000,asn=65000,amazonAddress=203.0.113.1/
{cidr=203.0.113.4/30}]

{
"virtualInterfaceState": "verifying",
"asn": 65000,
"vlan": 2000,

"customerAddress": "203.0.113.2/30",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fg3ldyve",
"addressFamily": "ipv4",
"virtualGatewayId": ""
"virtualInterfaceId": "dxvif-fgh@hcrk",
"authKey": "asdf34example",
"routeFilterPrefixes": [
{
"cidr": "203.0.113.0/30"
1,
{
"cidr": "203.0.113.4/30"

1,
"location": "Example location",
"bgpPeers": [
{
"bgpStatus": "down",
"customerAddress": "203.0.113.2/30",
"addressFamily": "ipv4",
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"authKey": "asdf34example",
"bgpPeerState": "verifying",
"amazonAddress": "203.0.113.1/30",
"asn": 65000

1,

"customerRouterConfig": "<?xml version=\"1.0\" encoding=\"UTF-8\"?
>\n<logical_connection id=\"dxvif-fgh@hcrk\">\n <vlan>2000</
vlan>\n <customer_address>203.0.113.2/30</customer_address>\n

<amazon_address>203.0.113.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>

\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>public</connection_type>\n</logical_connection>
\n",

"amazonAddress": "203.0.113.1/30",

"virtualInterfaceType": "public",

"virtualInterfaceName": "PublicVirtualInterface"

IPv6 RS 74 v 0 RYR—RNTDINT VY IREBAVE—TIAAEERTSICIE, BGP &
ATV RNRAAXTBIPV6IL—RNZEETEET, E7EY>aICMBD IPV6 7 RL A%
BETDEWRETEEREA, IPV6 7 RL AWK, Amazon "BEIMICEIVY HTET, XOHIT

k. IPVv6 RS 74y ORONT VY VRBAR—T T4 RAZERLET,

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,addressFamily=ipv6, routeFi
{cidxr=2001:db8:64ce:ba0l1::/64}]

2. L—32—FBERFHZ XML FRTRRTBICE., ERLUEEREBA > Z—T7 T4 RAIZODWTEHHAL
F9, --query NTX—X—%&HL T customerRouterConfig EHEMHL . --output
NFXA—B—ZFERALTTFANZRTXYVTICEBLET,

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-fghOhcrk
--query virtualIntexfaces[*].customexRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-fgh@hcrk">
<vlan>2000</vlan>
<customer_address>203.0.113.2/30</customer_address>
<amazon_address>203.0.113.1/30</amazon_address>
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<bgp_asn>65000</bgp_asn>

<bgp_auth_key>asdf34example</bgp_auth_key>

<amazon_bgp_asn>7224</amazon_bgp_asn>

<connection_type>public</connection_type>
</logical_connection>
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%M L 7= Direct Connect APl J1—)J)L®O O 528 AWS
CloudTralil

Direct Connect l&, 1—%— AWS CloudTrail, O—JL, £F OY—ERICK>TEITEhLET D
23V ERBH/ITSD AWS H—EATHD £HEEE N TVWET Direct Connect, CloudTrail I, Direct
Connect DINTDO API A=)LZARINELTFYTFYLET, FYTFrEchFTHLIC
l&. Direct Connect 12V —I)LA S OFEV'H L & Direct Connect APl AR L —2ra AN 1— R
CHUNEENET, AFEERTIHEEEF. 1RV NEED Amazon S3 /AT Y KA D CloudTrail
AR NOBENBEEZEMICTSD ZENTEET Direct Connect, FEHFZEREL K VHEET

£, CloudTrail A2V =)D [A R NERE] TR DAR MNERRTEET, CloudTrail TYREE
ni-EHREFEALT, UOIARMDRETTO IP 7 RL A Direct Connect, VO TAKNDETHE,
DIANDETERZEOFMEERETEET,

FHMICOWTIE, TAWS CloudTrail I—H%—74 Ry ZZRLTSEZL,

Direct Connect CloudTrail D& %R

CloudTrail &, AWS Z7HV Y NDERFIZT AV RTEMIBYERT, TTITIAETAHRE
9% & Direct Connect, TOTIVTAETA AR NBEOMDO AWS H—ERAM RV NEEE
(2 CloudTraill f1 XV MIEBEENET, RIEODARVNE, AWS TATY NTRR, BRE, &7
VO—RTEEXRT, FMICOVTE. CloudTraill AIXNEETOANRNODRTIESBRLTLSESE
Wo

DANRYKNBRE, AWSTHIV NDARY OB ZFEERIC DL\ TR Direct Connect, FEHfZ
ERRLUET, FEFFICK Y, CloudTrail @OF 77 A4 )L % Amazon S3/NT Y NCBETEXRT. 7
ZAIBNTR, AV TR ZEKTRDE, BEFFEITNTOAWS V=23V ICBEAESAhET,
AEHFE, AWSN—FT 14232 AOINTO)—2arohrsn04RNEOJICREEL, EELLE
Amazon SSNNTY NCOJ 774N ZBELEF T, =5, CloudTrail O TPREE i/ R K
F—REESICOWMLTRETDRDICMD AWS H—ERAZRETEET, FHFMICOVWTEF, X%
SRLTLSESL:

- SEHFDIERD IO OBE

* CloudTrail ¥ Y R—h IR H—EREHE

« CloudTrail F§ Amazon SNS @& D #& X

 BEOU—232H5 CloudTrail QT 7 7 AN EZR WA B L TEBDTHV > ~ A 5 CloudTralil
OJ7 740\ %ZZ1E%

Direct Connect CloudTrail O &k 261


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html

AWS Direct Connect d1—H¥—HA R

F X T O Direct Connect 7273 >& CloudTrail IC&k > TOYICEEEEE . Direct
Connect API U7 7LV AICEBEETATVWET, #HlRE., CreateConnection B &LV

CreatePrivateVirtualInterface &7 V>3 ZHUHT &, CloudTrail O 774 J)LICT
RNUNERETNET,

BARVIEEGFOJIVNIER, YVIIAMNOERECBEIDRENEENET, TATFT4
TAR®EE, UTZ2HRTIDICRIUEXT,

o« DOTARNNI— NEREEEIRE 121k AWS Identity and Access Management (IAM 1 —4'—) &8
MaFEAL TITHOhIEAES D,

c DOTARYO-LFLER7IFL—>232d—Y—0T2RZUBEF1I )T« FEAIEREEA
LTITbhinrESH,
c DOTARABIO AWS H—ERIZL2>TIThhEAESH,

EII_I;

1%

MBI OWTIE, CloudTrail userIdentity EEZ2SBL TS EEL,

Direct Connect A 7 7 A I N) BB TS

CRLAIL E, BELE Amazon S3ANT Y RCAXR RN ZOT77A4ILELTERHETZLDICEE

ETEET, CloudTrail DOT 77 A )k, B—AEBOOTIVKNIZERET, IRV NE, F
EO0HHANSOE—QOVIITANERL, UOIARNEhETV>3Y, 7O 0BKE, UOT
ARMNTGA=—RBEILETIERNIEENET, CloudTral AT 7 7 A&k, NT U YU API BFU'H
LOERFHFSNEAZRY ORNL—ATRABVED, BEDIEFTERTIENTL A,

L&, @ CloudTrail D% L J— R®#IT 9 Direct Connecto

Examplef§l: CreateConnection

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
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"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2014-04-04T12:23:05Z"

}
}
},
"eventTime": "2014-04-Q4T17:28:16Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": {
"location": "EQSE2",
"connectionName": "MyExampleConnection",
"bandwidth": "1Gbps"
I
"responseElements": {
"location": "EqSE2",
"region": "us-west-2",
"connectionState": "requested",
"bandwidth": "1Gbps",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fhajolyy",
"connectionName": "MyExampleConnection"

iy

Examplefil: CreatePrivateVirtuallnterface

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",

"accountId": "123456789012",

arn": "arn:aws:iam::123456789012:user/Alice",

Direct Connect A 7 7 A )T N 2BfET 3
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"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2014-04-04T12:23:05Z"

}
}
},
"eventTime": "2014-04-04T17:39:557",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreatePrivateVirtualInterface",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"connectionId": "dxcon-fhajolyy",
"newPrivateVirtualInterface": {

"virtualInterfaceName": "MyVirtualInterface",

"customerAddress": "[PROTECTED]",
"authKey": "[PROTECTED]",

"asn": -1,

"virtualGatewayId": "vgw-bb@9d4a5",
"amazonAddress": "[PROTECTED]",
"vlan": 123

1,

"responseElements": {
"virtualInterfaceId": "dxvif-fgq6lméw",
"authKey": "[PROTECTED]",
"virtualGatewayId": "vgw-bb@9d4a5",
"customerRouterConfig": "[PROTECTED]",

"virtualInterfaceType": "private",

"asn": -1,

"routeFilterPrefixes": [],
"virtualInterfaceName": "MyVirtuallInterface",
"virtualInterfaceState": "pending",
"customerAddress": "[PROTECTED]",

"vlan": 123,

"ownerAccount": "123456789012",
"amazonAddress": "[PROTECTED]",
"connectionId": "dxcon-fhajolyy",
"location": "EqSE2"

Direct Connect A 7 7 A )T N 2BfET 3
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}I

Examplefjl: DescribeConnections

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z"

I

"eventTime": "2014-04-04T17:27:287",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeConnections",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",
"requestParameters": null,
"responseElements": null

}I

Examplefjl: DescribeVirtuallnterfaces

"Records": [

{
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"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

}
}
},
"eventTime": "2014-04-Q4T17:37:53Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeVirtualInterfaces",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"connectionId": "dxcon-fhajolyy"

iy

"responseElements": null

iy

Direct Connect A 7 7 A )T N 2BfET 3
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Direct Connect UV —ADEZZRI T

EFZX'J>J&, Direct Connect VY —ADEEM, ATAM, N7 —XA%&#fiEIT2 LTEE
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s FRHTEDEZZ)TY—)LIE?
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NVATF—REZOBEOT—RELBLT, BEONTA—XVANZ—2ENTA—XARE
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TEZRVTY=)
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BEEZZVU>2TY-)
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« Direct Connect A2V —J)LIZE U THARRENET,

s EHOAT—2RRA ([State] 5 &2 S R)
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