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7Y IONROCHENET,
b. ARV IHICKEK., 7VINVHLIIBEDARY VEEHLRIIBRALET,

c EHDIZIE, EOBIARAEZYVIRBEEELET, chiF, Z—TYRNICITIEBENDARY
TONEBEEY NHIHEIFEALET. COVARNTEEESNEARAZY IOHN T Y
VEFBUHLET,

o Exclude ICl&, BRATBDAZYIVBEZBELE T, Chik, BEAEDAZRYITT VY
EROETH,. WOV OBEDAREZY VEBRATZIHAICEALET, CZICVUARE
NTVWBRARY VEBRSINTOARAZRY I, 7v02BUOCHLET,

c. AZVoUO-I)InzE., BEMNTSNEIAMO—)ILICEIVWT7 Y IVBRUCHLICEED A

RO EEOLILBRALET,

* Include IClF., ChsOO—IICEERTSNEARY VERZ—TYRNICITE1DO2ULD
IAMO—)L ARNs ZI8ELET. chsOO—)ICE > THBREAERARY VARL —
2AVOINTYIOERVHLET,

« Exclude I, BRI T B AEZYOD 1 D2LEOIAMO—J)L ARNs Z ELET, 7V 9
. BETALEO-NICK > THBENEAZY VZRSINTORRY VU THUHE A
£9,

1. RN Z#RLET,

12. BRBET VT A TR=2T, BRNBZHRALET, EEITDICIE,. BEEIS 32T [RE]
ZOVYOLET,

13. #IT T B ERHI TE S, Activate Hook ZiEIRL £,

A7 07472 NA=IAR=—ADTY O RT VT 171 F% (AWS CLI)

BITTHIIC, cOT7YOTERATA7O70747 M O—- ) 2BELECEZEBRELTLEE
Wo FFMICDOWVWTIE., AWS Control Tower " RO—I)LAEOT ) Z28RBLTLEEL,

THORNTERATZ 7O 9T47 A NA—IUR—ADT Y I ETIOT 17T BIZIE (AWS
CLI)

1. 7Y90OFIT47L2RBETBICE. RDactivate-type AN REFAL T, TL—AKIL
A—BEQOEICBEEMIET,

TO7 T4 7 AV RNA-UR—ADT Y V=T IT 17T 11


https://docs.aws.amazon.com/controltower/latest/controlreference/controls-reference.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/activate-type.html

CloudFormation Hooks 1—H—H4A K

aws cloudformation activate-type --type HOOK \
--type-name AWS::ControlTower::Hook \
--publisher-id aws-hooks \
--type-name-alias MyOrg::Security::ComplianceHook \
--region us-west-2

2. TYODTFIOTATIERTTBICE, JSSONBRET77AINEFERALTTI Y IV ERETIHEN
HWERT,

cat AN REFEAL T, XDOBETISON 774N EERLET, FHICOVTREK, "7y
BREAF—TEXVI7LVAL BBRBLTLEEV,

ROBITIE, CREATES KT UPDATEAARL — 3 HICEED IAM, Amazon EC2, &K T
Amazon S3 VY —AT Z2HUPHIT 7V I ERXRELET, 32070707 «71> 8O-
(CT.IAM.PR.5, CT.EC2.PR.17, CT.S3.PR.12) ZBRAL T, chs0UY—R&2ATZ
AT AZECBSLUTRKRIELET, 7YV WARN E—RTEELET, DFY ., BEENHED
FEHDY —RICTZIHFFEFshETH, F7O/RB@B7OvYI9chELHA,

$ cat > config.json
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": ["RESOURCE"],
"FailureMode": "WARN",
"Properties": {
"ControlsToApply": "CT.IAM.PR.5,CT.EC2.PR.17,CT.S3.PR.12"
},
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE"

« HookInvocationStatus: 7Y 2 &ZBMIC T BHENABLEDICIK., ICERELET,

TO7 T4 7 AV RNA-UR—ADT Y V=T IT 17T 12



CloudFormation Hooks 1—H¥—H4A K

« TargetOperations: ChEFE7AOF7 07472 RA—IR—ADT Y IV THR—KRENT
W3 MHE—D{ERESOURCETH B =8, ([CRELET,

« FailureMode: FAIL £/ & WARN ICEREL £ T,

« ControlsToApply: #AT2 70707471 8O—ILOI> NO—)L IDs ZILELF
T FEMIC DL TIE, AWS Control Tower ™ Control Catalogy Z#ZBL TS EE L,

« (7> 32) TargetFilters: TlkActions, 7Y VBT HEND XA I T %4
HIBLHIZ, CREATEEXRZIE UPDATE, LR EFOEA (F7#4ILKN) ZIBETESR
¥, CREATE BIITIEETDE, 7Y Uk CREATEARL =23 OHXICKIRENE T, 1t
NDTargetFilters7’ONT A1 FIRF BV EE A,

3. R®Mset-type-configuration ¥ > REER L= IJSON 77/ Z2EAL T, REZBEALET,
TL—ARINA —ZREDEICEERAET,

aws cloudformation set-type-configuration \
--configuration file://config.json \

--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0xrg-
Security-ComplianceHook" \
--region us-west-2

FHODNOZ7OF7 2774722 8 A—IUR—ADT Y VZHIBRT S

TOFATENETOFIF 47 AV MO—AR—AOT Y VA FBICE> - BAE. ROFIEE
BRALTFZHIY NTHBRLET,

7YV ORBIBRTARODY)IC—BHNICEMICTSICEK. T, #838BL TLEE L\ CloudFormation 7 ¥
I DEMLE B,

(N =Ry
FHOORTZOAFI9T47 A NO=IR=ANDT7Y UV %HIkET2 (a>V—))
FHIVROTAFTITA7ARO—IR—ADT7 Y I %BIBRT S (AWS CLI)

TAOYRNTTAT 2747 A MA—IR—ADT7 Y JZHIBKEIT2 (A>VY—)L)
THOYRTTOATIT 47V RO—LAR—ADT7 Y V2HEKRT 2

1. L4242 AWS YR XNV —)L L, https://console.aws.amazon.com/
cloudformation ¢ CloudFormation 1>V —J)LZBE £ 9,

TO7 T4 7Y RO—IR—ADT Y J=HIBRT S 13


https://docs.aws.amazon.com/controltower/latest/controlreference/controls-reference.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/

CloudFormation Hooks 1—%—7# 1 K
2. HELHFOFET—>32N—T, 7VI8H»d Z2BRLEITAWS -3,
FTETF—23aRAUHDSTY I REBIRLET,

TV OR=T, HIRT2 70709747 A MNA—-IR—ADT Y I ERDIHET,
TYVDRBIHDFIVIRYIREFVIZL, HIRZRIRLET,

HEEEROSNIES, 7Y IHRZANLT, BESALET7Y VDRHIKRZE®EEL. HIBREERL K
ER

S

THONOZ7AF7 07471 NO—=IR—ADT Y U %HIBRTS (AWS CLI)

(® Note

Ty ORBBTBHC, ETTYIEEBNCIBAENBYET, BEICOVTE, T
YU RTTY O EEMLE L OEMLTD (AWS CL), ZBBLTIEE L,

X Ddeactivate-type AN REFALTTI VYO RIT VT 17U, FHIU KA SHIBRLET, 7
L—ARILR—ZRBENEICEERAET,

aws cloudformation deactivate-type \

--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0Org-Security-
ComplianceHook" \

--region us-west-2

Guard7 Y 2

T > NT AWS CloudFormation Guard 7Y V& RT3 ICE. FRAITZT7hHO ) =23
DTV IBRTITATITRIHUENHYVET, 7V I9BTIOTATITDE, TJVINTIOT14T
WENETHIOREV=230OARRY OARL =23 THERATEET,

H—R7vORFOUFT 47T E, CloudFormation &7 I F 1 JbEhET7vIODI KNS
FAR—=KNTYDELTTAHIRNOLDARNVIZERLET, ChiZkY), 7Y DICEFTNDRE
TONTAZRETEFRT, REZ7ONT A, BEDAWS THIKN BRIV =320l
TCITYVIVRRBRETDHEEEELET,

NeEY S
e« AWSCLI A—R7Yv O %IEETHEHO IR

Guard7 v & 14


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deactivate-type.html

CloudFormation Hooks 1—#—71 Kk
« H—=R7ZYIODVY—ARZHAEITREHDH—RIL—IILZZERTS

« H—RI7V IV ZERTDEREZTD

« PHIOVKRTH—RIVIZTIOT174LTS

s TADODVROA—RIZYOOOT%ZRTTD

c PHOVRNDA—RTZY V%ZHIKRTS

AWSCLI H—R7v O %ZBETHEHO INR
H—RT7VO%BHETDEHO AWSCLI ON RIEFRODESY) TT,

« activate-type Ik, H—RI7ZVYIODOFTIVT4R—>327OAZHBLET,
« set-type-configuration 7HIV > RAD T Y VDRET—RZEELET,
* list-types PHIY RO T Y UV 2—BERRLET,

« describe-type &, BEDBRET—RXEET. BEO 7V IVERLEBEO 7Y ION—23 2V ICHT
SEMAEREIRLET,

+ deactivate-type &, BT I9T 1L ETYORTHI NYSHIBRLET,

H=—R7Yv OO0V A2l T2-dDH—RIL—I)ZERT S

AWS CloudFormation Guard &, policy-as-codeDERICERATER F—T 2V —ABLRAD R

XAVEBENDSE (DSL) T cOREY U T, Guard Zf#F AL T Guard Hook TRI{TTE Y

7)WL= EEKL. CloudFormation & AWS VRO RNO—JL API AXRL—2 32 %2 BE

MICFHET A FECODOVWTHALET, £y H—RT7VYIORTEHHRICISUT, H—RIL—ITHE
ATERECEIEBRATOANIELERZLHTET, H—RTIVIR, RORATOARL—> 3
VHICETITDRDICRETEET,

e DY—AARL—T3>
¢« ARV IUANRL =3
« ZELY MARL—3 Y

H—RIL=IILOZBROFEM-DVTIE, "IL—)LDiEiR AWS CloudFormation Guardy 3B L T<L
zEEW,

(N =Xy

AWSCLI AA—R7 Y U ZBETZ OO IXUR 15


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/activate-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/list-types.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/describe-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deactivate-type.html
https://docs.aws.amazon.com/cfn-guard/latest/ug/writing-rules.html

CloudFormation Hooks 1—#—# 1 K
« DY—AFAXRL—=2320H—RIL=)

« RAZVIANRL—=2320H—RIL=

s BEEYRARL—32OH—RIL—I

VY—AFARL—=2320H—RIL=I

Y —A%ZER, BHF. FLEEHEHBRTZDEEFEVWOTE, UY—AARL—a ERBZENE
T, BlxE, FILVWIY—A&EERKT S CloudFormation AXY VNEFHEERTTDE, UY—
AARL—23NFTTLELE, Cloud Control APl ZfERLTU Y —A&ER. B, £/
FHIBRTRDE, VDY—AARL =23 EERBENET, 7Y UDERET RESOURCES KT
CLOUD_CONTROLARL =232 &X—TY NZTB KD H—RT Y UTargetOperationsZ %
ETEET, H—RITZVIHFVY—AARL—I 3 EFMTRE, H—RIVSVGFEUY—AAD
ZFMLET,

(N =y

s H—RUY—AAHIEX

e Guard UY—ARAARL—>3 2 AHDOH

e DY—ZAZENOH—RI)L—)L

H—RUY—ZAAAEX
Guard DY —ZAAH., ST =HIZ Guard L—I)L THEHATERF—XTT,

Y —AAIDOERDOBIZIRICRLUET,

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String
TargetType: RESOURCE
TargetLogicalld: String
ChangeSetId: String
Resources:
{ResourcelogicalID}:
ResourceType: {ResourceType}

ResourceProperties:

7Y IODEERAKA—RIL—I 16
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{ResourceProperties}
Previous:
ResourcelogicallD:
ResourceType: {ResourceType}
ResourceProperties:
{PreviousResourceProperties}

HookContext
AWSAccountID

AN ROIVY—AAWS THIUN Z2E8 O 1D,
StackId

Y —AARL—23>20O—ETH3 CloudFormation AZY IDARXY 7 IDo RUOEL TH
Cloud Control APl ®54&., ChIEZETT,

HookTypeName
RITHDOT Y I DOEH,
HookTypeVersion
EITHFOT7YION—T3a,
InvocationPoint
TYIONERFTEND7O0ED3a __>J00Y VOERBRA 2 KN,

%75 {8: (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION)

TargetName

AEENBDE—TY 247, Bl AWS: :S3: :Bucket,
TargetType
FiEhad2—5'Y NRA4 T, fl: AWS::S3: :Bucket, Cloud Control API T7’ O3 =Y
JEni)Y—ANHE, ZOfER (274 Y) FIRESOURCE,
TargetLogicalld
FHMEN RO )Y —ATargetlogicalld® . 7Y 2O 1) 2 2 # CloudFormation DIF4E .

ChiEVY—ANDHKE D (BRERBELEFENET) ICHYET, 7Y IDOFIT 2 H Cloud
Control APl D4, ChiFBEEALEICEYET,

7Y IODEERAKA—RIL—I 17
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ChangeSetId

7YV ORVHLZBIERCTEOICERTENLEZEEEY NID, UY—ADOZEEH Cloud
Control API, |, | create-stackupdate-stack&E (& delete-stackFAARL —>3 > |(C
J'\'J_Claaﬁﬁhéhf"ﬁn‘ CDERZETT,

Resources
ResourcelLogicalID

ZANRL—2 324" CloudFormation IC&k 2 TRIEE Nd &, ResourcelLogicalIDlF
CloudFormation 7> 7L—KADOUY—ADOHE ID TT,

ZFRL—23 2% Cloud Control API [C& > THIREd &, ResourcelLogicallDid!)
V—ARRA7, BHl, ARL—>32 D, UJIAKNID OEAEDEICEET,

ResourceType

)Y —ADZATE (fl: AWS: :S3: :Bucket),
ResourceProperties
EEENDVY—AORREN=7'O/NT 1, Guard Hook #" CloudFormation J Y — A IZ Xt

LTEAEIATVWSREE, B, NFX—2, BREFEIXNTELICHBREIATET, VY—AD
HIgE hTVWBBE, COEIZEICKRYET,

Previous

ResourcelLogicalID

ZANRL—2 324" CloudFormation IC&k 2 THtRE Nd &, ResourcelLogicallDlF
CloudFormation 7> 7L—hKhADO U Y —ADOwE ID TT,

ZARL—23 2% Cloud Control API IC& > THEEd &, ResourcelLogicallIDid!)
V—ABAT, &8I, ARL—>32ID, UJITANID DEKEDRBICKVET,

ResourceType

V)Y —ADZATH (fl: AWS: :S3: :Bucket),

ResourceProperties

ZEITRZVY-ALCBEEFITSATVRREOCTONT 1, VY—ANHIBRENTVSRIES,
COERZEIEREVET,

7Y IODEERAKA—RIL—I 18
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Guard UY—AARL—>3 2 AH0OH

RDANBIE, EFTDAWS: :S3: :Bucket VY —ANDEEZ Z(THLS Guard Hook Z.RL TVWE
T, chlE, Guard FMEICFERTESTF—X T,

HookContext:
AwsAccountId: "123456789012"
StackId: "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000"
HookTypeName: org::s3policy::hook
HookTypeVersion: "00001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: AWS::S3::Bucket
TargetType: RESOURCE
TargetlLogicalld: MyS3Bucket
ChangeSetId: ""
Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: true
Previous:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

Y —RABA T THERATEDINTO7ONT 1 2EEITDICEFE., T, 2BLTLKEE
WAWS::S3::Bucket,

VY—AEEOH—RIL—I

H—=—RIZYIHFVY—-AOEEZTHMAETRIEE, FT 7Y I TRESCALEINTOIL—ILZEZT T
O—RLET, chsDIL—IE, VY—AADCHLUTFEELET, WTFhAOIL—)LAFHMEC
KYTDE, 7YVIRRKRBLET, RBHABWES, 7Y TRRHBLET,

RXDFIE, ObjectLockEnabledZ7’'O/NT 1 AMEEMAWS: :S3: :Bucket Y —AZ A T'trueAT
HB2NESHEFTMET S Guard L—ILTT,

let s3_buckets_default_lock_enabled = Resources.*[ Type == 'AWS::S3::Bucket']

7Y IODEERAKA—RIL—I 19


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-s3-bucket.html

CloudFormation Hooks 1—H—H4A K

rule S3_BUCKET_DEFAULT_LOCK_ENABLED when %s3_buckets_default_lock_enabled !empty {
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled exists
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled == true
<<

Violation: S3 Bucket ObjectLockEnabled must be set to true.
Fix: Set the S3 property ObjectLockEnabled parameter to true.

>>

ROADICHLTZDIL—)LZ2RTTHE, ObjectLockEnabledZ7’O/NT A4 A ICEREETNhTUVE
WEHKBLET true,

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

COIL=ILEFEROABDIZHL TRITENDE, ObjectLockEnabledH ICEREE N TVD o, B
EnE I true,

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: true

TYIONRBTBDE, KB EI)IL—)LIF CloudFormation & 7= (& Cloud Control API IZ5ZEE hE
9, Guard Hook ICOJREB/N\NT Y RABREETNTVWRES, BMOIL—ILT1A—RNYINEZT
RBEtchEST, COEBMODT7 1 —R/NY VICE, ViolationB LY FixlFHAEENET,

AREYDARL—=2320H—RIL=I

CloudFormation AR Y U " ERK. EH. FEEHIBREhd e, HFILLFO7L—MEFHEL TR
BYDARL—23 0 0TE27OY UV TEB LS| Guard Hook ZREETEE T, 7Y UV DEKE
TSTACKARL —23a>&#X—%Y NZFBKSIC Guard Hook TargetOperations ZFETEE
CP

NEY D

7Y IODEERAKA—RIL—I 20
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c H—RAZYIDAIEX

e Guard ARY IARL—=23 2 AIDHI

c ARV IUEBEDH—RIL—I

H—RAZYTDANEBX

Guard ARY I9ARL—>3>0OABE. Guard )L—I)LA M % CloudFormation 7> 7L —hk£
HERBELET,

AZY DAANDFEROBZIRICRLUET,

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String
TargetType:STACK

ChangeSetId: String
{Proposed CloudFormation Template}

Previous:
{CloudFormation Template}

HookContext
AWSAccountID

J)Y—AAWS THIOVKN ZET O ID,
StackId

ARV DARL—23>20—ETH S CloudFormation AR Y JNDARXY T 1D,
HookTypeName

KITHRDT Y IDOEHL
HookTypeVersion

%?T':Fa)7‘y 70)/\‘_>3>o

InvocationPoint

7Y IONRITENBD7TOEDIZVJODY VDOERBRAV N,

7Y IODEERAKA—RIL—I 21
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B 3h75{8: (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION)

TargetName

FHENROAZRY I DEH
TargetType

COER., AZYILRILODTYOELT ZERITTBDSTACKEZIZ IZBYET,
ChangeSetId

7Y IORVEHLZSIERCTEDICRITENEZEELY N ID, AZYIARL—aN
create-stack, . £ I& delete-stackFARL —>3a»ICk > THEBE hi-FSupdate-
stack, CDEERFZETY,

Proposed CloudFormation Template

CloudFormation create-stackF =ik update-stackFARL —> a2 IlEEhi-
CloudFormation T 7L — M DZE2%fE, Chlllk, Resources, . OutputsBZENBENE

JProperties, CloudFormation IZIEHE hERBICHLU T, JSON F£izlk YAML XFHICT
DENTEERT,

delete-stack ARL —23> Tk, COERFZEICKEYET,

Previous

BEICEEICF7OA E i CloudFormation T 7 L—ho AZY U RERET-ISHIBRT 215
&, COERZETT,

delete-stack ARL —23> Tk, COERFZEICHEYET,

® Note

RMtEhd7>27L—bNEE. createFxzld update AR Y VARL—>3VICEEIE
T, AZYVZHIRTZDHE. TV7L—MEREEEChFLEA,

Guard ARY 9ARL—>3 > AHDOH

ROANBIE, BE2BTUTL—RNELFIICTFOa4MENET 7L — M2 Z(TELS Guard Hook %
RLTVWET, cofloT>7L—NEJSONFERZFEALTVET,

7Y IODEERAKA—RIL—I 22
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HookContext:

AwsAccountId: 123456789012

StackId: "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000"

HookTypeName: org::templatechecker: :hook

HookTypeVersion: "00001"

InvocationPoint: UPDATE_PRE_PROVISION

TargetName: MyStack

TargetType: CHANGE_SET

TargetlLogicalld: arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000

ChangeSetId: arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000
Resources: {

"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{"ServerSideEncryptionByDefault":
{"SSEAlgorithm": "aws:kms",
"KMSMasterKeyID": "KMS-KEY-ARN" },
"BucketKeyEnabled": true }

}
Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {}

ARV VBEOH—RIL—I

H—RTZVIONARY ODNEEZTFMIZDEE, KT TV ITRESNLEINTOIL—IILZZTY
AO—RLET, chsOL—IE, VDIY—ZAAHDEHLTFHEEAE T, WIThADIL—)LA M
KBIBE, 7YIRBRBMLET, KBHFBVEE, 7Y IBRHLET,

7Y IODEERAKA—RIL—I 23
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ROFIE., FhlE ICSSEAlgorithmi&EE Nz BucketEncryption& WS Z7’ONT 1 &
TAWS: :S3::Bucket VY —ARATHNHBDHESHEFTMT S Guard aws :kms JL—I)L T
9 AES256,

let s3_buckets_s3_default_encryption = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_DEFAULT_ENCRYPTION_KMS when %s3_buckets_s3_default_encryption !empty {
%s3_buckets_s3_default_encryption.Properties.BucketEncryption exists

%s3_buckets_s3_default_encryption.Properties.BucketEncryption.ServerSideEncryptionConfiguratic
in ["aws:kms", "AES256"]
<<

Violation: S3 Bucket default encryption must be set.

Fix: Set the S3 Bucket property
BucketEncryption.ServerSideEncryptionConfiguration.ServerSideEncryptionByDefault.SSEAlgorithm
to either "aws:kms" or "AES256"

>>

LW=IAROTUTL—RIRLTEITEhDE, (C&Y)ETfail,

AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket without default encryption

Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:

BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
W=D ROFTTL—NIHLTERITENDE, [C&VY) EIpasso

AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket with default encryption using SSE-KMS with an S3 Bucket Key
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:
ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
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KMSMasterKeyID: KMS-KEY-ARN
BucketKeyEnabled: true

BELY MARL—320OH—RIL-I

CloudFormation ZEtY RAERE D &, ZEEY N TREShET VL —RNEZTEEZFHML

TEELYNOETETOY Y TDELSIC Guard Hook 2R ETEE T,

NEY

« H—REFELY NOASEX

« H—REEEY RARL—=3 2 ALDHI
« BEEY MARL—=2320OH—RIL—)

H—RZEELY FOADEX
H—REEEY FASIE, Guard L—ILATHETERLSICTEDTF—RTT,
LTE, ZEEY NAZOEROHTT,

HookContext:
AWSAccountID: String
StackId: String

HookTypeName: String
HookTypeVersion: String

InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: CHANGE_SET
TargetType:CHANGE_SET
TargetLogicalld:ChangeSet ID

ChangeSetId: String
{Proposed CloudFormation Template}

Previous:
{CloudFormation Template}
Changes: [{ResourceChange}]

ResourceChange EFILBXIERDEHY) TT,

logicalResourcelId: String

resourceType: String
action: CREATE, UPDATE, DELETE

7Y IODEERAKA—RIL—I
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lineNumber: Number
beforeContext: JSON String
afterContext: JSON String

HookContext
AWSAccountID

JY—AAWS THOV K 288 @ 1D,
StackId
ARV DARL =232 0O—ETH S CloudFormation AR Y VNDARY T 1D,
HookTypeName
RITHPOT Y I DOEH,
HookTypeVersion
EITHFOT7VIOON—T3 2,
InvocationPoint
7Y ONRITEhD7O0EDa_ 0020 Y VOERBERA N,

B%h7%s{8: (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION)

TargetName

RN AR Y U DER
TargetType

COEERF, ZEEYRNLARILOTYOVELT £2F1TTHCHANGE_SETEZIZ IRV ET,
TargetLogicalld

COfER. ZEEY MO ARNICAVET,
ChangeSetId
7Y IORUCHELZSERBITEHICEITEALEEEEY M ID. ARXYIARL—a2H

create-stack, . £k lk delete-stackFARL —>3aICk > THEBE hi-FSupdate-
stack, CODEERFZETY,
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Proposed CloudFormation Template

create-change-set AXRL —> a2V ICRHE hi-E£% CloudFormation 7> 7L —
No CloudFormation ([CIRMENLRNBICHU T, JSON £k YAML XFHZIBETEEXRT,

Previous

REZBICEEICT7O4 &Nz CloudFormation 77 L—h, RAZY UV RERELIFHIBRT 215
&, COERZETT,
Changes

Changes 7). ChiZkl), DY—ADEEN—BERRENET,
rE
logicalResourceld

BEENLEVY—ADORE Y —ARE,

resourceType

ZEEEhDUY—RAEAT,

action
)Y —ATETENDARL—23>0R147,

B%h75{E: (CREATE | UPDATE | DELETE)

lineNumber

ZEICHERTSNETYTL—MDOITES,

beforeContext
ZEGOUY—AO7O/NT 1 ® JSON XF5I:
{"properties": {"propertyl": "value"}}
afterContext
ZEHEOYY—AO7O/NT 1O JSON XF3I:

{"properties": {"propertyl": "new value"}}
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H—REELY hARL—3 2 ADDH

ROAABIE, BTE€BT7L—BN, BEICF7O04cniE=ETo7L—8, BKOTVY—ZAZEDO
ANEZTED Guard Hook ZRLTVWET, cOBIOTTL—KF JSONFEXEFRALTVE
9,

HookContext:
AwsAccountId: "00000000"
StackId: MyStack
HookTypeName: org::templatechecker: :hook
HookTypeVersion: "00001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: my-example-stack
TargetType:STACK
TargetlLogicallId: arn...:changeSet/change-set
ChangeSetId: ""
Resources: {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Enabled"

}

Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Suspended"

}
Changes: [

{

"logicalResourceId": "S3Bucket",
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"resourceType": "AWS::S3::Bucket",

"action": "UPDATE",

"lineNumber": 5,

"beforeContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":

\"Suspended\"}}}",
"afterContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":\"Enabled
\"}3}"
}
]

ZTEEY M ARL—2320H—RIL—L

XDBIE. Amazon S3NT Y RADEEZEL., HFEDCESBTWVWELSIZTS Guard )L—
JLVersionConfigurationTd,

let s3_buckets_changing = Changes[resourceType == 'AWS::S3::Bucket']

rule S3_VERSIONING_STAY_ENABLED when %s3_buckets_changing !empty {
let afterContext = json_parse(%s3_buckets_changing.afterContext)
when %afterContext.Properties.VersioningConfiguration.Status !empty {
%afterContext.Properties.VersioningConfiguration.Status == 'Enabled'

}

H=RI7V VKT 2EREZTD
H— K7y URERTBHIC. ROMBKHEBETLEN &V ET,

c H—RL—LREREXTHIBENBYET, BMCOVTR, (7Y I0EEALH— RIL—
o BBRLTLEEL,

« 7YV ORERTRI-H—FLRO-NCRE, FYIETITA7UTR OO TDBT I A
ANBETT, FMICOWTE. TCloudFormation 7Y V0O IAM 7 VA A Z259%, 25
BLTSEZL,

« AWSCLI £/l SDK Z2FRALTH—RI7 Y IV ZERTDICIE. IAM T O EAHFAEEFERY
—HEO>ETO-IINEFEHTERL T, CloudFormation "H—R7 v O EZHUOHEBEZDLDICT
DRENFHVETD,
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H—R7YODORTO-INZEKTS

7Y, TEO7Y VERCHILOICSAEZT VEAHAORTO-INZERALET AWS 7
VARPZ O

CcOO-E, A8H—RI7YIZERTDEBBNICERTERT AWSIYZIO X RO Y —
Lo ThUADBZER., COO—-IILZBITERIDIBENHVET,

R0t a>Tlk, H—RI7IVIVZERTILEOOT IV ELAFAZRET D HEZRLET,
RBBT 7 AFHA

NIAM A—H—HA Ry O "THARLEEAR) > —Z#ALTO—-I)LZERTEI OHIE A
®o2T, HAZRLGERV—2FALTO-LZERLET,

R, ROFIEZRITLTT IV EAFAZRELET,
1. ROJMERRIS—%Z, A—RI7ZYVIVOERICEATS IAMO—-IILICTERYFLET,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:GetObjectVersion"
]I
"Resource": [
"arn:aws:s3:::my-guard-output-bucket/*",
"arn:aws:s3:::my-guard-rules-bucket"
]
},
{
"Effect": "Allow",
"Action": [
"s3:PutObject"
]I

"Resource": [

B—RT7VIZERIDEREZT S 30
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"arn:aws:s3:::my-guard-output-bucket/*"
]
}
]
}

2. O—-LICEERIV—ZEBMLT, O—-)LZ5EZF3T7I7EAHRATZT7 Y IICAELERT, U
Tk, EATEZFERI—DHITY,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": [
"hooks.cloudformation.amazonaws.com"
]
}I

"Action": "sts:AssumeRole"
}
]
}

THIVRTH—RIVIOZTIOT147TS

ROKEY VTR, THIZMT GuardHook 27 77 4 7L FBTEERLET, chicky, 7
DTATENLETADRNE) =23 TCHEATEERT,

Nev o

« H=RI7VOETOT47HTD (AV—))

« H—R7Y VBTV T1471£F % (AWS CLI)

- HEVY—RA
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H—RI7YOZTIOT474TH (A2 VY—))

THOOKRTHERATRZH—RIVIOETIT1ATTBICE

1.

o M 0N

7.

A4 AWS YR XNV =)L U, https://console.aws.amazon.com/
cloudformation ¢ CloudFormation 1>V —J)LZBE £ 9,

BEHEBOFES—>3aN—T, 7V IZERTDAWS V-3 ZBRLET,
EROFETF—>arRAUT, 7V IEBRLET,

TYVIOR=DT, 7YVIDERZERL, H—REFEZBRLET,
H—RIL=ILEEXEEKLTWEVWEEE, H—RIL—ILZHERL T Amazon S3 IZRFL., C
OFIBICEVET. BERIDBICE. T—RI7IVIODVYV—AZTFE IR dDH—R)L—I)LZiE
ETD T OL—LBIEBELTLIEE L,

H—RIL=INZBEEIZERLTSIICRELTVERERERE. XOATYTICEXRET,

@ Note

SIICREFEEND AT T U NI, . .quard, .zipFhLE OVThADT 7 1)L
RFAMBETT . tar.gz.

Guard Hook YV —AMIFBE. S3IZ Guard L—IILEREFELET, XOBEETVET,

*« SSURIDIFERE, =T 7AINAD S3NAZIEETSH. SSZBMARXZFEALTHEA
TOJRY VRA%=RE, S3ATDT IV NESRLU GERLET,

c (AT ATSIORNN=232TR, SSNTYRTN=2a3aZFFEMICE>TY
B8, S3ATIIVRNDBENDN—2a % BIRTEERT,
H—R7v 9, 7YV BOHEEhBZECICSIASIL—ILEZ I O0—RLET, 8- T
TEELFHIBRENBZVELSIC, H—RI7VIVERETHEeERF N—>avazFERTBE
EHEIHLET,

(A7>3>2)Guard HALR—K®D S3NT Y MK, Guard AL KR—KN%2REFTS S3 /N
TYREZEELET, COLR—BNICRK, H—RIL—INOBRIDERNFEETNATVET,

HALR—BNOEEREZRETDICE. ROVThAOATS a2 ZBRLET,

"Guard L —ILAREFENTVROEFRUNT Y NeERTR) FIVIRY DRZFVIC
LT, Guard L—IA"HBDDERBUNTY hEFEALET,

* Guard HAOLR—K2Z2REFEITDHDOSINTY hEZBRLET,

H—=RIVORTOT17T> 32
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8.

10.

11.

12.
13.

14.

15.
16.

(A7 23V)H=RIL=—IWAANZX—RZRFEAL., S3ICH—RIL—ILAINTA—RZRE
T2 DOTICRDBEHRBEANDLET,

« S3URIDBAE, NTX—=RT7AIANDSINAEZEETDHN, S3SBREVEFEALT
AATATVRY VAZHE, SSATPT VN 2SRBLUTEBRLET,

c (AT ANATDIONN—T3 TR, SSNTYRTN=23Z D THFEMTE LT
PHE. BEON—23 0 S3IATDIIVRNEBIRTEET,

[RN] ZBIRLET,

TYORT, ROVThADOAT>a>zBRULET,

c DRICEMENDEVDIYPTVERNZIEEL £F9Private: :Guard::o LERE, EA
N9 B EMyTestHook, TE2B 7Y VA (/&) £FPrivate: :Guard: :MyTestHook,

c ROEXZFEAL T, REB TV IR (TAIVTAEEHENEY) ZEELET,

Provider: :ServiceName: :HookName

7V 08—y R NT, FHMENRZEZRRLET,

« ARV Y —A—H—HFARY V=K. EHF. FLRBHEHIKRIDEEIIARYITVTL—b
ZIMELE T,

s VDY—A—A—H—HFARVIVZEFHIBDEEIL, AXDOVY—-ANEEZFTFMLE T,

s BEEYDN —A—Y—-HNEEEYNEERTIEEL, FTEESHLEEHZAMLET.

« Cloud Control APl — Cloud Control APl I &k 2 TBBEhi-ER. EF. = EHIBRARL —
arveEFmLET,

T3> T, 7V 0ERUOHEIT I I (K. EBH. HIRR) £28RLET,
TYOF—RTR, L—=IAHAICKBMLEEEZEICTY INEDKSICRHETEIHNEBIRLE
CP

c BE 1Y —-ICBEERITLETH., 7OV EFETTEET, chldk, EETHLR
ERBEHRF IV IICEKRIEET,

« KM —T 023 HBaEnBZVLSICILET, ChiF, BBV TSAT U AEERE
FAVFTARI—EBRAITDODICKRILEET,

ETO-INT, 799K S3HS Guard L—ILZEBETHEHICEIEZTD IAM O—)L%ER

L. #7732 Ti##ll%s Guard BHLR—KMZEZRLE T, CloudFormation AETO—)L %

BEWICERTERDLSICTED, ERLEO—IIEEETEET,

DRA] Z38RLE T,
(A7232) 79071 E2—0FEE. ROBEZTVLET,
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a. VY—RT7AI)NE—T, 7V V0RO HIENTERVY—ARATZEELET., ch
ICkt), 7Y IVRBEEITDZIY-ALCHLTOAFOTHENET,

b. 7A4NBIVITERHE T, AZVIREAZY VO-IIN7 1) 2—%2BRATAODY V&
RULFET,

c FRTOARRY HZERRY IO-) - 7Y o, EEENETRTOTAINE—H—
BT BHERCOHIFTEENET,

c ABRYHIBEARY IO—) - EEENET AL R—DOBELLEE 1 DH—HTBE,
7Y ONROHENET,

® Note
Cloud Control APl AR L —23 2 Tlk, IXNTOARRYIVRZBERZYOIO—ILT7 4
ILE—FERENIET,

c. ARZYIUHEDMIFE., 7Y IVRVOCHULICBENDARY VZEHBHIRALET,

c EHDIZIE, EOBIARAEZYVIRBEEELET, chiF, Z—TFYRNICITIEBENDARY
TONEBEEY NHZIHEIFEALET. COVARNTEEESNEARAZY IOHN T Y
VEFBUOHLET,

o Exclude ICl&, BRA TR AZYIBEZBELE T, Chik, BEAEDAZRYITT VY
EROETH,. WOV OBEDAREZY VEBRATZIHAICEALET, CZICVUARME
NTVWBRARY VERKSINTOARY IR T7Yv 0 2RUOHLET,

d AZyo0O0-I)InzEs,. BEMFTSNEIAMO—)ILICEIVWT7Y IVRUCHLICEED A

RO EEOLILBRALET,

e Include 2k, chsOO—)ICEEMNITOSNEAZY VEZZ—TYRNIZCTD1D2UELED
IAMO—J)L ARNs 2 ELET, ChSOO—)LICE>THBENEARY VARL —
2aAVORNTYIERVOVELET,

¢ Exclude IZlx, BATBDAZYID 12U LD IAMO—)L ARNs ZIEELET., 7V
X, BEETNEO—INILE > THBENEAZY VEBRSITIRNTOARARY JTHUHEE L
x99,

17. DRN] ZBRUE T,
18. MRBET VT ATHUR—DT, BRARZWALET, TEITDICIE, BEEIS 3D T [RE]
20V OLET,
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19. H1T I D EEN TE S, Activate Hook ZEIRL £,

H—RTI7YOZTOT 147495 (AWS CLI)

BATITBRAIC, COT7YIOTEATS Guard L—I)LERTO-IAERENhTVSD Z & ZHERRL
T FMICOVTR, "TH-—RIZYIQOVYV—ARZHAEIRDLHDH—RI—IZERT S, a‘:)ckO*
"AH—R7ZYIODEFTO-NZERTD ) 2ZRLTSEZ L,

FHIVRTERTDH—RIVIETIFT 17T BIZIk (AWS CLI)

1. 7Y00FIT147{&BBETSICE. KDactivate-type AN REFEAL T, 7’L—AKIL
A—ERBENEICEERAET, COONVRE, 7Y hsEEESNEETO-IIN&2EH
TRHDCEZHFALETAWS THU M,

aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks: :GuardHook \
--publisher-id aws-hooks \
--type-name-alias Private::Guard::MyTestHook \
--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role \
--region us-west-2

2. TYODTIOTATIHERTITBICE, JSSONBRET77AINEFERALTTI YV ERETILEN
HWERT,

cat AN REBFEAL T, XDOBETISON 774N EERLET, FHICOVTEK, "7y
HEAF—NEBIXVI7LVA] Z2ZBLTLSEZTL,

$ cat > config.json
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE",
"CHANGE_SET"
1,
"FailureMode": "WARN",
"Properties": {
"ruleLocation": "s3://amzn-s3-demo-bucket/MyGuardRules.guard",
"logBucket": "amzn-s3-demo-logging-bucket"
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k

},
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

« HookInvocationStatus: 7Y V&893 HENABLEDICIE., ICERELE T,
« TargetOperations: 7Y VAT A ARL —> 30 ZEELET,
« FailureMode: FAIL £/ & WARN ICEREL £,

« ruleLocation: %, I—/IHAREFEETNTVWS SAURIICEBEZZET, S3ICREETND A
7T UM, . .guard, .zipOWTFNA DT 7 A I)ILRFABETT . tar.gz,

 logBucket: (73 >)Guard JSON LA R—KD S3NTY NOBZHIZEBELE T,
« TargetFilters: 7YV ZHUHITT I3 DRATZBELET,

3. RMset-type-configuration AN > REERL = JSON 77 A ) 2EAL T, REZBERALE T,
TL—ARIS —EREDEILEEZHBAET,

aws cloudformation set-type-configuration \
--configuration file://config.json \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

BOE Y —A

CloudFormation A2 Y 957> 7L —KNT GuardHook 2EE 32 F 2 BMID-OI_FEAHT
EBF07L—bM0flRrRLET, FHEIZDOWVWTIE, AWS CloudFormation 1—H'—HA R®
AWS::CloudFormation::GuardHookZZ B L T & L\,

TFTHAOROH—R7YOOOT 2R RIS

H—RI7VO2BMCTDE, 7VIOHALA—RMNOEEXREL T AMazon S3 /NI Y NEIEETE

£9, BWMICTDE, 7YV Guard L—IILORBRIDERZREENENTY NCBFNICREL
£FF, TNDHE, AmazonS3 YV =TS DEREZRRTEET,

A—R7YODOOTERTTS
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Amazon S3 >V — )L T Guard Hook O %2 RT3

Guard Hook H OO 77 A4 2 RRTDICIE

1. https://console.aws.amazon.com/s3/ ICH A4 LET,
HEHEBIZHZDFETS—>32N—T, A WS U—232ZBRLET,
NTY NEBIRLET,

Guard HALR—KNAICERLENTY hEBIRLET,
BHORIEEDILR—bOOT 774 Z2BRLET,

774NN &SI O0—-RTBDH, A<HZRRLET,

2

THAOUROH—RT Y VZHIBRT S

TOT 4 7{t&E N Guard Hook A REICKE > EBEE. XOFIEZFERALTT7HT NTHIRL £
9,

Ty ORBIBRTARDY)IC—EBENICEMCTSICEK. T 238U T E& L\ CloudFormation 7 ¥
I DEMILE B,

Ny
« THORNDA—R7ZYVZEKBRTZ (AV—))
« FTHOURNDHA—RT7 Y U %ZEIERT S (AWS CLI)

THORNOHA—RT7Y O %HIRTS (AYV—))
TFHOURNOA—RT7Y O REIKRTDICIE

1. L4242 AWS YR XNV —)L L, https://console.aws.amazon.com/
cloudformation T CloudFormation >V —I)LZHE £,
BHELIOFES—2a 2 N—T, 7v01rH3d BBRLETANS V-3,
FTEF—=aRAUDS, TYIOEBERLET,

TYIR=IT, BIRTDH—RI7IVIZRDOITET,
TYVIODBIHZDTFIVIORYIOAZFICL, HIBRZRBIRLET,

BRERHSNLS, TV IVRBZANLT, BESHETY VOBIRE®EL ., HIBRZRRL X
ER

o g B~ W N
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FHIVROH—RT Y 2 %EIKRTS (AWS CLI)

(® Note

Ty ORBBRTBHC, ETTYIEBYCIBXENBYET, BEICOVTR, TS
Y RTTY O EBMB LOEMLTD (AWSCL), EBBLTIEE L,

R Ddeactivate-type AN REFHALTT7 YV RFETIT 147U L, THOURMDSHIBRLET, 7
L—ARILE—ZHBENEICEERAET,

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

Lambda 7 ¥V ¥

TFHOKRTAWS Lambda 7Y V%2 FERAT3ICIE. £TTO 7Y OEFERIZTHI U NE)—
A0 TVIETITATILTBDHENHYET, 7V IZBMMITRDE, 7YINFTFToOT1471k
TNTVWBRTAHIRNE)=D3 QAR Y OARL =23 TCHERATEET,

Lambda 7Y 2% F7 9074 71td % &, CloudFormation @777 4 Jbchk7vyIoNDI KN %
TZAR=RKNTYDELTTHIROLDZANIICEBLET, ChiCkY), 7Y IICEENDR
E7ONTAZRETEXRT, REZ7ONT1IE, BEOAWS THIV N BRTU—=2a 2 (ICH
LTT7VvO%BETDHEEERELET,

NEY D

« AWSCLILambda 7YV Zg#E9T2 -0 IX R

e Lambda 7Y 20UV —A%ZFfi§ S Lambda BAEEERK T S
e Lambda 7Y VZER T2 ERETS

« PHOV KT lambda 7Y 0% T7 0T 171L¥%

s PHDOB® Lambda 7Y V0O Z2XRTT S

s PHD KT lLambda 7Y V%HIERT S

AWS CLI Lambda 7Y UV &##ET 5 -H0O ITX R

Lambda 7Y U %EETHEHDO AWSCLI OX RIFADODEBY) T,
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activate-type Lambda 7Y VDT VT4 R—> 37O AZRKRLET,

- set-type-configuration 7HAD RAD 7Y VDRET—XZEBELE T,

o list-types PHI VY RNADT Y V2—BEXRRLET,

- describe-type Ik, BEDERET—RXZEL. BEO 7YV IVFERLEBEO 7Y ION—23 2 (ICHET
S MEHRERLET,

- deactivate-type (&, BT VT 1 7L ETYOZTHI RHASHIBRLET,

Lambda 7Y 20OV —A%&FM 9% Lambda BI¥iZERK T S

CloudFormation Lambda 7 Y V2 9d25 &. MBODHAZALTI— RIZKL T CloudFormation & &
CAWS V5 RIOVNO—IAPI ARL =23 &Ml TEET, 7V V. BEOHETE/OY
oLEY), REZECELEEZRITLUTREDETEHFALLEY TEEXT, Lambda 7Y V&EKRT D L
Z(Z, RO CloudFormation ARL —> 3> #EZ LM I D ELSICKRETEET,

e YY—=AARL -3

« ARV IANRL—3Y

« ZEEY NARL—3Y

NEY D

« Lambda 7Y 7 DR

e Lambda 7Y VZFERALEDY—AARL—2 3 OFA
« Lambda 7Y VZBAL AR Y IARL—2 32 OFHE
« Lambda 7Y VZFERALEZEELY hARL =23 2 O

Lambda 7 ¥ U OB

7Y U # Lambda ZHUH T &, Lambda A AL EFFET DX THRA 30 W5#L £J, Lambda
. 7Y ORI LIEDLKRARLIENZRT JSON LAR AZRLET,

REY D

« DOTARNAS

« LARVAAS

- Bl
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JOIANARD

Lambda BEBICEE D AN, 7Y I0F—FY NARL =232 (REY O, UVY—A, EEtEY
REE)ICEK>TERYET,

L AR AAN

DOTARBIELRBRBLEFZEICT7Y O EBETSICE. Lambda BI%A JSON L AR A
ERIBEANDYVET,

AT, 7Y 058G IRL AR AOEROBITT,

"hookStatus": "SUCCESS" or "FAILED" or "IN_PROGRESS",
"errorCode": "NonCompliant" or "InternalFailure"
"####H#" . String,

"clientRequestToken": String,

"callbackContext": None,

"callbackDelaySeconds": Integer,

"annotations": [

{
"annotationName": String,
"status": "PASSED" or "FAILED" or "SKIPPED",
"statusMessage": String,
"remediationMessage": String,
"remediationLink": String,
"severitylevel": "INFORMATIONAL" or "LOW" or "MEDIUM" or "HIGH" or "CRITICAL"

}

]
}
hookStatus

7‘y 70)17___910 :h‘;%;ﬁ®7 ‘f_)ll I\‘T"j-o

B Rh75{E: (SUCCESS | FAILED | IN_PROGRESS)

(® Note

7Y 1% 3IN_PROGRESS EIRF C &N TEET, BRNMNBRENBEWVES, 7Y VKK
LET, Lambda 7Y UV DIFEE. Thid Lambda BB ZBEAIENUPHITZENTES
CEEEBEKRLET,
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errorCode

FARL—2 3V ATEE nTEHTHD EMME NIBE, TR T Y IRTIS—AREL,
SHEA BT SR ESAERLET, 7Y IFRKRLEBE, CO7 41—l RKEBEATT.

BH%75{&: (NonCompliant | InternalFailure)
Xyvt—2

7Y IONRPIELBRALECERZRIREENOAY -,

(® Note
CloudFormation AR L —> 3> ZFHEiT25FS. <D 7 1 —JL Ri& 4096 XFIZHIV) &
T5NhFET,
Cloud Control APl ZARL —> 3>zl T%8BE. D7 1 —)LRiE 1024 XFIZH0V)
BTsnhEd,

clientRequestToken

Hook JOTARMANDABELTREEWEVITARNN=D2 ChBRBEDT A —IILRT
EE

callbackContext

hookStatus & T#&% % C & &7~ 9FIN_PROGRESSH & (k. Lambda BHABHRUOHEE WL EI(C
ADELTREENZEMOODTFANZEELET,

callbackDelaySeconds
TYIONCOT7Y UV 2BERUVHITETEHHRT DER,
annotations
HMEBEAAM I AEZREBIZEIRFATS IV NOET,
annotationName
EROFEEIFo
AT—ZA
T7YI90FHOPHULAT—R R, chlEk, ERD Guard =)L EEEOER/TERTMZERF D
A Y VZRTBEICKRIUBEET,

B%h7s{8: (PASSED | FAILED | SKIPPED)
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statusMessage

BEDAT—XADHH,
remediationMessage
FAILED AT —RAZBETRLEHORE, LEXE, VY—RAICESLIlHWVEES, VY —
AREICES{LZEMNT S HEZERTEXT,
remediationLink
EBMOEEHARX>AD HTTP URL,

severityLevel

CHODRATDERICBEETDMERMIAIZERELET, Hook BFUHULERICEEEL AR
ZEVYETZHE, EROHZIEEEHT IV EZBEITDZHZEDOH & L T AWS Security Hub
CSPMEEETJL—LD—V&SRTELXT,

B%h75{E: (INFORMATIONAL | LOW | MEDIUM | HIGH | CRITICAL)

4l
LATFRIC, EEBREZEOHZRLET,

{
"hookStatus": "SUCCESS",
"message": "compliant",
"clientRequestToken": "123avjdjk31"

}
KBMULELARADOBIZRICRLET,

{
"hookStatus": "FAILED",

"errorCode": "NonCompliant",
"message": "S3 Bucket Versioning must be enabled.",
"clientRequestToken": "123avjdjk31"

}

Lambda 7Y 0 ZEHLEV Y —AFARL—23 2 OFHM

Y —RZER. EF. FLERFEIRTZEZEFEVWDOTE, VDY—AFARL—a ERBEH
£, BlAE. :TLWDY—RAEEKT S CloudFormation AZY U NEFHEERTTHE, 1
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V—AFARL =23 HFETLEL K, Cloud Control APl ZERL TV Y —A%ER., EF.
FERHBRITDE, VDY—RAARL =23V EERBEENET, 7Y IRET RESOURCES &
U* CLOUD_CONTROLAARL —>a>&X—4"Y MZTF % &S I(Z CloudFormation Lambda 7 v

Y TargetOperationsZ i ETEET,

(@ Note
delete 7Y 2 /\> RZ—I&. Cloud Control APl delete-resourceE iz i&

CloudFormation A 8 AL =23 > N H—%Z2FEHAL TUY —ANHIBRE W i=BE(C D &F

OHEhErJdelete-stacke

NEY D

« Lambda Hook UV —ZAAHNEX

+ Lambda Hook UY—ZAZEA I DHI

e UY—RAARL—23 M Lambda B 4l

Lambda Hook ') Y —A A HEX

Lambda A" Y —AARL =232V ICRHLTHGFHEND &, VY—-RA7ONT4, BRE =70

NT1, BROET7YIVFOCHLICEATRZ I THFANEEE JSON AL ZZITE T,

JSON AN DFARDBIZIRIZRLE T,

"awsAccountId": String,
"stackId": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction": String

+
"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or

"DELETE_PRE_PROVISION"

"requestData": {
"targetName": String,

"targetType": String,
"targetlLogicalId": String,
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targetModel": {
"resourceProperties": {...},

"previousResourceProperties": {...}

}

},

"requestContext": {
T 1,
"callbackContext": null

}

}
awsAccountId

FERROVY—AAWS THOUKN 2858 O ID,
stackId

CDFARL—2 3> F CloudFormation ARXY ODAZY T ID HD—ETT, HEHEND Cloud
Control APl M3BE., CO71—)LRIFZETT,

changeSetId

7Y OHUCHLUZEBRALEZEEEY RO ID, VY —ANOZEEN Cloud Control
API, . . create-stackupdate-stack®z /& delete-stackARL —2avIC&k> THEKEE
niigs, COERZETY,

hookTypeName

RITHPOT Y I DOEH,
hookTypeVersion

EITHFOT7VIOON—T3 2,
hookModel

LambdaFunction

TV DL 2 THRTFHEBEED Lambda ARN,

actionInvocationPoint
TYIONRTETND7OEDa 000 Y IQOERBRA N,

B 3h75{8: (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION | DELETE_PRE_PROVISION)
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requestData

targetName

i hd2—9'Y NZA47, $l: AWS: :S3: :Bucket,
targetType

MERKDE—TY N2 A7, fl: AWS: :S3: :Bucket, Cloud Control API T7’OE>3a=>
JENEVY—ADEBE, COER 27 Y) £IFRESOURCE,

targetlLogicalld
HMENRODY —ADORE ID, 7Y VHOEHBELOFA A CloudFormation DiFE, < hid

CloudFormation T 7L — RN TCEZENEHREBUY—ADICEYWET, COTYIFRUOHEL
D A1) > H Cloud Control APl DFE, ChiFBRENIEICKYET,

targetModel
resourceProperties
ZEITHIVY—AORRENETONT 14, VDY—ANHBRENTVWRIHEE, COERZE
&V ET,
previousResourceProperties
ZEHFOUY—AICHEBRER TS NhTWA7O0NT 1, VDY—ANERE N TVS5
&, COERZEIZEYNET,
requestContext
PO L
7Y 7 OREDRITHAIT.
callbackContext

Hook A" (58 E& N IN_PROGRESS. callbackContexthiBE nhizifFE., BRCHLEICC
CICRRENET,

Lambda Hook 'J Y —AZE AL O Hl

RDOADBIE, EFHITDAWS: :DynamoDB: : Table UV —ANEHEZZ (THLS Lambda 7Y 7 & R
LTWET, T, ReadCapacityUnits ® ProvisionedThroughputld 3 A5 10 ICEEE
NTVERT, Chik, Lambda HAFFEICERATEST—XTT,
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"awsAccountId": "123456789012",

"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-a123-00abc@abc000",

"hookTypeName": "my::lambda::resourcehookfunction",

"hookTypeVersion": "00000008",

"hookModel": {

"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"

iy
"actionInvocationPoint": "UPDATE_PRE_PROVISION",

"requestData": {
"targetName": "AWS::DynamoDB::Table",
"targetType": "AWS::DynamoDB::Table",
"targetlLogicalId": "DDBTable",
"targetModel": {
"resourceProperties": {
"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
I
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 10

},
"KeySchema": [
{
"KeyType": "HASH",
"AttributeName": "Album"
I
{
"KeyType": "RANGE",
"AttributeName": "Artist"
}
]

1,
"previousResourceProperties": {
"AttributeDefinitions": [
{
"AttributeType": "S",
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"AttributeName": "Album"

.
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 5

},
"KeySchema": [
{
"KeyType": "HASH",
"AttributeName": "Album"
.
{
"KeyType": "RANGE",
"AttributeName": "Artist"
}
]

}

.

"requestContext": {
"invocation": 1,
"callbackContext": null

JDY—RABRATTHEATEDIXNTO7AONT 1 2HEBITHICEK., "1 Z23RBLTIKESE
WAWS::DynamoDB::Table,

)Y —ZAARL—>3 >0 Lambda BBk 4l

AR &, DynamoDB AND U Y —AEHFHICKKT B > 7L BB TT, DynamoDB (&,
ReadCapacity ® ProvisionedThroughput%Z 10 & V) KEWMEICKREL LS ELET, 7V Y
NI T % &, ReadCapacity FIEULKBREENTVS, EVSXYE—IHAREBICRTENE
To VOIANDRKRIIICKBE TS &, 7Y U EReadCapacity cannot be more than 10, £€W5 A
T—RATKRHLET,
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Node.js

export const handler = async (event, context) => {
var targetModel = event?.requestData?.targetModel;
var targetName = event?.requestData?.targetName;
var response = {
"hookStatus": "SUCCESS",
"message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.clientRequestToken

I

if (targetName == "AWS::DynamoDB: :Table") {
var readCapacity =
targetModel?.resourceProperties?.ProvisionedThroughput?.ReadCapacityUnits;
if (readCapacity > 10) {
response.hookStatus = "FAILED";

response.errorCode = "NonCompliant";
response.message = "ReadCapacity must be cannot be more than 10.";
}
}
return response;
};
Python

import json

def lambda_handler(event, context):
# Using dict.get() for safe access to nested dictionary values
request_data = event.get('requestData', {3})
target_model = request_data.get('targetModel', {3})
target_name = request_data.get('targetName', '')

response = {
"hookStatus": "SUCCESS",
"message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.get('clientRequestToken')

if target_name == "AWS::DynamoDB::Table":
# Safely navigate nested dictionary
resource_properties = target_model.get('resourceProperties', {})
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provisioned_throughput = resource_properties.get('ProvisionedThroughput',

)
read_capacity = provisioned_throughput.get('ReadCapacityUnits')

if read_capacity and read_capacity > 10:
response[ 'hookStatus'] = "FAILED"
response['errorCode'] = "NonCompliant"
response[ 'message'] = "ReadCapacity must be cannot be more than 10."

return response

Lambda 7Y VZERLEAZRY VFARL— 32 OFHM
FLLWTFOZ7L—MNEFEALTARY VZER,. EH. FEEHIBRTZDEZEFEWVWOTE, HLL
FTOTL—REFHAELTAREY VARL -3 0727 0OY 295 & T, CloudFormation
Lambda 7Y JZBRTEDLSICRRETEET T, 7Y IRETSTACKARL =23 zx—TY K~
IC9 % &SI CloudFormation Lambda 7 ¥ ¥ TargetOperationsZi @ ETEE I,

NEY D

e« Lambda 7Y VARXY JDANEX

e Lambda 7Y O AZY OZE AT DI

« ARV IANRL—3 20 Lambda B 4l

Lambda 7Y O AZY VD ANEX

ARY DARL—232 T Lambda ARG HE D E, 7Y IOFCHLIOVTFHFA

N, . actionInvocationPointB VPV IV ITARNIVTHFANZEL IJSONVITI AN ER
(TEXV) £9, CloudFormation 7> 7L — kDY 4 X& Lambda B TZ T AhS B ALY A
ANFBRESNTVWD S, EEOTVTL—KME AmazonS3 A7 IV MNCREENET, OA
HrequestDatallld, BESRUFUFOT VT L—KNN=23 &2ECROATSIIRD
Amazon S3 BEE & URL A EENnET,

JSON AN DFARDBIZIRIZRLE T,

"clientRequesttoken": String,
"awsAccountId": String,
"stackID": String,

"changeSetId": String,
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hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction":String

+
"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or
"DELETE_PRE_PROVISION"

"requestData": {
"targetName": "STACK",

targetType": "STACK",
"targetlLogicalId": String,

"payload": String (S3 Presigned URL)

},

"requestContext": {
"invocation": Integer,
"callbackContext": String

clientRequesttoken

Hook JOTARMANDABELTREENEVITIAMN =02 ChRBBEADT A —ILRT
ERD

awsAccountId

THERROAZRY O AWS THIKN 288 O ID,
stackID

CloudFormation AZY VD AXY 7 ID,
changeSetId

7Y OBUCHLZRBRLEZEEELY RO ID, AR Y UNOZEEN Cloud Control
API, . . create-stackupdate-stack®zlF delete-stackARL —2avICk> THEKEE
ni-Be,. COERETY,

hookTypeName
RITHROT Y I DA,
hookTypeVersion

RITHOTYIDON—-T 32,
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hookModel

LambdaFunction

TV IR > THOHENDEED Lambda ARN,

actionInvocationPoint
TV ONRTFTEZ7O0EDa -2 00 Y IOOERBRA N,

B #h75{E: (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION | DELETE_PRE_PROVISION)
requestData

targetName

CDfEWR STACK IZB& Y ET,
targetType

CDMEIE STACK IZ7& VW ET,
targetlLogicalld

AREYTH,
payload

BEBIVLUBINOTF7L—MNEEZFEDISON AT T N%E2EDL Amazon S3 BLZF&
URL,

requestContext

7Y IONBROHENTVWREE, COFATSIIRMBREENET,
invocation

7Y ODREDRITHIT-
callbackContext

Hook A" (CEREIN_PROGRESSE f1, jRcallbackContextE ni-iEE. BNHUCHULKEICZC
ICRT"ENET,

UOITARTF—2® payload7ONT 1k, IJ—RAMBIIHBENHS URL T, URL 2215
THE, RDAF—XEFOATDI VN ZRBLET,
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{
"template": String,
"previousTemplate": String
}
template

create-stack k(& IZIRMEE N i=E£7% CloudFormation > 7'L — Nupdate-
stack. CloudFormation [CiREE NERBICIEU T, JSON F£ld YAML XZFEIEETEE
CP

delete-stack ZRL—23 > Tk, COEREZEICAYET,

previousTemplate

LABI® CloudFormation &> 7'L — K. CloudFormation (CI B nhiHNAICKHU T, JSON £
& YAML XF5ZEETEET,

delete-stack ARL— 3> Tk, COERFZEICKYET,

Lambda 7Y AR Y DZEA DB

AT, AZYIOEEANDOHBITY, 7Y Uk, % true ObjectLockEnabled ICE#H L. Amazon
SQS ¥ 1—%2EMITHEEZEL TVET,

"clientRequestToken": "f8da6dll-b23f-48f4-814c-0fb6ab67f50e",
"awsAccountId": "123456789012",
"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000",
"changeSetId": null,
"hookTypeName": "my::lambda::stackhook",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
},
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {
"targetName": "STACK",
"targetType": "STACK",
"targetlLogicalId": "my-cloudformation-stack",
"payload": "https://s3...... "
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iy

"requestContext": {
"invocation": 1,
"callbackContext": null

payload ®flZXIZ/RL £ requestData.

"template": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":true}},\"SQSQueue\": {\"Type\" :\"AWS: :5QS: :Queue
\",\"Properties\":{\"QueueName\" :\"NewQueue\"}3}3}1}",

"previousTemplate": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":false}}}}"

}

ARYOARL—>3 >0 Lambda B85k 6l

ROBIE, AZYIARL =23 RAO—REZXIJO—RL, 7L —KJSON 2L T
ZRTS 7 )BT I SUCCESS,

Node.js

export const handler = async (event, context) => {
var targetType = event?.requestData?.targetType;
var payloadUrl = event?.requestData?.payload;

var response = {
"hookStatus": "SUCCESS",
"message": "Stack update is compliant",
"clientRequestToken": event.clientRequestToken
1
try {
const templateHookPayloadRequest = await fetch(payloadUrl);
const templateHookPayload = await templateHookPayloadRequest.json()
if (templateHookPayload.template) {
// Do something with the template templateHookPayload.template
// JSON or YAML
}
if (templateHookPayload.previousTemplate) {
// Do something with the template templateHookPayload.previousTemplate
// JSON or YAML
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}

} catch (error) {
console.log(error);
response.hookStatus = "FAILED";

response.message = "Failed to evaluate stack operation.";
response.errorCode = "InternalFailure";
}
return response;
};
Python

Python 235 I(CIE, requestsZA 7SV EAVR—RNTBDBENHYVET, chZETS
([ZI&. Lambda B EER TR EEI, F7OAANYT—JIE TATZVEEDDRVENHYE
o FHMAICOVWTIEE, " FROYN—HA R, O "EFEREED zp F7O04NY T—2 O
M, 2B LTLEEL, AWS Lambda

import json
import requests

def lamnbda_handler(event, context):
# Safely access nested dictionary values
request_data = event.get('requestData', {3})
target_type = request_data.get('targetType')
payload_url request_data.get('payload')

response = {
"hookStatus": "SUCCESS",
"message": "Stack update is compliant",
"clientRequestToken": event.get('clientRequestToken')

try:
# Fetch the payload
template_hook_payload_request = requests.get(payload_url)
template_hook_payload_request.raise_for_status() # Raise an exception for
bad responses
template_hook_payload = template_hook_payload_request.json()

if 'template' in template_hook_payload:
# Do something with the template template_hook_payload['template’]
# JSON or YAML
pass
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k

if 'previousTemplate' in template_hook_payload:
# Do something with the template
template_hook_payload[ 'previousTemplate']
# JSON or YAML
pass

except Exception as error:

print(error)

response[ 'hookStatus'] = "FAILED"

response[ 'message'] = "Failed to evaluate stack operation."
response['errorCode'] = "InternalFailure"

return response

Lambda 7YV ZFERLEZELY NAXRL —2 32 OFFHA

ZEEY MZERTRILETIC, HILLEELY NERWICTHEL., TORTEI/OVITERSIC
CloudFormation Lambda 7 ¥ V7 ZEXETE X o 7Y VFKE TCHANGE_SETARL —> 3> &2 X —
7Y MZ9 B K SIC CloudFormation Lambda 7 ¥ Y TargetOperationsZiETEE T,
NeEY

* Lambda 7Y VZELY hOAIEX

e Lambda 7Y VZEtLY REEASDHI

« ZEEY NARL—23 > M Lambda Bk o 4l

Lambda 7Y JZEtEY RO AHTEX

ZEELY RARL—=2IVOANRBAREY IARL =23 VICPTVETH, ORAMO—RIZE,
ZEELYNIK>TEAEThEUY—RAZEN!) ARrequestDatat B8FENTVET,

JSON AZDFROBIZRICRLET .

"clientRequesttoken": String,
"awsAccountId": String,
"stackID": String,

"changeSetId": String,
"hookTypeName": String,
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"hookTypeVersion": String,
"hookModel": {
"LambdaFunction":String

iy

"requestData": {
"targetName": "CHANGE_SET",

targetType": "CHANGE_SET",
"targetlLogicalId": String,
"payload": String (S3 Presigned URL)

1,

"requestContext": {
"invocation": Integer,
"callbackContext": String

clientRequesttoken

Hook JOTARMADABELTREEMLEVITIANN=D 2,
ERD

awsAccountId

AR DAZY O AWS THIOUNZEE O ID,
stackID

CloudFormation AR Y JDAXY 7 ID,
changeSetId

7Y ORUCHELZRBLEZEEY MO ID,

hookTypeName
RITHDOT Y VDA,
hookTypeVersion

%?j_-q:la)7‘y 70)/\‘_>3>o
hookModel

LambdaFunction

TYIC&2THVUVEENBEED Lambda ARN,

ChEBADT7 1 —I)LRT
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requestData

targetName

C DfElE CHANGE_SET IC%& V) &£ T,

targetType

C DfElE CHANGE_SET IC%& V) &£ T,

targetLogicalld

ZELY M ARN,
payload

BEDTFV7TL—RZ2EFEDISONATSIORNE, COEEEY NMCK2TEAETKhEE
D'JAKN%ZEL Amazon S3 BE{F+ZE URL,

requestContext

7Y OFBRUOHENATVREE, COATSIIRMNBREECIAET,
invocation

7Y U OBREDRERITRIT.
callbackContext

Hook A" (CEREIN_PROGRESSE f1, jRcallbackContextE ni-iEE. BHUCHULKEICZC
CRRENET,

JOTARNF—A® payloadZ7ANT (&, J—RAMBIZHSEN$HS URL TF, URL 2=
T2E, ROAF—NEHFEO>ATSIINEREBELE T,

"template": String,

"changedResources": [

{

"action": String,
"beforeContext": JSON String,
"afterContext": JSON String,
"lineNumber": Integer,
"logicalResourceId": String,
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"resourceType": String

template

create-stack k& ICIRME N =E L% CloudFormation > 7°'L — Nupdate-
stack, CloudFormation ICIRHEh AR U T, JSON £k YAML XFE5|&2EETE R
9,

changedResources

EEENIEIVY—ADI AR,
action
)Y —RICBRAEhZDZEEORAT,

B%h7s{8: (CREATE | UPDATE | DELETE)

beforeContext

ZEGOUY—A7O/NT 140 JSON XF5|, COERK, VY—ADQERKIC null IV E
T CNO JSON XZHDITNTOT—)LEEHEIEX STRINGS TT,

afterContext

CHEELY MEITENEZBEND)Y—A7O/NT 14 ® JSON XFH, )Y —AHHEI
BRENTVBEE., COERNITT, Z0O JSON XZHDOTNTOHOT —)LEE HERF
STRINGS T9,

lineNumber

COEEORREB > ETTL—NOITES, 77232 H OF4E. DELETEC O{ER null
CZV)ET,

logicalResourceld

ZETRVY—ADOHREVY—A D,

resourceTlype

gEé *'-70) U \J_Za’r7°o
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Lambda 7Y VZEtLY NEEA DD H

UTE, ZEEY NOZEBEASIDOHTT, ROBITE., BEEEY NMIK>TEATNEEZHER
TEET, RUDEERF., £VSF1—DHIBRTICoolQueue, 2EFBHDZEEEF., &VSHLLV
F1—MEMTINewCoolQueue, HRENDEEIF. DOEFH TIDynamoDBTable,

"clientRequestToken": "f8da6dll-b23f-48f4-814c-0fb6a667f50e",
"awsAccountId": "123456789012",
"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc0",
"changeSetId": "arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-al123-00abc@abc000",
"hookTypeName": "my::lambda::changesethook",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
},
"actionInvocationPoint": "CREATE_PRE_PROVISION",
"requestData": {
"targetName": "CHANGE_SET",
"targetType": "CHANGE_SET",
"targetlLogicalId": "arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000",
"payload": "https://s3...... "
},
"requestContext": {
"invocation": 1,
"callbackContext": null

payload ®#|&XIZ;RL ¥JrequestData.payload,

template: 'Resources:\n' +
' DynamoDBTable:\n' +
! Type: AWS::DynamoDB::Table\n' +
! Properties:\n' +
AttributeDefinitions:\n' +
! - AttributeName: "PK"\n' +
! AttributeType: "S"\n' +

! BillingMode: "PAY_PER_REQUEST"\n' +
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KeySchema:\n' +

! - AttributeName: "PK"\n' +

! KeyType: "HASH"\n' +

PointInTimeRecoverySpecification:\n' +
PointInTimeRecoveryEnabled: false\n' +

' NewSQSQueue:\n' +

! Type: AWS::SQS::Queue\n' +

! Properties:\n' +

QueueName: "NewCoolQueue"',
changedResources: [

{
logicalResourceId: 'SQSQueue’,
resourceType: 'AWS::SQS::Queue'’,
action: 'DELETE',
lineNumber: null,
beforeContext: '{"Properties":{"QueueName":"CoolQueue"}}"',
afterContext: null
.
{
logicalResourcelId: 'NewSQSQueue',
resourceType: 'AWS::SQS::Queue’,
action: 'CREATE',
lineNumber: 14,
beforeContext: null,
afterContext: '{"Properties":{'"QueueName":"NewCoolQueue"}}'
.
{

logicalResourceId: 'DynamoDBTable',

resourceType: 'AWS::DynamoDB::Table',

action: 'UPDATE',

lineNumber: 2,

beforeContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "AttributeDefinitions":
[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"',

afterContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "PointInTimeRecoverySpecification":
{"PointInTimeRecoveryEnabled":"false"}, "AttributeDefinitions":
[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"'

}
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ZELY NARL—2 3> Lambda B3O fi

ROBIE, BELY hARL—23aRAO—REZZIVO—RL, BEEZIL—TL T, ZE&Y

BICHBO7ONT A Z2H DTS20 7 )L 15 BEET I SUCCESS,

Node.js

export const handler = async (event, context) => {

var payloadUrl = event?.requestData?.payload;

var response = {
"hookStatus": "SUCCESS",
"message": "Change set changes are compliant",
"clientRequestToken": event.clientRequestToken

1

try {

const changeSetHookPayloadRequest = await fetch(payloadUrl);
const changeSetHookPayload = await changeSetHookPayloadRequest
const changes = changeSetHookPayload.changedResources ||

for(const change of changes) {
var beforeContext = {};
var afterContext = {};
if(change.beforeContext) {

beforeContext = JSON.parse(change.beforeContext);

}
if(change.afterContext) {

afterContext = JSON.parse(change.afterContext);

}
console.log(beforeContext)
console.log(afterContext)
// Evaluate Change here

}

} catch (error) {
console.log(error);
response.hookStatus = "FAILED";

response.message = "Failed to evaluate change set operation.";

response.errorCode = "InternalFailure";

}

return response;

};

-json();
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Python

Python 2321, requestsSA 7S VEAVR—RNTDBENHYVET, chZETS
(ZlF. Lambda B ZER TR EEIL, FTOAMNYT—DIC ATV EDRIRVEN B F
Fo FMICOVWTR, " FROYN=FA R, O "&EFEEZED zp 77014/ /NY T—2 04
M1 Z25BL TSV, AWS Lambda

import json
import requests

def lambda_handler(event, context):
payload_url = event.get('requestData', {}).get('payload')
response = {
"hookStatus": "SUCCESS",
"message": "Change set changes are compliant",
"clientRequestToken": event.get('clientRequestToken')

try:
change_set_hook_payload_request = requests.get(payload_url)
change_set_hook_payload_request.raise_for_status() # Raises an HTTPError
for bad responses
change_set_hook_payload = change_set_hook_payload_request.json()

changes = change_set_hook_payload.get('changedResources', [])

for change in changes:
before_context = {}
after_context = {3}

if change.get('beforeContext'):
before_context = json.loads(change['beforeContext'])

if change.get('afterContext'):
after_context = json.loads(change['afterContext'])

print(before_context)
print(after_context)
# Evaluate Change here

except requests.RequestException as error:
print(error)
response[ 'hookStatus'] = "FAILED"
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response[ 'message'] = "Failed to evaluate change set operation."
response['errorCode'] = "InternalFailure"

except json.JSONDecodeError as error:
print(error)
response[ 'hookStatus'] = "FAILED"
response[ 'message'] = "Failed to parse JSON payload."
response['errorCode'] = "InternalFailure"

return response

Lambda 7Y V& ERT5%EE=E2 TS
Lambda 7Y V&2 ERTHHIIC, XOBRZHZBLIVEN HYET,

« Lambda BB ERBZXA THRIYLEN HYET, FMAICODVTR, "T7Y U0 Lambda Bz E
K92, #5BLTLSEEV,

« TV VERERIBDI—H—FERO-ILNLCR, FYIETITATITRLOOTDBT VAR
ANMBETY, FMIZDOWVWTIE, MCloudFormation 7Y V@ IAM 7 VAR 253 %, 5
BLTLSEEL,

« AWSCLI E£7/lx SDK ZEHL T Lambda 7Y 7 Z4EKTDIZIE. IAM 7 ORI EEFERYD
—wEO2ETO-)LEFEHTHERL T. CloudFormation &/ Lambda 7Y 9 ZRUOHT ZENT
EBLDICTRDUENHYNET,

Lambda 7Y VOETO—II%ZEKTS

7V, TETO7YVERCEHILOICLEZT VEAHAORTAO-INZERALET AWS 7
AR RZ

COO—)LE, A5 Lambda 7Y VZERTDEBEBNICERNTEET AWS YR XNV
V=l ThEADBER., COO-IIZHSTHERIZDBENHBYVET,

RDED>3>TE, Lambda 7Y VZER TR I-ODT VL AHAZRET D HEZERLET,
BT 7 AFH

NIAM A—H—HA Ry O "THARLBEARA) S —Z#ALTO-I)LZERTE OHIF A
H2T, NAZLBERID —2FERALTO—-ILZEKLET,

R, ROFEERITLTT IV EAFAZRELET,
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1. Lambda 7Y VOERICERTS IAMO—ILIZ, ROFZDERKRKIS —EBTRXYFLET,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "lambda:InvokeFunction",

"Resource": "arn:aws:lambda:us-west-2:123456789012: function:MyFunction"
}

1
}

2. O—LICEERIV—ZEMLT, O—-)LZ25EZF3T7I7EARATZTIYIICAELET, &
ATEZE/ARIS—0FlZRICRLET,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"hooks.cloudformation.amazonaws.com"
]
}I
"Action": "sts:AssumeRole"
}
]
}

FHORNTLambda 7Y 9T 90T 1474d3

RORNEYOTE, PHOKRTLambda 7Y 9% F 0T 147435 HE%EZRLET, Chick
W, POT47ENETHODNE) -3 THERATEELET,
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Nev o

« Lambda 7Y 0 %&T7 07471432 (V=)

« Lambda 7Y V& T VT 14 71t9 % (AWS CLI)

- EEYY—2R

Lambda 7Y V&7 074 7$% (A V—=I)
TFHORNTERATS Lambda 7Y 92797147 TBICE

1. EHA4242 AWS YR XNV =)L U, https://console.aws.amazon.com/
cloudformation T CloudFormation >V —J)ILZ@AEZE £ 9,

2. BELEFOFES—23aN—T, 7VI0%ZEXKTDAWS V-3 ZBIRLET,

3. 7YY®Lambda B ZE/ERL TVWEWVWEEIE., ROBEZITVET,

« Lambda 1Y —JL T [Functions (B8 R—2 &ZHE X T,

« COT7YYUTHERTS Lambda B ZEERL. COFIEICRY ET, FMICOVTIRE,
FLambda 7Y 20O — A% §% Lambda B & ERT D1 2SBLTLSEEL,

Lambda BAEZBEICHER L TLWB BRI, KOATY SICERET,
4. E@ROFES—3aRAT, 7V O0REBRLET,
5. TYIR=IT, 7Y VDOEKZIEIRL, Lambda T ZBIRL F T,
6. 7YORT, ROWIThhAhOAT7>a>zERLET,
s DEIZEBMENDEVDAYPTVRAZIEEL £IPrivate: :Lambda: :o

FeExE, EANTDEMyTestHook, BB T Y IBIE LAY E
FPrivate::Lambda: :MyTestHook,

c ROWKXZFERALT, T2BTIVIBR(TAVTAEEHENET) ZEELET,
Provider: :ServiceName: :HookName

7. Lambda BEBDFEE, COT7Y I THEHTS Lambda BB ZIELET. XEFEATESE
C
s 74V IOADBZVEL% Amazon )Y —AxX— LA (ARN),
s N=232FERIAVTFTAOY 7 1 v U A%z D& ARN,

8. 7VUR—ITVYRNT, FHMENREBIRLET,
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« ARV Y —A—Y—HFARY V%ZER. EHF. FLRBHEHIKRIDEEIIARZRYITTL—b
ZFMELET,
s VDY—RA—A—H—HFRARYVVEEHFIDEEICL, ALOVY—AOEEEZTMLET,
s BEEYRN —A—Y-HNEELY FZERTIEEC, FTEECHEEHREZTMLET,
« Cloud Control APl — Cloud Control APl IC& 2 THBRE hi{ER. EH. FLIEHIBRARL —
aveEfMaLET.
9. F7U2ar T, 7VvVERUHITII I (K. . HIRR) £BRLET,

10. 7Y 9F—RTE., 7Y 0L 2> THTHE N Lambda AL AR AZBRLEEEIC
7Y ONFAILEDISE TR HEZBBIRLET,

c BE _J1—YHY—(ICBHEERITLETH., 7OV EFETTEET, chldk, EETHLVR
EREHRF IV IICKRILIEET,
« K —T 023 HBaEnNBZVLSICILET, Chid, BBV TSAT U AEERE
F1A)FARI—EBRAITDODICKRILEET,
1. 2O T, 7Y U4 Lambda B ZRUOHBITEHICSIEZ TS IAMO—)LZBIRLF
9, CloudFormation "ETO—/ILZ BEMNICERTEDLDICTSD A, ERLEO—ILZ2EE
TEET,

12. [RN] Z2BRL T,
13. (F7232) 7V 074N E2—DERE. ROBREZITVLET,
a. VY—RT7AINE—T, 7YV EBOPHTENTED VY —ARZATZEELET, Ch
ICkt), 7Y IRBEETDZVY-ALCHLTOAHOPHENET,

b. 7ANZVIITRHET, AZYIVRBEARYVO-LNT7 1IN E2—2ERATZIOD Y 7 2&ER
LEXY,

s INTDARYVREAZRY VO -7V 0, BEETNEIXNTOT7AIINZ—H—
BI2BEICOAFVTHENET,

c ARV OVBEARY VOV -BEENETAINZ—0LBEE1 2N —HTB L,
7Y IOFHOHENET,

(® Note

Cloud Control APl AR L —23 2Tk, IXTOARERYIVRERZYIO-IT 4
LEZ—FERENFET,
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c. ARRYIVRIZKE, 7VIBVHLIIBEDAZY VEEORPBRALET,

c EHDIZIE, EOBIARAEZYVIRBEEELET., chiF, Z—TYRNICITIEHENDARY
TONEBEEY NHIHEIFEALET,. COVARNTEEESNEARAZY IO&N T Y
VENHUVHELET,

e Exclude ICl&, BMATBDAZYIVBEZBELET., Chik, BEAEDAZRYITT VY
EHUOETH,. WSOIODPOBEODARY VEBATZIHEEICERALET, CICUARE
NTVWRARY VEBRSINTOAEZYIF., 7Y 02FBUOHLET,

d AZYyoO0O0-)InzEs. BEMFTSNEIAMO—)LICEIVWT 7Y IOBUCHLUICEED A

RO BEEOLDILBRIALET,

« Include IZIF., ChsO—)LICEENITONEAZRY VERZ—SYRNITED1DO2LED
IAMO—J)L ARNs Z1 8ELET. cnNSOO—)ICK>THBENLEZAZY VFAXRL —
2aAORNTYOERUOHLET,

e Exclude ICIF, BRATBDAEZYOID12UULEOIAMO—)L ARNs 2 ELET, 7V 2
. BEENEO—NWICE > THBENEARY VERSIXNTOARY U THRUOEHE N
x99,

14. [RN] &Z&8IRLFE T,

15. LE1I—&TFOT147UR—2DT, BRAREZBRELET, EETDICIE, BEEI> 3T
RE] 2V UYILET,

16. #IT I DERBHN TE S, Activate Hook ZiBIRL £,

Lambda 7Y V%7 V5 14 71t 9% (AWS CLI)

#1795 80lC, Lambda BBEE&, COT7 YOI THEAITAIERTO-INMERENTVWD & ZHERL
£9, FMICOVTE., "Lambda 7Y oMY —A%5HHi T2 Lambda B ZEERT D1 HKO
MLambda 7Y VOERTO—I)ZERTSD ) ZSRBLTSEETL,

THIOOKNTERTS Lambda 7Y V& T U7 1 7L T I (AWS CLI)

1. 7YI9OFIT147{LEBBETDICE, RDactivate-type AN REFERAL T, 7L—AKIL
A—%ZRBENEICEEBRAET, CcOOANVRIEFE, 7y oM hrstEEEhEETO-/I2EH
THREEZHFALETAWS 7HI N,

aws cloudformation activate-type --type HOOK \
--type-name AWS: :Hooks::LambdaHook \
--publisher-id aws-hooks \
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--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role \
--type-name-alias Private::Lambda: :MyTestHook \
--region us-west-2

2. TYIODTIOTATIERTTBICE., JSSONBRET7 7ML EFERALTTI YV ERETIHLEN
HV)ERT,

cat AN REMFERALT, XOBETISON 774N EERLET, FMICOVTEE, T7v o
RMEAF—NBXITI7LVAL #28BLTLSEEV,

$ cat > config.json
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"CLOUD_CONTROL"
1,
"FailureMode": "WARN",
"Properties": {
"LambdaFunction": "arn:aws:lambda:us-
west-2:123456789012: function:MyFunction"
b
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

* HookInvocationStatus: 7Y 7 ZHMICF DENABLEDICIF, (CRRELF T,
« TargetOperations: 7Y VAT A ARL -3 ZEBELET,

* FailureMode: FAIL F/z Ik WARN IZRREL £ T,

« LambdaFunction: Lambda B8¥® ARN Z#EEL £,

« TargetFilters: 7Y 0 ZBOHEI T I3 0RATZ2EELET,
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k

3. R®Mset-type-configuration AN > REERL = JSON 77 A I)L2EAL T, REZBERALE T,
TL—ARILS —ZRENEICEEHRAET,

aws cloudformation set-type-configuration \
--configuration file://config.json \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

BIEDY—A

CloudFormation AZY 957> 7L —KTlLambda 7Y V2 EE T3 HE2EBHBITH-HI_FER
TET7L—bhOBlERLET, EMIC DUV TIE. AWS CloudFormation 1—%—744 R®
AWS::CloudFormation::LambdaHookZZ B L T &\,

TFHDOKR®DO Lambda 7Y 20O %#RRT

Lambda 7 v 7 2ERAT25H48. RIBHLAR—bOOT 77 A4)LIE Lambda >V —=I)LICH V) F
9,

Lambda J>Y —J)L T lLambda 7Y V0O %Z2KRTRT S
Lambda Hook H OO 77 AN 2 XRRTBICIE

1. Lambda A2V —=NIZHA2A42LET,

HELPICHDFTET—>3a 2 N—T, AWSU—232 2 BRUET,

Bz RRLET,

BRI ® Lambda B ZBIRL £ T,

[TAN 2T EZEBEIRLET,

CloudWatch Logs Z 1 7 iE#i %8R T 3

ROYZTEIAXZ1—%ERL, RRT250O07T7IN—T2B8RLET,

[BA%A] £iBIRL £9, O & CloudWatch Logs Live Trail 74 > RJICRRENET, JITE
REERTL—2THFANTERTRZERLET,

©® N o 0 > w0 b

* TANE—NE—2DBM7 A —)LRICEMIZCET, BRICTIINLEZ—ZEMTEERT,
CN7A=)LRTE, BEENENZ-—VICL-—BIDARVDDAZEEODLSICHERET 1

LBV ITTEERT,
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Lambda BEOOT OXRROFMICDOWTIE, "Lambda BIZ® CloudWatch Logs D& R, 2S8R
LT EEL,

FHDNTLambda 7Y V& HIBKRT S

TOTF147{bEni Lambda 7Y I FREICE B8R, XOFIEZFEALTTHT NTHIR
LET,

Ty ORBIBRTARODY)IC—BENICEMCTSICE. T 238U T E& L\ CloudFormation 7 ¥
I DEMLE B,

Nev o
« PHO KT Lambda 7Y VU ZHIBT2 (A2 YV—)L)
« PHDOV KT Lambda 7 v U %ZHIBR3 % (AWS CLI)

THI>2KNTLambda 7Y V&HIBRTS (A2 YV—))

FHDOR®D Lambda 7Y V7 &ZHEIBRT 3 IC&

1. EHAL242 AWS YR XNV =)L L, https://console.aws.amazon.com/
cloudformation T CloudFormation >V —I)L&ZHZ £,
BEEHFOFES—>3a > N—T, 7vIOFHsd 2BRLETAWS V-3,
FTETF—aiRaUhs, 7YV ORBRLULETD,

TYIR—TT, HIBRdT S Lambda 7Y 92 RDOTE T,
TYVODBIHBDFIVIRYIARZFICL, HIBRZZBRLET,

WEEEROSN LS, 7Y IRZANLT, BEShLET7Y VDRIRZHEL. HIBRZERL K
ER

o o bk~ w0 DN

THI> NT Lambda 7Y U %HIBRT % (AWS CLI)

® Note

7Y OZEBRTIHEIIC, ET TV VBV THIMXEN BV ET, FHICODVWTIRK., "7H
VURTI7Y VBB LT BT S (AWSCLI), ZBRL TS EE L,
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X Mdeactivate-type AN REFRALTCTI YV RFETIT147UL., THOU MDY SHIBRLET., 7
L—RARINA—ZRBENEBICEEMRAET,

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

CloudFormation CLI ZEHA L =HAZLT Y VDORE

Nt avik, HAZLT7Y V%L T CloudFormation L ARNUICERLEVSEHE X
RELTVET, CloudFormation 7Y V DEEDBE L, Python E /=& Java THED T Y U %
B, EEiF. TAN, BE, NHIZILEOOHA RERHELET,

HAZLTY OOREICEK. EIC3ID2OARATFTFYTHFHYET,
1. [

HDAZRLT Y V%BEFETSBIZIE. CloudFormation CLI 2R EL THEAITIHEN HY) £9 ., Hook
O7OPIVNETORERTT7AINZBIKRTSICIE, CloudFormation CLI init AX > RZEFEAL
T, 7V 0 ERTDERIBELET, HFMICOVWTWE., "HAZA CloudFormation 7 v 07
O OB 28RBLTLSEETV,

2. [Model] (L)

TYIOAF—IXEZTETFTIL, KX, BREETZICE. 7Yy 2., TO7ONT1. BLUOBHZER
LET,

CloudFormation CLI l&., BFEN 7Y VHTFHELRA U MNCRETEZEDO/NY RT—BEHEERL
£, ChsO/N\RZ—IZHMBEBOOD Y VZEMLT, Z—TYRNRSATHAIILOEZERET
7Y OROCHLHPICANrRCADHLZHBLET, FHEICODVTE. "HAXLA CloudFormation
TYOQEFTI T #BBRLTLSEEL,

3. B

TV 0BEIDICE, 7VIZRXRELTTTAR—NEEINT VYOO —RN—F 1 —
HRMBEE L TERLET, 7Y 0% submitARL =23V ICBEHLET, FHMICOVTIE,
CPHARLTY D% (ZE§T S CloudFormationy ZZBL T EE L,

TYIDFFICIE, ROXAINBEELTVWET,
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NARLT VD -



https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deactivate-type.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/resource-type-cli-init.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/resource-type-cli-submit.html

CloudFormation Hooks 1—H¥—H4A K

b. Configure - 7Y Jl&, B4 THRENAZY JICH UL THVPHEQEEEICHREETNET,

(® Note

7YV O30 BRIEZALTIRL, BARIEBHATLET, FHIEODVWTR, 2144
TOREBATOHR, 25RLTEE L,
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« AAAR L CloudFormation 7Y V ZHR T2 O DaIREH
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o ANAZ L CloudFormation 7Y JQEFV T

s WAZLTY V% I[ZBET S CloudFormation
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s NEA7YIDORHE
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HAAR L CloudFormation 7Y UV #HRET 3 -H DRIESHY

Java £12l& Python THAZRLT7 Y VERRTEET, NAZLTY VZRRTD O OHREH
FRXDEHBY TT,

Java O EIIEEH

* Apache Maven
+ JDK 17

® Note
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https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html

CloudFormation Hooks 1—H¥—H4A K

JavaHooks 7O IV NICTYINY RS—BEEETBICE, JavaHook N\ RS—DH 7 )L
TJ7A4)N X7 O0—RTEET,

Python D AJIRFKH4

« Python /N\—2 32 3.8 LARE,

Python Hooks 77O TV RO 7Y VN RT—ZEREK TSI, Python Hook N\ RS —DH 7
N7 742X DO0—RTEET,

7YV RRIDLODOT I AT

CloudFormation Create, . Update®& KU Delete AZY IDT IVEAFAIZIA T, RO AWS
CloudFormation ZRL =23 VI ICT VAT R UENHYNET, cNSOARL =3I 2ADT Y
A&, IAM O—JL® CloudFormation RS> —%&BLU TCEBENET,

* register-type

list-types

deregister-type

set-type-configuration

HMICDOWVWTIE., TCloudFormation 7Y 20O 1AM 7Ot AHF A %2595, 28RBLTLSEEL,

Hooks MBRIREZHRET S

Hooks ZB% 9 % (Cl&. CloudFormation 7> 7L — k & Python &7z(& Java ICBBL TWBHEN
HV)ET,

CloudFormation CLI B KR V'BEETZ IS5 A& AARN=ILTBICIE:

1. Python NV T —IXZ—2 % —pipTH ZFEAL T CloudFormation CLI Z4 > AR—J)LL &
T

pip3 install cloudformation-cli

2. CloudFormation CLI FA® Python £ & Java 7’594 >4 AN—=ILET,
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samples/java-handlers.zip
samples/java-handlers.zip
https://www.python.org/downloads/
samples/python-handlers.zip
samples/python-handlers.zip
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/register-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/list-types.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deregister-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
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Python

pip3 install cloudformation-cli-python-plugin
Java

pip3 install cloudformation-cli-java-plugin

CloudFormation CLI £ 7’594 > & T Y7L —RTBICE., PYTIL—RATa>VE#ERAT
EFXT,

Python
pip3 install --upgrade cloudformation-cli cloudformation-cli-python-plugin
Java

pip3 install --upgrade cloudformation-cli cloudformation-cli-java-plugin

7 AR L CloudFormation 7Y 27’0 T NOBEK

HAZRLT7Y 7O IO N EERTIRVVOATY I, Z7OP IV NEZHBRTDIET
¥, CloudFormation CLI init AR > REFEAL T, DARAZLT7Y V7O IV NEHKBTEET,

init ANV RE, 7Y 9RF—XT7A4)N 27O IV NOREZIEZE> THATE D 1
H—RZEBBLET, CORF—NTF7AINZETYVIDIIATECNVTAIVARAEZERTDLEOHD
FIMRELTEALET. FMICOVWTRE, TAF—NEBX, 25RLTSEEL,

Hook 7O TV N & #H{LT B ICIE:

1. 70T O9RODF4L I RNV EERLET,

mkdir ~/mycompany-testing-mytesthook

2. HLLFALIRNVICBEBLET,

cd ~/mycompany-testing-mytesthook
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3. CloudFormation CLI init AN RZFALT7O TN ERBLET,

cfn init

COONZREFE, LTOHDZERLET,

Initializing new project

4. init IR R, ZOP IO MNOREFIEERT V4 HF—RZEBHLET, 7OV MRR
Tanks, EABDhUTHooks VO TV M ZIELET,

Do you want to develop a new resource(r) a module(m) or a hook(h)?

h

5. 7YIVBATDEBMEANLET,

What's the name of your hook type?
(Organization::Service: :Hook)

MyCompany: :Testing: :MyTestHook

BISUAUFADEGAVARN—LERTVBBE, F7 4N TERENET, HHO
BISTAUFAVARN—LENTVNZBAR, BNOSELERTEET, BRULSEO
BIERREADLET,

1 [/ T

Select a language for code generation:
[1] java

[2] python38

[3] python39

(enter an integer):

7. BRUECHERSBICESIVTINY TS0 2BELET,
Python

(A723NTISYRTA—LIKELBEWNY 57— 221k Docker ZIZIRL &
9, Docker EHBTRBYEEAN, NV TN ZEBRB TR LZB<BHAOLET,

Hooks 7O TV N DR 75



CloudFormation Hooks 1—H—H4A K

Use dockexr for platform-independent packaging (Y/n)?
This is highly recommended unless you are experienced with cross-platform Python
packaging.

Java

Java N\v T —2 B &FREL. Codegen EFINZEBIRLET, F7FILRNONYT—DF%Z
FATEIH. FILLNYT—BEERTEET,

Enter a package name (empty for default 'com.mycompany.testing.mytesthook'):

Choose codegen model - 1 (default) or 2 (guided-aws):

BE7O0TO9RNZERICHBL., 7Y IV0BRICBER T 7AILZERKLELE, AT
(&. Python 3.8 ® Hooks 7O TV N EEK T D TALIRKNVETTAILDBITT,

mycompany-testing-mytesthook. json
rpdk.log
README . md
requirements.txt
hook-role.yaml
template.yml
docs
README . md
src
__init__.py
handlers.py
models. py
target_models
aws_s3_bucket.py

(® Note
stc FALONUAOT77A4I)IE, SEBOEBRICESVTERENET, EREIhET 74
LICE, RIADOAXRNEFHFVWK DD BHYET, BED—ZDT 7 1 )LiEmodels.py, #
DATY 7 Tgenerate ANV RZRITLT/N\RT—DFUEALD—RZEMNTDEE
CBEBNICEHREINET,
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7 AA L CloudFormation 7Y 2 DEFU Y

HASR L CloudFormation 7Y 2 OEFDTICE., 7v 0. 2O70O0NT1. BLUVEHZESR
TREIAF—VDERNFNEENET T, cfn init AV REZFEALTHARZLATZY OO IV NE
ERTDE, YOTINTYIOAF—INISONFERXOTFARNT7AI &L THERE E T hook-

name.json.

2=V NEPCHULRANER—TYRNT O R, 7YV IONBTEHENDERERSA N
ZERELET, 7YVINVRT—EF, CNSORANOETARBNDAZRALAODY V&RKRAS
LEYT, E&EAEF., CREATEARL—>320OZ—TY NFOZ3aldpreCreate/\> RS —%
FALET, Hook X3—7'Y ReEH—ERAN—BIBDTU23 > 2RT9%E, /\RT—ICE
ZBIAFNLEOD—RFN ZHVPELET, 7V I9X—TYRNE, 7V IOFFPHEHENDEEFELETT,
CloudFormation N7 U Y O UV =R, T7ZAR—KNUY—RA, HARARLVY—=ABEDZ—TY K
ZEETEEXT, 7V, 7908 —TYNOBRIZFRFrHVEEA,

AF—XICE., 7VVIRBEBTIVEAFANFrEENTVET, 7Y IZERTDICE. 7Y I\
RS—CEITIVEAFAZEETDIHENHV) ET, CloudFormation Tld, HNMFEZFFETS

N BRARUVDERTICHBEBT IV LAFTOAZENFETHEVSEENBZEFI VT 1T RNA AL

HORV—ZERITBDEEERBICBEOLET, 1I—H— (BXRTPO-I)) FMMAETHILEN

HIDEREL, F7YIARL—=23ADRATIDHBETTEDELSICTIRI—ZERLE

9, CloudFormation l&, ChSOT7 IV EAFAZFERALT, 7V 01— —NIREEHLET A
AZAD—TZILET, ChSOT IV EAFAR TV IICEEIhET, 7VI/N\RT—IF,
NSOTF7IOEAFTZFEALTAWS UY—AICTI9EALET,

T7VIVRERIDHABRELT, ROARF—NT 7SI\ EFEATEXRT, 7Y IAF—NZHEAL
T, EXTBD/N\RT—ZEELET, BRED/\VRZ—ZXKLABEVERRE. 7Y ITAF—T0D/\
YRS—DEIIIAVHSHIRLET, AF—XOFMIOVTR, "1 ZZBLTIKETVWAF—
N8N

{
"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create and
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation”,
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
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}I

"minQueues":{

"description":"Minimum number of compliant queues",

"type":"string"
},
"encryptionAlgorithm": {

"description":"Encryption algorithm for SSE",

"default":"AES256",

"type":"string"

}
},
"required":[
1,
"additionalProperties":false
1,
"handlers":{

"preCreate": {
"targetNames":[
"AWS: :S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

I
"preUpdate":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

1,
"preDelete": {
"targetNames":[
"AWS::S3::Bucket",
"AWS: :SQS: :Queue"
1,
"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetEncryptionConfiguration"

EFUSTIYD
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"sgs:ListQueues",
"sqs:GetQueueAttributes"”,
"sqgs:GetQueueUrl"

]
}
1,
"additionalProperties":false
}
Nevy o

« Java ZEA L 1=H A& L CloudFormation 7Y V9 DEF) >4
« Python Zff L 7= 71 A& L CloudFormation 7Y V9 DEF) 5

Java ZE AL = A XL CloudFormation 7Y 9 OEF) 49

HAAR LA CloudFormation 7Y 2 DEFVJICE, 7Y 9, TO7ONT1, BLUBEMEEERT
BAF—XOERNFEENETT. COFI—KUTILTR, JavaZERALTHARARLT Y VEET
04D HFEICOVTEHRBLET,

ATY 717027 NOKEBRREZEBNTS

Java R—2A®M Hooks 7O TV ME, IKEBFKEL T Maven ® pom.xml 77 A )LICEIKELE
T, X0tV avERBAL, V—ARAO—RZ7O0I V9 RDIIL—NCH D pom.xml 77 A4)LIC]
E_bi?o

7v 070210 N0OKEFEEEFR (pom.xml)

<?xml version="1.0" encoding="UTF-8"7?>

<project
xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/
maven-v4_0_0.xsd">

<modelVersion>4.0.0</modelVersion>

<groupId>com.mycompany.testing.mytesthook</groupId>
<artifactId>mycompany-testing-mytesthook-handler</artifactId>
<name>mycompany-testing-mytesthook-handler</name>
<version>1.0-SNAPSHOT</version>

<packaging>jar</packaging>
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<properties>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<project.reporting.outputEncoding>UTF-8</project.reporting.outputEncoding>
<aws.java.sdk.version>2.16.1</aws.java.sdk.version>
<checkstyle.version>8.36.2</checkstyle.version>
<commons-io.version>2.8.0</commons-io.version>
<jackson.version>2.11.3</jackson.version>
<maven-checkstyle-plugin.version>3.1.1</maven-checkstyle-plugin.version>
<mockito.version>3.6.0</mockito.version>
<spotbugs.version>4.1.4</spotbugs.version>
<spotless.version>2.5.0</spotless.version>
<maven-javadoc-plugin.version>3.2.0</maven-javadoc-plugin.version>
<maven-source-plugin.version>3.2.1</maven-source-plugin.version>
<cfn.generate.args/>

</properties>

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.16.1</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

<dependencies>
<l-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-
cloudformation-rpdk-java-plugin -->

<dependency>
<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-rpdk-java-plugin</artifactId>
<version>[2.0.0,3.0.0)</version>

</dependency>

<!-- AWS Java SDK v2 Dependencies -->
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sdk-core</artifactId>
</dependency>
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<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>cloudformation</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>utils</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sqgs</artifactId>

</dependency>

<!l-- Test dependency for Java Providers -->

<dependency>
<groupId>software.amazon.cloudformation</groupId>
<artifactId>cloudformation-cli-java-plugin-testing-support</artifactId>
<version>1.0.0</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-s3 -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-s3</artifactId>
<version>1.12.85</version>
</dependency>

<!-- https://mvnrepository.com/artifact/commons-io/commons-io -->
<dependency>
<groupId>commons-io</groupId>
<artifactId>commons-io</artifactId>
<version>${commons-io.version}</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.commons/commons-lang3 -->
<dependency>
<groupId>org.apache.commons</groupId>
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<artifactId>commons-lang3</artifactId>
<version>3.9</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.commons/commons-collections4

<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-collections4</artifactId>
<version>4.4</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.google.guava/guava -->

<dependency>
<groupId>com.google.guava</groupIld>
<artifactId>gquava</artifactId>
<version>29.0-jre</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-

cloudformation -->

<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-cloudformation</artifactId>
<version>1.11.555</version>
<scope>test</scope>

</dependency>

<!-- https://mvnrepository.com/artifact/commons-codec/commons-codec -->
<dependency>
<groupId>commons-codec</groupld>
<artifactId>commons-codec</artifactId>
<version>1.1l4</version>

</dependency>

<l-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-
cloudformation-resource-schema -->

<dependency>

<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-resource-schema</artifactId>
<version>[2.0.5, 3.0.0)</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/

jackson-databind -->

<dependency>
<groupId>com.fasterxml. jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>${jackson.version}</version>
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</dependency>

<l-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/
jackson-dataformat-cbor -->

<dependency>

<groupId>com.fasterxml.jackson.dataformat</groupId>
<artifactId>jackson-dataformat-cbor</artifactId>
<version>${jackson.version}</version>

</dependency>

<dependency>
<groupId>com.fasterxml.jackson.datatype</groupId>
<artifactId>jackson-datatype-jsr310</artifactId>
<version>${jackson.version}</version>
</dependency>

<l-- https://mvnrepository.com/artifact/com.fasterxml.jackson.module/jackson-
modules-java8 -->

<dependency>
<groupId>com.fasterxml.jackson.module</groupId>
<artifactId>jackson-modules-java8</artifactId>
<version>${jackson.version}</version>
<type>pom</type>
<scope>runtime</scope>

</dependency>

<l-- https://mvnrepository.com/artifact/org.json/json -->
<dependency>
<groupIld>org.json</groupId>
<artifactId>json</artifactId>
<version>20180813</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-core -->
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-core</artifactId>
<version>1.11.1034</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-core -->
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-lambda-java-core</artifactId>
<version>1.2.0</version>
</dependency>
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<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-log4j2 --

<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-lambda-java-log4j2</artifactId>
<version>1.2.0</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.google.code.gson/gson -->
<dependency>
<groupId>com.google.code.gson</groupIld>
<artifactId>gson</artifactId>
<version>2.8.8</version>
</dependency>

<!-- https://mvnrepository.com/artifact/org.projectlombok/lombok -->
<dependency>
<groupId>org.projectlombok</groupId>
<artifactId>lombok</artifactId>
<version>1.18.4</version>
<scope>provided</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-api -->
<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-api</artifactId>
<version>2.17.1</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-core --

<dependency>
<groupId>org.apache.logging.log4j</groupId>
<artifactId>log4j-core</artifactId>
<version>2.17.1</version>

</dependency>

<!-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-slf4j-

impl -->

<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-slf4j-impl</artifactId>
<version>2.17.1</version>

</dependency>
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<!-- https://mvnrepository.com/artifact/org.assertj/assertj-core -->
<dependency>
<groupId>org.assertj</groupld>
<artifactId>assertj-core</artifactId>
<version>3.12.2</version>
<scope>test</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.junit.jupiter/junit-jupiter -->
<dependency>
<groupId>org.junit.jupiter</groupld>
<artifactId>junit-jupiter</artifactId>
<version>5.5.0-M1</version>
<scope>test</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.mockito/mockito-core -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-core</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.mockito/mockito-junit-jupiter -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-junit-jupiter</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
</dependencies>

<build>
<plugins>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.8.1</version>
<configuration>
<compilerArgs>
<arg>-Xlint:all, -options, -processing</arg>
</compilerArgs>
</configuration>
</plugin>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>

EFUSTIYD

85



CloudFormation Hooks 1—H¥—H4A K

<artifactId>maven-shade-plugin</artifactId>
<version>2.3</version>
<configuration>
<createDependencyReducedPom>false</createDependencyReducedPom>
<filters>
<filter>
<artifact>*:*</artifact>
<excludes>
<exclude>**/Log4j2Plugins.dat</exclude>
</excludes>
</filter>
</filters>
</configuration>
<executions>
<execution>
<phase>package</phase>
<goals>
<goal>shade</goal>
</goals>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.codehaus.mojo</groupIld>
<artifactId>exec-maven-plugin</artifactId>
<version>1.6.0</version>
<executions>
<execution>
<id>generate</id>
<phase>generate-sources</phase>
<goals>
<goal>exec</goal>
</goals>
<configuration>
<executable>cfn</executable>
<commandlineArgs>generate ${cfn.generate.args}</
commandlineArgs>
<workingDirectory>${project.basedir}</workingDirectory>
</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.codehaus.mojo</groupIld>
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<art
<ver
<exe

rpdk</source>

</ex
</plugin
<plugin>
<gro
<art
<ver
</plugin
<plugin>
<art
<ver
</plugin
<plugin>
<gro
<art
<ver
<con

</co
<exe

ifactId>build-helper-maven-plugin</artifactId>
sion>3.0.0</version>
cutions>
<execution>
<id>add-source</id>
<phase>generate-sources</phase>
<goals>
<goal>add-source</goal>
</goals>
<configuration>
<sources>
<source>${project.basedir}/target/generated-sources/

</sources>
</configuration>
</execution>
ecutions>
>

upId>org.apache.maven.plugins</groupId>
ifactId>maven-resources-plugin</artifactId>
sion>2.4</version>

>

ifactId>maven-surefire-plugin</artifactId>
sion>3.0.0-M3</version>
>

upId>org.jacoco</groupId>

ifactId>jacoco-maven-plugin</artifactId>

sion>0.8.4</version>

figuration>

<excludes>
<exclude>**/BaseHookConfiguration*</exclude>
<exclude>**/BaseHookHandler*</exclude>
<exclude>**/HookHandlerWrapper*</exclude>
<exclude>**/ResourceModel*</exclude>
<exclude>**/TypeConfigurationModel*</exclude>
<exclude>**/model/**/*</exclude>

</excludes>

nfiguration>

cutions>

<execution>
<goals>
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<goal>prepare-agent</goal>
</goals>
</execution>
<execution>
<id>report</id>
<phase>test</phase>
<goals>
<goal>report</goal>
</goals>
</execution>
<execution>
<id>jacoco-check</id>
<goals>
<goal>check</goal>
</goals>
<configuration>
<rules>
<rule>
<element>PACKAGE</element>
<limits>
<limit>
<counter>BRANCH</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
<limit>
<counter>INSTRUCTION</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
</limits>
</rule>
</rules>
</configuration>
</execution>
</executions>

</plugin>

</plugins>
<resources>

<resource>

<directory>${project.basedir}</directory>

<includes>
<include>mycompany-testing-mytesthook.json</include>

</includes>

EFUSTIYD

88



CloudFormation Hooks 1—H—H4A K

</resource>
<resource>

<directory>${project.basedir}/target/loaded-target-schemas</directory>
<includes>
<include>**/*_json</include>
</includes>
</resource>
</resources>
</build>
</project>

ATY 7 22Hook ZOP T O RNNY T =D %ERT S
Hook 7O T O NNY T —2 % ER L E T, CloudFormation CLI &, 7Y VEBETERE TS

KO, B—TYRNTATHAOILNAOKED T Y IT O IVICHISTBIZED/N\NY RZ—B#HEHE
BLET,

cfn generate

COONYREFE, LTOHDZELERT,

Generated files for MyCompany::Testing::MyTestHook

® Note

Bl hiN—2arzERALBEVKSIC, Lambda 52 X A A up-to-dateTH D _ & & HE
BULET, FHICO VTR, "DI—RARATETYID Lambda T34 LADEF, &S
BLTLSEZL,

ATV 3 TYIONRS—ZEBMTS

EEITDI/N\RZ—IZHBOTYINRT—=FFZALD—RZEBMLET, L2 E. OTRLHK
CROI—RZENTEET,

logger.log("Internal testing Hook triggered for target: " +
request.getHookContext().getTargetName());

CloudFormation CLI (& Plain Old Java Objects (Java POJO) Z4 KL £ T, LTk, A SEKE T
=t BB TFAWS: :S3: :Bucket,
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Example AwsS3BucketTargetModel.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import...

@Data

@NoArgsConstructor

@EqualsAndHashCode(callSuper = true)

@ToString(callSuper = true)

@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)

public class AwsS3BucketTargetModel extends ResourceHookTargetModel<AwsS3Bucket> {

@JsonIgnore
private static final TypeReference<AwsS3Bucket> TARGET_REFERENCE =
new TypeReference<AwsS3Bucket>() {3};

@JsonIgnore

private static final TypeReference<AwsS3BucketTargetModel> MODEL_REFERENCE =
new TypeReference<AwsS3BucketTargetModel>() {3};

@JsonIgnore

public static final String TARGET_TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public TypeReference<AwsS3Bucket> getHookTargetTypeReference() {
return TARGET_REFERENCE;

@JsonIgnore
public TypeReference<AwsS3BucketTargetModel> getTargetModelTypeReference() {
return MODEL_REFERENCE;

Example AwsS3Bucket.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import
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@Data

@Builder

@AllArgsConstructor

@NoArgsConstructor

@EqualsAndHashCode(callSuper = true)

@ToString(callSuper = true)

@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,

setterVisibility = Visibility.NONE)

public class AwsS3Bucket extends ResourceHookTarget {
@JsonIgnore
public static final String TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public static final String IDENTIFIER_KEY_ID = "/properties/Id";

@JsonProperty("InventoryConfigurations")
private List<InventoryConfiguration> inventoryConfigurations;

@JsonProperty("WebsiteConfiguration")
private WebsiteConfiguration websiteConfiguration;

@JsonProperty("DualStackDomainName")
private String dualStackDomainName;

@JsonProperty("AccessControl")
private String accessControl;

@JsonProperty("AnalyticsConfigurations")
private List<AnalyticsConfiguration> analyticsConfigurations;

@JsonProperty("AccelerateConfiguration")
private AccelerateConfiguration accelerateConfiguration;

@JsonProperty("PublicAccessBlockConfiguration")
private PublicAccessBlockConfiguration publicAccessBlockConfiguration;

@JsonProperty("BucketName")
private String bucketName;

@JsonProperty('"RegionalDomainName")
private String regionalDomainName;
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@JsonProperty("OwnershipControls")
private OwnershipControls ownershipControls;

@JsonProperty("ObjectLockConfiguration")
private ObjectLockConfiguration objectLockConfiguration;

@JsonProperty("ObjectLockEnabled")
private Boolean objectLockEnabled;

@JsonProperty('"LoggingConfiguration")
private LoggingConfiguration loggingConfiguration;

@JsonProperty("ReplicationConfiguration")
private ReplicationConfiguration replicationConfiguration;

@JsonProperty("Tags")
private List<Tag> tags;

@JsonProperty("DomainName")
private String domainName;

@JsonProperty("BucketEncryption")
private BucketEncryption bucketEncryption;

@JsonProperty("WebsiteURL")
private String websiteURL;

@JsonProperty("NotificationConfiguration")
private NotificationConfiguration notificationConfiguration;

@JsonProperty("LifecycleConfiguration")
private LifecycleConfiguration lifecycleConfiguration;

@JsonProperty("VersioningConfiguration")
private VersioningConfiguration versioningConfiguration;

@JsonProperty("MetricsConfigurations")
private List<MetricsConfiguration> metricsConfigurations;

@JsonProperty("IntelligentTieringConfigurations")
private List<IntelligentTieringConfiguration> intelligentTieringConfigurations;

@JsonProperty("CorsConfiguration")
private CorsConfiguration corsConfiguration;
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@JsonProperty("Id")
private String id;

@JsonProperty("Arn")
private String azrn;

@JsonIgnore
public JSONObject getPrimaryIdentifier() {
final JSONObject identifier = new JSONObject();
if (this.getId() != null) {
identifier.put(IDENTIFIER_KEY_ID, this.getId());

// only return the identifier if it can be used, i.e. if all components are
present
return identifier.length() == 1 ? identifier : null;

@JsonIgnore

public List<JSONObject> getAdditionalIldentifiers() {
final List<JSONObject> identifiers = new ArraylList<JSONObject>();
// only return the identifiers if any can be used
return identifiers.isEmpty() ? null : identifiers;

Example BucketEncryption.java

package software.amazon.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class BucketEncryption {
@JsonProperty("ServerSideEncryptionConfiguration")
private List<ServerSideEncryptionRule> serverSideEncryptionConfiguration;
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Example ServerSideEncryptionRule.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionRule {
@JsonProperty("BucketKeyEnabled")
private Boolean bucketKeyEnabled;

@JsonProperty("ServerSideEncryptionByDefault")
private ServerSideEncryptionByDefault serverSideEncryptionByDefault;

Example ServerSideEncryptionByDefault.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionByDefault {
@JsonProperty("SSEAlgorithm")
private String sSEAlgorithm;

@JsonProperty("KMSMasterKeyID")
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private String kMSMasterKeyID;

POJOs e had&, 7Y I DMEEEERICERTSD/\ I RT—ZRERRTEDLSICHYEL
o COHITIE, /N> RS —0 preCreateBS &V preUpdate RUOHULARASA 2 R ERELFT,

ATYT 4 TIYIONYRT—ZRETS

Ny S

« APLOZAT N NELNE—0O—FT12T
« APIVOTIARNX—H—OI—F 1Y
e NLN—O—ROEE

¢« R=ANVRZ—DEE

« preCreate /\ R —DEE

» preCreate /\> RS—O1—FT 129

» preCreate T AN DEF

+ preUpdate /\> RS —NE%E

» preUpdate /\> RS—O—F 129
 preUpdate T A N DE#

 preDelete /\> RZ—0DEE

« preDelete /\ RS—OI—F1 27

« preDelete /\ R —DEH

APl 2S5 A T NELE—OD—FT 12T

1. IDE T, src/main/java/com/mycompany/testing/mytesthook”7 #)LACH B
ClientBuilder.java 77 A )L ZBEET,

2. (ClientBuilder.java 77 A I)IOABRLEZROI—RICEEBMAET,

Example ClientBuilder.java

package com.awscommunity.kms.encryptionsettings;

import software.amazon.awssdk.services.ec2.Ec2Client;
import software.amazon.cloudformation.HookLambdaWrapper;
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/**

* Describes static HTTP clients (to consume less memory) for API calls that
* this hook makes to a number of AWS services.

*/

public final class ClientBuilder {

private ClientBuilder() {

}

/**

* Create an HTTP client for Amazon EC2.

*

* @return Ec2Client An {e@link Ec2Client} object.

*/

public static Ec2Client getEc2Client() {

return

Ec2Client.builder().httpClient(HookLambdaWrapper .HTTP_CLIENT).build();

}

APIDOTARNA=HA—OA—F 127

1. IDE T, src/main/java/com/mycompany/testing/mytesthook”7 # LA ICH B
Translator.java 77/ I ZHAEET,

2. Translator.java 774 OABLEZXOI—RICEEBAET,

Example Translator.java

package com.mycompany.testing.mytesthook;

import software.
import software.
import software.

amazon.
amazon.
amazon.

awssdk.services.s3.model.GetBucketEncryptionRequest;
awssdk.services.s3.model.ListBucketsRequest;
awssdk.services.sqs.model.ListQueuesRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;
/**

* This class is a centralized placeholder for

* - api request construction

* - object translation to/from aws sdk

*/
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public class Translator {
static ListBucketsRequest translateTolListBucketsRequest(final HookTargetModel

targetModel) {
return ListBucketsRequest.builder().build();

static ListQueuesRequest translateTolListQueuesRequest(final String nextToken) {
return ListQueuesRequest.builder().nextToken(nextToken).build();

static ListBucketsRequest createlListBucketsRequest() {
return ListBucketsRequest.builder().build();

static ListQueuesRequest createlListQueuesRequest() {
return createlistQueuesRequest(null);

static ListQueuesRequest createlListQueuesRequest(final String nextToken) {
return ListQueuesRequest.builder().nextToken(nextToken).build();

static GetBucketEncryptionRequest createGetBucketEncryptionRequest(final String
bucket) {
return GetBucketEncryptionRequest.builder().bucket(bucket).build();

ANWN—T—ROEE

1. IDE T, src/main/java/com/mycompany/testing/mytesthook”7 # ) AIZH B
AbstractTestBase.java 77 AL ZMEET,

2. AbstractTestBase.java 77 A OABLEE RO I—RICEEBRAET,
Example Translator.java

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;
import org.mockito.Mockito;
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import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import
import
import
import

import

software.amazon.awssdk.auth.credentials.AwsCredentialsProvider;
software.amazon.awssdk.auth.credentials.AwsSessionCredentials;
software.amazon.awssdk.auth.credentials.StaticCredentialsProvider;
software.amazon.awssdk.awscore.AwsRequest;
software.amazon.awssdk.awscore.AwsRequestOverrideConfiguration;
software.amazon.awssdk.awscore.AwsResponse;
software.amazon.awssdk.core.SdkClient;
software.amazon.awssdk.core.pagination.sync.SdkIterable;
software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
software.amazon.cloudformation.proxy.Credentials;
software.amazon.cloudformation.proxy.LoggerProxy;
software.amazon.cloudformation.proxy.OperationStatus;
software.amazon.cloudformation.proxy.ProgressEvent;
software.amazon.cloudformation.proxy.ProxyClient;
software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

javax.annotation.Nonnull;
java.time.Duration;
java.util.concurrent.CompletableFuture;
java.util.function.Function;
java.util.function.Supplier;

static org.assertj.core.api.Assertions.assertThat;

@lombok.Getter

public

class AbstractTestBase {

protected final AwsSessionCredentials awsSessionCredential;

protected final AwsCredentialsProvider v2CredentialsProvider;

protected final AwsRequestOverrideConfiguration configuration;

protected final LoggerProxy loggerProxy;

protected final Supplier<Long> awsLambdaRuntime = () ->
Duration.ofMinutes(15).toMillis();

protected final AmazonWebServicesClientProxy proxy;

protected final Credentials mockCredentials =

new Credentials("mockAccessId", "mockSecretKey", "mockSessionToken");

@lombok.Setter
private SdkClient serviceClient;

protected AbstractTestBase() {

loggerProxy = Mockito.mock(LoggerProxy.class);
awsSessionCredential =

AwsSessionCredentials.create(mockCredentials.getAccessKeyId(),
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mockCredentials.getSecretAccessKey(),
mockCredentials.getSessionToken());
v2CredentialsProvider =
StaticCredentialsProvider.create(awsSessionCredential);
configuration = AwsRequestOverrideConfiguration.builder()
.credentialsProvider(v2CredentialsProvider)
.build();
proxy = new AmazonWebServicesClientProxy(
loggerProxy,
mockCredentials,
awsLambdaRuntime
) {
@Override
public <ClientT> ProxyClient<ClientT> newProxy(@Nonnull
Supplier<ClientT> client) {
return new ProxyClient<ClientT>() {
@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse>
ResponseT injectCredentialsAndInvokeV2(RequestT request,
Function<RequestT,
ResponseT> requestFunction) {
return proxy.injectCredentialsAndInvokeV2(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse> CompletableFuture<ResponseT>
injectCredentialsAndInvokeV2Async(RequestT request,
Function<RequestT, CompletableFuture<ResponseT>> requestFunction) {
return proxy.injectCredentialsAndInvokeV2Async(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse, IterableT extends SdkIterable<ResponseT>>
IterableT
injectCredentialsAndInvokeIterableV2(RequestT request,
Function<RequestT, IterableT> requestFunction) {
return proxy.injectCredentialsAndInvokeIterableV2(request,
requestFunction);
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@SuppressWarnings("unchecked")
@Override
public ClientT client() {

return (ClientT) serviceClient;

i

protected void assertResponse(final ProgressEvent<HookTargetModel,

CallbackContext> response, final OperationStatus expectedStatus, final String

expectedMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedMsg);

protected HookTargetModel createHookTargetModel(final Object
resourceProperties) {
return HookTargetModel.of(ImmutableMap.of("ResourceProperties",
resourceProperties));

}

protected HookTargetModel createHookTargetModel(final Object
resourceProperties, final Object previousResourceProperties) {
return HookTargetModel.of(
ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);
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R—ANY RT—DERE

1. IDE T, src/main/java/com/mycompany/testing/mytesthook”7 # ) AI_H B
BaseHookHandlerStd.java 77/ I ZHEE T,

2. BaseHookHandlerStd.java 774/ I OAREHEZXOI—RICEZHRAET,

Example Translator.java

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSgsQueue;
import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.sqgs.SgsClient;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;
import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

public abstract class BaseHookHandlerStd extends BaseHookHandler<CallbackContext,
TypeConfigurationModel> {
public static final String HOOK_TYPE_NAME = "MyCompany::Testing::MyTestHook";

protected Logger logger;

@Override

public ProgressEvent<HookTargetModel, CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final Logger logger,
final TypeConfigurationModel typeConfiguration

) {

this.logger = logger;

final String targetName = request.getHookContext().getTargetName();

final ProgressEvent<HookTargetModel, CallbackContext> result;
if (AwsS3Bucket.TYPE_NAME.equals(targetName)) {
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result = handleS3BucketRequest(

proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),
proxy.newProxy(ClientBuilder::createS3Client),
typeConfiguration
);

} else if (AwsSqsQueue.TYPE_NAME.equals(targetName)) {
result = handleSqgsQueueRequest(

proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),
proxy.newProxy(ClientBuilder::createSqsClient),
typeConfiguration
);
} else {
throw new UnsupportedTargetException(targetName);
}
log(

String.format(

"Result for [%s] invocation for target [%s] returned status [%s]

with message [%s]",
request.getHookContext().getInvocationPoint(),
targetName,
result.getStatus(),
result.getMessage()

);

return result;

protected abstract ProgressEvent<HookTargetModel, CallbackContext>

handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
);
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protected abstract ProgressEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
final TypeConfigurationModel typeConfiguration
);

protected void log(final String message) {
if (logger != null) {
logger.log(message);
} else {
System.out.println(message);

}

preCreate /\> RS —NEEK
preCreate /\>y R —(&., AWS::S3::BucketE ik AWS: :SQS: :Queuel) VY —ADOH—/\—1l
DESILREZRIELET,
¢ AWS::S3::Bucket UY—RADFE., 7Y TRELUTH true DBEICOAKEETIhET,
Amazon S3 N7 Y REESIEARET A TLEXRT,
Amazon S3N\NT Y RF—RBNT Y MIHLTHEMICE>TVWERT,
Amazon S3/NT Y MIBREETNEESATIIVAXALR, BEZELVWFILIVAATT,
AWS Key Management Service ¥— ID 'S EE hE T,
* AWS::SQS::Queue UY—ADHE, 7Y ITREUTAH true DBERICOKEETNKT,
« AWS Key Management Service ¥ — ID N's&&EE N E T,

preCreate /\ RS—QOA—F 127

1. IDE T, src/main/java/software/mycompany/testing/mytesthook”7 # )L A ICH B
PreCreateHookHandler.java 774\ ZHEF 7,

2. PreCreateHookHandler.java 77 AL OABRLEZROI—RICEEH|AET,

package com.mycompany.testing.mytesthook;
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import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;
com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSgsQueue;
com.mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSqsQueueTargetModel;
org.apache.commons.collections.CollectionUtils;
org.apache.commons.lang3.StringUtils;

import
import
import
import
import
import
import
import
import
import
import
import

software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
.cloudformation.proxy.hook.HookStatus;
amazon.

amazon

amazon.

cloudformation.exceptions.UnsupportedTargetException;
cloudformation.proxy.HandlerErrorCode;
cloudformation.proxy.Logger;
cloudformation.proxy.AmazonWebServicesClientProxy;

cloudformation.proxy.hook.HookProgressEvent;
cloudformation.proxy.hook.HookHandlerRequest;

software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.List;

public class PreCreateHookHandler extends BaseHookHandler<TypeConfigurationModel,
CallbackContext> {

@Override
public HookProgressEvent<CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,

final HookHandlerRequest request,

final CallbackContext callbackContext,

final Logger logger,

final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {

final ResourceHookTargetModel<AwsS3Bucket> targetModel =
request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucket = targetModel.getResourceProperties();
final String encryptionAlgorithm =
typeConfiguration.getEncryptionAlgorithm();
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return validateS3BucketEncryption(bucket, encryptionAlgorithm);

} else if ("AWS::SQS::Queue".equals(targetName)) {
final ResourceHookTargetModel<AwsSqsQueue> targetModel =
request.getHookContext().getTargetModel (AwsSgsQueueTargetModel.class);

final AwsSgsQueue queue = targetModel.getResourceProperties();
return validateSQSQueueEncryption(queue);

} else {
throw new UnsupportedTargetException(targetName);

private HookProgressEvent<CallbackContext> validateS3BucketEncryption(final
AwsS3Bucket bucket, final String requiredEncryptionAlgorithm) {
HookStatus resultStatus = null;
String resultMessage = null;

if (bucket !'= null) {
final BucketEncryption bucketEncryption = bucket.getBucketEncryption();
if (bucketEncryption != null) {
final List<ServerSideEncryptionRule> serverSideEncryptionRules =
bucketEncryption.getServerSideEncryptionConfiguration();
if (CollectionUtils.isNotEmpty(serverSideEncryptionRules)) {
for (final ServerSideEncryptionRule rule :
serverSideEncryptionRules) {
final Boolean bucketKeyEnabled =
rule.getBucketKeyEnabled();
if (bucketKeyEnabled) {
final ServerSideEncryptionByDefault
serverSideEncryptionByDefault = rule.getServerSideEncryptionByDefault();

final String encryptionAlgorithm =
serverSideEncryptionByDefault.getSSEAlgorithm();

final String kmsKeyId =
serverSideEncryptionByDefault.getkKMSMasterKeyID(); // "KMSMasterKeyID" is name of
the property for an AWS::S3::Bucket;

if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm) && StringUtils.isBlank(kmsKeyId)) {
resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set
and SSE Encryption Algorithm is incorrect for bucket with name: " +
bucket.getBucketName();
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} else if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm)) {
resultStatus = HookStatus.FAILED;
resultMessage = "SSE Encryption Algorithm is
incorrect for bucket with name: " + bucket.getBucketName();
} else if (StringUtils.isBlank(kmsKeyId)) {
resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set for bucket with

name: " + bucket.getBucketName();
} else {
resultStatus = HookStatus.SUCCESS;
resultMessage = "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket";
}
} else {

resultStatus = HookStatus.FAILED;
resultMessage = "Bucket key not enabled for bucket with
name: " + bucket.getBucketName();

}

if (resultStatus == HookStatus.FAILED) {
break;

}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "No SSE Encryption configurations for bucket
with name: " + bucket.getBucketName();
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Bucket Encryption not enabled for bucket with
name: " + bucket.getBucketName();
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Resource properties for S3 Bucket target model are
empty";

return HookProgressEvent.<CallbackContext>builder()
.status(resultStatus)
.message(resultMessage)
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.errorCode(resultStatus == HookStatus.FAILED ?
HandlerErrorCode.ResourceConflict : null)
.build();

private HookProgressEvent<CallbackContext> validateSQSQueueEncryption(final
AwsSgsQueue queue) {
if (queue == null) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Resource properties for SQS Queue target model are
empty")
.errorCode(HandlerErrorCode.ResourceConflict)
.build();

final String kmsKeyId = queue.getKmsMasterKeyId(); // "KmsMasterKeyId" is
name of the property for an AWS::SQS::Queue
if (StringUtils.isBlank(kmsKeyId)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Server side encryption turned off for queue with
name: " + queue.getQueueName())
.errorCode(HandlerErrorCode.ResourceConflict)
.build();

return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreCreateHookHandler for target:
AWS: :SQS: :Queue")
.build();

preCreate T AN DEH

1. IDE T, src/test/java/software/mycompany/testing/mytesthook”7 # )X ICH S
PreCreateHandlerTest.java 774 )L ZHEEXT,

2. PreCreateHandlerTest.java 77 AL OABLEZROI—RICBEE!AET,

package com.mycompany.testing.mytesthook;
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import com.google.common.collect.ImmutableMap;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import

import
import
import

com.mycompany.testing

.mytesthook.model.aws.sqs.queue.AwsSqsQueue;

org.junit.jupiter.api.BeforeEach;
org.junit.jupiter.api.Test;
org.junit.jupiter.api.extension.ExtendWith;
org.mockito.Mock;
org.mockito.junit.jupiter.MockitoExtension;

software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.

java.util.Collections;
java.util.Map;

exceptions.UnsupportedTargetException;
proxy.AmazonWebServicesClientProxy;
proxy.HandlerErrorCode;

proxy.Logger;

proxy.hook.HookContext;
proxy.hook.HookHandlerRequest;
proxy.hook.HookProgressEvent;
proxy.hook.HookStatus;
proxy.hook.targetmodel.HookTargetModel;

static org.assertj.core.api.Assertions.assertThat;
static org.assertj.core.api.Assertions.assertThatExceptionOfType;
static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)
public class PreCreateHookHandlerTest {

@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach
public void setup() {
proxy = mock(AmazonWebServicesClientProxy.class);
mock(Logger.class);

logger
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}

@Test
public void handleRequest_awsSqsQueueSuccess() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsSgsQueue queue = buildSqsQueue("MyQueue", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :5SQS::Queue").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
Lbuild();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket");
}

@Test
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public void handleRequest_awsS3BucketFail_bucketKeyNotEnabled() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket('"amzn-s3-demo-bucket", false,
"AES256", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Bucket key not enabled for
bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_incorrectSSEEncryptionAlgorithm() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
""SHA512", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "SSE Encryption Algorithm is
incorrect for bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_kmsKeyIdNotSet() {
final PreCreateHookHandler handler = new PreCreateHookHandler();
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final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", null);

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "KMS Key ID not set for bucket
with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsSqsQueueFail_serverSideEncryptionOff() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsSgsQueue queue = buildSqsQueue("MyQueue", null);

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS::5SQS::Queue").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Server side encryption turned
off for queue with name: MyQueue");

}

@Test
public void handleRequest_unsupportedTarget() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final Map<String, Object> unsupportedTarget =
ImmutableMap.of("ResourceName", "MyUnsupportedTarget");
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final HookTargetModel targetModel =
createHookTargetModel(unsupportedTarget);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :Unsupported::Target").targetModel(targ
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)

.isThrownBy(() -> handler.handleRequest(proxy, request, null,

logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
.satisfies(e ->

assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));

}

private void assertResponse(final HookProgressEvent<CallbackContext> response,

final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);

private HookTargetModel createHookTargetModel(final Object resourceProperties)

return HookTargetModel.of(ImmutableMap.of("ResourceProperties",
resourceProperties));

}

@SuppressWarnings("SameParameterValue")
private AwsSgsQueue buildSqsQueue(final String queueName, final String
kmsKeyId) {
return AwsSqsQueue.builder()
.queueName(queueName)
.kmsMasterKeyId(kmsKeyId) // "KmsMasterKeyId" is name of the
property for an AWS::SQS::Queue
.build();
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@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final Boolean bucketKeyEnabled,
final String sseAlgorithm,
final String kmsKeyId
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
.bucketEncryption(
BucketEncryption.buildex()
.serverSideEncryptionConfiguration(
Collections.singletonList(
ServerSideEncryptionRule.builder()
.bucketKeyEnabled(bucketKeyEnabled)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()
.sSEAlgorithm(sseAlgorithm)
.kMSMasterKeyID(kmsKeyId) //
"KMSMasterKeyID" is name of the property for an AWS::S3::Bucket
.build()
).build()
)
).build()
).build();

preUpdate /\> RS —NDEZE
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PreUpdateHookHandler.java 77 4 ZBHE X T,
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2. PreUpdateHookHandler.java 774 )L OABTLEAZ RO —RICEEMAET,

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;
org.apache.commons.lang3.StringUtils;

import
import
import
import
import
import
import
import
import

software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.

software.amazon.cloudformation.proxy.

import java.util.list;

exceptions.UnsupportedTargetException;
proxy.HandlerErrorCode;

proxy.Logger;
proxy.AmazonWebServicesClientProxy;
proxy.hook.HookStatus;
proxy.hook.HookProgressEvent;
proxy.hook.HookHandlerRequest;

hook.targetmodel.ResourceHookTargetModel;

public class PreUpdateHookHandler extends BaseHookHandler<TypeConfigurationModel,
CallbackContext> {

@Override
public HookProgressEvent<CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,

final HookHandlerRequest request,

final CallbackContext callbackContext,

final Logger logger,
final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {

final ResourceHookTargetModel<AwsS3Bucket> targetModel =
request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucketProperties =
targetModel.getResourceProperties();
final AwsS3Bucket previousBucketProperties =
targetModel.getPreviousResourceProperties();
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return validateBucketEncryptionRulesNotUpdated(bucketProperties,
previousBucketProperties);
} else {
throw new UnsupportedTargetException(targetName);

private HookProgressEvent<CallbackContext>
validateBucketEncryptionRulesNotUpdated(final AwsS3Bucket resourceProperties,
final AwsS3Bucket previousResourceProperties) {
final List<ServerSideEncryptionRule> bucketEncryptionConfigs =
resourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();
final List<ServerSideEncryptionRule> previousBucketEncryptionConfigs =
previousResourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();

if (bucketEncryptionConfigs.size() !=
previousBucketEncryptionConfigs.size()) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Current number of bucket encryption configs does not
match previous. Current has %d configs while previously there were %d configs",
bucketEncryptionConfigs.size(),
previousBucketEncryptionConfigs.size()
)
).build();

for (int i = @; i < bucketEncryptionConfigs.size(); ++i) {
final String currentEncryptionAlgorithm =
bucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm();
final String previousEncryptionAlgorithm =
previousBucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm(

if (!StringUtils.equals(currentEncryptionAlgorithm,
previousEncryptionAlgorithm)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
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"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to '%s' from '%s'.",

currentEncryptionAlgorithm,

previousEncryptionAlgorithm

)
.build();

return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreUpdateHookHandler for target:
AWS: :SQS: :Queue")
.build();

preUpdate 7 A ~ D Ef

1. IDE T, src/main/java/com/mycompany/testing/mytesthook” # LA A D
PreUpdateHandlerTest.java 774 ZBHE LT,

2. 77A4AINORBLEERXDI— KRPreUpdateHandlerTest.javalcBEBRAE T,

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import org.junit.jupiter.api.BeforeEach;

import org.junit.jupiter.api.Test;

import org.junit.jupiter.api.extension.ExtendWith;

import org.mockito.Mock;

import org.mockito.junit.jupiter.MockitoExtension;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;

import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;

import software.amazon.cloudformation.proxy.HandlerErrorCode;

import software.amazon.cloudformation.proxy.Logger;
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import
import
import
import
import

import
import

import
import
import

software.amazon.cloudformation.proxy.hook.HookContext;
software.amazon.cloudformation.proxy.hook.HookHandlerRequest;
software.amazon.cloudformation.proxy.hook.HookProgressEvent;
software.amazon.cloudformation.proxy.hook.HookStatus;
software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

java.util.Arrays;
java.util.stream.Stream;

static org.assertj.core.api.Assertions.assertThat;
static org.assertj.core.api.Assertions.assertThatExceptionOfType;
static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)

public

class PreUpdateHookHandlerTest {

@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach
public void setup() {

proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsS3BucketSuccess() {

final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final ServerSideEncryptionRule serverSideEncryptionRule =

buildServerSideEncryptionRule("AES256");

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-

bucket", serverSideEncryptionRule);

final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-

demo-bucket", serverSideEncryptionRule);

final HookTargetModel targetModel =

createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =

TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()
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.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreUpdateHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketFail_bucketEncryptionConfigsDontMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final ServerSideEncryptionRule[] serverSideEncryptionRules =
Stream.of ("AES256", '"SHA512", "AES32")
.map(this::buildServerSideEncryptionRule)
.toArray(ServerSideEncryptionRule[]: :new);

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRules[0]);

final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", serverSideEncryptionRules);

final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Current number of bucket
encryption configs does not match previous. Current has 1 configs while previously
there were 3 configs");

}

@Test
public void
handleRequest_awsS3BucketFail_bucketEncryptionAlgorithmDoesNotMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();
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final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", buildServerSideEncryptionRule("SHA512"));

final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket('"amzn-s3-
demo-bucket", buildServerSideEncryptionRule("AES256"));

final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
Lbuild();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.FAILED, String.format("Bucket
Encryption algorithm can not be changed once set. The encryption algorithm was
changed to '%s' from '%s'.", "SHA512", "AES256"));
}

@Test
public void handleRequest_unsupportedTarget() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final Object resourceProperties = ImmutableMap.of("FileSizelLimit", 256);

final Object previousResourceProperties = ImmutableMap.of("FileSizelLimit",
512);

final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :Unsupported: :Target").targetModel(targ
Lbuild();

assertThatExceptionOfType(UnsupportedTargetException.class)
.isThrownBy(() -> handler.handleRequest(proxy, request, null,
logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
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.satisfies(e ->
assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));
}

private void assertResponse(final HookProgressEvent<CallbackContext> response,

final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);

private HookTargetModel createHookTargetModel(final Object resourceProperties,
final Object previousResourceProperties) {
return HookTargetModel.of(
ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final ServerSideEncryptionRule ...serverSideEncryptionRules
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
.bucketEncryption(
BucketEncryption.builder()
.serverSideEncryptionConfiguration(
Arrays.aslList(serverSideEncryptionRules)
).build()
).build();

private ServerSideEncryptionRule buildServerSideEncryptionRule(final String
encryptionAlgorithm) {
return ServerSideEncryptionRule.builder()
.bucketKeyEnabled(true)
.serverSideEncryptionByDefault(
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ServerSideEncryptionByDefault.builder()
.sSEAlgorithm(encryptionAlgorithm)
.build()
).build();

preDelete /\> RS —MNEE

preDelete N\ RT—ZERELET, N\ RT—E&, N RZ—AOIXNTOEEENLZ—T Y
NOHBIBRARL —2 3> 0FICHBENE T, preDelete N\ RT—EFUTZEETLET,

* AWS::S3:

:Bucket VY —AMBE., 7Y VRUATH true DBEBICOIKZEENET,
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preDelete /\> RZ—OA—F 127

1. IDE T,

src/main/java/com/mycompany/testing/mytesthook 7 # LA A D

PreDeleteHookHandler.java 77 /I ZBHE LT,
2. PreDeleteHookHandler.java 77 AL OABRLEZROI—RICEEH|AET,

package com.mycompany.testing.mytesthook;

import
import
import
import
import
import
import
import
import

com.google.common.annotations.VisibleForTesting;
com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;
com.mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSgsQueue;
com.mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSqsQueueTargetModel;
org.apache.commons.lang3.StringUtils;
org.apache.commons.lang3.math.NumberUtils;
software.amazon.awssdk.services.cloudformation.CloudFormationClient;

software.amazon.awssdk.services.cloudformation.model.CloudFormationException;

import

software.amazon.awssdk.services.cloudformation.model.DescribeStackResourceRequest;

import
import
import
import

software.amazon.awssdk.services.s3.S3Client;
software.amazon.awssdk.services.s3.model.Bucket;
software.amazon.awssdk.services.s3.model.S3Exception;
software.amazon.awssdk.services.sqs.SqsClient;
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import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

services.
services.
services.
services.

services

services.

cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.

software.amazon.cloudformation.proxy.

import
import
import
import
import
import

public

private ProxyClient<S3Client> s3Client;

java.util.
java.util.
java.util.
java.util.
java.util.
java.util.

List;

Arraylist;
Collection;
HashSet;

Objects;
stream.Collectors;

sqgs

sqgs

sgs.
.model.
sgs.
sgs.
.sqQs.
.model.
exceptions.
proxy.
proxy.
proxy.
proxy.
proxy.
proxy.
proxy.
proxy.

model.

model.
model.

model

GetQueueAttributesRequest;
GetQueueUrlRequest;
ListQueuesRequest;
ListQueuesResponse;

.QueueAttributeName;

SqsException;
CfnGeneralServiceException;

AmazonWebServicesClientProxy;
HandlerErrorCode;
OperationStatus;
ProgressEvent;

ProxyClient;

hook.
hook.
hook.

HookContext;
HookHandlerRequest;
targetmodel .HookTargetModel;

hook.targetmodel.ResourceHookTargetModel;

class PreDeleteHookHandler extends BaseHookHandlerStd {

private ProxyClient<SqgsClient> sqgsClient;

@Ov

erride

protected ProgressEvent<HookTargetModel, CallbackContext>

handleS3BucketRequest(

) {

final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,

final ProxyClient<S3Client> proxyClient,

final TypeConfigurationModel typeConfiguration

final HookContext hookContext
final String targetName = hookContext.getTargetName();
if (!AwsS3Bucket.TYPE_NAME.equals(targetName)) {

throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::S3::Bucket'", targetName));

= request.getHookContext();
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}
this.s3Client = proxyClient;

final String encryptionAlgorithm =
typeConfiguration.getEncryptionAlgorithm();

final int minBuckets =
NumberUtils.toInt(typeConfiguration.getMinBuckets());

final ResourceHookTargetModel<AwsS3Bucket> targetModel =
hookContext.getTargetModel (AwsS3BucketTargetModel.class);
final List<String> buckets = listBuckets().stream()
.filter(b -> !StringUtils.equals(b,
targetModel.getResourceProperties().getBucketName()))
.collect(Collectors.tolList());

final List<String> compliantBuckets = new ArraylList<>();
for (final String bucket : buckets) {
if (getBucketSSEAlgorithm(bucket).contains(encryptionAlgorithm)) {
compliantBuckets.add(bucket);

if (compliantBuckets.size() >= minBuckets) {
return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.SUCCESS)
.message("Successfully invoked PreDeleteHookHandler for
target: AWS::S3::Bucket")
.build();

return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.FAILED)
.errorCode(HandlerErrorCode.NonCompliant)
.message(String.format("Failed to meet minimum of [%d] encrypted
buckets.", minBuckets))
.build();

@Override
protected ProgressEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
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final ProxyClient<SqgsClient> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsSgsQueue.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::SQS::Queue'", targetName));
}
this.sqsClient = proxyClient;
final int minQueues = NumberUtils.toInt(typeConfiguration.getMinQueues());

final ResourceHookTargetModel<AwsSgsQueue> targetModel =
hookContext.getTargetModel (AwsSqsQueueTargetModel.class);

final String queueName =
Objects.toString(targetModel.getResourceProperties().get("QueueName"), null);

String targetQueueUrl = null;
if (queueName !'= null) {
try {
targetQueuelUrl = sqsClient.injectCredentialsAndInvokeV2(
GetQueueUrlRequest.builder().queueName(
queueName
) .build(),
sgsClient.client()::getQueuelrl
) .queueUrl();
} catch (SgsException e) {
log(String.format("Error while calling GetQueueUrl API for queue
name [%s]: %s", queueName, e.getMessage()));
}
} else {
log("Queue name is empty, attempting to get queue's physical ID");
try {
final ProxyClient<CloudFormationClient> cfnClient =
proxy.newProxy(ClientBuilder::createCloudFormationClient);
targetQueuelUrl = cfnClient.injectCredentialsAndInvokeV2(
DescribeStackResourceRequest.buildexr()
.stackName(hookContext.getTargetLogicalId())

.logicalResourceId(hookContext.getTargetLogicalId())
.build(),
cfnClient.client()::describeStackResource
) .stackResourceDetail().physicalResourcelId();
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} catch (CloudFormationException e) {
log(String.format("Error while calling DescribeStackResource API
for queue name: %s", e.getMessage()));

}

// Creating final variable for the filter lambda
final String finalTargetQueueUrl = targetQueueUrl;

final List<String> compliantQueues = new ArraylList<>();

String nextToken = null;
do {
final ListQueuesRequest req =
Translator.createlListQueuesRequest(nextToken);
final ListQueuesResponse res =
sqsClient.injectCredentialsAndInvokeV2(req, sqgsClient.client()::listQueues);
final List<String> queueUrls = res.queueUrls().stream()
.filter(q -> !StringUtils.equals(q, finalTargetQueueUrl))
.collect(Collectors.tolList());

for (final String queueUrl : queueUrls) {
if (isQueueEncrypted(queueUrl)) {
compliantQueues.add(queuelrl);

if (compliantQueues.size() >= minQueues) {
return ProgressEvent.<HookTargetModel,
CallbackContext>builder()
.status(OperationStatus.SUCCESS)
.message("Successfully invoked PreDeleteHookHandler for
target: AWS::SQS::Queue")
.build();
}

nextToken = res.nextToken();

}
} while (nextToken != null);

return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.FAILED)
.errorCode(HandlerErrorCode.NonCompliant)
.message(String.format("Failed to meet minimum of [%d] encrypted
queues.", minQueues))
.build();
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}
private List<String> listBuckets() {
try {
return

s3Client.injectCredentialsAndInvokeV2(Translator.createListBucketsRequest(),
s3Client.client()::1listBuckets)
.buckets()
.stream()
.map(Bucket: :name)
.collect(Collectors.tolList());
} catch (S3Exception e) {
throw new CfnGeneralServiceException("Error while calling S3
ListBuckets API", e);
}

@VisibleForTesting
Collection<String> getBucketSSEAlgorithm(final String bucket) {
try {
return
s3Client.injectCredentialsAndInvokeV2(Translator.createGetBucketEncryptionRequest(bucket),
s3Client.client()::getBucketEncryption)
.serverSideEncryptionConfiguration()

.rules()

.stream()

filter(r ->
Objects.nonNull(r.applyServerSideEncryptionByDefault()))

.map(r ->

r.applyServerSideEncryptionByDefault().sseAlgorithmAsString())
.collect(Collectors.toSet());
} catch (S3Exception e) {
return new HashSet<>();

@VisibleForTesting
boolean isQueueEncrypted(final String queueUrl) {
try {
final GetQueueAttributesRequest request =
GetQueueAttributesRequest.builder()

.queueUrl(queuelrl)
.attributeNames(QueueAttributeName.KMS_MASTER_KEY_ID)
.build();
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final String kmsKeyId = sqsClient.injectCredentialsAndInvokeV2(request,

sgqsClient.client()::getQueueAttributes)
.attributes()
.get(QueueAttributeName.KMS_MASTER_KEY_ID);

return StringUtils.isNotBlank(kmsKeyId);
} catch (SgsException e) {
throw new CfnGeneralServiceException("Error while calling SQS
GetQueueAttributes API", e);

}

preDelete /\> RS —DEH

1. IDE T, src/main/java/com/mycompany/testing/mytesthook” # LA A®D
PreDeleteHookHandler.java 774 I ZHEEXT,

2. PreDeleteHookHandler.java 77/ J)IOABLEZROI—RICBEEBAET,

package com.mycompany.testing.mytesthook;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

com.google.common.collect.Immutablelist;
com.google.common.collect.ImmutableMap;
com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
org.junit.jupiter.api.BeforeEach;
org.junit.jupiter.api.Test;
org.junit.jupiter.api.extension.ExtendWith;
org.mockito.Mock;
org.mockito.Mockito;
org.mockito.junit.jupiter.MockitoExtension;

software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

s3.

s3

s3.
s3.
s3.
s3.
s3.
s3.
s3.

s3

.model.
model.
model.
model.

model

S3Client;

Bucket;
GetBucketEncryptionRequest;
GetBucketEncryptionResponse;
ListBucketsRequest;

.ListBucketsResponse;
model.
model.
model.
.model.

S3Exception;
ServerSideEncryptionByDefault;
ServerSideEncryptionConfiguration;
ServerSideEncryptionRule;

sgs.SgsClient;
sgs.model.GetQueueAttributesRequest;
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import
import
import
import
import
import
import
import
import
import
import
import

import
import
import
import
import

import
import
import
import
import
import

software.a
software.a
software.a
software.a

softwar
softwar
softwar
softwar
softwar
softwar
softwar
softwar

e.a
e.a
e.a
e.a
e.a
e.a
e.a
e.a

mazon.awssdk.
mazon.awssdk.
mazon.awssdk.

mazon.awssdk

mazon.cloudformation.
mazon.cloudformation.
mazon.cloudformation.
mazon.cloudformation.
mazon.cloudformation
mazon.cloudformation.

java.util.Arrays;
java.util.Collection;
java.util.HashMap;
java.util.List;
java.util.stream.Collectors;

static
static
static
static
static
static

org.

org

org.
org.
org.

org

services.
services.
services.

.services.
mazon.awssdk.
mazon.awssdk.

services
services.

.mockito.Mockito.mock;

mockito.Mockito.
mockito.Mockito.
mockito.Mockito.

.mockito.Mockito.when;

@ExtendWith(MockitoExtension.class)
public class PreDeleteHookHandlerTest extends AbstractTestBase {

@Mock private S3Client s3Client;
@Mock private SgsClient sgsClient;
@Mock private Logger logger;

@BeforeEach
public void setup() {
= mock(S3Client.class);

= mock(SgsClient.class);
mock(Logger.class);

s3Clie
sqsCli
logger

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreDeleteHookHandler handler
PreDeleteHookHandler());

nt
ent

sgs.
.model.
sgs.
sgs.
.sgs.
.model.
Logger;
OperationStatus;
ProgressEvent;
hook.
hook.
hook .targetmodel.HookTargetModel;

sqgs

sqgs

proxy.
proxy.
proxy.
proxy.
.proxy.
proxy.

mockito.ArgumentMatchers

never;
times;
verify;

model

.any;

model.

model.
model.
.ListQueuesResponse;

GetQueueAttributesResponse;
GetQueueUrlRequest;
GetQueueUrlResponse;
ListQueuesRequest;

QueueAttributeName;

HookContext;
HookHandlerRequest;

= Mockito.spy(new
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final List<Bucket> bucketlList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
Bucket.builder().name("bucket5").build()

);

final ListBucketsResponse mockResponse =

ListBucketsResponse.builder().buckets(bucketList).build();

when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message("No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder()
.encryptionAlgorithm("AES256")
.minBuckets("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()

.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
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verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::S3::Bucket");
}

@Test
public void handleRequest_awsSqsQueueSuccess() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandlexr());

final List<String> queueUrls = Immutablelist.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
"https://queue3.queue",
"https://queues.queue",
"https://queue5.queue"

I

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queueUrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build());
setServiceClient(sgsClient);
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final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder()
.minQueues("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
createHookTargetModel(
ImmutableMap.of("QueueName", "toBeDeletedQueue")

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(sqgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted("toBeDeletedQueue");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::SQS::Queue");

}

@Test
public void handleRequest_awsS3BucketFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandlexr());

final List<Bucket> bucketList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
Bucket.builder().name("bucket5").build()

);

final ListBucketsResponse mockResponse =

ListBucketsResponse.builder().buckets(bucketList).build();
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when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);

when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))

.thenReturn(buildGetBucketEncryptionResponse("AES256"))

.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message('"No Encrypt").build())

.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.encryptionAlgorithm("AES256")
.minBuckets("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()

.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of

[10] encrypted buckets.");
}

@Test
public void handleRequest_awsSqsQueueFailed() {

EFUSTIYD

132



CloudFormation Hooks 1—H¥—H4A K

final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<String> queueUrls = Immutablelist.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
"https://queue3.queue",
"https://queue4.queue",
"https://queue5.queue"

);

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queuelrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.minQueues("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
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createHookTargetModel(
ImmutableMap.of("QueueName", '"toBeDeletedQueue")

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(sqgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted("toBeDeletedQueue");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted queues.");
}

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
String ...sseAlgorithm) {
return buildGetBucketEncryptionResponse(
Arrays.stream(sseAlgorithm)
.map(a ->
ServerSideEncryptionRule.builder().applyServerSideEncryptionByDefault(
ServerSideEncryptionByDefault.builder()
.sseAlgorithm(a)
Lbuild()
) .build()
)
.collect(Collectors.tolList())

);

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
Collection<ServerSideEncryptionRule> rules) {
return GetBucketEncryptionResponse.builder()

.serverSideEncryptionConfiguration(

ServerSideEncryptionConfiguration.builder().rules(
rules

).build()

).build();
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Python Z L 7=/ A& L CloudFormation 7Y Y OEF) >4

HAAR LA CloudFormation 7Y 2 0OEFVTICE, 7Y 9, TO7ONT1, BLUBMEZEERT
DAF—NDERNEENET, CcOFI1—KUTI T, Python ZEALTHARARLTY VT
FYTTBHFECODVTEHBLET,

ATY 7 1:Hook 7O T O NNV T -2 Z#EKT S

Hook 7O T O NNV T —H#ERLET . CloudFormation CLI i, 7Y VB TESEE N TLVD
ESC. B—TYRSATHAIILAOBENDTYHITIIIAVICHBTIEND/\> RS—EHMEE
RLET,

cfn generate

COONZREF, LTOHDZERLET,

Generated files for MyCompany::Testing::MyTestHook

(® Note

BEiEEhiEN—2arazEALBWVWKRSIC, Lambda T2 & A LA up-to-dateTH B - & &k
BLET, FHICO VTR, "DY—RRATETYVUD Lambda T 21 LADEFH, &5
BLTLSEEL,

ATV 2. 7Y IONRS—%ZEBMTS

EEITDI/N\RZ—IZHBOTYINRT—=FFZALD—RZEBMLET, £, OTIRK
CROI—RZENTEET,

LOG.setLevel(logging.INFO)
LOG.info("Internal testing Hook triggered for target: " +
request.hookContext.targetName);

CloudFormation CLI &, A5 src/models.py 77 AN ZHERLEFTHRED AF—,

Example models.py

import sys
from dataclasses import dataclass
from inspect import getmembers, isclass

EFVITTYY 135


https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/runtime-update.html

CloudFormation Hooks 1—H¥—H4A K

from typing import (
AbstractSet,
Any,
Generic,
Mapping,
MutableMapping,
Optional,
Sequence,
Type,
TypeVar,

from cloudformation_cli_python_lib.interface import (
BaseModel,
BaseHookHandlerRequest,
)
from cloudformation_cli_python_lib.recast import recast_object
from cloudformation_cli_python_lib.utils import deserialize_list

T = TypeVar("T")

def set_or_none(value: Optional[Sequence[T]]) -> Optional[AbstractSet[T]]:
if value:
return set(value)
return None

@dataclass
class HookHandlerRequest(BaseHookHandlerRequest):
pass

@dataclass

class TypeConfigurationModel(BaseModel):
limitSize: Optional[str]
cidr: Optional[str]
encryptionAlgorithm: Optional[str]

@classmethod
def _deserialize(
cls: Type["_TypeConfigurationModel"],
json_data: Optional[Mapping[str, Any]l],
) -> Optional["_TypeConfigurationModel"]:
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if not json_data:
return None

return cls(
limitSize=json_data.get("limitSize"),
cidr=json_data.get("cidzr"),
encryptionAlgorithm=json_data.get("encryptionAlgorithm"),

_TypeConfigurationModel = TypeConfigurationModel

ATV 3 TYIONIRS—%EETD

Python *—R VS ABRER TR E, RRICT Y VOBEEEZRETD/\ RS—E2REBRTEET, C
DHITIE, /\> RT—0 preCreate, preUpdate, KU preDeleteMUHLRA > NEREL
£7,

NeEY

« preCreate /\>> RS —&EETD

« preUpdate /\>> RS —%&EEKTS

 preDelete /\>y RS —BREEK TS

«c ZYIONVRT—DERE

preCreate /\>> RT—&ZEEKTS

preCreate /\> RT—&, AWS::S3::Bucket FE/zlk AWS::SQS::Queue!) Y —ADH—/N—{
DEES{LREZRILLET,
« AWS::S3::Bucket UY—RADNFE., 7Y VRUTH true DBRICOHZEETINET,
« Amazon S3 /N7 Y NESILFBREE N TVET,
« Amazon S3NT Y RF—RNTY MIHULTEMICE>TVET,
« Amazon S3NT Y MIBEENEESATILIVXALR, BELZELVWFZIIVXALATT,
« AWS Key Management Service ¥— ID A"BREENE T,
« AWS::SQS::Queue DY —ADBFE, 7Y TRUTH true DIBEICOIZEENET,
« AWS Key Management Service ¥— ID A"SREE N E T,
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preUpdate /\>> RS —%ZREKT S

preUpdate N\ RT—ZERELET, N RZ—GF. N RT—HNOIXNTOEEENLZX—TY
ROEFHANRL—> 3> OBIICHBENETET, preUpdate /\ RS—RBGUTZEITLET,

¢ AWS::S3::Bucket UY—RADFE., 7Y TRELUTH true DBEICOHKEETIhET,
« Amazon SANT Y RONT Y NESILTZIOAVXLFEEENATLVEE A,

preDelete /\>r RS —%E%ET S

preDelete N\ RT—ZEELET., N RZ—GF. N RT—HNOIXNTOEEENLEX—FY
NOHIBRARL =2 a2 0HICERENET, preDelete N\ RT—EFUTZERITLET,

« AWS::S3::Bucket UY—RADFE., 7Y TELUTH true DHEICOHKEETINET,
e DY —RAZHIBRL ., RIEBBELENM)Y —ANTHIRNIFEETDEEZERELET,
s RIEBRSBELZENIY —ANERK, 7Y IVDRETHRETINET,

TYIONYRT—DOEE

1. IDE T, src7Z#)AIZHS handlers.py 771 ERAEET,
2. handlers.py 774\ OARBLBFEZROI—RICEEHMAXT,

Example handlers.py

import logging
from typing import Any, MutableMapping, Optional
import botocore

from cloudformation_cli_python_lib import (
BaseHookHandlerRequest,
HandlerErrorCode,
Hook,
HookInvocationPoint,
OperationStatus,
ProgressEvent,
SessionProxy,
exceptions,

)

from .models import HookHandlerRequest, TypeConfigurationModel
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# Use this logger to forward log messages to CloudWatch Logs.
LOG = logging.getlLogger(__name__)
TYPE_NAME = "MyCompany: :Testing: :MyTestHook"

LOG.setLevel(logging.INFO)

hook = Hook(TYPE_NAME, TypeConfigurationModel)
test_entrypoint = hook.test_entrypoint

def _validate_s3_bucket_encryption(

bucket: MutableMapping[str, Any], required_encryption_algorithm: str
) -> ProgressEvent:

status = None

message = ""

error_code = None

if bucket:
bucket_name = bucket.get("BucketName")

bucket_encryption = bucket.get("BucketEncryption")
if bucket_encryption:
server_side_encryption_rules = bucket_encryption.get(
"ServerSideEncryptionConfiguration"
)
if server_side_encryption_rules:
for rule in server_side_encryption_rules:
bucket_key_enabled = rule.get("BucketKeyEnabled")
if bucket_key_enabled:
server_side_encryption_by_default = rule.get(
"ServerSideEncryptionByDefault"

encryption_algorithm =
server_side_encryption_by_default.get(

"SSEAlgorithm"

)

kms_key_id = server_side_encryption_by_default.get(
"KMSMasterKeyID"

) # "KMSMasterKeyID" is name of the property for an
AWS: :S3: :Bucket

if encryption_algorithm == required_encryption_algorithm:
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if encryption_algorithm == "aws:kms" and not
kms_key_id:
status = OperationStatus.FAILED
message = f"KMS Key ID not set for bucket with
name: f{bucket_namel}"
else:
status = OperationStatus.SUCCESS
message = f"Successfully invoked
PreCreateHookHandler for AWS::S3::Bucket with name: {bucket_namel}"
else:
status = OperationStatus.FAILED
message = f"SSE Encryption Algorithm is incorrect for
bucket with name: {bucket_namel}"
else:
status = OperationStatus.FAILED
message = f"Bucket key not enabled for bucket with name:
{bucket_name}"

if status == OperationStatus.FAILED:
break
else:
status = OperationStatus.FAILED
message = f"No SSE Encryption configurations for bucket with name:
{bucket_name}"
else:
status = OperationStatus.FAILED
message = (
f"Bucket Encryption not enabled for bucket with name:
{bucket_name}"

)
else:
status = OperationStatus.FAILED
message = "Resource properties for S3 Bucket target model are empty"

if status == OperationStatus.FAILED:
error_code = HandlerErrorCode.NonCompliant

return ProgressEvent(status=status, message=message, errorCode=error_code)

def _validate_sqs_queue_encryption(queue: MutableMapping[str, Any]) ->
ProgressEvent:
if not queue:
return ProgressEvent(
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status=OperationStatus.FAILED,

message="Resource properties for SQS Queue target model are empty",
errorCode=HandlerErrorCode.NonCompliant,

)

queue_name

queue.get("QueueName")

kms_key_id = queue.get(
"KmsMasterKeyId"
) # "KmsMasterKeyId" is name of the property for an AWS::SQS::Queue
if not kms_key_id:
return ProgressEvent(
status=0OperationStatus.FAILED,
message=f"Server side encryption turned off for queue with name:
{queue_name}",
errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=0OperationStatus.SUCCESS,
message=f"Successfully invoked PreCreateHookHandler for
targetAWS: :SQS: :Queue with name: {queue_name}",

)

@hook.handler(HookInvocationPoint.CREATE_PRE_PROVISION)
def pre_create_handlexr(
session: Optional[SessionProxy],
request: HookHandlerRequest,
callback_context: MutableMapping[str, Any],
type_configuration: TypeConfigurationModel,
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
return _validate_s3_bucket_encryption(
request.hookContext.targetModel.get("resourceProperties"),
type_configuration.encryptionAlgorithm,
)
elif "AWS::SQS::Queue" == target_name:
return _validate_sqs_queue_encryption(
request.hookContext.targetModel.get("resourceProperties")

)

else:

raise exceptions.InvalidRequest(f"Unknown target type: {target_name}")
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def _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties
) -> ProgressEvent:
bucket_encryption_configs = resource_properties.get("BucketEncryption",
{}).get(
"ServerSideEncryptionConfiguration", []
)
previous_bucket_encryption_configs = previous_resource_properties.get(
"BucketEncryption", {3}
).get("ServerSideEncryptionConfiguration", [])

if len(bucket_encryption_configs) != len(previous_bucket_encryption_configs):
return ProgressEvent(
status=OperationStatus.FAILED,
message=f"Current number of bucket encryption configs does not
match previous. Current has {str(len(bucket_encryption_configs))} configs while
previously there were {str(len(previous_bucket_encryption_configs))} configs",
errorCode=HandlerErrorCode.NonCompliant,

for i in range(len(bucket_encryption_configs)):

current_encryption_algorithm = (
bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

)

previous_encryption_algorithm = (
previous_bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

if current_encryption_algorithm != previous_encryption_algorithm:
return ProgressEvent(
status=0OperationStatus.FAILED,
message=f"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to {current_encryption_algorithm} from
{previous_encryption_algorithm}.",
errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=0OperationStatus.SUCCESS,
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message="Successfully invoked PreUpdateHookHandler for target:
AWS: :SQS: :Queue",
)

def _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties
) -> ProgressEvent:
if previous_resource_properties.get(
"KmsMasterKeyId"
) and not resource_properties.get("KmsMasterKeyId"):
return ProgressEvent(
status=OperationStatus.FAILED,
errorCode=HandlerErrorCode.NonCompliant,
message="Queue encryption can not be disable",
)
else:
return ProgressEvent(status=0OperationStatus.SUCCESS)

@hook.handler(HookInvocationPoint.UPDATE_PRE_PROVISION)
def pre_update_handlexr(
session: Optional[SessionProxy],
request: BaseHookHandlerRequest,
callback_context: MutableMapping[str, Any],
type_configuration: MutableMapping[str, Any],
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")
previous_resource_properties = request.hookContext.targetModel.get(
"previousResourceProperties"

return _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties

)

elif "AWS::SQS::Queue" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")

previous_resource_properties = request.hookContext.targetModel.get(

"previousResourceProperties"

EFUSTIYD
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return _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties

)
else:
raise exceptions.InvalidRequest(f"Unknown target type: {target_namel}")

RORNEY D THARLT Y D% (Z&$T S CloudFormation, ICiE&E T,

HAZRLTY D% IZEEFET D CloudFormation

HAZRLTY VRERLIES, ThE (CEE CloudFormation ULTHERATERD RS ICTHIHREN HY)
9. cOtIa>TR, TERATD7VIENY T—LTERIBDFEICODVTHALE
FTAWS THU2 K,

7Y ODINY T—24E (Java)
Hook with Java ZFA% L TW3H &k, Maven ZFEHAL TNYT—J{LLE T,

Hook 7O T OKRD F4LOVRNUT, XROOAXRZZITLTI7VOZBEL, 1”-vY MNTF
ANERFTL, 7O ITO9RNEIARTFAIINELTNYT—2{L, ChaFERALTIYO%
CloudFormation L ARNUIZEELE T,

mvn clean package

NDARLTY D =EBFETD
7V OBERIBICE

1. (72 32)configureARL—> 32 &EFL Tus-west-2, F7#4)NAWS V=232
ZICERELET,

$ aws configure

AWS Access Key ID [None]: <Your Access Key ID>
AWS Secret Access Key [None]: <Your Secret Key>
Default region name [None]: us-west-2

Default output format [None]: json

2. (A723V)ROOAXVREF, 7y 0702020 hZ2BREBTLEELRLTNY T—2HLE
EE
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$ cfn submit --dry-run

3. CloudFormation CLI submitARL —> 3> &#ERALT7 Y 0 2EBLET,

$ cfn submit --set-default

COOXRY REUTOIORY RZRLET,

{’ProgressStatus’: ‘COMPLETE’}

BRI7YINERICERENKL I,

TJ7YIONFAWS PHIV N BRUOREBEND) -3 THEATETHI CEZ2BIELET,

1. 7Y 0%2#RIBICEF, list-types AN RZFEALTHULLKERLE7Y V2 —ERRL., %
DBREDOHAZRLET,

$ aws cloudformation list-types

OXY REROEHZERL., AWS TAVU N SR V=232 TTFIT17LTE R LR
7Y IERTENET,

"TypeSummaries": [
{
"Type": "HOOK",
"TypeName": "MyCompany::Testing: :MyTestHook",
"DefaultVersionId": "00000001",
"TypeArn": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook",
"LastUpdated": "2021-08-04T23:00:03.058000+00:00",
"Description": "Verifies S3 bucket and SQS queues properties before
creating or updating"
}
]
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2. 7YUMlist-typetH hTypeArnh s ZHEL., RELET,

export HOOK_TYPE_ARN=arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook

RERAKLT7YVERETIBFAECOVTE, ") ZZRUTKETVWARAT Y 700k,

790 0HE

7V ORAELTERLES, LPANVIERFAAWS TAHOYN$B2ET, TIYVIZRET
XY,

e THIVKRTI7YOZEBRETAICIE, SetTypeConfigurationFRL—>3a> & ERALET, <D
ARL—=2avic&kl), 7Y UDAF—N properties I3V TERENTVWAH TV ID
Z7ONTANFBWCBE)ET, XOHITIE, RELT minBuckets7AONT 1 ICRREE T
W&ET,

(® Note
THOURTIVIOZBMIITRDE, NSERENETIVEAFAIZFERATR 7V I%Z
AZELET AWS 7HT > K, CloudFormation (&, 7V AT Z 7Y JICETHIIC,
REBT O EAHFTZHIBRL £9, CloudFormation Tlk, BEFEEE 7Yy 71— —71"
TYIOOT IO LAFAEZERL, PHIRTIY IO ZEBMICTRREICTY INFTE
NBTOEAFAIEFETD L E2HEOLET,

BUT7AT N 8RR TREE Nz Hook ILRMBEEDRET — X Z2HEELET AWS U—2 3
Vo

$ aws cloudformation set-type-configuration --region us-west-2
--configuration '{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus":"ENABLED", "FailureMode" :"FAIL", "Properties":{"minBuckets":
"1","minQueues": "1", "encryptionAlgorithm": "aws:kms"}3}}}'
--type-arn $HOOK_TYPE_ARN
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/A Important
TYIONFARY ODRELETATITATILBRETEDKSICTRICE,. 7y o
THIURNIBRENTTOT17{bEnz#, HookConfigurationt¥< 3
~HookInvocationStatusENABLEDT % ICSERETAHUENf BV ET.

N RZ—TDOAWSAPIsNDTFTI7EA

Hooks "W hhAhD/\>> RS —T AWS APl A9 %154, CFN-CLI & IAM £T0—I)IL7>
7’L—h ZBHEMICHER L £Thook-role.yaml, hook-role.yaml T 7 L—Ki&k, 7V
DAF—XDONRZ—O O3 VTENRS—ICEBEESNETIEAFAICESIVWTVE
¥, generate ARL—2 3V HIC --role-arn7 U EATNEWEE. CORZY 00—
F7OEZa->Jcsh, 79y 00RTO—-IIELTHERAENETD,

FHCOVWTR, TUY—RARATHS5D AWS APIs) ZZRL TS EZ L,

hook-role.yaml 7> 7'L — ~

@ Note

MBEOERTO-INE2ERTSDEEE. hooks.cloudformation.amazonaws.com&
DHEFAILUTCERPMECRAUNEZRRTDHD_EZ2H<<BEOLE

Jresources.cloudformation.amazonaws.com,

ROT>7TL—KNTlE. IAM, Amazon S3, 8 & Amazon SQS 7V AHFa#FEHAL £,

AWSTemplateFormatVersion: 2010-09-09
Description: >
This CloudFormation template creates a role assumed by CloudFormation during
Hook operations on behalf of the customer.
Resources:
ExecutionRole:
Type: 'AWS::IAM::Role'
Properties:
MaxSessionDuration: 8400
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:

7Y IDERR 147


https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/resource-type-cli-generate.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/resource-type-develop.html#resource-type-develop-executionrole

CloudFormation

Hooks 1—H—74 R

- Effect: Allow
Principal:
Service:
- resources.cloudformation.amazonaws.com
- hooks.cloudformation.amazonaws.com
Action: 'sts:AssumeRole'
Condition:
StringEquals:
aws:SourceAccount: !'Ref AWS::AccountId
StringlLike:

aws:SourceArn: !Sub arn:${AwWS::Partition}:cloudformation:
${AWS: :Region}:${AWS: : AccountId}:type/hook/MyCompany-Testing-MyTestHook/*

Path: /
Policies:
- PolicyName: HookTypePolicy
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
's3:GetEncryptionConfiguration
's3:ListBucket’
's3:ListAl1MyBuckets'
- 'sqgs:GetQueueAttributes'
- 'sgs:GetQueueUrl’
- 'sgs:ListQueues'
Resource: '*'

Outputs:
ExecutionRoleArn:
Value: !GetAtt
- ExecutionRole
- Arn

TODAAZLT Y ITDTANAWS PAHI> b

HOHURSA D NCRIETD/N RS—BHEI—FT 12 LEDOT, CloudFormation AR Y U T

NAZRLTY D%TANLET,

CloudFormation 7> 7L —RFAILA U T ZFEAL TSI /Ny h&27OEaZ > Jd Ll 215

B, 7YV IUVRME—RRIE CRETIET,

« Amazon S3 /N7 Y NEESILAREET N TVET,
« Amazon SANNT Y RF—RNTY NCHLTEMICHZ>TVWET,
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« Amazon S3 /NN Y MCRREENEESHETIIVXAR, BEZELWZILIVXALATT,
« AWS Key Management Service ¥ — ID 'S8 EE N E T,

ROBITIE, £WSHFHimy-failed-bucket-stack.ymlOF> 7L —KhEEKLET, my-
hook-stackc DT> 7L —Klk, ARYIREICKBL, UY—AN7OEEDaZ JdEcnsailc
FILELET,

AZvor7O0ESaZ>0LT7v02TANTS
Bl1: ARy oE7OES3IZ>F093I1C1F
FERDOAZRY VZ7OEDI_>T 9%

1. SANTYRNEZEETDT7L—MEERLET, HIZE, my-failed-bucket-
stack.yml,

AWSTemplateFormatVersion: 2010-09-09
Resources:
S3Bucket:
Type: AWS::S3::Bucket
Properties: {3}

2. ARV U %EERL, AWS Command Line Interface () TT7 7L —hZEEL E£TAWS CLI,
ROBITIE, ARY UF%Z IZmy-hook-stack, T 7L —hHZ (CEELEImy-failed-
bucket-stack.yml,

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://my-failed-bucket-stack.yml

3. (ATVIV)AREVIUBEEBELTARAZY VOETRAERRLET, ROHITR., REVIH
ZIEBEL EImy-hook-stacks

$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

describe-stack-events ARL—2 a2 ZFAL T, NTY ROERFICT Y VD RKZHE
wlLET, AN ROHABIERICRLET,
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"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
hook-stack/2c693970-f57e-11eb-a@fb-061a2a83fob9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z2",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:47:03.305000+00:00",

"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"

iy

R 7Y IRTHULEARY VREICKKML, VY—A07OED3a > JZEFLELELL,

CloudFormation 7> 7L —KhZHEHALT7 Y VRIEICEKR TS

1. ARV OZEBLTT7Y VRIEICERTDICE., VY—AFBSIEhLZSINTY N2FEAT
BEAETUTL—FEEFHLET, <OHITIE my-encrypted-bucket-stack.yml 77
L—hZzFEALTVET,

AWSTemplateFormatVersion: 2010-09-09
Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: !Sub encryptedbucket-${AWS::Region}-${AWS: :AccountId}
BucketEncryption:
ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
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KMSMasterKeyID: !Ref EncryptionKey
BucketKeyEnabled: true
EncryptionKey:
Type: AWS::KMS: :Key
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !Ref AWS::AccountId
Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

(@ Note
AFVTENLEVY—ALCRULTT7Y VB HENEE A,

2. AZVV%FERL., TOTL—HFEEELET, COHITIE., AZYIRE TImy-
encrypted-bucket-stacko,

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://my-encrypted-bucket-stack.yml \

3. (A72IV)ARYIVBEEELTARY VOETRAEZRTLET,

$ aws cloudformation describe-stack-events \
--stack-name my-encrypted-bucket-stack

describe-stack-events AN RZFEHALTL AR AZRRLET, XIZ describe-
stack-events AN ROFlZRLET,

{
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"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.973Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-123456789012",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:23:20.973000+00:00",

"ResourceStatus": "CREATE_COMPLETE",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-123456789012\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}1}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

.
{

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-123456789012",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-123456789012\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}13}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

},
{

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",

"StackName": "my-encrypted-bucket-stack",

T7YIODTAM 152



CloudFormation Hooks 1—H—H4A K

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:58.349000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Hook invocations complete. Resource creation
initiated",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

iy

#R: CloudFormation @ AZY VZEEICERLEL =, Hook @O Y &
([&. AWS::S3::BucketVVYV—ARZ7’OEE>a3a=>J35%mlc. VY—ARICH—N—HEOES
FEEhTVWBREZERLELE,

Bl2: ARy OEZ7OES3I=Z>TF93IC1F
FEHORAZY VRO Z> TS

1. SSNTY RZIBETDTTL—MEERKLET, fl: aes256-bucket.yml,

AWSTemplateFormatVersion: 2010-09-09
Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: !Sub encryptedbucket-${AWS: :Region}-${AWS: :AccountId}
BucketEncryption:
ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: AES256
BucketKeyEnabled: true
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket
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2.

AZY V%EMERL, TTUTL—RMEEELET AWSCLI, XOHITIE, RAEXYUVEE (Cmy-
hook-stack, T 7'L—h&% I[CEEEL £Faes256-bucket.yml,

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://aes256-bucket.yml

(FA723V)ABZYVBEBELTARY VOEITRAZRRLET., XOFITR, AZYIH
ZEEL EImy-hook-stacks

$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

describe-stack-events ARL—2a>ZFAL T, NTY ROERFICT Y VD RKZHE
mlLET, AN ROHABIZXRICRLET,

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
hook-stack/2c693970-f57e-11eb-a0fb-061a2a83f0ob9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:47:03.305000+00:00",

"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ades4-
a762-0499-8d34d91d6a92"
},
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/R I7VYIOFBTHLEAZY VREICKEL, VDY—A07OEED>a_-_>J%#EILELEL
2o SSNTY NOBENFELKEREENATWVWEVLES, AZYINFKRBLELE, 7YX
ATRETK, CONTY MY ZFEAL TVWDaws:kmsfBIC A HETFAES256,

CloudFormation 7> 7'L—hZERALTT7 Y VRIEICEERTS

1. RV IVERERLTT7Y VRIICERTBICE. VY —AFBESENZSINTY NE2ERAT
2EBICTUTL—RNEEFHLET, 0BT kms-bucket-and-queue.yml 77 L—hk
ZFEALTVET,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: !Sub encryptedbucket-${AWS::Region}-${AWS: :AccountId}
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey
BucketKeyEnabled: true
EncryptedQueue:
Type: AWS::SQS: :Queue
Properties:
QueueName: !Sub encryptedqueue-${AWS: :Region}-${AWS: :AccountId}
KmsMasterKeyId: !Ref EncryptionKey
EncryptionKey:
Type: AWS::KMS: :Key
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
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AWS: !'Ref AWS::AccountId
Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket
EncryptedQueueName:
Value: !Ref EncryptedQueue

(@ Note
AFVTENLEVY—ALCRULTT7Y VRRBUHENEE A,

2. AZVU%FERL., TOTL—HFEEBELET, COHITIE, AZYIRE TImy-
encrypted-bucket-stacko,

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://kms-bucket-and-queue.yml

3. (A72IV)ARYIVBEEELTARY VOETRAEZRTLET,

$ aws cloudformation describe-stack-events \
--stack-name my-encrypted-bucket-stack

describe-stack-events AN RZFEHALTL AR AZRRLET, XIZ describe-
stack-events AN ROFlZ#RLET,

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.9732",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-123456789012",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:23:20.973000+00:00",
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"ResourceStatus": "CREATE_COMPLETE",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-123456789012\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}1}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

.
{

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-123456789012",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-123456789012\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}13}3}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

},
{

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:58.349000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Hook invocations complete. Resource creation
initiated",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

iy
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}

#R: CloudFormation @ AZY VZEEICERLEL =, Hook @O Y &
([&. AWS::S3::BucketVVYV—ARZ7’OEE>a=>J35%mlc. VDY—ARICH—N—HEOES
FEEhTVWBREZERLELE,

NAZLTY JDER

NABRLTY DREHTDE, 7Y 0DJESD 3> % CloudFormation L AR THERATED LD
YW ET,

HAZRLTY O %EHTBIZIE. CloudFormation CLI submitA~RL —> 3> #FEAL T
CloudFormation LT ARNUICUED I ZIEELE T,

$ cfn submit

THAHIORTI7YODOFT7AINMN—=23 2 2BETSHICE. set-type-default-version AN RZ{E
ALT, 247, 84784, N—232 DZEELET,

$ aws cloudformation set-type-default-version \
--type HOOK \
--type-name MyCompany::Testing::MyTestHook \
--version-id 00000003

7Y OON—23a I ICBITRBEREMETSHICE. ZFEHL F Flist-type-versions,

$ aws cloudformation list-type-versions \
--type HOOK \
--type-name "MyCompany::Testing::MyTestHook"

CloudFormation L ARNUNSOHARLT YV U OXZRER

HABRLTYODBFEEHETDE. CloudFormation L A N JDEPRECATED® & U THioR#
BEER - FILRBBEN—2 3NN —DEh, FOTATBERISHIBRENET, BlEEhd
& . CloudFormation ZRL —2 3 THARARLT7 YV O BFERTAERFTEEEA,

7Y UDEH 158


https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/resource-type-cli-submit.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-default-version.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/list-type-versions.html

CloudFormation Hooks 1—H—H4A K

® Note
7Y ODERERRTDENNC. TOIRBEOLURTOT VT4 T BN—23 0 2T XNTE
BICERBRITDIVEN B ET, FMICOWVWTIEE, MDeregisterTypes #5BL T EE
Lo

7Y ODBEREMBRTBICE. deregister-typeARL—>3 0 ZFEALT7Y Y ARN ZEEEL &
T

$ aws cloudformation deregister-type \
--arn HOOK_TYPE_ARN

COORY REEHDEERLER A,
NN AR OFNE

NTVYOH—RN—=FT A =TV IV EBRRTDICE, 7V IETSAR—NLREAEEE U THRLE

o RIC, VREAEEE LNRIBDBEAWS U—23 2 T, ROBEEZTVET,

1. 7Y 9 %754 RX—RMEsk& LT CloudFormation L AN UJICEZLET,

2. 7Y 0 &TABKMLT, CloudFormation L AN TRETRLOICHEZRINTOEfZ/EL
TWBExBRELET,

3. 7Y 9% CloudFormation L ARNUVICRKITLET,

(® Note
BED)— 3> T REEEZ AR ITREIIC. £TETN)—2 3> THRERE/NT DY
Y- LTERIDIVBENHYET, chZEBRD) -3 THEBICETITDICE.,
M CloudFormation CLI 1—%'—#4 R, MDStackSets; Z2ZBL T EE L,

Hook ZBRX L TERL =5, Y—RN—F1—0/N7T ) v U{ik#EEE L T CloudFormation L=
ARNVICABETR LT, —i&MI%E CloudFormation 1—H—IC AR TE X9,

INTVYOH—RN—F14—7vO%FEHRATSE, CloudFormation 1—H'—A"7 O 3a = > J&0
ICAWS UY —ANHRELSBHICRETEE T, TTAR—KNITZYOERKIC. NTVYOT7v 01k
CloudFormation A WS T ICK 2 TRITESNET YV ERULSICEDLIhET,
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L2ANVIZAHAENAET7 YO, 2T ATVS AWS U—2 32 OF AN TO CloudFormation
I—Y—ICRRENET, TOE, 1—HY—ET7HU NTHE#EEZT VT4 7LLT, T
TL—NTHEATEDELSICLET, FHMICOVWTE, " I—%—7 4 R, MCloudFormation
LOARNIASH—RN=F14—0O)NT VY U RKELEERTS 28RBLTSEEL,
CloudFormation

INTVYOFERDEODHAZRLTY VDFTARN

BERENEHDAZLTY VLR TBICE, TOTYIVICERENTVWRIXNTOTANEHICE
TREIBENHYVET, UTRE, HAZLTY RS —RN—FT 1 —fREEEE L T AT BRICHE
BEHODIJUARNTT,

BENYRZ—ER=TYNE2ETARENEY., OFFE 1 ESUCCESS., DHRE 1
[EFAILED.
* SUCCESS L ARV AT —ADFE:

« AT—RA THDIVENHY) £FSUCCESS,

« IZ—J—REREHALVTIEEL,

s =NV VEBERF, BEEENTVWRBERFOVWICHRETIMLENf HBYET,
« FAILED LRARY AT —ADIFE:

c AT—B AL THAILVENHV) FIFAILED,

« IZ—0—RZRIBENFHIEXT,

e LARVAILLAYE—DHFBETT,

s J—ILNNY UEBEER, BEENTVEIEERMICKRETIHENBYET,
« IN_PROGRESS L ARV AT —ADIFE:

e I7—O0—RZEREBEVWTLSEZ,

« Result LARVAT 71— J)LRZBRETDERTERE A,

ZNTANTERATZIANT—XDEE

FT7AIRNTE, BT7YIOARF—NTERLENZ—ASERESNEADTONT 1 &2ERHL
TEHT AN CloudFormation ZR1TLET, L, BEAEDTY VREMTHZ D, 7
A3 Z T ARy V2ERERELREBEAEHR IS LHOOAL7ANT IR, 7OE> 3
TOTEND )Y —RAOEBIMVETT, chICHULTBICEK, F"EZETARNERTIDEEIC
CloudFormation fFFH 35 AN ZIBETEEX T,
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CloudFormation ICl&, T AN EERTITDEEIFEFAITIANT—REEETD 2 D0OFEND
WET,

« T7AI)NELEETD

overrides 77 M)\ 2RI L, OBEO7ONTAODANT—REZBREICEE
CloudFormation L preCreate, preUpdate®& KT preDeleteARL—>3aFTANTHEAT
-3

« ABT774)

LT0HEEE, BHBOinput7 7ML ZEALTRNTAMNA ST —REZEETDEETER

ERD

« ER. B, BIBRARL -3V ICRBDIANT—RZEEITSDH. TANIZENET—2%
EETILENHYKRT,

- BEORBIANT—ZEY heEELEXT,

F—=N—ZFART7AINEERBLEAAT—XDEE
LT, overrides 774N ZFEAL K AmazonS3 7Y VD ANTF—R2DOHITT,

"CREATE_PRE_PROVISION": {
"AWS: :S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration": [
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
"/KmsMasterKeyId": "hellocontract"
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}
I
"UPDATE_PRE_PROVISION": {
"AWS: :S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
}
]
1,
"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
}

iy
"INVALID_UPDATE_PRE_PROVISION": {
"AWS: :S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"

iy

L

L

L
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"previousResourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
.
"INVALID": {
"AWS: :SQS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
"/KmsMasterKeyId": "KMS-KEY-ARN"

ABDT77ANEFERALEADT—RDEE

L

input 774 J)LZERAL T, CloudFormation A"EA T2 KT EXBLEHOANT—XEZEELFE
¥, preCreate Af1, preUpdate A, BHMBANLTT, EBEOTF—XEENOT7 7ML TEE
TENET, BENTANALEBEROADTF—R0OEY NZIEBETSDIELEETEERT,

2T AN CloudFormation TERAT 2 Dinput7 7 AL ZEETSIZIE. Hooks 7O IV KD
L—=KRFALOIRNIIC inputs7#)NEFZEMLET, RIC. AT 7AILEZEMLET,

ROBERAEZEALT, 77 LEEENBADF—ROBREREL T, n BEHTT,

« inputs_n_pre_create.json: preCreate/\>> RZ—T7 7 AN ZFEAL T, VY —AZHERK

FTR2LEODANZEELERY,

« inputs_n_pre_update.json: preUpdate/\> RS—T77AI)&FERAL T, VY—AEEH

TRDLEODANZEELRT,

- inputs_n_pre_delete. json: preDelete/\>> RS—TT7 7)) ZFEAL T, VY —AZHIB

FRLEODANZEELET,
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e inputs_n_invalid.json: TAN TR EMBEANZIEETDEHE,

BHNTANAIZAIT—ROEBOLEY NZIEBETDICK., 77MILBOERZA >
DIUXVBRULTARNT—EREY NEZIERRTE T, LEAK, FHAOANTT7AIILO

Y MW, inputs_1_pre_create.json, inputs_1_pre_update.json, &

T EVSBHZNFFRIHBENHV) EFTinputs_1_pre_invalid.json. XNDEY NI

(&, inputs_2_pre_create.json, inputs_2_pre_update.json, &WVWSZREINFFS
fNinputs_2_pre_invalid.json& T,

BABT7T7A4NE, TANIEREIAZ VY —-AT7ONT A DR ESICISON T 7AIILTT,

LT, ABT77A4IILEFERAL TALT—2R Amazon S3 ZIEEinputsT2-H0D F1LIKNU®D

BT,
inputs_1_pre_create.json

AR, inputs_1_pre_create.jsonZ W TARNDHITY,

"AWS: :S3::Bucket": {
"resourceProperties": {
"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"

}
.
"AWS: :SQS: :Queue": {
"resourceProperties": {
"QueueName": "MyQueue",
"KmsMasterKeyId": "KMS-KEY-ARN"
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}

inputs_1_pre_update.json

AR, inputs_1_pre_update.jsonZ W T ANDHITY,

{
"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"
1,
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"
}
}
}

inputs_1_invalid. json

AR, inputs_1_invalid.jsonZ W T ANDHITY,
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"AWS: :S3::Bucket": {
"resourceProperties": {

"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {

"ServerSideEncryptionConfiguration": [

{
"ServerSideEncryptionByDefault": {
"SSEAlgorithm": "AES256"

+

"BucketName": "encryptedbucket-us-west-2"

I
"AWS: :SQS: :Queue": {
"resourceProperties": {
"NotValid": "The property of this resource is not valid."

inputs_1_invalid_pre_update.json

AR, inputs_1_invalid_pre_update.json2#&ETANDOHITT,

"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"
}
}
]
I
"BucketName": "encryptedbucket-us-west-2"
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},
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"

FHMICDOVWTIE, CloudFormation CLI 1—%—7i 4 KR® Publishing extensions to make them
available for public use 228 L TS &\,

CloudFormation 7Y 9O AF¥F—N®EBX')T77L>A

COtEU< 3> Tk, CloudFormation 7Y VORRICEAITIAF—TOBXICODVWTHBALE
9,

7Y, JSONRAF—RETYINY RT—TREND 7Y VHBFEBENTVET, HARLA
7Y VERERTIRANDATY T, 7Y 0, TOTONT A, BIVBUEZERTDAF—NZE
T T 4B ETT, CloudFormation CLIinit AN RZFALTHARRLATZ YOOIV NE
MBLTDE, TYVIRF—NXT7AUNERENET, CORF—XTFAINE, HARLTY Y
DIIATEEIDTAOARZERTDHOORBRELTHEALET,

AF—NBX
RDAF—IBETY I DEETT,

{

ypeName": "string",

"description": "string",
"sourceUrl": "string",

"documentationUrl": "string",
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"definitions": {
"definitionName": {

},
"typeConfiguration": {

"properties": {
"propertyName": {

"description": "string",

"type": "string",

.
},
"required": [
"propertyName"

1,
"additionalProperties": false
},

"handlers": {
"preCreate": {

"targetNames": [

1,

"permissions": [

]

.
"preUpdate": {

"targetNames": [

1,

"permissions": [

]

.
"preDelete": {

"targetNames": [

1,

"permissions": [

]

}
},

"additionalProperties": false
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typeName

7Y IOD—EDRH., 7Y I7D3I20BHHLSBZIERNE[EEEL., ERERNZ—2EF T
J0rganization::Service: :Hook,

® Note
ROEBENZERE FHEIATEY, 7VYIRA(TRICBREATERE A,
* Alexa
« AMZN
 Amazon
« ASK
« AWS
¢ Custom

* Dev

WA [V
INZ—>:r[a-zA-Z0-9]1{2,64}::[a-zA-Z0-9]{2,64}::[a-zA-20-9]{2,64}$
&/ 10

BX: 196

description
CloudFormation >V —JLICRRE N3 7Y U OEEXFRA,

DA L

sourcelrl
NTVYODFEE, 7Y 90DV —AT— RO URL.
0= WA 4

B K: 4096

documentationUrl

TYIDFMBERFIXNEZRETEIR—T0 URL,
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DA L

INZ—>: Ahttps\:\/\/[0-9a-zA-Z]([- . \w]*[0-9a-zA-Z])(\:[0-91*)*([\?/
#].%)7?%

B K: 4096

(® Note
TYVIAF—TNICRZELTEREZONT A DOHBEZEDDIHEN H VY ETH,
documentationURLZ’ONT 4 &ZFEAL T, #l. I—AT—RA, TOMOFMERE L
DFMEI1I—Y—(CRHTEET,

definitions
definitions 7OY U %#FERAL T, HE7YU7ONT 1 AF—T 2R HELET,

RANTZO9F14REL T, definitionst o> a> s FEALT, 7VI92A4TAF—XDE
BORANTHEATEDIAF—NEZZEELET, TR, JSSONRAUXEZFEAL T,
TIYDRATAF—XOBY BB TETNDERESRTEEXT,

A WO R

typeConfiguration
7 v 7 @EQEE?_Q @E%o
WA IEWV

properties

7Y 0070NT1, 7Y IO0IXNTOTONT AR, AF—NTREIIVBENHYVET,
7Y OAF—RTOANT A 27V VAT OREZTANTAILEDEFT,

@ Note
ZXARENLETONT 1 REHFATEhELA, KDY IC, definitionsEETRAREh
E7ONT142E&HZL, $refRAV2Z2FEALTENOZ7ONT A TENSEZSHBLE
T
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RE. Ro7ANTFAHFHR—RENTVET,
« default-7"ONT 1 OF7 # )L ME,
 description-Z7"0/\7 1 ®Fi#A,
« pattern- ANDOREEICFERAENDERKR/NEZ—2,
« type-7ONTA1DZHFANSNIEZALT,

additionalProperties

additionalProperties % false [CERETHDHEBENHYVET, 7V o0IXTO7ONT 4
FAF—NTRRIDBENFHBYVET,. FEOADREHFAEhEE A,

MAZE: [F V)

BMEE: false
handlers
NRT—E, 7YIORBUOHELRSA U NEE, AF—XTERETNET Y VERHBRTESD AR

L—>3a>zEELET., L&RE., preUpdate/\ RT—HOIXNTOIBEEALEX—TY S
NDEFARL—23ORIC/N\Y RS—FBRTFHENET,

B%h7s{8: preCreate | preUpdate | preDelete

® Note
N RT—ICEDPBLLEE1I DDEZBETIHLENHYET,

/A Important
AT—BRAN ICBBDAZY VARL—23 TR, 7Y VEEVUHUpdateCleanup&
NEBA, LEARE, RO2DO202F VAT, 7Y U DpreDelete/\ RS —RFFEY
HEhEEA,

c ARV, FUTL—RMAB1DOUY—AEEIBRL ERCEHENET,
« EHAATOBRODY—ANEBRENET,
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targetNames

Hook "2 —7"Y TR EEBDONFIIES, & XEF, preCreate/\ RT—IC
AWS: :S3::BucketX—%'Y N HBH/E., 7Y VRBEM7OEDa Z_>J 71 —XHIC
Amazon S3 /X7 Y MR UL TEITENET,

 TargetName
KEETNE/NRT—ZEIIDBLLEE1D20X—TY RNBZIBELET,
INR—2:N[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}::[a-zA-20-9]{2,64}$
&/ 1

WAZE: L

/A Warning
SSM SecureString & & T Secrets Manager DEINZRIE. 7Y VIEE B EIICHR
EhErtA,
permissions

N RT—EHVHETLEHICHER AWS PO EAFAZIEET 2 XF5HES,

MAZE: [F V)

additionalProperties

additionalProperties % false ICRRETDHENHYET, 7V I0IXNTOI7ONT 1
FAF—NTRRIDBENFHYVET,. FEOADRFHFAENEE A,

DAZE: L

BRh75{E: false

7Y I9AF—XDOH
1 1

Java & Python OF 21— KNUTZI T, XROOA—RHIZEALET, AT, £WS7YvIDiEE
57T Fmycompany-testing-mytesthook. json,
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"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create and
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
1,
"minQueues": {
"description":"Minimum number of compliant queues",
"type":"string"
1,
"encryptionAlgorithm":{
"description":"Encryption algorithm for SSE",
"default":"AES256",
"type":"string",
"pattern": "[a-zA-Z]*[1-9]"

}
.
"required":[
1,
"additionalProperties":false
1,
"handlers":{

"preCreate":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

},
"preUpdate": {
"targetNames":[
"AWS: :S3: :Bucket",
"AWS: :SQS: :Queue"
1,
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"permissions": [

.
"preDelete":{

"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"

1,

"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetEncryptionConfiguration",
"sqgs:ListQueues",
"sqgs:GetQueueAttributes",
"sqs:GetQueueUrl"

}I

"additionalProperties":false

Bl 2

RXDBIE, STACKE CHANGE_SET O ZFHAL TARYIT VT L—REEELY hAXRL—2 3
~targetNamesZ& X —%7'Y NZTBDAF—NTT,

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies Stack and Change Set properties before create and update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation”,
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
I
"minQueues": {
"description":"Minimum number of compliant queues",
"type":"string"
I
"encryptionAlgorithm": {
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iy
"required":[
15

"additionalProperties":false

iy

"handlers":{
"preCreate": {
"targetNames":[

iy
"preUpdate": {
"targetNames":[

.
"preDelete":{
"targetNames": [

}I

"description":"Encryption algorithm for SSE",
"default":"AES256",

"type":"string",
"pattern": "[a-zA-Z]*[1-9]"

"STACK",
"CHANGE_SET"

"permissions": [

"STACK"

"permissions": [

"STACK"

"permissions": [

"additionalProperties":false
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CloudFormation 7 ¥ 2 O &ML & BXhL

COREYOTIR, 7Y90ZEEMILTHASBEEMICLT, PTHORNT—BNICTIT1 710k
SBVWKSICTBDHEICOVWTHBLET, 7V IEEMITRE, 7Y ILS5OFSHBELICRHESR
FHAEITHIHREN HHHEEICERNTT,

THORT7Y VB MLSRCEMELTS (A2V—I)

TAOURNDT7Y V2B NCTBICE

1.

CHA242 AWS YR X2 MOV —)L L., https://console.aws.amazon.com/
cloudformation T CloudFormation >V =)L ZHZ £,

2. BEHLEBOFES—3aN-T, 7Y AWS U—232 i"Hd 2BRLET,

3. FTEF—aRAUHLS, TVIUEBRLET,

4. BUZITBRT7VIODOEMEERLET,

5. 7YIVDFEHAR—DODT7YIVDOERMOARAIT, EMLREZEZERLET,

6. WEEREEROSNIIES, TV IREBMITRERRLET,

URICEDICLET7Y VEBEANICTRICE

1. A4 AWS XTI X N2Y =)L U, htips://console.aws.amazon.com/
cloudformation T CloudFormation >V —J)LZBEE £9,

2. BEHLEBOFES—3a2N-T, 7Y AWS U—232 i"H3 2BRLET,

3. FTEF—aRAUHLs, TVIUEBRLET,

4. BMIITRT7VIODOEMEERLET,

5. 7YIVDFEHAR—DODT7YIVDOERMOARIT, BMLREZZERLET,

6. WEREEROSNIIES, TV IRBMLITRERRLET,

THOURTT7Y VEMNLELTBEMLT S (AWS CLI)

/A Important

TV O REMLERCEMNLTDLEHD AWSCLI OAX Y Rk, 7Y IVRELEE --
configuration# 7> a> CHREENAEICEEZEMAETT., ERLEVEEZLEE TS IC
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., CNhSDIONV REETIDEEZILRBIZIBRBFEOREEZINTEHIHLEN HYE
T, REDHRET —XZEXRTTDICE. describe-type AN RZFEALE T,

TV OBBICITBICE

IR Mset-type-configuration IN¥ > R&EEA L. % HookInvocationStatus &L Ti5
FEDISABLEDLT 7YV ZEBMICLET, TL—AKRIF—ZRENEICEEHLRIET,

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "DISABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE", "CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

LEIcEMILET7 Y O 2BEEMICITDICE

R D set-type-configuration 1Y > R&ZEA L T & HookInvocationStatus &L THE
FEENABLEDL, 7YV ZBEEMILET., J7L—ARILFT—ZREVEICEEBRAET,

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "ENABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE","CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

FHCOVTR, "T7YIOREAF—XBYIIT7LUA Z2ZZRLTSEEL,
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CloudFormation 7Y V0RO HELERZR TS

CHOREY T, CloudFormation 7Y V0RO HLEREZRTIITDFECODVTHBALET, B
OCHUBERERRTDE, 7VIONVY—REZEDRDICFTMMEL TVWBD AL EEBHEL, 7Y oH1)Y—
AZRIALEEEILRBENEBEEZBRIDOICKRILEET,

FOHLUE, ROy 2 (A7 074733 8A—). #—RJI—)L, Lambda B & AWS
Control Tower ) VY —ADZA T7HA VI HICERITENDHREDA AR ATT,

AV - THUOHLBERZRTT D

OV =I)ITHUVHELEREZRRITZICE, FUHLOBER—, B407 Y IOFRUOHLBE,
ARV VBEEOHTHELOBELDARY JARIND I DOFENHYET,

IRXTODTYIVDHERERTTS

HFOHLOBER—2ICE, BE90 BEOTAI REY—=2320IXTOT7Y VHRTHLAE
BHICRTFENET,

IRTDT7YIDERERTITDICKE

1. A4 AWSN R XNV =)L U, hitps://console.aws.amazon.com/
cloudformation T CloudFormation A2V —J)LZBHE £9,

2. BHEHEFRHOFET—232N—-T, 7VIOHVHLZRRTD AWS V-3 ZERLE
Jo

3. FEF—3rRAUNS, RUHLOBEZRRLET,

4, ZONR—=TICEF., BEIO AEAOIXNTOT7Y VHOPEHLOVARNFERTRENET,

-« FU'HL ID

- 7YY

« B—=TY K

« E— R (Warn ¥ I& Fail)

- #8 (Warning, Pass. Failed., In progress)
- HUVH U KE

« BRXYE—D
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5.

T—7LOEBIIHZBREN—EFEALTIVARNET ARV TL, BEOFOPHL ZBRET
EFXT,

BEOHUTHLZRRIZE, RBRLETY IRTHLOBEAM X ABE, FOHULERIC
B3 3FMARTENETT,

BeD7Y VORUOCEHLBERZRTTS

Ben7Yy VOHUEHLEBERZFEAL THUHLERZRRIDZEELTERT,

BED7YIONDT7Y IVRVELERRITSICE

1.

A4 AWS N R XNV =)L U, https://console.aws.amazon.com/
cloudformation T CloudFormation >V —J)LZHEE T,

BELBOFES—>3a2N—-T, 7YVIOHVCHLERTITS AWS V-3 2 ZBRLE
ER

FES—2aRAUDETYIEREBIRLET,
T7YIORVCHBLERRIZD 7V IOZBIRLET,

BEOHUTHLZRRIZE, RBRLETY IRTHLOBEAM I ABE, FOHLUERIC
B3 3FMARTENET T,

AZY VEBEOHUOHL OERERTTS

ARV DARYRIR=IU D ESRBEDAZY VONVEHLERERRIDEETEXRT,

BEDAZYIDT7Y IVRUOHLEZERRITDICIE

1.

o o bk~ w

A4 AWSNRD XNV —)L U, https://console.aws.amazon.com/
cloudformation T CloudFormation >V —J)LZHE £ T,

BHELBOFES -3 N—T, ARV IFRL—=23FRELEZAWS U—2 32 &&
RLFET,

FTES—2 32 RA2 T [Stacks] (AR Y V) ZBIRLET,
T7YIOHVHLERTTDARAZY VEEBRLET,

ABY VAR NERT 2 BRLET,

ARYRNIVARNT, AT—Z2ANOBHITTY IHVOPEULATTLEAR NERLET,
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7. BEQO7YIVRUVHLOFEZRTIDICK, 7Y IORTHLIZEEL, TREEOTFAL
ZERLT, KVFHBERESCRYTTYT VA RIZREERT,

(® Note

FERTDIZRTTDICE, Va0 LBIEHIEET A2 ZBRL TR
EE—FIIZzHE, BECRHDUTHREZEHNL., HIBZERLET,

ZEALTHROHLERZRTTS AWS CLI

list-hook-results N> RZEFEAL T, 7Y IVNOHLICEITZBEHRZRELET, cOOINR
. ROT7ANRITAT>3a>uEHR—NLTVET,

s INTO7Y IVRVHLERZIMETSD (NFAXA-—FRBFFTE)

« 7Y ARNTT7ANRITTS (ZFEA--type-arn)

« 7Y ARN ERXAT—BATT7A4IINEIT TS (--type-arn& ZFEH--status)
s BEDR—Y'Y NEBRET D (--target-type& ZFH--target-id)

7Y %7 ARN THRETAIINEZITIS

RO ARV RIFE, BEOTZYIDIXNTOT7Y VRVOCHULEREZ-ERRLET,

aws cloudformation list-hook-results \

--type-arn arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyOrg-Security-
ComplianceHook \

--region us-west-2

i 7 1)

{
"HookResults": [

{
"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0Org-
Security-ComplianceHook",
"HookResultId": "59ef501c-0ac4-47c0-al93-e@71cabf748d",
"TypeName": "MyOrg::Security::ComplianceHook",
"TypeVersionId": "00000001",
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"HookExecutionTarget": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
stack/39f29d10-73ed-11f@-abcl-0affdfesaebb",

"InvokedAt": "2025-08-08T00:18:39.65172",

"FailureMode": "WARN",

"HookStatusReason": "...",

"InvocationPoint": "PRE_PROVISION",

"Status": "HOOK_COMPLETE_FAILED"
iy

LARVADT7 1 —)LROFBAIZDOVWTIE., AWS CloudFormation API U7 7L >
AMHookResultSummaryy 2B L TS E&E L,

7Y% ARN EAT—BATHERE7AINLEITTSB

BRETHEOAT—ZAZT7A4IINEZ)T0F3ICIE. ONRT --statusA7>a>aEEL
£9, ROEZBETEET,

« HOOK_IN_PROGRESS: 7 ¥ VIR ERITH T,

« HOOK_COMPLETE_SUCCEEDED: 7Y AN IEEICETLEL &,

« HOOK_COMPLETE_FAILED: 7Y JWRRTETLEL LN, RIAEICKBLEL L,
* HOOK_FAILED: 7Y VDRTHICIT—AHKEL XL I,

aws cloudformation list-hook-results \

--type-arn arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-Security-
ComplianceHook \

--status HOOK_COMPLETE_FAILED \

--region us-west-2

i 7 )

"HookResults": [

{
"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0Org-

Security-ComplianceHook",
"HookResultId": "59ef501lc-Qac4-47c0-al93-e@71cabf748d",
"TypeName": "MyOrg::Security::ComplianceHook",
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"TypeVersionId": "00000001",

"HookExecutionTarget": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
stack/39f29d10-73ed-11f@-abcl-0affdfesaebb",

"InvokedAt": "2025-08-08T00:18:39.651Z7",

"FailureMode": "WARN",

"HookStatusReason": "...",

"InvocationPoint": "PRE_PROVISION",

"Status": "HOOK_COMPLETE_FAILED"
+

LARADT 1 —)L ROFBICOWTIE, AWS CloudFormation API )7 7 L >
AMDHookResultSummary; 228 L T EE L\,

B—=TYRNBRALTER—TYNIDTRREZTAIINEITITS

XD X RiE, HE®D Cloud Control API UV TARDIXNTOT7Y VROV HULERZ-EBERRL
£

aws cloudformation list-hook-results \
--target-type CLOUD_CONTROL \
--target-id d417b05b-9eff-46ef-b164-08c76aecl801 \

--region us-west-2

i 7 i)

"HookResults": [
{
"TargetType": "CLOUD_CONTROL",
"TargetId": "d417b@5b-9eff-46ef-bl64-08c76aecl801",
"HookResults": [

{
"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-

Security-ComplianceHook",
"HookResultId": "4e7f4766-d8fe-44e5-8587-5b327al48abe",
"TypeName": "MyOrg::Security::ComplianceHook",
"TypeVersionId": "00000001",
"FailureMode": "WARN",

"HookStatusReason": "...",
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"InvocationPoint": "PRE_PROVISION",
"Status": "HOOK_COMPLETE_FAILED"

}I

LARADT 1 —)L ROFBICOWTIE, AWS CloudFormation API )7 7 L >
AMDHookResultSummary; 228 L T EE L\,

BEOWTEHL OFHESEREZNETS

get-hook-result AN REFAL T, AVTFATVAF IV IDRRRPBEAAZ O RAEZEL

BE, BEO7Y VHCHUICETAFHMBERZEREBLET.

aws cloudformation get-hook-result \
--hook-result-id 59ef501c-0ac4-47c0-al193-e@71cabf748d \

--region us-west-2

ks

"HookResultId": "59ef501c-Qac4-47c0-al93-e@71cabf748d",

"InvocationPoint": "PRE_PROVISION",

"FailureMode": "WARN",

"TypeName": "MyOrg::Security::ComplianceHook",

"TypeVersionId": "00000001",

"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0Org-Security-
ComplianceHook",

"Status": "HOOK_COMPLETE_FAILED",

"HookStatusReason": "Hook completed with failed validations",
"InvokedAt": "2025-08-08T00:18:39.651Z",
"Target": {

"TargetType": "RESOURCE",
"TargetTypeName": "AWS::S3::Bucket",
"TargetId": "my-s3-bucket",
"Action": "CREATE"

3,

"Annotations": [

{

£ IR
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"AnnotationName": "BlockPublicAccessCheck",
"Status": "FAILED",
"StatusMessage": "Bucket does not block public access",
"RemediationMessage": "Enable block public access settings on the S3 bucket",
"Severitylevel": "HIGH"
I
{
"AnnotationName": "BucketEncryptionCheck",
"Status": "PASSED",
"StatusMessage": "Bucket has encryption configured correctly"
}

LARADT7 4 —)L ROFEBIZCDOWVWTIE, AWS CloudFormation API ') 7 7L >
ANDGetHookResulty 2B L T EE L,

HOHUERDKRT (AWS CLI) 184


https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_GetHookResult.html

CloudFormation Hooks 1—H¥—H4A K

TYIVREAF—NBXXIVTT7LVA

COEOa>TR, 7YIVDNREICFEATDIAF—IVBXOBEEZHBALE
9, CloudFormation l&. T7 YV ZHUOHTEZIL, ETRICCHEBREAF—TEZFEALET
AWS 7HI2 K,

TYONABYODREZTATITATILRETEDLDSILTRICR. 7Y IHFTHIUNCER
ENTTFTUT 14 7{LE NIZENABLED#, % HookInvocationStatus [CRRELE T,
NEY D
s 7YV URBREAF—XOZ7ONT 4
7Y JREDH
CloudFormation AZY JLARILND7AI)NZ—%T7YIJLEXT
CloudFormation 7Y 9 & —7'Y K7 1)L Z—
7V O03—TYREBTOIAIRA—ROFEH

(® Note
T7YIDRETRIFTEDRT—FOHZAER 300KB TY, Chnlk,
SetTypeConfigurationZF XL —> 3> MOConfiguration DV IARNTX—RICREND T
XNTOFHPWICEMENET,

JYIOREAFXF—YO70O/NT 41

RDAF—XE, 7Y IVREAF—NDEBETTI,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": ["STACK"],
"FailureMode": "FAIL",
"EncryptionConfiguration": {
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/abc-123"

}I
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Properties": {

}

HookConfiguration

TYIRERF., RAZYVILRILTOT7YVOEMULELFERML, BEE—R, 7y 270N
TAEESR—NLTVET,

7Y ORETE., ROZTONTAHFFR—RERTLVET,

HookInvocationStatus
7Y U ENABLEDA A %&IEEL £IDISABLED,

B %h7%{8: ENABLED | DISABLED

TargetOperations

TYINRTENDARL—23 OV ARNEEELE T, FHAICHOVTR, TT7voa—
TN, BSRBLTLSEZV,

B 75 {&: STACK | RESOURCE | CHANGE_SET | CLOUD_CONTROL
TargetStacks

TREBMEOEOHICERATE £T, HookInvocationStatusKbh I ZFERALET,

F—RN ICRETIATVSRHEALL, 7Y 7k, CREATE, . UPDATEZE /=|& DELETED Y —
AARL=23 2 RIZTHINHAOIXRTOARY VICBERAThET,

F—RAICEREETNTVBIEENONE, 7Y IR THIRNOAZRY JIZRBERAEAEE A,

B {E: ALL | NONE

FailureMode

CO714=)RE, TYIVEBEORBLREEZY —EACERLEY,

¢« TE—RAICEREETENTVTFAIL, 7Y I RBLEBE. RBEEREEVY—A07OE
azZrdxELEL, AZyvoEO-INYOLET,
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« E—RAICEREWARNE h, 7Y INKRKL HEES. BEE
EXYVE—DTHIITTEET,

Bk 7OEDa_—_>I0%zg
A7 {E: FAIL | WARN

EncryptionConfiguration

7Y IERTFT—ROBESILREEZEELET,
KmsKeyId

ID, ¥7xIF AWS KMS F— ARN,

Hook ZFRF— X DESLICERAET A WHESKF—OI AV TA, T4 JFXARN,
F— 1D, =3 i [
DKeyldy 2ZRL T &L

2VWTIE, AWSKMS RFI X2k~
DAY —XZR—TJ RAWSKMS ¥F—ZFEALTT7 YV ZERTSEIC. 1—
H—FFEO—)LIC DescribeKeyB KT ADT VA AWS KMS FF A A U ET
JGenerateDataKey, FMlIC DWW Tk, TAWS KMS F—7R1) < —& CloudFormation
7Y ORRERERICESHLIZDLOOT IVLAFA Z28RBLTLKEEW
Properties

Hook 5> 24 L7 ONT 1 &}

LET. chslE, 7YIAF—NTHR—KRERTLS
JONTADERE—BITILENHVET,

7Y OREDH

NET7YDRBETHHICOVTIE AWS CLLL

LTOtooarssBLTLSEEL
« JOFIFATAVRA—NR—ADT Y IEFT I T 17T 3 (AWS CLI)

H—R7vO%&FTOT 171 F% (AWS CLI)
e Lambda 7Y V%7

957 1 71t$ 3 (AWS CLI)

CloudFormation AZXY JLXRXINDT7 1IN E2—=Z2T7YDIOLEXT

BEDARY JERA—=TYNITEXRT, chlF,. ALUY—RRATZEDBHROARY ONHB
SEICERNTITN, 79 TRRBENDAZY VEAFNRELTVET,
cOto>a>rTlk, C

CNESDT7 1) EZ—DitlEHE, 1

CloudFormation 7Y ZICAZXY JLRIOT 1) EZ—2EBMLT, AXYIREO—ILNICEITWVWT
iE

7Y IREDH

CENTERBICOVWTHALET,
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AZYILRILDTAINEI T 2FERLBEVTY VREOCERBEFIROLSICBYET,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

HookConfiguration X OFMICODVTE., "1 ZZRLTIKEEVW I Y IREAF—NEX
77 L2 2A,

ABZYILRILDTAIINEZ—%FERTBICIE., OTFICStackFilters¥—#BML &
J'HookConfiguration,

StackFilters F—IlF 1 DOBEBEXN—E2 DA T IVAIN—HFHIET,

e FilteringCriteria (#%8)
+ StackNames (A7 3Y)

« StackRoles (7> 3aY)

StackNames &7z(& StackRoles7ONT AR A 723> T, L, ChsSo7ONXT1DS
5, DBSEE 1 DZBEITIHBEN HYET,

Cloud Control APl AR L —2 3> &2 —7 Y RNETB TV IRERTHE., TRXTOARAEZYILAR
DT 1IN E—FERETIhET,
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FilteringCriteria

FilteringCriteria l&. 71 RV ITEBERIBETIHME/NTX—XTT, ALLELRG OVT
NAICERETE XTANY,

s ALLIXTO 7 MI)IE—NHNF—TDE, B7YvIOZ2FHVUVELET,

« ANY WFNADTAIE—HF—BTDE, B7YvIOEFHUHELET,

StackNames

TYVIRETT7ANER—ELTID2UEDAREY VBZEETSICIE., XD IJSONBEZFEALE
ER

"StackNames": {
"Include": [
"string"

1,
"Exclude": [
"string"
]
}

WIThHZEETIHRENHYET,
+ Include: BHBARY IVBDURA R, COURARTHRENERRY YDRH T Y U ERTHL
9,
o B: XFIOEF
- RAIEBH: 50
- &/NEAB:1

e Exclude: BATRDARYIEBEDIARN, CTICVARENTVRARAY VEBRSITRNTOARY
@7V O0RBUTHLET,

o B 5| OB
- RARIBBE: 50
- E/NIEHE:1
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Include & ExcludeBHDFEARY VBIEFE., RONZ—2ERESODEHICHSHLENHYE
9,

o NR—2:N~[a-zA-Z][-a-zA-Z0-9]*$
- RAEK: 128

StackNames &, EEHBARZY VBERTEB DA RA—RIVFOTR2YR—RNLET, T4
IRA—RZFERATZHICOVTE., T, #SRBRLTIKEETVTIVIEZ—TY RETOIAI RAH—
ROER,

StackRoles

Hook BRET7 AL RA—&ELT12BEDO IAMO—)LEIEETSICIE. XD JISON BiEZFERALE
9,

"StackRoles": {
"Include": [
"string"

1,
"Exclude": [
"string"
]
}

WIThH ZEETIHRENHYET,
* Include: ChSsOO—-JLICBEERITSNEZ—TY NARY 0O IAM O—JL ARNs ®J A K,
CNSOO-NICEK > THRBENIEAZRY JARL =23 20N 7Y VERVOPHLET,
o B XFIOET
- RAEBH: 50
- &/NEE:1

« Exclude: BATZAXRYIDIAMO—I)LARNs DUAK, 7Yk, EEEhiEO—-I)ICk?
THBENEARY VERBRSIRNTOARARY Y THRUFHEENET,

o B XFHOE S
- RRIBHH: 50
. B/DNIEH:1
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Include &Y ExcludeBHNDEZEAZY VO—-I)LIE, RONZ—2 EREDEHICHSKEN HY)
£9,

« NZ—>:arn:.+:iam::[0-9]{12}:r0le/.+
- RKXE: 256

StackRoles XM ARN X923 TIOAMIRDA—RXEFEZHFALET,

 partition
e account-id

* resource-id

ARN BXtEU>3a>TIAINRA—REEATZDHICOVTIEE. T, Z8BBLTLKEEVWTI YD
X—TYRNBTODAII RA—ROEA,

Include & & U Exclude

£7 1 )LRX— (StackNames & &K ¥ StackRoles) IClkInclude) AN EExclude ) AR H V) &
¥, & REStackNames, ZFEATHE. 7Y VEInclude ) ANTEEENLEAZY ITOH
FOHEENET, AZY IBNExclude V ARNTORIBEENTWVWBEHE, 7Y JIlEExcludeJ A
MIEFNATVEVARY ITOAREPEHENET, Include &€ DEFHABEE NExcludeTL
2%BE. 7Y 7R Include JARNCHBDENDZXR—TY ML, Exclude UARNICHDEDZER—
TFYRNILEEAS

FEAE. AB.C.DD4DOARRY INHBELET,

e "Include": ["A","B"] 7Y Uk A& B THUVEENET,

« "Exclude": ["B"] 7Y JE A, C. D THUHENET,

+ "Include": ["A","B","C"], "Exclude": ["A","D"] 7Y B & C THUHEhE
EE

. "InClUde": ["A","B","C"], "EXClUde": ["A”,"B","C"] 7“/ 7‘;&‘@19 W 7-@%”%2
OCHEhEtA
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ABZYOLRLTANE—DH

Dt 3Tk, CloudFormation 7Y 9 DAZY ILARILNTAIINEZ—%ERTD-HDOHZTR
LE9,

Pl BEDARY VZEDHS

RXDBITIE, Include ANERELET, 7Y Uk, stack-test-1, . stack-test-28 KT
EVWSBHDARY VTOHAIUPHENE I stack-test-3,

{
"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",

"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {7},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

Bl 2: REDARY VZERATD

KDHOYICAZY VBN Exclude ) ANICEBMENDE, 7Y UIF stack-test-1, . stack-
test-2FEIF EVSBFNDARAZRY VTHUPHENhETstack-test-3,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
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"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

5l 3: include & exclude M KAEDLE

Include &K Exclude ) ARNEBEE N TVWEWVWEE, 7Y YFExclude ) ANIZEE
NIncludeTWVWEVW DARY IV TOXRMOEENET, XOHBITEE., 7Y Il TOAFUOPEHENE

Jstack-test-3.

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Include": [
"stack-test-1",
"stack-test-2",

ABYTLRILT 1 IILE—DH
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"stack-test-3"
1,
"Exclude": [
"stack-test-1",
"stack-test-2"

Bl a: ARV OFEO—IIEALLZHFEEAEDESD

RODTYIICE, 3SD2DARYIEZBE1DOAREZY VO-IIHIEENTVE

¥, FilteringCriteria lF ELTEEENTWVWALHALL, 7Y IR, —HTBARXYIBE—

HI2AZYIO0-IIOEAZHEIARY VICHLTOHAFUHENET,

"CloudFormationConfiguration": {

"HookConfiguration": {

"HookInvocationStatus":
"TargetOperations": [

"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {},
"StackFilters": {

"FilteringCriteria":

"StackNames": {
"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"
]
},
"StackRoles": {

"Include": ["arn:aws:iam::123456789012

"ENABLED",

”ALL”,

:role/hook-role"]

ABYTLRILT 1 IILE—DH
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}

Bl 5: AZY VR EO—I)LZANYRGEEHAEDED

RDTY I, 3D2DARYIBE1DNDARY JO—IHFEENRATVE
¥, FilteringCriteria lk ELTEEENTVALHANY, 7V IRk, —RITBARXYIVBREL
F—HIT2ARYIVO0-LEFE ODAZY VICH L THRUTHEENET,

{
"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",

"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {7},

"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

]

},
"StackRoles": {
"Include": ["arn:aws:iam::123456789012:role/hook-role']

CloudFormation 7Y 93X —J'Y N7 14 )L X —

cOREY U T, CloudFormation 7Y VDR —5Y N7 1) EZ—DOFBREICBITDHAI > AziR
MLET, R—TYRNT7 1IN E—2FALT, 7V IFRTEEND (I TEVY—RERY)
HMICHETEERS, DUOTNBVY—ABRATOR=TFT1420Ths, VDI—ARRAT, 7o 3
V., BFOHELULRSA D MORY) BHEBHEAEDEET, 71ILX—EZBRETEET,
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TYIRETI12UEDARRZY VFZT 1IN RX—ELTEETDICE. OT
[CTargetFilters¥—%&ENMUL £ FHookConfiguration,

TargetFilters Tk, XOZ7AONT A AP R—KRENRTVET,

Actions

2—4y NCETBT IS 3V EEETBXFIEMF. HICOVWTE, fl 1 BERWEZ—4Y K
7ALZ—EBRLTLIEEL,

B %h7x{8: CREATE | UPDATE | DELETE

@ Note
RESOURCE, STACK., & &0 CLOUD_CONTROLZ—4'Y NDIJ/ZE., INTOR—TYRNT
22aVNBRENET, CHANGE_SET 2—4'Y RMIBE. CREATEFZ 7232 D&
BRAEShET, HFMHICOVTE, "T7Yv 03—V~ Z8BLTLSEEL,

InvocationPoints
R—=TY NETBIHRPHULRA Y NEIEET D XEHIES,

E 75 {E: PRE_PROVISION

TargetNames
B—TYRNETRIVIV—ARATEZIEETDXF5ES, HI: AWS: :53: :Bucket,

Z2—7YvRhER. BEHNBER—TY NBEREBITAIRA—RIVFUIZYR-—NLET,
A OVWTR, "T7Y 92T Y RETOIAILRA—ROER, Z2ZRLTSEZWL,

INR—2:"[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}::[a-zA-20-9]{2,64}$
B&AK: 50

Targets
R=TYRNTANRIVIIFERTZE—TYNOUARNERETZDAT TV MBS,
=Ty NBIOZEZ—5Y NI, XROoZ7ONTAFHYYET,
Actions

EEEhi2—TybNOTo>32,

=TV RNTAIINE—
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B %h7%{8: CREATE | UPDATE | DELETE

InvocationPoints
BESHNEZ—TY NOFBUHELRSA K,
E 75 {E: PRE_PROVISION

TargetNames

2—TYRNITBRIVIY—AREAT &,

@ Note

Targets #7< T 9 NELBI&E TargetNames, . ActionsE & I& InvocationPointsHt
HOMAEZRRKICEDDERFETEERA, chSND3IDNEBE Z2HATHEE
lFTargets, TS %ZTargetsA 72TV NBIICEDBDHBENHYET, HlIICOVT
&, Bl 2: Targets A7 T O NEHIDERAESRBL T EE L,

R—4Y KT 1) RZ—DH

cNDtU2 3Tk, CloudFormation 7Y O DX —5Y N7 4N Z—%RERTDLEHDOHERLE
9,

Pl 1 BEEANBER—=TYRT 1IN Z—

BEOVY—RAZATILERZETLERNBR—TY N T 1)L 2—Z2EHTBICE. ActionsE
H|T TargetFilters A7 IV NEFERALET. XAOZ—5Y N7 1)L Z—EEFCreate, I8
EBENERXR—TYRARL—23 2 (ZOHEE BRT STAKKARL =23 0OW|E) DINTO
Update, . RESOURCEB KT Delete7 0> 3a>T7 Vv IV RFUOHLET,

{

"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",
"TargetOperations": [

"STACK",

"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
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"TargetFilters": {
"Actions": [
"Create",
"Update",
"Delete"

| 2: Taxgets A7 T U MEHIDEA

KVBEBT7AIILEZ—ICDOVTI., Targets A7 TV MNEIEFERAL T, FEOZ—TY N,
ToYay, BOHLRA Y NOBKIADEE—BRRTEET, ROFZ—TY N7 1 )LE—RE
l&. S3 /Y ¥ NCREATEEL DynamoDB F—7 LM & &KV UPDATEFZ V<3 DRIICT Y U 2R H
LET, Chik, ARL—>32STACKE RESOURCEARL —>a > omAICBRAENET,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {},
"TargetFilters": {
"Targets": [
{
"TargetName": "AWS::S3::Bucket",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

},

{
"TargetName": "AWS::S3::Bucket",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

I

{

"TargetName": "AWS::DynamoDB::Table",
"Action": "CREATE",
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"InvocationPoint": "PRE_PROVISION"

1,

{
"TargetName": "AWS::DynamoDB::Table",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

}

]
}
}
}
}

TJVIOR—=TYREBTOIAINRA—ROEH

2=V REBO—BELTIAINRA—REZFEATELT, Hook Z—T7 Y hBICREDAILRA—R
NF(*E?NZERATERT, TAZUAY (*) F. FEOXFOBRAEDEZRLE T, HEAF
?) FEBED I XFERLET, Z—T Y MNBICREHRD *BRO ?NFEHEATEXRT,

Example: 7Y JAF—XDEZ—7Y REDOIDAIL RA—RDHI
RDOBIE, Amazon S3 THR—KRENATWVWBRIXNTONY —ARATZEZRRELTVWET,

{
"handlers": {
"preCreate": {
"targetNames": [
"AWS::S3: . *"
1,
"permissions": []
}
}
}

ROBIE, BETICBucket ") AHD2IXNTOVY—REZALTIZ—HLET,

"handlers": {
"preCreate": {
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"targetNames": [
"AWS: :*::Bucket*"
iF

"permissions": []

AWS: :*::Bucket* [, XOWTNADEMEWE )Y —ARATICHBRENDBENHYVET,

« AWS::Lightsail: :Bucket

* AWS::S3::Bucket
 AWS::S3::BucketPolicy

* AWS::S30utpost: :Bucket

* AWS::S30utpost: :BucketPolicy

Example: 7Y JBREAF—XDEX—TY NEBDOIDAIL RA—RDOHI

ROEREBTIE, §XTH Amazon S3 VY —AR A T OCREATEARL —> 3> &,
AWS: :DynamobDB: :Table X ZE DTN TORZRFET—T I I Y —AZ A T OUPDATEARL —
2IAVICHLTT7Y IV Z2FOPEBELUERTAWS: :Glue: :Table,

"CloudFormationConfiguration": {
"HookConfiguration": {
"TargetStacks": "ALL",
"FailureMode": "FAIL",
"Properties": {3},
"TargetFilters":{
"Targets": [
{
"TargetName": "AWS::S3::*",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

"TargetName": "AWS::*::Table",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"
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IRDFEEHITE, §XTH Amazon S3 )Y —AR A 7T CREATES KT UPDATEARL —
23aA>OT7VORBUTHLET, £/, AWS::DynamobDB::Table X &, INXNTOHEH
NFEF—TIIY—AZA T T CREATES KV UPDATEARL —>3 > 07V U 2BUTHLE
FAWS: :Glue: :Tableso

"CloudFormationConfiguration": {
"HookConfiguration": {
"TargetStacks": "ALL",
"FailureMode": "FAIL",
"Properties": {3},
"TargetFilters":{
"TargetNames": [
"AWS: :S3: %",
"AWS::*::Table"
1,
"Actions": [
"CREATE",
"UPDATE"
1,
"InvocationPoints": [
"PRE_PROVISION"

Example: Include FEND AR Y U

ROBITE, Include D ARZEELET., 7Y 0. ARV IOEDN THEDIHBEICOXAFBUOHESE
NhFE¥Istack-test-,

{

"CloudFormationConfiguration": {

T4 RA—ROEHA 201



CloudFormation Hooks 1—H—H4A K

"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [

"STACK",
"RESOURCE™"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Include": [
"stack-test-*"

Example: ExcludeFEND AZ Y &

RXOBITEE, ExcludeDAREZERELET, 7Y 0. THESBVAZRY ITHUTHEAE
Fstack-test-,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Exclude": [
"stack-test-*"
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}
}
}

Example: 4 E®D AX Y YExclude® Includet DiE&ZEHE

Include 8LV Exclude D ARAEBEENTWVWSRHE, 7Y YkExclude ) ANKATInclude—
BLABEWT—HBIRIARYITOAFVEHENET, XOFITE. . . BRT EVSFFNOARY
Y stack-test-ZBRE stack-test-1stack-test-2, THED ITXNTOARYITTIY IHNHE
CHEnFETstack-test-3,

{
"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",

"TargetOperations": [
"STACK",
"RESOURCE™"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-*"

1,

"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

Example: Includet¥EN O—)L

ROBITE, 220V AMILRA—RNEZ—2%%FD Include VAN ZEELET, HRIOILY
N, partition8 &V T THED TN TOO—)Lhook-rolell WL TT7 YU ZERXRITLE
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Jaccount-id, 2FEHODI >V NUIE, partitionilE9% OFEEMNO—/LICHL T account-
id Z21TL ¥ 9123456789012,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE™"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Include": [
"arn:*:iam::*:role/hook-role*",
"arn:*:iam::123456789012:role/*

Example: Exclude$&E N O—)L

ROBITE, 22D2ODVAILRA—RNEZ—2%%D Exclude JARNZEELEYT. O—ILDOHA
Hlexemptll & FHBHFE. RMWOI NIRRT Y IVRTEZAFY T UEIpartitionaccount-
ide 2EFEBOI> RNV, ICEITS0O—)laccount-id123456789012H AR Y U ARL —2 3>
THEHAESNDHEE., 7VI9ETZ2AFYITLET,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE™"

15
"FailureMode": "WARN",
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"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Exclude": [
"arn:*:iam::*:role/*exempt*",
"arn:*:iam::123456789012:role/*

Example: 4 E®O—)L ARN /NZ—2ExcludelCX LU T Include& Z#&AEDLE S

Include 8 &V Exclude ) ARAEBEENTVREHEE, 7Y Uk, Exclude JANAT—HL %A
W Include®O—J)ILE—HITHIO0-IITHERAETNDIAZY ITOLAFVHENET, XROBITIE.
7y Ol O—-LF ICBLTWRBEZRE, | partition, account-id, $&L Y roleDEHI
BEDARY IARL =23 TCHRUTHENFT FTaccount-1d123456789012,

{
"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",

"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Include": [
"arn:*:iam::*:role/*"
1,
"Exclude": [
"arn:*:iam::123456789012:role/*"
]
}

}
}
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}

}

Example: AZY VBEO—IEZITXNTOEHLELEDES

RDTYIICE. 1 DODARYIBIDAILRA—RE1TDOARRY 2O0-ILDA4I RA—RHIFE
FhTVET, FilteringCriteriald EULTEEENTVWBLEHALL, 7Y IR, — BT
StackName& —¥92 OMAZRFODAZY VICH L TOXAHETHE nFETIStackRoles,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Include": [
"stack-test-*"
]

iy
"StackRoles": {

"Include": ["arn:*:iam::*:role/hook-role*"]

Example: StackNames& ZEZE D & StackRoles& A EHE S

RDTY I, 1 DODARARYIVBIAILRA—RE1DODAZY VO—-ILDAIL RA—RNFE
FNTVWET, FilteringCriteria & ELTHEEENTVWRLZHANY, 7Y Ik, —HT>
StackNames £iz@F—HT3 Z2HF2AZY JICXR L THUHE & FStackRoles,

{

"CloudFormationConfiguration": {
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"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [

"STACK",
"RESOURCE™"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {
"Include": [
"stack-test-*"
]

iy
"StackRoles": {
"Include": ["arn:*:iam::*:role/hook-role*"]
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CloudFormation 77 L—NZ2ERALT7 Y UV ZER TS

CDR—TTIE, Hooks MY > 7° )L CloudFormation 7 7L —KRERKMIUTZPLARNEY 2AD
D> 0BHLET,

CloudFormation 7> 7L —hZ2@ERALTT7 Y OV ZERT BT, T7L—hE2BRALTT Y
% —BLTEYERLEYRNTPYSTEET, COF7O0—FIC&Y)., 7v o= 1E0E&L., EU
TV0EBOAWS THION BRT) =23 T@EE7OEDa _VJTEET,

CloudFormation (Zl&, Guard & Lambda 7Y VDERBICATORKE)Y —ARXRAT7HFAE
chTWVWET,

RAYD Jyii—3ar Links

H—R7vO% AWS: :CloudFormatio YO T7INTTL—b

ERTS n::GuardHook WUY—RA&A47% | R
BALT, A—k7vosmlLt ZZ=ANIITLoA
TOT47T{LET,

Lambda 7 v & AWS: :CloudFormatio YoO7IWNT T L—k

ZERT D n::LambdaHook YY—R&%A47 | R
ZMEAL T, Lambda 7 VY U Z4ER TININITTLZA
LTTF7o95F147{LET,

CloudFormation (Zl&, AARAZLT7 Y VERBADAZRY OF 7L —NTERATEDLUTOUY—AR
BRATEBHY)ET,

RAD Jyiyi—3ar Links
TV O REET AWS: : CloudFormatio YN TTL—b
% n::HookVersion UY—A&XA

TEEALT, ARELTYon  LZ=ANIITLA
FLWN—23 2 FEERADO/N—

2 3> % CloudFormation LA K1

ICRITLET,
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RARY

7Y IDERE

I7YODTT#
IANAESED
ERETS

FhorhzEN
Ty v—¢&
LTERTD

7V 0 EREY
%

INT Uy HH—
K/IN—F 4 —
IV D%TD
T1479T3

y)i—>3>

AWS: :CloudFormatio
n::HookTypeConfig WUY—RAZX
A7Z2FERALT, DARLTYOD
REZEELERT,

AWS: :CloudFormatio

n: :HookDefaultVersion 1)
V—ARATZFERALT, hAZLAL
7YO00F7F7 AN NN—232 &
ELET,

AWS: :CloudFormatio
n::Publisher WY—RXAT%
AL T, 7HAY> k% CloudForm
aton LARNVDINT )Y LR
gE(7vo, 1), VY—AAX
A7YONT VY v—ELTEEL
x79,

AWS: :CloudFormatio
n::PublicTypeVersion 1)
V—ABAT7TZERAL T, BFEh
FEAARRLTYOB=NT VY OH—
RN—F 14—V OELTTARL
TRREALET,

AWS: :CloudFormatio
n::TypeActivation UY—RAZXR
47’1k, AWS::CloudFormatio
n::HookTypeConfig JY—RAZXR
ATEEELT, THIRNONT
DYy OB —RN—F 1 —DHAZ A
7Y90%TFIOT14THLET,

Links

Y7LV TTL—h

TI7_ANDV77LUA

YT7ATTL—h

TOZ_ANDT77LUA

TOZANDT77LUA

TOZANIV77LUA

TI2_ANVT77LUA
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CloudFormation 7Y 20 IAM 7 VA Z# {593

T7AILRTR, OFHLLVWI—H—ICIE, . AWS Command Line Interface (AWS CLI) AWS Y %
DXRAVYV=I, ELEEAWSAPI ZFRALT7 YV ZEBIDT IO RAFATAWS THI2 N
FHVECA, IV —IZ T IOEAFAZRETRILEHIC, IAMEERERF IAM RS —ZERTE
9, TOE, EEEFO-INICIAMARUS—ZEML, 1—H—RGO—LE|EMENTESE
Jo

COREYIDORID—PlZEALT, 7V IV EREIZITI/LAFTZ2I—HY-ICNEIZ2HED
AAZLIAM RS —ZEBLET,

CNhSDHTIISONRI S —RFIAIXNEZFEALTIAMTZATFUTATAR—ADR) > —
BERTIHEZECOVTE., IAWMA—HY—HA RO "HAZY—EBR)—%FHALTHAZLA
IAMT7 Ot AFAZ2EETS,) 2SRBLTLSEETL,

COREYITR., UTZRTIRLEOICHBEBRT IV EAFAICODVWTHBALET,

c JYVYIMNEB-_THIOURNTT7YvO%RER, BFE, EMZLET,
s TV —HDARLT Y V&RBZER, TAM, 2B L T, CloudFormation L AN TLRMAT
EDELDICLET,

c FOUHLULBERORR-TAIVNAOT7Y VTROCHULOBRICTIVEALTIIVZRITLE
EE

s FOHLULBEROFHERTID-TAINAOBED 7 Y VRO HUBEROFMBREASES
AEACTIEALET,

IAM RS —%4EKT DB, cloudformationh—ERAZ7L 74 YV AICEEMRITESNETNTD
F7oay, J)Y—RA, BLRUOFRHFF—ORFIXNE, TH—EARAUTFZPLAL O "D
>ar, JY—A, B&U%EMHEF— CloudFormationy £2>3aicHv) £7,

NEY D

«c JVVNEBEI—Y—IIHTTD

s A—Y—ICHARAZLT7Y VDLRHZEFITTD

s 7V VHUOHLERORRZI—Y—ICFHATS

s B 7Y IOVRUCHLERORRZI—Y—ICHTTS

« AWS KMS F—7R!)> —& CloudFormation 7 ¥ V&R A2 REFICESILIDEODT I AHT
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CloudFormation L ARV TLRHATR B, 7V 0280 RM N ERBZ 11— —ICFT T
BDURENHDBEEE. KOIAM RS —0flEFERATEET,

/A Important

ActivateType & SetTypeConfiguration APl J—J)LIEE#HEL T, FHIURKNIZT YD
ZERLET, SetTypeConfiguration APl ZRHIT 7O/ EAF T2 1I—H—ICNHET
2L, BBIFO7 YV ZEESLTEDLIIHEN BBNICNEENET, VY—-ALARI
DTV LAHFATZEAL T, COAPIO-IANDOTIAZHRIZDEBFTEREA,
LENF2T, COTIVEARFAR., PTHIVMOEARENEI—H—0OHICHFELTLSEE
(A

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:ActivateType",
"cloudformation:DescribeType",
"cloudformation:ListTypes"”,
"cloudformation:SetTypeConfiguration"

1,

"Resource": "*"

Hooks ZEE T2 I1—H—ICk. ADLSBEETRIT IV LAFANVELCEZIZEENHBYUET,

« CloudFormation 1>V —JL T Control Catalog 5 7’O7 9747 A hO—IZXRRTDICIEF.
I—H—IZIAMRD S —0 7Yt Acontrolcatalog:ListControlsFHFAANBETT,
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 CloudFormation LZARNUVIZHARLT Y VBT TANR—NLRBEE L TERTSICE, 1—
HF—IZ IAM RS —0 7Yt Acloudformation:RegisterTypefFAINHETT,

A—Y—CHAZLT7Y VDREFEZFATS

RO IAM AR —FITIE, BICNTVY D IMEICERZHTTWVWET, CloudFormation L &
NRUTT7YOREDIREHEEEZ ARIZDCEEI—HY—ICHAITIXREN HDEEEFK. CORD—
EEALEY,

/A Important

7V 0%RNRAIDE, D A REATEDRSICBYETAWS TAHI Y b, BAFEEShI—
H—DHHFCNSOT IV EAFA2HES, MREE W EIREESrEBORES LT EFIY
TAREZREILTVR L ZH#FELET,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:DescribePublisher",
"cloudformation:DescribeTypeRegistration”,
"cloudformation:ListTypes",
"cloudformation:ListTypeVersions",
"cloudformation:PublishType",
"cloudformation:RegistexPublishex",
"cloudformation:RegistexType",
"cloudformation:TestType"

1,

"Resource": "*"
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7Y IVROCHULBERORRICXEZIAMT 7 EAHFARE, VITAREABBEBRORATICK2T
RBYET,

J7YOHOCHELERZ—ERTTS

7Y ORTHURRE-BERTBHICE. I—Y—C}. BFEND APIUIIARISUTRS
BTV LAHANLETT,

s INTODI7VYIER. BEDT7YIDOER, FEEBEEDT7TYIERVHEHULAT—RXRANER%
DOTARNTBDT7 O EAHFAZFETSICE. cloudformation:ListAllHookResults7 &
AUANDT IO EAZHFTITILENHYET,

e Hook 2—%'Y RERBELTHERZVIIANTBD T IV EAFTENAETBICE,
cloudformation:ListHookResults7 V> aADT VA EEZNETIHEN HVVET, <
DT VEAFAICKY), APIFTHEL TtE ZHOHT EEIC TargetTypeB KU TargetId/NZ
X—REZEETE EFIListHookResults,

LT, 79 VROCHLERZE—EBERTIDEOOERNET IV EAFARIS—0FITT, ZOR
)2 —ZHFHD2IAMID (A—H¥—FRO—L) L&, EATREINTONTX—20EL:EDEZE
ERALTINTORVELERZVIVIANIBZDTIOEAFANHIET,

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:ListAllHookResults",
"cloudformation:ListHookResults"

]I

"Resource": "*"

}
]
}
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EETERZELY hZ2HBETS

ROIAM RS —0FITIEE, 7Y0D08—5Y NZEELTHRRZVIVIANTRZ TV AFATZ
cloudformation:ListHookResults 7923V ICRHELET, LEEL. X—T YR EVSH
HNEELY NTHDHE., TU2aVEEREhFETexample-changeset,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"cloudformation:ListHookResults"

1,

"Resource":

g

"Effect": "Deny",

"Action": [
"cloudformation:ListHookResults"

1,

"Resource":

"Condition": {
"StringEquals": {

Mg

"cloudformation:ChangeSetName":

}

EETED 7V VZHETS

"example-changeset"

XD IAM RS —OFITE, 7Y TDARNAVITARNTEEENATVRIHEICOK, HROHLE

R2VIVIARNTBZITIEA

LET, BEESNLETYIARND 70232 ERLET,

Al % cloudformation:ListAllHookResults7 o< a it

7Y IOHUOHULERZ-BERTRTS

214



CloudFormation

Hooks 1—H—74 R

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"cloudformation:ListAllHookResults"

1,

"Resource": "*"

"Effect": "Deny",
"Action": [
"cloudformation:ListAllHookResults"

]I
"Resource": "*",
"Condition": {
"Null": {
"cloudformation:TypeArn": "true"
}
}

"Effect": "Deny",
"Action": [
"cloudformation:ListAllHookResults"
]I
"Resource": "*",
"Condition": {
"ArnEquals": {

"cloudformation:TypeArn": "arn:aws:cloudformation:us-
east-1:123456789012:type/hook/MyCompany-MyHook"
}
}
}
]
}
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AT Y OROCEURRORTEI— Y —CHTTS

BED7Y VRVHEUOFHBERERTIBD T IV EAFAZRETHICE.
cloudformation:GetHookResult7 V< 3 ADT IV AEERTETIHENHYET, COT
DEAFAICKY, I—F—RBHBEO 7Y VRV EHULEROHEEREBEHAA O AZEIBTESR
T, FHMIC DOV TIE, AWS CloudFormation API 1) 7 7 L > AMGetHookResulty 2B L T &
(A

RO IAM RS —OHITlE,. cloudformation:GetHookResult7Z o> a7 oA Ad %N
ELxT,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudformation:GetHookResult"
]I
"Resource": "*"
}
]
}
(® Note

TYVOBELT, 97TV RICEFEENTVIFMBEFCHLERZIMB O AWS KMS F£—
THES{LTEEXRT, BELICHAZRN—NF— RF—ZFEATDIEEICHELRF—KR
=L IAMMTOEAHFAERETDHEICOVTRE, T 283BL T EEWAWS KMS
F—7R1)< —& CloudFormation 7 Y VR EZRERICESILID OO T VA,
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AWS KMS F¥—7R1) < — & CloudFormation 7Y V&R Z#REH(C
et TREODOT7 O AFHH

O REY U Tk, GetHookResult API ' 5 RIAAIBE’: Hooks FRTF— X ZRES{LT R LHODHA
BAI—NXZ—RF—HREETDEEIIHEBZANSKMS F—RIS—ET IO EAHFAERETS
FECODVWTEHBELET,

® Note

CloudFormation 7Y J&, FHOVKDFRTF—Z2ZBESILTHDEHICTT7 AL N AWS P
ENFXF— ZFERAITH2EMORAEZMBEELETEA,

NeEY

- B

« BSAVTFARNZFEALTHARI—NZR—IJRF—ADT I RZHHTS
« NAZX—XZF—I RBKMS F—NRU>—

« SetTypeConfiguration APl ® KMS 7 ¥+ A&7
« GetHookResult APl ® KMS 7 27 & A H

B

7Y UERT—ROBESKICIE AWSKMS keys . AT ZFERATEERT,

« AWSFREDF— - F7 #JLNTIE, CloudFormation & AWS FFED*¥— ZFEAL TTF—X %/
SILET, T, BB, FAAWSFIENDF—, EFLEZThSOFEAZEETD R TERE
ho IEIEEL, F—ROBESILICFEAEThD T —ZREIDLHICHTHLEREZRITIDHLERFD
WEBA, AWSFIEDF— FERTEATAET (AEHEPEABSEMNYELEA ). ER
TF—RERBETIBESHF—Z2EEFTCEFHHITDILENZVERY., AWSFEOF— AFEL T
WET,

« DARN—NFZ— RF¥— - CloudFormation &, K. FiE. EBITAIRHBHDARXI—IXR—
DR¥F—ZFEALT, BFEO IC2FHOBSILLAVY—ZEMLET AWS FIEOF—, AWS
KMS Rl&NBREhET, FHMICOWTIEE., TAWS Key Management Service RO Y /N\—FH A
Ry D TF—0OER) ZZRLTLKEETVY, F—ZEBITSHICEFE. AWSKMS OV =)L, AWS
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Key Management Service , AWS CLIFE 7=l AWS KMS APl T (AWS KMS) ZERL £9, il
IZ2W T, AWS Key Management Service 7RO Y N—H4 RZSBL T EE LV,

TV ORERBLVOEHIDEEIL, DAZRN—NZ—DRF—ZRETEETT, DAXI—
NEZ—Y RE¥F—ZEETDE, CloudFormation D F—2FEAL TERTFT—RER/BLLL T
NS5RELET, GetHookResult API ARL —2 a3V HISEFRTF—INETTIOERAE NS

&, CloudFormation EBEBMICT—XE2EBBLET, 7Y VOBSLF—OREICOVTRE. M,
ZZRUTKEEVWI YV IREAF—NEXVTI 7L A,

/A Important

NDARI—IZ—T R¥F—ZBET BKmsKeyIdA 7> a v dBE, Z2FEHALTTIVY
AWS CLI ZERETRBRICOKEATEET,

B TFARNZFERALTHAZIN—NZR—I REF-ANDT I A%
HHT S

CloudFormation 7Y ZIZl&, IXTOERANL =B LB ARL —> 3>RS TF
ARNNFBEENICEENRET, ChickY, F—RVI—THESNKIVTFANZKHEREL T, £—
NPEEDTYIICOXMEATED L ZERTEET,

« kms:EncryptionContext:aws:cloudformation:hooks:service — F—74" CloudFormation
Hooks Y —EATOAERAENBDLSICLET,

« kms:EncryptionContext:aws:cloudformation:account-id-AWS 7HJ2 ~NID Z—¥
ERBCET, VJARTAHIVD U NF—OERZBIELET,

« kms:EncryptionContext:aws:cloudformation:arn-ARN /\NZ—2ZFERAL T, BHED
7Y OOFERZFRLET,

CNSOFBGE, BESLEnETF—2Z2RBEQOT7YIVAVTFANIBSHNIINA 2 RTBIET,
BEALULERERBICNYIZREZBILLET.

NAZRI—IZ—J REKMS F—0DRUZ —

HARI—IZ—2 R¥F—HERT S EEE. CloudFormation Hooks H—E AH AWS KMS AR
L—>3> a8RTTERLDC, TOF—RIU—ZERTIDHVENHYET, XOF—KRI>—%
FRTDICE, #rannrsttBBOBRICEERIET,

BEd>7TF AN 218


https://docs.aws.amazon.com/kms/latest/developerguide/

CloudFormation Hooks 1—H—H4A K

JSON

"Version'":"2012-10-17",
"Statement": [

{
"Sid": "EnableIAMUserDescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/ExampleRole"
}I
"Action": "kms:DescribeKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "cloudformation.us-east-1.amazonaws.com"
}
}
}I
{

"Sid": "EnableIAMUserGenerateDataKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/ExampleRole"

},
"Action": "kms:GenerateDataKey",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:ViaService": "cloudformation.us-east-1.amazonaws.com",
"kms :EncryptionContext:aws:cloudformation:hooks:service":
"hooks.cloudformation.amazonaws.com",
"kms :EncryptionContext:aws:cloudformation:123456789012": "123456789012"
},
"ArnLike": {
"kms :EncryptionContext:aws:cloudformation:arn":
"arn:aws:cloudformation:*:123456789012:hook/*"
}
}
},
{
"Sid": "EnableIAMUserDecrypt",
"Effect": "Allow",

NAZI—IZFR—T REKMS F—0ORUZ— 219



CloudFormation

Hooks 1—H—74 R

"Principal": {

"AWS": "arn:aws:iam::123456789012:role/ExampleRole"
},
"Action": "kms:Decrypt",
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": "cloudformation.us-east-1.amazonaws.com"

"Sid": "AllowHooksServiceDescribeKey",
"Effect": "Allow",
"Principal": {

"Service": "hooks.cloudformation.amazonaws.com"
3},
"Action": "kms:DescribeKey",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"

},
"ArnLike": {
"aws:SourceArn": "arn:aws:cloudformation:*:123456789012:hook/*"
}
}
"Sid": "AllowHooksService",

"Effect": "Allow",
"Principal": {
"Sexrvice": "hooks.cloudformation.amazonaws.com"
}I
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012",
"kms :EncryptionContext:aws:cloudformation:hooks:service":

"hooks.cloudformation.amazonaws.com",

NAZI—IZFR—T REKMS F—0ORUZ—
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"kms :EncryptionContext:aws:cloudformation:123456789012": "123456789012"

}I
"ArnLike": {
"aws:SourceArn": "arn:aws:cloudformation:*:123456789012:hook/*",
"kms :EncryptionContext:aws:cloudformation:arn":
"arn:aws:cloudformation:*:123456789012:hook/*"

}
}
}
1
}

CORVZ—E, IAMO—)L (B¥D 3 DOAT— KX N) & CloudFormation Hooks #—E'A (&
BOD2DOODAT—KRAVN OBAICTIVEAFTZFELE T, kms:ViaService &HF—IC &
1. KMS *—I& CloudFormation Z/+L TO&ERATE ., B KMS API —LEB < EFTEE
T, F—ARL—232VRBROEHBY T,

« kms:DescribeKey - F—7ONT 1 EXRTF—REHRIALET, COFRL—>3 R, B
A TFARFKHETREEATELBRVEYD, BIOAT—MXNIHYET,

« kms:GenerateDataKey - ANL—JHIICEFRZEESILITDLOOT— B SLF—ZEHLF
T cOARL—232ICR, AOA—THET IV LAOY MO—-LOBSLIY TFANEZREN S
FhET,

« kms:Decrypt - RAIICES{LENEZRF—XZ2ESLET, IAMO—LOBFE. ChillF
kms:ViaServiceRHUNEENET, T—ERATVINILOBE., ChICEBSIATEA
NERHEFEENET,

aws:SourceAccount 8 KT aws:SourceArnFHF—l&, BELULEREBREBEICHTIEEL
REZRHELET, B TFANEKHR. EBMOKIAL A V—Z2RELET, FMIED
WTIk. T AWS Key Management Service RO Y /N\—7H 4 Ky ® " aws:SourceArn e 7= 1
aws:SourceAccountZEF—NERAL Z2SRBL TS EE L,

/A Important

7Y ORITO=IICIE AWSKMS 7O AFTIEHBHEH V) FHB A, CloudFormation Hooks
H—EATUI NI, $XTHO AWSKMS ARL—>3>&#EZTLF7,
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SetTypeConfiguration APl ® KMS 7 2t AT

SetTypeConfiguration APl 1— )L, CloudFormation ¥ §E& iz AWS KMS ¥—TERTF—2 %
EE TR EONI—HF—T IO EAHFUZRIEL £, SetTypeConfiguration APl ZfHAL T
BE{LZRETHI—H—FKLEO-ILIC, RO IAM RV —ZEBMU XS, #rantntis®, 1—
H—BEBOBRICEEBRAET,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "cloudformation:SetTypeConfiguration",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "kms:DescribeKey",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/abc-123"
}I
{
"Effect": "Allow",
"Action": "kms:GenerateDataKey",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/abc-123",
"Condition": {
"StringEquals": {
"kms :EncryptionContext:aws:cloudformation:hooks:service":
"hooks.cloudformation.amazonaws.com",
"kms :EncryptionContext:aws:cloudformation:123456789012": "123456789012"
}I
"ArnLike": {
"kms :EncryptionContext:aws:cloudformation:arn":
"arn:aws:cloudformation:*:123456789012:hook/*"
}
}
}
]
}
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GetHookResult APl ® KMS 72t A&7

NARN—RZF—I RF—ZFEMAID 7Y TN GetHookResult ZHFHFICE, I—H—EFEZTD
F—IZX T Bkms:Decrypt 7V EAFAZE > TVBIMBEN HYET, ZHCHITI—H—F1
FO—=JLICR®D IAM R > —&EIML £ 9 GetHookResult, ZHARZN—YZR—2 RF—0 ARN
arn:aws:kms:us-east-1:123456789012:key/abc-123\CEEHAE T,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "cloudformation:GetHookResult",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/abc-123"
}

1
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