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FEHTEDELDICLET,

« KMS AWS (CRetireGrant U JTARNEZREEL T, BEE7O7F7AIINRAAVIZERE 3 HA%
EBLELET,

e H—N—EIOES{tEFEAL TAMazon S IC7 74N 2 RET S,

FANOT IV EAZEVY)ETHL, H—EAODF—AOTIEAZVOTEHIRTEET,
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., TOF—RIKEFETBRIINTOARL—>3AVICEFEL, AE—H—RKRERD—I 70—
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Z=RF—ILEF, F—E2FATER LI Y- TOFEAFTEZERETDIRIZ—AT—RXAU N
22U, BBELC12OF—RUI—HNYBETT, F—&2ERTREEIL, F—RUI—ZEETE
£, FHMICOVTIE, AWS Key Management Service FROY /N—HA R® TF+—KR)—nfE
B 5BBELTIEE W,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow key access to Chime SDK voice analytics.",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:usexr/UserNameWithPath"
},
"Action": [
"kms :CreateGrant",
"kms :Decrypt",
"kms :DescribeKey"

1,

"Resource": "*",
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"Condition": {
"StringEquals": {
"kms:ViaService": [
"chime.us-east-1.amazonaws.com"

1

RV—TTFIOEAFAZEETDHZEICODVTE, " Key Management Service XA Y /N\—H A
RO TIAMAR) S —AFT—KR X RTOKMS F—0E, 25RBL TS, AWS

F—TIORAORNZ TN 1—FT 1T OFMICOVWTIE., " Key AWS Management Service 7
OYNR—FA K O THF—FIELAORST TN I—F 425, EBRLTIEEL,

E5LATEFANDER

ESLATFANE, F—RICETRIEMOITHFANMEREESUF—ELEORTOFTZ 3>
tYRNTY, AWSKMS iF, BSMHIOVTFANEFEAL (RAThEBSLEYR—MLET,

SELUIIANCESLIYTHFANESEHDE, AWSKMS RIS T+ R NEESLE
NEF—RICNAYRLET, F—REEELTHICE. TOUITAM (BELEL) AUKS
LAV THFANERDET,

BEEDMIE. INXTOAWSKMS BES{LARL—2 3> TRAUVBSILICTFANZEERALET,
F—I& T, aws:chime:voice-profile-domain:arnfEl&) Y —A Amazon Y —RAX—LA
(ARN) T,

ROBE, —MROBESHKITFARZERLTVET,

"encryptionContext": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-west-2:111122223333:voice-
profile-domain/sample-domain-id"

}

Fh, DAZRN—EBF—HNEDKSICHERAENTVIL ZRETHIEHIC, BSELIVTFARS
ZEBEL I-RBIUVOCOJVTHEATIEETEET, BELITHF AN, CloudTrail £
CloudWatch Logs IZ&k 2 TERKE N EOTICERRENETT,
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B TFANZEALTF—NOT7 VA Z2HHITS

HMAAZI—XFZ—I RF— (CMK) \OT VEAZHEITDHORHEELT, F—KUZ—&
IAM RS —AOBESILITFANEHEATZCEETERT, 5ITHRIC, BSALIVTH
ANDHNEERTZIEETEEXT,

BEEOMTR., BROBSALITFANIWZEAL T, PHIVRNKLEEV—-2320HAER
N—XR=—TIRF-ADTIVERAZHBLET, JZhOHNTR, BEEETHEBESHKICTFA
NODERZTZY NAHAATEIARL -3 VABETT,

RDF—FRI—AT—M A MOFITE, BEOESHKIVTFARNDHARII-—IZ—I RF¥—
NDT I EAZHALET, RUZ—AT—M XV NOFZFHTE, ERICESILITFANEEE
IRESHITFANINABETT,

{
"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleReadOnlyRole"

},
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:chime:voice-profile-domain:arn":
"arn:aws:chime:us-west-2:111122223333:voice-profile-domain/sample-domain-id"
}
}
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EE{tF—DETEZR) Y

Amazon Chime SDK Voice Connector & KMS AWS (Z) 2 T A NZ3%{E L. CloudTrail £ &
CloudWatch O TENSD) OV T ANZEBHTEEXT,

CreateGrant

NDARI—IZ—TRF—ZFALTEFFTOA77AILRXA VY —ARERT D &, BER
(T 5 7z Voice Connector l&, AWS 7HT 2 FAD KMS F—IZT7 72X 9 %CreateGrant!)
PDITARNZI—H—ICRH 2> TEFELFT, Voice Connector MEKTBF Ik, HDAXIY—X

ZF=I RF—ICEHEMNFTSNLEUY—RICEABTT, Voice Connector l&, VY —AZHIBRT S

E&IZ RetireGrantAARL—2 3> ZFEAL THAZHIBRLE T,

RO OPITIE, CreateGrantARL— 3> EZRBRLET.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuserol",
"accountId": "111122223333",
"userName": "Admin"
1,
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
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"sourceIPAddress": "172.12.34.56",
"userAgent'": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"constraints": {
"encryptionContextSubset": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
}
},
"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com",
"operations": [
"GenerateDataKey",
"Decrypt",
"DescribeKey",

"RetireGrant"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"granteePrincipal": "chimevoiceconnector.region.amazonaws.com",

"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com"
3,
"responseElements": {

"grantId":

"0ab0ac0d0b000f00eaddcc0aleddfcOObcedd0cO00f0000000cObc0a®d@@aaatSAMPLE"

3,

"requestID": "ff000af-00eb-00ce-0e00-ea000fbOfbadSAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ead00fbO0fbad@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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GenerateDataKey

EE7O77AILRXAZERL, DAZIN—NZ—IJRF—ZRAAVIZEN)YTDE, B
EAF S Nz Voice Connector IC&K 2 T—ENTF—XF—NERETh, FEAE—H—DEBEIFF

FEES{tENE T, Voice Connector l&., VY —ANDF—%ZEET HGenerateDatakKey!J U T

AN%Z AWSKMS IZIEELET,

RO OFITE,. GenerateDataKeyAARL —23a v #RBELET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

},

"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"encryptionContext": {

"aws:chime:voice-profile-domain:arn": "arn:aws:chime:

west-2:111122223333:voice-profile-domain/sample-domain-id"
I
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fbOfbadSAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ead00fbO0fbadSAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

us-
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"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt

MLOVEBRRBETLOLEHICEET7O77ALRAAMCOFET7OA7 74N ETYTIL—R
TRIMENHDHE. BENITS N Voice Connector & DecryptARL—>a>&EFTHL
T, RETMEESLEhET—2F—2FALTBSLEAETF—RITIEALET,

RO OHITIE, DecryptARL—>3a > #EHRULET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

.

"eventTime": "2021-10-12T23:59:347",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent'": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/44bbb444-3333-2222-1111-EXAMPLE11111",
"encryptionContext": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
I
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
I
"responseElements": null,
"requestID": "ed@fe4ab-305b-4388-8adf-7e8e3a4e80fe",
"eventID": "31d0d7c6-ce5b-4caf-901f-025bf71241f6",
"readOnly": true,
"resources": [{
"accountId": "111122223333",
"type'": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-

west-2:111122223333:key/00000000-1111-2222-3333-9999999999999"

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "35d58aal-26b2-427a-908f-025bf71241f6",

"eventCategory": "Management"

DescribeKey

Voice Connector |& DescribeKeyZAARL—> 3 ZFEAL T, EEZ7O77A4ILRXALVICHE
BNTShEF—HFTHORE)—23VIIFETRCEZEELET,

RO OFITlE, DescribeKeyAARL—2 3 ZREHLET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser2l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}
},
"invokedBy": "AWS Internal"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
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"eventName": "DescribeKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent'": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"keyId": "@0ddodbo-0000-0000-ac00-bO0cO@OSAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-cad00fbO0fbadSAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ead@0fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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NILZRED D THFANF—ZFERATE L Z2HEHLET, ChsS5DF—IE. Amazon Chime SDK
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FHEIATHFANZFEAL TR IR EBEREBEZHLETS S3NTY MRV —ZRLTVWET,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AmazonChimeAclCheck668426",
"Effect": "Allow",
"Principal": {
"Sexvice": "chime.amazonaws.com"
},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::your-cdr-bucket"
}I
{
"Sid": "AmazonChimeWrite668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"
}I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::your-cdr-bucket/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "112233446677"
}
}
}
]
}
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REHBENTORI IV TIANZHAATEIRGZESIEE, SSLX® MFADERAZERTIZILE
TEXRT, FHMAICOVTE, IAMI—H—H4 Ry O "IAMJSON RS —E&: ) Z23RL
TLEE L,

AWS Y Z—=< R Amazon Chime SDK 7R 1) < —

AWS YZx—2 R Z AL TAmazonChimeVoiceConnectorServicelLinkedRolePolicy, 11—
H'—(Z Amazon Chime SDK 7 V23 AN TV AZHFATLET, FMICOWTIE, "TAmazon
Chime SDK #AROY/N—HA R O "IAMO—=)LDOBl; KT "H—EAEAUT 7L VAL

® "Amazon Chime @792 3>, UY—RA, BLUTEHF—1 22RLTKEEV,

// Policy ARN: arn:aws:iam::aws:policy/AmazonChimeSDK
// Description: Provides access to Amazon Chime SDK operations
{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"chime:CreateMediaCapturePipeline",
"chime:CreateMediaConcatenationPipeline",
"chime:CreateMedialiveConnectorPipeline",
"chime:CreateMeeting",
"chime:CreateMeetingWithAttendees",
"chime:DeleteMediaCapturePipeline",
"chime:DeleteMediaPipeline",
"chime:DeleteMeeting",
"chime:GetMeeting",

"chime:ListMeetings",
"chime:CreateAttendee",
"chime:BatchCreateAttendee",
"chime:DeleteAttendee",
"chime:GetAttendee",
"chime:GetMediaCapturePipeline",

AWS Y %Z—=< R Amazon Chime SDK 7R & — 25
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"chime:GetMediaPipeline",
"chime:ListAttendees",
"chime:ListAttendeeTags",
"chime:ListMediaCapturePipelines",
"chime:ListMediaPipelines",
"chime:ListMeetingTags",
"chime:ListTagsForResource",
"chime:StartMeetingTranscription",
"chime:StopMeetingTranscription",
"chime:TagAttendee",
"chime:TagMeeting",
"chime:TagResource",
"chime:UntagAttendee",
"chime:UntagMeeting",
"chime:UntagResource"

1,
"Effect": "Allow",
"Resource": "*"

AWS EERI S —:
AmazonChimeVoiceConnectorServicelLinkedRolePolicy

AmazonChimeVoiceConnectorServicelLinkedRolePolicy ([E& V). Amazon Chime SDK
Voice Connector & Amazon Kinesis Video Streams X714 72 AN —ZX2J0L, ARNU—
SVUBHZEREML, AmazonPolly ZFFAL TEFZEHTEER T, DRJZ—IF, Amazon
Chime SDK Voice Connector H—E A2, & & D Amazon Kinesis Video Streams IZ7 7 &

A L. Amazon Simple Notification Service (SNS) & Amazon Simple Queue Service (SQS) (Z
BHIA AR NZZEFEL, Amazon Polly Zf£ L T Amazon Chime SDK Voice 7 77U —< 3
~Speak&SpeakAndGetDigits7 V> AV aFRATAHEEICBEFEZENT AT IV AFAZ2NHE
LET,

JSON

"Version":"2012-10-17",
"Statement": [
{

AWS B3R 1) 2 —: AmazonChimeVoiceConnectorServiceLinkedRolePolicy 26
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"Effect": "Allow",
"Action": ["chime:GetVoiceConnector*"],
"Resource": ["*"]

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention",
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

1,

"Resource": ["arn:aws:kinesisvideo:*:*:stream/ChimeVoiceConnector-*"]

"Effect": "Allow",
"Action": ["kinesisvideo:ListStreams"],
"Resource": ["*"]

"Effect": "Allow",
"Action": ["SNS:Publish"],
"Resource": ["arn:aws:sns:*:*:ChimeVoiceConnector-Streaming*"]

"Effect": "Allow",
"Action": ["sqs:SendMessage"],
"Resource": ["arn:aws:sqs:*:*:ChimeVoiceConnectoxr-Streaming*"]

"Effect": "Allow",
"Action": ["polly:SynthesizeSpeech"],
"Resource": ["*"]

"Effect": "Allow",

"Action": [
"chime:CreateMediaInsightsPipeline",
"chime:GetMediaInsightsPipelineConfiguration"

1,

"Resource": ["*"]

AWS B3R 1) 2 —: AmazonChimeVoiceConnectorServiceLinkedRolePolicy 27
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}
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AWS EERI S —:
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IAM 27 45 4 |IZ AmazonChimeSDKMediaPipelinesServicelLinkedRolePolicy Z7 XY
FIRdEBFTEEFEFEA,

DR —IZ k), Kinesis Video Streams & Amazon Chime SDK £FICTF—X &2 AN —X>
2'L. CloudWatch ICX MU O AZRKITTEET, £/, Amazon Chime SDK XF 1 FINA1 T Z A
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T O AFFA O
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« cloudwatch-CloudWatch XN O REZBET D7 VAT EFELET,

« kinesisvideo-F—ZI2 RRAVNOEE. XTATOERE, F—XREEROEH. 7F—
RAN)—LOHERA, F—RXRANI—LDOER, FT—RAN)—LOVANMLZTST IV EAFH
Z2F5LFT,

« chime - 2B 0EE. SMEOER. ZMEOHIRZITST IV EAFTEZFELET,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowPutMetricsFoxrChimeSDKNamespace",
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*",
"Condition": {

AWS EE7R 1) 2 —: AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy 28
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"StringEquals": {
"cloudwatch:namespace": "AWS/ChimeSDK"

"Sid": "AllowKinesisVideoStreamsAccess",

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention",
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

1,

"Resource": [

"arn:aws:kinesisvideo:*:*:stream/ChimeMediaPipelines-*"

"Sid": "AllowKinesisVideoStreamsListAccess",
"Effect": "Allow",
"Action": [

"kinesisvideo:ListStreams"

1,
"Resource": [
mgn
]
"Sid": "AllowChimeMeetingAccess",

"Effect": "Allow",

"Action": [
"chime:GetMeeting",
"chime:CreateAttendee",
"chime:DeleteAttendee"

1,

"Resource": "*"

AWS EE7R 1) 2 —: AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy
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voice_connector _id BFE & E1T9 % Amazon Chime SDK Voice
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event_timestamp XRNVOZANFHEDENEEZ (S UREN), U
NIX THRY % (1970 £ 1 B 1 BOF# 0 8) A
5QXBEE (UTC) TEREhET,

call_id NSoHO2a> IDICHRULET,
from_sip_user HUOHL ORI —Y—,
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to_sip_user HOHLOZELI—Y—,.

to_country HUOHLOZEE,
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ARZOFYHASVUE—RIY RADEEFRIC
KONIENTY FOB. EE, BFOHEULAKT
TRET1HIEICEFBENET, EHIUH
FERTT,

vc2rem_jitter Amazon Chime SDK Voice Connector 1 >0 7 2
ARTZOFASUE—RNRIY RIZEFEND
NTY NOEHFDY B—,

rtt_btwn_vc_and_rem I)E—BMNI> R& Amazon Chime SDK Voice
Connector 1 > 7 S ANTZOF YEOEHEFE
B

mos_btwn_vc_and_rem I)E— NI R&E Amazon Chime SDK Voice

Connector 1 7 ARZIOFYEDEFARN
—AICBETIHEFEGAE A AT
(MOS).
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Amazon Chime SDK Voice Connector ® SIP XY +— OV NDZEZBIRTEXRT, chzETd
&. Amazon Chime SDK &4 VNV REKXTETIRNTIVROSIP XYy E—2F v 75+
L. BBMICHERE iz CloudWatch Logs AT T I —7ICEELET. O TIL—TE Ik /aws/
ChimeVoiceConnectorSipMessages/${VoiceConnectorID} TH, ATFD T 4 —JL RN
JSON ERTOJICEENET,
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call_id Amazon Chime SDK Voice Connector 1—JL
IDo

sip_message FYTFYEIhERLBSIP XY -,

EventBridge %&£/ L = Amazon Chime SDK ® HEj{t

Amazon EventBridge 292 &, AWS H—ERZBHEILL, 77V T—> 3> oM ORE
RNV —ADBEBEDIATLANR NMCBBWICRDTEET,. 2FBAARMNOFMHICOVT
. TAmazon Chime SDK FAROY/N—HA R, O "B AR ZS5RBLTLSEETL,

Amazon Chime SDK A"/ R N EERT D E, RARNIT7 #—KNEED =8I EventBridge ([C1E
ThEF, D%V, Amazon Chime SDK [FFNXT DA R ~N%Z EventBridge ICEBL LS ELET
F. FhCARVNPBEEABVCENHBYET, FMIC DOV TE. Amazon EventBridge 11—
H—HA RO TAWS H—EANSDARV b ZSRLTLSEZ L,

@ Note

TF—REBEBLTIVEN HDHE, Amazon S3NR—I REF—ZFEATIXLEN HVY E
T, Key AWS Management Service ICRFENTVWDIHARY—NXAZ—F—ZFEHL £
H—N—AlIOES{tEYR—REhTOWER A,

EventBridge % £/ L 7= Amazon Chime SDK Voice Connector ® B Ej{t

Amazon Chime SDK Voice Connector ICX L TEBNICR U A—TERZ T3 RBROEHY T
CB

« AWS Lambda B8ZDORT H L

« Amazon Elastic Container Service X A Y O k2 &

« Amazon Kinesis Video Streams N D 4 X2/ s O

« AWS Step Functions A7— KX > DOFT U5 1471t

« Amazon SNS hEY U F/zld Amazon SQS ¥ 1 —N&EA
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Amazon Chime SDK Voice Connector T EventBridge ZERA T2 6IIZlEk, XOKSBEDN HY) T
C

- BERTRIICBFOSFZAU>O—RTS Lambda Bz HRIZLE T,
o BFEDORMBEIC Amazon ECS RAV ZREBLTUTILERAALAXFRLZAEEIZLT S,

M DV T, Amazon EventBridge 1—H'—74 RESBL TSV,

Amazon Chime SDK Voice Connector AR =S4 RN

Amazon Chime SDK Voice Connector &, c Dt 9> 3> THREATHDANRMNNNRELEEE(IC
EventBridge NOD AR NDEFEZ T R—MLUET,

Amazon Chime SDK Voice Connector AN —= >4 DA

Amazon Chime SDK Voice Connector |&. Kinesis Video Streams NOXF A 7 AN -0 R
BEande, COANRRNEZEELET,

Example/ X R F—24&

UTRZOARY MDYV TILF—2TT,

"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "us-east-1",
"resources": [],
"detail": {
"callId": "1112-2222-4333",
"direction": "Outbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to":
"<sip:+13605550199@abcdeflghij2klmno3pqr4M.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "1@1 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>;",
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"content-type": "application/sdp",
"content-length": "246"
1,

"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0O,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>;\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:sszZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456M:stream/

ChimeVoiceConnector-abcdeflghij2kimno3pqr4-11laaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"transactionId": "12345678-1234-1234",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"streamingStatus": "STARTED",
"version": "Q"

Amazon Chime SDK Voice Connector AN —Z>2 40 NO#RT

Amazon Chime SDK Voice Connector I&. Kinesis Video Streams ANDXF 14 T AR =T H#K
TdBDE, COARNEZEELET,

Example/ X N F—24&

LTREIDARYNODY D TILTF—2TY,

"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",

"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus": "ENDED",
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"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"transactionId": "12345678-1234-1234",
"callIld": "1112-2222-4333",
"direction": "Inbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "10@1 INVITE",
"contact": "<sip:user@l@.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
},
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:sszZ",
"endTime": "yyyy-mm-ddThh:mm:ssZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/

ChimeVoiceConnector-abcdeflghij2klmno3pqr4-1llaaa-22bb-33cc-44dd-111222/111122223333"
"toNumber": "+13605550199",
"version": "Q"

Amazon Chime SDK Voice Connector AN —ZX >0 OEH

Amazon Chime SDK Voice Connector l&. Kinesis Video Streams NODXF A T AN =S 0N NE
HEande, COANRIRNEZEELET,

Example/ X N F—24&

UTREIDARYNDODY D TILTF—2TY,
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"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"callIld": "1112-2222-4333",
"updateHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "101 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
I
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns="urn:ietf:params:xml:ns:recording:1'>",
"streamingStatus": "UPDATED",
"transactionId": "12345678-1234-1234",
"version": "Q",
"voiceConnectorId": "abcdeflghij2klmno3pqr4"

Amazon Chime SDK Voice Connector AN U =329 FRKT

Amazon Chime SDK Voice Connector l&. Kinesis Video Streams NODXF A T AN =20 %k
BMUEBEICCOARNEEELET,

Example/ X N F—24&

LATREIDARYNDODY D TILTF—2TY,

"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",

"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
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"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus":"FAILED",
"voiceConnectorId":"abcdefghi",
"transactionId":"12345678-1234-1234",
"callld":"1112-2222-4333",
"direction":"Inbound",
"failTime":"yyyy-mm-ddThh:mm:ssZ",
"failureReason": "Internal failure",
"version":"Q"
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CENTEET, AFERELAVEBEETE, CloudTral AV —ILODARY NBER—THRHFO
ARNERRTEERT, BHRICE. FVIIAN, VDIITANTOIPT7RLA, DOITARNEN
EENET,

CloudTrail &, AWS 7H D> NOERBFICT A NTERICKEY £F, Amazon Chime BB
V=LA API =)L %&1T5 &, CloudTrail g EFDT7 VT AETAZARNIRBELET, 1RV B
ZRATBICE. CloudTrail A2V —)ZzEEBL, IXVNER CBEBLET, AWSTHUURT
BREDANRYNERR, BE, FOVO—RTEET, FHHICOVTIE, MCloudTrail Event BET
DANRENDTRT) ZSRLUTLEZY,

CloudTrail ®FFMIC DWW T, TAWS CloudTrail I—%—H4 Ry 282RBLTEEV,

Ak 5 D 1E BX
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UhSOARNEOJICEEL., EELE Amazon SI NNy MO 774N E2BELET,
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ChsDREYVZDARNENEIEFTERITLET,

1. B ZERTHDHDOEE
2. CloudTrail A" HR—KREhTVWBRH—ERXEHKSE
3. TCloudTrail ® Amazon SNS BHINDEEE 4

4. CloudTrail QT 7 7 AN 2B D) —23a > hS5Z (TS, EBOT H2 KA S CloudTrail O
TJT77A4)NZ2Z(THS

AHICK2THFYTFyvEani-TF—242

CloudTrail I&, ¥ XT® Amazon Chime SDK 72> 3a>#0OJICEBELE T, 7O 3> OFMIC
2WTIk., "Amazon Chime SDKAPI U7 7LV A, ZZRLTLKEEV, LEAEF., ZHVOHET
& CreateAttendee, 79232 CloudTral AT 77 A INICI N ZERLET, INXNTOAX
MR, UOTARMERER L EI—Y—ICHAITRIBEHBIEENTVES, COTATFUTAT11E
WEATOEZHMITAIDICKRIUEXRT :

« DOTARA, L—hEIAM A—H-FRABEHROEES ZHEAL TEFEE LD,

s DOTAMNYO-LNEER7IFL—232 1Y —0—KNEEF1 )T FABEHREEALT
ThhnflzhE&EShH,
c UOTARABIO AWS H—ERICK2TIThhilzaESH,

M DOV TIE, TCloudTrail userldentity TL Xk Z#SBLTLEEV,

Amazon Chime SDKOJ 7 7A4II I RMJUICDWT

"RLAIL &, BBELE Amazon S3NNT Y MMCAR MZ2OTJ 774 ELTEIETSD LD ICER
ETEET, CloudTrail DOT 77 M)k, BE—AEBBOOTI VRNV ZERET, IXRVNEHS
WBdY—ANSOE—QOVIOITANEERL, UOIARNEhETV>3>, 7O23a>oORK, VD
TARDODNTGA—RBEDBRNFEENET, CloudTrail OF 7 7 1)Lk, 2B API =)L D IEFAS
ToNEARAZY IO RNL—ATRBEVEYD, BEDIEFTCERTIENEEA,

Amazon Chime SDK ® > M UJ &, chime.amazonaws.com 1 X RY—RAIC K2 THBEhE
9,

Amazon Chime SDK 717> N IZ Active Directory Z5&8E L TW2 5 &k, CloudTrail Z## AL /=
AWS Directory Service APl 1—)LOO7J &, 2R L T EEV, < ZTlk. Amazon Chime

Z/AL T API O—)JL AWS CloudTrail 207 ICF2#& T % 67


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meetings-chime_CreateAttendee.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/cloudtrail_logging.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/cloudtrail_logging.html

Amazon Chime SDK

EEHAR

SDKA—H—DH AV A VBRAICKEZEADTREMOHIBEZE -2V TI2HELCOVT

SHEALET,
ROBIE. Amazon Chime SDK @ CloudTrail O I RUZRLTVWET,

{"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"0123456789012",
"accessKeyId":"AAAAAABBBBBBBBEXAMPLE",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2017-07-24T17:57:43Z"
I
"sessionIssuer":{
"type":"Role",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam::123456789012:xo0le/Joe",
"accountId":"123456789012",
"userName":"Joe"

}
}
"eventTime":"2017-07-24T17:58:217",
"eventSource":"chime.amazonaws.com",
"eventName":"AddDomain",
"awsRegion":"us-east-1",
"sourceIPAddress":"72.21.198.64",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",
"errorCode":"ConflictException",
"errorMessage":"Request could not be completed due to a conflict",
"requestParameters":{
"domainName":"example.com",
"accountId":"1laaaaaal-1all-1111-1all-aaadd@adaadd"
I
"responseElements":null,
"requestID":"belbeeld-1111-11el-1eD1-0dcl1111flacl",
"eventID":"00fbeeel-123e-111e-93e3-11111bfbfccl",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

Z/AL T API O—)JL AWS CloudTrail 207 ICF2#& T %

68



Amazon Chime SDK BEHA R

}

Amazon Chime SDK O > 754 7 > AWiL

H—RN—F 1 —DEEEIIE. SOC. PCl, FEdRAMP, HIPAA ZEDEHOIA TSA T A7 O
TJSLD—RELT, AWSH—EADOEF1VFTFAEAWS AV TS SAT 2 AEFHAELET,
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- (BRI BDHEIIC]

« Amazon Chime SDK Voice Connector O ERX
« Voice Connector T XY DA

+ Amazon Chime SDK Voice Connector 5% 7E D fim 5

+ Amazon Chime SDK Voice Connector EFFES D EIV) ¥ T L EIY) HTHK

+ Amazon Chime SDK Voice Connector M &

s BEDWZEMEATSEKSIC Voice Connector ZFRET B

+ Amazon Chime SDK Voice Connector 7' )L—7" 0 &1

+ Amazon Chime SDK Voice Connector X7 1 7 %& Kinesis CAKJ—X>TJ 9%
+ Amazon Chime SDK Voice Connector 52 EH 1 R D

(BRI D EIIC]

Amazon Chime SDK Voice Connector Z{£H 9 % (CI&. IP Private Branch Exchange

(PBX). Session Border Controller (SBC), /=l Session Initiation Protocol (SIP) ZH7R— K92 A
V=Y RNT I EREBALEEZODMOBIEA T ZARNZIOFYHAYETY, E—VHOBFEEZ
HR—RNTBLETO+TRBEFTEHEN BB ZRBELET, THIEBOEHICOVTR., "'THIECE
Hi1 Z2ZRLTSEZL,

NS5 AWS AT LIANEFEIATAILREEETNZEBEFOEFIVT A 2HBRIZEHIC, AWS
BMVATLANDEIC SBC ZRETH & ZHEH L FT, Amazon Chime SDK Voice Connector
DTFIVTEXTFATIPFTRLANS SBCADSIP RS 7AVYIDQO)ANEHFTLET, F40
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(C2W Tk, TAmazon Chime SDK Voice Connectory THEEI MWD R—MNBKRCFZ7ORNIN SR
LTLEESW,

Amazon Chime SDK Voice Connector Tl&, BFBESN E164 XX THH I ZBELTVET,

Amazon Chime SDK Voice Connector MD{ERK

Amazon Chime SDK >V — )L % H L T Amazon Chime SDK Voice Connector Z# KL £,
Voice Connector Z4ERK T 3 IZIE

1. hitps://console.aws.amazon.com/chime-sdk/nome T Amazon Chime SDK >V —)LZHA& £
C

FTES—>232RA42® SIP Trunking T, FF ARV X ZERLET,
[Create new voice connector (L WEFE IRV ZDER)] ZBIRLE T,
Voice Connector &M T2, Voice Connector DEBIZ AL ET,
BELT, BOFERLEEDZEBRLET,

ZYNID—9247 T, DUAL_STACK £/ (& IPV4_ONLY ZiBIRL F£7,

2 T

a. DUAL_STACK (IPv4/IPv6) l&. #TL <ERXE 17z Voice Connector ICOXBATEE T,
b. BEfE® Voice Connector &, IPV4_ONLY 2% Y RDJ—0 X247 LTHEALET,
7. (7232 T, HLWARITZEM ZERL, ROBREZTVETD,

1. F—C2TJ0F—AHDLET,
2 EICZTDEZADLET,
3.MEICHEUT, FILWAT ZEM %#18IR L T, Voice Connector IZX T ZEBMLET,

RTOFM-IOVWTE., T, #2838 L TLEE LWoice Connector AMD &5 MiE N,
8. Voice Connector DEHR Z1BIRL £,

@ Note
EEtEBMCTDE, SIPTFUITIZTLS NS AR—RNEFERAL, XTFA4TIC
Secure RTP (SRTP) Z £ 9 % & 5 | Voice Connector A:REENE T, ZEEFEIE TLS
RSAR—RMEFEAL, BT ATVAVRESERE/OY I hET,
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Voice Connector TN X )

cOto>a>oREY VT, BEED Amazon Chime SDK Voice Connector TR U &R T2 H
FEICOWTEHBALET, 2T &FH TS L. Voice Connector BED AWS DY —RIZXZF—R %
BV )LETBENTEET, 2T, VDY—RICHETIER. FLETOVY—-RICRFEhTVL

BPTF—RERBEITDF—EATIVOBETEEENET, INTOF—CLEEERLET, LR
., EVWSBEINRTF+—% DfECostCenter TEMKIB765L, TOARTE IANEDICFERATE
%9, Voice Connector ICIFH&EA S0 ORI ZEMTEEXT,

Voice Connector NN X ME N

BEE ® Amazon Chime SDK Voice Connector ICR T ZBIMTE X T,

Voice Connector ICX T ZEBINT B (&

1. hitps://console.aws.amazon.com/chime-sdk/nome T Amazon Chime SDK >V —)lZH& £
CR

FTES =23 RA2O[SIP NZF 2] T, [Voice Connector] Zi&IRL £,

£/ 9 % Voice Connector DA R ZIBIRL £ T,

(2127, (2T =2EE]OEICERLET,

FLLWRITZEBMEBRL, F—&AT7>3I > 0EZANLET,

REICHUT, HILLETZEBMZEBRL THORTZERLET,

ZTTLES, [BEZREF] 2BRLET,

N o g &~ DD

RTDIRE

VBT IOEAHFAN HD5EE. H#IMERLELICEARELS, AWST7HINOEEORT %2iF
ETEEXT, =L, IAIMARUS—TRINZTSENTERVEENHYET,
RTZRETBICIE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK J>V—J)LZH& &
CI

2. FTEF—23aURAL2OI[SIP NFF T T, [Voice Connector] Zi&IRL £7,

3. 9 Voice Connector DEZFIZBIRLE T,
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4., [BT127. [V EEE] OEICBIRLET,

5. F—FhFERY VAL, HILWMEEZASILET,

6. ETLLES. [EEERE] ZERLET,

27 O HIR

BEBT I CAFANHREEE., #AERL L CHERELS, AWSTHIY NORT ZHIBRTE
FBY, EL. IIMARUS —TRINEFTSCENTERBRVBENHYET,

2T ZHIKRTBICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —)lZH& £
9o

FTEZF =3R40 [SIP NZ2F 2] T, [Voice Connector] Zi#IRL £ T,

£/ 9 % Voice Connector DZ R ZIRIRL £ T,

(20187, [RTVZ2EE] OEIERLET,

BRI 22T OHEICH D [HIR]) ZBIRLET,

[Save changes] (EEDOR7F) 20V Y I LET,

o o A~ W N

Amazon Chime SDK Voice Connector 5% E D #REE

Amazon Chime SDK Voice Connector Z/EK L =5, REBELECBFEZTUITIRTRELR
SRELERMETIVLENHVYET, Kinesis N\OARNI—Z D IRRBREBEN—T 1T OERK
E, HOZ<DREERTSOIEETEET, Amazon Chime AV —)LZ AL T, IXTOHORE
ZWRELET,

Amazon Chime SDK Voice Connector DX EZmET 2 IZIE

1. hitps://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —)lZH& &
CI

2. FTEF—23URA2 0 SIPTrunking T, BEE ARV ZZBIRLET,

3. #®&% 9% Amazon Chime SDK Voice Connector D &8I ZiZIRL £,

4. Amazon Chime d>YV — )Lk, —E® X7 T Voice Connector s EZ T I—7{LLET, X
TJOFERIZOVTE., ATOEI>avEaREALTLSEETL,
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EERTE D fm 5=

227 ZFEAL T, Voice Connector DEBIZZLEL ., BE{tEZEMELIFEMCL, TSI R
H—RIL—NEBBEZSIPAVT7TZARNTZIOFYICAVR—RNLET,

(® Note

« Voice Connector ' T2 T I AZRY IOT, IPv6 2HR—NTBDRANBZFERITHES.
XTFATESTFI T IPve ZBHBHLULET,

« Voice Connector " IPv4 OIFE. 7 F—ILINY X IPv6 OFETREITHONELAN. IPv4
DHTT,

—REBEEELEETSICE
1. (F7>3>) 54 IZ. Voice Connector DL WEBIZADLET,

2. (A723V)BEAT, BNFLRENZERLET, BSLOFMICOVTR., Xotv >3
CERBALET,

3. [RfF] ZBRLEXY,

4. (A7232)2CTHEOO-—RVIZERLT, D4 RA—RIL—NEAEZT D O—
RUET. SPAVT7ZARNTIFFICEMTRDHEZA>TVAEZAIRELTVET,

Voice Connector TN St 0 & H

Amazon Chime SDK Voice Connector DEEE{tZEMIZTBHBE. SIP T F U JICIE TLS, X
7 4 7 \ZI& Secure RTP (SRTP) ZfH L £ 3, Voice Connector H—E A& TLS R— ~ 5061 Z f&F
ALZET,

BAMITHDE, IXNTOANTRO-ILEBETLS Z2FAL., B TLVEVT TN

NIV RO=)IE7TOY V& nFET, Amazon Chime L—RNIEBER AV R— N FTDHEN

&) £9F, Amazon Chime SDK Voice Connector H—E Ak, KEU—23a>BRTZT0Of
MD*.region.vc.chime.aws!)—>3 2 * voiceconnector.chime.awsT7J 1)L RA— RiE
BHEZEALET, LA, Y—ERARTITNI 7490 (2HAR=IL) V=232 * ap-
southeast-1.vc.chime.awsT ZfFALE T, RFC 4568 MFREAICHE 2 T SRTP ZREL TVE
T
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® Note
Voice Connector A" TLS 1.2 ZH7R— K~

TORNTYRO=IILOBE, HY—ERF SRTP F7 # )L N AWS H > X—BES & HMAC-SHA1
XY tE—DFEEFERALET ANV ROA=IWNETIRNT RO=ILTR., XROBSASL—K
FHR—REhTVET,

« AES_CM_128_HMAC_SHA1_80

« AES_CM_128_HMAC_SHA1_32

« AES_CM_192_HMAC_SHA1_80

« AES_CM_192_HMAC_SHA1_32

« AES_CM_256_HMAC_SHA1_80

« AES_CM_256_HMAC_SHA1_32

PBLLEE1DODOBREZFERATIHENH V) ETTH. Voice Connector lEEILIZIEFEBMEEEL TE
HIEICEHDENTEEXT,

Rz, ATOEMD TLSBESASA—REHR—BNLTVWET,

+ AES256-GCM-SHA384

+ AES256-SHA256

+ AES256-SHA

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES128-SHA

+ ECDHE-RSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES256-SHA384

+ DHE-RSA-AES256-GCM-SHA384

+ DHE-RSA-AES256-SHA256

+ ECDHE-RSA-AES128-SHA256

B
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+ DHE-RSA-AES128-GCM-SHA256
+ DHE-RSA-AES128-SHA256

RTREDMmE

KRTEREZFEAL T, Amazon Chime SDK Voice Connector A* 5 DREBFEZEHMICLTEREL £
9,

® Note

TIONNDYRIFRARNBR, EC2AVAR AN T—ERICHAYTBICONTEHTSTH
BEMHEDHBD—EDIP T RLAICHEREND -8, DNS BEMEREREIYEEVLII—R%E
FyvaLlBVWTLEETY, REBICODE2TFYy v 193E, BENKKTREN
HVET,

[Save (R77)] ZBEEIRL F T,
RTIBEZRETDICE

1. [Enabled] (B%h) ZZ#RL £7,

2. (A723ar) THAENIEZAAN YARNT T#i%, Z1BRL, ¥ TS CIDR RECEEZAD
L. MEmy ZBIRLET, IPT7RLABEINTVY VCIIL—FTA2TAEBT RLATHS
BEANBHVNET,

— OR—
CIDR RicDmELLEEZBRLFT,
— OR—

HIRRZBIRL TRANZHIBRLE T,

1¥GEYORVCHLET, ERATESSEEHOEZERLET,

BFESZ>>T, BUANZRZ, Voice Connector N BFETESEZIERLET,

FERREER. T "Hi#H.L ZBIRL, 1—Y—BENATD—REAHNL, "REI 2BRLET,
REEIDA—N—F4RT, R 2BRL., EFEFSZERL. RE 2BRLE T,

"BEOATS 3 pings T, SIPAVTTZARNTIFYICK D TEBENIZHRED SIP X7
ARV E-—IJERRLET,

N o o &~ »w
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EETREDRE

XS TEREE. Amazon Chime SDK Voice Connector ND A >/ND 2 REUCHLUICERAE hE

I SPRARNDAINIRIL—KZERELT, ANV RO-INZZETEET, ZEBF

&, RARCEIRELEBEAELEEICL>TSIPAVTIZARNRTIOFYDORANIIL—FT1>

JEnEd, BUCHLEF, 1 " REBEXOBEEIETIL—FT 12 0EnET, RANBEETREL
BEICE, MOHLEESHNAEEICESIVTARANEICAEBEENET,

(® Note

E 5L A" B Voice Connectors &, TXTOMTHLIC TLS(TCP) ORI ZEEAL
7,

/A Warning

FEEIXRIVEZNFBSILAICREREET N TVWSIES, 2026 £ 2 A 13 BHIC Chime SDK A5 SIP
AT ZARNTZOFYAORVOCEHUFBEBREIND E, FLUVERAIHEEICK > TRITEhi
AEAEDFERAN BT ICHEBENET, ChimeSDKASSIPA >V T7SARTIF+ADOTN
TOFVPHLUIEE, 2026 F3 A1 BEXTICCOIRAEZFEALET, SIPAVTFTARNTY
FYNOSATREAEZ)V VD IANLTRIETSBEFE. 2026 F2 A 13 AKXV AETIC
UV DI — NRERAEZ SIP AV 7 ZARNTZOFVYICAVAR—RNRTBDENEET
9, FIEFRET Voice Connector AV =LA SHFHLUWIIAEZA U O—RLET,

i;_é'fn EnXEEﬁ%j% L.

1. [Enabled] (B%h) Z#IRL £ T,
2. A2VINTJURIL—=NT, "#HR, Z2BRLFET,

3. [RAR]L [B—R] [ZARIL] [BEE]. Weight (ER)] CEEADLET, KANCEMA
ENBIPT7RLAER. NTUYICL—F AV ITRBET RLATHIBENF Y ET.

4. [Add] GBin) ZiBIRL £9,
5 [RfEFE] Z&RLET,
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EEHAR

BRABERRENRSE

BRBHEZAVNCTRICR,. FTRTERBEENCIDILENBYET,

U3 ESRLTSEEL,

M- OVWTIE, R0

CNESDATYTZRTIRDICE. T—RN—FT1—OBRITY—EATONAM T D SORIBR

WN—TFTA2ITBEENDBEE 1 DHBETT, BESORBOFMICOVWTE,

EWH—RN—FT 1 —OBIN—T 1 ITBESDRE.

[Add] (BfN) ZBIRL £ T,
BRABRREERETSICE

1. [Add] (B0) ZBRLET,

2. BFEEGXAVY RT, IJgELBESREVANNSEBEZEIRLET,
3. BRIN—TFT12IBBSZANLET,
4

TANN—TFTAVIESZANLET, TARNL—TFTAVIESERBIZLZ2HBHLE

9,
Country T, FIARAERIZERIL—T1 VB SOEZRRLET,
6. [Add] (Bfn) ZRBIRLET,

o

BEESORK

) #RBLTLKE

Voice Connector EFFHE ST NEIV) HT LBV HTHEBRNI TEE T, XDFJETIE. Amazon Chime

URVRNDIEDBLEE 1 DOEFESHHAEEZFBELTVET, TS5 THRVEHERE.

mEsN7OE>3a =T, 25RLTLKEEL,

EFRBFSZEHVITAICR

1. [Assign from inventory (4 R NUNSE) HT)) Z&IRLET,
2. 12ULNEFEESEBIRLET,
3. [Assign from inventory (1 R KRUASEI HT)] 2BIRLE T,

BIRL EBEABEO) ANCRRENKT,
EFRBESOFHVVIEATZHEBRITZICE

1. 12UELOERESZRRLET,

B
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2. [BIV) HTHR 2BRLET,
3. ARL—2avomERBEROSNIES, BV HTHEREBIRLET,

AND—=Z2TREDRE

ARNU—3=>2JEE IEAmazon Kinesis Video StreamsZB®ICLET, H—EAK., ANU—Z2Y
F—FAFT—R%RE. B, 1TV ITALLET,

ANV—ZVIREZRETHICIE

1. FMT, BB ZBRLET,

2. ARNU—=IVJBAT, YARNYS12BEDEZ—7Y NEEBRLET,

3. TF—ARREHET, F-2REZLZBRIZ S, REBREZRELXT,

4. TAVHARNERTHT, T TF7OT7171s 28RL., ROBEZTVET,

—

TORAFAT, DANAYSO—-)LZBIRLET,
Kinesis Data Stream T, JAKRDPS AR —LZEBIRLET,
(F7°2 32) Amazon Transcribe T AZLEREBETFINT, VAP SEFILEERLET,
BAZBETERIBERRAT T, 77232 2BRLET,
"BINBREROT7AINEZIT T, #7230 2BRUET,
T)TFILERA LBHEXETS, T "HKR) 2BKRL, BEFRAEAE—D—UANSF
723 EERLET,

7. BBICBHUT, BE/Z7L—A0EMZERL, BHEZZ TR EFERLE7L—XZALL

£7,

5. IRFE|ZBIRLE T,

o 0o A~ b

U RE8RERTE D m S

Amazon Chime SDK I&. Voice Connector DOJ & ZTF7 A NTEMCLET, OJERZE
MZTBDE, AT AL Amazon CloudWatch O N —FICF—R &2 RXELET. OJBEDOEM
CO2WTE, T, Z28BLTLEEL, Amazon CloudWatch IZ &% Amazon Chime SDK O EZ &
)4

OJREREZMET DI

1. SIPXRNUSZAOT T, BMZEBRLEXT,
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2. "XFATANIOAOT, T "B 2BRLET,

2T REDmEE
Voice Connector IZ 50 DR T ZEBMTE, RTDF— AT IV OEZERTEET,
RUTREEHRETSICE
1. [Manage tags (X OEE)] ZBIRL E£ T,
2. ROVThHLZERITLET,
« ZTZEMIRICE, HLLWRTZEMZRRL, -T2V 0OEZANLET.

« BT ZHIRTDICE. HIRRIZDZTDEICHBDHIFRZBZERLET,
3. BTLLES, [BEEZREF] ZERLKT,

Amazon Chime SDK Voice Connector BEEHF S N E| V) ¥ T L& ZH|V)
L THERR

Amazon Chime SDK Voice Connector E DB TEFZRBF S NE|V) U TEE) Y THRZETHENT
EET,

BERESZEHETAICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V — )L ZHE&E &
9o

FTES =23 RAL2 O SIP Trunking T, SEIXRVXZERLET,

Voice Connector D &/l ZEIRL £7,

EFEES) ZBIRLET,

Voice Connector ICE|V) ¥ T2 EFESZ 1 DU EBRLET,

BV HTR]) ZBRLET,

o o bk~ w0 DN

£, BEV)HT%EEIRL T, Voice Connector RBA A4 7 NDEFEES % 1 DD Voice Connector £
7=l& Voice Connector FIL—7" A SBIO T I —TICBEIVHTITBEETEET,
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EFRESORAVIHTZHBRIZICE

1. hitps://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —)lZHE &
9o

FTESF—3RA42 D SIP Trunking T, FEE XTI X ZBRLET,
Voice Connector D& B ZEIRL E T,

BFEES) 2EBRLET,

Voice Connector A S &IV HTZ MR IBEFEESZ 1 DULERLE T,
(Bl HTHR) 28IRLET,

FIVORYDARZEAZAVICL, [BIVHTHR] 2BRLET,

N o o bk~ w0 DN

Amazon Chime SDK Voice Connector @ Il k&

Amazon Chime SDK Voice Connector ZHIBR T2 HIIZ, TOOARIENSITXNTOEFESOE|Y)
WMTEBBRIDSLENH V) ET., Voice Connector A SEFEBSNDEIV) YT EMBRT B HEDFMIC
D2LVTE., BIORNEY VESBLTLSEETL,

Voice Connector ZHIK9 2 (C &

1. hitps://console.aws.amazon.com/chime-sdk/nome T Amazon Chime SDK >V —)lZH& £
EP

2. FTEF—23UARA2® SIPTrunking T, EE ARV ZZBIRLET,
. [BFEES]. [Delete voice connector (FEIX Y X DHIER)] ZBIRLET,
4. FIVIORY DRAZEFICL, [Delete (HIBR)] ZBIRLEF T,

BESWEFERT 3K DIZ Voice Connector ZEXE T 5

(® Note

COEIIIAVOATYTEZRTITRICR, FIBEFINMREZERTILEN B ET,
REDERICOVWTR, ") 25RULTKESCVERESMZRET D,

Amazon Chime SDK Voice Connector T Amazon Chime SDK Call Analytics ZfEHA 3% &, &F
47 T Amazon Transcribe & Amazon Transcribe Call Analytics ZEBAL TA ¥4 N Z BEHIC
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ERTEET, cnETOICE., BEDITEREZ Amazon Chime SDK FEE XV X IZBEE T E
9, Voice Connector l&, BFEC &I, BELEREICH > TERIMEHTHLET., 1 DDOERE
Z D Voice Connector ICEBEM T3 &%, Voice Connector C & IC—ZENREZERTD &
ETEET,

Call Analytics l&. Amazon Chime Voice Connector Y —EAIC) & nizO—)L&ZFEAL T,
11— —IZf1 2 T CreateMedialnsightsPipeline APl Z FOFH L £ 9,

Voice Connector ZFRE T 2 Il

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZH& &
9,

2. FEXS—23rRAVOI[SIP NZF27] T, [Voice Connector] ZiEIRL £,

3. EREICEIE(I TS Voice Connector DEZEFIZBIRL, [ARNU—ZI2J| XTEBRLET,

4. [BR] 2BRL TWAEWEEE. ThZEIRL T, Kinesis Video Streams NO AR —Z2 7
ZHBLET,

5. BEIMTTIOTA7HERBIRL, RRENBD A1 —TBEFIRE ARN ZBIRLF T,
6. [RfF] ZBRLKXY,

® Note

Voice Connector |CBHESS TR EZEML., B, FLEEEL LR, L VLEREN
H—EAICRBRENEMCEDETS LIV ET,

Amazon Chime SDK Voice Connector ' )L—7 N EIE

Amazon Chime SDK Voice Connector ' JL— 7" M {£#8 &

Voice Connector ' )L—7" &, SIP R—ADEFES AT LNDA /N> R PSTN =)L 0O &%
BLEIT, JIL—T&, 74=IBNLZNEoO0A)=2a3> - —TFT1 200 2BHLE
9, Voice Connector 7' )L—7 11k 2 DELE® Voice Connector ¥EFEhn, 45 AWS U—2 3
>~ THERE I /= Voice Connector 2EH 2 CENTEE T, chicky), TAKARI KN 120
AWS =232 DY —ERICFETSHEE. ZEPSINFUVEHLZ -3 BT IAINA—
N—TEZET,
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i Z &, Voice Connector FIL—7"Z KL, KERZ (N—JZF4E) V-3 EXEED (7

Ld>) =232 @ 2 D0 Voice Connector ZE|V) HTHELET, SIPRAN (BET) 257X
ETERE T A D Voice Connector Z58EL £ 9,

RAZ, KREREZ (/N—ZF46E) U —2 3 > 0 Voice Connector ICEFBAMA>TELELE
T, TOV—J3ADTEROBENREL LBE, BEFKEES (FLI>) V-3 20 Voice
Connector ICBEBINICBIL—FT 1 TJ&ENnET,

Amazon Chime SDK Voice Connector )L —7 O ERZHIKT 3

MRSk, £TEKXSD AWS IJ—2 3 I(C Voice Connector ZHER L £, RIZ. Voice
Connector 7 )L—7Z4ER L. TNDJI)L—7 (I Voice Connector ZEV) HTFEF, Amazon Chime
SDK EFHESEE A R NJH S Voice Connector FIL—7TNEFEESZ7OED I _-_T9F%
CEETEET, HFMIIOVWTR, "TEEFEFSO7OEDa_T, 28RBLTLKEETY, EB3
AWS ') —<> 3 > T Amazon Chime SDK Voice Connector Z4ER T2 FZDFHMICOVTIE, T %&
Z 8L TL & WAmazon Chime SDK Voice Connector D B,

AEN

 Amazon Chime SDK Voice Connector 7' )L—7" O 4ERK

« Amazon Chime SDK Voice Connector 7' JL—7 O fR&E

- Voice Connector JIL—7ADEFEHESOEIV) BT ELEY) HTHR
« Amazon Chime SDK Voice Connector &' )L—7° @ BB}

Amazon Chime SDK Voice Connector 7' )L—7 D 4ERK

T A MZHK 3 DM Amazon Chime SDK Voice Connector )L —7 ZERTE X T,

IN—TZERTBICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZBH& &
EP

2. FTESF—232URA2®SIPTrunking T, BEE ARV ZZBIRLET,

3. [FIL—T7DERH] ZEIRL T EE L,

4, REFENDEATOTRY VAN Voice ARIRITN—TEOTIC, JIL—T0OERZADL
£9,

5. [MERK] Z2BIRLKXY,
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LTROFIYIORY VRAEAF/ICTBET, BIPAOERIZISLUT, AU /AMOBAE—H—IC
LROBEBENETRMEL., RITEHEEHLCID VI —ARAZRMBIAELABLEEDEABE
nEd,

EESWMOREBAMIZOVT 155
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BRIBERORE

Amazon Chime SDK ICId, BREBHRZ LY RNT YT IR 2 20FENHYVET, EE550FEE.
FEFRRETITONEFRTCHELICOABRAENET,

s REEZEXT7 RLA-FHUOHLTOYMETRLAZAALTRIELE T, cOFT>a>zERT

&, BIBEADOT RL AN FNXT M Amazon Chime SDK Voice Connector TR AIREIC /Y,

T OFIBICHE->TERFVCHLUAICSIPINVITE ICENTA2XENH V) EITEIEFETO PIDF-
LO MfEMA, RIZ, Amazon Chime SDK ik, REEWNT VY IZLBERSA 2 NCHTEL %=
N—=—TFT12JLFET,

« Y—R/)N\—F 14 —)L—F 4 >4 — Amazon Chime SDK Voice Connector [ BR2BREINL—FT 1Y
ESEZEBMULET, CoATSTarzBRTDE, BRUEY—RN—FT 1 —H—EANHVOHL
BN—T4200F2LED, TRLAZRIATZIHVEEHYELA, COFEEFERAL T, KEAD
SESBRETOICENTEXRTN, BRIFKEOIV RRSA U NIEETIHEN BYET,

® Note

TFRLAFREGIN—T 12 IBESZEALBEWVES, 7 RLADOKRIER 911 U H L OFK
BFICSE1TE I, EYI7% Public Safety Answering Point (PSAP) IC)L—FT 4 > J&En3dK5ICT
EET, 2FV, ALTORBICREAHIDHLZDBENHYET,

LTo+023a>TEk, MAOATa 2@FRAITRHHEICOVWTHBELET,
NeEY S

- BE2BROFEFTOREE

e Y—RN—FT 1 —DRBREIN—FT 1 JBSDRE

- B2\EETO PIDF-LO OfFEHA

R BEROEFTOREL

BIBFEICBEYVOTRLAZFEATDICE. BEOREBRLEBRDTRLAZANLTRIELET, ¥
M #. Amazon Chime SDK (& &2 ') ®O—7JL Public Safety Answering Point (PSAP) ICFFO' L &
WN—TFTA42TLET, ROKICEEBELTLLEEZL,
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« PTRLAZKRATAIHLENHZDOR1BETTTS, BHOAKRILETEET.
- BYOEFDKERIELET, AM—KEBESRPTN-KEBESREEOZEVTILEZ L,
- RENDEFROXERILETEXT,

® Note

SIPUJIARNDPIDF-LO AT TV MNTHRIEZEHOT RLAZEATD L ZRBEY
LET, FMICOVTIEE, TEREFETO PIDF-LO NEAL Z28RL T EE L,

T RLAZKRAT S ICE

1.

https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK 1>V —J)LZBHE &
T,

FTET—232RA20 [Phone Numbers] T, [Emergency CallinglZ7 UYL &ET,
(CValidate Address. BYIOEFRZANLET,

(@ Note

SIP BECRRENDOEE 2 E<ALUFRLAZANILET, ChiCkY, HHHT
CHULEEELT RLANREENET,

Validate ZBIRL TS E&E L,

B—RN—FT 1 —DEEN—TFT 12 TESDRE

23

BREREIN-—TAVIESZERATRICE, UTHFBETT,

Amazon Chime SDK Voice Connector,

s Y= RN—FT 41— —ERTONA X P SORSBHEIL—T 1V JES. ChEXEOES

THEIThERST, 2OFES% Amazon Chime SDK IZFEE L £, Amazon Chime SDK Voice
Connector I, BREBREAICERTEE T,

Yy NT7Yv TR BREY—ERICEFEZN T E,. Amazon Chime SDK FBEESZFEAL T, 2
FEREFERY ND—IEALTH— KN—F 1 —DBEF—ERTO/NA A—CBEEL—T 1>
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TJLET, Y—RN—TFT 1 —REEHY—ERA7ONA -G, EFRZESY—EACIL—TFT12JLF
ER

RKEATERBREN—TAVIVESERETRDICR,. ROFRFHERITIDIHEN HVVET,

s Y—RN—FT 4 —BEY—ERATONAE D SBIBRIL—T AV ITBESZRBLET. KEOD
BEESTHAI WAL T LEZL,

« Voice Connector DX T ERENHRELZEMCLTEELET, CchETSICEK. T #23BLTT
< 72 & L Amazon Chime SDK Voice Connector 5% EDfREE.

Voice Connector DBEBFEIN—T 1 T BB EREITSICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZBH& &
¥,

FES =232 RSO SIP Trunking T, BEEIXIXZEERLET,

Voice Connector D& FIZ1EIRL £7,

BREBEXTEERLET,

H—RN—TFT1—OESIH—ERT7ONSAF—FRET, EMZEBRLET,

[Call send method] (BFEIEE5%) T. DNIS (M4 VILBESEBRY—ER) 2 BIRLET,

[Emergency call routing number for calling emergency services] (B2 —EAZFUEHT -8

NEIBHRIL—T127FS)IC, B2V —ERAZHVCEIT LSOOG —RN—FT 1 —BFEETZ

E.164 FXTABDLET,

8. [Test routing number for calling emergency services] (RS2 —EAZHVOPHITLHOT AL
N—TFT1420TFS)IC, BEY—ERZTANACHOPET OO —RN—FT 1 —BFEESZ
E164 XX TABDLET,

9. [Country] (B) Z3i#IRL . [United States] KE) Z#IRL £ 7,

10. [Add] (&) ZBRL =7

N o o bk~ b

ESBFETO PIDF-LO OEHA

Amazon Chime SDK Voice Connector &, #L3& 911 (E911) RO HL ZHR—KM L TWE T, Voice
Connector 2 L TR EFEZHN T35S, SIP UJITANCI GEOPRIV 7L E2 AEHRT— 2
XOT—>3>FTSTU N (PIDF-LO) #E8HB LT, REEDNEBERRERXRETEETT, 7
2 I NI Geolocation-RoutingAY A —ZE®H, & ICRETIHBEN HETYes, 7 R
LADKRAZESBEMOLET, PTRLAFERIL—FT1IJBSZEALBEVES, PRLADK
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Al 911 UM L OBREFICETE 1, Y07 Public Safety Answering Point (PSAP) IZ)L—F 1 >
TJENBDRSICTEET, 2FYN, ALTOHBECRKREFADLZIBEENHYVET,

ROFlE, PRLAZEGPIDF-LO A7 IO RN 28 SIPBEFHERLTVET,

INVITE sip:91l@abcdeflghij2kimno3pqr4.voiceconnector.chime.aws;transport=TCP SIP/2.0
Via: SIP/2.0/TCP IPaddress:12345;rport;branch=z9hG4bKKXN2D41yvDUKH

From: +15105186683 ><sip:+15105186683@IPaddress:12345>;tag=tag

To: <sip:91leabcdeflghij2klmno3pqr4.voiceconnector.chime.aws>;transport=TCP
Call-ID: 12abcdef-3456-7891-012g-h7i8j9k610al

CSeq: 43615607 INVITE

Contact: <sip:IPaddress:12345>

Max-Forwards: 70

Geolocation-Routing: Yes

Geolocation: <cid:alef6102917341f98a467b973819e90ed>;inserted-by=vpc@ng91l.test.com
Content-Type: multipart/mixed;boundary=unique-boundarystring

Content-Length: 271

Accept: application/sdp, application/pidf+xml

--unique-boundarystring
Content-Type: application/sdp

v=0

0=FreeSWITCH 1636327400 1636327401 IN IP4 IPaddress
s=FreeSWITCH

c=IN IP4 IPaddress

t=0 0

m=audio 11398 RTP/SAVP 9 0 101
a=rtpmap:@ PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16

a=sendrecv

a=ptime:20

--unique-boundarystring
Content-Type: application/pidf+xml
Content-ID: <pidftest@test.com>
<?xml version="1.0" encoding="utf-8"7?>
<presence xmlns="urn:ietf:params:xml:ns:pidf"
xmlns:gp="urn:ietf:params:xml:ns:pidf:geopriviQ"
xmlns:bp="urn:ietf:params:xml:ns:pidf:geoprivl1@:basicPolicy"
xmlns:ca="urn:ietf:params:xml:ns:pidf:geoprivl@:civicAddzr"
entity="sip:amazontest9ll@test.com">
<tuple id="0">

<status>
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<gp:geopriv>

<gp:location-info>
<ca:civicAddress>

<ca:
:Al>WA</ca:Al>
:A3>Seattle</ca:A3>
:HNO>1812</ca:HNO>

<cCa
<ca
<cCa

<ca:
:STS>Ave</ca:STS>
:NAM>Low Flying Turtle</ca:NAM>

<cCa
<ca

<Ca:

country>US</ca:country>

RD>Example</ca:RD>

PC>98101</ca:PC>

</ca:civicAddress>
</gp:location-info>
</gp:geopriv>

</status>

<timestamp>2021-09-22T13:37:31.03</timestamp>

</tuple>
</presence>

--unique-boundarystring--

KS\@FETO PIDF-LO OEA
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SIP X7 4 JUr—>3>nER

Amazon Chime SDK >V —J)L&EAL T, £y > a>BEB7ORIN SIP) XFATFTF7 TV —
AVERERTEERT, SIPXFATFTT)r— /E/Eﬁﬁﬁ?ét BERFBAXREME (PBX) I
Ejb\TﬁﬁéhéﬁngL:?%’XT47HDFEF%$7§\ i(ra'f’ﬁﬁktéijo

Tz, AVY—ILZFEALTSIPIL—ILZERLET, SIPIL—IIE. SIPXFATTTIr—
2 325" Amazon Chime SDK ZRICIER TS HEZIEEL T T, BFFIE. Amazon Chime SDK o
URVNUASTOEDIaZTENENT VYU DID £EEBEEHENOEEESLOETES
ETEET, £k, Amazon Chime SDK Voice Connector cE|V) H TS hEZBRTHHD I ITA
NURIZRARBEDBETEZETE LT, Amazon Chime SDK &, 1—H—NBREREET LGB
BLEEZEILSIPIL—LEZRITLET, SIPIL—ILOFERAICOVTR., T 28RBLTEETVSIP
IL—=ILDEE,

SIPXFATT7I)r—>3a>%ERKTHIIC., AWS Lambda 1—H—THIHEHNHV) T
To SIPXTFATFTTUIT—23 ik, LTOEHRT Lambda BEzFERALET,

s BERREEZHSEMBEODY VZESENTEXRY, fIALE, REEFRYFN—BFZE
ALT2BICXAVILAVTEERT, SER. TOEBEFESH NIH—TS Lambda BN 2F
PINZERL, REEZELVLRICHFELET,

s U—N—A2T7TANZUFvi5L T Lambda ¥z 7704 TEET,

SEHMAIC DWW TIE AWS Lambda, AWS Lambda OB A+ ZSBL TS EE L,

® Note

Amazon Chime SDKSIP XFA 7T 7)o —>3a > Ilik,. FORNDY ROERBESEO IR
NFHYET, FHICOVWTIEE, "REBEFOFRE, 25RBLTEEL,

NeEY S
« SIP77Ur—23a>E)L—ILICD2VT
« SIPXFAFTF7TIVr—23a>0EH
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SP77U45—>3a>e)l—=)LIcoW\WT

Amazon Chime SDK Tt v a BB 7OKRIL (SIP) ZFEAT I, SIPXFAFT T I —
2a> ESIPIL—IEZ#ERLET, Amazon Chime SDK A Y — )L THAZERL £T,

RORE, F7Vr—232E)—ILOAE#&ERLTVET, ChESIPIL—ILICLK>TEFS
SEVIJITANURIOKRARNENSEBBSIPT7UT—23a2  CBENN—T120EnsL<
hZERLTVET,

BHROBFRE, BROTOTFANMOBFAIHBLTVWET,

@ @ SIP Media
5 application 11
Target 52“8|D "Ei!’
Priority X » 1D,
=164 phane = o~ Priority AWS Region 1
> I:E AWS Lambda
Voice Connector @ function
Request URI — > E: N
hostname Target SIP Media
SIP rule Priority Y =1 application
Name, ID, Name, ID
Trigger Type, AWS Region 2
Trigger Value AWS Lambda
function

Chime 4 >R > K1) & Voice Connector (1) 5 SIP L= 2) LD A EBEFEBESEZY L TR LN
TEET, £/, PSTN Audio Y—EATEFEES K =& Amazon Chime SDK Voice Connector %
T7OEDaZVISRRBENHYNET, TOFZEICODVWTE., 1 OFIESIPAFATFTTF7 )T —
AVOERTHALTVET, EFES\OBFEZRFEITDE, SPIL—INESIPXFATTT
Jr—>3a2ernICBEENITS Nz Lambda BI% (4) ZHHE LU E T, Lambda BB#E. REH

NEXOBE, 2BANOSN, BEOI1—-—RMNEEOTIIaEaRTHIT I—REEITLET,

NILFU—=2a>oEEEERETIEDHIC, SIPIL—I 2) TR, 7ZT4IILA—N—OFELIBHIC
HOT, BBBAWS U—232 Q) ORERX—TYRNSIPAFATTTIT—>3a 2 ZBETESR
o 120F—5Y MHFERBLEHEA. PSTN Audio H—ERRRROZ—4Y hE2RTLET. ER
BR—TYRNEEBDAWS V-3V ICFEREITBAMBENHDCEICERELTLSEZL,

SIPF77Ur—>azvell—ILico0WT 162



Amazon Chime SDK BEHA R
SIPXFATF7VTr—>3>0EH

SIPXFATF7ITr—232E, SIPIL=ILASE—4%Y N AWS Lambda B#ICEZET Y R—
SRATZIURNTT, SPAXFATTTVTr—>3>=hl. ®R. BH. BRTHEIBRTEXT,
EBOTTIVT—>320FMERTTERIN, ThSOT TV T—2 3200 NOEEES
RATEDRIEEL TS EZ L,

® Note

SIPXTFAFTTTI)r—23a > %4ERTSEC. AWS Lambda BBA HETT, FHMICD
WTIk TAWS Lambda O R 2SBL T EE L,

NEY

e« SIPXTATT7VTr—232 DERK

c SPXFAFTTTIT—32TORITDER
c SPXFAFTTTIT—3VOKRK

c SIPXFATFTTIT—3 2 0OFH

« SIPXTATT7)r—23 2 0OHIE

SIPXFATT7TITr—232 OEK

SPXFA4FTTF77Ur—>3a>k, UUO9ITANURIKRARNRZ, Amazon Chime SDK Voice Connector
IIN—T, FERETTAR—NEEBZFSLOBRORUOVELZEMICTIHEN HBDEEICERL F
9,

SIPXFATT7TITr—>3a22ERTBICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZBH& &
T,

2. FTES—=23RA2OPSTNAudio TSIP XTFATFTF77)r—>3a>#BIRL, XKREhd
R=ITSIPXFATTTVTr—23 > OERZERLET,

3. BEIIC, P7VT—23> 0B ZAALET,

4. ROWFhnHOEZIE—L, ARNRY VRAICBEYSTET,

 Lambda B8%® ARN
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+ Lambda RO I 1) 7 AD ARN
e Lambda B8#H®»/N—> 3> ARN

® Note

Lambda A ZBETHEEICTA VT AE/N—232 ARNs ZHERTEE

¥, Lambda ERRITEZEMICTEBERE. TAUTAKREZRE/N—232 ARN A%
ZTY. Lambda BEOTIAUFR, N—Y3VIAUTA, HLOFABEFTOR
MIZDWTIE, T AWS Lambda *AROY /N—HA Ry @ "Lambda EHO T 1 1)

T A, Lambda BAEO/N—23 >, 8KV Lambda Z7OEZ I Z 2 JEAERETO
g, EBBLTIEEL,

5. (A7 Tarv)yrJ THLLWATZEM Z2BRL, ROBEZTVET,

1. F—RYVAILEEZADLET,
2. (AT 3V)ERY IRCEEANLES.
3. HMEICISUT, HILWARITzEM ZBRLTRITZEMLET,
6. SIPXFATFT7TIT—23 > 0OREERLET,
[Create a SIP media application] (SIP XF*4 P F 77— 3> OEK) R—2 Q& LEBICHKTH

XV tE—IHFRREN, FTVT—232OVARNERENIEXTATT7IT—>3 28k
RENET, IZ7— XV E—IHFRTENIEBE, TOERCH>TEEL,

SPAXAFAFTTFTTI)r—>2a3a>TcORIDER

OtV a>OMEY VT, BEED Amazon Chime SDKSIP XFA P77 )5—>3a> TR
JeFERTRHFEIODVWTHBALET, 2TZFEATRE, SPXFATFTVTr—23>05ED
AWS DY —RAILXBRTF—RZE|)HTBRDENTEET, 2JEF. VY—RICETHER. L&
ZTONY—RAIREBEEIATVERTF—RERETDIF—EATVAaVOETERENET, IXTO
F—EEEERZELET, HlAE. DfECostCenterZFHFD VWS BHNDRIT F—%HERL 98765,
FTORTEIAANBDICHERATEE T, SPAFATF7Ur—>3 > ICEEAR50 B0 XY %EBM
TZEET,

=
« SIPXFAFTT7)IT—23a>oA0RIDEM
« BT DimE
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- 2T OHIER

SIPXFATT7TIr—>3>A0270EM

BE1Z M Amazon Chime SDKSIP XFA FF 75— 3a > liFk, BRGS0 BEOZ T ZEBIMTE X
9,

ST%EMTBICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK 1>V —J)LZH& &
EP

2. FET—232RA42®OPSTNAudio T, SIPXFATFTF7Is—2a> & BRULET,
3. BATBSIPAXFATT7ITr—23a>080%ZERLET,

4. [BT1827. (2T =EE] OEICRIRLET,

5. HiLLWaJTZEBMZEBRL, F—&A7>3a>0EEZADLET,

6. HDEICKUT, HLLERITZEM ZBRLTHORTZERLET,

7. ®TILES, BEEZRTF] Z2BRRLET,

2T DR

REBTIVEAFAN H2BEE. #HNZT2ERLEAN CERELS, AWSTAHTY ROEEDXR
TEWMETEERT, IZIEL. IAMARUS —TRE, ChEFTSCENTERVBENHYET,

2T EmETHICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —)LZH& &
EE

FTESF—232RA42 DO PSTNAudio T, SIPXFATFF7IVTr—23a>&BRUET,
BETDSIPATATTTIT—>3 2 0BMERBRLET,

(20187, RV Z2EE] OEIERLET,

F—RERERY VAL, HILWMEZADLET,

TILES, [BEZREF] 2ZBRLET,

2
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27 DHIBR

BEBT IV EAFUN HDHEE., #ARTZERL LA ICERELS, AWSTHIY NORT ZH|
BRTEET, L. IAMARUS —TRE, ChETSCENTERBRVBENHYET,

2T ZHIKRTBICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZH& &
ER

FTES—>32RA42O PSTNAudio T, SIPXFAFF7ITr—23 > &8RULET,
BEITRSIPATATFT7ITI—>3 > 0FAEZBRLET,

[2T187. BT =2EE] OEICERLET,

HIBRT 22T DHEICHS [HIRR] ZBRLET,

[Save changes] (BREDRTF) 2V JUY I LET,

2

SIPXFAFTFT7I)Tr—>3a2>0xRR
BADOSIPXFATFTIT—2 a2 OEBRENFBETRRTE, HARMEOEREDT
UTr—2 a3V ERBETRRTERT,

SIPXFATFTF7UT—2 a3V ERRTBICRE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZBH& &
EP

2. FTES—232ARA>2T, [SIP media applications] (SIP XF A4 777V —>3>) #iBIRLE
CIP

[SIP media application] (SIP XF 4 7 F 7T —23a )y R=JIZEBRAOIXNTOT ) Tr—
AVHRTIENET,

3. T7UT—YavOEMERRIBICE. FTTUT—Y IV 0RMEERLET,
SIPXFAFTF7T)Tr—>3a > 0EM

SIPXF*A4FF7)r—>3>20 Lambda BB O EH & Amazon )Y —AZ— L (ARNs) ZE#H T
BET, AWSDU—TI3VZBEHIBD_ELERTEERA,
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SPXFAFTFT7TITG—23a>z8EHIdICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZH& &
9o

2. FTES—232ARA2T, [SIP media applications] (SIP XF 14 777 Ur—>3>) &&RLE
9o

[SIP media application] (SIP XF*4 7 F 75— 32 ) R=IHFRTENET,
3. EFHLEWTTUT—23a2 05 ZBRLET,

T70T5r—23a>BEEOR—JICRTRENET,
4. [#mEE] 2 BIRL X7,
5. BEICKBLUT, UTZZEELXRY,

s TV —=23 > 0OBH
« Lambda ARN, T4 "7 X ARN, E£/Fk/N—>3> ARN
« RY, BUOTEEOFHMCOVWTIE., Tt Z8HBLTLSEETV,

® Note

Lambda A ZBETHEEICTA VT AE/N—232 ARNs ZHERTE E

¥, Lambda ERITEZBEMNCTEBERE. TAUTARERF/N—232 ARN A
ETY, Lambda DI A VUT A, N—=23aITAIUT AR, BRUOBERBETOH
MIZOWTIEE, " AWS Lambda RO Y /N—HA Ry @ "Lambda EHO T 11

T A, Lambda BABON—23 >, &V Lambda Z7OEZ I Z VI EAARETOE
2, £3BLTIEE L,

6. [Save] ZBIRLET,
BIAXAYE—IHFRRENET, I XAV E—INFRRENEBES. TOERICHE >TLSESE
Vo

SIPXFATFTTFT7I)r—>3>2 OHIR

SIP XFATF7Ur—2 3V HBRULEVERELTRVLKDANBY ., ROLSBHFFFSh
*7,
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s ERBSEFLEVIIANURIOKRANBOFERZELLET,
c SPXFATFTT7VT—23a>  OERNIEE>TVWET,

® Note

RANTZOT4R&LT, P7UT—232 ZHBRLTEBREORNMA R hEVWI L
ZHELET, T, P7UT—23a2ZHBRLTE, BEIDIEFEESY SIPIIL—ILIEFH
BREhEHA

SIPXFATT7TITr—>3a2ZHIBRT3ICE
1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZH& &

ER

2. FTEY—232RA2T, [SIP media applications] (SIP XF 4 777 Ur—>3>) &&RLE
T,

[SIP media application] (SIP XF*4 7 F 7T —2 32 ) R=IHFRTRENET,
L TTVT=23a Z0BICHBA T RERERRLET,
4. [HIBR] Z3&IRL F T,

[Delete application name] (7 7’U T —> 3B OHIR) FATOTRY VANKRTENET,

5. [l understand that this action cannot be reversed] (C DB TICERB AV EZEBHBL TVE
F) #BIRL TH S [Delete] (HIBR) #BIRLE T,
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SIPIL—IDOEE

SIPIL=IE., SPXFATFTFTT7ITr—>a> Z8RESETLEVIITANURI ORANEICEE
FHTET 1 DDSIPIL—IILEERDSIP XFATTFTITITr—23a  ICEERFRENTESE
T, TDE, FET7TVT—230TEOLN—=—INDOINRITENET, SIPIL—=IDSIPXFA4TT

TVT—2a2TEDRDICHEETEIHADOBMEICODVTR., BIOEDIaVSIPT77Ur—a ke
IL=ILIZD2V\WTOH Ty #ZBRBLTLSEEV,

(® Note

SIPI)L—IL%ZERT SIZIE. Amazon Chime SDK 4 YR NUTHRHBRATH SIP XTFA4T
T7UT—23a> A4 VIAVICERECNATVWS DID £EEEFRERNERES 2045 L
£ 1 D, F/IF Amazon Chime SDK Voice Connector ICEIV) ¥ TS B THD VI T
ANURIRARNBZDBLLEE 1 DBRETY, EFFSOFMICOVTE., "EFESDE
B, 22RBLTKEEV, UJIABMURIFARNBOFMICZODVWTR, ROEI>3IOF
JEICfE> TS EEV,

&

+ SIP =)L DR

* SIP /L= OFXRTR

« SIP =)l DEH

« SIP L= OBEZY
« SIP L=/l DS
* SIP L=/l DBIBR

SIP JL—I)L D ERK

SIP)L—IL%ZERT S8, Amazon Chime SDK 4 YR NUTHRHRRATH SIP XAFATT 7V
T=2a A VIAVICREENTVS DID FLEFEFRHEREFEES. ££1E Amazon Chime
SDK Voice Connector IZB8E[R TSNV IITARNURIKRARNE, BRVSIP XFATTT)Tr—
AVHFDPBLKEE 1 DOBETY, SIPT77UT—23 > 0FMBICOVWTR, "TSIPXFATTTU
T—23DER) ZESRLUTLKEEV, o, MOBBENMERLEIL—IIZFERAIZEETE
-
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SIPIL—ILZEKT B ICIF:

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK OV —)LZHE &
9,

2. FTES—23a RAOEFEES T, SIPAXFA4TTF7TIVr—>3a>%BRLET,
3. L=ILZERKTZSIPT7TUr—>a> %8R, I-IIE2T7%#ERLET,

4. BREBSEEGTIOMNIVRRANEOEZIE—L, TOEZXAERELEEHKO7O0TZ
LIZBEY) G, BTEATZEHEZTO7O7SLZRAVERRICLET,

5. TET—232RAL2TI[SIPrules] (SIP JL—)l) ZFRL £,

[SIP rules] (SIP JL—J)L) R—IHFRRENET,
6. [Create] (fERX) ZEIRL £ T,

[Create a SIP rule] (SIP L—ILZERT D) XA TATRY VANRRENET,
7. BEIARYDACIL=ILOZRZADL, ROVTIhHAEETLETD,

EFRESOIN—IZEKTS

A. 77 # )L N T, [Trigger type] (MU FH—247") 1) AKNIC [To phone number] (BFEFESAN)
FRRENET, KRENBEVES, VANTZEOEZERLET,

B. [Phone number] (EfEET) T, ERFBFFTEANTEIH., FEEVAMN SERFEFTEZIRRL
£, BEZANTIEHEE, +110 ####Z ADLET, Hl: +15095551212

JOTARNURIRARNBDIIL—ILZERT S

A. [Trigger type] (kU H—2 4 7)) U A~ ZF W T [Request URI hostname] ('J 2 ZA N URI @
RARNR) ZERLET,

B. AT Y7 2 TAE—L /RA ME % [Request URI hostname] (') 7 ZTA KN URI DRA MR)
714—=)LRICBEVRFET,

8. IL—IEZESLICEATZICE. [Enabled] (BR) FIVYIRY IRAZEAOERICLE
9. Amazon Chime SDK Voice Connector E T DR AN EZNERAREICEZDETIL—IILZERD
CTBICE, FIYVIRYIDRZFTICLET,

9. RAZEBIRL, ATYT2R=IUTSIPXFATFTTFTITr—2a> ) ANEHE, RIS
SPXFAFTT77Ir—23a>&&RLET,

10. AE(ZJSU T, [Add a SIP media application] (SIP XF 4« 7 F7 7)o —> 3> EM) #i8IRT
DEEBOTT)5—2a3a> T z2EHATEEXT,
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11. [Create] (1EFX) ZZEIRL £ 7,

BHXY E—IARRENET, T7— XV E—IHFRRENLFE, BERER>TEEL,

SIP L=l DORTR

BZ0DSIPIL—)IZHOERENFMETERRTE, BORBRHEOEEREDIL - ZFMETKRRT
XY,

SIPIL—IZRRITDICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZH& &
EP

2. FTET—232RAL20O PSTNAudio T, SIP)L—IZERLET,

[SIP rules] (SIP L—I)L) R=DICHBADITXTOIL—IILIFERRENET,
3. IL=IOFEHERRIDICEK,. L—IILOBZERLET,

SIP JL—I)L D EH
SPL—LIDVWTTEBR— OB, BHEEETHLTT, BYE, L—LB8EEETHHE
. RETB SIP XFAFPT7UT—2 3V ORME—RTDLSLLTIEE,
SPL—ILEEHTHIR

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —)LZH& &
9o
2. FTET—232ARA20OPSTNAudio T, SIPIL—I)ZERLET,

3. EBELEVWIL-IIOFEFZRBIRLET,

FOIL=ILOR—=DHFRRENET,
4., [fREE] ZBIRLFT,
5 I—=ILIZFEF2#HL VAR Z [Name] (BHI) ICABDL T [Save] (R7F) ZBIRLE T,
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SIP IL—ILoERL

BOEBRECL > TERENEIL—LEED, EEDOSIPIL—IILEZBEMNCTEERT, RAKNTZY
TARELT, L-IIOFREEIBLTHSBERCLET., FHFMICOVWTE, TSIPIL—ILDORR,
ZZRBLTLSEZL,

SIPIL—ILZBMCTRICE

1.

https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK 2V —J)LZHE &
ER

FTET—232RA420O PSTN Audio T, SIP)L—ILZZERLET,

[SIP rules] (SIP JL—J)L) R—IHFRRENET,

BECISLUT, L=ILVARDODKREETAIO=ILLTASKERO-IN—%2FEHAL T
[Status] (AT—RA) FZEzRRLET,

I > TWBIL—ILICIEFREBO [Disabled] (&) 74 VA HEET,
L=ILEEMTRICE, ROVWThHAOBRIEEZELET,

TOavIARNEERTS

A RA7O0-LLT, L—ILEBOBCHDFT>a>RE2EERLET,

B. LIZAZAO—J)LL T, [Actions] (79U 3>) VAKNZRBE, [Enable] (BMICTS) Zi&RL
THASATY T 5ICHEAET,

Enable (B%IICT2) RE2ZFEHATS

AL—ILOEEEBRLET,
B. [Edit] ({F£E) DBEI- % B [Enable] (BRICT3) ZBIRLTABSATY T 5 ICEXET,

ATV T 4 THALEWThADOHEZEZRAVT [Enable] (B#IZT3) £i#IRL 54, [Enable
rule(s)] JL—ILOBMIL) KA TOTRY VAN RRENET, [l understand that the rule(s)
listed here will trigger the SIP media application] (C D J AN ICRRENIL—ILH SIP XF 1
TFTP7)5—>3a>aN)A—F22BBRLTVET) £58IRL TH S [Enable] (BRIICT
2) EBRLET,
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SIP JL—IL D ERL

L= IZRBPEEOXBENBTVEE, SIPIL—IIZEMCLERT, K, SIPIL-LFTEEEETS
SIPXFATT7TIT—>3a2ZEHBRTRAEIC. TOIIL—IINEZEDCITIXENHYVET, EBE
LR ITHERENLEIL—IINBENTEEMCITEERT,. RARNTTITIARELT, L—ILEEY
CTBHICIIL—IILOFHERRL, - ZEPHCLTEBEORNSIPMHEABT VW EZHIBLE
T FMICOVTRE, TSIPIL—ILDOFRR) 2FRLTLSEEL,

SIPIL—ILZENZTSICE

1.

https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK 2V —J)LZHE &
ER

FTET =232 RAL20O PSTN Audio T, SIP)L—ILZZERLET,

[SIP rules] (SIP JL—J)L) R—IHFRRENET,

BECISLUT, L=ILVARDODKREETAIO=ILLTASKERIO-IN—%2FEHAL T
[Status] (AT—RA) FZEzRRLET,

B —ILIZIEFEED [Enabled] (B 74 AV HFFEET,
L=ILEEM-TRICE, ROVWThHADOBRIEEZELET,
oAV )ANZERTS

A RA72O0-LLT, L—ILEBOBCHDFTa>RE2EERLET,

B. LIZAZA—J)LL T, [Actions] (72> 32) JUAKNZBREVT [Disable] (BXHICT %) ZERL
9,

[Disable rule(s)] JL—IL DEMIL) BATOTRY VANRTENET, ATV 5ICHERE
9,
[Disable] (EXICT2) KRV EFEATS

A RA20-)ILLT, IL=IloBa&E&RLET,
B. [Edit] (#R£E) MBI 3 3 [Disable] (BT 2) £BIRLET.

[Disable rule(s)] JL—IL DEML) RATOTRY DANRTENET, ATV 5ICHRE
9,
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5. BIRCOF7U23VICKRY, SPXFATFTTTIr—2322 N)A—92 LEDOIL—LHE
IEEh, &M BERENET,

SIP JL—)L @ Hl B

BE, BERTSNEVIIANURIOFRANERERERESITELCE2LHE. SIPIL—I
ZHIBRLE T, BME>TEHRL L SIPIIL—ILZRIBRIBDCEETEFRT,

(® Note

L= ZHIBRTDHEIC, ETTNEBWCTIXEN BV ET, L—ILOEMCOFEMICD
WTIE, TSIPIL—IL QML) 2FRLTSEEL,

SIPIIL—ILZHIERT B

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK 1>V — )Lz & &
EP

2. FTET—232RAL20O PSTNAudio T, SIP)L—IZERLET,

[SIP rules] (SIP JL—=I)L) R—=IHARRENET,
L—ILBDOEIIHDTOFARIEZBIRLET,
[Actions] (F 2> 32) UARNZHWT [Delete] (HIBR) ZZIRLET,

[Delete rule(s)] JL—ILOHBIBR) X4 FTATRY VAN RRENET,
5. [l understand that this action cannot be reversed] (Cc DB EFE TICREBAHEVWC EZEHL TVE
9) ZiBIRL TH S [Delete] (HIBR) ZBRLET,
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Amazon Chime SDK ® 7 O—/NILEZED EE

Amazon Chime SDK O BFEFFML I— REEEZEELE T,

BEEFML I— ROEE

Amazon Chime SDK EEBEF7 AV NOBFEFML I— REEEZEBH T2 HIC, £ Amazon Simple
Storage Service /NT Y N EERTEIHBEN HVYET, Amazon S3 /N7 v MNE, BFEFMELI—RD
OJRBEELTHERAENET, BEFMEL I-—RBIEEBRITIEERE,. T—REZ2REBLVEE
I35 =HIZ. Amazon Chime SDK IZ Amazon S3 /AT Y RADFZHEY) B RVPEZEIAKT IV AME
ZHELE T, Amazon S3/NT Y NOERFEDFMIZ DWW T, Amazon Simple Storage Service
J1—H%—4 4 R® "Amazon Simple Storage Service DB FZE £2SBL T EE L,

Amazon Chime SDK Voice Connector ®BFEFFML 11— REREZRKETE £I, Amazon Chime
SDK Voice Connector MFFMICOWTIEE, T4 258 L TL< & WAmazon Chime SDK THEFFEH
SNEE,

BREAML I -RREZERTDICE

1. Amazon Simple Storage Service 1—%'—74 4 R® "Amazon Simple Storage Service M Fita 7
Ei1 OFIEICH>T Amazon S3NT Y M EHERLE T,

2. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —)lZHE &
Jo

3. FEZ#—232RA20 SIPTrunking T, BEFML I—RZERLET,

4. OVEFERVANERE, SSNTY M ZERLET,

5. [RfF] ZBIRLEXT,

BREFMLI-—ROOJRELEVWOTEFLETERT,
BREFMLI-—ROOJEEZEFLETIICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —)LZH& &
Jo

2. FES—=23RA® SIP Trunking T, BEFML I—REZBIRLET,

3. OVRERZEMITS Z2BIRLET,
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Amazon Chime SDK Voice Connector @55 1— R

Amazon Chime SDK Voice Connector D @FEFFML 1— REZZEITSH &, Amazon S3 /NT Y NZiE
EEhET, XDOPHIFE., Amazon Chime SDK Voice Connector BEEFML 11— REZ O —RHW R
ZRULTVWET,

Amazon-Chime-Voice-Connector-CDRs/
json/abcdeflghij2klmno3pqr4/2019/03/01/17.10.00.020_123abc4d-efg5-6789-h012-
Jj3456789k012

ROBIE, BREFMALI-—RETRENDZTFT—REZRLTVERT,

Amazon-Chime-Voice-Connector-CDRs/json/voiceConnectorID/year/month/
day/callStartTime-voiceConnectorTransactionID

X DOFIE. Amazon Chime SDK Voice Connector iBEEEEML J— RO—MA BT EZRLTVWE
9,

"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h@12-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqr4",

"Status": "Completed",

"StatusMessage": "OK",

"SipAuthUser": "XXXX",

"BillableDurationSeconds": 6,

"BillableDurationMinutes": 0.1,

"SchemaVersion": "2.0",

"SourcePhoneNumber": "+12065550100",
"SourcePhoneNumberName": "North Campus Reception",
"SourceCountry": "US",

"DestinationPhoneNumber": "+12065550101",
"DestinationPhoneNumberName": "South Campus Reception",
"DestinationCountry": "US",

"UsageType": "USE1-US-US-outbound-minutes",
"ServiceCode": "AmazonChimeVoiceConnector",
"Direction": "Outbound",

"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,
"Region": "us-east-1",
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"Streaming": true

Amazon Chime SDK Voice Connector AN —3 > DML
1—k

Amazon Chime SDK Voice Connector DBFEFML I— RZZFEIBD L ZBRL, XTF1T7 %
Kinesis Video Streams ICA KU —X2J 9% A, SIPRECUIVIANZEFETDE, ANU—ZY
ML O—RA Amazon S3/NNT Y NIZEFENFET, FMICODVWTIE, "TAmazon Chime SDK
Voice Connector X7 4 7 % Kinesis ICAN)—=209%, 28RBLTLIEEL,

ROBIE, ARNV—I2JFMLI-REO—MEXZEZRLTVET,

Amazon-Chime-Voice-Connector-SDRs/
json/abcdeflghij2klmno3pqr4/2019/03/01/17.10.00.020_123abc4d-efg5-6789-h012-
j3456789k012

ROBIE, ARNIV—I2JFML - RETRENDT—RZRLTVET,

Amazon-Chime-Voice-Connector-SDRs/json/voiceConnectorID/year/month/
day/callStartTime-voiceConnectorTransactionID

ROBNE, ANV—Z2TFHBELI-RO—MmEXZRLTVET,

"SchemaVersion": "1.0",

"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h012-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqrs",
"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,

"Status": "Completed",

"StatusMessage": "Streaming succeeded",

"ServiceCode": "AmazonChime",

"UsageType": "USE1l-VC-kinesis-audio-streaming",
"BillableDurationSeconds": 6,

"Region": "us-east-1"

Amazon Chime SDK Voice Connector AN —X>J QML 1—R 177



Amazon Chime SDK BEHA R

Y NID—URE L FTIHEOESF

Amazon Chime SDK Tlk, € EETEFBY—ERZHYR—KNTRDEHIC. CORNEY I THBPEENT
WRREEEER—RMNIBRETT, 1 VNIV REEFTIONNDIRONS 74y o 7OY0&h
TWaE, A—F 1A, EFFA,. BEHR-E, FyYRBEDTEFIELEY—ELRICEETIEEND
WET,

Amazon Chime SDK (&, 7R— N TCP/443 T Amazon Elastic Compute Cloud (Amazon EC2) & &
FEOMHD AWS HY—ERZFERALET, 7747 I4—)ANKR—KNTCP/443 7OV VT35
&, FAYJAN*. amazonaws.comZERT A, AWS DV T 7LV ARODY—ERAD I
AWSIP 7 RLASHZBRETIHENHYET,

« Amazon EC2
* Amazon CloudFront

« Amazon Route 53

i
7N\

IRIE T Amazon Chime SDK LTI 2 EEE, KOEELER—NHIBETT,

W—TFT1>T% R—K
*.chime.aws TCP: 443
*.amazonaws.com TCP: 443

Amazon Chime SDK WebRTC X1 7ty >3~

RXA H7ZY KN R—bN
*.chime.aws 99.77.128.0/18 TCP:443 UDP:3478
* sdkassets.chime.aws TCP: 443
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Amazon Chime SDK Voice Connector

Amazon Chime SDK Voice Connector ZEf 3258k, XOREELER—NEHESHLET,

SIP>TF3V>2Y

AWS —>3 > IPv4 7 %Y K IPv6 7 %Y K R—b
KERE (N—ZF  3.80.16.0/23 2600:f0f0:c040::/48 UDP/5060
| 411))

TCP/5060

TLS/5061
KEFES (AL ) 99.77.253.0/24 2600:f0f0:c041::/48 UDP/5060

TCP/5060

TLS/5061
TSTINTTavy 99.77.242.0/24 2600:f0f0:c046::/48 UDP/5060
(Vo))

TCP/5060

TLS/5061
TSTINTTavy 99.77.240.0/24 2600:f0f0:c048::/48 UDP/5060
(> HR=)L)

TCP/5060

TLS/5061
TISTNT T4y 99.77.239.0/24 2600:f0f0:c049::/48 UDP/5060
(> kZ—)

TCP/5060

TLS/5061
TISTINT T4V 99.77.244.0/24 2600:f0f0:c047::/48 UDP/5060

(R=)

TCP/5060
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EEHAR

AWS V—> 3>

AFTE (FE)

R (72207 1)

R (AT R)

RRM (2 R2)

JO-N)L

XTAT

AWS V—> 3>

TOTNT 49D

IPv4 7 %Y K

99.77.233.0/24

99.77.247.0/24

99.77.250.0/24

99.77.249.0/24

IPv4 7 %Y K

99.77.242.0/24

99.77.240.0/24

IPv6 7% v K

2600:f0f0:c042::/48

2600:f0f0:c044::/48

2600:f0f0:c043::/48

2600:f0f0:c045::/48

2600:f0f0:c040::/42

IPv6 H 7% v K

2600:f0f0:c046::/48

2600:f0f0:c048::/48

R— bk
TLS/5061

UDP/5060
TCP/5060
TLS/5061

UDP/5060
TCP/5060
TLS/5061

UDP/5060
TCP/5060
TLS/5061

UDP/5060
TCP/5060

TLS/5061

R— bk

UDP/5000:65000

UDP/5000:65000
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EEHAR

AWS V—> 3>

TFOTRST 499
S RZ—)

—~

TOTINTa4vD
(R®R)

AFE ()
M (7Z>07K)
M (FTAILZR)
BN (O R2)

KERS (N—J =7
125

KERE (N—2ZF
Bl a1

KERES (N—I 7
125

KERE (N—I =T
1£25)

KERE (N—>Z7F
b1

KEES (ALY )

J0O0-N)

IPv4 7 %Y K

99.77.239.0/24

99.77.244.0/24

99.77.233.0/24
99.77.247.0/24
99.77.250.0/24
99.77.249.0/24

3.80.16.0/23

52.55.62.128/25

52.55.63.0/25

34.212.95.128/25

34.223.21.0/25

99.77.253.0/24

IPv6 7% v K

2600:f0f0:c049:

2600:f0f0:c047:

2600:f0f0:c042:
2600:f0f0:c044:
2600:f0f0:c043:
2600:f0f0:c045:

2600:f0f0:c040:

2600:f0f0:c040:

2600:f0f0:c040:

2600:f0f0:c040:

2600:f0f0:c040:

2600:f0f0:c041:

2600:f0f0:c040:

1148

/48

/48

/48

/48

1148

1148

/48

1148

1148

1148

1148

142

R— bk

UDP/5000:65000

UDP/5000:65000

UDP/5000:65000
UDP/5000:65000
UDP/5000:65000
UDP/5000:65000

UDP/5000:65000

UDP/1024:65535

UDP/1024:65535

UDP/1024:65535

UDP/1024:65535

UDP/5000:65000

UDP/5000:65000

9!
KN
N
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EEHAR

Fv )T XTFT 4T DEEFLER— BN DO Amazon Voice Focus

AWS )—> 3> W—F12T% R—K
KERE (/N — = 7 4L88) 99.77.254.0/24 UDP/5000:65000
KEAFBZ (ALY ) 99.77.232.0/24 UDP/5000:65000
w35 1 0D E 4
Amazon Chime SDK (Cid, BTN TVWBRXF 4TI/ L TRAOFHBEBERHF HVET,
"E

« 1.1 FFUO'HL:54kbps LB RTTY)

« KEBEBFROHL: REEN 50 ADBEIZ 32 kbps ZBZ AL
- Bhig

« 1:1 FFO'HL:650kbps EVH KV TY)

« HD E— K :1400 kbps £V B XV TV)

« 3~4 A:450 kbps V) & & TF (N-1)*400 kbps T )

+ 5~16 A: 184 kbps £ V) & & TF (N-1)*134 kbps T VJ

« ETOFEHBERY NO—ORACBUTERSZEY XY
- EE

« 1.2mbps £ (RRE) & T (RTH) (EREDES). chiE, XY RNI—JOREICEITVT

320 kbps ETC TV ET,
« 1)E—NH#IfH: 800 kbps EE

Amazon Chime SDK Voice Connector IZl&. XOHHIBEGFI HV)ET.

=7 ==
- BF

+ B ~90kbps LT XF A PRAO—RBLTNT Y hA—/N—AY RFBENET,

+ T.38 FAX

« V34 EASHV): ~40kbps X T A FRAO—RELTNTY RF—N—AY RFEENET,
« V34 EAZL: ~20kbps X T4 FRAO—RELTNTY RF—N—AY RFEENET,

F v DT AT AT OREEFLER—KNDO Amazon Voice Focus

182



Amazon Chime SDK BEHA R

Amazon Chime SDK O EEHR— N

EEE T, Amazon Chime SDK O HR—NIEHFTIHLEN HDHEEF. XOVThAOFT > =3
VEERLET,

C AWS HR—RFHIY NEBREDBAR. RNV Z—CF U RALTFT Y MEREL
TLEE W,

s ThUNDB/EIE., ZBEHEAWS YZI X N2V —)L, Amazon Chime SDK, H#7R—Kk, UZ
TANDEEZBIRLET,

RDEHREANTDEERTT,

- BEICDOVTOFL VA,
c RALY—TEBC., BENFIREL LB,

183


https://console.aws.amazon.com/support/home
https://console.aws.amazon.com/

Amazon Chime SDK

BEEHA R

Amazon Chime SDK BEXE A RO RF 1 X NEFE

IRORIZ, 2022 F 3 AL ® Amazon Chime SDK BB A4 ROBELZLZERERLET, COR
FAXKNOEFHICETZEHNEZITESIZE, RSS 7141 —REHTRIZATLTLLEZL,

ZE

Alexa ® AF)LAT—)L DO HEl
[E3

H—ERACV7Ehi0—

IWR) S —DEH

H—EALCVPEhiz0—

LRIV —OEH, FLLS

m)—ra>

B

Amazon Alexa F—LNDEE
ICkV, SIPXFATTFTV
T—232IC Alexa 1)L %&
EMTERLLEYET, 4
IC2WVWTI, TAlexa Smart
Properties; R—JZSRL T
<EEL,

CloudWatch A" —E XX v
S1R—RTEATI X
DORERMTEDLSICT
27T Ut AFFAAmazonChi
meSDKMediaPipeline
sServicelLinkedRole
Policy AEMEh&EL I,
FMICOVWTIEE, "Amazon
Chime SDK X5 1 7 /)\4A
774 TcnO0—=)LOFER

1 BRYT TAWS EER)
P—1 ZZRLTLKESE

L's AmazonChimeSDKMedi
aPipelinesServiceLinkedRole

Policy

Kinesis Video Streams A"
Amazon Chime SDK &%
F—FT1F, EFF,
BEHEEF—ZFZAKN)—
SUTEBDLSICTS
T Ot AFF A AmazonChi

B

2024 ¥4 A1H

2023 12 A8 H

2023 9 H 25 H

184


https://developer.amazon.com/en-US/alexa/alexasmartproperties
https://developer.amazon.com/en-US/alexa/alexasmartproperties
https://docs.aws.amazon.com/chime-sdk/latest/ag/using-service-linked-roles-media-pipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/using-service-linked-roles-media-pipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/using-service-linked-roles-media-pipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/using-service-linked-roles-media-pipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/using-service-linked-roles-media-pipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/media-pipeline-service-linked-role-policy.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/media-pipeline-service-linked-role-policy.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/media-pipeline-service-linked-role-policy.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/media-pipeline-service-linked-role-policy.html

Amazon Chime SDK

BEEHA R

meSDKMediaPipeline
sServicelLinkedRole
Policy AEBMEHhEL I,
FMICOVWTIEE, "Amazon
Chime SDK XF 14 7 )\A
774 TcnO0—)LOFEA

1 BRT TAWS EER

< —: AmazonChimeSDKMedi
aPipelinesServicelLinkedRole
Policys 228U T EE L\,

BEZIE., PSTN BFEENOEFE
mEZOLEE2HETHD
BEAMELEEIVNVA

XVNEBMICTEDLSIC
BYELE, FHEICOVT

. "TEFEIMEEDIER.
O "FEIVN\AXYBNIC
2V\WTL 93 ESRL

TL &V, https://docs.aws.

amazon.com/chime-sdk/latest/

ag/create-ca-config.html

20238 A 31 H

185


https://docs.aws.amazon.com/chime-sdk/latest/ag/using-service-linked-roles-media-pipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/using-service-linked-roles-media-pipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/using-service-linked-roles-media-pipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/using-service-linked-roles-media-pipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/media-pipeline-service-linked-role-policy.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/media-pipeline-service-linked-role-policy.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/media-pipeline-service-linked-role-policy.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/media-pipeline-service-linked-role-policy.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/create-ca-config.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/create-ca-config.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/create-ca-config.html

Amazon Chime SDK BEHA R

H—EARCUVEniz0— GetMedialnsightsPipelineCon 2023 £ 4 A 14 H
WR) S —DOEFH figuration API ND T I+
AEZHAUTBDT VA

AJAmazonChimeVoiceCo
nnectorServicelink
edRolePolicy AMAEMEh
F L o Amazon Chime Voice
Connector Tl&, XF4 7 A
DHARNNAT AU DOEE
ZRBITRLEHICchsnT
DEAFANVETT, F#l
IC2VWT, "BFEsEE
H9 % &S IC Voice Connector
ZHRETD BSRBLTLE
=L,

Voice Connector O X J 4 F EIEE(E Amazon Chime SDK 2023 £ 4 A 13 H
Voice Connector (X2 & Z|
WHETBZENTEDBLSIC
BYVELE, 2T, E&
LiF—EEBORTOER
TARTF—RZE)ETE
¥, EMICOLTRE. "Voice
Connector TN X T DEH 4
ZSBLTLSEETL,

186


https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetMediaInsightsPipelineConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetMediaInsightsPipelineConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/configure-voicecon.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/configure-voicecon.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/configure-voicecon.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/use-tags-voice-con.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/use-tags-voice-con.html

Amazon Chime SDK

BEEHA R

MRS LCEHEA LY —E

A ozhizO0—)LRY

:/_

FRAY/N—E&., A
mazonChimeSDKEvents t—
ERCVUOEnizO0-I)%
AL T. Kinesis Firehose
BEQDANI—Z2TH—
ERCTIOEZATEET, #
HIZDWTIE, AmazonChi
meSDKEvents #—E A(C
DooEnzO0—)ILoE

Al ZZRLTLSEZ,
T, "H—ERIC)
vEhizO0—)L0OFER.
(ZAmazonChimeVoiceCo

nnectorServicelink
edRolePolicy REIZEN
LEL L, FHEICOVTE.

™ o {8 A AmazonChimeVoic
eConnectorServiceLinkedRole
Policys 228 L TKEE L\,

EEE BrUEEZERZE
BoFROY/N—ik, BFED
#THEMA 9% Voice Connector
ERETEET, HEIIRU
T, BEEIMEZEAMITARC
EETEEXRT, FHICOVWT
&, COHA4 RO "Amazon
Chime SDK BFED O EE
BRU "BEINMEERAT
% & 5 IC Voice Connector &
BETD ESRBLTLSEE

o

2023 3 A 27 H

2023 3 A 27 H

187


https://docs.aws.amazon.com/chime-sdk/latest/ag/analytics-service-role.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/analytics-service-role.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/analytics-service-role.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/analytics-service-role.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/using-service-linked-roles.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/using-service-linked-roles.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/using-service-linked-roles-stream.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/using-service-linked-roles-stream.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/using-service-linked-roles-stream.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/ag-call-analytics.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/ag-call-analytics.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/configure-voicecon.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/configure-voicecon.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/configure-voicecon.html

Amazon Chime SDK

BEEHA R

tFXIUTARIV—DEH

AWS T 2— K

SIP>TJ3 U2 T 0L
AWS )—> 32>

Alexa O AF )L NBEE

BRI HUOHL ZEH#H

Amazon Chime SDK 7R 1)
~—IZ. Amazon Chime SDK
Media Pipeline APIs Z{Ef L
T Media Pipelines & #ERX.
FehELY) . HIBRTEBHFHL L
TOEAFANFEMENEL
o

EEEF, SPXFTATFTT
Dy—>3a>aF7> T, hr
. RMO AWS U— 3>
CEENTRZENTEDL
SRV ELLE, FEMEICOV
T, "RYRND—IOFEL
TIEHEOENH Z5RBLTL
ZEV,

Alexa AF¥I)LHAFEERE. AF
ILASEE ZHCHT N
TEET, COHBEIHIBRE
nEL L,

BERBEHTOLAZEHLE
Lk, IO VTR, "8
SEHOFEL EZRLTL
ZELV,

20231 HA10H

2022 £11 A 18 H

2022 £11 A 18 H

20228 A4 H

188


https://docs.aws.amazon.com/chime-sdk/latest/ag/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_Operations_Amazon_Chime_SDK_Media_Pipelines.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_Operations_Amazon_Chime_SDK_Media_Pipelines.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/network-config.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/network-config.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/set-up-emergency-calls.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/set-up-emergency-calls.html

Amazon Chime SDK

BEEHA R

FLOWH—ERAICUOEh
=O0-—)

T Amazon Chime SDK & H

1 R, DR

FLLWH—ERIZUD
chlzO0—-)IZkY, FX

A v /\—I& Amazon Chime
SDK E—F A VI TXTF
ATNATZA> 2 ER
TEXT, FMAICOVWT

. TAWS XR—2 RARU
<~ —: AmazonChimeSDKMedi
aPipelinesServiceLinkedRole
Policys 228U T<EE L\,

T Amazon Chime SDK &#/j
A4 Ry ARBEENEL L, 202
2F 3 AMBIOEEICOWVWT
[&. "Amazon Chime EE#&
74 K1 ® "Amazon Chime
DRFIXKNERE, 2SR
LT EEV,

2022 4 A 26 B

2022 3 H 24 H

189


https://docs.aws.amazon.com/chime-sdk/latest/ag/security_iam_id-based-policy-examples.html#media-pipeline-service-linked-role-policy
https://docs.aws.amazon.com/chime-sdk/latest/ag/security_iam_id-based-policy-examples.html#media-pipeline-service-linked-role-policy
https://docs.aws.amazon.com/chime-sdk/latest/ag/security_iam_id-based-policy-examples.html#media-pipeline-service-linked-role-policy
https://docs.aws.amazon.com/chime-sdk/latest/ag/security_iam_id-based-policy-examples.html#media-pipeline-service-linked-role-policy
https://docs.aws.amazon.com/chime/latest/ag/doc-history.html
https://docs.aws.amazon.com/chime/latest/ag/doc-history.html
https://docs.aws.amazon.com/chime/latest/ag/doc-history.html

Amazon Chime SDK BEHA R

BREEBBRICL)RETATVER T, BREETAECBRANBERFROBTHEE, T —RELEF
BErX®256a. RERIFIBELET.

CXC



	Amazon Chime SDK
	Table of Contents
	Amazon Chime SDK とは
	料金

	前提条件
	Amazon Web Services アカウントの作成
	にサインアップする AWS アカウント
	管理アクセスを持つユーザーを作成する


	Amazon Chime SDK のセキュリティ
	Amazon Chime SDK の Identity and Access Management
	オーディエンス
	アイデンティティを使用した認証
	AWS アカウントのルートユーザー
	IAM ユーザーとグループ
	IAM ロール

	ポリシーを使用したアクセスの管理
	アイデンティティベースのポリシー
	リソースベースのポリシー
	AWS Amazon Chime SDK の マネージドポリシー
	アクセスコントロールリスト (ACL)
	その他のポリシータイプ
	複数のポリシータイプ


	Amazon Chime SDK と IAM の連携方法
	Amazon Chime SDK アイデンティティベースのポリシー
	アクション
	条件キー

	リソース
	例

	音声分析での暗号化の使用
	保管時の暗号化について
	音声分析でグラントを使用する方法を理解する
	音声分析のキーポリシー
	暗号化コンテキストの使用
	暗号化コンテキストを使用してキーへのアクセスを制御する

	暗号化キーのモニタリング

	サービス間の混乱した代理の防止
	Amazon Chime SDK リソースベースのポリシー
	Amazon Chime SDK タグに基づく認可
	Amazon Chime SDK IAM ロール
	Amazon Chime SDK での一時的な認証情報の使用
	サービスリンクロール
	サービス役割

	Amazon Chime SDK アイデンティティベースのポリシーの例
	ポリシーに関するベストプラクティス
	AWS マネージド Amazon Chime SDK ポリシー
	AWS 管理ポリシー: AmazonChimeVoiceConnectorServiceLinkedRolePolicy
	AWS 管理ポリシー: AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy
	AWS マネージドポリシーに対する Amazon Chime の更新

	Amazon Chime SDK のアイデンティティとアクセスのトラブルシューティング
	Amazon Chime SDK でアクションを実行する権限がない
	iam:PassRole を実行する権限がない

	Amazon Chime SDK のサービスにリンクされたロールの使用
	Amazon Chime SDK Voice Connector サービスにリンクされたロールポリシーの使用
	Amazon Chime SDK Voice Connector のサービスにリンクされたロールのアクセス許可
	Amazon Chime SDK Voice Connector のサービスにリンクされたロールの作成
	Amazon Chime SDK Voice Connector のサービスにリンクされたロールの編集
	Amazon Chime SDK Voice Connector のサービスにリンクされたロールの削除
	サービスリンク役割のクリーンアップ
	サービスリンク役割の手動による削除

	Amazon Chime SDK サービスにリンクされたロールでサポートされているリージョン

	ライブトランスクリプション (ライブでの文字起こし) でロールを使用する
	Nova Act のサービスにリンクされたロールのアクセス許可
	Nova Act のサービスにリンクされたロールの作成
	Nova Act のサービスにリンクされたロールの編集
	Nova Act のサービスにリンクされたロールの削除
	Amazon Chime のサービスリンクロールがサポートされるリージョン

	Amazon Chime SDK メディアパイプラインでのロールの使用
	Amazon Chime SDK メディアパイプラインのサービスリンクロールアクセス許可
	Amazon Chime SDK メディアパイプラインのサービスリンクロールの作成
	Amazon Chime SDK パイプラインのサービスリンクロールの編集
	Amazon Chime SDK メディアパイプラインのサービスリンクロールの削除
	Amazon Chime SDK メディアパイプラインのサービスリンクロールがサポートされるリージョン

	AmazonChimeSDKEvents サービスにリンクされたロールの使用
	サービスリンクロールの作成
	サービスリンクロールの編集
	サービスリンクロールの削除


	Amazon Chime SDK でのログ記録とモニタリング
	Amazon CloudWatch による Amazon Chime SDK のモニタリング
	Amazon Chime SDK の CloudWatch メトリクス
	Amazon Chime SDK の CloudWatch ディメンション
	Amazon Chime SDK の CloudWatch ログ

	EventBridge を使用した Amazon Chime SDK の自動化
	EventBridge を使用した Amazon Chime SDK Voice Connector の自動化
	Amazon Chime SDK Voice Connector ストリーミングイベント
	Amazon Chime SDK Voice Connector ストリーミングの開始
	Amazon Chime SDK Voice Connector ストリーミングの終了
	Amazon Chime SDK Voice Connector ストリーミングの更新
	Amazon Chime SDK Voice Connector ストリーミングが失敗する


	を使用して API コール AWS CloudTrail をログに記録する
	証跡の作成
	証跡によってキャプチャされたデータ
	Amazon Chime SDK ログファイルエントリについて


	Amazon Chime SDK のコンプライアンス検証
	Amazon Chime SDK の耐障害性
	Amazon Chime SDK のインフラストラクチャセキュリティ

	はじめに
	Amazon Chime SDK アカウントの電話番号の設定

	Amazon Chime SDK での電話番号の管理
	電話番号のプロビジョニング
	国際電話番号のリクエスト
	必要なドキュメントの送信
	発信通話の制限
	中国
	資格基準
	設定に必要なデータ
	基準違反の結果
	サービス保証


	国別電話番号要件
	オーストラリア
	オーストリア
	カナダ
	デンマーク
	フィンランド
	ドイツ
	アイルランド
	イタリア
	ニュージーランド
	ナイジェリア
	プエルトリコ
	韓国
	スウェーデン
	スイス
	英国


	既存の電話番号の移植
	番号を移植するための前提条件
	Amazon Chime SDK への電話番号の移植
	必要なドキュメントの送信
	リクエストステータスの表示
	移植された番号の割り当て
	Amazon Chime SDK からの電話番号の移植
	米国番号の移植
	(オプション) 番号を保護するための PIN のリクエスト

	国際電話番号の移植

	電話番号の移植ステータスの定義

	電話番号インベントリの管理
	Voice Connector または Voice Connector グループに番号を割り当てる
	Voice Connector 番号の再割り当て
	Voice Connector 電話番号の割り当て解除
	電話番号の再割り当て
	SIP メディアアプリケーションへの電話番号の割り当て
	電話番号の詳細の表示
	電話番号の製品タイプの変更
	電話番号の割り当てタイプの変更
	発信通話名の設定

	電話番号を削除する
	削除された電話番号の復元
	発信通話の評価を最適化する
	ステップ 1: 顧客が好む連絡方法を知る
	ステップ 2: 通話をブランド化する
	ステップ 3: 顧客にとって意味のある発信者 ID を選択する
	ステップ 4: キャンペーンが有効な番号を呼び出すことを確認する
	ステップ 5: 最適なタイミングで発信通話を行う
	ステップ 6: 発信者 ID の評価を監視する
	ステップ 7: 発信者 ID として複数の番号を使用する
	ステップ 8: アプリベンダーと連携する
	ステップ 9: アウトリーチ戦略にメッセージを追加して、あなたが誰であるかを顧客に知らせる
	ステップ 10: 発信通話戦略を検証する

	Amazon Chime SDK の STIR/SHAKEN

	Amazon Chime SDK Voice Connector の管理
	[開始する前に]
	Amazon Chime SDK Voice Connector の作成
	Voice Connector でのタグの使用
	Voice Connector へのタグの追加
	タグの編集
	タグの削除

	Amazon Chime SDK Voice Connector 設定の編集
	全般設定の編集
	Voice Connector での暗号化の使用
	終了設定の編集
	送信元設定の編集
	緊急通話設定の編集
	電話番号の編集
	ストリーミング設定の編集
	ログ記録設定の編集
	タグ設定の編集

	Amazon Chime SDK Voice Connector 電話番号の割り当てと割り当て解除
	Amazon Chime SDK Voice Connector の削除
	通話分析を使用するように Voice Connector を設定する
	Amazon Chime SDK Voice Connector グループの管理
	Amazon Chime SDK Voice Connector グループの作成
	Amazon Chime SDK Voice Connector グループの編集
	Voice Connector グループへの電話番号の割り当てと割り当て解除
	Amazon Chime SDK Voice Connector グループの削除

	Amazon Chime SDK Voice Connector メディアを Kinesis にストリーミングする
	メディアストリーミングの開始
	SIP ベースのメディア録画とネットワークベースの録画の互換性
	Voice Connector での Amazon Chime SDK 音声分析の使用

	Amazon Chime SDK Voice Connector 設定ガイドの使用

	Amazon Chime SDK 通話分析の管理
	通話分析を設定する
	前提条件
	通話分析設定の作成
	設定の詳細を指定する
	録音を設定する
	音声エンハンスメントを理解する
	分析サービスを設定する
	出力の詳細設定を行う
	アクセス許可を設定する
	(オプション) リアルタイムアラートを設定する
	確認と作成


	通話分析の設定を使用する
	通話分析設定の更新
	通話分析設定の削除
	音声分析の有効化
	音声プロファイルドメインの管理
	音声プロファイルドメインの作成
	音声プロファイルドメインの編集
	音声プロファイルドメインの削除
	音声プロファイルドメインでのタグの使用
	音声プロファイルドメインへのタグの追加
	音声プロファイルドメインタグの編集
	音声プロファイルドメインタグの削除

	音声分析の同意通知について


	緊急通話の設定
	緊急通報の住所の検証
	サードパーティーの緊急ルーティング番号の設定
	緊急通話での PIDF-LO の使用

	SIP メディアアプリケーションの管理
	SIP アプリケーションとルールについて
	SIP メディアアプリケーションの使用
	SIP メディアアプリケーションの作成
	SIP メディアアプリケーションでのタグの使用
	SIP メディアアプリケーションへのタグの追加
	タグの編集
	タグの削除

	SIP メディアアプリケーションの表示
	SIP メディアアプリケーションの更新
	SIP メディアアプリケーションの削除


	SIP ルールの管理
	SIP ルールの作成
	SIP ルールの表示
	SIP ルールの更新
	SIP ルールの有効化
	SIP ルールの無効化
	SIP ルールの削除

	Amazon Chime SDK のグローバル設定の管理
	通話詳細レコードの設定
	Amazon Chime SDK Voice Connector 通話詳細レコード
	Amazon Chime SDK Voice Connector ストリーミングの詳細レコード

	ネットワーク設定と帯域幅の要件
	共通
	Amazon Chime SDK WebRTC メディアセッション
	Amazon Chime SDK Voice Connector
	SIP シグナリング
	メディア
	キャリアメディアの送信先とポートの Amazon Voice Focus

	帯域幅の要件

	Amazon Chime SDK の管理サポート
	Amazon Chime SDK 管理ガイドのドキュメント履歴
	

