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& & AWS CloudFormation Guard

AWS CloudFormation Guard &, Z#—7">YV—AORARI S —FX1— RFEY —)ILTF, Guard
OARVRFA AR —=TIAACLY I, RU>—Z2I—RELTKRRIDEHICFERATES
simple-to-useEEW B RX A EENDSEE (DSL) Z#RMHLET, =512, CLION REFEAL T,
BELE NMEE JSON £k YAML —2Z2FhSsDIL—I)LICH U THRIETEE T, Guard IC
. L= ABERLEEB)ICHETECEZRIATAIEOOIZY NTANIL—LD—JEEH
AFENRTVWET,

Guard l&, B BBXELEFFAE L7 O/NT 14EIC DV T CloudFormation 7> 7L — N Z 3L
LEBA, ch-lintY—ILZFERALT, 7L —MBEZRENICRETEET,

Guard FH—/NN—fHIn®EE £EBMHE L EFE A, CloudFormation 7Y V& FHAL T, AXRL—>3ar %
JOYOFERBEETEDH—/N—AORIELEBRAEETTEEXET,

AWS CloudFormation Guard BAFE DM IC DWW Tk, Guard GitHub UR K1) Z#SBL TS EE
(AN

Ky

« FHTNH Guard 1—F—TIH?

« H— Rige

« CloudFormation 7 ¥ 2 T® Guard O &
« Guard \DT7 IR

« RANTZO9T14R

MHTH Guard 11— —TITH?

Guard ZH] THEATRHER. ETUTOLEIZAVERCLZHBHLET,

c Guard DEY RT7Y S -0t U>3I>TR, Guard B4 AN =ITB2HFEICOVWTHBALE
T, Guard A T2 &, GuardDSL Z#ZFHLTRUS—)L—)L&ERL., JSON FERFEIF
YAML ERXDOBELLT—RZ2ZTNSDIIN—ILICR U TRIEETEET,

e H—RIL—IOFER-ZOEDV>3a>TE, RU—I)—I)E28RTHHO0EFMEFI—K~Y)
TIZRHBEELET,

FHTO Guard I—H—TFH? 1


https://github.com/aws-cloudformation/cfn-python-lint
https://github.com/aws-cloudformation/cloudformation-guard/
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s H—RIL=—IDTAN-COEI23a>TE. I—ILZTAMLTERLEEBYICEETSC
EZRIALL, JSON ERELF YAML EXOBENT—F 2 —)LICBS U TRIET A -HDF
MEFi1—NUTILZREEBELET,

e Guard L—ILIZ TR ANTF—R2OBIE - N> 3> T, JSONFERXFLEFE YAML EXD
BENXNT—2Z)L—I)ICBSLTRIETZEODOFMBEFI—NITILZRBHELET,

e GuardCLI U7 7L2VA-COt9>3a> Tk, Guard CLI TEATES IV RICOVWTEHBAL
£7,

H— Reae

Guard ZEA I &, JSON EXFEF YAML EXOBENNT—RXZRIETDODORI —)L—
ILEFERTEET, CloudFormation cICIET T L—RHFEENETH, ChsSICREShFEE
Ao Guard &, RUZ—F I Y U Dend-to-endfHE D ART ML ZFR—NLET., IL—ILE,
LTOEDZARXALS D THRIBEERT,

s FHNANFTARAEDAVTSATUOAET7NETAN —tE2F21UFTAEAVTSATAICHE
THRHRBORANTZIOT 1 RAERTRIS—)L—I)LICEBS LU T, Infrastructure as Code (laC) &
FRAVIZANTZOFYES—EAOERZRIELFT, HlZIE. CloudFormation 7> 7L —
. CloudFormation ZEt Y k., JSON XR—A® Terraform 88%E 7 7 4 )L, Kubernetes :& € & #&
ATEEXRT,

s MEANFTAREDVTZAT A -AWS ConfigR—ANEREEE (Clso EEXIE, BEREE
AWS Config Cls IZX# 9% Guard R —Z2FERAL T, F7O4EhEAWS DY —ZX AWS &3
)Y —AOREZMENICEZZVTIL, RUD—HSOERZHREL TEEZHRKBTEET,

s F7OMDREM -FTOMBICEENZE2THBDEZHREBLET, HlZE. CloudFormation
NEEEY NERUZ—)IL—I)LEBEL THRIEL., Amazon DynamoDB 7—7 )L DB RIZEE /&
E.DY—ANEBEBRRICOBNDZEEZHIELET,

CloudFormation 7Y 2 T® Guard O{E A

CloudFormation Guard Z £/ L T, CloudFormation 7Y 9 T7 Y V% {ERTE X

9, CloudFormation 7 ¥ U %##fH 9 % &, CloudFormation A"ZARL —> 3> #EK. BHF. L&
HIBRL, AXRL—>3> AWS 95U RO NO—J)L APl ZHEREFLIEEFH TS FIC. Guard L—
LZEERICEBATEERT, 7V 01L&y, DY—ARENfEBOEF1) 71, EA. JANKE{L
DRANTZOTARAZERLTVBR L 2BFETEEXT,
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Guard Z L T CloudFormation i— R 7Y V& EKT D HEOFHFMCOVWTE, "7y o1—
H—HAR, O "H=RT7YvIOO))—A%ZFFHATH2 b0 H—RIL—)ILDOEER, Z2SRLTLESE
L. CloudFormation

Guard \OT7 ot A

Guard DSL BV NV RIZTIVEATBICIE, GuardCLI ZA 2 AN—ILTBDHENHV)E
9o GuardCLI DA 2 ARN=)LICD2VWTE, Tt ZZRBLTLKEETVWGuard DY N7V 7,

RANTZOT714 R

SN EERL, BRNEL—ILZERAL THROIL—ILTSRLET, BEMEIL—ILE.
RFETANNERTEZEENHYET,

Guard NOTF 7t A 3


https://docs.aws.amazon.com/cloudformation-cli/latest/hooks-userguide/guard-hooks-write-rules.html
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v N7 Y 7" AWS CloudFormation Guard

AWS CloudFormation Guard & A —7">YV—AOIN RSA AV RZ—TIA A (CLI) TT, <
hix, RUZ—=)—I)LZzEiRL, ThsD)—)LICL TEE{LE h-FEE JSON & & T YAML
T—RERAETRD OO VTN RXAAEEOSEZRMLET, L&, EF21)F7 1,
AT ATV ABEICEET D 2HORI—HA RSAVERTCENTEET, BELKE
TF—RFE, A—RELTREBRBRENLEITIRAVITARNTIFYERTCENTEET, &R
(&, CloudFormation 7> 7L — N THE&1{t & 1= Amazon Simple Storage Service (Amazon S3) /\
TYRNEZEICETFIMMNTDEODIIL—IIZHEKTEET,

LTOREY ITRE, BRUEARL—FT AT AT LATEZIE AWS Lambda B#ZERAL T
Guard 24 AR—)ILTBHFEICODVWTHALET,

NEY D
e Linux 8 &£ macOS A® Guard D1 > AK—)L

« Windows A Guard 14 > AN—)L
« AWS Lambda B8#& L T® Guard D14 > A K—)L

Linux 8 &KV macOS D Guard DA > AR—I)

Linux & & ¥ macOS AWS CloudFormation Guard A Z4 2 AR—=)LTBIZk, BEEHD) ) —
AINAF 1), Cargo. F/=ld Homebrew ZFEAL £,

EILRFHRDI—=ANAFTINS Guard 21 2 AR—=ILT2
ELREHD/NAF UL S Guard B4 Y AR—ILTB . ROFIBCRVET,

1. ZB—ZF)zBRE. ROINV RZRITLET,

curl --proto '=https' --tlsvl.2 -sSf https://raw.githubusercontent.com/aws-
cloudformation/cloudformation-guard/main/install-quard.sh | sh

2. XOOXREZZETLT, PATHEHZRELE T,

export PATH=~/.guard/bin:$PATH

&R Guard FEERICAVAR—I)LEh, PATHEHARESINKL L,

Linux & & ¥ macOS NHE 4
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« (AT>3V)Guard DA VAR —)LZHERIBICE. XOIANY RZRFTLET,

cfn-qguard --version

COONYREF, LTOHDZELET,

cfn-qguard 3.1.2

Cargo 'S Guard 24 2 AM—I)L T

EYE Rust N\ —IIFR—TIv¥—TF, Cargo ZEC Rust 24V ARN—=ILTBICIE, XOFIE
ZRITLET, RIC, Cargo 'S Guard 21 AR —=ILLE T,

1. —IFIIHASROONV RZETL, BHEADERICE>TRust 24 AR —J)LLET,
curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
« (A7 3a2)Ubuntu IREDBEEFE. KNIV REEFTLETD,
sudo apt-get update; sudo apt install build-essential
2. PATHREZHMZREL. KONV REZRTLET,
source $HOME/.cargo/env

3. Cargo A1 VAR=)Ehizs, KOOAN RZEFTLT Guard Z4 AR —=ILLET,

cargo install cfn-guard

HR Guard "EEICAVARN=I)IEnEL L,

« (AT 3V)Guard DA VAR —)LZHERIBICE. KOIANY RZRFTLET,

cfn-qguard --version

COONYREF, LTOHDZERLET,

Cargo 7'5 Guard 24 V> AR—=ILT2 5
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cfn-qguard 3.1.2

Homebrew 'S Guard 24 > AN—IL9 5

Homebrew &, macOS & KT Linux AONY 5T —I X Z—2J ¥ —T9, Homebrew 24 2 A KN—)L
FTHICE, XOFIEZETLET, XIZ. Homebrew A5 Guard 24 > AM—J)ILLE T,

1. —ZFIIHASRKROIANY RZZEITL, HHODIERICH> T Homebrew Z4 2 ARM—J)LLE
9,

/bin/bash -c "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/HEAD/
install.sh)"

2. Homebrew A4 A KR—J)LEhizs5, ROOANX RZXR{TLT Guard 21 AR—ILET,
brew install cloudformation-guard
R Guard FEEICA VAR —IEhEL I,
« (A7 32)Guard DA VAR ZHETSICE. ROOAXY REEITLET,
cfn-guard --version
COONZ REFE, A TOHDZELET,

cfn-guard 3.1.2

Windows B Guard D1 > A M=)l

Windows AWS CloudFormation Guard A (&, Cargo E7zl& Chocolatey Z U TA 2 AK—J)LTE
9,

Bl FR SR A

AN RSAAVE—TIAANDS Guard ZE )L RF S IZ(E. Build Tools for Visual Studio 2019
BAVAN—ITHDRENF HVET,

Homebrew 7' 5 Guard 24 A K—ILT 3 6
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1. Build Tools for Visual Studio 2019 7 T 7% 4 KA 5 Microsoft Visual C++ E'JL RY — )L # X
\/I:I_ Hbi?o

2. AVAN=F%ZR{TL, F7AIFMZBRLET,

Cargo 'S5 Guard 24/ > ARN—I)L T2

Cargo l& Rust NV 5 —I X ZX—¥—T9, Cargo ZEET Rust B/ VARN=IILTBICE, XDF
JEZETLET, KIZ, Cargo 'S Guard 24 AR—ILLET,

1. Rust #XZD>2O—RLU, rustup-initexe ZRTLET,
2. OXRRZ7OV7RAS, F72ILRNOFT2a0THD 1 ZERLET,

COOXRVRE, LTOHNZELEXT,

Rust is installed now. Great!

To get started you may need to restart your current shell.
This would reload its PATH environment variable to include
Cargo's bin directory (%USERPROFILE%\.cargo\bin).

Press the Enter key to continue.

3. AVAM—IZRETTBICE. Enter F—Z#HLET,
4. Cargo "MV AR—JEhnf=5, ROOIX RZXRTLT Guard 21 AR—ILLET,

cargo install cfn-guard

HR: Guard "EEICAVARN=I)IEnEL L,

e (ATTa)Guard DAV AN—IZHRITBICIEFE. ROOIN REEITLET,

cfn-guard --version

COOXRVRE, LTOHENZELEXT,

cfn-guard 3.1.2

Cargo 7'5 Guard 24 V> AR—=ILT2 7


https://visualstudio.microsoft.com/downloads/#build-tools-for-visual-studio-2019
https://forge.rust-lang.org/infra/other-installation-methods.html#other-ways-to-install-rustup
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Chocolatey »'5 Guard 24 > AKN—=)LTF %

Chocolatey & Windows O/NY 57— Y% —2 ¥ —TY, Chocolatey Z4 > ARN—=IILFBICIE, R
NDFIEZEITLET, RIZ, Chocolatey 'S Guard 24 > AR—ILLET,

1. COHA RIZHE> T Chocolatey Z4 > AR—=)LLUE T,

2. Chocolatey "1V AR=)LEhizs, ROIN RZETLT Guard 24 AR =)L LET,
choco install cloudformation-guard
BR: Guard "EBICAVAR—=I)LEhE LI,
« (A7T3aV)Guard DA VAR —)IZHEITBICE. ROOAN RZEZEITLET,
cfn-guard --version
COOANTV RE, L TOHIZEBELET,

cfn-guard 3.1.2

AWS Lambda B§Z&E L TO Guard D1 A M=)l

Rust/ N\Y o —2 XY %x—2 ¥+ —TdH % Cargo AWS CloudFormation Guard 2L T 24 AK—=)L
TZ&E 9, Guard as an AWS Lambda function (cfn-guard-lambda) l&. Lambda 8%k & L THEMA
TZ % Guard (cfn-guard) ZEHOCBRES Y /N—TT,

Bl fR SR

Guard Z Lambda BEBE L TA AR =T BHIIC, XOBRFRGER/BEZIBENHVET,

« AWS Command Line Interface (AWS CLI) Lambda B%Z2 77 04 L THOE T OO T VA
AITEHREESNTVWET, FHMICDOVWTIE, MConfiguring the AWS CLIy ZZBL TS EE L,

« AWS Identity and Access Management (IAM) AWS Lambda ®E{TO—JL, F#MICOWVT
l&. AWS Lambda "$ET70—)L1 ZZRL T EE L\,

« CentOS/RHEL IR¥E T, musl-1ibc/N\Y =2 URI KU & yum BREWCEML £ 9, FHMICO
WTIlE, "ngompa/musl-ibc; 2B L T EE L,

Chocolatey »* 5 Guard 24 > AK—=)L¥5


https://chocolatey.org/install
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://copr.fedorainfracloud.org/coprs/ngompa/musl-libc/
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Rust \Y T —XRZ—Iv—%ZA42AN—ILTSB

Cargo l& Rust N\ 75— X ZR—2 v —T9, Cargo ZEU Rust 24/ VAR—=I)LTBIZIE. XDF
JEZERITLET,

1. —IFIIHPSROON RZETL, BEDERICE>TRust 24 AM—)LLET,
curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
« (AT IV)Ubuntu WRDFEEF., ROINY REERITLET,
sudo apt-get update; sudo apt install build-essential
2. PATHREZHZREL. KONV RZRITLET,

source $HOME/.cargo/env

Lambda B8%k& U T Guard 24 2> A M—)J)L 9% (Linux, macOS, K&
Unix)

Guard % Lambda BBE L TA AR —ILTBICE. ROFIEZRTLERT,

1. ANV RE—ZFIIHS, XKOAN REZRITLET,
cargo install cfn-guard-lambda

« (A7 32)Lambda BEEL TH Guard DAV ARN—)LZREITDICIE, XROOIIYXUR
ERITLET,

cfn-guard-lambda --version
COONZ REFE, A TOHDZELET,

cfn-guard-lambda 3.1.2

2. muslYR—REZAZAR—ITBICRF. AKOOXY RZRITLET,

Rust X\ T =R Z—I 7 —ZA 2V AR—ILT2B 9
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rustup target add x86_64-unknown-linux-musl

3. TEJRULmusl, Z—IFILTROORY RZEXRITLET,

cargo build --release --target x86_64-unknown-linux-musl

NABLZ 2 BALDFE, ([C@EF7O4NY T —2 zip 77 4 )LbootstrapD BRI D EITH
BE7 7 A4 )L AWS Lambda "B ETT, ERENcfn-lambdaETaAgE7 7/ IILOBH & X
¥ Ubootstrap, .zip 7—HA7ICEMLET,

« macOSHEENHZEEF. Rust 7O IV NDIIN—NELERF CEYRET 74N EERLE
9 ~/.cargo/config.

[target.x86_64-unknown-linux-musl]
linker = "x86_64-1inux-musl-gcc"

4. %Zcfn-guard-lambda/l—hFA LIV RNVICEELET,

cd ~/.cargo/bin/cfn-guard-lambda
5. —ZFIITROIN > RZRITLET,

cp ./../target/x86_64-unknown-linux-musl/release/cfn-quard-lambda ./bootstrap &&
zip lambda.zip bootstrap && rm bootstrap

6. XNOIAN RZERITL T, Lambda B#icfn-guarde LT ZT7 AU MIEELET,

aws lambda create-function --function-name cfnGuard \
--handler guard.handler \
--zip-file fileb://./lambda.zip \
--runtime provided \
--role arn:aws:iam: :444455556666:ro0le/your_lambda_execution_role \
--environment Variables={RUST_BACKTRACE=1} \
--tracing-config Mode=Active

Lambda B3%t& U T Guard ZBEL TET T2

Lambda B8%icfn-guard-lambda& L TEFE N ZHOPHETICE, ROV RZRITLETD,

EBELTERITIRICE 10


https://docs.aws.amazon.com/lambda/latest/dg/runtimes-custom.html
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aws lambda invoke --function-name cfnGuard \
--payload '{"data":"input data","rules":["rulel","rule2"1}' \
output.json

Lambda A VT A MBEZFOHTIC &
KD 7 4—)L Rcfn-guard-lambdaZERFT 2V I T AN

- data-YAML £72l& JSON T 7L —hOXZFI/N—-23 >
« rules- L=ILEYRT77AILNOXFIIN-23 Y

Lambda BEOFVOH L 11
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H—RIL—ILNZERATIZHDORRFHFEBRE

Ot a>TRk, JSON £z YAML EXOTF—RICH LTI —I)ILZER, TAN, ®RILETS
7 Guard RAVZZETIDHRELCOVTHALET, €51, HEDI—AT—ALRIETS
L= ORRERTHMBEETFI—RMITILEBTEATVET,

N

- BIRZMH

c H—RI—IOEADOHE

« AWS CloudFormation Guard JL—)L @ i8R

« AWS CloudFormation Guard JL—)ILOFT A B
« AWS CloudFormation Guard L—IL TOADNTX—XDEH
« AWS CloudFormation Guard JL—I)LIC T3 A T —3X DAL

AR SR

Guard RXAVEBNOETE DSL) Z2FEALTRUS =)= ZRITBHEIC. Guard N> RS A
JAVE—TIAACL) ZAAN—ILTBIRENHYET, FHICOVWTE, "Guard DY b
TY71 2BRBLTLEEV,

H—RIL—ILOERADBE

Guard ZEAT3HEE. BE. XROFIEZRITLET,

1. BT 5 JSSON FERFE LW YAML ERODTF—RZ2EZIAAKET,

2. Guard RUZ—)L—)LZHRLET, FMICODVWTEE., TH—RI—IIDOEER, #23BLTLE
= U\,

3. Guard test AN REFEAL T, L=IAFZERLEEBYICEETZIEERBLET, 1Y
RTFANDFFMAICOVWTR., T, Z28BLTLKETVH—RIL=ILDODTAK,

4. Guard validate X RZFEAL T, JL—JLICHL T ISON XKL YAML EXDOF—&
ERTILET, FMICOVWTE, Guard L—LIENTAANTF—SORI, 23BL T LS

BIRSRAF 12
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AWS CloudFormation Guard JL—)L ® &R

Tl& AWS CloudFormation Guard, JL—JL(& policy-as-code JL—IL T, JSON FER F/z(F YAML
EXDT—RZRIALTED Guard RXAEBENDSFE (DSL) TIL—I)Lz@dLET. L—ILIE 97T
BRENET,

Guard DSL ZfEAL TRREhizI—IE. EEOT7 7 AIIIERFEEATZTL—2TFAN
77ANICREFETEERT,

BHEOIN-ILT 74N EERL, L-ILEYNELTHETERT, L—-ILEY N 2ERATS
&, JSON EXFLFE YAML ERXOTF—RZ2E8HBDOIL—ILT77AIILICH L TRAKICKRIATEEXRT,

N =R

-8

ATHOOIT)DER

- ATOEEFOER
ATONAZRLXY E—D DER

- ANELEDE

« A—RIL=ITOTOYVDOEH

o fHHKIAK BT DEH

« H—RIOVTVOERETAIINERIY

e HA—RIL—ITOEHDE)LETESR

- THREFEIL-ILTOY U %ZEKT S AWS CloudFormation Guard
s AVTHFAMNHBIHAZERT IR LHDADER

4

Ak, true (PASS) £ false () DVIFNAILFHEE DT —ILXTIFAIL, Ak, NAFUEE
FZFERALT2O0EZLBTSH, E—OETEFEISIE—EEFZFEALET,

BIFF OB

RO unary Gk, JL 223> TcpBlockedPortsA"ZEAES A ZFHEIL £

InputParameters.TcpBlockedPorts not empty

A—RIL—ILoER 13
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X @ unary FAll&. ExecutionRoleArnZ’OANT A A XFEITHIHNESH ZFHEL FTS

Properties.ExecutionRoleArn is_string

NAFIIDH

RONAFVaR, AXFEPXZFICHEE<encrypted, BucketNameZ'O/NT 1 ICXFEFH HE

FRTVWBAESHZEFTMELET,
Properties.BucketName != /(?i)encrypted/
RDOINAF1)ak, ReadCapacityUnitsZ’ O/NT 1A 5000 A R THBIHNESHZFMLET,
Properties.ProvisionedThroughput.ReadCapacityUnits <= 5000
H—RIL—IILAZRZRTD-HDEX
<query> <operator> [query|value literal] [custom message]

H—RIL=ILao7O/NT 1
query

[BETF—RZRSN—ATBEHICEERAETENLERY N () RYWUR, JTURICE., EOHT
EYRNER—TYRNETRTIINER—RZEEHDENTEET, VIVZERIZE)HTS
&, EWE1EEERAHK, L—ItEY NOMHDFZRTSRTES O, JIVRRICTIEAT
EFXT,

JTVDRRETANZIVVTOFMBIOVTR, "1 ZZRLTIKEEWIIVETAI)LEY

VI DER,
DAZE: L

operator

JIVDREZHEBIZDDICRIUDEFEREEFREEINA T VER S NMFVEETFOEM
(LHS) BV IVT, BRI (RHS) RV ITVXRLEREVTZINTHIHBENH KT,

HR—KRENTWB/NAFJEETF: == (Equal) | ! = (Not equal) | > (Greater than) | >= (Greater
than or equal to) | < (Less than) | <= (Less than than) | IN (In a list of form [x, vy, z]
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HR—RENTVBREIEEE T exists | empty | is_string|is_list|is_struct |
not(!)
DA IE WV

query|value literal
DTV, £l string® BEDHR—RENTWBE T ) integer(64),

HR—KRENTWVWBEITZSI:
s IXNTDTVEZF 14T XA string, integer(64), float(64)., bool, char., regex

e integer(64), . float(64)FkF EHEZRODKISICKRRIBDLHDIT N T Dk
Bchar&EE R 17"

e r[<lower_limit>, <upper_limit>]., Chik, XOXkZEF LITEZDEICERENE
9, lower_limit <= k <= upper_limit

« r[<lower_limit>, <upper_limit>), chik, XORkZFBLEITEENEICERENE
9, lower_limit <= k < upper_limit

« r(<lower_limit>, <upper_limit>], chld, XRORkEBE-ITEENEICERENE
9, lower_limit < k <= upper_limit

« r(<lower_limit>, <upper_limit>), chik, XORXkZEBLIEZEDOEICEREIE
9, lower_limit < k < upper_limit

« RARENLEF—CLENBET—XOBEENIEN (XNYT ). IR, ROLSICKYE
ER

{ "my-map": { "nested-maps": [ { "key": 10, "value": 20 } 1 } }
s TOEFTA7RFELFEENTEIIEOES]

VA FHNE NMFTVEEF 2RI I ERRLEATT,

custom message

AICET 2ERZRHETEIXEFEIN, XvE—2F validateB KT test AX > ROFEMHB SIS
KREN, BETF—Z2DI—I)LFHOEOEBBERTFT/NY JICRIEET,

Y= WIRY-4
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ATOIIY) DEH

JTVUDRROFM-IOVWTRE, JTIVETAIINEZVITDESE "1 8LV T, 2ZRLTKES
WH—RIL=—ILTOZERDEV I TESR,

ATHOREREFOER

CloudFormation 7> 7L — kOl ZRICRLUE T Template-1Template-2, Y R—KREhTWD

BEFOFRAZRILEDIC, COoEI>a>oIITVEaAObFE. Chsod> 7T 7L—hE

ZRLTLVERT,

Template-1

Resources:
S3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: MyServiceS3Bucket
BucketEncryption:
ServerSideEncryptionConfiguration:

- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: 'arn:aws:kms:us-

east-1:123456789:key/056ea50b-1013-3907-8617-c93e474e400"
Tags:
- Key: stage
Value: prod
- Key: service
Value: myService

Template-2

Resources:
NewVolume:
Type: AWS::EC2::Volume
Properties:
Size: 100
VolumeType: iol
Tops: 100
AvailabilityZone:
Fn::Select:
-0

ATOIITYDEA
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- Fn::GetAZs: us-east-1
Tags:
- Key: environment
Value: test
DeletionPolicy: Snapshot

REREEF2EAT DA

c empty - AL V23N EAESHZRALET, chZzFEALT, JIVAFIALIZ3VICKE
BPEH, VIVICEET—ZOENBIDNESHERRE TR ELETEET, XFIEIIVICZE
DXFH (") N EBENTVRILNESH ZRFEIBDLHICHERATADICEEFTEREA, FMICO
WTlk, "TOTVETANRIVITDEEZ) ZSRBLTLEEL,

ROAF, TOTL—RMI12UEQOVY—ANERZETNTVBIAESHZERRELET, REID
ZFED1)Y—AS3BucketH TEZRENTWVWBPASSE®H, ([CFHMiiE hE I Template-1,

Resources !empty

RDAE, S3Bucket VY —ARIC1 DUEDRINERENTVWRIAESH ZEIBLE
9o S3Bucket IZl& @ TagsZ7ANTAIZ2 DD RINEZRZE N TWVWBPASSE®, ICFHMiichE
JTemplate-1,

Resources.S3Bucket.Properties.Tags !empty
« exists-VJIUDEHRICEN BV, ORDYICERATERDHLESHEZHERLET = null,

RDOAE, BucketEncryptionZ’ANTAH ICHUTERENTVRAESHZRFELE
9 S3Bucket, Ik S3BucketT ICBucketEncryptionEEEE NTWAHPASSE®, ICFHMiiEhE
JTemplate-1,

Resources.S3Bucket.Properties.BucketEncryption exists

@ Note
empty & not existsik, ANTF—RZERSN—RTHELEIC, RELTWR7ONT A
F—trueMBEVHZ ICFHMELE T, &AL, OF 7L —NT Propertiestty< 3
UHFERENTVWEVWESS3Bucket, Ak ICResources.S3Bucket.Properties.Tag
emptyfHMfiE hE T true, exists BRY emptyF I Y U TlE, RFIX KAD JSON

ATHEEFOEH 17
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RAVENAGRIZ— XY E—PLERRENELRA, ChSOAOEEIC, CORNTN—Y
IEHREZRFLEVEEBEIZ &2 N LB ET,

« is_string- IV DEHBRN stringZ A T THINESH EERBLET,

XD, S3Bucket!) Y —A® BucketName 7’ONT 1 ICXFHEHAEBEENTVWEIHE
SHEFIVILET, XFHEAN BucketName® (Z"MyServiceS3Bucket"#EEET N TV
BDPASSIz®., (ICFHMAE hE I Template-1,

Resources.S3Bucket.Properties.BucketName is_string
« is_list- VI VUDOEHEBRN 1list AT THINESH ERBLET,

RDOAE, S3Bucket )V —A®D Tags7ONTAICUARNEBEBEEATVWRIHLESHZ
BELET., 2 O0DF—EEORTAH TagsT ICET N TWBPASSEY, ([CFHliEhE
JTemplate-1,

Resources.S3Bucket.Properties.Tags is_list
c is_struct-JITVUDEHBENBENLT—XTHIHNESHZFIVILET,

RDAIE, S3Bucket!) Y —AM BucketEncryptionZ’ONT 1 ICBELT—XNEBEET LTV
IHESHZMHEBLE T, BucketEncryption T ServerSideEncryptionConfiguration”’
ONT 1 247 (####s#t) BFERAL T FMBEENPASSS -8, ICFHMEEhE I Template-1o

Resources.S3Bucket.Properties.BucketEncryption is_struct

(@ Note

PIREZERTDICE, (not ) RETF% is_string, is_list, &KV is_structi&
HEYTHERATEET,

NATVERSF=ZERITZ2TDH

ROAIE, DOS3Bucket')Y—AM BucketNameZ’ONT A ICEEETNEEIL, KNFENX
FICEABRE<encryptXF3Fl Template-1AEENTVRIHLESH ZRELET, BEET I

ATHOEEFOER 18



AWS CloudFormation Guard d1—H¥—HA R

INT Y RBICXES A"EFE N "MyServiceS3Bucket" TWEWPASSs, Zhid ([CFHlfie hE
Jencrypt,

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

RXDTemplate-24k, DONewVolume DV —A®D SizeZ’ONT 1 IZIEEE hi{EN., 50 <=Size
<=200 NEERICHIHNESHZHIBLET, N IC100BEENTVWBPASSEY, ([CFHMAchE
jSizeo

Resources.NewVolume.Properties.Size IN r[50,200]

RXDTemplate-241lE, DONewVolume)V—A®D VolumeType 7’ ONT 1 ICHEEE NI EHN
iol, i02, LW THIHLESHEFIVYILETgp3. N ICiolEEBEENTVBPASSIE®H, (I
i = hE I NewVolume,

Resources.NewVolume.Properties.NewVolume.VolumeType IN [ 'iol', 'io2', 'gp3' 1]

@ Note

cOto>a> oI Uk, RE IDs S3Buckets ZFOVY—AZFEHL LEE
FOEAZRL TVEINewVolume, ZLNHEE,. VY —RBRI1I—HY—EETH

V). Infrastructure as Code (IaC) 7> 7L — N TEEOBRZNF TR N TEET, AH
WT, T07L—RMNTERENTWVWDINTOHDAWS: :S3: :Bucket VY —ARICEAE 1S
N—ILZERTBDEE, FAENDIITVORE MW EERIE TTResources. *[ Type
== ‘AWS::S3::Bucket’ ], FMICOVTIE, FRARROFEMICIDVTRIIVET 4
IWE)TDESE ") #8388 L., cloudformation-guardGitHub 7R K 1J M examples
TFALORNIZSRLTLSEE L,

ATOHAZLXY = DOFERA
ROBITE, O AIZARZLAXY E—DTemplate-2AFEENTVET,

Resources.NewVolume.Properties.Size IN r(50,200)
<<
EC2Volume size must be between 50 and 200,
not including 50 and 200

ATOAARZLXY E—D0OFEA 19
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>>

Resources.NewVolume.Properties.VolumeType IN [ 'iol',b 'io2', 'gp3' ] <<Allowed Volume
Types are iol, io2, and gp3>>

ANHELEDE

Guard Tk, FILWTILEZRAFh AR, H& (7—andO> v V) Z2HEAL TROAEER
HICHEEEIhET, XAOPIZEZSBLTEE L,

# clause_A " clause_B ~ clause_C
clause_A
clause_B
clause_C

EZ5Z2ERAL T, BYOADOr |ORREIC ZEETD_ET, AZROALBELAEDEDEET
EFXT,

<query> <operator> [query|value literal] [custom message] [or|OR]

Guard ATk, ZDNBRADICFHEE h, RICEEFFTMMEEhET, H—RIL—JLIEF. (or|O0R) ¥k
& true ) DWVWFNAICFHEIE D H (and|AND @ PASS) DD HDEAEDEELTERTESE
FfalseFAIL, chik, @M EBEEOERICATVET,

ROBIE, AOFMOIEFZRLTVERTD,

# (clause_E v clause_F) ~ clause_G
clause_E OR clause_F
clause_G

# (clause_H v clause_I) ~ (clause_J v clause_K)
clause_H OR

clause_1I

clause_J OR

clause_K

# (clause_L v clause_M v clause_N) ~ clause_0O
clause_L OR

clause_M OR

clause_N

clause_0

ADEHKEDE 20
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COBIICEIKIRNTNAIE, HEE2FEAL TESTemplate-1TEE T, XDHlESHBL TS
W

Resources.S3Bucket.Properties.BucketName is_string
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/
Resources.S3Bucket.Properties.BucketEncryption exists
Resources.S3Bucket.Properties.BucketEncryption is_struct
Resources.S3Bucket.Properties.Tags is_list
Resources.S3Bucket.Properties.Tags !empty

A—RIL=ILTO7OY U DOFER

JOv oIk, BETA, &4, £ERL—LOEY NASTERERYBLENBRTIERTT,
JOY IR 32DRATHABYET,

- oIVU7OYVY
« when 70v 2
- ZRif¥EIL—I7OY Y

oTV70v9
LR, Bl ICED<ATITemplate-1, AZEAEDLERILOICHEENEAThEL I,

Resources.S3Bucket.Properties.BucketName is_string
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/
Resources.S3Bucket.Properties.BucketEncryption exists
Resources.S3Bucket.Properties.BucketEncryption is_struct
Resources.S3Bucket.Properties.Tags is_list
Resources.S3Bucket.Properties.Tags !empty

FADIVITVRO—HHARIVEBEEINET, JIV7OY IV ZEALT, BUABITIUNAZR>—
BEOEEQANS, AVRIZEUTZ2@ELEE, TRUEERBLZHBRTERT, ROHICRT &
S, LAY NeRRRTEXT,

Resources.S3Bucket.Properties {
BucketName is_string
BucketName != /(?i)encrypt/
BucketEncryption exists
BucketEncryption is_struct

A—RIL=lTo7Oy I 0ER 21
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Tags is_list
Tags lempty

2ITV70v 0T, 70V 20500ITVAN7O0Y7ROAOITHFARNERELET,

J7OYO0EAOHEMICOVTR., T 22RLTIKEETVRANEL-ILTOY I DERK.

when 70Ov 2
JOv ok, ROFEXOwhen70OvY 0 2FEAL TRENETTHETEET,

when <condition> {
Guard_rule_1
Guard_rule_2

when ¥F—7J— R@Ewhen7OY V0OBRBEEELET. conditionEFH—RI—I TS, 7Ov Y
&, REOFHEA true () IC&E 2 EFEIC D &KFHEE LE TPASS,

BTk, [CEIJ<when70OY I 0OHITITemplate-1,

when Resources.S3Bucket.Properties.BucketName is_string {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

}

when 7O0Y 7RO Ak, ICEEENLEEN XFEINTHZHEICDHKFFHEBucketNameE 1
F9, ROPICRT KD, ICEESHEEN TV 7L —BNO Parameterst 93> TS
BBBucketNameZ N TW3IHEE., when7OYIVRD ARFEMEhEL A,

Parameters:
S3BucketName:
Type: String
Resources:
S3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName:
Ref: S3BucketName

A—RIL=lTo7Oy I 0ER 22
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ZafEIL—IL7OY D

L=Loty N (L—=ILtYy N ICEEZE)EHT, oL THRANSEIL-ILTOY VEFEN
PEVAISHKIATOVIZZRTEXRT, BAINEIL—IILTOYIOERBROEHTT,

rule <rule name> [when <condition>] {
Guard_rule_1
Guard_rule_2

}

rule ¥F—7— Rk, named-rule 7OY VDB EEELE T,

rule name &, BEINEIIL—IILTOY IV E—EILBATZIABFIRZDHIXFEITT, chik, B

T2t TB Guard L=ty ROTXRILTT, COFEATIEE., Guard L—ILEWS AREICA, ¥
ITU70v 2, when7OY Y, BENHEIL—-ILTOAYIFEENET, IL—ILBE. h7EILL

IT2I—ILtY NOFIEFERZSBIZDEHICFERATEET, chicky, FaifE)I—)L70OvY
VEBANATEET, IL—IILBIE., validateB KL test AN RHIDIL—ILOKBIZET S
OAVTFHFARNERBLET, L—IILBRE. L=ILT77/4IL0FEEDICTOY VOFHERAT—X A
(PASS, FAIL, &/l SKIP) LEHBIIRRENET, XOPIZSRBL TS EE L,

# Sample output of an evaluation where checkl, check2, and check3 are rule names.
template.json Status = **FAIL**

**SKIP rules**

checkl **SKIP**

**PASS rules**

check2 **PASS**

**FAILED rules**

check3 **FAIL**

when ¥ —D— KEEEL., TORCI—LBORCKHERETH LT, BHAEIL—LTOY
OEZHHETHET S LETERT,

CORNEYOTHRL Ewhen7OY 20l RIZRLET,

rule checkBucketNameStringValue when Resources.S3Bucket.Properties.BucketName is_string
{

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

}

BRINEL-LTOY O ZERATRE, BIRONBERODRSICERTBDEELTEEXT,

A—RIL=lTo7Oy I 0ER 23
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rule checkBucketNameIsString {
Resources.S3Bucket.Properties.BucketName is_string

}

rule checkBucketNameStringValue when checkBucketNameIsString {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

}

BRIEL—-L7OY 0ZBRAL T, 0 Guard L—ILTIIL—TILTEET, ATICLW<< DA
DhlERLET,

rule rule_name_A {
Guard_rule_1 OR
Guard_rule_2

rule rule_name_B {
Guard_rule_3
Guard_rule_4

rule rule_name_C {
rule_name_A OR rule_name_B

rule rule_name_D {
rule_name_A
rule_name_B

rule rule_name_E when rule_name_D {
Guard_rule_5
Guard_rule_6

#H A dx BEER DD £ FH

AWS CloudFormation Guard I, X =F%|i24E, JSON f@#fr, F—RBTB|EBELEDARL -3 %
RETB RO TEATESAAAAEENAEENTVET, BHE, TEAOB ST
k> TOHYR—RENET,

H A IA K BEE B D fE 24
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*— B3

json_parse(json_string)

TOTL—RMDSE5AL420T4 JSON XZEF 2 @BTLET, @R, GROA7>zoho7ON
FTAEFATEELT,

count(collection)

JIVNBRENDEBOHZELET,

regex_replace(base_string, regex_to_extract, regex_replacement)

ERXBAZEAL TIXFIO—HZEERAIETT,

NZEHEE, L V>arARL—3y, F—2BETHREAREGE, FRAAEZBEHOTEEV AN
(CD2WTIE, Guard GitHub U7RZ MU ® Functions RF I X R ESBLTLSEET,

H=—ROVTIVOERETAINEZVT

COREYITRE, JIVDRERRE, Guard L—ILADEREOT A IILEZIVVTOERICOVTE
BBLET,

BIR SR

7402 TFEER AWS CloudFormation Guard B2 T3. 74 EVVTIZO2VTEETS
S, UTOEANBRNEY VEREITDCLEZBBOLET,

« & & AWS CloudFormation Guard
« JL—=I)L. ADEER

JIVDER

HTURE, BEF—2ERNSN—ATHLEHICEEATNDEMAKRY K (1) TRYSMERT

T, IURICH, BOHTEY NEZR—S Y RETBTANR—RESHBENTEET, T
UNFHEiEhdE, SQLYTIUASEBE NEEREY NEABIC, EOOL IS IVFERENE
¥,

XD TIHITIE, CloudFormation 7> 7L — N TAWS: : IAM: :Role YV —RAERBREL XTI,

Resources.*[ Type == 'AWS::IAM::Role' ]

JIVETAINRIVITDES 25
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JIVE. ROEFFRACRHEWVET,

c JTUDERY N (.) DIk, ResourcesX® Properties.Encrypted. B EDRERNEF—
AN ERAEThZEREEZBRALET. VIVOVWTNADOBONZETFT—RLE—HLAEWVE
4. Guard FBBIZ>—2Z2AO—LFT,

* DAL RA—RZFEATZIITIVDORY b (.) BBDRE. TOLARILTREEERD T XNTOIEZ *H#HT
LEY,

s MHIDAIRA—RZFEATDIIOTIORY N (L) HoE, TORINOINTOAFY D
A[*]ZzHEHLE T,
e INTOIAL Y>3, BRIMATIAINER—ZRBEITDIETTAINRITTEXRI[].
L2232k, XOBFETHRETEEXT,
s F—RATRARICERETAEIEIOL V>3 >TY, OHlERIZCRLET,
R—K:[20, 21, 110, 190]
97‘: [{"Key": "Stage", nvaluen: "PROD"}, {"Key": "App", nvaluen:
"MyService"}]

s DEOSBBEDODINTNDEEZ NT/N\—ATBHE Resources. *

« VIVERBKE., EZ2ESIC740L0RVIJTERZALY>32TY, ROBFIESRLTE
=L

# Query all resources
let all_resources = Resource.*

# Filter IAM resources from query results
let iam_resources = %resources[ Type == /IAM/ ]

# Further refine to get managed policies
let managed_policies = %iam_resources[ Type == /ManagedPolicy/ ]

# Traverse each managed policy
%managed_policies {

# Do something with each policy

}

CloudFormation ¥ 7L —RAZARY hOHIZERICRLET,

Resources:

JIVETAINRIVITDES 26
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SampleRole:
Type: AWS::IAM::Role

SampleInstance:
Type: AWS::EC2::Instance

SampleVPC:
Type: AWS::EC2::VPC

SampleSubnetl:
Type: AWS::EC2::Subnet

SampleSubnet2:
Type: AWS::EC2::Subnet

cOTFVTL—=RNIEIVT, RSN—RAEnB/VAIF SampleRoleT, EIRL EHKXER T
I Type: AWS::IAM::Role,

Resources:
SampleRole:
Type: AWS::IAM::Role

YAML Resources.*[ Type == 'AWS::IAM::Role' JEROIITVUDERDOEZXOHIZRL
E S

- Type: AWS::IAM::Role

VIVZERIZFECRE. ROLSBEDAHYKRT,

s BRICOTVZE)HETT, ThSNERZSRBULUTIIVRRICTIEATESRDRSICLET,
c BRUABEILHLULTTANTZ7O0Y22FALTIIVICRVET,
s VTV REXRAQGEEEEBELET,

ZHENOOVTVDEINEHT

Guard &, HENDAI—THNTI>> 3y NEBOEY HTZEZYR—NLET, H—RIL—ILDOZE
BOFMEICOVWTR., "1 Z2ZRULTIKETVWIA—RIL-ITOZHDE) HTESE,

DIVETAINRIITDES 27
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BRICOIVZEVETRE, 7TV Z 1 EHEERAHK, Guard L—ILDMBOBFARTSRTERT,
OtV IVTERIZDVIVRAZRIEHE HTOHZUTICRLET,

#

# Simple query assignment

#

let resources = Resources.* # All resources

#
# A more complex query here (this will be explained below)
#
let iam_policies_allowing_log_creates = Resources.*[
Type in [/IAM::Policy/, /IAM::ManagedPolicy/]
some Properties.PolicyDocument.Statement[*] {
some Action[*] == 'cloudwatch:CreatelLogGroup'
Effect == 'Allow'

JIVICEVNETSNEEROEZERIL-TAIL—TB

Guard &, 2TIVOHKRICHITZIEERTEYR—NLTVWET, XOFITIE., when”
O Y 2 & CloudFormation 7> 7L — M IZ®H 2 &AWS: :EC2: :VolumeJ Y —A D
Encrypted, VolumeType, 8 & T AvailabilityZoneZ’ ONFT A ICRULTTFARNLET,

let ec2_volumes = Resources.*[ Type == 'AWS::EC2::Volume' ]

when %ec2_volumes !empty {
%ec2_volumes {
Properties {
Encrypted == true
VolumeType in ['gp2', 'gp3']

AvailabilityZone in ['us-west-2b', 'us-west-2c']
}
}
}
LRI OEZELLE

Guard l&. EELEBEO—MBELTIIVEHR—RLTVET, fIZE, ROLSITHEYET,

let resources = Resources.*

JIVETAINRIVITDES 28
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some %resources.Properties.Tags[*].Key == /PROD$/
some %resources.Properties.Tags[*].Value == /AApp/

AOHITE, REATVBRELXTREND 2 O0A (someF—T—RTHEED) FHILE-AER
rEh, EARICFMEhET,

B—gc7Ov090FEK
FeHDE, HIOEIZAVTRLE22OH > FI)LAR, Ao7Ov 2 EBETRERH Y EE A
let resources = Resources.*

some %resources.Properties.Tags[*] {
Key == /PROD$/
Value == /~App/

o070y, ALY 3a>A0OKTagEEITIUL, TO7ONTAEZFEEhD7ONT«
BELEBLET, sioEI>a>oaniiidéeabERiE,. 2 o0aE2@EBIICEHMLET. XROAD
ERELTIEEL,

Resources:
MyResource:
Properties:
Tags:
- Key: EndPROD
Value: NotAppStart

- Key: NotPRODENnd
Value: AppStart

EYOEROAE IZFHMiiE hEFTPASS, BRIOERTHRIDAERIIT S5
4. Resources, . Properties, 8&U MRD/VANotPRODENdIE fBKey& —H L Tags. EE
fE & —HL &t APROD,

Resources:
MyResource:

Properties:
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Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODEnd
Value: AppStart

BEYOERDO 2 FBOATERLUENF BV ET, Resources, Properties, . 8KXT O/VA
[ETags, fB Value&k —H UL £ FAppStart. TORER, 2FBOARKIMIL TVET,

SN ERE TIPASS,

EEL, 7OV 97 4A—ARROXSICFHEENET, Tags B &IZ, Key& OEAHValued —
BLTWBAHLESHEEBLET, XOHFITIEE. NotAppStart& NotPRODEndD B —BL £t
Ao

Resources:
MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODEnd
Value: AppStart

Ml Tlk Key == /PROD$/& OEANFF IV OEhDHValue == /Mpp/. —BEFEZETLFEE
ho LIZA T, BRI TIFAIL,

@ Note
Lo a>aERATZEAR. DLV a>HAOZEZOEROELZLETZEEIC, 7
OvOR7#4#—L%ZFERIdcez2B8HLET, IALIAVNFANT—EOEY NTH
B8, FERE—ODEMOAZLEBTEIHEE. E—aA 7+ —LZFERALET,

JIVRREEESD

IRTODIVIVREOJARNZERLET, F—OXE, IXTOAVTYITARANDODT VL AEOHE F
DZEDOE (Tags: [1). ZOIYT () CEEBLEEEOIY TORBERE. RSN—HLOE O
PTE, BIS—HH4ET BResources: {IAEMENI B ET,
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COLSBIVIVICHLTHZNMETZEE. INTOREILT—RAMERBZENET, HE—OH
A, JTUTHRNBE T AN E—2ERATZHEETI, 712 —%2EATR L, BEIZAEA
FYTENET,

RXn7OY IVBERG, 2P0 VICEEMITONATVET,
« TUTL—=RIZDVY—=ADNEENRTVEVEE, 7TV (CFHMEiE hFAIL, BEITZ 70V 9L
RILDFE ICFHfTE hEIFAIL,

« TUTL—RMIZ OESBEOIY—ATOYINEETNATVSBESE{ "Resources": {} }. ¥
TUER ICEMEiE NFAIL, BETZ7OYI9LRILOAE ICEHMEENETFAIL,

c TUTL—RECVY—=AFEBENTVRY, JTVE—HBIRDE0HNBVEE, VJIVRZEORR
ZIRL., 7OYI9LRILOARBAFY TEhFET,

DIVTO71)\LEZ—OFEA

JIVD7 1L E2—k, RENCOEREEL L TERATNZA—RATY, UTRE. AOBET
ERD

<query> <operator> [query|value literal] [message] [or]|OR]

7 14 )L Z—AWS CloudFormation Guard L =)L DR ZFERTE2EOUTOEELZRA > MIESL
TLEEEL,

« Conjunctive Normal Form (CNF) Z#R L TAZ&EAL £,
« ILWITTRER (and) BZEELE T,
« 2DONABDorF—TJ—RZFEAL T, £5 (or) ZEELE T,

ROBIE, BEAEIEEATZERLTLERT,

resourceType == 'AWS::EC2::SecurityGroup'
InputParameters.TcpBlockedPorts not empty

InputParameters.TcpBlockedPorts[*] {
this in r(100, 400] or
this in r(4000, 65535]
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BREECAZEHATS

FEEOIALIZIVICTAINRIV T EBATEET, 71 RVTK, BEOOLY>aY
NFITILFEETIAIANOBMICEZEBATE £ IsecurityGroups: [....]. EICENIL Y
2aAVTHBIIIVILTAINRV VI ZBRATZCLETEXT, BEZEBERRZETAOTNTOH
BEEZE 7 A INRDJICERTEETD,

RO—xE 72 T )&, CloudFormation 77 L—KASRXRALTRIC)Y —RAZBIRTDEEICK
<EHTIhET,

Resources.*[ Type == 'AWS::IAM::Role' ]

9Tk, AB® Resourcest P> avVICFERETDINTNDEResources . *ZIRLET, DT
TL—RMAHOBIOBEEITIDOES, JIJEULTZIRLET,

Type: AWS::IAM::Role

Type: AWS::EC2::Instance

Type: AWS::EC2::VPC

Type: AWS::EC2::Subnet

Type: AWS::EC2::Subnet

RIZ, cOOALO>3avIc74 02—z ERALET, —BEEHEEEF TIType ==
AWS::IAM::Role, AT, 71N EX—HNBRAENEEOIVIVOHATT,

- Type: AWS::IAM::Role

RIZ, AWS: :IAM::Role )Y —ADEEETERZAEHERLET,

Resources.*
%all_resources[ Type == 'AWS::IAM::Role' ]

let all_resources

let all_iam_roles

AT, XTO AWS: :IAM: :Policy® KT AWS: : IAM: :ManagedPolicy )V —AZERT S
ZANEZVTOTIDOHEITT,

Resources.*[
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Q—H—H1 K

Type in [ /IAM::Policy/,
/IAM: :ManagedPolicy/ ]

ROPITIE, chsDRIS—1)Y—2RIZ PolicyDocument A"IBEET N TVWBI A ESH ZHERRLF

ER

Resources.*[
Type in [ /IAM::Policy/,
/IAM: :ManagedPolicy/ 1]
Properties.PolicyDocument exists

FYEMBET AN T Z—ADEE

AVILABLRVCIILAEF 21T 1T )I—7158H, AWS Config ®

L&S,

resourceType: 'AWS::EC2::SecurityGroup'
configuration:
ipPermissions:
- fromPort: 172
ipProtocol: tcp
toPort: 172
ipv4Ranges:
- cidrIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0
- fromPort: 89
ipProtocol: tcp

ipv6Ranges:

- cidrIpv6: '::/0'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 1.1.1.1/32
- fromPort: 89
ipProtocol: '-1'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:
- cidrIp: 1.1.1.1/32

S

ax k&

HEDRDOHEEZATHR
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ipPermissionsEgress:

- ipProtocol: '-1'
ipv6Ranges: []
prefixListIds: []
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:
- key: Name
value: good-sg-delete-me
vpcId: vpc-0123abcd
InputParameter:
TcpBlockedPorts:

- 3389

- 20

- 21

- 110

- 143

RORISEELTLSEZ W,

* ipPermissions (EAJL—I) &k, REZ7OY JADOIIL—IIOILY>3>TT,
« FIL—IIBEICEK, CDR7OYYVNOIL V> 3> %IBET S ipvb6Ranges ipv4Ranges® & &
DEMNFEENTVET,

EEOIPTRLALSOEGREFAAITIEAL—ILZERL, I—IITTCP 7OY V& nizR—
hNERRTERVWC L ZHRBIBIL—IZRLRLEL &5,

ROBICRI RS, IPv4 ZXRETD VTS A SIHROET,

configuration.ipPermissions[

#

# at least one ipv4Ranges equals ANY IPv4
#

some ipv4Ranges[*].cidrIp == '0.0.0.0/0'

some F—D—REFEZCOIDAVTHFANTERTT, IXTOOIIVR, JITVIC—HITHENIL D
2avERBRLET, F7FIIBNTR, Guard i, 7IVOHEREL TRENLEIXNTOENFIY
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DERBENDEFMALE T, LEL, COBEABLCTFIVIICHKAEZRRHETHS ERERY EE
A REHBASDODANDRDEF L ZERBL TSEEL,

ipv4Ranges:
- cidrlIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0 # any IP allowed

2l 2 DDEAN S £FipvsRanges, TN T MDipv4RangesfBN THREND IP P RL AL
ZLVDITTREDYELEA0.0.0.0/0, 2PBLKEE1DDEN E—BIBZHIESIHERRBLE
90.0.0.0/0, VIVNSEBRENLEINTOBRN —BIBDBERHNEEBAY, 2BEE1
DORRNF —BITBIMENf $BH &% Guard IZIERAFET, some F—T—REE, BROIIU®D
1 D2 LEDENFFIVIOE—HITBREIDICGuard ICERLET, —HITHIVITVHEREN ZVE
&, Guard BIZ—Z2AO—L %,

R, ROBIUCRTLSIC IPv6 ZEMLET,

configuration.ipPermissions[
#
# at-least-one ipv4Ranges equals ANY IPv4
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
#
# at-least-one ipv6Ranges contains ANY IPv6
#
some ipv6Ranges[*].cidrIpv6 == '::/0'

REIC, ROFITE, Z7ORILYN TREVZ EZH#FEL £ Judp.

configuration.ipPermissions[
#
# at-least-one ipv4Ranges equals ANY IPv4
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
#
# at-least-one ipv6Ranges contains ANY IPv6
#
some ipv6Ranges[*].cidrIpv6e == '::/0'

#
# and ipProtocol is not udp
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#
ipProtocol != 'udp' ]

TEBIL—IILEROELY T,

rule any_ip_ingress_checks

{
let ports = InputParameter.TcpBlockedPorts[*]

let targets = configuration.ipPermissions[

#

# if either ipv4 or ipv6 that allows access from any address
#

some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or

some ipv6Ranges[*].cidrIpv6 == '::/0'

#

# the ipProtocol is not UDP

#

ipProtocol != 'udp' ]

when %targets !empty
{
Stargets {
ipProtocol != '-1'
<<
result: NON_COMPLIANT
check_id: HUB_ID_2334

message: Any IP Protocol is allowed
>>

when fromPort exists
toPort exists

let each_target = this
%sports {
this < %each_target.fromPort or
this > %each_target.toPort
<<
result: NON_COMPLIANT
check_id: HUB_ID_2340
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message: Blocked TCP port was allowed in range
>>

BENBRATICESVWTCAL Y>3 =208 T 5

Infrastructure as Code (1aC) B2ET 7 L—NZEEAT3HEE. BET V7 L—MAOMOI> T«
TANDSRBESCIAL VAN RRENDCENBYET, UTIE. \OO—AHILSE, 0O
ZMTaskRoleArn, TaskArn# KV EENFF|Z R %ZEMA L T Amazon Elastic Container Service
(Amazon ECS) 2 A9 & 5i& ¥ % CloudFormation 7> 7L — N0 #IT T,

Parameters:
TaskArn:
Type: String
Resources:
ecsTask:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:

TaskRoleArn: 'arn:aws:....'
ExecutionRoleArn: 'arn:aws:...
ecsTask2:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed

Properties:
TaskRoleAzxn:
'Fn::GetAtt':
- iamRole
- Arn
ExecutionRoleArn: 'arn:aws:...2'
ecsTask3:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:
TaskRoleAzrn:
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Ref: TaskArn

ExecutionRoleArn: 'arn:aws:...2'
iamRole:
Type: 'AWS::IAM::Role'
Properties:
PermissionsBoundary: 'arn:aws:...3'

ROVITVIZDOVWTEARAET,
let ecs_tasks = Resources.*[ Type == 'AWS::ECS::TaskDefinition' ]

SOOIV, YT TFoFTL—NIRREND 3 DDAWS: :ECS: : TaskDefinition Y —
AIXTCESCEOIL Va2V EBRLET, ROBICRTKSIZ, TaskRoleArtnO—AHILS
Becs_tasksZE80 ZD M5B LET,

let ecs_tasks = Resources.*[ Type == 'AWS::ECS::TaskDefinition' ]

let ecs_tasks_role_direct_strings = %ecs_tasks[
Properties.TaskRoleArn is_string ]

let ecs_tasks_param_reference = %ecs_tasks[
Properties.TaskRoleArn. 'Ref' exists ]

rule task_role_from_parameter_or_string {
%ecs_tasks_role_direct_strings !empty or
%ecs_tasks_param_reference !empty

rule disallow_non_local_references {
# Known issue for rule access: Custom message must start on the same line
not task_role_from_parameter_or_string
<<
result: NON_COMPLIANT
message: Task roles are not local to stack definition
>>
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H—RIL=ILTOEHDEN)HTESR

AWS CloudFormation Guard JL—IL7 7 A JLICZE#Z &) HTT, Guard L—IILTSRI 2 FEH~Z
RETEERT, Guard FD >3y REHE HTEZHR-—FLTVET, BHIGEER CFHES
NET, 2FVY, Guard BIL—IILOERTHICOHXZERHZTMLET.

ey D

- ZBDE)HT

- ZRDSR

« ZHOARAI—7

« H—=RIL=ILT77AILOEHDHI

ZHOEVET

let F—D—RZFEALTEHZDHILLTEYVHETET, RANTFIVFT1AREL

T, BB AZR—OVT—RA2FALET. BHEF., JTVOBRELTELSE
WUTZILEEEBNTONT A ZREFTEET, AOHITE., BHREFHENXFIE
ecs_task_definition_task_role_arnZf®RFL ¥ Jarn:aws:iam:123456789012:role/
my-role-name,

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-role-name’

ROBITE., ZHE. To7L—FAOITNTOHAWS: :ECS: : TaskDefinition CloudFormation
)Y —RAERBRERETD VI DiERecs_tasksZRBELET, I—IILEZTBRTDEE(C,
ecs_tasksZSBLTNSDIY—RICEITHIERICTILELATEET,

let ecs_tasks = Resources.*[

Type == 'AWS::ECS::TaskDefinition'
]
ZHOZSR

S 7TL714YOAEERLTEHBZSRLET,

Mecs_task_definition_task_role_arnZHOHIICEIVTZEHOE V) X T, Guard
JILl—ILAD query|value literal®t¥ > 32 ecs_task_definition_task_role_arnT

H—RIL—=ILTOTHOI) YT ESE ;
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BSRBTEEXRT, cOUT7LRAEFERTS L, CloudFormation 7> 7L — KA

DAWS: :ECS: :TaskDefinition )Y —A® TaskDefinitionArn7’ O/NT A ICIEEE N -{ENE

WX FFIE (Ch V) EJarn:aws:iam: 123456789012 : role/my-role-name,

Resources.*.Properties.TaskDefinitionArn == %ecs_task_definition_role_azrn

NDecs_tasksZBHOHICEITVTEHRHDE) BT, VI Vecs_tasksT 2SR TEEXRT
(%ecs_tasks.Properties 5 & ) o £F, Guard FZE#HZFTMM L ecs_tasks, BREhEZFEALT

EEEZEMLET, TN XFILUNADIEICecs_tasksfERE N-BEE, Guard BT S5—% AO—

LET,

(® Note
BE, Guard 3HARALTIS— XAV E—2HAOEROSHEEHR—NLTVEE A,

ZHOAO-T

A=l L=ILT77ALNTERENL-EROATRMZELE T, EHERZF. AO—THT 1
BIOXERATEERT, BEHREETTEDLARIGE 3D, FLRARLEHRAI-TRFI2HWUE
ERD

c T7ANLRNIL-BE, L=ILT77AINOLEBTESEh, L=LT77A4ILAOIXTOIL—I
TIT7ANLRILOEREERATERT, 77 M2 EICRTENKT,

ROIL=INT77A4INDOHITIE, B ecs_task_definition_task_role_arn&
ecs_task_definition_execution_role_arniE 7 7 AL LRI THHILENET,

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-task-role-
name'

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:ro0le/my-
execution-role-name'

rule check_ecs_task_definition_task_role_arn

{

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

}

rule check_ecs_task_definition_execution_role_arn

{

H—RIL—ILTOTHOE) ST ESR
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Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_azrn

}

c L=ILARIL-IL=IATESENLEIL—ILLRXILOEHF. TOREDIL—ILIZOLRREH
9. L-ILADOSZREIIZ—ICBVET,

ROIL=INT77A4INDOHITIE, B ecs_task_definition_task_role_arn&
ecs_task_definition_execution_role_arni&)L—ILL X)L THIHA

ftEnET, k. check_ecs_task_definition_task_role_arn®

B ZEIIL—ILATHDHSBecs_task_definition_task_role_arnT

ZEFX T, ecs_task definition_execution_role arn &

l&. check_ecs_task_definition_execution_role_arnBRIEIL—IATHOXKRSHETE
£9,

rule check_ecs_task_definition_task_role_arn

{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-task-
role-name'

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn
}

rule check_ecs_task_definition_execution_role_arn

{

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:ro0le/my-
execution-role-name'

Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_arn

}

e 7OV OLARIN —whenAIBEDQTOYIATESETNLETOVILRILOEHKEE., TOHEDT
OYJICO&BRENET, 7OV IHDSREIIS—ICAYET,

ROIL=INT77A4INOHITIE., T ecs_task_definition_task_role_arn&
ecs_task_definition_execution_role_arnldAWS: :ECS: :TaskDefinitionZ 4 7
JOvOoR070Y ILRINTHHILENET, ecs_task_definition_task_role_arn
B KRV ecs_task_definition_execution_role_arnZ#ilk. Th¥hon)l—)L

MDAWS: :ECS::TaskDefinition®E7OY VA THOXKSRBTEET,

rule check_ecs_task_definition_task_role_arn

{
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k

AWS: :ECS: :TaskDefinition
{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-
task-role-name'
Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

rule check_ecs_task_definition_execution_role_arn

{
AWS: :ECS: :TaskDefinition

{

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/
my-execution-role-name'
Properties.ExecutionRoleArn == %ecs_task_definition_execution_role_azrn

H=RIL=LT7AILOEHDH
UTOEI2av Tl ZEROBHEY STEBNE) A TORLOHERLET,
BIE BT

CloudFormation 7> 7L — k0 flZRICRLE T,

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:

TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'

COTTL—RNCEDIVWT, §IXTOT 7L —BNAWS: :ECS: :TaskDefinitionJ Y —A®M
TaskRoleArn7'O/\F 4 check_ecs_task_definition_task _role_arn#h" TH 3 & Z4RAE
%5 WS-z TEETarn:aws:iam: :123456789012: role/my-role-name,

rule check_ecs_task_definition_task_role_arn

{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-role-
name'
Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

H—RIL—ILTOTHOE) ST ESR
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}

IL—IOERHRRNT, EVSEHEYH{Lecs_task _definition_task_role_arnl . BHXZF
HIE ZE|V) HTHENTEET "arn:aws:iam: :123456789012: role/my-role-name's
=LAk, query|value literalt¥> 3> M ecs_task_definition_task_role_arnZ
WESHRarn:aws:iam: :123456789012:role/my-role-name9 % & T, EcsTasklJY—A®D
TaskRoleArn7’ ONT A ICEBEENIEN THEIHLESHZEFIVILET,

FHEWET

CloudFormation 7> 7'L— kOl IRIZCRLET,

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:
TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'

COTVTL—RNIEITVWT, 77A)ecs_tasksDEEARNT VWS EHENHLLL, VTV %
By HTBDENTEETResources. *[ Type == 'AWS::ECS::TaskDefinition', Guard
FADTTL—RNAOIXTOVY—RZIIJL. ThsolgHz ICREL
FFecs_tasks, TNXNTOAWS: :ECS: :TaskDefinitionF>7L—KUY—2A

® TaskRoleArn7'O/NT 4 check_ecs_task_definition_task_role_arn®"
arn:aws:iam::123456789012:ro0le/my-role-name

let ecs_tasks = Resources.*[

Type == 'AWS::ECS::TaskDefinition'
]
rule check_ecs_task_definition_task_role_arn
{
%ecs_tasks.Properties.TaskRoleArn == 'arn:aws:iam::123456789012:role/my-role-name'
}

=8, queryto> 3> M ecs_task_definition_task_role_arnZ#H %%
Barn:aws:iam::123456789012:role/my-role-named % & T, EcsTaskl VY —AD
TaskRoleArnZ’ ONT A ICEBEENIEN THEIHLESIHZFIVILET,
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CloudFormation T 7L — REREDEH

AEBZEEBRAI-—AT—ADKEMEBHEZRTHELLDS, COHITIEE., Amazon ECS R AT DE
RIEFZEELYBEBICHEITS=HD Guard IL—I)LZBRLET,

CloudFormation 7> 7L — k0 flZRICRLE T,

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:
TaskRoleAzrn:
'Fn::GetAtt': [TaskIamRole, Arn]
ExecutionRoleArn:
'Fn::GetAtt': [ExecutionIamRole, Arn]

TaskIamRole:
Type: 'AWS::IAM::Role'
Properties:
PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy’

ExecutionIamRole:
Type: 'AWS::IAM::Role'
Properties:

PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy’
CcOTVTL—NIETVT, ChSOEBEXNBLENDELSICRDOIIL—I)IZ2RRLET,
s UL —FADOKAWS: :ECS: :TaskDefinition UV —RICIEk, 2ARAZO0—-I)LEETO-ILD
BMAENFT7RYFEIATVET,
« AU O—)LEERTO—)LIE AWS Identity and Access Management (IAM) O— )L T3,
s O=IE FV7L—RNTEZEIFT,
« PermissionsBoundary ZOANT A EO—ILZEICEEETENET,

# Select all Amazon ECS task definition resources from the template
let ecs_tasks = Resources.*[
Type == 'AWS::ECS::TaskDefinition'

# Select a subset of task definitions whose specified value for the TaskRoleArn
property is an Fn::Gett-retrievable attribute
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let task_role_refs = some %ecs_tasks.Properties.TaskRoleArn.'Fn::GetAtt'[0]

# Select a subset of TaskDefinitions whose specified value for the ExecutionRoleArn
property is an Fn::Gett-retrievable attribute
let execution_role_refs = some %ecs_tasks.Properties.ExecutionRoleArn.'Fn::GetAtt'[0]

# Verify requirement #1
rule all_ecs_tasks_must_have_task_end_execution_roles
when %ecs_tasks !empty

{

%ecs_tasks.Properties {
TaskRoleArn exists
ExecutionRoleArn exists

}

}

# Verify requirements #2 and #3
rule all_roles_are_local_and_type_IAM
when all_ecs_tasks_must_have_task_end_execution_roles

{
let task_iam_references = Resources.%task_role_refs
let execution_iam_reference = Resources.%execution_role_refs
when %task_iam_references !empty {
%task_iam_references.Type == 'AWS::IAM::Role'
}
when %execution_iam_reference !empty {
%execution_iam_reference.Type == 'AWS::IAM::Role'
}
}

# Verify requirement #4
rule check_role_have_permissions_boundary
when all_ecs_tasks_must_have_task_end_execution_roles

let task_iam_references = Resources.%task_role_refs
let execution_iam_reference = Resources.%execution_role_refs

when %task_iam_references !empty {
%task_iam_references.Properties.PermissionsBoundary exists

when %execution_iam_reference !empty {
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%execution_iam_reference.Properties.PermissionsBoundary exists

}

TEANNEIL—ILTOY U Z4%KT B AWS CloudFormation Guard

EEALTRMNEIL-ITOY U %25ERT 3BE AWS CloudFormation Guard, XM 2 D DK
ARAI)NZFERATEET,

- REKREBEK
- MHEKEFBE&K

ChSDIREFEREBROVTNLAORARMIIZFEATDE, BRAKAEBLEL, BRFEIL—ILT
OYODONRMEERBLNIERENET,

N

- BIRRSM

- REKREEROEX

- HEKEFEEZROEX

AR SR AT
L=LORETHHAHFEL—LTOY TICOVTHBALETS,
R EBEROBEL

COBHAZRAIITRE, when7OY VFEREEFHMAEZIIL—ILTOY I OFHiE. 1 DU LOBDOH
AIREIL—ILTOY VELEETOFTHEBERICKENFERFELET . RO Guard L—=ILT7 7 1)L OHI
C. RAEFBERERIBINEIL-LTOYINFBEENATVET,

# Named-rule block, rule_name_A
rule rule_name_A {

Guard_rule_1

Guard_rule_2

}

# Example-1, Named-rule block, rule_name_B, takes a conditional dependency on
rule_name_A
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rule rule_name_B when rule_name_A {
Guard_rule_3
Guard_rule_4

# Example-2, when block takes a conditional dependency on rule_name_A
when rule_name_A {

Guard_rule_3

Guard_rule_4

# Example-3, Named-rule block, rule_name_C, takes a conditional dependency on
rule_name_A ~ rule_name_B
rule rule_name_C when rule_name_A
rule_name_B {
Guard_rule_3
Guard_rule_4

# Example-4, Named-rule block, rule_name_D, takes a conditional dependency on
(rule_name_A v clause_A) ~ clause_B ” rule_name_B
rule rule_name_D when rule_name_A OR
clause_A
clause_B
rule_name_B {
Guard_rule_3
Guard_rule_4

HRDIL—=ILT7ALIOHITIE, Example-1LICERDRSBERNFHYET,
« A Crule_name_AFHliE hd EPASS, IC&K2TAH7EI{LE N/ Guard JL—
JLrule_name BAFHMEE hE T,

« A Zrule_name_AiHliE BB EFAIL, IC&k>2>THTEIILE N/ Guard JL—
Jlrule_name_BEFHlichErt A, & (Crule_name_BiHfiE< uE I SKIP,

e A" lZrule_name_AiHMliE B IB{EESKIP, IC&k>TAHTEIILE N/ Guard JL—
JLrule_name B FHiENEH A, & (Zrule_name_ Bl L E 9 SKIP,
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® Note

CcDT—RAE, A" EFHAEFAILE ., A &rule_name_AfFHliE 3 I)IL—I
(Crule_name ARHRETHEL TLVBBEICHEL TFISKIP,

LT, AVTLABLVCIILAEFIVTATIL—THEROEBD SOREEET—FR—A
(CMDB) 5% E AWS Config HEDHITT, COPITE. FHKFEROBRERLET,

rule check_resource_type_and_parameter {
resourceType == /AWS::EC2::SecurityGroup/
InputParameters.TcpBlockedPorts NOT EMPTY

rule check_parameter_validity when check_resource_type_and_parameter {
InputParameters.TcpBlockedPorts[*] {
this in r[0,65535]

rule check_ip_procotol_and_port_range_validity when check_parameter_validity {
let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let configuration = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0"
ipProtocol != 'udp' ]

when %configuration !empty {
%sconfiguration {
ipProtocol != '-1"

when fromPort exists
toPort exists {
let ip_perm_block = this
%sports {
this < %ip_perm_block.fromPort or
this > %ip_perm_block.toPort
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AROBITIE. check_parameter_validityld&H4{4E T ICKTF

L check_resource_type_and_parameter,
check_ip_procotol_and_port_range_validitylk&H[FHE T ICHELE

¥ check_parameter_validity. ATk, 8RO —)LIZERL EREEETF—XIXR—A
(CMDB) 2 EHEE T,

version: '1l.3'
resourceType: 'AWS::EC2::SecurityGroup'
resourceld: sg-12345678abcdefghi
configuration:
description: Delete-me-after-testing
groupName: good-sg-test-delete-me
ipPermissions:
- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
- fromPort: 89
ipProtocol: tcp
ipv6Ranges:
- cidrIpv6: '::/0'
prefixListIds: []
toPort: 89
userIdGroupPairs: []
ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
ipPermissionsEgress:
- ipProtocol: '-1'
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ipv6Ranges: []
prefixListIds: []
userIdGroupPairs: []

ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:
- key: Name

value: good-sg-delete-me
vpcId: vpc-0123abcd
InputParameters:
TcpBlockedPorts:
- 3389
- 20
- 110
- 142
- 1434
- 5500
supplementaryConfiguration: {3}
resourceTransitionStatus: None

B EFRER OB

COBRAZAILTE, when7OY VXL RBMAEZIL—-ILTOY I OFHMER, 1 DU EOMHED
Guard L =)L DFHAEZERICHEKFLE T, HEKFERRERADISICEKTEERT,

# Named-rule block, rule_name_A, takes a correlational dependency on all of the Guard
rules encapsulated by the named-rule block
rule rule_name_A {
Guard_rule_1
Guard_rule_2

# when block takes a correlational dependency on all of the Guard rules encapsulated by
the when block
when condition {
Guard_rule_1
Guard_rule_2
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MEKEFEEROBRZEHRITSICE. RO Guard L—IL7 74 OFEEEL TEZ L,

#

# Allowed valid protocols for AWS::ElasticloadBalancingV2::Listener resources
#

let allowed_protocols = [ "HTTPS", "TLS" ]

let elbs = Resources.*[ Type == 'AWS::ElasticloadBalancingV2::Listener' ]

#
# If there are AWS::ElasticlLoadBalancingV2::Listener resources present, ensure that
they have protocols specified from the
# list of allowed protocols and that the Certificates property is not empty
#
rule ensure_all_elbs_are_secure when %elbs !empty {
%elbs.Properties {
Protocol in %allowed_protocols
Certificates !empty

#
# In addition to secure settings, ensure that AWS::ElasticlLoadBalancingV2::Listener
resources are private
#
rule ensure_elbs_are_internal_and_secure when %elbs !empty {
ensure_all_elbs_are_secure
%elbs.Properties.Scheme == 'internal'

BIRDIN—I)L7 74N TlE., ensure_elbs_are_internal and_securellld & OB FREE
A&H')EJTensure_all_elbs_are_secure, ATk, FIADIL—)LICZEH T S CloudFormation
7—_/7°I/_ |\G)1§IJ-(“?0

Resources:
ServicelLBPubliclListener46709EAA:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
Scheme: internal
Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...
ServicelBPubliclListener4670GGG:
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Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
Scheme: internal
Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...'

AV THFAMSA Z2RTT 2 2O DADER

AWS CloudFormation Guard @IEEETF—X IC L TRMiic hE T, A—RFEHMEI> D&, 2>
TINBRBRREZFEAL T, BEETNEBBETF—RIIRTEETF—RFICRNITH IOV ZEHERL
F9, ZKNHE., F—ROIXYTEEFILI2aVICHULTFMATRICIE. EBROANBET
T, Guard lF, COELSBAZRRTDDICENBBXZREHLET, TOPVEFIAVTFARNE
WAL, THMECEETAIHISTEDT—REFALET,

LR, OFFANRSIMbZ2BRATE 2 1 T+ %2 £H L /= Kubernetes Pod 528D HITT .

apiVersion: vl
kind: Pod
metadata:
name: frontend
spec:
containers:
- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:vé6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75
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Guard AZERL T, COTF—RZHMAETERT., L—ILT7 7ML ZFE@IZHBE. AVTFAL
BADRFIXN2HETT, LT, Pod TEESNEZIDDTTOHROERZIRLET 2 T D H
T9,

#
# At this level, the root document is available for evaluation
#
#
# Our rule only evaluates for apiVersion == v1 and K8s kind is Pod
#
rule ensure_container_limits_are_enforced
when apiVersion == 'v1'
kind == 'Pod'
{
spec.containers[*] {
resources.limits {
#
# Ensure that cpu attribute is set
#
cpu exists
<<
Id: K8S_REC_18
Description: CPU limit must be set for the container
>>
#
# Ensure that memory attribute is set
#
memory exists
<<
Id: K8S_REC_22
Description: Memory limit must be set for the container
>>
}
}
}
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T{ficontext(C & (T2 HERE

Q—H—H1 K

IL=IL70YvILRILTE, ZEIVTFANEIEEBERFIXNTT, when RGO, B
ffapiVersion& kind BN BB COZFEIIL—FIVTFAMIRLTITOIhET, BIOHI TR,
NS OFGE ICFHMEE hE T true,

C T, siOflspec.containers[*]ICTR”T OEBZRNZN—ALET., BEEOKNSN—ARZ L
2, OTFANMEFZNICIEUTEDYET, spec 7AY IO R IN—HINZETITRDE, RO
BICRTLSICOAVTHEFARNNEEENET,

containers:
- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:vé6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75

containers BMZ NSN—AL LR, AVTFANEROBIICRLUET,

- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5

- name: log-aggregator
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image: 'images.my-company.example/log-aggregator:vé6'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75

IL—TI22\WT

REFEALT[*]. containers BEDEIICEEFNDIXNTOEDI—TEERTEXT, 7
Ovy 2k, AOBERICOVTFMEE hE T containers, BIRDIL—ILAZRY hOFITIRK, 7
Ov2IC8FEndaEF. VT FERICHLTRKRIAIENDFIVIEEEZELET, AHBICEENZT
n70v ok, AVFFEREIC1E, 28 M hET,

spec.containers[*] {

}

REZEIWC, AVTFAMERRIETEDATY VADETT,

(® Note

HR—REATVWBR A FYIORT IV EAERRE. [<integer>]&ELFE OHTI[*]. B
£, Guard IF OLSBEEZHYR—RNLTVERBA[2..4],

B 3

ZLDHE. BINFZTANShZEATRE. BE—DEEZTANSIAET, LealE, AVTFH
12LABWVESE, BEIZHBRL TRDANZZTANDZENTERT,

apiVersion: vl
kind: Pod
metadata:
name: frontend
spec:
containers:
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name: app
image: images.my-company.example/app:v4
resources:
requests:
memory: "64Mi"
cpu: 0.25
limits:
memory: "128Mi"
cpu: 0.5

BEABINEZTAND ENTEDZHEE. LI IR EZEAL VWD Z2HERLET,
BIOPITE. containers[*]TlRA&< ZEHAL X9 containers, Guard &, BE—{E7 +—LD
AEBRELEEZILT—RZRNTIN—ARATBHDEEICELLLFHMLET,

® Note

BUAEIESHANDEECL—LAOT I LAEERRT LS}, BIERHIRREE
ALTLKEEY, B—0OEEEATHEAETE, H—RBELIHMEE nET,

spec.containers[*] ORDHVIC 7+—L%EH TS spec.containers

H—ROTVEBRENLEOIL V3V EBRLET, 747—L ZFEATDH
&Aspec.containers, JIUDORENIMEICIE, VIVAOEETIE % <containers, I
KO2TSRENDEMIINEENETT, 77 —LZFEHTSESEspec.containers[*]. BEhd
B2NDEXRZSBLET, BIICEFTNIRERZIMIZEER. 47 [*]174—LZFEALT
<EEV,

this ZEALTHRENIVTFANEZSZRTS

H—RI—ILZ2EFRTRDEER., ZFEALTATFANEZSRTEE T this, %
<OFZE, thisEOAVTFANDEIENA RENATVD S, BRATT, LEX

&, . this.apiVersionthis.kind, this.specld)—KREELFERFIXNINIVR
EhFET, HBAIC, this.resourcesld /spec/containers/0/X° & Econtainers,
NDEMEIZ/INA > RENFET /spec/containers/1, E#IZ, this.cpu& FHIFR, I/
spec/containers/@/resources/limits& (Cthis.memoryNX Y E> T ENE T /spec/
containers/l/resources/limits,.

ROBITIE, Kubernetes Pod SR EDEIHRD )L—ILA thisBARWIC ZFEATHILDICEZRZI SN
TWET,
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rule ensure_container_limits_are_enforced
when this.apiVersion == 'v1'
this.kind == 'Pod'

this.spec.containers[*] {
this.resources.limits {
#
# Ensure that cpu attribute is set
#
this.cpu exists
<<
Id: K8S_REC_18

Description: CPU limit must be set for the container
>>

#
# Ensure that memory attribute is set
#

this.memory exists
<<

Id: K8S_REC_22

Description: Memory limit must be set for the container
>>

ZthisBARNICERATRIZER S EH A, LEL, ROBICRILSIC, CDthisUTF7LUA
BANZ—%2EATHIERICERNTT,

InputParameters.TcpBlockedPorts[*] {
this in r[@, 65535)
<<
result: NON_COMPLIANT
message: TcpBlockedPort not in range (@, 65535)

>>

BOFITIE. this FRR—PNESZSRIDLEOICEAETNET,
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Q—H—H1 K

EHNE OFERICEDEBENZ IS — this

L= EAZERT BHE.

resourceType: 'AWS::EC2::SecurityGroup'

InputParameters:
TcpBlockedPorts:
configuration:
ipPermissions:
- fromPort: 172

ipProtocol: tcp

ipv6Ranges: []
prefixListIds:
toPort: 172

[21, 22, 110]

[]

userIdGroupPairs: []

ipv4Ranges:

- cidrIp: "0.0.0.0/0"

- fromPort: 89

ipProtocol: tcp

ipv6Ranges:

- cidrIpvé6:
prefixListIds:
toPort: 109

Il: :/0"
L]

userIdGroupPairs: []

ipv4Ranges:

- cidrlIp: 10.2.0.0/24

LROTUTL—RMIRULTTARNTRE, ROIN—IINBEBRNE 2FATH L%

R, IZ—NFRELETthis.

rule check_ip_procotol_and_port_range_validity

{
#

o

# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let any_ip_permissions = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]

700

wit

EENZthis AV THFANMNMEL SERZSRIDEEIL I HDEIE
WABWERT, LA, AT DRDADT—RLZEZATHET (ERIDBENFHBUET ).

AVFTHFANASTHAZRITT S HOFOER

58



AWS CloudFormation Guard d1—H¥—HA R

when %any_ip_permissions !empty

{
%any_ip_permissions {
ipProtocol != '-1' # this here refers to each ipPermission instance
InputParameters.TcpBlockedPorts[*] {
fromPort > this or
toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>
}
}
}

COFlEEITTRICE. FROIL—IILT7AILE EVWSEB TR
fFany_ip_ingress_check.guardL, #—&2%Z EVWS 77/ I)ILEBTREFELE
Jip_ingress.yaml, XIZ, ShsO7 7)) ZFEAL TXDvalidateAN REZRITLET,

cfn-guard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-
failures

ROBATEE, T2 VI E InputParameters.TcpBlockedPorts[*]1M 7' ONT 1 ZEBL &
S5E&TBEMN/configuration/ipPermissions/@/configuration/ipPermissions/1%k &
LEc&ezrRmLET,

Clause #2 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]])

Attempting to retrieve array index or key from map at Path = /
configuration/ipPermissions/@, Type was not an array/object map, Remaining Query =
InputParameters.TcpBlockedPorts[*]

Clause #3 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]7)

Attempting to retrieve array index or key from map at Path = /
configuration/ipPermissions/1, Type was not an array/object map, Remaining Query =
InputParameters.TcpBlockedPorts[*]
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CORBREZEBIDICE, thisARNICSRENE ZEALTIL—IILZ2EEMART,

rule check_ip_procotol_and_port_range_validity

{
#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP
#
let any_ip_permissions = this.configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]
when %any_ip_permissions !empty
{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance
this.InputParameters.TcpBlockedPorts[*] {
this.fromPort > this or
this.toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>
}
}
}
}

this.InputParameters &, ZH ICEENDREZSRLU £Tany_ip_permissions., EH
ZEVYHTSNEITI UK, —B T Bconfiguration.ipPermissionsfBZBIRLET, T5—
. 2O TF A BMInputParamatersT ZHEL &S & InputParametersL 24", JL—KO
JTFANCH2ECEERLET,

RE7O0Y 2. ROBICRTRSIC, BEAOERESRLET,

this.ipProtocol != '-1' # this here refers to each ipPermission instance
this.InputParameter.TcpBlockedPorts[*] { # ERROR referencing InputParameter off /
configuration/ipPermissions[*]
this.fromPort > this or # ERROR: implicit this refers to values inside /
InputParameter/TcpBlockedPorts[*]
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this.toPort < this
<<

result: NON_COMPLIANT

message: Blocked TCP port was allowed in range
>>

this I OBR—NEZSHBULUEITH[21, 22, 110]. fromPortB LUV €SB L £ FtoPort,
ES55E804H7OYIAI-TICELE T,

DERNEFERICLD IS —OHFR this

EHEFEALT, EEHARWICEYET, SBLET, £7.
InputParameter.TcpBlockedPortsiE AN JL—K) AVTFARND—ETT, ROBICRT K
312, A7/ OY YInputParameter.TcpBlockedPortsMAMIBEIL ., BARMICEIY) HTET,

rule check_ip_procotol_and_port_range_validity
{
let ports = InputParameters.TcpBlockedPorts[*]
# ... cut off for illustrating change

RIC, COBBEATRHNICSRLERT,

rule check_ip_procotol_and_port_range_validity

{

Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.

We need to extract each port inside the array. The difference is the query
InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query

InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].

HOH F O B R

let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let any_ip_permissions = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
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ipProtocol != 'udp' ]

when %any_ip_permissions !empty

{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance
%sports {
this.fromPort > this or
this.toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>
}
}
}

AOAFthisSRICH L TERUBREZITVWE I %ports,

EEL, ABOL—7TOSRportsHELLBVEZO, IXTOIT—REEBEENRTLVEEA,
ROBIE, B -ZROHEIBRERLTVWET,

rule check_ip_procotol_and_port_range_validity

{

Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.

We need to extract each port inside the array. The difference is the query
InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query

InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].

HOH F O B R

let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#
let any_ip_permissions = configuration.ipPermissions[
#
# if either ipv4 or ipv6 that allows access from any address
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
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d—H—H1 K

some ipv6Ranges[*].cidrIpv6 == '::/0'
#

# the ipProtocol is not UDP

#

ipProtocol != 'udp' ]

when %any_ip_permissions !empty

{
%any_ip_permissions {
ipProtocol != '-1'
<<
result: NON_COMPLIANT
check_id: HUB_ID_2334
message: Any IP Protocol is allowed
>>
when fromPort exists
toPort exists
{
let each_any_ip_perm = this
%sports {
this < %each_any_ip_perm.fromPort or
this > %each_any_ip_perm.toPort
<<
result: NON_COMPLIANT
check_id: HUB_ID_2340
message: Blocked TCP port was allowed in range
>>
}
}
}
}

XIZ, validate ANV REZBEERITLET, SERFEEHETT,

cfn-guard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-

failures

ARk, validate AN ROWBHTT,

ip_ingress.yaml Status = PASS

I TFER R E R S 5 15 0 AR
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PASS rules
check_ip_procotol_and_port_range_validity PASS

COT7O0-FICEENFrBVATARNTZEHIZ, ROPITERAIO—ROZEEZFEALET,

resourceType: 'AWS::EC2::SecurityGroup'
InputParameters:

TcpBlockedPorts: [21, 22, 90, 110]
configuration:

ipPermissions:

- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: "0.0.0.0/0"

- fromPort: 89
ipProtocol: tcp
ipv6Ranges:

- cidrIpv6: "::/0"
prefixListIds: []
toPort: 109
userIdGroupPairs: []
ipv4Ranges:

- cidrlIp: 10.2.0.0/24

NIF, FEDIPV6 7 RLANHFAETNTWVWS 89~109 O&EHNTT, AN RZHEZE
{TvalidateLE=#OHEHZXRICRLET,

Clause #3 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:43,
column:21], Check: _ LESS THAN %each_any_ip_perm.fromPort))
Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))
with Int((Path("/configuration/ipPermissions/1/fromPort"), 89)) failed
(DEFAULT: NO_MESSAGE)
Clause #4 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:44,
column:21], Check: _ GREATER THAN %each_any_ip_perm.toPort))
Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))
with Int((Path("/configuration/ipPermissions/1/toPort"), 109)) failed

result: NON_COMPLIANT
check_id: HUB_ID_2340
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message: Blocked TCP port was allowed in
range

AWS CloudFormation Guard =)L DT AN

# HIAH D AWS CloudFormation Guard 1—Y RTANT7L—ALAD—0%EHAL T, Guard JL—I)L
HFERLEEBYICEETZCLERETEET, cOEIP3a>TR, IZYRNTANTI7AIL%E
ERTHHFEE, ThEFEALTtest AN RTIL—=ILT7ANETANTDHEICOVTEHBEL
x£9,

ZYRNTFARNTTZAIICEE, . .json, .JISON, . .jsn.yaml.YAML, FkE oLVThh OILR
FHAYETT . .yml,
N =R
BIR& M
« A—RIAZYRNTANTZ7AIILOBE
e HA—RI—=NLNIAZYRTARNZZ7AINDERDFI—KIUTI

Bl R S AF

ANF—2EFMET B0 Guard L—LEBALET, FHECOVTR., "TH—KL—LOR
#®, EBRLTEEL,

H—RIZYRTFARTI7AIOHE

H—RIZYRTARTZ 7ML, BEROADE, H—RIL=LT7AIRICEERAETINIZIL-ILO
HEEThIBERESC ISON BRI YAMLERXO 7 7ML TT, XT3 EHEMMID -
YO TIVIEBHZHZENHYVET, ETEOAHNETANLTLS, eETEBI—I A%
AT A-ODRRERBENICEMTID L ZHEHOLET,

Fh, Y714V O A _test.jsonFllF ZEALTIZY RTFARNZ7AIILIZETZN T
2L EBHOLET _tests.yaml, EEXEFE, EVWSBEOIIL—ILT7AIINFHZEHE
(Fmy_rules.guard, 1ZY R TARNTZ7AI) IZBBZF T EITmy_rules_tests.yaml,

B

LT, YAMLEROIZY NTART7Z7AILOBXERLTVERT,
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- name: <TEST NAME>
input:
<SAMPLE INPUT>
expectations:
rules:
<RULE NAME>: [PASS|FAIL|SKIP]

Z’O0/)NT 4
LT, Guard TAN7 74007071 T9,

input

VN=ILEeTARTBTF—2, ROBICRIT LD, ZRYIIDTARNTRZOALZERATEI L%
BAHOLET,

- name: MyTestl
input {3}

BEDTARNTRE, TARTZANTF—RZEMLET,

DAZE: L

expectations

BEOIL—IAFADT—RICHL TFEE N ESESCHEFEC LI ER, S THEENDE
RICMAT, TARTRZ 1 2BEDIL—IIZEELET, BRHENDHERE. ROVThATSH
PHENBHNET,

¢« PASS—- ANTF—RIZHWLTETITSDE, IL—IIE CFHMEETNE T true,
¢« FAIL- AAF—ZRICHULTETTRE., IL—IIEF ICFHEET hETfalse,
e SKIP- AAF—ZRICHLTEFTITDE, L—=IIEFERNIF—hEEA,

expectations:
rules:
check_rest_api_is_private: PASS

DA L
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H—RIL=ILIZY RTFARNT7AIILNDOERODFI—RITI)

LT, £VWSBEIOIN—IT774)TTapi_gateway_private.guardo < DIL—ILDE
l&. CloudFormation 7> 7L — KN TE&RE N3N T D Amazon API Gateway )Y —A XA T H 7
FSAR—=KRTFIOLRABAICT7AOMENTVRINESH EERIT D ETT, T, DAEL<EE 1
D2NRIZ—AFT— KX MDA Virtual Private Cloud (VPC) A S DTV AZHATEIHAESHERE
BLEY,

#

# Select all AWS::ApiGateway::RestApi resources

# present in the Resources section of the template.

#

let api_gws = Resources.*[ Type == 'AWS::ApiGateway::RestApi']
#

# Rule intent:
# 1) ALl AWS::ApiGateway::RestApi resources deployed must be private.

# 2) ALl AWS::ApiGateway::RestApi resources deployed must have at least one AWS
Identity and Access Management (IAM) policy condition key to allow access from a VPC.

#

# Expectations:

# 1) SKIP when there are no AWS::ApiGateway::RestApi resources in the template.

# 2) PASS when:

# ALL AWS::ApiGateway::RestApi resources in the template have
the EndpointConfiguration property set to Type: PRIVATE.
# ALL AWS::ApiGateway::RestApi resources in the template have one IAM condition key

specified in the Policy property with aws:sourceVpc or :SourceVpc.
# 3) FAIL otherwise.

rule check_rest_api_is_private when %api_gws !empty {
%api_gws {
Properties.EndpointConfiguration.Types[*] == "PRIVATE"

rule check_rest_api_has_vpc_access when check_rest_api_is_private {
%api_gws {
Properties {
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#

# ALL AWS::ApiGateway::RestApi resources in the template have one IAM
condition key specified in the Policy property with

# aws:sourceVpc or :SourceVpc
#

some Policy.Statement[*] {

Condition.*[ keys == /aws:[sS]ource(Vpc|VPC|Vpce|VPCE)/ ] !empty
}

COFI—RNUTILTE, RNOIL—LNATRNZETANLET, F7AMENETANT
MDAWS: :ApiGateway: :RestApi )V —ARTZAXR—NTHBIBENF HYVET,

1. RO TANapi_gateway_private_tests.yamlZ&8 &£VWS51 Y
RTFARTZ7AILEBERLET,. BRHIIOTARNTIEE, ZOALZEML, A
HELTAWS: :ApiGateway: :RestApiJ Y —AN B VEHIL—ILFAFY
7’check_rest_api_is_privatedhad & ZHEFELET,

- name: MyTestl
input: {3}
expectations:

rules:

check_rest_api_is_private: SKIP

2. test ANV RZFEALT, Z—ZFINTRIDTARNERITLET, --rules-file /NZ

X=BICE., L=LT7F7A4IIEEELET, --test-data /NTX—ZIZIE, IZY hTAbL
774N EEELEXY,

cfn-qguard test --rules-file api_gateway_private.guard --test-data
api_gateway_private_tests.yaml

BN TANDIERIE TIPASS,

Test Case #1
Name: "MyTestl"
PASS Rules:

check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP
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3.

AZYRTARTZZPANLNERIOTARNEZEBMLET, RIC, TARNEZIERLTZEZOVY —R%EE
HET, EFE izapi_gateway_private_tests.yaml7 7 A I)ILIEXDEH Y TH,

- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest2
input:
Resources: {3}
expectations:
rules:
check_rest_api_is_private: SKIP

EHENLEIZYMTANT 7A ) testZEALT ZXTLET,

cfn-qguard test --rules-file api_gateway_private.gqguard --test-data
api_gateway_private_tests.yaml

2EBEBHOTAMNDFERIE TIPASS,

Test Case #1
Name: "MyTestl"
PASS Rules:

check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP
Test Case #2
Name: "MyTest2"
PASS Rules:
check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP

AZYRTARTZZFANCESIC2DODTARNEZEMLE T, TARNZIKRL T, UTZ28®
£9,

o Z7ONTAMBEETNTUVWEWAWS: :ApiGateway: :RestApilJ VY —ZA,

(@ Note

ChiEBERE CloudFormation T 7L —KRTREBH V) EFEBADN, FTEBFERXDODAHNT
HO2OTCEIN—IINELKKEBET DA ESIHETANT D EERTT,
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EndpointConfiguration Z7ONT A AMIEEET A TVWAEVLY, ICREEATVWAWLE
b, COTANIKRETEDZENFERENEITPRIVATE,

« EndpointConfiguration 7ONT A1 Z ICRELTHRAOA T N &
FPRIVATEA", RUZ—ATFT—KR XV M ERENATVEVWES, 2FBDA VT NEHE
&R\ AWS: :ApiGateway: :RestApil )V —RA, COTANEEB TR EFEENET,

BHEhEIZ_YNTARNZ7ALNZRICRLET,

- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest2
input:
Resources: {}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest3
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
expectations:
rules:
check_rest_api_is_private: FAIL
- name: MyTest4

input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:

check_xrest_api_is_private: PASS
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6.

7.

cfn-guard test --rules-file api_gateway_private.guard --test-data

api_gateway_private_tests.yaml \

Test Case #1
Name: "MyTestl"
PASS Rules:

check_rest_api_is_private:

Test Case #2
Name: "MyTest2"
PASS Rules:

check_rest_api_is_private:

Test Case #3
Name: "MyTest3"
PASS Rules:

check_rest_api_is_private:

Test Case #4
Name: "MyTest4"
PASS Rules:

check_rest_api_is_private:

#- name: MyTestl
# dinput: {3}

# expectations:
# rules:

Expected

Expected

Expected

Expected

3EBDFERIE TFAIL, 4 EBEDHFERIE TIPASS,

SKIP,

SKIP,

FAIL,

PASS,

Evaluated

Evaluated

Evaluated

Evaluated

# check_rest_api_is_private_and_has_access: SKIP

#- name: MyTest2

# input:

# Resources: {}
# expectations:

# rules:

# check_rest_api_is_private_and_has_access: SKIP

BHENIEAZYRNTARNT 7A ) test2fEALT 2R1ITLET,

SKIP

SKIP

FAIL

PASS

AZYRTARNTZ7ALTTAN I~ ZOAXYRNTIRLET, 4 BFBEOTANDHDOFMT
DTHFANCTOERBALERT . EFMENLEIAZYRNTARNTI7AINZRIERLET,
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#- name: MyTest3

# input:

# Resources:

# apiGw:

# Type: AWS::ApiGateway::RestApi

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: FAIL
- name: MyTesté4

input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:

check_rest_api_is_private: PASS

8. FHMiFERZEMEEITAICIE., --verbose7 57 ZFEAL TRE—ZFI)L T test AN REZETT
LET, FHlAEOVTFANE, FMEEZBREITZIOICKRIEET,. CcOBE. 4FBOTABL
APASSIERTHRIIL -ERICETAHFMBEREZEMLET,

cfn-qguard test --rules-file api_gateway_private.gqguard --test-data
api_gateway_private_tests.yaml \
--verbose

LT, TORTHASOHNTT,

Test Case #1
Name: "MyTest4"
PASS Rules:
check_rest_api_is_private: Expected = PASS, Evaluated = PASS
Rule(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
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apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
apiGw/Properties/EndpointConfiguration"), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
"PRIVATE"))} 1))} 1))} 1))
| Message: (DEFAULT: NO_MESSAGE)
Conjunction(cfn_guard: :rules::exprs::GuardClause, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.gquard, line:22, column:5],
Check: Properties.EndpointConfiguration.Types[*] EQUALS String("PRIVATE")), PASS)
| Message: (DEFAULT: NO_MESSAGE)

HAahsDF—EBfEIEClause(Location[file:api_gateway_private.guard,
line:22, column:5], Check: Properties.EndpointConfiguration.Types[*]
EQUALS String("PRIVATE")), PASS), FIVIUIERLIEIEZTRIIT TT., COBIT
&, TypesHEITHBDEFRENDN, E—DENMEBEENLT—AERLELE, CDF
&. Guard F5|ZHEFMmETV. ELVERZRHELEL .

ABZBBDTANT—ADRSBTANT—A%Z, EndpointConfigurationZ'O/NT 1 A'fEE
TNz AWS: :ApiGateway::RestApiJV—ANDIZY NTARNT7AI)IICEMLET, TA
RT—AREBTRHABESKRBLET, EFEhEIZYNTANTI7AILZRICRLET,

#- name: MyTestl

# input: {3}

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: SKIP
#- name: MyTest2

# 1input:

# Resources: {}

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: SKIP
#- name: MyTest3

# 1input:
# Resources:
# apiGw:
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# Type: AWS::ApiGateway::RestApi
# expectations:

# rules:

# check_rest_api_is_private_and_has_access: FAIL
#- name: MyTest4

# input:

# Resources:

# apiGw:

# Type: AWS::ApiGateway::RestApi
# Properties:

# EndpointConfiguration:

# Types: "PRIVATE"

# expectations:

# rules:

# check_rest_api_is_private: PASS

- name: MyTest5
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: [PRIVATE, REGIONAL]
expectations:
rules:
check_xrest_api_is_private: FAIL

10. --verbose 759 %FEAL T, BFENEIZYRNTARNT77Z7A4INT test AX REETL
£9,

cfn-qguard test --rules-file api_gateway_private.guard --test-data
api_gateway_private_tests.yaml \
--verbose

& IZEEE N TVWBEndpointConfiguration?’. BREREET A TUVWA VL ®HREGIONAL, FR
FEEFAILES VY TY,

Test Case #1
Name: "MyTest5"
PASS Rules:
check_rest_api_is_private: Expected = FAIL, Evaluated = FAIL
Rule(check_rest_api_is_private, FAIL)
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| Message: DEFAULT MESSAGE(FAIL)
Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
apiGw/Properties/EndpointConfiguration”), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
List((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
[String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types/0"),
"PRIVATE")), String((Path("/Resources/apiGw/Properties/EndpointConfiguration/
Types/1"), "REGIONAL"))1))} 1))} 3))} 1))
| Message: DEFAULT MESSAGE(PASS)
BlockClause(Block[Location[file:api_gateway_private.guard, line:21, column:3]],
FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Conjunction(cfn_guard: :rules::exprs::GuardClause, FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Clause(Clause(Location[file:api_gateway_private.gquard, line:22,
column:5], Check: Properties.EndpointConfiguration.Types[*] EQUALS
String("PRIVATE")), FAIL)
| From: String((Path("/Resources/apiGw/Properties/
EndpointConfiguration/Types/1"), "REGIONAL"))
| To: String((Path("api_gateway_private.guard/22/5/Clause/"),
"PRIVATE"))
| Message: (DEFAULT: NO_MESSAGE)

test ON ROFHENE. L—ILT77AILNOBEICHVET, L—ILT77AIAOITXNTD
JOv ok, FHEEI0T7OYITT, —BLEOT7OYIREEIL—ILTT, IL—I)LICwhenkH
FH2BEE. REFHETOYIICRTENET., ROPITIE, £H%api_gws !emptyA'T
ARhEh, E8LET,

rule check_rest_api_is_private when %api_gws !empty {

FENFEBLES, L—-ILAZETARNLET,
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%api_gws {
Properties.EndpointConfiguration.Types[*] == "PRIVATE"
}

%api_gws (&, HABlockClause® L AL (line21) KBTI 7OV VIL—=ILTT, IL—I)I4G
. Ef (AND) A0ty NTHY), SERAF—ENDES (ORs) TF. ERICR 1200 7'
V) & FProperties.EndpointConfiguration.Types[*] == "PRIVATE", L A2 T,
HHEEDICE 1 DOANfNRREIhTT, NARK, A THAOEDENLEE hd D /Resources/
apiGw/Properties/EndpointConfiguration/Types/1ZRL&E T, cDHFE. & 1
TTypesA VTV VAFHEh- O EETT,

TGuard L—I)LICHTREDALDTF—EORKRIE, COEo>3a>oplzEAL T, validate XY
ReaGFERALTADTF—REIIL—IILICHLTCFHMAETEET,

AWS CloudFormation Guard L—IL TOAD/NTFX—Z2 DO EH

AWS CloudFormation Guard Tl&, BRIFICEINT—RILY IOTFT Y TOANNTA—R%ZFERATESE
T, COBEEE., L= THETF—RESBIBIVEN HIEEICEICENTT, L. AHONS
X—BF—#IBEITDEHE, Guard FBEETDINAN BV EEZERLET,

DERAFE

1. --input-parameters £ -i7 57 ZFEAL T, AWNTX—RZECT7 7ML ZEEL
T, BROAANTA—RTT7AI\EEETE, HAELETHEODVTFANEFERLE
To ABDNTXA—BZF—IIHRETEI/NAEEDDELEEFTEREA,

2. --data £ -d7Z7%2FEAL T, BREETIEEOTVTL—R7 714 Z2HELET,

52 F 51

1. AINFX=BT77A)NZERLET (Bl: network.yaml).

NETWORK :
allowed_security_groups: ["sg-282850", '"sg-292040"]
allowed_prefix_lists: ["pl-63a5400a", "pl-02cd2c6b"]

2. H—RIL=—NLT7T7ANThSONTAXA—2ZSBLET (fl: security_groups.guard).

Guard L= TOAANTX—ZDOER 76
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let groups = Resources.*[ Type == 'AWS::EC2::SecurityGroup' ]

let permitted_sgs = NETWORK.allowed_security_groups
let permitted_pls = NETWORK.allowed_prefix_lists
rule check_permitted_security_groups_or_prefix_lists(groups) {
%sgroups {
this in %permitted_sgs or
this in %permitted_pls

rule CHECK_PERMITTED_GROUPS when %groups !empty {
check_permitted_security_groups_or_prefix_lists(
%groups.Properties.GroupName

3. KRBULEF—E2T7L—NEERLET (fl: security_groups_fail.yaml),

# -
# AWSTemplateFormatVersion: 2010-09-09
# Description: CloudFormation - EC2 Security Group

Resources:
mySecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: wrong

4. validate N> RZEITLET,

cfn-guard validate -r security_groups.guard -i network.yaml -d
security_groups_fail.yaml
CNDIAXZ RT:
s st RFRIL-ILTTFAIINEEBELET,

c CLRRAINTX=ZT7AIILEEELRT,
c -diF BRIAEIEZT—ET7AIN(TV7TL—hN) ZEELET,

152 3 61
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BEOAINTAX—&

BBOAAINTGXA—RT7FAINEEETELXT,

cfn-guard validate -r rules.guard -i paramsl.yaml -i params2.yaml -d template.yaml

TEEECNLEINTOI7AIILNRBREEEN, NZX=ZIIYIOFYTOE—OIAVTFANEERK
L-iFXT,

AWS CloudFormation Guard JL—I)LICX T2 AT —X DR

X > R%ZMEHL T AWS CloudFormation Guard validate. Guard JLl—)LIC® L TF—2R =2 R&iEE
TEFXET, AN RONTA—=FXR AT a B EOFEMAIZ OV TIkvalidate, "#3E, #SHEL
TLIEEL,

Bl FR SR

c ANT—B%ZRILTS Guard L—I)LZRERLE T, FHMICOWTR., "H—RI—-II DR, Z
ZRLTEEL,

c L=IZTANLT, BRILEEBYICEETZ L Z2HFELET, FHAICOVTR, TH—R
W=ILDTALs ZZRLTEEL,

validate OV ROEH

AWS CloudFormation 7> 7'L— K& ED Guard L—)ILIZR L TADTF—E2ZRIATSIC
[&. Guard validate AN REZETLET, --rules NTX—RIZE, L=ILT77A4)INDOEZH &
BELET, --data /NTX—RIZIFE. ADTF—RT77A4IN0OBE%ZHELET,

cfn-guard validate --rules rules.guard --data template.json

Guard 77 L—REZIEEICKRIEL 54, validate AN RIEFHETAT—X R 0 ($?bash &
) ZIRLUET, Guard MIL—ILERZRET DL, validate AN REFXBLEIL—ILDAT—
RALR—RNEERLET, BBET ST (-s all) Z2FEAL T, Guard "EIL—ILE2ED LS IZFHEL
A e R gl TmY ) —Z2RR"LET,

template.json Status = FAIL
SKIP rules
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rules.guard/aws_apigateway_deployment_checks SKIP

rules.guard/aws_apigateway_stage_checks SKIP
rules.guard/aws_dynamodb_table_checks SKIP
PASS rules

rules.guard/aws_events_rule_checks PASS
rules.guard/aws_iam_role_checks PASS
FAILED rules

rules.guard/aws_ec2_volume_checks FAIL
rules.guard/mixed_types_checks FAIL

Evaluation of rules rules.guard against data template.json

Property [/Resources/vol2/Properties/Encrypted] in data [template.json] is not
compliant with [rules.guard/aws_ec2_volume_checks] because provided value [false] did
not match expected value [true]. Error Message []

Property traversed until [/Resources/vol2/Properties] in data [template.json] is not
compliant with [rules.guard/aws_ec2_volume_checks] due to retrieval error. Error
Message [Attempting to retrieve array index or key from map at path = /Resources/vol2/

Properties , Type was not an array/object map, Remaining Query = Size]

Property [/Resources/vol2/Properties/Encrypted] in data [template.json] is not
compliant with [rules.guard/mixed_types_checks] because provided value [false] did not
match expected value [true]. Error Message []

Rule [rules.guard/aws_iam_role_checks] is compliant for data [template.json]

Rule [rules.guard/aws_events_rule_checks] is compliant for data [template.json]

Rule [rules.guard/aws_apigateway_deployment_checks] is not applicable for data
[template.json]

Rule [rules.guard/aws_apigateway_stage_checks] is not applicable for data
[template.json]

Rule [rules.guard/aws_dynamodb_table_checks] is not applicable for data [template.json]

BROT—ZT77ANICRTH2ERDI—I)L OREE

L= ZHETELEHIC, L—ILEBBOT77AIICEERLAK, DBEICISUTI—INZEBETESE
FTo RIS, F—RITANEEREBOTF—RT7AINICRUTEROIL—INT 7/ ERIETEE
¥, validate NV RiK, --dataB K --rulesHA72a>n77/4ILOF4 LIV N)ERB
TEET, LEAE, 1 2UEOF—RT7 7 4)L/path/to/dataDirectoryAEFEh, (12
LEDIL—=I774)/path/to/ruleDirectory A EENTWVWBHBE, KON RERTTE
£7,

cfn-qguard validate --data /path/to/dataDirectory --rules /path/to/ruleDirectory

BHEOT—27 74T HEHBDI—)L OREE 79
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B O CloudFormation 7 7L — KR TEZRENEEFTFTFEEVY—RIZ, REFORES{LERAL
FTHEDETONTAEN)ETHBRINESHEFIVITRIIN—ILNEERTEETRT, RREXY
TTOARAZRBICTREHIC, . . BRT EVSENOT77AILHROEZE) Y —ADOREFOESIL
%#s3_bucket_encryption.guardec2_volume_encryption.guard, /NA 2% 2F/4L I K~
I)rds_dbinstance_encrytion.guardTF IV U IBIN—I)IZZETE £ ~/GuardRules/
encryption_at_rest, RIIT D HLEN H S CloudFormation 7L —Kik, NA ZF>71L
IKNJICHVY)E¥TI~/CloudFormation/templates, cDHFE., KD &LSIC validate AN R%
KITLET,

cfn-guard validate --data ~/CloudFormation/templates --rules ~/GuardRules/
encryption_at_rest
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NS> a1—F 4 >4 AWS CloudFormation Guard

DOEAPICRABEN KEL 27EE AWS CloudFormation Guard, COtE9>3a>OREY V%ZSRBL
TLEEL,

(N =Ry

c BRRUEZRATONY—ANBFEELEBEVEES, ARFELABLET

e Guard I, BVWER® Fn:GetAtt U 77 L > A& #EF L T CloudFormation 77 L — KN Z 5 L
FHBA

s RN B RSN 21—F1420DKEY D

BRUEZATOVY—AFFELEVES, ARRXBLEXT

DTN OLSBT 1) E2—2FERTBFEResources. *[ Type ==
"AWS: :ApiGateway::RestApi' ], ABICAWS: :ApiGateway: :RestApil) VYV —AN x5
&, Bk CFHMEEhEIFAIL.

%api_gws.Properties.EndpointConfiguration.Types[*] == "PRIVATE"

CORBREZEBIDICE, BERICTAIINRZ2E)HT, whenFRHF IV IV ZFEALET,

let api_gws = Resources.*[ Type == 'AWS::ApiGateway::RestApi' ]
when %api_gws l!empty { ...}

Guard iF. EVERD Fn:GetAtt U 7 7L AZFEAL T
CloudFormation 7> 7L —RMNZ5HEL EE A

Guard &, BEVWVEXDHEKAKBEBZTR—NLTVWEREA, LEXEF., YAMLEXD
CloudFormation 7> 7'L— K 1Join!SubT® OFEAREHR—RENhTLVELA, KDV

(Z. CloudFormation i H#AKBABDILRERZFEAL ET, FlAEF. Guard L—ILICES L TFHE
I2FAFn: :Join, YAML FERX ® CloudFormation 7> 7L —KFn::SubT Z#FAHAL £ 9,

HAIAKBEIFOEFMIC DV TIE, AWS CloudFormation 1—H'—H A4 ROHEMIAKEHR) 7 7L >
2ESBLTLEE W,

BRULERATOVY AN FEELEWVEE, GRFEBLET 81
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AWS CloudFormation Guard CLI /N X—&2 &N R
J7LA

AN RSA A B—=TIAA(CL) Tk, XOTO—/NILINZ X—5 & AWS CloudFormation
Guard ON> RZFEATEEY,

NeEY

« Guard CLIZO—NINFX—&

- BV —

+ rulegen

‘ test

» validate

Guard CLI Z7O—NIANZX—&

RDNTX—ZF, FEED AWS CloudFormation Guard CLI AN > RTHERATEEX T,
-h, --help

ANLTRBERRLET,

-V, --version

N=23a2FHRERTLUET,

AT 1) —
AWS CloudFormation Guard L—IL 7 7 A I TEREhiZIL—IL OBV —&EERLET,

BX

cfn-qguard parse-tree
--output <value>
--rules <value>
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NFX—=&

-h, --help
ANLTEBRZERRLET,

-p, --print-json

HH%Z JSON X THAILKRT,
-y, --print-yaml

Hh%Z YAMLERTHALERT,
-V, --version
N=23aVBHERRLET,
F7>ar

-0, --output

ERENLEYV—ZHATTAIINICEERAKETT,

-1, --rules

L—L77ALERELET,
Bl

cfn-guard parse-tree --output output.json --rules rules.guard

rulegen

JSON FERX E£ =1k YAML FERX ® AWS CloudFormation 7> 7L—KN7 7 A4 )L&BWEBL. 7L —
RUY—Z2O70O/NT 12— F 3 —ED AWS CloudFormation Guard L—I)LZEHEBEK L £,
CcOOAXV RIEE, L= oRERZzmMBL LY, BHNOBNILET> 7L — D Sready-to-use)l—IL %

ERLEVTHDOBIEET,
B

cfn-guard rulegen
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--output <value>
--template <value>

INTX—Z

-h, --help
ANLTEBRZERRLET,

-V, --version
N=23aVBWERRLET,
F7>ar

-0, --output

ERENEN—INEZEITTAINICEERAAT T, BERLBBRTOIL-IAIRETZ ARSI B
S, COATIIVEHRATIEEZHBOLET,

-t, --template

CloudFormation 7> 7L—KR 774 ILAD/VA% JSON £/ 1F YAML ERXTEHLET,

Bl

cfn-qguard rulegen --output rules.guard --template template.json

test

AWS CloudFormation Guard JL—IL. 7 7 4 )L %& JSON £ /=l& YAML XX ® Guard 1Z-Y T AN
TJ77AINERBELTRIEL., B2DI—ILORIIZHBTLET,

BX

cfn-guard test
--rules-file <value>
--test-data <value>
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-a, --alphabetical
FALORNJRATTILTZRY NEICY—KLET,
-h, --help

ANLTEBRZERRLET,

-m, --last-modified
TALONINOBEREERZITY—KMLET,

-V, --version

N=2 3B/ ERRTLUET,

-v, --verbose

HANFHEHMEZEHET, BHOEETERT,

B EANE, Guard L—IL7 7AIILOBEICRVET, L-L774)IROINTOTOY Y
. FHEL07OYOTY, —FLOT7OYIEBIL—ILTT, L—ILIEHL Twhen& B H %
BE. ThSRRABRHETOYVELTRRENET,

A7>3az

-d, --dir

N=ILOIL—KhTA4LIRNIZEELET,

-0, --output-format

HHZERRIDERNEEELET,

77 # )L B:single-line-summary

FERATZSfE: json|yaml | single-line-summary | junit
-1, --rules-file
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-t, --test-data

JSONFEREE YAML ERXOF—2 774 IINOBEELEGFFALIN)EZEBELET,

Bl

cfn-guard test --rules-file rules.guard --test-data example. json

Output

PASS |FAIL Expected Rule = rule_name, Status = SKIP|FAIL|[PASS, Got Status = SKIP[FAIL]/
PASS

BYIE 5

AH—RIL=ILDTAL

validate
AWS CloudFormation Guard L—JLIZCEBS L TTF—X ZRFL. BRI ELERBEHELET,

B

cfn-guard validate
--data <value>
--output-format <value>
--rules <value>
--show-summary <value>
--type <value>

NTFX—2

-a, --alphabetical

TFLT77RY NECEXNSKETFALINIKADT 7FAIINZERIALET,
-h, --help

ANLTEBRERTLET,
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-m, --last-modified
BREERZBICEXNSNETFALINIRNOT7TAIZHRIAELET,
-P, --payload

BATAXADISON ERTIL—ILEeTF—2ZEEL £Istdin,

{"rules":["<rules 1>", '"<rules 2>", ...], "data":["<data 1>", "<data 2>", ...]}

BIZE, KDRSIZBYNET,

{"data": ["{\"Resources\":{\"NewVolume\":{\"Type\":\"AWS::EC2::Volume\",\"Properties
\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\": {\"Type\":\"AWS::EC2::Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}}},\"Parameters\":{\"InstanceName\":
\"TestInstance\"}}","{\"Resources\":{\"NewVolume\": {\"Type\" :\"AWS: :EC2::Volume\",
\"Properties\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\": {\"Type\":\"AWS::EC2::Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}1}},\"Parameters\":{\"InstanceName
\":\"TestInstance\"}}"], "rules" : [ "Parameters.InstanceName == \"TestInstance
\"","Parameters.InstanceName == \"TestInstance\"" 1}
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77A4INOXFIN-23 20V AMEEELET,
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-p, --print-json
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-s, --show-clause-failures
BEZSCAORMERTLET,

-V, --version

N=23a EmERTLET,

-v, --verbose
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JSON R YAML DF =R 77 ANKEET—R277ALDOTA LI NI EZRELET, COF
72arEBUBRLERALT, BEROEZEIENTEEXT,

f5l: --data templatel.yaml --data ./data-dirl --data template2.yaml

data-dirl LEEOKS&F1 LU NUBIBOBE, AF¥ vV RILETF
A .yaml, .yml, json, .jsn, .template D7 7 AL THOHYR—NEIhET,

--payload 757 ZEETDHEER. --dataAd 7T avEEELEVTIEZ,
-i, --input-parameters (3XF%l)

JSON R YAML ODNTFX =BT FAIINDNFA—=RT7ANKLETA LI NI ZRHEHL, &

BAVTHFANELTERATZTF—RI7ANEEEIERATIEMDONTX—ZZEELET. A
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F14LONUBIBDIBZE, AF ¥ RILERTAH .yaml, .yml, .json, .jsn, .template D7 7 1)L TD
hHR—RENET,

-0, --output-format (3XF%l)

HODERZEELET,

77 # )L b:single-line-summary

A TZ %fE: json|yaml |single-line-summary | junit | sarif
-1, --rules (XF%)

W=NLTT7ANKERGL=ILTFALNOFALINIZRBLET, COFT> a2 Z2EVERLER
LT, BROEZEIENTEEXT,
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$l: --rules rulel.guard --rules ./rules-dirl --rules rule2.guard

rules-dirl FREDOLSBTFA LI NUBIEDBEE. AF¥ v FILKRFA .guard, .ruleset D7 7 A
LTOHEYR—RNENET,

--payload 757 %8ETDHEEE. --tulesA 72 aVEEBELBEVTLIEEL,
--show-summary (X F%l)
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summary none (A 7IZF3IZIE) £hIE --show-summary all (B#&. FE&K, AFv T LET
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T7#A) b fail
A TZ Bf#E: none | all | pass | fail | skip
-t, --type (XZF%)
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=AU EIProperty [/Resources/vol2/Properties/Encrypted,

A< ndfE: CFNTemplate

Bl

cfn-qguard validate --data example.json --rules rules.guard

Output

Guard 77 L—RNEZIEEICKRIEL 54, validateAN Y RIFETAT—X R 0 ($?bash &
1) ZIRLUET, Guard MIL—ILIERZHFET S &, validate ANV REEXBLULEIL—ILDODAT—
RALR—KFEIRLET,

example.json Status = FAIL
FAILED rules
rules.guard/policy_effect_is_deny FAIL

Evaluation of rules rules.guard against data example.json
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Property [/path/to/Effect] in data [example.json] is not compliant with
[policy_effect_is_deny] because provided value ["Allow"] did not match expected value
["Deny"]. Error Message [ Policy statement "Effect" must be "Deny".]
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o Guard L—ILICK T D ANT—XDREE
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