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"eventType": "AwsApiCall",
"eventVersion": "1.09",
"managementEvent": true,
"readOnly": true,
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"requestParameters": {
"context": "*",
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"responseElements": null,
"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROARZDBH75ZCUYWFSTUS:EXAMPLE",
"accountId": "12345678909",
"accessKeyId": "ASIARZDBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"arn": "arn:aws:iam::12345678909:role/EXAMPLE",
"accountId": "12345678909",
"userName": "EXAMPLE"
},
"attributes": {
"creationDate": "2025-09-03T03:52:00Z",
"mfaAuthenticated": "false"
}
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"invokedBy": "action-recommendations.amazonaws.com"

arn": "arn:aws:sts::123456789098:assumed-role/EXAMPLE",
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AWS YR X AV Y—=) AFAHA K

- d2U—=)

 region.console.aws.amazon.com region XBMINO ) —23 > THBA2 Y —)LDNSY—2D
AWS X RI X ROAVY—=)LVPC IV RRA NEET
« *.region.console.aws.amazon.com &, #####NFBRO)—23>THB 1Y —J)LDNSY —
YOAWS XNRIXRNIVY =)L VPCIVRRA NZELET,
 *.region.console.aws.amazon.com A2V —JLDNSY =20 AWS XX X ROV —)L
VPC IV RRAVNEET
« RERHB(N—ZT4F) V—232FAO)—232 LA CNAME LO— R, BICRERS
N=2DZTFE) V-3V ZRETILEN HYET,
- signin.aws.amazon.com KERZP (/N—= Z 7 L EP) (us-east-1) ® AWS 41> 1> VPC T
RRANZET
- *.console.aws.amazon.com KERZ (/N\— Z 7 tEF) (us-east-1) ® AWS XXX RV
V=) VPCIVRARANEET

CNAME L J— RZERTHFIEICDOV T, "TAmazon Route 53 FAROY/N—HA K, O "L
O—RZzEATZH Z2ZRLTSEEL,

Amazon S3 Z8L —ZD AWS 02V —)L Tlk. DNSRHEIICEBDI/NZX—NFERAEET, N
TIC220FlZRLET,

« support.console.aws.amazon.com

» s3.console.aws.amazon.com

CORZ T4V O AWSYERIXRNIVY—=)IVPCIYRRSANIEETEDRSICTS
Lk, CchsOBRZEBICEMTZIBENHWET, BEREICTTFAR—RNEITVARDVIVA%Z
FEHIBZLEHIC, IXNTOIVRRAVKNILN—TFT AT RERET D EEZBHAOLET, K

L., ChIEAWSYXZIX RNV =IN T5AR—=KNT IV LAZFERIZDEHICEBLEH Y F

A,

RDjson7 7AIICE, V=232V ECRETS AWS OY—EREAVY—I)IIY RKRA>
ROTELBIARNIEENTVET, DNS OEHIICIF. com.amazonaws.region.console T
~V RRA MNOT® PrivateIpviDnsNames 7 1 —)L REFHALE T,

« https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

« https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

* https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

»_https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/rrsets-working-with.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/rrsets-working-with.html
https://configuration.private-access.console.amazonaws.com/us-east-1.config.json
https://configuration.private-access.console.amazonaws.com/us-east-2.config.json
https://configuration.private-access.console.amazonaws.com/us-west-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

AWS YR ANV Y—=)L AFEAHA R

* https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

* https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/il-central-1.config.json

® Note
COVARNE, AWSYZIZXVRAVY = TZAR—KNTFIELAQOEBEICTY RKRA
YRAEMENDECICBAEHENET, 77AXR—FRANY -2 ZHHMOREICRKR
DICE, FIROT77AIILNVARNZERNICEEBL TSEZL,

Route 53 ZfEA L T DNS Z5XE T $3F Sk, https://console.aws.amazon.com/route53/v2/
hostedzones# IZC7 V7 ALTDNS Oty R7 Y 7ZHEEL TLEE W, Route 53 D7 T4 R—
RRARNY—2Z&IC, ROLO—REY M EETDEZERABLET,

* console.aws.amazon.com

* signin.aws.amazon.com

* *.region.console.aws.amazon.com
* region.console.aws.amazon.com
* *.region.console.aws.amazon.com
* signin.aws.amazon.com

* region.signin.aws.amazon.com

« BIRM JSON 77 A )LICHBEML O—R
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https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json
https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json
https://configuration.private-access.console.amazonaws.com/il-central-1.config.json

AWS XZRI XY NV Y= AFAHA K
D AWS H—EAD VPC T RRA4 2 NEDNSFRE AWS YR X ]
>J=N

DITJH—N—ICX2T7OFENBDEETSIVHFVIIANEVIVIANDHEKZEDE AWS ©
H—ER L&D AWS IZXIXVRNOAVY =) BUOFHL, CORTTA4YI% AWSYRI XK
Y= VPCIYRARANIRETZICE. VPCIV RERA U NEBML, KT AWS T3

H—EADNSZ LI ZRETIHENHYET,

RDjson7 7 AIICIE, AWS O —E R HR—KMEhTWVWSB AWS PrivateLink *—EBE&RREh TV
£9, Y —ERAE FHREES T TVEVIES AWS PrivateLink, Y—ERAK NS5O T77AIIICEE
nEtA,

+ https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

* https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

* https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/il-central-1.config.json

ST BH—EAD VPC I RARA> MDD [ServiceName] 7 4 —J)L RZEHAL T VPC ICEEML &
E
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https://configuration.private-access.console.amazonaws.com/us-east-1.config.json
https://configuration.private-access.console.amazonaws.com/us-east-2.config.json
https://configuration.private-access.console.amazonaws.com/us-west-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json
https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json
https://configuration.private-access.console.amazonaws.com/il-central-1.config.json

AWS YR X AV Y—=) AFAHA K

® Note

COVANIBAE#HMEN, AWSNERIXYRAVY =) TFAR=—KNTIEADYR—
KRR ZLOY—ERADY—IICENENET., BLEFTOREBICRKDICE, AIRD
J77A4ILVANZERNICEEBL, VPCIY RRA M ZEHL TS LEEL,

H—EAONO—ILRVZ—EVPCIV RRAVRNRUD—0O
Rx
TFAR—RFIEADH—ERTY NO—JLHK S — (SCPs) & VPC T REA > MRS —

AWS X RI X ROV =) Z2FAL T, VPC AR LVEHKEENLEATLIAZRY ND—7D
AWS X RIXRNOAVY =) 75 ZERTEDTAIMOEY heHRTEEXT,

(N =Ry

« AWS Organizations Y—EATI NO—IRV—TO AWS XXX ROV =L 754
R=KT7OEADOFEH

s FRENDTAVNEHEBIEDOHK AWS XXX NV ) HERZHFATS (BETED
ID)

AWS Organizations 5 —E A2 NO—JILRV > —TOHO AWS YR X
NIAY—=IL TSAR=KNTILAOER

AWS BN BEOH—ERZ#FAUT2H—ERD NO—)ILRU>— (SCP) 2FAL TVRHBE
., FAEhET o> arsignin:*IC ZEMTBISENHYVET, COTIEAFTREK, 754
R—=KRFOEAVPCIVRRAVNAWS IZZDX Y RNAVY =L BATICHA 420 F2E, 7
DEAHFABZLTSCPA7OYIT3 IAMBANRITENDLOICHETT, flREF. Xov—kE
A MO=LRIZ =T, AWSYZXIDX ROV =)IN TFAR=KTIOELALY RKRA>
NEFRALTT7IEAREhiEERE, AT Amazon EC2 8 & T CloudWatch H—E A& FF
TRELZFALET,

{
"Effect": "Allow",
"Action": [
"signin:*",
"ec2:*",
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"cloudwatch:*",
. Other services allowed

}I

"Resource": "*"

}

SCP MOFMIZ DWTIE, AWS Organizations 1—%—HA R O "H—EXAJ ~O—)LKR)Z —
(SCP)y ZZRL T EEL,

FHENDTHIRNEHEBIZCOK AWS IEZOXA ROV —) FEH%E
o9 (EFETED ID)

AWS YXRXIXRNOAVY=I E B YA A2TAI MO ID Z2EANICHBETS VPC IV R
RAVKRNRIS—AWS A2 A2 ZHR—KLET,

2D VPC T RRA VKRRV —ERFERY, ORI —ERIAFICFMMEEnET. TOHER,
RAlENEY2a 094 A EFEROKEZEEAHNICHEBL, Y aARITTD AWS H—
EABEOT O av@EHLELA, HlZE., EYS 32 H AmazonEC2 OV =)L ED AWS
B—EROAVVY—IICTI7ERATBEHEE. ChSOVPCIY RRARNRUS—GF, TOR—D%
RRTDEHICERTEND AmazonEC2 70> aVICH L TFMic hEtA. RDYIC, 124
ULEIAMZUONILICBEER TS hEE IAMARU S —&2FERAL T, AWSH—ERT7O>3aA
DTV EAFAZHEHTEET,

(® Note

AWS Y ZI X ROV =) KXV Signin VPC T RARA > KD VPC I KRR

A1 RRIVI—E, RUS—FKEDREEhEH 7Y NOAZEHR—NLET,

& Principal & Resource & * ICERETRDIMHENHVET, £h. Action &k * £
& signin:* VT DI TBIRENHYVET, VPCIY RRAMOT I EAZGHH
IBICIk, aws:PrincipalOrgld $ kT aws:PrincipalAccount &#F¥—ZfHAL F
¥,

RTORIZ—E, A2Y—=)ILIV RRLZNE Signin VPC I RRA NOEHICHBZ ATV
£9,

COVPCIVRRAVRNRID—E, BEESHhE AWS HHEBD AWS THIV N ANOH A2 (1%
AL, OTHVY MO A 42 72TOYILET,
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOxrgId": '"o-xxxxxxxxxxx"

COVPCIVRARARNRIZ—F, BED ODVANDYA VAV ZFHRAWS THIV KN L,
WOTHAIRNANDFA A2 ETOYILET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [ "111122223333", "222233334444" ]
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AWS YZT XY RIZY—)L AFIFA K
AWS YXZIXRIAVY=IL BELVEHYA A2 VPCIV RRAIRNTAWS PHIOU N £ 42
BEFRITIRI—Fk, T A VEICFHMEEh, BFEOEYZIAVICOVWTERNICHEMMEE
S

TATTATAR—ADORI—EZTOMHDRIS—RLT DR

P

TT7OEAEERTDICE, RUZ—AWS ZERL, IAMID (A—H—, 1—H¥—0JIL—7,
FEERO-N)FEFAWS UY—RICTERYFLET, COR—TJ TR, AWSIYRI AV ROV
V=L TZAR=RNTIERE—HIEATIHEEORIS—OHBAKICOVTHBALET,

BR—BEhTWD AWS JO—-NILEFHEITHFANF—

AWS XXXV RAVVY—=I 54 R —=KNT7OtAF. aws:SourceVpceB &V
aws:VpcSourceIp AWS JO—NIEZHEITHFARNF—EHR—KLTVEHA, AWS IXKD
XRAVV=NL DT TAR—RNT IO AZERATREEE. KDV IC aws:SourceVpc IAM &4
ZRUS—THEATEEXT,

aws:SourceVpc THO AWS XXX NV —=IIN TT5AR—=—KNT IR
0 A48 M

COEIIAVTR, CEK2>TERENEVIIARMN AWS IZI XNV =)L RITTES

TETEBRYRNDT—IONAICOVWTHBALET AWS 0 —E R, —f&MIC, AWS H—E R
V=&, 7Z59HY0EEVIIARNE, AWSIYZXZAVRIAVY—=IL DI TH—N—IC&2T

ZT7AOFEnBDVIIANZHAEDETREENETT AWS DY —ER, chSOEREEF., F&&
LCEEEhD UMl SYET. EFIVFTAEHRICVPCIY RRAZ N AWS O —ER Z1E
BALEADTIOEANEEIRTVSEEEE., VPCHASEEFEATEIN AWSYEZIX NIV Y —
W, T5AR=KTFTIERENLTHEATIZIAICHAADST, VPCIV RKRSA K& VPC HSHE

AI2FENDINTOY—ERICRETRD_LEBEOHLET, 512, TTAR—NT Iz AKEE
Tl&, $$EDaws:SourceVpcelE T <, RIS —T aws:SourceVpc IAMAWS YXI X K

OV = &B2ERITIHENBYVET, COEISI VTR, EETEEZXYNT—IONAD

HHEKACOVWTEHELLSHALET,

A—H—HFIZHLA A2 TFTBDEANSIZOARNAVY =, F75OOEREVIIARNE,
AWS XXX ROV = DT T7H—N—HA5 AWS H—N—IC7OF>EhBVIU9IT AN
AWS DY —E X ZH&EHLEBT. ICUIOIANETVET, & X, CloudWatch 2 7F—24&
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DOTANFTSOHASEETOLNE T, Amazon S3 B ED—ZD AWS H—ERAI> Y —)LY)
DIARNE, D279 —N—IZ&k2T Amazon S3 IC7OF>EnExF, Amazon S3

BEJSOYVIOIANDEGE, AWSYIXIAVRNIAVY=II TSAR=KNT7IOAZERL
TEMEEEENEEA. ETEREK. U I IT AN VPC A monitoring.region.amazonaws.com
ICEETBDRSICRELERY ND—ONAZBUTH—ERIZEELET, VPCH
com.amazonaws.region.monitoring @ VPC L RARA 2V R TEREES N TVWBHHES, UIVIT AR
l&E M CloudWatch VPC T R7AR4 > M Z#&EH L T CloudWatch IZE)5EL ¥ ¥, CloudWatch ®
VPC IV RARAMNFBWVWEE, VDIIANEVPC DAV EZ—ZFY NTF—KNJITA4RBET, N7
)y T2 RRA 2 M® CloudWatch IZE3ZL £ T, CloudWatch VPC T RAKRA > hEZAL T
CloudWatch ICEETH ) UV TANTIE, IAM %4 aws:SourceVpc & aws:SourceVpce A" Fh
ThoBICEREENET, NTVY I RKRA MREET CloudWatch [CEEFTB U VT ARNIC
(&, aws:SourceIp A"V IV ITARDY—RAIPT7RLAICEEEIhET, Chs50 IAMEZHF—0
FEMICOVTEE, TIAMA—H—HA Ry 0 " JO0-NILEHEITHFARNE— ZSBLTLKE
=L\,

Amazon S3 AV —I)LIC T OEALEEZIZ Amazon S3 AV =N NIy NE—EBEXRRTD
DIARNBE, AWSYZRDXVRNIVY=I) JI7H—=—N—=Il&2T7OF>EcnBdUI9ITAN
NiF&Amazon S3, XY RIJ—UNARRBYVET, chsOUIITARNE VPC ASEHBENEY
2H, TOY—EABICVPCIZBRELEZVPC IV RRAV NEFERALELEA. ZNOFE. Amazon
SSOVPCIVRARAVNDH>TE, NTY hZ2—EXRFRTSD AmazonS3\NOEY>3a>nl)
DTANFE Amazon S3VPC IV RRSA VN ZEFEALERA, LEL, Y R—KhEhhTLWBH—E
ATAWS XXXV ROAVY =)L TZAR=—KNTOAZERATREHEE. ChSsOUIIAN
(Amazon SSAD UV TARBE) ICKEVIIARNIDYTHF AN aws:SourceVpcFHF—HFEE
NET, aws:SourceVpc FH¥F—&F, Y4242V —ILOAWS XXX NV =)
TZAR=—KNTIRCAIY RRARIHFF7O4ENB VPCID ICRREENET, TOLEH, TAT
UTATAR—ADNRI)Z—T aws:SourceVpc FIRZFERAL TLWSEHE, AWSYRI X N
V=N TFAR=RNTIEAYA A ETAVY=ILIY RRLAV R E2KRARLTWVWSDZ O VPC
D VPCID ZBINTZHENHV) ET, aws:SourceVpce &k, ThEIhOHFA A FE
VY= VPCIVRARANIDICEREETIET,

(® Note
I—H—DNAWSNYZXIXRNIVY=I OTZAR—=RNTIEATHR—FEhTLWEV
HB—ERAV=IADOT IR ZMSEETEIHERE, 1—HF—OT7AF T4 T1R—X
MOR1)Z—T aws:SourceIP %#F—%2FHAL., BELBHENTVYIZXRY NT—UT RLA
(AVTLZAOZRY RDO—V&ERABE)DIVARNEZEHRIHENHVET,
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AWS YR X AV Y—=) AFAHA K

SRTFXRERY NIT—U/NAA CloudTrail IZCED KD IZRRE D H

IR P TERENLEVITARNTHEAET DS RERBERY NT—IONAAWS YR A ROV
V=)L &, CloudTrail f R NEEICRRENET,

BEEJSOHUIIARNDEFEE, AWSIY XX RIAVY =N TSAR—KNTOEAZFEALT
EMELEEENEE A, CloudTraill IR NIk, HY—EAXAPIRTHUICERAEE VPC IV R
RAVKNIDBRE, BEHEICEATHHMENINEENET,

AWS XZDXYROAVY =N DI 7H—=—N—IC&2T7OFENBDVIITANDE

&. CloudTrail /1 X2 MZIE VPC BAEDFHMIFEENETE A, L. AwsConsoleSignInA X
VRBRATRE, TRV IAVERIAWNS HA A THEHICHEZE AOIHRHIIIA
NI, AR NOFEMIZCAWS HA A2 VPC I RRAVNIDAEENET,

AWS XZRI XY ROAVY =) TZAR—=—KNTIOEAZHT

NtV IAVTR, HLLWIZAIRTAWSIZIOX NI =N TSAR=KNTIOEA%
Y RTPYTFLTTANTBHAEICOVTEHBALET,

AWS XZXIX ROV =N TZAR=—RNT7IOLAGEEZEFI VT 1 #8ETHY) . VPC VPCs
XY RND—OEREICEITIENONBI VDETT, CONEYITR, ZXENEBEATFTARNS D
FAYBLTAWS YXZXIXRNOAVY =N TSAR—KNTIOEAZHITITHAEICODVTHBALE
9,

NEY D

« Amazon EC2 TOTF ARNERE

« Amazon WorkSpaces TN T A NEXE
« IAMARD) > —%fE2 7 VPCREDT AN

Amazon EC2 T T A NERE

Amazon Elastic Compute Cloud (Amazon EC2) l&., Amazon Web Service 75 RTAT—Z7 )L
BAVELI—FATFYNIT 14— BHLULET, AmazonEC2 2FEATH &, VBB (TR
ThUT) ORET—N—0EE, tFXF1VT A BRPRXYRNIT—FT0OEH. ANL—D0ER
NTEET, COEY NT YT T, AWS Systems Manager® —#8£T&H % Fleet Manager % fi£ 3
LT, UDE—RNFAI Y Z77’OKJL (RDP) % {2 T Amazon EC2 Windows 1 > AR > AIZ#E
MTEET,
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https://docs.aws.amazon.com/ec2/?icmpid=docs_homepage_compute
https://docs.aws.amazon.com/systems-manager/latest/userguide/fleet.html

AWS YR ANV Y—=)L AFAHA K

COHA RTIEE., Amazon EC2AWS XXX ROV =) 41 2 AR AH S Amazon Simple
Storage Service \D 7 ZAR—KNTF IV EAZEHKZLY NTYTLUTHERIDLLOOTANREZ
RUET, COF1—KUTI Tl CloudFormation, ZFEAL T, COMEEZRENLTDLEHIC
Amazon EC2 A" T RY NI —UVREZERB RVPEELET,

XOKIE, Amazon EC2 ZFAL T AWS XXX RNAY=IN DT SAR—=—RNTOEAKREIC
TFOEATDEONT—070—%2RLTVWET, chiF, I—HF—DTFAR—=—RIVRKRSA
ZMEAL T Amazon S3 ICEHRT S A EZRLTVET,

Client connects to the Fleet
n manager using Key pair.

Private Hosted Zone: amazon.com

AWS Cloud

O

Client

AWS Systems Manager
Fleet Manager

R53 Resolver

L =

Browser
Amazon EC2 Windows Session

Instance

Sign In VPC
Endpoint

+ console.aws.amazon.com

« region.console.aws.amazon.com

+ signin.aws.amazon.com

* region.signin.aws.amazon.com

+ resource-explorer.console.aws.amazon.com
+ s3.console.aws.amazon.com

+ support.console.aws.amazon.com

+ global.console.aws.amazon.com

=g

| Amazon Simple
b | Storage Service
(onsnle VPC | (Amazon 53}
Endpoint |
.@7
Console VPC
S3 Service Endpoint

JX® CloudFormation 7> 7'L—hK%&1
T3THERATSDI 7 7MIICRELET,

(® Note

— @ CloudFormation 77 L— K&k, 41 AZITI (TILT

TNTLVEVREZFEALET,

E—L.

TZRYRNI—D%EY N7

Authenticated session connection
to Windows Server using the
Remote Desktop Protocol (RDP).

EC2 instance confirms credentials
for IAM role in use as instance
profile.

EC2 instance profile role
permissions check.

Initiate browser session in EC2
instance.

Route53 resolver with endpoint
address.

Private Sign in endpoint.

n Private Console endpoint.
n S3 service private endpoint.

Connected to S3 service via
private endpoint.
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AWS XXX NV =) 754 RX— KT Ut ARE Amazon EC2 CloudFormation template

Description: |
AWS Management Console Private Access.
Parameters:
VpcCIDR:
Type: String
Default: 172.16.0.0/16
Description: CIDR range for VPC

Ec2KeyPair:
Type: AWS::EC2::KeyPair::KeyName
Description: The EC2 KeyPair to use to connect to the Windows instance

PublicSubnet1CIDR:
Type: String
Default: 172.16.1.0/24
Description: CIDR range for Public Subnet A

PublicSubnet2CIDR:
Type: String
Default: 172.16.0.0/24
Description: CIDR range for Public Subnet B

PublicSubnet3CIDR:
Type: String
Default: 172.16.2.0/24
Description: CIDR range for Public Subnet C

PrivateSubnetl1lCIDR:
Type: String
Default: 172.16.4.0/24
Description: CIDR range for Private Subnet A

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5.0/24
Description: CIDR range for Private Subnet B

PrivateSubnet3CIDR:
Type: String
Default: 172.16.3.0/24
Description: CIDR range for Private Subnet C
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LatestWindowsAmilId:
Type: 'AWS::SSM::Parameter::Value<AWS::EC2::Image::Id>"
Default: '/aws/service/ami-windows-latest/Windows_Server-2022-English-Full-Base'

InstanceTypeParameter:
Type: String
Default: 't3.medium'

Resources:
#Hif S S S H S S H S S H S S S

# VPC AND SUBNETS
HAHBHHBEHHAHEHHAH AR HAHHRHH

AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""

PublicSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""
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PublicSubnetC:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet3CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""
PrivateSubnetA:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnetlCIDR

AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
PrivateSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet2CIDR

AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""
PrivateSubnetC:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnet3CIDR
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""

InternetGateway:
Type: AWS::EC2::InternetGateway
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InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewayEIP.AllocationId
SubnetId: !Ref PublicSubnetA

HHHHHHHHHHSHBH B H AR A RS RS HH
# Route Tables
HHHHHHHHHHSHBH B H AR A RS RS HH

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:

VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetB
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PrivateSubnetRouteTableAssociation3:

Type: 'AWS::EC2::SubnetRouteTableAssociation'

Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetC

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

PublicSubnetBRouteTableAssociation3:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetC

HAHBHHBEHHAH AR HAH AR HAHHRHH
# SECURITY GROUPS
HAHBHHAEHHAHEHHAH AR HAHHRHH

VPCEndpointSecurityGroup:
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Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock

EC2SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Default EC2 Instance SG
VpcId: !Ref AppVPC

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC ENDPOINTS
HAHBHHBHHAHBHHBHRRHBHHRHH

VPCEndpointGatewayS3:

Type: 'AWS::EC2::VPCEndpoint'

Properties:
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.s3"
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTablelds:

- IRef PrivateRouteTable

VPCEndpointInterfaceSSM:
Type: '"AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !Ref PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ssm'
VpcId: !Ref AppVPC

VPCEndpointInterfaceEc2messages:
Type: 'AWS::EC2::VPCEndpoint'
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Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:

- IRef PrivateSubnetA

- IRef PrivateSubnetB

- IRef PrivateSubnetC
SecurityGroupIds:

- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ec2messages'’
VpcId: !Ref AppVPC

VPCEndpointInterfaceSsmmessages:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ssmmessages'
VpcId: !Ref AppVPC

VPCEndpointInterfaceSignin:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !Ref PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.signin'
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

VpcEndpointType: Interface

Amazon EC2 TOT A NRE

Version 1.0 78



AWS YR X AV Y—=) AFAHA K

PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console'
VpcId: !Ref AppVPC

HAHBHHAHHAHBHHRH R HBHHRHH
# ROUTE53 RESOURCES
HAHBHHAHHAHBHHRH R HBHHRHH

ConsoleHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
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DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

WidgetProxyRecord:
Type: AWS::Route53::RecordSet
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Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "*.widget.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ["1", !Split [":", !Select ["0", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
HostedZoneld: !Select ["Q", !Split [":", !Select ["0Q", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
Type: A

ConsoleRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegionalMultiSession:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: !Sub "*.${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

SigninHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"
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SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

SigninRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: !Sub "${AWS::Region}.signin.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HAHBHHBEHHAHEHHAH AR HAHHRHH
# EC2 INSTANCE
HAHBHHBEHHAHEHHAH AR HAHHRHH

Ec2InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
Effect: Allow
Principal:
Service:
- ec2.amazonaws.com
Action:
- sts:AssumeRole
Path: /
ManagedPolicyAzrns:
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- arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Ec2InstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Path: /
Roles:
- IRef Ec2InstanceRole

EC2WinInstance:
Type: 'AWS::EC2::Instance’
Properties:
Imageld: !Ref LatestWindowsAmiId
IamInstanceProfile: !Ref Ec2InstanceProfile
KeyName: !Ref Ec2KeyPair
InstanceType:

Ref: InstanceTypeParameter
SubnetId: !Ref PrivateSubnetA
SecurityGroupIds:

- Ref: EC2SecurityGroup
BlockDeviceMappings:

- DeviceName: /dev/sdal

Ebs:
VolumeSize: 50
Tags:
- Key: "Name"
Value: "Console VPCE test instance"

RYRNIT—D%RETBICE

1. HEBOEEBTHONCHYHA>2 4> LT, CloudFormation IV — )L ZRAEE T,

2. [RRYTDEK] ZBRL TEE L,

3. [With new resources (standard)] ($TL WUV —ADOER (%)) ZFBIRLE T, aTlCERL L

CloudFormation 7> 7’L—K 774 )27 Y77 O0—RL., RNZBRLET,
4. PrivateConsoleNetworkForS3 ZERARY UVDBZFEANL, DAN] ZBIRLET,

5. VPCEHTRYNDEE, FLITS IPCIDREHZANTIH, EEENETF7AIINMEERE
ALTLKEZVW, F7AI)NEZFERAITZHEE. RNOBREEFED VPC DY —RAEEELTLEW
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6.

EC2KeyPair N X—ZIZlE. 7HOY NAOBEED Amazon EC2 F—ART7AH S 1 DERL &
T BEED Amazon EC2 F—ART7HABVEHEEWE., MOATY S IZEHEDRIICERTHISLEN H V)
£9, FMAICOVWTIE, "Amazon EC2 1—H'—H4 R, ® "Amazon EC2 #FERAL =¥ —AX
TOEKR: 2SBLTLSEEL,

[RAZY ODER] ZBIRL TS EE L,

AZY ONERENIZS, [UY—R]RXTZBRLUT, EREIZVY—RAERTLET,

Amazon EC2 A VAR AICEHET B ICIE

HBOBEBTHIONIHA2A42 LT, [AmazonEC2 OV )| ZHEE T,
FTET—23URAVT, [AVAZVA] ZBRLTLSEE,

A2V AR AR—T T, CloudFormation T 7' L—RKIC&k > THERE A=Y —)L VPCE 7
AN VARV AZBIRLUE T, RIC, [ Z2BIRLE T,

® Note

COBITIE, O—HBEETH S Fleet Manager AWS Systems Manager ExplorerZ £/ L
T Windows Server ICEHRLE T, BERZHBIDETICHD I DD N HYET,

[ ARAILEL]) R—D T, [RDP 924 T2 K], [Fleet Manager Zf£H L T##] OIEIC
BIRLET,

[Fleet Manager VE— KR TRV KV 7] ZBIRLE T,

Amazon EC2 {1 VARV ANEB/NAT—REWMBL, VJITAVE2—T T4 RA%ZFEALT
Windows Desktop (e 72X 3 %21, CloudFormation 7> 7L — N OERBFICERL =
Amazon EC2 ¥F—ARTFICEHEN TS N7 SAR— N F—&EFEHALET,

Amazon EC2 Windows 1 VARV AN S, F7ZIHAWSYZXIXAV NIV = TEHREE
E

AWS REMEHREFERALTH A4 LS, Amazon S3 VY —I)L&@EE, T7S5A4AR—KNT Y
TAEFEAL TAWS YEZIOX NIV =) #HEEcnhTVWB 2R LET,

AWS RZT XY ROV = 754 R— KT O LADREEFANT B ICIE

1.
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2. FEF—23N-0OYITFAR—KTAI2ERIBDE, EAFOVPC IV RRA>
RARRENET, RORAIV—=223Y NE, OV ITZAR—NT A DFFRE VPCHE
HeRLTVERT,

>) JAY @) 3 N. Virginia ¥ A Admin/mg=— a8 et L LtV

AWS Management Console Private Access

You are using a private endpoint connection to the AWS
Management Console. Some Regions and services might not
be available. Learn more [

[C] VPC ID: vpc-0b968344a9063190c¢
[C] VPCE ID: vpce-Ocd4dcdaaded8fala

cations (O) Info ( Create application )

LIS Fast (N Virainia)

Amazon WorkSpaces T 7T A NERE

Amazon WorkSpaces Z £ 9 % &, Microsoft Windows, Amazon Linux, &7 & Ubuntu Linux %
I—H—RAOUTIRR—ADRETAI MY T (WorkSpaces EHIEhFET)&lLT 7OEDaZ
VUTEET, BEICALUTI—H—ZITEP<EMXLBHIRTEET, 1—F—EF. BHOFTN
AAELREIDITTSOYNSEREBFAIRNY SICFTUVEATEE T, WorkSpaces DFFMICDOWVT
l&. "Amazon WorkSpaces EEHA R, #2ZRBL TS E&E L\,

eI OHITIE, I—H—BEAHN WorkSpace TEITENTWVWRVIT7/SIOHEERAL
TAWSXYXERIXRAVY =N TFAR—RNTIORAZCHAAVTBTARNREIZOVTE
BLET, RIZ, I—H—IF Amazon Simple Storage Service AV —=JILICT7 VAL ET, <D
WorkSpace &, VPC ##XY ND—V DS Y7 RNy TEFERALT, 759 AWS IR XU~
OAV=I DB T IEASTRIEI—HF—DODIIARVIVAEZZAL—NTBDEZBWNE
LTVET,

COF1—KNJUTII T AWS CloudFormation, ZFEAL TEXY N —UE & WorkSpaces TfE
FA9 % Simple Active Directory ZERB L TFREL., ZFEAL T WorkSpace Y N7 Y 792 F
JEZRLUET AWS YR XNV =),
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AWS TXTAY RV Y—)L APIAA K
RORIE, WorkSpace ZFERAL TAWS XXX RNAVY =) TSAR—RNTIOEAREET
ANTBEHOD—070—2Z2R"LTVWET, 754 F > MO WorkSpace, Amazon N"EET 3
VPC, BLUVBEEFNEETS VPC DEFRZERLTVET,

Private Hosted Zone: amazon.com

= console.aws.amazon.com

= region.console.aws.amazon.com

= signin.aws.amazon.com

* region.signinaws.amazon.com

= resource-explorer.console.aws.amazon.com
= s3.console.aws.amazon.com

+ support.console.aws.amazon.com

» global.console.aws.amazon.com

AWS Cloud 1 Login infarmation sent to
o o oo oooooooooooooooooo authentication gateway
Amazon managed Virtual private doud [VPC) :
D 5 PCaIP Heplt1 72 ulpit172) ; n Authentication against Simple AD
— | 3] | i
Client ! ﬂ . f' ' Streaming Traffic to Streaming
: ! gateway
: Auth/Session Streaming Amazon :
: Cateay Gateway WorkSpuces | n Each WorkSpace is connected to
' A | Public Amazor | : two networks simultaneously,
T it v : Amazon-managed VPC for

/’/ : : streaming traffic and Customer
: : managed VPC handling all other

| Customer managed Virtual private doud {VPC) H traffic.
| H
\ ! i
| S | :
|
H
H

\‘\_H i RS3 Reschvar @ Initiate browser session
i é\a p—— Sign In VRE I
; Simale AD ® | Enclpeint = Route53 resolver with endpoint
_ H 1
. address.
grmzr E | Amazon Simple
e5man > ]

+ Storage Service

Private Sign in endpoint

Console VPC i lAmazon 53)
Endpaint
B : Private Console endpoint
53 service private endpoint
Console VPO

3 Service Endpoint H
e R

Connected to S3 service via
private endpoint

XD CloudFormation 7> 7'L—h&2J1E—L, XY ND—D& Y NTYTITEFIEOARATY T 3
THEAIZDI 7 7MIICRELET,

AWS XXX RNOAVY =) 754 R—=KNTF O AEE CloudFormation 7> 7L — b

Description: |
AWS Management Console Private Access.
Parameters:

VpcCIDR:
Type: String
Default: 172.16.0.0/16
Description: CIDR range for VPC
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PublicSubnet1CIDR:
Type: String
Default: 172.16.1.0/24
Description: CIDR range for Public Subnet A

PublicSubnet2CIDR:
Type: String
Default: 172.16.0.0/24
Description: CIDR range for Public Subnet B

PrivateSubnet1CIDR:
Type: String
Default: 172.16.4.0/24
Description: CIDR range for Private Subnet A

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5.0/24
Description: CIDR range for Private Subnet B

DSAdminPasswordResourceName:
Type: String
Default: ADAdminSecret
Description: Password for directory services admin

# Amazon WorkSpaces is available in a subset of the Availability Zones for each
supported Region.
# https://docs.aws.amazon.com/workspaces/latest/adminguide/azs-workspaces.html
Mappings:
RegionMap:
us-east-1:
azl: usel-az2
az2: usel-az4
az3: usel-az6
us-west-2:
azl: usw2-azl
az2: usw2-az2
az3: usw2-az3
ap-south-1:
azl: apsl-azl
az2: apsl-az2
az3: apsl-az3
ap-northeast-2:
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azl: apne2-azl
az2: apne2-az3
ap-southeast-1:
azl: apsel-azl
az2: apsel-az2
ap-southeast-2:
azl: apse2-azl
az2: apse2-az3
ap-northeast-1:
azl: apnel-azl
az2: apnel-az4
ca-central-1:
azl: cacl-azl
az2: cacl-az2
eu-central-1:
azl: eucl-az2
az2: eucl-az3
eu-west-1:
azl: euwl-azl
az2: euwl-az2
eu-west-2:
azl: euw2-az2
az2: euw2-az3
sa-east-1:
azl: sael-azl
az2: sael-az3

Resources:

iamLambdaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- lambda.amazonaws.com
Action:
- 'sts:AssumeRole'
ManagedPolicyAzrns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
Policies:
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- PolicyName: describe-ec2-az
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- 'ec2:DescribeAvailabilityZones'
Resource: '*'
MaxSessionDuration: 3600
Path: /service-role/

fnZoneIdtoZoneName:
Type: AWS::Lambda::Function
Properties:
Runtime: python3.8
Handler: index.lambda_handler
Code:
ZipFile: |
import boto3
import cfnresponse

def zoneld_to_zoneName(event, context):

responseData = {3}

ec2 = boto3.client('ec2')

describe_az = ec2.describe_availability_zones()

for az in describe_az['AvailabilityZones']:

if event['ResourceProperties']['Zoneld'] == az['Zoneld']:
responseDatal'ZoneName'] = az['ZoneName']
cfnresponse.send(event, context, cfnresponse.SUCCESS,
responseData, str(az['Zoneld']))

def no_op(event, context):
print(event)
responseData = {3}
cfnresponse.send(event, context, cfnresponse.SUCCESS, responseData,
str(event['RequestId']))

def lambda_handler(event, context):
if event['RequestType'] == ('Create' or 'Update'):
zoneld_to_zoneName(event, context)
else:
no_op(event, context)
Role: !GetAtt iamLambdaExecutionRole.Arn
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getAZl:
Type: "Custom::zone-id-zone-name"
Properties:

ServiceToken: !GetAtt fnZoneIldtoZoneName.Arn

Zoneld: !FindInMap [ RegionMap, !Ref 'AWS::Region', azl ]

getAZ2:
Type: "Custom::zone-id-zone-name"
Properties:

ServiceToken: !GetAtt fnZoneIdtoZoneName.Arn

Zoneld: !FindInMap [ RegionMap, !Ref 'AWS::Region', az2 ]

HAHBHHBEHHAHEHHAH AR HAHHRHH
# VPC AND SUBNETS
HAHBHHBEHHAHEHHAH AR HAHHRHH

AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZl.ZoneName

PublicSubnetB:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZ2.ZoneName

PrivateSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnetlCIDR
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AvailabilityZone: !GetAtt getAZl.ZoneName

PrivateSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet2CIDR
AvailabilityZone: !GetAtt getAZ2.ZoneName

InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewayEIP.AllocationId
SubnetId: !Ref PublicSubnetA

HHHH AR H U H TSRS S
# Route Tables
HHHH AR H AR H TSRS S

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway
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PrivateSubnetRouteTableAssociationl:

Type: 'AWS::EC2::SubnetRouteTableAssociation'

Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:

Type: 'AWS::EC2::SubnetRouteTableAssociation'

Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetB

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

HAHBHHBHHAHBHHBHBRHBHHRHH
# SECURITY GROUPS
HAHBHHBHHAHBHHBHBRHBHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
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Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp

FromPort: 443

ToPort: 443

CidrIp: !GetAtt AppVPC.CidrBlock

HAHBHHBEHHAHEHHAH AR HAHHRHH
# VPC ENDPOINTS
HAHBHHBEHHAHEHHAH AR HAHHRHH

VPCEndpointGatewayS3:

Type: '"AWS::EC2::VPCEndpoint'

Properties:
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.s3"
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTableIds:

- IRef PrivateRouteTable

VPCEndpointInterfaceSignin:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.signin'
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: '"AWS::EC2::VPCEndpoint'
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:

- IRef PrivateSubnetA

- !Ref PrivateSubnetB
SecurityGroupIds:
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- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console'
VpcId: !Ref AppVPC

HAHBHHAHHAHBHHRH R HBHHRHH
# ROUTE53 RESOURCES
HAHBHHAHHAHBHHRH R HBHHRHH

ConsoleHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
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Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

WidgetProxyRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref "ConsoleHostedZone"
Name: "*.widget.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ["1", !Split [":", !Select ["Q", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
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HostedZoneld: !Select ["Q", !Split [":", !Select ["OQ", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
Type: A

ConsoleRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegionalMultiSession:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: !Sub "*.${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

SigninHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
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AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

SigninRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: !Sub "${AWS::Region}.signin.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HHAHHAHH SRR SRR AR R HHHHHHH
# WORKSPACE RESOURCES
HHAHHAHH SRR SRR AR R HHHHHHH
ADAdminSecret:
Type: AWS::SecretsManager::Secret
Properties:
Name: !Ref DSAdminPasswordResourceName
Description: "Password for directory services admin"
GenerateSecretString:
SecretStringTemplate: '{"username": "Admin"}'
GenerateStringKey: password
PasswordLength: 30
ExcludeCharacters: '"@/\'

WorkspaceSimpleDirectory:
Type: AWS::DirectoryService::SimpleAD
DependsOn: AppVPC
Properties:
Name: "corp.awsconsole.com"
Password: '{{resolve:secretsmanager:ADAdminSecret:SecretString:password}}"
Size: "Small"
VpcSettings:
SubnetIds:
- Ref: PrivateSubnetA
- Ref: PrivateSubnetB
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Vpcld:
Ref: AppVPC

Outputs:
PrivateSubnetA:
Description: Private Subnet A
Value: !Ref PrivateSubnetA

PrivateSubnetB:
Description: Private Subnet B
Value: !Ref PrivateSubnetB

WorkspaceSimpleDirectory:
Description: Directory to be used for Workspaces
Value: !Ref WorkspaceSimpleDirectory

WorkspacesAdminPassword:

Description : "The ARN of the Workspaces admin's password. Navigate to the Secrets
Manager in the AWS Console to view the value."

Value: !Ref ADAdminSecret

® Note
COTARRER, KERE (N—2ZF4LE) (us-east-1) V=T 3 TRITITD KRS ICFRG
ThTVERT,

FYRND—DUZRETDICE

1. HBOBEEBTHI>NIHA4>2 4> LT, CloudFormation IV — )L ZRAEXT,
2. [ARRYOUDER] BBIRLTSEEL,

3. [With new resources (standard)] (iL WU Y —ADOER (B%)) ZBIRLE T, UATICERL 1=
CloudFormation 7> 7L—K7 74 &7 Y 7O0—RL, RNZERLZET,

4. PrivateConsoleNetworkForS3 X ERARY UV NDBEBZANL, (RN ZBIRLE T,

VPC EH 7Y NDIBE., FLITZ IPCIDREAZANTIH, BEENEF7AINEZME
ALTLKEEV, F7AINEZFERATZEARE. AOBEEFEOVPCUY—REEELTLEV
CEEMEELETANS 7THI N,

6. [RARYUDEK] ZBRL TEE L,
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AWS TR XY RV Y-l APIAA K
7. RAZYIONEREhES, [DY—R]X7TZERLT, ERENIEVY—AZRTLET,
8. [HN]RTZBRIDE, T'SAR—KNFT XY & Workspace Simple Directory DEA KRR E

hET, ChSDER, RICTKT WorkSpace DIERB LFTREFIEOATY 7 4 THRATD -
O, EEEHOTHEVTLEZL,

RDADV)—>23y N, T7TA4R—KHYT XY K& Workspace Simple Directory DIEA" R RE
hi A 272 —%2RLTVET,

PrivateConsoleNetworkForS3 G
( Delete ) ( Update ) ( Stack actions ¥ ) ( Create stack ¥ )
<{ - updated Resources Outputs Parameters Template Change sets Git sync
Outputs (4) @
[ Q Search outputs ) 1 e
Key A | Value v | Description v Export name
PrivateSubnetA subnet- Private Subnet A -
Oaea1291fe9eb1b47
PrivateSubnetB 3222:;;3”0830%6 Private Subnet B -
arn:aws:secretsmanager:us The ARN of the Workspaces admin's
WorkspacesAdminPassword jI(:a;‘:c‘l_n5487077:secre’c:AD EdaaS::vgoer:j i.nN:I:/eizg:\'Ic:St?Zcf::osl: ct;)eflsiew the )
AdminSecret-GAwMSi value.
WorkspaceSimpleDirectory d-9067f40091 Directory to be used for Workspaces -

XY RND—ONERTELDOT, LTFOFEICHE > T WorkSpace ZHERL TT7 VAL E T,
WorkSpace ZEK T % I I

1. [WorkSpaces AV —)L] ZRAEE T,

2. FTEF—23aRAVT[F4LIMNI] ZBRLET,

3. [FALIURNIVIR=DT, FALINVDARAT—RAN [FPOTAT|THILZBRBLET,
RODAIY—=>2avy NE, POTAT7F4LORNIZEC [FALORNIIR=DZRLTL
9,
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10.
11.
12.
13.

14.

Directories (1) info @ Create directory

1 S
Directory ID v \ Workspace Type Vv Directory name v Organizationn... ¥ Identity source v Status v

d-9067f40091 Personal corp.awsconsole.com d-9067f40091 AWS Directory Service © Registered

WorkSpaces D74 LIV KNUZFERATBICE., TOFALINIZERTDIHLEN HVET, +
ET—> 32 RA 2T [WorkSpaces] ZERL . [WorkSpaces DIERK] Z#IRL £ T,

[TF4 L KNZER] T, BIOFIET CloudFormation AEK L T4 LI MU ZBIRL &F
T, [7U23aX_1—7, [BE] ZERLFT,

H7ZY RBIRICOVTE., BIOFIEOATY T ITHALLE2 DOTZAR—K TRV K
ZERLET,

[EIL7H—ERAFAZ2EM] 2BIRL., [BE] 2BRLET,

T4LIORN)ZB|&RL 2S5, WorkSpace DERZRHRITLET, BRLETAL I N ZER
L. [RN\] ZBIRLE T,

[A—Y—OER] R—> T, [BMI—Y—0OERK] ZBRLET, BHEEX—ILT RLAZA
AL T, WorkSpace ZERATESDKSICLET, WorkSpace DOT AV EHA'CDE X—)L
TFRLACEEBENDEZIL, EX=ILTRLANFEMTHZ L ZBRLET,

(RN Z20VYOULET,
[A—HY—DRB] R—2 T, FIE9 THERLEI—F—&BIRL, [N\ ZBRLFT,
[N RILDiER] R— T, [Amazon Linux2 DARZ A —R], [RAN] DJEICEBIRLET,

RITE—RED—H—HAEIA AT 7 A NREZEAL ., RIC[D—TAR—AZHENK]
ZBIRLET, WorkSpace M AT —R Ak Pending THEV) . 20 2 EAAIC Available A
T—RAICBITLET,

WorkSpace A" FARBEICED &, FIEQ TEELZ E X—I)LF7 RL AIZ WorkSpace NDT ¥
TAFENEBEHEhEX—IFEEET,

WorkSpace lcHA4 >4 LE#, AWSY RIS X ROV TTAR—KNTOEAZFEALT
TFOELALTWVWARCEZTARNTEERT,

WorkSpace IC7 7 AT 3 IC&

1.

BOFIENODRATY T 14 TEZELEEX—IILEREXT,

Amazon WorkSpaces TN 7 A NEE Version 1.0 100



AWS YR X AV Y—=) AFAHA K

2. EX—=)LICRBETNTVRIEEQ) VZBRLT7O774ILEZZEL., WorkSpaces 7 F 1
ToREADO—RLET,

3. NAD—RZRELEY,
4. EEOOITZATREX I O—-RLET,

5. VAT REAVARN—IILTRBBLET., EX—IIICRHETIATVRIEREI-RZADL
T, [B]] 2BRL XTI,

6. ATY 7 3 THERL REE$RZ A L T Amazon WorkSpaces lcHA4 >4 LET,

AWS XXXV RNAVY =) TZAR—RNT IO ELADEREEZTANTSICE

1. WorkSpace 575 IHEBEEX T, KIC. AWSIYZRIX ROV —)LICBEIL., RiEER
EERALTHA 41 LET,

® Note

Firefox 27 2 OHELTHERALTVWRBERK., 7T Y DERET [DNS over HTTPS %
BMICTR| AT ATICBE2>TVBREEZRRELTLSEETY,

2. TOAR—KNT7OAZFERALTEHGLTVWA I EAERTED Amazon S3 Y — )L &@EE
FF, AWSTYEZRIXNOY—=)

3. FES—=23aN—0OvI7SAR—NTAA2BIRTDE, FEAFO VPC & VPC I
RIRAMHFRRENET, AORAI)—=>223avy NE, AV I SAR—=NTAIAOBZBARE
VPC E#HZRLTVET,

>) Q ® 3 N. Virginia ¥ A Admin/wmg== @ L ALV

AWS Management Console Private Access

You are using a private endpoint connection to the AWS
Management Console. Some Regions and services might not
be available. Learn more [2

[C] VPC ID: vpc-0b968344a9063190c¢
[C] VPCE ID: vpce-Ocd4dcdaaded8fala

cations (0) info ( Create application )

LIS Fast (N Virainia)
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IAM 7R 2 —&FE> 1= VPCEREDT AN

TOEAZHBRTZ IAMARUS—2F7O4TD LKV, Amazon EC2 £ =& WorkSpaces T
BELEVPCICHUTESICTARNZEREETEXT,

BEENEVPC ZFEAL TWEWERY, XORISZ—IF Amazon SSANDT7 IV A%ZERLET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "S3:*",
"Resource": "*",
"Condition": {
"StringNotEqualsIfExists": {
"aws:SourceVpc": "vpc-12345678"
},
"Bool": {
"aws:ViaAwsService": "false"

}

ROR)D—E, YA AVTIVRRANDTSAR=KNTIOEARIS—%2FEHAL T, AWS T
IOARNIAY =)l selected AWS PHIONIDsANOBY A4 &FHBRLET,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
llActionll: ll*ll,
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"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"AWSAccountID"

1

BOOTHIRNAAD ID TERTDE, ROLIZ—R—IHFRRENET,

Your account doesn't have permission to use AWS Management Console Private Access

Your corporate network uses AWS Management Console Private Access, which only allows sign-ins from specific authorized accounts.

To access this account, sign in from a different network, or contact your administrator far more information.

Logout

VIT7LAT—FTIOF¥

FAUTLIZIARY RD—=IOHNS5 AWSNERXIDX NIV =I) TTAR=RKNTIORAICTSAR—
NCHEHET D IZ k. AWS Site-to-Site VPN A S AWS Virtual Private Gateway (VGW) N\ D iE&c A7
>arvERNATEET, AWS Site-to-Site VPN &, EfZERL. BHEENLTNS 71V 0%
BTRDIICIL—TFTAVITERETDET, VPCHASUE—RIRY ND—IADT IV EAZEN
WCLUET, F#MICOVWTIE., AWS Site-to-Site VPN AWS 1 —H'—7 4 R1 ® "What isSite-to-Site
VPN, #28BLTLKEEV, AWSRETSAR—KF—KRDJIA (VGW) Ik, VPC EFVTL IR
XY RND—VBOT—RIVIAELTHETEISTAKEO) -3 —EATY,

AWS Site-to-Site VPN AWS Virtual Private Gateway (VGW) \N®
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.(f\:) AWS Cloud
ap-southeast-1
L Region

VPC

R53 Resolver

Console
Endpoint

DNS Query for Console access is forwarded to local DNS
Server from user lapto

Using conditional forwarding, DNS queries are forwarded to
Inbound R53 Resolver Endpoint

X i
2 Corporate Office B DNS queries are forwarded over AWS Site to Site VPN
~
.
N

IDNS Query lands on to Inbound R53 resolver Endpoint in
VPC
@ ﬁ @ B From resolver endpoint queries are forwarded to R53

Private Hosted
Zone

resolver that is VPC + .2

N
N
‘\
N
~
O i
. us-east-1 Region ’,"

i B H re Curztjalr:rer DNS cnt DDNS query is resolved to respective regional console private
2 H i B Servers B endpoint IP after referring to associated PHZ
83 H .’
£ el
28] : Connectivity to console endpoint private IP is established
2 H over Site to Site VPN
£ i

R53 Resolver
Endpoint Private Hosted Zone records: aws.amazon.com
*  console.aws.amazon.com
*  signin.aws.amazon.com
* <region>.console.aws.amazon.com
* <region>.signin.aws.amazon.com
Console * global.console.aws.amazon.com
Endpoint + resource-explorer.console.aws.amazon.com
R53 Resolver + s3.console.aws.amazon.com
*  support.console.aws.amazon.com

COVTIFPLVAT—FTOFYRETOEESIR—=> N&. Amazon Route 53 Resolver,
BIZAVINIRVDIYIN=TTF, TTAR=KTIOLALILY RIRA 2 MNHERE 1D VPC AWS
REDAVRNIAVY=I THRETDE, VIIN—TIVRRALA N (FRYRND—DA42 =TI A
A)NEBEENLEHTRY NCERENET, TOR, TOIPTFTRLAZEFTL I AD® DNS H—
N—LEORBFET DR —TSHBLT, T7TAR—KFKRKANY—=2OLO—REOJTIVTESE
T AVTLIAIVTAT R ICEHETDE AWSYEXIX NIV =)L, AWSNYEZXI XN
A= TF5AR=KNT ORIV RRANDTZA4RK—N IPs,
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GetAccountColor
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GET /v1/account-color HTTP/1.1
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LARY ADEX

HTTP/1.1 200
Content-type: application/json

{

"color": "string"

}
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color
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PutAccountColor
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PUT /vl1/account-color HTTP/1.1
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Content-type: application/json

{
"color": "string"
}
LARY ADEX

HTTP/1.1 200
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Content-type: application/json

{

"color": "string"

}
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color
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RequestEntityTooLargeException
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HTTP AT —X2A0—R:413
RequestExpired
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HTTP A7—2A0— R:400
RequestTimeoutException

HTTP LRILTU IV IARNCEAEN HWET VITARDHRIMIUANZALTIMLEL I

HTTP A7—&A— K:408
ServiceUnavailable

B—N—0O—KHNEEFICK), VITAMIRELEL £,

HTTP A7 —XAJ— R:503
ThrottlingException
DOIARNOAOY RUZTIC&KY), VDOTARYERTBEREL I,

HTTP A7 —X A— R: 400
UnrecognizedClientException

BEE NI X509 AEAEREEF AWS TV EAF—IDALO-RICFELEE A
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UnknownOperationException

VDOTARNENLET V232, FEEARL—23VRENTT, TOZIAVHAELKADEH
TWBZEZB|ABLTSEEL,

HTTP A7 —2A0— K: 404

ValidationError
AID AWS H—EATEESNEFHNZEH EZLTVWERA,

HTTP 27— A0~ K: 400

% fEF L = AWS User Experience Customization APl J1—J)L® O
s0 8 AWS CloudTrail

AWS 1—H'—T VARV IVADHAZRI A XIF. 1—H4—AWS CloudTrail, O—JL. £k
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FNET, CloudTrail ICK > TREEThBEHREFEAL T, UXCICHFTBVIITARN, UVIAKN
TTOIPF7RLA, VDOTIANDERBR, BLCZTOMOFMEHERTEERT,

CloudTrail &, FHAD NEEKTD AWS FTHOUN & TFOT 47274, CloudTrail 1 R
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90 HEICEBRENLEEBARYMNDORT, BRE, BRUTAIO—RNAIET, BEFARELLER
EWIRTEET, FMAICOVWTIE., TAWS CloudTrail I—%—744 K1 ® CloudTrail 1 X NE
BEOFEA) 28R LTLKEETV, (IR NERE] OBEICIE CloudTrall DR EEANVEH A,

AWS 7HINIBE9 BEOAAXRY MOBMGHZEHRICOVWTIK, REFFE LK CloudTrail Lake
ARYRNTF—RARNTZERLET,

CloudTrail T®H UXC BEEA X~

BEANRKNE, OVY—ATETENBEEARL -3 VICHTIBERERHELET AWS 7
NI Ko CTheDAXRKNE, O MO=NLT7TL—2ARL =232 EEFENET, CloudTrail
. FT7AI)NBNTEBAARC NZOTREHELET,

AWS User Experience Customization l&, 3XT®H UXC O NO—=IL7L—2FARL—2 3>
EEBARRNELTOYVICERLE T, UXC A" CloudTrail IC5289 % AWS User Experience
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Customization A RA—)L7L—2FARL =320V ANIDOWVW T, AWS "User Experience
Customization AP| Reference; 2B L T &V,

UXC 1 R N4l

BARKNEEEODEERLSOE—DOUIITANERL, UJVIANEhIZ APl ARL—23
V. ARL—=2320OBK, VIIANNIA—EBECEITZEHRESHE T, CloudTrail OY
7740, NTUY O APIO—LOEFFHSNERAZY ORL—ATRAEVESD, 1RV NE
BEDIEFTRRENEE A

ROBIFE, FARL—>32%7RT CloudTrail F R R ZRLTVET,

"eventVersion" : "1.09",
"userIdentity" : {
"type" : "AssumedRole",
"principalId" : "AIDACKCEVSQ6C2EXAMPLE:jdoe",
"arn" : "arn:aws:sts::111122223333:assumed-role/user/jdoe",
"accountId" : "111122223333",
"accessKeyId" : "AKIAIOSFODNN7EXAMPLE",
"sessionContext" : {
"sessionIssuer" : {
"type" : "Role",
"principalId" : "AIDACKCEVSQ6C2EXAMPLE",
"arn "arn:aws:iam::111122223333:role/user"”,
"accountId" : "111122223333",
"userName" : "jdoe"
I
"webIdFederationData" : { },
"attributes" : {
"creationDate" : "2022-12-09T23:48:51Z7",
"mfaAuthenticated" : "false"

}
},
"eventTime" : "2022-12-09T23:50:037",
"eventSource" : "uxc.amazonaws.com",
"eventName" : "GetAccountColor",
"awsRegion" : "us-east-2",
"sourceIPAddress" : "10.24.34.3",
"userAgent" : "PostmanRuntime/7.43.4",
"requestParameters" : null,
"responseElements" : null,
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"requestID" : "543db7ab-b4b2-11e9-8925-d139e92alfe8",
"eventID" : "5b2805a5-3e06-4437-a7a2-b5fdb5cbb4e2",
"readOnly" : true,

"eventType" : "AwsApiCall",

"managementEvent" : true,

"recipientAccountId" : "111122223333",
"eventCategory" : "Management"

CloudTrail LO—RORBICODWVWTIE. TAWS CloudTrail 21—%'—#4 4 R, @ TCloudTrail record

contents; ZZBL TS EEL,
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THAET,

*This text appears in italics.*

THFANZERFT7A—NYRNTBIIE, MHKE2DOFTFE—AATELF 2 DOFTARIARYD
TH&AERT,

**This text appears in bold.**

FEANEMYELBTTI 4 —T Y RTBICE, ME 2 DOFILA (~) THKET,

~~This text appears in strikethrough.~~
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Links

FEARNONAN—D I EBNTBICE. BH>Z () TRENEUSIFFRANEANLE
T, TOHIC, PO THAREEEAURL(() ZEAILET, RICHAERLET,

Choose [link_text](http://my.example.com).

Lists

TEBERBEO—HBELTIA—IYRTBIE, 1 2OFRZYRY () LBV TAR—ATHE
R OTICBMLET. RICHAERLET,

Here is a bulleted list:
* Ant

* Bug

* Caterpillar

T2BESNEVAMO—HBELTT7#—X Y NTBICE, BlYDTIC, HiE. EUFR (), LT
AR—ATHEDTICEMLET ., RICHZRLET,

Here is a numbered list:
1. Do the first step
2. Do the next step
3. Do the final step

K ERAZ > (CloudWatch & v = 2 7R— R)

CloudWatch &Y 2 27R— RFFARNT 14T T Y MNE Markdown T—7 I EREZ EHR—-KNL TV
£9,

REEXTDICE, M2 () 2FEALTHZXTY ., HFLWITEZFERAL TITZXYWET ., KRADIT
EAYSE—ITICTBICR, AVE—1TE, EORVOTOBICTERBALET, RIZ, ROZHIZDH
BLEE3IDONAT72 (1) ZEMLET, fitBEzEAL THZXIY)EFT, XOHFIE. 2 D205,
ANYR—1T, BRU2TOF—RZELERD Markdown Z.RLTVET,

Table | Header
SR [ —

Amazon Web Services | AWS

Links Version 1.0 122



AWS YR X AV Y—=) AFAHA K

1] 2

BIOHID Markdown TFARN T, UTORIMERENET,

[F—7 ] AV —
Amazon Web Services AWS
1 2

CloudWatch &Y 2 1 R—RFFARNTAZIY RNTR, REELTERAEhZI/NAN-D 0%
TA—XYRNTBDEETEEFT, REAVEERTSICIE, [button:Button text] ZEAL.
TORIC, "2 THAEREBURL () ZALLET, RICHZRLET,

[button:Go to AWS](http://my.example.com)
[button:primary:This button stands out even more](http://my.example.com)

K ERE> (CloudWatch & v < 1 7R— R) Version 1.0 123



AWS YR X AV Y—=) AFAHA K

NZTNoa1—FT1427
ICBIT5—MWEARBECHERARIIOVTR, COEIVIIVESBLTIKEEVAWSIRIXU N
j\/y_)llo

Amazon Q Developer ZFAL T, —ND AWS H—EAD—MBWAEIS—2BHMB XTSI
DA—TFTAVTITBREETEET, FMIZOVWTE. "Amazon Q Developer 1—H'—H 4 K, @
FAmazon Q DeveloperZERA LIV —I)LO—BHNE IS —0O2ZH.) Z2ZRBL TEEL,

NeY D

e R=IHNELLSFHEHIIAENAZL

s NOERFICTTIVHIC TPIOLAER, IF—NFRTEND AWS XXX NOY-)

c CERTRETTIVHIERALTIRNIZ—HFRREND AWSIYEIOX ROV

- OERZEZELEVWAWSYXEXIXROAVVY =L R=JOTFTHICESEZFERXZ1—-HFED
A5\

R=IHELLFBAATIhZWV

s CORBBENTEFICULARELABVEERE., /12— Y MNEREEFREL TS ESV, JloxY K~
D—ORHET, VPNSHY/BZELT, FERBODI7T 7SO 2EALTOERERAET,

s HEBAEZ TR INTOI—HY—HFEAULF—LILBITZES. 7T7A4AN—T 570 RKEEES
FREEFIVFTFAT7ATIA=ILOBETHIUREENI BYVET, 7TA4A/N—T S OHER
e tF 1T A T77AT7IA4=)LIE, AWSNZIX NIV =)L >THEAENATVS
RXAADTOEAZTOY IVSDAREEN BV ET. CNSDIREEZFTICTEHN, 77
ATOA=)ORENHEEZHHOLET, EHROBMBEEERIDICEK., BEVOTSUOHFOF
AROY /N—Y =)L (Chrome, Firefox®) Z 2y oL, [AVY—=N] 2T ICRRENLEIS— %
HBLET, . ROUVARNRZEORXAOY T4V ORAAWS XXX NAVY =) ZEH
LET, ChIIXNTZBRBELEVARNTREOYNERBA, ChSORXAIDOTT 1Y TR,
AWSDO A A HHENICERATE DT TRHY EE A,

e .a2z.com

¢ .amazon.com

* .amazonaws.com

* .aAWs

¢ .aws.com
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« .aws.dev

« .awscloud.com
« .awsplayer.com
+ .awsstatic.com
+ .cloudfront.net

» live-video.net

/A Warning
2022 £ 7 A 31 BLABE, (& Internet Explorer 11 Z#H7R—K L AWS <& XLk,
R—REhTVWBRHOTZVH AWS XXXV ROV =)L T E2ERATREEHEOL
F9, HFMICOVTE. AWSZ1—R7OJ%SRBLTEE,

NOBEGRICTZOYIC T7ORRAER IZ7—HFRREND
AWS X RI XN U—=)

AV TRIRIENEERF, ATORENIXNTRHEEhIEZEE, TOVRAICHET A6
FHYNET,

« VPCIVRARAVRENLTAWS H—ERAIV RRAVNIEETEIRSICREEThIZRY b
D=7 AWSXZXZ XV RAVY=IL DS CTIEALET,

« AWS H—EZAADT IV EAZHIRTDICIE. IAMRU S —T aws:SourceIpE ik
aws:SourceVpc JO—NIL&HEF—2FEALET,

aws:Sourcelp £/zlF aws:SourceVpc JO—NILEZHF—ZET IAMRU S —Z2HRITD &
EHEBOLET, BEIZISU T aws:Sourcelp & aws:SourceVpc OEE ZBHALET,

—ED AWS XXX NV —)L BEETIE, IPv4 L IPve BROmAEZYR—KT25717
WNAZY O RAAVEFERALET, IAM R —aws:SourceIph IPv4 CIDR 7OY 9 DK T %ZfE
AULTTP7OEREZHIRTZBEE., ARL—TFT AT ATLN IPv6 ERZBETRIES (TR T
DEDFE ). VITARNNKRITD ARSI HYET, ChZEEITSICE. IPv4CIDR 70O Y
& IPv6 CIDR 70OY UV O A Zaws:SourceIpRHICEDE T, FMIC DLV T, AWS Identity
and Access Management 11— —3 4 R® "aws:Sourcelps ZZRL T EE L,
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Z#S B L TL & WAWS Health Dashboard,
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