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Create your application

Create your AWS Supply Chain application. We have = S E—=
selected some defaults to get you started.

Create

NS
N

( Edit in advanced setup )

Service access and encryption defaults

When you create an AWS Supply Chain application, you grant it permissions [4 to access some AWS
resources on your behalf. Your data at rest will be encrypted using an AWS owned key. To modify these
defaults choose Edit in advanced setup.

A v

BREXYE—INRRENET,
4 A
@ You're all set, please check your email X

We sent an email to user12@amazon.com. Please check your email to verify your user
account and begin using AWS Supply Chain.

Your new user is stored in IAM Identity Center. Verify your user to active the user
account.

( Manage app”, "tio"") Sign in to AWS Supply Chain

A W |
2. EX=)TUTZEHERLTSEZL,

« [dCF—LHLSDE X—)l,
s DEBF—LASOE X—)L,
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Hello New User,

Your administrator has created an instance of AWS Supply Chain, and has invited
you to join.

What is AWS Supply Chain?
https://faws.amazon.com/aws-supply-chain/

https://
Accessing the AWS Supply Chain
You can sign into AWS supply chain application by using the information below.

Your AWS Supply Chain Application URL:
https://flyy6b8y.scn.global.on.aws/
Bookmark this URL for easy access in the future.

Your Username:
user123+1@amazon.com

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a registered trademark of
Amazon.com, Inc. This message was prod , “and ‘ibuted by Amazon Web Services, Inc. or its
affiliates, 410 Terry Ave. North, Seattle, WAL ™ ,9-52 All rights reserved. Read our Privacy Notice.

3. HBEEXA—)LzZltEW~s5., AT A LET AWS Supply Chain, "the section called “AWS
Supply Chain DT 7 77 ) —>3a I cO0 A2 3% #5BLUTLSES L,

AR EZERTS

HMRETE, MEBONSX—BZRERELTA VARV ABHARIAARTEERS, 7UEY NNT
X—BZNDEEXRHREZMEAL T AWS Supply Chain 1 VAR AZERTDICIE. ROFIEICHL
-

1. MY N7 YT THREZBIRLET,
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Create your application

Create your AWS Supply Chain application. We have = S E—=
selected some defaults to get you started.

Create

( Edit in advanced setup

_/
NS
N

Service access and encryption defaults

When you create an AWS Supply Chain application, you grant it permissions [4 to access some AWS
resources on your behalf. Your data at rest will be encrypted using an AWS owned key. To modify these
defaults choose Edit in advanced setup.

A

AVABRVAQOTANT AR—=IHFRRENET,

= Home > Manage instances ® A

Specify instance details

Instance properties info

AWS Region

The AWS instance will be created in the region displayed above. To change the AWS region, cancel the create instance setup, select the new region from the Select a Region drop-down on the top-right panel,
and restart creating the instance.

Enter an instance name

( )

1 to 62 characters including spaces, underscores, and dashes.

Enter a description - optional

256 characters max.

AWS KMS Key - Optional info

Choose an AWS KMS Key
You must provide an AWS Key to encrypt your data across AWS Supply Chain.

[ Q_ Choose an AWS KMS key or enter an ARN ] ( Create [4 )

Instance tags - optional info

labalibios i bo am ANC Lovicla. i Cacl iekeafal " siamalial bocsboidonkil iasd. £

AVARYAOTONTFAR—TUTEADLETD,

s BHI-A2VARABZADLET,

« B — AWS Supply Chain 1 VAR ADHBPZA SN LET (AEFBRAAAXVA, TR

RAZAZDVABZE ),

ESiE

EZERTD



AWS Supply Chain BFEEHAR

« AWSKMS F— (723 -F7#) MO AWSKMS ¥—%ZFHT2H HER)., HED
AWS KMS ¥—%ZIEETE X T, EMMIZ DLV TIE Tthe section called “71 A X L AWS KMS
F—OFERA) ZSRLTEEL,

c AVABVARYT BRI ERATERRTEZAV ARV AILEBMTERY, LexAlE, &Y

ZEMLT, BRI DA VAR ADERAT7 (AEBBA. TANA, UATZRE) ZERTE
£

® Note

S/4 Hana T*— Rt 2 AT 2HEF. BEL 12 AWS KMS F—(C OfEICBEE T
Shiz aws-supply-chain-access ZUN’Hd & 2MFEL T EE Wtrue,

3. AVARVADER ZBRLET,

4. (F7232)AWS Supply Chain 1 2 AR ANERE N, AWS KMS F—TIiH DAWS KMS
F—EFERATHEEBRLLEEE. P AWS KMS F— AWS Supply Chain IC 79t ATE
BESICKMS RUS—ZEFHLET,

(® Note

YourAccountNumber & YourInstanceID % AWS 7 A N & KT AWS Supply
Chan 1> AZ>AIDICBEEMAET,

"Sid": "Allow AWS Supply Chain to access the AWS KMS Key",
"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::YourAccountNumber:role/service-role/scn-instance-
role-YourInstanceID"
},
"Action": [
"kms:Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey"

1,

"Resource": "*"

FMREZHEATS
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AWS FTEF—DEAIE. AWS Supply Chain 1 VAR ATHRE WD T 74 I NKET
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BFDO AWS KMS ¥ —0DO A

1. BELREEZNAZIIAXEZERLET,
2. F—OEBRIBEILET AWSKMS,

3. BMEETNET7A—I)IRICF—ZADLEXT,
4. [E#FH 2BRLEY,

AWS KMS F—D1EE

1. [ER] Z&IRLET,
2. TKMS *#—%EKT51 OATYTIZHVET,
3. ROTIOEAFUTHLLVWF—ZFFHLET,

c FEREBT VAU ZERTD. ATDERKRICLET

s F—HEAFTZERTD. F7IDOXRKRICTS

« F—RU—OEHFH: F—RUZ—ZHmEL. ZUTICEERRAXT,
JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",

HEREEMEATS 14


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html

AWS Supply Chain

EEENAR

"Principal": {
"AWS": "arn:aws:iam::111122223333:xroo0t"

},
"Action": "kms:*",
"Resource": "*"
},
{
"Sid": "Allow access through SecretManager for all principals

in the account that are authorized to use SecretManager",
"Effect": "Allow",
"Principal": {
"AWS": v
},
"Action": [
"kms:Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :CreateGrant",
"kms :DescribeKey",
"kms :GenerateDataKeyWithoutPlaintext",
"kms :ReEncryptFrom",
"kms :ReEncryptTo"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-
east-1.amazonaws.com",

"kms :CallexAccount": "YourAccountNumber"

"Sid": "Allow AWS Supply Chain to access the AWS KMS Key",

"Effect": "Allow",
"Principal": {
"Sexvice": "scn.Region.amazonaws.com"
},
"Action": [
"kms:Encrypt",
"kms : GenerateDataKeyWithoutPlaintext",
"kms :ReEncryptFxrom",
"kms :ReEncryptTo",

FMREZHEATS
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"kms :Decrypt",

"kms : GenerateDataKey",
"kms :DescribeKey",
"kms :CreateGrant",
"kms :RetireGrant"

1,

"Resource": "*"

AT Y 7 3: AWS Supply Chain 7 77U —2a > mEEZERT
)

AWS O Y —)LEEHEE. AWS Supply Chain VT 777U —23a > ANDTIEA%ZBEETS
T7)r—23a>mAEE%ZEIRLET AWS Supply Chain .  AWS Supply Chain 77U or—<3a >
ZF—+—I&. AWS Supply Chain VX777V r—>a it 1—HY—F7oAFTO—-/ILZEML
YWHIBRL 2V TEE T,

AVABRANEREN, IDYV—ANEHREhES, XROATY T IZH> T AWS Supply Chain 7
TVr—=>a mAEEERBIRLED,

1. AWS Supply Chain AV —=I)EZ Y 1R—RZREXT,

2. "FPFVT—=2armBEOER, CBEL. AWS Supply Chain 77U —23a > mEHIC
BRI —2Z2BRLET,. REBRICE. REZHFIC—HITBZLI—H—DANFRRENET,
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]
©

A ©

AWS Supply Chain

Select instance

(= D
Instance details info

Instance Name Status Sub-domain
test ® Active
Created on: 6/12/2024

AWS KMS Key Instance ID
Description

User access management info

AWS Supply Chain connects to AWS IAM Identity Center, where you can create and manage user identities or easily connect to a variety of third party identity sources. We'll check to
see if your organization has a current identity source setup, or give the option to create a new one in IAM Identity Center

Status
@ Identity source connected

Application owner info Select an application owner

[ @ Select an application owner to setup AWS Supply Chain. X ]

When an identity source is connected, you must select an application owner who will setup your organization in AWS Supply Chain. The application owner will receive an email with a
link to access the AWS Supply Chain web application for the first time.

3. (ATVIAV)VIAMTAFUTATAEZ—ICBBHERERLT, 1—Y—%Z2EBMLET, 1—
H—0EBMOFHMICDOWVWTIE, AWS IAM Identity Center 1—H—H 4 R®D "ID V—ANEE |
ZZRUTLKEEY, - —TF O AFTO-IILOFMIOVWTE, 15T IOEAFHA
A=)t ZZRLTLEE L,

@ Note
AWS Supply Chain > Y =LA S —EICEBMTERI—H—E 1 ADKTT., AWS
Supply ChainTld, JIN—7%2F77)5r—>3>F—3—ELTEMTRERFTESE
A,

4. SendlInvite ZBIRLET, VI T77UIT—2 3 BBEICEX—IINREEThET, V17
F7Ur—2a BBENfNMBEEX-IINEZSETDE, P7TUT—3>2 URL ZiBIRL T (I
AJ4>TEBDRSICEY) ET AWS Supply Chain,
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dWS

Hello New User,

Your administrator has created an instance of AWS Supply Chain, and has invited
you to join.

What is AWS Supply Chain?
https://aws.amazon.com/aws-supply-chain/

https://
Accessing the AWS Supply Chain

You can sign into AWS supply chain application by using the information below.

Your AWS Supply Chain Application URL:
https://flyy6b8y.scn.global.on.aws/

Bookmark this URL for easy access in the future.

Your Username:
user123+1@amazon.com

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a registered trademark of
Amazon.com, Inc. This message was prody’ , “and -ibuted by Amazon Web Services, Inc. or its
affiliates, 410 Terry Ave. North, Seattle, WAL ™ ,9-52 All rights reserved. Read our Privacy Notice.

AWS Supply Chain A2V —=)IEZ Y2 1R—=RIZ, PTVT—2 3V mBEEOTICI—Y—HFRRE
nEXI,

AWS Supply Chain TEE#ZIZIRL T, AWS Supply Chain DI 777V s5—>a>rcl1—Y—%8
e RVHIBRT S
AWS Supply Chain DT 777U —23aicQd74>9%

AWS Supply Chain BE#& (&, AWS Supply Chain VI 777U —>a> A0BEA-ILZZEL
TWBEF T,

1. X=)ICRRBEThTWBU 0720 UYOFTSBH., AWS Supply Chain AV—=ILOA Y1
R—RO[PVTRXA)T[ITTURLZEVIUYILET,

AWS Supply Chain DI 777U —2a> 0004 U R—=INFRRENET,
2. |AM Identity Center AWS 1 —H'—3REEEHZEA DL, FA2 A 2B RLET,

AWS Supply Chain T 777 Ur—>aicQd4>3% 18
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® Note

NHTOTAVIRHERIEDHK, THADVNEBEBOTOT7 1 —ILOAANFROSNE
EE

3. [Complete your profile] R—Z T, [Job Title] & [RA LY —2]1ZADLET, [AN] ZEBRLF
CB

4. [Let's add your organization information] R—2 T, [##H&] Z AL T, [Headquarters
location] ZIBIRLET, YBIZIHUT, 2HEOOTZEBMTEET, AN ZBRLET,

5. [Set up your teammates on AWS Supply Chain] X—> T, AWS Supply Chain VT 7 F7 71
T—2a T AREFETRZI1I—F—&BRUET, [Invite Users] ZZEIRL EFTF, AWS
Supply Chain A—H#'—7 V7 AFAO—ILOFMCOVWTRE, T ZZRLTKLEEWI—
=T O AFAO-IILOEE,

6. 1—HY—nEBENERTITS>HEWE. [Skipfornow] 2V UYL ET,

[Onboarding complete] R—Z FBEET,

7. BMUEREI—HY—E, \OUVIZELCEX=IAYE—2FETSH AWS Supply
Chain, V>0 1E—ULTI1—H¥—ICEETEET,

8. [Continue to homepage] 22 ') Y 2 LT, AWS Supply Chain #Y < 1;R—REZRXRRLET,

AWS Supply Chain VT 777 r—2a>IcAQd #4209 % 19
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M fEA AWS Supply Chain

AWS Supply Chain l&, #7544 FI—> %y RD—o2TRLL, BRCESV 2 EBREERE
LAV, $7S5AFI—COMEEREALEEBDOILRIDISIRR—ADT7UT—2 32T

T, ZFEHAT S E AWS Supply Chain, EEXRTXTBTF—RYV—AZ#ERL., BBEBZFEALTI Y
HARNZERL, ABF—LRABN—KF—EASRL—23 2 TEES, OIS IAUTRE,
W< DA D AWS Supply Chain ERHEHEEIC DV THBAL E T,

N =R

« AWS Supply Chain IV —)LDOEHA

- ZO77AI)NDOEH

s 1—Y—TFOLAFITO-IIDOEE

s AAZADHIBR

AWS Supply Chain >V =)L O EH

AV =) %eERTRE, Y—EAVY-ALREZHRICEETEXRT, AVY-IILICE, U
V—ARERR, . BE, TEZRV VI TEIERNBEIVITIR—AQA Y R—T T4 AN AEE

NTVWET, Ccots>arTrk, AVY-ILETIEALTFET—ML, —BHBEEEBERXAY
ZRITIDHECOVTHALET,

(® Note

AWS PHIO "N AWS lBBO X N—THO 2V NT, Y—EARO> NO—IILRD>—
(SCP) FEFENTWVWBEFEIE, DO SCPAXN=THINIROT O AFA &2
ELTVWRZLE2BRLTLKEETV, ROT IV AFANEBO SCPRV—IZEENT
W W54, AWS Supply Chain €1 > AR ADERIEKBLET,

AWS Supply Chain AV —=IILT V7 ERATBICE, BPMROTIVEAFAOEY NFBETT, <
NSOTVEAFAICKY, ® AWS Supply Chain UV —ANFHHllZ —BERRELFRRTERT
AWS FHTY ho BIBRYUBEBHFALY EFHIBRABLVTATFUOTATAR—ADR) > —RER
THE, TORVD—2REITIVFT 4574 (A—H¥—FLREO-)) CHLTIVY—ILFERL
EBYICHEELEE A
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AWS CLI £7/zl& AWS APl DA ZROHTI—Y—CE@F. &FPROIAY—-ILT IO AFAZEE
TRIBEFHEEBA, KDYIC, RITLESELTVB APIARL -3V IC—HTBT >3
YORNDT I EANFAENET,

OV —=I)LEEBEN AWS Supply Chain 1 VAR ADEREEFHZEEICETITAICE. ROT
DL AFANFBETT,

JSON

key_arn &, AWS Supply Chain 1 VARV AICERATHF—EBELET. RANTTIT714 A
L. ERTBRF—OAADT I EAESIRT B %I DL Tk AWS Supply Chain,  TIAM &1 S —
AT—KRAXAVRNTOKMS F—NIEE, 2SRBLTLKEETV, IXNTOKMS F—Z2XRTFIZF, 74
LRA—RXZFOH (™) ZFEALET,

70774 INDOEFH

THOURNEHEBT7O7 74L&, AWS Supply Chain VI 777U —>3a TV OTEEHRT
EET,

TAORNZ7O7 7A4ILOEHH

FAOVKRZA77AINEZEHFITBICE. ROFIBICHEVNEKT,

1. AWS Supply Chain VI 777U —>3a> &y 1aR—ROEROFES—2arRA4Y
T, RETAAZERLET,

2. [PADRN7O7740M] 22UV ILET,

[PHORZO77ANR=IHFREET,
3. TAHADODVNOBEREZEHLT., (RE]Z2VIUYILZET,

BB 7O7 74 OER

MB7O77ANEEHITDICE. XROFEIZHWVWET,
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1. AWS Supply Chain DI 7775 —23a> Ay 1 R—ROEROFES —>aroRAY

T, RETAAZERLET,
2. [##%] &i#IRL T, [Organization Profile] 22 )Y L%,

[Organization Profile] R— A" BIE £ T
3. #E# o [O] X [Headquarters location] ZEFHL T, REFE] 20V Y ILET,

A—%—F O EAFAO-ILOERE

AWS Supply Chain BB &, 72N NOI1—F—T O AHFITO-—INZFERTEIHN, DAXLT
D AHFTO—ILEERKTEET, AWS Supply Chain IZlE, XOF7FINOI—H—-T IR
FoO—IIrHYET,

- BEE-INTOTF—RED—HF—OT IV ARZER. RKR. EEITZTIEAHTA

s F=BTFTUAN-IXRTOTF—2EREZER. k. EBITZDTIVEAHFH

« EENZR—Y ¥ — —Insights Z4ERK. ®kT~. BEITDT IV EAHA

s BETVIUVSI—-FEHEZER. RTR. BE, LEE, NHATRILEHOT VAT,

c N=hFT—F—ERIZ—TF—-N—hFT—ODEEERTR, T—FVITANDERERT., &
AT —2ORTOT 7 EAFHA
c BT SATS 0 - -G EZERE, RRIDTIEAFH

(® Note
AWS Supply Chain EEBEE LT, 1—H—ZEBMTSEIIC. XRORKUCEEBELTLSEZL,

s F7AILRNOZEI—HY—TOEAFAO-INE., FOEAFITOLY NTEREIET,
1—H%—ZF7#)NOI—Y—T O AFAO-INICEMNTDEE, HARLT Ot
AFTO—-IIZERNTEDEETEERT,

s BE1—H—(CEHETRIENTEDOR, E—01—HY—TIVEAFITO—ILOKT
CIP

s F7AILNDI—H—TOEAFATO—ILZmMEETCEBIBRTDCERFTEREA,

s ERULEAARZRLT VO EAHTO-IILEZRETDE., TOAARLT 7AFAO—-IIC
BI2INTOIL—Y—OFT IV EAFANEHREINET,

s ERLEAARZALAT VEAHFTO-ILZHIBRIDE, DARLT7AFAO-ILOIN
TOI—Y—HFTIOEATERLLAV)ET AWS Supply Chain,
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- I —TDEME TREYR—KRENTVERA AWS Supply Chain,

NEY D

« A—Y%—nIiEM

« A—HY—TF Ot AHFADEH

« 1—Y—0HIER

« DAZLIA—Y—T O LAFATO—IL DEEK

d—Y—niam

AWS Supply Chain 2%k, AWS Supply Chain VT 7775 —>a Il TF7OEARTREHD
I—H¥—2BMTEET, 1—H—(EFE T IAM Identity Center (IdC) [CBIML TH S, BIMTEET
AWS Supply Chaine, 1—H—% IdC [CEEMT A FEDOFMC VWK, "I—H—TOEADE)
UT, EBBLTLIEE,

Jd—4%—%I1dCICEBMLAES, UTOFEICH#>TI—HF—Z2EBMLET,

1. AWS Supply Chain &Y > 1 R—ROEET A I ZBIRLF T,
A—H—&T 7 AFTZERLET,

A—H—, 1—%—ZBRLET, [1—F—Z2BEEB|R—DHFHEET,
FLOWI—H—0EMZREIRLET, [AddUser] R—IHAHEET,
I—H¥—@EM@EHRY) ROV FEI X _1—I8T1—H—%BIRLET,
"M=JLO&ER, ROYTEI A Z1—HAs1—H¥—0O—-ILZBRLET,
DEpn) ZFIRLET,

N o o bk~ b

A—Y—TF O AFAOEH

WEDI——O AWS Supply Chain I—H—TF7 O AFTO—IIZ2EHMITBICE. ROFIEIZH
WET,

1. AWS Supply Chain & ¥ ¥ 1 R— ROERIDFES —2aURAIVT, RET A AV EBRLE
E

2. [FOEAFH]. A—F—]OIECERLEXT,
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3.

4.

[A—Y—ZEBIR—IHIRELXT.

A—Y—EEBR=—IT, I—-¥—TFTIOAHFAATO-NZEHMITD 1Y —FKREIIIL—T2&ER
L. Z7€AFTO-LRAY TR O AZ1—ASTOEAFIOA-ILOVWT A ZRBIRL E
EE

(® Note

AWS Supply Chain & ¥ 2 17R— Ri&, BWHETLEO-ILT 7 EAFTICIEUTHAR
IARXENES, BECOVTE, "THRRLAI—Y—F o LARTO-LOER, %
BELTIEE W,

[REF] ZBIRLE T,

d—Y—0HIE

AWS Supply Chain ¥ #&(&., AWS Supply Chain VI 777V r—>a>rhs1—H¥—%HIlRTE
F£9, 1—HY—F. XROFIETHIBRTE XY,

1.

AWS Supply Chain Y 2 2 R—ROEBRIDFES—>3aoRAT, RETAIZERLE
¥,

[7 7 EAFFA] [A—Y—] DIEICERL X T,

[1-¥— =B R—THBEET,
[1—Y—2EB| R—ITHRT 1 —EBRL T, MBI FAI0EIUY ILET,

NAZLD—Y =T I AFAO—IDEK

TF7ZLNOI—H—TOEAFAO-INICNMA, DARLAI—H—T IOV AFAO-ILZERL
T, BROTIVEAFAO-LZEHEY, REOOT—>3a2PHREEMLIEY TEERT, #HL
W7 OEAFAO-LE. ROFIETERTERT,

1.

AWS Supply Chain Y 2 2 R—ROEBOFET—2aoRA2T, RETA A ZERLE
T [FOEAFA] [P7EAFTO—IL] OIEICERLET,

[ZOEAFTO—-IIR—DHEEXT,
[Create New Role (#1L W\ O— )L ZERK)] ZBIRL £,
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3. [PUVLAHFNEEETI|R—20O [O—ILBICBRIZADLET,
4, ATAFZ—Z@8H LTI —TOEAHFAO-ILZEIRLET,

 EB-I-Y-ICEBT7IVEAFTZEYSTR L, FHREEM. RE. EETEERT,
s RR-I—Y—LCRRTIVEAFTZEVETD L, REDVBHROKZERTTEERT,

® Note

AVABR AN TF—RY —AIC#EHE L TVWBEE, [Location Access] & [Product
Access| D FTHRBEOT—>2a>OANBIRTEET, 2K, >F7RloOy—
JAVTTRAROAKAEZERTIHARLEREI Y —&EHKLEY., T H)LoO
=23 TTPRARDAVHA N EZEBTDOLDA A NI1I—H—ZERL 2V
TZEET,

[Location Access] D T T, BEN—ICU—232ZADLTREREL, BRLULET,
6. [Product Access] D T, BREN—ICEBEADLTHREL, BRLET,
7. [REFE]ZEBIRLET,

A2 AZ22 ADHIER
AVARAEEBITDICE. AOFEICHVET,

(® Note
AAZAEYIBRLTE, Amazon S3/NT Y NOBEHRIFBEBMICHIBRE ELA,

1. T AWS Supply Chain 3>V — )L Z B & & ¥ https://console.aws.amazon.com/scn/home,

2. AWS Supply Chain A2V —=)A Y2 1R—RORAYTEIUN S, BIRTDA ARV A%
BRLET,
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yyyyyyyyyyyy

[HIBR] Z#BIRLE T,

4. AWS Supply Chain "4 ARV ADHIKR, R—2 0 "H#EFE, I Ty & AhdeletelL T, 1
ARV AZHBRIBD EZHEBLET,

5 [HIBR] ZBIRLET., 1 VAR AQHIBRNABBREh, 1 VAR ANEIREIhD &, BREXY
E-—IHNRTRENFET,

(@ Note
AVARANHIBREND E, ® Amazon Q ([CBIE T B 1E#, AWS Supply Chain A" B E#Y
ICHIBREhET,
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OtF211)F7 14 AWS Supply Chain
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VT 1 OBEMMEZERNICTARNSLITRIALET, MERAEIhZ AT AT ATOTZ A
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@ . GenerateDataKey, $ KT ® AWS CloudTrail 1 X2 N T,

Encrypt
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "scn.amazonaws.com"
.
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”
},

"responseElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1"
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"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666xrx",
"readOnly": true,
"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",

"eventCategory": "Management"
}
GenerateDataKey
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": "scn.amazonaws.com"
b
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {

"encryptionContext": {

"aws:s3:arn": "arn:aws:s3:::test/rawEvent/bf6666cl-111-48aaca-b6b0-

dsadsadsa3432423/noFlowName/scn.data.inboundoxdexr/20240306_223934_536"

},
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”,
"keySpec": "AES_222"
},

"responseElements": null,
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"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666xrx",
"readOnly": true,

"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": "Management"

Decrypt

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": "scn.amazonaws.com"
},

"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-east-1",

"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
b
"responseElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666rY",
"readOnly": true,
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"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": "Management"
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{
"Statement": [

{

"Principal": "*",
"Effect": "Allow",
"Action": [

"scn:action-1",
"scn:action-2",
"scn:action-3"

1,

"Resource":"*"
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