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L AR AER
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AccessDeniedException
COTI2AVERTITDTHRBRT VEAERI B EEA,
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ResourceNotFoundException
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POST /policy/check-access-not-granted HTTP/1.1
Content-type: application/json

{
"access": [
{
"actions": [ "string" 1],
"resources": [ "string" ]
}
1,
"policyDocument": "string",
"policyType": "string"
}
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access
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W231E4E. |IAM Access Analyzer l&, BEESNEVY—ADDPBELEE 1 DICHWLTEEENE
To2a>rvodbB<eEE 1 22RTIBDTIRAZFIVILET,

#: Access 77TV MNDEFI

BIXN— | BHE0ERATY, ZEABF 1EHATT,

CheckAccessNotGranted APl /N—2 3> 2019-11-01 11



IAM Access Analyzer APIUZ77L>2A

DA L

policyDocument

RVD—AFTVELTHERTS JSONRIS—RFIXT K,
RAT: XZF
DA L

policyType

RISZ—DBA47 . IDRIVZ—E, IAM T U NICT 7 AFAZ2NHE5LET, IDKRY
—=IZk, IAMO—=L, I—%—, FIL—TTOEBRIS—AVTAVRII—HNEELE
ER

JY—=ARVD =, AWS VY —RICHWIBTIELAHFAZMNELET, UY—ARUZ—IC
F. IAMO—J)LOEER)>—& Amazon S3NT Y NONTY KRV —HFEEFIRET,

B xF5|
B%h7x{E : IDENTITY_POLICY | RESOURCE_POLICY

Y= =4

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1,
"result": "string"
}

L AR ADEX APl /N—2 32 2019-11-01 12



IAM Access Analyzer APIUZ77L>2A

LARAER

ToavHBRMTdE, Y—ERAF HTTP 200 LARY AZRLET,

B—EALSHUTOTF—2A JSON EXTRENET,
message
BEENLET VEANFFAETATVRILNESIAZRTXY -2,

RAT: XE5|

reasons
EROHERDFA,

#: ReasonSummary #7219 N DB

result

TORANHFAENATVRILESHEFIVILERER, BRY OBEPASS, EEE R
S—RTVEARFT P I ORNTEETCNET VEAFAZHTLERA. BRH OBEFAIL,
BEEhERVS—RBTIVERAFTZIIORNOT IO RAHFAO—HELRFINTEZHFTITSHE
FHYNET,

2. =5

B/ {E : PASS | FAIL

17—

INTOFI2AVICHBOIZ—IC2WTE, T—BHNBTIZS 2471 22BLTKEETW,

AccessDeniedException
COTOIAVERTITDTHBT VAR B EEA,

HTTP AF—5A0— K:403

InternalServerException

W%B-U-_/\‘_Ii_o

LARAER APl /N—2 32 2019-11-01 13
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retryAfterSeconds
BRTZ2HHTIBH

HTTP AF—& 23— K: 500

InvalidParameterException
BEEENENFX—ZHNENDTT,

HTTP A7 —X A— R: 400
ThrottlingException

AQY NUZTHIRBBIZ—,

retryAfterSeconds
HRATZSHITIVE.

HTTP A7 —2AJ— R:429

UnprocessableEntityException
BEEhEIVTATA20BTEELHATLL,

HTTP AT —2AJ— R:422

ValidationException

BREEHIATZ —,
fieldList

FRIALLBEA 2T 1 —ILRDUAKN,

reason

BIADEH,

HTTP 27 —%Z— K: 400

LTOERESRLTSEZT L,

SREBD AWS SDKs DVTFhA T DO API ZFATAHFEOFMICOVWTE, UTZ5RLTL
Z2EW,

UTOERESRBLTSEEL, APl /N\—2 3> 2019-11-01 14



IAM Access Analyzer

APIVT77L>RA

c AWS NV RIAUVAVR—TIAAV2

» AWS SDK for .NET V4

* AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

+ AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

» AWS SDK for Ruby V3

RTOERESRL T EE W,

API N—23 > 2019-11-01 15


https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckAccessNotGranted

IAM Access Analyzer APIUZ77L>2A

CheckNoNewAccess

BEORIV—EHBRLUT, BEMEALERID—CHLOLWTIORANFFAENATWVWRI A ES H R
LEY,

GitHub ® TIAM Access Analyzer custom policy checks samplesy YRS KU T, BRI —0fi
ZAFL, HILLWPIOEABOAARLRI D —FIVvO%BEYNTYTUTRITITBDHEEEET
EET, COURSRNUNDSBARY T —IE, existingPolicyDocument' J JTAKRNTAXA—ZIC
BENDEZBMELTVET,

VIOTARNDEX

POST /policy/check-no-new-access HTTP/1.1
Content-type: application/json

{
"existingPolicyDocument": "string",
"newPolicyDocument": "string",
"policyType": "string"

}

URIV O TARNNTZX—&

UOTIARTE URINSX—2EEALELA.

DO ITANRT A
UOTANELTO JSON BROF—2EZSHFANET,

existingPolicyDocument

BEORVS—OIAFTVELTHERATS JSON RIS —RFIXUN,
RAT: XE5|

DA L

newPolicyDocument

BHENLEARID—OOATVELTHERATS JSONRUS—RFIXT K,
247 XF5

CheckNoNewAccess APl /N—2 32> 2019-11-01 16


https://github.com/aws-samples/iam-access-analyzer-custom-policy-check-samples

IAM Access Analyzer

APIUZ77L>2A

DA L
policyType

KBS BRI —DRAT. DKUY —E, IAMTUSS/NLETF I AR TERSLET, ID
RUS—Clk, IAMO—)L, 1—H¥—, F—TOEBRIS—EAVFL RIS —FEER

£9,

DY —ARD—E, AWS VY —RICRITB T I AFAEFELET, UY—ARD > —IC
. IAMO—J)LOEBERIS—E Amazon S3ANT Y RONTY KRRV —AEENET, IDR
)= )Y —=ARV—RBEORNBAD., ThiE EERI S —X Amazon S3 /N7 Y KR

BEDBEDANEEETEET,
. 75
B%h7%{E : IDENTITY_POLICY | RESOURCE_POLICY

MAZE: (F L

L AR ADREX

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number

}
]I

"result": "string"

LARAER

ToavHRHmTdE, Y—ERAF HTTP 200 LARY AZRLET,

B—EALSUTOTF—2A JSON EXTRENET,

LARY ADHEX

APl /N—2 32 2019-11-01 17



IAM Access Analyzer APIUZ77L>2A

message
BHENLERIS—HFHLVWT IO RRAEZHATINESHERTXY -,
RAT XFH

reasons
REROMRDFA,

#: ReasonSummary A7 T 9 NDOE 5|

result

HLOWPOEADFIYIDER. BRY DBEPASS, EME LRI —TRHLVTIE
ARFAETNREA, BRY OBEFAIL, BEFENLRI—RBHLOWT I ERAZHAT S5
BFBYET,

B xF5

A7%E : PASS | FAIL

ITZ7—

IXTOTI2AVICHBOIZ—ICO2VWTR, T—RABTIZ 247, 28RBLTEEL,

AccessDeniedException
COTI2AVERTIDTHRBRT VEAERI B XL A,

HTTP A7 —XAJ—R:403

InternalServerException

W%B-U-_/\‘_Ia_o

retryAfterSeconds
BRTZ2HHITIPDH

HTTP A7 —2AJ— R: 500

InvalidParameterException

BEENLENTX—ZHNEWTT,

Io— APl /)N\—2 32 2019-11-01 18



IAM Access Analyzer

APIUT77L2A

HTTP A7 —X A— R: 400
ThrottlingException

AOY NUZTHIREBIZ—,

retryAfterSeconds
HATZSHITIVE.

HTTP A7 —5% A0— K: 429

UnprocessableEntityException
BEEhEIVTATAZMEBTEERRATLL,

HTTP AT —XA—R:422

ValidationException

RIALBIALS —,
fieldList

FRIALBEA 2T 1—ILRODUAN,

reason

BIADER,

HTTP 27 —2 20— K: 400

LTOEREZRLTSEZ L,

SEEBED AWS SDKs DWThA T DO APl ZFERATBHED

"

(A
nk

W

AWS XNV RTA VAV RZ—TIAAV2
AWS SDK for .NET V4

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2

AWS SDK for JavaScript V3

AR OVWTR, UTZ5RL T

RTOBEHEZRLTEE L,

APl N—23 2 2019-11-01 19


https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoNewAccess

IAM Access Analyzer APIV77L>2A

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3
+ AWS SDK for Python

* AWS SDK for Ruby V3

AToEHESRLTEEL, APl /N\—2 32 2019-11-01 20


https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoNewAccess

IAM Access Analyzer APIUZ77L>2A

CheckNoPublicAccess

DY —=ZARV—H, BEENEVY—ABRATANONT VY IOT IO EARHRTEZ LN ESH &
FIVvIOLEY,

VIOTARNDEX

POST /policy/check-no-public-access HTTP/1.1
Content-type: application/json

{
"policyDocument": "string",
"resourceType": "string"

}

URIUITARNNTGA—=R

UOTIANTE URINSA—2EEALEL A,

VO LTARNRTA

YUY IANEAT®O JSON BROF—RERFANET,

policyDocument

NTVYOFTOERAEFHMTS JSONRIT—RFIXURN,
AT XFEF
A L

resourceType

NTVYOTOEAZTFETEIVY—ADEAT, HlzxlE, Amazon S3NTY RADODNT VYD
TOELAZHEETDICE, UY—AZXALTAWS: :S3: :BucketlZ ZIBIRTEEXT,

BWBEELTHR—RENTVEVIY—ZARATDOHEE. IAM Access Analyzer lF T —%
BUET,

8 xF5

B8 : AWS: :DynamoDB: :Table | AWS::DynamoDB::Stream |
AWS: :EFS::FileSystem | AWS::0OpenSearchService: :Domain |

CheckNoPublicAccess APl /N—2 3> 2019-11-01 21
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AWS: :Kinesis::Stream | AWS::Kinesis::StreamConsumer | AWS::KMS::Key
| AWS::Lambda::Function | AWS::S3::Bucket | AWS::S3::AccessPoint

| AWS::S3Express::DirectoryBucket | AWS::S3::Glacier |

AWS: :S30utposts: :Bucket | AWS::S30utposts::AccessPoint |

AWS: :SecretsManager::Secret | AWS::SNS::Topic | AWS::SQS::Queue

| AWS::IAM::AssumeRolePolicyDocument | AWS::S3Tables::TableBucket

| AWS::ApiGateway::RestApi | AWS::CodeArtifact::Domain |

AWS: :Backup::BackupVault | AWS::CloudTrail::Dashboard |

AWS: :CloudTrail::EventDataStore | AWS::S3Tables::Table |

AWS: :S3Express: :AccessPoint

WAZE: (L

L AR ADREX

HTTP/1.1 200
Content-type: application/json

"message": "string",
"reasons": [

{
"description": "string",

"statementId": "string",
"statementIndex": number

}

]I

"result": "string"

LARAER
FOTAVHRBTBE, Y—E AR HTTP 200 L ARV ZAERLET,
$—ERAN SUTOF—RH JSON BRTEENET,

message
BEENERVS—HFVY—ZANONT VY IOT O AZHATEINESHERTAY -,

L AR ADEX APl /N—2 32 2019-11-01 22



IAM Access Analyzer APIUZ77L>2A
AT XFH

reasons

BEENEVY—RARVS—HFVI—AZALATONTIYITORAZHATHIEHDOU AR,

#: ReasonSummary 7219 N DOE

result

BEENEVY—ABZATAONT VY IOTOEAZFIVILEER, #ERD OIFEEPASS.,
RIS —RBEEENLEVY—ARZATANONT VY IOTIORAZHALERA. RN O
BFAIL, RV —REEEhEVUY—AZATAONT VY IOT O AZHFATIEEN N HYE
9,

. x#F5|

B8 : PASS | FAIL

IT7—

INTOFI2AVICHBOIZ—IC2WTE, T—BHNBTIZS 2471 22BLTEETL,

AccessDeniedException
COTIVAVERTTDTHIRBRT VAR B EEA,

HTTP A7 —XAJ— R:403

InternalServerException

W%B-U-_/\‘_Ia_o

retryAfterSeconds
BRTZFHTIDH.

HTTP A7 —2AJ— R: 500

InvalidParameterException
BEENLENFX—ZHNEUNTT,

HTTP A7 —2AJ— R:400

Io— APl /N—2 32 2019-11-01 23
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ThrottlingException

AOY RN THIREBBIZ —,

retryAfterSeconds
BRTZEHIZIPE.

HTTP AT —XAJ—R: 429

UnprocessableEntityException
BEEEhEIVTAT1420EBTELEHEATLE,

HTTP AF—& 20— R:422

ValidationException

BEBIATZ —
fieldList

FRALBEA 2T 1 —ILRDUARN,

reason
BIADER,

HTTP A7 —2AJ— R:400

LTOERESRLTSEET L,

SHREBD AWS SDKs DVIFIA T D API Z2FEAIZFEOFMIC OV TR, UTZ5RL T
=W,

(A
0k

AWS ANV RZAAVEZ—TIAAV2
AWS SDK for .NET V4

* AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

* AWS SDK for Kotlin

AToEHESRLTEEL, APl /N—23 2 2019-11-01 24


https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckNoPublicAccess

IAM Access Analyzer APIV77L>2A

* AWS SDK for PHP V3
+ AWS SDK for Python
* AWS SDK for Ruby V3

AToEHESRLTEEL, APl /N\—2 32 2019-11-01 25


https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoPublicAccess

IAM Access Analyzer APIUZ77L>2A

CreateAccessPreview

DY—AQOT O AFAZ7T7043%8C. JY—AD IAM Access Analyzer D HEFHERZ 7L
E1—T&370tA7TLEI—ZERLET,

VOTANDEX

PUT /access-preview HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"configurations": {
"string" : { ... }
}
}

URIVIZITARNNTZX—=Z

UOTANTE URINSA—2EBALEL A,

VO TARNKRT A

UIIANETO JSON KRDOF—REZHFANET,

analyzerArn

FORATLEI—OERICERAENDTHINT 54 —0 ARN, Account XA
EACtiVeRT—RAZE DT FSA Y —DOTF VAT LEI—DO&EEKTEEXT,

AT XE5
Pattern: [A:]*:[~:]*:[~:]*:[~:]*:[~:]*:analyzer/.{1, 255}

DA L

clientToken
DTAT U NN—D2,
AT XF5

CreateAccessPreview APl /N—2 32> 2019-11-01 26


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer APIUZ77L>2A

WA VWA

configurations

TORATLELI—OERICERAETNZ VY —AOT VA NO—ILE&E. TIO/EATL
Ei—-lE, BREALET7I7EAOYMNO—LRETY Y —ARICHAENEABT VL AOKRE
BRIEENET, RELCR 1 2OEZDHAEEHIMBENHYET,

&4 7" Configuration Z7 T U KNI Y TANOXFHTT,
WAZE: [

LARADEX

HTTP/1.1 200
Content-type: application/json

{

"id": "string"
}
LARAER

TO2AVHFEUMTDE, T—EARFEHTTP 200 LAR AZRLET,

H—EALSUTOTF—2A JSON EXTERENET,

id
TOEAT7LEI—DO—EOD ID,
RAT: XE5|
INZ—>: [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{s}-[a-f0-9]1{4}-[a-f0-9]1{12}
I5-

INTOFI2AVICHBOIZ—IC2WTE, T—BHNBTIZS 2471 22BLTSEETW,

AccessDeniedException

TOIAVERTIBDTOBRTIVEAERIHUREA,

L AR ADEX APl /N—2 32 2019-11-01 27



IAM Access Analyzer

APIUZ77L>2A

HTTP A7 —XAJ—R:403

ConflictException

BEPALZ—,

resourceld

I) \J_Za) |Do
resourceType

I) \J _Zg ’f 7°o

HTTP AF—& Z0— K: 409

InternalServerException

W%B*T—/\'—Iﬁ—o

retryAfterSeconds
BRTZ2HHTIDH.

HTTP A7 —XAJ— R: 500

ResourceNotFoundException

BEELEVY—ANROAVEREATL L,

resourceld

IJ \J_Xa) IDo
resourceType

IJ \J _Xa) 9 ’f 7°o

HTTP A7 —2A0— K: 404

ServiceQuotaExceededException

ﬂ-_tﬂxglﬁﬁa)_ﬁli_o

resourceld

IJ \J_Z IDo

resourceType

U \J_7\5"r7°o

APl /N\—2 32 2019-11-01 28
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HTTP A7 —XAJ— R: 402
ThrottlingException

AOY MUV THIREBIZ—,

retryAfterSeconds
BRTZ2EHHITIDH.

HTTP A7 —2A0— K: 429

ValidationException

BRELPIA TS —,
fieldList

FRALLBEA 2T 1 —ILRDUAR,

reason

BIADER,

HTTP A7 —2AJ— R:400

LTOERESRLTLSEZT L,

SHREBD AWS SDKs DVIFhA T DO API Z2FEAITZFEOFMICOVWTE., UTZ5RL T
W

(A
0k

AWS ANV RZAAVEZ—TIAAV2
» AWS SDK for .NET V4

* AWS SDK for C++

+ AWS SDK for Go v2

+ AWS SDK for Java V2

* AWS SDK for JavaScript V3

* AWS SDK for Kotlin

» AWS SDK for PHP V3

+ AWS SDK for Python

* AWS SDK for Ruby V3

AToEHESRLTEEL, APl /N\—2 32 2019-11-01 29


https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAccessPreview

IAM Access Analyzer APIUZ77L>2A

AToEHESRLTEEL, APl /N\—2 32/ 2019-11-01 30



IAM Access Analyzer

APIUT77L2A

CreateAnalyzer
THIVROTFS5 L —%ERLET,

VOTARNDEX

PUT /analyzer HTTP/1.1
Content-type: application/json

{
"analyzerName": "string",
"archiveRules": [
{
"filter": {
"string" : {

"contains": [ "string" 1],

eq":
"exists": boolean,
||mn: [ "String" ]

[ "string" 1],

}
},
"ruleName": "string"
}
1,
"clientToken": "string",
"configuration": { ... 1},
"tags": {
"string" : "string"

o
"type": "string"

URITVIJITARNZX—&

VDOTARTR URINGX—2ZFEALELE A,

JOTARNKRTA

JOTARNEUT®D JSON EXDT—RZZ T ANKT,

CreateAnalyzer

API /N—23 2 2019-11-01 31
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analyzerName

ERIBTFZAH—DHET,

247 XF5

REOFKN: &ZPIRIEF1TT, GEARE 255 TT,
INR—2: [A-Za-z][A-Za-z0-9_.-]*

DA L

archiveRules
TFoAY—RICEBMT2T7—HATIN=ILZEELET, 7T—HA47I—I)LE. L—IICEE
LEEEZ B E-IREGEREZBHNICT—HATLET,

2 4 7" InlineArchiveRule #7219 N DEL5|

HAE WWZ
clientToken

VAT NN=02,

247 XFF

HAE WWZ

configuration
| Y |

TFZ2A—OREEZEELET, TTFZA TN REAOT I AT FHZA4H—0FE, BE
TNERERAOT7 VEAEBEANRECEAESNETT, P7HFZ7AY—HDNABT IO CATFZ74H¥—
NEE. BESCHEABT I EAGHIL—ILARECERAENET,

#: AnalyzerConfiguration 77> T U

ECOFATSIONIHAGKTT, COATZIIRNDODXAYN—E 1 DETIEEELEEEBT
EEXT,
Y= WIRY-4

tags

TFoAY—I_BATRZF—EEORTOE S, Unicode XF. BF. ZTH. _. . .. /=+, .
B OEY NEFEHRATEET -,

DOTARNRKT A APl N—23 2 2019-11-01 32
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APIUZ77L>2A

BYE—TIH, BEN1~128 XFOMEHETE, OTLT AV IRERIHCLETESE

Aaws:,
RTEICE, 0~256 XZNDREDEZIEETEET,
AT NFHEOIYET

WA VW R
type

ERTDTFTFZAH—0ORAT, V=230 CTAIRIEERTED T4
12EFTY, V=232l HBICECBRARS 2OTF 74 —ZEKTEERT,

. xF5|
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https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAccessPreview

IAM Access Analyzer APIUZ77L>2A

GetAnalyzedResource

DHENLEVY-ACETIBHRZMFLET.

(® Note
COToaAVE NBTIOEARATFFAHF—TOHEYR—FEhET,

VOTANDEX

GET /analyzed-resource?analyzerArn=analyzerArn&resourceArn=resourceArn HTTP/1.1
URITUJITARNNTZ X=X
DOTARNTR., RO URINZX—2ZFEALET,

analyzerArn
BHREMEBID T 7414 —0O ARN,

INZ—=2 [~ *e[A]* [~ ]* [~ ]*: [~ ]*:analyzer/. {1,255}

WAZE: L

resourceArn
BHRERMBEITSDIY—AD ARN,
INZ—2 arn:[A:]* [~ ]* [~ ][] %

DA L

O TARNKS A
DOTANCVIVIARNEXAN B EEA,

L AR ADEX

HTTP/1.1 200
Content-type: application/json
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{
"resource": {
"actions": [ "string" 1],
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"isPublic": boolean,
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"sharedVia": [ "string" ],
"status": "string",
"updatedAt": "string"
}
}

LARAER
TOYAVFEBTHE, Y—E AR HTTP 200 L AR AEEL £,
H—ERDNSHUTFOF—24 JSON KR TRE nETF,

resource

1)) — A0 HTEFIC IAM Access Analyzer A& U 2183k & & T AnalyzedResourceFA 7> I
K,

#: AnalyzedResource 77 T K

I5—

IXTOTIZAVICHBOIZ—ICO2VWTR, T—RABTIZ—247, 28RBLTEEL,

AccessDeniedException
COTIIAVERITIBDTIBRT IV EAERI B EEA,

HTTP A7 —2 A0~ R: 403

InternalServerException

W%B-U-_/\‘_Ii_o
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retryAfterSeconds
BETZEHIT IV

HTTP A7 —2AJ— R: 500

ResourceNotFoundException

BEELEVY—AANROAVEREATL L,

resourceld

U \J_Za) IDo

resourceType
U \J - Z 1)) 9 ’f 7°o

HTTP AT —XAJ—R:404
ThrottlingException

AOY MU THIBREBIZ—.

retryAfterSeconds
BRTZ2HHTIPDH.

HTTP A7 —2AJ— R:429

ValidationException

BRALBIALS —,
fieldList

FRIALBEA 2T 1—ILRODUAN,

reason

BIADEH,

HTTP A7 —XAJ—R:400

LTOERESRLTSEZL,

SREEAED AWSSDKs DWTNA TN APl ZFERA T2 HZEOFMCOVTIE, UTESHBLTL

ZEW,

RTOBEHEZRLTEE L,
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» AWS SDK for .NET V4

* AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

+ AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

» AWS SDK for Ruby V3
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APl /N—2r3 2 2019-11-01 58


https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzedResource
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GetAnalyzer
BEENET oA —CETBREMELET.

VIOTARNDEX

GET /analyzer/analyzerName HTTP/1.1

URIVITARNNZA—=Z
UOIARTR, RO URINSA—REFEALET,

analyzerName

BELETFZA—0RH,
RTOEIR : ZF)PE 1. RAERE 255 T,
INZ—>:[A-Za-z][A-Za-z0-9_.-]*

MAZE: [F L

JOTARNRKRTA
DOTANCUSIAREX A SV EE A,

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{
"analyzer": {

"arn": "string",

"configuration": { ... },
"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string",
"name": "string",

"status": "string",

"statusReason": {

GetAnalyzer
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"code": "string"
1,
"tags": {
"string" : "string"

}I

type": "string"

LARY AER
TO2AVHFRMTRE, H—ERRF HTTP200 LAR AZRLET,
H—EANPSUTOT—2A JSON EXTRENE T,

analyzer
TFHFo4 9 —ICBT3EHRESAnalyzerSummary A7 T U K,

#: AnalyzerSummary #7219 K

I5-—

INTOFI2AVICHBOIZ—IC2WTE, TSI 2471 22BLTSEETL,

AccessDeniedException
COTOVIAVERTITDTHBT VARG EEA,

HTTP A7 —XAJ—R:403

InternalServerException

W%B-U-_/\‘_Ii_o

retryAfterSeconds
BRTZEHIIDE.

HTTP A7 —X2AJ— R:500

ResourceNotFoundException

BEELEVY-ANREODMNELEATL L
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resourceld

U \J _Za) |Do
resourceType

U \J _Za) 9 /r 7°o

HTTP AT —XAJ—R:404
ThrottlingException

AOY NI THIREBIZ —,
retryAfterSeconds

BRTZEH IV

HTTP 27 —2A0— K: 429

ValidationException

BREABIA LS —,
fieldList

FRIALBEA 2 LT 1 —ILRDUARN,

reason
BIADER,

HTTP A7 —2AJ— R:400

LTOEREZRLTSEZL,

SHEEBD AWS SDKs DVIFIA T D API ZFEATRFEOFMICODVWTE, UTZ5RL T
W

(A
ok

c AWSIOX YV RZAUVAVR—TIAAV2
AWS SDK for .NET V4

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2
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IAM Access Analyzer
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« AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3

RTOERESRL T EE W,
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GetArchiveRule

T—AA47L—ILICETRERERBLET,

T—HAATIL=ILOERICERATEZ 74N EZ—F—ICO20TR, IAMI—H—HA RO "IAM
Access Analyzer 7 1 )L —F— 1 ZZRL T EEL,

VIOTARNDEBX

GET /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1

URIUITIARNNTZA=Z
UOIARTR, RO URINSX—REFALET,

analyzerName

L=INZWBITEDT T4 HF—DRH.,
RETOFIR : & PKR 1. RAEWE 255 T,
INR—2: [A-Za-z][A-Za-z0-9_.-]*

DA L

ruleName
MEIT2IL—ILDAEH,
REOFIR : &PR 1. BARE 255 TT,
NZ—>:[A-Za-z][A-Za-z0-9_.-1*

DAZE: L

O TANKT A
DOTARNCDIIAREXABY) KB A,

L AR AN

HTTP/1.1 200
Content-type: application/json
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"archiveRule": {
"createdAt": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
1,

"ruleName": "string",

"updatedAt": "string"

LARAER
TOYAVHFRITBE, H—E R HTTP 200 L AR AZEL £ 7,

B—EALSHUTOTF—2A JSON EXTRENET,

archiveRule
T—HAATIL=ILICBEATEIBERIEENETT, T—HA 7=, L= OEREICERL &
BEEZFEIHLVERZEBNICT—HAT7LET,

#: ArchiveRuleSummary 7 T 9 K

I5-—

INTOTFI2AVICHBOIZ—IC2VWTE, TSI 2471 22RBLTLKEEL,

AccessDeniedException

COTIIAVERTIBDTABRT IVEAERNI B TR A

HTTP A7 —2AJ— R:403

InternalServerException

W%B-U-_/\‘_Ii_o
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retryAfterSeconds
BETZEHIT IV

HTTP A7 —2AJ— R: 500

ResourceNotFoundException

BEELEVY—AANROAVEREATL L,

resourceld

U \J_Za) IDo

resourceType
U \J - Z 1)) 9 ’f 7°o

HTTP AT —XAJ—R:404
ThrottlingException

AOY MU THIBREBIZ—.

retryAfterSeconds
BRTZ2HHTIPDH.

HTTP A7 —2AJ— R:429

ValidationException

BRALBIALS —,
fieldList

FRIALBEA 2T 1—ILRODUAN,

reason

BIADEH,

HTTP A7 —XAJ—R:400

LTOERESRLTSEZL,

SREEAED AWSSDKs DWTNA TN APl ZFERA T2 HZEOFMCOVTIE, UTESHBLTL

ZEW,

RTOBEHEZRLTEE L,

APl N—23 2 2019-11-01 65



IAM Access Analyzer

APIVT77L>RA

c AWS NV RIAUVAVR—TIAAV2

» AWS SDK for .NET V4

* AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

+ AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

» AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetArchiveRule
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GetFinding

BEEENREZERICEIZIBEREREBLET, GetFinding & GetFindingV2 lF&EE55 € IAM R
I—AT—KRX2V MO ActionEFaccess-analyzer:GetFindingT Zf#RA L& 9, access-
analyzer:GetFinding 79232 2RITI3ICE. TV RAFANFrSETYT,

(@ Note

GetFinding l&. ABT VAT FSAHF—TOHYR—RENTVWET, RET7IEATF
FSAY—ERERDT UV EART F+Z 4 Y —IZIk GetFindingV2 2R T2 HEN BV ET,

JVOTANDEX

GET /finding/id?analyzerArn=analyzerArn HTTP/1.1
URIUJITARNTZX—&
DOITARNTR., RO URINZX—2ZFEALET,

analyzerArn
BREZERZERLET T4 —0O ARN,

INZ—=2 [N *e[A]* [~ ]* [~ ]*: [~ ]*ranalyzer/. {1,255}

DAZE: L

WMEITIERD ID,
DA L

VO TARNKTA
UOIANCUITAREXA &Y EE A,
L AR ADEX

HTTP/1.1 200
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Content-type: application/json

{
"finding": {
"action": [ "string" 1],
"analyzedAt": "string",
"condition": {
"string" : "string"
1,
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
1,
"resource": "string",
"resourceControlPolicyRestriction": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"sources": [
{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

1,

"type": "string"

}
1,
"status": "string",
"updatedAt": "string"
}
}

LARYAER

TOAVHEUNTRDE, Y—EAGFEHTTP200 LAR AZRLET,

H—EANPSUTOT—2A JSON EXTRENE T,

finding
BREZEROFMEZESOFindingA 72T UK,

LARYAER
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B: Finding #7721 U K

17—

INTOT7I2AVICHBOLIZ—IC2W TR, TN BTIZ 2471 282BLTSEETL,

AccessDeniedException
COTI2AVERTIDTHRBRT VEAERI B REA,

HTTP A7 —2 A0~ R: 403

InternalServerException
W%B-U-_/\‘_Ii_o
retryAfterSeconds

BRETZHEIZIVH

HTTP A7 —XAJ— R:500

ResourceNotFoundException

BELEVY—ANROAVEREATL L,

resourceld

U \J_7\(D IDo

resourceType
JY—ADEAT,

HTTP A7 —X A— R: 404
ThrottlingException

AOY MU THREBBIZ —,

retryAfterSeconds
BRTZHHTIDH.

HTTP A7 —2AJ— R:429
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ValidationException

BRALBGIALS —,
fieldList

FRALBEA 2T 1 —ILRDUARN,

reason
BIADER,

HTTP 27— 20— K: 400

LTOERESRLTSEZL,

SEEAED AWSSDKs DWThA TN APl 2R T2 HEDOFMICOVTIE, UTE2SHBLTL
kL A

o
0k

AWS XNV RZAAVEZ—TIALAAV2
» AWS SDK for .NET V4

* AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

+ AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFinding
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GetFindingRecommendation
BEENETHFSAY—OREBROLIX Y F—2 a3V ICHTHEHERELET,

JOTANDEX

GET /recommendation/id?
analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken HTTP/1.1

URIVITARNTGA=Z
UUIARNTE, RO URINSA—2EEALET,

analyzerArn
HBRLOADF—2a > 0ERICERE NS T 24 —0O ARN,

INZ—=2 [~ * [~ ]* [~ ]*: [~ ]*: [~ ]*analyzer/. {1,255}

DA L

BRLIOAXDTF—>3>0—E0 ID,
REOHFIR : &PR 1. ZRAKE 2,048 TT,

WA EV

maxResults
LARATRENDEROEARI,

BahsgE: &/MEE 1 TF, mAMER 1000 TT,

nextToken

BENEHEROR—DREICFERAEhD =02,

VO TARNKX

VDOTANCVDIOTAREKNABY) EHE A
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L AR ADEX

HTTP/1.1 200
Content-type: application/json

{
"completedAt": "string",
"error": {
"code": "string",
"message": "string"
}
"nextToken": "string",
"recommendationType": "string",
"recommendedSteps": [
{ ...}
1,
"resourceArn": "string",
"startedAt": "string",
"status": "string"
}

LARAER
ToavHFRHsdE, Y—ERAFE HTTP 200 LARY AZRLET,
H—EANPSUTOT—2A JSON EXTRENET,
completedAt
BRLIOADF—2a20BENFTT LKA,

BAT  BALARYT

error

BROLOAXDTF—23a > OBENRRL LEHICE T 2FAFR.

- RecommendationError 77 T 9 N

nextToken
BENEHREOR—DBEICERAEND N—0 2,

247 XFF

LARY ADEX APl N—23 2 2019-11-01 72



IAM Access Analyzer APIUZ77L>2A

recommendationType

BROLOAXADF—=232 0847,
. X735

B3’ {E : UnusedPermissionRecommendation

recommendedSteps

REBRIIHRBEIDZATYTOTIIL—T,

#: RecommendedStep A7 T MO E S

resourceArn

BREERD) Y —AD ARN,
RAT: XE5

INZ—2 arn:[A:]* [~ ]* [~ ][]
startedAt

BRLIOAXDTF—2 a2 0MBHYRBEE NI,

BAT BALARYT

status
HEBL OX O F—2a3a > oOmMEBORAT—2 A,
. xF5|

B%h7s{E : SUCCEEDED | FAILED | IN_PROGRESS

I5—

INTOTI2AVICHBOIZ—IC2VWTE, TSI 2471 22BLTLKEETL,

AccessDeniedException
COTVAVERTITDTHRBRT VAR )RR A,

HTTP A7 —2AJ— R:403
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InternalServerException

W%B-U-_/\‘_Ia_o

retryAfterSeconds
BRTZ2HHTIDH.

HTTP A7 —XAJ— R:500

ResourceNotFoundException

BELEVY—ANROAVEREATL L,

resourceld

IJ \J_ZG) |Do
resourceType

IJ \J _Xa) 9 ’f 7°o

HTTP A7 —X A— R: 404
ThrottlingException

AOY N THIREBIZ —,
retryAfterSeconds
BRTZHHRTIDH.

HTTP 27— 20— K: 429

ValidationException

BREEBIATZ —,
fieldList

FRIALLBEA 2T 1 —ILRDUAK,

reason
BIADEH,

HTTP A7 —2AJ— R:400
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LTOERESRL TS IEE L,

SREEBD AWSSDKs DW\WITFNATZDO API ZFEAITRHENHEMICOVWTIEE, UTZ2SBL TL
kL A
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AWS ANV RZAAVZ—TIALAAV2
» AWS SDK for .NET V4

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

+ AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

* AWS SDK for Ruby V3
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GetFindingsStatistics
AT O EAE LG RERDT I EAT TS/ ¥ —OEHERBHOUANERBLET,

VOTARNDEX

POST /analyzer/findings/statistics HTTP/1.1
Content-type: application/json

{

"analyzerArn": "string"
}

URIDJITARNNTZX—&

VDOTARNTR URINGX—RZFERALER A,

O TARRT A

DOTARNIUT®D IJSON EXDTF—RZ2ZFANETT,

analyzerArn
HAADERICERAENDT T4 —0O ARN,

AT SLFF
Pattern: [A:]*:[~:]*: [~ ]*:[~:]*:[~:]*:analyzer/.{1, 255}

DA L

L AR ADIEX

HTTP/1.1 200
Content-type: application/json

{
"findingsStatistics": [
{ ... 1%
A,
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"lastUpdatedAt": "string"

LARYAER
FoYAVHRYTHE, Y—E AR HTTP 200 L AR REBLET,
$—EAN SUTOF— 24 JSON KR TEENET,

findingsStatistics

ABTOEAFLERAREROT V L ARBERBKIAOITIL—T,

#: FindingsStatistics 772 T ¥ N D&
lastUpdatedAt

RRBTOMBAIRRILEFSCNERZ, BELETF 74— OREBREEFH LA ICEES
nTLVEREWEE, CO71—I)LREADEhERA,

BAT BALARYT

I5—

IXTOTIAVICHBOIZ—ICO2VWTR, T—RABTIZ 247, 28RBLTEEL,

AccessDeniedException
TO2AVEERTIDTHOBRT IV RAERI HYEE A,

HTTP A7 —XAJ—R:403

InternalServerException
W%B-Ij-_/\‘_li_o
retryAfterSeconds

BREITZEHITIPE.

HTTP A7 —XAJ— R:500

ResourceNotFoundException

BELEVY-ANRODMYERLEATL L

LARAER APl )N—2 32 2019-11-01 77



IAM Access Analyzer APIUZ77L>2A

resourceld

U \J _Za) |Do
resourceType

U \J _Za) 9 /r 7°o

HTTP AT —XAJ—R:404
ThrottlingException

AOY NI THIREBIZ —,
retryAfterSeconds

BRTZEH IV

HTTP 27 —2A0— K: 429

ValidationException

BREABIA LS —,
fieldList

FRIALBEA 2 LT 1 —ILRDUARN,

reason
BIADER,

HTTP A7 —2AJ— R:400

LTOEREZRLTSEZL,

SHEEBD AWS SDKs DVIFIA T D API ZFEATRFEOFMICODVWTE, UTZ5RL T
W

(A
ok

c AWSIOX YV RZAUVAVR—TIAAV2
AWS SDK for .NET V4

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2
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APIVT77L>RA

« AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3

RTOERESRL T EE W,
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GetFindingV2

BEEThEREFRICEITZEHRENMBLET, GetFinding & GetFindingV2 lFE55% IAM R
I—AT—KRX2V MO ActionEHaccess-analyzer:GetFindingT Z#ERA L ¥, access-
analyzer:GetFinding 7923 ZRTI3ICE. TV EAFANIBETT,

VOTANDEX

GET /findingv2/id?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URITUITARNTA=Z
UUIARNTE, RO URINSA—REEALET,

analyzerArn

BREBREZERLET 745 — 0 ARN,

INZ—="  [Ae]* e [A]* [~ )% [~ ][~ ]*ranalyzer/. {1,255}

DA L

HEI2HERD ID,

DA L

maxResults

LARATRENDEROFZARE,

nextToken

1

BENEHEROR-—DFEICEREND =T,

VO TARNEX

VDOTANCVDOTAREKNABY) T A
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L AR ADEX

HTTP/1.1 200
Content-type: application/json

{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingDetails": [

{ ...}

1,
"findingType": "string",
"id": "string",
"nextToken": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"

}

L AR AER
TO2avhAEMmddE, Y—ERRBFHTTP200 LAR AZIRLET,
H—EALSUTOTF—2A JSON ERXTRENET,
analyzedAt
REBRZERLEVY—AR—RAORI D —F LR IAM I T4 T4 e hizKZl,

BAT  BALARYT

createdAt
BREBERNMERE h -8Bz,

BAT: BALARYT

error

Ii_o

LARY ADEX API /N—23 2 2019-11-01 81



IAM Access Analyzer APIUZ77L>2A
RAT XFH
findingDetails

BREBRICOVWTHHAL., ThICRLTEIHFECOVTOHA I AZEHR-ITZIO—HTA X
ﬂf:X‘y t_:/“o

#: FindingDetails #7219 N D& 5
findingType

BROZAT AT O CATFZA4F—05a, 47’

ExternalAccess T9., RERADT IV AT T4 H—0DFE, 47

UnusedIAMRole, UnusedIAMUserAccessKey. UnusedIAMUserPassword, &7il&
UnusedPermission ©9, AT VAT F A —DFE S, XA 71& InternalAccess T
9,

. xF5

B/ {E : ExternalAccess | UnusedIAMRole | UnusedIAMUserAccessKey |
UnusedIAMUserPassword | UnusedPermission | InternalAccess

WMEBITHHERD ID,

AT XFF

nextToken

1

BENEBROR—DFGEICFEAEIhDI =D,

RAT: XE5
resource

BRERERZERLEVY—RA,

247 XF5|

resourceOwnerAccount

)Y —R%&FFETS Tye AWS 7HD > N ID,

247 XF5
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resourceType

BREERTHEBIEAD VY —-ADEAT,
B: X775

BRI75{E : AWS: :S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda::Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |

AWS: :EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

status

EHE%%@XT__QXO
B: X753

B%h7s{E : ACTIVE | ARCHIVED | RESOLVED
updatedAt

BRHEERNEHE N EEZ,
BRAT: BALAREZT

ITZ7—

INTOFI2AVICHBOIZ—IC2WTE, T—BHNBTIZS 2471 22BLTSEETL,

AccessDeniedException
COTIVAVERTTDTHRBRT VAR )RR A,
HTTP AT —X2A0— R:403

InternalServerException
REH—N—-IT 75—,

retryAfterSeconds

BRTZEH IV
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HTTP A7 —XAJ— R:500

ResourceNotFoundException

BEELEVY—ANROAVEREATLIL,

resourceld

I) \J_Za) |Do
resourceType

I) \J _Zo) 9 ’f 7°o

HTTP AT —X2A0— R: 404
ThrottlingException

AOY RN THRBBIZ —,

retryAfterSeconds
BRTZFHITIDH

HTTP AF—& A0— K: 429

ValidationException

BEEBIATZ —
fieldList

FRIALBEA 2T 1—ILRODUAN,

reason
BIADER,

HTTP A7 —2AJ— R:400

LTOERESRLTSEZT L,

SREBD AWS SDKs DVWTFhA T D API 2FEATAHFEOFMICOVWTE, UTZ5RLTL
2EW,

« AWSIX VY RZAUVAVRZ—TIAAV2
« AWS SDK for .NET V4

UTOERESRBLTSEEL, APl /N\—= 3> 2019-11-01 84
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APIVT77L>RA

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

+ AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3
+ AWS SDK for Python

+ AWS SDK for Ruby V3

RTOERESRL T EE W,
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFindingV2
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GetGeneratedPolicy

EHEALTERENER) S —ZEIE L £JStartPolicyGeneration,

VOTANDEX

GET /policy/generation/jobId?
includeResourcePlaceholders=includeResourcePlaceholders&includeServicelLevelTemplate=includeSery
HTTP/1.1

URIVOITARNTX—=&
UOTANTE, RO URINSA—2EEALET,

includeResourcePlaceholders

ERTIFMLANN, RUZ—TUY—ALRNILONEZHYR—NFTZTIa>0)V—A
ARNs D7 L —ARINA—ZEAL TRV —ZERTIANESHEEETEET,

FezE, RUS—0)Y—AE9> 32T, "Resource":"arn:aws:s3:::
${BucketName}"DRD Y IZ BEDT L —ARLL—£EZHMBCEHFTEET "+,

includeServicelevelTemplate

EHTRFHMLANIN, T—EALRILORIS —ZEHTIHNESHZIBETERT,

IAM Access Analyzer & Zf#H L Tiam:servicelastaccessed, cOHY—EALXRILTVT
L—hOERICREFEAEN Y —ERZ#BALET,

jobld

StartPolicyGeneration ARL—>3 U IC& 2 TiRJobIdedhd , T Z#EAL TERE L
RS —2ZEE T B HGetGeneratedPolicy., CancelPolicyGenerationT ZfEMAL TR
D—4. R IVIARNZF ¥ )LIJobIdTEET,

WA (F L

VO LTARNKT 4

VDOTANCVDIOTAREKNABY) T A
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APIUT77L2A

L AR ADEX

HTTP/1.1 200
Content-type: application/json

"generatedPolicyResult": {
"generatedPolicies": [

{

"policy": "string"

1,
"properties": {
"cloudTrailProperties": {
"endTime": "string",
"startTime": "string",
"trailProperties": [

{

"allRegions": boolean,
"cloudTrailArn": "string",

"regions": [ "string" ]

}I

"isComplete": boolean,
"principalArn": "string"

iy
"jobDetails": {
"completedOn": "string",

"jobError": {
"code": "string",

"message": "string"
},

"jobId": "string",
"startedOn": "string",

"status": "string"

LARYAER

TO2AVHFEUNTRDE, Y—EAGFEHTTP 200 LAR AZRLET,

LARY ADHEX
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APIUZ77L>2A

H—EALSUTOTF—2A JSON EXTERENET,

generatedPolicyResult

ERENLERYS—EBET S M%ZSUGeneratedPolicyResult A7 T U KN,

#: GeneratedPolicyResult # 7 T 9 ~
jobDetails

ERENTERIS—OFEHM%EETGeneratedPolicyDetails A7 I I K,

#l: JobDetails 77> 1T ~

I5—

IXTOTIZAVICHBOIZ—ICO2VWTR, T—RABTIZ—247, 28RBLTEEL,

AccessDeniedException
COTOVIAVERTITDTHBT VAR B EEA,

HTTP A7 —2AJ— R:403

InternalServerException

W%B-U-_/\‘_Ia_o

retryAfterSeconds
BHETZHHETIVE

HTTP AT —X2AJ— R: 500
ThrottlingException

AOY NUZTHIREBBIZ —,
retryAfterSeconds
BRTZFHTIDH.

HTTP AT —XAJ—R:429

ValidationException

BREEBIATZ —,
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fieldList

FRIALBEA 2T 1 —ILRDUARN,

reason

BIADEH,

HTTP A7 —XAJ— R:400

LTOEREZRLTSEZL,

SREEBD AWSSDKs DW\WITNATZDO API ZFEA TR HENHEMICOVWTIEE, UTZ2SBL TL
L A

o
0k

AWS XY RZAAVEZ—TIALAAV2
» AWS SDK for .NET V4

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

* AWS SDK for Ruby V3

AToEHESRLTEEL, APl /N\—2 32 2019-11-01 89


https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetGeneratedPolicy
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetGeneratedPolicy
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetGeneratedPolicy
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ListAccessPreviewFindings

BEEIhETIVERATLEI LR >TERENET IO ERATLELI—ORKREZBROUANEZREL
£9,

VOTARNDEX

POST /access-preview/accessPreviewId HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1,
"exists": boolean,
"neq": [ "string" 1]
}
},

"maxResults": number,
"nextToken": "string"

URITVIJITARNZX—&

DOTARTR, RO URINZAXA—2ZFEAL XTI,

accessPreviewld

TOERATLELI—O—E®D ID,
NZ—>:[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{12}

Y= 4

VO LTARNKT 4

JOTARNEIUT® JSON EXDT—RZEZ T ANKT,
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APIUT77L2A

analyzerArn
TOELAOERICERAETND T 54 —0 ARN,

247 XFF

Pattern: [A:]*:[~:]*:[~:]*:[~:]1*:[~:]*:analyzer/.{1, 255}

BAE: FWV

filter
BENERRETAINLEZD T TB%44,
XA 7" Criterion A7 T O NI Y TAOXEHTT,

HAE WWZ

maxResults
LARATRE NDEROZAE,
AT B
HAE WWNZ
nextToken
BENEHROR—DHEIFERAET D N0,
RAT XFH

MHAE WWZ

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{

findings": [
{

"action": [ "string" 1],

LARY ADHEX
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"changeType": "string",
"condition": {

"string" : "string"
I
"createdAt": "string",
"error": "string",
"existingFindingId": "string",
"existingFindingStatus": "string",
"id": "string",
"isPublic": boolean,
"principal": {

"string" : "string"

iy
"resource": "string",
"resourceControlPolicyRestriction": "string",

"resourceOwnerAccount": "string",

"resourceType": "string",

"sources": [

{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

},

"type": "string"

}
1,
"status": "string"
}
1,
"nextToken": "string"

LARAER

To2arvhKFmmdadeE, Y—ERAIE HTTP 200 L AR AZIBRLE T,

H—EALSUTOF—2H JSON ERX TIREhFE T,

findings
BEENETAIINZ—RHFIC—BIZDZTIOEATLEI—OREBEHERDOUARN,

#: AccessPreviewFinding 772 T 9 NDES
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nextToken
BEhEHREOR—DHEICERAE D N—0 2,

247 XF5|

17—

INTOTI2AVICHBOIZ—IC2VWTE, TSI 2471 22BLTLKEETL,

AccessDeniedException
COTIVAVERTIDTHBRT IO RAERI HYEE A,

HTTP A7 —2AJ— R:403

ConflictException

BEGIATLZ—,

resourceld

U \J _Za) IDo
resourceType

IJ \J _Xg ’f 7°o

HTTP A7 —2AJ— R:409

InternalServerException
W%B-Ij-_/\‘_li_o
retryAfterSeconds

BHETZHHETIVE

HTTP A7 —2AJ— R: 500

ResourceNotFoundException

BELEVY—ANEBEO2AYEBATL L,

resourceld

)Y —AD D,
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APIUT77L2A

resourceType
I) \J _X 1)) 9 ’f 7°o

HTTP AT —X A— R: 404
ThrottlingException

AOY NUZTHIREBBIZ—,
retryAfterSeconds

BRTZEHI IV

HTTP A7 —2AJ— R:429

ValidationException

BEBIATZ —
fieldList

FRALBEA 2T 1 —ILRDUARN,

reason
BIADER,

HTTP 27 —%Z0— K: 400

LTOERESRLTSEET L,

SEBD AWS SDKs DWThA T O APl ZFATDHED

"

(A
0k

W

AWS ANV RZAAVEZ—TIAAV2
AWS SDK for .NET V4

* AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

* AWS SDK for Kotlin

AMEICOVWTRE, UTZZRL T

RTOBEHEZRLTEE L,
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAccessPreviewFindings
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* AWS SDK for PHP V3
+ AWS SDK for Python
* AWS SDK for Ruby V3
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ListAccessPreviews
EEENETFSAY—OF I EAT7LEI—OUANERELET,

JVOTANDEX

GET /access-preview?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URIVZITARNNZX—=&
UOIARTR, ROURINSA—2EEALET,

analyzerArn
TOEA7LEI—OERICEREND T 545 —0 ARN,

INZ—=2 [N *[A]* [~ ]* [~ 1% [~ ]*ranalyzer/. {1,255}

DA L

maxResults

LARATRENDERODFEAE

nextToken

BENLEHEROR-—DHEICFERAEIhD =D,

VO TARNKX

VDOTIANCVIOTARENA BV EE A

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{

"accessPreviews": [

{
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APIUT77L2A

"analyzerArn": "string",

"createdAt": "string",
"id": "string",
"status": "string",
"statusReason": {
"code": "string"
}
}
1,
"nextToken": "string"
}
LARAER

ToO2avHFRMIRE, H—ERRF HTTP 200 LAR AZRLE T,

H—EAPSUTOT—2A JSON EXTRENE T,

accessPreviews

TFHFZ2A4—RACRBEhETIRATLEI-DUARK,

#: AccessPreviewSummary 7T 9 N DE S

nextToken
BENLEBEROR—DHEICFERAEND =T,

247 XF5

ITZ7—

INTOTFI2AVICHBOLIZ—IC2WTR, T—BHNBTIZS 2471 22BLTSEETL,

AccessDeniedException

COTIIIAVERTIBDTABRT IVEAERNI G EE A

HTTP A7 —X2AJ— R:403

InternalServerException

W%B-U-_/\‘_Ii_o

LARYAER
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retryAfterSeconds
BETZEHIT IV

HTTP A7 —2AJ— R: 500

ResourceNotFoundException

BEELEVY—AANROAVEREATL L,

resourceld

U \J_Za) IDo

resourceType
U \J - Z 1)) 9 ’f 7°o

HTTP AT —XAJ—R:404
ThrottlingException

AOY MU THIBREBIZ—.

retryAfterSeconds
BRTZ2HHTIPDH.

HTTP A7 —2AJ— R:429

ValidationException

BRALBIALS —,
fieldList

FRIALBEA 2T 1—ILRODUAN,

reason

BIADEH,

HTTP A7 —XAJ—R:400

LTOERESRLTSEZL,

SREEAED AWSSDKs DWTNA TN APl ZFERA T2 HZEOFMCOVTIE, UTESHBLTL

ZEW,

RTOBEHEZRLTEE L,
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c AWS NV RIAUVAVR—TIAAV2

» AWS SDK for .NET V4

* AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

+ AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

» AWS SDK for Ruby V3

RTOERESRL T EE W,
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAccessPreviews
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ListAnalyzedResources
BEENETFSAY— Lo ToMENE, BEENEZATOUY—ADUANERBLET,
VOTANDIEX

POST /analyzed-resource HTTP/1.1
Content-type: application/json

{

"analyzerArn": "string",
"maxResults": number,

"nextToken": "string",

"resourceType": "string"
}

URIVOTARNNTX—&

DOTARNTR URINGA—2ZFERALER A,

O TARRT 4

DOTANEHT®O JSON EXOF—RZ2ZFTANET,

analyzerArn
PHENEVY—ADOUVARNZERBITD 774 —0 ARN,
A7 XEF

Pattern: [A:]*:[A:]*:[~:]*:[~:]*:[~:]*:analyzer/. {1,255}
WA EV
maxResults
LARYATRENDHEROFEARE.
AT BEY
HAE WWZ

nextToken

Ui

BENEHEROR—DHEICERENDI =T,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources
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APIUZ77L>2A

247 XF5|

HAE WWZ

resourceType

IJ \J_7\0)9’f7°o

B: XF3

B/ {E : AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |
AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key

| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |

AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot

| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |
AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

WA VWWZE

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{
"analyzedResources": [
{
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string"
}
1,
"nextToken": "string"
}
L AR AER

TO2AVHFBEMTDE, T—EAGFEHTTP200 LAR AZRLET,

B—EALSUTOTF—2A JSON EXTRENET,

LARY ADHEX
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analyzedResources

oENRLEVY—ADI AN,

#: AnalyzedResourceSummary A7 T 9 N OB

nextToken
BENEHBRREOR—DHEICERAEND =02,

247 XFF

I5—

IXNTOT7I72AVICHBOLIZ—IC2VWTR, T—BNETIZ—247 1 22RBLTLSEETL,

AccessDeniedException
COTIVAVERTIDTHBRT IO CAERN HYEE A,

HTTP A7 —XAJ—R:403

InternalServerException
W%B-U-_/\‘_Ii_o
retryAfterSeconds

BATZHHTIDE.

HTTP A7 —2AJ— R: 500

ResourceNotFoundException

BEELEVY—ANROAVEREATLIL,

resourceld

U \J_Za) IDo

resourceType
U \J _Z (D 9 ’r 7°o

HTTP A7 —2A0— K: 404
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ThrottlingException

AOY RN THREBBIZ —,

retryAfterSeconds
BRTZ2HHIIBH.

HTTP AT —XAJ— R:429

ValidationException

LTOEREZRLTSEZL,

BRALBIALS —,
fieldList

FRALBEA 2T 1 —ILRDUARN,

reason

BIADEH,

HTTP A7 —XAJ— R:400

SEEAED AWSSDKs DWTNA TN APl Z2FERATHHEDOFMICOVTIEK, UTE2SHBLTL

\‘.

r

0k

o

AWS XV RTA VAV RZ—TIAAV2

AWS SDK for .NET V4
AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2
AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3

RTOBEHEZRLTEE L,
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAnalyzedResources
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ListAnalyzers

TFZAH—DJARNZREBLET,

JVOTANDEX

GET /analyzer?maxResults=maxResults&nextToken=nextToken&type=type HTTP/1.1

URIUITIARNZA—=Z
UOIARTR, RO URINSA—2EEALET,

maxResults

LARATRENDEROFZFKE,
nextToken

BEhERREOR—DHEICERAENDZ =02,
type

T4 —n2147,

B%h75{E : ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS
| ORGANIZATION_UNUSED_ACCESS | ACCOUNT_INTERNAL_ACCESS |
ORGANIZATION_INTERNAL_ACCESS

VO TARNKX

VDOTARNCDIITAREXABY) KB A,

L AR ADREX

HTTP/1.1 200
Content-type: application/json

{

"analyzers": [
{

"arn": "string",
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"configuration": { ... },
"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string",

"name": "string",

"status": "string",

"statusReason": {
"code": "string"

I
"tags": {

"string" : "string"
},
Ilt::Eell:

"string"
}
1,

"nextToken": "string"

LARAER
TOAvHABWTdE, Y—EARRBFHTTP200 L AR AZIRLET,
H—EAPSUTOT—2A JSON EXTRENE T,
analyzers
WMEENLETFZ4%—,

#: AnalyzerSummary #7219 N OE S

nextToken

BENLERBROR—DGEICFEARAEIhDI =D,

AT XF5

I5-—

INTOT7I2AVICHBOLIZ—IC2WTRE, TN BTIZS 2471 22BLTSEETW,

AccessDeniedException

COTIVIAVERTIBDTABRT IVEAERNI G ELR A
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HTTP 27 —42Z0— K: 403

InternalServerException

W%B-U-_/\‘_Ia_o
retryAfterSeconds
BRITZSHITIVE.

HTTP A7 —XAJ— R:500
ThrottlingException

AOY NIV THIREBBAIZ—,
retryAfterSeconds

BRETZHHEIDIVH.

HTTP AF—& A0— K: 429

ValidationException

RALBIALS —,
fieldList

FRIALBEA 2T 1 —ILRDUARN,

reason
BIADEH,

HTTP A7 —2AJ— R:400

LTOEREZRLTSEZL,

SREBD AWS SDKs DVFIA T DO API ZFEATAFEOFMICOVWTE., UTZ5RLTL
=W,

(A
ok

AWS XV RZAAVEZ—TIALAAV2
AWS SDK for .NET V4

AWS SDK for C++

AWS SDK for Go v2
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAnalyzers
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APIVT77L>RA

* AWS SDK for Java V2
« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3
+ AWS SDK for Python

» AWS SDK for Ruby V3

RTOERESRL T EE W,
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAnalyzers

IAM Access Analyzer APIUZ77L>2A

ListArchiveRules
EEENETFSAY—BIERENET—HATIL—ILOUARNERELET,

VOTANDEX

GET /analyzer/analyzerName/archive-rule?maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URIVITARNTZA=Z
UOIARNTR, RO URINSA—REFEALET,

analyzerName

IL=ILEWMBITDT7F+FZAMF—DZH,
RETOHIRE : F)PER 1. BAXERE 255 T,
INZ—>: [A-Za-z][A-Za-z0-9_.-]*

M EV

maxResults

VDOTARTRENDERDEAREK,

nextToken

BENEBROR—DFGEICFERAEIhDI =D,

VIO TARMEKX

VDOTARNCDIIAREXABY) KB A,

L AR AN

HTTP/1.1 200
Content-type: application/json

{
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"archiveRules": [

{
"createdAt": "string",
"filter": {
"string" : {
"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
1,
"ruleName": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"
}
LARAER

TOAvHABWTdE, Y—EARRBFHTTP200 L AR AZIRLET,

H—EAPSUTOT—2A JSON EXTRENE T,

archiveRules
BEENETFZAH—RICERENLET—HATIL—ILOUAN,

#: ArchiveRuleSummary 7 T NOE 5

nextToken
BENEHROR—DHEICERAEND N—0 2,

AT XF5

I5-—

INTOT7I2AVICHBOLIZ—IC2WTRE, TN BTIZS 2471 22BLTSEETW,

AccessDeniedException

COTIVIAVERTIBDTABRT IVEAERNI G ELR A
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HTTP 27 —42Z0— K: 403

InternalServerException

W%B-U-_/\‘_Ia_o
retryAfterSeconds
BRITZSHITIVE.

HTTP A7 —XAJ— R:500
ThrottlingException

AOY NIV THIREBBAIZ—,
retryAfterSeconds

BRETZHHEIDIVH.

HTTP AF—& A0— K: 429

ValidationException

RALBIALS —,
fieldList

FRIALBEA 2T 1 —ILRDUARN,

reason
BIADEH,

HTTP A7 —2AJ— R:400

LTOEREZRLTSEZL,

SREBD AWS SDKs DVFIA T DO API ZFEATAFEOFMICOVWTE., UTZ5RLTL
=W,

(A
ok

AWS XV RZAAVEZ—TIALAAV2
AWS SDK for .NET V4

AWS SDK for C++

AWS SDK for Go v2
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListArchiveRules
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APIVT77L>RA

* AWS SDK for Java V2
« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3
+ AWS SDK for Python

» AWS SDK for Ruby V3

RTOERESRL T EE W,
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListArchiveRules

IAM Access Analyzer APIUZ77L>2A

ListFindings

BEENLETFIA Y- >TERENEFEROUARNERELET, ListFindings

& ListFindingsV2 i EE5E IAMAR) S —RAT—K X R® ActionEHaccess-
analyzer:ListFindingsT Z#AL &9, access-analyzer:ListFindings 79> 3> &%
T39Ik, TUVERAHFINF BETT,

BREBROVARNERBIDEOICFEATER 71X —F—ICOVWTE, IAM I—H—H1
R® "IAM Access Analyzer 7 1 )L Z—F— B#SBLTLIEEV,

(® Note

ListFindings &, ABT IV ELRAT7 FS5AF—TOH P R—RENTVWET, REBT7 I AT
FOAY—EREBOT VAT T4 —IZIF ListFindingsV2 #ER T2 HEN HY) F
£

JVOTANDEX

POST /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1,
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
},
"maxResults": number,
"nextToken": "string",
"attributeName": "string",
"orderBy": "string"
}
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-reference-filter-keys.html
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URIUOTARNNTZX—2Z

JOTARTIR URI NSNS XA—2&#EALEE A,
JOTARNKRTA
DOTARNGETO JSON ERXOF—2 2SS HFANET,

analyzerArn
BHERZEEITD 774 —0 ARN,

24T XF
Pattern: [A:]*:[A:]*: [~ ]*: [~ ]1*:[~:]*:analyzer/. {1,255}

DA L

filter
BENBDERIC—HTH71I)I32—,
XA 7 Criterion 77 T O NI Y TAOXFEHTT,

WA VW R

maxResults
LARATRENDEROEARI,
AT B

%= WA

nextToken
BENEHREOR—DHEICERAEND =02,
RAT: XE5|

A VW R

sort

BENEHEROY —NE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources
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#: SortCriteria A7 T ~

Y= WIRY-4

L AR ADEX

HTTP/1.1 200
Content-type: application/json

"findings": [
{
"action": [ "string" ],
"analyzedAt": "string",
"condition": {
"string" : "string"
.
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
1,
"resource": "string",
"resourceControlPolicyRestriction": "string",
"resourceOwnerAccount": "string",

"resourceType":
"sources": [

{

"string",

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

1,

"type": "string"

1,

"status": "string",
"updatedAt": "string"

1,

"nextToken": "string"
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}

LARAER
ToOavFRHmedE, H—E AKX HTTP 200 L AR AZRL E T,
H—EALSUTOF—2H JSON X TIREhE T,
findings
TFTFoA4F—D6MBLE, BEENETAINEZ—FHBIC—HTEIRHEERDOU AN,

#: FindingSummary #7< T2 NOBE 5|

nextToken

BENEBROR-DFEICFERAEIhD -0,

247 XF5

I5—

INTOTI2AVICHBOLIZ—IC2VWTE, T—BHNBTIZS 2471 22BLTSEETL,

AccessDeniedException
COTIAVERTIDTHBRT IO RAERI HYEE A,

HTTP A7 —%Z— K: 403

InternalServerException

W%B-U-_/\‘_Ii_o

retryAfterSeconds
BRETZEHEIZIVE

HTTP A7 —2AJ— R: 500

ResourceNotFoundException

BEELEVY—-AANROAVEREATL L,

LARAER API )X—2 32 2019-11-01 115
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resourceld

U \J _Za) |Do
resourceType

U \J _Za) 9 /r 7°o

HTTP AT —XAJ—R:404
ThrottlingException

AOY NI THIREBIZ —,
retryAfterSeconds

BRTZEH IV

HTTP 27 —2A0— K: 429

ValidationException

BREABIA LS —,
fieldList

FRIALBEA 2 LT 1 —ILRDUARN,

reason
BIADER,

HTTP A7 —2AJ— R:400

LTOEREZRLTSEZL,

SHEEBD AWS SDKs DVIFIA T D API ZFEATRFEOFMICODVWTE, UTZ5RL T
W

(A
ok

c AWSIOX YV RZAUVAVR—TIAAV2
AWS SDK for .NET V4

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListFindings
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APIVT77L>RA

« AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3

RTOERESRL T EE W,
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListFindings
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ListFindingsV2

BEENLETF A4 —ICE > TERENEFEROUANERELET, ListFindings

& ListFindingsV2 R EE5E IAMR) 2 —AT—K X2 MO ActionEHRaccess-
analyzer:ListFindingsT ZfAL &9, access-analyzer:ListFindings 7 V> 3> &%
9%, PTUORAFANrUETT,

BREZROVARNENMEBIZEHICHEATED 74I)LEX—F—I22VTR., IAMI—H%—Hq
K@ "IAM Access Analyzer 7 41 )LZ—F— ZZRL T EE L,

VOTARDEX

POST /findingv2 HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
.
"maxResults": number,
"nextToken": "string",
"sort": {
"attributeName": "string",
"orderBy": "string"
}
}

URIUOTITARNTXA—2A&
USTARTR URINSX—2EHERALER A,
JOTARNKRTA

JOTARNEIUT®O JSON EXDT—REZ T ANKT,
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analyzerArn
BREFERZEEIZDT7FF74—0 ARN,

247 XF5|

Pattern: [A:]*:[A:]*: [~ ]*: [~ ]*:[~:]*:analyzer/. {1,255}

MAZE: [F V)
filter
BENBDERIC—HTHDT71I)I2—,
XA 7 Criterion 77T ORI Y TADONEHTT,

Y= WARY-4

maxResults
LARATRE NDEROZAE,
AT BEY
WA VWWZ

nextToken
BENEBROR—DHECERAEhD =T,
RAT: XF5

Y- WIRY-4

sort
V—RNICERAT N EH.
#: SortCriteria #7 T 9 N

HA WWNZ

L AR AN

HTTP/1.1 200
Content-type: application/json

LARY ADHEX
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{

"findings": [
{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingType": "string",
"id": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"
}
LARAER

TOIAUFRHWITdE, H—E AWK HTTP200 L AR AZRLET,
H—EALSUTOF—2H JSON X TIREhE T,
findings

TFoAHF—D8MEBLE, BEENET7AIINE—%HIC—HTH2REERDODIVAN,

#: FindingSummaryV2 772 19 N DB

nextToken

Ui

BENLERBROR—DGEICFEARAEIhDI =D,

AT XF5

I5-—

INTOT7I2AVICHBOLIZ—IC2WTRE, TN BTIZS 2471 22BLTSEETW,

AccessDeniedException

COTIVIAVERTIBDTABRT IVEAERNI G ELR A
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HTTP A7 —XAJ—R:403

InternalServerException

W%B-U-_/\‘_Ia_o

retryAfterSeconds
BRTZ2HHRITIDH.

HTTP A7 —XAJ— R:500

ResourceNotFoundException

BEELEVY—ANROAVEREATL L,

resourceld

I) \J_Xa) |Do
resourceType

IJ \J _Xa) 9 ’f 7°o

HTTP AT —X2A0— R: 404
ThrottlingException

AOY NIV THIREBBIZ —,
retryAfterSeconds

BRETZHHEIDIVH

HTTP 27 —2A0— K: 429

ValidationException

BREEBIATZ —,
fieldList

FRIALBEA 2T 1 —ILRODUAN,

reason
BIADEH,

HTTP 27 —%Z— K: 400
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LTOERESRL TS IEE L,

SREEBD AWSSDKs DW\WITFNATZDO API ZFEAITRHENHEMICOVWTIEE, UTZ2SBL TL
kL A

[y
0k

AWS ANV RZAAVZ—TIALAAV2
» AWS SDK for .NET V4

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

+ AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

* AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListFindingsV2
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ListPolicyGenerations

BE7 BBV IIARNENLEIRNTORI —4EFfE—BERRLET,

VOTARNDEX

GET /policy/generation?
maxResults=maxResults&nextToken=nextToken&principalArn=principalArn HTTP/1.1

URI UV IARNTX—2Z
DOTARNTR., RO URINGAXA—RZFEALET,
maxResults

LARATRENDERDEAE,

BRER: HKME 1.

nextToken

BENEHROR—DHEICERAEND =02,
principalArn

RS —BERTDIAMIVT AT 4 (I—HF—F#EO—)L) D ARN, ChEFEAL
TListGeneratedPolicies, BED TV INILOFERO A ZEDDELDIFERZT1ILZ
> ULET,

Pattern: arn:[A:]*:iam::[*:]*:(role]|user)/.{1,576}

VO TARNRKRT A

VDOTANCVDIOTAREKNABY) T A

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{
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"nextToken": "string",
"policyGenerations": [
{

"completedOn": "string",
"jobId": "string",

"principalArn": "string",

"startedOn": "string",
"status": "string"
}
]
}
LARAER

TOAVHABWTdE, Y—ERRBRHTTP200 L AR RAZIRLET,
H—EAPSUTOT—2A JSON EXTRENET,
nextToken

BENEHROR—DHEIFERAET D N—T2,

247 XFF

policyGenerations

ERENERIS —0FM%ZEETPolicyGenerationA 721U K,

#: PolicyGeneration A7 I 9 NDOE S

ITZ7—

INTOTI2AVICHBOIZ—IC2WTE, T—BHUBTIZS 2471 22BLTKEETL,

AccessDeniedException
COTIVAVERTIDTHBRT IO RLAERN HYEE A,

HTTP A7 —2AJ— R:403

InternalServerException

W%B-U-_/\‘_Ii_o
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APIUT77L2A

retryAfterSeconds
BRTZFHTIDH.

HTTP A7 —X A— R: 500
ThrottlingException

AOY NUZTHIREBBIZ—,
retryAfterSeconds

BRTZEHI IV

HTTP A7 —2AJ— R:429

ValidationException

BEBIATZ —
fieldList

FRALBEA 2T 1 —ILRDUARN,

reason
BIADER,

HTTP 27 —%Z0— K: 400

LTOERESRLTSEET L,

SEBD AWS SDKs DWThA T O APl ZFATDHED

"

(A
0k

W

AWS ANV RZAAVEZ—TIAAV2
AWS SDK for .NET V4

* AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

* AWS SDK for Kotlin

AMEICOVWTRE, UTZZRL T

RTOBEHEZRLTEE L,
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListPolicyGenerations
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* AWS SDK for PHP V3
+ AWS SDK for Python
* AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListPolicyGenerations

IAM Access Analyzer
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ListTagsForResource

BREENEUY—ACEAETNERYOUANERBLET,
VIOTANDIEX

GET /tags/resourceArn HTTP/1.1

URI UV IARNTX—2Z
DOTARNTRE, RO URINTXA—2ZEALET,
resourceArn

RTZWMETHIVY—AD ARN,

MAZE: L

JOTARNKRTA

VDOTIANCDIOTARENANBY) T A

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{

"tags": {
"string" : "string"

}

LARAER

TO2AVHEUNTDE, Y—EAGFEHTTP 200 LAR AZRLET,

B—EALSUTOTF—2A JSON EXTRENET,
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APIUZ77L>2A

tags
BEENLZVY—-AICEAEThD R,

AT XFIEOIYEDT

17—

INTOTI2AVICHBOIZ—IC2VWTE, TSI 2471 22BLTLKEETL,

AccessDeniedException
COTIVAVERTIDTHBRT IO RAERI HYEE A,

HTTP A7 —2AJ— R:403

InternalServerException

W%B-lj-_/\‘_la_o

retryAfterSeconds
BRTZ2HHITIPDH.

HTTP A7 —XAJ— R:500

ResourceNotFoundException

BELEVUY—ANRO2AYEBATL L,

resourceld

IJ \J_Xa) IDo
resourceType

U \J _Za) 9 ’f 7°o

HTTP AT —XAJ—R: 404
ThrottlingException

AOY MUV THBREBIZ—,

retryAfterSeconds

BRTZEH IV
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HTTP AT —XAJ— R:429

ValidationException

BRALBGIALS —,
fieldList

FRALBEA 2T 1 —ILRDUARN,

reason
BIADER,

HTTP A7 —XAJ— R:400

LTOEREZRLTSEZL,

SEEAED AWSSDKs DWThA TN APl 2R T2 HEDOFMICIOVTIE, UTE2SHBLTL
kL A

o
0k

AWS ANV RZAAVEZ—TIAAV2
» AWS SDK for .NET V4

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

» AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListTagsForResource
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StartPolicyGeneration
RIS—ERVITANEBRBLET,
JOTANDEX

PUT /policy/generation HTTP/1.1
Content-type: application/json

{

"clientToken": "string",
"cloudTrailDetails": {
"accessRole": "string",

"endTime": "string",
"startTime": "string",
"trails": [
{
"allRegions": boolean,

"cloudTrailArn": "string",

"regions": [ "string" 1]

}
]
+,

"policyGenerationDetails": {

"principalArn": "string"

}

URIV O ITARNNTX—&

UOTIARTR URINSX—2EEALELA.
DOITANRKT A

DOTANIUTO ISON EXOF—22Z T ANET,

clientToken

VDOTIANOBEFHOLZOHICEI HTEZ -—BE0REMNF (AXFeIXFEXR), NEFH

. APIV O TIARABFT1IELEFTRETIBDRSICLET, XEEHVITARNTR, TOV
JIARNFERBILRETIRDE, BULIZATURRN—OTREODBRATETORBILEVIT
ANDERZEREL, EMOMREHY TR A
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DFZATRNN—=DVZEBELBVEE, 94T MM —02FE SDKICK > TEHBMICER
ThET AWS,

247 XFF

Y= WIRY-4

cloudTrailDetails

RS —%ERTHEDICOMTrail T2 OFMZEEECloudTrailDetailsF 7TV K,

- CloudTrailDetails # 7> T ~

Y= WIRY-4

policyGenerationDetails

RIVD—ZERTDIAMIVT AT 4 (A——FLEEO-I)) D ARN FEEIRET,

#: PolicyGenerationDetails 77> T 9 ~

DA L

L AR AN

HTTP/1.1 200
Content-type: application/json

{

"jobId": "string"
}
LARAER

ToavhHRHmsadE, Y—EAF HTTP 200 LARY AZRLET,
B—EALSHUTOTF—2A JSON EXTRENET,

jobld

StartPolicyGeneration ARL—>3 U IZ& 2 TiRJobIdehd , T ZEALTERE N
RS —=ZEB T % HGetGeneratedPolicy. CancelPolicyGeneration T ZEAL TR
o —4RV VT ARNZF ¥ ) JobIdTEFT,
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247 XF5|

17—

INTOFI2AVICHBOLIZ—IC2WTE, TSI 2471 28BLTKEEL,

AccessDeniedException
COTOVIAVERTITDTHBT IVEAERI G EEA,

HTTP 27 —%Z0— K: 403

ConflictException

%ﬁé1§“9}‘l§ o

resourceld

U \J_Za) IDo

resourceType
IJ \J _Z 9 ’f 7°o

HTTP 27— & Z1— K: 409

InternalServerException

W%B-Ij-_/\‘_li_o

retryAfterSeconds
BARTZEHH TP

HTTP A7 —2AJ— R: 500

ServiceQuotaExceededException

H—EASIAFO—RIZ—,

resourceld

I) \J_Z IDo

resourceType

U \J_7\5"f7°o
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HTTP A7 —XAJ— R: 402
ThrottlingException

AOY MUV THIREBIZ—,

retryAfterSeconds
BRTZ2EHHITIDH.

HTTP A7 —2A0— K: 429

ValidationException

BRELPIA TS —,
fieldList

FRALLBEA 2T 1 —ILRDUAR,

reason

BIADER,

HTTP A7 —2AJ— R:400

LTOERESRLTLSEZT L,

SHREBD AWS SDKs DVIFhA T DO API Z2FEAITZFEOFMICOVWTE., UTZ5RL T
W

(A
0k

AWS ANV RZAAVEZ—TIAAV2
» AWS SDK for .NET V4

* AWS SDK for C++

+ AWS SDK for Go v2

+ AWS SDK for Java V2

* AWS SDK for JavaScript V3

* AWS SDK for Kotlin

» AWS SDK for PHP V3

+ AWS SDK for Python

* AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StartPolicyGeneration
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StartResourceScan

F. BEEIIEZVY—-ACBERAENZRI—OAF T 23<ICHABLET.

(® Note
COTo2aAVE, NBTIOEARATF A —TOHEYR-—FEhET,

VOTAMDEX

POST /resource/scan HTTP/1.1
Content-type: application/json

"analyzerArn": "string",
"resourceArn": "string",
"resourceOwnerAccount": "string"

URIUOTARNNTZX—Z

JOTARTR URINZGX—2ZFEALELE A,
VOTARNRKT A

VDOTANEUTO JSON ERXDTF—RZ2ZFTANET,

analyzerArn
BESAEVY—AILBERAES DRI —BZAXF Y OITBDEHICERATETFZ4H—0 ARN,

AT XF5
Pattern: [A:]*:[~:]*:[~:]*:[~:]1*:[~:]*:analyzer/.{1, 255}

DA L

resourceArn

AFVY2E31)J—AD ARN,
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247 XF5|

Pattern: arn:[A:]*:[A:]*: [~ ]*:[Ae]*: . *

WAZE: (F L

resourceOwnerAccount

)Y —2AEFETDAWS FHIUKNID, BEAED AWS UY—ATW., FRETHT RNEV
V—ANERENETHDONTT,

AT XFF
Y- WIRY-4

L AR ADEX

HTTP/1.1 200

LARYAER
TOLYAVHRHLESE, HY—ERRZEO HTTP AX £ HTTP 200 L ARV AZEL %7,

I5—

INTOTFI2AVICHBOIZ—IC2WTE, T—BHNBTIZS 2471 22BLTKEETW,

AccessDeniedException

TO2a2veRTI2 0BT IVRAERNIHEEA,

HTTP A7 —2AJ— R:403

InternalServerException

W%B-U-_/\‘_Ii_o

retryAfterSeconds
BRTZSHIZIPE.

HTTP A7 —2AJ— R: 500
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ResourceNotFoundException

BEELEVY—ANROAVEREATLIL,

resourceld

I) \J_Za) |Do
resourceType

I) \J _Zo) 9 ’f 7°o

HTTP AT —X2A0— R: 404
ThrottlingException

AOY NUZTHIREBIZ —,
retryAfterSeconds
BRTZFHTIDH.

HTTP AT —XAJ—R: 429

ValidationException

BEEBIATZ —
fieldList

FRIALBEA 2T 1—ILRODUAN,

reason
BIADER,

HTTP A7 —2AJ— R:400

LTOERESRLTLSEZT L,

SREBD AWS SDKs DVFhA T D API ZFEATAHFEOFMICOVWTE, UTZ5RLTL
2EW,

« AWSIX YV RZAUVAVRZ—TIAAV2
« AWS SDK for .NET V4
+ AWS SDK for C++
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/StartResourceScan

IAM Access Analyzer

APIVT77L>RA

 AWS SDK for Go v2
 AWS SDK for Java V2
« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3
+ AWS SDK for Python

» AWS SDK for Ruby V3

RTOERESRL T EE W,
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StartResourceScan
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TagResource
BEEhEUY—RICXTEBMLET,

VOTANDEX

POST /tags/resourceArn HTTP/1.1
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

URI VO ITARNTX—2
VDOTARTR, ROURINZAXA—2ZFEALET,
resourceArn

S2JzZEMTS!)Y—AD ARN,

A W

U TANKS A

JOTARNEUT®D JSON EXDT—RZZITANKT,

tags
Y —AILEMTZERY,
2AT . NFHIEOIYESY
WA L

L AR ADIEX

HTTP/1.1 200

TagResource

APl N—2 32 2019-11-01 139



IAM Access Analyzer APIUZ77L>2A

LARAER

TOIaUNFRBUERE., Y—ERIRZEO HTTP A3 %32 HTTP 200 L AR AZIRLE T,

TZ7—

INTOTFI2AVICHBOIZ—IC2WTE, TSI 2471 22BLTLKEETW,

AccessDeniedException
COTOVAVERTTDTHIBRT VARG EEA,

HTTP 27 —2 A0~ K: 403

InternalServerException

W%B-U-_/\‘_Ii_o

retryAfterSeconds
BRTZ2HHIIPDEH.

HTTP AF—%Z1— K: 500

ResourceNotFoundException

EELEVY-ANR 2PN ERLEATL L

resourceld

'J \J_Za) |Do

resourceType
IJ \J _X 1)) 9 ’f 7°o

HTTP AT —XAJ—R:404
ThrottlingException

AOY MUV THBREBIZ—,

retryAfterSeconds
BRTZHHTIDH.

HTTP A7 —2AJ— R:429
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ValidationException

BRALBGIALS —,
fieldList

FRALBEA 2T 1 —ILRDUARN,

reason
BIADER,

HTTP 27— 20— K: 400

LTOERESRLTSEZL,

SEEAED AWSSDKs DWThA TN APl 2R T2 HEDOFMICOVTIE, UTE2SHBLTL
kL A

o
0k

AWS XNV RZAAVEZ—TIALAAV2
» AWS SDK for .NET V4

* AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

+ AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/TagResource
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UntagResource
EEENEVY—ZANSRTEHIKRLET,

VOTARNDEX

DELETE /tags/resourceArn?tagKeys=tagKeys HTTP/1.1

URIUOTARNNTZX—2Z
DOTARTR, RO URINZAXA—2ZFEALET,
resourceArn

2T ZHIBRT S ') Y —AD ARN,

WA E W
tagKeys

EBMIZRTDF—,

MAZE: (F L)

JOTANRKRTA
DOTANCUSTIAREX A&V EE A,

L AR AN

HTTP/1.1 200

LARYAER

TOYavHARILIEBE, Y—EAREO HTTP AX &R D HTTP 200 L AR A EEBL £ T,
17—

IXTOTIZAVICHBOIZ—ICOVWTR, T—RANBTIZ 2471 28RBL TV,

UntagResource APl /N—2 32 2019-11-01 142



IAM Access Analyzer

APIUZ77L>2A

AccessDeniedException

COTIIAVERTIDTRBT IV EAERI B T A,

HTTP A7 —2A0— R:403
InternalServerException
W%B-U-_/\‘_Ii_o
retryAfterSeconds
BRTZHH TP

HTTP A7 —2AJ— R:500

ResourceNotFoundException

BEELEVY—ANROAVEREATLIL,

resourceld

I) \J_Zo) |Do
resourceType

IJ \J _Xa) 9 ’f 7°o

HTTP AT —XAJ—R:404
ThrottlingException

AOY NI THIREBIZ —,

retryAfterSeconds
BRTZ2HHITIPH.

HTTP A7 —XAJ—R: 429

ValidationException

BRIALBIALS —,
fieldList

FRIALBEA 2T 1—ILRODUAN,

reason

BIADER,
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HTTP 27 —42 20— K: 400

LTOERESRLTSEZL,

SREEBD AWSSDKs DW\WITFNATZDO API ZFEA TR HENHEMICOVWTIEE, UTZ2SBL TL
kL A

[y
0k

AWS XNV RZAUAVEZ—TIALAAV2
» AWS SDK for .NET V4

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

* AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UntagResource
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UpdateAnalyzer

BEOT7F 24— OREZLEELERY,

(® Note

COTFO>3a2@E AT IOCATFZAHF—TRYR—BPELTLELEA,

VOTANDEX

PUT /analyzer/analyzerName HTTP/1.1
Content-type: application/json

{

"configuration": { ... }

}

URIUITARNTA=Z
UOIARTR. RO URINSA—2EEALET,

analyzerName

EETHDTFZA4HF—DAEF,
RTOHIR : PR 1. RAXERE 255 T,
INZ—>:[A-Za-z][A-Za-z0-9_.-]*

DA L

VO TARNKRT A
UOTANGUTD JSON BROF—2EZFANET,

configuration

AWS BRI THIOVRNOTF A —DOREICHIZEHRRNIEENETT,

UpdateAnalyzer

APl /N—2 32 2019-11-01 145



IAM Access Analyzer APIUZ77L>2A

#I- AnalyzerConfiguration 772 T K~

ECOATDZIVRNIHAKRTT, COFTZIIVRNOAUN—R 1 DEFEEERLIIIEBT
EFXT,

wE WO R
L AR ADHEX

HTTP/1.1 200
Content-type: application/json

{

"configuration": { ... }
}
LARAER

To2avhEmddeE, Y—EAREBFHTTP200 L AR AZIBRLET,
H—EAPSUTOT—2A JSON EXTRENET,
configuration

AWS BBE IR THIOVNOTFZAF—OREICHTIEBIEELET,

#I: AnalyzerConfiguration 772 T 9 K

ECOFATDZIVRNIHABRTT, COATITIRNOAYN—GF 1 DEFEELR BT
XY,

IT27—

INTOTFI2AVICHBOIZ—IC2VWTE, TSI 2471 22RBLTLKEEL,

AccessDeniedException
COTOVIAVERTITDTHBT VAR B EEA,

HTTP 27 —%A— K: 403
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ConflictException

BEGATLZ—,

resourceld

IJ \J_Xa) IDo
resourceType

U \J _7\5‘ ’r 7°o

HTTP A7 —2AJ— R:409

InternalServerException

W%B-U-_/\‘_Ia_o

retryAfterSeconds
HATZSHIIVE.

HTTP A7 —XAJ— R: 500

ResourceNotFoundException

BELEVY—ANROAVEREATL L,

resourceld
U \J _X(D IDo
resourceType
VY—ADEAT,

HTTP A7 —X A— R: 404
ThrottlingException

AOY NUZTHBREBIZ—,

retryAfterSeconds
BRTZFHITIDH

HTTP 27 —2A0— K: 429

ValidationException

BREEBIATZ —,
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fieldList

FRIALBEA 2T 1 —ILRDUARN,

reason

BIADEH,

HTTP A7 —XAJ— R:400

LTOEREZRLTSEZL,

SREEBD AWSSDKs DW\WITNATZDO API ZFEA TR HENHEMICOVWTIEE, UTZ2SBL TL
L A

o
0k

AWS XY RZAAVEZ—TIALAAV2
» AWS SDK for .NET V4

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

* AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateAnalyzer

IAM Access Analyzer APIUZ77L>2A

UpdateArchiveRule
BEENET—HA7L— I OBEEBETHLET,

JOTANDEX

PUT /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
}
}

URITVVITARNTZX=Z
UOTANTE, RO URINSA—2EBEALET,

analyzerName

T—HATIN=IINEEHITDTFZAHF—DREH.
RETOFHIR : & PKR 1. RAEWEE 255 T,
INR—2: [A-Za-z][A-Za-z0-9_.-]*

DAZE: L

ruleName
EFITRIL—ILDOEFE,
RETOFIR : ZFPKR 1. RAEKWE 255 T,

INZ—2: [A-Za-z][A-Za-2z0-9_.-1*
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DA L

U TARNKT 1
VOTARNEUT® JSON EXDT—RZEZITFTANKT,
clientToken

9Z2AF>NN=02,

247 XF5|

HAE WWZ

filter

EFHIBIIN—INIC—BTEDTAINE— 714N EZ—IC—HTBDI—IOKENEHFRENET,
XA 7" Criterion A7 T O NI Y TAOXFEHTT,

DA L

L AR ADEX

HTTP/1.1 200

LARAEE
TOIaUNFRBUERE., Y—ERFRZEDO HTTP A3 %32 HTTP 200 L AR AZIRLE T,

I5—

INTOT7I2AVICHBOLIZ—IC2WTR, TN ETIZ 2471 282RBLTSEET,

AccessDeniedException
COTI2AVERTIDTHRBRT IVEAERI B REA,

HTTP 27 —%Z10— K: 403

InternalServerException

W%B-U-_/\‘_Ii_o
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retryAfterSeconds
BETZEHIT IV

HTTP A7 —2AJ— R: 500

ResourceNotFoundException

BEELEVY—AANROAVEREATL L,

resourceld

U \J_Za) IDo

resourceType
U \J - Z 1)) 9 ’f 7°o

HTTP AT —XAJ—R:404
ThrottlingException

AOY MU THIBREBIZ—.

retryAfterSeconds
BRTZ2HHTIPDH.

HTTP A7 —2AJ— R:429

ValidationException

BRALBIALS —,
fieldList

FRIALBEA 2T 1—ILRODUAN,

reason

BIADEH,

HTTP A7 —XAJ—R:400

LTOERESRLTSEZL,

SREEAED AWSSDKs DWTNA TN APl ZFERA T2 HZEOFMCOVTIE, UTESHBLTL

ZEW,

RTOBEHEZRLTEE L,
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c AWS NV RIAUVAVR—TIAAV2

» AWS SDK for .NET V4

* AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

+ AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

» AWS SDK for Ruby V3

RTOERESRL T EE W,
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateArchiveRule

IAM Access Analyzer

APIUT77L2A

UpdateFindings
EEENEREERORT—ZAEEHLET,

VOTANDEX

PUT /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ids": [ "string" 1,
"resourceArn": "string",
"status": "string"

}

URIV I ARNTZX—%Z

UOTARTE URISSXA—REERLER A

VO TARNKT A
UOTARNEUTO JSON BRDTF—REZFANET .

analyzerArn

EHIA2REERELERL =T TS 4 5 —0 ARN,

RAT: XE5

Pattern: [A:]*:[~:]*:[~:]*:[~:]*:[~:]*:analyzer/.{1, 255}

DA L

clientToken
DTAT I NN—=D2,
A7 XEF

BHAE WWNZ

UpdateFindings
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources
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ids
EFMMITBHERD IDs,
B XFH OB 5

MHA: WL Z

resourceArn
BEZRTHENENLDY—AD ARN,
2AT: XF
INBR—>arn:[As1* [As1* [~ [A]%: .

Y= WIRY-4

status

REF, REERDAT—RAEEHIALEHICETIBT7oa>aRLET, ARCHIVE Z#F
ALT, POT1 7 B3BREZERET—HA T EnN-REZBRICEELET, T—HaA7&En-%
HERET VT4 7 BRBREFERICEEACTIVET S IZX, #FRALET,

2. x=F5
B/ & : ACTIVE | ARCHIVED

WAZE: [
L AR ADEX
HTTP/1.1 200
LARAEER
TOIIaUNFRBUERE., Y—ERKZEO HTTP A3 %32 HTTP 200 L AR AZIRLE T,
Ir7—

IXNTOTI2AVICHBOIZ—IC2VWTE, T—BWEBIZS 2471 22RBLTLKEEL,
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AccessDeniedException

COTIIAVERTIDTRBT IV EAERI B T A,

HTTP A7 —2A0— R:403
InternalServerException
W%B-U-_/\‘_Ii_o
retryAfterSeconds
BRTZHH TP

HTTP A7 —2AJ— R:500

ResourceNotFoundException

BEELEVY—ANROAVEREATLIL,

resourceld

I) \J_Zo) |Do
resourceType

IJ \J _Xa) 9 ’f 7°o

HTTP AT —XAJ—R:404
ThrottlingException

AOY NI THIREBIZ —,

retryAfterSeconds
BRTZ2HHITIPH.

HTTP A7 —XAJ—R: 429

ValidationException

BRIALBIALS —,
fieldList

FRIALBEA 2T 1—ILRODUAN,

reason

BIADER,
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HTTP 27 —42 20— K: 400

LTOERESRLTSEZL,

SREEBD AWSSDKs DW\WITFNATZDO API ZFEA TR HENHEMICOVWTIEE, UTZ2SBL TL
kL A
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AWS XNV RZAUAVEZ—TIALAAV2
» AWS SDK for .NET V4

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

* AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateFindings
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ValidatePolicy

RS —ORiIZ2)VITAN L, BREEROVARNZERLET, RHERE., BEZEEL., BE%E
MBRITDEOOEANBHREBEELZREMRL, EXF1 VT AORANT ST 1 A%HETHEERY
—BERTERDELDICTRDICE/IBEET,

VOTANDEX

POST /policy/validation?maxResults=maxResults&nextToken=nextToken HTTP/1.1
Content-type: application/json

{
"locale": "string",
"policyDocument": "string",
"policyType": "string",
"validatePolicyResourceType": "string"
}

URIUOITARNNTA—2A&
JOTARTR., RO URINTGXA—2=Z2EHALET,
maxResults

LARATRENDERODFEAE,

nextToken

BENEBROR—DFGEICFERAEIhDI -0,

O TANKT A
VOITANEUT®D JSON EXDTF—R2Z T ANETT,

locale

BREBEROO-—NZA XCEATZIOT—),
B: XF3

BXW7/fE:DE | EN | ES | FR | IT | JA | KO | PT_BR | ZH_CN | ZH_Tw

ValidatePolicy APl )X—2 32 2019-11-01 157



IAM Access Analyzer APIUZ77L>2A
WA VWOWZ

policyDocument

RV—OAFTOVELTERATSD JSONRUT—RFIXAU KN,
A7 XEF
DA L

policyType

RETHRUS—DRAT, DRUS—EF, IAMTUSSILET 7 AHTERELET, D
RUS—CE, IAMO—L, 1—%—. TL—TOBBRIY—EAYS1VRUS—HEEN
£7,

JY—=ARVD—lE, AWS DY —RICKRIBT IV LAFAZRELET, VY—ARKRII—IC
. IAMO—J)LOEFER) S —E Amazon S3/NNT Y RONT Y RRUS—HNEENET, IDR
=YY —ARII—BEDARAD, Ttk EERIJZ—X Amazon S3 /N7 Y KR
D—BEDBEDANZREETEET,

H—EAO2 MO—JKRY S — (SCPsid, . BBEM (OU), FEETATVNITERYF
Ehi- AWS HEBRU>—D—ETT,

. xF5

A% : IDENTITY_POLICY | RESOURCE_POLICY | SERVICE_CONTROL_POLICY |
RESOURCE_CONTROL_POLICY

QA (E W

validatePolicyResourceType

DY—=ARVS—IZTRIYFETIVI—ADEZERA T RII—RATH OHEIZD &K,
R —RIVY—ARA T DOEZIEEL FITRESOURCE_POLICY, & ZIF, Amazon
SSNTYNCITRYFITRIVY—ARI—ZRKRIATHICIE, RU—RKRIEVY—AZRA
7°AWS: :S3: :BucketlZ ZBIRTEEXT,

BWBEELTHR—RENTVEVIY—ARATDHEE. IAM Access Analyzer [ X T D
DY —RARDD—ICHATNZ R —FIVvIZRITLET, EEAE, KMSF—IZT7XRYF
THRIVY—RARVS—ERIETDICE, RUD—RBRIEVY—AZATOEERBELBVWTLEE
W IAM Access Analyzer i&, IXTOUY—ARVI—ICBRAEND RV —FI Vv IVZRET
LET,
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. xF5

BM%ME : AWS::S3::Bucket | AWS::S3::AccessPoint |

AWS::S3::MultiRegionAccessPoint | AWS::S30bjectLambda::AccessPoint |

AWS: : IAM: :AssumeRolePolicyDocument | AWS::DynamoDB: :Table

L AR ADREX

HTTP/1.1 200
Content-type: application/json

{
"findings": [
{
"findingDetails": "string",
"findingType": "string",
"issueCode": "string",
"learnMorelLink": "string",
"locations": [
{
"path: [
{ ...}
1,
"span": {
Ilmll: {
"column": number,
"line": number,
"offset": number
I
"start": {
"column": number,
"line": number,
"offset": number
}
}
}
]
}
1,
"nextToken": "string"

LARY ADHEX
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}

LARYAER
FoOYAVHRYTHE, Y—E AR HTTP 200 L ARV REBLET,
$—EAN SUTOF—2H JSON KR TEENET,

findings

RUS—FIVIDARA—RNICET VT IAM Access Analyzer IC& 2 TIRE N DR —HADK

HERDUAR,

#I: ValidatePolicyFinding 7' T 9 N D E S

nextToken

BRENLEBEROR-—DFEICFERAEIhDI =D,

AT XF5

I5-—

IXTOTIAVICHBOIZ—ICO2VWTR, T—RABTIZ 247, 28RBLTEEL,

AccessDeniedException
COTI2AVERITIBDTIBRT IV ERAERI B EREA,

HTTP A7 —2AJ— R:403

InternalServerException

W%B-U-_/\‘_Ia_o

retryAfterSeconds
BRTZ2HHIIDH

HTTP A7 —X A— R: 500
ThrottlingException

AOY MUV THIREBIZ—,

LARYAER
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retryAfterSeconds
BRTZ2HHIIBDH.

HTTP 27— & A1— K: 429

ValidationException

BRALBGIALS —,
fieldList

FRIALBEA 2T 1 —ILRDUARN,

reason
BIADER,

HTTP 27— 20— K: 400

LTOERESRLTSEZL,

SEEAED AWSSDKs DWTNA TN APl 2R T2 HEDOFMICOVTIE, UTE2SHBLTL
kL A

o
0k

AWS ANV RZAUAVEZ—TIAAV2
» AWS SDK for .NET V4

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

» AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ValidatePolicy
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57— 57

IAM Access Analyzer API ICIE, EXRETEBRT IV AVNEATIEBOTF—FEANEEFIATVE
T, cOtEI>a> TR, EF—FBICODVTHLLLHALET,

(® Note
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RecommendationError
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- Changed-7LE1—REFBRE. RAT—ZFANEEENEBTFOREERTT,
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resourceType
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