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aws.partner/my_apm/integrationName)s APM ZA/ R NV —AELTRETDHA R
SA4ICD2VWTIE, TReceiving events from a SaaS partner with Amazon EventBridge; 23R
LTLKEEV, kY, FHAIVRMIN=RF—AR NNAFERENET,

2. ROVWTFhHArZITVET,

«  (HERXYYR)HAZLD EventBridge 1 X NNAZERL £, AWS Incident
Detection and Response I&. AWSServiceRoleForHealth_EventProcessor SLR Z/V
LTYX—2 RIL—JL (AWSHealthEventProcessorEventSource-DO-NOT-DELETE)
NAZAVAR=ILET, L=ILY—ABBDARLDARNNATT, L—IDEFL

(& AWS Incident Detection and Response T4, < DJIL—/)LI&k, H—R/N—FT 1 —0O APM
AR NERMYVIACEOONEZ—2E—BLET,
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c (REBEFZE) DARLAREIMNADKDYIZFT7AILMOAR NNNAZFERALET, 7
T7A2NLNDANRY NNATE., YZ—2 RIL—)LA AWS Incident Detection and Response
ICAPM TS —RNEXBEITRIHRENF HVET,

3. N=RF—ARVRNNARAARY N2ZEH#T D AWS Lambda BEEX (f5I: My_APM-
AWSIncidentDetectionResponse-LambdaFunction) Z#EK L ET., B hiEA/ R~
&, ¥Y%x—2 RJL—JL AWSHealthEventProcessorEventSource-DO-NOT-DELETE & —#
LET,

a. EREhiAXR2KNIE—ZED AWS Incident Detection and Response DBl FAEE N,
ARYENDY—ARBRATEFMRATZRXERBICRELET, CONZ—2RFIYR—TR
I=ILE—BRLET,

b. Lambda D X—TY RhZE, ATYVT2(HRXYVY R) TERLULEDARLODA R MY
AFERFETFT7AILNDARNNAICKRELE T,

4. EventBridge JL—)LZ#ERK L. AWS Incident Detection and Response Ic7'Y > 19
BARVRNDVARNE—HIBANRIMNE—2EERLET, L—-IILDOY—AR,
ATYT1TERBLEN—RF—AXRRMNATT (BIZEF. aws.partner/my_apm/
integrationName), JL—ILOX—7'Y N, ATY 7 3 TE&EL Iz Lambda B8 TY (f:
My_APM-AWSIncidentDetectionResponse-LambdaFunction), EventBridge L—ILDE
FICBEITDIHARTAICDOVWTIE, TAmazon EventBridge JL—JL1 Z25BL TS EE L,

AWS Incident Detection and Response THER T2 /N—KF—A R NNADKEEEZRETDHED
B DWTIE, T4l Datadog & Splunk 5 DEHZ#HET S Z2SBLTLIEEL,

f5]: Datadog & Splunk " 5 DBHZHEET S

NPTk, Datadog & Splunk A S MEXI%Z AWS Incident Detection and Response IZ#E& 9 % 1=
OOFHMBEFIEZRLET,

NEY D

« AT Y7 1: APM % Amazon EventBridge AR KRV —RELTEY RNRTYTTD

« ATV T 2L HARABRLARY NNAZERT S

« ATV 7 3 ZH|AD AWS Lambda B EER T S

« ATV 7 4: HAR LD Amazon EventBridge JL—)L ZERK T B
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AT Y 7 1. APM Z Amazon EventBridge DA R KRY—R&ELTEY RNTY T TS

AWS 7 770> N ® Amazon EventBridge T, & APM ZA/ R RNY—RELTEY NTYTLZF
Fo APMZARRNY—RELTERETDFIEICOWTIE, Tevent source set up instructions for
your tool in Amazon EventBridge partners; 2B L T EE L,

APMZARYRNY—RAELTRETDCET, APMHAS AWS THIRDARY NNAICE
HERVVACCENTEET, EYRNTYTRBRICARIMNNAF AR NEZETDE, AWS
Incident Detection and Response A1 > 7 NEB7OLAZBBTEXR T, cOZTOLAICK
V). Amazon EventBridge /" APM O#EE XL L TEMENET,

ATYVT 22 AARABLANRY NNAZERT S

NARLARY NNAZBERTBDONRANT T IT 14 ATF. AWS Incident Detection and
Response &, DARLANRY NNAZFERL T, BRENEARNERYVIAZET, AWS
Lambda BAEUE/N— R F—A R RNADARY REEBL, DARLARY MNAIZEELE
9. AWS Incident Detection and Response &, DAZLARY KNADSANRY N E2WYIAT D
DYNF—RIL=INZEAVAR=ILET,

NARLARY NNAODKRDYIZTFTAILNDARY NNNAZFERTDEETEERT, AWS
Incident Detection and Response Tld, DAZRLARY NNAORKRDYIZ, FT7FILRDARY RN
ADSEIALRSICNR—D RIL—ILZEELET,

AWS PHIY NCAARARLANRY NNAZERT D FE:

1. Amazon EventBridge 122V —JL (https://console.aws.amazon.com/events/) ZBEE £,
2. [NAL [MIXRBNA]DIEICERLET,

3. [BARARLANRYKNNA] T, fEK] ZBIRLET,

4

[BRI] CTARYRMNAOBBZIEELE T, HERE 1B EXE. [APMName-
AWSiIncidentDetectionResponse-EventBus] T 9,

fil& LT, Datadog 7= l& Splunk ZFERATBFSE. ROVThAZFEALET,
[Datadog]: Datadog-AWSIncidentDetectionResponse-EventBus
[Splunk]: Splunk-AWSIncidentDetectionResponse-EventBus
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ATV 7 3 BHAD AWS Lambda BB ZEK T %

Lambda %k, ATY 71 ON—RNF—ARXRKNNRERTYT2ONARL(FEEFF T+
IR ARRMNADBETAR hZ2EHLET, Lambda BIHIC K B ZHE,. AWS Incident
Detection and Response X &Z—2 R)L—J)LE—BL E T,

AWS 7H> MZ AWS Lambda B8k Z RT3

1. AWS Lambda >V —JL® [Functions] (BB%) R— ZHAZE X7,

2. [BEABMOER] ZiBIRL T EE L,

3. [hSHERIRTZBRLET,

4. [BB%A] IZE. APMName-AWSIncidentDetectionResponse-LambdaFunction OFER %
EOTHEHMEADLET,

Datadog & Splunk O fl%ZRICRLE T,
« [Datadog]: Datadog-AWSIncidentDetectionResponse-LambdaFunction
*  [Splunk]: Splunk-AWSlIncidentDetectionResponse-LambdaFunction
5. [FURAAL]ICE, "Python3.105 EABLET,
6. BYVDT7A—I)LREF7AILNMEDERICLET, BIBDER] ZBRL T LEZV,

7. [A—RWE|R—PT, F7FI) MO Lambda BHI> 7V EZRXOI—REIOBEHRICEERX
¥,

RDA—REIO # THFED DA MNIEFBELTLKEZY, CheOIXT N, EETREZ
RULET,

Datadog Z#t 1—RFT> 7L —b:

import logging
import json
import boto3

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

# Change the EventBusName to the custom event bus name you created previously or
use your default event bus which is called 'default'.

# Example 'Datadog-AWSIncidentDetectionResponse-EventBus'

EventBusName = "Datadog-AWSIncidentDetectionResponse-EventBus"
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def lambda_handler(event, context):

# Set the event["detail"]J["incident-detection-response-identifier"] value to
the name of your alert that is coming from your APM. Each APM is different and
each unique alert will have a different name.

# Replace the dictionary path, event["detail"]["meta"]["monitor"]["name"], with
the path to your alert name based on your APM payload.

# This example is for finding the alert name for Datadog.

event["detail"]["incident-detection-response-identifier"] = event["detail"]
["meta"]["monitor"]["name"]

logger.info(f"We got: {json.dumps(event, indent=2)3}")

client = boto3.client('events')
response = client.put_events(

Entries=[
{
'Detail': json.dumps(event["detail"], indent=2),
'DetailType': 'ams.monitoring/generic-apm', # Do not modify. This
DetailType value is required.
'Source': 'GenericAPMEvent', # Do not modify. This Source value is
required.

'EventBusName': EventBusName # Do not modify. This variable is set
at the top of this code as a global variable. Change the variable value for your
eventbus name at the top of this code.

}
]
)

print(response['Entries'])

Splunk B2 1— RF> 7L —k:

import logging
import json
import boto3

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

# Change the EventBusName to the custom event bus name you created previously or
use your default event bus which is called 'default'.

# Example Splunk-AWSIncidentDetectionResponse-EventBus

EventBusName = "Splunk-AWSIncidentDetectionResponse-EventBus"

def lambda_handler(event, context):
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# Set the event["detail"]["incident-detection-response-identifier"] value to
the name of your alert that is coming from your APM. Each APM is different and
each unique alert will have a different name.

# replace the dictionary path event["detail"]["ruleName"] with the path to your
alert name based on your APM payload.

# This example is for finding the alert name in Splunk.

event["detail"]["incident-detection-response-identifier"] = event["detail"]

["ruleName"]
logger.info(f"We got: {json.dumps(event, indent=2)3}")

client = boto3.client('events')
response = client.put_events(
Entries=[
{
'Detail': json.dumps(event["detail"], indent=2),
'DetailType': 'ams.monitoring/generic-apm', # Do not modify. This
DetailType value is required.
'Source': 'GenericAPMEvent', # Do not modify. This Source value is
required.
'EventBusName': EventBusName # Do not modify. This variable is set
at the top of this code as a global variable. Change the variable value for your
eventbus name at the top of this code.

}

)

print(response['Entries'])

8. [F7O141%ZVVYIULET,

9. EMENETF—ROEFXRERD AR NVAD Lambda E1TO—)LIZ [PutEvents] D7 7t A
FFAZEMLET,
a. AWS Lambda >V —J)L® [Functions] (B8¥) R—Z ZBHE X T,
b. BEHEBEIRLTAS, [RE]| X7 T[TV EAFA 2BRLET,

c. [EfTO—JL] T[O—J)L&] Zi#IRL T, AWS Identity and Access Management 1>V —JL
TRITO-ILZREET,

d. [7O7EAFARIZ—]T, BFEORVS—BZ2BRL TR —Z2REXT,

e. [CORVI—TERENTVSRFHA] T, [WE] 2 EBRLET,

f. [RUZ—IFARIR=DT, FiLLAT—RXT NZEM ZBRLEXT,

g [RUZ=TIFA4R]ICLY, RODISBHLWEZADAT—KM XY M EMENET,
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h. BEERENEHLVAT MV RNZEUATICEEHAET,

"Sid": "AWSIncidentDetectionResponseEventBus@",

"Effect": "Allow",

"Action": "events:PutEvents",

"Resource": "arn:aws:events:{region}:{accountId}:event-bus/{custom-eventbus-
name}"

}

i [DY=RIE ATV T 22 HARAZLANY NNAZERTSD THERULIEAARZLARY B
INA®D ARN, E/zlF Lambda d—RTFT7FILRDARY MNAZEALTVREEET
7ZLRDANRY NNAD ARN T,

10. XEBT O EAHFANFrO—ILICEMENATVWER CEZRABLET,
M. [COFLWN=2322F 74N LTRE] ZBIRL, [EEZREF] Z2BRLET,

RAO—REZBBICEAABETTH?

AWS Incident Detection and Response I[C&k 2 THWIAEND AR RNADARY NI, XD
JSON F—ELEORTHMBETT,

{
"detail-type": "ams.monitoring/generic-apm",
"source": "GenericAPMEvent"
"detail" : {
"incident-detection-response-identifier": "Your alarm name from your APM",
}
}

ROBIE, BBRAEIEBBEON—RF—AXRYRNNADLSDARYRNERLTVET,

"version": "Q",

"id": "ab6150a80-601d-be4l-1alf-2c5527a99199",
"detail-type": "Datadog Alert Notification",

"source": "aws.partner/datadog.com/Datadog-aaalllbbbc",
"account": "123456789012",

"time": "2023-10-25T14:42:257",

"region": "us-east-1",

"resources": [],
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"detail": {
"alert_type": "error",
"event_type": "query_alert_monitor",
"meta": {
"monitor": {
"id": 222222,
"org_id": 3333333333,
"type": "query alert",
"name": "UnHealthyHostCount",
"message": "eEawseventbridge-Datadog-aaalllbbbc",
"query":
"max(last_5m):avg:aws.applicationelb.un_healthy_host_count{aws_account:123456789012}
\u@03c\u0o3d 1",
"created_at": 1686884769000,
"modified": 1698244915000,
"options": {
"thresholds": {
"critical": 1.0

}
I
},
"result": {
"result_id": 7281010972796602670,
"result_ts": 1698244878,
"evaluation_ts": 1698244868,
"scheduled_ts": 1698244938,
"metadata": {
"monitor_id": 222222,
"metric": "aws.applicationelb.un_healthy_host_count”
}
},
"transition": {
"trans_name": "Triggered",
"trans_type": "alert"
},
"states": {
"source_state": "OK",
"dest_state": "Alert"
},
"duration": 0@
},
"priority": "normal",
"source_type_name": "Monitor Alert",
"tags": [
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"aws_account:123456789012",
"monitor"

AR NI EBRENDENE, detail-type BT Z—RAFREL I APM, V—RARK/N—KF—
APM, L T incident-detection-response-identifier F—AFEL TVEBWVWI EILEE

LTL<EZL,

Lambda B#IE LEED AR N Z2EHL, Z—T Y RODARLARY MNAXREZET7AILNDA
RYMNNACBRELE T, BRRENIERAO—RIE, BEBF—EEORTHFEEND RSB E

Lo

"version": "Q",
"id": "7f5e0fcl-e917-2b5d-a299-50f4735f1283",
"detail-type": "ams.monitoring/generic-apm",
"source": "GenericAPMEvent",
"account": "123456789012",
"time": "2023-10-25T14:42:25Z",
"region": "us-east-1",
"resources": [],
"detail": {
"incident-detection-response-identifier": "UnHealthyHostCount",
"alert_type": "error",
"event_type": "query_alert_monitor",
"meta": {
"monitor": {
"id": 222222,
"org_id": 3333333333,
"type": "query alert",
"name": "UnHealthyHostCount",
"message'": "eEawseventbridge-Datadog-aaalllbbbc",
"query":
"max(last_5m):avg:aws.applicationelb.un_healthy_host_count{aws_account:123456789012}

\u@03c\u003d 1",
"created_at": 1686884769000,
"modified": 1698244915000,
"options": {
"thresholds": {
"critical": 1.0
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},

.

"result": {
"result_id": 7281010972796602670,
"result_ts": 1698244878,
"evaluation_ts": 1698244868,
"scheduled_ts": 1698244938,
"metadata": {

"monitor_id": 222222,

"metric": "aws.applicationelb.un_healthy_host_count"
}
.
"transition": {
"trans_name": "Triggered",
"trans_type": "alert"
.
"states": {
"source_state": "OK",
"dest_state": "Alert"
.
"duration": 0
.
"priority": "normal",
"source_type_name": "Monitor Alert",
"tags": [
"aws_account:123456789012",
"monitor"
]

detail-type l& ams.monitoring/generic-apm, Y —Alk GenericAPMEvent IZ7xV), F¥#H
ICEFLWF—EEORTTHS incident-detection-response-identifier A"EET S &
SIERYWERL L,

B OHI Tk, incident-detection-response-identifier fEI&/VA
$.detail.meta.monitor.name D FOTZ—KRBEHLASEBENTVET, APM 7T —KED/N
AlF. APM ZEICERYET, Lambda BHZZEEL T, ELW/N—KF—A X2 K JSON /NAD
5F7Z5—ALAZ%ZHBL, incident-detection-response-identifier EICHERAITISLEN D
VET,
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incident-detection-response-identifier THREETND—ZENZFFETNENh, F>
R—F 4 > J (2 AWS Incident Detection and Response F—AICREEE T, incident-
detection-response-identifier OFBBI A FTHB AR NEMREBEhEL A,

ATY 7 4: HAR LD Amazon EventBridge L—IL 2K T S

ATY T A THERUEN—RF—ARY NNNAILEE., BEENERT S EventBridge L — LA HE
T9o cOI—=IEFE, N—=hRF—ARKNADLS, ATY T 3 THERL = Lambda BEBEICEH D
ARYRNEEFBLET,

EventBridge L—I)ILDERICBET B HA RS A ICD2W T, TAmazon EventBridge JL—I)L1 2%
BLTLSEZL,

1. Amazon EventBridge 1>V —JL (https://console.aws.amazon.com/events/) ZFE £,

2. [L—I]ZZBRL., APM ICBBENTSNEN—RF—ARMNAZERLET, N—hF—
AR MNADHZIRICRLUET,

» [Datadog]: aws.partner/datadog.com/eventbus-name
* [Splunk]: aws.partner/signalfx.com/RandomString
3. [L—=I%ZEMK] %#&8RL T, #HL L EventBridge L—I)LZERL E T,
4. JL—=ILBICE, RO APMName-AWS Incident Detection and Response-
EventBridgeRule THBMZANL., [AN]ZEBRLET, UTRBFBHDOHTT,
+ [Datadog]: Datadog-AWSIncidentDetectionResponse-EventBridgeRule
* [Splunk]: Splunk-AWSiIncidentDetectionResponse-EventBridgeRule
5, [MRYKNY—RA] T, [AWS 41 R N&El& EventBridge /N\— R F—A R N ZBRLE T,
6. [FUTINARYBN EMEEFE ZT7ALNMEOERICLET,
7. [MRYRNEZ=2]IDFERF. ROVWThAZERITLET,

a. [M1~X2K~Y—ZA]: EventBridge /\— 7+ —,
b. [/N—hF+—]:APMN—KF—ZBRLET,
c. (MRUYRBRATIXRTODARY K,
ARRNNEZ=2OBZERICRUET,

Datadog 1 X2 M/NZ—2 Dl
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Splunk 1 X2 RNZ—2 D fl

8. [Z—TYRIT, UTZERLET,

a. [B—7TYRNEAT]AWS H—ER

b. [Z—%"Y N%&i#IR]: Lambda BEHEBIRL £,

c. [B%): ATvY7 2 TERL /= Lambda BAED B H,
9. [RAN] N—ILZ2R7F] OIEICERLET,

D I77vU%EHL T Amazon EventBridge & BIEHE L TV APM
AT T—LZEVIAD

AWS Incident Detection and Response Tl&. Amazon EventBridge & BEEHREEL TV EVLWH—R
N=TFTA—OAPMASTS—LERYACEENVIT 7Y VOFEREYR—NLTVET, ch
S5NATY 7% BELT S oI Incident Detection and Response AX Y RSA AR —T I A
A (CL) 2R3 HENEM-DVWTIE, TAWS Incident Detection and Response CLI; 38 L
TLEZL,

Amazon EventBridge £ BE#EHFAL TW2D APM O ANICDOWTIE, TAmazon EventBridge M ##
&1 EBBLTEEL,

ROFIEZEHAL T, AWS Incident Detection and Response E DIEEZHRELET, ATV &RE
T9%8a0lC., AWS Y%x—2 R)L—JL, AWSHealthEventProcessorEventSource-DO-NOT-DELETE
NTHIURNCAVARN=IENTWVWB L ZBRLET,

DI 7YV RERLEARY NOBYIAK

1. APMAS5ORAO—REZZ (T ANDS Amazon APl Gateway 2 E&L £9,
2. HIORIZRIRSIC, BARM—U > Z2FERAL TERAAD AWS Lambda B8 Z2EHZL £,

3. 2%FHE® Lambda B8% % E&L T. AWS Incident Detection and Response &3l F % Z#L ., X
AO—RIZCEMLET, COBEKEFERTSE. AWS Incident Detection and Response (Zi%1{S
TRARVKNETANRITITBEETEERT,

4. APl Gateway THEKE N7 URL ICBHEZIEETSDELD APM ZRELF T,
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AWS Incident Detection and Response CLI

AWS Incident Detection and Response HAZN—ON2 RZA 2422 —7 T4 A (CLl) &, AWS
Incident Detection and Response NN AV R—F 1 I HFEZNRIB AN RSZA A Z—
JIAAY—=)ITTY,

Incident Detection and Response CLI [& AWS CloudShell TE{TEh, FUR—F 1 > J158HEINE
L. Resource Groups Tagging APl 2L TAWS VY —RF—X2ZR&EL, Y R—KNT—AZE
BLET, CLIEF. #HL WV Amazon CloudWatch 75 —ALZERL 2V, BEFEOTZ—LZEYIAA
EV)T&EET, £, AWS CloudFormation ZNtLTA V7 ZARNZOFv&2F7O0/4LTT AN
L. ¥—R/N—F 1 —0Y—)LA" Incident Detection and Response IC 75— RN &EZEETED&LSIC
LET, CLIZA VRS ITATE—RTERFTFLULTAVR—F A IFIEZHARTDZEE, — 1
WX DevOps 1— AT —ADBERFR AT ZAVE—RTERITIDEETEET,

A2VARN=)L, BIREHE, IVRY—I2ROHFBZE, CLIOFERAEOFEMIZOWVWTIE, TCLlfor
AWS Incident Detection and Response) ZZBL TS &L\,
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Incident Detection and Response TO—JO0— RZEE T3

DRABADITFNEBTEELISE,. EZRVIRKROD—IO—ROAR—=F 127,
TAM #BCHULLE7OCAEFIEERETSCETT, cOEIZAVTR, 1T RNFO
F—LZ2EODOBRENBS DT Y JERSFHEOER, FR—F1 2 JR0OFHLWI—o0O—
ROBELETANERIE, V7—J0—ROEZZVVIZEHIZEEOVIIAN, HEICISU
ED—U0—ROBUBRFTR—FT 12 0RE, EEBATYTICOVWTHALET,

(N =Ry

« Incident Detection and Response TA VTV MR TR EHDT T Y IV ERMISEBEZERT
2

* Incident Detection and Response THAR—RUED—JO—RZTANTD

« Incident Detection and Response THVAR—RLED—JO—RADZEEZVITIARTS

« Incident Detection and Response & DEEIZ LD T T — LD

+ Incident Detection and Response 5D —YO—ROF7R—R

Incident Detection and Response TA > F 2 NI T B -HD
Zo7 YO EMISFTEZERKT B

Incident Detection and Response Tld, A R—F 4 I T T7— A SBBLEERZEAL T,
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ST v o06:

Runbook template for AWS Incident Detection and Response
# Description
This document is intended for [CustomerName] [WorkloadName].

[Insert short description of what the workload is intended for].

## Step: Priority

**Priority actions**

1. When a case is created with Incident Detection and Response, lock the case to
yourself, verify the Customer Stakeholders in the Case from *Engagement Plans -
Initial Engagement*.

2. Send the first correspondence on the support case to the customer as below. If
there is no support case or if it is not possible to use the support case then backup
communication details are listed in the steps that follow.

Hello,

This is <<Engineer's name>> from AWS Incident Detection and Response. An alarm has
triggered for your workload <<application name>>. I am currently investigating and
will update you in a few minutes after I have finished initial investigation.

Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>

**Compliance and regulatory requirements for the workload**
<<e.g. The workload deals with patient health records which must be kept secured and
confidential. Information not to be shared with any third parties.>>

**Actions required from Incident Detection and Response in complying**
<<e.g Incident Management Engineers must not shared data with third parties.>>

## Step: Information
**Review of common information**

* This section provides a space for defining common information which may be needed
through the life of the incident.

* The target user of this information is the Incident Management Engineer and
Operations Engineer.
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* The following steps may reference this information to complete an action (for
example, execute the "Initial Engagement" plan).

**Engagement plans**

Describe the engagement plans applicable to this runbook. This section contains
only contact details. Engagement plans will be referenced in the step by step
**Communication Plans**.

* **Tnitial engagement**

AWS Incident Detection and Response Team will add customer stakeholder addresses below
to the Support Case. AWS Stakeholders are for additional stakeholders that may need to
be made aware of any issues.

When updating customer stakeholders details in this plan also update the Backup Mailto
links.

* ***Customer Stakeholders***: customeremaill; customeremail2; etc

* **x*AWS Stakeholders***: aws-idr-oncallEamazon.com; tam-team-email; etc.

* ***OQne Time Only Contacts***: [These are email contacts that are included on only
the first communication. Remove these contacts after the first communication has gone
out. These could be customer paging email addresses such as pager-duty that must not
be paged for every correspondence]

* ***Backup Mailto Impact Template***: <*Insert Impact Template Mailto Link here*>

* Use the backup Mailto when communication over cases is not possible.
* ***Backup Mailto No Impact Template***: <*Insert No Impact Mailto Link here*>
* Use the backup Mailto when communication over cases is not possible.

* **Fngagement Escalation**

AWS Incident Detection and Response will reach out to the following contacts when the
contacts from the **Initial engagement** plan do not respond to incidents.
For each Escalation Contact indicate if they must be added to the support case, phoned
or both.
* ***Fjrst Escalation Contact***: [escalationEmailAddress#1] / [PhoneNumber] - Wait
XX Minutes before escalating to this contact.
* [add Contact to Case / phone] this contact.
* ***Second Escalation Contact***: [escalationEmailAddress#2] / [PhoneNumber] - Wait
XX Minutes before escalating to this contact.
* [add Contact to Case / phone] this contact.
* Etc;

**Communication plans**
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Describe how Incident Management Engineer communicates with designated stakeholders
outside the incident call and communication channels.

* **Impact Communication plan**

This plan is initiated when Incident Detection and Response have determined from step
**Triage** that an alert indicates potential impact to a customer.

Incident Detection and Response will request the customer to join the predetermined
bridge (Chime Bridge/Customer Provided Bridge / Customer Static Bridge) as indicated
in **Engagement plans - Incident call setup**.

All backup email templates for use when cases can't be used are in **Engagement plans -
Initial engagement**.

* 1 - Before sending the impact notification, verify then remove and/or add customer
contacts from the Support Case CC based on the contacts listed in the **Initial
engagement** Engagement plan.

* 2 - Send the engagement notification to the customer based the following Template:

(choose one and remove the rest)
***Tmpact Template - Chime Bridge***

The following alarm has engaged AWS Incident Detection and Response to an Incident
bridge:
Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>
Alarm Start Time - <Example: 1 January 2023, 3:30 PM UTC>
Please join the Chime Bridge below so we can start the steps outlined in your
Runbook:
<insert Chime Meeting ID>
<insert Link to Chime Bridge>
International dial-in numbers: https://chime.aws/dialinnumbers/

***Tmpact Template - Customer Provided Bridge***

The following alarm has engaged AWS Incident Detection and Response:
Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>
Alarm Start Time - <Example: 1 January 2023 3:30 PM UTC>

Please respond with your internal bridge details so we can join and start the steps

outlined in your Runbook.

***Tmpact Template - Customer Static Bridge***
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The following alarm has engaged AWS Incident Detection and Response to an Incident
bridge:

Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>
Alarm Start Time - <Example: 1 January 2023, 3:30 PM UTC>

Please join the Bridge below so we can start the steps outlined in your Runbook:
Conference Number: <insert conference number>
Conference URL : <insert bridgeURL>

* 3 - Set the Case to Pending Customer Action

* 4 - Follow **Engagement Escalation** plan as mentioned above.

* 5 - If the customer does not respond within 30 minutes, disengage and continue to
monitor until the alarm recovers.

* **No Impact Communication plan**
This plan is initiated when an alarm recovers before Incident Detection and Response
have completed initial **Triage**.

* 1 - Before sending the no impact notification, verify then remove and/or add
customer contacts from the Support Case CC based on the contacts listed in the
**Engagement plans - Initial engagement** Engagement plan.

* 2 - Send a no engagement notification to the customer based on the below template:

***No Impact Template***

AWS Incident Detection and Response received an alarm that has recovered for your

workload.
Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>

Alarm Start Time - <Example: 1 January 2023, 3:30 PM UTC>
Alarm End Time - <Example: 1 January 2023, 3:35 PM UTC>
This may indicate a brief customer impact that is currently not ongoing.
If there is an ongoing impact to your workload, please let us know and we will engage
to assist.

* 3 - Put the case in to Pending Customer Action.
* 4 - If the customer does not respond within 30 minutes Resolve the case.

* **pdates**

If AWS Incident Detection and Response is expected to provide regular updates to
customer stakeholders, list those stakeholders here. Updates must be sent via the same
support case.

Remove this section if not needed.

* Update Cadence: Every XX minutes
* External Update Stakeholders: customeremailaddressl; customeremailaddress2; etc
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* Internal Update Stakeholders: awsemailaddressl; awsemailaddress2; etc

**Application architecture overview**

This section provides an overview of the application/workload architecture for Incident
Management Engineer and Operations Engineer awareness.

* **AWS Accounts and Regions with key services** - list of AWS accounts with regions
supporting this application. Assists Engineers in assessing underlying infrastructure
supporting the application.

* 123456789012
* US-EAST-1 - brief desc as appropriate
* EC2 - brief desc as appropriate
* DynamoDB - brief desc as appropriate
* etc.
* US-WEST-1 - brief desc as appropriate
* etc.
* another-account-etc.

* **Resource identification** - describe how engineers determine resource association
with application
* Resource groups: etc.
* Tag key/value: AppId=123456

* **CloudWatch Dashboards** - list dashboards relevant to key metrics and services
* 123456789012
* us-east-1
* some-dashboard-name
* etc.
* some-other-dashboard-name-in-current-acct

## Step: Triage

**Evaluate incident and impact**

This section provides instructions for triaging of the incident to determine correct
impact, description, and overall correct runbook being executed.

* **Evaluation of initial incident information**
* 1 - Review Incident Alarm, noting time of first detected impact as well as the
alarm start time.
* 2 - Identify which service(s) in the customer application is seeing impact.
* 3 - Review AWS Service Health for services listed under **AWS Accounts and Regions
with key services**.
* 4 - Review any customer provided dashboards listed under **CloudWatch Dashboards**
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* **Tmpact**
Impact is determined when either the customer's metrics do not recover, appear to be
trending worse or if there is indication of AWS Service Impact.
* 1 - Start **Communication plans - Impact Communication plan**
* 2 - Start **Engagement plans - Engagement Escalation** if no response is received
from the **Initial Engagement** contacts.
* 3 - Start **Communication plans - Updates** if specified in **Communication plans**

* **No Impact**

No Impact is determined when the customer's alarm recovers before Triage is complete
and there are no indications of AWS service impact or sustained impact on the
customer's CloudWatch Dashboards.

* 1 - Start **Communication plans - No Impact Communication plan**

## Step: Investigate
**Tnvestigation**

This section describes performing investigation of known and unknown symptoms.

**Known issue**
* *List all known issues with the application and their standard actions here*

**Unknown issues**
* Investigate with the customer and AWS Premium Support.
* Escalate internally as required.

## Step: Mitigation

**Collaborate**

* Communicate any changes or important information from the **Investigate** step to the
members of the incident call.

**TImplement mitigation**
* **%]| jst customer failover plans / Disaster Recovery plans / etc here for implementing
mitigation.

## Step: Recovery

**Monitor customer impact**

* Review metrics to confirm recovery.

* Ensure recovery is across all Availability Zones / Regions / Services

* Get confirmation from the customer that impact is over and the application has
recovered.

STV ERBEEEERT S Version February 3, 2026 54



AWS Incident Detection and Response 1—H'—# 1 R AWS Incident Detection and Response M #:& & FE

**Tdentify action items**

* Record key decisions and actions taken, including temporary mitigation that might
have been implemented.

* Ensure outstanding action items have assigned owners.

* Close out any Communication plans that were opened during the incident with a final
confirmation of recovery notification.
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&& HOUR(ml1l) >= 1 &&
HOUR(m1) < 3), 99, ml)

IF((HOUR(m1) >= 23 ||
HOUR(ml1) < 4), 100,
ml)

A—AT—A

BB XEROFE 1 KA SF
Bl 3 B (UTC) ETOHAES.
KBEOT—FRRA & 99 (IZ
BEEHWMABDETTZ— L%
MEL X7,

BHF%E 11BN SFE 48
(UTC) ETOHIEF., EBED
T—RRANE 100 ICEZE
MABETTT— L%
LET,

S

« DAY(m1)==2: XiER (HEE
H=1, HEH=7)T&%%
CEZERLET,

- HOUR(m1) >= 1 &&
HOUR(M1) < 3: %31 1 B A
541 3 B (UTC) M ESRI%
BHzEELET,

* IF(condition, value_if_true,
value_if_false): &4 A" true
NZER}. XKNUOAfE%E
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c ||: REBORICKY), &H4H
RREBEOD 2 DO&EHHET
BAEhDELSICLET,

* IF(condition, value_if_true,
value_if_false): 8 €& h iz
RFEEENIC 100 ZIRL &
T, EEATREITOXKN
DAEM ZREFLET,
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ABIETTZ7—LzIHEL T7FY¥LET,
R + IF(condition, value_if_true,

value_if_false): &4 A" true
NHE Bl E, Bz
11:00 »* 5 13:00 (UTC) ®
), 99 ZRLET, &H
7 false 3FE, TOX KV
DA M) Z2EREFELET,

H— RN—F 14— APM A SDOT S5 — L%z

TZ2—LZWHTBIFELCOVTR, Y—RN—F 1 —DO APMARUE—0D RF 1 X
VRESBLTILKEEV, H—RNN—F1—0O APM AR A —0HlE LTIk, New
Relic, Splunk, Dynatrace, Datadog., Sumologic B ENFH V) FT,

D—OO0—REEVITARNZEEBFLTT Z—LZiF

HOtEIaAVTHBALERSICY—ATTS—LZHTELRZVEEE, D—J0—REEVUIT
ANEZEELT, D—V0—ROT7F—LO—HELRFEIXNTOEZRVIJZFEHTNHTEIRS
I Incident Detection and Response IC3#RLUE T,

D—OO—REZBEVITANDERTEDFMIZOVWTIE, Tncident Detection and Response T 7
VAR—RUED—VO0—RAQOEEZVIIANTS ) 2SBLTILKEESY, D—J0O0—REEUY
TARERITLTITS—LOMEIZEDV VTARNTDEZR, ROXABHRELTRMEL TSEEZV,

« DJ—J0—RH: J—U0—ROFH,

« 7HD2KNID:ID1, ID2, ID3 &,

- ZEOFM: 7Z— LOIH
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- MHTBTZ—L: MEITS CloudWatch 7Z— LA ARN RzFH— R/N—F 1 — APM 4/ R RN
BlFDUAR,

T2—LWHEIT7—O0—REEVIVITARNEZERT S &, Incident Detection and Response A 5D
BHZZITIYET,

— V00— REEV I T AN DR
« TE—LNIHEhEZEE DB,
s EZRVIDQIESICTZ—LNBUEMCBE I EDBEH,

F1—RK1D)TIL: Metric Math Bz EHL T7 > —L%Z{F

RODF1—RKYTFILTIE. Metric Math Z6H L T CloudWatch 75 —ALZ & T2 HEICOVWTE
BLET,

>F T DA

WONEADFH 1 BASEH 3 (UTC) £ETCOMICIEEhTVWIFIFAETAABYET,
COEBBHEOEBROT—RRA RN ZE 0 (REENLELEWMEZTEZF—RRAI N ICBEE#RZ
% CloudWatch Metric Math B8k ZERL £,

1. T7o5—ALZENJH—FBEEZFMLET, XOART)—=>223av NE, To—LEEOHZR
LTWET,

BOAV)—>223y NIRULETZ—AWR., Application Load Balancer X —%'Y N )IL—7"®
UnHealthyHostCount XKV OJRZEZRUVILET, COTZ—ALR., 5 D2OF—ZRA
Y RDS555D2ICD2WT, UnHealthyHostCount X RU O AN 3 LA EIC7x% & ALARM IREE(C
BYVET, T2—LERE, RELTWRTF—RZFR BEENLZLEVEICERLTWD) &L
THRVWET,

2. Metric Math B8tz ERR L £ 9,

COBITIE, FEESNATVRTIOTAETAR. ROKXERAOFE 1 KA SFRI 3K (UTC) &
TOEICTLIhET, LENF 2T, CORBAFORBOT—RIRI U RE O EREENEZLEY
BETESTF—RKRA DN ICBEEHR-Z S CloudWatch Metric Math BIEiZER L £ 95

RETIMLENBDIERT—FRA NG, PIT—LREILL>TERYET, flREF, HTTP
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FOEBOT—ERRA N2, BEENELEVWVETHS 100 2BADEICEERAET,
D=+ 1) ZF O Metric Math B8ER D #lZ# X ICRLUE T,

IF((DAY(ml1) == 2 && HOUR(ml1) >= 1 && HOUR(ml) < 3), 0, ml)

ER D Metric Math BIEIZ X, ROEBEENEEFNTVET,

- DAY(m1)==2: KR (HEH =1, AIBH =7) THB L WAL ET,
+ HOUR(m1) >= 1 && HOUR(M1) < 3: 81 1 BA 5481 3 B (UTC) OBREEHEEEELE Y.

- IF(condition, value_if_true, value_if_false): 44" true MFE, BB XNV AEZ 0 IZE
EMAFET, ThUHNDFZERE. TOE M) FREIhET,

B EFATESBEBOFMCDOWVWTIE. "TAmazon CloudWatch 1—H—2H 4 R, @ "Metric
Math 8 &£ B%, ZSHBLTLSEEL,

3. AWSXZRIXRNIAV =N IZH L4242 LT, CloudWatch 2V —JL (https://
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[7Z—L] ZBRL. Metric Math B8 Z EMNT BT Z—LZRDOWTET,
Metric Math 29> 3> T, [#w&E] ZBIRLE T,

R 0EM. [ZOXDSHK] OMEICERLET,

BRZEAHL, [EA] ZBRLET,
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ROBUZRT RS, FTEI—LHFEZRZIVVTIZBEOXRNIVAZFEEBNIC 1] &),
B [e1] CBY)ET,

8. (A7 IV)RDOBICRILSIC, XMNVITABADINILZHEL T, TOMBEERERZ
OI—H—HNERETEDLSICLET,

9. [m1] MBRZMERL ., [e1] ZIBIRLTHS, [ XNV IVADEBIR] ZBRLET, chicky), B
ICHEBXARNVOREZEBETZ_ZVTT23RDYVIC, BRETZRV T TDRSICTT—LN
BRESIhZFET,

10. [LE2I—EERICAFY 1 ZBIRLET,
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LET,
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A OHITIE, Metric Math BEABBAE TV IThIFE, O UnHealthyHostCount X M1
DARFBEENETITAETAHRICHRESATVWERGTTT, COFER. XOFIICRT LD
(=, CloudWatch 75 —AA ALARMIREE(ZZx V), Incident Detection and Response 2" EEI L £ 95
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HEEXET,
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2. [7Z—AL)ZERL., Metric Math B8 ZEEMT BT Z—LZRED2TET,
3. MetricMath £ 3> T, [{RE] 2 BRLET,
4, TI7—LDSHEZHIBRTEICE. XRNUIABKXOEICHS x| REVZERLE T,

5. XRVIRZEBERLTEBOXNIIAOEZRYTZBRAL., (XN T ADER] ZFIRL
x5

6. [FLEI—EHERICAFY T ZBIRLET,

TZ2—LARBEEBICRETNTVRCEZRAL, [T —LAZEHL TEELZREF] 2:E R
LEXT,

~
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Incident Detection and Response 5D J—2JO—ROFATR—R

AWS Incident Detection and Response "5 0 —J0— RZFAT7R—RFDICEF, 7—IJ0—RZ&
ICFHLOWHR—RNT—RAZERLET, YR—MT—RZERTEIERE. ROKICERLTLLEE
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c 12D AWS THINCHBDT—VO—REATR—RIBZICE, 7—IVO0—-RODTHIURE
EEXIETHIRNDSYR—NT—AZERLET,

s BEOAWS TAHIY NCREANBDD—UO—REFTR—RIBICE, [XIEBTHIURNHS
BR—KNT—RZERLET. YR—NT—ADENT, F7R—RFZIXTOFTHI>KNID
ZLBLET,

/A Important

D—O0—REATR—RIBIHYR-—KNT—RAZERIZITHAIVNZEERADE, 77
O—RZFA7O—RIBDETICEENREL LY, BIMERAEREIIZY TEIHEEHNHY)
£9,

D—J0—RZATR—RITDIVITAL

AWS HR—h 2 X —ICBBIL., [T—ADER] ZBRLE T,
[ 2 BRLUE T,

[F—EA] T. [Incident Detection and Response] ZiERL £,
[(HAFIV]T, [D—00—ROFATR—F 12T Z2BRLET,
[EEE]| T, [ BABHA I A ZERLET,

CHEED BB ZADLET, BIZE. ROKDICHYET,

o gk~ w N~

[7F 7 7R— K] AWS Incident Detection and Response - workload_name

7. COEEDRBAIZAHNLET, HIAE. "TCOUIIANIAWS 12272 MMaHEL AR
VALHVR=RENEBRFODT—IVO—REFTR—FA2TIBEHOOENDTT I EAHL
FT, UITANIRK., ROBHAEBENTVD L ZHBLTSEEL,

e J—O0O—RFZ:J—20—ROEHI,
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AWS Incident Detection and Response &, 77U T —>3a> LAV —HSEREBDZ AV TTAN
ZOFYET, J—VO—RE£EOFTH-—NEVT A ZERTDLHOEMANEHA X Az iRH
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ITHET, AWSD—V0O0—ROEEXPNTA—XAOEBETEEZRIVJLET, TEZXUY
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BARNVIADBTZFYTFYITRIXRNIIAETZT—hE2ERLET, HIAE. ENAMILERE
T7VT5r—>320FEREDRAXNI AR, BEEY NTYTORNER (A—F—BFEORK
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LET,
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TFAVITI—AOATH—NEUT &, FFVT—>3 2 LA V—TEEBEDZARREXN
DOAZEEZELT, 7—70—ROFHZ AWS ICBHITACEILERZEVTVERT, chilk
V. AWS FC DRSS BHIICHRRICHBTE, BRICRIEEXT, chSOATYTZRELT
% 128 (C Incident Detection and Response AN RS A A2 B —T7 I A A (CL)) ZEAT3H
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« FR—F1>2T% 7 T —X: AWS Incident Detection and Response IZl&, 1> T7 AR Y
FYLRILODARNIDADERZ., XMV ITAOHAE, SEFEHROXBEICSLULMNL—AREOTDEE
ERE, AT7H—NEUTAOLOOTAT VT A7 H—EANZHAZETATVET, chs50
H—EAQORKICEEA AL D BHEN DY), BROTF—LIBEITH AN B ET. AWS
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k. P5—AICBERFTSNEZ 7Y ORBEMNICTILL., Incident Manager IZBHAIL &
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TSRV IARNT D, 28RBLTLEETV,
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A=), FERZVTYITEEETNTVREBYICI—HY—E2I Y- LET, Incident
Manager &, AWS OH—EANEEMZRIIL T, F5—ALND—OO—RTHEAET NS AWS
DH—EAOBBICEEL TWRAESHZHIIL, BEREBDT—EAODARAT—RAICDO2VT
7 RINAALET, BEICISLU T, Incident Manager A" 1—H—ICRb 2T —AZERL, B
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T—=232IZHILLTAWS O —ER ZEZXU 2T $3B 2%, AWS Incident Detection and
Response l&. AWS OH—E A DA R MEFENDHEIC. 1T AWS O —E XA
DREEICEEL TVWR EHMTRIBEENHYET. D> FUATR, Incident Manager & AWS
NDH—EAXADAT—RAZT RNAAL, AWS ODH—ERA DARINAVIFURNERBT7O—
ZRNUA—L, BRIZODVWTH—ERAF—AIL7#0—TY7LET, BHEhBRICKY.
BIHFTEPEREEZRHICEREL T, AWSOH—ERXANDARNOFEEBRBTEET,

3. 1 F 2 MNER: Incident Manager &, #EE AWS F—ALEKTA T NZREL, 4
VIFURNBRELEBRAENDIET, BYIEAWS OEMREEEL TVWDSEEHERELE
ED

4. A FRNELEI— (VOITANLESE): 412272 M&. AWS Incident Detection and
Response )V TANIWUTA U OF U RNELELI—ZRITL, 12T MRLAR—NZ
ERTEERT. 1T MELA—NCE, BEOHA, &, IT2T7—IXNLETF—
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AVTFVRORRORENEBEZRET DI LOICEATERIFEBIEETNTVIEENIHYE
To 12T MNELAR—NIBREFRERSH (RCA) TREHYEEA. 1TV NELKR—KNIC
MATRCAZIVIIARTEERT, 1TV NELR—bNOBIZROEIZIAZVICRLET,

/A Important
RFOLR—MTTL—KE—HITT,

Post ** Incident ** Report ** Template

Post Incident Report - 0000000123

Customer: Example Customer

AWS #it##t case ID(s): 0000000000

Customer internal case ID (if provided): 1234567890

Incident start: 2023-02-04T03:25:00 UTC

Incident resolved: 2023-02-04T0Q4:27:00 UTC

Total Incident time: 1:02:00 s

Source Alarm ARN: arn:aws:cloudwatch:us-east-1:000000000000:alarm:alarm-prod-workload-
impaired-useastl1l-P95

Problem Statement:

Outlines impact to end users and operational infrastructure impact.

Starting at 2023-02-04T03:25:00 UTC, the customer experienced a large scale outage
of their workload that lasted one hour and two minutes and spanning across all
Availability Zones where the application is deployed. During impact, end users were
unable to connect to the workload's Application Load Balancers (ALBs) which service
inbound communications to the application.

Incident Summary:

Summary of the incident in chronological order and steps taken by AWS Incident Managers
to direct the incident to a path to mitigation.

At 2023-02-04T03:25:00 UTC, the workload impairments alarm triggered a critical
incident for the workload. AWS Incident Detection and Response Managers responded to
the alarm, checking AWS service health and steps outlined in the workload’s runbook.

At 2023-02-04T03:28:00 UTC, ** per the runbook, the alarm had not recovered and the
Incident Management team sent the engagement email to the customer’s Site Reliability
Team (SRE) team, created a troubleshooting bridge, and an #### support case on behalf
of the customer.

At 2023-02-04T03:32:00 UTC, ** the customer’s SRE team, and #### Engineering joined
the bridge. The Incident Manager confirmed there was no on-going AWS impact to
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services the workload depends on. The investigation shifted to the specific resources
in the customer account.

At 2023-02-04T03:45:00 UTC, the Cloud Support Engineer discovered a sudden increase
in traffic volume was causing a drop in connections. The customer confirmed this
ALB was newly provisioned to handle an increase in workload traffic for an on-going
promotional event.

At 2023-02-04T03:56:00 UTC, the customer instituted back off and retry logic. The
Incident Manager worked with the Cloud Support Engineer to raise an escalation a
higher support level to quickly scale the ALB per the runbook.

At 2023-02-04TQ4:05:00 UTC, ALB support team initiates scaling activities. The
back-off/retry logic yields mild recovery but timeouts are still being seen for some
clients.

By 2023-02-04T04:15:00 UTC, scaling activities complete and metrics/alarms return to
pre-incident levels. Connection timeouts subside.

At 2023-02-04T0Q4:27:00 UTC, per the runbook the call was spun down, after 1@ minutes
of recovery monitoring. Full mitigation is agreed upon between AWS and the customer.

Mitigation:

Describes what was done to mitigate the issue. NOTE: this is not a Root Cause Analysis
(RCA).
Back-off and retries yielded mild recovery. Full mitigation happened after escalation
to ALB support team (per runbook) to scale the newly provisioned ALB.

Follow up action items (if any):

Action items to be reviewed with your Technical Account Manager (TAM), if required.
Review alarm thresholds to engage AWS Incident Detection and Response closer to the
time of impact.

Work with AWS #### and TAM team to ensure newly created ALBs are pre-scaled to
accommodate expected spikes in workload traffic.

N =R

« 77U —<3>F— LD AWS Support Center ConsoleNDF7 VAR 7O 3 -0 %
s AVITFUINKEIVIIARNTD

« AWS Support App in Slack T Incident Detection and Response DY R— K T —AZEE TS
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