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T. Outposts N7V MEBFELET, Outposts /N7 Y NTlE, Amazon S3 £[EU APl & #EE (7
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id op-0lac5d28a6a232904

SDK for Java
Example
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HFHYVET, LTOHIE. AWS CLI & SDK for Java ZEAL T, FUOEARA > NEHERT S
FEERLTVET,

TORARA U N, Amazon S3 DHEF—Z2EY NMAOKRKRELTF—RT IV EANERZHEL
LET, PORBARA U NE, NTYRNIZTRYFENERBRNEDORY ND—OIT 2 RIRAU N
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outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket" --vpc-configuration Vpcld=example-vpc-12345
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Example
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aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl --access-type CustomerOwnedIp --
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Command Line Interface (AWS CLI), AWS SDK, F7zl& REST API ZfEH L T S3 on Outposts &
FHTEET, FMICOVTIE, "Amazon S3 on Outposts &k ZSBL T EEV,

(@ Note
NTY NEERTDAWS THI N NFEONTY NZBL, 79>32&20XYRT
EBRH—DTHIRTT, NI Y NI, Outposts, 2T, F7FINOBESL, 7oVt
ARAVNBREBREDREZTOANTANBYVET, PFIVERARSA DV RREICE. RETSA
R—=KNIZIR(VPC), NTY NADATZIIONITIERTZDEODOTIELARAT S
RV —, BREEFOMDOAXARTF—ZNFEENETT, FHMICOVWTIE. S3on Outposts M
) EBBLTEE W,

S3 on Outposts /N Y NEERBLVOEET S API /N\—=0 3> 2006-03-01 28



Amazon S3 on Outposts I—%—HA KR

AWS PrivateLink 2B L T, RETSAR—KITTR (VPC) DA >R —T T A4 AVPC
IVRRAINBHTNTY RRPIY RRANOEBT VA EREEITENT Y NEER
I3 AE. 7S3on Outposts M AWS PrivateLinky 228 L T &L\,

ROFIE, AWS XEZ2 X N2V —)L, AWS Command Line Interface (AWS CLI), & & U AWS
SDK for Java ZfEH L T, S3 on Outposts /N7 Y REERTDHEERLTVET,

S3AVY—IDEAR

1. AWSNRZ X RNIOZY=I)L IZHA42 42U, Amazon S3 12V —)L (https://
console.aws.amazon.com/s3/) ZBEE £,

2. EOFES—2 a2 RA>2T, [Outposts buckets] (Outposts /N7 Y M) ZiBIRL FT,
3. [Outposts /N7 Y NDIERR] ZBIRLE T,
4. [INTY KRB, NTYRDORXA2R—LD AT L (DNS) ICERFTBDEHZADLET,
NTY RBICEROFXHEN BV ET,
« AWS 7H > I, Outpost, 8K Outpost 'BITH AWS V-3 HT—ETHDC
Es
* 3~63NFETHIVLENHYET,
c RXFZEDHBVWTILEEL,
s FROXNFICRFNMNFORXNFERLIBFEZFEATS,

NTY NEERLES, TORBEZEETDERETEREA, NTY RBOEMEICOVT
. TAmazonS3 1—H—HA R, ® "Ny hORBaI{FIT, 2SBLTLSEEV,

/A Important

NTYRBICTHOD NEESREOKHBERBBRESHHEVTLSEETVW, NTY NEEF,
NTYRNADAT IO NZS8BTSD URL ICRRENET,

5. [Outpost] T. N7TvY hZEE T Outpost ZIBIRL £T,
6. [Bucket Versioning] (/NTY R®/N—23Z>2%) T, S3on Outposts /N7TY R S3/N—23Z
JUDREZROVWTNADOAT LI VICRELET,

- [Disable] (B&L) (T7AIWDN) —NTY REN—23Z2D B POEETT,
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10.

« [Enable] (B®L) — /N7 Y NADA TSIV RD SIN—Ja - F&2BMICLET. N7V
NCEBNEREIRTOATIIVRNE, —BEON—-32 IDEZHEBYET,

S3IN—=2aZ_TOFEMICOVWTIE, S3onOutposts NTY D S3N—23 Z0 T NERE &
SRBLTLEEV,

(A7 32)Outposts N7 Y NCEERITZAT72a>nxITzEBMLET, FTZFERHL
T, B42o702 I 0 NEEER7O2IONOITIN—T0EEZEBHL Y, JANED R T %
FERALTNTY MRV ENSTEYTEET,

77 7 )L NTE, Outpost AT Y NZREETNTVWBRIXNTOFT P T ME. Amazon S3 7
Z— REES{LF+ — (SSE-S3) IC kB2 H—N—RIOESLEFAL TREENET., i,
Y—HARAEL EES{F— (SSE-C) T, ¥ —N—flloES{teERALTAT> Y I\Eﬁ’f?
BESICHTHNICERTIBZDCEETEET., BSILRATEZZEETSICIE. RESTAPI, AWS
Command Line Interface (AWS CLI), £7=l& AWS SDK ZERTHHEN HVYE T,

[Outposts access point settings] (Outposts 7 7 ZARA > NOERE) 0> 3> T, FUVEAR
A1RBZADLET,

S3 on Outposts 77 ARA > ~ME., S3onOutposts DEETF—X Y hADKBEEREET—R

TOEANBERBZBRILLET, TUVEARA 2 NE, Outposts NTY NICTRYFEhizF
AEDRY RND—OI 2V RRANT, SSATZIVRNODARL =2 IV ERTITBEHIC
FRATEET, FHEICOVTE., "P7OEARA b Z8RBLTLKEEL,

TORARAY RG], COU—2 3B LT Outpost DT AT NAT—BTHY. 74
LARA Y NOEESER,) CEBLTVBREN G ET,

< @ Amazon S3 on Outposts 7 7 ZARA > ~h® VPC ZIBIRL F T,

VPC A7 V\B & &, [Create VPC] (VPC Z/ERK) ZBIRL £F., FHMIC OV T, TAmazon
S3A—H—HA R, O "EETSAR=KIZTIR(VPC) ICHIRENLET IVEARLA 2 NDE
@J Eﬁlﬂﬁljt<7::é\l\o

BREBTZARXR—NITIR(VPC) Z2EATHIE, ERLERERY RNT—TJICAWS UY—R
ZRETERT. REXYRNI—IR, 8FREFOT—FEVE—TERAENTLVLERERD
FYRT=VLRSPTVWETY, ORAT—FTINBAVTZARNTIVFrv2ERATED L
SXVY MBIV TFTAWS

(BEFD VPC OFEE A7 3>) I RARA > MO [Endpoint subnet] (T RARA > ~hH 7
Zv ) ZBRUET,

Ny NOER APl /Y—% 3> 2006-03-01 30
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11.

12.

13.

14.

H7ZXYRNE, VPCOIPT7RLADEHETY, BEBEYTXY MBVWESE, [Create
subnet] (Y7 %Y NOER) ZIBIRLF T, FHMICDOVTIE. "S3on Outposts DFY KD —F
DY, EBBLTLEEL,

(BEED VPC OFEIE AT 3>) T KR4 > MO [Endpoint security group] (L KR4 >
tFXF1VFT14TII-7) ZBRLET,

tFXFIVTATN—TR RETT7ATIF—)ILELTHEL, 1 2NTRRNFTAYIET
DRNDYRINZ 74022 N O—ILET,

(BEED VPC MBAEA TS 3> ) [Endpoint access type] (L RIRA I KNTIEARAT) %&
EBRULET,

« 7’SAR—KN—VPC EHIZFEALET,

s BEFEHBEIP-AVTLIAZRYNI—VRASI—HY—FEDIP 7 RLAZ—)L (ColP
7)) EHICEALET,

(F7°> 3 >) [Outpost access point policy] (Outpost 7 72 ARA > KRS —) ZBIEELET,

aA>V—=lIZ, FOEARALA MO Amazon )Y —AZ—LA (ARN) YEENICRRENE T,

chZERIS—THERTEET,

[Outposts /N7 Y NDERK] Z3&IRL £,

(® Note
Outpost T RiRA > RAEREh, NTY NNFEATEDRSICBBDETIIRRTS
DONBDENHYET, BMONT Y RREZBRT B ICIE. [View details] (FHED &
) ZBRLET,

AWS CLI 2R T 254

Example

ROBITIE, AWS CLI ZfE L T S3 on Outposts /N Y ~ (s3-outposts:CreateBucket) Z4E
BMLET, COOX REERTITBICE, user input placeholders &#1—H—BHEOERIC
BEBRAET,

aws s3control create-bucket --bucket example-outposts-bucket --outpost-
id op-0lac5d28a6a232904

o v ROER APl /Y— 3> 2006-03-01 31
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AWS SDK for Java O fEMA

Example

AWS SDK for Java % L T S3 Outposts /N7 Y N EERT B HFEDOHFICOWVWTIE, TAWS SDK
for Java 2.x M 11— R, @ TCreateOutpostsBucket.javay, ZSBL T EE L\,

S3 on Outposts /N7 Y RO X T DB

Amazon S3 on Outposts /N7 Y NCZJZEML T, B407O T NEEFE7O05 T80T
L=TDARNL—CDARBLCHOEEEZBIHTEET,

® Note
NTY RNEERTDAWS THINE, NTYRERBELTHY, T ZZETEDMH—
DTFHNIVRTT,

S3OAVY—IDOER

1. AWSXZRI X ROAVY—=LIZHA4>2 42, Amazon S3 2V —)L (https:/
console.aws.amazon.com/s3/) ZBZE £ I,

EDOFES—2 32 RA2T, [Outposts buckets] (Outposts /N7 Y N) ZiBIRL £,
R ZimET S Outposts /N7 Y RZBIRLE T,

[ZONT 1] 27 Z28RLET,

2T, [Edit] ZEBIRLET,

[Add new tag] FTL WX T MEM) £BIRL., [Key] (F—) &F T3> o [Value] ({E) ZEA DL
-

o o bk~ w0 DN

B2n702ITORNEEF7OIORNTIIL—=TICO2\WT, TOMOEEZEBHITZ -8
(2. Outposts NT Y NCBER TR ETZEMLET,

7. [Save changes] (BEEDOR7F) 20V Y I LET,
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AWS CLI O fEH

XD AWS CLI OHITIE, 2T &EETS JSON RF¥F 21X N (tagging. json) ZBRIED T # )L
SA—THEAL T, S3onOutposts NT Y MCRTFITREZEALTVET, COFZEERTTSIC
&, ZThThD user input placeholder Z#1—H—HEDOBERICBEEBRZIET,

aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging file://tagging.json

tagging. json

{
"TagSet": [
{
"Key": "organization",
"Value": "marketing"
}
]
}

XD AWS CLI OfITlE, ON RZA4 2D SEHE,. S3on Outposts /NT Y MMCARTFTEREZIEA
LTVWET,

aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging 'TagSet=[{Key=organization,Value=marketing}]'

COOXR Y ROFEMICIOVWTIRE, TAWSCLIVTZ 7L A ® Tput-bucket-taggings 2S5 L TL
ZE\,

INT Y RNRD) S —%EHL T Amazon S3 on Outposts /N7 Y MA
DT I EAZEETD

INTY RRUD =K, VY —AXR—ANO AWS Identity and Access Management (IAM) 7R!) > —%Z &
ALT, NTYREZOFHDOAT DIV MOT IV AHT2FETEET, NTY NAEED &
BRIV —2ZNTY NZBEEFRGRCENTEET, NTY NIRFENLEFAGRE. NTY MNFE
ENFBTBANTY NOIXRTOAT DTV NCEHAEhET, NTY RRUZ—0H 4 XlE 20 KB
ICHIRENTVWET, FHICOVWTR., "NTYRRUS—, Z22RLTLEEZV,
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NIy NRDZ—%FFHL T, Amazon S3on Outposts NT Y RADT IV AZEBTEET, &
HMICOWTE, ATOREY VZSRBLTLSEE,

NeEY D

« Amazon S3 on Outposts /N7 Y RO/NTY RARUS —ZEBMEFRET S
« Amazon S3 on Outposts /N7 Y NO/NT Y KRR —ZRTT D

« Amazon S3 on Outposts /N7 Y RDO/NT Y RRUS —%HIBRT S

s NTY RKRUD—D4H

Amazon S3 on Outposts /N7Y RONT Y RARUS —ZEME I IERET
)

NTY RRUD =K, VY —AXR—AMD AWS Identity and Access Management (IAM) 7R!) > —%& {§
ALT, NTYRNEFTOFDATZIIOMNOT IO AT AZRETEET, NTY NFBEEO &
N, RVD—ZNTY NICBEEFGRCENTEET, NTY NIRFENLEFTE. NTY MFE
ENFETBAINTY NOIXRTOATD IO NIEAEhET, N7 Y MRV —0H 1 Xi& 20 KB
ICHIBRENTVWET, FHHICOVTE., "TNTY RARUI—, ZZRLTLEE,

UATOREY TR, AWS YR X N2V =)L, AWS Command Line Interface (AWS CLI).
F 7=l AWS SDK for Java Z L T. Amazon S3 on Outposts /N7 Y RARU S —ZEFHT D 5%
ZRLET,

S3IOVV—IDEA

NTY MR —ZERE R RETHICE

1. AWSNZRI X RNIOZVY=)LIZHYA4242 L, Amazon S3 12V —)L (https://
console.aws.amazon.com/s3/) ZBZE £ T,

EDFEYS—2 32 RA2T, [Outposts buckets] (Outposts /N7 Y N) ZiBIRL F£9,
NTY RRDSD —%4HET S Outposts /N Y NEBIRLE T,

[7OEARFA 27T EERLET,

[Outposts bucket policy] (Outposts /N7 Y R RUS—) &9 3> T, FILLWRUD —ZERE
FRRET D ICIE, [Edit] (RE) Z2:8RLET,

o M w0 b

ZNT, S3onOutposts NTY RRUZ—ZBMELRRETEERT, FMICOLVTE, S3
on Outposts T IAM Z58ET 21 Z2ZRLTEEV,

N7y RRUS— DB APl /Y—3 3> 2006-03-01 34
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AWS CLI O fERA

XD AWS CLI O Tk, Outposts N7 Y NIZARUS—2BELET,

1. UTONTY RFRUZ—Z JSON 77 A IIICRTFLET, cOBITRE., 771ILBRE
policyl.json ©9, user input placeholders %, 1—%—BHEDEHRICEEMZ X
9,

JSON

"Version":"2012-10-17",
"Id":"testBucketPolicy",
"Statement": [
{

"Sid":"st1l",

"Effect":"Allow",

"Principal":{

"AWS":"arn:aws:iam::123456789012:xo0t"

}I

"Action":[
"s3-outposts:GetObject",
"s3-outposts:PutObject",
"s3-outposts:DeleteObject"”,
"s3-outposts:ListBucket"”

]I

"Resource":"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/op-0lac5d28a6a232904/bucket/amzn-s3-demo-bucket"
}

2. put-bucket-policy CLION>Y RO—FHELTISON 77AMILNZEFELET, cOINVR
ERTITBIE. user input placeholders Z# 1—Y—BEOBRICEZBRIET,

aws s3control put-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --policy file://policyl.json
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AWS SDK for Java O {EH

R D SDK for Java ®HITlk, Outposts /N7 Y MRV —ZBEBELE T,

import com.amazonaws.services.s3control.model.*;
public void putBucketPolicy(String bucketArn) {
String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testBucketPolicy\",

\"Statement\": [{\"Sid\":\"st1\",\"Effect\":\"Allow\",\"Principal\": {\"AWS\":\"" +
AccountId+ "\"},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + bucketArn + "\"3}1}";

PutBucketPolicyRequest reqPutBucketPolicy = new PutBucketPolicyRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withPolicy(policy);

PutBucketPolicyResult respPutBucketPolicy
s3ControlClient.putBucketPolicy(reqPutBucketPolicy);

System.out.printf("PutBucketPolicy Response: %s%n",
respPutBucketPolicy.toString());

Amazon S3 on Outposts /N7 Y RONT Y RRUS—BEBRRTS

NTY MR —E, DY —AXR—ZAN AWS Identity and Access Management (IAM) 7R > — % {§
ALT. NTYRNEFOROAT DI IOMMOTIOLAHFAEZNETEET, NTY NFIEED &
B RID—ENTY NCEENRTAZENTEERT. NTY NIRFEnEFFTR’, NT7Y NFE
ENFFETDINTY ROIXRTOAT DI IORNCERAEAET, NTY RRUSZ—0OH 4 XlE 20 KB
ICHIRENTVWET, FHICOVWTR., "NTYRRU>—, 28ZRLTLEEZL,

UATOREY OTE. AWS YR X2V —)L, AWS Command Line Interface (AWS CLI),
F /=& AWS SDK for Java ZfFH L T, Amazon S3 on Outposts /N7 Y R RUS —&ERRT D%
ZRULET,

S3OAVVY—-ILDEAR
NTY KRS —2ERELRERET S ICE

1. AWSXZRIZ X RNIAVVY—=I) ICH A2 42 L, Amazon S3 12/ —)L (https:/
console.aws.amazon.com/s3/) ZBZE £ T,
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2. EOFES—>3RAT, [Outposts buckets] (Outposts /N7 Y KN) Z&IRL £ 7,

3. TUOEAHEwRETS Outposts N7 Y RZBIRLET,

4. [Permissions] 2 7 &#IRLE T,

5. [Outposts bucket policy] (Outposts /N7 Y RARUZ—) 023> T, BBEONTY RKRDZ—
R TEET, FMICOVTIE., TS3o0nOutposts TIAM ZERET D, BSBRLTLKESE
(A

AWS CLI O fEH

RO AWS CLI OFITIE, Outposts NTY RDRVD—ZEBLET, cOONY RZERITITBIC
l&. user input placeholders Z1—H—BHBDOBRICBEBRIET,

aws s3control get-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

AWS SDK for Java O fEH
X @ SDK for Java DI Tlk, Outposts N7 Y RORDS—ZHWMEBLET,
import com.amazonaws.services.s3control.model.*;

public void getBucketPolicy(String bucketArn) {

GetBucketPolicyRequest reqGetBucketPolicy
.withAccountId(AccountId)
.withBucket(bucketArn);

new GetBucketPolicyRequest()

GetBucketPolicyResult respGetBucketPolicy
s3ControlClient.getBucketPolicy(reqGetBucketPolicy);

System.out.printf("GetBucketPolicy Response: %s%n",
respGetBucketPolicy.toString());

Amazon S3 on Outposts /N7 Y NO/NT Y RARUS —%HIBRT S

NTY RRUD =K, VY —AXR—AN AWS Identity and Access Management (IAM) 7R!) > —%Z &
ALT. NTYRNEFOFDATZSIIOMMOT I ELAHFAENFETEERT, NTY NFIEEDH
N, RID—ZNTY NCBEERTRCENTEERT, NTY MIRTFENEFTE. N7y SNB
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ENFRBITANTY ROIXRTOATDZI O RNCERENE T, NTY RRUS—0OH 1 XE 20KB
ICHREATVERT, FRICOVWTE., "TNTYRRUSZ—, ZBZRBLTLSEEW,

UATORNEY TR, AWS XXX NV —)LFEEIFE AWS Command Line Interface (AWS
CLI) Z#fH L T, Amazon S3 on Outposts /N\7TY R RUS —ERRTDHEZERLET,

S3OAVVY—-ILDEAR
NTY RRUS—ZHIBRT S ICE

https://console.aws.amazon.com/s3/ T Amazon S3 1>V —I)ILZzBEE £,
EDOFES—2 a2 RA2T, [Outposts buckets] (Outposts /N7 Y N) ZBIRL T,
TORAHFNZ#mET S Outposts N7 Y R ZBIRLET,

[Permissions] 2 7 Z#IRL £ 7,

[Outposts bucket policy] (Outposts /NT Y R RU S —) 20> 32T, [Delete] (HIER) ZZEIRL &
CP

6. HIRRZWELEXT,

o kb wbd =

AWS CLI O fERA

ROBITIE, AWS CLI 2B L T, S3 on Outposts /N Y N (s3-outposts:DeleteBucket) ®
NTY RRDD—ZHBIBRLET, cOINY REERTITBICIE, user input placeholders %
AI——BH0RHRICEEHLATT,

aws s3control delete-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

INTY RRIZ—0H

S3 on Outposts /N7 Y RARUS—%FEHATSDE, S3onOutposts NTY NKADFT IO RADT
VtAZHREBELT, BYIBHERZE DI —FEGNFTIOELATERLSICTRENTEEXRT, H
Y ERZF R VEREEE A 1 —H—A" S30on Outposts VY —ARICTVELATERBRVWKSIZTSC
EETEFRT,

cOtU>3a>Tk, S3onOutposts /NTY RRUS—O—BNBE1I—AT—ABZBNMLET,
CnSORI)—%2TARNTBICWE, user input placeholders ZEHEERDIE®R /NTvY MEX&
E)YEBEBRAET,
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72T ORNOEY NIRTR TV AT ZFERCFERTHLHIC, Amazon VY —AXR—A
(ARN) ® ZDMDETIAI RA—RXF (*) ZFEATEET, HIZE. HKBOTL 7Y IATH
£2h., .htnl BEDBENLRFTERDLEIZAT DI IONODIIL—TANOF7 VA& NO—)
TEEXRT,

AWS Identity and Access Management (IAM) /R 1) > —FFBIC DWTIE. 7S3 on Outposts T IAM %
BETR1 ZZRLTSEZL,

® Note

Amazon S3 OV —)LZ AL T s3outposts D7V EAFAZTARNTB &L, OV
‘J JLICHEZ s3outposts:createendpoint X° s3outposts:listendpoints & &
TOERAFAZEMTNETDIHEN HIET,

NTY RRUS—ZERTRIZHOOZTOMHDOIY—A

« S3onOutposts /NTY RARU—QERKICERATESD IAMARUSD—TFT o3>, DY—A, &
HBE—DUANIDWTIX, TAmazon S3 on Outposts D732, UY—A, &H4F—
SRLTLSEEL,

« S3 on Outposts RUZ —DERICBET B HA X AICDVWTIEE., TAmazon S3 on Outposts /\
TYRNONTY RRD—ZEMELIFRETS ) 2S5RBLTLEEL,

Nev o
« HEDIP 7 RL AIZET < Amazon S3 on Outposts N Y RADT I ANDERE

BEDIP 7 RLAICETI < Amazon S3 on Outposts /NT Y RADT VAN ERE

NTY RRDD—E, DY —AR—ZAN AWS Identity and Access Management (IAM) 7R S — % (&
RALT, NTYRNEFOHRDATZSIIOMMOT IV EAHFAENFETEETRT, NTY NFIEEDH
N, RV—ZNTY NCBEEM TR ENTEERT, NTY NMIRFENLEFTE. NTY NE
BENXFESTDINTY MOIRTOAT DI IORNERAEAET, NTY RRUSZ—0OH 4 XlE 20 KB
ICHBRENTVWET, FHEICOVTE., "TNTY RRUI—, ZZRLUTLSEZ,

Nry RRUS —0 b APl /X\—2/ 3> 2006-03-01 39
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BEDIPT7RLANOT 7 EADHIR

UAToHITE., VDIOTARNFEELLEIP 7RLASGELSREENLZEOTHEVRY, BELLEN
TYRAOAT DI MIFLTINTOIL—H—H S3on Outposts DANRL —2 3 &BRTTE
BTVWRSICLET,

(® Note

BEDIPT7RLANDT VEAZFHRTHESIE. S3onOutposts /NT Y NICTIVEAT
EBVPCIVRARABM, VPCY—RAIPT7RLA, FLEEABIP 7 RLAEXKTIBEL
TLEZV, EELEVE, BYIBERFIRETNATVEVWRY, §XTOI—H—4A"S3
on Outposts N Y RO A7 T U MIX L T s3outposts ARL —2 3V Z2RTTR L
ZBRVI—THEBREIATVEES., NTYRNITIOEATELELBBZUEMENI HYVET,

CORYZ—0 Condition AT—HM XY ME, FAETAEIPN—=2324(PV4) D IPT RLA®D
gEELT, 192.0.2.0/24 #HAILET,

Condition 7O Y ¥ Tlk, NotIpAddress &# & aws:Sourcelp &#+— (AWS &% X —
TFYRNETEDEHSEF—) ZFEALET, aws:Sourcelp ZHFF—F. NTUY U IP 7 RL A&HIC
NDHEATEET, CNSOXRBEF—OFMIDOVTIE, "S3onOutposts D 7o a3, )Y—
A, ZhF—) BBRLTLKEEV, aws:Sourcelp IPv4 BEIXEXED CIDR Ric2 AL £, ¥
MICOWTE, TIAMIA—HY—HA R, O "IAMISON R —EBZQUTJ7L A #5BLT
<EZEL,

/A Warning

—® S3onOutposts RS —%ZFERATBHEIC, COHID 192.0.2.0/24 1P 7 RL A& %
A—AT—ARICBEBUEEICEER|ATLSEESVY, BEEHRABVE, NTYNITIEATE
BV ETD,

"Version": "2012-10-17",
"Id": "S30utpostsPolicyIdl",
"Statement": [

{
"Sid": "IPAllow",
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"Effect": "Deny",
"Principal": "*",
"Action": "s3-outposts:*",
"Resource": [
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
accesspoint/EXAMPLE-ACCESS-POINT-NAME",
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
bucket/amzn-s3-demo-bucket"

iF
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "192.0.2.0/24"
}

IPvd 7 RLAE IPv6 7 RL ADEFT

IPv6 7 RLADEAZRKITZEEE. BBFEO IPv4 7 RLAEHEIC IPv6e 7 RLAEEZEBML T
HEBOIXNTORI)S—%ZFHIZDCE2BHOLET, CDTBET, IPV6 ANDBITEERY
—NE|EHREBEETDLISICKYET,

LAR® S3 on Outposts N7 Y RARUS—0flld, EHBOBNRIP7RLATIXNTEZEHD Y

IZ. IPvda PRLAEEE IPv6 7 RLAEEZEEET D HZEZRLTVET, CORUZ—OHIT
k. YT IP P RLA (192.0.2.1 & &1 2001:DB8:1234:5678::1) \OF 7 EAEHTL
ev), PRLA203.0.113.1 BKXRV 2001:DB8:1234:5678:ABCD: :1 DT IVt AZERL I
WTEERY,

aws:Sourcelp &#F—F. NTUY I IPPRLAEREICOKEATEE T, aws:Sourcelp O
IPv6 OfEld., BEED CIDRERTIEETIHEN HVWET, IPv6 Tk, 0 DEEZRTLZOHIC !
DEANYR—RENTVET (Hl: 2001:DB8:1234:5678::/64), FHMICOVWTIE., TIAM 11—
H—HA Ry D TIPTRLAZRHEEF 2RBLTKEEV,

/A Warning
—® S3onOutposts R —ZFERATDEIC. COFIOIPTRLAEEZ 1I—AT—AIC

BLEECEESBRAET., BERIBVE, NTY NCTFIRATER BB AMEEN B Y
7,
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JSON

"Id": "S30utpostsPolicyId2",
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowIPmix",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": [
"s3-outposts:GetObject",
"s3-outposts:PutObject",
"s3-outposts:ListBucket"”
]I
"Resource": [
"arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-01lac5d28a6a232904/bucket/amzn-s3-demo-bucket",
"arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-01lac5d28a6a232904/bucket/amzn-s3-demo-bucket/*"
]I
"Condition": {
"IpAddress": {
"aws:SourceIp": [
"192.0.2.0/24",
"2001:DB8:1234:5678: : /64"

},
"NotIpAddress": {
"aws:SourceIp": [
"203.0.113.0/24",
"2001:DB8:1234:5678:ABCD: : /80"
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Amazon S3 on Outposts /N7 Y RO —EXRR

Amazon S3 on Outposts ZfFEFA 92 &, AWS Outposts T S3 /N Y NEERL., O—AHILT—2Z
TOtA, O—HIIF—208B, F—RLITFU —2RBEIRTIIVTr—>a > AL,
TLEZAOAT DI VN ZERICREFES LTEBTEE T, S3on Outposts &, HTLVWAKL—
<492 2A, S3 Outposts (QUTPOSTS) Z##H L., Zhld Amazon S3API ZfEHA L. AWS Outposts
LFOBHOFINA AR —N—BTTF—REKGHDP DOARNICKRFEITDRISICEFFENTLVE
T RETZAR—RNITIRVPC) ZNULETIVEARAVNETI Y RRAV NERZEFEAL
T. Outposts /N7 Y NEBEL F T, Outposts /N7 Y KN Tlk, Amazon S3 &L API & #&E (7
DEARDD—, BEIL, RIFUHRE) ZFERATEEFT, AWSYRI XNV =), AWS
Command Line Interface (AWS CLI), AWS SDK, &7zl REST API Zf£/H L T S3 on Outposts &
FRATEET, FMI-COLTIE., "Amazon S3 on Outposts &k Z2FSBLTLEZL,

S3 on Outposts AN /N7 Y N DREDFFMIC DOV T, S3 on Outposts /NT v N DIRIE #SBL T
<fEEEL,

RXOBIE, AWS XEZI X NIV =)L, AWS CLI, 8K&T AWS SDK for Java ZfEAL T, S3
on Outposts NTY ROV ARNZIRTHFZEZRLTWVWET,

S3AV—-IDEA

1. Amazon S3 1Y —JL (https://console.aws.amazon.com/s3/) ZF&E £T,
2. EOFES—2 a2 RA2T, [Outposts buckets] (Outposts /N7 Y M) ZiBIRL FT,
3. [Outposts buckets] (Outposts /N Y ~) T, S3 on Outposts /N\TY RO AN ZBEZELET,

D EAAWS CLI

R®D AWS CLI OHI Tk, Outpost HONT Y ROUARNERMBLET, COONV REFRHTSIC
k. ThENh®D user input placeholder Z1—H—HEOBERICEERAET., COIIYUR
DFEMIZOVTIE, TAWSCLIVTZ7 7L AL ® Tlist-regional-buckets; 288 L T E&E L\,

aws s3control list-regional-buckets --account-id 123456789012 --outpost-
id op-0lac5d28a6a232904
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AWS SDK for Java O fEMA

XD SDK for Java 5l Tk, Outpost AD/NTY RO AREIBLET. FHMAICOVTIE,
" Amazon Simple Storage Service APl IJ 7 7 L > A1 @ "ListRegionalBucketsy ZZBL T< &
(A1

import com.amazonaws.services.s3control.model.*;

public void listRegionalBuckets() {

ListRegionalBucketsRequest reqgListBuckets = new ListRegionalBucketsRequest()
.withAccountId(AccountId)
.withOutpostId(OutpostIld);

ListRegionalBucketsResult resplListBuckets
s3ControlClient.listRegionalBuckets(reqListBuckets);

System.out.printf("ListRegionalBuckets Response: %s%n",
respListBuckets.toString());

AWS CLI $ & T SDK for Java Zf#£H L T, S3 on Outposts /N7 ¥
NzEETS

Amazon S3 on Outposts ZfEfH 92 &, AWS Outposts T S3 /N7 Y NEERL., O—AILT—2
oA, O—AILF—208, F—RLIFUI—%2HBETRTTIT—23a2 12,
TLEZAOAT DI VN ZERICATFES LTEBTEE T, S3on Outposts &k, HTLVWAKL—
<49 Z A, S3 Outposts (QUTPOSTS) Z# L., Zhld Amazon S3API ZfEHA L. AWS Outposts
FOBBOTFINA AR T —N—RBTTF—2Z2KkEND DO RARAICKRETDIRSICEFTENTVE
o RETSAR—RNITIR(VPC)ZENLET VARSI NEIY RRA NERZEFERAL
T. Outposts /N7 Y NEBEL EFT, Outposts /N7 Y K TlE, Amazon S3 £F LU API & #8E (7
JEARDD—, BSL, RIFGRE) ZFATEET, AWSNRI X NIV Y—)L, AWS
Command Line Interface (AWS CLI), AWS SDK, & 7:(& REST API Z{£/A L T S3 on Outposts &
FRTEET, FMI-DOVWTIE., TAmazon S3 on Outposts & lE1 ZSHBL TS EE L,

TFoAlE, AWS CLI & AWS SDK for Java ZfEMA L T, S3 on Outposts NT Y NZWBTBFE
ZRLTVET,
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(@ Note
AWS CLI £7=l& AWS SDK %3&L T Amazon S3 on Outposts ZFEA T 2HE. N\T Y KB
DDV IZ Outposts D7V EZARA > N ARN ZRHULET, PUVEARA> N ARN ER
DERICEVET, region & Outpost FETAD V-3 0O AWS J—23> J—RT
Jo
arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/

accesspoint/example-outposts-access-point
S3 on Outposts ARN O FFMIC DWW TIE, "S3 on Outposts @)Y —A ARN, £#S8BL TL

2ZEW,

D EAAWS CLI

XD S3 on Outposts DI TlE, AWSCLI ZFERLTNTY NZMEBLET, cOONV REFEAT
BIClE, TNEND user input placeholder Z#1—H—BEOBRICEZERAET, FMICO
WTk, TAWSCLIUZ77L>AL @ Tget-bucket; ZZL TS EZ L,

aws s3control get-bucket --account-id 123456789012 --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-

bucket"

AWS SDK for Java O fEH

XD S3 on Outposts DI Tld, SDK forJava ZFEALTNTY NZEBRBLET, FHHICODVWTE.
" Amazon Simple Storage Service API U7 7L A1 @ "GetBuckety ZZRL TS EE L\,

import com.amazonaws.services.s3control.model.*;
public void getBucket(String bucketArn) {
GetBucketRequest reqGetBucket = new GetBucketRequest()
.withBucket(bucketArn)

.withAccountId(AccountId);

GetBucketResult respGetBucket = s3ControlClient.getBucket(reqGetBucket);
System.out.printf("GetBucket Response: %s%n", respGetBucket.toString());
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Amazon S3 on Outposts /N7 Y ~ O Hll k&

Amazon S3 on Outposts Z A 9% &, AWS Outposts T S3 /N7 Y M&EEKL, O—HILF—2
TOtA, O—AIF—3208, F—RLIFoI—2RBETRHTTVr—2a> BIC,
TLIAOAT DIV NEZHRICRESRTEETEE T, S3onOutposts Ik, FILWARKL—
<9 A, S3 Outposts (OUTPOSTS) Z12# L. Zhik Amazon S3 APl ZfEM L. AWS Outposts
LFOBHOFNA AR —N—BTTF—REKGENDP DOARHVICKRFETDRISICEFFENTVLE
T RETZAR—KNITIRVPC) ZNULETIVEARAVNETI Y RRAV NEREFEAL
T. Outposts /N7y NEBELET, Outposts /AT Y NTlE, Amazon S3 LR U APl & #E&E (7
DEARDD—, BS, RIFFRE) ZFERATEERT, AWSYRI XA NI Y=L, AWS
Command Line Interface (AWS CLI), AWS SDK, F7zl& REST API Zf#EH L T S3 on Outposts &
FRATEET, FMICOVWTIE., "Amazon S3 on Outposts &k Z2FBL T EZL,

S3 on Outposts AN /NT Y M OREDFMIZ DOV TIE, S3on Outposts NT Y bDRIE ZSHRLT
<EZEL,

Ty NEERT D AWS FHIV R A ZONTY NEFFBL, KTy NEBIRTEBHE—OTH
Y NTT,

® Note
« Outposts N7 Y N, HIBRT B HICEICTHIHENHVYET,

Amazon S3 1Y =)Lk, S3onOutposts 77TV KT o> araHR—KNL TV
FH A, S3onOutposts NTY NADATZ TV NEHIBRT BICIE., RESTAPI, AWS
CLI, £l AWSSDK 2T A HENHYE T,

« Outposts /N7 Y NZHIBRTBHIC, /N7 Y RD Outposts PO EARA > N2 HIBRT 344
BENfOYVET, FHHICOVWTRR., "T7O0EARA U RNDHIBR, Z2Z5RLTLSEE L,

« NTY RDHIBRENERIE, TONTYRZEERXTITED_EEFETEEFEA,

ROFIE, AWS XEZD X N2V —)L & AWS Command Line Interface (AWS CLI) ZfEf L
T. S3onOutposts N7 Y NZHIRT B HEZRLTVET,

S3IVY—IDOER

1. AWSN XX RNIAY—=)IL YL 42U, Amazon S3 22V —)L (https://
console.aws.amazon.com/s3/) ZH&E XTI,
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2. EOFES—>3RAT, [Outposts buckets] (Outposts /N7 Y KN) Z&IRL £ 7,
3. HIBRTB/N\NT Y NERBIRL T, [Delete] (HIBR) ZBIRLE T,
4. HIRZBELET,

AWS CLI O fEH

ROBITIE, AWS CLI ZfFH L T S3 on Outposts /N Y N (s3-outposts:DeleteBucket) %& Hl
BRLET, COON REERTITBICE, user input placeholders #1—H—BEOHBERIC
BEMAET,

aws s3control delete-bucket --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

Amazon S3 on Outposts 7 V7t ARA > N DRE

Amazon S3 on Outposts NTY NZT VAT RICE, PUVEARA D NE2ERL TRETIHE
FHYNVET,

TOEARAU MNE, Amazon S3 DHEF—ZEY MAOKRKREBRTF—RXT IV ELANEREZHEI
LET, TOEARAVNE, NTYRNITEYFENEREANLEORY ND—UIT 2 RRA VB
T. Amazon S3 A7 IV RDARL—2 32 (GetObject X PutObject B &) ZRTTH 1
ICEATEE T, S3on Outposts Tlk, Outposts NTY NRDEZEDATIVNITIEATS
BT IOEARA N EERTIBEN HGYVET, TIEARAVNTRE, RERANEROT RL
AEEOQ AN FR—REIET,

(@ Note

Outposts NI Y NZERTD AWS THI N NEONTY NEFIEL., TONTY MNCT
DEARA D NEZE) U TBENTEDHE—DTHIRNTT,

LTOto> 3> Tk, S3onOutposts NT Y R ZERB RV EBTEHEICOVTHALET,

NeEY D
« S3 on Outposts 7 7 2 ARA > N DYERK
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« S3on Outposts PV EARA RTONTY NEXDOIA VT ADEA

« TUORBARAVNEREICHIZEHRERTTS

« Amazon S3 on Outposts PO EARA 2V NDVARNERTT D

« PUORARAY NOHIBR

s TORBARAVBRRIS —ZEMELRHFRETSICE

« S3onOutposts PIELARAVNDT VELARA MR —DORT

S3 on Outposts 7 7 EARA > b DYERK

Amazon S3 on Outposts /N\TY NICT7 UV EATBICIE, FTUVERARA U N EERLTRETIHE
FHYEY,

TOEARA NE, Amazon S3 DHEEF—2tY NMADODABEZRTF—RXTIVEANDEEEZEHE
LET, PORBARAUNE, NTYNIZTRYFENERBRNEDORY ND—DOIT 2 RIRAU B
T, Amazon S3 A7 IV RDODANRL—> 32 (GetObject X PutObject B &) ZRTTD 1L
ICEATEE T, S3onOutposts Tlk., Outposts NT Y NADEEDATZSIORNCTIEARTS
T IOEARA 2 NEERTRIHVENFN HVET, TIELARAMNTR, REKRANELXOT RL
ABEOHNPR—RENET,

LTk, AWS YR X N2V —)L. AWS Command Line Interface (AWS CLI), & kT
AWS SDK for Java ZfEA L T, S3on Outposts 7OV EARS > M Z2ERTBHEERLTVWET,

@ Note

Outposts N7 Y N ZEKTD AWS THI N A ZONTY hEfRBL, TONTY MZT
DEARAVNZEV)HTBENTEDHE—DTHIRNTT,

S3JVY—ILDEA

Amazon S3 112V — )L (https://console.aws.amazon.com/s3/) ZHAE £,
EOFES—2 32 RA 2T, [Outposts buckets] (Outposts /N Y N) ZiBIRL E£F,
Outposts 7V EZARA > NZEK T S Outposts NT Y NZBIRLE T,

[Outposts 7O EARA U N RT&2BIRLET,

[Outposts access points] (Outposts 7 7 ZARA > KN) 292 32T, [Create Outposts access
point] (Outposts 7 7 2 ARA > NDERK) ZBIRLE T,

o & 0N -
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6. [Outposts access point settings] (Outposts 77 EARA 2 NOFRE) 9> 3> T, TUOEAR
AKNDEBEADL, FTOEARAVNOBRETZAR—KNITFI R (VPC) ZEIRLET,

7. TORBARANORI S —%EINT HHEEE. [Outposts access point policy] (Outposts 7 ¥
ARSI RNRIS =) I3 VICABLET,

MOV TIE, TS3o0nOutposts TIAM Z5%ET 21 2B L TS EEL,

AWS CLI O£
Example

RO AWS CLI OFITlE, Outposts NTY ROTIVEARA 2 NEERLET. cOIAN RZRTT
IBICIk, user input placeholders Z1—H—BHEBOBHRICBEEBRZIET,

aws s3control create-access-point --account-id 123456789012

--name example-outposts-access-point --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket" --vpc-configuration VpcId=example-vpc-12345

AWS SDK for Java O {EH
Example

AWS SDK for Java Zf#H L T S3 Outposts N7 Y ROT ItEARA > N EEKT D HZEDHIC DL
Tk, TAWS SDK for Java 2.x ® 1— R, @ "CreateOutpostsAccessPoint.java; 2B L T
=L,

S3 on Outposts POV ARSI NTONTY RERXOT AT ADEH

S3 on Outposts Tld, Outposts NI Y NADEBEOA TSI IVNITIERATRICET I EARA
VREFERTBRIRBEN HYET, NTYRNOTIOEARA NEERT B VI, S3 on Outposts
CE2TTIEARARANDIA VT AN BENICERENET, COTIEARARNIAUTRA
&, H5W2F—RTL—2ARL—232ICBVWT, FUV9EARALANARN ORDY ICERATE
F9, BIRE. POEARAVRIA VT RAZEAL T, PUT, GET, LISTREDATZTUNL
RIWDBEZERITTEET, ChSDARL—3AVOVARNIDOVTR, "TA7S IO RNEEDE
D Amazon S3API ARL =232, #BBLTLKEE L,

AR, my-access-point EWVSBEIDOT IVELARA RO ARN EFPOEARANODIA )T
ADBITY,
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« 7Ot ARA> N ARN - arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/my-

access-point

« TUOERARAZVNIA VT A -my-access-
po-00lac5d28a6a232904e8xz5w8ijx1qzlbp3i3kusel®--op-s3

ARN OFFHICOW TR, TAWS £ 7 7L A4 ® "Amazon ')V —A%— /A (ARN), 258
LT EEL,

TORBARAZVRIA VT AOFRIZOVTRE, ROREY IEZSRLTLSEE,

NEY D
s TOVARAVRNIAIT A
+ S3onOutposts AT IO RKARL =23 TCOTIVARA L NIA )T ADEH

- HIIREE

TORARAZRNIAUTA

TOBEARA NIA)F AR, S3onOutposts /N7 Y NERIUBHZEBAICERENET, TV
TARSA 2 NZERTHE, S3onOutposts T VARSI RNIA VT AZEBHNICERL, B
F92ELBFTEERA, TIELARANIA VT A, X7 S3 on Outposts /N7 Y N DB HI
DIXNTODEHZFLZLTEY ., RO THERENATVWET,

access point name prefix-metadata--op-s3

(® Note
—-op-S3HT AV IR, FOEARANIAIUTARBICFHERTVRDESD, NTY R
BT IOEARAVNBILREALAVWC L ZHEH L FET, S3on Outposts /NT Y MR
FAIOFFMIC OVWTIE, TS3o0on Outposts /N7 Y KDigE, ZSBL TS EEL,

TORARARIA )T ADKRER

UTOFIE., Amazon S3 YV —)LE AWSCLI ZFAL T, FOEARARIA VT AZRE
T5HEZRLTVET,
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Example: Amazon S3 AV —)LTTF IV EARAIV NIA VT AZ2HRELTIE—T S

AV =ILTTOEARA NZEERKT B E, [Access Points] (F 7 2ARA > K) 1JUAND [Access
Pointalias] ( F7E2ARA NIA VTR FASTIELARA I NIA VT AZWMBTEET,

TORCARARIAVTRAZIE—FBICE

1. Amazon S3 112V —JL (https://console.aws.amazon.com/s3/) ZHAE £,

2. EOFES—> 32 RA2T, [Outposts access points] (Outposts 7 V2 ARA > N) Zi&IRL
£9,

3. FUORBARAVRNIAVTARAZIE—TBICRE. ROLVThAOBEEZTVLERT,

* [Access Points] (F 7 2ZARA N UARNT, PUORBARAINBEOBIZHDFT7> 32K
2 ZEIRL, RIC [Copy Access Point alias] (F V7 EZARA 2 RIAUT7AOIDE—) ZEIR
LET,

« PTUORARA NEZBIRLET, XIZ, [Outposts access point overview] (Outposts 7 7
ARANOBE) T, PUVEARSAVNIAVTFTAZ2AE—LET,

Example: AWS CLI ZFERALTT7 OV ARSA 2 R EER L., LARVATOTIOEZARANIA
TAZHRETS

XD create-access-point AN RIZHB TS AWS CLI O flld, 7OEARAS > NEERL.,
BEIMNICERENLETIVEARAINIAVTAZEBRLUET, COONY RZEETITBICE, user
input placeholders Z1—H—BHOBRICEEMRAET,

aws s3control create-access-point --bucket example-outposts-bucket --name example-
outposts-access-point --account-id 123456789012

{

"AccessPointArn":

"arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-outposts-access-point",

"Alias": "example-outp-o00lac5d28a6a232904e8xz5w8ijx1qzlbp3i3kuseld--op-s3"
}
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Example: AWS CLI ZFERALTCT7 IV EARA > NOI AU TAZEREBETS

XD get-access-point AN RICH TS AWS CLI DfllE, EBEENLETIVEARA NIET
PEBERLET, COBRICK., TOEARAI D RNIAVTANEENET, OOV REEST
IBICIE., user input placeholders Z1——BHOBERICEEHRAET,

aws s3control get-access-point --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-01lac5d28a6a232904/bucket/example-outposts-
bucket --name example-outposts-access-point --account-id 123456789012

"Name": "example-outposts-access-point",
"Bucket": "example-outposts-bucket",
"NetworkOrigin": "Vpc",
"VpcConfiguration": {
"VpcId": "vpc-01234567890abcdef"
b
"PublicAccessBlockConfiguration": {
"BlockPublicAcls": true,
"IgnorePublicAcls": true,
"BlockPublicPolicy": true,
"RestrictPublicBuckets": true
b
"CreationDate": "2022-09-18T17:49:15.584000+00:00",
"Alias": "example-outp-00bld075431d83bebde8xz5w8ijx1qzlbp3i3kuseld--op-s3"

Example: 7V ARA > N &E— ALUT, AWSCLI ZBERALTT7VEARAI NIA VT A&t
£YD

XD list-access-points AN RIZE TS AWS CLI O fliE, BEENETIVEARA 2 NIC
BEI2EHMERMBLET, COBRICK, TIOEARA O NIAUTANEENETT, cOIXUR
#RTIBICE. user input placeholders #1—H—BHEDBEHRICEETRZIET,

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-01lac5d28a6a232904/bucket/example-outposts-
bucket

"AccessPointList": [

{

"Name": "example-outposts-access-point",
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"NetworkOrigin": "Vpc",
"VpcConfiguration": {
"VpcId": "vpc-01234567890abcdef"

1,

"Bucket": "example-outposts-bucket",

"AccessPointArn": "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point",

"Alias": "example-outp-00bld075431d83bebde8xz5w8ijx1qzlbp3i3kuseld--op-s3"

S3onOutposts A7 IO RARL =232 TOTIEARA 2V NIA VT ADER

TOERARAV N E2HRATZEE. RKESI—REEZLEERTIC, TOERARA I NIAUTA
ZERATEERT,

—® AWS CLI @ fllk, S3 on Outposts /N7 Y R® get-object ARL —23>ZRLTVET,
BT, FLWTIOEARAZNARN ORDYIZ, TOEARAZ NIA1)F A% --bucket
NDEELTEALET,

aws s3api get-object --bucket my-access-po-
00b1d075431d83bebde8xz5w8ijx1qz1lbp3i3kusel0--op-s3 --key testkey sample-object.rtf

{
"AcceptRanges": "bytes",
"LastModified": "2020-01-08T22:16:28+00:00",
"ContentLength": 910,
"ETag": "\"00751974dcl46b76404bb7290f8f51bb\"",
"VersionId": "null",
"ContentType": "text/rtf",
"Metadata": {3}

}

HIPREIE

c BERBIAIVTAZRETEEREA,
c TOEARAVRTR, TAUTADOHIER, BE, EMLETEREA,
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s TOEBARAZVNIA)F AWK S3onOutposts A NA—ILFL—2FARL—>3 > ICERATS
CEWFTEEBA, S3onOutposts A MAO—IL7L—2FARL =232 OUANMIDOWVWTR,
"IN Y REBEDZOHD Amazon S3 1 KO—)L APl ARL—> 32, Z5BLTLEE,

« T4 'JTF Ak AWS Identity and Access Management (IAM 7R > —) TRERATE XL A,

TORCARA NREICETZEHERTTS

TOEARA NE, Amazon S3 DHEEF—2tY NMADODABEZRF—XTIVEANDEEEZEHE
LET, PORBARANE, NTYNIZTRYFENERBRNEDORY ND—DOIT Y RIRAU B
T, Amazon S3 A7 IV RO ANRL—> 32 (GetObject X PutObject B &) ZRTTD 1
ICERATEET, S3onOutposts Tlk, Outposts /N7 Y NRDEZEDATZIIVNCTIEATS
ICRTIOEARA 2 NEFERTEIVEN BVET, TUVERARAI NTR, RERANEROT7 RL
ABEO&ANPR—RNENET,

UAToOREY TR, AWSYZRI X N2V =)L, AWS Command Line Interface (AWS CLI).
H KT AWS SDK for Java Z A L T S3 on Outposts 77 ARA > NOREBHRERT HEICD
WTEHBLET,

S3AVVY—-ILDEAR

1. Amazon S3 1Y —JL (https://console.aws.amazon.com/s3/) ZF&E £T,

2. EQOFES—2 32 R4 T, [Outposts access points] (Outposts 7 7 EARA > N) &iBIRL
F7,

3. BREOFHMZERTTS Outposts FOIEARA > M EBIRLET,

4. [Outposts access point overview] (Outposts 7 7 E2ARA > ROBE) T, POEARA MR
EQOFHZRIELET,

DO EAAWS CLI

XD AWS CLI O I Tk, Outposts NTY ROFT VL2ARA 2 NEBMEBLET, user input
placeholders &, 1—H—BHEOBERICEEMAET,

aws s3control get-access-point --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point
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AWS SDK for Java O {EH

X @ SDK for Java DI Tk, Outposts NTY ROFT IVL2ARA U NERMBLET,

import com.amazonaws.services.s3control.model.*;
public void getAccessPoint(String accessPointArn) {

GetAccessPointRequest reqGetAP = new GetAccessPointRequest()
.withAccountId(AccountId)
.withName(accessPointArn);

GetAccessPointResult respGetAP = s3ControlClient.getAccessPoint(reqGetAP);
System.out.printf("GetAccessPoint Response: %s%n", respGetAP.toString());

Amazon S3 on Outposts 79 EARA 2 NODVANERTRT S

TOEARA NE, Amazon S3 DHEF—RtY NMADABEEZTF—XT I EANDEEZEE
LET, PTORVBARANE, NTYNIZTRYFENEBANEDORY ND—DOTIT 2 RIRAU B
T. Amazon S3 A7 IV RDODANRL—> 32 (GetObject ¥ PutObject B &) ZRTTD 1o
ICEATEE T, S3onOutposts Tlk, Outposts N7 Y NNDEEOATSITINITIERARATS
WCETIOEARA D NZFERTIBENf BVET, TIVERARAMNTR, REKRKAMNEXOT RL
AEBED KN HPR—KNEIET,

UATORNEY TR, AWS YR X N2V =)L, AWS Command Line Interface (AWS CLI),
B &V AWS SDK for Java ZfEH L T S3 on Outposts PO EARSA NDI)ARNERTHEZRL
£9,

S3OAVVY—-ILDEA

1. Amazon S3 12V —JL (https://console.aws.amazon.com/s3/) ZF& £ T,

2. EOFES—2 a2 RA2T, [Outposts access points] (Outposts 77 2 ARA > N) ZiEIRL
£9,

3. [Outposts access points] (Outposts 7 7 ZARA > N) T, S3 on Outposts 7T EZARS > MO
VAN ZHEFELET,

TOERARA >V NO—BRR APl /N\—< 3> 2006-03-01 55


https://console.aws.amazon.com/s3/

Amazon S3 on Outposts I—%—HA KR

DO {EAAWS CLI

RO AWS CLI OFITIE, Outposts NTY ROTVEARA 2 NZE—BRRLET, cOONVRZE
R1TI B2k, user input placeholders Z#1—H—BEDOERICEEBRAET,

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

AWS SDK for Java O fEH

R D SDK for Java MHI Tk, Outposts NTY ROTFT IV EARA U N E—BRRLET,

import com.amazonaws.services.s3control.model.*;
public void listAccessPoints(String bucketArn) {
ListAccessPointsRequest reqlListAPs = new ListAccessPointsRequest()

.withAccountId(AccountId)
.withBucket(bucketAzrn);

ListAccessPointsResult respListAPs s3ControlClient.listAccessPoints(reqListAPs);
System.out.printf("ListAccessPoints Response: %s%n", respListAPs.toString());

T OEARAZ N DOHIER

TOEARA NE, Amazon S3 DHEF—XtY NMADAKBEEZTF—XT I EANDERZEE
LET, PTORVARANE, NTYNIZTRYFENEBZBANEDORY ND—DOTI 2 RIRA B
T, Amazon S3 A7 TV RDANRL —> 32 (GetObject X PutObject B &) ZR{TT 1o
ICEATEET, S3onOutposts Tlk, Outposts N7 Y NNDEEOATZSIINITIERARATS
WCETIOEARA D NZFERTIBENf HVET, TIERARANTR, REKRAMNEXOT KL
ABEOKNPHR—KEhET,

LTk, AWS XZZ X N2V —)L & AWS Command Line Interface (AWS CLI) Z A L
T, FOEBARA 2 NZHIBRT D HEZRLTVET,

S3OAVVY—-ILDEAR

1. https://console.aws.amazon.com/s3/ T Amazon S3 1V —J)LZHE X T,
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2. EOFEYS—> 32 RA2T, [Outposts access points] (Outposts 7 V2 ARA > N) Zi&IRL
£9,

3. [Outposts access points] (Outposts 7 7 ARA > N 923> T, HIBR9 % Outposts 7V 2
ARARNZBIRLET,

4. [HIBR] ZBIRLET,

5. HIBRZBEL X,

AWS CLI O fERA

RO AWS CLI OfITlE, Outposts PO EARA M ZHIBRLET, cOONY RZEITTSIC
l&. user input placeholders Z1—H—HBHEOBRI_BEBRAET,

aws s3control delete-access-point --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

TOEBARAVRNRIS —2EBME R RETSICE

TOBEBARA NI, TEOTIOEARARENLTITDONZIXNTOHJ U I AN Amazon S3
on Outposts M EATBEBOHFTERY NT—=0O MNO—=IFHBYVET, T IEARA U~
&, BEILBEBINTYRNITRYFERENTY MRV —EEFHL THETDIHARIISAETNTE
TOELARA MR —&BEHLET, FMICOVTE, "T7OARAU b Z5BLTLKESE
Lo

RORNEY VTR, AWS YR X N2V —)L, AWS Command Line Interface (AWS CLI), &
& O AWS SDK for Java ZfEH L T, S3on Outposts FIEARLA > ROT IEARA>T KR
S—EEMELRGRETSIHECOVTHALET,

S3JVY—/ILDEA

1. Amazon S3 112V —JL (https://console.aws.amazon.com/s3/) ZFEE £ ¥,

2. EOFES—23a>2RA2T, [Outposts buckets] (Outposts /N7 Y b)) ZBIRL FTF,
3. TUOEBARA2VNRIS—%#HET S Outposts N7 Y RZEBIRLET,

4. [Outposts 7O EARA U RN RT&BIRLET,
5

[Outposts access points] (Outposts 7 9 EZARA 2 N 29> 3a> T, RUD—ZmETDT Y
T ARA T N&IBIRL, [Editpolicy] RV —DOiRE) ZBIRLE T,
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6. [Outposts access point policy] (Outposts 7 7 EARA > KRRV —) O3> T, KU —%
BMELFFEELET . FMICOVWTIE, "S3onOutposts TIAM 2% ET 2, 258BL TL
e\,

AWS CLI O fERA

XD AWS CLI O I Tk, Outposts 7O EARAV NIRUS—ZEBRELET,

1. RMOTIOEVARAVRNERIS—&IJSON 77 A IIICRBELET, cOBITR., 77148
appolicyl.json T9, user input placeholders %, 1—H—BEOHBRICEEHRAFE
9,

"Version":"2012-10-17",
"Id":"exampleAccessPointPolicy",
"Statement": [
{
"Sid":"stl",
"Effect":"Allow",
"Principal":{
"AWS":"123456789012"
.
"Action":"s3-outposts:*",
"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point
}
]
}

2. put-access-point-policy CLION> RO—FHELTISON 774N ZEELET, user
input placeholders &, 1—Y—BEBOBHRICEEMAET,

aws s3control put-access-point-policy --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --policy file://appolicyl. json

AWS SDK for Java O {EH

R® SDK for Java OHITIE, Outposts TOEARA D MIRVD—ZBELET,
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import com.amazonaws.services.s3control.model.*;
public void putAccessPointPolicy(String accessPointArn) {

String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testAccessPointPolicy\",
\"Statement\": [{\"Sid\":\"stl\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":\"" +
AccountId + "\"J},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + accessPointArn +

"\"}1}";

PutAccessPointPolicyRequest reqPutAccessPointPolicy = new
PutAccessPointPolicyRequest()
.withAccountId(AccountId)
.withName(accessPointArn)
.withPolicy(policy);

PutAccessPointPolicyResult respPutAccessPointPolicy =
s3ControlClient.putAccessPointPolicy(reqPutAccessPointPolicy);
System.out.printf("PutAccessPointPolicy Response: %s%n",

respPutAccessPointPolicy.toString());
printWriter.printf("PutAccessPointPolicy Response: %s%n",
respPutAccessPointPolicy.toString());

S3onOutposts PO EARLA 2 NOT VEAKRA RRU S —DRR

TOBARA NI, TEOTIEARA RN ZNLTITDODIhZIXNTOHJ I LT AN Amazon S3
on Outposts A EATHEAOHFTERY NTO—0 NO—INFHYNET,. EFTIEARAI b
&, BICBANTYNCTRYFENENTY MR —EEBL THEETDINAZIINSAE N
TOEARARR)S—2BRALET, FAICODVTR., "7OEARA N Z28RBLTLKEE
Wo

S3 on Outposts TOFT VEARA Y NOBREOEHEMICOVWTIE, S3on Outposts /N7 ¥ b Dig
i EBBLTLEE L,

UATORNEY TR, AWS YR X N2V =)L, AWS Command Line Interface (AWS CLI).
H KT AWS SDK for Java ZfEHA L T, S3on Outposts 7PV EARA > NRUS—%2RRTDHE
C2WTEBBALET,

S3OAVVY—-ILDEA

1. https://console.aws.amazon.com/s3/ T Amazon S3 1V —J)LZHE X T,
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2. EOFEYS—> 32 RA2T, [Outposts access points] (Outposts 7 V2 ARA > N) Zi&IRL
£9,

3. R —%KRTS Outposts POV EARSA > NEBIRLET,
4. [Permissions] (FFA) 27 T. S3on Outposts 7T EARAS > R RV —EBEELET,

5. POEAKRAUNRUS—RFEETBIR. "FIOLARA Y RRUS—2BMELBEETS
Cld, BBBLTLEEL,

AWS CLI O fERA

XD AWS CLI O Tk, Outposts 7OV EARA 2V RDORID—ZBMEBLET, OOV RZERIT
I3k, user input placeholders #1—Y—BHEDERICEEMZIET,

aws s3control get-access-point-policy --account-id 123456789012 --name arn:aws:Ss3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

AWS SDK for Java @£ F
XD SDK for Java DI Tk, Outposts 7OV EARSA 2 RORIS—ZEWMEBLET,

import com.amazonaws.services.s3control.model.*;

public void getAccessPointPolicy(String accessPointArn) {

GetAccessPointPolicyRequest reqGetAccessPointPolicy
GetAccessPointPolicyRequest()
.withAccountId(AccountId)
.withName(accessPointArn);

new

GetAccessPointPolicyResult respGetAccessPointPolicy
s3ControlClient.getAccessPointPolicy(reqGetAccessPointPolicy);
System.out.printf("GetAccessPointPolicy Response: %s%n",

respGetAccessPointPolicy.toString());
printWriter.printf("GetAccessPointPolicy Response: %s%n",
respGetAccessPointPolicy.toString());
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Amazon S3 on Outposts T R7RA > MO fEF

Amazon S3 on Outposts DT I EARA 2 NIV IITARNZI—FT 42T 3 %I, S3 on Outposts
TITVRRANEERURETDHENHYVET, T2 RKRA NZEHEKTBICIE. Outposts @
R—AL)—=2aAOY—EAVDEDT I T4 T BEHEN BETT, Outpost EDFRETS
AR=KRITIRNVPC)ICI1DOIVRRAV N ZBEN TR ENTEERT, TORRSAUK
A —XOFMICDOVWTIE, S30onOutposts DFEY NT—UEH 25U T &V, Outposts /\
TYRNCITOIEALTAT DS IOVORNARL—2 AV ERTTEDRRSICTRICE,. IVRKRAME
ERTHIHBENBHYVET, FHHICOVWTE., "ITUORFRAU by ZZRLTLEEL,

IV RRAVREERLES, [AF—RA] 74— REEALTIY KRS NORERIBIETE
%£7, Outposts #4754 > DPAE. CREATE_FAILED HFiRE nET, Y—E AUV EEER
BL, IVREAYNEBIBRLT, BEE/rBEE NERICERIRL—Y 3V E2BRITFTEET, 2
OIS —I—ROUANIDWTE, UTFE2SBLTKEEV, HMICOLVTE, (I RES
TRy EBRLTLEE,

API AT—RA XBERIZ—I—R Xyt—2 - KEEH
CreateEnd Create_Fa  OutpostNotReachable Outposts IR— ALl —2 3 ADY—
point iled EAVOBGNIFLLTVSD LS,

IV RRANZERTEREATL
Too BERIORFMZRESIL., T2 RRA
Y hZHIBRL T, €5 —ESRALLE

L,
CreateEnd Create_Fa InternalError NAPBLZ—DH, TVRRSA &
point iled ERTEEHATLE, IV RKRAY
NZHIBRL T, £5—EERLTLE
=L,
DeleteEnd Delete_Fa  OutpostNotReachable Outposts FR—LlJ—3a A0 —
point iled ERAVVEGIEFLLTVSR D,

IV RERALANZHIBRTEREATL
oo BEHIERRL T, £5—EHHL
<EZW,
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API AT—RA KRBEBEHIZ—I—KR XY t— - KBIER

DeleteEnd Delete Fa  InternalError ARIS—0dH, TVRRANE

point iled HIBRCEFEEBATLE, £5—EHL
TLEEL,

S3 on Outposts D/NT Y NDBREGFMIC DWTIE, S3 on Outposts /N7 Y hDIEE 25BL TL
e\,

LTO+Eo> 3> Tl S3onOutposts DT RARA 2 NZERL TERTEHEEHALET,

N =R

« Qutpost TT RARA > NEIERT D

« Amazon S3 on Outposts T RARA KDV AN ERRT S
« Amazon S3 on Outposts T2 KRR A > S D HIBR

Outpost TLT RAKRA 2V N ZERT S

Amazon S3 on Outposts DTV EZARA 2 NIV IOITARNZEIL—FT 42T F%IZI1F. S3 on Outposts
TIVRRAVPNZERLURETIHXENBYVET, TV RRANZEEKTSBICIE. Outposts M
R—L)—=23a A0 —ERVDEDTIT 1 TREBHEN VETT, Outpost EDERETSS
AR=KNIZIRVPC)IZCT1DDIVRRA VN ZEBEEFTRDENTEET, TV RRAUB

D A—ZOFEMIZDOVTIE, S30onOutposts DEY ND—VEH #5BL T EE L, Outposts /\
TYRNITIVEBALTAT IO ARL—I D ERTTEDRSICTRICE. IVRKRAIVNE
ERTRAYLENHYET, FHICODVTR, "ITUVRRAU b ZBRBRLTLKEEV,

T O AFA

TV RRANODERICHEZRFTOFM-DOVWTIE, "S3onOutposts T RIRA > NDOFFA]
ZSRBRLTLSEETY,

Fh, IV RRA MNOERRFIZ, S3onOutposts I AWS 7HI RTH—ERIZUVV&Enik
O—I)LZERLET, FMICDOLWTIE., TAmazon S3 on Outposts TOH—EZAIZU > UEhis
O—)LOFEA 2Z8RBLTEEL,

UToOAIE, AWS XX K2V =)L, AWS Command Line Interface (AWS CLI) & & T AWS
SDK for Java Z AL T, S3onOutposts T RARA 2V REEKTDHEERLTVET,
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S3JVY—ILDEA

1. AWSNRIXZYRNIZVY=)IZH 14242 L, Amazon S3 112V —)L (https://
console.aws.amazon.com/s3/) ZBEE £,

2. EOFES—2 32 RA T, [Outposts access points] (Outposts 7 7 EARA > N) &iBIRL
F7,

[Outposts endpoints] (Outposts T RARA > N) 2T %#&EIRLET,
[Create Outposts endpoint] (Outposts T RiRA > N DERK) ZBIRLEF T,
[Outpost] T, DI RRA > NEIERT S Outpost ZIBIRL £7,

[VPC] T, I RRA AL, Outposts T RARA 2 NDIL—)LICEEHLLTWVS
VPC ZZEIRL F T,

o o bk~ w

RETZAR—NIZTIR(VPC) ZEATDE, ERLERBZRY hT—JIC AWS UY—2A
ZRETERT., REXY KNI —UR, 8FREFOT—FEVEZ—TERENTLVLERERD
FYRD=DICR<SBUTVETN, ORT—FTINBAVTZARNTVFr2FERATER LV
SXVY A HYXTAWS

VPC A" WEE k. [Create VPC] (VPC ZERK) ZBIRL £ T, FMIC DOV TIE, "Amazon
S3A—H—HAR, O TRETFAR=—KITIUR(VPC) ICHIRENLET IV LARA > MDIE
By EBBLTEE W,

7. [Create Outposts endpoint] (Outposts T2 KRR A > N DERK) ZiBIRL £,

AWS CLI 292154

Example

XD AWS CLI OFITIE, VPCUY—AFT IOtV ARA 7% FERL T, Outpost DT RAKRA >~
EEBRLET, VPCREHTRYRMYPSIRELET, COIONY RERITIDICIE, user input
placeholders 21— —BEOEHRICEEHMAET,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@d1

XD AWS CLI OfITIRE, FOEAZATICI—H—MBEDIP FRLAT—)L (ColP 7—)L) %&
FAL T, Outpost DT RRA 2V RNEERLET, COOANY REEITITSICE, user input
placeholders 21— —BHOEHRICEZHMAE T,
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aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl --access-type CustomerOwnedIp --
customer-owned-ipv4-pool ipv4pool-coip-12345678901234567

AWS SDK for Java O {EH
Example

AWS SDK for Java Zf#H L T S3 Outpost DT> RARA > NEERT D FEDOHIZ DOV T,
TAWS SDK for Java 2.x ® 1— R#l, ® "CreateOutpostsEndPoint.java; 2B L T &\,

Amazon S3 on Outposts T RIRA > RODUJARNERRTD

Amazon S3 on Outposts D7V EARAV NIUDVITARNZIL—T 12T FBICI&. S3 on Outposts
TITORRAVNEEBRURETADHENHYVET, TV RKRA 2 NZEHEKTBICIE. Outposts @
R—AL)—=2aAOY—EBERAUVEDT I T4 T BEBEHEN BETT, Outpost EDFRET S
AR=KNIZIRNVPC)IZCT1D2DIV RRA N ZBEEFFRHENTEEFET, TV RRAB
A —ZOFMICDOVWTIE, S30onOutposts DEY NT—UEH 2B L T &V, Outposts /\
TYNCTIORBALTAT DI VR ARL =23V ERTTEDLSICTBICEK, IVRRAUNE
ERTBIHLENHYET, HFMICOVTE, "TTURKRAUN) ZSRLTLSEZL,

ROFIE, AWS XEZD X N>V —)L, AWS Command Line Interface (AWS CLI), & & U AWS
SDK for Java Zf# A L T, S3onOutposts T RIRA KRNIV ANERTHEERLTVWET,

S3IVY—ILDEA

1. Amazon S3 12V —JL (https://console.aws.amazon.com/s3/) ZFAE £7,

2. EOFES—>32RA2T, [Outposts access points] (Outposts 7V ARA > N) Zi&IRL
9,

3. [Outposts access points](Outposts 7 7 2 ARA > K) R—Z T, [Outposts endpoints] (Outposts
IVRRAVN) RTZ2BIRLET,

4. [Outposts endpoints] (Outposts T2 R7R4 > K) T, S3on Outposts T RIRA 2 KDUARKN%E
RRTEET,

DO EAAWS CLI

XD AWS CLI OfITIRE., BBFEROTHV > MIEEMN TS iz AWS Outposts DUV —ADI R
ALY RE—BRRLET. SOOI ROBMICOVTE, TAWSCLIUTFLY R, O Mlist-
endpointsy 2L T EE L\,
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aws s3outposts list-endpoints

AWS SDK for Java O£

RDSDK for Java D HI Tk, Outposts DI RRA N ZE—BRRLET, FHMICODVTE.
" Amazon Simple Storage Service API 'J 7 7 L > A1 @ TListEndpoints; ZZRL T<IEZ L,

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.ListEndpointsRequest;
import com.amazonaws.services.s3outposts.model.ListEndpointsResult;

public void listEndpoints() {
AmazonS30utposts s30utpostsClient = AmazonS30QutpostsClientBuilder
.standard().build();

ListEndpointsRequest listEndpointsRequest = new ListEndpointsRequest();

ListEndpointsResult listEndpointsResult =
s30utpostsClient.listEndpoints(listEndpointsRequest);

System.out.println("List endpoints result is " + listEndpointsResult);

Amazon S3 on Outposts T> RiRA > N D HIBR

Amazon S3 on Outposts D7 VARSIV NIV IOIARNZEIL—FT 42T F%IZ1F. S3 on Outposts
TIVRRAVNZEERLURETIHEN BYVET, TV RRANZEEKTSBICIE. Outposts M
R—L)—=2a A0 —ERAV D EDTIT 4 T BEBHENBETT, Outpost LOFRET S
AR=KNIZIRNVPC)IZCT1D2DIVRRA VN ZEBEERTADENTEET, TV RKRAUB

I A—ZOFEMIZDOVTIE, S30onOutposts DEY ND—VEH #5BL TS EE L, Outposts /\
TYRNITIEALTAT IO ARL -3V ARTTEDRSICTDICE. IV RKRAIVNE
ERTRDXVENHYET, FHEICOVTR, "ITUVRRAU b ZBRBRLTLKEEV,

ROFIE, AWS XEZD X N2V —)L, AWS Command Line Interface (AWS CLI), & & U AWS
SDK for Java ZfEH L T, S3on Outposts T RARA > KNZHIBRT D HEERLTVWET,

S3OAVVY—-ILDEAR

1. Amazon S3 Y —JL (https://console.aws.amazon.com/s3/) ZHE £ J,

2. EQOFES—2 32 RA2T, [Outposts access points] (Outposts 7 7 EARA > N) &iBIRL
3
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3. [Outposts access points](Outposts 7 V7 ZARA > K) R—Z T, [Outposts endpoints] (Outposts
IVRRAVN) RTZBIRLET,

4. [Outposts endpoints] (Outposts T2 R7R4A > ~) T, BIBRT DL RRA > M ZER
L. [Delete] (HIBR) Z:#IRL £,

DO {EAAWS CLI

IX@® AWS CLI Ol T, Outposts DI RARA 2 NZHIBRLET, cOIXY RZERTITBIC
l&. user input placeholders Z#1—Y—BEOBRICEEMIET,

aws s3outposts delete-endpoint --endpoint-id example-endpoint-id --outpost-
id op-0lac5d28a6a232904

AWS SDK for Java O {EH

X @ SDK for Java MBI Tk, Outposts DT RKRA > NEHIBRLET, COFERTITSIC
l&. user input placeholders Z#1—H—BEOBRICEERIET,

import com.amazonaws.arn.Arn;

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.DeleteEndpointRequest;

public void deleteEndpoint(String endpointArnInput) {
String outpostId = "op-0lac5d28a6a232904";
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

Arn endpointArn = Arn.fromString(endpointArnInput);
String[] resourceParts = endpointArn.getResource().getResource().split("/");
String endpointId = resourceParts[resourceParts.length - 1];
DeleteEndpointRequest deleteEndpointRequest = new DeleteEndpointRequest()
.withEndpointId(endpointId)
.withOutpostId(outpostId);
s30utpostsClient.deleteEndpoint(deleteEndpointRequest);
System.out.println("Endpoint with id " + endpointId + " is deleted.");
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S3 on Outposts A7 TV N DEE

Amazon S3 on Outposts ZfEfH 32 &, AWS Outposts T S3 /N Y NEERL., O—AILT—2R
oA, O—AHILF—208, F—RLIFUI—%2HBETRTTIT—23a 2 BIC,
TLEZAOAT DI VN Z2ERICRAEFES LTEBTEE T, S3on Outposts &k, HLWAKL—
<49 Z A, S3 Outposts (QUTPOSTS) Z# L., ik Amazon S3API ZfEHA L. AWS Outposts
FOBBOTFINA ARG —N—RBTTF—RZ2 KGN DO RARAICKRETDIRSICEFTENTVE
T RETZAR—=KNITIRVPC) ZNULETIVEARANETI Y RRA NEREFEAL
T. Outposts N7V MNEBFELET, Outposts /N7 Y NTlE, Amazon S3 £[EU APl & #EE (7
JEARDD—, BSL, RIFGFRE) ZFEATEET, AWSNRI XA NIV Y—)L. AWS
Command Line Interface (AWS CLI), AWS SDK, & 7:(& REST APl Z{£/H L T S3 on Outposts &
FEHTEET,

ZF72 19 K&, Amazon S3 on Outposts ICRTFENDEERIVTATATT, IXNTOATDIT
IRENTY NRIZREENE T, Outpost NT Y NADEZEDA TSI IVRNITIEATSICIE,
TORARA N EFERATIMENHYNET, A7 IIORNREOLEDICNTY N EEETDIEEIC
&, POEARA> R® Amazon )Y —AZ—LAL (ARN) K@ T IOEARAI O NIA VT A%ZFER
LET, PTORBARARNIA VT AOFEMZDOWVWTIE, TS3o0n Outposts 7 IEARA > NTD
NTY RERODTIA VT ADFER ) 25RBLTSEEV,

RO, S3 onOutposts POV EARA KD ARN FERXZRL, <hik, Outpost YKIEBT D! —
2avOAWS V=232 0— R, AWS 7AHJ KN ID, OutpostID, PUVEARAI NBEEHRE
CB

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

S3 on Outposts ARN OFFFEIZ DWW TIE., TS3 on Outposts M)V —A ARN, ZZRL T EE
(A

F7IOKNARN RROFERXEFEAL, Outpost FETS AWS U—=3>, AWS FHIU K
ID, OutpostID, N7 Y RE, BREATZIIVRNF—HNEENET,

arn:aws:s3-outposts:us-west-2:123456789012:outpost/ op-0lac5d28a6a232904/bucket/amzn-
s3-demo-bucketl/object/myobject

Amazon S3 on Outposts Tlk, 7 I U NF—RIEEIZ Outpost ICREENET, AWS
Outpost ZY U ZFREBET R E. T—RXOEREHZELITLHIC, F—2RIF Outpost [CO—HILIC
RENET, 77T U NH Outpost ZBEn =V, AWS U—Ta> CHEY TR EEHY E
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Ao AWSTYERISXYRNIOAVY—ILEV—23a>RHRTHRARNE WD, OV - E2EALT
Outpost AT T U RNET7Y7O—RLEY, BELEYITRERGRTEFELEA, L REST
API, AWS Command Line Interface (AWS CLI), &8 KT AWSSDK ZFAL T, PIOLEARA b
ENULTATDIONOTY TO—REEBETSCENTEERT,

NeEY D

« S3onOutposts NT Y NCATDITORNETY7TO—RTD

« AWS SDK for Java Z{#H L T Amazon S3 on Outposts N\ Y NICA 7T O KNEIE—T 3
+ Amazon S3 on Outposts N\TY RASATS IV NERETD

» Amazon S3 on Outposts /N\TY NANDA TSIV RNE—EBERTTD

+ Amazon S3 on Outposts /N\TY NADA T TV N EHIERT S

+ HeadBucket ZfEH L T. S3 on Outposts /N7 Y RATFHEL., PO CLAHFAN HIHESHEFAN
2

+ SDKforJava TOXINFN—RT7Y7O—ROETLEER

+ S3 on Outposts THOERFE URL DFEH

« O—J)L® Amazon EMR on Outposts Z £/ L 7= Amazon S3 on Outposts

- BAELRIF Y YIS

S3onOutposts NTY NZCAT DI ONETYTO—RTD

ZF7 219 N, Amazon S3 on Outposts ICRFEENZEERIVTATATT, IXTOATSDIT
IRNENTY NRICREENE T, Outpost NTY NADEEDATSIORNITIOEARTSICIE,
TOERARA VN EERTRIRENF HYVET, AT IO NREOLEHIZNT Y NEEBETDEEIC
&, POEARA MO Amazon VY —RAZ—LAL (ARN) EERETI9ELARA I NIA VT AZER
LET, PTOVRARARNIA VT AOFEMIIDOVWTIE, TS3on Outposts 7O EZARA > NTH
NTY RERXOIA VT ADFER ) Z5RL TS EE L,

XD, S3 onOutposts PV EARA > KD ARN EXZERL, <hik, Outpost ¥KIETS!)—
2Ia>vOAWS U—>3a> 1—R, AWS 7HD K ID, OutpostID, Z7OEARSA > NBEEHRE
¥,

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

S3 on Outposts ARN OFFFHIZ DWW TIE, TS3 on Outposts )Y —A ARN, ZSBLTLKEE
Wo
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Amazon S3 on Outposts Tlk, 72 TV MF—RIFEIZ Outpost IZRTFENET, AWS A
Outpost ZY VZBREBTS L. T—XOEREHEF/LILHIC, TF—2RIE Outpost ICO—H LI
RIENET, 77T UMD Outpost ZBENT=V), AWS V=232 ACHEY TR ERBYE
A AWSYZIXRIOVY—I)IEU—3a > RHATHRARNENZ S, OV E2FERALT
Outpost ICAT7 T O RZF7Y7O—RULEY, BELEY TR ERGRTEEREA, £1EL REST
API, AWS Command Line Interface (AWS CLI), &8 KT AWSSDK ZFAL T, PIOLARA b
ERNLTATSIONOT Y TO—REEBETOIZENTEET,

AR @ AWS CLI & & T* AWS SDK for Java O flik, 7O AKRA > MZFEAL T S3 on Outposts
NTYNZATZIOMETY7O—RIBDHFEERLTVET,

AWS CLI
Example

ROBITIE, S3 on Outposts /N7 Y N (s3-outposts:PutObject) I, AWSCLI ZfE> T
sample-object.xml EVWSBRNDAT DI VRN ERELE T, COOAXNY REFRHTBICIE,
ThEND user input placeholder Z1—H—BEHOBHRICBEERAETT., COIYUKR
DFMCOVWTIE, TAWSCLIUT7 7L AL @ Tput-objects ZZRL T IZEV,

aws s3api put-object --bucket arn:aws:s3-
outposts:Region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml --body sample-object.xml

SDK for Java
Example

AWS SDK for Java ZfEH L T S3 Outposts NT Y NCATZIORNETY7O—RTDHED
B DWW T, TAWS SDK for Java 2.x O 11— Ry @ TPutObjectOnOutpost.javas ZZ8L
TLEEL,

AWS SDK for Java %Z £ L T Amazon S3 on Outposts /X7 VY b
A7 oMEIE—TS

ZF72 19 K&, Amazon S3 on Outposts ICRTFENDIEERIVTATATT, IXNTOFTSDIT
ORENTY NRICRTFEENE T, Outpost NT Y NADEBEDATSITIORNCTIEATDICE,
TOECARA D NEFERTIMENHYVET, AT I IVRNBREOEDICNT Y NEBETDEZI(IC
&, ZOEARASA M®O Amazon VY —AFX—AL (ARN) KRG T IO CARA I NIA VT A%ZFEA
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Amazon S3 on Outposts I—%—HA KR

LET, PTOVRARAVRNIAVTAOFEMICDOVWTIE, TS3on Outposts 7V EZARA NTH
NTY RNERXOITAVTADER) 25RL T EEL,

XD, S3 onOutposts POV EARA KD ARN ERXZRL, <hik, Outpost ¥IETS!)—
2arvOAWS V=23 0—R, AWS 7HJ> K ID, OutpostID, PUVEARA > NBEEIRE
CB

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

S3 on Outposts ARN OFFMIZ DWW TIE, "S3 on Outposts )Y —A ARN, ZSBLTLKEE
Wo

Amazon S3 on Outposts Tlk, 72 TV NF—RFEIZ Outpost IZRTFENET, AWS
Outpost ZY VZFREBETS L. T—XDOEREHEZF/LILOHIC, TF—RIF Outpost ICOA—AHILIC
RIenET, 72T UKD Outpost ZBEN =V, AWS V=32 AW TR ERBRHYE
BA,. AWWSIYZRIXROVY=INIFEV—23a > NTHRANENS S, V=)L E2FEALT
Outpost AT T U NET7Y7O—RLEY, BELEYTRERRTEELEA, 2L REST
API, AWS Command Line Interface (AWS CLI), & KT AWSSDK ZFAL T, FIOLARSA b
ENLTATDTONOTY TO-REBEBEZITSCENTEET,

R DFE, AWS SDK for Java ZfFA L T, S3onOutposts N7 Y NRO AT TV NEIE—T 3
FEERLTVET,

AWS SDK for Java O {EH

X @ S3 on Outposts NI Tlk, SDK for Java ZFERALTAT ST IO RNERUNT Y ROFLWVWAT
DIOVNIOAE—LE T, cOFIERITIBICIE, user input placeholders Z#1—H%—BE
NERICBEERZIET,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.CopyObjectRequest;

public class CopyObject {
public static void main(String[] args) {

String accessPointArn = "*** gccess point ARN *#**";
String sourceKey = "*** Source object key ***";
String destinationKey = "#*#** Destination object key ***";
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try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Copy the object into a new object in the same bucket.
CopyObjectRequest copyObjectRequest = new CopyObjectRequest(accessPointArn,
sourceKey, accessPointArn, destinationKey);
s3Client.copyObject(copyObjectRequest);
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

Amazon S3 on Outposts NT Y RASHAT IO NZERBTS

ZF72 19 N, Amazon S3 on Outposts ICREFEENZEERIVTATATT, IXTOATDIT
JRNENTY NRICREENE T, Outpost NTY NADEZEDATSIORNITIOEARTSICIE,
TORARA VN ZERTRIRENF HYVET, AT IV NREOLEHIZNTY NEEBETDEEIC
&, POEARA MO Amazon VY —RAZ—LAL (ARN) EERETI9ELARA I NIA VT RAZ2ER
LET, PTOVRARA DV RNIA VT AOFEMIIDOVWTIE, TS3on Outposts 7TV EZARA NTH
NTY RERXOIA VT ADFER ) Z5RL TS EE L,

R DOFE, S3 onOutposts POV EARA > KD ARN ERXZERL, Zhik, Outpost BT —
2avOAWS U—23> 0—R, AWS 7AHDU 2N ID, OutpostID, FOEARA 2 NBZEEHRE
9,

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

S3 on Outposts ARN OFFFHIZ DWW TIE, TS3 on Outposts )Y —A ARN, ZSBLTLKEE
W
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Amazon S3 on Outposts Tlk, 72 TV MF—RIFEIZ Outpost IZRTFENET, AWS A
Outpost ZY VZBREBTS L. T—XOEREHEF/LILHIC, TF—2RIE Outpost ICO—H LI
RIENET, 77T UMD Outpost ZBENT=V), AWS V=232 ACHEY TR ERBYE
A AWSYZIXRIOVY—I)IEU—3a > RHATHRARNENZ S, OV E2FERALT
Outpost ICAT7 T O RZF7Y7O—RULEY, BELEY TR ERGRTEEREA, £1EL REST
API, AWS Command Line Interface (AWS CLI), &8 KT AWSSDK ZFAL T, PIOLARA b
ERNLTATSIONOT Y TO—REEBETOIZENTEET,

LR ®HliEk,. AWS Command Line Interface(AWS CLI) & AWS SDK for Java # AL TAT7 > 1o
NEeAJ2O0—RKR BB 92522 RLTVET,

D EAAWS CLI

ROBITIE, S3 on Outposts /N7 Y N (s3-outposts:GetObject) iS5, AWSCLI 2> T
sample-object.xml EWS BRI DA T DI IVRNEMBLET, CcOIX REFEATDICE.
NEND user input placeholder Z1—H—BEOBERICEEZWMAET., COINY ROFH
C2oWTIE., TAWSCLI U7 7L RA1 O Mget-objects 2L TSEE L,

aws s3api get-object --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point --key testkey sample-object.xml

AWS SDK for Java O i

X @ S3 on Outposts NI Tlk., SDK for Java ZEFERALTAT I IR ERMBLET. COHIERET
T3k, TNhEND user input placeholder Z1—H—HBHEOBRICBEBRA T T, FlIC
DWW T &, Amazon Simple Storage Service APl ') 7 7 L > A® GetObject ZZ8B L T &\,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.GetObjectRequest;

import com.amazonaws.services.s3.model.ResponseHeaderOverrides;
import com.amazonaws.services.s3.model.S30bject;

import java.io.BufferedReader;
import java.io.IOException;
import java.io.InputStream;
import java.io.InputStreamReader;
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public class GetObject {
public static void main(String[] args) throws IOException {
String accessPointArn = "**%* access point ARN *#**";
String key = "#*** Object key ***";

S30bject fullObject = null, objectPortion = null, headerOverrideObject = null;
try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Get an object and print its contents.

System.out.println("Downloading an object");

fullObject = s3Client.getObject(new GetObjectRequest(accessPointArn, key));

System.out.println("Content-Type: " +
fullObject.getObjectMetadata().getContentType());

System.out.println("Content: ");

displayTextInputStream(fullObject.getObjectContent());

// Get a range of bytes from an object and print the bytes.
GetObjectRequest rangeObjectRequest = new GetObjectRequest(accessPointAzrn,
key)
.withRange(0, 9);
objectPortion = s3Client.getObject(rangeObjectRequest);
System.out.println("Printing bytes retrieved.");
displayTextInputStream(objectPortion.getObjectContent());

// Get an entire object, overriding the specified response headers, and

print the object's content.

ResponseHeaderOverrides headerOverrides = new ResponseHeaderOverrides()
.withCacheControl("No-cache")
.withContentDisposition("attachment; filename=example.txt");

GetObjectRequest getObjectRequestHeaderOverride = new

GetObjectRequest(accessPointArn, key)
.withResponseHeaders(headerOverrides);
headerOverrideObject = s3Client.getObject(getObjectRequestHeaderOverride);
displayTextInputStream(headerOverrideObject.getObjectContent());
} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 couldn't process

// it, so it returned an error response.

e.printStackTrace();
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} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
} finally {
// To ensure that the network connection doesn't remain open, close any
open input streams.
if (fullObject != null) {
fullObject.close();
}
if (objectPortion != null) {
objectPortion.close();
}
if (headerOverrideObject != null) {
headerOverrideObject.close();

}

}

private static void displayTextInputStream(InputStream input) throws IOException {
// Read the text input stream one line at a time and display each line.
BufferedReader reader = new BufferedReader(new InputStreamReader(input));
String line = null;
while ((line = reader.readLine()) != null) {
System.out.println(line);

}
System.out.println();

Amazon S3 on Outposts XY NADA TSIV RN E—ERRT
)

ZF72 T M. Amazon S3 on Outposts IZRFENDIEERIFTFATATT, IXNTOATDIT
JRENTY NRICREENET, Outpost AT Y NADEBEDATSIVRNITIEATBICE,
TORARA U N EERTRIHVENHVET, AT IO NREOLEDICNTY NEEBETDEEIC
&, POEARA> KD Amazon VY —AZ—AL (ARN) FEET7IV9ELARA 2 NIAUTA%ER
LET. POEARARNIA VT ADOFEMICOVWTIX, TS30on Outposts 77 EARA 2 NTD
NTY NERXOT AT ADFER, 25RBLTLSEEL,
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X DOFIE. S3 on Outposts 7V EARA > KD ARN EXZERL, ik, Outpost ¥KET D) —
2IAaOAWS V=232 O— R, AWS 7HJ2 KN ID, OutpostID, PUVEARAIV NBEEXRE
CB

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

S3 on Outposts ARN OFFFHIZ DWW TIE, "S3 on Outposts M)V —A ARN, ZZRL T EE
(A

@ Note

Amazon S3 on Outposts Tlk, 7 I U NF—RIEEIZ Outpost ICRFEENET, AWS
' Outpost ZY VZBRETDE, T—XOEHERZBLILOHIC, T—XEF Outpost (C
O—ANWICRENET, 72T NH Outpost Z8ini=v), AWS U—3 > ACH
2@ bYEREA, AWSNYERIX RNV =IILNRBREV—23a 2> ATHRANEND 2
., AY—=) &AL T Outpost IcA T2 T O RETYZ7O—RLEY, BEBLEVYTS
cEWFETEEFELBA, 122U REST API, AWS Command Line Interface (AWS CLI), & & T
AWS SDK 2L T, PFORARAV RN ENLTAT DT ORNOT7 Y 7O— REEBELT
SCENTEET,

ROBIE, AWS CLI & & U AWS SDK for Java ZfEF L T, S3on Outposts /N\7Y NRRO AT T
ORZ—EBEXRTIDHEERLTVET,

AWS CLI O fEH

RO TIE, S3 on Outposts /N7 Y N (s3-outposts:ListObjectsV2) ROAT T K

%, AWSCLI ZFALT—EXRRLET, CcOONVREFEATZICE. ThENIOD user input
placeholder Z1—H—BEOBERICBEERAET, OOV ROFMAICOVTIE. TAWSCLI
)7 7L>AL O Tlist-objects-v2, Z2FBL T EEV,

aws s3api list-objects-v2 --bucket arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

(® Note

AWS SDK %3&L T Amazon S3 on Outposts T D7 V> a> = ERTZEE. N
TYREBORKDYIZ Outposts DTV EARASA > N ARN ZUL TOFEXTRML FT:
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arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-0Outposts-Access-Point., S3 on Outposts ARN M F£#fH (- DL
Tk, "S3onOutposts DUV —ZAARN, ZZBRL T<EE V),

AWS SDK for Java O i

XM S3 on Outposts NHITIE, SDK forJava ZEALTNT Y NADAT IO RN E—ERRLE
To COPIERTITBICE,. ThEFND user input placeholder #1—H—BEDERICEE
BAET,

/A Important

COBITIE, ListObjectsAPI ARL—23a>OHFHIJIES 32 TH S ListObjectsV2 %
FERALET. COBRETMD API ARL—>3a>&2F77UTr—2a>RARICERTZCEES
BHOLET, THUEBRMEDLEHIC, Amazon S3 D API OUEION—3 0 THI AN
L—>3rzs|EmEHR—RNLET,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.ListObjectsV2Request;
import com.amazonaws.services.s3.model.ListObjectsV2Result;
import com.amazonaws.services.s3.model.S30bjectSummary;

public class ListObjectsV2 {

public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();
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System.out.println("Listing objects");

// maxKeys is set to 2 to demonstrate the use of
// ListObjectsV2Result.getNextContinuationToken()
ListObjectsV2Request req = new

ListObjectsV2Request().withBucketName(accessPointArn).withMaxKeys(2);
ListObjectsV2Result result;

do {
result = s3Client.listObjectsV2(req);

for (S30bjectSummary objectSummary : result.getObjectSummaries()) {

System.out.printf(" - %s (size: %d)\n", objectSummary.getKey(),
objectSummary.getSize());

}

// If there are more than maxKeys keys in the bucket, get a
continuation token

// and list the next objects.

String token = result.getNextContinuationToken();
System.out.println("Next Continuation Token: " + token);
req.setContinuationToken(token);
} while (result.isTruncated());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

Amazon S3 on Outposts /N Y NAD AT T U NEEHIBRT S

ZF72 19 K&, Amazon S3 on Outposts ICRTFENDIEERIVTATATE, IXNTOFTDIT
IRENTY NRIZREENE T, Outpost NI Y NADEZEDAT DI IVRNITIEATSICIE,
TOECARA D NEFERTIMENHYVET, AT I IVRNREOEDICNT Y NEBETDEZI(IC
&, ZOEARSA 2 RO Amazon VY —RAZX—AL (ARN) KL TIOCARSA O NIA VT A%ZFEH
LET, PTIORARANIA VT AOFEMZDOWVWTIE, TS3o0n Outposts 7 IEARA > NTD
NTY REROTIA VT ADFER ) 25RBLTSEEV,
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X DOFIE. S3 on Outposts 7V EARA > KD ARN EXZERL, ik, Outpost ¥KET D) —
2IAaOAWS V=232 O— R, AWS 7HJ2 KN ID, OutpostID, PUVEARAIV NBEEXRE
CB

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

S3 on Outposts ARN DFFHHIC DWW TIE, "S3 on Outposts ®IJY—A ARN,; 2SR LTLKEE
Wo

Amazon S3 on Outposts Tlk, 7 I U NF—RIEEIZ Outpost ICREENET, AWS
Outpost ZY U ZFRET R E. T—RXOEREHZELITLHIC, F—2RF Outpost [CO—HILIC
RIENET, 77TV RN Outpost ZBEN =V, AWS =23y iz TR eR@dHYE
BAo AWSNEXIDXRNOVY—=ILREV =232 RATRANENS S, OV —-IIZ2FEALT
Outpost (AT IO RETY7O—RLEY, BEBLEYTDERFTEFELA, £EL REST
API, AWS Command Line Interface (AWS CLI), & RT* AWS SDK ZEFAL T, FIOEARASA b
ENLTATZIONOTY 7O REBEBETSCENTEET,

RDBlE, AWS Command Line Interface (AWS CLI) & AWS SDK for Java Z AL T, S3 on
Outposts NT Y NANDEBE—DATS IV RNELERIEROATD IO NEHIBRTZDHEERLTVE
C

AWS CLI O fEH

LT oAIE. S3onOutposts N7 Y NASBE—DOATS IV NELFREROAT I N EHIKRT
2HZEZRLTVET,

delete-object

RDOBITE. sample-object.xml ZEMAL T, S3 on Outposts /N7 Y K (s3-
outposts:DeleteObject) #S5 AWS CLI E WS BRIOA /P TV MNZHIBRLET, NN
VREGERTZICE. THEND user input placeholder Z1—H—HEBOBERICEE R
AET, COOXV ROFM-IOWVWTIEE, TAWSCLI U7 7L A1 @ Tdelete-objects &S8R
LTLEZL,

aws s3api delete-object --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml

A7 T NDHEIR APl /N\—< 3> 2006-03-01 78


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/delete-object.html

Amazon S3 on Outposts I—%—HA KR

delete-objects

LTOFITIE, AWS CLI ZfEHL T, S3 on Outposts /N7 Y N (s3-
outposts:DeleteObject) A5 sample-object.xml & testl.text EVWSHRFID 2
DOATPIVNEEHRLET, COOANV REFHITZICE. ThEND user input
placeholder Z1—H—BEHOERICEEMAET, COONY ROFMIIOWVW TR, TAWS
CLIU77L>A1 M "delete-objects; ZZBL T &V,

aws s3api delete-objects --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --delete file://delete.json

delete.json

{
"Objects": [
{
"Key": "testl.txt"
b
{
"Key": "sample-object.xml"
}
1,
"Quiet": false
}

AWS SDK for Java O

LT oA, S3onOutposts NTY NASBE—DOATS IO NELREROATS I N EHIRT
25%FERLTVET,

DeleteObject

XM S3 on Outposts DHITlE, SDK for Java ZERALTNT Y NADO AT T U NEHIBRL

£, COFIEFEATBICIE, Outpost DFIEARASANARN &, HIBRTZDATZSIIOND

F—BEEELET, FMICDOVTIE., Amazon Simple Storage Service API U7 7L A®D
MDeleteObjects Z2ZRL T IEE L,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
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import com.amazonaws.services.s3.model.DeleteObjectRequest;

public class DeleteObject {
public static void main(String[] args) {

String accessPointArn = "**%* access point ARN *#**";
String keyName = "*** key name ****";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

s3Client.deleteObject(new DeleteObjectRequest(accessPointArn, keyName));
} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 couldn't process

// it, so it returned an error response.

e.printStackTrace();
} catch (SdkClientException e) {

// Amazon S3 couldn't be contacted for a response, or the client

// couldn't parse the response from Amazon S3.

e.printStackTrace();

DeleteObjects

X @ S3 on Outposts D HITlE., SDK for Java ZHERALTNT Y NAOAT DT ORNETY Y
O—RLT, HIBRLET. COBIEERATSICIE,. Outpost D7V EARASL > N ARN ZIEEL F
¥, FMICDOVTIE. TAmazon Simple Storage Service API V7 7 L2 A4 @ "DeleteObject
ZZRLTLSEETY,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.DeleteObjectsRequest;

import com.amazonaws.services.s3.model.DeleteObjectsRequest.KeyVersion;
import com.amazonaws.services.s3.model.DeleteObjectsResult;
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import java.util.Arraylist;
public class DeleteObjects {

public static void main(String[] args) {
String accessPointArn = "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Upload three sample objects.

Arraylist<KeyVersion> keys = new Arraylist<KeyVersion>();

for (int 1 = 0; i < 3; i++) {
String keyName = "delete object example " + i;
s3Client.putObject(accessPointArn, keyName, "Object number " + i + "

to be deleted.");

keys.add(new KeyVersion(keyName));

}

System.out.println(keys.size() + " objects successfully created.");

// Delete the sample objects.
DeleteObjectsRequest multiObjectDeleteRequest = new
DeleteObjectsRequest(accessPointArn)
.withKeys(keys)
.withQuiet(false);

// Verify that the objects were deleted successfully.

DeleteObjectsResult delObjRes =
s3Client.deleteObjects(multiObjectDeleteRequest);

int successfulDeletes = delObjRes.getDeletedObjects().size();

System.out.println(successfulDeletes + " objects successfully
deleted.");

} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 couldn't process

// it, so it returned an error response.

e.printStackTrace();
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} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

HeadBucket Z{#E M L T, S3 on Outposts /N Y KA EEL., 77
T AHFUN HEIHNESHERANS

Z72 19 N&. Amazon S3 on Outposts IZRTFENBDEERIFATATT, IXNTOATSD I
IRENTY NRIZREENET, Outpost NT Y NADEZEOAT DI IVRNITIEATSICIE,
TOERARA VN EFERTRIREN HVET, AT IV NREOLEHIZNT Y NEEBETDEEIC
. POHEAKAY RO Amazon )Y —RAZ—L (ARN) EERTF 71 AKA Y NI AT AEER
LET. PTVEARA U RNIA VT AOFEMIIDOVWTIE, TS3on Outposts 7PV EARA NTH
NTY RERXODTIA VT ADFER Z25RL TS EE L,

RDFlE. S3 onOutposts PV EARA ND ARN ERXERL., Chik, Outpost KBTS —
2avOAWS U—23> J—R, AWS 7AHU 2 N ID, OutpostID, FOEARA 2 NBZEEHRE
ER

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

S3 on Outposts ARN OFFFHIZ DWW TIE, "S3 on Outposts )Y —A ARN, ZSBLTLKEE
Wo

(® Note

Amazon S3 on Outposts Tlk, 7 I U NF—RIEEIZ Outpost ICREENET, AWS
' Outpost ZY VZBRETDE, T—XOEHERAZFBLITLOHIC, TF—RE Outpost (C
O—ANICRENET, 72T D Outpost Z8Eni=v), AWS U—3 > A
VI32ERlBBYNEEA, AWSTNERIX ROV —=IINBFI -3 HATHRARNEND
., AY—=) &AL T Outpost IcA 7T O RETYZ7O—RLEY, BEBLEYTD
cERFTEELRA, 2L REST API. AWS Command Line Interface (AWS CLI), & & T*
AWS SDK 2L T, PFO9RARAV RN ENLTAT DT ONOT7 Y 7O— REEEBELT
SENTEET,

HeadBucket @ & AP| /N\—= 3> 2006-03-01 82



Amazon S3 on Outposts I—%—HA KR

LLF @ AWS Command Line Interface (AWS CLI) & AWS SDK for Java ®li&, HeadBucket API
ARL—>3 &L T, Amazon S3 on Outposts N7 Y RAFEHEL, TONTY NCTIEAT
BPHUANBRINESHZRANDFEZRLTVET, FHICDOWVWTIE. "Amazon Simple Storage
Service API U7 7L >A3 ® "HeadBuckety #SBL TSV,

?EAHAWS CLI

XM S3 on Outposts AWS CLI I Tk, head-bucket INXN >V REBALT, NI Y NNFEEL,
TONTYRNIT O RLATRDH AN BIHNESHZRANET, cOONRZFRATBICE. T
NEND user input placeholder Z1—H—BHOBMICBEEMAET, FMAICOVTE.
TAWS CLI )7 7L > A1 ® Thead-buckety; 2B L TS IEEV,

aws s3api head-bucket --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

AWS SDK for Java O fEH

XD S3 on Outposts DL, NTY RFBEETIHAESH, T, TONTYRNITIEATIEH
ANHIDESH EFARNDAEEZRLTVET, COPIEFEATSICIE, Outpost DT I EARA >
NARN 2 EELFE T, FHMICOWTIEE. "Amazon Simple Storage Service API U7 7L A1 @

"HeadBuckets Z2ZML TEE L,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.HeadBucketRequest;

public class HeadBucket {
public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();
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s3Client.headBucket(new HeadBucketRequest(accessPointArn));
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

SDK forJava TONILFN—KNT7 v 7O— ROETEERE

Amazon S3 on Outposts ZFEH 92 &, AWS Outposts JY—ATS3INT Y NEEKL., O—A
LVF—32TO0tA, A—AILTF—208, F—RLIFUI—%2RELTRITITIIT—>3H

. AVTLIAOAT DI VN ERESITMBTEET, AWS YR XY ROV Y=L, AWS
Command Line Interface (AWS CLI), AWS SDK, & /zl& REST API Z M L T S3 on Outposts &
FRATEET, FMICDOLVTIE., "Amazon S3 on Outposts &k Z2ZBLTLEEL,

LT ok, AWS SDK for Java T S3 on Outposts ZFAL T, YILF/N—KNT7 v 7 O—RERT
L. BEEBIDHEZRLTVET,

N =R/

« S30onOutposts N7 Y NADAT DI VROILFN—KNTPY7TO—RZETITS

« S30onOutposts NI Y NANZ—PAT DIV RNEIIILFN— 7Yy Z7O—RTIE—TFS
« S3onOutposts NTY NCAT DI O RON—VE-—EBERTTD

+ S3 on Outposts N7 Y NKNOEITHFOILFN—RT7YZ7O—ROUANERETS

S3on Outposts NTY RO AT T IO RNOIYILFN—RNTY7O—R%E
ERITITD

X @ S3 on Outposts DFITlE, SDK for Java ZEAL T, NTY NAFT DT O RDIILFIN—
N7y 70O—RzEBEBR. PTY7O—R, ETLET, CcOBIZRITITBICE. ThEND user
input placeholder Z#Z 1—HY—BEHOEBHRICEETEMAETT, FMIC DOV T, "Amazon Simple
Storage Service 1—H'—HA R, @ "IIINFN—KT7Yv7O—REFEFALEATSIONOT Y
AO—Ry ZZRBLTLEEL,
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Arraylist;
import java.util.List;

public class MultipartUploadCopy {
public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN *#**";
String sourceObjectKey = "#*** Source object key ***";
String destObjectKey = "*** Target object key ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);

// Get the object size to track the end of the copy operation.

GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.

long partSize = 5 * 1024 * 1024;

long bytePosition = 0;

int partNum = 1;

List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {

d—H—H1 K

// The last part might be smaller than partSize, so check to make sure
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// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointAzrn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
.withUploadId(initResult.getUploadId())
.withFirstByte(bytePosition)
.withLastByte(lastByte)
.withPartNumber(partNum++);

copyResponses.add(s3Client.copyPart(copyRequest));

bytePosition += partSize;

// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

// This is a helper function to construct a list of ETags.
private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));
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return etags;

S3onOutposts NTY NRADS—DHAT ST O RNEIILFN—RNTY S
Ad—RTIAE—9%

X @ S3 on Outposts DHITIE, SDK for Java ZERALTNT Y NMCATD T VN EIE—LET,
COPIERITTBICE. TREND user input placeholder Z1—H—BHEOBRICBEEHRX
-

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Arraylist;
import java.util.List;

public class MultipartUploadCopy {
public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN *#**";
String sourceObjectKey = "#*** Source object key ***";
String destObjectKey = "#*#** Target object key ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);

// Get the object size to track the end of the copy operation.
GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);
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ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);
long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.
long partSize = 5 * 1024 * 1024;
long bytePosition = 0;
int partNum = 1;
List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {
// The last part might be smaller than partSize, so check to make sure
// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointArn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
.withUploadId(initResult.getUploadId())
.withFirstByte(bytePosition)
.withLastByte(lastByte)
.withPartNumber(partNum++);

copyResponses.add(s3Client.copyPart(copyRequest));

bytePosition += partSize;

// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
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// This is a helper function to construct a list of ETags.

// couldn't parse the response from Amazon S3.

e.printStackTrace();

private static List<PartETag> getETags(List<CopyPartResult> responses) {

List<PartETag> etags = new ArraylList<PartETag>();

for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));

}

return etags;

S3onOutposts N7 Y NICAT IO RNON—YE—EXRRTS

JX® S3 on Outposts DHITIE, SDK for Java ZFEALTNT Y NAOAT IO RNON—VE—E
RRULET, COBEERITITDICE, ThENRD user input placeholder Z#1—H—BEDIE
WICEEMAET,

import
import
import
import
import

import

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.

AmazonServiceException;
SdkClientException;
services.s3.AmazonS3;
.services.s3.AmazonS3ClientBuilder;
services.s3.model.*;

java.util.List;

public class ListParts {
public static void main(String[] args) {

String accessPointArn = "*** gccess point ARN ***";

String keyName = "#*** Key name ***";
String uploadId = "*** Upload ID ***";

try {
// This code expects that you have AWS credentials set up per:

// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html

AmazonS3

s3Client = AmazonS3ClientBuilder.standard()

.enableUseArnRegion()
Lbuild();
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ListPartsRequest listPartsRequest = new ListPartsRequest(accessPointArn,
keyName, uploadId);

PartListing partlListing =

s3Client.listParts(listPartsRequest);
List<PartSummary> partSummaries = partlListing.getParts();

System.out.println(partSummaries.size() + " multipart upload parts");

for (PartSummary p :
System.out.println("Upload part:

partSummaries) {

ETag = " + p.getETag());

}

} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();

} catch (SdkClientException e) {

// Amazon S3 couldn't be contacted for a response,

// couldn't parse the response from Amazon S3.
e.printStackTrace();

Part number = \"" + p.getPartNumber()

or the client

S3 on Outposts N7 Y NADETHONIILF/N—KT7Y7O—ROUAB
2B ITS

XD S3 on Outposts DT, Outposts NTY KD S
N—=RT7Yy7O0—ROVARNZEREBIDHEZRLET, COHlZE=XE

input placeholder 21— —BEOBEHRICEEHMAET,

import
import
import
import
import
import
import

import

com.
com.
com.
com.
com.
com.
com.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.

.AmazonServiceException;

SdkClientException;

services.
services.
services.
.services.
services.

java.util.List;

s3.AmazonS3;
s3.AmazonS3ClientBuilder;

s3.model.ListMultipartUploadsRequest;

s3.model.MultipartUpload;
s3.model.MultipartUploadListing;

public class ListMultipartUploads {
public static void main(String[] args) {

SDK for Java ZfEAL T, #EITHONILF
T93ICEk, ThEND user

S3 on Outposts N7 Y NHOETHFOIILF/N—

R7Yy70-ROUANZRETS
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String accessPointArn = "**%* access point ARN *#**";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Retrieve a list of all in-progress multipart uploads.

ListMultipartUploadsRequest allMultipartUploadsRequest = new
ListMultipartUploadsRequest(accessPointArn);

MultipartUploadListing multipartUploadListing =
s3Client.listMultipartUploads(allMultipartUploadsRequest);

List<MultipartUpload> uploads =
multipartUploadlListing.getMultipartUploads();

// Display information about all in-progress multipart uploads.
System.out.println(uploads.size() + " multipart upload(s) in progress.");
for (MultipartUpload u : uploads) {
System.out.println("Upload in progress: Key = \"" + u.getKey() + "\",
id = " + u.getUploadId());
}
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

S3 on Outposts TOERZFE URL DfEMA

NTY RRDS—2FHE T, Outpost ICO—HILICRBFEERTVWED AT T MAOEREFIRS
EOT7VEAFTENETZICE., BHBENLFEOURLZFEALET, BEFE URLZHEATS
ENTY NEZBERREBTZSAR—KNIZIR(VPC) ADBAEAT ST ORNERBLEY, F
T2 O0NETY7TO—-RELGEHIBRTZEREZE, chsOI1—Y—IZ(ELEYTEET,

& URL OfEH API /N\—= 3> 2006-03-01 91
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AWS SDK % = l& AWS Command Line Interface(AWS CLI) ZfEB L TEB& & URL ZERT B K
ICE, TOURLICKHUBEDT V>3 2BENTET, £k, 1A S7HETEEARLENA
SLAEMHREZERL T, BEHFAE URLICHLHRBHEIRNAZOT VAT ZRETEET, BR
NE URLZHETSHE, VPCHOIA—HF—RBERERANOI—H—EFLULDIC, URLICEDHIAFL
ETO2aAVEERTTEDELDICKAYET, 0O URL FEMHRN I ER%L, UERIEEAEL
BL<IEYERT,

FEHEE URL #EED FIFR

EENE URL O#EER. ThZEERLEI—Y—0OFAICI > THRELE T, FENICESFLE
URL I, ThSZRBLTWAI—H—ICRLT7 IV ERAZHATILEHDORTZ—r—U2TT,
TOLH, BIICRBEITDCCZHEBOLET,

AWS Signature Version 4 (SigV4)

ELZ%FH URL U U T AKNN AWS Signature Version 4 (SigV4) IC & W EREEE NBBRICEITITIHE
OEEZERITBICIE. NTYRRKRUS—ETIOEARARNR)SD —TE&HEF—ZFEALET, HI
ZE. s3-outposts:signatureAge Z¥ZFEATENTY MRUD—ZEHRL., BEEFMEREh
THS5 10 7R EZBL TVWBEBAEIC, example-outpost-bucket N7y NROA T T U NIC
i3 % Amazon S3 on Outposts DEHZFE URL VIV T ARZ, IXNTEBITBDCENTEET,
NHlERTTBICIE, user input placeholders Z#1—Y—BEDBRICEZBRZIET,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Deny a presigned URL request if the signature is more than 10

minutes old",

"Effect": "Deny",

"Principal": {"AWS":"444455556666"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {

"NumericGreatexThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType'": "REST-QUERY-STRING"}
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Signature Version 4 Z AL TV BEFEZ URLVIIARNT, TORUAKICETI2HBEOHHE
ZERATRLEHOEHEF— BRTMBORVZ—FOVARNZIDO2VWTE, TAWS Signature Version
4 (Sigv4) TORRIIEER) > —F—1 Z8RBLTLEEV,

XY RIT—ONATOHIR

BEMFE URLOFERAE. S3onOutposts 7TV ERZINTHENDERY NT—UONRAIZHIRTSES
k. TOBENORY ND—ONAEFEALEBNS IAM) RUS—2ZBRTEET, FTFHELETS
IAM 7D NILICH T B HIRZRET S ICIE. ID X—AD AWS Identity and Access Management
(IAM) RV — (A—H—, JI—7, O—IRI>—1uE) ZFERATEE T, S3 on Outposts |J
V—ATOHRERETDESE. VY—AR—RADORII— (NTY RRIS =T IOEARA>
KRRV —BE) ZFERALET,

IAMZ D2 NLTOZRY RDO—ONADHRTIE., ChsORELEBEROI—F—, BELE
FYRD—UODNBVITARNZEBIBDBENBYET, NTY RKEET I EARAZ NOFIRIC
KV, TOVY-ALCHTDIIXNTOVITARNE, BELERY RD—UNSRETILEND
WET. chSDFEIRE, BENE URL O FUFLATEERENET,

FERHTS IAMITO—NILEHE, TVRRAIMNODRATICK2>TREKVYEFT, S3on Outposts T
NTDVYOIVRRA M EFEALTVWSHEE. aws:Sourcelp AL EJ . S3 on Outposts
DVPCIVRARANEFEHLTVWSHEAE., aws:SourceVpc £ I& aws:SourceVpce ZEH
LET,

RO IAM RS —AT—R X RNTRE, Z7UONLE, BEShERY NDO—VEELN SO H
AWS ICTVEARTBMBENBYNET, CORVI—AT—MXVRNTR, IXTOTIELANFED
BELSKRECNDIVENHVET, hik, S3onOutposts DEZ[NE URL 2FEATZHI1—H—
CHLTEYTREYET, COBlERITITDICIE, user input placeholders &#1—H%—H
BOBRMCEEHMAFTT,

"Sid": "NetworkRestrictionForIAMPrincipal",
"Effect": "Deny",

"Action": "*",

"Resource": "*",

"Condition": {
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"NotIpAddressIfExists": {"aws:Sourcelp": "IP-address-range"},
"BoolIfExists": {"aws:ViaAWSService": "false"}

S3 on Outposts /N7 Y RADT VEAZRBENDRY ND—VEREICHRITD-H
(=, aws:SourceIP AWS JO—NI&HF—2FATEINTY ARV —OHICOWVWTE, S3
on Outposts T IAM Z5XET D1 ZZRL T EE L\,

EEZNE URL ZEXTED 1 —H—

BMEtEF1UTAFAEREE >IRNTOI—HY—4., BELHE URL #ERKTEET, LA

L. VPCAHANDI—HY—HNFTIINCEEICTIERATRICK, BEFNE URL ZER—AICTDF
RL—aVOEFTHFTERTE >TVWBI—H—IC&kY) ., COBERZE URL FMERENTVRHREN
HYET,

DT ORAERGE. BENE URL DERICERATDZENTEET,

c IAMA VAR AZ7O774I) -& K6 BREEM.

« AWS Security Token Service —-AWS 7V N )L—KI1—H—% IAM 1—H¥—OFRIHEHR S
E, KN ERIEBEREFEAL TERENATVSEEE., RKX 36 KREAETHEM.

« IAM 1 —%— — AWS Signature Version 4 ZFEFAL TW3BAk, A7 BEETEM,

BR7 HEBMWOBEMTE URL ZERTBICIE., £T. £HTS SDKAD IAM 1—H—FRFEE
(T IOELAF—E—TLYRF-)DEFEZITVET, XRIC, AWS Signature Version 4 % £
LTEBENE URL ZERKLET,

® Note

e —BR—UEFEALTHERLEEBEMFZE URLICEVT, URL DENHIBRDKR T & V) %
CZDOR—O N EMHERINICE > EBEEE. URL EERRLET,

« BEMNZ URLIK, TOURL ZHRELTWVR ITANTHI—H—IZ S3 on Outposts /N7 v
RADTOEARZHATE S, BYBREEZITSLEZHEOLET, BEE[FE URL
DRBEOFMCOVTIE, "BHENE URL EEDFIR, 28BLTSEEL,
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S3onOutposts l&, ENRA T TERFE URL OBZHIRTI N BEE
EHERLEITHN?

S3 on Outposts l&, HTTP UV TANKICEBRZSE URL DEMNHRAREERELET. HlXE. A
MHRA YN BEBZAOERIICIOTAT RN RELBT7AIINORIO0—RZHEBLESZSE. A

JOO—RPICEMBRBZNIZBLTE, TOXAUO—-RE#EENET, LHAL., BEHES PR
L. 9472 MEADO0-REBHRALEIS EVLEBASTHEMHERIQAOEBZNf RBEL TVWDHE
ICE, TOROO0—REEXBLET,

EEZNE URLEZFEALTA7 IO ZHET LRI TY7O—RIDEFEOFEMIOVTIE, XD
REYOZSRBLTLSEZ,

N =R

- BEENEURLEFEALEATDIVNOHE

« S3onOutposts N\T Y NCAT IO ETYITO—RIDEHNDEZNE URL DER

EENE URL ZFEALEATZIONOHE

NTY RRDD—2EFHFE I, Outpost ICO—HIICRBFEENRTVDR AT T M OB FHIRA
EQOTORLAFTZRETRICE,. BRBRNEOURLZHEALET, BENE URLZHEHATS

ENTY NEZERREBTSAR—NIZIR(VPC) ADBEAEAT IO RNERBLEY, 7F
T2 O0NETY7TO—-—RELGEHIBRTZEREZE, chsOI1—Y—IZ(ELEYTEET,

AWS SDK % 7= l& AWS Command Line Interface(AWS CLI) ZfEB L TEB& & URL ZERT B K
. TOURLICHULBEDT Va2 ZHENTERT, Ko, 1¥WHLS7THRTEEAESZNA
SLABMHREZERL T, BEMAHE URLICHLHRBHERNAZOT7 VAT ZRETEET, BR
HZURLZHETSE, VPCHOI—H—RFEBEROI—HF—ERUKSIC, URL ICEHIAEH
ETO2aVRERTTEDRSICHEYET, 0O URL FEMBRN TN ERML., LRI HEE
BLIBYET,

EEE URL ZHERTRHEICE. CHEFOEFIV T (FABREREL., ESICRDEHRERE
ETIHBENHYVET,

« Outposts /N7 Y N E® Amazon S3 7 U EARA > M® Amazon )Y —AZR—L (ARN)
s FTTOITUNF—
s HTTP XYY R (A7 IONEAIO—RTBEHD GET)

S3on Outposts &, ENDRA VT TERNE URL OBFMHRINOBEBERBELETH? API /N\—<> 3> 2006-03-01 95
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- BMHROKT BE

EZFZ URL G, BELEHBEATOAEMTT, 2FV . BUNHRAYINSHEORIZ, URL
THAETNTVBRTI IV ZHRITIHLEN HYVET, AMHRIYIND ARETE., BRGTE
URL 2B EIFEATEET, —BhN—U ZFALTBETE URL Z2ERLEHBE. N—0U0FE
MERYINICAZ E, URL DEXERIYBITH > TEED URL EEKILET,

EEZRFE URLANDT IV ERAEER DRETZAR—RKNITIR(VPC) D1—H—k, coF7/>x
IDNCZTOEATEET, BlIAE, T75AR=—RONTY NRIZTSAR—NOBEZEMHL TL
2B48F. BEMNEURLEZLERTZCET, TOBHEEMI—F—EHETEET, ER]FE URL
k. ZOURL Z2RETBITNTOI—H—IZ S3onOutposts N7 Y NADT UV EAHFA 25T S
o, COURL ICKBYARBETS>CLZHEBOLET, BENE URL ORBOFMICOVT
&, BBRFE URL #EENHIR 2R L TS EE L,

BB EF1UTARARHREF D>INTOI—HY -4, BENE URL ZEKTEERT., Z1ZL.,
BENE URLDEERZARL -3V ERITIBD TV EAFAZE >IN, TOELFE
URL ZHER T2 HBENH)ERT, FMICOVTRK, "FEHE URL ZERTES I —H—, 2R
LTL<EZW,

AWS SDK EAWS CLI #fEFH33 &., S3onOutposts N7y NRNICHBD A TSI O RNERETS -
HNEENE URL EERTEET, FHMICOVTRE., UTOHESELTSEZL,

AWS SDK O£ M
AWS SDK ZEAL TEEBNE URL ZELET, COURL 21— —ICEAmIHDE, TOI1—
W—HFATOIORNERMBTEDLSICRNET,

® Note

EHE URL DERIC AWS SDK ZEAL 12556, TOBENE URL ORKBMHRIE.
FERRERAS 7 BBERYET,

Java
Example

RO )N I1—RiE, BENAE URLZEERLFET. <O URL &, Outposts /N Y N LD S3
ASATDIVNEMBAEICTIEDICMHOI—F—ICBRATEET, FMICODVTEF, S3
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on Outposts TOEARFE URL DEAL ZSRBLTLKEEV, COPIZERITITHICE.

input placeholders Z# 1—Y—BEOBERICEEMAET,

import
import
import
import
import
import
import
import

import
import

import

public

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.AmazonServiceException;

amazonaws .HttpMethod;

amazonaws.SdkClientException;
amazonaws.auth.profile.ProfileCredentialsProvider;
amazonaws.regions.Regions;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.services.s3.model.GeneratePresignedUrlRequest;

java.io.IOException;
java.net.URL;
java.time.Instant;

class GeneratePresignedURL {

public static void main(String[] args) throws IOException {
Regions clientRegion = Regions.DEFAULT_REGION;

String accessPointArn = "**%* access point ARN *#**";
String objectKey = "#*#** object key ***",

try {

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withRegion(clientRegion)
.withCredentials(new ProfileCredentialsProvider())
.build();

// Set the presigned URL to expire after one hour.
java.util.Date expiration = new java.util.Date();
long expTimeMillis = Instant.now().toEpochMilli();
expTimeMillis += 1000 * 60 * 60;
expiration.setTime(expTimeMillis);

// Generate the presigned URL.
System.out.println("Generating pre-signed URL.");
GeneratePresignedUrlRequest generatePresignedUrlRequest =

user

new GeneratePresignedUrlRequest(accessPointArn, objectKey)

.withMethod(HttpMethod.GET)
.withExpiration(expiration);

URL url = s3Client.generatePresignedUrl(generatePresignedUrlRequest);

A7 ONDOHE
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process

}
}
.NET
Example

System.out.println("Pre-Signed URL: " + url.toString());

} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 couldn't

// it, so it returned an error response.
e.printStackTrace();

} catch (SdkClientException e) {

// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

RO )N I1—RiE, BENFE URLZERKLEFET, <O URL &, Outposts /N Y N LD S3
ASATOIT VN ZRBAREICTZLEOICHOI—F—CEATEXRT, FMICOVTE, S3
on Outposts TOE RN E URL DFERAL ZZRLTLKEEV, COBZERITTSICE, user

input placeholders Z1—H—BHOBMICBEEBRAET,

using Amazon;
using Amazon.S3;
using Amazon.S3.Model;

using System;

namespace Amazon.DocSamples.S3

{

class GenPresignedURLTest

{

private const string accessPointArn = "**%* access point ARN #***";
private const string objectKey = "#*** object key ***";

// Specify how long the presigned URL lasts, in hours.

private const double timeoutDuration = 12;

// Specify your bucket Region (an example Region is shown).
private static readonly RegionEndpoint bucketRegion =

RegionEndpoint.USWest2;

private static IAmazonS3 s3Client;

public static void Main()

{

A7 ONDOHE
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s3Client = new AmazonS3Client(bucketRegion);
string urlString = GeneratePreSignedURL(timeoutDuration);

}
static string GeneratePreSignedURL(double duration)
{
string urlString = "";
try
{
GetPreSignedUrlRequest requestl = new GetPreSignedUrlRequest
{
BucketName = accessPointArn,
Key = objectKey,
Expires = DateTime.UtcNow.AddHours(duration)
I
urlString = s3Client.GetPreSignedURL(requestl);
}
catch (AmazonS3Exception e)
{

Console.WriteLine("Error encountered on server. Message:'{0}' when
writing an object", e.Message);
}
catch (Exception e)
{
Console.WritelLine("Unknown encountered on server. Message:'{0}' when
writing an object", e.Message);
}

return urlString;

Python

IXDBITIE, SDK for Python (Boto3) 2L T, A7 IV NEHETZ-HNDERFE URL
ZEERLULTVET, HlREF, Boto3 V547> MBS KT generate_presigned_url B%iz F
BALT, #72IVRNZEGET $2BRNFE URL ZERLET,

import boto3
url = boto3.client('s3').generate_presigned_url(
ClientMethod="'get_object',
Params={'Bucket': 'ACCESS_POINT_ARN', 'Key': 'OBJECT_KEY'},
ExpiresIn=3600)
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SDK for Python (Boto3) Zf# AL TER{E URL ZER T D HEICDOVWTIE. TAWS SDK for
Python (Boto) API U 7 7 L2 A4 @ "Pythony ZZRL T EE L,

DO {EAAWS CLI

ROFITIE, AWS CLI N> RIZ&KY), S3onOutposts /N7 Y RD=HNDEZFE URL ZERL
£9, COBlEEITITBICIE, user input placeholders Z#1—H—BEOBRICEEHRRAE
¥,

@ Note

2L{4E URL OERIC AWSCLI ZFEAL 2848, TNOEZNE URL DR AXEREIRI.
ERRRERAS 7 HEICKRYET,

aws s3 presign s3://arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/accesspoint/example-outpost-access-
point/mydoc.txt --expires-in 604800

FMICOVTE., TAWSCLIOXRRUZ77LYAL @ Tpresigny Z5RBL TS EE L,

S3onOutposts NTY NCAT IO RNETY7TO—RIBDLEHOBE
T URL OER

NTY RRDD—2EFHFET I, Outpost ICO—HIICREENTVWDR AT T MAOEBFHIRAS
EOT7VEAFTEAFETSDICEK, ERERTEOURL ZFEALET, BEEFZ URLEZFEATS

ECNTY NFIBERBRESSAR—KNIZIR (VPC) ADBAE AT T O NEHBLEY), #F
T O0NETY7O—-RELGEHBRTZEREZ, chsDI1—HF—ICRELEYTEET,

AWS SDK % = I& AWS Command Line Interface(AWS CLI) ZfEB L TEE & URL ZERT BB
2., TOURLICHUBENDT VIV 2EENTET, £, 1¥AS7THETEEIARELEANA
SLEMHREERL T, BEHFAE URL ICHLHRBHIRNEOT IV EAFAZRETEERT, ER
& URLZHETD L, VPCAHANDI—H—RBEEROI—HY—ERUKLSIC, URL ITEHIATH
ET7O2aVaEETTEDELDICAYET, 0O URL FEMHARNYIND ERFL, AR M
BTV ET,

EEZE URLZHERTDEEICE. CBEFOEF IV T (REABHREREL. ES5ICRDOEHRZE
ETIHBENHYVET,
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« Outposts /N7 Y N E® Amazon S3 7V EAKRA > N® Amazon )Y —Ax— L (ARN)
s AT ITURNF—

s HTTP XYY R (A7 2T O NETY7TO—RTBEHD PUT)

- BUMHABRDK T A

EAFZE URL G, EELEHBATOABEMTT, 2FV ., BUNHRA NS HEORIZ, URL
THAETNTVBRTI AV ZHRITDMLEN HDYVET, EMHRIYIND ARETE. BRGTE
URL 2B EFEATEET, —BrN—IU ZFALTEBELE URL ZERLEHE. N—0U0E
MERYINICAEB E, URL DBEMHREYEITHO>TEETD URL FRIILET,

NILFN—=RNT7Y7O—RBE, BROATYTTERENTVWDTV23a TR, IXTOATY
THEREMBBRIYINDHICHBTIHLEN HYET, BRHRAYINAZ URL ZFRHAL T, S3on
Outposts AT Y 7 NRBERA LB, T5—HFRELET,

BENE URLANDT I EAEERF DRETSAR—NITTR(VPC) AN I—H—k, A7z
ORNETYTO—RIDENTETT, HlAE, BRENLFEURLICTIVEATES VPCRHO1—
H—k, BEEONTY NMOATSIIONOTY 7O—RNAETT, BELFE URLIE, TO
URL ZRETZDINTOI—H—IZW L., S3onOutposts NTY RADT UV EREZHFTTDEH,
NSO URLICIEBEYSREBEZTSCLEZHEHLET, BRMNE URL DRBEOFMEICOVT
&, EEFE URL #EEDHIR 22U T<EEL,

BB EF1IUFARIBHREROINTOI—Y—H, BENE URL BERTEET, £1L,
BLAE URL QREBDARL—Y AV ERFTBT I EARTER 21— —#. TOBENE
URL ZERTDAEN G ET, HMCOVTE., "TELHE URLERRTEDI—Y—, 258
LTLEEL,

AWS SDK ZfEA L 7= S3on Outposts A7 T O RARL =23 ADEBRHAE
URL @ 45X

Java

SDK for Java 2.x

COFITIE, BRSNERBBRNIZ S3onOutposts NT Y NZAT IO RNETY7TO—RTS
EHICERATES, BENEURLZERTDHEEHBALET, FMIC OV T, TS3on
Outposts THEZNE URL OFER, 23BL T EE L,

public static void signBucket(S3Presigner presigner, String
outpostAccessPointArn, String keyName) {
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try {

PutObjectRequest objectRequest = PutObjectRequest.builder()
.bucket(accessPointAzrn)
.key(keyName)
.contentType("text/plain")
.build();

PutObjectPresignRequest presignRequest =

PutObjectPresignRequest.builder()

.signatureDuration(Duration.ofMinutes(10))
.putObjectRequest(objectRequest)
.build();

PresignedPutObjectRequest presignedRequest =

presigner.presignPutObject(presignRequest);

file: " +

String myURL = presignedRequest.url().toString();

System.out.println("Presigned URL to upload a file to: " +myURL);

System.out.println("Which HTTP method must be used when uploading a
presignedRequest.httpRequest().method());

// Upload content to the S3 on Outposts bucket by using this URL.
URL url = presignedRequest.url();

// Create the connection and use it to upload the new object by using

the presigned URL.

HttpURLConnection connection = (HttpURLConnection)

url.openConnection();

connection.setDoOutput(true);
connection.setRequestProperty("Content-Type", "text/plain");
connection.setRequestMethod("PUT");

OutputStreamWriter out = new

OutputStreamWriter(connection.getOutputStream());

URL.");

out.write("This text was uploaded as an object by using a presigned

out.close();

connection.getResponseCode();
System.out.println("HTTP response code is " +

connection.getResponseCode());

F72xoNOT7Yy70O—KR
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} catch (S3Exception e) {
e.getStackTrace();

} catch (IOException e) {
e.getStackTrace();

Python

SDK for Python (Boto3)

S3onOutposts 70> 3> 2HiBRETRITTEDEZNE URLDERFEERLET, 5
MIZDOWTIE, "S3on Outposts TOERZFE URL OEAL 2SR LTLKEEV, 20 URL
TOOIANETSICIE, Requests NV —2&FERLET,

import argparse

import logging

import boto3

from botocore.exceptions import ClientError
import requests

logger = logging.getlLogger(__name__)

def generate_presigned_url(s3_client, client_method, method_parameters,
expires_in):
Generate a presigned S3 on Outposts URL that can be used to perform an
action.

:param s3_client: A Boto3 Amazon S3 client.
:param client_method: The name of the client method that the URL performs.
:param method_parameters: The parameters of the specified client method.
:param expires_in: The number of seconds that the presigned URL is valid for.
:return: The presigned URL.
try:
url = s3_client.generate_presigned_url(

ClientMethod=client_method,

Params=method_parameters,

ExpiresIn=expires_in
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logger.info("Got presigned URL: %s", url)
except ClientError:
logger.exception(
"Couldn't get a presigned URL for client method '%s'.",
client_method)
raise
return url

def usage_demo():
logging.basicConfig(level=1logging.INFO, format='%(levelname)s: %(message)s')

print('-'#*88)
print("Welcome to the Amazon S3 on Outposts presigned URL demo.")
print('-'#*88)

parser = argparse.ArgumentParser()
parser.add_argument('accessPointArn', help="The name of the S3 on Outposts
access point ARN.")
parser.add_argument(
'key', help="For a GET operation, the key of the object in S3 on
Outposts. For a "
"PUT operation, the name of a file to upload.")
parser.add_argument(
'action', choices=('get', 'put'), help="The action to perform.")
args = parser.parse_args()

s3_client = boto3.client('s3'")
client_action = 'get_object' if args.action == 'get' else 'put_object'
url = generate_presigned_url(
s3_client, client_action, {'Bucket': args.accessPointArn, 'Key':
args.key}, 1000)

print("Using the Requests package to send a request to the URL.")
response = None
if args.action == 'get':
response = requests.get(url)
elif args.action == 'put':
print("Putting data to the URL.")
try:
with open(args.key, 'r') as object_file:
object_text = object_file.read()
response = requests.put(url, data=object_text)
except FileNotFoundError:
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print(f"Couldn't find {args.key}. For a PUT operation, the key must
be the "
f"name of a file that exists on your computer.")

if response is not None:
print("Got response:")
print(f"Status: {response.status_code}")
print(response.text)

print('-'*88)

if __name__ == '_main__"':
usage_demo()
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Amazon EMR /N\—> 32 7.0.0 LA Tl&. S3 on Outposts & S3A 7 7 4 )L AF AT Amazon
EMR ZFHTEET,

Bl R SR

S3 on Outposts 7V A —AmazonEMR 4/ AR A7 A7 7 AN ZERTHEHE. O—ILIC
l& S3 on Outposts @ AWS Identity and Access Management (IAM) BEIZEAEENTVIHEN
H')FEF, S3on Outposts ICIFIRE DB RIZEM/, s3-outposts* FHVET, COBREREEMER
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ERETEERD,

SBAOAXRVEBEEBEBETDRIICTFAINATLOREZRETSICE, EMRUVZAZ—0O
fs.file_scheme.impl 8 &V fs.AbstractFileSystem.file_scheme.impl REZ'O/\
TA%EFERLET, file_scheme FFEALTWVS SSURIDRATICRIELET, XOFIZFERT
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[
{
"Classification": "core-site",
"Properties": {
"fs.s3.impl": "org.apache.hadoop.fs.s3a.S3AFileSystem",
"fs.AbstractFileSystem.s3.impl": "org.apache.hadoop.fs.s3a.S3A"
}
}
]

SAZFERTBICIE, fs.file_scheme.impl BREZONT 1 %
org.apache.hadoop.fs.s3a.S3AFileSystem ([CE&TE

L. fs.AbstractFileSystem.file_scheme.impl Z’O/\7T 1 %&
org.apache.hadoop.fs.s3a.S3A ICERELE T,

BIZE, /NA s3a://bucket/... (TP ItEATBEHEEE, fs.s3a.impl

7'0/NT 1 % org.apache.hadoop.fs.s3a.S3AFileSystem |Z5&E

L. fs.AbstractFileSystem.s3a.impl 7’"0/\F 1 %Z org.apache.hadoop.fs.s3a.S3A (C
BELETD,

Amazon S3 on Outposts T® Amazon EMR DB 7%

RO RNEY 2Tk, Amazon S3 on Outposts T Amazon EMR O ZBER T2 HEIC DWW TR
LET,

Y D

- ARV —ZERTS

c VDZAZ—ZERBIVERETS

- BREOHE

- ZREE

HARYS—EERTS

Amazon S3 on Outposts ZEA T3 EMR V5 AR —ZERTBEIC. 7T AX—O Amazon EC2
AVABRVATATZPANCTRYFETBRIAMARI S —RERTIHBEN HYYET, RUZ—IC
l&. S3onOutposts 77 EARA > M®D Amazon VY —AZR—L (ARN) ICT IV EARTBHDT
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DEAFFANBETT, S3on Outposts D IAM R —DERICETHEFMICOV T, "S3on
Outposts T IAM ZET 21 BSRBL T EE L,

RORI)D =BG, DEBT IO EAHAZNETIHEERLET, RU—ZEHKL =S, the
section called “V T AR —%ZERB LVRETZ V23 THPET A TVER LS IZ, BEVD
EMR VZSAZ—DERICERTEDAAZAZ7OA77A4I)INO=IICRIS—&2TRYFLET,
COBIERITTBICIE, user input placeholders Z#1—H—BEDOERICEEBRZIET,

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Resource": "arn:aws:s3-outposts:us-
west-2:111122223333:0outpost/op-0lac5d28a6a232904/accesspoint/access-point-name,
"Action": [
"s3-outposts:*"

]

}

VZAZ—ZERBLVRET S

S3 on Outposts T Spark LTIV TAZX—RERTHICE, AV —ILTROFIEEZETLE
£

S3 on Outposts T Spark ZRTITD IV TAZ—ZERTBICE

1. Amazon EMR 2V —JL (https://console.aws.amazon.com/elasticmapreduce/) ZBH&E £,
2. EQOFETS—2IURAVT[VTAZR—]ZERLET,
3. [VFARZ—ZEK] ZEIRLET,

4. [Amazon EMR J1J—RZA] T, emr-7.0.0 AR ZEIRL £ T,

5. P7VT5—>3a> N RI T, [Spark 1 V2T 0T 1471 &BRLET., RIC, V9FRE—ICE
HBIMOHR—REhTVWERTTUT—23 0 Z&RLET,

6. Amazon S3 on Outposts ZEMICT B ICIE, BEREREEZAILET,

B RGERE D B
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ROBRIBEDH ZHERATSIZIE., user input placeholders Z#1—H—HEOERICE
EMAET,

"Classification": "core-site",
"Properties": {
"fs.s3a.bucket.DOC-EXAMPLE-BUCKET.accesspoint.arn": "arn:aws:s3-outposts:us-
west-2:111122223333:0outpost/op-0lac5d28a6a232904/accesspoint/access-point-name"
"fs.s3a.committer.name": "magic",
"fs.s3a.select.enabled": "false"
}
.
{
"Classification": "hadoop-env",
"Configurations": [
{
"Classification": "export",
"Properties": {
"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"
}
}
1,
"Properties": {}
.
{
"Classification": "spark-env",
"Configurations": [
{
"Classification": "export",
"Properties": {
"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"

}
}
1,
"Properties": {}
.
{
"Classification": "spark-defaults",

"Properties": {
"spark.executorEnv.JAVA_HOME": "/usr/lib/jvm/java-11-amazon-
corretto.x86_64",
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"spark.sqgl.sources.fastS3PartitionDiscovery.enabled": "false"

}
}
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ZREE
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TOEARA > "R —&, B S3onOutposts NT Y NIZTRYFENRTVWB/NT Y KR
—EEBEBHLET, TTVT—232®1—H%—5H", S3onOutposts 7OV EZARAS > ~hENL T S3
on Outposts ICHBD AT IIRNCTIVEARTDEDICE. FUEBARARA U RNKRIUS—ENT Y KR
) —nEATY QIZI\EE‘FEILTL\ZaJéEb‘ﬁUﬁﬂ'O

TORBARADRRIS—ICEHIHRE, TOTIEARANENLEVIIANIOHKERAZ
hET, BIRE, TORBARAVRANTY NICTEYFEATVREE, TONTY MIEREIES
NIVOITARNE, TOERARAVNRID —ZHEALTHARELFERIZD LR TEREA, L
L. NTY RRUS—THIRZBRAITZDCET, NTYNIRLTEEESND, ELEETI7EAR
AVREZNLTESNDUITIANOEEZ, FARLRFEBTIDCEANTETT,

IAM RS —FIE VY —AR—=ADOR) S —T, €0 S3onOutposts 7o avaFUFREE
ERTBNEEELE T, S3onOutposts TOET U 3IE. S3on Outposts DEFED API 7
RL—=23 > ICRELTWET, S3on Outposts Tlk, s3-outposts: BEIZEEAEAELE
9, AWS U—23 2 T® S3 on Outposts I cA—JL APIANDIJ I T ANE, Outpost EDF
TOIORMAPIIVRRAMAOUIVIANIRL TR, IAM ZFEAL RN THN, s3-
outposts: BEIZEN L 7 1Y VAN EFBENET, S3 onOutposts ZFEA TS ICIE, IAM 1—
H—%EREL. s3-outposts: IAM BHIZBEICKH L TRILET,

HHICOVTRE, "™HO—EARRAUTT7ZLVAL ® "S3o0nOutposts D7 O3>, DIY—A, &
FUEMF— ZZRLTLEZTD,

(® Note

- S3onOutposts Tlk, PIVLAOA RO—JIUAN (ACL) EHR—KRENTWVWEEA,

- S3onOutposts &, NTY NOFFIEEN AT T ONCTI9EALEYEIBRLEVYA TE
BLBBEEBLSEDIC, FTAILNTNTY NFIEZBEZATS IV RNREEELEL TR
ELXRY,

« S3onOutposts Tk, A7 IIORNFNT VY IFTIORATERBVKRSIZTDEHIC,
CS37avIONTVYIOTFTIOERANBRMICBE>TVET,

S3 on Outposts AD IAM OFEEICO2WVWTE., UTOREY VZZRBL T<EEL,
N =R

« S3 on Outposts RUZ—0 7 U )N

« S3 on Outposts M') VJ— A ARN
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« S3 on Outposts DR 1) < —4l
« S3 on Outposts T R7IRA > N DFFA
« S3on Outposts TOHY—EAIC) UVEhizO—)L

S3 on Outposts RU > —D 71U )N

)Y —AR—ANKR) S —&ERL T, S3onOutposts NT Y RADT I EARAEZHFTTSIC

&, Principal ERZZFERHL T, TOVY—ATOT7 IV avEkE@EARL—2avicgLTU Y
TANFARER, I—F—FKLRT7TIT—230ZEBEITHIHEN HV)ET. S3on Outposts 7R
Do—IClk, ATV NILOVTNANERATEET,

« AWST7HD> b
« IAM 1—H—
« IAM O—=)L

s PTOLRAZBED IP&EHHEICHIPRTZ=HIC Condition BEEAFHTERUS—ATIAIR
D—RXFE M ERBEITDEICKRD, IXTOTIUINIL

/A Important

RUD—IZ, PUORAZHBEDIP T RLAEEICHRTS-HD Condition ZE&H AL
BRV). Principal ERATIAI RA—RXF (*) ZFEAL T S3 on Outposts /N T Y kD
RIS —%ZRBRTDERFTEEREA, COFHIRICKY), S3on Outposts /N7 Y RAD/NT
DY OFOEA%, BRICHLETDENTEET, HIICDLVTIE, S3on Outposts MR
S—BlESBLTEE W,

Principal EROFMICOVWTE. TIAM 1—H%—H4 K, ® TAWSJSON R —nDEE#:
Principaly 2B L T<ZE L,

S3 on Outposts ® 1) Y —A ARN

S3 on Outposts M Amazon ')V —AFx—L, (ARN) (C(&, Outpost 'lETS AWS U—>3 2 AWS
THIVKID, BT Y—RAZIZIZ T, Outposts ID A"EFENET, Outposts /N7y N&FT
SIVNITIORALTTIAVEZERTIBRDICEK, ROKRIZRTVIIAD ARN ERXEFERATS
BENFHYET,
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I—¥—%( K

ARN O partition flld AWS U—23> JI—T D ERELET, ThERD AWS PHIY
NE120ONS—F1232TF, HR—REATVWBN—F 1T IVRUTOESBYTT,

s aws-AWS U—>3 >

* aws-us-gov - AWS GovCloud (US) U—>3 >

RDFEIE., S3 on Outposts ARN FERERL TVWET,

Amazon S3 on Outposts @
ARN

INT Y N ARN

T OtEARA> N ARN

#7149 K~ ARN

ARN =

arn:partition :s3-
outposts: region:
account_id :outpost
/ outpost_id /
bucket/bucket_name

arn:partition :s3-
outposts: region:
account_id :outpost

/ outpost_id /accesspo
int/ accesspoint_name

arn:partition :s3-
outposts: region:
account_id :outpost
/ outpost_id /
bucket/bucket_name /
object/object_key

Bl

arn:aws:s3-outpo
sts: us-west-2

1123456789012
outpost/ op-0lacsd
28a6a232904 /
bucket/amzn-s3-demo-
bucketl

arn:aws:s3-outpo

sts: us-west-2
1123456789012

outpost/ op-0lac5d

28a6a232904 /accesspo

int/ access-point-

name

arn:aws:s3-outpo
sts: us-west-2

1123456789012
outpost/ op-0lacsd
28a6a232904 /
bucket/amzn-s3-demo-
bucketl /object/m
yobject

S3 on Outposts @ ARN
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Amazon S3 on Outposts @
ARN

S3 on Outposts 7 Z AR A
YN FATZITUNDARN (R
)2 —TER)

S3 on Outposts @ ARN

ARN =

arn:partition :s3-
outposts: region:
account_id :outpost

/ outpost_id /accesspo
int/ accesspoi

nt_name /

object/object_key

arn:partition :s3-
outposts: region:

Bl

arn:aws:s3-outpo

sts: us-west-2
1123456789012

outpost/ op-0lachd

28a6a232904 /accesspo

int/ access-point-

name/object/myobject

arn:aws:s3-outpo
sts: us-west-2

account_id :outpost 1123456789012
/ outpost_id outpost/ op-0lacsd
28a6a232904

S3 on Outposts M 7R 1J < —4

Example: AWS 7 hO > N O7) 22 )NILZERT S S3 on Outposts N7 Y hR S —

RONTY RRUD—E, AWSTHOU N Z7UI NI ZFERL T, S3onOutposts /N7 Y RAD
TOEAZFALET, CONTY RIS —EREITITBICWE, user input placeholders %&
I—4—BE0BRICEEHBAET,

Example: DA RA—RTVINIL () ETF IV ERAEHBED IP 7 RL AEEICHRT D E4F—
ZHFERA TS, S3onOutposts N7 Y KRR —

RONTY RRID =&, DAIRA=—RTIVINI (*) 2, TOERAZHBED IP 7 RLAEH

FEICHIRTSE RBEEEICERALTVET, CONTY MRUD—%FTTBICIE. user input
placeholders Z 11— —BEOBEHRICEZHAET,

S3 on Outposts T R7IRA > NDFFT

S3 on Outposts IZ &, S3 on Outposts DL RARKA 2 NF U=
DFTNVETT,

CEEETDLEHIC. IAMICHE

S3 on Outposts MR = —4| APl /N\—2 3> 2006-03-01 119
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® Note

c BEEMADIPTZRLAT=I (ColP 7= TV ELAZATREATEDI RKRA B
DHZE. KORRICKTEY, CoP 7—IHASIP7RLATHEETD TV EAEREZR
BTH2LENHVYET,

« AWS Resource Access Manager Zf£2 T S3 on Outposts Ic 7 VAT HETHI K
NDH/BETR., HETHIV MO —RBHREVTXY MEICHMBOIY RKRA 2 MEE
RTEEBA, HETHV NI —HFHBEBOI RRAV N 2EETRIHES. #E
FTHAD> N Outpost ICIBDOT 7 XY NEERTBIYBEN BV ET, FHICOVWTE,

the section called “S3 on Outposts DHE”; ZSBL TS EE L),

RDFEIE. S3onOutposts T RARA > NCEETS S3DIAMFIHTZRLTVETD,

Action IAM 7 2 & AFFA

CreateEndpoint s3-outposts:CreateEndpoint
ec2:CreateNetworkInterface
ec2:DescribeNetworkInterfaces
ec2:DescribeVpcs
ec2:DescribeSecurityGroups
ec2:DescribeSubnets
ec2:CreateTags

iam:CreateServicelinkedRole

FOTLIAOBEERFAEDIP 7 RLAT—
JL(ColP =) T OEAZRA 7%= FERL TV
BPTIVRERANDBE, ROEMOT IR
HOUNFBETY,

s3-outposts:CreateEndpoint

I RBRANOT O EAHT APl /X—2 32 2006-03-01 120



Amazon S3 on Outposts

Q—H—H1 K

Action IAM

ec2

ec2:

ec?2:

ec2:

ec2:

T O AFA

ec2:

DescribeCoipPools

:GetCoipPoolUsage

AllocateAddress
AssociateAddress
DescribeAddresses

DescribelocalGatewayRou

teTableVpcAssociations

DeleteEndpoint s3-outposts:DeleteEndpoint

ec?2:

ec2:

DeleteNetworkInterface

DescribeNetworkInterfaces

FAOTLIAOBEERFAEDIP 7 RLAT —
JL(ColP 7=V FOEARZRA T &RFEAL TV
BPTIVRRANDIFZE, ROEBMOT VA
HOUNBETY,

s3-outposts:DeleteEndpoint

ec?2:

ec2:

ec?2:

DisassociateAddress

DescribeAddresses

ReleaseAddress

ListEndpoints s3-outposts:ListEndpoints

@ Note

AMRUS—TUY—RRTEEATHE, TOLAFTEERTEET,

IVRRAYNOT I AHT
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S3 on Outposts TOH—EARICU > OcnizO-)

S3 on Outposts l& IAM H—ERICU > ochizO-)IZFEALT, 1—H—ICKD>TLD2HD
XY RD—=DO)Y—REERLET, FHHICOVWTIEE. "Amazon S3 on Outposts THOH—EAIC
DoOchiZO—-I)LOFERA) Z2RLUTEZW,

S3 on Outposts N F—REFEAL

77 # )L N T, Amazon S3 on Outposts ICRFEND ITNXTOTF—X(F. Amazon S3 X R—2
REESILF—ICLDH—/N—fIOKESIL (SSE-S3) ZFEAL THRES{LENET, FHMICODVWTIE,
TAmazon S3 1—H—HA Ky ® "Amazon S3 Y Z—2 RF¥F—IZ LB H—/\—flDEES{t (SSE-
S3) MEMAL 2L TS EZ L,

F73a>T, I—HY—HFAELEESLF—IC&DY—/N—HBlOBES{t (SSE-C) #EATE X
9, SSE-CEZFEATRICIE. 77T IVNAPIVUIIARNOD—FHELTESLF—ZEELET,
H—N—ROBESTE., ATZIIRNODXRTF—ETREL, TP I IR TF—ROKHIESI
ThET, FHICOVTEK., "Amazon S3 1—H—HA R, O "TSEENBELEF—ICKDH—
N—RIOES{tOFER Z2ZSBEEL,

(® Note

S3 on Outposts Ik, AWS Key Management Service (AWS KMS) F— (SSE-KMS) ZfERA L
EH—N—fEgS{tedR—~LTLWELEA,

S3 on Outposts @ AWS PrivateLink

S3 on Outposts l& AWS PrivateLink ZHR—K~LTWVWS S, RETFAR—K XY KND—TJAD
TS5AR—RIV RIRA MEBRT S30nOutposts ANL—J ICEEEBRT7VEAZREHLE T,
chiZkY, RETZAR—RKNITITR(VPC) DT ZAR—KNIPF7RLAZFEAL T, AZBRY ~
D—OTF—FTOF v &EBFEWL, Outposts A7 I IV RARNL—JICHULTERARL—2 3
HETTEEXT, AWS PrivateLink ZFERAITH LT, NTUY T IPFRLAR®TOFIH—/N—
BERAITBIVLENfBLLBYNET,

Amazon S3 on Outposts ® AWS PrivateLink Tlk, 12 —7 I A4 AVPC I RKRA4 > Mz {RAE
TZAR=KNIZJR(VPC) T7OEZ3IZ>J L., S3onOutposts D/NT Y NEERSRIVI
RRAKNEBEAPIIZTIVELATEET, 1 VX—TIAAVPCIY RKRA MR, VPC &
ERAVZLIALTF7AA4LET 7V =328 5, RETSARX—KZY NTJ—7 (VPN)
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X> AWS Direct Connect B TEEZET VELATEET, NTY NEEAPIETY RKRA 2 NEE API
(IZlk, AWS PrivateLink Zt L TP 7 ATEE T, AWS PrivateLink &, 7—X#xix APl AL —
> 3> (GET. PUT. B#® API &) ZHR—RLTLVERA, cNSOARL—I I, S3
onOutposts T RIRA UV RETIVLARAV MOBREZBLU TBRIZTZAR—RNIEEENTVE
To FMICOVWTIE, TS3o0nOutposts DERY KD—F>24 ; ZSBLTLEEL,

AVE—TILALY RRAVNE, VPCADHTRY RASTZAR—KIP T RLAANEN) HT
5hiz 1 2L E® Elastic Network Interface (ENI) T&RE N E T, S3 on Outposts DA > F—T7 T A
ALV RRAVNIHTDRUIITARME, AWS XY NTJ—2 £® S3 on Outposts N Y NEES
KUIVRRANEEAPIHIZBBWNICIL—T 1> TJEhET, AWS Direct Connect & 1z l& AWS
Virtual Private Network (Site-to-Site VPN) Zt LT, A7 LIAOT7 7V T—23a>H 5 VPC A
NDAVE—TIAATIVRRAVRNITILATBEETEERT, VPCEFVTLIAZRY N
D—OI_ERTDHEOFHMIC OVWTIE, Direct Connect 1—H—7 4 R#B KT AWS Site-to-Site
VPN 1—H—H4 RZSRBL T EEL,

RORICRTRDIC, A VF—TIA ALY RRA U ME, AWS XY RD—UB KT AWS
PrivateLink 2/ L T2 T A K% S3 on Outposts DN Y NEEBB LV I RKRA > NEE APIIC
L—=FT12TLEFET,

AWS Cloud ..ﬁ Customer premises
S —
AWS Outposts

Service link '5

i S3 on Outposts
S3 on Outposts bucket AWS PrivateLink Interface VPC endpaint P!
management and for S3 on Outposts
endpoint management
APls

AVB—=TIAALY RRA NO—BWBEBIRIC DOV TIE, AWS PrivateLink 4 RO A 22—
7IAAVPC I RAKRA> K (AWS PrivateLink) 288 L TS &L\,

Nev o
o H# & IR
* S3onOQutposts 1 VBZ—T IAALV RIRAKNDTIOEA
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« 7L AM DNS BREDEH

« S3 on Outposts M VPC T RARA > NDERK

« S3 on Outposts ND/NT Y NRIDS—& VPC T RARA 2 MRS —DIER

H#9 & IR

AWS PrivateLink Z 7L T S3 on Outposts D/NT Y NEBB LUV I RRANEBAPIICT I
AT BFEEF. VPC OFIRAERAENET, FMIC DOV TR, AWS PrivateLink i1 RD 4> 2 —
TIAATY RIRAROTONT 14 E&IR & AWS PrivateLink 7 # —42 #22BL TS E&E L,

£ /. AWS PrivateLink Tlk, LA TO#EEFHR—REhTVWELBA,

. EIPEHROIEEE FIPS) T RKA 2N

« S3 on Outposts *— & Exi% APl, GET, PUT, 8XRVELUOATZITINAPI ARL—2 32k
E‘O

« 7’5 4~X—K DNS

S3onOutposts 1 VX—T IA ALY RKRAMNOT IR

AWS PrivateLink Z A L T S3on Outposts NT Y NEBB LUV I RRANEBAPIICT I
AFBIEE, IVRRANEEODNS BEFRATARSICT TV T—23 0 2BHIIHLEND
WET, AVR—TIAALIY RKRA NEEKT S E. AWS PrivateLink (&, Amazon S3 IF T~
RRAREE®D 2 DNOZ A7 M S3 on Outposts & (Regional & KT zonal) ZEKL £,

« Regional DNS & - —E® VPC T RAKRA > N ID, H—ER#EEF. AWS U—> 3
>, &V vpce.amazonaws.com, vpce-la2b3c4d-5e6f.s3-outposts.us-
east-1.vpce.amazonaws.com R ENEENE T,

« ZonalDNS E— —ENO VPC IV RARALA U NID, FRATSEDF1 =V =2, H—EZREEH
F. AWS V=232, $&KU vpce.amazonaws.com iz & A vpce-1a2b3c4d-5e6f-us-
east-la.s3-outposts.us-east-1.vpce.amazonaws.com A EBENET, cOAT> 3>
&, PT—FTIOF N TRATGEVTA =V -2 EnBHIBDBEEICERATEERT, flAK, BEZ
fRREL., U—2 32 BOTF—REEAIANZHIE TS /28(C Zonal DNS B ZEATEET,

H# & HIR APl /N—2 32 2006-03-01 124
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/A Important

S3onOutposts DAV RA—T I A ALY RRA U KNE, NT VYU DNS RXA D SR
ENFET, S3onOutposts 7 T4 RX—KDNS ZHR—KRLTVWEBA, IXNTONT Y
REBBRUTIY RRANEEAPI IZIE --endpoint-url NSX—X2ZFEALET,

AWS CLI o4l

--region KT --endpoint-url NTZX—XZFEAL T S3on Outposts 1 > Z—T7 I A ALY
RRAZKRZNLTINTY NEBBRV IV RRANEBAPIICTVEALET,

Example: T RARA > N URL ZFEALTS3 I RO—ILAPIONT Y REDARNELET,

ROBITIE, V=232 us-east-1, VPC L KR4 b URL vpce-1a2b3c4d-5e6f.s3.us-
east-1.vpce.amazonaws.com, &8RP FT NI NID 111122223333 ZEYBBRICEERZ
£7,

aws s3control list-regional-buckets --region us-east-1 --endpoint-url
https://vpce-1a2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com --account-
id 111122223333

AWS SDK ® 4

S3on Outposts I Y R—T IA ATV RRAMDOSIAVMA—=ILAPIIZTIVEATE LS
I, SDK Z&#H/N—23VICEFHLT, IVRRABNURLZFERTDERSICOTA T MNERRE
LET,

SDK for Python (Boto3)
Example: T RAR4 > N URL ZFEAL TSI NA—I)LAPIICTVEATS

ROPITlE, V—23 > us-east-1& VPC I KR4 > M URLURL
vpce-1a2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com &E YR IEHRIC
BEEMAET,

control_client = session.client(
service_name="'s3control',
region_name='us-east-1",

S3onOutposts 1 Y RX—T IA ALY RKRAVRNADTIEAR APl /N\—2> 3> 2006-03-01 125
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endpoint_url="https://vpce-la2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com'

)

HMICDOVWTIE, Boto3 FAROY/N—HA R® "TAmazon S3 @ AWS PrivateLink, Z#Z8BL T<L
EEW,

SDK for Java 2.x
Example: T RARANURLZFEAL TSI MAO—=ILAPIICT VAT S

ROPITIE, VPC I KR4 > N URL vpce-1a2b3c4d-5e6f.s3-outposts. us-
east-1.vpce.amazonaws.com &')— 3> Region.US_EAST_1 ZBYBBRICBEERAE

9o

// control client
Region region = Region.US_EAST_1;
s3ControlClient = S3ControlClient.builder().region(region)

.endpointOverride(URI.create("https://vpce-1a2b3c4d-5e6f.s3-outposts.us-

east-1.vpce.amazonaws.com"))
Lbuild()

HMICOVWTIE, TAWSSDKforJavaAPI ) 7 7L > A, ® TS3ControlClient; ZSBRL
TLEEEL,

Z> 7L X AN DNS REDEH

TV RARANEED DNS BZ2EFHL T S30nOutposts /N7 Y REEHRFIY RKRA NEER
APIIZT7VEATBIEE. AV TLIADNS UVIN—ZEFHITHIHBERGHYERA. NTUYV Y
S3on Outposts DNS RXA UASDA >V B—TIA AL RRA 2V NDTZAR—=NIPF7RLA
ZEALT, IV RRANEBEDDNS BZBRRTEERT,

S3 on Outposts FA® VPC T RARA4 > NDER

S3 on Outposts D VPC 1 R —T I A AT RIRA > NEERTSIZIE, TAWS PrivateLink 73
Ry @ TVPCITVRKRANDIER) Z2SBLTLSEE,
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S3 on Outposts /N Y R RS —& VPC I RARA 2V RKRUS —DE
X

VPC I RRA 2 M S3onOutposts NOF UV EAZI NOA—IILTBIY RRA MRS —
ZETRYFTEET, £/, S3on Outposts /N7 Y MRS —® aws:sourceVpce &%= FEH
LT, BEDVPC IV RRAVKDSOEBEDNT Y RADOT IV EAZHRTDELETESE
T VPCIVRRAVNRDUS—Z2EATSE, S3onOutposts NT Y NEE API SRV IR
RAVKNEBAPINOT O EREFHBETEETERT, NTY NRU—%EHATSE, S3 on Outposts
NTY NEBAPINOT IV EAZHETEET, 1L, aws:sourceVpce ZEAL T S3 on
Outposts DA T TV RT I AUADTILAZEBITD LR TEER A,

S3on Outposts DT IV EARD S —TlFE, LTFTOBHRNFEEENATVET,

« PO AT EHFAEEEFIERT S AWS Identity and Access Management (IAM) 71U > 2 /N,
« FAELERFEEFENZSI A NAO-LT I3,
s PO AVHNHAERLEEBIEBTE NS S3 on Outposts )Y — A,

ROBIE, NTYREEGIVRRAIMOTIOELAZGERTZDARI—%2RLTWET, VPC
BHEOFHMICOVWTIE., "4 h~—/V— Amazon Virtual Private Cloud #4723 > AWS
NDEYRNIT—IONSVPCANDEGZAT>a #5BLTLSEEV,

/A Important

e DtV IAVTHBELTWA VPC I RRANIHORI S —ZBEBATRE, N
TYRAOTIRANEBERETICTOY VENDHEENHBYET, VPCIY RKRSA UMD
SOEHRICHTEINTYNOTIOEARAZHERIBDNTY NOTIEAFAICKY, NTv
RADIRNTOERN 7OV VENDHEENHVET, COBBEEBETDHEICOV
TE. NV RARVS—OVPC EFLFVPC IV RIRANIDAEE>TVWET, 7R
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« 51:S3 on Outposts NT Y RARUL—DHEDVPC IV RRA VDI SOT IV LEAZERTS
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HE®D S3 on Outposts NTY MADT IV EANDKZFIRTZD I RRA R RUS—ZERTEE
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ICHIRLET. ORIV —ZHERATRICE. flOEZIEBOEICEERZIET,

JSON

{
"Version":"2012-10-17",
"Id": "Policy1415115909151",
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": {
"AWS": "111122223333"
}I
"Action": "s3-outposts:GetBucketPolicy",
"Effect": "Allow",
"Resource": "arn:aws:s3-outposts:us-
east-1:123456789012:outpost/op-01ac5d28a6a232904/bucket/example-outpost-bucket"
}
]
}

f1:S3 on Outposts NT Y RRUZ—DRFEDVPC I RIRAVKNDASOT VA%
EETS

XD S3 on Outposts /N7 Y RARU S —Ik, vpce-1a2b3c4dVPC TV RARA 2V NEFERATS
example-outpost-bucket INTY k@ GetBucketPolicy NDTF7 VEAZEBLET,
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IZF, floEEBEOEICBEEHRAET,
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JSON

"Version":"2012-10-17",
"Id": "Policy1415115909152",
"Statement": [
{
"Sid": "Deny-access-to-specific-VPCE",
"Principal": {
"AWS": "111122223333"
}I
"Action": "s3-outposts:GetBucketPolicy",
"Effect": "Deny",
"Resource": "arn:aws:s3-outposts:us-
east-1:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket",
"Condition": {
"StringEquals": {
"aws:sourceVpce": "vpce-1la2b3c4d"

}

AWS Signature Version 4 (SigV4) TORIEEABAR) > —F—

RD I, Amazon S3 on Outposts TEA 9% AWS Signature Version 4 (SigV4) FRREICEET %
ZUhF—ZRLET, ChsoxKzNTY MRS —IZEML T, Signature Version 4 % {5 F
LTVIOIARNRAET N EBOREOBEZERATEERT, T RRKA AR —OHIEDV
TIk. TSignature Version 4 BENZHGHF—Z2FEAIBZ/NT YRRV —0Hl, 28R ULTLKE

& U\, Signature Version 4 IC&D I TANOFRIAOFMIZ DOV T, "Amazon Simple Storage
Service API U7 7 L > A4 @ "Authenticating requests (AWS Signature Version 4)y (V2 ZTAKN®D
aoal ( Signature Version 4)) 2B L TS &L\,

BATES*— E7L:)]
s3-outpos S3on Outposts Tlk, EEXTERRIAFREZTR—ILTVET, B
ts:authType FTRVIOIARNNBEDRIALZZEATEIRSICHRIZICEK, CD

723 0FRKF—EEALET, fIRAE. COFKF—ZFEATS
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s3-outpos
ts:signatur
eAge

S

E. VOTARTIED=SHIC HTTP Authorization AY A —DOdH D
FERAZIEETEET,

B {E:

REST-HEADER

REST-QUERY-STRING

WAENIZU IV IANOHTEEN BN THIBREEE (I VM EN),
CO&RMKFIF, BENE URL TOKBEEL =T,

Signature Version 4 T, BEF—RHA7 BEAEM T, LL
HFo2T, BREOEMHBEERAR7 BEEBEYET, FHHICOVWTIE,

T Amazon Simple Storage Service API U7 7L2AL O ") OTARNE
ZNEA, BSBLTILKES Y, COXBEFERATZE, BEROEMH
BEESICHRTEERT,

EnHl: 600000
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s3-outposts:x- COEBF—ZFERATZE, NTYNRNICHZBRENTVWEVWID T
amz-content- YV EFALER A

sha256

Authorization AYAZFERATS UV IANCIXL Signature
Version 4 Z#fEA 92154, BRFTEIZ x-amz-content-sha256
ANYE—%ZBIMLE®E, TOEZ/N\YSARAO—RICRELET,

COFRGEF—ZNTY NRUS—TEATIE, RAO—RICBB|NE
WFP7Y7TO—RE, INTHEBIDENTEERT, fi:

e DOTARNREREICHWVT, Authorization AYAX—%FERATS
TYy7O—REEBL, RAO—RIZFBBELEEBA, FHICOVT
(&. TAmazon Simple Storage Service APl U7 7L>2A1 @ "™RA
O—RZ1D2OF v IOTEHIETD ZSRLTSEZL,

« BENE URLZFERTS7Y7O—REEABLET, BEREH
URL (&% (C UNSIGNED_PAYLOAD Z%Z#F5FT, FMICOVWTIE,

T Amazon Simple Storage Service API U7 7L A, @ TFEAE) VT
AR BRT TRIAXV Y R, ZBRBLTSEE L,

B’ {E: UNSIGNED-PAYLOAD

Signature Version 4 BEOZHF—&2FERATDI/NTY NRU > —0 4l
ROl ERITTBICE, user input placeholders Z#1—H—BEOBRICEZHRAET,
Example: s3-outposts:signatureAge

RONTY RRUD—F, BENMERENTH S 100 EZBL TVWS54E, example-outpost-
bucket IOA T T U MZxId % S3 on Outposts DEBEZAFE URLU VI ARNZERTLET,

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Sid": "Deny a presigned URL request if the signature is more than 10
minutes old",

"Effect": "Deny",

"Principal": {"AWS":"444455556666"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-01lac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {

"NumericGreatexrThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType'": "REST-QUERY-STRING"}
}
}
]
}

Example: s3-outposts:authType

RONTY NARUD—Tlk, VO T ARNREEIC AuthorizationAY A —ZFEALTVWBUIIA

ROKXEFALET, BENEURLVIVIANE, VIUNTA—2—ZFERALTVIIAMER
MERERELTVR D, IXNTOERZNE URLUIVIARNIEREhET, FMAICOVTE,

" Amazon Simple Storage Service API U7 7L AL O TFHEEXVY Ry Z8ZRBRLTEEV,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Allow only requests that use the Authorization header for

request authentication. Deny presigned URL requests.",

"Effect": "Deny",

"Principal": {"AwS":"111122223333"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-01lac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {

"StringNotEquals": {
"s3-outposts:authType": "REST-HEADER"
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Example: s3-outposts:x-amz-content-sha256

RONTY MRS —F, BENEZ URLZFERATATY7TO—RBE, REEORAMO—KRZE
CIXNTOT7Y7TO—RZESBSLET, FMAICOVTIE., "Amazon Simple Storage Service API 1J
77 L>A1 @ "TAuthenticating Requests (F2aE!) 7 TAK) TAuthentication methods. (F&&E X
VY R)ZZRLTLKEZL,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Deny uploads with unsigned payloads.",

"Effect": "Deny",

"Principal": {"AWS":"111122223333"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {

"StringEquals": {
"s3-outposts:x-amz-content-sha256": "UNSIGNED-PAYLOAD"
}
}
}
]
}
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o, BEETNLEVY—ATROT VIV ERETIDEZHAALET,

JSON

"Version":"2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeVpcs",
"ec2:DescribeCoipPools",
"ec2:GetCoipPoolUsage",
"ec2:DescribeAddresses"”,

"ec2:DescribelocalGatewayRouteTableVpcAssociations"

1,

"Resource": "*",
"Sid": "DescribeVpcResources"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

]I

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]I

"Sid": "CreateNetworkInterface"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:network-intexface/*"
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1,
"Condition": {
"StringEquals": {
"aws:RequestTag/CreatedBy": "S3 On Outposts"

3,

"Sid": "CreateTagsForCreateNetworkInterface"

"Effect": "Allow",

"Action": [
"ec2:AllocateAddress"

1,

"Resourxce": [
"arn:aws:ec2:*:*:ipv4pool-ec2/*"

]I

"Sid": "AllocatelIpAddress"

"Effect": "Allow",
"Action": [

"ec2:AllocateAddress"
1,
"Resource": [

"arn:aws:ec2:*:*:elastic-ip/*"
]I
"Condition": {

"StringEquals": {

"aws:RequestTag/CreatedBy": "S3 On Outposts"

},
"Sid": "CreateTagsForAllocateIpAddress"

"Effect": "Allow",

"Action": [
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DisassociateAddress"”,
"ec2:ReleaseAddress",
"ec2:AssociateAddress"

1,
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"Resource": "*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/CreatedBy": "S3 On Outposts"
}
}I

"Sid": "ReleaseVpcResouxrces"

"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": [
"CreateNetworkInterface",
"AllocateAddress"
]I
"aws:RequestTag/CreatedBy": [
"S3 On Outposts"
]
}
},

"Sid": "CreateTags"
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S3 on Outposts AL — DEIE

Amazon S3 on Outposts ZfEfH 92 &, AWS Outposts T S3 /N Y NEERL., O—AILT—2
TOtRA, O—AILF—208, F—RLISFUI—2RXBETRTTVTr—>a 2 IC, F
TLEZAOAT DI VN ZERICRAEFES LTEBTEE T, S3on Outposts &k, HILWAKL—
<9 ZA., S3 Outposts (OUTPOSTS) Z2f# L., Zhik Amazon S3 APl ZfEFH L. AWS Outposts
FOBBOTFINA AR T —N—RBTTF—2Z2KkEND DO RARAICKRETDIRSICEFTENTVE
T RETZAR—RNITIRVPC) ZNULETIVEARANETI Y RRAV NEREFEAL
T. Outposts N7 Y NEBEL ET, Outposts /N7 Y K TlE, Amazon S3 £[F LU API & #aE (7
TEARID—, BEL, RIFGRE)ZFERATEERT, AWSIYERIX NIV =)L, AWS
Command Line Interface (AWS CLI), AWS SDK, F/z(d REST APl Z /A L T S3 on Outposts %
FHTEET, FMIC DL TIE, Amazon S3 on Outposts & & Z2SBL TS EE L,

Amazon S3 on Outposts ANL—RENOEEBS LVOCRAOFHMICODVTRK, UTFTOREY I %S
BLTLSEZL,
NEY D

« S3onOutposts N\TY RO S3N—2a —Z T NERE

« Amazon S3 on Outposts N\TY RDTZA 7 H A VIIBREZIERE LVEET S
« S3onOutposts AT IOV RNDOLTIT—K

« AWS RAM %ZfEF L T S3 on Outposts X E T

« S3on Outposts ZEA TR T DMD AWS OH—ER

S3 on Outposts /NTY KD S3/N—23aZ_2 T DERE

BMCTdE, S3N—TaZ J@k. BUNTY NRICHB AT IV NOEHROREADIE—%
RELET, SSN—>2a3a_J%#FEHAT3E, Outposts NT Y NCREEhEHSWEI AT
IRNDHSWBRIN—2a2aEREFE, G, ExTEXRT, S3N—2aZ2JIC&2T, ERLEW
dA—Y—=Fo2areTF77rIr—a v BENSERTEET,

Amazon S3 on Outposts /N7 Y NI, RO 3 2ON—=23 Z D TRENBYVET,

s N=23ZIUNED —NTYRDSIN—2a 2T BMEELEGFELELEZEN BRVES
&, N=2aZ IprEumchy), SSN—2a D T0REEFEREhERA, S3N—23 220
DEMICDOWVWTIE, S3onOutposts N Y RO S3N—23 Z 0 NEE #SBLTLSEEL,
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s BMIL—NTYNAOATDIORND SIN—=23 20 Z8MILET, NTY MZEMEh
EIXRTOATZIIORNE, —EON—>232IDEZHWMYET, N—>a—>Jz8MLiE
RRCNATY NI TICHEELTVWEAT DI IORNON—23 2 IDIEnull T, 5o (F
EREEOMD) AT TV N EMOANRL —2 3 (PutObject) TEETD &, HILLWATD T Y
NE—EZEDON—>3> IDZRBLET,

«c Bk —NTYRNRAODATSIORNDSIN—23 20T FBLHELET, N—23 20N EL
ENERIC, NTYNIBMENEIXNTOAT DI ONE, N—232 IDnull ZZ Y F
T, FHMICOVWTIE, "TAmazon S3 1—H—HA R, O "N—2a_—_ o0 EiEEniz/NT Y b
ANDAT TV RDEN) 25BLTLKEEV,

S3onOutposts /NTY RO SIN—23a T 2BMITRDE, N—23 2D TJEIOREICRT C
ERTEERRA, EEL. N—23-20J0%2FILETH LR TEERT, SSN—2a T JOFMIC
DWTIE, S3onOutposts NTY kD S3N—=23 Z2 T NER Z2SBLTLKEEL,

NTY NAOEATSITIRNIE, BFON—23EBFTHEOVN—2a3a N 0B EEELE
T, ANL=OARNZHIBTSICE. NTYRDSISAT7HAVILIIL—IILERELT, EBEL
FHEORICEHTHEWVN—2a>2BRINCTRCENTEET, FMAICOVTIEE, TAmazon
S3onOutposts NTY RDTZAT7HA VIIBREZERS LVEE TR ZZRLTLSEZ L,

ROFIE, AWS XEZZ2 X N2V —)L & AWS Command Line Interface (AWS CLI) ZfH L T,
BEF M S3 on Outposts NT Y RON—2a Z 2T 2B ELRELTEDHEZRLTVWET, S3
N=23aZoJ0&2BHMILTNTY NEERTSICIE. "S3onOutposts NI Y NEERT D, %

SRLTLSEETY,

@ Note
NTY NEZERTDAWS THIONDEFEONTY NZFRBL, 722322 1XYRNT
EDHE—DTHIVRNTT, N7 Y NI, Outposts, 2T, F7#4ILNOBESL, 7ot
ARAVNBREBREDREZOANT AFHYNET, TUVEARAIEREILCE., RETZA
R—=KIUZIRWVPC), NTYNADATZDIIONITIVERTRDEOOTIVEARA b
RIS —, BREEFOMDOXRTF—ZNFEENETT, FMICOVWTIE. S3on Outposts M
i) EBBLTEE L,
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S3AV—-IDEA

NTYRDSIN—2a_VIRELZRETDICIE

1. AWSIERIXZ ROV —=I IZH L4242 L, Amazon S3 12V —)L https:/
console.aws.amazon.com/s3/ ZHE XY,

EQOFES—2 3> R4 2T, [Outposts buckets] (Outposts /N7 Y ) ZiBIRLE T,
S3IN—=2a_>J=BMIZTS Outposts /N7 Y NEBIRLET,

[ZAONTA] 27T =ZBRLET,

INTY RON—=23Z2J) T [mE] 2BRLET,
RTOVWThADOAT>a>EBRLT, NMTYRMDSIN—DaZ IR EEZRELE T,

o o kM w N

« SAN—=2aZJE—BELL, FLLWATDSIIOMNN—23a 20 0EKEZELETSIC
l&. [Suspend] (fF1k) ZiBIRL £,

« SAN=2aZTJRBMILT, EATSIVNOEROERELEDZ IE—2RETSIC
l&. [Enable] (B&hfk) ZZ#IRL E£ T,

7. [Save changes] (BEEORE) ZIVYILET,

D EAAWS CLI

AWSCLI ZFERALTNTY RO SSN—=2a_2 T 2BAMLELRFEFEILETRICEK, XROBICTT X
5IZ put-bucket-versioning AN RZFALET., ChSDOBIZETITRICEK., ThEILD
user input placeholder Z1—H—BBDOBRICEEBRAET,

FHMICOVTIE, TAWSCLIU 7 7L AL ® put-bucket-versioningy SR L T EE L,

Example: S3/N\—>3aZ> J 2 BMITBICE

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Enabled

Example: S3/N\—>a_>J & EIETSICIE

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Suspended
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Amazon S3 on Outposts NTY KD A 7 H A4 VI REZERE
FVOEETS

S3TAT7H A4 %EERAL T, Amazon S3on Outposts DARNL —SREZRBEILT BN TE
FT. FA7HA VNN —LNZERLT, ATV RMNFELB212Y, HILLUWN=D3aVICBEH:
ASNEYUEEEICHRINIZTDZENTEET, F4 710NN E2ER, B, 8D
b, EELEFHIBRTEET,

S3TATHAIINDOFMZDOVWTIE, "Amazon S3 on Outposts NTY KDT A TH A VILERESE
ERBIVEETD ) 22RBLTEEL,

® Note

NTY NEERTD AWS TAIUN BN ZONTY NERBL, ZA47H140NII—I)L%Z2%k
. B, ML, KEGEHIBRTERE—DTHIVRTY,

S3onOutposts NT Y RODTATH A VIINBREEZERBLRVCERTSICE. UTORNEY VRS
LTLEEL,

N R

c AWSXEIDXNIOVV=N ZFERALESA7HA4 0L OEREER

« AWS CLI L0 SDK for Java ZERALEZA 7 H A VILBREDEREEE

AWS X RIDXY NV =) Z#ERALEZAT7HA47ILIL—ILOEKE
B

S3TAT7H A4 %EERAL T, Amazon S3on Outposts DARNL —SREZREILT BN TE
FT. FA7HA VNN ZERLT, ATV RMNFELB212Y, HILLWN=D3aVICBEH:
ASNEYUEEEICHRINIZTRDZENTEET, F4 710NN E2ER, B, 8D
b, EELEHIBRTEET,

S3TATHAIINDOFMZDOVWTIE, "Amazon S3 on Outposts NTY DT A TH A VILERESE
ERBIVEETD ) 22RBLTEEL,
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® Note

NTY NEERTD AWS TAHIU NN ZONTY NERBL, ZA47H140NII—I)L%Z2%k
. B, ML, KEGHIBRTERHE—DTHIVRTT,

AWS X ZRI X ROV —)L ZEAL T S3onOutposts DZA 7H A VI —IIZERELTE
B3I, UTORNEY IZSRBLTSEEV,

NEY D

« ZA7HA7NIIL—ILDIEEK

« ZA7HA7NIL—ILDOERE
« ZAT7HA4 NI DimE

« ZAT7HA47ILIL—ILDOHIR

ZAT7HAOILNIL—ILDERK

1.

AWS X R X2 NV =)L IZH A2 42 L, Amazon S3 112/ — )L (https:/
console.aws.amazon.com/s3/) ZBZE £ 9,

EDOFES—2 a2 RA2T, [Outposts buckets] (Outposts /N7 Y N) ZiBIRL £,
SAT7HAIII—I%ZERKT S Outposts N Y NEBIRLE T,

[Management] (BE) % 7 %&i#3IR L T, [Create Lifecycle rule] (T4 794 VI —IL ZERT
2) EBRLUET,

[Lifecycle rule name] (T4 7H A VILIL—ILB) DEZAALET,
[Rule scope] JL—IL A=) T, ROVWThADOF S a>&BIRLET,

s BED7 1IN RZ—0EHEFR % HIPRT S -k, [Limit the scope of this rule using one or more
filters] (1 DEERFEHBO 7 (I E2A—ZFALTZDII—I)IOEAHERZFHRE) Z2BRLET,
R, TL7ZAYIORTANEZER—FEREATSION A XZEBMLET,

s ZOIL=ILENTY NROIXRTOFAT DT O NIERATSICIE, [Apply to all objects in the
bucket] (/N7 Y NADOIXRTOAT I U NIHEA) 2BRLET,

[Lifecycle rule actions] (T4 7H A VIIL—=IOT O 3>) T, ROWTFhHAOATTar%

EBRLET,
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- [Expire current versions of objects] (A7 TV ROBEITN—T 32 ZHRYINICT D) — /N —
SAZUINEWMENT Y NOFE. S3on Outposts EHIBRY—H—&EBML, 72T
NEEHTHEWN—232ELTHREBLET, SSN—2a3a 200 Z2ERALBEVNTY KO
&, S3onOutposts F A7 IV N ZEZELICHIBRLET,

- [Permanently delete noncurrent versions of objects] (A7 IV NOBRFTREVWN—23
Z7Z2(CHIBRT ) —S3onOutposts &, A7 IV RODERFHTREVN—2a322TL(C
HIBRL £ 95

- [Delete expired object delete markers or incomplete multipart uploads] (HiR{Ih o #+7 > T
I MHIBRNY —D—FERRETOXILFN—RT Y 70— RZHIERT %) — S3 on Outposts
&, R IhOAT IO MNEHBRNYN—A—F LR AZETOIILFN—RNTY7O—REZELIC
HIBRL £ 9,

FATSITORNRITBFERLTSA 714 0NIIL—II0&ERAZFIRT S5E. [Delete expired
object delete markers] (HiRYIND AT T U NEIBRN —H—%ZHIBRT S) ZBIRIT D & iF
T&ZFEB A, F£7. [Expire current object versions] (7 TV NOBIT/N—2 3> 2HiRY]
hIZT2) #BIRL =B A&, [Delete expired object delete markers] (HiERtIh 0 A7 T4
NEIBRY —H—ZHIBRT2) 2 BRI D EETEEEA,

® Note
HAAR—ADT 1) EZ—&F, BIRY—H—PERETOILFN—K7Y7O—-RIZE
FEHATEEREA,

8. [Expire current versions of objects] (A7 TV ROBRITN—2a > 2HRYNICTS) T
[Permanently delete noncurrent versions of objects] (F 7 TV NOBFH TRRBEVWN—23 0%
TEICHIBRT D) ZBRLUEBERE. BEOANFLRATD IV MNOBBHEICESIVTIL—
IMNUAH—ZEBELET,

9. [Delete expired object delete markers] (HARRYINDF 72 T U NEIBRN —H—ZHIRT2) &
BIRLEBEE, HIRTAOA T2 T U NEIBRN —H—OHIBRZ/HER T 3 (C(1E. [Delete expired
object delete markers] (HiRYIND AT T U NEIBRN —H—ZHIBRT 3) ZBIRLF T,

10. [Timeline Summary] (X1 LA OBE) T, SA4 754 I —I)LZ#FEL ., [Create rule]
L= DER) ZBIRLET,
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ZAT7HALONLIL—-ILOEML

NTYRDZATHAONIL—LNEBHRLFEMCITZICE

1.

2
3.
4

Amazon S3 1Y —JL (https://console.aws.amazon.com/s3/) ZFAE £T .
EOFES—2 3> RA 2T, [Outposts buckets] (Outposts /N Y N) ZiBIRL £F,
FAT7HAONN—NZEBRHELEEMZTS Outposts N TV hZBIRLET,

[Management] (B) 27 Zi#IRL . [Lifecyclerule] (T4 7H A4 VI —I) T, BMHELFE
MCTBIL—IILEBRRLUET,

[Action] (7 >3 >) T, [Enable or disable rule] JL—ILZBi{t Tz ERhL) ZBIRLE T,

ZAT7HA4NIL—IDOiRE

2

Amazon S3 112V — )L (https://console.aws.amazon.com/s3/) ZHAE £,
EQOFES—2 3> R4 2T, [Outposts buckets] (Outposts /N7 Y K) ZiBIRL E T,
SATH A=) %Z#wET S Outposts /N Y NEBIRLE T,

[Management] (B) 27 ZBIRL, WEITZ2ZA4 714N 2BIRLET,
(F7°> a2 [Lifecycle rule name] (T4 714 VILIIL—IB) DEZEFHFLET,
[Rule scope] JL—ILAO—7") T, HEBICWUTAOI—T%2mELF T,

s BED 7 1 I Z—0EHEFRZHIPRT S -, [Limit the scope of this rule using one or more
filters] (1 DELFEBO 7 (I EX—ZFALTZDII—-IIOERAERZHRE) Z2ZRLET,
R, TL7AYVIORTANEZE—FE@EATSION A XZEBMLET,

s ZOIL=ILENTY NROIXRTOFAT DT O NIERATSICIE, [Apply to all objects in the
bucket] (/N7 Y RADOIXRTOAT I U NIHEA) Z2BRLET,

[Lifecycle rule actions] (T4 7 A VIIL—=IDOT223>) T, ROWThHIAOFTa>%
BIRLETD,

« [Expire current versions of objects] (A7 TV NOBRITN—T a2 ZHRINICT D) — /N—
SAZUINBEMENTY NDOBE. S3on Outposts [ HIBRNY—H—ZEBINL, #7219
NERHTHEWN—232ELTREBLET, SSN—2a 00 =2FERALEVWNT Y NDOE
4. S3onOutposts AT T I N EZLICHIBRLET,

- [Permanently delete noncurrent versions of objects] (A7 IV NOBRFTRAEVWN—23

Z7Z2(CHIBRT ) —S3onOutposts &, A7 IV RNOERFHTREVN—2322TL(C
HIBRL £ 9,
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10.

- [Delete expired object delete markers or incomplete multipart uploads] (HiR{Ih o #+7 > T
I MHIBRNY — D —F LR RETOXILFN—RT Y 70— RZHIERT %) — S3 on Outposts
&, R OAT IO NEHBRNYN—A—F LR AZETOIILFN—RNTY7T7O—REZELIC
HIBRL £ 9,

FATSITORNRITBFERLTSA 714 0NIIL—IIOERAZFIRT S5E. [Delete expired

object delete markers] (HiRYIND AT T U NEIBRN —H—%ZHIBRTS) ZBIRT D & iF
T&ZFEB A, F£7. [Expire current object versions] (7 TV NOBIT/N—2 3> 2HiRY]
hIZT2) #BIRL =B A &, [Delete expired object delete markers] (HiERtIh o A7 T4
NEIBRY —H—ZHIBRT2) 2 BIRITDEETEELEA,

® Note
HAAR—ADT 1) EZ—&F, BIRY—H—PERETOILFN—K7Yy7O—-RIZE
FHATEEEA,

[Expire current versions of objects] (F 72 TV NOBITN—2 3 2HRIINICTS) T
[Permanently delete noncurrent versions of objects] (772 TV NO&HFH TREWN—23 %
TLICHIRT D) ZBRLEBERE,. BEOBNAELEA7/ 2T MNOZBREICEIVWTIL—
LRDH—ZBELET,

[Delete expired object delete markers] (HARTIN DA 7> 1 U NEIBRN —H— % HIBRT ) %
BIRLEBEES, HIRTAOAT 2T U NEIBRN —H—OHIBRZHER T 3 (C(E. [Delete expired
object delete markers] (HiRYIND AT T U NEIBRN —H—ZHIBRT B) ZBIRLF T,

[(RTF] Z:BIRL X T,

ZA 754 7NLIIL—ILOHIR

R

Amazon S3 1Y —JL (https://console.aws.amazon.com/s3/) ZFE £,
EDOFES—2 a2 RA2T, [Outposts buckets] (Outposts /N7 Y N) ZiBIRL F T,
SAT7H A=) %ZEIKT S Outposts /N Y NEBIRLE T,

[Management] (B) 27 #i#IR L. [Lifecycle rule] (T4 7% 4 2 IL—)) T, HIETZIL—
IZERBIRLET,

[Delete] (HIBR) 2O Y O LET,
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AWS CLI 8KV SDK forJava Z2FH LS4 7 HA VIINEREDEREE
=

S3ZA4 794 V) EERAL T, Amazon S3on Outposts DAKNL —CBREZHKEILTD N TE
FYo FAT7HAUNIN—LEHERLT, ZTZITIRFELBE212Y), HFLLON—Ta2(ICEEH
ASNEY LEEEIHBRYINICIDENTERT . ZA4 7Y 4TI —ILZ2EK. B, BY
£, FEBHIBRTEERT,

S3TATHATIINDOEMZDOVWTIE, "Amazon S3 on Outposts NT Y RDTA TH A VILEEE
ERBIVEETD, 22RBLTLEEL,

(® Note

NTY NEHERTDAWS THIU N BZONTY NZFRBL, 47931400 —I)L &4
. B, EME, REEHIBRTERIHE-—DTHIVRTY,

AWS Command Line Interface (AWS CLI) & AWS SDK for Java Z £/ L T S3 on Outposts /N7 v
NADSATHAIONBELEERBLVEERTDICEK. UTOHlESBLTLSEETV,

N =R

s FAT7HAVINEEZ PUT 3%

« S3onOutposts NTY NDZAT7HAVINEEZ GET 9%

TATHAVIEREZ PUT T2
AWS CLI

RO AWS CLI OFITIE, Outposts NT Y NZCTA T HA DIILERERV—ZBHELE T, <D
RUS—T, 729R_ZOTLT7 1Y IR (myprefix) EXTEFEIITRNTOATZ I IR
10 BRICHIBYUINICBD ZEZEELETE T, COHERITIBICE. TNEND user input
placeholder Z1—H—BHEOBERICEEMAET,

1. SATHAOLERERIS—&Z ISON 77 A IIICRELET, cOBITR., 7714ILBE
lifecyclel.json T9,

{
"Rules": [

AWS CLI # & 0" SDK for Java O fEF APl /N—2 32 2006-03-01 149



Amazon S3 on Outposts

d1—H—HA K
{
"ID": "id-1",
"Filter": {
"And": {
"Prefix": "myprefix",
"Tags": [
{
"Value": "mytagvaluel",
"Key": "mytagkeyl"
1,
{
"Value": "mytagvalue2",
"Key": "mytagkey2"
}
1,
"ObjectSizeGreaterThan": 1000,
"ObjectSizelessThan": 5000
}
1,
"Status": "Enabled",
"Expiration": {
"Days": 10
}
}

}

2. put-bucket-lifecycle-confiqgurationCLI N2 RO—ZFHELTISON 77 A )L %&
EELET. COOANREFEATIICEK. ThEFAD user input placeholder %
A—4—BHOBHRICEERAET, COONY ROFMIOVWTE, TAWSCLIUTZ 7L
>~ A1 @ Tput-bucket-lifecycle-configuration; ZZ8BL T &L,

aws s3control put-bucket-lifecycle-configuration --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
bucket/example-outposts-bucket --lifecycle-configuration file://lifecyclel.json

SDK for Java

X @ SDK for Java DI Tk, Outposts NT Y NMCTA THA VIR EEBELET. DA
THAOLBRETEK., 759EDTLT 1Y IR (myprefix) EXRTERFOINTOATDT
RN 10 BRIZHBRIINICAD CEZEELE T, CcOflZETTBICE. ThEND user
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input placeholder 21— —BEBOBHRICEERAET T, FMICOVWTIEF. "Amazon S3
APl )7 7L > A1 ® TPutBucketLifecycleConfigurationy 2B L T &V,

import com.amazonaws.services.s3control.model.*;

public void putBucketlLifecycleConfiguration(String bucketArn) {

S3Tag tagl
S3Tag tag2

new S3Tag().withKey("mytagkeyl").withValue("mytagkeyl");
new S3Tag().withKey("mytagkey2").withValue("mytagkey2'");

LifecycleRuleFilter lifecycleRuleFilter = new LifecycleRuleFilter()
.withAnd(new LifecycleRuleAndOperator()
withPrefix("myprefix")
.withTags(tagl, tag2))
.withObjectSizeGreaterThan(1000)
.withObjectSizelLessThan(5000);

LifecycleExpiration lifecycleExpiration = new LifecycleExpiration()
.withExpiredObjectDeleteMarker(false)
.withDays(10);

LifecycleRule lifecycleRule = new LifecycleRule()
.withStatus("Enabled")
.withFilter(lifecycleRuleFilter)
.withExpiration(lifecycleExpiration)
.withID("id-1");

LifecycleConfiguration lifecycleConfiguration = new LifecycleConfiguration()
.withRules(lifecycleRule);

PutBucketLifecycleConfigurationRequest reqPutBucketLifecycle
PutBucketLifecycleConfigurationRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withLifecycleConfiguration(lifecycleConfiguration);

new

PutBucketLifecycleConfigurationResult respPutBucketLifecycle
s3ControlClient.putBucketLifecycleConfiguration(reqPutBucketLifecycle);

System.out.printf("PutBucketLifecycleConfiguration Response: %s%n",
respPutBucketlLifecycle.toString());
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S3 on Outposts NXTY RDZ A 7B A VIEEEZ GET §%

AWS CLI

XD AWS CLI OFITlE, Outposts NTY NCSA T7HA VLR EZRBLES, COINY
REFERTZICIE. ThEND user input placeholder #1—H—BHEBDOBRICBEE R
ZAET, COOXV ROFEMICOWVWTIEE., TAWSCLIUTZ7 7L >As @ put-bucket-lifecycle-
configurations Z2ZB L T<EEV,

aws s3control get-bucket-lifecycle-configuration --account-id 123456789012 --bucket
arn:aws:s3-outposts:<your-region>:123456789012:outpost/op-0lac5d28a6a232904/
bucket/example-outposts-bucket

SDK for Java

XD SDK for Java Ol Tk, Outposts /NT Y NZTAT7TH A VIILRELZRBL
F9, FHMICOVTIE., TAmazon Simple Storage Service API U7 7L A, @
FGetBucketLifecycleConfigurationy ZZ8BL T &L\,

import com.amazonaws.services.s3control.model.*;

public void getBucketlLifecycleConfiguration(String bucketArn) {

GetBucketLifecycleConfigurationRequest reqGetBucketLifecycle = new
GetBucketLifecycleConfigurationRequest()
.withAccountId(AccountId)

.withBucket(bucketArn);

GetBucketLifecycleConfigurationResult respGetBucketLifecycle
s3ControlClient.getBucketLifecycleConfiguration(reqGetBucketLifecycle);

[J n

System.out.printf("GetBucketLifecycleConfiguration Response: %s%n",
respGetBucketLifecycle.toString());
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<ReplicationConfiguration>
<Role>TAM-role-ARN</Role>
<Rule>
</Rule>
<Rule>
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</Rule>

</ReplicationConfiguration>
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Outpost DOA—ANT—KRJITAIDZAALET,

9. [Savechanges] (EEDORE)ZIJVYILET,
10. L—RODAT—BAN [TOT17]THREZHRELET,

L7VT—hhmEeLTVT—RNEDTOEARA MO CIDRZRY ND—OEHEZ#ELL I
5., AWS Identity and Access Management (IAM) O— )L Z{ER T DXL EN HY FT,

IAM O— )L DERK

F7F)NT, $XTOH S3o0nOutposts UY—RA(NTY N, ATZITOKN, BETZDZHTVY—

A BETZAR=KTHY, VDI—AFMBEOKHN VY —AICT UV E2ATEET, S3on Outposts (-
&, Y—RA Outposts NT Y NASHAT DIV RNEHTRAIIM>T, LTUT—RTBT O EAFAN @
ETY, IAMP—ERO—-ILZERL T hsOFTZREL, 0O, LT7VT—23a ®ET

ZTOO—I)LEEELET,

chOto>a>TlR, GBERV—ERERYELRTIVEAFARI—ICOVTHALET,
F1-—KNUTILBITRE, IAMO—I)LZERTEEODFIEEATY TINAATY TTHALTVWE
To FFMICOVWTIEE, TOutposts TOL 7V —23a 2 )L—)LDERK Z25RLTLKEETV, IAM
O—JLOFMICOVTE, IABMI—HY—HA RO IAMO—)LESRBL TS EE L,

« UTOHE, FERV—ZRLTVET, CCTR, COO—-ILESIEZFRDENTEDH—
ERA71>2/)N)LE L T S3 on Outposts 24 ELE T,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"s3-outposts.amazonaws.com"
}I
"Action":"sts:AssumeRole"
}

1
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}

« UTOHIE. FOEARID—ZRLTVET, TR, I—HY—ICRb>TLTUT—2 3
VERAVERITIHEFTEO-INICHELE T, S3onOutposts AN WO—I)LZ5|EZ (T35
B, CORVY—THEEENLET IV EAHFAEZRICELBYET, CORUD—%2FEATSIC
l&. user input placeholders Z1—%—BHOBERICEEM|AET, L7VT—bxEL
7°1) 47— K % Outposts @ Outposts ID R L 77—k x& L7 — K5 Outposts /N7 Y ~
ONTYRBETIVEARA U RNBICBEBRATLSLEEL,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3-outposts:GetObjectVersionFoxrReplication"”,
"s3-outposts:GetObjectVersionTagging"
1,
"Resource": [
"arn:aws:s3-outposts:us-east-1:123456789012:outpost/SOURCE-
OUTPOST-ID/bucket/SOURCE-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:us-east-1:123456789012:outpost/SOURCE-
OUTPOST-ID/accesspoint/SOURCE-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]
}I

{
"Effect": "Allow",

"Action": [
"s3-outposts:ReplicateObject"”,
"s3-outposts:ReplicateDelete”

]I

"Resource": [

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-
BUCKET/object/*",

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/accesspoint/DESTINATION-
OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

]
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}

TOEARDVD =G, LTOTO23aVICRTRT IO EAHFAZNFELET,

« s3-outposts:GetObjectVersionForReplication — D79V 3a>0EbDOT IR
ARFRINTOATDIIONIfAEEN, FATPIONMNBEETDIHENATS IV NN—D 3
> % S3on Outposts "YBIETEBDKSICLET,

« s3-outposts:GetObjectVersionTagging — SOURCE-OUTPOSTS-BUCKET INTY b~ (L
TIT—=RTENTYRN)OATZSIONMIRTBOFTII2OT IEAFAICKY, S3on
Outposts L 77U —2 3> 0 EOIZAT DI VRNRIZRIMBDEN TEDLRSICBYE
To FHMAICDOWVWTIE., "S3onOutposts NTY hOEZTDEN,) 2R TL<EEW, S3on
Outposts ICC DT IV EAF AN BWEHEEE., AT T IORNELTVT—REnETH, 77
SIUVRNBRTRLTUT—REhFEEA,

« s3-outposts:ReplicateObject KT s3-outposts:ReplicateDelete —
DESTINATION-OUTPOSTS-BUCKET INTY RODAT DTV RNIBTChSOT IS I OFA
IZ& V), S3onOutposts &L 71U — K% Outposts N7 Y NZAT DT NKEIHEIBRY—
HW—%ZL7TIVT—KNTEFET, HIRN—HD—OFMICOVTE., THIRARL—32HF LTV
T—2aVIC5A2FE 22RUTKEZL,

@ Note

« DESTINATION-OUTPOSTS-BUCKET NTY N (LZTVT—RENT Y M) IZ
X9 % s3-outposts:ReplicateObject 7O 3a>OF IV EAERICK
FATSIORNRIOLTV =23 EFaMEhEST, LEN 2T, s3-
outposts:ReplicateTags 7V a>OTF7 VAR T EZARNICHETIHEGD
WEE A

s VAATHOUNLFTVT—=23>08B4E. L7V — N5 Outposts /N Y NDFR
BENFNTY NRUS—EFEH L T, DESTINATION-OUTPOSTS-BUCKET T® s3-
outposts:ReplicateObject 7V IV ICRIT BT IV EAFTEFETIHEN
HV)ET, s3-outposts:ReplicateObject 7V >3 /ICkV), S3on Outposts
FL 77U —NK5% Outposts NTY MCAT DT O RNBROEAT DT ONET LS
Dy—RKTEET,

S3onOutposts 72> IOV ARNIDOVWTIE, TS3onOutposts ick 2 TEZE N7 I3
V1 EBBLTLEEW,
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/A Important

IAMO—)LZ/ETS AWS 7HOV N, IAMO=)LICNETZ T a 0%
BoOTVBRRENHYET,

BIZIE, L7V —KIT Outposts /NTY NZBID AWS PHOY R FRES A7
RAEENTVWEELET. A7 IV NOFEER. IAMO—ILZMETS AWS 7H
DN NTYRRDI—ETOEARA D RNRID —ZN U TRERT IV EAFTZ
BARNICNETZIHEN HYET, TS5THEWVIESE., S3onOutposts AT T INICT
DEARATES, ATSITVORNOLT V-3 RBKRBLET,

CCTHBEENTVWR T IO EAFTIR, EE'E'J\G)I/7°U’T—‘/EI/-“”"L._Baﬁb‘cvi

o A723a20L7TVT—23aVBREZEMTREEE. BMOT UV EAFFAZ S3 on
Outposts T 5T 2 HEN BV ET,

L7V —=2a>rgel 7)o —23> %0 Outposts /NT Y RAFFRBED AWS THIRMCIK2T
BT TVRBEOT IV EAHFTIONE

L7V —=2argel7U5—232%0 Outposts NTY MARILT AU NCK2TFEES T
TWEWEE, L7VT—NENTY NOFEBER. NTYRNELTVT—=NENTYRNOT O

ARAVRNRVD —ZEFHIBIMEN HYVET, chsORII—TRE, XRORVD—HICRTELS
I, L7V —KJt Outposts N Y ROFFIEZEE IMMB—EAO—=)LICL7V—2a>F7o2 3
VERTITBDTIVEAFAEGETZIHENHY), T50L0VE, L7VT—2a 2 FRBLET,
CDRIS—OPITIE, DESTINATION-OUTPOSTS-BUCKET &L 7V r—3a > %ENT Y RTY,
CheDR)—NHIERTTBICIE, user input placeholders Z#1——BHEOERICE
EMAERT,

IAMH—EAO—)ILZFHTERTIEERE. RORD—HICRTELSIC, O—II/NA%Z role/
service-role/ ELTERELET, FMAICOVWTEE., IAWMI—%—HAR®D TIAM O ARN, &C
SBIEEL,

JSON

"Version":"2012-10-17",
"Id": "PolicyFoxrDestinationBucket",
"Statement": [

{
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"Sid": "Permissions on objects",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/service-role/source-
account-IAM-role"
}I
"Action": [
"s3-outposts:ReplicateDelete"”,
"s3-outposts:ReplicateObject"
]I
"Resource": [
"arn:aws:s3-outposts:us-east-1:444455556666:outpost/DESTINATION-
OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-BUCKET/object/*"

]
}
]
}
JSON
{
"Version":"2012-10-17",
"Id": "PolicyFoxDestinationAccessPoint",
"Statement": [
{
"Sid": "Permissions on objects",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/sexvice-role/source-
account-IAM-role"
}I
"Action": [
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateObject"
]I
"Resource": [
"arn:aws:s3-outposts:us-east-1:111122223333:0utpost/DESTINATION-
OUTPOST-ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

1
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}
(® Note
L7V —Kt Outposts NTY ROATZS IV RN RINEDHERF. ATORITEEL
TLEEL,

L7V —KJt® Outposts /N7 Y RFIEEN (IAMO—=J)LIC&>TQ) ATSTORNRY
ZELTUT—KTBEHD s3-outposts:GetObjectVersionTagging & KT s3-
outposts:ReplicateTags 77> 3> 0OTF 7 AFFA & S3 on Outposts ([CFEL 1235
&, Amazon S3 AT IO RNERIZZTEZLTUT—MNLET, IAM O—)LICBIT 254
F. TIAM O OER. 25RBLTEZ L,

Outposts TOL7VT—> 3> I)L—I)LDERK

S3 Replication on Outposts &, B—E & IEE %2 AWS Outposts ICHB/NT Y NEBTOATS T Y
NOBBNTIERBOL SV r—23a>Td, L7UT—23a> TR, FILKERENEATDT
IRBREAT TV MOEFHAN. L7 US— KT Outposts N7 Y RA S L 71— K 5 Outposts
NIy NMZOE—&hET, FMIZOVTIE., "S3onOutposts DATZ IOV RDL T U —h
ZSRLTLSEEZL,

@ Note
L7U—=2arv)l=)zvYy N7Y73Ba1lICL 71U — Kt Outposts /N Y NIZHE
ELEATZITU R, DFV, S3onOutposts FEADE>TATZSIVRNEL TV —
RLERBA. LTVT—2a3 BEOHICERENEAT I ONELTVT—RTBIC
&, CopyObject API ARL —>3> AL T, Tnhsz@AU/NTY MZOE—LE T,
FA7DIORNFIAE—EhDE, NTY R THLVLW,, ATZITOVRELTRREN, L
TVr—2a BRENBRATAET, A7 TV MNOOE—OFHMIC OV TIE. Amazon
Simple Storage Service API V7 7L 2> A® TAWS SDK for Java Z{£H L T Amazon S3 on
Outposts N7 Y MCAT DT O RNZTIE—9%, $ KT "CopyObjecty ZZRL T
(A

L7VTr—>aeaRETHEER. LTUT—Kx Outposts N7y NCLTVT—>3>)L—)l
ZEBMLET, LTUT—>32)—)LIC&kY) ., L7 U —KT Outposts NTY AT T K
E.LTVT—RENEFTDT ORI REFENBLT U7 — K% Outposts N7 Y RATEERZ h
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F9. L= EERLT, NTYRMAOIRNTOATZIIN, FLERBEOF—BOTL 71V
DA ADREDATSIORNET, $BVETOEAFZEEFE>AToI OO T Y NEL TV
F—KRNTEET, LTV —N5% Outposts /Ny MMEL 74— K7t Outposts /N7y NERL
Outposts IC&H 2 TE., Bl Outposts B2 TEAFTVER A,

S3onOutposts L7V —23 2 )L—IATR, LZ7IVT—rRELTIVT—RED NTY REDOR
D2, LZ7UT— Bk Outposts NTY NOT IAKRA >~ Amazon )Y —AZR—LA (ARN) &
L7°U4—K5%® Outposts NTY ROTVEARA N ARN DS EEETIHEN HVET,

IR 247 O RNN—23 20 ID #BEL 354, S3 on Outposts 1k L 7°1J 4 — Nt Outposts
NTY NAOEFOATSTOMNN— a3 &HBRLET, LAL. L7 US— K% Outposts /N7 v

NATEDHIBRZELTVT—KNTBDEelEHYEREA. DFY, L7V —K% Outposts /N7 VY ~

PSEAUATZTORMN=2a> zZHIBRLEBA, COBEREEOHDHIBRNST—XEZRELEF
9,

Outposts NTY MZLZUT—232 )= ZEMTDE, TOIIL—ILETT7#ILNTENICES
), RETHEITSICHEZHBLETD,

COfITIE, £7%% Outposts ICH V), BIU AWS FHI Y KRFMEBETS, L 71U — Kt Outposts
ELZ7Ur—R% Outposts ONNTY ROL7VT—23 >0y N7 Y 7ZTVWET, Amazon
S3AVV—=I)ZFERATBHICDOVTIE, AWS Command Line Interface (AWS CLI), AWS SDK

for Java, & KU AWS SDK for NET ZZRB L T<EEV, JOAFTHT > KD S3 Replication on
Outposts 7V EAFFAIDFMICOWVWTE, "TL7UT—>23 xneL 7)o —=2 32 %0 Outposts
NTYRHNEBDANS THOUVRNCE 2TFHEENTVRBEOT IV EAHAONE) 28R T
<iEEEV,

S3onOutposts L7 VT —2 32 ) —I)LE2REIDLOOERFHICOVTE, "TL7UT—23
YW= DERDERSFF ) ZZRULTEE W,

S3JVY—ILDEA

LTOFIEZERITLT, L7V —KIT Outposts /N7 Y NERES Outposts ICL TV —RE
Amazon S3 on Outposts /N7 Y RAFHBBEDOL T T—>3 2 I)I—I)LEZRELET,

L 74— K% Outposts /N7 Y RA'L 74— K Jt Outposts N7 Y NEWRRIOTHI MNCH
B8k, L7V —KN% Outposts N7 Y MZNNT Y RARUS—&EBMLT, L7UT—KTT
Outposts NI Y K7 HI Y NOFIBEHIC, L7V —K5% Outposts NTY NODATSTORNEL S
DT—KNTB2T7 O AFAZFETIHLEN BYET,
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L7V —23a2v)l—)LekKTBICE

1.

AWS YXZRIOX RNV ICHAL>2 142 L, Amazon S3 1122V —)L hitps://
console.aws.amazon.com/s3/ ZBE&Z X7,

[Outposts N7 Y R UART, LZVT—rTNTY RELTHEATZINT Y NOERZER
LET,

[BE]) 27 #BRL., [LT7VT—232 )= ETARAYO-LLT, [LTUT—>32)—)
ZER] ZBRLET,

[LZ7VT—=232)—)LE] T, BTIL—LZBRILPIVRSICIL—IIOERMEZADLET,
L—LEBEBEATHY., NTY AT —ETHIBENFHYET,

[AT—Z2A] T, F7AIRT[BEMHFBREIATVERT, BRCEhEZIL-IILE. REFETS
EFSICHBELBOERT, IL—IILZ2RASENICITZEEE. [EY] 2BRLET,

(BEE] TR, L-ILOBEEEICKS2T, EETIIL—INHZDBEICERATRIL—INRE
WES, AT T O EROL 7V T—23a 2 )—I)LogEHICEENS5HE. S3 on Outposts
FchsOBEEDEZFERAL THEZERBLET, 72ILRNTR, FILWIL—IIFZREELET
L7)Tr—2 a2 BEICEMENET, BENFMFRKEVEE, BEENFrE<BEYUET,

L=IOBEEZZEETDICE,. L-LEREFELER L7VT—>32I)—I)LUARYSIIL—
ILEBZRBRL, [70232V]ZBRLT, [BEEOHEE] 2RRLET,

[V=ANTY N ICRE., L7VT—>232 ) —RZRETRLEODRDATZIVAHYET,

s NTYREGELTUT—RNTBER, NTY NAOTRTOAT I T Y MNCEA] ZBRL
7.

« TL7AYIRKERET74NRIVT2LTVT—23 Y —AICHERATDICE. 12
FERBEHO7 1L E2—Z2EALTZOIL—IIOERHERZHRLEIT] ZBRLET, 7L
TAYVIDREBRTEAEDEDENTEERT,

c BUZL74YIRERDINTOAT DIV NEERTBICR. [FLTAY IR T,
RYIRCTLTA Y IREAALET, [FLTAY IR 7L E—%EATHE, FL
XFITHED B (pictures BE) ERFDIIRTOATIIIRAOLT U r—3 3>
EHRLET,

TANLZOEMETLTAYIRELTANTDHERE. BBOXFIL /(ASYS 1) &6
AI2RBENHYET (Bl pictures/).

c N DFEREBOATZIORNETEE ODINTOAT DI ORNELTVT—RTBIC
&, [FTZEMN Z8RL, RY VACF—ELEORTZANLET., BIORTZEMTS
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Lk, COFIEZZEVBRLET, AT IO RNZTOFMIZ OV T, S3 on Outposts /\
TYRDERTDEMZEZRL TEZ L,

8. S3onOutposts DL 7V —KTNTY NMZCTOEALTL7UT—23>%2T351C&, [V—
ATOEARAVRNBI T, LTUVT—MTNTY MCEREATVWBETIVEARS > M EER
LET,

9. [#fE%] T. S3onOutposts THT/Z IO RELTVT—KNTBL 7T — K% Outposts /\
TYRNDTOEARAZNARN ZBIRLUET, L7 UT—R5%E Outposts NT Y Nk, L7V
T—KJt Outposts N7 Y NERBUEEREBED AWSTHIUKN ICBRETSDCENTEET,

L7V —RENTY RAL7 U4 —KJt Outposts N7 Y NERBIDTHO N-H B35
Bk, L7V =K% Outposts N7y MMZNNTY RARUS—ZEBMLT, L7UT—KTT
Outposts NI Y RT7HI Y NOFRBEHIC, L7V —K5% Outposts NTY ROAT T UM%
L7VT—KN32T7 0 AFAZGETRIHXEN BYET, FMHICOVWTEK, "L7UT—23
el 7 —232 %0 Outposts /NT Y RAFRED AWS PHIOUNCKR2THBEENT
WRBEOTVEAFAINHS, 28RBRLTEETV,

® Note

L 74— K% Outposts N7 Y RTN—=23aZIFEMICKE2TVWEVES
&, N=23a 008U KRR ZECEENRREhET, N7y hTN—=D 3
U BMITRICE. CORRCERBRLET,

10. S3 on Outposts A 1—H—DLHIZATZ T I NEL T — K TES AWS Identity and
Access Management (IAM) Y —EAO—J)LZZELE T,

IAMO—L%2tY N7y 7 F3ICE. [AMO—JL] T, XOVWThADBREEZTVET,

« S3onOutposts TLZ7UIT—2 3 VERERAOFH LV IAM O—I)LZERTBICE. BIFO IAM
AO—JLASEIRTSD] ZFERL, HLLVO—-IILOER] ZEBRLET, I-IILZRETD L,
BIRLEZL 7V — K7t Outposts N7y &L 7J 77— K% Outposts NT Y MZ—3T B
IAM O—=JLICRHLULTHLWVWRUS —HFEREhET, HLVO-ILZERK] 2 BIRITZD L%
HRLET,

- BFEOIAMO—-ILOFEREBIRTEET, TOHER., L7VTr—2a VItBBLRTIEA
FFA[%Z S3 on Outposts ICNETHO—IILZBRTDIHBENHYET, cOO—I)LICK>TL
TVT=232 )=S0+ T VAT S3 on Outposts ICFEE iz V5
E. L7VT—23a EKBLET,
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11.

12.

13.

L—
r—
—LLT, L=ILZ&8RL, LI DimE] 2 FIRL 7,

A

BFoO-IILZERIZICE. BEIFOIAMO-ILASER Z2BRLTAS, RAYTED
XZ1—TO—)ZBRLET, IAMO—J)L ARN ZANT D] ZEBRLTAH S, IAMO—
LD Amazon VY —AZ—LAL (ARN) ZANTBDEETEET,

/A Important

S3onOutposts N7 Y NMZL 7V —23a 2 )l—I)LZEBNT3HEE. S3 on Outposts
L7V —2a> 7O AFAZF5TS IAMO—I)LZERL TETCENTED
iam:CreateRole & iam:PassRole 7V A A ZEFE OXKENHVYE T, FMICOV
T, IAMI—%—HA RO TAWS O —E A OY—FEAICO—I)ILEZEITT I AE
ReEI—H—ICNHE5T21 283RBLTIEEL,

Outposts/\’]‘l ROIXRTOATDTURME, F7FI)INTHES{EENET, S3on Outposts
SLDFFMIC DOV TIE, TS3on Outposts DF—RAEF, Z2SBL T EE LV, Amazon
SB??—PI*':\‘ (SSE-S3) Ik B H—N—fAloEFS{LEERAL CEStenEATIT O
0)&75‘"I/7° )r—KNT&ET, AWS Key Management Service(AWS KMS) ¥ —Z#ERA L -1 —
—RlOEESAL (SSE-KMS) £ HEENMABELEBSLF—2FAL Y —N—BlOBS
(SSE-C)’E{EFHL/'CH ﬂf.éh?'i_7.|'7/l7|\0)|/7U’T—/EI/(E»HT‘J' REhhTLVEREA,

BBIZHUT, LTVT—=23aV ) REEZRETIHRE. XROEBMAT> a2z LE
EED

s L7V =23 RET S3onOutposts L7V —2a U XRNUORAZBMICTSICE, [L
TVT—=23 0 XRNUORA)ZBRUE T, FHHICOVTEE, TLTVT—>23 2 XRNUORA
ICERBDETRROE_R) T 2B LU TLEEL,

s L7V =23 BRETHBRYN—A—LTVT—>3a>a2GCT2568., HIBRY—H—
OLFVT—>23a ] &BRUET, FMICOVWTE, THIRARL—3 LT )T —
AVICEZBEE, ZSRLTLEZL,

. b7°')7]€:ﬂﬂi5hf:)<9?-9®§§’i L7VT—KNRA7 IO NCERTZES
VILZTUAZEEOEH] ZBIRLUE T, FHMICOWVWTIEE, TOutposts ® Amazon S3 L 71
ﬁgﬁd)ﬂﬁﬂb‘ﬁxbt_f&vfb\bi% DLTZTVT—23 VAT —3A, 28RBLTLKEEV,

[A—)LZEK] 2BIRLTHRTLET,

LWEeREFELES, - ZzimE. AL, BL, FLBHRTELERT, TOLDHICE, LTV
N 7T Outposts /N7 Y b [BEE] 27 ICBEL., [LTVT—232 )= 9232 &TRAY

L7r—>3a>nRE APl /N\—< 3> 2006-03-01 171


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html

Amazon S3 on Outposts I—%—HA KR

DO {EAAWS CLI

L 7% — K7t Outposts /N7 Y h& L7 U — K 5% Outposts /N7 Y RARIU AWS PHUV K (2

EO2THBEENTVWAESIC, L7VT—>23 0OFREICAWSCLI ZFEATSICE

« L7U4s— K3t Outposts /N7y &L 7V r— K% Outposts N7 Y N ZERT S

s MAEONTY NTN—=23a 2T z28METS

« FTDITORNELTIT—RNTB78HD S30onOutposts FAIZF5T S IAMO—)LZERL F
CP

« L7V — KT Outposts N7y MCLTVT—2 3 BEZEBMLET,

REZBEIBICE. TAMNLET,

L 7% — K7t Outposts /N7 Y h& L7 U — K 5% Outposts /N7y A RILU AWS PHU > MIC
KOTAHEENTVWRHELCL TV T—23 02wy N7V 7T I3ICE

1. AWSCLI OFRREIBER7O77 AN ERELET, CofiTik, 7OT7 748 acctA ZFEH
LET, BABBR7O774IILDEREICDOVWTIE, AWS Command Line Interface 1—H'—H A
RO TEEIHETO774)1 B5BLTLKEEV,

A Important

OEBICERATZT7O7714IIE, BEBTIOLAERZF >TVWBIXENHY)
i@“o BIZEFE, LZ7VT—>3 > 5&ET, S3onOutposts N'E|EZ(FTDENTE
2IAMO-)ZEELET, FAHITS7O7 7 14JLIC iam:CreateRole ZbckZ}
iam:PassRole PV AFAN HBDIZENDARERITTEEXRT, FMICODVWTE. |
dA—Y%—HA RO TAWS O —ERXA O —ERAICO—I)ZEITT 7‘|Z7\¢2E_|3E"<i:l_—

H—I_ 5925, 28BLTLKESVY, EBEORIIEREFEAL TRaAEIO7 7
AINEERTDE, BEENETO77ANICEIRNTORRAVZRITITILEHICHE
BT VEAFANTEEhFET,

2. LZUT— NIy NEERLTN—23a 2200 %8MILET, XD create-bucket
R RiE, RERE (/N—2 ZF4bF) (us-east-1) 'J—=3 2 SOURCE-OUTPOSTS -
BUCKET NTY RZHERLET, CcOOANY RZFEAT I, user input placeholders
Z1——BHORHRICEEHLAET,
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aws s3control create-bucket --bucket SOURCE-OUTPOSTS-BUCKET --outpost-id SOURCE-
OUTPOST-ID --profile acctA --region us-east-1

R® put-bucket-versioning Y2 Rk, SOURCE-OUTPOSTS-BUCKET INTY KR T/N—
SAZVJERBMILET, COOANY REFERHTBICIE, user input placeholders %&
A—Y—HEOBRMIEEHRAET,

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/bucket/SOURCE-OUTPOSTS -
BUCKET --versioning-configuration Status=Enabled --profile acctA

3. LZTUT—RENTY NEERLTN=23Z00%28MILET, XD create-bucket
O Rk, RKEFES (AL D) (us-west-2) U—3 /(2 DESTINATION-OUTPOSTS -
BUCKET NTY NZHERLET, cOOANY RZFEATBHICIE., user input placeholders
Z1——BHOBEHRICEEHRAET,

(® Note
L7V —2argel U —3 > %0 Outposts /N7 Y ROFEBHNEL AWS 7 A
JUNICHBEE. LTUT—2a BEEEEY NT YT IRICE. BURRINE O
T77A4INZFEALET, COPITIE acctA ZFEALET, BBDANSTHIKN IC
E2TNTY NFFBEENTVWEEES, L7VT—2a BEEZTARNTSICE,. Th
FNRONTY NCEAZZ7O77A4INEEELE T,

aws s3control create-bucket --bucket DESTINATION-OUTPOSTS-BUCKET --create-bucket-
configuration LocationConstraint=us-west-2 --outpost-id DESTINATION-OUTPOST-ID --
profile acctA --region us-west-2

R®D put-bucket-versioning AN > Rk, DESTINATION-OUTPOSTS-BUCKET NT Y NT
N=23aZ2T72BMILET, COOANV RZEFEATSHICIE, user input placeholders
Z1——BHOBEHRICEEHRAET,

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-
OUTPOSTS-BUCKET --versioning-configuration Status=Enabled --profile acctA
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4. [[AMBP—ERO—-ILZHERLET]. LTVT—2 3R ETIE. BT SOURCE-OUTPOSTS -
BUCKET Ny Mo —EAO—)LZEML E9, S3onOutposts &, I—H—ICKH >
TAHAT7DIORNEL TS —RT2200-L%E5Z2ZHFET, IAMO—-)LE 2 20RTY S
THERLET,

a. IAMO—/LZERLEXT,

. ROEFEARVI—ZIE—-LT, O—AILIEI—XOBEOTFALIKNIICHS
s3-on-outposts-role-trust-policy.json EVWSHEBDO 7 7 A IIICHERTFLE
T cORUD—F, Y—EAO—-ILZ5EZTHT IV AFFT%Z S3 on Outposts
H—ERATV I NILICAELET,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",

"Principal":{
"Sexvice":"s3-outposts.amazonaws.com"

1,

"Action":"sts:AssumeRole"

}

i. XOOANVREEFTLTO—-IILZERKLET, user input placeholders %&,
I—Y—HEOEHRICEEBRAET,

aws iam create-role --role-name replicationRole --assume-role-policy-
document file://s3-on-outposts-role-trust-policy.json --profile acctA

b. TUOERAFARIS—2H—EAO-LIZTERYFLET,

. ROTOVEAERRI>—Z2IE—LT, O—ALAVEI—-ZOREOTFALY
NJIC&H B s3-on-outposts-role-permissions-policy.json EWSZBEID
T7ANICRELET, CORUI—F, €F&F%4 S30nOutposts /N7y heFT
DSIORNTOIIVICRTBIT IV EAFTZFELET., CORI—ZFERATSIC
l&. user input placeholders Z1—H—HBHEOBRICBEBRAET,
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3-outposts:GetObjectVersionFoxReplication"”,
"s3-outposts:GetObjectVersionTagging"

]I

"Resouxce": [

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/SOURCE-OUTPOST-ID/bucket/SOURCE-OUTPOSTS-
BUCKET/object/*",

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/SOURCE-OUTPOST-ID/accesspoint/SOURCE-
OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

]
},
{

"Effect": "Allow",

"Action": [
"s3-outposts:ReplicateObject"”,
"s3-outposts:ReplicateDelete"

1,

"Resourxce": [

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/
bucket/DESTINATION-OUTPOSTS-BUCKET/object/*",

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/
accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

]

i. RUD—ZERLTO—NICTEYFITBRICE. AOOX REEITLET, user
input placeholders &, 1—Y—BEBOBRHRICEEMAET,
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aws iam put-role-policy --role-name replicationRole --policy-
document file://s3-on-outposts-role-permissions-policy.json --policy-
name replicationRolePolicy --profile acctA

5. SOURCE-OUTPOSTS-BUCKET NT Y NCL 7V —>a ikEZEBMLET,

a. S3on Outposts APl [& XML EXTOL 77U T —> 3 BEZERLETAH. AWSCLI T
FL7VT—>3 2 EEZ JSONFEXTHEETAIXEN HYET, UTOJISONZ, TV
Ei1—200—hILF4L I KMJ®D replication.json EVWS 77 A IILICRELET,
COREEMERATDICE., user input placeholders Z#1—H—HBHEDBERICEE

AFY,
{
"Role": "IAM-role-ARN",
"Rules": [
{

"Status": "Enabled",
"Priority": 1,
"DeleteMarkerReplication": { "Status": "Disabled" },
"Filter" : { "Prefix": "Tax"},
"Destination": {
"Bucket":
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST -
ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT"
}
}
]
}

b. JR® put-bucket-replication AN RZE{TLT. L7 U4 — Kt Outposts /N7 v
NCLZUT—>3a BEZEMLET, cOONY RZFEATSICIE, user input
placeholders Z1—HY—BEOEHRICEEHMAET,

aws s3control put-bucket-replication --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST -
ID/bucket/SOURCE-OUTPOSTS-BUCKET --replication-configuration file://
replication. json --profile acctA

c. LZVTr—2arREEMEBITSICE. get-bucket-replication AN REMFEALE
To COOANY REFEHATBICIE, user input placeholders & 1—H—BENDER
CEE|AET,
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aws s3control get-bucket-replication --account-id 123456789012 --bucket
arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/
bucket/SOURCE-OUTPOSTS-BUCKET --profile acctA

6. AmazonS3 AV —-ILTEYNT7YTEZTFANLZET,
a. AWSXZRIXRNIOAVIU—=NIZHA4242L, Amazon S3 12V —)L https://
console.aws.amazon.com/s3/ ZBZ £ 9,

b. SOURCE-OUTPOSTS-BUCKET Ny RIZ Tax EVSEBID 7 # )L EERLET,

c. SOURCE-OUTPOSTS-BUCKET Ny RA®D Tax 7 ANFICH I AT o NEEBML
x99,

d. DESTINATION-OUTPOSTS-BUCKETINTY RT, UTOE%=HERELET,

- S3onOutposts AT O RNELTUTr—MLELL,

® Note

S3onOutposts KA 7TV RNELTVT—RIBDICHAHIBEBIF. #72T
IMNDHARICK2TEBYET, LFVT—2a 0AT—RAEZHBRTSDH
EILOVWTEE, "LV =23 AT—3ABHOME ., Z22RBLTLKEE
Wo

s ATTIHONO[TANT A BT T, LTVT—23 0 ART—2A] N [LTUAH]ICER
BENTVET (ChZELTIVAAFATZT oML THEE),

L7VT—>3>nERE

cOtEY> 3Tk, S3onOutposts TEATMEESREMOL 7 US—23a B EATa>, LY
DTF—2 3 AT—RA0RRERE, L7VTr—23a> oo 2a—F74200FEICOVTEH
BLET FBLLTVT—230REICOVTR, "L7VT—23a > 0%E) B5RBLTLKES
(A

REY D

s LZVT =23 XMNVIJARICLDETRREOEZZV T
s L7V =23 AT —2ABHROEE

s LZ7VT—=3a oIV a—F142Y
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- S3 Replication on Outposts (= EventBridge Z{£/H 9 %

L7VT—=232 XN JAZRBDETRROEZZI T

S3 Replication on Outposts &, L7V —2 3 VBREODL 7V T—23a 2 )= I)LOFRBEXRN) S
AZRBLET, LTVT—2a3a2 XNV ORZFERALTILTUT—23 0 TREZ 5 2 ER
TEZRIITBICE, REBFOLTVT—2a3a>oNAM 8, L7VT—2a>ol47202—
L7V —23>, REPOLTVT—23>0REZEBHLET, REOBMEORNT I 21—
T4 RELZETSDLHIC. Amazon EventBridge ZFREL T, L7V —2a>0kHICEITZE
MEZ D LETEET,

L7V —2a> XN O RAEERIZTSBE, S3 Replication on Outposts XD X NI A%
Amazon CloudWatch ([CHTL £,

c L7VT—23 ERELTVBANAN-RBEOLTVT—232V)—IOLTVT—>32%
RELTVWB AT T I NDER/NA M,

c L7VT—23VLATUI—-REOLTIVT—232)—)LT, LTVT—RNENTY RY
L7VT—KRTNTY NOBRIZHZDHZADE,

c L7VT—23 EREBLTVABRE-BEOL TV T3 )—-ATLTVT—232 &K
BLTLVRREOHK. BECKE., 77T IN, HIRNYN—H—, ZTFEENET

@ Note

S3 Replication on Outposts I&. CloudWatch HARXRALX KUV AERUREL — N THERE
nNET, FMHICOWTIE, "CloudWatch &€&, Z283BL TS,

L7V Tr—232> AT —2 ABHROEE

L7 —>23>AF—AR Ak, Amazon S3on Outposts IC&k2TL TV Tr—REhd 47219

NOREVREZHMIDDICKILEET, LT7VIT— A7 2IOMOLTVT—23 20 AT—
X Alk, PENDING, COMPLETEDE EWEFAILEDOWVWThAZRLET, L7VADODL TV —> 3

VAT—RANREPLICAICIRE NET,

L7VT5r—23a>AT—2 ADOHBE

L7V —>aror0ATR, L7UTG—23a2 28E35L7U9—Ma/ATY ME, S3on
Outposts " A7 T O RNZELTVT—KSBLTVT—RNENTY hE2ERALET, Chsn/N
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TYRDSHATZIIN (GetObject M) FhlEA 72TV MNXZF—2R (HeadObject & fF
B)ZVOITARNTBHE, S3onOutposts L AR AELTUTOKRSIC x-amz-replication-
status AV A —ZRLET,

s LTUT—R"TANTYRNOATZSIORNEVIITARNTZHEE, VIVITANLEATZSIVRNL
TV5—23a > "{RTH S E. S3on Outposts Ik x-amz-replication-status AY A —%IR
LET,

BlzE, L7VT5—>a @&ETHATI I IONTL T4V U A TaxDocs ZEL T, F—BNDS
L74vY9ATaxDocs AV EAT DT ORNDAEEL T —MNTB&KSIZ S3 on Outposts 12
BRLTWRELET, cOF—BOTLT74vOREHED, 7Yy7O—RLEITRNTOATDT
2 N (TaxDocs/documentl.pdf B E) A LT VIT—KREhET, COF—BOTLT1Y IR
PRWEATZSIORDOIOITARNTIE, S3onOutposts A, A7 T ORODL TV —23

> YREEA" PENDING, COMPLETED, F/ Ik FAILED DEOWTFNA D x-amz-replication-
status ANV A —ZRLET,

(@ Note

72T ONETYT7O—RULEET, 72T O0MNOLTVT—23 2 ICkBL S
. L7VTr—23a zBRTTEERA, E53—EBATDIIONETYTO—RTIH
ENFGVET, LZ7VT—>320-L0OFAERLEENTY NOFANF WG EDREN
HDBE., 77T U N FAILED OIREICBITLE T, /N7 Y MX° Outpost A EATE
BUVWERED—HNBEEENFrRELEEE. L7VIT—>3 2 0OAT—XR AR FAILED IZI
2579, PENDING DEFRICBYET, UY—ANFUFA42VICKES &, S3on Outposts
FZhsoAxA72zoNOLTVT—>3 > z2BRALET,

s LTVT—RENTYRDSATZSIONEVIDIANLERE, VITARNRENEFATSI VN
¥ S3 on Outposts ICK P THERE L7 UHTHBEEIZ, S3 on Outposts IFfEA REPLICA
TH 3 x-amz-replication-status AY A —%RLET,

(@ Note
L7V =23 8B 2>TWABLTVS—RaN\TY RASHATS IO NZHIRT S
B, BIRSBHICATZSIONDLTUT—23 AT —RA%ZFIVIOLT, TOAT
SIORNKFLTIVT—RENTVWBREZHERLET,

L7Vr—>a>o&R APl /X—2 32 2006-03-01 179



Amazon S3 on Outposts I—%—HA KR

Outposts ® Amazon S3 L 77U AZEORAEBMICBE>TVWRFZIEOL TV T—> 32 AT—2A

L7V —>3>)L—)LA S3onOutposts L7V HOEEZBMICTSE, L7 UAHIE REPLICA
PADAT—BRAZLR—RTEERT, XXF—ROEBENLTVT—MhOFERE. LT7UHOD
x-amz-replication-status AY A —I& PENDING ZIRLE T, L7V HZEORHN X ZFT—
AOLTVT—RNCKBUEBE, LT7VAHDOAY R —IF FAILED 2 BLET. XXF—2NEL
L7V —heEhde, L7VHOAY X —(FE REPLICA I RLE T,

L7V —>3a>o RSN a—F420Y

L7VT—2a> a2 RELERICATZSIONLTUANL T U — K 5% Amazon S3 on Outposts
NTY MCRRENBVEERR, ChsOZ 7N 1—FT10 00 Na2FERAL TCREZEE
L. BIELTLEEL,

- S3onOutposts A" F 7T IVREL VT — RSB LEHICETHRHEFES TTERLERICHKEFL
FT(LTVT—bmELTIVT—R%E®D Outposts, 7T O RNDHAXBE),

V=—AATZITORNOL T VT =23V AT —2AZHERBITDEELTEXRT, 72T MDOL

TV —23 AT —2 AN PENDING MFBE . S3on Outposts A'L7VTr—23a>ZFETLT

WEBA, ATV RNOLTVT—2 3V AT—R AN FAILED OFERE. L7UT—KaN

TYRODLZ7VT—2 3 0BREZEBLTILKEZ L,

s LZ7VGT—=RTNTYROLTVT—=230REICOVWT, UTEHERLET,

s LTVT—=KRENTY ROTOEARA > N Amazon )Y —AF—L (ARN) AIEL LY,

c F—BDTLTAYVIANELV, HEXE, Tax EVSTL T AV IRV EATTH
RELZ7UT—KRTBHREICLIEBSE,. Tax/documentl ¥ Tax/document2 D& S EF—F

DATSIORNODENLTVT—REnET, F—FH "document3" OATZ T I KNKL TV
7_|\éniﬁ/bo

e AT—ARAIFEnabledT79,

« YONTYRTEN—DIZUIN—RELELEATVEVCEZERLET, L7UT—bkEL
TVT—RNEOBREONTY RT, N—=23 20 2B8MCTIHRENHVYET,

« LTUT—=RENTY RO AWS FHO MK 2 TAHAEETHATWVWSREE, NT Y NFiEE
N, LZVT—RaNNTyY ROFRBEBEICKRLTAT ST ONOL 7 T—23a> 28325/ Y
RARDS—&LTVT—RNENTY NICERELTVWB CEZBRBLET, HllCcODVWTE., TLTU
Jg—avxgeL7T)T—232 %0 Outposts NT Y KRN RBED AWS FHI U MK 2TFRE
TNTVWBREEOT IV EAFINNE, #SBLTLKEEL,

« FTITORNODLTIVANLTVT—RENTY MZRTRENBEWES, UTALTUT—23 >
ZBFTVBDAEEN DY) FT,
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s LTVT—"TANTY NOAT IO NBENBIOLFTVT—2 a3 BEICK > THERE L
TUNTHBHE, S3onOutposts FZDATZTORELTVT—RNLEBA, HlZEF. N
TYNADRSNTYRBA, NTYRBASNTYRNCADLTVT—2a REEREL
B4, S3onOutposts ENTY NBICHBDATZIIORNLTVAZNTY NCALTUT—K
LEEA

NTYNADOATZTORNENTYRBENTYRNCIELTUT—KTBHERE. Y—AN

TYRNODLTIT—2a REOEBBLTVT—23 V- TERONTY REXREREL
£, fIAE, V-ANTYRNAL220L7TV =232 )— )L ekBELET, 1 D2DIL—
WEEENTY NBIZLTVUT—KL, £5120)L—)ILREEENTYNCIELTUT—HL
x9,

c LZUT—"TNTY NFIEER, #7210 ET7Y7O—-RIZLEHOHFTEMD AWS 7
AIVRNIRETEET, F7FIRNTR., LTVIT—RTNTY NFREER., T HIU N
LR 2P THERENEATD I VNI BT IO EARTTEEEERA, LTUT—3VRET
&, LZ7VT—MTNTY NFREBEN T OV RAFAZEOATOIVNOAN LT UT—REh
£9. L7VTr—>a>0fEERBETZLEHIC. LT7UT—RNTNT Y NFIEEIK, fHAE
TATDIVRNEBERTREOOMD AWS THO N TUORAHFTEZEREL, Thsnx7
DIVRNIRTIEARNEBT IO ELAFTZERTDCENTEXT,

s LZ7UT—=23 BREIL, BEODRITEZFO>ATSIIVONOY T Y NELTUT—KNT DD
nDIL— )L’E’Lﬂﬂ?‘étbﬁ?o —MiF4E, S3onOutposts AT I ORELTVT—RTBIC
&, 72TV MDERBICBEEND R F—EEEEVYHTDMENBVET, TAFTZ1H
NEERL T, ThASBREOAT DI INIRIT ZEML =354, S3 on Outposts IEFNDFT
SIONELTIUT—KNLEEA,

s NTYRRIVD—=TROVWTNADOT O I>TLTI)T—23a>o0—-IAN0OF7 Ot A%ZESRL
ESEe. L7Ur—>3a kL%,

L7V —hrTONTY b

"s3-outposts:GetObjectVersionForReplication",
"s3-outposts:GetObjectVersionTagging"

L7VT—RENTY

"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateTags"
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« EventBridge &, 7 IO RKNNFLTUT—R%E®D Outposts IZL 7 U —REhEWEEIZEA
TEFET, FMIZDOVTIE, TS3 Replication on Outposts (= EventBridge Z#FH 3%, 2#58BL
TLEZL,

S3 Replication on Outposts = EventBridge Z#H 9 %

Amazon S3 on Outposts I&. Amazon EventBridge EfiE&&E N TH V), s3-outposts F—AXA
R—AZFEALET, EventBridge &, 77U T —2 32 ZEEXEEBY AP SOTF—XRITE
BIDLEDHDIERATEDRY—N—LADARY MNAY—ERATY, FMICOWVWTE. "Amazon
EventBridge 1—H—74 4 R, ® "Amazon EventBridge &£l 2B L TSV,

L7V —2a BEOBREORNS TN 1—FT 4200 2% ETSH8HIC. Amazon EventBridge %

HRELT, LTVT—23 > 0RBARVNCHTIBEHNZZ TS &€ TEET, EventBridge

. 7T ORI FARATAZ—23 2 Outposts L 77U T —RENBVWESICBHNTEET, L

TVT—RENBDATSIONOBREOREOFMCOVTR, "LTVT—23 0 AT —2ADH
=, EBBLTEE,

Outposts NTY NATHED AR MNA"EET S -0 (Z S3 on Outposts l& EventBridge (24 X
VRNEEFETEET, MOBEERFELRY, BETRIANRNRATEZERITDLEEHVY E

B A, £/, EventBridge L—ILEFEATRE, AIXRVRNEEBMOZ—TY NIIL—KTEFE

9, EventBridge ZHB%*1ICF 3 &, S3 on Outposts XD FTXTHA X K% EventBridge ICIAE L
7,

ARYNEAT B1L] Bz [
Operation L7V —=>av)=ILA0FT>To s3-outposts
FailedRep ROLZ7VTr—>3a>hAkBUEL

lication S3 Replication on Outposts M &F#HC D

WTIlk., TEventBridge ZfEH L T S3
Replication on Outposts DEEEH % &K
79, ZSRLTLSEEY,

EventBridge % {8 L T S3 Replication on Outposts DEEZEEHEXRTRT S

IXDIEIE, Outposts ® SIL7VT—2 a0 FREUELEREZRLTVWET, EventBridge JL—JL
%5FEL T, Amazon Simple Queue Service (Amazon SQS). Amazon Simple Notification Service
(Amazon SNS), AWS Lambda, F % (& Amazon CloudWatch Logs Z /"L TRBOEHZLAFREL T
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Q—H—H1 K

RIRTEET, EventBridge TCNSDDY—RAZFERITBLEOICHELRT IV EAFAOFMIC DU
Tk, TEventBridge DJY —AX—AQORI I —ZFEATE, 2SRLTLEE L,

L7VTr—23a>0iMOER

AssumeRoleNotPermitted

DstBucketNotFound

DstBucketUnversioned

DstDelObjNotPermitted

DstMultipartCompleteNotPermitted

DstMultipartInitNotPermitted

SHI:I

o

S3onOutposts &, L7UTr—2 3 >ERE
THES TV AWS Identity and Access
Management (IAM) O—JLZ 5| Ef# < Z & &
TEEB A,

S3onOutposts l&, L7VT—2 3 E&ET
BEENELFVUT—NENTY REROWI
DN TEFEAS

Outposts L 7’V —K%ENTY RTN—2 3
“UNBRCBE L TVWEE A, S3 Replicati
onon Outposts THAT7/ IO RNELT U —
NTBIZE, LZ7VT—RENTY NON—
DAV EBMMILET,

S3on Outposts &, L7UTr—KNENT Y
NCHIBRZELZ7UT—KRTEEEA. LT
D —RENTY MIXT S s3-outpos
ts:ReplicateDelete  #EMRA BV AJHEE
HABYET,

S3on Outposts l&. L7UT—K%/NTY
RTHTZSIONDIILFN—R T YT
AO—RZXETTEXREBA, L7UT—RE
INTY NI T S s3-outposts:Replic
ateObject HERABVWAIEMA BV K
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V—AZHBL &, Outpost EXVEIBD TR HEICODVWTITHBNLET,

Example: /N Y N DERK
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Amazon CloudWatch Events Z{£f L 7= S3 on Outposts 4 X2/
BHOZE

CloudWatch Events Z £/ L T, Amazon S3 on Outposts APl A1 R RDIL— )L ZERKTEE

T L—ILZEERT S & EIZ, Amazon Simple Queue Service (Amazon SQS), Amazon Simple
Notification Service (Amazon SNS), & AWS Lambda 288, HR—KRENTVWBRITXTO
CloudWatch #—%"'Y R Z2BLU TEBMNEZZ (TMA LR BIRTEEXT, FHMICOVWTE. "Amazon
CloudWatch Events 1—H—7 4 K1 ®CloudWatch Events DX —%"Y N &3 HAWS H—EAD
VAR Z2BLUTLK &V, S3onOutposts TRIETZX—7'Y NF—ERXZRBIRTBICE,

" Amazon CloudWatch Events 1—%—23 4 K, ® "TAWS CloudTrail ZH L T AWS APl J1—)L
T K1J)#—9 % CloudWatch Events L—JLDER 1 Z25BL TS EE L,

(@ Note

S3on Outposts 77 TV MARL—> 3> Tk, CloudTrail IZ&k 2 TEFEE 2 AWS

API =LA RVKNE, TNSOARYRNEZEITDRSICRERH (723> TIRI ME
LOBZ—FFVTVETY) ZRELTVWRBEICOK, L—ILIC—FHLET, FMEICOVT
l&. AWS CloudTrail 2—H—H 4 R®CloudTrail A7 7 7 A )L DRERSBEL TS EE W,

Example

BATRIC, DeleteObject ARL—>3>0H 7 I)NI—=—ILERLET, cOYTIIIL—I%ZER
IBIZIE, amzn-s3-demo-bucketl % S3 on Outposts /N\TY RDBRIEBERRAET,

"source": [
"aws.s3-outposts"
1,
"detail-type": [
"AWS API call through CloudTrail"
1,
"detail": {
"eventSource": [
"s3-outposts.amazonaws.com"
1,
"eventName": [
"DeleteObject"
1,
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"requestParameters": {
"bucketName": [
"amzn-s3-demo-bucketl1"
]
}
}
}

AWS CloudTrail 0% T S3 on Outposts Z E_X1)>J 9§ 3

Amazon S3 on Outposts & AWS CloudTrail EEEENhTVET, cOY—EAK, 1—%—0O—
JL. £7I1F S3onOutposts M AWS DH—E R ICK2TEITENET IV ERBHERIZDH—ER
T, AWS CloudTrail ZEH L T, S3 on Outposts D/NTY RLARILEBLKTEATZTIRNLARILD
JOTANCET2BE®REEBL. S30onOutposts IR NTITAETAZEELTOJTICRER

TEET,

I T D Outposts /N Y MEEFEFED Outposts N Y KD JAKN®D CloudTraill F—ZX A X K
ZBEMICTBICIE, CloudTrall TFEIC K > TAEHZER T A HBEAN HV) EF, CloudTrail AT 7 7
ANIRNUDOEMICOVWTIEE, "S3onOutposts AT 77 AT R ZSBLTLEEL,

S3 on Outposts M CloudTrail =R A XY NOFTELBEJANIDOWVWTE., "TAmazon S3 1—H%—7j
4 K1 ® TCloudTrail ® Amazon S3 F— ARV~ ZZRL T EZ L,

(@ Note

« RANTZ9F4AREL T, AWS CloudTrail F—& 4 X N Outposts /N Y MZXL T
FATHA VLRI —"ERTRDEZHEBOLET. OV T 7AMINEEETIHEN
HHHEARBLAESOT 7 7ML EEHNICHIBRTDESIC, Z4T7HA4 TR —
ERELET, ChickY), I T Amazon Athena KD T2 F—XDENREY) £
9o FHMICOWVWTIE, TAmazon S3 on Outposts /NT Y RDZA 7 H A JIEREEZERS
FVEETD ZZRLTLEET,

« CloudTrail O &2 2T UT2HZEDHICOVTIE, AWSEYIF—R2TOJDREE
Analyze Security, Compliance, and Operational Activity Using AWS CloudTrail and Amazon
Athena ZZBL TS EE L\,
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S3 on Outposts N7 Y RTHTZ T N® CloudTrail Y82 BMICT
o) = ¢

Amazon S3 1>V —J)L& AL, AWS CloudTrail SE#FZ 5% E L T, Amazon S3 on

Outposts N7 Y RADAT DIV RNDTF—RAR N Z2OJICEBETEET, CloudTrail T

l&. GetObject, DeleteObject, PutObject & &, S3 on Outposts 77 T U KL ARJLD API
ARL—232007RBEFYR—FEIhET, CHSODARVNE, F—FARVNEFFNRE
CP

F7 # )L NTIE, CloudTrail EEBFE TF—R AR N 2B LEL A, =L, #EL K S30n
Outposts NTY RODF—ZRANR NZRZREITDH., AWS FHTU2 K ® S3on Outposts /NT Y N L
DINTOT—RARNERERITDELSICARZRETERT,

CloudTrail Tl&. CloudTrail f X2 NEBRBICTF—RXRA R MFBRESNEL A, 512, IXT

® S3 on Outposts /NTY RLAXRILD API AR —> 32 A CloudTraill 1 X NBEICADEND
HDIHTEHYELRA. CloudTral A OV TV FEDOFMIIOVTRK, AWSFL YD Z—0

" Amazon CloudWatch Logs ® 7 1 )L X —/\Z—>, & Amazon Athena Zf£fH L T CloudTrail O %&
VIJ9%1 2RLTLEE,

S3on Outposts NTY ROF—RAR NEOTICRBIDLSICFAHFZRET SDHE. AWS
CloudTrail A2 Y —=J)L&zl& Amazon S3 IV —=I)LOVWThAZFERATEET, AWSTHVU >
N ADTANTO S3onOutposts NTY ROTF—RARNERBERTDRSICAHNZRET S5
&, CloudTrail AV —ILZEATBHANEETT, CloudTrail AV —J)LZFEAL T S3on
Outposts F—R ARV NZRERHRITD LD ICAIHFZRE T D FEIC DWW TR, AWS CloudTrail 1—
H—HARD TF—FAXRN) BSBLTLSEETV,

/A Important
BMOZENf MR NTF—RICBRATSNET, FMICOVWTIE, AWS CloudTraill Rl& k%S
BLTLSEZL,

LTOFIETE. Amazon S3 2V —J)LZEAL T, CloudTrail ®FEHFT S3 on Outposts /N7 Y k
DTF—ZARYNORBRERETDHEERLET,
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® Note

NTY NEERTD AWS THIVRY, TONTY NZFEL. AWS CloudTrail (2349
% S3 on Outposts *—R ARV NZERETEDHE—DTHIRTTY,

S3 on Outposts /NTY NTHT 2T N® CloudTrail F—X A X NORBEEEMICTSICIE

1. AWS N XX RNIAY—=)I L4242 L, Amazon S3 122V —)L https://
console.aws.amazon.com/s3/ ZHE £,

2. EOFES—>32ARAT, [Outposts buckets] (Outposts /N7 Y N) Zi&IRL £ T,

3. CloudTrall ZFRALTOJZRBITH2T—RX AR MNH S Outposts /N7 Y NOBZRTZREIRL
x£¥79,

4. [ZAONTA]ZBRLET,
5. [AWS CloudTrail *—ZX A X2 N 9232 (C# &, [CloudTrail TERE] ZBIRLUET,

AWS CloudTrail A Y —=IILFBEEET,

1L W CloudTrail DL Z/ER T . BEFEOEHFZEBRAL T, AAHFICEBFETSHELSIC S3on
Outposts F—R A RV NZERETEET,

6. CloudTrail >V —I DAY 1K— R R—J T, [EHOER] £BRLET,

7. ATYT1EHOBMOBRIR—2T, EHOETHEANL, EHOYERETS S3/NTY
NZ#ERL, TOMOMELREZEEL T, [N\ ZERLET,

8. [AFY7 20 OYARYNDBRIR—ID[ARYNESLT]| T, [F—RARY N EBRL
=7,

[F—RANRYNRA 7] Tk, [S3 Outposts] ZIBIRLE T, [X\] ZBIRLET,

(® Note

« NLAIZERL T S3onOutposts DT—RAR NOOJRERERETDEHE.
F—=RARRNEZATEELLIEETIHENf BV ET,

« CloudTrail A2V =) ZFEATIESRE. [T—RXA X2 NZA 7] T [S3 Outposts]
ZBIRLUET, CloudTrail A2V =)L TIARHZERT B FEICOVWTE, AWS
CloudTrail I—H%'—HA ROOAVYV =) TIARZERB LVOEHR TS ZSHEL TL
=&V, CloudTrail 1> —JL T S3 on Outposts F—RX A R NOOJTREERE
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IBHEICDOVWTIE. AWS CloudTrail I—%—H4 R® TAmazon S3 A7 T4
ROTF—RARNEZOTICERETS, 2SRBLTLSEETL,

« AWS Command Line Interface (AWS CLI) £7zl& AWS SDK 2 A 3 %55
l&. resources.type 7 41 —JL R%Z AWS: :S30utposts::0Object ICEREL F
9. AWS CLI ZfFH L T S3 on Outposts T—X AR NEOJICRRETDHZED
FMIC DOV TR, AWS CloudTrail 1—%—7 4 R® "S3 on Outposts 1 X kD
O7%&) 28BLT<EEV,

« S3o0nOutposts NTY ROT—RARNZOJ IR TS -HDOREFOEREIC
CloudTrail A>Y —J)LE k& Amazon S3 IV =) ZEATIHEE. TONTY N
ICHLTAT IO NLARIILOOF D INBEMMELE N TVWS Z &N Amazon S3
V=I)LIZRTRENET,

9. [ATYT 3 DHRBEER] R—IT,
(o, FEBFDER]ZZBRLE T,

EULAREEEOT AR N Z#ELET. X

X3

S3 on Outposts /N7y RTHT T N® CloudTrail F—2 AR NORREEMICTZICE

1. AWSNZXIXRNIOAY—=)IL A4 42U, https://console.aws.amazon.com/cloudtrail/ T
CloudTrail AV —)ZRAE £,

EQOFET—23RA2T, [FHF) 2BRLUET,

S3 on Outposts /NTY RODANR NERRITDEHICERL OB ZEIRLET,
AHOFEMR— T, ALERBICHZ OV /4 &FIE] Z28RLULET,
RRENEZATATRY VAT [ATA 0 %2ELE] ZBIRLET,

o > oD

Amazon S3 on Outposts AWS CloudTrail A 7 7AILOI> NV

Amazon S3 on Outposts BE A X2 N&. AWS CloudTrail ZBU TRIATEER T, =510, BEIC
J5U TAWS CloudTrail DF—Z AR NOOTRERZEMCTDCEETEEXT,

ARk, V=23 AOEELESSNTY MZARNZOJ77A4INELTERETD RS ICHRE
TEET, Outposts /N7 Y K® CloudTrail AT ICE#FH L WT 1 —)L KD edgeDeviceDetails #°
BENTHY, BEENENTY MEEES N TLVS Outposts ZBBITEET,

BmoOd74—ILRICK, BEREchiETO>3>, O3> 0RBE, VDIOIARNNTA—2HNE
FhET, CloudTrail AT 774 I)Ik. N7V YO API O—IDJEFFTSNEZARXRYIRNL—AT
FAHEWED, BEDEFTRERENEEA,
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XDBITIE, s3-outposts TO PutObject 7 U232 %KY CloudTrail OJ T M JIZDWTEHA
LET,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:user/yourUserName",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "yourUserName"
.
"eventTime": "2020-11-30T15:44:337",
"eventSource": "s3-outposts.amazonaws.com",
"eventName": "PutObject",
"awsRegion": "us-east-1",

"sourceIPAddress": "26.29.66.20",
"userAgent": "aws-cli/1.18.39 Python/3.4.10 Darwin/18.7.0 botocore/1.15.39",
"requestParameters": {
"expires": "Wed, 21 Oct 2020 07:28:00 GMT",
"Content-Language": "english",
"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY",
"ObjectCannedACL": "BucketOwnerFullControl",
"X-amz-server-side-encryption": "Aes256",
"Content-Encoding": '"gzip",
"Content-Length": "10",
"Cache-Control": "no-cache",
"Content-Type": "text/html; charset=UTF-8",
"Content-Disposition": "attachment",
"Content-MD5": "je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY",
"x-amz-storage-class": "Outposts",
"Xx-amz-server-side-encryption-customer-algorithm": "Aes256",
"bucketName": "amzn-s3-demo-bucketl",
"Key": "path/upload.sh"
.
"responseElements": {
"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/
bPXRfiCYEXAMPLEKEY",

"X-amz-server-side-encryption": "Aes256",
"x-amz-version-id": "001",
"Xx-amz-server-side-encryption-customer-algorithm": "Aes256",
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"ETag": "d41d8cd98f00b204e9800998ect8427f"
I
"additionalEventData": {
"CipherSuite": "ECDHE-RSA-AES128-SHA",
"bytesTransferredIn": 10,
"x-amz-id-2": "29xX@BV20
+X0OHKItvzY1sulLvli6A52E0z0X159fpfsItYd58IhXwKxXAXI4IQkp6",
"SignatureVersion": "SigV4",
"bytesTransferredOut": 20,
"AuthenticationMethod": "AuthHeader"
},
"requestID": "8E96D972160306FA",
"eventID": "ee3b4e@c-abl2-459b-9998-0a5a6f2e4015",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::S30utposts::0bject",

"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/

bucket/path/upload.sh"

1,
{
"accountId": "222222222222",
"type": "AWS::S30utposts::Bucket",
"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/
bucket/"
}
1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "444455556666",
"sharedEventID": "@2759a4c-c040-4758-b84b-7cbaafl7747a",
"edgeDeviceDetails": {
"type": "outposts",
"deviceld": "op-0lac5d28a6a232904"
1,

"eventCategory": "Data"
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Amazon S3 on Outposts T DB

Amazon S3 on Outposts ZfEfH 92 &, AWS Outposts T S3 /N7 Y NEERL., O—AILTF—2R
oA, O—ALF—208, F—RLIFUI—%2HBETRTTIT—23a 2 BIC,
TLIAOAT DIV NEBHRICRFESRTEIETEET, S3onOutposts Ik, HTLWAKL—
292 A, S3 Outposts (QUTPOSTS) Z# L., < hid Amazon S3API ZfEA L. AWS Outposts
FOBBOTFINA ARG —N—RBTTF—RZ2KkEHND DOARAICKRFETDIRSICEFTENTVE
o RETSAR—RNIZIR(VPC) ZNLETIOEARAVNEIY RRA NERZFERAL
T, Outposts /N7y NEBELF T, Outposts /N Y KTk, Amazon S3 &@LU API & #EE (7
JEARDD—, BSL, RIFGFRE) ZFATEET, AWSNRI XNV Y=L, AWS
Command Line Interface (AWS CLI), AWS SDK, & 7zl& REST API ZfEA L T S3 on Outposts &
FRTEET, FMI-DOWVWTIE., TAmazon S3 on Outposts & ld1 ZSHBL TS EE L,

LTORNEY 2Tk, S3onOutposts TORRKICOVWTHBALET,

NEY D

« S3on Outposts THR—KEhTWVWD)—23 2

« Amazon S3 on Outposts ® APl AR L —> 32

« SDK for Java ZfFH L T, S3on Outposts ® S3 A NAO—=)IIFA T NERET D
 |Pv6 #2H T S3 on Outposts NN I T ARNEITS

S3 on Outposts THR—KkEhTWBU—23 >
S3 on Outposts &, XD AWS =23 > THR—RENTVWET,

« KERI (/N—> ZT7IbEf) (us-east-1)

« KERE (F/\1 F) (us-east-2)

« KEIRZ AtAH) 7 I ZT) (us-west-1)
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DTN T 499 (22 FHKR—)L) (ap-southeast-1)

DTN T 149D (> RZ—) (ap-southeast-2)

DTN T 1Y U (RR) (ap-northeast-1)

43 (FEF) (ca-central-1)

—Aavy /N (7Z>727J) ) (eu-central-1)

M (7

—Ov

I3

LIJ

7A4IZ>2 R) (eu-west-1)

v /N (A2 R2) (eu-west-2)

« XM (X7 /) (eu-south-1)

M (/X)) (eu-west-3)

o BN (ANY D7RILL) (eu-north-1)

s 1 AZII (TILTET) (il-central-1)

« HX (/N\—L —2) (me-south-1)

- FXK (Y>/V0) (sa-east-1)

« AWS GovCloud (3K E R %f) (us-gov-east-1)
« AWS GovCloud (3K E 78 Zf) (us-gov-west-1)

X

Amazon S3 on Outposts O APl AR L —>3 >

<O RNEY U TlE, Amazon S3 Outposts THEATE % Amazon S3. Amazon S3 1> ~hO—JL, &
& U Amazon S3 on Outposts API AR L —2a>O—&8ZRLET,

NEY D

« A7V NEBEDLSHD Amazon S3API AXRL—>3 >
c NTYRNEEBDLEH®D Amazon S3 I "RO—JL API AXRL—2 3>
« Outposts ZEIE T % /=% D S3 on Outposts APl AL —> 3>

AT HORNEBOESHO Amazon S3API AXRL —2 3>

S3 on Outposts k. Amazon S3 EFUA T IV N APIARL =23V ZFEATIRS ICEKETE
NTVWET, Outpost NI Y NADFEBEOATDIINITIERTDICEK., FOEARSA UM
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ADVWINAZIEBELET. PVEARSA U NIA VT AQOFHMICOVWTIE, 7S3on Outposts 7
DEARARNTONTY NEXODTAVUTADOER, #SBLTLEE L,

Amazon S3 on Outposts Tlk, BATF® Amazon S3API DARL —>a U FHR—KRENTVET,

* AbortMultipartUpload

» CompleteMultipartUpload

» CopyObject
» CreateMultipartUpload

+ DeleteObject
* DeleteObijects

» DeleteObjectTagging
+ GetObject

* GetObjectTagging

* HeadBucket

» HeadObject
» ListMultipartUploads

+ ListObjects
» ListObjectsV2

» ListObjectVersions
» ListParts

* PutObject
» PutObjectTagging

» UploadPart
* UploadPartCopy

NTY REEOESHD Amazon S3 O MO—J)L APl AXRL —> 3>

S3 on Outposts Tlk, N7 Y MREDIZHIZUAT O Amazon S3 I ~O—J)L API AXRL—2 3>
FHR—RENTVET,

* CreateAccessPoint

* CreateBucket
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateBucket.html
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* DeleteAccessPoint

» DeleteAccessPointPolicy
* DeleteBucket

» DeleteBucketLifecycleConfiguration

» DeleteBucketPolicy

» DeleteBucketReplication

» DeleteBucketTagging

* GetAccessPoint

» GetAccessPointPolicy
+ GetBucket

» GetBucketLifecycleConfiguration

» GetBucketPolicy

* GetBucketReplication

* GetBucketTagging

» GetBucketVersioning

» ListAccessPoints

» ListRegionalBuckets

» PutAccessPointPolicy

» PutBucketLifecycleConfiguration

» PutBucketPolicy

» PutBucketReplication

» PutBucketTagging

» PutBucketVersioning

Outposts Z EE T 5 =8 M S3 on Outposts APl ARL —> 3>

S3on Outposts Tlk, TV RRAVNZEBTHLHIC. BT O Amazon S3 on Outposts APl AR
L—>3r Y R—KhEhTVET,

» CreateEndpoint

» DeleteEndpoint
* ListEndpoints
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListRegionalBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_CreateEndpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_DeleteEndpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListEndpoints.html
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 ListOutpostsWithS3
 ListSharedEndpoints

SDK for Java ZfEH L T, S3 on Outposts ® S3 1> ~cO—J)L 7
AT RNERETS

ROBITIE, AWS SDK for Java Zf#FH L T. Amazon S3 on Outposts ® Amazon S3 1> ~O—)JL
DTATURERELET, COPERTIBICKE., TREND user input placeholder %&
I—4—BE0RRICEEHBAET,

import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.services.s3control.AWSS3Control;
import com.amazonaws.services.s3control.AWSS3ControlClient;

public AWSS3Control createS3ControlClient() {

String accessKey = AWSAccessKey;
String secretKey = SecretAccessKey;
BasicAWSCredentials awsCreds = new BasicAWSCredentials(accessKey, secretKey);

return AWSS3ControlClient.builder().enableUseArnRegion()
.withCredentials(new AWSStaticCredentialsProvider(awsCreds))
.build();

IPv6 2 T S3 on Outposts ND) VT ANZEITD

Amazon S3 on Outposts FATFILARY VLY RRA 2V NE, IPve Z7ORIILE G IPv4 7O K
J)LZEAL 2 S3on Outposts N7 Y RADU I T AR ZHR—KNLTVWET, S3 on Outposts @
IPv6 HR—KNZFRTDE, IPv6 XY NJ—%2 E® S3 on Outposts API B T/N Y ROV B
A=L7L—2UY—RICTFTOEAL, BATEEXT,

(® Note

S3 on Outposts A7 T U K732 (PutObject X° GetObject & &) ik, IPv6 XY k
D—OTRRYR—FENTLVELRA,
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListOutpostsWithS3.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListSharedEndpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
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IPv6 %Y RJ—% £T S30nOutposts IC7VERTBHEE, BMRALEANY)EHA, S3on
Outposts MFFMAIC DWW TIE, TS3on Outposts DEE 1 ZSBL TS EE L,

NeEY D

- |Pv6 OB

c FATIARZYIDIVRARANEFALTIPV6 XY RD—URBRHATIVIIANELETID
s IAMFARUZ —TD IPv6 7 RL ADEH

« P7RLAEBMEDOT AL

« AWS PrivateLink T® IPv6 O£

» S3onOutposts TATILAZRY INDT RRA4 2 NDEH

IPv6 O BE%R

IPv6 #2H T S3 on Outposts /N7 Y MMZU VT ARNZERTITBDICEK, FATILARYIDOIY RRA
VRNEFERATRIVENHYVET, ROEU>3>TR, FATILIAZYIOIY RRA NEFEAL
ZIPVv6 TOUOTARNDEFTHECODVTHALET,

LT IE, IPv6 £2HT S3onOutposts NT Y RADT UV EAEZRTIABROEEREZEEREETT,
s NTYRNITIOEARTBIVTATURRIRYRND—DF, IPV6 DFERAZEBMICTHIHEN HYE
¥,

s RERANEXSIENAEROVIIANE, IPv6 PO EAZHR—NLTVET, FMlICD
WTIEk., "S3onOutposts TATINAZYIDIT RIKANDFER) #5BLTLSEEL,
+ AWS Identity and Access Management (IAM) ZL—H'—&F /=& S3 on Outposts /N7 Y KRS —

T, YV=AIPT7RLAILKDZT7TAINERI T %2ERATDHEE. IPv6 7 RLAEHEZEEHD LSRR
) —EBHITHIHENHYNET,

(® Note

COEHIE, IPv6 XY NTJ—2 £E® S3onOutposts N Y RARL—3a> &k
O—)L7L—2UY—RILO&KBAENET, Amazon S3 on Outposts AT IO KNFT Y
A, IPV6 XY RD—UTRRYR—KREhTVEE A,

- IPVv6 ZFERATRHEE. Y —N—0OF7 0RO 77A4ILE IPV6e XD IP7PRLAZHADLE
o IPVEIERXODUE—RNIP 7 RLAZBETTESDKSIC, S3onOutposts AT 7 7 1 )L 0 #EAT
CERATZIEENY—=I, RAOVFN VY7 RNIITEREFHIDVLEN HYVET, TOE, EHF
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https://aws.amazon.com/outposts/rack/pricing/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
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EnNLY—=I, ROUTK, Y7TRIITEIPVOFERXODUE—NIPFRLAZELLSBHLE
9,

TATINAZRY VDI RIRA N ZEALTIPVe XY KD —V&HBATY
JIANZERTIS

IPv6 £ T S3 on Outposts API J—)LZFERAL TV IITARNZ{TSICIE, AWS CLI £7zl&k AWS SDK
BEATTFITILIAZY VDIV RRA N EFERATEER T, Amazon S3 2 hO—JL API AXRL —
> 32 & S3on Outposts API ZARL—23 2, IPve ORI E L IPv4a 7O ILEZEHET
S3on Outposts IC 77 EALTWVWR A ESHICEBRELS, BUKRSICHELET. LEL. S3on
Outposts Z#72 T U T 32 (PutObject X° GetObject B &) Ik, IPv6 XY RD—U TlkH
R—REhTLVEEA,

AWS Command Line Interface (AWS CLI) X AWS SDK 2R 2HB4. NTX—RFLR@FET757%
FEOTCTFATINARY VDI RRA U NIEETEERT, FREZ 7 AL D S3 on Outposts T R
RAVNIEBELTTFATILAEZY VDIV RRA VN EEREBETDILETEET,

TFTATILAZRY VDI RRAVNZEFEAL T, XOWTFhAHS IPv6 BHET S3 on Outposts /\
TYNITOELATEERT,

« AWSCLIIZDWTIWE, TAWSCLIASOTFATIAZYIDI Y RIRAVNDER) #258BL T
<kEEL,

« AWS SDK IZ DWW Tk, AWS SDK A5 S3 on Outposts F1FIAZY VDT RiRA > N&fE
A9% Z28RBLTLEETV,

IAM 7R —T®O IPv6 7 RL ADEH

IPv6é 7O N JJ)L%ZEAL T S3on Outposts /N7 Y RADT I EAERITTSHIC, IPFTRLAICK
274NRIVTICERENS IAM 1—%—F =& S3 on Outposts /N Y MRS —A" IPv6 7 R
LAEHZECLSICEFHENTVEIHLN ERTILENHYET, IPV6 7 RLAZMETDLSIC
IP7RLAZAIINRVTRID—AEHENATVEWVWEE, IPv6 7ORNIJILOEAZRTLTUY
BEZEIZS3onOutposts NTY NCT UV EATELRLSBDABEMEN B ET,

P7RLAZTANZIITTBDIAMARI S —E, IPT7RLAZFHEEFEZFEALET, XD S3
on Outposts NT Y MR —F, IPPRLAZHEREFZFERAL T 54.240.143.* OFFAIE N IP
EEOIPV4 TPRLAZBIILET, COBEADINTOIP 7 RL Al S3 on Outposts /N7 ¥
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html#S3OutpostsAPIsBucket
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html#S3OutpostsAPIsBucket
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html#S3OutpostsAPIs
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Conditions_IPAddress
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ANDT I tEAZIEBRENET (DOC-EXAMPLE-BUCKET)e IXTD IPV6 7 RL AR IEENTH
LD, ZORIVI—FIPv6 7 RL AD DOC-EXAMPLE-BUCKET AN TV +EA%Z7OY UL ET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "s3-outposts:*",
"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:0utpost/OUTPOSTS-ID/bucket/DOC-EXAMPLE-BUCKET/*",
"Condition": {
"IpAddress": {
"aws:SourceIp": "54.240.143.0/24"
}

ROBID RS, S3 onOutposts /NT Y RRUZ—0 Condition TL XY RZZEL T, IPv4
(54.240.143.0/24) B KT IPv6 (2001:DB8:1234:5678::/64) 7 RL AEEOMAE ZHFAT
EFET, BICRTESIC, IBIMIA—H—ENTY RRUS—OEEEEHITZEHICALZATD
Condition 7OY V& FERATEE T,

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"
]

IPv6 ZERAT2EIIC, IPv6 7 RLAEHRZFAT IS IP7TRLADT A LRV TIERATSZIAN
TOBEEIAMI—HY—ENTY RNRUD—ZEHLBTNERY)EEA, BBFD IPv4 7 RL ASH
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ICMAT, IAMARUS —EBBO IPV6 7 RLAEBEZEM I DL ZHEOLET, IPv6 BRIV
IPv4; TOT O EARAZFAITENTY RRUZ—OBIICO2VTR, "HBEDIP 7 RLAANDT I+
ADHR, 25RLTLEE L,

IAM 1 —H—7R1) > —(&, https://console.aws.amazon.com/iam/ @ IAM 1>V —)L &R L THE
WTEET, IAMOFFMICOVWTR, IAM I—%—F4 RESBL T &V, S3on Outposts /\
TYRRUD—OREDFHEMICOVWTIE, "Amazon S3 on Outposts /N Y RD/NT Y KR < —
ZEMELEREETS ) 22RBLTEEL,

IP7 RLAE#BMEDT A

Linux, Unix 1 AR A, £ macOSX 7Ty R T7a—L%ZFERALTVWRIESE., IPv6 AT
FATIAZYIODI Y RIRAVMNANDT IR ZETANTEET, HlAEE. IPv6 £HT Amazon
S3on Outposts T RIRA > RADEHRZTARNTSICE, dig AN REFEHLET,

dig s3-outposts.us-west-2.api.aws AAAA +short

IPv6 XY RD—D EIZFATIARY IDOILY RIRA 2V MNFBEYICKREET M TVSHE, dig OYX
Y RIEHRENTVSIPV6 PRLAZRLET, HIRE, XROKSIZHBYET,

dig s3-outposts.us-west-2.api.aws AAAA +short
2600:1f14:2588:4800:b329:1460:159f :ebce

2600:1f14:2588:4802:6df6:clfd:ef8a:fc76

2600:1f14:2588:4801:d802:8ccf:4e@4:817

AWS PrivateLink T® IPv6 O &

S3 on Outposts &, AWS PrivateLink Y —ERAETI RRA MO IPv6e ORI ZHR—KL
TVWET, IPv6 77O 3L O AWS PrivateLink DHR—KNIC&KY) | AT LIAXERMBOT A
R—RNEHEHS, IPv6 XY RD—URHTVPC ADHY—EAIY RRAV NIELTEERT, S3
on Outposts ® AWS PrivateLink @ IPv6 #7R—KIZ& ), AWS PrivateLink Z71 T J)LAZY I D
IORRARNEHRETDEETEET, AWS PrivateLink T IPv6 ZEMICTHFIEICOWT
l&. TExpedite your IPv6 adoption with AWS PrivateLink services and endpointsy 2B L T &
(A
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https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-outposts-privatelink-interface-endpoints.html
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® Note

HBR—RENTVWBDIP7RLAZATZIPvA LS IPV6 ICEFHTSICIE. TAWS
PrivateLink 1—H'—HA R, O THR—KRENhTWVWBIP7PRLADZAT%2ZLETD | *
SHBLTLSEEV,

AWS PrivateLink T® IPv6 O &

IPv6 T AWS PrivateLink ZFRAL TW2FEE, IPv6 TEETFITFTILAZRY IO VPC 42—
TIAALY RRAVNZERTIBEN HYVET, AWSYZXIDX RNV =)L Z2FERALT
VPCIVRRAUNEERTZ—HBOBEFIEICOVWTIE, TAWS PrivateLink 1—%—74 R, @

"A O B—T7IAAVPCIRARARNZFEALTAWS OY—FEAICTIOEATS, 23R LT
<EEL,

AWS X RI X N2 —=)L

ROFIEZFEAL T, S3on Outposts ([CIEFT DA X—TIAAVPC I RKRA 2 MaER
LET,

1. AWSXIZRZ XU RIAVY—=LIEHA42 42 LT, VPC OV =)L (https:/

console.aws.amazon.com/vpc/) ZBE £ 7,

FTEF—23URADT, [TV RRA N Z2BRLUET,

[T RKRANOER] ZBIRLET,

[Service category] (W—EAATI) T, [AWS services] (DH—ERX) ZRBIRLFT,

[—EAH] T. S3on Outposts H—E A (com.amazonaws.us-east-1.s3-outposts) ZiE1R

LET,.

[VPC] T, S3onOutposts IC7 VAT VPC ZZBIRLET,

7. [Y7%Y BN T, S3on0Outposts IC7 IV ERATEITFRATSEDTFAVY—2ZEIZHTRY R
Z1DBRLET, BUTRASEVT A=V —UASERBOYTZY NEBIRTD L
FTEEREA, BIRULEHTZRYRZEL, ILWIVRARAVMRYND—D4 22—
TIAANERENE T, F7AIRTR, YTXYRNDIPTRLAEED IP 7 RL AN
TVRRAVRNRYRND—=DAVR—TIAARIZENETSNhET, TVRRSABFRY B
D=4V —T7I—ADIP TP RLAZIEBETSICE, [IPT7 RLADEE] 2 &RL., ¥
TZYRNTPRLAEBE®D IPV6 7 RLAZAHDLET,

8. IPFPRLARATIT, [FATIARY J1ZBIRLET, IPv4 £ IPV6 DHEFDT RL A%
IVRERAVRORY RD—DAVR—TIARAICEIVNETET, COFT2a2k, ER

o ~ @b

o
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https://docs.aws.amazon.com/vpc/latest/privatelink/configure-endpoint-service.html#supported-ip-address-types
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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10.

11.

12.

LEIXRTOHTZYNCIIPVA EIPV6e EEDT RLAEBENI HBDBEICOAETR—KEh
S

[EF21VFT40)N—T]T, VPCIVRRAVNDODIVRRA D RRY ND—=D4 2R —
TIAACBEENGFD EFIUFT1TII—T2BRLET, F7A4IKTRE, F7FILMD
X1 UF4TI—=7H VPC ICEE[FMITSNET,

[RU =] Tk, [ZILT7OEA]ZBIRLT, VPCIVRRLSRDIXRTOD Y —AICH
FTRDITRTOTUININICERBZDIRTOARL— IV EHFATLET, ThENDES
&, [AARARALI&ZBIRLT, Z7UINIHFVPCIY RRARENLTIY—RIZHLT
TOAVBRTIBDEHIMEBERT IVEAFAZHHETS VPC IV RKRA 2 RKRD S —
BTRYFULET, cOAT>avik, Y—EANFVPC IV RAKRA NRII—BYR—
RUTVWRBEILOKMERATEERT, FFHICODVWTRK., "ITURKRAVNKRID—, S
LT EEL,

(F72a ) RTZEBMTBICE, FHLWRIT&2EM £BRL, TOXITDF—LEEA
HLUTLEEW,

IVRERANOER ZIBRLET,

Example- S3 on Outposts /N7 Y KRS —

S3 on Outposts A" VPC T2 RARAZ REXRVERY) TEBKSICTSBICIE. S3 on Outposts 7R

—BROEISICEFHLET,
{
"Statement": [
{
"Effect": "Allow",
"Action": "s3-outposts:*",
"Resource": "*",
"Principal": "*"
}
]
}
AWS CLI
(® Note

VPC IV RAKRARNTIPVG XY ND—DUZBRMICTSICIE. S3 on Outposts
D SupportedIpAddressType”7 1 LR —IC IPv6 ZRET D HEN HVET,
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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RO T, create-vpc-endpoint AN RZFEALTHLVTFITILAZY VL X —
TJ7IAATIVRRAMNEERLET,

aws ec2 create-vpc-endpoint \

--vpc-id vpc-12345678 \

--vpc-endpoint-type Interface \

--service-name com.amazonaws.us-east-1.s3-outposts \
--subnet-id subnet-12345678 \

--security-group-id sg-12345678 \

--ip-address-type dualstack \

--dns-options "DnsRecordIpType=dualstack"

AWS PrivateLink H—EAREICL 2Tk, HILKEREThEIY RRSA U N ERZERTSH
. VPC IV RAKRA VN Y—ERTONA A —I_ R DERBIVDEILEDIFEN HV)ETT, FFMIC
DWTIE, TAWS PrivateLink 1—H—HA4 R, O "TITO RAKRANOEFEHED VT ANERAFESE
EFERTS ZZRLTLEE L,

ROFITIE, modify-vpc-endpoint AN REFEHL T, IPVERA VPC I RRA K~
BTATILNARY VOLIY RRAVRNIEFHFHLET, TATILAZRY VDI RRAV MK
V., IPv4A XY RD—DEIPV6 XY RD—DOEBICTIEATEDRRSICBYET,

aws ec2 modify-vpc-endpoint \
--vpc-endpoint-id vpce-12345678 \
--add-subnet-ids subnet-12345678 \
--remove-subnet-ids subnet-12345678 \
--ip-address-type dualstack \
--dns-options "DnsRecordIpType=dualstack"

AWS PrivateLink T IPv6 ZBRIC TS HEOFMIC DOV Tk, TExpedite your IPv6 adoption
with AWS PrivateLink services and endpointsy 28R L T<E&E L\,

S3on Outposts FATILAZRY VDI RIRA4A NOER

S3on Outposts FATIAZRY VLIV RIKRAV N, IPv6 KT IPv4 Z A L 7= S3 on Outposts
NTY RADUIDITARZYR—NLTVWET, COEY>32EE, S3onOutposts 1T ILA
BYIVDIVRRANEFERATHHEZBALET,

Nevy o

« S3onOutposts T*ATIARY VDL RKRA 2~
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https://docs.aws.amazon.com/vpc/latest/privatelink/configure-endpoint-service.html#accept-reject-connection-requests
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« AWSCLIASOTAITINAZY VDI RRAVNOFER
« AWS SDK #'S S3on Outposts FAFIILARY VDI RRANZEFERATS

S3onOutposts FATIAZY VDI RiIRA 2 b

FATINAZYIODOI RIRAVNCUIOTARNEZITS &, S3on Outposts /N7 Y N URL & IPv6
FhEIPv4a 7 RLAICERENE T, IPv6 TD S3 on Outposts NT Y RADT VL AICET S5
k., TIPv6 #£2MH T S3on Outposts N\OU I TARZITS ) BSRBLTLSEETL,

FATINAZYIODOI RIRA2 RN%ZENL T S3onOutposts NT Y NCTIOEATBICIE, INAF
RNDIVRRANEEFEALET, S3onOutposts =232 OFITILAZY VT RRA
VhEDHEHR—KNLTEY, BEO—PBELTV -2V ZEBETHIHLENf HYVET,

TATILWAZY INAERD FIPS T RRA2 NOBER., ROmERUEFEALET.

s3-outposts-fips.region.api.aws

FATIAZYIODIEFIPS IV RARAMNOFEK., "OmBRAZFRALET,

s3-outposts.region.api.aws

@ Note
REARARNEROI RARA > NBlE., S3onOutposts TlEHR—RENRTLVEHA,

AWSCLIASOTATIAZRY VDI RIRA4AV NDOEA

COEOU>aA>TE, TFATINAZRYIOIRIKA MU IOIANTZDICHERAET NS AWS
CLIONY > RMOBIZRLET, AWSCLI ZEY RT7YTITBHFIEICOVWTIK, TAWSCLI B &
SDK for Java OEARHE L 2SBL TS EEL,

AWS Config 774N O7O7 7 4 )N TEREME use_dualstack_endpoint & true ICERET
d&, s3& s3api AWSCLI XY RICKDTNTD Amazon S3 UV T ARY, EEhiEU—
SAVOTFATILAZY VI RRAVNIEEENET, --region A7 23V ZFEALTERE
J77ALNELFINRT—23 20 ZBELET,

AWSCLI TFATILARY UDIY RKRKAV NEERTBIHBE, path OF7 RLAFEXDHAY
R—RENKT, RE77TALTREENLET RLAERICKY, NTY REFRANEO—EHAH
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URL O —ZAAREY E T, FMICDOVWTIF. AWS CLI I—H—7H 4 RO s3outposts ZZHL T
<EEV,

AWS CLIBHATTATILARY VDI RKRA N ZFEATSBICE, s3control ON Y RELE
s3outposts N> R® http://s3.dualstack.region.amazonaws.com ¥z l& https://
s3-outposts-fips.region.api.aws DL RRA >V KEIBEL T, --endpoint-url /NS
X—ZZ2FEALET,

BIZIE, KOESIZHEYET,

$ aws s3control list-regional-buckets --endpoint-url https://s3-
outposts.region.api.aws

AWS SDK A'5 S3 on Outposts AT ILARY VDOILTY RIKA 2V NEFERTS

COEV>3>TRE, AWSSDK ZERLTTATILARY VDIV RRAVNITIEATBHE
nhlERLET,

AWS SDK forJava2x DF1TFIAZY IODI RIRA > SO

RDOFITIE, AWS SDK for Java 2.x ZfEH L T S3 on Outposts 754 7> NEERT DB

[, S3ControlClient 23 A& S30utpostsClient V5 AZFERALTCTFATILAZYOTI VR
RANEBMELTDHEZERLTVWET, Amazon S3 on Outposts NDEIET S Java DHIDER &
TANCBETSFEICOVWTE., TAWS CLI & & T SDK for Java O EARG, £25BLTLKEE
(A

Example- 21T I ARY VDI RKRA > MEBIICL T S3ControlClient 7 Z AZEKT S

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3control.S3ControlClient;

import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsRequest;
import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsResponse;
import software.amazon.awssdk.services.s3control.model.S3ControlException;

public class DualStackEndpointsExamplel {

public static void main(String[] args) {
Region clientRegion = Region.of("us-east-1");
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String accountId = "111122223333";
String navylId = "9876543210";

try {

// Create an S3ControlClient with dual-stack endpoints enabled.

S3ControlClient s3ControlClient = S3ControlClient.buildexr()
.region(clientRegion)
.dualstackEnabled(true)
.build();

ListRegionalBucketsRequest listRegionalBucketsRequest =

ListRegionalBucketsRequest.builder()

.accountId(accountId)
.outpostId(navyId)
.build();

ListRegionalBucketsResponse listBuckets =
s3ControlClient.listRegionalBuckets(listRegionalBucketsRequest);
System.out.printf("ListRegionalBuckets Response: %s%n",
listBuckets.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 on Outposts
couldn't process
// it, so it returned an error response.
e.printStackTrace();
}
catch (S3ControlException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 on Outposts couldn't be contacted for a response, or the
client
// couldn't parse the response from Amazon S3 on Outposts.
e.printStackTrace();

Example- 1T I AZY VDI RKRA 2 M ZBMIC L T S30utpostsClient Z4EK T %

import com.amazonaws.AmazonServiceException;
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import com.amazonaws.SdkClientException;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3outposts.S30utpostsClient;

import software.amazon.awssdk.services.s3outposts.model.ListEndpointsRequest;
import software.amazon.awssdk.services.s3outposts.model.ListEndpointsResponse;
import software.amazon.awssdk.services.s3outposts.model.S30utpostsException;

public class DualStackEndpointsExample2 {

public static void main(String[] args) {
Region clientRegion = Region.of("us-east-1");

try {

// Create an S30utpostsClient with dual-stack endpoints enabled.

S30utpostsClient s30utpostsClient = S30utpostsClient.builder()
.region(clientRegion)
.dualstackEnabled(true)
.build();

ListEndpointsRequest listEndpointsRequest =

ListEndpointsRequest.buildexr().build();

ListEndpointsResponse listEndpoints =
s30utpostsClient.listEndpoints(listEndpointsRequest);
System.out.printf("ListEndpoints Response: %s%n",
listEndpoints.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 on Outposts
couldn't process
// it, so it returned an error response.
e.printStackTrace();
}
catch (S30utpostsException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 on Outposts couldn't be contacted for a response, or the
client
// couldn't parse the response from Amazon S3 on Outposts.
e.printStackTrace();
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Windows T AWS SDK for Java2x ZFEHAL TW3EEIF. YEIZIHLU T, XD Java RETS >
GVM) o7’ ONT 1 2R ELET,

java.net.preferIPv6Addresses=true
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